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1 Introduction
1.1 Motivation
Recent years have been marked by a tremendous increase in the adoption of MachineLearning (ML) algorithms, specifically Deep Neural Networks (DNNs), and their deploy-ment in mission- and safety-critical application domains, such as automotive [120], avion-ics [218], and space [202]. However, the size and computational complexity of DNNmodelshave increased drastically since their introduction. Recently, Transformer models, whosecomplexity surpasses that of traditional neural networks, have gained significant popu-larity across a range of tasks, from natural language processing to computer vision. Thecomputational complexity of DNNmodels necessitates specialized hardware accelerators.However, as nanoelectronics used in hardware accelerators are prone to faults caused byradiation and aging, concerns about their reliability come to the fore [6, 148]. It is of ut-most importance to understand how faults in hardware components propagate to thefinal application. Moreover, accelerators are shown to be more prone to transient faultsthan other electronic devices because the parallelism they contain tends to propagate asingle fault to multiple outputs [80].

With continuous technology scaling and increased silicon density, these acceleratorsbecome even more susceptible to faults. With the high integration density of modernnanoelectronic devices, the system error rate is increasing rapidly, as it is proportional tothe number of transistors [149].
Furthermore, the current trend is driving research and industry to deploy DNNs inembedded systems to be used at the edge, where power and computational resourcesare limited. Therefore, deploying a DNN accelerator requires addressing the trade-off be-tween different design parameters and reliability. Although DNNs possess certain intrinsicfault-tolerant and error-resilient characteristics, it is insufficient to conclude the reliabilityof DNNs without considering the characteristics of the corresponding hardware accelera-tor.
Especially since nowadays there is a clear industrial trend toward building mission-and safety-critical systems around commercial off-the-shelf (COTS) devices [23]. For in-stance, in the space segment, this trend is further escalated by the need for in-orbithigh-performance computing [109], since rad-hard components are built using outdatedtechnology and cannot provide high computational power compared to the COTS devices.However, vendor-provided fault-tolerance solutions for COTS devices are not intended forharsh environments and safety-critical applications.
The most commonly used platforms for implementing hardware accelerators are FP-GAs (Field Programmable Gate Arrays) and custom ASICs (Application-Specific IntegratedCircuits). FPGAs are an example of reconfigurable hardware that offer several advantages,such as flexibility, reusability, and moderate development cost. FPGAs are a common partof heterogeneous systems-on-chip (SoCs) that integrate multiple components on a sin-gle chip, providing both software and hardware programmability. Multiple toolchains formapping DNNs to FPGAs have been proposed by the industry and academic community[1, 68, 127, 201]. Examples include the FINN framework [192] by AMD-Xilinx, fpgaConvNet[200], and HLS4ML [166]. ASICs, on the other hand, are custom-built and optimized fora specific task. They offer higher performance and power efficiency than FPGAs and pro-vide more control over system design and reliability at the expense of higher design andmanufacturing costs.
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Hardware faults can be caused by various reasons: radiation, aging, manufacturingprocess variations, manufacturing defects, and early-life failures. Nonetheless, radiation-induced soft errors are considered dominant for today’s digital systems [13, 80, 149, 199].
The major radiation sources are cosmic rays and radioactive impurities. Cosmic radi-ation is not only a problem for satellites and spaceships, but it also affects avionic andterrestrial electronics as well. Data centers with large numbers of computers are espe-cially susceptible to radiation-induced faults [172]. Big companies like Google, Meta, andAlibaba call silent data corruption (SDC) faults in their data centers a significant problemand call for action [48, 75, 203]. SDCs can have serious consequences, e.g., bad meta-data can result in the loss of an entire file system, a corrupted encryption key can makelarge amounts of data permanently inaccessible [75], which are greatly amplified by themassive scale of modern data centers and AI workloads.
Moreover, it is important to have an efficient solution that fits the profile of the de-veloped system. It is vital to have a library of solutions for different budgets and require-ments. There arises the need for cost-efficient reliability. The knowledge from differenthardware and software layers should be considered together to achieve cost-efficient re-liability in constrained scenarios [149].
Implementing fault-tolerance solutions on individual system layerswithout consideringthe whole picture might result in an overprotected system or even a degradation of theoverall reliability. A cross-layer approach to reliability enables avoidanceof over-protectionby considering fault propagation andmanifestationmechanisms. It has been gaining pop-ularity in recent years since it can help to develop a globally optimized fault managementsystem [32, 97, 160, 164, 197].
Furthermore, with the current need for self-aware computing systems that can mon-itor their state and adapt to changing environments and operating conditions, an impor-tant property of hardware design is the ability to adjust or reconfigure in response tochanging conditions to improve availability.

1.2 Problem statement
Considering the points presented above, the objective of the research is to develop newmethods for reliability assessment and enhancement ofmodern hardware platforms, spe-cifically DNN accelerators. The fundamental challenges are the complexity of modernhardware platforms and DNN models. The following problems and research questionswere identified:
1. Understanding fault tolerance vulnerability in heterogeneous systems-on-chip
The common trend these days is to use advanced computing platforms, such as heteroge-neous systems-on-chip (SoCs), for intelligent autonomous systems. Heterogeneous SoCsprovide software programmability through scalar and vector processors and hardwareprogrammability through FPGA logic, which allows the implementation ofML acceleratorstightly connected to the processor. However, as modern heterogeneous SoC FPGAs be-come more complex and advanced, integrating more components on a single chip makesthem increasingly susceptible to various hardware faults. Additionally, their reliability as-sessment presents certain challenges: simulation and testing are difficult due to the de-sign’s complexity. Efficient deployment of heterogeneous computing platforms requiresa sufficient understanding of their sensitivity to possible faults. Considering this problem,the following research questions were formulated:
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1. What are the most vulnerable components in the heterogeneous systems-on-chip,such as SoC FPGA?
2. How do faults in different SoC components manifest at the module and system lev-els?
3. What are the gaps in the fault tolerance of the heterogeneous system-on-chipsavailable off-the-shelf?

2. Scalable reliability evaluation of systolic-array-based DNN HW accelerators
Reliability evaluation is a prerequisite for enhancing reliability since it shows how faultsaffect the system and identifies the most vulnerable components. This way, it is the prin-cipal part of a reliable design process. Both reliability assessment and enhancement ofDNNs can be performed at different levels of abstraction: at the model level, withoutconsidering the hardware architecture on which it will be executed, or at the hardwarelevel. Typically, model-level assessment methods are fast; however, because they do notaccount for hardware architecture, they tend to be less accurate. Hardware-level meth-ods evaluate fault effects with higher accuracy but suffer from longer simulation times.The following research questions concerning this problem were formulated:

1. How to perform a scalable and fast reliability analysis of a systolic-array-based DNNHW accelerator?
2. How vulnerable are modern DNN model architectures to faults in systolic-array-based HW accelerators?
3. How to evaluate the propagation of hardware faults through the system levels tothe DNN output?

3. Efficient fault tolerance techniques for systolic-array-based DNN HW accelerators
Traditional fault-tolerant techniques rely on redundancy, incurring overhead. The trade-off between fault tolerance and performance in DNNaccelerators remains underexplored,leading to inefficient system designs. An efficient reliability solution for modern accel-erator platforms should be tailored to the mission profile and operating conditions. Itshould account for the complexity of the hardware platforms used and the application.The approach to reliability should be hierarchical. Fault-tolerance solutions at higher sys-tem layers, such as user software and applications, should consider the characteristics ofthe underlying hardware, corresponding fault models, and fault effects. At the same time,solutions at the lower architecture and microarchitecture levels should be adaptable toapplication requirements and characteristics.Considering this problem, the following research questions were formulated:

1. How to effectively enhance the fault tolerance of systolic-array-based DNN HW ac-celerators with minimum overhead?
2. How to effectively trade off reliability and performance in systolic-array-based DNNHW accelerators?
3. How to provide a systematic and hierarchical fault tolerance for systolic-array-basedDNN HW accelerators?
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1.3 Contributions
To address the identified problems and research questions, the following contributionsare made:

• A survey of fault-tolerance vulnerabilities in modern heterogeneous systems forcritical applications. The survey presents an analysis of the most common types oferrors caused by faults in different components and identifies the most critical andvulnerable ones. It examines vendor-provided and user-space reliability solutions,highlights existing fault-tolerance gaps in modern heterogeneous systems, and out-lines a vision for future solutions. The contribution is based on publication [ I ].
• Fast analytical reliability assessmentmethod for DNN inference on systolic arrays.An analytical fault-propagation-based method, SAFPA, enables fast evaluation andsupports multiple systolic array dataflows, and provides several orders of magni-tude speedup over microarchitecture-level fault injection. The method supportsassessment for two modern DNN architectures for computer vision tasks, namelyConvolutional Neural Networks (CNNs) and Vision Transformers (ViT). Moreover,the method enables a design space exploration of reliability-performance trade-offs in CNNs deployed on systolic arrays with reconfigurable size. The contributionis based on publications [VII], [IV], [V], and [VI].
• Fault-Tolerant reconfigurable systolic array for DNN inference. A run-time recon-figurable fault-tolerant systolic array architecture, FORTALESA, with three executionmodes and four implementation options, is proposed and evaluated. FORTALESA isused to enhance the reliability of DNN inference on a systolic array by heteroge-neous mapping of different network layers to different execution modes. The pro-posed architecture efficiently protects both the registers and the arithmetic units ofsystolic array processing elements against transient and permanent faults withoutinterrupting inference execution. The contribution is based on publication [VII].
• Approximation-aided reliability of DNN accelerators. An adaptive fault-tolerantapproximate multiplier tailored for DNN accelerators, called AdAM, is proposed.The multiplier relies on an unconventional use of the leading-one position valueof the inputs for fault detection and correction by optimizing unused resources.This multiplier enables a negative overhead fault tolerance compared to the exactmultipliers. The contribution is based on publications [II], and [III].

1.4 Thesis organization
This thesis consists of seven chapters. The rest of it is organized as follows:

• Chapter 2 gives a succinct background for the thesis, introducing the idea behindDeep Neural Networks (DNNs) and modern DNN architectures for computer visiontasks, such as Convolutional Neural Networks (CNNs) and Vision Transformers (ViT);structure and functionality of DNN accelerators based on systolic array; basics ofapproximate computing; and the concepts of hardware reliability.
• Chapter 3 presents the survey of fault-tolerance vulnerabilities in modern hetero-geneous systems, such as SoC FPGA. It outlines the typical structure of the modernSoC FPGA and provides a discussion on the most common types of errors causedby faults in different components. The most critical and vulnerable components
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are identified there as well. It gives an overview of reliability solutions provided byvendors, as well as user-space solutions, and highlights fault-tolerance gaps.
• Chapter 4 presents an analytical fault-propagation-based method, SAFPA, for relia-bility assessment of DNN inference on systolic arrays. Experimental results on rep-resentative convolutional neural networks demonstrate that the method providesa several-orders-of-magnitude speedup over microarchitecture-level fault injectionandhighlights differences in dataflow-dependent vulnerabilities. Themethod is alsoused for the fine-grained reliability analysis of emerging Vision Transformers, high-lighting their differences with conventional convolutional neural networks. Addi-tionally, with a comprehensive reliability evaluation enabled by SAFPA, a layer-wisereconfiguration strategy for CNN inference on a systolic array is proposed to balancereliability and performance. It allows identifying the optimal systolic array size foreach CNN layer.
• Chapter 5 presents the architecture of the FORTALESA systolic array with three exe-cutionmodes (FORTALESA) for run-time reconfigurable redundancy andflexible reli-ability vs. performance trade-off, its hardware implementation, and evaluation. Theproposed systolic array architecture is a part of a flexible DNN protection method-ology that balances reliability and performance. The presented results evaluate theeffectiveness of the proposed methodology for DNN reliability. The chapter con-cludes with an overview of an open-source ASIC (Application-Specific IntegratedCircuit) designed using the FORTALESA systolic array.
• Chapter 6 presents a solution for approximation-aided reliability: an adaptive fault-tolerant approximate multiplier (AdAM) tailored for DNN accelerators. The mul-tiplier is based on Mitchell’s logarithmic multiplier that substitutes multiplicationwith the addition of approximated logarithms of the operands. The proposedmulti-plier protects higher-order bits of the product based on the leading-one bit positionin the multiplier inputs.
• Chapter 7 presents thesis conclusions and outlines future work.

19



2 Background
2.1 Deep Neural Networks
A Neural Network (NN) is a Machine Learning (ML) algorithm used for a variety of tasks,including classification and regression. It is a mathematical model inspired by the humanbrain. Neural networks appeared already in the 1940s [122]; however, after their earlysuccess, they were forgotten for several decades due to limitations of those early modelsand issues with their training. Interest resurfaced in the early 2000s due to increasedcomputational power and the adoption of GPUs for model training [65]. A neural networkis built using neurons organized into layers. The mathematical model of a single neuron iscalled a perceptron [154]. The model of a single neuron is

y = f
( d

∑
i=1

wixi +b
)
, (1)

where d is the dimension of the input x and the number of weights w, f (·) is an activationfunction, and b is a bias. Originally, themost popular activation functions were the logisticsigmoid and hyperbolic tangent. These days, the most popular activation function is ReLU(Rectified Linear Unit) f (x) = max{0,x} and its variants.
NNs are trained using a designated dataset. The training process is iterative and aimsto update themodel parameters (weights and biases). A loss function is employed tomea-sure the difference between the expected and the predicted outputs of the NN. Duringtraining, parameters are iteratively updated to minimize the loss function. During deploy-ment, inference is run on new data to predict the output.
NNs consist of multiple layers, namely an input layer, an output layer, and one or morehidden layers in between. The simplest neural network architecture is a Multi-Layer Per-ceptron (MLP). MLP consists of several fully connected layers, where every neuron in thehidden layer is connected to every neuron in the previous and next layers. An example ofMLP is presented in Figure 1.
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Figure 1: Multi-layer perceptron

Recently, the termsDeep Learning andDeepNeural Networks (DNNs) have been adop-ted to denote the increased depth and complexity of ML problems and algorithms. Mod-ern DNN architectures include a variety of layers designed to increase accuracy, improvetraining, and reduce computational complexity. Two notable architectures for computervision tasks that are considered in the thesis, i.e., Convolutional Neural Networks (CNNs)and Vision Transformers (ViT), are described below.
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2.1.1 Convolutional Neural NetworksConvolutional Neural Networks (CNNs) are a type of DNNs that specialize in image recog-nition and computer vision tasks. CNNs begin with convolution and pooling operations,breaking down the image into features and analyzing them independently. The result isfed into a sequence of fully-connected layers for a final decision.Convolution is a linear operation that involves a multiplication of a set of weights withthe 2D or 3D input. Convolutional weights are in the form of a 2D or 3D array, called afilter or a kernel. The multiplication is the dot product, which is then summed together,resulting in a single output value. The filter is applied systematically to each overlappingfilter-sizedwindowof the input, moving left to right and top to bottom in a sliding-windowmanner. If the filter is designed to detect a specific type of feature, then applying thatfilter systematically across the entire input allows discovering that feature anywhere inthe image. This way, convolution layer inputs are also called input feature maps, andoutputs are called output feature maps.

Figure 2: CNN feature visualization (output of the first layer of ResNet-50, the first 16 channels)

The pooling operation reduces the size of the feature map by replacing a rectangularneighborhood with a statistical summary, e.g., the maximum or average value.CNNs rely on hierarchical feature extraction as convolutional layers use small kernels tocapture local features, and the information from various regions of the input is integratedhierarchically through the layers [16].Notable CNN architectures include LeNet-5 [103], developed for handwritten numbersrecognition, it was also the first CNN; AlexNet [99], the first CNN that surpassed the hu-man in ImageNet Large Scale Visual Recognition Challenge (ILSVRC-2012) contest; VGG[171], that showed the effect of increased depth of the network on the accuracy; ResNet[73], that introduced residual connections between layers with increased network depthto improve optimization and accuracy; GoogLeNet [175], that introduced Inception mod-ules to reduce computational complexity; MobileNet [78], substituted traditional convo-lution with depth-wise separable convolution for light-weight inference. These modelsare widely used in the academic community as benchmarks. Common dataset bench-
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marks include the MNIST dataset of handwritten digits [104], the CIFAR-10 and CIFAR-100datasets of small color images [98], and ImageNet, a large-scale dataset of high-resolutioncolor images [157].
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Figure 3: Architecture of a Vision Transformer [50]

2.1.2 Vision Transformers
Vision Transformers were proposed in 2021 by Dosovitskiy et al. [50]. The architecture ofbasic ViT is presented in Figure 3. First, an input image is transformed into a sequence of2D patches. The patches are flattened and mapped to D dimensions through a trainablelinear projection. A classifier embedding is added to the resulting patch embeddings. Theembeddings are then passed through a sequence of Transformer Encoder blocks. Eachencoder block includes Multi-Head Attention (MHA) and a Multi-Layer Perceptron (MLP),consisting of two fully connected (FC) layers. Transformers were originally designed fornatural language processing tasks [198]. They utilize a self-attention mechanism that en-ables the model to effectively capture relationships between different components of theinput sequence, especially long-term dependencies.

Figure 4: Attention map visualization (adapted from [67])
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Unlike convolutional layers in CNNs, which extract local features, the attention mech-anism in ViTs directly captures global features and relationships among different regionsof the input [16]. In other words, the MHA block defines where to put focus in the imageand draws connections between patches. Visualization of the attention map is given inFigure 4. It starts with the calculation of query (Q), key (K) and value (V ) vectors for eachpatch:
Q = XWQ, K = XWK ,V = XWV , (2)

where X is the embedding matrix, WQ, WK , WV are corresponding weights. The queryvector represents what is important in the other patches for the particular patch. The keyvector represents the features of each patch that can be “matched” against queries. Thevalue vector contains the actual information (features) of the patch.Then, the query and transposed key matrices are multiplied to get attention weight orattention score (Sattn) that defines the relevance between the patches:
Sattn = QKT . (3)

Attention value or a context (Z) is then calculated by multiplying valueV by the scaledattention score:
Ssim = softmax

(
Sattn√

dk

)
(4)

Z = SsimV, (5)
where Ssim is a similarity score, and dk is the dimension of the Q, K andV vectors.The idea behind MHA is that each head learns different relationships and provides aunique perspective on the input image. The attentions from all heads are concatenatedand passed through a linear layer to get theMHA output:

O = ZWZ . (6)
The MHA output (O) is then passed to the MLP block, as mentioned earlier, consistingof two FC layers. Unlike CNNs, where FC layers are represented by vector-matrix multipli-cation, in ViTs, FC layers are represented by matrix-matrix multiplication.The output of the final encoder layer corresponding to the added classifier embeddingis passed to the MLP Head for classification. The FC layer of the head is a vector-matrixmultiplication.Specific architectures of Vision Transformers are defined by the following parameters:patch size, embedding size, number of encoder layers, number of heads inMHA, andMLPdimension.

2.2 Systolic Arrays
Systolic arrays were first introduced in the 1980s [101] and recently became popular foraccelerating DNNs. Many DNN accelerators are based on systolic array architecture, in-cluding Google TPU [93], MIT Eyeriss [30], and Berkeley Gemmini [62].
2.2.1 Systolic array architectureSystolic array has a regular structure consisting of interconnected Processing Elements(PEs). In this thesis, systolic arrays used to accelerate matrix multiplication for DNN ap-plications are considered, with PEs organized in a 2D grid. Each PE consists of a Multiply-Accumulate (MAC) unit and registers for holding intermediate values. Data is fed from the
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top and left sides of the systolic array and propagates through rows and columns duringthe computation. The name “systolic” was selected because the data movement in thearray resembles the function of the heart, as each PE constantly “pumps” data inside andoutside [12]. Each clock cycle, PE in row i and column j performs calculations with valuescoming from PE on the left (row i, column j−1) and PE above (row i−1, column j); thedata is then passed to the PE on the right (row i, column j+1) and PE below (row i+1,column j). This way, systolic arrays exploit both parallelism and pipelining in the matrixmultiplication algorithm, enabling high throughput and avoiding the memory-access bot-tleneck. Commonly, memory buffers for activations andweights are located at the top andleft sides of the systolic array, respectively. In the case of DNNs, weights are fed verticallyfrom top to bottom; thus, each column is assigned to one output channel. Activations(inputs) are fed from left to right; hence, each row processes values from the same slid-ing window. There are different types of systolic arrays based on the dataflow. Dataflowtype defines the internal structure of PEs and the movement of data through the array,i.e., which values are stationary and which values are propagating through the array dur-ing calculation. Dataflow types include weight-stationary (WS), input-stationary (IS), andoutput-stationary (OS) [29]. The architecture of the systolic array and an individual PE foroutput-stationary and weight-stationary dataflows are presented in Figure 5.
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Figure 5: Systolic array and individual PE architecture

In the weight-stationary (WS) dataflow, the weight matrix is first pre-loaded into asystolic array by loading one row per cycle, then the input matrix propagates through thearray from left to right. The outputs (results of the MAC operation) propagate from topto bottom. In this scenario, weights are stationary and remain in the systolic array duringmatrix multiplication. This dataflow maximizes weight reuse.In the input-stationary (IS) dataflow, activations are pre-loaded into the systolic arraysimilarly toWS and kept in the systolic array during the matrix multiplication process. Thedata movement and structure of the systolic array and individual PEs are similar to WSdataflow.In the output-stationary (OS) dataflow, outputs are kept in the PEs of the systolic ar-ray, while weights and activations are streaming through the systolic array. Weights arestreaming from top to bottom, and activations (inputs) are streaming from left to right.Outputs are accumulated inside PEs. This dataflow typedoes not need apre-loading stage.
2.2.2 Convolution on systolic array
The convolution operation ismapped to the systolic array by transforming it tomatrixmul-tiplication using the im2col (image-to-column) algorithm [25]. An input tensor is trans-
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formed into a (Hout ·Wout)× (Hk ·Wk ·Cin) matrix and weights are transformed into a
(Hk ·Wk ·Cin)×Cout matrix, where Hout and Wout are the height and width of the out-put tensor, Hk and Wk are the height and width of a kernel, Cin and Cout are the numberof channels in the input and output tensor correspondingly. When inputs and weights arerepresented this way, each column of the systolic array calculates values for one outputchannel, and each row calculates values of the same pixel across all output channels.If the input matrices exceed the size of the systolic array, matrix multiplication is per-formed in tiles corresponding to the size of the systolic array grid.The latency L of a matrix multiplication on a systolic array is calculated as

LSA = M+N −1+N −1 = M+2N −2 , (7)
where N ×N is the size of the systolic array and N ×M is the size of the matrices [161].For the OS systolic array, the number of tiles is

T os
a =

⌈
Hout ·Wout

N

⌉
, T os

w =

⌈
Cout

N

⌉
, (8)

where Ta and Tw are the number of tiles in activations and weights. For the WS systolicarray, the number of tiles is
T ws
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For the IS systolic array, the number of tiles is
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⌉
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2.3 Approximate Computing
As energy consumption and complexity in modern computing systems grow rapidly, onepromising energy-efficient design technique is approximate computing [26, 91]. Many op-erations do not require a perfect result; an approximation with tolerable error would suf-fice. For example, to compare 2 and√3, there is no need to compute an accurate squareroot of 3; it is enough to know that the answer is between 1 and 2. The basic buildingblocks for approximate computing are approximate arithmetic circuits, such as adders,multipliers, and dividers, as well as larger modules like the fast Fourier transform and themultiply-accumulate (MAC) unit [26]. Commonly, approximate arithmetic circuits are de-rived from accurate ones by modifying, removing, or adding some components [91].Multipliers are one of the primary arithmetic building blocks in DNN accelerators.Since DNNs have intrinsic error resilience [3, 134], approximate computing can be usedto optimize area and power consumption while achieving higher operating frequency. Atypical integer multiplier consists of three stages: partial products generation, accumula-tion, and addition. Approximate multipliers are based on various techniques. A commonway to approximate multiplication is to truncate the inputs, for instance, by dynamicallyidentifying the most important bits and performing exact multiplication of the smallersegments, e.g., the Dynamic Segment Method (DSM) [132] and the Dynamic Range Un-biased Multiplier (DRUM) [71]. Inputs can also be rounded to the nearest power of twovalue to substitute multiplication with addition and shifting operations, as in RoBA mul-tiplier [220]. Other methods include logic simplification for the addition of partial prod-ucts, such as inexact adders and compressors [165], simplification of encoders in Booth
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multipliers [69], and the utilization of innate characteristics of emerging technologies,e.g., memristor-basedmultipliers [134]. To compensate for introduced inaccuracies, manyapproximate multipliers include error recovery; e.g., DRUM [71] ensures that errors arecentered around zero, so they cancel each other out during repeated calculations ratherthan accumulating. Another approximation technique is to switch to a logarithmic num-ber system and compute addition instead of multiplication. The general idea is to takethe logarithms of the inputs, sum them, and convert the output to the final result via anantilogarithm [55, 125]. The complexity and accuracy of this method come from the log-arithm and antilogarithm steps. Truncating operands and approximating logarithm stepscan further optimize area, speed, and power consumption. The first approximate loga-rithmic multiplier was proposed by Mitchell, who used binary logarithms to approximatemultiplication [125]. Several studies have been conducted to improve the performanceand accuracy of this method for DNN applications [7]. TOSAM is a scalable approximatemultiplier that reduces computational complexity by truncating and rounding each inputoperand based on its leading one-bit position [196]. ScaleTRIM exploits curve fitting andlinearization to fit the product of truncated inputs and approximate a correct result, andemploys an error compensation method using lookup tables [55].
2.4 Hardware Reliability
Reliability of an electronic system is the ability to perform its intended function over thelifetime of the targeted application. It is the probability that no failure or user-visibleerror occurs during system operation in the time period (0, t]. This way, reliability can beexpressed as R(t) = P(T > t), where T is the lifetime of the system [129]. A faulty systemcan still be reliable if the fault is masked or mitigated.

Reliability is tightly connected to the availability of the system. Availability is the prob-ability that the electronic system is functioning properly at any given time t. While relia-bility is defined over a period of time, availability is defined at a particular time instance.Availability considers the possible downtime of the system due to repairs and thus can beexpressed as the ratio of system uptime to total system operating time [129].
Reliability and availability are components of the broader concept of dependability.

2.4.1 Faults, Errors, and Failures
A fault is a physical defect in the circuit. Faults can be caused by manufacturing defectsor appear during the system’s lifetime as a result of aging or environmental stress.

An error occurs when a fault propagates to the interface of the system component.However, not all faults cause errors. Faults can be masked or mitigated using fault toler-ance mechanisms. Fault masking includes logical, electrical, and timing masking mecha-nisms [204]. In the case of logical masking, the fault is masked by the design structureand other signal values. Electrical masking occurs when a faulty transient pulse weakensas it propagates through combinational logic gates, so it is not latched by the sequentiallogic. Timing masking occurs when a faulty value reaches the sequential element outsideits latching window.
A failure is a deviation of a system functionality observable at the top-level interface.A failure occurs when an error propagates to the top-level system’s interface. Errors canbe masked at higher system levels as well. Failures observed at the top-level system in-terface can be classified into two categories: Silent Data Corruption (SDC) and DetectedUnrecoverable Errors (DUE). DUEs are usually caused by faults in control signals, causingfunctional interrupts and system crashes. SDC, on the other hand, means that the sys-
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tem’s output data differs from the expected output, without any indication that a faulthas occurred.Basedon their duration, faults are categorized into transient, permanent, and intermit-tent. Permanent faults remain indefinitely until they are removed by some intervention orcorrection mechanism. Permanent faults are primarily caused by manufacturing defectsand aging mechanisms. Transient faults appear briefly and disappear without interven-tion. The primary cause of transient faults is terrestrial and cosmic radiation. Intermittentfaults are recurring transient faults that reappear after usually irregular intervals. Inter-mittent faults can, over time, become permanent faults [129].A fault model is the way a logical fault models a physical defect. Common fault modelsinclude stuck-at-0 and stuck-at-1 for modeling the effect of memory cells and logic gatespermanently stuck at the logic value zero or one, delay faults for modeling operating fre-quency degradation due to aging, and bit-flips to model transient faults that cause thetransition of one logical value to another [204].Chains fault → error → failure show how a fault in a single component propagatesthrough the system layers. A cross-layer approach to reliability requires an understandingof the fault’s source, fault propagation, and manifestation mechanisms.
2.4.2 Soft errors
Hardware faults can be caused by various reasons: radiation, aging, manufacturing pro-cess variations, manufacturing defects, and early-life failures. As stated in the Introduc-tion, radiation-induced soft errors are considered dominant for today’s digital systems.Faults caused by radiation are divided into two groups: hard errors, which lead tothe destruction of the component, and soft errors, which cause the device to behaveincorrectly. While soft errors are temporary and do not permanently damage the device,they can also lead to system failure and catastrophic consequences.The most common type of soft error is a Single Event Upset (SEU), a change of thelogic state of the sequential element, i.e., a single bit flip. Less common but more criticalis Single Event Functional Interrupt (SEFI)—a soft error that causes a functional interruptin circuits, interfaces, or entire chips. Another common type of soft error is a Single EventTransient (SET), a current or voltage spike in a signal. SET is transitory in nature; however,if captured by a sequential element, it can become an SEU, which is more likely in moderntechnologies as clock frequencies increase. Other types includeMulti-Cell Upset (MCU), acorruption of adjacentmemory cells or flip-flops; andMulti-Bit Upset (MBU), a corruptionof different bits in the same data word [89].
2.4.3 Reliability evaluation
Reliability of hardware architectures can be evaluated using various methods, includingfault injection, irradiation, analytical evaluation, and hybrid approaches that combinemultiple methods. Fault injection is the most commonly used method for reliability eval-uation and involves introducing faults into system components to analyze its behaviorin the presence of errors [54]. It can be performed using software-based simulation orhardware-based emulation. Software-based fault injection offers high control over theprocess, while emulation leverages hardware speed. Fault injection can be performed ondifferent levels of abstraction. Low-level simulations, e.g., at the gate and register-transferlevel (RTL), are more accurate but more time-consuming. High-level simulations, e.g., atthe model and application levels, are faster but less accurate [139].Irradiation is a special case of fault injection that uses a particle beam to irradiatethe hardware platform, simulating a real faulty environment [54]. While radiation experi-
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ments are used as a realistic error-rate radiation source, they do not allow tracking of faultpropagation and lack control over injected faults. Moreover, irradiation is an expensivemethod and cannot be performed during the design stage, as it requires a manufactureddevice.Analyticalmethodsmodel system functionality and reliability usingmathematical equa-tions. Analytical methods enable fast and scalable evaluation by eliminating the complex-ity of fault simulation. However, they often lack accuracy [6].Hybrid methods benefit from the strengths of combined approaches and allow forcompensation of the drawbacks of one approach by the other, as the balance betweenperformance and accuracy is an important aspect of reliability evaluation methods [6].
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3 Understanding Fault-tolerance Vulnerabilities in AdvancedSoC FPGAs for Critical Applications
This chapter presents a survey on fault-tolerance vulnerabilities inmodern heterogeneoussystems, such as advanced SoC FPGAs. It includes a taxonomy of an advanced SoC FPGAstructure; an analysis of fault effects caused by faults in the different components, iden-tifying the most critical and vulnerable components; a review of vendor-provided fault-tolerance mechanisms and an analysis of fault-tolerance vulnerabilities and gaps; as wellas a review of complementary user-space fault-tolerance solutions. The chapter is basedon publication [ I ]:

N. Cherezova, K. Shibin, M. Jenihhin, and A. Jutman. Understanding fault-tolerancevulnerabilities in advanced SoC FPGAs for critical applications. Microelectronics Reli-
ability, 146:115010, 2023

3.1 Introduction
Modern heterogeneous SoC FPGAs, which provide software programmability through sca-lar and vector processors and hardware programmability through FPGA logic, are gettingmore complex and advanced, integrating more components on a single chip. However,their dense structure is also increasingly susceptible to various hardware faults. Their re-liability assessment presents certain challenges: simulation and testing are difficult dueto the design’s complexity, and faults in one core can propagate to other cores [58].The heterogeneous nature of SoC FPGAs means that faults in different componentsmanifest differently and require tailored fault-tolerance solutions, making reliability as-surance for the chip challenging.
3.2 Faults and fault effects in SoC FPGAs
This section presents a typical structure of a modern FPGA-based SoC, along with faultsand fault effects characterizing each component.
3.2.1 Typical structure of modern FPGA-based SoC
The structure is based on the latest series from AMD-Xilinx, Intel, and Microchip: VersalACAP (Adaptive Compute Acceleration Platform) [206] and Zynq UltraScale+ [211] (AMD-Xilinx); Agilex [82] and Stratix 10 [85] SoC families (Intel), and PolarFire SoC [124] (Mi-crochip). A modern FPGA-based SoC includes multi-core processors (ARM Cortex-A andCortex-R cores in AMD-Xilinx and Intel devices, and RISC-V cores in Microchip SoC), FPGAlogic, hard peripheral controllers, embedded on-chip memories, and system infrastruc-ture represented by non-functional utility resources, such as chip monitors, ECC con-trollers, test facilities, etc. Themost notable among them is a separate processor that actsas a device manager. Device manager, called Platform Management Unit (PMU) in AMD-Xilinx devices, Secure Device Manager (SDM) in Intel, and monitor core in Microchip, setsthe root-of-trust, configures the device after the power-up, and monitors its state duringthe lifetime. Some platforms have accelerators, like embedded GPU for video render-ing or custom engines for AI and ML tasks processing (Zynq UltraScale+ and Versal), andspecialized modules, like radio frequency (RF) data converters and video processing units(Zynq UltraScale+). Versal ACAP represents the new generation of programmable SoCsfrom AMD-Xilinx and has the most complex structure. The processing system, FPGA logic,AI Engines (custom blocks for fast data processing), and peripheral controllers are con-
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nected through Programmable Network-on-Chip (PNoC). One can assume that the nextFPGA-based SoCs, generally, follow the Versal model.
The typical structure described is presented in Figure 6. The presented structure canbe considered as a super-set. More complex system-on-chips includemore elements fromthe set, and less complex ones include fewer, but they still stay within the given super-set.

3.2.2 Faults and fault effects in different components
Below is the analysis based on the literature survey of the most common types of errorscaused by faults in different components and the most critical and vulnerable elementsin each module. Table 1 summarizes fault effects at the module and system levels. Sys-tem failures are divided into three classes: system crash (SC), application crash (AC), andapplication silent data corruption (ASDC). The most common system-level failure is ASDC.AC can be caused by control flow errors, and SC might be caused by errors related to theSoC configuration or control circuitry.

Processing system (PS). Structurally, faults for a processor were organized into threelarge groups: faults in registers (including general-purpose and special-purpose ones),caches, and data processing units (ALU / FPU) [52, 87, 182, 183, 191, 216]. It can be seen thatfaults in different components affect processors in two ways: silent data corruption (SDC)and control flow errors that can lead to functional interrupts or crashes. Functional inter-rupts can be caused by errors in control or special-purpose registers, errors in addressing,and errors in instruction (wrong instruction, wrong operand, or wrong immediate) [52].While functional interrupts require a reset and result in the system being unavailable dur-ing the restart, SDC does not disable the system, but it might be of great concern for auser, as they corrupt results without giving any indications that something went wrong.The most critical elements are registers (particularly special-purpose ones) and caches[52, 87, 139, 182, 183, 191, 216] since faults in those components directly affect the databeing processed and can introduce control flow errors. Additionally, studies show thatprocessor cores integrated into SoC platforms have higher rates of crashes and functionalinterrupts compared to standalone processors [19].
FPGA. Structurally, faults in FPGA can be organized into three groups as well: faults inconfiguration memory, user memory, and control-related logic [147]. Unlike processors,the functionality of FPGA is not hardened and is defined by the values loaded into config-uration memory (called CRAM). Therefore, the main fault effect for them is the change incircuit functionality, which might result in silent data corruption as well as application oreven system crash.
Configuration memory consists of routing elements and logic resources, such as LUTs(Look Up Tables) and control bits.
Routing resources can be local (inside logic blocks) or global (between logic blocks).Local routing is represented by multiplexers (MUX) controlling inputs and outputs of thelogic block and LUTs. Logic blocks are connected through switch boxes and connectionboxes by means of Programmable Interconnect Points (PIPs). PIP may be represented bya simple pass transistor controlled by one configuration bit or a complex structure cre-ated using several multiplexers controlled by a group of configuration bits. For PIP, thefollowing fault models are defined: Open, Conflict, Input Antenna, Output Antenna, andBridge [15]. Open fault happens when a previously used connection is disabled. Conflictis characterized by a new connection being added between a used input node and a usedoutput node. Input Antenna is a new connection between an unused input node and aused output node. Output Antenna is a new connection between an unused input node
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and a used output node. Bridge happens when a previously used connection is disabled,and an unrelated input is connected to the output from the disabled connection.
Along with the change in circuit functionality, SEU in routing configuration bits thatcreate an undesired bridge between a signal and an unused wire adds an extra parasiticcapacitance (and thus an extra delay) to the signal path. The impact is cumulative and canlead to delays that are significant enough to cause delay faults [187].
Routing faults are the most common and the most critical for FPGAs since the routingstructure occupies a large portion of the FPGA area and configuration bits [133]. Moreover,the most failure-sensitive routing elements are local MUXes [66, 92].
Faults in logic include LUT values change and control bits changes. LUTs are used tohold the data (when used as distributed RAM or shift register) and implement data pro-cessing or Finite State Machine (FSM) to control the workflow. Therefore, faults in LUTvalues can cause data corruption as well as control flow errors. However, whether it pro-duces an error or not depends on the inputs to the circuit and which part of the logicfunction is impacted.
On the contrary, changes in control bits generally cause errors for all, or almost all,possible circuit inputs. Control bits define LUT mode (whether it is used as a LUT, dis-tributed RAM, or a shift register), configure storage elements as flip-flops or latches, anddefine Input/Output Block (IOB) parameters, such as electrical standard, mode (input,output, bi-directional), termination (pull-up or pull-down resistors), signal drive strength,optional storage element, input delay, and a slew rate. Faults in IOB parameters can createunintended outputs [152] and additional delays [145, 185, 186].
User memory includes embedded RAM and flip-flops in the logic blocks. It stores thedata produced by the application. Faults in user memory are straightforward and causesilent data corruption. While faults in embedded RAM data remain until a new value isstored there or the fault is corrected, original flip-flop valuesmight be restored in the nextclock cycle. Faults in user memory are considered less critical than faults in the configu-ration memory. The former ones do not affect the circuit functionality and can be fixedwithout device reconfiguration.
Faults in control logic include faults in reset circuitry and configuration ports, such asJTAG TAP (Test Access Port) controller, ICAP (Internal Configuration Access Port), PCAP(Processor Configuration Access Port), and SelectMAP interface. SEU in reset circuitry canclear out the device functionality or all of the flip-flops. Faults in the JTAG TAP controllercan damage the FPGAor other systemdevices aswell as cause a loss of control [215]. Faultswithin the programmable SelectMAP interface configuration pins result in a malfunction-ing interface: the corrupted interface can return bad values during a read operation andcorrupt the configuration during a write operation [147]. Faults in control logic have seri-ous consequences and require device reconfiguration, though, in practice, their rates arevery low [147].
Moreover, in SoC, the FPGA part is proved to be more prone to soft errors [9, 52, 79],while processors and peripherals have more vanished errors.
Accelerators. Two types of accelerators are considered in this work: embedded GPUand custom AI Engines suggested by AMD-Xilinx. Versal AI Engines [208] consist of twoprocessors, for scalar and vector arithmetic, and thus their structural faults are similar tothe processor faults. Faults in instructions can cause data and control flow errors, andfaults in registers and in data processing units can cause silent data corruption. AI Enginesdo not have cache memory, though they do have shared memory for storing the data.
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For GPU, faults in global buffers (shared L2 cache) can be considered the most critical,since they may spread in multiple locations and can cause many erroneous outputs [111,136, 162].Faults in accelerators are not expected to cause crashes but rather produce wrongoutputs. While data errors in machine learning applications might have serious conse-quences, erroneous pixels in a video frame just degrade the user experience.
Peripherals andmemory controllers. Experiments show that faults in address and con-trol registers causemany data errors and interrupts [51, 52]. However, there are only a fewworks that explore faults in so-called “uncore” components, such as peripherals, on-chipmemories, etc. [39, 40, 113]. However, loss of configuration in peripheral controllersmightresult in a system crash and require device reconfiguration.
On-chip interconnect. Different components in heterogeneous SoCs are usually con-nected through a bus-based communication architecture. However, Versal ACAP repre-sents an interesting case that additionally utilizes network-on-chip (NoC). Versal NoC ar-chitecture is similar to a typical NoC structure: network interface units connect processingelements to the NoC, and routers perform the transportation of the data through theNoC.Network interface units are represented by NoCMaster Units (NMU) and NoC Slave Units(NSU) that denote ingress and egress blocks accordingly. Routers are represented by NoCPacket Switch (NPS). It is a crossbar switch that determines the direction of the packetbased on the special routing tables. Though Versal NoC is programmable, its configura-tion is statically defined during the design time, therefore, it includes an additional unitcalled NoC Peripheral Interconnect (NPI). NPI is an internal register programming inter-connect of the NoC that controls and configures NMU, NSU, and NPS. The NPI programsNoC registers that define the aforementioned routing tables [209].In the classic NoCs, faults in interconnects are considered dominant [140, 146]. Addi-tionally, since the configuration of Versal PNoC is programmable, faults in routing compo-nents and NPI registers can have serious consequences. They can lead to a loss of config-uration and, therefore, to an application or a system crash.For the AMBAAHB systembus, experiments in [27] show that SDC is themost commonerror, however, faults in the address bus have a high probability to cause an applicationor system crash.

3.3 Vendor-provided fault tolerance mechanisms
The heterogeneous nature of modern SoC FPGAs, combining different components, re-quires a complex fault tolerance solution that covers the whole chip.The main fault detection and fault tolerance mechanisms employed by vendors arethe following:

• Device manager
• Modular redundancy (usually TMR)
• ECC, CRC, parity checking
• Data scrubbing
• Dual lock-step
• Memory protection units
• Built-in tests
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• Watchdog timers
A comparison between fault detection and fault tolerance methods on different plat-forms is presented in Table 2.
Device manager. As already mentioned, all considered platforms have a dedicatedprocessor or two acting as a devicemanager: PlatformManagement Unit (PMU) on AMD-Xilinx platforms, Secure Device Manager (SDM) on Intel platforms, and monitor core onMicrochip PolarFire SoC. The device manager holds the root-of-trust, configures the de-vice after the power-up, performs error management, and monitors its state during thelifetime to support the functional safety of the platform.
Triple-modular redundancy (TMR). On AMD-Xilinx and Intel platforms TMR is used toprotect the device manager and critical state registers. Additionally, Intel and Microchipoffer functionality to generate a triplicated design for FPGA logic. AMD-Xilinx offers similarfunctionality for Virtex family devices only. For modern platforms, it offers TMR MicroB-laze IP (soft processor).
Error correction code (ECC). ECC is the standard protection mechanism for memo-ries. AMD-Xilinx, Intel, and Microchip have ECC (single-error correction, double errordetection) on all processor memories, on-chip memories, FPGA embedded memories,and DDR4 controllers. ECC mechanism supports error injection functionality. On Intelplatforms, USB, SD/MMC, EMAC, DMA, and NAND flash controllers have integrated ECC-protectedmemories. While most ECCs provide a single-error correction, double-error de-tection, for M20K blocks (internal 20 Kbit memories), Intel suggests single-error, double-adjacent-error, and triple-adjacent-error correction in a 32-bit word. However, it is re-ported that with the ECC feature enabled, M20K runs slower [83]. In order to decreasethe possibility of multi-bit errors, all vendors use a memory interleaving technique.
Dual lock-step. AMD-Xilinx platforms includeARMCortex-R5F dual-core processor thatsupports the lock-step functionality. In the lock-step mode, two cores perform the sametask in parallel.
Data scrubbing. AMD-Xilinx and Intel, both suggest solutions for soft-errors correctionin the FPGA configuration memory (CRAM) based on the background scan. Xilinx Soft Er-ror Mitigation (XilSEM) is available as soft IP in the UltraScale+ series [207], however, inthe Versal series, it is a part of PMU [210]. Triplicated PMU provides more protection forthe module itself. XilSEM uses ECC and CRC for single-error correction and double-errordetection. On Versal, XilSEM can additionally detect errors in NPI (NoC Peripheral Inter-connect) registers that connect NoC with some modules using SHA techniques. XilSEMsupports error injection functionality.
Intel Error Detection Circuit (EDC) with integrated ECC corrects single- and double-biterrors and detects up to 8 bits that fit in a rectangular box (8×1, 4×2, 1×8, 2×4). EDC sup-ports error injection and priority scrubbing. Some portions of the design can be markedas high-priority sectors, those sectors are scanned more frequently. Additionally, there isa sensitivity processing and hierarchy tagging functionality that defines the criticality ofthe CRAM bit and suggests corrective actions based on the classification [84, 86].
Since PolarFire SoC incorporates flash-based FPGA, which is more robust towards softerrors, there is no scrubbing solution suggested.
Memory protection units (MPU).While memory protection units are not explicitly de-signed for soft error protection, they can helpwith themaswell. Oneof themain purposesof MPU is to restrict memory access of a process to some defined region. If there is anerror in the address due to the SEU so that it no longer belongs to the allowed region,access is blocked, which might prevent SDC or control flow error.
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AMD-Xilinx platforms have a Memory Protection Unit (XMPU) and Peripheral Protec-tion Unit (XPPU) to protect on-chip memory blocks and peripheral programming registers[210]. Intel platforms have System Memory Management Unit (SMMU), and one of itsfunctions is memory access permissions. PolarFire has Memory Protection Unit as well.Additionally, since AMD-Xilinx and Intel SoC include ARM processor cores, they are pro-tected by ARM TrustZone.
Built-in tests. AMD-Xilinx provides LBIST for check logic such as XMPU, lock-step, andECC checkers, and MBIST for Cortex-R5F core memories. Additionally, memories, lock-step functionality, device manager, XMPU, XPPU, clocks, voltages, and temperature canbe checked by the dedicated software test library (STL) [210]. Microchip provides MBISTfor L2 cache [123].
Watchdog timers. Used for detection of the hanged or stuck in an infinite loop process,watchdog timers are provided by all three considered vendors.

3.4 Analysis and conclusions about the gaps
3.4.1 Vendor-provided fault tolerance methods analysis
Fault tolerance methods described in the previous section have certain overheads, suchas area, power consumption, or execution time. They also have functional limitations onwhat kind of errors they can detect or correct and how fast they can do it. Therefore, forthis study, it is important to see how vendor-provided methods protect the system fromsoft errors and what parts of SoC FPGAs are left unprotected.

Device manager. Implementation of the device manager requires one or two addi-tional processors, which results in power consumption overhead. Moreover, the devicemanager does not protect the system from soft errors.
Triple-modular redundancy. TMR is based on utilizing three copies of the samemoduleworking in parallel, which introduces more than 200% overhead in the area and powerconsumption. This might be critical for energy-restricted applications. Therefore, TMR isonly used to protect the device manager which acts as a safety island.
ECC. When enabled, ECC requires additional bits to store the codes, which results in13 and 22% overhead for 32-bit and 64-bit data accordingly. In most cases, it can onlycorrect single-bit errors and detect double-bit errors. Multi-bit correction and detectionversions are possible butmight slow down thememory. Since ECC is amemory protectiontechnique, it mostly prevents SDC errors, however, in the case of Instruction Cache, itmight prevent control flow errors as well.
Data scrubbing. The scrubbing solution that scans FPGA configuration memory in thebackground brings power consumption overhead. It has a latency of several milliseconds,during which the device might operate incorrectly. Studies show that scrubbing does notprotect the device against immediate failures since it cannot fix errors propagated fromfaults in configuration memory [76]. Its main functionality is to prevent the accumulationof faults. Besides, it is not intended for use in a high-irradiation environment, such asspace. An experiment in [202] shows the significant decrease in neural network accuracydeployed on the AMD-Xilinx UltraScale+ platform under beam radiation testing even withXilSEM enabled.
Dual lock-step. When two cores are running in the dual lock-step mode, they performthe same tasks with one clock cycle shift, which means the system can perform fewertasks than in the split mode. Furthermore, since lock-step is a fault detection technique,it requires additional time to rerun the task in case of an error. Additionally, lock-stepfunctionality is not supported by every processor.
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MPU. As it was mentioned before, the memory protection unit is not designed to han-dle faults, though it can detect faults in some cases and prevent them from propagatingfurther.
Watchdog timers. As a symptom-based fault detection method, the watchdog timercan neither isolate the fault nor correct it. The watchdog timer can either create an inter-rupt or restart the processor core.

3.4.2 Gaps in vendor-provided protection
Based on the information from previous sections, the fault tolerance taxonomy for mod-ern SoC FPGA was created (Figure 7). Critical and vulnerable components pointed out byresearch papers are marked by a red square, and components that have some vendor-provided fault detection or fault tolerance solutions are marked using corresponding col-ors.As can be seen from the figure, the most protected module in the modern SoC FPGAis the processing system that has watchdog timers, lock-step capabilities, ECC for caches,and memory protection units. However, it should be noted that not every processor sup-ports lock-step functionality, watchdog timers cannot isolate and recover the fault, andmemory protection units are not designed to handle faults but can only detect errors insome cases. ECC prevents errors originating from caches, however, the lack of protectionin the other components of the processor, including registers that are considered criticalaswell, means that faults stemming from theother components are not covered. The lock-step mechanism protects the whole processor, however, in the considered SoC families,lock-step functionality is only supported in the ARM R-cores, leaving A-cores vulnerable.The next protected module is FPGA logic which has scrubbing solutions for configura-tion memory and ECC for embedded memories. User memory flip-flops, though, are notcovered by anymeans. The least protectedmodules are peripherals, interconnects, accel-erators, and specialized modules, the ones that are less explored in the research articlesas well.The following gaps can be formulated:

1. Most of the vendor-provided fault-tolerance methods protect the processing sys-tem and memory components. ECC effectively covers single-bit faults in memories.Since memories usually occupy the major part of the chip, a high percentage offault tolerance can be achieved by covering only memories using a considerably in-expensive and easy-to-implement mechanism like ECC. However, that leaves com-putational and control units less protected. They might occupy smaller area thanmemories, but faults in those components might lead to a crash.
2. The least protectedmodules are uncore components that are less considered in theliterature as well. However, due to the complexity of the SoC, it is not enough toprotect only the processing system. In fact, all components may have an impact onthe reliability of the whole system [135].
3. The vendor-provided fault-tolerance methods for cost-efficient COTS devices arenot designed for harsh environments or critical applications.
4. Different fault effects and used fault-tolerancemethods require a systematic and hi-erarchical approach for efficient device protection. However, the current approachseems fragmented. Themain reason to use the SoC FPGA platform is to use asmanyof its components as possible, not only the processor or the FPGA. In such cases,
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a communication system, for example, plays an important role. For the applicationto run correctly, it is important to protect the whole system.
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Figure 7: Fault tolerance taxonomy for SoC FPGA based on vendor-provided methods

3.5 Mapping known user-space methods
Clearly, all major FPGA vendors are seeking the most cost-efficient methods to offer basicprotection against in-field failures. Advanced or full protection becomes too expensive asthe main volume of FPGA devices goes into commercial applications such as industrial,telecom, or video processing, where fault tolerance mechanisms would only introduceadditional cost and overhead and, hence, reduce the vendor’s competitive advantage.Therefore, gaps in protection are inevitable and have to be addressed carefully by the
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users targeting commercial off-the-shelf (COTS) devices for mission or safety-critical ap-plications such as aerospace.
The pursuit of improving fault tolerance is not limited to the features that the manu-facturer embeds into their devices. There is ongoing research on methods to analyze andimprove the fault tolerance [119] using the controls available to the user of an SoC, suchas programming of the processor cores or the FPGA logic in a way to make the operationmore reliable. Several of those methods typically exploit redundancy that already existsor can be created by the user.
Since the modern SoC FPGAs inevitably contain heterogeneous modules, which arealso commonly found separately, it makes sense to look at the methods that are alreadyemployed for such modules.
General-purpose processing units (PS). The availability of multi-core CPUs in modernSoCs allows for exploiting the inherent redundancy for improving transient fault tolerancein software. Where available in hardware, dual-core or triple-core lock-step redundantcore configurations can provide significant protection against transient errors [43, 87]. Ahybrid lock-step approach with hard CPU cores in combination with redundant soft coresis also possible and demonstrated in [94]. Fault tolerance methods described in [144]allow using temporal redundancy and target non-protected COTS CPUs. They enable pro-tection by trading higher performance and a larger quantity of these CPUs (compared tofault-tolerant alternatives, if any are present) for fault tolerance by employing redundantcode execution with some variable but predictable performance penalty. These meth-ods use structural or temporal active redundancy where the reaction to fault detectionas well as recovery from an error can be flexible and can depend on the executed appli-cation. Another software-centric approach proposed in [168] uses process-level redun-dancy (PLR), where a set of redundant copies of an application process is created and theresults are systematically compared to guarantee correct execution. Redundant multi-threaded processes are proposed for fault tolerance in user-space programs running onmulti-core CPUs [131] where the results of two threads are compared for error detectionwhile another thread is used as a watchdog. There are other similar methods from othergroups which aim at increasing fault tolerance in software [117, 173]. Several methods aimat soft-core CPUs. One of them uses a combination of redundancy in multi-core proces-sors and extra hardwaremeasures formanaging redundancy configurations in asymmetricmultiprocessing mode (AMP) [112]. In [59], the authors implement fault detection in soft-ware through thread-replication and coarse-grain lock-step for weakly coupled processingcores.
FPGA fabric is configurable and, from the functional point of view, can work like anyother digital hardware and, therefore, can implement hardware methods like TMR, ECC,and others in so-called soft cores. The underlying physical structure of FPGA, however, isvery different from usual digital hardware because the function depends on the config-uration memory as described earlier. FPGA works properly as long as the configurationmemory is intact. In the case of SRAM-based FPGA, the configuration memory is suscep-tible to SEUs, and thesemay result in a change of the function. Therefore, usual hardwarefault-tolerancemethods need to be applied carefully. For example, TMR can be combinedwith scrubbing [14] in order to detect and correct the errors in the configuration memory,while TMR protects from soft errors in user logic memory. SEUs in configuration memorycan also affect routing, therefore partitioning and placement of the logic in an FPGA canbe exploited to increase fault tolerance [57, 100]. For example, it can change the probabil-ity of errors affecting TMR [116]. Othermethods also aim at repairing broken configurationby partial dynamic reconfiguration [102].
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Accelerators. Various hardware accelerators are used to increase the performanceand/or efficiency of the processing on SoCs, and they, too, can benefit from added faulttolerance. For example, neural network accelerators are susceptible to hardware-inducedfaults, but there are methods to mitigate the effects of faults [70]. For fixed-hardwareneural network accelerators, there are software methods like result range restriction [74]and algorithm-based fault tolerance [222]. Soft-core accelerators can be augmented withan extra layer for improved fault tolerance [77].
3.6 Chapter conclusions
This chapter reviewed the state of the art in fault-tolerance mechanisms offered by SoCFPGA vendors with a focus on the most popular COTS devices of the latest SoC fami-lies. There has been substantial progress in such protection mechanisms during the lastdecade as opposed to simple technology-level hardening. As a result, there is a clear in-dustrial trend to build mission- and safety-critical systems around COTS devices [23]. Forinstance, in the space segment, this trend is further escalated by the need for in-orbithigh-performance computing [109].Still, as the vast majority of SoC FPGAs are employed in non-critical commercial appli-cations, there are gaps in the protection offered off the shelf by vendors. Advanced SoCFPGAs comprise a diversity of tightly integrated components that should all be protectedto ensure the system’s reliability and availability. However, as was shown, the most pro-tected components are the processing system and memories, leaving the rest of the sys-tem vulnerable. Uncore components are not protected and are less considered in the lit-erature. The current approach to fault tolerance is fragmented and not systematic. Finally,vendor-provided fault-tolerance solutions for COTS devices are not intended for harsh en-vironments and critical applications.Hence, it is necessary to implement complementary user-space fault-tolerance mech-anisms, tailoring them to targetmission and application profiles, from simple custom TMR[63] to advanced fault handling schemes [56]. For better protection, user-space methodsshould interact with vendor-provided ones, resulting in an integrated fault-tolerance solu-tion. For example, the scrubbing procedure can be triggered by a TMR voter in the FPGAlogic or lower-cost fault detection checkers or monitors in the FPGA logic. Also, in somescenarios, fault detection may be supported by employing higher-level techniques suchas time-domain redundancy for unprotected processors, software-based checking, andexternal performance/process monitoring. Here, the user-space fault-tolerance mech-anisms would both protect the operation and initiate the recovery procedure offeredby the vendor, thus improving the overall protection efficiency. More advanced fault-handling mechanisms that involve cross-layer interactions and data exchange are alsopossible [167].However, implementing fault-tolerance solutions on different layers without consi-dering the whole picturemight result in an overprotected system or even a degradation inthe overall reliability. A prominent solution to cover the aforementioned gaps efficientlyis a cross-layer reliability approach.A cross-layer approach to reliability has been gaining popularity in recent years sinceit can help to develop a globally optimized fault management system. Several frameworkshave been developed by the academic community for the reliability-aware design spaceexploration to find the best combination of fault-tolerance methods [32, 164] and for thecross-layer reliability assessment of the system [97]. Those frameworks primarily targetprocessors at the early design stage, considering the HW/SW co-design process. However,as already mentioned, COTS devices are used more and more for critical applications.
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4 Reliability Assessment of DNNs on Systolic Arrays
This chapter presents an analytical fault-propagation-based method, SAFPA, that enablesfast evaluation and supports multiple systolic array dataflows. The method is built oncross-layer analysis that examines how faults in the hardware microarchitecture propa-gate through system layers and manifest in the application, namely DNNs. Experimentalresults on representative convolutional neural networks demonstrate that the methodprovides several orders of magnitude speedup over microarchitecture-level fault injec-tion and highlights dataflow-dependent vulnerability differences. The method is used toassess and analyze the reliability of two modern DNN architectures for computer visiontasks, namely Convolutional Neural Networks and Vision Transformers, highlighting theirdifferences. The chapter is based on publications [VII], [IV], [V], and [VI]:

N. Cherezova, A. Jutman, and M. Jenihhin. FORTALESA: Fault-tolerant reconfigurablesystolic array for DNN inference. Microprocessors and Microsystems, 119:105222, 122025
N. Cherezova, S. Pappalardo, A. Ruospo, B. Deveautour, L. Fezza, A. Jutman, E. Sanchez,A. Bosio,M. S. Reorda, andM. Jenihhin. Special session: Reliability assessment of DNNmodels and inference on systolic arrays. In IEEE VLSI Test Symposium (VTS), 2026
N. Cherezova, M. Jenihhin, and A. Jutman. Scalable reliability assessment of visiontransformers on systolic arrays via fault propagation analysis. In IEEE 32nd Interna-
tional Symposium on On-Line Testing and Robust System Design (IOLTS), pages 1–7,2026
M. H. Ahmadilivani, N. Cherezova, M. Glaß, J.-D. Guerrero-Balaguera, M. Jenihhin,A. Kritikakou, R. L. Sierra, L. B. Poelhs, J. Raik, L. Roquet, F. F. dos Santos, F. A. da Silva,M. S. Reorda, A. Veronesi, E. C. V. Castillo, and J. E. R. Condia. Reliability assessmentof deep neural networks and accelerators across design stages. In IEEE 27th Latin
American Test Symposium (LATS), pages 1–10, 2026

4.1 SAFPA: Fast Analytical Reliability Assessment for DNN Inference onSystolic Arrays
4.1.1 Introduction
Systolic arrays were first introduced in the 1980s [101] and recently became popular foraccelerating DNNs. As the reliability of DNN accelerators comes to the front, recent workshave proposedmethods for the assessment and enhancement of systolic arrays. [194] an-alyzed the effects of transient faults in the combinational logic of systolic arrays. [184]presented Saca-FI, a microarchitecture-level fault injection framework for systolic array-based CNN accelerators, for the analysis of transient faults in registers. Saca-FI is basedon SCALE-Sim, a cycle-accurate simulator for DNN inference on systolic arrays [161]. [2]proposed an RTL-level fault injection framework for the analysis of stuck-at faults withinmultiply and accumulate (MAC) units. [179] presented a fault injection framework thatmodels systolic array dataflow using Uniform Recurrent Equations. Unlike previous works,the proposed reliability assessment method is based on fault propagation analysis. In-stead of injecting faults in the microarchitectural or RTL model of a systolic array, which isa very time-consuming task, errors are added directly to the DNN layer output using faultpropagation analysis, which significantly speeds up the fault injection process.
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Figure 8: Error patterns in the output tensor for different systolic array dataflows

4.1.2 Methodology
This subsection presents the proposed reliability assessment method for systolic arrays(SAFPA). It combines fault injection with fault propagation analysis, which is used to cal-culate the resulting error in the layer output. This allows a noticeable speedup in thereliability assessment of DNN inference on a systolic array. The method allows analysis ofboth transient and permanent faults.
4.1.2.1 Fault propagation in systolic arrays
Faults in PE registers are considered for the analysis. Due to the regular structure of asystolic array and data movement, faults in different components produce distinct errorpatterns in the output tensor. Figure 8 presents error patterns for the convolution oper-ation on different dataflows. Patterns are derived analytically and experimentally, usingmicroarchitecture-level simulation of the systolic array, following examples from previousworks for similar cases [21, 114].
Transient faults
Input register (IREG): For both OS andWS systolic array, a bit flip in an input register (IREG)results in the propagation of faulty activation through the whole row, affecting one valuein several output channels. In the IS systolic array, the fault persists until a new activationtile is loaded, affecting one value in all output channels. This ends up in the bullet pattern.

Weight register (WREG): A bit flip in WREG, however, produces different patterns. InWS, fault persists until new weights are loaded, resulting in the partial or whole chan-
nel pattern. In OS, faulty weight propagates through the whole column, affecting severaloutput values in one channel. In IS, faulty weight propagates through the whole row, stillaffecting several output values in one channel. This ends up in the line pattern.

Output register (OREG): A bit flip in OREG affects one value in one output channel,resulting in a point pattern for all dataflows.
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Permanent faults
ForWS systolic array, a stuck-at fault in all cases results in several whole channel patterns.For OS, a fault in IREG results in several bullet patterns; a fault in WREG results in severalline patterns; and a fault in OREG results in several whole-channel patterns, since theresults are offloaded by propagating from top to bottom. For IS, faults in IREG and OREGresult in several bullet patterns; a fault in WREG results in a line bullet pattern.
4.1.2.2 Fault propagation analysis for transient faults
Each fault is defined by parameters given in Table 3.

Table 3: Transient fault parameters

Symbol Description
ftype Type of fault (IREG, WREG, OREG)

ts Cycle of a systolic array execution
tw Weight tile
ta Activation tile

prow Row of the PE
pcol Column of the PE
β f Bit index

An output of the convolutional layer can be expressed as
y(u,v) =

Cin

∑
c

Hk

∑
i

Wk

∑
j

w(c,i, j) · x(c,u+i,v+ j)+b , (11)
where y(u,v) is the output value with index (u,v),Cin is the number of input channels, Hkand Wk are the height and width of a kernel, w(c,i, j) is an individual weight, x(c,u+i,v+ j) isan activation (input), and b is a bias.A bit flip in the numerical value can be expressed as an addition of an error term ε .For a signed integer, the error term is defined as

ε = 2β f · γ , (12)
where β f is the index of a faulty bit and γ is a sign coefficient, which is derived by thefollowing equation

γ =





−1 if x
(β f )

f = 1∧β f ̸= βsign

1 if x
(β f )

f = 1∧β f = βsign

−1 if x
(β f )

f = 0∧β f = βsign

1 if x
(β f )

f = 0∧β f ̸= βsign

(13)

where x
(β f )

f is the faulty bit of the affected value and βsign is the index of a sign bit.In the case of a floating point, the error term is different for the sign bit, exponent,and mantissa bits [53]:

ε =





(−1)b f 2E2β f −24 if 0 ≤ β f ≤ 23 (mantissa)
(2(−1)b f 2β f −24 −1)x if 24 ≤ β f ≤ 31 (exponent)

−2x if β f = 32 (sign)
(14)
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where β f is an index of a faulty bit, b f is the value of the β f -th bit, and E is an exponentof numerical value x, expressed as
E =

31

∑
i=24

bi2i−23 . (15)
A fault in a register holding activation, weight, or partial sum results in adding an error

e to the output of the convolutional layer. This error e can be calculated for each type offault from the parameters given in Table 3.
Transient faults in OS dataflowFault in IREG. If the fault happens in the input register, it corrupts an activation, then anerror added to the output of the convolutional layer equals

eireg = w(c f ,i f , j f ) · εx , (16)
where εx is the error term added to the faulty activation and w(c f ,i f , j f ) is the weight mul-
tiplied with that activation. This weight is found by its position (c f , i f , j f ):

c f =

⌈
ts− pcol − prow

Hk ·Wk

⌉
(17)

k f = (ts− pcol − prow) mod (Hk ·Wk) (18)
i f =

⌊
k f

Wk

⌋
(19)

j f = k f mod Wk (20)
where ts is the targeted cycle of a systolic array execution, prow and pcol are the positionof the targeted PE.Fault results in the bullet error pattern. Therefore, the following parameters defineaffected output values: output channels cout, f and position in the feature map (u f ,v f ).Affected output channels are calculated as follows:

cout, f =
[
cstart

out, f ,c
end
out, f

] (21)
cstart

out, f = (tw −1) ·N + pcol +1 (22)
cend

out, f =

{
tw ·N if Cout ⩾ tw ·N
Cout if Cout < tw ·N (23)

where cout, f is a range of affected output channels, starting with cstart
out, f and ending with

cend
out, f , tw is the targeted weight tile, prow is the row of the targeted PE, N is the size of thesystolic array, andCout is the total number of output channels.The position (u f ,v f ) is found in the following way:

□ f = (ta −1) ·N + prow (24)
u f =

⌊ □ f

Wout

⌋
(25)

v f =□ f mod Wout (26)
where□ f is the affected sliding window andWout is the width of the output feature map.
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An error eireg calculated using Eq. (16) is added to the affected output values.Fault in WREG. An error added to the output of the convolutional layer in this caseequals
ewreg = x(c f ,i f , j f ) · εw , (27)

where εw is the error term added to the faulty weight and x(c f ,i f , j f ) represents the activa-tions multiplied by that weight.Fault in the weight register results in the line error pattern, therefore, the followingparameters define affected output values: output channel cout, f and a range of positionsstarting with (ustart
f ,vstart

f ) and ending with (uend
f ,vend

f ). The affected output channel iscalculated as follows:
cout, f = (tw −1) ·N + pcol . (28)

Positions are calculated from the affected sliding windows following Eq. (25) and (26):
□start

f = (ta −1) ·N + prow , (29)
□end

f =

{
ta ·N if Wout ·Hout ⩾ ta ·N ,

Wout ·Hout if Wout ·Hout < ta ·N ,
(30)

whereWout and Hout are the width and height of the output feature map.Faults in OREG. Since those faults result in a single point error pattern, an error addedto the output equals
eoreg = εy . (31)

The output channel cout, f is found using Eq. (28), and the position is found usingEq. (24)–(26).
Transient faults in WS dataflowFault in IREG. The fault corrupts an activation, hence an error added to the output of theconvolutional layer equals

eireg = w(c f ,i f , j f ) · εx , (32)
where w(c f ,i f , j f ) is the weight multiplied with the faulty activation. This weight is found
by its position (c f , i f , j f ):

c f =

⌈
(ta −1) ·N + prow

Hk ·Wk

⌉
, (33)

k f = ((ta −1) ·N + prow) mod (Hk ·Wk) , (34)
i f =

⌊
k f

Wk

⌋
, (35)

j f = k f mod Wk . (36)
Fault results in the bullet error pattern. Therefore, the following parameters defineaffected output values: output channels cout, f and position in the feature map (u f ,v f ).Affected output channels are calculated as follows:

cout, f =
[
cstart

out, f ,c
end
out, f

]
, (37)

cstart
out, f = (tw −1) ·N + pcol +1 , (38)

cend
out, f =

{
tw ·N if Cout ⩾ tw ·N
Cout if Cout < tw ·N ,

(39)
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where cout, f is a range of affected output channels, starting with cstart
out, f and ending with

cend
out, f .The position (u f ,v f ) is found from the sliding window□ f using Eq. (25) and (26):

□ f = ts− pcol − prow , (40)
where □ f is the affected sliding window. An error eireg calculated using Eq. (32) is addedto the affected output values.Fault in WREG. An error added to the output of the convolutional layer in this caseequals

ewreg = x(c f ,i f , j f ) · εw . (41)
Fault results in the partial or whole channel error pattern; therefore, the followingparameters define affected output values: output channel cout, f and a range of positionsstarting with (ustart

f ,vstart
f ) and ending with (uend

f ,vend
f ). However, (uend

f ,vend
f ) is constant;it is the last pixel in the output. The affected output channel is calculated as follows:

cout, f = (tw −1) ·N + pcol . (42)
Positions are calculated from the affected sliding windows following Eq. (25) and (26):

□start
f = (ta −1) ·N + prow , (43)

□end
f =Wout ·Hout . (44)

Fault in OREG. Since those faults result in a point error pattern, an error eoreg = εy isadded to a single pixel in the output feature map. The output channel cout, f is found usingEq. (42), and the position is found using Eq. (40), (25), and (26).
Transient faults in IS dataflowFault in IREG. Fault results in the bullet error pattern. The weight w(c f ,i f , j f ) multiplied
with the faulty activation is found by its position (c f , i f , j f ):

c f =

⌈
(tw −1) ·N + prow +1

Hk ·Wk

⌉
, (45)

k f = ((tw −1) ·N + prow) mod (Hk ·Wk) , (46)
i f =

⌊
k f

Wk

⌋
, (47)

j f = k f mod Wk . (48)
Affected output channels are calculated as:

cout, f =
[
cstart

out, f ,c
end
out, f

]
, (49)

cstart
out, f = ts− pcol − prow , (50)

cend
out, f =Cout . (51)

The position of the affected output value (u f ,v f ) is found from the sliding windowusing Eq. (25) and (26):
□ f = (ta −1) ·N + pcol . (52)

Fault inWREG. Fault results in the line error pattern; therefore, the following parame-ters define affected output values: output channel cout, f and a range of positions starting
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with (ustart
f ,vstart

f ) and ending with (uend
f ,vend

f ). The affected output channel is calculatedas follows:
cout, f = ts− pcol − prow . (53)

Positions are calculated from the affected sliding windows following Eq. (25) and (26):
□start

f = (ta −1) ·N + pcol , (54)
□end

f =

{
ta ·N if Wout ·Hout ⩾ ta ·N ,

Wout ·Hout if Wout ·Hout < ta ·N .
(55)

Fault in OREG. Fault results in a single-point error pattern as well. An error eoreg = εyis added to a single pixel in the output feature map. The output channel cout, f is foundusing Eq. (53), and the position is found using Eq. (52), (25), and (26).
4.1.2.3 Fault propagation analysis for permanent faultsPermanent faults are present during the whole execution and are therefore defined byfour parameters (Table 4).

Table 4: Permanent fault parameters

Symbol Description
ftype Type of fault (IREG, WREG, OREG)
prow Row of the PE
pcol Column of the PE
β f Bit index

Permanent faults result in several error patterns, one for each step. Therefore, theaffected output values are defined by sets of parameters. E.g., in the case of permanentfaults in the OS IREG, the affected output values are defined by a set of output channels
{
(cstart

out, f ,c
end
out, f )i | i ∈ {1, ...,T os

w }
} (56)

and a set of positions {
(u f ,v f )i | i ∈ {1, ...,T os

a }
}
. (57)

A set of output channels is found by substituting tw with an iterator in Eq. (22) and(23):
cstart

out, f (i) = (i−1) ·N + pcol +1 ∀ i ∈ {1, ...,T os
w } (58)

cend
out, f (i) =

{
i ·N if Cout ⩾ i ·N
Cout if Cout < i ·N ∀ i ∈ {1, ...,T os

w } (59)
which gives a pair (cstart

out, f ,c
end
out, f ) for every weight tile.A set of positions is found by substituting ta with an iterator in Eq. (24) for the affectedsliding windows and then using Eq. (25) and (26) to calculate position from the slidingwindow:

□ f (i) = (i−1) ·N + prow ∀ i ∈ {1, ...,T os
a } (60)

u f (i) =

⌊□ f (i)

Wout

⌋
(61)

v f (i) =□ f (i) mod Wout (62)
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which gives a position for every input tile. This way, every bullet pattern is characterizedby a Cartesian product of those two sets.An error added to the output for each bullet pattern is the cumulative value
ep

ireg =
Cin

∑
c

Hk

∑
i

Wk

∑
j

w(c,i, j) · ε(c,u f +i,v f + j) (63)
where ε(c,u f +i,v f + j) is the error term added to input x(c,u f +i,v f + j). Since permanent faultsare modeled as stuck-at-0 or stuck-at-1 faults, an error term (for the signed integer) isexpressed as

ε =

{
2β f · γ if x

(β f )

f ̸= s

0 if x
(β f )

f = s
(64)

where s is the stuck-at state (0 or 1).
4.1.2.4 ImplementationThe workflow of the proposed reliability assessment method, combining fault injectionwith fault propagation analysis, is presented in Figure 9. SAFPA is implemented in Python,and PyTorch is used to run the inference of DNNs, leveraging GPU speedup. To speedup permanent fault injection, error calculations are implemented in C. The fault injectionmodule gets the output of the targeted convolutional layer andmodifies only affected out-put values according to the presented equations. The inference continues with the erro-neous values. SAFPA is available open-source at https://github.com/ntlchr/safpa.

Network in Pytorch

input output

Fault injection

parameters

Targeted layer Fault injection module

Figure 9: Workflow of the fault injection process

4.1.3 Results4.1.3.1 EvaluationSAFPA is comparedwith the representative fault-injection framework thatmodels the sys-tolic array microarchitecture, Saca-FI [184]. While previous works rely on cycle-accuratesimulation of a systolic array, which is a very time-consuming task, the proposed methodis based on fault propagation analysis. Table 5 presents the comparison of two meth-ods. Runtime denotes the processing time of one input with fault injection for transientand permanent faults. For runtime comparison, the selected model is VGG-16 evaluatedon ImageNet (Saca-FI supports only three DNNs, the largest one was selected), the SA
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size is 256×256, and a fault is injected in the first convolutional layer. Experiments wereperformed on an NVIDIA A100 GPU. Both methods give Architecture Vulnerability Factor(AVF) as an output, the probability that a fault in the hardware structure causes an ap-plication output error [130]. Numerically, it is the percentage of the hardware faults thatpropagate to the software output, and is calculated as the ratio of output errors to thenumber of injected faults [148]. While the functionality of the methods is similar, SAFPAis several orders of magnitude faster than microarchitecture-level fault injection.
Table 5: Comparison of reliability assessment methods

Work Fault model Output Dataflow Runtime*
Saca-FI Transient and permanent AVF IS, WS, OS 37 s /faults in registers 88 sSAFPA Transient and permanent AVF IS, WS, OS 0.0006 s /(ours) faults in registers 0.001 s
* Transient fault injection / permanent fault injection.

4.1.3.2 Fault injectionResNet-18 trained on ImageNet was selected for an example of reliability evaluation. Fig-ure 10 presents the results of the reliability assessment of ResNet-18 considering differentdataflows and systolic array sizes (32×32 and 128×128) and transient faults. Results showthat, for the selected model, WS dataflow has, on average, higher vulnerability with asmaller SA size, while OS dataflow has higher vulnerability with a larger SA size. Figure 11presents error rates of PE registers for each convolutional layer (128×128 systolic array).It can be seen that, on average, in IS and WS systolic arrays, registers holding stationaryvalues lead to a higher percentage of output errors. For the OS systolic array, IREG is themost vulnerable register.
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Figure 10: Reliability assessment of ResNet-18 on different systolic arrays considering transient faults

4.2 Reliability-Aware Reconfiguration for Systolic Arrays
4.2.1 IntroductionThis section presents a design space exploration of reliability-performance trade-offs inCNNs deployed on Reconfigurable Systolic Array (RSA) accelerators. With a comprehen-sive reliability evaluation enabled by the SAFPA framework, the section proposes a layer-wise reconfiguration strategy for RSAs to balance reliability and performance. RSAs areproposed to optimize system performance and energy consumption [105, 142, 217]. How-
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Figure 11: Layer-wise fault distribution for ResNet-18

ever, the reliability of reconfigurable systolic arrays has not been previously studied in theliterature. This section studies CNNs deployed on a layer-wise reconfigurable systolic ar-ray. The objective is to evaluate the reliability of CNN layers under transient faults in RSAregisters across different systolic array sizes, along with their performance and utilization.Furthermore, a resizing strategy is proposed to identify the optimal systolic array size foreach layer, considering both reliability and performance.
4.2.2 Methodology
4.2.2.1 RSA Architecture
The architecture of the RSA considered in this work is presented in Figure 12. The RSA isbased on the output-stationary dataflow, in whichweights propagate through the SA fromtop to bottom, activations propagate from left to right, and partial sums (outputs) arekept stationary in the PEs. Before the execution of a layer, a set of PEs is activated by thecontroller, and only they perform the operations of that layer of a CNN. The unused PEs areclock-gated to optimize energy consumption. The outputs of the layer are captured fromthe determined subset of PEs. In this work, the RSA consists of 256×256 PEs, and it can bereconfigured into four sizes: 32×32, 64×64, 128×128, and 256×256. Before inference,the system’s configuration for each layer is determined based on offline profiling, and theRSA is reconfigured at runtime with negligible performance overhead.
4.2.2.2 Reliability and Performance Analysis for the RSA
To analyze the reliability of the RSA, an extensive fault-injection experiment is conductedto obtain the AVF for each CNN layer across each systolic array configuration. Fault injec-tion is done using the SAFPA framework presented earlier (Section 4.1). Statistical layer-
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Figure 12: Architecture of the reconfigurable systolic array

wise fault injection is performed, with over 1000 injected faults per convolutional layer,ensuring 95% confidence and 5% error margin [110]. Faults are injected only in used PEs.To analyze the performance, the execution time T of each layer i on each systolic arrayconfiguration j is profiled, as well as the utilizationU of the PEs in each configuration bythe CNN layer. To evaluate the performance, the efficiency metric E is considered:
E layeri

size j
=

U layeri
size j

T layeri
size j

(65)
The efficiency metric combines the utilization and execution time of the systolic arrayconfiguration for a single layer. A higher value indicates that a systolic array configurationcan achieve faster execution while using as many active PEs as possible. To calculate ef-ficiency, the execution time of all layers of a CNN is normalized to the longest executiontime across all configurations. Also, the obtained E value is normalized to the maximumvalue across the CNN.

4.2.2.3 Resizing StrategiesTo determine the RSA configuration, first, an extensive layer-wise reliability and perfor-mance analysis of all RSA configurations for each layer of the target CNNs is conducted.Based on the obtained AVF and efficiency E values, the following strategies for layer-wisereconfiguration of the RSA are considered:
• Constant Configuration: Two constant configurations for theRSA, basedon themin-imum (RSA32) and maximum (RSA256) available configurations, are considered todemonstrate the advantages of the reconfigurability of RSA in terms of reliabilityand performance.
• Best Reliability (BR): The RSA size for each layer is determined by the configuration,which implies minimum AVF.
• Best Performance (BP): The RSA size for each layer is determined by the configura-tion, yielding the maximum performance efficiency according to Eq. (65).
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Figure 13: Proposed algorithm to determine the RSA configuration for each layer by balancing relia-
bility and performance (RP strategy)

• Reliability-Performance Balance (RP): The RSA size for each layer is determinedbased on the proposed algorithm in Figure 13, to balance the reliability and perfor-mance of the systolic array. The AVF and efficiency E for all configurations of theRSA for each layer are explored, and the RSA size for a layer is selected, which: 1)offers the best AVF and E, or 2) holds an AVF lower than the weighted worst AVF,or 3) have the highest E as long as it does not have the worst AVF.
In the experiments, the weight coefficient in the RP strategy is set to 0.6, based on anexploration of AVF values across different layers and RSA configurations.

4.2.3 Experimental Results
Three representative CNNs are selected for analysis: VGG-19, ResNet-18, and ResNet-50,all trained on the ImageNet dataset. All networks use a 32-bit floating-point data type.
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Figure 14: Layer-wise AVF and efficiency E comparison for VGG-19, with different RSA configuration
strategies
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Table 6: Systolic array size selected for each layer by each strategy for VGG-19

Layer RSA32 RSA256 BR BP RP
1 32×32 256×256 32×32 64×64 128×1282 32×32 256×256 64×64 64×64 64×643 32×32 256×256 32×32 128×128 128×1284 32×32 256×256 128×128 128×128 128×1285 32×32 256×256 256×256 256×256 256×2566 32×32 256×256 256×256 256×256 256×2567 32×32 256×256 128×128 256×256 256×2568 32×32 256×256 32×32 256×256 256×2569 32×32 256×256 32×32 256×256 256×25610 32×32 256×256 32×32 256×256 256×25611 32×32 256×256 32×32 256×256 128×12812 32×32 256×256 64×64 256×256 256×25613 32×32 256×256 32×32 256×256 128×12814 32×32 256×256 32×32 256×256 256×25615 32×32 256×256 256×256 256×256 256×25616 32×32 256×256 64×64 256×256 256×256

Average 32×32 256×256 92×92 216×216 204×204

Figure 14 presents a layer-wise comparison of reliability and performance betweendifferent RSA reconfiguration strategies for VGG-19. Table 6 shows the RSA size selectedfor each layer by different strategies. The following observations can be highlighted:
• Reconfiguring the RSA for each layer provides an opportunity to optimize the reli-ability or performance of the CNNs deployment on systolic arrays. Comparing theresults for the constant configurations (RSA32 and RSA256) with those for the re-configured configurations (BR, BP, and PR) shows gains in either reliability or per-formance.
• Based on the reconfiguration strategy, the RSA can provide the best reliability (BRstrategy) or performance (BP strategy) in all layers. As observed, the AVF across alllayers in the BR strategy is the lowest; however, its efficiency E is very low in manycases. Instead, in the BP strategy, efficiency is maximized across all layers; however,the AVF is high in many cases. This observation underscores the need to presentthe RP strategy.
• The proposed RP strategy yields configurations that balance reliability and perfor-mance. As observed, the AVF of RP in all layers is always equal to or less than thatin the BP strategy, and the efficiency E in all layers is always equal to or more thanthat in the BR strategy.
• In terms of RSA size, it is observed that the RP strategy utilizes an average SA size of204×204 PEs to balance the inference reliability and performance, which is smallerthan that of BP and larger than that of BR.
Furthermore, the reliability and performance of the selected CNN models are pre-sented to compare the impact of the strategies. Figure 15 shows average AVF and effi-ciency E for three CNN models deployed on RSA using five strategies. As observed, layer-wise reconfiguration strategies can effectively lead to a more reliable or performant de-ployment. On the other hand, in all cases, the RP strategy achieves a lower AVF (5.5% to
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8.3% more reliable) than the BP strategy and higher performance efficiency than the BRstrategy (1.6× up to 14.7×more performant). These results highlight that RP can success-fully balance reliability and performance of CNN deployment on RSAs.
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Figure 15: Model-wise AVF and efficiency E comparison with different RSA configuration strategies

4.3 Reliability Assessment of Vision Transformers on Systolic Arrays viaFault Propagation Analysis
4.3.1 Introduction
Vision Transformers, which outperform traditional Convolutional Neural Networks in com-puter vision tasks, have gained significant popularity recently. Since CNNs were the pre-dominant solutions for computer vision tasks before, their reliability has been thoroughlyexplored. The reliability aspects of ViTs, in comparison, are less explored.

Several works have been published on the reliability of Vision Transformers. The vul-nerability of ViTs to bit-flips in the outputs of the major arithmetic operations, i.e., multi-plication and addition, is explored in [214]. ViT sensitivity to faults in weights is analyzed in[72]. The vulnerability of the Swin Transformer model to stuck-at faults in weights and bit-flips in the output neurons is evaluated in [60]. The work also proposes a fault-tolerancesolution based on the ranging of the outputs, inputs, and weights of the fully connectedlayers. However, those works perform analysis at the model level, without consideringthe hardware platform.
A reliability analysis of ViTs considering faults in the GPU is performed in [153]. Theevaluation is based on data collected through neutron beam experiments and softwarefault simulations. [49] and [11] also explore the reliability of ViTs on a GPU under neutronradiation and compare their reliability with that of CNNs. [11] additionally explores howruntime optimization techniques, data precision reduction, and quantization affect thereliability of the selected models. [121] presents a reliability evaluation of ViTs on CoralTPU under neutron radiation.
Another work [163] presents a reliability analysis of the text embeddings consideringdifferent tasks and datasets. The analysis is performed at the model level as well.
Compared to the existing works, a novel reliability assessment method for ViT infer-ence on systolic arrays based on fault propagation analysis is proposed. This method isused to perform fine-grained reliability analysis of three common ViT models for imageclassification. Their vulnerability to soft errors in systolic arrays is investigated, focusingon different models, layers, and operations. The reliability of ViTs is compared with a rep-resentative CNN model, namely ResNet-50.
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4.3.2 Methodology
The proposed reliability assessment method is an extension of the method for CNNs pre-sented in Subsection 4.1 for Vision Transformers. This method combines fault injection
with fault propagation analysis, which is used to calculate the resulting error in the op-
eration output, instead of performing time-consuming cycle-accurate simulations using amicroarchitectural or RTLmodel of a systolic array. This allows for fast and scalable assess-ment. As was shown previously, the method is several orders of magnitude faster thanmicroarchitecture-level fault injection.

The method described beforehand was developed for convolutional layers. However,all major arithmetic operations in ViTs are represented by matrix-matrix multiplication,whether it involves multiplying two previously calculated values or multiplying a previ-ously calculated value by a weight. Fault propagation in matrix multiplication is differentcompared to convolution. Therefore, an extension to support ViTs was developed basedon new error patterns and new equations for their calculation. It is available open-sourceat https://github.com/ntlchr/safpa-vit.
4.3.2.1 Fault Propagation in Systolic Arrays for Matrix Multiplication
The accelerators for ViTs proposed in the literature [28, 174] are basedonoutput-stationarysystolic arrays, since they allow high input and output reuse. In the output-stationarysystolic arrays, weights and inputs propagate through the array, and outputs are accu-mulated inside the PEs. For this reason, the analysis in this work is performed for theoutput-stationary systolic arrays.

Single transient faults (bit flips) in PE registers holding inputs (activations), weights,and partial sums (outputs) are considered for the analysis, following previous works [184].Due to the regular structure of a systolic array and the propagation of the data, faults in dif-ferent registers result in distinct error patterns in the output of the matrix multiplication.The error patterns were presented in [205]. A fault in a weight register (WREG) results inthe vertical line error pattern, since a faulty weight propagates through the entire columnand corrupts several pixels in the output. A fault in the input register (IREG) results in the
horizontal line pattern, since faulty activation propagates through the entire row. Finally,a fault in the output register (OREG) holding partial sum results in the point pattern, sinceoutput values are stationary.
4.3.2.2 Fault Propagation Analysis
Single transient faults in registers are considered for the analysis. Therefore, each fault isdefined by seven parameters given in Table 3: fault type ftype, execution cycle ts, weighttile tw, activation tile ta, PE row and column prow and pcol , and bit index β f .A bit flip in the numerical value x can be expressed as an addition of the error term ε .For this study, a 32-bit floating-point arithmetic is considered. Therefore, an error term isdefined following Eq. (14).

The result of the matrix multiplication is the sum of the element-wise multiplicationbetween rows of the first input and columns of the second input. A fault in one of the com-
ponents results in the addition of error e to one or several values in the output.Multiplyinginput matrix X ∈ RP×S and weight matrixW ∈ RS×R, we get output matrix Y ∈ RP×R.

Fault in input register (IREG). If the fault happens in the input register, it corruptsan activation value coming from the side and results in the horizontal line error pattern.Therefore, an error eireg is added to several output values in one row. The affected outputvalues are defined by the row of the output matrix and the range of columns.
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An error added to the output equals eireg = w(u f ,v f ) · εx, where w(u f ,v f ) is the weightmultiplied with the faulty activation, and εx is an error term. The faulty activation is foundby its position (i f , j f ):
i f = (ta −1) ·N + prow (66)
j f = ts− pcol − prow (67)

where ta is the targeted activation tile, N is the size of the systolic array, ts is the cycle ofa systolic array execution, prow and pcol denote the position of the targeted PE.The weight is found by its position (u f ,v f ):
u f = j f (68)
v f =

[
vstart

f ,vend
f

] (69)
vstart

f = (tw −1) ·N + pcol +1 (70)
vend

f =

{
tw ·N if R ⩾ tw ·N

R if R < tw ·N (71)
where vout, f is a range of affected columns, starting with vstart

f and ending with vend
f , tw isthe targeted weight tile, and R is the width of the output matrix.The affected output row is found using Eq. (66) and the range of columns is foundusing Eq. (69)–(71).Fault in weight register (WREG). In this case, a weight value coming from the top iscorrupted, resulting in the vertical line error pattern. Therefore, an error ewreg is added tothe column of the output matrix. The affected output values are defined by the range ofrows and one column.An error added to the output in this case equals

ewreg = x(i f , j f ) · εw , (72)
where x(i f , j f ) is the activation multiplied by the faulty weight. The activation is found by
its position (i f , j f ):

i f =
[
istart

f , iend
f

] (73)
istart

f = (ta −1) ·N + prow (74)
iend

f =

{
ta ·N if P ⩾ ta ·N

P if P < ta ·N (75)
j f = ts− pcol − prow (76)

where P is the height of the output matrix.The faulty weight is found by its position (u f ,v f ):
u f = (tw −1) ·N + pcol (77)
v f = j f (78)

The affected output rows are found using Eq. (73)–(75) and the column is found usingEq. (77).Fault in the output register (OREG). A fault in the output register results in the pointerror pattern. An error eoreg is added to a single value in the output matrix. Its position isdefined by the row and column. An error added to the output equals
eoreg = εy , (79)
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Table 7: Parameters of the tested vision transformers

Model Dataset SA size Input size Patch Embedding # of # of MLPsize size layers heads dim
ViT-B16 CIFAR-100 32×32 224×224* 16×16 768 12 12 3072ViT-B16 Imagenet 128×128 224×224 16×16 768 12 12 3072DeiT-S Imagenet 128×128 224×224 16×16 384 12 6 1536Swin-T Imagenet 128×128 224×224 4×4 96 (2,2,6,2) (3,6,12,24) 384

* CIFAR-100 images were upscaled to 224×224.

where εy is an error term added to the faulty partial sum. The row is found using Eq. (66),the column is found using Eq. (77).
4.3.3 Experimental setup
Three common vision transformer models were selected for the experiments, includingthe original ViT-B16 [50], DeiT-S [188], and Swin-T [118]. ResNet-50 was selected as anexample of CNNs. The parameters of the tested ViT models are presented in Table 7.ResNet-50 is trained on Imagenet1K and tested considering a 128×128 systolic array. Thefault injection framework is implemented in Python using PyTorch. Experiments wereperformed on an NVIDIA A100 GPU.AVF was used as a reliability measure. As was stated earlier, AVF is the ratio of outputerrors to the number of injected faults, and since the output of the selected models is theprobability score of each class, the following output errors of the DNNs were considered[184]:

• Top1-class: the top-ranked class is different from the golden run.
• Top1-acc: the probability score of the top-ranked class is different. The top-rankedclass may be different. Top1-acc includes the Top1-class errors.
• Top5-class: at least one class in the top-5 is different, including different order ofthe top-5 classes.
• Top5-acc: the probability score of at least one class in the top-5 is different. Thetop-5 classes may be different. Top5-acc includes Top1-class, Top1-acc and Top5-class errors.
Layer-wise and operation-wise statistical fault injectionwas performedusing the equa-tion introduced in [110] to achieve 95% confidence and 5% error margin. For each faultinjection, fault parameters (Table 3) were set randomly, and a test dataset of 10 000 in-puts was fed to the network. Faults were injected in each layer and operation that can bemapped to a systolic array, following the presented methodology (Subsection 4.3.2.2).

4.3.4 Empirical analysis
4.3.4.1 Operation-dependent vulnerability pattern
Figures 16 and 17 present AVF values for each layer and operation of selected transformermodels. Figure 18 presents AVF values for each convolutional layer in ResNet-50. For thesake of space, all four output error categories are presented only for the ViT-B16model ona 128×128 systolic array. For the other models, only Top1-class AVF values are presented.
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Figure 16: Layer- and operation-wise vulnerability assessment of ViT-B16 considering transient faults
(128×128 systolic array)

ResNet-50 (Figure 18) shows high variations in vulnerability across the layers, commonfor CNNs. In ViTs, on the other hand, certain operations, namely value, context, MHA out-put, and both FC layers, consistently show high vulnerability. It can also be observed thatthe variations in the operations AVFs across layers (encoder blocks) are low, except forthe Swin-T model. It shows that while the reliability of CNNs is defined by the position
of the layer, the reliability of ViTs is defined by the type of operation. This means that,unlike reliability solutions for CNNs that proposed different levels of protection for differ-ent layers based on their vulnerability, the fault tolerance solution for ViTs should proposedifferent levels of protection for different operations. Potentially by deploying several sys-tolic arrays, one for performance, one for fault tolerance, since several operations in theMHA block can be performed in parallel, thus absorbing the timing overhead that can beintroduced by fault tolerance.
4.3.4.2 Significant criticality of the value matrix
Figure 16 shows that, while formost operations the vulnerability factors for Top1-acc, Top5-class, and Top5-acc errors are noticeably higher than those for Top1-class errors, for valuecalculations, they are always similar. It means that if a fault in value calculation affects thetop-5 predictions, it almost always results in misclassification. For other operations, faultsmore often affect the probability score of the top-5 classes. The exceptional criticality ofthe value is confirmed by Figure 19 showing the average Top1-class AVF for each operationin an encoder block. The vulnerability of value is significantly higher than the vulnerability
of other operations. This can be explained by the fact that the faults in query and keycomputations propagate into the attention score (see Eq. (3) on page 23) and then getattenuated by the softmax normalization (see Eq. (4) on page 23), while faults in the valuematrix pass through linearly (see Eq. (5) on page 23). Moreover, while systolic array sizeandmodel size affect the vulnerability of other operations, the high criticality of the valuematrix persists.
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Figure 17: Layer- and operation-wise vulnerability assessment of tested vision transformers consi-
dering transient faults
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Figure 18: Layer-wise vulnerability assessment of ResNet-50 considering transient faults (128×128
systolic array)

4.3.4.3 Reliability of embeddings
Figure 20 presents the average Top1-class AVF for embeddings and each encoder block inthe networks. Contrary to some previous works [60, 121] that report patch embeddingas the most critical component of vision transformers, it can be seen that embeddingvulnerability is comparable to the average AVF of encoder blocks. Detailed results (Figures16 and 17) show that certain encoder operations are more critical.
4.3.4.4 Effect of architectural regularity on reliability
From Figures 17 and 20, it can be seen that for the Swin-T model, the variation in AVFvalues across layers (encoder blocks) is high, resembling CNN behavior (e.g., ResNet-50on Figure 18). Models like ViT and DeiT have the same dimensions across the layers. Con-versely, in Swin transformers, due to the smaller patches merging into bigger ones in thedeeper layers and to the increase in the number of heads in MHA, dimensions changeacross the layers, similar to CNNs. This change in size might explain higher variations in
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(a) ViT-B16 (32×32) (b) ViT-B16 (128×128)

(c) DeiT-S (128×128) (d) Swin-T (128×128)

Figure 19: Layer- and operation-wise vulnerability comparison
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(a) ViT-B16 (32×32)
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(b) ViT-B16 (128×128)
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(c) DeiT-S (128×128)
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(d) Swin-T (128×128)

Figure 20: Embeddings and encoder blocks vulnerability

61



AVF values. This shows that architectural regularity has an impact on model vulnerability
across the layers. Single-resolution models like ViT and DeiT show more uniform reliabil-ity across the layers. Hierarchical models like Swin show high variation across the layers,similar to CNNs.
4.3.4.5 Fault distribution
Figure 21 presents average error rates of PE registers for each operation in an encoderblock. For the attention score, the query matrix goes through the input pipeline, and thetransposed key matrix goes through the weight pipeline. For the context, the similarityscore is considered as input, and the value matrix as weights. It can be noticed that forquery and key, faults in the input register, corrupting several values in one patch embed-ding, have a higher error rate. For the other operations, predominantly faults in theweightregister, corrupting the same value in several patch embeddings, have a higher error rate.Noticeably, value has similar error rates for all registers.

(a) ViT-B16 (32×32) (b) ViT-B16 (128×128)

(c) DeiT-S (128×128) (d) Swin-T (128×128)

Figure 21: Layer- and operation-wise fault distribution

4.4 Chapter conclusions
This chapter presents the fast analytical reliability assessment method for DNN inferenceon systolic arrays (SAFPA). Themethod effectively combines fault injectionwith fault prop-agation analysis. Instead of injecting faults into the microarchitectural or RTL model of a
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systolic array, which is very time-consuming, errors are added directly to the DNN layeroutput using fault propagation analysis. SAFPA has been shown to be several orders ofmagnitude faster than a microarchitecture-level fault-injection framework. The methodallows an analysis of both transient and permanent faults.The method is used to analyze the reliability of modern DNN architectures for com-puter vision tasks, including Convolutional Neural Networks and Vision Transformers. Spe-cifically, the chapter presents a fine-grained reliability analysis of three representative ViTmodels for image classification, namely ViT-B16, DeiT-S, and Swin-T. Their vulnerabilityto soft errors in systolic array registers is investigated, with a focus on different models,layers, and operations. We also compare the reliability of ViTs to that of the ResNet-50CNN. An empirical analysis shows that ViTs exhibit an operation-dependent vulnerabil-ity pattern, with significant criticality of value matrix calculation. It also shows the effectof architectural regularity on reliability, specifically that hierarchical transformer modelslike Swin exhibit high vulnerability variation across the layers, resembling the behavior ofCNNs.Moreover, SAFPA enables a design space exploration of reliability-performance trade-offs in CNNs deployed on systolic arrays with reconfigurable size. Based on the extensivereliability evaluation of selected CNN models, a layer-wise reconfiguration strategy forRSAs is proposed to balance reliability and performance. The proposed algorithm allowsidentifying the optimal systolic array size for each layer.
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5 FORTALESA: Fault-Tolerant Reconfigurable Systolic Array forDNN Inference
This chapter presents a run-time reconfigurable systolic array architecture, FORTALESA,that tackles the balance between reliability and performance through different executionmodes. The fault-tolerance features at the hardware architecture layer are intended toenhance application reliability while balancing performance by considering applicationcharacteristics, thereby enabling a cross-layer approach for efficient fault tolerance. DNNinference is considered as a target application. Since different DNN components havedifferent vulnerability levels, they might benefit from heterogeneous mapping to differ-ent execution modes of the proposed systolic array. The proposed architecture efficientlyprotects both sequential (registers) and combinational components of systolic array pro-cessing elements. While the main objective is to address transient faults (soft errors), theproposed architecture can also handle permanent faults, enabling graceful degradation.The reconfigurability feature of FORTALESA enables a speedup of up to 3×, dependingon layer vulnerability, and requires 6× fewer resources compared to static redundancyand 2.5× fewer resources than the previously proposed solution for transient faults. Thechapter is based on publication [VII]:

N. Cherezova, A. Jutman, and M. Jenihhin. FORTALESA: Fault-tolerant reconfigurablesystolic array for DNN inference. Microprocessors and Microsystems, 119:105222, 122025
5.1 Introduction
A reconfigurable redundancy approach is common in multicore processors, e.g., ARM’sTriple Core Lock-Step (TCLS) system [88] and RISC-V-based multicore processing clusterwith on-demand redundancy for an efficient performance vs. reliability trade-off [151].Such solutions allow the use of individual cores separately to run different tasks for highperformance or as a group to run the same task for high reliability. Executionmode can bereconfigured during run-time, thus allowing the computing system to adapt to changingconditions and task requirements.While there are several ways to ensure the reliability of DNN inference, the most com-mon approaches imply redundancy, fault-aware training, and algorithm-based fault tol-erance (ABFT). Redundancy indicates replication of the components working in parallel(spatial redundancy) or re-execution of the same operation (temporal redundancy). Sinceredundancy incurs high overhead, the goal is to find a trade-off between reliability andperformance by identifying and protecting more vulnerable components. To tackle thischallenge, prior works have proposed selective replication of the layers [20, 115], of thechannels within a layer [17], of the weights [95], or neurons [5]. Another common ap-proach involves retraining the DNNwith added faults to improve the network’s resilience.Fault-aware training was used to address faults in FPGAs [219], timing [44], and computa-tional [212] errors in accelerators. ABFT methods consider certain features of the applica-tion for fault detection and correction. Proposed solutions include checksums [137, 138],bounded activation functions [74], restricted output ranges [31] and quantile shifts [61],and AN codes [64].Systolic arrays were first introduced in the 1980s [101] and recently became popularfor accelerating DNNs. As the reliability of DNN accelerators comes to the front, recentworks have proposed methods for the assessment and enhancement of systolic arrays.Reliability enhancement methods for systolic arrays, similarly to DNNs, include ABFT and
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network retraining. [224] presented a permanent fault correction technique by introduc-ing a re-computing unit that recalculates the computations assigned to faulty processingelements. [108] addressed permanent faults through bypassing faulty units and assigningtheir computations to the redundant ones. Similarly, [106] used pruning of faulty pro-cessing elements for permanent fault correction. [221] proposed a fault-aware pruningplus retraining (FAP+T) technique to address manufacturing defects in the systolic array-based accelerators. It requires modification of the target DNN architecture through prun-ing and retraining to adapt it to a specific defect in the chip. [114] presented an ABFTtechnique for permanent fault detection in systolic arrays on FPGAs. Permanent faults inconfiguration memory are considered in that work. Another permanent fault detectionapproach assuming faults in registers and MAC units is presented in [193]. The approachis based on checksum calculations and was implemented on an FPGA as well. [41] pre-sented a fault tolerance solution for an FPGA-based systolic array accelerator. Faults inconfiguration memory that affect the systolic array datapath are detected using check-sums and corrected via dynamic partial reconfiguration of the FPGA. [141, 143] presentedan ABFT methodology specifically developed for sparse systolic arrays, considering theirunique characteristics. While most works address permanent faults, [159] proposed anABFT method for detecting timing faults due to reduced voltage. Several works proposedtest architectures for permanent and transition-delay fault detection in low-power accel-erators based on systolic arrays [81, 107]. Compared to the aforementioned works thatmostly address the detection of permanent faults, the proposed reconfigurable systolicarray architecture addresses both permanent and transient faults, enables a reliability-performance trade-off, provides fault correction in both fault-tolerant execution modes,and does not require retraining of a DNN for each particular chip.Reconfigurable DNN accelerators based on a systolic array have been proposed be-fore: to improve energy efficiency [217], to decrease inference latency [105], and powerconsumption [142], to boost transformer models performance [223]. In contrast to theprevious works, the proposed reconfigurable systolic array architecture improves the re-liability of the DNN inference while balancing performance.
5.2 Fault-tolerant reconfigurable systolic array
We propose FORTALESA, a systolic array with reconfigurable redundancy that providesa flexible reliability–performance trade-off for critical tasks requiring fault tolerance andnon-critical ones that benefit from increased parallelism.An output-stationary systolic array is considered for this work. It is commonly usedand allows high inputs and outputs reuse [45, 213] and, on average, has higher perfor-mance [105]. Previous works have shown that it is more fault-tolerant to permanent faultsin arithmetic units [24].The proposed architecture supports three execution modes:

• no redundancy for increased performance;
• dual-redundancy grouping (DRG) for reliability–performance trade-off;
• triple-redundancy grouping (TRG) for full protection.

The selected execution mode is configured through a control signal that controls multi-plexers. The control signal comes from the host processor based on the task requirement.Since different layers of DNNs have different vulnerability, it is possible to execute differ-ent layers in different modes, thus achieving an efficient trade-off between performanceand reliability.
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Figure 22: Arrangement of the systolic array in the dual-redundancy grouping execution mode

The proposed architecture addresses faults in registers and arithmetic units of systolicarray PEs, since they lead to silent data corruption without indication of an error, unlikefaults in control logic that usually result in functional interrupts that signal that there wasa fault and require a reset.DRG execution mode. In the DRG execution mode, two neighboring PEs form a group(Figure 22). They receive the same inputs; one of them acts as the main PE, the other asa shadow. Main PE compares two partial sums (OREG) and adjusts its partial sum valuewithout re-execution using one of the possible fault correction techniques: (a) averag-ing of two values (DRGA) or (b) setting faulty bits to zero (DRG0). While dual redundancydoes not provide full protection, these correction techniques reduce the effect of the faulton the output values, thereby enabling a reliability–performance trade-off. The choice offault-correction technique is a design-time parameter that determines two implementa-tion options for the DRG execution mode.Additional connections are introduced to support redundant execution modes. To en-sure that faulty IREG or WREG values do not propagate through the array, each PE passesthe activation to the next PE of the same type, skipping one in between. While faults inbuffers and interconnects are not in the focus of this work, such interleaved connectionscan help protect against those faults as well. During fault-tolerant executionmodes, thereare two copies of the input data traversing the systolic array. The shadow PE also passesthe value of the OREG (partial sum) to the main PE for comparison. Main PE has addi-tional functionality for fault correction that works in parallel with the MAC unit. Sincethe updated partial sum is available on the next clock cycle, the latency of the systolic ar-ray working in DRG execution mode equals the latency of the N ×N/2 systolic array (seeEq. (7) on page 25 for reference) plus 1:
Ldrg

SA = M+N −1+
N
2
−1+1 = M+

3N
2

−1 . (80)
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The total latency for the convolution operation is the latency of one matrix multipli-cation multiplied by the total number of steps needed to calculate output. For the OSsystolic array, the total number of steps equals S = T os
a ·T os

w (see Eq. (8) on page 25 forreference), and the total latency for DRG execution mode is then
Ldrg

total =

⌈
Hout ·Wout

N

⌉
·
⌈

2 ·Cout

N

⌉
·
(

M+
3N
2

−1
)
. (81)

Since in the redundancy execution modes, several PEs calculate the same values, theterm effective size of the systolic array is introduced. It defines the number of groups cal-culating unique values and the size of the output matrix. The effective size of the systolicarray in the DRG execution mode is N × N
2 .TRG execution mode. For the TRG execution mode, two implementations are possi-ble: with groups of three or four PEs. The implementation option with groups of threePEs (TRG3) is shown in Figure 23 and the implementation option with groups of four PEs(TRG4) in Figure 24. The group size is the design-time parameter.
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Figure 23: Arrangement of the systolic array in the triple-redundancy grouping execution mode,
implementation option with groups of three PEs (TRG3)

In the TRG3 implementation, the voter in the main PE works in parallel with the MACunit. In the TRG4 implementation, the MAC unit in the main PE is not used in the TRGexecution mode, the main PE only compares the partial sums calculated by three shadowPEs.The effective size of the systolic array, i.e., the size of the output matrix, for TRG3implementation is 2N
3 × N

2 . The effective sizes of the matrices that can be multiplied are
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2N
3 ×M and M× N

2 . The latency of the TRG3 implementation is
Ltrg3

SA = M+
2N
3

−1+
N
2
−1+1 = M+

7N
6

−1 . (82)
The total latency then

Ltrg3
total =

⌈
3 ·Hout ·Wout

2N

⌉
·
⌈

2 ·Cout

N

⌉
·
(

M+
7N
6

−1
)
. (83)

The effective size of the systolic array for the TRG4 implementation is N
2 × N

2 . The
effective sizes of the matrices that can be multiplied are N

2 ×M and M × N
2 . The latencyof the TRG4 implementation is, therefore,

Ltrg4
SA = M+

N
2
−1+

N
2
−1+1 = M+N −1 . (84)

The total latency then
Ltrg4

total =

⌈
2 ·Hout ·Wout

N

⌉
·
⌈

2 ·Cout

N

⌉
· (M+N −1). (85)

Since both execution modes have design-time parameters, four implementation op-tions are possible: PM-DRG0-TRG3, PM-DRG0-TRG4, PM-DRGA-TRG3, andPM-DRGA-TRG4.Their efficiency is evaluated in Section 5.3. The overview of the execution modes and im-plementation options is given in Table 8.
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The architecture of FORTALESA is based on the output-stationary dataflow; however,other dataflows can be used to build reconfigurable systolic arrays following FORTALESAmethodology. Processing elements can be grouped in a similar way, with similar inter-leaved connections. During the pre-loading stage, PEs from one group should receive thesame input or weight. The faults would be corrected by applying a selected correctiontechnique to the output value.
Table 8: Execution modes (run-time) and implementation options (design-time)

Execution mode Implementation options Effective size
Performance (PM) Baseline SA N ×N

DRG DRGA N
2
×NDRG0

TRG TRG3 2N
3

× N
2

TRG4 N
2
× N

2

5.3 Evaluation
5.3.1 FORTALESA hardware implementation parametersThe proposed architecture of the systolic array is described in SystemVerilog and synthe-sized using Cadence Genus 2021 and 45nm Nangate PDK. A comparison of the baselinesystolic array without reconfiguration ability and four implementation options of FORT-ALESA is presented in Tables 9 and 10. Two sizes of the systolic arraywere selected: 48×48and 132×132 to demonstrate the scalability of the design. Input and weight registers are8-bit long, and the output register is 32-bit long.

Table 9: Hardware implementation parameters for 48×48 systolic array

Implementations Area (mm2) Power (W) Max frequency (MHz)
Baseline SA 1.726 0.158 402PM-DRG0-TRG3 1.937 0.177 357PM-DRG0-TRG4 1.929 0.176 372PM-DRGA-TRG3 2.129 0.193 303PM-DRGA-TRG4 2.091 0.190 302

Table 10: Hardware implementation parameters for 132×132 systolic array

Implementations Area (mm2) Power (W) Max frequency (MHz)
Baseline SA 12.533 3.625 285PM-DRG0-TRG3 14.243 4.053 252PM-DRG0-TRG4 14.284 4.029 249PM-DRGA-TRG3 15.826 4.552 230PM-DRGA-TRG4 15.605 4.489 262

Due to the regular structure of the proposed architecture, the design scales almostlinearly proportionate to the increase in the number of processing elements. All imple-
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mentations introduce around 5% overhead due to additional interconnects and MUXes,around 6-7% due to correction mechanisms for DRG0 versions, and around 17-18% forDRGA versions.It can be noticed that the frequency might drop considerably for the implementationswith the averaging correction scheme for the DRG execution mode (DRGA). Critical pathof these implementation variants includes an additional adder in the main PEs, thus in-creasing the datapath and lowering the frequency.
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Figure 25: Layer-wise reliability assessment of AlexNet considering transient faults
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Figure 26: Layer-wise reliability assessment of VGG-11 considering transient faults

5.3.2 Reliability analysisExperimental setup. Three common CNN models were used for reliability evaluation,including AlexNet, trained on the CIFAR-10 dataset, and VGG-11 and ResNet-18, trained onthe ImageNet dataset. Models and datasets were selected to represent different networkscales. For the fault injection experiments, networks were quantized to an 8-bit integerformat. Experiments were performed on NVIDIA GeForce RTX 3090 24G GPU.AVF (Architectural vulnerability factor) was used as a reliability measure. Four outputerrors of the DNNs were considered for the analysis: Top1-class, Top1-acc, Top5-class, andTop5-acc (see definition in Chapter 4, page 58).For transient fault analysis, layer-wise statistical fault injection was performed usingthe equation introduced in [110] to achieve 95% confidence and a 5% error margin. Faultswere injected in each convolution layer using the SAFPA framework (Chapter 4). For eachfault injection, fault parameters (Table 3, page 44) were set randomly, and a test datasetof 10 000 inputs was fed to the network. For the TRG execution mode, it is assumed that
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Figure 27: Layer-wise reliability assessment of ResNet-18 considering transient faults

all faults are corrected, and there are no output errors. Fully connected layers were notconsidered for fault injection, as they occupy only one row of the systolic array and theirvulnerability factor, therefore, is very low [184].Experimental results. Figures 25, 26, and 27 show AVF values of each layer for se-lected networks considering different execution modes and configurations of the 48×48systolic array and transient faults. For ResNet-18, only DRGA is considered since the DRG0correction scheme was not very efficient for this model.Results show the varying vulnerability of different layers and themasking effect of DRGexecutionmode implementations. It can be seen that the DRG executionmode decreasesthe vulnerability of certain layers almost twice. Those results can be used to decide howto assign different layers of DNNs to different execution modes of the systolic array.
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Figure 28: Reliability assessment of AlexNet considering permanent faults (stuck-at-1)
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Figure 28 shows AVF values for the reliability assessment of AlexNet considering per-manent faults. The analysis is done for stuck-at-1 faults since they are proven to be morecritical [184]. Unlike transient faults, analysis is done for the whole network (all convolu-tional layers) as permanent faults persist throughout the network execution.
5.3.3 Performance vs. reliability trade-off
A flexible performance vs. reliability trade-off can be achieved by executing different lay-ers of the DNN using different modes of the reconfigurable systolic array. Figures 29, 30and 31 plot reliability versus execution latency of the networks and energy consumptionfor all the possible combinations of modes. Latency is normalized to the execution of thenetwork using performance mode for every layer (no fault tolerance). Energy is given inmilliwatt-hour (mWh). For reliability, Top1-class errors are considered. The Pareto front ismarked with red color. Four implementations of FORTALESA are considered for each net-work since different implementations of DRG execution mode give slightly different relia-bility results, and different implementations of TRG execution mode affect the latency.
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Figure 29: Reliability vs. latency and energy for AlexNet

The left-most point of the Pareto front denotes the configuration in which all layersare executed using performance mode. The execution latency is small, but there is nofault tolerance. The right-most point denotes the configuration in which all layers are ex-ecuted using TRG mode. The execution latency is high, but all faults are corrected. Thepoints in between denote configurations with a combination of execution modes, includ-ing DRGmode. The figures show that DRG executionmode allows for a flexible reliability–performance trade-off.To compare different implementations, the AVF of the Pareto front points was plottedagainst a product of latency, power, area, and delay (Figure 32). It can be seen that, while
72



1 1.5 2 2.5

Latency

0

0.5

1

1.5

2

2.5

3

T
o

p
1

-c
la

s
s
 [

%
]

0.6 0.8 1 1.2 1.4

Energy [mWh] 10-3

(a) PM-DRG0-TRG3

1 1.5 2 2.5 3 3.5

Latency

0

0.5

1

1.5

2

2.5

3

T
o

p
1

-c
la

s
s
 [

%
]

0.6 0.8 1 1.2 1.4 1.6 1.8

Energy [mWh] 10-3

(b) PM-DRG0-TRG4

1 1.5 2 2.5

Latency

0

0.5

1

1.5

2

2.5

3

T
o

p
1

-c
la

s
s
 [

%
]

0.8 1 1.2 1.4 1.6 1.8 2

Energy [mWh] 10-3

(c) PM-DRGA-TRG3

1 1.5 2 2.5 3 3.5

Latency

0

0.5

1

1.5

2

2.5

3

T
o

p
1

-c
la

s
s
 [

%
]

1 1.5 2 2.5

Energy [mWh] 10-3

(d) PM-DRGA-TRG4

Figure 30: Reliability vs. latency and energy for VGG-11

systolic arrays with the TRG4 implementation have smaller area and power and higherfrequency parameters, the version with the TRG3 implementation shows better overallresults when execution latency is taken into consideration.These figures present a design space exploration with the highlighted Pareto front, al-lowing designers to select a trade-off that fits the needs and requirements of their system.
5.3.4 Comparison with static redundancyThe comparison of the proposed run-time reconfigurable systolic array architecture withthe static TMR approaches is presented in Figure 33. A power-area product is plottedagainst the maximum possible throughput of the architecture (since the throughput of
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Figure 31: Reliability vs. latency and energy for ResNet-18
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Figure 32: Comparison of FORTALESA implementation options considering reliability

FORTALESA depends on the execution mode). Throughput is calculated as the numberof MAC operations performed by the systolic array per clock cycle, multiplied by the fre-quency. Different cases are considered for static TMR: triplication of registers only, tripli-cation of registers and MAC units, and triplication of the whole array. As well as differentsizes: 48×48 and 24×32, since this is the effective size for the 48×48 systolic array op-erating in TRG execution mode (TRG3 implementation option). As shown in the figure,the 24×32 systolic array with static TMR has a lower power-area product than the pro-posed architecture but maintains a fixed low throughput. On the other hand, the 48×48systolic array with static TMR has high throughput, but the power-area product is signif-icantly higher than that of the proposed architecture. FORTALESA, on average, requires6× fewer resources than static TMR.
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Figure 33: Comparison of FORTALESA with static TMR and selective ECC [184]

The proposed architecture is also compared with the selective ECC proposed in [184].While it protects only selected registers, it requires, on average, 2.5×more resources thanFORTALESA, which protects all registers and MAC units.
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5.3.5 Comparison with the state-of-the-artThe comparison of the proposed architecture with other methods to enhance fault tol-erance of systolic arrays is presented in Table 11. The proposed architecture provides acomprehensive solution that protects both registers andMAC units in the PEs, and since itutilizes a form of spatial redundancy, it covers both transient and permanent faults. Faultsare corrected in both fault-tolerant modes without interrupting inference execution forrecovery. Additionally, the proposed architecture provides support for reconfigurability,addressing the dynamic requirements of AI applications.
Table 11: Comparison with the state-of-the-art

Work Covered faults Protected parts FaultPermanent Transient Registers MAC correction
[224] ✓ ✗ ✗ ✓ ✓[221] ✓ ✗ ✗ ✓ ✓1
[114] ✓ ✗ ✗ ✓2 ✗[184] ✗ ✓ ✓ ✗ ✓3
[193] ✓ ✗ ✓ ✓ ✗[159] ✗ ✓4 ✗ ✓ ✗

Our ✓ ✓ ✓ ✓ ✓

1 Requires retraining of the DNN for each faulty chip.2 Faults in configurational memory of FPGA.3 Only single-bit fault correction (ECC).4 Timing faults from low voltage.
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Figure 34: Block diagram of the FORTALESA-based ASIC

5.4 FORTALESA-based ASIC design
An ASIC based on FORTALESA was designed for further testing, e.g., at radiation facilitiesor aging chambers. The chip features a 12×12 systolic array with a controller; memorybuffers for inputs, weights, and outputs (6 256×64 SRAM blocks); a memory controller;
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configuration registers; and LFSRs (Linear-Feedback Shift Registers) for generating randominput data. The final size of the chip is 3500×3500 µm2. The block diagram of the chip ispresented in Figure 34. The chip features a 16-bit bidirectional data bus for reading andwriting. FORTALESA systolic array is configured by writing to the configuration registers.There are several status output signals for observability.The chip was built using open-source EDA tools, including Yosys for synthesis, Open-Road for floorplanning, physical mapping and routing, and KLayout for sign-off, and anopen-source 130 nm BiCMOS PDK (Process Design Kit) from IHP. The objective of adoptingan open-source design workflow is to contribute to the advancement of the open-sourceecosystem by adopting an open-source tool flow for chip design and extending existingopen-source systems with fault-tolerant infrastructure. Moreover, open-source solutionspromote collaboration and knowledge sharing. The final layout of the ASIC and a photoof the produced chip are presented in Figure 35. The chip design and the full workfloware available open source at https://github.com/ntlchr/fortalesa-chip.

Figure 35: Layout of the FORTALESA-based ASIC and photo of the produced chip

5.5 Chapter conclusions
This chapter presents a run-time reconfigurable fault-tolerant systolic array architecture,FORTALESA, with three execution modes and four implementation options. All four im-plementation options were evaluated in terms of resource utilization, throughput, andimprovements in fault tolerance. The proposed architecture is used to enhance the reli-ability of DNN inference on a systolic array through heterogeneous mapping of networklayers to different execution modes. The appropriate execution mode–layer mapping forDNN inference is selected based on the vulnerability of individual layers. The proposedarchitecture efficiently protects both the registers and the MAC units of systolic array PEsagainst transient and permanent faults without interrupting inference execution. The re-configurability feature of FORTALESA enables a speedup of up to 3×, depending on layervulnerability, and requires 6× fewer resources compared to static redundancy and 2.5×fewer resources than the previously proposed solution for transient faults. An ASIC basedon FORTALESA is developed for further testing, e.g., at radiation facilities. The design ofthe chip is made open source.

76



6 Approximation-aided Reliability of DNN Accelerators
This chapter presents a solution for approximation-aided reliability of DNN accelerators:a novel adaptive fault-tolerant approximate multiplier (AdAM). The multiplier is basedon Mitchell’s logarithmic multiplier that substitutes multiplication with the addition ofapproximated logarithms of the operands. AdAM relies on an unconventional use of theleading-one position in the inputs for fault detection by optimizing unused resources. Thismultiplier is a negative-overhead fault-tolerant approximatemultiplier compared to exactmultipliers. The fault-tolerance solution at the individual component layer is developedconsidering the characteristics of the targeted application, ensuring efficient reliabilitythrough a cross-layer approach. The chapter is based on publications [II], and [III]:

M. Taheri, N. Cherezova, S. Nazari, A. Rafiq, A. Azarpeyvand, T. Ghasempouri, M. Da-neshtalab, J. Raik, and M. Jenihhin. AdAM: adaptive fault-tolerant approximate mul-tiplier for edge DNN accelerators. In 2024 IEEE European Test Symposium (ETS), 2024
M. Taheri, N. Cherezova, S. Nazari, A. Azarpeyvand, T. Ghasempouri, M. Daneshtalab,J. Raik, andM. Jenihhin. AdAM: Adaptive approximatemultiplier for fault tolerance inDNN accelerators. IEEE Transactions on Device and Materials Reliability, 25(1):66–75,2025

6.1 Introduction
The error introduced by the approximation is deterministic, and its impact on the net-work’s accuracy drop can be studied in detail. However, soft errors are unpredictable incontaminated and harsh environments, which can lead to DNN malfunction and a drasticdrop in accuracy [111]. The design of approximate arithmetic circuits and their reliabilityhave been extensively covered in the literature both without considering an application[22, 150, 189] and concerning DNNs [3, 91, 155, 158, 170, 181]. The work presented in [128]introduces a comprehensive library of approximate adders and multipliers, primarily in-tended for image and video processing circuits. However, as highlighted in [169], usingmultipliers from this library involves a trade-off between fault resilience and energy effi-ciency. This indicates the need for specific approximate multiplier (AxM) designs to op-timize energy savings and resource utilization while enhancing DNN accuracy. Addition-ally, the impact of approximate multipliers on DNN accuracy can vary significantly, withsome leading to a substantial drop in performance. In contrast to the proposed approx-imate multipliers, AdAM considers reallocating the resources saved by approximation toimprove fault tolerance.

Traditional fault tolerance methods for DNN hardware accelerators include hardwareredundancy, correction codes for parameter memories, and algorithm-based fault toler-ance. Triple Modular Redundancy (TMR), despite achieving 100% fault coverage, incurs asubstantial near 200% area and power overhead [126]. Therefore, numerous algorithmsand frameworks have been developed to improve the efficiency of these methods andbalance their hardening effects and design costs, such as Approximate TMR (ATMR) [8].ATMR replaces some TMRmodules with approximate ones while ensuring that themajor-ity voter produces the correct output [10]. However, ATMR still requires duplicating theentire combinational circuit, even at the finest level of granularity [47, 190].
To address the high overhead of traditional fault-tolerance methods, this chapter pre-sents an adaptive approximatemultiplier that provides high reliability while having a sma-ller area and power-delay product (PDP) than an exact multiplier.
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6.2 AdAM Architecture
We propose an architecture for an adaptive fault-tolerant approximate multiplier tailoredfor DNN accelerators. This architecture includes an adaptive adder that relies on an un-conventional use of input Leading One Detector (LOD) values for fault detection andmit-
igation by optimizing unused adder resources. A gate-level-optimized LOD design and alightweight, triplicated hybrid adder design are used to further enhance the proposed ar-chitecture’s reliability, resource utilization, and efficiency. The base for the proposedmul-tiplier is the classical Mitchell multiplier [125]. However, the methodology can be appliedto all logarithmic approximate multipliers. Another level of approximation is introducedin the adaptive adder (Figure 37), considering the application of this multiplier in DNNswith a proven negligible impact on the network accuracy (see Table 17 in the results sec-tion). Mitchell multiplier employs approximate logarithms of the input values. By addingthese logarithms, Mitchell’s algorithm estimates the product. The final result is obtainedby taking the antilogarithm of this sum.
6.2.1 DefinitionsConsider two n-bit positive integers A and B that can be represented as

A =
kA

∑
i=0

2iai,B =
kB

∑
i=0

2ibi, ai = bi = {0,1} (86)
where k is the position of the leading one bit, 0 ≤ k < n. By factoring 2k we get

A = 2kA

(
1+

kA−1

∑
i=0

2i−kAai

)
= 2kA(1+XA) (87)

B = 2kB

(
1+

kB−1

∑
i=0

2i−kBbi

)
= 2kB(1+XB) (88)

Since k ≥ 0, X is in the range 0 ≤ X < 1 and is the fraction term of the number. Thelogarithms of A and B then can be expressed as
log(A) = kA + log(1+XA) (89)
log(B) = kB + log(1+XB) (90)

Mitchell’s method approximates log(1+X) with the value of X . This way, logarithms areapproximated as
log(A)≈ kA +XA (91)
log(B)≈ kB +XB (92)

The logarithm of A∗B can be approximated as
log(A∗B)≈ kA +XA + kB +XB (93)

The antilogarithm of the above expression is the final product:
P̂ = 2kA+kB(1+XA +XB) (94)

AdAM architecture introduces a truncation parameter t that defines the level of fault tol-erance, i.e., the number of protected higher-order bits of the fractional part. Considering
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the truncation parameter, the fractional part X is defined as
X t

A =
kA−1

∑
i=0

2i−kA ai ·
[
|i− kA| ≥ n− t

] (95)

X t
B =

kB−1

∑
i=0

2i−kB bi ·
[
|i− kB| ≥ n− t

] (96)
where n is the number of bits, t is the truncation parameter, [·] are the Iverson brackets.The final product is then expressed as

P̂ = 2kA+kB(1+X t
A +X t

B) (97)
Truncating the fractional parts introduces additional errors into the result. The abso-lute error (P− P̂) behavior of the original 8-bit Mitchell’s multiplier and AdAM is com-pared in Figure 36 over the entire input domain. The maximum errors introduced by eachmethod are marked in the figure. There is no additional error when the truncated bits inboth operands are ’0’; as the number of ’1’ in the truncated bits increases, the additionalerror also increases.

Figure 36: Comparison of absolute error distribution between the original 8-bit Mitchell’s multiplier
and AdAM: the top point shows the maximum absolute error for AdAM, and the lower point shows
the maximum absolute error for Mitchell’s multiplier

However, the literature shows that DNN weights do not follow a uniform distributionand are mostly centered around zero [18]. Since the proposed multiplier provides greaterprotection for values with the smaller LOD value, it can effectively protect most of thenetwork’s computations during inference.The impact of the proposed multiplier on the accuracy of different networks is re-ported in the results section.The level of fault tolerance of the proposed multiplier is defined by two parameters:the aforementioned truncation parameter t and duplication level h. The truncation pa-rameter t defines the minimum number of protected bits, and the duplication level h de-fines the maximum possible number of protected bits. Smaller operands have smallermantissa values and do not require a full adder. Therefore, more adder resources can beused for fault tolerance by duplicating the addition of more higher-order bits. Duplica-tion level h does not affect the multiplier’s accuracy; as a hardware parameter, it affects
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area, power, and delay. Duplication level h defines the amount of adder resources thatcan be used for fault tolerance (see Subsection 6.2.2.1 for a detailed description). A higher
h value means a higher level of fault tolerance and higher resource utilization. A sma-ller value means a lower level of fault tolerance and lower resource utilization. Differentconfigurations of the proposed multiplier are denoted as AdAM(t,h).
6.2.2 Hardware implementation
The proposed architecture of the multiplier is presented in Figure 37 (the contributionsand extensions to the logarithmic Mitchell multiplier are marked with red color). First,a novel optimized Leading One Detector (LOD) circuit (Subsection 6.2.2.2) is used to findthe index of the first ‘1’ bit in each operand. This index, denoted as k, is the characteristicor integer part of the logarithm and has log2(n) bits. Then, the operands are shifted leftby k bits, aligning the leading one with the Most Significant Bit (MSB). (n− 1) bits afterthe leading one represent the mantissa part, denoted as m. The mantissa is truncated to
(n−1− t) bits.
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Figure 37: AdAMarchitecture (the contributions and extensions to the logarithmicMitchellmultiplier
are marked with red color)

The truncated operands are passed to the adaptive (n−1)-bit adder that adds man-tissa together and duplicates the addition of several higher-order bits depending on the
k value of the biggest operand for fault detection and mitigation. As it was already men-tioned, the number of duplicated bits depends on the truncation parameter t and dupli-cation level h.The architecture of the adaptive adder is shown in Figure 38 (subsection 6.2.2.1). Theadder is based on the carry-lookahead adder, and the carry-generation logic is omittedfrom the figure to save space. Duplicated results are compared, and if a fault is detected,the faulty bit is set to zero using AND gates (marked in red in the figure). Due to thetruncation of the mantissa, up to t lower-order bits are excluded from the calculation,which affects only the bigger numbers with the k > (n− t). This introduces a small errorcompared to the original Mitchell algorithm (discussed in the following section).
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Figure 38: Adaptive adder architecture: A and B are inputs, C is carry values, and PFA stands for
partial full adder, m here denotes the size of the truncated mantissa (n− 1− t). The truncation
parameter t defines the minimum number of protected bits; t PFAs that duplicate the addition of
t higher-order bits of the mantissa are colored blue. The duplication level h defines the maximum
number of protected bits; h−t PFAswithmultiplexers that can duplicate the addition of higher-order
bits or add lower-order bits are colored green.

The k values of the operands are added separately using a small hybrid adder. A hy-brid between a resource-intensive but fast carry look-ahead adder and a lightweight butslow due to the accumulated delay ripple carry (CR) adder is selected for this task. Thisadder is replicated three times for extra fault tolerance, since the order of the final outputdepends on the result of this addition. A majority voter selects the final result. Then, theantilogarithm algorithm is used to get the product of multiplication. The sum of k valuesdetermines the position of the leading one in the output product, followed by the sum ofthe mantissa parts using the appropriate shift operation.
6.2.2.1 Adaptive adder
The adaptive adder is designed to detect and mitigate faults based on the multiplier in-puts’ k values. The adder is divided into three parts: t PFAs (Partial Full Adders) for du-plicating the addition of t higher-order bits (colored blue in Figure 38), (h− t) PFAS withmultiplexers on inputs that can duplicate the addition of up to (h− t) higher-order bits oradd lower-order bits (colored green in Figure 38), and (n−1−h) PFAs for the addition ofthe mantissa. This way, for smaller operands with smaller mantissas that do not require awhole adder, more resources can be allocated to fault tolerance. The size of the truncatedmantissa can be expressed as WX t = k · [k < n− t]+ (n−1− t) · [k ≥ n− t] using Iversonbrackets notation. The available adaptive adder resources can be expressed as WAR =
(n−1)−WX t . Thus, the number of protected bits isWPB =WAR · [WAR < h]+h · [WAR ≥ h].As an example, Figure 39 shows the scheme in which the proposed multiplier intro-duces fault tolerance considering 8-bit inputs with a truncation parameter t = 2 and dupli-cation level h = 3. As shown in this figure, five cases are considered. If the maximum LODof the inputs is 7, two lower-order bits are discarded, and a two-bit adder of the adaptive
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adder is dedicated to recomputing the addition of two higher-order bits. These results arecompared, and the mismatched bits are set to zero.
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Figure 39: Fault-tolerance and error introduced based on different input values (n = 8, t = 2,h = 3)

For k = 6, only the Least Significant Bit (LSB) is discarded, and two higher-order bitsare protected the same way as in the previous case. When k = 5, no bits are discarded,and two higher-order bits are protected. For k = 4, three higher-order bits are protected,and only the LSB is not monitored. In the case of k ≤ 3, all bits are protected, enablingthe proposed multiplier to provide comprehensive fault detection and mitigation for allinputs.
6.2.2.2 LOD design
The gate-level structure of the proposed LOD circuit is presented in Figure 40. The circuitis divided into two functional parts: zero flag calculation and leading-one position detec-tion (LOPD). LOPD consists of several stages. During the first stage, the input is dividedinto nibbles, which are processed in parallel. For each nibble, three signals are calculatedexcept for the first one: a, b, and c. Only two signals are calculated for the first nibble: band c. Signal a defines whether there is a ’1’ bit in the nibble; signal b defines whether theoutput is even or odd; and signal c defines whether there is ’1’ in the two higher bits of thenibble. During the second stage, those signals form the final result based on the highestnibble with a ’1’ bit. Since the zero flag is only required at the last stage of themultiplier todetermine whether the final product is zero, it is computed from the LOPD output values.The proposed design requires fewer logic gates (as demonstrated in the results section)than designs found in the literature (e.g., ScaleTRIM [55]) by reusing the output values forcalculating the zero flag, knowing that it can have a longer delay.
6.3 Experimental Results
6.3.1 Experimental Setup
FreePDK 45 nmNangate technology library is used in Cadence Genus 2023 to compare thehardware characteristics (area, latency, power consumption) of the proposed methodswith the state-of-the-art. The accuracy is reported using Mean Absolute Relative Error(MARE), calculated as

MARE =
1
N

N

∑
i=1

∣∣∣∣
Pi − P̂i

Pi

∣∣∣∣,

where N is the number of tested input combinations, Pi and P̂i are the exact and approx-imate results.
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Figure 40: Gate-level structure of the proposed LOD

Additionally, a design of a MAC (multiply-accumulate) unit in a systolic array is synthe-sized for an ASIC to better illustrate the results in an AI core. The impact on the accuracy ofthe proposed adaptive multiplier is studied on different networks (i.e., LeNet-5, AlexNet,ResNet-18, VGG-16, DenseNet) trained on MNIST and CIFAR-10 using 8-bit INT with thehelp of the AdaPT framework [42]. Finally, the impact of the proposed multiplier on DNNreliability is evaluated using the aforementioned benchmarks.Fault injection. Fault injection is performed, assuming single-bit-flip faults in the net-work’sMAC operation of a systolic array, for reliability assessment. According to the adop-ted single-bit fault model, a random bit-flip is injected into a randomMAC unit of the sys-tolic array core at a random execution time of the network, and the entire test set is fed tothe network to obtain the accuracy of the network. Transient faults (bit flips) within sub-components of the multipliers, such as LOD, adders, and barrel shifters, were consideredfor the fault injection experiments. A simulation was conducted to determine how thosefaults will propagate to the multiplier’s output. For fault propagation, the RTL model ofthe multiplier was used, and a random set of potential fault positions in its unprotectedcomponents was identified. Faults were injected as bit flips during the simulation usingCadence Genus. For each considered fault position, all input combinations were appliedto the multiplier to generate look-up tables with the outputs. Those look-up tables wereused during the fault injection in the DNNs. The number of faults injected was chosenbased on preliminary experiments and existing literature. Using equations provided in[110], a 95% confidence level and 1% error margin were reached.
6.3.2 Hardware utilization
In this section, the proposed LOD and adaptivemultiplier are compared in terms of powerand area with state-of-the-art designs. Power–Delay Product (PDP) is used to show theefficiency of the design.Table 12 shows the area, power, and delay of the proposed 8-bit LOD architecture com-pared to the state-of-the-art design. The proposed design has fewer gates and a shortercritical path compared to the other methods in the literature.Tables 13, 14, and 15 report the accuracy, efficiency, and fault tolerance (FT) of 8-bit,16-bit, and 32-bit approximate multipliers compared with the proposed method. Wal-
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Table 12: LOD hardware comparison between the proposed method and the state-of-the-art

LOD Architecture Delay (ps) Power (µW) Area (µm2) PDP (aJ)
ScaleTrim [55] 156 1.12 9.84 174.72Proposed 136 1.09 9.57 148.24

lace, DRUM [71], TOSAM [196], and ScaleTrim [55] are used for this comparison. Loga-rithmic approximate multipliers such as TOSAM show better performance compared toother state-of-the-art non-logarithmic ones, including DSM [132], RoBA [220], and LETAM[195]. For instance, TOSAM structures exhibit significantly lower energy consumption andarea utilization compared to DRUM, DQ4:2C4, and AS-RoBAmultipliers, whilemaintainingcomparable accuracy. Specifically, the TOSAM(1,5) configuration achieves 4% lower delay,78% lower area, and 70% lower energy consumption compared to the RoBA multiplier.The results also show that the overall impact of the TOSAMmultiplier, one of the baselineapproaches in this work, on delay, power, area, and MARE, is lower than that of otherapproximate multipliers with similar MARE values. Therefore, for the sake of space, otherapproximate multipliers are not included in the comparison.
Table 13: Accuracy and efficiency of 8-bit approximate multipliers compared with AdAM

Architecture Delay (ns) Power (µW) Area (µm2) PDP (fJ) MARE (%) FT
Exact (Wallace) 0.85 360 417 306 0.0 NoDRUM(3) 0.70 104 143 72.8 12.6 NoTOSAM(0,2) 0.58 120 186 69.6 10.1 NoTOSAM(0,3) 0.68 144 198 97.9 7.7 NoDRUM(4) 1.00 172 208 172 6.4 NoTOSAM(1,5) 0.88 231 291 203.2 4.1 NoAdAM(2,3) 1.13 165 152 186.4 4.7 YesScaleTrim(4,8) 1.8 143 216 257.4 3.3 No
The proposed multiplier has hardware parameters similar to the state-of-the-art ap-proximate multipliers with similar accuracy while providing improved reliability throughits fault detection and mitigation capability.Table 16 shows the results ofMAC implementationwith differentmultipliers. TheMACunit with the proposed multiplier takes less area and has a lower PDP value.

6.3.3 DNN accuracyTable 17 compares the accuracy of different CNN architectures using the proposed ap-proximate multiplier with the baseline accuracy using the exact multiplier. The results inTable 17 were obtained by directly substituting the accurate multiplier with the proposedmultiplier without any retraining or fine-tuning. The evaluation shows that the accuracyof DNN with the proposed method is very close to the baseline. Hence, the proposedmultiplier has a negligible effect on DNN accuracy. It is observed that the accuracy of ap-proximated networks can sometimes exceed that of exact networks. The observed higheraccuracy with AdAM compared to the exact multiplier in some cases can be attributed tothe probabilistic nature and inherent non-linearity of DNNs, as well as the sensitivity ofcertain bit positions to errors. This observation aligns with previous studies [156] showingthat errors in arithmetic logic can lead to higher inference accuracy; consequently, theyare referred to as “good faults”. This behavior arises because faults, particularly those af-
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Table 14: Accuracy and efficiency of 16-bit approximate multipliers compared with AdAM

Architecture Delay (ns) Power (mW) Area (µm2) PDP (fJ) MARE (%) FT
Exact (Wallace) 1.22 2.08 1785 2537.6 0.00 NoDRUM(3) 0.88 0.13 257 114.4 11.9 NoTOSAM(0,2) 0.74 0.16 342 118.4 10.9 NoScaleTrim(3,4) 1.35 0.20 281 279.0 9.23 NoTOSAM(0,3) 0.84 0.21 423 176.4 7.6 NoDRUM(4) 1.12 0.27 381 302.4 5.9 NoScaleTrim(7,0) 2.38 0.36 492 871.3 4.06 NoTOSAM(1,5) 1.00 0.35 532 350.0 4.0 NoAdAM(6,7) 1.00 0.10 440 100.0 3.97 YesAdAM(4,7) 1.06 0.13 451 137.8 3.87 YesAdAM(4,4) 0.96 0.12 434 115.2 3.87 YesAdAM(2,7) 1.32 0.15 495 171.6 3.97 YesAdAM(2,4) 1.13 0.13 451 146.9 3.85 YesDRUM(5) 1.36 0.43 532 584.8 2.9 NoScaleTrim(9,0) 2.71 0.43 541 1170.6 2.2 NoTOSAM(2,6) 1.21 0.38 564 459.8 2.1 No
Table 15: Accuracy and efficiency of 32-bit approximate multipliers compared with AdAM

Architecture Delay (ns) Power (mW) Area (µm2) PDP (fJ) MARE (%) FT
Exact (Wallace) 1.67 10.26 7618 17134.2 0.00 NoDRUM(3) 1.08 0.20 520 216.0 11.90 NoTOSAM(0,2) 0.99 0.27 844 267.3 10.90 NoTOSAM(0,3) 1.02 0.28 780 285.6 7.61 NoDRUM(4) 1.33 0.36 738 478.8 5.90 NoTOSAM(1,5) 1.18 0.40 999 472.0 3.95 NoAdAM(8,15) 1.67 0.31 1105 517.7 3.8488 YesAdAM(8,8) 1.30 0.29 1041 377.0 3.8488 YesAdAM(6,15) 1.72 0.48 1148 825.6 3.8487 YesAdAM(6,8) 1.46 0.33 1141 471.9 3.8487 YesAdAM(4,15) 2.43 0.57 1425 1385.1 3.8487 YesAdAM(4,8) 1.80 0.46 1403 828.0 3.8487 YesAdAM(2,15) 2.49 0.59 1579 1469.1 3.8487 YesAdAM(2,8) 2.02 0.49 1519 989.8 3.8487 YesDRUM(5) 1.55 0.56 944 868.0 2.89 NoTOSAM(2,6) 1.30 0.54 1146 702.0 2.06 NoDRUM(6) 1.69 0.75 1059 1267.5 1.47 NoTOSAM(3,7) 1.44 0.69 1294 993.6 1.05 NoDRUM(7) 1.85 0.96 1235 1776.0 0.73 NoTOSAM(4,8) 1.57 0.83 1411 1303.1 0.53 NoDRUM(8) 1.93 1.17 1402 3545.2 0.37 NoTOSAM(5,9) 1.60 1.08 1625 1728.0 0.27 No

Table 16: Efficiency of 8-bit MAC unit of a systolic array with different multipliers

MAC Architecture Delay (ns) Power (mW) Area (µm2) PDP (fJ)
Exact (Wallace) 1151 2.10 975.95 2417.10ScaleTrim(4,8) 1106 2.00 949.35 2212.00AdAM(2,3) 1098 1.47 794.80 1614.06
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fecting lower-order bits (which can be interpreted as errors caused by approximate mul-tipliers), do not always degrade accuracy. This phenomenon aligns with the broader un-derstanding that DNNs are not strictly deterministic and can potentially exhibit more ac-curacy under specific fault conditions. Thus, the accuracy gains with AdAM can be seenconceptually as part of this broader context of DNN fault tolerance and behavior.
Table 17: Accuracy comparison of different CNNs with an exact (baseline) and the proposed approx-
imate multiplier

DNN Accuracy Accuracywith Wallace (%) with AdAM(2,3) (%)
LeNet-5 (MNIST) 93.8 94.1AlexNet (MNIST) 78.0 77.7VGG-11 (CIFAR-10) 93.4 94.0VGG-13 (CIFAR-10) 92.0 92.0VGG-19 (CIFAR-10) 92.0 93.0ResNet-18 (CIFAR-10) 93.8 93.2ResNet-34 (CIFAR-10) 93.0 94.0ResNet-50 (CIFAR-10) 95.0 94.0DenseNet (CIFAR-10) 92.6 95.0Inception (CIFAR-10) 92.6 95.0

6.3.4 Reliability analysisTo showcase the impact of the AdAMmultiplier on reliability and performance trade-offs,the fault injection simulations are performed on a variety of 8-bit convolutional neuralnetwork architectures, including AlexNet, DenseNet, Inception, VGG-11, VGG-13, VGG-19,ResNet-18, ResNet-34, and ResNet-50 with four different configurations: unprotected ex-act multipliers (Unp-Exact), unprotected approximate multipliers (Unp-AxM), protectedexact multipliers with TMR (Pro-TMR), and protected approximate multipliers with AdAM(Pro-AdAM).The DNN reliability is evaluated by comparing the output probability vector of thegolden run (i.e., the DNN that behaves as expected, without faults) and the faulty run(i.e., the DNN that includes the fault). The output probability vector represents the list ofpossible classes with their associated confidence scores predicted by the DNN. The SDCrate is defined as the proportion of faults that cause misclassification in comparison withthe golden model. Since DNNs often produce not a single correct output but a ranked listof outputs, each with a confidence score [111], we need new criteria to determine whatconstitutes an SDC for a DNN application. Therefore, we consider four types of SDCs asfollows:
• SDC-1: The top-ranked element predicted by the DNN is different from that pre-dicted by its fault-free execution. This is critical to assess because the top-rankedelement is what is typically used for downstream processing. This criterion directlycompares the class with the highest confidence score in the output probability vec-tor of the faulty run to that of the golden run. If the top-ranked class differs betweenthe two runs, this is counted as an SDC-1.
• SDC-5%:More than 5% of variation in the top-ranked output confidence score com-pared to the golden model. This criterion focuses on the confidence score of thetop-ranked class in the output probability vector. If the confidence score deviatesby more than 5% from the golden run, it is counted as an SDC-5%.
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• SDC-10%: More than 10% of variation in the top-ranked output confidence scorecompared to the golden model. Similarly, this criterion looks for deviations in theconfidence score of the top-ranked class that exceed 10% from the golden run.
• SDC-20%: More than 20% of variation in the top-ranked output confidence scorecompared to the goldenmodel. This criterion identifies faults where the confidencescore of the top-ranked class in the output probability vector deviates bymore than20% from the golden run.
All four criteria compare the output probability vector of the faulty run with that ofthe golden run. SDC-1 assesses the correctness of the top-ranked class, while SDC-5%,SDC-10%, and SDC-20% evaluate how much the confidence score of the top-ranked classchanges in the faulty run relative to the golden run.To quantify the effectiveness of each method in mitigating faults, the fault coveragemetric is used. It is defined as (100−SDC value), representing the percentage of faultsthat are correctly handled (i.e., do not result in silent data corruption) by each method.

Figure 41: Hardware efficiency (area) and fault resilience (fault coverage considering SDC-1 and SDC-
10%) trade-offs in different benchmarks. Unp-Exact: unprotected exact multiplier, Unp-AxM: unpro-
tected approximate multiplier, Pro-TMR: exact multiplier protected with TMR, Pro-AdAM: proposed
multiplier

Figure 41 demonstrates the fault tolerance comparison and reliability improvement(for SDC-1 and SDC-10% as two examples) of different networks by using the protectedapproximate multiplier proposed in this work, compared to the unprotected exact andapproximated networks, and protected networks using TMR. As illustrated, TMR provides100% protection but also requires about 200% area overhead. Unlike TMR, our techniqueintroduces a high-reliability improvement without hardware overhead. The results for
87



Figure 42: PDP and vulnerability tradeoffs (considering different SDCs) in different benchmarks. Unp-
exact: unprotected exactmultiplier, Unp-AxM: unprotected approximatedmultiplier, Pro-TMR: exact
multiplier protected with TMR, Pro-AdAM: proposed multiplier

reliability improvement considering SDC-5% and SDC-20% are reported in Tables 18 and19. Since themain objective of the proposedmultiplier is to have the best trade-off in PDPand vulnerability, Figure 42 illustrates these comparisons based on different vulnerabilitymetrics (SDC-10, SDC-5%, SDC-10%, and SDC-20%). In these charts, the closer to the origin(0,0), the higher the cost-efficiency of fault tolerance, i.e., lower vulnerability and lowerPDP. As shown, TMR is less efficient for edge AI applications due to its high PDP, whereasthe proposed method (AdAM) is closest to the origin.
Table 18: Fault coverage (SDC-5%) in different benchmarks (%)

Method AlexNet DenseNet Inception VGG-11 VGG-13 VGG-19 ResNet-18 ResNet-34 ResNet-50
Unp-Exact 70.9 17.2 21.8 9.2 10.8 10.8 10.8 17.2 16.2Unp-AxM 63.5 15.4 20.6 6 7.2 17.8 9.4 13.6 12.2Pro-TMR 100 100 100 100 100 100 100 100 100Pro-AdAM 99.6 42.2 41.8 36.6 32.6 57.2 37.6 44.8 38.2

Table 19: Fault coverage (SDC-20%) in different benchmarks (%)

Method AlexNet DenseNet Inception VGG-11 VGG-13 VGG-19 ResNet-18 ResNet-34 ResNet-50
Unp-Exact 90.3 91.6 76.6 77.4 81 81 84 86.8 86Unp-AxM 78.5 92.2 75.8 76 78.8 75 80 84.8 82.4Pro-TMR 100 100 100 100 100 100 100 100 100Pro-AdAM 99.8 96.6 89.2 94.8 88.8 86.4 90.6 91 92.6
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6.4 Chapter conclusions
This chapter presents an architecture of a novel adaptive fault-tolerant approximatemulti-plier tailored for ASIC-based DNN accelerators. AdAM employs an adaptive adder that re-lies on an unconventional use of input Leading One Detector (LOD) values to detect faultsby optimizing unused adder resources. A gate-level-optimized LODdesign is also proposedto improve hardware performance as part of the adaptive multiplier. The proposed archi-tecture employs a lightweight fault-mitigation technique that sets the detected faulty bitsto zero.The proposed multiplier achieves a reliability level close to that of multipliers pro-tected by Triple Modular Redundancy (TMR), while using 2.74× less area and 39% lowerpower-delay product than the unprotected exact multiplier. In fact, it has similar area, de-lay, and power consumption parameters to state-of-the-art approximate multipliers withcomparable accuracy, while providing fault detection and mitigation capabilities.
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7 Conclusions
Reliability is the foremost concern for modern nanoelectronic devices, especially hard-ware accelerators deployed in mission- and safety-critical applications. The objective ofthis PhD thesis is to evaluate the fault-tolerance vulnerability of advanced computing plat-forms, with a focus on DNN hardware accelerators, and to develop efficient reliability so-lutions.

First, Chapter 3 investigates the fault-tolerance vulnerability in heterogeneous SoCFPGAplatforms. The analysis shows gaps in the fault-tolerancemechanismsofferedoff theshelf by vendors. Heterogeneous SoC FPGA platforms comprise a diversity of tightly inte-grated components that should all be protected to ensure the system’s reliability and avail-ability. However, the current approach to fault tolerance is fragmented and not system-atic. The most protected components are the processing system and memory, whereasuncore components are not protected and are less considered in the literature, leavingthe system vulnerable. Moreover, vendor-provided solutions are not intended for harshenvironments and critical applications. This necessitates complementary user-space fault-tolerance mechanisms, tailored to target mission and application profiles. For better pro-tection, user-spacemethods should interactwith vendor-provided ones, resulting in an in-tegrated fault-tolerance solution spanning multiple system layers. A cross-layer approachto reliability enables a globally optimized fault management system and an efficient solu-tion that accounts for the specifics of the application and underlying hardware.
Second, Chapter 4 presents a scalable method for reliability evaluation of DNN hard-ware accelerators based on systolic arrays, called SAFPA. This method effectively com-bines fault injection with fault propagation analysis. SAFPA is several orders of magnitudefaster than microarchitecture-level fault injection because, instead of time-consumingcycle-accurate simulation of the systolic array, errors are added directly to the DNN layeroutput via fault propagation analysis. A framework based on the proposed method hasbeen made open source.
SAFPA is used to analyze the reliability of DNNmodels for computer vision tasks, namelyCNNs and ViTs. Evaluation of a representative CNN model using the proposed methodshows that WS dataflow has, on average, higher vulnerability with a smaller systolic arraysize, while OS dataflow has higher vulnerability with a larger systolic array size. Addition-ally, on average, in IS and WS systolic arrays, registers holding stationary values (activa-tions and weights, respectively) lead to a higher percentage of output errors. For the OSsystolic array, registers holding activation values are the most vulnerable. Evaluation ofthree ViT models shows that transformers exhibit an operation-dependent vulnerabilitypattern, rather than the layer-dependent pattern observed in CNNs, with significant crit-icality of value matrix calculation. Analysis shows the effect of architectural regularity onreliability: hierarchical transformer models like Swin exhibit high variation in vulnerabilityacross the layers, resembling the behavior of CNNs.
Additionally, SAFPA is used for a design space exploration of reliability-performancetrade-offs in CNNs deployed on systolic arrays with reconfigurable size. Based on the ex-tensive reliability evaluation of selected CNNmodels, a layer-wise reconfiguration strategyfor RSAs is proposed to balance reliability and performance. This strategy identifies theoptimal systolic array size for each layer.
Third, Chapter 5 presents a systolic array architecture with runtime reconfigurablefault tolerance, called FORTALESA. FORTALESA supports three execution modes for effi-cient reliability–performance tradeoff. The proposed architecture is used to enhance thereliability of DNN inference on a systolic array through heterogeneousmapping of networklayers to different execution modes. The appropriate execution mode–layer mapping for

90



DNN inference is selected based on the vulnerability of individual layers. Reliability fea-tures of FORTALESA efficiently protect both the registers and arithmetic units of systolicarray PEs against transient and permanent faults without interrupting inference execu-tion. The reconfigurability of FORTALESA enables a speedup of up to 3×, depending onlayer vulnerability, and requires 6× fewer resources compared to static redundancy and2.5× fewer resources than the previously proposed solution for transient faults. Further-more, an ASIC based on FORTALESA was designed for testing, e.g., radiation and agingexperiments, using an open-source ecosystem for chip design. The design of the chip andscripts for generating a final layout are made open source to promote collaboration andknowledge sharing and to extend existing open-source systems with fault-tolerant archi-tectures.Finally, Chapter 6 presents a fault-tolerance solution for an individual component of aDNN accelerator, namely an adaptive fault-tolerant approximate multiplier, called AdAM.The solution shows how approximation can aid reliability. AdAM is based on Mitchell’slogarithmic multiplier that substitutes multiplication with the addition of approximatedlogarithms of the operands. AdAM relies on an unconventional use of the leading-one po-sition in the inputs for fault correction by optimizing unused resources, thereby enablingnegative-overhead fault tolerance compared to exact multipliers. This way, it achieves areliability level close to that of TMR-protected multipliers, while having 2.74× less areaand 39% lower power-delay product than the unprotected exact multiplier. Efficient re-source utilization and optimization of multiplier components ensure that AdAM has area,delay, and power consumption metrics comparable to state-of-the-art approximate mul-tipliers with comparable accuracy, while providing fault-tolerance capabilities.As future work, the SAFPA framework can be extended to support faults in control sig-nals, thereby facilitating a more thorough analysis of the reliability of systolic-array-basedaccelerators. The FORTALESA-based ASIC will be used for testing at radiation facilities andaging chambers. Additionally, a more sophisticated ASIC will be developed, featuring aRISC-V-based SoC integrated with a FORTALESA systolic array.
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AbstractCross-Layer Reliability Evaluation and Fault Tolerance for DeepNeural Network Hardware Accelerators
Recent years have been marked by a tremendous increase in the adoption of MachineLearning (ML) algorithms, specifically Deep Neural Networks (DNNs), and their deploy-ment in mission- and safety-critical application domains, such as automotive, avionics,and space. The computational complexity of DNN models necessitates specialized hard-ware accelerators. However, as nanoelectronics used in hardware accelerators are proneto faults caused by radiation and aging, concerns about their reliability become of utmostimportance. Moreover, with continuous technology scaling and increased silicon density,these accelerators become even more susceptible to faults. With the high integrationdensity of modern nanoelectronic devices, the system error rate is increasing rapidly, asit is proportional to the number of transistors.

The objective of the thesis is to develop new methods for reliability evaluation andfault tolerance enhancement of modern hardware platforms, specifically DNN accelera-tors. The fundamental challenges are the complexity of modern hardware architecturesand DNN models.
Heterogeneous systems-on-chip (SoCs), featuring scalar and vector processors for soft-ware programmability and FPGA logic for hardware programmability, are a common plat-form for implementing hardware accelerators for intelligent autonomous systems. How-ever, efficient deployment of heterogeneous computing platforms requires a sufficientunderstanding of their sensitivity to possible faults. To address this problem, this thesispresents a survey of fault-tolerance vulnerabilities in modern heterogeneous systems forcritical applications. The survey analyzes themost common error types caused by faults inSoC components and identifies themost critical and vulnerable ones. It examines vendor-provided and user-space reliability solutions, highlights existing fault-tolerance gaps, andoutlines a vision for future solutions.
Reliability evaluation is a prerequisite for enhancing reliability since it shows how faultsaffect the system and identifies the most vulnerable components. Reliability evaluationof DNNs can be performed at the model level, without considering the hardware archi-tecture on which it will be executed, or at the hardware level. Typically, model-level as-sessment methods are fast; however, because they do not account for hardware architec-ture, they tend to be less accurate. Hardware-level methods evaluate fault effects withhigher accuracy but suffer from longer simulation times. To address the need for a scal-able reliability evaluation of DNN hardware accelerators, this thesis presents a reliabilityassessment method for systolic arrays based on fault propagation analysis (SAFPA). It pro-vides several orders of magnitude speedup over microarchitecture-level fault injection.The method supports assessment for two modern DNN architectures for computer vi-sion tasks, namely Convolutional Neural Networks (CNNs) and Vision Transformers (ViT).Moreover, it enables a design space exploration of reliability-performance trade-offs inCNNs deployed on systolic arrays with reconfigurable size.
An efficient reliability solution for modern accelerator platforms should be tailored tothe mission profile and operating conditions. It should account for the complexity of thehardware platforms used and the application. To address the need for a cost-efficient relia-bility solution, this thesis presents a fault-tolerant reconfigurable systolic array for DNN in-ference, FORTALESA. FORTALESA supports three execution modes for efficient reliability–performance tradeoff. The proposed architecture is used to enhance the reliability ofDNN inference on a systolic array through heterogeneous mapping of network layers to
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different execution modes. Finally, to enable reliability on the individual module level,the thesis presents an adaptive fault-tolerant approximate multiplier tailored for DNN ac-celerators, AdAM. AdAM relies on an unconventional use of the leading-one position inthe inputs for fault mitigation by optimizing unused resources, thereby enabling negative-overhead fault tolerance compared to exact multipliers. It achieves a reliability level closeto the multipliers protected with Triple Modular Redundancy (TMR), while requiring lessarea and power than the unprotected exact multiplier.
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KokkuvõteSüvanärvivõrkude riistvarakiirendite kihtidevaheline töökind-luse hindamine ja veakindlus
Viimaseid aastaid on iseloomustanud masinõppe (ML) algoritmide, eelkõige süvanärvi-võrkude (DNN), kasutuselevõtu hüppeline kasv ning nende rakendamine missiooni- jaohutuskriitilistes valdkondades, nagu autotööstus, lennundus ja kosmosetehnika. DNN-mudelite arvutuslik keerukus tingib vajaduse spetsiaalsete riistvarakiirendite järele. Kunariistvarakiirendites kasutatav nanoelektroonika on aga vastuvõtlik kiirgusest ja vananemi-sest põhjustatud riketele,muutub nende töökindlus äärmiselt oluliseks. Pidev tehnoloogiamõõtkava vähenemine ja räni tiheduse kasv muudavad need kiirendid riketele veelgi vas-tuvõtlikumaks. Tänapäeva nanoelektroonikaseadmete suure integratsioonitiheduse tõttukasvab süsteemi veamäär kiiresti, kuna see on võrdeline transistoride arvuga.

Doktoritöö eesmärk on välja töötada uuedmeetodid tänapäevaste riistvaraplatvormi-de, eelkõige DNN-kiirendite töökindluse hindamiseks ja veakindluse suurendamiseks. Põ-hilised väljakutsed on tänapäevaste riistvara-arhitektuuride ja DNN-mudelite keerukus.
Heterogeensed kiipsüsteemid (SoC), mis sisaldavad tarkvaralise programmeeritavusejaoks skalaar- ja vektorprotsessoreid ning riistvaralise programmeeritavuse jaoks FPGA-loogikat, on levinud platvorm intelligentsete autonoomsete süsteemide riistvarakiirendi-te realiseerimiseks. Heterogeensete arvutusplatvormide tõhus kasutuselevõtt eeldab agapiisavat arusaama nende tundlikkusest võimalike rikete suhtes. Selle probleemi käsitle-miseks esitatakse doktoritöös ülevaade veakindluse haavatavustest tänapäevastes hete-rogeensetes süsteemides, mis on mõeldud kriitiliste rakenduste jaoks. Ülevaates analüü-sitakse SoC-komponentide riketest põhjustatud levinumaid veatüüpe ning tuvastataksekõige kriitilisemad ja haavatavamad komponendid. Käsitletakse nii tootjapoolseid kui kakasutajatasandi töökindluslahendusi, tuuakse esile olemasolevad veakindluse puudujää-gid ning visandatakse tulevaste lahenduste suund.
Töökindluse hindamine on töökindluse suurendamise eeldus, kuna see näitab, kuidasrikked süsteemi mõjutavad, ja tuvastab kõige haavatavamad komponendid. DNN-ide töö-kindlust saab hinnata kas mudeli tasandil, arvestamata riistvara-arhitektuuri, millel mudelkäivitatakse, või riistvara tasandil. Mudelitasandi hindamismeetodid on tavaliselt kiired,kuid kuna need ei arvesta riistvara-arhitektuuriga, on need üldjuhul vähem täpsed. Riist-varatasandi meetodid hindavad rikete mõju suurema täpsusega, kuid eeldavad pikematsimulatsiooniaega. Selleks et rahuldada vajadus DNN-riistvarakiirendite skaleeritava töö-kindluse hindamise järele, esitatakse doktoritöös rikete leviku analüüsil põhinev süstool-sete massiivide töökindluse hindamise meetod (SAFPA). See on mitu suurusjärku kiiremkui mikroarhitektuuri tasandi rikete sisestamine (fault injection). Meetod toetab hinda-mist kahe tänapäevase arvutinägemise ülesannete DNN-arhitektuuri puhul: konvolutsioo-niliste närvivõrkude (CNN) ja Vision Transformer’ite (ViT) korral. Lisaks võimaldab see uu-rida töökindluse ja jõudluse vahelisi kompromisse projekteerimisruumis CNN-ide puhul,mis on realiseeritud muudetava suurusega süstoolsetel massiividel.
Tänapäevaste kiirendiplatvormide tõhus töökindluslahendus peaks olema kohandatudmissiooniprofiili ja töötingimustega. See peaks arvestama kasutatavate riistvaraplatvormi-de ja rakenduse keerukusega. Selleks et rahuldada vajadus kulutõhusa töökindluslahen-duse järele, esitatakse doktoritöös DNN-i järeldamiseks mõeldud veakindel ümberkon-figureeritav süstoolne massiiv FORTALESA. FORTALESA toetab kolme täitmisrežiimi, misvõimaldavad tõhusat kompromissi töökindluse ja jõudluse vahel. Pakutud arhitektuuri ka-sutatakse DNN-i järeldamise töökindluse suurendamiseks süstoolsel massiivil, kaardista-des võrgu kihid heterogeenselt erinevatele täitmisrežiimidele. Lõpetuseks, töökindluse ta-
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gamiseks üksikmooduli tasandil, esitatakse doktoritöös DNN-kiirendite jaoks kohandatudkohanduv veakindel ligikaudne korrutaja AdAM. AdAM tugineb sisendite juhtiva ühebiti(leading-one) positsiooni ebatraditsioonilisele kasutamisele rikete parandamiseks, opti-meerides kasutamata ressursse ja võimaldades seeläbi täpsete korrutajatega võrreldesnegatiivse lisakuluga veakindlust. See saavutab töökindluse taseme, mis on lähedane kol-mekordse moodulliiasusega (TMR) kaitstud korrutajatele, vajades samas vähem pindalaja võimsust kui kaitsmata täpne korrutaja.
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A B S T R A C T

The emergence of heterogeneous FPGA-based SoCs and their growing complexity fueled by the introduction
of various accelerators bring the reliability aspect of these systems to the front. The concern is particularly
important for critical applications, such as safety-critical autonomous vehicles, real-time systems, space
missions, health, and security cyber–physical systems. This paper presents an analysis of the most common
types of errors caused by faults in different components and identifies the most critical and vulnerable
components based on the literature survey. The study looks into vendor-provided and user-space reliability
solutions. The paper highlights the existing fault-tolerance gaps in the modern SoC FPGAs and outlines a
vision for future solutions.

1. Introduction

Modern heterogeneous SoC FPGAs, that provide software program-
mability through scalar and vector processors and hardware program-
mability through FPGA logic, are getting more complex and advanced,
integrating more components on a single chip. However, their dense
structure is also increasingly susceptible to various hardware faults.
Their reliability assessment has certain challenges: simulation and test-
ing are difficult due to the complexity of the design, and faults in one
core can induce errors in other cores [1].

Hardware faults can be caused by various reasons: radiation (soft er-
rors), aging, manufacturing process variations, manufacturing defects,
and early-life failures. Nonetheless, soft errors are considered dominant
for today’s digital systems, hence, the analysis in this paper is focused
on them.

The most common type of soft errors is Single Event Upset (SEU),
a change of the logic state of the sequential element. Less common but
more critical is Single Event Functional Interrupt (SEFI) — a soft error
that causes a functional interrupt in circuits, interfaces, or entire chips.
Another type of soft error is Single Event Transient (SET), a current
or voltage spike in a signal. SET is transitory in nature, however, if
captured by a sequential element, it can become an SEU.

The heterogeneous nature of SoC FPGAs is the reason that faults
in different components manifest differently and require tailored fault-
tolerance solutions, which makes the reliability assurance of the chip a
challenging task.

The contributions of this paper are:

∗ Corresponding author.
E-mail address: natalia.cherezova@taltech.ee (N. Cherezova).

• a taxonomy of an advanced SoC FPGA structure;
• an analysis of fault effects caused by faults in the different com-

ponents of the structure;
• a review of vendor-provided fault-tolerance mechanisms and

analysis of fault-tolerance vulnerabilities and gaps;
• a review of complementary user-space fault-tolerance solutions.

The rest of the article is organized in the following way. The
typical structure of the modern SoC FPGA and a discussion on the most
common types of errors caused by faults in different components are
presented in Section 2. The most critical and vulnerable components
are identified there as well. Reliability solutions provided by vendors
are given in Section 3. Section 4 highlights the fault tolerance gaps.
User-space solutions are described in Section 5. Section 6 presents
discussions and conclusions, and Section 7 summarizes the paper.

2. Faults and fault effects in SoC FPGAs

This section presents a typical structure of modern FPGA-based SoC
along with faults and fault effects characterizing each component.

2.1. Typical structure of modern FPGA-based SoC

The structure is based on the latest series from AMD-Xilinx, Intel,
and Microchip: Versal ACAP (Adaptive Compute Acceleration Plat-
form) [2] and Zynq UltraScale+ [3] (AMD-Xilinx); Agilex [4] and

https://doi.org/10.1016/j.microrel.2023.115010
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Stratix 10 [5] SoC families (Intel), and PolarFire SoC [6] (Microchip). A
modern FPGA-based SoC includes multi-core processors (ARM Cortex-
A and Cortex-R cores in AMD-Xilinx and Intel devices, and RISC-V
cores in Microchip SoC), FPGA logic, hard peripheral controllers, em-
bedded on-chip memories, and system infrastructure represented by
non-functional utility resources, such as chip monitors, ECC controllers,
test facilities, etc. The most notable among them is a separate processor
that acts as a device manager. Device manager, called Platform Man-
agement Unit (PMU) in AMD-Xilinx devices, Secure Device Manager
(SDM) in Intel, and monitor core in Microchip, sets the root-of-trust,
configures the device after the power-up, and monitors its state during
the lifetime. Some platforms have accelerators, like embedded GPU for
video rendering or custom engines for AI and ML tasks processing (Zynq
UltraScale+ and Versal), and specialized modules, like radio frequency
(RF) data converters and video processing units (Zynq UltraScale+).
Versal ACAP represents the new generation of programmable SoCs from
AMD-Xilinx and has the most complex structure. The processing system,
FPGA logic, AI Engines (custom blocks for fast data processing), and
peripheral controllers are connected through Programmable Network-
on-Chip (PNoC). One can assume that the next FPGA-based SoCs,
generally, follow the Versal model.

The typical structure described is presented in Fig. 1. The presented
structure can be considered as a super-set. More complex system-
on-chips include more elements from the set, and less complex ones
include fewer, but they still stay within the given super-set.

2.2. Faults and fault effects in different components

Below is the analysis based on the literature survey of the most
common types of errors caused by faults in different components and
the most critical and vulnerable elements in each module. Table 1
summarizes fault effects at the module and system levels. System fail-
ures are divided into three classes: system crash (SC), application crash
(AC), and application silent data corruption (ASDC). The most common
system-level failure is ASDC. AC can be caused by control flow errors,
and SC might be caused by errors related to the SoC configuration or
control circuitry.

Processing system (PS). Structurally faults for a processor were or-
ganized into three large groups: faults in registers (including general-
purpose and special-purpose ones), caches, and data processing units
(ALU/FPU) [7–12]. It can be seen that faults in different components
affect processors in two ways: silent data corruption (SDC) and control
flow errors that can lead to functional interrupts or crashes. Functional
interrupts can be caused by errors in control or special purpose regis-
ters, errors in addressing, and errors in instruction (wrong instruction,
wrong operand, or wrong immediate) [8]. While functional interrupts
require a reset and result in the system being unavailable during the
restart, SDC does not disable the system but might be of great concern
for a user, as they corrupt results without giving any indications
that something went wrong. The most critical elements are registers
(particularly special-purpose ones) and caches [7–13] since faults in
those components directly affect the data being processed and can
introduce control flow errors. Additionally, studies show that processor
cores integrated into SoC platforms have higher rates of crashes and
functional interrupts compared to standalone processors [14].

FPGA. Structurally, faults in FPGA can be organized into three
groups as well: faults in configuration memory, user memory, and
control-related logic [15]. Unlike processors, the functionality of FPGA
is not hardened and is defined by the values loaded into configuration
memory (called CRAM). Therefore, the main fault effect for them is
the change in circuit functionality, which might result in silent data
corruption as well as application or even system crash.

Configuration memory consists of routing elements and logic re-
sources, such as LUTs (Look Up Tables) and control bits.

Routing resources can be local (inside logic blocks) or global (be-
tween logic blocks). Local routing is represented by multiplexers (MUX)

controlling inputs and outputs of the logic block and LUTs. Logic blocks
are connected through switch boxes and connection boxes by the means
of Programmable Interconnect Points (PIPs). PIP may be represented
by a simple pass transistor controlled by one configuration bit or a
complex structure created using several multiplexers controlled by a
group of configuration bits.

For PIP, the following fault models are defined: Open, Conflict,
Input Antenna, Output Antenna, and Bridge [16]. Open fault happens
when a previously used connection is disabled. Conflict is characterized
by a new connection being added between a used input node and
a used output node. Input Antenna is a new connection between an
unused input node and a used output node. Output Antenna is a
new connection between an unused input node and a used output
node. Bridge happens when a previously used connection is disabled,
and an unrelated input is connected to the output from the disabled
connection.

Along with the change in circuit functionality, SEU in routing
configuration bits that create an undesired bridge between a signal and
an unused wire adds an extra parasitic capacitance (and thus an extra
delay) to the signal path. The impact is cumulative and can lead to
delays that are significant enough to cause delay faults [17].

Routing faults are the most common and the most critical for
FPGAs since the routing structure occupies a large portion of the FPGA
area and configuration bits [18]. Moreover, the most failure-sensitive
routing elements are local MUXes [19,20].

Faults in logic include LUT values change and control bits changes.
LUTs are used to hold the data (when used as distributed RAM or shift
register) and implement data processing or Finite State Machine (FSM)
to control the workflow. Therefore, faults in LUT values can cause data
corruption as well as control flow errors. However, whether it produces
an error or not depends on the inputs to the circuit and which part of
the logic function is impacted.

On the contrary, changes in control bits generally cause errors
for all, or almost all, possible circuit inputs. Control bits define LUT
mode (whether it is used as a LUT, distributed RAM, or a shift reg-
ister), configure storage elements as flip-flops or latches, and define
Input/Output Block (IOB) parameters, such as electrical standard, mode
(input, output, bi-directional), termination (pull-up or pull-down resis-
tors), signal drive strength, optional storage element, input delay, and a
slew rate. Faults in IOB parameters can create unintended outputs [21]
and additional delays [22–24].

User memory includes embedded RAM and flip-flops in the logic
blocks. It stores the data produced by the application. Faults in user
memory are straightforward and cause silent data corruption. While
faults in embedded RAM data remain until a new value is stored there
or the fault is corrected, original flip-flop values might be restored
in the next clock cycle. Faults in user memory are considered less
critical than faults in the configuration memory. The former ones do
not affect the circuit functionality and can be fixed without device
reconfiguration.

Faults in control logic include faults in reset circuitry and config-
uration ports, such as JTAG TAP (Test Access Port) controller, ICAP
(Internal Configuration Access Port), PCAP (Processor Configuration
Access Port), and SelectMAP interface. SEU in reset circuitry can clear
out the device functionality or all of the flip-flops. Faults in the JTAG
TAP controller can damage the FPGA or other system devices as well
as cause a loss of control [25]. Faults within the programmable Se-
lectMAP interface configuration pins result in a malfunctioning in-
terface: the corrupted interface can return bad values during a read
operation and corrupt the configuration during a write operation [15].
Faults in control logic have serious consequences and require device
reconfiguration, though, in practice, their rates are very low [15].

Moreover, in SoC, the FPGA part is proved to be more prone to soft
errors [8,26,27], while processors and peripherals have more vanished
errors.
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Fig. 1. Typical structure of modern FPGA-based SoC.

Accelerators. Two types of accelerators are considered in this work:
embedded GPU and custom AI Engines suggested by AMD-Xilinx. Ver-
sal AI Engines [28] consist of two processors, for scalar and vector
arithmetic, and thus their structural faults are similar to the processor
faults. Faults in instructions can cause data and control flow errors, and
faults in registers and in data processing units can cause silent data
corruption. AI Engines do not have cache memory, though they do have
shared memory for storing the data.

For GPU, faults in global buffers (shared L2 cache) can be consid-
ered the most critical, since they may spread in multiple locations and
can cause many erroneous outputs [29–31].

Faults in accelerators are not expected to cause crashes but rather
produce wrong outputs. While data errors in machine learning appli-
cations might have serious consequences, erroneous pixels in a video
frame just degrade the user experience.

Peripherals and memory controllers. Experiments show that faults in
address and control registers cause many data errors and interrupts [8,
32]. However, there are only a few works that explore faults in so-
called ‘‘uncore’’ components, such as peripherals, on-chip memories,
etc. [33–35]. However, loss of configuration in peripheral controllers
might result in a system crash and require device reconfiguration.

On-chip interconnect. Different components in heterogeneous SoCs
are usually connected through a bus-based communication architec-
ture. However, Versal ACAP represents an interesting case that ad-
ditionally utilizes network-on-chip (NoC). Versal NoC architecture is
similar to a typical NoC structure: network interface units connect
processing elements to the NoC, and routers perform the transportation
of the data through the NoC. Network interface units are represented
by NoC Master Units (NMU) and NoC Slave Units (NSU) that denote
ingress and egress blocks accordingly. Routers are represented by NoC



Microelectronics Reliability 146 (2023) 115010

4

N. Cherezova et al.

Table 1
Faults and fault effects in SoC FPGA.

Fault location Error within module System level failures

SC AC ASDC

Processor

Register file General-purpose registers Silent data corruption, control flow errors × ∙ ∙

Special purpose registers Control flow errors × ∙ ◦

Cache Instruction cache Control flow errors × ∙ ◦

Data cache Silent data corruption × ◦ ∙

Data processing units (ALU/FPU) Silent data corruption × ◦ ∙

FPGA

Configuration memory Routing elements Functional errors (change in circuit functionality) ∙ ∙ ∙
Logic resources

User memory Flip-flops Silent data corruption × ◦ ∙
Embedded RAM

Control logic
Reset

Configuration loss, functional interrupts ∙ ∙ ∙
JTAG TAP controller

SelectMAP interface

Accelerators

GPU L2 shared cache Silent data corruption, control flow errors × × ◦
Processor units

AI Engine
Register file

Silent data corruption, control flow errors × × ∙Data processing units

Address generation unit

OCM and peripherals

OCM Control interface Silent data corruption, control flow errors ◦ ∙ ∙

Stored data × ◦ ∙

Peripheral controllers Control flow errors ∙ ◦ ◦

On-chip interconnect

NoC Processing units Silent data corruption, configuration loss ∙ ∙ ∙
Connections

Bus structure Silent data corruption, configuration loss ∙ ∙ ∙

SC — system crash. AC — application crash. ASDC — application silent data corruption.
×— not expected. ◦ — possible. ∙ — highly likely.

Packet Switch (NPS). It is a crossbar switch that determines the direc-
tion of the packet based on the special routing tables. Though Versal
NoC is programmable, its configuration is statically defined during
the design time, therefore, it includes an additional unit called NoC
Peripheral Interconnect (NPI). NPI is an internal register programming
interconnect of the NoC that controls and configures NMU, NSU, and
NPS. The NPI programs NoC registers that define the aforementioned
routing tables [36].

In the classic NoCs, faults in interconnects are considered domi-
nant [37,38]. Additionally, since the configuration of Versal PNoC is
programmable, faults in routing components and NPI registers can have
serious consequences. They can lead to a loss of configuration and,
therefore, to an application or a system crash.

For the AMBA AHB system bus, experiments in [39] show that SDC
is the most common error, however, faults in the address bus have a
high probability to cause an application or system crash.

3. Vendor-provided fault tolerance mechanisms

The heterogeneous nature of modern SoC FPGAs, combining differ-
ent components, requires a complex fault tolerance solution that covers
the whole chip.

The main fault detection and fault tolerance mechanisms employed
by vendors are the following:

• Device manager
• Modular redundancy (usually TMR)

• ECC, CRC, parity checking
• Data scrubbing
• Dual lock-step
• Memory protection units
• Built-in tests
• Watchdog timers

A comparison between fault detection and fault tolerance methods
on different platforms is presented in Table 2.

Device manager. As already mentioned, all considered platforms have
a dedicated processor or two acting as a device manager: Platform Man-
agement Unit (PMU) on AMD-Xilinx platforms, Secure Device Manager
(SDM) on Intel platforms, and monitor core on Microchip PolarFire
SoC. The device manager holds the root-of-trust, configures the device
after the power-up, performs error management, and monitors its state
during the lifetime to support the functional safety of the platform.

Triple-modular redundancy (TMR). On AMD-Xilinx and Intel plat-
forms TMR is used to protect the device manager and critical state
registers. Additionally, Intel and Microchip offer functionality to gen-
erate a triplicated design for FPGA logic. AMD-Xilinx offers similar
functionality for Virtex family devices only. For modern platforms, it
offers TMR MicroBlaze IP (soft processor).

Error correction code (ECC). ECC is the standard protection mecha-
nism for memories. AMD-Xilinx, Intel, and Microchip have ECC (single-
error correction, double error detection) on all processor memories,
on-chip memories, FPGA embedded memories, and DDR4 controllers.
ECC mechanism supports error injection functionality. On Intel plat-
forms, USB, SD/MMC, EMAC, DMA, and NAND flash controllers have



Microelectronics Reliability 146 (2023) 115010

5

N. Cherezova et al.

Table 2
Vendor-provided fault tolerance mechanisms in different platforms.

Method AMD-Xilinx Intel Microchip

Realization What is protected Realization What is protected Realization What is protected

Device manager Platform
Management Unit
(PMU)

System Secure Device
Manager (SDM)

System RISC-V Monitor core System

Modular redundancy Hard TMR Device manager +
critical state
registers

Hard TMR Device manager +
critical on-chip state
machines

—

— Wizard for TRM
generation on FPGA
logic

Design on FPGA
logic

Wizard for TRM
generation on FPGA
logic

Design on FPGA
logic

ECC SECDED Caches, OCM, FPGA
embedded
memories, DDR4
controller

SECDED/multi-bit
correction

Caches, OCM, FPGA
embedded
memories, DDR4
controller, NAND
flash controller

SECDED Caches, FPGA
embedded RAM,
DDR3/4 controller

Lock-step Dual lock-step Cortex-R5F core — —

Data scrubbing XilSEM IP FPGA CRAM Intel EDC feature FPGA CRAM —

Memory protection
units

ARM TrustZone,
XMPU, XPPU

Memories,
peripherals

ARM TrustZone,
SMMU

Memories MMU, PMP Memories

Built-in tests LBIST XMPU, lock-step,
and ECC checkers

(No info found) MBIST L2 cache

MBIST Cortex-R5F core
memories

STL Memories, PMU,
XMPU, XPPU,
clocks, voltages,
temperature

Watchdog timers Hardware
watchdogs

Processing system Hardware
watchdogs

Processing system Hardware
watchdogs

Processing system

integrated ECC-protected memories. While most ECCs provide a single-
error correction, double-error detection, for M20K blocks (internal
20 Kbit memories), Intel suggests single-error, double-adjacent-error,
and triple-adjacent-error correction in a 32-bit word. However, it is
reported that with the ECC feature enabled, M20K runs slower [40].
In order to decrease the possibility of multi-bit errors, all vendors use
a memory interleaving technique.

Dual lock-step. AMD-Xilinx platforms include ARM Cortex-R5F dual-
core processor that supports the lock-step functionality. In the lock-step
mode, two cores perform the same task in parallel.

Data scrubbing. AMD-Xilinx and Intel, both suggest solutions for soft-
errors correction in the FPGA configuration memory (CRAM) based on
the background scan. Xilinx Soft Error Mitigation (XilSEM) is available
as soft IP in the UltraScale+ series [41], however, in the Versal series, it
is a part of PMU [42]. Triplicated PMU provides more protection for the
module itself. XilSEM uses ECC and CRC for single-error correction and
double-error detection. On Versal, XilSEM can additionally detect errors
in NPI (NoC Peripheral Interconnect) registers that connect NoC with
some modules using SHA techniques. XilSEM supports error injection
functionality.

Intel Error Detection Circuit (EDC) with integrated ECC corrects
single- and double-bit errors and detects up to 8 bits that fit in a
rectangular box (8 × 1, 4 × 2, 1 × 8, 2 × 4). EDC supports error injection
and priority scrubbing. Some portions of the design can be marked
as high-priority sectors, those sectors are scanned more frequently.
Additionally, there is a sensitivity processing and hierarchy tagging
functionality that defines the criticality of the CRAM bit and suggests
corrective actions based on the classification [43,44].

Since PolarFire SoC incorporates flash-based FPGA, which is more
robust towards soft errors, there is no scrubbing solution suggested.

Memory protection units (MPU). While memory protection units are
not explicitly designed for soft error protection, they can help with
them as well. One of the main purposes of MPU is to restrict memory
access of a process to some defined region. If there is an error in the

address due to the SEU so that it no longer belongs to the allowed
region, access is blocked, which might prevent SDC or control flow
error.

AMD-Xilinx platforms have a Memory Protection Unit (XMPU) and
Peripheral Protection Unit (XPPU) to protect on-chip memory blocks
and peripheral programming registers [42]. Intel platforms have Sys-
tem Memory Management Unit (SMMU), and one of its functions is
memory access permissions. PolarFire has Memory Protection Unit
as well. Additionally, since AMD-Xilinx and Intel SoC include ARM
processor cores, they are protected by ARM TrustZone.

Built-in tests. AMD-Xilinx provides LBIST for check logic such as
XMPU, lock-step, and ECC checkers, and MBIST for Cortex-R5F core
memories. Additionally, memories, lock-step functionality, device man-
ager, XMPU, XPPU, clocks, voltages, and temperature can be checked
by the dedicated software test library (STL) [42]. Microchip provides
MBIST for L2 cache [45].

Watchdog timers. Used for detection of the hanged or stuck in
an infinite loop process, watchdog timers are provided by all three
considered vendors.

4. Analysis and conclusions about the gaps

4.1. Vendor-provided fault tolerance methods analysis

Fault tolerance methods described in the previous section have
certain overheads, such as area, power consumption, or execution time.
They also have functional limitations on what kind of errors they can
detect or correct and how fast they can do it. Therefore, for this study,
it is important to see how vendor-provided methods protect the system
from soft errors and what parts of SoC FPGAs are left unprotected.

Device manager. Implementation of the device manager requires
one or two additional processors, which results in power consumption
overhead. Moreover, the device manager does not protect the system
from soft errors.
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Triple-modular redundancy. TMR is based on utilizing three copies
of the same module working in parallel, which introduces more than
200% overhead in the area and power consumption. This might be
critical for energy-restricted applications. Therefore, TMR is only used
to protect the device manager which acts as a safety island.

ECC. When enabled, ECC requires additional bits to store the codes,
which results in 13 and 22% overhead for 32-bit and 64-bit data
accordingly. In most cases, it can only correct single-bit errors and
detect double-bit errors. Multi-bit correction and detection versions are
possible but might slow down the memory. Since ECC is a memory
protection technique, it mostly prevents SDC errors, however, in the
case of Instruction Cache, it might prevent control flow errors as well.

Data scrubbing. The scrubbing solution that scans FPGA configura-
tion memory in the background brings power consumption overhead.
It has a latency of several milliseconds, during which the device might
operate incorrectly. Studies show that scrubbing does not protect the
device against immediate failures since it cannot fix errors propagated
from faults in configuration memory [46]. Its main functionality is to
prevent the accumulation of faults. Besides, it is not intended for use in
a high-irradiation environment, such as space. An experiment in [47]
shows the significant decrease in neural network accuracy deployed
on the AMD-Xilinx UltraScale+ platform under beam radiation testing
even with XilSEM enabled.

Dual lock-step. When two cores are running in the dual lock-step
mode, they perform the same tasks with one clock cycle shift, which
means the system can perform fewer tasks than in the split mode.
Furthermore, since lock-step is a fault detection technique, it requires
additional time to rerun the task in case of an error. Additionally,
lock-step functionality is not supported by every processor.

MPU. As it was mentioned before, the memory protection unit is not
designed to handle faults, though it can detect faults in some cases and
prevent them from propagating further.

Watchdog timers. As a symptom-based fault detection method, the
watchdog timer can neither isolate the fault nor correct it. The watch-
dog timer can either create an interrupt or restart the processor core.

4.2. Gaps in vendor-provided protection

Based on the information from previous sections, the fault tolerance
taxonomy for modern SoC FPGA was created (Fig. 2). Critical and
vulnerable components pointed out by research papers are marked by
a red square, and components that have some vendor-provided fault
detection or fault tolerance solutions are marked using corresponding
colors.

As can be seen from the figure, the most protected module in the
modern SoC FPGA is the processing system that has watchdog timers,
lock-step capabilities, ECC for caches, and memory protection units.
However, it should be noted that not every processor supports lock-
step functionality, watchdog timers cannot isolate and recover the fault,
and memory protection units are not designed to handle faults but can
only detect errors in some cases. ECC prevents errors originating from
caches, however, the lack of protection in the other components of
the processor, including registers that are considered critical as well,
means that faults stemming from the other components are not covered.
The lock-step mechanism protects the whole processor, however, in the
considered SoC families, lock-step functionality is only supported in the
ARM R-cores, leaving A-cores vulnerable.

The next protected module is FPGA logic which has scrubbing
solutions for configuration memory and ECC for embedded memories.
User memory flip-flops, though, are not covered by any means. The
least protected modules are peripherals, interconnects, accelerators,
and specialized modules, the ones that are less explored in the research
articles as well.

The following gaps can be formulated:

1. Most of the vendor-provided fault-tolerance methods protect
the processing system and memory components. ECC effectively
covers single-bit faults in memories. Since memories usually
occupy the major part of the chip, a high percentage of fault
tolerance can be achieved by covering only memories using a
considerably inexpensive and easy-to-implement mechanism like
ECC. However, that leaves computational and control units less
protected. They might occupy less area than memories, but faults
in those components might lead to a crash.

2. The least protected modules are uncore components that are
less considered in the literature as well. However, due to the
complexity of the SoC, it is not enough to protect only the
processing system. In fact, all components may have an impact
on the reliability of the whole system [48].

3. The vendor-provided fault-tolerance methods for cost-efficient
COTS devices are not designed for harsh environments or critical
applications.

4. Different fault effects and used fault-tolerance methods require
a systematic and hierarchical approach for efficient device pro-
tection. However, the current approach seems fragmented. The
main reason to use the SoC FPGA platform is to use as many of its
components as possible, not only the processor or FPGA. In such
cases, a communication system, for example, plays an important
role. For the application to run correctly, it is important to
protect the whole system.

5. Mapping known user-space methods

Clearly, all major FPGA vendors are seeking the most cost-efficient
methods to offer basic protection against in-field failures. Advanced
or full protection becomes too expensive as the main volume of FPGA
devices goes into commercial applications such as industrial, telecom,
or video processing, where fault tolerance mechanisms would only
introduce additional cost and overhead and, hence, reduce the vendor’s
competitive advantage. Therefore, gaps in protection are inevitable and
have to be addressed carefully by the users targeting commercial off-
the-shelf (COTS) devices for mission or safety-critical applications such
as aerospace.

The pursuit of improving fault tolerance is not limited to the fea-
tures that the manufacturer embeds into their devices. There is ongoing
research on methods to analyze and improve the fault tolerance [49]
using the controls available to the user of an SoC, such as programming
of the processor cores or the FPGA logic in a way to make the operation
more reliable. Several of those methods are typically based on exploit-
ing some sort of redundancy that is already existing or can be created
by the user.

Since the modern SoC FPGAs inevitably contain heterogeneous
modules, which are also commonly found separately, it makes sense
to look at the methods which are already employed for such modules.

General purpose processing units (PS). The availability of multi-core
CPUs in modern SoCs allows for exploiting the inherent redundancy
for improving transient fault tolerance in software. Where available in
hardware, dual-core or triple-core lock-step redundant core configura-
tions can provide significant protection against transient errors [9,50].
A hybrid lock-step approach with hard CPU cores in combination
with redundant soft cores is also possible and demonstrated in [51].
Fault tolerance methods described in [52] allow using temporal redun-
dancy and target non-protected COTS CPUs. They enable the protection
by trading higher performance and a larger quantity of these CPUs
(compared to fault-tolerant alternatives, if any are present) for fault
tolerance by employing redundant code execution with some variable
but predictable performance penalty. These methods use structural or
temporal active redundancy where the reaction to fault detection as
well as recovery from an error can be flexible and can depend on
the executed application. Another software-centric approach proposed
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Fig. 2. Fault tolerance taxonomy for SoC FPGA based on vendor-provided methods.

in [53] uses process-level redundancy (PLR), where a set of redun-
dant copies of an application process is created and the results are
systematically compared to guarantee correct execution. Redundant
multi-threaded processes are proposed for fault tolerance in user-space
programs running on multi-core CPUs [54] where the results of two
threads are compared for error detection while another thread is used
as a watchdog. There are other similar methods from other groups
which aim at increasing fault tolerance in software [55,56]. Several
methods aim at soft-core CPUs. One of them uses a combination of
redundancy in multi-core processors and extra hardware measures for
managing redundancy configurations in asymmetric multiprocessing
mode (AMP) [57]. In [58], authors implement fault detection in soft-
ware through thread-replication and coarse-grain lock-step for weakly
coupled processing cores.

FPGA fabric is configurable and, from the functional point of view,
can work like any other digital hardware and, therefore, can implement
hardware methods like TMR, ECC, and others in so-called soft cores.
The underlying physical structure of FPGA, however, is very different
from usual digital hardware because the function depends on the

configuration memory as described earlier. FPGA works properly as
long as the configuration memory is intact. In the case of SRAM-based
FPGA, the configuration memory is susceptible to SEUs, and these may
result in a change of the function. Therefore, usual hardware fault-
tolerance methods need to be applied carefully. For example, TMR
can be combined with scrubbing [59] in order to detect and correct
the errors in the configuration memory, while TMR protects from soft
errors in user logic/memory. SEUs in configuration memory can also
affect routing, therefore partitioning and placement of the logic in
an FPGA can be exploited to increase fault tolerance [60,61]. For
example, it can change the probability of errors affecting TMR [62].
Other methods also aim at repairing broken configuration by partial
dynamic reconfiguration [63].

Accelerators. Various hardware accelerators are used to increase the
performance and/or efficiency of the processing on SoCs, and they, too,
can benefit from added fault tolerance. For example, neural network
accelerators are susceptible to hardware-induced faults, but there are
methods to mitigate the effects of faults [64]. For fixed-hardware
neural network accelerators, there are software methods like result



Microelectronics Reliability 146 (2023) 115010

8

N. Cherezova et al.

range restriction [65] and algorithm-based fault tolerance [66]. Soft-
core accelerators can be augmented with an extra layer for improved
fault tolerance [67].

6. Discussion and conclusions

This paper reviewed the state of the art in fault-tolerance mecha-
nisms offered by SoC FPGA vendors with a focus on the most popular
COTS devices of the latest SoC families. There has been substantial
progress in such protection mechanisms during the last decade as
opposed to simple technology-level hardening. As a result, there is
a clear industrial trend to build mission- and safety-critical systems
around COTS devices [68]. For instance, in the space segment, this
trend is further escalated by the need for in-orbit high-performance
computing [69].

Still, as the vast majority of SoC FPGAs are employed at non-critical
commercial applications, there are gaps in the protection offered off
the shelf by vendors. Advanced SoC FPGAs comprise a diversity of
tightly integrated components that should all be protected to ensure the
system’s reliability and availability. However, as was shown, the most
protected components are the processing system and memories, leaving
the rest of the system vulnerable. Uncore components are not protected
and are less considered in the literature. The current approach to fault
tolerance is fragmented and not systematic. Finally, vendor-provided
fault-tolerance solutions for COTS devices are not intended for harsh
environments and critical applications.

Hence, it is necessary to implement complementary user-space fault-
tolerance mechanisms tailoring them to target mission and application
profiles, from simple custom TMR [70] to advanced fault handling
schemes [71]. For better protection, user-space methods should interact
with vendor-provided ones resulting in an integrated fault-tolerance so-
lution. For example, the scrubbing procedure can be triggered by a TMR
voter in the FPGA logic or lower-cost fault detection checkers or moni-
tors in the FPGA logic. Also, in some scenarios, fault detection may be
supported by employing higher-level techniques such as time-domain
redundancy for unprotected processors, software-based checking, and
external performance/process monitoring. Here, the user-space fault-
tolerance mechanisms would both protect the operation and initiate
the recovery procedure offered by the vendor, thus improving the
overall protection efficiency. More advanced fault handling mecha-
nisms involving cross-layer interaction and data exchange are also
possible [72].

However, implementing fault-tolerance solutions on different layers
without considering the whole picture might result in an overprotected
system or even a degradation in the overall reliability. A prominent
solution to cover the aforementioned gaps efficiently is a cross-layer
reliability approach.

Cross-layer approach to reliability has been gaining popularity in
recent years since it can help to develop a globally optimized fault
management system. Several frameworks have been developed by the
academic community for the reliability-aware design space exploration
to find the best combination of fault-tolerance methods [73,74] and for
the cross-layer reliability assessment of the system [75]. Those frame-
works primarily target processors at the early design stage, considering
HW/SW co-design process. However, as already mentioned, COTS de-
vices are used more and more for critical applications. Thus, a frame-
work targeting heterogeneous SoC FPGAs at the stage of embedded
system development would be useful.

7. Summary

This paper presents an analysis of the most common types of errors
caused by faults in different components and identifies the most critical
and vulnerable components based on the literature survey. The study
looks into vendor-provided and user-space reliability solutions. The
paper highlights the existing fault-tolerance gaps in the modern SoC
FPGAs and outlines a vision for future solutions.
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Abstract—Multiplication is the most resource-hungry oper-
ation in the neural network’s processing elements. In this
paper, we propose an architecture of a novel adaptive fault-
tolerant approximate multiplier tailored for ASIC-based DNN
accelerators. AdAM employs an adaptive adder relying on an
unconventional use of the leading one position value of the inputs
for fault detection through the optimization of unutilized adder
resources. The proposed architecture uses a lightweight fault
mitigation technique that sets the detected faulty bits to zero.
The hardware resource utilization and the DNN accelerator’s
reliability metrics are used to compare the proposed solution
against the triple modular redundancy (TMR) in multiplication,
unprotected exact multiplication, and unprotected approximate
multiplication. It is demonstrated that the proposed architecture
enables a multiplication with a reliability level close to the
multipliers protected by TMR utilizing 63.54% less area and
having 39.06% lower power-delay product compared to the exact
multiplier.

Index Terms—deep neural networks, approximate computing,
circuits design, reliability, resiliency assessment

I. INTRODUCTION

The role of Deep Neural Networks (DNNs) in a wide range
of safety- and mission-critical applications (e.g., autonomous
driving) is expanding. Therefore, deployment of a DNN ac-
celerator requires addressing the trade-off between different
design parameters and reliability [1] [2]. Even though DNNs
possess certain intrinsic fault-tolerant and error-resilient char-
acteristics, it is insufficient to conclude the reliability of DNNs
without considering the different characteristics of a hardware
accelerator for vital applications. With the continuous scaling-
down of the process, there is a discernible trend indicating
that the Soft Error Rate (SER) of combinational circuits may
surpass that of sequential circuits [3] [4]. Therefore, the main
focus of this study is introducing a novel reliability technique
to mitigate the soft errors in the combinational logic of an AI
computation core.

This work presents the architecture of a novel adaptive fault-
tolerant approximate multiplier (AdAM) tailored for ASIC-
based DNN accelerators. Yet, the proposed multiplier can be
implemented on FPGA as well. The contributions of the paper
are as follows:

* These authors contributed equally

• The architecture of a novel adaptive fault-tolerant approx-
imate multiplier tailored for DNN accelerators, including
an adaptive adder relying on an unconventional use of the
leading one position value of the inputs for fault detection
through the optimization of unutilized adder resources

• Implementation and validation of the multiplier in a
design synthesized for ASIC

• Reliability assessment and comparison of the proposed
multiplier with exact and approximate state-of-the-art
multipliers using several DNN benchmarks

The main objective of the proposed multiplier is to have the
best trade-off between power-delay product (PDP) and vulner-
ability (accuracy drop due to the fault) which is demonstrated
in the results section. Moreover, it is demonstrated that the
proposed architecture enables a multiplication with a reliability
level close to the multipliers protected by TMR utilizing
63.54% less area and having 39.06% lower PDP compared
to the exact multiplier.

The remainder of the paper is organized as follows. Section
II summarizes related works, the proposed method is presented
in Section III, Section IV provides the experimental setup and
discusses the results, and finally, the work is concluded in
Section V.

II. RELATED WORKS

Multipliers are one of the primary arithmetic building blocks
widely used in DNNs. Various approximate multipliers are
proposed in the literature. ScaleTRIM is a scalable approxi-
mate unsigned LOD multiplier for DNNs that exploits curve
fitting and linearization for fitting input products and a novel
error compensation method using lookup tables [5]. More
details about recent works on the approximation for DNNs
can be found in [6].

Error introduced by approximation is deterministic and its
impact can be studied on the accuracy drop of the net-
work comprehensively. However, soft errors are unpredictable
effects in contaminated and harsh environments that may
lead to DNNs malfunction and accuracy drop drastically [7].
Recent research investigates the reliability of DNNs alongside
approximation [8] [9] and quantization [10]. In [11], DNNs
and approximated DNNs are tested in the presence of faults,
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and the results demonstrated that approximated DNNs are
more resilient under special conditions.

To increase reliability and mitigate faults, Triple Modular
Redundancy (TMR) and Gate-Sizing (GS) are two well-
established hardening methods widely employed to mitigate
the soft error rate in combinational circuits. Despite achieving
100% fault coverage for a single fault in one module of a
combinational circuit, TMR incurs a substantial near 200%
area and power overhead [12]. Therefore, numerous algorithms
and frameworks are developed to enhance the efficiency of
applying these methods and balance their hardening effects
and design costs [13].

Approximate TMR (ATMR) is a technique that replaces
some modules of TMR with approximate ones while ensuring
the majority voter gives the correct output [14]. However,
ATMR still requires duplicating the whole combinational
circuit, even at the finest level of granularity.

To tackle this issue, this work presents an adaptive reliable
multiplier that provides a high level of reliability while using
less area than an exact multiplier.

III. ADAM ARCHITECTURE

The proposed architecture is an adaptive fault-tolerant ap-
proximate multiplier tailored for DNN accelerators. This ar-
chitecture includes an adaptive adder relying on an uncon-
ventional use of the leading one position value of the inputs
for fault detection and mitigation through the optimization
of unutilized adder resources. The proposed multiplier is an
adaptation of the classical Mitchell multiplier [15]. Mitchell
multiplier employs approximate logarithms of the input values.
By adding these logarithms, Mitchell’s algorithm estimates the
product. The final result is obtained by taking the antilogarithm
of this sum. Another level of approximation is introduced in
the adaptive adder considering the application of this multiplier
in DNNs with a proven negligible impact on the network
accuracy (see Subsection III-A and Table II).

Fig. 1: AdAM architecture

The proposed architecture of the multiplier is presented in
Fig. 1 (the contributions and extensions to the logarithmic
Mitchell multiplier are marked with red color). Assuming each
operand has n = 8 bits, a Leading One Detector (LOD) circuit
is used to find the index of the first ‘1’ bit in each operand.
This index denoted as k, is the characteristic or integer part of
the logarithm and has log2(n) = 3 bits. The multiplier shifts
the operands left by k bits, aligning the leading one with the
Most Significant Bit (MSB). (n–1) bits after the leading one
represent the mantissa part denoted as m. The mantissa is
truncated to t = 5 bits. The truncated operands are passed to
the adaptive (n–1)-bit adder that adds mantissa together and
duplicates the addition of 2 or 3 MSBs depending on the k
value of the biggest operand for fault detection and mitigation.
The architecture of the adaptive adder is shown in Fig. 2.
The adder is based on the carry lookahead adder. Duplicated
results are compared, and if there is a fault, the faulty bit is
set to zero using AND gates (marked on the figure with a
red rectangle). Due to the truncation of the mantissa, up to 2
Least Significant Bits (LSB) are excluded from the calculation,
which affects only the bigger numbers with the k equal to 7
or 6. This introduces a small error compared to the original
Mitchell algorithm that is discussed in the results section. The
k values of the operands are added separately. This adder is
replicated three times, as the order of the final output depends
on the result of this addition. A majority voter selects the
final result. Then, the antilogarithm algorithm is used to get
the product of multiplication. The sum of k values determines
the position of the leading one in the output product, which is
followed by the sum of the mantissa parts using the appropriate
shift operation.

Fig. 2: Adaptive adder architecture: a and b are inputs, c is
carry values and PFA stands for partial full adder

A. Adaptive adder

The adaptive adder is designed to perform fault detection
and mitigation based on the LOD values of the multiplier
inputs. Fig. 3 shows the scheme in which the proposed
multiplier introduces fault tolerance. As shown in this figure,
five cases are considered. If the maximum LOD of the inputs
is 7, two LSBs are discarded, and a two-bit adder of the
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Fig. 3: Fault-tolerance and error introduced based on different
LOD cases

adaptive adder is dedicated to recomputing the addition of
two MSBs. These results are compared, and the mismatched
bits are replaced by zeros in case of a mismatch.

For LOD = 6, only the LSB is discarded, and two higher-
order bits are protected the same way as in the previous case.
When LOD = 5, no bits are discarded, and two higher-order
bits are protected. For LOD = 4, three higher-order bits are
protected, and only LSB is not monitored. In the case of
LOD ≤ 3, all bits are protected, enabling the proposed multi-
plier to provide comprehensive fault detection and mitigation
for all inputs.

IV. EXPERIMENTAL RESULTS

A. Experimental Setup

In this paper, the FreePDK 45 nm Nangate technology li-
brary is used in Cadence Genus 2023 to compare the hardware
characteristics of the proposed methods with the state-of-the-
art. The impact on the accuracy of the proposed adaptive
multiplier is studied on different networks (i.e., LeNet-5,
AlexNet, and VGG-16) trained on MNIST and CIFAR-10
using 8-bit INT with the help of the ADAPT framework [16].
Finally, the impact of the proposed multiplier on the reliability
of DNNs is studied using AlexNet and VGG-16. To perform
the reliability simulations for the case studies, a systolic-
array simulator is developed and integrated into the ADAPT
framework, and the impact of transient faults in the multiply-
accumulate (MAC) units of the systolic array is studied in the
network.

Random fault injection. Fault injection is performed, assum-
ing the single bit-flip faults in the network’s MAC operation
of a systolic array for reliability assessment. Considering a
prohibitively large number of fault combinations required for
the multiple-bit fault model, it has been shown that high fault
coverage obtained using the single-bit model results in a high
fault coverage of multiple-bit faults [17]. According to the
adopted single-bit fault model, a random bit-flip is injected
into a random MAC unit of the systolic array core at a random
execution time of the network, and the whole test set is fed to
the network to obtain the accuracy of the network. This process
is repeated several times to reach an acceptable confidence
level, based on [18]. This work provides an equation to reach
95% confidence level and 1% error margin.

B. Hardware utilization

In this section, the adaptive multiplier is compared in terms
of power and area with state-of-the-art designs.

In Table I, the accuracy, efficiency, and fault tolerance
(FT) of 8-bit approximate multipliers are compared with the
proposed method. Wallace, DRUM [19], TOSAM [20], and
ScaleTrim [5] are used for this comparison. The accuracy is
reported using Mean Absolute Relative Error (MARE). The
proposed multiplier has similar hardware parameters to the
state-of-the-art approximate multipliers with similar accuracy
while providing reliability improvement with fault detection
and mitigation capability.

TABLE I: Accuracy and efficiency of 8-bit approximate mul-
tipliers compared with the proposed method

Multiplier
Architecture

Delay
(ns)

Power
(µW)

Area
(µm2)

MARE
(%) FT PDP

(pJ)
Exact (Wallace) 0.85 360 417 0.00 No 306

DRUM(3) 0.70 104 143 12.6 No 72.8
TOSAM(0,3) 0.68 144 198 7.7 No 97.9

DRUM(4) 1.00 172 208 6.4 No 172
TOSAM(1,5) 0.88 231 291 4.1 No 203.2

ScaleTrim(4,8) 1.8 143 216 3.3 No 257.4
AdAM 1.13 165 152 4.7 Yes 186.45

C. DNN accuracy

Table II compares the accuracy of different CNN archi-
tectures using the proposed approximate multiplier with the
baseline accuracy using the exact multiplier. The evaluation
shows that the accuracy of DNN with the proposed method is
very close to the baseline. Hence, the proposed multiplier has
a negligible effect on the accuracy of DNNs.

TABLE II: Accuracy comparison of different CNNs with an
exact (baseline) and the proposed approximate multiplier

DNN Baseline
accuracy (%)

With proposed
multiplier (%)

LeNet-5 (MNIST) 93.8 94.1
AlexNet (CIFAR-10) 78.0 77.7
VGG-16 (CIFAR-10) 93.4 94.0

D. Reliability analysis

To showcase the impact of the AdAM multiplier on reliabil-
ity, the fault injection simulations are performed on AlexNet
and VGG-16 with four different configurations. The DNN reli-
ability is evaluated by comparing the output probability vector
of the golden run (i.e. the DNN that behaves as expected,
without faults) and the faulty run (i.e. the DNN that includes
the fault). The SDC rate is defined as the proportion of faults
that caused misclassification in comparison with the golden
model. Since in DNNs, there is often not a single correct
output, but a list of ranked outputs, each with a confidence
score, the new criteria to determine what constitutes an SDC
for a DNN application is defined in [21].
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Fig. 4 demonstrates the fault tolerance comparison and
reliability improvement of different networks by using the
exact unprotected multipliers, using approximate unprotected
multipliers (ScaleTRIM), using exact multipliers protected
with TMR, and using AdAM. As illustrated, TMR has 100%
of protection but it also requires about 200% of area over-
head. Despite using TMR in our architecture for a small
adder, we introduce very high reliability improvement without
introducing hardware overhead. Since the main objective of
the proposed multiplier is to have the best trade-off between
PDP and vulnerability (accuracy drop due to the fault), Fig. 5
illustrates this comparison. In these charts, the closer to
the origins (0,0), the higher the cost-efficiency of the fault
tolerance, i.e. lower vulnerability and PDP. As shown, TMR
is an inefficient solution for edge AI applications because of its
high PDP, while the proposed method (AdAM) is the closest
to the origin.

Fig. 4: Hardware efficiency (area) and fault resilience (fault
coverage) trade-offs in AlexNet (up) and VGG-16 (down).
Unp-exact: unprotected exact multiplier, Unp-AxM: unpro-
tected approximate multiplier, Pro-TMR: exact multiplier pro-
tected by TMR, Pro-AdAM: proposed multiplier
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Fig. 5: PDP and vulnerability tradeoffs (considering SDC-5)
in different methods

V. CONCLUSION

In this paper, we propose an architecture of a novel adaptive
fault-tolerant approximate multiplier tailored for ASIC-based
DNN accelerators. AdAM employs an adaptive adder relying
on an unconventional use of the leading one position value

of the inputs for fault detection through the optimization of
unutilized adder resources. The proposed architecture uses a
lightweight fault mitigation technique that sets the detected
faulty bits to zero. It is demonstrated that the proposed
multiplier provides a reliability level close to the multipliers
protected by Triple Modular Redundancy (TMR) while utiliz-
ing 63.54% less area and having 39.06% lower power-delay
product compared to the exact multiplier.
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Abstract—Deep Neural Network (DNN) hardware accelerators
are essential in a spectrum of safety-critical edge-AI applications
with stringent reliability, energy efficiency, and latency require-
ments. Multiplication is the most resource-hungry operation in
the neural network’s processing elements. This paper proposes a
scalable adaptive fault-tolerant approximate multiplier (AdAM)
tailored for ASIC-based DNN accelerators at the algorithm and
circuit levels. AdAM employs an adaptive adder that relies on an
unconventional use of input Leading One Detector (LOD) values
for fault detection by optimizing unutilized adder resources. A
gate-level optimized LOD design and a hybrid adder design are
also proposed as a part of the adaptive multiplier to improve
the hardware performance. The proposed architecture uses a
lightweight fault mitigation technique that sets the detected faulty
bits to zero. The hardware resource utilization and the DNN
accelerator’s reliability metrics are used to compare the proposed
solution against the Triple Modular Redundancy (TMR) in
multiplication, unprotected exact multiplication, and unprotected
approximate multiplication. It is demonstrated that the proposed
architecture enables a multiplication with a reliability level close
to the multipliers protected by TMR while at the same time
utilizing 2.74× less area and with 39.06% less power-delay
product compared to the exact multiplier. Moreover, it has similar
area, delay, and power consumption parameters compared to the
state-of-the-art approximate multipliers with similar accuracy
while providing fault detection and mitigation capability.

Index Terms—Deep neural networks, approximate computing,
circuit design, reliability, DNN accelerator.

I. INTRODUCTION

IN THE past decades, Deep Neural Networks (DNNs)
demonstrated a significant improvement in accuracy by
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adopting computationally intense models [1]. Consequently,
the size of these models has increased drastically, imposing
challenges in their deployment on resource-constrained plat-
forms [2].

Different DNN compression techniques such as model
quantization and pruning [2] as well as approximate computing
(AxC) [3], [4] enable the use of DNNs in edge devices.
While these techniques decrease the accuracy of DNNs, they
bring the benefits of lower resource utilization and energy
consumption and higher system efficiency [5]. As an example,
quantizing DNNs down to 8-bit INT gained popularity in edge
AI applications, because of the minimal impact on accuracy
drop and a significant reduction in memory footprint [6].

On the other hand, the role of DNNs in a wide range
of safety- and mission-critical applications, e.g., autonomous
driving, is expanding. Therefore, deploying a DNN accelerator
requires addressing the trade-off between different design
parameters and reliability [4]. Although DNNs possess certain
intrinsic fault-tolerant and error-resilient characteristics, it
is insufficient to conclude the reliability of DNNs without
considering the characteristics of the corresponding hardware
accelerator.

Consider Fig. 1 that demonstrates different possible fault
locations in an AI accelerator and their negative effect on
the object detection task. In the example, a pedestrian has
been identified as a bird, and a red light is misclassified as
a green one leading to a potentially disastrous situation. In
this work, which is an extension of the previous paper by the
authors [8], the faults in the computational core of the AI chip
are considered.

Moreover, with the continuous scaling-down of the process,
there is a discernible trend indicating that the Soft Error
Rate (SER) of combinational circuits may surpass that of
sequential circuits [9], [10]. Therefore, the main focus of this
study is introducing a novel reliability technique to mitigate
soft errors in the combinational logic of DNN accelerators
while keeping resource utilization and energy consumption
low.

This work presents an architecture of an adaptive
fault-tolerant approximate multiplier (AdAM) tailored for
ASIC-based DNN accelerators. The multiplier is based on the
logarithmic Mitchell’s multiplier that substitutes multiplication
with the addition of approximated logarithms of the operands.
The proposed multiplier protects higher-order bits of the
product based on the maximum position of the leading one
bit in the input strands of the multiplier. This multiplier is
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Fig. 1. Possible locations of faults in AI chips [7].

a negative overhead fault tolerance approximate multiplier
compared to the exact multipliers. The contributions of the
paper are as follows:

• The architecture of a novel adaptive fault-tolerant approx-
imate multiplier tailored for DNN accelerators, including
an adaptive adder relying on an unconventional use of the
leading one position value of the inputs for fault detection
through optimizing unutilized adder resources.

• Implementation and validation of the multiplier design.
• Reliability and hardware performance trade-off assess-

ment and comparison of the proposed multiplier with
exact and approximate state-of-the-art multipliers using
several state-of-the-art DNN benchmarks.

The proposed multiplier provides a reliability level close
to the multipliers protected by Triple Modular Redundancy
(TMR) while utilizing 2.74× less area and having 39%
less power-delay product compared to the unprotected exact
multiplier. In fact, it has similar area, delay, and power
consumption parameters compared to the state-of-the-art
approximate multipliers with similar accuracy while providing
fault detection and mitigation capability.

The remainder of the paper is organized as follows:
Section II summarizes related works. Section III presents the
proposed method. Section IV presents the experimental setup
and discusses the results. Finally, Section V concludes the
work.

II. RELATED WORK

Multipliers are one of the primary arithmetic building
blocks widely used in DNNs. Approximate computing is a
promising technique for designing digital circuits with lower
area and power consumption while achieving a higher working
frequency, particularly when the target application has some
error resiliency, such as DNNs [3], [5]. Various approximate
multipliers are proposed in the literature. These options
encompass dynamic segment multiplier (DSM) structure [11],
dynamic range unbiased multiplier (DRUM) structure [12],
memristor-based multipliers [3], [13], simplified adder-based
or truncated multipliers [14], utilization of inexact compres-
sors [15], and approximate booth multipliers [16]. One of
the other approximation techniques to further speed up the

multiplication is to move to the logarithmic numbering system
to compute addition instead of multiplication. The general idea
is to obtain the logarithm of the inputs, calculate their sum, and
convert the output value to the final result through an antilog-
arithm operation [17], [18]. The complexity and accuracy of
this method come from the logarithm and antilogarithm steps.
Truncating the input operand of multiplication and using loga-
rithmic approximation also has a dual effect on the area, speed,
and power consumption improvement. The first approximate
logarithmic multiplier was proposed by Mitchell, who used
binary logarithms to approximate multiplication [18]. Several
studies have been conducted on improving the performance
and accuracy of this method by considering DNN applica-
tion [19]. TOSAM is a scalable approximate multiplier that
reduces the number of partial products by truncating each of
the input operands based on their leading one-bit position and
improves delay, area, and energy consumption up to 41%,
90%, and 98% respectively [14]. ScaleTRIM is a scalable
approximate unsigned LOD multiplier for DNNs that exploits
curve fitting and linearization for fitting input products and
a novel error compensation method using lookup tables [17].
More details about recent works on the approximate arithmetic
circuits can be found in [20] and specifically about approxi-
mation for DNNs in [21].

The error introduced by the approximation is deterministic,
and its impact can be studied comprehensively on the accuracy
drop of the network. However, soft errors are unpredictable in
contaminated and harsh environments that can lead to DNNs
malfunction and accuracy drop drastically [22]. The design of
approximate arithmetic circuits and their reliability have been
extensively covered in the literature both without considering
an application [23], [24], [25] and concerning DNNs [4], [5],
[26], [27], [28], [29]. For example, the work presented in [30]
introduces a comprehensive library of approximate adders and
multipliers, primarily intended for use in image and video
processing circuits. However, as highlighted in [31], there
is a trade-off between fault resilience and energy efficiency
when using the multipliers from this library. This indicates
the need for specific approximate multiplier (AxM) designs
to optimize energy savings and resource utilization while
enhancing DNN accuracy. Additionally, the impact of approx-
imate multipliers on DNN accuracy can vary significantly,
with some leading to a substantial drop in performance. In
contrast to the proposed approximate multipliers, AdAM con-
siders reallocating resources saved by approximation for fault
tolerance.

Traditional fault tolerance methods for DNN hardware
accelerators include hardware redundancy, correction codes
for parameter memories, and algorithm-based fault toler-
ance. Triple Modular Redundancy (TMR), despite achieving
100% fault coverage, incurs a substantial near 200% area
and power overhead [32]. Therefore, numerous algorithms
and frameworks are developed to enhance the efficiency of
applying these methods and balance their hardening effects
and design costs such as Approximate TMR (ATMR) [33].
ATMR is a technique that replaces some modules of TMR
with approximate ones while ensuring that the majority voter
gives the correct output [34]. However, ATMR still requires
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duplicating the whole combinational circuit, even at the finest
level of granularity [35], [36].

To address the high overhead incurred by traditional fault
tolerance methods, this work presents an adaptive approximate
multiplier that provides a high level of reliability while using
less area and PDP than an exact multiplier.

III. ADAM ARCHITECTURE

We propose an architecture for adaptive fault-tolerant
approximate multiplier tailored for DNN accelerators. This
architecture includes an adaptive adder relying on an uncon-
ventional use of input Leading One Detector (LOD) values
for fault detection and mitigation through the optimization
of unutilized adder resources. A gate-level optimized LOD
design and a lightweight triplicated hybrid adder design are
used to enhance further the proposed architecture’s reliability,
resource utilization, and efficiency. The base for the proposed
multiplier is the classical Mitchell multiplier [18]. However,
the methodology can be applied to all logarithmic approximate
multipliers. Another level of approximation is introduced in
the adaptive adder (Fig. 3) considering the application of
this multiplier in DNNs with a proven negligible impact on
the network accuracy (see Table VI in the results section).
Mitchell multiplier employs approximate logarithms of the
input values. By adding these logarithms, Mitchell’s algorithm
estimates the product. The final result is obtained by taking
the antilogarithm of this sum.

A. Definitions

Consider two n-bit positive integers A and B that can be
represented as

A =
kA∑

i=0

2iai, B =
kB∑

i=0

2ibi, ai = bi = {0, 1} (1)

where k is the position of the leading one bit, 0 ≤ k < n. By
factoring 2k we get

A = 2kA

(
1 +

kA−1∑

i=0

2i−kAai

)
= 2kA(1 + XA) (2)

B = 2kB

(
1 +

kB−1∑

i=0

2i−kBbi

)
= 2kB(1 + XB) (3)

Since k ≥ 0, X is in the range 0 ≤ X < 1 and is the fraction
term of the number. The logarithms of A and B then can be
expressed as

log(A) = kA + log(1 + XA) (4)

log(B) = kB + log(1 + XB) (5)

Mitchell’s method approximates log(1+X) with the value of X.
This way, logarithms are approximated as

log(A) ≈ kA + XA (6)

log(B) ≈ kB + XB (7)

The logarithm of A ∗ B can be approximated as

log(A ∗ B) ≈ kA + XA + kB + XB (8)

The antilogarithm of the above expression is the final product:

P̂ = 2kA+kB(1 + XA + XB) (9)

AdAM architecture introduces a truncation parameter t that
defines the level of fault tolerance, i.e., the number of pro-
tected higher-order bits of the fractional part. Considering the
truncation parameter, fractional part X is defined as

Xt
A =

kA−1∑

i=0

2i−kAai · [|i − kA| ≥ n − t
]

(10)

Xt
B =

kB−1∑

i=0

2i−kBbi · [|i − kB| ≥ n − t
]

(11)

where n is the number of bits, t is the truncation parameter, [·]
are the Iverson brackets. The final product then is expressed
as

P̂ = 2kA+kB
(
1 + Xt

A + Xt
B

)
(12)

Truncation of the fractional parts introduces additional
errors to the result. The absolute error (P − P̂) behavior of
the original 8-bit Mitchell’s multiplier and AdAM is compared
in Fig. 2 over the entire input domain. The maximum errors
introduced by each method are marked in the figure. There is
no additional error when the truncated bits in both operands
are ‘0’, as the number of ‘1’ in the truncated bits increases,
additional error also increases.

However, it has been shown in the literature that the
trained synaptic weights in NN applications do not have a
uniform distribution, and they are mostly centered around
zero [37]. Since the proposed multiplier presents a higher level
of protection for smaller values respecting the value of LOD,
it can effectively protect most computations of the network
during inference.

The impact of the proposed multiplier on the accuracy of
different networks is reported in the result section.

The level of fault tolerance of the proposed multiplier is
defined by two parameters: the aforementioned truncation
parameter t and duplication level h. The truncation parameter t
defines the minimum number of protected bits, and duplication
level h defines the maximum possible number of protected
bits. Smaller operands have smaller mantissa values that do
not require the whole adder. Therefore, more adder resources
can be used for fault tolerance by duplicating the addition of
more higher-order bits. Duplication level h does not affect the
accuracy of the multiplier, as a hardware-related parameter
it affects area, power, and delay. Duplication level h defines
the amount of adder resources that can be used for fault
tolerance (see Section III-C for detailed description). A higher
h value means a higher level of fault tolerance and higher
resource utilization. A smaller value means a lower level
of fault tolerance and lower resource utilization. Different
configurations of the proposed multiplier are denoted as
AdAM(t, h).

B. Hardware Implementation

The proposed architecture of the multiplier is presented in
Fig. 3 (the contributions and extensions to the logarithmic
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Fig. 2. Comparison of absolute error distribution between the original 8-bit Mitchell’s multiplier and AdAM: top point shows the maximum absolute error
for Adam, lower point shows the maximum absolute error for Mitchell’s multiplier.

Fig. 3. AdAM architecture (the contributions and extensions to the
logarithmic Mitchell multiplier are marked with red color).

Mitchell multiplier are marked with red color). First, a novel
optimized Leading One Detector (LOD) circuit (Section III-D)
is used to find the index of the first ‘1’ bit in each operand.
This index denoted as k, is the characteristic or integer part
of the logarithm and has log2(n) bits. Then, the operands are
shifted left by k bits, aligning the leading one with the Most
Significant Bit (MSB). (n − 1) bits after the leading one

represent the mantissa part denoted as m. The mantissa is
truncated to (n − 1 − t) bits.

The truncated operands are passed to the adaptive (n − 1)-
bit adder that adds mantissa together and duplicates the
addition of several higher-order bits depending on the k value
of the biggest operand for fault detection and mitigation. As it
was already mentioned, the number of duplicated bits depends
on truncation parameter t and duplication level h.

The architecture of the adaptive adder is shown in Fig. 4
(Section III-C). The adder is based on the carry-lookahead
adder, and the carry generation logic is excluded from the
figure to save space. Duplicated results are compared, and
if there is a fault, the faulty bit is set to zero using AND
gates (marked on the figure with a red rectangle). Due to the
truncation of the mantissa, up to t lower-order bits are excluded
from the calculation, which affects only the bigger numbers
with the k > (n − t). This introduces a small error compared
to the original Mitchell algorithm (discussed in the following
section).

The k values of the operands are added separately using a
small hybrid adder. A hybrid between a resource-intensive but
fast carry look-ahead adder and a lightweight but slow due
to the accumulated delay ripple carry (CR) adder is selected
for this task. This adder is replicated three times, for extra
fault tolerance, as the order of the final output depends on
the result of this addition. A majority voter selects the final
result. Then, the antilogarithm algorithm is used to get the
product of multiplication. The sum of k values determines the
position of the leading one in the output product, followed
by the sum of the mantissa parts using the appropriate shift
operation.

C. Adaptive Adder

The adaptive adder is designed to detect and mitigate faults
based on the multiplier inputs’ k values. The adder is divided
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Fig. 4. Adaptive adder architecture: A and B are inputs, C is carry values, and PFA stands for partial full adder, m here denotes the size of the truncated
mantissa (n − 1 − t). The truncation parameter t defines the minimum number of protected bits, t PFAs that duplicate the addition of t higher-order bits of
mantissa are colored blue. The duplication level h defines the maximum number of protected bits, h − t PFAs with multiplexers that can duplicate the addition
of higher-order bits or add lower-order bits are colored green.

into three parts: t PFAs (Partial Full Adders) for duplicating
the addition of t higher-order bits (colored blue in Fig. 4),
(h − t) PFAS with multiplexers on inputs that can duplicate
the addition of up to (h − t) higher-order bits or add lower-
order bits (colored green in Fig. 4), and (n − 1 − h)

PFAs for the addition of the mantissa. This way, for smaller
operands that have smaller mantissa and do not require the
whole adder, more resources can be used for fault tolerance.
The size of the truncated mantissa can be expressed as
WXt = k · [k < n − t] + (n − 1 − t) · [k ≥ n − t]
using Iverson brackets notation. The available adaptive adder
resources can be expressed as WAR = (n − 1) − WXt . Thus,
the number of protected bits is WPB = WAR · [WAR < h] + h·
[WAR ≥ h].

As an example, Fig. 5 shows the scheme in which the
proposed multiplier introduces fault tolerance considering 8-
bit inputs with a truncation parameter t = 2 and duplication
level h = 3. As shown in this figure, five cases are considered.
If the maximum LOD of the inputs is 7, two lower-order bits
are discarded, and a two-bit adder of the adaptive adder is
dedicated to recomputing the addition of two higher-order bits.
These results are compared, and the mismatched bits are set
to zero.

For k = 6, only the Least Significant Bit (LSB) is discarded,
and two higher-order bits are protected the same way as in
the previous case. When k = 5, no bits are discarded, and
two higher-order bits are protected. For k = 4, three higher-
order bits are protected, and only LSB is not monitored.
In the case of k ≤ 3, all bits are protected, enabling the
proposed multiplier to provide comprehensive fault detection
and mitigation for all inputs.

Fig. 5. Fault-tolerance and error introduced based on different input values
(n = 8, t = 2, h = 3).

D. LOD Design

The gate-level structure of the proposed LOD circuit is
presented in Fig. 6. The circuit is divided into two functional
parts: zero flag calculation and leading-one position detection
(LOPD). LOPD consists of several stages. During the first
stage, input is divided into nibbles that are processed in
parallel. For each nibble, three signals are calculated except
for the first one: a, b, and c. Only two signals are calculated
for the first nibble: b and c. Signal a defines whether there is
a ‘1’ bit in the nibble; signal b defines whether the output is
even or odd; and signal c defines whether there is ‘1’ in the
two higher bits of the nibble. During the second stage, those
signals form the final result based on the highest nibble with a
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Fig. 6. Gate-level structure of the proposed LOD.

‘1’ bit. Since the zero flag is only required at the last stage of
the multiplier to determine whether the final product should
be zero, it is calculated using the LOPD output values. The
proposed design requires fewer logic gates (as demonstrated
in the results section) than designs found in the literature (e.g.,
ScaleTRIM [17]) by reusing the output values for calculating
the zero flag, knowing that it can have a longer delay.

IV. EXPERIMENTAL RESULTS

A. Experimental Setup

In this paper, the FreePDK 45 nm Nangate technology
library is used in Cadence Genus 2023 to compare the
hardware characteristics (area, latency, power consumption) of
the proposed methods with the state-of-the-art. The accuracy
is reported using Mean Absolute Relative Error (MARE)
calculated as

MARE = 1

N

N∑

i=1

∣∣∣∣
Pi − P̂i

Pi

∣∣∣∣,

where N is the number of tested input combinations, Pi and
P̂i are the exact and approximate results.

Additionally, a design of a MAC (multiply-accumulate)
unit in a systolic array is synthesized for ASIC to better
illustrate the results in an AI core. The impact on the accuracy
of the proposed adaptive multiplier is studied on differ-
ent networks (i.e., LeNet-5, AlexNet, ResNet-18, VGG-16,
DenseNet) trained on MNIST and CIFAR-10 using 8-bit INT
with the help of the AdaPT framework [38]. Finally, the impact
of the proposed multiplier on the reliability of DNNs is studied
using the mentioned benchmarks.

Fault injection. Fault injection is performed, assuming the
single bit-flip faults in the network’s MAC operation of a
systolic array for reliability assessment. According to the
adopted single-bit fault model, a random bit-flip is injected
into a random MAC unit of the systolic array core at a random
execution time of the network, and the whole test set is fed to

TABLE I
LOD HARDWARE COMPARISON BETWEEN THE PROPOSED METHOD

AND THE STATE-OF-THE-ART

TABLE II
ACCURACY AND EFFICIENCY OF 8-BIT APPROXIMATE MULTIPLIERS

COMPARED WITH THE PROPOSED METHOD

the network to obtain the accuracy of the network. Transient
faults (bit flips) within subcomponents of the multipliers,
such as LOD, adders, and barrel shifters, were considered
for the fault injection experiments. A simulation was done to
determine how those faults will propagate to the output of
the multiplier. For the fault propagation, the RTL model of
the multiplier was utilized and a random set of potential fault
positions within its unprotected components was identified.
Faults were injected as bit flips during the simulation using
Cadence Genus. For each considered fault position, all input
combinations were applied to the multiplier to generate look-
up tables with the outputs. Those look-up tables were used
during the fault injection in the DNNs. The number of faults
injected was chosen based on preliminary experiments and
existing literature. Using equations provided in [39] a 95%
confidence level and 1% error margin were reached.

B. Hardware Utilization

In this section, the proposed LOD, and adaptive multiplier
are compared in terms of power and area with state-of-the-
art designs. Power–Delay Product (PDP) is used to show the
efficiency of the design.

Table I shows the area, power, and delay of the proposed 8-
bit LOD architecture compared to the state-of-the-art design.
The proposed design has fewer gates and a smaller critical
path compared to the other methods in the literature.

Tables II–IV report the accuracy, efficiency, and fault
tolerance (FT) of 8-bit, 16-bit, and 32-bit approximate
multipliers compared with the proposed method. Wallace,
DRUM [12], TOSAM [14], and ScaleTrim [17] are used
for this comparison. Logarithmic AxMs such as TOSAM
show better performance compared to other state-of-the-art
non-logarithmic AxMs, including DSM [11], ROBA [40],
and LETAM [41]. For instance, TOSAM structures exhibit
significantly lower energy consumption and area utilization
compared to DRUM, DQ4:2C4, and AS-RoBA multipliers,
while maintaining comparable accuracy. Specifically, the
TOSAM(1,5) configuration achieves 4% lower delay, 78%
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TABLE III
ACCURACY AND EFFICIENCY OF 16-BIT APPROXIMATE MULTIPLIERS

COMPARED WITH THE PROPOSED METHOD

TABLE IV
ACCURACY AND EFFICIENCY OF 32-BIT APPROXIMATE MULTIPLIERS

COMPARED WITH THE PROPOSED METHOD

lower area, and 70% lower energy consumption compared
to the RoBA multiplier. The results also show that the
overall impact of the TOSAM multiplier, one of the baseline
approaches in this paper, on delay, power, area, and MARE,
are lower than those of other approximate multipliers with
similar MARE values. Therefore, to respect the page limits of
the paper, we did not include other approximate multipliers in
our comparison.

The proposed multiplier has similar hardware parameters
to the state-of-the-art approximate multipliers with similar
accuracy while providing reliability improvement with fault
detection and mitigation capability.

Table V shows the results of MAC implementation with dif-
ferent multipliers. The MAC unit with the proposed multiplier
takes less area and has a lower PDP value.

C. DNN Accuracy

Table VI compares the accuracy of different CNN archi-
tectures using the proposed approximate multiplier with the

TABLE V
EFFICIENCY OF 8-BIT MAC UNIT OF A SYSTOLIC ARRAY WITH

DIFFERENT MULTIPLIERS

TABLE VI
ACCURACY COMPARISON OF DIFFERENT CNNS WITH AN EXACT

(BASELINE) AND THE PROPOSED APPROXIMATE MULTIPLIER

baseline accuracy using the exact multiplier. The results in
Table VI were obtained by directly substituting the accurate
multiplier with the proposed multiplier without any retraining
or fine-tuning. The evaluation shows that the accuracy of DNN
with the proposed method is very close to the baseline. Hence,
the proposed multiplier has a negligible effect on the accuracy
of DNNs. It is observed that the accuracy of approximated
networks can sometimes exceed that of exact networks. The
observed higher accuracy with AdAM compared to the exact
multiplier in some cases can be attributed to the probabilistic
nature and inherent non-linearity of DNNs, as well as the
sensitivity of certain bit positions to errors. This observation
aligns with the previous studies [42] showing that errors in
the arithmetics logic can result in better inference accuracy
and consequently referring to them as “good faults”. This
behavior arises because faults, particularly those affecting
lower-order bits (which can be interpreted as errors caused
by approximate multipliers), do not always degrade accuracy.
This phenomenon aligns with the broader understanding that
DNNs are not strictly deterministic and can potentially exhibit
more accuracy under specific fault conditions. Thus, the
accuracy gains with AdAM can be seen conceptually as part
of this broader context of DNN fault tolerance and behavior.

D. Reliability Analysis

To showcase the impact of the AdAM multiplier on reliabil-
ity and performance trade-offs, the fault injection simulations
are performed on a variety of 8-bit convolutional neural
network architectures including AlexNet, DenseNet, Inception,
VGG-11, VGG-13, VGG-19, ResNet-18, ResNet-34, and
ResNet-50 with four different configurations: unprotected
exact multipliers (Unp-Exact), unprotected approximate
multipliers (Unp-AxM), protected exact multipliers with TMR
(Pro-TMR), and protected approximate multiplier with AdAM
(Pro-AdAM). The DNN reliability is evaluated by comparing
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Fig. 7. Hardware efficiency (area) and fault resilience (fault coverage considering SDC-1 and SDC-10%) trade-offs in different benchmarks: AlexNet
(MNIST), DenseNet (CIFAR), Inception (CIFAR), ResNet-18 (CIFAR), ResNet-34 (CIFAR), ResNet-50 (CIFAR), VGG-11 (CIFAR), VGG-13 (CIFAR),
VGG-16 (CIFAR). Unp-Exact: unprotected exact multiplier, Unp-AxM: unprotected approximate multiplier, Pro-TMR: exact multiplier protected with TMR,
Pro-AdAM: proposed multiplier.

the output probability vector of the golden run (i.e., the DNN
that behaves as expected, without faults) and the faulty run
(i.e., the DNN that includes the fault). The output probability
vector represents the list of possible classes with their associ-
ated confidence scores predicted by the DNN. The SDC rate is
defined as the proportion of faults that caused misclassification
in comparison with the golden model. Since in DNNs, there is
often not a single correct output, but a list of ranked outputs,
each with a confidence score [43], we need to use new criteria
to determine what constitutes an SDC for a DNN application.
Therefore, we consider four types of SDCs as follows:

• SDC-1: The top-ranked element predicted by the DNN is
different from that predicted by its fault-free execution.
This is critical to assess because the top-ranked element
is what is typically used for downstream processing. This
criterion directly compares the class with the highest
confidence score in the output probability vector of the
faulty run to that of the golden run. If the top-ranked

class differs between the two runs, this is counted as an
SDC-1.

• SDC-5%: More than 5% of variation in the top-ranked
output confidence score compared to the golden model.
This criterion focuses on the confidence score of the
top-ranked class in the output probability vector. If the
confidence score deviates by more than 5% from the
golden run, it is counted as an SDC-5%.

• SDC-10%: More than 10% of variation in the top-
ranked output confidence score compared to the golden
model. Similarly, this criterion looks for deviations in the
confidence score of the top-ranked class by more than
10% from the golden run.

• SDC-20%: More than 20% of variation in the top-ranked
output confidence score compared to the golden model.
This criterion identifies faults where the confidence score
of the top-ranked class in the output probability vector
deviates by more than 20% from the golden run.
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TABLE VII
FAULT COVERAGE (SDC-5%) IN DIFFERENT BENCHMARKS

TABLE VIII
FAULT COVERAGE (SDC-20%) IN DIFFERENT BENCHMARKS

Fig. 8. PDP and vulnerability tradeoffs (considering different SDCs) in different benchmarks: AlexNet, DenseNet, Inception, ResNet-18, ResNet-34, ResNet-
50, VGG-11, VGG-13, VGG-16. Unp-exact: unprotected exact multiplier, Unp-AxM: unprotected approximated multiplier, Pro-TMR: exact multiplier protected
with TMR, Pro-AdAM: proposed multiplier.

All four criteria compare values of the output probability
vector of the faulty run to that of the golden run. SDC-
1 assesses the correctness of the top-ranked class, while
SDC-5%, SDC-10%, and SDC-20% evaluate how much the
confidence score of the top-ranked class changes in the faulty
run relative to the golden run.

To quantify the effectiveness of each method in mitigat-
ing faults, fault coverage metric is used. It is defined as
(100 − SDC value) representing the percentage of faults
that are correctly handled (i.e., do not result in silent data
corruption) by each method.

Fig. 7 demonstrates the fault tolerance comparison and
reliability improvement (for SDC-1 and SDC-10% as two
examples) of different networks by using the protected approx-
imate multiplier proposed in this work compared to the
unprotected exact and approximated networks, and protected
networks using TMR. As illustrated, TMR has 100% of
protection, but it also requires about 200% of area over-
head. Different from TMR, in our technique we introduce
a high-reliability improvement without introducing hardware
overhead. The results for reliability improvement considering
SDC-5% and SDC-20% are reported in Tables VII and VIII.

Since the main objective of the proposed multiplier is to have
the best trade-off in PDP and vulnerability, Fig. 8 illustrate
these comparisons based on different vulnerability metrics
(SDC-10, SDC-5%, SDC-10% and SDC-20%). In these charts,
the closer to the origins (0,0), the higher the cost-efficiency
of the fault tolerance, i.e., less vulnerability and less PDP.
As shown, TMR is a less efficient solution for edge AI
applications because of its high PDP, while the proposed
method (AdAM) is the closest to the origin.

V. CONCLUSION

In this paper, we propose an architecture of a novel adaptive
fault-tolerant approximate multiplier tailored for ASIC-based
DNN accelerators. AdAM employs an adaptive adder that
relies on an unconventional use of input Leading One Detector
(LOD) values for fault detection by optimizing unutilized
adder resources. A gate-level optimized LOD design is also
proposed to improve the hardware performance as part of
the adaptive multiplier. The proposed architecture uses a
lightweight fault mitigation technique that sets the detected
faulty bits to zero.
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It is demonstrated that the proposed architecture enables a
multiplication with a reliability level close to the multipliers
protected by TMR while at the same time utilizing 2.74× less
area and with 39.06% less power-delay product compared to
the exact multiplier.
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Abstract—Deep Neural Networks (DNNs) are increasingly de-
ployed in safety-critical and high-performance computing systems,
often relying on specialized hardware accelerators such as systolic
arrays to achieve high throughput and energy efficiency. However,
the growing complexity of DNN models and the continued scaling
of semiconductor technologies expose these systems to reliability
challenges caused by transient and permanent hardware faults.
Assessing the reliability of DNN inference on systolic arrays
is essential, yet existing approaches face significant challenges:
microarchitecture-level fault injection is prohibitively slow for
modern DNNs, while purely software-level methods may not ac-
curately capture hardware-specific fault propagation. This special
session presents three complementary contributions addressing
these challenges. First, Systolic Array Fault-Propagation Analysis
(SAFPA) is a method that enables reliability assessment orders
of magnitude faster than microarchitecture-level simulation, with
support for multiple systolic array dataflows. Second, an error-
driven iterative statistical fault injection methodology is presented
that minimizes the number of required fault injections while
preserving statistical validity, which is particularly advantageous
for large fault populations. Third, a hardware-aware simulation-
based fault injection framework (FLAUERS) that bridges the gap
between algorithm-level and RTL-level analysis by leveraging
the mathematical structure of systolic arrays. Together, these
contributions advance the state of the art in efficient and accurate
reliability assessment of DNN accelerators.

Index Terms—Deep neural networks, hardware accelerators,
systolic arrays, reliability assessment, fault injection, fault propa-
gation, safety-critical systems, edge AI.

I. INTRODUCTION

Deep Neural Networks (DNNs) have achieved remarkable
accuracy in tasks such as image classification, object detection,
and natural language processing, driving their adoption in
safety-critical domains including autonomous driving, robotics,
and medical diagnostics [1]. In these contexts, the reliability of
both the DNN model and its underlying hardware accelerator is
not just desirable but mandated by functional safety standards
such as ISO 26262 [2] and ISO PAS 8800 [3]. A silent data
corruption during inference, caused, for example, by a tran-
sient particle strike or a permanent manufacturing defect, can
alter a classification outcome with potentially life-threatening
consequences.

Systolic arrays (SAs) have emerged as the predominant
architecture for DNN acceleration, employed in commercial
platforms such as Google’s Tensor Processing Unit (TPU) [4]

and numerous edge-AI accelerators. Their regular, tiled struc-
ture of Processing Elements (PEs), each performing Multiply-
Accumulate (MAC) operations, enables high throughput and
energy efficiency [5]. However, this same regular structure
means that a single fault in a PE register can propagate
through the dataflow and corrupt multiple output values, with
the specific error pattern depending on the SA dataflow (i.e.,
weight-stationary, input-stationary, or output-stationary) and the
type of affected register [6], [7].

Reliability assessment of DNN inference on SAs is therefore
critical, yet it presents a significant computational challenge.
The fault space is huge because modern DNNs contain millions
to billions of parameters, and each bit in every register of
the SA establishes a potential fault location. Exhaustive fault
injection at the Register Transfer Level (RTL) is a very accurate
approach but is prohibitively expensive, requiring hours or even
days per single inference with fault injection [8], [9]. On the
other hand, hardware-agnostic software-level fault injection is
fast but fails to capture the specific fault propagation patterns
that arise from the SA microarchitecture [10]. The accuracy-
efficiency trade-off has motivated research seeking intermediate
solutions that are both hardware-aware and computationally
feasible [11]–[13].

Recent works have explored several directions to address
this challenge. Microarchitecture-level simulators such as Saca-
FI [12] model the SA behavior in detail but remain too slow for
large-scale campaigns. Hybrid approaches like SAFFIRA [11]
use Uniform Recurrent Equations to model the SA core in
software, achieving significant speedups over RTL simulation.
Analytical methods based on fault propagation analysis [6],
[14] avoid full simulation altogether by calculating the effect
of faults directly on layer outputs. In the statistical domain,
techniques for reducing the number of required fault injections
through sampling have been studied extensively in the general
dependability literature [15] and are now being adapted to
the specific characteristics of DNNs [16], [17]. Despite this
progress, there remains an open challenge of scalability to large
models with tight error margins, as well as the availability of
accessible open-source tools for the research community.

This special session brings together three research groups to
present complementary solutions that collectively advance the
state of the art in reliability assessment of DNN inference on
systolic arrays:979-8-3315-6337-0/26/$31.00 ©2026 IEEE
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• Section II presents Systolic Array Fault-Propagation
Analysis (SAFPA), an analytical method that replaces
microarchitecture-level simulation with closed-form equa-
tions to calculate fault-induced errors directly in the DNN
layer output. It supports all three major SA dataflows,
handles both transient and permanent faults, and achieves
speedups of several orders of magnitude.

• Section III presents an error-driven iterative statisti-
cal fault injection methodology alongside a conservative
method based on pre-estimated fault criticality, reducing
the number of required injections by up to 50% compared
to the traditional one-step approach.

• Section IV presents FLAUERS, a hardware-aware
simulation-based fault injection framework that exploits
the mathematical structure of Regular Iterative Algorithms
to model SA-specific fault propagation within a PyTorch
workflow, achieving approximately 10× speedup over
RTL simulations.

Together, these three contributions cover the reliability as-
sessment pipeline from analytical modeling through statistical
sampling to simulation-based fault injection, providing the
research community with a comprehensive and complementary
set of tools and methodologies for ensuring the dependable
deployment of DNNs on systolic array accelerators.

II. SAFPA: FAST ANALYTICAL RELIABILITY ASSESSMENT
FOR DNN INFERENCE ON SYSTOLIC ARRAYS

This section presents an analytical fault-propagation-based
method SAFPA that enables fast evaluation and supports mul-
tiple systolic array dataflows.

A variant of this method for output-stationary systolic array
was applied for a reliability assessment step in [6].

A. Background

Systolic array architecture. Systolic Array (SA) is a 2D
array of Processing Elements (PEs). Each PE consists of a
Multiply-Accumulate (MAC) unit and registers to hold the
intermediate values. The structure of PEs and the movement
of data through the array are defined by the dataflow, such
as weight-stationary (WS), input-stationary (IS), and output-
stationary (OS) [5].

Convolution on systolic array. The convolution operation
is mapped to the SA by transforming it to matrix multiplication
using the im2col algorithm [18]. An input tensor is transformed
into a (Hout ·Wout)× (Hk ·Wk ·Cin) matrix and weights into
a (Hk · Wk · Cin) × Cout matrix, where Hout and Wout are
the height and width of the output tensor, Hk and Wk are the
height and width of a kernel, Cin and Cout are the number of
channels in the input and output tensor.

If the input matrices exceed the size of the SA N , matrix
multiplication is performed in tiles. For the OS SA, the number
of tiles is

Ta =

⌈
Hout ·Wout

N

⌉
, Tw =

⌈
Cout

N

⌉
, (1)

where Ta and Tw are the number of tiles in activations and
weights. For the WS SA, the number of tiles is

Ta =

⌈
Hk ·Wk · Cin

N

⌉
, Tw =

⌈
Cout

N

⌉
· Ta = TC

w · Ta . (2)

For the IS SA, the number of tiles is

Ta =

⌈
Hout ·Wout

N

⌉
·Tw = TS

a ·Tw , Tw =

⌈
Hk ·Wk · Cin

N

⌉
.

B. Methodology

This subsection presents the proposed reliability assessment
method for SAs (SAFPA). It combines fault injection with fault
propagation analysis, which is used to calculate the resulting
error in the layer output tensor. This enables a notable speed-up
of the reliability assessment of DNN inference on an SA. The
method allows analyzing both transient and permanent faults.

Fault propagation in systolic arrays. Faults in PE registers
are considered for the analysis. Due to the regular structure
of an SA and data movement, faults in different components
produce distinct error patterns in the output tensor. Fig. 1
presents error patterns for the convolution operation on different
dataflows. Patterns are derived analytically and experimentally,
using microarchitecture-level simulation of the SA, following
examples from previous works for similar cases [7], [14].

Transient faults:
Input register (IREG): For both OS and WS SA, a bit

flip in an input register (IREG) results in the propagation of
faulty activation through the whole row, affecting one value in
several output channels. In the IS SA, the fault persists until a
new activation tile is loaded, affecting one value in all output
channels. This ends up in the bullet pattern for the error.

Weight register (WREG): A bit flip in WREG, however,
produces different error patterns. In WS, fault persists until new
weights are loaded, resulting in the partial- or whole-channel
pattern. In OS, faulty weight propagates through the whole
column, affecting several output values in one channel. In IS,
fault weight propagates through the whole row, still affecting
several output values in one channel. This ends up in the line
pattern.

Output register (OREG): A bit flip in OREG affects one
value in one output channel, resulting in a point pattern for all
dataflows.

Permanent faults. For WS SA, a stuck-at fault in all cases
results in several whole-channel patterns. For OS, a fault in
IREG results in several bullet patterns; a fault in WREG
results in several line patterns; and a fault in OREG results in
several whole-channel patterns, since the results are offloaded
by propagating from top to bottom. For IS, faults in IREG and
OREG result in several bullet patterns; a fault in WREG results
in a line bullet pattern.

Fault propagation analysis for transient faults. Each fault
is defined by parameters given in Table I.

An output of the convolutional layer can be expressed as

y(u,v) =

Cin∑

c

Hk∑

i

Wk∑

j

w(c,i,j) · x(c,u+i,v+j) + b , (3)
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Fig. 1: Error patterns in the output tensor for different systolic array dataflows

TABLE I: Transient fault parameters

Symbol Description

ftype Type of fault (IREG, WREG, OREG)
ts Cycle of a systolic array execution
tw Weight tile
ta Activation tile

prow Row of the PE
pcol Column of the PE
βf Bit index

where y(u,v) is the output value with index (u, v), w(c,i,j) is
an individual weight, x(c,u+i,v+j) is an activation (input), and
b is a bias.

A bit flip in the numerical value can be expressed as an
addition of an error term ε. For an integer, the error term is
±2flipped bit. For a floating point, the error term is different
for the sign bit, exponent, and mantissa bits and is described
in [19]. For this study, a 32-bit floating-point arithmetic is
considered.

A fault in a register holding activation, weight, or partial sum
results in adding an error e to the output of the convolutional
layer. This error e can be calculated for each type of fault from
the parameters given in Table I. Equations for calculating errors
for the OS SA are given in [6]. Here, new equations for the
WS and IS dataflows are presented.

Transient faults in WS dataflow.
Fault in IREG. The fault corrupts an activation, hence an

error added to the output of the convolutional layer equals

eireg = w(cf ,if ,jf ) · εx , (4)

where w(cf ,if ,jf ) is the weight multiplied with the faulty
activation. This weight is found by its position (cf , if , jf ):

cf =

⌈
(ta − 1) ·N + prow

Hk ·Wk

⌉
, (5)

kf = ((ta − 1) ·N + prow) mod (Hk ·Wk) , (6)

if =

⌊
kf
Wk

⌋
, jf = kf mod Wk . (7)

Fault results in the bullet error pattern. Therefore, the follow-
ing parameters define affected output values: output channels

cout,f and position in the feature map (uf , vf ). Affected output
channels are calculated as follows:

cout,f =
[
cstartout,f , c

end
out,f

]
, (8)

cstartout,f = (tw − 1) ·N + pcol + 1 , (9)

cendout,f =

{
tw ·N if Cout ⩾ tw ·N
Cout if Cout < tw ·N ,

(10)

where cout,f is a range of affected output channels, starting
with cstartout,f and ending with cendout,f .

The position (uf , vf ) is found in the following way:

□f = ts− pcol − prow , (11)

uf =

⌊
□f

Wout

⌋
, vf = □f mod Wout , (12)

where □f is the affected sliding window. An error eireg
calculated using Eq. (4) is added to the affected output values.

Fault in WREG. An error added to the output of the
convolutional layer in this case equals ewreg = x(cf ,if ,jf ) · εw.

Fault results in the partial or whole-channel error pattern,
therefore, the following parameters define affected output val-
ues: output channel cout,f and a range of positions starting
with (ustart

f , vstartf ) and ending with (uend
f , vendf ). However,

(uend
f , vendf ) is constant; it is the last pixel in the output. The

affected output channel is calculated as follows:

cout,f = (tw − 1) ·N + pcol . (13)

Positions are calculated from the affected sliding windows
following Eq. (12):

□start
f = (ta − 1) ·N + prow , (14)

□end
f = Wout ·Hout . (15)

Fault in OREG. Since those faults result in a point error
pattern, an error eoreg = εy is added to a single pixel in the
output feature map. The output channel cout,f is found using
Eq. (13), and the position is found using Eq. (12).

Transient faults in IS dataflow.
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Fig. 2: Reliability assessment of ResNet-18 on different SAs considering transient faults

Fig. 3: Layer-wise fault distribution for ResNet-18

Fault in IREG. The weight w(cf ,if ,jf ) multiplied with the
faulty activation is found by its position (cf , if , jf ):

cf =

⌈
(tw − 1) ·N + prow + 1

Hk ·Wk

⌉
, (16)

kf = ((tw − 1) ·N + prow) mod (Hk ·Wk) , (17)

if =

⌊
kf
Wk

⌋
, jf = kf mod Wk . (18)

Affected output channels are calculated as:

cstartout,f = ts− pcol − prow , cendout,f = Cout . (19)

The position of the affected output value (uf , vf ) is found
from the sliding window using Eq. (12):

□f = (ta − 1) ·N + pcol . (20)

Fault in WREG. Fault results in the line error pattern;
therefore, the following parameters define affected output val-
ues: output channel cout,f and a range of positions starting
with (ustart

f , vstartf ) and ending with (uend
f , vendf ). The affected

output channel is calculated as follows:

cout,f = ts− pcol − prow . (21)

Positions are calculated from the affected sliding windows
following Eq. (12):

□start
f = (ta − 1) ·N + pcol (22)

□end
f =

{
ta ·N if Wout ·Hout ⩾ ta ·N

Wout ·Hout if Wout ·Hout < ta ·N (23)

Fault in OREG. Fault results in a single-point error pattern
as well. An error eoreg = εy is added to a single pixel in the
output feature map. The output channel cout,f is found using
Eq. (21), and the position is found using Eq. (20) and (12).

Fault propagation analysis for permanent faults. Perma-
nent faults are present throughout execution and are defined by
four parameters: fault type, PE row and column, and bit index.

Permanent faults result in several error patterns, one for each
step. Therefore, the affected output values are defined by sets
of parameters. E.g., for permanent faults in the WS IREG, the
affected output values are defined by a set of output channels

{
(cstartout,f , c

end
out,f )i | i ∈ {1, ..., Tw}

}
(24)

and a set of positions of the affected activations

{(cf , uf + if , vf + jf )i | i ∈ {1, ..., Ta}} . (25)

A set of output channels is found by substituting tw with an
iterator in Eq. (9) and (10), which gives a pair (cstartout,f , c

end
out,f )

for every weight tile.
A set of positions of the affected activations is found by,

first, substituting ta with an iterator in Eq. (5) and (6) to
find the affected weight positions, which gives a position for
every input tile. They are used to calculate the positions of the
affected activations for each sliding window, since all pixels in
the output channel are affected.

C. Results

Implementation. SAFPA is implemented in Python, and
PyTorch is used to run the inference of DNNs, taking advantage
of GPU speedup. To further speed up permanent fault injection,
error calculations are implemented in C. The fault injection
module gets the output of the targeted convolutional layer and
modifies only affected output values according to the equations.
The inference continues with the erroneous values. SAFPA will
be available open-source at https://github.com/ntlchr/safpa.

Evaluation. SAFPA is compared with the representative fault
injection framework that models SA microarchitecture, Saca-FI
[12]. Table II presents the comparison of two methods. Runtime

Authorized licensed use limited to: Tallinn University of Technology. Downloaded on November 10,2026 at 15:22:09 UTC from IEEE Xplore.  Restrictions apply. 



TABLE II: Comparison of reliability assessment methods

Work Fault model Output Dataflow Runtime*

Saca-FI Transient and perma- AVF IS, WS, OS 37 s /
nent faults in registers 88 s

SAFPA Transient and perma- AVF IS, WS, OS 0.0006 s /
(ours) nent faults in registers 0.001 s
* Transient fault injection / permanent fault injection.

denotes the processing time of one input with fault injection
for transient and permanent faults. For runtime comparison,
the selected model is VGG-16 evaluated on ImageNet (Saca-
FI supports only three DNNs, the biggest one was selected),
SA size is 256×256, fault is injected in the first convolutional
layer. Experiments were performed on an NVIDIA A100 GPU.
Both methods give AVF (Architecture Vulnerability Factor) as
an output, the probability that a fault in the hardware structure
causes an application output error [20]. While the functionality
of the methods is similar, SAFPA is several orders of magnitude
faster than the microarchitecture-level fault injection.

Fault injection. ResNet-18 trained on ImageNet was se-
lected for an example of reliability evaluation. Fig. 2 presents
the results of the reliability assessment of ResNet-18 consid-
ering different dataflows and SA sizes (32×32 and 128×128)
and transient faults. Results show that for the selected model,
for the smaller SA size, WS dataflow on average has higher
vulnerability, while OS dataflow has higher vulnerability on
bigger SA size. Fig. 3 presents error rates of PE registers for
each convolutional layer (128×128 SA). It can be seen that,
on average, for IS and WS SAs, registers holding stationary
values cause a higher percentage of output errors. For OS SA,
IREG is the most vulnerable register.

III. ITERATIVE AND CONSERVATIVE STATISTICAL FAULT
INJECTIONS FOR DNN RELIABILITY ASSESSMENTS

Software-based fault injection (FI) methods are commonly
employed to run a preliminary vulnerability evaluation of the
AI system prior to deploying the DNN model on the target
hardware accelerator. These experiments are of paramount
importance, as they provide insight into the average failure
rate (FR), or the most critical units or layers of a DNN. Based
on these findings, targeted mitigation strategies can then be
developed.

In an FI experiment, the system under assessment (e.g., the
DNN) is exposed to a controlled set of faults, and its response is
monitored. Since not all injected faults lead to a system failure,
the objective of an FI campaign is to quantify the fraction of
activated faults that result in a system failure (e.g., a DNN
wrong prediction). This metric is typically quantified as the
Failure Rate (FR), defined as the ratio of the total number of
observed failures to the total number of incorrect inferences.

However, the cost of FI grows proportionally with the
growing complexity of modern AI systems, often leading to
unacceptably long FI experiments. Nowadays, DNNs are made
of billions or trillions of parameters: carrying out an exhaustive
FI is impractical and would require years to complete. Although
the complexity of DNNs used in safety-critical systems is
typically smaller, the reliability assessment process is still

extremely time-consuming. The same reasoning can be applied
to hardware-level FIs: today’s hardware technology is shrinking
with the design of integrated circuits to a few nanometers,
incorporating far more transistors in the same area. Simulating
the entire fault list is becoming very complex, computationally
demanding, and costly, often exceeding acceptable time-to-
market constraints.

To tackle this challenge, Statistical Fault Injection (SFI)
approaches have been introduced to reduce the cost of the fault
simulation procedure while preserving the statistical validity of
the results [15]–[17], [21]. In general, SFI experiments inject
a reduced and representative number of faults to achieve an
estimate of the target characteristic with a maximum margin of
error and a specific confidence level.

This section introduces the latest methodologies developed
to extract a statistically valid failure rate while minimizing
the computational cost and the time required to run the AI
reliability assessment. In particular, two state-of-the-art (SOTA)
solutions are described: a conservative [15], [16] and an itera-
tive SFI approach [17]. Their respective trade-offs are analyzed,
along with a discussion on the scenarios in which each method
is most convenient.

A. Background on SFI

Statistical inference is the branch of statistics concerned with
generalizing a characteristic of a population by observing only
a reduced sample [22]. A statistical population (N ) represents
the complete set of measurements for all units of interest [22].
Since analyzing the entire population is often impractical, it is
usually necessary to observe a sample (n). In any statistical
analysis, it is essential to account for the statistical error,
defined as the difference between the true value and the
estimated value. For a large sample size (n ≥ 30), this error can
be considered a random variable approximating the standard
normal distribution. It is possible to compute the maximum
error of the estimate (e) as e = zα

2
∗ σ√

n
, where: σ represents the

standard deviation of the studied population N ; n is the sample
size; zα

2
is a constant that depends on the desired confidence

level. It will be detailed in the following.
For a statistical inference, knowing the maximum error of the

estimate e, and the measured statistic x̂, the unknown value
of the population we would like to measure (µ) falls within
the confidence interval: x̂ − e ≤ µ ≤ x̂ + e, with a (1 − α)
confidence:

P
(
x̂− e ≤ µ ≤ x̂+ e

)
=
(
1− α

)
(26)

A confidence level (t) represents the probability that a con-
fidence interval contains the true population parameter. It says
that, with a (1−α) confidence, the unknown parameter µ of the
population will be covered by the confidence interval. Common
choices for (1−α) are 0.95, 0.99, and 0.999; the corresponding
values of zα

2
are 1.96, 2.58, and 3.09, respectively.

Therefore, to estimate the unknown value µ of a population,
fixing a maximum acceptable margin of error (e), the sample
size (n) is computed as follows:
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(a) e=1% (b) e=0.1%

(c) e=0.01% (d) e=0.001%

Fig. 4: Required sample size (n) percentage as a function of
N (conservative SFI). Some SOTA AI models are shown for
reference.

n =
N

1 + e2 · N−1
t2·p∗(1−p)

(27)

In Eq. (27), N corresponds to the actual size of the popu-
lation and p to the probability of success, i.e., the likelihood
that the predefined ”success” occurs. Since p ∈ [0, 1], when its
value is unknown, it is commonly set to 0.5. This assumption
corresponds to equal probabilities of success and failure and
represents a conservative choice, as it maximizes the required
sample size.

In the scope of FI experiments, N denotes the total number of
possible faults in the system, while the sample n represents the
subset of randomly injected faults used to estimate population
characteristics, with n ≪ N . An FI campaign consists of n
repeated trials, where a success occurs when an injected fault
leads to a critical failure.

B. SFI Methodologies

In the traditional SFI approach, also referred to as the one-
step or conservative method, the total sample size (n) is deter-
mined before executing the fault injection campaigns, based on
a predefined margin of error (e) and confidence level (t). Once
e and t are defined, n is computed as in (27). Assuming a
probability of success (p) equal to 0.5 provides a conservative
upper bound on the required sample size. It ensures that the
target margin of error is not underestimated, provided that the
underlying statistical assumptions are satisfied. When carrying
out SFI techniques, two relationships hold:

• The sample size is maximized when p = 0.5.
• The smaller the margin of error e, the larger the required

sample size n.

However, for dependability analysis, selecting a small margin
of error is crucial. A 5% margin of error implies that the
statistical estimate lies within ±5% of the true value. While this
may be acceptable when the failure rate is moderate to high,
it becomes inadequate for safety-critical systems, where failure
rates are typically very low [23]. For instance, a ±5% margin
applied to an estimate of 0.16% implies that the true (unknown)
value may lie within the range [0, 5.16%]. A smaller margin
of error must be used in a safety-critical scenario. However,
reducing the margin of error significantly increases the number
of faults that must be simulated. For extremely small margins
of error (e = 0.001%), the required sample size remains close
to 100% of the population across a wide range of N . Even
for large-scale models such as VGG-16 (138M) or ViT-Large
(307M), nearly the entire fault list must be injected, as shown in
Fig. 4. Moreover, for a 99% confidence and p=0.5, the sample
size saturates at ∼ 16k, ∼ 1.6M and ∼ 166M for e=1%, 0.1%,
0.01%, respectively.

However, by assuming equal probability of success and
failure (p=50%), conservative SFI techniques inject more than
the minimal number of injected faults [23].

Two alternatives have been explored:

1) Pre-estimation of p [16];
2) Iterative SFI solution [17], [24].

Pre-estimation of p: The first category falls under the one-
step or conservative approach class. In [16], the Average Bit
Flip Distance (ABFD) metric was proposed to pre-calculate
the probability that a fault corrupting a precise bit position
will produce a failure. These probabilities have been used in
(27) to reduce the number of injected faults. As it will be
shown, if the p estimation is accurate, the number of injected
faults is minimized. Clearly, this approach is data-dependent
and requires a preliminary analysis before running the fault
injections. Assuming CNN weights are represented with I bits,
a criticality metric Davg(i) is computed for each bit i ∈ I as:

Davg(i) = D0→1(i) f0(i) +D1→0(i) f1(i) (28)

where D0→1(i) and D1→0(i) denote the average distance
between golden and faulty weights caused by a bit-flip on bit
i, and f0(i), f1(i) represent the frequency of bit i being 0 or
1 in the weight distribution.
Davg(i) captures the impact of flipping bit i. Since larger

weight perturbations are more likely to cause mispredictions,
we assume higher Davg(i) implies higher fault criticality.
Therefore, the probability parameter p(i) used for sample size
computation is obtained by min-max normalizing Davg(i) in
the range [0, 0.5] (excluding outliers):

p(i) =
(Davg(i)−Davg-min) 0.5

Davg-max −Davg-min
(29)

where Davg-max and Davg-min are the maximum and minimum
average distances across all bits. Once p(i) is computed, the
required sample size n(i, l) is derived as in (27).
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Fig. 5: Error-driven iterative SFI methodology

Iterative SFI solution: it is possible to benefit from
initial statistical estimations available after a few experiments
to further minimize the number of injected faults. It is not
necessary to run any preliminary analysis (as in [16]). In the
first iteration, a large margin of error is used (e.g., e=5%) and
p=0.5. In this way, a first estimate of the failure rate of the
system is obtained. Then, in subsequent iterations, the estimated
failure rate is used as the updated p value, and the margin
of error is gradually reduced until the target margin (egoal) is
reached. A schematic representation of the method is shown in
Fig. 5. Starting from a large initial margin of error estart and
p = 0.5, the required sample size n is computed and fault
injections are executed. The estimated failure probability p̂ and
margin of error ê are then evaluated. If ê < egoal, the process
terminates; otherwise, p is updated to p̂, the margin of error
is reduced, and a new iteration is performed. At each new
SFI iteration, the margin of error e is progressively reduced
to reach the target egoal. Instead of uniformly shrinking e, we
propose an error-probability (E-P) curve that adapts the next
margin of error according to the estimated failure rate P̂ . The
objective is to approach egoal rapidly for both non-critical and
critical fault populations (p → 0 or p → 1), where fewer
injections are required, while maintaining a balanced sample
size. Specifically, when P̂ → 0 or 1, the next margin of error
tends to egoal; when P̂ → 0.5, it tends to Ê/3. This behavior
is modeled by a parabola passing through (0, egoal), (1, egoal),
and (0.5, Ê/3), leading to:

ei+1 =




−kP̂ 2

i + kP̂i + egoal, if
Êi

3
> egoal

egoal, otherwise
(30)

where

k = 4

(
Êi

3
− egoal

)
.

Compared to the state-of-the-art approach, which simply
halves the margin of error at each iteration (ei+1 = Êi/2),
the proposed E-P curve avoids unnecessary fault injections and
iterations. In particular, it reduces injections when p → 0 or
p → 1, and limits excessive iterations when p → 0.5.

C. Trade-off Analysis

Experimental analyses conducted on different DNN models
(full results in [16], [17]) led us to the following insights:

TABLE III: Total number of FIs and iterations to achieve an
estimate of SDC-1 faults in all layers with a 0.01% error
margin.

SFI Methods
egoal = 0.01%

One-Step or Conservative IterativeData-unaware Pre-estimaton of p
ResNet20
Total FIs 16,989,188 11,497,921 13,963,231
Max. Iterations 1 1 3.3
MobileNetV2
Total FIs 131,913,403 70,383,855 65,977,468
Max. Iterations 1 1 4

TABLE IV: ResNet20: the larger the population of faults to
be examined, the more advantageous it is to use an iterative
approach to reduce the number of injections to be run.

LayerID LayerType Fault List
Size (N)

Injected Faults [%]
(e=0.01%, t=99%)

One-Step Iterative
1 conv1 27,648 99.98 99.71
... ... ... ... ...
19 conv19 2,359,296 98.60 75.59
... ... ... ... ...

• When the parameter p is accurately pre-estimated, the
number of injected faults is minimized. As shown in
Table III, SFIs performed on ResNet20 illustrate that, with
a proper pre-estimation of p, the total number of fault
injections is lower compared to the iterative approach.

• When the acceptable error margin is small, the iterative
fault injection approach becomes increasingly advanta-
geous as the size of the fault list grows. The results
in Table IV show that for small fault populations (e.g.,
conv1), the difference between the one-step and iterative
approaches is negligible. However, as the fault list size
increases (e.g., conv19), the iterative method significantly
reduces the percentage of injected faults required to meet
the target margin of error. This confirms that the iterative
strategy becomes increasingly advantageous for large fault
populations.

Overall, when no prior information is available for the DNN
model under assessment, the iterative approach is particularly
effective, as it guarantees convergence to the target FR estimate
with a minimal number of FIs. This is achieved without
requiring any preliminary estimation, relying solely on runtime
monitoring of the injection process.

IV. FLAUERS: A NOVEL FAULT INJECTION TECHNIQUE
FOR SYSTOLIC ARRAY ACCELERATED DNNS

A. Motivation

Given the complexity of Neural Networks (NNs) and the
fact that they are oftentimes treated as black boxes, one of
the main techniques employed to study the reliability of NNs
relies on Fault Injection (FI). There are three families of FI
methods: hardware-based, platform-based and simulation-based
[10]. Given that the first two are very expensive, and in general
not easily accessible, this work is focused on simulation-based
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techniques. More specifically, we can distinguish between
hardware-agnostic and hardware-aware simulations.

• Hardware-Agnostic In hardware-agnostic simulations,
faults are injected into the NN model without considering
the specifics of the underlying hardware. This approach is
flexible and widely used for initial reliability assessments,
but it may not capture hardware-specific vulnerabilities or
provide accurate reliability metrics for real-world deploy-
ment [10], [11].

• Hardware-Aware Hardware-aware techniques take into
account the specifics of the hardware platform and is
more accurate than the other type. Faults are injected at
lower abstraction levels, such as the instruction set archi-
tecture (ISA) or Register Transfer Level, which allows for
more accurate reliability and resilience assessments. These
methods are essential for safety-critical applications, as
they provide insights into how faults propagate through
the actual hardware and can guide the design of more
robust systems [10].

As of today, there is a need to study the NNs while being
executed (at least partly) on a faulty Systolic Array, to better
assess the challenges and potential failures of a NN application.
For this reason, we aimed at developing a hardware-aware
simulation-based FI technique. In the literature, the only true
way of doing this is by either using valid Hardware Description
Language (HDL) models [8], [9], [25] or by using ad-hoc
simulators like SCALE-sim [26] (which has been used in [12])
or S-SIM [27] ( which has never used for FI to our knowledge).
Given this context, we find that there is no software-based
hardware-aware FI framework that can be efficiently used
with state-of-the-art models. We created flauers (faulty logic
assessment unit for enhancing reliability of systolic systems)
to address this gap.

B. Background

The majority of SAs works as matrix multipliers. To this
extent, we will introduce the necessary formalization to perform
FI.

Given two matrices A ∈ RN1,N3 , B ∈ RN3,N2 we are inter-
ested in the problem of computing C ∈ RN1,N2 s.t. C = A×B.
Each element cij of matrix C is computed as the sum of
multiple products:

cij =

N3∑

k=0

aik × bkj (31)

where aij corresponds to the element of A in the i-th row and
the j-th column. We can construct a Regular Iterative Algorithm
(RIA) [28] as follows:

c(i, j, k) = c(i, j,k − 1) + a(i, j − 1, k)× b(i− 1, j, k)

a(i, j, k) = a(i, j − 1, k)

b(i, j, k) = b(i− 1, j, k)

initial conditions
a(i, 0, k) = aik, ∀i, k
b(0, j, k) = bkj , ∀k, j
c(i, j, 0) = 0, ∀i, j

(32)

the index vector is p = (i, j, k), with 1 ≤ i ≤ N1, 1 ≤ j ≤ N2,
1 ≤ k ≤ N3.

These equations are the basis for our FI framework. This
is because there exist a powerful relationship between the
iteration space (described by the values of p) and the physical
space z = (x, y, t), where x and y describe the coordinate of
the Processing Element and t is the Clock Cycle (CC). The
relationship is not unique and depends on the shape of the SA.
To make things simple, we can have a linear relationship [29]:

s = Tp, (33)

where T is a projection matrix that describes the shape of the
SA.

C. Fault Injection

We will see how to inject values in a hardware-like way
using the mathematical framework.

In order to identify a fault, some parameters are needed:
1) the PE, indicated with the physical position (x, y),
2) the register (to choose among a, b and c),
3) the fault type.
Given these parameters, we can use the inverse of Equa-

tion 33 to calculate the points p = (i, j, k) that will are affected
by the fault. These points are then collected in three sets:
Ŝa, Ŝb, Ŝc, each for a register. Also note that gathering the
points is not a trivial task: the fault does forward in space and
time. For this reason, it is necessary to take into account the
dependencies of the values and correctly insert them into the
sets Ŝi. Once the points are gathered, it is possible to perform
a matmul with some additional checks on p = (i, j, k) With
this, we can perform a normal matmul with some checks on
p = (i, j, k) to perform the injection. The process is described
in Algorithm 1.

D. Software Implementation

To (hopefully) keep the pace with modern NN algorithms,
flauers was implemented in python and additional interfaces
were made available for PyTorch. Figure 6 shows the way
all the components are interconnected together. Please note
that, even if there is a “tensorflow interface” box in the figure,
such component was never implemented as all the experiments
were performed in PyTorch. These interfaces are needed to
allow flauers to perform the injections on real data that is
likely to predict the behavior of in-field deployed applications.
To this extent, such interfaces have three main components:
(i) model parsing, which is needed to find the compatible
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Algorithm 1 matmul in flauers

1: procedure FLAUERSMATMUL(A,B, Ŝ, F̂ )
2: for i = 1..N1 do
3: for j = 1..N2 do
4: c = 0
5: for k = 1..N3 do
6: a = inject(Ai,k) if (i, j, k) ∈ Ŝa else Ai,k

7: b = inject(Bk,j) if (i, j, k) ∈ Ŝb else Bi,k

8: p = a · b
9: c += inject(p) if (i, j, k) ∈ Ŝc else p

10: end for
11: Ci,j = c
12: end for
13: end for
14: return C
15: end procedure

Fig. 6: Flauers software framework.

layers with SA acceleration, (ii) a Dense layer wrapper, which
allows the computation to be effectively offloaded to flauers,
and (iii) a Conv2D layer wrapper, which performs the Im2Col
transformation before processing the convolution as a matmul.
Please note that Im2Col is not the only option available. Due to
the setting of the problem itself, many other alternatives exist
[30]. The class which implements this general idea is called, in
our tool, LowLif (from the operations of Lowering and Lifting).
The fault models that are implemented are only two for the
moment: stuck-at faults and bitflips. Nevertheless, it is possible
to implement more sophisticated kinds of faults which might
more closely resemble reality, but this is outside the scope
of this text. Using this framework, it is possible to obtain an
improvement of simulation time of about 10x with respect to
RTL simulations, expanding the possibilities of what can be
explored. The software is completely free and open source and
available at the link https://github.com/jspkay/flauers.

E. Future Directions

We believe that developing a tool like flauers is an important
step into the study of the reliability of NN accelerators. Using
a framework like this, enables the users to explore a bigger
space: before flauers the study of reliability was confined to
either algorithm-only or hardware-only studies. Flauers opens
the door for co-variability. Nevertheless, this is just a first step
towards that direction. Many improvements can be introduced
to the tool. Here we will list what we believe are the three most

important features that are missing to the current state of the
tool.

1) Better library support - we developed only pytorch
interfaces for flauers. Although this is a good first step,
we are far away from optimality. For example, even in
PyTorch itself, we did not implement the quantized models
interface, which would be of greater relevance, especially
for edge devices. On top of that, TensorFlow interfaces
should also be implemented, to open the door to the
majority of existing models in the wild.

2) Injectable components - As of today, flauers only allows
the injection of faults in the specific component of the ma-
trix multiplier. Nevertheless, the same ideas can be applied
to other components, most notably the LowLif module.
Such implementation would further enhance study-ability
of the systems.

3) Fault models - another important step is to insert fault
models that closely reflect the behavior of the different
elements inside the SA. To achieve that, it is possible
to create statistical models of the error produced by a
specific class of fault. These fault models could closely
predict the application behavior for different technologies
and topologies, while also enhancing functional testing of
NN systems.

In conclusion, this was one small step for software, but one
giant leap for hardware simulation.

V. CONCLUSIONS

The paper presented three complementary approaches to the
reliability assessment of DNN inference on systolic arrays,
addressing different aspects of this task. SAFPA demonstrates
that analytical fault propagation analysis can replace costly
microarchitecture-level simulation, achieving speed-ups of sev-
eral orders of magnitude while supporting all three major SA
dataflows. Its closed-form error equations enable rapid explo-
ration of the vulnerability landscape across layers, dataflows,
and array sizes, providing insights for fault-tolerant design.
The iterative statistical fault injection methodology addresses
the scalability bottleneck of fault injection campaigns by in-
telligently minimizing the required number of injections. The
proposed error-probability curve adapts the margin reduction
to the estimated failure rate, making the approach particularly
effective for large fault populations where conservative meth-
ods would require near-exhaustive injection. The FLAUERS
framework fills the gap between hardware-agnostic and RTL-
level fault injection by providing an accessible, open-source
tool that models SA-specific fault propagation within a standard
deep learning workflow.

The tools are available as open-source software, supporting
the research community and facilitating reproducibility. Future
work includes extending these methodologies to emerging DNN
architectures such as transformers and supporting quantized and
mixed-precision inference, as well as addressing other fault
models to account for technology-specific failure mechanisms.
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Abstract—Vision Transformers (ViTs), utilizing a self-attention
mechanism to capture global context, are increasingly deployed
in safety- and mission-critical applications, yet their vulnerability
to hardware faults remains underexplored compared to Convolu-
tional Neural Networks (CNNs). In this work, we establish a fault
propagation analysis framework to enable scalable, hardware-
aware reliability assessment of ViT inference on systolic arrays,
avoiding the need for cycle-accurate simulation. We perform fine-
grained, operation-level analysis on three representative ViT mod-
els (ViT-B16, DeiT-S, and Swin-T) and compare their vulnerability
with ResNet-50. Our analysis reveals that, unlike CNNs, ViT
reliability is governed by operation type rather than layer position,
with the value matrix computation being exceptionally critical. We
also show that architectural regularity directly impacts vulnera-
bility distribution across layers. These results enable designing
operation-specific fault tolerance schemes for ViTs on hardware
accelerators.

Index Terms—vision transformers, convolutional neural net-
works, systolic array, reliability.

I. INTRODUCTION

Vision Transformers (ViTs), which outperform traditional
Convolutional Neural Networks (CNNs) in computer vision
tasks, have gained significant popularity recently. However, as
deep learning is used more often in safety- and mission-critical
applications, such as autonomous driving, space missions, and
medical fields, the reliability aspect becomes increasingly im-
portant. Since CNNs were the predominant solutions for com-
puter vision tasks before, their reliability has been thoroughly
explored. The reliability aspects of ViTs, in comparison, are
less explored.

The increasing computational complexity of deep learning
models, especially transformers, necessitates specialized hard-
ware accelerators. However, since nanoelectronic devices are
susceptible to aging and soft errors caused by radiation, it is
of utmost importance to understand how faults in hardware
components propagate in the ViT models.

Several works have been published on the reliability of
Vision Transformers. [1] explores the vulnerability of ViTs to
the bit-flips in the outputs of the major arithmetic operations,
i.e., multiplication and addition. [2] analyzes ViT sensitivity to
the faults in weights. [3] evaluates the vulnerability of the Swin
Transformer model to stuck-at faults in weights and bit-flips in
the output neurons. They also propose a fault-tolerance solution
based on the ranging of the outputs, inputs, and weights of the

fully connected layers. However, those works perform analysis
on the model level, without considering the hardware platform.

[4] performs a reliability analysis of ViTs considering faults
in the GPU. The evaluation is based on the data collected
through neutron beam experiments and software fault simula-
tion. [5] and [6] also explore the reliability of ViTs on a GPU
under neutron radiation and compare their reliability with that
of CNNs. [6] additionally explores how runtime optimization
techniques, data precision reduction, and quantization affect
the reliability of the selected models. [7] presents a reliability
evaluation of ViTs on Coral TPU under neutron radiation.

[8] presents a reliability analysis of the text embeddings con-
sidering different tasks and datasets. The analysis is performed
on the model level as well.

Compared to the existing works, we propose a novel relia-
bility assessment method for ViT inference on systolic arrays
based on fault propagation analysis. This method is used to
perform fine-grained reliability analysis of three common ViT
models for image classification. We investigate their vulnerabil-
ity to soft errors in systolic arrays, focusing on different models,
layers, and operations. We also compare the reliability of ViTs
with CNNs, namely ResNet-50, following previous works [1],
[5], [6].

The contributions of the paper are:

• a scalable hardware-aware reliability assessment method
for ViT inference on systolic arrays based on fault prop-
agation analysis;

• a fine-grained reliability analysis of three representative
ViT models (ViT-B16, DeiT-S, Swin-T) with comparison
to CNNs, revealing: a) operation-dependent vulnerability
rather than layer position dependent, i.e., a fundamental
difference from CNNs; b) identification of the value matrix
computation as especially critical; c) and the effect of ViTs
architectural regularity on reliability.

The rest of the paper is organized in the following way.
Section II presents the background on the ViT architecture and
systolic arrays. Section III introduces a reliability assessment
method for ViT inference on systolic arrays based on fault prop-
agation analysis. Section IV describes the experimental setup.
Section V presents an empirical analysis of ViT reliability, and
Section VI concludes the paper.20
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Fig. 1: Architecture of a Vision Transformer [9]

II. BACKGROUND

A. Vision Transformers

Vision Transformers were proposed in 2021 by Dosovitskiy
et al. [9]. The architecture of basic ViT is presented in Fig. 1.
First, an input image is transformed into a sequence of 2D
patches. The patches are flattened and mapped to D dimensions
through a trainable linear projection. A classifier embedding is
added to the resulting patch embeddings. The embeddings are
then passed through a sequence of Transformer Encoder blocks.
Each encoder block includes Multi-Head Attention (MHA)
and Multi-Layer Perceptron (MLP), consisting of two fully-
connected (FC) layers.

The MHA block defines where to put focus in the image
and draws connections between patches. It starts with the
calculation of query (Q), key (K) and value (V ) vectors for
each patch:

Q = XWQ, K = XWK , V = XWV , (1)

where X is the embedding matrix, WQ, WK , WV are corre-
sponding weights.

Then, the query and transposed key matrices are multiplied
to get attention weight or attention score (Sattn):

Sattn = QKT . (2)

Attention value or a context (Z) is then calculated as

Ssim = softmax

(
Sattn√

dk

)
(3)

Z = SsimV, (4)

where Ssim is a similarity score, and dk is the dimension of
the Q, K and V vectors.

The idea behind MHA is that each head learns different
relationships and provides a unique perspective on the input
image. The attentions from all heads are concatenated and
passed through a linear layer to get the MHA output:

O = ZWZ . (5)

The MHA output (O) is then passed to the MLP block, as
mentioned earlier, consisting of two FC layers. Unlike CNNs,
where FC layers are represented by vector-matrix multipli-
cation, in ViTs, FC layers are represented by matrix-matrix
multiplication.

The output of the final encoder layer corresponding to the
added classifier embedding is passed to the MLP Head for
the classification. FC layer of the head is a vector-matrix
multiplication.

B. Systolic Arrays Architecture
A systolic array is a 2D grid of Processing Elements (PEs)

that include a Multiply-Accumulate (MAC) unit and registers
holding inputs and outputs (partial sums). Input data comes
from the top and left side and propagates through the grid.
Weights propagate from top to bottom, activations (inputs)
propagate from left to right. Different types of systolic ar-
rays include weight-stationary, input-stationary, and output-
stationary, defined by the dataflow. The dataflow defines which
values are stationary and which propagate through the array
during calculation.

The accelerators for ViTs proposed in the literature [10], [11]
are based on output-stationary systolic arrays, since they allow
high input and output reuse. In the output-stationary systolic
arrays, weights and inputs propagate through the array, and
outputs are accumulated inside the PEs. For this reason, the
analysis in this work is performed for the output-stationary
systolic arrays.

III. METHODOLOGY

The proposed reliability assessment method is an extension
of the method for CNNs presented in [12] for Vision Trans-
formers. This method combines fault injection with fault prop-
agation analysis, which is used to calculate the resulting error
in the operation output, instead of performing time-consuming
cycle-accurate simulations using a microarchitectural or RTL
model of a systolic array. This allows for fast and scalable
assessment. The method is several orders of magnitude faster
than the microarchitecture-level fault injection [12].

The previous method [12] was developed for convolutional
layers. However, all major arithmetic operations in ViTs are
represented by matrix-matrix multiplication, whether it involves
multiplying two previously calculated values or multiplying
a previously calculated value by a weight. Fault propagation
in matrix multiplication is different compared to convolution.
Therefore, an extension to support ViTs was developed based
on new error patterns and new equations for their calculation.

A. Fault Propagation in Systolic Arrays
Single transient faults (bit flips) in PE registers holding inputs

(activations), weights, and partial sums (outputs) are considered
for the analysis, following previous works [13]. Due to the
regular structure of a systolic array and the propagation of the
data, faults in different registers result in distinct error patterns
in the output of the matrix multiplication. The error patterns
were presented in [14]. A fault in a weight register (WREG)
results in the vertical line error pattern, since a faulty weight
propagates through the entire column and corrupts several
pixels in the output. A fault in the input register (IREG) results
in the horizontal line pattern, since faulty activation propagates
through the entire row. Finally, a fault in the output register
(OREG) holding partial sum results in the point pattern, since
output values are stationary.
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B. Fault Propagation Analysis

Each fault is defined by seven parameters given in Table I.
TABLE I: Transient fault parameters

Symbol Description

ftype Type of fault (IREG, WREG, OREG)
ts Cycle of a systolic array execution
tw Weight tile
ta Activation tile

prow Row of the PE
pcol Column of the PE
βf Bit index

A bit flip in the numerical value x can be expressed as an
addition of the error term ε. In case of an integer value, this
error term is defined as ±2βf . In the case of a floating point, the
error term is different for the sign bit, exponent, and mantissa
bits [15]. For this study, a 32-bit floating-point arithmetic is
considered. Therefore, an error term is defined as

ε =





(−1)bf 2E2βf−24 if 0 ≤ βf ≤ 23 (mantissa)
(2(−1)bf 2βf−24 − 1)x if 24 ≤ βf ≤ 31 (exponent)

−2x if βf = 32 (sign)
(6)

where βf is an index of a faulty bit, bf is the value of the βf -th
bit, and E is an exponent of numerical value x, expressed as

E =

31∑

i=24

bi2
i−23 . (7)

The result of the matrix multiplication is the sum of the
element-wise multiplication between rows of the first input and
columns of the second input. A fault in one of the components
results in the addition of error e to one or several values in
the output. Multiplying input matrix X ∈ RP×S and weight
matrix W ∈ RS×R, we get output matrix Y ∈ RP×R.

Fault in input register (IREG). If the fault happens in the
input register, it corrupts an activation value coming from the
side and results in the horizontal line error pattern. Therefore,
an error eireg is added to several output values in one row.
The affected output values are defined by the row of the output
matrix and the range of columns.

An error added to the output equals eireg = w(if ,jf ) · εx,
where w(uf ,vf ) is the weight multiplied with the faulty activa-
tion, and εx is an error term. The faulty activation is found by
its position (if , jf ):

if = (ta − 1) ·N + prow (8)
jf = ts− pcol − prow (9)

where ta is the targeted activation tile, N is the size of the
systolic array, ts is the cycle of a systolic array execution,
prow and pcol denote the position of the targeted PE.

The weight is found by its position (uf , vf ):

uf = jf (10)

vf =
[
vstartf , vendf

]
(11)

vstartf = (tw − 1) ·N + pcol + 1 (12)

vendf =

{
tw ·N if R ⩾ tw ·N

Q if R < tw ·N (13)

where vout,f is a range of affected columns, starting with vstartf

and ending with vendf , tw is the targeted weight tile, and R is
the width of the output matrix.

The affected output row is found using Eq. (8) and the range
of columns is found using Eq. (11)–(13).

Fault in weight register (WREG). In this case, a weight
value coming from the top is corrupted, resulting in the vertical
line error pattern. Therefore, an error ewreg is added to the
column of the output matrix. The affected output values are
defined by the range of rows and one column.

An error added to the output in this case equals

ewreg = x(if ,jf ) · εw , (14)

where x(if , jf ) is the activation multiplied by the faulty weight.
The activation is found by its position (if , jf ):

if =
[
istartf , iendf

]
(15)

istartf = (ta − 1) ·N + prow (16)

iendf =

{
ta ·N if P ⩾ ta ·N

P if P < ta ·N (17)

jf = ts− pcol − prow (18)

where P is the height of the output matrix.
The faulty weight is found by its position (uf , vf ):

uf = (tw − 1) ·N + pcol (19)
vf = jf (20)

The affected output rows are found using Eq. (15)–(17) and
the column is found using Eq. (19).

Fault in the output register (OREG). A fault in the output
register results in the point error pattern. An error eoreg is added
to a single value in the output matrix. Its position is defined
by the row and column. An error added to the output equals
eoreg = εy , where εy is an error term added to the faulty partial
sum. The row is found using Eq. (8), the column using Eq. (19).

C. Implementation

The proposed reliability assessment method combines fault
injection with fault propagation analysis. Pytorch is used to run
the inference of vision transformers, taking advantage of GPU
speed up. The fault injection module gets the output of the
targeted layer or operation and modifies only affected output
values according to the equations presented in the previous
subsection. The inference continues with the erroneous values.
The implementation of the method will be made open-source.

IV. EXPERIMENTAL SETUP

Three common vision transformer models were selected for
the experiments, including the original ViT-B16 [9], DeiT-S
[16], and Swin-T [17]. ResNet-50 was selected as an exam-
ple of CNNs. The parameters of the tested ViT models are
presented in Table II. ResNet-50 is trained on Imagenet1K
and tested considering a 128×128 systolic array. The fault
injection framework is implemented in Python using PyTorch.
Experiments were performed on an NVIDIA A100 GPU.

Architectural vulnerability factor (AVF) was used as a re-
liability measure following previous works [13]. AVF is the
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TABLE II: Parameters of the tested vision transformers

Model Dataset SA size Input size Patch size Embedding size # of layers # of heads MLP dimension

ViT-B16 CIFAR-100 32×32 224×224* 16×16 768 12 12 3072
ViT-B16 Imagenet1K 128×128 224×224 16×16 768 12 12 3072
DeiT-S Imagenet1K 128×128 224×224 16×16 384 12 6 1536
Swin-T Imagenet1K 128×128 224×224 4×4 96 (2,2,6,2) (3,6,12,24) 384

* CIFAR-100 images were upscaled to 224×224.
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Fig. 2: Layer- and operation-wise vulnerability assessment of ViT-B16 considering transient faults (128×128 systolic array)

probability that a fault in the hardware structure causes an
application output error [18]. It is calculated as the ratio of fault
injection runs with output errors to the total number of fault
injection runs [13]. Since the output of the selected models
is the probability score of each class, the following output
errors were considered [13]: Top1-class (the top-ranked class
is different), Top1-acc (the probability score of the top-ranked
class is different), Top5-class (at least one class in the top-5 is
different), Top5-acc (the probability score of at least one class
in the top-5 is different).

Layer-wise and operation-wise statistical fault injection was
performed using the equation introduced in [19] to achieve
95% confidence and 5% error margin, ensuring more than 1000
faults for each layer and operation. For each fault injection,
fault parameters (Table I) were set randomly, and a test dataset
of 10 000 inputs was fed to the network. Faults were injected
in each layer and operation that can be mapped to a systolic
array, following the presented methodology (Section III).

V. EMPIRICAL ANALYSIS

A. Operation-dependent vulnerability pattern
Figures 2 and 3 present AVF values for each layer and

operation of selected transformer models. Figure 4 presents
AVF values for each convolutional layer in ResNet-50. For the

sake of space, all four output error categories are presented
only for the ViT-B16 model on a 128×128 systolic array. For
the other models, only Top1-class AVF values are presented.

ResNet-50 (Fig. 4) shows high variations in vulnerability
across the layers, common for CNNs. In ViTs, on the other
hand, certain operations, namely value, context, MHA output,
and both FC layers, consistently show high vulnerability. It
can also be observed that the variations in the operations
AVFs across layers (encoder blocks) are low, except for the
Swin-T model. It shows that while the reliability of CNNs
is defined by the position of the layer, the reliability of ViTs
is defined by the type of operation. This means that, unlike
reliability solutions for CNNs that proposed different levels of
protection for different layers based on their vulnerability, the
fault tolerance solution for ViTs should propose different levels
of protection for different operations. Potentially by deploying
several systolic arrays, one for performance, one for fault
tolerance, since several operations in the MHA block can be
performed in parallel, thus absorbing the timing overhead that
can be introduced by fault tolerance.

B. Significant criticality of the value matrix

Figure 2 shows that, while for most operations the vulnera-
bility factors for Top1-acc, Top5-class, and Top5-acc errors are
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Fig. 3: Layer- and operation-wise vulnerability assessment of tested vision transformers considering transient faults
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Fig. 4: Layer-wise vulnerability assessment of ResNet-50 considering transient faults (128×128 systolic array)

noticeably higher than those for Top1-class errors, for value
calculations, they are always similar. It means that if a fault
in value calculation affects the top-5 predictions, it almost
always results in misclassification. For other operations, faults
more often affect the probability score of the top-5 classes.
The exceptional criticality of the value is confirmed by Fig. 5
showing the average Top1-class AVF for each operation in
an encoder block. The vulnerability of value is significantly
higher than the vulnerability of other operations. This can
be explained by the fact that the faults in query and key
computations propagate into the attention score (Eq. (2)) and
then get attenuated by the softmax normalization (Eq. (3)),
while faults in the value matrix pass through linearly (Eq. (4)).
Moreover, while systolic array size and model size affect the
vulnerability of other operations, the high criticality of the value
matrix persists.

C. Reliability of embeddings

Figure 6 presents the average Top1-class AVF for embed-
dings and each encoder block in the networks. Contrary to
some previous works [3], [7] that report patch embedding as
the most critical component of vision transformers, it can be
seen that embedding vulnerability is comparable to the average
AVF of encoder blocks. Detailed results (Fig. 2 and 3) show
that certain encoder operations are more critical.

D. Effect of architectural regularity on reliability

From Fig. 3 and 6, it can be seen that for the Swin-T model,
the variation in AVF values across layers (encoder blocks) is
high, resembling CNN behavior (e.g., ResNet-50 on Fig. 4).
Models like ViT and DeiT have the same dimensions across
the layers. Conversely, in Swin transformers, due to the smaller
patches merging into bigger ones in the deeper layers and
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(a) ViT-B16 (32×32) (b) ViT-B16 (128×128)

(c) DeiT-S (128×128) (d) Swin-T (128×128)

Fig. 5: Layer- and operation-wise vulnerability comparison
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(a) ViT-B16 (32×32)
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(b) ViT-B16 (128×128)
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(c) DeiT-S (128×128)
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(d) Swin-T (128×128)

Fig. 6: Embeddings and encoder blocks vulnerability

to the increase in the number of heads in MHA, dimensions
change across the layers, similar to CNNs. This change in size
might explain higher variations in AVF values. This shows that
architectural regularity has an impact on model vulnerability
across the layers. Single-resolution models like ViT and DeiT
show more uniform reliability across the layers. Hierarchical
models like Swin show high variation across the layers, similar
to CNNs.

E. Fault distribution

Figure 7 presents average error rates of PE registers for each
operation in an encoder block. For the attention score, the query
matrix goes through the input pipeline, and the transposed key
matrix goes through the weight pipeline. For the context, the
similarity score is considered as input, and the value matrix

(a) ViT-B16 (32×32) (b) ViT-B16 (128×128)

(c) DeiT-S (128×128) (d) Swin-T (128×128)

Fig. 7: Layer- and operation-wise fault distribution

as weights. It can be noticed that for query and key, faults
in the input register, corrupting several values in one patch
embedding, have a higher error rate. For the other operations,
predominantly faults in the weight register, corrupting the same
value in several patch embeddings, have a higher error rate.
Noticeably, value has similar error rates for all registers.

VI. CONCLUSION

In this work, we present a reliability assessment method for
ViT inference on systolic arrays based on fault propagation
analysis. This method is used to perform fine-grained reliability
analysis of three common ViT models for image classification,
namely ViT-B16, DeiT-S, and Swin-T. We investigate their
vulnerability to soft errors in systolic array registers, focusing
on different models, layers, and operations. We also compare
the reliability of ViTs with the ResNet-50 CNN. An empir-
ical analysis shows that ViTs exhibit an operation-dependent
vulnerability pattern, with significant criticality of value matrix
calculation. It also shows the effect of architectural regularity
on reliability, specifically that hierarchical transformer models
like Swin have high vulnerability variation across the layers,
resembling the behavior of CNNs.
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Abstract—Artificial Intelligence (AI) is driving the introduction
of advanced functionality and autonomy across several domains,
including automotive, robotics, health care, and aerospace. Such
advances are supported by the availability of algorithms and
hardware accelerator platforms to efficiently implement them.
However, transistor miniaturization raises reliability concerns
during in-field operation and poses challenges in terms of
computational intensity and performance for which conven-
tional design and fault-characterization strategies are not well-
suited. This work reviews three approaches for determining
fault vulnerabilities and reliability challenges in hardware ac-
celerators, devices, and software for Deep Neural Networks.
The first strategy describes a cost-effective semi-analytical reli-
ability assessment method for the design space exploration of
reliability-performance trade-offs using reconfigurable systolic
array engines. The second strategy analyzes and evaluates four
abstraction levels for dot-product-unit-based accelerators and
assesses the implications of selecting an affordable strategy based
on the analysis needs. The third approach analyzes the critical
role of correctly selecting representative inputs in large Vision
Transformers (ViTs) for their effective reliability evaluation.

Index Terms—Colored Petri Nets, Fault Injection, Hardware
Accelerators, Reliability, Special Function Units, Tensor Cores.

I. INTRODUCTION

The disruptive adoption of AI is supported by advanced
and effective algorithms, as well as the availability of so-
phisticated platforms for its efficient deployment, including
AI hardware based on Systolic Arrays (SAs), Graphic Pro-
cessing Units (GPUs), and Dot Product Unit (DPU) ar-
chitectures [1]. In fact, AI plays a crucial role in several
application fields, such as robotics, autonomous machines,
self-driving cars, and, more recently, in Internet of Things as
Artificial Intelligence of Things or AIoT [2], [3].

In safety-critical environments, the strict reliability require-
ments make the analysis and assessment of non-functional
properties both mandatory and essential throughout the de-
velopment and deployment of AI-powered applications, such
as Deep Neural Networks (DNNs), as mandated by industrial

standards (e.g., ISO 26262). Unfortunately, the use of conven-
tional fault assessment and evaluation strategies raises several
technical challenges. In particular, transistor miniaturization
enables the integration of increasingly complex functionalities
into hardware while maintaining acceptable energy consump-
tion. However, the high transistor density, combined with
the data-intensive nature of AI-powered workloads, demands
substantial computational power and large assessment times.
Thus, the identification, exploration, and integration of inno-
vative methods for assessing hardware accelerators and DNNs
at the design and deployment stages are crucial to improve
performance while preserving characterization accuracy.

This work explores 3 cutting-edge approaches to uncover
the fault vulnerabilities and reliability challenges of hardware
accelerators and software powering today’s AI systems.

Section II presents a reliability assessment for the de-
sign space exploration of reliability-performance trade-offs in
CNNs deployed on Reconfigurable Systolic Array (RSA) ac-
celerators. With a comprehensive reliability and performance
evaluation, the section proposes a reconfiguration strategy for
a layer-wise reconfiguration of RSAs to balance the reliability
and performance of an inference.

Section III analyses the effects on fault characterization
accuracy and performance trade-offs across four fault assess-
ment strategies applied on DPU-based AI accelerators for two
number formats FP and Posit: i) low-level micro-architectural
logic simulation, ii) emulation, iii) structural/architectural sim-
ulation, and through iv) Colored Generalized Stochastic Petri
Nets (CGSPNs). The evaluation of several GEMM tiles on
a DPU-based array engine indicates that fault effects vary
according to the accelerator’s shape and the hardware reuse
for computing GEMMs. Furthermore, each fault assessment
strategy plays a crucial role and might support different design
stages. Our results indicate that structural and CGSPN strate-
gies may be adapted for estimations in early designs, while
emulation and logic simulation strategies are more suitable
when highly accurate results are required.

Finally, Section IV analyzes the scalability limitations of979-8-3195-4235-9/26/$31.00 ©2026 IEEE
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conventional radiation testing and fault simulation for relia-
bility assessment, and their implications for input selection
in large Vision Transformers (ViTs). Existing approaches
typically rely on small, randomly sampled input sets. However,
due to the dense nature of ViTs, such random sampling often
fails to represent the full input space and can substantially
underestimate failure rates. The experimental results show that
input selection plays a critical role in reliability assessment
for image-classification ViTs. In particular, confidence-aware
input selection strategies can cause failure rates to vary by up
to an order of magnitude in both neutron-beam experiments
and software fault injection. Moreover, we show a reliability
analysis with software fault simulation, which reveals a strong
correlation between input sensitivity and model confidence,
underscoring the need for more representative input selection
methodologies in ViT reliability evaluation.

II. RELIABILITY-AWARE RECONFIGURATION FOR
RECONFIGURABLE SYSTOLIC ARRAYS

Systolic Arrays (SAs) are widely adopted for accelerating
the inference of CNNs [4]. Reconfigurable SAs (RSAs) are
presented to optimize the performance and energy consump-
tion of the systems [5]–[7]. However, the reliability of recon-
figurable SAs has not been previously studied in the literature
[8], [9]. This section studies CNNs deployed on layer-wise
reconfigurable SAs. The objective is to evaluate the reliability
of CNNs’ layers against a single fault in RSA registers,
through a design space exploration over different SA sizes,
along with their performance and utilization. Furthermore, a
resizing strategy is proposed that identifies the best SA size
for each layer, considering both reliability and performance.

A. Methodology

1) The Baseline RSA Architecture: The architecture of the
RSA considered in this work is presented in Figure 1. The
RSA is based on the output-stationary dataflow, in which
weights propagate through the SA from top to bottom, activa-
tions propagate from left to right, and partial sums (outputs)
are kept stationary in the Processing Elements (PEs). Before
the execution of a layer, a set of PEs is activated by the
controller, and only they perform the operations of that layer
of a CNN. The unused PEs are clock-gated to optimize energy
consumption. The outputs of the layer are captured from the
determined subset of PEs. In this work, the RSA consists
of 256×256 PEs, and it can be reconfigured into four sizes:
32×32, 64×64, 128×128, and 256×256. Before an inference,
the system’s configuration for each layer is determined based
on offline profiling, and the RSA is reconfigured at run-time
with a negligible performance overhead.

2) Reliability and Performance Analysis for the RSA: To
analyze the reliability of the RSA, we perform an extensive
Fault Injection (FI) experiment and obtain the Architecture
Vulnerability Factor (AVF) for each CNN layer on each SA
configuration. AVF represents the probability that a fault in the
hardware results in an application output error [10]. In the case
of CNNs, AVF refers to the probability of altering the golden
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Fig. 1. Architecture of the reconfigurable systolic array

classification for an input by a fault. We consider single bit-
flips in the input, weight, and output registers of each active
PE in each RSA configuration per inference. We perform FI
for each register separately, and the AVF is the average of all
FI campaigns.

The FI is performed using the reliability assessment method
for CNN inference on systolic arrays based on fault prop-
agation analysis presented in [11]. Instead of modeling a
systolic array on the microarchitecture level and performing
time-consuming cycle-accurate simulations, fault propagation
analysis is used to calculate the resulting error in the layer
output. This allows to noticeably speed up the reliability
assessment. The FI is performed layer-wise based on single
bitflips in the PE registers, with over 1000 injected faults per
convolutional layer, ensuring 95% confidence and 5% error
margin [12]. Faults are injected only in used PEs.

To analyze the performance, we profile the execution time
(T ) of each layer i on each SA configuration j as well as the
utilization (U ) of the PEs in each configuration by the CNN
layer. To evaluate the performance, we consider the efficiency
metric (E), as defined in Eq. (1).

Elayeri
sizej

=
U layeri
sizej

T layeri
sizej

(1)

The efficiency metric combines the utilization and execution
time of the SA configurations for one layer. A higher value
means that an SA configuration can achieve a faster execution
while using PEs as much as possible. To calculate efficiency,
we normalize the execution time of all layers of a CNN to the
longest execution time across all AS configurations. Also, the
obtained E value is normalized to the maximum value of the
layers of a CNN.

3) Resizing Strategies: To determine the RSA configura-
tion, we first conduct an extensive layer-wise reliability and
performance analysis of all aforementioned RSA configu-
rations for each layer of the target CNNs. Based on the
obtained AVF and FoM results, three strategies for layer-wise
reconfiguration of the RSA are considered:
• Constant Configuration: We consider a constant config-

uration for the RSA based on the minimum (RSA32) and
maximum (RSA256) available configurations, to demonstrate
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Fig. 2. Proposed algorithm to determine the RSA configuration for each layer
by balancing reliability and performance.

TABLE I
SA SIZE SELECTED FOR EACH LAYER BY EACH STRATEGY FOR VGG-19

Layer RSA32 RSA256 BR BP RP

1 32×32 256×256 32×32 64×64 128×128
2 32×32 256×256 64×64 64×64 64×64
3 32×32 256×256 32×32 128×128 128×128
4 32×32 256×256 128×128 128×128 128×128
5 32×32 256×256 256×256 256×256 256×256
6 32×32 256×256 256×256 256×256 256×256
7 32×32 256×256 128×128 256×256 256×256
8 32×32 256×256 32×32 256×256 256×256
9 32×32 256×256 32×32 256×256 256×256

10 32×32 256×256 32×32 256×256 256×256
11 32×32 256×256 32×32 256×256 128×128
12 32×32 256×256 64×64 256×256 256×256
13 32×32 256×256 32×32 256×256 128×128
14 32×32 256×256 32×32 256×256 256×256
15 32×32 256×256 256×256 256×256 256×256
16 32×32 256×256 64×64 256×256 256×256

Average 32×32 256×256 92×92 216×216 204×204

the advantages of the reconfigurability of RSA in terms of
reliability and performance.
• Best Reliability (BR): The RSA size for each layer is

determined by the configuration, which implies minimum AVF.
• Best Performance (BP): The RSA size for each layer

is determined by the configuration, yielding the maximum
performance efficiency according to Eq. (1).
• Reliability-Performance Balance (RP): The RSA size for

each layer is determined based on the proposed algorithm in
Figure 2, to balance the reliability and performance of the SA.
In this algorithm, the AVF and efficiency E for all configura-
tions of the RSA for each layer are explored, and the RSA size
for a layer is determined, which: 1) offers the best AVF and
E, or 2) holds an AVF considerably lower than other sizes, or 3)
contains the highestE as long as it does not carry the worst AVF.

In the experiments, we consider the k = 0.6 in the RP
strategy, as a result of an exploration of the obtained AVF
values for different layers and RSA configurations.

B. Experimental Results

In this subsection, we present the experimental results.
First, we showcase a layer-wise comparison of reliability and
performance between different RSA reconfiguration strategies
for VGG-19. Afterward, we compare the obtained reliability
and performance for three CNNs: VGG-19, ResNet-18, and
ResNet-50, all trained on the ImageNet dataset. All networks
use a 32-bit floating-point data type.

Figure 3 presents a layer-wise comparison of reliability and
performance between different RSA reconfiguration strategies
for VGG-19, respectively. Table I shows the RSA size selected
for each layer by different strategies. The following observa-
tions can be highlighted:
• Reconfiguring the RSA for each layer provides an op-

portunity to optimize the reliability or performance of the
CNNs deployment on systolic arrays. Comparing the results
between the constant configurations (RSA32 and RSA256) and
the reconfigured configurations (BR, BP, and PR) shows gains
in either reliability or performance.
• Based on the reconfiguration strategy, the RSA can

provide the best reliability (BR strategy) or performance
(BP strategy) in all layers. As observed, the AVF of all layers
in the BR strategy is the minimum; however, their efficiency
E is very low in many cases. Instead, in the BP strategy,
efficiency is maximized across all layers; however, the AVF is
high in many cases. This observation underscores the need to
present the RP strategy.
• The proposed RP strategy yields configurations in which

both reliability and performance are balanced. As observed,
the AVF of RP in all layers is always equal to or less than
that in the BP strategy, and the efficiency E in all layers is
always equal to or more than that in the BR strategy.
• In terms of RSA size, it is observed that the RP strategy

utilizes an average SA size of 204×204 PEs to balance the
inference reliability and performance, which is smaller than
that of BP and larger than that of BR.

Furthermore, we present the average results of AVF and
normalized FoM for each CNN model to compare the impact
of strategies. Figure 4 presents the results for average AVF
and efficiency E, respectively, for three CNN models deployed
on RSA with the five reconfiguration strategies. As observed,
layer-wise reconfiguration strategies can effectively lead to a
more reliable or performant deployment. On the other hand, in
all cases, the RP strategy achieves a lower AVF (5.5% to 8.3%
more reliable) than the BP strategy and higher performance
efficiency than the BR strategy (1.6× up to 14.7× more perfor-
mant). These results highlight that RP can successfully balance
reliability-performance in the CNN deployment on RSAs.

III. FAULT ASSESSMENT OF DPU-BASED AI HARDWARE:
ACCURACY AND PERFORMANCE TRADE-OFFS IN FP AND

POSIT FORMATS

This section analyzes and evaluates the advantages and con-
straints of four strategies for characterizing fault-rate accuracy
and evaluating the performance of DPU-based array accelera-
tors for Floating Point and Posit number formats. In particular,
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DPU-based-array cores are crucial elements commonly found
in several platforms to train and deploy AI-based workloads,
including Tensor cores (TCs) in GPUs [13], engines in NPUs
[14], matrix core extensions in CPUs [15], [16], and on-chip
accelerators in automotive devices [17]. Each implementation
varies according to program flexibility targets, performance,
and power budgets. In practice, some TCs can be configured
for size and number format via software interfaces. Instead,
other versions are fixed in hardware to improve performance.

In this work, we analyze the effects on fault characterization
accuracy and performance trade-offs across four fault assess-
ment strategies applied on DPU-based AI accelerators for two
number formats, FP and Posit: i) low-level micro-architectural
logic simulation, ii) emulation, iii) structural/architectural sim-
ulation, and through iv) Colored Generalized Stochastic Petri
Nets (CGSPNs), as depicted in Figure 5.

Each abstraction level offers advantages and constraints for
experimentally-based reliability analysis of soft-error effects in
hardware accelerators. According to the main targets, several
studies indicate that some strategies are more effective for

guiding the development of fault countermeasures and hard-
ening strategies [8], [18]–[21]. However, evaluating masking
and propagation effects, as well as identifying vulnerable
structures, might involve multiple evaluation strategies.

A. Main idea

We use four analysis and evaluation strategies to char-
acterize fault-propagation impacts and, if possible, identify
the most vulnerable structures in DPU-based accelerators
(TCs) for two formats. In particular, we analyze the trade-
offs among effectiveness, efficiency, and accuracy, as well
as the challenges in identifying fault-vulnerability sources.
For the evaluations, we employ equivalent DPU-based array
accelerators (TCs) descriptions to assess the impact of soft
errors on their computing part. In more detail, our experiments
target the most susceptible structures to soft errors (Single
Event Upset or SEUs) within the computing components of
DPUs in TCs (i.e., pipeline registers and memory buffers).

B. Abstraction strategies

1) Simulation-based evaluation: relies on logic simulators
and instrumentation tools that systematically modify a circuit’s
timing functionality to represent SEU effects. The crucial
advantage of this abstraction is the high controllability for
injecting faults into any low-level microarchitectural structure
of the targeted circuit. Moreover, the extended observabil-
ity enables focused fault-propagation analyses (i.e., internal-
operation observability) and the direct identification of fault-
susceptible structures. Our evaluation uses industrial-grade
frameworks (Z01X by Synopsis) to analyze and determine the
vulnerable structures in the TCs.

2) Emulation-based evaluation: uses SHADOWFI [22] to
automatically integrate and instrument fault-injection struc-
tures into the gate-level descriptions of the TCs. SHADOWFI
is an open-source framework that conceptualizes fault evalua-
tion as a distributed computing task on hyperscale systems. In
particular, SHADOWFI decomposes a fault-injection task into
sub-tasks, which are distributed and executed across multiple
computational nodes for simulation or emulation, as depicted
in Figure 6. The simulation workflow distributes fault-injection
tasks as multiple logic simulations on several nodes/clusters
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Fig. 6. General fault-injection workflow in SHADOWFI. [22]
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within a high-performance computing system. Instead, the em-
ulation workflow leverages FPGA reconfigurability to execute
multiple fault injections across FPGA clusters. SHADOWFI
employs a fault-emulation strategy via netlist instrumentation
using sabotuer circuits to make the fault characterization
scalable across simulation and emulation workflows. The fault
instrumentation first converts an input RTL into a netlist using
generic cells via Yosys, and then inserts the saboteur circuits
into the target components within the design. Finally, fault
impacts are analyzed after evaluating the outputs from the FIs.

3) Structural evaluation: employs the EMBER frame-
work [23], a C++-based, cycle-accurate RTL simulator that en-
ables reliability assessment from the early design stages. EM-
BER combines a cycle-driven simulation kernel with RT-level
accuracy, allowing efficient fault characterization. Its runtime
parameter initialization supports rapid hardware configura-
tion exploration without requiring recompilation. Additionally,
EMBER provides built-in, extensible saboteur instrumentation
for modeling single-event upsets (SEUs) at the circuit level.

In this work, the TCs are modeled at cycle-accurate RTL
using a modular abstraction of their fundamental components.
These include DPU arrays (composed of adders and multipli-
ers), memory elements (buffers and accumulators), and support
for two numerical formats: Posit32 and FP32. Each TC also
generates execution traces that record cycle counts, memory
traffic, and operand reuse patterns to facilitate reliability analy-
sis. The transient faults are modeled as single random bit flips
injected into operand buffers or accumulators during a General
Matrix Multiplication (GEMM) tile execution. The Injection
times and locations are uniformly sampled, and each fault-
injection campaign introduces one upset per tile execution.

4) High-level modeling: relies on the CGSPN modeling
strategy [24]–[27], which has shown promising results for the

TABLE II
TC FEATURES ACCORDING TO THEIR ABSTRACTION

Abstraction Format Size Sequential Execution
cells time (s)

Emulation FP32 388,800 cells 24,256 0.9
Posit32 639,680 cells 20,352 0.9

Simulation FP32 263,984 cells 45,248 1.7
Posit32 358,309 cells 20,352 1.7

Structural FP32 53,248 bytes - 0.05
Posit32 53,248 bytes - 0.05

High-level FP32 128 nodes - < 50× 10−6

Posit32 128 nodes - < 50× 10−6

early analysis and evaluation of functional safety and relia-
bility features of System-on-Chip (SoC) architectures. This
strategy abstracts hardware-level granularity into a high-level
graph structure and enables system characterization and fault-
propagation analysis via compacted fault-injection events. The
graph parameters in the model are extracted from the indi-
vidual micro-architecture characterization of the fundamental
structures in a SoC (e.g., Adders and multipliers for DPUs
in TCs). In this work, the analysis of transient faults used
timing features from the fundamental components of a SoC
(e.g., ADD or MUL cores) to build the model [28].

The methodology consists of the following steps: 1) Com-
ponent selection: Choose components to abstract as CGSPN
nodes (see Figure 7). 2) Interconnection mapping: Model links
between components as edges. 3) Structural characterization:
Count gates, flip-flops, and determine each component’s FIT
rate. 4) SET characterization: Run a single-time fault-injection
campaign per component. 5) CGSPN configuration: Set deter-
ministic transitions using structural data and SET results. 6)
AVF computation: Compute TC-level AVF via CGSPN simu-
lation. 7) Validation: Compare estimated AVF with exhaustive
TC fault-injection results.

C. Experimental Results

For the experiments, we evaluated the fault vulnerabilities of
4×4×4 DPU-based TCs in two formats (FP32 and Posit32)
across the four abstraction levels. In detail, the description
of the DPUs at RTL comprises 12-stage pipelines for the
software- and emulation-based evaluations. For simulation and
emulation experiments, the TCs were synthesized using the
15nm Nangate Open Cell Library. Instead, the architectural
and high-level models are extracted from characterizing the
DPU’s fundamental components (3-stage pipeline ADD and
MUL cores). The structural evaluation on EMBER [23] is
based on the main operative data-path structures extracted
from a typical TC core implementation on PyOpenTCU [29].
Furthermore, the CGSPN models used the functional struc-
tural organization of the TCs and extracted information from
focused software-based evaluations to tune the representation
parameters [26]. As inputs for each characterization, we used
representative GEMM operations in ranges: ±1.0 and ±10.0.

In general, each TC description preserves the intended
functionality of the accelerator. However, the overall size
and execution performance differ among them, as depicted
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TABLE III
AVF AND ESTIMATED AVF FOR THE FOUR EVALUATION ABSTRACTIONS

ON 4X4X4 TCS

Evaluation
abstraction

Number
format

TC
structures

Injected
faults AVF (%)

Simulation

Posit32
Overall 4,160 75.77± 2.3
ADD 1,869 89.08
MUL 2,227 66.77

FP32
Overall 4,161 64.36± 2.3
ADD 2,412 55.30
MUL 1,748 76.31

Emulation
(ShadowFI)

Posit32
Overall 162,816 26.5± 1.5
ADD 73,728 29.2
MUL 89,088 24.2

FP32
Overall 194,048 5.3± 1.5
ADD 100,864 5.2
MUL 85,184 5.4

Structural
(Ember)

Posit32 Overall 9,393 88.0± 3.0

FP32 Overall 9,393 87.0± 8.0

High-level
(CGSPN)

Posit32 Overall 150 34.0± 5.0

FP32 Overall 150 32.7± 5.0

Fig. 8. Error distribution occurrences for the FP (red) and Posit (blue) Tensor
Cores for the ±1 input range.

in Table II. To evaluate the potential impacts on vulnerability
analysis, we conducted several fault injection campaigns at
each abstraction level to characterize overall impacts using
the Architectural Vulnerability Factor (AVF). In more detail,
Table III reports the AVF and their estimates for each abstrac-
tion, along with the AVF per TC’s fundamental component, if
possible. As observed, the preliminary AVF analysis indicates
that Posit32 TC cores are more vulnerable than TC FP32
cores in both simulation and emulation. Clearly, differences in
magnitude for both results are associated with the number of
sequential structures on each abstraction. Moreover, an inverse
fault-susceptibility trend is observed across the TCs: in Posit32
TCs, ADD cores are more susceptible to faults than MUL
cores, while in FP32 TCs, MUL cores exhibit higher fault
vulnerability than ADD cores.

In summary, simulation and emulation-based analysis allow
the identification of vulnerable and critical structures within
the cores. However, inconsistencies among strategies may
arise, as reported in Table III, suggesting the need for com-
plementary analyses. On the other hand, the AVF estimation
on the structural TCs yielded results almost equivalent (around
87%), which can be explained by the description’s focus on the
cores. At these levels, memory structures, such as register files
and buffers, are well identified. In contrast, the descriptions of
internal structures (e.g., ADD and MUL cores) are limited to
high-level operations, with minimal architectural detail.

TABLE IV
AVF AND ESTIMATED AVF (eAVF) FOR CGSPN ON FP & POSIT32

Architecture FP Posit FP Posit FP Posit FP Posit FP Posit

SET (ns) 200 300 500 600 2,405 900 10,225 1,200 24,050 1,500

Detected 1,768 6,879 2,850 5,550 3,927 18,619 4,492 15,059 4,590 18,492
Undetected 12,094 13,334 11,012 14,673 9,935 1,601 9,370 1,136 9,272 1,281

AVF (%) 12.8 34.0 20.6 27.4 28.3 92.1 32.4 93.0 33.1 93.7
eAVF (%) 11.92 32.74 20.1 27.04 26.82 90.1 31.72 92.16 31.51 92.9

AEE (%) 3.8 3.7 2.4 1.3 5.2 1.2 2.1 0.9 4.8 0.85

Despite the limitations of the structural analyses, these pro-
vide acceptable performance when evaluating the distributional
impacts of faults, as depicted in Section III-C, which illustrates
the error distribution of the observed propagated faults across
operations in the TCs for both formats (FP32 and Posit32).
We found that errors on FP32 and Posit32 TCs mostly occur
within the range 10−7 to 1018. However, large-magnitude error
effects, which are more prone to critically corrupt applications,
occurred in FP32 cores, indicating higher fault susceptibility
than on Posit32 ones. In particular, large error effects are
mostly represented as corruptions associated with the number
format (i.e., corruption in the exponent fields of the FP format).
In fact, the results indicate that FP’s exponent field corruptions
directly produce error magnitudes that are a power of two of
the corrupted field in the exponent (e.g., 1024, 1032, and 1038).
Instead, the field’s organization in the Posit format contributed
to decreasing the magnitude of the observed errors.

For the high-level modeling, the CGSPN analysis enabled us
to estimate the AVF of both the FP and Posit TC implementa-
tions using the methodology described earlier. The main chal-
lenge was preserving the TC’s functional behavior while accu-
rately capturing SET-induced fault effects and propagation. As
shown in Table IV, modeling the TC with time-specific SET
faults in a CGSPN yields an Absolute Estimation Error (AEE)
below 5%, confirming sufficient accuracy for AVF estimation.
Each CGSPN simulation required about five minutes per
faulty component. Because of architectural symmetry, we only
needed to inject faults into one Multiplication Unit and one of
the two adders, resulting in four total simulations. This results
in a total runtime of roughly 20 minutes—far faster than a full,
exhaustive fault-injection campaign, which typically requires
several hours. These results demonstrate that the proposed
CGSPN methodology effectively supports SET-fault analysis.

D. Analysis of Inconsistencies

A complementary evaluation of Multiple Event Upsets
(MEUs) was performed on the TCs to remove inconsistency
sources and determine the most susceptible structures in FP32
and Posit32 TCs. In particular, we used SHADOWFI to
evaluate both TCs across 8,000 experiments in which the
targeted sequential cells and injection times were randomly
selected. In detail, we evaluated the impact of MEUs injecting
2, 3, 4, 5, and 6 bit-flips per injection.

Table V reports the fault evaluations for MEU. As expected,
the results show that the greater the number of corrupted bits,
the greater the impact on TC operation in both FP32 and
Posit32. However, Posit32 TC exhibits higher AVF sensitivity
than FP32. In detail, when injecting 2 bit-flips, the TC FP32’s
AVF reached 10%, while the AVF for Posit32 reached 46%.
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TABLE V
MEU AVF USING EMULATION ON BOTH TCS

TC format Structures MEU-2 MEU-3 MEU-4 MEU-5 MEU-6

FP32
overall 0.105 0.140 0.149 0.198 0.228
MUL 0.109 0.129 0.153 0.170 0.188
ADD 0.100 0.151 0.146 0.226 0.269

Posit32
overall 0.460 0.590 0.685 0.781 0.823
MUL 0.437 0.551 0.652 0.736 0.789
ADD 0.482 0.629 0.719 0.826 0.857

Nonetheless, when injecting 6 bit-flips, the AVF for Posit TC
increases significantly (82%), whereas the AVF for PF TC
barely reaches 22%. Regarding the fault-susceptibility of the
internal cores, the MEU results show that, in most cases, for
both TCs, ADD cores are slightly more vulnerable to fault
corruption than MUL cores.

The structural placement of the ADD cores near the outputs
and within the cone of influence of the primary outputs of a
TC increases the likelihood that faults propagate directly to the
outputs and manifest as observable errors. In contrast, faults
in MUL cores may be masked by subsequent operations in
the ADD cores within the TC, thereby reducing overall error
propagation.

IV. INPUT SELECTION FOR DNN RADIATION TESTING

This section discusses the challenges of input selection
for the reliability assessment of large DNNs. As reliability
evaluation methods such as physical and software FI are
inherently constrained by time and resources, careful input
selection is necessary to obtain representative results.

A. The Challenge of Input Selection

Assessing the reliability of large DNNs through beam or
fault simulation is becoming increasingly complex and often
unfeasible due to the many combinations of dataset samples,
model variants, and hardware accelerator optimizations. For
example, testing the entire ImageNet validation set (50,000
samples divided into 1,000 classes) under realistic radiation
conditions, and assuming we would test each sample for 1
hour of beam time, it would take ≈ 5.7 years to gather enough
statistical data for the ImageNet validation set. Notably, this
is a very optimistic assumption [30], [31], as testing complex
devices might yield zero events even after a long period of
beam testing [32]. A common strategy to manage the complex-
ity of DNN reliability assessment is to evaluate only a small
subset of random inputs [31], [33]. However, if this selection
is not done carefully, the evaluation may be biased [34].
Different input subsets can yield drastically different failure
rates. Some subsets may yield very few errors (optimistic
scenario), while others may lead to significantly higher failure
rates (pessimistic scenario). Developing improved, customized
methods for beam testing DNNs is necessary to reduce the bias
introduced by naive random selection.

Some works have explored input selection strategies to eval-
uate the robustness of DNNs, particularly in software testing
and adversarial robustness [34]. These methods typically rely
on criteria such as neuron coverage (i.e., which neurons are

activated during input processing), surprise adequacy (dis-
tance between inputs), and uncertainty estimation from output
probabilities [34]. Coverage- and distance-based techniques
often have high computational costs and do not scale well
to large models and datasets (e.g., transformers). In contrast,
uncertainty metrics such as prediction variance or maximum
probability are lightweight and effective as selection crite-
ria [35]. We therefore use a confidence-based input selection
methodology to bound DNN reliability between optimistic and
pessimistic scenarios. We use the prediction probabilities that
the models output in the classification task as a measure of
confidence (i.e., the higher the TOP−1 probability, the higher
the model’s confidence in its prediction). Using the distribution
of prediction confidences over the dataset, we partition inputs
into High-confidence and Low-confidence. We hypothesize
that High-confidence inputs are less likely to change their
prediction under faults, whereas Low-confidence inputs are
more prone to fault-induced misclassification.

Not all faults affect DNN outputs equally. A fault can per-
turb DNN execution without altering the correct classification.
We refer to faults that change the classification as Critical
Silent Data Corruptions (SDCs) (misclassifications).

B. Input Selection Approach

We propose an approach for selecting inputs for DNN
radiation testing by classifying inputs based on the model’s
confidence. This method bounds random-input critical-failure
results between a very pessimistic and a very optimistic critical
SDC rate. We performed physical FIs under a neutron beam
and software fault simulation (SWFS) to cross-validate it.
Fig. 9 depicts our methodology divided into 3 steps.

1) Profiling: The first step of our method (step a ) is to
profile the dataset to gather useful data. Given a selected
model, we run inference on each image of the dataset vali-
dation set. In this work, we selected the ImageNet validation
dataset, which contains 50,000 images and 1,000 classes. Our
approach can be extended to any vision dataset. From the
validation set, we can extract whether the DNN correctly
predicts the class of each input and the set of probabilities
associated with each class for each input, including the TOP1
(final classification of the model) and TOP2 (second-highest
classification probability). All the data is stored in a database
for post-processing in the next phase.

2) Data Analysis and Input Classification: Using profiling
data, we can extract different metrics to select the inputs
(step b ). First, we classify the input images into two classes:
correct predictions and incorrect ones (the model’s inference
matches or differs from the ground truth). In this work, we
focus only on correct predictions, as they provide the most
valuable insights into the model’s Critical SDCs rates. Sec-
ondly, we can compute the confidence of the correct prediction
subset for each image. The confidence of input is given by
the difference between the TOP1 probability and the TOP2
probability (TOP1− TOP2). If the difference is close to 1,
the model is very confident about its result. On the other hand,
if the difference is close to 0, the model is not confident about
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Fig. 9. Input selection methodology. a we profile the entire dataset and the DNN to collect prediction probabilities for each input image. b we compute
the input confidence from the logits and divide the dataset into Low-confidence and High-confidence image sets. c we perform fault-injection experiments
under a neutron beam and using SWFS to assess the complete dataset.

the difference between the two classes and might even be a
random guess (TOP1 and TOP2 are very similar).

Figures 10b and 10c show the confidence distribution ex-
tracted for ViT and two examples of inputs extracted from the
High-confidence and Low-confidence subsets. The horizontal
axis shows the confidence, and the left vertical axis shows the
observed frequency on the ImageNet validation dataset. We
will discuss the SDC criticality results (right vertical axis) in
the next section. The confidence distributions are very similar
for both DNNs evaluated in this work on ImageNet. Both
models are confident in the majority of inputs. We then extract
two subsets from the full ImageNet dataset: the lowest and
the highest confidence levels. We hypothesize that predicted
confidence will affect the model’s sensitivity to faults. For a
fault to cause a Critical SDC (misclassification) on an input
that the model is very confident in is much harder than for an
image that the model has low confidence (it is easier to change
the TOP1 probability). To illustrate how the complexity of
an input affects the model’s confidence, we show two real
examples from the ImageNet validation set using the ViT
model. 9b shows examples from the High-confidence set,
where the ViT is 96% sure that a dog is in the image, and from
the Low-confidence set, where the ViT is not sure whether it
is an old car, an ambulance, or a fire truck, resulting in a
confidence of 0.1%.

3) FI Experiments: Our analysis’s final step ( c ) is the
model reliability evaluation with 1) beam experiments to
assess the effectiveness of our input selection method, and
2) SWFS to assess the complete dataset and cross-validate
our method. In this step, we perform beam experiments to
determine the failure rates of the different subsets (High-
/Low-confidence) we extracted in step b . In the last phase,
we perform SWFS across the entire dataset to reproduce the
impact of neutron-induced faults at the software level. This
allows us to obtain a general correlation between the critical
SDC rates and the confidence for all inputs. To ensure our fault
simulations reflect realistic hardware behavior, we derive our
fault model directly from beam experiments using a dedicated
microbenchmarking procedure.

4) Evaluated DNNs and Inputs: We evaluated 2 ViT
models from the HuggingFace library (v0.8.19) [36]: ViT-B-
224, denoted as ViT [37], and Swin-B-W7-224, denoted as

Swin [38]. ViT and Swin achieve accuracies of 84.50% and
85.20%, respectively. For the experiments, we used Python
and PyTorch v2.0.0 to load the ViT and perform inferences
on a batch of images from the ImageNet dataset [39].

We compare the proposed approach with the common
random input selection used in previous works [31], [33]. The
Random subsets were selected by setting two different random
seeds. The first is with seed = 0, denoted Rand Z, and the
second is with a large seed (seed = 29052001), denoted
Rand L. For the neutron beam experiments, we tested four
configurations for each model. We build batches of 32 images
for each subset: 1) Low-confidence input sets are built with
the 32 lowest confidence predictions; 2) High-confidence with
the 32 highest confidence predictions; 3) Inputs of random
batches are picked among the whole ImageNet validation set.
It is worth noting that the High-confidence and Low-confidence
sets include only correctly predicted inputs, as our goal is
to identify inputs that may be more or less vulnerable under
fault conditions. In contrast, the Random subsets include both
correctly and incorrectly predicted inputs, following common
practice in prior state-of-the-art DNN reliability studies [31],
[33]. This distinction does not affect our conclusions, since
a Critical SDC is defined as a fault-induced change in the
model’s TOP1 prediction relative to the fault-free execution,
rather than relative to the ground-truth label.

5) Physical FI at ChipIr: We performed physical FI at
the ChipIr facility of the Rutherford Appleton Laboratory,
UK [40]. This facility has been designed to perform neutron-
beam testing of electronic devices, providing an adequate test
bench needed for the experiments. It notably allows multiple
devices to be exposed simultaneously. ChipIR provides energy
ranges similar to those in the atmosphere, with a neutron flux
109× higher than terrestrial. On average, each configuration
received a fluence of 3.33× 1010 n/cm².

We performed neutron experiments on 3 NVIDIA RTX
A2000 GPUs with the Ampere architecture. RTX A2000 has
SECDED ECC to protect registers, caches, and GDDRs. We
conducted all tests with ECC enabled. Our beam experiments
focused only on GPU core errors (beam spot set to an
3.4cm× 3.0cm area to avoid affecting other components).
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Fig. 10. Critical SDC cross-sections and correlation between the confidence distribution and the average Critical SDC PVF%.

C. Software Fault Simulation

Our SWFS framework injects faults into the activations of
a selected ViT layer. Because simple models such as single-
bit flips are often unrealistic [20], we use fault models shown
to represent how low-level hardware faults propagate through
activation computations in large accelerators [41], [42].For
each injection, we modify the targeted layer’s activations by
applying a selected relative error to the entire batch, and we
repeat this over the full dataset to enable per-input correlations.
For a given tensor, we corrupt a row/line or a block by
multiplying each value by the chosen relative error.

We implement FI during model execution with a Python
script to measure fault impact over the full dataset for each
model. Injecting a single fault across all correctly predicted
ImageNet validation inputs takes about 2 hours on average,
which limits the campaign size. We target the Encoder Blocks
of the ViT and Swin architectures, sampling 100 random
faults and injecting them at three blocks of each ViT model
(first, middle, last). From SWFS, we compute the Program
Vulnerability Factor (PVF), i.e., the probability that a fault
propagates to the application output as an SDC [43]. Overall,
the campaign exceeded 1200 hours of computation.

D. Experimental Results

Beam Experiments: Fig.10a depicts the Critical SDC cross-
sections (y-axis) for the assessed configurations (model and
input subset) shown on the x-axis. For each configuration,
the cross-section is computed as the number of observed
Critical SDCs divided by the neutron fluence. This cross-
section shows the probability of a Critical SDC per circuit
area (the likelihood of a Critical SDC per area). Values are
reported with 95% confidence intervals [44].

The Low-confidence subsets are the most vulnerable config-
urations, and generate the highest Critical SDC cross-sections.
The average Critical SDC cross-section of Low-confidence
sets is 8.23× 10−10. Contrarily, random and High-confidence
configurations show an average Critical SDC cross-section
of 1.7 × 10−10. These results support our hypothesis, even
a small error that propagates through the DNN can change
the probability of the TOP1 class for inputs the model is
not confident in, leading to a Critical SDC. Note that High-
confidence set exhibits a similar Critical SDC rate to random
sets. For the Swin model, the Critical SDC cross-section
for the Random subsets is on average 1.45 × 10−10 and
1.87 × 10−10 for High-confidence subset. A similar result is

found for ViT, the Random subsets have an average cross-
section of 5.25× 10−11 and the High-confidence has a cross-
section of 1.54 × 10−10. This further confirms the idea that
selecting random inputs leads to cross-sections closer to an
optimistic result. Finally, in our beam experiments, including
initially misclassified inputs in the Random subsets did not
affect the measured Critical SDC cross-sections, as no fault-
induced changes in the TOP1 prediction were observed for
these inputs relative to their fault-free execution.
Software Fault Simulation: To complement the beam exper-
iments, we performed SWFS and focused on the occurrence
of Critical SDCs across different input confidence levels.
Figures 10b and 10c show the correlation between the input
confidence and Critical SDC rates. The x-axis represents the
input confidence values, from 0 to 1. We partition the full
confidence range into 100 equal-sized bins. The left y-axis
shows the frequency for each confidence bin across the dataset.
The right y-axis corresponds to the average critical SDC PVF
per confidence bin (i.e., the number of critical SDCs for a
given bin divided by the number of injected faults).

Similarly to our beam experiment results, on average, Swin
has shown to be more robust to critical faults, with lower
Critical SDC rates, 2.70% on average, compared to 4.47% for
ViT. The maximum Critical SDC rates are observed for the
lowest-confidence bin (0–0.01), reaching 52.41% for ViT and
50.43% for Swin. At the other extreme, Swin also achieves the
lowest Critical SDC rate, 0.60% for the 0.89–0.90 confidence
bin, compared to 1.53% for ViT in the 0.90–0.91 bin. Overall,
both DNNs show a strong inverse correlation between input
confidence and Critical SDC PVF%. As confidence rises, the
likelihood that a fault causes a misclassification drops sharply.
Discussion: In neutron beam experiments, Low-confidence
subsets result in 7.79× more Critical SDCs than Random
subsets on average, and can increase to 22.13× in the case
of ViT with Rand L configuration. Conversely, the High-
confidence subset only results in 2.19× more Critical SDCs
than Random subsets. These results demonstrate that random
input selection can severely underestimate DNN vulnerability.
SWFS corroborate these findings. The Low-confidence subsets
consistently show the highest Critical SDC rates, averaging
51.30% across models, compared to just 1.49% for High-
confidence. Swin shows the largest disparity, 0.52% for High-
confidence versus 51.75% for Low-confidence. Again, random
configurations resemble the High-confidence case, further con-
firming their optimistic bias.
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V. CONCLUSIONS

This work describes three approaches to understand the
fault vulnerabilities and reliability challenges of hardware
accelerators and software powering today’s AI systems.

First, it presents a comprehensive design space exploration
of reliability-performance trade-offs for Reconfigurable Sys-
tolic Array (RSA) CNN accelerators. In this regard, it presents
a reconfiguration strategy (RP) for layer-wise reconfiguration
of RSAs to balance reliability and performance during infer-
ence. It demonstrates that RP achieves 5.5% to 8.3% higher
reliability than the best-performing reconfiguration strategy
and 1.6× to 14.7× higher efficiency than the most reliable
reconfiguration strategy.

Furthermore, the experiments across several abstraction
levels indicate that each analysis level provides information
that can guide design refinements or the development of
fault-mitigation strategies. Although they examine the same
circuit, the different abstractions capture distinct aspects of
its structure and behavior, thereby offering complementary
insights.

Finally, the third analysis, based on neutron beam and
SWFS experiments, shows that model confidence strongly in-
fluences failure rates. Low-confidence inputs are significantly
more vulnerable to hardware faults than higher-confidence
inputs. This input-dependent sensitivity highlights the need for
systematic input analysis prior to reliability assessment.
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 A B S T R A C T

The emergence of Deep Neural Networks (DNNs) in mission- and safety-critical applications brings their reli-
ability to the front. High performance demands of DNNs require the use of specialized hardware accelerators. 
Systolic array architecture is widely used in DNN accelerators due to its parallelism and regular structure. 
This work presents a run-time reconfigurable systolic array architecture with three execution modes and four 
implementation options. All four implementations are evaluated in terms of resource utilization, throughput, 
and fault tolerance improvement. The proposed architecture is used for reliability enhancement of DNN 
inference on systolic array through heterogeneous mapping of different network layers to different execution 
modes. The approach is supported by a novel reliability assessment method based on fault propagation analysis. 
It is used for the exploration of the appropriate execution mode-layer mapping for DNN inference. The 
proposed architecture efficiently protects registers and MAC units of systolic array PEs from transient and 
permanent faults. The reconfigurability feature enables a speedup of up to 3×, depending on layer vulnerability. 
Furthermore, it requires 6× fewer resources compared to static redundancy and 2.5× fewer resources compared 
to the previously proposed solution for transient faults.

1. Introduction

Recent years have been marked by a tremendous increase in adop-
tion of Machine Learning (ML) algorithms, specifically Deep Neural 
Networks (DNNs), and their employment in mission- and safety-critical 
application domains, such as automotive, avionics, and space. The com-
putational complexity of DNN models requires the use of specialized 
hardware accelerators. Many DNN accelerators are based on systolic 
array architecture, including Google TPU [1], MIT Eyeriss [2], and 
Berkeley Gemmini [3]. However, as nanoelectronics used in hardware 
accelerators are prone to faults caused by radiation and aging, the 
concern about their reliability comes to the front [4].

Furthermore, with the current need for self-aware computing sys-
tems that can monitor their state and adapt to changing environments 
and operating conditions, an important property of hardware design is 
the ability to adjust or reconfigure to changing conditions for improved 
availability. To address those needs, we propose a run-time recon-
figurable systolic array architecture that tackles the balance between 
reliability and performance through different execution modes. As a tar-
get application, we consider the inference of DNNs. Since different DNN 
components have different vulnerability levels, they might benefit from 
heterogeneous mapping to different execution modes of the proposed 
systolic array. We also introduce a novel reliability assessment method 

I This article is part of a Special issue entitled: ‘DTTIS 2024’ published in Microprocessors and Microsystems.
∗ Corresponding author.
E-mail addresses: natalia.cherezova@taltech.ee (N. Cherezova), artur@testonica.com (A. Jutman), maksim.jenihhin@taltech.ee (M. Jenihhin).

for systolic arrays. It is used to determine the appropriate execution 
mode-layer mapping and consequently to validate the effectiveness of 
the proposed architecture.

The contributions of the paper are

• a systolic array architecture with three execution modes (FOR-
TALESA) for run-time reconfigurable redundancy and flexible 
reliability vs. performance trade-off;

• hardware implementation and evaluation of the proposed archi-
tecture;

• a novel reliability assessment method for DNN inference on a 
systolic array based on fault propagation analysis;

• a flexible DNN protection methodology balancing reliability and 
performance when executed on a systolic array.

For DNN protection, different network layers are mapped to ap-
propriate execution modes of the systolic array based on their vul-
nerability. The proposed reliability assessment method is used for the 
exploration of the execution mode–layer mapping.

The proposed architecture efficiently protects both sequential (reg-
isters) and combinational components of systolic array processing el-
ements. While the main objective is to address transient faults (soft 
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errors), the proposed architecture can handle permanent faults as well, 
allowing for graceful degradation. The reconfigurability feature of FOR-
TALESA enables a speedup of up to 3×, depending on layer vulnerabil-
ity, and requires 6× fewer resources compared to static redundancy and 
2.5× fewer resources than the previously proposed solution for transient 
faults.

The rest of the paper is organized the following way. Section 2 
gives an overview of related works. Section 3 presents the background 
on systolic array architecture. Section 4 introduces the architecture 
of the proposed reconfigurable systolic array. Section 5 explains the 
proposed reliability assessment method for systolic arrays based on 
fault propagation. Section 6 evaluates the effectiveness of the proposed 
methodology for DNN reliability, and Section 7 concludes the paper.

2. Related works

A reconfigurable redundancy approach is common in multicore 
processors, e.g., ARM’s Triple Core Lock-Step (TCLS) system [5] and 
RISC-V based multicore processing cluster with on-demand redundancy 
for efficient performance vs. reliability trade-off [6]. Such solutions 
allow the use of individual cores separately to run different tasks 
for high performance or as a group to run the same task for high 
reliability. Execution mode can be reconfigured during run-time, thus 
allowing the computing system to adapt to changing conditions and 
task requirements.

While there are several ways to ensure the reliability of DNN 
inference, the most common approaches imply redundancy, fault-aware 
training, and algorithm-based fault tolerance (ABFT). Redundancy indi-
cates replication of the components working in parallel (spatial redun-
dancy) or re-execution of the same operation (temporal redundancy). 
Since redundancy incurs high overhead, the goal is to find a trade-off 
between reliability and performance by identifying and protecting more 
vulnerable components. To tackle this challenge, prior works have 
proposed selective replication of the layers [7,8], of the channels within 
a layer [9], of the weights [10] or neurons [11]. Another common 
approach requires re-training of the DNN with the added faults to 
improve the resilience of the network. Fault-aware training was used 
to address faults in FPGAs [12], timing [13] and computational [14] 
errors in accelerators. ABFT methods consider certain features of the 
application for fault detection and correction. Proposed solutions in-
clude checksums [15,16], bounded activation functions [17], restricted 
output ranges [18] and quantile shifts [19], and AN codes [20].

Systolic arrays were first introduced in the 1980s [21] and recently 
became popular for accelerating DNNs. As the reliability of DNN ac-
celerators comes to the front, recent works have proposed methods 
for the assessment and enhancement of systolic arrays. [22] analyzed 
the effects of transient faults in the combinational logic of systolic 
arrays. [23] presented Saca-FI, a microarchitecture-level fault injection 
framework for systolic array-based CNN accelerators, for the analysis 
of transient faults in registers. Saca-FI is based on SCALE-Sim, a cycle-
accurate simulator for DNN inference on systolic arrays [24]. [25] 
proposed an RTL-level fault injection framework for the analysis of 
stuck-at faults within multiply and accumulate (MAC) units. [26] pre-
sented a fault injection framework that models systolic array dataflow 
using Uniform Recurrent Equations. Unlike previous works, the pro-
posed reliability assessment method is based on fault propagation 
analysis. Instead of injecting faults in the microarchitectural or RTL 
model of a systolic array, which is a very time-consuming task; errors 
are added directly to the DNN layer output using fault propagation 
analysis that allows to significantly speed up the fault injection process.

Reliability enhancement methods for systolic arrays, similarly to 
DNNs, include ABFT and network retraining. [27] presented a per-
manent fault correction technique by introducing a re-computing unit 
that recalculates the computations assigned to faulty processing ele-
ments. [28] addressed permanent faults through bypassing faulty units 
and assigning their computations to the redundant ones. Similarly, [29] 

used pruning of faulty processing elements for permanent fault cor-
rection. [30] proposed a fault-aware pruning plus retraining (FAP+T) 
technique to address manufacturing defects in the systolic array-based 
accelerators. It requires modification of the target DNN architecture 
through pruning and retraining to adapt it to a specific defect in the 
chip. [31] presented an ABFT technique for permanent fault detection 
in systolic arrays on FPGAs. Permanent faults in configuration memory 
are considered in that work. Another permanent fault detection ap-
proach assuming faults in registers and MAC units is presented in [32]. 
The approach is based on checksum calculations and was implemented 
on FPGA as well. [33] presented a fault tolerance solution for an 
FPGA-based systolic array accelerator. Faults in configuration memory 
affecting the systolic array datapath are detected using checksum values 
and corrected using dynamic partial reconfiguration of the FPGA. [34,
35] presented an ABFT methodology specifically developed for sparse 
systolic arrays, considering their unique characteristics. While most 
works address permanent faults, [36] proposed an ABFT method for 
detecting timing faults due to reduced voltage. Several works proposed 
test architectures for permanent and transition-delay fault detection in 
low-power accelerators based on systolic arrays [37,38]. Compared to 
the aforementioned works that mostly address detection of permanent 
faults, the proposed reconfigurable systolic array architecture addresses 
both permanent and transient faults, enables reliability-performance 
trade-off, provides fault correction in both fault-tolerant execution 
modes, and does not require retraining of a DNN for each particular 
chip.

Reconfigurable DNN accelerators based on a systolic array have 
been proposed before: to improve energy efficiency [39], to decrease 
inference latency [40] and power consumption [41], to boost trans-
former models performance [42]. In contrast to the previous works, the 
proposed reconfigurable systolic array architecture improves reliability 
of the DNN inference while balancing performance.

3. Background

3.1. Systolic array architecture

Systolic array has a regular structure consisting of an array of 
Processing Elements (PEs). Each PE consists of a Multiply-Accumulate 
(MAC) unit and registers to hold the intermediate values. Memory 
buffers for activations and weights are located at the top and left sides 
of the systolic array respectively. Commonly, weights are fed vertically 
from top to bottom, thus each column is assigned to one output chan-
nel, and activations (inputs) are fed from left to right, hence each row 
processes values from the same sliding windows. Dataflow type defines 
the internal structure of PEs and the movement of data through the 
array. Dataflow types include weight-stationary (WS), input-stationary 
(IS), and output-stationary (OS) [43].

In the weight-stationary dataflow, the weight matrix is first pre-
loaded into a systolic array by loading one row per cycle, then the 
input matrix propagates through the array from left to right. The 
outputs (results of MAC operation) propagate from top to bottom. In 
this scenario, weights are stationary and are kept in the systolic array 
during matrix multiplication execution. This dataflow maximizes the 
reuse of the weights.

In the input-stationary dataflow, activations are pre-loaded in the 
systolic array similarly to WS and kept in the systolic array during the 
matrix multiplication process. The data movement and structure of the 
systolic array are similar to WS dataflow.

In the output-stationary dataflow, outputs are kept in the PEs of the 
systolic array, while weights and activations are streaming through the 
systolic array. Weights are streaming from top to bottom, and activa-
tions (inputs) are streaming from left to right. Outputs are accumulated 
inside PEs. This dataflow type does not need a pre-loading stage.

An output-stationary systolic array is considered for this work. 
It is commonly used and allows high inputs and outputs reuse [44,45] 
and, on average, has higher performance [40]. Previous works have 
shown that it is more fault-tolerant [46].
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3.2. Convolution on systolic array

The convolution operation is mapped to the systolic array by trans-
forming it to matrix multiplication using im2col algorithm [47]. An 
input tensor is transformed into a (𝐻𝑜𝑢𝑡 ⋅𝑊𝑜𝑢𝑡) × (𝐻𝑘 ⋅𝑊𝑘 ⋅ 𝐶𝑜𝑢𝑡) matrix 
and weights are transformed into a (𝐻𝑘 ⋅𝑊𝑘 ⋅ 𝐶𝑖𝑛) × 𝐶𝑜𝑢𝑡 matrix, where 
𝐻𝑜𝑢𝑡 and 𝑊𝑜𝑢𝑡 are the height and width of the output tensor, 𝐻𝑘 and 
𝑊𝑘 are the height and width of a kernel, 𝐶𝑖𝑛 and 𝐶𝑜𝑢𝑡 are the number of 
channels in the input and output tensor correspondingly. When inputs 
and weights are represented this way, each column of the output-
stationary systolic array calculates values for one output channel, and 
each row calculates values of the same pixel across all output channels.

If the input matrices exceed the size of the systolic array, matrix 
multiplication is performed in tiles corresponding to the size of the 
systolic array grid.

The latency 𝐿 of a matrix multiplication on a systolic array is 
calculated as 
𝐿𝑆𝐴 = 𝑀 +𝑁 − 1 +𝑁 − 1 = 𝑀 + 2𝑁 − 2 , (1)

where 𝑁 ×𝑁 is the size of the systolic array and 𝑁 ×𝑀 is the size of 
the matrices [24].

The number of tiles in each matrix is calculated as
𝑇𝑎 =

⌈ 𝑃
𝑁

⌉
, (2)

𝑇𝑤 =
⌈𝐾
𝑁

⌉
, (3)

where 𝑇𝑎 and 𝑇𝑤 are the number of tiles in activations and weights 
correspondingly, 𝑃  is the size of the reshaped activations, and 𝐾 is the 
number of output channels and the size of the weights matrix. The total 
number of steps needed to calculate the output equals 𝑆 = 𝑇𝑎 ⋅ 𝑇𝑤, 
and the total latency of matrix multiplication on the systolic array is 
therefore 
𝐿𝑡𝑜𝑡𝑎𝑙 = 𝑆 ⋅ 𝐿𝑆𝐴 =

⌈ 𝑃
𝑁

⌉
⋅
⌈𝐾
𝑁

⌉
⋅ (𝑀 + 2𝑁 − 2). (4)

4. Fault-tolerant reconfigurable systolic array

We propose FORTALESA, a systolic array with reconfigurable re-
dundancy that provides flexible reliability–performance trade-off for 
critical tasks requiring fault tolerance and non-critical ones that benefit 
from increased parallelism.

The proposed architecture supports three execution modes:

• no redundancy for increased performance;
• dual-redundancy grouping (DRG) for reliability–performance
trade-off;

• triple-redundancy grouping (TRG) for full protection.
The selected execution mode is configured through a control signal 
that controls multiplexers. The control signal comes from the host 
processor based on the task requirement. Since different layers of 
DNNs have different vulnerability, it is possible to execute different 
layers in different modes, thus achieving an efficient trade-off between 
performance and reliability.

The proposed architecture addresses faults in registers and arith-
metic units of systolic array PEs, since they lead to silent data corrup-
tion without indication of an error, unlike faults in control logic that 
usually result in functional interrupts that signal that there was a fault 
and require a reset.

DRG execution mode. In the DRG execution mode, two neighbor-
ing PEs form a group (Fig.  1). They receive the same inputs, one of 
them acts as the main PE, the other as a shadow. Main PE compares 
two partial sums (OREG) and adjusts its partial sum value without 
re-execution using one of the possible fault correction techniques: (a) 
averaging of two values (DRGA) or (b) setting faulty bits to zero 
(DRG0). While dual redundancy does not enable full protection, these 

Fig. 1. Arrangement of the systolic array in the dual-redundancy grouping 
execution mode (DRGA or DRG0).

correction techniques decrease the effect of the fault on the output 
values, thus enabling a reliability–performance trade-off. The choice of 
the fault correction technique is a design-time parameter that defines 
two implementation options for the DRG execution mode.

Additional connections are introduced to support redundant exe-
cution modes. To ensure that faulty IREG or WREG values do not 
propagate through the array, each PE passes the activation to the next 
PE of the same type, skipping one in between. While faults in buffers 
and interconnects are not in the focus of this work, such interleaved 
connections can help protect against those faults as well. During the 
fault-tolerant execution modes, there are two copies of input data 
traversing through the systolic array. The shadow PE also passes the 
value of the OREG (partial sum) to the main PE for comparison. 
Main PE has additional functionality for fault correction that works in 
parallel with the MAC unit. Since the updated partial sum is available 
on the next clock cycle, the latency of the systolic array working in 
DRG execution mode equals the latency of the 𝑁 ×𝑁∕2 systolic array 
plus 1: 

𝐿𝑑𝑟𝑔
𝑆𝐴 = 𝑀 +𝑁 − 1 + 𝑁

2
− 1 + 1 = 𝑀 + 3𝑁

2
− 1 . (5)

The total latency is then 

𝐿𝑑𝑟𝑔
𝑡𝑜𝑡𝑎𝑙 =

⌈ 𝑃
𝑁

⌉
⋅
⌈2𝐾
𝑁

⌉
⋅
(
𝑀 + 3𝑁

2
− 1

)
. (6)

Since in the redundancy execution modes, several PEs calculate the 
same values, the term effective size of the systolic array is introduced. 
It defines the number of groups calculating unique values and the size 
of the output matrix. The effective size of the systolic array in the DRG 
execution mode is 𝑁 × 𝑁

2 .
TRG execution mode. For the TRG execution mode, two implemen-

tations are possible: with groups of three or four PEs. The implementa-
tion option with groups of three PEs (TRG3) is shown in Fig.  2 and the 
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Fig. 2. Arrangement of the systolic array in the triple-redundancy grouping 
execution mode, implementation option with groups of three PEs (TRG3).

Fig. 3. Arrangement of the systolic array in the triple-redundancy grouping 
execution mode, implementation option with groups of four PEs (TRG4).

Table 1
Execution modes (run-time) and implementation options (design-time).
 Execution mode Implementation options Effective size 
 Performance (PM) Baseline SA 𝑁 ×𝑁  
 DRG DRGA 𝑁

2
×𝑁  

 DRG0  
 TRG TRG3 2𝑁

3
× 𝑁

2
 

 TRG4 𝑁
2
× 𝑁

2
 

implementation option with groups of four PEs (TRG4) in Fig.  3. The 
group size is the design-time parameter.

In the TRG3 implementation, the voter in the main PE works in 
parallel with the MAC unit. In the TRG4 implementation, the MAC unit 
in the main PE is not used in the TRG execution mode, the main PE only 
compares the partial sums calculated by three shadow PEs.

The effective size of the systolic array, i.e., the size of the output 
matrix, for TRG3 implementation is 2𝑁3 × 𝑁

2 . The effective sizes of the 
matrices that can be multiplied are 2𝑁3 ×𝑀 and 𝑀 × 𝑁

2 . The latency of 
the TRG3 implementation is 

𝐿𝑡𝑟𝑔3
𝑆𝐴 = 𝑀 + 2𝑁

3
− 1 + 𝑁

2
− 1 + 1 = 𝑀 + 7𝑁

6
− 1 . (7)

The total latency then 

𝐿𝑡𝑟𝑔3
𝑡𝑜𝑡𝑎𝑙 =

⌈ 3𝑃
2𝑁

⌉
⋅
⌈2𝐾
𝑁

⌉
⋅
(
𝑀 + 7𝑁

6
− 1

)
. (8)

The effective size of the systolic array for the TRG4 implementation 
is 𝑁

2 × 𝑁
2 . The effective sizes of the matrices that can be multiplied 

are 𝑁2 × 𝑀 and 𝑀 × 𝑁
2 . The latency of the TRG4 implementation is, 

therefore, 

𝐿𝑡𝑟𝑔4
𝑆𝐴 = 𝑀 + 𝑁

2
− 1 + 𝑁

2
− 1 + 1 = 𝑀 +𝑁 − 1 . (9)

The total latency then 

𝐿𝑡𝑟𝑔4
𝑡𝑜𝑡𝑎𝑙 =

⌈ 2𝑃
𝑁

⌉
⋅
⌈ 2𝐾
𝑁

⌉
⋅ (𝑀 +𝑁 − 1). (10)

Since both execution modes have design-time parameters, four im-
plementation options are possible: PM-DRG0-TRG3, PM-DRG0-TRG4, 
PM-DRGA-TRG3, and PM-DRGA-TRG4. Their efficiency is evaluated in 
Section 6. The overview of the execution modes and implementation 
options is given in Table  1.

The architecture of FORTALESA is based on the output-stationary 
dataflow; however, other dataflows can be used to build reconfig-
urable systolic arrays following FORTALESA methodology. Processing 
elements can be grouped in a similar way, with similar interleaved 
connections. During the pre-loading stage, PEs from one group should 
receive the same input or weight. The faults would be corrected by 
applying a selected correction technique to the output value.

5. Reliability assessment method for systolic arrays

This section presents the proposed reliability assessment method for 
systolic arrays. The proposed reliability assessment method combines 
fault injection with fault propagation analysis. Instead of modeling 
a systolic array on the microarchitecture level and performing time-
consuming cycle-accurate simulations, fault propagation analysis is 
used to calculate the resulting error in the layer output. This allows 
to noticeable speed up the reliability assessment of DNN inference 
on a systolic array. The method allows to analyze both transient and 
permanent faults in the OS systolic arrays.
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Fig. 4. Error patterns in the output tensor: (a) single point, (b) line, (c) bullet.

Table 2
Transient fault parameters.
 Symbol Description  
 𝑓𝑡𝑦𝑝𝑒 Type of fault (IREG, WREG, OREG, MULT) 
 𝑡𝑠 Cycle of a systolic array execution  
 𝑡𝑤 Weight tile  
 𝑡𝑎 Activation tile  
 𝑝𝑟𝑜𝑤 Row of the PE  
 𝑝𝑐𝑜𝑙 Column of the PE  
 𝛽𝑓 Bit index  

5.1. Fault propagation in systolic arrays

Considering the structure of a single processing element, faults can 
occur in registers holding intermediate values or in a multiplier. Con-
sidering the regular structure of a systolic array and data movement, 
faults in different components produce different error patterns in the 
output tensor. Fig.  4 presents the possible patterns for the convolu-
tion operation on the output-stationary systolic array. Fault patterns 
are derived analytically and experimentally following examples from 
previous works for similar cases [31,48]. A bit flip in a weight register 
(WREG) results in the propagation of faulty weight through the whole 
column affecting several output values in one channel. This ends up 
in the line pattern. A bit flip in an input register (IREG) results in the 
propagation of faulty activation through the whole row affecting one 
value in several output channels. This ends up in the bullet pattern. A bit 
flip in the multiplier or an output register keeping partial sum (OREG) 
affects one value in one output channel, resulting in a point pattern.

5.2. Fault propagation analysis for transient faults

Transient faults in registers and MAC units are considered for the 
analysis. Each fault is defined by seven parameters given in Table  2.

An output of the convolutional layer can be expressed as 

𝑦(𝑢,𝑣) =
𝐶𝑖𝑛∑
𝑐

𝐻𝑘∑
𝑖

𝑊𝑘∑
𝑗
𝑤(𝑐,𝑖,𝑗) ⋅ 𝑥(𝑐,𝑢+𝑖,𝑣+𝑗) + 𝑏 , (11)

where 𝑦(𝑢,𝑣) is the output value with index (𝑢, 𝑣), 𝐶𝑖𝑛 is the number of 
input channels, 𝐻𝑘 and 𝑊𝑘 are the height and width of a kernel, 𝑤(𝑐,𝑖,𝑗)
is an individual weight, 𝑥(𝑐,𝑢+𝑖,𝑣+𝑗) is an activation (input), and 𝑏 is a 
bias.

A bit flip in an input can be expressed as an addition of the error 
term 𝜀 to this input. The error term for a signed integer is expressed as 

𝜀 = 2𝛽𝑓 ⋅ 𝛾 , (12)

where 𝛽𝑓  is the index of a faulty bit and 𝛾 is a sign coefficient, which 
is derived by the following equation 

𝛾 =

⎧
⎪⎪⎨⎪⎪⎩

−1 if 𝑥
(𝛽𝑓 )
𝑓 = 1 ∧ 𝛽𝑓 ≠ 𝛽𝑠𝑖𝑔𝑛

1 if 𝑥
(𝛽𝑓 )
𝑓 = 1 ∧ 𝛽𝑓 = 𝛽𝑠𝑖𝑔𝑛

−1 if 𝑥
(𝛽𝑓 )
𝑓 = 0 ∧ 𝛽𝑓 = 𝛽𝑠𝑖𝑔𝑛

1 if 𝑥
(𝛽𝑓 )
𝑓 = 0 ∧ 𝛽𝑓 ≠ 𝛽𝑠𝑖𝑔𝑛

(13)

where 𝑥(𝛽𝑓 )𝑓  is the faulty bit of the affected input and 𝛽𝑠𝑖𝑔𝑛 is the index 
of a sign bit.

A fault in a multiplier or register holding activation, weight, or 
partial sum results in an addition of an error 𝑒 to an output of the 
convolutional layer. This error 𝑒 depends on the error term 𝜀 added 
to the faulty value and can be calculated for each type of fault from 
parameters given in Table  2.

Fault in the input register of a systolic array. If the fault happens 
in the input register, it corrupts an activation, then an error added to 
the output of the convolutional layer equals 
𝑒𝑖𝑟𝑒𝑔 = 𝑤(𝑐𝑓 ,𝑖𝑓 ,𝑗𝑓 ) ⋅ 𝜀 , (14)

where 𝑤(𝑐𝑓 ,𝑖𝑓 ,𝑗𝑓 ) is the weight multiplied with the faulty activation. This 
weight is found by its position (𝑐𝑓 , 𝑖𝑓 , 𝑗𝑓 ):

𝑐𝑓 =
⌈
𝑡𝑠 − 𝑝𝑐𝑜𝑙 − 𝑝𝑟𝑜𝑤

𝐻𝑘 ⋅𝑊𝑘

⌉
(15)

𝑘𝑓 = (𝑡𝑠 − 𝑝𝑐𝑜𝑙 − 𝑝𝑟𝑜𝑤) mod (𝐻𝑘 ⋅𝑊𝑘) (16)

𝑖𝑓 =
⌊ 𝑘𝑓
𝑊𝑘

⌋
(17)

𝑗𝑓 = 𝑘𝑓 mod 𝑊𝑘 (18)

where 𝑡𝑠 is the targeted cycle of a systolic array execution, 𝑝𝑟𝑜𝑤 and 𝑝𝑐𝑜𝑙
are the position of the targeted PE.

Fault results in the bullet error pattern. Therefore, the following 
parameters define affected output values: output channels 𝑐𝑜𝑢𝑡,𝑓  and 
position in the feature map (𝑢𝑓 , 𝑣𝑓 ). Affected output channels are 
calculated as follows:
𝑐𝑜𝑢𝑡,𝑓 =

[
𝑐𝑠𝑡𝑎𝑟𝑡𝑜𝑢𝑡,𝑓 , 𝑐

𝑒𝑛𝑑
𝑜𝑢𝑡,𝑓

]
(19)

𝑐𝑠𝑡𝑎𝑟𝑡𝑜𝑢𝑡,𝑓 = (𝑡𝑤 − 1) ⋅𝑁 + 𝑝𝑐𝑜𝑙 + 1 (20)

𝑐𝑒𝑛𝑑𝑜𝑢𝑡,𝑓 =
{
𝑡𝑤 ⋅𝑁 if 𝐶𝑜𝑢𝑡 ⩾ 𝑡𝑤 ⋅𝑁
𝐶𝑜𝑢𝑡 if 𝐶𝑜𝑢𝑡 < 𝑡𝑤 ⋅𝑁

(21)

where 𝑐𝑜𝑢𝑡,𝑓  is a range of affected output channels, starting with 𝑐𝑠𝑡𝑎𝑟𝑡𝑜𝑢𝑡,𝑓
and ending with 𝑐𝑒𝑛𝑑𝑜𝑢𝑡,𝑓 , 𝑡𝑤 is the targeted weight tile, 𝑝𝑟𝑜𝑤 is the row of 
the targeted PE, and 𝐶𝑜𝑢𝑡 is the total number of output channels.

The position (𝑢𝑓 , 𝑣𝑓 ) is found in the following way:

□𝑓 = (𝑡𝑎 − 1) ⋅𝑁 + 𝑝𝑟𝑜𝑤 (22)

𝑢𝑓 =
⌊ □𝑓

𝑊𝑜𝑢𝑡

⌋
(23)

𝑣𝑓 = □𝑓 mod 𝑊𝑜𝑢𝑡 (24)

where □𝑓  is the affected sliding window and 𝑊𝑜𝑢𝑡 is the width of the 
output feature map.

An error 𝑒𝑖𝑟𝑒𝑔 calculated using Eq. (14) is added to the affected 
output values.

Fault in the weight register of a systolic array. An error added 
to the output of the convolutional layer in this case equals 
𝑒𝑤𝑟𝑒𝑔 = 𝑥(𝑐𝑓 ,𝑖𝑓 ,𝑗𝑓 ) ⋅ 𝜀 . (25)

The sign of the 𝜀 is defined by the affected weight following Eq. (13).
Fault in the weight register results in the line error pattern, there-

fore, the following parameters define affected output values: output 
channel 𝑐𝑜𝑢𝑡,𝑓  and a range of positions starting with (𝑢𝑠𝑡𝑎𝑟𝑡𝑓 , 𝑣𝑠𝑡𝑎𝑟𝑡𝑓 ) and 
ending with (𝑢𝑒𝑛𝑑𝑓 , 𝑣𝑒𝑛𝑑𝑓 ). The affected output channel is calculated as 
follows: 
𝑐𝑜𝑢𝑡,𝑓 = (𝑡𝑤 − 1) ⋅𝑁 + 𝑝𝑐𝑜𝑙 . (26)

Positions are calculated from the affected sliding windows following 
Eqs. (23) and (24):
□𝑠𝑡𝑎𝑟𝑡

𝑓 = (𝑡𝑎 − 1) ⋅𝑁 + 𝑝𝑟𝑜𝑤 (27)

□𝑒𝑛𝑑
𝑓 =

{
𝑡𝑎 ⋅𝑁 if 𝑊𝑜𝑢𝑡 ⋅𝐻𝑜𝑢𝑡 ⩾ 𝑡𝑎 ⋅𝑁

𝑊𝑜𝑢𝑡 ⋅𝐻𝑜𝑢𝑡 if 𝑊𝑜𝑢𝑡 ⋅𝐻𝑜𝑢𝑡 < 𝑡𝑎 ⋅𝑁
(28)
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Table 3
Permanent fault parameters.
 Symbol Description  
 𝑓𝑡𝑦𝑝𝑒 Type of fault (IREG, WREG, OREG, MULT) 
 𝑝𝑟𝑜𝑤 Row of the PE  
 𝑝𝑐𝑜𝑙 Column of the PE  
 𝛽𝑓 Bit index  

Faults in the output register and the multiplier. Since those 
faults result in a single point error pattern, an error added to the output 
equals 

𝑒𝑜𝑟𝑒𝑔 = 𝑒𝑚𝑢𝑙𝑡 = 2𝛽𝑓 . (29)

The output channel 𝑐𝑜𝑢𝑡,𝑓  is found using Eq. (26), and the position 
is found using Eqs. (23) and (24).

5.3. Fault propagation analysis for permanent faults

Permanent faults are present during the whole execution and there-
fore defined by four parameters given in Table  3.

Permanent faults result in several error patterns, one for each step. 
Therefore, the affected output values are defined by sets of parameters. 
E.g., in case of permanent faults in the input registers, the affected 
output values are defined by a set of output channels 
{
(𝑐𝑠𝑡𝑎𝑟𝑡𝑜𝑢𝑡,𝑓 , 𝑐

𝑒𝑛𝑑
𝑜𝑢𝑡,𝑓 )𝑖 | 𝑖 ∈ {1,… , 𝑇𝑤}

}
(30)

and a set of positions 
{
(𝑢𝑓 , 𝑣𝑓 )𝑖 | 𝑖 ∈ {1,… , 𝑇𝑎}

}
. (31)

A set of output channels is found by substituting 𝑡𝑤 with an iterator 
in Eqs. (20) and (21):

𝑐𝑠𝑡𝑎𝑟𝑡𝑜𝑢𝑡,𝑓 (𝑖) = (𝑖 − 1) ⋅𝑁 + 𝑝𝑐𝑜𝑙 + 1 ∀ 𝑖 ∈ {1,… , 𝑇𝑤} (32)

𝑐𝑒𝑛𝑑𝑜𝑢𝑡,𝑓 (𝑖) =
{
𝑖 ⋅𝑁 if 𝐶𝑜𝑢𝑡 ⩾ 𝑖 ⋅𝑁
𝐶𝑜𝑢𝑡 if 𝐶𝑜𝑢𝑡 < 𝑖 ⋅𝑁

∀ 𝑖 ∈ {1,… , 𝑇𝑤} (33)

which gives a pair (𝑐𝑠𝑡𝑎𝑟𝑡𝑜𝑢𝑡,𝑓 , 𝑐
𝑒𝑛𝑑
𝑜𝑢𝑡,𝑓 ) for every weight tile.

A set of positions is found by substituting 𝑡𝑎 with an iterator in Eq. 
(22) for the affected sliding windows and then using Eqs. (23) and (24) 
to calculate position from the sliding window:

□𝑓 (𝑖) = (𝑖 − 1) ⋅𝑁 + 𝑝𝑟𝑜𝑤 ∀ 𝑖 ∈ {1,… , 𝑇𝑎} (34)

𝑢𝑓 (𝑖) =
⌊□𝑓 (𝑖)

𝑊𝑜𝑢𝑡

⌋
(35)

𝑣𝑓 (𝑖) = □𝑓 (𝑖) mod 𝑊𝑜𝑢𝑡 (36)

which gives a position for every input tile. This way, every bullet 
pattern is characterized by a Cartesian product of those two sets.

An error added to the output for each bullet pattern is the cumula-
tive value 

𝑒𝑝𝑖𝑟𝑒𝑔 =
𝐶𝑖𝑛∑
𝑐

𝐻𝑘∑
𝑖

𝑊𝑘∑
𝑗
𝑤(𝑐,𝑖,𝑗) ⋅ 𝜀(𝑐,𝑢𝑓+𝑖,𝑣𝑓+𝑗) (37)

where 𝜀(𝑐,𝑢𝑓+𝑖,𝑣𝑓+𝑗) is the error term added to input 𝑥(𝑐,𝑢𝑓+𝑖,𝑣𝑓+𝑗). Since 
permanent faults are modeled as stuck-at-0 or stuck-at-1 faults, an error 
term is expressed as 

𝜀 =
⎧
⎪⎨⎪⎩

2𝛽𝑓 ⋅ 𝛾 if 𝑥
(𝛽𝑓 )
𝑓 ≠ 𝑠

0 if 𝑥
(𝛽𝑓 )
𝑓 = 𝑠

(38)

where 𝑠 is the stuck-at state (0 or 1).

Fig. 5. Workflow of the fault injection process.

Table 4
Comparison of fault injection methods.
 Work Fault model Output Dataflow Runtime 
 Saca-FI Transient and permanent faults in 

registers
AVF WS, IS, OS 47 s  

 Ours Transient and permanent faults in 
registers and multipliers

AVF OSa 0.0028 s 

a The proposed method can be easily extended to other dataflows as well.

5.4. Implementation

The workflow of the proposed reliability assessment method com-
bining fault injection with fault propagation analysis is presented in 
Fig.  5. Pytorch is used to run the inference of the network, leveraging 
GPU speed up. The fault injection module takes the output of the 
targeted layer and modifies only affected output values according 
to the aforementioned formulas. The simulation then continues with 
the erroneous values. The implementation of the proposed reliability 
assessment method will be made open-source.

6. Evaluation

6.1. Efficiency of reliability assessment method

The proposed reliability assessment method for systolic arrays is 
compared with the representative fault injection framework that mod-
els systolic array microarchitecture, Saca-FI [23]. While previous works 
rely on a cycle-accurate simulation of systolic array, which is a very 
time-consuming task, the proposed method is based on fault propaga-
tion analysis. Table  4 presents the comparison of two fault injection 
methods. Runtime denotes the processing time of one input with fault 
injection. For runtime comparison, the selected model is VGG-16 eval-
uated on the ILSVRC-2012 dataset, systolic array size is 256 × 256, 
fault is injected in the first convolutional layer. Both methods give AVF 
(Architecture Vulnerability Factor) as an output, the probability that a 
fault in the hardware structure causes an application output error [49]. 
While the functionality of the methods is similar, the proposed method 
is several orders of magnitude faster than the microarchitecture-level 
fault injection.

6.2. FORTALESA hardware implementation parameters

The proposed architecture of the systolic array is described in 
SystemVerilog and synthesized using Cadence Genus 2021 and 45 nm 
Nangate PDK. A comparison of the baseline systolic array without 
reconfiguration ability and four implementation options of FORTALESA 
is presented in Tables  5 and 6. Two sizes of the systolic array were 
selected: 48 × 48 and 132 × 132 to demonstrate the scalability of 
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Fig. 6. Layer-wise reliability assessment of AlexNet considering transient faults.

Fig. 7. Layer-wise reliability assessment of VGG-11 considering transient faults.

Table 5
Hardware implementation parameters for 48 × 48 systolic array.
 Implementations Area, mm2 Power, W Max frequency, MHz 
 Baseline SA 1.726 0.158 402  
 PM-DRG0-TRG3 1.937 0.177 357  
 PM-DRG0-TRG4 1.929 0.176 372  
 PM-DRGA-TRG3 2.129 0.193 303  
 PM-DRGA-TRG4 2.091 0.190 302  

the design. Input and weight registers are 8-bit long, and the output 
register is 32-bit long. Due to the regular structure of the proposed 
architecture, the designs scale almost linearly proportionate to the in-
crease in the number of processing elements. All implementations intro-
duce around 5% overhead due to additional interconnects and MUXes, 
around 6%–7% due to correction mechanisms for DRG0 versions, and 
around 17%–18% for DRGA versions.

It can be noticed that frequency might drop considerably for the 
implementations with the averaging correction scheme for the DRG 
execution mode (DRGA). Critical path of these implementation variants 
includes an additional adder in the main PEs, thus increasing the 
datapath and lowering the frequency.

6.3. Reliability analysis

Experimental setup. Three common CNN models were used for 
reliability evaluation, including AlexNet, trained on the CIFAR-10 

Table 6
Hardware implementation parameters for 132 × 132 systolic array.
 Implementations Area, mm2 Power, W Max frequency, MHz 
 Baseline SA 12.533 3.625 285  
 PM-DRG0-TRG3 14.243 4.053 252  
 PM-DRG0-TRG4 14.284 4.029 249  
 PM-DRGA-TRG3 15.826 4.552 230  
 PM-DRGA-TRG4 15.605 4.489 262  

dataset, and VGG-11 and ResNet-18, trained on the ILSVRC-2012 
dataset. Models and datasets were selected to represent different net-
work scales. For the fault injection experiments, networks were quan-
tized to an 8-bit integer format. Experiments were performed on 
NVIDIA GeForce RTX 3090 24G GPU.

Architectural vulnerability factor (AVF) was used as a reliability 
measure. AVF is the probability that a fault in the hardware structure 
causes an application output error [49]. Since the output of the selected 
models is the probability score of each class, the following output errors 
of the DNNs were considered [23]:

• Top1-class: the top-ranked class is different from the golden run.
• Top1-acc: the probability score of the top-ranked class is different. 
The top-ranked class may be different. Top1-acc includes the 
Top1-class errors.

• Top5-class: at least one class in the top-5 is different, including 
different order of the top-5 classes.
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Fig. 8. Layer-wise reliability assessment of ResNet-18 considering transient faults.

• Top5-acc: the probability score of at least one class in the top-5 
is different. The top-5 classes may be different. Top5-acc includes 
Top1-class, Top1-acc and Top5-class errors.

For transient fault analysis, layer-wise statistical fault injection was 
done following the equation introduced in [50] to achieve 95% confi-
dence and 5% error margin. For each fault injection, fault parameters 
(Table  2) were set randomly and a test dataset of 10.000 inputs was fed 
to the network. Faults were injected in each convolution layer using the 
proposed methodology (Section 5). For the TRG execution mode, it is 
assumed that all faults are corrected, and there are no output errors. 
Fully connected layers were not considered for fault injection as they 
occupy only one row of the systolic array and their vulnerability factor, 
therefore, is very low [23].

Experimental results. Figs.  6, 7, and 8 show AVF values of each 
layer for selected networks considering different execution modes and 
configurations of the 48 × 48 systolic array and transient faults. For 
ResNet-18, only DRGA is considered since DRG0 correction scheme was 
not very efficient for this model.

Results show the varying vulnerability of different layers and the 
masking effect of DRG execution mode implementations. It can be seen 
that the DRG execution mode decreases the vulnerability of certain 
layers almost twice. Those results can be used to decide how to assign 
different layers of DNNs to different execution modes of the systolic 
array.

Fig.  9 shows AVF values for the reliability assessment of permanent 
faults for AlexNet. The analysis is done for stuck-at-1 faults since they 
are proven to be more critical [23]. Unlike transient faults, analysis 
is done for the whole network (all convolutional layers) as permanent 
faults persist throughout the network execution.

Fig. 9. Reliability assessment of AlexNet considering permanent faults (stuck-
at-1).

6.4. Performance vs. reliability trade-off

A flexible performance vs. reliability trade-off can be achieved by 
executing different layers of the DNN using different modes of the 
reconfigurable systolic array. Figs.  10, 11 and 12 plot reliability versus 
execution latency of the networks and energy consumption for all the 
possible combinations of modes. Latency is normalized to the execution 
of the network using performance mode for every layer (no fault 
tolerance). Energy is given in milliwatt-hour (mWh). For reliability, 
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Fig. 10. Reliability vs. latency and energy for AlexNet. (For interpretation of 
the references to color in this figure legend, the reader is referred to the web 
version of this article.)

Fig. 11. Reliability vs. latency and energy for VGG-11. (For interpretation of 
the references to color in this figure legend, the reader is referred to the web 
version of this article.)

Top1-class errors are considered. The Pareto front is marked with red 
color. Four implementations of FORTALESA are considered for each 
network since different implementations of DRG execution mode give 
slightly different reliability results, and different implementations of 
TRG execution mode affect the latency.

The left-most point of the Pareto front denotes the configuration 
where all layers are executed using performance mode. The execution 
latency is small, but there is no fault tolerance. The right-most point 

Fig. 12. Reliability vs. latency and energy for ResNet-18. (For interpretation 
of the references to color in this figure legend, the reader is referred to the 
web version of this article.)

Fig. 13. Comparison of FORTALESA implementation options considering reli-
ability for AlexNet.

denotes the configuration where all layers are executed using TRG 
mode. The execution latency is high, but all faults are corrected. 
The points in between denote configurations with a combination of 
execution modes, including DRG mode. The figures show that DRG 
execution mode allows for a flexible reliability–performance trade-off.

To compare different implementations of FORTALESA, the AVF of 
the Pareto front points was plotted against a product of latency, power, 
area, and delay (Figs.  13 and 14). It can be seen that while systolic 
arrays with the TRG4 implementation have smaller area and power, 
and higher frequency parameters, taking execution latency into con-
sideration version with the TRG3 implementation shows better overall 
results.

These figures present a design space exploration with the high-
lighted Pareto front, allowing designers to select a trade-off that fits 
the needs and requirements of their system.

6.5. Comparison with static redundancy

The comparison of the proposed run-time reconfigurable systolic 
array architecture with the static TMR approaches is presented in Fig. 
15. A power-area product is plotted against the maximum possible 
throughput of the architecture (since the throughput of FORTALESA de-
pends on the execution mode). Throughput is calculated as the number 
of MAC operations performed by the systolic array in one clock cycle 
multiplied by the frequency. Different cases are considered for static 
TMR: triplication of registers only, triplication of registers and MAC 
units, and triplication of the whole array. As well as different sizes: 
48 × 48 and 24 × 32 as this is the efficient size of the 48 × 48 systolic ar-
ray operating in a TRG execution mode (TRG3 implementation option). 
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Fig. 14. Comparison of FORTALESA implementation options considering reli-
ability for VGG-11.

Fig. 15. Comparison of FORTALESA implementation options with static TMR 
and selective ECC [23].

As can be seen from the figure, the 24 × 32 systolic array with static 
TMR has a lower power-area product than the proposed architecture 
but has a fixed low throughput. On the other hand, the 48 × 48 systolic 
array with static TMR has high throughput, but the power-area product 
is significantly higher than the proposed architecture. FORTALESA, on 
average, requires 6× fewer resources than static TMR.

The proposed architecture is also compared with the selective ECC 
proposed in [23]. While it protects only selected registers, it requires, 
on average, 2.5× more resources than FORTALESA, which protects all 
registers and MAC units.

6.6. Comparison with the state-of-the-art

The comparison of the proposed architecture with other methods to 
enhance fault tolerance of systolic arrays is presented in Table  7. The 
proposed architecture provides a comprehensive solution that protects 
both registers and MAC units in the PEs, and since it utilizes a form 
of spatial redundancy, it covers both transient and permanent faults. 
Faults are corrected in both fault-tolerant modes without interrupting 
inference execution for recovery. Additionally, the proposed architec-
ture provides support for reconfigurability, addressing the dynamic 
requirements of AI applications.

7. Conclusion

In this work, we proposed a run-time reconfigurable fault-tolerant 
systolic array architecture FORTALESA with three execution modes 

Table 7
Comparison with the state-of-the-art.
 Work Covered faults Protected parts Fault  
 Permanent Transient Registers MAC correction 
 [27] 3 7 7 3 3  
 [30] 3 7 7 3 3a  
 [31] 3 7 7 3b 7  
 [23] 7 3 3 7 3c  
 [32] 3 7 3 3 7  
 [36] 7 3d 7 3 7  
 Our 3 3 3 3 3  
a Requires retraining of the DNN for each faulty chip.
b Faults in configurational memory of FPGA.
c Only single-bit fault correction (ECC).
d Timing faults from low voltage.

and four implementation options. All four implementation options 
were evaluated in terms of resource utilization, throughput, and fault 
tolerance improvement. The proposed architecture is used for reliability 
enhancement of DNN inference on a systolic array through hetero-
geneous mapping of different network layers to different execution 
modes. We also introduced a reliability assessment method based on 
fault propagation analysis. It is used to efficiently evaluate the vulner-
ability of DNN models and select the appropriate execution mode–layer 
mapping for DNN inference. The proposed architecture efficiently pro-
tects both registers and MAC units of systolic array PEs from transient 
and permanent faults without interrupting inference execution. The 
reconfigurability feature of FORTALESA enables a speedup of up to 
3×, depending on layer vulnerability, and requires 6× fewer resources 
compared to static redundancy and 2.5× fewer resources than the 
previously proposed solution for transient faults. As future work, an 
ASIC (Application-Specific Integrated Circuit) based on FORTALESA 
will be developed for further testing, e.g., at radiation facilities. The 
design of the chip will be made open-source.
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