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Abstract

With the global nature of cybercrime and the importance of cyberspace for country
development, it's crucial for countries to develop and implement a cybersecurity strategy

not only at an organizational level but also at a national level.

International frameworks and standard guidelines have been put in place to help national
leaders and policymakers to develop national cybersecurity strategy; however, with the
uniqueness of any national realities, these approaches have to be tailored with countries

national ambition, resource, and priority areas.

So far many countries have developed and implemented national cybersecurity, or
information security strategy. Ethiopia as headquarter of the African Union and with a
future potential of becoming a center for digital transformation in the region needs an

effective national level strategic document in the area of cybersecurity.

Based on the analysis of the domestic ICT environment, international guidance, other
countries best practices, and knowledge gained from subject matter experts, this paper

proposes guidelines for Ethiopia National Cybersecurity Strategy.

The main argument of this study is national cybersecurity strategy is a useful tool to solve
cybersecurity problems at a national level, and countries can learn from other countries
and available international guidance, to develop and implement a flexible and dynamic
national cybersecurity strategy, hence these approaches should be tailored with the

national ambition, resource and priority areas.

This study can be used by the government and policy makers in Ethiopia to design and
develop National Cybersecurity Strategy and as a knowledge base for future research on
the area. This thesis is written in English and is 54 pages long, including six chapters,

nine figures, and eight tables.
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1 Introduction

The internet and the growing extension of integrated information systems to almost all
aspect of trade and governance has brought an excellent advantage for society by creating
opportunities and services which results in remarkable achievements. These days
information and communication systems are involved in almost in all aspect of our daily

life, and also has triggered countries to get involved in the digital age [1].

Nonetheless, the increasing extension of connected information systems and the growth
in the speed, convenience, and anonymity of the internet has paved the way for a variety
of potential cyber threats know to have no physical or virtual boundaries, making

countries more vulnerable to cyber-attacks.

In the past few decades, many cyber-attacks had occurred, one of the significant large-
scale cyber-attack occurred on April 2007, against Estonia which was claimed to be
politically motivated cyber-attack, the attacks posed a considerable threat and drew
worldwide attention [2]. This attack showed that cyber-attacks could grow into an extent

of threatening national security and triggered a need for a comprehensive NCSS [2].

Overwhelmed by this and growth in cyber-attack all over the world, countries undergo a
change in their national cybersecurity landscape, by formulating or amending laws and
regulation. The international community has also put much effort to put specific terms
and obligations on the cyberspace; however, the growth in cyber threat and its

complexity, made policy development very challenging.

The legal, technical and organizational difficulties posed by the cybersecurity are
worldwide and are even higher in the developing world, because of the shortage of

cybersecurity professionals and technical resources [3].

The challenges can only be addressed through a comprehensive strategy in the context of
international cooperation, by considering the role of different vital stakeholders and
existing initiatives [4]. A strategy is designed to be tailored with the national context and

realities, not of adopting globally accepted measures [5]. Strategies are issued to inform
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and educate domestic constituencies and foreign audiences, by giving political guidance,
setting objectives, selecting priorities, providing resources, legitimizing direction and
content of the policy adopted [5].

There are various motivation and approaches for developing NCSS including achieving
state’s national interest security, initiating government priorities, and economic interest.
Because of the existence of a different understanding of security issues, so far there is no
universal approach formulated in the world politics in the cyberspace, and nations are
attempting to establish side deal compliance assistance in cyberspace [6].

Developing and implementing a cyber-security strategy is as a step forward effort for
improving the countries cyber environment; however, the strategy has to be made in such
a way that it fits with the country’s political, operational, financial and technological

context [5]

Besides the various motives and approaches, with the ongoing increase of cyber threats,
there is an urgent need for countries to cooperate for fighting against cybercrime [7]. In
September 2011 ITU published guideline suggesting countries to develop national
cybersecurity strategy with a realization of national cyber risk, which was followed by
other guidelines and frameworks recommending nations on what to include on their
national cybersecurity strategies, however, “there is no one-size-fits-all security method
or tool” [8].

Which shows there is no universal approach, framework, or guideline which fits for all
developed and developing nations as a whole. Different factors such as the political, legal,
organizational, and national view of cyberspace create a national difference in

approaching important issues in NCSS [9].

Therefore, based on analyses of a domestic ICT environment, expert opinion, other
countries best practice and international guidance, we propose guidelines for Ethiopian
National Cybersecurity Strategy which meets the country national strategic objectives,

goals, and priorities.
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1.1 Problem Statement

Ethiopia as a developing nation is not left out of the benefits as well as the challenges on
the cyberspace. Ethiopia is in the way of integrating ICT into critical infrastructure, as a
developing country much effort has been made so far to formulate regulatory institutions
and information security policy to combat against cyber-crime.

However, the advancement in technology has resulted in the sophistication of crime
commission methods, which makes traditional laws and crime investigation methods out
of use. Cyber-attack in the country is growing at a fast rate, the government of Ethiopia
enacted the first National Information Security Policy on 2011, and this policy document

has been taken as a starting point to move towards minimizing cyber-crime in the country.

The Ethiopia National Information Security Policy of 2011 addresses the need to create
areliable, safe, secure and resilient information environment, which supports the country

national vision to alleviate from poverty and become middle-income economy [10].

The developmental state ideology of the government has also led the country to have a
closed, and government-controlled economy, where most of the firms including
Telecoms, Airlines, Ethiopian Power, and the Maritime Transport are under the state

monopoly.

However, as part of the economic reform in 2018, the government of Ethiopia has issued
deregulation and privatization of key economy sector by opening the major state-owned
firms to private domestic and foreign investment [11]. This reform is going to attract
different foreign high tech investment into the country, which is believed to bring a

dramatic change to the national cybersecurity environment.

So this economic and social reform needs to be supported by new strategies and policies
which can put specific regulations and obligations on the cyberspace. The 2011 National
Information Security Policy of Ethiopia helps as a guiding principle or a principle of
action, for a different body of the government to make logical decisions, and it is a

national-level cybersecurity strategy or equivalent on National cybersecurity index [12].

However, it fails to address the current cybersecurity environment of the country and also

it does not provide conditions which ensure an appropriate level of cybersecurity in the
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country in such a way that by failing to adequately address the notion of critical
infrastructure, links with other national and international strategies, public-private

partnership, lack of update or review mechanism.

Information security policies, doctrines, and strategies are generally narrower by the
scope, and national cybersecurity strategy tends to include critical infrastructure
protection, countering cybercrime, international cooperation, national and international

issues.

Despite the existence of National Information Security Policy in Ethiopia, there is an
apparent lack of a practical, comprehensive strategy that addresses contemporary

cybersecurity challenges.

The contemporary country's economic reform and the accompanying ongoing critical
projects make the current information Security policy of Ethiopia outdated and trigger a
need to create a new comprehensive national cybersecurity strategy which will take

consideration of the country national strategic objectives, goals, and priorities.

Therefore based on the analysis of the domestic ICT environment, international guidance,
other countries best practices, and knowledge gained from subject matter experts the
study proposes guidelines for Ethiopia National Cybersecurity Strategy which is tailored

with the national ambition, resource, and priority areas
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2 Methodologies

Based on the analysis of the domestic ICT environment, international guidance, other
countries best practices, and knowledge gained from subject matter experts, this paper
proposes guidelines for Ethiopia National Cybersecurity Strategy which is tailored with
the national ambition, resource, and priority areas.

2.1 Research Questions
The key central question is,

RQ1. What strategic directions Ethiopia should follow to develop a more consistent
NCSS which is tailored with the country national ambition, resource and priority areas?

Sub-questions:
RQ2. What is the contemporary cybersecurity environment in Ethiopia?

RQ3. What best practices, measures, approaches, and tools can be taken?

2.2 Research Design

In preparing this paper and presenting the outcome, we used several methods starting with
an initial review of similarly related research documents, analysis of existing standard
guidelines. Followed by an analysis of National Cybersecurity Strategies of Canada,
Germany, Singapore, and Rwanda which enable us to get a useful insight of provisions
of cybersecurity policy approaches, best practices, measures and observe challenges in

the strategy development process.

The selection of countries was made based on the level of resemblance with Ethiopia in
terms of strategic interest, government ideology or high rank in the National Cyber
Security Index. Then after, an online questionnaire was distributed anonymously using

Google survey form. The online questionnaire contains 20 questions and data was
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collected from public and private organizations in Ethiopia to gain an overview of the

contemporary cybersecurity environment and challenges in the country.

Afterward, semi-structured interview was conducted to collect data from subject matter
experts in the area of National cybersecurity strategy which enabled us to identify and get
an understanding of the ongoing debates, topics, and problems on the area.

Finally, we proposed guidelines for Ethiopia National Cybersecurity Strategy which is
tailored with the national ambition, resource, and priority areas. Whereas, because of
model results are always nonunique, and natural systems are never closed the validation
of models of natural system is not possible;and, models, can only be confirmed in
accordance with observation and prediction, and also a complete confirmation is logically
prohibited, though models can be evaluated with respect to terms and their predictive
value. [13].

2.2.1 Limitations and key assumptions of the study

The research is limited to the information which was made public and available to

everyone.
Key Assumptions:

« National cybersecurity strategy is a useful tool to solve cybersecurity problems at a
national level. Countries can learn from other countries and available international
guidance, to develop and implement a flexible and dynamic national cybersecurity
strategy, and these approaches should be tailored with the national ambition, resource and

priority areas.

2.3 Data Collection

For data collection an online questionnaire was used as a survey instrument followed by
semi-structured interview; the survey was conducted from February 5, 2019, to March 3,
2019. To ensure the validity of these instruments, the instruments were developed by

taking account of previously conducted studies on cybersecurity [14] [15].

The online questionnaire was prepared by using google questionnaire form and sent to

public and private organizations in Ethiopia, and 30 response was collected.
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For this study five experts in the area of national cybersecurity strategy development, law,

and policy making were interviewed, the interview lasted from 30 minutes to an hour.

The interview included two experts from Ethiopia which are in charge of cybersecurity
policymaking and execution, and three foreign experts and researchers from Estonia,
Germany, and Nigeria. Different channels were used to conduct the interview. Four of
the interview was conducted through electronic medium Skype, whereas one is conducted

face to face.
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3 Literature Review

This section will address academic knowledge and experts views concerning National
Cyber Security Strategy development by analyzing the challenges in the absence of
common agreed definitions and different approaches for developing NCSS.

The section also analyzes the existing cybersecurity environment in Ethiopia and legal
frameworks which gives a basis for our study followed by an analysis of other countries
best practices, measures, and approaches to developed NCSS, finally, we will give an
overview of international and regional conventions on cybercrime, as well as existing

frameworks and practical guidelines.

3.1 Ethiopia and the Digital Landscape

Even though Ethiopia is lagging in ICT in contrast to other developing countries, ICT
penetration in Ethiopia is steadily growing [15]. According to Digital in 2018 Global
Overview Report, Ethiopia with over 106.2 million total population, internet penetration
rate of the Ethiopia is 15 %, and there are 16.4 million internet users in the country, out
of those 3.8 million are active social media users with a penetration rate of 4% as well as
over 53.3 million mobile connection users which constitutes 50% of the total population
[16].
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As we can observe from the graph, the internet utilization in the country is low but steadily
growing, due to a significant user base potential and the ongoing growth on ICT
infrastructure in Ethiopia there exists a high probability that soon the country can be ICT
hub of Africa.

The vast expansion of ICT infrastructure in the country led to increasing usage of internet
in the country, in 2010 Ethiopian government formulate the first five years growth and
transformation plan(GTP I) which cover the years 2010/11-2014/15 [17].

As part of GTP I, the expansion and quality of infrastructure was given priority, and huge
investments were made by the government to acquire new technologies and services [15].
As a result of this effort, the usages of ICT services has increased, the number of telecom
service users grows from 7.7 million in 2009/10 to 39.8 million by 2014/15, within the
same period of time the number of mobile subscribers increased from 6.7 million in
2009/10 to 38.8 million by 2014/15, and the significant achievement was the introduction
of 3G and 4G internet networks [18].

The years from 2015/16-2019/20 has also been covered on the second growth and
transformation plan(GTP II), within this period of time the government planned to grow
mobile usage and telecom density from 43.9% to 100%, and 10.5% to 54% respectively,
whereas increase internet and international link capacity from 3.3% to 10% and from
27.9Gbs to 1485Gbs respectively by maintaining mobile coverage at its current level
which is around 81% [18].

In 2010 Ethiopian government has also adopted e-government strategy and several
agencies are currently giving services through a government portal. The country
cybersecurity response can be observed concerning policies, strategies, legislation, and

institutional arrangements.
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3.2 Cybercrime in Ethiopia

According to reports the security situation of Ethiopia and the entire horn of Africa is
very tense, and there exists a highly volatile geopolitical intersection [19].

The political unrest in Ethiopia was accompanied by major cyber-attacks, including
hacktivism and fake news. Reports show that within only six months of 2016/2017
Ethiopia was hit by more than 256 cyber-attacks including the recent WannaCry

ransomware [20].

The former Prime Minister of Ethiopia stated on the United Nations general assembly
that “Social media has empowered populists and other extremists to exploit people's
genuine concerns and spread their message of hate and bigotry without any inhibition”
[21]. On his word, he indicated the frustration of the government on the issue and the

social, political and economic consequence it has on the country.

However, according to a report by Citizen Lab the Ethiopian government by itself has
been accused of cyber-attacks targeting political opponents and activists living abroad
[22]. Concerning the current reality and existence of cybercrime and to get a clear picture
of cybercrime situation in the country, an online questionnaire was distributed, and results
were collected from various cybersecurity specialists and information technologies
professionals who work in public and private organizations in Ethiopia, analyzed and

presented on the study.

Besides the online survey, other sources also show that there is a high rate of cybercrime
in Ethiopia, Kaspersky report put Ethiopia as one of the top countries where users face
the highest risk of local malware infection and one of the most malware-infected country
in the world [23].

The government has been taking different measures to fight against cybercrimes, which
includes the National Information Security Policy in 2011. Which lays the ground for
different laws including legislation on e-commerce, e-signature, cybercrime, and telecom
fraud proclamations, and the more recent Critical Mass Cybersecurity requirement
standard of 2018 however as we can understand from the contemporary situation of
Ethiopia and the survey result the cybercrime is growing threat in Ethiopia and needs a

comprehensive response.
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3.3 NCSS Development in Ethiopia

According to ENISA NCSS, Good practice guide, National cybersecurity strategies
(NCSS) are fundamental documents of a country which are used to set strategic
principles, guidelines, and objectives and in some cases specific measures for mitigating
cybersecurity risk [24].

The national view of cyberspace can be understood through an overview of the national
cybersecurity situation in the country is described in such a way that enable as to adapt
parts of the strategy according to unique national features. This process consists of
gathering and analyzing of information from different sources, such as online survey,
semi-structured interview, and from various written sources including reports, articles,

and magazines.

3.4 Institutional Setup

The national context of cybersecurity in Ethiopia can be presented concerning the usage
of ICT infrastructure and 1CT-based services; this can be observed through institutions

which are responsible for the overall ICT service.
3.4.1 Ministry of Innovation and Information Technology

Previously known as Ministry of Science & Technology and Ministry of Communication
and Information Technology, was first established in 1975 as a commission by
proclamation N0.62/1975 [25].

With regards to a new economic policy by the Federal Democratic Republic of Ethiopia,
it was re-established again in March 1991 by directive N0.90/94, the next phase of re-
establishment was on 24th of August 1995 as an agency later the ministry changed its

name to Ministry of Innovation in October 2018 [26].

The agency-specific duties include promoting the growth of ICT services, regulating
telecommunication, monitor government domain names and register address, support and
conduct research and design, work with educational institutions to promote education in

the field of information technology and many other duties [26].
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Hence the Ethiopian government gave the agency a comprehensive instruction to advance
the growth and development of ICT.

3.4.2 Information Network Security Agency (INSA)

INSA was established by proclamation No.808/2013, and it is the only primary institution
in Ethiopia regulating, and handling cybersecurity issues with national security
perspective, the agency is accountable to the prime minister and its head office located at
the capital city Addis Ababa [27].

The agency duties include drafting national policies, laws, standards, and strategies which
enable to:

= Safeguard information and computer-based essential infrastructures security, and
oversight their enforcement upon approval;

= Administer national emergency responding center;

= Conduct a forensic investigation; regulate cryptographic products and their

transactions;

Develop and implement secured infrastructures and systems;

Regulate and control import-export of information technology, information

sensor and information attacking technologies [27].
3.4.3 Federal Police Commission

The Federal police commission was established by proclamation No0.720/2004 with
principles of non-partisanship and power to investigate crimes in Ethiopia [28], the
Computer Crime Proclamation No0.702/2011 Article 6(5) designate Federal Police
Commission to investigate crimes related to information network and computer system
[28].

Federal Police Cyber Unit Division was established in 2004 with the support of American
FBI cybercrime investigations in the country pass through them, INSA provides technical
support and training to the unit, however, there exists a challenge on effectively

addressing cybercrime [17].
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3.4.4 The National Intelligence and Security Service (NISS)

The NISS is re-established by Proclamation No. 804/2013, and it is accountable for the
prime minister with a power to lead the work of intelligence and security services, its duty

includes:

1. Fighting against cybercrime both inside and outside the country responsibly;
2. Issue directive and standard for the protection of critical institutions; follow up
threats to economic security;

3. Collect necessary data and provide it to the appropriate body [29].

3.5 Legal and Policy Framework in Ethiopia

Within the past few years, Ethiopia has been enacting different pieces of legislation, the
first cybercrime-related legislation in Ethiopia enacted in the criminal code of the Federal
Democratic Republic of Ethiopia in 2004.

Moreover, other legislation including the Payment System Proclamation [30], the
Registration of Vital Events and the Identity Card Proclamation [31] and then National
Telecom Fraud Proclamation [32] has also been enacted. In which the National Payment
System proclamation regulates the country payment system to ensure a safe, secure, and
efficient service especially in bank sectors however the law does not adequately address
the cybersecurity issues to electronic payment system except dealing with forgery and

fraudulent activities.

The second Proclamation dealt with the issuance of electronic identity card in which there
is an ongoing project by the Ethiopian government to implement it in some part of the
country. This proclamation addresses cybersecurity issues and emphasized protection of
information from attacks or other forms of abuse and the third Proclamation regulates

illegal usage of SIM card, credit cards, and data [32].

The most recent legislation towards regulating Cyber Crime was enacted in 2016, as
Computer Crime Proclamation N0.958/2016 and it has introduced evidentially and a
procedural rule which can assist investigation and prosecutions. However, according to
[33] this proclamation received criticisms from various corners due to its provisions that

potentially conflict with constitutionally guaranteed rights. Based on the discussion the

24



legislation mentioned above and regulatory frameworks in Ethiopia are not adequate, and

there is a need for comprehensive cybersecurity laws.

3.5.1 National ICT policy and strategy of 2009

The National ICT policy and strategy of 2009 mainly aimed at establishing an accessible
ICT infrastructure, developing skilled human resource, and strengthening the private
sectors all over the country [34]. Through public sector and capacity building framework
this policy addresses the need for implementing e-governance technology for effective
delivery of government services focusing on Government to Government (G2G),
Government to Business (G2B), Government to citizen (G2C) and Government to

Employee (G2E) service delivery [34].
3.5.2 Ethiopian National Information security policy of 2011

The National Information Security Policy of 2011 is the first cybersecurity policy in
Ethiopia; the policy addresses that the country is vulnerable to cybercrimes and the need
for minimizing threats and vulnerabilities the policy also addresses ICT with

cybersecurity implication in regards to the legal system and security strategy [10].

The policy defines cyberspace as “a global domain within the information environment
consisting of the interdependent network of information technology infrastructure,
including the internet, telecommunication networks, computer systems, and embedded

procedures and controllers” [10].

The Information Security Policy is limited to the public sectors, and information security
is described in the document as “the integral part of the national security, organizational
security, public peace and security, and the protection of basic rights and freedoms of

citizens” [10].

The adoption of this policy has led to the establishment of a specialized institution
dedicated to safeguarding cybercrime, INSA was established in 2006, and it is the only
institution in Ethiopia regulating, and handling cybersecurity issues with a national

security perspective.
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3.6 Terms and Definitions

One of the major challenges that policymakers face when developing NCSS is the lack
of commonly agreed definition for terms such as “cyberspace” and “cybersecurity” this
has also created a challenge when states need to cooperate and collaborate [35]. So that it
is very important to include and establish a commonly agreed definition on the NCSS
[35] [36].

Finding a common standard definition on a global scale for terms is very challenging,
however, various countries, institution, and researchers defined these terms in such a way

that goes along with their need, understanding, and perspectives [35].

A study at [37]describes the historical background definition of the term “cyberspace”
going back to early 1980s as “a graphic representation of data abstracted from banks of
every computer in the human system” [37] which emphasize on the basic information

security aspects.

With increased usage and expansion of ICT more broader and detailed definitions were
later presented, a study at [7] defined the term “cyberspace” with a more border
explanation as all actors including people who are directly or indirectly interact with the
network [7].

Whereas ITU excludes people and their interaction from the former [7] definition and
describes it with a broader range as the direct or indirect interconnection of systems and

services with the whole ICT infrastructure [8].

Most countries define or describe cyberspace on their national cybersecurity or
information security strategy as the whole network of physical as well as virtual ICT
devices [38].

The table below described how some countries used to define the term cyberspace on

their strategy.
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# | Definitions Countries

1 | Cyberspace as the whole network of physical as well as| USA, UK, France, India,

virtual 1CT devices Saudi Arabia, and Turkey

2 |Cyberspace as it only refers to the “internet” and|Australia, New Zealand,
internet connected ICT devices Germany, Spain, and Canada

No clear definition provided Netherlands

4 | The term “Cyber domain” has been in use instead of Finland
“Cyberspace.”

Table 1 Cyberspace defined by various countries [38].

Ethiopia also defined Cyberspace on the 2011 Ethiopian National Information Security
Policy as “a global domain within the information environment consisting of the
interdependent network of information technology infrastructure, including the internet,
telecommunication networks, computer systems, and embedded procedures and
controllers” [10] which basically follows a comprehensive approach and can be taken as

it is on future NCSS development.

Cybersecurity and Information security have been defined and used interchangeably.
Besides the usual similar definition and interchangeable usage of the terms, a study [39]
spot out the difference among the two terms by defining information security as limited
to protection of information asset either it exist in physical or nonphysical form, whereas
cybersecurity as an all-inclusive both information and no information assets within the
ICT infrastructure [39].

3.7 NCSS Development Approaches and Processes

Despite the effort made by countries and the international community to put specific terms
and obligations on the cyberspace, different countries and organizations have tried to
stipulate different approaches and frameworks towards developing cybersecurity strategy

which is tailored with a specific agenda of the issuer.

The study by Shears, Schnidrig, and Kaspar [40] suggested a multi-stakeholder approach
for national cybersecurity strategy development, by taking the four characteristics

identified by GPD’s Framework for Multi-stakeholder Cyber Policy Development [40].
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The study by Shears, Schnidrig, and Kaspar [40] also defines four essential characteristics
of NCSS development; these are open and accessible; inclusive of stakeholders’ views;

consensus-driven; transparent and accountable.

An insight of relevant stakeholders to be involved in the strategy development process
guarantee that the strategy has all the support of the stakeholders [40].

Whereas, Kerttunen [5] identifies a commitment to development approach, by portraying
determining factors of national cybersecurity strategy and addressing future possibilities.
The study also points out that strategies cannot be pre-ordered but have to be formulated
in a way that fit the country’s political, operational, financial and technological realities

[5].

The study by Kerttunen [5] entails to empower countries to distinguish requirements and
abilities, threats and risks also give an insight into potential domestic as well as
international cooperation; the study also proposes a development-first strategic approach
which perceives and takes account of the national ICT, digital and information security

strategy process [5].

Much older studies depict approaches based on theories on addressing cybersecurity

problems, which includes national security, economic, and public health theories [3] [41].

The study by Mulligan and Schneider [41] address formulating policy and political
agreements as a solution for cybersecurity problems. Mulligan and Schneider [41] also
put public cybersecurity doctrines which formulate legal framework as the basis required

for making cybersecurity policy an all-inclusive other than individual.

In addition to the above-mentioned approaches and process, different countries, regional
and international organization proposed and implemented different approaches and

process.

3.8 Analysis of Other Countries Cybersecurity Policies and Strategy

Cybersecurity strategy has become one of the topmost priorities of governments all over
the world. For the past few decades, 106 countries have developed and implemented

national cybersecurity or information security strategy as well as they are putting an effort
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to renew, and update their policies; however, many other developing nations are on their

initial step of developing a national level cyber security strategy [42].

Here will analyze selected countries national cybersecurity or information security
strategies which enable us to get a useful insight of provisions of cybersecurity policy
approaches and observe challenges in strategy development process this can also help us

to take approaches/models that can be used for our study.

The basis for the selection of countries was according to one of the following

consideration:

« States should have a functional cybersecurity strategy/policy, and it should be

available online;
« States should have similar enough problems and realities like Ethiopia;
« States cybersecurity ranking index according to 1TU [43];

* The countries resemblance to Ethiopia either in terms system of government,

government ideology, or political nature;

By examining the cybersecurity policies and strategies of each country, we will extract

common essential components/values.
Canada

A strong cybersecurity posture and federal system of government made Canada suitable
for this study. In 2010 the government of Canada published NCSS which lays bases for
future actions to protect citizens, industry, and government from cyber threat, the strategy
defines cyberspace as an electronic world which results from the interconnection of
networks [44].

The strategy prompts Critical infrastructure policy by imposing the National Strategy and
Action Plan. And it outlines a digital infrastructure protection plan by the Throne,
provinces, territories and the private sector [45]. The Canadian NCSS tries to address
national security, from a distinct perspective of protecting critical infrastructure, and the

strategy is built upon three strengthening pillars:
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1. Securing government systems;
2. Partnering to secure vital cyber systems outside the federal government;

3. Helping Canadians to be secure online [44].

Concerning the perceived cyber threats, the strategy mainly aimed at addressing three

categories of cyber threats which includes:

= State-sponsored military activities and cyber espionage;
= Internet use by terrorists;
= Cybercrime [46].

The strategy designates clear roles and responsibilities for federal agencies such as Public
Safety, Department of National Defence and the Canadian Forces, Royal Canadian
Mounted Police and others [46].

The Action Plan for critical infrastructure formulate a collaborative approach between
federal, provincial, territorial, and critical sectors and it strengthens the country resilience
in critical infrastructure by specifying actions to be taken in the areas of collaboration,

risk management and information sharing [46] [47].

Canada established the Cybercrime Fusion center and much other legislation such as

Anti-spam legislation and Safeguarding Canadians Personal Information Act on fighting

against cybercrime and also works jointly with the United Kingdom, New Zealand,

NATO, G8, and UN agencies to enhance their Cybersecurity capacities [45].

The strategy also permits the continual review and improvement to meet emerging new
threats and also address enhancement of cybersecurity awareness partnering with the
Provinces and territories, private sectors and critical infrastructure sectors, in overall the

strategy mainly bases on addressing the protection of critical national infrastructure [44].
Germany

The Federal form of government and high rank in NCSI makes Germany suitable for our
study. Germany published a cybersecurity strategy based on a comprehensive approach.

The strategy mainly focuses on civilian approaches and measures which aims at ensuring
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the consistency and potential of the international community to safeguard the cyberspace
[48].

The strategy was first published in 2011 and later updated In November 2016 and made
to include more extensive content than the previous [48] [49]. The key strategic focus

areas or line of actions includes:

= Protection of critical information infrastructure through public and private sectors
coordination;

= Strengthening IT security through creating awareness on risks related to the use
of the IT system; Set up National Cyber Response Center for fast and reliable
information sharing and cooperation between state authorities on the cyber
incident ;

= Enhancing the legal framework and law enforcement agencies for effective crime
control also in cyberspace

= Use of reliable information technology through the development of innovative

protection plans [48];

In contrast with other nations, German NCSS mentioned threats which may result from
the mismatch between growth in functional development of ICT and the country level of
cybersecurity readiness to address those threats, while other countries other than Japan
do not mention it on their NCSS [50].

Even though it would be challenging to address who is responsible, the NCSS of Germany
recognizes global cyberinfrastructure as stakeholder [50]. On the implementation section
of the strategy, it is clearly stated the need for a regular review of the document under the

control of the National Cybersecurity Council [50].

The German NCSS also gives a more precise definition and lists specific area which is
identified as critical infrastructure. And focuses on four areas of action such as safe and
independent use of the digital environment; cooperation between the German state and
the economic sector in the cyber field; building an effective cybersecurity architecture in
the public sector; making Germany a central actor in the European and global cyber
policies [48] [49].
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Singapore

A strong economy tie with Ethiopia and the resemblance of the developmental state
government ideology [51] [52], make Singapore suitable for our study. In 1965, after
gaining independence, Singapore followed state-led development in which there is strong

government involvement in various key sectors to increase the country’s economy [53].

However, recession in 1985 arose the need for deregulation and privatization in the
country, and within the next few decades, many critical infrastructures including the

telecommunication were given to the private sectors in a varying pace [53].

The privatization of critical infrastructures was substantially different across different
sectors with varying level of the public sector ownership/share on the critical
infrastructures, which has led to difference on handling cybersecurity across the sectors
[53].

Within sectors which are majorly owned by the government or privately owned
companies and operators of critical infrastructure, the government intervenes to ensure
cybersecurity in the form of legislation enacted at the national level, and regulations

implemented at sectoral level [53].

The Singapore Cybersecurity Strategy set out the country vision, goals and priorities for

cybersecurity; the strategy addresses security in the cyberspace concerning four pillars :

1. Strengthen the resilience of Critical Information Infrastructures;
2. Mobilize businesses and the community;

3. Develop a vibrant cybersecurity ecosystem;
4

Step up efforts to forge strong international partnerships [54].

The strategy promotes security by design approach in the system development life cycle.
Singapore has also developed a national cybersecurity response plan, which aims at the
timely responses and initiatives at the local level, supported with successful collaboration

and strategic support at the sectoral and national level [54].

The strategy addresses the borderless nature of the cyber threat and promotes the use of
the National Cybercrime Action Plan (NCAP) to combat cybercrime with a coordinated

effort of the nation, by:
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1. Educating the public for a safe in cyberspace;
2. Second, increase the Government’s capability to fight against cybercrime;
3. Third, enhance legal frameworks;

4. Finally, step up partnerships and international engagement [54];

The strategy also addresses personal data protection under PDPA and promote education
on cybersecurity area [54]. The contemporary situation in Ethiopia have similar enough
problem and realities as that of Singapore, Ethiopia with a state-led development ideology
like Singapore, is on the way of deregulation and privatization of key economy sector
including telecommunication so analyzing challenges and measures that are taken by
Singapore on the transition have a great advantage to our study.

Rwanda

In response to the ever-increasing cyber threat and improving cybersecurity for
individuals and key economic sectors, the Rwandan government enacted the National
Cyber Security Policy in March 2015 [55].

The policy emphasizes and outlines a three-folded approach to cybersecurity which are:

= To increase the level of cybersecurity awareness and protect key ICT assets
against attacks.

= To build local capabilities to respond to attacks as well as foster international
cooperation on cybersecurity.

= To create a legal and regulatory environment to mitigate cyber vulnerabilities
[55].

Rwanda also enacted National Cyber Security Strategic Plan which provides
implementation guidance for the National Cyber Security Policy [56].This framework
specifies the foundation of different regulatory institutions such as:

= National Cyber Security Advisory Board (NCSA);
= National Cyber Security Agency (NCSA);

= Public and private institutional ICT units with cybersecurity functions and
specialized cybersecurity centers [56].

Legal Framework has also been put in place to establish and determine national
cybersecurity authority mission, organization and functioning [57].
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3.9 International and Regional Conventions on Cybercrime

Regardless of domestic legislation, to adequately address the issue of cybercrime, there
needs to be co-operation at the regional and international level [17]. Many efforts have
been made so far by different international and regional organizations to enact legislation
in cybercrime, one of which is the European Convention on Cybercrime [58] which was
at first intended to be a regional convention and later got a full range of acceptance across
the globe.

In addition to that, on June 27, 2014, African Union has also adopted a Convention on
Cyber Security and Personal Data Protection [59] which meant to tackle cybersecurity
challenges that hinder the growth of electronic commerce in Africa. On this section, we
will discuss the implication of both the European Convention on Cybercrime and the AU
Convention on Cyber Security and Personal Data Protection to the Ethiopian legal system.

3.9.1 Convention on Cybercrime of the Council of Europe (CETS No0.185)

The Convention on Cybercrime of the Council of Europe which is known as Budapest
Convention was drafted on November 23, 2001, Budapest, Hungary; the convention is
the most comprehensive and the first international treaty on combating cybercrime [60].
The convention aims to harmonize domestic laws, give power for domestic criminal
procedural law to investigate as well as prosecution of offences and build up strong

international co-operation [58].

The significant offences on the Convention are grouped into “(1) offences against the
confidentiality, integrity, and availability of computer data and systems; (2) computer-
related offences (computer-related fraud and forgery); (3) content-related offences (child

pornography); and (4) criminal copyright infringement.” [61].

Hence, the Convention creates a standard policy for state parties for fighting against
cybercrime, by adopting appropriate national legislation as well as promoting
international co-operation with due respect to human rights in the information society
[62].
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3.9.2 AU Convention on Cyber Security and Personal Data Protection

The rapid growth and expansion of ICT infrastructures throughout the continent have led
to an increasing number of cybercriminals; report shows that in the year of 2016 Africa
lost an estimated amount of 550 million USD from cyber-attack [63], this has triggered
African Union to enact the Convention on Cyber Security and Personal Data.

The Convention imposes responsibility on its member states to formulate policy and legal
frameworks, including establishment of institutions such as CERT or CSIRT to foster
cybersecurity governance and for controlling cybercrime [64]. The Convention address
a broad range of issues such as Personal Data Protection, Cyber governance, and Personal
Electronic Transactions [17].

However, compared to the European Convention on Cyber Crime the AU Convention on
Cyber Security and Personal Data Protection is unnecessarily very broad or vague while
trying to address different areas which can be addressed separately, this makes it harder

to countries to deal with the limited or vague provisions of the AU Convention [17].
So far other sub-regional conventions have also been enacted to such as:

= Legal Framework for Cyber laws of the East African Community.
= Directive on Fighting Cybercrime of ECOWAS;

= Cyber Security Draft Model of COMESA;

= Model Law on Computer Crime and Cybercrime of SADC.

One of the main difference of the two conventions is that the European Convention on
Cyber Crime promotes effective and functional ways for international cooperation
whereas the Malabo Convention(AU Convention on Cyber Security and Personal Data

Protection) does not provide such provision [65].

3.10 Existing Frameworks and Practical Guidelines

In this section, we will analyze some of the selected national cybersecurity strategy

development frameworks and guidelines.
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3.10.1 ITU National Cyber Security Strategy Guide

ITU is a specialized information and communication agency of the United Nations which
responsible for developing technical standards and enhance confidence and security on
access to ICT worldwide [62].

On 2011 ITU introduced member states with a reference guide for developing an effective
National cybersecurity strategy, this guide can be used by countries to gain knowledge
on the purpose and content of the NCSS [61]. This guide focuses on policymakers, public
and private stakeholders and issues to be considered by the countries on NCSS
development. The guideline addresses different phases of the development life cycle as
Initiation; Stocktaking and Analysis; Production; Implementation; Monitoring and
evaluation phases [62].

This guideline is prescribed for adoption by all interested countries and prompts a multi-
stakeholders approach as well as it supports continuous monitoring and periodic review

on the strategy development [62].
3.10.2 ENISA Guidebook on NCSS

With the ever-changing cyber threat environment, ENISA collaborates with different
member states and private sectors of the European Union for delivering support on policy-
making and implementation and advises, which also includes the development of

National Cyber Security Strategy good practice guide and data protection issues [24].

On 2012 ENISA published the first National Cyber Security Strategy Good Practice
Guide, which analyses NCSS performance across the member states and EFTA area, the
updated NCSS good practice guide of 2016 address six steps on designing and

implementing NCSS which are:

1. Set the vision, scope, objectives, and|4. Identify and engage stakeholders;
priorities; 5. Set a clear governance structure;

2. Follow a risk assessment approach; |6. Establish trusted information-sharing

3. Take stock of existing policies, mechanisms [24].

regulations, and capabilities;

Table 2 ENISA steps on designing and implementing NSCS [24].
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Besides the following objectives, it also sets fifteen other objectives on the

implementation of National Cybersecurity Strategy and key performance indicators.

This guide identifies essential components of NCSS and which can be used as a cyber-
security governance tool by EU and non-EU member states to better address and improve
cybersecurity resilience in the country [24].

3.10.3 Commonwealth Approach for Developing NCSS

The CTO is a commonwealth intergovernmental organization which works on Social and
economic development and usage through ICT, CTO has developed the commonwealth

approach for developing a national cybersecurity strategy [66].

This document addresses the criticality of NCSS for a country and is made with four
commonwealth cyber governance principles which include safe and an effective global
Cyberspace; broader economic and social development; tackle cybercrime individually
and collectively; exercise rights and responsibilities in Cyberspace [66]. This framework
is made to be adopted by the member states to help on the process of developing national

cybersecurity.
3.10.4 Microsoft

With the essence of supporting governments towards achieving a resilient cybersecurity
environment, Microsoft prepared and issued recommendations that can be used by policy
makers [67]. Microsoft promotes a risk-based and outcome-focused approach on its
strategic principle which also realizes the adoption of an approach to criticality with an
understanding of failures are different within key assets and across critical sectors. It also
promotes privacy and civil liberty as well as the need to integrate international standards
at a high level [67].

3.11 Common Essential Elements of NCSS

This section adapts the recommended content of NCSS by comparing the approach used
by different NCSS development guidelines; Newmeyer and Kevin [3] has previously
used this approach. This approach was chosen because of the similarity of the purpose of
the used approach with our study requirement. This enabled us to extract common

characteristics found to be essential to be contained in a typical national cybersecurity
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strategy which we are going to use it later to evaluate the content of the current

Information Security Policy of Ethiopia.

The approach is illustrated below in the table below:

Recommendation ITU ENISA [CTO Microsoft
Top-level government support 4 v 4 v
National Cybersecurity v v v v
Coordinator

National Focal Point 4 v v v
Organization

Legal framework v v v v
National Cybersecurity v v 4 v
Framework

CSIRT/CERT v 4 v v
Cybersecurity  education and v v v v

awareness program

Public-private v 4 4 v
Partnership/Cooperation

Multi-stakeholder approach v X 4 v
Cybersecurity workforce skills v 4 4 v
training

International cooperation v v 4 v
Technical guidelines/ security X X X v
baselines

Risk assessment process X X 4 v
Identify critical Infrastructure X 4 v v
Cyber exercise and contingency X 4 X v
plan

Civil liberties protection X X v v

Table 3 Recommended elements of a National Cybersecurity Strategy [3].

Notes: ¥" = described, X = not describe
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3.12 Summary

Various motives, approaches, and process leading to the development of a national
cybersecurity strategy have been recognized in this study. It has also been identified that
countries should implement international best practices and approaches on their national
cybersecurity strategy. On the majority of the studied documents and selected countries
policy/strategy analysis, we observed that there are a significant difference in the NCSS
development process and approaches. The study has identified that various countries
develop NCSS based on national values, ambition, and goals.

Firstly the lack of finding a common definition for terms has been identified as one of the
challenges which can potentially cause a significant problem in the context of an

international agreement, business objectives, and organizational strategy.

There have been various definitions for terms such as cyberspace, information security,
and cybersecurity used by different international guidelines and countries on their NCSS
and policy. By analyzing definitions used by international guidelines and countries
national cybersecurity strategy and policy, we took definitions which can profoundly suit

the purpose of the study.

The study analyses various approaches towards developing national cybersecurity
strategy at a national level and address that development and implementation of the NCSS
should leverage a multi-stakeholder approach which allows different expertise and

various stakeholders in the NCSS development process.

By analyzing various countries cybersecurity policy and strategy, we identified
challenges that are faced by other countries in NCSS development process, methods that
can be similarly used, and common essential components of NCSS. The collaborative
approach between, provincial, territorial, and critical sectors as well as a strong leadership

can be taken as best practice from the Canadian NCSS.

Concerning addressing cybersecurity threat Germanys approach to address cybersecurity
threats which results from the mismatch between growth in functional development of
ICT and country level of cybersecurity readiness which is essential to consider but usually

overlooked by other countries.

39



With a similar, enough previous problem and realities as that of Ethiopian current
economy transition and need for a contemporary NCSS, measures that are taken by

Singapore on the NCSS development process is taken as a good input to this study.

The Singapore approach to ensure cybersecurity in the form of legislation enacted at the
national level, and regulations implemented at the sectoral level, as well as promoting the
National Action plan is taken as an input. Rwandan National Cyber Security Strategic
Plan was identified to be considered in our study with its nature of providing

implementation guidance with a broader context.

The study showed that enacting legislation which is in line with international and regional
conventions on cybercrime helps a country to have comprehensive legislation to address
the issue of cybercrime. The European Convention on Cybercrime is identified to be the

most comprehensive legislation at the international level.

Owning the fact that the European Convention on Cybercrime is the most comprehensive
international treaty to address the issue of cybercrime, it laid down the minimum ground

which can be followed by nations on legislating cybercrime.

The Ethiopian government has to consider the European Convention on Cyber Crime
which can set a baseline and recommend directions to governments, policymakers, law
enforcement agencies, and researchers to fight against cybercrime other regional and sub-
regional have to be also considered. The study extracted 11 essential elements that satisfy
the 60% minimum occurrence criteria content of NCSS and harmonized to evaluate the
content of the 2011 Ethiopian National Information Security Policy, and take best

practices and approach.

The extracted common essential elements of NCSS are Top-level government support;
National Cybersecurity Coordinator; Legal framework; National Cybersecurity
Framework; CSIRT/CERT; Cybersecurity education and awareness program; Public-
private Partnership/Cooperation; Cybersecurity workforce skills training; International

cooperation; Identify critical Infrastructure.
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4 Result

In this section, the result of the online questionnaire as well as the interview is presented.
The online questioner has been sent to 20 private and public institutions in Ethiopia, and
30 responses were received, 6 out of 30 responses were from private sectors, and the
remaining 24 were from government sectors in Ethiopia. The online questionnaire was
filled by cybersecurity experts and information technology professionals in the

institutions.

4.1 Survey

The online analysis of the survey enabled us to get the current reality of cybercrime in
Ethiopia at the institutional level and provided us an understanding of how institutions
are responding to cybercrime. The survey covers security agencies, banks,

communication, media, and technology service providers.
4.1.1 Survey Analysis

The online survey was conducted anonymously and contained 20 questions; the original

instrument can be found in Appendix 1; we categorized the responses into five parts:

1. Respondent work profile and level of reliance on ICT;

2. The current organizational reality, the existence of cybercrime and forms of
attacks;

3. A possible source of the cyber-attack and organizational preparation to deal
with cyber incidents;

4. Effectiveness of the legal framework in the country regarding cybersecurity.

o

An overall cybersecurity environment in Ethiopia and recommendations.

On our analysis, the first part covered the respondents work profile; hence 30% of the
responses were collected from private organizations, and 80% were collected from public

organizations:
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Choose the one which best describes you and your work profile?

30 responses

@ Private Sectore

@ Civil Society

@ Government Public Sectore
@ Individual

Figure 2 Participant of the survey

This result was due to the state-led development ideology followed by the government of

Ethiopia in which the government controls most of the critical sectors.

The other thing to consider was the organization level of reliance on ICT, and from the
respondents of the survey, 60% of the organizations were highly reliant on ICT, whereas
33% have medium reliance and the remaining 7% have low reliance.

What describes your level of reliance on Information Communication
Technologies(ICTs)

30 responses

® Low
@ Medium

@ High

~y

Figure 3 Participant level of reliance on ICT



Considering the fact that a high number of the participant are highly reliant on ICT, from
the survey result it is was found that 53.3% of the respondent has encountered a
cybercrime incident, and the remaining 30% respondents confirmed that their institution
had no cybersecurity incident so far while 16.7% of the respondents are not aware of their

organization cybersecurity breach experience.

Have you experienced any Cybersecurity breaches to your network or

system?
30 responses

® Yes
® No
Maybe

Figure 4 Participant experience of a cybersecurity breach

Depending on the cyber incident experienced by the organizations 19 of the 30
respondents answered the question and it was also found that seven forms of attacks were
experienced so far, out of the seven forms of attack the respondents have encountered
89.5% of worms, virus, malware, and another malicious attack, 10.5% website
defacement, 15.8% password based attacks, 26.3% phishing attacks, 15.8% session
hijacking and Man in the middle attack, 10.5% Cross-site scripting attack, and 10.5%

Denial of Service attack.

19 responses

Malware 17 (85.5%)
‘Website Defacement
Password-Based Attack

Phishing

Session Hijacking and Man in
the middle...

Cross-site Scripting(®X35)
Denial of Service(DOS)

20

Figure 5 Cybersecurity incident committed against the organization
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From the response, we can understand that a large number of cyber incidents happened

because of Malware and phishing.

The majority of the respondents 62.1% has also indicated that cybercrime is increasing in
their institution compared to the previous years while 34.5% do not know the status,
whereas 3.4% of the respondent indicated that cybersecurity incident in their institution

is decreasing.

What can you say about the rate of cyber security incident(Cyber crime)

experienced by your organization on 2018 compared to the previous years?
29 responses

@ Increasing

@ Decreasing
Remain the same

@ Notknown

@

Figure 6 Rate of a cybersecurity incident in organizations

The respondents indicated the possible source of the cyber-attack. Hence 52% of them
were found to be from both outside and inside, whereas 4% are from insider and 28% are
shown to be from outsiders while the remaining 16% of the respondents are not sure of

the source.

Where is the source of the threat (Cyber crime)?
25 responses

@ Insider
@ Outsider
Both
@ Not Sure
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Figure 7 Source of cyber threat in the organization

The survey was also used to examine the level of reporting cyber incidents to the law
enforcement a large number of the respondents 78.9% said that is not effective and there

are no adequate mechanisms that are placed in the national level.

@ verry effective
@ ot effective

@ No reporting mechanism is
established

15.8%

Figure 8 Cybercrime incident reporting mechanism

Regarding the legal framework and regulatory institutions, 29 of the 30 respondents
answered the question and 62.1% of the respondent indicated that there is no adequate
legal frameworks and measures placed at national level in Ethiopia, whereas 10.3% of
the respondent believes that there are adequate measure in place, the remaining(37.6%

are not sure whether there are adequate measure is in place.

Do you think there are adequate Cyber security institutions and measures
currently in place at the national level in Ethiopia?

29 responses

@ Yes
® No
@ Maybe

Y

Figure 9 Cybersecurity institutions and measures in place
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Majority of the respondents has also commented that the country is not prepared for
cyber-attacks both at an organizational level (policies) and technical capabilities of

handling incidents (technical skills).

While others appreciate the contemporary government initiatives concerning adopting
cyber Security policies and building the concerned institutions whereas point out that
there is a lack of awareness and attention on cyber-security, and all the respondents agreed
on strict policy needs to be designed and implemented, The respondent observation on

the overall cybersecurity environment of Ethiopia can be found in Appendix 2.

4.2 Interviews

For this study, semi-structured interview was also conducted. Before conducting the
interview, we studied existing data and literature carefully to gain an insight into the
concept of NCSS design and development. For this study five experts in the area of
national cybersecurity strategy development, and policy-making were interviewed, three
of them were foreign experts from Estonia, Germany, Nigeria whereas the other two were

from Ethiopia.

In order to protect interviewees confidentiality ,the original name of the interviewees was
kept private, and an alias was used. Different channels were used to conduct the interview;
four of the interviews were conducted through electronic medium Skype, whereas one is

conducted face to face.

The interview started with an invitation of the respondents via email with an explanation
of the theme and intent of the research, then after, possible time was scheduled, and the
interview lasted from 30 minutes to one hour. The interview was recorded and saved and
transcribed into text format; the original instrument of the interview can be found in

Appendix 3. After the interviews are transcribed, they were ready to be analyzed.
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4.2.1 Interview Analysis

The transcribed interview data were analyzed thematically and grouped under five main
categories based on the key terms and concepts; the transcribed data was put with

anonymaous names.

e Purpose of National Cybersecurity Strategy
e Motives of NCSS Development

e Best Practices and International guidelines
e Stakeholder Involvement

e Challenges on NCSS development

Purpose of NCSS

To identify the purpose of NCSS for a country, the interviewees were asked to describe
the purpose of NCSS. The overview of the answers from the respondent is presented in

the following table:

Alias Responses

Brad “The NCSS is used to provide clear
guidance and instruction and determine the
size, scope, and scale of what the strategy
meant to do. NCSS has to be as inclusive

as possible.”

Chris “NCSS make sure the state move in an
organized manner in the same direction.”

“Used to coordinate goals efforts will and
it mainly depends on the goal of the

strategy.”

Maya “NCSS aimed to give a national response

to cyber threats.”

Robert “NCSS helps in securing the digital

environment of a country.”
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Kayla “The NCSS can be used as a roadmap to
secure the national infrastructure and

services.”

Table 4 Purpose of NCSS

On looking at the purpose of NCSS, the answer from the interview resulted in NCSS to
be understood to provide clear guidance, and instruction to secure the national digital
environment from cyber threat as well as make sure the country move in an organized

manner.

Motives towards NCSS Development
Given various motives towards national cybersecurity strategy development the

interviewees describe motives in NCSS development as follow:

Alias Responses

Brad “Protect national sovereignty; make

business better; promote education ”

Chris “The strategy depends on the goal, to
improve the situation or to maintain what

exists ”

Maya “To ensure cybersecurity in the countries

digital environment

Robert “To give a national response to a
cybersecurity threat and strengthen

national resilience.”

Kayla “To promote international cooperation and

reduce the national cybersecurity threat

Table 5 Motives towards NCSS development

The interview result clearly shows that there are different motives that lead countries to
the development of NCSS which includes the protection on national sovereignty;
economy reasons; improving cybersecurity situations in the country; ensuring
cybersecurity in the digital environment; to respond to a cyber threat; promote

international cooperation and reduce cyber threats.
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Best Practices and International Guidelines

To understand how countries should take best practices and international guidance on

developing NCSS, the interviewees were asked how the best practices, international

guidelines, models, and templates can be used in the NCSS development process.

Alias

Responses

Brad

“Each country has to decide this out on the
applicability of the international standard,
law, state behavior in the cyberspace, and

what are non-binding norms ”

“International guidelines and best practice
can be used as a baseline on designing

national cybersecurity strategy.”

“Countries should have their guideline;
there is no one right size framework which
feet’s every country and should look its

political context.”

Chris

“Counties can take the best practice of
other countries and learn from previous
iterations, adapt frameworks to countries

circumstance.”

Maya

“Countries can adapt strategies
international guidance and tailor it to their

context ”’

“Each country should have its guidelines
tailored to their peculiarities and

environment.”

Robert

“Cybersecurity is not limited to a very
specific  country. When developing

national cybersecurity policy,
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benchmarking is essential for the quality of
the national cybersecurity policy.
This does not mean we don’t have to

consider our national context.”

Kayla “Countries can follow best practices and
international standards which are provided
by different organizations such as ITU on

their NCSS development process.”

Table 6 Best practices and international guidelines

The result collected from the interview shows that international guidance, models, and
best practices can be used as a baseline in NCSS development process, and these
guidelines and best practices should be tailored to fit the national context.

Stakeholder Involvement

To identify and understand who should participate in the national cybersecurity strategy
development process the interview asked respondents to specify who should participate

in NCSS development.

Alias Responses

Brad “There need to be an open dialogue with
the whole society and the private sectors
and provide an opportunity for them to

contribute to the national strategy ”

Chris “Document is for the government and so
that it is mainly government dominated,
but private included, the goal is private

sectors should collaborate.”

Maya “Strategies cannot be built from just public
perspective; it should also consider the
private sectors because most
infrastructures are owned by the private

sector.”
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Robert

“Cybersecurity stakeholders which include
government organizations, private sectors,
Academia, and civil society

organizations.”

Kayla

“The public, as well as the private sectors,
should participate as a task force on the
development as well as a review of the

document process.”

Table 7 Stakeholder involvement

As we can observe from the interview result, when developing NCSS it is necessary to

include all stakeholders, including the public sectors and private sector as well as civil

society.

Challenges in NCSS Development

By considering various challenges on design and development of NCSS the interviewees

describe major challenges as follow:

Alias

Responses

Brad

“Bringing Cyber Security theme to a high
level of priority where serving political

leaders and citizens.”

Maya

“The challenges on developing national
cybersecurity strategy lack of resource as

well as complimentary plan to implement.”

Robert

“Resource, capital, talent and getting a
political mandate from the government or

legislator.”

Kayla

“Addressing  the  applicability  of
international law, and state behavior on

cyberspace as well as non-binding norms.”

Table 8 Challenges in NCSS development
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As we can observe from the result of the interview, national cybersecurity strategy is
essential for countries to create secure and resilient cyberspace by providing clear
guidance and instruction as well as allowing states to move forward in an organized

manner.

Countries can adapt international guidance to their own circumstance and take the best
practice of other countries as well as learn from previous iterations. Bringing
cybersecurity theme to a high level of priority, lack of resource, capital, talent, and
complementary action plan, as well as challenges on addressing the applicability of
international law, and state behavior on cyberspace are identified from the interview as
major challenges.
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5 Findings and Discussion

National Cybersecurity Strategy is a useful tool to solve cybersecurity problems at a
national level, and its development needs a high effort from government and all
stakeholders. The Ethiopian government should recognize the growth of cyber threat in
the country and take adequate strategic measures to address it

These measures include developing and implementing a comprehensive national
cybersecurity strategy which is tailored to the country strategic objectives, goals, and
priorities. The 2011 National Information Security Policy is the closest strategic
document which addresses cybersecurity at a national level. However, it fails to address
the country current cybersecurity environment and also does not provide conditions to
adequately address the notion of critical infrastructure, links with other national and

international strategies, public-private partnership, and update or review mechanism.

International guidelines and frameworks can be used as a baseline to develop NCSS;
however, which guiding principles to follow and how to implement are different across
countries. The transfer of these guidelines as it is, to a developing country like Ethiopia
is not acceptable, and it could create problems on future operations as well as

cybersecurity response level.

In this section, we evaluate the content of the 2011 National Information Security Policy
of Ethiopia based on the harmonized essential elements of NCSS, and we will propose
guidelines for a new National Cybersecurity Strategy which is tailored with the national

ambition, resource, and priority areas.

5.1 Content Evaluation of Ethiopian NISP of 2011

To identify gaps and shortcomings of the National Information Security Policy of 2011,
we evaluated the policy based on the 60 percent minimum content occurrence criterion,
within the examined recommended elements of NCSS in the previous chapter, the
identified elements which full fills the criteria are taken as essential elements that any
comprehensive NCSS should address. This approach has been previously used by the

study in [46], and it is taken because of its resemblance to our context of the study.
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From Table 3 Recommended elements of a National Cybersecurity Strategy. We were
able to identify 11 common essential elements that satisfy the 60% minimum occurrence
criteria these are: Top-level government support; National Cybersecurity Coordinator;
Legal framework; National Cybersecurity Framework; CSIRT/CERT; Cybersecurity
education and awareness program; Public-private  Partnership/Cooperation;
Cybersecurity workforce skills training; International cooperation; Identify critical

Infrastructure.

1. Top-level government support: It is reflected in the information security policy
that the government has to take the leadership role and give support on policy
implementation [10].

2. National Cybersecurity Coordinator: The policy address the necessity of
establishing a cybersecurity coordinator institution, and state that Ethiopian
Information Network Security Agency (INSA) as one institutional building block
[10].

3. Legal framework: The policy made provision to promote legal framework,
formulation of laws, and the adoption of regulatory procedures. It is stated in the
policy that the government is going to be responsible and committed for
appropriate legal measures and strategy implementation [10].

4. National Cybersecurity Framework: The policy fails to address the adoption of a
framework which enables countries to define the minimum security requirement.

5. CSIRT/CERT: The policy address the need for organizations which acts as a point
of contact to the establishment of CERT.

6. Cybersecurity education and awareness program: The policy prompts information
security training and education and builds national capability by increasing the
number of information security professionals.

7. Public-private Partnership/Cooperation: The policy fails to address public, private
partnership.

8. Cybersecurity workforce skills training: The policy address the need for training
and educational programs to promote useful security knowledge and skills within
the workforce [10].

9. International cooperation: The policy implies the need for international

cooperation but fails to address it sufficiently.
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10. ldentify critical Infrastructure: It is barely implied in the policy and needs to be

clearly addressed.

By assessing individual criteria separately, the output of the study shows that there are
different conformity figures with the chosen criterion. Even though the current effective
information security policy constitutes quite a significant step forward, the finding of the
comparative study shows the fact that the policy has the following significant
shortcomings it lacks certain aspects and contents which appear to be critical to Ethiopian

environment such as:

= Fails to identify scope/areas of critical infrastructure and industries;
= Fails to promote National Cybersecurity Framework;

= Fails to address International cooperation adequately;

= Lack of including public and private partnership;

= Lack to specify a review mechanism;

= Fails to specify an action plan;

= Lack of explaining the current national cybersecurity state;

Besides the policy mentioned above INSA has enacted Critical Mass Cyber Security
Requirement Standard document in 2018 as an implementation plan, which enforces
organizations to build cybersecurity capability and establish adequate security measures

to manage internal security risks [68].

Based on our survey and content analyses, the major significant challenges, gaps, and
weakness of the national cybersecurity environment are synthesized and described as

follows:

= An inadequate legal framework to support cybersecurity;

= Poor IT security infrastructure;

= Lack of Cyber Security awareness and culture;

= Poor public and private sectors cooperation;

= Lack of research and development;

= Lack of coordination within the Federal and regional government;
= Lack of international cooperation;

= Inadequate skills, resource, and capacity.
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Hence, in this research, the proposed guidelines should consistently focus on the

principles that better address the significant challenges in the country such as:

= Effective governance and Establishment of an institutional framework.

= |dentify and define resources, methods, approaches of critical infrastructure.
= Active cybersecurity culture and capacity building.

= Cooperation within the Federal and regional government.

= Cooperation within the public and private sectors.

= Collaboration and cooperation with international experts and organizations.

= Competent legal and regulatory framework.

5.2 Proposed Guidelines for Future Ethiopian NCSS

By assessing the experiences of other countries cybersecurity strategy and various
international guidelines, by examining the national view of the cyberspace and
contemporary cybersecurity challenges, legal measures in place in Ethiopia, by
synthesizing the knowledge from subject matter experts from the semi-structured

interview as well as based on the existing institutional framework.

We recommend and specify guidelines for future comprehensive NCSS Strategy in
Ethiopia which meets the countries contemporary national strategic objectives, goals, and

priorities as follows:
5.2.1 Scope and Strategic Direction

The scope of the NCSS should include all actors at governmental, national, and
international level, all processed or not processed information, all medium used, all
physical and information infrastructure where information is collected, transmitted,

stored and processed.

The scope of the national cybersecurity should also consider needs which are difficult to
choose such as, promote economic growth with usage of new technology and the increase
in security risk; data protection and information sharing; freedom of speech and political
stability; public and private sector regulatory approaches, infrastructure modernization

and critical infrastructure protection [7] [9].
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Strategic directions can be derived for the countries long term plan and vision. The
national vision is described in the 2011 National Information Security Policy of Ethiopia
as “To transform Ethiopia from a poverty-stricken country to a middle-income economy
and society with deep-rooted participatory democracy and good governance based on the
mutual aspiration of its peoples” [10].

Ethiopian growth and transformation plan (GTP Il) is also one of the central planning
document of the country; the strategic directions for digital infrastructure are stated as:
= To increase the speed of ICT development, to strengthen legal framework and
security;
= To integrate ICT into government administration;
= To upgrade infrastructure and services;
= To create awareness of ICT usage among the general public, and strengthen
research and development [18].

Other strategic directions stated in the GTPII of Ethiopia address minimizing the use of
second-generation mobiles in the country from 93 percent in 2014/15 to 47% by 2019/20,
increase engagement of private sectors, broaden internet usage across government offices,

and formulate strategies [18].
5.2.2 NCSS relation to other documents

NCSS cannot exist alone; it has to be linked and consistent with other domestic
guidelines, policies, and development plans, which mainly deal with ICT and critical
information systems dependent sectors [9]. The NCSS diverges from existing policies
and mostly be linked with the countries national security strategy and national ICT policy

and strategy.

Ethiopian foreign and national security policy address that national interest and security
can be achieved through economic development, and identify internal threats which may
result from an absence of democracy, lack of good governance, and poverty as the main
security threat of the country [69]. From this, we can understand that Ethiopian national

security is tailored with internal economic development.

Cyberspace and security are not identified in the document as another dimension of

security threat, though NCSS can be viewed as a complement to the country national
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security policy in such a way that by strengthening the cybersecurity of national

information resources and infrastructures.

The NCSS should also be linked with the national information and communication
technology policy and strategy of Ethiopian. The ICTPS focuses on nine key areas:
Development of ICT infrastructure; Development Human resource; ICT’s legal systems
and security; E-Government; ICT in the education sector; ICT for improved health; ICT
for agricultural modernization; Development of ICT industry and private sector; ICT for
research and development [34].

Hence, to avoid any duplication and conflicting principles between strategies, policies,
action plans it is necessary to prepare concrete proposals [9].

5.2.3 Effective Governance

Cyber-attacks are becoming a threat to not only for the single institution but also to
national security [2] with this in mind it is the responsibility of any government to

safeguard the national security, by having effective governance.

According to [9]“Any approach to NCS strategy needs to consider the ‘three dimensions’

of activity: the government, the national (or societal) and international.”.

With the involvement of different forms of stakeholders such as the civil society, military,
law enforcement, judicial, commerce, infrastructure, private institutions, intelligence and
other government institutions that are claiming responsibly for national cybersecurity,

triggers the need to have effective coordination between them [9].

As we observed from our study the measures that are taken by the government of Ethiopia
in addressing cybersecurity is law paced, hence the future NCSS of Ethiopia should
prompt the federal government of Ethiopia to play the leadership role in the
implementation of the national cybersecurity strategy and action plan. Which can be
achieved through increased horizontal collaboration and accountability among
government sectors as well as private sectors, civil society, regions, and international

institutions.

Due to the borderless nature of cyber threat, the NCSS should consider cooperation at

regional and international level, international cooperation is linked to the country’s
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foreign policy; the county needs a more proactive rather than reactive foreign policy and

it should be stated on the NSS describing how the country act in international affairs [9].

The existing Ethiopian foreign policy is based on the inside-out approach in which
international agreements and corporations are made based on the mutual interest and

equality of the states with priorities to the national interest and security [69].

The national cybersecurity strategy will become useless without the crucial support of
political leaders, political will is essential for the practical implementation of a strategy
[3], in the case of Ethiopia with a parliamentary nature of the government, this political

will or guidance can be found from the prime minister of the country.
Which can be achieved through:

= Establish a dedicated institution which regulates, and handle cybersecurity
issues at the federal level;

= Promote a centralized planning and decentralized execution across federal and
regional sectors.

= Establishing an effective NCS organizational framework;

= Reinforcing the analysis and response capability of government ministries;

= Establish incident reporting mechanisms;

= Promote international cooperation;
5.2.4 Legal Controls

As we can see and understand from our study the current effective legal framework in the
country is not adequately addressing cybercrime situation in the country. The future
NCSS of Ethiopia has to identify and implement a suitable and adequate legal framework

which helps to address and prosecute cybercrime.

According to NCSFM, “A national cybersecurity strategy should not exist in a strategic
vacuum.” [7]. It should be developed in such a way that it is linked with existing
international and regional conventions, directives, and with domestic legislation,

guidelines this promotes coordination, cooperation, and collaboration [7].
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The cybersecurity of critical infrastructures can be assured through the development of a
legal framework which will also establish common security standards which can be
applied for all actors involved in the usage of ICT.

By understanding the gaps and challenges within the contemporary legal framework in
Ethiopia, the cybercrime legislation should consider the following international and
domestic legislation:

=  European Convention on Cyber Crime [58];

= AU Convention on Cybersecurity and Personal data protection[56];

= National Payment System Proclamation [30];

= Registration of Vital Events and National Identity Card Proclamation [31];
= Telecom Fraud Proclamation [32];

= Computer Crime Proclamation [70];

The goal for the development of a legal framework can be stated as follow:

= Establish a minimum security requirement standard for all information
systems.

= Enforce the existing critical mass cybersecurity requirement standard.

= Develop a unified cybersecurity and cybercrime definition in the entire legal
regulations.

= Enhance the existing legislation.

= Examine the usage and necessity of legal acts.

= Draft new legislation for covering new areas of cyber threat.

= Promote international and regional cooperation.

Also, the Ethiopian National Cyber Security Strategy should guarantee the normal
functioning of a legal framework in the area of cybersecurity, promote amendments on

legal acts and establish law enforcement units.
5.2.5 Cybersecurity Culture and Capacity Building

Our study identified that there is a low cybersecurity culture in the country and promoting
cybersecurity culture and engaging in capacity building programs have enormous benefit

to ensure a secure cyber environment. Capacity building is defined in this study as the
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steps that are taken towards growing the skills, knowledge, and competency level of

individuals, communities, and government [71].

Countries have different priority areas in capacity building [72] with the shortage of
skilled cybersecurity professionals and low competency level of cybersecurity
professionals across public and private sectors in Ethiopia. The future NCSS of Ethiopia
should prompt cybersecurity capacity building programs, through knowledge building,
skill sharing, technical and equipment support. Hence this can be achieved through:

= Promote capacity building through international collaboration and partnership
with like-minded partners.

= Ensuring cybersecurity literacy and awareness in government, the private sector
and civil society.

= Promote strategic and organizational basis to establish coordination among public
and private sectors through information sharing.

= Develop essential skills and R&D capability.

= Develop a cybersecurity index measure to identify the maturity level of
cybersecurity culture across government and private sectors.

= Promote education on cybersecurity for schools and universities.

= Promote a national cybersecurity awareness campaign.
5.2.6 Critical Infrastructure and Assets

Critical infrastructures are defined in this study as private, or government institution or
organizations which give essential service for the public good, whose damage may result

in immense security or other harm on the society [9].

According to [9] critical infrastructure and industries have become the primary target of
most recent cyber-attacks. As we can observe from our study, there are no adequate
measures placed in Ethiopia to protect the information and physical critical infrastructures

from any form of cyber threat

So the scope and area of critical infrastructure should be defined in the future NCSS of
Ethiopia, in such a way that it includes both the information as well as physical
infrastructure that helps for ensuring the secure delivery of essential services, and should

identify critical sectors or institutions this may include:
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= Health service institutions: Hospitals, Laboratories.

= Transport Service institution: Airport, Traffic control system.

= Power grid: Hydropower dam control systems which primarily include The
Great Ethiopian Renaissance Dam.

= Finance and insurance: Bank and Financial Institutions.

= |ICT: Telecommunication, Internet infrastructure, Internet Service provider,
Service payment centers.

= Media: The National Broadcast Cooperation.

Thus this can be achieved through:

= Identifying resources which support critical functions.

= Defining Methods or Approaches to critical infrastructure.

= Promoting and identifying response mechanism for a cybersecurity incident.
= Promoting and identifying recovery mechanisms from a cybersecurity

incident.
5.2.7 Stakeholder Engagement

According to ITU NCSS Guide, collaboration among government, the private sector, and

civil society are very crucial in the development of national cybersecurity strategy [62].

The NCSS should enable the government to take the lead on coordinating the cooperation
and ensuring that all stakeholders are part of the strategic development throughout the

implementation and this can be achieved through:

= Establish a public-private partnership.

= Strengthening and maintaining cooperation within the Federal government
and among the public and private sectors.

= Develop national stakeholder monitoring and engagement plan.

= Promote small cybersecurity business.

= Establishing international partnerships.

62



5.2.8 Technical and procedural measures

We can observe from our study that major cyber threats in Ethiopia are caused by
Malware and phishing, by considering these and the overall cyber threat environment in
public and private organizations in Ethiopia as well as by understanding the non-static
nature of the cyber threat.

The future NCSS of Ethiopia should address security control and measures that are
needed to assure the country cybersecurity readiness in mitigating risk and protecting the
confidentiality, integrity, and availability of critical information assets.

And this can be achieved through the following considerations and technological

measures:

= Take best practice from countries with high cybersecurity profiles;

= Enforce the implementation of the existing critical mass cybersecurity
requirement standards.

= Take consideration of international standards such as(ISO 27001/27002, CIS
critical security control, NIST framework)

= Promote research and development by integrating cybersecurity in the

educational curriculum.
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6 Conclusion

The aim of the study was to propose guidelines for the Ethiopia National Cybersecurity
Strategy. To achieve the purpose we studied the cybersecurity environment in Ethiopia
based on domestic guidelines and questionnaire administered online; analysis of different
approaches, countries best practices and international guidelines; analysis of data
collected with the interview from various subject matter experts.

Designing NCSS requires the understanding of the national context in the area of
cybersecurity which can be determined by various measures. The national context of
cybersecurity in Ethiopia can be presented concerning the usage of ICT infrastructure and

ICT-based services.

The result of the study shows that the contemporary state of cybersecurity in Ethiopia
lack effective measures to fight against cyber incidents, which have resulted in the growth

of cybercrime in the country.

The Ethiopian government is working towards fighting against the cyber threat by putting
in place different policies and legislation. However, this effort is not enough and much

work needed to address the evolving and constantly changing nature of the cyber threat.

The shift in the Ethiopian economy policy from strong government involvement in
various key sectors to deregulation and privatization of critical infrastructures urges the
need to develop a more consistent NCSS which involves the cooperation of public and

private sectors in the strategic planning and process.

Based on the study conducted, the existing cybersecurity regulatory institutions, policies,
and legislation in Ethiopia can be enhanced to correspond with international standards

and principles through the development of a more consistent NCSS.

The result of the study can be used by the national government and policy makers in
Ethiopia to develop a more consistent national cybersecurity strategy which is tailored

with the national ambition, resource, goals, and priority.
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Additionally, with the absence of similar research which addresses the development of a
national cybersecurity strategy in Ethiopia, this research can be used as a knowledge base
for future research on the area. This study proposes guidelines to develop NCSS in
Ethiopia, in future research the proposed guidelines can be tested in a real situation, as
well as the theme of the national cybersecurity action plan does not address on the study

and left for future researchers on the area.
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Appendix 1 — Online Questionnaire

National Cyber Security Strategy

The public and other stakeholders are invited to participate in a questionnaire as part
of the research with a theme National Cyber Security Strategy: An Application
perspective to Ethiopia. The Questionnaire is totally anonymous.

1. Choose the one which best describes
you and your work profile? Mark only
one oval.

Private Sector
Civil Society

Government or Public Sectors

2.What describes your level of reliance on Information
Communication Technologies (ICTs)
Low
Medium
High

3. Have you experienced any Cybersecurity breaches
to your network or system? Mark only one oval.
Yes
No
Maybe

4.1f your answer is yes. Please indicate all of the cyber
security incidents (cybercrime) committed against your
organization?(Select all Applicable)
Check all that apply.

Malware
Website Defacement
Password-Based Attack
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Phishing

Session Hijacking and Man in the middle attacks
Cross-site Scripting (XSS)

Denial of Service (DOS)

Other:

5. Where is the source of

the threat
(Cybercrime)? Mark
only one oval.
) Insider
Outsider
) Both
) Not Sure

13.Do you think there are adequate Cyber security institutions
and measures currently in place at the national level in
Ethiopia?
Mark only one oval.
) Yes
No
Maybe
14.Do you know the existence of National Information
Security Policy in Ethiopia? Mark only one oval.
Yes

) No
15.Does your organization report cyber security

incident (cybercrime) to law enforcement?
Mark only one oval.

) Yes

( No
16.How do you describe the level of reporting mechanism of

cyber incidents in Ethiopia? Mark only one oval.

Very effective
Not effective

No reporting mechanism is established
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17.Does your organization have a
budget for Cybersecurity?
Mark only one oval.

Yes
No

18. Which public infrastructure and online services do you
think the Government should protect in terms of Cyber
security? Please tick all applicable options
Check all that apply.

Electricity

Water and Sewerage
Banking Service
Health Service

19.Do you think the Government of Ethiopia currently has in
place adequate policies or laws dealing with Information
sharing, Data protection, and Privacy?
Mark only one oval.

Yes
No

20.Do you have any other general comments and or
observations in relation to Ethiopian cyber security
readiness/ policies? Please state your views.
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Appendix 2 — Respondent Observation

Do you have any other general comments and or observations in relation to Ethiopian

cyber security readiness/ policies? Please state your views.

= Ethiopian Cyber Security policy should be improved from the protection system
to development, research and respond cyber-attack action system.

= The recent initiatives of the Ethiopian government with regard to adopting cyber
Security policies and building the concerned institutions are promising. But most
of the high level leaders of the organisation lack awareness and attention on cyber-
security. Because of this, the adopted IT security standards not adhere strictly. The
other problem is the lack of technically well-equipped personnel.

= The government shall improve security as we go to the global cyber market and
the virtual economy.

= The started cyber security system shall be strengthened.

= |t is a serious issue should be available, but in Ethiopia, it’s not concerned in ma
opinion should be focused on the policy

= Strict policy needs to be designed and implemented.

= As an Ethiopian cyber security professional, i would say the country is barely
prepared for the most common and silliest attacks out there. | would say Ethiopia
is one of the most vulnerable and under prepared countries in this frontier, both at
the organizational level (policies) and technical capabilities of handling incidents
(technical skills).

= As far as my knowledge is concerned, Ethiopia has no clear cyber security policy.

So, you have to do your best on it for your country.
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Appendix 3 — Interview Questions

© N o O

10

12.

13.

14.

15.

What is the purpose of an NCSS & who should participate in the development of
National Cybersecurity Strategy?

What are the challenges in developing NCSS?

What is defined as Critical infrastructure and why?

How does NCSS reflect countries political, strategic objectives, and key
principles?

What, how, from whom you have received political guidance?

What other national strategies or programs have guided your work?

What national or universal values and norms have guided your work?

Have you used ‘international’ guidance, models or templates in national strategy
formulation? In your opinion, what is the value of these guidelines?

What other national strategies, domestic guidelines or programs have guided your

work?

. What national or universal values and norms have guided your work?
11.

Have you used ‘international’ guidance, models or templates in national strategy
formulation? In your opinion, what is the value of these guidelines?

Do you think that countries should have their own NCSF and how often do you
think NCSS have to be reviewed (revised)?

What is the need for having a public-private partnership in national cybersecurity
strategy?

Have you participated in cyber capacity-building programs? In your opinion, what
is the value of cyber capacity-building in the context of national strategy
formulation?

What additional information on cyber security strategies would you like to

provide or expound upon before ending the interview?
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