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1 Introduction

1.1 Motivation

Underwater Sensor Networks (USNs) have become widespread and are being deployed
in a wide range of applications, ranging from harbor security to monitoring underwater
pipelines and fish farms. Due to the fact that USNs often operate in an extremely harsh
environment, and many of their applications are safety critical, it is imperative to develop
techniques enabling these networks to tolerate faults. Moreover, USNs face many chal-
lenges that are not present in terrestrial networks, such as the virtual inapplicability of
the wireless radio communication under water and the limitations of the acoustic means.
The challenges of the underwater environment arise from environmental conditions - high
pressure, low temperature, high turbulence, exposure to aquatic life, and engineering
constraints - limited communication, costly maintenance, and energy constraints.

It is important to stress that the underwater environment is mostly different from ter-
restrial conditions, in the sense of additional and more fatal hazards, such as increased
pressure and the danger of flooding, as well as added difficulty of communication and
physical access. Some communication media, such as radio signals, are not applicable un-
derwater. Furthermore, falling temperatures with increasing depth may affect the equip-
ment’s operation and reliability. The challenges of fault management in sensor networks
include:

e Reliability and accuracy in sensor networks are important because their data is often
used for critical decision making. Faults in sensor networks may lead to inaccurate
and unreliable data.

e System Resilience: Sensor networks often operate in challenging environments,
where failures can occur due to various factors such as environmental conditions,
hardware malfunctions, or communication issues. Fault management techniques
improve the resilience of the sensor network by enabling fault detection, localiza-
tion, and recovery mechanisms. By quickly identifying faults and implementing ap-
propriate actions, the system can continue to function or gracefully degrade, mini-
mizing disruptions and ensuring continuous operation.

e Resource Optimization: Sensor networks often operate under resource-constrained
conditions, including limited energy, bandwidth, and processing capabilities. Effec-
tive fault management helps optimize the utilization of these resources. By promptly
detecting faults, the network can dynamically reconfigure, redistribute tasks, or ac-
tivate backup resources, thus minimizing unnecessary resource consumption and
prolonging the network’s overall lifespan.

e Cost Reduction: Fault management plays an important role in reducing the mainte-
nance and repair costs associated with sensor networks. By proactively detecting
faults and addressing them before they escalate, the need for extensive repairs or
replacements can be minimized. Furthermore, fault management techniques en-
able targeted maintenance activities, focusing only on affected components, rather
than performing routine maintenance on the entire network, thus optimizing re-
source allocation and reducing costs.

e Safety and Critical Applications: Sensor networks are often deployed in safety-critical
applications such as environmental monitoring, industrial control systems, or health-
care. Fault management becomes particularly important in these scenarios, as faulty
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data or system failures can have severe consequences, including safety hazards or
compromised operational efficiency. By implementing effective fault management
strategies, the integrity and reliability of the sensor network can be ensured, miti-
gating potential risks and ensuring the safety of the overall system.

Overall, fault management is crucial in sensor networks to maintain reliability, accu-
racy, system resilience, resource optimization, cost reduction, and safety. By proactively
managing faults, sensor networks can operate efficiently, provide accurate data, and fulfill
their intended purposes in a wide range of applications.

Hardware faults may occur for various reasons, including:

Manufacturing Defects: During the manufacturing process, hardware components
can have defects or errors introduced. These defects may arise from issues in the
fabrication process, assembly errors, or faulty components. Manufacturing defects
can lead to hardware malfunctions or failures that cause faults.

Wear and Tear: Continuous usage, environmental conditions, and aging can cause
wear and tear in hardware components. Over time, this can lead to material degra-
dation, deterioration of electrical connections, or mechanical failures. Such wear
and tear can manifest as hardware faults.

Environmental Factors: Hardware can be exposed to various environmental factors
that can contribute to faults. Extreme temperatures, humidity, vibrations, electro-
magnetic interference, or exposure to corrosive substances can affect the perfor-
mance and reliability of hardware components. These environmental factors may
cause electrical shorts, component degradation, or physical damage, leading to
faults.

Power Supply Issues: Fluctuations or disruptions in the power supply can affect the
stability and functionality of hardware components. Power surges, voltage drops,
or sudden power outages can cause transient or permanent faults in the hardware.
Insufficient power supply or improper grounding can also contribute to faults.

Human Errors: Human errors during installation, maintenance, or handling of hard-
ware can introduce faults. Improper installation, incorrect configurations, or ac-
cidental physical damage can impact the performance and reliability of hardware
components. Incorrect handling, such as mishandling sensitive connectors or in-
serting components in the wrong orientation, can also result in faults.

Due to manufacturing advances the number of hardware faults is predicted not to
disappear but to increase in the future [127]. One way to cope with faults is to accept
imperfect devices to fail and compensate failures at higher levels in the system stack [34],
tolerating faults across layers involving circuit design, firmware, operating system, appli-
cations, etc. Cross-layer fault tolerant systems have potential to implement reliable, high-
performance and energy-efficient solutions without overwhelming costs [21] by distribut-
ing the responsibilities of tolerating faults across multiple layers [154].

1.2 Problem Formulation

The research questions addressed in this thesis are the following ones:

RQ1.

What are the research caps in cross-layer fault tolerant underwater sensor net-
works?
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RQ2. How can data management help estimate quality classes?

RQ3. How can the data and essential intrinsic functionality of sensor networks be used
for cross-layer fault management?

RQ4. How to validate the quality and reliability of aggregated data, considering the inte-
gration of data from multiple sensors, and incorporating techniques to handle faults
or anomalies during aggregation?

/ Chapter 4/ \ 4 N
Publication 11
-
Chapter / Publication [ Chapter 5/ Publication |
o’
n | |
u - Chapter 6 /
= u Publication IV
[ ] ]
Problem redundancy & decoding error.calibration error, false reading, anomaly
|
u
intra-hub inter-hub
Faults communication, communication, Ssee"nsstgr"ﬁudbe
sensor node sensor node
Data layers Raw '—b' Processed = =j] Aggregated l

e /\ Y,

Single sensors Sensor groups

Figure 1: Fault management in data layers presented in current thesis.

While usually cross-layer fault management is viewed from the perspective of system
layers [34], the systems can be developed in multiple ways, functionalities implemented
in different system layers, and fault management does not have to be coupled to a specific
implementation.

Thus, current work looks at cross-layer fault management from the perspective of sen-
sor data. Data are an essential functionality of the sensor network and have built-in re-
dundancy properties. The author proposes data layers, Raw, Processed, and Aggregated,
to fulfill the cross-layer fault tasks. Figure 1 shows the defined data layers and their rela-
tions to fault sources, problems, corresponding published publications by the author of
the current thesis and chapters covering specific topics. The data-driven approach utilizes
the inherent redundancy within the sensor network as opposed to applying dedicated
error monitors and/or duplicated hardware resources.

The problems that the author addresses in this thesis are redundancy, decoding, and
calibration errors, false readings, and data anomalies. The faults, for instance in intra- and
inter-hub communications, and sensor nodes, are typically detected when advancing to
the upper data layers.

The thesis work is divided as shown in the figure between single sensors and sensor
groups. Publication Il (discussed in Chapter 4) covers faults by processing single sensor
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data in Raw data layers. Next, Publication | (Chapter 5) discusses the single sensors faults
on procesed data layer and proposes Data-driven cross Layer Fault Management concept.
Finally, Publication IV (Chapter 6) is covering the faults in sensor groups and Aggregated
data layer. Publication V is discussed in Chapter 3 and is not presented on the Figure 1.

1.3 Contributions

The main contribution of this thesis is proposing a data-driven and cross-layer resilient
architecture for sensor networks, where instead of system stack layers, data layers are
applied to the detection and diagnosis of faults. Specific contributions categorized by
chapters are as follows.

e Conducting the first survey of fault-tolerant, particularly cross-layer fault-tolerant,
techniques in USNs (in Chapter 2, addresses research question RQ1)

- Introducing a new taxonomy of the Fault Tolerance tasks for categorizing fault-
tolerant techniques for USNs;

- Presenting a comprehensive, categorized list of 127 articles of works applicable
in fault-tolerant USN design and deployment;

- Listing the open research issues within the focused area;

e Proposing a data-driven method for processing the sensor data to improve the mea-
surement accuracy and improve the estimation of quality classes based on that. (in
Chapter 4, RQ2);

- Developing and applying an baseline correction algorithm for in-door CO, base
level based on CO2 data logged during 6 months from 56 rooms.

- Improving quality estimation by almost 3 times by applying the baseline cor-
rection algorithm for more than 1000ppm CO, threshold in rooms.

e Proposing three data layers for cross-layer fault management - raw, processed, ag-
gregated; (in Chapter 5, RQ3)

- The data-driven cross-layer fault management allows improving the sensor
group measurement accuracy by 35% in case of a single sensor fault and nearly
twofold in case of double sensor fault.

e Proposing a data-driven method for aggregating sensor data to improve quality (in
Chapter 6, RQ4).

- Incorporating different sources of sensor uncertainty by including the time
series measurements’ difference and age/latency uncertainty for adapting a
Kalman Filter to compensate incorrect readings for more efficient state pre-
diction;

- Proposing nonlinear, parabolic and sigmoid, sensor uncertainty functions from
the residual difference for the latency and difference based Adaptive Kalman
Filter techniques, respectively.

e Applying and evaluating the proposed techniques in natural environments with ex-
tremely unreliable sensor readings(in Chapters 3.3, 5, 6)

13



1.4 Thesis Structure

The rest of the thesis is organized as follows. First, Chapter 2 gives a review of related
works and the current state of the art on the current topic, as well as introduce the taxon-
omy of fault management tasks for sensor networks. Chapter 3 introduces the software
framework architecture developed by the author for the current thesis. Next, Chapter
4 covers the initial fault management processing in a sensor network based on building
in-door climate measurement. Following, Chapter 5 covers the processing of the faults
in an underwater sensor network detected on Raw and Processed data layers. Chapter 6
explains fault filtering in the Aggregated data layer for sensor groups. Finally, Chapter 7
concludes the thesis.
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2 Related Works
2.1 Motivation

The main goal of this chapter is to explore the current state of research on cross-layer
Fault Tolerance in underwater sensor networks and to identify any gaps in existing knowl-
edge. Notably, there has been limited effort from the research community in studying
Fault Tolerance in underwater sensor networks. To address this limitation, the used crite-
ria (See Publication 1) has been expanded to include papers that cover specific aspects of
fault-tolerance. Additionally, the author also considers generic terrestrial fault tolerance
in sensor networks, since research on faults in underwater sensor networks is scarce. The
current chapter is based on Publication II.

2.2 Method

The methodology follows the PRISMA [105] guidelines for systematic reviews. In order to
obtain a relevant sample in the field of fault-tolerant techniques in USNs, online environ-
ments were searched and results analyzed. A critical amount of papers was not reached
using the initial under-water criteria, and the criteria were expanded to include also rel-
evant non-marine-specific (terrestrial) papers. Many of the techniques, approaches, and
tools developed for terrestrial networks can potentially be adapted for use in underwater
sensor networks.

2.3 Results

To further emphasize the differences in research focus between marine and terrestrial
sensor networks, the author presents a radar diagram in Figure 2. The diagram illustrates
eight specific areas of interest.

Figure 2 shows that a considerable portion of marine research (depicted in blue) is de-
voted to underwater wireless communication. Some attention is also paid to underwater
fault tolerance techniques, but there is minimal research on underwater cross-layer fault
tolerance. Areas such as underwater energy efficiency and scalability receive more cover-
age compared to underwater vehicles (mobility) and security. On the other hand, papers
related to terrestrial techniques (displayed in green) primarily focus on fault tolerance,
including cross-layer fault tolerance, while energy efficiency and security aspects receive
comparatively less attention.

The high research effort in marine wireless networking, as evident in Figure 2, confirms
the claim by [78] that progress in the Internet of Underwater Things (loUT) has been slow
due to the unique challenges posed by underwater wireless sensor networks. Specifically,
the main challenges for IoUT lie in the differences between underwater wireless sensor
networks and terrestrial wireless sensor networks [78], for example, radio signals are ab-
sorbed in a short distance under water making them unusable, recharging devices may be
complicated because physical access may be limited, water flow may move the devices,
and pressure and corrosion may lead to flooding of the electronics.

2.3.1 Fault Tolerance Tasks

The objective of the current section is to define a taxonomy of Fault Tolerance tasks to
help categorize the identified papers. The Fault Tolerance tasks are based on more gen-
eral Fault Tolerance principles from Reference [147, 21]. Figure 3. shows the taxonomy of
Fault Tolerance tasks applicable in USNs and how they affect each other. While the Design
and initial Deployment of USNs contribute to Fault Prevention and Prediction abilities,
Data Collecting techniques at the run-time contribute also to Fault Detection and Fault
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Terrestrial Fault Tolerant

calization

Secure

Figure 2: A radar chart of the analyzed papers addressing the main specific areas.
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[ Fault tolerance ]

Fault Isolation,
Masking and Recovery

Fault detection
and identification

Fault prevention
and prediction

[ Design ] [ Deployment ] [ Data collection ]

Figure 3: Taxonomy of Fault Tolerance tasks in USNs.

Recovery stages of the system.
The techniques under consideration can be categorized into the following groups:

e Fault Prediction and Prevention

This task is about both preventing a fault to happen, as well as about proactive fault
avoidance. Sensor networks can prevent certain faults from happening by design
and/or deployment aspects. A disadvantage of fault prevention is a potentially in-
creased system complexity. Fault avoidance, in turn, includes manufacturing testing
and verification, which have a high cost often exceeding that of the entire design
process.

e Fault Detection and Identification

One of the central parts of Fault Tolerance is Fault Detection and Fault Identification
of affected components which can, for instance, be performed by utilizing data col-
lection with ping messages. Without Fault Identification, for instance, sensor node
and network faults may be hard to distinguish. A disadvantage of Fault Detection
and Fault Identification may be additional energy requirements and network con-
gestion.

o Fault Isolation, Masking, and Recovery

Isolation, masking, and recovery are different techniques for repairing a fault, min-
imizing the effect of a fault, or avoiding it to turn to system failure. Identified faults
can be isolated, masked, and sensor network recovered, for instance, redirecting
traffic through healthy backup components. Fault Recovery can ensure overall sys-
tem operation even when components degrade. The downside may be the cost of
adding components to ensure redundancy.

2.3.2 Comparative Analysis

All the papers that were included in the survey are listed in Table 1. The table includes in-
formation about the targeted extra-functional aspects and Fault Tolerance task(s). In ad-
dition, the Marine column in Table shows if the listed paper is explicitly touching aquatic
environments. The papers are ordered by their order of citation within this survey paper.
Papers that are not directly cited in the text but still listed in Table 1 are ordered chrono-
logically by the publishing year. Papers that are not included in the analysis but are cited
(e.g., definitions) have not been included in the table.
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It can be seen from Table 1 that only two papers address both marine and cross-layer
Fault Tolerance aspects. However, in the work targeting cross-layer analysis of error con-
trol [41], the term 'cross-layer’ does not apply to the system stack but only to the com-
munication protocol layers. Another work authored by the authors of this survey [155] is
focusing on data-driven cross-layer Fault Tolerance. Thus, there is a serious gap in research
addressing cross-layer Fault Tolerance in underwater sensor networks.

Regarding other extra-functional aspects, security in marine environments is addressed
by six marine enrivonment related papers and is focusing on securing wireless communi-
cation [91, 61, 5], authentication [22], and hybrid attacks [60]. On scalability, seven marine-
related papers were identified, and underwater scalability has been researched, for in-
stance, in the context of monitoring underwater pipelines [104]. On Energy-efficiency,
there were 14 marine-related papers identified, and extensive focus has been on energy-
efficient underwater wireless protocols [43, 171, 167, 163, 159, 68, 124] and less on other
aspects. Open research issues from all the mentioned extra-functional aspects are dis-
cussed in the following section.
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Table 1: Categorized papers.

6l

Pub. Year Extra-functional aspect Marine Fault Tolerance (FT) Tasks and
Secure Energy-efficient Scalable Cross-layer other Research Areas

[78] 2017 - - - - + FT design, survey, wireless

[3] 2019 - - - - - FT detect/recover, survey

[88] 2018 - - + - - FT detect/recover

[80] 2013 - - + + - FT detect/recover, wireless
[116] 2007 - - - + - FT detect/recover, survey, wireless

[39] 2009 - - - - + FT detect, wireless

[41] 2012 - - - + + FT detect/recover, wireless

[67] 2011 - - - + - FT design/detect/recover

[53] 2013 - - - + - FT design/detect/recover, vehicle

[97] 2012 - - - - - FT prevent
[140] 2012 - - - - - FT prevent
[1271 2016 - - - + - FT prevent/detect/recover

[76] 2000 - - - - - FT prevent/detect/recover
[143] 2012 - - - - - routing protocol, survey , wireless
[144] 2018 - + - - + sensor network, wireless
[152] 2013 + + + - - survey, wireless, routing protocol
[113] 2016 - - - - + routing protocol, sensor network, wireless
[74] 2018 - - - - + survey, wireless, sensor network
[161] 2007 - - - - - deployment, localization, sensor network, wireless
[711 2004 - - - - - deployment, sensor network, wireless
[42] 2020 - + - - + sensor network, wireless, FT recover

[24] 2008 - - - - - deployment, sensor network, wireless

[14] 2018 - + - - - sensor network, wireless, FT detect

[55] 2017 - - - - + wireless, sensor network

[56] 2017 - - - - + wireless, sensor network, FT detection, FT recovery

Continued on next page
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Table 1 - continued from previous page

Pub. Year Extra-functional aspect Marine Fault Tolerance (FT) Tasks and
Secure Energy-efficient Scalable Cross-layer other Research Areas

[18] 2016 - - - - + framework, wireless, sensor network
[118] 2015 - - - - + framework wireless, sensor network
[119] 2013 - - - - + framework, wireless, sensor network

[5] 2015 + - - - + framework, wireless, sensor network
[21] 2010 - - - + - FT design

[95] 2013 + + - + - wireless, sensor network

[58] 2011 - - + - - FT design
[110] 1995 - - - - - sensor network, FT detect, FT recover
[112] 1992 - - - - - FT design

[12] 2014 - - - - - sensor network

[25] 2012 - - - - - sensor network, deployment

[29] 2016 - - - + - sensor network, FT detect, FT recover
[50] 2015 - - - - - survey, sensor network, wireless, FT detect

[2] 2019 - - - - + vehicle, FT recovery

[26] 2011 + - + - - FT detect, FT recover
[102] 2016 - + + + - survey, wireless, FT detect, FT recover,
[137] 2007 - - - + - sensor network, FT detect, FT recover
[34] 2010 - + + + - FT detect, FT recover
[30] 2017 + - - - - survey, sensor network, wireless
[154] 2017 - - - + - survey, FT detect, FT recover
[103] 2010 - - - + - FT detect, FT recover

[66] 2014 - - - + - FT detect, FT recover
[155] 2020 + - + + + sensor network, FT detect
[163] 2012 - + + - + FT detect, FT recover, sensor network
[167] 2016 - + + - + sensor network, routing protocol, survey, FT detect, FT

recover

Continued on next page




¥4

Table 1 - continued from previous page

Pub. Year Extra-functional aspect Marine Fault Tolerance (FT) Tasks and
Secure Energy-efficient Scalable Cross-layer other Research Areas

[91] 2016 + - + - + wireless, sensor network

[31] 2017 - - + - + localization, sensor network, FT recover
[104] 2011 - - + - + sensor network, FT detect

[16] 2000 - + + - - localization, sensor network

[111] 2001 - - - - - FT prevent
[168] 2002 - + + - - wireless, sensor network

[33] 2004 - - - - - FT design, sensor network

[15] 2005 - - - + - cross-layer, FT design, FT recover, framework, sensor

network

[64] 2006 - - - - + sensor network, wireless

[92] 2008 - - - - - wireless, FT detect, sensor network
[160] 2008 - - - - + sensor network

[81] 2009 - + + - - wireless, FT design, sensor network
[150] 2009 - - - - + localization, sensor network
[166] 2009 - - - - + localization, wireless, sensor network

[6] 2010 - - - - - sensor network, survey

[83] 2011 - - - + - vehicle, FT detect, FT recover,
[146] 2011 - - - - - vehicle, FT detect

[133] 20M + - - - - sensor network,

[68] 2011 - + - - + wireless, sensor network, routing protocol

[117] 20M + - - - - sensor network
[164] 20M - - - - + wireless, sensor network, routing protocol, FT recov-

ery

[40] 2012 - - - - + sensor network

[41] 2012 - - - - + wireless, sensor network, FT detection, FT recovery
[100] 2013 - - + + - wireless, sensor network, FT detect, FT recover

Continued on next page




[44

Table 1 - continued from previous page

Pub. Year Extra-functional aspect Marine Fault Tolerance (FT) Tasks and
Secure Energy-efficient Scalable Cross-layer other Research Areas

[151] 2013 - - - - - FT detect

[57] 2013 + - + - - wireless, sensor network,

[59] 2013 - - + - + localization, sensor network

[4] 2013 + - + - + vehicle

[43] 2013 - + - - + sensor network, wireless
[114] 2014 - - - + - wireless, sensor network
[126] 2014 - - + - - wireless, sensor network

[87] 2014 - + - - - wireless, sensor network, routing protocol
[172] 2014 - - - - + sensor network
[134] 2015 - + - - + sensor network, wireless

[10] 2015 - - - - - FT mask

[13] 2015 - - - + - sensor network
[169] 2015 - - - - + localization, wireless, sensor network

[62] 2015 - - - - + localization, wireless, sensor network, deployment
[153] 2015 - - - - + wireless, sensor network, routing protocol
[61] 2015 + - - - + wireless, sensor network
[128] 2016 - - - + - FT detect, FT recover,
[159] 2016 - + - - + sensor network, wireless
[1711 2016 - + - - + wireless, sensor network, routing protocol
[135] 2016 - - - + - FT design, FT detect

[36] 2016 - - + - - survey

[93] 2016 - - - - + localization, vehicle

[94] 2016 - - - - + sensor network, wireless, localization

[79] 2016 - - - - + vehicle, sensor network

[22] 2016 + - - - + sensor network, wireless

[84] 2017 - - - + - FT detect

Continued on next page
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Table 1 - continued from previous page

Pub. Year Extra-functional aspect Marine Fault Tolerance (FT) Tasks and
Secure Energy-efficient Scalable Cross-layer other Research Areas
[106] 2017 - + + - - sensor network, survey
[124] 2017 - + - - + sensor network, routing protocol
[145] 2017 - + - - + wireless, sensor network, routing protocol
[20] 2017 - + - - + sensor network, wireless
[44] 2017 - + - - + localization, wireless, sensor network
[77] 2017 - - - - + survey, sensor network, wireless
[108] 2017 - - - - + localization, wireless, sensor network
[141] 2017 - - - - + vehicle
[32] 2017 - - - - + localization, sensor network
[7] 2018 - - - + - FT detect, FT recover
[136] 2018 - - - - + clustering, sensor network, routing protocol, FT de-
tect, FT recover
[28] 2018 - - - - + sensor network, FT detect, FT recover
[148] 2018 - - - - + wireless, sensor network, fault, FT detect, FT recover
[165] 2018 - - + - - vehicle, sensor network, wireless
[63] 2018 - - - - + localization, wireless, sensor network
[142] 2018 - - + - + localization, sensor network
[19] 2020 - - - - - sensor network, FT detect, FT recover
[60] 2020 + - + - + sensor network, wireless
[35] 2020 - - - - - sensor network, FT detect
[75] 2020 - - - - + sensor network, wireless, routing protocol, vehicle, FT
detect; FT recover
[120] 2020 - + - - + wireless, sensor network, fault, FT recover, FT detect
[107] 2020 - - - - - sensor network, wireless, FT detect, FT recover
[162] 2020 + + - + - sensor network, survey. FT detect, FT recover
[73] 2021 + + + - + sensor network, survey

Continued on next page
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Table 1 - continued from previous page

Pub. Year Extra-functional aspect Marine Fault Tolerance (FT) Tasks and
Secure Energy-efficient Scalable Cross-layer other Research Areas
[121] 2022 - + - - - sensor network, routing protocol, wireless
[11] 2023 + + + + - wireless, sensor netwok, data aggregation, FT detect
[173] 2023 + + + - + survey




2.3.3 Open Research Issues
The open research issues identified are presented according to the categories of extra-
functional aspects reported in Table 1.

Security and faults are interrelated concepts [26] as faults can enable new intrusion
vectors [34] and security intrusion can lead to faults. Energy usage need to be addressed
as USN-s may not have unlimited power supply and cross-layer approach is considered
more energy-efficient [21] than single layer. Scaling benefit is to allow lower cost per
functionality [34]. At the same time large scale fault tolerant systems are researched
without paying special attention to energy and communication constraints [26]. Current
thesis addresses these issues to some extent from the cross-layer perspective (see for
example Section 3.3).

2.4 Chapter Summary

The current chapter presented fault tolerant techniques in USNs and pointed out open
research issues in this field. The techniques were divided into groups according to the
new taxonomy of Fault Tolerance tasks, and papers utilizing these techniques were shown
in sections corresponding to the tasks.

The conducted survey was the first to investigate the state-of-the-art in Fault Toler-
ance, particularly cross-layer Fault Tolerance, in USNs. According to the survey, there is a
lack of research about the cross-layer Fault Tolerance aspect for underwater sensor net-
works, which is covered in this thesis.
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3 Preliminaries: Sensors, Sensor Network Framework, Data Lay-
ers, and Case Study Scenarios

3.1 Motivation

This chapter further elaborates on the devices, framework and concept that are not ex-
haustively presented in published papers; additional information is provided here to pro-
vide a better understanding of these essential elements that are used in the presented
works. In Section 3.2 the author is describing the sensors used in Chapters 4-6. These
sensors were not built by the author of this thesis. In Section 3.3 the author describes the
software framework developed and used exquisitely for the current thesis Chapters 5, 6
by the author. In Section 3.4 the implementation of data layers proposed by the author is
explained, which was implemented in the software framework and used in Chapters 5,6.

3.2 Sensors Used for Experiments

In the next sections, we cover sensor networks for two case studies - an underwater flow
monitoring and an indoor climate sensing.

3.2.1 Underwater Sensor Network Installation

A B
200mm «

vibrating
stem

SENSOR

electronics

IMU fixed A%

on stem watertight

cable gland

soft
membrane

SENSOR

PILLAR

Figure 4: A) Sensor Node B) Harbor Installation

The proposed approach was evaluated in an underwater network to monitor the sea
currents in the harbor. Sensor nodes are installed on the underwater harbor infrastruc-
ture to notify approaching ships about the water flow around the piers. The goal is that
berthing ships get information about the flow and turbulence from Sensor Nodes installed
on the pillars of the pier. The Sensor Nodes are connected to the Sensor Gateway with
underwater cables over RS-485 serial communication, and thus the configuration of the
underwater sensor network is fixed.

Hydromasts [130, 132, 125, 131] are sensors that have previously been used for under-
water flow sensing [130, 132, 131], hydromorphological classification [130], and surface
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vessel localization [125]. In this thesis Hydromasts are used for flow sensing and are from
here on referred to as Sensor Nodes.

The Sensor Node applied in the case study is shown in Figure 4. A and its detailed
description is given in [132]. The Sensor Nodes measure the flow magnitude and direction
from the stem vibrating in the flow. An IMU (Inertial Measurement Unit) embedded into
the Sensor Node calculates the accelerations of the stem in x and y directions. In the
current implementation, to estimate the flow magnitude from the IMU data, a 15 s series
of IMU Raw data is transformed with FFT (Fast Fourier Transform) into a frequency domain
in 120 s intervals, and the PSD (Power Spectral Density) is used to find flow direction and
magnitude using calibrations described in [132]. All the Sensor Nodes are wired to the
Sensor Gateway in a star network topology.

The Sensor Nodes are installed around the pillars at two different depths so that at
both depths 4 Sensor Nodes are attached around the pillar at 90 degrees angle from each
other forming a logical Sensor Group. This is necessary because, depending on the flow
direction, the pillar itself always shelters some of the Sensors Nodes from the flow. There-
fore, each aggregation of 4 Sensor Nodes (Sensor Group) is used to estimate the flow at
each point. Note, however, that the values of the Sensor Nodes in the same Sensor Group
are correlated. Knowing how the flow should behave around obstacles helps us identify
failing Sensor Nodes as well as to estimate how the readings of the sensors should be
correlated.

In total, the installation has 16 Sensor Nodes, grouped into 4 aggregations (Sensor
Groups) of 4 sensors as shown in Figure 4.B.

3.2.2 Indoor Sensor Network Installation
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Figure 5: School building installation

For the indoor climate sensing experiment covered in Section 4 the sensors used were
as follows. Commercial indoor air quality sensors manufactured and designed by Smart
Temp Australia Pty Ltd model number SMT-IAQ3 [149] were used. The producer claims
that the accuracy of the temperature sensor is +/- 0.5 ° C at 25 ° C (operating range -5 to
50 ° C) and the accuracy of the relative humidity (RH) sensor is +/- 5% at 25 ° C and 30%
to 80% RH (range O to 95 % RH). The CO, sensor is a non-dispersive infrared sensor with
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+/- 30ppm accuracy at 25°C, and the operating range is 0-2000 ppm. The sensor applies
auto-calibration as the manual [149] states that - “The CO, sensor within the SMT-IAQ3 has
an advanced learning self-calibrating function. This calibration process takes place over
an 8-day period.”. The sensors were installed into 56 different rooms in a well-ventilated
school building in Estonia and the data logged during 6 month time period (see Figure 5).

The installation of the sensor network for the indoor experiment was implemented by
a commercial third party and the framework described in 3.3 was not used. The author
of the current thesis analyzed and developed an algorithm based on the already gathered
sensor data (see Chapter 4).

3.3 Implemented Software framework for sensor networks

Edge Fog

h ~ Consumers

Sensor HUB l S — -l
Storage
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\ ) ) /

Figure 6: Server-based Underwater Sensor Network framework software architecture.
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This subsection presents the software framework for underwater sensor networks im-
plemented in the current thesis. The implemented software framework is also presented
in the publication V. The author provides an overview of related works, describes the
developed components, and gives an overview of the high-level software architecture of
the framework.

3.3.1 Overview of Related Works
[86] has proposed a general Sensor Network application approach. The threat of error

propagation is addressed. It covers Input, Signal processing, and Output. Data processing
and prediction are also mentioned. However, no clear methodology choices are proposed,
the paper is very general, and no implementation details are covered.

[99] is introducing the Fault Tolerance Event Manager (FaTEMa) into 10T systems. It is
a multi-layer approach and divides challenges into Heterogeneity, Adaptability and Evolu-
tion, Distributed Decision Mechanism, and Information Redundancy. Resource consump-
tion was considered and scalability was addressed using distributed decisions. Security is
mentioned, but no details like Infrastructure as Code and ease of development and rapid
deployment are addressed.

Other works [96, 138, 17, 38, 89, 115, 1, 90, 65] lack the following advantages that are
implemented in the sensor network framework developed by the author of the current
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thesis and presented in the publication V.
e Infrastructure as Code (laC)

- Scalability, immutable infrastructure, ease of operational maintenance. Re-
duce time and resource-consuming software configuration and maintenance.
Automatic scalability from cloud reliance and easy infrastructure multiplica-
tion for new installations. Immutable infrastructure makes it possible to main-
tain more complex systems with the same resources.

Containerized edge application.

- Platform independence, configuration automation

Edge cloud VPN.

- Fault management, edge devices online monitoring, loT fleet management.
Allows monitoring state of devices near real-time, which is not possible with-
out IP network (e.g. LoRa). Proactive fault management is possible.

Transparent remote release process.

- Rapid bugfixes, reduced downtime. Not possible without IP network (e.g.
LoRa). Software code will be accessible, and new releases do not need physi-
cal access to sensors.

Security

- Every Sensor Hub has own SSL public/private key pair signed by public CA, au-
thentication is done via private keys, validated on cloud side and whole traffic
travelling over public network is encrypted into SSL tunnel.

- Multitenant

- Open Source

3.3.2 High-Level Software Architecture of the Framework

For the purpose of managing underwater sensor networks and their faults, the author de-
veloped and implemented an initial software framework for running the components on
one or multiple network servers. The initial implementation of the framework architec-
ture is shown in Figure 6. In the following, a brief overview of the developed components
divided into logical Edge, Fog, and Cloud [8] computing environments is provided.

1. The Edge computing environment includes Sensor Nodes that measure environ-
mental data and transfer it to a Sensor HUB.

2. The Fog computing environment consists of a Sensor HUB that is connected to mul-
tiple sensor nodes that can form Sensor Groups. A Sensor Hub gathers sensor data,
processes it, and publishes data further into the Broker in the Cloud Layer.

3. The cloud computing environment has a Broker component, which acts as a com-
munication bus between the Cloud and Fog layers, as well as between functional
components in the Cloud layer. The term Broker originates from the MQTT [72]
standard; however, its functionality is not vendor-locked. The Cloud layer can also
include an Aggregator that manipulates the data according to defined domain-
specific rules and publishes the manipulated (aggregated) data back to the Broker.
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The Recorder is subscribed to the Broker and listens to the incoming data. It does
not manipulate the data in any way and only records them using predefined rules.
Subscribers can subscribe to the Broker to the data interested. This allows accessing
different data feeds that pass the Broker with small latency. The Web component
is presenting data from the Storage to End Users. The name is an abstraction that
does not have to be a Web application but can be any kind of user interface.

A more detailed view of the software framework using a cloud service provider is pre-
sented in Figure 7. Components are divided by the used environment into 4 layers. Edge
layer (red) contains components with limited network connectivity, computational and/or
storage resources. There are 2 cloud layers used. Balena cloud (blue) is used for edge
components monitoring and management. Amazon Web Services (orange) contains main
cloud components for data collection, additional processing, and presentation. The exter-
nal access layer (white) is for 3rd-party integrations, software deployment, fleet manage-
ment, and data access.

Components in Figure 7 presented with blue background are administered services
provided by Balena, orange background means administered services managed by AWS
and green background notes custom developed components. The continuous lines in Fig-
ure 7 show network connections established by the system, dashed lines human-activated
and on-demand connections.

For AWS services, 1aC (infrastructure as code) is used, specifically AWS Cloudforma-
tion CDK. The source code for self-developed components as well as 1aC is kept in GIT
repositories. Self-developed components are using Python 3.9 and ReactJS (for the web
interface).

On the Edge layer, there are sensor hub devices. The sensor hub hardware is Rasp-
berry Pi 3, Beaglebone Black/Green, or other single board computer (SBC). It can store
the data of each sensor locally on an SD card or USB memory stick, and send data via
MQTT or LoRaWAN to AWS loT Core. Hydromast sensors that can be reached with a ca-
ble, can connect to a single sensor hub. Usually, 1-5 sensors connect to one sensor hub.
The sensor hubs run on Taltech developed Sensor Hub application (see Figure 7) on Bale-
na0s. BalenaOs is an operating system that is based on Linux kernel and is optimized to
run Docker containers on embedded devices. Sensor hubs are managed through Balena-
Cloud or OpenBalena servers. These servers keep all the devices in groups called fleets,
which enables monitoring, developing, configuring, and updating the software on specific
or all connected fleet devices simultaneously. A Sensor Hub can be either offline or online.
In case of being online, a CloudLink OpenVPN connection is established to Balena cloud
services and (depending on configuration) to MQTT Broker (see Figure 7). Balena cloud
VPN connection allows to monitor the health of the device, change the configuration vari-
ables of the hub, and manage software releases on it. MQTT connection allows to upload
data and respond to commands.

3.4 Proposed Layered Data Model

In this section, we look at the sensor network from the perspective of the sensor data.
Table 2 presents the data-driven layers of the sensor network architecture proposed by
the author of this thesis. There are three data layers - Raw, Processed and Aggregated that
correspond to different functionalities that can be loosely connected to given computing
environments as shown in the Table.

In the Raw data layer (i.e. layer L;), there are data that are measured and transferred
by the set of Sensor Nodes S = {s;}. The Raw data layer holds Sensor Node data before
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transformations and calibrations.

Processed data (layer L,) is generated by the Sensor Gateway (s) (see Section 3.3) from
Raw data. The processing step is essential in the current application (see Section 3.2),
where sensor acceleration has to be transformed into the frequency domain. Additionally,
during the processing outlier data is smoothed out and it is determined whether the data
are within the measurement limits.

Aggregated data (layer Ls) is generated for the Sensor Groups G = {g;} by the Ag-
gregator component (see Section 3.3) from the Processed data of the Sensor Nodes {s;}.
The purpose of the Aggregating process is to provide transition from single Sensor Nodes’
data to Sensor Groups' data.

Table 2: Data layers and their mapping to computing environments

Data Layer State Computing
environment
Li: Raw direct data from sensors Edge

L,: Processed pre-processed data from sensors | Edge/Fog
Ls: Aggregated | data combined to sensor groups | Cloud

More formally, the data processing and aggregation takes place as follows. Let us as-
sume that sensors measure and send values periodically and the event of receiving a valid
test packet at the Raw data layer L, by sensor s; at a discrete time instance z be p(i,z). All
the valid p(i,7) measurement values received during a time interval T, containing n time
instances, are pushed into the Raw data queue of length n, which acts as a First-In-First-
Out (FIFO) data buffer:

0=1{q91,92,--,qn},
where g1, ...,q, represent n latest valid p (i,#) measurement values.

To obtain the processed data at layer L,, the data in Q are processed by a signal pro-

cessing function W to obtain the processed data value of o (i,7), i.e.

oli,r) = ¥(0).

Subsequently, the processed data value o (i,7) of the node s; is passed through a cali-
bration function ®;, i.e. the calibrated processed value of sensor s; at time ¢ is

V(it) = ®i(a(i,1)).

Subsequently, the aggregated value «( j,7) of the sensor group g; in layer L3 is calculated
by an aggregation function Q on calibrated values y(i,t) of the sensor nodes s; that belong
to the sensor group g;, i.e.

a(j1) = Q{r(.1)lsi € g})-

Finally, the aggregated value o (j,¢) is converted to the physical quantity (j,?) required
by the end user by applying the conversion function Z:

B0 =E(al),1)).

3.5 Chapter Summary

In the current chapter, the author covered the pereliminaries of the Data-driven cross-
layer Fault management in underwater sensor networks. In the next chapter, we proceed
with the proposed fault management framework by presenting the data-driven method
for sensor data processing.
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4 Data-Driven Method for Processing Raw Sensor Data
4.1 Motivation

Often direct environmental measurements of sensor networks need data processing to
improve data quality. The purpose of this processing can be mitigating hardware faults
but possibly also other misbehavior of the specific devices, or for instance the cases where
not absolute but relative values are needed.

The Data-Driven Fault-Resilient Cross-Layer methods proposed in this thesis are gen-
eral and not dependent on the used environment. However, underwater conditions are
much harsher and faults more frequent. Although this thesis is mainly focused on under-
water sensor networks, in this chapter, that is based on Publication Ill, due to the lack of
the sufficient underwater data, a terrestrial sensor network of in-door climate is consid-
ered and analyzed. The applicability of the methods to UWSN-s is covered in more detail
in Section 4.2.

In-door climate sensors can measure temperature, humidity, and CO, concentration
in the rooms. These data are often used for ventilation control, air quality assessment,
and occupancy detection. The measurement of the concentration of gases is technically
complicated and may lead to significant measurement errors [109]. Additionally, the in-
door sensors may have the auto-calibration function that shifts the zero level so that the
measurements would not drift off. However, this creates jumps in the data and sometimes
values below the outdoor CO, level. If the data is further used, occupancy is detected
differently, ventilation would not function as designed, and the assessment would result
in a different air quality class estimation.

Data-driven methods for processing of Raw data from CO, sensors were developed
to improve the quality of ventilation control and in-door air quality assessment in the
publication Il on which the current chapter is based. Methods were tested and verified
on data collected from 56 CO, sensors from a school building with balanced heat recovery
ventilation in Estonia. The developed methods can be implemented in existing building
management and In-door Air Quality analysis tools with reasonable computational cost.

Section 4.2 discusses the data correction method applicability in the context of Un-
derwater Sensor Networks. Section 4.3 describes the development of the method. The
results are described in Section 4.4 and Section 4.5 concludes the chapter.

4.2 Applicability in the context of USN'’s

Although this thesis is mainly focusing on underwater sensor networks, the current chap-
ter discusses methods in an in-door sensor network. This section discusses the applica-
bility of the described methods in the underwater context.

Identified underwater challenges (see Section 2) can be divided by the cause into en-
vironmental conditions and engineering constraints. The applicability of the techniques
discussed in the current chapter by this division is the following.

¢ The underwater harsh environmental conditions like high pressure, high turbulence,
and aquatic lifeforms may contribute to more frequent and different types of faults.
While the cause of the faults may be different, the data behaviour in Raw, Processed,
and Aggregated data layers, like redundancy and calibration errors, false readings,
and decoding exceptions, is similar. Thus, the underwater environmental conditions
allow to use the methods described in the current chapter.

¢ Additional optimization of methods may be necessary based on bandwidth and en-
ergy constraints. The processes may need to be redesigned to determine the ap-
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propriate IoT layer for their execution. However, the data correction methods are
applicable also in USN's.

The technique presented in the current chapter aligns with the proposed data layer model
(see Figure 1) by manipulating the Raw data to contribute to the Processed data layer.
While the operative scenarios and fault models may be different in in-door and under-
water environments, there is no distinction in data life cycle and behaviour on specific
faults. It should be clarified that the example of the concrete sensor correction algorithm
described in the current chapter, is aimed at the specific anomalies caused by the shifting
of the sensors, either in in-door, underwater, or other environments. The method pre-
sented in the current chapter can be viewed as an optional pre-processing step for fault
management discussed in the subsequent chapters.

4.3 Data Collection: Smart Building Case Study

In-door climate data was collected from a high school building for over 6 month period.
The following typical cases of deviation from the expected behavior of the CO, measure-
ments were identified and further analyzed:

e Outliers were identified as sudden change of the logged CO, concentration, which
was followed by a sudden change of the same magnitude in the opposite direction.

¢ Incorrect baseline was identified as a significant difference of CO, concentration
from the outdoor concentration of 400 ppm.

o Auto-calibration of the indoor climate sensor controller was identified as a sudden
change in the logged CO, concentration to approximately 400 ppm with no change
in the opposite direction thereafter.

e Potentially inadequate placement of CO, sensor was identified as sudden changes
in the CO, concentration at reoccurring times of workdays when the ventilation sys-
tem is either turned on or off. This could be caused by the non-uniform distribution
of CO, in the room air caused by the air distribution solution.

e CO, concentration’s dependency on the air temperature was identified as an un-
explainable fluctuation of CO, concentration fluctuation during unoccupied hours
that had a negative correlation with the air temperature fluctuation.

To help mitigating the above-mentioned problems, several on-line (sequential) and
offline (retrospective) change point detection [85] and data smoothing algorithms were
investigated. Change point detection helps identifying rapid variations in time series data.
Accordingly, data smoothing can be used to eliminate peaks and noise caused by mea-
surement errors. The author developed a low quantile method [70] that uses specified
fraction of lower valued measurements to determine the current baseline. The algorithm
is described in the following pseudocode block.
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Algorithm: Return input vector with corrected baseline

1: function get_fixed_baseline(vec, window_size, bottom=1, base)

2 result « []

3 for j + 0 to len(vec) — window_size do

4 Ip < np.percentile(vec[j : j+ window_size],bottom)

5: result.append(median(lp))

6 end for

7 Ib < np.concatenate((np.ones(window_size) x result[0], np.array(result)), )
8 return vec — |b + base

9: end function

The algorithm to return the measurement vector with corrected baseline values is
shown as an offline version in the pseudocode. The input variables are as follows : vec is
the sensor measurement vector of floating point numbers, window_size is an integer with
the size of the sliding window buffer (120 in case of 5 min measurement interval and 10h
window), bottom is an integer with the needed bottom percentile value and base is the
floating point actual baseline value (400 in our case, provided by legislation). The called
functions are as follows: np.percentile returns the requested percentile vector from the
input vector, np.concatenate joins multiple arrays and is used for the first values when the
correct baseline cannot be determined yet.

The developed low quantile method is discussed in detail in the publication Ill. The
method can detect and compensate the above-mentioned baseline and auto-calibration
deviations, as well as also eliminate high outlier data. The time complexity of the method
in the big O notation is O(n) where n is the size of the data in the defined sliding time
window (10 h for the classroom data used in the experiments). Being online as well as
computationally light-weight enables its use also in real-time applications.

4.4 CO, Concentration Correction Results

The performance of the CO, base value correction algorithm used was qualitatively eval-
uated by comparing initial logged and corrected CO, level concentrations. Figure 8 illus-
trates the respective CO, concentrations during 5 weeks in all the classrooms. The ini-
tially logged CO, concentration outside expected occupied hours varied constantly over
100 ppm and was typically above 400 ppm. This highlights the need for further post-
processing of logged data of the installed sensors despite the in-built auto-calibration
function. The corrected values reflect the expected behavior. However, there were still
some outliers with values significantly below 400 ppm due to the chosen quantile method,
which should be removed by further developing the data-processing methods before ap-
plied for IAQ assessment or ventilation control.

The performance of the base-level correction method was additionally assessed by
comparing the duration curves of initially logged and corrected data. The results of all
the rooms with CO, sensors are given in Figure 9. Visually, the largest difference appears
during periods when the CO, values are near outdoor level.

Table 3 shows the impact of the baseline level correction by comparing the logged
values against different CO, concentration levels. The COVID-19 pandemic situation rec-
ommended ventilation control setpoint 550 ppm [129] for was exceeded during 89.1 and
74. 4% of the occupied period with initially logged and corrected data, respectively. There-
fore, the impact of baseline-level correction would have been significant if the school had
demand-controlled ventilation and the recommendations had been followed. The dif-
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Figure 8: Example of CO, concentration of all rooms during 5 weeks with initially logged (above) and
corrected (below) baseline values
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Figure 9: Cumulative CO; of all rooms in the same timeframe as previous figure
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ferences in exceedances of 800 and 1000 ppm were even more significant. As initially
logged CO, concentrations were generally higher than the corrected values, then the ini-
tially logged values would have prompted unnecessary disturbances in school work due to
opening windows during classes or even stopping schoolwork due to increased infection-
risk.

Table 3: The impact of baseline level correction of comparing logged values against different CO,
concentration levels

\ Time of occupied period above the respective CO, level, % \
550 ppm 800 ppm 1000 ppm
Initial 89.1 46.2 18.2
Corrected 74.4 27.7 5.9

4.5 Chapter Summary

In this chapter, a terrestrial sensor network for in-door climate monitoring was consid-
ered. Data-Driven Fault-Resilient Cross-Layer methods are general and not dependent
on the used environment, but underwater conditions are much harsher and faults more
frequent. Although this thesis is mainly focused on underwater sensor networks, in this
chapter, that is based on Publication lll, a terrestrial sensor network of in-door climate is
considered and analysed, due to the lack of the sufficient underwater data. Data-Driven
methods are not environment dependent and can be used for underwater as well as ter-
restrial sensor networks. The data from sensor networks are frequently used for assess-
ment, automation, or as input to other processes. However, often when sensor data are
flawed, it needs processing before moving on. In the current chapter, a method for CO,
base level correction was developed and method’s performance qualitatively assessed.

The method used percentile values from a sliding time window to identify the base
level, and subsequently the data were corrected so that the base level would be constant.
The best compromise between accuracy and delay in data correction was reached using
1% percentile values in a 10 hour sliding time window. The impact of the algorithm was
significant when comparing the initially logged and corrected values against CO, concen-
tration thresholds.

The method was developed to correct CO, concentrations in near real-time without
knowing future values. Therefore, the current implementation is more effective in cap-
turing the downward jumps of the CO, base level. The baseline correction method can be
implemented also for regular In-Door Air Quality assessment, e.g. with weekly or monthly
frequency, and for such application the method should be developed further to also ef-
fectively capture the upward jumps, which is currently delayed.

The developed method needs to be further tested based on data from inadequately
ventilated buildings, building with different occupancy patterns, and sensors that might
provide worse quality data that contain more outliers. Additionally, the post-processed
CO, concentration needs comparison with more detailed measurements with calibrated
sensors for further validation and development. Finally, the current implementation of the
algorithm effectively captures downward shifts in the logged data, but not upward shifts.
That behavior is caused by the minimum values of the sliding time window that cannot
be easily predicted because of the online (i.e. near-real-time) nature of the proposed
algorithm. Future development is needed to be able to capture upward shifts with a lesser
delay.
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5 Cross-Layer Fault Management in Data Processing
5.1 Motivation

Cross-layer resilience is the cooperation of multiple techniques from different layers of
the system stack to achieve cost-effective error resilience, as a possible solution to design
low-cost resilient systems [23].

Data-driven signal processing-based fault detection and diagnosis employ signal pro-
cessing functions to identify faults and anomalies [37, 27, 52, 170, 54].

The current chapter is based on the publication | and combines two concepts men-
tioned above, introducing a data-driven, cross-layer fault-resilient architecture for sensor
networks. The proposed approach does not focus on the system stack but rather on the
data health of the sensor network.

The main purpose of a sensor network is to measure, gather, and deliver valid data.
Although the root cause of invalid data lies somewhere in the system stack, the concept
of data-driven cross-layer resilience is based mainly on the purpose of the sensor network
and less on the implementation details. In the approach proposed in the current thesis,
the data layers are part of the sensor network’s essential functionality itself, and no addi-
tional dedicated hardware is needed. In proposed architecture data are collected exclu-
sively by the functional sensors (the Raw data layer) that are part of the system. Further
data layers include processed data and aggregated data from different sensor sources. As
it is shown in this chapter, the approach allows detecting faults on a higher data layers
even if they escape lower layer detection, and provides online diagnosis capabilities to
the network in order to pin point the root cause and location of the error.

5.2 Fault Detection and Diagnosis at Different Data Layers

Figure 10 presents a flowchart of Raw and Processed data layer processes. When a serial
packet arrives from a sensor node, it is decoded, and the sensor values are pushed to a
fixed size raw data FIFO queue. When the FIFO queue is full, then the oldest values are
disposed. Simultaneously, at the predefined time intervals, data from the raw data FIFO
queue are cloned taking a still snapshot of the contents of the Raw queue. This allows
to compute the Processed data layer values without interfering with the continuous Raw
data layer update. For a more detailed definition, implementation, and notation of data
layers, please see Section 3.4) or Publication | on which the current chapter is based.

Fault detection at Raw Data Layer L;: The fault detection at the Raw data layer is exe-
cuted when decoding the incoming sensor measurements (see Figure 10). Invalid packets
at sensor nodes s; (e.g., malformed or missing packets) at time instance r are filtered at this
layer. In addition, the ratio of good to bad packets is accumulated. At this level, problems
that may occur and cause invalid packets are as follows:

e Data Decoding Error - the data packet does not correspond to the correct length or
byte values and cannot be read from current stream.

e Redundancy check failing - One of the values in the data packet is the name of the
Sensor Node, which should stay constant and never change.

The amount of deterioration of a sensor on the Raw data layer is characterized by the
difference on invalid and valid packets.

Fault detection at Processed data Layer L,: Processed data layer consists of single
sensor s; values identified by index i values, similar to Raw Data Layer. This layer includes
an incoming FIFO queue for the data from the Raw data layer of which a snapshot is taken
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at a predefined interval (see Figure 10). The contents of the queue are processed, and the
results are assigned to the processed data collection that is then sent upstream. To be
able to obtain the processed value (e.g. Fourier transorm), the Raw data FIFO queue has
to be full. The processing steps at this data layer include the following.

¢ Not enough data - The FIFO queue is cleared after every data acquisition by the
processed data layer. If not enough good packets from the Raw data layer came in
during the last acquisition interval, the queue may not be full. This indicates that
processing cannot be done.

e Filtering out data values outside the measurement boundaries.

The fault on the Processed data layer is detected when a processed value is outside pre-
defined boundaries.

Fault detection at Aggregated Data Layer L3: Single sensors s; form a sensor group g;
identified by group index j. At Aggregated data layer, the sensor groups are managed, sin-
gle Sensor Nodes' data and Health-maps are analyzed, combined, and aggregated. When
a sensor fails, it is removed from its Sensor Group. If a critical number of sensor nodes
have decayed then the group data cannot be trusted anymore and the sensor group is re-
garded as faulty. The aggregating methods are discussed more in detail in the next Chapter
6 and the aggregation processes flowchart presented on Figure 16.

5.3 Results

In current section the author presents the results of synthetic scenarios based on real data
showing the benefits provided by the cross-layer data-driven fault management approach.
In addition, some real-world examples of naturally occurred incidents are given, where
faults were detected and diagnosed by the approach.

5.3.1 Graceful Data Degradation Enabled by Fault Management

In current subsection, the author is using real data recorded from natural measurements
during a selected time interval. The faults are injected into these data by overriding data
values in specific sensors by constant zero vectors. Thus, synthetic fault scenarios are
created. This set of data values is then simulated to obtain the aggregated values for the
sensor group.

Figure 11shows the data degradation in synthetic scenarios based on real data, where
the sensors were degraded. The comparison (see Figure 11) includes proportional dif-
ferences of the aggregated data calculated using failing sensors compared to the good
aggregated data scenario with operational sensors. Proportional differences are found
using max(x,y)/min(x,y) where x is the best scenario measurement value and y is corre-
spondingly some other scenario measurement value at the same time. The orange line
represents the case where one faulty sensor has been removed from the aggregation of
the group value. This is equal to the good aggregated value. The blue line represents the
case where one sensor is faulty (having 6.d fg = 0 where 6.d fg denotes the dominant
frequency value from the result of the data processing function) but is still included in the
aggregated data computation. The red line represents the scenario where 2 sensors are
faulty (with o.dfq = 0). Finally, the green line shows the scenario where the 2 faulting
sensors are removed from aggregated data computation by the fault manager. The exper-
iments show that data-driven cross-layer fault management allows on average to improve
sensor group measurement accuracy by 35% (1.0 x versus 1.35 x deviation from the good
value) in case of single sensor errors and nearly twofold (1.72 versus 3.18 x deviation) in
case of double sensor errors (see the average values for different scenarios in Figure 11).
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Figure 11: Proportional difference in aggregated data

In the following, the author shows real data (without any overriding) from two dif-
ferent naturally occurred incidents, where fault detection was performed from data at
different layers.

5.3.2 Incident 1: Fault detection at the Raw Layer
Incident 1illustrates a naturally occurred incident, which resulted in cables connecting the
Sensor Nodes to the Sensor Gateway torn. Figure 12 shows data from one Sensor Group
in different data layers during a 6 hour interval. The Aggregated data layer shows median
water flow velocity over all the nodes from a Sensor Group at 5 meter depth in the given
time period. The Processed data layer in Figure 12 shows Dominant Frequency on Sensors
belonging to the same Sensor Group. The Raw Layer in Figure 12 shows the packet count
of valid measurements during 180s intervals during this period. On the Raw data layer
only one color can be seen, as all the drawn nodes follow the same line. Although the
Sensor Groups consist of 4 Sensor Nodes, Node 004 was broken before the time of this
event and was removed from the Sensor Group. Therefore, its measurements are not
drawn. In Figure 12 all the layers clearly present an incident between 19:54-19:57, where
correspondingly faults occurred on all data layers. The incident stopped incoming data
from the Raw Layer, which is represented as the number of incoming raw data packets
dropping to zero. The processed and aggregated layers show the last good values that
remain constant because no new data came in after the incident. During the incident, the
connection cables were physically cut (see Figure 13).

During the 6 hour period that is given around Incident 1, the events from the node level
Health map are also quantified and shown in Table 4. The few fault events recorded were
from the incident in which packets were disrupted, ending up with bad packet length and
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Figure 12: Incident 1time series: Fault manifestation at the Data Layers
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decoding errors. However, this error quantity is low and can be a part of normal operation.
It can be seen that for this type of incident, fault detection can be performed from the Raw
data layer monitoring the valid packet flow as shown in the lower section of Figure 12.

N
TORN CABLES

Figure 13: Incident 1: Incident damage

5.3.3 Incident 2: Fault Detection at the Processed Layer
Incident 2 represents an incident where a stem of a Sensor Node was detached. Figure
14 shows data from different data layers of one node during a 1-hour interval. In this case
it can be seen that valid packets kept coming in, however the measurements dropped to
zero. Thus f>(i,7) (fault on the processed layer L, of sensor i at time ) occurred, but no
f1(i,¢) (fault on the Raw data layer L; of sensor i at time #). It was later found that the
moving part of a sensor’s stem was torn off as shown in Figure 15. It can be seen from
Figure 14 that this type of incident was not identifiable from the Raw data layer, but
rather from the sudden drop of the dominant frequency to zero at the Processed layer.
Table 5 shows that there were no detected faults at the Raw layer (—fi(i,#)) and the
valid data packets count was higher than in Incident 1 (see Table 4) due to the fact that
the data flow was never interrupted.
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Table 4: Incident 1 event quantification (same interval as Figure 12)

Count
Event type Sensor 001 | Sensor 002 | Sensor 003
Valid packets 3559807 3559774 3559793
Data not yet ready 0 0 0
Bad packet length 3 2 2
Decoding error 0 1 0
Serial number changed 0 0 0
Port closed 0 0 0
PROCESSED DATA LAYER
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100 A
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T 50-
O - T T T T T T T
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Time
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Figure 14: Incident 2 time series: Fault manifestation at the Data Layers
Table 5: Incident 2 event quantification (same interval as Figure 14)
Count
Event type Sensor 009
Valid packets 4317807
Data not yet ready 0
Bad packet length 0
Decoding error 0
Serial number changed (]
Port closed 0
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5.4 Chapter Summary

The proposed architecture was implemented and tested in real life on a single sensor
network. Although our intention was to develop a generic sensor network architecture
and it showed benefits in implemented water velocity measuring sensor network, it has
not been validated on other type of real sensor networks.

The sensor network used for testing has essential signal processing needed for its
functionality, so the data layers were not artificial, and data-driven cross-layer fault
management was integral addition to the core functionality of the sensor network. Not
in case of all types of sensor networks the proposed architecture may be possible to
implement or be resource and cost efficient.

The incidents and synthetic scenarios based on real data show that the data-driven
cross-layer fault management allows improving the accuracy of sensor group measure-
ment by 35% in the case of single sensor errors and nearly twofold in case of double
sensor errors. Additionally, the proposed architecture is cost and resource effective as it
relies on the sensor network internal functionality and no additional hardware is
needed. The architecture is scalable in the sense that there can be multiple hierarchies
of sensor groups. In the future, it would be useful to implement and validate the same
framework on different types of sensor network applications.

In the next chapter, fault management on the Aggregated data layer is researched to
dynamically manage sensor outliers and neighboring sensor group degradation.
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6 Fault Management in Data Aggregation
6.1 Motivation

The faults can also be managed on the Aggregated Data Layer. In the current chapter
the author proposes a data-driven method for aggregating the sensor data to improve
it's quality. The current chapter is based on the publication IV. One of the most popular
mathematical state estimation tools is the Kalman Filter (KF) [46, 98, 45, 48, 49, 51, 69,
139, 82] with its multiple flavors. Sensor data aggregation can also be seen as a state
estimation task, and KF is used for that [101],[9], [122]. The author uses KF data aggregation
for fault masking with details described in the publication V.

6.2 Methods

Due to physical limitations, harsh underwater environment and possibility of occurrence
of both, persistent and intermittent faults, the sensors vary from correct measurements.
To cope with that issue, the author relies on Sensor Groups (see Section 3.4) to generate
data fusion for univariate measurements - that is multiple sensors simultaneously mea-
sure similar physical entity. The author is applying KF in the Aggregation Data layer (see
section 3.4) after an initial signal processing is done.

The author is using adaptive KF for data fusion to compute aggregated data and get
the filtered estimate that is more reliable than the sources. The KF sensor uncertainty ma-
trices (see Publication IV for details) are updated in different configurations as explained
below. The following KF configurations were implemented and compared:

e Kalman Static, where sensors’ uncertainty is not updated.

e Kalman Difference, where sensors’ uncertainty is updated using the difference func-
tion (see Section 6.2.1).

e Kalman Latency, where sensors’ uncertainty is updated using latency function (See
Section 6.2.1)

e Kalman Adaptive, where sensors’ uncertainty is updated using both difference and
latency functions.

The computational complexity of the updating steps of the KF state is dependent on the
dimensionality of the measurement vector [123], which in our case is the number of sen-
sors in a sensor group. Kalman Difference, Kalman Latency and Kalman Adaptive methods
have additional computational steps for updating the uncertainty using residual and time
values accordingly, making them more complex than the Kalman Static method.

The calculation is iterative over time and the aggregated values are the outputs of the
KF. The aggregation processes of a sensor group are shown in Figure 16. At the predefined
intervals the last known good processed values from all the sensors belonging to a single
sensor group are collected, the sensor group’s aggregated value is computed, and the next
execution time scheduled.

6.2.1 Uncertainty from the Difference of Measurement and Estimation

Small latency for sensor measurements can be tolerated, but larger latency values dete-
riorate fast. For uncertainty caused by measurement latency, the author applied the sig-
moid function described in the publication IV. Sigmoid function used for latency is shown
in normalized form in Figure 17 (left).
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Detecting outlier values based on the difference between estimation and measure-
ment should not be linear - small differences in velocity should be proportionally more
tolerated than larger differences. It should be noted that the sensors used had a de-
fined reporting range, so the difference could not increase uncontrollably. For calculat-
ing adaptive weights based on difference, the author applied the parabole function that
is described in publication 1V. The parabole function used for the difference is shown in
normalized form in Figure 17 (right).

6.3 Results

Experiments in two different underwater environments were conducted. The Flow Ob-
struction experiment was a short time experiment that took place in freshwater in a river
on February 2, 2023. For this experiment, in addition to the Sensor Nodes, ADV (Acous-
tic Doppler Velocimeter) measurements were also used as reference values. The sensor
network was installed to a river bed (see Section 6.3.1) and the water flow was manually
disturbed and interfered with.

The Harbor Experiment was a long-time experiment active from April to August 2020.
The sensor network was installed into sea water by a harbor for measuring underwater
currents (see Section 3.2.1). For this experiment, we did not have a reference device.
The sensors were neither disturbed nor interfered with manually, the collected data was
naturally occurring. Most of the time during that period, the water flow was too slow to
be measurable with sensors due to non-windy weather conditions. However, there were
a couple of time intervals with a stronger water movement.

6.3.1 Flow Obstruction Experiment

The Sensor Nodes were attached to a metal bar at 20 cm intervals. Perpendicular to
the center of the Sensor Node was another bar with attached ADV (Acoustic Doppler Ve-
locimeter, Nortek Vectrino Profiler) approximately 50 cm from the Sensor Node metal bar.
The construction was installed to a river bottom around 1m depth, with the ADV facing the
flow and the Sensor Nodes side by side behind it. The order of the Sensor Nodes from the
shore was H24, H25, H26, H27. The unobstructed water velocity appeared similar at all
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Sensor Nodes. The Sensor Node offset coefficients are calibrated after installation to cor-

respond to the mean value magnitude of the ADV beams. The velocity is calculated using

the magnitude of median x and y axis angles of the 1s time frame of 50 Hz measurements.
Figure 18 shows the obstruction experiment.

e Sensor measurements are shown as dots. Aggregations by different Kalman filters
are shown as lines.

e A human was obstructing the flow by standing in the water for every Sensor Node
for 30 s in the following order - 1st H24, 2nd H25, 3rd H26, 4th H27

¢ |t can be seen that the obstruction changed the Sensor Node angles correspondingly
as the dots representing single measurements move downwards at specific times.

e H25 obstruction is less clear, but happened also while obstructing H24 and H26,
thus standing near the 1st and 3rd Sensor Node obstructed the flow also at the 2nd
Sensor Node.

It can also be seen from Figure 18 that the water flow measurement of the sensors is
consistent and reacts adequately to changes in the water flow. From Figure 18, it can be
seen that the Kalman difference is the most optimal aggregation method for this case, as
it accurately filters out disturbances at individual sensors. It was followed by median and
Kalman adaptive aggregation. However, Kalman latency and Kalman static were far more
influenced by disturbances at individual sensors.

6.3.2 Harbor Experiment

Finally an experiment was carried out on naturally occurring data from the actual use case.
From the data collected during the five-month period, we selected an interval on 7 May
2020 where all of the sensors in the sensor group were active and there was enough flow
to measure velocity and direction. The flow is in a measurable range from approximately
6:30 to 20:00 when it begins to fade. The day is characteristic for representing the harsh-
ness of the environment as there are multiple gaps and outliers in the readings, and one
of the sensors (H3) stops providing new measurements around 13:20.

In this harsh, real-world environment, the Kalman difference and Kalman adaptive per-
form equally efficiently, while the aggregation provided by the Median and Kalman latency
methods is far too unstable. The weakest performance is obtained by Kalman static, which
is consistently overestimating the water current flow.

As the result of the experiments, the most robust and stable aggregation performance
was achieved by the Kalman difference method, which took into account the difference of
the measurement value at the sensor from the estimated value. This method performed
well in a stable current as well as in the case of disturbances and also in very harsh condi-
tions, where there were gaps and outliers.

Kalman adaptive was slightly less accurate with faulty sensor reading, but became
more robust and equal to Kalman difference in case of more frequent gaps in readings.
It might become the preferred option when conditions are extremely harsh and become
even more dominated by gaps.
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6.4 Chapter Summary

A fault-resilient underwater sensor network based on sensor data aggregation by updat-
ing the measurement error matrix of an adaptive Kalman filter was proposed. A case study
on a real-world harbor water flow monitoring use-case showed that the adaptive and dif-
ference based technique allowed for a significantly smoother aggregation in case of high
fault rates in sensors’ readings when compared to traditional Kalman filter and median
value based aggregation techniques.
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7 Conclusions

71 Summary

The current thesis proposed a data-driven and cross-layer resilient architecture for sensor
networks, where instead of the system stack layers, the data layers are applied in fault
detection and diagnosis to combine fault detection across data layers into a coordinated
system health management architecture. The goal was to achieve graceful degradation
in sensor networks, allowing them to continue their operations uninterrupted, but with a
degraded quality of service. The main specific contributions of the thesis are summarized

below.

e The thesis presented a systematic survey of fault-tolerant techniques in underwa-
ter sensor networks (USNs), collecting and categorizing the papers based on an in-
troduced taxonomy of Fault Tolerance tasks and highlighting open research issues
(addresses research question RQ1).

Systematic search of top papers and related papers was conducted and those
papers analyzed.

Taxonomies for fault sources and Fault Tolerance tasks were described to cat-
egorize and systematize the analyzed papers.

The 127 analyzed papers were divided into categories, and open research is-
sues as well as more addressed areas were identified.

The full table of the survey results was presented.

e The thesis also proposed a data-driven method to process sensor data improving
the quality of data (RQ2).

An algorithm for in-door CO, base level correction in near real-time was de-
veloped based on CO, data logged during 6 months from 56 rooms.

An optimal trade-off between accuracy and data correction delay was reached
using 1% percentile values in a 10 h sliding time window of the in-door CO,
data.

The period with more than 1000ppm CO, concentration in classrooms after
applying the developed baseline correction algorithm was almost 3 times less.

¢ The thesis proposed three data layers - Raw, Processed, Aggregated to use in data-
driven cross-layer fault management (RQ3).

The sensor network architecture was proposed that is cost and resource ef-
fective as well as scalable, because it relies on the sensor network internal
functionality with no additional hardware needed and hierarchies of sensor
groups can be used.

Both synthetic scenarios and in-field, real-world experiments were provided
for evaluating the cross-layer fault management capabilities and the aggrega-
tion of a system health map based on the faults manifesting at the different
layers.

Data-driven cross-layer fault management allows the sensor group measure-
ment accuracy to be improved by 35% in case of single sensor errors and nearly
twice in case of double sensor error.
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e A data-driven method was proposed to improve the quality of aggregated sensor
data (RQ4).

- An adaptive Kalman filter based data aggregation algorithm by updating the
measurement error matrix was proposed. It was the first implementation
where sigmoid and parabole functions were used for the adaptive Kalman fil-
ter weights, as far a the author knows,

- A case study based on a real-world harbor water flow monitoring use-case
was presented that showed the proposed method to allow for a significantly
smoother aggregation in case of high fault rates in sensors’ readings when
compared to traditional Kalman filter and median value based aggregation
techniques.

e Asensor network software framework was developed and implemented and exper-
iments in natural environments were conducted.

7.2 Limitations and Future work

One of the limitations of the proposed architecture is that it may not be abstract enough,
as it was validated in limited environments and mainly with one type of sensors - Hydro-
masts. In addition, data health history collection and prediction of the future state of
an USN, for example, maintenance schedule planning, is not implemented nor discussed
thoroughly.

To reduce the limitations in the future, the following directions can be further pro-
gressed:

¢ Different types of sensor network applications could be implemented. For used sen-
sor networks the Raw, Processed and Aggregated data layers came naturally, while
other sensor networks applications may have different requirements and the archi-
tecture framework may need to be shifted to fulfill those. This could help to make
the framework more abstract and less dependent on the specific sensor network

type.

¢ The architecture should be further tested based on data from different sources and
environments. The sensors in a sensor group connected to a Sensor Hub in Edge
environment and a Cloud service provider was considered generic enough to be
enable to implement for various sources and environments, but it should be vali-
dated more with different sources.

e The architecture can be developed further to dynamically manage sensor outliers
and degradation of sensor groups. Keeping track and storing the health of the single
sensors and the degradation rate of the sensor groups may allow to implement ca-
pacity management and predicting the needed maintenance for the sensor groups.
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Abstract
Data-Driven Fault-Resilient Cross-Layer Sensor Network Archi-
tecture

Underwater Sensor Networks (USNs) have found extensive application in environments
fraught with challenges unique to underwater conditions, such as extreme pressures, lim-
ited visibility, and communication constraints. These networks play a pivotal role in ap-
plications ranging from harbor security to underwater pipeline monitoring. This thesis is
motivated by the critical need to develop fault management techniques for USNs, where
faults can lead to inaccurate data, system failures, and severe consequences, particularly
in safety-critical scenarios.

The underwater environment presents numerous hazards, including manufacturing
defects in hardware components, wear and tear due to continuous use and environmental
factors, power supply issues, and the potential for human errors during installation and
maintenance. Anticipating an increase in hardware faults with technological advances,
this research explores cross-layer fault tolerance as a means of coping with imperfections
in system components.

The primary research questions addressed by this thesis include leveraging sensor data
for fault management and graceful degradation, implementing cross-layer fault manage-
ment without significant hardware costs, applying real-time fault detection and localiza-
tion techniques to sensor data, ensuring the reliability of sensor data integrity, adapting
processing algorithms to changing conditions or faults, and validating the quality of ag-
gregated data from multiple sensors.

The thesis introduces a data-driven approach that utilizes inherent redundancy in sen-
sor networks, proposing data layers (raw, processed, and aggregated) for efficient cross-
layer fault management. Contributions include a comprehensive survey of fault-tolerant
techniques in USNs, data-driven fault management methods that allow to improve mea-
surement accuracy by 35% in case of single sensor faults and nearly double in case of a
double sensor faults, and a novel approach to sensor data aggregation. The proposed
techniques are evaluated in the context of a challenging harbor USN with unreliable sen-
sor readings.

This research advances fault management strategies crucial for maintaining the reli-
ability, accuracy, and safety of sensor networks. By proactively managing faults, these
networks can continue to operate efficiently and provide accurate data, making them in-
valuable for a wide range of applications.
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Kokkuvote
Andmepohine torkekindel kihtidelilene sensorvorgu arhitek-
tuur

Veealused sensorvorgud on leidnud laialdast rakendust karmides keskkondades, mis on
omased veealustele oludele ning tais valjakutseid nagu darmuslik rohk, piiratud nahtavus
ja sidepiirangud. Need vorgustikud mangivad olulist rolli alates sadama turvalisusest kuni
veealuste torujuhtmete seireni. Kdesolev 16put6o on motiveeritud kriitilisest vajadusest
tootada valja rikkehaldustehnikad veealuste sensorvorkude jaoks, kus rikked voivad poh-
justada ebatapseid andmeid, stisteemi torkeid ja eriti tosiseid tagajargi ohutuskriitiliste
stsenaariumide korral.

Veealuses keskkonnas asuvaid sensorvorke mojutab terve rida ohte, sealhulgas riist-
varakomponentide tootmisdefektid, pidevast kasutamisest ja keskkonnast tingitud kulu-
mine, toiteallika probleemid ja voimalikud inimlikud vead paigaldamise ja hoolduse ajal.
Tehnoloogia arengust tulenevalt ennustatakse riistvararikete kasvu. Kaesolev t66 uurib
kihtidevahelist rikketaluvust kui vahendit puudustega toimetulekuks stisteemi komponen-
tides.

Vaitekirjas kasitletavad peamised uurimiskiisimused hélmavad andurite andmete voi-
mendamist rikete haldamiseks ja nendega toimetulemiseks, rakendades kihtidevahelist
rikkehaldust ilma oluliste riistvarakuludeta, rakendades reaalajas rikete tuvastamist ja lo-
kaliseerimist. anduri andmetele, tagades anduriandmete terviklikkuse usaldusvaarsuse,
kohandades t66tlemisalgoritmid muutuvate tingimuste voi torgete jaoks ja valideerides
mitmetest anduritest agregeeritud andmeid.

Doktoritdo tutvustab andmepdhist Iahenemist, mis kasutab sensorvorkudele omast
lilasust, pakkudes valja andmekihid (toorandmed, t66deldud ja agregeeritud andmed) t6-
husaks kihtidelileseks rikkehalduseks. T66 teaduspanus hélmab poéhjalikke torketaluvus-
tehnikaid allvee sensorvorkudes, andmepodhiseid rikkehaldusmeetodeid, mis voimaldavad
Uhe anduri rikke korral suurendada mootetapsust 35% ja kahe anduri rikke korral peaae-
gu kahekordistada, ning ka uudset lahenemist andurite andmete agregeerimiseks. Vilja
tootatud tehnikaid hinnati sadamas, reaalses keskkonnas, ebausaldusvaarsete andurinai-
tudega.

Kaesolev uuring edendab rikete haldamise strateegiaid, mis on andurite vorkude usal-
dusvaarsuse, tapsuse ja ohutuse sailitamiseks Uliolulised. Rikete ennetav haldus tagab, et
need vorgud saavad jatkuvalt tohusalt té6tada ja pakkuda tapseid andmeid, muutes need
sobivaks mitmete rakenduste jaoks.
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Abstract—The paper proposes a data-driven cross-layer re-
silient architecture for sensor networks. The novelty of the ap-
proach lies in combining fault detection across data and network
layers into a coordinated system health management architecture.
The implemented fault detection is entirely data-driven: data are
collected exclusively by the functional sensors that are part of the
system. Thus, there is no need for additional hardware resources.
The data layers considered include the raw sensor data layer,
the processed data layer and the data aggregation layer. The
proposed cross-layer fault management architecture utilizes a
hierarchical health-map structure for fault detection and data
aggregation. A practical case study of an underwater sensor
network for harbor water flow monitoring application based on
the proposed architecture is presented. Synthetic experiments
with real data demonstrate the effectiveness of the approach
in fault detection and diagnosis. The experiments show that
the data-driven cross-layer fault management allows improving
the sensor group measurement accuracy by 35% in case of
single sensor errors and nearly twofold in case of double sensor
errors. The paper also presents examples of system health-map
aggregation and fault diagnosis based on faults manifesting at
the different layers for real incidents occurring in the field.

Index Terms—data-driven, cross-layer, fault management, fault
resilience, sensor network, under-water

I. INTRODUCTION

Sensor networks are a promising solution for monitoring the
physical environment and providing observations for various
applications in the cyber-physical critical infrastructure [1].
However, they often operate in harsh environments causing
reliability issues in their sensing, computing and communica-
tion. Moreover, the growing complexity of sensor networks
is expected to increase the frequency of faults [2]. At the
same time, due to cost considerations, such networks need to
be composed of essentially unreliable components. Traditional,
passive fault tolerance solutions (e.g. duplex or triple-modular-
redundancy) are often not viable in this context as they are
expensive (by more than doubling the required resources) and
do not facilitate keeping track of the system health.

One way to cope with the faults is to allow devices to
fail and compensate failures at higher levels of the system
stack [3] tolerating faults across layers involving hardware,
firmware, operating system, applications etc. Cross-layer fault-
tolerant systems have a potential to implement reliable, high-
performance and energy-efficient solutions without an exces-
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sive cost [4] by distributing the fault tolerance tasks to
multiple layers [5].

One of the promising concepts in fault tolerance is fault
resilience, defined as the persistence of service delivery that
can justifiably be trusted, when facing changes [6]. Resilience
takes advantage of distributed systems, which provide inherent
redundancy in the network. As a further step, the concept
of cross-layer resilience, combining the cross-layer approach
with fault resilience, has been proposed as a cost-effective
and efficient solution to contend the faults [7]. According
to Cheng et al. cross-layer resilience is a cooperation of
multiple techniques from different layers of the system stack
to achieve cost-effective error resilience, as a possible solution
for designing low-cost resilient systems [8].

In sensor networks previous works on resilience have fo-
cused almost exclusively on wireless sensor networks utilizing
network clustering and routing algorithms [9], [10] as well
as adaptable network deployment [11].

Several frameworks for cross-layer resilience have been
proposed. ERSA [12] addresses multi-/many-core systems,
assuming one reliable core and several unreliable ones. How-
ever, it is tailored towards a special class of probabilistic
applications utilizing the algorithmic level cognitive resilience.
The framework called CLEAR is reported to deliver the
targeted degree of resilience at low cost in terms of energy,
power consumption, execution time and area by combining
different resilience techniques across various layers of the
system stack (circuit, architecture, OS, application) [8]. Both
of the methods target processor cores and not the network.

IMMORTAL action [13] proposed cross-layer fault re-
silience and system health management for on-chip networks.
A cross-layer fault-resilient Network-on-Chip (NoC) architec-
ture Bonfire [14] , which includes concurrent checker cir-
cuitry, fault classification and cross-layer health management,
was developed as a result [15]. Further, [16] developed a
Phoenix distributed fault-tolerant architecture over an NoC-
based multiprocessor platform that consists of a hardware part
placed on each router of the NoC and a software part placed
on the operating system of each processing element node
composed of a paired processor-memory. The common de-
nominator of the mentioned works is that they are constrained
to single chip architectures. Moreover, most of the cross-layer



resilient approaches (e.g. [13], [15] and [16]) require the
addition of dedicated hardware for fault monitoring within the
system. Other cross-layer fault tolerance approaches [3], [7],
[17], [18] are implementing multiple layers of the system stack
for resilience tasks. Multi-tier industrial scale fault detection
and diagnosis has been described in [19], where tiers consist
of different systems.

Data-driven and signal processing based fault detection and
diagnosis is a concept [19], [20] that uses signal processing
functions for fault diagnosis. Data-driven techniques may also
allow detecting anomalies and faults that are not properly esti-
mated by model-based fault detection [21]. Signal processing
based fault detection is based on analysis of the output signals
and does not always need explicit input-output model [22],
[23] of the system. However, no hierarchy of data layers have
been considered in the above-mentioned works.

This paper takes a different approach, where fault detection
is data-driven cross-layer. Proposed approach does not focus
on the system stack but rather on the data health of the sensor
network. The main purpose of a sensor network is to measure,
gather and deliver valid data. While the root cause of invalid
data lies somewhere in the system stack, the concept of data-
driven cross-layer resilience is based mainly on the purpose
of the sensor network and less on the implementation details.
In the approach proposed in the current paper the data layers
are part of the sensor network’s essential functionality itself
and no additional dedicated hardware is needed. In proposed
architecture data are collected exclusively by the functional
sensors (the raw data layer) that are part of the system. Further
data layers include the processed data and aggregated data
from different sensor sources. As it will be shown in this paper,
the approach allows detecting faults on a higher data layers
even if they escape lower layer detection, and provides online
diagnosis capabilities to the network in order to pin point the
root cause and location of the error.

The main contribution of this work is proposing a combined
data-driven and cross-layer resilient architecture for sensor
networks, where instead of system stack layers, data layers
are applied in fault detection and diagnosis. The data-driven
approach utilizes the inherent redundancy within the sensor
network as opposed to applying dedicated error monitors
and/or duplicated hardware resources. The proposed approach
enables keeping track of the system health within the sen-
sor network in real time by using hierarchical health-maps.
The proposed architecture also allows triggering actions like
network reconfiguration and predictive maintenance to cope
with failures in parts of the network. Ultimately, the proposed
solution enables graceful degradation to sensor networks al-
lowing them to continue their operation with degraded quality
of service but in an uninterrupted manner even if a subset of
the resources have failed.

In order to validate the proposed architecture, a case-study
on an underwater sensor network implementation for flow
monitoring in harbors has been carried out. The paper presents
examples of cross-layer data detection during real incidents
happening in the field. Moreover, synthetic experiments based

on real in-field data demonstrate the effectiveness of the
approach in fault detection and diagnosis. The experiments
show that the data-driven cross-layer fault management allows
improving the sensor group measurement accuracy by 35% in
case of single sensor errors and nearly twofold in case of
double sensor errors.

The rest of the paper is organized as follows. Section II
presents developed software framework for managing sensor
networks. Section III explains the data-driven cross-layer
architecture for system health management. Section IV pro-
vides the real-world practical case study of an underwater
sensor network for harbor water flow monitoring utilizing the
proposed architecture and V presents an evaluation of the
data-driven cross-layer fault detection and diagnosis in the
field. In Section VI we discuss the limitations of proposed
approach. Finally, Section VII concludes the paper.

II. SOFTWARE FRAMEWORK FOR SENSOR NETWORKS

For the purpose of managing sensor networks we have
developed a generic software framework. The framework ar-
chitecture is shown in Fig 1. In the following, a brief overview
of the developed components divided into logical Edge, Fog
and Cloud [24] computing environments is provided.

1) The Edge computing environment includes Sensor
Nodes that measure environmental data and transfer it
to a Sensor Gateway.

2) The Fog computing environment consists of a Sensor
Gateway that is connected to multiple sensor nodes that
may form Sensor Groups. A Sensor Gateway gathers
Sensor data, processes it and publishes data further into
the Broker in the Cloud Layer.

3) The Cloud computing environment has a Broker com-
ponent which acts as a communication bus between
the Cloud and Fog layers as well as between func-
tional components in the Cloud layer. The term Broker
originates from the MQTT [25] standard, however its
functionality is not vendor-locked. The Cloud layer can
also include an Aggregator that manipulates the data
according to defined domain specific rules and publishes
the manipulated (aggregated) data back to the Broker.
The Recorder is subscribed to the Broker and listens
to incoming data. It does not manipulate data in any
way and is only recording it using predefined rules.
Subscribers can subscribe to the Broker to interested
data. This allows accessing different data feeds that pass
the Broker with small latency. The Web component is
presenting data from the Storage to End Users. The
name is an abstraction that does not have to be a Web
application but can be any kind of user interface.

III. DATA-DRIVEN CROSS-LAYER SYSTEM HEALTH
MANAGEMENT ARCHITECTURE
A. Data layers

While previously (see Section II) we introduced the sensor
network software components by computing environments,
in this section we look at the sensor network from the
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Fig. 1. Software architecture of the framework for sensor networks

perspective of the sensor data. Table I presents the data-driven
layers of the sensor network architecture. There are three data
layers - raw, processed and aggregated that correspond to
different functionalities that can be loosely connected to given
computing environments as shown in Table I.

At the Raw data layer (i.e. layer L), there is data that
is measured and transferred by the set of Sensor Nodes
S = {s;}. The Raw data layer holds Sensor Node data before
transformations and calibrations.

Processed data (layer Ls) is generated by the Sensor Gate-
way(s) (see Section II) from Raw Data. The processing step
is essential in the current application (see Section IV), where
sensor acceleration has to be transformed into the frequency
domain. Additionally, during the processing outlier data is
smoothed out and it is determined whether the data is within
the measurement limits.

Aggregated data (layer Ls3) is generated for the Sensor
Groups G = {g;} by the Aggregator component (see Section
II) from the Processed Data of the Sensor Nodes {s;}. The
purpose of the Aggregating process is to provide transition
from single Sensor Nodes’ data to Sensor Groups’ data.

TABLE I
DATA LAYERS AND THEIR MAPPING TO COMPUTING ENVIRONMENTS
Data Layer State Computing
environment
L1: Raw direct data from sensors Edge
Lo: Processed pre-processed data from sensors | Edge/Fog
L3: Aggregated | data combined to sensor groups | Cloud

More formally, the data processing and aggregation takes
place as follows. Let us assume sensors measuring and sending
values periodically and the event of receiving a valid test
packet at the Raw Data Layer L; by sensor s; at a discrete
time instance ¢ be p(i,t). All the valid p(i,¢) measurement

values received during a time interval 7', containing n time
instances, are pushed into the raw data queue of length n,
which acts as a First-In-First-Out (FIFO) data buffer:

Q={a, a2, o}

where q1, ..., g, represent n latest valid p(i,t) measurement
values.

To obtain the processed data at layer Lo, the data in Q)
are processed by a signal processing function ¥ to obtain the
processed data value of o(4,t), i.e.

o(it) = ¥(Q).

Thereafter, the processed data value o(7,t) of the node s;
is passed through a calibration function ®;, i.e. the calibrated
processed value of sensor s; at time ¢ is

7(i7 t) = q)i(o(iv t))

Subsequently, the aggregated value a7, t) of the sensor group
g; at layer L3 is calculated by an aggregation function {2 on
calibrated values (i, t) of the sensor nodes s; that belong to
the sensor group g, i.e.

a(jt) = Q{y(i, )]s € g;})-

Finally, the aggregated value «(j,t) is converted to the phys-
ical quantity §(j,t) required by the end user by applying the
conversion function =:

B, 1) = E(a(j, 1))
B. Health-map hierarchy

In the proposed architecture the current state of the system
is collected into multilevel distributed Health-Maps. These
Health-Maps are in essence hierarchical continuously updating
data collections containing information about the health of



the underlying data layer (e.g. successful/failed data packets
during the latest interval). In the proposed architecture, we
have defined a hierarchy of Health-maps at two levels: Node-
Level Health-Maps H n o4 (7, t) for keeping track on the health
status at Sensor Nodes s; and Group-Level Health-Maps
Heroup(j,t) for the status of the Sensor Groups g; at a
discrete time instance t.

C. Fault detection and diagnosis at different data layers

This paper concentrates on hardware faults [26]) and how
they are reflected on data that is generated, processed and
aggregated at different data levels. In other words, model-free
(i.e implicit) fault detection [20] is applied, i.e. erroneous data
values at different layers are regarded as faults.

Using hierarchical health-maps (see Sect. III-B) and com-
paring gathered data to previously stored metrics, higher levels
of data manipulation can isolate and smooth out the occurring
faults.

In the following, description of the proposed fault detection
mechanisms at different data layers and description of the
cross-layer fault diagnosis is presented.

Faults at data layers L, and Lo are detected and located
with a resolution of a single sensor s;. Let us denote the case
of a fault being detected in sensor s; at discrete time ¢ at the
Raw Layer Ly by fi(i,t) and at the Processed Layer Lo by
f2(i,t), respectively. Denote by — f (i,t) the case of no faults
detected in sensor s; at Ly and —f5(4,t) no faults at Lo.

At every sensor s;, one of the three cases presented below
may occur:

1) —f1(i,t) A= fa(i, t) - i.e. the case, where no faults were

detected at s;;

2) —f1(i,t) A f2(i,t) - sensor s; is still transmitting struc-
turally valid packets. However, the data is erroneous and
the fault is detected at Lo; This case corresponds to
the case, e.g. where the sensor node s; encounters a
mechanical damage;
f1(i,t) A f2(i,t) - The node s; has a complete electronic
failure or the connection is broken.

3

~

Detection of faults at the aggregated data layer L3 at time ¢
occurs at sensor groups g; and is denoted by f3(j, ). A sensor
group is considered faulty if a critical number of sensors in that
group are faulty. (For example, in the current implementation,
a sensor group is regarded to be not faulty if at least 2 out of
4 nodes belonging to the group are still operational).

IV. CASE STUDY: UNDERWATER SENSOR NETWORK FOR
HARBOR WATER FLOW MONITORING

A. Sensor Network Installation

We evaluated the proposed approach on an underwater
network for monitoring sea currents in the harbor. The Sensor
Nodes are installed to the underwater harbor infrastructure
to notify approaching ships about the water flow around
the piers. The goal is that berthing ships get information
about the flow and turbulence from Sensor Nodes installed
on the pillars of the pier. The Sensor Nodes are connected
to the Sensor Gateway with underwater cables over RS-485

A B
« »
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Fig. 2. A) Sensor Node B) Harbor Installation

serial communication, thus the configuration of the underwater
sensor network is fixed.

The Sensor Node applied in the case study is shown in
Fig. 2.A and its detailed description is given in [27]. The
Sensor Nodes measure the flow magnitude and direction from
the stem vibrating in the flow. An IMU (Inertial Measure-
ment Unit) embedded into the Sensor Node calculates the
accelerations of the stem in x and y directions. In the current
implementation, to estimate the flow magnitude from the IMU
data, a 15s series of IMU raw data is transformed with FFT
(Fast Fourier Transform) into a frequency domain in 120s
intervals and the PSD (Power Spectral Density) is used to find
flow direction and magnitude using calibrations described in
[27]. All the Sensor Nodes are wired to the Sensor Gateway
in a star network topology.

The Sensor Nodes are installed around the pillars at two
different depths so that at both depths 4 Sensor Nodes are
attached around the pillar at 90 degrees angle from each other
forming a logical Sensor Group. This is necessary because
depending on the flow direction, the pillar itself always shelters
some of the Sensors Nodes from the flow. Therefore each
aggregation of 4 Sensor Nodes (Sensor Group) is used to
estimate the flow at each point. Note however that the values
of the Sensor Nodes in the same Sensor Group are correlated.
Knowing how the flow should behave around obstacles helps
us identify failing Sensor Nodes as well as to estimate how
the readings of the sensors should be correlated.

In total the installation has 16 Sensor Nodes, grouped into
4 aggregations (Sensor Groups) of 4 sensors as shown in Fig.
2.B.

B. Layered data model implementation

For the example sensor network, the data layers described
in Section III-A are specified as follows.

Raw data layer L: The raw measurement value p(i,t) of
the sensor node s; at time ¢ is a vector containing values such
as Inertial Measurement Unit (IMU) XY positions, tempera-
ture and pressure.

Processed data layer Lo: The processing function W first
transforms the raw values p(¢,t) into a intermediate processed



value o’(i, ), which is a vector containing median values of
the IMU XY positions, of temperature and of pressure over
all the elements in the processing data queue Q.

In addition, ¥ calculates the dominant frequency (o’.dfq)
by performing Fast Fourier Transform (FFT) over (), taking
half spectrum, finding index of maximum value, generating
frequency scale and applying found index on frequency scale,
which takes place at 120 second intervals. The o’.dfq value
is obtained through a high pass filter in frequency domain
by filtering out frequencies lower than 3Hz. The maximum
value of the resulting array is assigned to this variable. ¥(Q)
also provides the maximum value of Power Spectrum Density
(PSD) ¢’ .psd obtained from the FFT, where PSD values lower
than 1000 are also filtered out.

Thereafter, (@) pushes the intermediate processed data
value ¢/ (4,t) to a processed data queue P = {p1,pa, ..., Pm }»
where p1, ..., p,, hold the m latest intermediate processed data
values. The processed data value o(i,t) is obtained as the
median value of the elements in P, i.e. o(i,t) = median(P).

Aggregation layer L3: As explained above, in the current
implementation each sensor group g; consists of 4 nodes s;.
The median value of the calibrated values ~(i,t) of the 4
sensor nodes s; becomes the aggregated value a7, t). Finally,
the conversion function E converts «(j, ¢) into flow direction
and velocity which are the physical quantity values 5(j,t)
required by the end user of the harbor water flow monitoring
application.

C. Health-map implementation and fault detection

In the presented case-study, the Node Health-Map
Hpode(i,t) is managed by the Sensor Gateway and contains
information about each connected Sensor Node’s traffic during
the latest interval 7. It contains counters of valid and invalid
data packets as well as detected faults and a log for debugging
purposes. In our implementation RS-485 serial communication
was used and no automatic cyclic redundancy checking was
implemented initially, thereby packet validation was done by
the Sensor Gateway indirectly. At regular time intervals, in
current implementation every 180s interval, this Health-map
is published to the Broker for the Aggregator (see Section
10).

More precisely, in the current implementation, the Node
Health Map Hnoge(7,t) is defined as:

HNode(i7 t) = {v+(i), (2. (Z)7 tok7 p(’L'7 tok), AO’},

where v, (i) is the number of valid packet reads and v_ is
the number of invalid packet reads occurring in the sensor
node s; during T, respectively. t,; is the time of the last
good sensor measurement, p(i,t.) is the last known good
sensor measurement value and Ao is the range of the dominant
frequency values in the processed data queue P (See Sections
LA and III.B)).

A Group Health-Map Hgroup(j,t) keeps track of the
healthy sensor nodes belonging to the sensor group g; and
it is managed by t he Aggregator component. The Aggregator
is subscribed to the Broker for Node Health-Maps and in

case of deteriorated health of any Sensor Node s;, removes
that node from its Sensor Group g; in the Group Health-Map
HGToup (.77 t)

In the current implementation, fault detection at the different
data layers takes place as follows.

Fault detection at Raw Data Layer L,: Invalid packets at
Sensor nodes s; (e.g. malformed or missing packets) at time
instance ¢ are filtered at this layer. In addition, the ratio of good
and bad packets is being accumulated into the Node Health-
Map Hnode(%,t). At this level, problems that may occur and
cause invalid packets are as follows:

o Data Decoding Error - the data packet does not corre-
spond to the correct length or byte values and cannot be
read from current stream.

« Redundancy check failing — One of the values in the data
packet is the name of the Sensor Node, which should stay
constant and never change.

The amount of deterioration of sensor s; during 7T is
characterized by the node deterioration rate dyode(i) =
v_(i) —v4(2), which shows the difference on invalid and valid
packets. If v (i) = O then the sensor s; is fully deteriorated
at Raw Data Layer and if to — t,r < At, where ty is
current time and At is a predefined timeout period taking into
consideration current environmental change rate, then p(%, o)
is used instead of the missing measured values. Otherwise, if
the At is exceeded then the sensor is marked as currently
faulty at Raw Data Layer, i.e. f1(i,t) = true.

Fault detection at Processed Data Layer L,: This layer
includes an incoming FIFO buffer ) for the data from the raw
data layer of which a snapshot is taken at a predefined interval
T'. The contents of () are processed and results sent upstream.
The processing steps at this data layer include the following.

« Buffer underflow — The FIFO buffer is cleared after every
data acquisition by the processed data layer. If not enough
good packets from the raw data layer came in during the
last acquisition interval, the buffer may be not full. This
indicates that not enough valid incoming data has been
read from the sensor node.

o High pass filtering of data — Filtering out data values
outside of measurement boundaries.

The range of the dominant frequency values Ao in the
processed data queue P is written to the Node Health-Map
Hpyode(t,t). If Ao = 0 then a fault is said to be detected at
the processed data layer Lo (i.e. fo(i,t) = true).

Fault detection at Aggregated Data Layer Lj: At this
layer, the sensor groups are managed, single Sensor Nodes’
data and Health-maps are analyzed, combined and aggregated.
When a sensor fails, it is removed from its Sensor Group. If a
critical number of sensor nodes have decayed then the group
data cannot be trusted anymore and the sensor Group g; is
regarded as faulty.

Data aggregation in the current underwater sensor net-
work takes place as follows. Let W; be the set of sensor
nodes s; that are operational in group g;, i.e. for them
=f1(,t) A = f2(i,t) = true. In current implementation, the



aggregated value «(j,t) of the sensor group g; is the median
value of calibrated values +(i,t) of sensor nodes s; € Wj.
A group deterioration rate dgyoup(j) is calculated based on
the functioning sensor nodes in it as dgroup(j) = 1 — g:" |‘.
In the current implementation, each sensor group consists “of
4 nodes and at most 2 faulty sensor nodes per group (i.e.
daroup(d) < 1/2) are tolerated. If dgroup(j) > 1/2 then a
group level fault is marked to be detected and f5(j,t) = true.

V. EXPERIMENTAL STUDY AND FIELD OBSERVATIONS

In this Section we will present the results of synthetic
scenarios based on real data showing the benefits provided
by the cross-layer data-driven fault management approach. In
addition, we will give some real-world examples of naturally
occurred incidents, where faults were detected and diagnosed
by the approach.

A. Graceful data degradation enabled by fault management

In current subsection, we are using real data recorded from
natural measurements during a selected time interval. The
faults are injected to this data by overriding data values in
specific sensors by constant zero vectors. Thereby, synthetic
fault scenarios are created. Then this set of data values is
simulated to obtain the aggregated values for the sensor group.

Fig. 3 shows the data degradation in synthetic scenarios
based on real data, where sensors were degraded. The compar-
ison (see Fig. 3) includes proportional differences of the ag-
gregated data calculated using failing sensors compared to the
good aggregated data scenario with operational sensors. Pro-
portional differences are found by using maxz(z,y)/min(z, y)
where x is the best scenario measurement value and y is
correspondingly some other scenario measurement value at
the same time. The orange line represents the case, where
one faulty sensor has been removed from the aggregation
of the group value. This is equal to the good aggregated
value. The blue line represents the case, where one sensor
is faulty (having o.dfq = 0) but is still included to aggregated
data computation. The red line represents scenario where
2 sensors are faulty (with o.dfg = 0). Finally, the green
line is showing the scenario where the 2 faulting sensors
are removed from aggregated data computation by the fault
manager. The experiments show that the data-driven cross-
layer fault management allows in average improving the sensor
group measurement accuracy by 35% (1.0 x versus 1.35 X
deviation from the good value) in case of single sensor errors
and nearly twofold (1.72 versus 3.18 x deviation) in case
of double sensor errors (See the average values for different
scenarios in Fig. 3).

In the following, we will show real data (without any
overriding) from two different naturally occurred incidents,
where fault detection was performed from data at different
layers.

B. Incident 1: Fault detection at the Raw Layer

Incident 1 illustrates a naturally occurred incident, which
resulted in cables connecting the Sensor Nodes to the Sensor

—— 1 faulty sensor included (max:1.90 min:1.00 avg:1.35)
16 —— 1 faulty sensor removed (max:1.00 min:1,00 avg:1.00)

—— 2 faulty sensors included (max:16.68 min:1.03 avg:3.18)
14— 2 faulty sensors removed (max:8.75 min:1.00 avg:1.72)
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Fig. 3. Proportional difference in aggregated data
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Gateway torn. Fig. 4 shows data from one Sensor Group at
different Data Layers during a 6 hour interval. The Aggregated
data layer shows median water flow velocity over all the nodes
from a Sensor Group at 5 meter depth in the given time
period. The Processed Data Layer in Fig. 4 shows Dominant
Frequency on Sensors belonging to the same Sensor Group.
The Raw Layer in Fig. 4 shows the packet count of valid
measurements during 180s intervals during this period. On
the raw data layer only one color can be seen as all the
drawn nodes follow the same line. Although Sensor Groups
consist of 4 Sensor Nodes, Node 004 was broken before



the time of this event and it was removed from the Sensor
Group. Therefore, its measurements are not drawn. In Fig.
4 all the layers clearly present an incident between 19:54-
19:57, where correspondingly fi(4,t), f2(i,t) and f3(j,t)
happened. The incident stopped incoming data from the Raw
Layer that is represented as the number of incoming raw data
packets dropping to zero. Processed and Aggregated Layers
are showing last good values remaining constant because no
new data was coming in after the incident. During the incident,
connection cables were physically cut (See Fig. 5).

During the 6 hour period that is given around Incident 1,
also the events from the Node level Health-map are quantified
and shown in Table II. The few fault events recorded were
from the incident where packets were disrupted ending up
with bad packet length and decoding errors. However, this
error quantity is low and can be a part of normal operation. It
can be seen that for this type of incident, fault detection can
be done from the Raw data layer monitoring the valid packet
flow as shown in the lower section of Fig. 4.

.
TORN CABLES

Fig. 5. Incident 1: Incident damage

TABLE II
INCIDENT 1 EVENT QUANTIFICATION (SAME INTERVAL AS FIG. 4)
Count
Event type Sensor 001 | Sensor 002 | Sensor 003
Valid packets 3559807 3559774 3559793
Data not yet ready 0 0 0
Bad packet length 3 2 2
Decoding error 0 1 0
Serial number changed 0 0 0
Port closed 0 0 0

C. Incident 2: Fault detection at the Processed Layer

Incident 2 represents an incident where a stem of a Sensor
Node was detached. Fig. 6 shows data from different data
layers of one node during a 1-hour interval. In this case it

can be seen that valid packets kept coming in, however the
measurements dropped to zero. Thus f»(7,t) occurred, but no
f1(i,t). It was later found that the moving part of a sensor’s
stem was torn off as shown in Fig. 7. It can be seen from Fig.
6 that this type of incident was not identifiable from the Raw
data layer, but rather from the sudden drop of the dominant
frequency to zero at the Processed layer.
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Fig. 6. Incident 2 time series: Fault manifestation at the Data Layers
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Table III shows that there were no detected faults at the
Raw layer (—f;(i,t)) and the valid data packets count was
higher than in Incident 1 (see Table II) due to the fact that
the data flow was never interrupted.

TABLE III
INCIDENT 2 EVENT QUANTIFICATION (SAME INTERVAL AS FIG. 6)
Count
Event type Sensor 009
Valid packets 4317807
Data not yet ready 0
Bad packet length 0
Decoding error 0
Serial number changed 0
Port closed 0




VI. VALIDITY ASSESSMENT AND LIMITATIONS

The proposed architecture was implemented and tested in
real life on a single sensor network. While our intention
was to develop a generic sensor network architecture and
it showed benefits in implemented water velocity measuring
sensor network, it has not been validated on other type of real
sensor networks.

The used sensor network for testing has essential signal
processing needed for its functionality, so the data layers were
not artificial and data-driven cross-layer fault management
was integral addition to the core functionality of the sensor
network. Not in case of all types of sensor networks the
proposed architecture may be possible to implement or be
resource and cost efficient.

VII. CONCLUSIONS

The paper proposed a data-driven cross-layer resilient ar-
chitecture for sensor networks that combines fault detection
across data layers into a coordinated system health manage-
ment architecture. A practical experiments on an underwater
sensor network for harbor water flow monitoring application
were presented. The synthetic scenarios as well as in-field,
real-world experiments for evaluating the cross-layer fault
management capabilities and the aggregation of a system
health-map based on the faults manifesting at the different
layers were provided.

The incidents and synthetic scenarios based on real data
show that the data-driven cross-layer fault management allows
improving the sensor group measurement accuracy by 35%
in case of single sensor errors and nearly twofold in case of
double sensor errors. Additionally the proposed architecture is
cost and resource effective as it relies on the sensor network
internal functionality and no additional hardware is needed.
The architecture is scalable in sense that there can be multiple
hierarchies of sensor groups. In future the architecture can
be developed further to dynamically manage sensor outliers
and neighboring sensor group degradation. In addition we
would like to implement and validate the same framework
on different types of sensor network applications.
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Abstract: Sensor networks provide services to a broad range of applications ranging from intelligence
service surveillance to weather forecasting. While most of the sensor networks are terrestrial,
Underwater Sensor Networks (USN) are an emerging area. One of the unavoidable and increasing
challenges for modern USN technology is tolerating faults, i.e., accepting that hardware is imperfect,
and coping with it. Fault Tolerance tends to have more impact in underwater than in terrestrial
environment as the latter is generally more forgiving. Moreover, reaching the malfunctioning devices
for replacement and maintenance under water is harder and more costly. The current paper is the
first to provide an overview of fault-tolerant, particularly cross-layer fault-tolerant, techniques in
USN:s. In the paper, we present a systematic survey of the techniques, introduce a taxonomy of the
Fault Tolerance tasks, present a categorized list of articles, and list the open research issues within
the area.

Keywords: underwater sensor network; fault tolerance; cross-layer fault tolerance; fault management

1. Introduction

Underwater Sensor Networks (USNs) have become widespread and are being de-
ployed in a wide range of applications ranging from harbor security to monitoring under-
water pipelines and fish farms. Due to the fact that USNs often operate in an extremely
harsh environment, and many of their applications are safety-critical, it is imperative to
develop techniques enabling these networks to tolerate faults. Moreover, USNs face many
challenges that are not present in terrestrial networks, such as virtual inapplicability of
the wireless radio communication under water and limitations of the acoustic means,
for example.

In the current paper, applications, practices, and central issues on fault tolerant USNs
are discussed, and a systematic survey of fault tolerant techniques in USN networks is
presented. Our objective is to investigate the state of the art and main focuses of ongoing
research on cross-layer Fault Tolerance in underwater sensor networks, as well as to identify
the existing gaps in previous research. As by now a limited effort has been put on the
Fault Tolerance of USNs by the research community, the criteria is expanded, and papers
covering some specific aspects of the fault-tolerance topic are also taken into account.
Moreover, the sources also include generic terrestrial Fault Tolerance in sensor networks
because research on underwater sensor network faults is limited, and many of the generic
technologies, approaches, and tools can be adapted for use in USNs.

It is important to stress that the underwater environment is mostly different from
terrestrial conditions, in the sense of additional and more fatal hazards, like an increased
pressure and a danger of flooding, as well as added difficulty of communication and
physical access. Some communication media, such as radio signals, are not applicable
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underwater. Additionally, falling temperatures with increasing depth may affect the
equipment’s operation and reliability.

In this paper, a systematic search in IEEExplore, Google Scholar, and ScienceDirect
online environments was carried out to obtain a relevant sample of works in the field of fault
tolerant techniques in USNs. The search revealed 122 papers, with 59 of them dedicated
to the Fault Tolerance of USNs, while the 63 remaining ones were generic fault tolerant
techniques for terrestrial sensor networks applicable to the underwater environment.

In order to provide a systematic view of the paper categories, this survey introduces a
taxonomy of Fault Tolerance tasks. Specifically, the identified relevant papers are grouped
according to the tasks of fault prevention and prediction and Fault Detection and Fault
Identification, as well as Fault Isolation and Fault Masking, respectively.

Moreover, a comparative analysis of the identified papers was presented, where the
works were characterized according to their extra-functional aspects covered (i.e., security,
energy-efficiency, scalability, cross-layer aspect) and Fault Tolerance tasks targeted, as well
as marine or terrestrial application. As a result of the analysis, the lack of cross-layer
Fault Tolerance approaches in the USN domain was identified as a particular gap in the
state-of-the-art with prospective future research.

There are several surveys investigating underwater sensor networks. For example,
Reference [1] introduced the term of Internet of Underwater Things (IoUT) and showed its
applications in fish farms, monitoring underwater pipelines, harbor security, etc., and [2]
analyzed cross-layer error control in Underwater Wireless Sensor Networks (UWSNSs);
however, the analysis focused on the underwater wireless network functionality faults and
not on other sources of the USN faults. Underwater communications have been specifically
surveyed in Reference [3,4], disregarding aspects of underwater sensor networks outside
communication issues.

The main challenges identified for Internet of Underwater Things are the communica-
tion reliability and the differences between Underwater and Terrestrial Networks [5], such
as mobility caused by water flow. For terrestrial sensor networks, there were 11 surveys
found. Thereof, 3 terrestrial surveys addressed cross-layer aspects. Reference [6] was
surveying cross-layer resilience design methods and [7,8] fault management techniques
in wireless sensor networks. In addition, Reference [9,10] included surveys about aspects
of the internet of things, and 7 papers by References [7,8,11-15] were surveys of different
aspects of terrestrial wireless sensor networks. Reference [16] presented a survey about
fault tolerant control systems, and, finally, Reference [14] was focused on surveying fault
management frameworks in terrestrial wireless sensor networks.

The current state-of-the-art is lacking literature reviews covering faults in USNs not
only from communication but from the entire infrastructure perspective, as well. To that
end, the current paper has the following novel contributions:

* to the best of the authors” knowledge, this is the first survey of fault-tolerant, particu-
larly cross-layer fault-tolerant, techniques in USNs;

e itintroduces a taxonomy of the Fault Tolerance tasks for categorizing fault-tolerant
techniques for USNs;

e it presents a comprehensive, categorized list of articles of works applicable in fault-
tolerant USN design and deployment; and

e the survey also lists the open research issues within the focused area.

The paper is organized as follows. In Section 2, the formal methodology of select-
ing the papers is explained and a breakdown of the sample by keywords is provided.
Section 3 gives an overview of the specific Fault Tolerance challenges in underwater sensor
networks. In Section 4, the taxonomy of possible fault sources and that of Fault Toler-
ance tasks is presented. Subsequently, Section 5 is divided according to this taxonomy
of tasks. In Section 5.1, works targeting the fault prevention and prediction task are dis-
cussed and the respective design, deployment, data collection, and testing frameworks
are reviewed. Section 5.2 gives an overview of Fault Detection and Fault Identification
techniques. Section 5.3 provides an overview of Fault Masking and Fault Recovery tech-
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niques. In Section 6, a categorized table of the related works identified by the survey is
presented. Finally, in Section 7, open research issues are discussed, and conclusions are
drawn in Section 8.

2. Methodology

The current overview is following the PRISMA [17] guidelines for systematic reviews.
In order to obtain a relevant sample in the field of fault tolerant techniques in USNs,
IEEExplore, Google Scholar, and ScienceDirect online environments were searched with

”ou

the following search keywords: “underwater”, “sensor network”, “internet of things”,
“resilient”, “fault tolerant”, “fault management”, “cross-layer” in English language. Be-
cause the resulting counts were low (see Table 1), some keywords were removed, and more
papers identified. Top papers were selected by the order of relevance offered by the
respective environments. The papers published before the year 1990 were not consid-
ered. Further, citations within those sources were searched from the aforementioned
environments, and additional papers were identified this way. Related articles offered
by IEEExplore and ScienceDirect algorithms were also taken into account. Next, the du-
plicates and non-relevant papers (e.g., control theory) were removed from the collected
papers, and the collected papers were analyzed, categorized, and divided into marine and
terrestrial categories. Personalization on search engines was turned off wherever possible.

Table 1 shows the count of results using combinations of keywords in Google Scholar,
IEEExplore, and Sciencedirect. (Searches were conducted on 13 April 2021, from Taltech,
Estonia, IP addresses.). From Table 1, it can be seen that some combinations were giving no,
or a very limited number of, results. A critical amount of papers was not reached using the
initial criteria, and the criteria were expanded to include also relevant non-marine-specific
(terrestrial) papers. The argumentation behind this is that many of these techniques may
also be usable in underwater environments (see Section 3).

Table 1. Search engine result count of respective keyword combinations.

Search Keywords

G. Scholar IEEEX S.Direct

“underwater
“cross-layer”
“underwater
“underwater

“sensor network”, “resilient”, “fault tolerant”, “fault management”, “cross-layer” 49

“underwater

“sensor network”, “resilient”, “fault tolerant”, “fault management” 223

v

A

, “internet of things”, “resilient”, “fault tolerant”, “fault management” 8

s

, “sensor networ

s

, 'sensor networ.

i

, “internet of things”, “resilient”, “fault tolerant”, “fault management”, 4 0 0

s

1
k”, “resilient”, “fault tolerant”, “fault management” 36 4
4

k”, “fault management” 162

O O R OO
—

0
6

As a result of the search procedure, 122 related works were identified. These included
59 papers on marine Fault Tolerance and 63 papers being on terrestrial. The papers
were tagged by specific areas addressed by them. The tags for specific areas included
‘sensor network’, ‘fault tolerant’, ‘wireless’, scalable’, ‘mobile’, ‘routing protocol’, ‘security’,
"localization’, ‘framework’, ‘survey’, ‘energy-efficient’, ‘cross-layer’, "deployment’, ‘marine’,
and “terrestrial’.

A bar graph showing the number of papers from our search that covered different
specific areas is presented in Figure 1. The specific areas are ordered by the number of
papers addressing them, and the bars for the specific areas maintain their colors throughout
Figures 1-3. It should be noted that, in the following context, the meaning of “localization”
is location detection in space, and the meaning of “mobile” is capacity of movement. It can
be seen from Figure 1 that there were substantially more terrestrial papers than the ones
specific to marine environments. In addition, wireless communication is a frequently
targeted area. Figure 2 shows research areas of the analyzed papers falling into terrestrial
category. It should also be noted that papers on general fault-tolerant sensor networks,
not specifically claiming any environments, were categorized into the terrestrial category.
Figure 2 presents the frequency of specific areas addressed in terrestrial papers where
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the order of the most frequent categories has switched but is not much different from
Figure 1. However, Figure 3, which presents the analyzed marine and aquatic environment-
related papers covering different specific areas, shows that marine wireless communication

related research works have the highest number of papers among those identified by the

current survey.
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Figure 3. The number of marine-related papers by specific areas.

In order to further highlight the differences of the previous research focus in marine
and terrestrial sensor networks, a radar diagram is shown in Figure 4. For the diagram, we
selected eight significant specific areas: 'fault tolerant’, ‘wireless’, ‘mobile’, localization’,
secure’, ‘scalable’, ‘energy efficient’, and ’cross-layer’, respectively. It can be seen from
Figure 4 that a large share of marine research (shown by blue color in Figure 4) interest from
the identified papers has been drawn to underwater wireless communication, while some
are drawn to underwater Fault Tolerance techniques and almost none to underwater cross-
layer Fault Tolerance. Underwater energy-efficiency and scalability are more covered areas
than underwater vehicles (mobility) and security. Papers addressing terrestrial techniques
(shown by green in Figure 4) were, according to the initial search criteria, more focusing
on Fault Tolerance, including cross-layer Fault Tolerance, and less on energy efficiency
or security.

High research effort on marine wireless networking in Figure 4 confirms the claim [5]
that current pace of research on Internet of Underwater Things (IoUT) is slow due to the
challenges arising from the uniqueness of underwater wireless sensor networks. Specifi-
cally, the main challenges for IoUT are the differences between Underwater Wireless Sensor
Networks and Terrestrial Wireless Sensor Networks [5].

Fault Tolerant Control Systems is another extensive research area of Fault Tolerance
not covered by current paper. There is an existing recent review paper [16] on the overview
of research works in that topic.
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Figure 4. A radar chart of the analyzed papers addressing the main specific areas.

3. Specifics of Underwater Sensor Networks

Environmental and engineering challenges for sensor networks in underwater envi-
ronments are shown on Figure 5. An underwater environment is mostly different from a
terrestrial one due to the harsh physical conditions—high pressure and hard accessibility,
as well as limited communication and energy resources. Depending on the specific location,
the temperature may fall with increasing depth, which may affect, e.g., the battery lifetime.
In underwater environments, faults can be caused over time by ambient flowing water
generated by surface waves or other reasons that shake the components of the sensor
networks. Moreover, faults can be introduced by humans or aquatic organisms.

Many communication methods are unavailable underwater, and there are multiple
phenomena [2,18] that obstruct communication there. Because of the possibility of flooding
the hardware due to water leakage, more attention and resources should be paid to the
physical integrity of sensor nodes. On the other hand, faults from excessive heat should be
rare and avoidable underwater. In the underwater context, Fault Tolerance has been so
far addressed for reliant UWSN networking [2,3,19,20], space localization [21], and moni-
toring underwater pipelines [22]. While it should be possible to adapt most of the generic
Fault Tolerance concepts for the underwater use, the environment is more demanding
and unforgiving, and faults are more costly. Some more demanding approaches, like
cloud computing, may not make sense to be implemented in USNs. However, the authors
cannot see any obstacles for applying those fault tolerant approaches that yield appropri-
ate communication methods, low network bandwidths, and power requirements in the
underwater domain.

Last but not least, one of the promising approaches that could be adapted suc-
cessfully within the underwater environment’s constraints appears to be cross-layer re-
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silience, which is an open research topic and lacking in recent research works, even for the
terrestrial implementations.

Environmental
conditions:

high turbulence

high pressure,

low temperature exposure to

I aquatic lifeforms

~

Sensor
Networks

Figure 5. Environmental and engineering challenges in USNs.

4. Taxonomy of Faults and Fault Tolerance Tasks

In the following, we present the taxonomy of the sources of faults, as well as of the
Fault Tolerance tasks. The objective of describing and representing these taxonomies is to
categorize the articles for the current survey.

4.1. Sources of Faults

A fault is defined [23] as an underlying defect of a system that leads to an error.
An error is a faulty system state, which may lead to failure, and failure is an error that
affects system functionality. Faults may occur in different components and layers of
systems for different reasons. The only type of fault possible in software is a design
fault introduced during the software development, i.e., a bug [24]. Software bugs can be
addressed separately and will not be covered further in the current paper.

Fault sources can be categorized by components where they occur. In sensor net-
works, they can occur in sensor nodes, in the communication network, and in the data
sink [25]. Sensor networks share common failure issues with traditional networks, as well
as introduce node failures as new fault sources [7].

USNs additionally introduce faults caused by environmental conditions, such as pres-
sure, currents, underwater obstacles, etc. Those conditions may cause physical damage
that may result in failures, as well as obstruct the system’s functionality. For instance,
in underwater acoustic networks, loss of connection and high bit error rate may be caused
by shadow zones [18] formed by different physical reasons. Domingo and Vuran dis-
tinguish up to five different underwater propagation phenomena which may obstruct
communication [2].

Faults can either be permanent or temporary [26]. Permanent faults may be caused by
manufacturing defects, as variances of the hardware components are inevitable due to phys-
ical reasons [27]. One of the other factors that can introduce faults is aging and wear-out of
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the hardware components [28]. In addition to the components themselves, the interconnec-
tions between them are also affecting the reliability and may cause faults [29].

One of the challenges of fault management is temporary faults, especially soft errors.
Soft error is a temporary change of signal value due to ionizing particles [26] that may
lead to failure. Due to high integration density, it is estimated that soft failure rate is
increasing in the future [30]. Another potential source of temporary faults is electromagnetic
interference [31].

4.2. Fault Tolerance Tasks

The objective of the current section is to define a taxonomy of Fault Tolerance tasks to
help categorize the identified papers. The Fault Tolerance tasks are based on more general
Fault Tolerance principles from Reference [32,33]. Figure 6. shows the taxonomy of Fault
Tolerance tasks applicable in USNs and how they affect each other. While the design and
initial deployment of USNs contribute to Fault Prevention and Prediction abilities, data
collecting techniques at the run-time contribute also to Fault Detection and Fault Recovery
stages of the system, all of which are going to be discussed in the current paper.

The techniques under consideration can be categorized into the following groups:

¢  Fault Prediction and Prevention
This task is about both preventing a fault to happen, as well as about proactive fault
avoidance. Sensor networks can prevent certain faults from happening by design and/or
deployment aspects. A disadvantage of fault prevention is a potentially increased system
complexity. Fault avoidance, in turn, includes manufacturing testing and verification,
which have a high cost often exceeding that of the entire design process.

e Fault Detection and Identification
One of the central parts of Fault Tolerance is Fault Detection and Fault Identification of
affected components which can, for instance, be performed by utilizing data collection
with ping messages. Without Fault Identification, for instance, sensor node and
network faults may be hard to distinguish. A disadvantage of Fault Detection and
Fault Identification may be additional energy requirements and network congestion.

e Fault Isolation, Masking, and Recovery
Isolation, masking, and recovery are different techniques for repairing a fault, mini-
mizing the effect of a fault, or avoiding it to turn to system failure. Identified faults
can be isolated, masked, and sensor network recovered, for instance, redirecting
traffic through healthy backup components. Fault Recovery can ensure overall system
operation even when components degrade. The downside may be the cost of adding
components to ensure redundancy.

The overview of fault tolerant techniques presented in the following section follows
the above-described taxonomy.

{Fault toleranceJ

Fault Isolation,
Masking and Recovery

Fault detection

and identification

Fault prevention
and prediction

{Design] [Deployment] [Data collection}

Figure 6. Taxonomy of Fault Tolerance tasks in USNs.
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5. Overview of Techniques by Fault Tolerance Tasks

In the following, the Fault Tolerance techniques categorized according to the Fault
Tolerance Tasks introduced in Section 4.2 and presented in Figure 6 will be discussed in
more detail.

5.1. Fault Prevention and Prediction

Fault prevention and prediction in sensor networks are dependent on the architectural
design of the system and the initial deployment method of the sensor network. These will
be discussed in the following subsections. In addition, data collection in USNs and testing
frameworks for UWSNs are presented.

5.1.1. Design of the Sensor Network

In Wireless Sensor Networks (WSN), instead of a centralized homogeneous topology,
dividing nodes into clusters is an energy efficient and resilient method [12], where dedicated
cluster head nodes may have more energy and communication capabilities to effectively
act as mediators between regular nodes and data sinks.

To overcome the issues caused by varying environmental challenges of Underwater
Wireless Sensor Networks (UWSN), natural algorithms may be utilized. For instance, clus-
tering and routing can be done utilizing Cuckoo Search algorithm and Particle Swarm Op-
timization [34], which have behaved more resiliently in underwater conditions than more
usual terrestrial Low Energy Adaptive Clustering Hierarchy (LEACH) protocol [11]. Pres-
sure measurements have been used for UWSN routing [35] with floating depth-controlling
sensors. Fault Management tasks can also be distributed across the whole network. In WSN
with enough spare nodes energy efficient grid can be formed [36], changing the node man-
ager, gateway and sensing nodes selected and spare nodes put to sleep. This results in
energy-efficient and lightweight network but requires excess nodes.

However, existing UWSN protocols have not been adequately compared in underwa-
ter field trials yet [4].

5.1.2. Sensor Network Deployment

Sensor network deployment techniques are important for WSNs where deployment
may directly affect the nodes’ locations and networking availability. Even for terrestrial
wireless sensor networks, to obtain a satisfactory network performance, an adaptable
deployment method is essential [37]. Usually, the sensor placement for WSNs utilizes,
for redundancy reasons, more sensors than the minimum required number [38]. The de-
ployment costs and energy efficiency of WSNs have been investigated in Reference [39],
and it has been found that there is no single solution that can easily be applied in prac-
tice [40].

Wired sensor network deployment is less researched, possibly because wired sensor
networks’ node deployment locations are limited by the cables, their locations are more
predetermined, and node connectivity is not directly related to the location.

5.1.3. Data Collection

Sensor networks tend to have limited network bandwidth, energy, and storage capa-
bilities. Thus, filtering and aggregating sensor information may be a way to meet those
requirements. Raw sensor data near the source can be divided into informative, non-
informative, and outlier groups [41], and only the needed data could be communicated or
stored. Outlier data may result from noise, failures, disturbances, etc., and may be useful
for Fault Tolerance purposes.

Different techniques to compress and aggregate collected information in UWSNSs are
investigated in Reference [42]. It was found that aggregation is justified, and cluster-based
aggregation techniques are performing better than non-cluster-based ones. For instance,
cluster head (CH) switching to backup (BCH) technique was proposed [43] for cluster-
based UWSNE.
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Moreover, security challenges need to be addressed. One way to minimize the risk of
data tampering and/or interference is to ensure that the data is processed locally or, if that
is not possible, then communicated end-to-end encrypted [44].

5.1.4. UWSN Testing Frameworks

Wireless networking protocols are one of the key research areas in UWSNSs. To evaluate
the implementation of underwater wireless protocols, simulation is often used. Due to the
specifics of underwater environments (See Section 3), generic simulation environments
are not able to capture some of the relevant features. Frameworks covered in the current
section are useful for underwater acoustic protocols’ simulation and evaluation.

Frameworks, such as DESERT version 1 and 2 [45] and SUNSET [46], that allow
simulation, emulation, and testing of the sensor networks, have been developed for UWSNs.
An analysis conducted in Reference [47] shows that SUNSET represents a more mature,
flexible, and robust framework for in-field testing than DESERT. However, DESERT v2 was
released subsequently. For acoustic UWSN security testing, SecFUN framework [48] has
been proposed.

5.2. Fault Detection and Identification

In essence, Fault Detection means determining that one or more bits in the computa-
tion differ from their correct value [33]. This can be detected via continuous monitoring of
the network and nodes’ status. Some sources also use the word “Diagnosis” in a broader
meaning than just detection and identification. Diagnosis has been defined as “characteriz-
ing the system’s state to locate the causes of errors, determine how the system is changing
over time, and predict errors before they occur [33]”. The current section covers different
techniques to execute the previously mentioned concepts.

A distributed hierarchical fault management [49] has been used for WSNs, where
agent Fault Detection devices collect information from the power modules and sensors to
determine failure conditions and sequentially diagnose the nature of the detected failure.

At higher abstraction levels, there has been a wide use of the SNMP protocol [50] by
the industry for Fault Detection querying and triggering in IP networked devices. There
are multiple commercial tools for generating failures, e.g., Chaos Monkey from Netflix [51],
that randomly terminate services in production environments, to ensure their resiliency.
The latter does not manage the occurring faults but ensures that the repairing mechanisms
are in place and operable. Intelligent Platform Management Interface (IPMI) [52] is an
industrial technology specification for hardware system management and monitoring.

A neural-network-based scheme for sensor failure detection, identification, and ac-
commodation can be used which may allow the conditions to deviate to greater extent
from theoretical models and estimation. A relatively simple and computationally light ap-
proach has been presented [53], where a neural network is used as an online learning state
estimator for detecting faults. The neural network itself can be built as fault-tolerant [54],
so that failing nodes have the least impact on result data.

Situational Awareness approach, using a mechanism that has been borrowed from
humans, can be applied in sensor data interpretation for Internet of Things (IoT), specifically,
regarding processes of sensation, perception and cognition. In addition to specification-
based and learning-based approaches, a perception-based approach utilizing Fuzzy Formal
Concept was proposed [55] for Situational Awareness identification.

Semantic Sensor Network Ontology has been proposed in Reference [56] for managing
interoperability between sensing systems. The Semantic Ground describes information
for interoperability and cooperation among agents [57]. To enhance resilience in Semantic
Sensor Networks, monitoring nodes may forward observations to association nodes, which
develop Situational Awareness by mining association rules, for example, via a natural
Artificial Bee Colony algorithm [57].
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Electric Power Grids need efficient monitoring since, for outage detection, environmen-
tal monitoring, and fault diagnostics, different WSN-based approaches are reviewed [13].
Most of these approaches are also applicable in other kinds of applications.

5.3. Fault Isolation, Masking and Recovery

Subsequent to Fault Detection, Fault Identification, and Fault Diagnosis, a fault han-
dling stage can be entered [49] to prevent further data corruption and system deterioration.
The fault handling consists of Fault Isolation, Masking, and Recovery. Fault handling
can hide the fault occurrence from other components by applying Fault Masking; the
key techniques for such masking are informational, time, and physical redundancy [32].
Proposed masking technique For Underwater Vehicles is Triple Modular Redundancy
(TMPR) [58], which is also one of the most commonly used Fault Masking techniques.
Isolating a faulty component from the others can be facilitated by using virtualization [32].
In large scale distributed systems, frozen virtual images of healthy services have been used
as checkpoints [59] for rolling back in case of a fault occurrence.

Fault Recovery ensures that the fault does not propagate to visible results, for instance,
by rolling back to a previous healthy state (checkpointing) or re-trying failed operations
(time redundancy). Some of the techniques for Fault Recovery can be Reconfiguration,
which is changing the system’s state so that the same or similar error is prevented from
occurring again, and Adaptation, which is re-optimizing the system, for instance, after Re-
configuration task [33].

In Sensor Networks, different approaches for Fault Recovery have been used, that have
different resource overheads, energy-efficiencies, scalabilities and network types. For both
network and node Fault Recovery in wireless sensor networks, Mitra et al. (2016) [8]
compares techniques, such as checkpoint-based recovery (CRAFT), agent-based recovery
(ABSR), fault node recovery (FNR), cluster-based and hierarchical fault management
(CHFM), and Failure Node Detection and Recovery algorithm (FNDRA). While some
of those are specific to terrestrial wireless usage, some principles (e.g., checkpointing,
etc.) can also be used in wired and/or underwater environments. To reduce the network
bandwidth requirements, checkpoint backup can be mobile to nearby nodes [60] and used
for recovering from fault situations.

In network protocols, Fault Masking and Fault Recovery are handled by error control
schemes that are commonly categorized into the following three groups [2]:

*  Automatic Repeat Request (ARQ)—re-transmission of corrupted data is asked;

e  Forward Error Correction (FEC)—data corruption can be detected and corrected by
the receiving end; and

e Hybrid ARQ (HARQ)—a combination of FEC and ARQ.

The cross-layer approach benefits Fault Recovery significantly since single-layer re-
dundancy, such as hardware redundancy and application checkpointing, have very high
costs, and latency between fault occurrence and detection makes the recovery difficult [33].

6. Comparative Analysis

All the papers that were selected according to the criteria described in Section 2 are
listed in Table 2. The table includes information about the targeted extra-functional aspects
and Fault Tolerance task(s). In addition, the Marine column in Table shows if the listed
paper is explicitly touching aquatic environments. The papers are ordered by their order of
citation within this survey paper. Papers that are not directly cited in the text but still listed
in Table 2 are ordered chronologically by the publishing year. Papers that are not included
in the analysis but are cited (e.g., definitions) have not been included in the table.

It can be seen from Table 2 that only two papers address both marine and cross-
layer Fault Tolerance aspects. However, in the work targeting cross-layer analysis of
error control [2], the term "cross-layer” does not apply to the system stack but only to the
communication protocol layers. Another work authored by the authors of this survey [61]
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is focusing on data-driven cross-layer Fault Tolerance. Thus, there is a serious gap in
research addressing cross-layer Fault Tolerance in underwater sensor networks.
Regarding other extra-functional aspects, security in marine environments is ad-
dressed by six marine papers and is focusing on securing wireless communication [20,48,62],
authentication [63], and hybrid attacks [64]. On scalability, seven marine papers were iden-
tified, and underwater scalability has been researched, for instance, in the context of
monitoring underwater pipelines [22]. On Energy-efficiency, there were 14 Marine papers
identified, and extensive focus has been on energy-efficient underwater wireless proto-
cols [3,19,65-69] and less on other aspects. Open research issues from all the mentioned
extra-functional aspects will be discussed in the following section.

Table 2. Categorized papers.

Pub. 1st Auth.  Year Extra-Functional Aspect Marine  Fault Tolerance (FT) Tasks and
Secure  Energy- Scalable Cross- Other Research Areas
Efficient Layer
[1]  Domingo 2012 - - - - + sensor network
[2] Domingo 2012 - - - + + sensor network, FT
detect/recover, wireless
[3] Zenia 2016 - + + - + sensor network, routing protocol,
survey, FT detect, FT recover
[4] Jiang 2018 - - - - + survey, wireless, sensor network
[5] Kao 2017 - - - - + FT design, survey, wireless
[6] Veleski 2017 - - - + - survey, FT detect, FT recover
[7] Paradis 2007 - - - + - FT detect/recover, survey,
wireless
[8] Mitra 2016 - + + + - survey, wireless, FT detect, FT
recover,
[9] Atzori 2010 - - - - - sensor network, survey
[10] Diaz 2016 - - + - - survey
[11] Tyagi 2013 + + + - - survey, wireless, routing protocol
[12] Singh 2012 - - - - - routing protocol, survey , wireless
[13] Fadel 2015 - - - - - survey, sensor network, wireless,
FT detect
[14] Moridi 2020 - - - - - sensor network, wireless, FT
detection, FT recovery
[15] More 2017 - + + - - sensor network, survey
[16] Amin 2019 - - - - - FT detect/recover, survey
[18] Domingo 2009 - - - - + FT detect, wireless
[19] Xu 2012 - + + - + FT detect, FT recover, sensor
network
[20] Lal 2016 + - + - + wireless, sensor network
[21] Das 2017 - - + - + localization, sensor network, FT
recover
[22] Mohamed 2011 - - + - + sensor network, FT detect
[23] Kumar 2018 - - + - - FT detect/recover
[25] Khan 2013 - - + + - FT detect/recover, wireless
[26] Henkel 2011 - - - + - FT design/detect/recover
[27]  Georgakos 2013 - - - + - FT design/detect/recover, vehicle
[28] Lorenz 2012 - - - - - FT prevent
[29] Sauli 2012 - - - - - FT prevent
[30] Rehman 2016 - - - + - FT prevent/detect/recover
[31] Kaaniche 2000 - - - - - FT prevent/detect/recover
[33] Carter 2010 - - - + - FT design
[34] Sofi 2018 - + - - + sensor network, wireless
[35] Noh 2016 - - - - + routing protocol, sensor network,
wireless
[37] Wu 2007 - - - - - deployment, localization, sensor
network, wireless
[38] Isler 2004 - - - - - deployment, sensor network,
wireless
[39] Dong 2020 - + - - + sensor network, wireless, FT

recover
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Table 2. Cont.

Pub. 1st Auth. Year Extra-Functional Aspect Marine  Fault Tolerance (FT) Tasks and
Secure  Energy- Scalable Cross- Other Research Areas
Efficient Layer

[40] Cheng 2008 - - - - - deployment, sensor network,
wireless

[41]  Bhuvana 2018 - + - - - sensor network, wireless, FT
detect

[42] Goyal 2017 - - - - + wireless, sensor network

[43] Goyal 2018 - - - - + wireless, sensor network, FT
detection, FT recovery

[45] Campagnaro 2016 - - - - + framework, wireless, sensor
network

[46] Petrioli 2015 - - - - + framework wireless, sensor
network

[47]  Petroccia 2013 - - - - + framework, wireless, sensor
network

[48] Ateniese 2015 + - - - + framework, wireless, sensor
network

[49] Liu 2013 + + - + - wireless, sensor network

[51] Gunawi 2011 - - + - - FT design

[53] Napolitano 1995 - - - - - sensor network, FT detect, FT
recover

[54] Neti 1992 - - - - - FT design

[55] Benincasa 2014 - - - - - sensor network

[56] Compton 2012 - - - - - sensor network, deployment

[57] DAniello 2016 - - - + - sensor network, FT detect, FT
recover

[58] Alansary 2019 - - - - + vehicle, FT recovery

[59] Cristea 2011 + - + - - FT detect, FT recover

[60] Salera 2007 - - - + - sensor network, FT detect, FT
recover

[61] Vihman 2020 + - + + + sensor network, FT detect

[62] Han 2015 + - - - + wireless, sensor network

[63] Chae- 2016 + - - - + sensor network, wireless

Won

[64] Han 2020 + - + - + sensor network, wireless

[65] Dong 2013 - + - - + sensor network, wireless

[66] Zhou 2016 - + - - + , wireless, sensor network,
routing protocol

[67] Wang 2016 - + - - + , sensor network, wireless

[68] Huang 2011 - + - - + wireless, sensor network, routing
protocol

[69] Rani 2017 - + - - + sensor network, routing protocol

[70] DeHon 2010 - + + + - FT detect, FT recover

[71] Darra 2017 + - - - - survey, sensor network, wireless

[72] Mitra 2010 - - - + - FT detect, FT recover

[73] Henkel 2014 - - - + - FT detect, FT recover

[74] Bulusu 2000 - + + - - localization, sensor network

[75] Nassif 2001 - - - - - FT prevent

[76] Zhao 2002 - + + - - , wireless, sensor network

[77] deLemos 2004 - - - - - FT design, sensor network

[78]  Bokareva 2005 - - - + - cross-layer, FT design, FT recover,
framework, sensor network

[79] Heidemann 2006 - - - - + sensor network, wireless

[80] Mengjie 2007 - - + + - wireless, sensor network, FT
detect, FT recover

[81] Lee 2008 - - - - - wireless, FT detect, sensor
network

[82] Wang 2008 - - - - + sensor network
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Pub. 1st Auth. Year Extra-Functional Aspect Marine  Fault Tolerance (FT) Tasks and
Secure  Energy- Scalable Cross- Other Research Areas
Efficient Layer

[83] Khan 2009 - + + - - wireless, FT design, sensor
network

[84] Teymorian 2009 - - - - + localization, sensor network

[85] Yu 2009 - - - - + localization, wireless, sensor
network

[86] Kim 2011 - - - + - vehicle, FT detect, FT recover,

[87] Tanasa 2011 - - - - - vehicle, FT detect

[88] Roman 2011 + - - - - sensor network,

[89] Paul 2011 + - - - - sensor network

[90] Xu 2011 - - - - + wireless, sensor network, routing
protocol, FT recovery

[91] Thomas 2013 - - - - - FT detect

[92] Gubbi 2013 + - + - - wireless, sensor network,

[93] Guo 2013 - - + - + localization, sensor network

[94] Amory 2013 + - + - + vehicle

[95] Oteafy 2014 - - - + - wireless, sensor network

[96] Rault 2014 - - + - - wireless, sensor network

[97] Kuila 2014 - + - - - wireless, sensor network, routing
protocol

[98] Zhu 2014 - - - - + sensor network

[99] Rossi 2015 - + - - + sensor network, wireless

[100] Bauer 2015 - - - - - FT masking

[101]  Benson 2015 - - - + - sensor network

[102]  Zhehao 2015 - - - - + localization, wireless, sensor
network

[103] Han 2015 - - - - + localization, wireless, sensor
network, deployment

[104] Valerio 2015 - - - - + wireless, sensor network, routing
protocol

[105] Rehman 2016 - - - + - FT detect, FT recover,

[106] Sahoo 2016 - - - + - FT design, FT detect

[107] Li 2016 - - - - + localization, vehicle

[108] Liu 2016 - - - - + sensor network, wireless,
localization

[109] Khan 2016 - - - - + vehicle, sensor network

[110] Koraz 2017 - - - + - FT detect

[111]  Suvarna 2017 - + - - + wireless, sensor network, routing
protocol

[112] Cario 2017 - + - - + sensor network, wireless

[113] Dong 2017 - + - - + , localization, wireless, sensor
network

[114] Kao 2017 - - - - + survey, sensor network, wireless

[115] Mortazavi 2017 - - - - + localization, wireless, sensor
network

[116] Seto 2017 - - - - + vehicle

[117] Azad 2018 - - - + - FT detect, FT recovery

[118] Sahu 2018 - - - - + clustering, sensor network,
routing protocol, FT detection, FT
recovery

[119] Dala 2018 - - - - + sensor network, FT detection, FT
recovery

[120] Tang 2018 - - - - + wireless, sensor network, fault,
FT detection, FT recovery

[121]  Yanmaz 2018 - - + - - vehicle, sensor network, wireless

[122] Han 2018 - - - - + localization, wireless, sensor

network
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Pub. 1st Auth.  Year Extra-Functional Aspect Marine  Fault Tolerance (FT) Tasks and
Secure  Energy- Scalable Cross- Other Research Areas
Efficient Layer

[123] Shah 2018 - - + - + localization, sensor network

[124] Caporuscio 2020 - - - - - sensor network, FT detection, FT
recovery

[125] Desai 2020 - - - - - sensor network, FT detection

[126] Jin 2020 - - - - + sensor network, wireless, routing
protocol, vehicle, FT detection; FT
recovery

[127] Prasanth 2020 - + - - + wireless, sensor network, fault, ft

recovery, ft detection

7. Open Research Issues

In the following, the open research issues identified are presented according to the
categories of extra-functional aspects reported in Table 2.

7.1. Security

Faults and security are interrelated concepts [59]. It requires effort to prevent systems
from being penetrated, even when they operate as intended; however, faults will add
further uncertainty and make the task of prevention even harder. Faults can be created by
an intrusion; but, moreover, faults can enable new intrusion vectors [70]—misbehaving
devices violate key assumptions and create a number of new attack vectors to systems.
For example, soft errors explained in Section 4.1 can be used to defeat cryptography [128].
In wireless sensor networks, intrusion detection systems have been investigated [71],
and intrusion detection can be divided into Anomaly detection, which can work well for
unknown attacks, and Misuse detection, for known attack signatures.

7.2. Energy-Efficiency

Power dissipation has by now reached a point where energy concerns limit the
computation we can deploy on the chip [70], and the aim is shifting from transistor density
and speed to energy density and cost. Energy density and efficiency need also to be
addressed on a larger scale; for instance, WSNs may not have unlimited power supply and
need to utilize energy-efficiency strategies [11,12,36,40]. For Fault Tolerance techniques,
cross-layer approach is considered more energy-efficient [33] than single layer. Strategic
redundancy in cross-layer approach may allow systems to safely operate on the verge of
failure [70], spending less energy without going over the edge.

In sensor networks, energy consumption can be reduced, for instance, by using
specific low-energy communication protocols, reducing the number and speed of the
nodes, and pausing the nodes [129]. However, with the growing complexity of applications,
energy consumption is becoming one of the limiting factors.

7.3. Scalability

One of the traditional benefits of scaling has been the decrease of cost per func-
tionality [70], but easing reliability problems by multiplicating logic, voting and similar
techniques means that the scaled technology might not offer a reduction of energy or area.
Some Fault Tolerance techniques may increase computing overhead, and not all approaches
are scalable [8]. Large scale fault tolerant systems are researched without paying special
attention to energy and communication constraints [59].

7.4. Cross Layer Approach to Fault Tolerance

Faults are not going to disappear but likely to increase in the future [30]. One way to
cope with faults is to accept imperfect devices to fail and compensate failures at higher
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levels in the system stack [70], tolerating faults across layers involving circuit design,
firmware, operating system, applications, etc. Cross-layer fault tolerant systems have
potential to implement reliable, high-performance and energy-efficient solutions without
overwhelming costs [33] by distributing the responsibilities of tolerating faults across
multiple layers [6]. Cross-layer Fault Tolerance has also been viewed from the perspective
of sensor data layers [61].

In case Fault Detection and Fault Recovery are to be implemented in different system
layers, then following challenges arise [72]:

¢  For statistical validation and metrics high confidence resource-light reliability and
availability estimation is needed.

*  Verification of resilience techniques, to be sure that resilience techniques perform
under all possible scenarios.

*  Reliability grades for testing and grading system-wide reliability and data integrity.
Reliability may change under different workloads.

In addition to the cross-layer approach, a Multi-Layer approach [73] has also been
proposed, where system layers are adapted to each other to reduce error propagation.
However, in the opinion of the authors of the current paper, this does not constitute a
principally distinct approach but, rather, an increment to the cross-layer approach.

8. Conclusions

The current paper presented a systematic survey on fault tolerant techniques in USNs and
pointed out open research issues in this field. The paper considered fault tolerant techniques
that are developed for underwater use or could be adapted for that. The techniques were
divided into groups according to the taxonomy of Fault Tolerance tasks, and papers utilizing
these techniques were discussed in sections corresponding to the tasks.

We collected top papers by conducting a systematic search from different online
environments, related papers suggested by those environments, and sources cited by the
collected papers. Next, we analyzed the collected papers, divided them into categories and
discussed aspects covered in those papers. Areas of high research interest and open research
issues in the scope of the initial criteria were detected and brought out. Additionally,
in order to categorize and systematize the analyzed papers, taxonomies for fault sources
and Fault Tolerance tasks were described, and a full table of the papers was presented.

The current paper is the first to investigate the state-of-the-art in Fault Tolerance,
particularly cross-layer Fault Tolerance, in USNs. According to the survey, there is a
lack of research covering the cross-layer Fault Tolerance aspect for underwater sensor
networks. Therefore, the mentioned topic is a prospective candidate for future works on
fault tolerant USNs.
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Abstract. CO2 sensor data is often applied for Demand Controlled Ventilation (DCV), Indoor Air
Quality (IAQ) assessment, and occupancy detection. In room controllers, the auto-calibration
function shifts the zero level so that the measurements would not drift off. However, this creates
jumps in data and sometimes values below outdoor CO: level. If the data is further used,
occupancy is detected differently, the ventilation would not function as designed, and the
assessment would result in different IAQ class certificates. Therefore, in this work, a statistical
method to correct the CO2 baseline automatically in real time was developed based on
measurements from a school building in Estonia in 56 different rooms. The school had balanced
heat recovery ventilation that assured adequate ventilation. During the process, the
performance of different algorithms and parameters for the correction were compared. The CO2
concentration baseline correction algorithm was realised using the 1% percentile and 10-hour
sliding time window as an optimal compromise to correct the base level to 400 ppm and the
algorithm performed well based on qualitative assessment. The impact of the algorithm was
significant when comparing the initially logged and corrected values against CO2 concentration
thresholds 550, 800, and 1000 ppm.

Keywords. Sensor auto-calibration, indoor air quality, data quality, CO2 sensors, CO2
monitoring

ranged between -413 and +4589 ppm and in case of
some sensor the measurement error strongly
correlated with the air temperature. The authors
concluded that significant improvement on CO2
measurement capabilities are required, before these
types of sensors can be installed in buildings for CO2

1. Introduction

Latest proposal for revising Energy Performance of
Buildings Directive (EPBD) (European Commission,
2021) states that Member States shall require zero-
emission buildings to be equipped with measuring

and control devices for the monitoring and regulation
of Indoor Air Quality (IAQ). In existing buildings,
installation of such devices shall be required, where
technically and economically feasible, when a building
undergoes a major renovation. There has been
discussion about which building types to include and
if monitoring requirement is justified, but
nevertheless carbon dioxide (CO2) sensors are needed
for regulation of IAQ and they are installed in an
increasing number of new and deeply renovated non-
residential buildings.

Measuring concentration of gases is technically
complicated and in practice the quality of raw data
from CO:z sensors should be verified and post-
processed if needed for further analysis. Mylonas et al.
(Mylonas, Kazanci, Andersen, & Olesen, 2019)
measured accuracy of temperature, relative humidity
and CO: sensors from 6 producers in laboratory
conditions. The measurement errors of CO2 sensors

concentration control. Nevertheless, COz sensors are
increasingly often used in buildings and it is currently
difficult to assure the quality of sensors. This can often
lead to inadequate IAQ regulation and assessment.

The aim of this study is to develop a data-driven
method for post-processing of raw data from CO:2
sensors to improve the quality of ventilation control
and IAQ assessment. Data collected by 56 CO2 sensors
from a school building with a balanced heat recovery
ventilation in Estonia was analysed and methods for
correcting the base level of CO2 concentration and
data cleaning were developed. Additionally, the
temperature  dependency of measured CO2
concentrations from room temperatures were
analysed. The developed methods can be
implemented in existing building management and
IAQ analysis tools with reasonable computational
cost.
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The study was overall conducted in the following
steps:
e  Data collection
e Initial expert assessment of data and
classification of typical patterns
e COz baseline correction method development:
o Initial comparison of methods for baseline
correction
o In-depth analysis of promising methods
and parameter tuning
e Expert assessment of selected method for
baseline correction results
Sections 2 describes the case study building, data
collection and expert assessment principles of raw
and processed data. The CO2 data correction method
development is described in Section 3.

2. Data collection, occupancy
detection and expert assessment

2.1 Building description and data
collection

The data was collected from 56 rooms of a high school
building from September 1st, 2020 until March 3rd,
2021. Air temperature, relative humidity, and CO:
level was measured every 5 minutes. The measuring
period includes both normal operation and periods
when the building was not used, so different patterns
can be observed. The school building had a balanced
heat recovery ventilation system installed that was
also used during the measurement period.

Commercial indoor air quality sensors SMT-IAQ3
(“Indoor Air Quality Monitor,” 2020) were used. The
producer claims temperature sensor accuracy to be
+/- 0.5°C at 25°C (operating range -5 to 50°C), and
relative humidity (RH) sensor accuracy to be +/- 5%
at 25°Cand 30% to 80% RH (range 0 to 95 % RH). The
CO2 sensor is a non-dispersive infrared sensor with
+/- 30ppm accuracy at 25°C, and the operating range
is 0-2000 ppm. The sensor applies auto-calibration as
the manual (“Indoor Air Quality Monitor,” 2020)
states that - “The CO: sensor within the SMT-IAQ3 has
an advanced learning self-calibrating function. This
calibration process takes place over an 8-day period.”

2.2 Expert assessment

The initial expert assessment of collected data was
conducted to identify the occurrence of outliers and
unexpected patterns. The logged CO2 concentration
time series were plotted and qualitatively assessed.
The expected behaviour of CO: concentration in
rooms was values fluctuating around 800+300 ppm
during expected occupancy hours of 8:00-16:00 on
workdays and values fluctuating around 400+50 ppm
outside occupancy hours (see Figure 1).

Figure 1. Expected behaviour of COz concentration
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The following typical cases of deviation from the
expected behaviour were identified and were subject
for further analysis and algorithm development:

- Outliers were identified as sudden change of the
logged CO2z concentration, which was followed
by a sudden change of the same magnitude in the
opposite direction.

- Incorrect baseline was identified as a
significant difference of CO2 concentration
from the outdoor concentration of 400 ppm.

- Auto-calibration of the indoor climate
sensor controller was identified as a sudden
change in the logged CO2 concentration to
approximately 400 ppm with no change in
the opposite direction afterwards.

- Potentially inadequate placement of CO:
sensor was identified as sudden changes in the
CO2 concentration at reoccurring times of
workdays when the ventilation system is either
turned on or off. This could be caused by non-
uniform distribution of CO:z in the room air
caused by the air distribution solution.

- CO:z concentration’s dependency on the air
temperature was identified as unexplainable
CO2 concentration fluctuation during
unoccupied hours that had negative correlation
with the air temperature fluctuation.

The typical examples of expected behaviour are
illustrated in Section 4.1.

2.3 Occupancy detection

The expert assessment was carried for both
unoccupied and occupied periods of classrooms and
for that an automated process for occupancy
detection was implemented. The occupancy detection
algorithm is an adaptation of Pedersen et al. method,
which is based on CO:z concentration trajectory in
rooms (Pedersen, Nielsen, & Petersen, 2017).
However, due to a lower sampling frequency in the
current case study and performance related
implementation difficulties, an alternative method
was developed based on the existing one.
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The method uses a combination of bilateral filtering
(Thompson, 2014) and dynamic gradient-based signal
trajectory classification. Bilateral filter preserves the
transients, while removing unwanted sensor noise.
The filtered signal is then classified into three
categories: rising, stalling and decreasing, based on
the gradient. Rising signal or rising stalling signal after
rising signal represent occupancy. However, the
gradient thresholds for this classification change
dynamically between manually calibrated boundaries
as a piecewise linear function of absolute COz level at
a given timestep. The calibration of these thresholds
depends also on data timestep size, since the
gradients in data with lower resolution also tend to be
lower. When the level is near the baseline, greater rise
and smaller decrease gradients are expected to trigger
their respective states. At CO2 levels above 700ppm,
smaller rise and greater decrease are required. This
allows to preserve more details in the bilateral
filtering stage, without triggering false positives due
to remaining noise. Less filtered signal, smaller rise
and greater decrease thresholds are important to
avoid false negatives during elevated CO: levels. Since
the method uses absolute CO2 values for this task, it is
important that the CO2z baseline correction is always
performed before occupancy detection.

3. Method development
3.1 Initial comparison of methods

Although it would be better to correct CO2 baseline in
the source and having correct data through all the
data lifecycle ie. inside the sensor where it is
measured, many of the used sensors are commercial
with precisely unknown compensation mechanisms
and faults and accessing or updating their internals is
impossible. Thus, we are offering to fix the data at
later processing stages while still retaining the
possibility of doing it in real-time.

CO2 value cannot be significantly lower than outdoors
CO2. When room is occupied the CO2 level can rise but
should return gradually to outdoor base level when
unoccupied due to ventilation systems and natural air
exchange. Thus, taking above consideration into
account we tried to use the minimal value of a sliding
time window to correct shifting baseline. However,
there could be some outlier measurements occurring
that reach unrealistically low values which make
baseline correction using this method erroneous.

CO2 measurements from a school classroom is shown
on Figure 2 and additionally, baselines calculated
using 10 hour sliding window timeframe. It can be
seen that one outlier measurement reaches
approximately 200 ppm which is unrealistic value and
calculated baseline using minimal value of sliding time
window moving also to unrealistic value. These low
peak outliers occur seldom in our data, but they exist.

In case of occurring, there is usually only one outlier
value, neighbouring values are assumed to be correct.

To overcome this problem, data pruning or smoothing
methods can be used to remove the outlier data before
using minimal value. There is also possibility of using
a low quantile method (Hyndman & Fan, 1996). The
reasoning behind using quantile is that most rooms
are unoccupied some of the time (e.g. at night)
returning to base value. If none or very few of the
measurements in a certain time interval have been
less than a certain value, then this can be considered
as current base value.

It is possible to distinguish online (sequential) and
offline (retrospective) change point detection
(Kovacs, Bithlmann, Li, & Munk, 2022). Low quantile
method has input of sliding time window of past
measurements, making it online change point
detection method and enabling its use for real-time
applications. Low quantile method to detect and
compensate indoor CO2 baseline can also eliminate
low outlier data. Thus, the quantile method was
selected for CO2 baseline correction. In the following
subsection, parameters of the method are discussed.

Figure 2. Example of measured CO: concentration
with an outlier and baseline identified based on
minimum and quantile values
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3.2 In depth analysis of parameters of the
guantile method

Consider a time series
X =(x;tel),

where T is the index set. Consider a window of size
w and let
XY =Xy Xeqw), tET

The formal definition of quantile is given by
Hyndman & Fan (Hyndman & Fan, 1996) as

Q) = F'(p) = inflx:F(x) 2p}, 0 <p <1,

where F(x) is the distribution of data x € X" and p
is the quantile.



Figure 3. CO: baseline estimation with different sliding time window length
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There exists multiple definition of sample quantiles
(Hyndman & Fan, 1996) in regards of interpolating
midpoints. We tried continuous methods where the
value is from the real datapoints and not created.
Experimenting on collected data and synthesized
scenarios with injected outlier data we found that
dividing the distribution into 100 partitions was
enough for our purposes, so the quantiles that we
used were percentiles. Specifically we were interested
in 1st and 2nd percentile and calculating baseline as
shown in the following.

In m=p; -w sample in the ordered statistics
—w
X of XV, if mis an integer, we take the m-th value in

—w
the set X . If m is not an integer, we use the nearest
integer value. More formally:

— m if meZ
m] ifmegz

where [.] notes integer rounding function. With more
outlier data ceiling function instead of rounding gave
also good results. 1st percentile of described method
gave the most precise results when there were no or
up to 1% outlier in used time window. In our collected
data outlier amount did never exceed 1% making it
safe to use 1st percentile. In synthetic scenarios where
we had more outlier data then 2nd percentile of the
described method gave better results as 1st percentile
was trapped by outlier data.

For COz baseline detection we use sliding window of
past measurement data. After detecting baseline we
corrected the data using following operation:

¢ = v —b+R

Where c is corrected value in time t, vt is measured
value, bt is baseline value and R is agreed baseline
value constant (400 ppm). It should be noted that due
to the baseline algorithm’s online nature, it introduces
latency that can be seen in correcting values
abovementioned way. Further processing steps to
remove outlier data may be necessary. The base value
was assumed constant, because the indoor air quality
assessment methods provide threshold values for CO2
concentration excess over outdoor concentration,
which is roughly 400 ppm. Ideally, the measured

—— Measured
Baseline 2h
--- Baseline 5h
=== Baseline 10h
--- Baseline 16h
i --- Baseline 24h

23-01 25-01 27-01

outdoor CO2 concentration could be used as the base
value, but this is difficult to realize as these are not
installed in buildings and they should be reliable.

Figure 3 shows a CO: level in a room during time
period where sensor measurements are rapidly
shifting down more than 200ppm and up again after
approximately a week. There are dashed lines
estimating baseline with different sliding time
window lengths. Dashed lines on upper part of the
figure show detected baseline and lower part
corrected values. It can be seen from the figure that
smaller time window causes much noise trying to
move baseline even when it should not move. Due to
the algorithm’s design baseline moving up has latency
of the time window size. Longer time windows are
more stable but compensating baseline shift takes
longer time. On our data the satisfactory time window
was 10 hours or more depending on requirement of
responsiveness of data.

The proposed method is online, can be used in real-
time applications and is utilising sequential historical
measurements in sliding time window. The proposed
method is usable for baseline detection and does not
correct the outlier values. Further smoothing peak
values can be done as a post-processing step. The
compensation of baseline moving to higher level is
delayed and the delay is dependent on used sliding
time window size while the shorter time window is
less stable.

4. CO2 concentration correction
results

4.1 Typical unexpected CO; patterns and
the corrections

Typical unexpected patterns described in Section 2.3
and corrected CO2 values are presented in Figures 4-7
together with data corrected with the developed
algorithm. Figure 4 illustrates two outliers, where two
initially logged CO2 values near 0 ppm occurred within
two weeks and the corrected CO2 values. Although, the
algorithm presented here does not remove outliers,
they did not influence the base level detection. Further
development is needed for automated removal of
outliers from processed data.
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Figure 4. Initial CO2 concentration values with
outliers and corrected data
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Figure 5. Initial COz concentration with incorrect
baseline value and auto-calibration and corrected
data
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Figure 6. Initial COz concentration with potentially
inadequate sensor placement and corrected data
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Figure 7. Initial CO2 concentration and temperature
with COz temperature dependency

1200 l“ M
1000 L—‘-J/{M \‘

1 ,‘J
L
8007 *’J

|
V|
N

o @ o WP G ? P P @

time

Figure 5 illustrates logged and corrected CO2 values
from a room, where the initial baseline of CO:
concentration was 700 ppm, which was auto-
calibrated to 450 ppm by the measurement device.
The corrected values have baseline value 400 ppm.

Figure 6 illustrates logged and corrected CO: values
from a room, where every school day exponential CO2
value decay is seen at the presumable end of room
occupancy. However, there occurred slight increase in
logged value around 19 p.m. on each school day, which
then continued to gradually decrease. Our hypothesis
is that due to the impact of supply air jet on the sensor,
the logged value is lower than the average CO:
concentration in the room when ventilation system
operates. This would mean that the IAQ assessment
and ventilation control is inadequate. We have
observed this behaviour in other cases also and
further field studies and data analysis is needed to
potentially develop a method for data-driven
identification of such inadequate sensor placement
and potential correction of measured CO2 values. This
figure also illustrates that sliding time window length
of 10 hours was slightly too short and further
development is needed to automatically choose an
optimal window length.

7 illustrates logged and corrected CO: values and
room temperature from a room, where temperature
fluctuated significantly between 20 and 24 °C
presumably due to solar and internal heat gains and
temperature reduction during unoccupied hours. It
can be observed that during unoccupied hours, the
CO2 values are negatively correlated with the air
temperature. Potential temperature dependency of
CO:2 sensors has been identified by Mylonas et al. in
laboratory experiments (Mylonas et al, 2019).
Further field studies and data analysis is needed to
potentially develop a method for data-driven
identification of such behaviour and potential
correction of measured CO2 values.

4.2 Qualitative assessment of CO; value
correction

The performance of used COz base value correction
algorithm was assessed qualitatively by comparing
initially logged and corrected COz level
concentrations. Figure 8 illustrates the respective CO2
concentrations during 5 weeks in all rooms of the
school. The initially logged CO2 concentration outside
expected occupied hours varied constantly over 100
ppm and were typically above 400 ppm. This
highlights the need for further post-processing of
logged data of the installed sensors despite the in-
built auto-calibration function. The corrected values
reflect the expected behaviour described in Section
2.2. However, there still were some outliers with
values significantly below 400 ppm due to the chosen
quantile method, which should be removed by further
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developing the data-processing methods before
applied for IAQ assessment or ventilation control.

The performance of the base level correction method
was additionally assessed by comparing the duration
curves of initially logged and corrected data. An
example based on a classroom is provided in Figure 9
and the results of all rooms with CO2 sensors are given
in Figure 10. Visually, the largest difference appears
during periods when the CO2 values are near outdoor
level.

However, to quantify the impact of the baseline level
correction algorithm during occupied period, the

initially logged and corrected values were corrected
by comparing them to the recommendations in the
REHVA COVID-19 guidance. In the beginning of 2023,
the guidance recommends 550 ppm as setpoint for
demand-controlled ventilation systems (REHVA,
2021). In 2020, the suggestion was: “During an
epidemic it is recommended to temporarily change the
default settings of the traffic light indicator so that the
yellow/orange light (or warning) is set to 800 ppm and
the red light (or alarm) up to 1000 ppm in order trigger
prompt action to achieve sufficient ventilation even in
situations with reduced occupancy.” (REHVA, 2020).

Figure 8. Example of CO2 concentration of all rooms during 5 weeks with initially logged (above) and corrected (below)

baseline values
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Figure 9. Example of cumulative distribution of initially logged and corrected CO2 concentration in one classroom during

6-month period.
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Table 1 shows the impact of baseline level correction
of comparing logged values against different CO2
concentration levels. The pandemic situation
recommended ventilation control setpoint 550 ppm
for was exceeded during 89.1 and 74.4% of occupied
period with initially logged and corrected data
respectively. Therefore, the impact of baseline level
correction would have been significant if the school
had demand-controlled ventilation and the
recommendations followed. The differences in
exceedances of the 800 and 1000 ppm were even
more  significant. As initially logged CO2
concentrations were generally higher than the
corrected values, then the initially logged values
would have prompted unnecessary disturbances in
school work due to opening windows during classes
or even stopping schoolwork due to increased
infection-risk. Thus, the practical implication of CO2
concentration level correction needs to be further
studied to develop the more robust methods for IAQ
assessment.

Figure 10. Cumulative COz of all rooms in the same
timeframe as previous figure
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Table 1. The impact of baseline level correction of
comparing logged values against different CO:
concentration levels

Time of occupied period above
respective CO2 level, %

550 ppm 800 ppm 1000 ppm

Initial 89.1 46.2 18.2
Corrected 74.4 27.7 5.9

4.3. Limitations and future work

The subsequently presented method for CO2 base
level correction was developed based on measured
data from an adequately ventilated school. It is
unknown, how would the method perform in poorly
ventilated or constantly operated rooms, where the
CO2 concentrations might not reach the base level.
Therefore, the proposed sliding time window length
of 10 hours needs to be carefully assessed when
applying the method in building with different
ventilation principles of duration of occupancy.
Additionally, with worse quality data that contains

more outliers, 2% or higher percentile values should
be used for adequate results.

Additionally, no reference measurements with
calibrated CO2 sensors were conducted and it is
unknown, how adequate were the COz levels during
occupied hours of both initially logged and corrected
data. Hypothetically, some logged values depended on
room temperature and unexplainable jumps in logged
values were observed. Further studies are needed to
investigate the possibilities of further development of
data-driven assessment of CO2 concentration.

The currently method was developed for correction of
CO2 concentrations in real-time without knowing
future values. Therefore, the current implementation
is more effective capturing the downward jumps of
CO2 base level. The baseline correction method can be
implemented also for regular IAQ assessment e.g. with
weekly or monthly frequency and for such application
the method should be developed further to also
capture effectively the upward jumps, which is
currently delayed.

5. Conclusion

Indoor air quality assessment based on COz sensors is
more frequently used, however the logged data is
often flawed and needs to be further processed for
adequate application in ventilation control or indoor
climate assessment. This study developed algorithm
for CO2 base level correction in real-time based on the
assumption that CO2 concentration reaches 400 ppm.
The algorithm was developed based on CO: data
logged during 6 months from 56 rooms of a well-
ventilated school building in Estonia. The algorithm
performance was assessed qualitatively.

The algorithm used percentile values from a sliding
time window to identify the base level and
subsequently the data was corrected so that the base
level would be 400 ppm. The best compromise
between accuracy and delay in data correction was
reached by using 1% percentile values in a 10 hour
sliding time window. The impact of the algorithm was
significant when comparing the initially logged and
corrected values against COz concentration
thresholds 550, 800 and 1000 ppm.

The developed method needs to be further tested
based on data from inadequately ventilated buildings,
building with different occupancy patterns and
sensors that might provide worse quality data that
contains more outliers. Additionally, the post-
processed CO2 concentration needs comparison with
more detailed measurements with calibrated sensors
for further validation and development. Finally, the
current implementation of the algorithm effectively
captures downward shifts in the logged data, but
future development is needed to capture upward
shifts with smaller delay.
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Abstract—Sensor Networks in harsh underwater environments
are prone to faults and anomalies that may lead to deteriorated
data quality or even failures. This paper proposes a fault-resilient
underwater sensor network based on sensor data aggregation by
updating the measurement error matrix of an adaptive Kalman
filter, where the error matrix is updated using adjusted measured
value difference from the predicted value as well as the age of the
latest measurement (i.e. latency). A case study on a real-world
harbor water flow monitoring use-case shows the advantages of
the proposed method. The experiments indicate that the adaptive
and difference based Kalman filter aggregation provides for a
significantly smoother aggregation in case of high fault rates in
sensors’ readings when compared to traditional Kalman filter
and median value based aggregation techniques.

I. INTRODUCTION

Data Aggregation methods are widely used to conserve
energy and communication bandwidth in sensor networks [1]-
[5]. When sensor nodes have limited energy, it is reasonable
not to send all the data to the receiving sink. Data aggregation
is referred as amongst the most important energy-saving
analysis processes [3]. In recent years, research has been done
on aggregation methods that are best applicable for underwater
environments [1], [2]. In addition, aggregation techniques
have been used to address security concerns (compromised
nodes), data integrity and redundancy as well as the lifetime
of sensor networks [4].

Methods of data aggregation for network communication
can be distinguished by structure - flat methods, where all
the sensors are playing the same role, clustering-based, tree-
based and hybrid methods [2] and by functional approach like
aggregation by feedback control, quantile digest, distributed
source coding [5].

The Kalman Filter (KF) is one of the most popular math-
ematical state estimation tools [6] that includes multiple vari-
ants and is extensively used in robotics [7]-[11] and combined
to fuzzy logic [9], [10] and sensor fusion [7], [9]-[13]
techniques.

An Extended Kalman Filter has been applied to estimate gas
leaks in pipelines [6] and to overcome signal noise as well as
limitations of different kinds of sensors [12].

For sensor data aggregation, Kalman Filters have been used
as a security tool to detect false data injection attacks in sensor
networks [14] and also for noise elimination from signals with
ordered weight averaging [15] and in wireless sensor networks
to achieve a distributed consensus [16].

979-8-3503-3959-8/23/$31.00 ©2023 IEEE
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While above-mentioned works on Kalman Filters did not
address hardware faults, the following works focus also on that
aspect. A generic detection and compensation of occurrence
of transient and permanent faults was described [13] using
Kalman Filter and correspondingly registering T'pq.;+ and
Prauie variables, respectively, when values were exceeding a
defined threshold. However, it relied on a difference between
measured and predicted values compared to a defined threshold
and did not consider signal latency nor sensor outage. Kalman
filter based fault diagnosis and accommodation has been
studied in [8] limited to robot wheel actuators and optical
encoders. A more recent study using a Kalman Filter for
robot localization can overcome faults including sensor outage
and data corruption of IMU sensors [11]. However, no sensor
signal latency is considered and the prediction weights are
linear.

While previous works have applied Kalman filters in fault-
tolerant applications to the best of the authors’ knowing this
is the first work to propose a KF that includes different
uncertainty sources and applies the adaptive KF based data
aggregation in USNs.

Contributions of this work are as follows:

o Incorporating different sources of sensor uncertainty by
including the time series measurements’ difference and
age/latency uncertainty for adapting a KF to compensate
incorrect readings for avmore efficient state prediction.

« Proposing nonlinear, parabolic and sigmoid, sensor uncer-
tainty functions from the residual difference for the la-
tency and difference based Adaptive Kalman techniques,
respectively.

« Applying and evaluating the proposed adaptive KF based
data aggregation techniques in a harbor Underwater Sen-
sor Network (USN) with extremely unreliable sensor
readings.

II. UNDERWATER SENSOR NETWORK APPLICATION

In this Section, we introduce the layered data architecture
and installation of the sensor network in the application
scenario of a harbor monitoring use case.

A. Sensor Network Installation

The underwater sensor network considered in this paper
is for monitoring sea currents in the harbor. The Sensor
Nodes S = {s;} of the network are installed to the harbor
infrastructure to notify approaching ships about the water
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flow around the piers. The goal is that berthing ships get
information about the flow and turbulence from Sensor Nodes
installed on the pillars of the pier. The Sensor Nodes are
connected to the Sensor Gateway with underwater cables over
RS-485 serial communication, thus the configuration of the
underwater sensor network is fixed.

The Sensor Node applied in the case study is shown in
Figure 1.A and its detailed description is given in [17].
The Sensor Nodes measure the flow magnitude and direction
from the stem vibrating in the flow. An IMU (Inertial Mea-
surement Unit) embedded into the Sensor Node calculates the
accelerations of the stem in x and y directions. In the current
implementation, to estimate the flow magnitude from the IMU
data, a 15s series of IMU raw data is transformed with FFT
(Fast Fourier Transform) into a frequency domain in 120s
intervals and the PSD (Power Spectral Density) is used to
find the flow magnitude using calibrations described in [17].
All the Sensor Nodes are wired to the Sensor Gateway in a
star network topology.

The Sensor Nodes {s;} are installed around the pillars at
two different depths so that at both depths 4 Sensor Nodes are
attached around the pillar at 90 degrees angle from each other
forming a logical Sensor Group G = {g;}. This is necessary
because depending on the direction of the flow, the pillar itself
always obstructs some of the Sensors Nodes from the flow.
Therefore each aggregation of 4 Sensor Nodes (Sensor Group)
is used to estimate the flow at each point.

In total the installation has 16 Sensor Nodes, grouped into
4 aggregations (Sensor Groups) of 4 sensors each as shown in
Figure 1.B.

B. Layered data model implementation

Table I presents the data-driven layers of the sensor network
architecture. There are three data layers - raw, processed and
aggregated that correspond to different functionalities that can
be loosely mapped to IoT layers as shown in Table I.

At the Raw data layer is data that is measured and
transferred by the set of Sensor Nodes S = {s;}. The Sensor
Nodes measure and send values periodically and the event
of receiving a valid test packet at the Raw Data Layer by

TABLE 1
DATA LAYERS AND THEIR MAPPING TO 10T LAYERS

Data Layer | State IoT Layers
Raw direct data from sensors Edge
Processed pre-processed data from sensors | Edge/Fog
Aggregated data combined to sensor groups | Cloud

sensor s; at a discrete time instance ¢ is p(i,t). The raw
measurement value p(i,t) of the sensor node s; at time ¢ is a
vector containing values such as Inertial Measurement Unit’s
XYZ positions, temperature and pressure.

All the valid p(%,t) measurement values received during a
time interval 7', containing n time instances, are pushed into
the raw data queue of length n, which acts as a First-In-First-
Out (FIFO) data buffer F' = {f1, fa, ..., fn}, Where fi,..., fn
represent n latest valid p(4,t) measurement values. There is a
separate queue F; for each sensor node s;.

Processed data layer is used to obtain the processed data.
At the predefined time intervals the data in F' are processed
by a signal processing function ¥ to obtain the processed data
value of o(i,t), i.e. o(i,t) = U(F)

Initially ¥ transforms the raw values p(i,t) from F; into an
intermediate processed values o’ (i, t). o’/(i,¢) contains values
that are in a linear relation to quantities required by the end
user.

Next, the processing function ¥ converts values from
o'(i,t), using predefined calibration and offset constants that
are specific for the installation and concrete sensor instance,
to quantities required by the end user of the harbor water flow
monitoring application (e.g. velocity).

Aggregated data is generated for the Sensor Groups G =
{g;} from the processed data ¢ of the Sensor Nodes {s;}.
The purpose of the aggregation process is to provide transition
from single Sensor Nodes’ data to Sensor Groups’ data. Subse-
quently, the aggregated value a(7,t) of the sensor group g; at
Aggregated data layer is calculated by an aggregation function
© on converted values o (i, t) of the sensor nodes s; that belong
to the sensor group g;, i.e. a(j,t) = Q({o(i,t)]s; € g;}).

III. FAULT-RESILIENT DATA AGGREGATION

In the current Section, we propose an implementation of the
data aggregation function (2 introduced in the previous section.
Input values for the aggregation function are the processed
values o(%,t) and output values are «(j,t), respectively.

A. Adaptive Kalman filter for data aggregation

Kalman Filter (KF) is a widely used technique for data anal-
ysis, such as filtering, smoothing, initialization, forecasting,
assimilation and aggregation [18]. In our case, due to physical
limitations, harsh underwater environment and possibility of
occurrence of both, persistent and intermittent faults, the
sensors vary from correct measurements. To cope with that
issue, we rely on a Sensor Group g; (see II-B) to generate
data fusion for univariate measurements - that is multiple
sensors simultaneously measure similar physical entity. We are



applying KF in the Aggregation Data layer (see II-B) after
an initial signal processing is done.

We are using adaptive KF for data fusion to compute ag-
gregated data and get the filtered estimate that is more reliable
than the sources. Sensor values are read and transformed to
velocity values simultaneously after a predefined constant time
interval. To calculate aggregated values of the 4-sensor groups,
adaptive KF is used. The KF is implemented as follows:

Xt|t—1 = AXt—l|t—1
Vi=Y:— Xy H
Py1 = AP, 1, AT+ Q
Sy =HPy_H" + R,

Ky =Py, HTS;!
Xyje = Xyjo—1 + K Vi
Pt,\t = Pt\t—l - KtSthT

where ¢ € N is discrete time, Y € R* is the measurement
vector containing o; values of the current sensor group, X € R
is the state estimate scalar, ) € R is process noise scalar
constant, H € R* is the observation vector constant, V € R*
is the calculated innovation residual vector, A € R is state
matrix constant, P € R is the updated estimate covariance
scalar, R € R*** is the sensor uncertainty co-variance matrix,
S € R*** is the innovation co-variance matrix and K € R*
is the Kalman gain vector.

The sensor uncertainty covariance matrix R is updated using
L; and D; weights (see III-B) in different configurations as
explained next.

In case of Kalman Static, sensor uncertainty R is not
updated during the filter’s execution.

In case of Kalman Difference aggregation, sensor uncer-
tainty matrix R is set to n(D;) x Jy, where J; is the unit
matrix and n is the normalization function explained in III-B.

In case of Kalman Latency aggregation, sensor uncertainty
R is set to n(L;) X Jy.

In case of Kalman Adaptive aggregation, sensor uncertainty
R is set to (n(L;) +n(D;)) x Ja.

The output value of the aggregation function €2, i.e. a; of
the sensor group g; at time ¢ receives its value from X ;.

The calculation is iterative over time ¢ and for aggregation,
the values X, are used. To make KF adaptive, the covariance
matrix R; is externally updated increasing sensors’ uncertain-
ties with increasing difference from aggregated X, value and
measurement latency, indicating outliers and probable sensor
faults.

B. Uncertainty from the difference of measurement and esti-
mation

When detecting outlier values based on the difference
between estimation and measurement, we argue that this
should not be linear - small differences in velocity should
be proportionally more tolerated than larger differences. The
uncertainty value based on the difference does not have to have
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Fig. 2. Normalized sensor uncertainty from measurement and prediction

difference (residual) and the latest measurement latency

an upper limit, since the type of the sensors used that have a
defined measurement range - frequencies beyond this range are
not reported and thus cannot affect the uncertainty value of the
sensor. For adaptive weights we applied the following function
D; = c(o(i) — x)2, where o(i) is the processed value of the
sensor s;, x is the predicted value of KF, thus o(i) — x is the
residual, and c is a constant 1.5 that was chosen empirically.
The normalized graph of the function is shown in Figure 2
right.

For uncertainty caused by measurement latency we applied
the following sigmoid function. I; = —2—, where m

ith
= 60 and h =

7 and t; is the latencylt)ef ‘the latest valid
measurement of the ¢-th sensor s; in seconds. Normalized
uncertainty values based on latency are presented in Figure
2 left.

The normalization is performed to be able to compare the
uncertainty function values and give them weights to calculate
the sensor uncertainty co-variance matrix using the following
normalization function n(v) = %, where v is a
value from a vector of values V' to be normalized.

IV. EXPERIMENTS

Experiments in two different underwater environments were
conducted. The Flow Obstuction experiment was a short time
experiment that took place in freshwater in a river on February
2, 2023. For this experiment, in addition to the hydromast
sensors, ADV (Acoustic Doppler Velocimeter) measurements
were also used as reference values. The sensor network was
installed to a river bed (See IV-A) and the water flow was
manually disturbed and interfered.

The Harbor Experiment was a long-time experiment active
from April to August 2020. The sensor network was installed
into sea water by a harbor for measuring underwater currents
(See 1II-A). For this experiment we did not have a reference
device. The sensors were not disturbed nor interfered manu-
ally, the collected data was naturally occurring. Most of the
time during that period the water flow was too slow to be
measurable with sensors due to non-windy weather conditions.
However, there were a couple of time intervals with a stronger
water movement.



A. Flow obstruction experiment

The hydromast sensors were attached on a metal bar at
20cm intervals. Perpendicular to the centre of the hydromast
was another bar with attached ADV (Acoustic Doppler Ve-
locimeter, Nortek Vectrino Profiler) approximately 50cm from
the hydromast metal bar. The construction was installed to
a river bottom around Im depth with the ADV facing the
flow and hydromasts side by side behind it. The order of the
hydromasts from the shore was H24, H25, H26, H27. The
unobstructed water velocity appeared similar at all hydromasts.
The hydromast offset coefficients are calibrated after installa-
tion to correspond to ADV beams mean value magnitude. The
velocity is calculated using the magnitude of median x and y
axis angles of 1 sec time frame of 50hz measurements.

Figure 3 shows the obstruction experiment.

« Sensor measurements are shown as dots. Aggregate dif-
ferent Kalman filters are shown as lines.

¢ A human was obstructing the flow by standing in the
water for every hydromast for 30 sec in the following
order - Ist H24, 2nd H25, 3rd H26, 4th H27

« It can be seen that the obstruction changed the hydromast
angles correspondingly as the dots representing single
measurements move downwards at specific times.

o H25 obstruction is less clear, but happened also while
obstructing H24 and H26, thus standing near the Ist
and 3rd hydromast obstructed the flow also at the 2nd
hydromast.

It can also be seen from Fig. 3 that the sensors’ water flow
measurement is consistent and adequately reacts to changes in
the water flow. From the Figure, it can be seen that Kalman
difference is the most optimal aggregation method for this
case, as it is accurately filtering out disturbances at individual
sensors. It was followed by median and Kalman adaptive
aggregation. However, Kalman latency and Kalman static were
far more tolerant to disturbances at individual sensors.

B. Harbor experiment

Finally an experiment was carried out on naturally occurring
data from the actual use case. From the data collected during
the five-month period we selected an interval on May 7th,
2020 where all of the sensors in the sensor group were active
and there was enough flow to measure velocity and direction.
The flow is in a measurable range from approximately 6:30
to 20:00 when it begins to fade. The day is characteristic
for representing the harshness of the environment as there
are multiple gaps and outliers in the readings and one of the
sensors (H3) stops providing new measurements around 13:20.

In this harsh, real-world environment Kalman difference and
Kalman adaptive are performing equally efficiently, while the
aggregation provided by Median and Kalman latency methods
is far too unstable. The weakest performance is obtained by
Kalman static that is consistently overestimating the water
current flow.

As the result of the experiments, the most robust and
stable aggregation performance was achieved by the Kalman
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difference method that took into account the difference of the
measurement value at the sensor from the estimated value.
This method performed well in a stable current as well as in
case of disturbances and also in very harsh conditions, where
there were gaps and outliers.

Kalman adaptive was slightly less accurate with faulty
sensor reading but became more robust and equal to Kalman
difference in case of more frequent gaps in readings. It might
become the preferred option when conditions are extremely
harsh and become even more dominated by gaps.

V. CONCLUSION

A fault-resilient underwater sensor network based on sensor
data aggregation by updating the measurement error matrix
of an adaptive Kalman filter was proposed. A case study on
a real-world harbor water flow monitoring use-case showed
that the adaptive and difference based technique allowed for a
significantly smoother aggregation in case of high fault rates in
sensors’ readings when compared to traditional Kalman filter
and median value based aggregation techniques.
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Hall Effect Sensor-Based Low-Cost Flow
Monitoring Device: Design and Validation

Margit Egerer, Asko Ristolainen, Laura Piho, Lauri Vihman, Maarja Kruusmaa

Abstract— Monitoring and assessment of coastal and river velocities plays
a key role in both scientific and industry applications. Field measurements
are key for decision making for resource management and protection, as
well as for validation of numerical models and climate change studies. In
this paper, a Hall effect sensor-based cost effective novel device is proposed
for measuring velocities and direction of near-bed currents, and water-level.
This device, called the Hydromast, provides instantaneous measurements
in real-world conditions, and is equipped with communication capabilities
to allow near real-time data transfer and monitoring. The validation of the
device is performed in real-world steady and unsteady flow conditions.
Within the device measurement range it is shown that the root-mean-square-

Cloud computing

error of the time averaged flow measurements is under 0.1m/s.

Index Terms— Water current measurements, remote data transmission, flow direction, flow velocity, near-bed measure-

ments

|. INTRODUCTION

easuring flow velocity in the field conditions plays a
Msigniﬁcant role in many scientific and industry appli-
cations. For example in hydrological studies [1], sediment
transport investigations [3]-[5], the determination of aquatic
habitats [6], [7] in rivers, estuaries and coastal waters, and
flood warning systems [8]. Near-bed velocity estimates are
key metrics in sediment transport and river habitat studies [9],
[10].

Popular in-situ field measurement devices for flow velocity
are propeller velocity flowmeters, acoustic Doppler velocime-
ters (ADV) and acoustic Doppler current profilers (ADCP). In
addition, there have been efforts to develop remote sensing
methods, from the use of radars for estimating surface veloc-
ities to satellite imagery for river discharge estimation [11],
[12]. However, the aforementioned methods have either good
temporal resolution or good spatial resolution, not both. The
acoustic measuring devices (ADV and ADCP) have a good
temporal resolution of 50 Hz, whereas the spatial resolution
depends on the number of devices. Due to the high cost, in
general, not many of these devices are used together, espe-
cially over long periods of time and in extreme environments
where the chances of recovering the instruments goes down.
Satellite models e.g., Planet Labs satelite SkySat [13], [14] has
good spatial resolution (about™ 0.5 m). However, the temporal
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resolution of SkySat is 4-5 days [13], [14].

Further problems can arise when measuring near-seabed or
near-surface velocity, as local wake features can affect the
measurements near the bed and air entertainment, secondary
currents, and velocity tip effect can influence near surface
measurements [15]. In addition, remote sensing methods are
restricted to estimating water surface velocity [16]-[18]. In
[19], it is shown that to obtain reliable average velocities in
a flow affected by natural turbulence and instrument noise,
sampling duration of 90 and 150s are found to be sufficient
for ADV and ADCEP, respectively. For long-term behavior and
large scale spectral analysis, when many sources of flow vari-
ability are present, longer sampling duration is needed. This
means that for reliable estimation of near-surface velocities
ADV and ADCP temporal resolution also decreases.

Despite the challenges, for many applications, continuous
instantaneous flow measurements are extremely important.
Sediment motion depends on momentary flow features [20],
flow type characterization [21] and feature detection in flows
(e.g., ship detection [22]) require high temporal resolution,
studying stresses on submerged structural elements benefit
from long-term continuous monitoring [23]. Therefore, there
is a need for cost effective methods providing continuous,
reliable and distributed data of the near-bed velocities.

Motivated by the changing hydrological conditions imposed
by climate crisis and the need for near-bed continuous mea-
surements, a method for in-situ observations of flow velocity
was proposed by Ristolainen et.al [24]. A bimodal flow
sensing device using accelerometers was designed and used to
automatically classify river hydromorphology [25], and new
methods for near-bed velocity measurement were developed
[26]. Unfortunately, this device, the original Hydromast, had
several drawbacks: it had a limited flow velocity range; it
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could only estimate the average mean flow velocity; and it
was not capable of real-time data output. The lower end
of the measurement range was too high for many near-
bed applications, allowing only measurements in constantly
fast flows. Additionally, no measurements were possible in
wave-driven coastal applications, with regularly changing flow
direction and only local storage was possible, allowing data
processing and output only after the recovery of the devices.

To address the described limitations, a novel design of the
Hydromast based on a Hall effect sensor has been proposed
and a cloud based communication set-up has been designed,
granting near real-time (latency couple of seconds) data trans-
fer and observations by the user. The upgraded device, from
now on referred to as the Hydromast, uses magnetic field
sensing at the base to instantaneously detect the exact tilt
and direction of the sensing element. This allows simpler
and faster estimation of flow velocity and additionally allows
to measure the direction of the flow. Changing length of
the sensing element allows varying the velocity measurement
range according to the application. Moreover, the new design
allows for instantaneous flow estimates, and opens up a new
application range of unsteady flow measurements in rapidly
changing environments. The device has been validated in
various flow fields together with a baseline measurement for
determining the behavior, robustness and durability in real-life
environments, and demonstrating possible applications. This
leads to an accurate, robust, and cost efficient way to measure
continuous near-bed current velocity.

The organization of this work is as follows; Section II
introduces the working principle, device design and upgrades.
Section III describes the calibration methods and results.
Section IV provides the description and results of the field
validations in both steady and unsteady flow. Sections V
and VI discuss the results and performance of the device
presented in the paper and bring out the potential applications,
strengths and weaknesses of continuous instantaneous velocity
estimation with the Hydromast.

II. HYDROMAST DESIGN AND WORKING PRINCIPLE

The Hydromast is inspired by the neuromast, which is the
major unit of functionality of the biological lateral line. A
neuromast, being a mechanoreceptive organ of fish, is respon-
sible for the sensing of mechanical changes in the surrounding
flow field [2]. The Hydromast consists of a rigid mast that is
fixed to the base with a flexible membrane, resembling an
up-scaled version of a neuromast. The bulk flow velocity over
the mast generates vortex induced vibrations (VIV) of the mast
which dominate over the random forcing due to turbulent flow
conditions.

A. Hydromast Design

In the previous Hydromast designs by [24] and [26] the
mast motion was recorded with a micromechanical inertial
measuring unit (IMU). Our upgraded Hydromast design uses a
3D Hall effect sensor (TLV493D-A1B6, Infineon Technologies
AG) to track the mast movement. The Hall effect sensor,
located in the Hydromast base, detects the strength of the
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Fig. 1: Hydromast overview: (a) Hydromast exploded view;
(b) Assembled Hydromast with axis z, y and z, mast tilt angle
0 and direction ¢, mast length L and diameter D.

magnetic field from a 5x5 mm neodymium cylindrical magnet
installed at the base of the mast inside the flexible membrane.
A main benefit of implementing the magnetic field sensing
is the instantaneous position estimation of the mast for in-
stantaneous tilt angle and direction measurements. Also, the
contactless sensing of magnetic fields improves the robustness
of the device, as no cables are connected to and affecting
the vibrating mast. This also simplifies and reduces the cost
of the manufacturing. Similarly to the previous design, the
Hydromast can be equipped with an external IMU (MinIMU-9,
Pololu Corporation) to detect the installation angle and device
base movements in unsupervised installations onto sea bead.

The device consists of a CNC machined polyoxymethylene
(POM) base, a flexible membrane and the mast. The mast is
a hollow polycarbonate (PC) tube, closed at both ends and
mounted to a flexible silicon membrane (Elite Double 22,
Zhermak SpA). The mast has air inside that makes it positively
buoyant and a higher natural frequency fy compared to the
water filled mast. Air filled mast is more sensitive to the
flow and is therefore the preferred setup, as described later.
The mast is covered with a 0.06 mm thin layer of copper
to minimize biofouling during longer deployment periods.
The standard diameter of the mast used in this work is D
= 15 mm, but the dimensions can easily be altered for specific
applications. The length of the mast L can be varied depending
on the needed measurement range.

The base housing incorporates PCBs of the microcontroller
(Adafruit Feather with Atmel ATSAMD21 Cortex MO pro-
cessor), power, serial communication and pressure sensor. An
absolute pressure sensor records the water height (86-030A-
R, TE Connectivity) with the pressure port integrated into the
POM casing (with range of 0-2 bar). The Hydromast can be
connected directly over RS485 serial connection to PC or to
a communication module with a raw data sampling rate of
50 Hz. The Hydromast power consumption is approximately
0.15W (at 5V supply voltage). The cost of the Hydromast
components is about S00€ at the time of writing this paper.
The design of the Hydromast is shown in Fig.la.
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B. Working Principle

The Hydromast measures the mast location in z, y and z
direction using magnetic field, with Hall sensor outputs X, YV
and Z (in mT) accordingly. The coordinate system of the mast
is shown in Fig. 1b. The magnitude

Mxyz =VX?2+Y2+ 22

reading is observed to be linearly correlated to the tilt angle 6
of the device, whereas the components X and Y correlate to
the mast location in the  — y plane and indicate the direction
of the flow, noted as ¢. Two different methods of flow velocity
estimation can be introduced - (1) velocity estimate V; based
on the dominant frequencies f; of the mast vibration (time-
averaged estimate); (2) velocity estimate Vj based on the tilt
6 of the mast (instantaneous estimate).

Fluid-body forces govern the interactions between the mast
due to VIV. Each Hydromast has it’s own natural frequency
fn, that is the frequency the mast oscillates with, when dis-
turbed and no forcing (i.e. flow) is present. When a cylindrical
rod is put in a cross-flow, it generates vortexes with a vortex
shedding frequency fy. First velocity estimation method of
the Hydromast is based on the vibrations of the elastically
supported rigid mast as a VIV resonator. In [24], the design
of the device was tuned so that the lightly damped cylinder
would oscillate with frequency f as close as possible to the
vortex shedding frequency fy. It was shown that the time-
averaged velocity can be estimated using the mean frequency
spectral amplitude after taking the Fast Fourier Transform
(FFT) of the mast vibrations (for more details refer to [26]).
When the cylinder vortex shedding frequency is close to the
natural frequency fo ~ fx, an important lock-in phenomenon
occurs: fo/fny = 1. In such cases, the shedding becomes
controlled by the natural frequency, even if small fluctuations
in the flow velocity occur. This and other resonance points of a
lightly damped cylinder are related to the bulk flow by reduced
velocity V,. = V/(fnD) where V is the velocity of the bulk
flow and D the diameter of the cylinder [27]. For frequency
based velocity estimate Vy, a relation based on the Strouhal
number can be introduced, St = fo.D/V. For the Hydromast,
the relation between dominant frequency fq(Mxy z) and flow
speed can be written as

D
Vy :§fd+Co7 (€]

where Cj is a constant taking into account the end-effects
(of the mast tip) and other artifacts of the specific device
setup. For a stationary smooth circular cylinder for Reynolds
numbers ranging from 103 to 10°, the Strouhal number of
vortex shedding is St ~ 0.2 [28]. Using St = 0.2 reduces
Equation (1) to Vy = % fa + Co, where only Cj needs to be
empirically determined.

In [26], a 100 mm long neutrally buoyant mast was used,
which provided a working range from 0.5m/s to 1.4m/s.
One of the goals of this study was to extend the working
range of the Hydromast, especially decrease the lower limit.
This is done by choosing the mast with a correct natural
frequency, based on the needed measurement range. Response
to the cross-flow of a lightly damped circular cylinder is
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Fig. 2: Schematic response of lightly damped cylinder in
crossflow (adapted from [27]).

thoroughly described in [27]. If a cylinder is free to vibrate
in any direction perpendicular to its axis, many modes of
vortex shedding can occur. The most important excitation
occurs from resonance when vibration frequency f becomes
equal to natural vortex frequency fx, where the vibration
amplitude drastically increases and lock-in at the high ampli-
tude vibrations is observed. This response mode starts around
f/fn =~ 1 and can at most last down to f/fnx = 1/3, in the
range of reduced velocity of 5 < V,. < 15, as schematically
shown in Fig.2. This is also the range where the Hydromast
vibrations occur and flow velocity can thus be determined,
defining the measurement range for the Hydromast. Minimum
and maximum velocities are found as

Vymin = 5D fn, ()

and
Vimax = 15D f, (3)

where fy is the natural frequency in water.

For the second velocity estimate, Vp, the exact position
of the mast in time is determined using the Hall effect
sensor outputs. This allows measuring tilt angle 6, nearly
instantaneous flow speed Vp as a function of ¢, and flow
direction ¢. The tilt angle is assumed to be in linear correlation
with the Hall sensor measurements, and can be calculated as
0 = p1 Mxvy z + p2, where p; and p, are empirically detected
calibration constants.

Mast tilt angle 6 is linearly dependent on the magnitude
of the magnetic field and therefore velocity can simply be
correlated to Mxyz as

Vo = C1Mxyz + Co, “4)

where constants C'; and Cy are found through calibration.
Magnitude itself is used here, instead of 6 in order to avoid
introducing unnecessary extra uncertainty, as ¢ itself is also
determined using calibration fit. It is important to note that
this instantaneous velocity measurement based on mast tilt Vj
is independent from the frequency based measurement V; and
can therefore be used as separate measurement quantity.
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Fig. 3: Communication framework overview.

The flow direction ¢ can be found directly using Hall effect
sensor outputs X and Y as instantaneous mast direction ¢ =
atan2(X, —Y’) which represents the mast location. To find
the flow direction, an average over several vibrations must be
calculated, taking the median value over some time, denoted
with ¢.

Additional to flow measurements, the Hydromast can also
be used to measure the water level changes. The device is
equipped with a pressure sensor enabling continuous measure-
ment of the water level above.

C. Communications

In addition to modifying the sensing methods and hardware,
the Hydromast now incorporates communication capabilities,
enabling near real-time flow monitoring and device failure
detection [30], [31]. These enhancements have expanded the
range of potential applications for the device. To achieve this,
a sensor hub based on Raspberry Pi3 is utilized (we have also
tested Beaglebone, and it is possible to use another ARM-
based single-board computers). Fig.3 shows the overview of
the communication framework. The sensor hub stores data
locally and transmits it to Amazon Cloud IoT Core using
the MQTT protocol. In addition, the sensor hub can receive
configuration updates from MQTT, specifically the connected
mast types and calibration constants (see III). Infrastructure as
code (IaC), specifically AWS Cloud Development Kit (CDK),
is employed for configuring and managing AWS services,
which allows consistent configurations and stronger security.
The source code for both self-developed components and IaC
is maintained in GIT repositories. Python 3.9 and React]S
are used for programming the self-developed components,
including the web interface.

The sensor hubs operate on self-developed application in
Docker container running on BalenaOS, and their management
is facilitated through BalenaCloud servers. For communication
with the Amazon Cloud, various options are available, includ-
ing the use of GSM network, LoRaWAN radio connection, and
Ethernet communication. The proposed networking framework
makes the Hydromast deployment both secure and scalable
but also efficiently manageable from the sensors fleet point of
view.

I1l. CALIBRATION AND CHARACTERISATION

In order to demonstrate the behavior and characteristics of
the device, characterisation was first performed in lab, after
which the field tests were done for calibrating the device.

A. Natural frequencies and measurement range

For simple measurement range estimation, the mast’s natural
frequency dependence on the length was characterized. Natural
frequencies in water and in air for masts with varying length
and mass were measured. The relation between L and fy
in water was represented by a power fit fy ~ L% where
a i a constant, whereas the ratio of natural frequencies was
found to be fnair/fNwater = 1.4. The natural frequencies
and corresponding sensor measurement limits Vymin and
Vymazx are shown in Table 1. Using these estimated ranges,
the mast length can be chosen based on the measurement
range needed in each specific application. For an extended
measurement range, a setup with multiple Hydromasts can
also be used, so that depending on the flow velocity, data from
correct device is acquired. It was chosen to continue with a
positively buoyant mast due to it’s higher natural frequencies
and faster response to the flow changes, to better capture
unsteady flow phenomena. It must be noted that the tension
restraint force to counteract buoyancy is larger for longer masts
(due to larger volume) which can also change the performance
characteristics.

For validation purposes, two masts were chosen: HM300
with L=300 mm and HM200 with L=200 mm length, both
highlighted in Table I. These two masts together cover a range
from V= 0.1 to 0.7 m/s being sufficient for many applications
and they also have a wide enough range overlap to make
comparisons.

B. Tilt angle calibration

Tilt angle was expected to be linearly correlated to the Hall
sensor’s output magnitude M xy z. A table-top calibration was
performed, in order to determine the calibration coefficients.
The mast was tilted at 11 different angles from 0 < § < 30 deg
in 8 different directions with 45 degree increments. The mast
tilt was recorded using a Go-Pro camera and the tilt angle
was calculated from the image. The angle showed a very good
linear correlation with the output magnitude M xy z, as shown
in Fig.4. The calibration constants were found to be p;=1.2
and po=1.13, with a coefficient of determination R? of 0.98.

C. In-flow Velocity Calibration

The Hydromast velocity calibrations need to be determined
in real flow conditions, where the turbulence levels, velocity
profile and set-up are similar to the planned field applications.
The Hydromasts were first tested in a small lab-scale flow-
channel. However, as the channel was too small for these
devices and flow conditions were significantly different from
real flow, this proved to be too unreliable and inaccurate for
calibration purposes. Therefore, all calibrations characteriza-
tion were performed in a natural river flow.
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TABLE [: Characteristics of Hydromasts based on mast length

Mast L [mm] mass m [g] Buoyancy fn water [Hz] fn air [Hz] Viymin [m/s] Vimaz [m/s]
HMS0 50 9.4 positive 17.3 25.0 1.30 3.90
HM100 100 13.1 positive 7.5 12.2 0.56 1.69
HMI100NB! 100 20.6 neutral 6.9 9.1 0.52 1.55
HM150 150 21.9 positive 4.9 6.5 0.37 1.10
HMI150NB! 150 30.3 neutral 3.7 5.0 0.27 0.82
Gray HM200 200 27.5 positive 3.1 4.2 0.23 0.69
Gray HM300 300 39.4 positive 1.7 22 0.13 0.39
'NB - neutrally buoyant mast
30 .. .
velocities, and average Vy was calculated over the duration of
the sample using Vy = median(Vp).
PR 2 LS R .
£ In the calibration as well as steady flow validation experi-
N ments, the ADV data acquisition rate was 25 Hz and the ADV
x F . P .
=% data processing was kept minimal. All steady flow experiments
° were done in real conditions and close to the surface. Hence,
E "r to reduce the noise in the averages due different natural and
% device caused phenomenon (more details about ADV noise
g 0 2:22 sources can be found in [29]), the median ADV velocity was
3 $=225 also calculated over the duration of the 30s sample.
= o ¢=270
© ° 2:515'\/' p . oom o%m
0685 s s ‘ —— mast ootm,_
0 5 10 15 20 25 30 35 Nortek EE’ 85’
Tiltangle 6 §—p Vectino S| b
. g —> probe v A\
Fig. 4: Hydromast tilt angle calibration. Output magnitude 3 > 0 Hydromast 00 L

Mxvy 7 for varying tilt angle 6 with the linear fit. Measure-
ments shown for 8 different directions from ¢ = 0 to ¢ = 315.

The calibrations for flow velocity were conducted in Keila
river (latitude 59.394537 N, longitude 24.294915 E; closest ad-
dress Posti 1, Keila-Joa, 76701 Harjumaa, Estonia) with aver-
age water level of 102 cmn measured at Keila river hydrological
station [32]. The aim was to calibrate the Hydromast against
ADV measurements (Vectrino Profiler, Nortek, Norway) in
real-world conditions. ADV was chosen as reference because
it is commercially available standard device for this type of
flow measurements. An overview of the calibration setup is
shown in Fig.5. One Hydromast was deployed together with
an ADV for reference measurements. Samples with a duration
of 60 seconds were taken at 47 locations for HM300 and 29
locations for HM200. The Hydromast and ADV measurements
were synchronized by using the sync signal from the ADV to
trigger the recording of the Hydromast data logger (based on
a Raspberry Pi 3, Raspberry Pi Foundation in association with
Broadcom).

For all calibration and steady flow experiments, the Hydro-
mast data acquisition rate was 50 Hz. When calculating V7,
no pre-processing of the data was done, the average velocity
estimate was based on the frequency spectrum of the raw data
over the duration of the sample. For calibration, 60s long
samples were first recorded and by looking at the convergence
it was determined that at least 20s sample is needed for
an accurate dominant frequency estimate. Based on this, the
calibration and validation sample length was chosen to be 30 s.
Similarly, the tilt based velocity estimates, Vj, were first done
based on raw data. As the interest lied in the time-averaged

L

aluminium
frame

[

=13

(a) (b)
Fig. 5: Setup for the in-flow velocity calibration in a river. (a)
Side view

and (b) front view with the ADV and Hydromast (HM300)
placement; (c) assembled setup in the field.

Fig.6a shows the calibration data for HM300 and HM200
together with the calibration curves for the dominant frequency
based velocity estimate Vf. It can be seen, that a linear fit
with constant slope D/St and calibration constant Cj is a
good approximation and describes well the relation between
flow velocity and mast vibration, with R? = 0.87 for HM300
and R? = 0.96 for HM200. For calibration, all data was
used, where a clear energy peak in the frequency spectrum
could be determined. For HM300, peaks were detected for
velocities from 0.15 to 0.50 m/s and for HM200 the range
was from 0.27 to 0.70 m/s. These ranges agree well with the
theoretical estimates from Table I, according to which HM300
should work from 0.13 to 0.39 m/s and HM200 from 0.23
to 0.69 m/s. These calibrations results agree well with the
analysis described in Section II-B and support the theoretical
assumptions. This calibration shows that dominant frequency
can be used for flow velocity estimation and also, if needed,
several devices with different ranges can be used for extending
measurement range.

Another method of determining velocity is using the tilt
angle 6. Calibration data and linear fits for this method with
both Hydromasts are shown in Fig.6b. Here, all calibration
points are shown (averaged over 30 seconds) and it can be seen
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Fig. 6: Velocity calibrations of 200mm and 300mm masts: (a) Dominant frequency based velocity V; calibration. (b) Tilt based
velocity Vj calibration. Calibration fit shown as solid line, theoretical velocity limits Vymin and Vymax are shown as dotted

line.

that both HM300 and HM200 have a linear dependence on the
magnitude Mxy 7, with R? =0.96 for HM300 and R? =0.96
for HM200. The lowest speeds, at which the velocity can
be measured, are 0.15 and 0.22 m/s for HM300 and HM200
respectively, being similar to the lowest limit where V; can
be used. HM200 has a higher slope, making it more sensitive
to velocity changes, whereas HM300 has a slightly lower
sensitivity. The tension restraint force to counteract buoyancy
is almost double for HM300 mast compared to HM200 and
this seems to make the longer mast HM300 less sensitive to tilt
due to flow velocity. This lower sensitivity constitutes a close
to a five times bigger measurement range for the HM300, with
new range spanning from 0.15 m/s up to nearly 1 m/s. This
is a large increase in range of the velocity measurement for
HM300 compared to the working range for V; (which was
up to 0.39 m/s), expanding the applicability of the Hydromast
significantly. Hence, the tilt provides an accurate estimate for
flow velocity with extra benefit of having a wider measurement
range compared to the frequency based estimate for HM300.
It must be noted, that the membrane of each Hydromast is
currently hand-made and therefore the tilt calibration can also
be slightly affected by the membrane properties. Therefore
sometimes it can be useful to check with V; the validity of
the Vj calibration, if devices with new membranes are used.

In order to have independent measurements with the Hy-
dromast, it is important for the device to detect when the
measurements are in the working range, and recognize and
remove outputs when the Hydromast is out of range pro-
viding unreliable data. For V; this ‘out of range’ criterion
is defined by setting a minimum limit for spectral amplitude
level at dominant frequency, so that only distinct high energy
peaks are detected. For the Hydromast analysis, two dominant
frequency peaks are detected in the spectrum (due to the 8-
shaped movement of the mast) and the second one, at higher
frequency, representing the cross-flow vibrations, is chosen to
be the estimate. This criterion depends on the length of the
Hydromast and is determined based on the calibration data.
For tilt angle based estimate V} the ’out of range’ criterion is

simply the minimum and maximum values for the magnitude
Mxvy z, also determined based on the calibration results.

IV. VALIDATION

The validation of the Hydromast velocity estimations was
performed in three stages. First, validation was performed in
steady flow conditions in a river, with many 30s measure-
ments. In the second stage, two devices were installed for a
long period in steady flow in a river, to show long-term data
and validate communication capabilities. This flow is steady
in short-term but has variations over longer time. Finally, the
validation was performed in unsteady flow conditions on the
coastline to demonstrate and validate the capability of the
Hydromast measuring unsteady flows.

A. Steady flow, short-term tests

The short-term validation tests were performed on the same
site as used for calibration, but at different flow conditions.
Measurements were taken in many locations in the river to
show the performance of the device with the same setup at
many different flow speeds. Measurement points were chosen
taking into account the working ranges of the Hydromasts and
steady flow conditions.

A setup with two Hydromasts, HM300 and HM200, to-
gether with the ADV (Vectrino Profiler) was assembled as
shown in Fig.7. The validation was performed in Keila river
on the same location as the calibration experiments described
in section III, with a higher water level (water level of 112
cm measured at Keila water level station [32]) which allowed
finding locations with a wide range of flow velocities. A total
of 139 samples were collected over a range of velocities from
0.01 to 1.05 m/s.

The results of the velocity estimations based on the mast
vibrations are shown in Fig.8a and Fig.8b for HM300 and
HM200 respectively. ADV measurement serves as our refer-
ence velocity. It must be noted that also these measurements
have uncertainty and to visualize that, the ADV measurements
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Fig. 7: Setup for steady flow validation tests in a river. (a)
Side view and (b) front view with the ADV and Hydromast
(HM300 and HM200) placement; (c) assembled setup in the
field.

are shown with standard deviation (SD) (shaded in grey),
which can be considered as the uncertainty of the reference
measurement. Points, which according to ADV have high
turbulence intensity (TI) levels, above 40%, are indicated with
pink in the figures.

Comparison of the V; from the longer HM300 with ADV
is shown in Fig.8a. Hydromast data agrees well with the
reference ADV, having root-mean-square-error (RMSE) of
0.065m/s and all velocities detected lay within the estimated
measurement range, between Vymin and Vymax, indicated
as a shaded box in the figure. In this case the majority
of the data detected lies within the theoretical measurement
range, supporting the theoretical model. The used criteria of
minimum energy level at dominant frequency works well for
peak detection, only showing data that is within the theoretical
range. Turbulent measurements have a slightly higher variation
but overall there is also a good agreement to the reference
measurement, showing that no significant change in data
quality is introduced.

In Fig.8b the Hydromast HM200 data is shown for V. The
measurements agree well with the ADV within the estimated
measurement range. Above 0.6 m/s dominant frequencies are
still detected but seem to drift away from the reference value.
This change is probably due to a mode shift in vibration
occurring near V,. = 15. It was seen that above this value
also tilt does not change anymore, the vibration is somewhat
altered and does not represent velocity changes well, even
though peaks in the energy spectrum are still present. As
there was no good indicator found in the spectra to filter the
‘out of range’ data, Vj could be used as an indicator of the
velocity range, so that if Vp is out of its measurement range,
no output of V is provided. Points with this criteria applied
are indicated in Fig.8b as empty symbols. For all the data, the
RMSE value is 0.113m/s, whereas the data with Vy based
criteria (filled symbols) has RMSE 0.03m/s. Alternatively,
an empirical calibration fit could be used on the data, which
follows the higher end frequencies better and accounts for that
mode change. But with this approach there is the downside that
each membrane needs an extended calibration in similar flow
conditions as the application.

Tilt based velocities from HM300 are shown in Fig.9a.
Below 0.15m/s, which is the lower theoretical measurement
limit, the measurements have a constant value and are not
usable (empty symbols indicate ’out of range’ data). There is

an agreement between ADV and Hydromast from 0.15m/s
up to even 1.0m/s, with RMSE of 0.047m/s excluding
turbulent and out of range points (RMSE is 0.093m/s in-
cluding all points). The measurement range is higher than
the one achieved in calibration, but seems that the lower
sensitivity to flow velocity (as discussed above in section
IIT) allows much wider measurement range. This demonstrates
that the HM300 can be used on its own for a wide range of
velocity measurements from 0.1 to 1.0m/s, compared to Vy
measurement range being only one third of it. Only some of
the high turbulence data at higher velocities is not following
the trend, therefore care needs to be taken at very turbulent
conditions at high flow speeds (higher than V; range).

Fig.9b shows results for tilt based V, for HM200. At low
velocities the "out of range’ data is again constant as for the
other mast (hollow symbols). Above that there is an excelent
agreement between ADV and Hydromast measurements be-
tween 0.3m/s and 0.7m/s, where in-range data is marked
with filled symbols and having RMSE of 0.03m/s. Above
that the HM200 has reached its maximum tilt angle and does
not capture flow velocities above 0.7m/s. Out of range data
based on magnitude limits is shown with empty symbols and it
can be seen that this criterion works well for these velocities,
filtering out data which does not represent correct velocities.
For HM200, the working range of Vj is the same as the
theoretical range of V; in Table I.

Overall, both velocity estimates agree well with the refer-
ence measurements. Some of the high turbulent data do not
follow general trends, but there seems not to be any systematic
impact. In high turbulence conditions and high speeds the data
has lower accuracy and could overestimate the flow speed,
whereas at lower speeds high turbulence intensity does not
seem to affect the results.

A set of measurements were also performed to evaluate the
flow direction. For direction, no calibration is needed, as the
direction ¢ can be calculated directly from the Hall sensor
output. For this, the full experimental setup was rotated by
45 degree increments and measurements from Hydromast and
ADV were compared. This was done with both devices, at
several flow speeds, to test the sensitivity at slow, medium
and high velocities. The measured angles compared with the
ADV reference are shown in Fig.10. Both Hydromasts show
a very good direction estimate, having RMSE of 3.46°. The
variaton is bigger in places where also ADV had higher RMS,
showing that there was higher variability in flow, resulting in
less reliable results.

B. Steady flow, long-term tests

A long-term river test was performed in order to verify the
Hydromast durability and performance, as well as demonstrate
the near real-time flow monitoring. Two devices were de-
ployed, in the same configuration as shown in Fig.7. Validation
measurements were taken with an ADV (Vectrino Profiler,
Nortek AS, Norway) every second day over a two week testing
period. The validation test was carried out in Védna river
(latitude:59.292888 N, longitude 24.739287 E; closest address
Otto tee, Lokuti, 75514 Harjumaa, Estonia).
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Fig. 8: Steady flow short-term validation data for frequency based velocity estimate V;.(a) 300mm mast; (b) 200mm mast.
Filled symbols denote the data in range, empty symbols out of range. SD ranges from ADV measurements are shaded in grey.

The blue box indicates the theoretical measurement range.
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Fig. 9: Steady flow short-term validation data for tilt based velocity estimate Vj .(a) 300mm mast; (b) 200mm mast. Filled
symbols denote the data in range, empty symbols out of range. SD ranges from ADV measurements are shaded in grey. The

blue box indicates the theoretical measurement range.

In this experimental setup, the devices were streaming data
online with the framework described in section II-C. The 2
Hydromasts were connected to a Raspberry Pi 3 (Raspberry
Pi Foundation in association with Broadcom) microcomputer
running Balena OS, that was battery and solar panel powered
over the whole testing period. The live data stream monitoring
over GSM network allowed to evaluate the Hydromast per-
formance as well as detect faults in the measurements. This
allowed near real-time monitoring (about 3s latency) of river
flow velocity, water level and also direction.

The average velocities throughout the two-week tests for
both HM200 and HM300 are shown in Fig.11a. The frequency
based velocity V; was estimated for 30s intervals and averaged
over 30 minute periods. The tilt based Vj has been calculated
as instantaneous velocity and averaged over 30 minute periods.
These tests were ran during spring entering into the dry season,
hence, the river water flow velocity decreases in time. Both Vj

and V; show a steady decrease in flow velocity from 0.37 to
0.2 m/s and agree well with the ADV reference measurements
taken. For tilt based Vp from HM300, higher variations in
speed are captured compared to V. For higher speeds during
first days Vp seems to overestimate compared to the reference
velocities, but both measurements are within the ADV standard
deviation range. After 4th of April, where speeds are lower, the
agreement with ADV reference measurements becomes very
good for both of the velocity estimates.

As for HM200, Vp and V; measure continuously during
the first days and agree very well with each other and with
reference ADV measurements. After 4th April 2023 flow
velocity started to fall below the measurement range of the
HM200 and it does not give an accurate estimate anymore.
For Vy, Mxyz goes below minimum limit defined earlier
(data marked as light grey) and for Vj, fewer high energy
peaks are detected.
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Fig. 10: Flow direction validation data. The direction mea-
surements were done in varying flow conditions slow (up
to 0.22m/s), medium (up to 0.61m/s) and fast (up to
0.85m/s)).

In addition, flow direction was estimated for the same
experiments, and the results are shown together with the
ADV direction in Fig.11b. As there was no specific device
orientation reference taken at the test site, comparison with
ADV was made using the first measurement point. Based on
that, a constant offset of 5° was removed from the Hydromast
data.

In Fig.11c the depth estimates using the Hydromast are
shown. Tallinn-Harku weather station data [33] was used as
the atmospheric pressure reference and manual measurements
were taken for comparison during ADV measurements. Both
Hydromasts behave similarly well and agree with the measure-
ment points, all estimates varying within 10 cm range. HM200
does not follow the trend during the last two days and this is
due to a failure of the pressure sensor, which was determined
after the tests.

C. Unsteady flow

Several tests were conducted in the sea, near the coast, to
validate the behavior of the Hydromast in unsteady waves with
varying flow direction and magnitude. Measurements were
done for 10 minute time periods, in order to allow long enough
data sets for spectral analysis with acquisition rate of 50 Hz.
A commercial ADV (Vector, Nortek AS, Norway) was used
as the reference measurement device, with acquisition rate of
8 Hz. Two Hydromasts, HM200 and HM300, together with
the ADV probe in between were installed on a solid frame
and immersed in sea on a sandy flat surface, at about 0.9 m
depth. The experimental setup of this test is shown in Fig.12.

To validate the unsteady velocity estimations, measurements
were taken simultaneously for the two Hydromasts and ADV.
The experiments were done on two days: on 4.May 2023
in Pikakari beach (lat:59°28°26.2”N long:24°43°27.4”E) and
on 18. May 2023 at Viina beach (1at:59°25°29.0”N long:
24°20°19.17E). Locations and days were chosen to test devices
at different flow conditions. For both, the Hydromast and the
ADV, the first velocity estimations were done on raw data.
The resulting velocity estimations were then passed through a
lowpass filter with cutoff frequency 2 Hz for consistency and
better comparisson.

On the 4th of May, the conditions were very calm, the
maximum velocity reached was 0.3 m/s. These velocities were
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Fig. 11: Steady flow long-term validation data in Viéna river.
Results averaged over 30 minutes. (a) Frequency and tilt based
velocity estimates; (b) Flow direction ¢; (c) Water level height.

below HM200 measurement range, therefore only HM300 data
is analysed and shown. Figure 13 shows 5 minutes of the
measurements of ADV and HM300. It can be seen that the
Hydromast shows similar behavior in velocity magnitude as
the reference ADV. It can clearly be seen that HM300 follows
nicely the same trend as the reference measurement for higher
flow speeds, demonstrating the capability of the Hydromast to
estimate instantaneous flow velocities in unsteady flow.

The unsteady measurements on 18.May 2023 are shown in
figures 14a and 14b, for HM300 and HM200, respectively.
In this case the velocity was within the measurement range
for both devices. HM300 shows a very good correlation
throughout the data, following all the ADV peaks closely,
especially well seen at the zoom-in. HM200 in Fig.14b shows
agreement with ADV at higher speeds but is cutting off
the lower velocities, as it is not sensitive enough at low
speeds. At speeds above the minimum theoretical range a
very good correlation with the reference measurement can be
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Fig. 13: Unsteady flow tilt based velocity validation test 150
Pikakari beach, 4.May 2023, 300mm mast.
= 100
observed. The root-mean-square deviation from ADV data was é ,
0.095m/s for HM200 and 0.101 m/s for HM300. £
In addition, both HM200 and HM300 were used to estimate 50
the flow directions during the 18th May experiments when the o | ‘ |

flow speed was high enough to work with both masts. A short
1 minute segment of the directions is shown in Figure 14c. The
direction varies a lot as the flow near coast have short waves
due to wind and swell. Direction estimations from both devices
show very good agreement when compared to the ADV, having
equally fast reaction to the change of the direction.

V. DISCUSSION

The characterization and validation of the Hydromast with
the Hall effect sensor has been performed. Both velocity esti-
mates, the frequency based velocity V and the tilt based Vp,
perform well in measuring flow velocities in various setups.
For V, the functional dependency as well as the working
range agree well with the described theoretical framework.
Further, the longer mast HM300 resolves well lower velocities
and can be easily used as an independent measurement. For
the shorter mast HM200, the velocity range is wider, but an
extra range criteria based on Vj needs to be used to detect
the measurement range and allow accurate velocity estimates.
However, HM200 measurements are more robust, whereas
overlap for HM300 is relatively small for V; and Vj.

When calculating average flow speeds over longer periods
of time using HM200, care needs to be taken interpreting the
low velocity data. Around the lower limit of the measurement
range frequency based estimations only occur for higher
velocities for HM200 and not for lower, which can lead to
biased results. One option would be using estimate from tilt
as an indicator, if V is reliable, similar to what was suggested
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Fig. 14: Unsteady flow validation tests, Viina beach, 18.May
2023. (a) tilt based velocity, 300mm mast; (b) tilt based
velocity, 200mm mast; (c) direction ¢, 200mm and 300mm
mast.

for upper velocities in the short validation tests. Further, a
minimum number of samples required for the average can be
implemented.

As for the tilt based Vpy, for HM300, the measurement
range is three times larger than for V7, allowing the device
to be used in applications with high velocity variations. For
HM200, range is comparable with V, giving independent and
reliable velocity estimates. Using Vjp, instantaneous velocities
in changing flow conditions can be measured, allowing mea-
surements in areas where flow direction is constantly changing,
like with the waves on the coast. Here again, HM300 seems
to perform better, capturing lower velocities than HM200 and
both sensors seem to capture higher velocities.

In unsteady flow, the ADV velocity and the Hydromast
velocity showed good correlation. However, the measurements
were taken in not ideal conditions for the ADV, namely the
experiments were done in shallow water (i.e., ADV was both
close to the bottom and near the surface). For more robust
unsteady flow characterisation, additional work is needed to
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TABLE II: Uncertainty estimates (95% confidence level).

Vv, B ‘Water
Mast f Vo [m/s] @ [deg]  level

[m/s] [m]
HM200 | 0.096 0.050 12.10 0.004
HM300 | 0.049 0.094 12.02 0.003
ADV 0.129 0.129 36.45 N/A

accurately describe the Hydromast reaction time for instanta-
neous measurements.

Direction estimate and water column height measurements
were done against reference measurements in different flows.
The estimates agreed between devices as well as with the
references, showing that they are reliable extra measurements
that can be taken during testing. In steady river flow there
was very little variation and the results just show the stability
of the direction measurement in time, which agrees with
ADV estimates within 5 degrees. The Hydromast has the
capability of a near real-time data monitoring, when a sensor
hub can be mounted above water. This is useful for long-term
measurements and is also helpful for fault detection.

Based on the validation data, the overall uncertainties of
the measurements were estimated for the 95% confidence
level, reported in Table II. Same estimates for ADV have
also been shown for comparison. As both velocity estimates
have their own pros and cons, it could be considered to
use the two independent velocity estimates in parallel and
combine them for higher accuracy. Alternatively, for higher
accuracy, calibrations can be performed before the actual tests
in similar flow conditions to capture the specific behavior.
High turbulence levels would provide rapid changes in velocity
output and that could be an indicator that caution needs to be
taken in data interpretation.

The Hydromast measurements are independent of the water
quality and surface reflections, allowing it to be used also in
locations, where acoustic methods fail. In future, more reliable
pressure sensors should be used in order to avoid drifting
and providing more reliable water depth data. Additional
research could be done on fault detection and unwanted debris
detection. Also, finding a way to estimate turbulence intensity
from the Hydromast output would be a useful feature, in order
to indicate high turbulence conditions.

The compact design and affordable price of the Hydromast
(roughly 1/10t* of a commercial ADV) coupled with its
versatile communication capabilities, make it suitable for a
wide range of applications in shallow water environments. Its
low cost enables distributed sensing in various applications,
including improving safety in harbors by monitoring currents,
detecting ship traffic along coastlines, and evaluating bed
load for sediment transportation studies. Furthermore, the
distributed sensing capability allows for the application of
these devices in the aquaculture industry, as well as in the field
of renewable energy, for site monitoring and site evaluation.

VI. CONCLUSIONS

In this paper the Hall effect sensor based low-cost flow
monitoring device Hydromast has been introduced. The device
was characterized and validated against a commercial acoustic

Doppler velocimeter and shown to perform well in various
flows, with flow speeds from 0.15 to 1 m/s. With this new
device, average and instantaneous flow speed along with flow
direction and water depth can be measured, allowing the
devices to be used in both steady and fluctuating flow con-
ditions. Cloud communication functionalities were developed
so that monitoring can be done online, allowing long term
testing with live outputs and data analysis, as well as allowing
fault detection. With low cost and high reliability in near-
bed flow velocity estimations, the described device can be
used in various flow conditions for flow velocity and direction
estimation, both short as well as long-term flow monitoring,
as a single device or in a larger grid with a near real-time data
output to the user.
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