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Introduction  

 

Current master’s thesis is presented in the form of an academic publication (pages 10 to 36 in the 

current master’s thesis) and is supported by explanatory concept framing the publication. The 

article is published in Baltic Journal of European studies1 and is classified as 1.1 by Estonian 

Research Portal.  As foreseen by the Tallinn University of Technology rules, the student and 

supervisor are named co-authors of the publication. 

 

I. Novelty of the chosen topic and basis for selection 

 

Estonia has prioritized developing and is focusing innovation policies on Information and 

Communications Technologies (ICT-s), which is one of three key growth areas set out in Estonian 

Research and Development and Innovation Strategy 2014-2020 “Knowledge-based Estonia” 

(hereinafter the Strategy). The strategy was adopted and approved on 22.01.2014 by Estonian 

parliament. Two of the main recommendations in the Strategy were directly connected with using 

ICT. One of the two recommendations were to acknowledge that innovatively combining fields of 

technology which already exist in the world is a strategically promising opportunity to develop 

new functionalities, adding that Estonia has an advantage over larger countries due to its small size 

as well as fast achievement of cooperation between authorities and economic sectors.2 Other 

recommendation was to update the legal protection of Intellectual Property (IP) in order to provide 

better support to research, development and innovation. Vision, set down in the Strategy, for 2020 

include that Estonian society is innovative, understands the need for research and development, 

and Estonia is globally well-known and visible as the developer and implementer of new 

technological solutions.3  

 

In addition to the Strategy Ministry of Economic Affairs and Communications has released a 

development plan for 2020 “Digital Agenda 2020” which clearly states that the opportunities of 

ICT and the challenges raising from technology should be taken into account in all national 

strategies and development plans as ICT is one of the main tools in increasing competitiveness.4 

                                                 
1 Säär, A.; Rull, A. Technology Transfer in the EU: Exporting Strategically Important ICT Solutions to Other EU 

Member States. Baltic Journal of European Studies, 2015, 5 (2), pp. 5-29. 
2 Estonian Research and Development and Innovation Strategy 2014-2020 “Knowledge-based Estonia” (22.01.2014), 

p. 9. www.hm.ee/sites/default/files/59705_teadmistepohine_eesti_est.pdf (31.12.2015) 
3 Ibid., p. 11.  
4 Ministry of Economic Affairs and Communications (14.11.2013) Digital Agenda 2020 for Estonia. www.e-

estonia.com/wp-content/uploads/2014/04/Digital-Agenda-2020_Estonia_ENG.pdf (31.12.2015) 

http://www.hm.ee/sites/default/files/59705_teadmistepohine_eesti_est.pdf
http://www.e-estonia.com/wp-content/uploads/2014/04/Digital-Agenda-2020_Estonia_ENG.pdf
http://www.e-estonia.com/wp-content/uploads/2014/04/Digital-Agenda-2020_Estonia_ENG.pdf
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It is brought out that e-services are more and more cross border and there is no point to create 

something from the scratch but to join the forces. Therefore, Estonia has planned to initiate the 

creation of an international development centre – Nordic Digital Infrastructure Institute. The 

European Union (EU) objectives include creating digitally literate information society including 

all European citizens, not only a privileged minority, as well as making European industry more 

competitive.5 Creation of the Nordic Digital Infrastructure Institute would be a step towards these 

objectives.  In addition to that Estonia has planned to reform public e-services and also to carry 

out supporting ICT solutions and presumes that by 2020 the number of employees in Estonian ICT 

sector will be doubled.6  

 

Estonia’s agendas and strategies have shown that developing ICT sector and solutions will be one 

of the priorities. Most nations classify ICT as national critical infrastructure7 and the use of ICT is 

seen as one of the main elements of improving significantly the administration of justice8 therefore 

prioritizing ICT is necessary. Moreover, it is stated in the Digital Agenda 2020 that in order to 

increase Estonia’s reputation as a hub for innovation and development on information society 

Estonia will share its experience in e-governance.9 Therefore, it is visible that the topic of the thesis 

is timely.  

 

The topic was chosen as there hasn´t been many ICT solution transfers yet but they will increase 

in the future significantly, as visible also from Digital Agenda 2020. The way how to transfer those 

ICT solutions should be clear – there should be no legal grey areas nor insufficient legal certainty. 

The question of how well prepared is Estonia comes even more up when talking about transferring 

strategically important ICT solutions. As the issue under the question is relevant and legally 

interesting there was a need to map and analyse the situation. 

 

The purpose of the work is to have an overview of Estonian legislative environment regarding 

transferring ICT solutions and to bring out the legal gaps, if there are any. In order to do that it 

was necessary at first to bring out what are strategically important ICT solutions and what can be 

                                                 
5 Kryczka, K. Ready to Join the EU Information Society - Implementation of E-Commerce Directive 2000/31/EC in 

the EU Acceding Countries - The Example of Poland. International Journal of Law and Information Technology, 

2004, 12 (1), p 56. 
6 Ministry of Economic Affairs and Communications 
7 Luiijf, E., Klaver, M. Governing Critical ICT: Elements That Require Attention. European Journal of Risk 

Regulation, 2015, 6 (2), p 270. 
8 Velicogna, M. Justice Systems and ICT – What Can Be Learned from Europe? Utrecht Law Review, 2007, 3 (1), p 

129. 
9 Ministry of Economic Affairs and Communications 
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relevant IP rights. Technology transfer was present long before ICT transfers and often the 

technology transfer covers also ICT transfer – therefore it was necessary to see what are the 

practices of technology transfers, what agreements are used and what aspects are taken into 

account to draw parallels with ICT transfers and bring out the previous mistakes. One way to do 

that is to analyse military technology transfer agreements. When it comes specifically to Estonia 

it was necessary to have the overview of the legal situation and relevant practices in order to see 

the legal gaps or shortcomings.  

 

It should be brought out that the terms export and technology transfer are being used as synonyms 

although technology transfer includes besides exporting the product, also collateral services. 

  

II. Methodology and research materials 

 

Qualitative research was conducted for legal assessment in order to identify the legal gaps and 

shortcomings of the Estonian system for transferring strategically important ICT solutions. 

Methodical and structured research was conducted to understand the concept of strategically 

important Intellectual Technology (IT) solutions and international technology transfer. It was 

analysed how intellectual property rights affect international technology transfer and what is 

deriving from military technology agreements as they have been developed and used successfully 

for years. Estonian legislative environment was analysed regarding the topic and relevant practice. 

Research was exploratory but conclusions and proposals were made from the legal assessment on 

how to improve the transfer of e-services. 

 

In order to conduct the legal assessment many different types of materials were used – national 

and EU legal acts, relevant case law, academic articles, national strategy and agenda, relevant 

working papers, articles and public information. The relevant national acts which were used were 

State Assets Act and Public Procurement Act as they regulate how the state outsources it´s ICT 

solutions and what can be done with the outsourced asset, i.e. ICT solution, afterwards - i.e. can it 

be used by other parties (states) during the same time the state itself is using it.   

 

Based on the subject and the content of the article developed hypothesis for the research was: 

Estonian system for transferring strategically important ICT solutions, more precisely e-services, 

to other EU member states has legal gaps and is not yet regulated in an effective way. Although 

Estonia has exported some of its ICT solutions, the way how it has been done might not be the 
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most effective or reasonable way to do it. Consequently, in order to affirm or overrule the 

developed hypothesis, six research questions were presented: 

 

1. What is considered to be strategically important ICT solution, e-service? 

2. How is outsourcing and using the outsourced ICT solution, a state asset, regulated in 

Estonian legal system? 

3. How in practise Estonia transfer its ICT solutions, including e-services? 

4. What are the conditions for exporting (strategically important) ICT solutions? 

5. How is international technology transfer as well as military technology transfer legally 

organised in other countries? More specifically in Sweden and in United States of America 

as they have experiences of transferring military technology which in its concept is 

strategically important for the country itself. 

6. How can intellectual property rights affect ICT transfer? 

 

III. Main emphasis and outcomes of the work undertaken 

 

The article, brought out in the part of this thesis titled “Technology Transfer in the EU: Exporting 

Strategically Important ICT Solutions to Other EU Member States” was published online on 15th 

of October 2015. The article was published in Baltic Journal of European Studies (Volume 5, Issue 

2). The article is classified as 1.1. – scholarly article which is indexed by Thomson Reuters Web 

of Science and/or published in journals indexed by ERIH (European Reference Index of the 

Humanities) categories INT1 and INT2.10 The article was resumed in the European Commission 

(EC) Joinup platform by Patrice-Emmanuel Schmitz, a director for European institution studies at 

Unisys Belgium and one of the writers of the European Union Public Licence (EUPL).1112 

 

The article is theoretically and practically novel as there are not many articles covering the topic 

of transferring ICT solutions in EU. There is no legal framework in the EU regarding technology 

transfer, moreover ICT transfer, and no clear position who have the power to decide whether to 

transfer or not. On the one hand there are means that can be used – there is free movement of goods 

                                                 
10 Classification of publications in Estonian Research Information System. www.etag.ee/wp-

content/uploads/2013/10/ETIS_Classification_of_publications.pdf (31.12.2015) 
11 European Opensource & Free Software Law Event, Patrice-Emmanuel Schmitz. www.eolevent.eu/en/user/25 

(31.12.2015) 
12  Patrice-Emmanuel Schmitz (12.11.2015) The EUPL – legal tool for Technology Transfer in the EU - lack of general 

legal provisions. joinup.ec.europa.eu/community/eupl/news/eupl-%E2%80%93-legal-tool-technology-transfer-eu-

lack-general-legal-provisions (31.12.2015) 

http://www.etag.ee/wp-content/uploads/2013/10/ETIS_Classification_of_publications.pdf
http://www.etag.ee/wp-content/uploads/2013/10/ETIS_Classification_of_publications.pdf
http://www.eolevent.eu/en/user/25
http://www.joinup.ec.europa.eu/community/eupl/news/eupl-%E2%80%93-legal-tool-technology-transfer-eu-lack-general-legal-provisions
http://www.joinup.ec.europa.eu/community/eupl/news/eupl-%E2%80%93-legal-tool-technology-transfer-eu-lack-general-legal-provisions
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in the EU, technical collaborative platform Joinup and EUPL – but on the other hand there are 

threats to these transfers posed by national legislations and stakeholders as well as lack of 

preparedness. Therefore, there is need to analyse this topic even more and a start has been done by 

this article.    
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Technology Transfer in the EU: Exporting Strategically Important ICT 

Solutions to Other EU Member States 

Anni Säär and Addi Rull  

 

Abstract  

 

The fast development of ICTs pose new challenges to the European Union and its Member States. 

Every EU country has its own policies regarding technology transfer, ownership of state e-

services, and the possibilities how the state-owned or licensed e-service could be exported. Taking 

into account the free movement of goods, the EU has created a platform to cooperate and export 

IT solutions. However, the lack of preparedness of infrastructures, legislation and stakeholders for 

cross-border exchanges poses a threat to IT transfer and should be taken into consideration in the 

EU as well. In the coming decades the number of outsourced ICT solutions, strategically important 

ICT solutions, public services and critically important information exchange platforms developed 

on behalf of the states, will grow exponentially. Still, digital development is uneven across the EU, 

they grow at different speeds and the performance is quite splintered. There are legal provisions 

which are outdated and therefore impede technological cooperation and export of IT solutions. A 

Member State may restrict the ICT licensing based on national security and policy reasons and the 

ownership of intellectual property might pose a threat to technology transfer or further 

development of the IT solution. There are examples of strategically important export of ICT 

solutions, the experience at which can be expanded to cover other EU Member States. Strong 

collaboration would enable mutual learning from past experiences along with the opportunities for 

better use of technology. Parallels can be drawn with military technology transfers, as the policies 

and legal framework was first developed and mostly used with them. 

 

This introduces a question of what are the conditions for exporting strategically important ICT 

solutions from one Member State to another, given that there is no common legal framework 

developed yet, and who should decide whether to transfer or not? 

 

Keywords: computer programs, e-services, export of e-services, export of ICT solutions, 

intellectual property, strategically important ICT solutions, technology transfer 
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1. Introduction 

 

Free movement of goods and services in the European Union has created a competitive internal 

market for the benefit of European citizens and businesses. The internal market generates growth 

through innovation, mobility and competitiveness. Articles 28, 29 and 30 of the EC Treaty 

stipulate the content and scope of free movement of goods by prohibiting unjustified restrictions 

inside the internal market of the European Union. The fast development of information 

communication technologies (ICTs) pose new challenges to the European Union and its Member 

States. In the coming decades the number of outsourced IT solutions, public services and critically 

important information exchange platforms such as X-Road in Estonia, developed on behalf of the 

states, will grow exponentially. Countries use ICT to speed up the communication between 

different authorities and improve communication between the citizens and the state. States benefit 

from using ICT by reducing expenses and simplifying the work of the state apparatus. 

Nevertheless, digital development is uneven across the EU, they grow at different speeds and 

although in some areas the output is alike in other areas, as in the area of Digital Public Services, 

the performance is quite splintered (Council of European Union, 2015, p. 27). This introduces a 

question of what are the conditions for exporting strategically important ICT solutions from one 

Member State to another, given that there is no common legal framework developed yet. 

 

The possibility to share ICT solutions between Member States avoids unnecessary duplication of 

research and developments, increases efficiency, speeds up migration to digital public services and 

gives stronger bases for competition with Asia and America. Such developments are the 

prerequisites of maximising the Big Data possibilities which could increase Gross Domestic 

Product (GDP) in the future. Technology transfer agreements refer to licensing, but it might 

happen that the developed technology is not so easy to license to another country. A Member State 

may restrict the technology licensing based on national security and policy reasons. Therefore, the 

future policy should take into account two main legal aspects. Firstly, how executive state authority 

can make legitimate decisions regarding strategically important state-owned ICT assets. The 

scrutiny of public law regulating state assets is necessary in order to determine the existence and 

the scope of delegating norms that facilitate the decision-making about the export of ICT assets. 

Secondly, the intellectual property policy for the public procurement of ICT solutions has to be 

determined so that it allows a state to export ICT assets and, generally, not to prevent developers 
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from using the knowledgebase created during the work, because this is an important input for 

further ICT innovation. 

 

Similar issues have been addressed in military technology transfer agreements. International 

military technology transfer must be consistent with national security and foreign policies. The 

difference between military technology and ICT is that in the latter case it is mostly a service or 

functionality which typically affects everybody as all of them are users. Only a certain part of ICT 

solutions pose a security risk and generally the risk is the data itself not technology as such. 

Military technology and products are the subjects of state’s strategic interests, which are outside 

of public sales and consumption. ICT solutions, on the other hand, are mostly in public 

consumption and companies as well as private persons benefit from it. Therefore, the procedure 

of making export decisions regarding ICT solutions should be simpler than in the field of military 

technology. Nevertheless, military technology transfer is a useful parallel which must be analysed 

as well.  

 

The first section of the article discusses strategically important IT solutions and the subject of this 

article. The second section gives an overview of how intellectual property rights affect 

international technology transfer. International technology transfer is covered in the third section. 

Given the fact that military technology agreements have been developed and used effectively for 

years, the fourth section demonstrates how it has been done and what have been the main problems 

regarding the transferring. Based on the experience, the authors discuss what should be avoided 

and what have been the best practices in exporting strategically important IT solutions to other 

countries. In the fifth section, Estonian legislative environment regarding exporting e-services is 

analysed. Estonia has the experience of exporting some e-services, one of the most important of 

which is the X-Road which allows public and private sector e-services databases to connect and 

work in harmony (E-Estonia, 2013). The sixth section explains how the X-Road was exported and 

what steps were taken. The state outsources a system and IT companies will develop that system 

in other countries but the relationship and the intellectual property rights between the two parties 

have to be regulated. The final section of the article proposes conclusions and suggestions on how 

to encourage the exporting of e-services. 

 

2. Strategically important ICT solutions 
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Living in an information society means that information is an indispensable asset and IT is widely 

used in all areas of life. Private sectors’ interaction with the public sector can be considerably 

developed and made more operative by using digital technologies. Using electronic systems, for 

example in health systems and public procurements, streamlines processes, improves efficiency of 

systems and transparency. (Council of European Union, 2015) Technological advancements allow 

substantial leaps in the quality and speed of cross-border delivery and communication of goods 

and services (Hsu, 2010, p. 697). Though all of them have benefits, not all can be titled to be 

strategically important. Strategically important ICT solutions have to face national security and 

interests, they have to be necessary for the purpose of exercising state authority, and compromising 

those IT systems would constitute serious loss to the state. 

 

An ICT solution, which is a computer program, consists of source code and object code. Source 

code is a program written by a programmer in a high level human readable language that tells a 

computer what to do (Stephen & Sumner, 1996, p. 180; Lin, Sag & Laurie, 2002, p. 238). Source 

code is written in certain programming languages such as Java, Cobol, Delphi, Basic, C, C++, C# 

or Pascal. Source code instructions must be translated or converted into object code before the 

computer can act upon them, only instructions expressed in object code can be used “directly” by 

the computer (Apple Computer Inc. v. Franklin Computer Corporation [1983]). Source code can 

be altered, understood or misappropriated by skilled programmers whereas object code is very 

problematic, if not impossible, to understand by visual inspection (Frankel, 2012, p. 275). Object 

code is a binary code written in a machine language, using 1’s and 0’s, which a processor can 

understand but for a human is difficult to modify or read. To fully protect a computer program 

from use by another, both source and object code must be protected (Canfield, 1984, p. 419). 

 

Simple automation of the existing services will not bring out the full benefits of the use of ICT in 

the information system, but reinventing service delivery and changing service processes will (E-

Governance Academy, n.d.). E-services and digital environments are a crucial part of e-

government and countries are interested in developing those. Public service is a fundamental 

institution of administrative law and it constitutes an activity that a state or a private party 

authorised by the state are doing to meet the social needs of public interest (Vedinas, 2012, p. 6). 

State-owned ICT solutions can be divided into two: 

1) An IT solution which is a service but might not be strategically important. For instance, e-

Prescription, which is part of the e-Healthcare system, for handling and issuing medical 

prescriptions. A doctor writes out a prescription electronically with the aid of an online 
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form and at the pharmacy only an ID card is needed to release the prescribed medicine. All 

pharmacies and hospitals are connected to the system and, in 2013, 95 per cent of all 

prescriptions in Estonia were issued electronically (E-Estonia, n.d., b). The e-Prescription 

system draws on data from the national health insurance fund, displaying also any state 

medical subsidies that the patient is entitled to, and the medicine is discounted accordingly 

(E-Estonia, n.d.,b). Therefore, the system without the data is not strategically important. 

 

2) A strategically important ICT solution, such as the ID card system, which is the most 

highly-developed national ID card systems in the world. “The chip on the card carries 

embedded files which, using 2048-bit public key encryption, enable it to be used as 

definitive proof of ID in an electronic environment.” (E-Estonia, n.d., a) The chip includes 

asymmetrical processor supporting cryptosystem and at least 8kB EEPROM memory 

(Sepp, 1999). The ID card system provides basis for the development of secure e-services 

and therefore holds strategic importance to the country. 

 

When considering the transferring of strategic technology, a country should think about the 

interests of the state and public. It has been suggested that if the country wishes to protect the 

transferrable technology, it should be exported to other countries only under special conditions 

and, if possible, seek full access to the markets of those countries in a way that the technology-

supplying company (in this case, an IT company) may possibly achieve a market share (Levine, 

1986, p. 373). Both the interests of the state and the possible advantage as well as benefit for the 

IT-company and the state itself would be covered by these suggestions. 

 

In the current article the terms export and technology transfer are being used as synonyms. 

 

Technology transfer is the transfer of systematic knowledge for the manufacture of a 

product, for the application of a process or for the rendering of a service, and is 

substantially completed by means of assignment, sale and licensing of all forms of 

technology property or technological achievements (Ma, 2010, p. 16). 

 

Therefore, besides an ICT solution, a computer program, knowhow, consultation services and 

customisation of the system are provided. Broadly it means an export of the product, the ICT 

solution, as well as related collateral services. On the other hand, when we talk about exports of 

regular computer programs then knowhow and technology transfer that is, handing over the source 
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code are usually not included. For example, Microsoft products are not custom made and are 

released with user licence. Nevertheless, a computer program developed and outsourced by a 

government order is custom-made and therefore it is accompanied by technology transfer. 

 

Generally, intellectual technology transfer covers computer programs but it may include also 

databases. Law distinguishes between computer programs and databases although both are subject 

to copyright protection. Accordingly, a database does not include an underlying computer 

programme that is needed to run it. Also, the content of a database is subject to separate protection. 

However, computer programs and databases become technically related in practice. The 

architecture of arrangement, organisation and systematisation of data, which is the essence of 

database protection, becomes naturally a component of a computer program. This is particularly 

the case when developing a digital solution of a state register. For instance, Estonia has 

approximately 600 hundred of registers (see, e.g., Rull, Täks & Norta, 2014, pp. 75–77). The 

Population Register is an example of one of the most used state databases. Usually, a content of a 

state database is not copyright protected, because it consists of non-protected elements such as 

factual data. In the European Union, databases are protected by copyright law as original works or 

by sui generis right accorded to investments made by database producers. If a database does not 

fall under these protection mechanisms, then it can be successfully protected by regular provisions 

of contract law (see, e.g., Ryanair Ltd. v. PR Aviation BV [2015]). 

 

3. Intellectual property rights and licensing  

 

Intellectual property rights provide protection against leakage of new technical information and 

give legal basis for revealing the proprietary characteristics of technologies (Maskus, 2004, p. 2). 

The content of contemporary intellectual property law originates from the 1883 Paris Convention 

for the Protection of Industrial Property and the 1886 Berne Convention for the Protection of 

Literary and Artistic Works. Intellectual property rights cover copyrights, trademarks, patents, 

industrial designs, plant variety rights, layout designs and geographical indications. Computer 

software as well as database creation can be particularly complex and costly, while copying the 

results is fairly simple and therefore protection of these is extremely important (Durell, 2000, p. 

238). For example, the most expensive video game produced so far seems to be Destiny, which 

cost 500 million dollars to make (Curtis & Hoggins, 2014), followed by Grand Theft Auto 5, with 

marketing and developing budget of 265 million dollars (Villapaz, 2013). The cost and complexity 
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of a computer program depends on the product itself; sometimes all it needed was a team and a 

good idea. Computer programs are protected under patent, copyright, trade secret and sui generis 

database laws. 

 

Trade secret can be the best means of protection for a computer programme as it only requires 

taking reasonable legal and technical measures to keep the information, i.e. source code, secret. 

Non-disclosure and noncompetition agreements are examples of such legal measures. Technical 

measure is already fulfilled when a computer programme is made available only in object code. 

Decompiling object code into source code is prohibited aside from a few exceptions, such as, for 

example, the purpose of achieving interoperability between computer programmes. First, a vendor 

always has to exhaust all other possibilities to get instructions or necessary source code from the 

owner of the computer programme before he may resort to the process of decompiling the object 

code for the purpose of retrieving needed information. A successful decompilation never reveals 

the original source code one hundred per cent and the law prohibits the use of information for any 

other purposes except for the purpose of interoperability only. This makes it impossible for others 

to read the source code or to understand how a computer programme was written. Often the 

protection of source code as trade secret is favourable, because one can make a computer 

programme public only in object code while keeping the underlying information secret. This 

makes it possible to sell or license a computer programme without waving a trade secret. Trade 

secret law safeguards inventors more inexpensively and easily than patent protection (Rowe, 2009, 

p. 2). 

 

Patents provide exclusive rights for twenty years and play a big role in international technology 

transfer (Dunning, 2013, p. 10). They offer a legal basis for revealing the proprietary characteristic 

of technologies to subsidiaries and licensees, supporting the formation of contracts (Maskus, 2004, 

p. 2). In a patent application, in order to receive a patent, the technical information about the 

computer program must be disclosed. But some technologies are not patentable and it might be 

that in one jurisdiction the technology is patentable and in another it is not. Although Article 52, 

Paragraph 2(c) of European Patent Convention stipulates that patents should not be granted for 

computer programs the patent protection in EU cannot be excluded solely on the grounds that a 

computer program was used. An invention would be patentable based on conventional 

patentability criteria and it should not be denied protection due to the mere fact that a computer 

program was used (Vicom, 1986, p. 16). It was specified on 1 July 1998 by European Patent Office 

that a computer program product is not excluded from patentability under Article 52, Paragraphs 
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2 and 3 of the European Patent Convention if, when run on a computer, it produces a further 

technical effect which goes beyond the normal physical interactions between software and 

hardware (IBM, 1998, p. 13). Traditionally, in the US software has not been seen as patentable 

and the Patent Office has rejected software-based patent applications on different grounds (Scott, 

2006, pp. 3–24.1). Due to the broad interpretation of patent law by the American justice 

administration in relation to a non-existent exclusion of computer programs from patentability as 

well as numerous and very diverse precedents has led to unlimited patenting of software on the 

territory of the United States (Szattler, 2007, p. 98). 

 

Copyright protection of computer programmes is obtained automatically without the need for 

registration or other formalities. The automatic protection is obtained because copyright law treats 

computer programmes as literary works which is composed of written code, commands, notes, 

system architecture, and design (Durell, 2000, pp. 232–233). Patent, on the other hand, is a 

combined technological solution, which partially or completely is accomplished through using a 

computer program. The EU Directive 2009/24/EC requires Member States to accord protection to 

computer programs under copyright law as literary works (Council of European Union, 2009, pp. 

16–22). Copyright covers the protection of both object and source code from verbatim copying 

(Karjala, 1998, p. 525). Commonly, the length of copyright protection in the EU is the author’s 

life plus 70 years, or 70 years after the work is lawfully made available to the public, and in terms 

of related rights for 50 years after the event which set the term running (Council of European 

Union, 2006, pp. 12–18). 

 

Copyrights are moral and economic rights. The main economic rights are the right to reproduction, 

the right to communicate the work to the public, and the right to make adaptations. Moral rights 

are inseparable from the author and safeguard author’s right to authorship and his reputation 

(WIPO, 2015a). The right holder of a computer program may authorise or do the translation, 

adaptation, arrangement and any other alteration of the program, permanent or temporary 

reproduction of the program or a part thereof and distribution of the program (Council of European 

Union, 2009, Art. 4). The author of a computer program is a natural person(s) or a legal person if 

the legislation of the Member State permits (Council of European Union, 2009, Art. 4, Para. 1). In 

case an employee creates a computer program in the execution of his duties or following the 

instructions given by the employer, the economic rights of the author are transferred to employer 

if the employment contract does not provide otherwise (Council of European Union, 2009, Art. 4, 

Para. 3). 
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Often the protection to computer programs is sought in combination of different legal and technical 

means including copyright, trade secret, patents and licence contracts. 

 

One way to regulate the export of a technology is through licensing. Licences usually involve the 

purchase of production or distribution rights and knowhow (Maskus, 2004, p. 1). Licences are not 

a form of intellectual property rights but means that regulate how licensees can use the work and 

related intellectual property rights while licensors retain the IP ownership. 

 

Based on accessibility to source code, software can be categorised as closed or open source. A 

product can be licensed by both closed source and open source licences. In a closed source software 

model the creators adhere the source code and license or sell the object code of the program to the 

software users (Michler, 2005, p. 262). Open source software model provides users with a greater 

freedom as the source code is freely distributed and users can use, copy, modify and redistribute 

it, but it is licensed with restrictions and typically the users are asked to make the source code 

widely available and license the changed software under the same terms which the original licence 

was granted (Michler, 2005, p. 262). It should be brought out that when a party who outsources 

the software by claiming exclusive rights to the software, therefore precluding reuse of the source 

code, it means that the developer would have to start from scratch each time a new software 

package is developed for a different party (Horne, 1992, p. 499). 

 

Regarding software developed for the state, the issue who is the owner of the rights varies from 

country to country and is based on national laws and policies. It can be affected also by the national 

public procurement law if it stipulates concrete requirements in regard with outsourcing IT 

developments. 

 

4. International technology transfer  

 

Commonly it is more difficult for less developed countries to innovate technologies than to obtain 

these from developed countries where technical modernising has taken centuries (Michaels, 2009, 

p. 231). International technology transfer occurs between any two countries and is not only focused 

on less developed countries. “International technology transfer refers to any process by which a 
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party in one country gains access to the technology of another party in a second country and 

successfully learns how to absorb it into its production function” (Michaels, 2009, p. 231). 

 

Technology transfer is affected by taxation policies, free trade agreements, export policies, state 

interests and other factors. Legal, political, regulatory and social factors vary from country to 

country and have direct effect on technology transfer. Even more these factors come under the 

question if the subject is strategical to the country. 

 

Strategic ICT solutions can be used in public circulation or not. The abovementioned ID card 

system is strategic as it is important for the state due to the wide range of usage and importance. 

The ID card system is being used by private persons and private sector as well as the state to offer 

services. On the other hand, military technologies are strategical and out of public use. Countries 

do not want so much the products of technology but the licence of the technology in order to 

manufacture the products on their own (Levine, 1986, p. 373). There needs to be a balance between 

the needs of recipients of the military technology, private sector producers and the country’s 

military posture but it should be kept in mind that having a technological leadership over some 

specific countries can be a cornerstone of the transferring country’s military strategy. That 

leadership was achieved by US in the 1980s by restricting the transfer of technology. (Levine, 

1986, p. 375)  

 

It is under national discretion and laws to who and on what conditions the countries’ strategic and 

critical IT developments are to be exported. Article 66, Paragraph 2 and Article 67 of TRIPS 

Agreement stipulates the obligation of the developed countries to provide positive incentives for 

international technology transfer to the least-developed countries and obligates the developed 

countries to provide technical and financial cooperation in favour of developing and least-

developed countries to help induce more international technology transfer (TRIPS, 1994, Art. 66, 

Para. 2; Art. 67). Yet in practice even if the governments of developed countries would be willing 

to offer substantial incentives they would face domestic political opposition and therefore many 

decisions are made based on political reasons (Maskus, 2004, p. 3). Therefore, international 

technology transfer combines in itself intellectual property rights together with trading and public 

policy matters. One example regarding international technology licensing can be given about Latin 

America, where in the 1970s they drafted specialised technology transfer laws with the intention 

of regulating the content of technology licensing agreements and ensuring that the development 
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objectives of a host country economy would not be undermined by unequal terms in technology 

transfer transactions (UNCTAD, 2001, p. 17). 

 

5. Military technology transfer agreements  

 

Technology transfer of military technology has been around longer than the export of state-owned 

ICT solutions. Countries that have not been active in military technology transfer can learn from 

this field. On the other hand, in some countries, like the US, there are policies and laws conducted 

to govern the technology transfer in general and therefore the same applies to the export of 

strategically important ICT solutions. 

 

Technology transfer in the US is regulated by numerous US government agencies and is in due 

course controlled through a government-to-government agreement that can take the form of a 

memorandum of understanding, general security agreement, letter of offer and acceptance, export 

licence, or other form agreed to by both governments (DISAM, 2015, Ch. 7). The main policy 

governing the course of technology transfer is included in Department of Defence (DoD) Directive 

regarding international transfers of technology, goods, services, and munitions and applies to all 

technology transfer mechanisms. According to that Directive, among others, transfers of 

technology must be in line with US foreign policy and national security objectives, limit the 

transfer to any other country that support specific national security or foreign policy objectives, 

share military technology only with allies and other nations that cooperate effectively, provide 

special attention to rapidly emerging and changing technologies to protect against the possibility 

that the technology might be conveyed to potential adversaries before adequate safeguards can be 

implemented and strive, before transferring valuable defence-related technology, to ensure that 

such technology is shared reciprocally (DoD, 1984). The control over export of software and 

technologies in general is necessary to evaluate the ultimate destination country, the control and 

the intended end use to see if the product is capable of being used as determined by the US 

government (Carrier, 2011, p. 11). 

 

Among other things, data exchange agreements, including licensing, co-development and 

coproduction agreements, patents and sales to third-party nations are used to affect transfers 

(DISAM, 2015, pp. 7-3, 7-4). Before transaction can take place security-related conditions must 

be met—the recipient country agrees not to transfer the export subject to anyone who is not an 
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officer, employee or agent of the country and not to use the export subject or permit its use for 

other than the purpose for which they were furnished without prior consent of US government, the 

recipient country agrees to preserve security and provide substantially the same degree of security 

as the US (DISAM, 2015, p. 7–5). 

 

The US model has been criticised, because it does not have a single agency as supervisor to control 

licensing and enforcement (DISAM, 2015, p. 7–5).  

 

As strategically significant technology export can undermine national security, respective 

authority has to issue a licence before any dual-use technology transfer takes place to a potential 

adversary (US Dept. of State Dispatch, 1993, p. 19). National licensing system is a primary tool 

in export control (Hsu, 2010, p. 706). US Army Research Laboratory is authorised to license its 

intellectual property and these Patent Licence Agreements can be: exclusive, by restricting the use 

of an invention to a single licensee; partially exclusive, by allowing multiple licensees but 

restricting the use of the invention by any single licensee to a particular geographic area or use; 

and non-exclusive by allowing to issue licence to any number of licensees (US Army Research 

Laboratory, 2010).  

 

The problems that the US have had may be the same or refer to the problems that may arise with 

the export of strategically important ICT solutions. One of the issues in 1990 was the security 

situation in the recipient countries, their intentions and their communication with Soviet 

intelligence agencies and the effect of export of technologies to US commercial competitiveness 

(Benson, 1990, p. 19). Although nowadays the situation is different, these decisions are still 

affected by politics and the situation in the recipient country. In March 2015, Sweden announced 

that they will cancel a ten-year military cooperation agreement with Saudi Arabia after criticism 

of Riyadh’s human rights record sparked a diplomatic row (Duxbury, 2015). The decision was 

made by Swedish Social Democrat-led government whose focus in foreign policy is on human 

rights. The decision was criticised by more than 30 business executives as they saw that this shove 

would jeopardise Sweden’s reputation as a trade and cooperation partner (Newsweek, 2015). 

Likewise there were recommendations made to speed the export control process by which it was 

determined if the transfer is in line with US policy and make it less complicated (Benson, 1990, p. 

21). 
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As US government is strict regarding permitting its military technology to be passed on to other 

countries, it has affected also exports of European companies that use US technology in their 

products (Hoyos, 2013). Therefore, even if the recipient countries’ policies are less stringent then 

the source countries’ policies can still affect technology transfers. It is brought out that sharing 

technology with foreign governments is becoming more and more important with the aim of 

winning big defence deals (Hoyos, 2013). 

 

6. Estonian legislative environment regarding exporting e-services  

 

Before analysing the opportunities and obstacles in regard with exporting e-services, it should be 

pointed out how the public sector in Estonia obtains the software. 

 

In order to develop and obtain software for e-services the public sector usually announces 

procurement. The reason mostly relies on the fact that the public sector does not have officials in 

its service to develop or create software for e-services. Therefore, in order to ensure the 

effectiveness, reliability and constant developing of the e-services and therefore also cost savings, 

the public sector subscribes these services from private sector. 

 

Public Procurement Act is the legal instrument that stipulates the rights and obligations of subjects 

involved in order to grant the effectiveness and legality of public procurement. There are two 

options based on the law to organise public procurement for a software: 

 

1) Contracting for services through public contract. Public contract is a contract which has 

been awarded to one or multiple persons by contracting authority or authorities as a result 

of public procurement, establishes mutual material obligations and the objects of which are 

services, public works or supplies (Public Procurement Act, 2007, Art. 4, Para. 1); and 

2) organising design contest to have proprietary rights and user rights of a software which can 

lead to awarding a public service contract. Design contest refers to procedure that allows 

public authority to obtain a plan or design selected by a jury in the course of a competition 

mainly in the fields of architecture, planning, information systems, engineering works, 

software development or data processing. (Public Procurement Act, 2007, Art. 9, Para. 2) 
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In practice, regardless of these two options provided in the law, other procurement procedures are 

used in order to obtain software (Rosentau, 2008, p. 23). For example, Paragraph 61 on public-

private partnership and Paragraph 8 on dynamic purchasing system procurement procedures can 

be used as it is difficult to explain why it should be forbidden or excluded although the law does 

not precisely allow it (Rosentau, 2008, p. 23). In regard to IT procurements, the Copyright Act and 

Law of Obligations Act should be applied to procurement contract. It means that a procurement 

contract has to conform to the requirements of author’s contract set forth in the Copyright Act and 

provisions regarding licence contracts in the Law of Obligations Act. 

 

The policy and practice of IT procurements have to fulfil the principles of the free dissemination 

of ideas and information, sustainability, innovation and free competition. If the competing entities 

are on equal terms, then the one who is offering a solution by providing open source code, has less 

requirements for protecting trade secret and is willing to assign all proprietary rights will win the 

procurement. (Rosentau, 2008, p. 3) 

 

There are four ways how the state develops e-services: the state obtains all proprietary rights of 

the e-service; it obtains part of proprietary rights of the e-service; it obtains user licence without 

obtaining copyright; and it uses e-service on service-based terms (Rosentau, 2008, p. 4). Providing 

that the state develops e-service in a latter way, it will not obtain the licence of the software nor 

proprietary rights of the copyright. The state obtains part of proprietary rights of the e-service, for 

example, in a case where a third person’s software or database is used. In Estonia, the state can 

transfer a state-owned ICT system through open source or closed source licence or international 

agreement. 

 

In the event where the state owns proprietary rights of the e-service, as software can be financially 

assessed, it is a part of state assets. Due to the fact that software is an intangible asset it is possible 

that the same software is used at the same time by other users. Therefore, licensing would not 

constitute an obstacle in practice. The actions which can be done with state assets and how are 

provided in the State Assets Act. Paragraph 1 of Article 15 of the State Assets Act stipulates that 

authorization to use state assets may not be granted where the assets are required for the purpose 

of exercising state authority or for any other public purpose or where authorizing the use of the 

assets by another significantly impairs the intended use of the assets or renders it impossible. 

However, an exception can be made as it is stated in the State Assets Act (2009, Art. 2, Para. 5) 

that the provisions of that act will not apply to the transfer of state assets into the use or ownership 
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of a foreign state provided government delegations or other competent institutions have decided 

so in writing. It is also brought out that only with the consent of the Government of the Republic 

of Estonia, a minister or State Secretary may decide to grant authorisation to use the property, 

when the value of the movable property exceeds one million euros or the term to use exceeds one 

year (State Assets Act, 2009, Art. 19, Para. 3). 

 

The current system raises a question of its effectiveness. The state has set down the principles that 

the subject of outsourcing has to own all the copyrights and exclusive licence regarding the 

product, therefore the existing solutions cannot be applied. That leads to the question of whether 

the system is cost-effective and meets the requirements of Article 1 of the Public Procurement Act 

which stipulates the requirement of transparent, purposeful and economical use of the financial 

resources of the contracting authority. The state should license the solution back to the private 

sector in order to meet the requirement of the abovementioned provision and gain more from the 

private sector competence. Currently, the strongest emphasis goes to the quality of product but not 

to the variety of service providers which can lead to infringement of EU competition law. 

Regarding strategically important ICT solutions having one secure partner as well as granting 

safety is in the interests of the state and public. Paragraph 1 of Article 15 of the State Assets Act 

constitutes an obstacle to transferring state-owned ICT solutions and should not be applicable to 

ICT solutions. It should also be stated in the law that state assets can be transferred through open 

source licence, though currently there is no such provision and in order to export X-Road via EUPL 

it was brought out in the regulation about X-Road. There has not been discussion regarding who 

should make the decision and whether the current process covers the needs. Whether the ICT 

solution should be transferred or not could be decided by centralised regulatory agency or by a 

government. As it is stipulated that only when the value of the movable property exceeds one 

million euros, then with the consent of the Government of the Republic of Estonia a minister or 

State Secretary may decide to grant authorisation to use the property, there emerges a question of 

how to act in a situation where it is hard or impossible to derive the value. Software is immaterial 

and therefore the question of how to determine the value is not clear. 

 

It was concluded in the research regarding measuring the impact of e-services that the main 

obstacle for exporting e-services is the fact that the legal and organisational environment varies in 

different countries and thus the main Estonian e-services would not have a place in the global 

market (Kalvet, Tiits & Hinsberg, 2013). Another obstacle has been the lack of research about 

social and economic benefits of e-services which has made it difficult to explain the benefits and 
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demonstrate the effects of e-services. It was pointed out in the research that in order to develop the 

export of e-services, Estonian ICT solutions, such as the ID card and digital signature system, 

should have international compatibility. The e-services are largely connected with Estonian public 

sectors’ institutional management or the Estonian legal system. The research outlined that most e-

services were quite easy to copy and the most innovative solutions were e-voting, X-Road, and the 

functionality of the ID card. 

 

7. Exporting X-Road: the Estonian example  

 

Technology licensing and transfer of technology are important features in international joint 

ventures and strategic alliances with the purpose of maintaining a competitive edge in a market 

economy (WIPO, 2015b). Estonia has had the experience of transferring ICT solutions to other 

EU and non-EU countries. By transferring the X-Road and Judicial Information System, the 

government is also expecting to benefit from it. For instance, sharing the costs of development 

with recipient country reduces the costs of developing for Estonia.  

 

The Judicial Information System (Kohtute infosüsteem), which was outsourced by Estonian state 

and operates under the Ministry of Justice, was established in 2006. It is a database under the State 

Information System and its goal is to organise the work of the courts, systematising and making 

available the court decisions and collect statistics on court decisions (RIHA, 2015). The Judicial 

Information System has consolidated the court cases into one single database, processes the data 

of procedural steps and the electronic documents, thus granting ongoing overview of judicial 

proceedings and enabling analysing of courts’ workload and rulings (RIHA, 2015). The system 

has simplified the work of many and it is being further developed by Estonian IT companies in 

other countries, for example in Iraq. However, it may be questionable whether the Judicial 

Information System is strategically and critically important to the state but X-Road certainly is. 

 

Before Estonia started exporting the X-Road, the Government of the Republic of Estonia issued a 

regulation ‘Data exchange layer of information systems’ (2008; Infosüsteemide 

andmevahetuskiht), which stated that European Union Public Licence (EUPL) will be the official 

licence to distribute X-Road. Elaboration of a European open-source licence, EUPL, started in 

2004 by European Commission (Dusollier, 2007, p. 1429). It was brought out in the Preamble of 

EUPL that its purpose is to promote interoperable delivery of European e-Government service to 
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public administrations, businesses and citizens advancing therefore the use and distribution of 

state-owned ICT solutions inside the EU. Through EUPL, licensor gives licensee a world-wide, 

non-exclusive, royalty-free, sub-licensable licence to use, reproduce, modify, distribute, 

communicate to the public, lend and rent the work. EUPL was used to provide documentation, 

knowhow and source code of the X-Road to Finland. 

 

Estonian Prime Minister has said that the cooperation between Estonia and Finland has been very 

good for years and, taking into account the global post crisis economic situation, Estonia and 

Finland should have even more cooperation to strengthen both countries’ economies and to find 

new markets for export (Lakson, 2015). On 10 December 2013, Andrus Ansip, the then Prime 

Minister of the Republic of Estonia, and Jyrki Katainen, the Prime Minister of the Republic of 

Finland, digitally signed the Memorandum of Understanding to affirm cooperation in the field of 

information and communication technologies regarding X-Road and e-data interchange (Estonian 

Ministry of Foreign Affairs, 2014; Cybernetica, 2014). It was the first known digitally signed 

international agreement between governments. The Memorandum stipulated that Estonia and 

Finland will further develop together the X-Road, which is in use in Estonia, in order to have cross-

border e-services. On 18 November 2014 Estonian Prime Minister, Taavi Rõivas said at the biggest 

international event of regional start-ups, investors and technology that Estonia and Finland are the 

first countries in the world to nationally unite their e-services and create a single digital economic 

space (Government of the Republic of Estonia, 2014).  

 

X-Road is a decentralised environment which enables public and private e-service databases to 

connect, integrate and work together. It is the backbone of the Estonian e-government, has operated 

for more than 12 years with more than 2,000 e-services and over 900 organisations, public registers 

and databases are connected to the environment (Cybernetica, 2013). “The X-Road system uses 

the concept of digital signatures and contains its own Public Key Infrastructure (PKI) that 

guarantees confidentiality, integrity and traceability of the exchanged 

data.” (Cybernetica, 2015) It means that the location or ownership of the data will not be altered, 

and the registers and databases will not be centralised (Cybernetica, 2013, p. 5). The data will be 

managed by the same institutions that should manage them anyway. The need to develop this kind 

of environment emerged from the fact that when the state databases were in the growth stage, there 

was no central platform and therefore the databases were cross-used (RIA, 2015a). It should be 

pointed out that every e-solution that has to use several databases use X-Road. Many successful e-

services have been built by using the X-Road functions (e.g., applying for family allowance, public 
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examination results service) and many databases have joined X-Road in order to use its practicality 

(e.g., the Judicial Information System). Its success derives from the fact that each year the number 

of inquiries made is rising—in 2013 more than 287 million inquiries were made (RIA, 2015a). 

Also, an “e-police” program used in police cars communicates via X-Road with necessary 

databases, such as traffic, criminal record, gun and civil registry. That has proved to make police 

work more efficient, quicker and safer (RIA, 2015b). Private users can make inquiries and check 

information regarding them via X-Road.  

 

Finland receives guidance from the Estonian Information System’s Authority and is building a 

decentralised environment similar to Estonian X-Road (E-Estonia, 2013). The cooperation is based 

on the current version of X-Road and its source code. The purpose of the cooperation is to 

understand the organisation and agreements that create the frameworks for X-Road technology 

(Estonian Public Broadcasting Agency, 2013). Owing to the ID card software, which supports both 

Estonian and Finnish ID cards, Finnish and Estonian authorities can exchange information, persons 

can exchange documents and conclude contracts by using the digital signatures mutually (ID.ee, 

2013). The benefit of exporting X-Road to Finland lies in bilateral cross-border e-services and the 

fact that enterprises and citizens can submit information just once. It was said that in Finland X-

Road will be put into practice in spring 2015 and therefore all the necessary bases for cross-border 

cooperation are created (E-Estonia, 2015). It has been recommended that Estonia and Finland 

should establish a shared governance mechanism for cross-border services and data exchange as 

well as joint infrastructure management such as digital signatures, interoperability layers or 

electronic identities in order to provide basis for future expansion of cross-border services (OECD, 

2015, p. 50). At present, negotiations regarding developing and agreeing on a more precise road 

map for development of cross-border data exchange and services are being held (Estonian 

Embassy in Helsinki, 2015). 

 

Nevertheless, X-Road has not only been exported to Finland, but also to Azerbaijan as they have 

had a boom in e-infrastructure and electronic government services. Azerbaijan’s president pushed 

for the digitisation of state services and Estonian companies responded to the call. They 

implemented mobile ID, a number of e-government projects as well as installed an “updated” 

version of X-Road. As it was more secure and efficient to use a centralised mobile ID platform, 

offered as a service to the telecom providers, than the Estonian model, where service platform is 

owned by three telecoms, then Estonia has decided to implement the same kind of arrangement. 

(E-Estonia, 2014) 
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8. Conclusion  

 

It is clear that every EU country has its own policies regarding technology transfer, ownership of 

state e-services and the possibilities how the state-owned or licensed e-service could be exported. 

However, not only the interests of contracting parties but also the countries’ national interests 

should be taken into account. The obstacles to technology transfer should not be political in nature 

and priorities have to be rearranged in favour of long-term objectives (Hamza & Stovall, 1987, p. 

5).  Transfers of technology must be in line with foreign policy as well as national security 

purposes. 

 

Government cooperation with only one service provider can raise questions regarding competition 

laws. A better solution would be to set down in the law how state-owned ICT solutions can be 

distributed, other than making separate laws regarding each ICT solution. If the provisions 

regarding technology transfer are in connection with a certain amount of money, it could pose a 

threat to export as software is immaterial and the question how to determine its value is not clear. 

 

Establishment of a centralised regulatory agency who would control licensing, coordinate primary 

enforcement, develop model contracts, cooperate with public and private sector entities in 

technology export negotiations and be the central point for transactions regarding technology 

transfer agreements seems to be one way of dealing with things. It would be a good option for the 

countries who have to carry out many critical and strategic technology transfers in a year (e.g., 

Sweden). Currently, not many state-owned strategic IT technology transfers take place and 

therefore the decisions are mostly made on a case-by-case basis and via bilateral agreements. 

 

Digital cooperation between countries strengthens the economy of both countries and enables them 

to find new export markets. Therefore, legal provisions which are outdated and therefore impede 

technological cooperation and IT solutions export should be revised. The ownership of intellectual 

property might pose a threat to technology transfer or further development of the IT solution. 

 

As in military technology transfer, so in the export of strategically important IT solutions, trust 

between the parties and the situation in the countries play important roles. The agreement between 

Estonia and Finland would not have been concluded had there not been trust between these two 



29 

 

countries concerning online security (European Commission, 2014). Based on China’s experience, 

several restrictions on foreign-related technology transfer, such as, for example, inadequate 

intellectual property enforcement, burdensome prior approval and registration requirements for 

importing and exporting technology, expressively discourages cross-border technology export 

(Sun, 2003, p. 22). 

 

As inside the EU the countries do not have as marked differences between each other, the 

developed IT solution most probably would work in other Member States as well. This example 

can be illustrated by the Estonian-Finnish cooperation. Working relations between Estonia and 

Finland have to integrate governance lessons learnt both domestically and at the EU level (OECD, 

2015, p. 255). The experience can be expanded to cover further EU Member States. Taking into 

account the free of movement of goods, the EU has created a platform to cooperate and export IT 

solutions. However, the lack of preparedness of infrastructures, legislation and stakeholders for 

cross-border exchanges poses a threat to IT transfer and should be taken into consideration in the 

EU as well. As there are differences between digital developments inside the EU, especially in the 

Digital Public Services are, the more developed EU Member States could be beneficial to all 

parties by exporting to or furthering development and cooperating with destination country. Strong 

collaboration would enable mutual learning from past experiences along with the opportunities for 

better use of technology. 

 

Further research in the field of transferring strategically important IT solutions is needed. It is 

necessary to analyse whether the states’ practice of using certain IT companies is infringing EU 

competition law, or is the current practice justified based on reasons of public interest. 

Additionally, analyses are needed in the field of IP rights—that is, what are the legal consequences 

for the state if an IT solution in question has many right-holders. Legal problems raised in the case 

of Estonia serves as a useful example for other countries. 
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Conclusions 

 

Too specific or even outdated provisions of laws can have an impact which can pose threats to 

ICT solutions transfer or even reduce innovation. “The very real problems posed by technological 

development to the work done by legislatures cannot be underestimated.”13 EU has been done and 

still continuously is doing what is in their power to provide a starting point for the member states, 

so that they would be on the same page and share their knowledge. As it has been said – you are 

as weak as the weakest link – it means that it is in member states interest as well that other member 

states would be technologically developed, would share their developments or new approaches as 

well as would be willing to be the subject of the ICT transfer. 

 

One of ten EC´s political priorities is the completion of the Digital Single Market.14 That was 

worked out as there were prognoses of growth of demand for information services.15 One of the 

planned outcomes for the Digital Single Market is to transform the EU´s public services, adding 

that it can promote modern open government. That refers to the fact that the number of ICT 

solutions, including e-services, will be higher as well as the need and possibility to transfer 

developed ICT solutions will raise. If the subject of the technology transfer would be an ICT 

solution which has no strategical importance, most probably the question of whether the solution 

could be transferred to other member state or not, would not raise. Although, the question how, on 

what basis and if the national laws are not forbidding it directly or indirectly remain. But when we 

are talking about strategically important ICT solutions then certain procedure should be developed 

and confirmed, starting with what is considered to be strategically important ICT solution for that 

state. 

 

Estonian law doesn´t directly forbid technology transfer, moreover the states strategies and visions 

are in favour of it, but the provisions of State Assets Act impose unnecessary obstacles. It is stated 

in the State Assets Act that “an administrator of state assets must stipulate in the agreement 

concerning the use of the assets that the assets may be subleased or sublet to another person only 

with the written consent of the administrator of the assets and that the sublease or subletting 

                                                 
13 Anil, S., Tan, L.H. ICT Investments and Electronic Commerce Initiatives in ASEAN. Journal of World Investment, 

2003, 4 (4), p 632. 
14 European Commission. Digital Agenda for Europe: A Europe 2020 Initiative, Digital Single Market. 

ec.europa.eu/digital-agenda/en/digital-single-market (31.12.2015) 
15 Rutka, G., Virtmanis, A., Karnitis, E. Authorisation Algorithm for Spectrum Use in the Context of the European 

Digital Single Market. European Networks Law and Regulation Quarterly, 2014, 2014 (3), p 218. 

http://ec.europa.eu/digital-agenda/en/digital-single-market
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agreement must be public and be recorded in the State Real Estate Register”, therefore it derives 

from the provision of the act that the state assets are considered to be real estate that can be 

subleased or sublet.16 In reality the state assets consist of other assets besides real estate as well 

and it should be visible also from the legal acts. 

 

Regulating how to use state assets which are not tangible by its characteristics and what can be 

used by several parties at the same time can be relatively difficult. First of all regulating how to 

use state assets should be divided into two – the usage of tangible state assets and the usage of 

intangible state assets. It is said that there is no more important asset for companies than their 

intellectual property as it has been a result of years of labour and large amount of money in 

investments and therefore like any asset it has to be managed properly.17 States should also 

understand that their intellectual property, which has been a result of years of work and taxpayers’ 

money is very important asset and it should be treated as one. 

 

Currently, it seems that as the State Assets Act stipulates that the provisions of the State Assets 

Act do not apply to the transfer of state assets into the use or ownership of a foreign state provided 

government delegations or other competent institutions have decided so in writing, there are no 

obstacles for transferring ICT solutions but instead of having a long term solution it rather seems 

to be short term solution.18 There are provisions in the State Assets Act that might set barriers to 

ICT transfers to other countries but having only a provision setting down the exception only solves 

a specific situation at the moment but not when there are more technology to transfer or when 

questions of how to ensure the state interests when transferring strategically important ICT 

solutions come up.  

 

Although there are already many laws and it might be difficult to orientate for a non-lawyer or 

even a lawyer and over regulating is not where states should aspire, sometimes there is a need for 

clearer provisions or amending the old ones as they are getting in the way. Intellectual property 

rights should also be taken into account. States should also analyse which is the most beneficial 

for the state. Should a state outsource all or most of the ICT solutions or would it be better if a 

state would have certain officials who do it under the state? If the state is not outsourcing the ICT 

                                                 
16 RVS RT I, 30.06.2015, 59, § 15 (3). 
17 Paniaguas, J.S., Mandell, C.W. Practitioner´s Guide to Protecting Technology Assets. DePaul Journal of Art, 

Technology & Intellectual Property Law, 2010, 20 (2), p 279. 
18 RVS RT I, 30.06.2015, 59, § 2 (5). 
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solutions are they risking with the quality of the product and posing threat to an innovation? If the 

state is outsourcing ICT solutions who should have proprietary rights and what are the terms of 

licencing? Would the terms of licencing be always the same or vary from the product? If they vary 

from the product might there be cases of unequal treatment? May the licencing terms pose threat 

to competition – i.e. restrict other IT companies to compete on the same terms? Besides the before 

mentioned state should also have a clear working paper or provisions of what happens when two 

member states work something out in cooperation – i.e. how would it be decided which state has 

how much and which rights or would all these decisions made case by case basis. What if there 

will be many cooperation projects – would then it be possible to have the case by case approach? 

 

There are many questions and many potential problems but it is possible to gain knowledge from 

technology transfer agreements or military technology transfer agreements of other countries. It 

has been visible that there is a need for clear understanding what is strategically important for the 

country and having clear rules of how and to whom it is possible to transfer the subject, i.e. ICT 

solution. Making a decision whether or not to transfer ICT solution to another country based on 

human rights violations happening in the destination country might seem good and fair thing to do 

but the consequences should be assessed clearly as well. Therefore, the decision making should be 

done by people who can have the full picture and the ability to think outside the box. In addition 

there should be quick and clear risk assessment which would not significantly slow down the ICT 

technology process. The question who should have the power of making the decision should be 

clear and should not be cumbersome.  

 

Currently, the State Assets Act stipulates that where the usual value of a movable property amounts 

to 1 000 000 euros or more and the use of the property is to be authorized for a term exceeding 

one year, a minister or the State Secretary may decide to grant the authorization to use the property 

only with the consent of the Government of the Republic.19 Before the era of e-services and the 

development of ICT sector, the provision definitely had its sense but currently, when the ICT 

solutions may easily cost more than 1 000 000 euros and the transfer could take more than one 

year the necessity of that provision should be reviewed. Moreover, the state should think if our 

priority is ICT and being visible to other countries as technologically advanced country, maybe it 

would be necessary to have a centralised regulatory agency which would be responsible agency 

for technology, including ICT, transfers. 

                                                 
19 RVS RT I, 30.06.2015, 59, § 19 (3). 
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The questions and problems brought out in the research provide room for further assessment and 

research of the topic. 

 

IV. Future Research 

 

Due to the complexity of the topic, lack of assessment and research of several aspects of ICT 

solutions transfer, the author of the thesis is in a position that there is a need for further large-scale 

research. There are many specific topics that need more in-depth assessment and analysing.  

 

The biggest topic that needs further research is whether the current practices or future practices of 

transferring ICT solutions are in accordance with EU and national competition laws. In Estonia 

the state often, if not always, outsources its ICT solutions by using public procurement. State 

normally sets down that the company should have all the intellectual property rights by themselves 

– meaning that they have to create the solution from the scratch. In case one company as a result 

of public procurement develops a solution which was required has all the rights and the state has 

limited licence it might be that in the next public procurement other companies might not be able 

to compete with the first company as they have no obligation to licence their solution for next 

bidder for further developments. This might create a situation where state eliminates the 

competition.   

 

The issue of whether ICT companies are infringing their dominant position should be looked into 

– i.e. when they are either not willing to license or are willing license with unreasonably high price 

the first developed solution for further development because they hoped to win the public 

procurement. According to the European Court of Justice case law “/…/ the principle of 

prohibition of abuse of dominant position and restriction of competition applies also to the 

restrictive or abusive use of intellectual property in exceptional cases even though the exclusivity 

of right is the core meaning of copyright and other intellectual property.”20 Therefore, it should be 

analysed whether or not such abusive use of intellectual property is existing and is it considered to 

constitute anti-competitive act. 

 

                                                 
20 Poysti, T. ICT and Legal Principles: Sources and Paradigm of Information Law. Scandinavian Studies in Law, 2004, 

47, p 585 
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Analysing whether or not a state is following the competition laws it should be done bearing in 

mind that having an ICT solution and strategically important ICT solution are two different things. 

If there is a strategically important ICT solution certain state activities might be justified with 

national security and interests. It should be analysed what are the conditions to say that a state 

prefers one company to others based on national security. 

 

EU competition policies are important part of EU internal market and it is important as well as 

obligatory for Estonia to follow them. In case a state is favouring one IT company to others also a 

question of state aid might rise. The Treaty on the Functioning of the European Union largely 

prohibits state aid except it is justified by motives of general economic development. In order an 

activity to fall under state aid there has been an intervention by the state or through state resources 

(i.e. grants, providing services and goods on preferential terms) which likely affects trade between 

member states, gives the recipient an advantage on a selective basis and therefore competition has 

been or may be distorted.21 

 

Second topic that should be investigated is whether or not public procurement is the best way of 

developing ICT solutions for the state and what can be the threats public procurement poses. 

Analysis should be made in order to compare the two ways of developing ICT solutions – 

outsourcing and developing them directly by the state. What would be the threats if the public 

procurement is done via e-procurement? It has been stated that e-procurement can lead to 

cybercrimes – i.e. security threats are connected with technical questions (i.e. data encryption), 

misuse of the program (i.e. braking in computer system of the contracting authority).22   

 

Estonia can transfer a state-owned ICT solution through closed source or open source licence. 

Therefore, providing another basis for further research by comparing and analysing these options. 

The difference between free/open source software and closed source software raises from the 

licence as the last has much more limitations (i.e. the computer program is distributed only in the 

form of an object code, what dismiss possibility to repair errors).23 Free/open source software in 

general grants everybody the same rights as the original author.24 There should be analysis on 

                                                 
21 European Commission, Competition: State Aid, Overview. 

ec.europa.eu/competition/state_aid/overview/index_en.html (31.12.2015) 
22 Poremska, M. ICT in Public Procurement Can Lead to Cybercrimes. Masaryk University Journal of Law and 

Technology, 2010, 4 (2), pp. 157-172. 
23 Siedlecka-Van Rumst, A. Validity Issues of Open Source Licenses in European Union the EU´s Solution. Masaryk 

University Journal of Law and Technology, 2008, 2 (2), p 64. 
24 Ibid. 

http://ec.europa.eu/competition/state_aid/overview/index_en.html
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which licence would be better for transferring state-owned ICT solution and whether or not it 

depends on the strategical importance. The terms of the licence should be analysed as well –what 

provisions bring what consequences. How the ownership of proprietary rights affect further 

developments, innovation or competition should be assessed as well. What are the consequences 

if the state uses developed e-service on service-based terms where the state will not obtain 

proprietary rights of the copyright nor licence? As Estonia set down in a regulation ‘Data exchange 

layer of information systems’ that EUPL will be the official licence to distribute X-Road there is 

a possibility to also analyse the pros and cons of using EUPL for transferring strategically 

important and regular ICT solutions.  

 

EUPL, which is the first European Free/Open Source Software licence, is a legal tool for 

technology transfer in the EU. It is translated into 22 official languages of the EU and has equal 

legal value in all of them. Nevertheless EUPL has not been very used and it has been stated that it 

is unlikely to become as popular as other open/free source software’s.25 There is a need to analyse 

the EUPL and its applicability to (strategically important) state-owned ICT solution transfers. 

Moreover a case analysis can be done regarding how the EUPL worked on X-Road case and if 

there were problems raised which they were.  

 

In addition to the before mentioned there is a need to assess whether and when free/open source 

software licence infringe or may infringe EU competition law.  

 

As Estonia has developed sample contract for sourcing software development with public tenders 

it would be necessary to assess the possibilities, consequences and possible legal gaps of it. What 

might be most beneficial for the state might still have consequences for the innovation or not be 

in accordance with competition law rules? 

 

Moreover, the possibilities of Joinup should be reviewed and whether the states use the potentials 

that the Joinup platform offers. Joinup provides several services that can help e-Government 

professionals by providing a platform where they can share their experience and have a support to 

choose, find, re-use, implement and develop interoperability solutions. Many useful information 

can be found from that page, including several guidelines (i.e. guideline on public procurement of 

                                                 
25 Ibid., p. 72. 
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Open Source Software). It would be useful to know up to what extent the platform is used, what 

services are used mostly and if the states are not using it then why. 

 

Last, but not the least, the laws of the other EU member states should be assessed regarding 

technology transfers – how the other member states stipulate the usage of their assets, what is 

considered to be strategically important ICT solution and other questions what were brought out 

in order to conduct this thesis. 

 

Current thesis is providing practical overview of the ICT transfers, from EU member states to other 

EU member states and analysing the legal framework in Estonia bringing out the legal gaps and 

grey areas. Simultaneously it has been brought out by the author of the thesis probable further 

developments in order to gain wider in depth understanding of the topic. 
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Kokkuvõte 

 

Eesti e-teenuste ja e-valitsuse areng on olnud erakordne. Eesti e-lahendused on saanud 

rahvusvahelist tähelepanu ning muuhulgas on Eesti võtnud oma eesmärkideks tõsta e-riigi tuntuse 

mainet, arendada info- ja kommunikatsioonitehnoloogia valdkonda ning valitseda riiki võimalikult 

nutikalt. 

 

Info- ja kommunikatsioonitehnoloogia kiire areng tõstatab uusi väljakutseid Eestis ning kogu 

Euroopa Liidus. Igal Euroopa Liidu liikmesriigil on omad tehnoloogiasiirdepoliitikad. Euroopa 

Liit on loonud võimalusi läbi kaupade ja teenuste vaba liikumise efektiivseks koostööks 

liikmesriikide vahel ning ka võimalikuks tehnoloogiasiirdeks. Samas puudub liikmesriikidel 

valmisolek – nii infrastruktuuride, õigusaktide kui ka sidusrühmade poole pealt ning see ohustab 

info- ja kommunikatsioonitehnoloogiasiiret.  

 

Lähimatel aastatel ning aastakümnetel riigi poolt allhanke korras tellitud info- ja 

kommunikatsioonitehnoloogia (IKT) lahenduste, strateegilise tähtsusega IKT lahenduste, avalike 

teenuste ja kriitiliselt oluliste teabevahetuste platvormide arendamine kasvab oluliselt. Seega 

kasvab ka potentsiaalsete tehnoloogiasiirete arv. Eesti viib käesoleval ajal tehnoloogiasiirdeid läbi 

kaasuste põhiselt kuna seadus sätestab omad piirangud. 

 

Riigivaraseadus sätestab, et „riigivara valitseja peab kasutamislepingus sätestama tingimuse, et 

riigivara võib anda teisele isikule allüürile või allrendile üksnes juhul, kui selleks on riigivara 

valitseja kirjalik nõusolek, ning et allüürile või allrendile andmise leping peab olema avalik ja 

kajastuma riigi kinnisvararegistris“, mis tähendab, et riigi varana mõistetakse üldjuhul 

kinnisvara.26 Aastaid tagasi võis selline lähenemine olla asjakohane, kuid tänapäeval omab riik 

IKT arenguga üha enam vara, mis ei ole aineline. Kuigi sama seaduse § 2 lõige 5 sätestab, et 

riigivaraseadust ei kohaldata riigivara välisriigi omandisse ega kasutamiseks andmisele, kui 

valitsusdelegatsioonid või muud pädevad institutsioonid on selles kirjalikult kokku leppinud, luues 

seeläbi erandi, võib see olla lahenduseks praegu, kus tehnoloogiasiirdeid palju ei toimu, kuid 

pikemas perspektiivis on siiski vaja pikemaajalist lahendust. Lisaks tekitab tehnoloogiasiirdele 

takistuse riigivaraseaduse § 19 lõige 3, mille kohaselt kui vallasasja harilik väärtus on 1 000 000 

eurot või rohkem ja vallasasi antakse kasutamiseks tähtajaga üle ühe aasta, võib minister või 

                                                 
26 RVS RT I, 30.06.2015, 59, § 15 (3). 
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riigisekretär kasutamiseks andmise otsustada üksnes Vabariigi Valitsuse nõusolekul. Ka antud 

säte võib pikemaajalises perspektiivis olla problemaatiline. 

 

IKT lahenduste sisse ostmisel ja/või väljatöötamisel tuleb tähelepanu pöörata ka 

intellektuaalomandi õigustele. Kuid enne kui riik otsustab kuidas ja mis IKT lahendust teistesse 

riikidesse eksportida koos vajalike oskusteabega, tuleb sisse viia normid, mis ütlevad millised IKT 

lahendused on strateegiliselt riigi jaoks olulised ning millised mitte. Antud eristamine on oluline, 

kuna strateegilise tähtsusega lahenduste puhul peaksid tehnoloogiasiirde nõudmised olema 

rangemad. Poliitika välja kujundamisel saab paralleele tõmmata ka teiste riikide rahvusvahelise 

tehnoloogiasiirde ning militaartehnoloogiasiirde seaduste ja kokkulepetega – militaartehnoloogia 

siirdamisega on riigid (nt. Rootsi ja Ameerika Ühendriigid) tegelenud aastakümneid. Nende riikide 

kogemuste baasil saab luua baasi oma tehnoloogiasiirde poliitika väljakujundamiseks. 

 

Eesti on IKT valdkonnas tuntud ning antud lahenduste eksportimine ehk siirdamine teistesse 

Euroopa Liidu liikmesriikidesse oleks kindlasti Eestile kasulikud nii lahenduste edasi arendamise 

kui ka majanduslikus mõttes. Selleks, et saavutada parim võimalik tulemus, tuleb luua keskkond, 

mis võimaldab IKT siiret läbi viia võimalikult kiirelt ja efektiivselt. Eestil on kogemusi IKT 

eksportimisega kuid antud valdkond on alles arengujärgus ning on vajadus läbi viia põhjalikud 

analüüsid selleks, et IKT eksport toimiks ja protsess ei takistaks innovatsiooni. 
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