

















Figure 5. Localization of Bug 1 in the ROBSY processor.
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conditional signal assignment, which contains
nine branches in total.

m Bug 3) Both, a missing branch and a missing
driver in a short conditional signal assignment.

m Bug4) A wrong enumeration constant is used in a
comparison operation inside a conditional signal
assignment.

m Bug 5) A wrong driver is used in a conditional
signal assignment. More specifically, register R is
not updated with its newly computed value ty-
pically stored in R_next or R_new signal. Instead,
the register R is used as a driver for itself, which
indicates an obvious copy-paste error.

m Bug 6) A missing conditional subexpression (three
operators out of six required ones) in one of the
four branches of a conditional signal assignment.

m Bug 7) One bit of a register is always and uncon-
ditionally set to “0”. The whole code line to blame
is unnecessary and incorrect.

Details of hierarchical localization of one bug
Figure 5 demonstrates the proposed hierarchical
localization of Bug 1. The gray areas denote informa-
tion omitted from the figure. First dynamic slices
were generated for all of the test cases and then the
statistical suspiciousness ranking was performed.
This analysis resulted in 14 statement candidates in
the design whose suspiciousness score .S was above
the suspiciousness threshold Siyeshoid = 0.5. The
first column in the figure shows ranks of the sus-
pected statements (six ranks in total) and column
Stm.score shows their scores. Most of the statements
with high scores were found in the alu.vhd file.
The figure demonstrates a part of the actual VHDL
code in the file for the conditional assignment of an

overflow flag signal svFlag new(0). Bug 1 is lo-
cated in the condition expression at line 266, where
comparison is made between unintended signals.
The automated localization procedure iteratively
advises the designer to consider as bug location
candidates the statements starting from the highest
rank. As the fifth candidate it will advise the designer
the statement at line 260 in alu.vhd (rankis 3,
score S = (0.64). The hierarchical analysis will pro-
ceed with score computation of the branches of this
statement (see column Bran.score)and suspicious-
ness scores of separate conditions related to these
branch items. The ones that have score S > 0.5 are
shown in column Cond.score. One of the highest
scores in the expression has the logical operator and
at line 267. One of its operands is actually the incor-
rect signal comparison documented as Bug 1.

IN THE CURRENT case study, we have split the origi-
nal functional test (i.e., the Assembler program) into
28 independent test cases, each targeting a separate
instruction. Each of the seven buggy versions of the
processor was simulated with the resulted diagnos-
tic test set.

Table 1 demonstrates the statistics of applying the
proposed bug localization approach to all of the
seven bugs. The second column depicts the ratio of
failing versus passing test cases for these bugs. The
third column in the table shows how many state-
ments were proposed in total as bug location candi-
dates by the statistical ranking step. The column also
demonstrates these numbers in percentage of the
total number of the statements which was 481. The
fourth column shows the rank of the statement ac-
tually containing the bug. If ranking alone was not

T |
Table 1 Bug localization on the ROBSY processor.
Bug data i _The prop_osed automated -Iocallza-tlon Manual
Statistical Ranking Cone inspection Time debug
Bug Failed/Passed Statements Located stm. Cone Added - -
name Test cases cand. / % rank dir. / depth stm. cand. (min)  Time
Bug 1 4/24 14/2.9% 3 - - 2 4 hours
Bug 2 2/26 7/1.4% 1 - - 2 2 hours
Bug 3 2 /26 20 /4% 3 - - 2 4 hours
Bug 4 1/27 6/1.2% (1) fw /1 21 2+(5) 4 hours
Bug 5 2/26 11/2.3% 1 - - 2 2 hours
Bug 6 1/27 8/1.7% @) bw /1 13 2+(10) 5 hours
Bug 7 1/27 21/4.3% @) fw /1 10 2+(1) 1 hours
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sufficient then the column shows in brackets the
rank of the statement from which cone inspection
was activated. Column five shows the direction (i.e.,
backward/forward) and the depth of the cone if
cone inspection was required while column six
shows the number of statements added as bug
candidates by this step.

As the table shows the test suite was sufficient to
automatically localize four of the seven bugs by the
automated ranking step only. Pessimistic estimation
of the candidates’ count with the shown rank or
higher that was necessary to check before the bug
discovery is 5, 1, 12, and 4 for Bugs 1, 2, 3 and 5,
respectively. Localization of the remaining three
bugs required cone inspection as an addition step.
The cones of a limited depth were generated by the
through-signal-assignment reference search from
the signals involved in the highly ranked assignment
statements. In the current case study Bugs 4, 6, and 7
were present within the cones of depth 1 on the
signals from the statements with the highest rank.
These cones have added 21, 13, and 10 additional
candidates as shown in column six.

The last two columns in Table 1 compare time
required for bug localization by the proposed auto-
mated localization approach and conventional
manual debug process. The time values for the ma-
nual process are reported by the ROBSY processor
designers based on their experience with locating
these bugs using commercial design environments.
The time reported for the automated approach con-
sists, first, of time spent for the statistical ranking
step, which is mainly design elaboration and simu-
lation of the 28test cases and constantly equals to
2 minutes, and second, of estimation of time spent
for manual cone inspection (shown in brackets).
The runtime required for the static slices and cones
construction in zamiaCAD takes a fraction of second
and can be neglected.

The presented case study showed that statistical
bug localization is efficient and allows pin pointing
causes of errors in large processor designs in a very
accurate manner. The main contribution of this
approach is, first, combining statistical analysis with
HDL slicing, second, performing hierarchical local-
ization in statements, branches and conditions of
the code and, third, developing an efficient cone
inspection technique in concurrent HDL descrip-
tions. The open source zamiaCAD framework ap-
plied as the platform for the bug localization uses a

January/February 2014

highly scalable elaboration engine supporting in-
dustrial scale RTL designs. To probe further it is
possible to repeat the described experiment with
another processor design following a tutorial on the
webpage http://zamiacad.sf.net. |

Acknowledgment

Earlier versions of this article have been pre-
sented at the IEEE Latin American Test Workshop,
2012 and thelEEE International Workshop on Micro-
processor Test and Verification, 2012.

M References

[1] S. B. Park and S. Mitra, “IFRA: Post-silicon bug
localization in processors,” in Proc. HLDVT, 2009,
pp. 154-159.

[2] W. E. Wong, V. Debroy, and B. Choi, “A family of
code coverage-based heuristics for effective fault
localization,” J. Syst. Software, vol. 83, no. 2,
pp. 188-208, 2010.

[3] J. A. Jones and M. J. Harrold, “Empirical evaluation
of the Tarantula automatic fault-localization
technique,” in Proc. Int. Conf. Autom. Softw. Eng.,
2005, pp. 273-283.

[4] B. Peischl and F. Wotawa, “Automated source-level
error localization in hardware designs,” Des. Test
Comput., vol. 23, no. 1, pp. 819, 2006.

[5] T. Matsumoto, S. Ono, and M. Fujita, “An efficient
method to localize and correct bugs in high-level
designs using counter examples and potential
dependence,” in Proc. IEEE/IFIP VLSI-SoC, 2012,
pp. 291-294.

[6] K.-H. Chang, I. Wagner, V. Bertacco, and I. L. Markov,
“Automatic error diagnosis and correction for RTL
designs,” in Proc. IWLS, May 2007, pp. 106—113.

[7] S. Safarpour and A. Veneris, “Automated design
debugging with abstraction and refinement,” IEEE
Trans. Comput.-Aided Des. Integr. Circuits Syst.
vol. 28, no. 10, pp. 1597—-1608, Oct. 2009.

[8] zamiaCAD Framework Webpage. [Online]. Available:
http://zamiaCAD.sf.net

[9] A. TSepurov, G. Bartsch, R. Dorsch, M. Jenihhin,

J. Raik, and V. Tihhomirov, “A scalable model based
RTL framework zamiaCAD for static analysis,” in
Proc. VLSI-SoC, Santa Cruz, CA, USA, 2012.

[10] J. H. MezaEscobar, J. Sachsse, S. Ostendorff, and
H. D. Wuttke, “Automatic generation of an FPGA
based embedded test system for printed circuit board
testing,” in Proc. LATWZ2012, Quito, Ecuador, 2012,
pp. 75-80.

91



92

Error Localization in RTL Designs

[11] DIAMOND Project Web Page. [Online]. Available:
http://fp7-diamond.eu

[12] E. M. Clarke, M. Fujita, S. P. Rajan, T. Reps,
S. Shankar, and T. Teitelbaum, “Program slicing
for VHDL,” in Proc. Charme 99, Bad Herrenalb,
Germany, Sep. 1999.

Maksim Jenihhin is senior research fellow at
Tallinn University of Technology (TUT), Estonia. He
received his PhD in computer engineering from TUT
and his research interests include manufacturing
test, functional verification, and debug of hardware
and EDA. He is a Member of IEEE.

Anton TSepurov is a PhD student at Tallinn
University of Technology (TUT), Estonia. He received
his MSc in computer engineering from TUT and his
research interests include hardware modeling for
functional verification and debug. He is a Student
Member of IEEE.

Valentin Tihhomirov is a PhD student at Tallinn
University of Technology (TUT), Estonia. He received
his MSc in computer engineering from TUT and his
research interests include hardware debug and CAD
design.

Jaan Raik is a professor at Tallinn University of
Technology (TUT), Estonia. He received his PhD in
computer engineering from TUT and his research
interests include high-level test pattern generation,
verification, and automated debug of digital systems.
He is a Member of IEEE.

Hanno Hantson is a PhD student at Tallinn Univ-
ersity of Technology (TUT), Estonia. He received his
MSc in computer engineering from TUT and his re-
search interests include verification of digital sys-
tems and mutation analysis.

Raimund Ubar is a professor at Tallinn University
of Technology (TUT) and Head of the Centre for
Integrated Electronic Systems and Biomedical Engi-
neering in Estonia. He received his PhD degree from
the Bauman Technical University in Moscow, and his
DSc degree from the Latvian Academy of Sciences.
His scientific interests include computer science,
diagnostics of technical systems, and application of
embedded systems in biomedical engineering. He is
a Golden Core member of the IEEE Computer Society.

Giinter Bartsch is a freelance software devel-
oper and systems administrator. He received his
computer science diploma from University of
Stuttgart, Germany. His research and developer
interests include compilers, EDA tools, electronics,
and free software.

Jorge Hernan Meza Escobar is a scientific
assistant and a PhD candidate at the limenau
University of Technology (IUT), Germany. His re-
search interests include embedded processor de-
sign, board-level testing, and FPGA based testing.
He has an Electronics Engineering degree from the
Universidad del Valle, Colombia. He is a Member of
the IEEE.

Heinz-Dietrich Wuttke is a senior researcher
and lecturer at the limenau University of Technology
(IUT), Germany. He has a PhD in computer engi-
neering from the IUT. His research and teaching
interests include the design and validation of digital
and parallel systems. He is a member of the German
Informatics Society.

M Direct questions and comments about this article
to Maksim Jenihhin, Department of Computer Engi-
neering, Tallinn University of Technology, Tallinn,
Harjumaa 12618, Estonia; maksim@ati.ttu.ee.

IEEE Design & Test



Appendix V

Research paper V

Raik, Jaan; Repinski, Urmas; Hantson, Hanno; Jenihhin, Maksim; Di Guglielmo,
Giuseppe; Pravadelli, Graziano; Fummi, Franco. “Combining Dynamic Slicing
and Mutation Operators for ESL Correction”. Proceedings of the 17th IEEE
European Test Symposium, IEEE Computer Society Press, 2012, pp. 1-6.

Contributes to Section 4.3 of this Thesis. The author’s contributions are:
developing the mutation-based fault model in cooperation with Giuseppe Di
Guglielmo from the Univesity of Verona during the author’s stay in Verona,
proposing an improved classification of faults.
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Abstract

Verification is increasingly becoming the bottleneck in
designing digital systems. In fact, most of the verification cycle
is not spent on detecting the occurrences of errors but on
debugging, consisting of locating and correcting the errors.
However, automated design-error debug, especially at the
system-level, has received far less attention than error detection.
Current paper presents an automated approach to correcting
system-level designs. We propose dynamic-slicing and location-
ranking-based method for accurately pinpointing the error
locations combined with a dedicated set of mutation operators
for automatically proposing corrections to the errors. In order
to validate the approach, experiments on the Siemens
benchmark set have been carried out. The experiments show
that the proposed method is able to correct three times more
errors compared to the state-of-the-art mutation-based
correction methods while examining fewer mutants.

1 Introduction

Increasing design costs are the main challenge facing the
semiconductor community today. In particular, assuring
the correctness of the electronic design, since the early
stages of the design cycle, contributes to a major part of
the problem [1]. However, localization and correction of
design errors, i.e., debug, has received far less attention
than error detection, both, in terms of research works and
industrial tools introduced [2]. As a consequence, in
industrial practice, debug is still a human-based activity
that affects time-to-market [3].

The debugging approaches proposed in the past for
logic and register-transfer (RT) levels, e.g. [16][17][18],
cannot be applied for designs at electronic-system level
(ESL) or their feedbacks are not sufficiently readable for
this abstraction level. At ESL, designs are described in an
algorithmic way with a high level of abstraction with
respect to the final hardware implementation [1].

In this context, more effective methods for automating
ESL debug are highly requested. Consider the case where
a designer has a bug-affected ESL implementation. That
is, an erroneous behavior of the implementation, with
respect to the expected functionality, has been already
(automatically) detected. Automated debug of errors
consists of two steps: error localization and error
correction. Error localization identifies the portion of the
design responsible for the erroneous behavior, while error
correction is responsible for locally modifying the
functionality of the identified portion.

978-1-4673-0697-3/12/$31.00 ©2012 |IEEE

Giuseppe Di Guglielmo, Graziano Pravadelli, Franco Fummi

Department of Computer Science,
University of Verona, Italy
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while (a!=0) {
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(localization) CUECY;
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Figure 1. The proposed automated debugging approach for
ESL designs relies on dynamic slicing and location ranking
for error localization and code mutation for error correction.

For error localization, simulation-based [4][5][6][7][8]
[20] and formal approaches [9][10] are known. It is
widely accepted that simulation-based techniques scale
well with the design sizes, but are not exhaustive; while,
formal techniques provide a high grade of confidence in
the results, but are susceptible of the design complexity.

For error correction, error matching [12][13] and re-
synthesis [14][15][16][17][18] have been investigated in
literature. In particular, re-synthesis provides a correction
which is represented as a partial truth table based on the
stimuli under consideration. This kind of correction is not
readable and cannot be easily understood and verified by
the design engineer. Moreover, the resynthesized
erroneous portion of the design is likely to fail when new
stimuli will be added to the suite.

Recently, a more effective approach has been
proposed for software debugging, which relies on
simulation-based  localization and  error-matching
correction [19]. The authors apply a diagnosis tool, i.e.,
Tarantula [20], for calculating suspiciousness scores for
design portions and exploit mutation-based techniques to
repair C and Java applications. However, the
methodology is still affected by application size (in terms
of number of mutations per lines of code) and targets
mainly the control flow of software applications.

In this paper, we propose an approach, which, as
opposed to [19], implies a dynamic slicing based
methodology for error localization combined with a
dedicated set of mutation operators for automated
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correction of system-level design errors. Different from
[19] we consider corrections also in the data part of the
design. However, the number of mutations required by the
presented method is still smaller than in [19] due to more
accurate localization achieved by dynamic slicing versus
considering executed sentences applied in the Tarantula
tool [20].

Figure 1 provides an overview of the proposed
approach, which is based on three main iterative phases:
dynamic  slicing, location ranking, and ESL-code
mutation.

The dynamic slicing reduces the debugging analysis to
all the statements that actually affect the (erroneous) value
of an output for a given input. In particular, it provides the
relevant subset of the design statements where the
location-ranking phase has to investigate for the possible
cause of the error. As shown in Figure 1, a design may be
thought of as a collection of “threads”, each computing
the value of an output. The dynamic slicing isolates the
threads computing the erroneous outputs for the given
inputs, i.e., the erroneous slice.

Then, the location ranking assigns a score to each
statement in the erroneous slices. This score is the ratio
between the number of statements executed during runs
resulting in erroneous and correct behaviors. Intuitively, if
a statement occurs very frequently in erroneous
executions, it very likely contains a bug. In Figure I, a
more intense hue is associated with highly scored
statements.

Finally, the ESL-code mutation addresses the
correction of statements highly ranked as sources of the
erroneous behavior. Typically, mutation techniques are
used in testing for modeling realistic faults on correct
design; in the adopted error-correction methodology, the
mutation of a bug-affected design may result in a realistic
correction.

A final observation is necessary on the golden model,
i.e., the reference behavior of the ESL design during the
debug phase. In the adopted simulation-based approach,
the golden model may be indifferently (i) industrial test
cases, i.e., input stimuli and expected results, specified by
module designers, (ii) input stimuli and assertions
supplied with the design or (iii) results obtained by
abstract or different reference, e.g., executable-UML
models and alternative implementations.

The main contributions of the present work are:

e the development of an accurate-localization
methodology of bugs based on location ranking and
dynamic slicing that scale well with design sizes;

e the definition of a dedicated set of mutation operators
to model realistic errors in ESL designs;

e the development of a readable error-matching-based
correction for system-level designs.

As experiments show, our approach provides three
times higher success rate in terms of fixed errors in
comparison to the results published in [10] and [19],
while examining significantly fewer mutants.

The rest of the paper is organized as follows. Section
2 provides an overview of the related works. Section 3
describes the methodology for design-error localization
based on dynamic slicing. Section 4 introduces the
mutation-based-correction methodology for system-level
design errors. Section 5 provides experimental results
validating the ESL-repair approach on the realistic buggy
code versions represented in the Siemens benchmark suite
[10]. Finally, conclusions are drawn in Section 6.

2 Related works

In debugging, the error localization is considered the
most time expensive activity and its quality affects the
following (manual or automatic) correction phase [21]. In
manual error localization, engineers run the design with
some input stimuli till they observe a failure; then, they
iteratively place breakpoints, analyze the system status,
and backtrack to the error origin using a source-level
debugger, e.g., GNU GDB [22].

On the other hand, automatic error localization is
based on different methodologies. In particular, they may
be simulation-based and use coverage information
[6][7][20], binary search [8], and statistical analysis
[4][5]. As well, formal approaches for error localization
exist that are very effective but may suffer the state-
explosion of the underlying solver [9][10]. Of all these
solutions, the Tarantula [20] coverage-based approach has
been proven suitable for real-world designs. In the present
work, we provide an improvement for error localization,
which significantly reduces the overhead of the error-
correction phase based on ESL-code mutation.

After an error is detected and localized, it should be
corrected. Design-error correction for combinational
circuits has been thoroughly studied for decades. There
exist, both, error-matching-based [12][10][13] and re-
synthesis [14] approaches. There have also been attempts
to generalize the above methods for design-error
correction of sequential circuits [14][15]. In particular, the
SAT-based correction and re-synthesis approach
developed by Smith et al. [16] has been extended to
higher abstraction levels such as register-transfer level
[17][18].  The re-synthesis approach for high-level
design-error correction has two main limitations. The
correction is not readable and thus cannot be checked by
the designer. Moreover, the correction is limited to the set
of used stimuli: this is due to the logic optimization
freedom created by the partial truth table of the portion to
be repaired.

Finally, in [10] a symbolic-simulation-based
approach is proposed for both error correction and
localization in ESL designs described as C programs. All
the reasoning is done with a Satisfiability Modulo Theory
(SMT) solver [11], thus it can be classified as a formal
method. In particular, the approach performs the error
correction by using approximation heuristics and a
template-based methodology, which gives readable
corrections. In the experimental-result section, we provide



ESL MODULE H-GRrAPH STATIC EXECUTED DYNAMIC
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read(a,b,c); ® e —— o
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c=3; ° e —— o
a=c+2;} . e ——> o
} else {
a=b-c; °
out=a; n, () e —— o

Figure 2. The ESL description is modeled as a flowgraph,
i.e., hammock graph. Simulation and slicing are performed
on the model representation.

comparisons of our approach and [10], showing better
correction  capability and  preserving correction
readability.

3 Dynamic Slicing for Error Localization

This section describes the proposed error localization
methodology, which is based on dynamic slicing. In
particular, Section 3.1 describes the adopted model for
ESL descriptions; Section 3.2 summarizes the dynamic
slicing methodology; finally, Section 3.3 describes the
methodology for ranking the error location. The accurate
localization of errors permits to significantly reduce the
overhead of the following mutation-based correction
phase.

3.1 Flowgraph based modeling of the algorithmic level

In this paper, we consider automated debugging of
ESL designs. In order to formally represent the ESL
algorithmic descriptions we have chosen the flowgraph
model as an underlying model. In such flowgraph, there is
a one-to-one correspondence between the program
statements and nodes and edges represent the control flow
of the program. More precisely, the model representation
is a special case of flowgraph known as the hammock
graph [25], which was proposed for program slicing in
[26]. Hammock graph is defined as follows.

Definition 1: A hammock graph is a structure H=<N,
E, ny, n,>, where N is a set of nodes, E is a set of edges in
NXN, ny is the initial node and n, is the end node. If (n, m)
is in £ then n is an immediate predecessor of m and m is
an immediate successor of n. A path from a node n; to a
node n, is a list of nodes py, pi, ..., px such that py = ny, py
=my, and forall i, 1 <i<k- 1, (p;, pix1) is in E. There is a
path from n, to all other nodes in N. From all nodes of N,
excluding n,, there is a path to n,.

Figure 2 presents a simple ESL functionality in C
language, i.e., column ESL MODULE, and the
corresponding flowgraph H, i.e., column H-GRAPH. In the

following, we introduce some definitions in order to
explain the slicing process on flowgraph structures.

3.2 Model slicing

We apply dynamic slicing in order to narrow the
search of the causes of design errors in algorithmic
descriptions. In this Section, we provide a brief
introduction to slicing techniques and explain how we
implement dynamic slicing in design error localization.

Program slicing [26] is a technique for extracting
portions of a program affecting a selected set of variables
of interest. By focusing on the computation of only few
variables the slicing process can be used to discard
portions of the program, which cannot influence these
variables, thereby reducing the size of the program. The
reduced program is called a slice.

Slices reproduce a projection from the behavior of the
initial program. This projection represents the values of
certain variables as seen at certain statements.

Definition 2: A slicing criterion of a program P is a
tuple (x,”), where x is a statement in P and V is a subset
of the variables in P.

Informally, given a slicing criterion C = (x, V), a static
program slice S consists of all statements in program P
that may affect the value of ve V for a set of all possible
inputs at the point of interest, i.e., at the statement x.
Static slices are computed by finding consecutive sets of
indirectly relevant statements, according to data and
control dependencies. Unfortunately, the size of the slices
so defined may approach that of the original program.
Indeed, static slicing preserves the behavior of the
original program for all the possible input values. In this
case, the usefulness of the slices in debugging tends to
diminish as the size of the slices increases.

In [27], Korel and Laski introduced a more accurate
slicing technique, i.e., dynamic slicing. Dynamic slicing
provides more narrow slices, preserving the behavior of
the original program and consisting of only the statements
that influence the value of a variable for a given input.

Figure 2 illustrates the concepts of static and dynamic
slicing applied to the flowgraph representation of a ESL
functionality. In particular, the Figure reports an intuitive
correlation between static slicing, execution trace, and
dynamic slicing. Let us consider, for example, the slicing
criterion C = (ng, {out}). In this case the ns is the end
node n, of the hammock graph. The black dots in the
column STATIC SLICING indicate the statements included
into the slice in case of static slicing. These mark the
statements that are needed in order to calculate the value
of variable a at node ng. As we can see the node n, is
excluded from the slice because the statement 5=0 is not
necessary for calculating the value of variable out at node
Ng.

The column DYNAMIC SLICING refines that slice
according to the execution trace obtained with actual
value assignments. Assuming that variables get



assignments =2, b=4 and ¢=7, we obtain the slice shown
in the last column of Figure 2. The else branch of the
condition is not activated by these input values and
therefore the respective statement are not included into
the slice. The column EXECUTED STATEMENTS shows all
the statements that were executed in current trace with the
given input assignments. As we can see, the statements
occurring in the dynamically-computed slice are a proper
subset of the statements in the statically-computed slice
and execution trace. This narrows the search space of the
following step for ranking the error locations.

3.3 Slicing-based error localization

In current paper, we consider a design-error-
localization approach, where ESL implementations fail on
some of the given test cases. The error localization relies
on error detection results. The mechanisms of the latter
are out of scope of this paper and may involve for
instance the golden output responses specified by the test
cases, assertions supplied with the test environment or
results obtained from a analyzing the specification (e.g.
UML, SW program, etc.).

The error localization proposed in current paper is
based on calculating the dynamic slices for all the
observable outputs of the system with all the test cases.
Depending on whether an output response obtained by a
given slice is correct or not, the slice is marked as a
passed or failed one, respectively. Then, a statistical and
coverage-based approach is implemented assigning score
to flowgraph nodes based on the number of times they
were included into failed slices with respect to the number
of times they occur in the previous executions. Finally,
the flowgraph nodes are ranked according to this score,
referred to as the suspiciousness score.

In details, the error ranking and localization takes
place as follows. Let 7 be a test suite consisting of test
cases f for verifying the functionality of the ESL
description. Let H be the flowgraph associated with the
description. Let y; be the observable output variables of
the design. Finally, let the nodes #; of H be the respective
nodes were value assignments to y; are made. Over each
test case # and, in turn, over each observable output
variable y; we generate a dynamic slice dj according to
the values of current test case ¢ and a slicing criterion C =
(xj, {}), where x; is the statement at the flowgraph node
n;.

' If y; resulted in a correct value at test case #, then the
dynamic slice dj; is included into the set of passed slices
Drassep. Otherwise, it is included to the failed slices, i.e.
dij€ Dpaiep. Each node ny of flowgraph H gets a score
according to the number of times cpaygp it is included
into the set of failed slices Dyanep and the number of
times cpassep it is included into the set of passed ones, i.e.
Dppssep- This score of suspiciousness is calculated as
follows:

Table 1. List of mutation operators for correction

MUTATION OPERATOR C OPERATORS/EXAMPLES
AOR (arithmetic operator replacement) +, -, %/, %
ROR (relational operator replacement) =, 1= > < >= <=
LCR (logical connector replacement) &&, ||
ASOR (assignment operator w0y
replacement) =SS Y% S
UOR (unary operator replacement) + -~ !
Bitwise operator replacement <<, >> &, |,
Bitwise assignment operator <<=, >>=, &=, =, A=

replacement

Increment/decrement operator X+, -, Xeey o
replacement

Number mutation (decimal digit
replacement in integers, floats and 0..9
array indexes)

Constant replacement
unary minus/ unary plus/ zero

+C,0,-C

. CFAILED
suspiciousness(n;) = ————
CraiLEp  CpassED

The nodes n, are ranked according to the
suspiciousness score with more probable candidates for
error correction having higher score values. This ranking
is used for selecting statements to be corrected by the
mutation-based methodology presented in the following
section.

4 Mutation-Based Error Correction

Mutation is a process, where syntactically-correct
functional changes are inserted into the program [28].
Traditionally mutations are performed by perturbing the
behavior of the program in order to see if the test suite is
able to detect the difference between the original program
and the mutated versions. The effectiveness of the test
suite is then measured by computing the percentage of
detected, or killed, mutations.

In this paper, we apply mutation operators for
correcting erroneous circuits. The goal is to develop an
error-matching based correction approach, which would
be capable of modeling realistic design errors. Moreover,
it is crucial to select a limited number of mutation
operators, because the perturbation and simulation of
erroneous design implementations with a large number of
error locations and mutant operators would become
prohibitively time-consuming.

Table 1 presents the set of ESL-mutation operators
which were implemented in the error-matching based
correction method developed in this paper. Since we
target ESL descriptions in C language, we only focus on
algorithmic aspects of the description and do not consider
software-specific constructs and related errors, such as
dynamic-memory allocation, pointer arithmetic, and file



Table 2. Characteristics of the Siemens benchmarks.

DESIGN LoC  TEeST-CASE# FAULTY-VERSION #
replace 507 5542 32
schedule 397 2650 9
schedule2 299 2710 9
tcas 174 1608 41
tot_info 398 1052 23
print_tokens 539 4130 7
print_tokens2 489 4115 10

I/0. This permits to reduce the overhead of the code-
mutation phase and address only system-level issues.

In particular, the mutation operators include
replacement of C language operators, which have been
divided into several groups: arithmetic operators,
relational ~operators, assignment operators, unary
operators, etc. In addition, number mutations are
performed by replacing each decimal digit in the numeric
values one-by-one with other decimal values. This
includes both, integer and floating point numbers and it
covers also the array indexes. Also, constants are mutated
by inserting unary operators + and — as well as replaced
by zero.

Figure 3 explains the mutation-based correction
process. Subsequent to the error location step described in
Section 3, which ranks the statements of the program, the
suspected error locations are iteratively tried according to
their rank. The operators in the statements are, in turn,
iteratively substituted by mutation operators, i.e., valid
operators from the same category. In other words,
replacing arithmetic operators by arithmetic operators,
relational operators by relational ones etc. These iterations
stop when the simulation result confirms that the mutated
program provides output responses equal to the golden
output responses, in other words, a correction has been
found. Otherwise the process continues until there exist
untried error locations and/or mutant operators, or when a
user-specified time limit is reached.

The mutation-based correction method proposed in
this paper is an error-matching approach. Error-matching
is known to have the limitation that it is generally not
capable of fixing errors that are not included to the model.
On the other hand, the mutation-based error-matching
provides easy-to-read corrections of system-level
descriptions. Moreover, our experiments show that the
mutation-based approach can fix some of the not modeled
errors by proposing alternative but equivalent fixes.

5 Experimental Results

The proposed debugging approach has been
implemented as a module of a larger tool, i.e., FOREnSiC
[24], which also features formal and semi-formal
approaches for debugging of ESL design [10]. Our
framework  supports  debugging of algorithmic
descriptions of hardware in C language. In order to
evaluate the proposed method, experiments on Siemens

Flowgraph H

Ranked list of
error locations
Library of
ESL-mutation
Mutated operators
Flowgraph H’
Testcases:
Flowgraph simulation Stimuli &
& comparison expected
responses

YES

Untried
locations /
mutants?

H’ and expected
esponses match?

NO

| Error corrected | | No correction found

Figure 3. The mutation-based error correction flow.

benchmark suite [23] comparing it to a recently published
formal [10] and dynamic [19] technique were carried out.
We applied the front-end of FOREnSiC for generating the
flowgraph models for the C language designs.

In Table 2, the main characteristics of the benchmark
circuits are presented. Column LOC shows the number of
lines of code for the corresponding C designs; column
TEST-CASE # shows the number of test cases for the
design, which include both failing test stimuli and passing
stimuli; finally, column FAULTY-VERSION # shows the
number of faulty versions of the benchmark programs.
We excluded one faulty version from benchmark
schedule2 because the design error did not result in any
test case failure making the correction process
meaningless.

In Table 3, the results of the design error correction
experiments are presented. Current method is compared
to two recently published methods: a symbolic-
simulation-based method [10] and a mutation-based
method [19]. For each methodology, columns # FIXED
show the number of corrected faulty model versions and
Columns % FIXED show the percentage of corrected
models from the total number of faulty model versions.

As it can be seen from the table, the proposed
approach clearly outperforms [10], where only 8 faulty
versions (out of 41) of tcas design are analyzed. The
approach in [10] is able to correct 7 out of these 8 faulty
versions, whereas our approach corrects all 8.
Furthermore, due to the underlying solver, the formal
approach [10] is only able to model the designs whose
bit-width is reduced from 32 to 8 bits.

With respect to [19], current method increases the
percentage of successful corrections from 16.0% to
50.3%. Thus, the rate of corrections is increased by the
factor of three.

It is important to stress that the increase in successful
fixes does not come at the expense of more mutants to be



Table 3. Design error repair experiments.

FMCAD’11  STVV’10
DESIGN [10] [19] CURRENT METHOD
% # % # %  MUTANTS
FIXED FIXED FIXED FIXED FIXED FIXED EXAMINED
replace - - 3 94 12 375 8552
schedule - - 0 0.0 2 222 188.0
schedule2 - - 1 11.1 3 333  460.7
tcas 7 17.1 9 220 26 634 131.1
tot_info - - 8 348 15 65.2 781.3
print_tokens - - 0 0.0 1 143  825.0
print_tokens2 - - 0 0.0 7 700 9523
Total: N/A 16.0 504 599.1
considered. The last column of Table 3 shows the

localization accuracy in terms of the average number of
examined mutants per design error. In fact, this number is
599.1, which is even slightly less than 642 mutants in
average obtained in [19].

The significant increase in successful corrections with
respect to [19] is due to the selection of mutation
operators, which are not limited to control flow errors.
The run-time advantages in terms of the number of
mutants examined comes partly from the more accurate
diagnosis method based on dynamic slicing and location
ranking.

6 Conclusions

The paper presents a method for correcting design
errors in algorithmic descriptions of system-level
hardware. The method applies dynamic slicing and
location ranking to accurately pinpoint the error locations
and combines it with a dedicated set of ESL-mutation
operators for automatically proposing fixes to the errors.
In order to validate the approach, experiments on the
Siemens benchmarks have been carried out.  The
experiments show that the proposed method is able to
repair three times more errors than previously achievable
by mutation-based repair while examining fewer mutants.
In addition, the method clearly outperforms a recent
formal correction approach.
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