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Adaptive secure data transmission method for OSI level 1

Abstract

This thesis discusses the problems of physical level data transmission of biomedical
information systems over different channels in telecommunication networks. Existing standards
of band-limited data transmission (modem standards) are based on hardware technology and
defined for fixed not varying channels characteristics (bandwidth, signal-to-noise ratio etc). The
methods recommended are not adaptive and thus modems do not show high performance used
over different channels. On the other hand software based modulation systems use Fourier the-
ory and algorithms in generation and detection of complex multi-carrier waveforms, which
gives the possibility to obtain a higher performance than traditionally. Adaptive data communi-
cation based on software algorithms is used increasingly in modern wired and wireless commu-
nication networks as a result of technology development. These adaptive data communication
methods give security and near optimal performance (bit rate, bit error rate etc) in different
cases. These systems are investigated in this thesis and applied to the biomedical data transmis-
sion needs of the future.

The research methods are:

- Literary research is used in problem formulation and review of studies.

- Measurement of data communication in digital network is an approach to investigate data
transmission problems.

- A robust tool (worksheet modeling and simulation) was developed for evaluation of voice
coding, Gaussian or granular noise channels, and legacy and adaptive modulation methods.
Simulations with this worksheet method help in investigating new modulation methods
(waveforms).

- Discrete Fourier transform is used as the main mathematical method throughout this thesis
in the design of modulation methods and modeling of waveforms.

Results are verified as:

- Simulation results are verified with standard data modem measurements and literature.

- A prototype adaptive modem is designed based on the simulation research results.

- Research results are verified with field tests using adaptive modem prototypes.

- Error performance and sensitivity study of the modeled communication system is made
with data transmission simulations using band-limited adaptive multi-carrier data transmis-
sion waveforms over different channels.

The results are: traffic analysis of a biomedical data system, design of a robust worksheet
simulation system, formulation and analysis of the adaptive band-limited data transmission for
Gaussian and granular channels, and an adaptive data modem prototype based on discrete Fou-
rier transform (DFT) approach. The main contribution of the thesis is: formulation of the adap-
tive secure data communication method for OSI level one (physical), its potential application
(a proposal) and new knowledge of the use of DFT in generation and detection of waveforms.



Adaptiivne turvaline infovahetuse meetod OSI tasemele 1

Kokkuvote

Kiesolevas viitekirjas késitletakse probleeme, mis on seotud biomeditsiinilise info vahetusega
telekommunikatsioonivorkudes, kasutades erinevaid infokanaleid. Olemasolevad, piiratud riba
korral kehtivad, infovahetusstandardid (modemi standardid) baseeruvad riistvaralisel tehno-
loogial ja kehtivad fikseeritud, mitte muutuvate infokanali parameetrite korral (ribalaius, sig-
naal-miira suhe jne). Soovitatud meetodid ei ole adaptiivsed ja sellised modemid ei saavuta
korgeid tehnilisi nditajaid muutuvate infokanalite korral. Samal ajal tarkvaral baseeruvad mo-
dulatsioonisiisteemid kasutavad Fourier teisendust ning algoritme nii komplekssete multikan-
desageduslike signaalide genereerimisel kui detekteerimisel, mis annab vdimaluse saavutada
paremaid tehnilisi néitajaid kui eespoolnimetatud traditsiooniliste siisteemide abil. Tehnoloogi-
lise arengu tulemusena leiab

kaasaegsetes nii traat- kui ka traadita sidevorkudes iitha laiemat kasutamist adaptiivne
andmevahetus, mis baseerub vastavatele tarkvaralistele algoritmidele. Sellised adaptiivsed
infovahetusmeetodid kindlustavad parema turvalisuse ja optimaalsele ldhedased tehnilised
parameetrid (iilekandekiirus, vigade arv jne) véga erinevates olukordades. Kidesolev viitekiri
ongi pithendatud adaptiivsete siisteemide uurimisele, samuti nende praktilise kasutamise vGima-
lustele tulevikus erinevates biomeditsiinilistes infosiisteemides.

To6s kasutatud uurimismeetodid:

e Kirjanduslikku uurimist on kasutatud probleemi formuleerimisel ja iilevaatelises osas.

¢ Infovahetuse parameetrite mddtmist digitaalses vorgus on kasutatud vastavate
andmevahetuse probleemide uurimisel.

®  On vilja tootatud lihtne toovahend (probleemi modelleerimiseks ja simuleerimiseks),
mille abil on uuritud kdne kodeerimist, Gaussi ja digitaalseid miirakanaleid ning
fikseeritud ja adaptiivseid modulatsioonimeetodeid. Selle viljatootatud meetodiga
simuleerimine vdimaldas uurida erinevaid modulatsioonimeetodeid ja signaalikujusid.

e Pohilise matemaatilise meetodina on selles véitekirjas kasutatud diskreetset Fourier
teisendust nii erinevate modulatsiooniviiside viljatodtamisel kui ka signaalikujude
modelleerimisel.

Saadud tulemusi on kontrollitud, kasutades:
® Simulatsioonide tulemusi on vdrreldud nii standardsete modemite mddtetulemustega

kui ka kirjanduse pohjal.

* Adaptiivse modemi prototiiiip on vélja tootatud kasutades simulatsioonidel saadud
tulemusi.

e Saadud uuringutulemusi on vorreldud erinevate adaptiivsete modemite prototiitipidele
korraldatud testidega.

® Modelleeritud infovahetussiisteemi vigade analiiiisi ja tundlikkuse uurimisel on kasuta-
tud piiratud sagedusribaga adaptiivse multikandesagedusliku signaaliga infovahetuse
simuleerimist iile muutuvate kanalite.

Too kdigus on saadud jargmised tulemused: biomeditsiinilise andmevahetussiisteemi info
liikkumise analiiiis, lihtsa simulatsioonisiisteemi viljatootamine, adaptiivse piiratud sagedusriba-
ga infovahetuse formuleering ja analiiiis nii Gaussi kui digitaalsete kanalite jaoks ning diskreet-
sel Fourier teisendusel (DFT) baseeruva adaptiivse modemi prototiiiibi viljatootamine.
Viitekirja pohiliseks panuseks on: adaptiivse turvalise infovahetuse meetodi OSI tasemele 1
formuleerimine, selle potentsiaalne kasutamine (ettepanekuna) ja uued teadmised DFT
kasutamisest signaalide genereerimisel ja detekteerimisel.
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Chapter 1

1. Introduction

This chapter is organized into background, motivation of the work, evolution of telecommuni-
cations, objectives and, outline of the thesis. The motivation includes earlier activities and work
experiences and contribution papers of this thesis. The evolution section gives a review of
other studies of telecommunications, standard modems and their performance, waveforms and
the idea of multi-carrier systems. Research methods and research problems are discussed in the
last section: objectives of the thesis and outline of the work. The objectives describe the aim of
the research. Formulation of the adaptive secure data communication method for OSI level one,
its potential applications and new knowledge of the use of discrete Fourier transform (DFT) in
generation and detection of waveforms is the expected benefits of this study. The outline of the
work defines the structure of the thesis.

1.1. Background

The most unfortunate things in the modern world awoke the world, the World Trade Center on
September eleven in 2001 and an earthquake followed by a tsunami in Asia on Boxing Day
26.12.2004, when we think of all the precautions against manmade catastrophes and convul-
sions of nature. The former perfected a military transformation in USA. The latter made it clear
that an information system based on telecommunications could have saved most of the nearly
180 000 deaths. It is sad that a working alert system was not made there, in spite of the technol-
ogy known and used in most countries in the Pacific Basin. The Pacific Tsunami Warning Cen-
ter (PTWC), established in 1949, provides warnings for teletsunamis to the areas and US inter-
ests.

The communication system from the information source via radio waves (public broadcast,
mobile cellular, satellite service etc) to the people exists. The completing alternatives to public
broadcasting, for example messages with cellular phones, can serve as redundancy in securing
the authority made alerts. The motto of the Signal Regiment of the Finnish Defence Forces
(FDF) says “Denuntiatio solum translata valet”. The tsunami also reminds the author of the de-
velopment efforts within telemedicine in general as one of the most important issues. It is worth
all the efforts already made and those that will be made in the future. This encourages the au-
thor in publishing some results of the secure adaptive data communication methods studied and
developed during several years and especially during 2000-2005 at the Tallinn University of
Technology. The results of this thesis will be presented on the following pages. An adaptive
data communication method (soft data generation and DFT detection method) will be presented
that can be included in public broadcasting systems all over the world. The idea is that broad-
casting stations are coupled in the alerting data sources and local authorities have standard re-
ceivers equipped with a small additional audio circuit for detection of an alerting coded wave-
form. For telemedicine communications the waveform will be proposed as a secure OSI level 1
wireless data transmission.
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1.2. Motivation of the Work

The public switched telephone network (PSTN) in Finland was in an early phase of the auto-
matic traffic during the time 1968-1970, when the author was an office engineer at the Post and
Telegraph Administration in Helsinki. The value of automatic telephone networks was well un-
derstood during the automation projects in various places in Finland (Porvoo, Imatra, Keuruu,
Lieksa, Kristiinankaupunki, Saarijérvi, Kemijarvi etc). The author completed his M.Sc thesis in
1969 about the R2, which is a MFC signaling in the automatic PSTN. The result of that work is
described in reference [Par00].

During active military service in 1970-1977 the author was also involved in discussions
concerning the automation of the, at that time, manual tactical military telephone ser-
vices [Lei72]. The author’s first post-graduate thesis (Lic.Tech 1975) and a publication
in HUT (1987) was a result of the studies for the evaluation of the availability of a lim-
ited network, papers [Lal75] and [Lal87]. For eleven years, 1977-1988, the author worked
at the vocational training centers at Jyviskyld leading a department and at Jarvenpidid as a
leader. Among several activities during that time he was also involved in the development of
training programs for numerically controlled (NC) machinery and microcomputers. At that time
the evolution of microprocessors and personal computers (PC) was intensive. The use of PCs in
education and small businesses with the idea of electronic sheet, Visicalc in 1978-1979
[Rad80], was started. The author also had the TRS-80 Model I at home.

The post of Assistant Professor of Applied Electronics at Lappeenranta University of Technol-
ogy was founded in 1989 and the author was its first holder conducting courses on “Microproc-
essors” and “Machine language programming. The author published a textbook about micro-
computers used in vocational training centers and Lappeenranta University of Technology. At
Helsinki University of Technology the author has conducted courses on “Teleautomation” in
1984-1985 and 1988-1989, and “Digital systems” in 1990-1991 working at the Department of
Electrical and Communications Engineering.

The automation and digitization of military networks, both tactical (moving) and strategic
(fixed), and the start-up of the military information age with the Intranet and first personal
computers (PC) was established in about 1988. This time was his second military service in
1988-2004 (retired on 31.12.2004). The author designed training guides and planning methods
for new systems including modeling and simulation methods described in references [Cac93,
Mis98] and a robust simulation tool of his own [LalO4a-b]. Design methods for the tactical ra-
dio links and wireless networks were one of the main efforts during 1998-2004. The network
planning system is based on modeling and computer simulations using cartographic data from
Finland (digital maps, elevation models, clutter and forest height information).

Oracular forecast is found in reference [Fdf03] about the roles and tasks of defense forces and
their mutual relations. International peace keeping forces are gaining a more significant role as
the threat of armored attack diminishes. Large-scale national disasters and defense against ter-
rorism necessitate the use of armed forces in support of Civil Society. The reference presents a
software radio program and its new adaptive wideband networking waveform for FDF [Fdf03].
Also the need of command and control (C2) systems with wireless communication networks
using (VHF, UHF) digital radios motivated into several studies of adaptive data communication
systems One result of the author’s studies in these areas was the concept of an adaptive modem
and later an adaptive security method for data communication [Lal99, Lal00, Lal02, Lal04b].
The adaptive modem was found as a novel solution in the PCT review in 1999. Both the adap-
tive securing method for OSI level one (physical) data transmission and the adaptive modem it-
self have been awarded with an invention prize of the FDF in 1999 and in 2002. This system is
the main result in this thesis, discussed in several references [Lal97a-b, Lal99, Lal00, LalO1,
Lal02, Lal0O4a-b].
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The background described above gave the motivating force for the academic work at the Tallinn

University of Technology during 2000-2005 with the results published in the following pro-

ceeding of

- Eurocom conference 2000 in Miinchen “Adaptive modem” [Lal00].

- MILCOM conference 2001 in MacLean, USA with title “Adaptive modem techno logy”
[LalO1]

- MILCOM conference 2002 in Anaheim, CA, USA with title ‘Basic theory of adaptive data
transmission” [Lal02].

- ESM conference 2004 in Magdeburg, Germany with title ‘Modeling and simulation of
biomedical data networks” [LalO4a].

- MILCOM conference 2004 in Monterey, CA, USA with title ‘Robust simulation of wav e-
forms™ [Lal04b].

The main contributions of this thesis are in the theory of adaptive data communications, a simu-

lation of telemedicine traffic, and the soft detection and generation method of adaptive band-

limited waveforms based on the discrete Fourier transform (DFT), Appendix 1. The result of the

studies is defined in the proposal for secure telemedicine and biomedical information data

transmission method for OSI level 1.

1.3. Evolution of Telecommunications

A Shannon’s result is the concept that every communication channel had a speed limit, meas-
ured in binary digits per second. The famous Shannon Limit is the familiar formula for the ca-
pacity of a white Gaussian noise channel [Sha48]. In a paper [Mos02] a new paradigm called
‘capability" is proposed, which gauges the effectiveness of a steganographic method. It includes
payload carrying ability, detectability, and robustness components. A demonstration is made
that a compressed image (JPEG) always has the potential to carry hidden information [Mos02].
In the adaptive data transmission method studied in this thesis hidden information will be car-
ried in the signal space. The use of zero-error capacity for channel analysis is discussed. The
error free channel capacity is one substance used in this thesis.

1.3.1. Studies of Telecommunication

Alec Reeves invented PCM in 1937 as a result of a research group in Paris [Alc92, Rob04].
Severe problems with noise and distortion were reported while bandwidth was large in radio
links. Technologically it was too early to use PCM in practice. The encoding of signals with 1-
bit code has been studied quite early 1946 [Del46]. The introduction of delta modulation (DM)
by de Jager was made in 1952 [deJ52]. Voice coding methods (PCM and DM) produce granular
noise. Bandwidth and signal-to-noise ratio (SNR) are important parameters used in evaluation
of a system’s pe rformance in this thesis.

Voice Grade Data Communication

At present, ‘capacity" is the prevailing paradigm for covert channels. Voice grade data trans-
mission on wired channels has been studied by ITU-T as early as in March 1960 [Itt61, Itu60].
Modulation method of the first data transmissions was FSK and later MFSK. Modem develop-
ment is based on modulation method, bit rate and symbol rate, Table 1.1.

13



Table 1.1. Standard modems [Lal97a]

Year | Recommen- |Bit Spectrum | Carrier Symbol | Modulation
dation rate Hz frequency [rate
hit/s Measured | Hz haud
1964 | V.21 300 300 FEE
1964 | W.13 1200 Q00 - 2500|1300, 2100 |1200 FLK
1968 | V.16 2400 Q00 - 2700 | 1800 1300 4-DPSKE
1972 | V.26 bis 2400 000 - 2700 | 1800 1200 4-DPRKE
1976 | V.27 ter 4800 00 - 2000|1800 1600 3-DPRK
1976 | W.29 2600 1700 2400 18- AN
1980 | V.22 1200 g00 - 2900|1200, 2400 [ 600 4-DPRKE
1984 | V.22 bis 2400 g00 - 2050|1200, 2400 [ 600 16-0 AN
1984 | V.32 2600 300 - 2950|1800 2400 18- AN
1984 | W.33 14400 (300 - 3200|1800 2400 32-0AM
1994 | V.34 28800 1800 2400 18- AN
2800 32-0AM
3000 64-Q AN
version 96 31200 3200
33600 j429

Modem development is seen in the modulation method: phase difference, phase and amplitude
difference (QAM), and finally coding methods were used. The key idea was that the operations of
modulation and coding are combined. Limitations on conventional block and convolutional codes
on band-limited channels have motivated to introduce other coding methods TCM (Trellis-Coded
Modulation) scheme, discovered by G. Ungerboeck in 1976 [Ung82] and its several variants for
example iterative turbo BICM (Bit Interleaved Code Modulation) scheme [Big91 SNg03] for de-
creasing error probabilities.

Performance Analysis
The performance analysis for a TCM system with a Viterbi decoder [Vit67] is derived in refer-
ence [Ung82] as

The upper bound on the node error rate is

A0 E,
P <Q d;reeEs [ 4Ny ]T(D) (1 1)
‘T 2N '
0
with
)
D=e\*" (1.2)
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and the upper bound on BER is:

dz E {d%"ﬂ’E"]a
P SLQ free s v, | oD, 1) (1.3)
m 2N, ol
with
[
D=e*"") =] (1.4)

Where T(D) is the generating function of the direct graph (state diagram of the trellis code).
T(D,I) is the augmented version of 7(D)with components of the I terms denote the number of in-
formation bits errors associated with each error event. Ny is the one sided noise spectral density
of AWGN, E is the average energy of the signal constellation and m is the number of informa-
tion bits carried by each symbol.

The derivation of generating function is complicated as the number of states in the TCM in-
creases. At high S/N values an approximation is quite accurate without 7(D,I) [Ung82]:

2

P, =~N(d,,)Q Dty (1.5)
' 2N,
d d: E
P ~ free free ™ 's 16
[t Q —ZNO (1.6)

Here the N(dj.) is the average number of sequences that are distance df.. from the transmitted
sequence.

For example, using TCM the error rate can be reduced by three orders of magnitude (from 1 in 10
to 1 in 10000). In a classical view the spectral efficiency as the number of bits per second trans-
mitted per one hertz of bandwidth is decreased due to the increased code rate. However, the
modulation symbol set could be enlarged when coding is used relative to that needed for uncoded
case [Ung82] and:

- If the signal set dimensionality per info bit is unchanged the power spectrum remains unchanged
(no BW expansion or change in spectral efficiency).

- The signaling rate does not change if coding and modulation is performed with respect to ED
(Euclidean distance) between coded modulation sequences.

TCM code is recommended by ITU-T with

V.32 for 9.6 kbps over two-wire telephone lines and 14.4 kbps one-wire lines.

V.17 for use with 64-QAM and 128-CROSS 14.4 kbps FAX traffic over standard phone lines.
V.33 14.4 kbps and V.34 28.8 kbps.

For evaluation of a modulation method a formula for BER versus S/N (bit error rate versus sig-
nal-to-noise ratio) are generated.
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In general the Gaussian error integral, function Q(x), gives an approximation for error perform-
ance P, of sequences of transmitted symbols in signal space, where d,,,;, minimum Euclidean dis-
tance described in references [Vit67, Ung82]. At high signal-to-noise ratios [Ung87]:

o —y?

Q(x) = J— Jeay (1.7)

P = Q[‘;—jj] (1.8)
dfree

P,=N,0 o (1.9)

Where Ny, is the average number of sequences at dfree. In TCM the Euclidean distance df,eg be-
tween signal sequences is increased to get a lower error rate. The Euclidean distance between two
points p and g in N dimensions i=1...N as

=a Z(pl _qi)z (1.10)

Formulae (1.11)-(1.12) for FSK and DPSK are proper references for other modems developed
later, reference [Car86].

P =—e? (1.11)
For FSK, envelope detection, and modulation speed r, /B, =1.
P =—c", (1.12)

For DPSK, phase-comparison detection and modulation speed r, /B, =1.

A comparison of modulation methods is presented in reference [Car86] pp. 553-554. The selec-

_ —4
tion of a modulation method is made at a common standard for comparison purposes F,=10
For example, M-ary DPSK is a reference for modulation methods, formula (1.13). The perform—

=10™ 5B, =1..5

ance of 2-PSK...32-PSK is at 17 about bps/Hz and ¥ =821 4B,

_1 / in2 *_
P}’_KQ[ 4K7ysin 2M] (1.13)
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Where bit error rate is P, and ) is energy to signal ratio, data conversion factor is

K =log, M and number of symbols in a M-ary system, for example M = 2%,

In this thesis FSK and DPSK are used as references in performance analysis.

Waveforms
The basic waveform is a simple sinusoidal signal as presented in formula (1.14)

s(t) = Asin(27mft + P) (1.14)

It has four information carrying parameters in it (A, f, t and P). These parameters are used in
data modulation methods. The multi-carrier or multi-channel signals are described Waveforms
as a Fourier presentation in formula (1.15)

S(r) = %c + ian sin(27nft) + ibn cos(2mnft) (1.15)

Any signal can be presented as a Fourier series [Mar62]. An algorithm for the machine calcula-
tion of complex Fourier series was first presented in 1965 [Co065].

Digital Generation of Waveforms - A symbol-based approach

In present digital networks data transmission is virtually transmitted in digital form. The nature
itself is analog and also analog are the waveforms of Internet access circuits and radio waves
(presently called air interface, former name was ether). Thus the need for analog waveforms
and modeling methods still exists. However, the waveforms themselves can be made with digi-
tal modulation methods. The present studies of waveforms are focused on wideband applica-
tions (B-ISDN, UMTS, WNW etc) both in fixed wired and moving wireless systems. Several
applications are based on the OFDM waveform (Orthogonal Frequency Division Multiplexing)
scheme. The basic idea of multi-carrier modulation was introduced and patented in the mid 60s
by R.W.Chang [Cha66, Wei71]. The sampled waveform may be presented as x(t) in [Guo02]
formula (1.17). The analog signal at DAC output after quadrature modulation in a software ra-
dio type modulator is

5(1) = R{x(t)e’ @) (1.16)

With amplitude of the input signal to the RF transmitter

+oo Ng—1

T
x(r)=ZZ\/{[sﬂk)ﬂ;(k)]p(t—kﬁs—iTs>} (1.17)

i=0 k=0
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and the phase

S5 (1)

s, (1)

¢(t) =tan™'( ) (1.18)

where TS is the period of one time-domain OFDM symbol, NS is the number of samples in one
symbol after CP and p(t) is the pulse function of the symbols. The high peak-to-average-power
ratio (PAPR) of OFDM systems introduces non-linear distortion in the transmitter and causes
both in-band and out-of-band spectrum re-growth. Undesired effects are [Guo02]:

- Nonlinearities.

- Intermodulation among subcarriers.

- Undesired out-of-band radiation.

In general, the complexity of the equalizer grows with higher symbol rates because as the trans-
mission rate increases (symbol periods become shorter), the effects of ISI degradation are higher.
In the case of both DMT and OFDM, the channel is divided into many sub-channels situated in
different frequency bands, with each sub-channel utilizing a carrier with Quadrature Amplitude
Modulation (QAM). This allows a bit stream with a very high transmission rate to be sub-divided
into many bit streams with lower transmission rates, reducing the relative effect of ISI in each
symbol period (which is now longer) and allowing simplification of the equalizer. Therefore, both
OFDM and DMT systems can implement equalization in a simple fashion, due to their slower
symbol rates. The OFDM waveform is resistive against multi-path errors.

In this thesis band-limited multi-carrier waveforms are the main subject.

Channel Modeling

References of channel modeling [Sha48, Rum86, Agu03] and recommendations [Eur86, Itu88]
give a classification of channels:

AWGN used for theoretical modeling and reference in evaluations of modulation methods.
Granular noise channel is generated in the digitization process of analog signals.

Multi-path channel is a wireless (mobile cellular, radio broadcast) channel.

This classification is used in this thesis.

1.3.2. Evolution to Adaptive Communications
Adaptation is known as an adjustment by which a species improves its condition in relation to its
environment. Culture is the human adaptive system.

Idea of Multi-Carrier Modulation

The concept of Multi-Carrier Modulation (MCM) or Discrete Multi-Tone (DMT) has been known
for many decades. In the 1960s, a multi-carrier modulation technique known as Orthogonal Fre-
quency Division Multiplexing (OFDM) was invented, which utilized multiple sub-channels in the
frequency domain [Cha66, Wei71]. The basic idea of multi-carrier modulation was introduced
and patented in the mid 60’s by R.W.Chang. The channel is sliced up into narrow little bands and
multi-carrier modulation is used with individual modulation in each of the bands [Gal68, GalO1].
MCM techniques (OFDM and DMT) have evolved and have been adopted in various standard
bodies such as IEEE 802, American National Standards Institute (ANSI), European Telecommu-
nications Standards Institute (ETSI), and International Telecommunications Union (ITU). Multi-
Carrier Modulation (MCM) [Sta99], divides the data into a number of low rate channels that are
stacked in frequency and separated by 1/symbol rate. MCM, also called OFDM, is being pro-
posed for numerous systems including audio broadcasting (DAB), video broadcasting (DVB),
mobile wireless access (WLAN) and digital subscriber link systems (xDSL).
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Definition of OFDM

The recent OFDM method (sometimes called multi-carrier or discrete multi-tone modulation) is
the basis of several standardized systems for data networks and cellular radio communications. A
definition of OFDM systems [Eng03] describes it as: The available bandwidth W is divided into a
number Nc of subbands (subcarriers or subchannels) each of width f=W/Nc. Data symbols are
transmitted in parallel by modulating the Nc carriers. To assure a high spectral efficiency, the
subchannel waveforms must have overlapping transmit spectra. They need to be orthogonal for
enabling simple separation of these overlapping subchannels at the receiver. Multi-carrier modu-
lations that fulfill these conditions are called Orthogonal Frequency Division Multiplex (OFDM)
system.

OFDM System Model
A high-level block diagram [Ram02] is shown in Appendix 2. The system model of an OFDM
transmitter with RF is presented in reference [Guo02]. The information bits

[bib2bs... bu] (1.19)

are mapped into the I/Q channel baseband symbols using a modulation scheme such as phase-
shift-keying (PSK) or quadrature-amplitude-modulation (QAM). Then each group of N symbols
are packed into a parallel block

[$,5,8; Sy T (1.20)

at the input to the IFFT.

OFDM symbols in the time domain over time interval
reo.r,] (1.21)

are generated by the IFFT operation as,

1 &

s(ky=—=Y § e/?rn0-bN (1.22)
Wt

for k=[1,2,...,N]

Then in Cyclic Prefix (CP) insertion, the first G coefficients are repeated after the original N co-
efficients and made serial for quadrature modulation. The analog signal at DAC output after
quadrature modulation in a software radio type modulator is,

5(1) = R{x(t)e’ @) (1.16)

with amplitude of the input signal to the RF transmitter

+oo N-—1 T
x(0 = LY s] (0)+ 55 (0)1ptt —k=—=iT) (1.17)
i=0 k=0
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and the phase
¢() = tan™ (

5o (1)
11
5 ®’ .

Where TS is the period of one time-domain OFDM symbol, N is the number of samples in one
symbol after CP and p(t) is the pulse function of the symbols.

1.3.3. Discussion of Broadband Evolution

The evolution to adaptive communications is due to many different factors including the devel-
opment of MCM in the 1960s. Advances in the design of new communication systems are
based, later in the 1970s, on the microprocessor, software memory, digital signal processing and
chip manufacturing technology. Methods for doing coding, waveform shaping and equalization
are still a developing area in communications. The terms ‘multilevel QAM digital radio sy s-
tem” or ‘variable rate QAM” or ‘Symbol rate controlled modulation” were used i n the late
1980s. Self-adjusting adaptive systems and OFDM (Orthogonal Frequency Division Multiplex)
systems have been designed and used for many civil applications in the 1990s. The recent ubig-
uitous OFDM method is the basis of several standardized systems for data networks and cellular
radio communications. In the 1990s also a new concept “adaptive modulation”is used.

Modeling and simulations have been used for telecommunication network planning since the
development of simulation programming and the first simulators in 1964. Simulations are im-
portant in the evaluation and design of network structure, communication routes with traffic
calculations, link budgets, radio wave propagation and circuit level analysis. At about the same
time an algorithm for the machine calculation of complex Fourier series was presented in 1965.
In the 1970s Discrete Fourier Transform (DFT) was studied. Soft generation and detection of
waveforms with IFFT and FFT, Object-Oriented Analysis (OOA) were used in the 1990s.

Military applications will use new downloadable waveforms (a software algorithm) with Soft-
ware Defined Radios (SDR). WNW (Wideband Networking Waveform) waveforms will be
designed for military mobility and network access purposes according to some military devel-
opment plans during 2004-2007.

1.3.4. Discussion of Some Communication Problems

Biomedical Data Transmission Problems on Physical Level

Biomedical data transmission problems on the physical level of the OSI model are presented

according to reference [Var03]:

1. For the purposes of various databases and information systems off-the-shelf solutions are
available. There are already many standards for platform independent representation and in-
terchange of static or quasi-static medical records (patient data, insurance data, medical im-
ages etc.). These communication standards are based on the upper layers of the OSI model,
and the lower layers, like the physical transmission, the media access and the routing meth-
ods are not defined.

2. As it can be established, to fulfill all of these requirements we must define the lower layers
of the OSI model. Although many vendors are offering their monitoring systems, they lack
an open communication technology and so lack the ability of interchangeability between
devices of various vendors.
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3. Clinical monitoring and intensive patient care mean a much different problem. In these ap-
plications the various bedside medical equipment are to be networked at a lower level of
the communication hierarchy. This requires a dynamic, real-time, deterministic, fault-
tolerant, and secure data exchange.

The 802.x standards lack some or more of these features. According to a survey in 1989 the
main requirements of bedside medical monitoring systems are:

1. Interconnecting bedside devices of one or more patients.

2. Real-time, deterministic, secure data exchange

3. Frequent reconfiguration of the network, plug & play features (ease-of-use)

4. Support a wide range of existing hospital information systems and databases

Address Resolution Protocol (ARP) Problem

Address Resolution Protocol (ARP) Problem is presented in reference [Noo99]. The Address
Resolution Protocol (ARP) is the protocol used to map 32-bit IP addresses to the address
scheme used by the data-link layer. The data-link layer (sometimes called the network link
layer), which consists of the operating system device driver and corresponding network inter-
face card, is responsible for dealing with the physical transport media. Each network interface
has a unique hardware address, typically assigned by the manufacturer. ARP is often referred to
as a ‘dynamic” protocol. This is due to the fact that its operation occurs automatically. The
protocol works in the background, without concern to the application user or even the network
administrator. It is the dynamic nature of ARP, which causes security issues.

1.4. Objectives of the Thesis

The investigation of analog (voice, image) data communication waveforms over band-limited
on voice grade circuits, soft modulation and detection methods in the mobile wireless or fixed
wired networks is a general objective in this thesis. The focus is not in the wide bandwidth ap-
plications as in the general trend and in several other studies but in the limited base-band wave-
forms, modulation methods, and the security on the physical level (OSI model level 1), which
has not been studied in the references. In summary the main objective of this study is the devel-
opment or evaluation of a new concept of soft adaptive multi-carrier data transmission over
band-limited wireless and fixed telephone channels especially for alert, telemedicine and au-
thority needs.

According to reference [Var03] medical communication standards only exist at the moment for
the higher level of medical care, like various databases and hospital information systems, and
not for low-level communication between various diagnostic devices. The main goals are to
ensure a real-time, deterministic and secure data exchange between the linked devices, and to
present a user-friendly visualization of the patient' state.

Our main goal is to present a secure adaptive communication method for a medical data com-
munication of OSI level 1. The method is also proposed for secure alarm signaling systems.

1.5. Outline of the Work

This study is an analysis and synthesis of an investigation of an adaptive data communication
method proposed for telemedicine and alert systems. The method is based on the present net-
works and different channel types (AWGN, granular noise and multi-path). Biomedical data
processing and transmission are analyzed in Chapter 2. Transmission investigation methods are
measurements in Chapter 3, modeling and simulations in Chapter 4, and field tests with adap-
tive data modem prototypes and new waveforms in Chapter 5.
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The study is organized as follows: This Chapter is an introductory chapter including a review
of adaptive communications. Chapter 2 provides an introduction to biomedical data proc-
esses and data transmission based on the literature. Biomedical data processes and transmis-
sion usually involves high quality biomedical images. Chapter 3 is an analysis and measure-
ment review. The basic investigation results in developing new waveforms and evaluating
their functionality in available transmission channels are presented in Chapter 4. Chapter 5
presents the theory of generation and detection of waveforms using a DFT based approach.
In summary Shannon’s, Fourier and Chang’s theories are used in the formulation of the final
results. A proposal and discussion of the adaptive secure data communication application is
included for telemedicine and alert system. Chapter 6 is a summary of the thesis.
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Chapter 11

2. Biomedical Data Processing and Transmission

Biomedical data processing uses image information. The importance and value of IMAC
systems is found in medicine. Image management and communication (IMAC) has been
developing since the First International Conference on IMAC held in June 1989 in Washing-
ton D.C. New technological innovations, PACS, HDTV and ISAC, were discussed in the
second conference in 1991 in Kyoto. PACS is a picture archieving and communication sys-
tem. HDTV is a high definition TV. ISAC is an abbreviation of ‘Image Save and Carry”. A
medical image analysis and diagnosis system has been developed in Australia [Ead01] and a
system for patients as Patient-Centered Access to Secure Systems Online (PCASSO) in
USA. Biomedical data processes and standards are described in several references [Ima91],
[Bus02] e.g. European standardization in medical informatics is identified in a reference
[Ima91] pp. 230-234. Medical computing and data standards are introduced in [Bus02] pp.
85-98. The future and advances in telemedicine are surveyed in reference [Bus02] pp. 129-
136.

Security of biomedical or telemedicine data transmission on the OSI level, i.e. the physical
level, is not available as a standard [Har0O5]. Wireless mobile information transmission in
telemedicine is a new area of data transmission, legislation and studies. These areas and re-
cent needs brought about by tsunamis, e.g. warning systems, are the focus of this thesis.

2.1. Biomedical Information Systems

Development of E-Health and Telemedicine

Early days of and development of E-health, telemedicine applications and technologies are

described in references [EadsO1, MahO1, Rat05] as:

- The 1990s brought advances in image digitization and data compression technology,
which enabled videoconferencing over lower bandwidth lines i.e. voice grade telephone
lines and present wireless mobile phone connections.

- The typical telehealth model involves a hub hospital with satellite hospitals and clinics.

- Benefits of health care telecommunication technologies are: a. Distribution of resources.
b. Access to resources. c. Cost of health care.

- Challenges: a. Professional practice. b. Guidelines. c. Malpractice issues. d. Reimburse-
ment and legislation. e. Staff training.

- The boundary between medical and communication technologies will increasingly blur.

An important issue is the image resolution as:

- High resolution is crucial to teleradiology.

- Images have to be ideally transmitted by using lossless compression methods.

Three important attributes of image transmission are:

- Fidelity: Resolution, linearity and noise.

- Informativeness: The image conveys clinically important information.

- Attractiveness: The aesthetic properties.
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Local Area Network

Several different systems are in relation and connected together with a Hospital Information
System (HIS) using a local area network (LAN). Systems are according to reference [Ima91]:

- Picture Archiving and Communications System (PACS).

- Radiological Information System (RIS).

- Hospital Information System (HIS).

HIS deals with patient identification, blood chemistry, diagnosis, medical history, infection and
accounting. RIS consists of exposure record, file management, label print, reservation of
examination and accounting. The main problems of large picture archieving and
communication systems (PACS) are the need for high speed local network (LAN) and a mass
storage device. Two major components of PACS are: the network and the data base.

Some conclusions about the hi-speed network for PACS were made in reference [Ima91] p.32-

35:

- Atleast 100 Mb/s transfer rate in a network is equal to the present performance of the film-
based system.

- The rate of data generation with the paths that the information flows in hospital were
evaluated. ETHERNET had a signaling 10 MB/s but a transfer rate of about 200 kb/s. This
transfer rate is a limiting factor.

- The very high required transfer rate could be achieved by the signaling rate of PACS
network or the large efficiency of operation.

A prototype ETHERNET network XFT (eXtra Fast Transport) was designed in 1991 and is

described in reference [Ima91] p.32-35. The performance, 500 Mbit/s signaling and 450 Mb/s

fiber-optic serial point-to-point communication links, agrees with the specifications. In 1991

operating networks at gigabit per second speeds were demonstrated [Ste91].

Image Management and Communication

The image management and communication (IMAC) system has not been utilized as quicly as
expected since 1989 conference. Military operations (for example the Gulf War) is one area,
where IMAC systems were needed. The image management and communication system must
consist of [Ima91]:

- PACS (on-line).

- ISAC (off-line).

An Image Save and Carry (ISAC) committee was organised in 1989 supported by a foundation
established by the Japanese government.

An estimation of the annual data of an entire hospital in Japan during one year (1988) is given
in reference [Ima91] p. 67 as presented in Table 2.1.

Table 2.1. Annual data of a hospital [Ima91]

patients images data/image data volume
Plain study, CR 116,921+19,762 | 228,939+36,161 4.0 MB 916 MB+145 MB
Enhanced study 23,946 233,893 2.25MB 526 MB
CT, MR, nuclear 29,556 361,289 0.5 MB 180 MB
Total 190,194 860,282 1.7TB
2.8 GB/disk 680 disks

Another estimation of daily image volume in a hospital in Japan is also given in reference
[Ima91] p. 330 as presented in Table 2.2.
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Table 2.2. Daily image volume in a hospital [Ima91]

bits/image no of exposures bits
X-ray 2048x2048x1 900 4.0E10
CT 512x512x1 800 2.5E9
RI static 256x256x 10 0.3E8
dynamic 64x64x 50 2.5E6
DF 1024x1024x 600 0.6E10
MRI 512x512x 500 1.6E9
Total 2860 5.5E10

Another study evaluated the transfer speeds between neuroradiology network components.
Transfer rates versus times of a 60 images study varied from 171 kb/s versus 24.5 min to 677
kb/s versus 1.55 min. The low speed problem is disturbing in scanning images. However, the
lost images were reported to be even more of a disturbing problem, reference [Ima91] pp. 272-
271.

These results are interesting as a reference for this thesis.

Medical Diagnostic Imaging Support

The Medical Diagnostic Imaging Support (MDIS) system is a project of the U.S. Department of
Defense. The goal was to achieve filmless medical imaging operations in the 1990s throughout
the defense health care system.

A computerized analysis of lung textures for detection and characterization of interstitial
diseases in chest images based on the power spectrum is presented in reference [Ima91] pp.
280-283. A comparison of ROC analysis curves obtained from radiologists and by means of the
computerized method suggest that the computerized approach may provide perfornance similar
to human observers in distinguishing lungs with mild interstitial diseases from normal lungs.

Picture Archieving and Communication Systems

A simplified view of the Picture Archiving and Communications system (PACS) assumes that
it can be decomposed into the following classes of subsystems [Ima91] p.12:

- Acquisition.

- Distribution.

- Storage.

- Processing.

- Display.

Since 1983, in Personal Health Data Recording System (PHD-RS) Japan and Picture Archiving
and Communications system (PACS) in USA has started. The PHD-RS system is a personal
filing system to carry all medical information of a patient: medical images, laboratory findings
and past history under chronological editing. In the concept of PHD-RS in 1982, all personal
data concering medical information must be gatherted onto in one magnetic tape cassette and
carry with patient himself [Ima91] pp. 4-5.

A total information system using IBM 360 mainframe computer system was started in 1971 in
Kitasato University Hospital, Japan. Microfilm system was considered but cost performance
was not enough and they did not save manpower. Development in the 1980s based on computer
technology, information transfer technology and information media progress as:

- In the field of radiology.

- X-ray computed tomography (X-CT).

- Magnetic resonance imaging (MRI).
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- Single photon emission tomography (PET).

- Ultrasound tomography.

- Charge coupled device (CCD) camera for endoscopy.

All radiological images can be shown in digitalized patterns and recorded on optical disk. This
tendency leads the medical information system to be image save and carry system.

A Web-Based Collaborative System for Medical Image Analysis and Di-
agnosis
Reference [Ead01] explains the web-based collaborative system for medical image analysis and
diagnosis. The system uses computer and network technologies and the Internet, to provide and
support healthcare when distance separates the participants. There has been a lot of research
carried out to develop the electronic Picture Archiving and Communications system (PACS)
that is for a hospital wide network and for people to deal with medical image. The test results of
the client-server system is presented in reference [EadO1]:

- The client system consists of a chat system, image system, and a CGI based system.

- The chat system provides information on all the participants and actual messages between
them.

- The server was set up to test the consistency and feasibility of the system. The system’s ind e-
pendence was checked using different platform machines such as Microsoft windows,
Unix/x-windows, and Linux.

- It performed well in all kinds of operating systems but the performance depended on the net-
work bandwidth. For future work, a video-capturing function could be added to future work
to provide better presence of awareness.

- The image system consists of an image selector and drawing tools. The image selector
downloads medical images from a server’s database and displays a set of images. When a
user selects one image it creates a new image object with drawing tools to handle the image
and network connection to the server.

These results are interesting as a reference for this thesis because the bandwidth requirements
will be simulated and new modulation methods will be evaluated. The goal of investigations is
to develop adaptive methods for use in data transmission over physical band-limited channels.

Patient-Centered Access to Secure Systems Online

At the time the project began, several prototypes existed, Web-based clinical data systems,
which were explicitly designed to serve only health professionals, and, the most used security
‘firewalls” to filter queries originating from outside the organization’s private network times.
The Patient-Centered Access to Secure Systems Online (PCASSO) project was designed to ap-
ply state-of-the-art security to the communication of clinical data over the Internet. The project
has completed its initial field test and is not open at this time for new participant enrolments.
Several references are made [Mas97, Mas98, Mas02].

The reported conclusion was: PCASSO applies state-of-the-art security technologies to the goal
of extending the current World-Wide Web so that it may be used by healthcare providers and
their patients to view person-identifiable health data. The project tests both the technology of
security and the sociology of healthcare in an era where patients are given online access to their
own medical data.
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2.2. Standards

The main goals are to ensure a real-time, deterministic and secure data exchange between the
linked devices, and to present a user-friendly visualization of the patient' s state. Storage and
communication standards have been discussed since the 1980s (PACS, DICOM, JIRA, MIPS,
ACR/NEMA etc). Technical standards relating to image format and communication protocols, as
well as image processing including digital compression, have been the subject of discussions.
Issues of safety and security within these digital networks are emerging to be critical aspects of
medical multi-media data networks. Safety is usually defined in terms of hazards and risks as a
systems engineering concept. In certain medical environmental conditions, a hazard is a set of
conditions that can cause harm to a patient or other person. Safety is related to the reliable func-
tioning of hardware and software. Security deals with issues of protecting the system against:

- unauthorized access to multi-media medical records and

- malicious or accidental corruption of data.

OSI Security Architecture defines a number of mechanisms for authentication, access control,
data confidelity, data integrity, and non-repuditation. No standard mechanism exists or is likely to
be available in the near future, which guarantees perfect safety of medical information systems
and specially of IMAC systems [Ima91] p.183-185.

ACR-NEMA Standards

The first U. S. PACS meeting in Kansas City in 1982 acquired image and image descriptive data.
Different digitized video (often a loss of dynamic range) or magnetic tapes (different tape formats
and pixel packing technique) were used in the manufacturer’s systems. First a committee was
formed in 1983 by two bodies, the American College of Radiology (ACR) and the National Elec-
trical Manufacturers Association (NEMA). In 1985 the ACR-NEMA Standard was developed as
an interface standard for the interconnection of two pieces of imaging equipment. The standard
builds upon the OSI-ISO Reference Model but is not ISO compatible. Differences are in defini-
tions of layer-to-layer connections (interfaces in ISO terminology), reference [Ima91] pp. 235-
248.

Work items in ISO/TC 215 Work Group WG4

The working group experts identified the following areas as possible candidates for new work

items:

1. Definition of security terminology to be used in healthcare and in ISO/TC 215 standards in
particular.

2. Guideline to existing standards and to point out where the documents can be found and when
they may be applicable.

3. A framework document to show the scope of security standards for the healthcare field.

4. A standard for secure messaging (encapsulated objects with encryption for confidentiality and

digital signatures to provide proof of origin and integrity).

A standard for secure channeling, particularly for web applications.

6. Discussions were held concerning the selection of encryption algorithms. ‘Consensus was
almost reached that we should not make any restriction to the selection.... to draft a document
describing the business model and a proposed policy on encryption... possibly suggest a work
item on healthcare professional cards for authentication”.

7. The need for standards on a supporting infrastructure for cryptographic techniques was fur-
ther identified but not considered to be in the top priority for immediate action.

W
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Medical Instrumentation Bus of IEEE

Since 1992 IEEE had a draft proposal of the Medical Instrumentation Bus (MIB). The final
standard has not yet been approved. Bridge MIB modules approved 802.1 technologies. IETF
was in progress in 2004. IETF Bridge WG Transition is to IEEE 802.1 WG. The schedule is
presented in reference [Har05]:

- November 2004: RFC1493 update, RFC2674 update, and RSTP-MIB.

- In 2005: Bridge WG documents to proposed standard and MIB module in some 802.1xx.

802.3 Ethernet

Due to its economical price lots of hospitals and medical centers used and use the commercial
802.3 Ethernet to interconnect their departments, [Var03].

2.3. Conclusions

There are many PACS, RIS and HIS in the market but they are seldom connected to each other
and integrated. The reason has been lack of information exchange standards. Lack of standards
for communication between health care applications is still one of the primary reasons holding
up the wider use of information technology in health care. Movement of the standards towards
alternate lower layer connections, TCP/IP protocol (de facto standard) and ISO-OSI stacks will
contribute to the use of standards for network connection of devices [Ima91].

Today medical communication standards exist only for the higher level of medical care, like
various databases and hospital information systems, and not for low-level communication be-

tween various diagnostic devices, see references [Sen95], [Var03] and [Rat05].

Transfer speed between network components and the problem of lost images are disturbing
effects in PACS implementation.
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Chapter 111

3. Analysis and Measurements

Security of biomedical or telemedicine data transmission on the OSI level, i.e. the physical
level, is not available as a standard [Har05]. Thus the basic investigation problem is to find so-
lutions and proposals to this problem formulation. Firstly the quality of data transmission over
the present voice communication channels was investigated using measurements. Present net-
works are based on digital hierarchy and digital channels. Analysis and data transmission meth-
ods over these channels are discussed in the original papers written in 1997-2004. The papers
are listed at the end of this thesis. Earlier networks were analog networks and used FDM. These
networks and data transmission on their analog channels are discussed in the original papers
[Lal75] and [Lal87].

3.1. Definition of Measurement Objects

Based on the different standards in military and public telecommunication networks the at-
tenuation distribution requirements are different, Figures 3.1-3.2. In Figure 3.1 one can find that
delta modulation using 16 kbps bit rates have no requirements for frequencies higher than 2600
Hz.
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Fig. 3.1 Attenuation distortion requirements of 32 kbps ADM and PCM [Eur86],
[1tu89]
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Fig. 3.2 Attenuation distortion requirements of 16 and 32 kbps ADM [Eur86]

On the other hand the 32 kbps delta modulation is quite near to the ITU-T speech channel,
[Eur86, Itu89]. The following problems with analog data transmission using standard ITU-T
modems over delta-modulated channels have been found in networks:

- Modern high-speed modems (telefax or 9600 bps) do not work.

- Low speed (1200-2400 bps) FSK V.23 and PSKV.26 modems have high BER.

- Packet switching does not work properly (long message delays).

There were problems in finding a proper standard modem or modems capable for use in 16
kbps networks defined in [Eur86]. The voice grade modems are optimized for use in the ana-
logue speech channel of the public telecommunication network. The results of these measure-
ments are discussed in the next sections.

3.2. Measurements

The measurements include ADM (adaptive delta-modulated) channel investigations and tests
for analog data transmission over the ADM-channel. Data transmission performance in a delta
modulated voice channel is limited by the channel performance. Thus the effect of several lim-
iting factors and physical parameters are investigated in the measurements:

- Attenuation and attenuation distortion versus frequency.

- Phase characteristics and distortion.

- Total harmonic distortion (THD).

- Input level of the channel.

- Signal-to-Noise (S/N) ratio.

- Bit rate of delta modulation.

- Bandwidth of the channel.
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Fig. 3.3 Measured attenuation distortion of ADM-channel [Lal97a]

Measurements were made during 1990-1992 in The Signal School in Finland to find out
some basic characteristics of the adaptive delta modulated speech channel of the 16 kbps
network. The results are shown in Figure 3.3 [Mdd92]. The main channel and data transmis-
sion measurements were continued in the Signal Schools, Finland from 1991-1994 with a
HP3567A measuring instrument made by the Hewlett-Packard Company, a data communica-
tion analyzer 2871 of Marconi and a Datatest 3 of Navtel Canada Inc. The HP3567A instru-
ment has a built-in Fast Fourier Transform (FFT) capability. The analyzer 2871 and the
Datatest 3 perform a bit error rate analysis.

Bandwidth for Voice and Data Transmission

The 16 kbps ADM-channel voice bandwidth is about 2600 Hz and is thus not equivalent to
the ITU-T requirements [[tu88]. The equivalent measured bandwidth of the 16 kbps and 32
kbps ADM systems is presented in Figure 3.3. The 32 kbps bit rate makes the ADM-channel
more compatible with the ITU-T attenuation distortion requirements than 16 kbps.

The measurement results in Figure 3.4 show that the attenuation distortion of a 16 kbps
ADM-channel is not in the limits of ITU-T requirements for analog data transmission. The
result was expected based on the attenuation distortion requirements of the ADM-channel
defined in the reference [Eur86].
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Message Intelligibility in DM and PCM

For voice communications, the message intelligibility is the performance measure of greatest
interest to the users [Sha79]. Then the performance of DM is better than the performance of
PCM while human communication is possible with lower S/N-ratio and bit error rate.
Experiments have shown that an error probability P, of the order 10" does not affect the
intelligibility of voice signals in DM, whereas P, as low as 10* can cause serious errors
leading to threshold in PCM [Sha79]. In PCM the weight of the detection error depends on
the digit location 27, 2°, ...2°. Errors in the detection of the first digits have a greater effect
on the output signal waveform than errors in the later digits.

It was found in the analysis made at the Signals School in 1990-1992 that conversation in
delta modulated channels was possible to the point where the channel synchronization was
lost at bit error rate >10 at S/N=9 dB.

In data communications the phase detection is difficult in delta modulation systems because
of many reasons:

- Symbol timing in asynchronous systems.

- Slope overload in delta modulation.

- Granular distortion.

ADM versus PCM

Comparing adaptive delta modulation (ADM) with pulse code modulation (PCM) one could
find that the latter also follows the phase of a signal in a better way. This is based on the 8-
bit code of the PCM, which adapts faster to the input signal than a one-bit code of ADM. In
PCM one knows quite well the zero points of the signal which correspond to the phase = 0.
In ADM the zero points are not as well defined because of the slope overload, continuous
variable step size and the operative delay of the leaking integrator used in the delta coder.
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3.3. Measurement Results and Analysis

The measurements of data transmission were made over granular noise channels and later in

field tests multi-path channels as reported in papers [Lal97a], [Lal97b], and [Lal02b]. Several

problems were found in analog data transmission in granular networks based on 16 kbps delta

modulation (DM) voice coding:

- Modern ITU-T high-speed modems or telefax do not work there.

- Even low speed (1200-2400 bit/s) FSK and PSK ITU-T modems (V.23 and V.26) have high
bit error rates.

- Delay times grow too high in packet switching.

The measurement results include

1) Magnitude and phase response of the granular channel.

2) Distortion characteristics of the ADM-channel.

3) Data transmission quality measurements using standard modem waveforms.
4) Analysis of block error probability in packet switching.

Figure 3.3 presents the measured attenuation distortion of a digital channel (granular ADM-
channel). Attenuation depends heavily on digit rates. The attenuation at a digit rate of 16 kbps is
not in the frames of the ITU-T recommendations for data transmission. Data transmission
measurements over these channels are described in the paper [Lal97a]. Table 3.1 presents the
considered standard modem types, which were tested. V.23 and V.26 modems were the only
acceptable models. The bold spectrums in Table 1.1.correspond to the measured 16 kbps
granular noise channel bandwidth shown in the Figure 3.3.
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Fig. 3.5 Measured bit error rate of V.26 modem data transmission
A 24-hour test

However, the data transmission test shows poor results, Figure 3.5. Modeling and simulation
methods are used to find better analysis and solutions in the next chapter. Figure 3.6 presents
the result using the ADM (adaptive delta modulation) as a granular channel. It is found the
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interesting capability of ADM to maintain the bit error rate level constant. The reason was
expected and obvious due to the adaptation of the step size according to the signal level. The
bit error (BER) tests of two modem types are presented in Figure 3.6. BER is in the range 10
#...10”. The recommendation of the digital 16 kbps networks [Eur86] describes only digital
data transmission classes, which include error correction methods and faster bit rates (9.6 —
16 kbps).

BER vs InpuUt Level V.26 1200 hitfs
—&— V.26 2400 bitfz
EER ——V .23 1200 bit'=z
1E-02
IE-03 ar—y——g B =
i T I e
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Fig. 3.6 Measured bit error rates of data transmission [Lal97a]
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Packet Switching Problems in Internet

Figure 3.7 illustrates BLER (block error rate) results with FSK waveform at low S/N ratios,
paper [Lal97a]. The retransmissions show that packet switching does not work properly in a
low S/N environment.
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Fig. 3.7 BLER versus packet size

3.3.1. Discussion of Measurement Results

The result based on the measurements is a recommendation to use FSK-modems in delta
modulated 16 kbps networks for analog data communication. The standard 4-DPSK-modem
is omitted from the recommendation because of its poor BER quality. Standard modems
based on phase differences were not suitable in 16 kbps networks. In fact modems (>1200
bps) standardized by ITU-T using discontinuous phase are problematic in the present delta
modulated voice channels. This result was found after many tests with carefully selected
input levels according to EUROCOM standards and modem specifications.

In most references of delta modulation the slope overload is discussed. The slope overload is
the error of amplitude and phase in a delta modulator output when the output signal does not
follow the input signal. It will be simulated in the next chapter.

In data transmission a PSK modem has rapid phase shifts. A phase shift may have a rapid
increase in amplitude, which a delta modulation system is not able to follow. An 8-bit code
PCM-system has timing pulses and can follow amplitude and phase shifts (adapt to the sig-
nal) better than a one-bit code DM-system. The result is expected because of time varying
slope overload in ADM. Figure 3.6 shows clearly that BER using standard modems in the
analog data transmission over ADM voice channels is in the range 10-3...10-4. BER using
the recommended digital data transmission method with error correction is about 100 times
better according to reference [Eur86].
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Loss of Synchronization

The threshold for loss of synchronization (SL) was 1 in 16, using the data communication
analyzer 2871 of Marconi Instruments Ltd. In the Figure 3.5 made by this analyzer the loss
of synchronization is seen at 14:31:55 and sync gain at 14:31:57. Synchronization was lost in
this case for two seconds. It is a serious problem in data transmission over the ADM-channel
but not a big problem in voice communications. Later the loss of synchronization (SL) was
again monitored now with Navtel Datatest 3. The mean period between the loss of synchro-
nization was measured with 22 different ten-minute tests. The results were:

- FSK 1200 bps: 1.197 seconds.

- 4-DPSK 2400 bps: 0.985 seconds.

Measurements in another situation with another transmission line gave different results than
in 1993 when the results were about 0.5 seconds for both modem types. Thus these meas-
urements are unreliable and only indicative. In general to avoid using confusing results a
simulation investigation will be made in the next chapter.

Real Data Rate

Using ADM-channels with analog data modems the loss of synchronism happens very often.
This result was seen as a decrease of the real data transmission speed of FSK to 587 bps and
4-DPSK to 2044 bps. This is an illustrative and suggestive measurement made in 1994. Prac-
tical situation are varying thus to get repeatable, reliable and more general results one will
use simulation methods rather than measurements.

3.3.2 Analysis of Packet Switching

An analysis of packet switching in a network is made using a FSK waveform based on the
recommended measurement results. Figure 3.8 illustrates that packet switching does not
work properly in a bad SNR environment as the probability of retransmission increases with
the block size. The situation found and known in practice and is demonstrated here. In the
example of Figure 3.8 the retransmission phenomena as block error rate (BLER) versus
packet sizes is calculated for the FSK waveform at different low SNR ratios.
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Fig. 3.8 Probability of a FSK retransmission versus packet size [Lal97a]

Formulae (3.1) — (3.3) were used in the evaluation calculations of Figure 3.8. The BER val-
ues correspond with the S/N =9...12 dB of FSK-waveform. In local area networks (LAN)
the problem is often message delays. A data network modeled with a network level simulator
(Comnet 3) is presented in Figure 3.9.

802.3
Router
Cisco7000

Router
Router Cisco7000
Cisco7000 T

Fig. 3.9 Example: network model (CACI Comnet 3) [LalO4a]
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Message Delay versus Bit Rate

The simulation results in Figures 3.10- 3.12 show mean and deviation values of message
delays as the effect of different capacity links used in the backbone network. The traffic
bursts are seen in three different cases (600 bps, 9600 bps and 22.5 kbps), in Figure 3.11,
smoothing with the proper channel capacities, in the example case at 22.5 kbps of Figure
3.12. The planning of data channels and network structures are essential in minimizing traf-
fic delays and bursts. The simulated results in this study motivate to look for better modula-
tion methods to avoid retransmissions and traffic delays. Comnet 3 is a traffic simulator and
an example of simulator packages, which are discussed in the simulation study in the next

chapter.
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Fig. 3.10 Message delay versus channel bit rate [LalO4a]
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The block error probability may be used in the evaluation of packet transmission. The packet
size especially has to be evaluated. Other parameters used in the evaluation of packet trans-
mission are:

- Block size.

- Bit error rate.

- S/N.

- Block error probability (probability of retransmission).

In packet transmission some delay problems are eliminated in the proper selection of these
parameters and network topology. Network topology is a large subject of other studies.

In reference [Com92] a formula (3.1) is used for the estimation of the probability P of a cor-
rectly received message.

P=(1-h)" (3.1

Where

N = Number of bits in the received message
P, = Bit error rate. Bit errors are independent variables.
P = Probability of a correctly received message.

The probability of retransmission Pg is thus /-P, formula (3.2).

P,=1-P (3.2)

Where Pp = Block error rate or the probability of retransmission.

In reference [Car86] pp. 552-554 a comparison of digital modulation systems give a formula
(3.3), which is used for the estimation of the probability Pe of an OOK or FSK modulation
with envelope detection of a correctly received message.

P =—¢ 2 (33)

Where ¥, is the energy-to-noise ratio needed to get a specified error probability per bit P,.
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Chapter 1V

4. Data Transmission in Channels and Networks
— A Simulation Study

4.1. Worksheet Simulator

The use of a personal computer with programs already in use at the office was one goal in
modeling and simulations in this study. Compilers of simulation languages are expensive and
a simulation package is adapted to one type of problem only. The Excel worksheet program
as a standard language was selected for rapid modeling and during this study the author pro-
grammed an Excel-simulator for simulations made in this study, presented in paper [LalO4b].
The reasons for this choice were mathematical, economical and practical. The simulator is
based on the mathematics programmed in Excel cells forming a block model, Figure 4.1. The
model blocks include mathematical entities. The simulations are executions of the pro-
grammed mathematical formulae in networked Excel cells [Lal97b] and [Lal04b]. The Excel
worksheet program itself has all the mathematics and graphics needed. It is widely used and
thus available for most PC-users. It is an effective way of programming and it has excellent
graphics to present results. Most of the particular blocks and waveforms needed for this study
were not available in the libraries of the reference [Com90]. Thus a new computer simulation
method for evaluation of the characteristics of the ADM-channel and data transmission was
needed and its first version MIL.xIs was developed in November-December 1992, based on a
standard worksheet program (Excel), Figure 4.1. The latest development of the robust work-
sheet simulation, 26 data channels (AWGN, granular, and multi-path) with an adaptive
1...160-point DFT calculation, is presented in reference [Lal04b].
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Fig. 4.1 Blocks of robust worksheet simulator
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The ADM-channel model included an ADM-modulator, an AWGN-channel, and an ADM-
demodulator. Adaptation simulations were made with this ADM-channel model using 2-bit,
3-bit or 4-bit memory in Modulation Level Analyzer (MLA). EUROCOM specifies the ad-
aptation with 3-bit memory, which was used in simulations unless otherwise stated. The
granular noise channel modeled is called here the ADM-channel model, Figure 4.1.

The data transmission simulation model used a random bit source, a waveform generator, the
ADM-channel model, and a data modem receiver simulator using the Discrete Fourier Trans-
form, which is called here the DFT-receiver. Most of the simulations were made with this
simulator system, which is called here the Excel-simulator.

The present worksheet simulation package for modeling data transmission over different
channels (incl. the adaptive delta modulated voice channel of the present 16 kbps network)
includes generation of waveforms, a model of discrete Fourier transform receiver for wave-
form detection, random bit and symbol generation, calculation and estimation of simulated
BER, setting of Gaussian noise level, setting of multi-paths, setting of interference signals,
signal-to-noise ratio calculations, phase distortion calculations, and group delay calculations.

Limitation of Worksheet Program

The limitations with a worksheet simulation are the memory size available in PC, PC
throughput with Excel and Excel worksheet limitations. An Excel worksheet used in 1992
had 16384 rows and 256 columns. A minimum robust 1000-bit simulation used in this work
needed about 6 MB memory to manipulate 13000 samples stored in Excel cells. This was the
practical limit for the personal computers used earlier. These problems were minimized in
ten years and 10000-bits simulation is not a practical limit. To get a high quality waveform
in an Excel-simulator a sample rate about 10 times the highest signal frequency was used.
The same limitation was also observed in other simulators [Tes92].

Use of Discrete Fourier Transform

Two approaches were considered: Discrete Fourier Transform (DFT) and Fast Fourier Trans-

form (FFT), definition in Appendx 1. DFT was selected instead of FFT for the calculation of

the response of the ADM-channel and for the decision of the bits from the output waveforms

of different data modems. The main reasons for this are:

- The use of DFT makes the approach adaptive. The number of samples (N) was freely
selected.

- DFT is easy to program.

- DFT gives both amplitude and phase of a given signal.

- The number of multiplications of DFT is limited in calculations using N=13 or 26.

- The number of samples in FFT must be in powers of two. Thus the sample numbers used
in this study were not optimal for FFT.

- DFT works in the simulator with any limited number of samples.
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Computational Limitations of DFT and FFT

To calculate one magnitude point of frequency response the first version of MIL.xIs simulator
(1993) made more than 20000 calculations. It took about 30 seconds while N=160 samples
were used in a direct computation. In reference [Pro92] the computational complexity for the
direct computation of the DFT is compared to the FFT algorithm. The number of mul-
tiplications needed in DFT (N?) is much larger than in FFT (N/2)logy(N), see Table 4.1. How-
ever the rapid development of processor power and RAM memories have made the time delay
in simulations with DFT negligible. The FFT-values for N=13, N=26 and N=160 are ‘hot po w-
ers of two” and thus not possible with FFT (N/A).

Table 4.1. Complexity of DFT versus FFT

Number of points N Multiplications
DFT FFT
13 169 N/A
26 676 N/A

128 16384 448

160 25600 N/A

256 65536 1024

4.2 Modeling of Data Transmission

Simplified models are used in the simulation of data transmission over the ADM-channel (ana-
log voice grade channel, ADM coding), Figures 4.1-4.4. A detailed presentation of the data
transmission is found in reference [SkaO1] and Appendix 2. In the simplified model random of
Figure 4.2 digital data bits were generated (Bits IN) and analyzed (Bits out) in the PCs. The
symbol waveforms or analog signals were generated and detected in the data modem (Data
Mod, Data Dem). The data waveform was led to the multiplexer (Mux), which includes the
equipment for the adaptive delta modulation coding of analog signals (A/D ADM, D/A ADM).
Crypto equipment is needed in wireless communications but was not modeled for the simula-
tions. The air interface is a radio link or a base station (Mod, Dem), which are modeled with an
AWGN or a multi-path channel model. Noise was added to the signal in the receiver (Dem).

In Figure 4.3 the channel is a radio channel or a wired channel. DM and PCM are source encod-
ing and decoding methods used for a base-band digital signal. Discrete channel encoders and
decoders for base-band line signaling are not modeled in simulations. The analog radio or wired
channel is robustly modeled with an AWGN, multi-path, and granular channel model.
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Problems and Research Methods

The measurements demonstrated the quality of standard analog data transmission with 1200
bit/s or 2400 bit/s rate modems only using granular noise channels. The quality levels were
acceptable or poor. This motivates to study other than standard data modulation methods for
improvements of the data rate and transmission quality over granular (digital network),
AWGN (theoretical) and multi-path (radio) channels. The investigation was made with a ro-
bust modeling and simulations method. The programming was made with a worksheet as dis-
cussed in papers [Lal97b], [Lal99], and [LalO4b]. The results were verified with measure-
ments and reference simulators.

The information transmission chain is: digital data source or analog source waveform - granu-
lar noise in source coding — AWGN noise and multi-path channel - receiver was modeled.
The simulation results show the probability of the correctly received message in different
cases or BER (bit error rate). The information transmission blocks are analyzed and described
in detail in papers [Lal97b], [Lal99], [LalO4a], and [LalO4b]. The three different channel
models causing different problems in data transmission (quality impairment) are discussed in
several references are available [Sha48, Cha66, Rum86]:

- AWGN.

- Granular noise.

- Multi-path interferences.

Discussion of the Results

The simulation results, conclusions and proposals in the papers [Lal99], [Lal00], [LalO1],

[Lal02], and [LalO4a-b] include:

- Simulation analysis of different granular noise channels (phase and amplitude distortion
and a polynomial channel model)

- Comparison of standard data transmission methods with the developed adaptive multi-
carrier data transmission methods.

- Qualitative results using AWGN, granular noise and multi-path channels for data transmis-
sion.

- Recommendation for selecting adaptive data transmission parameters and design principles
for an adaptive modem.

- Results of simulations with a model for biomedical data network using adaptive versus
standard data transmission at different bit rates.

A brief summary is presented next.
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4.3. Adaptive Delta Modulation and Granular Channel

Figure 4.4.presents the adaptive delta modulator and demodulator of the Eurocom recom-
mendation [Eur86] and the simulation model of the adaptive delta modulator, paper [Lal04b].
The ADM-channel (granular noise channel) discussed in this study is established between
points C and C’. The demodulation process is simply the integrator and it includes the same
modulation level analyzer as the modulator. The MLA (modulation level analyzer) and the
first integrator in Figure 4.4 define the step size, which is propotional to the granular noise
level, described in more detail in reference [Eur86].

A Comparator C
| V.F.Filter .
Modulation
Lewel
Analyzer
D
G Integrator
Inte grator J E
Pulse Modulator
' Pulse Modulator
c G B
-— Integrator V.F.Filter |—«
] E
MLA Integrator

Fig. 4.4 ADM modulation demodulation process and blocks [Eur86]

Figure 4.4 shows the analogue/digital conversion of speech signals with a pulse modulator in
the transmitter and digital/analog conversion in the receiver end of the digital transmission
channel between (C-C”). The receiver has a leaky integrator (between F-G) and a VF (voice
frequency) filter (between G-B).
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Fig. 4.5 Simulation model of ADM modulator [Lal04b]

In the simulation model of Figure 4.5 the modulation level analyzer is developed into differ-
ent two, three or four bit versions and used for the ADM algorithm simulation process in
paper [Lal97b]. In Figure 4.5 a three bit algorithm (A+B+C)/3 =1 or —1 is used in the simu-
lated result of the adaptive step size versus a continuous sinusoidal signal. The modulation
simulation result, the adaptive discrete audio signal x(nT), is presented in Figure 4.6 with the
original input signal 800 Hz.

Fig. 4.6 ADM modulation of 800 Hz test signal [Lal97b]

The integration is controlled by the adaptive step size s(t), formula (4.1).

() = Y S@YT) @.1)
VC i=0
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Fig. 4.7 Simulated adaptive step size [Lal97b]
Figure 4.7 presents the step adaptation at different frequencies in the adaptive delta modula-

tion system. To avoid slope overload in a delta modulation system the step size S (line in the
figure) must be greater than a minimum value.

Adaptive Digital Channel

The performance of the delta-modulated voice channel is presented in the simulated results
of Figures 4.8-4.10. The simulated magnitude and phase response functions for different
amplitude to minimum step size ratios of the ADM-channel are seen.

Magnitude response
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Fig. 4.8 Simulated magnitude response of ADM-channel [Lal97b]
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Phase response
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Fig. 4.9 Simulated phase response of ADM-channel [Lal97b]
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Fig. 4.10 Covariance between input and output samples

In Figure 4.10 the voice band signal has redundancy between delayed samples, which is seen
in the calculated covariance results between the 1...4 - sample delayed 16 kbps signals.
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Polynomial Channel Model

The Polynomial Signal Processing (PSP) of the simulation result gives the channel model.
The channel model polynomial in dB values is in formula (4.2) where the voltage y is nor-
malized and the frequency x is given in kHz. The results are presented in Figure 4.11. The
quality of the polynomial curve fitting was evaluated with the coefficient of determination r
also called correlation coefficient. The best fitting r = 0.9474 for the amplitude response is
achieved with the polynomial of degree 6 in Figure 4.11.
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Fig. 4.11 ADM-channel amplitude response [Lal04b]

The polynomial amplitude response model [dB] of degree 6:

y = -0.0266x°+0.2811x-1.2868x*+2.6801x>-2 .6318x*+1.1013x+0.757; 4.2)
r=0.9474

The polynomial phase response model of degree 3:

y = -4E-9x’+2E-5x>-0.0682x+97.429; (4.3)
1 =0.9864

A very good fitting for the phase response (r=0.9864) is achieved with the polynomial of
degree 3 if the frequency range x is limited to 2600 Hz. The polynomial is presented in for-
mula (4.3) where the phase y is in degrees and the frequency x is given in Hz.
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Discussion

The polynomial response is sensitive to additive Gaussian noise (AWGN), which was also
studied. If noise is eliminated in simulations, the polynomial models of the ADM-channel

are as presented in Table 4.2.

Table 4.2. Polynomial models for the ADM-channel amplitude response

y = -7E-18x6 + 4E-14x5 - 1E-10x4 + 1E-07x3 - 0,0001x2 +
0,0331x + 76,175
R2 = 0,7687

y = -1E-14x5 + 6E-11x4 - 1E-07x3 + 7E-05x2 - 0,0206x + 80,933
R2 = 0,7654

y = -2E-11x4 + 7E-08x3 - 0,0001x2 + 0,0546x + 72,384
R2 = 0,7454

y = -1E-08x3 + 4E-05x2 - 0,0386x + 87,086
R2 = 0,6385

y = -7E-06x2 + 0,0096x + 75,221
R2 = 0,5165

y = -0,0086x + 83,745
R2 = 0,4054

Amplitude (relative amplitude vs frequency) and phase (phase in radians vs fre-

quency) models are presented with polynomials in Figures 4.12 and 4.13.
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Fig. 4.12 ADM-channel amplitude response [V]
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Fig. 4.14 Correlation of the ADM-channel amplitude model

Figure 4.14 shows the correlation (R) of linear and different polynomial (degree 2-6) models
for the ADM-channel amplitude response. Third or fourth order models have better than
85% fitting. The 5-6 order models have the same level fitting as the fourth order model. Lin-
ear model is not a proper attenuation model for this ADM-channel (100-2600 Hz, 16 kbps
sampling rate, 3-bit MLA). The amplitude response of the ADM-Channel is not linear. It has
an attenuation distortion found in measurements of chapter 3 and regulated in recommenda-
tions [Eur86]. The attenuation distortion is qualitatively illustrated in simulations, Figures
4.12-4.13. Polynomial channel models are included in the figures. The phase is not linear as
illustrated by the polynomial model in Figure 4.13 and Table 4.3.
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Table 4.3. Polynomial models for the ADM-channel response of phase

y =-0,0009x + 1,6529
R2 = 0,9584

y =-1E-07x2 - 0,0006x + 1,4962
R2 = 0,9658

y = -2E-10x3 + 6E-07x2 - 0,0014x + 1,6802
R2 =0,9716

y = -1E-13x4 + 5E-10x3 - 6E-07x2 - 0,0006x + 1,5623
R2 = 0,973

y = -2E-16x5 + 1E-12x4 - 3E-09x3 + 3E-06x2 - 0,0021x + 1,7356
R2 = 0,9746

y = -6E-19x6 + 5E-15x5 - 1E-11x4 + 2E-08x3 - 1E-05x2 + 0,0029x + 1,29
R2 = 0,9803

Table 4.3 shows that a linear model best describes the phase response of the ADM-Channel.
The correlation coefficient of it is very high >95%. Thus the ADM-channel is almost phase
linear.
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4.3.1. Distortion of Signals in Granular Channel

As stated earlier the ADM system causes granular distortion. Simulating with the
ADM-channel voice-coding model, presented in Figure 4.5 and paper [Lal0O4b], the
effect of using different sinusoidal frequencies (carrier frequency) is evaluated next.

Distortion Components

In Figure 4.15 one can find the simulated distortion components of the ADM-channel
caused by a 2000 Hz sinusoidal input signal. The components are 20 dB below the input
signal. These simulated results fulfill the requirements of the adaptive delta modulation
method described in reference [Eur87].

ADM Channel Distortion Components
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Fig. 4.15 Simulated distortion components of a 2000 Hz input sinusoidal signal
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Distortion of a Granular Noise Channel

A digital telecommunication network, in this case an ADM (adaptive delta modulation) sys-
tem, causes granular distortion. The effects increase with the frequency as simulated results
in Figure 4.16 present. The result is in accordance with the measured values. The measured
value fits with the simulation results in the A/S;, range 12.5...50.
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Fig. 4.16 Distortion of the ADM-channel [Lal97b] and [Lal04b]
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4.3.2. Simulation Results of Analog Data Transmission

In this section data transmission with some traditional and new waveforms are studied with
n-point DFT—algorithm (n=13, 26...N) software detection using simulations. The results are
discussed and compared with measurement results of standard modems.

Analog data transmission over a granular channel - simulated results
The effect of frequency is seen in the results of the simulation of the 8-PSK data transmis-
sion over the granular ADM-channel, Table 4.4 [Lal97b].

Table 4.4. Simulated phase jitter of ADM-channel

Fre- Devia- |Maximal BER of
quency tion phase 8-PSK
Hz of jitter
phase
jitter
615 4.29 184 <104
1231 7.41 31.8 <104
1846 12.39 55.5 <102
2462 15.10 73.8 ~102

The adaptive delta modulation effects are seen here in phase jitter (in degrees) and in result-
ing bit error rate (BER). This result suggests an improvement of data throughput in the
ADM-channel by the selection of a lower carrier frequency and a lower symbol rate.

Table 4.5 presents simulation results and a comparison between the developed waveforms
(detection with a 26 sample DFT software algorithm) and the measured standard V.23 and
V.26 modem waveforms. In this case the corresponding bit rates are 2400 bit/s and modems
FSK&8-PSK with DFT26 detection and V.26 standard. The bit error is three times larger
with the V.26 standard waveform compared to the developed soft detection with a DFT26-
algorithm. Details are presented in the papers [Lal97a] and [Lal97b]. The papers present the
adaptive waveform generation and selection principles.

Table 4.5. Comparison of standard modems and DFT26-algorithm

Modem Modulation Carrier frequency, Hz
BER bauds, bit/s
V.23 FSK 1300,
1E-4 1200, 1200 2100
V.26 4DPSK 1800

5.7E-3 1200, 2400

DFT26 FSK & 8PSK 615, 1231

4FSK & 4PSK
1.6...1.8E-3 600, 2400 1846, 2462
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New Data Transmission Waveforms and Different Channels

A combination of 2FSK and 8PSK or 4FSK and 4PSK is more reliable and acceptable than
standard 4DPSK for the simulated granular channel based on lower and more suitable carrier
frequencies. The use of low carrier frequencies and symbol rates has advantages compared to
standard modems with these channels. Results and analysis of the detection method, a DFT
(discrete Fourier transform) approach, are discussed in several original papers [Lal97b],
[Lal99], [Lal00], [LalO1], [Lal02], and [LalO4b].

Signal Impairments in a Granular Channel

A granular noise channel used in these simulations causes two kinds of impairments a.
granular noise, b. slope overload seen earlier in Figure 4.6 and now in the Figure 4.17. Bit
rates of 3000 bit/s may use with new complex waveforms (a combination of 4FSK and
8PSK). Figure 4.17 presents a simulated complex 2FSK-8PSK waveform before and after
the granular noise channel. Table 4.4 suggests the use of lower frequencies for granular
channel.
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Fig. 4.17 2FSK-8PSK waveform in a granular channel [Lal97b]
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Effects of a Multi-path Channels

In the simulated results, presented in papers [Lal02] and [Lal04b], the data waveform has
impairments starting at S/N<15 dB...20dB. The qualitative result shows the effect in ampli-
tude and phase error, which can make the detection impossible in Figure 4.18. The normal-
ized values of A and P are one. The subject is quite broad and needs a lot more investiga-
tions. The results in the paper show, that a robust worksheet modeling and simulation
method can give rapid answers to most practical questions.
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Fig. 4.18 Channel impairments effects in received A and P [Lal02]

Soft Detection of Waveforms

Soft detection is the detection method used in simulations. It was performed with a N-point
DFT based calculation process. First the method is used in the simple cases of FSK and PSK
waveforms. Soon it was found that with N=26 and sampling frequency fs = 16000 detection
of some multi-carrier modulation methods (MFSK) can be carried out. Later it was obvious
that by using different sample numbers N and sampling frequencies fs more complex multi-
carrier waveforms can be detected and with an inverse DFT multi-carrier waveforms were
generated in the simulations. The band-limited multi-carrier approach is used in a prototype
modem design described in chapter 5.
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Soft Detection of Noisy FSK-Signals
The first results with the FSK and PSK data transmission simulation over the 16 kbps ADM-
channel were the evaluation of the number of samples needed in the detection of one symbol.
Figure 4.19 presents qualitative results of soft detection of noise FSK-waveforms in a simu-
lation using a 13-point DFT (N=13 samples per symbol) in detection. N=13 was enough for
FSK but not for PSK where N=26 was needed.
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Fig. 4.19 Soft detection of noisy FSK-signals [Lal97b]
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Robust examples of soft FSK detection simulation results with FSK waveform over granular
AWGN noise channel are presented in Tables 4.6 and 4.7. The S/N is 65 and 7 dB in these
cases giving an error in bit detection in the latter. Soft detection is based on the simple rule
‘S elect the largest FSK signal”. Tables present the first 15 bits of the 205 bits in this example.

Table 4.6. Soft detection simulation results with FSK

S/N =65 dB
RESU]

IN T FSK SIGNAL 1300
bits bits DFTI3(0)  DFTI13(1)  BIT nro
1 1 0,413343 0,879732 1
1 1 0,529696 1,380792 2
0 0 1,075283 0,679321 3
0 0 1,088647 0,569278 4
0 0 0,729953 0,668613 5
1 1 0,64243 1,301552 6
0 0 0,379822 0,285694 7
1 1 0,430707 0,86252 8
1 1 0,587002 1,354614 9
1 1 0,095181 1,487733 10
0 0 0,751494 0444714 11
0 0 0,596189 0,347739 12
0 0 0,442083 0,251259 13
0 0 0,29109 0,156189 14
1 1 0,361007 0,651705 15
1 SIN 65,60253 dB
7 BER 0 205 205

Table 4.7. Soft detection simulation results with FSK

S/N=7.5dB
IN RESULT FSK SIGNAL
bits  bits DFT13(0) DFT13(1)
1 1 0,413343 0,879732
1 1 0,529696 1,380792
1 1 0,430431 0,884521
1 1 0,361007 0,651705
1 1 0,353727 0,925599
0 1 0,203228 0,252977
0 0 0,294538 0,147042
0 1 0,215511 0,272362
0 1 0,203228 0,252977
0 0 0,29109 0,156189
1 1 0,361007 0,651705
1 1 0,28761 0,701455
1 1 0,45814 1,137804
0 0 0,791592 0,421765
0 1 0,203228 0,252977
SIN 7455425 dB
BER  0,019512 201 205
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Soft Detection of Noisy PSK-Signals

Phase detection is degraded due to phase jitter generated in the delta modulation process. Phase
jitter of the ADM-channel is calculated with a 26-point DFT algorithm as a phase receiver. The
software algorithm is programmed in Excel format in a worksheet simulator for the modeling of
software detection of PSK and other waveforms. The 26-point discrete Fourier transform
(N=26) is presented in formula (4.4). The simple calculation process is made assuming:

- The symbol waveform is sampled with sampling frequency f; = 16000.

- The number of samples used in a symbol waveform is N=26.

- The carrier frequencies f. are calculated and generated as f. = m-A(f).
- The selectivity in detection of waveforms is calculated as A(f) = f,/N .

- The reference signal is an 8-PSK-waveform in the simulated evaluation of soft detection of
PSK-signals.

- The resulting lowest four carrier (m=1...4) frequency candidates, matching with the ADM-
channel, are f, = 615, 1231, 1846 and 2462 Hz.

- The resulting frequency selectivity in detection of waveforms is A(f) = 615 Hz.

26-Point DFT Algorithm

S [mA(f)]= f. x[nA(t)]e 2O (4.4)

n=l1

The complex signal spectrum S, is the result of the DFT calculation in formula (4.4). The indi-
vidual carriers f = m - A(f)are separately evaluated and calculated for phase detection of the

signal (for example an 8-PSK-signal as in Table 4.4-4.5. Every carrier f has its own Sy, which
has a real part x=Re(S,) and an imaginary part y=Im(S;). The phase detection can be modified

(some training is needed) from the phase estimate P = tan™ (X) depending on the phase con-
X

stellation used. In general a phase estimate P for a frequency f =m-A(f) is

-t IMUS, [mACH)
Re(S, [mAC)]}

p (4.5)
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AWGN Channel and Noise Model
Setting the noise level as demonstrated in reference [Bro93] the S/N-ratio was calculated for an
average signal s(7) power and noise 7(?), formula (4.6). In the case of Gaussian white noise, re-

[ i orship betwean & andthendisepowe spearum N, is presented formula (4.7) [Bro93].

S/N = IOlogM (4.6)
o Var[n(t)]

2= N()
2

c 4.7

Additive random noise source was designed in order to evaluate the error performance of the
AWGN noise channels. Noise signal N (positive or negative impulses) was added to every
sample of AWGN channel waveform, see waveform examples earlier in Figures 4.6 or 4.17.
The complex transmission chain was simulated with AWGN noise sources at the input and/or at
the output of the granular channel, presented earlier in Figure 4.1. Figure 4.20 presents absolute
values of N for reference purposes with the normalized signal power of bits. The resulting
simulated S/N ratio was also calculated and referred to the set parameter values of S/N. Genera-
tion of noise was based on the known simulated normal distribution by formula (4.8).

12

N=()_RND(i)-6)0 + 11 4.8)
i=1

Where

N = Noise amplitude

RND(i) = Random number 0...1, i=1, 2, 3,...,12

o) = Deviation of the noise distribution

i = Mean of the noise distribution

Positive and negative noise impulses were added to the signal (absolute values in fig. 4.4) so
that its mean /' was zero and its deviation Oset the noise power for S/N ratio. In the simulations
S/N was also calculated using the sample values of signal and noise peaks. The setting of S/N
was compared to the actually simulated S/N values in the simulations presented in this thesis.
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Fig. 4.20 Sampled noise modeling during symbol (bit) time
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4.4. Simulations of Biomedical Data Networks

Image Transmission
An evaluation of the digital image management is in reference [Rat05] as

L.

2.

The storage of radiological images in digital format is a non-trivial problem due to the very
large volume of data that these images contain.

Projectional X-ray Images require very high resolution to be clinically acceptable. Such im-
ages must be acquired and stored in image matrices of more than 2000 by 2000 pixels, with a
dynamic range of 8 to 12 bits per pixel. This represents between 4 to 8 Mbytes per image.
Digital imaging modalities such as computed tomography or magnetic resonance imaging
generate images with smaller matrices (typically 256x256 or 512x512 with a dynamic range
of 12 to 16 Bits per pixel).

The difficulty comes from the very large number of images generated for each patient exami-
nation. One examination can generate between twenty and more than one hundred images.
This corresponds to storage requirements between 10 and 50 MBytes per study.

The conclusions of telemedicine simulations and the Comnet 3 LAN network traffic modeling are
presented in paper [LalO4a]. The main results are briefly given here.

Nature of band-limited data traffic— Simulated Results

The nature of data traffic was seen in Figure 4.21. The main difference between data and voice
communication is traffic bursts in data transmission. Delays depend heavily on the data transmis-
sion lines used in simulations as the results of mean delays indicate:

<0.5 s delay with 9600 bps and

<100 s delay with 600 bps.

Many heavy unpredictable variations in traffic and delay times are seen in the low bit rate cases.
In the Figure 4.21 we had a fixed 1000 byte mean message size. Delay times with the 600 bps
lines are not acceptable but 9600 bps might be acceptable in some real world applications.
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Fig. 4.21 Message delays [Lal0O4a]
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Transaction Rate

We investigated increasing transaction rates in a network using the 22.5 kbps adaptive wave-
form, as discussed earlier, in the backbone channels, results in Figure 4.22. We gradually in-
creased the network traffic from message sources having a fixed normal distributed message
size (100 kilobyte mean, 10 kilobyte standard deviation) and arrival time as variable 10
sec...160 sec. These arrival times gave us a practical transaction range of a biomedical institu-
tion with 65 000 to 260 000 transactions per year. Delays have an average (ave) and a standard
deviation (std) value. We found that there is a transaction value limit below 250 000 per year at
which this backbone network causes increasing delay time. In the evaluation of the simulated
result the message size (100 kilobyte used) is a critical measure. If the messages include for ex-
ample large images (1 Megabyte) then the number of transaction limit may drop to 25 000 per
year. However, it is possible to work with a low data rate band-limited backbone but with larger
delays. One conclusion is that the X-Ray images need wide band channels in order to minimize
the delay times.
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Fig. 4.22 Message delays [Lal04a]
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4.5. Summary

The subject is quite extensive. We have investigated and discussed one model of data networks
with limited simulated examples, network design principles using different channels (AWGN,
granular and multi-path) and the selection of some modulation methods (waveform). This chap-
ter serves as an introduction to the adaptive multi-carrier secure data communication system of
the next chapter. The DFT based approach is based on the presented simulated results and the
selection of waveforms using band-limited frequency hopping on the lowest OSI level in order
to get security and optimal throughput for different channels.

The adaptive delta modulation (ADM) is used in several systems (mobile military and commer-
cial digital recording systems) as a voice coding method. It was used in modeling digital granu-
lar channels. Both PCM and ADM are waveform-coding methods and their performance is
similar in quality (S/N). Analog waveforms should stay at a high quality level (S/N) during the
transmission over digital networks if the analog data transmission (waveform) is used end-to-
end. The high S/N-ratio and low error rate are also generally important in biomedical informa-
tion transmission.
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Chapter V

5. A DFT-Based Approach to Adaptive Data
Communications

The expression ‘adaptive” means showing or having the capacity of or a tendency towards ada p-
tation, while adaptation is the act or process of adapting or adjustment to environmental condi-
tions [Web94]. Adaptive communications consist of a wide area of adaptive methods used in pre-
sent communication technology and are described earlier. The following sections include a pro-
posal and description of an adaptive multi-carrier data transmission system for telemedicine, alert
systems and other authority use. It is a novel solution particularly with the security properties of-
fered for OSI Model level 1 (physical), which have not been presented in the band-limited data
transmission standardization. The modeling of the data transmission system and the simulation
process is presented in papers [Lal04a] and [Lal04b]. It is capable of simulating all kinds of
waveforms with given signal to noise (S/N) settings.

5.1. Basic theory

There are many elements, which have effects on the signal power, bandwidth, and time spent by a
voice sample, an information byte or data block during the transmission over different channels,
Figure 5.1. The data block or the information package of the figure is always a combination of
signal power (S) needed, time (T) spent and bandwidth (B) used. The selectivity of time, fre-
quency, amplitude and phase are the limiting factors and can be described as in chapter one with
the minimum Euclidean distance d, formula (5.1).

d=Y (-4’ 5.1

Parameters of digital transmission

Signal power S

/ Bandwidth B

-
Time T
Fig. 5.1 Package of data in the channel [Lal97b]
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The average signal power S and additive white noise power Ny are reference factors in the
communication theory as presented in reference [Sha48]. Time element is effectively used in
the present communication technologies like time division multiplexing (TDM). In the pre-
sent systems the symbol time is fixed. The wide frequency band is used in the most modern
telecommunication systems such as ultra wide band (UWB) systems.

In military telecommunication the signal power and time are often minimized because a data
package presented in Figure 5.1 is a target of electronic warfare. The whole package is usu-
ally minimized. Many design parameters of the system have some effects on this package.

Adaptive Data Transmission

Adaptive data transmission is introduced in the original papers [Lal97b], [Lal99], [LalO1],
and [Lal02]. The three last papers can be found in the IEEE Communication Society Digital
Library.

- Signal classification by discrete Fourier transform [Lal99] presents a signal classification
method using Discrete Fourier Transform (DFT).

- Adaptive software modem technology [LalO1] presents a description of a new software
modem technology.

- Basic theory of adaptive data transmission [Lal02]. The paper presents the basic theory of
adaptive data transmission.

A brief description of adaptive data transmission, implemented as an adaptive modem, is
here:

- The adaptive modem uses symbol time as a parameter. Thus the symbol rate is also a vari-
able.

- The single adaptive modem operates on a very limited band (a channel). The full available
bandwidth contains several channels. Thus the linearity of the total multi-carrier band is not
necessary.

- The modulation scheme of each carrier is based on the channel properties, which can be
automatically measured in a training process

- The best available complex digital modulation for the carriers is selected and thus the bit
rate of the system is made optimal.

- The classical bit constellations of standard analog data modems of ITU-T have generally 1-
5 bits in the digital modulation schemes. This is not limited in the adaptive modem theory be-
cause the transmission channel may give better performance in different cases.

The adaptive modem is described in more detail in the original paper [Lal00].

Selectivity in Soft Detection with Discrete Fourier Transform

The main mathematical background in the generation and detection of waveforms is the dis-
crete Fourier Transform (DFT), formula (5.2). All the parameters in the formula are adaptively
selectable. Thus the full advantage of the adaptive modem is in the capability to change the
carrier frequencies, amplitudes, phases, and symbol lengths. The complex form of the discrete
Fourier transform includes the amplitude and phase information of the symbol.

The DFT is defined in several references, for example in [Mar62] and [Gol70], as an operation
on an N-point vector [x(0),x(1),...,.x(N-1)] as

N-1
X(k)=Y x(mWy* ,fork=0,1,2,...,N-1 (5.2)

n=0
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where W, =¢ /7",

The complex form of the discrete Fourier transform includes the amplitude and phase informa-
tion of the symbol.

26

Sy ImA(f)] =Y xnA(e)le a0 (5.3)
n=l1

Sy [mA(f)]= ix[nA(t)]e—z«f”'"Nfm“’ (5.4)

n=l1

The formula (5.3) calculates the discrete Fourier transform of a signal x(#) with N=26 samples.
The formula (5.4) calculates with N=13 and could be used only for FSK-detection. Time is
sampled fs times per second, which gives the sample time in the formula. The frequency selec-
tivity is the ratio f/N. The individual mean filter frequency is m times the basic frequency se-
lectivity mfg¢/N, while m = 1...M and M = number of carriers. Thus the frequency selectivity
depends on this relation. This is illustrated in Figure 5.2. In general time is sampled fs times per
second, which gives the sample time in the discrete Fourier transform formula of a symbol of
the signal x(#) with N samples. The total sampled signal x(#) consists of a piecewise continu-
ous set of symbols that will be discussed later. The frequency selectivity comes from the ratio
fo/N. The individual mean frequency of filter is m times the frequency selectivity. Thus the
frequency selectivity depends on this relation, which is illustrated in Figure 5.2.
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Fig. 5.2 DFT-filter [Lal99]

Limits for Bit Rates - Shannon’s Channel Capacity Formula

For the development of the adaptive modem the Shannon’s capacity limit C is the figure of
merit. Formula (5.5), presented by Shannon, shows for S/N (average signal power over average
white noise) the channel capacity is approximately C for limited band B. The signal-to-noise

ratio and bandwidth define Shannon’s channel capacity limit for the AWGN -channel in 1940
[Sha48] as

S
C=Blog2(1+ﬁ) (5.5)

The formula (5.5) includes important design parameters:
C = Channel capacity bps

B =Bandwidth Hz

S/N = Signal-to-noise ratio.

Shannon states that to approximate this limiting rate C of transmission the transmitted signals
must approximate, in statistical properties, a white noise. This approximation in a band-limited
channel is done using multi-carrier systems (OFDM) with an adaptive modem designed and
described later in this thesis. From the Shannon’s limit one can generate the design principle
used in the modem design and present wideband network development: To improve informa-
tion transmission, in bits per second per Hz, it becomes necessary to increase the S/N or the
bandwidth of the channel. In search for error free transmission, this theory yields to the use of
complex modulation methods. OFDM has been found one of the most promising. Shannon’s
voice band capacity of different channels versus S/N is presented in Figure 5.3.
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Fig. 5.3 Shannon’s capacity of different channels versus S/N [Lal99]

5.2. Adaptive Modem

The basic principle of the adaptive modem is the free selection of the data transmission parame-
ters optimized to the channel conditions. This was implemented in the adaptive modem proto-
type, presented in papers [Lal00] and [LalO1].

In simulations a wide range of modulation method and bit rates were studied with the following
results:

1. Bit rates 4000 —240 000 bps.

2. Bit constellation with 16-256 states.

3. Symbol rates 1000-3000 symbol/s.

In the modulation process of an adaptive modem several frequencies; symbol phases and ampli-

tudes (QAM-states) are used. Its performance is calculated for example in a four-carrier k=4 as:

1. Using fs = 45000, N=26 the symbol rate is Rs = 1730.7.

2. Using M =5...8 bits per symbol the maximum bit rate is R; = 8653...13846 bps with one
channel.

3. Ry =34.6...55.4 kbps with four channels (carriers), where R, = kMR, .

Figure 5.4 presents a simulated complex piecewise continuous waveform. There is a block of

six symbols made with a multi-carrier soft modulation. Generation of these piecewise continu-

ous symbol waveforms will be discussed in more detail later.
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Fig. 5.4 Simulated complex waveform [Lal02]

In Figure 5.5 a step function is used as the input signal (IN) and the result is the simulated out-
put of the 16 kbps granular channel (OUT). This result shows the performance of the robust
worksheet method and the usefulness with different waveforms. This case is with for example
detection of PPM (pulse phase modulation) used in UWB. This is a subject for other studies.

Sampling rate limits the performance in the received ‘OUT” signal, which is the input signal for

the adaptive modem. Figure 5.5 illustrates the granular channel properties. The performance and
sensitivity of adaptive modem with different channel models are evaluated in a later section.
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5.3. Generation of Symbol Waveforms

The best available complex digital modulation is selected and thus the bit rate of the system is
made optimal. The present bit constellations of standard analog data of ITU-T have 1-5 bits in
the digital modulation schemes. This is not limited in the adaptive modem basic theory because
the channel may give better performance. In military telecommunication networks signal power
and time are often minimized. A data package presented in Figure 5.1 is a target of electronic
warfare. This target is usually minimized. Many design parameters of the system have some
effects on this package. The simulation process, presented in papers [Lal97b], [ LalO4a] and
[Lal0O4b], is capable of simulating all kinds of waveforms with given signal to noise (SNR) set-
tings. Instead bits symbols (a specific number of bits) are converted to waveforms as described
earlier in the simulation process.

A symbol is earlier called the data block and presented with its parameters in Figure 5.1. Sev-
eral random digital bits (bit stream or block of bits) are collected together in a symbol using bit
constellations as discussed earlier. A symbol waveform of one symbol (several bits) is a con-
tinuous waveform during the symbol time T. However, a waveform stream of several symbols
is a piece-vice continuous waveform. Then a band-limited OFDM system is a combination of
several piece-vice continuous symbol waveforms, which can be described as a three dimen-
sional system (time, frequency and amplitude phase constellation) refer to Figure 5.1.

Signal Source and Bit Stream

A digital information source generates bit streams. The signal source can be a computer, a hu-
man voice or any voice grade source or even a still picture or video source. However, if the
source generates analogy information (voice or video), it must be coded into the digital form
using different coding algorithms. The binary sequence By = {By/ is usually made by a ran-
dom process. One has the N-bit random digital stream {Bk/= b0, b] ,b2 ,...bk ,...DN-]
available for the transmission over wired telephone lines, optical fibers or wireless radio chan-
nels, formula (5.6).

{(By}=Iby.b,.b,....5, ....b, | k=0.,1,2,..N-1 (5.6)

Where b is the kth bit and NV is number of bits in this representation.

Symbol Stream and Waveform Generation

This stream of bits By is transformed into a signal {S,} by using digital modulation methods
discussed in Chapter 2. Thus the original binary signal is developed to a symbol stream
{S, } presented in Formula (5.7)

{SL}:[so,sl,sz,...,sk,...,sH] 5.7

In a digital modulation process these bits or symbols (group of bits), performing with the digital
modulation a digital to analog conversion (DAC), are converted and generated to analog volt-
ages for transmission over analog telephone lines. Traditional telephone lines are band-limited
thus the analog voltage (waveform) must be adapted to the line conditions (amplitude scale,
frequency band, etc). A voltage representing these binary digits or symbols is transmitted over
a communication channel as a waveform (a binary or symbol waveform). The present analog
voice band modems, discussed in Chapter 2, can combine at least five bits into a symbol wave-
form.
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In digital radio links the symbol waveforms can have more than ten bits in a symbol waveform
while the useful bandwidth is not limited to the voice grade channel, see Table 5.1. The useful
bandwidth is at present in the range of a few GHz. There are Giga-sample analog-to-digital
converters (ADC) commercially available. All-digital UWB devices for indoor use have been
proposed (Standard 802.15.3a for UWB-OFDM indoor system [Mil03]. Commercially avail-
able Giga-sample analog digital converters are presented in Table 5.1.

Table 5.1. Commercially available Giga-sample ADCs [Mil03]

Vendor Bits | Giga-samples | Bandwidth | Power
per second GHz W

Maxim 8 1.5 2.2 5

(Evaluation kit)

Atmel 10 2 3 4.6

Alma project 2/3 4 2-4 2

(France)

Rockwell 8 3 - 5.5
6 6 - 3.8

Let’s say one has M bits in one symbol{S, ,}= [6y,b,,b,,....b, ,....b,, , ]. By a teaching

mechanism one can test the maximum bit constellation M = M,,,, of symbols, which the digital
modulation method can use in a particular channel. The standard data modems of ITU-T use
1...6 bit per symbol. The digital modulation methods make a D/A transformation bit-by-bit or
symbol-by-symbol to waveforms, Appendces 1-3. Using M bits per symbol one gets the L-

symbol stream {S, }, formula (5.7).

Use of Design Parameters in Waveform Generation (Proposal)

The waveform describes the symbol stream - a message. All symbols are formed of several bits.
The following parameters were used in the software modem algorithm development in order to
get the most suitable functionality. The performance of the modulation was then tested in the
field (description of the test results in the coming sections).

Parameter Effects

Symbol time Symbol rate - Sampling rate - Number of samples.
Amplitudes and phases Bit constellation - A-P range and selectivity.
Modulation method Bit rate - BER performance versus S/N.

Number of carriers Bandwidth - Frequency selectivity.

The adaptive parameter selection principle was proposed and used in field test: Parameter val-
ues were selected during the modulation training process for use in the symbol signal waveform
as:

1. Amplitude.

2. Phase.

3. Symbol time.

4. Carrier frequency.
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In the Figure 5.6 one finds a design example of the simulated adaptive and complex four-carrier
waveform. One finds the design parameters: symbol length N=26 samples, 4 carrier frequen-
cies, and bit constellation (several amplitudes and phases). The symbol waveform is adaptive
when it is adapted optimally to the transmission channel.
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Fig. 5.6 Simulated complex four-carrier waveform [Lal01]

Several different waveforms and channel models were studied with simulations of the robust
method [Lal0O4b]. Waveforms or their use are discussed in all original papers especially in
[Lal97b], [Lal99], [LalO0] and [LalO1]. Table 5.2 summarizes the simulations and the harmful
effects associated with different channels. The simple waveforms (FSK, PSK and DPSK) best
resisted the different effects listed in the table. The sensitivity of the adaptive data transmission
method against the harmful effects will be presented later in a sensitivity analysis section.

Table 5.2. Data waveform and channel models

Modulation Granular AWGN | Multi-path
method DM, ADM

FSK Simulated, Simulated, | Simulated,
tested tested tested

PSK Simulated, Simulated, | Simulated,
DPSK tested tested tested

MFSK Granular noise | Noise level |Interference
level

MPSK Slope overload | Noise level | Interference
level

Multi-carrier | Granular noise | Noise level |Interference
QAM Slope overload level
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Adaptive Selection of Modulation Method

It is an adaptive data modulation concept, where one defines adaptive data modulation as the
modulation, where modulation parameters are optimized to the transmission parameters of the
channel. Channels are:

- Analog channel (voice channel).

- Digital channel (data or digital coded voice channel).

- Multi-path fading channel (air interface).

The following channel parameters were in the adaptive modem algorithm selection process
considered for different channel types:

1. Bandwidth.

2. S/N and S/(N+I+J) ratio.

3. Frequency range.

4. Multi-path signals in radio channel.

Adaptation of the bit rate to the channel characteristics is defined as selection of the number of
carriers and with the change of modulation signal constellation (for example 4QAM to
16QAM). Examples of tested waveforms are presented in the session 5.3.2 field tests, where the
selection method was:

- Number of carriers k =1, 2, 4, 5, 6 and 8.

- Bit constellation M = 2-5 bits.

- Symbol rate Rg =703-2250 Bd.

- Number of samples N > Symbol length.

- Sampling frequency fs > Symbol time > Symbol rate Rg= fs /N.
- Number of amplitude and phase bits M > Modulation > Bit constellation.

- Number of carriers k > Channels.

Base-Band Signal

The voice grade channel of a telecommunication network has a limited bandwidth about 3.1
kHz (300 to 3400 Hz) for information transmission in a signal m(?), formula (5.8). The standard
voice grade data modems have been limited to use this limited band.

m(t) = A, (1) cos[(@c () + @ ()] (5.8)

The data bits are presented by a base-band signal m(t). Information can be modulated at least
into four basic development parameters: Time, frequency, amplitude and phase. The last two
parameters are used in the well-known two-dimensional constellation mapping of bits into sym-
bols. The basic formula (5.8) presents three generally used modulation parameters: carrier fre-

quency f; in O (1) = 27fc (1) , amplitude A, (1) , and phase 9c() . The resulting data wave-
form is a random (stochastic) piecewise continuous waveform, which represents the symbol
stream of random bits.

If A(t) = Am, f.(t) = f., and Pc (1) =¢c i.e. all three are known constants, one has a determi-
nistic waveform. Deterministic sinusoidal signals were used in the field tests for measurement
of the telephone channel characteristic and in system synchronization processes (amplitude
level adjustment and first symbol identification and detection) and random waveforms for data
transmission by modems.
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In this study random waveforms were used for the simulations of data transmission over ADM-
channel. Constant amplitude A,, and carrier frequency f. as a parameter selected from a band
between 0...4000 Hz were used for simulation of the ADM-channel characteristics.

Adaptive Multi-Carrier Signal
The band-limited adaptive signal is made using the sum (multiplex) signal S(¢) of M carriers

each modulated with a selected modulation method as adaptive selection of the modulation
method, Formula (5.9).

S = Z A, (H)cos[(@c ,, (1) + ¢, ()] (5.9

m=1

Where M is number of carriers (sub-channels). Each carrier f. , (¢), amplitude A, (¢), and
phase ¢ ,,(¢)depend both on the selected adaptive modulation method, the symbol set (ASCII
etc) used and the present symbol in transmission at the moment ¢. In some references the adap-
tive modulation method was selected in the wireless case according to the distance, attenuation
and S/N ratio requirement of the particular modulation method (for example16QAM, 8PSK,
2FSK). The complex sampled multiplex signal x(¢) is discussed in Chapter 2 in Section 2.3
‘OFDM System Model”, Formula (5.10) [Guo02].

oo N1

10 =Y Y 15 0+ 55 Up—k =i} (5.10)

i=0 k=0

Where N is the number of samples in a symbol waveform, Ts = symbol time, discrete time is

iTs, 1= ..o humber of carriers is Ng, k=0... Ns—1, x(t) amplitude is the resultant sum of
I and Q-channels (Syand Sp), ¢ is time and p(i,k,z,N, Ts ) is the pulse function of symbols.
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5.4. Soft Detection of Symbol Waveforms

The formula (5.3) calculated the discrete Fourier transform of a signal x(t) with N=26
samples. The formula (5.4) calculated with N=13 and could be used only for FSK-
detection. Time is sampled fs times per second, which gives the sample time in the for-
mula. The frequency selectivity is the ratio f¢/N. The individual mean filter frequency is
m times the frequency selectivity, m = [...M and M = number of carriers. Thus the fre-
quency selectivity depends on this relation. This was illustrated in Figure 5.2. The de-

tection of the constellation of a particular carrier fen =mA(f) is made setting m and
f/N. Thus one gets the individual signal amplitudes as a complex value from formula
(5.3)as

26

Re Sy [mA(f)] =Y xlnA(r)le ™m0 (5.11)
n=l1
26 )

ImS, [mA(f)] =Y x[nA(e)]e /™m0 (5.12)

n=1

From (5.8) one gets I- and Q-signals for N = 26 as

Re S, [mA(f)] =Y 2[nA®)]cos(2mmA(f)nA(1)] (5.13)
”
Im S, [mA(f)]1= Y x[nA@)]sin[2mmA(f )nA(7)] (5.14)

n=1
Simplifying real and imaginary parts one get I and Q signals as
S, =Re S, [mA(f)] (5.15)

Sy =ImS, [mA(f)] (5.16)

Amplitude A and phase P of each carrier f,., = mA(f) will be as

A=S;+S, (5.17)

P=tan"' < (5.18)
SI

%)

In simulations and prototype development of an adaptive modem the amplitudes A,, of multi-
carrier signal are normalized for all carriers f.,,, m = I....M as

A =— 5.19
n =y (5.19)

Phase in formula (5.18) is more difficult to adjust, because it is periodic. It can be trained to a
proper value range for each particular symbol as will be shown a little later in an example for 8-
PSK detection.
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Modeling Software Detection

Data waveforms have a constant symbol rate Rg In software detection with the DFT
algorithm the sampling frequency fs and the number of samples N give the symbol rate
fs/N. The detection of the waveforms is based on the set of parameters. The resulting bit
rate is generated from the selected symbol rate, sample frequency, number of samples,
and number of carriers used as:

- Symbol rate Ry = f5/N.

- Sample frequency fs.

- Number of samples in a symbol N.

- Thebitrate R, = kMR, .

- The number of carriers used k.
- The number of bits in the symbol M.

Software detection is made with the DFT algorithm of the simulation system presented in Fig-
ures 5.7-5.8 based on paper [Lal0O4b]. This simulation system was used for the development of
the adaptive detection of different waveforms and their performance. The result of the develop-
ment work is the full adaptive modem with the ability of the selection of frequency f, amplitude
A, phase P, and symbol time 7.
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Fig. 5.7 Data waveform simulations with worksheet
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Fig. 5.8 DFT-Detection of sampled waveforms [Lal04b]

Figure 5.7 presents a MFESK detection case and Figure 5.8 a more generalized case, where QAM
states of carriers are decoded (in literature called a finger or RAKE receiver).

Example

In the simulations the different digital modulation schemes have to be modeled. In this example
the detection within a 45 degrees range of 8-PSK is possible using different carrier frequencies.
BER values presented earlier in the chapter were simulated with §-PSK. The algorithm used for
a bit decision of 8-PSK with DFT26-algorithm in a worksheet simulator was trained as:

=IF(AND(FY56>93;FY56<138);1;
IF(AND(FY56>139;FY56<188):2;
IF(AND(FY56>188;FY56<227):3;
IF(AND(FY56>229;FY56<259):4:
IF(AND(FY56>273;FY56<317):5;
IF(OR(AND(FY56>319;FY56<360);
AND(FY5650;FY56<8)):6;
IF(AND(FY 56>8;FY 56<49):7:8)))))))

The principle of using 2FSK-8PSK-signal in a granular voice channel was first presented in
[Lal97b].
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5.5. Implementation and Test Results of Adaptive Modem

The basic principle of the adaptive modem is the free selection of the data transmission parame-
ters optimized to the channel conditions. This was implemented in the adaptive modem proto-
type, papers [Lal00] and [LalO1]. The use of adaptive waveforms in data transmission was also
discussed in a Milcom 2002 conference tutorial and paper [Lal02]. Modeling software detection
is a large subject for another study.

5.5.1. Simulated Waveforms

In simulations a wide range of modulation methods and bit rates were studied as an approach to
the design of an adaptive modem prototype. For example high band-limited data rates as:

1. Bit rates 4000 —240 000 bps.

2. Bit constellation with 16-256 states.

3. Symbol rates 1000-3000 symbol/s.

In Figures 5.4 and 5.6 a simulated complex waveform of the adaptive modem were presented.
In the Figure 5.4 a six-symbol block with four carrier frequencies and several phases and ampli-
tudes is seen. Its performance is evaluated with formula (5.20) for example as:

1. Using fs = 45000, N=26 the symbol rate is Rg = 1730.7.

2. Using M =5...8 bits the maximum bit rate is Rj, = 8653...13846 bps with one channel and
Rj, = 34.6...55.4 kbps with four channels (carriers).

R, = kMR, (5.20)

Where

- Number of carriers is k.

- Bit constellation has M bits.
- Symbol rate is Ry [Bd].

5.5.2 Field Tests

Field Test Arrangements

During a data transmission field-test the team made wave generation and detection experiments
using the adaptive software modem, Figures 5.9-5.11. The team examined data transmission
waveforms over an analog voice channel with AN/PRC-77 type VHF radio set upgraded with
the adaptive modem. The upgrade device connected to the radio ‘POWER” connector (a wide
band audio modification) gave a 22.5 kbps (6.8 bit/Hz) band-limited wireless bit rate perform-
ance. The spectrum of the tested base-band waveform is presented in Figure 5.11. This was a
good voice band result compared to cellular radios in 2000, which had 9.6 kbps. The present
higher data rates were due to the wide band use in frequency domain (multi-slot in time do-
main), B in formula (5.5). The adaptive waveform generation was based on the software algo-
rithm, which can be downloaded from Internet or built-in into the digital communication system
control files.
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In field tests a wide range of modulation method and bit rates were studied in wireless and
wired environments, Figures 5.9-5.10. The following settings (parameters) over a VHF radio

channel were used in the field tests of the adaptive modem prototype:

il el e

Symbol length 16, 20, 24, 48 and 64 samples.
Symbol time 444 -1422 microseconds.
Symbol rate 703-2250 Bd.
Modulation 4QAM, 8QAM, 16QAM and 32QAM.
Number of carriers 1, 2, 4, 5, 6 and 8.
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Fig. 5.9 Spectra of adaptive waveform measured in the VHF field test, [Lal02] and

[LalO4b]

Fig. 5.10 Waveform captured in the VHF field test
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Case 1 Wireless Channel

Adaptive waveforms were generated with the earlier given settings. The results of the data
transmission tests with these settings in the band-limited wireless case with VHF military radios
were:

1. Bandwidth 600 - 4800 Hz.

2. Bitrates 1.4 ... 22.5 kbps.

Figure 5.11 shows some results of the VHF-range field tests. The bit rate was developed with
multiple carriers and thus using bandwidth. The bandwidth was limited to the voice grade. The
received waveform in Figure 5.10 is 4-QAM with no impairments observed. By changing the
parameters described earlier one could find an optimum throughput for the radio channel in
question.

The best result of the VHF radio channel test (no error found in test messages) was about 6.8
bit/Hz sing a two carrier 16-QAM-modulation. The spectrum of the 22500 bps 16-QAM wave-
form is presented in Figure 5.11. Other examples of adaptive data communication development
and DFT-detection are described in a paper presented in 2002 a Milcom conference [Lal02].

L HVENKHOE LUTELETE |

Fig. 5.11 Spectrum of 22.5 kbps signal — a result of the VHF field [Lal01]
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Test results:
The best bit rate for the channel used in the test was R, =2-5-2250 = 22500bps using 32-

QAM
The spectral efficiency was then about 6.8 bit/Hz.

In general the evaluation of bit rate R, of the adaptive modulation method is made in a multi-
carrier (k carriers) case with formula (5.20) as

R, = kMR, (5.20)

Where

- Number of carriers k=1, 2,4, 5, 6 and 8.
- Bit constellation M = 2-5 bits.

- Symbol rate Rg = 703-2250 Bd.

Table 5.3. Adaptive communication test results
Band Symbol rate | Modulation A-P
Carriers Bit rate QAM level
550-1100 Hz | 600 2FSK
2 600
550-2200 Hz | 600 4FSK
4 1200
550-4400 Hz | 600 8FSK
8 1800
550-4400 Hz | 1200 8FSK
8 3600
550-4400 Hz | 2400 8FSK
8 7200
550-4400 Hz |2400 8FSK, A=1 P=1
8 12000
550-4400 Hz |2400 A=1
8 19200
550-4400 Hz |2400 P=1
8 19200
550-4400 Hz | 2400 A=1P=1
8 38400 4QAM
550-4400 Hz |2400 A=2P=2
8 76800 16QAM
550-4400 Hz |2400 A=4P=4
8 153600 256QAM
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Case 2 Wired Channel

The bit rates of the adaptive modem were 600-153,600 bps in the wired telecommunication
network test, Table 5.3. During these tests the method of adaptive selection of waveforms was
demonstrated as presented in the Table 5.3. The modulation method (algorithm) was selected
during the test by changing the modulation parameters (soft detection). The table presents test
results of data transmission over band-limited channels (A = amplitude bits, P = phase bits).
Multi-carrier QAM-modulation methods are advantageous. MFSK offers much slower bit rates.

The wired channel bit rates of the adaptive modem were much higher than 5625-22500 bps the
result of the wireless telecommunication network test, paper [Lal00]. Several other examples
with DFT-detection algorithms are described in paper [Lal0O1] and [Lal02].

Conclusions of adaptive data transmission theory are summarized here:

- The adaptive data modulation method uses DFT in detection of waveforms.

- There are a lot of signal f, A, P, T and software detection parameters N, m, fs available in
the optimization process of the data communications in radio or wired networks.

- The optimal use of the bandwidth is designed in this study by the proper selection of carri-
ers (f).

- Waveform is made to resist noise and interference with optimal selection of symbol time 7,
carrier frequency f;, and bit constellations A, P.

- DFT-parameters, sampling frequency fs, number of samples N and number of frequencies
m, are selected in reception for the best performance needed for BER or data rate or other
metric.

- The throughput can be optimized in regard to BER versus S/N by selecting the most suit-
able bit constellation used in the digital modulation method.

The proposal for using adaptive waveforms in different channels in telemedicine (alert systems
etc) or in the software-defined radios (SDR) is presented. In the future more studies on optimal
waveforms for multi-path propagation should be made.
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5.6. Discussion of Fourier Theory, Limitations and Appli-
cations

In this section some basic theories and applications of adaptive data communications are discussed.
The basic theories are first of all Shannon’s channel capacity formula and the Discrete Fourier
Transform (DFT), which is used in the selection of adaptive data communication waveforms and
soft detection. Waveforms are generated in an IDFT process and detected with a Discrete Fourier
Transform (DFT) algorithm. Sampling is made with A/D or D/A devices. The discrete event simu-
lation theory is used as a research tool, study and development of secure adaptive data communica-
tions and a prototype modem [Mit82]. Ciphering in the modulation is a proposed process for plan-
ning secure adaptive data communications. The focus in this chapter is on the realization of secure
data transmissions with complex waveforms in accordance with the Shannon’s channel capacity
theory.

Fourier Theory

Jean Baptiste Joseph Fourier did his important mathematical work on the theory of heat in 1807
publishing "On the Propagation of Heat in Solid Bodies”. The Fourier series are based on Fourier' s
expansions of functions (trigonometrical series) of this old work [Bos17].

A waveform is a continuous signal in time domain. The Fourier Transform provides the means of
transforming a signal defined in the time domain into one in the frequency domain. A digital sym-
bol can be transformed into a finite waveform (signal) in a digital modulation process for transmis-
sion in different analog communication channels. The Discrete Fourier Transform (DFT) is an ap-
proximation of the continuous Fourier transformation. The Fast Fourier Transform (FFT) is a DFT
algorithm developed by Tukey and Cooley in 1965 [Coo65]. It reduces the number of computations
of a N-point transform (N samples) on the order of N2 to N log N in digital operations.

Limitations of DFT

In data communications Discrete Fourier Transform (DFT), microcomputers and Digital Signal
Processing (DSP) with high processing speed are used quite early [Har82]. DFT is commonly used
for calculation of a power spectrum. DFT thus includes an algorithm for detection of MFSK sig-
nals.

The DFT algorithm can be used to approximate the transformation of a continuous time function
with the following limitations:

- The signal must be band-limited.

- Aliasing. The sampling rate must be sufficiently high to avoid to any spectral overlap.

- Leakage. The observation of the signal is limited to a finite interval. The effect is a spreading or
leakage of the spectral components and an undesirable modification of the total spectrum (distor-
tion).

- Picket-Fence Effect. The inability of the DFT to observe the spectrum as a continuous function
but only at discrete points. The spectrum is limited to integer multiples of the fundamental fre-
quency F' (reciprocal of the sample length N). The major peak of a signal component might not be
detected.
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In Dlgltal Signal Processing (DSP) different means are employed to avoid the problems:
Use sampling rate high enough to avoid any spectral overlap or an anti-aliasing filter.

- Multiply the signal by a suitable window function that minimizes the spreading.

- A procedure for reducing the picket-fence effect is to vary the number of points in a time
period by adding zeros at the end of the original record. The original record is intact.

Waveform Generation and Detection with DFT

A DFT calculation gives complex values z=x+jy of a finite signal for a finite time period and a
given frequency. Amplitude and phase response (spectrum) is a Fourier series calculated by
DFT. DFT performs symbol (bit constellation) detection of a digital modulation method. The
inverse DFT is used as a signal generator, Figure 5.12. It digitally modulates the symbols
stream

(83} = [502812830mrerSpeenr Sy | (5.21)

into a piece-vice continuous waveform x(z) in a symbol by symbol (k) waveform generation as

4o Ng—1

x(0)=Y Y JULs; () +sg()1pt —k ——zT )} (5.22)

i=0 k=0

IDFT

Waveform

AWGHN
CHANNEL NOISE

Waveform+AWGN+Multipath Waveforms

DFT

Fig. 5.12 Digital wave generation and detection

DFT is used in the waveform generation and detection of very high data rate OFDM systems
[KifO1]. In a band-limited software modem design and in a data transmission simulator DFT is
the starting point of the algorithm design [LalO4a, Lal04b], Figure 5.12.

A symbol waveform is a finite interval signal and thus with a proper selection of parameters one
can use the Discrete Fourier Transform (DFT) for real time detection of adaptive multi-carrier
waveforms. Fast Fourier Transform (FFT) was not quite suitable for the adaptive software mo-
dem, because the use of the number of samples N is limited to powers of two or in some cases
to four. FFT is not fully adaptive as a DFT solution, when an adaptive selection of carrier fre-
quencies, frequency selectivity, symbol rate or bit constellation states is wanted. All these are
selected with a few parameters N and A(t) in DFT, formula (5.23). The sample interval A(?) is
defined by the sampling rate f.
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N
Sy ImA(f)] =Y xnA()le a0 (5.23)
n=1

The balance between the number of samples N and the sample frequency fs is set in the detec-
tion. The other parameters used in the adaptive data communications theory are the bit rate Rp,
symbol rate Rs, symbol time T, the number of bits in one symbol, bit constellation, digital
modulation scheme, and the number of frequencies used in the channel. All these parameters are
selectable variables. The channel characteristics are used in optimizing the waveform and for
adjusting the modulation parameters. Then the software algorithm is optimized according to the
selected test measure (BER versus S/N, bit rate versus bandwidth).

Adaptive Selection of Modulation Method

Comparison of Modulation Methods

- 40
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]
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Bit states in constellation

Fig. 5.13 Adaptive selection of modulation method,
S/N versus constellation

A comparison of modulation methods is made in reference [Car86] pp. 552-554. Adaptive se-
lection of the modulation method is illustrated in Figures 5.13 - 5.15. Figure 5.13 presents a
comparison of modulation methods based on the minimum signal-to-noise ratio needed for
working on the BER-level = 1.0E-03. In cellular networks a modulation working on a low S/N
ratio level can be economically a sound solution, because a large cell size is available. However,
in the future low or high bit rates needed randomly in various services argue for an adaptive
approach in the use of digital modulation methods and thus the selection of an optimized wave-
form. At the same time the adaptation of bit rates to distance can increase the tariff possibilities
offered by the operators. Adaptation can follow technology in a way that high bit rates are in
smaller cells and the lowest bit rates are offered in larger cells and for distant customers. Ap-
pendices 1-3 explain some proposals made for adaptive communications.
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5.7. Adaptive Multi-Carrier Data Communications

The adaptive multi-carrier data communications like OFDM have been intensively studied
[Ist99], Appendces 2-3. A band-limited prototype modem (an upgrade device for wireless ra-
dios) is one example of field-tested adaptive systems. Its main property is the adaptive selection
of the following data transmission parameters [LalO1]:

¢ Channel bandwidth.

e Carrier frequencies.

¢ Bit constellation (amplitude/phase) states.

¢ Symbol and bit rate.

Table 5.4 presents examples of simulated band-limited adaptive multi-carrier waveforms, sym-
bol rates, QAM modulation states, number of channels, equivalent MFC-code and the corre-
sponding bit rates achieved. Symbol generation is made with an inverse DFT algorithm. Symbol
detection is based on the complex DFT, formula (5.23). The complex DFT of the symbol calcu-
lated over the symbol time fully describes the particular bit pattern in the constellation diagram
i.e. amplitude and phase at the DFT frequency used. Thus it gives us the symbol identification
parameter estimates (amplitude, phase and frequency) with known frequency selectivity de-
scribed later.

Table 5.4. Adaptive multi-carrier modulation methods and bit rates [Lal01]

Symbol QAM Channels  |MFC-code |Bit/s

Rate [requencies
[ OO0 [#16 (11 4000
1000 116 2 (52) 2000
2000 | *8 2 (42) [ 20000
2000 [ %16 2 (52) | 6000
2000 | #64 2 (24 2) 24000
3000 | #6H4d 2 (17 2) 36000
3000 | #64 3 (65 2) 54000
3000 | #64 4 (513 2) 72000
3000 | #6d 5 (514 3) Q0000
3000 [ #6d G (285 4) [ORO0N
3000 | #i6d £ (803 4) 1 26000
3000 | #6d ® (640 3) | 44000
3000 | #64 9 (572 6) | 62000
3000 | #64 [0 (341 7) [ &0000
3000 [ *128 [0 (GRS B) 210000
3000 [ *256 10 (830 9) 240000

Adaptive Data Communication Applications

Adaptive data communication applications are discussed in this section. They can be designed
according to the principles studied in earlier sections and chapters using adaptive selection of
modulation method and waveforms. This section presents a method for adaptive selection of
waveforms, adaptive filters and filter banks and a secure communication system. In the detec-
tion of waveforms adaptive filters or filter banks are needed. In securing data transmission an
adaptive multi-carrier modulation system can be used.
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Bit Stream

One describes a bit stream, which has to be transmitted on-line or via the air. In the transmission
of the bit stream adaptive digital modulation methods symbol by symbol are used. One de-
scribes a symbol with a waveform that contains several bits. The adaptive modulation method
means that one can adapt the generated symbol waveform to the analogue channel used. The
modulation of the particular carrier is made by changing the software algorithm, which converts
each symbol to a specific amplitude-phase constellation point and uses a proper symbol time.
Depending on the channel bandwidth B (wired or radio) there is one or several transmission
carriers (channels) in use for the optimal Shannon’s capacity. Depending on the channel charac-
teristics or signal to noise ratio one can select the best amplitude phase constellation. One uses
the discrete Fourier transform (DFT) in the detection and the demodulation of the symbol wave-
form.

5.8 Adaptive Selection of Modulation Method

A long-range transmission of bits is not possible in the form of a two DC state signal i.e. a bi-
nary signal, which is the way a PC operates. The sinusoidal waveforms of a symbol sequence
can travel long ranges in the air or on-line. There are effective digital modulation methods,
which combine several bits into one symbol and make a corresponding symbol waveform, Fig-
ure 5.14. One describes the adaptive software modulation method instead of standard digital
methods. The reason for the use of adaptive waveforms is due to practical telecommunication
networks, where one has a variety of different channels. They offer different bandwidths, SNR
and continuously varying characteristics in mobile cases. Design of an adaptive modulation
method begins in the selection of dynamic range and selectivity of the system using carrier fre-
quency f, amplitude A, phase P and time period 7. The limits for the selectivity and dynamic
range of each parameter are set according to the channel characteristics.

DATA WAYEFORM
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Fig. 5.14 Symbol waveform stream [Lal04b]
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The adaptive modulation method and waveforms are a generalization of known digital modula-
tion methods and waveforms. A development team has carried out experiments with a prototype
adaptive modem during the field tests in order to demonstrate the effectiveness of different
modulation methods, Figure 5.15.

Bit Rate Adaptive Modulation
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Fig. 5.15 Adaptive selection of modulation method,
bit rate versus baud rate

The MFSK method is not very effective as one can see in Figure 5.15. Increasing the symbol
rate (baud rate) does not help the situation. To get high bit rates one has to use more complex
modulation methods and multi-carrier systems. OFDM is a data transmission solution, which
gives high bit rates and is the basis for the most recent communication system development
projects [KifO1]. The adaptive selection of the modulation method gives advantageous bit rates
and also the proper bit error performance for the individual cases. This is an optimization prob-
lem discussed in paper [Lal04b].
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Adaptive Filter

A human ear can detect fine frequency differences. The same with software detection using
DFT was presented earlier in Figure 5.2. It explains the situation with DFT i.e. by increasing the
number of samples one gets more narrow filters and the possibility to use narrow frequency
bands and channeling. One can adapt multi frequency signal waveforms to the bandwidth in
use. The number of samples N and the sampling frequency f; define the frequency selectivity
and the useful channel bandwidth. Figure 5.16 presents simulation results using two, the 13-
point adaptive filters in the detection of FSK-signal transmitted over ADM-channel.
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Fig. 5.16 DFT as filter [Lal97b]

Adaptive Filter Bank

The detection of multi-carrier waveforms is made with adaptive DFT filter banks. A simulation
model and example of a 26-point DFT filter bank is in Figure 5.17. The first six filters and their
output amplitudes at different frequencies are shown in the figure. The center frequency of the
first filter is 615 Hz and the next is 1230 Hz etc. The bandwidth of the filters is also 615 Hz.
The noise floor (S/N) at 615 Hz is 15 dB. The noise floor with DFT detection depends on the
number of samples used in detection and thus the relation between sample frequency and the
signal frequency. Thus the realization of the DFT-based software filters is not easy at higher
frequencies. The present technology level might be at the 2 GHz [Mil03].

The important components are A/D or D/A devices and the processors, which are used for the
Joint Tactical Radio System (JTRS). One can easily change all the parameters of the waveform
and thus also the bandwidth of a band-pass filter and carrier frequencies etc. The change of a
parameter may also have an effect on the resulting throughput bit rate. The noise level and the
bit rate must be balanced with the selected digital modulation method for an error free result.
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Fig. 5.17 Adaptive DFT filter bank [Lal02]

Secure Communication

An example of secure communications is a multi-carrier system with m==8 carriers tested with
the adaptive modem prototype, later in Figure 5.18. The figure includes a synchronism signal
sent first in the waveform stream. A proposal for securing data communication is proposed by
applying a band-limited frequency hopping (FH) waveform. As an example a FH waveform
using m=8 carriers is analyzed. One designs a secure waveform with FH carriers representing a
symbol sequence S ={Sk/, formula (5.24).

{Sy) =505 8300 Sy | (5.24)

Where

s = the k"™ symbol
k=0,12,..,N-1
N = the number of symbols.

A secured band-limited signal is the sum waveform of eight carriers (a multiplex signal). The
physical securing of S is made using a random FH signal as one in the multiplex signal of eight
carriers. The ciphered data is digitally modulated in one FH signal among the multiplex signal
of the eight carriers. The other seven carriers are digitally modulated with random data. Some
problems might be in the selection of carriers. The problem with large m is the Picket-Fence
Effect as described earlier. Thus the carriers for the sum waveform should be selected carefully
in order avoid major peaks in the signal. Also the selection of a digital modulation method de-
pends on the particular channel quality.
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5.8. Adaptive Secure Data Transmission Method for OSI
Level 1

Security

By passing adaptive waveforms over the Internet or over a telephone network to another LAN
server we can build our own VPN tunnel channel with OSI level one securing. The securing is
made in the adaptive modem with band-limited frequency hopping in the voice frequency band.
This can be done with the adaptive modem software algorithm in the data modulation process
with a multi-carrier system. The basic theory is presented in paper [Lal02b]. It is a question of a
signal microscope in the signal space, when a N-point DFT with a large enough N is used for
symbol detection as described in chapter 3. In a hardware world such a filter is impossible to
make. A DFT-based soft detection method uses such algorithms adaptively.

A Proposal Application for Secure DFT-based Alert System Using

Broadcasting

Remembering the worst earthquake catastrophe in Asia on 26.12.2004, with a missing swell
alert system, it is obvious that a reliably working global alert system is needed. A general warn-
ing system for any kind of catastrophes based on public radio broadcasting with added multi-
tones is proposed here. Short multi-tone voice messages describing the alert message in ques-
tion can be detected with a DFT-based software algorithm application described earlier in this
chapter. Normal radio receivers should have a small additional device for receiving these mes-
sages. The government offices (police stations, rescue authorities etc) should have the responsi-
bility to listen to the broadcasting 24 hours a day and at the same time possible alerts and carry
out necessary actions. For example, a three-tone detection and DFT filter needed with the re-
ceiver is easy to realize with an adaptive DFT detection algorithm (ref. fig.5.14) formula
S(ml,m2,m3) for a three-tone signal as

N N
S(ml’m29m3) — Z x[nA(t)]€72J7rm|A(j)nA(t) +Z x[nA(t)]€72jm712A(f)nA(t)

n=1 n=1

N
+ Z x[nA(t)]e—2]7rm3A(f)nA(t)

n=1

(5.25)

Where m;, my, and mj3 define the three multi-tone carriers. In a reliable detection method the
thresholds are set for all detected individual tones Sy, Sz, and S3 The alert is accepted with the
simultaneous detection of all tones.
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Secured Waveform

It is well known that wireless Internet access or LANs are open to any recording, taping, inter-
fering etc. There is no standardization for security in the physical OSI reference level. Thus
there is a need for data encryption as a minimum requirement in Internet traffic with TCP/IP-
protocol systems. For example in biomedical and telemedicine data traffic one needs a standard
for the physical level data security [Var03].

| HYERAGE [N PROGEESS |

| ngtlag)

Fig. 5.18 Secured multi-carrier (m=8) waveform [Lal04b]

A simple version of the proposal for securing data transmissions on the physical or modulation
level is illustrated in Figures 5.14, 5.17 and 5.18. Figure 5.14 gives an example of a secured
waveform. Figure 5.18 shows the signal on the frequency band seen by the receiver and Figure
5.17 presents the filter bank function for its detection.

Suppose one has a symbol sequence Sy for data transmission, formula (5.24). One defined sym-
bol stream vector S = {S;/, which is the transmitted message. In a digital modulation process
this stream is converted into a piecewise continuous waveform stream vector W={ Wk}, for-
mula (5.26).

wyl= [wo,wl,wz,...,wk,...,wal] (5.26)

Where wy = the k™ waveform.

The whole multiplex signal matrix M={M,,;} is made in a random process. For a message of N
symbols and M carriers one gets a signal as

m, mp, m
21 My m, y

M, y}= (5.27)
My My, My
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Using an orthogonal frequency base of M frequencies one can modulate each carrier using an
adaptive digital modulation method i.e. by selecting adaptively the proper QAM-level for each
carrier according to the channel quality.

A secured waveform for a particular message transmission is generated by hopping the fre-
quency in a random sequence, which is at least as long as the message N. Taking the advantage
of frequency hopping (FH) in a base-band modulation process one has now the secured wave-
form on a physical level.

Cryptographic methods are not studied here, however, for additional securing of the message
one can use secret bit constellations (A, P) presented by formulae (5.17-5.18), which are other
than those defined in standards.

In decoding the signal from the multiplex of M signals one needs to know the hopping code {C}
for the particular message signal as

C1 o G Cin
Gy G CoN

{Cinl= (5.28)
vy Cumpo Cu.n

N message elements ¢y y one in each column are 1, k=1...N, while all other elements are 0. In
the similar way hopping codes for other messages can be constructed in a hopping system.

One gets the decoded signal S in general as resulting signal carriers in a matrix operation as
S=CF" (5.29)

Hopping sequence is secret i.e. the carriers are selected with a secure random process known
only by the two end users of the secure adaptive end-to-end communication. Vector F={Fy}
defines in general the M frequencies used.

(F Y=o fir Faveoos forees fir i ] (5.30)

Robust Complexity Evaluation

In Figure 5.18 the number of carriers is M = 8 (the second broader peak is caused by a synchro-
nizing deterministic sequence of symbols). FH is now a random sequence of eight carriers and
the hopping rate is the symbol rate. The multiplex waveform includes eight random waveforms.
If the message size is N = 10 symbols, there are 10 columns in the code {Cj9s/ and matrix
element 1 means a symbol in each column of {Cjg g/} as
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{CIO,S } =

S O O O O O o
- O O O O o o O
S O O O O = O O
S O O O = O O O
S = O O O O O O
S O O O O = O O
S O O = O O O O
S O O O O o = O
S O O = O O O O
S O O O O o = O

(5.31)

The code matrix is thus a 10x8 matrix and may be called a block code for eight messages. Eight
carriers can send eight messages each containing ten symbols in this example case. Each mes-
sage has an individual code matrix, where in every column only one element on a random row
one. All other elements of that code are zero.

Supposing the carrier set (M=8) is the same for all symbols k=1...10 and it is a priori
known and the eight carriers are presented in the carrier frequency vector as

{F, 4} = [705,1410,2115,2820,3525,4230,4935,5640] (5.32)

Then in the special case of fig. 5.15 the carriers in the message of ten symbols are calculated as

S =CF" (5.29)
The result is

{Sis) = [615,4920,1845,2460,4305,1845,3075,1230,3075,1230] (5.33)

It is supposed that the digital modulation method is a priori known. Thus final decoding of the
information from the waveforms represented in {S;9 s/ is made as described earlier in formulae
(5.17-5.18).

The complexity of this cipher system (one of eight carriers) is 5.85E+48. A reference value of

the DES code with 54-bit sequence is 1.8E+16. Using a 512-carrier system in the same way as
the proposed cipher system one gets the reference level of complexity 2E+146.
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5.9. Sensitivity Analysis of Adaptive Data Communica-
tions

A simulation method can only give qualitative results of the error performance of the investi-
gated systems. However, due to mathematical complexity several systems can only be investi-
gated with modeling and simulation. The sensitivity analysis thus gives robust information of
error performance of the presented adaptive data communication method, which uses DFT-
based soft detection and IDFT-waveform generation. The channel models are granular, AWGN
and multi-path.

5.9.1. Sensitivity of the Soft DFT Detection in AWGN-Channel

Simulation settings in Figure 5.19 are:

- AWGN noise is a parameter. It is generated in the transmission channel and a received sig-
nal is disturbed by this noise.

- Signal amplitude A is a variable.

- f1=615 Hz, £2=1230 Hz, and f3=1846 Hz.

- N=26.
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Fig. 5.19 Error performance of DFT soft detection in presence of AWGN

Figure 5.19 presents amplitude sensitivy of a multicarrier signal transitted over an AWGN
channel and detected using using soft DFT detection. Error performance of a 26-point DFT
detection is a simulated result. The amplitude sensitivity against AWGN noise sets the limits for
usable S/N and amplitude selectivity in the selection of the modulation method. The qualitative
result gives at S/N=10 dB and amplitude variation of 10%.
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5.9.2. Sensitivity of the Signal Detection in Granular Channel

Simulation settings in Figure 5.20 are:

- Granular noise is generated in the adaptive delta modulation process and is in the received
signal.

- AWGN noise is generated in the transmission channel in the same way as presented in Fig-
ure 5.19.

- Signal amplitude is a variable.

- F1=615 Hz, £2=1230 Hz, and f3=1846 Hz.

- N=26.
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Figure 5.20 Error performance of DFT soft detection in presence of granular and Gaussian noise

Error performance of a 26-point DFT detection is a simulated result. The normalized amplitude
sensitivity is disturbed by the granular noise all the time. The adaptive delta modulation proces
sets the limits for the amplitude selctivity in the selection of modulation method. The qualitative
result in Figure 5.20 gives basic variations in the received amplitude, which is at least 10% at
S/N=120 dB. AWGN noise increases the variation of the recived signal at S/N= 10 dB to about
40%.
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5.9.3. Frequency Deviation Sensitivity of the Soft Signal Detec-

tion

Simulation settings in Figure 5.21are:

- Granular is not present.

- A three tone signal is used f=615, 1230 and 1846 Hz, A=0,5 V.

- N=26 samples and sampling rate is 16000 giving 615 Hz selectivity of DFT.

Frequency sensitivity in soft detection

._}

QL A

Amplitude, detected

06

0

-500,00 400,00 -300,00 -200,00

-100,00 0,00 100,00 200,00 300,00

Frequency deviation of f=615 Hz

400,00

500,00

m 61538
i 123077
| 1846.15
Polyn. (615,38)

___Polyn. {1846.15)
Polyn (1230.77)

Fig. 5.21 Performance of DFT soft detection in function of frequency deviation

A three-tone signal of 615, 1230 and 1846 was used in the evaluation of frequency sensitivity of
DFT detection. Frequency deviation of 300 Hz in the basic 615 Hz signal gives about 40
degrees error in the received signal value in detection. However, the soft detection is working
well at the whole measured deviation area as seen in the values of other signal elemets (1230
Hz and 1846 Hz). The selectivity of the DFT filter is given by a sampling rate per number of
samples, and is 16000/26=615 Hz.

The figure shows that the whole pass-band 615 Hz is usable and the soft detection is not very
sensitive to frequency deviation of the carrier.
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5.9.4. Frequency Deviation Sensitivity of the Soft DFT Detection
in ADM-Channel

Simulation settings in Figure 5.22 are:

- Granular noise is generated in the ADM-channel and it is present in the detected signal.

- The same three tone signal parameters as before are used f=615, 1230 and 1846 Hz, A=0,5
V and random phase.

- N=26 samples at sampling rate 16000 Hz gives 615 Hz selectivity of DFT.

- Detection of three tones is made with a 3-finger receiver using DFT.

Frequency sensitivity of a granularchannel
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Fig. 5.22 Performance of DFT soft detection in ADM-channel in case of frequency
deviation

The evaluated granular channel is not very suitable for analog data transmission. The granular
channel introduces amplitude variations in the detected analog signal values (615.38 in figure).
Reference analog signal components values (1230.77 and 1846.15 Hz) are not granular signals
(thus only small variations in the amplitude). Reliable amplitude and phase detection of a multi-
carrier data transmission system working in the ADM-channel is not possible. A MFSK system
is one solution.
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5.9.5. Sensitivity of the Soft DFT Detection in Granular Noisy
Channel (ADM-channel)

Simulation settings in Figure 5.23 are:

- Granular noise is generated in the ADM-channel and it is present in the detected signal.

- AWGN noise is added to the signal in the granular channel before D/A conversion in the
ADM decoder.

- Analog waveform and the symbol value detection method is soft detection using a 26-point
DFT.
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Fig. 5.23 Performance of DFT soft detection in AWGN noise ADM-channel

The evaluated granular channel was found to be not very suitable for analog data transmission.
Figure 5.23 presents the amplitude variations of a three-tone component in respect to granularity
and AWGN noise level. The granularity is the main source of variations. The signal amplitude
values vary form normal to about -20 %. The increasing AWGN noise increases the amplitude
variations slowly to about -40%.
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5.9.6. Sensitivity of the Soft DFT Detection in Multi-Path Noisy
Channel

General simulation settings in Figure 5.24 are as before and:

- Granular noise is not present.

- AWGN noise is set on the noise levels S/N=28...77 dB dB.

- Single-tone transmission (ASCII, QAM) is used as the signal.

- The reference received normal value used in the simulation is without granular or additive
noise (at noise floor S/N>>80 dB) and without multi-path propagation.

- Multipath signals (I) are generated with additive signal components.

Multipath signal
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Fig. 5.24 Performance of DFT soft detection in multi-path noise channel

Figure 5.24 presents the received signal amplitude versus the S/I in the multi-path signal case.
The multi-path components are made according to random phase and an exponential amplitude
distribution. In the figure the mean power of all interfering multi-path components are calcu-
lated and the resulting S/I is used as a variable. In general, the first multi-path component is the
main component of interfering signal power I of the S/I ratio. The reference signal is on the
normal amplitude level, amplitude=1.

The multi-path error performance of the soft detection system is seen as the deviation of the
amplitude compared to the normal amplitude value (ampl = 1). In the simulated results the
multi-path signal varies with the received interference signal level. Error increases to 25% with
the decreasing S/I levels 15...7 dB. The deviation in the variation is higher at lower S/N levels
as expected. High S/N-values (76...77 dB) represent pure multi-path effects.
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5.9.7. Orthogonal Signal Space

Simulation settings in Figure 5.25 are:

- Granular noise is not present.

- AWGN noise is on the noise floor level S/N>>80 dB.

- The single-tone, two-tone and three-tone signals are generated as before in an IDFT-
process, A=0.5 and random phase.

- Detection is made using 26-point DFT optimized to each frequency used in the multi-carrier
signal.
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Detected amplitude mtwo-tone
Otwo-tone
0.4

Otwo-tone

mthreetone
three-fone

0,2 two-tone
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Signal space
two-tone

single tone

Frequency

Fig. 5.25 Performance of DFT soft detection method

Figure 5.25 presents the performance of DFT in multi-carrier signal detection. Five different
signal spaces are evaluated one-tone, two-tone and three-tone spaces. Each signal is detected
with its normal amplitude value. No distortion components are found. The system is orthogonal
and the detection method is matched to the signal frequency.

Errors in the soft detection are due to noise channel, granular noise generated in voice coding

and parameter errors (frequency) in transmission. These situations have been discussed earlier
and presented in Figures 5.19-5.24.
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Chapter VI

6. Summary

A new adaptive method for data transmission over different radio or telecommunication chan-
nels has been developed. The results are based on the modeling and simulation system, de-
scribed in chapters 4-5, and the use of DFT (discrete Fourier transmission) in the soft generation
and detection of waveforms. It is a band-limited variant of a generally known OFDM technol-
ogy. The basic element is the adaptive modem, which has a standard electronic interface to sup-
ported communication systems and software algorithms for selecting its own functionality (syn-
chronization, waveform, modulation etc). The basic theory used was made by Shannon, Fourier
and Chang.

The complex waveforms generated in the simulations and in a prototype modem are the practi-
cal solutions for the capacity limit of Shannon’s theory. The selection of adaptive waveforms
have been simulated and tested in the field in 2000, which ended the investigation of the method
by proving its functionality in practice.

The main result and benefit of this work is a theory and an early version (prototype modems) of
the adaptive band-limited multi-carrier data communication system for alert communications,
telemedicine purposes and other security communication needs on the physical level. The in-
cluding of a warning multi-tone into a broadcasted waveform is proof of the effectiveness of a
steganographic method used in the signal space.

Data communication is improved with the presented adaptive waveforms and the secure adap-

tive communication (modulation) method compared to known band-limited methods as

- We have the physical OSI level security in local networks.

- We have secure band-limited end-to-end voice channels.

- We can optimize the bandwidth versus bit rate at the selected quality level (S/N).

- We can manage bit error rates in communication with adaptive selection of waveforms
(modulation method).

These results are simulated and tested in the field proving that the goals of the thesis have been

achieved in general with the presented adaptive data communication method.

104



List of Original Papers

This thesis is based on the following publications of the author.

1.

10.

[Lal97a] Lallo, P., Analysis and Measurements of Information Transmission over an
Adaptive Delta Modulated Voice Channel, IEEE Military Communications Confer-
ence November 2-5, 1997, in Proceedings of MILCOM 97, Monterey, CA 1997, pp.
1057-1061.

[Lal97b] Lallo, P., Investigation of Data Transmission over an Adaptive Delta
Modulated Voice Channel by Simulations using a Spreadsheet Program, IEEE Mili-
tary Communications Conference November 2-5, 1997, in Proceedings of MILCOM
97, Monterey, CA 1997, pp. 554-559.

[Lal99] Lallo, P., Signal Classification by Discrete Fourier Transform, in Proceed-
ings of Milcom 1999, Atlantic City, NJ, IEEE ComSoc Digital Library, USA, 1999,
pp- 197-201.

http://dl.comsoc.org/cocoon/comsoc

[LalO0] Lallo, P., Adaptive Modem, EuroComm?2000, Miinchen, Germany.

[LalO1] Lallo, P., Adaptive Software Modem Technology, Proceedings of Milcom
2001, McLean, VA, IEEE ComSoc Digital Library, USA, 2001, pp. 175-179.
http://dl.comsoc.org/cocoon/comsoc

[Lal02] Lallo, P., Basic Theory of Adaptive Data Transmission,in Proceedings of
MILCOM 2002, Anaheim, CA, IEEE ComSoc Digital Library, USA, 2002, pp.
1054-1056.

http://dl.comsoc.org/cocoon/comsoc

[LalO4a] Lallo, P., Modeling and Simulations of Biomedical Data Networks,
ESM2004 SCS Europe, Magdeburg, Germany, 2004.

[Lal04b] Lallo, P., Robust Simulation of Waveforms, Proceedings of Milcom 2004
CD, Monterey, CA, USA, 2004.

[Lal75] Lallo, P., Analysis of a Special Telecommunication Network and Associ-
ated Factors, Licentiate Thesis, Helsinki University of Technology, 1975, 88 pages.

[Lal87] Lallo, P., The Evaluation of the Availability of the Telecommunication

Networks, Report3/87, ISBN 951-754-158-9, ISSN 0781-7622, Helsinki University
of Technology 19.5.1987, 75 pages.

105



References

[Agu03] Aguiar, A., Gross J., Wireless Channel Models, Technical University Berlin,
Telecommunication Networks Group, TKN Technical Report TKN-03-007, Berlin,
April 2003.

[Alc92] Alcatel, Electrical Communication, Defence Communications, Volume 65 No
3, pp- 233-256, 1992.

[Big91] Biglieri, E., et. al., Introduction to Trellis-Coded Modulation with Applications,
New York, Macmillan, 1991.

[Bos17] Bose, A. C., Fourier series and its influence on some of the developments of
mathematical analysis, Bulletin of the Calcutta Mathematical Society 9 (1917-8), 71-84.

[Bro93] Brown, D.W., Fargues, M.P., SPC Toolbox An Interactive Matlab Package for
Signal Modeling and Analysis and Communications (with Speech Analysis and Linear
Systems Modeling), Technical Report no. NPSEC-93943-5121, Naval Post-graduate
School, Monterey, 1993.

[Bur94] Burrus, C. S., et. al., Computer-Based Exercises for Signal Processing Using
MATLAB e, Prentice-Hall International, Inc., Englewood Cliffs, NJ, 1994.

[Bus02] Bushko, R. G., Future of Health Technology, 10S Press, Amsterdam, The
Netherlands, 2002.

[Cac93] CACI Products Company, Comnet Il User’s Manual, Version 1.0, La Jolla,
CA, 1993.

[Car86] Carlson, A. B., Communication Systems An Introduction to Signals and Noise
in Electrical Communication, Third Edition, McGraw-Hill Book Company, New York,
1986.

[Cha66] Chang, R.W., High Speed Multichannel Data Transmission with Bandlimited
Orthogonal Signals, Bell System Technology Journal, Vol. 45, pp. 1745-1796, 1966.

[Com90] Comdisco Systems, Inc., Signal Processing Worksystem, January 31, 1990.
[Com92] Comparetto, G. .M., A Technical Description of the Brilliant Pebbles Com-
munications Simulator (BPCOMMSIM) Capability at the National Test Facility (NTF),
Colorado Springs, The MITRE Corporation, 1992.

[Coo065] Cooley, J. W., Tukey, J. W., An algorithm for the machine calculation of com-
plex Fourier series, Mathematics of Computation, 19, 90, pp. 297-301, 1965.

[de]52] Delager, F., Delta Modulation, A Method of P.C.M. Transmission Using the
One-Unit Code, Philips Res. Rep., Vol. 7, No 6, pp. 442-466, 1952.

106



[Del46] Deloraine, E. M., van Miero, S., Derjavitch, B., Methode et systeme de trans-
mission par impulsions, French Patent 932140, Aug. 1946.

[Ead01] Eades, P., Eds, J. J., Visual Information Processing, Australian Computer So-
ciety, Inc, 2001. Copyright © 2001, Australian Computer Society, Inc. This paper ap-
peared at Visualisation 2000, Pan-Sydney Workshop on Visual Information Processing.
Conferences in Research and Practice in Information Technology, Vol. 2. P. Eades and
J.Jin, Eds. Reproduction for academic, not-for profit purposes permitted provided this
text is included, 2001.

[Eng03] Engels, M., Wireless OFDM Systems - How to make them work? IMEC, Bel-
gium, Kluwer Academic Publishers, ISBN 1-4020-7116-7, 2003.

[Eur86] EUROCOM D/1, Document, Unclassified 1977-1986.

[Fdf03] Finnish Defence Forces, Telecommunication Laboratory / Centre for Wireless
Communications, University of Oulu, Finnish Software Radio Programme, ISBN:951-
42-7187-4, 2003.

[Gal68] Gallager, R. G., Information Theory and Reliable Communication, John Wiley
and Sons, Inc, New York. 1968.

[GalO1] Gallager, R. G., Claude E. Shannon: A Retrospective on His Life, Work, and
Impact, IEEE Transactions on Information Theory, pp. 2681-2695, November 2001.

[Gol70] Goldberg R. R., Fourier Transforms, The Syndics of the Cambridge University
Press, Cambridge, 1970.

[Guo02] Guo, Y., Cavallaro, J. R., Post-compensation of rf non-linearity in mobile ofdm
systems by estimation of memory-less polynomial, Dept. of Electrical and Computer
Engineering - Rice University, 2002.

[Har82] Harris, F. J., The Discrete Fourier Transform Applied to Time Domain Signal
Processing, pp. 13-22, IEEE Communications Magazine, Vol. 20, No. 3, May 1982.
[HarO5] Harrington, D., Romascanu, D., IETF Bridge WG Transition to IEEE 802.1
WG, 2005.

[Hip03] Department of Health and Human Services (HHS), Health Insurance Portabil-
ity and Accountability Act (HIPAA), USA, February 20. 2003.

[Ima91] Proceedings of The Second International Conference of Image Management
and Communication in Patient Care: New Technologies for Better Patient Care, Kyoto,
Japan, April 10-13, 1991.

[1st99] Information Society Technologies, IST-1999-10025, WIN-FLEX D4.1, Design
and Performance of Modulation and Diversity Algorithms, 1999.

107



[1tt61] ITT, Electrical Communication, Volume 37 Number 2, pp.87-116, 1961.

[Ttu88] International Telecommunication Union (ITU) G.711 64 Kbps PCM standard,
11/1988.

[1tu89] Comité Consultatif International Télégraphique et Téléphonique (CCITT), X"
Plenary Assembly, Melbourne, 14-25 November 1988, Blue Book, ITU, Geneva, 1989.

[1tu60] Report of Meeting of CCITT Working Party 43 (Data Transmission) Geneva,
21-28 March 1960; Comité Consultatif International Télégraphique et Téléphonique
Document GT 43, Number 20; 30 March 1960.

[Kif01] Kifle, M., and Monty Andro, M., Vanderaar, M. J., An OFDM System Using
Polyphase Filter and DFT Architecture for Very High Data Rate Applications,
NASA/TM—2001-210813, National Aeronautics and Space Administration Glenn Re-
search Center, Prepared for the 19th International Communications Satellite Systems
Conference and Exhibit cosponsored by the AIAA, CNES, ESA, and SUPAERO, Tou-
louse, France, April 17-20, 2001.

[Lei72] Leivo, H., Lallo, P., Automatization of Army Communications (In Finnish:
Armeijakunnan yhteyksien automatisointi), Viestimies, September 3, pp. 138-139, 1972.

[MahO1] Maheu, M.M., et. al. E-Health, Telehealth, and Telemedicine, Jossey-Bass A
Wiley Company, San Francisco, 2001.

[Mar62] Margenau, H., The Mathematics of Physics and Chemistry, D. Van Nostrand
Company, INC. Princeton, NJ, USA, March 1962.

[Mar03] De Marchis, G., Tutorial on Technologies, TelCon srl, ITU-T workshop Out-
side plant for the Access Network, Hanoi 24 November 2003.

[Mas97] Masys, D. R., Baker, D. B., Patient-Centered Access to Secure Systems Online
(PCASSO): A Secure Approach to Clinical Data Access Via the World Wide Web, Uni-
versity of California, San Diego (UCSD) and Science Applications International Corpo-
ration (SAIC) La Jolla, California, 1997.

[Mas98] Masys, D. R., Baker, D. B., Protecting Clinical Data on Web Client Com-
puters: the PCASSO Approach, University of California, San Diego (UCSD) and Sci-
ence Applications International Corporation (SAIC) La Jolla, California, 1998.

[Mas02] Masys, D. R. et. al., Giving Patients Access to Their Medical Records via the
Internet: The PCASSO Experience, Journal of the American Medical Informatics Asso-
ciation, Volume 9, Number 2 Mar / Apr 2002.

[Mdd90] Scientific Advisory Board for Defence, Digital Telecommunications in Mobile

Networks, Interfaces to Fixed Networks, (In Finnish: Maanpuolustuksen tieteellinen
neuvottelukunta, Tiivistelmd 255, Digitaalinen viestiliikenne liikkuvissa verkoissa,

108



rajapinnat kiinteisiin televerkkoihin), Final Report 255, Research plan 28/Mdd/90
MATINE. Report series B 1992/1, pp 1-16, Helsinki, www.defmin.fi, 1992.

[Mil03] Military Communications Conference, Milcom 2003 Plenary Session, IEEE
and AFCEA, USA, MA, Boston,15.10.2003.

[Mis98] Missud, P., Monod, S., HTZ Warfare 9.x: Communications Electronic War-
fare, User' s Manual-V, Paris, Advanced Topographic Development & Images, 1998.

[Mit82] Mitrani, L., Simulation techniques for discrete event simulation, ISBN 0521
238854, Cambridge University Press, 1982.

[Mos02] Moskowitz, I. S., Chang, L. W., Newman, R. E., Capacity is the Wrong Para-
digm, US Government work, Research supported by the Office of Naval Research,
2002.

[Noo99] Noordergraaf, A., KeithWatson, K., Solaris™ Operating Environment Net-
work Settings for Security, - Global Enterprise Security Service Sun BluePrints™
OnLine — December 1999.

[Par00] Parviala, A., Jaarli Jauhiainen initiator of telephone industry (In Finnish: Jaarli
Jauhiainen puhelinalan n#kiji ja tekijd), Karisto Oy, Himeenlinna 2000.

[Pro92] Proakis, J., Manolakis, D., Digital Signal Processing Principles, Algorithms,
and Applications, Macmillan Publishing Company, New York, 1992.

[Rad80] Radio Shack, Personal Software Visicalc TRS-80 Model I, Micro Computer
System, Catalog Number 26-1566, First Edition, TRDDOS Operating System: 1979
Tandy Corporation, VisiCalc Program: 1979, 1980 Software Arts, Inc., VisiCalc Pro-
gram Manual: Personal Softare Inc., 1980.

[Ram02] Ramirez-Mireles, F., et. al., The Benefits of Discrete Multi-Tone (DMT)
Modulation for VDSL Systems, Ikanos Communications, framirez@ikanos.com, Ver-
sion 1.4, October 11, 2002.

[Rat05] Ratib, O., Health on the Net (HON): From PACS to the World Wide Web,
http://www.hon.ch/Library/papers/ratib.html 16.01.2005 13:14, 2005.

[Rob99] Robertson P., Kaiser, S., The effects of Doppler spreads on OFDM(A) mobile
radio systems,” in Proc. IEEE Vehicular Technology Conference, vol. 1, pp. 329-333,
1999.

[Rob04] Robertson, D., Alec Reeves - The radical who shaped the future, The IEE His-

tory of Technology Professional Network Lecture, Thursday, 28 October 2004 at The
IEE, Savoy Place, London, 2004.

109



[Rum86] Rummler, W.D., Coutts, R.P., Linger, M., Multipath fading channel models
for microwave digital radio, IEEE Communications Magazine, November 1986, pp.30-
42, 1986.

[Sen95] Sengupta, S., Computer Network in Health Care, The Biomedical Enginnering
Handbook, IEEE Press, ISBN 0-8493-8346-3, pp. 2642-2649, 1995.

[Sha48] Shannon, C. E., A Mathematical Theory of Communication, Reprinted with
corrections from The Bell System Technical Journal, Vol. 27, pp. 379-423, 623656,
July and October, 1948.

[Sha79] Shanmugam, K.S, Digital and Analog Communication Systems, John Wiley &
Sons, New York, 1979.

[SkaO1] Sklar, B., Digital Communications Fundamentals and Applications, Prentice
Hall, Inc, New Jersey, 2001.

[SNg03] Ng, S. X., Yee, M. S., Hanzo, L., Radial Basis Function Aided Turbo Equali-
sation of Tcm, Ttcm, Bicm and Bicm-1d Assisted Wireless Transceivers, School of ECS,
Univ. of Southampton,

Email:lh@ecs.soton.ac.uk, http://www-mobile.ecs.soton.ac.uk, 2003.

[Sta99] Starr T., Cioffi J. M., Silverman and P. J., Understanding Digital Subscriber
Line Technology, Prentice-Hall: Upper Saddle River, NJ, 1999.

[Ste91] Steward, B. K., et. al., Performance characteristics of an ultrafast network for
PACS, Proc. SPIE v. 1446, Medical Imaging V, 1991.

[Tes92] Tesoft Inc., Tesla Reference Manual, 1992.

[Ung82] Ungerboeck, G., Channel coding with multilevel/phase signals, IEEE Trans.
Inform. Theory, vol. IT-28, pp. 55-67, Jan. 1982.

[Var03] Distributed Communication Sy tem in Biomedical Applications, Péter Varady,
Dept. of Control Engineering and Information Technology, Technical University of
Budapest, Hungary 1111 Budapest, Miegyetem rkp. 9, Hungary E-mail:
varady @iit.bme.hu.

[Vit67] Viterbi, A. J., Error bounds for convolutional codes and an asymptotically op-
timum decoding algorithm, IEEE Trans. Information Theory, vol. IT-13, pp. 260-269,
April 1967.

[Web94] Webster’s New Encyclopedic Dictionary, Koneman, Cologne, Germany,
Third Edition, 1994.

[Wei71] S. B. Weinstein and P. M. Ebert, Data transmission by frequency division mul-

tiplexing using the discrete Fourier transform, IEEE Trans.Commun. Technol., vol.
COM-19, pp. 628-634, Oct. 1971.

110



Appendix 1: Mathematical background of
some transforms

A1 Definition of the Fourier Transform
Definition of the class L’ is as follows:
Suppose 1< p <oo. The function f on (—eo,0) is said to be of class L’ (written f € L) if

J1|f(x)|pdx < oo

For each f e L, the integral

[ e far

exists for all real x.

The Fourier transform F of f € L formula is defined by
F=["e"f(ydt , —eo<x<eo

F(x) is continuous at x, which is shown using the Lebesque convergence theorem
[Gol70].

Definition of the Fourier transform on L' N I?is also shown in [Gol70]:
It turns out that if f € I’ then the Fourier transform F of f is also in I” and

|F[, = @7)?| ], . where | ] is defined to be

(|| an'

The symbol | f ",7 is read as the L” norm of f.

A2 Inverse Fourier Transform
If we know that a function F is the Fourier transform of some f e L' we can determine
the function f from the values F(x) of F. The inversion f{z) is as follows [Gol70]:

If F(x)=[" " f()dt

Then f(r) = —— [ e F(x)dx
21 I
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These equations may be written symmetrically by replacing f{t) with % f(@)as
T

F(x)= ¢ f (t)dt

1 =
=l

T F (x)dx

1 =
f@) :ﬁ.[_me

The functions F and f are called a pair of Fourier transforms i.e., F is the Fourier
transform of f and vice versa. Such pairs are of great importance in the analysis of
electrical impulses etc. The Fourier transform is valid for both periodic and non-
periodic f(t). All signals encountered in the real world easily meet the requirements.
[Mar62, Gol70]

A3 Discrete Fourier Transform (DFT)
The DFT is defined in references an operation on an N-point vector [x(0),x(1),..,x(N -
1)] as

N-1
X(ky=Y x(mwy*  fork=0,1,2,..,N-1

n=0

where W, =e 7"V,

The operation is a transformation from the N-point vector in time domain to another N-
point vector X(k) in frequency domain. The definition is interpreted as a frequency
sampling of the discrete-time Fourier transform.

A4 Inverse DFT (IDFT)

The inverse DFT (IDFT) can be computed using a forward DFT algorithm. The formula
for the IDFT is nearly identical to that for the forward DFt, except for a minus sign in
the exponent and a factor 1/N as

lN—l "
x(n)=—Y XMW" ,fork=0,1,2,..,N-1
(n) NZ (W,

— j2mk I N

A simplification for the part e using Euler’s rule is

cos(2nnk / N)— jsin(2ank / N)

112



The Euler’s rule lets us state a more familiar form of DFT as
N-1

Xk)= Zx(n)[cos(Zirnk/N) — jsin(2ank / N)]
n=0

and the inverse DFT (IDFT) as

x(n) = %g X (k)[cos(2ank/ N)+ jsin(2mnk/ N)]

Now we can calculate amplitude and phase from the complex value of X(k) as

X(k)=a+ jb
|X (k)| =~a* +b°
¢(r) =tan™" b

a

To compute the Fourier Transform digitally we do perform a numerical integration. The
result (DFT) is an approximation to a true Fourier Transform. A limitation is the finite
time record of input signal (finite-length vector). The calculations are made at discrete
points on the frequency and time domain. The frequency spacing of the result is the
reciprocal of the time record length.

AS Fast Fourier Transform (FFT)

The Fast Fourier Transform (FFT) is an algorithm for computing the Discrete Fourier
Transform first described in [Co065]. FFT is a fast algorithm for computing the DFT.
FFT is used and described in references MATLAB [Bur94] and SPW [Com90].
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Appendix 2: A high-level block diagram of a
dmt/ofdm system
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Appendix 3: xDSL Capacity versus Distance
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