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Abstract

The prevalence of credential leaks on the Telegram platform has been very high,
fuelling the status of the app as a cybercrime hub, turning it into an ecosystem for
criminals. While abig business or government entity might have the needed resources
and possibilities to track credential leaks on Telegram)eb®&protected entities and
individuals are at much higher risk of becoming victims in the form of a credential leak
being shared on Telegram.

The current solutions for tracking credential leaks on Telegram for smaller
organizations or individual persons are either very costly or not working in the way
needed to.Thus, the author proposesd develops solution as developing a tool,
allowing for the forementioned to start finding, processing and receiving credible
intelligence about the credentials of their personal or business accounts being shared on
Telegram.In the theoretical part of the thesis, a cybercrime forum is utilized to
acknowledge the reader with different topics of importance to the rekukeresearch
concludeghat a solution like this can be developed, but there also exist ways of further

improving it.

This thesis is written ifEnglishand is44 pages long, including chapters39 figures

and3tables.



Annotatsioon
Kasutaja sisendi pdhjal lekkinud kasutajakontosid tuvastava

ning neist teavitava Telegrami &mbliku arendus

Lekkinud kasutajakontode levik ning sagedus suhtlusrakenduses Telegram on vaga
suur,mis omakorda konstanteerib asjaolu, et Telegram on muutumas kuberkriminaalide
keskseks kogunemispunktiksuigi suurkorporatsioonidel vai riiklikel asutustel véivad

eksisteerida vahendid ning vdimalused lekete tuvastamiseks Telegramis, ei oma sellist

privileegi vaiksemad arid ja organisatsioonid voi eraisikud.

Hetkel saadaolevad lahendused Telegrami kasutajakontode lekete jalgimiseks
vaiksematele organisatsioonidele vO&i eraisikutele on ebanormaalselt kallid voi ei

lahenda probleemi. Autor pakub valja ning arendab lahenduse, vBimaldades eeltoodud
riskirithmadel kasutajakontode lekkimise tuvastamist, td6tlemist ning teavituste saamist.
TOO teoreetilises osas kasutab autor kiberkurjategijate seas populaarset
internetifoorumit, et tutvustada lugejale mitmeid olulisi té6ga seotud teemasid.

Uurimuse jareldusena tuleb vélja, et sellise lahenduse valmistamine on véimalik, kuid

eksisteerib mitmeid viise selle edasiarenduseks.

LOputto on kirjutatudnglise keeles ning sisaldab tekst4 lehekiiljel, 5 peattikki, 39

joonistja 3 tabelit.



List of abbreviations and terms

APT Advanced Persistent Threat

CIS Commonwealth of Independent States

DB Database

DDoS DistributedDenialof-Service

GB Gigabyte

LEA Law Enforcement Agency

MD5 hash A cryptographic hash used to generate digital signature
message digests.

(O Operating System

OTR Off-The-Record

P2P Peerto-Peer

PC Personal Computer

Pl PersonallyldentifiableInformation

RDP Remote Desktop Protocol

Spider A bot that harvests information from a digital system.

SQL StructuredQueryLanguage

SSH Secure Shell Protocol

TLD Top Level Domain

URL Uniform Resource Locator

wWww World Wide Web

XMPP Extensible Messaging and Presence Protocol
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1 Introduction

As digitization is rapidly improving and changing our world, cyber security has become
a household name for many of us. Long gone are the day®e&ihg a niche topic of
information technology, having made its way to being one of the hetibgctsn the

modern computerized world.

While the popularity of cyber security might be seen as a positive outcome for most, it
could also be explained by the rapid rise of different forms of cyber offenses, increasing
number of criminalsoperatingsolely behind a screemnd changing possibilities to
conduct harm in the cyberspaddis is also illustrated by thiact that the annual cost

of cybercrime is predicted to reach up to 9.5 trillion US dollars in 2024 [1].

The fastpaced and seemingly limitless landscape of the cyberspace allows adversaries
to conduct various types of criminal activities, ranging from DDoS attacks to
transnational espionage operatioAkhough @mplex APT-intrusions omrmajor service
downtimescause huge problems to the service owners, they do not possess a tangible
effect on the average computer user. This is where data bremuhesedential leaks

comeinto play, having the possibility to affeatmost everyonasingadigital systen.

An uneducated computer user entering their social media credentials to a cloned version
of the site or a network administrataving sensitive passwords on their sysgetting
infected by infostealer malware might sound as two totally differementswith

unalike scopes, outcomes and approaches. But when analysingepistdtdeson a
higherlevel basis, one can easily conduct tiiagally obtaining and reusing foreign
credentials is thenain objective of the threat actam control of the operatiorvVarious

attacks like thesare part otthe fact that data breaches were are alatime high in

the United States in 202[2].

The publicity and popularity of data | eak:
sharing them by the illegacquirers The development of the worldwide cybercrime
environment has seen a vast growth in miscellaneous fonmessengersind other

ways of communication and expresshmtween the participants.

11



There exist many formfor messaging between the cyber criminals. One of the most
prevalent ways is using Telegram, an accessible and free messaging agvethat
many of normal users are familiar witln. $ome ways, Telegram has transformed itself
from a privacy and security focusatkessaging app to a hub for cybercrime, allowing to
easily host, share and obtain illegal content, communicate with other criminals and

acquirevarious illicit gains from i{3].

12



2 Background

This section acts as lzaseto the reader, giving a strong theoretical summary of the
main topics used and discussed about in this thesis, the problem statement, currently
available solutions on the market and the expected results the author tries to achieve

with his work

2.1 Theoretical Overview

This subsection aims tacknowledge the reader about the tools, products and topics
mentioned or used in this thesis. While the main work is focused on developing a
scraperand alert botfor the Telegram application, it vital to get accustomed to
different aspectshistory and characteristiessociated with developing a tool like this.
For this subsection, a diverse collection of internet resouseesed, combined with the
author accessingnunderground cybercrime forum called X&® account is required

for the access)}o get a more detailed overview of the rafed the information present

on such forumsaboutthis topic.

2.1.1Credential leaks and breaches

Obtainingvariousdigital information has been on the forefront of illicit cyber activities
since the first hackers starting to take place on the Inteksatiata leaks have been a
hot topic and in some ways a buzzword for the larger public, the exact meaning needs to

be defined for a better grasp on the scope of this thesis.

In this paper, the author uses various words such dsa tleak® and fbreaches ,
which should be interpreted dkegally obtaineddigital credentials allowing to access
any kind of a digital system, application or website without the knowledge or

permission of the owner of these credentials.

While the topic of credential leaks might be easy to grasp for most of the readers as a
collection of illegally obtained digital accesses, it is mandatory to demonstate
popularways ofgatheringthemby threat actors

13



2.1.1.1 Gaining entry to a sensitivesystemto steal credentials

One of the easiest ways for hackers to steal large amounts of credentials is to gain an
entry into the system(s) of an organization or company possessing the needétiedata.
main option for an adversary is to buy the access outright, from various private sellers

or cybercrime forum users.

For example, theroduct might be sold as a backdoor already implemented to the
compromised system by the seller or legitimate RibEessllowed to @ employee of

theorganization or company [4].

System accesses are a common article for sale and one can easily find auctions or
advertisements dealing with them on the dark web. Take for examplefoiBtsi¢d in

2004 under the namdDaMaGelLaB®) [5], a predominantly Russisspeaking
cybercrimecommunity,where there is a publicly accessible subsection for these kinds

of purchasegqdisplayed on Figure 1)There existmany similar topics with various
accesses for saleallowing criminals to start their operation with an already

compromised system.

Kynnto sawum goctynsi OrBethi: 9 Cerona 802:33
@ oo S S
ﬂ‘ Selling Corp VPN Access MX e 1 Buepas 1607 ggy

“ ® 1 Npocmotpst 120 UIPWER

Selling access Oreer 14 Buepa e 17:36

Corp Sale Orees 20 Buepa s 17:01

Figurel. Access sale subsectiomthe forum XSS.

The posts themselvgsee Figure?) contain diverse information about the accesses,
such as the country of the organization or company attacked, their business revenue
(used mainly by ransomware operators to determine the ransom paymeriuszess
sectorandtype of access (such as a web shell, RDP, SSH credentialsCdter) the
privileges of the compromised user are mentioned in the post, such as Domain Admin,
Domain UseorAd mi ni strator on Windows OS6s or

Linux machines.
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Country: Taiwan
Revenue: =27 Million
Sector: Electronics Manufacturing
Access type: RDP
CD-gunck . . )
Privileges: Domain Admin
ONb30BATEND .
AV: Windows Defender

Pernctpauuna 15.01.2024

13334

CooBLyeHua 15 Price: $1800
Peakupn 0
TapaHT cAenku 2 Corporation Accesses For Sale
Escrow +++++ Will not send zoominfo to ne
[+ ] TOX: 48F449B00F15057C5DADBDFOT2F310

Figure2. An access sale pastthe forum XSS.
As thecybercrimeecosystem on these forums operates mostly as a mechanism where
financial gain is the main motivation of the perpetragttive pricing of these products is
another factor to consider analysing the value of them. The ah&apes start from
couple of hundred US dollars, usually with low privileges and a sthgllrevenue)
organization or companygigger accesses have seen to be sold for tens of thousands of
US dollars, usually with very strong privileges of the compromised used to access

a large and popular compamyth a big revenuéhundreds of millions of US dollars)

[6].

Another way of entering the network of an unsuspecting entity is to utilize a publicly
available application of the organization with malicious actions. It can be done by
means of a misconfiguration by the developer(s), a software bug or by using a powerful
exploit accustomed for the exact technology present on th¢7qp@ne of the most
trivial, but still populamways of abusing the configurational or developmental errors by
the developer(s) is to conductS®QL Injection attack, allowing thiatruder to enter as

an administrator or any other highivileged user, usually by obtaining their credentials

with the intrusion §].

The third method might be to socially engineer the user to willingly give their
credentials to the attacker(s) by conducting an operation targeting them, known as
phishing. The threat actor usually delivers a message from a compromised or specially
crafted source via-mail or social mediainstructing the unsuspecting user to share their

login and password details, which end up in the hands of the malicious af@cker

15



2.1.1.2 Using info stealer malwareto gather credentials

Theusage of malware has been continuously prevalent in the last decade, with the year
of 2022 containing over 5.5 billion different malware attaddd.[Info stealer malware

is a type of malicious software, used to identify, obtain and exfildata from a
compromised computer system. While there are various stealers for sale in the
cybercrimeecosystem, the general structure of them remains the same. As the data from
the compromised system is stolen for further human use, it must be packaged and
organized in a comprehendible way for the
with the information stolen from one unique computer, uses an understandable format
categorizing different data files into different directorias demonstrated on Figue

[11].

F*Stealer Log**/

- Autofills/

|— Google [Chrome] Default.txt
|— Google [Chrome] Profilel.txt
|— Microsoft [Edge] Default.txt

|

|

|

— Cookies/

| | Google [Chrome] Default Extension.txt
| | Google [Chrome] Default Network.txt

| F— Google [Chrome]_Profile 1 Network.txt
| | Microsoft_[Edge] Default Network.txt
| | Microsoft_[Edge] Profile 1 Network.txt
| | Opera Software Unknown Network.txt
— CreditCards/

| | Microsoft_[Edge] Default.txt

— FileGrabber/

| I— Users/

| |} Pauliy

| | | |+ Desktop/

| | | | — passwords . txt

|— DomainDetects.txt

I— ImportantAutofills.txt

I— InstalledBrowsers.txt

— InstalledSoftware.txt

|— Passwords.txt

I— Processlist.txt

I— Screenshot.jpg

I— UserInformation.txt

Figure3. An exampl e of [18n i nfo stealer
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As displayed above, an info steaban obtainvariousdata from a compromised system.
The author feels the need to further explain the files shown in FRju® give the
reader a better understanding of the capabilities of the info stealer malnase

explanations are available in Table 1.

Tablel. Expl anation of the ¢lédlntents of an info
Folder or file name Content
Autofills/ Autofill data fromvariousbrowsers.

Contains anail addresses, phone numbers|
physical addresses, PII etc.

Cookies/ Cookie files from various browsers. Used t
access accounts and serviegthoutthe
need for logging in.

CreditCards/ Credit card numbers from various browser
Used for financial gain by the malware
spreaders.

FileGrabber/ Files from various directories from the

compromised computer. Used to find
additional information (such as passwords
saved to the Desktop), thedannotbe
accessed solely from the browser files.

DomainDetects.txt Domains, that the system has accessed of
interacted with. Allows the operator to
quickly identify if the info stealer log is
valuable to them or not (i.e. the domains
paypal.com and swedbank.ee could indica|
that the owner of the computer stores
banking information on their PC).

ImportantAutofills.txt Autofill data as in the firstolder butfiltered
by importance. Contains the mastught
afterinformation, such as addresses and
phone numbers.

InstalledBrowsers.txt List of browsers present on the victim
machine.

InstalledSoftware.txt List of software present on the victim
machine.

Passwords.txt List of domairusernamepassword

combinations collected from browsers on t
victim machine. Used to access various
services and accounts, often combined wit
cookie file in the Cookies/ folder, for
maximum recognition as the owner of the

17



Folder or file name Content

account.

ProcessList.txt List of processes running on the victim
machine at the point of infection.

Screenshot.jpg A screenshot taken by the info stealer

malware at the point of infection. Used to
gain a better understanding of the victim
machine, showing saved bookmarks, desk|
background or notes etc.

Userlnformation.txt A file containing most crucial information

about the victim system. Usually contains
system name, time zone, IP, infection date
and time hardware informatioetc.

While one info stealer malware log contains very valuable information to conduct

identity theft, financial fraud or other illegal actions, it is not enough to be categorised

as a significant credential leak or breathh at 6 s wher e -tfip€ beoviced o f Lo
come into play. These are huge datasets of hundreds of thousands of info stealer logs,
where access is sold on a tHibesede.g. one week or one montbasis. It allows cyber

criminals to gain access to an enormous amoustadén credentials and other crucial

digital information[12]. These services are then used by the criminals to gather colossal
amounts of Passwords.txt files, filter them and combine into big text files, for further
sharing.These final collections of credentials make up the vast amount of credential

leaks sourced froormany smalinfo stealer malwaranfectionsall over the world.

2.1.2Ways of sharing credential leaks

Without the credentials being leaked we coul dnoét consider ther
bigger audience, resulting in different types of malicious actions, such as but not limited
to [13]:

1 Identity theft
1 Blackmail or catfishing
1 Social engineering operations

1 Trade secret compromises

18



{1 Espionage/state surveillance

A simple file transfercontaining some usernames and passwdrdsveen two
adversaries could be considered aharedcredential breach, but in the scope of this
thesi s, the aut hpoblishinhe faigensetof criederttigbsaniextegnal a s
audiencefor freedigital accessThe following subsections showcase some of the ways

credentials are distributday the threat actors.

2.1.2.1 Forum posts

Since the first appearances of popugbercrimeforums in the 2000s [14], they have

served as handy platforms for sharing various data and credential Waks. there

exist multiple of such communication boards, they are guntdar in their contentFor

the purpose of displaying some of the parts of a service of this kind, the cybercrime
forum AXSSO0 is used, just I|like in section 2

Forums feature special subsections for sharing illegally acquired data, allowing users to
discuss, obtain and guide others on this topdgcseen on Figure 4, the forum XSS hosts

a subsection solely fori) ObbihRussiap AsofAprd Bases
2024, the subdivisi on vl & Rassiadand dvérGD10u ni qu e
uniguemessageby userqAiCts s B N p idzgussian.

BUBJ/INOTEKA

Hosoctn 64K 288K HO
Barrpex 821 K . X ]
Crateu . (BB £xodus Phishing Page | onu
Makyane! / Kuurn Bugeomarepans 2K 204K 3 TheProlg34
. o
Basbl 46K 321K Da Data
Cogr 17K 164K '

Figure4. A dataleak subsection on the forum XSS

The subsetion is quite active, with daily (see Figure 5) new posts about data or
credential leaks. This is indicated by the publication date, shown on thénaightside

of the screenshot. The two latest posts are added on the date of capturing the screen for
this thesiqfie j ¢ indRyssiai.
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Tiki) CLUA 2024 0 Ceroans B 06:44
) Forto.com / FreightHub.com
7T Privat fresh Mail Access Mix 14.04 0 Buepa 8 07:33

X1 So Fresh Check Now!!! 14.04 0

1) || $]] |$]] Hotmail Fresh 13.04 ||$] ||$] 0 66013 B 0247

Figure5. Various new data leak posts on the forum XSS.

Additionally, larger, pinned topics are present in this subsection of the forum. These

topics are meant for users to ask questions and locate valdbaideaks circulating

around the dark web. On Figure 6, a topic like this is prea#latying members to ask

others for download links to various forms of informatithvat they would like to
acqureThe name of the topic roughly transl ate
of | élatk MO déttkaenks) o tsdjisRussian As of April 2024, this topic

has over a million unique views and o¥eur thousandinique posts inside of it, largely

consisting of members asking and receiving download links to different data leaks.

W > Mowck aamnos u Leaks Hosoctn 4K ceronas 0325 @y

Figure6. A pinned topic about locating data leaks on forum XSS.

For examplein December of 2023, a user sought to obtain the database of JoyGames, a
gaming forumbreached in 2019see Figure 7J15]. His message roughly reads as
ALooking for joygames. corRh kjpygdmaes.comtakin ks i n
L Otc BAYQGC SHiMORugsdE). The phrase Al17kko points to

set of credentials consistsaoutl7 million lines of data.
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AVATAR

Wy joygames.com 17kk , 3apaHee Bnarojape.

onnes
CD-guck

MNons30BaTenk

Pernctpauua 10.05.2020

CoobBuweHna 10

Peakuum 6 L Kanoba

Figure7. A user on XSS asking for a download link tdata leak.

Upon reviewing the userd6s request, anot her
for in Figure 7.As seen on Figure 8e has included two download links for the same

file (redacted by authar)n case of a file hostg serviceremoving one of thento keep

the file available for other members to access and downtbad. adds t hat A Thei
anything mor e avail abl e on (fi bez' agenpj clsabou
i z B dzd 9 figfs it ddn Russiaf. As a sign of thanking the replier, the requester
acknowledges the response with a green thumbs up icon, adding to the reputation count

of that profile.
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AVATAR
onnes ckazan(a): @
mxisoermmidh My joygames.com 17kk , 3apaHee GnaroapeH,
RAM

MNonb3osatent

Peructpayun 23.09.2020

Joygames.com.sql.7z
Visit thiz link to download: Joygames.com.sql.7z
<2 files.fm

Joygames.com.sq
MediaFire is a simple to use free service that lets you put all your photes, documents, music, and video
| in a single place so you can access them anywhere and share them everywhere,

www.rnediafire.com

CooBeHuns 134
Peakuun: 76

{ AybnmK Nepeoro )

https://www.mediafire.com/file/ /Joygames.tit.7z/file
BOAbLUE HAYETO NYBAUUHOTO B CETH HET

{anoba

O onnes

Figure8. A user on XSS ponding to a data leak request wvilikfile.

Friendly sharing of data breachas displayed abovi such searchopicsand other
separate postings about data leadedke up a great quantity of the data leak ecosystem,
as such forums are still dominant in 2024, with new users signing up every day.

2.1.2.2 Messaging solutions

Therebéds no doubt that the popularity of me
cyber criminals, who similarly to normal users, need to communicate in a fast and
secure wayAlthough many of online communication solutions are available even for

cyber criminals, they tend to shift towards the securest solutions, giving them peace of

mind either about the encryption, security or logging polifties promise of not saving

user actionsand/or dateby the messaging application providef)that serviceln this

section, some of the most prevalent communicasiolationsfor cyber criminals are

analysed.

One of the oldest ways of exchanging information for cyber criminals is Jabber (also
known as XMPP).It has dominated thdRussiarspeaking cybercrime landscape,
offering them to host their owimdependenservers for accoun{d6]. Combined with

the plugin called Ofthe-Record MessaginfiL7], allowing the participants in a XMPP

chat to be sure who they are really talking to, makes the Jabber and OTR combination
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quite powerful in terms of security and privadyhere also exist some Jabber clients
with built-in OTR functionality, such as Adiufi8] (see Figure 9).

(s MaWa] EncryptionTest
1aPOS S Bioa 1
| © "EmeryphTest
This is a non-encrypted message !\
&; This is a non-encrypted response
ryptiontesti@wwy DIC
ent
This is an encrypted message Q\

Figure9. Starting a OTR-enablel chat on Adium.

Jabber is a great tool for secw@mmunication butacks the needed functions to allow

large groups of members to connect to a certain channel to share various data leaks.
There is no common way of hosting files on a Jabber sehwes notallowing for users

to easilyaccesghem.There is also some technical knowledge needed to set up and use
Jabber, which has some functions that younger cyber criminals might not be used to (i.e.
creating a Jabber account on a server used by others for communicating about such
topics). | t d@bgiousthat an XMPPstyle way of communication is not suitable for

comfortably sharing data leaks betwaeeanyusers

Another tool for communicating in this sphere is called Tox Oh& a fully P2P way

of exchanging messages, without the need of a centralized server for relayinglldata.
the exchanges between two users are sent dir@otlyin some cases, Tox bootstrap

node might be usedy the messaging cliefit9]. The phenomenon of Tox has risen
together with the popularity of ransomware operators in the last decade, thus making it
often used by more sophisticated cyber crimifiz0g.

Each Tox user hasa unique identifier (Tox ID)[19], a long string of letters and

numbers, identifying their account from millions of others. This t he MAuser name
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Tox account ands utilized to add other users of Tox to the friends list. As seen on
Figure 10[21], one of the strongest and most sophisticated ransomware groups,
LockBit, has seen the owner of it operate on Tox Chat for ygdrs Although
LockBitds operations and infrastructure

original administratoremainsat large, successfully avoiding LHA2].

LockBit
megabyte
Py To save your time, it is better to write immediately in the tox
3085B89A0C515D2FB124D6D45906F5D3DASCB97CEBEA975959AE4F95302A04E1D709C
3C4AE9B7

I apologize in advance for the long wait for my answer, because of the very high
workload, the more and more meaningful your messages, the sooner we will come to a
solution to your appeal to me.

3
LO CKETTEN

Contact Us
Tox https://tox.chat/download.html rE

Tox ID Support
3085B89A0C51502FB124D645906F50 3DA5CB97CEBEAG75359AE4F95302A04E 10709C 3C4AESB7] (]

Figure10. The administrator of LockBit using Tox Chat.

As we can see, Tox is a secure and popular solution for cyber criminals. Although
popular in ondo-one conversations, it lacks the traction to be used widely for group
chats.Just as Jabber, the rise of use of Tox has been mostly among more sophisticated
criminals, with the needed technical and operatiknalwledge The bigger part of the
cybercrimeecosystem is still to widely accept and promote Tox as the standard for
communicating, thus still leaving it in the area of nichessengers in the year of 2024.
Therecurrently is no broad use of Tox for sharing data leaks to a larger audience.

The third option for communicatingnd sharing data leakiscussed in this thesis is
Telegram.The origins of Telegram date back to 2013, when the founders of VKontakte
( Rus s i a0 s PakrehancNikola Byrqwvere pressured to sell their shaoést,

related to ignoring the wishes of the Russian government to start censorship of protests
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on the platformThey left Russia and founded Telegram, aiming to provide the world

with a communication solution without any government interfergige

After 10 years of activity, it reached over 800 million active users in 2023, solely on
word-of-mouth marketing[24]. It has transformed itself from &rgely unknown
messenger in its early days to a behemoth of communication, acceptedwasy thfe

transmitting messag&s almost any free country.

While Telegram has had its commercial success, it has also gained the attention of cyber
criminals. It has always allowed to register an account without disclosing any PII, just a
phone number for account confirmation. Thusybercriminalusing an SMSeceiving
service, can easily rent a virtual phone number and receive the confirmation code on it,
thus validating their Telegram account and gaining access to all of the funétiems.

there are hardly any limitations on creating multiple accounts, allowing the malicious
users to discard of accounts and create new ones rapidly, somewhat disrupting LEA
efforts to profile themn the long rur3].

Telegram is also very confident in their data privacy claitxording to them, they

have not released any user information to LEA, claiming to notify the user base on a
special channel, if it happenalthough their privacy policy claims to only disclose
information about terrorists and child abusers, there has yet to exist concrete proof of
them doing soA neat feature about Telegram is the ability to conduct encryptetbene

one chats (called Secret Chats), enabling only the sender and the receiver to read the
messagesNormal chats and channels are not protected in such a wapedong track

record ofsafeguardingiser information and not storing much data about themstilas

made Telegram the most popular messaging app for cyber criminals [3].

Even though Telegram has secured its place in the cybercrime world, it has met a lot of
resistance from t he fimdltdnimaginabbedd use shcaend | i ner
application, pointing to the uncertainty about data collection and privacy claims. For
example, many older and respected members ofRihgsiarspeaking cybercrime

community are very opposed to the shift of the community switching their
communications to such a platfor®n Fgure 11, a topic started by the lehme

administrator of the cybercrime forum XSS, states that the whole forum is against any

form of cybercrimetargeting Russiaandor CIS-countries(if ", 1 O RO Bsilsd o
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tc OB stistt Ud 1 §in Russia). The admin also ifaded a banner that the members
could add to the signatures of their future posts, indicating their support of the idea.
There exist many reasons for such a mindeethe Russiarspeakingcybercrime
community but the main reasons for this claim are patriotism (i.e. not causing harm to
their homeland) and freedom of the criminals themselves (i.e. most likely transnational
requests for extraditionf Russian nationals accusedaybercrimeare ignored by the

Russian governmenbut for illegal actions internally, they would surely be proseguted

gl o
l‘g 'Ilsl’i MaHudecT

admin Mel, flavara, npotus paboTel no PY/CHI. He pa6otaem camu 1 ApyrumM He PEKOMEHAYEM.
#root
* KaXa0oMy "paboTHUYKY" No PY Mbl Wunem nyuu Heratusa;
12.11.2004 * MomHUM 0 cobeTBeHHOM GesonacHocTy - paota no PY ee Husenupyer;
5354 « nosTopAem Teauc "KTo pa6otaeT no RU, K TOMy NPUXOAAT MO yTPy” - A0KA3aH MHOTOKPATHO;

1

e * NOMHMM O NATPUOTHUIME;

* Kpabote no PY He OTHOCATCA TOBapbi/yCNyri, NOSBONAIOLME NOBLICUTL YPOBEHb NMYHOK 6e30NacHOCTH (HanpUMep, COKChI, AebeTku 1 T.4.)

B yensx nponaraHAabl, nosuTe GERMKHUK:

9 APOTUB PABOTHI NO RU! A THI?

Koa anA ycTaHoBKM B NOANKCH:

[URL="https://xss.is/threads/33196/' J[IMG]https://xss.is/files/dontworkru.jpg[/IMG][/URL]

MoxHo cTaeuTb cebe B noanuch. Ecnu Bbl - AusaiHep, NOAAEPXKUTE UHULMATUBY, OTPUCYIHTE eLle HTO-HUOYAb B TaKOM Xe CTUNe i A06aBNANTE B OBLLYIO KONNEKUMIO.

£ )Kano6a

| @D KernelMode, CyBerTv0r0zhOk, notification 1 ewe 71

Figurell. The admin of XSS opposing any illegal actions targeting Russia/CIS.

While this statement was accepted by the communitgoimehowattracted many
opinions regarding the rise of Telegram as
time cyber criminals regard their actions as work gquode oftencompare itin some

waysto a hormabffice job). As seen on Figure 18he first answer in this thread asked

for a banner for opposindgite use of [ Btd fgdslagd B @ffits'a sy J J

Is 5 dz! fiflsg] €& M Is¢s f3te ts Isufjodz) & @rORGssian. It received only positive

reactions from other members.
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OTpucyiTe 4yTo HHOYAb NoxoMee, TONbKO ¢ TekcTom “A npotue Telegram™
MocTaBnko B NOAMMCH.

Shocker
(L2) cache

O anoba

17.05.2019
" 337
PeaKlHu a2

O KemelMode, Mpublpubouex, albanec2023 v ewé 34

Figure12. A member of XSS opposing the use of Telegram on the forum.

Soon, a second messa(gee Figure 13pppeared in the thread. Again, the use of
Telegramwas questioned, this time more vulgarly, stating that onl§iciot or a cop
would use Telegram forcybercrime (i Isj dzj c e Qdig) Mizsd H jdds B tS
tsls € tots o § dedztsi® & 40 in Russian, implying the lack of trust in the privacy
of Telegram

Gy .

Afr,
LT ;
/@ | ® MNMoxanyiicta, o6paTMTe BHMMaHKE, Y4TO NoNb3oBaTeNb 3abnoKMpoBaH

Umbrella
HDD-drive Moaaepuearo. HyxHo sanpewarts Tenerpam sa 6opae nonxocTeio. B Tenerpame nena sectu GyaeT NMGO OTKPOBEHHBIA HAKOT, Nubo kon.

P umA: 02.11.2019 L Kanc6a
C MR 46

Peakuyuu. 35
= | @D ANTIBIOTIK, Tubu, wak  ew 6

Figure13. A member of XSS stating their opinion about Telegram.

There are many such cases of opposing Telegram in the cybercrime ecosystem, but
noretheless, it has secured its place as the top application for communication between

cyber criminalsAs easy ast is to install Telegram and to become a member, one can

quickly acceswarious illegal content, such asohibited itemscybercrimechats,sale

of PIl and data leakslo demonstrate this, the author opened Telegram, registered a
dummyaccountand searched the phrase ndlatnal | eaksc
in the searcltontainedmany files withFacebookinformation (see Figure 14)It took

|l ess than 30 seconds to | ocate a file with

of it might be associated with data related to Estonia.
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data leaks % FacePook databases & i
2,479 subscribers

o~

Djibouti

14,327

@khususleakyata

Facebook databases

¢ Facebook databases o Ecuador.zip
@Facebook_Leaks_databases

Ecuador

310,259

e

«¢ DataBase Leaks (Daily)

@my_leakss vemmcr
Facebook databases

) o EISalvadornp

1@ LEAKS DATABASES SEAR...
@flvrzqdegbot

Salvador
779

«f DataMarket - DBS, Lea...

@dataveins

%¢ - Quick DataBase Leak... Facebook databases
@databasesleaks I ° Estonia.zip

4
«€ Leaks Data | Data Base Estonia

@base_data 87,533

@t Data leaks | Data breac... Facebook databases

@data_leakss s
° Fiji.zip
4 Email Leads| Buy Email ... 23KB

@Data_Leaksss Fiji
5,364

18 Mowmck
@leaks_databot Facebook databases
S

Figurel4. The simplicity of acquiring malicious information in Telegram.

Upon finding such a file, the author downloaded it and opened it in a secure
environment, as all of such files should always be treated as maliGibesext file

contained over 87 thousand different Facebook users from Estonraque line in the

text file had the userds phone number, accoa
work information and often an ema(see Figure 15 for an examplsensitive

information is blurred by the autoSubsequently, thauthor verified the authenticity

of the leak by finding hisontacts known to hirm it with all of ther information being

valid.

male:Tartu, Estonia:Jdgeva:In a relationship::11/12/2018 12:00:00 AM::

139 3725 :1000 96:Jan: d

140 3725 11000 86:Andrei: :male:Tallinn, Estonia:Parnu:Married: :12/2/2018 12:00:00 2M::
141 3725 :1000] 79:Jelena:

142 3725 :1000 SS:Kristeld]

143 3725 11000 30:Glen Kerdo:

:female:Tallinn, Estonia:Tallinn, Estonia:::3/23/2019 12:00:00 AM::
Figurel5. Lines in the file from a public data leak.

:female:Parnu:Pdrnu:::4/28/2019 12:00:00 AM::
fmale:Rapla:Rapla:::8/25/2018 12:00:00 AM::

Taking note of the most recent dates present in the lines, the author dated the leak to
sometime in the summer of 2019. Using a Google search, he was able to determine that
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a vulnerability was exploited to scrape the data of over 533 million Facebook users in
106 countries in August of 2019 [25An example like this perfectly illustrates the
capability of Telegram, both in allowing such data to be present and for users to quickly
interact with it. Thus, we can conduct that Telegram is a great platform for sharing data
leaks and must biaken into scope to better mitigate various risks that are prevalent in
the case of digital credentials being shared with other cyber criminals

2.2 Problem Statement

So far, the author has given the reader a basic overview of the cybercrime ecosystem
and the use of messaging applications and their role in it. The author has also shown
different ways how data or credential leaks might occur and on what platforms they
might be shared between various cyber criminddegram has been identified as a
popular way of distributing stolen credentials and, RNith various sensitive
information being accessible from the search bar of the applic@imnously, finding

and gathering special data leak channels will support, if not amplify such a statement
making Telegram an even more important target for gaining intelligence thieopast,
present and future credential leaWhile leaked credentials might be in thefetyfocus

of large corporations and government entities, the average citizen or small business
might not have the time, resources and funds to track, distinguish and filtedi¢fiir

credentials being shared on Telegram.

The solution to this massisxale data leak shariran the Telegrammessengers to
create an application that could automaticalstect, download, filter and notify the
operator of the application gire-set credentials(i.e. username, password or URL)
being leaked and/or shared on Telegravithout anysignificant financial cost to the

operator of the app

As a result, a digital program shall be created, that allows anyone with basic computer
knowledge to start detecting and locating various credentials of their interest being
shared on Telegram. The solution mbst free to use and only require a dummy
Telegram account for its successful utilizati®dhis would give less teekavvy Internet
users, persons who value their tinsenall business or organization representatives and
many others the possibility to increase their digital safety and security by being more

aware of their credentials circulating on the Telegram platform.
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2.3 Available Solutions

There exist many different solutions, free and paid, that in some way help the user or
organization to identify leaked credentia#dthough different in pricing, functionality,
history and capabilities, the main function remains quite the same. This subsection
acknowledges the reader with some availad#evices which might help to detect

credential leaks.

2.3.1Haveibeenpwned

Haveibeenpwned (accessible at haveibeenpwned.com) is a great tool for individuals to
identify if their email address has appeared in credential breaclies) launched in

2013 as a small project, aurrently hosts over 730 credential leaks and over 13 billion
leaked accountdt allows the user to see the largest breaches by size and search for sites

and services that were compromised with the data ending up on Haveibeef@&yned

The search function present on the website can be used to quickly get an overview of
the different | eaks the user O09seehigare 16 has be

with a search conducted for a very populanal address

';--have i been pwned?

Check if your email address is in a data breach

john.smith@gmail.com

Oh no — pwned!

Pwned in 181 data breaches and found 27 pastes (subscribe to search sensitive breaches)

Figure16. Haveibeenpwned notifying about breaches.

Al t hough free and easy to use, it has does:

of this paperThe author has found the following shortcomings in the functionality of
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this credential leak servicevhich make it quite weak in terms of operating in the scope

of the issue explained in this thesis

1 There is no possibility to search for a domain and get all of the leaked

credentialsassociatedvith it.

1 The search result(s) are just the leaks with some basic information. There are no

passwords included.

1 It does not incorporate smaller leaks, and if so, they need to be vetted, filtered

and approved for use by the website administrator.

1 It does not conduct active collection of data leaks in Telegram.

2.3.2IntelligenceX

IntelligenceX (accessible at intelx.io)s another tool for finding various leaked
credentials, data breachasdinfo stealer loggatheredrom the dark web. It is quite
powerful, allowing the user to search for domains, URLsgdBresses, cryptocurrency
addresses etd-ounded in 2018 in Prague, it has defined its target customers as

companie®f any sizeand governments [27]

IntelligenceX allows free searches, but they are quite useless in terms of actually
gathering credentials leaked by an adversary. Almost all of the results are fully
obfuscatedsee Figure 17 for a search with a very popularadl address)prompting

the user to acquire a license (2500 euros per year for the cheapest, 20 000 euros per year

for the most expensive one) [28].
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_Intelligence X About Product Blog Tool Integrations @ l:l m

Found 1000+ Text Files, 1000+ Website HTMLs, 248 CSV Files, 92 Pastes, 83 Database Files, 16 Email Files, 10 PDF Files, 10 Excel Files, 3 Word Files
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Figurel7. IntelligenceX displaying found results.

As with Haveibeenpwned, IntelligenceX has many issues to be classified as a superior

alternative to the solution proposed in this papeme of the shortcomings are:
9 The product is unusable withoupecey license.
9 It does not conduct active collection of data leaks in Telegram.

1 The leaks are displayed as full files, the exact account searched for is never
availableseparated from the othegthe user has to collect and export the needed

lines manually to a better format).
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Certainly, many other alternatives exist for the proposed solution proposed by the

author.But they are not popular and easy enough to use for the average PC user, as
required in the Problem Statement subseci#dso, most of them require some means

of payment for usage, either as a-tinee lump sum or a monthly or yearly license fee.

The need to create a working solution to the problem defined beforehand is crucial, to
ensure the timely detection, identification and alerting of credential leaks in Telegram,

without any real financial cost to the user of it.
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3 Methodology

The main objective of this research is to develop a working solution to the issue
described in the Problem Statement subsecliba.author aims to give insight into the
ways of researching information about Telegram channels used to spread credential
leaks, acquiring access to them with a dummy accandt the collection ofools
packages and codesed for building the working applicatidar scraping the channels
identified in the research step

3.1 Data leak channels

The topic of data leak channels is quite interesting. While it was demonstrated in the
end of section 2.1.2.that credential leaks are easily found on Telegram, it still takes
some effort and research to locate the channels with almost-d@sgrgharing of
credentialsthat provide fresher data and more a more active commuraitythis, the
author utilizes two ways of approaching the problem. First, he uses Google and
conducts different searchés find Telegram channelsyhich do not appear in the
appl i c frdtisearcld gesults. Secondly, he leverages the beforementioned
cybercrime forum XSS, tgather more data leak channdfor the purpose of this
papertwo channels are found through the Google search enginsvarather channels

are located on the forum XS8&s thenumberof files present onraaveragedata leak
channel is quite large, four different channels are enough for demonstrating the needed

functionality of the solutiofior scraping and alerting of data found on these channels

3.1.1Google for finding channels

Google is a great resource, as it has the capability of indexing almost anything available

on the WWW. For the purpose of finding Telegram credential leak channels, the
keywords Atelegram cr edenTheauthor dddsalsgeciat hann e |
tag fAintext: ,indicateg/the needto anlysee tleuesultsywith the prefix

of a Telegram channel link in. iThis is known as a Google dork, a way of telling the

search engine exactly what it should return to the user. While usefubdating

sensitive information, such as open web directories, password files and various
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misconfigurations, one castill leverage it tamprovetheir usualsearche$29]. As seen
on Figure 18, the search only displays 9 results, with the first one being accessed by the

author on Figure 19.

{=
)
Jo!

telegram credential leaks channels list intext t. me/ X

Al Videos Images News Books i More Tools

About 9 results (0,21 seconds)

@ Breachsense
hitps.ilwww.breachsense.com » telegram-channels

Telegram Cyber Threat Intelligence (CTI) channels
Learn where the best CTI Telegram channels are. Discover the best Telegram channels for
cyber threat intelligence.

Figure18. An improved Google search for Telegram channels

BREACHSENSE i
CTIl Telegram Channels
Last updated: April 16, 2024
Name Channel
Name Telegram
GODELESS CLOUD Botnet Logs https://t.me[+8DxOrHQdrzwiZjU
HUBHEAD Logs https://tme/+fexhFISJSRE3YTI
Luffich Logs - Redline Stealer https://t.me/+NshXICbUEZkxZDM
Goblin's Free Logs https://tme/+0ZheKtZ368YxMDBI
Log Leaks Group https://tme/+V_oM-vx0YnSN7nzH
Bank Logs https://tme/banklogplug2
Redline Stealer https://tme/berserklogs
Redline Data Leaks https://tme/BorwitaFreelogs
Redline and Raccoon Data Logs https://t.me/bradmax_cloud
Log Leaks Channel https://tmefcbanke _logs
Unixsellerg9 Redline Stealer https://tme/CloudLogsPrivate
Redline LogZone https://tme/cloudlogs

Figure19. A website sharing Telegram channels.
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This provesthe ability to accesglata leak channels even from the most popular [30]
search engine. Alsvo channelshave to baised from Googléor this experimentthey

are hanepicked from the websitky the authoand analysed in Table 2.

Table2. Analysis of the selected channels found from Google.

Channel name Aut hor 6s de s qActivity

DNFTM | Cloud A channel intended to Almost daily, with some
publish maliciously obtained pauses.

data.The admin often shares
credential leaks, Cloudf-
Logs info stealer logs
obtained from other services
and data leaks that have
happened recently.
Advertises to the members
about the possibility to gain
access to a f
collection of credential leaks
in exchange for payment
Hostingover 1300iles as of

April 2024.
OCTOPUS Channel forsharing info Almost daily, with some
[LOGS/URL/COMBO] stealer logs and stolen pauses.

credentials. Heavy
adverti privalgy ¢
access, available to membe
for an additionkfee.Hosting
over 500 files as of April
2024.

3.1.2Cybercrime forums for finding channels

The other two channels of the four will be found by the author on a popular cybercrime
forum, XSS.For this, the author browses the subsection of the forum da#leds (i.e.
dat aba®Bie Russia) and located two channels of interest to be used with the

scraper of this thesis.

Table3. Analysis of the selected channels found from XSS.

Channel name Aut hor 6 s de s dActivity
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AgressorDB FREE Channel for only sharing Daily, without pauses.
CombolLi sts | |credential leaks. Often files
BOL" emai |l : p g areofincrements of 50
thousand lines (i.e. 50, 100
150 thousand lines per file).
Hostingover 200files as of
April 2024.

OBSERVER CLOUD Channel for mainly sharing | Daily, many posts in a day.
BESTFREE LOGS CLOUD| info stealer logs but might
contain some credential leal
files. Hosting over 10 000
files as of April 2024.

3.2 Telegram scraper and alert bot

The application developed as a solution to the problem is divided into two parts:

1 Telegram scraper An automatic tool, used to iterate through the channels
present on an account, download all of the found credential leak files, filter and

clean the contents and save the results to a local database.

1 Telegram alert bot A Telegram bot, useable by the operator of the scraper.
Allows to search the database created and populated in the first part by various

parameters (such as username, password and URL).

In the following subsections, an overview of the tools, packages and technologies used

to develop both parts of the solution presented

3.2.1Telegram scraper

For thescraper development, the programming language Python 3.12 is used. Python
package Telethowersion1.30 (used to interact with Telegramhd Python libraries
Sqlite3 version 3.0 (used to interact with the local SQL databamed Collections
version 3.3(used for better datatypes and their structuriagd used. Also, Python

modulesos, re and hashlib are imported to the progfanvarious tasks.

A Telegram account is controlled via the official ABIscrape the channelsvailable

at my.telegram.org for each account for free
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3.2.2Telegram alert bot

For the alert bot development thee are not many differences. Python package
Tldextract version 5.1.Zusal for separating URLs to various par@ahd standard

moduleAsyncio(used for asynchronous loops for the @t used.

Another Telegram account, separate from the scrapeount is deployedvia the
official APl to act as a fronénd, allowing the user to easily receive the scraped

information in an easily comprehensible way.
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4 Development and usage

This section focuses on the more technical side of developing the scraper and the bot,
showingimportantfunctions, methods and solutions used to build both of the products.
The author only demonstrates the most important functionality and code e€triduger

and bot.

The usage of the whole system togetuther
beginning from launching the scraper and ending with formatted leaked credentials

being sent back to the user querying them from the bot.

4.1 Development of the scraper

The main task of the scraper is to iterate through the channels the account is subscribed

to, gather credential leak files and add them to the local database in a formatted way

As shown in Figure 20, various API tokens need to be used of the Telegram account.
Due to privacy concerns, they are redacted from this papdocal database is
established and populated with a simpleddblhouse the formatted credentials.

# Establishing the client

api_id= [REDACTED BY AUTHOR]

api_hash = [REDACTED BY AUTHOR]

client = TelegramClient(' session ', api_id, api_hash)

# Establishing the database.
conn = sqlite3.connect( credentialsDatabase .db")
cursor = conn.cursor()

cursor.execute(™
CREATE TABLE IF NOT EXISTScredential_lines (
id INTEGER PRIMARY KEY,
url TEXT NOT NULL,
username TEXT NOT NULL,
password TEXT NOT NULL,
link TEXT NOT NULL

Figure20. Setting up the scraper
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After the initial setup, the iteratioprocess of the channels may begin. As seen on
Figure 21,the iteration function firsioads any MD5 file hashes or fildinks on a
channelpresent on the system to avoid downloadinduplicatecredential leak filan

the future This is due to the fact that two separate channels might post the same
credential leak, thus a bagick comparison is not sufficient. A MD5 hash check allows

the program to generate a string relative to the contents of the file, no matter the name
of it. The Aload_downloads_info) function simply returns hashes and message links
separately from the local filownloadfileHashes.txb.

async def download_files_from_subscriptions(client: TelegramClient):
# Defining the hash - link file path.
hashes_file_path = os.path.join('"downloads’, ‘fileHashes.txt")
# Reading from the hash - link file path.

downloaded_files_hashes, downloaded_message_links =
load_downloads_info(hashes_file_path)

Figure21. Gathering local information about already downloaded.files

After these actions, the iteration begins. A channel is selected and a subfolder in the
A/ downl oadsod directory is created for t ha

credential leak files.

The iteration goes over every message present on a channel. It checks against the
message ID and compares it to the local list (present in the file
Adownl oad/ fil eHashes. txto). I f it finds a 1
it skips the message. If the program has not seen that message ID, it cheeksfilea

is included with that message and starts a download of it to the subfolder of that

channel.

After downloading it, the MD5 hash of it is generated and compared against the local
list. If the hash is already present, the new file is deleted, and the iteration continues. If
it is not present, the code saves the information of a new credential leak file to the local

list and starts processing the filkhese steps are illustrated in Figuge 2
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# Checking if the file in the Telegram message is a text file.
if message.file and message.file.name.endswith(".txt"):
temp_file_path = os.path.join(download_directory, message.file.name)
# Downloading the file and calculating the MD5 hash.
print(f"Starting download: {temp_file_path}")
await message.download_media(file=temp_file_path)
file_hash = compute_md5(temp_file_path)

# Deleting the file if already logged as downloaded.
if file_hash in downloaded_files_hashes:

print(f"File with the same hash already exists:
{downloaded_files_hashes]file_hash]}")

os.remove(temp_file_path)
# Saving the download info locally, starting processing.
else:
print(f"Downloaded: {temp_file_path}")
downloaded_files_hashes]file_hash] = temp_file_path
downloaded_message_links.add(message_link)
save_download_info(hashes_file_path, file_hash, temp_file_path,
message_link)
process_file(temp_file_path, channel_username, message.id)

Figure22. Downloading a .txt file with subsequent processing.

The fAprocess_file()o function i s @&ftetroop

a line is cleaned of whitespaces, it is sent tofithgert_line_into_database() f unct i on,

which acts as the processing and cleaning function of the lines. This allows them to be

inserted into correct sections of the databas&fterquerying via the bot.

This function starts offb y processing t he l i ne i n
username: pdsmeoedooa to processing it as

that format is not foundl'his implementation is shown on Figure 23.
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# Using lines formatted as URL username:password.
if""inline and "' in line.split(" ")[ - 1]:
parts = line.split(' )
if len(parts) == 2:
url, credentials_part = parts
credentials = credentials_part.split(":', 1)
if len(credentials) == 2:
username, password = credentials
else:
return
else:
# Using lines as email:password.
credentials = line.split(":', 1)
if len(credentials) == 2:
emalil, potential_password = credentials
if re.match(r'[*@]+@[" @]+ \ . [*@]+", email):
username, password = email, potential_password
else:
return
else:
return

Figure23. Ways of processing line.

If no match for the format is found with these two attempts, the program tries to

categorize the line as of Android origin (credential lines saved from Android

~

applicatons st arti ng amdroid). t he prefi x

If still no match is found, the system is almost confident that the credential leak is of the

formatfiurl:username:passwaydAs seen on Figure 24,gtarts processing it like this

# Locating URL start points.
scheme_end = line.find("://") + 3 if ://" in line else O
first_colon = line.find(":", scheme_end)

# Determining URL type.
if first_colon != -1 and (line.find('/', scheme_end) < first_colon or
line.find('/', scheme_end) == -1):
# Separating username from URL.
url = line[:first_colon]
credentials = line[first_colon+1:].split(":', 1)
if len(credentials) == 2:
username, password = credentials
else:
return
else:
url = line

Figure24. Another way of processing a line.
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After fully processing a single line and determining that at least the username and
password have been extracted (URL is not mandatory), an SQL INSERT command is
executed, successfully attaching the valid line to the local database. This part of the
code is displayed on Figure 2After all of the lines are added to the database, a SQL
Acommit()o function is used at the end of
the local DB.

# Validating the existance of the needed parts.
if username and password:

cursor.execute("INSERT INTO file_lines (url, username, password, link)
VALUES (?, ?, ?, ?)", (url, username, password, link))

Figure25. Adding the line to the database.

As mentioned at the start of this subsection, the full code file of the scraper is not
present in this topic, as the author hopes to give an overvi@enlypfthe most crucial

parts of the inner workings of thielegramspider.

4.2 Development of the alert bot

The main task of the alert bot is to serve as an-tagge front end for the credential

leak database, allowing the user to interact with it without any deep technical or
programming knowledge. As seen Figure 26, the setup is quite alike to the scraper,
with some adjustments made to serve as a bot, not a default Telegram account. Sensitive

data andokens are redacted by the author.

# Establishing the bot client.

bot_sername = [REDACTED BY AUTHOR]

api_id= [REDACTED BY AUTHOR]

api_hash = [REDACTED BY AUTHOR]

bot token= [REDACTED BY AUTHOR]

client = TelegramClient('bot’, api_id, api_hash).start(bot_token=bot_token)

# Connecting the to the database.
conn = sqglite3.connect('credentialsDatabase.db’, check_same_thread=False)
cursor = conn.cursor()

Figure26. Setting up the bot.

Telegram bots are interacted with by using custom commands. The author has added

three commands to be used withing the bot:
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T Command IifiSesdingaa welzome text to the user, with instructions on
using the bot.

T Command i Quenyiryrdatadfrom the DB, returning results.

T Command ifCaleulateng statistics of the present results in the DB.

The A/ starto command is quite trivial and c

bot, as seen on Figure 27.

Figure27. The A/ startodo command.

The A/ queryodo command i s a bit more sophist |
the user has sent the correct (séelrigure28)o mmand

The correct field (url, username or password) must be selected before starting the query.
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