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Abstract

The revised eIDAS 2.0 Regulation introduces the European Digital Identity Wallet
(EUDIW), which aims to provide EU citizens and businesses with a secure, interoperable
and user-controlled tool for cross-border digital identity management. However, the lack
of national certification frameworks poses a significant barrier to consistent
implementation across member states. This thesis develops a conceptual framework to
support the national certification of the European Digital Identity Wallet (EUDIW), with
Estonia serving as a case study to examine institutional readiness and technical

preparedness.

Drawing on expert interviews, legal and technical analysis and theoretical models from
institutional governance, the study outlines key certification requirements, challenges and
alignment strategies. It offers a conceptual framework and policy recommendations that
can support member states in building robust, adaptable and trustworthy certification
ecosystems for EUDIW. The findings contribute to EU-wide efforts to ensure secure

digital identity services and reinforce user trust in cross-border interactions.

This thesis is written in English and is 74 pages long, including 9 chapters, 6 figures and
4 tables.

Keywords: EUDIW, framework, electronic identity, eIDAS, interoperability



Annotatsioon
Euroopa Digitaalse Identiteedi Rahakoti (EUDIW) riikliku

sertifitseerimisraamistiku kujundamine

Euroopa Liidu eIDAS 2.0 médrus toob kasutusele Euroopa Digitaalse Identiteedi
Rahakoti (EUDIW), mille eesmirk on pakkuda EL1 kodanikele ja ettevitetele turvalist,
koostalitlusvdoimelist ja kasutaja kontrollitavat digitaalse identiteedi haldustooriista
piiriiileseks ~ kasutamiseks. Kiesolev —magistritod  kasitleb EUDIW  riikliku
sertifitseerimisraamistiku ~ kujundamise voimalusi, keskendudes eelkdige Eesti

valmidusele ja institutsionaalsetele voimekustele.

Toos tuuakse vilja pohilised nouded, viljakutsed ja kooskodlastusvajadused
sertifitseerimise valdkonnas, tuginedes ekspertintervjuudele ning tehnilis-Giguslikule ja
teoreetilisele analiiiisile. Loputdo tulemusel pakutakse vilja kontseptuaalne raamistik
ning poliitikasoovitused, mis toetavad liikmesriike usaldusvéirse ja kohanemisvoimelise
sertifitseerimisraamistiku loomisel. To6 tulemused aitavad kaasa ELi eesmargile tagada
turvalised digitaalsed identiteediteenused ning suurendada kasutajate usaldust piiritilestes

suhtluskeskkondades.

Loputdd on kirjutatud inglise keeles ning sisaldab teksti 74 lehekiiljel, 9 peatiikki, 6

joonist, 4 tabelit.

Votmesonad: EUDIW, raamistik, elektrooniline identiteet, eIDAS, koostalitlusvoime
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1 Introduction

In the rapidly evolving digital era, digital identity has emerged as a critical enabler for
secure communication, trust and cross-border service provision in the European Union
(EU). Recognizing the need for a harmonized legal and technical framework, the EU
introduced the eIDAS Regulation in 2014, establishing a basis for the mutual recognition
of electronic identification (eID) and trust services across member states (European
Commission, 2014; Czerny et al., 2023). Since then, the EU’s ambition for a digitally
integrated market has intensified through initiatives such as the Digital Decade Policy
Programme 2030, which sets forth strategic objectives for advancing Europe’s digital

sovereignty (European Parliament & Council of the European Union, 2022).

Despite this progress, new technological, societal and regulatory challenges have revealed
the limitations of the original eIDAS framework. The increasing demand for mobile-first
solutions, decentralized credentials and privacy-preserving technologies has accelerated
the need for a more comprehensive, adaptable system (Sedlmeir et al., 2021). The first
eIDAS Regulation, while pivotal, was not designed to fully address these emerging

complexities (Holbl et al., 2023).

In response to these developments, the European Commission introduced the revised
eIDAS 2.0 Regulation (Regulation (EU) 2024/1183, 2024), placing the European Digital
Identity Wallet (EUDIW) at the heart of the EU’s digital identity ecosystem. The EUDIW
is defined as a reliable, user-governed application allowing individuals and businesses to
securely and seamlessly access wide range of public and private services across borders
(European Commission, 2024f). According to Wimmer et al. (2018), the provision of
integrated, interoperable digital services is fundamental to achieving the objectives of a

connected Digital Single Market.

The deployment of the EUDIW, however, introduces new challenges that extend beyond
traditional identity management. Certification of the Wallet, both from technical and
regulatory standpoints, is vital for ensuring its trustworthiness, interoperability and

security. Unlike earlier backend identity systems, the EUDIW is a user-facing application,
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demanding a shift in certification paradigms (Schwalm & Alamillo-Domingo, 2021).
Certification must not only confirm technical compliance but also reinforce user trust and

foster cross-border acceptance.

Achieving certification consistency across all EU member states is essential. Without
standardized approaches, national inconsistencies could lead to fragmentation and
undermine the EUDIW’s interoperability goals (Sharif et al., 2022). Divergent
certification practices may also hinder citizen adoption, as public trust is closely linked
to perceptions of security and reliability (Podgorelec et al., 2022). The importance of
addressing these risks has been emphasized by studies highlighting the role of citizen trust
in the success of eID systems (Davis, 1989; Lee et al., 2003).

Emerging technologies such as blockchain, zero-knowledge proofs and decentralized
identifiers present both opportunities and challenges for certification schemes. These
technologies can significantly enhance security and privacy but introduce new
governance and technical risks (Morosi, 2022). Research by Fernandez (2024) has
pointed out that improperly regulated blockchain-based identity systems may
compromise privacy if not carefully designed. Regulatory adaptability, therefore,
becomes a key factor in ensuring that certification remains relevant as technological

paradigms shift (Gallo et al., 2014).

Estonia offers a unique reference point for understanding how national ecosystems can
adapt to these evolving challenges. With its highly developed eID infrastructure,
proactive participation in EU digital initiatives and experience with cross-border service
delivery frameworks like the Single Digital Gateway (SDG), Estonia serves as a model
for successful digital identity management (e-Estonia, 2024; Aavik & Krimmer, 2016).
The importance of aligning national practices with EU-wide frameworks, such as the
Once-Only Principle, has been further underscored by research into cross-border
interoperability (European Parliament & Council of the European Union, 2022; Kalvet et

al., 2018).

Governance and institutional design theories provide a valuable lens for understanding
how certification frameworks can balance national autonomy and EU harmonization

(Williamson, 1998; Koppenjan & Groenewegen, 2005).
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Addressing the challenges associated with EUDIW certification is critical for achieving
a resilient, trustworthy, and interoperable European digital identity landscape. Efforts
must focus on establishing certification frameworks that are adaptable to technological
innovation, legally robust, and capable of fostering cross-border mutual recognition and

user trust.

Some sections of this thesis incorporate content from the master’s student’s own work in
ITE4260 Research Methods (Spring 2024) and ITE4310 E-Governance Technologies and
Services Master's Project (Autumn 2024). In line with principles of academic integrity
and transparency, the author discloses the use of certain Al tools in the preparation of this
thesis. ChatGPT 40! was used to explore topic formulations and reorganize sections for
coherence. Grammarly? and Wordtune® were used to review and improve grammar and
wording. No Al-generated text was used without substantial revision and review by the

author.

1.1 Research purpose

This thesis aims to support the development of a national certification scheme for the
European Digital Identity Wallet (EUDIW) by proposing a conceptual framework that
ensures alignment with the revised eIDAS Regulation and strengthens institutional
preparedness across EU member states. The research aims to contribute to a structured
certification model that accommodates national governance requirements while aligning

with pan-European legal, technical and procedural expectations.

The conceptual framework seeks to address the lack of established national-level
certification schemes by offering practical guidance and governance components,
supporting both immediate implementation needs and long-term adaptability. Emphasis
is placed on ensuring trust, interoperability and regulatory clarity to facilitate the secure

rollout of EUDIW across diverse institutional environments. Through this, the study aims

! https://chatgpt.com/
2 https://app.grammarly.com/
3 https://app.wordtune.com/
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to promote consistent standards for wallet certification and offer a transferable model that

can inform policymaking beyond the Estonian context.

1.2 Research motivation

The motivation for this study comes from a combination of academic interest and
practical need. As a student of E-Governance Technologies and Services, the author has
been exposed to the policy, technical and societal dimensions of digital identity. To
complement this academic background with practical insight, the author also took part in
the EU Digital Wallet Workshop held on 8 May 2025 in Tallinn, Estonia. Estonia’s
leadership in digital public services and its strategic position in European digital

integration offer a compelling context for deeper inquiry.

The rollout of the EUDIW across all EU member states by the end of 2026 represents a
unique opportunity, but also a major risk, if not implemented cohesively. With
implemention acts adopted and pilot projects underway, time is of the essence. The
certification component is particularly underdeveloped yet foundational to ensuring
interoperability, legal compliance and user trust. The author recognized that despite
strong policy ambition at the EU level, significant knowledge gaps exist regarding how

national certification schemes should be designed and operationalized in practice.

Furthermore, the research addresses pressing questions around auditability, institutional
responsibility and agile regulation, all of which are essential to long-term success. The
goal is to produce a framework that addresses Estonia’s needs and serves as a model for

other countries navigating similar challenges.

1.3 Research questions

This study aims to propose a conceptual framework for developing a national certification
scheme for the EU Digital Identity Wallet (EUDIW). The primary focus will be on
designing a certification framework that meets the specific requirements of the EUDIW,
considering current assessment practices, identifying key certification criteria and

aligning with national and EU standards.
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To achieve this objective, the following Research Question (RQ) and Sub Questions (SQ)

were drafted:

RQ1. How to develop the national EUDI wallet certification scheme?
SRQ1.What are the current assessment requirements for eID schemes?
SRQ2 What are the EUDIW certification requirements?
SRQ3.What is the correlation between the current eIDAS implementation
assessment practise and EUDIW certification requirements?
SRQ4. What are the key factors for designing the EUDIW certification
framework?
SRQS5.What are the challenges in implementing the EUDIW certification

scheme?

One main research question and relevant sub-questions will be answered through the
analysis of technical and legal documentation, qualitative expert interviews and the
integration of relevant theoretical context. The findings from this research will lead to
policy suggestions and conclusions at both the EU and national levels to aid in decision-

making within this rapidly changing area.

1.4 Thesis outline

This thesis is structured into ten chapters that guide the reader from the foundational
context of the European Digital Identity Wallet (EUDIW) to the development of a
national certification framework proposal. The first chapter introduces the background of
the study, outlines the research purpose, motivation, research questions and provides an
overview of the thesis structure. The second chapter reviews the evolution of the eIDAS
regulation, digital identity frameworks in Europe and key academic discussions on
certification, interoperability and emerging technologies relevant to the EUDIW. The
third chapter provides the contextual background, reviewing the current state of eIDAS
and EUDIW standardization, the role of implementing acts, key certification
requirements and Estonia’s position and readiness for wallet implementation. The fourth
chapter introduces the theoretical foundations of the study, drawing from Williamson’s
institutional analysis model and the institutional governance approach by Koppenjan and

Groenewegen to form an integrated framework for analysing certification systems. The
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fifth chapter explains the research methodology, including the qualitative case study
design, data collection methods through expert interviews and document analysis and the
thematic analysis approach used to interpret findings. In the sixth chapter, the author
presents the results of the expert interviews, thematically organized to cover EU-level
implementation, national challenges, technological and regulatory alignment, and
institutional readiness. The seventh chapter offers a discussion that synthesizes the
findings with the theoretical frameworks and concludes with policy recommendations for
Estonia and other member states. The eighth chapter presents the author’s main
contribution, a conceptual framework for national EUDIW certification, developed by
integrating empirical insights with institutional design principles. The ninth reflects on
the limitations of the study and proposes future research directions, including comparative
case studies and technical prototyping. The final, tenth chapter summarizes the main
contributions of the thesis, reinforcing the need for a governance-driven, adaptable and

scalable certification model for EUDIW implementation.
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2 Literature Review on European Digital Identity

Frameworks

The governance of digital identity frameworks in the European Union relies on two
interrelated but distinct processes: standardization and certification. Standardization
refers to the establishment of uniform technical and regulatory specifications to ensure
interoperability across digital identity systems, whereas certification is a formal process
that validates compliance with those standards (Turner, 2003). These mechanisms play a
crucial role in ensuring trust, security, and cross-border functionality in digital identity
frameworks (Matus, 2009). This distinction is particularly relevant when considering the
development of the European Digital Identity Wallet (EUDIW), as its successful
implementation depends on both standardized frameworks and an effective certification

model.

This chapter presents an overview of existing literature on European digital identity
frameworks, with an emphasis on the European Digital Identity Wallet (EUDIW). It
examines academic insights and highlights areas where research is still lacking,
particularly in relation to developing a national certification framework. To provide a
well-rounded perspective, this review also considers contrasting viewpoints on the impact
of digital identity standardization, ensuring a balanced discussion. The discussion situates
the EUDIW within the broader context of digital identity and trust services within the
European Union. Given the focus on cross-border digital identity services, the analysis
prioritizes scholarly work relevant to the unique regulatory and technical challenges faced

within the European region.

The review is based on sources retrieved from academic databases such as ScienceDirect,
SSRN, ResearchGate and Google Scholar. To ensure a systematic selection of sources,
relevant search keywords such as “European Digital Identity Wallet,” “eIDAS,” “eIDAS
2.0,” “digital identity certification,” and “cross-border interoperability” were used. To

maintain relevance, the scope of the literature is limited to works published after 2014,
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following the implementation of the eIDAS Regulation (Regulation (EU) No 910/2014,
2014), which established a legal framework for electronic identification and trust services

across the EU.

2.1 Literature on eIDAS Regulation and its impact

The eIDAS Regulation (Regulation (EU) No 910/2014, 2014) marked a significant
milestone in the establishment of secure, interoperable digital identity systems and set the
stage for subsequent advancements like the EUDIW. Initially implemented in 2014,
eIDAS established a unified framework for electronic identification (eID) and trust
services, enabling secure cross-border recognition of eID systems. Studies by Czerny et
al. (2023) and Schwalm (2023) highlight the regulation’s pivotal role in standardizing
digital identification processes, empowering users with legally recognized digital tools
like traditional physical documents. This standardization has unlocked numerous digital
opportunities across sectors, from e-government services to e-banking, emphasizing the
importance of interoperability for seamless integration across member states (European
Commission, 2021). Digital identity has consistently been viewed as essential for
enabling secure and dependable communications between different parties (Mazzocca et

al., 2024).

Despite these benefits, scholars argue that the one-size-fits-all approach of eIDAS does
not sufficiently account for the differing digital maturity levels of member states
(Berbecaru et al., 2019). Countries with advanced digital infrastructures have integrated
elDAS relatively seamlessly, whereas others face resource constraints and technological
gaps, limiting their ability to comply effectively. The role of digital maturity in

influencing the effectiveness of standardization remains a key area for further research.

While standardization is widely regarded as essential for interoperability (Sedlmeir et al.,
2021), some scholars argue that rigid frameworks can hinder technological innovation
and adaptability across diverse national infrastructures (Doshi & Schmidt, 2024). This
raises the central debate surrounding standardization: its necessity for ensuring security
and interoperability versus its potential to limit flexibility in a rapidly evolving

technological landscape.
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Another key discussion in the literature concerns certification models in digital identity
governance. Some scholars advocate for a fully centralized EU-level certification
approach, ensuring uniform security and compliance measures across all member states.
Others, however, argue for a decentralized model, where national authorities retain
flexibility in defining security and compliance frameworks tailored to local circumstances
(Schwalm & Alamillo-Domingo, 2021). The ongoing debate highlights the tension
between achieving interoperability and allowing regulatory adaptability across diverse
digital landscapes. Further research is needed to evaluate how these models impact digital

identity governance at both the national and EU levels.

2.2 Literature regarding European digital identity framework

The revision of eIDAS through eIDAS 2.0 introduces the European Digital Identity
Wallet (EUDIW), which is expected to transform the digital identity landscape across
Europe (Regulation (EU) 2024/1183, 2024). This amendment requires all member states
to develop and certify their digital identity solutions, ensuring seamless access to cross-
border services (Steffen, 2023). The EUDIW is designed to simplify and secure a wide
range of digital interactions, covering e-government services, e-health and even e-
commerce to foster a more integrated digital ecosystem across the EU (Council of the

European Union, n.d.).

While eIDAS 2.0 enhances security and user control over digital identities, some
researchers argue that it may introduce new compliance burdens for both public and
private-sector service providers. Busch (2022) highlights that increased regulatory
requirements could result in financial and legal uncertainties, particularly for private
companies where identity verification is a core aspect of service delivery. Further research
is needed to assess the cost implications and legal challenges associated with

implementing e[DAS 2.0.

In the context of the European Digital Identity Wallet (EUDIW), certification plays a
crucial role in ensuring regulatory compliance across member states. Schwalm and
Alamillo-Domingo (2021) warn that, without a clear certification framework, the EU
risks creating a fragmented landscape where national standards diverge, ultimately

undermining the interoperability objectives of eIDAS 2.0.

19



Given these regulatory complexities, certification plays a crucial role in ensuring
compliance and interoperability across member states. However, the lack of a unified
approach has sparked debate. Some researchers propose the establishment of a centralized
EU-level certification body to ensure compliance with digital identity standards across all
member states, while others argue for a hybrid model where national regulators maintain
some oversight while aligning with EU-wide standards (Sharif et al., 2022). Without clear
certification guidelines, national standards risk diverging, undermining the
interoperability goals of eIDAS 2.0. This regulatory uncertainty remains a challenge, and
further research is needed to assess the feasibility of different certification models for the

EUDIW.

The role of emerging technologies in digital identity has also been widely discussed.
Blockchain, artificial intelligence (Al) and zero-knowledge proofs offer new possibilities
for enhancing security and privacy in digital identity systems (Morosi, 2022; Fernandez,
2023). However, integrating these technologies within the eIDAS framework introduces
new governance and security challenges. Fernandez (2024) highlights the risks associated
with blockchain-based digital identity solutions, particularly in terms of security
vulnerabilities if not properly regulated. Additionally, ambiguity in the eIDAS 2.0
regarding mandated technological standards complicates compliance with regulations
such as GDPR and raises concerns about interoperability with other emerging solutions

(Sharif et al., 2022; Nakashidze, 2023).

To address these uncertainties, researchers suggest exploring regulatory sandboxes or
pilot programs, which could offer valuable insights into how new technologies can be
integrated while maintaining regulatory compliance. This approach would help assess the

practical viability of different digital identity models under real-world conditions.

The literature highlights the importance of developing a national certification scheme for
the EUDIW to ensure security, standardization, and interoperability across Europe's
digital identity systems. While eIDAS 2.0 sets ambitious goals for digital identity in the
EU, questions remain regarding the long-term sustainability of the certification model

and its impact on both public and private stakeholders.
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This chapter has not only examined the body of work surrounding the EUDIW but also
situated it within the broader discussion about digital identity standardization,
certification requirements and cross-border service integration in Europe. The analysis
highlights gaps in existing knowledge and underscores the importance of further research

to guide the development of national certification frameworks aligned with the goals of

eIDAS 2.0.

21



3 Research background

As the European Union continues its path toward greater digital integration, the
introduction of the European Digital Identity Wallet (EUDIW) under the revised eIDAS
2.0 Regulation represents a major milestone in the development of secure, interoperable
cross-border services. Building upon the foundation laid by eIDAS (Regulation EU No
910/2014,2014), the EUDIW is expected to enable EU citizens, residents and businesses
to securely store and share verified digital credentials for use in both public and private
sector interactions. Unlike previous identification schemes, the EUDIW brings a
comprehensive approach by integrating identity data, electronic attestations and
authentication capabilities in a single digital wallet governed by a harmonised European

framework.

However, as EU member states begin to implement this novel solution, questions of
certification, interoperability and legal compliance become central to its success. The shift
from certifying individual services to certifying entire wallet ecosystems introduces new

challenges related to governance, technical standards and privacy safeguards.

3.1 eIDAS and EUDIW standardisation
3.1.1 eIDAS overview

The eIDAS Regulation (Regulation EU No 910/2014,2014), introduced in 2014, marked
a transformative step towards enabling secure and seamless digital interactions across EU
member states. Its primary objective was to standardize the legal recognition of electronic
identification and trust services such as e-signatures, e-seals, timestamps and website
authentication. By doing so, it laid the foundation for the mutual recognition of national
elD schemes across borders, enabling users to access public services digitally in any EU
country using their own national eID. As of 2025, the regulation has played a critical role

in expanding the Digital Single Market and facilitating cross-border digital transactions.
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However, the original eIDAS framework presented several challenges. Notably, it left
much discretion to member states regarding implementation, leading to divergent levels
of adoption and digital maturity. Countries like Estonia made rapid advancements in
integrating their eID solutions, while others struggled with technical or policy limitations.
The lack of a unified, EU-wide identity solution also left a gap in usability and user
control. These limitations prompted a substantial revision of the regulation, culminating

in the adoption of eIDAS 2.0 in 2024.
3.1.2 Current certification landscape

The certification landscape in the context of eIDAS (electronic IDentification,
Authentication and trust Services) and the European Digital Identity Wallet (EUDIW) is
a dynamic and evolving domain, shaped by ongoing regulatory reforms, technological
innovations and the growing demand for secure and interoperable digital identity systems.
This section provides an overview of the development path and current challenges in

certification under the revised eIDAS 2.0 framework.

The original eIDAS Regulation (Regulation EU No 910/2014, 2014) served as a
cornerstone for establishing trust in digital interactions across the European Union by
providing a common legal framework for electronic identification and trust services
(European Commission, 2014). It facilitated cross-border interoperability and introduced
the certification of Qualified Trust Service Providers (QTSPs), who are authorized to
issue qualified certificates for electronic signatures, seals, timestamps and delivery
services. The certification process for QTSPs includes a conformity assessment
conducted by accredited bodies, issuance of qualified certificates and continuous

supervision by national regulatory authorities (Nguyen, 2018).

The 2021 proposal to revise the eIDAS Regulation resulted in Regulation (EU)
2024/1183, marking a significant turning point in the European digital identity landscape
(European Commission, 2024f). The updated regulation introduced the EUDIW as a new
layer within the digital identity landscape, allowing individuals to store and use verified
credentials in a secure, cross-border environment (European Commission, 2024g). This
shift called for new certification approaches, rather than focusing solely on individual

services like e-signatures, certification now extends to entire wallet ecosystems that must

23



meet rigorous standards for security, privacy, usability and interoperability (European

Union Agency for Cybersecurity, 2024).

To guide this process, the European Commission adopted five Implementing Acts in
November 2024. These acts define the technical protocols, certification procedures,
notification obligations and rules for identity data and credential management in the
EUDIW ecosystem. The regulations: Commission Implementing Regulations (EU)
2024/2977, 2024/2979, 2024/2980, 2024/2981 and 2024/2982, create a harmonised legal
and procedural framework for the wallet certification process across EU member states
(European Commission, 2024a—¢). A summary of their focus areas is presented in Table

1 below.

Table 1. Overview of eIDAS 2.0 Implementing Acts relevant to EUDIW Certification

Regulation

Focus Area

Commission Implementing Regulation (EU)
2024/2977

Issuance of person identification data and
electronic attestations of attributes

Commission Implementing Regulation (EU)
2024/2979

Protocols and interfaces for wallet technical
operations

Commission Implementing Regulation (EU)
2024/2980

Notification procedures for ecosystem
stakeholders

Commission Implementing Regulation (EU)
2024/2981

Certification procedures for digital identity
wallets

Commission Implementing Regulation (EU)

Additional technical and procedural

2024/2982

Compiled from European Commission Implementing Regulations published in the Official Journal on 28
November 2024. See: European Commission (2024a, 2024b, 2024c¢, 2024d, 2024e¢).

specifications

Under the new framework, certification processes must now address additional layers of
complexity. This includes verifying wallet architecture, cryptographic integrity,
biometric or multifactor authentication, selective disclosure capabilities and privacy-by-
design requirements (Seegebarth et al., 2024). The goal is not only to ensure regulatory
compliance but also to guarantee that the EUDIW functions securely and consistently

across various national ecosystems.

Despite these advancements, challenges persist. The implementation of EUDIW
certification mechanisms remains uneven across member states due to disparities in
national legislation, technological maturity and administrative readiness (Andrade, 2023).

Moreover, interoperability remains a pressing concern. While eIDAS seeks to harmonize
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digital identity frameworks, varying national standards for electronic identification and
certification may create bottlenecks in cross-border service delivery (Mocanu et al.,

2019).

Additionally, the success of the European Digital Identity Wallet (EUDIW) depends on
widespread user adoption, which in turn depends on trust in the wallet's security and
usability. To encourage citizens to use digital wallets for sensitive interactions, such as
healthcare access, tax declarations or banking, the certification framework must
effectively address privacy, data control and resilience against cyber threats. The
European Union Agency for Cybersecurity (ENISA) is actively developing a
cybersecurity certification scheme for EUDI Wallets to ensure they meet stringent
security and privacy standards, thereby fostering user confidence and facilitating cross-

border acceptance within the EU (European Union Agency for Cybersecurity, 2024).

Looking ahead, the path of certification within e[DAS 2.0 will likely be shaped by further
regulatory refinement and technological advancements. Innovations such as blockchain,
artificial intelligence and even quantum-resilient encryption may redefine trust models
and assurance mechanisms (Nguyen, 2018; Soler, 2018). Moreover, global digital trade
and mobility may prompt further alignment between EU frameworks and international

standards (European Commission, 20241).

3.1.3 Key factors for certification design: security, privacy, technology, and

compliance

The design of a national certification framework for the European Digital Identity Wallet
(EUDIW) must be grounded in four core pillars: security assurance, privacy protection,
technological alignment and regulatory compliance. Together, these dimensions ensure
the trustworthiness, interoperability and resilience of digital wallets across EU member

states.

Security is foundational for certification. The framework must adhere to internationally
recognized standards such as ISO/IEC 27001, the NIST Cybersecurity Framework and
sector-specific guidance from ENISA (ENISA, 2023; NIST, 2024). These standards help
manage systemic risk, define best practices for secure information handling and prepare

systems to resist evolving cyber threats. In addition, assurance models such as ISO/IEC
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29115 offer classification for identity proofing and authentication levels, relevant for

assessing the integrity of digital identity wallets (ITEH, 2024).

Privacy is equally critical, especially under the scope of the General Data Protection
Regulation (GDPR). Certification criteria must ensure compliance with privacy-by-
design and privacy-by-default principles. Requirements include data minimization,
explicit user consent, secure storage of personal data and the application of privacy-
enhancing technologies such as zero-knowledge proofs, which allow for credential

verification without revealing unnecessary information (Fernandez, 2024).

Technological alignment ensures that certified wallets integrate seamlessly with both
national infrastructures and pan-European systems. EUDIW certification must account
for compatibility with legacy systems and support for emerging technologies like Al-
powered authentication, decentralized identifiers (DIDs) and modular architectures. API
standardization and forward-compatibility are essential for scalability and cross-border

usability (Sharif et al., 2022; Morosi, 2022).

Lastly, regulatory compliance must reflect both EU-wide requirements and domestic
legislation. The Implementing Acts of November 2024 define the technical specifications,
credential types, wallet issuance procedures and governance expectations under eIDAS
2.0 (European Commission, 2024h). National certification schemes must align with these
provisions while ensuring feasibility for conformity assessment bodies (CABs) and wallet

providers to implement them effectively.

In summary, these four pillars provide a structured foundation for developing certification
schemes that are not only compliant and secure but also future-proof and interoperable

within the broader EUDIW ecosystem.

3.2 European Digital Identity Wallet Overview

The European Digital Identity Wallet (EUDIW) represents a significant evolution in the
EU’s approach to digital identity, aiming to address the limitations of the original eIDAS
regulation and to meet the rising demand for secure, interoperable and user-centric digital

identity tools. Established in the framework of the revised eIDAS 2.0 Regulation
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((European Commission, 2024f), the EUDIW is designed to become a core enabler of
cross-border online service delivery across all EU member states by the end of 2026. By
2027, all public and private sector service providers that are legally required to use strong
user authentication must accept EUDI Wallets as a means of identification (Regulation

(EU) 2024/1183, 2024).

The EUDIW will be available to any EU citizen, resident, or business that wishes to use
it. It allows users to securely store, manage and share personal identification data and
verifiable credentials, such as educational qualifications, mobile driving licenses and
health records, with both public institutions and private-sector platforms like banks and
healthcare providers. According to the European Commission (2024j), this tool is not
only universally accessible but also under the user's control, ensuring compliance with
the General Data Protection Regulation (GDPR) and the sole user control requirement set

out in Article 5a(4)(a) of eIDAS 2.0 (Regulation (EU) 2024/1183, 2024).

The EUDIW complements rather than replaces existing national eID systems by
enhancing their cross-border operability (Molder, 2024). It is built upon a mobile-first
architecture and modular design, leveraging the Architecture and Reference Framework
(ARF) from the EU Digital Identity Toolbox (European Commission, 2024k). The ARF
supports interoperability through standardized APIs and a decentralised trust model,
ensuring alignment with national infrastructures and EU-wide standards (European

Commission, 2024j).

The ARF defines the roles, interactions, and governance responsibilities across the EUDI
Wallet ecosystem. It includes EUDI Wallet Providers, PID Providers, Qualified
Electronic Attestation of Attributes (QEAA) Providers, Relying Parties, and supervisory
bodies. These roles are interconnected through a layered trust and registration model,
facilitating secure, scalable, and user-controlled identity management across borders.
Figure 1 illustrates a more detailed structure of interactions within the eIDAS 2.0

architecture reference framework, focusing on different providers and their roles.
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Figure 1. EUDI Wallet roles and connection based on the Architecture and Reference Framework (ARF).

Taken fully form: European Commission (2024j)

Security within this ecosystem is achieved through mechanisms such as trusted device
certification, secure key storage and identity binding protocols. For example, wallets must
integrate with device secure elements or Trusted Execution Environments (TEEs) to
ensure private keys and credentials are protected against tampering. Additionally,
interactions between entities (e.g., between PID Providers and Wallets) rely on mutual
authentication, digitally signed attestations, and strict adherence to technical

specifications defined in the ARF (European Commission, 2024j).

A key challenge for the EUDIW lies in establishing a certification framework that ensures
wallets meet common security and interoperability standards while remaining adaptable
to varied implementation models. Certification must support both public and private
wallet issuers and provide assurance for end users and service providers across the EU.
This includes technical conformance, data protection safeguards and operational

governance standards.
Regional cooperation efforts offer valuable insights in this regard. The Nordic-Baltic eID

(NOBID) consortium is one of the most prominent cross-border pilots, involving

countries such as Norway, Denmark, Iceland, Latvia, Germany and Italy. Focused on
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enabling payments and other real-world transactions with EUDIW-based wallets, NOBID
demonstrates how mutual recognition and interoperable trust frameworks can be achieved

in practice (NOBID Consortium, 2023; European Commission, 2024g).

This initiative also illustrates the value of public-private collaboration. Organizations like
Poste Italiane contribute technical and organizational expertise in digital onboarding and
wallet deployment, helping to shape certification schemes that are practical, scalable and

aligned with market needs (Poste Italiane, 2024).

Ultimately, the EUDIW must interoperate with broader EU digital infrastructure
initiatives such as the Single Digital Gateway. Its success will depend on the ability to
coordinate standards, foster institutional trust and resolve both technical and legal
complexities. If implemented effectively, the EUDIW has the potential to become a

unifying foundation for secure digital identity and service access across Europe.

3.3 Estonian eID and EUDI Wallet Implementation Status

Estonia has long been considered a pioneer in digital identity, with its strong national
infrastructure enabling the secure and convenient use of eID solutions across society. As
the European Union moves toward introducing the European Digital Identity Wallet
(EUDI Wallet), Estonia is building on its existing ecosystem to become one of the first
countries to develop and implement a compliant solution. The revised eIDAS regulation,
expected to apply from 2026 onwards, requires Member States to offer a wallet that
supports high-assurance electronic identification and trust services across borders.
Estonia’s approach reflects its strategic commitment to interoperability, privacy and user-

centric digital governance.
3.3.1 Current eID ecosystem and roles

Estonia’s leadership in digital identity is reflected in its mature eID ecosystem, which has
evolved over two decades of innovation and public trust. Its eID system is supported by
a well-established infrastructure comprising the national ID card, Mobile-ID, Smart-ID
and more recently, biometric authentication solutions. The architecture relies on strong

encryption, Public Key Infrastructure (PKI), and the secure data exchange platform X-

29



Road, which underpins many public services and enables seamless, secure information

sharing across institutions (Kawamura, 2023; Cybernetica, 2023).

Key institutional actors include the Information System Authority (RIA), which oversees
the development and maintenance of national digital services and authentication
mechanisms such as TARA (Trusted Authentication and Recognition Architecture). RIA
also plays a central role in coordinating Estonia’s response to the updated eIDAS
regulation and leads the development of the EE Wallet. Responsibility for electronic
identification, which was formerly under the Ministry of Economic Affairs and
Communications (MKM), has been reassigned to the newly established Ministry of
Justice and Digital Affairs (JUSTDIGI), which now leads national efforts related to eID

and ensures alignment with European Union digital identity frameworks and strategies.

SK ID Solutions is a major trust service provider and certification authority that issues
certificates for Mobile-ID and Smart-ID and is recognized under the eIDAS framework.
The Estonian Police and Border Guard Board (PPA) is tasked with issuing identity
documents and plays a key role in ensuring the reliability of identity attributes linked to
the eID ecosystem. These entities collaborate within a governance framework that
supports transparency, technical resilience, and regulatory compliance (Kawamura, 2023;

Cybernetica, 2023).
3.3.2 EUDI Wallet status in Estonia

Estonia is actively preparing for the implementation of the European Digital Identity
Wallet (EUDI Wallet) in line with the revised eIDAS regulation. While Estonia is
considered a frontrunner in digital identity, it does not plan to develop the national wallet
solution in-house. Instead, the approach foresees procuring the wallet as a service from
an external provider. The Information System Authority (RIA) is coordinating national
preparations and is expected to take on the role of Wallet Provider, ensuring that the
selected solution meets the required Level of Assurance (LoA High) as mandated by

eIDAS 2.0 (Cybernetica, 2023).

The Estonian EUDI Wallet, referred to as the EE Wallet, is designed to function as a high
assurance elD means, supporting secure authentication and selective disclosure of

identity attributes. It will enable use in both online and offline contexts, integrating
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capabilities like biometric verification and cryptographic proofs for identity binding. A
strong emphasis is placed on user convenience and accessibility, the wallet is intended to
be activated using only an ID card and an NFC (Near Field Communication) capable
smartphone, eliminating the need for desktop computers or card readers (Cybernetica,

2023).

While the Estonian Police and Border Guard Board (PPA) is responsible for issuing
physical identification documents, the authoritative source of Person Identification Data
(PID) is the national Population Register, which is managed by the Ministry of the
Interior. In the context of the EUDI Wallet, the Digikukru analysis (Cybernetica, 2023)
assumes that PPA could act as the PID Provider, given its existing role in face-to-face
identification and document issuance. However, this institutional setup has not been
confirmed and alternative models, such as assigning the role to RIA, a trust service
provider, or a hybrid arrangement, remain under consideration and would require a
political decision. Estonia’s design considerations also reflect growing privacy concerns.
The EE Wallet is expected to rely initially on long-term PID attestations (e.g., five-year
validity, like current ID card certificates), but there have been discussions around
implementing short-term attestations to better support anonymous authentication and

mitigate profiling risks.

Estonia is an active participant in the eIDAS Expert Group, contributing to the
development of the European Digital Identity Wallet Architecture and Reference
Framework (ARF). As such, the EE Wallet will conform to standards such as W3C
Verifiable Credentials and ISO/IEC 18013-5, ensuring cross-border interoperability.
Development is currently in a prototype and analysis phase, involving architecture design,
interface specifications and detailed process modelling. The EE Wallet will be integrated
into the country’s broader digital infrastructure, leveraging platforms such as TARA and

X-Road for secure service delivery (Cybernetica, 2023).

In parallel to technical development, legal preparedness remains a crucial consideration.
Ounapuu (2024) points out several shortcomings in Estonian legislation, particularly
regarding the limited clarity around the supervisory responsibilities for trust services and

the lack of resilience planning for critical QTSP dependencies. Her thesis recommends
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legal updates to better align with the anticipated requirements under e[DAS 2.0 and the
Critical Entities Directive (pp. 36-39).

In conclusion, Estonia is well-positioned for the rollout of the EUDI Wallet. By
leveraging its mature digital identity infrastructure and strong governance, the country is
shaping a solution that not only meets EU requirements but also enhances privacy,
usability, and trust in digital services. However, this same well-established ecosystem
also presents integration challenges, as the legacy systems and institutional structures may

complicate the introduction of new solutions within the existing framework.
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4 Theoretical frameworks

This study applies a multi-framework theoretical approach to understand how national
certification systems for the European Digital Identity Wallet (EUDIW) can be structured
and governed. Given EUDIW's complexity and multi-actor landscape, a layered and
design-oriented perspective is necessary to capture the institutional, procedural and

technical dynamics shaping certification at the national level.

More specifically, this study employs Koppenjan and Groenewegen’s (2005) institutional
design model, which builds upon and extends Williamson’s (1998) four-level framework
of institutional analysis. The integration of these perspectives provides a comprehensive
analytical lens to examine how informal norms, formal institutions, governance structures
and technological implementations interact to shape certification systems under the

EUDIW initiative.

This chapter is structured into three parts. First, Williamson’s layered model is introduced
to capture the temporal and hierarchical nature of institutional change. Second,
Koppenjan and Groenewegen’s model offers a governance-oriented perspective on
shaping institutional, technological and procedural design. Third, the models are

synthesized into a combined framework tailored to the EUDIW certification context.

4.1 Williamson's Layered Institutional Framework

Williamson’s (1998) institutional analysis model offers a foundational perspective for
examining how institutional environments affect system design, compliance and long-
term adoption. It decomposes institutional evolution and decision-making into four

interconnected levels.

At the top of the hierarchy, the fourth layer represents the informal institutional
environment. Informal institutions refer to deeply embedded societal values, norms and

cultural orientations. These change slowly over time and form the foundation of
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legitimacy and trust in any governance system. In the context of EUDIW, this layer
influences citizen acceptance of the wallet and the broader trust framework within which

certification is carried out.

The third layer comprises the formal institutional environment, consisting of
constitutions, legal systems, public policies and regulations. These elements define the
legal frameworks for governance and certification. For EUDIW, this includes instruments
such as the eIDAS 2.0 regulation and national legislation that transposes EU-level

requirements into domestic law, ensuring legal interoperability across member states.

Moving to the second layer, institutional arrangements capture the formal and informal
agreements between actors that shape coordination and cooperation. These include
contracts, memoranda of understanding, procedural guidelines and governance protocols.
In the case of EUDIW certification, this layer encompasses the working relationships
among the European Commission, national authorities and conformity assessment bodies,

ensuring strategic alignment and procedural clarity.

At the base, the first layer focuses on actors and their interactions within the socio-
technical system. This includes the daily operations, resource allocations and
implementation practices that embody institutional rules and objectives. For EUDIW, this
involves the technical realization of the digital wallet, including cryptographic

mechanisms, user interface integration and compliance testing infrastructure.

This layered structure provides a powerful analytical lens for understanding how effective
certification systems must align high-level societal values with legal mandates,
governance routines, and concrete technological execution. Figure 2 illustrates
Williamson’s four-layer institutional model, highlighting how different levels of

institutional structures interact to shape system behaviour and long-term stability:
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Layer 4: Informal institutional environment of socio-
technological systems
<€
norms, values, orientations, codes (informal institutions,
culture)
Layer 3: Formal institutional environment of socio
technological systems
formal rules, laws and regulations, constitutions, (formal
institutions)
Layer 2: Formal and informal institutional arrangements of
socio-technological systems
Gentlemen agreements, covenants, contracts, alliances, joint- <
ventures, mergers, etc.
Informal: rules, codes, norms, orientation, relations

{

Layer 1: Actors and games in socio-technological systems

Actors/agents and their interactions aimed at creating and
influencin (infrastructural) provisions, services, outcomes

Figure 2. Four-Layer Institutional Analysis Model
Source: Williamson (1998)

4.2 Institutional Governance Approach (Koppenjan and

Groenewegen)

The institutional governance model proposed by Koppenjan and Groenewegen (2005)
provides a design-oriented extension to Williamson’s layered institutional framework.
While Williamson helps explain the structural and time-based dynamics of institutional
change, Koppenjan and Groenewegen offer a practical lens through which to organize
and steer complex governance systems. Their model can be viewed as operating
horizontally across Williamson’s layers focusing on how institutional, technological and

process design can be deliberately structured to influence outcomes across all levels of

the institutional hierarchy.

This approach is particularly relevant for shaping the certification framework of the

European Digital Identity Wallet (EUDIW), where coordination between EU institutions,
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national governments, private sector actors and citizens is essential. The successful
implementation of the EUDIW certification framework at national level requires robust
institutional design that integrates regulatory alignment, technological architecture and

procedural oversight.

Koppenjan and Groenewegen argue that digital infrastructures such as the EUDIW
depend on governance systems capable of managing uncertainty, coordinating diverse
interests and adapting to evolving technical and legal contexts. Their framework identifies
three interdependent governance components: institutional arrangements, technological
design and process design. These components interact continuously and must be
developed in alignment to ensure the EUDIW’s successful certification and

implementation.

This framework is particularly valuable in the context of cross-border digital identity
governance, where national certification processes must comply with European-level
standards while maintaining flexibility for domestic implementation. Figure 3 presents a
conceptual representation of how institutional; technological and process design

interrelate to structure governance in digital infrastructure systems.

Institutional design

Technological design \¢p| Arrangements between actors

Technological system: that regulate their relations:

demarcation, components, tasks, responsibilities,

relations, processes allocation of costs, benefits
and risks

The design process

7

Process design

Who participates in the
design process; what
are the conditions, rules,
roles, items, steps,
etcetera

Figure 3. Institutional design positioning.

Source: Koppenjan and Groenewegen (2005)
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This figure highlights the importance of simultaneous attention to formal structures,
technical systems and procedural rules when designing national certification frameworks

that support both EU-level interoperability and local trust and functionality.
4.2.1 Institutional arrangements and regulatory framework

Institutional arrangements refer to the legal, organizational and regulatory structures that
define the roles and responsibilities of different actors within a complex system.
According to Koppenjan and Groenewegen (2005), institutional arrangements help
manage multi-actor networks and provide stability and coordination mechanisms for

complex technological systems.

For EUDIW certification, institutional arrangements must structure the relationships
between public and private actors to ensure secure and interoperable digital identity
services. The legal foundation for these arrangements is provided by the revised eIDAS
2.0 Regulation (Regulation (EU) 2024/1183, 2024), which introduces the European
Digital Identity Wallet and establishes common rules for its issuance, certification, and
supervision across Member States. The regulation outlines the roles of EU-level
institutions, such as the European Commission and ENISA, as well as national wallet

issuers, conformity assessment bodies and supervisory authorities.

Koppenjan and Groenewegen emphasize that institutional frameworks should reduce
uncertainty and facilitate strategic risk-sharing among actors. In the context of EUDIW
certification, a clear definition of roles between EU-level authorities (such as the
European Commission), national wallet issuers, and certification bodies is critical to

maintaining trust and ensuring transparency across jurisdictions.
4.2.2 Technological design and standardization in certification

Technological design plays a crucial role in the governance of complex systems by
ensuring that technical infrastructures support coordination among multiple actors.
According to Koppenjan and Groenewegen (2005), technological design must be aligned
with institutional structures to ensure that systems remain stable, scalable and adaptable

to evolving conditions.
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In the EUDIW case, this refers to architectural components like reference wallets,
cryptographic standards, biometric security and interfaces with national ID schemes. The
design must accommodate cross-border operability while integrating with varying

national infrastructures.
4.2.3 Process design and institutional adaptation

Process design refers to the mechanisms by which governance structures evolve and are
operationalized. In EUDIW certification, this includes stakeholder engagement,
conformity assessment routines, audit procedures and mechanisms for iterative policy

revision.

A well-designed process structure ensures that the certification system remains
responsive to legal, technological and societal changes. It also fosters inclusion,

transparency and learning, which are vital for long-term trust and system effectiveness.

This design-centric approach provides actionable guidance for shaping EUDIW
governance systems that are robust, flexible and institutionally sound, preparing them for

the challenges of pan-European implementation.

These three components institutional, technological and process design offer a
governance-oriented perspective on system architecture. The following section integrates
this lens with Williamson’s institutional layering to form a combined framework tailored

for EUDIW certification.

4.3 Combined governance lens for EUDIW certification

The integration of Williamson’s layered institutional model with Koppenjan and
Groenewegen’s governance architecture offers a multidimensional perspective for
analysing and designing national certification systems under the European Digital

Identity Wallet (EUDIW) initiative.

Williamson's model brings attention to the temporal and hierarchical structure of
institutions, clarifying how societal norms, formal regulations, governance routines and

technical activities are interdependent and evolve at different paces. These four layers
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structure the EUDIW governance environment as follows: At the highest level, informal
institutions (Layer 4), such as public trust, digital culture and user acceptance, influence
the legitimacy and societal adoption of EUDIW solutions over the long term. Formal rules
and legal mandates (Layer 3), shaped by EU regulations like eIDAS 2.0 and national laws,
provide the institutional environment that structures compliance and governance roles.
Within Layer 2, process design and institutional awareness focus on operational
governance aspects, such as audit procedures, stakeholder coordination, and mechanisms
for policy feedback and certification management. Finally, Layer 1 captures the
technological design of the system, encompassing wallet architecture, standards, and
authentication protocols that implement the foundational infrastructure and ensure

technical compliance.

Koppenjan and Groenewegen's framework, in turn, provides a governance-oriented
design perspective focused on how actors organize, how systems are technically

structured and how processes are managed and adapted over time.

This combination ensures that both institutional depth and governance flexibility are
accounted for. It helps to understand how broad EU-level mandates, like those found in
elDAS 2.0, are interpreted and implemented through practical, local-level actions within
member states. The layered structure clarifies the need for legal and normative alignment,
while the governance design lens emphasizes stakeholder engagement, adaptive

procedures and technological interoperability.

The decision to adopt these two frameworks, rather than alternatives such as actor-
network theory or multi-level governance, stems from their unique ability to combine
macro-institutional analysis with actionable governance design. Williamson contributes
a foundational understanding of how institutions evolve and embed over time, while
Koppenjan and Groenewegen complement this with a practical lens for coordinating
stakeholders and shaping responsive systems in complex, cross-border settings like

EUDIW.

The resulting integrated framework supports the development of certification approaches
that are context-sensitive, scalable and robust. It helps policymakers and implementers

diagnose structural misalignments, coordinate design efforts and sustain trust and
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functionality across legal, institutional, and technical domains. While this combined
framework is well-suited for analysing complex, multi-level governance challenges like
EUDIW, it may be less responsive to rapidly emerging technologies or disruptive shifts

that fall outside existing institutional patterns.

Figure 4 combines both frameworks, demonstrating how EUDIW certification
governance covers institutional norms, regulatory structures, decision-making routines,

and technical implementations.

Layer 4: Informal Institutions

Public trust, digital culture, user acceptance

Aim: influences long-term legitimacy and societal adoption

e A
Layer 3: Institutional Environment

Eu/National laws, elDAS 2.0, certification regulations

Aim: shapes formal compliance, legal mandates, governance roles

~
Layer 2: Process Design and Institutional Awareness
Audit procedures, stakeholder coordination
Aim: faciliates collaboration, policy feedback, certification

S

/

Layer 1: Technological Design

Wallet architecture, standards, authentication protocols

Aim: implements the system-level intrastructure and compliance

Figure 4. Institutional Governance Model for EUDIW Certification combined layers

Source: Koppenjan & Groenewegen (2005); Williamson (1998)
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5 Research methodology

This chapter outlines the research design and methodology employed in this study. It
explains the selected approach for examining how to develop a national certification
framework for the European Digital Identity Wallet (EUDIW). The chapter details the
research strategy, data collection methods and analytical techniques used to address the

research questions and support the development of a preliminary certification framework.

5.1 Research strategy

This study employs a qualitative case study strategy to explore how a national
certification scheme for the European Digital Identity Wallet (EUDIW) can be developed.
A case study approach is particularly appropriate for this topic, as it allows for an in-depth
investigation of a complex, emerging subject within its real-life context. The national-
level implementation of EUDIW involves multiple interdependent factors such as
technical, legal, institutional and policy-related, that cannot be fully understood through

isolated or linear analysis (Gerring, 2004; Yin, 2018).

The research is framed within the broader context of European Union digital identity
policy, with a specific focus on how member states, particularly Estonia, can adapt and
prepare their national frameworks to support EUDIW certification Estonia serves as a
relevant case due to its mature digital identity infrastructure and active participation in
European eID initiatives, offering valuable insights into certification challenges and

opportunities.

The research process structured around three main stages. It began with the development
of a theoretical foundation to understand the relevant certification and governance
concepts. This was followed by mapping the national and EU-level context, including
current practices, frameworks and regulatory developments. Finally, the study conducted
a comparative assessment of approaches and expert perspectives to guide the design of a

certification model. The outcome of this processed sequence is a set of recommendations
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and guidelines for shaping a certification framework that balances contextual needs with
broader EU policy objectives. Figure 5 brings all of this together, showing how the study
moved from theory and context mapping to expert input, and how those steps led to the
final conclusions and recommendations.

4 )

Theoretical Foundation

¢ Review of literature on certification, governance, and
digital identity.

Analysis of EU and national regulations (e.g. eIDAS 2.0).
Establish conceptual understanding of certification
schemes.

o

J
~

A

~

Context Mapping

Mapping current EU and Estonian practices.
Identifying institutional, legal, and technical frameworks.

Reviewing strategy documents and technical
specifications.

- J

Y

4 )

Expert Based Comparative Assessment

Conducting 7 expert interviews (Estonia + EU).
Thematic analysis using Quirkos.

Identifying practical challenges, design factors, and
\ certification reauirements. )

y

Conclusion and Recommendations ]

S—

Figure 5. Outline of the research process.
Although the study followed a planned structure, the approach remained open to
refinement throughout the process. Emerging regulatory updates and insights from expert
interviews were integrated into the analysis where relevant. This allowed the research to
stay responsive to a shifting policy landscape while maintaining a clear focus on the core
objective: shaping a practical and forward-compatible national certification framework

for the EUDIW.
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5.2 Data collection

To support the case study approach, this research relied on multiple types of data to
capture both the national and EU-level context surrounding EUDIW certification (Yin,
2018). This study utilized a combination of both primary and secondary sources, as

illustrated in Figure 6.

| Data collection methods ]

| Primary data ]——i Secondary data }
> Academic literature I
{ Semi-structured interviews ]

—>< EU and national-level policies ]
4{ EU legal frameworks l

4{ Technical documentation I

? National and EU strategies ]
Public information from official
institutions

Figure 6. Primary and secondary data used for data collection.

The initial phase involved reviewing secondary data, including academic literature, legal
and regulatory texts (notably eIDAS 2.0), national and EU-level policy documents,
technical specifications and official strategy papers. These documents helped map the

evolving institutional, legal, and technical environment relevant to EUDIW certification.

Primary data was gathered through semi-structured interviews with seven experts from
Estonia and other EU countries. These individuals were selected through purposive
sampling, a technique commonly used in qualitative research to identify individuals with
in-depth, specialised knowledge of the subject (Patton, 2015; Etikan, 2016). Participants
were chosen based on their professional experience in policymaking, certification, and
digital identity management, ensuring that the data collected reflected both practical

insight and subject-matter expertise. A single set of interview questions, aligned with the
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research objectives, was used for all participants. The complete list of questions is

available in English in Appendix 1.

To gain insight from both public and private perspectives, interviews were conducted
with individuals directly involved in digital identity policymaking, implementation, or
infrastructure. One interviewee represented an EU-level institution, offering a broader
regulatory view, while the remaining participants were based in Estonia and selected for
their practical involvement in national planning and system development related to the

European Digital Identity Wallet (EUDIW).

The interviews were conducted virtually via Microsoft Teams, in either Estonian or
English, and were recorded with the participants’ consent. All recordings were
transcribed, resulting in approximately 100 pages of source material for qualitative
analysis. An overview of the interviewees, including their affiliations, roles and interview

details, is presented in Table 2.

Table 2. Overview of the interviewees: affiliations, roles and interview details

Organisation’s Job Title Interview Format and Date

Name Duration

SpearlT InfoSec & | Cyber Security & Microsoft Teams 10.12.2024

Compliance Electronic Trust Services | Recording (38 minutes)
Consultant, Co-Founder

Zetes Estonia Country Manager in Microsoft Teams 06.01.2025
Estonia Recording (27 minutes)

KPMG Cybersecurity Advisor Microsoft Teams 09.01.2025
and Auditor Recording (42 minutes)

Estonian Chief Expert of Cyber Microsoft Teams 14.01.2025

Information System | Security Branch Recording (45 minutes)

Authority

Estonian elD Competence Microsoft Teams 29.01.2025

Information System | Division Security Recording (25 minutes)

Authority Architect

Republic of Estonia | Chief Digital Identity Microsoft Teams 19.02.2025

Ministry of Justice Officer Recording (37 minutes)

and Digital Affairs

Estonian elD Competence Microsoft Teams 04.03.2025

Information System | Division Architect Recording (34 minutes)

Authority
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5.3 Data analysis

The data analysis focused on three core themes: (1) understanding current assessment
practices, (2) identifying certification requirements for the EUDI Wallet and (3) exploring
the challenges and design considerations involved in shaping a national certification

framework.

Interview transcripts were analysed using thematic coding with the qualitative data
analysis software Quirkos (Quirkos, 2022). While the initial coding structure followed
the interview questions, the process remained flexible to allow new insights to emerge
during analysis. This approach ensured that both deductive and inductive themes could

be captured.

Key analytical categories that emerged included certification scheme design, regulatory
alignment with EU-level requirements, implementation barriers and national-EU
interoperability. Thematic analysis allowed for the systematic organisation of interview
data, revealing recurring patterns, areas of divergence and context-specific insights that

might otherwise remain implicit.

This analytical method ensured that the findings remained grounded in expert
perspectives while also surfacing critical policy and operational factors. The results of

this analysis are presented in detail in Chapter 6.
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6 Research results

This chapter presents the research results derived from the expert interviews conducted
as part of the study. The findings are structured thematically to reflect the key areas
relevant to developing a national certification framework for the European Digital
Identity Wallet (EUDIW), with a particular focus on Estonia. The thematic structure was
developed based on the research questions and the main governance, institutional and

technical concerns that emerged during data analysis.

The results are organised into five interconnected themes. First, the chapter explores the
EU-level implementation and strategic outlook to contextualise how the EUDIW
initiative is unfolding at the European level. This is followed by a discussion of the key
challenges in developing a national certification scheme, highlighting practical and
institutional barriers identified by interviewees. The third theme focuses on Estonia’s
current state and progress in implementing the EUDIW, providing a snapshot of national
readiness. Next, the alignment between existing electronic identification (eID)
assessment practices and the new EUDIW certification requirements is analysed to
identify gaps and overlaps. Finally, the chapter examines the roles and readiness of
conformity assessment bodies (CABs) and the broader audit ecosystem, which are crucial

for the practical rollout of certification.

This thematic grouping allows the results to be presented in a way that captures both the
vertical alignment between EU and national levels and the horizontal issues across
governance, legal and technical dimensions. Each section synthesises expert insights and
connects them to Estonia’s specific implementation context as well as broader EU

coordination efforts.

6.1 EUDI Wallet’s implementation in the EU

The implementation of the European Digital Identity Wallet (EUDIW) across the EU is

characterized by a complex and ongoing development process. While the legislative
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foundation has been laid through eIDAS 2.0, the actual operational and certification
frameworks remain under construction. Experts agreed that although the goals of the
initiative are shared, its practical realization is still uncertain. According to one
interviewee, the EUDIW represents a shift from service-oriented audits to product
certification: "It's the first time that we're not certifying a management system or a
service, but an actual product". This shift is substantial and affects not only the scope of

what must be certified, but also the methods and frequency of certification.

While ENISA has taken a central role in guiding the process, its influence is described as
advisory rather than regulatory. One expert expressed skepticism about the agency's real
capacity to lead, stating that "ENISA is made up of national experts, they aren’t
superhuman. Real innovation still comes from countries like Austria or Belgium". This
perspective underscores the decentralized nature of implementation and the fact that

meaningful progress relies heavily on national capabilities and coordination.

The EU’s digital ambition, set out in the Digital Decade strategy, includes making the
EUDIW a cornerstone of European identity infrastructure. However, interviews revealed
that such ambitions face obstacles when filtered through national administrative
structures, underfunded supervisory bodies and diverging political priorities. Although
the European Commission has initiated technical working groups and stakeholder
consultations, the lack of finalized standards and certification logic has led some countries
to begin working on national-level solutions. There is a concern that waiting for a fully
harmonized EU-wide approach may delay implementation beyond feasible timelines. As
noted in multiple interviews, larger or more proactive countries may eventually create de
facto standards simply by moving ahead first, which risks undermining harmonization

altogether.

The very concept of certifying a product that evolves constantly through software updates
is novel and challenging in the EU regulatory context. Current certification schemes are
not designed to keep up with software development cycles. This is especially relevant in
the EUDIW context where security patches and new functionalities must be released
frequently. Without a tailored approach, certification may become either a bottleneck or

a formality, compromising its trust-building purpose.
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6.2 Challenges in developing a national certification scheme

Experts highlighted multiple challenges in developing a national certification scheme.
These include institutional fragmentation, lack of skilled personnel, timing pressures,

unclear legislative pathways and the difficulty of certifying agile products.

First, institutional fragmentation is seen as a key problem. In Estonia, it remains unclear
which institution is ultimately responsible for coordinating and executing the certification
framework. The roles of RIA, the Ministry of Justice and Digital Affairs and third-party
auditors are all relevant, but coordination among them is insufficient. This fragmentation
also emerged in expert interviews as a broader European challenge: digital identity
management spans cybersecurity, public administration and data protection, yet no single

agency appears to hold comprehensive oversight across these domains.

Another major challenge is the lack of skilled personnel. Estonia currently lacks auditors
who are trained to evaluate cybersecurity or digital wallet products. As one expert put it,
"Even if we have a scheme, there are no auditors to do it. Who certifies the app? Who
checks the backend”. This skill gap extends beyond auditors to scheme designers and
policymakers and creates a bottleneck in readiness. The absence of an accredited
cybersecurity certification ecosystem means that even the most basic prerequisites for

running a national scheme are missing.

Timing is another critical issue. The legal deadlines set at the EU level are described as
misaligned with national capabilities. One interviewee estimated that it would take
approximately 1.5 years to design, implement and test a functioning certification scheme
in Estonia. However, the regulation expects readiness in less time. This creates pressure

to deliver prematurely or to rely on interim solutions with questionable robustness.

In addition, the lack of a defined legislative pathway has resulted in policy uncertainty.
There is still no domestic regulation or guidance that would allow Estonia to establish a
scheme that aligns with eIDAS 2.0 and the anticipated ENISA cybersecurity scheme.
According to one expert, "Estonia lacks a legal roadmap for becoming an E-ITS auditor,

let alone EUDIW ones".
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Finally, technical certification schemes in use today are generally not built for agile,
frequently updated products like the EUDI Wallet. One expert described the challenge as
follows: "The challenge is to certify something agile. But certification frameworks are
designed for stability, not flexibility". This is compounded by the need to coordinate
various assurance layers, functionality, cryptographic robustness and user experience,

within one framework.

These national-level challenges, ranging from fragmented institutional roles to skill
shortages are particularly relevant when considering Estonia’s own readiness to
implement EUDIW. The following section zooms in on Estonia’s context, highlighting

both its strengths and the specific gaps it must address.

6.3 Estonian EUDIW implementation

Although Estonia is widely regarded as a leader in digital governance, its preparedness to
implement the EUDIW is mixed. According to several interviewees, Estonia’s current
elD infrastructure is advanced but not aligned with the requirements of EUDIW. It is
primarily based on static PKI infrastructure and hardware tokens rather than mobile-first
identity platforms. As a result, adaptation would require building a parallel system from
scratch. One expert remarked that "Estonia’s current EID schemes cannot simply be

upgraded, they must evolve into a new ecosystem".

Experts stressed that Estonia should not delay beginning the design of its national
certification scheme. Waiting for a fully developed EU framework could result in missed
opportunities and delayed readiness. One expert advised that Estonia should "start
national scheme prototyping early, don't wait for EU-level harmonization".
Collaboration with neighbouring countries, particularly Finland and other Baltic states,

was also recommended to accelerate mutual learning and reduce duplication of effort.

Leadership and coordination issues also persist. According to one interviewee,
responsibility is split across various government bodies and there is no clear chain of
command. This fragmentation risks impeding both the planning and execution of the
certification scheme. The current governance model is not optimized for the cross-
sectoral nature of the wallet, which touches public sector infrastructure, private sector

implementation and end-user adoption.
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Another issue raised was the limited role of citizen engagement. Although the EUDIW is
ultimately intended to serve the public, few mechanisms currently exist for citizen input.
One expert proposed facilitated workshops to allow citizens to understand the wallet and

raise concerns, especially around data control and inclusion.

6.4 Alignment between eID schemes assessment and EUDIW

certification requirements

While the EUDIW initiative builds on eIDAS principles, the interviewees unanimously
agreed that the alignment between current elD schemes assessment and EUDIW
certification requirements is limited. Several experts pointed out that although both

systems aim to ensure trust and security, the methods and contexts differ substantially.

For instance, traditional eID schemes typically involve certifying backend systems and
processes, whereas EUDIW focuses on certifying a mobile application as a product. One
expert explained, "We are now talking about something completely new, new structures,

content types, and even new expectations about what identity means".

Some areas of partial alignment were acknowledged, particularly in cross-border
authentication and qualified signatures. As another expert noted, "The closest where

alignment may happen is regarding authentication and the cross-border part".

However, fundamental changes in how identity data is structured and managed,
particularly with the introduction of Electronic Attestation of Attributes (EAA), represent
a significant departure from practices established under the original eIDAS Regulation
(Regulation (EU) No 910/2014, 2014), which many national systems still follow. Existing
risk assessment models are also insufficient, as they do not account for the new threat
landscape introduced by mobile-first architecture and decentralized identity components.
Experts observed that existing elD systems often rely on fixed data structures and that
transitioning to attribute-based attestations requires a deep overhaul of technical and legal
processes. As of spring 2025, a revised version of the EAA Implementing Act remains
under discussion in the European Commission’s comitology process coordinated with the

eIDAS Expert Group, and its adoption has been delayed by over five months.
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Moreover, conformity assessment bodies accustomed to auditing centralized
architectures will have to develop new methodologies for evaluating distributed, user-
controlled wallets. These methodological gaps are compounded by the lack of sector-

specific guidance or standardized testing protocols at the EU level.

While the overall alignment between current eID scheme assessments and EUDIW
certification requirements is limited, interviewees identified several areas where some
continuity exists. Most notably, cross-border authentication remains a shared objective,
with both frameworks aiming to ensure seamless identity verification across EU member
states. Similarly, qualified electronic signatures continue to play a critical role, providing
legal certainty and interoperability under both systems. Some experts also pointed to trust
list interoperability and the use of qualified trust service providers (QTSPs) as examples
of elements that carry over from eIDAS 1.0. In addition, the notification procedures for
national eID schemes, a regulatory feature under eIDAS are expected to remain relevant
in the broader EUDIW governance structure. These partial alignments, while not
sufficient to bridge the full methodological gap, may provide useful starting points for

designing a more integrated and future-proof certification model.

6.5 Key technology and regulatory alignment

One of the core findings from the interviews is the misalignment between current
technological capabilities and the regulatory expectations of EUDIW implementation.
Several experts emphasized the importance of developing a hybrid certification model.
Such a model would include static certification for cryptographic hardware and flexible,
dynamic certification for mobile app components. This approach was seen as essential

given the constant updates and patches that mobile applications require.

Many interviewees also expressed concern over the maturity of the technical standards
being proposed. Specific issues were raised about cryptographic module specifications
and privacy-preserving technologies. One expert observed that key technologies such as
zero-knowledge proofs were not yet mandated, even though they could address many
privacy concerns inherent in the EAA system. The result is a certification scheme that

risks enshrining outdated security models unless continuously revised.
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ENISA’s role in the regulatory alignment process was frequently described as limited.
Although ENISA provides valuable guidance, it does not have the mandate or authority
to enforce standards. As one expert noted, "ENISA is a distribution agency. They give

only guidance, not concrete rules".

Furthermore, participants emphasized the need to draw inspiration from other regulatory
ecosystems. The U.S. system was mentioned as an example, particularly for its modular,
pluggable certification logic. This flexibility was contrasted with the rigidity of current
EU approaches. It was argued that a modular model would better support the fast-paced
development cycles of modern digital identity products. Such a framework would allow
parts of the wallet to be re-certified independently, without invalidating the entire

application.

Finally, the social and ethical dimensions of digital identity systems were said to be
underrepresented in the design of EUDIW. As one interviewee pointed out, current
discussions focus heavily on business value and technical functionality, but neglect issues
such as privacy, non-discrimination and user agency. Without incorporating these
concerns, there is a risk that the wallet will be technically secure but socially untrusted.
For a system intended to be used daily by millions of European citizens, trust must be
earned not only through encryption, but through transparency, inclusion and

accountability.

6.6 Role of Conformity Assessment Bodies and auditors

Several interviewees emphasized that one of the most under-discussed yet critical
components of the EUDIW certification ecosystem is the readiness and capacity of
conformity assessment bodies. In the current context, these bodies are expected to bridge
the gap between legal requirements, technical standards and practical auditing capacity.
Yet most national ecosystems, including Estonia's, lack accredited organizations that

could conduct a full-scope EUDIW certification audit.

One interviewee pointed out that the EU is relying on a small pool of experts who already
struggle to maintain continuity in existing e[DAS audits. Transitioning to a product-based
certification system for wallets, which requires competence in software development,

cryptographic engineering, mobile security and privacy law, raises the bar considerably.
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According to this expert, "Even the largest CABs are not prepared. There is no shared

methodology, no auditor training program, and no cross-border recognition yet."

Additionally, a structural issue was raised regarding the lack of separation between
scheme ownership and certification responsibility. Without clear independence between
those who build the wallet and those who audit it, the credibility of the certification
process may be at risk. The same expert also noted that Estonia's current legal structure
does not provide sufficient room for private-sector conformity assessment bodies to

emerge, further limiting innovation.

Some interviewees did highlight encouraging examples, particularly Belgium’s proactive
role in wallet prototyping and Germany’s investment in auditor capacity building. Estonia
was also mentioned as having early discussions on involving universities in future auditor

training, though concrete initiatives remain limited.

In terms of solutions, interviewees recommended the creation of a pan-European training
network for auditors, potentially hosted or coordinated by ENISA. Furthermore, it was
suggested that auditing frameworks could adopt modular logic, allowing assessors to
specialize in specific components of the wallet such as backend APIs, secure hardware
environments, or user interface layers. This would not only reduce the cognitive burden

on auditors but also encourage collaboration among CABs.

Finally, concerns were raised about liability. If a wallet is certified and later found to have
vulnerabilities, it is unclear who bears responsibility, the certifier, the scheme owner, or
the regulator. The lack of clarity here may deter organizations from stepping into the

auditor role at all.

These concerns underscore the fact that no certification scheme can succeed without a
strong and credible auditing infrastructure. For any member state aiming to lead in
EUDIW implementation, establishing this ecosystem, complete with trained auditors,
clear governance structures, and liability frameworks, is not just important, but urgent.
Without it, the credibility and functionality of the entire certification process remain at

risk.
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7 Discussion

This chapter interprets the empirical findings of the thesis and positions them in relation
to the broader context of digital identity governance within the European Union. It builds
on the research goal of understanding how a national certification scheme for the
European Digital Identity Wallet (EUDIW) can be shaped, focusing on Estonia’s role and
readiness. While Estonia is often regarded as a frontrunner in digital service provision,
this study reveals that institutional maturity alone does not guarantee certification
readiness. Instead, multi-level challenges, legal, technical and organisational, must be

addressed to align with eIDAS 2.0 objectives.

One of the key takeaways is that the certification of a dynamic, user-facing digital wallet
differs substantially from traditional certification approaches used for backend identity
systems. The mobile-first, privacy-centric and cross-border nature of the EUDIW
introduces a new layer of complexity. Certification must now encompass not only
infrastructure-level security and regulatory compliance but also usability, privacy-
enhancing technologies and ongoing software maintenance. This shift reflects a deeper
transformation in the object of certification, from static, infrastructure-based systems to
agile, modular applications, which existing conformity assessment models are not well

equipped to handle.

From an institutional perspective, this misalignment highlights challenges between
regulatory ambition (Layer 3) and technical implementation (Layer 1), as conceptualised
by Williamson’s four-layer model. A static certification approach is not sufficient for an
evolving ecosystem, yet current risk assessment methodologies are not designed for

iterative development or continuous deployment.

Institutionally, the analysis highlights fragmentation in Estonia’s governance landscape.
There is currently no clear lead agency responsible for coordinating wallet certification
activities. The roles of the Estonian Information System Authority (RIA), the Ministry of
Justice and Digital Affairs and the national accreditation body are not sufficiently

delineated. This poses challenges for accountability, especially in the context of cross-
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border recognition and legal liability. The governance design perspective by Koppenjan
and Groenewegen further underscores this gap, Estonia’s certification ecosystem lacks
clearly defined roles, interdependencies and coordination mechanisms needed for

effective implementation.

Furthermore, Estonia lacks accredited conformity assessment bodies (CABs) that can
certify the wallet’s functionalities, posing a risk to timely implementation. This capability
gap is especially problematic given the tight timelines imposed by EU-level regulation

and the requirement for cross-border mutual recognition of certification outcomes.

The study also points to the critical role of the European Commission and ENISA in
developing overarching certification guidelines. However, the operational burden will
rest with individual member states. In this context, national frameworks must remain
aligned with EU-level objectives while retaining enough flexibility to adapt to local legal,
technical and infrastructural specificities. At the same time, delays in the adoption of
several relevant implementing acts reflect broader timing misalignments between EU-

level rule-making and national implementation planning.

Although the sample included one EU-level expert from the trust services domain, the
absence of interviewees from the European Commission and ENISA is a limitation. In
addition, the study did not include voices from civil society, developers involved in EUDI
Wallet pilot projects, or end-users. These perspectives could have added valuable insight
into citizen expectations, ethical considerations and the practical implications of

certification from a non-institutional viewpoint.

Moreover, the research reveals the importance of public trust and inclusive design in the
context of EUDIW certification. Technical robustness alone is not sufficient, citizen
engagement, transparency in certification criteria and user testing are equally vital.
Certification should therefore be understood not only as a regulatory or security
instrument but also as a societal trust mechanism. This reframing positions certification

as a tool that supports democratic values and fosters legitimacy.

The need for modularity, governance clarity and capacity building emerged as recurring
themes during expert interviews. These findings suggest that Estonia, and other member
states, must not only meet formal regulatory requirements but also invest in institutional

and technical readiness to operationalise certification schemes. A successful approach
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requires coordination across regulatory, governance, and infrastructural layers, as well as

collaboration between public authorities, auditors, developers, and end-users.

In conclusion, while Estonia possesses many foundational elements needed for EUDIW
certification, it must address institutional fragmentation, close capability gaps and
develop governance arrangements that are both agile and transparent. These insights also
provide a foundation for practical responses, which are further developed in the
recommendations and the conceptual framework presented in the following chapters.
While some methodological constraints and gaps were acknowledged in the discussion
above, a more systematic overview of the study’s limitations and future research

directions is provided in Chapter 9.

7.1 Recommendations

Based on the findings, the following recommendations are proposed to guide Estonia and

other EU member states in developing effective EUDIW certification schemes:

o Establish clear national governance structures. Define a lead agency with legal
authority and coordination capacity. In Estonia, this could involve clarifying the
roles between RIA, the Ministry of Justice and Digital Affairs and the national

accreditation body.

e Create a modular certification framework. A flexible approach combining static
assessments (e.g. infrastructure security) with dynamic ones (e.g. updates to
mobile apps) is crucial. Certification criteria should include user interface
usability, cryptographic robustness, compliance with GDPR and interoperability
with existing eID and SDG infrastructures.

e Prioritize CAB readiness. Estonia currently lacks accredited bodies with the skills
to audit EUDIW. It is vital to invest in auditor training programs, potentially co-

developed with ENISA and regional partners such as Finland.

o Launch areference prototype. Develop a national reference implementation of the
wallet to facilitate testing and certification trial runs. This can help simulate real-

world conditions and identify gaps in requirements.
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Align certification processes with EU standards. Active participation in EU
technical working groups and bilateral pilots (e.g. NOBID) will help ensure that
Estonia's certification logic remains compatible and contributes to mutual

recognition.

Address liability frameworks. Clarify who holds responsibility in case a certified
wallet fails, whether it is the CAB, scheme owner, or regulator. Legal clarity is

necessary to incentivize market participation.

Engage the public. Promote transparency by involving citizens in user testing and

feedback loops. This helps ensure the wallet is inclusive and builds trust.

Integrate socio-ethical standards. Certification should also consider accessibility,
digital inclusion, and non-discrimination. This ensures alignment with EU values

and fosters broader public legitimacy
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8 Conceptual framework for EUDIW certification

This chapter presents the author’s original contribution to the thesis, a conceptual
framework designed to support the development of a national certification scheme for the
European Digital Identity Wallet (EUDIW). The framework is the result of an interpretive
synthesis that combines the empirical insights gathered from expert interviews, the
theoretical models introduced earlier, and the context-specific challenges identified in
Estonia. It bridges theoretical understanding and empirical evidence through a tool that is

both strategic and practically applicable.

The author’s contribution lies in translating complex, multi-level challenges into a
structured and actionable roadmap for national implementation. While the European
Commission and ENISA provide strategic direction and regulatory guidance, national-
level implementation remains fragmented and uneven. This framework aims to bridge
that gap by offering a modular, governance-sensitive tool that enables policymakers,
public sector leaders and conformity assessment bodies to structure their actions,
responsibilities, and timing. The value of this contribution lies in three core aspects: it
offers a structured lens to diagnose and prioritise challenges, delivers a concrete yet
adaptable tool under uncertainty and serves as a replicable model for other digitally

advanced member states.

The framework consists of two complementary tools that together form a robust and
adaptable structure. The first is a domain-based matrix that identifies key readiness areas,
the actors involved, and the corresponding actions required. The second is a practical
implementation checklist that breaks these domains into concrete, sequenced steps.
Together, these tools support both high-level planning and day-to-day execution. Its
robustness is grounded in conceptual clarity, empirical foundation and real-world

applicability, designed with Estonia in mind, but scalable across the EU.
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8.1 Key domains for EUDIW implementation

The first part of the framework is a domain-based matrix (Table 3). It outlines eight
strategic domains that emerged during the analysis as central to successful certification:
governance, legal clarity, audit ecosystem, technical design, assurance layering,
stakeholder alignment, interoperability and citizen trust. For each domain, the matrix

identifies the main challenge, responsible actors and key recommended actions.

This domain-based model reflects the core insight that EUDIW certification is not just a
technical task, but a systemic coordination challenge. It supports structured planning,
helps identify gaps in role ownership and provides a shared vocabulary for inter-agency
dialogue. It also serves as a conceptual diagnostic tool for policymakers seeking to

prioritise actions across multiple, interdependent readiness areas.

Table 3. Key domains and actions for EUDIW implementation

Source: Synthesized from Chapters 5.1-5.3 and 6.2-6.6

Domain What to address Key actors Recommended action
Governance & | Clear roles and Ministries, Designate a lead agency and
coordination responsibilities across digital agencies | form an interagency task
government bodies force
Certification National certification Supervisory Start early prototyping;
scheme design | aligned with EU-level | authorities, consider hybrid (static +
rules ENISA, CABs dynamic) models
Legal & Domestic laws Legislators, legal | Develop EUDIW-
regulatory supporting scheme experts compatible laws and ensure
framework ownership, audit roles, independence of auditors
liability
Auditor Skilled assessors, CABs, ENISA, Launch national training
ecosystem independence, training | universities programs and promote
modular specialization
Technical EAA support, Tech experts, Adopt modern standards
standards & cryptography, privacy- | wallet (e.g., ISOs); ensure
tools by-design, modular developers modularity and frequent
testing update capability
Infrastructure Mobile-first Government IT | Develop mobile-first wallet
readiness architecture, parallel teams, private infra; don't rely on outdated
elD systems providers PKI alone
EU alignment & | Compatibility with EU | National Join EU working groups;
cooperation specs, mutual authorities, EU seek early peer alignment
recognition bodies with other member states
Public Transparency, citizen Civil society, Run citizen workshops;
engagement & participation, inclusion | UX Teams communicate use, rights,
trust and data handling clearly
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8.2 Practical implementation checklist

The second part of the framework is a practical checklist (Table 4) that translates the
domains above into sequenced, actionable steps. The checklist serves as a tool for
implementation teams within government ministries, accreditation authorities and
associated institutions. It can be used to structure task forces, set deadlines, and monitor

progress.

The eight steps are grouped by function: steps 1-2 establish governance arrangements
and prototyping capacity; steps 3—4 address legal mandates and audit readiness; steps 5—
6 support wallet-level implementation and assurance mechanisms; and steps 7-8 align

the national scheme with EU actors and citizen expectations.

Table 4. EUDIW implementation checklist
Source: Synthesized from Chapters 5.1-5.3 and 6.2-6.6
Step Action Area Checklist Item

00 Appoint a lead ministry or digital authority

1 Governance — —
[ Establish interagency coordination model
. . O Design hybrid certification model (product + updates)
2 Certification scheme -
L1 Involve ENISA guidance early on
[ Pass national law enabling EUDIW audits
Legal & regulatory -
3 1 Ensure legal separation between scheme owners and
framework

auditors

[ Identify and accredit conformity assessment bodies
4 Auditor ecosystem (CABs)
O Launch national or EU-led auditor training program

0 Design modular wallet architecture

I Use current standards (EAA, secure modules, mobile
5 Technical readiness security)

U] Enable regular software updates and recertification
mechanisms

L1 Build mobile-first wallet system

6 Infrastructure - - - -
L1 Avoid relying on outdated static eID infrastructure

O Participate in EU technical and policy working groups

7 EU & peer alignment 0] Align testing and certification with neighbouring
countries

0 Organize user testing and citizen consultations

8 Public engagement 0 Communicate wallet purpose, benefits, and data

safeguards clearly
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The checklist ensures that no critical dimension is left behind by aligning these steps with
stakeholder responsibilities. Its adaptability allows member states to tailor it to their
institutional context, maturity level and implementation timeline. Beyond execution, it
supports progress monitoring and facilitates cross-border learning, making it a strategic

and operational guide for national authorities navigating certification under uncertainty.
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9 Limitations and future work

This chapter outlines the key limitations encountered during the development of this study
and proposes directions for future research. It reflects on the specific regulatory and
institutional constraints within both the Estonian and European Union contexts that
shaped the research scope. Furthermore, it considers how the findings can inform broader
discussions on digital identity governance and support the ongoing development of

certification frameworks for the EUDIW across member states.

9.1 Limitations

While this study provides important insights into the development of a national
certification framework for the EUDIW, several limitations must be acknowledged. First,
the timing of the research posed a challenge. As the eIDAS 2.0 Regulation and the
technical specifications for the EUDIW were still under development during this thesis,
some findings may be affected by subsequent regulatory updates. The evolving nature of
both the legal texts and the wallet architecture means that specific recommendations may

need to be revisited.

The scope of the study is also geographically limited. Estonia was chosen as a single-
country case study due to its advanced digital infrastructure and proactive role in EU
digital identity initiatives. However, this choice narrows the applicability of the findings
to other member states, particularly those with less mature digital identity ecosystems or

different institutional arrangements.

Another limitation lies in the composition of the interview sample. The seven expert
interviews included both national and EU-level perspectives, with one expert representing
an EU-wide view from the trust services and cybersecurity domain. The remaining
interviewees were primarily national stakeholders from Estonia, including public sector
officials from the Information System Authority and the Ministry of Justice and Digital
Affairs, as well as cybersecurity consultants and auditors. However, the sample did not

include representatives from core EU institutions such as the European Commission or
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ENISA, nor did it include developers involved in EUDI Wallet pilot projects, civil society
organisations, or end-users. These actors could have offered important insights into
regulatory intent, citizen expectations, and implementation realities from user-centric and
ethical standpoints. A broader and more diverse sample might have contributed to a more
comprehensive understanding of the certification challenges across different levels of

governance and affected stakeholder groups.

Finally, the study was constrained by access to confidential or unpublished policy drafts.
As several key materials, both at the national and EU level, remain restricted or are still
under development, the thesis had to rely on publicly available information and indirect
insights. Despite these limitations, the study presents a valuable contribution to the
growing body of work on digital identity governance and offers a structured foundation

for further research.

9.2 Future research directions

Building on the findings and constraints of this thesis, several future research paths are
suggested. Comparative research across multiple EU member states would provide a
more nuanced understanding of how national contexts influence certification readiness
and institutional alignment. Such cross-country studies could help determine which
governance and legal models best support the goals of EUDIW certification and how

mutual recognition between schemes can be achieved.

Future work should also include technical experimentation, such as developing and
evaluating reference implementations of EUDIW wallets. Prototyping efforts could
simulate real-world usage and certification assessments, generating empirical data to
refine security criteria, usability standards, and testing protocols. In addition, future
research should examine how the proposed framework could be applied in practice,
specifically, how the actual development of a national certification scheme unfolds when

guided by this model and what adaptations may be necessary in real-world settings.

Further investigation into the end-user perspective is also needed. Public trust, perception
of certification labels and concerns about data protection must be explored through

qualitative studies such as focus groups or quantitative surveys. Understanding how users
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engage with certified wallets will ensure that certification frameworks are not only

technically sound but also socially accepted.

In addition, long-term evaluations of certification impact could be conducted. These
would assess the effectiveness and durability of certified wallets in practice, including
their performance during incidents, their resilience to regulatory changes, and their

contribution to service reliability and trust.

Finally, future research should delve into the economic dimension of certification. This
includes analysing the cost structures and revenue models for conformity assessment
bodies, exploring incentives for wallet developers and issuers and assessing the potential
market implications of mandatory -certification. Additionally, a forward-looking
perspective should consider whether it is more cost-effective and strategically beneficial
for a member state to develop its own national certification scheme or to join a broader
cross-border initiative, such as the NOBID or Benelux model, coordinated by multiple

EU countries.

64



10 Summary

This thesis set out to examine how a national certification scheme for the European
Digital Identity Wallet (EUDIW) could be developed, using Estonia as a case study.
Drawing on theoretical models, expert interviews and regulatory analysis, the research
investigated the challenges, opportunities and strategic requirements associated with

wallet certification in the context of eIDAS 2.0.

The findings demonstrate that while Estonia possesses a strong digital infrastructure, its
readiness for EUDIW certification is limited by institutional fragmentation, the absence
of specialized CABs and uncertainties regarding governance roles. These gaps are
compounded by the innovative nature of the wallet, which departs significantly from
existing eID paradigms and introduces new requirements in usability, security and data

protection.

To address these issues, the thesis proposes a conceptual framework that synthesises
empirical findings and institutional theory into a structured roadmap for national EUDIW
certification. This approach emphasizes national coordination, flexible technical
standards and alignment with EU-level initiatives. In addition, the research offers a set of
practical policy recommendations, including the development of a reference prototype,

the training of auditors and the inclusion of citizens in testing and feedback processes.

Certification, in this context, must be understood as more than a regulatory mechanism,
it functions as a trust-enabling process that integrates legal, technical and societal
dimensions. For the EUDIW to succeed at both national and EU levels, certification must
be treated not only as a compliance requirement but as a driver of legitimacy, usability
and public confidence. The work laid out in this thesis provides a conceptual foundation
and practical contribution for such a certification framework and invites further inquiry

as Europe moves toward full-scale implementation of its digital identity vision.
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In conclusion, this thesis answered its main research question and sub-questions by
offering both theoretical insights and practical tools to guide national EUDIW
certification efforts. The proposed framework contributes to bridging current gaps and
lays a foundation for further development and cross-border coordination in digital identity

governance.
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Appendix 1 — Interview questions

Thesis title: Shaping of the national certification framework for the European

Digital Identity Wallet (EUDIW)
Interview questions

Part

Planned duration: Approx. 1 hour

Interviewer: Inessa Victoria Miilts, E-Governance Technologies and Services MSc

student

Interviewee’s organization:

Introduction

1. Please describe your current position and main responsibilities.

2. Could you share how you are involved with the EUDI Wallet initiative and your role

in its development?
Part 1: Correlation Between Current eID Practices and EUDIW Requirements

1. How do current eIDAS implementation/assessment practices support or align with

the goals of the EUDIW certification?

2. What are the primary differences introduced by the EUDIW certification
requirements compared to existing e[DAS practices, and what challenges do these

differences pose?

3. What are some of the adjustments that current eID schemes would need to make

to align with EUDIW?
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Part 2: Designing the EUDIW Certification Framework

4. Who are the key stakeholders, and how should they be engaged in the design

process to ensure effective collaboration and input?

5. To what extent should users/citizens be involved in the design process of the

EUDIW certification requirements, and should they be included at all?

6. Who should take responsibility for coordinating and overseeing the development

of the certification process to ensure it is completed effectively and on schedule?

7. From your perspective, what are the essential requirements/elements necessary

for EUDIW certification in the context of the new eIDAS 2.0?

8. How might ENISA's certification framework influence the development and
implementation of national certification schemes, particularly in terms of

challenges and alignment?

9. What do you consider the most critical factors when designing an EUDIW

certification framework, considering all aspects (technical, legal, etc.)?

10. What are your recommendations for developing this certification scheme to

ensure its effectiveness and sustainability?
Part 3: Challenges in Implementing the EUDIW Certification Scheme

11. In your opinion what do you see as the primary challenges in implementing the

EUDIW certification scheme?

12. What measures are being proposed to address the main challenges in
implementing the certification scheme, including areas such as data privacy,
security, stakeholder collaboration, resource allocation, and regulatory

compliance?
Additional Questions

13. Would you like to add anything regarding the development of the EUDIW

certification framework that we haven’t discussed yet?
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Appendix 2 — Non-exclusive licence for reproduction and

publication of a graduation thesis'

I Inessa Victoria Miilts

1.

Grant Tallinn University of Technology free licence (non-exclusive licence) for my
thesis “Shaping of The National Certification Framework for the European Digital
Identity Wallet”, supervised by Dr. Silvia Lips

1.1. to be reproduced for the purposes of preservation and electronic publication of
the graduation thesis, incl. to be entered in the digital collection of the library of
Tallinn University of Technology until expiry of the term of copyright;

1.2. to be published via the web of Tallinn University of Technology, incl. to be
entered in the digital collection of the library of Tallinn University of Technology
until expiry of the term of copyright.

I am aware that the author also retains the rights specified in clause 1 of the non-

exclusive licence.

I confirm that granting the non-exclusive licence does not infringe other persons'

intellectual property rights, the rights arising from the Personal Data Protection Act

or rights arising from other legislation.

12.05.2025

1 The non-exclusive licence is not valid during the validity of access restriction indicated in the student's application for restriction on access to the graduation

thesis that has been signed by the school's dean, except in case of the university's right to reproduce the thesis for preservation purposes only. If a graduation thesis

is based on the joint creative activity of two or more persons and the co-author(s) has/have not granted, by the set deadline, the student defending his/her

graduation thesis consent to reproduce and publish the graduation thesis in compliance with clauses 1.1 and 1.2 of the non-exclusive licence, the non-exclusive

license shall not be valid for the period.
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