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Abstract

These days the most critical challenges faced by the governments is cybersecurity. It is
no longer just an IT issue and should be dealt on a National Level. This research paper
compares and analyses Cyber Security Legislation, National Cyber Security Strategies,
National CERT, CIIP, Education and Awareness based on documented Technical,
Operational, Legal and Policy-Related measures of Pakistan with India and the United
Kingdom.

These countries share the similar legal structure because Pakistani law is based on the
legal system of British India which was ultimately derived from the “Common law of
England and Wales”. India is relatively similar to Pakistan as they both are under-
developed countries. The UK, on the other hand, is a much more developed and advanced

society.

Based on the comparison, this research recommends and specifies the guidelines for
improving the national cybersecurity in Pakistan. Pakistan can use this research to

develop and enhance its cybersecurity strategy and laws accordingly.
It is identified that Pakistan does not have a National Cyber Security strategy, and other
essential institutions in this field. In this study, we also give recommendations to

policymakers to improve the Pakistan situation.

This thesis is written in English and is 77 pages long, including 7 chapters, 5 figures.



Annotatsioon
Pakistani riikliku kiiberturvalisuse raamistiku vordlus India ja

Uhendkuningriikidega

Ténapéeval on valitsuste kdige olulisemaks véljakutseks kiiberturvalisus. Tegemist ei ole
enam ainult IT probleemiga, vaid kiisimusega, millega tuleks tegeleda riiklikul tasandil.
Kédesolev magistritod vordleb ja analiiiisib kiiberturvalisuse seadusandlust, riiklikke
kiiberturvalisuse strateegiaid, kohalikke CERT-e, CIIP-i, akadeemilisi vdimalusi ja
teadlikkust, mis pohineb dokumenteeritud tehnilistel-, operatiivsetel-, legaalsetel- ja

strateegilistel niitajatel kolme riigi — Pakistani, India ja Uhendkuningriigi vahel.

Need kolm riiki omavad sarnast diguslikku struktuuri tuginedes faktile, et Pakistani
seadusandlus pdhineb Briti-India digussiisteemil, mis omakorda on algselt tuletatud
Inglismaa ja Wales’i tavadigusest. India on sarnane ja vorreldav Pakistaniga, sest
mdlemad on vihearenenud riigid. Uhendkuningriigid on samas kdrgemalt arenenud ja

edasijoudnud tihiskond.

Baseerudes eeltoodud vdrdlusele toob kédesolev uurimustdd vilja soovitused ja
tapsustavad juhised parandamaks riiklikku kiiberturvalisust Pakistanis. Pakistan v3ib
kasutada kédesolevat uurimust vastavalt edendamaks ja/vdi tugevdamaks oma

kiiberstrateegiaid ja seadusandlust.

Pakistan ei oma tooOtavat kiiberturvalisuse strateegiat riiklikul tasemel ning selle
implementeerimiseks vajaminevaid institutsioone. Antud uurimuses antakse soovitusi

Pakistani poliitikaarendajatele olukorra parendamiseks.

Loputdd on kirjutatud inglise keeles ning sisaldab teksti 77 lehekiiljel, 7 peatiikki, 5

joonist.
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1 Introduction

Every nation is trying to boost its economy by expediting the economic benefits of ICT.
These significant challenges are faced by every country due to the geographical hurdles,
land laws and cultural patterns [1]. The cyberspace is so easily accessible and that it is
the main reason why there has been a growth in internet related crimes [1] and hazard to
the National Security of the country. The whole world is proliferating in cyberspace.
According to the Global Cyber Security Index (2017) [2] Singapore, United States,
Malaysia and Oman are busy securing their cyberspace and are in the top ten most
committed countries list. Also, GCI 2017 states that some of these countries have
developed laws and strategies to protect themselves from any imminent threat in the cyber
world but other under-developed nations are still struggling to cope with the advancement

of the technology and protecting its critical infrastructure.

India is relatively similar to Pakistan as both are under-developed countries which started
at the same time in 1947. They share a similar culture, and population number is relatively
high, but on the other hand, the UK is a much more developed and advanced society.
Pakistan became an independent nation when it separated from British India on 14"
August 1947. Since then Pakistan and India never had good relations with each other.
The reason behind this was issues related to Siachen, disputed land of Kashmir and
border. Once they became nuclear power nations, the threat model has been further

enhanced to include both kinetic and non-kinetic [3].

Pakistan will be compared with the United Kingdom and India. These three countries are
chosen because they share the same legal structure because Pakistani law is based on the
legal system of British India which was ultimately derived from “Common law of
England and Wales”. They all have the English language is spoken which is either first

or second primary language in these countries.

Pakistan from the very start got way led in its democratic experiment as opposed to India.

Very early the Army become involved in politics in Pakistan, and this followed brief
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periods of a civilian rule which lasted for long periods of control by Martial Law
Administrations. The constant political disturbance led to inconsistencies in policy
shaping institutions and lack of setting up stable institutions which are essential for a
country. So the IT sector had a late start and even the few laws and regulations which
drafted eventually, failed to improve the core deficiencies in efforts related to regulation
and protection of the cyberspace. Unprotected cyberspace can pose a threat to the
economy and safety of a nation. As the political environment matures and becomes more
stable there is a need for strict legislation to be introduced otherwise managing Cyber
Crime and other significant Cyber threats would be impossible. It may be mentioned that
Pakistan has no lacking a large potentially intelligent and capable workforce but ways
must be developed to encourage and develop this pool, so they are lead into proper
institutes and then employed in dedicated Government Departments focused solely on

Cyber Security.

On every Independence day of Pakistan and India, the underground cyber teams in both
countries try to deface as much government websites as possible and place their countries
flag with the message that their country is great [4]. It is going on since quite a while in
both countries, and many websites government and educational institutions websites

compromised because of this.

The massive increase in cyber attacks was a wakeup call for each nation and some of
them finally started to think about the security. This comparative analysis will discuss

these further in detail.

1.1 Motivation

Many of the published comparative analysis regarding cyber security I have read are
mostly focusing on other countries, but I could not find any research which compares
Pakistan with its similar countries such as India and a developed country such as the

United Kingdom.

The global rank in the Cyber Security Index 2017 for Pakistan is 67 [2]. If we compare

this with its neighbouring country, it is 23 for India [2]. It is almost three times difference
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in the ranking. The United Kingdom which is a developed nation has a global rank of 12
[2].

The main question is why two countries which share similar culture, languages and got
independence from the United Kingdom at the same time have such a steep difference in
the Global Cyber Security rank. That is the reason I wanted to write this research report
to show what India did right, and Pakistan can learn from these mistakes for securing its

cyberspace and creating stricter laws to protect the country against any cybercrime.

There is a rapid increase in online attacks and a constant fear that next major war will be
the information war between nations [5]. We had already seen signs of information
warfare when US Elections 2016 were manipulated [6] by transmitting false information
on the social media against Hilary Clinton. Pakistan is a nuclear power country with
almost 200 million people, and it cannot afford any negligence toward cybersecurity just
because of its political policies. Even now Pakistan does not have a working Cyber

Security Strategy on a national level.

There are only a few similar studies, but none of them gives a detailed analysis between
these three countries. This research gives an insight into how effectively Pakistan is
protecting its cyberspace and what it can learn from other countries such as India and the

United Kingdom.

1.2 Scope

This report covers the indicators from the four pillars of the Global Cyber Security Index
2017 [2]. These indicators are Cyber Security Legislation, National Cyber Security
Strategies, National CERT, Critical Information Infrastructure Protection, Cyber
Security Education and Awareness based on the technical, operational, legal and capacity
building Pillars of the GCI 2017 [2]. The Cyber Security Legislation includes Cybercrime
and Data Protection laws. These indicators are used to compare Pakistan with India and

the United Kingdom.

Another reason of choosing these indicators was that not every country is implementing

all of the GCI 2017 indicators and if one of the indicators are not applied in a country,
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then it cannot be compared with another. Also, these indicators are chosen for comparison
because they cover each aspect of cyber security and what at least the country needs to

secure its cyberspace.

1.3 Contribution

This research paper can be used to understand the different approach on Cyber Security
in each of these countries and how government policies on early or later technology

adoption can set back a country compared to others.

This research is analysing what India and the United Kingdom is doing to protect its
cyberspace and what Pakistan can learn from them. Then, in the end, it provides a

recommendation which Pakistan can follow and its cyber security in the country.

1.4 Limitations and Challenges

There are several limitations due to unavailability of the data mostly for Pakistan and
India. I did the best to maximise the resources I found and tried to compare with most of
the GCI pillars in the Global Cyber Security Index [2]. I have taken into account all the

resources which are available publicly.

It is hard to compare if the government does not share information such as cybersecurity
practices followed by the military or army divisions. Due to the scope of this report, this
research is limited to the information which was made public and available to everyone.
For example, especially for Pakistan, most of the information such as official laws Acts
or statistic of the cybercrime arrest made in each year are not made public by these
relevant departments. This information is collected from secondary sources such are news

articles or blogs.

The United Kingdom has a well structured and detailed policy regarding cyber security
which is available online to the public. It was tough to find resources for India and
especially Pakistan as some of the information can only be derived from other similar

article, news reports, and studies.

13



1.5 Thesis Structure

This thesis report is organised as follows. Chapter 2 gives a brief review of other similar
reports and explains what reports were missing and how this thesis research report has
covered those main points. Chapter 3 gives a general comparison between Pakistan, India
and the United Kingdom. It compares the history, internet user’s statistics over the years,
population, corruption rate, cyber crime statistics between these countries. From the
chapter 4, the comparative analysis starts, and it compares Cyber Security legislation
(which includes Cybercrime and Data Protection laws), National Cyber Security
Strategies, National CERT, CIIP, National Educational Programs and Awareness. In
Chapter 5 recommendations have been made for Pakistan, and Chapter 6 gives the

Conclusion.
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2 Literature Review

There are only a few similar studies which compare and provide guidance for Pakistan.
In some studies, the Cyber Security Strategies or Cyber Crime are compared but not in
detail between India and Pakistan or between India and the United Kingdom. None of
these reports is as much in detail as this one, and they do not cover most of the indicators
of the Global Cyber Security Index [2]. There is no report which covers all three of these

countries.

The report by Mr. Baqir [3] gives only a brief overview of the Cyber Security Strategy
between Pakistan and India and does not cover cybercrime, data protection policy, CIIP
and awareness of cybersecurity. In another report by Mr. Zibber [7] shows analysis of
cyber crime laws in Pakistan but until 2006 only. There is another report by Miss. Sadia
[8] explains the cyber threats faced by Pakistan but its main focus is on the cyber threats

and its types only. It does not cover the institutions and laws.
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3 General comparison

The number of users using the internet in Pakistan as displayed in Figure 1 has increased
to 34 Million in 2016, but in the year 2006, it was only 10 million, that is 273% increase
in 10 years only. Even though the increase looks positive, when we compare this with
India the percentage increase is 1317%, which is a massive increase compared to
Pakistan. The population increase in the same period is 25% in Pakistan compared to

India who only had 16% only.

The United Kingdom, on the other hand, has 44% increase in the number of internet users
from 2006 to 2016 as displayed in Figure 1, even though the total population increase is
just 10%. A technologically advanced nation such as the United Kingdom does not have
a massive increase in the number of internet users as they already adopted the technology
at a very early stage. 70% of the population in the UK was already using the internet in

2006 as seen in Figure 2, but in India, it was 3% and 6% in Pakistan.

The results of Global Cybersecurity Index 2014 [9] shows that the global rank of Pakistan
was 23, India and the United Kingdome both had 5. The global ranking in the Global
Cybersecurity Index 2017 [2] for Pakistan was 67. If we compare this with its
neighbouring country, it is 23 for India. The difference is three times in the ranking. The
United Kingdom which is a developed nation has a global rank of 12 in GCI 2017. We
cannot directly compare GCI 2014 with GCI 2017 as the methodology changed in both.
In 2014, they used the “simple average method”, but in 2017 each pillar had a weighting

factor.

If we compare the level of corruption in the countries, the Corruption Perceptions Index
2014 shows the perceived levels of corruption and gives a ranking for each country [10].
Pakistan’s ranking was 126/174, but in the Corruption Perceptions Index 2017, the
ranking decreased to 117/180 [11]. Pakistan’s ranking in 2017 was still much lower than
India and the United Kingdom. In 2014 India had a ranking of 85/174 [10], but in 2017 it
was 81/180 [11]. The United Kingdom is the most corruption free country compared with
India and Pakistan, with a massive difference in ranking of 14/174 [10] in 2014 and 8/180
[11]1in 2017.
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Figure 1 Adapted from [12] [13]

Global State of Mobile Networks reports shows that in 2016, Pakistan had 63.47%
availability of 3G or 4G internet in the country [14]. India had 56.10%, and the United
Kingdom had 84.20% availability. In 2016 the users spend 34.12% percent of their time

connected to wifi in Pakistan, while in India it was 29.82% and in the UK it was 60.13%

[14]. It shows even though India and Pakistan have similar availability of 3g and 4g



networks, in Pakistan users, are spending more time on the internet then India. The United
Kingdom, on the other hand, is a developed country with 91% percent of the population
in 2016 already using the internet explains why the users spend 60.13% of their time [14].

Total percentage of the population using the internet

100

\7/

@ rPakistan @ India @ UK
Figure 2 Adapted from [12] [13]

The amount of internet users in a country has a direct relation to the number of cyber
attacks because if the number of internet users will increase the cybercriminals will get
more opportunities to attack them. The figures in Figure 2 shows a trend in India’s
economy and how they adopted technology in their daily life in these years. Pakistan is
far behind India if we only base on these statistics in Figure 2. There are some reasons
why Pakistan was left behind in this year. These factors can be related to:
* Changes in Income Brackets:
The middle class in India has increased almost three times [15] higher compared
to Pakistan where it only increased two times [16]. The increase in the number of
middle class means that as the income of the poor people increased, they could
afford to buy and adopt the new technology.
* Government Policies towards internet infrastructure development:
The Indian government introduced the new ISP policy in 2000 to invite private
players in the market. By doing this, they created competition and lowered down
the internet rates for an end user. Then the government also introduced its first

broadband policy, and the aim was to connect every part of the country. Then after
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2009, the mobile data users entered the market, and the user base increased rapidly

after the launch of 3G and 4G services [17].

The UK has very early adoption of the Internet. According to the Figure 2, almost 70
percent of the population was using the internet in 2006. It also has well established legal
structure, and one category falls into various numbers of Acts which shows that in 2006

alone 3,237,500 cyber crime related cases were reported [18].
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Figure 3 Adapted from [19] [20] [21] [22] [23] [24]

Pakistan’s cybercrime reported cases are not publically available and the government
does not appropriately handle the official documents. Most of the data for India is
available, but for Pakistan, it is gathered from the secondary sources such as news
websites. The UK, on the other hand, creates and publishes a cybersecurity report each
year [25]. These reports show the detailed official statistics such as for the cybercrime
reported cases. These reports show that the UK is much more transparent when it comes

to cybersecurity-related incidents compared to India or Pakistan.
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The cybercrime rate is gradually increasing in Pakistan as displayed in Figure 3, and there
was a big gap between 2014 to 2015 because conviction rate is low. The NR3C in
Pakistan convicted 44 offenders in total out of 2534 in 2015. Among these 44 individuals,
40 individuals still could not be arrested [26]. In India, the statistics show in Figure 3 that
by 2013, 1600 people arrested out of 5693 [21] crimes reported. Among these 1600
arrested individuals, only seven convicted. “In the year 2007, the arrests made were 154
while in the following year there was 178. In the years 2009 and 2010, the numbers of
persons arrested were 288 and 799, and in 2011, it was 1,184 [1]. The conviction rate

is tremendously low, because of this the crime rate increased rapidly [1]

20



4 Comparative Analysis

In this report, online desk research was conducted by taking publicly available documents
and using that information to do comparative analysis. This analysis shows the
comparison of Cybersecurity Legislations, Cyber Security Strategies, National CERT,
CIIP, Education and Awareness on Cyber Security in Pakistan compared with India and

the United Kingdom.

4.1 Cyber Security Legislation

Cyber Security Legislation is comprised of different laws which help protect each aspect
of cybersecurity in a country. In this research, only two will be discussed which are Cyber
Crime and Data Protection Laws. Different Ordinances, Bills and Acts are discussed in
this part, and the following is the brief description of each.
* An ordinance is a temporary local level law which is passed by municipalities.
The municipalities can be cities, town and village. They have the same power as
the “ACTs”, but it is limited within that city or town [27].
* A Billis the first stage of an Act; it is a proposal to create a new law [28].
* An Actis a law or statue that records a fact. In simple terms, it is a rule which is

written on a piece of paper, and once it gets passed, it becomes law [29].

4.1.1 Cyber Crime Laws

The legislation is essential in every sector as it sets standards and controls to manage the
actions of the people in both public and private sector [30]. The Cyber Crime Legislation
deals with criminal offences which are committed using an electronic device such as
computer [31]. These types of crimes are increasing rapidly with the adoption of
technology, and the criminals are exploiting this anonymity, speed, and convenience of
the internet to commit all sorts of unlawful activities anywhere in the world. There are
two main types of Internet-related crimes according to INTERPOL, which is the
“International Criminal Police Organization™ [32]. The first one is “Cyber-enabled crime”
which are the same as traditional crimes, but now they are committed over the internet.

These could be financial crime or terrorism. An example would be sexual assault crime
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which even happened before the internet age, but now this can happen over the internet.
The second type is “Advanced Cybercrime” which is highly sophisticated, and the target
is the computer software or hardware. This second type of crimes is more complicated
such as unauthorised access to download data from someone’s computer. Before the
internet age, this kind of hacking-related crimes did not exist, and that is why they are

called Advanced Cybercrime.

4.1.1.1 Pakistan’s Cyber Crime Laws

In Pakistan, the first legal framework to address cyber crimes was passed by the
government in 2002, named as Electronic Transactions Ordinance 2002 (ETO) [33]. The
primary objective of this ordinance was to facilitate and identify information, documents,
communications, electronic transactions, and records. This ordinance gave protection
from any misuse of the electronic transactions such as bank payments, purchasing
products online but there are not many details mentioned on how misuse case has could

be identified. It helped to recognise the authenticity of these online transactions.

With this specific ETO 2002 ordinance, Pakistan was added to the number of other
countries which now have legal backing for any electronic communication or information
[33]. This ordinance leads to the birth of e-commerce industry and a significant decision
for the information technology development in the country [7]. Although it did provide
some punishments for various kinds of cyber crimes, there were many loopholes such as
the ordinance failed to criminalise most of the crimes as compared to other international

countries [34]. That is why there was a need for a quick update [33].

Later in 2004, the Ministry of Information Technology prepared Electronic Crime Act
2004 which is based on the ETO 2002 but with improvements [7]. This act included many
legislative terms such as Cyber Terrorism, Criminal Access, Electronic Fraud and Data
or System Damage [35]. Although these terms introduced in this Act, they were much in
detailed and also it did not mention to establish a cybercrime unit [36]. This Acts primary

objective was to give legal cover to any anti-cybercrime efforts [37].

In 2007 the government passed an updated Electronic Crimes Ordinance [38]. The

ordinance covered the regulation of the internet sector but the main changes were that it
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defined the punishments for 17 types of cyber crimes and the penalties were six months
in prison to a death penalty. It also included a new type which was Cyber Stalking, which
is a criminal acts “with intent to coerce, intimidate, or harass any person uses the
computer, computer network, internet, network site, electronic mail or any other similar
means of communication” [39]. Other changes in crime types were Spamming and Cyber
Terrorism. This ordinance also required retention of traffic data by the ISP for at least 90

days.

In Pakistan, the latest cybercrime bill was passed by the National Assembly in 2016. The
bill was named Prevention of Electronic Crimes Bill (PECB) [40]. This bill included the
provisions which allowed surveillance, censorship and can be directly used to penalise
online speech. It did contain some safeguards for cybercrime investigations by the

government and law enforcement agencies [41].

It came under some intense criticisms from inside Pakistan, the United Nations (UN) and
the International Rights Organization (IRO) [41]. It was said to be, too harsh and the
punishments did not correctly fit with the crimes. It restricted the freedom of expression
and any access to information. It did not differentiate cyber warfare and terrorism from

cybercrime. Journalists sources could be exploited with this bill [42].

An example of exploitation on this Bill was in 2016 when a teenage boy was taken into
custody for liking the Facebook post of a blasphemous content [43], and he is facing a
prison sentence up to 10 years [44]. This example was the first time when a blasphemy
taking place on a social media platform leads to a conviction of death penalty. There was
another case in 2017 when a 30-year-old man given a death sentence for making
comments against religion on Facebook [45]. There are other examples as well which

shows that this bill directly restricts the freedom of speech.

Pakistan established National Response Centre for Cyber Crimes (NR3C) in 2007, to
resolve all computer-related crimes and gather intelligence for these cases [46]. This
centre provides the government with the highly technical expertise in Information
Systems Security Audits, Digital Forensics, and Penetration Testing. It directly receives
the relevant complaints about cybercrime incidents and also assists the other government

based agencies in their cases.
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Pakistan is not a member of the convention on cybercrime which is also known as the
Budapest Convention [47]. The primary focus of this convention was to develop
cybercrime analysis capabilities in its member’s states and only coordinate in case of an

incident.

4.1.1.2 Indian Cyber Crime Laws

The Information Technology Act first introduced in the country in 2000, where the House
of Indian Parliament passed the bill, and it contained cyber laws as well [48]. The primary
aim of this bill was to set up a legal framework for e-commerce in the country which
helps and protect the customer and seller from cyber crimes related incidents. This Bill
did try to change the outdated laws and laid out in detail how to deal with cybercrime, but
it still lacks some areas of cybercrimes such as privacy, identity theft and so on. These

areas eventually were amended in the Act of 2008 [48].

The Information Technology (Amendment) Act 2008 is the only regulation that
administers cybercrime in India [49]. This Act was used to promote e-commerce, IT
industries and help reduce the cyber crimes. To do that it is mentioned that the owner of

the specific IP address will be held responsible any misuse done through it.

There are many changes made in that legislation with time. The significant changes were
identity theft, piracy violations, cyber terrorism, and cheating are punishable under this
Act [50]. The penalty can go to jail time for up to three years and impose hefty fines [1].
It also shows that IT Act is not the only one who is covering the Cybercrime. At some
point, the India Penal Code (IPC) can be used to prosecute against the cybercrimes. “For
instance, offenses like hacking, data theft, virus attacks, denial of service attacks, illegal
tampering with source codes including ransomware attacks could be prosecuted under
S.66 r/w S.43 of the IT Act. Cases of forging a credit or debit card or even cloning a
mobile SIM with dishonest or fraudulent intent to cause wrongful loss or wrongful gain
could be prosecuted under IPC provisions (S.463 to S.471 IPC, as applicable)” [51]. This
Act was criticised because they decreased some of the cybercrime penalties and there
were not enough safeguards to protect individuals civil rights [52]. According to various

reports, this Act has given the power of monitoring, blocking and doing surveillance on
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the internet traffic [53]. This way there are not enough checks and balances to prevent the

misuse of information.

Indian home ministry announced in 2018 that they plan to create “Indian Cyber Crime
Coordination Centre” (I4C) to deal with the financial frauds and to restrict circulation of
pornographic content [54]. This centre will work with the government, and it will monitor
the social media and other parts of the cyberspace. Its main aim is to block all those
websites which break the law by circulating racially sensitive content. It will maintain a
list of suspects and gather all the leads generated during the investigation and then shared
with the law enforcement agencies. India has also established a CERT just for the
financial sector and is named CERT-FIN. This CERT analyses the financial sector cyber
incidents and reports every all the cybersecurity incidents to its national CERT (CERT-
IN) [55].

Currently, India is not a member of the Budapest Convention [47], but The India Express
news website reported in January 2018 that the home ministry of India has pitched the

idea to sign and become a member of this convention [56].

4.1.1.3 United Kingdom Cyber Crime Law

In the United Kingdom, there are many laws which protect the cybercrime in each
category. Some of these are “Computer Misuse Act, the Serious Crime Act, the EU
Directive 2013/40/EU, Police and Justice Act, the Terrorism Act, Human Rights Act,
Digital Economy Act, Extradition Act, Interception of Communications Act, Regulation
of Investigatory Powers Act, Lawful Business Practice Regulation and more” [57]. Most

of these laws have been introduced long time ago and amended with time.

The Computer Misuse Act 1990, first introduced with three significant offences in mind.
These were “Unauthorized access to computer material, Unauthorized access with intent
to commit or facilitate the commission of further offenses and Unauthorized acts with
intent to impair, or with recklessness as to impairing, the operation of the computer, etc”
[57]. This Act was further amended twice. First, amended by the Police and Justice Act
in 2006 and then by Serious Crime Act in 2015 [57]. The significant changes were that
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any unauthorised act which is creating or causing any severe damage and obtaining,

building or supplying any articles for the use in the offence under section 1 and 3 [57].

The United Kingdom has a list of laws which relates to one kind of action such as hacking.
If there is a case registered regarding malicious computer hacking, then there are many
laws [57] which will be related to it. Such as “Terrorism Act 20007, “Human Rights Act
19987, “Serious Crime Act 2015”, “Crime & Courts Act 2013”, “Computer Misuse Act
1990” and many more. These Acts shows how the United Kingdom has incorporated
cybercrime in different types of laws with various aspects.

The UK has established a “National Fraud & Cyber Crime Reporting Center” in 2009
which is name Action Fraud [58]. All the cyber crimes and frauds in the country are

reported to this centre. This centre also deals with the financial or corporate related frauds.

The United Kingdom has signed the Convention on Cybercrime which is also known as
the Budapest Convention with 56 other countries [47]. Being a member of this convention

is an excellent step for the country to fight the cybercrime together.

4.1.1.4 Comparison

The public, in general, is still not fully aware of the actual use of technology. The lack of
awareness brings in a gap which is exploited by the cybercriminals. The developing
countries such as Pakistan and India are struggling to develop and implement proper
cybercrime legislation where the laws are strong, and they cover each aspect of the cyber

crimes.

In comparison to India and the UK’s cybercrime bills, the Prevention of Electronic
Crimes Bill in Pakistan gives stricter penalties for the similar crimes committed, and it
also defines some crimes which not considered as unlawful in these other countries. With
this Bill, the Pakistani authorities have full control to restrict and eliminate any online
material without having a court order. It restricts freedom of speech, right to privacy and
access to information. We have seen in many cases that the Pakistani government is

corrupted [59] and the official authorities are misusing the law for their means [60].
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India and Pakistan both are huge countries with an enormous population and the
government Identity Card systems are still not strong enough. A large part of the
population does not even register for the Identity Card which means they are not
registered in the government systems and do not have a bank account [61]. These people
are usually from the small towns and rural areas, who never needed to register for an
Identity Card. This way it is very tough to track down these individuals if they are a
suspect in a crime. There is also a huge problem for these countries to arrest a foreign
national. The statistics by National Crimes Records Bureau (NCRB) in India shows that
in 2015 while 9,960 arrests were of Indian Nationals, only eight arrests were made of
foreign nationals [62]. There is no agreement of detention between Pakistan and India.
There was a case in 2017 when the Indian cybercrime division traced the hacker who
hacked 60 women’s Facebook accounts in Pakistan [63]. Nothing could happen because
India does not have any treaty on which they can make arrests in Pakistan. All of the

above factors explains why the conviction rate is low in India and Pakistan.

In the UK recent general crime conviction rate is 95% [64] which also includes
cybercrime. It still has a high number of cybercrime rate, and it is working continually on
its legal system to make it more secure. According to Independent News in the UK,

someone falls victim to a cyber attack or fraud every four seconds [65].

Pakistan does have a National Response Center for Cyber Crime (NR3C), but there is still
no law or authority to deal with the financial frauds in the cyberspace. India has
announced their plans to establish “Indian Cyber Crime Coordination Centre” (14C)
which will deal with online financial frauds as well. The United Kingdom has a well-

established centre named Action Fraud, which also deals with the online financial frauds.

The United Kingdom is a part of the Budapest Convention on cybercrime with other
countries, but Pakistan and India are not a member of this convention. India does have

plans to become a member, but Pakistan is now shown any interest so far.

In Pakistan, the national level cybersecurity policy and its proper implementation are still
incomplete. There is no National Cyber Security Policy yet, and the prevention of
electronic crime bills is present, but it does not seem to be working effectively as the

reported crime rate is still increasing in the last few years.
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Sometimes even if the country is aware of the attack, due to internet anonymity and other
factors, it is still challenging to enforce the law against the attacker. It could be one person,
an organisation or even a country behind the cyber attacks. An excellent example of this
was last year in Ukraine where multiple large companies, professional services firms,
banking sector, government organisations, ATM’s and supermarkets were affected as the
cyber attack took down the power grid of the country [66]. The malware used in the attack
was named “Crash Override”. The motive of the attack was not to get ransom but to cause
disruption. The main point here is that nobody knows who was behind this attack. There
are some speculations but there is no hard proof, and this is a massive example of how
sophisticated cyber warfare is and how it has changed the traditional dynamics of war
between states [66]. There could be one nation, one organisation or multiple agencies
behind this attack but it is tough to prove it. If it cannot be proven, the injured country

cannot retaliate back.

4.1.2 Data Protection Laws

Data protection legislation deals with the security measures for the transmission and
sharing of the data. It defines how the personal information can be used by the businesses,
corporations and the government [67]. Everyone who is in charge of dealing with the data
has to follow these rules stated in the law in each country. Figure 4 shows the primary
points of the data protection laws in each country, and then each country’s data protection

laws will be discussed in detail followed by a comparison with Pakistan.

28



Data Protection Laws 2018

Data Protection Laws of Pakistan, India & the United Kingdom
Pakistan: At this date, no legislation regulating the protection of data in Pakistan.
é India: At this date, no legislation regulating the protection of data in India.

Law UK: EU Data Protection Directive 95/46/EC in March 2000.
General Data Protection Regulation ("GDPR") from May 2018

[ ]
Pakistan: No national data protection authority in Pakistan. M
India: No national data protection authority in India.
A
NATIONAL DATA
UK: Information Commissioner’s Office. PROTECTION
AUTHORITY

—' Pakistan: Data controllers or collectors do not need to register with any authority.

' India: Data controllers or collectors do not need to register with any authority.
recisTraTiION UK: Data controllers who process personal data must inform the Information Commissioner.
Pakistan: Organisations in Pakistan are not required to appoint a data protection officer.
India: Every corporate entity collecting personal information must appoint a Data Protection e
Officer.
UK: No requirement in the UK for organisations to appoint a data protection officer but after PRO?":-(I-:/T%ION

25th May "GDPR" every organisation needs to appoint a Data Protection Officer. OFFICER

Pakistan: Security: Data controllers do not have to fulfil any security requirements.
Breach Notification: Data security breaches or losses do not have to be reported or notified

to anybody.
India: Security: Organisation required to implement and maintain reasonable security practices.
Breach Notification: Data breaches should be reported to Cert-In
SECURITY & UK: Security: Data controllers must ensure a level of security for the protection of that
BREACH information.
NOTIFICATION Breach Notification: No mandatory requirement in the Act to report data security breaches.

But after 25th May 2018, GDPR requires that controller not later than 72
hours, notify the data breach to the supervisory authority.

Pakistan: There is no law regulating the manner in which an individual's private information may
be stored or transmitted online.

India: There is no regulation of cookies, behavioural advertising or location data. However, it is @gD
advisable that user consent is obtained by inserting appropriate disclaimers. I l
UK: PEC Regulations are dealing with the collection of location and traffic data by public
electronic communications services providers (CSPs) and use of cookies. ONLINE

PRIVACY

Figure 4 Adapted from [68]
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4.1.2.1 Pakistan’s Data Protection Laws

In Pakistan, at the moment there is no proper legislation on protection of data [69] and
also no data protection authority. The Constitution of Pakistan [70] does focus on the
right to privacy and says that it is the fundamental right of every individual. This right to
privacy takes priority over any other law. Given that there are still many exceptions in
Pakistan’s constitution regarding the importance of fundamental rights. Such as the article
8 of Fundamental Rights of the Constitution does not apply to “any law relating to
members of the Armed Forces, or of the police or of such other forces as are charged
with the maintenance of public order, for the purpose of ensuring the proper discharge

of their duties or the maintenance of discipline among them” [70].

As there are no data protection laws in Pakistan, the protection and privacy of the
information are managed by the following parts of other legislation.

1. Even though the Data Protection is not regulated by the “Electronic Transactions
Ordinance 2002 [25], but it states in its Section 36 that it is a punishable offence
to access any unauthorised information. In the same ordinance, it was stated that
government would establish an entity which will verify electronic documents and
also should make regulations for the privacy of its users. There has not been any
entity established by the government for this purpose yet.

2. Freedom of Information Ordinance 2002 [71] states under Article 17 that any
disclosure of information is exempt if that would lead to invasion of privacy of a
person.

3. The “Prevention of Electronic Crimes Act 2016 [40] has some parts related to
data privacy and which are used to give private individuals data access to
government departments and law enforcement agencies. It is also stated that
regular citizens of the country cannot access the confidential government
information as it would be considered as a criminal offence and which is
punishable by law. The government law enforcement officers also cannot share
this confidential information with anyone as stated in this Act and if they do it is
also punishable by law. However, this Act states that government has full control
to share its intelligence information with any foreign agency which also contains

the private data of those individuals.
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4. The “National Database and Registration Authority Ordinance” 2000 [72] is in

charge of establishing NADRA which is the countries most significant citizen’s
identity and biometric database. This ordinance states that NADRA is responsible

for ensuring the protection of citizen’s data and make secure.

4.1.2.2 India’s Data Protection Laws

India does have a direct data protection legislation or agency. The Constitution of India

does assure the right to privacy [73].

As there are no data protection laws in India, the protection and privacy of information

are managed by the following parts of other legislation.

1.

The Information Technology Act and Rules in 2011 [74] provides reliable legal
protection for any individual personal information. It is stated that the
corporations should provide privacy policy to each and require written consent
before using or publishing their information. If for any lawful purpose the
personal information needs to collect, then this Act states that individual should
be informed with proper details such as the purpose of this data collection and
name of the agency or department which requires it. Every citizen should have an
option to opt-out or opt-of the services before collection of the information
according to this Act. It also states that these agencies should only keep this
information until completion of the required task.

The “Consumer Protection Act 2015 [75] emphasise that the misuse of personal

data by corporations and other commercial agencies can be unlawful.

A report was presented by the group of experts on privacy [76] in 2012, on the request of

the Planning omission of the government of India. This report contained some

recommendations on the creation of the data protection laws. This report suggested that

the law should contain the Principle of Choice and Consent, Notice, Collection and

Purpose limitation, Access and Correction, Security, Accountability, Disclosure of

Information and Openness.
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India has also been creating many drafts on Right to Privacy in 2010 [77], 2011 [78] and
2014, which is still in consideration. On this draft on 2014 [79] which was leaked, it was

stated to establish the Data Protection Authority within the country.

The government created a committee [80] in June 2017 to discuss the data protection
framework of India and suggest a possible draft of the Data Protection Act. After few
months in November, the committee presents a detailed white paper [81] on data
protection, and the aim was to get feedback from the public on how to improve the data
privacy in the country. So far there is no Data Protection law passed, but it seems like

India is much closer now to passing this law.

4.1.2.3 The United Kingdom’s Data Protection Laws

The United Kingdom is part of European Union, and as a member state, it has to follow
the rules and regulations directed by EU. Therefore, the country has implemented the
“EU Data Protection Directive 95/46/EC” [82] in March 2000 through its own Data
Protection Act 1998 [83]. This directive which is based on the recommendations of the
OECD is founded on seven principles. Their principles are that 1) A notification should
be given to the individual whose data is being collected. 2) Data should only be used for
the purpose which is appropriately stated. 3) Collected data should be kept secure. 4)
Personal data stored can be amended by the subject. 5) If the data collector breaches these
seven principles, they can be held accountable. 6) Data collecting party information
should be passed along to the subject. 7) Data cannot be shared without consent of the

subject with any other agency.

In April 2016 the EU adopted the General Data Protection Regulation (GDPR) [84] which
will come into effect from 25™ May 2018. This new regulation gives more power to the
individuals and shows how their data will is managed. Now they have more control over
their data. They gave companies and governments almost two years to make changes in
their departments for GDPR as this changes how they can control user’s data from now
on. Any time a website or form needs to process individual’s personal information, it will
have to take a consent first, and without this consent, the marketing people cannot contact
that information for any promotions or business development. GDPR states [84] that

every public authority needs to appoint a Data protection officer who will be the point of
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contact at the time of any security breach. GDPR also states that once the data protection
officer is aware of the breach, it is his responsibility to inform the appropriate supervisory
authority within 72 hours. According to GDPR, every company which is dealing with the

customer’s data has to have appropriate security measures in place to secure that data.

In Sep 2017, the UK government presented a new data protection bill to implement most
parts of the GDPR in UK’s Law [85]. There were some exceptions to providing some
extra protection to scientific researchers, journalists and some other agencies which deal
with the personal information of individuals. This bill is still yet to be approved by House
of Lords and House of Commons before this bill can become an Act and replace the

previous Act of 1998.

The UK voted for withdrawal from the EU in a referendum on 23™ June 2016 [86] and is
called Brexit. This withdrawal means that it does not have to be part of any law created
by EU once the withdrawal is complete. Then the UK government will decide if they still

want to EU laws such a GDPR on the privacy or create its own.

4.1.2.4 Comparison

India and Pakistan do not have a separate data protection law. India has the more
comprehensive law on the privacy policy in its IT act and rule of 2011 than Pakistan.
India has created a draft which was presented by a committee, and even the leaked “Right
to Privacy Act” draft stated that government has a plan to establish the Data Protection
Authority, but Pakistan does not even have a suitable draft for the Data Protection

Legislation.

The United Kingdom has a new Data Protection Act in the process which will bring the
changes of GDPR in the country. After GDPR is in place, it means that the individual in
the UK has far more rights to privacy and data protection then India and Pakistan. After
the GDPR is in effect by 25™ May 2018, any person in the UK, whether a citizen or a
tourist can request the company or authority to remove its personal information from their
system, and they have to comply with this request within 30 days. This show level of

freedom an individual has while living in the UK compared with India and Pakistan.
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In Pakistan, the “Prevention of Electronic Crimes Act 2016 give much more freedom to
the government authorities to share any individual’s personal information with any
foreign government, but in India or the UK, the government cannot do this with the

consent of that individual.

4.2 National Cyber Security Strategy

Protection of digital information is a very complicated issue. It is present in some different
places, and multiple numbers of checks are required [3]. These kinds of checks usually

are handled by the government which is managed by the ministries and its departments.

According to ENISA, the Cyber Security Strategy on a national level is a set of actions
which are planned to enhance the security of the countries infrastructures and services
[87]. These strategies are needed to be flexible enough to meet the new threats globally.
ENISA also states that these strategies built on cooperation. To improving this
cooperation between the stakeholders, it is essential to create partnerships between the

private-public sector and sharing information with each other.

Any cyber attack could be a threat to National Security of a country, which includes
Critical Information Infrastructures (CII), Government networks, Business systems. With
the advancement in the technology and communication, new actors have joined the game
and now internet, media and information are the new tools to be used in warfare side by
side with the traditional ones. To deal with these cyber threats on a national level every

country requires a National Cyber Security Strategy.

4.2.1 Pakistan Cyber Security Strategy

According to this report and by reading the news articles the government of Pakistan is
more focused on the military prospects of cybersecurity rather than the cybercrime. Cyber
Security strategy should have a much broader approach, and intelligence agencies should

not be involved in the creation process.

Pakistan’s national security used to be only focused on the Kinetic threats until now the

policymakers are starting to think about the non-kinetic issues as well. There are two
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significant actions taken by the government towards the creation of a cybersecurity
strategy. The first one is the establishment of the National Response Center for Cyber
Crime (NR3C) in the country and the second main one is the role of the “Pakistan’s Senate

Defense Committee” [3].

4.2.1.1 National Cyber Crime center established

Pakistan’s first National Response Centre for Cyber Crimes (NR3C) established in 2007,
and it was a department of the Federal Investigation Agency (FIA) [46]. The reasons why
this centre established was that the public and private sector organisations were starting
to depend more on the internet and there was a need for such department to investigate
and resolve all computer-related crimes, at the same time gather intelligence to resolve
these cases [3]. Another reason was that the terrorists were starting to use the internet to

commit cyber-related attacks and India was progressing rapidly to develop its cyber army.

4.2.1.2 The Senate Defense Committee’s role in developing the Cyber Security
Strategy

According to reports submitted by Edward Snowden, the Ex CIA contractor in the United
States, Pakistan was being spied through the internet by the National Security Agency
(NSA) of United States. Pakistan was the second biggest target of the U.S according to
Snowden [88]. They targeted the VIP Division of the National Telecommunication
Corporation (NTC), which was the main communication channel which was used by
military and civilian authorities. The NSA used a tool called SECONDDATE to make
direct attacks on Pakistan’s FOXACID server and then infecting the target computers and
obtaining information [88]. Its believed that they intercepted more than 13.5 billion parts

of emails, phone calls, and fax data [89].

The chairman of the Senate committee Senator Mushahid Hussain Syed met with the
delegation from Pakistan Information Security Association (PISA) in Parliament House
to debate on the Cyber Security Strategy [90]. In this crucial meeting, they presented a
budget proposal which mentioned that separate funds should be allocated in the National

Budget for Cyber Security Strategy as Pakistan was a part of this cyber attack.
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The committee announced a seven-point action plan which was as follow [91]. 1) Draft
of legislation which is currently in progress will secure, preserve and promote
cybersecurity in Pakistan. They will present this bill in the Parliament. 2) Cyber Security
threat should be taken seriously by the government and be considered same way as a
terrorist threat. 3) National CERT should be established and named as PKCERT. 4) A
new task force will be formed with affiliation with different ministries, security
organisations and private security experts, whose primary focus would be to protect
Pakistan from any Cyber threats and help create Cyber Security Strategy. 5) Establishing
an “Inter-Services Cyber Command Center” to manage cyber defence and cybersecurity
for Pakistan Army. 6) Pakistan should discuss cybersecurity within the framework or
SAARC and its eight members including India, so these countries do not get involved in
cyber warfare with each other. 7) PISA will conduct a cybersecurity workshop to educate

the policymakers and spread awareness on this issue to the public.

Everyone accepted these proposals made by the Senator, and the meeting concluded with
the outcome that a private Bill would be presented in the Senate & National Assembly on
14th Aug 2013 and PISA will be in charge to present the draft for the Cyber Security
Policy Strategy [92]. They also concluded that economy, defence, and citizens would
work together regarding the Cyber Security and the National Response of Computer
Crimes Center and PISA will work together on the cybersecurity policy report. They all
agreed that various departments in the Government and other private organisations
require highly professional IT experts. Also, they agreed that the government should take
an active part in making policies according to the international standards for protecting

its cyberspace.

Given these proposals were sent to the National Assembly, there has been no progress so
far regarding the Cyber Security Strategy on the National Level [93]. There have been
several meetings, roundtable conferences on this issue which were conducted by IT
professionals, government officials and researchers recently [93] but the country is still

unable to produce a decent Cyber Security Strategy.

Pakistan has recently joined Information Security code of conduct treaty at Shanghai

Cooperation Organization (SCO) [94]. The primary purpose of SCO is to identify the
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responsibilities and tasks of the members and to develop cooperation for tackling the

common challenges and threats in the information space [95].

4.2.2 India’s Cyber Security Strategy

If we see India’s economy, it is growing day by day. India is continuously working to
improve its cyber strategy and protect its critical government infrastructure. The first step
towards this was to establish the National Informatics Center (NIC) [96]. NIC’s primary
task was to provide information technology solutions to both private and government
sector. The Indian government had to change its policies in 1998 when the Bhaba Atomic
Research facility was attacked by some unknown hackers [97]. This attack on the Atomic
Research facility was a wakeup call for the government, and they knew they had to take
cybersecurity seriously. At this time Indian military was also very much dependent on
the internet, and their space program was making significant improvements, they could

not afford to lose this information to an unknown party [3].

In 1998 the government introduced the “New Internet Policy”, to regulate the different
internet service providers (ISPs) in the country [98]. If we see the Indian Railways online
sales, there was a 132% increase from 2010 to 2013 only [99]. The Indian government is
still trying to figure out the meaning and scope of securing the cyberspace. The
government still need to work with private companies to promote cybersecurity and

teaching best practices [3].

4.2.2.1 India’s Cyber Security Strategy in making

India started regulating its IT sector in 1998 [98], it has made many further improvements
until now. It is trying to catch up with other nations by introducing rigid cybersecurity
policies, and the country is also meeting up with the cyber experts all around the world

to acquire guidance and to learn how to improve their current policies [3].
As the economy is adopting the new technologies very quickly, they need to have a proper

structure to safeguard them in case of an attack. The security experts are working with

the government policymakers to create a strategy on how to deal with cyber threats. Later
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in July 2010, they created a draft, and they also decided to hire IT experts and developers
[3]. These individuals were given full authority to be in attack mode and start pre-emptive
strikes on any computer network they can find. The reports submitted by these individuals
and other research which conducted for four years helped the government to introduce

the “National Cyber Security” Policy on 2nd July 2013 [100].

This National Cyber Security policy document showed the importance of Information
Technology for India. It gave plans on how to protect the critical infrastructure of the
country [101]. The plans include creating a system for a secure channel of information
flow, creating crisis management plans, creating standards and providing proactive
security assessment. The plan also stated to create a 24 hours open “National Critical
Information Infrastructure Protection Centre” (NCIIPC) to provide CIIP [101]. The
policy separated into different parts. It displayed how unsafe are the economic IT
practices and how it can be improved [100]. This policy’s primary objective is to protect
the Indian cyberspace from both inside and outside state actors, resolve the cyber threats
and eliminate the vulnerabilities in the systems [100]. The policy provided guidelines on
how to respond in case of an incident as well as it helps to reduce the damage caused by
an attack with the blend of institutions, government officials, technology, processes and

collaboration [100].

India has to build protected cyberspace and improve its controlling body to accomplish
the objectives of this policy. That is the reason India introduced

“National Critical Information Infrastructure Protection Center” (NCI-IPS) [102]. Then
the government created the National CERT which was called CERT-In. Followed by
another two certs which were CERT-FIN for Finance Sector and NIC-CERT for

Government Infrastructure [103].

The government is also working on a system to deal with cyber threats prevention,
response and recovery activities. They are trying to build a stronger relationship between
private and public institutions to deal with cyber threats together and quickly. Finally,
they also made a plan to hire five hundred thousand IT experts in different parts of the

institutions both in public and price sector [3].
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India has signed MoU’s between many countries such as Japan, Malaysia, and Singapore,
South Korea, Canada, Australia and Uzbekistan. These MoU’s will help these countries
share information with each other and protect their cyberspace. India has also joined with
Pakistan the Shanghai Cooperation Organisation (SCO) [94] treaty to ensure international

information security.

The government decided to create a cyber division in their military departments in Aug
2010 [104]. The sole purpose of this department was to protect the country from any cyber
attacks from all over the world. This military cyber division was protecting the critical
infrastructure of the country as well as also planning to spy on its neighbouring countries

for critical information.

This National Cyber Security policy was a significant development for the country and
in South Asia. It also declares that a new kind of war which is cyber warfare entering this
part of the world. India also showed in an army exercise named “Divine Matrix” in 2009

which revealed how serious is this country regarding the cybersecurity [105].

4.2.3 United Kingdom’s Cyber Security Strategy

Cyber Security is considered to be a “Tier 17 level of threat to the national security of the
country [106]. The United Kingdom has been busy dealing with cyber attacks since 2010.
The country was dealing with the cyber attacked based on its “National Security
Strategy”. Later in November 2011, the National Cyber Security Strategy was
implemented by the government. It was named the “National Cyber Security Programme”
(NCSP) and is controlled by the Information Assurance and Cyber Security office in the
Cabinet Office [107]. These are the four primary goals of this strategy [107]. The first
goal is that it will help make the countries cyberspace more open, steady and alive. The
public can use it securely, and it will support all kinds of open societies. The second goal
is that the United Kingdom will protect its cyberspace from all kinds of cybercrimes and
to make its cyberspace one of the most secure places for any business. The third goal is
that the country will be more resistant to cyber attacks and protect everyone’s interest in
the cyberspace. The fourth goal is that the country needs skilled IT security experts and

up to date knowledge to achieve these security objectives.
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These departments and agencies are supporting the countries National Cyber Security
Strategy  “Intelligence agencies and Ministry of Defence, The Government
Communications Headquarters (GCHQ), The Defence Cyber Operations Group, The
Global Operations and Security Control Centre, The Centre for the Protection of
National Infrastructure, The Government Office for Science, The Serious Organised
Crime Agency (SOCA), The Ministry of Justice, The Home Olffice, The National Crime
Agency (NCA), The Child Exploitation and Online Protection (CEOP), The Metropolitan
Police’s Police Central E-crime Unit, The National Fraud Intelligence Bureau, UK
Computer Emergency Response Team, The Public Services Network (PSN) and The
Defence Cyber Protection Partnership (DCPP)” [107].

In 2012 the UK government introduced the 10-step to cybersecurity. It was an infographic
to be used by the companies especially the critical information infrastructures to review
and protect themselves in the cyberspace [ 108]. Their steps included secure configuration,
user privileges management, organisation’s risk management, Working from home or
remotely, Education and awareness of the user, Security of the Networks, Protection from

Malware, Monitoring, Incident control and removable storage devices.

In 2013 the government implemented “Military Cyber Reserves” [109] which was also
named “Join Cyber Reserves”. It was not just meant for the military professionals only,
and they targeted regular people, military people who are leaving, and current or former
people in the military. These exercises helped a lot to grow the team of Cyber Security
experts in the country [110]. In 2014 United Kingdom Government allocated £860
million pounds for the cybersecurity of the country [111].

The United Kingdom also signed cybercrime treaties with 30 countries in a Council of
Europe (CoE) convention. These treaties will help these countries to assist and prosecute

online crimes [112].

The government of the United Kingdom has already published its second Cyber Security
Strategy in 2016, which is a five-year plan until 2021 and allocated 1.9 billion pounds for
this purpose only [113]. The primary objective of this new strategy is to defend the
country from any cyber attacks, create an industry for cybersecurity and priority given

for the security of Critical National Infrastructures. This new strategy assures better
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intelligence of the law enforcement agencies to identify and capture cybercriminals.
Further investments in cybersecurity research, innovation and education are also

mentioned in the new strategy [113].

The government is also working on the awareness and education in cyber security which

will be discussed later in this report.

4.2.4 Comparison

Pakistan does not have a working Cyber Security Strategy on a national level. In 2013
PISA was supposed to present a draft of cybersecurity strategy, but nothing presented so
far. There have been many meetings, conferences but there is no outcome which shows
that Pakistan will soon publish its Cyber Security Strategy. India published its first
National Cyber Security Strategy in 2013, and the United Kingdom has already published
its second strategy in 2016.

It seems like Pakistan’s policymakers are more focused on the cybersecurity from the
intelligence perspective. They established a cybercrime unit NR3C but not a National
CERT. NR3C had more forensic capabilities rather than incident handing. Pakistan has
also not shown any interest in signing the Budapest Convention on Cybercrime. There is
no legislation to protect the financial sector with cyber-related incidents such as fraud.
All of these factors show the mindset of the policymakers, and they want to focus on

intelligence intel gathering and to see the cybersecurity from one side only.

While comparing with India, Pakistan has not conducted vulnerability assessment on its
CII. Pakistan needs to do more research and conduct different assessments in the system
like India and then only come up with a strategy to protect their CII’s and other

infrastructure from the cyber attacks.

India has been conducting Cyber Army Exercises such as “Divine Matrix” which helps
display the capabilities of their army and as well as show other countries their potential.

The United Kingdom in 2013 implemented “Military Cyber Reserves” [109]. These
exercises helped to grow the team of Cyber Security experts in the country. Pakistan has

not conducted any such activities, or at least they are not known to general public.
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The underground cyber hackers of India and Pakistan are trying to deface as much
government websites as possible on important national holidays, and this has been going
on since quite a while. Even though the impact is meagre, the government should still
take notice of this and should not have basic vulnerabilities on their websites as these

sites are representing the whole country.

Pakistan is a nuclear power country with almost 200 million people, and it cannot afford
any negligence toward cybersecurity just because of its political policies. If these CII such

as Nuclear arsenals get in the hands of terrorists, then the impact is huge on the country.

Pakistan did pass a Bill for “Prevention of Electronic Crimes Bill” [40] and established a
cybercrime unit NR3C which is the right step towards cybersecurity, but it has a long way
to go. The country should focus on the development of National CERT which is not just
focused on the intelligence side but should protect the CII and in future a National Cyber
Security Strategy. The way things are progressing in the world right now regarding cyber

security the time is now to focus on this otherwise it will be too late.

Pakistan’s dependence on cyberspace has been proliferating, but most of these users do
not understand the security side of the internet. Government is still not working on as

many awareness programs compared to the United Kingdom and India [8].

India and Pakistan are a part of information security treaty of Shanghai Cooperation
Organisation (SCO), but India has signed more treaties and MoUs then Pakistan.
Compared with the United Kingdom, as it is a part of European Union, it has signed

treaties like COE and it a part of Budapest convention.

If we compare the cyber expertise between countries then the United Kingdom is on first,

then on the second is India and the third one is Pakistan.

4.3 Computer Emergency Response Team (CERT)

A Computer Emergency Response Team is a government based National CERT and is

equipped with the highly technical personnel who are responsible for handling computer-
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related incidents such as theft, loss of essential data, corruption, cyber attack and so on.
Their personnel have technical capabilities to deal with cyber incidents.

According to the ENISA [114], a National CERT is a team that assists the government
by handling cybersecurity-related incidents and also assisting in protecting the critical
information infrastructure of the country against any cyber-related attacks. It provides the
incident management at a countrywide level. Sometimes due to some circumstances, a

CERT can help to cooperate with other foreign countries.

This emergency response unit gets involved if an organisation in the country is subject to
a cyber attack, then the nationals CERT will provide help and guidance to recover from

that attack.

4.3.1 Pakistan’s CERT

In Pakistan, there is no National CERT, but there is a National Response Centre for Cyber
Crimes (NR3C) department which deals with few features of a National CERT [46].
NR3C deals with issues related to cyber crime-related incidents. It is the government
agency which established in 2007, and it is a branch of the Federal Investigation Agency
(FTA) [46]. FIA is border control, counter-intelligence, and security agency and it comes

directly under Ministry of Interior of Pakistan [115].

The main aim of is to provide the government with the highly technical expertise in
Information Systems Security Audits, Digital Forensics, and Penetration Testing NR3C
[46]. It directly receives the relevant complaints about cybercrime incidents and also
assists the other government based agencies in their cases. According to their website, the
NR3C provides the services for Computer Forensics, Mobile Forensics, Technical
Training, Video Forensics and Network Forensics [46]. Its capabilities are restricted to
forensics issues only, but it does not provide training on how to secure system or deal

with incident handling.
The Federal Investigation Authority in Pakistan is already combating the electronic

crimes; it has suggested a Phase-III for NR3C which includes hiring new experienced

and highly technical people in the ministry [116]. They also suggested to creating new
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cybercrime divisions in the police stations which will be equipped with digital forensics

laboratories in various cities on Pakistan.

Even though the NR3C has some features of a National CERT, but it is not the National
CERT of Pakistan. It is also not a member of the global “Forums of incident Response of
Security Teams (FIRST), where every country official CERT is registered )” [117]. Due
to the lack of a National CERT in the country, a private company named “PakCERT”
started as a group of cybersecurity experts in the year 2000, and they provided some
services of a CERT to fill in the gap [118].

The National Cyber Security Council Act 2014 [119] was a draft which was presented
to the Senate of Pakistan on 14™ April 2014. It explicitly stated that a National CERT
should be established under the private and public partnership which will include the
sector-specific and different industry CERTs. The Ministry of Information Technology
rejected this Bill, and it was said to be impractical. The ministry panel which rejected the
bill issued a statement in which they stated that this bill did not address the critical issues
related to the cybersecurity such as unauthorised interceptions and personal data
protection. It shows how the decision makers think about cybersecurity and even if there

were some flaws, instead of making amendments they just rejected it.

The Pakistan Information Security Association (PISA) recently announced that they had
launched the (PISA-CERT) [120]. The capabilities of this CERT are not known because
there is no information on their website or the internet available. They say that it is
Pakistan first public CERT [120]. We also do not know if this CERT is a National CERT

or not.

Pakistan has not signed any MoUs with any country, and it has also not signed the
cybercrime convention which was also known as “the Budapest Convention” [121].
However, Pakistan is a member of APCERT which is “Asia Pacific Computer Emergency
Response Unit” [122]. Pakistan’s NR3C and PISA-CERT are also members of OIC-
CERT [123], which is a group of Islamic countries joined together to focus on
cybersecurity-related issues and share knowledge with each other. OIC stands for
Organization of the Islamic Cooperation. There are 19 Islamic countries [123] which are

members of the OIC-CERT, in which Pakistan is just a General Member, including
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Bangladesh, Iran, and Turkey. The general member means that these countries do not
have an authority to represent their countries interest. In OIC-CERT all the other countries
are represented by its National CERT’s, but Pakistan is represented by its national crime

unit NR3C and PISA-CERT.

4.3.2 India’s CERT

The National CERT of India which is called Indian Computer Emergency Response Team
(CERT-In) was established in 2004 [124]. In the Information Technology Amendment
Act 2008, the CERT-In was assigned as the national agency in India to perform these
several functions in Cyber Security [124]. The primary functions are to analyse, collect
the incidents information and to forecast incidents and alerts for the relevant parties. It
prepares emergency procedures on how to handle the situation regarding a cyber attack.

Issuing guidelines regarding the cyber incidents and much more.

India then created another CERT for the Financial sector on 24" May 2017, which is
called CERT-Fin [55]. This CERT analyses the financial sector cyber incidents explicitly.
It understands the patterns and any significant changes, then reports every cybersecurity
incident to the CERT-In. It offers policy suggestions to improve the cybersecurity of the
financial sector. It also conducts various training workshops, and above all, it has laid

down the security checklist which every financial institution in the country has to follow.

By the end of 2017, the Indian policymakers established another CERT and this time for
the Government itself. This is the third CERT which is called NIC-CERT, and the NIC
stands for National Informatics Centre [103]. This CERT’s primary role is to protect the
digital services and infrastructure of the government such as India’s e-business and e-
governance originations. As India has a Biometric National ID, which is called Adhaar
Biometric identity system, this CERT will focus on just protecting this kind of
information. Even though India created the NIC-CERT which is focusing on the
government internal IT infrastructure, in January 2018, there were reports that an online
researcher hacked into Aadhaar’s Android application, to show how insecure it is [125].
There have been many security issues before, and there were also reports that the
Aadhaar’s data can be downloaded from the black market for just INR 500 [125].
According to Elliot Alderson in this report which discovered this vulnerability said that
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this app was saving the biometric information in the local database and for generating the
password it used a random number as the seed which was “12345678” and a static string
as “db_password 123”. This was not at all a good development practice for an
organisation which is protecting the biggest biometric database in the world [125]. It
seemed that the Indian government knew that infrastructure of the Aadhar system was
not that strong and that is why only one month before this breach they established the
NIC-CERT to focus only on these platforms.

The CERT-In has even signed Memorandum of Understanding (MoU) with three of the
Asian countries to share information when there is a cyber threat, this way they can tackle
the threats far better and help each other at the time of crises. Those three countries are
Japan, Malaysia, and Singapore [126]. Later it signed more MoUs with South Korea,
Canada, Australia and Uzbekistan. It is also a member of the global “Forums of incident

Response of Security Teams (FIRST)” [117].

In 2016 CERT-In signed another MoU with Ministry of Cabinet Office of UK which is
represented by CERT-UK [126] and is also another National CERT we will compare in
this report. The essential facts which were covered in this MoU were that it was intended
to bring these two countries together and work to detect, resolve and prevent any incidents
related to cybersecurity. They will exchange information of the security policies and its
best practices. It will help both countries in improving relationships and capacity

building.

4.3.3 United Kingdom’s CERT

The United Kingdom’s first National CERT was established in 2013, and it is called
CERT-UK [127]. Before this, the CPNI was in charge of providing advice and

information on cybersecurity to the Critical Information Infrastructures of the country.

The CERT-UK is the National Computer Emergency Response Team which will focus
on the cybersecurity-related incidents [127]. It is located in London with a team of 55
[111] individuals. “CERT-UK would issue an alert and appropriate guidance in the
exceptional event of a critical national cybersecurity incident” [111]. CERT-UK is a

member of the global “Forums of incident Response of Security Teams (FIRST)” [117].
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According to the Government’s official website, this National CERT will work together
with the government, corporations and educational institutions to improve the countries
cyber capabilities [127]. The website also states the primary responsibilities of the CERT-
UK, which are to manage national cyber-related incidents, providing cybersecurity
support to the critical information infrastructure organisations, will be coordinating
directly with other foreign countries CERT and will be involved in promoting
cybersecurity through awareness and encouraging the educational institutions to offer

more courses in this field.

As CERT-UK is involved in sharing information of cyber-related threats, for this reason,
it manages the “Cyber Security Information Sharing Partnership” (CiSP) which started in
2013. CISP is sharing Cyber Security threats and guidance related information with
industry, government and the lawmakers [128]. CiSP is a free resource which has 5000

individual members and 1750 companies in the UK [128].

Even though the CERT-UK works closely with the critical national infrastructures but it
does not have responsibility for it [127]. CERT-UK is responsible for keeping a record
of all cyber incidents happening at the national level. However, there is still no effective

regulation which makes sure that all the incidents reported to CERT-UK [129].

4.3.4 Comparison

Pakistan’s NR3C is not an actual National CERT and is focused on the cyber crime-
related incidents; it lacks the essential duties of a National CERT such as incident
coordination and response. We do not know about the PISA-CERT if it is a national cert
or not because there is basically no information available on the internet. It more seems
like a CERT for PISA’s purposes only. The rejected “National Cyber Security Council
Act2014” did, in fact, stated that National CERT should be established but it was rejected
by the Ministry of IT and no further developments have been made so far for establishing
a National CERT. The Pakistani government only considers the cybersecurity related
issues seriously which are mostly the “Whistleblowing” related incidents against their

political parties [119].
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India has advanced and fully functional National CERT as it has been almost 14 years
since its establishment. India has also learned with time on how to make its CERT
capabilities better and signed many MoU’s with other countries to manage these cyber
incidents better. Even India has three types of CERTs which are CERT-FIN, CERT-IN
and NIC-CERT which are focusing on the National level, Financial sector and
Government’s digital services. The UK launched its first National CERT in 2014, and
since then they have a national approach to cyber incident management. The CERT-UK
is much more advanced and funded heavily by the government [130]. CERT-UK is also
managing CiSP, which is just sharing critical incidents information between different
entities. This show how India and the UK have improved their National CERTs and even
further developed it by establishing other departments for one specific task, such as
CERT-FIN in India for financial sector only or CiSP in the UK to share real-time critical
information. Pakistan, on the other hand, remains behind far behind these countries when
it comes to cyber incidents handling capabilities as both have a working National CERT,

but it does not.

Pakistan has not signed any MoUs with any country, and it has also not signed the
cybercrime convention which was also known as “the Budapest Convention™ [121]. India
and the UK have signed many MoU’s with other countries and even with each other.
National CERTs of India and the United Kingdom are both members of “Forums of
incident Response of Security Teams” (FIRST), but as Pakistan does not have a National

CERT, it is not a part of it.

Pakistan’s NR3C and PISA-CERT are members of OIC-CERT and APCERT, which is a
good thing as they can share the incidents information with each other and make their
network stronger. Though NR3C does not have an incident coordination functions, it is

still a part of it and seems like it is not a functional agreement with OIC-CERT.

4.4 Critical Information Infrastructure Protection

Critical Information Infrastructure (CII) has a huge part to play in an economy and society
to function properly [131]. If any cyber attacks compromise these infrastructures, then it

will have a massive impact on the country.
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Critical infrastructure can be the supply of energy, emergency services, financial services,
government services, telecommunications, healthcare, drinking water and networks
which are essentials [132] for a country to function. These types of critical infrastructures

depend highly on the Critical Information Infrastructures.

The antivirus software McAfee presented in their report of CIP in March 2011 that almost
two-thirds of CI companies find highly sophisticated malware in their systems which are
explicitly designed to compromise their systems [127]. This report shows how important

is to protect CII in a country.

Many different countries consider different sectors [133] among there -critical
infrastructure, but the most common ones remain the same. Usually, the government
assessment regarding critical infrastructure is different from everyone else. A good
example was seen in US Elections in 2016 when different strategies deployed by Russian
organisation to interfere [6] with the elections. Since then the Elections in the United

States is classified [134] as critical infrastructure.

The Critical Information Infrastructure (CIIP) analysis is based on the model mentioned
in the research [135] of Dan Assaf. These models are of the critical information
infrastructure protection (CIIP). Figure 5 shows how a degree of government intervention

can change the classification of government control.

Command Delegation to Voluntary
And - Agency + Self-
Government Delegation to 54 Enforced .
Ownership Control Agency Negotiation Self- Regulation
Regulation | Market |
A B C D E F G
More Interventionist Less Interventionist

Figure 5 [135]

The CIIP is controlled and wholly owned by the government in the level A (Government

Ownership) on Figure 5 and is the most interventionist option. In the first three levels A,
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B, and C the government intervention is more, but in the level D, the public institution
consults with the private institutions before setting any standards regarding CIIP. More it
goes towards the G level (Market), it is partially controlled by the government and by the
private sector. At level G, the CIIP’s is controlled by the private sector only, and every
enterprise has their CIIP policies. There are few limitations in this model as it only
measures how much influence does the private or public sector has but it does not show
if the country has executed a cybersecurity strategy or not. The government of each

country has their own choice of regulatory arrangement s regarding the CIIP’s.

4.4.1 Pakistan’s CIIP

Pakistan does not have a government department for protecting its Critical Information
Infrastructures. There is no defined list explaining which infrastructures are the official

critical information infrastructures of the country.

The only thing which is related to this is under the National Cyber Crime Law which was
called Prevention of Electronic Crimes Act, 2016 [40]. In this Act under the “Crimes
Against Information and Data Systems, and Cyber-Terrorism” section it is mentioned that
there are set of penalties if the crime is related to unauthorised access or modification
with the data or information system. It also stated that this data or information is
connected to the critical infrastructure of the country; then harsher penalties will be
applied [136]. It shows us that even though there is no separate department but the country
still considers its critical infrastructures as an essential entity and there is definition to

protect them.

The Act also focusses on the crime related to cyber-terrorism. It stated that if any crime
is connected to the critical infrastructure of the country, then it will be considered as a
cyber-terrorism. The punishment can be a fine up to 5 Million Pakistani Rupees or up to

14 years in prison or both [136].

Pakistan is a nuclear state, and due to its significant geographical position, there are
constant attempts of cyber attacks on the critical information infrastructure of the country
[137]. There is no department such as CIIP, which will have direct communication with

the CII’s and then regulate the security checks on them.

50



In 2016 one of the Indian cyber security organisation claimed [138] to have hacked into
Pakistan’s military infrastructure, which is part of CII. They publically announced that
they could destroy the military infrastructure of Pakistan if Indian government gives them

a green signal [137].

According to Pakistan’s Infrastructure report, almost 40 percent [139] of the CII’s are
controlled by the private sector which means the majority is under Public sector and the
government has more intervention in Figure 5. It shows that Pakistan will fall into Level
C which is “Delegation to Agency”. On this level, there is a strong influence of the
government on the regulation and monitoring of these infrastructures. Even though there
is no such department but the government is still keen to protect its CII after finding out
that NSA was spying on Pakistan’s communication networks both civilian and military

in various leaks by Edward Snowden [137].

4.4.2 India’s CIIP

India has a proper protection centre for CII, and it is called “National Critical Information
Infrastructure Protection Centre” (NCIIPC). It came under the “Information Technology
Act” 2008 and was created in 16" Jan 2014 [140]. It was placed under the National
Technical Research Organisation (NTRO) to initiate countermeasures and coordinate
with other security agencies at the same time [141]. It started with many sectors but now
reduced to 5 main areas [142] of the CIIP. These include Transportation, Energy sector,

E-governance, Banking and all the financial institutions such as Insurance.

The primary objective of this centre is to identify and protect the national critical
information infrastructure of the country. It gives early warnings of a threat and shares
information with the specific departments. It is also involved in creating policies,
vulnerability assessment, undertaking research, organising training and awareness

programs and much more [140].

In Figure 5 India falls under level D “Delegation to Agency plus negotiations” because
its CII’s are almost the same number in public and private sector. It means that both

sectors have an equal say in making and enforcing policies.
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In the Information Technology Act India defined its CII as “computer resource, the
incapacitation or destruction of which, shall have a debilitating impact on national

security, economy, public health or safety” [143]

India believes that its NCIIPC department will involve private and public organisations
and work together to secure its infrastructures. This department requires active
cooperation between the government and the industry, and it should not be just NCIIPC
task to protect the ClIs but it should be a shared collaboration, and all the stakeholders

should be involved in this.

4.4.3 The United Kingdom’s CIIP

The United Kingdom has 13 national infrastructure sectors, but not all are considered to
be critical infrastructure [144]. According to the government, only those sectors are
critical, the loss of which will result in severe consequences on social or economic, or

even loss of life [144].

The UK’s primary department to protect all the computer systems infrastructure is
National Infrastructure Security Co-ordination Centre (NISCC) which was merged into
departments to create a country’s dedicated CIIP. It was named “Centre for the Protection
of National Infrastructure” (CPNI) and is formed on 1% February 2007 [145]. It has
partnerships with Security Services and CESG [146].

The primary objective [147] of the CPNI is to reduce the vulnerabilities and protect the
critical organisations so they will not fall quickly in the hand of a terrorist or be part of
espionage. It has substantial agreements with the critical infrastructures which are
controlled by the private sector. It created an environment where both parties can trust
each other and share information for their benefit. It has direct relations will all kind of

professional service organisations and government departments.

The significant part of the UK’s ClIs are owned privately [148], which means according
to Dan Assaf’s method in Figure 5, it falls into the level E “Enforced Self Regulation™.

Enforced Self Regulation means that government does not have direct control, but it still
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plays a part in coordinating with the private sectors to achieve better policies. The private
entities first develop the policies and then send it to the public sector for its approval and
then it is implemented. The CPNI is actively consulting with the academia and the private

sector to work together actively and advice on how to secure its CII [149].

Some reports suggest that the public and the private sector in CI have different priorities
regarding cybersecurity because the government wants to invest more into security and
restore the services as soon as possible after an incident, but private sector thinks
differently [148]. As the government wants the private CI organisations to invest more
and follow the proper services restoration guideline in the event of an attack [148] but
mostly the private organisations are focused on maximising profits, and they will cut cost

where ever they think it is feasible.

4.44 Comparison

Pakistan does not have an official description, and a list of critical information
infrastructures as the CIIP authority usually creates these and Pakistan has not established
it yet. The United Kingdom (CPNI) and India (NCIIPC) both have a separate department
which is focused on protecting its critical information infrastructures, but in Pakistan,
there is no such department which makes it more difficult to tell how effectively the CII’s

are secured.

We saw an example of how vulnerable Pakistani critical infrastructure as Indian Cyber
Security Company quickly got access to their military infrastructure. If Pakistan does not
think clearly about this issue, it could end up losing sensitive information. So far it only

has a critical infrastructures definition of cybercrime.

The UK’s CPNI is actively consulting with the academia and the private sector to work
together actively and advice on how to secure its CII. It shows that the government is not
just dictating but is interested in listening from the private sector and then designing the

policies to protect these CII’s.

Dan Assaf’s model shows how to classify a country between its public and private

partnership. Government intervention is necessary because government’s goal is to
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protect the whole country and if one cyber attack on a CII can disrupt the countries daily
function, then it will do anything in its power to avoid that. The private sector is more
focused on profit-making. If any extra security measure has a high cost of expenditures
which reduces profit, then they might try to avoid it. That is why the government should
work with the private sectors and then set the guidelines to protect these CII. We can see
from the analysis that according to this model in Pakistan, the government has more
influence on the CI compared to India which has both same influences in making and
implementing security policies. The UK’s majority of CllIs are controlled by the private
sector which means the government has less influence in making and implementing

policies.

4.5 Cyber Security Education and Awareness

Cyber Security is the most critical areas of studies these days. It focuses on dealing with
threats analysis, detection and mitigation of the systems which protects from the hackers
who use these inter-connected networks to conduct several attacks. To deal with these
incidents the government and industry require professional security experts in this field.
There are many cybersecurity awareness training programs offered by the government.
The cybersecurity awareness programs, certifications and academic programs offered by
the institutions or universities in Pakistan will be compared with the United Kingdom and

India.

4.5.1 Pakistan’s Education & Awareness on Cyber Security

Pakistan has only one university which is offering a post-graduate level program in Cyber
Security which was also recently introduced [150]. Otherwise, there was no university in
Pakistan offering a fully detailed program in Cyber Security. It only has been offering
programs in Information Security in hand full of universities. Information security is a
much more general degree, and it only has some fundamental parts of cyber security such
as Cryptography, Reverse Engineering, Malware, and Forensics. There are no
comprehensive courses offered by Universities in Pakistan which will focus just on Cyber
Security. Few universities offer “Cyber Warfare” courses, but this is more related to

military [151].
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The top 5 universities in Pakistan do not offer any cybersecurity programs in post-
graduate or PhD level. There is only one university named National University of
Sciences and Technology (NUST) which offers MS and PhD in Information security
[152]. This program does look good as it has subjects like computer, network security,
and cryptography but this is only available in their Military College of Signals, and the
whole focus is at the advance military level. Some lower-ranking universities also offer
either some subjects of computer security degree, but a country, with a population of 200
million people, this is still very low. Overall to conclude only one lower ranking
university is offering Masters in Cybersecurity, another one is offering a degree in

Information Security but which is limited to military students only.

There are only a few professional training institutions in Pakistan which are providing
certifications in information security such as CISSP [153]. CISSP stands for “Certified
Information System Security Professional”. Some of the training initiations offer
Professional Ethical Hacking Courses [154]. PakCERT, a private security experts team,
offers training for corporates customer on Ethical Hacking, Penetration Testing, CISSP,
Digital Forensics, “Information Security Management Systems” implementation and
Security Risk Management [118]. SKANS School of Accountancy is offering “Certified
Information Systems Auditor” (CISA) certification [155].

From the year 2014 to 2017 the NR3C conducted basic cybersecurity awareness training
in Pakistan for almost 12,458 individuals which included candidates from all sorts of
backgrounds [156]. “Information Security Association Pakistan” (PISA) in Pakistan is
also conducting some Cyber Security Awareness seminars. PISA is a non-profit
organisation which improves the professional expertise of its members by providing

publications, educational forums and other training or seminars.

In Pakistan, there was an initiative taken place “Cyber Secure Pakistan” in end of March
2018, which was a conference to talk about issues in cybersecurity [157]. The primary
objective of this conference was to establish a coordination centre, and it aimed to train
and educate both public and private sector so they can eventually protect themselves from
cyber threats. Also in this conference, the girls and women in Pakistan were introduced
to the cyber laws, which explained what their rights are and how they can report

cybercrime to the law agencies.
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4.5.2 India’s Education & Awareness on Cyber Security

Even a developing country such as India is trying to catch pace with these developed
countries and has quite many universities which are offering some specialisations and
programs in Cyber Security. These programs are available from undergraduate level to
PhD. According to India’s university programs search website, there are 40 Masters
degrees, nine undergraduate degrees and offered in cybersecurity or subjects related to
cyber security in India [158]. Masters in Information Security offered in some universities
including “Indraprastha Institute of Information Technology” which is one of the good
universities who have their institutes in different parts of India [159] There is also one
university named Amrita which is offering PhD in Cyber Security Systems and Networks

[160].

There are a vast number of certifications offered in India for professional people. These
certifications are CompTIA Security+ offered by CompTIA [161], CISM and CISA
offered by ISACA [162], CISSP and SSCP offered by ISC [163], Certified Ethical Hacker
(CEH) offered by EC-Council [164] and GIAC Security Essentials” GSEC offered by
GIAC certifications [165].

India has a separate government department for which is called Information Security
Education and Awareness (ISEA) [166]. The government approved to develop ISEA in
2005 and completed in 2014. Now, this is in the phase 2 stage already. ISEA focuses on
Cyber Security Training, Awareness and Education and according to its website almost
11831 candidates have been educated, they have conducted awareness campaigns among
62043 individuals and trained almost 4567 candidates so far. These candidates include
people from all kinds of backgrounds and cultures. India even has very cybersecurity
information and awareness website for all kinds of people which is called
“www.infosecawareness.in” which is established by “Ministry of Electronics and

Information Technology” [167].

It recently joined Israel to improve its research regarding cybersecurity by working
together. According to Israel, India’s market on cybersecurity will reach up to 1 Billion

US Dollars by 2020. India has also made such agreements with Singapore and Malaysia
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for creating awareness regarding cybersecurity and doing research and development

together [151].

India also conducts a Cyber Security Summit (SECURE) every year, which started in
2014 and in March 2018 it was its 5™ time [168]. This summit is the most significant
networking event in India, and here they talk about different issues on cyber security and
how to solve them. There is also a cybersecurity conference held every year since 2016
[169]. It is another networking even where private, and public sector can sit together and

talk about different issues.

4.5.3 The United Kingdom’s Education & Awareness on Cyber Security

In the United Kingdom, the National Cyber Security Center which is a part of GCHQ has
a brand named “CyberFirst”. It is responsible for supporting the development of the
countries new generation of cyber experts. They have courses for 11 to 17 years old, and
competitions are held to develop the interest of the students from an early age [170].
According to the NCSC website, there are 25 Masters degrees and multiple certifications
offered at various universities in the UK, which are certified by the government and this
department. These NCSC certified degrees help the educational institutions to attract
hard-working students from all over the world. The employers are benefited by this to
hire talented people as well as improve the skills of their existing employees [171]. There
are almost 23 PhD opportunities for students to have four years Doctoral Training
programs [172]. Some of these programs offered by top universities are such as

University of Oxford or University College London.

Apart from the certified programs the government is also offering scholarships to attract
those high-quality students which could not afford to study otherwise. One of the
prestigious scholarships is “The Arkwright Scholarships™ [173].

In the United Kingdom, there are multiple certifications one can do in cybersecurity.
There are various training centres present in the UK for these professional certifications,
and these certifications are security training for HR, CISA, CRISC, CISM, CompTIA+,
SSCP, CISSP and some more [174].
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The best of all is the NCSC has developed a “Cyber Discovery” platform which is an
interactive and fun learning program designed for the young generation to learn necessary
skills and then enter into the cyber security profession [175]. They only target the student
from age 10 to 13 years who have access to the internet, and there are no prerequisites
required such as knowledge about computer sciences. The program divided into four
phases which are CyberStart Assess, Game, Essentials and Elite. Only the top students
can enter the final stage which is CyberStart Elite, and it provides direct mentoring, future
training and opportunity to participate in competitions [175].

The NCSC also introduced the CyberUK Event, which is held every year since 2017
[176]. These events are “Government’s biggest and most influential 14 and Cyber
Security event to date” [176]. The first one was hosted only five months after the NCSC
was established. The CyberUK “include the Government’s IA and Cyber Security
Flagship event, which for the past decade has been the principal vehicle for engaging
with 1A and Cyber Security leaders” [176]. It has various kinds of workshops, Streams to

share information, Spotlight talks, engagement for an audience and much more.

For awareness purposes regarding the Cyber Security, the UK government launched
Cyber Streetwise and Cyber Essentials Programs [110]. These programs helped the small
to medium size businesses and organisations to be fully aware of the cybersecurity. The
government also started working with the Internet Service providers (ISP’s) to educate

the citizens on cybersecurity.

4.5.4 Comparison

Pakistan has not made any effort to build a capable team of Cyber Security professionals,
and the result is that there are not enough technical people who actually understand the

importance of the cyber threats and deal with them correctly [119].

PISA in Pakistan is also conducting some Cyber Security Awareness seminars. Even
though this is a good step forward, but they do not focus on younger generation by giving
them fun training and incentives to join this profession. PISA held the first cybersecurity
conference in Pakistan in 2018, but in India, there has been cybersecurity summit and
conferences happening for many years. The United Kingdom also has CyberUK

networking event every year.
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In the United Kingdom, there are many workshops and seminars where it is attracting
students from the very early stage by offering activities, incentives and scholarships to
build their interest and train them at the same time regarding cybersecurity. Even if these
students do not want to pursue this as a profession, they will still be able to protect
themselves from phishing or other kinds of social engineering attacks. The UK
government is aware that if the general population is educated enough, there is less chance
of someone making a mistake and accidentally give access to hackers or fall for some
money schemes which will later end up giving his or her access to all the sensitive
information. In India and Pakistan, their focus is mainly on the professional people, and

they do not concentrate on the young generation at all.

India is offering 40 Masters and 1 PhD level programs in Cyber Security, but in Pakistan,
only one university is offering a post-graduate level program in Cyber Security which
introduced recently. Otherwise, there was no university in Pakistan offering a fully
detailed program in Cyber Security. In the UK there are 25 Masters and 23 PhD level
programs offered by the universities and which are backed by the National Cyber Security
Center. Even though India has many Masters level programs offered in cybersecurity,
there is no official body like in the UK which certifies that these programs are authentic.
A student will never know the quality of education in India and Pakistan, but in the UK
if it is certified by the NCSC, that means this program is authentic.

India and the United Kingdom has a vast number of training institutions which are
offering many professional cyber security certifications in their country and compared to
Pakistan there are only few training institutions which are offering these certifications,
and from their website, they do not look very professional. Pakistan also does not have
any separate entity which is responsible for undertaking the Cyber Security training,

awareness campaigns and education like ISEA in India.
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5 Recommendations

There are three kinds of countries. The first one has published its National Cyber Security
Strategy twice already such as the United Kingdom. The second one has published its
National Cyber Security Strategy only once such as India, and the third one is which has

not yet published anything yet such as Pakistan.

Pakistan does not have a National Cyber Security Policy so far; there is no National CERT
established, it does not have a CIIP authority or a Data protection policy. The only thing
it has is cybercrime legislation and a cybercrime centre which deals with cybercrime
related incidents only. Also, only a few universities are offering education both on a

professional and academic level in the country.

Pakistan should establish a National Cyber Security Strategy as soon as possible and then
establish the primary institutions and determine the national level role and

responsibilities.

Pakistan did pass a Prevention of Electronic Crimes Act (PECA) 2016 and established a
cybercrime unit (NR3C) which is the right step towards cybersecurity, but the PECA has
had many criticisms both local and international forums. Policy makers in Pakistan should
focus on improving the privacy of the citizens by this cybercrime law and also introduce
data protection laws. It should consider joining the Budapest Convention and other
multilateral or bilateral treaties on cybersecurity as they can share latest’s technologies
and information for making systems more secure against cyber attacks. The NR3C and
PISA-CERT are also performing some parts of a National CERT, but a National CERT
should separate from the cybercrime units, and all the objectives and capabilities should
be made public. The country should focus on the development of National CERT like in
India and the United Kingdom, which not just focused on the intelligence side but should
improve its capabilities in incidence handling and response to protect the CII and in future
a National Cyber Security Strategy. The way things are progressing in the world right

now regarding cyber security the time is now to focus on this otherwise it will be too late.
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Pakistan should create a security expert group. This group will conduct a security analysis
on the Critical Infrastructures and come up with the definition, potential critical sectors
and then identify the common security problems. This report will be a guide for the
decision makers to make decisions and regulating the framework. As compared to other
countries it should establish a CERT in Finance which will focus on protecting the
financial sector from the cyber threats like India has CERT-FIN and the UK has

ActionFraud. Later it should focus on the energy sector and other ClIs.

Pakistan’s government should focus on the academic level and should work with the
institution systems to offer more programs in cybersecurity. The Higher education
commission (HEC) should certify the best cybersecurity programs offered in these
universities and set up a system that if someone graduate with these certified degrees,
they will be given a specific job position in the government. Focusing on younger
generation luring them into this profession by giving them incentives and scholarships.
The government should also focus on inviting more professional training institutions in

the country, which will offer better quality certifications in the country.
Pakistan should have a separate cybersecurity training and awareness entity which

focuses on awareness and set up training workshops like India has Information Security

Education and Awareness (ISEA) department.
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6 Conclusion

Pakistan has not taken cyber security very seriously all these years and that it is because
of its political situation in the country and late adoption of technology. There is massive
corruption in the government departments. While finding information about these three
countries, it was hard to find much relevant information for Pakistan. It shows how

serious the country is regarding cybersecurity.

Pakistan has the lowest ranking in Corruption Perceptions Index 2017 as well as in Global
Cybersecurity Index 2017 compared with the United Kingdom and India.

India had a 1217% increase in internet users in only ten years from 2006 to 2016.
Compared with Pakistan it was only 273%, and the UK had 44% increase. 70% of the
population in the UK was already using the internet in 2006, but in India, it was 3% and

6% 1in Pakistan.

The National Cyber Security Policy and its proper implementation is still incomplete in
Pakistan. It also does not have a National CERT which mainly deals with incident
handling and response and is not under the intelligence agencies. The Senate defence
committee in 2013 announced that they would publish a National Cyber Security strategy
and establish a National CERT named PKCERT, but there has been no progress on that

so far.

The country is still at the very early stages when it comes to the issues related to
cybersecurity when compared with India and the United Kingdom. If the country is facing
massive attacks on its critical national infrastructure, there is no authority assigned for

the protection of these Clls.

The definition of personal or sensitive data does not exist in the country because there are
no defined data protection laws in Pakistan. The Electronic crime bills are introduced, but
it does not seem to be working effectively as the reported crime rate is still going higher
in the last few years. Cyberlaw agencies should actively fight the problem with cyber-
crime. In Pakistan’s Electronic Transactions ordinance 2002, it was stated that the

government would establish a data protection authority and legislation for the privacy of
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its users, but so far even after 17 years, there has been no data protection authority

established or regulation for the data privacy improved.

Cyber warfare is the most critical issue in the world right now. It is a new kind of
innovative war. Countries are investing in it heavily to make a steady force for the
protection of their cyberspace. India and Pakistan should work on a policy to access, share
and protect their information. Every country is still trying to understand the underlying
attack and defence strategies of cyberwar. The reasons why this is difficult to understand
is because there have not been any significant cyber wars between nations. It is still
complicated to trace back where the attack originated and who was behind it. The
dynamics of the cyber war are so technical and complex that they cannot be related to the
conventional methods of the warfare. Like the cyber attack in Ukraine mentioned before,
the government has some speculation on who was behind it, but nobody can say for sure

as there is no proof.

All the developed nations are planning for the future and investing in education on cyber
security such as the USA has various scholarships programs for all sorts of people and
UK for Artwright Scholarships. The reason behind this is to fill those gaps in every sector

where these cybersecurity graduates will work and make the infrastructure stronger.

We have also seen from the Aadhar’s system data break as an example in India, a simple
mistake or carelessness can make huge systems vulnerable. This example is notable
because it teaches us that even if India developed a CERT just for this platform, they
could not do anything if the developers are not aware of the security risks. Developers
are usually focused on making things work. Before any new feature is introduced, it
should go through the security check during the quality assurance process and only then

it should be released to the public.

Both underdeveloped countries, India and Pakistan are working to improve their
cybersecurity policies and compared to the developed nation which is the United
Kingdom; they are still far behind. India is still far better than Pakistan and is heading in
the right direction. Pakistan should follow India’s footsteps in publishing National Cyber

Security Strategy and setting up essential institutions.
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To conclude, needs to sign related treaties with other countries and implement a
nationwide cybersecurity strategy. If Pakistan and India will not coordinate and due to
their political situation, it is expected that the new arms race will originate in the
cyberspace, that is why it is essential for both countries to leave their differences behind

and help each other to fight the cyber threats together.
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