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1 Introduction

As well as many other areas of public sector reform, the development of eGovernment is
confronted with many imperatives for designing processes and information systems to
achieve high acceptance among the users. User-centricity. Availability. Security. Some
of these imperatives are straightforward and easily understood, drawing on practice and
digital experiences from the private sector. Some of them are, however, highly obscure

and require contextualization.

The experience of digital public services in some member states of the European Union,
particularly of Estonia, shows that there are principles in digital administrative service
provision that endorse use and satisfaction with electronic government. Due to the fact
that adhering to them promises efficiency and effectiveness gains in public service
provision, national eGovernment projects try to integrate these best practice solutions.
Moreover, they are supported by and promoted on the European Union level, as their
implementation in the national contexts contributes to the establishment of the Digital
Single Market. One of such principles is the Once-only principle, seen as a strategic

building block in the development of the Single Digital Gateway.

Indeed, requiring citizens to supply the same data to public administrations only once
with the potential for being reused in providing other government services, the Once-only
principle reduces the bureaucratic burden associated with public services. However, being
appealing in its implementation it raises several concerns. Identifying requirements,
which need to be fulfilled in different national contexts in order to achieve the necessary
level of administrative integration, is complicated. Simultaneously, administrative reuse
of data is often associated with losing transparency of data handling, which raises privacy
concerns. Such an image of a digital administration that processes citizen data in an

obscure manner is especially critical in privacy-sensitive society, such as Germany.

One of the ways to address this issue is to implement privacy-sensitive administrative
processes and information systems, which ensure privacy protection by design, also
known as the Privacy by design principle. This notion has long been debated in the
German public discourse, being often brought up by the Data Protection institutions as an
essential element of the German eGovernment. Nevertheless, its fundamental

requirements remain as unclear to practitioners, as in the case of the Once-only principle.

This thesis has taken up a two-fold objective of addressing these issues. On the one hand,
this work aligns the implementation of the Once-only principle with privacy sensitivity,
bringing together the introduction of the Once-only and the Privacy by design principles.

On the other hand, this work strives to achieve a profound practical understanding of the



two high-level supra-national principles in the national context of Germany. Thus, the
ultimate goal of this research is to bring together the operational meaning of the two
principles and align their implementation to demonstrate the possibility for greater

acceptance of digital public services.

In order to achieve this goal, the author will be utilizing the methodological framework
of design science research. It means that the author will, drawing upon scientific
contributions, 1) identify a practical problem and motivate the required solution. This will
be achieved by analyzing the existing eGovernment infrastructure and strategy in
Germany. Furthermore, the author will 2) provide further details on the methodological
underpinnings of this work, including the methods used for the solution development. In
what follows 3) the objectives for the solution will be defined by conducting a literature
review on the OOP and the PbD. These requirements will be presented, as they appear in
the EU and national regulation in Germany in order to frame further development of the
artifact and delineate the set of regulatory documents addressed. Then, 4) the artifact will
be developed. The desired outcome is to create an architectural blueprint of the OOP and
PbD implementation in Germany, which addresses the previously identified
requirements, fulfilling the two principles. Following the blueprint development, the
author will 5) demonstrate the application of the architectural blueprint through selected
administrative procedures. Finally, 6) the limitations of this work and the solution, in
particular, will be discussed. The author will then conclude by outlining the research

agenda on the topic and in relation to the developed artifact.

In addition, it is worth highlighting that the understanding of principles in this work is
grounded on the research from the area of public administration, seeing them as a
regulatory mechanism, requiring compliance with. Thus, this work builds on the German
national and EU-level regulatory underpinnings of every requirement, fulfilling the
implementation of the Once-only and the Privacy by design principles. This circumstance

defines the method selected for the artifact development - the legal specification method.

Finally, the developed solution will be utilizing the already existing eGovernment
infrastructure and strategy in Germany. Nevertheless, while this thesis is drawing on
conclusions from the previous empirical research, which accompanied EU-level
eGovernment projects, related to the implementation of the Once-only principle, the
notion of the One-stop government portal will be introduced additionally. Research
findings and the EU regulatory requirements point out that the OOP has been viewed as
an inherent part of the OSG concept, with the citizen using a single portal to request
administrative services. Thus, this work proceeds with suggesting an OSG interface for

Government-to-Citizen interaction as a future direction for the OOP implementation.



2 Research Background: OOP and PbD in the German eGovernment.

2.1 Effective eGovernance with OOP and PbD.

Building eGovernment, which promises higher internal efficiency of the public sector and
increases the quality of services provided to citizens and businesses, has been one of the
highest strategic priorities along with the development of the EU Digital Single Market
(European Commission, 2016a). Moreover, eGovernment has proven to be capable of
unlocking a single country’s economic and societal potential, while “being integrated into
governments’ modernization strategies” (European Commission, 2016a). However,
striving to reduce administrative burden and increase transparency in communication
between citizens and businesses and public administrations by applying digital
technology, governments of all administrative levels often face challenges.
Implementation of eGovernment practices crosses as a red line through different spheres
of public sector services - from legal to processual, to technical. Thus, building
eGovernment is not an easy effort, and issues, encountered along these processes can be
both similar among countries and individual and, therefore, cannot always be solved,

relying on high-level principles or best practices.

Public e-services development in the EU context has proven that the success factors of
eGovernment efforts cannot be defined solely by vast economic and infrastructural
potential. Neither does the use of digital technology define usability and eagerness to use
online public services as an alternative to traditional public-private communication
channels. According to the recent evaluations of the EU eGovernment Benchmark, for
instance, “Germany’s relative indicators show a country with almost all environmental
characteristics (User characteristics, Government characteristics and Digital context
characteristics) in line with the European average” with the quality of government actions
exceeding the European average (European Commission, 2019). According to the
analysis of these characteristics, one could see Germany as a front-runner in digital
government solutions and service provision (European Commission, 2019). Nevertheless,
Germany is still underperforming in Penetration and Digitization, understood in the
eGovernment Benchmark study as an outcome of non-consolidated and unexploited
eGovernment services. Such condition requires policies, targeted at “increasing the
number of citizens using online services and the level of the back-office and the front-

office digitization” (European Commission, 2019).

Although the reasons for low levels of Penetration and Digitization in German
administrations are not specified in the eGovernment Benchmark study, there have been

numerous independent research efforts, focusing on challenges of the German public e-



service development. In order to address them, the current government has taken a
strategic stance towards eGovernment implementation by confirming its commitment to
put eGovernment tools in place in the Coalition Treaty (Stocksmeier et al., 2019).
Moreover, in order to stir digital public services development efforts on all administrative
levels, the current government adopted the regulation on Online Access (Online Access
Law - Online-Zugangsgesetz (OZG)), which requires administrations of all levels to

enable 575 digital government services by 2022 (Onlinezugangsgesetz — OZG, 2017).

This regulation suggests not only that the range of public services available online will
be increased for the convenience of citizens (Riischer, 2017). The OZG-implementation
with a 2022 target aims at increasing local and state government efforts in digitalizing
their services and processes, as well as coordinating the set-up of online access among
multiple stakeholders, embracing government-to-government (G2G), government-to-
business (G2B) and government-to-citizen (G2C) interactions. Thus, with the adoption
of the Online Access Law the German government takes action towards increasing the
availability of online services, exploring the online potential of public administrations

and ultimately improving country’s performance on the front-office digitization.

Furthermore, the OZG is providing a basis for linking service portals of different
administrative levels together. The administrative portals, providing interfaces to online
administrative services, will be connected in an integrated portal network
(Portalverbund), which lays the national ground for the creation of the EU-wide Single
Digital Gateway (SDG) (Das Single Digital Gateway der Europdischen Union, n.d.). The
Online Access Law is, thus, intended to provide the basis for building e-government
services, based on EU- and Germany-wide reference architectures, principles and
governance models. One of such principles that government e-services are expected to be
built upon is the Once-only principle (OOP), which has been formulated by the European
Commission in the eGovernment Action Plan 2016-2020 (Stocksmeier et al., 2019). The
implementation of the Once-only principle, or the non-recurrent sharing of personal
data and information by citizens and its reuse by government authorities, has been
part of the administrative agenda in Germany for several years, as it promises advantages
to implement truly seamless digital public services (Digitale Verwaltung und offentliche
IT, 2018). It embraces all channels of data exchange, including those between different
administrative bodies (G2G), as well as those in communication with businesses (G2B)
and citizens (G2C). Aligned with previous projects on building digital administrative
services solutions and being applied to existing authentication methods, the Once-only
principle could, therefore, facilitate data collection and sharing (Krimmer et al., 2017b)

and boost Germany’s performance in the digitization of back-office.



Unlike dealing with digitization, when it comes to penetration and increasing the number
of citizens, engaging with digital administrations, it is vital to focus on the government-
to-citizen context (Akkaya & Krcmar, 2018). According to research, conducted by
Akkaya & Krcmar (2018), who have been studying concerns of citizens regarding the
introduction of eGovernment in the DACH region (Germany, Austria and Switzerland),
one of the most important challenges posed to the digitalization of public services is
related to privacy and data protection. These concerns are growing even more in the
context of enabling cross-border services, which directly impacts the implementation of

the Once-only principle (Akkaya & Krcmar, 2018).

While Germany is considered to be highly advanced in ensuring the respect for privacy
of its citizens and was the first country to define data protection in the sense of
“information self-determination” in its regulatory landscape, privacy concerns are still
viewed as an obstacle to digital service provision (Cavoukian, 2011). German Data
Protection Commissioner in 2003-2013 has seen an effective way of overcoming these
obstacles in “developing clever technical solutions, incorporating them into systems and
examining very early in the planning process whether and how to limit the amount of
personal data to the absolute minimum necessary” (Cavoukian, 2011, p. 6). Besides, a
recent communication from the German Data Protection Committee has been calling
upon fulfilling the provisions of the Online Access Law on the national, state and
municipal levels with greater respect for “Privacy by default and by design”, which also
focus on data minimization (DSK, 2017, p. 761).

Although not meant to solely tackle difficulties, remaining on the road towards fully
functional eGovernment, the Privacy by design principle has been finding its application
in European eGovernment projects, as prescribed by the EU General Data Protection
Regulation (GDPR). These include several projects in the German context, where the
respect for personal data has been entrenched into information systems from the design
stage through the application of the blockchain technology in digital public services
(Sichere Losung fiir Biirgerkonten nach dem Once only-Prinzip, 2018).

Especially vital the issues of use and exchange of sensitive identity-related data become
against the background of delivering seamless eGovernment services, such as One-stop
government and No-stop government portals and services. Just like in the supply chain
management in the private sector, One-stop government portals require great
coordination and cooperation efforts, which in their turn need to consider legal provision
data protection laws as well (Otjacques et al., 2007). Therefore, while considering OOP
and Privacy by design implementation, public sector organizations should take into

account both organizational and cooperation processes among each other, which puts the



problem of implementing OOP and PbD into the category of principles’ alignment,

discussed in the following section.

2.1 Challenges of OOP and PbD in the European and German Perspectives.

All in all, the regulatory and policy actions of the German government are recently
targeting a robust buildup of the public e-services based on digitizing G2G, G2B, and
G2C communication and transaction channels. These actions aim to embrace the EU-
wide initiatives on cross-border eGovernment services and the existing regulatory
landscape and technical infrastructure on the national level, which includes, but is by no
means limited to the Once-only and Privacy by design principles. Mainly, the Online
Access Law's implementation until 2022 aims at embracing the notion of Single Digital
Gateway in connecting federal, state, and municipal service portals, while safeguarding

security and privacy of personal data:

“In order to enable the lawful ... exchange of evidence and information by means of the
Union-wide application of the ‘once-only’ principle, the application of this Regulation
and the ‘once-only’ principle should comply with all applicable data protection rules,
including the principle of data minimization, accuracy, storage limitation, integrity and
confidentiality, necessity, proportionality and purpose limitation. Its implementation
should also comply fully with the principles of security by design and of privacy by
design, and should also respect the fundamental rights of individuals, including those
related to fairness and transparency” (Council Regulation (EU) 2018/1724, 2018, p. 9).

Certain doubts, however, exist regarding the practical application of these two high-level
eGovernment architecture principles, which results in unclear policy actions on the local
level. The preliminary results of the MonLightGrid project in Monheim am Rhein in
North-Rhine Westphalia, which is considered to be a frontrunner in digitizing municipal
services in the state, provide a bright example of such lack of clarity. In Monheim further
digitization of municipal services is held back by uncertainty regarding privacy
compliance, and the project managers call upon a better understanding of the OOP-
implementation with regard for Privacy by design in developing OOP-driven municipal
services (Project MonLightGrid, 2019).

Although reference architectures regarding the implementation of the Single Digital
Gateway have already been designed throughout the ISA? Program (European
Interoperability Reference Architecture and the OOP Reference Architecture), their scope
is highly focused on the cross-border availability of administrative services in the EU.
Moreover, their regard for privacy concerns and the respective regulation is minimal and

focused on the required efforts from the side of the private sector (Common architecture



for the Single Digital Gateway, 2017). Thus, these projects fail to explicitly address
privacy concerns in the eGovernment implementation, as well as miss out on national
specifics, both regulatory and technical, which puts limitations on their applicability in

the national context.

Moreover, the issue of the OOP-enabled Single Digital Gateway implementation in line
with Privacy by design remains mainly unaddressed by scientific research. Kalvet et al.
(2018) point out three significant hindrances to the implementation of the Once-only
principle, noted within the course of the TOOP project (Krimmer et al., 2017a). Firstly,
“the implementation of the OOP needs to follow the principle of accountability, i.e.,
ensure all participants’ awareness of their obligations and the right to restitution of
damages caused by noncompliance” (Kalvet et al., 2018, p. 3). Secondly, “according to
the principle of justice, the OOP solution must ensure the right to recourse for the persons
relying on the OOP and include appropriate enforcement mechanisms” (Kalvet et al.,
2018, p. 3). The authors conclude that it is the legal contradictions that are perceived to
represent a danger to the Once-only sharing of citizen data, highlighting, in particular, the
respect for underlying privacy regulation, which requires implementers to proceed with

caution and establish corresponding safeguards (Kalvet et al., 2018).

This problem is pointed out by the researchers of the Fraunhofer Institute, who listed all
advantages and disadvantages of the eGovernment service delivery based on the Once-
only principle. The two major concerns listed are 1) the increased need for standardization
and implementation of related interfaces for data exchange; 2) data protection related

concerns (Fromm et al., 2015).

Similar concerns are raised by Akkaya & Krcmar (2018), who, in their study of the OOP-
implementation in the DACH countries, highlight high privacy concerns in the German
context. They indicate the need for further research on mitigating risks of rollbacks by
addressing data protection regulation in the context of OOP-implementation (Akkaya &
Kremar, 2018). Digging deeper into the context of Germany, Schallbruch (2017) finds out
in his research that “the majority of respondents would not be ready to save their
government documents or private documents on a citizen portal, on which some
government authorities would have access to. Although we have explicitly stated such an
access would only be possible in case of an explicit consent of the person, the majority of
respondents stated that they would not feel comfortable storing private documents on a
citizen portal” (Schallbruch, 2017, p. 654). Schallbruch (2017) concludes in his research
that single data protection measures (such as just receiving the citizen consent to access
data) are not sufficient to ensure trust in eGovernment services, and more complex

privacy considerations are needed to boost uptake.



Moreover, Martini & Wenzel (2017), who juxtapose the benefits of the Once-only and
“only once”, highlight the need for further studying and developing measures for
accommodating the Once-only principle in the privacy-sensitive environment. More
precisely, the authors are skeptical regarding the possibility of safeguarding privacy along
the OOP-implementation and suggest introducing full procedural transparency of data
usage by publishing protocols, or more radically - even completely manual steering of
data use (Martini & Wenzel, 2017).

The problem, however, appears underexplored not only in the national contexts, where
the implementation of the Once-only principle needs to be operationalized, but also in the
cross-border services. Krimmer et al. (2017a) point out that personal data transfers need
to be based on data protection principles, such as purpose specification, data minimization
(which are an essential component of privacy by design), and data security, especially as
far as sensitive data is concerned. Similarly, Cave et al. (2017) dedicate a whole chapter
of their work to discussing the influence of GDPR on the implementation of the Once-
only principle, highlighting the potential challenges the OOP-implementation will have
to face with the introduction of the GDPR. The question of aligning the OOP

implementation and PbD, nevertheless, remains unanswered by the authors.

Such doubts and privacy concerns from citizens might appear surprising, as research on
privacy in both public and private sectors shows that online systems require “less data
than their analog counterparts” (Glirses et al., 2011, p. 6). “Organizations may find that
when they transpose some of their workflows to the digital realm, certain information is
not needed” to deliver particular services (Giirses et al., 2011, p. 6). Such a phenomenon,
also understood as “data minimization”, is an element of privacy by design, which
minimizes the exposure of personal data and can be enabled through minimized storage
of private information. This phenomenon also reflects the essence of the Once-only

principle and will be discussed in further detail later in this work.

As also highlighted in the EU-studies and policy documents (primarily, in the Tallinn
Declaration, 2017), while the OOP-implementation contributes significantly to the
reduction of administrative burden and saves time and financial resources of
administrations and capabilities, enabled by re-use of data in public administrations, “it
becomes important to remain focused on building and maintaining trust in government”
(European Commission, 2019). European administrations need to demonstrate their
appreciation for privacy, “allowing every citizen to be able to see who consulted and used
their personal data, when, and for what purpose - and eventually allowing the user to

authorize access to public entities” (European Commission, 2019).



To sum up, the relationship between the OOP-based SDG-implementation and addressing
privacy concerns of citizens by implementing Privacy by design measures has been
established in several practical applications and large-scale projects, as well as research.
Enabling OOP is seen as essential for the implementation of the Single Digital Gateway
regulation for cross-border EU services. It requires more thorough consideration of the
principles of data protection, including the PbD principles. Nevertheless, the
simultaneous implementation of the OOP and the PbD is often seen as controversial.
Moreover, their application to the national context, which is vital to ensure efficient
cross-border administrative services remains unclear in several EU countries.
Germany’s struggle to ensure trust in and greater usability of digital administrative

services is only one of the examples.

Taking into account the identified research gap, the author of this thesis aims to create
an architectural blueprint of the data collection and data use processes in the federal
One-stop government portal in Germany, based on the OZG-driven portal
integration, to align and comply with the EU-wide Once-only and Privacy by design
principles and regulatory requirements to implementing them. The desired
architectural blueprint will be a product of the requirements analysis of the German
national and EU-wide regulation, related to digital government services, electronic
identification, data exchange and reuse (the Once-only principle), as well as the Privacy
by design. Its ultimate purpose is to guide the implementation of the local, state, and

national service portals throughout the implementation of the Online Access Law.

While undertaking the goal of mapping legal requirements to an architectural blueprint
of an OSG portal, the author would like to highlight two primary assumptions. Firstly,
while the OSG development for the eGovernment service provision to citizens is not part
of the current eGovernment policy planning, it is still considered to be prospectively
addressed due to the growing interest in OOP-based eGovernment services (as indicated
in Hunnius (2017); Digitale Verwaltung und 6ffentliche IT (2018)). As will be discussed
further, while OSG implementation cannot be viewed as a requirement to implement the
benefits of the Once-only principle, it is the only applicability context existing. Secondly,
the author is highlighting the regulatory nature of both OOP and PbD while extracting
legal requirements to enable process and information systems design. Nevertheless, the
author does not highlight that the existing regulation sufficiently allows for their
implementation. Therefore, further use of the architectural blueprint developed in this
thesis is seen as a means to identify gaps in existing regulation, while realizing the two

EU-level principles.
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3 Research Design.

Having an ambitious goal of developing an architectural blueprint for translating and
complying with the EU-wide requirement of enabling the OOP, as well as the data
protection principle of Privacy by design, in setting up an OSG portal, this large-scale
project requires a robust methodological framework. Although no published evidence of
work in this domain has been found, this research relies on the research efforts in the area
of information systems research. In this context, methodology has been defined as “a
system of principles, practices, and procedures applied to a specific branch of
knowledge”, which allows information systems (IS) researchers to achieve valuable,

rigorous and actionable results and conclusions (Hevner, 2007, p. 87).

Taking into account that this research project is aimed at producing an architectural
blueprint, or an artifact, the author will be following methodological guidelines, set out
by design science academia. Design science research (DSR) has been gaining acceptance
among information systems scholars and is considered to be an established IS paradigm
(Gregor & Hevner, 2013). It “involves the construction of a wide range of socio-technical
artifacts such as decision support systems, modeling tools, governance strategies,
methods for IS evaluation, and IS change interventions” (Gregor & Hevner, 2013, p. 337).
The methodological principles, practices, and procedures are, thus, aimed at achieving
research outcomes of a practical nature and include “conceptual principles to define what
is meant by design science research, practice rules, and a process for carrying out and

presenting the research” (Hevner, 2007, p. 87).

Nevertheless, being an evolving methodological framework, design science research has
been covering academic work in two domains: design-theory research and practical
design research (Gregor & Hevner, 2013). Design-theory research emphasizes
developing design theories of various application domains. It assumes strong ties between
artifact creation and theory development, with all the essential steps of artifact design
(technology invention, technology evaluation and problem identification) being part of
the theory building process and ultimately contributing to theory development (Kuechler
& Vaishnavi, 2008). As explained by Gregor & Hevner (2013), the contributions of this
type of research comprise 1) well-developed design theories about embedded phenomena,
2) nascent design theories, which produce knowledge on operational principles and
architectures as well as 3) artifact implementation principles and practice. Kuechler &
Vaishnavi (2008) further argue that design theory research produces contributions of
explanatory and prescriptive nature, which cover the gap between the developed artifact

and the application domain. Therefore, theoretical research within the design theory field



11

works with existing artifacts and advances the academic understanding of their

applicability.

The second domain, identified by Gregor & Hevner (2013), deals with practical artifact
design. In the course of scientific projects of this nature, socio-technical artifacts, such as
1) instantiations (software products and applied processes), 2) constructs, models, design
principles and technological rules, as well as 3) mid-range theories are developed as an
academic contribution. This thesis is situated within the second domain, as it aims at
producing an artifact of mid-level abstraction (architectural blueprint as a model), which
is why further development of the methodological framework will focus on principles,

practices, and procedures, relevant for artifact development.

To begin with, the design science research methodology for developing an artifact
comprises a set of principles that encompass high-quality research standards. According
to Hevner et al. (2004), the central principle is the development of an artifact itself.
Furthermore, a design science research project should aim at creating an artifact in a way
that helps to address a “heretofore unsolved and important problem”, that produces an
outcome of high “utility, quality, and efficacy” (Hevner et al., 2004, p. 94). At the same
time, the development process should draw upon existing research and knowledge, and
the outcomes must be verifiable and communicated appropriately (Pfeffers et al., 2007).
These principles are central to this thesis, as the author addresses a vital, unsolved issue
in the eGovernment field, produces an artifact of broad application scale (justified by its
abstraction level), while relying heavily on research contributions of academics, working

with OSG, OOP and PbD issues and transparently outlining research steps.

Moreover, according to Gregor & Hevner (2013), being an outcome of a design science
research, an artifact is a “thing that has, or can be transformed into, a material existence
as an artificially made object (e.g., model, instantiation) or process (e.g., method,
software)” (Gregor & Hevner, 2013, p. 341). In their work the researchers have identified
four types of possible artifacts developed in a design science research study, depending
on the application domain maturity and the solution maturity: an improvement, an
invention, an exaptation, and a routine design. An improvement refers to a solution, which
has been newly developed to solve a well-known problem. An invention solves a newly
identified problem with a new solution. An exaptation in its turn contributes to design
science research field by expanding a well-known solution to a new application domain,
which has not been addressed previously. Finally, a routine design is understood as an
applied known solution to a known problem and has a minimal impact on solving the
issue (Gregor & Hevner, 2013). Although vague in its conceptualization, the issue

addressed in this thesis is well known. At the same time, the solution has not been
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developed yet, and, therefore, the architectural blueprint developed in this thesis should

be viewed as an improvement.

According to the study of Gregor & Hevner (2013), conducted through a review of a
variety of design science research papers a design science research project aimed at
creating an improvement often produces models and guidelines as an artifact. In case of
this thesis, the author aims at creating an architectural blueprint, which is intended to
serve both as a reference model and as a guideline for the decision-makers in the area of
legislation, as well as process and IS reengineering. Additionally, Gregor & Hevner
(2013) highlight that artifact development with the aim of addressing a known problem
and producing a new solution to it should be heavily reliant on previous research
conducted on the issue. This work will, therefore, be integrating an extended literature
review section, which will view contributions on One-stop government, Once-only

principle and Privacy by design works in greater detail.

Furthermore, depending on the type of artifact, developed within the research project,
different research procedures are being applied in the artifact development. On the one
hand, Baskerville et al. (2009) suggest that the design science research should be based
on four activities: (1) Search, (2) Ex Ante Evaluation, (3) Construction, and (4) Ex Post
Evaluation. In such design science research much emphasis is put on evaluation. Ex-ante
evaluation takes place before the design decision and serves primarily the purpose of
assessing cost-benefit parameters in technology development and application. In its turn
ex-post evaluation should assess organizational change and adaptation of the technology
(Pries-Heje et al., 2008). These considerations on evaluation in design science research
clearly show that the artifact development is understood as 1) development of an
instantiation, which is to be applied in a 2) particular organizational context. Since this is
not the case, which this thesis is preoccupied with, such research design appears rather

inappropriate for the purpose of this study.

Another procedure has been proposed by Pfeffers et al. (2007) and is, according to Gregor
& Hevner (2013), a widely accepted research guideline, also known as the design science
research cycle. The design science research cycle consists of (1) Problem identification
and motivation; (2) Defining objectives for the solution; (3) Design and development; (4)
Demonstration; (5) Evaluation; (6) Communication. Firstly, problem identification and
motivation step's primary objective is to define the research problem and provide
justification for the solution in question. At this step, the researcher needs to clearly
communicate the problem, which would motivate them, together with the audience to
seek the solution, and is, therefore, based on a profound understanding of the issue
(Pfeffers et al., 2007). Secondly, (2) Defining objectives for the solution serves as a step,
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conceptualizing the requirements for the developed solution to proceed with its
evaluation. This step is of a rather theoretical nature and is expected to be built upon the
academic literature of the knowledge field concerned. Thirdly, (3) Design and
development step deals with the artifact creation itself. This step includes identifying the
artifact's desired functionality and then developing the actual artifact. After the artifact
creation, a design science research should proceed with (4) Demonstration, which shows,
how the artifact can be applied in practice. The demonstration step can be carried out
using the methods of experimentation, scenario development, or case study. A design
science research project then proceeds with the (5) Evaluation step. Evaluating the artifact
means creating indicators and criteria to assess its problem-solution fit and its utility and
robustness and carrying out the evaluation itself. Finally, an essential step in design
science research is (6) Communication, which presents the problem, its importance, and

the solution developed within the research project (Pfeffers et al., 2007).

In the context of the methodological framework for this scientific project, the author
should highlight the episodic nature of the design science research, as opposed to the
iterative design process (Baskerville et al. 2009). This means that each step of the design
practice occurs in a non-linear manner and usually spreads across several research
projects, taking place at different points in time. Such a remark is made at this point in
order to highlight that a single thesis cannot include all of the six steps foreseen for a

design science project, and the scope of this work must be delineated.

In this thesis (1) Problem identification and motivation have already been presented in
previous sections. The solution motivation will follow in the coming chapter, which
presents the As-Is eGovernment infrastructure in Germany and demonstrates its relation
to the EU objectives. As far as (2) Defining objectives for the solution is concerned, the
author will proceed with this step in the literature review section to capture the precise
meaning of the OOP and the PbD principle. These requirements will be furthermore
presented as they appear in the EU and national regulation in Germany in order to frame
further development of the artifact and delineate the set of regulatory documents
addressed. While (3) Designing and developing the artifact in this work, the author will
outline the desired functionality of the artifact based on the literature review and first
review of the relevant regulation. Primarily, this substep should deal with identifying,
which levels of the solution architecture will be included in the scope. Furthermore, the
author will proceed with carrying out the artifact design. (4) Artifact demonstration will
be included in the section, following artifact design and development in order to present
the application of the solution in particular environments. Since the artifact application is
not observed, or even planned in any of the German administrative contexts at this point,

the author will use the method of scenarios, when it comes to step (4) (Hevner et al.,
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2004). With respect to step (5) Evaluation the author will touch upon several aspects of
the evaluation process in the discussion section. A full-scale evaluation is not included in
this thesis's scope due to the uncertainty of extracting all necessary information from the
legislation and potential need to provide recommendations on enriching the regulation
related to OOP or PbD. Finally, this whole thesis is expected to serve as a (6)

Communication of the identified problem and its potential solution.

Architectural Blueprint as an Artifact. As mentioned previously, the artifact, which is
to result from this thesis, is one of an “improvement” type and will be developed in the
form of an architectural blueprint. Although being related to artifact types “models”, it
still remains explored only in a limited way. Therefore, the author sees the need to
elaborate on the nature of the “architectural blueprint” as an artifact and point out its key
features. For this purpose, this subsection will review research contributions, where an

architectural blueprint has been developed.

To begin with, according to Cleven et al. (2009), models in the context of design science
research should be understood as a particular abstraction of reality, in which relations
between different elements are identified and explained. As artifacts in design science
research, models can have various foci: technical, organizational, or strategic, or cover all
of the aspects (Cleven et al., 2009). Often researchers opt out for the development of
conceptual models of information systems, which stress “the core terms or concepts
which characterize an application domain while neglecting technical aspects that are
related to the implementation of corresponding software systems” (Frank, 2007, p. 119).
This understanding of a conceptual model is also reflected in previous research, where an

architectural blueprint was selected as an artifact.

Coming from the field of architecture, an architectural blueprint, according to Scarduzio
etal. (2011), refers to a set of principles for design. Nevertheless, it has also been applied
in IS research, referring to IS architecture. Computing (2006) has created an architectural
blueprint of autonomic computing, which integrates architectures and standards for IS
development. Similarly, Gasmelseid (2006) has created an architectural blueprint of
multiagent web-based decision support systems for global enterprises. Gluhak et al.
(2011) have also developed an architectural blueprint of the real-world internet, which
captures the main features of the respective information systems. These research projects
have been working primarily with the development of IS architectures, which, unlike
reference architecture, have a higher degree of abstraction from particular entities, but do
have a well-defined context (e.g., global enterprises). According to Tepandi et al. (2019),
an architectural blueprint is a broader definition for reference architectures, which can

include one or a set of solution architectures.
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However, architectural blueprints, developed by previous researchers, do not only deal
with IS architectures. Kolain & Wirth (2018) have created an architectural blueprint of a
process of personal data handling with regard to GDPR's Privacy by Design principle,
which represents key entities and their relations in data handling procedures. Similarly,
Briickmann & Gruhn (2010) have “developed an architectural blueprint that supports a
consistent model-driven development process of business logic for information systems”
(Briickmann & Gruhn, 2010, p. 53).

For this reason, an architectural blueprint shall not be understood as reflecting only
information systems architectures. Simultaneously, previous research efforts show that
an architectural blueprint does not cover all modeling aspects equally extensively. It
rather focuses on one of the aspects: organizational, technical, or strategic, while
depicting the necessary components and interfaces, connecting the focus-domain to

others.

Thus, an architectural blueprint is understood in this work as a special type of a model
that encompasses organizational, strategic, and technical aspects of a developed solution,
focusing on one of the application domains. While it does not solely refer to an
information systems architecture, it includes processes and entities involved in a
particular activity in a certain application domain. To avoid confusion, the following two
features of an architectural blueprint will be understood is crucial in this work: 1)
universality of application for the delineated application scope (e.g., in this thesis - all
types and fields of administrative procedures on different levels in Germany), 2) focused
on one of the layers of an entity architecture, but not limited to just one layer. The
appropriate focus of the architectural blueprint in this work will be defined in subsequent

chapters.

Legal Specification Method. Finally, while the research process of the current design
science project has been described in great detail, the author still sees the need to specify,
which methods of data collection and processing will be used beyond the literature
review, in particular in the section devoted to (3) Design and development. The focus of
the solution has been determined to address the legal requirements on the national German
and the European Union levels, related to the OOP and the PbD. Thus, similar to Kolain
& Wirth (2018), who have also been developing an architectural blueprint and have been

working with the PbD compliance, the author has opted for the legal specification method.

Although the legal specification method is often used by practitioners, rather than
researchers (e.g., by Federal Information Management redactors, who model FIM
Processes building block (Foderales Informationsmanagement, 2017), its definition and

precise guidelines can still be found in the literature. Its application can have several
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motivations, according to Otto & Anton (2007), which are entrenched in the nature of the
legislation. “There are certain characteristics of regulations that make them both useful
and difficult to apply to design methodologies. Regulations tend to be very structured and
hierarchical documents... Some areas of law undergo constant changes, whereas other
areas are relatively stable. In addition, amendments and revisions to the same piece of
regulation can lead to internal contradictions... Another important characteristic of
regulations is the frequent references to other sections within a given legal text and even
to other pieces of law” (Otto & Anton, 2007, p. 6). Although having mostly worked with
the regulatory context in the United Stated, which is significantly different from that in
the European Union countries, Otto & Anton (2007) have pointed out regulatory features,
which have made it difficult for software engineers to model regulatory requirements,

relevant also in the European countries.

Based on interviews with practitioners, Otto & Anton (2007) have developed the
following guidelines to deal with the legislation in software engineering practice. To
begin with, it is vital for practitioners to identify relevant regulations, which is significant
to each requirement. The authors suggest using reference literature and cross-references
in the regulation itself, which will also be performed in this thesis. Furthermore, Otto &
Anton (2007) suggest classifying regulation according to various parameters, appropriate
for the design. In this thesis the author will perform the classification based on
requirements stipulated, which will be identified in the literature review. Finally, the
researchers highlight the importance of prioritizing regulation for better identifying,
which requirements override or are of higher legal power than the others. Since this
consideration is relevant to the European regulation only to a limited extent, the author
will address the prioritization only briefly. While the researchers have suggested further
guidelines in extracting requirements from the regulation, the author will not describe
them in further detail, as they deal with continuous monitoring of legal changes (Otto &

Anton, 2007), which are not relevant for this thesis at this point in time.

As stated by Kolain & Wirth (2018), the legal specification method is a promising tool,
which is part of “methodology for translating legal requirements into technical guidelines:
architectural blueprints designed using legal requirements. The purpose of these
blueprints is to show developers how their solutions might comply with” the regulatory
principles. While not finding wide application in research, this method would indeed help
to fulfill the purpose of defining compliance with regulatory requirements in

eGovernment design.

The compliance operationalization should, however, be combined with the right tool to

create an architectural blueprint. This work will be relying on enterprise architecture
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concepts and models, using Archimate, which are considered suitable for 1) representing
the layered view of an administrative system and 2) translating high-level requirements
into operational processes and infrastructures (Jonkers et al.,, 2006). Enterprise
architecture methodology and in particular, Archimate, are also seen as beneficial to the
artifact created in this thesis due to its high potential to be utilized as a reference
architecture in the future (Tepandi et al., 2019). These reasons form a basis for the tool

selection, applied in this work.

In sum, this thesis is following the steps of the Pfeffers et al. (2007) design science cycle
to develop an architectural blueprint as an artifact to address the issue of alignment and
compliance with the OOP and the PbD in eGovernment projects of the national scale in
Germany. To define the prospects of alignment in further detail, the author extracts the
requirements to fulfilling the two principles from the literature and classifies the existing
regulation according to these sets of requirements. The author utilizes the legal
specification method to map the regulatory requirements of the OOP and the PbD and,
using the specification of Archimate, creates an architectural blueprint of the German

administrative digital services, compliant with the OOP and the PbD.
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4 Solution Motivation.

The environment, in which German eGovernment is evolving, is highly complex. Apart
from ambitious goals set by the federal government to advance digital administrative
services on the federal, state and municipal levels, the eGovernment build-up efforts need
to keep up with no less ambitious projects of the European Commission and other EU
member states, constantly advancing in this field. Grasping this complexity for this study
is essential to motivate the need for an architectural blueprint, paving a way towards
compliance with the Once-only and the Privacy by design principles. This section will,
therefore, be devoted to outlining existing policy actions in the EU and German national

contexts, providing an overview of the existing eGovernment infrastructure components.

4.1 eGovernment Regulation on the EU Level.

To begin with, advancing eGovernment in the EU is part of the European Commission’s
broader strategy of creating the Digital Single Market. Central to this effort is the EU
Digital Single Market strategy, introduced in 2015. The EU Digital Single Market
strategy is built on three pillars: 1) ensuring better access to digital products and services,
offered across the EU for citizens and businesses located within the borders of the union,
2) developing high-speed, secure infrastructures, providing accurate and unified
information and supporting this exchange through digital channels, further innovation and
fair competition by introducing proper regulation; 3) ICT research and innovation to
assure competitiveness of the economy (European Commission, 2015). eGovernment
services play an essential role in bringing this strategy into life, which requires
standardization and interoperability of offered solutions. “eGovernment services that are
being developed in different Member States should be able to communicate with each
other and not develop in isolation” (European Commission, 2015). In this respect, the
European Commission undertakes the initiative of defining the standardization plan and

prioritizing areas, which are essential in the Digital Single Market context.

Although the development of particular electronic administrative services has not been
indicated as a Commission’s priority in the strategic document, the European
Commission has been working on the issue. It has consequently adopted the eGovernment
Action Plan 2016-2020. “The vision is to have public administrations in the union ...
providing digital services that are borderless and user-friendly. Opening the services
between public administrations to work within and across borders is expected to increase
efficiency and help the free movement of citizens and businesses” (Rinne, 2019, p. 37).
To achieve greater cross-border possibilities and user-friendliness, the eGovernment

Action Plan 2016-2020 outlines the following policy actions:
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“1) Modernizing public administrations using key digital enablers (for example technical
building blocks like CEF DSIs like elD, eSignature, eDelivery, etc.);

2) Enabling mobility of citizens and businesses by cross-border interoperability;

3) Facilitating digital interaction between administrations and citizens/businesses for

high-quality public services” (European Commission, 2016a).

In fulfilling its role of the driver of the listed policy actions, the European Commission
suggests the following principles, for which it expects high degree of commitment from
the member states: 1) Digital by default, suggesting that public administrations should
give preference to digital public services in the first place; 2) the Once-only principle; 3)
Inclusiveness and accessibility, implying that digital public services should be available
to citizens of various levels of technology savviness and access to the internet; 4)
Openness and transparency, referring to cooperative and at the same time data protection
aware use of citizen data; 5) Cross-border by default, expecting administrations to avoid
further fragmentation and strive to provide access to citizens of other EU member states;
6) Interoperability by default, encouraging seamless and silo-free digital service provision
in the member states; 7) Trustworthiness and security, highlighting the importance of
privacy and IT-security regulations and best practices. One of the actions, suggested by
the Commission, to achieve the highlighted goals and to enact these principles is to
introduce the EU-wide Single Digital Gateway (SDG). The Single Digital Gateway is
“based on existing portals, contact points and networks, expanding, improving and
streamlining all information, assistance and problem solving services needed to operate
efficiently across borders, and enabling users to complete the most frequently used

national procedures fully online” (European Commission, 2016).

In this context, the Single Digital Gateway is thought of as a means to fix the
“discrepancies in the availability of online information and procedures. There is a lack of
quality in relation to the services and a lack of awareness regarding that information and
those assistance and problem-solving services. Cross-border users also experience
problems finding and accessing those services” (Council Regulation (EU) 2018/1724,
2018, p. 3). While the Commission has taken previous attempts to address these issues,
such as “single points of contact, product contact points and construction products contact
points, professional qualifications assistance centers, and consumer centers”, these efforts
have had a sectoral character. “Under the Services Directive, the points of single contact
(PSC) were supposed to be established by the Member States by 2009 and were meant to
cut red tape and to modernize national administrations. However, the implementation
levels were not convincing” (Scheinert, 2018, p. 3). Single Digital Gateway policy action

and regulation (the regulation will be discussed in further detail below) have been
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introduced to overcome this situation, serving as a single-entry point to receive
information, assistance and fulfill administrative procedures online (Council Regulation
(EU) 2018/1724, 2018).

While the Single Digital Gateway is thought of as an EU-level OSG portal for most
frequently used digital administrative services, it should by no means be understood as a
back-office integration of EU public services, but rather as an interface between citizens
or businesses and administrations. Nevertheless, some level of interoperability, as well as
integrated information management within member states, is essential. It includes the
authentication services for EU citizens and businesses, as well as document exchange

between authorities of different levels (Rinne, 2019).

Apart from being dedicated a separate regulation, which will be discussed in the Chapter
The Artifact for Aligning the OOP and the PbD Requirements., the creation of the EU-
wide Single Digital Gateway is supported through the regulatory framework of the
Electronic Identification, Authentication and Trust Services (eIDAS) regulation and
closely connected to the regulatory actions in developing the e-Justice Portal and the
Business Registers Interconnection System (BRIS). All of them have majorly a cross-
border cooperation relevance. The eIDAS regulation addresses the issue of citizens not
being able to use “their electronic identification to authenticate themselves in another
Member State because the national electronic identification schemes are not recognized
in the other Member States” (Cuijpers & Schroers, 2014, p. 30). It establishes the legal
requirement for recognition of electronic identification means of cross-border EU-
nationals and ensures, therefore, citizen empowerment across the European Union in
using digital government services. Being the first concrete implementation of a one-stop
government portal, e-Justice Portal serves as an example for future action and cooperation
in the light of SDG (Home, n.d.). As far as the BRIS Regulation (EU 2015/884) is
concerned - it establishes “standards and the architecture of the EU-wide system of
interconnected registries on EU-registered companies” and serves as an exemplary
measure to establishing the OOP-critical integrated base registries infrastructure (Council
Regulation (EU) 2015/884, 2015).

Finally, the European Commission’s effort towards creating the Single Digital Gateway
is being underpinned through the corresponding Programs - the CEF Program and the
ISA? Program. Connecting Europe Facility (CEF) is a funding instrument of the European
Commission to facilitate innovation in the areas of transportation, energy, and telecom
through “innovative financial support instruments, such as guarantees and project bonds”
(Connecting Europe Facility, n.d.). Its main goal is to offer readily available online tools

that help to tackle cross-border challenges. Apart from project investment, CEF offers
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open-source building blocks for smart government and smart city development, such as
elD (identification), eDelivery (electronic data and document exchange among
administrations), eSignature (electronic signing of documents for end-to-end digital
processes), elnvoicing, eTranslation, eArchiving, as well as Big Data Test Infrastructure
and Context Broker, which have been added to the solution portfolio in 2018 (CEF
Building Blocks presented at Releasing the Power of Procurement, 2019). In the context
of the OOP, in particular eID, eDelivery and eSignature are believed to be the most crucial
elements of the data collection and data exchange processes. “The Once Only Principle
(OOP) is undergoing a preparatory action within CEF. The various work packages will
define if this should be considered as a Building Block or as a service of an existing
Building Block” (Once Only Principle reduce the administrative burden for individuals

and businesses, n.d.).

The Interoperability Solutions for Public Administrations, Citizens and Businesses
successor Program (or ISA2, running as a successor program of the ISA in 2016-2020) is
tasked with the creation of “digital interoperability solutions or components that can be
used in public administrations in the EU” (Rinne, 2019). Its goal is, therefore, to create
interoperability standards for cross-border EU public services. One of the solutions
offered in the context of the SDG-implementation is the European Interoperability
Reference Architecture (EIRA). “The EIRA is a four-view reference architecture for
delivering interoperable digital public services across borders and sectors. It defines the
required capabilities for promoting interoperability as a set of Architecture Building
Blocks” (European Interoperability Reference Architecture (EIRA) v3.0.0, 2020, p. 11).
The goal of EIRA is to encourage the reuse of already existing interoperability solutions
and help public administrations keep costs down when creating eGovernment systems
(Rinne, 2019).

All in all, the European Commission has been steering the enabling of cross-border
eGovernment solutions by promoting building blocks, such as concepts, documentation
and processes, reference architectures, and open-source tools, as well as suitable
regulatory framework and data use principles. The EU member states are expected to
comply with this policy action and enable its key requirements by 2023. However, the
progress towards creating One-stop government portals as a starting point for the cross-
border Single Digital Gateway has not been equally progressive in all member states.
Moreover, since the member states have very different starting points, as far as the public
IT infrastructure is concerned, their commitment to the OSG development might not
result in the desired outcomes. Since this thesis is focused on Germany, the following
subsection will discover the underlying eGovernment policies and created infrastructure

to understand what is already in place as a basis for the One-stop government portal.
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4.2 eGovernment Initiatives on the National Level in Germany.

Although several initiatives in the German digital public administrations agenda have
been undertaken to boost the country's public e-services offer, most of them had a general
character, aimed at increasing the availability of online access to public administrations.
Bund Online (2000-2005) has set a goal of bringing 400 services online. It “introduced a
central management system for establishing methods and basic components to exchange
experiences, including a content-management-system, a virtual post office, an ePayment-

Platform, a form-management-system and the portal Bund.de” (Réckers, 2019a).

Recognizing the results of the first eGovernment initiative (Bund Online) and realizing at
the same time the level of fragmentation of administrative processes that emerged, the
Federal Government has proposed a new strategic initiative in 2003 - Deutschland Online.
The policy action was expected to “provide a framework for cooperation between all
administration layers” (Siegfried, 2006, p. 122). It has set the following priorities: 1)
integrating cross-level administrative services and offering them online, 2) ensuring
interoperability and connected online eGovernment service portals; 3) developing
common [T-infrastructures to facilitate data exchange; 4) developing common standards
for eGovernment services, and 5) exchanging eGovernment solutions among different
administrative entities (Siegfried, 2006). Its results have not been highly recognized, and

it was followed by another initiative.

The initiative eGovernment 2.0 (2006 - 2010) has brought further fragmentation to 1T-
investment and operation on the 3 levels of governance (Réckers, 2019a). Having the
goals of further extending the eGovernment services supply, aligning efforts with the
economy, promoting elD and safe communication infrastructures, the initiative has
shifted focus towards the eGovernment build-up on the federal level, but has overlooked

the need for cooperation with the states and the municipalities (Réckers, 2019a).

The role of the National eGovernment Strategy (NEGS) was to address the emerged
fragmentation. The strategic document is addressing challenges of internet access and
service availability, standardization and integration into the EU eGovernment context,
providing the basis for legal, organizational, and technical modernization, ensuring
investment and developing agile and flexible public administrations (Mkude & Wimmer,
2014). It is intended to achieve “1) secure and barrier-free access to online-service and
user-oriented services; 2) efficient and effective administrative services through
elimination of bureaucracy and cooperation between all levels of governance; 3) data
protection and information security; 4) transparency and citizen participation” within the
framework of vertical and horizontal cooperation among public authorities (Ziele der

Nationalen E-Government Strategie, n.d.). The context of this strategy is still relevant to
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the eGovernment development in Germany, and NEGS is still viewed as a significant

policy document.

Following the adoption of NEGS, the federal government has brought the Digital
Administration 2020 into life, which is primarily intended to create the necessary
environment for the implementation of the E-Government Regulation 2013 (EGovG).
The Digital Administration 2020 Policy emphasizes the aspects of information and
knowledge management and bridging the gap in eGovernment development, which
originates from the federalist structure. It focuses on 1) norm-screening and replacement
of norms and procedures that stand on the way of digitalizing administration; 2) ensuring
barrier-free setting of e-government by offering building blocks for digital administration
solutions; 3) unifying description of processes, services, and unitary forms; 4) integrating
existing solutions (such as eID and De-Mail) in administrative processes and services; 5)
establishing a form-management system; 6) integrating secure ePayment and payment
platform; 7) supporting electronic file management (e-Akte), as well as 8) process
optimization of federal administration. In bridging the gap in eGovernment development
on the regional and municipal scales, the Digital Administration 2020 foresees supporting
activities of IT Planning Council in creating framework conditions for federal
cooperation; further standardization and promoting electronic access and eGovernment
services; ensuring navigability of eGovernment solutions for users (by means of a single
point of contact, or EA 2.0). Thus, building on existing eGovernment infrastructure, the
strategy is expected to reshape and coordinate the eGovernment landscape to simplify
access for users and to enable further integration with the EU-wide initiatives (PG
Digitale Verwaltung, 2014).

All in all, as follows from this brief overview of the German federal government's
strategic actions, it is not easy to view the eGovernment development on the national
scale in the cross-border by default context of the European Union. Numerous initiatives
in single municipalities and states to digitalize administrative services are not enough to
easily inscribe Germany into the Single Digital Gateway action of the EU. Moreover, the
situation becomes even more complicated when one considers already existing

eGovernment solutions that have been constantly promoted.

Although put together, these initiatives do form the basis for the creation of a One-stop
government portal and its subsequent integration into the EU Single Digital Gateway,
there is still a tremendous amount of work lying ahead. The following subsections will
be dedicated to outlining the basic eGovernment projects and infrastructures in Germany,
related to the SDG Regulation.
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Single Point of Contact. Although this component of the OSG is not offered through a
digital interface in Germany, it does exist in the form of a phone number. By calling 115,
a citizen could reach a government of any level to receive information about provided
services. “The phone call triggers a search for information about services from a database,
containing standardized information on frequent requests” (Geschéfts- und
Koordinierungsstelle 115, 2019). The contact is available Monday through Friday and
could be assessed as successful - 65% of requests are answered in the first call, and in
case they cannot be responded to - they are forwarded to the customer service to be
responded to within 24 hours. The information is gathered only about most frequent

requests.

Since 2009 there have been multiple (both on different levels and in different points in
time) efforts dedicated to establishing a digital Single Point of Contact (in germ.
Einheitlicher Ansprechpartner) to implement the EU Single Point of Contact Directive
(amended through the SDG Regulation). The project has reached quite an advanced stage
in several states. In the state of North-Rhine Westphalia, for instance, the portal was
centralized in 2016. “However, due to an unsuccessful attempt to integrate legacy IT-
infrastructure, the portal could not offer assistance to intended users until today and serves
as a navigator tool to find the responsible authority in a very limited spectrum of services.
Further integration and electronic service delivery face legal barriers and limited use of
eSignature and related infrastructure (eID, De-Mail)” (Holz et al., 2018, p. 18).

The successor initiative EA 2.0, promoted by the IT Planning Council, was targeted at
building an EA-network across all levels of administration to implement the One-stop
government. It was expected to be built upon the existing contact infrastructure (primarily
related to G2B services). As of 2019, the project has been suspended and integrated into
the implementation of an integrated portal network (Portalverbund) (Bundesministerium
fiir Wirtschaft und Energie, n.d.).

Secure Communication and User Authentication. The first project, initiated in this
area, and brought into life is the De-Mail - secure information exchange infrastructure,
used inside the administrative bodies, as well as by businesses and a private individual to
carry out secure message and document exchange and serving as e-evidence. Becoming
a service provider of De-Mail requires adhering to strict certification rules and
guaranteeing end-to-end encryption of electronic communication (De-Mail in der
Bundesverwaltung: Empfehlungen des BfDI, 2013). This and other requirements are
outlined in the De-Mail Act of 2011. Through the De-Mail Act, “an admission procedure
for De-Mail providers was established, with which compliance with these minimum

requirements is checked using uniform rules (“accreditation’). All De-Mail providers are



25

checked according to uniform criteria in a transparent procedure. It is a prerequisite for
building trust in the security and quality of De-Mail services” (Haufig Nachgefragt De-
Mail, n.d.). These criteria are grouped into categories, dealing with such processes as
account opening and management of a De-Mail account; mailbox and shipping; identity
verification; directory; document filing; ensuring rights of the data subject; data

protection management (De-Mail-Kriterienkatalog fiir den Datenschutz-Nachweis, n.d.).

The most crucial eGovernment infrastructure, relevant to the creation of the One-stop
government and the implementation of OOP, is service accounts. By means of service
accounts, citizens “get personalized access to their government portals” (Schallbruch,
2017). Setting up a service account requires identification through the eID function of the
new ID card (Krimmer et al., 2017b). In this case, the account is considered to maintain
the highest security level and, therefore, “personal information and documents could be
saved on the e-government portal” (Schallbruch, 2017, p. 652). The service account can
be set up without the mechanism of two-factor identification as well, using regular email
or De-Mail. However, the functionality of the portal decreases in this case (Krimmer et
al., 2017b). Additionally, the OZG highlights that service accounts would serve as a
central authentication solution. Nevertheless, it remains unclear which level of

identification would be required in the future (Stocksmeier et al., 2019).

The use of service accounts is inevitably connected with the use of service portals. The
overall landscape of service portals in Germany is highly decentralized, as by means of a
service portal, each state and municipality offer eGovernment service to citizens and
businesses (Schallbruch, 2017). Their primary information and transaction functionality
should be complemented by the Administration search (Behordenfinder) and description
of services (Diensteverzeichnis), which are vital to ensure the usability of this
infrastructure (Riedel, 2019). The connection of these single portals into an integrated
portal network is planned for pragmatic reasons: to build up on the existing infrastructure
and offer a search and redirection functionality. In itself, such a solution is inferior to an
OSG portal, as it requires more considerable effort to convince users of its usability.
However, its status as a step towards an OSG portal remains unclear (Nationaler
Normenkontrollrat, 2019).

Finally, as far as German eGovernment infrastructure to secure user authentication is
concerned, a new ID card has been introduced in 2010, which allows enabling an
electronic ID function. As mentioned in relation to service accounts, eID represents an
essential part of the service account infrastructure, since it ensures user identification in
a secure and trustworthy manner (at least for public administrations). The eID function

can be activated, with which electronic signing of legal documents can be performed, and
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eGovernment portals can be accessed, using a card reading device (Rickers, 2019b).
However, the use of eID's in Germany has been quite limited. For this reason, in autumn
of 2013, the IT Planning Council adopted the “Strategy for eID and other trust services
in eGovernment (elD Strategy)” and has prepared guidelines on the promotion of eID in
states and municipalities. It still preserves its relevance in the site of OZG implementation
(eID-Strategie, n.d.).

Interoperability and Standardization. Besides eGovernment projects, aimed at
developing single components of the entire eGovernment infrastructure, the Federal
Government has been undertaking policy actions, targeting the incompatibilities in
digitalization efforts to enable the eGovernment system functionality. The efforts in the
area of standardization have been relatively recent and are still undergoing constant
changes. Nevertheless, the achieved results are being communicated to lower

administrative levels in parallel.

The most prominent project in this area is the Federal Information Management. Since
2013 it aims at “creating a sustainable infrastructure at the technical-editorial and
organizational level that includes information on administrative procedures (performance
descriptions, form and process information). In cooperation with the LeiKa projects
(Service Catalogue of the public administration; uniform directory of administrative
services across all administrative levels) and the Federal Editorial Office, a common
infrastructure is created within the public administration in order to reduce the editorial
effort in describing information on administrative procedures with higher quality”
(Foderales Informationsmanagement (FIM), n.d.). After the successful application of the
project results in 2014-2015, it was developed into a further supporting infrastructure for
the eGovernment development in Germany. “The Federal Information Management
(FIM) serves to provide easily understandable information to citizens, uniform data fields
for form systems, and standardized process specifications for administrative
enforcement” (FIM Foderales Informationsmanagement, n.d.). This effort is, therefore,
focused on 3 application areas, which are Services, Data Fields and Processes, which
could help to understand, what are the standard procedures, which processes underly
administrative services and what kind of information is required for the provision of
public e-services (standardized forms). Primarily, FIM strives to achieve the goal of
implementing the “one-for-all” principle! and decrease the effort of modeling legal
language into the technical specifications. Moreover, FIM offers space for citizen

participation in designing digital public services - Digitalization Labs for high-priority

! The “one-for-all” principle in German eGovernment projects refers to a possibility to develop various
solutions from various administrative areas that can be re-used by other administrations without
requiring tedious process and IT-development (Foderales Informationsmanagement (FIM)
Infomationsveranstaltung, 2019).
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services. The need for further data exchange standards and interfaces, as well as register
interconnection, can be identified there (Foderales Informationsmanagement (FIM)
Infomationsveranstaltung, 2019). In connection to the Once-only principle, special
attention should be paid to the FIM-harmonization of data fields, as it allows to

standardize application forms, required for citizens to apply for digital public service.

Another significant standardization effort to be highlighted in this context is KoSIT. “The
task of KoSIT is to coordinate the development and operation of IT Standards for data
exchange in public administration (XOV — XML in public administrations). KoSIT
supports the IT Planning Council in its task to adopt independent and interdisciplinary IT
interoperability and IT security standards and to manage cross - federal eGovernment
projects. The resulting range of tasks also includes the operation of the standardization
agenda and the XOV framework” (Startseite, n.d.). The standards, created under KoSIT,
support the standardization efforts of FIM, in a way the XOV-Framework includes data

exchange standards for FIM-Data Fields (Foderales Informationsmanagement, 2019).

The need to catch-up on standardization and orchestrating architectural management in
Germany is very high. It is still unclear that this is necessary and how this could be
developed precisely. What is needed is an open discussion on how a standardization
regime —embedded in a digital service standard for Germany — can be set up, and a service
and integration platform can be introduced on a trial basis. According to the National
Norm Controlling Council, such efforts as FIM and KoSIT are building a solid basis for
standardizing services. They need to be further intensified in order to be beneficial to key
public e-services stakeholders, in the first place, municipal administrations (Nationaler
Normenkontrollrat, 2019).

To sum up, it is essential to point out that the eGovernment development efforts and the
achieved results in Germany have not been primarily concerned with the EU cross-border
perspective. It is easily explained by the fact that the administrative landscape in Germany
is various, multi-level, and complex. Nevertheless, the Federal Government expresses its
commitment to the EU-level eGovernment initiatives and continues to drive Germany’s
integration into the supranational ecosystem by its current initiatives. Some of these
initiatives have a regulatory character, such as the Online Access Law, which, when
implemented, could serve as a milestone in the development of the One-stop government
portal. This and other relevant regulations will be further discussed in the Chapter The
Artifact for Aligning the OOP and the PbD Requirements.

While these efforts are essential to fulfill the German government's cross-border
commitments, they are also crucial for the next steps of the eGovernment development in

Germany. The administrative service provision is viewed as complicated by citizens and
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businesses. They are not easy to use both off- and online. Whereas it is impossible to
change the administrative structure, the Federal Government is looking for a solution to
simplify the use of eGovernment services for citizens and businesses. Easy navigation
and clear and consistent service description across municipalities, which is aimed at
through the OZG and the standardization frameworks, are, therefore, crucial. The next

step would be ensuring trust in digital services, their regard for privacy.

Thus, the problem identified through the review of the current eGovernment
infrastructure is that of a structural character, which cannot be solved by changing the
administrative structure. Single service account and service portal solutions are
introduced in Germany on different levels of governance and often independently from
each other, although with a certain degree of standardization. The navigation throughout
different administrative levels is difficult for citizens, who are required to invest a lot of
time in finding the responsible authority and its digital interface. To maintain
transparency and usability of eGovernment solutions, this issue could be addressed by

ensuring greater usability and trust, respectively, by the OOP and the PbD principles.

At the same time, implementing the Once-only and the Privacy by design principles is a
pronounced commitment of the German Federal Government to the implementation of
the SDG regulation, which is not as easy to operationalize in the federal system.
Therefore, the main motivation of the architectural blueprint, developed in this thesis, is
to highlight the legal requirements, which are to be fulfilled in further eGovernment
development. Aligning the Once-only and the Privacy by design principles could, thus,
bring the eGovernment in Germany one step closer to integrating it into the cross-border
digital services, as well as address the needs of the potential national and EU-users.
Additionally, eGovernment initiatives in Germany and the regulatory requirements,
currently in place, cannot be ignored in the processes of the artifact development, and
need to be reconciled with the EU legislation, related to the OOP and PbD.

Meanwhile, identifying relevant regulation both on the EU and the German national scale
is not a matter of searching for keywords “Once-only principle” and “Privacy by design”.
Both concepts have their own requirements to be fulfilled in order to be implemented and
integrated in information systems and administrative process design. For this reason, the
following chapter will review and operationalize the meaning of the two principles, as it

exists in current research.
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5 Requirements of the OOP and the PbD Principles.

This section deals with the theoretical underpinnings of the One-stop government, the
Once-only and Privacy by design principles. The author will outline the existing research
contributions on the three concept matters central to this thesis. Databases searched to
identify main sources of these contributions are: WebOfScience, IEEE, JSTOR,
GoogleScholar, ProQuest and Limo, where out of results produced by searching with key
words (“one-stop government”, “one-stop shop government”, “one-stop shop portal
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once-only e-government”, “data re-use in e-government”, “privacy by

design”), following journals and conferences have been identified:

e [EEE conferences, Government Information Quarterly, Proceedings of the
International Conference on e-Learning, e-Business, Enterprise Information Systems
and e-Government for the One-stop government;

e the Proceedings of the International Conference on Digital Government Research
and Digital Gipfel for the Once-only principle, as well as

e the Proceedings of the 12th International Conference on Availability, Reliability
and Security, Computers, Privacy & Data Protection, International Conference on
Privacy, Security, Risk and Trust and International Conference on Social Computing

for Privacy by design.

The ultimate goal of gathering these contributions, as well as of the section as a whole, is
to 1) define precise objectives for the architectural blueprint of the OSG portal in
Germany, compliant with the OOP and the PbD principles; 2) provide a guideline to
classifying regulatory requirements, which will serve as a basis for this work. As a result
of this literature review, a framework, guiding further legal requirements collection and

specification, is developed.

For this literature review, there is, however, a vital need to point out, what is understood
by the concept “principle” in this work. Principles in the field of eGovernance are often
viewed in the strategic context, which underlies eGovernment success: availability, user-
centricity, and ease of use, privacy and security, innovativeness, and connectivity. Their
primary goal is to complement the eGovernment objectives and to establish criteria to
evaluate eGovernment projects (Heeks, 2005). Nevertheless, previous eGovernment
research efforts did not explicitly tackle the nature of principles' application in this area
of public administration: whether implementing principles should be mandatory and

should be integrated into the regulatory landscape.
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Within the Public Administration domain, principles are often understood as legally
binding fundamental rules that need to be abided by in all types of procedures, connected
to the exercise of power, such as constitutional principles of the separation of powers, the
rule of law, or federalism. According to Jaeger (2002), constitutional principles are
fundamental and have a generic nature, which means they need to be embraced in all
kinds of government processes, including the development of eGovernment. These
general principles are often entrenched in regulation and require compliance by all
participants in the specific jurisdiction (Jaeger, 2002). Such a relationship between the
application of principles and their regulatory essence is easily traced in the privacy
regulation, in particular in case of the PbD principle, employing which is foreseen by the
General Data Protection Regulation and the Federal Data Protection Regulation in

Germany.

Often the Once-only principle application is also supported through the regulation. Thus,
Belgium has passed a law on the OOP, which obliges public administrations to collect the
same citizen data only once (Loi garantissant le principe de la collecte unique des données
dans le fonctionnement des services et instances qui relévent de ou exécutent certaines
missions pour l'autorité et portant simplification et harmonisation des formulaires
¢lectroniques et papier, 2014). The OOP-based digital public services are also part of the
Single Digital Gateway regulation, which foresees the cross-border administrative e-
services to include once-only data collection. While similar national legislation has not
been passed in Germany, the author would like to point out that in this work both OOP
and PbD are viewed as fundamentally legal principles, which require compliance with.
The further attributes of the OOP and the PbD are further discussed in the corresponding

subsections.

To begin with, while Single Digital Gateway, as mentioned previously, is a specific policy
action in the European cross-border public e-services, its underlying idea can be found
both in public and private sector service design and both inside and outside the borders
of the EU. One-stop government is often defined as ““a single point of access to electronic
services and information offered by different public authorities” (Wimmer, 2002, p. 92).
It promises benefits to all players, providing and using digital public services. It is
beneficial for citizens and businesses since the OSG reduces navigational efforts and
allows requesting services more efficiently. For public bodies, an OSG portal increases
the satisfaction of citizens and businesses with services and allows lowering transaction

costs and achieving efficiency gains inside the public service provision.

In practice, however, the integration of services from different authorities and from

different levels of governance and the consequent creation of a one-stop-shop portal that
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serves as an interface to the user is rather a cost-consuming and complicated project.
Academia has identified multiple issues connected to the development of a One-stop
government portal. To begin with, the researchers (Kohlborn, 2014; Gouscos et al., 2007)
have been concerned with assessing the impact and usefulness of such portals, which are
not directly under the responsibility of a single authority. Kohlborn (2014) argued that
lacking assessment opportunities are primarily connected to ‘“the missing
conceptualization of constructs related to quality, such as satisfaction, behavioral
intentions, and value” (Kohlborn, 2014, p. 226). Gouscos et al. (2007) claimed to have
found an assessment framework for the OSGs. They highlight the importance of such
aspects as “effort of familiarization”, or portal navigation, “effort of acquisition”, or
overall effort to request a service, “technical support necessity”, “time of acquisition” and
the overall “quality of experience” to be central to the assessment of the portal. According
to them, the overall value of the portal is expressed in its ease of use, characterized by

simplicity, compared to disconnected e-government services (Gouscos et al., 2007).

The same opinion is expressed by the group of researchers, who propose reference
architectures, data models, and whole-scale portal prototypes - the interface must be user-
friendly in the first place. However, besides offering such a principle, the authors
highlight the importance of overall integration of the portal with different technology and
application services, as well as throughout various authorities. Glassey (2004) proves the
validity of this statement in his research on creating an OSG portal for the Swiss
authorities. The researcher conducts a tedious description of all services in the Swiss
public administrations (grouped in Information, Communication and Transaction types),
their connection with different public authorities. As a result, the researcher categorizes
all actors involved in service provision to offer a data model of an OSG-portal (Glassey,
2004). This work on process mapping proves that introducing technology to avoid
administrative burden requires an understanding of processes in authorities that underlie
service provision, as well as understanding the users. Moreover, having previously
created a prototype of an OSG-portal, Glassey (2002) provides an example of how
understanding the user may provide the key to simpler architectures even before offering
the portal to users (Glassey, 2002).

Furthermore, researchers point out the importance of policy actions, related to
standardization, promoting interoperability, and portal integration, as a vital step towards
implementing the One-stop government. Describing the eGOV project, Tambouris (2001,
p. 363) highlights that promoting open standards “to support interoperability between the
national portal and other public authorities that provide content to the portal” is a vital
component of any OSG project. It is especially crucial when it comes to complex
administrative structures. Tambouris (2001) suggests the GML-XML application as a
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possible open standard in this context. Similarly, viewing the implementation of the OSG
policies from the perspective of eGovernment stage models as a first step towards
implementing a No-stop shop government, Scholta et al., (2019a) highlight the integration

of data collection, data storage and data use as critical features of a functional OSG portal.

According to Scholta et al. (2019a), triggering of eGovernment services through data
collection can take place through individual forms, attributed to each administrative body
or department, through “a single point of contact with citizens (one form, as in the one-
stop-shop)”, or through no form at all. Data collection through one form in this context
requires a single integrated interface for all the authorities of all levels of governance,
making it a central feature of the OSG. Meanwhile, data storage can remain “distributed
or limited to department-wide integration”, although holding high potential for being
integrated consequently (Scholta et al., 2019a, p. 12). The main goal of the data collection
through a single form is integrating data use, offering administrative services, where a

citizen is not expected to submit the same information to multiple agencies multiple times.

Putting the issues of the One-stop government development in the policy context of
Germany, Scholta et al. (2019b) point out that One-stop government policies towards
eGovernment services that are “more convenient for citizens and businesses” are
preceded by the policies “standardized service descriptions” and “interconnected portals”,
leading at the next stage of administrative integration to No-stop shop policies. At the
first stage of achieving more citizen-centered eGovernment services, the state introduces
standardized service descriptions, which “harmonize the specification of government
services for citizens and businesses” and tackle the issue of identifying responsible
authorities in complex administrative systems (Scholta et al., 2019b, p. 3275). This role
is currently undertaken by FIM and KoSIT, described in the previous section. At the
second stage, the state attempts to address the issue of communicating with authorities in
a less complicated manner by establishing “connections between individual portals of
government entities” and navigating the user towards the desired service provider
(Scholta et al., 2019b). This stage is to be achieved by creating the integrated portal
network by 2022, which is a central requirement of the OZG regulation. At this point, a
single sign-on option of verifying identity is also offered, which in the context of
Germany is expected to be realized through service accounts. As a next step the
government aims at establishing a One-stop government portal, which frees the user from
navigational efforts, while citizen “information is transferred to the right authority in the
back end” (Scholta et al., 2019b, p. 3276).

Finally, previous research has been dealing with the architectural components of a One-

stop government portal, aiming to identify essential features of a system that allows for
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the “single form” convenience. According to Sedek et al. (2014), in a One-stop
government system, consisting of a one-stop eGovernment portal, e-government
application providers and e-government service providers, a One-stop eGovernment
portal is responsible for providing an interface to the one-stop eGovernment application
to users, “user security and registration, application subscription and application hosting”
(Sedek et al., 2014, p. 98). In their perspective, such a system overall requires a high level
of standardization and integration. Similarly, having developed a more complex structure
of an OSG, Hongbo (2013) underscores that a key to achieving user satisfaction in
electronic communication with citizens is information sharing and integration, which

helps to satisfy the demand for high information security.

While researchers, designing OSG architectures discussed above, have not been relying
on the EU Single Digital Gateway guidelines and building blocks, their works have been
promoting the desired outcome of this supranational policy action: to achieve a “Multi-
clinic” OSG (Hauser, 2017, p. 132). According to this goal, portal integration is not
enough to achieve One-stop government services, as greater data collection integration is
needed to deliver the desired user satisfaction. Although in complex administrative
environments, such as Germany, preliminary steps towards OSG, such as portal

integration, are vital, these efforts should not be mistaken for an OSG implementation.

All in all, based on the literature analyzed, it is hard to infer any requirements to reflect
the One-stop government portal in the architectural blueprint. The way it can be organized
varies significantly, apart from the fact that with a One-stop government-to-user interface,
all communication and transactions are carried out by means of this interface. Moreover,
the literature highlights the importance of the back-office integration in providing
government services via OSG, which requires infrastructure for data sharing and joint
data collection. These requirements are, however, better conceptualized in the Once-only

principle related research, as discussed below.

5.1 Requirements of the Once-only Principle.

While no concrete policy action has been taken in the national level eGovernment
development in Germany towards achieving a One-stop government after portal
integration, there are cross-border projects testing the viability of this concept. These
projects revolve around the Once-only principle, the basis for which is expected to be
integrated with all the EU member states by 2023 (Demiri, 2018).

In academia, as well as in the high-level policy circles, there is no single definition of
what the Once-only principle is. Generally, it is understood as an eGovernment principle,

suggesting “that citizens and businesses should supply certain standard information only
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once to a public administration” (Krimmer et al., 2017a, p. 546). Krimmer et al. (2017a)
point out the controversy in the understanding of the OOP in the EU member states,
which, on the one hand, suggest solely data collection integration, and, on the other hand,
highlight the data storage integration as well. Following from the definition of the OSG
and its particular connection to the data collection integration, the OOP in this thesis will
be understood as “the collection of data, stipulating that data can be submitted to public
administrations only once, while still allowing for multiple repositories” (Krimmer et al.,
2017a, p. 547). Moreover, in the German policy context, one could differentiate between
the Once-only principle 1.0, which presupposes data collection and sharing within public
administrations, and the Once-only principle 2.0, which integrates “significant private

sector actors” in this equation (Digitale Verwaltung und offentliche IT, 2018).

While scientific efforts, defining the OSG are quite scarce, works that operationalized the
Once-only principle are even less numerous. The searches for journals and contributions
on OSG (in Government Information Quarterly, MIS Quarterly Proceedings of the
International Conference on e-Learning, e-Business, Enterprise Information Systems and
e-Government) have resulted in 0 mentionings of the Once-only principle. Nevertheless,
academic efforts that focus on OOP implementation across the EU agree on precise
requirements that enact the Once-only collection of citizen data, serving in many ways as

preconditions to the OOP-implementation.

To begin with, the enabling of the Once-only principle is often viewed as following well-
developed and trustworthy data sharing practices in public administrations. Krimmer
etal. (2017a) point out that OOP-based eGovernment services rely on data sharing among
public authorities with high respect for data protection in this context. According to Cave
et al. (2017), data exchange, which ensures data protection, data quality, administrative
collaboration, and re-use of data with underlying architecture and semantic solutions, is
the cornerstone of an effective Once-only principle implementation. In more practical
terms, the EU suggests the CEF eDelivery building block to be an essential element of
the OOP-commitment (Once Only Principle reduce administrative burden for individuals

and businesses, n.d.).

Following data sharing among administrative entities, the implementation of the Once-
only principle requires a high degree of standardization (Krimmer et al. 2017a).
Especially vital this requirement appears to be in the context of highly complex
administrative structures. The National Norm Controlling Council of Germany has, in
this respect, also recommended achieving greater standardization of data forms and
G2C and G2G interfaces to enact the OOP-based eGovernment services (Fromm et al.,
2015).
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Furthermore, another CEF building blocks suggested for the implementation of the OOP
are elD and eSignature (Once Only Principle reduce administrative burden for individuals
and businesses, n.d.). Indeed, electronic identification systems are viewed as an
essential component for establishing trust in OOP-enabled eGovernment services, as
highlighted by Cave et al. (2017).

Additionally, Cave et al. (2017) point out the need for integrated base registries in the
context of effective OOP-implementation. As suggested in EIF 2.0, base registries are
“reliable sources of basic information on items such as persons, companies, vehicles,
licenses, buildings, locations and roads, which are authentic and authoritative and form
the cornerstone of public services” (ISA, 2015). Special attention has to be dedicated to
the integration of base registries in contexts of high administrative complexity, such as in

the case of Germany.

Finally, as already mentioned in the definition of data sharing (Krimmer et al., 2017a,
Cave et al., 2017), the OOP-enabled eGovernment services have to comply with the data
protection regulation and transfer data to administrative bodies upon agreement of the
data subject (Fromm et al., 2015). In this respect, rights, roles and responsibilities of
actors involved should be clearly defined in this context (Krimmer et al., 2017a; Cave
et al., 2017; Digitale Verwaltung und offentliche IT, 2018) and data sovereignty of
subjects has to be guaranteed through the transparency of data sharing and use (Digitale
Verwaltung und offentliche IT, 2018).

All in all, the operational building blocks that enable eGovernment services, based on the

Once-only principle, can be summarized into the following list of requirements:
1) Data sharing;

2) Standardized interfaces and data formats;

3) Electronic identification;

4) Integrated base registries:

5) Transparency in assigning roles and responsibilities of parties to the process.

Further requirements mentioned above point out the importance of data protection with
regards to the OOP-enabled eGovernment services, which will be discussed in the
following subsection, dealing with Privacy by design requirements. Data subject’s
consent and data sovereignty have not been included in this list, due to the duplication

with the PbD requirements.
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5.2 Requirements of the Privacy by Design Principle.

Although the principle of Privacy by design has received much attention since the
publication of the EU General Data Protection Regulation (Council Regulation (EU)
2016/679, 2016, or the GDPR), the idea of entrenching privacy requirements in the design
of information systems is not new. Still, defining it and its components has been troubling

researchers for at least one decade.

The Privacy by design principle has been viewed as a solution to tackle a complex issue
of data protection compliance through technology design. The GDPR itself defines
privacy by design as “nothing more than data protection through technology design”
(Council Regulation (EU) 2016/679, 2016). Researchers and practitioners have heavily
criticized this understanding of the Privacy by design principle. They highlight that
ensuring privacy by technology design allows to guarantee privacy rights only to a limited
extent, and safeguarding privacy should, therefore, not be limited to implementing PbD
(Koops & Leenes, 2014). Therefore, the academia and the practitioners see its
implementation and effects as much more than just technology design. The essence of the
idea to design technology, which considers data protection before being implemented, is
a complicated task, taking into account the uncertainty about the meanings of regulatory

prescriptions.

Moreover, researchers find it troublesome to grasp what level of design and which
solution life cycle phases should be taken into consideration while designing data
protection compliant eGovernment solutions. Giirses et al. (2011) point out that “data
protection compliance should be embedded throughout the entire life cycle of
technologies and procedures, from the early design stage to their deployment and use”.
Angelopoulos et al. (2017) draw additional attention to the fact that privacy protection
should be embedded “into the design specifications of technologies, business practices,
and physical infrastructures”, suggesting modeling tools, which could help “to
systematically elicit and document privacy, security and trust requirements”. Pagallo
(2012) agrees with such approach to understanding privacy by design. The researcher
highlights that “organizing data processes and product design” is equally important when
embedding data protection in information systems design, since business processes, such
as data collection, handling, processing, storage and use, can also present danger to

privacy, if carried out falsely (Pagallo, 2012, p. 332).

A similar approach is advocated by Cavoukian (2009, p. 1), who sees privacy by design
to be comprised of the “trilogy of 1) IT Systems, 2) accountable business practices, and
3) physical design and networked infrastructure”. Giirses et al. (2011) also suggest

concrete steps to design information systems and underlying processes that comply with
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data protection regulation. Thus, in this work, Privacy by design will be understood as
“an approach to protecting privacy by embedding it into the design specifications of

technologies, business practices, and physical infrastructures” (Angelopoulos et al., 2017,
p. 4).

As far as the operational components of Privacy by design are concerned, Cavoukian
(2009) has developed a list of conditions, which according to her, could help to enable
electronic services, compliant with data protection regulations. According to Cavoukian
(2009), designing data protection means ensuring 1) privacy by default, 2) visibility and
transparency of data use, and 3) data subjects' empowerment to controlling the use of their
data. More precisely, 1) privacy by default should be understood as a combination of 1.1)
embedded purpose specification procedures, through which data subject is informed
about the intention to leverage particular data, 1.2) data collection limitation and 1.3) data
minimization, which ensures that only data needed to provide a service is being collected,
as well as use, 1.4) retention and disclosure limitation, which means that data controlling
actions have to serve a specified purpose. As far as visibility and transparency of data use
are concerned, Cavoukian highlights assuring the 2.1) accountability of service providers,
2.2) openness of regulatory expectations, and 2.3) compliance and 2.4) redress
mechanisms. Finally, empowering data subjects to control the use of their data is,
according to the researcher ensured by the following: 3.1) obtaining the explicit consent
of data subjects to process their data, 3.2) maintaining accuracy, 3.3) completeness and
up-to-date information, as well as 3.4) providing access to individuals to information
about the use of their data (Cavoukian, 2009).

Apart from suggesting 12 actionable process and information systems design principles,
Cavoukian's work lays the ground for the process of engineering Privacy by design,
conceptualized in Giirses et al. (2011). The researchers in this respect highlight that
purpose specification and data minimization are crucial to data protection compliant
digital services. The data minimization requirement should be enacted by anonymization
and pseudonymization. Giirses et al. (2011) highlight, therefore, data minimization as a
second step to engineering Privacy by design, undertaken as a result of functional
requirements analysis and precise description of system functionality, followed by
modeling attackers and assessing risks and threats, as well as by multilateral security

requirements analysis and implementation and testing (Giirses et al., 2011).

Although not tailored specifically to enabling data protection compliant eGovernment
services in a particular context the requirements, summarized by Cavoukian (2009) and
further elaborated by Giirses et al. (2011), have served as a starting point for many
analytical works, interpreting the GDPR-established Privacy by design to eGovernment



38

practitioners in Europe. They have also been discussed in the context of implementing
electronic health cards and eID in Germany by Schaar (2010). The former German Data
Protection Commissioner highlighted that for the implementation of electronic health
card it was essential to 1) guarantee data sovereignty of the insured person, 2) ensure the
voluntary basis for the use of an electronic card, 3) establish control of the insured person
over the “extent of data”, recorded and deleted from the system, 4) establish control of
the patient over data access, 5) ensure the right to be informed about operations,
performed with personal data and 6) provide an ability to check, which parties have
accessed their data (Schaar, 2010). Moreover, according to Schaar (2010) “when taking
decisions about the design of a processing system, its acquisition and operation, the
following general objectives should be observed: 1) data minimization, 2) controllability
of the subject over personal data, 3) transparency of the system operation, 4) data
confidentiality and authorized access to data, 5) data quality, 6) possibility of segregation

of IT systems, used for different purposes” (Schaar, 2010, p. 273).

In practice, these requirements have also been extended by the requirements of end-to-
end compliance (use of system components, which officially commit to complying with
data protection regulation), data security requirements and good practice data handling
procedures (such as end-to-end encryption) (DSK, 2017). These principles are, however,
rather, technology and implementation-specific and, therefore, will not be included in the

scope of this thesis.

All in all, based on contributions by Cavoukian and Schaar, one could summarize the

following requirements to Privacy by design compliant eGovernment services:

1) Purpose specification;

2) Data minimization in collection and processing;

3) Accountability and confidentiality of data controllers and processors;
4) Controllability of available data by data subject

5) Accuracy and data quality;

6) Access to information about collected and stored data;

7) Consent of the data subject to data processing.

All in all, these seven regulatory requirements are considered to be vital in implementing
the Privacy by design principle and ensuring data protection compliant electronic
services. They have been conceptualized as building the ground for privacy-aware
development of information systems. ‘“Privacy-aware development requires to guarantee
as much as possible that data privacy is considered during all the phases of the

development process and guaranteed by the resulting systems” (Colombo & Ferrari,
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2012, p. 81). Moreover, they include privacy sensitive requirements of data subject's

consent and data sovereignty (formulated here as controllability).

To sum up, this section has outlined 12 requirements that an OSG portal needs to fulfill
in its process and information systems design in order to fulfill the Once-only and the
Privacy by design principles. The integration of these requirements with an OSG portal
should be, thus, understood as a primary objective of the architectural blueprint, which
guides compliance with these 2 high-level principles. Moreover, as both the definition of
the OOP and the PbD show, key challenge to enabling the OOP and PbD compliant
administrative services is to design administrative processes that underly these
requirements and are essential for IT design. Therefore, the literature review further
justifies the focus of this work on the process domain, rather than the technology domain.
This finding will also be crucial to artifact development in the following chapter. Finally,
it is crucial to underscore, that dealing with PbD and OOP implementation in pursuing
One-stop government policies, this thesis focuses mostly on administrative services,
provided to citizens, rather than businesses. This additional limitation is crucial to place
due to the fact that selecting regulation for some requirements (such as 4) Integrated base
registries to fulfill the OOP), the author will deal with different regulatory documents,

depending on the potential user group of digital administrative services.
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6 The Artifact for Aligning the OOP and the PbD Requirements.

This chapter will proceed with analyzing closer the legal basis for giving way to the
implementation of the Once-only principle and its alignment with the Privacy by design
principle in Germany. The national legislation is directly addressing neither of the
principles, therefore, relevant EU Regulation has been drawn upon to seek the connection

with further eGovernment requirements.

As mentioned previously, the requirements, identified through the literature review, will
not be used fully in proceeding with the development of an architectural blueprint. This
is due to the fact that a part of requirements, fulfilling the implementation of the Once-
only principle is primarily focused on privacy protection by data controllers and
processors. It especially concerns the requirements such as 6) Consent of the data subject
and 7) Data sovereignty of data subjects, which are directly mentioned as part of the
fulfillment conditions for the Privacy by Design principle (see 4) Controllability of
available data by the data subject and 7) Consent of data subject to data processing).

Indeed, previous research highlights the need for safeguarding privacy in the contexts of
data sharing and data reuse by public administrations while providing administrative e-
services. For this reason, the PbD principle will be understood as partially overlapping
with the Once-only principle, as depicted in Figure 1. It also reflects the requirements for
fulfilling the OOP and the PbD, as well as the role of the Once-only principle in realizing

the implementation of the One-stop government policies.
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Figure 1. OOP and PbD principles and requirements.
Apart from operationalizing the meaning of the concepts OOP and PbD through the

requirements, this classification plays an essential role in identifying the important

legislative sources of specifications for data handling processes and systems. The sources
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of common law, issued on the federal level in Germany and on the supranational level,
have been studied throughout the prism of relevant literature to develop specifications for

seven PbD and five OOP requirements.

EU Regulation. To begin with, the German government has expressed its commitment
to implementing the Single Digital Gateway regulation of the European Union, adopted
in 2018 (The Single Digital Gateway of the European Union, n.d.). According to this
regulation, access to the government services in the European Union should be enabled

for the EU citizens through the single digital gateway - Your Europe portal.

As stated in the Preamble of the SDG regulation, “this Regulation should support the use
of the ‘once-only’ principle and should fully respect the fundamental right to the
protection of personal data, for the purpose of the exchange of evidence between
competent authorities in different Member States” (Council Regulation (EU) 2018/1724,
2018, p. 3). It foresees the creation of the cross-border by default and accessible national
public e-services, which are interoperable and can be integrated into the pan-European
One-stop government portal for essential EU services. The gateway is, thus, expected to
set up conditions for providing all necessary information about public e-services, offering
key contacts for assistance, and enabling one-stop government transactions via the portal
interface on the EU level. Primarily, the goal of enabling the One-stop government portal
provision of administrative services is focused around “the 21 requested public
administration procedures, organized around certain life events: (1) birth, (2) residence,
(3) studying, (4) working, (5) moving, (6) retiring, (7) starting, running and closing a
business” (Rinne, 2019, p. 39). In the context of this thesis, the regulatory provisions of
the Single Digital Gateway regulation for 1) Data sharing and 3) Electronic identification
and 5) Transparency in assigning roles and responsibilities, fulfilling the implementation

of the Once-only principle, will be essential.

Being adopted in the form of regulation by the European Union institutions and, therefore,
having a high degree of consensus around its prescriptions, the Single Digital Gateway
regulation is to be implemented by all member states without exclusions within 2018-
2023 (Somssich, 2015). The regulatory prescriptions of the SDG regulation will, for this
reason, be treated in this thesis as possessing equivalent regulatory power to the federal-

level national legislation.

The same commitment to the implementation is expected to be expressed towards the
Electronic Identification, Authentication, and Trust Services (eIDAS) regulation, which
brings forward the importance of personal identification services to perform transactions
to receive digital public services. With electronic identification being an essential

requirement for the implementation of both the One-stop government portal and the
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Once-only principle, the success of the implementation of cross-border electronic
identification services largely defines the implementation of the SDG regulation (Rinne,
2019).

eIDAS regulation calls upon cross-border enabling of the electronic identification means,
which are compatible in all national electronic identification schemes of the national
administrative e-services. Moreover, the regulation puts forward the implementation of
interoperable electronic trust services, namely electronic signatures, electronic seals, time
stamps, electronic delivery services, and website authentication (Council Regulation
(EU) 910/2014, 2014). Although the spectrum of electronic trust services, addressed by
the regulation is quite broad, this work will focus primarily on 3) Electronic identification,

essential for the implementation of the Once-only principle.

German National Regulation. As it comes to translating the prescriptions of the
regulatory requirements of the German national legislation, the author points out that the
architectural blueprint is not meant to cover or aggregate all possible OOP and PbD
requirements specific to selected (in either SDG regulation or OZG) services. Neither
does it aim at combining the specifics of each state or municipal administrative
proceedings. Such undertakings require considerable effort and resources, as well as
cooperative engagement of relevant authorities, which is beyond the scope of this work.
For this reason, it is primarily the national sources of common law that will be taken into

account for developing the architectural blueprint.

To begin with, the eGovernment implementation efforts have been entrenched in the
Basic Law of the Federal Republic of Germany (GG), the German constitution. The Art.
91c of the GG has laid the basis for the strategic action on the national scale, as well as
for the creation of the institutional framework, surrounding key administrative bodies and
structures behind eGovernment. Apart from creating a legislative framework for the
cooperation of actors in the federal administrative structure, it gives way to the
standardization on the basis of agreements across the federation levels (Junk, 2009). Thus,

this provision is essential for the specification of 2) Standardized forms and interfaces.

Moreover, due to the time-critical character of the SDG and the OOP implementation,
several legislative acts, essential in the process of translating regulatory requirements into
technical specifications, are being adopted on the federal level. A vivid example is the
implementation of the Bureaucracy Alleviation Law III (Biirokratieentlastungsgesetz I11),
which paves the way towards the creation of 4) Integrated base registries for businesses.
Due to the fact that the future of contents of these regulatory acts has not been fully
defined and adopted as of February-March 2020, these legislative requirements will not

be taken into account.
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Furthermore, the most prominent regulation that has to deal with the implementation of
the SDG regulation on the national scale, according to the IT Planning Council (The
Single Digital Gateway of the European Union, n.d.), is the recently adopted Online
Access Law. The Online Access Law is targeted at having 575 services in federal, state
and municipal service provision digitalized by 2022. It further creates a regulatory
framework for their interconnection in the integrated portal network and promotes the
creation of cross-state interoperable electronic identification solutions - service accounts
(Onlinezugangsgesetz — OZG, 2017).

According to the Online Access Law, the integrated portal network should serve as a
single point of access, which navigates users to the online portal of responsible authority
and, therefore, does not aim at creating a single digital gateway. Moreover, the text of the
regulation is quite concise and has a mere prescriptive nature, rather than descriptive, like
sectoral regulation. Nevertheless, its role is essential in mapping the requirements of 1)
Data Sharing and 3) Electronic identification for paving the way to OOP-implementation.
It also brings up relevant points, which cover the realization of 7) Consent of data subject

to data use requirement of the Privacy by design principle.

Additionally, all eGovernment initiatives in Germany draw upon the legal provisions of
the eGovernment Act (E-Government Act - Egov(G, 2013), or the Act to Promote
Electronic Government. Being a predecessor of the Online Access Law in the specialized
field of the digital public services regulation, the Act obliges public administrations to
ensure online access to the administrative services. The regulation forces the
implementation of the De-Mail infrastructure, as central to the realization of digital public
services. Furthermore, the regulation permits the replacement of written forms through
electronic ones by means of securing them through technologies, such as Qualified
Electronic Signature. This regulation serves as a reference for state eGovernment laws
and provides details on the roles and responsibilities of parties to the process. Finally, the
regulation instructs responsible authorities on their role in the process of standardization
and vests binding power in their decisions (E-Government-Gesetz, n.d.). Therefore, the
legal requirements of the eGovernment Act, 2013, serve as a basis for specifying technical
services and processes behind 1) Data sharing, 2) Standardized forms and interfaces, and

5) Transparency in assigning roles and responsibilities.

In addition, the following regulations that deal with 3) Electronic identification for
realizing the Once-only principle have been identified in this work: the Act on Identity
Cards and Electronic Identification, which fixes the use of electronic identification
means, and the Act on Electronic ID Card, which is intended to ensure the implementation
of the eIDAS regulation. The latter one foresees the use of electronic ID cards by EU-
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citizens in German service portals as identification means to receive digital administrative
services. Having been adopted quite recently (in June 2019), the regulation still requires

more precision on the technical implementation.

Moreover, this work will view the Administrative Procedures Act of 1976 as an additional
source for requirements to implement the One-stop government portal in Germany.
Although often viewed as a barrier to digitalization in public administrations, the
Administrative Procedures Act has been amended several times to integrate the electronic
service provision by the public sector (Djeffal, 2018). Thus, the requirement to provide a
written form by the citizen to receive a public service was replaced by confirming the
validity of an electronic form after the adoption of the Act to Promote Electronic
Government (BMI, Referat O2, n.d.). Therefore, this regulatory document serves as a

basis for the specification of the OOP requirement 2) Standardized forms and interfaces.

Besides the GG, the EGovG and the Administrative Procedures Act, it is the resolutions
of the IT Planning Council regarding the mandatory adoption of federally developed
standards that serve as a basis for the specification of 2) Standardized forms and
interfaces. In particular, it is the resolutions 2019/15, 2019/14, 2018/40, and 2017/40 that
play a key role in the standardization of data exchange interfaces and data forms to collect
information from citizens. The binding power of the IT Planning Council resolutions is
prescribed by the Act to Promote Electronic Government in Art. 10, stating that “if the
IT Planning Council adopts a resolution on supradisciplinary and interdisciplinary IT
interoperability or IT security standards, they should be enacted” (E-Government Act -
EgovG, 2013).

Finally, two sectoral regulatory documents will be considered while creating the
architectural blueprint. The necessity of their use is justified by the absence of a
modernized registry landscape and the corresponding regulation (Nationaler
Normenkontrollrat, 2017). More precisely, there is no centralized solution for registry
maintenance or registry interconnection on the federal level neither for persons nor for
businesses. Thus, this thesis will make use of the Federal Act on Civil Status, 2007, and
the Federal Act on Registration, as of 2017, which regulate the registry keeping and the

use of the base data on persons (Nationaler Normenkontrollrat, 2017).

Data Protection Regulation. Most of the technical specifications for the Privacy by
design requirements originate from the EU General Data Protection Regulation (GDPR),
2016, and the Federal Act on Data Protection (BDSG), 2018. The term Privacy by design
appears both in the BDSG and the GDPR, where it is defined as “data protection through
technology design” (Council Regulation (EU) 2016/679, 2016). Its requirements, defined
for this thesis, largely correspond to the principles of data handling in Art. 6 of the GDPR:
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1) lawfulness, fairness and transparency; 2) purpose limitation; 3) data minimization: 4)
accuracy; 5) storage limitation; 6) integrity and confidentiality; 7) accountability (Council
Regulation (EU) 2016/679, 2016).

Nevertheless, since the Privacy by design definition, used in this thesis, comprises
technical and organizational measures to ensure the respect for citizens’ privacy rights,
the principles, defined in the Art. 6 of GDPR, have been regrouped to correspond to the
Privacy by design requirements, introduced in the literature review. These adjustments

have resulted in the following representation of the GDPR principles of data handling:
1) Purpose specification, corresponding to purpose specification in GDPR;

2) Data minimization in collection and processing, corresponding to data minimization in
GDPR;

3) Accountability and confidentiality of data controllers and processors, corresponding to
accountability in GDPR;

4) Controllability of available data by data subject, corresponding to storage limitation in
GDPR;

5) Accuracy and data quality, corresponding to accuracy in GDPR;

6) Access to information about collected and stored data, corresponding to integrity and
confidentiality in GDPR;

7) Consent of the data subject to data processing, corresponding to lawfulness, fairness

and transparency in GDPR.

Unlike in the process of specification of legal requirements of the Once-only principle,
the Privacy by design requirements have been consistently gathered from the EU General

Data Protection Regulation.

“Despite being directly binding for all the EU member states, the GDPR does not render
national data protection provision obsolete” (Molnar-Gabor, 2018, p. 619), which has led
the German Bundestag to adopt the national Data protection regulation in accordance
with GDPR. Thus, the Federal Act on Data Protection is used in this thesis as an additional
source for the specification of some of the requirements, including 1) Purpose
specification and system segregation (if necessary) to fulfill the desired purpose, 2) Data
minimization in collection and processing, 3) Accountability and confidentiality of data

controllers and processors, 4) Controllability of available data by the data subject, and 6)
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Access to information about collected and stored data, corresponding to integrity and
confidentiality in GDPR.

According to Kolain & Wirth (2018), the listing of requirements, along with their
definition and prescriptions to implement them in legislation, serves as an overview of
the precise steps, meant to fulfill them. While listing each article referring to a single
regulatory act is sufficient (as in Kolain & Wirth (2018)), this approach does not suffice,
in case of applying the method of legal specification to several legal documents. Complex
relationships are created while adopting regulations in national and supranational
jurisdictions. Moreover, a single regulatory act often prescribes the implementation
guidelines for several requirements, realizing the principle. Thus, the author of this thesis
has expanded the approach to legal specification by opting for a table representation. The

complete overview of legislative acts and their requirements is represented in Annex 1.

6.1 Fulfilling the Requirements of the Once-only Principle.

Data Sharing. To begin with, the implementation of the OOP presupposes that receiving
citizen data once, the authorities, responsible for providing various categories of
administrative services, will use this data to provide any service without requesting this
data from the citizen again. Thus, the terminology data Controller and data Processor can
be applied to this perspective to indicate authorities, which serve as a primary receiver of
citizen data and the service provider, who leverages this already provided and processed
data. Data Controller and Processor can be perceived as the roles that a responsible
authority plays in the process of service provision. A collaboration of the roles Processor
and Controller is aimed at fulfilling the Once-only principle (Fulfilling OOP in Figure
2), which in their interaction reuse already submitted citizen data (Reusing citizen Data

in Figure 2).

According to Art. 8 of the Online Access Law, “permanent storage of the identity data
and its transmission to and use by the authority responsible for the Administrative Service
is permitted. In the case of permanent storage, the user must have the possibility to delete
the user account and all stored data independently at any time” (Onlinezugangsgesetz —
0ZG, 2017). This provision enables the process of the Controller, related to Sharing data,
and the process “Request data from controller” in the overall “Providing Service”
function of a Processor. Moreover, as prescribed by Art. 5 of the Act to Promote
Electronic Government, transmission of citizen data may be done electronically: “With
the consent of the data subject involved in the procedure, the competent authority may
electronically obtain the necessary evidence from a German public body directly from the

issuing public body” (E-Government Act — Egov(G, 2013).
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More precisely, the process of Providing Service from the Processor perspective includes
several steps. Having received a request for a service, the Processor checks, whether the
required data has already been submitted earlier, and whether the Processor is
simultaneously a Controller. The Processor retrieves base data in order to be able to
identify the citizen and requests additional information from another Controller or the
User, if necessary. Having examined the data, the Processor can then provide a requested
service to the citizen. The same is valid for the Controller, which by Sharing data, checks
the Processor request on the subject of Processor’s eligibility and Controller’s access to

the data and forwards it after retrieving.

For Germany, citizen data transmission in providing administrative services is also
expected to function in the cross-border context. While the national regulation does not
prescribe any information services to be used while Sharing data, Art. 38 of the SDG
regulation requires that “the Internal Market Information (IMI) system shall be used for
exchanges of information, including of personal data, among the IMI actors” (Council
Regulation (EU) 2018/1724, 2018, p. 28), which according to Art. 14 is “established by
the Commission in cooperation with the Member States” (Council Regulation (EU)
2018/1724, 2018, p. 20).

For the German national context, it is also essential to take into consideration that the
standard XFall should be considered for the information exchange between public
authorities and the interoperable data forms respectively. These requirements will be

discussed more in detail in the next subsection.

Finally, the application component (currently included in the blueprint as IMI, as part of
the Information exchange Function, which should be extended with an application
component appropriate to the national data transfers) shall provide an application
interface to the Controller. The model of the requirement Data Sharing is depicted in

Figure 2.
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IMI System —

Figure 2. Data sharing.

Standardized Interfaces and Forms. In the federalist context of Germany,
standardization plays a crucial role in building the integrated portal network, as well as
for the fulfillment of the OSG policies (Scholta et al., 2019b). Therefore, the need for
realizing this requirement finds evidence in numerous legislative documents and policy
initiatives of the Federal Government. The development of the “one-for-all” standardized
forms and interfaces is also part of these initiatives and is fulfilled in the form of
cooperation between the administrative levels. According to Art. 91c of the Basic Law of
the Federal Republic of Germany, “the federal and the state governments can determine
the standards and security requirements necessary for communication between their IT
systems. Agreements on the basis of cooperation are required” (Basic Law for the Federal
Republic of Germany - GG, 1949).

In doing so, the central role in steering the process is assigned to the IT Planning Council.
The defined standards have a binding nature and are expected to be implemented across
all federal levels. The Act to Promote Electronic Government thereby prescribes in Art.
10: “If the Planning Council for cooperation on IT matters in the field of public
administration between the Federation and the Lander (the IT Planning Council) adopts
a resolution on supradisciplinary and interdisciplinary IT interoperability or IT security
standards, they should be enacted” (E-Government Act — EgovG, 2013), which is
depicted in Annex 2.

In addition to Art. 10, the EGovG provides in the context of standardization a requirement
for a transition to electronic forms, submitted to the authorities as a service request, which
is outlined in Art. 13: “Where a legal provision stipulates the use of a certain form

providing a signature field, this alone shall not be tantamount to requiring written form.



49

The signature field shall be omitted from a version of the form intended for electronic
submission to the authority” (E-Government Act — EgovG, 2013). Further options for the
submission of Electronic Forms in the state administrative proceeding are outlined in Art.
3a of the Administrative Procedures Act: “Documents can be submitted in an electronic
format, and electronic documents must be signed with a qualified electronic signature, or
through an electronic form, accessible by public bodies, or De-Mail”
(Verwaltungsverfahrensgesetz - VwV1{G, 1976).

Coming back to the role assigned to the IT Planning Council in defining standards, it is
the resolutions of the IT Planning Council that enforce standards, defined through
complex standardization initiatives, like KoSIT and FIM, addressed in the Section
eGovernment Initiatives on the National Level in Germany. More precisely, it means that
the standards, defined within FIM and KoSIT underly the resolutions of the IT Planning
Council and the standards should, therefore, be included in the blueprint, although not
being part of the federal regulation. In the context of standardized forms and interfaces
(which include both interfaces provided to citizens and between data controllers and

processors), XFall, XProzess, and XDatenfelder standards have special relevance.

XFall has been adopted with the 2017/40 resolution of the IT Planning and sets an
interoperability standard “for the exchange of applications between the administrative
bodies and user, as well as among administrative bodies” (Entscheidung 2017/40, 2017).
Thus, as shown in Figure 2, XFall should be considered in the Sharing data process
between authorities, as well as between Users on the one side and Processors and
Controllers, communicating by means of the One-Stop Government Portal, on the other

(which is depicted in Figure 3).

The resolution 2019/15 of the IT Planning Council adopts XDatenfelder, “the
interoperability standard for the exchange of basic information, used in FIM-Datenfelder
among public administrations” (Entscheidung 2019/15, 2019). XDatenfelder underlies
the standardized forms wused in requesting services by citizens from public
administrations, which, according to the EGovG, can be submitted electronically. This
XML standard lays the basis for the reference forms, realized through the FIM-
Datenfelder, which in turn underlies Standardized Forms provided to citizens for

submission.

Finally, although the regulatory provision is not providing process or service design
prescription, it is still worth mentioning Art. 20 of GDPR. Art. 20 points out the need for
standardized data forms in the context of data transportability: “The data subject shall
have the right to receive the personal data concerning him or her, which he or she has

provided to a controller, in a structured, commonly used and machine-readable format
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and have the right to transmit those data to another controller without hindrance from the
controller to which the personal data have been provided”. Thus, offering standardized
forms to collect data from citizens could enable public authorities to fulfill the GDPR
provisions. The complete model of the requirement 2) Standardized interfaces and forms

is presented in Figure 3.
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Figure 3. Standardized interfaces and forms.

Electronic Identification. According to Art. 3 of the Online Access Law “The federal
government and the states provide user accounts in the integrated portal network, which
enable users to identify themselves uniformly to receive the electronic administrative
services of the federal government and the states, available in the portal network”
(Onlinezugangsgesetz — OZG, 2017). For this reason, the Identify oneself on the Service
Portal process is modelled in Figure 4 as a first step to Receiving eGovernment services
by Users.

However, as already revealed in the Section eGovernment Initiatives on the National
Level in Germany. of this thesis, the infrastructure underlying user accounts varies
depending on the trust levels, defined at the account confirmation stage. At the highest

level of security, which takes place through the eID authorization, the User is able to store
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documents in his or her service account and share them with the authorities electronically.
Such a precondition is important for receiving eGovernment services fully electronically
and media break free, which is why this thesis deals with eIDs as a means of identification
on service accounts, with their connection to a One-stop government portal. As depicted
in Figure 4, designated public authorities also undertake the role of Enablers of User
Accounts, who are responsible for Establishing User Accounts and, as discussed later, for

Adjusting identification requirements to cross-border users’ needs.

Electronic identification of users for receiving eGovernment services is specified in Art.
18 of the Act on Identity Cards and Electronic Identification by prescribing that
“Electronic identification shall take place via the transmission of data from the Electronic
Storage and Processing Medium of the identity card. Data shall be transmitted only if the
Service Provider transmits a valid authorization certificate (User Authorization) to the
identity cardholder (the User), who then enters his/her PIN code” (Act on Identity Cards
and Electronic Identification - PAuswG, 2009). This provision is fully in accordance with
Art. 5 of the Act on Electronic ID Card adopted recently (Gesetz iiber eine Karte fiir
Unionsbiirger und Angehorige des Europdischen Wirtschaftsraums mit Funktion zum
elektronischen Identititsnachweis — eIDKG, 2019). Figure 4 depicts the Electronic
Identification Service and the Electronic Storage Service, together with the application
functions and components realizing them. It also introduces the role of the Service
Provider, along with assigned processes, related to user authentication (User

Authorization).

Furthermore, with respect to the electronic identification, Art. 7 of the OZG prescribes
that “Public bodies, designated by the federal government and the states respectively,
should take care of establishment of user accounts and registration of users. The accounts
should be recognized by all authorities”. This legislative provision is only concisely
represented in the model in Figure 4. Nevertheless, it finds further refinement in the Art.
12 of the Act on Electronic ID Card, which states that “When applicants pick up their
identity cards, they shall state in writing to the identity card authority whether they intend
to use the electronic identification function. If not the ID card authority should deactivate
this function” (Gesetz iiber eine Karte fiir Unionsbiirger und Angehorige des
Europédischen Wirtschaftsraums mit Funktion zum elektronischen Identitdtsnachweis —
eIDKG, 2019). This provision replaces Art. 10 of the Act on Identity Cards and Electronic
Identification (PAuswG, 2009), which prescribes the opt-in activation of the electronic

identification function with a possibility to change citizen’s mind at any time.

Regarding the responsibilities of processing authorities in this respect, the responsible

authorities are only allowed to use the data stored on the ID card only for identity
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verification purposes. This provision finds justification in Art. 20 of both the Act on
Identity Cards and Electronic Identification and the Act on Electronic ID Card,
highlighting that “Public sector bodies may use the identity card only to verify identity
electronically and not for the automated retrieval or storage of personal data” (Act on
Identity Cards and Electronic Identification - PAuswG, 2009; Gesetz iiber eine Karte fiir
Unionsbiirger und Angehorige des Europdischen Wirtschaftsraums mit Funktion zum
elektronischen Identitidtsnachweis — eIDKG, 2019).

Finally, from the cross-border perspective, according to Art. 13 of the SDG regulation,
“Member States shall ensure that ... c) cross-border users are able to identify and
authenticate themselves, sign or seal documents electronically”... (Council Regulation
(EU) 2018/1724, 2018, p. 20). More precisely it means, as stated in Art. 6 of the eIDAS
regulation, that “the electronic identification means issued in another Member State shall
be recognized in the first Member State for the purposes of cross-border authentication
for that service online” (Council Regulation (EU) 910/2014, p. 86). Therefore, the
identification of cross-border users is treated in this thesis in the same way as that of the

German citizens.
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Figure 4. Electronic identification.

Integrated Base Registries. It is essential to clarify upfront that the requirement of
integrated base registries is not addressed in the currently adopted German legislation and
is only foreseen to be adopted for the business registries in the near future. Furthermore,
it is not entirely clear whether existing registries for persons will be used as base registries
and if they will, in which way they will be interconnected across administrative levels
and with each other. Nevertheless, the author of this thesis has utilized the
recommendations of the Norm Controlling Council and included the requirements for
maintaining and accessing the population and civil status registries (depicted in the model

of Figure 5 generally as Registries) in the process of service provision.
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According to Art. 3 of the Federal Act on Registration “to carry out tasks the registration
authorities should store personal data in the population registry” (Federal Act on
Registration — BMG, 2013). Registration authorities in their role of data Controllers,
therefore, Store Base Data upon receiving the citizen consent to base data storage
(Request Consent to Base Data Storage). In case of the civil status registry, it is,
furthermore, prescribed by Art. 3 of the Federal Act on Civil Status for registry-keeping

to be carried out electronically (Personenstandsgesetz — PStG, 2007).

Finally, Art. 38 of the Federal Act on Registration and Art. 55 of the Federal Act on Civil
Status foresee the collaboration of the Controller and the Processor in providing electronic
public services through data sharing, under the condition that “Technical infrastructure is
available to share data and/or provide access to it” (Personenstandsgesetz — PStG, 2007).
However, the role of registries in this context is not covered in the regulation. These
scarce provisions regarding the role of base registries in the fulfillment of the Once-only

principle are depicted in Figure 5.
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Controller Processor

I
[ 1

Request Consent =
to Base Data —> Store Base Data g
Storage i

New Data Provided by
Citizen

Retrieve Base
Data

Registry ; Registry access
Integrated Base
Integrated Base Data Data Access

Figure 5. Integrated base registries.

Transparency in Assigning Roles and Responsibilities of Parties to the Process.
Finally, when it comes to enabling the Once-only principle, the literature, as well as the
legislation, requires that Controllers and Processors provide transparent information on
processing data and the role of parties to the process (Provide Information on Activities
and responsibilities). This request is entrenched in the Act to Promote Electronic

Government, Art. 3: “Every authority shall provide information in generally
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comprehensible terms about its activities under public law relating to external parties and
provide contact details and forms for citizens” (E-Government Act — EgovG, 2013). In
this context, the activities involving external parties include, but are not limited to, data
sharing between Processors and Controllers, as well as the authentication services
revealed in subsection Electronic Identification as a Prerequisite to Fulfilling the Once-
only principle. With respect to several authorities partaking in data processing, Art. 11 of
the EGovG stipulates additionally that “Joint procedures are permissible and require
transparency in ensuring the legality of collecting, processing and using data. An
overview is maintained by data protection officials on both sides” (E-Government Act —
EgovG, 2013).

Ensuring transparency through providing publicly accessible information is depicted in
Figure 6, as one of the processes associated with responsible authority’s role as
Processors (Provide information on activities and responsibilities). Furthermore, this
requirement is underpinned by the EU Single Digital Gateway regulation in Art. 10: “The
Member States and the Commission shall ensure that, before users have to identify
themselves prior to launching the procedure, they have access to a sufficiently
comprehensive, clear and user-friendly explanation of ... b) the name of the competent
authority responsible for the procedure, including its contact details” (Council Regulation
(EU) 2018/1724, 2018, p. 18).

In addition, regulatory provisions attempt to ensure transparency in assigning roles and
responsibilities through the authorization of public administration employees (Authorize
Oneself) and log data keeping (Organize and save records of the procedure). Thus, Art.
39 of the Federal Act on Registration prescribes that “the body authorized to retrieve data
shall take appropriate technical and organizational measures to ensure that data can be
retrieved only by authorized persons” (Federal Act on Registration — BMG, 2013). What
is more, Art. 40 of the Federal Act on Registration requires authorities to “keep a record
of the following: 1. the body authorized to retrieve the data, 2. the data retrieved, 3. the
time of retrieval, 4. the file reference of the retrieving authority, if extant, 5. the identifier
of the retrieving person. Keep log data for 12 months” (Federal Act on Registration —
BMG, 2013). Although the processes performed by the Public Administration Employee
(modeled in Figure 6) have been collected from the regulation, dealing with a concrete
set of services - registration, their relevance is additionally revealed in general regulation
on data protection in the subsequent subsections. Nevertheless, it is also crucial for
grasping the meaning of transparency in assigning roles and responsibilities and is,

therefore, already brought up in this subsection.
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Figure 6. Transparency in assigning roles and responsibilities of parties.

6.2 Fulfilling Privacy by Design Requirements.

Purpose Specification. The requirement of purpose specification is central to GDPR-
compliant data handling and requires personal data to be “... 2) collected for specified,
explicit and legitimate purposes and not further processed in a manner that is incompatible
with those purposes...” (Council Regulation (EU) 2016/679, 2016). It has also been
present in the national data protection regulation in Germany and was included in various
sectoral regulations related to electronic data processing (Federal Act on Registration,
Federal Act on Civil Status are only a few examples, already mentioned in this thesis).
The requirement has been depicted in Figure 7 with respect to Providing Service

processes of data Processors and Sharing data, assigned to Controllers.

According to Art. 23 of the Federal Act on Data Protection “public bodies are allowed to
process data for other purposes”, in case the processing clearly corresponds to the
interests of the data subject (Federal Data Protection Act — BDSG, 2017). In doing so,
public bodies are allowed to transfer personal data to other authorities while they clearly
state the purpose of their request and comply with this purpose, as stipulated by Art 25.
(Federal Data Protection Act — BDSG, 2017). One of the ways to comply with purpose
specification is offered by Art. 6 of the EU General Data Protection Regulation: “for
further processing, compatibility check must be conducted, which includes checking 1)
the link between the original and proposed new purposes, 2) context in which data were
collected, 3) nature of data, 4) consequences of processing, 5) existence of safeguards
including encryption or pseudonymization” (Council Regulation (EU) 2016/679, 2016).

Figure 7 displays the processes, underlying actions of responsible authorities as



Processors, and as Controllers in
ensuring purposeful processing (Define
purpose and necessary data, Request data
necessary) and sharing of personal data

(Check Purpose Compatibility).

Data Minimization. Art. 5 of GDPR
stipulates concerning data handling that
“personal data shall be adequate,
relevant and limited to what is necessary
in relation to the purposes for which they
are processed”, thus, fully integrating the
term data minimization in regulating
data use (Council Regulation (EU)
2016/679, 2016). Possible measures to
ensure minimal use of personal data in
the processing are highlighted in Art. 71
of the Federal Act on Data Protection,
according to which “the controller, both
at the time the means of processing are
determined and at the time of the
processing itself, shall take appropriate
measures to implement data protection
principles, such as data minimization, in
an effective manner, to ensure
compliance with legal requirements and
to protect the rights of data subjects. In
doing so, the controller shall take into
account the state of the art, the cost of
implementation and the nature, scope,
context and purposes of processing, as
well as the risks of varying likelihood
and severity for the legally protected
interests of the data subject posed by the
processing. In particular, personal data
shall be processed, and processing
systems shall be selected and designed in

accordance with the aim of processing as
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few personal data as possible. Personal data shall be rendered anonymous or
pseudonymized as early as possible, as far as possible in accordance with the purpose of
processing” (Federal Data Protection Act — BDSG, 2017). Although it appears difficult
to find an application example for measures of data anonymization and pseudonymization
in relation to provided digital public services, these measures have still been implemented
in the core data Controller’s processes (Define minimal amount of data to fulfill the
request, Anonymize/Pseudonymize unnecessary data) and depicted in Figure 8

(Anonymized/Pseudonymized Data, realizing the File with minimized data).

Art. 25 of GDPR also points out that “the controller shall ensure that by default personal
data are not made accessible without the individual’s intervention to an indefinite number
of natural persons” (Council Regulation (EU) 2016/679, 2016), identifying the need for
authorized access to personal data from the side of authorities, already mentioned in the
subsection Transparency in Assigning Roles and Responsibilities of Parties to the Process
in Enabling the OOP.
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Figure 8. Data minimization.

Accountability and Confidentiality of Data Controllers and Processors. Overall, the
GDPR places the responsibility for lawful and fair data processing with the Controller,
who should also be able to demonstrate compliance with the provisions stipulated by Art.
5 of the EU General Data Protection Regulation (Council Regulation (EU) 2016/679,
2016). As suggested by Art. 30 of the GDPR, demonstrating compliance could be enabled
through the record-keeping of the Controller or Processor (Organize and save records of
the procedure, as part of the Public Administration Employee’s process of Facilitating
Service Provision, depicted in Figure 9): “each controller and, where applicable, the

controller’s representative, as well as each processor, or processors representative, shall
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maintain a record of processing activities under its responsibility” (Council Regulation
(EU) 2016/679, 2016).

While it is hard to operationalize processes, underlying the exercise of accountability,
Figure 9 reflects the precautions measures outlines in the Federal Act on Data Protection.
Art. 64 stipulates that “the controller and the processor shall implement appropriate
technical and organizational measures to ensure a level of security appropriate to the risk.
The controller shall take into account the relevant Technical Guidelines and
recommendations from the Federal Office for Information Security: Restriction of Read
and Write rights, implementation of electronic signatures and stamps (compatible with
crypto concept), documented assignment of rights and roles, processes to ensure data
accuracy, process guidelines and risk assessment of functionality, security and intrusion
detection” (Federal Data Protection Act — BDSG, 2017). These measures, depicted within
the process of Ensuring Data Security (Put in Place Continuous Risk Assessment,
Implement Mitigation Measures and Carry Out Continuous Risk Assessment) with the
full list of mitigation measures retrievable from the Technical Guidelines from the Federal
Office for Information Security (Technical Guidelines FOIS) have been depicted in
Figure 9 as part of the processes, performed by the Controller.

F}’u}bllc % Responsible
Administration —_— Authority |
Employee
q
Public = @
Administration Controller
Employee
q
Y
Facilitate Service Provision = Ensuring Data Security =p)
= Deal with the Organise and = Put in Place = Implement = Carry Out =
Authorise Oneself  —# et - save records of Continuous Risk -» Mitigation -» Continuous Risk
9 the procedure Assessment Measures Assessment
T T A
v v v
Processing Record Process Guidelines Rlslgﬁjsﬁ:gem Techmcglo(lsgldehnes

Figure 9. Accountability and confidentiality of data controllers and processors.

Access to Information about Collected and Stored Data. The GDPR stipulates through
Art. 13 that “data subjects have the right to know what data are being held that pertain to
them. Data controllers are obliged to provide information on: the controller, the purpose
of the processing; the categories of data processed; the recipients of the data; the
envisaged retention period; the individual’s rights of rectification and erasure; the source

of the data; and any regulated automated decisions made on the basis of the data” (Council
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Regulation (EU) 2016/679, 2016). As suggested in Figure 10, this could be integrated
into the communication of citizens (Users) and authorities (Controllers) on the OSG
portal, with the Controller using Processing Records, produced over time by employees
of the responsible authority, handling personal data, to deliver this information. Using the
OSG portal would enable smooth transmission of “information enabling the data to be
located”, excluding the refusal of providing such record by public authority due to an
effort of providing this information being “disproportionate to the data subject’s interest
in the information”, as indicated in Art. 34 (Federal Data Protection Act — BDSG, 2017).
The Federal Act also prescribes the requirement of enabling users’ right to information
about personal data processing on Data Protection, excluding the provision of information
on the planned use of data (Art. 32), which is also not covered in the model of Figure 10
(Federal Data Protection Act — BDSG, 2017).

- ’9( Responsible 9\
citizen Authority
< one-stop O o
User < Government —_— Controller
Portal
Request Data = Provide =
Processing > Information on
Processing Record [T
Report 9 Data Transfers

and Processing

Figure 10. Access to information about collected and stored data.

Accuracy and Data Quality. Although much emphasis in the literature is put on ensuring
data accuracy in processing data by public authorities in eGovernment literature, it is
disproportionate to the regulatory measures taken to ensure the quality of stored data. Art.
5 of the EU General Data Protection Regulation only mentions the need for safeguarding
data accuracy, stating that “data must be accurate and, where necessary, kept up to date;
every reasonable step must be taken to ensure that personal data that are inaccurate,
having regard to the purposes for which they are processed, are erased or rectified without
delay” (Council Regulation (EU) 2016/679, 2016). While relying on the regulation, the
architectural blueprint could not go beyond these requirements and, with respect to data

accuracy, only adds the “Conduct regularly Accuracy Checks”, as Figure 11 reflects.
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Figure 11. Accuracy and data quality.

Controllability of Available Data by Data Subjects. Although there are no regulatory
provisions that deal explicitly with data controllability, the regulation often mentions
ensuring the core right of the User to erase, or block, his or her data. Therefore, data
controllability will be revealed in this thesis in the context of erasure and blocking
stipulations. Such right is also provided for directly by the Online Access Law, the Art. 8
of which prescribes that “in the case of permanent storage, the user must have the
possibility to delete the user account and all stored data independently at any time”
(Onlinezugangsgesetz — OZG, 2017). In Figure 12, the OZG-requirement regarding the
deletion of user accounts has been reflected by the processes Delete Account on the side

of the User and Fulfill Account Deletion on the side of Responsible Authority.

The right of the User to have his or her data deleted is, furthermore, protected by the
GDPR, which with Art. 17 provides for the data subject’s right to “obtain from the
controller the erasure of personal data without undue delay” (Council Regulation (EU)
2016/679, 2016). Furthermore, according to the GDPR’s Art. 18, “the data subject shall
have the right to obtain from the controller restriction of processing where ... data is
inaccurate, data is not needed for processing, but needed for exercising subject’s rights”
(Council Regulation (EU) 2016/679, 2016). Any rectification of this right must be
communicated by the controller, as stipulated by Art. 19 of the EU General Data
Protection Regulation (Council Regulation (EU) 2016/679, 2016). Finally,
communication means need to ensure the right of the data subject “to object, on grounds
relating to his or her particular situation, at any time to processing of personal data”, as
prescribed by Art. 20 (Council Regulation (EU) 2016/679, 2016).
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Nevertheless, it is pointed out in Art. 35 of the Federal Act on Data Protection that “if in
the case of non-automated data processing erasure would be impossible or would involve
a disproportionate effort due to the specific mode of storage and if the data subject’s
interest in erasure can be regarded as minimal, the data subject shall not have the right to
erasure and the controller shall not be obligated to erase personal data, restriction shall be
applied instead” (Federal Data Protection Act — BDSG, 2017). Therefore, for the purpose
of ensuring full compliance with the GDPR provisions is it important that technical
means, underlying data controllability rights of citizens, minimize the effort in erasing
and disabling processing of personal data. On the level of respective administrative
procedures, data controllability by the User (Erase or Block Data) in communication with
the Controller (Fulfill Data Erasure or Blocking) over the OSG Portal is depicted in

Figure 12.
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User [ S| Government L @ e e Establisher User
Accounts
Portal

< = Fuffil Data =

Erase or block Fulfill Account
Erasure or

data Blocking Deletion

Delete Account

Figure 12. Controllability of available data by data subject.

Consent of Data Subjects to Data Use. Finally, obtaining the consent of the user for
data collection, storage and processing is central to both the EU General Data Protection
Regulation and the Federal Act on Data Protection. It also underlies all of the processes,
enabling the realization of the Once-only Principle. More precisely, Art. 8 of the OZG
covers the requirement to obtain citizen’s consent to store data (reflected in the model in
Figure 13 for the Request Consent to Base Data Storage process of the Controller): “with
the consent of the user, permanent storage of the identity data and its transmission to and
use by the authority responsible for the Administrative Service is permitted”
(Onlinezugangsgesetz — OZG, 2017), while Art. 5 of the Act to Promote Electronic
Government highlights the consent requirement in data sharing: “with the consent of the
data subject involved in the procedure, the competent authority may electronically obtain
the necessary evidence directly from the issuing public body” (E-Government Act —
EgovG, 2013).
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Indeed, “all data processing shall be carried out under consent of the data subject. The
controller must provide information on: the legal basis for processing the data; the period
for which the data shall be retained; the individual’s right to complain to the Information
Commissioner’s Office; whether providing the data is required by statute or contract; and
the consequences of not providing the data”, which is prescribed by Art. 6 of GDPR and
is reflected in the Processor’s task of Request Consent to Data Processing (Council
Regulation (EU) 2016/679, 2016). It is vital to ensure that the consent can be revoked by
the user, and the Controller must be able to demonstrate a justification for processing at
any time, according to Art. 7 of the EU General Data Protection Regulation (Council
Regulation (EU) 2016/679, 2016). The communication of consent has also been attached
to the use of the OSG portal, as reflected in Figure 13.
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Figure 13. Consent of the data subject.
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7 Solution Demonstration.

The created architectural blueprint, focused on the implementation of administrative
processes within eGovernment services, provided via a One-stop government portal, and
aligning the realization of the OOP and the PbD principles, is intended to serve as a
guideline to process and information systems architects. It is designed in a way to serve
as a general guideline, which is detached from the state or municipality specific
eGovernment services, as well as from the field-specific administrative procedures.
Nevertheless, due to the generic nature of the selected regulatory stipulations to create the
blueprint, the author assumes its applicability in any specialized procedure to ensure that
citizens receive digital government services. This section serves as a demonstration of the
created artifact, including scenarios of its application in various field-specific procedures

and state-specific jurisdictions.

The key concepts applied in this section correspond to those modeled in the architectural
blueprint. The Responsible authorities are attached to the specific administrative bodies
and play the roles of the Controllers and the Processors, dealing with the citizen data.
Users in the context of this thesis are viewed primarily as citizens, willing to receive
digital administrative services. The One-stop government portal, which does not find
application in the digital administrative services, keeps the general name of the “One-stop
government portal”. It should not be understood as the integrated portal network currently

under development under the Online Access Law in Germany.
The key processes, assigned to particular roles, have been defined as follows:

1) Controller:
a. Sharing data (Check purpose compatibility => Define minimal amount of
data to fulfill the request => Leverage requested data =>

Anonymize/Pseudonymize unnecessary data => Forward data),

b. Request consent to base data storage,
c. Store base data,
d. Ensuring data security (Put in place continuous risk assessment =>

Implement mitigation measures => Carry out continuous risk assessment),

e. Provide information on data transfers and Processing,
f. Conduct regular accuracy checks;
2) Processor:
a. Providing Service (Examine existing data => Retrieve base data =>

Request data from controller => Request data from citizen (Define purpose and
necessary data => Request data necessary) => Examine data => Provide service),

b. Provide information on activities and responsibilities,
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c. Request consent to data processing;
3) Public Administration Employee:
a. Facilitate Service provision (Deal with the request => Organize and store

records of the procedure).

7.1 Scenario 1: Life Event Birth.

The first digital administrative service, demonstrated in this section, is the application for
child benefits. The authorities often view this digital administrative service as exemplary
in highlighting the user benefits in using digital government in Germany. Its application
in Austria frames the target vision for implementing the OOP in German eGovernment
(Hunnius, 2017). The selection of the child benefit application service in promoting the
benefits of the Once-only principle in Germany is often explained by the high level of

bureaucratic burden, associated with receiving child benefits.

To begin with, to obtain the service, the User (parent) uses her or his Service account to
authenticate her or himself on the OSG. In order to be able to enable the storage function,
the User needs to have an eID function activated on the ID card. The storage medium of
elD will allow the application of all supporting documents, issued digitally, to the

application file, in case they are needed.

Then the User fills out the application form for the child benefits, filling out the fields
“Payment details” and having the personal details filled out automatically from the
Service account. The User gives his or her consent to data processing and data transfer
by checking the boxes. The User's consent is transferred to all parties involved: the

processors and the controllers.

The Institution, responsible for paying the child benefit at the Employment Agency (the
Processor) examines the application submitted and the data existing in the citizen file (e.g.
application filled out for other children). It defines the minimal amount of data to be
requested from other authorities, defining the purpose as “Assessing citizen application
to child benefits”. The Processor requests the digital birth certificate and the details on
the marriage partner from the Registry office (Controller A) in the place of birth, as well
as the tax ID from the responsible tax authority (Controller B), respectively. Based on the
data exchanged, the Institution responsible for paying the child benefit at the Employment
Agency checks whether further data needs to be requested from the citizen and requests
it. Having checked the eligibility of the User, the Institution, responsible for paying the
child benefit at the Employment Agency, provides the requested service. The same
procedure applies to the yearly request for child benefit, which the parents have to submit

to the responsible authority. The activities of the Institution, responsible for paying the
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child benefit at the Employment Agency, connected to data sharing and application

processing, are published on the website of the authority and are publicly accessible.

Acting as the Controller A, the Registry office has the child details, submitted at the time
of requesting the birth certificate and the child residence registration. This data is further
recorded as the base data in the base registries (interlinked with e.g. the tax ID of a child,
which is generated at time of the residence registration) upon the consent of the parents.
The Controller A receives a request from the Institution, responsible for paying the child
benefit at the Employment Agency, and checks the purpose compatibility with previously
obtained consent of the User. The controller checks the minimal amount of data needed
to fulfill the request and forwards this data to the processing authority. This procedure is
recorded by the public sector employee in the log file and shared with the User in case

the record is requested. The controller should ensure the accuracy of the data.

All authorities involved have a continuous risk assessment procedure in place and
implement risk mitigation measures, whenever they apply (e.g. end-to-end encryption in
data sharing to prevent the data “becoming available to an indefinite number of persons”
(Council Regulation (EU) 2016/679, 2016; Federal Data Protection Act — BDSG, 2017)).

7.2 Scenario 2: Building Permit.

The services included in the field “Building and Living” are considered to be assigned
high priority in the implementation of the Online Access Law (Stocksmeier & Hunnius,
2018). Similarly, all administrative services, connected to Building, have received high
priority in the OZG implementation in the state of North-Rhine Westphalia (Willkommen
zur Informationsveranstaltung zum Onlinezugangsgesetz, 2019). For this reason, the state
has been actively developing centralized solutions to enable the digital public services,
connected to the thematic area of “Building and Living”. One of them is the specialized
state-wide portal to apply for a building permit and to request several other related
services, which can be integrated into all municipalities' administrative procedures in
North-Rhine ~ Westphalia  (Willkommen zur Informationsveranstaltung zum
Onlinezugangsgesetz, 2019). The second scenario was developed based on knowledge

gathered in the development of this portal, relying on the Architectural blueprint.

As in the case with the previous scenario, the User (the owner or the architect)
identification and authentication on the One-stop government portal is carried out through
the Service account. The User has the eID function activated, which means they can not
only identify themselves on the OSG portal but can also store relevant documents, using
the storage function of the eID application infrastructure. The storage medium is

especially relevant for the architect, who could use the portal to exchange construction
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documents with parties to the proceedings, independent of the approval procedure

(Digitales Baugenehmigungsverfahren NRW, 2019).

The User fills out the application form and is not expected to transmit the data for a second
time to receive similar services, or services requiring the same types of data, or to transfer
any data to other authorities. Digital building templates are accepted, administrative
services and courts are involved, and decisions are made available digitally. The building
application includes the following data as an input: data about the applying person,
authorization to present building documents, data about the property, data about the
construction plans, applicable exemptions and variations in construction obligations,
which can be filled out by the User in less detail, as the data will be requested from other
authorities. The consent form is included in the application, and the purpose is presented

transparently with respect to data sharing.

The Construction Supervision Authority 1, acting as a Processor, is responsible for
providing the service. It examines the existing data, retrieves base data to provide
identification to the Controller A, which is sharing data on the person to receive the
building permit with the Processor. In requesting data, the Processor should indicate the
purpose of data use and list the metadata requested. Upon receiving all requested
information inputs from other authorities, the Processor determines whether further
information should be requested from the applicant via the OSG portal and proceeds to
examining the application and making a decision. The Processor makes information on

its activities and state transfers publicly available at all times on its website.

Acting as a Controller A, the Construction Supervision Authority 2, which received the
request, conducts a purpose compatibility check, which can be inferred from the
Processor request and the User Consent, provided at the time of submission. The
Controller A forwards the minimal amount of data necessary to fulfill the request (address
and contact details of the entity, contact person to receive the construction permit in case
of a legal entity). It also conducts regular accuracy checks of the kept data. The
information about the data transfer “Controller A — Processor” is recorded by the
employee of the Construction Supervision Authority 2, dealing with the request and can

be provided upon request of the User via the OSG portal.

The Processor also requests additional information on the property in question to support
the application. This information can be provided by the Surveying and Cadastral
Administration, or the Controller B. The Controller B checks data compatibility (against
the purpose of request) and selects the minimal amount of data necessary to fulfill the
request (address of the property/properties, while data about the owner is not needed and

needs to be anonymized) and anonymizes the data about the property, forwarding it to the
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Processor. The information about the data transfer “Controller B — Processor” is recorded
by the Surveying and Cadastral Administration employee and can be provided upon

request of the User.

Finally, as a framework activity of handling this application, all responsible authorities

involved have the data security measures in place (Controller 1 and 2, Processor).

All in all, being just two of the 575 services to be launched digitally under the Online
Access Law, these two services demonstrate the application of the developed artifact. It
is worth highlighting that the demonstration is not meant to be part of the evaluation and
serves only to the purpose of exemplifying the blueprint application in the field and state-
specific administrative procedures. While these two services are selected out of high
priority digital services, according to the implementation plan for the Online Access Law
(Digitalisierungsprogramm IT-Plannungsrat, n.d.), they are by no means sufficient to
conduct a full-scale evaluation of the digital service delivery on the subject of compliance

with the Once-only and the Privacy by design principles.
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8 Discussion.

This thesis can be viewed as a significant research contribution both from academic and
practical perspectives. On the one hand, this work bridges the gap in understanding the
operational meaning of the Once-only and Privacy by design principles by consolidating
requirements that are suggested by academia in the area of eGovernment and data
protection research. While previous research and practice have been highly influenced by
the need to explain the “What” of the OOP and the PbD, by creating the terminology and
gathering empirical support to present the meaning of these two principles, this thesis has

focused on explaining the “How” of the Once-only and Privacy by design principles.

On the other hand, this research is designed to increase the understanding of the One-stop
government portal development opportunities in Germany, compliant with the national
and EU-level regulatory requirements of the Once-only and the Privacy by design
principles. The developed artifact provides guidance to designing processes and services,
which take into consideration data protection imperatives and enable user-friendly digital
administrative services, with a citizen providing the same information to responsible
authorities only once. It utilizes existing regulation and translates regulatory stipulations
into an enterprise architecture language that is understandable by practitioners and
information systems researchers. Moreover, it builds on the existing eGovernment
infrastructure in Germany and inscribes its developments into a broader context of the
European Union policies with respect to eGovernment. Thus, it allows assigning policy
priorities to further development and promotion of acceptance of the German

eGovernment tools.

Nevertheless, this work has been confronted with several limitations that need to be
addressed to complete the contribution to the academic discourse. These limitations are
dictated both by the initial research scope, defined by the author for this thesis, as well as
by the selected methods to extract the artifact design requirements. This section will,

therefore, be dedicated to addressing and discussing these limitations in further detail.

To begin with, in this work, the author has defined the OOP and the PbD as principles of
a regulatory nature, fulfilling which, by extracting regulatory requirements is sufficient.
Nevertheless, as a search for appropriate regulation to cover the requirements of the OOP
shows, the regulation might not sufficient. Therefore, there is a clear need for further

exploration and definition of the essence of “principle” in the context of the OOP.

In addition, the alignment of the Once-only and the Privacy by design principles in the
German eGovernment context in this work is based on the assumption that a One-stop

government portal will be the ultimate national solution to fulfill the requirements of the
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EU Single Digital Gateway regulation. This assumption is also supported by the
information provided by the IT Planning Council. According to it, carrying out the portal
integration policy is motivated by the fact that the integrated portal network could pave
the way towards the implementation of the Single Digital Gateway regulation in Germany
(Das Single Digital Gateway der Europdischen Union, n.d.). A similar suggestion comes
from one of the interview partners of Scholta et al. (2019b), representing the federal
government — portal integration should be discussed as an enabler of an OSG portal in
Germany. Nevertheless, such suggestions preserve a speculative nature and have not been
confirmed by government officials. Moreover, the National Norm Controlling Council
(2019) suggests the integrated portal network to be an inferior solution compared to the

OSG portal, implying that these two solutions are separate.

Simultaneously, there is a clear official commitment to enabling the Once-only principle
(Hunnius, 2017) (and even going beyond the OOP 1.0 and enabling the OOP 2.0 (Digitale
Verwaltung und 6ffentliche IT, 2018). As shown in the literature review of this thesis, the
OOP is rather applicable in the context of the One-stop government portal
implementation. Precisely this policy development serves as a basis for accepting the
OSG introduction assumption. It is true that the Once-only principle is an enabler of the
OSG portal development, and the OSG portal development is not a precondition for
implementing the OOP. But how can citizens apply for administrative services and share
their information “only once”, if the single-entry point — the integrated portal network —
redirects them to multiple portals for different administrative processes? Based on this
confusion, created by the official discourse, the author concludes that there is a lack of
understanding of the Once-only principle, its enablers, and application in the German
eGovernment policy-making circles. From the research side, it remains unclear how the
implementation of the OOP can be successful outside of the OSG scope and whether it is
possible altogether. For this reason, there is a need for a broader OOP discussion in the
international research perspective, indicating all possibilities for the integration of the

Once-only principle into various national eGovernment contexts.

Having noted the limited understanding of the Once-only principle among the
eGovernment policymakers, it is also worth highlighting the broader need for
understanding the meaning of the EU policies and regulations in the area of eGovernment
concerning German digital administrative services. It includes the electronic
identification schemes, which are crucial for the implementation of the Single Digital
Gateway regulation, cross-border exchange of information and personal data (such as via
Internal Market Information System (IMI), as highlighted in the SDG regulation), and
EU-financed projects and produced reusable solutions, such as those, offered by the

Connecting Europe Facility program.
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Furthermore, this work is based on another assumption: that ensuring compliance with
the Once-only and the Privacy by design principles can be understood in terms of
compliance with the existing regulation. Indeed, both the application of the OOP and the
PbD is prescribed by the EU regulation: the Single Digital Gateway regulation and the
General Data Protection Regulation, respectively. However, while the understanding of
Privacy by design has been maturing in research and practice for over a decade (since
being addressed in Cavoukian (2009)) and precise requirements could be easily identified
in the text of the regulation, the understanding of the implementation of the Once-only
principle is still evolving, and its regulatory underpinnings are still in the process of
formulation. Especially in Germany in case of the 4) Interconnected base registries
requirement, where the need for interconnection has been well-understood and the
recommendations for enabling the interconnection have been presented to the policy-
makers by the National Norm Controlling Council (2017) the enactment of the regulatory
basis for this requirement is still in progress. This regulatory gap suggests that the
architectural blueprint, created in this design science project, is not complete and cannot

be completed using the legal specification method within the scope of this thesis.

Pointing out the missing link in the federal regulation in enabling the OOP, it is also worth
mentioning that the concept of registry interconnection has not reached an advanced stage
in Germany. According to the study of the National Norm Controlling Council (2017)
there are examples of registry modernization policies in Austria and Switzerland, which
could set an example for Germany. However, Germany would need to face several
political, organizational, and technical challenges to enable the registry modernization
(National Norm Controlling Council, 2017).

With respect to regulating the registry landscape, which enables the eGovernment
development, based on the Once-only principle, the European Commission suggests
several good practices that could guide lawmakers. Firstly, the Commission suggests
formalizing the equivalence of electronic and paper-based registries (present in the
Federal Act on Civil Status, but more vividly exemplified in the Spanish and Belgian
regulation). Secondly, it appears that formalizing cross-sectoral data sharing (as enabled
through the regulatory principle in the Netherlands) plays an important role in enabling
the OOP from the registry perspective. Thirdly, using technology-neutral non-proprietary
standards and specifications is essential for regulating the interconnection of base

registries (European Commission, 2016b).

An additional limitation of this work is dictated by the selected scope of the project, which
excludes the evaluation of the proposed solution. Simultaneously, carrying out the

evaluation is essential to assessing the utility of the proposed architectural blueprint in
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the context of the design science research. This thesis has demonstrated the application
of the architectural blueprint through two scenarios, which could provide the basis for the
evaluation. Firstly, they could serve as a methodological basis for assessing artifact's
utility (as suggested in the demonstration, the application of the architectural blueprint
should be tested in the state-specific and area-specific administrative services). Secondly,
they can serve as a template for conducting interviews and surveys with eGovernment
professionals and with the public sector experts and researchers. Future research is

required to assess the application of the artifact.

Furthermore, there is a need to place the addressed practical problem of lacking guidance
on the OOP and PbD compliance into a broader eGovernment context. The connection
between the understanding of Privacy by design in terms of both information systems and
process design and privacy protection is just one of the examples. However, whether the
PbD of information systems and processes is sufficient to address the privacy concerns
of citizens remains unclear in current research. This issue is especially vital in the context
of Germany, where privacy concerns are often viewed as the main hurdle to eGovernment
use. Similarly, PbD is often viewed as just one part of the data protection policy equation,
with remaining sets of requirements being vaguely defined. Therefore, scientific
discussion around the role of the PbD in data protection compliant eGovernment services

1s needed.

Finally, the evaluation should include and be useful in delivering precise suggestions
regarding the technology and the application architecture, underlying the OOP and the
PbD compliant electronic service provision, which go beyond regulatory requirements. A
vivid example of the need to extend the regulatory requirements through practitioners'
opinion is given by the scarcity of the data accuracy principles. It is indeed a complicated
task to fulfill — to ensure data accuracy while asking citizens to provide the same data
only once and preserve citizen privacy by minimizing the amount of information
accessed, stored, and shared by the authorities (Priisalu, Ottis, 2017). For this reason, a
solution balancing the two principles and the possibilities for practical implementation
needs to be developed, which might change the core structure for realizing some of the

requirements, depicted in this architectural blueprint, developed based on regulation.

The evaluation could also include some particular technological solutions. The Federal
Printing Office and the Finance Ministry of the State of Thuringia (the “Life-Chain”
project) have developed a service accounts solution compliant with both OOP and PbD,
while being built on blockchain (Sichere Losung fiir Biirgerkonten nach dem “Once
only”-Prinzip, 2018). Considering this solution could also have an impact on the proposed

alignment of the Once-only and the Privacy by design principles. It could suggest changes
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to underlying processes and services, as well as justify it. Alternatively, the blueprint itself
could serve as a basis for the evaluation of the “Life-Chain” solution in Thuringia at a
later stage and help assess whether the distributed-ledger technology adds value to the

once-only administrative service provision and preserving citizen privacy.

Similarly, the architectural blueprint developed in this thesis could allow for a
comprehensive evaluation of further federal initiatives, such as the Data protection
cockpit. The project is expected to fill the gap in the functionality of service portals,
allowing for greater transparency of data exchange among public administrations to
citizens (Ministry of the Interior, Division V 11 2, 2019). However, as shown in this thesis,
ensuring respect for user privacy is a highly complex process. The introduction of a Data
protection cockpit cannot ensure the fulfillment of purpose specification and data

minimization requirements, and the solution itself cannot be regarded as sufficient.

All in all, there is no doubt that this thesis provides a significant contribution to
understanding the possibilities for the OOP implementation in Germany. Even with its

scope limitations it

1) It explains the connection between the supranational and German national
eGovernment initiatives and points out the need to ensure compliance with the EU-level

regulation,

2) suggests a list of operational requirements, fulfilling which is crucial for realizing the

Once-only and the Privacy by design principles,

3) develops an architectural blueprint, which translates the EU and national legislation in
a language of the enterprise architecture, which can lay the basis for further development
of reference architectures, assessing existing OOP-solutions in the German eGovernment

context and identifying the gaps in the regulatory environment.
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9 Conclusion.

To sum up, the research goal of this thesis has been achieved. The author has created an
architectural blueprint of the data collection and data use processes in the federal
One-stop government portal in Germany, based on the OZG-driven portal
integration, to align and comply with the EU-wide Once-only and Privacy by design
principles and regulatory requirements to implementing them. The architectural
blueprint developed in this thesis focuses on the digital public services, offered to citizens,
and mainly represents the administrative processes, underlying the OOP- and PbD-based
services. By means of the design science research methodology, combined with the legal
specification method, the author has created a model, which integrates the strategic
(Figure 1), organizational and technical aspects of an OSG portal in Germany, enabling

the implementation of the Once-only and the Privacy by design principles.

Following the steps of the Pfeffer’s (2007) design science research cycle, the author has
in the first place identified the need for the architectural blueprint, which would address
the issues of usability (the OOP) and respect for privacy (the PbD) in offering the
eGovernment services. In the following step, the development of a solution aligning the
two principles has been motivated by the complexity of the administrative structure in
Germany and its lack of integration into the EU cross-border digital service provision, in

particular — the Single Digital Gateway Regulation.

Furthermore, this thesis has identified the requirements for the Once-only and the Privacy
by design principles, such as: 1) Data sharing; 2) Standardized interfaces and data
formats; 3) Electronic identification; 4) Integrated base registries; 5) Transparency in
assigning roles and responsibilities of parties to the process for the OOP and 1) Purpose
specification and system segregation (if necessary) to fulfill the desired purpose; 2) Data
minimization in collection and processing; 3) Accountability and confidentiality of data
controllers and processors; 4) Controllability of available data by data subject; 5)
Accuracy and data quality; 6) Access to information about collected and stored data; 7)
Consent of data subject to data processing for the PbD. These requirements are based on
previous research and project work in the EU countries, and have, thus, been assessed as
relevant in this context. Moreover, the literature review has helped to identify a close
connection between the implementation of the Once-only principle and the One-stop
government portal. For this reason, the OSG has been chosen as a primary modelling

concept in this thesis — the G2C interface for administrative e-services.

Following the identification of the requirements for the two principles, the thesis has
classified the EU and the German national regulation, according to the regulatory

provisions (articles) addressing these requirements. Based on classified regulatory
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stipulations, the author has created models of each requirement, adopting the regulatory
terms for key entities, objects and processes, such as the Responsible Authority, the
Processor, the Controller, the Citizen and others. Modelled in the Archimate language,
the requirements reflect the connection among participating entities and the supporting
application infrastructure and services, which connect the organizational and
technological aspects of the digital services. Subsequently, the author demonstrates the
use of the architectural blueprint in the field specific administrative processes,
overarching different administrative levels (application for child benefits), as well as the
state-level field-specific processes (requesting building permit in state of North-Rhine
Westphalia), showing how the application submission can be enabled through re-using

data and safeguarding privacy through the proposed solution.

Finally, the author has discussed the limitations of the proposed solution, which are
primarily concerned with possibilities for various applications of the Once-only principle
and the opportunities for developing the One-stop government policy in Germany. Due
to the underexplored nature of the Once-only principle application and an obscured vision
of the future of the integrated portal network (as an independent solution, or as an
intermediary solution on the way to a One-stop government portal) in Germany, it is
difficult to predict the applicability of the architectural blueprint. What is, however,
certain, is that independently of the OSG, the implementation of the Once-only principle
requires a regulatory framework with respect to the integrated base registry landscape.
Moreover, stronger focus should be put on guiding or regulating data accuracy assurance,

especially in decentralized eGovernment systems, such as in Germany.

As far as research is concerned, more thorough understanding of the underlying
“principles” in eGovernment is required to ensure their implementation. While this thesis
has taken a regulatory approach to eGovernment principles, further work could show that
the implementation of the OOP and the PbD principles is not as dogmatic in nature to
propose other implementation guidelines. Additionally, more work is needed,
highlighting the operational nature of the Once-only principle, including or surpassing
the five requirements, outlined in this work. Finally, more comparative studies are needed
in this field, which draw upon the similarities of administrative structures. As advanced
as Estonia is in the eGovernment development, it cannot serve as an example for countries
with federative administrative structures in all aspects of eGovernment implementation.
Such approach is also desired for the evaluation of eGovernment progress in the EU and

on the international scale.
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Annex 2. Decision Making for Standardization, Art. 10 of the EGovG.
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