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Abstract

Currently, online gaming is a severe threat to the forensic community, as criminals started
using it as a communication channel instead of the usual ones like WhatsApp or
Facebook. In this thesis, we described a methodology built up after conducting an in-
depth forensic analysis of the central artifacts of one of the most used video-games
nowadays. We considered as valuable artifacts the ones who are related to the chatting
feature of the game under study. Our research was developed by means of a network,
volatile and disk analysis of Counter Strike Nexon Zombies video-game, a game that runs
under Steam platform. We considered two well-stated cases of study which cover all the
game’s chat characteristics: chat inside and outside of the in-game rounds and the live

chat done through YouTube Live Streaming.

Although it was not part of the scope of this thesis, we found a vulnerability (session
hijacking) when analyzing the network, we reported to the developers as soon as it was

found and they allowed us to include how we did it in our thesis.

The methodology developed after the analysis of the network capture, live acquisition,
and post-mortem acquisition provides to the forensic community a complete guideline
that can be used when dealing with a real criminal case in which there is a video-game

involved with similar characteristics than this one.

This thesis is written in English and is 96 pages long, including 6 chapters, 57 figures and
5 tables.



Annotatsioon

Hetke seisuga on internetiméngud tdsiseks ohuks kohtuekspertiisilisele kogukonnale,
kuna kriminaalid on asunud kasutama internetiménge kommunikatsiooni vahendina, selle

asemel, et kasutada tavalisi vahendeid nagu WhatsApp voi Facebook.

Selles 10putdds me kirjeldasime metoodikat, mis on iiles ehitatud tdnapdeval kdige
rohkem kasutatavatel vodeomidngudel, kasutades pohjalikku kohtuekspertiisi. Me
pidasime viirtuslikeks esemeteks neid funktsioone, mis on seotud jututoa

funktsioonidega luubi all olevates méngudes.

Meie uuringud todtati vélja Counter Strike Nexon Zombies videoméngu vorgu, lenduva
ja ketasanaliilisi abil, vottes arvesse kahte histi véljakujunenud opikeskkonda, mis
katavad kdik méngu jututoa omadused: vestlus nii méngu sees kui ka viljaspool ja

YouTube Live'i kaudu tehtud otseiilekanded.

Kuigi see ei olnud otseselt 10putdo véite iiks osadest, me siiski leidsime haavatava koha
(seansi kaaperdamine) vdOrgustiku analiilisimise kéigus, me raporteerisime selle

arendajatele ning nemad lubasid meil seda fakti kasutada 1oputdos.

Metoodika arenes peale vorgustiku analiiiisi, elenus omandamine, ja surmajérgne
omandamine, mis annab kohtuekspertiisi kogukonnale tdieliku juhendi, mida saab

kasutada tdelise kriminaalasja puhul, milles on tegemist videomidngudega.

Kéesolev 10put6d on kirjutatud inglise keeles ja see on 96 lehekiilge pikk, kaasates 6

peatiikki, 57 joonist ja 5 tabelit.
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1. Introduction

Over the last years, the video-games industry is spreading to new markets and is reaching
new kind of players. Even though some people consider that video-game sector is
addressed mostly to teenagers or a specific group of people, the reality is apparently the

opposite.

Considering the 2017 video-game statistics shows that the average age of players is 35
years old [1]. Besides, the amount of money that video-games move along the last years
is incredibly vast, the 2016 revenues in China were $24,271,294,000 [1]; outstripping the
USA by almost a billion dollar [1]. As we mentioned, online gaming is expanding to new
sectors, a high percentage of gamers (54%) [1] play with others and find that video-games
are useful for communicating with their friends (53%) [1], thanks to the online chat
services that these games provide. Therefore, they are considered too as channels of
communication, similar to Facebook or WhatsApp. Moreover, when recreating crimes
scenes, the usage of video-games is recently an essential tool for forensic experts [2].
Therefore, online gaming is perceived currently not only as a way to enjoy the free time
while playing with your friends but also as a way of communication or with other

purposes rather than playing. Those purposes could be malicious.

1.1. Motivation

Chat services offered by online video-games are nowadays becoming more and more
popular among criminals as they consider them as the safest methods to communicate
without being detected [3]. In 2015 after Paris terror attacks, security analysts investigated
new communication channels that those terrorists could use, and they stated that they
could have used PlayStation 4 as the way to exchange messages without being discovered,
as it allows “party chats” [3]. Party chats in online gaming are known as chats separated
from gameplay, which means that users do not have to play the game, in fact, to chat with
others. In June 2013, the United Nations Office on Drugs and Crime (UNODC) issued a
report reviewing cybercriminal’s methods for money laundering, and they stated that
online gaming was a key method for that [4]. Furthermore, one of the most significant
DDoS attacks of 2016, the Mirai botnet, was originated from a video-game called
Minecraft [5].
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Regarding devices for gaming, 56% of gamers prefer PCs rather than others [1], more
specifically Windows 7 is the OS with the highest number of desktop and laptop users
(Windows 7 has a 44.81% of market share against 28.19% of Windows 10) [6] [63]. The
games with a higher number of players reside under the Steam platform, which has a total
of 67 million monthly active players and controls between 50-70% of the gaming market
[7]. Furthermore, in online gaming, it is trendy nowadays to perform live streaming
gaming rounds, as they also allow users to chat and participate in the game. The most
demanded tools are YouTube Live Streaming and Twitch. According to, Peter Warman,
the CEO of Newzoo (research firm): “Online video is the biggest thing to hit the games
market since the launch of the iPhone in 2007 [8]. In the research made by this company
in 2016, it says that the number of worldwide gamers who watch online gaming content

regularly is 470 million and that YouTube is still dominant in this market [8].

This thesis focused on Counter Strike Nexon Zombies (CSNZ) video-game, a game
offered by Steam platform. The paid version of CSNZ, Counter Strike: Global Offensive,
has been already involved in a criminal case, a gambling scandal, as there was an illegal
betting market underneath, where a lot of teenagers participated [9]. Besides, it is the
second most played game with higher revenues [1] and it is played in Windows PCs.
CSNZ is set in a war environment; we think that it could be one of the perfect ways for
criminals to communicate as they can hide inside this atmosphere. Moreover, CSNZ has
two game modes, one of them is the mentioned war scenario (Zombie mode) and the other
one is a scenario similar to Minecraft (Studio mode), a three-dimensional game with the
goal of building entire worlds with pixelated blocks. In this kind of games, there are
different kind of servers which personalize the user-experience and create a big network,
which becomes really attractive to DDoS attackers, as we saw before (Mirai botnet [5]).
Additionally, CSNZ allows players to do YouTube Live Streaming while playing the

game, a contemplated feature in our thesis too.

Due to all of these facts, trying to obtain as much information as possible from this online
game results in a significant contribution to digital forensics community and make a
difference in the way forensic experts analyze a system when entering in a crime scene.
They pay particular attention to artifacts originated from widely used Social Networks
like Facebook [30], or Instant Messaging (IM) tools like Skype [29] or WhatsApp [25]

[26] [27]. However, as we have seen, online games, which have an enormous audience
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too, are offering this same channel of communication, which criminals can misuse.
Consequently, valuable information could be lost if it is not appropriately analyzed or it
is not taken into account. As we have seen, some criminal cases like money laundering
and DDoS attacks have the usage of video-games as the main factor, but our contribution
is focused on how to find artifacts related to the chatting features that online games

provide.

Some forensic studies analyze video-games, but they focus primarily on post-mortem

state analysis [41] and not in volatile or network traffic analysis.

1.2. Scope

The main purpose of this thesis is to conduct a forensic examination of Counter Strike
Nexon Zombies (CSNZ) video-game installed in Windows 7 OS, utilizing different
artifacts extracted from the game that are valuable from a forensic point of view, centering
in the communication between players and excluding DDOS analysis or money

laundering.

The artifacts related with the user, network connections, game traces and time-stamps,
chat conversations and credentials are obtained from volatile memory, network traffic
and the disk image. The analysis of this game was performed considering two cases, they
were chosen based on the two game modes that this game provides (Zombie and Studio

modes) and that a potential user could use in order to communicate with others:

= (Case 1: two players inside Zombie mode (war scenario). One of them will send
an invitation to the game-room to the other player. The chat will be done before
entering the gameplay, inside the lobby. After that, both users will enter inside the
Zombie scenario and will chat again. While playing, users will use the chat
features that include text messages and voice audios.

= (Case 2: two players inside Studio mode (“mining” scenario) with a defined
password to enter into the game-room. One of them will perform a YouTube Live
streaming while playing the game. An external viewer from the streaming video

will chat with this player.

Therefore, the goal of my thesis can be defined as conforming a robust forensic analysis

of all the artifacts that can be extracted from Counter Strike Nexon Zombies online video-
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game and that can be useful and relevant in a forensic case and when presenting the
information in court. The reason why we didn’t choose to analyze the paid version is that

the main difference is in the graphics quality, which is out of the scope of this study.

1.2.1. Contributions

The novelty of our study is that we performed a forensic analysis of one of the most used
online video-games nowadays, not only from a post-mortem state, presented in other
researches, but also an examination of volatile memory and network traffic. We found
chat conversations, passwords, user’s game information and time-stamps, as well as the
possibility to perform session cloning. Besides, we considered as one of the cases of study
the analysis of YouTube Live Streaming, which was not studied in previous academic
studies concerning online gaming, and resulted in finding the streamed video with the
chat conversation maintained between player and viewer. This will give to forensic
experts some guidelines to follow in case they face with this game installed in the
investigated system. There is a need to provide this kind of study to forensic community
as there are a lot of facts that show that online gaming is being used for more than playing
and having fun with friends so, if it is not considered, a way of communication between

criminals could be unnoticed by forensic experts.

The forensic procedure developed in this thesis can be transferred to the same category
of games and also to all the games that need Steam for log in, as this process is the same
for all the games offered by this platform. The steps performed for finding the information
can be generalized to online video-games with similar characteristics than the one we

studied.

1.2.2. Limitations

The most serious concern of this study is that some data stored in the system and from
the network was encrypted. However, we overcame this issue by finding relevant
information in volatile memory or configuration Windows system files that helped to
build a timeline for the case and usernames and passwords from the disk. Besides, we
were able to find some session IDs, after performing the network analysis, that were used
for doing session cloning and obtaining the user activity with respect to the game as well

as sensitive information.
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1.3. Chapters Summary

The thesis consists of six major chapters:

= Chapter | presents the motivation and scope of our research.

= Chapter 2 provides a glimpse into the similar academic works as well as some
theoretical and technical background related to our study.

= Chapter 3 explains the framework that we have followed to perform the forensic
examination, as well as the tools that we used and how we implemented our
forensic procedure.

= Chapter 4 contains the methodology that we followed when doing the analysis,
explained step-by-step and that could be used by future forensic experts as a
guideline.

= Chapter 5 shows the results of the forensic analysis performed in our research.

= Chapter 6 defines our final conclusion and recommendations for future work.
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2. Background information

This section contains a definition of some theoretical and technical concepts, in order to
make this research paper more comprehensive and to help to its correct understanding.
Furthermore, it gives an overview of similar academic studies which served as the basis

for our research and reinforces our methodology.

2.1. Theoretical and technical background

Digital forensics involves the actions of acquiring and analyzing digital content

(information) that will be used as evidence in court of law [10].

2.1.1. Network forensics

Network forensics refers to capturing, recording and analyzing all the network traffic or
network events obtained in a forensic case [11]. According to Simson Garfinkel, network

forensics can be performed in two ways [12]:

= “Catch-it-as-you-can”: capturing all the packets that passes through a certain
host or point and storing them for a later analysis. It usually requires considerable
amount of storage in an external device to save the data captured.
= “Stop, look and listen”: analyzing each packet in memory. It usually requires
less amount of storage but faster processing resources.
As the video-game is played online and we performed a YouTube Live Streaming,
network forensics becomes an essential task, as valuable data is exchanged in the network,
like session IDs or the link to the video. Regarding the type of network forensics practice,

we chose the first one because in this way we did not miss any packet out of our analysis.

2.1.2. Post-mortem acquisition

It refers to acquiring the disk image of the system after shutting it down. With this kind
of acquisition, useful forensic data can be extracted, such as the device behavior, modified

assets and their associated timestamps [13].

There are two types of acquisition of the disk image:
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= Logical acquisition: obtaining the logical structure of the system and its related
data. When doing logical acquisition, all the files from the system are copied but
there are some limitations, because not all data can be extracted [14].

= Physical acquisition: obtaining the physical image of a hard disk is a bit-by-bit
copy of the system. Therefore, apart from the logical image, it gets all the data
from the device too, in other words, it gets located and unallocated space so there
are more possibilities to obtain deleted data [14]. The unallocated space refers to
the clusters of the disk where files are not stored, however they can contain deleted
information from the disk partition which was not removed physically from the

device yet [15].

Creating a duplicate copy of the disk by doing a physical post-mortem acquisition allowed
us to obtain all the information stored on the hard drive. Therefore, we were able to know
which information concerning the online game is stored locally in the system, such as the

user information related to the game.

2.1.3. Live acquisition

Live acquisition refers to capturing volatile memory from the system. The data stored in
memory won’t be available in a post-mortem acquisition. This data can be running

processes, event logs, registered services, network information or passwords [16].

As we mentioned previously, one of the limitations that we faced during our analysis is
the encryption of the data. Consequently, by doing a live acquisition of the memory, we
found relevant data for this study that could not be found when analyzing a post-mortem

copy of the device, like the chat conversations.

2.1.4. Windows forensics

Windows forensics is also important for the purpose of our thesis, as it is focused on
Windows PCs. Therefore, Windows forensics refers to creating an in-depth forensics
knowledge about Microsoft Windows operating systems [17]. Some of the interesting

artifacts that should be considered are:

* Windows registry keys: According to Microsoft Documentation, “a hive is a
logical group of keys, subkeys, and values in the registry that has a set of
supporting files containing backups of its data” [18]. The standard hives are:
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-  NTUSER.DAT: it contains the activity of the user.
- SAM: it contains information about user and group profiling.

- SOFTWARE: it contains information about the system configuration and

devices connected.

- SYSTEM: it contains information about the system configuration and

devices connected.

= Shortcut: it is a connection that points to a file in the system [19] and that allows
the user to find it quickly and easily. In forensics, it can show the existence of a
file or program, even though, it was removed.

= Prefetch: it pre-loads data into memory before it is required by an application. At
boots up, it loads portions of programs that are commonly run in the system [20].
It is also an indicator of run programs from a forensic point of view.

= Jump Lists: it is a feature that shows all the pinned files. Besides, it also shows
the last visited files with respect to a software [10].

= LogFile: it is a file that has a record of the events or software that was run in the
system [21].

=  MFT: short of Master File Table. It is an index where all the files in an NTFS
volume are stored. In forensics, it is relevant as it contains the file name, some file
attributes and pointers where those files are stored [22].

* Thumbnails: reduced-size representation of a picture, video or page that it is used
to help in identifying a file by its contents. It is an option used in Windows
Explorer so that if we click on a thumbnail, that specific file will be opened [23].

= Recent Files: it is a folder that contains links to the most recent accessed or
opened files by an user [10].

* Web browsing information: website information can be stored in form of
cookies [10]. It is also important to consider the information about the Internet
user activity stored in the browsers such as Internet Explorer, Google Chrome or

Firefox.

Considering all the information that can be obtained from Windows Forensics artifacts,
the analysis of them is an essential element in our thesis, as there are a lot of artifacts that

shows the user activity with respect to the game.
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2.1.5. Data carving

Data carving is the process of collecting data from unallocated space using file signatures
that identify those files, known as magic numbers. Those signatures are header or footer
type-specific of each file. File system structures are not used during the carving process
[24]. As we mentioned in the definition of post-mortem acquisition, the unallocated space
refers to the clusters of the disk where files are not stored, however they can contain
deleted information from the disk partition which was not removed physically from the
device yet [15]. Therefore, there could be interesting information, from a forensic point
of view, that can be extracted from those clusters and that could indicate the usage of the
game by the user. However, we didn’t obtain anything relevant after performing the

analysis.

2.1.6. Steam & Counter Strike

Counter Strike Nexon Zombies resides under Steam platform. To run the game, first of
all, the user must authenticate himself on Steam by running the Steam application
installed on his computer. After logging with his credentials (username and password),

the user can start the game.

Steam is a digital distribution platform for PC gaming developed by Valve Corporation.
It has a variety of different video-games and offers multiplayer gaming, video streaming
and social networking services. With Steam the user can install and automatically update
video-games in his device. Additionally, Steam includes a list of friends and community
groups, the possibility of saving the data in the cloud, chat and in-game voice

functionalities [64].

Regarding Counter Strike video-game, it is a multiplayer video-game that belongs to the
category of first-person shooters. The topic of this game is that players are divided
between two teams: terrorists (commit terror attacks) and counter-terrorists (prevent
terror attacks). Counter Strike Nexon Zombies is a free-to-play spin-off of this game with
a zombie-themed. The main difference with the paid version is that it has a poor user
interface and old graphics [65]. The game allows sending text and audio messages

between players.
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2.2. Literature Review

Although most of the academic works are about chat messaging applications or programs,
it is useful for the purpose of this study the way they analyzed the files. Besides, thanks
to those studies, we discovered which files must be considered to do no to get lost with
the bunch of information that we faced. Moreover, our thesis claimed to go further,
because, as we will see in the following paragraphs, the only related work about forensic
analysis of online gaming is about a game which is not popular anymore and it was only

focused on post-mortem analysis of the disk [41].

Most relevant forensic examinations that have been addressed recently, are related with
IM (Instant Message) tools, social networks or web resources like WhatsApp [25] [26]
[27], LINE [28], Skype [29], Facebook [30], Telegram [31], Tango [32], ChatSecure [33],
or WeChat [34].

WhatsApp is one of the most used IM applications. There are a lot of forensic studies
that cover its analysis, but we have considered the one performed by Anglano [25]
because he obtained information about user’s contacts, settings and preferences and a lot
of information about the communication information exchanged, which is important for
our thesis. In his research, he found that there was a backup database of the messages that
can be easily decrypted since the default encryption key is used in all the devices. Even
though it was not possible to see the content of the message, he discovered the status of
each message, geolocation coordinates, contact cards, partners of the messages
(group/broadcast) and the messages sent and received in the device. Lp Jhala Ky [27]
designs a method in which it is possible to obtain, from RAM, the password to decrypt
the messages of WhatsApp database of the device. Moreover, in the research performed
by Karpisek, et al. [26], they were able to decrypt the network traffic and obtain forensic
artifacts related with WhatsApp calls (WhatsApp phone number, WhatsApp server IPs,
WhatsApp audio codec, WhatsApp call duration and termination).

LINE is another IM application that allows having secret or hidden conversations. For
our study, it is also relevant the study performed by Igbal, et al. [28] because they were
able to retrieve not only all the information about not-hidden conversations but also these
secret conversations if the app was force closed before the end of a TimeSet. They

partially recovered those hidden conversations, as it is only possible to obtain them if a
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specific event happens. The post-mortem forensic analysis performed by Satrya, et al.

[35] of private chats in LINE, Telegram and KakaoTalk was also considered in our thesis.

Skype is a software that provides video chat and voice calls, as well as text messages
exchanging. The information stored about the messages can be recovered as the database
is stored in the system. Besides, in the research made by McQuaid [29], he found the way
how to obtain and listen the voicemail and some forensic artifacts stored in unallocated

space and volatile memory, which reinforces our idea of analyzing those options.

Facebook is an online social media and one of the most used social networking service.
Wong, et al. [30] found that it is possible to obtain chat information, Facebook posts and
pictures from RAM and cache browser. Furthermore, in the research done by Yang, et al.
[36], they found that inside Windows system files like $LogFile, SMFT and $UsnJrnl,
there were indicators about filenames, directory paths and timestamps of the downloaded
Facebook files. As we will focus on Windows Forensics, those studies are also relevant

to us.

Telegram is another IM application that competes with WhatsApp to have the highest
number of users, as they provide similar services. Regarding the Telegram forensic
analysis, for us, it could be valuable the online and offline analysis performed by Satrya,
et al. [31] as they were able to acquire application and user activity, contact information,
messages exchanged (including audio files), shared files, shared location and deleted

communication information.

Tango is a software which has similar features to Skype. Although in the research made
by Sgaras, et al. [32] they could not access the databases. Besides, they performed a

Session cloning for extracting more artifacts related to the messages exchanged.

ChatSecure is an IM application with encryption features. Anglano, et al. [33] developed
an algorithm to decrypt the databases based on the passphrase found in volatile memory
and they joined some tables to obtain valuable artifacts and correlate them to establish a

case. However, in their research, they couldn’t recover deleted data.

WeChat is an IM application with encrypted messages. However, Wu, et al. [34] were
capable of decrypting the messages based on the IMEI of the phone and UID, which were
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stored in some configuration files. This research could provide us some guidelines when

dealing with encryption and configuration files.

Barghuthi and Said [37] carried out a network forensic analysis of the most used messages
applications, like Skype or Facebook. Although in some of them, the traffic was not
encrypted, we can see from the rest of previous studies that one of the standard issues is
the encryption, which was solved in most of them by finding information in volatile
memory; this case also happens to our research too. Moreover, those academic works
under Windows forensics helped us when deciding which files we should analyze to find

relevant forensic data.

Considering that the main subject of our thesis is a video-game, the academic works about
video-games consoles are also relevant to us, as they propose some methodologies when
dealing with the games executed in a system. Davies, et al. [38] offer some steps that must
be followed when trying to recover data from PS4. In the study written by Khanji, et al.
[39] they propose best manners when analyzing PS4 and XboxOne, in our thesis it is
practical to know the best approach when doing a live acquisition or network forensics
analysis. Besides, they showed some forensic tools like Autopsy or FTK Imager that help
when finding forensic information stored in the evidence. However, the most interesting
research with respect to video-games consoles from the purpose of our thesis is the one
performed for XboxOne by Moore, et al. [40]. It includes network forensics analysis, data
carving, imaging acquisition and analysis with Autopsy (based on keyword search) but
they didn’t consider the chatting feature of the games. XboxOne has a similar file system
concerning Windows 7 (NTFS), which is the OS used in our cases of study. More
specifically, in this research, they found that some files in the system were modified at
the same time they were playing with the XboxOne, and also that there were created some
new records for backups. In the network forensics part of this research, they were able to

set a timeline of the case just by considering the traffic generated when playing the game.

According to online gaming, there is a research made in 2010 by Larry E. Daniel [41]
about Everquest Il video-game. He performed a post-mortem analysis and studied which
forensic artifacts can be extracted from this video-game. From our point of view, it was
pretty trivial as the valuable forensic data was saved in the system as TXT format and it
was not encrypted, so it was easily human readable. Besides, this game is not one of the

most famous among gamers anymore and have a reduced number of players nowadays,

27



comparing to Counter Strike. The study we want to perform claims to go further with a
more popular game, with encrypted data, and considering volatile and network artifacts;
whereas in Daniel’s study, he only focused on the post-mortem data saved in the system
and consider volatile data neither network artifacts.

Considering all of these studies, our thesis improves them with a more popular game
between users and in terms of market revenues. Our thesis provides a broader analysis,
not only from a post-mortem acquisition of the system but also with a live acquisition,
network forensics, and Windows forensics analysis. Besides, the decryption techniques
used in some forensic studies performed in some popular instant messaging applications
(based on volatile memory analysis) are taken into account; as well as the files considered

in those studies with respect to Windows systems.
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3.

Implementation

In this chapter, we describe the forensic framework that we followed for the correct

development of the experimental part of this thesis. Additionally, the list of tools that we

have used is presented and the cases that were under study.

3.1.

Framework

The framework that we will follow for dealing with the evidences is the McKemmish

forensic framework [42]. This forensic process consists on the following steps:

1)

2)

3)

4)

Identification of digital evidence: being acquainted with what evidence is going
to be handled, where and how it is stored; in order to know accurately how to
behave during its recovery. In addition, the forensic expert must be aware of the
type of information that will be acquired and the format in which it is stored in the

device, so that the correct technology will be used during its extraction.

Preservation of digital evidence: it is one of the most important steps during this
forensics process. As it is possible that the forensics process is under inspection
in a court of law, it is mandatory that the whole process is accomplished in the
least intrusive way. There are circumstances where the change of the evidence
data is inevitable however, those changes have to be reduced to minimum. In those
unavoidable circumstances, it is essential that the nature of those changes in the
data are explained clearly, as well as the reasons why those changes occur. The
changes refer not only to the ones made to the data itself but also to any physical
change that the evidence could be affected by, for example, when accessing a
physical device, sometimes it is necessary to perform some physical changes on

it in order to access to the data stored.

Analysis of digital evidence: it includes the extraction, processing and
interpretation of the data extracted from the device. Sometimes after extracting
the data, its processing is required in order to be human readable. If it is not the

case, the processing can be skipped.

Presentation of digital evidence: it refers to the presentation of it in a court of

law. A good presentation also depends on the expertise and qualification of the
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3.2

presenter as well as on the integrity of the processed applied to produce the
evidence. The primary requirement is that this whole forensic process must be

legally acceptable.

Forensic processes

We want to enable the acquisition of realistic data similar to the one that we would find

in real world investigations, consequently, we decided to follow the McKemmish

approach conscientiously with all the processes involved in this thesis:

Network forensics: we captured the network traffic during the two cases of study.
For the proper acceptance in court of the network evidences, we disconnected the
system from any external connection after capturing the traffic, so that we avoided
any kind of modification that could let in an invalid evidence in court.

Live acquisition: we performed an acquisition of volatile data (RAM memory
dump) but being aware that we should create the least amount of changes in the
system under inspection. Besides, the changes are explained and reported in order
to ensure a precise preservation of the evidence and admissibility in court.
Post-mortem acquisition: we acquired the hard disk in terms of physical
acquisition due to the fact that in this way, we obtain a bigger picture of the
system as with this type of acquisition, we have a complete copy of the disk
(including the unallocated space) and we can see all the information about the
game stored in the system locally.

Windows forensics: the OS of the disk acquired is a Windows 7 OS;
consequently, we performed an in-depth analysis of it based on Windows

forensics manners.

Once we extracted all the data, we continued with the interpretation of the evidences:

network artifacts obtained from the previous traffic capture; the analysis of the RAM

memory; windows registry; dedicated folder of the game in the system; windows system

files and folders (SMFT, $LogFile, Prefetch folder, shortcuts, Recent folder, JumpLists,

thumbnails and web information).

After interpreting the data, we tried to find enough information in order to build the

timeline of the case, when the user connected, with whom the user played, the list of
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friends, chat information, connection time-stamps, history of the game and user
information like username and passwords. When analyzing the network information, we

have considered the session IDs so that the session cloning option has been contemplated.

Regarding the last step of the McKemmish framework, the presentation of digital
evidence, we decided to skip it as this thesis is more focused on the analysis of the data
and the information that can be retrieved about the game. However, we tried to follow all
the best manners when dealing with evidences so that they could be admissible at the

court of law.

3.2.1. Tools used

The tools used for the correct development of this thesis are described in this section. We
decided to make use of free tools that are frequently used by the forensic expert’s
community. These tools were obtained from previous academic works and that are
popular in forensics. We will classify them based on the forensic processes from which

they were used:

Network forensics

During the network forensics analysis, the tools that were used for the capture of the

traffic and the analysis of it are:

= Wireshark: it is a packet analyzer tool. It is used for network traffic capturing,
analysis and troubleshooting. It is similar to ftcpdump but Wireshark offers a
graphical interface with options of filtering and sorting [43] [44]. Version: 2.2.4

= NetworkMiner: it is a network forensic tool that can be used as a passive network
sniffer that detects OS, hostnames, sessions, open ports, among other features

from the traffic captured [45]. Version: 2.2

Live acquisition

We acquire the RAM of the system and the following analysis of the data extracted was

performed with these tools:
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FTK Imager: it is tool for data preview and imaging. The functionalities that it
provides are: creating forensic images without modifying the original evidence,
previewing files and folders, exporting files from forensic images, seeing and
recovering deleted files, creating file hashes, etc [46]. In order to guarantee that
the system under suspicion is affected to the lesser extent when acquiring the
RAM, we had installed FTK Imager in an external USB so that we don’t have to
configure anything in the system. Version: 3.4.3.3

Volatility: it is a memory forensics framework that analyzes the runtime state of
the system by considering the data stored in volatile memory (RAM) [47].

Version: 2.6

Post-mortem acquisition

We acquire a copy of the hard disk of the system. The tool used for the physical

acquisition of the disk is:

FTK Imager: it is tool for data preview and imaging. The functionalities that it
provides are: creating forensic images without modifying the original evidence,
previewing files and folders, exporting files from forensic images, seeing and

recovering deleted files, creating file hashes, etc. [46]. Version: 3.4.3.3

Windows forensics

For the analysis of the files inside the disk under a Windows 7 OS, the tools that we used

for the proper interpretation of the data are:

FTK Imager: it is tool for data preview and imaging. The functionalities that it
provides are: creating forensic images without modifying the original evidence,
previewing files and folders, exporting files from forensic images, seeing and
recovering deleted files, creating file hashes, etc. [46]. Version: 3.4.3.3

Autopsy: it is a graphical interface tool that deploys plugins used in the Sleuth Kit

for the analysis of the disk. Some of the modules are: timeline analysis, hash
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filtering, keyword search, web artifacts, data carving, multimedia and indicators
of compromise [48]. Version: 4.5.0

Mft2¢sv: it extracts the $MFT information and stores it in a CSV file [49].
Version: 2.0.0.41

Microsoft Excel: it is a spreadsheet developed by Microsoft. We used it to read

the CSV output from Mft2csv.

NAR extractor: it is a modding tool designed specifically for Counter-Strike [50].
Version: 2.0.

JumpListView: it is a tool that displays the information stored inside the Jump
Lists of Windows 7/8 OS. It shows the filename, the date/time of the opened file,
the ID of the program that opened the file, etc [51]. Version: 1.15
WinPrefetchView: it is a tool that displays the information stored in the Prefetch

folder. It allows to see which files were used by a specific file inside Prefetch
folder [52]. Version:1.35

RecentFilesView: it is a tool that displays a list of the Recent Files [53].
Versionl.33

AccessData Registry Viewer (Demo Mode): it is a tool that displays the content
of Windows OS registry hives [54]. Version: 1.8.0.5

Regripper: it is a tool that extracts the data from Windows OS registry hives. It is
based on plugins that shows different type of information [55]. Version:2.8
Notepad: it is a text editor for Microsoft Windows, pre-installed in the OS.
Notepad++: it is a text editor that supports several languages [56]. Version: 7.5.2
Thumbcache Viewer: it is a tool that displays the data stored (thumbnails) and its
related metadata inside Thumbcache of Windows OS [57]. Version: 1.0.3.4
VLC media player: it is a tool that plays multimedia files, DVDs, Audio CDs,

VCDs, and various streaming protocols [58]. Version:2.2.8

ChromeCacheView: it is a tool that displays information stored inside the Cache

folder of Google Chrome Browser. This information is: URL, Content type, File
size, Expiration time, Server name, etc. [59]. Version: 1.77

ChromeHistoryView: it is a tool that displays the list of all the visited Web pages

with Google Chrome Browser. For each webpage, it shows: URL, Title, Visit
Date/Time, Number of visits, etc. [60]. Version: 1.32
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= ChromeCookiesView: it is a tool that displays the list of cookies stored by Google

Chrome Browser. For each cookie, it shows: Host name, Path, Name, Value, Last
Accessed Time, Creation Time, Expiration time, etc. [61]. Version: 1.46
= DB Browser for SQLite: it is a tool that opens, creates, design and edits database

files compatible with SQLite [62]. Version: 3.10.1

3.3. Cases of study

This thesis is focused on two cases of study. These cases were chosen based on the two
game modes (Zombie and Studio mode) that Counter Strike Nexon Zombies provides and
that a potential user could use in order to communicate with others. Besides, in one of the
cases, we also considered the YouTube Live Streaming option offered by this game due

to the fact that the user could use it to exchange messages.

They could be representative in a forensic scenario in a way that a suspect or suspects
under investigation could use one of these modes or the YouTube Live Streaming option
to send and receive messages. In this way, they can exchange relevant information for the
forensic case trying to hide themselves as players of the game in a war scenario (Zombie
mode) or mining scenario (Studio mode). In these modes, this exchange could be done
before (in the lobby chat) or during an in-game round or by performing a YouTube Live

Streaming while playing in one of the modes.

3.3.1. Description

The two cases simulate how a user can send and receive messages to/from his friends
while playing CSNZ. The first case is recreated in war scenario (Zombie mode) and the
second case is related with the mining scenario (Studio mode). The approach they were
implemented and the workflow in order to simulate, in the most realistic way, how users

could communicate in the game are described as follows:
Casel

There are two players involved. One of them is called “TTUPlayer” and the other is called
“UC3MPlayer”. These players are part of the same “family” in the game, which is the
way of being friends inside the game (list of friends). The following actions are taken in

this case:
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1) Both players login into Steam platform with their own credentials and then start

CSNZ game.

2) “TTUPlayer” starts a chat conversation in the lobby of CSNZ with
“UC3MPlayer”. This conversation is the following:

TTUPlayer: Hello I am ttuplayer
UC3MPlayer: Hi, do you have my things?
TTUPlayer: Yes, I do
TTUPlayer: Let’s play
UC3MPlayer: ok
3) Both players start an in-game round in Zombie mode. “TTUPlayer” creates a
Zombie private room for playing and sends an invitation to the family member

“UC3MPlayer”. “UC3MPlayer” accepts the invitation and whenever they are

ready to play, the Zombie mode game starts.

4) Inside the game round, both players initiate another chat that includes the

following messages:

TTUPlayer: Hi
UC3MPlayer: I am UC3M

Besides, “TTUPlayer” sends a voice message to “UC3MPlayer” saying “I am
TTUPlayer”.

5) Finally, both players exit the Zombie in-game round and log out of the game.

Appendix 1 gives details about how “TTU Player” sees the workflow of case 1 in Counter

Strike Nexon Zombies.
Case2

There are two players involved and one viewer of the YouTube Live Streaming. One of
the players is called “TTUPlayer” and the other is called “UC3MPlayer”, the viewer is
called “Juanma”. The players are part of the same “family” in the game, which is the way

of being friends inside the game (friends list). The following actions are taken in this case:

1) Both players login into Steam platform with their credentials and then start CSNZ

game.
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2) “TTUPlayer” enables the option of YouTube Live Streaming (enable broadcast

option) by login with his Google account credentials.

3) “TTUPlayer” logins into his YouTube Channel by using Google Chrome Browser
so that he can use the chat feature of YouTube Live Streaming. His nickname on

YouTube is “TTU Thesis”.

4) Both players start an in-game round in Studio mode. “TTUPlayer” creates a
Studio private room for playing and sets a password for entering the room.
“UC3MPlayer” knows the password and enters this room. Whenever they are

ready to play, the Studio mode game starts.

5) “TTUPlayer” starts a YouTube Live Streaming. Since this point, “UC3MPlayer”

does nothing (he does not participate in the game either exchange messages).

6) “Juanma” starts watching the streaming video through the YouTube Channel of

“TTUPlayer” (under the name of “TTU Thesis’) and sends a message to the chat.

7) “Juanma” and “TTU Thesis” chat between each other by using the chatting feature
of YouTube Live Streaming. The conversation is made through Google Chrome
Browser, but the messages are also shown in the streamed video of the Studio in-

game round. The exchanged messages are:

Juanma: Hello I am TTU Player 2
TTU Thesis: Do you have my thing?
Juanma: Yes, I do

TTU Thesis: 0Ok, bye

Juanma: bye

8) “TTUPlayer” ends the broadcast and exits the game. “UC3MPlayer” exits the

game t0o.
9) “UC3MPlayer” and “TTUPlayer” log out.

Appendix 2 gives details about how “TTU Player” sees this workflow in Counter Strike

Nexon Zombies.

3.3.2. Building the cases
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Both cases run under VMWare virtual machines. We created two different virtual
machines for each example. The reason why we decided to use a virtual machine instead
of having the game installed directly in our system is that, in this way, we can have the
game isolated and there was not any interference at all with it from external programs.
Additionally, thanks to snapshots, we can always go to a previous state if we crush the

program.

Regarding the specifications, we used VMWare Fusion 10.0.1 for each case with a
Windows 7 Professional guest OS installed. The host system was a macOS High Sierra
MacBook Air 2,2 GHz Intel Core 17 with 8GB of memory. In each virtual machine, there
was 2GB of memory and 20 GB of disk space. Each virtual machine has a different IP
concerning host’s IP. For the network capturing, we executed Wireshark in the host
system, so that we captured the network traffic in the middle of the communication of

both users (man-in-the-middle).

In regard to the game, we installed Steam platform for Windows, as the game cannot be
run without it. After that, the game was downloaded from Steam and installed in the
Windows systems. For the second case, we also installed Google Chrome Browser since
we performed a YouTube Live Streaming. The rest of programs installed in the system

are the ones that are pre-included in Windows like Internet Explorer or Notepad.

Due to the fact that this thesis is based on the communication between players while using
the game, we have used two virtual machines for each player. As there are two cases of

study, there are a total of 4 virtual machines for this thesis.

We had to create 2 Steam accounts and 2 players of CSNZ (one for “TTUPlayer” and
another for “UC3MPlayer). The login process is done through Steam, and then the game
starts. We acquired the disk image and RAM from the device (virtual machine) of
“TTUPlayer” as he was the suspect in our forensic study. We created an Outlook email
account for this player as well as a Google account for the YouTube Live Streaming. In
addition, we created a YouTube Channel for “TTUPlayer” with “TTU Thesis” as the
nickname. The viewer of the streaming, “Juanma”, is subscribed to this channel. This
option is not necessary for watching streamed videos in YouTube; however, we decided
that the viewer is also a subscriber because we would receive a notification as soon as

“TTU Thesis” starts doing live streaming. All this information is displayed in the
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following table, to know precisely the type of information that could be recovered from

this player. In next chapters, we will show which of them we were able to obtain after

doing the analysis.

Table 1. Player information under suspicion.

Game name

Counter Strike Nexon Zombies

Game acronym CSNZ

UserName Steam account thttu

Steam User ID 76561198404618625
NickName Steam account TTU - Thesis
Password Steam account pAssWd123

Associated email in Steam
account

ttu.thesis@outlook.com

CSNZ username

TTUPlayer

CSNZ Game ID

273310

Google account email

ttu.thesis@outlook.com

Google account username TTU Thesis
Google account password youtubeaccount]
YouTube Channel name TTU Thesis

YouTube Channel identifier

UC-pPHSRIVmIFBMbJjUcPZzw

YouTube Live Streaming key

2ppw-5x2j-cz0z-611V

YouTube Live Streaming video

https://www.youtube.com/watch?v=0Qd4OL0t3bBw

CSNZ Player 2 UC3MPlayer
YouTube Live Streaming viewer | Juanma
Zombie in-game room number 30220
Studio in-game room number 55349
Password Studio room 2tudio

3.3.3. Workflow diagrams

As we commented, the user under suspicion is “TTUPlayer”. In the following diagrams,
we present the workflow from the “TTUPlayer” perspective and the moments were the
acquisition processes (network capture, live and post-mortem acquisition) took place. The

messages that appear in green color means the one sent by “TTUPlayer” and the ones
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received are in orange color. In the second diagram, after “UC3MPlayer” enters the
password and initiates the Studio in-game round, he does not participate in the game
anymore and does not send messages, so there is no more workflow related with this

player from “TTUPlayer” perspective.

Starts Network capturing

| TTUPIlayer logins into Steam
| TTUPIlayer starts Counter Strike Nexon Zombies
Username: thttu > Game

Password: pAssWd123

Y
Chat in Lobby

TTUPlayer: Hello | am ttuplayer

TTUPlayer creates Zombie mode Private Room |«

TTUPlayer: Yes, | do
TTUPlayer: Let's play

UC3MPIlayer accepts invitation & initiates the
Zombie in-game

TTUPlayer sends invitation to UC3MPlayer

\

TTUPlayer initiates Zombie in-game

Zombie chat

\

TTUPlayer: Hi -

K- - - — — — — Live acquisition 1

—_———— Live acquisition 2

Ends the Network capture

©< ————————— Post-mortem acquisition

Figure 1. Workflow Case 1
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Starts Network capturing

TTUPIlayer starts Counter Strike Nexon Zombies

| TTUPlayer logins into Steam
‘ > Username: thttu

Password: pAssWd123

TTUPIlayer logins via Chrome into
YouTube

A

Game

\
TTUPlayer enables Broadcast

Username: ttu.thesis@outlook.com
Password: youtubeaccountl
Nickname: TTU Thesis

TTUPIlayer creates Studio mode Private Room
with password = 2tudio

Username: ttu.thesis@outlook.com
Password: youtubeaccountl

UC3MPlayer enters password & initiates the

TTUPIlayer Initiates Studio in-game

TTUPlayer starts YouTube Live Streaming

Studio in-game

| Juanma starts watching and sends chat message

YouTube Live Streaming chat

TTUPlayer: Do you have my thing?

TTUPlayer: Ok, bye

A

'

TTUPlayer ends broadcast

< ____________ Live acquisition 1

Ends the Network capture

_____ -~ — — — — — -{Live acquisition 2

@< ————————— Post-mortem acquisition

Figure 2. Workflow Case 2
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4. Methodology

We have built a guideline for forensic community based on the analysis of both cases in
terms of live acquisition, network capturing and post-mortem acquisition. The
methodology is applicable for both cases, if there is any particular difference, it is

explained in the specific section.

4.1. Network forensics analysis
4.1.1. Common Network artifacts

After capturing the traffic of the network with Wireshark, we have found some relevant
artifacts that tie the user to CNSZ game. Even though it was not part of the scope of this

thesis, we found a vulnerability that it is useful for finding more forensic information.

The process of identifying in Steam a user after authentication is done through cookies.
After authentication, the user is redirected by default to the Steam Store website, the rest
of Steam websites (community and help site) use the same cookies for user identification

(user sessions). Two main cookies are sent over HTTP:

* sessionid: it is a CSRF token. The first time someone accesses to one of its
websites, Steam assigns this cookie randomly. It can be any value; the only
requirement is that it has to match with the session parameter of the POST requests
of that person. Therefore, as it is not linked to any account or specific session, a
user doesn’t need to authenticate himself first for getting this cookie value.

*= steamLogin: It is built with the 16-numerical characters of the Steam_User ID
+ %7C%7C (two pipe characters) + 40-character uppercase session token in

hexadecimal. This cookie is only generated after the user authenticates.

Therefore, from the steamLogin cookie sent via HTTP, we can obtain the Steam User
ID. With this value, we can visit the website shown below and obtain more forensic
information such as: NickName user account; games played; last time they were
played and total number of hours played; current status of the user (Online/Offline)

and last time being online; and personal information that the user wants to share.

http://steamcommunity.com/profiles/<Steam User ID>
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Considering the Stop, look and listen strategy of Network forensics analysis, we can
define the way to obtain this cookie. In Wireshark, after opening the packet capture
obtained previously, we click on Edit ?Find a packet. Next, we type “steamLogin” in
the text box and select String, Packet Details and Narrow and Wide as the options for the

Wireshark search. Click on Find and the packet that contains this cookie will appear.

Packet details | Narrow & Wide B [case sensitive String B [steamiogin [ Find |
No. Time Source Destination Protocol  Length Info
378 95.058943 192.168.0.30 62.65.193.24 HTTP 583 GET /message/7071153680360371987/?1=english&cc=EE&client=1 HTTP/1.1
<{» 379 95.059418 192.168.0.30 104.76.58.12 HTTP 897 GET / HTTP/1.1
380 95.074808 155.133.242.9 192.168.0.30 TCP 155 27020 - 49162 [PSH, ACK] Seq=7875 Ack=2680 Win=1047360 Len=101

95.075213

62.65.193.24
62.65.193.24
62.65.193.24

192.168.0.30 80 - 49176 [ACK] Seq=1 Ack=530 Win=30272 Len=0 [ETHERNET FRAME CHECK SEQUENCE INCORRECT
192.168.0.30 TCcp 1514 [TCP segment of a reassembled PDU]
192.168.0.30 HTTP 321 HTTP/1.1 200 OK (text/html)

382 95.076463
383 95.076788
User-Agent: Mozilla/5.@ (Windows; U; Windows NT 6.1; en-US; Valve Steam Client/default/1509425745; ) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/60.0.3112.90 Safari/5
Accept-Encoding: gzip, deflate\r\n
v [truncated]Cookie: browserid=1154470811777340210; recentapps=%7B%22236690%22%3A1509888488%7D; timezoneOffset=7200,0; _ga=GA1.2.694143193.1508840752; _gid=GA1.2.3776920
Cookie pair: browserid=1154470811777340210
Cookie pair: recentapps=%7B%22236690%22%3A1509888488%7D
Cookie pair: timezoneOffset=7200,0
Cookie pair: _ga=GAl.2.694143193.1508840752
Cookie pair: _gid=GA1.2.377692037.1510395285
Cookie pair: Steam_Language=english
Cookie pair: vractive=e
Cookie pair: connectedDevices=0
Cookie pair: sessionid=35eb7107e8a693252a4fd@bc
Cookie pair: clientsessionid=13b982bfb86e5dea
\r\n
[Full request URI: http:
[HTTP request 1/2]
Response in frame: 841
Next request in frame: 86@

store. st ed.com/]

©2e0 65 64 44 65 76 69 63 65 73 3d 30 3b 20 73 74 65 edDevice s=0; ste
02fe 61 6d 4c 6f 67 69 6e 3d 37 36 35 36 31 31 39 38 amlLogin= 76561198
0300 34 30 34 36 31 38 36 32 35 25 37 63 25 37 63 41 40461862 5%7C%7cA
9310 38 34 31 37 33 45 41 37 45 31 39 34 42 44 42 46  84173EA7 E194BDBF
0320 34 30 31 32 31 39 35 33 35 43 30 32 35 30 30 44 40121953 5C02500D

0330

42 39 36 39 31 33 42 3b
69 64 3d 33 35 65 62 37
33 32 35 32 61 34 66 64

20 73 65 73 73 69 6f 6e
31 30 37 65 38 61 36 39
30 62 63 3b 20 63 6c 69

B96913B; session
id=35eb7 107e8a69
3252a4fd @bc; cli

65 6e 74 73 65 73 73 69
39 38 32 62 66 62 38 36
0a

6f 6e 69 64 3d 31 33 62
65 35 64 30 61 od @a od

entsessi onid=13b
982bfb86 e5doa...

Figure 3. SteamUserID from network capture

From the above picture, we can assure that the Steam User ID is 76561198404618625. If
we go to the webpage mentioned previously, we will obtain more forensic information

about the user: http://steamcommunity.com/profiles/76561198404618625

= NickName Steam user account: TTU — Thesis

= Game(s) played: Counter Strike Nexon Zombies (19.1 total amount of played

hours and played last time on 14th of January).
= Current status: Offline (last online 20 days ago).

= Personal information: No information given

It is important to notice that the last time a game was played, does not have to match with
the last time of being online. The reason why this could happen is that the user can be

online in Steam but without playing any game.

42



@® steamcommunity.com/profiles/76561198404618625

<& Install Steam | login | language v

9 STEAM STORE COMMUNITY ABOUT SUPPORT

TTU - Thesis - Level (0)

?

Recent Activity

N

fosed Counter-Strike Nexon: Zombies
S Counrer-Stroce Nexos:

Inventory

Achievement Progress 1 of 65

View All Recently Played

Figure 4. Forensic User Information after Network analysis

4.1.2. Session cloning - Vulnerability found

Although it was not part of the scope of this thesis, we found a vulnerability of Session
hijacking. When trying to perform a session cloning, as it was done in other studies [32],
we found that it was possible to hijack the session of an authenticated user. This
vulnerability was reported to Valve Corporation via email and they only allowed us to
include the explanation about how we did it in this thesis. The report and the fix could

not be included. The session hijacking is described below.

Considering the fact that the sessionid doesn’t depend on the authenticated user and
that there are some cookies transmitted over HTTP, after HTTPS authentication, which
are not changed, we found a way to clone the session of the user while he has it opened.

The steps performed for the session hijacking were:

1) With the Wireshark capture, search inside the packet details for the string
“steamLogin”. Copy it and all its related cookies as “printable text”.

2) Create an account on Steam (whatever user and password) and login to generate the
steamLogin cookie. We logged with Google Chrome Browser as we used “Edit this
cookie” extension in order to inject the cookies related with the user session we want
to clone, but it is possible to do it with other browsers and add-ons.

3) Click on “Edit this cookie” extension, we modify the cookies _gad, sessionID and
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steamLogin with the ones that we obtained from the Wireshark capture (Step 1), in
this way, we are injecting other user cookies to hijack his session. Click on the green
icon to save those cookies.

4) Click on the arrow-Back to go to the previous initial page of login and click on
refreshing the page. We will be logged as our desired user so that the session hijacking
results successfully. We can see all the information related to that user: list of

friends, games played, last connection, status (online), etc.

NOTE: It is important to point out that this method is related to sessions, so if the desired

user logs out, we won’t be able to continue using his session.

From a forensic point of view, the possibility to clone the session give us a lot of
information about the user: the list of friends in Steam, games played, last connection,

status (online) and Steam chat messages.

4.1.3. YouTube Live Streaming specific artifacts

From the second case, we can see that in the network capture are references that show

that the suspect was doing a YouTube Live Streaming.

There are RTMP packets (without TLS/SSL encryption), which are used for live
streaming. More specifically, there must be a packet that shows the connection with the
main server of YouTube, the method used for this purpose is: connect(“live2’)
and the associated URL is:

rtmp://a.rtmp.youtube.com/live2

In Wireshark, after opening the packet capture obtained previously, we click on Edit
2Find a packet. Next, we type “connect” in the text box and select String, Packet list
and Narrow and Wide as the options for the Wireshark search. Click on Find and the

packet that contains the URL will appear.

Besides, in the following packets, it also appears the YouTube Live Streaming key that
it is being wused for the streaming, it is show in the method called
releaseStream( ‘<key>’). This key is unique for each user, and even it is not possible

to watch the video with it if we capture it, it can be used for doing a YouTube Live
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Streaming with the account of other user. The method to obtain this key is the same as

before, but searching for “releaseStream”.

Packet list B Narrow & Wide B casesensitive String B [connect (" Find |
No. Time Source Destination Protocol Length Info
I 17505 408.197007 10.10.1.21 74.125.4.27 RTMP 162 connect('live2')
17506 408.200987 74.125.4.27 10.10.1.21 TCP 60 1935 - 49313 [ACK] Seq=3074 Ack=3074 Win=34816 Len=0
17507 408.201489 74.125.4.27 10.10.1.21 RTMP 70 Window Acknowledgement Size 2500000
17508 408.201508 74.125.4.27 10.10.1.21 RTMP 67 Set Peer Bandwidth 10000000,Dynamic
17509 408.201516 74.125.4.27 10.10.1.21 RTMP 66 Set Chunk Size 256
17510 408.201735 10.10.1.21 74.125.4.27 TCP 54 49313 - 1935 [ACK] Seq=3182 Ack=3115 Win=65792 Len=0
» Frame 175@5: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits)
» Ethernet II, Src: Apple_ac:ce:a9 (7c:c3:al:ac:ce:a9), Dst: Zte_c2:bd:34 (44:T4:36:c2:bd:34)
» Internet Protocol Version 4, Src: 10.10.1.21, Dst: 74.125.4.27
» Transmission Control Protocol, Src Port: 49313, Dst Port: 1935, Seq: 3074, Ack: 3074, Len: 108
v Real Time Messaging Protocol (AMF@ Command connect('live2'))
to this call in frame: 17516
» RTMP Header
v RTMP Body
v String 'connect’
AMF@ type: String (0x02)
String length: 7
String: connect
v Number 1
AMFO type: Number (0x00)
Number: 1
v Object (3 items)
AMFQ type: Object (@x@3)
» Property ‘app' String 'live2'
» Property 'type' String ‘nonprivate’
» Property 'tcUrl' String 'rtmp://a.rtmp.youtube.com/live2'
f4 36 c2 bd 34 7c c3 al ac ce a9 @08 00 45 00
94 19 1f 40 00 89 06 87 8e @a 0a 01 15 4a 7d
1b c@ al @7 8f 3a 79 5e 93 9c ¢3 79 06 50 18
01 fa e8 00 00 93 00 00 00 00 00 60 14 00 00
00 02 00 07 63 6f 6e 6e 65 63 74 00 3 fo 00
00 00 00 00 03 90 @3 61 70 70 02 0@ 05 6¢C 69
65 32 00 04 74 79 70 65 02 00 0a 6e 6f 6e 70
69 76 61 74 65 @@ 05 74 63 55 72 6c 02 00 1f “a
0080 72 74 6d 70 3a 2f 2f 61 2e 72 74 6d 70 2e 79 6f rtmp://a .rtmp.yo
0090 75 74 75 62 65 2e 63 6f 6d 2f 6¢c 69 76 65 32 00 utube.co m/live2.
1020 AA A9 =
Figure 5. YouTube Live Streaming Main server from Network capture
Packet list E Narrow & Wide B [ case sensitive String B releasestream| [ Find |
‘0. Time Source Destination Protocol Length Info
i 17515 408.276521 109.234.75.52 10.10.1.21 uop 85 40172 - 27015 Len=43
17516 408.290517 74.125.4.27 10.10.1.21 RTMP 306 _result('NetConnection.Connect.Success')
17517 408.291125 74.125.4.27 10.10.1.21 RTMP 83 onBwDone()
17518 408.291999 10.10.1.21 74.125.4.27 TCP 54 49313 - 1935 [ACK] Seq=3182 Ack=3396 Win=65536 Len=0
17519 408.319745 10.10.1.21 74.125.4.27 RTMP 110 releaseStream( '2ppw-5x2j-cz@z-6rrv')
17520 408.319807 10.10.1.21 74.125.4.27 RTMP 106 FCPublish('2ppw-5x2j-c2@z-6rrv')
» Frame 17519: 110 bytes on wire (880 bits), 110 bytes captured (880 bits)
» Ethernet II, Src: Apple_ac:ce:a9 (7c:c3:al:acice:a9), Dst: Zte_c2:bd:34 (44:4:36:c2:bd:34)
» Internet Protocol Version 4, Src: 10.10.1.21, Dst: 74.125.4.27
» Transmission Control Protocol, Src Port: 49313, Dst Port: 1935, Seq: 3182, Ack: 3396, Len: 56
v Real Time Messaging Protocol (AMF@ Command releaseStream('2ppw-5x2j-cz@z-6rrv'))

» RTMP Header
v RTMP Body
v String ‘releaseStream'
AMFO type: String (0x02)
String length: 13
String: releaseStream
v Number 2
AMF@ type: Number (0x@@)
Number: 2
v Null
AMFQ type: Null (@xe5)
v String '2ppw-5x2j-cz@z-6rrv’'
AMFQ type: String (@x@2)
String length: 19
String: 2ppw-5x2j-cz@z-6rrv
4 36 c2 bd 34 7c c3 al ac ce a9 @8 00 45 20
60 19 24 40 00 80 06 87 bd @a @a 01 15 4a 7d
1b c@ al @7 8f 3a 79 5e ff 9c c3 7a 48 50 18
90 c4 86 00 00 43 00 00 00 00 20 30 14 02 20
72 65 6¢ 65 61 73 65 53 74 72 65 61 6d 00 40
90 00 00 00 00 00 05 02 00 13 32 70 70 77 2d  .i..iiinn aan 2ppw-
0060 35 78 32 6a 2d 63 7a 30 7a 2d 36 72 72 76 5x2j-cz@ z-6rrv

Figure 6. YouTube Live Streaming key from Network capture

Moreover, we also recovered the encoder that was used for the video. Thanks to this
information, the forensic expert can watch the video if there is any possibility to extract
it from the copy of the disk, as we will see in the Post-mortem analysis section. The
encoder used was VLC and can be found by doing right-click in one of the RTMP packets
in Wireshark and clicking on Follow TCP Stream. The conclusion achieved after this

finding is that the video can be watched with VLC multimedia player.
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- core 148 r2762 %aslec H, 264 /MP 4 A ode opyle 09 ) HAATLY ideola org/x264 options: cabac=1 ref=3 deblock=1:0:0 analyse=0x3:0x!
s1 trellis=1 8x8dct=1 cqm=@ deadzone=. d sliced_t.hreads=0 nr=@ decimate=1 interlaced=0 bluray_con
»ct=1 weig.htb=1 open_gop=0 welghtp =2 Keym( 250 keymt min=25 scenecut=40 intra_refresh=0 rc_ lookahead 40 rc=crf mbtree 1 crf=23.0 qcomp—o .60 qpmm—o qpmax—69 q[
lp_ratio=1.40 aullaa ............ D....A.;....Np*" . W TA<g Re?elea$encnc@uea]EacZaXpaaaaaa,?7 L 10> .ep. sreeannnea™kaee(okBaa UK. #e
i.A. . > AV Tk, k 0.le: 0o Eclboscolls Tmi<s?Xe g .D..d.C.

Ta - I O Rt M £ e T fwTa - D Ba 71 .. 00 1a#AE1T \ AL mDi sNeMhes  — 0. o 1.

Figure 7. YouTube Live Streaming encoder from Network capture

4.2. Volatile memory analysis

After acquiring 2 evidences of the RAM with FTK Imager installed in an external USB:
one before and the other after logging out from the game, we have analyzed both with
FTK Imager and Volatility framework. To see the details about how to acquire a memory
image with FTK Imager, please check Annex 3. The main difference between them was

that it was possible to extract the chat messages only if the user didn’t log out.

4.2.1. Volatile memory analysis with FTK Imager

After adding the evidence, the methodology that we have developed in order to find easily
forensic artifacts after a live acquisition is based on keywords, similarly to the study

performed about the XboxOne with Autopsy [40].

FTK Imager has integrated a search tool so, by doing right-click at the beginning of the
memory dump and click on Find we can search any word. It is also possible to search a
regular expression. The keywords and regular expressions that are useful for finding

valuable forensic data with respect to the game are explained below.
= Username Steam account
For finding the username that the user has when login into Steam, use the keyword:
SteamUser
IZ20 |52 4F 4F 54 44 5Z 49 56-45 3D 43 UU U0 U0 UU UU |ROULURLVE=C - - - - -

i£30|SB D7 22 4C 00 00 00 RN EN IR YRR | [*"L - - et

if40 | RIS 00-54 D7 22 4C 00 00 00 89 |Pomanaat -Tx"L- - - -
1£50 |53 79 73 74 65 6D 44 72-69 76 65 3D 43 32 00 00 |SystemDrive=C:

Figure 8. Steam UserName after volatile analysis

=  NickName Steam account

The nickname that the user has in Steam could be different than the name that the user
has when login. In other to don’t get confused with this fact, the keyword that should be

used to find it quickly is: PersonaName
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35101410
35101420
35101430

2C1N1TA/AAN

22 09
pPl0R 09 09 22 50 &5 72-73 6F 6E 61 53 74 61 74

£ AA £ 72 £Q 77 £ £A_24 NN AR NN FF W1 OFE T

(AP NRRIR NP RS0 65 72-73 6F 6E €1 4E 61 6D 65

09 22 54 54 55 20-2D 20 54 68 65 73 69 73

Figure 9. Steam NickName after volatile analysis

=  Password Steam account

- - -"PersonaStat

.
N Aman
alNasirad VI .Inin

The password that the user has when doing login in Steam is stored in volatile memory

in plaintext. The way to find it is just by searching for the word: password=

40992050 |00
4099a060 |68
40992070 |61
4099a080 | 2F
40992090 | 6B
4099a0a0 | 6C
4099a0b0 |66
4099a0c0 |33

00
74
6D
77
50
65
61
33

4099a0e0 |gEiE]

=  Steam User ID

00
74
70
69
61
2F
30
35

a7

00 00 00 00 00-00 OO0 00 00 92 &1 FE BS
70 73 3A 2F 2F-68 65 6C 70 2E 73 74 &5
6F 77 65 72 65-64 2E 63 6F 6D 2F 65 6E
TA 61 72 64 2F-41 6A 61 78 43 68 &5 &3
73 73 77 6F 72-64 41 76 61 69 &C 61 62
3F 73 65 73 73-69 6F 6E 69 64 3D 33 39
34 37 63 66 30-30 66 30 32 63 35 62 61
39 81 63 26 77-69 TA 61 72 64 5F 61 6A
4099a0d0 (61 78 3D 31 26 |uuN e Y b T b o
CERE kN 00-00 00 00 00 00 00 00 00

Anan-nFn AN AN AN AN AN AN AN AN AN AA AN AN AN AN AN AN

Figure 10. Steam Password after volatile analysis

https://help.ste
ampowered.com/en
/wizard/AjaxChec
kPasswordAvailab
le/?ses3ionid=39
fa047cf00£f02c5ba
335%acsawizard aj
EY I pa 3sword=pk

Every user in Steam has an associated identification number, as we saw from the network

part. This value is also stored in volatile memory. The keyword is: steamid

icdcle70
ic4clego
ic4cle90
icdcleal
icdcleb0

LI L N

00

65

00 49 00 &4 00-3D 00 32 00 37 00 33

Figure 11. Steam UserlID after volatile analysis

With this ID, the forensic expert can go to http://steamcommunity.com/profiles/<Steam

User ID> , as it is described in the network analysis section of this chapter and obtain

more forensic information such as the last time played of the game, nickname of the user,

etc.

= (CSNZ Game ID
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Every game that is integrated into Steam platform has a number that uniquely identifies
it. For Counter Strike Nexon Zombies is 273110. It can be found with the keyword:

steamGameID

A AT AN | WA W Wal W WE wWwW W wWw WW W W W W ww  Ww

LTI RO 53 00 74 00 65 00-61 00 6D 00 47 00 &1 00
LTIyl 6D 00 65 00 49 00 64 00-3D 00 32 00 37 00 33 00
4c4cle80 iR RNcliN00 00 00-53 00 54 00 45 00 41 00

A_a_arnanlan AA AA AA 28 AA AT AA AM AR AFr AA Ar AR AF AN

Figure 12. CSNZ GamelD after volatile analysis

= Associated email address

Each user has an email account associated with this Steam account and consequently,
with the Counter Strike Nexon Zombies game. This email is also stored in volatile
memory. A way to find the email account will be through a regular expression. We

propose the following one:\b[A-Z0-9. %+-]+@[A-Z0-9.-]+\.[A-Z]{2,}\b

0(eD 70 &F 77 &5 72 65 64-2E 63 6F 6D 00 16 00 00 mpowered.com----

74 74 75 2E 74 68 65 73-69 73 40 6F 75 74 6C 6Fjjttu.thesisfoutlo
0 [EEEREE NN 00 00-37 35 62 39 4E 49 32 4C |« - -75bONIZL

mmem s e smem e P s e e e e e e e ~ reunwe .

]

Figure 13. Associated email after volatile analysis

= Chat messages

From volatile memory, it is possible to obtain the messages sent and received by the user

but only if he/she didn’t log out when taking the memory dump.

In Counter Strike Nexon Zombies, the user can exchange messages directly without
starting a game round, inside in-game rounds and also while doing YouTube Live
Streaming. In both cases, messages can be sent to all the players, to your family group,
or inside the party group. In this way, this different kind of people that can be addressed
in a message is the way to find the information about messages. The way to know which
group the message was sent to is by considering the following layouts that we have
developed:

a) Chat in the lobby: (Type of receiver) [ Nickname of the sender] : message

b) In-game chat: [Type of receiver] Nickname of the sender : message

¢) YouTube chat: [YOUTUBE] Nickname of the sender : message
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Therefore, the keywords for looking for chat messages are based on the type of the
receiver: A11, Family, Party and YOUTUBE. Once we found the messages, we can state
where it was sent to (lobby, in-game or YouTube) based on the previous layouts. Below

we include three pictures of each type of chat situation.

oo
oo
oo

18dfcc40|54 9B EB 0D 00 00 00 00-00 00 00 00 00 00 00 QQ|T-&-----vvvvv---
18d£cc50 |00 00 00 00 88 01 00 00-00 00 00 00 00 00 00 Q0| ---vvvvrrenenn
l8dfccé0 00 (1] [1]1] -a-
l8dfcc70 00 00 0 00 00 00 -T-
l18dfcceo 00 00 00 00 00 00 -] -
18dfcco0 00 00 00 00 00 00 -I- -
18dfccal 00 00 00 7 74 00 00 00 0 p-1-
18dfccb0 00 00 00 72 00-0A 00 00 (1] 00 -F-a-
18dfcccl 00 00 00 79 00-29 00 00 00 00 -U-C-
18dfccd0 00 00 00 6C 00-61 00 79 00 00 (1] -e-r-
18dfccel 00 00 00 €9 00-2C 00 20 00 00 (]1] -d-o-
18dfccio 00 00 00 75 00-20 00 &8 00 00 00 -a-v
18dfcd00 00 00 )0 79 00-2 0 74 00 00 00 -h
28 -F
5B -T
-I

W -dww e W WwEwWwomWwowN e
WO OWWLEODOSORF WP

0 1
18dfed10 00 00 )0 3F 00-0A 00 00 00 oofln-g-s-2---(-F-a-
18dfcd20 00 00 00 79 00-29 00 00 00 00flm-i-1-y-) -[-T-T-
18dfcd30 00 00 00 61 00-79 00 00 00 ooffJu-p-1-a-y-e-r-]-
18dfcd40 00 00 00 73 00-2C 00 00 00 oof] Ye-s-, - -I- -
18dfcdso 00 00 00 OA 00-28 00 00 00 oofld-c-.---(-F-a-
18dfcd60 00 00 00 29 00-5B 00 00 00 oofli-1-y-)-[-T-T-
18d£cd70 00 00 00 79 00-65 00 00 00 oofle-1-a-y-e-r-]-
18dfcds0 00 00 00 27 00-73 00 00 70 00 ooflL-e-t-"-3- p-
18d£fcd9n 00 00 00 28 00-46 00 00 6D 00 oofla-y---(-F-a-m-
18dfcda0 00 00 00 5B 00-55 00 00 33 00 ooflr-y-)-(-u-c-3-
18dfcdb 00 0 00 79 00-65 00 5D 00 oflp-1-a-y-e-r-]
18dfeded 00 00 00 53 00 00 94 | 3.55 - -
18dfeddn N2 3F AN 0N N1 NN NN NN=-232 20 N1 nn nn nn nn ANl -2------ & ------

Figure 14. Lobby Chat after volatile analysis
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iff4£f0 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 Q0| ----vcvcvvvmeennnn

1I££500 0 00-41

iI££510 54 00-50

iI££520 72 3A 00-20

i££530 00 00 00-00 00 00 00 00 00 00 o0off ----------------

i££540 00 00 00-00 oo ool -----------nn.

i££550 00 00 00-00 oo ool ---------------.

If£560 00 00 00-00 0 o0 ooff ----------------

1I££570 00 0 00 00-00 a0 oo oo} ----------------

if£s80 00 00 00 00-00 00 TN [so00a55000000000
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i££5b0 00 00 00 00-00 00 R EEEE e
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if£640 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 Q0| ----vvrvmmvennn-

Figure 15. In-game chat after volatile analysis

32£2b510 R -0
32£2b520 -U-B- -J -
32£2b530 -n-m- -H-
32£2b540 -1-0- -a-
32£2b550 -T-T-U- -P-1-
32£2b560 y-e-r- -2---[-
32£2b570 O-U-T-U-B-E-] -
32£2b580 T-T-U- -T-h-e-
32£2b590 i-g-:- -D-o-
32i2b5al o-u- a-v-e-
32£2b5b0 m-y - h-i-n-
32£2b5c0 2--- -0-U-T-
32£2b5d0 B-E- J-u-a-
32£2b5e0 m-a-:- -¥-e-3-
32£2b5£0 S7c me el
32£2be&00 -U- -B-E-] -
32£2b610 -T - -T-h-e-
32£2bs620 -3 - -0-k-
32£2b6&30 y-e---[-Y-
32i2b&40 -U-B-E-] -
32£2b6&50 . ‘n-m-a-:- -
32£2b660 |[FH00 6B 00 2C 00 65 00-58 D4 FB 01 78 00 00 88 |E-k-, -e -X0G-x---

Figure 16. YouTube chat after volatile analysis

=  Friends who are online

CSNZ shows when a member of your family (friends list) is online with a message of:

<Username> has logged in.
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This information is also stored in volatile memory. The way to find it is by using the

keywords: has logged in

00 00-00 00 00 00 00 00 00
00 00 00 00-00 00 00 00 00 00 00

Al ms A me A ms A s A s e

Figure 17. Online friends after volatile analysis

= Players involved in the game

The players that were playing the in-side game rounds are shown in CSNZ with the

message: <Username> has joined <type of terrorist>

This information is also stored in volatile memory. The way to find it is by using the

keywords: has joined

i£f1£0 |00 00 00 00 00 00 OO0 00-00 00 00 OO0 00 OO0 OO OO --------"""-"v---
i££200 00 00 00 N .3 .M-P-1 -
iff210
iff220
1I££230
iff240
iI££250 -r-i-g-t- -
iff260 |00 00 00 00 00 00 OO0 00-00 00 Q0 OO0 00 00 00 QO ----vvrvverennn

1EmEAmAl AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR

Figure 18. Players in the game after volatile analysis

= Room number and password

If the players want to make in-game rounds private, they can create a private room.
Additionally, the player who creates the room can send an invitation for playing to the
members of their family who are online, and also to create a password for that room. The
room is identified by a unique number. It is also possible to obtain this number and the

password from a memory dump.

The room number appears in volatile memory in the following way: (#No.room)

UBUIDbUYU 5B BE 34 AU 5B BE 34-A0 5B BE 34 AU 5B BB : [.4 [.4 [.4 [.42
080£b08&0 -u
080£b0390 -#
080£fb0al -5
080£b0b0 -a-

Ammm o~ Al s A mm A am e e A s P s mvn am e e e | AN - A el el

Figure 19. Room number after volatile analysis
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The password was also found in memory:

3dc7eb20 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| ------v---uunnn-
KLkl 32 00 74 00 75 00 64 00-69 00 6F 00 [NEUEGEGLY]2 - -u-d-i -o e
3dc7eb40 |06 00 00 00 07 00 00 00-00 00 00 00 00 00 00 Q0| ----vvevvennnnnn
3dc7eb50 |00 00 00 00 02 00 00 00-00 00 00 00 00 00 00 Q0| ----vcvvvvvmnnnnn

Figure 20. Room password after volatile analysis

*  YouTube Live Streaming traces

There are some references found in volatile memory that shows that the user was doing a

YouTube Live Streaming, like the link to the video, the YouTube channel and the

streaming key. The best way to find it is by using as a keyword: channel_id (youtube

channel), youtube (streamed link), rtmp.youtube (streamed key) and codec

(video encoder).

07£3eeal |70 €1 72 €1 €D 73 22 3A-5B 7B 22 6B &5 79 22 3A |params™:[{"key":

07£3eeb0 "creator_channel
07£3eecO _id", "value":"UC
07£3eed0 -pPHERIVM1FBMbJ]

07£3eeel UcPZzw"}

 {"key":

07£3eef0 |22 &C 6F 67 &7 €5 64 S5F-69 6E 22 2C 22 76 61 6C|"logged_in","val

Figure 21. YouTube Channel after volatile analysis

0204£0&0 https://r2---sn-
0204£070 25glen7l.c.youtu
0204£080 be.com/videoplay
0204£090 back?2id=Qd40L0t3

0204£0a0

A s mmy m | mem e e ms me mm M ma e e e e e e e e

Figure 22. YouTube streaming link after volatile analysis

6D 70 3A 2F 2F 6€1-2E 72 74 €D 70 2E 79 &F
75 74 75 €2 65 2E 63 6€F-6D 2F 6C €9 76 65 32 2F
32 70 70 77 2D 35 78 32-6A 2D 63 7A 30 TA 2D 36
EA LRl 00 00 00 00 OF 00 00 00

69651da0
69651db0
69651dc0
69651dd0

Figure 23. YouTube streaming key after volatile analysis

The encoder of the video can also be obtained from volatile memory.
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3£5255a0

X264 - core %dss

3£5255b0 - H.264/MPEG-4

3£5255c0 AVC codec - Copy
3£5255d0 $3 2003-2017 - h
3£5255e0 ttp://www.videocl
3£5255£0 an.org/x264.html
3£525600 - options: $s-1

3£525610
3£525620

eft- r2762 90a6l
=% |-AVC-Intra SE

Figure 24. YouTube streaming encoder after volatile analysis

=  (CSNZ extra references

Apart from the ones explained above, there are also some additional traces that show that
the user was playing the game such as the acronym of the game, the name of the game
and the game mode. The keywords associated with them are, respectively: CSNZ,

Counter Strike and Studio/Zombie.

0078edd0 |43 00 4F 00 4D 00 4D 00-4F 00 4E 00 5C 00 EERA C-O-M-M-O-N-\
0078edel | EERUNEIIRE IR SC 00-42 00 49 00 4E 00 S5C 00 ERUEE\ -B-I-N-\-

mArma tms s ms awm mm awm A aw mm s mm am mm e A e s sl oA s

Figure 25. CSNZ acronym after volatile analysis

35£13cb0 |65 78 6F 6E 3R 20 SA 6F-6D 62 69 65 73 20 45 55 exon: Zombies EU

35£13cco 00 00 00 00 O0-CERSNNER N E SR Al (TA - - - - -

KpaK[LUNIS3 74 72 69 6B 65 20 4E-65 78 6F 6E 3A 20 5A 6F)|Strike Nexon: Zo

35£13cel CERNEN20 43 6F-6E 74 €5 6E 74 00 00 00 |pdssf=E| Content - - -
Figure 26. GameName after volatile analysis

42133c40 |43 4F 4E 00 00 00 0& 00-00 00 4F 74 &8 €5 72 54 |CON------- OtherT

42133c50

42133ce0

42133c70

anrAaa_nn lAan AR AA AT ST ST AN FA rM FA ST T AT S mA ST (TSN S X S 1 B

Figure 27. CSNZ mode after volatile analysis

4.2.2. Volatile memory analysis with Volatility

The network connections, as well as the processes used, can be obtained with volatility.
First of all, to retrieve information with volatility, we have to select the proper profile.

The command to find the profile is:
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volatility 2.6_win64_standalone.exe imageinfo -f <memoryimage>

In our study, the profile was Windows7SP1x64.
= List of processes

The command for finding the processes executed are:

volatility 2.6 _win64_standalone.exe pslist --profile=<profile> —f
<memoryimage>

To assure that the game was played, it should appear a reference of Steam and then of
Counter Strike in the output. Additionally, if a web browser was used, it could indicate

that the user was doing a live chat on YouTube.

__ 2496 2644
Ixf££££a801942aB68 Steam.exe 3048 1644

Oxfffffa8019376b38 steamwebhe lper 2516 30648
1 2818-A1-14 18:38:15 UTC+P0BH

Oxfffffa8B194800608 steamwebhelper 1652 2516
1 2818-A1-14 18:38:19 UTC+A0ABA

Oxfffffa80192b6b3A@ steamwebhe lper 2884 2516

IxfFE£££aB8P195ddb30 cstrike—online 2044 3048

4 LoV oL LY AoV oL Y oy Ui vToooo

Oxfffffa8B019443580 BlackCipher.ae 684 2844
1 2018-6A1-14 16A:32:19 UTC+B6BH
Oxfffffa8B195e6b30 xxd—-B.xem 3276 2044
1 2018-0A1-14 108:33:07 UTC+BB0GB
Oxffff£fa8@1b83fh3B GameOverlaylUl. 3632 3048
1 2018-081-14 10:34:27 UTC+BB06O
Oxfffffa8B1a1448cB SndUol.exe 3812 1644
B 2018-A1-14 10A:35:35 UTC+RAAA 2018-01-14 10:35:41 UTC+BHBBA

L O S O O =Y

Figure 28. List of processes after volatile analysis

= Network connections

The network connections can be found as well in volatile memory, apart from the network

capture. The command for finding the processes executed are:

volatility 2.6 _win64_standalone.exe netscan --profile=<profile> —f
<memoryimage>

To assure that the game was played, it should appear networks connections with respect
to Steam and then to Counter Strike in the output. Additionally, if a web browser was

used, it could indicate that the user was doing a chat of YouTube Live Streaming.
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4'\‘)0.0 -4-"\'10(' ¥
Steam.exe
-u 56.219.93.25:09
Steam.exe
127.0.0.1:49422 127.8.0.1:6672
ManagementfAgen
a2 1604.160.66.25:8
chrome .exe
56.251.131.27:8

cstrike—online
- . SE N N R R ROF L B0 216.58.210.138:443
cstrike—online
‘o 104.160.66.25:08

Figure 29. Network connections after volatile analysis

4.3. Disk analysis

We performed a post-mortem acquisition with FTK Imager installed in an external USB.
This process is explained in Annex 4. The images were saved as EOl instead of RAW.
The reason why we took that decision was to avoid any problems in court as with raw, it
is a copy byte per byte, so the metadata can be manipulated, with EO1 it uses compression
and also it contains a separate metadata file. The later analysis of the disk of both cases
leads us to the methodology that we describe below. The images were added as evidences
in FTK Imager and the files analyzed were chosen based on other academic studies like

[32].

4.3.1. Windows Registry

In NTUSER.DAT and SOFTWARE hives we found some references to the game that
shows that it was installed in the system, like the path where it was stored. Besides, from
a forensic point of view, it is relevant the date times as they are useful for building a

timeline of the case.

In order to find this information, extract those hives with FTK Imager and open them with
Access Data Registry Viewer. NTUSER.DAT is stored in \Users\<username> while
SOFTWARE is stored in SystemRoot\System32\config.

= NTUSER.DAT

In this hive, there must be a folder called Software. The path to the CSNZ game should
be NTUSER.DAT\Software\Valve\Steam\Apps\273310. The description of it will show
that it corresponds to Counter Strike Nexon Zombies. The last written time corresponds

to the last time the game was played.
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d AccessData Registry Viewer (Demo Mode) - [NTUSER.DAT]
File Edit Report View Window Hel,
p p

& SEBwBPEEE | =m?
-2 NTUSERDAT + | Name Type Data
@ AppEvents B Installed REG_DWORD  0x00000001 (1)
] @ Console 2 Updating REG_DWORD  0x00000000 (0)
@0 Control Panel BfRunning  REG.DWORD 000000000 (0)
{1 Environment - .
.07 EUDC @Name REG_SZ Counter-Strike Nexon: Zombies
(] Identities
{11 Keyboard Layout
{1 Network
7- Printers
=0 Software

- AccessData
(1) AppDataLow
-] Chromium
- Microsoft
-] Nexon
-] Policies
- ThinPrint
=-1 Valve
=] Steam
(] ActiveProcess
=-3 Apps
SEEm
m- VMware, Inc.
-] Wow6432Node -

1

B Key Properties o0[01 00 oo 00
Last Written Time

Figure 30. CSNZ (I) in NTUSER.DAT

Additionally, in the path NTUSER.DAT\Software\Nexon\CStrike-Online it also appears

the last written time when the game was played.

=18 NTUSER.DAT

-] AppEvents

-{_] Console

-1 Control Panel
{7 Environment
@-(3 EUDC

-] Identities

-] Keyboard Layout
-0 Network

-] Printers

=11 Software

@+ AccessData
-] AppDataLow
@-(] Chromium
w-(] Clients
=- Google
-] Chrome
@-{1] Software Removal Tool
-] Update
-1 Microsoft
=1 Nexon

- @20 CStrike-Online

Figure 31. CSNZ (1l) in NTUSER.DAT

Regarding the chat of YouTube Live Streaming, it is needed that the user has installed a
web browser on the system. Consequently, there should be an entity in the hive. For

example, in our case, the path to Google Chrome Browser is:

NTUSER.DAT\Software\Google\Chrome
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= SOFTWARE

In this hive, there is an important reference to the game that shows when it was installed
in the system. The way to find this information is by looking at the last written time of

the Uninstalling CSNZ software, as this program was stored in the system at the same

time the game was installed. The path of the uninstalling software is:

SOFTWARE\Microsoft\Windows\CurrentVersion\Unistalled\Steam App 273110

Additionally, the path to the game also appears in this hive in the description of the

following entity:

SOFTWARE\Wow6432Node\Valve\Steam\Apps\273110

AccessData Registry Viewer (Demo Mode) - [SOFTWARE]
File Edit Report View Window Help

= 2 5 5\\ = & B B \w:j\ ;w\ ?
=-{ Uninstall # | Name Type Data
g (;Egi%?;;-[:g;g‘gs:::g [aB] Displaylcon  REG_SZ C:\Program Files (x86)\Steam\steam\games\a28e481...
a EQZQFBDZS-QOZO ;993 9-A7A [aB)DisplayName REG_SZ Counter-Strike Nexon: Zombies
() {A749DBE6-B613-3BE3-8FSF EthelpLink REG_SZ http://support.steampowered.com/
() {DASE371C-6333-308A-93A EhjlnstallLocati... REG_SZ C:\Program Files (x86)\Steam\steamapps\common\...
3 AddressBook [aB]publisher REG_SZ Nexon
& Connection Manager Eb:']UninstaIIStri... REG_SZ "C:\Program Files (x86)\Steam\steam.exe" steam://u...
(2 DirectDrawEx [aB)URLInfoAbout REG_SZ (value not set)
(21 DXM_Runtime 88 NoRepair REG_DWORD 0x00000001 (1)
(2 Fontcore 3 NoModify REG_DWORD 0x00000001 (1)
(0 &40
(] IE4Data
(0 IESBAKEX
{1 IEData
{2 MobileOptionPack
(2 MPlayer2
{13 SchedulingAgent -
t= | Steam App 273110 =
3 wic =
@-(3 URL
{1 UserPictureChange
{1 WebCheck
{2 Windows Block Level Backup  ~
< i »
B Key Properties 00[43 00 32 00 5C 00 50 00-72 00 6F 00 67 00 72 00|C-:-\-P-r-0-g-r-
Last Written Time 10|61 00 6D 00 20 00 46 00-69 00 6C 00 65 00 73 00 |a-m- -F-i-l-e-s-
20|20 00 28 00 78 00 38 00-36 00 29 00 SC 00 S3 00| -(-x-8-6-)-\-S-
30|74 00 65 00 €1 00 6D 00-SC 00 73 00 74 00 65 00 |t-e-a-m-\-3-t-e-
40|61 00 6D 00 SC 00 &7 00-61 00 €D 00 &5 00 73 00|a-m-\-g-a-m-e-s-
50|5C 00 61 00 32 00 38 00-65 00 34 00 38 00 31 00|\-a-2-8-e-4-8-1-
60|61 00 30 00 32 00 38 00-31 00 37 00 30 00 €6 00|a-0-2-8-1-7-0-£-
70|33 00 65 00 35 00 32 00-64 00 31 00 34 00 38 00|3-e-5-2-d-1-4-8-
80|39 00 61 00 64 00 66 00-33 00 62 00 64 00 38 00|9-a-d-£-3-b-d-8-
90|35 00 38 00 62 00 34 00-61 00 37 00 30 00 32 00|5-8-b-4-2-7-0-2-
a0 |65 00 2E 00 €9 00 63 00-6F 00 00 00 e-.-i-c-o---

Figure 32. CSNZ (1) in SOFTWARE
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BB SOFTWARE
-] ATI Technologies

...[]] CBSTEST

-3 Classes
-3 Clients
-0 Intel
.vQ Khronos
w20 Microsoft
-3 ODBC
D Policies

.. RegisteredApplications
-3 Senic
-2 ThinPrint
-0 VMware, Inc.
=L Wow6432Node
{11 Google
- Intel
V.C] Khronos
@20 Microsoft
-3 MozillaPlugins
-2 ODBC
-2 Valve
capm

Figure 33. CSNZ (1I) in SOFTWARE

4.3.2. Shortcuts

By default, there should be a shortcut to Steam on the Desktop. Steam is needed for
executing CSNZ. Besides, there could be as well a shortcut of the game itself. However,
the user has to execute first Steam and then CSNZ. It can be found directly with FTK

Imager under the path Users\<Username>\Desktop:

-0 Defautt ~  Name | Size | Type | Date Modified |
1D Defaut User LS80 4 NTFSIndexAll. 11/11/2017 54...
D :ubhc | Tab 4  desktop.ini 1 RegularFile 7/11/2017 9:19:...
E’"_ u—jaq;:zp[)am:yo | Steam - Shortcut.Ink 2 Regular File 10/24/2017 2:3...

{3 Application Data | L Steam - Shortcut.Ink.F... 3 File Slack

{73 Contacts =

“{2) Cookies

{3 Desktop

Figure 34. Steam shortcut

4.3.3. Prefetch

The Prefetch folder is stored in \Windows\Prefetch and it can be extracted with FTK

Imager. After its extraction, open it with WinPrefetchView. There will be references to
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Steam and CSNZ video-game. From a forensic point of view, it is relevant as it shows all
the affected programs and the date-times. Consequently, we can assure that the game
depends on Steam and we correlate facts between them. Besides, we can see that Counter
Strike Nexon Zombies video-game is related to NAR files. The analysis of these files is

explained in section 4.3.7.

J CSTRIKE-ONLINE.EXE... 11/20/2017 4:30:... 1/13/201812:32:... X CSTRIKE-ONLINE....  C:\PROGRAM FILES (X86)\STEAM\STEAMA... 30 1/13/2018 12:32:14 PM
[ CVTRES.EXE-6280F3A...  7/12/201712:05:... 11/17/201712:10... 14,358 CVTRES.EXE C:\Windows\MICROSOFT.NET\FRAMEWO... 10 11/17/2017 12:10:04 PM No
[E% DEFRAG.EXE-738093E...  7/12/201712:55:..  1/13/201812:0L:... 17,522 DEFRAG.EXE C:\Windows\System32\Defrag.exe 6 1/13/2018 12:00:53 PM No
(57 DEVICEDISPLAYOBJEC... 1/13/20181:180... 1/13/20181:18:0... 36,486 DEVICEDISPLAYOB... C:\Windows\System32\DEVICEDISPLAYOB)... 1 1/13/2018 1:17:59 PM No
(571 DFSVC.EXE-CC3A03FB... 1/10/20188 1/10/2018 8:15:5... 162,872 DFSVC.EXE C:\Windows\MICROSOFT.NET\FRAMEWO... 1 1/10/2018 8:15:43 PM No
["] DINOTIFY.EXE-06EB7... 1/10/2018 7 1/10/2018 7:46:0... 15,196 DINOTIFY.EXE C:\Windows\System32\dinotify.exe 1 1/10/2018 7:45:56 PM No
(=] DLLHOST.EXE-6202€8... 12/9/2017 1 12/9/20171:27:2... 89,028 DLLHOST.EXE C:\Windows\System32\dllhost.exe 1 12/9/2017 1:27:15 PM No
[2] DLLHOST.EXE-893DD... 7/11/2017 1. 1/13/20181:21:3... 17,788 DLLHOST.EXE C:\Windows\System32\dllhost.exe 164 1/13/2018 1:21:29 PM No
["7]DLLHOST.EXE-98F9D... 1/10/2018 7: . 1/12/2018 5:53:4... 38,476 DLLHOST.EXE C:\Windows\System32\dllhost.exe 3 1/12/2018 5:53:30 PM No
wl T r = - - B T r - 2acac
Filename Full Path Device Path Index
(B SMFT C:\Windows\SysWOW64\apphelp.dil \DEVICE\HARDDISKVOLUMEI\SMFT 107
|% ADVAPIB2.DLL C\Windows\SysWOW64\advapi32.dll  \DEVICE\HARDDISKVOLUMEI\WIND... 24
(| APISETSCHEMA.DLL  C:\Windows\System32\APISETSCHE...  \DEVICE\HARDDISKVOLUMEI\WIND... 8
% APPHELP.DLL C:\Windows\SysWOW64\apphelp.dil \DEVICE\HARDDISKVOLUMEL\WIND... 106
% CFGMGR32.DLL C:\Windows\SysWOW64\cfgmgr32.dll  \DEVICE\HARDDISKVOLUMEI\WIND... 49
|| CLBCATQ.DLL C:A\Windows\SysWOW64\clbcatq.dll \DEVICE\HARDDISKVOLUMEI\WIND... 32
[ CONFIG.BC C\PROGRAM FILES (X86)\STEAM\ST... \DEVICE\HARDDISKVOLUMEI\PROG... 105
% CRYPT32.DLL C:\Windows\SysWOW64\crypt32.dIl \DEVICE\HARDDISKVOLUMEI\WIND... 42
(| CRYPTBASE.DLL C:A\Windows\SysWOWG4\CRYPTBASE... \DEVICE\HARDDISKVOLUMEI\WIND... 17
[87] CSTRIKE-ONLINE.EXE ~ C:\PROGRAM FILES (X86)\STEAM\ST...  \DEVICE\HARDDISKVOLUMEI\PROG... 11
=7 CSTRIKE.NAR C:\PROGRAM FILES (X86)\STEAM\ST...  \DEVICE\HARDDISKVOLUMEI\PROG... 108
[57] CSTRIKE_NA.NAR C\PROGRAM FILES (X86)\STEAM\ST... \DEVICE\HARDDISKVOLUMEI\PROG... 90
["7CSTRIKE_LNA BRINAR  C:\PROGRAM FILES (X86)\STEAM\ST...  \DEVICE\HARDDISKVOLUMEI\PROG... 100
=7 CSTRIKE_LNA_ DENAR  C:\PROGRAM FILES (X86)\STEAM\ST... \DEVICE\HARDDISKVOLUMEI\PROG... 94
[E]CSTRIKE_NA_EN.NAR ~ C:\PROGRAM FILES (X86)\STEAM\ST... \DEVICE\HARDDISKVOLUMEI\PROG... 89
[7] CSTRIKE_NA_ES.NAR C\PROGRAM FILES (X86)\STEAM\ST... \DEVICE\HARDDISKVOLUMEI\PROG... 99
=7 CSTRIKE_LNA_FRNAR  C:\PROGRAM FILES (X86)\STEAM\ST... \DEVICE\HARDDISKVOLUMEI\PROG... 97
[27/CSTRIKE_LNA_PLNAR  C:\PROGRAM FILES (X86)\STEAM\ST... \DEVICE\HARDDISKVOLUMEL\PROG... 96
[87CSTRIKE_LNA_RUNAR  C:\PROGRAM FILES (X86)\STEAM\ST... \DEVICE\HARDDISKVOLUMEI\PROG... 95
5] CSTRIKE_NA TR.INAR __ C:\PROGRAM FILES (X86)\STEAM\ST... _\DEVICE\HARDDISKVOLUME1\PROG... 98

Figure 35. CSNZ in Prefetch

4.3.4. Jump Lists

Extract Jump Lists with FTK Imager and opens them with JumpListView. It is stored

inside:

%APPDATA%\Microsoft\Windows\Recent\AutomaticDestinations\[AppID].automaticD

estinations-ms

Thanks to this Jump Lists you can see the recent documents. Forensically, it is useful as
it could lead to interesting files that are not considered. In our case, after checking them,
we realized that Counter Strike Nexon Zombies stores by default screenshots taken during
the game rounds and videos, the default folder is “Documents”. Analyzing Jump Lists are
useful to find those locations, as the user could change the default ones. These screenshots

and video files are studied in the following section.
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Tampliien =Te s

File Edt View Options Help

ICELEE-E ]
Filename Full Path. Record Time Created Time. Modfied Time  Accessed Time e Attibutes _ File Size Entiy D ApplicationID
| +{78F3955€-389... ISFIEFC)  11/4/2017102937... H TeldeaB024685363
{(BE908FCO-BEC... (25EE0663-A00A-44D7-9371-BEB0GACOR683)\3\:{BEO0SFCS-BECC-40F5-O1B-FACAOETODO3D}  12/9/2017 53019 3 TeldcaB02468633
_+{8806C0E4-D25. BOSBGATIEEE)  11/4/201792834 . 1 TeddcaB24685363
BlackCalllog NZ\Bin\BlackCipher BlackCalll 10/6/20171L00S4... 12201735329 . TN 435 .. TNYNITIHD.. A o 1 9bScdesOcicedd
BlackCipher NZ\Bin\BlackCiph 10/6/20171L00S4... TA20T 15345 . TN IIN .. 2N 3N ... D 4006 5 1b4ddTR9cb1962
Desktop AL 92528, T/AL/2017 11449... LAL/201792528... 1112017 92526.. RD 7 1b4dd67729cb1962
& 10242017 12024... 10/47201712002... 8727200954814 PM  1024/201712002.. A 1518 1 LiadEfoeadia9a
&l TURTIUN2. AN 102, TN UG, TN 1932, A 3583 1 1b4dd6729cb1962
i s TAURNTIN2. TAVDTA902. TN IASF.. AN A9, A 3 1b4dd6729cb1962
mbies\Screen Shat 12/9/2017 12746 . 103072017 T1833..._ 127172001 12:2:08.. 12/1/2017 122208 D B
12/072017 12800 . 10/24/2017 23618, _12/0/2017 11:5T:21.._12/0/2017 115721, D 4096 8 Lbtdd67i29cb1062

Figure 36. CSNZ in Jump Lists

4.3.5. Documents folder

Counter Strike Nexon Zombies stores by default the screenshots taken by the user during

an in-game round. Besides, it makes screenshots automatically when the round finishes.

Concerning the YouTube Live Streaming, it stores the streamed video in MP4 format
once the user finishes doing the streaming. From a forensic point of view, it is a focal
point of valuable information as the chat messages can be seen and voice messages can

be listened directly from this file.

Inside Documents folder, there are two directories: one for Zombie mode and the other
for Studio mode (Counter Strike Online). The directories with the screenshots and the
videos are stored in those folders. The screenshots can be seen directly with FTK Imager

but also can be exported and open with an Image Viewer program.

2 Tree bl File List
{2 Public ~ Name | Size | Type | Date Modified |

-2 Raquel Tabuyo | ]ss0 8 NTFSIndexAll.. 1/12/2018 6:37:..
B QASDE::::I = 2017_1030_2018 33 0. 91 RegularFile 10/30/2017 6:1...

S Loalow |_]2017_1030_2018 33 0j.. 2 File Slack
=) Roaming [=2017_1030_2353_28 0,j... 13 Regular File 10/30/2017 9:5...

& Applcation Deta | ]2017_1030_2353_28 0,... 4 File Slack
) Cortacts 2017 1125_1917 02 0. 139 Regular File 11/25/2017 54...

&) Cookies [ ]2017_1125 1917 02 0,... 2 File Slack
= = 2017_1207_0025_23 0, 149 Regular File 12/6/201710:2...

5L Documents | ]2017_1207_0025_23 0. 4 File Slack
-3 Counter-Strike Nexon Zombies = 2017_1207_0037_19.0 102 Regular File 12/6/2017 103...

{5 Screen Shot | ]2017_1207_0037_19 0. 3 File Slack
) Video Capture —| [=)2017_1207_0037_20 0j.. 103 Regular File 12/6/2017103...

52 Counter-Strke Online |_]2017_1207_0037_20 0. 2 File Slack
{2 Studio Regular File 12/6/2017 11:1...

T /20171207 0114 20 0,... 2 FileSlack

Figure 37. CSNZ in Documents
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TTUPlayer
Lv.5(SGT)

Win Ratio 0 Games
Points 161685(

Kills of +
Deaths o +

HeadShot
Grenade Kill
Melee Weapon Kill

Survival Count
Zombie Kill
Host Zombie Kill
Human Kill

Points EXP

Oleksomir = - 564(+ 564) 606(+ 606)

maleri - 333(+ 516) 357(+ 553)
TaneQ - 200(+ 300) 215(+ 322)
TTUPlayer Thesis 321(+ 337) 345(+ 362)
3Runers - 138(+ 138) 148(+ 148)

Figure 38. Screenshot in Documents

The video files have to be exported from the Video Capture folder in order to be watched.

From the network analysis part, we found that the encoder was from VLC; therefore, we

opened the video recorded of the YouTube Live Streaming with VLC media player and

we can see the whole YouTube chat. The first 9 characters of the name of the files are the

dates when the videos were recorded.

5 2018.0113.1336 49 515.avi - VLC media player
Media Playback Audio Video

Subtitle Tools View Help

C3MPlayer

[YOUTUBE] Juanma: Hello I am TTU Player 2

Figure 39. Streamed video in Documents
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4.3.6. MFT

We can extract the MFT with FTK Imager and convert it to CSV with Mft2csv tool. With
the CSV file, we can search for references about Counter Strike and find where the data

1s stored.

0x03AAC000|GOOD |OK| | 60080 2|2|60252| 2| ZSH_NI~1.MP3|:\Program Files (x86)\Steam\steamapps\common\CSNZ\Bin\Zsh_nightbgm.mp3 | FILE| ALLOCATED| 962876 archive | at
L0x03AAC400 |GOOD|OK| | 60081|8|1|60253|2| NGClient.log| :\Program Files (x86)\Steam\steamapps\common\CSNZ\Bin\BlackCipher\NGClient.log| FILE| ALLOCATED| 95267 | archive|
0x03AAC800|GOOD|OK| | 60082 2|1|60256] 2| cstrike.nar| :\Program Files (x86)\Steam\steamapps\common\CSNZ\Data\cstrike.nar | FILE | ALLOCATED| 1429736920 | archive | archive |
0x03AACC00|GOOD|OK| | 60083 |4]2|60251|2| AU9B43~1.CAB|:\Program Files {x86)\Steam\steamapps\common\CSNZ\_CommonRedist\DirectX\Jun2010\Aug2008_XACT_x86.cab| |

Figure 40. CSNZ in MFT

Thanks to the analysis of the MFT, we found that by default CSNZ folder is stored in the
system in the following path: \Program Files (x86)\Steam\steamapps\common\CSNZ

In addition, there are also two directories related to the game in the following paths:

\Program Files (x86)\Steam)

\Program Data\Nexon\Common

4.3.7. CSNZ & Steam dedicated folders

CSNZ NAR Files

From the Prefetch analysis, we found that CSNZ uses the NAR files (specific CSNZ file
format). We analyzed them with NAR extractor tool, after obtaining them from \Program
Files (x86)\Steam\steamapps\common\CSNZ\Data\cstrike.nar. However, those files are
used for modeling the game but they do not give any information about the user or that

could be useful in the forensic case.
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azl NAR Extractor [C:\Users\Raquel Tabuyo\Desktop\CSNZ\Data\cstrike.nar] [E]@
File Edit Tools Help
= (root) Name Last Modified Size =
[=)- cstrike (3
 clasess 3dmflagld.spr 2/15/2015 12:36:01 PM 5KB -
 clnsses? 3dmflaora.spr 2/15/2015 12:36:01 PM 5KB
< everts 3dmflared spr 2/15/201512:36:01PM  5KB
[ gfx 640hud1.spr 2/15/2015 12:36:01 PM 65 KB
. iga_static 640hud10.spr 2/15/2015 12:36:00 PM 65 KB
.. logos 640hud15.spr 2/15/2015 12:36:04 PM 65 KB
- manual 640hud16.spr 2/15/2015 12:36:04 PM 65 KB
- Maps 640hud17.spr 2/15/2015 12:36:04 PM 65 KB
- media 640hud18.spr 2/15/2015 12:36:00 PM 65 KB
(- models 640hud19.spr 2/15/2015 12:36:01 PM 65 KB
OVErviews 640hud2.spr 2/15/2015 12:36:04 PM 65 KB
(- resource 640hud20.spr 2/15/2015 12:36:01 PM 65 KB
(- sound 640hud22.spr 2/15/2015 12:36:01 PM 65KB
i soies 640hud23 spr 2/15/2015 12:36:04 PM 65KB
640hud24.spr 2/15/2015 12:36:04 PM 65 KB
640hud25.spr 2/15/2015 12:36:04 PM 65 KB
640hud26.spr 2/15/2015 12:36:00 PM 65 KB
640hud27.spr 2/15/2015 12:36:00 PM 65 KB
640hud28.spr 2/15/201512:36:01 PM 65 KB
640hud29.spr 2/15/201512:36:01 PM 65 KB
640hud30.spr 2/15/2015 12:36:01 PM 65 KB
640hud31.sor 2/15/2015 12:36:04 PM 65 KB A
cstrike/sprites 547 items _.:

Figure 41. CSNZ dedicated folder

There is a configuration file that shows the GamelD in Steam; it is important to know this
number as some artifacts can only be found with this identification number. The path to

this file is \Program Files (x86)\Steam\steamapps\common\CSNZ\Bin\steam_appid.txt

[=] steam_appid bt E3 |
[ 2 273110

Figure 42. GamelD log file

Nexon folder

The analysis of the Nexon folder gives handy forensic information as there are stored all
the time-stamps with their corresponding activities in a log file, some of them are related
with the messenger feature of the game, so we can assure that the user was chatting at a
specific time period. CSNZ loads a messenger module when a player uses the chatting

feature of it. In the log, there are references to this module and its associated time-stamps.

This file is stored in \Program Data\Nexon\Common\nmcogame.log .
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2018/01/13 13:32:44, NMCO_SetLocaleAndRegion( 768, 600 ): ID & Code are not valid!
2018/01/13 13:32:44, Fail to load messenger module!

Version file URL: http://platform.nexon.com/Messenger/version.xml

Patch option: 0

Use NGM: 0

Messenger module path: C:\Program Files (x86)\Steam\steamapps\common\CSNZ\bin\nmconew.dll
2018/01/13 13:32:57, Fail to load messenger module!

Version file URL: http://platform.nexon.com/Messenger/version.xml

Patch option: 0

Use NGM: 0

Messenger module path: C:\Program Files (x86)\Steam\steamapps\common\CSNZ\bin\nmconew.d1ll
2018/01/13 13:32:58, Fail to load messenger module!

Version file URL: http://platform.nexon.com/Messenger/version.xml

Patch option: 0

Use NGM: O

Messenger module path: C:\Program Files (x86)\Steam\steamapps\common\CSNZ\bin\nmconew.d1ll
2018/01/13 13:32:58, Fail to load messenger module!

Version file URL: http://platform.nexon.com/Messenger/version.xml

Patch option: 0

Use NGM: 0

Messenger module path: C:\Program Files (x86)\Steam\steamapps\common\CSNZ\bin\nmconew.dll
2018/01/13 13:32:59, Fail to load messenger module!

Version file URL: http://platform.nexon.com/Messenger/version.xml

Patch option: 0

Use NGM: 0

Messenger module path: C:\Program Files (x86)\Steam\steamapps\common\CSNZ\bin\nmconew.d1ll
2018/01/13 13:43:22, Fail to load messenger module!

Version file URL: http://platform.nexon.com/Messenger/version.xml

Patch option: 0

Use NGM: 0

Messenger module path: C:\Program Files (x86)\Steam\steamapps\common\CSNZ\bin\nmconew.dll
2018/01/13 13:43:22, Fail to load messenger module!

Version file URL: http://platform.nexon.com/Messenger/version.xml

Patch option: 0

Use NGM: 0

Messenger module path: C:\Program Files (x86)\Steam\steamapps\common\CSNZ\bin\nmconew.dll
2018/01/13 13:43:22, Fail to load messenger module!

Version file URL: http://platform.nexon.com/Messenger/version.xml

Patch option: 0

Figure 43. Nexon log file

Steam folder

Inside the Steam folder, there are some configuration and log files that provide
information such as the Steam UserID, the Steam Username, the ID of the game, etc. The

way how to obtain this data is explained below.

The configuration files are stored in \Program Files (x86)\Steam\config\, they have an

extension of VDF and can be opened with Notepad-++:

= config.vdf: contains the userID and the username.
» Joginusers.vdf: contains the users who logged into Steam with the system
acquired. It shows the username, the nickname, userID and the last time accessed,

which has to be transformed from EPOCH to UTC time.
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"Accounts"
{
"EaLLR”
{
"SteamID" "76561198404618625"

Figure 44. Configuration file in Steam folder

yvdf 4 = loginusers.vdf E3

kusers"
{
"76561198404618625"
{
"AccountName" "chtru"
"PersonaName" "ITU - Thesis"
"RememberPassword" "on
"MOSLEEGEnE" "
"Timestamp" "1515843123"
"WantsOfflineMode" "on

Figure 45. Logged users in Steam folder

With the userID, visit http://steamcommunity.com/profiles/<Steam User ID> , as it is

described in the network analysis section of this chapter, and it is possible to obtain more

forensic information such as the last time played of the game, online status, etc.

Additionally, there is another configuration file stored in |Program Files
(x86)\Steam\userdata\<locallDnumber>\localconfig.vdf: that links undoubtedly the user
with the game as it contains the GamelD and the username. Next to the GamelD, it
appears the last played time. However, it appears as the EPOCH time, so it should be

transformed to UCT time.

"Software"
{
"Valve"
{
"Steam"
{
"Apps" T
{
"273110"
{
"444352897" "LastPlayed" "1510506224"
{ "ViewedLaunchEULA" mn
"NameHistory" "BadgeData" "020000000800"
( }
"o" "TTU - Thesis" s
v "LastPlayedTimesSyncTime" "1510506224"
‘ " rer v " nomn
"name" "ITU - Thesis" Playerlevel 0
"PersonaName" "ITU - Thesis"

Figure 46. Player and Game log
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The remote connection file is stored in \Program Files (x86)\Steam\logs\remote
connections.txt, it is a TXT file that contains all the remote connections with the PC used
by the user, it is possible to see with whom the user is playing (machine name and the

IP).

[2018-01-12 20:55:18] Loaded client id: 16888911976095687970

[2018-01-12 20:55:18] Listening for broadcast on: 27036

[2018-01-12 20:55:18] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.23:27036
[2018-01-12 20:55:21] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.23:27036
[2018-01-12 20:55:41] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.23:27036
[2018-01-12 20:56:12]) Received @ffline message from client 7108249717000450312

[2018-01-12 20:57:24] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.23:27036
[2018-01-12 20:57:24] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.23:27036
[2018-01-12 20:57:24] Received discovery message from client 7108249717000450312

[2018-01-12 20:57:26] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.23:27036
[2018-01-12 20:57:27]) Received discovery message from client 7108249717000450312

[2018-01-12 20:57:36] Received discovery message from client 7108249717000450312

[2018-01-12 20:57:42] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.23:27036

[2018-01-13 13:10:48] Loaded client id: 16888911976095687970
[2018-01-13 13:10:48] Listening for broadcast on: 27036

[2018-01-13 13:31:56] Loaded client id: 16888911976095687970

[2018-01-13 13:31:56] Listening for broadcast on: 27036

[2018-01-13 13:31:56] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.22:27036
[2018-01-13 13:32:01] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.22:27036
[2018-01-13 13:32:25] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.22:27036
[2018-01-13 13:59:41] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.22:27036
[2018-01-13 13:59:41] Received discovery message from client 7108249717000450312

[2018-01-13 13:59:43] Received discovery message from client 7108249717000450312

[2018-01-13 13:59:46] Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.22:27036
[2018-01-13 14:00:09]) Received broadcast message from client 7108249717000450312 (Juanma-PC): 10.10.1.22:27036

Figure 47. Connection file in Steam folder

Additionally, with respect to network connections, there is a database file with some

cookies stored in the following path:
Users\<user>\AppData\Local\Steam\htmlcache\Cookies

It is an SQLite database that can be extracted with FTK Imager and open with DB
Browser for SQLite. There is a table with some sessionIDs and time references in the
EPOCH time. This time should be transformed to UCT time. As we saw in the network
part, it is possible to do a session cloning if the user is still logged into Steam with these

cookies.
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Database Structure Browse Data ‘ Edit Pragmas Execute SQL |
Table: [Jcookies V] @ Delete Record

creation_utc host_key name value path expires_utc secure httponly last_access_utc  hag

|Fi\ter ]F]\ter Filter Filter Filter ]F]\ter ]F\\ter Filter |Fl\ter ]F]\ter
1 13153314182... store.steamp... browserid 11544708117... /[ 13184850182... 0 0 13155240056... 1
2 13153845354... www.csnzom... _icl_current_l... en / 13153931754... 0 0 13153845354... 1
3 13154362311... store.steamp... recentapps %78%222366... [ 13162138311... 0 0 13155240056... 1
4 13154895946... help.steampo... timezoneOffset 7200,0 / 13186431946... 0 0 13154896028... 1
5 13155240057... store.steamp... timezoneOffset 7200,0 / 13186776057... 0 0 13155240057... 1
6 13155240058... .steampower... _ga GA1.2.694143... / 13218312058... 0 0 13155240058... 1
7 13155240058... .steampower... _gid GA1.2.197378... / 13155326458... 0 0 13155240058... 1
8 13155240075... steamcommu... timezoneOffset 7200,0 / 13186776075... 0 0 13155240075... 1
9 13155240075... .steamcommu... _ga GAl.2.100112... / 13218312075... 0 0 13155240075... 1
10 13155240075... .steamcommu... _gid GA1.2.138833... / 13155326475... 0 0 13155240075... 1

Figure 48. SessionIDs database

4.3.8. Recent files

The Recent folder can show the recent activity of the user related to the game. It can
provide information such as the paths to specific files that are stored in the system and
that the user could modify if they are the default ones. The Recent folder can be exported
with FTK Imager and open with RecentFilesView tool from the path:
Users\<user>\AppData\Roaming\Microsoft\Windows\Recent . In our case, it provided us

information about the screenshots taken and the folder where they are stored.

& RecentFilesView
File Edit View Options Help

B X &R NE |

Filename Modified Ti Created Time Execute Time Missing ...  Stored In Extension File Only
e\ Tab Documents\C ike Nexon Shot 12/7/2017 1. 10/30/2017 7:18:33... 12/9/20171:27:37 ... Ves Recent Folder Screen Shot
=/ C:\L Tabuyo\D ike Nexon Shot\2017_1207_0115_04 0.jpg 12/7/2017 1. 12/7/2017 12:15:04...  12/9/2017 . Yes Recent Folder P9 2017_1207_0115_04 0.jpg
=/ CAL Tab Documents\C ike Nexon Shot\2017_1207_0116_24 0.jpg 12/7/2017 12:16:, 12/7/2017 12:16:24...  12/9/2017 . Yes Recent Folder P9 2017_1207_0116_24 0.jpg
=G\ Tabuyo\D ike Nexon Shot\2017_1207_0116_24 1.jpg 12/7/2017 1. 12/7/2017 12:16:24...  12/9/2017 . Yes Recent Folder jpg 20171207 _0116_24 1.jpg
=/ CAL Tab Documents\C ike Nexon Shot\2017_1207_0122 08 0.jpg 12/7/2017 1. 12/7/2017 12:22:08... 12/9/2017 . Yes Recent Folder P9 2017_1207_0122 08 0.jpg
= C:\L Tabuyo\D ike Nexon Shot\2017_1207 0122 08 1.jpg 12/7/201712:22:08... 12/7/201712:22:08... 12/9/20171:27:16 ... Yes Recent Folder P9 20171207 0122 08 1.jpg

Figure 49. CSNZ in Recent folder

4.3.9. Thumbnails

The Thumbcache stored in the path below can be open with ThumbCache Viewer tool:
Users\<user>\AppData\Roaming\Microsoft\Windows\Explorer\thumbcache *.db

It provides information about the game: where it is stored and the OS under it was

executed, in our case it was Windows 7 OS.
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umbcache Viewe

£ i

File Edit View Tools Help

# Filename Cache Entry Offset Cache Entry S... Data Offset  Data Size Data Checksum Header Checksum Cache Entry Hash System

55  26bc3f9509ac0ae5 6334338 0KB 633513 B 0KB 0000000000000000 47f5f7a90cd16€10 26bc3f9509ac0aes Windows 7
56  7cdede3ab31ca2ch 633513B 0KB 633593 B 0 KB 0000000000000000 cfd0abd39278b808 Tcdede3a631ca2ct Windows 7

4dbT77912682917 png 6335038 a1k8 ] 6336738] 41K8|1ciBeef00606ec3 ] coleet0e4Scd5d | 4db777912eed017

d382abdb16b08b0d 675919 B 0KB 675999 B 0KB 0000000000000000 0c68el2440d8c5f9 d382abdb16b08b0d  Windows 7
59 edl1f25521b4df589 675999 B 0KB 676079 B 0KB 9alc dl ed1f25521b4df589 Windows 7
60  80928b3a753a89f8 676079 B 0KB 676159 B 0 KB 0000000000000000 193b620672a204ea 80928b3a753a89f8 Windows 7
61  442360ac70678185 676159 B 0KB 676239 B 0 KB 0000000000000000 02297ddebbl17%41a 4423602c70678185 Windows 7
62 1bab49908bb9f2c3 676239 B 0KB 676319 B 0KB 24! 1 203 Windows 7
63 ced1203979¢3d387 676319 B 0KB 676399 B 0KB 0000000000000000 9bdd3a9fa266c6el ced1202979¢3d387 Windows 7
64  90989530078a033e.png 676399 B 32KB 676479 B 32KB 26e84443b203387f d93bed1671el2ac0 90989530078a033e Windows 7
65  ddef40b19135b1ld 7101058 0KB 7101858 0KB 0000000000000000 3d56496b97¢815¢ce ddef40b19135b11d Windows 7
66  a59bb62255f72299 710185 B 0KB 710265 B 0KB 0000000000000000 2062779934461 259bb62255f72299 andows W3] 4db7779126e82917.png - 256x2.., = = 3
67  70baad1f4a5126b9 710265 B 0KB 7103458 0KB 0000000000000000 1de3549¢7d4f729¢ 70baad1f425126b9 Windows
68  4423910b2939d2ee.png 7103458 38K 7104258 38 KB 976bfa3d5ae8c06b €3483902d0977fc6 4423910b2939d2ee Windows:
69  bf2eaeffec079226 749860 B 0KB 749940 B 0KB 0000000000000000 82fcld2fc18d374 bf2eaeffec079226 Windows
70 2d54aae240f82456 749940 B 0KB 750020 B 0KB 0000000000000000 3a3146edcaeddcdl 2d5422€240182456 Windows:
71 :{645FF040-5081-101... 750020 B 0KB 750148 B 0KB 0000000000000000 4d8b419f9128feld 0924bc51f9b84eed Windows
72 bf2eaeffec079226 750148 B 0KB 750228 B 0KB 0000000000000000 82fcld2fc18d374 bf2eaeffec079226 Windows:
73 :{645FF040-5081-101... 750228 B 0KB 750356 B 0KB 0000000000000000 4d8b419f9128feld 0924bc51f9b84eel Windows
74 bf2eaeffec079226 750356 B 0KB 750436 B 0KB 0000000000000000 82fcld2fc18d374 bf2eaeffec079226 Windows:

Figure 50. CSNZ in

4.3.10. LogFile

Thumbnails cache

The LogFile contains information about the logged users. It is the same as the one stored
in loginusers.vdf. However, as it is a file from Windows system, it is more difficult to be

modified by the user. loginusers.vdf could be edited by the user with a Text Editor so

comparing both files will assure the integrity of the data.

'users"
"76561138404618625"

"AccountName" "thttu"
"PersonaName" "TTU - Thesis"
"RememberPassword"” "
"mostrecent” A
"Timestamp" "1509888855"
"WantsOfflineMode" "or

Figure 51. CSNZ in LogFile

4.3.11. Web browsing information

For the YouTube Live Streaming, we used Chrome Browser for chatting. It is important
to consider that the browser used could be other rather than Chrome. We found some
references about YouTube, but we could not retrieve the chat messages. However, some
time’s references help to create a timeline of the case. Those files are stored in

Users\<user>\AppData\Google\Chrome\Default\ that can be extracted with FTK Imager:

= Cookies: open it with DB Browser for SQLite. It will contain sessionIDs.
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Z DB Browserfor SQLite - C
File Edit View Help

& NewDatabase (g Open Database Write Changes . Revert Changes

Database Structure | BrowseDate | EditPragmas | ExecuteSQL |

Table: (| ] cookies RIS New Record
creation_utc host_key name value path expires_utc secure httponly last_access_utc _has_expires persistent priority _encrypted_val *

[Fiter Filter Filter [Filte [Fitter [Filter [Filter [Fitter Filter [Filter Filter [Fitter Filter

1 13160248164... .google.com 1PIAR / 13162841992... 0 0 13160317442... 1 1 1

2 13160248181... .youtube.com VISITOR_INF... / 13181286161... 0 1 13160317424... 1 1 1

3 13160248210... .myaccount.google.com _utma / 13223320210... 0 0 13160248210... 1 1 1

Figure 52. Cookies in Chrome

= Cache: open it with ChromeCacheView, there will be traces about the YouTube

Live Streaming activity.

1D ChromeCacheView: CA\Users\Raquel Tabuyo\Desktop\Default\Cache
File Edit View Options Help

EX =GR
Filename URL Content Type File Size Last Accessed Server Time Server Last Modified Expire Time Server Name Server Response Content En... Cache Name
= vi/ovX1HIoC ?sqp=-0a.. image/jpeg 10,606 1/13/2018 12:44:06...  1/12/2018 6:07:44 .. 1/12/2018 8:07:44 ... sffi HTTP/1.1 200 data_3 [4677632]
- /\ /i image/jpeg 13350 1/13/2018 12:44:04...  1/13/2018 12:24:16... 1/13/2018 2:24:16 ... sffi HTTP/1.1 200 data_3 [10854400]
- v iMage/jpeg 18162 1/13/2018 12:44:04...  1/13/2018 12:21:59... 1/13/2018 2:21:59 ... sffe HTTP/1.1 200 £.000011
- /vi/ CLtnbj6: - image/jpeg 11,676 1/13/2018 12:44:04...  1/13/2018 12:15:42... 1/13/2018 215:42 ... sffe HTTP/1.1 200 data_3 [10788864]

Figure 53. YouTube cache in Chrome

= History: open it ChromeHistoryView, there are references to the notifications of

the streaming, which corresponds to the messages received.

® http: le.ce/ i 18ils=s5 EE542Cs ES&ilc i m&z=1987306324 YouTube 1/13/201812:24:43... 1
B http://www. google.com/accounts/Logout?service=youtubegilo=18iils=doritos%2Co.notifications.google.com%2Cs.EE%2Cs.ES&iilc=1 8icontinue= https %3A%2F %2Fwww.youtube.com&izx=1835168888
@ https: I / i 18 2 i le.com%:2Cs. EE%2Cs.ESBilc=1 i L2F YouTube 113/201812:24:43.. 1

Figure 54. YouTube History in Chrome

Web browsing information with Autopsy

It is easier to find Web information with Autopsy as it divides automatically data related
to the web searches. After creating two different cases for each example of study, we
found more information with respect to YouTube Live Streaming. Besides, we made a

relevant discovery that we decided to include it as a separate section.
The most relevant findings concerning YouTube Live Streaming with Autopsy are:

* Link to the streamed YouTube video. After performing the live streaming, the
video is automatically uploaded to YouTube. It will be kept in the user’s channel

unless he manually deletes it. It was found in the History file (mentioned
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previously). From this file, we can see the YouTube channel name and the links

to the videos that he has uploaded to it.

Name Location < Modified Time Change Time Acc
I Web History Artifact jimg_Case2.E01 {vol_vol2/Users{Raquel TabuyojAppDatafLocal/Google{ChromefUser DatafDefaultiHistory  |2016-01-13 13:44:06 EET | 2018-01-13 13:44:06 EET B
< . ] |
[ Hex | strings | File Metadata | Results| Indexed Text
Matchesonpage: 1 of 1 Match Page: 1 of 1 Page ‘ Text Source: |Search Resuts -
riber TTU Thesis - YouTube - YouTube 1 1] -1543467203 ] -
26 https://www.youtube.com/channel/UC-pPHERIVm1FBMbJIjUcPZzw/videos?view_a
s=subscriber = 2 1oz 0 ‘g‘
27 https://www.youtube . com/channel/UC-pPHERIVMLFEMbIUcPZzwilblaylistsvie _—
w_ iber T
28 https://www.yocutube.com/channel/UC-pPHSRIVmM1FBMbJjUcPZzw/ featured?view
_as=subscriber 4 ] -1530366745 o
23 https://www.youtube.com/channel/UC-pPHERIVm1FBMbJjUcPZzw/channels?view
_as=subscriber 3 o -1532323272 0
30 https://www.youtube.com/channel/UC-pPHERIVm1FBMbJIjUcPZzw/about?view_as
=subscriber 1 0 -1531583825 o v/

Figure 55. YouTube Channel + link with autopsy

= The email used for the Google account to access to YouTube. It is found in the

Login Data file of the Default folder, commented above.

Name Location - Modified Time Change Time Access Tir
B Login Data fimg_Case2,E01 fvol_vol2{UsersjRaquel TabuyofAppDatajLocal{Google/ChromefLiser DatajDefaultjLogin Data 2018-01-13 13:30:11 EET  |2018-01-13 13:30:11 EET

<| n ] M

Hex | Strings | File Metadata | Results | Indexed Text | | |

Matchesonpage: 1 of 1 Match ‘ Page: 1 of 1 Page Text Source: | Search Resuts -
origin_urlaction_urlusernsme_element username_value password_element
password_value submit_element signon_realm preferred date_cre
ated blacklisted by_user scheme password_type times_used form data date_syn B
ced display_name icon_url federation_url skip_zero_click generati =
on_upload_status possible_usernsme pairs

https://accounts.google.com/Servicelogin hutps://accounts.google.com/signin/v2/c
hallenge/password/empty identifier ttu.thesis@outlook.com password password
_value_0.bin

https://accounts.google.com/ 0 13459364671 0

Figure 56. YouTube associated email with autopsy

4.3.12. Analysis with Autopsy

In the previous section, we commented that we found the YouTube Live Streaming link
with respect to our user under suspicion, his channel and his associated email. We decided
to create another section because it was not related to YouTube but it is a relevant finding
that affects both cases under study. We used the same procedure used in [40], based on

the keyword search feature that Autopsy provides.

We found the password associated with the Steam account of our suspect. The way to
obtain this password is by using as keyword: password. Autopsy will search inside the

file system data, carved files and unallocated space.
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From the picture below, we can see that the password is found in unallocated space and
also as a carved file. Recovering the password from those locations can be considered as
a pinch of luck. However, there is also a file that must be used to obtain this password, as
it is stored locally in the system, even though the user didn’t check the option of

“remember password”. The path to this file is:
Users\<user>\AppData\Local\Steam\htmlcache\Cache\data_1

It can be seen directly with Autopsy in cleartext, as we can see from the picture below.
Additionally, there are some links of CSNZ, so we can assure that the user was playing

the game at that specific time, as he logged with his credentials.

eyword search 3 Results|
Table | Thumbnail
Name Location < Modified Time Change Time Access Time
B data_1 fimg_Case2,E01{vol_vol2{Users{Raquel Tabuyo/AppDatajLocal/Steamfhtmicache/Cache/data_t 2018-01-13 13:24:57 EET  |2018-01-13 13:24:57 EET
D Unalloc_193581_35321032704_36394774528 5321032704_36394774528 0 00 0000 0:0
[ fo726784.di 0 o0 000 o
« i »
Hex | Strings | File Metadata [ Results| Indexed Text
Matchesonpage: 1 of 1 Match Page: 1 of 17 Page Text Source: Search Results -
2c5 s rd_ajax=1 12! -
{"available":true}
https://help.steampowered.com/en/wizard/HelpWithLoginInfoComplete/?s=51439647535480073%acc
ount=444352897are:
http://www.csnzombies.com/wp-content/plugins/sitepress-muleti. l-cms/res/flags/en.png
http://www. s o plugins/si -multil 1-cms/res/flags/fr.png
http://www. o /plugins/sitep: l-cms/res/flags/de.png
http://www. ‘plugins/si -multilingual-cms/res/flags/ru.png
Aginx/l 12 0OLast-Modified. Thu 02 Feb 2017 12-37-53 CMIZTag. +S58353)
7c81-db81"Content-Tvoe: image/ipeaContent-Lenath: 56193Accept-Rances: bvtesCache-Control: ¥

Figure 57. Steam password with Autopsy

Furthermore, Autopsy performs data carving by default and shows the results obtained.
However, after analyzing the carved files, we didn’t find any more relevant information
apart from the password mentioned previously. Besides, as we commented before, we
also examined the unallocated space by keyword searching without any important finding

rather than the password too.
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5.  Analysis Results

After applying the methodology developed in this thesis in the two cases of study, we
were able to find a set of artifacts that contributes to build a time-line of the case and
relate the player with the usage of the chat in an accurate way. Therefore, the causality of
our found procedures can be defined as finding enough information about the existence
of a communication between players done through the game, with well-established
methods and tools. Those procedures can be generalized to other games with similar
characteristics (same category) or that need Steam to be run, as the login process is the
same for all the games in Steam. The validation was done through these two case

scenarios which really reflect how the game can be used for communication in real life.

5.1. Primary artifacts

We found some common artifacts that reflect accurately that it is possible to find specific
information from the game. The primary artifacts that should be considered when facing
to a real case scenario with respect to a Steam video-game, more specifically to CSNZ,

and its chatting features are:

Table 2. Primary artifacts

Volatile memory

Network analysis analysis Disk analysis
(keywords)
steamlLogin cookie steamID \Program
Files(x86)\Steam\config\config.
UserID Vd_f
http://steamcommunity | SteamUser $LogFile
.com/profiles/<Steam
U User ID> \Program
ser name Files(x86)\Steam\config\Lloginus
ers.vdf
password= Users\<user>\AppData\Local \Stea
User password m\htmLcache\Cache\data_l
http://steamcommunity PersonaName $LogFile
.com/profiles/<Steam
User ID> \Program
Files(x86)\Steam\config\Lloginus
. ers.vdf
Nickname
\Program

Files(x86)\Steam\userdata\<loca
LIDnumber>\Llocalconfig.vdf
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List of friends

Session cloning

has logged in

Lobby chat: (Type of
receiver) [ Nickname of

the sender] : message

In-game chat: [Type of
receiver] Nickname of

Messenger module: \Program
Data\Nexon\Common\nmcogame . Log

Remote connections: \Program
Files(x86)\Steam\Llogs\remotecon
nections. txt

$3hat ) the sender : message
information
YouTube chat: [YOUTUBE]
Nickname of the sender :
message
connect(‘live2’) youtube
. rtmp://a.rtmp.youtube channel_id Users\<user>\AppData\Google\Chr
S(OLfFube Live .com/live2 ome\Default\ History
Streaming rtmp.youtube
traces releaseStream( ‘<key>’
) codec
http://steamcommunity | SteamGameID \Program
G D .com/profiles/<Steam F1%es(x86)\Steqm\steamapps\CSNZ
ame User ID> \Bin\steam_appid.txt
User time-
stamps:
- Game SOFTWARE \Microsoft\Windows \Curr
installed entVersion\Unistalled\Steam App
<GameID>
- Last time
d NTUSER.DAT\Software\Valve\Steam
accesse \Apps\<GameID>
\Program
Files(x86)\Steam\config\Lloginus
ers.vdf
) http://steamcommunity | VOlatility 2.6 winb4_sta | yrycep paT\software\Nexon\Cstri
- Last time .com/profiles/<Steam ndalgne.exe p;llst o ke-Online
played User ID> profllef<proflle> —f
<memoryimage>
\Program
Files(x86)\Steam\userdata\<loca
LIDnumber>\Llocalconfig.vdf
http://steamcommunity \Program Files
) .com/profiles/<Steam (x86)\Steam\Logs \remote
History of the | User ID> connections. txt
game

Documents folder

From the table above, we can see that there are some evidences that proves that the user

was using the chatting feature of the game: messenger module logs or remote connections

logs (disk analysis) or chat messages sent/received (volatile memory analysis).
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5.2.

Tables of Results

The results obtained, with respect to each case, after applying the procedures developed

are summarized in the following tables. The table in the previous section shows the main

artifacts in a more general way; however, these tables show if specific data was found

while applying the procedures developed for each case:

Table 3. Case 1 Results

CASE 1
Disk
Steam . Steam &
. Volatile
Network | Session memory | CSNZ Windows | Windows system
cloning dedicated | registry | files & folders**
folders

CSNZ Game name (%4 (4 (4 (4 (4
CSNZ Game mode 4
Game acronym (4 (4
UserName Steam account 4 4 (4 (%4
Steam User ID (%4 (4 (4 (4 (%4
NickName Steam account (%4 (4 (4 (4 (%4
Password Steam account 4 (4
Associated email in v v
Steam account
CSNZ username (4 (4
CSNZ Game ID (4 (4 (4
Chat messages sent in vk
lobby
Chat messages received v
in lobby
CSNZ Player 2 (4 4
Zombie in-game room

4
number
CSNZ family members v
(list of friends)
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Chat messages sent in
. (VS
Zombie game
Chat messages received
. . (VS
in Zombie game
Game execution logs (last
time accessed and last v v v v v v
played time)
Network Session IDs v v v
Network connections v v v
User status
(online/offline) v v v
Table 4. Case 2 Results
CASE 2
Disk
Steam |y 1atile | Steam &
Network Sessf““ memory | CSNZ Windows | Windows system
cloning dedicated | registry | files & folders**
folders
CSNZ Game name v v v v v
CSNZ Game mode v
Game acronym 4 v
UserName Steam account v 4 v v
Steam User ID v v v v v
NickName Steam account v v v v v
Password Steam account v v
Associated email in v v
Steam account
CSNZ username v v
CSNZ Game ID v v v
Google account email v
Google account username 4 v
Google account password
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YouTube Live Streaming v v
main server URL
YouTube Live Streaming v v
encoder
YouTube Channel name 4 v
YouTube Live Streaming v v
key
YpuTube Live Streaming v v
video
YouTube Live Streaming v
viewer
Studio in-game room
v

number
Password Studio room v
YouTube Live Streaming vk .
chat messages sent
YouTube Live Stre.amlng vk .
chat messages received
CSNZ Player 2 (4 4
Game execution logs (last
time accessed and last 4 4 v 4 v v
played time)
Network Session IDs 4 4 4 v
Network connections v v 4 4 4
YouTu.be Live Streaming v v
execution logs
User status

4 v
(online/offline)

*Chats can only be obtained if the acquisition of volatile memory is done before the user logs out.

**The Windows files and folders considered are: Shortcuts, Prefetch, Jump Lists, LogFile, MFT,
Thumbnails, Recent files, Google Chrome Default folder (Cookies, Cache, History and Login Data
files).

***Chats can only be obtained if the video is still uploaded to YouTube (the user didn’t delete it

manually) or if the user didn’t disable the option of saving the video in the system.
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5.3. Evidences

As we mentioned in previous chapters, we followed the McKemmish forensic framework

[42]. In order to assure the integrity of the evidences, we made copies of all of them.

Those copies are the ones which were analyzed.

As we want to make a research in the most realistic way possible, we provide in the

following table the hashes of all the evidences taken:

Table 5. Evidences

Case name

MDS5 hash

Description

Casel.pcap

ec451d2fb12890c4bb6cea7dbf3992233

Network capture Case 1

Casel-1.mem

257249692e38dd3d0b52a774beb2f00e

Memory dump Case 1 before
the user logs out

Casel-2.mem

1d5b55b11bd250603d4a0742e32cdal7

Memory dump Case 1 before
the user logs out

Casel.e0l

40750e123186f1a8b7bcfaa7aded7bld

Disk copy of Case 1

Case2.pcap

dc56888f8ba320bdbfbc3b9a8ea624e0

Network capture Case 2

Case2-1.mem

59d7d18a8b472113c96c335a85aab2d7

Memory dump Case 2 before
the user logs out

Case2-2.mem

bfd1cce069f78cda38247ac0ec9ald8d

Memory dump Case 2 before
the user logs out

Case2.e01

€a2d48011ae501968683727b4bf4269b

Disk copy of Case 2
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6. Conclusion and Future Work

In this thesis, we performed an in-depth forensic analysis of Counter Strike Nexon
Zombies video-game, more precisely about the online chatting features that this game
provides. This game is one of the most played nowadays [1] and allows users to play
cooperatively or to fight between them with the possibility to communicate while playing
with text or audio messages; but also, players can chat without being in an in-game round.
Messaging features offered in online gaming is being used lately for criminal purposes:
money laundering, hidden channel communication for terrorists, etc. Additionally, a great
number of players are making money thanks to YouTube Live Streaming, by recording
themselves while playing a video-game and interacting at the same time with their

viewers with the live chat.

For all the reasons explained above, the methodology that we have developed about a
current game serves as a guideline to a need from the forensic community to this new
form of communication and interaction between criminals. This game allows multiple
ways of messaging (chatting inside/outside the game and live chat when doing YouTube
Live Streaming). We provided a full analysis of the game from a network, volatile
memory and hard disk perspective so that forensic experts can use it when facing a real

case with this game installed in the system (or a similar one).

This game runs under Steam platform, which supplies the biggest quantity of video-
games in the market [7]. Therefore, for executing the game, we need to login with Steam
first. When doing the previous analysis, we dealt with some features of Steam that led us
to a vulnerability finding (session hijacking) that was reported to the developers as soon

as it was found and that we were allowed to explain in this thesis.

We managed to overcome the encryption issues of the network data by performing session
cloning. We were able to find information about the user such as username, passwords
and chat messages from the volatile analysis; session IDs and user ID from the network
examination; connections time-stamps, user and chat information, logs and the video of
the YouTube Live Streaming performed from the disk analysis. All this information was
validated through two well-stated case scenarios that cover all the main issues with
respect to communication: chatting inside and outside an in-game round and also through

YouTube Live chat. Consequently, these cases reflect how the game can be used for
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communication in real life. Therefore, as a conclusion, we can state that our methodology
will help the forensic community when dealing with the new threat of online-gaming
communication, from all the forensic angles: network analysis, live acquisition and post-

mortem acquisition.

Regarding the Future Work, some video-games offer server hosting features, that were
not contemplated in this thesis as the game always runs under official servers; so, it is
also a characteristic to be considered by the forensic community in coming academic

studies.
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Appendix 1 — Game Screenshots Case 1
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Appendix 2 — Game Screenshots Case 2
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Appendix 3 — Live acquisition with FTK Imager
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Appendix 4 — Physical disk acquisition with FTK Imager
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Create Image

Evidence Item Information
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Select Image Destination

e |

Select Image Destination

Create Image

Image

ting Evidence [umbers

Z:\Image\Casel [E01]

lmage

94



Creating Image...
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LN Drive/Image Yerify Results

Casel.EO1
125829120

40750e123186f1a8b7bcfaa7aded?bld
Stored verification hash 40750e123186f1a8b7bcfaa7aded?bld
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Match
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Creating Image...

=101

Image Source: | 11 \PHYSICALDRIVED

Destination: I Z:\Image\Casel

Status: I Image created successfully

—Progress

Elapsed time: | 0:52:19

Estimated time left: |

Image Summary... Close

Image Summary

Created By AccessData® FTK® Imager 3.4.3.3

Case Information:

Acquired using: ADI3.4.3.3

Case Number: Case 1

Evidence Number: 1

Unique description: EO1 image of the physical drive
Examiner: Raquel Tabuyo Benito

Motes: Image of the case 1 of the thesis

Information for Z:\ImageCasel:

Physical Evidentiary Item (Source) Information:
[Device Infa]

Source Type: Physical

[Drive Geometry]

Cylinders: 7,832

Tracks per Cylinder: 255

Sectors per Track: 63

Bytes per Sector: 512

Sector Count: 125,829,120

[Physical Drive Information]

Drive Model: YMware, YMware Yirtual S SCSI Disk Device
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