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Abstract

This thesis evaluates the effectiveness of Al-based defences against Al-generated social
engineering attacks through a combined technical and human-centred approach. The rise
of generative Al has significantly increased the realism and scalability of phishing attacks,

requiring evaluation methods that go beyond technical performance alone.

The research follows a two-phase design. Phase 1 assessed the robustness of five
detection models using Al-generated phishing emails and paraphrased variants. Although
paraphrasing was designed as an adversarial manipulation, its effect was not uniformly
degradative. Traditional and fine-tuned models showed only limited performance
changes, while the zero-shot LLM classifier improved under Condition B. This suggests
that paraphrasing did not function as successful evasion for all models, but instead

exposed model-dependent differences in what each classifier treated as suspicious.

Phase 2 examines user interaction through a controlled study comparing four explanation
styles: opaque, rule-based, example-based, and contextual. Results show that
explanations did not improve decision accuracy; the opaque condition achieved the
highest accuracy. Example-based explanations increased user compliance but also led to
higher over-reliance on incorrect Al outputs. Additionally, users with cybersecurity

expertise demonstrated higher accuracy and more calibrated trust than non-experts.

Overall, the findings reveal a gap between technical performance and human use. Even
highly accurate systems require appropriate trust calibration to be effective. The study
contributes to the design of human-centred Al security systems by demonstrating that

effective defence depends on both robust models and well-designed user interaction.

This thesis is written in English and is 70 pages long, including 7 chapters, 26 figures and
3 tables.



Liithikokkuvote

Kéesolev magistritod uurib tehisintellektil pohinevate kaitsemehhanismide tohusust
tehisintellekti abil loodud sotsiaalse manipuleerimise riinnete vastu, kasutades tehnilist ja
inimkeskset ldhenemist. ~Generatiivse tehisintellekti areng on suurendanud
ongitsusriinnete realismi ja ulatust, mistottu on vajalik hinnata kaitsesiisteeme lisaks

tehnilisele tdpsusele ka kasutajate vaatenurgast.

Uuring koosneb kahest etapist. Esimese etapi kéigus hinnati viie tuvastusmudeli
tookindlust, kasutades tehisintellekti loodud Ongitsuskirju ja nende parafraseeritud
variante. Kuigi parafraseerimine oli kavandatud adversariaalse manipulatsioonina, ei
olnud selle mdju kdigi mudelite puhul iihtlaselt joudlust vihendav. Traditsioonilised ja
peenhédlestatud mudelid néitasid vaid piiratud muutusi tulemustes, samas kui nullnditega
LLM-klassifikaatori joudlus paranes tingimuses B. See viitab sellele, et parafraseerimine
ei toiminud koigi mudelite puhul eduka véltimisstrateegiana, vaid tdi esile
mudelispetsiifilised erinevused selles, milliseid tunnuseid iga klassifikaator pidas

kahtlaseks.

Teises etapis uuritakse kasutajate kditumist nelja selgitusstiili puhul: ldbipaistmatu,
reeglipdhine, nditepohine ja kontekstuaalne. Tulemused néitavad, et selgitused ei paranda
otsuste tépsust; parima tulemuse andis ldbipaistmatu tingimus. Niitepohised selgitused
suurendasid kasutajate usaldust, kuid ka lilemaérast soltuvust tehisintellektist. Samuti

saavutasid kiiberjulgeoleku taustaga osalejad paremaid tulemusi kui mitteeksperdid.

Tulemused niitavad, et tehniline tipsus ei taga tohusat kasutamist. Tehisintellekti
siisteemide edukus sOltub kasutajate usalduse Oigest kalibreerimisest. Kéiesolev t66
rohutab, et tohusad turvalahendused peavad {ihendama tehnilise todkindluse ja

inimkeskse disaini.

Loputdd on kirjutatud Inglise keeles ning sisaldab teksti 70 lehekiiljel, 7 peatiikki, 26

joonist, 3 tabelit.
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1 Introduction

1.1 Motivation

In the contemporary digital ecosystem, the architecture of cybersecurity has evolved into
a fortress of encryption, firewalls, and anomaly detection systems designed to render
technical infrastructure impervious to unauthorized access. Yet, despite these
sophisticated fortifications, organizational security perimeters are breached with alarming
frequency. The persistence of these breaches highlights a fundamental asymmetry in
cyber defence: while hardware and software have been hardened, the human operator
remains the most accessible attack surface. Social engineering — the psychological
manipulation of individuals into divulging confidential information or performing actions
that compromise security — has long exploited this human element. However, the
emergence of GenAl has fundamentally altered the threat landscape, transforming social
engineering from a manual, high-effort endeavor into an automated, scalable, and hyper-
realistic threat. This thesis investigates the efficacy of Al-based defences against this new
wave of attacks, arguing that a purely technical evaluation of detection systems is
insufficient. To be truly effective, defences must be evaluated through a combination of

technical performance and human-centred interaction.

Social engineering remains a potent threat not because of technological failure, but
because it bypasses technology to exploit the cognitive heuristics and behavioural
patterns of human users. Unlike traditional cyberattacks that probe for software
vulnerabilities, social engineering attacks probe for psychological triggers such as
urgency, authority, fear, and trust. As Gunning and Aha (2019) note, the opacity of
modern machine learning systems used in defence often mirrors the complexity of the
attacks, leaving users unable to distinguish genuine threats from false alarms [1]. Without
a transparent rationale for why a communication is flagged as malicious, users are left to
rely on their own, often flawed, judgement. Furthermore, human factors engineering
suggests that security protocols often fail to align with human cognitive capabilities,

leading to cognitive overload or desensitization to warnings [2]. Consequently, the human
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user remains a vulnerable endpoint, susceptible to manipulation regardless of the

sophistication of the underlying network security infrastructure.

The advent of generative Al has exacerbated these vulnerabilities by introducing a
qualitative shift in the nature of social engineering. Historically, phishing and pretexting
attacks were often identifiable by linguistic errors, cultural incongruities, or a lack of
personalization due to the resource constraints of the attacker. GenAl has effectively
removed these constraints. As discussed by Goldstein et al. (2023), language models can
now generate persuasive, context-aware text at scale, driving down the cost of producing
propaganda and targeted deception [3]. This allows malicious actors to craft highly
personalised spear-phishing campaigns that mimic the tone and style of trusted colleagues
or institutions with uncanny accuracy. Beyond text, GenAl audio and video deepfakes
enable attackers to impersonate executives or family in real-time, eroding the
foundational trust required for digital communication [4]. This transition from manual to
automated, high-fidelity deception signifies an "enlarging and enriching" of the threat

landscape, where attacks are not only more frequent but for humans to detect [5].

1.2 Research Purpose

In response to this escalated threat, the cybersecurity community has increasingly turned
to Al-based defence mechanisms. These systems utilize machine learning to detect
patterns indicative of Al-generated content or malicious intent. However, deploying Al
to catch Al introduces a "black box" problem where the decision-making process of the
defence system is opaque to the human operator. While a detection algorithm may achieve
high statistical accuracy in a controlled environment, its practical utility is contingent
upon the user's ability to interpret and act upon its output. Liao and Varshney (2022) argue
that explainability is not merely a technical feature but a human-centric requirement [6].
Without meaningful explanations, users cannot form an appropriate level of trust in the
system, leading to either over-reliance or skepticism [6]. If a defence system flags a
sophisticated Al-generated email as malicious but fails to explain why, the user may

dismiss the warning as a false positive when the message appears perfectly written.

Therefore, the evaluation of Al-based defences cannot be restricted to technical metrics
such as precision, recall, or F1 scores. A system that technically detects a threat but fails

to communicate that threat effectively to the human user is, in practice, a failed defence.
15



This necessitates a shift toward a human-centred evaluation paradigm. As highlighted by
Kim et al. (2024), there is often a disconnect between the algorithmic performance of
XAI and its actual impact on human decision-making performance [7]. An effective
evaluation must assess not just whether the system detects an attack, but whether the
explanation provided is "meaningful" to the user — contextualized, actionable, and
cognitively accessible. Integrating human factors engineering into the evaluation process
helps ensure that defences support human cognitive processes rather than overwhelm

them, bridging the gap between algorithmic complexity and user understanding. [2].

Despite the recognized need for this human-centred approach, a critical research gap
remains at the intersection of Al-generated threats and Al-driven defences. On one side,
attackers are leveraging Large Language Models (LLMs) to produce highly convincing,
adversarially paraphrased phishing messages that evade traditional detection. On the
other, existing defence tools and user-facing explanations have not been systematically
evaluated for their resilience against these modern, generative threats. There is limited
evidence on which Al-based detection models remain robust against Al-generated
phishing attacks. There is also little understanding of how explanation design shapes

user trust calibration in Al-driven phishing warnings.

This thesis contributes a dual-phase evaluation framework that combines adversarial
benchmarking of Al-based phishing detection models with a controlled user study
assessing how explanation design shapes human trust calibration in Al-assisted

cybersecurity.

1.3 Research Questions

This thesis posits that the defence against Al-generated social engineering requires a
symbiotic relationship between the technical robustness of detection models and the

cognitive resilience of human operators. This thesis addresses 3 research questions.

RQ1: Do different Al-based phishing detection models show significant differences in
robustness when evaluating LLM-generated phishing messages, including paraphrased or

contextually adapted variants?
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RQ2: Does a rule-based explanation style improve user trust calibration and decision
accuracy compared to opaque or example-based explanations when interacting with Al

phishing warnings?

RQ3: Do example-based explanations increase user compliance with Al warnings, and

to what extent do they contribute to over-reliance or blind trust when the Al is incorrect?

1.4 Scope and Goal

Consequently, this research aims to develop a comprehensive evaluation framework that
rigorously tests Al-based defences against Al-generated social engineering through a dual
lens. The scope of this study is deliberately limited to the detection of phishing-style
social engineering messages in written digital communication, such as emails. While
social engineering attacks occur across various modalities — including audio and video
deepfakes — restricting the analysis to text-based interactions allows for controlled

experimentation and a systematic comparison of defensive models.

The primary goal is to benchmark the technical robustness of four distinct categories of
detection models: traditional machine learning, deep learning, prompted Large Language
Models (LLMs), and fine-tuned LLMs. By evaluating these models against Al-generated
phishing content, the study seeks to measure their resilience against adversarial

paraphrasing and linguistic variation.

Furthermore, the research aims to assess the human-centric quality of these defences by
conducting a controlled user study. This phase investigates how four specific explanation
styles — opaque, rule-based, example-based, and contextual — influence user perception.
The objective is to determine how these different forms of algorithmic transparency affect
user trust calibration and decision accuracy. These will ultimately contribute to the
development of security systems that are both technically effective and human-

compatible.

1.5 Novelty

This thesis introduces a unified evaluation of Al-generated threats and Al-based defences

within a single experimental framework. Specifically, it:
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e benchmarks multiple detection models against adversarially paraphrased Al-
generated phishing messages rather than static datasets,

e cvaluates explanation styles (opaque, rule-based, example-based, contextual) in a
controlled phishing detection task,

e and analyzes the interaction between model output, explanation design, and user

trust calibration.

By combining adversarial robustness testing with a human-centred user study, this work
moves beyond isolated technical or usability evaluations and instead examines the full

sociotechnical system of Al-assisted cybersecurity.

1.6 Chapter Overview

This thesis is structured into seven chapters, each addressing a specific component of the

research.

Chapter 1 introduces the research problem, motivation, and objectives, and outlines the
scope and research questions of the study. It also highlights the novelty of the work and

its relevance within the evolving landscape of Al-generated social engineering.

Chapter 2 describes the methodology employed in this research. It presents the overall
two-phase study design, consisting of a technical evaluation of Al-based detection models
and a controlled user study. The chapter details the dataset construction, experimental

procedures, and evaluation metrics used in both phases.

Chapter 3 reviews the relevant literature on Al-generated social engineering, phishing
detection models, user behaviour in response to security warnings, and explainable Al. It

identifies key research gaps that this thesis aims to address.

Chapter 4 presents the results of the study. It first reports findings from the technical
evaluation of detection models (Phase 1), followed by results from the controlled user

study examining explanation styles and their impact on user decision-making (Phase 2).

Chapter 5 provides a discussion of the results, interpreting the findings in the context of
existing research and theoretical frameworks. It examines the implications for trust

calibration, explanation design, and human-AlI interaction in cybersecurity.
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Chapter 6 outlines areas for future research, highlighting potential extensions of the work,
including adaptive explanation systems, improved model robustness, and evaluation in

more realistic operational environments.

Chapter 7 concludes the thesis by summarising the key findings, answering the research
questions, and reflecting on the broader implications of integrating Al-based defences

with human decision-making processes.

This thesis argues that Al-based defence against Al-generated social engineering must be
evaluated as a sociotechnical problem rather than a purely technical one. The central issue
is not only whether a model can detect phishing content, but also whether its outputs
remain robust under linguistic transformation and whether users interpret and act on them
appropriately. Accordingly, the thesis examines both technical robustness and human

trust calibration within a single framework.
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2 Methodology

2.1 Research Design and Approach

This thesis employs a two-phase mixed-methods research design to comprehensively
evaluate the efficacy of Al in the context of social engineering. The study is situated
within an emerging "triadic" adversarial environment, characterized by the interaction
between Al-generated threats, Al-based defensive systems, and human decision-makers.
This methodological approach addresses the research problem by integrating a system-

level technical benchmarking analysis with a human-centred user study.

The primary objective is to bridge the gap between technical detection capabilities and
human usability in cybersecurity. While traditional methodology often isolates these
elements — evaluating algorithms on static datasets or studying user behaviour with
simulated, non-adversarial warnings — this research design unifies them. It assesses how
detection models withstand the specific linguistic capabilities of LLMs and subsequently
investigates how the outputs of these detection models can be explained to users to

optimize trust calibration.
The research is structured into two distinct but interconnected phases:

1. Phase 1 focuses on the technical robustness of detection systems. It utilizes
experimental benchmarking to quantify the resilience of diverse Al detection
architectures against LLM-generated and adversarially paraphrased phishing
content.

2. Phase 2 focuses on the human-computer interaction aspect. It uses a controlled
user study to determine how different Explainable Al styles influence user
accuracy, confidence, and reliance when interacting with warnings generated by

the systems evaluated in Phase 1.

2.2 Overview of the Two-Phase Study

The study follows a sequential exploratory design. The insights gained from the technical
evaluation in Phase 1 regarding model performance and failure modes inform the context

of the user study in Phase 2.
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In Phase 1 (Technical Evaluation), the study constructs a specialized dataset comprising
legitimate communication and Al-generated phishing attacks. These attacks are subjected
to adversarial paraphrasing to simulate sophisticated evasion techniques. Five distinct
categories of detection models — ranging from traditional machine learning to fine-tuned
LLMs — are evaluated against this dataset. The goal is to isolate the impact of Al-driven

linguistic variations on detection performance (RQ1).

In Phase 2 (Controlled User Study), the focus shifts to the "last line of defence": the
user. Using a within-subjects experimental design, participants evaluate email messages
accompanied by Al-generated warnings. The study manipulates the explanation style of
these warnings (Opaque, Rule-based, Example-based, and Contextual) to measure their
effect on trust calibration. This phase seeks to understand whether specific explanation
designs can mitigate over-reliance on incorrect Al predictions or under-reliance on

correct ones (RQ2 and RQ3).

2.3 Phase 1: Technical Evaluation of AI-Based Detection Models

The first phase establishes the technical baseline of the research. It rigorously tests the
hypothesis that Al-based phishing detectors exhibit varying levels of robustness when
faced with LLM-generated content, particularly when that content is paraphrased or

contextually adapted.

In this thesis, robustness refers to the extent to which detection performance remains
stable when phishing messages are linguistically transformed. An adversarial
manipulation refers to a transformation designed to challenge detection while preserving
malicious intent. Evasion refers specifically to a successful adversarial outcome in which
the transformation reduces detection performance. This distinction is important in the
present study because Condition B was adversarial by design, but not uniformly evasive

in outcome.
2.3.1 Dataset Construction

To reflect the evolving threat landscape, a custom dataset was constructed comprising

both malicious and legitimate workplace messages. The dataset design controls for
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confounding variables such as message length and complexity while introducing

controlled adversarial variation.

The full dataset generation pipeline, prompts, and configuration parameters are version-
controlled and publicly available to ensure reproducibility and transparency. All
generated phishing content was created solely for academic research and is not deployed

or disseminated beyond controlled evaluation environments.

Al-Generated Phishing Messages
The malicious portion of the dataset consists of 120 phishing emails generated using

Gemini 3. These emails represent four prevalent social engineering scenarios:

1. Credential Theft: Attempts to solicit login details through deceptive landing
pages or forms.

2. Impersonation: Pretexting scenarios where the attacker mimics a senior
executive or trusted colleague.

3. Invoice/Payment Fraud: Requests for urgent payment or changes to banking
details.

4. Account Recovery: False alerts regarding security breaches or account lockouts

requiring immediate action.
Each scenario contains 30 original messages.

Adversarial Paraphrasing

To simulate the evasion tactics of a modern attacker, the study employs an adversarial
paraphrasing process. Each of the 120 original phishing messages serves as a seed for
five distinct variants. These variants are created through targeted prompting of the LLM,
instructing it to alter the linguistic style without changing the underlying malicious intent.

Prompt strategies include instructions such as:

e Professional tone reformulation
e Friendly tone rewriting
e Removal of suspicious wording

e Structural reordering
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e Reduction of urgency cues

This process yielded 600 paraphrased variants. The total phishing pool therefore
comprises 720 messages (120 original + 600 paraphrased).

Legitimate Messages

To provide a control condition, 120 legitimate workplace emails were syntethically
generated to resemble standard professional communication. These messages were
screened to ensure they did not contain phishing-like urgency cues or structural anomalies
that could bias classification.

Standardization and Quality Control

All messages underwent a screening process to ensure comparability in terms of length,
tone, and syntactic complexity. Messages were constrained to a controlled word-length
range and screened for incomplete or duplicate outputs. Duplicate detection was
performed via hashing, and truncated outputs were discarded and regenerated. This
standardization ensures that classifier performance is driven by linguistic indicators of

deception rather than superficial structural differences.

It is important to note that this study benchmarks detection models against Al-generated
phishing messages rather than a fully representative real-world distribution of attacks.
While recent evidence suggests that Al-generated phishing is becoming increasingly
prevalent, real-world phishing campaigns still include a mix of human-authored,
templated, and hybrid messages. Therefore, the dataset used in this study should be
interpreted as a controlled approximation of emerging threats rather than a complete

representation of the current threat landscape.
2.3.2 Detection Models

Five representative detection approaches were selected to span the spectrum of Al-based
defence paradigms, ranging from traditional statistical classifiers to large language
models. The selected models represent progressively increasing representational capacity
and contextual awareness, enabling comparative analysis of how model complexity

relates to adversarial robustness.

1. Logistic Regression (Baseline ML): This model serves as the baseline, utilizing

simple text-based features. It employs Term Frequency-Inverse Document
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Frequency (TF-IDF) vectorization to identify keyword-based patterns associated
with phishing.

Random Forest (Traditional ML): This ensemble method is utilized to capture
non-linear relationships. It is trained on engineered features, including both lexical
attributes (word choice) and structural features (e.g., URL presence, capitalization
patterns).

LSTM Neural Network (Deep Learning): A Long Short-Term Memory
(LSTM) network is employed to evaluate the effectiveness of deep learning in
capturing sequential dependencies in text. This model learns patterns
automatically from the raw text sequence without manual feature engineering.
Prompted GPT-4 Classifier (LLM Zero-Shot): This model represents the use
of general-purpose LLMs for security tasks. It uses a zero-shot prompting
approach in which the model receives a structured instruction to classify a
message as phishing or legitimate using its internal knowledge, without task-
specific training.

Fine-Tuned BERT Model (LLM Fine-Tuning): This represents the current
state-of-the-art in specialized text classification. A Bidirectional Encoder
Representations from Transformers (BERT) model is fine-tuned specifically on
the study’s phishing dataset to adapt its contextual understanding to the domain

of social engineering detection.

Evaluation Procedure and Metrics

The evaluation procedure is designed to measure both raw performance and adversarial

robustness.

Training and Testing Protocol

The dataset was divided using an 80/20 split between training and testing sets. To prevent

data leakage, partitioning was performed at the level of base phishing messages. All

paraphrases derived from a given original email were assigned to the same split. This

ensured that stylistically similar variants did not appear across partitions.

Five-fold cross-validation was applied within the training partition to ensure model

stability and mitigate variance in performance estimation.
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All data splits and model initializations were controlled using fixed random seeds to

ensure reproducibility.

Supervised models were trained exclusively on original phishing emails and legitimate
messages. Paraphrased variants were reserved for evaluation under adversarial

conditions.

This design ensures that the robustness evaluation reflects generalization to unseen

linguistic transformations rather than memorization of paraphrased patterns.

Experimental Conditions
The evaluation is conducted under two distinct conditions to isolate the effect of Al-

generated evasion:

1. Condition A (Original Messages): The models are tested against the original set
of 120 Al-generated phishing emails. This establishes a baseline for detection
performance.

2. Condition B (Paraphrased Messages): The models are tested against the 600
adversarially paraphrased variants. This tests the models' resilience to linguistic

variation and stylistic mimicry.

Performance Metrics

Quantitative performance is assessed using standard classification metrics:

e Accuracy: The overall percentage of correct classifications.

e Precision: The ratio of correctly identified phishing emails to all emails flagged
as phishing.

e Recall (Sensitivity): The ratio of correctly identified phishing emails to the total
number of actual phishing emails.

e F1-Score: The harmonic mean of precision and recall, providing a balanced view
of performance.

e Confusion Matrices: To visualize true positives, false positives, true negatives,

and false negatives.

Defining Robustness
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Robustness is operationalized as the relative degradation in performance between the
original and paraphrased conditions:
AF1 = Fl{Original} - Fl{Paraphrased}

ARecall = Recally,iginay — Recallparaphrased)

A smaller A indicates higher robustness against adversarial linguistic variation.

2.3.4 Statistical Analysis

Performance metrics were computed across five cross-validation folds. Statistical tests
were conducted on fold-wise performance scores to determine whether differences
between conditions were statistically significant. Depending on normality assumptions,

paired t-tests or repeated-measures ANOVA were applied.

Effect sizes were calculated to quantify the magnitude of performance degradation under

adversarial paraphrasing.
2.3.5 Error Analysis

A qualitative error analysis was conducted on misclassified instances to identify recurring
linguistic patterns associated with detection failures. Misclassified paraphrased messages
were examined alongside their corresponding originals to determine which
transformations most frequently degraded model performance. Particular attention was

given to tone softening, urgency reduction, and structural reordering.

2.4 Phase 2: Controlled User Study on Explanation Styles

Phase 2 addresses the human-centric research questions (RQ2 and RQ3). It investigates
how the presentation of Al-generated security warnings influences the decision-making

process of users.
2.4.1 Study Design

The study utilizes a within-subjects experimental design. This ensures that individual
differences in user capability or skepticism are controlled for, as every participant
interacts with all experimental conditions. The order of conditions is counterbalanced to

prevent order effects or learning effects.
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Procedure

Participants are presented with a sequence of 20 distinct email messages, consisting of 10

phishing attempts and 10 legitimate emails. The interface simulates a standard email

client. For every message, the participant is provided with:

1. The full text of the email.
2. An Al-generated classification (labeling the email as either "Phishing" or
"Legitimate").
3. An explanation for that classification, corresponding to one of the four
experimental styles.
User Tasks

For each trial, the participant must perform two actions:

1.

Decision: Determine whether the message is phishing or legitimate. This decision
effectively measures whether the user chooses to trust the Al's assessment or
override it.

Confidence Rating: Rate their confidence in that decision on a 7-point Likert

scale.

The experimental interface automatically logs decision accuracy, the specific choice

made (Phishing/Legitimate), the confidence rating, and the response time for each trial.

2.4.2 Explanation Conditions

Four distinct explanation styles are evaluated, reflecting the most common current and

emerging paradigms in XAl and security warnings:

Opaque: This condition provides a classification without any supporting
rationale. It serves as a control condition representing standard "black box"
warnings.

e Example text: "Warning: This message may be phishing."

Rule-based: This condition justifies the classification by citing specific,
deterministic rules or feature mismatches.

o Example text: "Flagged due to mismatched sender domain and urgent request."
Example-based: This condition leverages a case-based reasoning approach,

comparing the current message to known historical threats.
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e Example text: "This message resembles known phishing examples targeting
employees."
4. Contextual (LLM-style): This condition simulates a natural language reasoning
process, offering a concise summary of the anomaly in context.
o FExample text: "The language and tone differ from previous communication

patterns associated with this sender."
2.4.3 Measures

To evaluate the impact of these explanation styles, the following metrics are collected

and analyzed:

e Decision Accuracy: The percentage of correctly identified messages
(distinguishing phishing from legitimate).
e Trust Calibration Metrics:
o Over-reliance: The frequency with which a participant accepts the Al's
classification when the Al is incorrect (false positive or false negative).
o Under-reliance: The frequency with which a participant rejects the Al's
classification when the Al is actually correct.
e Confidence Ratings: Self-reported confidence (1-7) assessed in relation to
decision accuracy.
e Response Time: The duration taken to reach a decision, utilized as a proxy for
cognitive load and engagement depth.
e Perceived Trust: Evaluated via a short post-study questionnaire measuring the

user's subjective trust in the system.
2.4.4 Data Analysis

The quantitative data from the user study is analyzed to identify significant differences

between explanation styles.

o Repeated-Measures ANOVA: This test is used to examine differences in
accuracy, confidence scores, and reliance rates across the four explanation

conditions.
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Post-hoc Comparisons: Pairwise comparisons (with appropriate corrections) are
conducted to isolate specific differences between styles (e.g., comparing Rule-
based vs. Contextual).

Correlation Analysis: Correlations are calculated between subjective trust
ratings and behavioural reliance to understand the relationship between user
sentiment and actual compliance.

Qualitative Coding: Open-ended comments regarding the clarity and usefulness
of the explanations are analyzed using thematic coding to provide context to the

statistical results.

2.5 Validity, Reliability, and Data Quality Considerations

To ensure the scientific rigor of the findings, several validity and quality control measures

are integrated into the research design.

Technical Validity (Phase 1)

Reliability in the technical benchmarking is ensured through the use of cross-validation

techniques and a strict separation of training and testing data. The use of adversarial

testing (paraphrasing) ensures that the findings reflect robustness against active evasion

rather than just performance on static data.

Experimental Validity (Phase 2)

Attention Checks: To filter out low-quality data, attention checks are embedded
within the user study to identify and exclude disengaged participants.
Standardization: All stimuli (messages) are standardized in formatting to
prevent confounding variables related to visual presentation (e.g., font size or
layout) from influencing user decisions.

Interface Consistency: A consistent experimental interface is maintained across
all trials to ensure that any observed differences in user behaviour can be attributed

solely to the manipulation of the explanation style.

By combining a rigorous technical benchmark with a controlled psychological

experiment, this methodology ensures a robust analysis of the interplay between Al attack

generation, Al defence mechanisms, and human decision-making.
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While the synthetic dataset enables controlled evaluation of adversarial paraphrasing, it
may not fully reflect the linguistic diversity and distribution of real-world phishing
campaigns. Similarly, the controlled experimental interface does not replicate the
complexity of real email environments, such as inbox context, multitasking, or
notification fatigue. Additionally, the sample size and demographic composition (student
population) may limit the generalizability of the findings. These factors should be

considered when interpreting the results.

2.6 Ethical Considerations

This study adheres to standard ethical principles for human-subject research. Participation
in Phase 2 was voluntary, and all participants provided informed consent prior to taking
part in the study. Participants were informed about the nature of the task, the type of data

collected, and their right to withdraw at any time without penalty.

No personally identifiable information was collected. All data were anonymized at the
point of collection, and participant identifiers were replaced with pseudonymous IDs. The
dataset used for analysis contains no direct or indirect identifiers that could be used to

trace responses back to individuals.

The experimental task involved simulated phishing emails; however, all messages were
synthetically generated and presented within a controlled research environment.
Participants were not exposed to real malicious content, and no real credentials or

sensitive actions were requested.

Several limitations related to ethics and generalizability must also be acknowledged. The
participant sample consisted primarily of students (psychology and cybersecurity), which
may not fully represent real-world populations. Additionally, the experimental interface

simplified real email environments, potentially affecting ecological validity.

Finally, the dataset used in Phase 1 was synthetically generated using large language
models. While this allows controlled experimentation, it may not fully capture the

diversity and distribution of real-world phishing attacks.
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3 Literature Review

3.1 The Niche

Existing research has made important progress on three related but often separate
problems: Al-enabled phishing generation, the technical detection of machine-generated
malicious text, and the effect of explanations on user trust in Al-supported decisions.
However, these strands are rarely brought together within a single evaluation framework.
In particular, prior work often assumes that adversarial paraphrasing reduces detection
performance and examines explanation styles separately, without considering contexts
where both the attack and the defence are Al-mediated. This thesis addresses that gap by

combining model robustness testing with a controlled study of user trust calibration.
3.1.1 Human-in-the-Loop Decision Making in Adversarial AI Environments

The rapid spread of generative artificial intelligence has created a triadic adversarial
environment in which a human decision-maker works with a defensive Al system to
identify threats generated by an adversarial Al. Recent work describes this setting as one
requiring robust Human-in-the-Loop (HITL) collaboration that balances Al autonomy,
human oversight, and trust calibration [8], [9]. In such contexts, the human is not merely

a recipient of Al output, but an active part of the defensive process.

As threat actors increasingly use Al to generate convincing social engineering attacks,
evaluations that focus only on algorithmic accuracy become insufficient. Research on
human factors in adversarial Al and algorithm-in-the-loop decision-making shows that
attackers may influence not only model performance but also how users interpret
warnings and explanations, while users often struggle to assess Al advice appropriately
under uncertainty [10], [11]. Related work further suggests that human-Al teams are
vulnerable to miscalibrated trust, automation bias, algorithm aversion, and weak mental
models, particularly when explanations appear fluent but are not necessarily reliable [10],

[12], [13], [14].
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Taken together, these studies suggest that effective defence against Al-generated social
engineering requires both technical robustness and human-centred interface design. Work
on adversarial robustness and adaptive human-Al interaction indicates that defensive
systems must not only withstand manipulation, but also present outputs in ways that
support effective oversight and calibrated trust [15], [16]. For this thesis, this matters
because Al-based phishing defence is treated as a sociotechnical problem in which

classifier robustness and user judgement are interdependent.

3.1.2 User Perception of AI-Generated Warnings When the Threat is Also Al-

Generated

When both the threat and the warning are Al-mediated, users must judge not only the
authenticity of the content but also the credibility of the warning itself. Because people
generally struggle to identify synthetic media reliably on their own, they are often forced
to rely on automated detection systems [17]. This makes purely technical solutions
insufficient: effective defence also depends on whether warnings enhance situational

awareness and help users interpret system outputs appropriately [18], [19].

The literature suggests that warning effectiveness is shaped by presentation, source
attribution, and prior user beliefs. Studies of warning labels show that users respond
differently depending on whether the warning is attributed to Al, framed as a process or
impact label, and presented as diagnostic or authoritative [20], [21], [22]. At the same
time, warning labels do not always translate into better behavioural outcomes, and may
even create unintended effects such as misplaced trust in unlabelled content [21], [22].
This indicates that warning design influences perception, but does not automatically

produce better judgement.

User responses are also filtered through pre-existing attitudes, cognitive styles, and
familiarity with Al. Transparent explanations can improve perceived diagnosticity, but
trust remains strongly shaped by baseline beliefs, perceived Al identity threat, and users’
sense of self-efficacy when facing deceptive content [23], [24], [25], [26]. Taken together,
these studies suggest that explanations and warnings do not simply transfer trust from
system to user; instead, they interact with user expectations in ways that can support or

distort judgement. For this thesis, this matters because Phase 2 examines whether
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different explanation styles promote calibrated reliance rather than blind acceptance of

Al warnings.

3.1.3 Defending against Al-generated social engineering: A survey of technical and

human-centric approaches

The rise of generative Al has transformed social engineering from a primarily human-to-
human threat into a triadic human-AI-Al environment, where offensive Al generates
persuasive attacks and defensive Al tries to detect and explain them in real time [27]. This
shift has created an Al-on-Al arms race, prompting researchers to argue that static defence
mechanisms are no longer sufficient against adaptive generative models [27], [28], [29].
Proposed responses include multimodal detection systems and retrieval-augmented
pipelines that combine semantic, conversational, and behavioural analysis to identify Al-

driven social engineering [27], [28], [29].

However, the human remains the final decision point and the most vulnerable component
in this system. As generative models become more fluent and realistic, they reduce users’
natural skepticism and increase the cognitive burden of evaluating both suspicious
content and the warnings attached to it [28], [30]. In practice, this means that even
technically strong detectors may fail if false positives, alert fatigue, or poorly designed
warnings erode trust in the defensive system [27]. Explainability is therefore important
not simply as a transparency feature, but as a mechanism for helping users decide when

to rely on the system and when to question it.

Taken together, this literature points to a research gap at the intersection of adversarial
Al, phishing detection, and human-centred security design. For this thesis, that gap is
addressed by examining both how Al-based detectors respond to paraphrased phishing
and how users respond to the warnings those detectors produce. The contribution is

therefore not only technical or behavioural, but sociotechnical.
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3.2 The Threat Landscape (Al Generated Phishing)

3.2.1 Linguistic Characteristics Distinguishing AI-Generated and Human-

Written Phishing Emails

Large Language Models (LLMs) have altered the phishing landscape by producing
messages that differ linguistically from many traditional human-written attacks. Whereas
human-authored phishing often contains typographical errors, awkward phrasing, and
inconsistent grammar, Al-generated phishing is more likely to display polished grammar,
syntactic uniformity, and a formal tone [31], [32]. Related work also suggests that
machine-generated phishing tends to rely on more structured wording and fewer

colloquialisms or spontaneous emotional cues than human communication [32].

Beyond surface fluency, Al-generated phishing also exhibits distinct structural and
lexical patterns. Studies report longer average word lengths, higher verb and pronoun
frequencies, more consistent readability structures, and lower lexical diversity, with
repeated vocabulary and entity references appearing more often than in human-written
phishing [33], [34]. These features can produce text that appears coherent and

professional, but also stylistically repetitive and unusually uniform [31], [34].

The persuasive framing of Al-generated phishing may also differ from traditional attacks.
Rather than relying mainly on overt urgency or obvious spam markers, LLM-generated
messages often use imperative verbs, professional tone, and blended persuasion strategies
to reduce suspicion while maintaining pressure to act [32], [35], [36]. They may also
adopt a more collective or institutional voice and avoid informal stylistic cues such as
emojis or casual formatting [34], [37]. Taken together, this literature suggests that Al-
generated phishing is not simply more grammatically correct than traditional phishing,

but may alter the linguistic cues used by both people and detection systems.
3.2.2 The Effectiveness of LLMs in Adversarial Paraphrasing for Evasion

Adversarial paraphrasing has emerged as a major vulnerability in text-based detection
systems because it allows attackers to preserve malicious intent while altering the surface
patterns on which detectors rely. Early work showed that even single-pass paraphrasing
can severely reduce detector performance: Krishna et al. (2023) demonstrated that

paraphrased Al-generated text caused DetectGPT accuracy to collapse while preserving
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semantic content [38]. Subsequent studies found that recursive paraphrasing can further
increase evasion success by introducing enough linguistic variation to remove detectable

machine-generated signatures without substantially degrading text quality [39], [40].

More recent work has made these attacks increasingly adaptive. Instead of paraphrasing
blindly, some methods use detector feedback to guide token selection or word substitution
toward outputs that minimize detection scores, pushing detector performance toward
near-random levels [41], [42]. Others use reinforcement learning to optimise paraphrasing
policies against multiple detectors simultaneously, achieving high attack success rates
while maintaining strong semantic similarity to the source text [43], [44]. This suggests
that paraphrasing is not merely a cosmetic rewriting strategy, but an increasingly effective

and systematic evasion technique.

Taken together, this literature shows that paraphrasing can meaningfully disrupt machine-
generated text detection by altering stylistic cues while preserving underlying content.
For this thesis, this matters because Phase 1 evaluates whether phishing detectors remain
robust when suspicious messages are rewritten in ways intended to obscure detection-

relevant features without changing malicious purpose.

3.2.3 Comparative Success Rates of AI-Generated Versus Traditional Phishing

Attacks

Recent literature suggests that Al-generated phishing has rapidly become competitive
with, and in some cases superior to, traditional phishing methods. Early studies found that
large language models outperformed generic phishing but still trailed expert-crafted
human campaigns; later work showed that automated Al spear phishing could match
human experts’ click-through rates and substantially outperform traditional control
emails. [45], [46]. Longer-term and field-based studies reinforce this trend, indicating that
Al-generated campaigns can achieve higher click-through and credential submission rates

than conventional phishing in real organizational settings [47], [48].

This advantage does not always appear as higher engagement alone, but often as greater
persuasive effectiveness once a target engages with the message. Some studies report that
Al-generated phishing can achieve higher compromise rates even when traditional emails
attract more initial clicks, suggesting that LLM-generated content may be more
persuasive at the point of decision. [49]. Similar patterns have been observed in targeted
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campaigns against vulnerable populations, where Al-generated phishing has
outperformed traditional simulated scams [50]. Together, these findings suggest that

generative Al improves not only the scale of phishing but also its conversion potential.

A likely explanation for this growing effectiveness is that Al-generated phishing is often
perceived as more persuasive and is harder for users to distinguish from legitimate
communication. Comparative studies show that people rate Al-generated phishing as
more convincing than both traditional phishing and some human-crafted alternatives,
while human detection of Al-generated text remains near chance in some settings. [51],
[52]. Taken together, this literature suggests that Al-generated phishing is not simply a
faster way to produce familiar attacks, but a qualitatively more convincing form of social
engineering. For this thesis, this matters because it justifies evaluating defensive systems
against Al-generated and paraphrased threats rather than relying only on traditional

phishing examples.

3.2.4 Recent Literature on the Use of Generative Al for Personalised Social

Engineering at Scale

Recent literature suggests that generative Al has transformed spear phishing from a
labour-intensive attack into a scalable and increasingly automated form of personalised
deception. Large language models reduce the time, skill, and cost of gathering victim
information and generating tailored messages, making targeted campaigns feasible on a
far broader scale than before. [46], [53], [54]. Studies of automated phishing pipelines
show that Al systems can scrape digital traces, infer personal characteristics, and generate

persuasive spear-phishing content with far less manual effort than human operators [46].

A key development is the ability of LLMs to convert Open Source Intelligence into
psychologically tailored lures. Research on personalised persuasion at scale shows that
generative models can adapt messages to individual traits, while frameworks such as
SpearBot show how victim-specific data can generate convincing, context-aware
phishing emails. [55], [56], [57]. This suggests that generative Al does not merely
automate message production, but also increases the precision with which attackers can

exploit cognitive biases and personal context.

This capability also extends beyond email into broader, multi-channel attack ecosystems.
Studies of Al-authored smishing show that users often struggle to distinguish human-
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written from Al-generated messages, while other work shows that even novice attackers
can run phishing campaigns using jailbroken models or tools such as WormGPT and
FraudGPT. [37], [58], [59], [60]. Taken together, this literature suggests that generative
Al has changed phishing from a low-quality, manually intensive activity into a scalable
and increasingly persuasive form of social engineering. For this thesis, this matters
because it justifies using Al-generated and paraphrased phishing messages in Phase 1 and
explains why older assumptions about obviously suspicious phishing language are no

longer sufficient.

3.3 Technical Detection

3.3.1 Traditional Machine Learning vs Deep Learning in Detecting LLM-

Generated Malicious Text

Traditional machine learning models such as Logistic Regression and Random Forest
remain relevant for detecting malicious text because they can perform well on baseline
classification tasks with modest computational resources. Studies of LLM-generated
phishing and related text classification problems show that feature-based models can
achieve high accuracy, and in some constrained settings may even outperform more
complex transformer architectures [61], [62], [63]. Their main strength lies in efficiently
capturing shallow statistical patterns such as term frequencies and n-gram distributions,

which makes them attractive for real-time deployment.

However, this efficiency comes with limitations. Because traditional ML models rely
heavily on surface-level lexical patterns, they are generally less effective at capturing
deeper semantic context and may be more vulnerable to adversarial paraphrasing or
complex linguistic restructuring. [63], [64], [65]. This has led many researchers to favour
deep learning approaches such as LSTM and transformer-based models, which are better
suited to modelling sequential dependencies and contextual relationships in text. Studies
using BERT, BiLSTM, and related architectures report stronger performance in detecting
nuanced or highly fluent Al-generated malicious content, particularly where contextual

interpretation matters [65], [66], [67].

Taken together, this literature suggests a trade-off between efficiency, explainability, and

contextual sensitivity. Traditional ML models remain attractive because they are fast and
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comparatively interpretable, while deep learning models often perform better on complex
language patterns but are more opaque and computationally demanding. [61], [63], [64].
For this thesis, this matters because Phase 1 compares model families that differ not only
in accuracy, but also in the linguistic cues they rely on when classifying Al-generated and

paraphrased phishing messages.

3.3.2 State-of-the-Art in Machine-Generated Text Detection for Cybersecurity

and Spam

Research on machine-generated text detection in cybersecurity and spam has produced
several major methodological approaches, including supervised classifiers, zero-shot
statistical detectors, and watermarking systems. Supervised methods range from deep
learning and transformer-based models to stylometric and feature-based classifiers, all of
which aim to identify recurring patterns in automated malicious content [35], [68], [69],
[70], [71], [72]. In parallel, zero-shot approaches such as DetectGPT, Fast-DetectGPT,
Binoculars, and Ghostbuster attempt to detect machine-generated text without task-
specific training by exploiting statistical regularities in model outputs [73], [74], [75],
[76]. A third line of work uses watermarking to embed detectable signals directly into
generated text, making attribution easier when the generating model can be controlled

[77], [78], [79].

Despite this methodological variety, the literature consistently shows that current
detectors remain fragile under realistic adversarial conditions. Studies report that both
supervised and zero-shot detectors can be disrupted by simple modifications, including
temperature changes, recursive paraphrasing, targeted word substitutions, and style-
tuning methods that more closely mimic human writing. [39], [80], [81], [82]. Large-scale
benchmarking and real-world observations further suggest that this fragility is not only
theoretical: machine-generated spam is already widespread, and existing detectors often
struggle to generalize reliably outside controlled settings [33], [83], [84]. This indicates
that state-of-the-art performance on benchmark tasks does not necessarily translate into

robust security performance in practice.

Recent work has also begun to focus on comparative evaluation and attribution
frameworks, including ensemble approaches, fingerprinting strategies, and broader

taxonomies of methods, tools, and datasets [85], [86], [87], [88], [89] Collectively, this
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literature suggests that machine-generated text detection is an active arms race rather than
a solved problem. For this thesis, this matters because Phase 1 does not assume that strong
baseline detectors are automatically robust; instead, it evaluates how different model
families respond when phishing messages are rewritten to obscure detection-relevant

cucs.

3.3.3 Studies Evaluating the Robustness of Fine-Tuned BERT Models Against

Adversarial Attacks in Text Classification

Fine-tuned BERT models are widely regarded as strong performers in text classification
because they can capture complex contextual relationships and often achieve high
baseline accuracy on deceptive-text detection tasks [90]. This makes them attractive for
phishing and machine-generated text detection, particularly in settings where shallow
lexical features may be insufficient. However, high baseline performance does not

necessarily imply robustness under adversarial conditions.

A consistent finding in the literature is that fine-tuned BERT models remain vulnerable
to adversarial text attacks. Studies using attacks such as TextFooler and BAE show that
small synonym substitutions, insertions, or contextual replacements can substantially
degrade performance while preserving the original meaning for human readers. [91], [92].
More recent benchmarking confirms that transformer-based classifiers, including BERT,
can suffer severe accuracy collapse under adversarial pressure, even if they are initially

harder to attack than simpler architectures [93], [94].

These weaknesses are often attributed to the fine-tuning process itself. Prior work
suggests that task-specific fine-tuning can narrow a model’s decision boundaries and
reduce its reliance on general linguistic knowledge from pre-training, increasing
sensitivity to adversarial paraphrasing and distribution shift. [95]. Related research on
machine-generated text detection further indicates that performance may deteriorate as
adversarial inputs become longer or more naturalistic, increasing susceptibility to evasion
strategies that mimic human writing. [96]. Taken together, this literature suggests that
fine-tuned BERT models should not be assumed to be robust simply because they perform
well in baseline classification. For this thesis, this matters because Phase 1 evaluates
whether a fine-tuned BERT detector remains stable when phishing messages are

paraphrased to obscure detection-relevant cues.
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3.3.4 Performance of Zero-shot LLM Classifiers in Detecting Phishing Intent

Zero-shot large language model classifiers have become an increasingly important
approach to phishing detection because they rely on general pre-trained knowledge rather
than task-specific fine-tuning. Recent studies suggest that modern LLMs can identify
phishing intent with strong baseline performance, often achieving high accuracy and F1-
scores using only prompt instructions and the email content itself [97], [98]. This indicates
that such models can recognise deceptive linguistic and structural patterns without

requiring additional training examples.

Evaluations of state-of-the-art systems further show that zero-shot performance can
remain strong even under constrained conditions. Studies of GPT-4, Gemini, Claude, and
related models report high accuracy and precision when classifying phishing emails,
including cases where header information is removed or messages are adversarially
rephrased [45], [99], [100]. These findings suggest that zero-shot LLMs may rely on
broader semantic and pragmatic cues, such as urgency, implausible requests, or

contextual inconsistency, rather than only on superficial lexical markers.

At the same time, zero-shot performance is not uniform across models and may involve
trade-offs. Comparative studies show substantial variation between architectures, with
some systems performing strongly and others exhibiting weaker accuracy or more
conservative behaviour under the same prompting conditions [101], [102]. In particular,
zero-shot classifiers may sometimes favour safety over precision, increasing false
positives by flagging legitimate messages as suspicious [97]. Taken together, this
literature suggests that zero-shot LLMs are promising phishing detectors, but their
effectiveness depends on model architecture and decision tendencies. For this thesis, this
matters because Phase 1 includes a zero-shot LLM classifier as a distinct model

familywhose robustness may differ from both traditional ML and fine-tuned models.

3.3.5 What are Common 'Misclassification Patterns' When AI Models Attempt to
Classify Adversarially Paraphrased Text?

A common source of misclassification in adversarially paraphrased text is the removal of
the statistical cues on which detectors rely. Many machine-generated text detectors
depend on features such as token likelihood, probability curvature, perplexity, or other
stylometric regularities. Adversarial paraphrasing methods such as DIPPER are effective
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because they preserve meaning while altering surface-level signals, causing detectors to
misclassify machine-generated text as human-written once internal thresholds are

crossed. [38], [103].

Misclassification also arises when classifiers rely too heavily on narrow lexical or
syntactic cues. Prior research shows that text classifiers can be disproportionately
sensitive to particular parts of speech, token substitutions, and local lexical patterns, even
when overall meaning remains unchanged [104], [105]. Related work on paraphrase
detection suggests that models often struggle when lexical overlap is reduced but
semantic equivalence is preserved, especially when adversarial inputs introduce negation,
structural shifts, or syntactic distractors. [106], [107]. These findings indicate that some

models respond more to altered surface form than to underlying malicious intent.

A further vulnerability concerns embedding-space geometry and confidence calibration.
Studies suggest that models with dense or weakly separated embedding spaces are more
likely to cross decision boundaries after small textual changes, while adversarial
paraphrases can reduce confidence and increase unstable or erroneous outputs. [108],
[109], [110]. Taken together, this literature suggests that strong baseline performance
does not guarantee robustness under linguistic manipulation. For this thesis, this matters
because Phase 1 compares multiple model families under both original and paraphrased
conditions rather than assuming that more advanced models are automatically more

robust.

3.4 Human-Al Interaction & Explainability

3.4.1 The Influence of Explainable Al on User Trust Calibration in Automated

Decision Support Systems

Trust calibration aligns a user’s trust in an Al system with its actual capabilities and
limitations, so users neither reject correct advice nor accept incorrect recommendations
uncritically. [111]. Explainable Al is often proposed as a way to support this calibration
by making model reasoning more visible and helping users judge whether the system is
likely to be reliable. [112]. In principle, explanations should reduce both under-reliance

and over-reliance by giving users a stronger basis for evaluating Al output.
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In practice, however, the effect of explanations on trust calibration is inconsistent.
Empirical studies show that explanations can sometimes encourage unwarranted reliance
by creating false confidence, especially when users treat their mere presence as a sign of
trustworthiness rather than evaluating their content critically. [113], [114]. At the same
time, highly detailed explanations can reduce agreement with the Al or increase fatigue
for some users, especially when they are hard to interpret or poorly matched to user
characteristics. [115]. This suggests that explanations do not automatically improve trust

calibration and may, under some conditions, distort it.

The literature also shows that trust is difficult to measure and strongly shaped by context.
Studies often find a mismatch between self-reported trust and demonstrated reliance,
indicating that users may claim skepticism while still following Al advice in practice
[116], [117]. Trust is also dynamic rather than stable, increasing with repeated exposure
but dropping sharply after visible errors [118]. Together, these findings suggest that the
effectiveness of Explainable Al depends not only on explanation content, but also on user
expertise, interface design, and how much the system encourages active rather than
passive engagement. [112], [119]. For this thesis, this matters because Phase 2 examines
whether different explanation styles improve decision quality and calibrated reliance

rather than merely increasing user confidence in Al warnings.

3.4.2 The Effect of 'Rule-Based’' vs. 'Example-Based' Explanations on User

Accuracy in Phishing Detection

As Al systems play a larger role in cybersecurity defence, the way their threat assessments
are explained to users becomes increasingly important. In phishing detection, two
common explanation styles are rule-based and example-based explanations. Rule-based
explanations present explicit criteria or violated cues, such as a mismatched sender
domain or an urgent request, while example-based explanations compare the current
message to known phishing cases. These two styles reflect different reasoning strategies

and may influence user accuracy in different ways [120], [121], [122], [123].

Rule-based explanations are often associated with structured decision-making and clearer
boundaries for identifying suspicious contentStudies suggest that users often prefer rule-
like feedback in phishing and spam contexts, and that explicit explanations of phishing

cues can improve their ability to distinguish malicious from benign messages. [120],
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[121]. By contrast, example-based explanations align more closely with case-based
human reasoning, and users often find them intuitive and helpful because they connect

unfamiliar situations to concrete prior instances [122], [123].

However, the literature does not show a simple winner between the two. Rule-based
explanations may perform better when the underlying system is highly accurate, whereas
example-based explanations can sometimes help users recognise when the Al may be
wrong by offering a more concrete basis for independent judgement. [120], [124]. At the
same time, both formats introduce design challenges: example-based explanations may
overwhelm users if too dense, while rule-based explanations may fail if overly technical
or hard to map onto the message context. [123], [125]. Taken together, this literature
suggests that explanation style influences user accuracy, but its effectiveness depends on
how the explanation interacts with system accuracy, user cognition, and interface design
[126]. For this thesis, this matters because Phase 2 directly compares rule-based and
example-based explanations to evaluate how they shape decision accuracy and trust

calibration in phishing detection.

3.4.3 Research on Over-Reliance and Blind Trust in AI-Generated Security

Warnings

A recurring concern in human-Al interaction is over-reliance, where users follow Al-
generated advice even when it is incorrect and would have been better ignored [127],
[128]. In high-stakes contexts such as cybersecurity, this tendency is often linked to
automation bias, cognitive offloading, and fast, low-effort reasoning under pressure rather
than deliberate analytical judgement [129], [130]. While this can reduce workload in the
short term, it also increases the risk that users will accept incorrect system outputs without

sufficient scrutiny.

Although Explainable Al is often proposed as a remedy, the literature suggests that
explanations do not necessarily reduce blind trust. Explanations appear most helpful when
they enable users to verify or challenge the AI’s recommendation; otherwise, they may
simply anchor users more strongly to the system’s output [ 131]. Related work also shows
that incorrect or misleading explanations can worsen user reasoning by encouraging

flawed decision strategies, while general trustworthiness perceptions do not always match
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instance-level reliance behaviour [132], [133], [134]. This suggests that the mere presence

of an explanation is not enough to ensure calibrated trust.

These risks are especially acute in cybersecurity, where users and analysts often operate
under time pressure, uncertainty, and high cognitive load. Research shows that over-trust
in Al can lead to insecure code adoption, acceptance of malicious chatbot advice, or
excessive reliance on automated prioritisation in Security Operations Centers [135],
[136], [137], [138]. To address this, recent work advocates calibrated skepticism rather
than unquestioning trust, using mechanisms such as reliance drills and dynamic autonomy
to keep users actively engaged in monitoring Al outputs [8], [127], [132], [139]. For this
thesis, this matters because Phase 2 examines not only whether users trust Al warnings,
but whether different explanation styles encourage appropriate reliance when the system
is correct and resistance when it is wrong. The Impact of Cognitive Load on User

Interaction with Security Warnings

Cognitive load plays a central role in how users respond to security warnings because
working memory is limited and performance tends to decline when mental demands
exceed that capacity [140]. In cybersecurity settings, this means that users may ignore
warnings, misunderstand them, or choose the quickest response rather than the safest one.
Cognitive Load Theory distinguishes intrinsic load, arising from task complexity,
extraneous load, resulting from presentation, and germane load, associated with learning

and sense-making [140]. Each of these can shape how effectively a warning is processed.

A major source of cognitive load is interruption. Security warnings often appear while
users are focused on another task, creating dual-task interference and forcing them to
divide their limited attention [141]. Under these conditions, users may process warnings
superficially, dismiss them quickly, or make hasty decisions in order to return to their
primary activity [141], [142], [143]. Time pressure further intensifies this effect by
encouraging fast, heuristic decision-making rather than slower analytical reasoning,

which increases vulnerability to phishing and other risky behaviours [140], [144], [145].

The design of the warning itself can either reduce or amplify this burden. Cluttered, overly
technical, poorly timed, or repeatedly presented warnings increase extraneous cognitive
load and may cause habituation, leading users to treat them as background noise rather

than meaningful security cues [146], [147], [148], [149], [150], [151]. This is especially
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problematic for non-experts, who may lack the mental models needed to interpret
technical language or evaluate consequences [147], [148]. Taken together, this literature
suggests that warning effectiveness depends not only on informational accuracy, but also
on whether the interface allows users to process the message under realistic cognitive
constraints. For this thesis, this matters because Phase 2 evaluates explanation styles in a
phishing task where differences in clarity and processing burden may shape both user

accuracy and reliance.
3.4.4 The Asymmetric Impact of AI Errors on User Trust

User trust in Al systems is shaped not only by how often errors occur, but also by what
kind of errors they are. In security contexts, Al mistakes are typically experienced as
either false positives, where legitimate content is flagged as malicious, or false negatives,
where genuine threats go undetected. The literature suggests that these error types affect
trust asymmetrically, because they differ in visibility, disruption, and perceived risk

[152], [153], [154].

False positives are often more immediately damaging to user trust because they are
visible, interruptive, and costly in the moment. They can increase cognitive load, disrupt
workflow, and contribute to alert fatigue, making users more likely to ignore future
warnings [152], [153], [154]. At the same time, their impact is not always negative: in
some domains, users may tolerate visible false alarms if they are manageable or seen as
a reasonable cost of caution [155]. This suggests that false positives often erode trust

actively, but their acceptability depends on context and recovery cost.

False negatives pose a different kind of problem. Because they are silent failures, users
may not realise that an error has occurred, which can foster overconfidence in the system
and distort trust calibration [17], [154], [156]. In some cases, the absence of a warning
may itself be interpreted as evidence of safety, encouraging misplaced reliance on Al
outputs. The literature therefore suggests that false positives and false negatives do not
simply reduce trust in the same way. They shape it differently depending on visibility,
consequence, and task context [17], [154], [157]. For this thesis, this matters because user
reliance on phishing warnings cannot be understood solely through overall accuracy.

Trust calibration also depends on how users respond when the system is wrong.
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3.4.5 User Studies Comparing 'Opaque' Warnings vs. 'Contextual' Explanations

in Digital Security

A longstanding question in cybersecurity usability is whether users respond better to
simple opaque warnings or to warnings that explain the nature of the threat. Earlier work
found that users often ignore generic, opaque alerts because they do not understand the
risk, fail to notice the warning, or become desensitised through repeated exposure and
false positives [158], [159]. In such cases, users may fall back on personal heuristics

rather than treating the warning as a meaningful signal.

Contextual explanations have been proposed as a way to counter this problem by making
the warning more concrete and easier to interpret. Studies show that warnings describing
specific risks or consequences tend to increase compliance, improve understanding, and
make interruptions feel more justified than vague alerts [160], [161], [162]. Related work
also suggests that warnings are more effective when they align with users’ mental models
and introduce enough friction to prompt deliberate attention rather than habitual dismissal

[163], [164], [165].

More recent research has extended this idea to dynamically generated explanations.
Studies comparing traditional browser-style warnings with LLM-generated contextual
warnings report that tailored explanations are often perceived as more understandable,
engaging, and trustworthy than opaque alternatives [166]. However, the broader literature
suggests that improved perceived clarity does not necessarily translate into improved
decision accuracy. For this thesis, this matters because Phase 2 examines not whether
users prefer contextual explanations, but whether different warning styles improve

judgement and promote more calibrated reliance in an Al-assisted phishing task.
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4 Results

This chapter presents the empirical findings derived from the two-phase mixed-methods
research design outlined in Chapter 2. This chapter primarily addresses the thesis’s three
research questions by evaluating both the technical resilience of Al-based detection
models and the human-centred impact of different Explainable Al warning styles. All
data collection and experimental procedures followed established ethical guidelines,
ensuring participant anonymity in the user study and strict cross-validation in the

technical benchmarking to maintain data integrity.

The results are structured sequentially to mirror the study's design, moving from

algorithmic performance to human-computer interaction.

Section 4.1 details the outcomes of Phase 1: Technical Evaluation of Al-Based Detection
Models. This section presents the accuracy, precision, recall, and Fl-scores of five
classification paradigms: Logistic Regression, Random Forest, LSTM, prompted GPT-4,
and a fine-tuned BERT model. The models are evaluated on a custom dataset of 840
messages, comparing baseline performance on original LLM-generated phishing emails
with robustness against adversarially paraphrased variants. The statistical analysis and
subsequent error analysis in this section directly address RQ1 by quantifying how

linguistic evasion tactics impact different Al defence architectures.

Following the system-level analysis, Section 4.2 presents the behavioural and quantitative
findings from Phase 2: The Controlled User Study. This section shifts the focus to the
"last line of defence," analyzing how human participants responded to 20 simulated email
trials. This section addresses RQ2 and RQ3 by evaluating decision accuracy, reliance
rates, response times, and self-reported confidence across four warning conditions:
Opaque, Rule-based, Example-based, and Contextual. It determines how different
explanation styles influence trust calibration, and whether certain designs successfully

mitigate over-reliance or blind trust when the Al makes an incorrect classification.

Together, these two sections provide a holistic evaluation of the defensive landscape,

bridging the gap between algorithmic detection capabilities and practical human usability.
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4.1 Technical Evaluation of AI-Based Detection Models

This section presents the empirical results from the technical benchmarking of the five
selected Al-based detection models. The evaluation compared baseline performance on
original Al-generated phishing emails (Condition A) with performance on paraphrased
variants (Condition B). Although Condition B was designed as an adversarial
manipulation intended to test robustness, the results show that its effect was model-

dependent rather than uniformly evasive.

To ensure strict reproducibility and mitigate variance, all supervised models were
evaluated using 5-fold cross-validation with a fixed random seed (Seed 9). The zero-shot
prompted LLM was evaluated across the identical fold splits to ensure directly
comparable testing conditions. Robustness is quantified using the delta metric (A) defined
as the performance on Condition A minus the performance on Condition B (A=A—B).
Therefore, a positive A indicates performance degradation when faced with paraphrased

text, while a negative A indicates an improvement.
4.1.1 Opverall Baseline Performance (Condition A: Original Messages)

The baseline evaluation establishes how well the models detect original, unmodified
LLM-generated phishing messages against legitimate workplace emails. Table 1

summarizes the mean aggregate performance metrics across the 5 folds for Condition A.

Table 1 Baseline Performance (Condition A: Original Messages) across 5-Fold Cross-Validation

Detection Model Mean F1-Score (SD) | Mean Recall (SD)
Logistic Regression 0.983 (+£0.010) 0.967 (£ 0.019)
Random Forest 0.966 (= 0.019) 0.950 (£ 0.035)
Fine-Tuned BERT 0.931 (£ 0.056) 0.917 (£ 0.098)
BiLSTM 0.928 (= 0.044) 0.917 (£0.051)
GPT-5 (Zero-Shot Prompted) | 0.838 (= 0.040) 1.000 (£ 0.000)

(Note: Standard Deviations are provided in parentheses to indicate variance across the

5 validation folds).
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The results reveal distinct performance tiers across the modeling paradigms. Surprisingly,
the Logistic Regression (Baseline ML) model achieved the highest baseline performance
with an exceptional mean Fl-score of 0.983. This suggests that the original LLM-
generated phishing emails contained highly distinctive keyword patterns that standard
lexical analysis could isolate. The Random Forest, BILSTM, and Fine-Tuned BERT

models also demonstrated high proficiency, all achieving F1-scores above 0.92.

Conversely, the Prompted LLM (GPT-5 Zero-Shot) exhibited the lowest baseline F1-
score (0.838). However, this metric obscures a critical behavioural trait: the model
achieved a perfect mean recall of 1.000. It successfully flagged every single phishing
email but suffered from a high false-positive rate, misclassifying legitimate emails as

phishing, which dragged down its harmonic mean.
4.1.2 Comparative Analysis & Adversarial Robustness (Condition B)

A notable finding is that paraphrasing did not consistently weaken detection performance
across all architectures. While the literature often treats paraphrasing as an evasion tactic,
the present results indicate that its practical effect depends on the decision logic of the
model being tested. In some cases, paraphrasing may remove overt lexical markers of
phishing. In others, it may increase textual coherence or preserve features that certain
classifiers treat as suspicious. As a result, adversarial intent should be distinguished from

adversarial outcome.

Condition B tested the models' resilience against linguistic variation, simulating an
attacker prompting an LLM to rephrase phishing content to evade detection. Table 4.2

presents a comprehensive comparison of all metrics between the original and paraphrased

datasets.
Table 2 Comparative Performance Metrics (Condition A vs. Condition B)
Detection Model | Condition | Accuracy | Precision Recall F1-Score
Logistic A 0.983 1.000 0.967 0.983
Regression
B 0.968 1.000 0.961 0.980
Random Forest | A 0.958 0.979 0.933 0.949
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B 0.969 0.993 0.970 0.981
Fine-Tuned A 0.942 0.951 0.917 0.931
BERT

B 0.938 0.989 0.913 0.949
BiLSTM A 0.929 0.942 0917 0.928

B 0.954 0.988 0.938 0.962
GPT-5 Zero- | A 0.785 0.723 1.000 0.838
Shot

B 0.890 0916 0.958 0.924

Contrary to the hypothesis that paraphrasing would degrade performance, four out of five

models exhibited improved F1-scores on the paraphrased dataset.
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Figure 1 Condition A vs Condition B F1 scores for Logistic Regression model Figure 2 Condition A vs Condition B F1 scores for Random Forest model
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Figure 3 Condition A vs Condition B F1 scores for Fine-Tuned BERT model Figure 4 Condition A vs Condition B F1 scores for the LSTM model
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Figure 5 Condition A vs Condition B F1 scores for the LLM zero-shot model

As illustrated in the bar charts and Table 4.2, the prompted zero-shot LLM showed the

largest improvement (AF1 = —0.086), driven by a sharp rise in precision (from 0.723 to
0.916). The BiLSTM, BERT, and Random Forest models also saw F1 improvements

ranging from 1.8% to 3.4%. Only the Logistic Regression model remained statistically

static, exhibiting negligible variance between conditions.

4.1.3 Statistical Significance of Robustness

To determine if these performance shifts were statistically significant (addressing RQ1),

paired t-tests were conducted on the F1-scores across the five cross-validation folds.

Table 3 Paired T-Test Results for Robustness (AF1)

BERT

Model Mean AF1 (A- | t-statistic p-value Result

B)
GPT-5 Zero- | -0.086 -12.09 <0.001 Significant
Shot Improvement
BiLSTM -0.034 -1.84 0.139 Not Significant
Fine-Tuned -0.018 -1.33 0.254 Not Significant
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Random -0.009 -0.84 0.448 Not Significant

Forest (robust)
Logistic +0.003 0.99 0.378 Not Significant
Regression (robust)

(Note: A negative t-value here means Condition B (Paraphrased) had a HIGHER score
than A.)

AF1 per fold (A — B)
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Figure 6 AF1 per fold for the LLM zero-shot model
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Figure 7 AF1 per fold for the LSTM model
Random Forest AF1 per fold (A — B)
0.02
0.01
0.00 /‘\
-0.01
-~
W
<
-0.02
—0.03
~0.04 4
-0.05 41— . . . . . . ; :
1.0 1.5 2.0 2.5 3.0 3.5 4.0 45 5.0
Fold

Figure 9 AF1 per fold for the Random Forest model
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Figure 8 AF1 per fold for Fine-Tuned BERT model
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The statistical analysis confirms that the performance improvement for GPT-5 Zero-Shot
(p<0.001) was significant. The "adversarial" paraphrasing inadvertently corrected the Zero-
Shot model's tendency to hallucinate threats. The deep learning models (BERT/BiLSTM)
showed improvements that were positive but not statistically significant, suggesting high

variance across folds.
4.1.4 Error Analysis and Confusion Matrices

To understand why the models performed better on the attacked dataset, an analysis of the

confusion matrices was conducted.

Confusion Matrix: LLM Zero-Shot (Condition A)
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Figure 11 Confusion Matrix: LLM Zero-Shot (Condition A)

Confusion Matrix: LLM Zero-Shot (Condition B)
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Figure 12 Confusion Matrix: LLM Zero-Shot (Condition B)
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Confusion Matrix: BiLSTM (Condition A)

Confusion Matrix: BiLSTM (Condition B)
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Figure 13 Confusion Matrix: BILSTM (Condition A)
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Figure 14 Confusion Matrix: BILSTM (Condition B)

Confusion Matrix: Fine-Tuned BERT (Condition B)
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Figure 15 Confusion Matrix: Fine-Tuned BERT (Condition A) Figure 16 Confusion Matrix: Fine-Tuned BERT (Condition B)

56



Confusion Matrix: Random Forest (Condition A) Confusion Matrix: Random Forest (Condition B)
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Figure 17 Confusion Matrix: Random Forest (Condition A) Figure 18 Confusion Matrix: Random Forest (Condition B)
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For the GPT-5 Zero-Shot model, the primary error mode in Condition A was False Positives
(labeling legitimate emails as phishing). In Condition B, the paraphrasing process — which often
smoothed the tone and removed "urgent" markers — aligned better with the model's internal

heuristics for clear communication, drastically reducing false positives.

However, a trade-off was observed in Recall. While overall F1 scores improved, the Zero-Shot
LLM lost its perfect recall (dropping from 1.000 to 0.958), and the Fine-Tuned BERT recall
dropped slightly (0.917 to 0.913). This indicates that although the models became more precise,
paraphrasing successfully masked certain phishing indicators in a small number of cases,

allowing some threats to evade detection.

4.2 Controlled User Study on Explanation Styles

4.2.1 Sample and Data Quality

A total of 55 participants completed the study, of which those who failed attention checks were
excluded from the main analysis, in accordance with the study design. The final dataset
consisted of participants from two cohorts: psychology students (32) and cybersecurity
students (14). This enabled an additional comparison of domain expertise as a moderating

factor in user interaction with Al-generated warnings.
4.2.2 Decision Accuracy

Decision accuracy varied across explanation conditions. As shown in Figure 21, the opaque
condition yielded the highest mean accuracy (M = 0.87), followed by the contextual condition
(M =0.84). In contrast, both rule-based (M = 0.78) and example-based explanations (M = 0.79)

resulted in lower accuracy.

These findings indicate that providing explanations did not improve user performance. Instead,
the presence of explanations may have introduced additional cognitive load, leading to slightly

reduced decision accuracy compared to the opaque condition.

58



Mean accuracy by explanation condition

0.8
0.6
>
v
g
=
I+
©
< 0.4
Q
=
021
0.0
e $ed Sed ‘“a\
oS e 0™ o’
AaX

Explanation condition

Figure 21 Mean decision accuracy across explanation conditions

4.2.3 Trust Calibration

Trust calibration was assessed through over-reliance and under-reliance metrics. As illustrated
in Figure 22, over-reliance was highest in the example-based condition (M = 0.118), followed
by the rule-based condition (M = 0.095). The lowest levels of over-reliance were observed in

the opaque (M = 0.069) and contextual conditions (M = 0.065).

These results suggest that example-based explanations significantly increase the likelihood of
users accepting incorrect Al recommendations. This indicates a tendency toward blind trust

when explanations resemble familiar or previously encountered cases.
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Figure 22 Mean over-reliance across explanation conditions
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4.2.4 Confidence

Confidence ratings differed across explanation styles. As shown in Figure 23, contextual
explanations produced the highest confidence levels (M = 5.2), followed by opaque (M = 5.1),
rule-based (M = 4.95), and example-based explanations (M =~ 4.85).

However, higher confidence did not correspond to higher accuracy. For instance, although
contextual explanations produced the highest confidence, the opaque condition resulted in
superior accuracy. This suggests that explanations may influence perceived reliability without

improving actual performance, leading to miscalibrated trust.
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Figure 23 Mean confidence ratings across explanation conditions

4.2.5 Response Time

Response time analysis revealed notable differences between conditions (Figure 24). The
opaque condition resulted in the longest mean response time (M = 65,000 ms), whereas
example-based explanations produced the fastest responses (M = 36,000 ms). Rule-based and

contextual explanations fell between these extremes.

These findings indicate that explanations reduce decision time, likely by providing heuristic
cues that simplify decision-making. However, faster decisions did not correspond to improved

accuracy or better trust calibration.
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Figure 24 Mean response time across explanation conditions

4.2.6 Group Differences

Significant differences were observed between participant groups. As shown in Figure 25,
cybersecurity students consistently achieved higher accuracy across all explanation conditions

compared to psychology students.

Furthermore, psychology students exhibited higher levels of over-reliance in all conditions
(Figure 26), indicating a greater susceptibility to accepting incorrect Al recommendations. In
contrast, cybersecurity students demonstrated more calibrated trust and were less influenced

by explanation style.

These results suggest that domain expertise plays a critical role in moderating both decision

accuracy and trust calibration when interacting with Al-generated warnings.
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4.2.7 Relationship Between Perceived Trust and Behaviour

To further examine the relationship between subjective trust and observed behaviour,
correlation analyses were conducted between participants’ self-reported trust measures and

their actual decision-making performance.

Specifically, correlations were computed between perceived trust variables (e.g., overall trust
in the system, perceived clarity and helpfulness of explanations, and self-reported over-

reliance) and behavioural metrics (overall accuracy, over-reliance, and under-reliance).

The results revealed a weak relationship between perceived trust and actual performance. Self-
reported trust showed only a limited link to decision accuracy, indicating that participants who

reported higher trust were not necessarily better at identifying phishing messages.
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Similarly, perceived helpfulness and clarity of explanations did not strongly correlate with
improved behavioural outcomes. Participants who rated explanations as clear or helpful did not

consistently demonstrate lower over-reliance or higher accuracy.

However, a modest positive relationship was observed between self-reported over-reliance and
behavioural over-reliance, suggesting that participants had some awareness of their reliance
tendencies. Despite this, the strength of the relationship was not sufficient to indicate accurate

self-assessment.

Overall, these findings highlight a disconnect between perceived trust and actual behaviour.
Users’ subjective evaluations of Al explanations do not reliably predict their decision accuracy
or their susceptibility to over-reliance. This reinforces the importance of evaluating trust

through behavioural metrics rather than relying solely on self-reported measures.

63



5 Discussion

5.1 Why Paraphrasing Did Not Uniformly Function as Evasion

The Phase 1 findings complicate the assumption, drawn from prior literature, that paraphrasing
necessarily operates as a successful evasion strategy. In this study, Condition B was adversarial
by design because the paraphrases were intended to obscure suspicious patterns without
changing malicious intent. However, the observed outcomes were mixed. This indicates that
paraphrasing should be understood as a robustness stressor rather than as guaranteed evasion.
Its effectiveness depends on which textual cues a model relies upon, including lexical

indicators, semantic consistency, structural regularities, and contextual plausibility.

5.2 Why Opaque Warnings Produced the Highest Accuracy

The finding that the opaque condition achieved the highest decision accuracy suggests that
additional explanation is not always beneficial. One possible explanation is cognitive economy:
a short warning may have enabled faster judgement without requiring participants to process
extra justificatory text. By contrast, more elaborate explanations may have introduced
interpretive burden, encouraging participants to engage with the wording of the explanation
rather than the message itself. In phishing contexts, more information is therefore not

necessarily better information.

5.3 Why Example-Based Explanations Increased Compliance and Over-

Reliance

Example-based explanations appear to have increased compliance because they gave the
system an impression of concreteness and prior experience. However, this same quality may
also have increased over-reliance when the Al output was incorrect. In other words, examples
may have made the warning feel more legitimate without necessarily making it more
diagnostically useful. This helps explain why example-based explanations can increase trust

behaviourally even when they do not improve decision quality.
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5.4 Expertise as a Moderating Factor

The stronger performance of cybersecurity participants suggests that domain expertise acted as
a moderating factor in trust calibration. Rather than accepting or rejecting the Al output
wholesale, more knowledgeable participants may have been better able to integrate their own
judgement with system advice. This supports the view that explanation effectiveness is not
universal, but depends partly on users’ prior knowledge and their ability to judge both the email

and the warning.

5.5 Reframing Robustness, Adversariality, and Evasion

The findings of this thesis require a more precise use of the terms robustness, adversarial, and
evasion. Robustness should be understood as the stability of classifier performance under
meaningful linguistic transformation. Adversarial refers to the intention behind an input
transformation, namely to make malicious content harder to detect without changing its
underlying purpose. Evasion, however, should be reserved for cases in which that
transformation actually reduces detection performance. In the present study, paraphrasing was
adversarial by design, but not uniformly evasive in effect. This distinction is important because

it prevents adversarial framing from overstating what the data actually show.

5.6 Implications for Human-Centred Al Security Design

Taken together, the results indicate that effective defence against Al-generated social
engineering cannot be reduced to either high model accuracy or persuasive explanation design
alone. A robust system must perform reliably under linguistic transformation, while a human-
centred system must support calibrated rather than blind trust. This points toward Al-assisted
security tools evaluated as sociotechnical systems, where technical robustness and user

interaction are treated as interdependent rather than separate concerns.

65



6 Areas for Future Research

While this study provides valuable insights into the interaction between Al-based detection

systems and human decision-making, several avenues for future research remain open.

6.1 Adaptive and Personalised Explanation Systems

One of the key findings of this research is that explanation effectiveness varies depending on
user expertise. Cybersecurity-trained participants demonstrated more calibrated trust, while
non-experts were more susceptible to over-reliance, particularly in the example-based

condition.

Future research should explore adaptive explanation systems that dynamically adjust
explanation style based on user characteristics, such as expertise, prior performance, or
behavioural patterns. Personalised explanations may help mitigate over-reliance in non-expert

users while maintaining efficiency for experienced users.

6.2 Dynamic Trust Calibration Mechanisms

This study highlights the importance of trust calibration rather than simply increasing trust in

Al systems. However, the current experimental design assumes static explanation styles.

Future work could investigate dynamic trust calibration mechanisms, where the system adapts
its level of explanation or warning intensity based on context. For example, explanations could
become more detailed or cautionary when the Al system has lower confidence or when the
consequences of an error are higher. Such adaptive systems may improve decision-making by

encouraging appropriate levels of scepticism.

6.3 Evaluation Under Realistic Operational Conditions

The controlled experimental setup used in this study allowed for systematic comparison of

explanation styles but may not fully capture real-world decision-making environments.

Future studies should evaluate user behaviour in more realistic settings, such as simulated email

clients integrated into daily workflows or longitudinal studies tracking behaviour over time.
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This would allow researchers to examine how factors such as fatigue, habituation, and repeated

exposure to warnings influence trust and performance.

6.4 Expansion to Multimodal Social Engineering Attacks

This research focuses on text-based phishing messages. However, modern social engineering
attacks increasingly incorporate multiple modalities, including voice (audio deepfakes), video,

and hybrid communication channels.

Future research should extend this framework to multimodal attacks, examining how
explanation styles influence user trust and decision-making when interacting with more

complex and realistic threat scenarios.

6.5 Integration of Human-in-the-Loop Security Systems

Finally, future work could explore the design of human-in-the-loop cybersecurity systems that

explicitly combine Al detection with structured human oversight.

Instead of treating users as passive recipients of Al outputs, such systems could encourage
active verification, offer decision-support tools, or introduce friction in high-risk scenarios to
prevent blind trust. Evaluating how these systems affect both security outcomes and user

experience would be a valuable extension of this research.
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7 Conclusion

This thesis set out to evaluate the effectiveness of Al-based defences against Al-generated
social engineering attacks through a combined technical and human-centred approach. By
combining detection-model evaluation with a controlled user study on explanation styles, the
research assessed both Al threat detection performance and how effectively human users

interpret and act on its outputs.

7.1 Summary of Findings

7.1.1 RQ1: Technical robustness of detection models

RQ1 was addressed by comparing five detection models under original and paraphrased
phishing conditions. The results showed that paraphrasing did not uniformly reduce
performance. Instead, the effect was model-dependent, indicating that robustness to linguistic
transformation varies by architecture and that adversarial intent does not always produce

successful evasion.
7.1.2 RQ2: Effect of rule-based explanations

A central contribution of this thesis is the demonstration that Al-based defence against Al-
generated social engineering should be evaluated as a sociotechnical system. The technical
findings show that linguistic manipulation does not affect all models equally, while the user
study shows that more elaborate explanations do not necessarily improve decisions. Together,
these findings highlight the importance of aligning model behaviour, explanation design, and

user capability.
7.1.3 Impact of example-based explanations

The findings provide strong evidence that example-based explanations increase user
compliance with Al warnings. However, this increased compliance is associated with

significantly higher levels of over-reliance, particularly when the Al system is incorrect.

Participants exposed to example-based explanations were more likely to accept incorrect

classifications, indicating a tendency toward blind trust. This highlights a critical trade-off
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between usability and safety in explanation design, where more intuitive explanations may

inadvertently increase user vulnerability.

7.2 Bridging Technical Performance and Human Behaviour

A key contribution of this research lies in highlighting the gap between technical system

performance and human interaction with Al-based defences.

From a technical perspective, Al detection systems can achieve high levels of accuracy,
potentially reaching 90-95% in controlled or real-world deployments. This suggests that such

systems can serve as reliable components in cybersecurity infrastructures.

However, the results of the user study demonstrate that high system accuracy does not
guarantee effective outcomes in practice. Even when interacting with a generally reliable
system, users did not consistently calibrate their trust appropriately. In particular, certain
explanation styles encouraged over-reliance, leading users to accept incorrect Al outputs

without sufficient scrutiny.

This reveals a fundamental challenge: even highly accurate systems will inevitably produce
errors, and inappropriate trust in these systems can lead to critical failures. Therefore, the
effectiveness of Al-based defences depends not only on their technical performance but also

on how well users understand and appropriately rely on their outputs.

7.3 Implications for AI-Assisted Cybersecurity

The findings of this thesis have several important implications for the design of Al-assisted

cybersecurity systems.

First, explanation design must be approached with caution. While explanations are often
assumed to improve transparency and trust, this study demonstrates that certain explanation
styles can have unintended negative effects. In particular, example-based explanations, while

intuitive, can increase the risk of over-reliance.

Second, user expertise plays a significant role in moderating interaction with Al systems.
Participants with cybersecurity backgrounds consistently demonstrated higher accuracy and

more calibrated trust compared to non-expert users. This suggests that explanation strategies
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may need to be tailored to different user groups, rather than applying a one-size-fits-all

approach.

Third, the results highlight the importance of trust calibration rather than trust maximisation.
The goal of explainable Al should not be to increase user trust indiscriminately, but to ensure
that users trust the system appropriately based on its reliability. Users should be able to rely on

Al systems in most cases while remaining capable of identifying and correcting errors.

Finally, the observed trade-off between response time and accuracy suggests that reducing
cognitive effort may come at the cost of decision quality. Systems that prioritise speed and ease
of use must ensure that they do not inadvertently encourage superficial processing or blind

acceptance of Al outputs.

7.4 Final Remarks

This thesis demonstrates that effective defence against Al-generated social engineering
requires a holistic approach that integrates both technical robustness and human-centred
design. While Al systems are becoming increasingly capable of detecting sophisticated attacks,

their success ultimately depends on how they are used by human operators.

The results show that explanation design is a critical component of this interaction. Poorly
designed explanations can undermine the benefits of advanced detection systems, while well-

calibrated interactions can enhance user performance and resilience.

As Al continues to evolve on both the attacker and defender side, future cybersecurity solutions
must move beyond purely technical metrics and focus on the broader sociotechnical system.
Ensuring that users can appropriately interpret and act on Al-generated warnings will be

essential for maintaining security in an increasingly automated threat landscape.
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Appendix B — Phase 2 Data

Phase 2 results can be found under this repository:
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