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1 Introduction 
This thesis deals with the usage of digital technology in elections for the benefit of 
election administration. It focuses on a particular digital technology, Internet voting, and 
on two aspects of its usage: how election administrators implement Internet voting and 
how implementation of Internet voting affects election administration. These two issues 
are interlinked, as the way Internet voting is implemented leads to particular 
consequences for election administration. This thesis traces the outcomes of choices 
made during the implementation process. In this way, this thesis approaches elections 
and Internet voting from a public administration perspective, which is not so common 
for both research objects. The geographic scope of this thesis includes Estonia, the Åland 
Islands and Russia.   

Digital technology is at the core of this thesis; however, the focus is on the intersection 
of digital technology and election administration, not technology per se. Therefore, the 
starting point of this thesis is the concept of election administration. For the definition 
of election administration, one can refer to James, who describes it as “the 
administrative procedure used for casting ballots and compiling the electoral register” 
(James, 2012, p. 3). According to Hall, election administration is about rules, procedures 
and their implementation. (Hall, 2017). Other scholars add elements to the definition of 
election administration, saying that people, processes and technology should be 
considered together (Alvarez et al., 2021; Montjoy, 2008a). Only in this way can elections 
be studied holistically (Mozaffar & Schedler, 2002). This brings into focus the people 
running elections, commonly known as election administrators,1 who “control and 
manage the election process” (Alvarez & Hall, 2006, p. 492), including the usage of 
technology. Whenever this thesis needs to emphasize the human agency, it uses the term 
“election administrator”. In other cases, the term “election administration” is used. 

Election administration, a key concept in this thesis, is a largely understudied domain 
of public administration, especially outside the U.S. (James, 2012). Until recently, 
research on public administration has rarely focused on elections, as elections were 
largely seen as a research topic for political science (James, 2013; Montjoy, 2008b). 
Among other reasons for elections being understudied in the discipline of public 
administration, scholars name “uncertainty over how the knowledge of public 
administration might apply” (Ejalonibu, 2019, p. 22). This thesis looks at the usage of 
digital technology in elections through the prism of the public administration theories 
and concepts and demonstrates how they may apply to the broader study of elections.  

Even though digital technology is less widespread in election administration in 
comparison to other fields of public administration (Damschroder, 2013), currently, 
hardly any elections are conducted without digital technology (Haque & Carroll, 2020; 
Krimmer, 2012). This has inspired researchers to refer to “the era of cyber elections” 
(Garnett & James, 2020, p. 5), “e-electoral administration” and the “e-electoral process” 
(Xenakis & Macintosh, 2005a, p. 191), in which new ways of campaigning, election 
information exchange and conduct of elections are flourishing. Thus, “the evolving role 
of technology” becomes one of the current challenges of election administration (Hale 
et al., 2015, p. 143). In the context of the COVID-19 pandemic, the demand for digital 
technology in elections has grown even more (Krimmer & Duenas-Cid, 2020). Therefore, 
the rich data on the usage of digital technology in election administration can provide 
                                                                 
1 Such terms as election officer, election official, election administration official, polling official, or 
poll worker frequently substitute this term (see Alvarez & Hall, 2006; James, 2012) 
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new evidence supporting or rejecting established theories on the usage of digital 
technology in public administration.   

The second key concept of this thesis is technology. “Technology” is a broad term:  
a pen or pencil can be considered technology (Bertrand et al. 2007, as cited in James 
2012). The wide choice of digital technologies in combination with limited resources and 
windows of opportunity force decision makers to face “the chicken or egg problem” of 
digitalization of public service delivery: they confront the difficult decision of what to 
digitalize first.  

There are generally two venues for digital technology in public administration:  
the back office and the front office of public service delivery. In the back office, the usage 
of digital technology for supporting administrative processes is conceptualized. In the 
front office, the usage of digital technology in interactions with citizens receiving a  
public service is understood. The front office and back office are closely interrelated:  
a non-digitalized back office can negatively affect the efficiency of front-office 
digitalization, and vice versa.  

When we apply these phenomena to the field of election administration, we see that 
the process of voting in elections largely continues to be performed in a conservative 
way: in many contexts, voters cast their ballots in the same way as they have for 
decades.2 Currently, most digital technologies are introduced to the back office of 
elections to support the administrative activities of the electoral process, like registering 
voters and candidates or reporting on party finances (ICTs in Elections Database | 
International IDEA, n.d.). Ballot casting, to the contrary, mostly occurs without the 
involvement of digital technology. This thesis focuses on the latter––Internet voting  
as a digital technology innovating the process of ballot casting and, thus, predominantly 
the front office of election delivery. The first research question that this thesis addresses 
focuses on the implementation process of Internet voting in election administration and 
is formulated as follows: 

 
RQ 1: How do election administrators and other actors implement Internet voting? 

 
To answer this question, one needs to start with defining Internet voting and 

establishing which parts of the electoral process Internet voting digitalizes in terms of 
the front and back office of public service delivery (Section 3.1). In a broader sense, this 
part of the thesis contributes to the scholarship on approaches to digitalization of public 
service delivery.  

Next, the thesis moves to the specifics of the digitalization of election administration. 
First, unlike other electronic services (e-service), Internet voting has a clear day by which 
it must be delivered––election day. This can play a critical role in implementation,  
as schedule overrun is typical for Information Technology (IT) projects (Flyvbjerg & 
Budzier, 2013). Frequently, the election day is established by law and may be postponed 
only under very specific conditions, which do not include a schedule overrun of IT 
delivery. Second, the consequences of an IT failure  in election administration can be 
much harsher than in other fields of public administration: it poses “fundamental risks 
for the government”, given the importance of elections for democracy (Moynihan, 2004, 
p. 515). Even if Internet voting is only one of the many available voting channels, 
                                                                 
2 For instance, many countries have a fixed day of the week devoted for elections: in the UK, 
elections can only be held on Thursdays, while in other countries, they occur strictly on Sundays. 
Another example comes from Belgium, where voters vote with a red pencil.   
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problems with its implementation can result in voter disenfranchisement (Xenakis & 
Macintosh, 2005a). Third, elections happen infrequently, which makes the maintenance 
of Internet voting more costly. Fourth, unlike other e-services, there is a need to control 
that a voter does not receive a public service delivery for an election in both forms––on 
paper and via the Internet, simultaneously––if the principle of “one person, one vote” is 
to be respected. All this emphasises the importance of the context of Internet voting 
implementation, which is reflected in Section 3.2 of this thesis.   

Internet voting is frequently studied from the technological angle through considering 
this digital technology as an artefact (Gjøsteen, 2012; Halderman & Teague, 2015; 
Springall et al., 2014). In that paradigm, the digital technology represents “the most 
visible element” as “a proxy for unmeasured administrative factors” (Stewart III, 2011,  
p. 356). The difficult task of Internet voting implementation is taken for granted: election 
administration is considered a “part of the faceless bureaucracy that was expected to 
deliver the outcomes in a machine-like way” (James, 2020, p. 215). As a result, we know 
that it is possible to implement such a sophisticated technology as Internet voting 
“without technical roadblocks” (Drechsler, 2006). However, the organizational angle of 
Internet voting implementation remains under-researched, despite some notable 
exceptions: research on the legal aspects of Internet voting (Braun, 2004; Driza Maurer, 
2017, 2019; Loncke & Dumortier, 2004), including the constitutionality of Internet voting 
(Madise & Vinkel, 2014; Solvak & Vassil, 2016); works on actors’ perspectives about 
Internet voting (Drechsler, 2003; Goodman & Pyman, 2016; Goodman & Spicer, 2019); 
works on the implementation process (Drechsler & Madise, 2004; Madise & Maaten, 
2010; Serdült et al., 2015; Wilks-Heeg, 2009); and works on comparative policy analysis 
of electronic voting (Mendez, 2010). The organizational angle of Internet voting 
implementation is important to study as problems in the process of Internet voting 
implementation can result in the loss of voters’ trust in elections and a lower perception 
of legitimacy for the government overall. In extreme circumstances, it can even provoke 
electoral violence (Barkan, 2013). 

This thesis considers Internet voting not as an artefact but as a complex socio-
technological system. Such systems, according to Leo Marx (1997) are characterised by 
the blurred boundary between a technology as an artefact and other components of the 
system. These other components are, in essence, what are necessary to implement a 
technology: ancillary equipment, organization, technical knowledge, trained workforce 
and facilitating institutional changes. As for the workforce, scholars call for considering 
all “main public administration actors” in order not to miss “something important about 
the ‘big picture’” (Pollitt, 2010, p. 48). This thesis discovers the variety of implementing 
actors (Section 3.3), both public and private, and through this, it contributes to public 
administration theories on contracting out (Lember, 2006) and the role of private actors 
in public service delivery (Bieri & Wenger, 2018; Dunleavy et al., 2006; Thomann et al., 
2018; Ya Ni & Bretschneider, 2007). As per institutional changes, this thesis presents its 
findings in regard to regulations on Internet voting implementation. In particular,  
the thesis focuses on how the regulations affect the implementation timeline (Section 
3.4), and thus contributes to a broader discussion on difficulties in implementing digital 
technology on time in public administration due to “considerable transaction costs” 
(Lember et al., 2018, p. 20).  
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Focusing on the implementation of Internet voting gives rise to a second research 
question on the impact of Internet voting: 

  
RQ 2:  How do the choices made during the Internet voting implementation process 

affect election administration? 
 
This thesis focuses on the impact of Internet voting on election administration, rather 

than on voters, in order to address the following research gap: while the impact of 
Internet voting on voters is relatively well studied (Germann & Serdült, 2017; Goodman 
& Stokes, 2018; Vassil et al., 2016), the impact of Internet voting on election 
administration largely remains overlooked (Goodman & Spicer, 2019). The research on 
the impact of digital technology implementation on election administration is 
characterised by competing theoretical assumptions and a lack of empirical evidence in 
support of them.  

For instance, there is a contradiction in estimating the impact of digital technology on 
the complexity of election delivery (Section 4.1.1). On one hand, even without digital 
technology, “elections are complex systems” (Montjoy, 2008a, p. 785). On the other 
hand, the introduction of digital technology and Internet voting, in particular, adds a new 
layer of complexity, as in most cases, it is introduced as an additional voting channel to 
complement the conventional voting channels. This supports universal suffrage, as 
voters who are not tech savvy or who do not trust digital electoral technologies can still 
cast a ballot in a traditional way. Thus, elections with Internet voting are usually 
multichannel elections that allow voters to cast ballots in more than one way, while the 
election administration is tasked with delivering both forms of voting, digital and on 
paper, and in an integrated way (Alvarez et al., 2021). By default, multichannel elections 
are more complex, as the election administration needs to deliver at least twice as many 
voting channels as before and to reconcile votes cast via different voting channels to 
guarantee that only one vote per voter is counted3 (Xenakis & Macintosh, 2004). This 
issue is present in all domains of public administration, as delivering a public service in a 
digital-only form might challenge some citizens’ capacity to utilize the service (Safarov, 
2021; Schou & Pors, 2019).  

The increased complexity can be associated with an increased administrative burden 
for election administration (Section 4.2.1): complexity in election delivery requires 
additional capacities and resources from the election administration (Catt et al., 2014; 
Hale & Slaton, 2008; Xenakis & Macintosh, 2004). At the same time, the competing 
theoretical expectation assumes that the usage of digital technology may positively 
affect the administrative burden on public administration by decreasing “the amount of 
tasks for street-level bureaucrats” due to limiting face-to-face interactions (Jansson & 
Erlingsson, 2014, p. 292).  

The additional administrative burden, in turn, challenges the accuracy of public 
service delivery (Section 4.1.2): it increases the chances for human error (James, 2014a), 
in contrast with the expectations that digital technology will increase the accuracy of 
public service delivery (Norris, 2004). The accuracy of elections is of particular 
importance: contemporary election administration is very sensitive to “even small 
errors” (Hall, 2017, p. 475), because “any errors that electoral administrators make are 
discovered more quickly and loudly” (James, 2014a, p. 149), while the modern media is 

                                                                 
3 Unless the electoral legislation allows a voter to cast multiple ballots, all of them to be counted.  
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able to amplify these errors. This places “additional pressures on election 
administrators” (James, 2014a, p. 156). Thus, an additional administrative burden can 
decrease the accuracy of elections, while the decreased accuracy of elections can, in turn, 
place an even greater administrative burden on election administrators. 

The next contradiction concerns the relationship between automation and efficiency 
(Section 4.1.3). Technology eliminates some tasks of public officials (Kourakou & Glassey, 
2015), but simultaneously creates new ones (Pollitt, 2011). While digital technology like 
Internet voting is considered to be the highest form of election automation (Mugica, 
2015), there is a lack of empirical evidence on how Internet voting impacts the  
re-engineering of the surrounding processes: does the back-end of election delivery 
become automated or remain manual due to the introduction of Internet voting? If the 
latter is true, how does it relate to the requirement of constant process improvement as 
one of the keys for successful elections (Alvarez et al., 2021)? In other words, following 
the research of Kostakis (2019) on the modularity of technology, how digital is electoral 
technology if its implementation is surrounded by manual processes? While technology 
is expected to save time and bring greater efficiency (Andersen & Henriksen, 2006; 
Bekkers, 2011; Kaliyamurthie et al., 2013; Krimmer, 2012), this has not been empirically 
shown, given that Internet voting is mostly introduced in parallel with paper-based 
voting, which means duplication of the processes and costs (Krimmer et al., 2007). This 
thesis empirically tests those assumptions.  

Another question on the impact of digital technology is how it affects the discretion 
of the implementing actors (Section 4.2.3). On one hand, the usage of Internet voting is 
supposed to reduce the discretion of poll workers, who are seen as having the highest 
level of discretion in election administration as the street-level bureaucrats (SLBs) of 
elections. When a voting process is digitalized, a voter does not need to communicate 
directly with a poll worker, while technology standardizes procedures (Atkeson et al., 
2014; Clark, 2017; Hall et al., 2009; James, 2014b; Jansson & Erlingsson, 2014; Kimball & 
Kropf, 2006). On the other hand, a smaller number of staff are involved in Internet voting 
in comparison to paper-based voting. Furthermore, administration frequently takes 
place in a centralized way (Jones, 2007). These might provide the actors implementing 
Internet voting with a high level of discretion, thus changing which actors exercise 
discretion but not eliminating discretion altogether. Changes in actors’ discretion can 
also result in shifts in implementing actors’ roles and responsibilities (Section 4.2.2). 
Such concepts as “elections-as-a-service” delivered by private vendors (Haren & Pieters, 
2007) and “outsourcing of democracy” (Oostveen, 2010) describe the changes in roles 
and responsibilities in election delivery. 

Given that the application of digital technology in public administration ends more 
frequently with failure rather than success (Goh & Arenas, 2020; Heeks & Stanforth, 
2007), the final point of discussion about the impact of Internet voting on election 
administration is how it affects the possibility of failure of service delivery. The increasing 
complexity and administrative burden, the degree of automation, and other factors 
contribute to the probability of failure of a digitalized service delivery. In view of a higher 
number of implementing actors and shifts in roles and responsibilities, a question arises 
as to who bears accountability for the failure of election delivery (Section 4.1.4). 

To sum up, the literature demonstrates that Research Questions 1 and 2 are closely 
interrelated. The impact direction of Internet voting on election administration depends 
on particularities of implementation: the way Internet voting is implemented will define 
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whether it leads to greater accuracy and accountability, lower administrative burden and 
probability of failure, or vice versa.  

When approaching these two research questions, the first challenge is the lack of 
consensus on how to study the usage of digital technology in election administration. 
There are no established methodological approaches for studying some aspects of digital 
technology implementation in election administration. The articles comprising the thesis 
represent different research designs, ranging from case study (I, III, IV, VI), to design 
science (II), to scenario research design (V). The methodology section outlines the variety 
of methods for data collection and analysis that the articles (I-VI) comprising this thesis 
utilize. They borrow some methods from other disciplines (accounting, business studies, 
and engineering) and demonstrate how they can be applied to the discipline of election 
administration. The first utilization of these methods for the study of election 
administration constitutes another contribution of this thesis.  

Due to the small number of countries with Internet voting implemented in legally 
binding elections, it is possible to theorize and focus on individual cases (Mills et al., 
2012). This thesis covers the following cases: the 2017 local elections in Estonia (I and 
III), the 2019 parliamentary elections in Estonia (II), the 2019 regional elections in the 
Åland Islands, Finland (IV), the 2020 referendum in Russia (VI) and elections around the 
world during the COVID-19 pandemic (V). The selection of cases is justified by one case 
(Estonia) serving as a “primary case” (Mills et al., 2012, p. 4) for other case studies  
(the Åland Islands and Russia). This complements the single case studies with a 
comparative perspective. 

This thesis is composed of six original articles, four of which are published in  
peer-reviewed journals indexed by Web of Science (I-III, V), one is published as a book 
chapter (VI) and one is published in the proceedings of International Joint Conference on 
Electronic Voting (IV). Article I mainly focuses on how the implementation of Internet 
voting impacts the lowest level of election administration. Thus, it contributes to the 
discussion on how digital technology changes the discretion and administrative burden 
of SLBs. Zooming in on the legal changes caused by the introduction of Internet voting in 
Article II, this thesis demonstrates how institutional changes affect the implementation 
of new modes of public service delivery. Article III centres on the costs of delivering 
Internet voting, thus providing methodological suggestions and empirical evidence on 
the issue of the efficiency of digitalizing public sector delivery. By focusing on the case of 
an unsuccessful Internet voting project, Article IV presents the downsides of outsourcing 
the technological development and implementation in public administration, as well as 
the difficulties of managing and delivering large-scale digitalization projects on time in 
the public domain. 

The introduction is structured along the lines of the research questions and proceeds 
as follows. Section 2 outlines the methodology applied in the articles comprising the body 
of the thesis. Sections 3 and 4 present the findings in line with the research questions 
stated above. Section 3 addresses Research Question 1, while Section 4 addresses 
Research Question 2. Both sections are structured according to the elements derived 
from the literature review presented above. Section 5 summarizes the findings and 
outlines directions for further research.  
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2 Methodology  
This section outlines methods for conducting research on election administration. It starts 
with outlining the research designs and how they proved to be beneficial for research on 
election administration. Next, it describes the methods of data collection and analysis 
used to address particular aspects of digital technology implementation and its impact 
on election administration. The next subsection presents approaches for the 
dissemination of the findings and practice-oriented recommendations. The section 
finishes with a table summarizing the research questions, research methodology, and 
major findings.  

2.1 Research design 
The articles comprising the thesis represent different research designs. This thesis shows 
that the usage of digital technology in election administration can be studied with a case 
study (I, III, IV, VI), design science (II), and scenario research design (V). The following 
paragraphs present each design in detail. 

The choice of a case study research design allows the researcher to conduct a holistic 
analysis of the researched phenomenon by acknowledging its context and considering it 
in the real-world settings in which it occurs (Punch, 2014; Yin, 2017). The case study is an 
ubiquitous research design for information systems (Benbasat et al., 1987), digital 
government, and public management research (Gil-Garcia et al., 2018). This thesis is 
situated at the intersection of election administration and Internet voting studies. For 
Internet voting research, the case study strategy is common, both with a single case 
(Krimmer et al., 2018b; Krivonosova, 2018, 2017; Vinkel, 2015; Vinkel & Krimmer, 2017; 
Wrede, 2016) and comparative cases (Goodman & Smith, 2017; Puiggalí et al., 2017; 
Ströbele et al., 2017). In research on election administration, that is less true, and recent 
literature emphasises the need for case studies (Montjoy, 2008b), and in particular, for 
“qualitative in-depth localized case studies, utilizing fly-on-the-wall participant 
observation methods” (Norris, 2019, p. 8). The case studies conducted for this thesis aim 
to fill this gap. 

The small number of countries that have implemented Internet voting in legally 
binding elections allows us to theorize and focus on individual cases: “When theorizing 
to a finite and relatively small population or a single case, one or a few cases will suffice” 
(Mills et al., 2012, p. 4). The cases considered in this thesis include the 2017 local 
elections in Estonia (I and III), the 2019 parliamentary elections in Estonia (II), the 2019 
regional elections in the Åland Islands, Finland (IV), the 2020 referendum in Russia (VI) 
and elections around the world during the COVID-19 pandemic (V).  

The selection of cases is not random. Both the Åland Islands and Russia have 
proclaimed that they emulated some Estonian policy decisions during their 
implementation processes. Therefore, the case of Estonia could serve as a benchmark or 
a “primary case” against which the cases of the Åland Islands and Russia are compared 
(Mills et al., 2012, p. 4). This complements single case studies with a comparative 
perspective.  

The case studies represent critical (I, III) and exploratory cases (IV, VI), as per 
definitions by Flyvbjerg (2006) and Yin (2017). For a critical case, Estonia is selected. 
Estonia stands out from the small population of countries that have implemented 
Internet voting. For 15 years, Estonia has been seen as a unique case by academics and 
as a benchmark by practitioners (Drechsler, 2003; Springall et al., 2014; Ströbele et al., 
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2017). From the public administration perspective, Estonia also stands out because, unlike 
other countries that piloted Internet voting (such as Australia, Canada, or Switzerland), 
Estonia is not a federal country with a multilevel governance structure. In two of the 
articles comprising this thesis (I, III), theoretical expectations pertaining to benefits and 
efficiencies from Internet voting are tested against the case of Estonia. As a critical case 
study allows for theoretical generalization (Eisenhart, 2009; Ruddin, 2006), the selection 
of this type of case study thus alleviates the problem of generalizability of case studies 
(Punch, 2014; Ruddin, 2006) and qualitative inquiry overall. It is important to point out 
that the conducted case studies were instrumental rather than intrinsic, focusing not on 
a case per se, but on how each case can enrich theory.  

While papers I, III, IV, VI comprising this thesis present individual case studies,  
the thesis offers a cross-case synthesis emphasizing the conceptual contribution of the 
cases rather than only discussing individual features of each analysed case (Yin, 2017). 
The purpose of a cross-case synthesis is “to retain the integrity of the entire case and 
then to compare or synthesize any within-case patterns across the cases” (Yin, 2017,  
p. 246). This analytical technique provides for internal and external validity, thus 
addressing one of the key points of criticism of the case study approach (Yin, 2017).  
It allows for generalization “at a conceptual level higher than that of the specific case” 
(Yin, 2017, p. 73). First, the within-case patterns are presented for each case, then the 
Conclusion presents the cross-case patterns and their theoretical implications.  

Design science methodology (II) aims to create an artefact or a new practice that 
would be able to address an identified problem (Goldkuhl, 2016). There are not so many 
examples of design science applied to the discipline of election administration (Kasse et al., 
2013), but it has been widely recognized in public administration (Barzelay & Thompson, 
2010; Romme & Meijer, 2020) and digital government research (Fedorowicz & Dias, 
2010). Following the key steps of the design science process developed by Peffers et al. 
(2007), Article II designs and develops a solution (hereafter, Tool 1) and demonstrates its 
applicability in the case of the Estonian electoral law for the 2019 parliamentary elections. 
This case serves as a proof of the concept or a validation example of the proposed Tool 1 
(Goldkuhl, 2016).  

The scenario research design is applied to the context of election administration amid 
the pandemic (V) by focusing on three possible scenarios for election delivery. Interest 
in Internet voting has revived amid the pandemic, with many governments reconsidering 
Internet voting implementation, at least for some groups of voters. The scenario research 
design facilitates the comparison of Internet voting to two other scenarios. 

The body of articles covers Internet voting implementation at the national level (I, III, 
VI), the regional level (IV) and the global level (V). Furthermore, these articles consider 
Internet voting systems at different levels of maturity: at the initial stages of Internet 
voting introduction during the first trial of Internet voting in legally binding elections (IV, 
VI) and a mature Internet voting system that has been utilized in elections for over a 
decade (I-III).   

As for the timeframe, all articles cover the pre- to post-election periods of the 
electoral cycle as defined by Krimmer (2012). In line with previous research on election 
administration (Elklit & Reynolds, 2005; Montjoy, 2008b; Xenakis & Macintosh, 2004),  
all articles put electoral tasks, activities and processes into focus. Thus, “the inordinate 
complexity and interdependence of the multifaceted activities” (Mozaffar & Schedler, 
2002, p. 9) that the election process embraces are acknowledged. Table 1, presented at 
the end of Section 2.3, summarizes the methodological aspects of the articles. 
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2.2 Methods of data collection and analysis 
“Election administration rides on data” (Alvarez et al., 2021, p. 21); however, these data 
are not easy to collect and analyse (Bland et al., 2013; Kollman, 2017). The papers 
comprising this thesis present multiple ways of collecting and analysing data in the field 
of election administration. Among the methods of data collection, the thesis emphasizes 
stakeholder interviews (I-IV), on-site observations (I-IV), document analysis, and desk 
research (I-VI). Among the methods of data analysis, this thesis focuses on process 
modelling (II, III), activity-based costing (I-III), legal analysis (I-VI), software supported 
qualitative and quantitative text analysis (IV). Data collection for most of the papers also 
involved fieldwork (I, III, IV) (see Table 1 for detail). The following paragraphs will 
consider these methods in detail.  

Scholars emphasize the importance of direct observation in election administration 
research (Alvarez et al., 2021; Norris, 2019) and call for research that will be conducted 
not from the “ivory tower” of universities, but in the field (Alvarez et al., 2021). Through 
on-site observations and stakeholder interviews, this thesis addresses this demand by 
collecting data directly from the implementing actors (including election administrators, 
public institutions, vendors, civil society organizations, and others) in order to reflect 
their diverse perspectives. The limitations of the proposed methods of data collection lie 
in their potential for being biased: social desirability bias or the gap between actors’ 
perceptions and reality can affect interviews (Bland et al., 2013), and the prejudice of 
scholars conducting direct observation may result in observer bias or administration bias. 
Combining both methods, cross-checking and triangulating the collected information can 
alleviate distortions in the data.  

For collecting data on the financial aspects of Internet voting implementation, 
interviews also proved not to be enough, as implementing actors are not necessarily 
aware of the costs and benefits of the digital technology they implement, or they 
overestimate the benefits due to different biases (Moynihan & Lavertu, 2012). Therefore, 
accounting and business-oriented methods were utilized for data cross-checking and 
triangulation (I, III). This thesis proposes a method for cost calculation, combining 
Business Process Reengineering (hereinafter BPR) (Attaran, 2004; Grover et al., 1995) 
with time-driven activity-based costing (hereinafter TDABC)  (Kaplan & Anderson, 2007) 
(hereafter, Tool 2) and demonstrates its applicability in the case of Estonia (I, III). BPR 
analyses internal workflows and business processes (O’Neill & Sohal, 1999) with the aim 
of increasing organizational efficiency and competitiveness (Attaran, 2004) (II). However, 
it has had limited implementation in electoral services so far (Xenakis & Macintosh, 
2005b, 2006). Activity-based costing has been successfully applied in governmental cost 
accounting (Mohr, 2017). The speciality of TDABC is that the main ‘cost driver’—an event 
associated with an activity that results in the consumption of resources – is time (Kaplan 
& Anderson, 2007). For that reason, this method aims to measure the real (not planned 
or assumed) time that is needed to fulfil each identified electoral activity. Thus, besides 
calculating costs, this method attracts attention to the need to have reasonable timelines 
for each electoral activity and elections overall.  

To study the contextual aspects, the author of this thesis and the co-authors 
conducted site visits during which we observed the functioning of election administration 
by shadowing the election administrators while they performed the most important 
electoral activities (I-IV). Extensive desk research preceded every site visit.  
The observations covered the time frame ranging from the pre- to post-election periods 
of the electoral cycle, as defined by Krimmer (2012), including all activities of the 
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electoral cycle from campaigning to complaining. Semi-structured interviews were 
helpful as a supplementary method of filling the gaps left after observation. 

The procedural aspects of Internet voting implementation were studied through 
modelling electoral activities based on information derived from legal analysis, 
observations, and interviews (II, III). Every model clearly indicates the set of activities 
required for the delivery of a voting channel, as well as who is responsible for each 
activity. The models facilitate graphic indications of whether some activities overlap, 
whether actors are overburdened, and how actors interact with each other. For modelling, 
Business Process Management and Notation (BPMN) was used. BPMN was selected for 
its ability to comprehensively demonstrate the organizational process, its acceptance in 
public administration (Corradini et al., 2011) and electronic government studies (Walser 
& Schaffroth, 2010), and the accessibility of free software for the development of BPMNs, 
which makes this research replicable.   

This thesis also deals with secondary data. The sources for the secondary data for our 
case studies were electoral statistics, electoral legislation, internal documentation and 
instructions for election administrators, transcripts of stakeholders’ meetings, public 
interviews, national and local electoral budgets, procurement contracts, technical 
specifications, time stamps, and public reports on Internet voting systems. Multiple data 
collection methods, sources of evidence and types of data (both quantitative and 
qualitative) allowed for triangulation. 

2.3 Dissemination of the findings and the practice-oriented 
recommendations 
The wide variety of data collected for this PhD thesis facilitates the generation of  
data-based and evidence-informed solutions and recommendations for election 
administration. It addresses the call for such solutions, in particular, for tools for 
reviewing and improving electoral processes within election administration (Alvarez  
et al., 2021). Tool 1 presents the process modelling solution (II, III) for translating 
electoral laws into clearer instructions, thus helping to implement electoral reforms, 
including Internet voting, in a more time-efficient manner. Tool 2 - TDABC (I-III) is 
designed for calculating cost-per-voter and comparing the cost-efficiency of voting 
channels. Therefore, Tool 1 responds to Research Question 1 on the implementation of 
Internet voting, while Tool 2 responds to Research Question 2 on the impact of Internet 
voting implementation on election administration.  

As this research is not only theory-oriented, but also practice-oriented, the future of 
these recommendations depends on how well they are disseminated among practitioners. 
That is why all articles comprising this thesis are available in an open access format. In an 
additional step to ensure accessibility, some of the articles were reworked into shorter 
policy papers and memos for professional journals for public administrators (Krimmer  
et al., 2020). 
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Tool 1. Process modelling for translating electoral laws into clearer instructions 
 

Step 1. Identifying articles that explicitly refer to an actor involved in the 
management of elections and to a process. 

Step 2.  Identifying the corresponding voting channels. 
Step 3.  Assigning actors and the processes they perform to identified voting 

channels. 
Step 4.  
 

Organizing the processes within each identified voting channel in the correct 
sequence and connecting them to the corresponding actors with the correct 
relationship. 

Step 5.  
 

Reviewing the BPMNs with the law to make sure it has been correctly 
translated. 

Step 6.  
 

Complementing the above with observations and interviews where 
necessary or if doubts persist. 

 
Tool 2. Business Process Reengineering and Time-Driven Activity-Based Costing (I-III) 
for calculating cost-per-voter and comparing cost-efficiency of voting channels  
 

Step 1. Narrowing the electoral cycle. 
Step 2.  Conducting process mapping, business process modelling and data 

collection. 
Step 3.  Creating a list of activities and identifying resource pools. 
Step 4.  
 

Attributing costs to activities and adopting confidence measures: practical 
capacities and confidence intervals. 

Step 5.  Transferring costs per activity to cost per ballot. 
 

For the same reason, the findings of this research have been presented not only at 
academic conferences but also at professional conferences for election administrators. 
An early version of Paper III was presented at the Second Electoral Experts Debates on 
Equal Suffrage and the International Conference on Free Elections, Parliaments and 
Nation Building, organized by the Permanent Electoral Authority of Romania. Early 
versions of Papers I, III and IV were presented at the International Joint Conference on 
Electronic Voting E-Vote-ID, attracting vendors, election administrators and electoral 
assistance organizations as the audience. Furthermore, election administrators were 
actively involved in drafting and commenting on early versions of Papers III and IV  
(see Krimmer et al. 2018b, 2018a, 2019), and their contributions are mentioned in the 
acknowledgements sections in the papers.   
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Table 1. Methodology of the articles comprising the PhD thesis (source: author).   
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3 Internet voting implementation 
This chapter presents the elements that constitute Internet voting as a complex  
socio-technological system. The global utilization of Internet voting brings regional 
variances in naming and defining this digital technology. As a result, the same term can 
stand for different digital technologies, and vice versa, different terms define the same 
digital technology, depending on the context of implementation. Therefore, this chapter 
starts by defining what Internet voting is and what aspects of the electoral process it 
digitalizes. The next section focuses on the context of implementation. It considers  
cross-territorial and cross-actor contextual similarities and differences by presenting 
evidence of contextual collisions. The following section considers the implementing 
actors: it starts with emphasizing the uniqueness of election administration in 
comparison to other fields of public administration, then moves to revealing new actors 
participating in the delivery of digitalized elections. As the actors involved in Internet 
voting implementation define and impact the timelines of implementation, the final 
section is devoted to this aspect.  

3.1 Which parts of the electoral process does Internet voting support? 
Internet voting lacks a clear definition. First, the academic literature uses different terms 
to describe the same voting systems: Internet voting (Alvarez & Hall, 2003; Germann & 
Serdült, 2017), online voting (Goodman & Spicer, 2019; Krimmer et al., 2020; Past, 2019), 
remote electronic voting (Krimmer et al., 2007; Vinkel, 2015), or electronic voting 
(Reiners, 2017), interchangeably.  

Second, practice follows the same path: countries that are known globally for Internet 
voting commonly define their systems as electronic voting (see Estonia and Switzerland). 
One possible explanation suggests that the type of technology that was first 
implemented in a given context is named electronic voting: in the USA, electronic voting 
refers to voting machines at polling stations, while Estonia and Switzerland refer to their 
Internet voting systems as electronic voting because these countries do not have 
experience with voting machines (Krimmer, 2012). 

Third, Internet voting has not been defined precisely in the international documents. 
The Organization for Security and Cooperation in Europe (OSCE/ODIHR, 2013) and the 
Council of Europe (Council of Europe, 2017) consider Internet voting to consist of a 
remote electronic voting system using the Internet. This definition brings some order in 
how the concepts of Internet and electronic voting should be differentiated: Internet 
voting is only one variation of electronic voting. Electronic voting is a concept of a higher 
order and a broader category that includes Internet voting but is not limited to it.  
The relation between Internet voting and electronic voting is also emphasized in the 
different stage models and classifications of electoral technologies (Górny, 2021; 
Krimmer, 2012). One of the biggest vendors in the field of electronic voting, Smartmatic, 
developed the Election Automation Maturity Model, according to which electronic voting 
(including Internet voting) represents a higher level of maturity and automation than 
electronic counting (Mugica, 2015). According to their model, any country will first 
introduce electronic counting before introducing electronic voting. However, the reality 
does not support the expectations, as demonstrated in the case of Estonia, which 
introduced Internet voting but not electronic counting for votes cast on paper (I, II, III).  

Thus, the concept of electronic voting is key for the definition of Internet voting.  
How is electronic voting defined? Initially, all digital technologies innovating the front 
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office of election delivery and the core activity of the electoral process, ballot casting, 
were considered to be electronic voting (Recommendation Rec(2004)11 of the Committee 
of Ministers to Member States on Legal, Operational and Technical Standards for e-Voting, 
2004). Ballot casting technology includes direct-recording electronic machines (hereafter, 
DRE voting), SMS voting,4 fax voting, email voting,5 and Internet voting. Over time, the 
definition of electronic voting has changed. Starting in 2017, the Council of Europe 
defines electronic voting as “the use of electronic means to cast and/or count the vote” 
(Recommendation CM/Rec(2017)51 of the Committee of Ministers to Member States on 
Standards for e-Voting, 2017). This definition implies that electronic ballot counting 
without electronic ballot casting is enough to classify an election process as electronic 
voting. This broadens the definition of electronic voting, making it an even more 
expansive category. According to this updated definition, casting a ballot on paper can 
also be considered electronic voting as long as paper ballots are counted electronically. 

Therefore, the activity of ballot casting was initially at the core of the definition of 
electronic voting, while later, the process of ballot counting was brought to the fore. 
Further reconsiderations of defining electronic voting may consider including other 
major activities of the electoral process, like voter identification.  

In order to address the lack of a definition for Internet voting and bring clarity to what 
Internet voting is and is not, this thesis proposes the following minimal definition 
highlighting the aspects of the electoral process that Internet voting digitalizes: Internet 
voting is a voting method by which a voter is identified over the Internet, a ballot is cast 
over the Internet, and the ballot is counted electronically. 

The second contribution of this thesis lies in providing a graphical representation of 
how Internet voting relates to the concept of electronic voting. In line with the Council 
of Europe’s definition of electronic voting, this thesis considers electronic ballot casting 
and electronic ballot counting in association. In the proposed display, electronic counting 
stands at the foundation of electronic voting (see Figure 1). Paper voting is highlighted in 
a different colour because it becomes classified as electronic voting only when it includes 
electronic counting. Other ways of voting qualify on their own as electronic voting, 
irrespectively of having or not the option electronic counting. Putting electronic counting 
at the centre of the electronic voting model allows us to demonstrate graphically how 
any way of casting a ballot can be implemented with or without the option of electronic 
counting.  
 
 
 
 
 
 
 
 
 
 
 
 
 
                                                                 
4 The UK and Canada extensively tested this voting channel. 
5 Voters serving in the military services use these voting channels in many countries. 
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Figure 1. Forms of electronic voting (source: author).  

3.2 What is the context of Internet voting implementation? 
The next step after defining Internet voting focuses on context as an important aspect of 
Internet voting implementation. Despite the small number of countries that have 
implemented Internet voting in legally binding elections, the cases selected for this thesis 
demonstrate that Internet voting can be implemented in very diverse environments: 
in democracies and autocracies, at the national or regional level, and for an electorate 
ranging from 2 000 to over 10 million voters (I-VI). What unites those cases is that they 
all represent relatively economically well-developed territories with high levels of 
e-government and e-participation; however, they mostly have limited experience with
other remote voting options (like postal voting) and no experience with other forms of
electronic voting. In addition, all territories considered in this research are located in the
same region, which may have stimulated policy transfer over borders and policy
emulation (see Table 2). This is in line with the argument of seeing e-government as a
“global project of technology transfer, taking designs from one context into a different
context” (Heeks, 2005, p. 51).
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Table 2. Contextual aspects of the studied Internet voting projects (source: author). 
 

                   Internet  
                   voting 
                   project 
 
Contextual  
aspect 

Åland 
Islands, 
Finland, 
2019 

Estonia,  
2017 

Estonia,  
2019 

Russia,  
2020 

Political regime6 Democracy 
(Free) 

Democracy  
(Free) 

Democracy  
(Free) 

Autocracy  
(Not free) 

Level of 
implementation 

Regional National National Regional 

Target group Citizens  
living abroad 

Any eligible 
voter 

Any eligible 
voter 

Any eligible 
voter in the 
regions of the 
trial 

Eligible voters 2 000 1 100 000 900 000 > 10 000 000 
GDP per capita in 
USD, constant 
prices7 

45 9088 31 989 34 809 25 7139 

Experience with 
remote voting 
(postal voting) 

Significant Limited Limited Limited 

Experience with 
other forms of 
electronic voting 

No No No Yes, multiple 

e-government 
ranking  
(UN EGDI) 

0,8810 0,8311 0,8512 0,82 

e-participation 
ranking  
(UN EPART) 

113 0,8114 0,9115 0,87 

 
Contextual differences can be expressed not only in a cross-country comparison but 

also in a cross-actor comparison. The context of the actors who design electoral technology 
can be different from the context of a territory where they will be deployed, especially if 
development involves private sector (I, III, IV) or even international procurement (IV). 
These actors are known as carriers for global transfers of digital technology (Heeks, 2005). 

                                                                 
6 As defined by the Freedom House. 
7 As per OECD.stat. 
8 As calculated for Finland. 
9 As per OECD.stat for 2019, as the data on Russia in 2020 is not available yet. 
10 As calculated for Finland. 
11 As calculated per 2016, as the ranking is biannual. 
12 As calculated per 2018, as the ranking is biannual. 
13 As calculated for Finland for 2018, as the ranking is biannual. 
14 As calculated per 2016, as the ranking is biannual. 
15 As calculated per 2018, as the ranking is biannual. 
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At least in one considered case (IV), two types of carriers for global transfers of digital 
technology were present: consultants from countries with Internet voting experience 
and international IT vendors––all of whom “bring their context with them” (Heeks, 2005, 
p. 58). Furthermore, in this case, the development of the Internet voting system was 
performed outside the country, at the vendor’s headquarters. In line with the theory 
(Heeks et al., 2001), this decision further increased communication and coordination 
costs. The mismatch of different contexts creates a contextual collision that likely results 
in a failure (Heeks, 2005), which one of the considered cases clearly demonstrate (IV). 

In addition, this thesis considers a particular context for the delivery of Internet  
voting––in elections amid the pandemic. This part of the discussion follows the global 
spread of COVID-19. In particular, it addresses the issue of how an election 
administration that decides not to postpone elections adapts to the new context of 
election delivery (V-VI). The thesis outlines three main scenarios for an election 
administration holding elections amid the pandemic (V). All three scenarios are centred 
around the concept of social distancing: the first scenario suggests introducing new 
measures guaranteeing social distancing between all election participants at polling 
stations (1), the second and the third scenarios propose to introduce new remote voting 
channels that allow people to vote from home, the most popular among them being 
postal (2) and Internet (3) voting.  

Each scenario outlines benefits and risks for both sides: voters and the election 
administration. Postal voting would inevitably result in a greater workload for election 
administration, and this workload would be spread out over a longer period than for 
election day voting, meaning that poll workers would spend longer hours together.16 
Furthermore, this scenario assumes the involvement of new actors, such as postal offices 
in country and abroad, if out-of-country voting is allowed. The scenario also assumes 
that, despite the pandemic, postal services work reliably and in a timely fashion.  

Involving a new actor in election delivery shortly before elections increases the risk of 
failure. The legal framework allowing for such a voting channel, the availability of a postal 
office capable of coping with such a task, and the ability to collect up-to-date information 
on voters’ postal addresses can serve as the drivers for implementing this scenario.  
The challenges for this scenario are the risk of errors in the postal voting materials and 
theft or late arrival of voting materials, all of which would lead to voter 
disenfranchisement.  

The third scenario, Internet voting, shares some challenges of postal voting, especially 
concerning its remote nature and the risks arising from it, like voter coercion and vote 
buying (Krimmer & Volkamer, 2005). The drivers for this scenario are the greater  
cost-efficiency of Internet voting and the speed of ballot delivery in comparison to other 
voting channels. As for the context of the pandemic, rapid implementation of Internet 
voting is even less likely than of postal voting. Besides the need to update legislation,  
the introduction of Internet voting requires an adequate timeframe for a feasibility study, 
procurement, testing, certification, and verification as well as voter education, in line 
with international standards. After presenting the scenarios, this thesis moves to 
studying one case of an election amid the pandemic in which two out of the three 
abovementioned scenarios were implemented (VI). 
                                                                 
16 The additional workload that postal voting brings consists of processing the applications for 
voting by post, preparing voting packages and sending them out, organizing the collection of filled 
ballots, processing envelopes, signature checking, and consolidation of postal voting with other 
voting channels. 
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This thesis also considers the implementation of Internet voting in a non-democratic 
context based on the example of Russia (VI). In the 2020 all-Russia vote, Internet voting 
was used for the second time. Given that there were 10 million eligible voters, this is one 
of the largest trials of Internet voting in the world. This thesis shows that even when,  
at first glance, implementation follows the recommendations of international 
organizations and academia (James & Alihodzic, 2020; Wolf & Kalandadze, 2020), 
differences in the particularities of implementation can result in lower trust and lower 
electoral integrity. 

Thus, the context of implementation matters for the outcomes of implementation, 
including expected outcomes. This thesis determines three, non-exclusive groups of 
expected outcomes from the introduction of Internet voting: 

• benefits for voters (such as more convenient voting, lower cost of 
voting, enfranchisement of new groups of voters); 
• benefits for election administration and other electoral actors (such as 

more cost-efficient and less labour-intensive delivery, faster and more accurate 
counting),  
• benefits for a country overall (such as the global image of modern 

election administration and digital government). 

However, the literature emphasizes that there are other context-specific expected 
outcomes, such as: 

• centralized control over the election delivery (Jones, 2007); 
• rent-seeking, caused by the high cost of Internet voting (Cheeseman  

et al., 2018); 
• unrealistic expectations for technology (Carter & Bélanger, 2012) 

caused by the perspectives of technological determinism or technological 
fetishism; 
• a “proof of development” (EC-UNDP, 2020); 
• a demonstration of modernity as a response to pressure from the 

international community (Åström et al., 2012). 

In the cases considered for this thesis, the expected outcomes from Internet voting 
introduction vary significantly. This thesis establishes a number of pragmatic expected 
outcomes besides the ambition to increase voter turnout and convenience. These 
expected outcomes have not been articulated before in the literature. They include: 

• higher motivation of citizens to use the existing digital infrastructure (I); 
•  leadership in the global race to introduce Internet voting (I, IV);  
• the attention of the world (IV); 
• the digital narrative and a positive image of a digital and innovative 

society where innovation occurs, in part, thanks to self-governance (IV).    
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3.3 Who implements Internet voting?  
Building on the proposed definition of Internet voting and the analysis of the context of 
implementation presented in the previous sections, this section considers the actors who 
implement Internet voting. Despite being “a pressing international policy issue” (James, 
2019, p. 383), the question of who delivers elections, and particularly, who implements 
digital technology in elections, is not well studied (Burden & Milyo, 2015; James, 2019 
are among the exceptions). The evident implementing actor in elections is the election 
administrator. Therefore, this section starts by describing the particularities of election 
administration and then introduces other actors involved in election delivery and, in 
particular, in the implementation of Internet voting.  

3.3.1 Election administrators 
Election administration is characterised by a number of features. First, election 
administration is mainly of a non-professional nature: the majority of election 
administration staff are temporary workers (frequently volunteers) for a particular 
election (Burden & Milyo, 2015; Kimball & Kropf, 2006). They are also not necessarily 
required to have particular skill sets (Hale & Slaton, 2008). This distinguishes election 
administration from other fields of public administration: “Perhaps nowhere else in the 
universe of public services do we rely so heavily on such a tenuous workforce” (Hale  
et al., 2015, p. 145). The collected evidence shows that the delivery of Internet voting 
also involves volunteers for performing some tasks, such as monitoring the Internet for 
known malware activity. Thus, it does not affect the volunteer nature of employment in 
election administration (I). 

Second, the temporary nature or even the volunteer nature of employment in election 
administration frequently results in problems with staffing: not having enough poll 
workers results in fewer open polling stations, which in turn, results in longer waiting 
lines for voters (see Stein et al. 2020 on the connection between the number of poll 
workers and wait times) and even in non-delivery of service, which may result in the 
disenfranchisement of (a group of) voters (IV). Internet voting can potentially decrease 
the demand for physical polling stations and, thus, also for poll workers. The collected 
evidence shows that with the introduction of Internet voting, the number of polling 
stations has been decreasing (I). However, it is not clear whether this fact can be 
attributed to the effect of Internet voting.  

Third, due to the infrequent nature of elections, “elections have rarely been the 
primary responsibility of those empowered to conduct elections” (Hale & Slaton, 2008, 
p. 844). The infrequency of elections and the temporary nature of employment make it 
difficult even for experienced poll workers to “develop a shared set of organizational 
norms to ensure consistent running of elections” (Suttmann-Lea, 2020, p. 2) or “retain 
their knowledge of election law and procedure from election to election” (Atkeson et al., 
2014, p. 948). There is no evidence that Internet voting can address this issue, given that 
the delivery of Internet voting is also conducted by temporary task forces (I). 

Fourth, election administration involves many manual activities, the main one being 
face-to-face interaction with every voter on election day. This makes election 
administration labour-intensive. The direct interaction of election administrators with 
voters grants the former a high level of discretion in the delivery of elections (Hall et al., 
2009) and makes them the SLBs of elections (Atkeson et al., 2014; Clark, 2017; James, 
2014b; Kimball & Kropf, 2006). Election administrators do not necessarily share public 
administration ethics, due to their temporary and voluntary employment. Furthermore, 
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they are only required to have very limited skills. Thus, the discretion they exercise can 
be problematic. Internet voting has the potential to reduce the labour-intensity of the 
electoral process due to automation and, thus, decrease the instances of face-to-face 
interactions between poll workers and voters, thus affecting the discretion of poll workers. 
In the considered cases, face-to-face interactions in Internet voting implementation 
varied depending on whether there was a need for face-to-face interaction with officials 
prior to voting to receive voter identification credentials (I, IV, VI).  

Fifth, the main service provided by election administration is election delivery. 
Election administration delivers this service in a short time span (in some countries, only 
on election day), all across the country and, in some settings, even abroad (II, IV). 
Therefore, on election day, millions of voters can request the service of voting, which 
requires thousands of poll workers to provide it. This leads to challenges with addressing 
the peak demand for this public service, while the peak demand requires a “nearly 
flawless  
peak-capacity performance” from the election administration (Alvarez & Hall, 2008,  
p. 830). When Internet voting is implemented in a way that allows voting on multiple 
days, it might spread out the peak activity and decrease demand for the service on 
election day at the physical polling stations. In all considered cases, Internet voting has 
been implemented or has been planned to be implemented over multiple voting days; 
still, it did not manage to decrease the demand of the service on election day (I-IV, VI). 

Sixth, the principal-agent problem is acute in election administration (Alvarez & Hall, 
2006). It is difficult to control poll workers. They are frequently the sole representatives 
of public administration with whom a voter directly communicates. Due to the discretion 
they exercise, they decide which voters get a ballot and which ballots are counted.  
This discretion can result in significant variation in service delivery across the considered 
territory (Atkeson et al., 2014; Hall et al., 2009). Internet voting can potentially solve  
this issue by bringing more standardization through automation and centralized 
implementation. However, the collected empirical data demonstrate that the way 
Internet voting is implemented in the considered cases did not take away from poll 
workers the authority to decide which vote (including Internet votes) is to be counted (I). 
This thesis proposes Tool 1 as a solution for how standardization in election delivery  
can be achieved through using graphical and easy-to-comprehend process models as 
instructions for poll workers and other participants in the electoral process (II). This 
solution is an alternative to the option of achieving standardization through introducing 
Internet voting.   

Seventh, election administration is characterised by frequent changes of the rules and 
procedures “due to natural disasters (e.g., pandemics, hurricanes, tornados, floods), 
election law revisions, or the introduction of new technology or processes” (Alvarez et al., 
2021, p. 18). This thesis covers those aspects of change and shows how Internet voting 
can be implemented in the context of a pandemic (V, VI) and election law revision (II, IV). 
Table 3 presents a summary of the discussed characteristics of election administration. 

 
 
 
 
 
 
 



29 

 
Table 3. Characteristics of election administration (source: author).  

Election Administration 
Infrequent nature of elections: 

 lack of shared organizational norms, 
consistency and knowledge 

retention 

Unstable nature of elections: 
 frequent changes of the rules and 

procedures 

Short time span for service delivery:  
on election day(s) all across the country  

and even abroad 
Temporary employment:  

problems with staffing 
Non-professional employment:  

volunteers and temporary workers 
Labour-intensive work:  

manual activities and face-to-face 
interactions with voters  

Acute  
principal-agent 

problem 
 

High discretion of 
election administrators: 

not constrained by public 
administration ethics 

 

3.3.2 Private vendors, banks, national defence organisations and beyond 
However, an election administrator is no longer a sole implementing actor in the field of 
elections, if this has ever been the case (I, IV). Since the 1990s, private actors globally 
have been becoming more and more involved in the delivery of public e-services (Bieri & 
Wenger, 2018; Dunleavy et al., 2006; Ya Ni & Bretschneider, 2007), shifting “the balance 
between government and society away from the public sector and more towards the 
private sector” (Kooiman, 1993, p. 1). In line with the general trends to contract out 
(Lember, 2006) and for private actors to serve as public policy implementing actors 
(Thomann et al., 2018), election delivery in multiple countries experiences gradual actor 
expansion, including the proliferation of private actors (James, 2020). This trend is even 
more typical for elections utilizing electoral technology: already in the 1960s, the usage 
of electoral technology raised the issue of the privatization of election delivery (Herrnson 
et al., 2008). This is still true for contemporary elections (Garnett & James, 2020), with 
actors expanding solely from those directly involved in election administration to new 
types of actors like vendors, auditors and others (Evans & Paul, 2004).  

Already in 2010, most electronic voting systems in the world were “outsourced to 
private companies rather than developed in-house” (Oostveen, 2010, p. 204). This gives 
grounds for scholars to call this process the outsourcing of democracy (Oostveen, 2010). 
Possible reasons for outsourcing the delivery of elections to a private vendor include the 
lack of state capacity on the side of election administration and the greater cost-efficiency 
that bigger vendors can achieve due to economy of scale (Oostveen, 2010). In three out 
of four considered cases of Internet voting systems, their development was outsourced 
to private vendors (I-IV, VI).  

The involvement of private actors in election delivery raises concerns. First, the potential 
access of private actors serving their own commercial interests to election-related 
sensitive information about voters (like their voting history or even vote choice) raises 
privacy concerns (Herrnson et al., 2008).  

Second, the involvement of private actors requires balance between their market-led 
goals and the public policy goals of public actors (Thomann et al., 2018). This raises the 
issue of who is “in the driving seat” (Pollitt, 2011, p. 394) for election digitalization: 
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citizens or other actors? In reply, some scholars claim that the hype around Internet 
voting can be “industry-generated” (Norris, 2004, p. 193), and the drive for digitalization 
in the public sector in general does not come from the citizens even in the most digitally 
developed countries (Kattel & Mergel, 2019).  

Third, the involvement of private actors can result in over-reliance on particular 
vendors, vendor dependency (Berghmans & van Roy, 2011; Marco-Simó & Pastor-Collado, 
2020) or even vendor lock-in (Berghmans & van Roy, 2011; Kitsing, 2011; Stuermer et al., 
2017). Vendor lock-in is a situation in which the election administration cannot proceed 
with delivering elections without the involvement of particular vendor(s). The most 
common reason for a vendor lock-in is the high cost of switching to another vendor 
(Stuermer et al., 2017). Among other reasons are a lack of alternative providers or a lack 
of knowledge about them (Hale et al., 2015; Stuermer et al., 2017). This is true for 
European countries, with some vendors enjoying a “near-monopoly” (Oostveen, 2010,  
p. 213), and for the United States, where “the number of technology providers is also 
small, sometimes characterized as an industry with ‘two and a half vendors.’” (Alvarez  
et al., 2021, p. 26). Over-reliance on the private sector leads not only to “a loss of internal 
IT know-how” (Marco-Simó & Pastor-Collado, 2020, p. 42) but even to the loss of 
technological capacity (Lember et al., 2018) and state capacity “to act as an intelligent 
customer” (Dunleavy et al., 2006, p. 95) and change in the form of control or even the 
loss of control over the election process (Oostveen, 2010).  

Fourth, outsourcing elections to private actors can compromise the transparency and 
openness of the electoral process (Oostveen, 2010). Proprietary systems (also known as 
off-the-shelf solutions) provided by vendors usually have limited access or even no access 
to software due to the “doctrine of trade secrecy”, safeguarding a company’s 
competitive market advantage (Nou, 2009, p. 783). Still, governments frequently choose 
proprietary solutions, as they are cheaper. This comprises another conflict of interest 
between the public and private actors: private actors want to keep their market 
advantage, while public actors want greater transparency and the possibility for scrutiny. 
In the case of the Åland Islands, a proprietary solution was selected for financial reasons 
and due to the small population of voters (IV).   

This thesis follows a new approach to actor and network analysis, considering “the 
totality of actors and transactions that collectively deliver elections” (James, 2020,  
p. 125), in contrast with established, oversimplified approaches (I). The applied approach 
focuses on actor functions while keeping track of “the range of the number and type of 
actors involved in [election] delivery” (James, 2020, p. 102). In addition to the size of the 
network, this thesis also considers the relationship between actors. Accounting for the 
inter-actor relationship allows us to control for conflicting values and interests, especially 
among public and private organizations co-delivering elections (James, 2020). It also 
acknowledges the coordination problem, which is particularly typical in contexts with a 
large number of actors (Xenakis & Macintosh, 2005a). Every new actor adds a new layer 
of complexity to the implementation process and increases the coordination problem. 
According to Xenakis and Macintosh (2005a), this is the largest obstacle for Internet 
voting implementation. To deal with it, they even suggest delivering Internet voting by a 
single public actor responsible for elections. 

In the case of Estonia (I-III), only for the 2017 local elections, some electoral tasks were 
contracted out to 22 public and private actors. Zooming in on the delivery of Internet 
voting, this task force also consisted of both public and private actors. Thus, private 
actors played a prominent role in election delivery of both types of voting channels: 
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digital and paper based. Therefore, the Estonian case lends evidence on the actor 
expansion due to the introduction of Internet voting (I). However, contrary to 
expectations, this expansion does not necessarily happen due to the proliferation of 
private actors. Among the possible reasons for it is the legacy of private sector 
involvement in the digital transformation of the public sector and the key role of  
cross-organizational networks in public administration in Estonia (Kattel & Mergel, 2019). 

The trend of actor expansion is also confirmed in the case of Russia, where the 
Internet voting system was developed by a public agency that was previously not 
involved in election delivery, along with some participation by private actors (VI). In the 
case of the Åland Islands, private actors were involved in Internet voting development 
and introduction, as well as scrutiny and oversight (IV).  

Therefore, the collected data support the theoretical argument on actor expansion 
through the involvement of new types of actors: the new private actors performing tasks 
in Internet voting delivery included vendors, auditors, system testers, and providers of 
supporting technology and equipment (mostly banks and telecommunication) (I-IV, VI). 
Apart from the private actors, the digitalization of elections brings new public actors to 
the process of election delivery who are not necessarily mandated to deliver elections or 
have experience in this field. In the case of Estonia (I - III), this thesis finds that besides 
the election administration bodies, different ministries and agencies (including the 
Ministry of Economic Affairs and Communications and the Information System Authority) 
are involved in the delivery of elections. This is in line with the efforts of the Estonian 
public administration to promote collaboration among public sector actors (Savi & 
Randma-Liiv, 2016). Specifically for Internet voting, the Estonian Computer Emergency 
Response Team (CERT-EE) and volunteers from the Estonian Cyber Defence League 
performed some tasks in the implementation process. In the case of the Åland Islands, 
the public agency Åland Digital Agenda was responsible for the procurement of Internet 
voting and interaction with the public vendor on behalf of the election administration 
while the election administration performed project management functions (IV). In the 
case of Russia, the Moscow Department of Information Technology developed the 
Internet voting system (VI). 

In order to classify actors delivering Internet voting, this thesis refers to the framework 
developed by Krimmer (2012) (I). However, in this framework, not all actors qualify as 
delivering elections: for instance, politicians are involved in decision-making pertaining 
to introducing Internet voting, regulation, and oversight, but not in implementation.  
This thesis focuses on implementing actors. It does not follow the normative approach 
for actor mapping (Krimmer, 2012) but rather a bottom-up approach for identifying 
actors actively participating in the implementation of Internet voting. Applying this 
framework to the case of the 2017 local elections in Estonia revealed the need to update 
it with other identified types of actors. This classification develops the categorization 
proposed in Krimmer (2012) by adding new groups of actors delivering Internet voting 
(see Table 4). 
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Table 4. Types of actors implementing Internet voting (source: author, adopted from (I)).   
 

Actor type  Examples 
Election managers  Electoral committees at different levels 
Vendors  
 

Developers of Internet voting, 
identification and voting information 
systems 

Executive and legislative bodies  Ministries; 
Parliament;  
County, city and municipal governments 
and councils 

National defence organizations Cyber Defence Unit of the Estonian 
Defence League 

Public-sector computer emergency 
response team  

CERT-EE 

Public institutions Schools; 
Hospitals; 
Libraries 

Courts Administrative courts; 
Supreme Court 

Contracted private actors Supermarkets; 
Telecommunication companies; 
IT companies; 
Printing offices 

 

3.4 Is 12 months enough for Internet voting implementation? 
After discussing the contextual aspect of Internet voting implementation, as well as  
the implementing actors, this thesis moves on to the final aspect of implementation––
the timeframe. The Venice Commission recommends introducing changes in the  
election process no later than 12 months before election day (Venice Commission,  
2002). However, this concerns decision making, not implementation. This leads to the 
question of whether a 12-month time frame is enough for the implementation of a highly 
sophisticated technology such as Internet voting while meeting all the requirements 
(sustainability, efficiency, transparency, accuracy, and accountability, to name a few). 

The case of the Åland Islands provides evidence that it might be not enough (IV).  
Their decision-making process dates back to the late 1990s, when the idea about 
implementing Internet voting was discussed for the first time. The unsuccessful 
experiment of Finland with electronic voting in 2008 stopped the discussion over Internet 
voting until 2014. As proposed by the government in 2016, the introduction of Internet 
voting was planned to consist of two steps: in the 2019 elections, Internet voting was 
planned to be available only to citizens living abroad, then in the 2023 elections, it would 
be available to all voters (Wrede, 2016). The legal changes have been introduced on time, 
as has the start of the procurement. However, problems with other steps of the 
implementation occurred: 
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“The accumulation of delays in some deliveries, 
responses and interactions, combined with organizing 
pilots during the summer [when the public sector has 
vacations] period (in June and in August) reduced the 
time available for resolving problems detected” (IV, 
p.47).  

 
The timing issue affected vendors and their ability to resolve problems in the Internet 

voting system in a timely manner. It also affected all types of project organizers  
(the election administration, the public procurement agency, and the system testers) 
who did not have time to check whether the detected problems in the Internet voting 
system had been resolved as promised by the vendors. The project organizers also did 
not have time to properly test the system and set it up before using it in a binding election.  

The case of the Åland Islands (IV) also demonstrates that more actors involved in the 
process of election delivery leads to more acute problems with timing (see Table 5).  
The case of Estonia (I) demonstrates how disagreement between political forces on the 
introduction of Internet voting could potentially postpone implementation. The discussion 
on Internet voting in Estonia started in 2001. Political elites initiated this discussion, 
rather than voters or the election administration (Drechsler & Madise, 2004). In 2002, 
the political forces had overcome the initial scepticism and reached a political agreement 
by passing changes to the Local Government Council Election Act allowing Internet voting 
(Madise & Martens, 2006). Still, as late as July 2005, the President of Estonia asked the 
Supreme Court to conduct a constitutional review of the Local Government Council 
Election Act regarding the changes introduced with Internet voting. The Supreme Court 
announced a positive decision regarding the constitutionality of Internet voting on  
1 September 2005, and the first e-enabled elections were held in October 2005 (Solvak 
& Vassil, 2016).  

The importance of having a reasonable timeline in the process of electoral technology 
implementation comes from the experience of countries where the legal debate on 
introducing a new voting channel took 30 years (Austria) or where the implementation 
process has spread over 30 years (Switzerland) (V). Specific contexts like pandemics 
demand that governments introduce electoral reforms on a much shorter timeline, 
which might, at worst, result in disenfranchisement of voters. This thesis argues that it is 
not feasible to introduce Internet voting in a short timespan, which the pandemic 
demands: unlike other alternatives, Internet voting can in no way serve as a rapid 
response to crisis management (V). The concept of time also lies at the core of the 
proposed methodology for calculating the cost of elections (III) (see more in Section 2), 
emphasizing the importance of reasonable timelines for each electoral activity and 
elections overall. 

Tool 1 can help election administrations to have more reasonable timelines (II). First, 
this tool acknowledges the work of each election administrator by showing which actors 
are overtasked, meaning that they are responsible for multiple resource-intensive 
activities in the same time span. Second, it potentially allows for implementation of 
electoral reforms in a more time-efficient way because it clearly indicates which actors 
and activities the reform will affect. Thanks to Tool 1, resources can be redistributed, and 
the complexity of changes can be addressed with fewer resources, including time. Finally, 
this thesis argues that Tool 1 can help to meet the challenges of introducing reforms in a 
much shorter timeline during a pandemic.  
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Table 5. Timeframe of decision-making and implementation of the Internet voting system in the 
Åland Islands (source: author). 
 

Stage of the 
policy cycle 

Date Activity 

Agenda setting 2000-2001 The report recommends not introducing Internet 
voting until voter integrity and identification issues 
have been resolved. 

Policy 
formulation 
and decision 
making 
 

2014 Government of the Åland Islands sets up the internal 
committee to reform the electoral system. 

2015 The report recommends the initial introduction of 
Internet voting as an additional advance voting 
channel, only applicable to people living abroad, only 
for the next parliamentary elections. 

2016 The required changes are introduced in the electoral 
law. 

Implementation March-
April, 2018 

Procurement: request for information. 

October-
November, 
2018 

Procurement: request for tender. 

June, 2019 A private company is commissioned to conduct a 
security analysis of documentation on Internet voting. 
It recommends conducting a full-scale penetration 
test. 

July, 2019 Procurement for penetration test 
July-
August, 
2019 

Problems with communication between the vendor, 
the election administrators and other implementing 
actors occur due to summer vacations in the public 
sector.  

End of 
August, 
2019 

1st pilot of the Internet voting system: errors are 
identified in the process of voter identification with 
the help of the Finnish eID. 

September, 
2019 

2nd pilot of the Internet voting system: errors in voter 
identification with the Finnish eID continue; new 
errors in the verification app are identified.  

Evaluation  
 
 
 
October, 
2019 
 

Results of 1st independent penetration test by a 
commissioned private company: three problems are 
identified, incl. errors in the process of the Internet 
voting system integration with the Finnish eID portal. 

Implementation The vendor attempts fixing the identified errors. 
Evaluation Results of the 2nd independent penetration test by a 

commissioned private company: even though the risks 
are low, full checks of the Internet voting system are 
not possible due to the time constraint.  

Termination The parliamentary elections are run without the 
option of Internet voting. 
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3.5 Summary of the chapter 
This chapter answers the research question of how election administrators and other 
actors implement Internet voting by first addressing the lack of a definition of Internet 
voting. The proposed definition highlights which parts of the electoral process Internet 
voting supports, as well as how Internet voting relates to other electoral innovations. 
Thus, the thesis emphasizes that the administrative and organizational sides of Internet 
voting implementation are at least as important as the technological side (Section 3.1). 

Section 3.2 presents evidence on how the mismatch of different contexts leads to 
implementation problems and even to a failure of Internet voting delivery. In addition, 
this section demonstrates how international recommendations on holding elections 
amid the pandemic can be adapted to a non-democratic context. Finally, this section 
argues that the context of implementation defines the expected outcomes: this thesis 
presents varying context-specific reasons for introducing Internet voting that have not 
been previously identified in the literature, such as the nudge to use the existing digital 
infrastructure, the creation of the digital narrative, or the promotion of self-governance. 

Section 3.3 introduces the key features of election administration that set it apart 
from other domains of public administration. The collected evidence shows that 
implementation of Internet voting involves a temporary workforce and volunteers. 
Furthermore, as with the delivery of paper-based voting channels, Internet voting 
involves some manual activities and face-to-face interaction with voters. This depends 
on design choices of the Internet voting system, in particular, whether there is a need to 
receive credentials for voter identification in person prior to elections. Then, the section 
flows to the broader set of actors, introducing evidence on actor expansion due to the 
introduction of Internet voting. New actors come from both the private and public 
sectors, in contrast with the expected proliferation of private actors. Judging from the 
collected evidence, private actors participate in Internet voting system development, 
scrutiny, oversight, and audits. Public actors, not mandated and previously not involved 
in election delivery, have been involved in Internet voting system procurement, 
development, and monitoring. 

Section 3.4 provides evidence that the 12-months-before-the-election-day deadline 
established by the Venice Commission (2002) in regards to any electoral reform can be 
too little time for the implementation of a highly sophisticated technology such as 
Internet voting. That applies even to cases in which legal changes and procurement have 
been introduced on time. The section describes obstacles for implementing Internet 
voting on time, like organizing pilots during the summer (due to public-sector vacations) 
or involving new actors, thus adding a new layer of complexity to the implementation 
process and increasing the coordination problem. The thesis refers to countries where 
the legal debate or implementation of a new voting channel spread over decades:  
it summarizes the evidence collected in a 20-year timeframe of decision making and 
implementation of the Internet voting system in the Åland Islands. The thesis demonstrates 
how the chain reaction of delays led to the cancellation of Internet voting. This thesis 
emphasizes that the issue of a reasonable timeframe gets even more critical in the 
context of the pandemic, articulating clearly that Internet voting cannot be a rapid 
response to the crisis because it is not feasible to introduce Internet voting in a short 
timespan, which the pandemic demands. Given the importance of reasonable timelines, 
time is at the core of both tools offered by this thesis. 
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4 Impact of Internet voting implementation on election 
administration 
This section summarizes the findings of the articles constituting this thesis pertaining to 
the impact of Internet voting implementation on election administration. Following 
theoretical discussions about the impact of technology (Leo Marx, 1997), the identified 
impacts are structured into two groups. The first group represents the impact on the 
electoral process and election delivery. It focuses on functional concepts such as 
complexity, accuracy, efficiency, degree of automation, and administrative burden.  
It looks at processes, rather than people. The second group concentrates on changes in 
the roles and behaviours of the concerned actors. Thus, it focuses on the impact of 
Internet voting implementation on the implementing actors.   

4.1 How does Internet voting implementation impact the electoral 
process? 
One of the key discussions around Internet voting is whether it turns the well-established 
and trustworthy electoral process into a black box, mainly because an ordinary voter 
cannot understand the functioning of such a complex technology as Internet voting (see 
the decision of the Federal Constitutional Court of Germany on electronic voting in 
Maurer & Barrat, 2016; Volkamer, 2010). This chapter starts by exploring how Internet 
voting impacts the complexity of the electoral process. It then moves to the concept of 
accuracy, which is a trade-off with complexity: the more complex a process gets, the 
easier it is to make a mistake. Internet voting is expected to increase accuracy by 
automating the electoral process, thus reducing the potential for human error (Solvak & 
Vassil, 2016). Therefore, the next section of this chapter is devoted to the impact of 
Internet voting on automation. Automation, in its turn, has the potential to increase 
efficiency, which is why they are considered together. Finally, this subchapter considers 
the worst impact Internet voting can have––the failure of the election delivery––and who 
is held accountable for it.  

4.1.1 Complexity  
Elections are one of the most complex exercises of public administration (Hall, 2017; 
Mozaffar & Schedler, 2002). The reason for this lies in the nature of elections. On election 
day, thousands of poll workers serve millions of voters all across the country and, in some 
settings, even abroad (II, IV). This creates complexity of rules, procedures and requirements 
(Atkeson et al., 2014).  

The importance of studying electoral complexity lies in its negative impact both on 
voters and election administrators. Electoral complexity makes voters unconfident about 
electoral rules and procedures (Bawn, 1999; Karp et al., 2002). This can even result in 
voters’ abstention from participating, which negatively affects electoral turnout (Karp & 
Banducci, 1999). For election administrators, complexity makes it difficult for them to 
deliver elections with quality and integrity (Burden et al., 2017; Hale & Slaton, 2008),  
as “complexity contributes to accidents and unintended consequences.” (Montjoy, 
2008a, p. 786). 

In recent years, due to demographic and technological developments, election 
complexity is increasingly becoming one of the key challenges of election administration 
(Burden et al., 2012; Hale et al., 2015) as it gets more and more difficult to deliver 
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elections (Alvarez & Hall, 2006). Hale and Slaton (2008) indicate two dimensions of 
growing electoral complexity: election law and electoral technology. These two 
dimensions are interconnected as, in most cases, the introduction of an electoral 
technology requires prior changes to the election law. Starting with election law, this 
thesis offers Tool 1, which is designed to simplify the task of translating electoral laws 
into clear instructions (II). This tool transforms complex electoral processes into more 
comprehensible visual instructions. Tool 1 is of particular importance for territories 
implementing Internet voting, especially for the first time and amid the pandemic, which 
imposes a shorter timeframe. Tool 1 captures the complexities of election administration 
and acknowledges them, thus helping election administrators to assess electoral 
complexity (Hale & Slaton, 2008), identify weak points and attract the attention of other 
actors to the difficulties that the election administration faces. 

As for electoral technology, there is no consensus that “every additional voting 
technology raises the complexity of the election” (Krimmer, 2012, p. 31) due to the lack 
of empirical research on this question. Internet voting is frequently introduced as an 
additional voting channel as per international standards.17 Elections with multiple voting 
channels are even more complex (I-III), as the election administration needs to provide 
the same service in multiple forms. Therefore, this thesis asks “whether the usage of 
electoral technologies as an additional voting channel decreases electoral complexity or 
contributes to it” (I, p. 1). The thesis provides evidence on the electoral complexity 
caused by Internet voting (I). Furthermore, it demonstrates how the electoral complexity 
arising from the introduction of Internet voting may challenge the capacity of election 
administration to avoid electoral malpractice (I). This finding indicates a trade-off 
between making the voting options rich and diverse by introducing additional voting 
channels like Internet voting, but also making sure that the election administration is able 
to administer them. 

The collected evidence also enriches theory by revealing that, besides electoral law 
and technology, the involvement of new actors in the electoral process can increase 
electoral complexity (IV). The collected data demonstrate that, at least in one of the 
considered cases, the way that inter-actor cooperation was organized between private 
and public actors was not ideal, which resulted in increasing complexity, delays, cost 
overrun, and even trust issues: 

 
“The bicephalous structure followed for project 
management divided the knowledge available on the 
side of project organizers, that is the technical 
knowledge separate from contract management and 
adding to the complexity of the process. Due to this fact, 
the process was slowed down at critical moments when 
a more directed management structure could have 
forced the vendor to react more swiftly in order to solve 
problems encountered” (IV, p.45).  

                                                                 
17 In particular, the standard of universal suffrage. The Council of Europe Recommendations 
CM/Rec(2017)51 of the Committee of Ministers to Member States on standards for e-voting reads: 
“Unless channels of remote e-voting are universally accessible, they shall be only an additional and 
optional means of voting” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to 
Member States on Standards for e-Voting, 2017). 
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4.1.2 Accuracy  
After presenting the findings regarding the impact of Internet voting implementation on 
electoral complexity, this thesis moves to the concept of accuracy, which is a trade-off 
with complexity: the more complex a process gets, the easier it is to make a mistake. 
Innumerable activities, time pressure, resource constraints, and a large workforce with a 
high level of discretion and little training comprise election administration (I and II).  
This makes election administration “most susceptible to errors” (Mozaffar & Schedler, 
2002, p. 9). Even though elections without administrative errors have hardly ever been 
possible, the aim of having elections with a minimal number of errors is increasingly 
important because: 
 

“The price for an error is increasing due to closer media 
attention to election administrators” (I, p. 15). 
 

Accurate elections are, in a broader sense, those with a minimal number of errors. 
Multiple variables comprise accurate elections. Some scholars assess the accuracy of 
voter registration records (McCormick, 2020; Merivaki, 2020). Other scholars measure 
the accuracy of elections as a lack of residual votes––votes that were cast with mistakes 
and therefore could not be taken into consideration (Kropf & Kimball, 2013). Other 
variables of accuracy include accurate electoral outcomes and accurate election 
information (McCormick, 2020).  

Whichever aspect of the accuracy of elections is considered, errors in election delivery 
result in disenfranchisement of some groups of voters and/or in allowing multiple votes 
for another group of voters. In extreme cases, errors in election delivery result in 
electoral violence, deaths and return to a non-democratic regime (Laanela, 1999).  

Digital technology is expected to increase the accuracy of election delivery (Norris, 
2004) by, at a minimum, decreasing the scale of human error thanks to automation 
(Solvak & Vassil, 2016). For instance, digital technology was expected to reduce human 
error in the process of manual mark-off of voters in voter lists by decreasing the 
probability of crossing off the wrong voter. 

The case of Estonia demonstrates how these expectations have not been met with the 
introduction of Internet voting (I). Furthermore, manual activities continue to accompany 
digitalized electoral processes. Those manual activities are resource intensive and prone 
to human error, increasing the probability for both intentional and unintentional 
malpractice. In the case of Estonia, such an activity is the manual mark-off of all advance 
voters, including Internet voters. Table 6 presents scenarios that can result from 
inaccuracy in performing this manual activity. 

Inaccuracy and errors are not limited to manual electoral activities. The case of the 
Åland Islands provides evidence on how errors identified during the development of the 
Internet voting system resulted in the cancellation of Internet voting shortly before 
election day (IV). The cancellation potentially disenfranchised a group of voters (mostly 
young people studying or staying abroad after studies), as it was too late for those voters 
to use alternative voting channels, like voting by post.  

In addition to the collected empirical evidence, this thesis addresses the call of 
academics and practitioners for a tool that can make errors avoidable (Douglas, 2015) 
(Tool 1, II). 
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Table 6. Scenarios of intentional and unintentional malpractice during the manual process of 
marking off Internet voters (source: author, adopted from I). 
 

Scenario Description 
Scenario 1. Unintentional malpractice 
due to human error. 

There is limited time available, and the 
rising number of Internet voters 
increases the workload, further 
escalating the time pressure. An error in 
the process of the manual mark-off may 
result in disenfranchising one voter 
and/or allowing multiple votes for 
another one.  

Scenario 2. Intentional malpractice. A case of multiple voting is intentionally 
not noted or intentionally attributed to 
the wrong person, given the discretion 
that local election administrators have in 
the process of a manual mark-off. Unlike 
other activities concerning Internet 
voting, the activity of manual mark-off is 
not commonly performed in the 
presence of observers. 

 

4.1.3 Automation and Efficiency  
The accuracy that Internet voting was expected to deliver is closely interlinked with the 
concept of automation, to which this section is devoted: higher automation reduces 
human error, thus resulting in higher accuracy.  

In most contexts, governments need to prioritize what to automate first because the 
resources are limited, while many aspects of the electoral process are characterized by 
“the backwards state” (Cheeseman et al., 2018, p. 1401). The choice is: (a) whether first 
to automate the process of casting a ballot, e.g., by introducing Internet voting, while 
keeping the surrounding processes manual, or (b) whether first to automate the 
surrounding processes, e.g., by introducing electronic lists of voters. Despite the 
theoretical expectations of Internet voting being the highest form of election automation 
(Mugica, 2015), the collected empirical evidence demonstrates that, in practice, it is 
frequently accompanied by manual back-office processes (I-III). That means that Internet 
voting is introduced before the surrounding processes, like management of voter lists or 
consolidation of votes from different voting channels, are digitalized. Furthermore, 
automating the way of casting a ballot imposes no spill-over effect on automating the 
surrounding process: the introduction of Internet voting does not solve the problem of 
the backward condition of other electoral processes.  

The case of Estonia demonstrates how such a sophisticated electoral technology as 
Internet voting can rely on manual activities (I). Therefore, even the high level of 
digitalization of the front office of elections does not guarantee the existence of any 
digitalization of the back office. Furthermore, the case of Estonia provides evidence on 
how the automation of one aspect of the electoral process––vote casting––impacts the 
full election workflow by imposing even more manual tasks on the local election 
administration. The Internet voting pilots in other countries followed suit by prioritizing 
automation of the front office of elections, the ballot casting process, rather than the 
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back office of elections, the ballot processing process (IV, VI). This finding goes in line 
with the statement that the usage of digital technology in public administration changed 
aspects of user experience, while the services “remained remarkably unchanged” (Kattel 
& Mergel, 2019, p. 156).  As this thesis shows, the decision first to automate the process 
of casting a ballot potentially creates an additional administrative burden for election 
administrators and challenges the accuracy of elections by increasing possibilities for 
human error (I).  

Automation has the potential to increase efficiency. Efficiency plays a critical role in 
the usage of digital technology in public administration as “the central e-Government 
ideal in attempts to rationalise, streamline and transform government” (Rose et al., 
2015, p. 540). This perspective on technology expects it to bring efficiency in a linear 
process of change (Cordella & Bonina, 2012). Thus, the ultimate role of digital technology 
is sometimes considered to be “the enhancement of the internal effectiveness, 
efficiency, and economy of the executive functions of public administration” (Snellen 
2007 as cited in Rose et al. 2015, p. 540). At least partially, it is connected with the fiscal 
crisis and caused by the public expenditure cuts that many European countries currently 
experience (Raudla et al., 2017). For election administration, efficiency is also one of the 
key challenges (Mozaffar & Schedler, 2002; Yard, 2010). The expectations that digital 
technology will create efficiency are common (Goodman & Spicer, 2019; Norris, 2004), 
with some authors even claiming that “technology has become a key means by which 
governments seek to foster improved quality and efficiency” in election administration 
(Moynihan & Lavertu, 2012, p. 68).  

Efficiency relates to the costs of digital technology. Digital technology is costly in 
general, and even more costly in the public sector in comparison to the private sector.  
In the field of election administration, the experience of other countries shows that the 
usage of digital technology can result in the “increased cost of maintaining modern voting 
systems” (Damschroder, 2013, p. 198). Cost considerations can slow down the adoption 
of digital technology by election administration (Goodman & Pyman, 2016; Hall, 2017). 
Therefore, legislators and governments need to justify the costs and make sure that the 
investment is consistent and sustainable because the budget capacity is considered an 
indicator of the integrity and quality of election administration (Bland et al., 2013).  

This thesis is not the first attempt to establish the costs of running Internet voting.  
This is the key question for both academics and practitioners. Every election 
administration asks about the costs before deciding to proceed with Internet voting 
(Goodman & Pyman, 2016; Xenakis & Macintosh, 2006). Previous attempts to calculate 
the administrative costs of elections were conducted by Ernst & Ernst (1979) and  
López-Pintor and Fisher (2006). These studies managed to divide the costs by different 
cost pools but not to attribute the costs to particular voting channels, thus making 
comparison of voting channels’ cost-efficiency impossible. Other researchers indicate the 
need for a clear methodology on how the costs of multiple voting channels could be 
calculated and compared (Xenakis & Macintosh, 2006), especially when technology is 
utilized (Montjoy, 2010). The cost factor in implementing Internet voting is a greater 
priority now, since it has been established in multiple contexts that Internet voting does 
not significantly increase turnout (Germann & Serdült, 2017; Vassil et al., 2016). Already 
in 2006, Xenakis anticipated that “if no apparent relationship between e-voting and 
increased voter turnout is achieved, then the future of e-voting will lay solely upon the 
cost factor” (Xenakis & Macintosh, 2006, p. 128).   
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In 2003, Drechsler (2003) raised the question “How high are really the costs?” of 
Internet voting implementation in Estonia, referring to anecdotal evidence from the 
implementing actors that “It'll cost ten times as much to have an e-election” (Drechsler, 
2003, p. 7). Since then, the cost of Internet voting has only been vaguely defined. The most 
recent research emphasizes that “Technology is always ambivalent, and the risk to 
overpay for its favors is very high” (Drechsler, 2020, p. 50). That is why, in this thesis, the 
cost of Internet voting is not considered in abstract but in relation to the benefits it 
creates, thus focusing on the cost-efficiency of an introduced technology (I and III). One 
might challenge the quantitative turn this thesis takes at this point. As a counterargument, 
“there seems to be no chance to stop indicators today, even if one wanted to—there is 
no alternative, and if one is attempted, it soon vanishes and gives way to the kind of 
quantification that permeates the world” (Drechsler, 2019, p. 252). 

Tool 2 developed by this thesis facilitates the collection of evidence establishing that 
Internet voting is the most cost-efficient voting channel in the case of Estonia (III):  
it has the lowest cost per voter among a wide variety of voting channels (see Table 7). 
The initial expectations were that Internet voting would be more cost-efficient for at 
least two reasons: it would lower printing costs, as voting over the Internet decreases 
the demand for paper ballots, and it would lower staffing costs, as automation results in 
reduced demand for manual work. However, the collected data revealed that there is no 
evidence to support those expectations (I, III). First, there is little potential for reaching 
cost reduction via a decrease in ballot printing costs, as the savings from reduced printing 
are negligible18 in comparison to the costs of Internet voting system development and 
maintenance. Second, even though Internet voting relies less on manual labour, the 
labour cost pool still constitutes the majority of the costs of Internet voting.19 Tool 2 also 
reveals that, unlike the theoretical expectations, one of the most resource-intensive 
activities of Internet voting delivery did not concern the maintenance of technology but 
the purely administrative task of consolidating Internet votes with advance votes cast on 
paper––an activity required for the integration of Internet voting into the existing voting 
infrastructure.  
 
Table 7. Administrative cost range per ballot (in euros) for the 2017 Estonian local elections  
(source: III). 
 

Type of voting channel Minimum Maximum 
Advance voting in county centres 5.48  5.92 

Advance voting in ordinary polling stations 16.24  17.36 
Early voting in county centres 5.83  6.30 
Election day voting in county centres 4.97  5.58 
Election day voting in ordinary polling stations 2.83  3.01 
Internet voting 2.17  2.26 

 
 
 

                                                                 
18 In the 2019 parliamentary elections in Estonia, the election administration spent 7,560 euro on 
printing 900,000 ballots, which is enough for the whole population of eligible voters.  
19In the 2019 Parliamentary elections in Estonia, the labour cost constituted around 2/3 of all costs. 
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In the case of the Åland Islands, efficiency associated with administrative cost and 
working time reduction was expected only after a realistic assessment of cost-efficiency 
would be possible. Such an assessment can happen only when the Internet voting system 
is consolidated and the number of users has increased (IV). The collected evidence 
demonstrates that the government may bear the costs of Internet voting even for a  
non-implemented system and that the implementation of Internet voting can be 
accompanied by unexpected costs (IV). In this case, the unexpected cost arose from the 
nature of the private-public relationship between the vendor and the election 
administration. The unexpected problems during the implementation motivated the 
election administrators to conduct penetration tests in order to check that the products 
delivered by the private vendor were up to standard. In the end, project management 
and oversight of the private vendor cost more than the development of the Internet 
voting system (IV).  

Another key aspect for understanding potential efficiency gains is the recommendation 
to introduce Internet voting as an additional voting channel in order to fulfil international 
standards.20 Through multiple and perhaps excessive voting channels available to voters 
simultaneously over an extended period, election administration generates inefficiency 
by oversupplying the service. Therefore, Internet voting can provide cost reductions only 
when the introduction of Internet voting results in or is accompanied by significant 
savings in the delivery of other voting channels (I). These savings should exceed the cost 
of developing and maintaining the Internet voting system. Such adjustments do not 
happen by default but require significant efforts from the election administration, and 
they may not have developed yet even after Internet voting has been used successfully 
for over a decade (I). Moreover, the expectation of significant savings in the delivery of 
other voting channels may create pressure on the election administrator: the cost 
reduction of other voting channels’ delivery is supposed to justify the existence of 
Internet voting. 

This thesis offers directions for reaching higher efficiency through implementation of 
Internet voting: both through reengineering the existing electoral process and adjusting 
it to the new reality of e-enabled elections, and through introducing even more digital 
technologies to the back office of the electoral process (I).  

Informed by the collected evidence, this thesis operationalizes efficiency in the following 
way. The efficient implementation of an electoral technology means that: 

• Limitations on resources are acknowledged by considering what to 
automate first; 
• Sustainability of the introduced digital technology in terms of stable 

political will, financing, and contracts with external suppliers is guaranteed; 
• The introduced digital technology automates administrative tasks and 

activities, thus decreasing the administrative burden of election administration, 
(cutting the required workforce) and reducing human error. It also helps to deal 
with the complexity of elections. 

                                                                 
20 In particular, the standard of universal suffrage. The Council of Europe Recommendations 
CM/Rec(2017)51 of the Committee of Ministers to member States on standards for e-voting reads: 
“Unless channels of remote e-voting are universally accessible, they shall be only an additional and 
optional means of voting” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to 
Member States on Standards for e-Voting, 2017). 



43 

4.1.4 Failure and Accountability 
The final section of this subchapter considers the worst impact that Internet voting can 
cause––failure of the election delivery. Failure in implementing digital technology in 
public administration is a common phenomenon (Goh & Arenas, 2020; Heeks & 
Stanforth, 2007). Therefore, there is a variety of theoretical and analytical frameworks 
for studying it. The closest one to the object of research of this thesis is the information 
system failure framework developed by Toots (2019). This thesis adapts this framework 
by introducing to it elements from the conceptual model of the electronic voting mirabilis 
(Krimmer, 2012).   On this basis, this thesis proposes a new conceptual model for studying 
failures of Internet voting systems (see Figure 2). 

 

 
Figure 2. The mirabilis of Internet voting system failure (source: IV). 

In the failure of an Internet voting system, two possible scenarios are anticipated: a 
total failure when “the initiative was never implemented or was implemented but 
immediately abandoned” (Heeks, 2005, p. 52) and a partial failure when “major goals for 
the initiative were not attained and/or there were significant undesirable outcomes” 
(Heeks, 2005, p. 52). In other words, a partial failure represents a case in which an 
implemented Internet voting system does not meet the set requirements (such as 
accountability, accuracy, efficiency, and so on). The Åland Islands represent a case of 
total failure, as Internet voting was cancelled before its first usage (IV): 

 
It was “the decision to not proceed with Internet voting, 
even with the system in-place, giving more relevance to 
the interaction between the different elements than to 
the IS itself” (IV, p. 41). 

A failure of delivering Internet voting when it is the only available voting channel 
clearly challenges electoral integrity (Essex & Goodman, 2020) This thesis provides 
evidence for the theoretical claims that even when Internet voting is only one of many 
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available voting channels, “losing voters, who would have voted if not prevented by 
malfunctions in the e-electoral process, could become a major problem” (Xenakis & 
Macintosh, 2005a, p. 5). Some voters from abroad who planned to vote over the Internet 
were disenfranchised because, when the decision not to proceed with Internet voting 
was taken, it was too late for those voters to use alternative voting channels, like voting 
by post. In this way, the effort to enfranchise new groups of voters from abroad resulted 
in the disenfranchisement of a share of voters who used to vote by post (IV). 

The collected evidence demonstrates that among the reasons for the failure is the 
actors’ dissatisfaction with the system (IV). Thus, this thesis argues that actors’ 
perceptions of an Internet voting system are at least as important for the success of its 
implementation as the technology per se. At the stage of decision-making, all actors shared 
a broad consensus about the positive implications of Internet voting implementation. This 
has changed in the later stages of implementation. This finding emphasizes the importance 
of continuous supervision of actors’ perceptions regarding the Internet voting system. 
Therefore, this case provides evidence from the field of election administration on how 
interactions between actors can result in the success or failure of digital technology 
implementation (IV). 

Another reason for failure to implement an Internet voting system is miscommunication 
between actors. The case of the Åland Islands proved the importance of the inclusion  
of external actors in the implementation process. These actors are not directly involved 
in implementation, but they can play a critical role for the success or failure of 
implementation: in the case of the Åland Islands, these actors were the Data Protection 
Authority and the agency responsible for the shared national infrastructure (the Finnish 
e-Government portal).  

A failure always highlights the question of accountability. Among the variety of public 
and private actors involved in contemporary election delivery, who is accountable for the 
failure in election delivery? Previous research claimed that in a centralized election 
administration, the single responsible authority is the election administration (Lundmark 
et al., 2020). Does this statement hold true in other contexts? Research on the highly 
decentralized U.S. election administration claims that in the cases in which elections are 
privatized, the accountability of public officials decreases (Herrnson et al., 2008). 
International standards establish that while private vendors can be deemed accountable 
for not delivering elections properly, the final responsibility for the quality of election 
delivery remains with election administrators (Council of Europe, 2017).21 In the case of 
the Åland Islands, the burden of the ultimate responsibility caused the election 
administration to decide against the risk of using the not-fully-tested system developed 
by a private actor, and thus, to cancel Internet voting altogether (IV). In such circumstances, 
an Internet voting system is only as good as the election administration believes it to be. 
Thus, the perception of being a single responsible authority and the perspective of  
being held accountable for a failure can force an election administration to make more 
risk-averse decisions, such as cancelling Internet voting.  

 

                                                                 
21 Explanatory Memorandum to Recommendation CM/Rec(2017)5 of the Committee of Ministers 
to Member States on standards for e-voting by the Ad hoc Committee of Experts on Legal, 
Operational and Technical Standards for e-voting (CAHVE) reads: “Statutory duties of the body 
responsible for the conduct of elections must never be outsourced”, and “The overall responsibility 
falls on the electoral management body that supervises e-voting and cannot be delegated for 
instance to a voting system supplier” (Council of Europe, 2017). 
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Table 8. Summary of the impacts of Internet voting implementation on the electoral process. 
 

Impacts of Internet voting implementation on the electoral process 
Complexity: 

• Internet voting can bring 
greater electoral complexity, 
thus increasing the risks for 
electoral malpractice; 

• The trade-off is between 
making the voting options 
rich and diverse and being 
able to administer them. 

Accuracy: 
• Internet voting does not 

necessarily reduce manual 
activities, and hence, human error; 

• Internet voting can require new 
manual activities, increasing the 
probability for both intentional 
and unintentional malpractice. 
 

Automation and Efficiency:  
• Internet voting has no spill-

over effect on automating 
the surrounding process;  

• Internet voting is the most 
cost-efficient voting channel 
with the lowest cost per 
vote; 

• Cost-efficiency does not 
come from lower printing 
costs or lower staffing costs; 

• One of the most resource-
intensive activities concerns 
not the maintenance of 
technology, but the purely 
administrative task; 

• Project management and 
oversight of a private vendor 
can cost more than the 
development of the Internet 
voting system. 
 

Failure and Accountability: 
• Actors’ perceptions about the 

Internet voting system can cause 
failure as much as the technology 
per se; 

• Miscommunication between 
actors can be the reason for 
system failure; 

• Even if Internet voting is only one 
among many voting channels, 
system failure can still result in 
voter disenfranchisement; 

• An Internet voting system is only 
as good as the election 
administration believes it to be. 
Accountability for a failure forces 
an election administration to make 
more risk-averse decisions, such as 
cancelling Internet voting.  

 
 
 

4.2 How does Internet voting implementation impact the electoral 
actors? 
This subchapter starts by discussing how Internet voting affects the administrative 
burden, as it is currently the biggest challenge for overtasked and understaffed election 
administrators all around the world. It identifies the effects of Internet voting on the 
implementing actors, in particular, which of them get overburdened due to the 
introduction of Internet voting. The next section further develops this idea by focusing 
on the shifting roles and responsibilities of actors delivering elections after Internet 
voting is introduced. The final section considers how changes in actors’ roles and 
responsibilities affect the most problematic aspect of election administration––the high 
discretion of election administrators.  



46 

4.2.1 Administrative burden 
The concept of administrative burden has not been widely studied in the field of election 
administration (Burden et al., 2012). However, it is important to acknowledge and 
account for how the usage of digital technology decreases or imposes an additional 
administrative burden on election administrators for the following reasons. First,  
even before any digital technology is introduced, election administration tends to 
experience high levels of administrative burden (Hale & Slaton, 2008; Kimball & Kropf, 
2006). Second, additional administrative burden results in work overload, burnouts, 
decreased performance, job dissatisfaction, and higher employee turnover rates (James, 
2019), as well as higher error rates. All of this negatively affects the quality of election 
delivery and electoral integrity. When electoral technology is introduced, election 
administrators frequently find themselves in a situation in which “they have accepted a 
burden that is more complex than they are prepared to handle” (Jones, 2007, p. 41). 
Thus, electoral technology can increase the administrative burden of election 
administrators.  

The case of Estonia is critical for understanding the impact of digital technology on the 
administrative burden for the following reason. In Estonia, one of the key expectations 
of using digital technology in public administration is a lower administrative burden.  
A lower administrative burden helps to reach “a minimal and efficient state” (Kitsing, 
2010, p. 7) and cope with limited resources (Margetts & Naumann, 2017). However,  
the collected data do not show that 15 years of Internet voting have managed to 
significantly decrease the administrative burden of election administrators (I). To address 
this, the thesis proposes some solutions. Tool 1 facilitates the identification of actors who 
are overburdened due to the introduction of digital technology and the subsequent 
reengineering of the electoral process, thus addressing the problem of the increasing 
administrative burden. Tool 2 helps to identify all tasks and activities each election 
administrator is performing, which can help to acknowledge the state of administrative 
burden of election administrators prior to the introduction of Internet voting. The following 
section further develops the argument of the impact of Internet voting on election 
administrators by focusing on their changing roles and responsibilities. 

4.2.2 Shift in actors’ roles and responsibilities 
In paper-based elections, responsibility is distributed among many poll workers. In contrast, 
a smaller number of staff are required to run Internet voting. When elections get 
digitalized, responsibility could fall to just one person who created the software (Haren 
& Pieters, 2007). This creates a dichotomy in delivery of digitalized and non-digitalized 
voting channels: Internet voting is generally managed and financed centrally, at a higher 
operational level, while paper-based voting channels are mainly budgeted and delivered 
by local election administrations (I, II, III).  

Therefore, the introduction of Internet voting changes the roles of poll workers: 
suddenly, it is not SLBs who deliver elections directly to the citizens but a handful of IT 
specialists or software providers. Due to this transfer of responsibility, Internet voters no 
longer interact with SLBs of elections but, at best, with the IT departments of the election 
administration or even with a helpline provided by private vendors. For this reason, this 
thesis considers how the introduction of Internet voting affects the roles of SLBs.  
SLBs can play many roles in Internet voting implementation: they can participate in 
administering trials (the U.K.), procuring and piloting Internet voting systems 
(Switzerland), and conducting tests and feasibility studies (Canada), among other things. 
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What unites those cases is that they represent countries with decentralized election 
administration. Thus, there is no surprise that SLBs are involved to such an extent in the 
delivery of Internet voting. However, the role of SLBs in Internet voting in countries with 
centralized election administration is not so evident. This thesis finds that even in a 
centralized election administration with a top-down approach to Internet voting 
implementation, SLBs play a substantial role in the management of Internet voting and 
its integration with existing voting channels through the task of consolidating paper and 
electronic votes (I).  

The decision to outsource the development of the Internet voting system to private 
vendors (I-IV, VI) shifts the role of the government from the producer or “technology 
maker” (Karo & Kattel, 2016, 2019) to manager (Winnard, 2017). In extreme cases of 
outsourcing, the government stops considering elections “as their ‘core business’”: they 
delegate the task of running elections to the private sector and cease to understand the 
electoral process (Oostveen, 2010, p. 210). In such an environment, the concept of 
Elections as a Service rises in popularity. This concept assumes that the delivery of 
elections (or parts of it) can be contracted to a private vendor, while the election 
administration neither owns nor rents the digital technology used: the election 
administration entitles a private vendor to run the electoral service on behalf of the 
election administration using the software and hardware of a private entity. Scholars 
describe Elections as a Service in the following way: vendors run the process (Haren & 
Pieters, 2007). Still, as the collected evidence shows, that does not necessarily mean that 
election administrators would not favour such an approach to digital technology 
development and implementation (IV).  

 
“The government decided quite early… that they should 
buy a service, not the system and that they need[ed] 
someone else to run it” (IV, p. 45).  

 
Election administration also delegates tasks to public entities. In some cases, this 

relationship takes an extreme form when election authorities compete with other 
agencies for the right not to perform some election-related tasks (Castenmiller & 
Dikmans, 2020). In all considered cases (I-V), the electoral authorities voluntarily 
delegated some of their election-related responsibilities to other actors due to the lack 
of capacity to perform those tasks themselves.  

4.2.3 Discretion  
Poll workers are the SLBs of elections who frequently represent the only point of 
interaction between a voter and the election administration (Atkeson et al., 2014;  
Hall et al., 2009). Therefore, poll workers have a high level of discretion in the  
delivery of elections. Previous research has established that the discretion of poll 
workers varies by voting channels (Atkeson et al., 2014). Voting channels extended  
over a longer time potentially reduce the discretion of poll workers, as poll workers’ 
supervisors (the higher levels of election administration) have a greater chance to  
react to “complaints brought by staff, observers, or voters” (Atkeson et al., 2014,  
p. 946). 

Internet voting is often available to voters over an extended period of time, rather 
than only on election day (I-IV, VI). The research literature indicates that technology  
can decrease (Lips, 2019), automate (Nagtegaal, 2021) or digitalize the discretion of  
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SLBs (Busch & Henriksen, 2018) from street-level bureaucracy to “screen-level 
bureaucracy” when SLBs operate computers instead of face-to-face interaction, and 
further to “system-level bureaucracy” when decisions are fully automated (Bovens & 
Zouridis, 2002). Indeed, as a remote voting channel, Internet voting does not require an 
interaction between the voter and a poll worker: Internet voters interact directly with an 
Internet voting system, bypassing poll workers. Thus, it provides voters with an 
experience of voting without involving human agency. The decision regarding each 
individual voter’s eligibility to vote over the Internet does not depend on the 
discretionary judgment of a poll worker. As a result, poll workers are not supposed to 
have high discretion towards Internet voters.  

A conflicting argument suggests that digital technology can increase discretion by 
providing public administrators access to richer data (Danziger & Andersen, 2002). 
Furthermore, human agency is involved in designing and implementing an Internet 
voting system, which may result in a system that is biased toward particular groups of 
voters. Still, the pool of actors who are involved in designing and implementing an 
Internet voting system is much more limited than the number of poll workers delivering 
conventional paper-based voting channels.  

The data collected for this thesis provide evidence for both arguments. The case  
of Estonia demonstrates that the voting channels, which reduce the number of  
polling places, potentially decrease the discretion of poll workers, because the 
supervision of poll workers by higher levels of the election administration becomes  
more feasible (II). However, it also reveals that poll workers exercise discretion  
even towards Internet voters, despite the Internet voting system being implemented in 
a centralized way without evident involvement of poll workers in its implementation (I). 
As one example, poll workers in Estonia decide on which Internet votes are reported  
for cancelation in the process of paper and Internet vote consolidation. What 
differentiates the exercise of discretion while delivering Internet voting from its  
role in conventional voting channels is that, in such circumstances, observers and voters 
are not present at the moment when poll workers exercise discretion. An example of 
how digital technology can increase discretion by providing access to richer data is  
the way that the Internet voting system is implemented in Estonia. It provides poll 
workers with information about which voters have overridden an i-vote with a paper 
ballot (I). The option of re-voting is provided for the purpose of guaranteeing that a  
voter can change her vote without a coercer knowing about it. Given that poll  
workers are frequently recruited and appointed by political parties, the provision of 
information on recast ballots may reduce the efficiency of re-voting as an anti-coercion 
mechanism. 
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Table 9. Summary of the impacts of Internet voting implementation on the electoral actors.  
 

Impacts of Internet voting implementation on the actors 
 
Administrative burden: 

• Internet voting does not 
significantly decrease the 
administrative burden of election 
administration. 

 

Discretion:  
• Internet voting does not 

significantly decrease the 
discretion of street-level 
bureaucrats of elections. They 
lose their discretion in the 
process of ballot issuing but 
gain it in the process of paper 
and Internet vote 
consolidation.  

Shift in actors’ roles and responsibilities: 
• Internet voting shifts and 

imposes new roles and 
responsibility on street-level 
bureaucrats of elections, for 
instance, through the integration 
of Internet voting with existing 
voting channels. 
 

 
• In extreme cases of 

delegation, the election 
administration neither owns 
nor rents nor understands the 
Internet voting system. 

 

4.3 Summary of the chapter 
This chapter answers the research question of how the choices made during the 
implementation of Internet voting affect election administration. It divides the impacts 
into two groups based on whether they impact processes or people. 

The subchapter on processes highlights how Internet voting affects complexity, 
accuracy, efficiency, automation, the possibility of failure and accountability of the 
electoral process. The section on electoral complexity (Section 4.1.1) follows the 
literature and focuses on two major sources of complexity: election law and electoral 
technology. This chapter presents Tool 1, which addresses complexity caused by changes 
to election law. Next, this chapter provides empirical evidence for the debate on whether 
electoral technology per se can increase electoral complexity. Finally, the thesis 
contributes to the existing literature on electoral complexity by identifying a third 
possible source of complexity––the involvement of new actors in the electoral process. 

Complexity is a trade-off with accuracy in the electoral process (Section 4.1.2), as the 
more complex the process is, the more difficult it is to avoid errors. Digital technology is 
expected to increase the accuracy of election delivery: at a minimum, automation should 
decrease human error. In respect to Internet voting, the collected data show how 
implementation choices can negatively affect the capacity of Internet voting to reduce 
human error. The implementation of Internet voting can result in the creation of manual 
activities that are prone to human error, intentional and unintentional malpractice.  
In the studied cases, one example of such activity is the manual consolidation of paper 
and electronic votes caused by the need to integrate Internet voting with existing voting 
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channels. Academics and practitioners call for a tool which will make errors avoidable, 
and Tool 1, proposed in this thesis, addresses this call.  

Besides complexity and accuracy, efficiency is one of the key challenges for modern 
election administration (Section 4.1.3). Digital technology is expected to foster efficiency. 
At the same time, digital technology is costly. This thesis demonstrates how the costs of 
Internet voting can be calculated and compared to the costs of other voting channels. 
The application of Tool 2 to the case of Estonia shows that Internet voting is the most 
cost-efficient voting channel with the lowest cost per vote. Contrary to expectations, this 
thesis establishes that there is little potential to achieve cost-efficiency via the decrease 
in ballot printing costs and staffing costs. Ballot printing costs are negligible in 
comparison to the costs of Internet voting system development and maintenance, while 
staffing costs still constitutes most of the costs of Internet voting, even though Internet 
voting relies less on manual labour. This thesis argues that it is difficult to reach efficiency 
gains through introducing Internet voting because it is generally introduced as an 
additional voting channel to fulfil international standards. Therefore, Internet voting can 
provide cost reductions only when its introduction results in or is accompanied by 
significant savings in the delivery of other voting channels. Such adjustments require 
significant efforts from the election administration. This thesis outlines potential 
directions for reaching higher efficiency: through reengineering the existing electoral 
process and through introducing even more digital technologies.  

The case of the Åland Islands can perhaps serve as the example of non-efficiency, as 
the government was supposed to cover the costs of the Internet voting system, which 
has not even been used. Furthermore, it is an example of unexpected cost derived from 
the nature of the private-public relationship between the vendor and the election 
administration. Project management and oversight of the private vendor cost more than 
the development of the Internet voting system. 

Finally, when it comes to the worst impact Internet voting can have––not delivering 
elections due to system failure, this thesis suggests considering failure through a 
theoretical framework and adjusting the concept of failure to the context of Internet 
voting (Section 4.1.4). The application of the proposed framework to the case of the 
Åland Islands demonstrates that the actors’ perceptions about the implemented Internet 
voting system are at least as important for the success or failure of the Internet voting 
system as the technology per se. The collected data show that the perception of being a 
single responsible authority and the perspective of being held accountable for a failure 
can force election administration to make more risk-averse decisions, such as cancelling 
Internet voting. This means that an Internet voting system is only as good as the election 
administration believes it to be.  

The second subchapter summarizes the findings in relation to the impact of Internet 
voting on the implementing actors. It focuses on the issues of administrative burden, 
shift in roles and responsibilities, and discretion. The collected data do not show that 
Internet voting has managed to significantly decrease the administrative burden of 
election administration after more than 15 years of usage (Section 4.2.1). To address this, 
the thesis proposes Tool 1 and Tool 2. Tool 1 facilitates the identification of the effects 
of Internet voting on the implementing actors: in particular, which of them get 
overburdened due to the introduction of Internet voting. Tool 2 allows for the 
identification of all tasks and activities performed by each election administrator, thus 
acknowledging the existing administrative burden. 
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As per the shifts in actors’ roles and responsibilities, this thesis finds a dichotomy in 
the delivery of digitalized and non-digitalized voting channels: Internet voting is generally 
managed and financed centrally, while paper-based voting channels are mostly delivered 
and budgeted by local election administration (Section 4.2.2). Therefore, the 
introduction of Internet voting leads to the transfer of roles and responsibility of the local 
election administrators to other actors: Internet voters do not interact with the SLBs of 
elections, but at best with the IT departments of election administration, or even with a 
helpline provided by private vendors. While taking away some of the SLBs’ 
responsibilities, Internet voting also imposes new ones: this thesis finds evidence that 
even in centralized election administration with a top-down approach to Internet  
voting implementation, the local election administration plays a substantial role in  
the management of Internet voting and its integration with existing voting channels.  
In extreme cases, as the result of delegation, the election administration neither owns 
nor rents nor understands the Internet voting system it uses. Still, due to a lack of 
capacity and resources, election administrators might favour such an approach to 
Internet voting implementation. 

As per the discretion, the evidence does not support the theoretical expectations that 
Internet voting significantly decreases the discretion of election administrators. Internet 
voting provides voters with an experience of voting that does not involve human agency 
(Section 4.2.3). However, this thesis demonstrates that SLBs maintain discretion towards 
Internet voters: in the case of Estonia, they decide on which Internet votes are reported 
for cancelation in the process of paper and Internet vote consolidation. Furthermore,  
the exercise of discretion by SLBs in regards to Internet voting is not monitored, because 
it occurs in moments in which observes and voters are not present.  
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5 Conclusion 
This thesis poses two research questions: 1) how election administrators and other 
actors implement Internet voting and 2) how the choices made during the 
implementation of Internet voting affect election administration. To answer these 
questions, the thesis applies a public administration perspective to the study of elections 
instead of a more common political science perspective. Thus, the thesis contributes to 
developing a relatively new and under-studied domain of public administration––
election administration (James, 2012). In addition, the thesis applies theories from 
accounting, business studies and engineering to study the usage of Internet voting by 
election administrators, thus providing the interdisciplinarity of this research.  

The findings of this thesis build on: 1) the perceptions of election administrators,  
2) the results of observations of electoral processes, 3) before-after analysis, and  
4) quantitative calculations. Some of the methods for evidence collection were 
developed and first attempted in the articles comprising the thesis. Those methods 
include: 

• the first known application of TDABC to the field of elections, which 
facilitated the calculation of the administrative costs of running elections for 
each voting channel (this has not been possible for the variety of costing 
techniques applied to elections before);  
• the first known observation of the electoral processes organized based 

on the logic of TDABC with a focus on resources spent on individual activities; 
• the application of a design science research strategy to the field of 

Election Administration, in line with which a particular problem in election 
administration was identified and a solution was designed, developed, 
demonstrated and evaluated; 
• the application of the business process reengineering framework to the 

field of Election Administration, allowing to check if the introduction of digital 
technology resulted in a redesign of electoral processes.  

To answer the first research question, the thesis considers the elements of Internet 
voting that constitute it as a complex socio-technological system: the aspects of the 
electoral process that Internet voting digitalizes, the context of implementation,  
the implementing actors and the timeframe of implementation. The answer to the first 
research question starts with defining what Internet voting is. Given the confusion over 
the term, this thesis presents a minimal definition of Internet voting as a voting method 
by which a voter is identified over the Internet and a ballot is cast over the Internet and 
counted electronically. This definition brings into focus the administrative perspective, 
rather than a purely technological one: the definition emphasizes which parts of the 
electoral process get digitalized with the help of Internet voting. Thus, the thesis further 
develops attempts to clarify the concept of Internet voting for the discipline of public 
administration (Krimmer, 2012).  

Furthermore, this thesis links the concept of Internet voting to a concept of a higher 
order––electronic voting––and provides a new approach for classifying electronic voting 
modalities, where electronic casting and electronic counting are considered in 
association (I-VI). Thus, the thesis contributes to the scholarship on definitions of 
Internet and electronic voting (Gibson, 2001; Goodman & Spicer, 2019; Reiners, 2017), 
stage and maturity models of election automation (Mugica, 2015) and a broader public 
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administration discussion on what to digitalize first and how to vertically and horizontally 
integrate the digitalization of the back office and front office of public service delivery 
(Andersen & Henriksen, 2006; Westholm, 2005). This thesis emphasizes the importance 
of the back-office effects of digital technology in public administration, highlighting the 
interplay between using highly sophisticated digital technology in the front office and 
manual activities in the back office of public service delivery (Stewart III, 2011). 

The next element this thesis considers is the context of implementation. It highlights 
the mismatch of different contexts and how this affects implementation, in particular, 
causing communication and coordination problems (I-VI) and even a failure of Internet 
voting delivery (IV). In addition, the thesis zooms in on some particular contexts of 
Internet voting implementation: during the pandemic (V) and in a non-democratic 
environment (VI). It demonstrates how the implementation of Internet voting in a 
pandemic environment negatively affects the timeframe of implementation, significantly 
increasing the risk of failure, while the implementation of Internet voting in a  
non-democratic environment increases the risks for electoral integrity. Finally, this thesis 
argues that the context of implementation defines the expected outcomes: it presents 
varying context-specific reasons for introducing Internet voting which have not been 
previously identified in the literature, such as the nudge for using the existing digital 
infrastructure, the creation of a digital narrative, or the promotion of self-governance. 
These findings contribute to the research on the contextual aspects of digitalization in 
the public sector (Åström et al., 2012; Carter & Bélanger, 2012; Cheeseman et al., 2018; 
Heeks, 2005; James & Alihodzic, 2020). 

In regard to the findings on implementing actors, it is the first study of election 
administration to consider such a wide variety of actors and collect perspectives from 
each actor type. This was possible by applying the following approaches: 1) shadowing 
election administrators through the electoral process, 2) working with secondary data such 
as procurement contracts, inter-organizational cooperation agreements, practitioners’ 
reports, and internal documentation of state agencies, and 3) interviewing all identified 
actors. Informed by the collected data, the thesis proposes a new bottom-up approach 
for identifying and classifying the actors implementing digital technology in elections, 
further developing the categorization proposed in Krimmer (2012).  

Moreover, this thesis applies the street-level bureaucracy theory to the field of 
election administration. The thesis establishes the high level of discretion of poll workers 
and the acute principal-agent problem present in the process of digital technology 
implementation in the considered cases. Through this, the thesis contributes to 
scholarship on street-level bureaucracy (Atkeson et al., 2014; Clark, 2017; Hall et al., 
2009; James, 2014b; Kimball & Kropf, 2006) and principal-agent theory (Alvarez & Hall, 
2006). In addition, this thesis pays close attention to the roles of private actors and 
emphasizes the critical role that state actors who were previously not involved in election 
delivery can play (I, III IV). These findings contribute to the scholarship on the role of 
private actors in public service delivery (Bieri & Wenger, 2018; Dunleavy et al., 2006; 
Kooiman, 1993; Thomann et al., 2018; Ya Ni & Bretschneider, 2007) and the tendency to 
contract out (Lember, 2006).  

Considering the timeframe of the implementation process, this thesis demonstrates 
that the established deadlines for decision-making22 might not suffice for the 
implementation of a highly sophisticated digital technology such as Internet voting (IV). 

                                                                 
22 12 months, as recommended by the Venice Commission (Venice Commission, 2002). 
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It also emphasizes how disagreement between the implementing actors or just the sheer 
number of them can impact the timeline by postponing implementation: the involvement 
of each additional implementing actor increases the chances for not fitting in the set 
timeline (I, III, VI). Time is also at the core of Tool 2, which proposes a new methodology 
for calculating the cost of elections (III), and Tool 1, which proposes a solution for 
translating electoral laws into instructions for poll workers (II). Finally, the question of 
reasonable timelines is particularly important for the current global changes in the 
conduct of elections due to the pandemic (V). Pandemics demand quick changes, while 
such digital technology as Internet voting could not be introduced rapidly. These findings 
contribute to the scholarship on the difficulties with implementing digital technology on 
time in public administration due to “considerable transaction costs” (Lember et al., 
2018, p. 20) and the schedule overrun that is typical for IT projects (Flyvbjerg & Budzier, 
2013). 

The second research question on the impact of Internet voting implementation on 
election administration cannot be answered without considering the changes that 
Internet voting brings to the conduct of elections, be they benefits or drawbacks. Election 
administrators might expect that Internet voting will bring them no benefits and may 
prioritise citizen-centred benefits, such as an increase in voter convenience and 
accessibility (Goodman & Spicer, 2019). However, this thesis shows that it is important 
for both citizens and election administrators to make sure that Internet voting brings 
benefits for election administrators too (I-VI).  

In the case studies, even when election administrators perceived the usage of Internet 
voting to be beneficial, they lacked evidence to support this claim (I). On the contrary, 
the evidence demonstrates, the choices made during the implementation process 
resulted in the following outcomes. For the electoral process, Internet voting increased 
complexity, costs of election delivery and the probability of failure, while not increasing 
accuracy and efficiency in the expected ways (I, III, IV). The introduction of Internet 
voting also does not necessarily result in greater automation of the overall electoral 
process: Internet voting does not seem to have a spill-over effect on automating the 
surrounding manual processes (I, II). That being said, Internet voting can still increase 
accuracy, efficiency and the level of automation of the electoral process, but in less direct 
ways than were expected: through, for example, process reengineering (I, II).  

For the implementing actors, Internet voting increased the administrative burden and 
discretion (I, III, IV). When digital technology does not include significant benefits for the 
implementing actors, but, to the contrary, increases their administrative burden and the 
overall complexity of elections, it also results in the increased possibility for human error 
and maladministration (due to the overwork, time and task pressures) (I, II). This, in turn, 
can result in lower accuracy of election delivery, and thus, lower electoral integrity and 
lower trust in election administrators and elections. These findings contribute to the 
broader discussion on the drawbacks and benefits of digitalization in public sector and 
on whether the usage of digital technology furthers the aims of efficiency, accuracy and 
a reduced administrative burden for public officials (Moynihan & Lavertu, 2012; Mozaffar 
& Schedler, 2002; Norris, 2004; Rose et al., 2015).  

Given the importance of the costs of digital technology for public administration, this 
thesis establishes the costs of Internet voting in comparison to other available voting 
channels (III). Thus, this thesis answers the call by both practitioners and academics 
(Ernst & Ernst, 1979; López-Pintor, 2000; Xenakis & Macintosh, 2006) and, in particular, 
addresses the question “How high are really the costs?” of Internet voting implementation 
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(Drechsler, 2003). This thesis establishes that among the variety of voting channels, 
Internet voting is indeed the most cost-efficient voting channel when it reaches a high 
number of users (III). However, a high number of users can also boost the costs.  
A comparison of the costs of Internet voting over time in the same context shows cost 
growth. The interviewed actors attributed this cost growth to the expenses caused by 
increasing security risks due to the higher number of users.  

In addition, the evidence does not support the theoretical expectations of why 
Internet voting could be the most cost-efficient option: it is not due to the lower printing 
and staffing costs. Savings from printing less ballots are negligible, especially in 
comparison to the costs of digital technology. As for the staffing costs, labour constitutes 
the largest cost pool even for Internet voting, despite the reduced number of manual 
activities in comparison with paper-based voting. Finally, whenever Internet voting is 
implemented as an additional voting channel,23 its costs are added on top of the existing 
costs of running elections. Therefore, Internet voting can decrease the total costs of 
elections only due to savings from other voting channels. Furthermore, the savings from 
other voting channels should be enough to compensate for the costs of Internet  
voting (I). This imposes pressure on election administrators and, in particular, on those 
implementing paper-based voting channels. To achieve savings, election administration 
needs to reengineer the whole delivery of election, which has not been evident in the 
countries of research (I, IV). This thesis offers directions for how to achieve this and 
guarantee higher efficiency through the implementation of Internet voting (I).  

The findings of this thesis highlight the paradoxical relationship between automation 
and discretion: Internet voting does not necessarily take away discretion from human 
agents (in this case, from election administrators). On the contrary, in the case study, 
Internet voting even increased the discretion of local election administrators (I).  
That happened because the delivery of Internet voting was accompanied by manual 
activities needed for the integration of Internet voting into the existing electoral process 
(I, IV). In other words, the delivery of Internet voting is far from being seamless (I-VI). 
This could contribute to the debate on the seamlessness of a digital state started by 
Drechsler (2020). Furthermore, this finding provides evidence for the debate on whether 
the usage of digital technology and greater automation in general will decrease the 
discretion of front-line public servants (Atkeson et al., 2014; Clark, 2017; Hall et al., 2009; 
James, 2014b; Jansson & Erlingsson, 2014; Kimball & Kropf, 2006). 

The findings in regard to the changing roles of election administrators show that they 
can favour the outsourcing of election delivery up to the point when private actors run 
elections while election administrators neither own nor rent digital technology (IV). 
Contrary to expectations, this change in roles is not only due to the involvement of 
private actors. The evidence shows that election administrators in different contexts 
willingly delegate some responsibilities to public actors due to their own lack of capacity 
(I-IV, VI). This mode of behaviour recalls the bureau-shaping model, in which 
responsibilities and resource-intensive tasks are delegated to other actors. These 
findings contribute to the broader public administration discussion on the tendency to 
contract out (Lember, 2006). 
                                                                 
23 To fulfil international standards; in particular, the standard of universal suffrage. The Council of 
Europe Recommendations CM/Rec(2017)51 of the Committee of Ministers to member States on 
standards for e-voting reads: “Unless channels of remote e-voting are universally accessible, they 
shall be only an additional and optional means of voting” (Recommendation CM/Rec(2017)51 of 
the Committee of Ministers to Member States on Standards for e-Voting, 2017). 
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As for the most adverse of the possible impact of Internet voting on election 
administration––the probability of failure of election delivery––this thesis develops and 
trials a new conceptual model named the “Mirabilis of Internet voting system failure”. 
This model builds on the adapted conceptual model of the electronic voting mirabilis 
(Krimmer, 2012) and the information system failure framework (Toots, 2019), thus 
enriching both fields of research. The main advantage of this model is that it helps to 
identify organizational issues in the process of Internet voting implementation, which 
can cause a failure of election delivery. Knowing the potential points of concern can help 
to avoid a failure.  

As for its practical implications, first, the thesis introduces Tool 1 for translating the 
complexity of electoral law into clear graphical instructions for poll workers. In particular, 
it provides a way to distil the dozens of articles of electoral law that are affected by the 
introduction of Internet voting into one model (II). This Tool can be applied to other 
domains of public administration that are experiencing digitalization. Second, the thesis 
offers Tool 2, which is a working methodology for calculating administrative costs for 
different voting channels with the opportunity for inter-channel comparison (III).  
This tool can have a broader application for comparing the costs of any digitalized public 
service with its analog version. Third, the thesis provides practical recommendations on 
the sequence of digitalization of election administration and highlights the consequences 
of introducing Internet voting first while keeping the surrounding electoral processes 
manual (I, IV). Furthermore, the thesis defines the points for optimization that facilitate 
the derivation of more efficiencies from a digitalized electoral process in a not-fully 
digitalized election administration (I). These findings shed light on the wider discussion 
of what to digitalize first and how to vertically and horizontally integrate the digitalization 
of the back office and front office of public service delivery (Andersen & Henriksen, 2006; 
Westholm, 2005). 

The author of this thesis sees the areas for the further research as follows. First, one 
might consider performing further steps for the before-after analysis of the impact of the 
introduction of Internet voting on human error, costs, and the administrative burden of 
election administration. In particular, the thesis can be followed by a survey of poll 
workers on the question of expected organizational improvements in the electoral 
processes due to the introduction of Internet voting. Second, one might conduct 
experiments in which poll workers will be provided with a proposed graphical solution 
(Tool 1) in addition to other instructions. A follow-up survey could assess the  
advantages and disadvantages of the process models, their user-friendliness, and their 
comprehensibility. A further step would be to calculate the costs of producing such 
models as a reference to their perceived usefulness. Third, one might test the proposed 
cost methodology (Tool 2) in a different electoral context to check whether Internet 
voting remains the most cost-efficient voting channel. Fourth, the proposed cost 
methodology (Tool 2) could be further developed to cover the whole electoral cycle,  
re-orienting the purpose of cost calculation from inter-channel comparison to the total 
costs of an election.    
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Abstract 
The Impact of Internet Voting on Election Administration: 
Directing Implementation Towards a Blessing or a Curse 
Internet voting has pride of place among digitalization projects in the public sector. It is 
frequently portrayed as an exemplary digitalization project, a proof of development and 
a demonstration of modernity. For these reasons, Internet voting implementation is 
surrounded by high expectations of its positive impact on all involved actors. While the 
impact of Internet voting on voters is relatively well studied (with the research on voter 
turnout, voter convenience and the change in voters’ political preferences), the impact 
of Internet voting on the implementing actors lacks empirical research. The previous 
research only indicates that Internet voting may result in greater accuracy and efficiency 
of the electoral process by decreasing complexity and reducing the administrative 
burden of election administration, without providing empirical evidence to support these 
expectations.  

The absence of focus on election administration leads to a situation in which a difficult 
task of Internet voting implementation is taken for granted: election administration is 
expected to deliver Internet voting in such way that guarantees positive outcomes.  
In line with this, the research on Internet voting focuses on the technological angle but 
not on the organizational and administrative ones. Furthermore, the small number of 
countries that have implemented Internet voting makes empirical evidence scarce.  

Still, Internet voting implementation at times leads to big failures, that are not 
necessarily rooted in technology. These failures disenfranchise groups of voters and  
challenge the integrity and the legitimacy of the electoral process. Therefore, it may be 
beneficial for future trials to know how to assess whether Internet voting 
implementation results in benefits to election administration. Thus, this thesis aims to 
reveal how Internet voting can be implemented to direct the impact of Internet voting 
towards a blessing for election administration rather than a curse. Therefore, the thesis 
poses two research questions:  

 
1.  How do election administrators and other actors implement Internet voting? 
2. How do the choices made during the implementation of Internet voting affect 

election administration? 
 

Based on six peer-reviewed research publications, this thesis provides answers to these 
research questions. The theoretical foundation of this thesis builds on public 
administration theories, such as principal-agent theory and street-level bureaucracy 
theory, complemented with theories from accounting, business studies and engineering, 
thus providing for the interdisciplinarity of this research. Methodologically, these articles 
represent different research designs, ranging from the case study to design science to 
scenario research design. Among the methods of data collection, the articles utilize 
stakeholder interviews, on-site observations, document analysis and desk research. 
Among the methods of data analysis, the articles focus on process modelling,  
Activity-Based Costing, legal analysis, and software-supported qualitative and 
quantitative text analysis. The data collection for most of the papers also involved 
fieldwork. This thesis examines cases of Internet voting implementation at different 
maturity levels in different contexts, including amid the pandemic and in a non-democratic 
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environment. All of this allowed the collection of rich evidence supporting or rejecting 
the established theories on the impact of digital technology on election administration.   

The findings of this thesis establish that the impact direction of Internet voting on 
election administration depends on particularities of implementation: the way Internet 
voting is implemented will define whether it leads to greater accuracy and accountability, 
a lower administrative burden and the probability of failure, or vice versa.  

This thesis disentangles what Internet voting means in organizational terms and,  
in particular, which different forms the implementation of Internet voting can take.  
It showcases how Internet voting can combine highly sophisticated technology in the 
front end and manual activities in the back end. Informed by the evidence, this thesis 
provides practical recommendations on the sequence of digitalization of election 
administration, highlighting the consequences of first introducing Internet voting while 
keeping the surrounding electoral processes manual.  

In respect to the implementing actors, increasingly, Internet voting is not delivered by 
an election administration. However, new actors come from both private and public 
sectors, in contrast to the expected proliferation of private actors. In all considered cases, 
the electoral authorities voluntarily delegated some of their election-related 
responsibilities to other actors due to the lack of capacity to perform those tasks 
themselves. 

The collected evidence demonstrates that in these cases, choices made during the 
implementation process resulted in increased complexity, costs of election delivery and 
the probability of failure, while not increasing accuracy and efficiency in the expected 
ways. Internet voting also did not have a spill-over effect on automating the surrounding 
manual processes. That being said, Internet voting can still increase accuracy, efficiency 
and the level of automation of the electoral process, but in less direct ways than 
expected. For the implementing actors, Internet voting increased the administrative 
burden and discretion of front-line public servants, thus increasing the possibility for 
human error and maladministration.  

In addition to the empirical evidence and theoretical contributions, this thesis 
introduces two tools which may be of particular importance for practitioners. Tool 1 
helps in translating the complexity of electoral law into clear graphical instructions for 
poll workers: in particular, it shows how the dozens of articles of electoral law that are 
affected by the introduction of Internet voting can be distilled into one model. This tool 
can be applied to other domains of public administration that are experiencing 
digitalization. Tool 2 is a working methodology for calculating the administrative costs of 
different voting channels, with the opportunity for inter-channel comparison. This tool 
may have a broader application for comparing the costs of any digitalized public service 
with its analog version.  
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Lühikokkuvõte 
E-hääletamise mõju valimiste korraldajatele: korralduse 
õnnestumise või läbikukkumise suunas juhtimine 
E-hääletamine on avaliku sektori digitaliseerimisprojektide seas aukohal. Seda 
esitletakse sageli kui eesrindlikku digitaliseerimisprojekti, mis on arengu ja 
tänapäevasuse tõendiks. Seetõttu kaasneb e-hääletamisega suur ootus, et sellel on 
kõigile asjaosalistele positiivne mõju. E-hääletamise mõju valijatele on üsna palju uuritud 
(uuringud valimisaktiivsuse, valijate mugavuse ja valijate poliitiliste eelistuste muutumise 
kohta), aga e-hääletamise mõju kohta selle korraldajatele ei ole piisavalt empiirilisi 
uuringuid. Varasemad uuringud viitavad lihtsalt sellele, et e-hääletamine võib 
võimaldada valimisprotsessi suuremat täpsust ja tõhusust, vähendades keerukust ja 
valimiste haldamise koormust, kuid ei esita nende väidete toetuseks empiirilisi tõendeid. 

Kuna valimiste korraldamisele ei keskenduta, siis peetakse keerukat e-hääletamise 
korraldamist enesestmõistetavalt lihtsaks: eeldatakse, et valimiste korraldajad viivad  
e-hääletamise läbi nii, et selle õnnestumine on tagatud. Sellega seoses keskenduvad  
e-hääletamise uuringud tehnoloogiale, kuid mitte korralduslikele ja halduslikele 
aspektidele. Lisaks on empiirilist tõendusmaterjali vähe ka seetõttu, et e-hääletamist 
korraldanud riike on vähe.  

Kuid mõnikord põhjustab e-hääletamise korraldus suuri probleeme, mis ei pruugi olla 
tehnoloogiast põhjustatud. Need probleemid jätavad valijarühmad ilma oma õigustest 
ning seavad kahtluse alla valimisprotsessi aususe ja legitiimsuse. Seega võib tuleviku 
tarbeks olla kasulik teada, kuidas hinnata, kas e-hääletamise korraldamine toob kasu ka 
valimiste korraldajatele. Seetõttu on selle töö eesmärk selgitada välja, kuidas saab  
e-hääletamist korraldada nii, et sellel oleks ka korraldajatele positiivne mõju. Töös 
püstitatakse kaks uurimisküsimust.  

 
1.    Kuidas valimiste korraldajad ja teised osalise e-hääletamist ellu viivad? 
2. Kuidas e-hääletamise korraldamisel tehtud valikud valimiste korraldajaid 

mõjutavad? 
 
Töös vastatakse nendele uurimisküsimustele kuue eelretsenseeritud teaduspublikatsiooni 
põhjal. Selle töö teooria tugineb avaliku halduse teooriatele, nagu printsipaali-agendi 
teooria ja esmatasandi bürokraatia teooria, mida on täiendatud raamatupidamise, 
äriuuringute ja inseneriteaduse teooriatega, tagades seeläbi uurimistöö 
interdistsiplinaarsuse. Uurimismeetodite poolest kajastavad valitud artiklid erinevaid 
uurimiskavasid alates juhtumiuuringust kuni disainiteaduse ja stsenaariumite 
uurimiskavani. Andmete kogumise meetoditest on artiklites kasutatud intervjuusid 
sidusrühmadega, kohapealseid vaatlusi, dokumendianalüüsi ja olemasoleva teabe 
analüüsi. Andmeanalüüsi meetoditest keskenduvad artiklid protsesside 
modelleerimisele, tegevuspõhisele kuluarvestusele, õiguslikule analüüsile ning 
tarkvarapõhisele kvalitatiivsele ja kvantitatiivsele tekstianalüüsile. Enamiku artiklite 
puhul kaasnes andmete kogumisega ka välitöö. Selles töös uuritakse e-hääletamise 
korraldamise juhtumeid erinevate arengutasemete puhul erinevates kontekstides, 
sealhulgas pandeemia ajal ja mittedemokraatlikus keskkonnas. See võimaldas koguda 
põhjalikke tõendeid, mis toetavad või lükkavad ümber väljakujunenud teooriaid 
digitehnoloogia mõju kohta valimiste korraldamisele.   
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Töö tulemused näitavad, et e-hääletamise mõju valimiste korraldajatele sõltub 
korraldamise eripäradest: see, kuidas e-hääletamist korraldatakse, määrab, kas see toob 
kaasa rohkem täpsust ja vastutust, väiksema halduskoormuse ja läbikukkumise 
tõenäosuse või vastupidi.  

Töös uuritakse, mis e-hääletamisega korralduslikus mõttes kaasneb ja eelkõige seda, 
millistel erinevatel viisidel võib e-hääletamist korraldada. Selles uurimistöös näidatakse, 
kuidas e-hääletamise puhul võidakse valijate poolses otsas kasutada väga 
kõrgetasemelist tehnoloogiat ja samal ajal korralduslikus otsas käsitööd. 
Uurimistulemustest lähtudes esitatakse töös praktilisi soovitusi valimiste korraldamise 
digitaliseerimise järjekorra kohta, tuues välja tagajärjed, mis kaasnevad sellega, kui 
kõigepealt võetakse kasutusele e-hääletamine, kuid hoitakse seotud valmisprotsessid 
käsitsi hallatavad.  

Mis puutub korraldajatesse, siis üha enam ei tegele e-hääletamise korraldamisega 
valimiste korraldajad ise. Uued osalised tulevad nii era- kui avalikust sektorist, mitte 
ainult erasektorist, nagu võiks arvata. Kõigil uuritud juhtudel delegeerisid 
valimisasutused vabatahtlikult osa oma valimistega seotud ülesannetest teistele 
osalejatele, kuna neil endil polnud võimekust neid ülesandeid täita. 

Kogutud tõendid näitavad, et nendel juhtudel tõid valimisprotsessi käigus tehtud 
valikud kaasa suurema keerukuse, valimiste korraldamise kulude ja ebaõnnestumise 
tõenäosuse suurenemise, kuid ei parandanud oodatud moel täpsust ega tõhusust. 
Samuti ei avaldanud e-hääletamine mõju seotud manuaalsete protsesside 
automatiseerimisele. Sellest hoolimata võib e-hääletamine siiski suurendada 
valimisprotsessi täpsust, tõhusust ja automatiseerituse taset, kuid vähem otsestel viisidel 
kui oodatud. E-hääletamine suurendas korraldajate halduskoormust ja valijatele 
lähimate riigiametnike otsustusõigust, suurendades seega inimlike vigade ja 
haldusomavoli võimalust. 

Lisaks empiirilistele tõenditele ja teooriasse panustamisele tutvustatakse selles töös 
kahte vahendit, mis võivad korraldajatele eriti kasulikud olla. Esimene vahend aitab 
tõlkida keerukat valimisseadust valimistöötajate jaoks kergelt arusaadavateks 
graafiliseks juhiseks: eelkõige näitab see, kuidas e-hääletamise kasutuselevõtust 
mõjutatud kümneid valimisseaduse artikleid saab koondada ühte mudelisse. Seda 
vahendit saab kasutada ka muudes avaliku halduse valdkondades, kus toimub 
digitaliseerimine. Teine vahend on töömeetod erinevate hääletuskanalite halduskulude 
arvutamiseks, mis võimaldab kanalite võrdlemist. Seda vahendit saab laialdasemalt 
kasutada mis tahes digitaliseeritud avaliku teenuse kulude võrdlemiseks selle 
analoogversiooniga. 
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���	��0mnd̂_opqr]s_tfud]bè 1̂.R.Sg.v"$w"!0�),��k%�0Q	(���)%���H�������L��)�0 !!"0l���x	��)�3��
�y���(�
�J+������N��	��J�4�)	�	(�)����
�����	��0mzdpd̂̀ d{zdf|e}t̂tfz̀~�tc_t~1.g"""w$""w.0��	g"!0"w wh
�0 !!i0w.0"0 10����
��%x�������%����40T��,�)%�0Q	(���)�),��k%�������*0V�))0 !".0l����
�
J�N���+����	�(��	���*O�)�	�	��4�))/����'	
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�J3��,��	��(�0m�̂tor_dez̀~ud]bè "̂.R"Sg1 $1i0��	g"!0"!�vh�)K0 !".0! i!0U����%U��30%���H0Q	)��0 !"w0l��������	�	�
������)	�	�
�J4�))����
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n �C�
NoBpNCH�����	qrr������rAK�AAKMrKLCKNoHKBAKoKCoAB���������
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n��H�
HALpHNo�����	qrr������rAK�AAssrAKssMKKNKoHMNBCBD����
S�Q�
R	���
F�
!����
0�
,������
R�0�
!��	�
��
O�������
��
®!�����"
��S��HKAs��3�����������������	�� ��	��� �� �	����� ��	������� �������	��������������	���������	�̄al_]b\�Z\�̂
n�¬�L�
HAoHpHAoM�����	qrr������rAK�AKKHr�����HCBoND������
��
u0��"�	
E����HKAC��>�����������	��������qQ�������������������������������e	�.���

HN >��>JRR�>�3QE�



�������������	
�������������������������������� �!�"#������!$%#�&'(���)*�+��(,-,�*�./��*�0,�1�2��34�--*��+�5�6!  '7�2,�-89�����,����������:�;:��������������<:�����=�>?6%7�&"#@&%A������������������ �� �'�B� %# #&A ' '� !$(��9*��C��D*����B�/��E*�����*��F�D��3G*���D�G�H�6�##A7�G�*�1�-*1*��,�����I0����*�����J*���*.*����**�������������KL���M�N���O�K��N������P=��N=�QR6�7�� #@�%%������������������ �� $ � '%!�!!!��##A���A�$ '!(��,�*),�,��5��3S,���T�6�##'7�G�*��-*�I��I��1,�����*J���-��8��0����*�����J*���*.*����**�����O��������������������K:��<�����
���N�=�U?6!@"7�#�@� %�V,�,�,�4��3B1����W�4�6! �%7�X���,9*���,8���-,8�H,����,�*,���,��8�*�����*�����*����J����I*-*J�������D,�,��
����������<��=�YZ�A�@&%������������������ �� �&�[�*-*J������! �%� &� ��V,��*-�4��3(�00�E������V�6!  A7�\�J,�����-�J,�����-�J,�����+�*J��J��-,J*1*��,����*J�����I9��������������K:�����=�Z]6!7�A& @A'"������������������ ������[��%&$.!A $�!  A�  "!#�̂D,1*��G�B��3D*�9�*��G�6! �'7�G�*J����I*-*J������G�**_*J���I��0-�J�*J���,���*���8��*-*J���,-���*����8,��9��*�*��,�*1*���:�̀��L���P��<L���M�N����Y]6'7�%&�@%&$������������������ �� $ � #A% #&!�! �'��"A�$"%D��������/��3+,���*�H�6!  $7�V�a1�J���*�,9��*J���bc�J�10*�J8,����*�1�,J��IJ,1�,�����*�����,�2��-����*�*�,-*-*J��������������K
������=d:�̀��ef�������<:�����=�Qg6!7��!#@�A!������������������ �� $ ��'%A'!$ $ �#$'$&$E,�-,��/�B��35��*�����B�/�6!  '7�G�1*.���9*�,J��9��8.0,�*�J�������5��1�-*�,��1��*��a*�I�-�,��������*����h���i��j��<k�=���==�l���:��==k��m=�gR�!&&������������������ �� $ � #&"$�$ ' �$�%�'�E*�������S��3T,-�*���*�1�V�6!  %7�
�������j����M��<<�N���P�S*aX��)�+,-��,9*.4,J4�--,������������������� �� A'�#'$ !" A!"A"�E��11*��/�6! �!7�nl��j��������K�;j����MoplPj����M��l����MP�=�=�<��<l�q���r��=<�N���P�G,--����GsG+�*���E��11*��/��G��*������B��3 C�-),1*��4�6!  '7�G�*�*9*-��1*���I�*1��**.9�����,�������*a��-��5�*9�*a �I��,��,�����*J������c�5�5-),��,��34�C�-),1*�62���7�
;t����M��<�<�����P6����@�A7�T�J��1�B�����*������������������� ��  '�#'$.".A% .''%#".$u�E��11*��/��3C�-),1*��4�6!  &7�è=��j��Mnl����=��t����v=w���PN��Po
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sL
mz
{M\̂X
mnmn
VXW
|\WRSrWLV
UZ
PQRRSM
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qŴUxW
SLRVSVQVSULMNS~Wry



������������	
�������
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[bookmark: _Toc79442364]This thesis deals with the usage of digital technology in elections for the benefit of election administration. It focuses on a particular digital technology, Internet voting, and on two aspects of its usage: how election administrators implement Internet voting and how implementation of Internet voting affects election administration. These two issues are interlinked, as the way Internet voting is implemented leads to particular consequences for election administration. This thesis traces the outcomes of choices made during the implementation process. In this way, this thesis approaches elections and Internet voting from a public administration perspective, which is not so common for both research objects. The geographic scope of this thesis includes Estonia, the Åland Islands and Russia.  

Digital technology is at the core of this thesis; however, the focus is on the intersection of digital technology and election administration, not technology per se. Therefore, the starting point of this thesis is the concept of election administration. For the definition of election administration, one can refer to James, who describes it as “the administrative procedure used for casting ballots and compiling the electoral register” (James, 2012, p. 3). According to Hall, election administration is about rules, procedures and their implementation. (Hall, 2017). Other scholars add elements to the definition of election administration, saying that people, processes and technology should be considered together (Alvarez et al., 2021; Montjoy, 2008a). Only in this way can elections be studied holistically (Mozaffar & Schedler, 2002). This brings into focus the people running elections, commonly known as election administrators,[footnoteRef:1] who “control and manage the election process” (Alvarez & Hall, 2006, p. 492), including the usage of technology. Whenever this thesis needs to emphasize the human agency, it uses the term “election administrator”. In other cases, the term “election administration” is used. [1:  Such terms as election officer, election official, election administration official, polling official, or poll worker frequently substitute this term (see Alvarez & Hall, 2006; James, 2012)] 


Election administration, a key concept in this thesis, is a largely understudied domain of public administration, especially outside the U.S. (James, 2012). Until recently, research on public administration has rarely focused on elections, as elections were largely seen as a research topic for political science (James, 2013; Montjoy, 2008b). Among other reasons for elections being understudied in the discipline of public administration, scholars name “uncertainty over how the knowledge of public administration might apply” (Ejalonibu, 2019, p. 22). This thesis looks at the usage of digital technology in elections through the prism of the public administration theories and concepts and demonstrates how they may apply to the broader study of elections. 

Even though digital technology is less widespread in election administration in comparison to other fields of public administration (Damschroder, 2013), currently, hardly any elections are conducted without digital technology (Haque & Carroll, 2020; Krimmer, 2012). This has inspired researchers to refer to “the era of cyber elections” (Garnett & James, 2020, p. 5), “e-electoral administration” and the “e-electoral process” (Xenakis & Macintosh, 2005a, p. 191), in which new ways of campaigning, election information exchange and conduct of elections are flourishing. Thus, “the evolving role of technology” becomes one of the current challenges of election administration (Hale et al., 2015, p. 143). In the context of the COVID-19 pandemic, the demand for digital technology in elections has grown even more (Krimmer & Duenas-Cid, 2020). Therefore, the rich data on the usage of digital technology in election administration can provide new evidence supporting or rejecting established theories on the usage of digital technology in public administration.  

The second key concept of this thesis is technology. “Technology” is a broad term: 
a pen or pencil can be considered technology (Bertrand et al. 2007, as cited in James 2012). The wide choice of digital technologies in combination with limited resources and windows of opportunity force decision makers to face “the chicken or egg problem” of digitalization of public service delivery: they confront the difficult decision of what to digitalize first. 

There are generally two venues for digital technology in public administration: 
the back office and the front office of public service delivery. In the back office, the usage of digital technology for supporting administrative processes is conceptualized. In the front office, the usage of digital technology in interactions with citizens receiving a 
public service is understood. The front office and back office are closely interrelated: 
a non-digitalized back office can negatively affect the efficiency of front-office digitalization, and vice versa. 

When we apply these phenomena to the field of election administration, we see that the process of voting in elections largely continues to be performed in a conservative way: in many contexts, voters cast their ballots in the same way as they have for decades.[footnoteRef:2] Currently, most digital technologies are introduced to the back office of elections to support the administrative activities of the electoral process, like registering voters and candidates or reporting on party finances (ICTs in Elections Database | International IDEA, n.d.). Ballot casting, to the contrary, mostly occurs without the involvement of digital technology. This thesis focuses on the latter––Internet voting 
as a digital technology innovating the process of ballot casting and, thus, predominantly the front office of election delivery. The first research question that this thesis addresses focuses on the implementation process of Internet voting in election administration and is formulated as follows: [2:  For instance, many countries have a fixed day of the week devoted for elections: in the UK, elections can only be held on Thursdays, while in other countries, they occur strictly on Sundays. Another example comes from Belgium, where voters vote with a red pencil.  ] 




RQ 1: How do election administrators and other actors implement Internet voting?



To answer this question, one needs to start with defining Internet voting and establishing which parts of the electoral process Internet voting digitalizes in terms of the front and back office of public service delivery (Section 3.1). In a broader sense, this part of the thesis contributes to the scholarship on approaches to digitalization of public service delivery. 

Next, the thesis moves to the specifics of the digitalization of election administration. First, unlike other electronic services (e-service), Internet voting has a clear day by which it must be delivered––election day. This can play a critical role in implementation, 
as schedule overrun is typical for Information Technology (IT) projects (Flyvbjerg & Budzier, 2013). Frequently, the election day is established by law and may be postponed only under very specific conditions, which do not include a schedule overrun of IT delivery. Second, the consequences of an IT failure  in election administration can be much harsher than in other fields of public administration: it poses “fundamental risks for the government”, given the importance of elections for democracy (Moynihan, 2004, p. 515). Even if Internet voting is only one of the many available voting channels, problems with its implementation can result in voter disenfranchisement (Xenakis & Macintosh, 2005a). Third, elections happen infrequently, which makes the maintenance of Internet voting more costly. Fourth, unlike other e-services, there is a need to control that a voter does not receive a public service delivery for an election in both forms––on paper and via the Internet, simultaneously––if the principle of “one person, one vote” is to be respected. All this emphasises the importance of the context of Internet voting implementation, which is reflected in Section 3.2 of this thesis.  

Internet voting is frequently studied from the technological angle through considering this digital technology as an artefact (Gjøsteen, 2012; Halderman & Teague, 2015; Springall et al., 2014). In that paradigm, the digital technology represents “the most visible element” as “a proxy for unmeasured administrative factors” (Stewart III, 2011, 
p. 356). The difficult task of Internet voting implementation is taken for granted: election administration is considered a “part of the faceless bureaucracy that was expected to deliver the outcomes in a machine-like way” (James, 2020, p. 215). As a result, we know that it is possible to implement such a sophisticated technology as Internet voting “without technical roadblocks” (Drechsler, 2006). However, the organizational angle of Internet voting implementation remains under-researched, despite some notable exceptions: research on the legal aspects of Internet voting (Braun, 2004; Driza Maurer, 2017, 2019; Loncke & Dumortier, 2004), including the constitutionality of Internet voting (Madise & Vinkel, 2014; Solvak & Vassil, 2016); works on actors’ perspectives about Internet voting (Drechsler, 2003; Goodman & Pyman, 2016; Goodman & Spicer, 2019); works on the implementation process (Drechsler & Madise, 2004; Madise & Maaten, 2010; Serdült et al., 2015; Wilks-Heeg, 2009); and works on comparative policy analysis of electronic voting (Mendez, 2010). The organizational angle of Internet voting implementation is important to study as problems in the process of Internet voting implementation can result in the loss of voters’ trust in elections and a lower perception of legitimacy for the government overall. In extreme circumstances, it can even provoke electoral violence (Barkan, 2013).

This thesis considers Internet voting not as an artefact but as a complex socio-technological system. Such systems, according to Leo Marx (1997) are characterised by the blurred boundary between a technology as an artefact and other components of the system. These other components are, in essence, what are necessary to implement a technology: ancillary equipment, organization, technical knowledge, trained workforce and facilitating institutional changes. As for the workforce, scholars call for considering all “main public administration actors” in order not to miss “something important about the ‘big picture’” (Pollitt, 2010, p. 48). This thesis discovers the variety of implementing actors (Section 3.3), both public and private, and through this, it contributes to public administration theories on contracting out (Lember, 2006) and the role of private actors in public service delivery (Bieri & Wenger, 2018; Dunleavy et al., 2006; Thomann et al., 2018; Ya Ni & Bretschneider, 2007). As per institutional changes, this thesis presents its findings in regard to regulations on Internet voting implementation. In particular, 
the thesis focuses on how the regulations affect the implementation timeline (Section 3.4), and thus contributes to a broader discussion on difficulties in implementing digital technology on time in public administration due to “considerable transaction costs” (Lember et al., 2018, p. 20). 





Focusing on the implementation of Internet voting gives rise to a second research question on the impact of Internet voting:

 

RQ 2:  How do the choices made during the Internet voting implementation process affect election administration?



This thesis focuses on the impact of Internet voting on election administration, rather than on voters, in order to address the following research gap: while the impact of Internet voting on voters is relatively well studied (Germann & Serdült, 2017; Goodman & Stokes, 2018; Vassil et al., 2016), the impact of Internet voting on election administration largely remains overlooked (Goodman & Spicer, 2019). The research on the impact of digital technology implementation on election administration is characterised by competing theoretical assumptions and a lack of empirical evidence in support of them. 

For instance, there is a contradiction in estimating the impact of digital technology on the complexity of election delivery (Section 4.1.1). On one hand, even without digital technology, “elections are complex systems” (Montjoy, 2008a, p. 785). On the other hand, the introduction of digital technology and Internet voting, in particular, adds a new layer of complexity, as in most cases, it is introduced as an additional voting channel to complement the conventional voting channels. This supports universal suffrage, as voters who are not tech savvy or who do not trust digital electoral technologies can still cast a ballot in a traditional way. Thus, elections with Internet voting are usually multichannel elections that allow voters to cast ballots in more than one way, while the election administration is tasked with delivering both forms of voting, digital and on paper, and in an integrated way (Alvarez et al., 2021). By default, multichannel elections are more complex, as the election administration needs to deliver at least twice as many voting channels as before and to reconcile votes cast via different voting channels to guarantee that only one vote per voter is counted[footnoteRef:3] (Xenakis & Macintosh, 2004). This issue is present in all domains of public administration, as delivering a public service in a digital-only form might challenge some citizens’ capacity to utilize the service (Safarov, 2021; Schou & Pors, 2019).  [3:  Unless the electoral legislation allows a voter to cast multiple ballots, all of them to be counted. ] 


The increased complexity can be associated with an increased administrative burden for election administration (Section 4.2.1): complexity in election delivery requires additional capacities and resources from the election administration (Catt et al., 2014; Hale & Slaton, 2008; Xenakis & Macintosh, 2004). At the same time, the competing theoretical expectation assumes that the usage of digital technology may positively affect the administrative burden on public administration by decreasing “the amount of tasks for street-level bureaucrats” due to limiting face-to-face interactions (Jansson & Erlingsson, 2014, p. 292). 

The additional administrative burden, in turn, challenges the accuracy of public service delivery (Section 4.1.2): it increases the chances for human error (James, 2014a), in contrast with the expectations that digital technology will increase the accuracy of public service delivery (Norris, 2004). The accuracy of elections is of particular importance: contemporary election administration is very sensitive to “even small errors” (Hall, 2017, p. 475), because “any errors that electoral administrators make are discovered more quickly and loudly” (James, 2014a, p. 149), while the modern media is able to amplify these errors. This places “additional pressures on election administrators” (James, 2014a, p. 156). Thus, an additional administrative burden can decrease the accuracy of elections, while the decreased accuracy of elections can, in turn, place an even greater administrative burden on election administrators.

The next contradiction concerns the relationship between automation and efficiency (Section 4.1.3). Technology eliminates some tasks of public officials (Kourakou & Glassey, 2015), but simultaneously creates new ones (Pollitt, 2011). While digital technology like Internet voting is considered to be the highest form of election automation (Mugica, 2015), there is a lack of empirical evidence on how Internet voting impacts the 
re-engineering of the surrounding processes: does the back-end of election delivery become automated or remain manual due to the introduction of Internet voting? If the latter is true, how does it relate to the requirement of constant process improvement as one of the keys for successful elections (Alvarez et al., 2021)? In other words, following the research of Kostakis (2019) on the modularity of technology, how digital is electoral technology if its implementation is surrounded by manual processes? While technology is expected to save time and bring greater efficiency (Andersen & Henriksen, 2006; Bekkers, 2011; Kaliyamurthie et al., 2013; Krimmer, 2012), this has not been empirically shown, given that Internet voting is mostly introduced in parallel with paper-based voting, which means duplication of the processes and costs (Krimmer et al., 2007). This thesis empirically tests those assumptions. 

Another question on the impact of digital technology is how it affects the discretion of the implementing actors (Section 4.2.3). On one hand, the usage of Internet voting is supposed to reduce the discretion of poll workers, who are seen as having the highest level of discretion in election administration as the street-level bureaucrats (SLBs) of elections. When a voting process is digitalized, a voter does not need to communicate directly with a poll worker, while technology standardizes procedures (Atkeson et al., 2014; Clark, 2017; Hall et al., 2009; James, 2014b; Jansson & Erlingsson, 2014; Kimball & Kropf, 2006). On the other hand, a smaller number of staff are involved in Internet voting in comparison to paper-based voting. Furthermore, administration frequently takes place in a centralized way (Jones, 2007). These might provide the actors implementing Internet voting with a high level of discretion, thus changing which actors exercise discretion but not eliminating discretion altogether. Changes in actors’ discretion can also result in shifts in implementing actors’ roles and responsibilities (Section 4.2.2). Such concepts as “elections-as-a-service” delivered by private vendors (Haren & Pieters, 2007) and “outsourcing of democracy” (Oostveen, 2010) describe the changes in roles and responsibilities in election delivery.

Given that the application of digital technology in public administration ends more frequently with failure rather than success (Goh & Arenas, 2020; Heeks & Stanforth, 2007), the final point of discussion about the impact of Internet voting on election administration is how it affects the possibility of failure of service delivery. The increasing complexity and administrative burden, the degree of automation, and other factors contribute to the probability of failure of a digitalized service delivery. In view of a higher number of implementing actors and shifts in roles and responsibilities, a question arises as to who bears accountability for the failure of election delivery (Section 4.1.4).

To sum up, the literature demonstrates that Research Questions 1 and 2 are closely interrelated. The impact direction of Internet voting on election administration depends on particularities of implementation: the way Internet voting is implemented will define whether it leads to greater accuracy and accountability, lower administrative burden and probability of failure, or vice versa. 

When approaching these two research questions, the first challenge is the lack of consensus on how to study the usage of digital technology in election administration. There are no established methodological approaches for studying some aspects of digital technology implementation in election administration. The articles comprising the thesis represent different research designs, ranging from case study (I, III, IV, VI), to design science (II), to scenario research design (V). The methodology section outlines the variety of methods for data collection and analysis that the articles (I-VI) comprising this thesis utilize. They borrow some methods from other disciplines (accounting, business studies, and engineering) and demonstrate how they can be applied to the discipline of election administration. The first utilization of these methods for the study of election administration constitutes another contribution of this thesis. 

Due to the small number of countries with Internet voting implemented in legally binding elections, it is possible to theorize and focus on individual cases (Mills et al., 2012). This thesis covers the following cases: the 2017 local elections in Estonia (I and III), the 2019 parliamentary elections in Estonia (II), the 2019 regional elections in the Åland Islands, Finland (IV), the 2020 referendum in Russia (VI) and elections around the world during the COVID-19 pandemic (V). The selection of cases is justified by one case (Estonia) serving as a “primary case” (Mills et al., 2012, p. 4) for other case studies 
(the Åland Islands and Russia). This complements the single case studies with a comparative perspective.

This thesis is composed of six original articles, four of which are published in 
peer-reviewed journals indexed by Web of Science (I-III, V), one is published as a book chapter (VI) and one is published in the proceedings of International Joint Conference on Electronic Voting (IV). Article I mainly focuses on how the implementation of Internet voting impacts the lowest level of election administration. Thus, it contributes to the discussion on how digital technology changes the discretion and administrative burden of SLBs. Zooming in on the legal changes caused by the introduction of Internet voting in Article II, this thesis demonstrates how institutional changes affect the implementation of new modes of public service delivery. Article III centres on the costs of delivering Internet voting, thus providing methodological suggestions and empirical evidence on the issue of the efficiency of digitalizing public sector delivery. By focusing on the case of an unsuccessful Internet voting project, Article IV presents the downsides of outsourcing the technological development and implementation in public administration, as well as the difficulties of managing and delivering large-scale digitalization projects on time in the public domain.

The introduction is structured along the lines of the research questions and proceeds as follows. Section 2 outlines the methodology applied in the articles comprising the body of the thesis. Sections 3 and 4 present the findings in line with the research questions stated above. Section 3 addresses Research Question 1, while Section 4 addresses Research Question 2. Both sections are structured according to the elements derived from the literature review presented above. Section 5 summarizes the findings and outlines directions for further research. 










[bookmark: _Toc99632386]Methodology 

This section outlines methods for conducting research on election administration. It starts with outlining the research designs and how they proved to be beneficial for research on election administration. Next, it describes the methods of data collection and analysis used to address particular aspects of digital technology implementation and its impact on election administration. The next subsection presents approaches for the dissemination of the findings and practice-oriented recommendations. The section finishes with a table summarizing the research questions, research methodology, and major findings. 

[bookmark: _Toc79442365][bookmark: _Toc79846149][bookmark: _Toc99632387]Research design

The articles comprising the thesis represent different research designs. This thesis shows that the usage of digital technology in election administration can be studied with a case study (I, III, IV, VI), design science (II), and scenario research design (V). The following paragraphs present each design in detail.

The choice of a case study research design allows the researcher to conduct a holistic analysis of the researched phenomenon by acknowledging its context and considering it in the real-world settings in which it occurs (Punch, 2014; Yin, 2017). The case study is an ubiquitous research design for information systems (Benbasat et al., 1987), digital government, and public management research (Gil-Garcia et al., 2018). This thesis is situated at the intersection of election administration and Internet voting studies. For Internet voting research, the case study strategy is common, both with a single case (Krimmer et al., 2018b; Krivonosova, 2018, 2017; Vinkel, 2015; Vinkel & Krimmer, 2017; Wrede, 2016) and comparative cases (Goodman & Smith, 2017; Puiggalí et al., 2017; Ströbele et al., 2017). In research on election administration, that is less true, and recent literature emphasises the need for case studies (Montjoy, 2008b), and in particular, for “qualitative in-depth localized case studies, utilizing fly-on-the-wall participant observation methods” (Norris, 2019, p. 8). The case studies conducted for this thesis aim to fill this gap.

The small number of countries that have implemented Internet voting in legally binding elections allows us to theorize and focus on individual cases: “When theorizing to a finite and relatively small population or a single case, one or a few cases will suffice” (Mills et al., 2012, p. 4). The cases considered in this thesis include the 2017 local elections in Estonia (I and III), the 2019 parliamentary elections in Estonia (II), the 2019 regional elections in the Åland Islands, Finland (IV), the 2020 referendum in Russia (VI) and elections around the world during the COVID-19 pandemic (V). 

The selection of cases is not random. Both the Åland Islands and Russia have proclaimed that they emulated some Estonian policy decisions during their implementation processes. Therefore, the case of Estonia could serve as a benchmark or a “primary case” against which the cases of the Åland Islands and Russia are compared (Mills et al., 2012, p. 4). This complements single case studies with a comparative perspective. 

The case studies represent critical (I, III) and exploratory cases (IV, VI), as per definitions by Flyvbjerg (2006) and Yin (2017). For a critical case, Estonia is selected. Estonia stands out from the small population of countries that have implemented Internet voting. For 15 years, Estonia has been seen as a unique case by academics and as a benchmark by practitioners (Drechsler, 2003; Springall et al., 2014; Ströbele et al., 2017). From the public administration perspective, Estonia also stands out because, unlike other countries that piloted Internet voting (such as Australia, Canada, or Switzerland), Estonia is not a federal country with a multilevel governance structure. In two of the articles comprising this thesis (I, III), theoretical expectations pertaining to benefits and efficiencies from Internet voting are tested against the case of Estonia. As a critical case study allows for theoretical generalization (Eisenhart, 2009; Ruddin, 2006), the selection of this type of case study thus alleviates the problem of generalizability of case studies (Punch, 2014; Ruddin, 2006) and qualitative inquiry overall. It is important to point out that the conducted case studies were instrumental rather than intrinsic, focusing not on a case per se, but on how each case can enrich theory. 

While papers I, III, IV, VI comprising this thesis present individual case studies, 
the thesis offers a cross-case synthesis emphasizing the conceptual contribution of the cases rather than only discussing individual features of each analysed case (Yin, 2017). The purpose of a cross-case synthesis is “to retain the integrity of the entire case and then to compare or synthesize any within-case patterns across the cases” (Yin, 2017, 
p. 246). This analytical technique provides for internal and external validity, thus addressing one of the key points of criticism of the case study approach (Yin, 2017). 
It allows for generalization “at a conceptual level higher than that of the specific case” (Yin, 2017, p. 73). First, the within-case patterns are presented for each case, then the Conclusion presents the cross-case patterns and their theoretical implications. 

Design science methodology (II) aims to create an artefact or a new practice that would be able to address an identified problem (Goldkuhl, 2016). There are not so many examples of design science applied to the discipline of election administration (Kasse et al., 2013), but it has been widely recognized in public administration (Barzelay & Thompson, 2010; Romme & Meijer, 2020) and digital government research (Fedorowicz & Dias, 2010). Following the key steps of the design science process developed by Peffers et al. (2007), Article II designs and develops a solution (hereafter, Tool 1) and demonstrates its applicability in the case of the Estonian electoral law for the 2019 parliamentary elections. This case serves as a proof of the concept or a validation example of the proposed Tool 1 (Goldkuhl, 2016). 

The scenario research design is applied to the context of election administration amid the pandemic (V) by focusing on three possible scenarios for election delivery. Interest in Internet voting has revived amid the pandemic, with many governments reconsidering Internet voting implementation, at least for some groups of voters. The scenario research design facilitates the comparison of Internet voting to two other scenarios.

The body of articles covers Internet voting implementation at the national level (I, III, VI), the regional level (IV) and the global level (V). Furthermore, these articles consider Internet voting systems at different levels of maturity: at the initial stages of Internet voting introduction during the first trial of Internet voting in legally binding elections (IV, VI) and a mature Internet voting system that has been utilized in elections for over a decade (I-III).  

As for the timeframe, all articles cover the pre- to post-election periods of the electoral cycle as defined by Krimmer (2012). In line with previous research on election administration (Elklit & Reynolds, 2005; Montjoy, 2008b; Xenakis & Macintosh, 2004), 
all articles put electoral tasks, activities and processes into focus. Thus, “the inordinate complexity and interdependence of the multifaceted activities” (Mozaffar & Schedler, 2002, p. 9) that the election process embraces are acknowledged. Table 1, presented at the end of Section 2.3, summarizes the methodological aspects of the articles.

[bookmark: _Toc79442366][bookmark: _Toc79846150][bookmark: _Toc99632388]Methods of data collection and analysis

[bookmark: _Toc79442367]“Election administration rides on data” (Alvarez et al., 2021, p. 21); however, these data are not easy to collect and analyse (Bland et al., 2013; Kollman, 2017). The papers comprising this thesis present multiple ways of collecting and analysing data in the field of election administration. Among the methods of data collection, the thesis emphasizes stakeholder interviews (I-IV), on-site observations (I-IV), document analysis, and desk research (I-VI). Among the methods of data analysis, this thesis focuses on process modelling (II, III), activity-based costing (I-III), legal analysis (I-VI), software supported qualitative and quantitative text analysis (IV). Data collection for most of the papers also involved fieldwork (I, III, IV) (see Table 1 for detail). The following paragraphs will consider these methods in detail. 

Scholars emphasize the importance of direct observation in election administration research (Alvarez et al., 2021; Norris, 2019) and call for research that will be conducted not from the “ivory tower” of universities, but in the field (Alvarez et al., 2021). Through on-site observations and stakeholder interviews, this thesis addresses this demand by collecting data directly from the implementing actors (including election administrators, public institutions, vendors, civil society organizations, and others) in order to reflect their diverse perspectives. The limitations of the proposed methods of data collection lie in their potential for being biased: social desirability bias or the gap between actors’ perceptions and reality can affect interviews (Bland et al., 2013), and the prejudice of scholars conducting direct observation may result in observer bias or administration bias. Combining both methods, cross-checking and triangulating the collected information can alleviate distortions in the data. 

For collecting data on the financial aspects of Internet voting implementation, interviews also proved not to be enough, as implementing actors are not necessarily aware of the costs and benefits of the digital technology they implement, or they overestimate the benefits due to different biases (Moynihan & Lavertu, 2012). Therefore, accounting and business-oriented methods were utilized for data cross-checking and triangulation (I, III). This thesis proposes a method for cost calculation, combining Business Process Reengineering (hereinafter BPR) (Attaran, 2004; Grover et al., 1995) with time-driven activity-based costing (hereinafter TDABC)  (Kaplan & Anderson, 2007) (hereafter, Tool 2) and demonstrates its applicability in the case of Estonia (I, III). BPR analyses internal workflows and business processes (O’Neill & Sohal, 1999) with the aim of increasing organizational efficiency and competitiveness (Attaran, 2004) (II). However, it has had limited implementation in electoral services so far (Xenakis & Macintosh, 2005b, 2006). Activity-based costing has been successfully applied in governmental cost accounting (Mohr, 2017). The speciality of TDABC is that the main ‘cost driver’—an event associated with an activity that results in the consumption of resources – is time (Kaplan & Anderson, 2007). For that reason, this method aims to measure the real (not planned or assumed) time that is needed to fulfil each identified electoral activity. Thus, besides calculating costs, this method attracts attention to the need to have reasonable timelines for each electoral activity and elections overall. 

To study the contextual aspects, the author of this thesis and the co-authors conducted site visits during which we observed the functioning of election administration by shadowing the election administrators while they performed the most important electoral activities (I-IV). Extensive desk research preceded every site visit. 
The observations covered the time frame ranging from the pre- to post-election periods of the electoral cycle, as defined by Krimmer (2012), including all activities of the electoral cycle from campaigning to complaining. Semi-structured interviews were helpful as a supplementary method of filling the gaps left after observation.

The procedural aspects of Internet voting implementation were studied through modelling electoral activities based on information derived from legal analysis, observations, and interviews (II, III). Every model clearly indicates the set of activities required for the delivery of a voting channel, as well as who is responsible for each activity. The models facilitate graphic indications of whether some activities overlap, whether actors are overburdened, and how actors interact with each other. For modelling, Business Process Management and Notation (BPMN) was used. BPMN was selected for its ability to comprehensively demonstrate the organizational process, its acceptance in public administration (Corradini et al., 2011) and electronic government studies (Walser & Schaffroth, 2010), and the accessibility of free software for the development of BPMNs, which makes this research replicable.  

This thesis also deals with secondary data. The sources for the secondary data for our case studies were electoral statistics, electoral legislation, internal documentation and instructions for election administrators, transcripts of stakeholders’ meetings, public interviews, national and local electoral budgets, procurement contracts, technical specifications, time stamps, and public reports on Internet voting systems. Multiple data collection methods, sources of evidence and types of data (both quantitative and qualitative) allowed for triangulation.

[bookmark: _Toc79846151][bookmark: _Toc99632389]Dissemination of the findings and the practice-oriented recommendations

[bookmark: _Toc79442368]The wide variety of data collected for this PhD thesis facilitates the generation of 
data-based and evidence-informed solutions and recommendations for election administration. It addresses the call for such solutions, in particular, for tools for reviewing and improving electoral processes within election administration (Alvarez 
et al., 2021). Tool 1 presents the process modelling solution (II, III) for translating electoral laws into clearer instructions, thus helping to implement electoral reforms, including Internet voting, in a more time-efficient manner. Tool 2 - TDABC (I-III) is designed for calculating cost-per-voter and comparing the cost-efficiency of voting channels. Therefore, Tool 1 responds to Research Question 1 on the implementation of Internet voting, while Tool 2 responds to Research Question 2 on the impact of Internet voting implementation on election administration. 

As this research is not only theory-oriented, but also practice-oriented, the future of these recommendations depends on how well they are disseminated among practitioners. That is why all articles comprising this thesis are available in an open access format. In an additional step to ensure accessibility, some of the articles were reworked into shorter policy papers and memos for professional journals for public administrators (Krimmer 
et al., 2020).















Tool 1. Process modelling for translating electoral laws into clearer instructions



		Step 1.

		Identifying articles that explicitly refer to an actor involved in the management of elections and to a process.



		Step 2. 

		Identifying the corresponding voting channels.



		Step 3. 

		Assigning actors and the processes they perform to identified voting channels.



		Step 4. 



		Organizing the processes within each identified voting channel in the correct sequence and connecting them to the corresponding actors with the correct relationship.



		Step 5. 



		Reviewing the BPMNs with the law to make sure it has been correctly translated.



		Step 6. 



		Complementing the above with observations and interviews where necessary or if doubts persist.







Tool 2. Business Process Reengineering and Time-Driven Activity-Based Costing (I-III) for calculating cost-per-voter and comparing cost-efficiency of voting channels 



		Step 1.

		Narrowing the electoral cycle.



		Step 2. 

		Conducting process mapping, business process modelling and data collection.



		Step 3. 

		Creating a list of activities and identifying resource pools.



		Step 4. 



		Attributing costs to activities and adopting confidence measures: practical capacities and confidence intervals.



		Step 5. 

		Transferring costs per activity to cost per ballot.







For the same reason, the findings of this research have been presented not only at academic conferences but also at professional conferences for election administrators. An early version of Paper III was presented at the Second Electoral Experts Debates on Equal Suffrage and the International Conference on Free Elections, Parliaments and Nation Building, organized by the Permanent Electoral Authority of Romania. Early versions of Papers I, III and IV were presented at the International Joint Conference on Electronic Voting E-Vote-ID, attracting vendors, election administrators and electoral assistance organizations as the audience. Furthermore, election administrators were actively involved in drafting and commenting on early versions of Papers III and IV 
(see Krimmer et al. 2018b, 2018a, 2019), and their contributions are mentioned in the acknowledgements sections in the papers. 


Table 1. Methodology of the articles comprising the PhD thesis (source: author).  

		Article

		Research design

		Level of analysis

		Research questions

		Data collection and analysis methods 

		Findings and Contribution



		I

		Case study

(single critical)

		Country

		Who delivers Internet voting and how? How do they benefit from Internet voting?

		Legal analysis; 

On-site observations;

Semi-structured stakeholder interviews;

TDABC

		New classification of implementing actors;

Roles of implementing actors;

Impact of Internet voting on administrative burden and discretion of election administrators



		II

		Design science 

		Concept

		How to make electoral laws more comprehensible to election administrators?

		Software-supported coding of laws and modelling of the electoral process

		Instrument for translating electoral laws into instructions for election administrators; 

Business models for key electoral processes



		III

		Case study

(single critical)

		Country

		How much does an Internet vote cost in comparison to other voting channels?

		TDABC;

BPR;

Legal analysis;

On-site observations;

Semi-structured stakeholder interviews

		Cost per vote per voting channel;

Cost-efficiency comparison of multiple voting channels; 

Business models for key electoral processes



		IV

		Case study

(single exploratory)

		Region

		What caused the failure of Internet voting?

		Legal analysis;

Stakeholder interviews;

On-site observations;

Software-supported qualitative and quantitative text analysis

		Theoretical model “Mirabilis of Internet voting system failure”;

Reasons for the failure



		V

		Scenario



		Concept

		How to deliver elections amid the pandemic? What are the risks and benefits for each considered scenario?

		Scenario development

		Three scenarios for election administration amid the pandemic



		VI

		Case study

(single exploratory)

		Country

		How does a hybrid regime use and institutionalize Internet voting amid the pandemic with the use of technology? 

		Legal analysis;

Desk research;

Impact analysis



		Overview of the required legal changes for the reform;
Classification of the new voting arrangements amid the pandemic;

Impact of utilized technology on integrity of elections;

Steps taken for the institutionalization of the usage of technology in election







[bookmark: _Toc99632390]Internet voting implementation

This chapter presents the elements that constitute Internet voting as a complex 
socio-technological system. The global utilization of Internet voting brings regional variances in naming and defining this digital technology. As a result, the same term can stand for different digital technologies, and vice versa, different terms define the same digital technology, depending on the context of implementation. Therefore, this chapter starts by defining what Internet voting is and what aspects of the electoral process it digitalizes. The next section focuses on the context of implementation. It considers 
cross-territorial and cross-actor contextual similarities and differences by presenting evidence of contextual collisions. The following section considers the implementing actors: it starts with emphasizing the uniqueness of election administration in comparison to other fields of public administration, then moves to revealing new actors participating in the delivery of digitalized elections. As the actors involved in Internet voting implementation define and impact the timelines of implementation, the final section is devoted to this aspect. 

[bookmark: _Toc79442372][bookmark: _Toc79846153][bookmark: _Toc99632391][bookmark: _Toc79442370][bookmark: _Toc79846152]Which parts of the electoral process does Internet voting support?

Internet voting lacks a clear definition. First, the academic literature uses different terms to describe the same voting systems: Internet voting (Alvarez & Hall, 2003; Germann & Serdült, 2017), online voting (Goodman & Spicer, 2019; Krimmer et al., 2020; Past, 2019), remote electronic voting (Krimmer et al., 2007; Vinkel, 2015), or electronic voting (Reiners, 2017), interchangeably. 

Second, practice follows the same path: countries that are known globally for Internet voting commonly define their systems as electronic voting (see Estonia and Switzerland). One possible explanation suggests that the type of technology that was first implemented in a given context is named electronic voting: in the USA, electronic voting refers to voting machines at polling stations, while Estonia and Switzerland refer to their Internet voting systems as electronic voting because these countries do not have experience with voting machines (Krimmer, 2012).

Third, Internet voting has not been defined precisely in the international documents. The Organization for Security and Cooperation in Europe (OSCE/ODIHR, 2013) and the Council of Europe (Council of Europe, 2017) consider Internet voting to consist of a remote electronic voting system using the Internet. This definition brings some order in how the concepts of Internet and electronic voting should be differentiated: Internet voting is only one variation of electronic voting. Electronic voting is a concept of a higher order and a broader category that includes Internet voting but is not limited to it. 
The relation between Internet voting and electronic voting is also emphasized in the different stage models and classifications of electoral technologies (Górny, 2021; Krimmer, 2012). One of the biggest vendors in the field of electronic voting, Smartmatic, developed the Election Automation Maturity Model, according to which electronic voting (including Internet voting) represents a higher level of maturity and automation than electronic counting (Mugica, 2015). According to their model, any country will first introduce electronic counting before introducing electronic voting. However, the reality does not support the expectations, as demonstrated in the case of Estonia, which introduced Internet voting but not electronic counting for votes cast on paper (I, II, III). 

Thus, the concept of electronic voting is key for the definition of Internet voting. 
How is electronic voting defined? Initially, all digital technologies innovating the front office of election delivery and the core activity of the electoral process, ballot casting, were considered to be electronic voting (Recommendation Rec(2004)11 of the Committee of Ministers to Member States on Legal, Operational and Technical Standards for e-Voting, 2004). Ballot casting technology includes direct-recording electronic machines (hereafter, DRE voting), SMS voting,[footnoteRef:4] fax voting, email voting,[footnoteRef:5] and Internet voting. Over time, the definition of electronic voting has changed. Starting in 2017, the Council of Europe defines electronic voting as “the use of electronic means to cast and/or count the vote” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to Member States on Standards for e-Voting, 2017). This definition implies that electronic ballot counting without electronic ballot casting is enough to classify an election process as electronic voting. This broadens the definition of electronic voting, making it an even more expansive category. According to this updated definition, casting a ballot on paper can also be considered electronic voting as long as paper ballots are counted electronically. [4:  The UK and Canada extensively tested this voting channel.]  [5:  Voters serving in the military services use these voting channels in many countries.] 


Therefore, the activity of ballot casting was initially at the core of the definition of electronic voting, while later, the process of ballot counting was brought to the fore. Further reconsiderations of defining electronic voting may consider including other major activities of the electoral process, like voter identification. 

In order to address the lack of a definition for Internet voting and bring clarity to what Internet voting is and is not, this thesis proposes the following minimal definition highlighting the aspects of the electoral process that Internet voting digitalizes: Internet voting is a voting method by which a voter is identified over the Internet, a ballot is cast over the Internet, and the ballot is counted electronically.

The second contribution of this thesis lies in providing a graphical representation of how Internet voting relates to the concept of electronic voting. In line with the Council of Europe’s definition of electronic voting, this thesis considers electronic ballot casting and electronic ballot counting in association. In the proposed display, electronic counting stands at the foundation of electronic voting (see Figure 1). Paper voting is highlighted in a different colour because it becomes classified as electronic voting only when it includes electronic counting. Other ways of voting qualify on their own as electronic voting, irrespectively of having or not the option electronic counting. Putting electronic counting at the centre of the electronic voting model allows us to demonstrate graphically how any way of casting a ballot can be implemented with or without the option of electronic counting. 































[bookmark: _Toc79442373]Figure 1. Forms of electronic voting (source: author). 

[bookmark: _Toc99632392]What is the context of Internet voting implementation? 

The next step after defining Internet voting focuses on context as an important aspect of Internet voting implementation. Despite the small number of countries that have implemented Internet voting in legally binding elections, the cases selected for this thesis demonstrate that Internet voting can be implemented in very diverse environments: 
in democracies and autocracies, at the national or regional level, and for an electorate ranging from 2 000 to over 10 million voters (I-VI). What unites those cases is that they all represent relatively economically well-developed territories with high levels of 
e-government and e-participation; however, they mostly have limited experience with other remote voting options (like postal voting) and no experience with other forms of electronic voting. In addition, all territories considered in this research are located in the same region, which may have stimulated policy transfer over borders and policy emulation (see Table 2). This is in line with the argument of seeing e-government as a “global project of technology transfer, taking designs from one context into a different context” (Heeks, 2005, p. 51). 















Table 2. Contextual aspects of the studied Internet voting projects (source: author).



		                   Internet 

                   voting

                   project



Contextual 

aspect

		Åland Islands, Finland, 2019

		Estonia, 
2017

		Estonia, 
2019

		Russia, 
2020



		Political regime[footnoteRef:6] [6:  As defined by the Freedom House.] 


		Democracy (Free)

		Democracy  (Free)

		Democracy  (Free)

		Autocracy 

(Not free)



		Level of

implementation

		Regional

		National

		National

		Regional



		Target group

		Citizens 

living abroad

		Any eligible voter

		Any eligible voter

		Any eligible voter in the regions of the trial



		Eligible voters

		2 000

		1 100 000

		900 000

		> 10 000 000



		GDP per capita in USD, constant prices[footnoteRef:7] [7:  As per OECD.stat.] 


		45 908[footnoteRef:8] [8:  As calculated for Finland.] 


		31 989

		34 809

		25 713[footnoteRef:9] [9:  As per OECD.stat for 2019, as the data on Russia in 2020 is not available yet.] 




		Experience with remote voting (postal voting)

		Significant

		Limited

		Limited

		Limited



		Experience with other forms of electronic voting

		No

		No

		No

		Yes, multiple



		e-government ranking 
(UN EGDI)

		0,88[footnoteRef:10] [10:  As calculated for Finland.] 


		0,83[footnoteRef:11] [11:  As calculated per 2016, as the ranking is biannual.] 


		0,85[footnoteRef:12] [12:  As calculated per 2018, as the ranking is biannual.] 


		0,82



		e-participation ranking 
(UN EPART)

		1[footnoteRef:13] [13:  As calculated for Finland for 2018, as the ranking is biannual.] 


		0,81[footnoteRef:14] [14:  As calculated per 2016, as the ranking is biannual.] 


		0,91[footnoteRef:15] [15:  As calculated per 2018, as the ranking is biannual.] 


		0,87







Contextual differences can be expressed not only in a cross-country comparison but also in a cross-actor comparison. The context of the actors who design electoral technology can be different from the context of a territory where they will be deployed, especially if development involves private sector (I, III, IV) or even international procurement (IV). These actors are known as carriers for global transfers of digital technology (Heeks, 2005). At least in one considered case (IV), two types of carriers for global transfers of digital technology were present: consultants from countries with Internet voting experience and international IT vendors––all of whom “bring their context with them” (Heeks, 2005, p. 58). Furthermore, in this case, the development of the Internet voting system was performed outside the country, at the vendor’s headquarters. In line with the theory (Heeks et al., 2001), this decision further increased communication and coordination costs. The mismatch of different contexts creates a contextual collision that likely results in a failure (Heeks, 2005), which one of the considered cases clearly demonstrate (IV).

In addition, this thesis considers a particular context for the delivery of Internet 
voting––in elections amid the pandemic. This part of the discussion follows the global spread of COVID-19. In particular, it addresses the issue of how an election administration that decides not to postpone elections adapts to the new context of election delivery (V-VI). The thesis outlines three main scenarios for an election administration holding elections amid the pandemic (V). All three scenarios are centred around the concept of social distancing: the first scenario suggests introducing new measures guaranteeing social distancing between all election participants at polling stations (1), the second and the third scenarios propose to introduce new remote voting channels that allow people to vote from home, the most popular among them being postal (2) and Internet (3) voting. 

Each scenario outlines benefits and risks for both sides: voters and the election administration. Postal voting would inevitably result in a greater workload for election administration, and this workload would be spread out over a longer period than for election day voting, meaning that poll workers would spend longer hours together.[footnoteRef:16] Furthermore, this scenario assumes the involvement of new actors, such as postal offices in country and abroad, if out-of-country voting is allowed. The scenario also assumes that, despite the pandemic, postal services work reliably and in a timely fashion.  [16:  The additional workload that postal voting brings consists of processing the applications for voting by post, preparing voting packages and sending them out, organizing the collection of filled ballots, processing envelopes, signature checking, and consolidation of postal voting with other voting channels.] 


Involving a new actor in election delivery shortly before elections increases the risk of failure. The legal framework allowing for such a voting channel, the availability of a postal office capable of coping with such a task, and the ability to collect up-to-date information on voters’ postal addresses can serve as the drivers for implementing this scenario. 
The challenges for this scenario are the risk of errors in the postal voting materials and theft or late arrival of voting materials, all of which would lead to voter disenfranchisement. 

The third scenario, Internet voting, shares some challenges of postal voting, especially concerning its remote nature and the risks arising from it, like voter coercion and vote buying (Krimmer & Volkamer, 2005). The drivers for this scenario are the greater 
cost-efficiency of Internet voting and the speed of ballot delivery in comparison to other voting channels. As for the context of the pandemic, rapid implementation of Internet voting is even less likely than of postal voting. Besides the need to update legislation, 
the introduction of Internet voting requires an adequate timeframe for a feasibility study, procurement, testing, certification, and verification as well as voter education, in line with international standards. After presenting the scenarios, this thesis moves to studying one case of an election amid the pandemic in which two out of the three abovementioned scenarios were implemented (VI).

This thesis also considers the implementation of Internet voting in a non-democratic context based on the example of Russia (VI). In the 2020 all-Russia vote, Internet voting was used for the second time. Given that there were 10 million eligible voters, this is one of the largest trials of Internet voting in the world. This thesis shows that even when, 
at first glance, implementation follows the recommendations of international organizations and academia (James & Alihodzic, 2020; Wolf & Kalandadze, 2020), differences in the particularities of implementation can result in lower trust and lower electoral integrity.

Thus, the context of implementation matters for the outcomes of implementation, including expected outcomes. This thesis determines three, non-exclusive groups of expected outcomes from the introduction of Internet voting:

· benefits for voters (such as more convenient voting, lower cost of voting, enfranchisement of new groups of voters);

· benefits for election administration and other electoral actors (such as more cost-efficient and less labour-intensive delivery, faster and more accurate counting), 

· benefits for a country overall (such as the global image of modern election administration and digital government).

However, the literature emphasizes that there are other context-specific expected outcomes, such as:

· centralized control over the election delivery (Jones, 2007);

· rent-seeking, caused by the high cost of Internet voting (Cheeseman 
et al., 2018);

· unrealistic expectations for technology (Carter & Bélanger, 2012) caused by the perspectives of technological determinism or technological fetishism;

· a “proof of development” (EC-UNDP, 2020);

· a demonstration of modernity as a response to pressure from the international community (Åström et al., 2012).

In the cases considered for this thesis, the expected outcomes from Internet voting introduction vary significantly. This thesis establishes a number of pragmatic expected outcomes besides the ambition to increase voter turnout and convenience. These expected outcomes have not been articulated before in the literature. They include:

· higher motivation of citizens to use the existing digital infrastructure (I);

·  leadership in the global race to introduce Internet voting (I, IV); 

· the attention of the world (IV);

· the digital narrative and a positive image of a digital and innovative society where innovation occurs, in part, thanks to self-governance (IV).   





[bookmark: _Toc99632393]Who implements Internet voting? 

Building on the proposed definition of Internet voting and the analysis of the context of implementation presented in the previous sections, this section considers the actors who implement Internet voting. Despite being “a pressing international policy issue” (James, 2019, p. 383), the question of who delivers elections, and particularly, who implements digital technology in elections, is not well studied (Burden & Milyo, 2015; James, 2019 are among the exceptions). The evident implementing actor in elections is the election administrator. Therefore, this section starts by describing the particularities of election administration and then introduces other actors involved in election delivery and, in particular, in the implementation of Internet voting. 

[bookmark: _Toc99632394]Election administrators

Election administration is characterised by a number of features. First, election administration is mainly of a non-professional nature: the majority of election administration staff are temporary workers (frequently volunteers) for a particular election (Burden & Milyo, 2015; Kimball & Kropf, 2006). They are also not necessarily required to have particular skill sets (Hale & Slaton, 2008). This distinguishes election administration from other fields of public administration: “Perhaps nowhere else in the universe of public services do we rely so heavily on such a tenuous workforce” (Hale 
et al., 2015, p. 145). The collected evidence shows that the delivery of Internet voting also involves volunteers for performing some tasks, such as monitoring the Internet for known malware activity. Thus, it does not affect the volunteer nature of employment in election administration (I).

Second, the temporary nature or even the volunteer nature of employment in election administration frequently results in problems with staffing: not having enough poll workers results in fewer open polling stations, which in turn, results in longer waiting lines for voters (see Stein et al. 2020 on the connection between the number of poll workers and wait times) and even in non-delivery of service, which may result in the disenfranchisement of (a group of) voters (IV). Internet voting can potentially decrease the demand for physical polling stations and, thus, also for poll workers. The collected evidence shows that with the introduction of Internet voting, the number of polling stations has been decreasing (I). However, it is not clear whether this fact can be attributed to the effect of Internet voting. 

Third, due to the infrequent nature of elections, “elections have rarely been the primary responsibility of those empowered to conduct elections” (Hale & Slaton, 2008, p. 844). The infrequency of elections and the temporary nature of employment make it difficult even for experienced poll workers to “develop a shared set of organizational norms to ensure consistent running of elections” (Suttmann-Lea, 2020, p. 2) or “retain their knowledge of election law and procedure from election to election” (Atkeson et al., 2014, p. 948). There is no evidence that Internet voting can address this issue, given that the delivery of Internet voting is also conducted by temporary task forces (I).

Fourth, election administration involves many manual activities, the main one being face-to-face interaction with every voter on election day. This makes election administration labour-intensive. The direct interaction of election administrators with voters grants the former a high level of discretion in the delivery of elections (Hall et al., 2009) and makes them the SLBs of elections (Atkeson et al., 2014; Clark, 2017; James, 2014b; Kimball & Kropf, 2006). Election administrators do not necessarily share public administration ethics, due to their temporary and voluntary employment. Furthermore, they are only required to have very limited skills. Thus, the discretion they exercise can be problematic. Internet voting has the potential to reduce the labour-intensity of the electoral process due to automation and, thus, decrease the instances of face-to-face interactions between poll workers and voters, thus affecting the discretion of poll workers. In the considered cases, face-to-face interactions in Internet voting implementation varied depending on whether there was a need for face-to-face interaction with officials prior to voting to receive voter identification credentials (I, IV, VI). 

Fifth, the main service provided by election administration is election delivery. Election administration delivers this service in a short time span (in some countries, only on election day), all across the country and, in some settings, even abroad (II, IV). Therefore, on election day, millions of voters can request the service of voting, which requires thousands of poll workers to provide it. This leads to challenges with addressing the peak demand for this public service, while the peak demand requires a “nearly flawless 
peak-capacity performance” from the election administration (Alvarez & Hall, 2008, 
p. 830). When Internet voting is implemented in a way that allows voting on multiple days, it might spread out the peak activity and decrease demand for the service on election day at the physical polling stations. In all considered cases, Internet voting has been implemented or has been planned to be implemented over multiple voting days; still, it did not manage to decrease the demand of the service on election day (I-IV, VI).

Sixth, the principal-agent problem is acute in election administration (Alvarez & Hall, 2006). It is difficult to control poll workers. They are frequently the sole representatives of public administration with whom a voter directly communicates. Due to the discretion they exercise, they decide which voters get a ballot and which ballots are counted. 
This discretion can result in significant variation in service delivery across the considered territory (Atkeson et al., 2014; Hall et al., 2009). Internet voting can potentially solve 
this issue by bringing more standardization through automation and centralized implementation. However, the collected empirical data demonstrate that the way Internet voting is implemented in the considered cases did not take away from poll workers the authority to decide which vote (including Internet votes) is to be counted (I). This thesis proposes Tool 1 as a solution for how standardization in election delivery 
can be achieved through using graphical and easy-to-comprehend process models as instructions for poll workers and other participants in the electoral process (II). This solution is an alternative to the option of achieving standardization through introducing Internet voting.  

Seventh, election administration is characterised by frequent changes of the rules and procedures “due to natural disasters (e.g., pandemics, hurricanes, tornados, floods), election law revisions, or the introduction of new technology or processes” (Alvarez et al., 2021, p. 18). This thesis covers those aspects of change and shows how Internet voting can be implemented in the context of a pandemic (V, VI) and election law revision (II, IV). Table 3 presents a summary of the discussed characteristics of election administration.

















Table 3. Characteristics of election administration (source: author). 

		Election Administration



		Infrequent nature of elections:
 lack of shared organizational norms, consistency and knowledge retention

		Unstable nature of elections:
 frequent changes of the rules and procedures



		Short time span for service delivery: 
on election day(s) all across the country 
and even abroad



		Temporary employment: 
problems with staffing

		Non-professional employment: 
volunteers and temporary workers



		Labour-intensive work: 
manual activities and face-to-face interactions with voters 

		Acute 
principal-agent problem



		High discretion of election administrators: not constrained by public administration ethics







[bookmark: _Toc99632395]Private vendors, banks, national defence organisations and beyond

However, an election administrator is no longer a sole implementing actor in the field of elections, if this has ever been the case (I, IV). Since the 1990s, private actors globally have been becoming more and more involved in the delivery of public e-services (Bieri & Wenger, 2018; Dunleavy et al., 2006; Ya Ni & Bretschneider, 2007), shifting “the balance between government and society away from the public sector and more towards the private sector” (Kooiman, 1993, p. 1). In line with the general trends to contract out (Lember, 2006) and for private actors to serve as public policy implementing actors (Thomann et al., 2018), election delivery in multiple countries experiences gradual actor expansion, including the proliferation of private actors (James, 2020). This trend is even more typical for elections utilizing electoral technology: already in the 1960s, the usage of electoral technology raised the issue of the privatization of election delivery (Herrnson et al., 2008). This is still true for contemporary elections (Garnett & James, 2020), with actors expanding solely from those directly involved in election administration to new types of actors like vendors, auditors and others (Evans & Paul, 2004). 

Already in 2010, most electronic voting systems in the world were “outsourced to private companies rather than developed in-house” (Oostveen, 2010, p. 204). This gives grounds for scholars to call this process the outsourcing of democracy (Oostveen, 2010). Possible reasons for outsourcing the delivery of elections to a private vendor include the lack of state capacity on the side of election administration and the greater cost-efficiency that bigger vendors can achieve due to economy of scale (Oostveen, 2010). In three out of four considered cases of Internet voting systems, their development was outsourced to private vendors (I-IV, VI). 

The involvement of private actors in election delivery raises concerns. First, the potential access of private actors serving their own commercial interests to election-related sensitive information about voters (like their voting history or even vote choice) raises privacy concerns (Herrnson et al., 2008). 

Second, the involvement of private actors requires balance between their market-led goals and the public policy goals of public actors (Thomann et al., 2018). This raises the issue of who is “in the driving seat” (Pollitt, 2011, p. 394) for election digitalization: citizens or other actors? In reply, some scholars claim that the hype around Internet voting can be “industry-generated” (Norris, 2004, p. 193), and the drive for digitalization in the public sector in general does not come from the citizens even in the most digitally developed countries (Kattel & Mergel, 2019). 

Third, the involvement of private actors can result in over-reliance on particular vendors, vendor dependency (Berghmans & van Roy, 2011; Marco-Simó & Pastor-Collado, 2020) or even vendor lock-in (Berghmans & van Roy, 2011; Kitsing, 2011; Stuermer et al., 2017). Vendor lock-in is a situation in which the election administration cannot proceed with delivering elections without the involvement of particular vendor(s). The most common reason for a vendor lock-in is the high cost of switching to another vendor (Stuermer et al., 2017). Among other reasons are a lack of alternative providers or a lack of knowledge about them (Hale et al., 2015; Stuermer et al., 2017). This is true for European countries, with some vendors enjoying a “near-monopoly” (Oostveen, 2010, 
p. 213), and for the United States, where “the number of technology providers is also small, sometimes characterized as an industry with ‘two and a half vendors.’” (Alvarez 
et al., 2021, p. 26). Over-reliance on the private sector leads not only to “a loss of internal IT know-how” (Marco-Simó & Pastor-Collado, 2020, p. 42) but even to the loss of technological capacity (Lember et al., 2018) and state capacity “to act as an intelligent customer” (Dunleavy et al., 2006, p. 95) and change in the form of control or even the loss of control over the election process (Oostveen, 2010). 

Fourth, outsourcing elections to private actors can compromise the transparency and openness of the electoral process (Oostveen, 2010). Proprietary systems (also known as off-the-shelf solutions) provided by vendors usually have limited access or even no access to software due to the “doctrine of trade secrecy”, safeguarding a company’s competitive market advantage (Nou, 2009, p. 783). Still, governments frequently choose proprietary solutions, as they are cheaper. This comprises another conflict of interest between the public and private actors: private actors want to keep their market advantage, while public actors want greater transparency and the possibility for scrutiny. In the case of the Åland Islands, a proprietary solution was selected for financial reasons and due to the small population of voters (IV).  

This thesis follows a new approach to actor and network analysis, considering “the totality of actors and transactions that collectively deliver elections” (James, 2020, 
p. 125), in contrast with established, oversimplified approaches (I). The applied approach focuses on actor functions while keeping track of “the range of the number and type of actors involved in [election] delivery” (James, 2020, p. 102). In addition to the size of the network, this thesis also considers the relationship between actors. Accounting for the inter-actor relationship allows us to control for conflicting values and interests, especially among public and private organizations co-delivering elections (James, 2020). It also acknowledges the coordination problem, which is particularly typical in contexts with a large number of actors (Xenakis & Macintosh, 2005a). Every new actor adds a new layer of complexity to the implementation process and increases the coordination problem. According to Xenakis and Macintosh (2005a), this is the largest obstacle for Internet voting implementation. To deal with it, they even suggest delivering Internet voting by a single public actor responsible for elections.

In the case of Estonia (I-III), only for the 2017 local elections, some electoral tasks were contracted out to 22 public and private actors. Zooming in on the delivery of Internet voting, this task force also consisted of both public and private actors. Thus, private actors played a prominent role in election delivery of both types of voting channels: digital and paper based. Therefore, the Estonian case lends evidence on the actor expansion due to the introduction of Internet voting (I). However, contrary to expectations, this expansion does not necessarily happen due to the proliferation of private actors. Among the possible reasons for it is the legacy of private sector involvement in the digital transformation of the public sector and the key role of 
cross-organizational networks in public administration in Estonia (Kattel & Mergel, 2019).

The trend of actor expansion is also confirmed in the case of Russia, where the Internet voting system was developed by a public agency that was previously not involved in election delivery, along with some participation by private actors (VI). In the case of the Åland Islands, private actors were involved in Internet voting development and introduction, as well as scrutiny and oversight (IV). 

Therefore, the collected data support the theoretical argument on actor expansion through the involvement of new types of actors: the new private actors performing tasks in Internet voting delivery included vendors, auditors, system testers, and providers of supporting technology and equipment (mostly banks and telecommunication) (I-IV, VI). Apart from the private actors, the digitalization of elections brings new public actors to the process of election delivery who are not necessarily mandated to deliver elections or have experience in this field. In the case of Estonia (I - III), this thesis finds that besides the election administration bodies, different ministries and agencies (including the Ministry of Economic Affairs and Communications and the Information System Authority) are involved in the delivery of elections. This is in line with the efforts of the Estonian public administration to promote collaboration among public sector actors (Savi & Randma-Liiv, 2016). Specifically for Internet voting, the Estonian Computer Emergency Response Team (CERT-EE) and volunteers from the Estonian Cyber Defence League performed some tasks in the implementation process. In the case of the Åland Islands, the public agency Åland Digital Agenda was responsible for the procurement of Internet voting and interaction with the public vendor on behalf of the election administration while the election administration performed project management functions (IV). In the case of Russia, the Moscow Department of Information Technology developed the Internet voting system (VI).

In order to classify actors delivering Internet voting, this thesis refers to the framework developed by Krimmer (2012) (I). However, in this framework, not all actors qualify as delivering elections: for instance, politicians are involved in decision-making pertaining to introducing Internet voting, regulation, and oversight, but not in implementation. 
This thesis focuses on implementing actors. It does not follow the normative approach for actor mapping (Krimmer, 2012) but rather a bottom-up approach for identifying actors actively participating in the implementation of Internet voting. Applying this framework to the case of the 2017 local elections in Estonia revealed the need to update it with other identified types of actors. This classification develops the categorization proposed in Krimmer (2012) by adding new groups of actors delivering Internet voting (see Table 4).

















Table 4. Types of actors implementing Internet voting (source: author, adopted from (I)).  



		Actor type 

		Examples



		Election managers 

		Electoral committees at different levels



		Vendors 



		Developers of Internet voting, identification and voting information systems



		Executive and legislative bodies 

		Ministries;

Parliament; 

County, city and municipal governments and councils



		National defence organizations

		Cyber Defence Unit of the Estonian Defence League



		Public-sector computer emergency response team 

		CERT-EE



		Public institutions

		Schools;
Hospitals;

Libraries



		Courts

		Administrative courts;
Supreme Court



		Contracted private actors

		Supermarkets;

Telecommunication companies;

IT companies;

Printing offices







[bookmark: _Toc99632396]Is 12 months enough for Internet voting implementation?

After discussing the contextual aspect of Internet voting implementation, as well as 
the implementing actors, this thesis moves on to the final aspect of implementation––the timeframe. The Venice Commission recommends introducing changes in the 
election process no later than 12 months before election day (Venice Commission, 
2002). However, this concerns decision making, not implementation. This leads to the question of whether a 12-month time frame is enough for the implementation of a highly sophisticated technology such as Internet voting while meeting all the requirements (sustainability, efficiency, transparency, accuracy, and accountability, to name a few).

The case of the Åland Islands provides evidence that it might be not enough (IV). 
Their decision-making process dates back to the late 1990s, when the idea about implementing Internet voting was discussed for the first time. The unsuccessful experiment of Finland with electronic voting in 2008 stopped the discussion over Internet voting until 2014. As proposed by the government in 2016, the introduction of Internet voting was planned to consist of two steps: in the 2019 elections, Internet voting was planned to be available only to citizens living abroad, then in the 2023 elections, it would be available to all voters (Wrede, 2016). The legal changes have been introduced on time, as has the start of the procurement. However, problems with other steps of the implementation occurred:



“The accumulation of delays in some deliveries, responses and interactions, combined with organizing pilots during the summer [when the public sector has vacations] period (in June and in August) reduced the time available for resolving problems detected” (IV, p.47). 



The timing issue affected vendors and their ability to resolve problems in the Internet voting system in a timely manner. It also affected all types of project organizers 
(the election administration, the public procurement agency, and the system testers) who did not have time to check whether the detected problems in the Internet voting system had been resolved as promised by the vendors. The project organizers also did not have time to properly test the system and set it up before using it in a binding election. 

The case of the Åland Islands (IV) also demonstrates that more actors involved in the process of election delivery leads to more acute problems with timing (see Table 5). 
The case of Estonia (I) demonstrates how disagreement between political forces on the introduction of Internet voting could potentially postpone implementation. The discussion on Internet voting in Estonia started in 2001. Political elites initiated this discussion, rather than voters or the election administration (Drechsler & Madise, 2004). In 2002, the political forces had overcome the initial scepticism and reached a political agreement by passing changes to the Local Government Council Election Act allowing Internet voting (Madise & Martens, 2006). Still, as late as July 2005, the President of Estonia asked the Supreme Court to conduct a constitutional review of the Local Government Council Election Act regarding the changes introduced with Internet voting. The Supreme Court announced a positive decision regarding the constitutionality of Internet voting on 
1 September 2005, and the first e-enabled elections were held in October 2005 (Solvak & Vassil, 2016). 

The importance of having a reasonable timeline in the process of electoral technology implementation comes from the experience of countries where the legal debate on introducing a new voting channel took 30 years (Austria) or where the implementation process has spread over 30 years (Switzerland) (V). Specific contexts like pandemics demand that governments introduce electoral reforms on a much shorter timeline, which might, at worst, result in disenfranchisement of voters. This thesis argues that it is not feasible to introduce Internet voting in a short timespan, which the pandemic demands: unlike other alternatives, Internet voting can in no way serve as a rapid response to crisis management (V). The concept of time also lies at the core of the proposed methodology for calculating the cost of elections (III) (see more in Section 2), emphasizing the importance of reasonable timelines for each electoral activity and elections overall.

Tool 1 can help election administrations to have more reasonable timelines (II). First, this tool acknowledges the work of each election administrator by showing which actors are overtasked, meaning that they are responsible for multiple resource-intensive activities in the same time span. Second, it potentially allows for implementation of electoral reforms in a more time-efficient way because it clearly indicates which actors and activities the reform will affect. Thanks to Tool 1, resources can be redistributed, and the complexity of changes can be addressed with fewer resources, including time. Finally, this thesis argues that Tool 1 can help to meet the challenges of introducing reforms in a much shorter timeline during a pandemic. 

Table 5. Timeframe of decision-making and implementation of the Internet voting system in the Åland Islands (source: author).



		
Stage of the policy cycle

		Date

		Activity



		Agenda setting

		2000-2001

		The report recommends not introducing Internet voting until voter integrity and identification issues have been resolved.



		Policy formulation and decision making



		2014

		Government of the Åland Islands sets up the internal committee to reform the electoral system.



		

		2015

		The report recommends the initial introduction of Internet voting as an additional advance voting channel, only applicable to people living abroad, only for the next parliamentary elections.



		

		2016

		The required changes are introduced in the electoral law.



		Implementation

		March-April, 2018

		Procurement: request for information.



		

		October-November, 2018

		Procurement: request for tender.



		

		June, 2019

		A private company is commissioned to conduct a security analysis of documentation on Internet voting. It recommends conducting a full-scale penetration test.



		

		July, 2019

		Procurement for penetration test



		

		July-August, 2019

		Problems with communication between the vendor, the election administrators and other implementing actors occur due to summer vacations in the public sector. 



		

		End of August, 2019

		1st pilot of the Internet voting system: errors are identified in the process of voter identification with the help of the Finnish eID.



		

		September, 2019

		2nd pilot of the Internet voting system: errors in voter identification with the Finnish eID continue; new errors in the verification app are identified. 



		Evaluation

		







October, 2019



		Results of 1st independent penetration test by a commissioned private company: three problems are identified, incl. errors in the process of the Internet voting system integration with the Finnish eID portal.



		Implementation

		

		The vendor attempts fixing the identified errors.



		Evaluation

		

		Results of the 2nd independent penetration test by a commissioned private company: even though the risks are low, full checks of the Internet voting system are not possible due to the time constraint. 



		Termination

		

		The parliamentary elections are run without the option of Internet voting.







[bookmark: _Toc99632397]Summary of the chapter

This chapter answers the research question of how election administrators and other actors implement Internet voting by first addressing the lack of a definition of Internet voting. The proposed definition highlights which parts of the electoral process Internet voting supports, as well as how Internet voting relates to other electoral innovations. Thus, the thesis emphasizes that the administrative and organizational sides of Internet voting implementation are at least as important as the technological side (Section 3.1).

Section 3.2 presents evidence on how the mismatch of different contexts leads to implementation problems and even to a failure of Internet voting delivery. In addition, this section demonstrates how international recommendations on holding elections amid the pandemic can be adapted to a non-democratic context. Finally, this section argues that the context of implementation defines the expected outcomes: this thesis presents varying context-specific reasons for introducing Internet voting that have not been previously identified in the literature, such as the nudge to use the existing digital infrastructure, the creation of the digital narrative, or the promotion of self-governance.

Section 3.3 introduces the key features of election administration that set it apart from other domains of public administration. The collected evidence shows that implementation of Internet voting involves a temporary workforce and volunteers. Furthermore, as with the delivery of paper-based voting channels, Internet voting involves some manual activities and face-to-face interaction with voters. This depends on design choices of the Internet voting system, in particular, whether there is a need to receive credentials for voter identification in person prior to elections. Then, the section flows to the broader set of actors, introducing evidence on actor expansion due to the introduction of Internet voting. New actors come from both the private and public sectors, in contrast with the expected proliferation of private actors. Judging from the collected evidence, private actors participate in Internet voting system development, scrutiny, oversight, and audits. Public actors, not mandated and previously not involved in election delivery, have been involved in Internet voting system procurement, development, and monitoring.

Section 3.4 provides evidence that the 12-months-before-the-election-day deadline established by the Venice Commission (2002) in regards to any electoral reform can be too little time for the implementation of a highly sophisticated technology such as Internet voting. That applies even to cases in which legal changes and procurement have been introduced on time. The section describes obstacles for implementing Internet voting on time, like organizing pilots during the summer (due to public-sector vacations) or involving new actors, thus adding a new layer of complexity to the implementation process and increasing the coordination problem. The thesis refers to countries where the legal debate or implementation of a new voting channel spread over decades: 
it summarizes the evidence collected in a 20-year timeframe of decision making and implementation of the Internet voting system in the Åland Islands. The thesis demonstrates how the chain reaction of delays led to the cancellation of Internet voting. This thesis emphasizes that the issue of a reasonable timeframe gets even more critical in the context of the pandemic, articulating clearly that Internet voting cannot be a rapid response to the crisis because it is not feasible to introduce Internet voting in a short timespan, which the pandemic demands. Given the importance of reasonable timelines, time is at the core of both tools offered by this thesis.





[bookmark: _Toc79442379][bookmark: _Toc99632398]Impact of Internet voting implementation on election administration

This section summarizes the findings of the articles constituting this thesis pertaining to the impact of Internet voting implementation on election administration. Following theoretical discussions about the impact of technology (Leo Marx, 1997), the identified impacts are structured into two groups. The first group represents the impact on the electoral process and election delivery. It focuses on functional concepts such as complexity, accuracy, efficiency, degree of automation, and administrative burden. 
It looks at processes, rather than people. The second group concentrates on changes in the roles and behaviours of the concerned actors. Thus, it focuses on the impact of Internet voting implementation on the implementing actors.  

[bookmark: _Toc99632399][bookmark: _Toc79442380][bookmark: _Toc79846156]How does Internet voting implementation impact the electoral process?

One of the key discussions around Internet voting is whether it turns the well-established and trustworthy electoral process into a black box, mainly because an ordinary voter cannot understand the functioning of such a complex technology as Internet voting (see the decision of the Federal Constitutional Court of Germany on electronic voting in Maurer & Barrat, 2016; Volkamer, 2010). This chapter starts by exploring how Internet voting impacts the complexity of the electoral process. It then moves to the concept of accuracy, which is a trade-off with complexity: the more complex a process gets, the easier it is to make a mistake. Internet voting is expected to increase accuracy by automating the electoral process, thus reducing the potential for human error (Solvak & Vassil, 2016). Therefore, the next section of this chapter is devoted to the impact of Internet voting on automation. Automation, in its turn, has the potential to increase efficiency, which is why they are considered together. Finally, this subchapter considers the worst impact Internet voting can have––the failure of the election delivery––and who is held accountable for it. 

[bookmark: _Toc99632400][bookmark: _Toc79442384][bookmark: _Toc79846158][bookmark: _Toc79846159]Complexity 

Elections are one of the most complex exercises of public administration (Hall, 2017; Mozaffar & Schedler, 2002). The reason for this lies in the nature of elections. On election day, thousands of poll workers serve millions of voters all across the country and, in some settings, even abroad (II, IV). This creates complexity of rules, procedures and requirements (Atkeson et al., 2014). 

The importance of studying electoral complexity lies in its negative impact both on voters and election administrators. Electoral complexity makes voters unconfident about electoral rules and procedures (Bawn, 1999; Karp et al., 2002). This can even result in voters’ abstention from participating, which negatively affects electoral turnout (Karp & Banducci, 1999). For election administrators, complexity makes it difficult for them to deliver elections with quality and integrity (Burden et al., 2017; Hale & Slaton, 2008), 
as “complexity contributes to accidents and unintended consequences.” (Montjoy, 2008a, p. 786).

In recent years, due to demographic and technological developments, election complexity is increasingly becoming one of the key challenges of election administration (Burden et al., 2012; Hale et al., 2015) as it gets more and more difficult to deliver elections (Alvarez & Hall, 2006). Hale and Slaton (2008) indicate two dimensions of growing electoral complexity: election law and electoral technology. These two dimensions are interconnected as, in most cases, the introduction of an electoral technology requires prior changes to the election law. Starting with election law, this thesis offers Tool 1, which is designed to simplify the task of translating electoral laws into clear instructions (II). This tool transforms complex electoral processes into more comprehensible visual instructions. Tool 1 is of particular importance for territories implementing Internet voting, especially for the first time and amid the pandemic, which imposes a shorter timeframe. Tool 1 captures the complexities of election administration and acknowledges them, thus helping election administrators to assess electoral complexity (Hale & Slaton, 2008), identify weak points and attract the attention of other actors to the difficulties that the election administration faces.

As for electoral technology, there is no consensus that “every additional voting technology raises the complexity of the election” (Krimmer, 2012, p. 31) due to the lack of empirical research on this question. Internet voting is frequently introduced as an additional voting channel as per international standards.[footnoteRef:17] Elections with multiple voting channels are even more complex (I-III), as the election administration needs to provide the same service in multiple forms. Therefore, this thesis asks “whether the usage of electoral technologies as an additional voting channel decreases electoral complexity or contributes to it” (I, p. 1). The thesis provides evidence on the electoral complexity caused by Internet voting (I). Furthermore, it demonstrates how the electoral complexity arising from the introduction of Internet voting may challenge the capacity of election administration to avoid electoral malpractice (I). This finding indicates a trade-off between making the voting options rich and diverse by introducing additional voting channels like Internet voting, but also making sure that the election administration is able to administer them. [17:  In particular, the standard of universal suffrage. The Council of Europe Recommendations CM/Rec(2017)51 of the Committee of Ministers to Member States on standards for e-voting reads: “Unless channels of remote e-voting are universally accessible, they shall be only an additional and optional means of voting” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to Member States on Standards for e-Voting, 2017).
] 


The collected evidence also enriches theory by revealing that, besides electoral law and technology, the involvement of new actors in the electoral process can increase electoral complexity (IV). The collected data demonstrate that, at least in one of the considered cases, the way that inter-actor cooperation was organized between private and public actors was not ideal, which resulted in increasing complexity, delays, cost overrun, and even trust issues:



“The bicephalous structure followed for project management divided the knowledge available on the side of project organizers, that is the technical knowledge separate from contract management and adding to the complexity of the process. Due to this fact, the process was slowed down at critical moments when a more directed management structure could have forced the vendor to react more swiftly in order to solve problems encountered” (IV, p.45). 

[bookmark: _Toc99632401]Accuracy 

After presenting the findings regarding the impact of Internet voting implementation on electoral complexity, this thesis moves to the concept of accuracy, which is a trade-off with complexity: the more complex a process gets, the easier it is to make a mistake. Innumerable activities, time pressure, resource constraints, and a large workforce with a high level of discretion and little training comprise election administration (I and II). 
This makes election administration “most susceptible to errors” (Mozaffar & Schedler, 2002, p. 9). Even though elections without administrative errors have hardly ever been possible, the aim of having elections with a minimal number of errors is increasingly important because:



“The price for an error is increasing due to closer media attention to election administrators” (I, p. 15).



Accurate elections are, in a broader sense, those with a minimal number of errors. Multiple variables comprise accurate elections. Some scholars assess the accuracy of voter registration records (McCormick, 2020; Merivaki, 2020). Other scholars measure the accuracy of elections as a lack of residual votes––votes that were cast with mistakes and therefore could not be taken into consideration (Kropf & Kimball, 2013). Other variables of accuracy include accurate electoral outcomes and accurate election information (McCormick, 2020). 

Whichever aspect of the accuracy of elections is considered, errors in election delivery result in disenfranchisement of some groups of voters and/or in allowing multiple votes for another group of voters. In extreme cases, errors in election delivery result in electoral violence, deaths and return to a non-democratic regime (Laanela, 1999). 

Digital technology is expected to increase the accuracy of election delivery (Norris, 2004) by, at a minimum, decreasing the scale of human error thanks to automation (Solvak & Vassil, 2016). For instance, digital technology was expected to reduce human error in the process of manual mark-off of voters in voter lists by decreasing the probability of crossing off the wrong voter.

[bookmark: _Toc79442386]The case of Estonia demonstrates how these expectations have not been met with the introduction of Internet voting (I). Furthermore, manual activities continue to accompany digitalized electoral processes. Those manual activities are resource intensive and prone to human error, increasing the probability for both intentional and unintentional malpractice. In the case of Estonia, such an activity is the manual mark-off of all advance voters, including Internet voters. Table 6 presents scenarios that can result from inaccuracy in performing this manual activity.

Inaccuracy and errors are not limited to manual electoral activities. The case of the Åland Islands provides evidence on how errors identified during the development of the Internet voting system resulted in the cancellation of Internet voting shortly before election day (IV). The cancellation potentially disenfranchised a group of voters (mostly young people studying or staying abroad after studies), as it was too late for those voters to use alternative voting channels, like voting by post. 

In addition to the collected empirical evidence, this thesis addresses the call of academics and practitioners for a tool that can make errors avoidable (Douglas, 2015) (Tool 1, II).



Table 6. Scenarios of intentional and unintentional malpractice during the manual process of marking off Internet voters (source: author, adopted from I).



		Scenario

		Description



		Scenario 1. Unintentional malpractice due to human error.

		There is limited time available, and the rising number of Internet voters increases the workload, further escalating the time pressure. An error in the process of the manual mark-off may result in disenfranchising one voter and/or allowing multiple votes for another one. 



		Scenario 2. Intentional malpractice.

		A case of multiple voting is intentionally not noted or intentionally attributed to the wrong person, given the discretion that local election administrators have in the process of a manual mark-off. Unlike other activities concerning Internet voting, the activity of manual mark-off is not commonly performed in the presence of observers.







[bookmark: _Toc99632402]Automation and Efficiency 

The accuracy that Internet voting was expected to deliver is closely interlinked with the concept of automation, to which this section is devoted: higher automation reduces human error, thus resulting in higher accuracy. 

In most contexts, governments need to prioritize what to automate first because the resources are limited, while many aspects of the electoral process are characterized by “the backwards state” (Cheeseman et al., 2018, p. 1401). The choice is: (a) whether first to automate the process of casting a ballot, e.g., by introducing Internet voting, while keeping the surrounding processes manual, or (b) whether first to automate the surrounding processes, e.g., by introducing electronic lists of voters. Despite the theoretical expectations of Internet voting being the highest form of election automation (Mugica, 2015), the collected empirical evidence demonstrates that, in practice, it is frequently accompanied by manual back-office processes (I-III). That means that Internet voting is introduced before the surrounding processes, like management of voter lists or consolidation of votes from different voting channels, are digitalized. Furthermore, automating the way of casting a ballot imposes no spill-over effect on automating the surrounding process: the introduction of Internet voting does not solve the problem of the backward condition of other electoral processes. 

The case of Estonia demonstrates how such a sophisticated electoral technology as Internet voting can rely on manual activities (I). Therefore, even the high level of digitalization of the front office of elections does not guarantee the existence of any digitalization of the back office. Furthermore, the case of Estonia provides evidence on how the automation of one aspect of the electoral process––vote casting––impacts the full election workflow by imposing even more manual tasks on the local election administration. The Internet voting pilots in other countries followed suit by prioritizing automation of the front office of elections, the ballot casting process, rather than the back office of elections, the ballot processing process (IV, VI). This finding goes in line with the statement that the usage of digital technology in public administration changed aspects of user experience, while the services “remained remarkably unchanged” (Kattel & Mergel, 2019, p. 156).  As this thesis shows, the decision first to automate the process of casting a ballot potentially creates an additional administrative burden for election administrators and challenges the accuracy of elections by increasing possibilities for human error (I). 

Automation has the potential to increase efficiency. Efficiency plays a critical role in the usage of digital technology in public administration as “the central e-Government ideal in attempts to rationalise, streamline and transform government” (Rose et al., 2015, p. 540). This perspective on technology expects it to bring efficiency in a linear process of change (Cordella & Bonina, 2012). Thus, the ultimate role of digital technology is sometimes considered to be “the enhancement of the internal effectiveness, efficiency, and economy of the executive functions of public administration” (Snellen 2007 as cited in Rose et al. 2015, p. 540). At least partially, it is connected with the fiscal crisis and caused by the public expenditure cuts that many European countries currently experience (Raudla et al., 2017). For election administration, efficiency is also one of the key challenges (Mozaffar & Schedler, 2002; Yard, 2010). The expectations that digital technology will create efficiency are common (Goodman & Spicer, 2019; Norris, 2004), with some authors even claiming that “technology has become a key means by which governments seek to foster improved quality and efficiency” in election administration (Moynihan & Lavertu, 2012, p. 68). 

Efficiency relates to the costs of digital technology. Digital technology is costly in general, and even more costly in the public sector in comparison to the private sector. 
In the field of election administration, the experience of other countries shows that the usage of digital technology can result in the “increased cost of maintaining modern voting systems” (Damschroder, 2013, p. 198). Cost considerations can slow down the adoption of digital technology by election administration (Goodman & Pyman, 2016; Hall, 2017). Therefore, legislators and governments need to justify the costs and make sure that the investment is consistent and sustainable because the budget capacity is considered an indicator of the integrity and quality of election administration (Bland et al., 2013). 

This thesis is not the first attempt to establish the costs of running Internet voting. 
This is the key question for both academics and practitioners. Every election administration asks about the costs before deciding to proceed with Internet voting (Goodman & Pyman, 2016; Xenakis & Macintosh, 2006). Previous attempts to calculate the administrative costs of elections were conducted by Ernst & Ernst (1979) and 
López-Pintor and Fisher (2006). These studies managed to divide the costs by different cost pools but not to attribute the costs to particular voting channels, thus making comparison of voting channels’ cost-efficiency impossible. Other researchers indicate the need for a clear methodology on how the costs of multiple voting channels could be calculated and compared (Xenakis & Macintosh, 2006), especially when technology is utilized (Montjoy, 2010). The cost factor in implementing Internet voting is a greater priority now, since it has been established in multiple contexts that Internet voting does not significantly increase turnout (Germann & Serdült, 2017; Vassil et al., 2016). Already in 2006, Xenakis anticipated that “if no apparent relationship between e-voting and increased voter turnout is achieved, then the future of e-voting will lay solely upon the cost factor” (Xenakis & Macintosh, 2006, p. 128).  

In 2003, Drechsler (2003) raised the question “How high are really the costs?” of Internet voting implementation in Estonia, referring to anecdotal evidence from the implementing actors that “It'll cost ten times as much to have an e-election” (Drechsler, 2003, p. 7). Since then, the cost of Internet voting has only been vaguely defined. The most recent research emphasizes that “Technology is always ambivalent, and the risk to overpay for its favors is very high” (Drechsler, 2020, p. 50). That is why, in this thesis, the cost of Internet voting is not considered in abstract but in relation to the benefits it creates, thus focusing on the cost-efficiency of an introduced technology (I and III). One might challenge the quantitative turn this thesis takes at this point. As a counterargument, “there seems to be no chance to stop indicators today, even if one wanted to—there is no alternative, and if one is attempted, it soon vanishes and gives way to the kind of quantification that permeates the world” (Drechsler, 2019, p. 252).

Tool 2 developed by this thesis facilitates the collection of evidence establishing that Internet voting is the most cost-efficient voting channel in the case of Estonia (III): 
it has the lowest cost per voter among a wide variety of voting channels (see Table 7). The initial expectations were that Internet voting would be more cost-efficient for at least two reasons: it would lower printing costs, as voting over the Internet decreases the demand for paper ballots, and it would lower staffing costs, as automation results in reduced demand for manual work. However, the collected data revealed that there is no evidence to support those expectations (I, III). First, there is little potential for reaching cost reduction via a decrease in ballot printing costs, as the savings from reduced printing are negligible[footnoteRef:18] in comparison to the costs of Internet voting system development and maintenance. Second, even though Internet voting relies less on manual labour, the labour cost pool still constitutes the majority of the costs of Internet voting.[footnoteRef:19] Tool 2 also reveals that, unlike the theoretical expectations, one of the most resource-intensive activities of Internet voting delivery did not concern the maintenance of technology but the purely administrative task of consolidating Internet votes with advance votes cast on paper––an activity required for the integration of Internet voting into the existing voting infrastructure.  [18:  In the 2019 parliamentary elections in Estonia, the election administration spent 7,560 euro on printing 900,000 ballots, which is enough for the whole population of eligible voters. ]  [19: In the 2019 Parliamentary elections in Estonia, the labour cost constituted around 2/3 of all costs.] 




Table 7. Administrative cost range per ballot (in euros) for the 2017 Estonian local elections 
(source: III).



		Type of voting channel

		Minimum

		Maximum



		Advance voting in county centres

		5.48 

		5.92



		Advance voting in ordinary polling stations

		16.24 

		17.36



		Early voting in county centres

		5.83 

		6.30



		Election day voting in county centres

		4.97 

		5.58



		Election day voting in ordinary polling stations

		2.83 

		3.01



		Internet voting

		2.17 

		2.26











In the case of the Åland Islands, efficiency associated with administrative cost and working time reduction was expected only after a realistic assessment of cost-efficiency would be possible. Such an assessment can happen only when the Internet voting system is consolidated and the number of users has increased (IV). The collected evidence demonstrates that the government may bear the costs of Internet voting even for a 
non-implemented system and that the implementation of Internet voting can be accompanied by unexpected costs (IV). In this case, the unexpected cost arose from the nature of the private-public relationship between the vendor and the election administration. The unexpected problems during the implementation motivated the election administrators to conduct penetration tests in order to check that the products delivered by the private vendor were up to standard. In the end, project management and oversight of the private vendor cost more than the development of the Internet voting system (IV). 

Another key aspect for understanding potential efficiency gains is the recommendation to introduce Internet voting as an additional voting channel in order to fulfil international standards.[footnoteRef:20] Through multiple and perhaps excessive voting channels available to voters simultaneously over an extended period, election administration generates inefficiency by oversupplying the service. Therefore, Internet voting can provide cost reductions only when the introduction of Internet voting results in or is accompanied by significant savings in the delivery of other voting channels (I). These savings should exceed the cost of developing and maintaining the Internet voting system. Such adjustments do not happen by default but require significant efforts from the election administration, and they may not have developed yet even after Internet voting has been used successfully for over a decade (I). Moreover, the expectation of significant savings in the delivery of other voting channels may create pressure on the election administrator: the cost reduction of other voting channels’ delivery is supposed to justify the existence of Internet voting. [20:  In particular, the standard of universal suffrage. The Council of Europe Recommendations CM/Rec(2017)51 of the Committee of Ministers to member States on standards for e-voting reads: “Unless channels of remote e-voting are universally accessible, they shall be only an additional and optional means of voting” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to Member States on Standards for e-Voting, 2017).] 


This thesis offers directions for reaching higher efficiency through implementation of Internet voting: both through reengineering the existing electoral process and adjusting it to the new reality of e-enabled elections, and through introducing even more digital technologies to the back office of the electoral process (I). 

Informed by the collected evidence, this thesis operationalizes efficiency in the following way. The efficient implementation of an electoral technology means that:

· Limitations on resources are acknowledged by considering what to automate first;

· Sustainability of the introduced digital technology in terms of stable political will, financing, and contracts with external suppliers is guaranteed;

· The introduced digital technology automates administrative tasks and activities, thus decreasing the administrative burden of election administration, (cutting the required workforce) and reducing human error. It also helps to deal with the complexity of elections.

[bookmark: _Toc79442392][bookmark: _Toc79846164][bookmark: _Toc99632403]Failure and Accountability

The final section of this subchapter considers the worst impact that Internet voting can cause––failure of the election delivery. Failure in implementing digital technology in public administration is a common phenomenon (Goh & Arenas, 2020; Heeks & Stanforth, 2007). Therefore, there is a variety of theoretical and analytical frameworks for studying it. The closest one to the object of research of this thesis is the information system failure framework developed by Toots (2019). This thesis adapts this framework by introducing to it elements from the conceptual model of the electronic voting mirabilis (Krimmer, 2012).   On this basis, this thesis proposes a new conceptual model for studying failures of Internet voting systems (see Figure 2).



[image: ]

[bookmark: _GoBack]Figure 2. The mirabilis of Internet voting system failure (source: IV).

In the failure of an Internet voting system, two possible scenarios are anticipated: a total failure when “the initiative was never implemented or was implemented but immediately abandoned” (Heeks, 2005, p. 52) and a partial failure when “major goals for the initiative were not attained and/or there were significant undesirable outcomes” (Heeks, 2005, p. 52). In other words, a partial failure represents a case in which an implemented Internet voting system does not meet the set requirements (such as accountability, accuracy, efficiency, and so on). The Åland Islands represent a case of total failure, as Internet voting was cancelled before its first usage (IV):



It was “the decision to not proceed with Internet voting, even with the system in-place, giving more relevance to the interaction between the different elements than to the IS itself” (IV, p. 41).

A failure of delivering Internet voting when it is the only available voting channel clearly challenges electoral integrity (Essex & Goodman, 2020) This thesis provides evidence for the theoretical claims that even when Internet voting is only one of many available voting channels, “losing voters, who would have voted if not prevented by malfunctions in the e-electoral process, could become a major problem” (Xenakis & Macintosh, 2005a, p. 5). Some voters from abroad who planned to vote over the Internet were disenfranchised because, when the decision not to proceed with Internet voting was taken, it was too late for those voters to use alternative voting channels, like voting by post. In this way, the effort to enfranchise new groups of voters from abroad resulted in the disenfranchisement of a share of voters who used to vote by post (IV).

The collected evidence demonstrates that among the reasons for the failure is the actors’ dissatisfaction with the system (IV). Thus, this thesis argues that actors’ perceptions of an Internet voting system are at least as important for the success of its implementation as the technology per se. At the stage of decision-making, all actors shared a broad consensus about the positive implications of Internet voting implementation. This has changed in the later stages of implementation. This finding emphasizes the importance of continuous supervision of actors’ perceptions regarding the Internet voting system. Therefore, this case provides evidence from the field of election administration on how interactions between actors can result in the success or failure of digital technology implementation (IV).

Another reason for failure to implement an Internet voting system is miscommunication between actors. The case of the Åland Islands proved the importance of the inclusion 
of external actors in the implementation process. These actors are not directly involved in implementation, but they can play a critical role for the success or failure of implementation: in the case of the Åland Islands, these actors were the Data Protection Authority and the agency responsible for the shared national infrastructure (the Finnish e-Government portal). 

A failure always highlights the question of accountability. Among the variety of public and private actors involved in contemporary election delivery, who is accountable for the failure in election delivery? Previous research claimed that in a centralized election administration, the single responsible authority is the election administration (Lundmark et al., 2020). Does this statement hold true in other contexts? Research on the highly decentralized U.S. election administration claims that in the cases in which elections are privatized, the accountability of public officials decreases (Herrnson et al., 2008). International standards establish that while private vendors can be deemed accountable for not delivering elections properly, the final responsibility for the quality of election delivery remains with election administrators (Council of Europe, 2017).[footnoteRef:21] In the case of the Åland Islands, the burden of the ultimate responsibility caused the election administration to decide against the risk of using the not-fully-tested system developed by a private actor, and thus, to cancel Internet voting altogether (IV). In such circumstances, an Internet voting system is only as good as the election administration believes it to be. Thus, the perception of being a single responsible authority and the perspective of 
being held accountable for a failure can force an election administration to make more risk-averse decisions, such as cancelling Internet voting.  [21:  Explanatory Memorandum to Recommendation CM/Rec(2017)5 of the Committee of Ministers to Member States on standards for e-voting by the Ad hoc Committee of Experts on Legal, Operational and Technical Standards for e-voting (CAHVE) reads: “Statutory duties of the body responsible for the conduct of elections must never be outsourced”, and “The overall responsibility falls on the electoral management body that supervises e-voting and cannot be delegated for instance to a voting system supplier” (Council of Europe, 2017).] 




Table 8. Summary of the impacts of Internet voting implementation on the electoral process.



		Impacts of Internet voting implementation on the electoral process



		Complexity:

· Internet voting can bring greater electoral complexity, thus increasing the risks for electoral malpractice;

· The trade-off is between making the voting options rich and diverse and being able to administer them.

		Accuracy:

· Internet voting does not necessarily reduce manual activities, and hence, human error;

· Internet voting can require new manual activities, increasing the probability for both intentional and unintentional malpractice.





		Automation and Efficiency: 

· Internet voting has no spill-over effect on automating the surrounding process; 

· Internet voting is the most cost-efficient voting channel with the lowest cost per vote;

· Cost-efficiency does not come from lower printing costs or lower staffing costs;

· One of the most resource-intensive activities concerns not the maintenance of technology, but the purely administrative task;

· Project management and oversight of a private vendor can cost more than the development of the Internet voting system.



		Failure and Accountability:

· Actors’ perceptions about the Internet voting system can cause failure as much as the technology per se;

· Miscommunication between actors can be the reason for system failure;

· Even if Internet voting is only one among many voting channels, system failure can still result in voter disenfranchisement;

· An Internet voting system is only as good as the election administration believes it to be. Accountability for a failure forces an election administration to make more risk-averse decisions, such as cancelling Internet voting. 











[bookmark: _Toc99632404]How does Internet voting implementation impact the electoral actors?

This subchapter starts by discussing how Internet voting affects the administrative burden, as it is currently the biggest challenge for overtasked and understaffed election administrators all around the world. It identifies the effects of Internet voting on the implementing actors, in particular, which of them get overburdened due to the introduction of Internet voting. The next section further develops this idea by focusing on the shifting roles and responsibilities of actors delivering elections after Internet voting is introduced. The final section considers how changes in actors’ roles and responsibilities affect the most problematic aspect of election administration––the high discretion of election administrators. 

[bookmark: _Toc99632405][bookmark: _Toc79442389][bookmark: _Toc79846161]Administrative burden

The concept of administrative burden has not been widely studied in the field of election administration (Burden et al., 2012). However, it is important to acknowledge and account for how the usage of digital technology decreases or imposes an additional administrative burden on election administrators for the following reasons. First, 
even before any digital technology is introduced, election administration tends to experience high levels of administrative burden (Hale & Slaton, 2008; Kimball & Kropf, 2006). Second, additional administrative burden results in work overload, burnouts, decreased performance, job dissatisfaction, and higher employee turnover rates (James, 2019), as well as higher error rates. All of this negatively affects the quality of election delivery and electoral integrity. When electoral technology is introduced, election administrators frequently find themselves in a situation in which “they have accepted a burden that is more complex than they are prepared to handle” (Jones, 2007, p. 41). Thus, electoral technology can increase the administrative burden of election administrators. 

The case of Estonia is critical for understanding the impact of digital technology on the administrative burden for the following reason. In Estonia, one of the key expectations of using digital technology in public administration is a lower administrative burden. 
A lower administrative burden helps to reach “a minimal and efficient state” (Kitsing, 2010, p. 7) and cope with limited resources (Margetts & Naumann, 2017). However, 
the collected data do not show that 15 years of Internet voting have managed to significantly decrease the administrative burden of election administrators (I). To address this, the thesis proposes some solutions. Tool 1 facilitates the identification of actors who are overburdened due to the introduction of digital technology and the subsequent reengineering of the electoral process, thus addressing the problem of the increasing administrative burden. Tool 2 helps to identify all tasks and activities each election administrator is performing, which can help to acknowledge the state of administrative burden of election administrators prior to the introduction of Internet voting. The following section further develops the argument of the impact of Internet voting on election administrators by focusing on their changing roles and responsibilities.

[bookmark: _Toc99632406]Shift in actors’ roles and responsibilities

In paper-based elections, responsibility is distributed among many poll workers. In contrast, a smaller number of staff are required to run Internet voting. When elections get digitalized, responsibility could fall to just one person who created the software (Haren & Pieters, 2007). This creates a dichotomy in delivery of digitalized and non-digitalized voting channels: Internet voting is generally managed and financed centrally, at a higher operational level, while paper-based voting channels are mainly budgeted and delivered by local election administrations (I, II, III). 

Therefore, the introduction of Internet voting changes the roles of poll workers: suddenly, it is not SLBs who deliver elections directly to the citizens but a handful of IT specialists or software providers. Due to this transfer of responsibility, Internet voters no longer interact with SLBs of elections but, at best, with the IT departments of the election administration or even with a helpline provided by private vendors. For this reason, this thesis considers how the introduction of Internet voting affects the roles of SLBs. 
SLBs can play many roles in Internet voting implementation: they can participate in administering trials (the U.K.), procuring and piloting Internet voting systems (Switzerland), and conducting tests and feasibility studies (Canada), among other things. What unites those cases is that they represent countries with decentralized election administration. Thus, there is no surprise that SLBs are involved to such an extent in the delivery of Internet voting. However, the role of SLBs in Internet voting in countries with centralized election administration is not so evident. This thesis finds that even in a centralized election administration with a top-down approach to Internet voting implementation, SLBs play a substantial role in the management of Internet voting and its integration with existing voting channels through the task of consolidating paper and electronic votes (I). 

The decision to outsource the development of the Internet voting system to private vendors (I-IV, VI) shifts the role of the government from the producer or “technology maker” (Karo & Kattel, 2016, 2019) to manager (Winnard, 2017). In extreme cases of outsourcing, the government stops considering elections “as their ‘core business’”: they delegate the task of running elections to the private sector and cease to understand the electoral process (Oostveen, 2010, p. 210). In such an environment, the concept of Elections as a Service rises in popularity. This concept assumes that the delivery of elections (or parts of it) can be contracted to a private vendor, while the election administration neither owns nor rents the digital technology used: the election administration entitles a private vendor to run the electoral service on behalf of the election administration using the software and hardware of a private entity. Scholars describe Elections as a Service in the following way: vendors run the process (Haren & Pieters, 2007). Still, as the collected evidence shows, that does not necessarily mean that election administrators would not favour such an approach to digital technology development and implementation (IV). 



“The government decided quite early… that they should buy a service, not the system and that they need[ed] someone else to run it” (IV, p. 45). 



Election administration also delegates tasks to public entities. In some cases, this relationship takes an extreme form when election authorities compete with other agencies for the right not to perform some election-related tasks (Castenmiller & Dikmans, 2020). In all considered cases (I-V), the electoral authorities voluntarily delegated some of their election-related responsibilities to other actors due to the lack of capacity to perform those tasks themselves. 

[bookmark: _Toc99632407][bookmark: _Toc79442390][bookmark: _Toc79846162]Discretion 

Poll workers are the SLBs of elections who frequently represent the only point of interaction between a voter and the election administration (Atkeson et al., 2014; 
Hall et al., 2009). Therefore, poll workers have a high level of discretion in the 
delivery of elections. Previous research has established that the discretion of poll workers varies by voting channels (Atkeson et al., 2014). Voting channels extended 
over a longer time potentially reduce the discretion of poll workers, as poll workers’ supervisors (the higher levels of election administration) have a greater chance to 
react to “complaints brought by staff, observers, or voters” (Atkeson et al., 2014, 
p. 946).

Internet voting is often available to voters over an extended period of time, rather than only on election day (I-IV, VI). The research literature indicates that technology 
can decrease (Lips, 2019), automate (Nagtegaal, 2021) or digitalize the discretion of 
SLBs (Busch & Henriksen, 2018) from street-level bureaucracy to “screen-level bureaucracy” when SLBs operate computers instead of face-to-face interaction, and further to “system-level bureaucracy” when decisions are fully automated (Bovens & Zouridis, 2002). Indeed, as a remote voting channel, Internet voting does not require an interaction between the voter and a poll worker: Internet voters interact directly with an Internet voting system, bypassing poll workers. Thus, it provides voters with an experience of voting without involving human agency. The decision regarding each individual voter’s eligibility to vote over the Internet does not depend on the discretionary judgment of a poll worker. As a result, poll workers are not supposed to have high discretion towards Internet voters. 

A conflicting argument suggests that digital technology can increase discretion by providing public administrators access to richer data (Danziger & Andersen, 2002). Furthermore, human agency is involved in designing and implementing an Internet voting system, which may result in a system that is biased toward particular groups of voters. Still, the pool of actors who are involved in designing and implementing an Internet voting system is much more limited than the number of poll workers delivering conventional paper-based voting channels. 

The data collected for this thesis provide evidence for both arguments. The case 
of Estonia demonstrates that the voting channels, which reduce the number of 
polling places, potentially decrease the discretion of poll workers, because the supervision of poll workers by higher levels of the election administration becomes 
more feasible (II). However, it also reveals that poll workers exercise discretion 
even towards Internet voters, despite the Internet voting system being implemented in a centralized way without evident involvement of poll workers in its implementation (I). As one example, poll workers in Estonia decide on which Internet votes are reported 
for cancelation in the process of paper and Internet vote consolidation. What differentiates the exercise of discretion while delivering Internet voting from its 
role in conventional voting channels is that, in such circumstances, observers and voters are not present at the moment when poll workers exercise discretion. An example of how digital technology can increase discretion by providing access to richer data is 
the way that the Internet voting system is implemented in Estonia. It provides poll workers with information about which voters have overridden an i-vote with a paper ballot (I). The option of re-voting is provided for the purpose of guaranteeing that a 
voter can change her vote without a coercer knowing about it. Given that poll 
workers are frequently recruited and appointed by political parties, the provision of information on recast ballots may reduce the efficiency of re-voting as an anti-coercion mechanism.























Table 9. Summary of the impacts of Internet voting implementation on the electoral actors. 



		Impacts of Internet voting implementation on the actors



		



		Administrative burden:

· Internet voting does not significantly decrease the administrative burden of election administration.



		Discretion: 

· Internet voting does not significantly decrease the discretion of street-level bureaucrats of elections. They lose their discretion in the process of ballot issuing but gain it in the process of paper and Internet vote consolidation. 



		Shift in actors’ roles and responsibilities:

· Internet voting shifts and imposes new roles and responsibility on street-level bureaucrats of elections, for instance, through the integration of Internet voting with existing voting channels.



		

· In extreme cases of delegation, the election administration neither owns nor rents nor understands the Internet voting system.







[bookmark: _Toc99632408]Summary of the chapter

This chapter answers the research question of how the choices made during the implementation of Internet voting affect election administration. It divides the impacts into two groups based on whether they impact processes or people.

The subchapter on processes highlights how Internet voting affects complexity, accuracy, efficiency, automation, the possibility of failure and accountability of the electoral process. The section on electoral complexity (Section 4.1.1) follows the literature and focuses on two major sources of complexity: election law and electoral technology. This chapter presents Tool 1, which addresses complexity caused by changes to election law. Next, this chapter provides empirical evidence for the debate on whether electoral technology per se can increase electoral complexity. Finally, the thesis contributes to the existing literature on electoral complexity by identifying a third possible source of complexity––the involvement of new actors in the electoral process.

Complexity is a trade-off with accuracy in the electoral process (Section 4.1.2), as the more complex the process is, the more difficult it is to avoid errors. Digital technology is expected to increase the accuracy of election delivery: at a minimum, automation should decrease human error. In respect to Internet voting, the collected data show how implementation choices can negatively affect the capacity of Internet voting to reduce human error. The implementation of Internet voting can result in the creation of manual activities that are prone to human error, intentional and unintentional malpractice. 
In the studied cases, one example of such activity is the manual consolidation of paper and electronic votes caused by the need to integrate Internet voting with existing voting channels. Academics and practitioners call for a tool which will make errors avoidable, and Tool 1, proposed in this thesis, addresses this call. 

Besides complexity and accuracy, efficiency is one of the key challenges for modern election administration (Section 4.1.3). Digital technology is expected to foster efficiency. At the same time, digital technology is costly. This thesis demonstrates how the costs of Internet voting can be calculated and compared to the costs of other voting channels. The application of Tool 2 to the case of Estonia shows that Internet voting is the most cost-efficient voting channel with the lowest cost per vote. Contrary to expectations, this thesis establishes that there is little potential to achieve cost-efficiency via the decrease in ballot printing costs and staffing costs. Ballot printing costs are negligible in comparison to the costs of Internet voting system development and maintenance, while staffing costs still constitutes most of the costs of Internet voting, even though Internet voting relies less on manual labour. This thesis argues that it is difficult to reach efficiency gains through introducing Internet voting because it is generally introduced as an additional voting channel to fulfil international standards. Therefore, Internet voting can provide cost reductions only when its introduction results in or is accompanied by significant savings in the delivery of other voting channels. Such adjustments require significant efforts from the election administration. This thesis outlines potential directions for reaching higher efficiency: through reengineering the existing electoral process and through introducing even more digital technologies. 

The case of the Åland Islands can perhaps serve as the example of non-efficiency, as the government was supposed to cover the costs of the Internet voting system, which has not even been used. Furthermore, it is an example of unexpected cost derived from the nature of the private-public relationship between the vendor and the election administration. Project management and oversight of the private vendor cost more than the development of the Internet voting system.

Finally, when it comes to the worst impact Internet voting can have––not delivering elections due to system failure, this thesis suggests considering failure through a theoretical framework and adjusting the concept of failure to the context of Internet voting (Section 4.1.4). The application of the proposed framework to the case of the Åland Islands demonstrates that the actors’ perceptions about the implemented Internet voting system are at least as important for the success or failure of the Internet voting system as the technology per se. The collected data show that the perception of being a single responsible authority and the perspective of being held accountable for a failure can force election administration to make more risk-averse decisions, such as cancelling Internet voting. This means that an Internet voting system is only as good as the election administration believes it to be. 

The second subchapter summarizes the findings in relation to the impact of Internet voting on the implementing actors. It focuses on the issues of administrative burden, shift in roles and responsibilities, and discretion. The collected data do not show that Internet voting has managed to significantly decrease the administrative burden of election administration after more than 15 years of usage (Section 4.2.1). To address this, the thesis proposes Tool 1 and Tool 2. Tool 1 facilitates the identification of the effects of Internet voting on the implementing actors: in particular, which of them get overburdened due to the introduction of Internet voting. Tool 2 allows for the identification of all tasks and activities performed by each election administrator, thus acknowledging the existing administrative burden.

As per the shifts in actors’ roles and responsibilities, this thesis finds a dichotomy in the delivery of digitalized and non-digitalized voting channels: Internet voting is generally managed and financed centrally, while paper-based voting channels are mostly delivered and budgeted by local election administration (Section 4.2.2). Therefore, the introduction of Internet voting leads to the transfer of roles and responsibility of the local election administrators to other actors: Internet voters do not interact with the SLBs of elections, but at best with the IT departments of election administration, or even with a helpline provided by private vendors. While taking away some of the SLBs’ responsibilities, Internet voting also imposes new ones: this thesis finds evidence that even in centralized election administration with a top-down approach to Internet 
voting implementation, the local election administration plays a substantial role in 
the management of Internet voting and its integration with existing voting channels. 
In extreme cases, as the result of delegation, the election administration neither owns nor rents nor understands the Internet voting system it uses. Still, due to a lack of capacity and resources, election administrators might favour such an approach to Internet voting implementation.

As per the discretion, the evidence does not support the theoretical expectations that Internet voting significantly decreases the discretion of election administrators. Internet voting provides voters with an experience of voting that does not involve human agency (Section 4.2.3). However, this thesis demonstrates that SLBs maintain discretion towards Internet voters: in the case of Estonia, they decide on which Internet votes are reported for cancelation in the process of paper and Internet vote consolidation. Furthermore, 
the exercise of discretion by SLBs in regards to Internet voting is not monitored, because it occurs in moments in which observes and voters are not present. 
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This thesis poses two research questions: 1) how election administrators and other actors implement Internet voting and 2) how the choices made during the implementation of Internet voting affect election administration. To answer these questions, the thesis applies a public administration perspective to the study of elections instead of a more common political science perspective. Thus, the thesis contributes to developing a relatively new and under-studied domain of public administration––election administration (James, 2012). In addition, the thesis applies theories from accounting, business studies and engineering to study the usage of Internet voting by election administrators, thus providing the interdisciplinarity of this research. 

The findings of this thesis build on: 1) the perceptions of election administrators, 
2) the results of observations of electoral processes, 3) before-after analysis, and 
4) quantitative calculations. Some of the methods for evidence collection were developed and first attempted in the articles comprising the thesis. Those methods include:

· the first known application of TDABC to the field of elections, which facilitated the calculation of the administrative costs of running elections for each voting channel (this has not been possible for the variety of costing techniques applied to elections before); 

· the first known observation of the electoral processes organized based on the logic of TDABC with a focus on resources spent on individual activities;

· the application of a design science research strategy to the field of Election Administration, in line with which a particular problem in election administration was identified and a solution was designed, developed, demonstrated and evaluated;

· the application of the business process reengineering framework to the field of Election Administration, allowing to check if the introduction of digital technology resulted in a redesign of electoral processes. 

To answer the first research question, the thesis considers the elements of Internet voting that constitute it as a complex socio-technological system: the aspects of the electoral process that Internet voting digitalizes, the context of implementation, 
the implementing actors and the timeframe of implementation. The answer to the first research question starts with defining what Internet voting is. Given the confusion over the term, this thesis presents a minimal definition of Internet voting as a voting method by which a voter is identified over the Internet and a ballot is cast over the Internet and counted electronically. This definition brings into focus the administrative perspective, rather than a purely technological one: the definition emphasizes which parts of the electoral process get digitalized with the help of Internet voting. Thus, the thesis further develops attempts to clarify the concept of Internet voting for the discipline of public administration (Krimmer, 2012). 

Furthermore, this thesis links the concept of Internet voting to a concept of a higher order––electronic voting––and provides a new approach for classifying electronic voting modalities, where electronic casting and electronic counting are considered in association (I-VI). Thus, the thesis contributes to the scholarship on definitions of Internet and electronic voting (Gibson, 2001; Goodman & Spicer, 2019; Reiners, 2017), stage and maturity models of election automation (Mugica, 2015) and a broader public administration discussion on what to digitalize first and how to vertically and horizontally integrate the digitalization of the back office and front office of public service delivery (Andersen & Henriksen, 2006; Westholm, 2005). This thesis emphasizes the importance of the back-office effects of digital technology in public administration, highlighting the interplay between using highly sophisticated digital technology in the front office and manual activities in the back office of public service delivery (Stewart III, 2011).

The next element this thesis considers is the context of implementation. It highlights the mismatch of different contexts and how this affects implementation, in particular, causing communication and coordination problems (I-VI) and even a failure of Internet voting delivery (IV). In addition, the thesis zooms in on some particular contexts of Internet voting implementation: during the pandemic (V) and in a non-democratic environment (VI). It demonstrates how the implementation of Internet voting in a pandemic environment negatively affects the timeframe of implementation, significantly increasing the risk of failure, while the implementation of Internet voting in a 
non-democratic environment increases the risks for electoral integrity. Finally, this thesis argues that the context of implementation defines the expected outcomes: it presents varying context-specific reasons for introducing Internet voting which have not been previously identified in the literature, such as the nudge for using the existing digital infrastructure, the creation of a digital narrative, or the promotion of self-governance. These findings contribute to the research on the contextual aspects of digitalization in the public sector (Åström et al., 2012; Carter & Bélanger, 2012; Cheeseman et al., 2018; Heeks, 2005; James & Alihodzic, 2020).

In regard to the findings on implementing actors, it is the first study of election administration to consider such a wide variety of actors and collect perspectives from each actor type. This was possible by applying the following approaches: 1) shadowing election administrators through the electoral process, 2) working with secondary data such as procurement contracts, inter-organizational cooperation agreements, practitioners’ reports, and internal documentation of state agencies, and 3) interviewing all identified actors. Informed by the collected data, the thesis proposes a new bottom-up approach for identifying and classifying the actors implementing digital technology in elections, further developing the categorization proposed in Krimmer (2012). 

Moreover, this thesis applies the street-level bureaucracy theory to the field of election administration. The thesis establishes the high level of discretion of poll workers and the acute principal-agent problem present in the process of digital technology implementation in the considered cases. Through this, the thesis contributes to scholarship on street-level bureaucracy (Atkeson et al., 2014; Clark, 2017; Hall et al., 2009; James, 2014b; Kimball & Kropf, 2006) and principal-agent theory (Alvarez & Hall, 2006). In addition, this thesis pays close attention to the roles of private actors and emphasizes the critical role that state actors who were previously not involved in election delivery can play (I, III IV). These findings contribute to the scholarship on the role of private actors in public service delivery (Bieri & Wenger, 2018; Dunleavy et al., 2006; Kooiman, 1993; Thomann et al., 2018; Ya Ni & Bretschneider, 2007) and the tendency to contract out (Lember, 2006). 

Considering the timeframe of the implementation process, this thesis demonstrates that the established deadlines for decision-making[footnoteRef:22] might not suffice for the implementation of a highly sophisticated digital technology such as Internet voting (IV). It also emphasizes how disagreement between the implementing actors or just the sheer number of them can impact the timeline by postponing implementation: the involvement of each additional implementing actor increases the chances for not fitting in the set timeline (I, III, VI). Time is also at the core of Tool 2, which proposes a new methodology for calculating the cost of elections (III), and Tool 1, which proposes a solution for translating electoral laws into instructions for poll workers (II). Finally, the question of reasonable timelines is particularly important for the current global changes in the conduct of elections due to the pandemic (V). Pandemics demand quick changes, while such digital technology as Internet voting could not be introduced rapidly. These findings contribute to the scholarship on the difficulties with implementing digital technology on time in public administration due to “considerable transaction costs” (Lember et al., 2018, p. 20) and the schedule overrun that is typical for IT projects (Flyvbjerg & Budzier, 2013). [22:  12 months, as recommended by the Venice Commission (Venice Commission, 2002).] 


The second research question on the impact of Internet voting implementation on election administration cannot be answered without considering the changes that Internet voting brings to the conduct of elections, be they benefits or drawbacks. Election administrators might expect that Internet voting will bring them no benefits and may prioritise citizen-centred benefits, such as an increase in voter convenience and accessibility (Goodman & Spicer, 2019). However, this thesis shows that it is important for both citizens and election administrators to make sure that Internet voting brings benefits for election administrators too (I-VI). 

In the case studies, even when election administrators perceived the usage of Internet voting to be beneficial, they lacked evidence to support this claim (I). On the contrary, the evidence demonstrates, the choices made during the implementation process resulted in the following outcomes. For the electoral process, Internet voting increased complexity, costs of election delivery and the probability of failure, while not increasing accuracy and efficiency in the expected ways (I, III, IV). The introduction of Internet voting also does not necessarily result in greater automation of the overall electoral process: Internet voting does not seem to have a spill-over effect on automating the surrounding manual processes (I, II). That being said, Internet voting can still increase accuracy, efficiency and the level of automation of the electoral process, but in less direct ways than were expected: through, for example, process reengineering (I, II). 

For the implementing actors, Internet voting increased the administrative burden and discretion (I, III, IV). When digital technology does not include significant benefits for the implementing actors, but, to the contrary, increases their administrative burden and the overall complexity of elections, it also results in the increased possibility for human error and maladministration (due to the overwork, time and task pressures) (I, II). This, in turn, can result in lower accuracy of election delivery, and thus, lower electoral integrity and lower trust in election administrators and elections. These findings contribute to the broader discussion on the drawbacks and benefits of digitalization in public sector and on whether the usage of digital technology furthers the aims of efficiency, accuracy and a reduced administrative burden for public officials (Moynihan & Lavertu, 2012; Mozaffar & Schedler, 2002; Norris, 2004; Rose et al., 2015). 

Given the importance of the costs of digital technology for public administration, this thesis establishes the costs of Internet voting in comparison to other available voting channels (III). Thus, this thesis answers the call by both practitioners and academics (Ernst & Ernst, 1979; López-Pintor, 2000; Xenakis & Macintosh, 2006) and, in particular, addresses the question “How high are really the costs?” of Internet voting implementation (Drechsler, 2003). This thesis establishes that among the variety of voting channels, Internet voting is indeed the most cost-efficient voting channel when it reaches a high number of users (III). However, a high number of users can also boost the costs. 
A comparison of the costs of Internet voting over time in the same context shows cost growth. The interviewed actors attributed this cost growth to the expenses caused by increasing security risks due to the higher number of users. 

In addition, the evidence does not support the theoretical expectations of why Internet voting could be the most cost-efficient option: it is not due to the lower printing and staffing costs. Savings from printing less ballots are negligible, especially in comparison to the costs of digital technology. As for the staffing costs, labour constitutes the largest cost pool even for Internet voting, despite the reduced number of manual activities in comparison with paper-based voting. Finally, whenever Internet voting is implemented as an additional voting channel,[footnoteRef:23] its costs are added on top of the existing costs of running elections. Therefore, Internet voting can decrease the total costs of elections only due to savings from other voting channels. Furthermore, the savings from other voting channels should be enough to compensate for the costs of Internet 
voting (I). This imposes pressure on election administrators and, in particular, on those implementing paper-based voting channels. To achieve savings, election administration needs to reengineer the whole delivery of election, which has not been evident in the countries of research (I, IV). This thesis offers directions for how to achieve this and guarantee higher efficiency through the implementation of Internet voting (I).  [23:  To fulfil international standards; in particular, the standard of universal suffrage. The Council of Europe Recommendations CM/Rec(2017)51 of the Committee of Ministers to member States on standards for e-voting reads: “Unless channels of remote e-voting are universally accessible, they shall be only an additional and optional means of voting” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to Member States on Standards for e-Voting, 2017).] 


The findings of this thesis highlight the paradoxical relationship between automation and discretion: Internet voting does not necessarily take away discretion from human agents (in this case, from election administrators). On the contrary, in the case study, Internet voting even increased the discretion of local election administrators (I). 
That happened because the delivery of Internet voting was accompanied by manual activities needed for the integration of Internet voting into the existing electoral process (I, IV). In other words, the delivery of Internet voting is far from being seamless (I-VI). This could contribute to the debate on the seamlessness of a digital state started by Drechsler (2020). Furthermore, this finding provides evidence for the debate on whether the usage of digital technology and greater automation in general will decrease the discretion of front-line public servants (Atkeson et al., 2014; Clark, 2017; Hall et al., 2009; James, 2014b; Jansson & Erlingsson, 2014; Kimball & Kropf, 2006).

The findings in regard to the changing roles of election administrators show that they can favour the outsourcing of election delivery up to the point when private actors run elections while election administrators neither own nor rent digital technology (IV). Contrary to expectations, this change in roles is not only due to the involvement of private actors. The evidence shows that election administrators in different contexts willingly delegate some responsibilities to public actors due to their own lack of capacity (I-IV, VI). This mode of behaviour recalls the bureau-shaping model, in which responsibilities and resource-intensive tasks are delegated to other actors. These findings contribute to the broader public administration discussion on the tendency to contract out (Lember, 2006).

As for the most adverse of the possible impact of Internet voting on election administration––the probability of failure of election delivery––this thesis develops and trials a new conceptual model named the “Mirabilis of Internet voting system failure”. This model builds on the adapted conceptual model of the electronic voting mirabilis (Krimmer, 2012) and the information system failure framework (Toots, 2019), thus enriching both fields of research. The main advantage of this model is that it helps to identify organizational issues in the process of Internet voting implementation, which can cause a failure of election delivery. Knowing the potential points of concern can help to avoid a failure. 

As for its practical implications, first, the thesis introduces Tool 1 for translating the complexity of electoral law into clear graphical instructions for poll workers. In particular, it provides a way to distil the dozens of articles of electoral law that are affected by the introduction of Internet voting into one model (II). This Tool can be applied to other domains of public administration that are experiencing digitalization. Second, the thesis offers Tool 2, which is a working methodology for calculating administrative costs for different voting channels with the opportunity for inter-channel comparison (III). 
This tool can have a broader application for comparing the costs of any digitalized public service with its analog version. Third, the thesis provides practical recommendations on the sequence of digitalization of election administration and highlights the consequences of introducing Internet voting first while keeping the surrounding electoral processes manual (I, IV). Furthermore, the thesis defines the points for optimization that facilitate the derivation of more efficiencies from a digitalized electoral process in a not-fully digitalized election administration (I). These findings shed light on the wider discussion of what to digitalize first and how to vertically and horizontally integrate the digitalization of the back office and front office of public service delivery (Andersen & Henriksen, 2006; Westholm, 2005).

The author of this thesis sees the areas for the further research as follows. First, one might consider performing further steps for the before-after analysis of the impact of the introduction of Internet voting on human error, costs, and the administrative burden of election administration. In particular, the thesis can be followed by a survey of poll workers on the question of expected organizational improvements in the electoral processes due to the introduction of Internet voting. Second, one might conduct experiments in which poll workers will be provided with a proposed graphical solution (Tool 1) in addition to other instructions. A follow-up survey could assess the 
advantages and disadvantages of the process models, their user-friendliness, and their comprehensibility. A further step would be to calculate the costs of producing such models as a reference to their perceived usefulness. Third, one might test the proposed cost methodology (Tool 2) in a different electoral context to check whether Internet voting remains the most cost-efficient voting channel. Fourth, the proposed cost methodology (Tool 2) could be further developed to cover the whole electoral cycle, 
re-orienting the purpose of cost calculation from inter-channel comparison to the total costs of an election.   
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The Impact of Internet Voting on Election Administration: Directing Implementation Towards a Blessing or a Curse

Internet voting has pride of place among digitalization projects in the public sector. It is frequently portrayed as an exemplary digitalization project, a proof of development and a demonstration of modernity. For these reasons, Internet voting implementation is surrounded by high expectations of its positive impact on all involved actors. While the impact of Internet voting on voters is relatively well studied (with the research on voter turnout, voter convenience and the change in voters’ political preferences), the impact of Internet voting on the implementing actors lacks empirical research. The previous research only indicates that Internet voting may result in greater accuracy and efficiency of the electoral process by decreasing complexity and reducing the administrative burden of election administration, without providing empirical evidence to support these expectations. 

The absence of focus on election administration leads to a situation in which a difficult task of Internet voting implementation is taken for granted: election administration is expected to deliver Internet voting in such way that guarantees positive outcomes. 
In line with this, the research on Internet voting focuses on the technological angle but not on the organizational and administrative ones. Furthermore, the small number of countries that have implemented Internet voting makes empirical evidence scarce. 

Still, Internet voting implementation at times leads to big failures, that are not necessarily rooted in technology. These failures disenfranchise groups of voters and  challenge the integrity and the legitimacy of the electoral process. Therefore, it may be beneficial for future trials to know how to assess whether Internet voting implementation results in benefits to election administration. Thus, this thesis aims to reveal how Internet voting can be implemented to direct the impact of Internet voting towards a blessing for election administration rather than a curse. Therefore, the thesis poses two research questions: 



1.  How do election administrators and other actors implement Internet voting?

2. How do the choices made during the implementation of Internet voting affect election administration?



Based on six peer-reviewed research publications, this thesis provides answers to these research questions. The theoretical foundation of this thesis builds on public administration theories, such as principal-agent theory and street-level bureaucracy theory, complemented with theories from accounting, business studies and engineering, thus providing for the interdisciplinarity of this research. Methodologically, these articles represent different research designs, ranging from the case study to design science to scenario research design. Among the methods of data collection, the articles utilize stakeholder interviews, on-site observations, document analysis and desk research. Among the methods of data analysis, the articles focus on process modelling, 
Activity-Based Costing, legal analysis, and software-supported qualitative and quantitative text analysis. The data collection for most of the papers also involved fieldwork. This thesis examines cases of Internet voting implementation at different maturity levels in different contexts, including amid the pandemic and in a non-democratic environment. All of this allowed the collection of rich evidence supporting or rejecting the established theories on the impact of digital technology on election administration.  

The findings of this thesis establish that the impact direction of Internet voting on election administration depends on particularities of implementation: the way Internet voting is implemented will define whether it leads to greater accuracy and accountability, a lower administrative burden and the probability of failure, or vice versa. 

This thesis disentangles what Internet voting means in organizational terms and, 
in particular, which different forms the implementation of Internet voting can take. 
It showcases how Internet voting can combine highly sophisticated technology in the front end and manual activities in the back end. Informed by the evidence, this thesis provides practical recommendations on the sequence of digitalization of election administration, highlighting the consequences of first introducing Internet voting while keeping the surrounding electoral processes manual. 

In respect to the implementing actors, increasingly, Internet voting is not delivered by an election administration. However, new actors come from both private and public sectors, in contrast to the expected proliferation of private actors. In all considered cases, the electoral authorities voluntarily delegated some of their election-related responsibilities to other actors due to the lack of capacity to perform those tasks themselves.

The collected evidence demonstrates that in these cases, choices made during the implementation process resulted in increased complexity, costs of election delivery and the probability of failure, while not increasing accuracy and efficiency in the expected ways. Internet voting also did not have a spill-over effect on automating the surrounding manual processes. That being said, Internet voting can still increase accuracy, efficiency and the level of automation of the electoral process, but in less direct ways than expected. For the implementing actors, Internet voting increased the administrative burden and discretion of front-line public servants, thus increasing the possibility for human error and maladministration. 

In addition to the empirical evidence and theoretical contributions, this thesis introduces two tools which may be of particular importance for practitioners. Tool 1 helps in translating the complexity of electoral law into clear graphical instructions for poll workers: in particular, it shows how the dozens of articles of electoral law that are affected by the introduction of Internet voting can be distilled into one model. This tool can be applied to other domains of public administration that are experiencing digitalization. Tool 2 is a working methodology for calculating the administrative costs of different voting channels, with the opportunity for inter-channel comparison. This tool may have a broader application for comparing the costs of any digitalized public service with its analog version. 
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E-hääletamise mõju valimiste korraldajatele: korralduse õnnestumise või läbikukkumise suunas juhtimine

E-hääletamine on avaliku sektori digitaliseerimisprojektide seas aukohal. Seda esitletakse sageli kui eesrindlikku digitaliseerimisprojekti, mis on arengu ja tänapäevasuse tõendiks. Seetõttu kaasneb e-hääletamisega suur ootus, et sellel on kõigile asjaosalistele positiivne mõju. E-hääletamise mõju valijatele on üsna palju uuritud (uuringud valimisaktiivsuse, valijate mugavuse ja valijate poliitiliste eelistuste muutumise kohta), aga e-hääletamise mõju kohta selle korraldajatele ei ole piisavalt empiirilisi uuringuid. Varasemad uuringud viitavad lihtsalt sellele, et e-hääletamine võib võimaldada valimisprotsessi suuremat täpsust ja tõhusust, vähendades keerukust ja valimiste haldamise koormust, kuid ei esita nende väidete toetuseks empiirilisi tõendeid.

Kuna valimiste korraldamisele ei keskenduta, siis peetakse keerukat e-hääletamise korraldamist enesestmõistetavalt lihtsaks: eeldatakse, et valimiste korraldajad viivad 
e-hääletamise läbi nii, et selle õnnestumine on tagatud. Sellega seoses keskenduvad 
e-hääletamise uuringud tehnoloogiale, kuid mitte korralduslikele ja halduslikele aspektidele. Lisaks on empiirilist tõendusmaterjali vähe ka seetõttu, et e-hääletamist korraldanud riike on vähe. 

Kuid mõnikord põhjustab e-hääletamise korraldus suuri probleeme, mis ei pruugi olla tehnoloogiast põhjustatud. Need probleemid jätavad valijarühmad ilma oma õigustest ning seavad kahtluse alla valimisprotsessi aususe ja legitiimsuse. Seega võib tuleviku tarbeks olla kasulik teada, kuidas hinnata, kas e-hääletamise korraldamine toob kasu ka valimiste korraldajatele. Seetõttu on selle töö eesmärk selgitada välja, kuidas saab 
e-hääletamist korraldada nii, et sellel oleks ka korraldajatele positiivne mõju. Töös püstitatakse kaks uurimisküsimust. 



1.    Kuidas valimiste korraldajad ja teised osalise e-hääletamist ellu viivad?

2. Kuidas e-hääletamise korraldamisel tehtud valikud valimiste korraldajaid mõjutavad?



Töös vastatakse nendele uurimisküsimustele kuue eelretsenseeritud teaduspublikatsiooni põhjal. Selle töö teooria tugineb avaliku halduse teooriatele, nagu printsipaali-agendi teooria ja esmatasandi bürokraatia teooria, mida on täiendatud raamatupidamise, äriuuringute ja inseneriteaduse teooriatega, tagades seeläbi uurimistöö interdistsiplinaarsuse. Uurimismeetodite poolest kajastavad valitud artiklid erinevaid uurimiskavasid alates juhtumiuuringust kuni disainiteaduse ja stsenaariumite uurimiskavani. Andmete kogumise meetoditest on artiklites kasutatud intervjuusid sidusrühmadega, kohapealseid vaatlusi, dokumendianalüüsi ja olemasoleva teabe analüüsi. Andmeanalüüsi meetoditest keskenduvad artiklid protsesside modelleerimisele, tegevuspõhisele kuluarvestusele, õiguslikule analüüsile ning tarkvarapõhisele kvalitatiivsele ja kvantitatiivsele tekstianalüüsile. Enamiku artiklite puhul kaasnes andmete kogumisega ka välitöö. Selles töös uuritakse e-hääletamise korraldamise juhtumeid erinevate arengutasemete puhul erinevates kontekstides, sealhulgas pandeemia ajal ja mittedemokraatlikus keskkonnas. See võimaldas koguda põhjalikke tõendeid, mis toetavad või lükkavad ümber väljakujunenud teooriaid digitehnoloogia mõju kohta valimiste korraldamisele.  

Töö tulemused näitavad, et e-hääletamise mõju valimiste korraldajatele sõltub korraldamise eripäradest: see, kuidas e-hääletamist korraldatakse, määrab, kas see toob kaasa rohkem täpsust ja vastutust, väiksema halduskoormuse ja läbikukkumise tõenäosuse või vastupidi. 

Töös uuritakse, mis e-hääletamisega korralduslikus mõttes kaasneb ja eelkõige seda, millistel erinevatel viisidel võib e-hääletamist korraldada. Selles uurimistöös näidatakse, kuidas e-hääletamise puhul võidakse valijate poolses otsas kasutada väga kõrgetasemelist tehnoloogiat ja samal ajal korralduslikus otsas käsitööd. Uurimistulemustest lähtudes esitatakse töös praktilisi soovitusi valimiste korraldamise digitaliseerimise järjekorra kohta, tuues välja tagajärjed, mis kaasnevad sellega, kui kõigepealt võetakse kasutusele e-hääletamine, kuid hoitakse seotud valmisprotsessid käsitsi hallatavad. 

Mis puutub korraldajatesse, siis üha enam ei tegele e-hääletamise korraldamisega valimiste korraldajad ise. Uued osalised tulevad nii era- kui avalikust sektorist, mitte ainult erasektorist, nagu võiks arvata. Kõigil uuritud juhtudel delegeerisid valimisasutused vabatahtlikult osa oma valimistega seotud ülesannetest teistele osalejatele, kuna neil endil polnud võimekust neid ülesandeid täita.

Kogutud tõendid näitavad, et nendel juhtudel tõid valimisprotsessi käigus tehtud valikud kaasa suurema keerukuse, valimiste korraldamise kulude ja ebaõnnestumise tõenäosuse suurenemise, kuid ei parandanud oodatud moel täpsust ega tõhusust. Samuti ei avaldanud e-hääletamine mõju seotud manuaalsete protsesside automatiseerimisele. Sellest hoolimata võib e-hääletamine siiski suurendada valimisprotsessi täpsust, tõhusust ja automatiseerituse taset, kuid vähem otsestel viisidel kui oodatud. E-hääletamine suurendas korraldajate halduskoormust ja valijatele lähimate riigiametnike otsustusõigust, suurendades seega inimlike vigade ja haldusomavoli võimalust.

Lisaks empiirilistele tõenditele ja teooriasse panustamisele tutvustatakse selles töös kahte vahendit, mis võivad korraldajatele eriti kasulikud olla. Esimene vahend aitab tõlkida keerukat valimisseadust valimistöötajate jaoks kergelt arusaadavateks graafiliseks juhiseks: eelkõige näitab see, kuidas e-hääletamise kasutuselevõtust mõjutatud kümneid valimisseaduse artikleid saab koondada ühte mudelisse. Seda vahendit saab kasutada ka muudes avaliku halduse valdkondades, kus toimub digitaliseerimine. Teine vahend on töömeetod erinevate hääletuskanalite halduskulude arvutamiseks, mis võimaldab kanalite võrdlemist. Seda vahendit saab laialdasemalt kasutada mis tahes digitaliseeritud avaliku teenuse kulude võrdlemiseks selle analoogversiooniga.
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