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CAD computer-aided design

CAE computer-aided engineering
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API application programming interface
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NDN named data network

FFF fused filament fabrication

DLP digital light processing
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SLS selective laser sintering
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Terms and Definitions
STL

Personal Manufacturing

an STL file describes a raw, unstructured triangulated
surface by the unit normal and vertices (ordered by
the right-hand rule) of the triangles using a three-
dimensional Cartesian coordinate system [11]

using own portable machinery to manufacture products
at the time and point of need [83]



Introduction

This thesis is structured in the following way. In section 1, we establish the motivation and
provide the problem statement behind this work. In section 2, we state the contributions
of the thesis from three different angles: ecosystem, secured infrastructure and applica-
tion layer with illegal object detection and intellectual property protection. In section 3,
we describe the methodological approach we used. In section 4, we discuss related work
for publications 1, Il and lll. In section 5, we explain how publications I, I, 1lI, IV, V
and VI contribute to this thesis, creating a synergic effect and (as a whole) contributing to
a larger phenomenon—the development of a Smart Cyber-Physical System for Personal
Manufacturing. In section 6 we conclude and discuss directions for further research.

1 Motivation and Problem Statement

There are four main problematic areas of automated manufacturing (AM):

¢ Fragmentation and interconnectivity. 3D printers today are the same stage as com-
puters were 60 years ago, and mobile phones 15 years ago. Historically, each hard-
ware manufacturer created an operating system to operate its hardware [3,4]. Only
with the development of UNIX [103] for mainframes, MS-DOS [8] for personal com-
puters, and Android [1] for mobile phones were these areas democratized. Anyone
could create an application that would run on different hardware managed by a
standard operating system. With UNIX operating systems, mainframes from differ-
ent hardware manufacturers could run the same programs. UNIX advanced through
universities; it replaced numerous operating systems at universities removing frag-
mentation [3]. Android changed the smartphone landscape and eliminated the
fragmentation of numerous operating systems for mobile phones 12 years ago [35].
There are a few initiatives to standardize 3D printing file formats (e.g., STEP, AMF,
3MF) [113]. However, there has so far been no overall standardized approach to
control the end-to-end process of 3D printing.

¢ The social change: the era of personal manufacturing. Every human being is in-
herently a manufacturer. Today, society has reached an inflection point in AM—
personal manufacturing [64,83,102,105,106]. Society has accumulated knowledge
and a sufficient level of technological development in manufacturing, tools, and
their implementation in the form of cloud manufacturing. Now, home users, small,
medium, and Fortune 2000 enterprises use devices such as 3D printers, computer
numerical control (CNC) mills, laserjets, and robotics to manufacture products lo-
cally, at the point and time of need. Ease of use is important—and now, a physical
part can be produced with a single click of the computer mouse [15].

¢ |IP infringement and manufacture of illegal and regulated objects. Today, man-
ufacturing files contain all of the intellectual property (IP) needed to produce a
production-grade physical part. This was never the case even 20 years ago [116].
This vital IP needs protection to secure the IP of companies manufacturing products.
Another important aspect is protecting society from the unregulated manufacture
of harmful objects like firearms, weapons, and ammunition [117].

e Large CO2 footprint. Manufacturing has its share of CO, footprint, and if man-

ufacturing facilities were connected and virtually accessible through the cloud, we
would reduce manufacturing CO; footprint portion. Our solution supports a shared
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economy and distributed manufacturing, allowing us to reuse securely existing man-
ufacturing facilities [115]. It is part of our vision that the CO, footprint of the pro-
posed solution is a lot less. From the energy waste and CO, footprint perspective,
it is much better to manufacture a part at home or in close proximity using locally
available materials [70, 121] versus shipping it around the globe with logistics com-
panies and airplanes. Even though frequently securing the 3D designs can poten-
tially increase the CO, footprint, the cost of loss of the important digital content
prepared to be used in advanced manufacturing machines has much higher impor-
tance than the energy consumed. For example, blockchains and Bitcoin particularly
use a proof-of-work consensus algorithm [46], which also consumes a lot of en-
ergy and creates a considerable CO; footprint. However, this allows us to solve the
problem of trust and keep the system functioning; moreover, compared to paper
or metal money printed in every single country, thousands of banks keeping mon-
etary balances in their databases and data centers could be comparable with the
CO2 footprint of cryptocurrencies. Another example, COVID-19, showed that peo-
ple were flying too much, driving too much. Many people can create a smaller CO,
footprint by working and making video calls from home, versus flying to business
meetings or driving every day to the office.

The authors believe that the future of manufacturing is one secure Smart Cyber-Physical
System for Personal Manufacturing, which covers the whole end-to-end product creation
process from idea to a physical object is presented in Figure 1.

8000060009

Idea 3D design Make CAD Prepare for Find a Manufacture  Postprocessing  Assembly Delivery Real objects
Printable  Manufacturing  facility

Figure 1- Smart Cyber-Physical System for Personal Manufacturing, which covers the whole end-to-
end product creation process from idea to a physical object.

2 Contribution of the Thesis

We contribute to the "democratization" (in the sense of bringing the production to the
end-user [115]) of personal manufacturing [83] from multiple different angles: ecosystem,
security, IP protection, and safety, as follows:

e Addresses evolving critical problems of personal manufacturing: democratization,
security, IP protection, and safety;

e Proposes the next step in the evolution of user participation in manufacturing—
personal manufacturing;

e Proposes and develops a unique, secure, and self-sufficient software ecosystem for
personal manufacturing. Such a system would support all of the components nec-
essary to move from an idea to a physical object in one click;

¢ Introduces a novel, cloud-based software ecosystem capable of sustaining a massive
communication load of command, control, and telemetry data coming to and from
millions of manufacturing machines and users. Our solution allows users to create
and deploy their applications in a cloud operating system;
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e Contribute a secure and dependable infrastructure and architecture for the new
economy of the future - personal manufacturing;

e Proposes an approach that leverages the computational process’s physical limita-
tions into a defense strategy that makes distributed file storage and transfer highly
secure, a novel, key-less, byte-less encryption method, ready for application to AM;

e Offers a threat model and security analysis of the proposed approach;

e Cloud-based manufacturing operating system to address an evolving critical prob-
lem of IP protection and manufacture of illegal physical objects;

e Introduces a novel cloud-based manufacturing operating system architecture to
protect IP and detect illegal physical objects using pattern recognition.

Taken together, these contributions commit to:
e democratizing automated manufacturing (AM);

¢ reducing the prototyping and manufacturing latency of new and existing products
on the market;

e securing communication with AM machines to protect them from sabotage when
producing mission-critical parts;

e protecting society from the threat of manufacture and distribution of illegal objects.

3 Methodological Approach

The main body of this thesis is composed of four original peer-reviewed articles: Il is an
article in journal, 1and Il are classified as articles in conference proceedings, and article
IV is a book chapter. There are additional publications which are patent applications V
and VI which strongly support authors’ point of view. Each article is based on a separate
empirical study, however altogether they form a theoretical and practical framework in-
tegrated into Section 5 of this thesis. The theoretical and practical framework is based on
a synthesis of existing research on different aspects of smart cyber-physical systems for
automated manufacturing, such as: a) an ecosystem layer - a fundamental orchestration
layer enabling all other parts of the ecosystem to work, the details are covered in publica-
tion I; b) a secure storage and communication layer interconnecting data security critical
parts of the ecosystem, the details are covered in publication Il; c) a practical application
layer, e.g. pattern recognition of illegal designs and intellectual property infringements,
the details are covered in publication III.

According to the Methodology framework for the design of digital ecosystems [51] a
digital ecosystem should have several key factors associated with the digital ecosystem
design, e.g., roles of different digital components within a system, organization, and col-
laboration of the digital components, their individual design along with intelligence and
security within the system. In this thesis, we have covered all the key aspects. According
to the model-based design methodology for complex, distributed across networks cyber-
physical systems [60], the cyber-physical system described in this thesis was evolving in
line with the ten steps of the methodology [60], namely: 1) we stated the problem of soft-
ware fragmentation and inter-connectivity for automated manufacturing; 2) we studied
and modeled physical processes of multiple types of manufacturing machines, such as FFF,
DLP, SLA, SLS, SLM, DED; 3) we characterized the problem by isolating fixed parameters,
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adjustable parameters and variables to be controlled, identified quantities that character-
ize physical processes, such as material melting temperatures, deposition speeds, move-
ment speeds, accelerations, slicing parameters, and many more; 4) we derived control
algorithms by determining under which conditions physical processes are controllable;
we used the problem characterization to specify requirements on the heating and cool-
ing times, network latencies, 3D printer firmware buffer sizes, specifics of electronics, and
mechanics of different manufacturing machine types; 5) we have selected different mod-
els of computation for different types of manufacturing machines, as each distinct type
has its own set of allowable instructions used in a computation along with rules that gov-
ern interaction, communication, and control flow; 6) the hardware was specified by the
3D printers and other manufacturing machines manufacturers; thus, we adjusted compu-
tational models for each hardware component and manufacturer; this is one of the fun-
damental complexity we faced during the development of a cyber-physical system; 7) we
have created our simulation tools for different types of automated manufacturing ma-
chines helping us to verify and visualize the correctness of computational models; 8) the
AM machine manufacturers constructed the devices, however frequently we needed to
adjust the hardware and their hardware decisions to more easily make it work with the ex-
isting computational models and control algorithms; 9) we developed software according
to the specifics of computational models and control algorithms; moreover, we general-
ized and unified software components; 10) we verified, validated, and tested each com-
ponent of the system and subsystems independently and combined, sometimes we need
to use 100+ the same devices to perform tests to get adequate results. We followed the
process multiple times in iterations with an average length of 1year. This way, we achieved
stable, predictable results, every time improving all aspects of the cyber-physical system.

The empirical evidence of the thesis derives mainly from quantitative analysis. The
methodological approach is the following: a) in I, we used quantitative methods that em-
phasize objective measurements and the statistical, mathematical, and numerical analysis
of collected user data over multiple years; b) in I, we used both qualitative and quantita-
tive methods to perform threat modeling, security analysis, and performance evaluation;
c) in 1ll, we applied quantitative methods to a dataset of 3D models to perform classifi-
cation of these models into loosely coupled classes and prediction of potentially harmful
objects by using statistical and mathematical analysis; d) in IV, we did a theoretical study,
and we did not conduct statistical and mathematical analysis.

4 Related Work

We have analyzed the most influential works on the topic from multiple angles. We have
structured the discussion of related work by first describing related work for publication
I, then publication II, and so on.

For publication I, we analyzed the most influential and highly cited works published
on cloud manufacturing [101], social aspects of advanced manufacturing, and interoper-
ability.

In their work "Advanced manufacturing systems: socialization characteristics and trends",
F. Tao et al. [105] analyze the degree and scope of resource sharing since the 1960s. Then,
they describe four phases in the evolution of manufacturing resource sharing. Moreover,
they describe the degree of user participation in manufacturing a product: Buy; Buy and
choose [102]; Buy, choose, and design; and Full customization. In our work, we seek to
contribute the next logical step of the evolution of consumer participation in manufactur-
ing by creating a new model—personal manufacturing.

Tao et al. [106] define and compare cloud manufacturing to cloud computing and out-
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line the key advantages of the former. One of the most important is the generation of new
types of business models and ways to deliver products [127]—for example, RESA [91] and
MyStemKits [84]. The latter utilizes our solution’s API [87].

In their respective works, Tao et al. [105], Ray et al. [90], Tibaut et al. [108], Wang et
al. [120], Panetto et al. [88], and Figay et al. [44] name the interoperability of manufactur-
ing systems and components as one of the most compelling challenges in the evolution
of cloud manufacturing resource sharing. Interoperability requirements affect the archi-
tecture of manufacturing cloud operating systems. In our work, we utilize protocols that
integrate new manufacturing machines as they become available.

Kalpakjian et al. [62] describe a manufacturing ecosystem that employs computers
to manage and control the entire manufacturing process through CAD, CAE, CAM, CAPP,
CAQ, PPC, ERP (see Abbreviations section) and the ability to create AM processes utilizing
all or some of the steps mentioned in Figure 1. The degree of user participation and inter-
action with manufacturing enterprises is increasing, and "network topologies and value
creation increasingly reflect the trend of universal participation and social manufactur-

ing".

The Kozmetsky effect [64] occurs whenever the specific knowledge and technology
involved in a specific industry reaches a saturation state. The strong interaction of knowl-
edge, technology, tools, and implementation stimulates creativity and innovation. Latency
is diminished among all four components (knowledge, technology, tools, implementation)
and becomes zero. New ideas and technologies arise under these conditions, new product
prototypes appear, and new market segments emerge. This is the beginning of a strategic
inflection period when all the new things are put on trial that creates divergence, con-
fusion, and chaotic situations [64]. This phenomenon is currently noticeable in the field
of AM. Society has accumulated enough knowledge and a sufficient level of technologi-
cal development in manufacturing, tools, and their implementation in the form of cloud
manufacturing to reach an inflection point of this effect. The era of personal manufactur-
ing has just begun. Now, home users, small, medium, and Fortune 2000 enterprises use
devices such as 3D printers, CNC mills, laserjets, and robotics to manufacture products lo-
cally, at the point and time of need. Our contribution to the field is 3DPrinterOS—a digital
ecosystem for personal manufacturing.

For Publication II, we start with some general considerations of cloud security, and
then go more deeply into specific solutions, like point-to-point and point-to-multipoint
secured communication, cloud secured storage, digital rights management (DRM), video
streaming, and 3D streaming.

Over time, there has been a trend in AM to move as much calculation to the cloud as
possible due to the low cost of cloud computing power. Initially, slicing for 3D printers was
performed on the workstation built into a 3D printer (e.g., [10,12]). Then, slicing software
moved to engineers’ workstations [6]. Now, slicing has moved to the cloud [15], with ma-
chine code streamed to the AM machine. The next important step is to stream stepper
motor pulses from the cloud directly to the AM machine; thus, the firmware moves to
the cloud. As with software and faster computing, this move improves hardware oper-
ation, with incredible increases in quality and speed. For instance, Okwudire et al. [86]
sent low-level stepper motor commands from a server to simplified firmware, which inter-
preted simple commands and proxied them to the stepper motor drivers and measured
an increase in printing quality and speed.

AM machines should have a thin client built-in, not a workstation [10, 12]. This thin
client will interpret commands and send current status and metrics to the cloud. Moving
path planning out of the firmware to a nearby computer increases manufacturing speed
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and quality. This was achieved by the team of researchers behind the Klipper project [5].
Their table of step benchmarks [5] shows that the same hardware can be 10x more effi-
cient with the right software and more computing power. To achieve such improvements,
we will ultimately stream encoded physical signal commands from the cloud to AM ma-
chines. The method proposed in the publication Ilis ready for these types of applications.

In [31], Brunette et al. provide a comprehensive analysis of possible cloud security is-
sues and suggest mitigation strategies. They present a robust approach to assess existing
cloud applications and provide a requirement base for the design of secure cloud solu-
tions. That work provides notable recommendations. However, from our perspective,
the next level—an integral solution—is necessary. For the sake of an ultimate security
solution for cloud storage and file transfer, we need a change in philosophy and a new
paradigm—Ilive matrix—which we describe in Publication II.

We examined related research on peer-to-peer, point-to-point, and point-to-multipoint
communication. First, most such solutions tend to use the Open Systems Interconnection
(OSI) [66] model’s lower layers, mostly layer 3, the network layer. This increases the com-
munication speed and throughput. Simultaneously, it makes most of the protocols propri-
etary and exotic, making a wider implementation for AM machines difficult. In contrast,
the solution we propose in this paper is the network layer and is protocol agnostic, as the
only information that is transferred is cryptographic hashes. Our solution would benefit
from using a lower layer of the OSI model, and streaming hashes over a lower level of
the OSI model is a topic worthy of future research and experiments. The primary efforts
in the literature are focused on the resolution of peers and re-routing if a peer is discon-
nected. These mechanisms can complement the solution described in this paper. Many
point-to-point and point-to-multipoint communication security approaches employ basic
private/public key encryption, which does not prevent intellectual property exposure.

Mastorakis et al. [77,78] discuss peer-to-peer file sharing application designs and im-
plementations that run on top of Named Data Networking (NDN). The security aspect is
in the nature of the NDN architecture; however, this suggests the cryptographic signing
of every packet in the network. NDN uses a distribution of data encryption keys as its en-
crypted data. Because it implements security at the protocol level, NDN offers protection
against negligence, in contrast to TCP/IP, where applications are responsible for security.
Although NDN is considered the future of the Internet [125], it is still a work in progress
and not yet ready for full production-grade implementation.

In their cryptographic protocol [58], Jaatun et al. present an approach that is similar to
ours. They segment files among a redundant array of independent net storage contain-
ers in the computing cloud. The main thrust of their solution is the distribution of data
across different cloud providers. Thus, the individual data deposits do not expose enough
information about the owner and the file to make them vulnerable. The data must be re-
assembled to return the file to the user. In our approach, we similarly distribute file parts
to many machines in the cloud; however, we do not set a specific constraint on the form
and number of cloud providers; our approach can utilize physical computing machines,
virtual machines, Docker containers from one or several providers, or other solutions.

Miller et al. [81] propose several robust security schemes for distributed file systems.
They use the segmentation of files into file blocks and file block encryption with asymmet-
ric keys. We split a file into segments and encrypt each segment with its key in a manner
similar to [81]. However, we go beyond this and propose continuous re-encryption of file
segments, with continually changing keys. Moreover, we may continuously re-encrypt the
symmetric keys that data segments are encrypted with. In our approach, re-encryption
happens continuously on all cloud nodes at a preset file, computational, or cost limit.
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In [18], Giuseppe et al. describe improved proxy re-encryption schemes for keys and
apply them to secured distributed storage. We apply a similar approach in our solution,
but to file segments as well as keys. Furthermore, we re-encrypt continuously, regardless
of reads and writes to storage. Cloud computing infrastructure prices drop each year,
making such a re-encryption approach feasible for use with millions of files.

Many practical DRM-like approaches are widely used in cloud storage and transfer.
These include effective cryptographic file system (ECFS) [92], and other methods men-
tioned in the same paper. In DRM, a file is usually encrypted using a symmetric or asym-
metric key or a key combination before it is stored or transferred. Symmetric encryption
is not a solution here as follows. The problem is not to protect data only against a man-
in-the-middle attack but against the user himself/herself. In order to access the file, the
data consumer needs the key. When an attacker obtains the key by, for example, buy-
ing the protected content once, brute force, or social engineering attacks, the file can be
used or redistributed infinitely. Thus, the user must produce the part a limited number of
times, e.g., one time. This is a wicked problem that needs a complex solution. The use of
symmetric and asymmetric encryption schemes assumes that secret keys will never be ex-
posed or calculated. This is also a standard solution for DRM-like methods to protect dig-
ital content; however, these have failed over time, especially when protecting against the
end-user device. DRM methods are usually lightweight and can be functional without any
need for intensive cloud computing power. From our perspective, DRM methods are too
vulnerable by their nature. Our goal is to make information disposable, time-dependent,
constrained to reproduce the digital content only once at the end-user device side, and
at the same to make it extremely hard to get the original content for mass reproduction
without the owner license.

Numerous existing streaming approaches [32, 37,72,74,122] work efficiently and con-
sistently for video and music. Even though some of the protocols have consistency checks,
they are not expected to deliver every single byte; insignificant data loss or delay caused
by network problems is expected. However, such losses could be an issue for sensitive
data, like CAD designs. For example, in the case of streaming designs to automatic man-
ufacturing machines such as 3D printers or CNC mills, data transfer should be consistent
and lossless: loss of a single byte while streaming is unacceptable, as this can lead to an
AM machine malfunction or a defective product. Simultaneously, the streaming should
be highly secured, which is not usually required for media streaming protocols. In publi-
cation Il, we show how to securely stream encrypted file segments directly from a highly
secure distributed file storage.

In [71], Lin et al. describe a method to encode 3D models into a JPEG stream to transfer
3D designs. However, the solution is not comprehensive and has definite limitations.

In prior research [100], we theoretically described live matrix as a paradigm applied to
secured 3D content delivery. Our prior work is purely theoretical, lacking technical details
and a real implementation of the method. This paper’s [100] contribution extends the
initial idea with the necessary details for implementation and to technically broaden it to
any type of secure file storage and transfer. Furthermore, we describe a threat model and
conduct a thorough security analysis and eliminate the transcoding of files for streaming
introduced in prior work [56, 57].

We previously explained in detail the necessity for the secured streaming of 3D files
and discussed methods to enforce 3D file copyrights [56, 57]. In that approach, we tar-
geted a small niche case to secure 3D design transfer to 3D printers. That solution is ma-
chine code-centric and lacks a tight coupling with the secured storage. Furthermore, it is
vulnerable at the point of extracting a 3D design from the storage and re-encoding it for
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streaming. In the publication II, we propose a much more secure and consistent end-to-
end method to store and stream files—regardless of file type—and without the need to
re-encode the file for streaming.

We compare our solution with cryptosystems with symmetric and asymmetric encryp-
tion [109]. As described in details in publication I, our solution does not have a decryption
function in terms of symmetric and asymmetric encryption, as there is no key as such in
terms of that equation, and actual static bytes are not transferred in its terms.

Our solution depends on time synchronization, though its dependency on time could
be entirely removed if we synchronize against other sources. Future accessible synchro-
nization methods might include natural phenomena like geomagnetic micropulsations
[45, 59], seismic activity, gravity, blockchain block number, shared prior quantum entan-
glement [61,124], and others.

Computation overhead and CO2 footprint matters. Our solution has a bigger positive
overhead compared to well-known stream ciphers [16, 23,26, 41,42,48,52], block ciphers
[27,39,50,99] and plain text in terms of computation and bandwidth.

Commonly, in stream ciphers [94] the ciphertext length has an insignificant positive
overhead compared to plain text. In block ciphers [73], padding is frequently added to
plain text to make it equal to the block size, increasing the bandwidth overhead. Block
ciphers also have computational overhead to encrypt each block compared to plain text.
Our solution has a parametric trade-off between computational complexity and security.
Our approach’s computational overhead is lower than that of block ciphers, and depend-
ing on the stream cipher algorithm, it can be smaller than stream ciphers. Hash function
calculation is less expensive than AES and DES [110, 123]. Another possibility is to scale
hash calculation using a GPU and an application-specific integrated circuit (ASIC) imple-
mentation of hash functions [36, 38]. However, block and stream encryption are difficult
to implement using a GPU- and ASIC-based approach.

The philosophy behind our solution is to set an attacker against a computing cloud and
leverage the physical limitations of the computational process [65] as security controls.
Similar to proof-of-work blockchain consensus algorithms [46], we parameterize the so-
lution based on the amount of available infrastructure.

There is physical latency at all levels of hardware and software during computational
processes. In order to reduce latency, computer L1 and L2 cache memory are located very
close to the processor [49]. The more distant some resource is from the processor, the
higher the latency. For example, a network interface is usually the main bottleneck for
distributed systems [126]. The operating system limit of open ports and 1/0 descriptors in
Linux can be a bottleneck [30]. Our approach is to use these limitations and bottlenecks
and turn them into a defense strategy.

Our threat modeling and security analysis are based on several well-defined threat
frameworks from Behl et al. [20-22] and Saripalli et al. [95]. The latter provides the list
of "Threat events compromising cloud security" [95], which our distributed storage and
transfer solution are intended to address.

In our previous research [56, 57,100], we assumed that data—once taken from some
kind of secured storage—are decrypted and then encrypted with a different method for
delivery to the data consumer. Then, the distribution node can also be a point of attack.
In that case, the attacker can obtain a file or a stream on the server during re-encryption
between storage and streaming. However, in the current approach, there is no need for
transcoding. In our solution, we use elliptic curve type secp256k1 [28] for public/private
key generation. For hashing, we use the Keccak-256 [25] hash function.

For Publication Il we discuss related work and offer an overview of existing methods
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to protect AM-related IP.

In their work, Hou et al. [54] cover traditional ways to secure 3D files. The authors
describe solutions ranging from the application of DRM to embedding visual shapes into
3D printed models’ internal structure. In the latter approach, scanning the item'’s internal
structures allows determining whether it is an original part or a copy. Their work does
not cover the whole AM workflow and focuses on protection methods that can help after
manufacturing, such as watermarking and tagging an object with RFID chips. Although
these approaches can help users detect whether the part is original, it does not protect
parts from being copied or prevent others from manufacturing anillegal part. Moreover, it
is hard to reverse engineer a 3D-printed part by scanning it due to internal structures. It is
insufficient to obtain the shape of the object; reproducing it requires knowledge of the 3D
printer’s toolhead movements, speed, and the temperature used at that exact path. All of
these factors are important and affect the final physical properties of the manufactured
object. The protection of this IP is essential and must take place before manufacturing.

Research from Nein-Hsien et al. [71] describes a method to encode 3D models into a
JPEG stream for the transfer of 3D designs. This is not a comprehensive solution for IP is-
sues and has definite limitations. Their solution does not handle end-to-end AM workflow,
nor does it prevent the manufacture of specific 3D designs.

In our prior research [100], we only theoretically touched upon the protection of IP
rights in 3D printing. We have described a paradigm applied to secure 3D content delivery
called live matrix. This prior work is purely theoretical and lacks technical details. The
current paper is the first to explain its technical application to IP protection and detection
of illegal 3D parts. Thus, this paper’s contribution is to extend the initial idea with details
of its implementation and technically broaden its application to the detection of illegal 3D
parts before such parts are manufactured.

In previous work [56, 57, 116], we have emphasized the necessity to enforce 3D files’
copyrights through secured content delivery—3D file streaming. Our previous work has
targeted a very niche case to secure 3D designs’ data at rest and while transferring from a
server to a 3D printer. Previous solutions [56, 57] are technically dense and face multiple
drawbacks. Moreover, they do not offer IP protection at any other stage, nor do they
detect illegal 3D parts or prevent their manufacture [116]. In this paper, we contribute a
reliable and fast way to detect IP infringement and extend the same approach to detecting
illegal physical objects and the prevention of their manufacture.

The use of blockchain technology has been widely suggested for IP protection for 3D
designs. For instance, Mattingly et al. [79] have described a method for 3D printing with
blockchain controls. Their work does not precisely describe how the copyright is given and
what happens with the file. The idea of just closing the block with the list of transactions
is part of blockchain’s nature; however, it is not clear how this method grants access to
IP. The solution they propose is a log file containing records of what has happened in the
past, regardless of whether or not the IP owner authorized the transaction. The details of
implementation are not provided.

Similarly, Holland et al. [53] propose a blockchain-based approach for copyright protec-
tion in additive manufacturing. They utilize the blockchain to eliminate third parties; in-
stead, the blockchain acts as a trusted third party or notary to govern transaction data ex-
change. In their work, 3D design files are not stored in the blockchain, and the blockchain
is used only to grant licenses and control the number of prints allowed. However, their
method lacks a process for the 3D printer to report to the blockchain. The 3D printer
should send a transaction to update the number of times the file was printed and reduce
the number of licenses available.
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Kennedy et al. [63] present a method that adds a distinctive nanomaterial chemical
signature to the parts and registers it in the blockchain. Their method helps to check after
the file was manufactured, whether it is an original file or a counterfeit. Their solution
does not defend the file nor detect and prevent an illegal 3D file from being manufactured.
In their work, the blockchain is a shared resource between the manufacturer of a 3D part
and a part-receiving party; both have access to the blockchain instance and can see the
transactions made by the manufacturer. From the description of Kennedy et al., it is not
clear what would stop the user from updating blockchain data without receiving the part.
Confirmation of receiving (or not) the part does not provide much security. Their solution
mostly solves audit and integrity problems and works best for checking if a part is genuine
after manufacture or during use.

Many other researchers [17,19, 47] have described how users upload a file to the cloud
and how such designs can be protected using DRM; however, none have presented a vi-
able solution to protect the copyright of 3D files in the long term. The works cited here
do not describe how to protect files from being exposed to third parties, nor do they offer
the potential to detect and prevent the manufacture of illegal parts. Our solution pro-
poses a real solution to enforce copyright protection, detect illegal parts, and prevent the
manufacture of inappropriate or unauthorized parts.

While it is essential to allow users and manufacturers to determine if there are any
restrictions on reproducing a specific 3D object, ideally, there should also be a mechanism
to prevent the unauthorized reproduction of particular 3D objects, especially when such
designs represent an illegal or dangerous part, like a firearm. The 3D file represents the 3D
object but does not necessarily offer any way to prevent its unauthorized use. Any means
of authorization must be integrated with the manufacturing device itself—for instance,
by requiring that the manufacturing device seek authorization from the rights holder or
confirmation that there are no restrictions on using that file before each manufacturing
job. However, the use of our cloud manufacturing operating system and ecosystem [115],
detection of, and protection from illegal parts manufacturing can be performed in the
cloud. In the case of our proposed method, there is no need for significant modifications
on the AM machine side to support a safe and legal method of manufacture.

5 Smart Cyber-Physical System for Personal Manufacturing

Taken together, publications I- VI form a Smart Cyber-Physical System for Personal Man-
ufacturing depicted in Figure 2. The bottom, ecosystem layer described in detail in publi-
cation I, is a fundamental orchestration layer enabling the work of the whole ecosystem:
end-users, vendors, external actors, niche players, and software components. The soft-
ware components reside in or communicate with the orchestrator’s platform component,
described in detail in publication I. The second layer is a secure communication layer, de-
scribed in detail in publication Il, which provides a secure data infrastructure for secured
communication between cloud to cloud node and cloud to a manufacturing machine. The
initial idea of the second layer is mentioned in publications IV- VI. The third layer, pattern
recognition of illegal 3D designs in 3D printing, described in publication Ill, is the appli-
cation layer. These three main building blocks are connected and form the self-sufficient
Smart Cyber-Physical System for Personal Manufacturing outlined in Fig. 2.

We define Smart Cyber-Physical System for Personal Manufacturing as follows: inter-
connected hardware and software components that allow a user to fully manufacture an
end product at point and time of need. This Smart Cyber-Physical System for Personal
Manufacturing as described in publication | and depicted in Figure 3 is interconnecting
and manages different types of automated manufacturing machines, 3D printer firmware,
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Main building blocks of the Thesis Articles
Pattern Recognition of lllegal m
designs in 3D Printing
Secure Data Infrastructure for 3D Printing I, 1v, V, VI

Figure 2 - Publications I- VI form a Smart Cyber-Physical System for Personal Manufacturing.

CAD software, CAD simulation, and manufacturability assessment software, manufactur-
ing preparation software, slicing and toolpath generation, finding the nearest facility with
the required machines, manufacturing planning and remotely controlling and driving the
machines, manufacturing machines telemetry, real-time quality control, consistency and
repeatability adjustment applications, machine learning applications for instant quoting
and prediction of the manufacturing and postprocessing time, postprocessing remote pro-
cess management, final product assembly, shipment to an end customer or a different
facility, manufacturing material resource management, user access management. The
details of secured connection as described in publications I, IV - VI cover the commu-
nication between the printer or a CNC mill and a cloud platform. The details of pattern
recognition of illegal designs in 3D printing and copyright protection, as described in 1lI,
cover the copyright protection and firearm components of the platform.
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Figure 3 - Smart Cyber-Physical System for Personal Manufacturing landscape, which is described in
details in Publication I.
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5.1 Digital Ecosystem for 3D Printing

Publication | reports a case of a digital ecosystem for personal manufacturing developed
by the authors over the last seven years. This ecosystem is currently either used or in trials
among 111 of the Global F2000 enterprises. In this context, the authors discuss the moti-
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vation for the creation of the cloud-based manufacturing operating system, propose the
next step of the evolution process for user participation, introduce a novel cloud-based
manufacturing operating system architecture, and propose a unique end-user experience
for the automated manufacturing flow shown in Figure 1.

Work related to the Publication | reviews social aspects of manufacturing [101, 102,
105], cloud manufacturing [84,91,106,127], and the interoperability of manufacturing sys-
tems [44, 88,90, 105,108, 120].

In 1, we describe the architecture with cloud kernel, libraries, application framework,
basic functionality and 3D app layers. The latter, through its encapsulation into Linux con-
tainers [80], enables a high level of security [34,76]. We define roles, artifacts and rela-
tions in 3DPrinterOS ecosystem [75] and classify accordingly [29] into vendors, end-users,
external actors, niche players, software components and orchestrator’s platform compo-
nents.

Publication | describes two types of experiments: long and short term. During a long
experiment that lasted five years, more than 125,000 end users have produced over five
million CAD designs and machine codes and manufactured more than a 1.5 million parts on
40 thousand 3D printers and other AM machines in 100 countries. The extensively tested
software components are licensed to vendors (3D printer manufacturers and companies)
including Google, Microsoft [40], John Deere, Bosch [82], Dremel, U.S. NAVY, NASA, Ko-
dak [97], MilleBot [98], Robo3D [96], Loop3D [43], Imprinta and others, and distributed
to their end-users. The first short-term experiment (74 participants) showed that, on av-
erage, it takes five times less effort (compared to CURA [111]) to produce a physical part
using the proposed software ecosystem. The second experiment (12 elementary school
students were involved with the permission from their parents) showed that all partici-
pants could not perform a 3D print on an Ultimaker 2 [112] using 3D printing software such
as CURA [111], Octoprint [89], Repetier-Host [9]. In contrast, 11 out of 12 students were able
to prepare and perform a 3D print using 3DPrinterOS [93].

5.2 Secure Data Infrastructure for 3D Printing
Publication |l proposes a secure file delivery solution for highly secure distributed file
storage and transfer used for manufacturing devices such as 3D printers and CNC.

In I, IV, V, and VI, the authors describe why security is extremely important for the
domain of personal manufacturing. Moreover, the authors set the scene to prepare the
reader for the proposed solution. Namely,

e lland VI compare secured streaming to conventional secure file storage and trans-
fer and sets out four concrete arguments for streaming: having a thin client on the
AM machine and moving calculations to the cloud is more practical than keeping all
the processing on the AM machine; files used by AM machinery are large, and size
increases over time with the advancement of AM machinery; AM machines do not
need a whole file at once, similar to watching a movie—all frames are not needed
simultaneously to watch the film;

¢ Il uses analogies from the physical world to explain how the physical limitations of
cloud computational process are turned into a defense strategy;

e |l compares secured streaming with with a public/private key encryption approach;

¢ in Il, section II-C and Section IlI-D, we discuss extensively why public-key encryption
schemes are insufficient.

The related work of Il is separated into six aspects of secured communication:
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e overall cloud security risks, requirements and mitigation;

e point-to-point and point-to-multipoint secured communication;
o cloud secured file storage and streaming;

e DRM;

e video streaming;

e 3D model streaming.

More detailed overview of related work of the paper Il can be found in section 4 of this
thesis.

The proposed approach of Il is described in in an abstract way, comparing symmetric
and asymmetric-key encryption with the proposed key-less, byte-less encryption. Deeper
aspects are explained, e.g., sender and receiver synchronization [45, 59, 61, 124] (in the
most basic case, data integrity is based on time function, however there are more op-
tions to synchronize multiple sites participating in the secured streaming described in the
Publication Il, Section IV, Subsection A, Sub-subsection 1), computational bandwidth over-
head [16, 23, 26, 27, 36, 38, 39, 41, 42, 48, 50, 52,73, 94, 99] and cryptographic salt. Then,
utilization of physical limitations of the computational process, live matrix (initially intro-
duced in V) and proactive and passive cloud nodes paradigms are explained in Il to
support the logic of the abstract solution. The protocol and implementation are also de-
scribed in Il

In 1l, we describe a security evaluation performed with a threat modeling and security
analysis based on several threat frameworks [20-22, 95].

A comparison of security solutions is usually performed based on security evaluation
and, e.g., listing attack vectors that the solution is prone to. In the publication IlI, we sys-
tematically list attack vectors in Section VI of publication Il and perform threat modeling
and security analysis. It is feasible to compare the proposed solution with any state-of-
the-art solution based on the list of attack vectors and threat modeling.

The performance evaluation described in 1l involves three types of test:

e secured streaming between two cloud machines;

o secured streaming between the cloud node and a data consumer node, emulating
an AM machine;

e measurement of overhead for different file sizes.

Experiments showed, the proposed method in the paper Il calculates hashes for a 3-
dimensional live matrix of 256° at an average of 14 revisions per second, and one revision
every 5 minutes for a bigger matrix of 4096°. As a result, the proposed method in Il is
lossless, tightly coupled with secured storage, keeps the data in partitions, has security
controls, no single point of failure, and is suitable for peer-to-peer data transfer and bi-
directional secured data streams.

Moreover, the proposed solution has been extensively studied. We discuss the number
of active users, the number of manufacturing machines connected, and the number of
parts produced in Publication |, Section 4, namely "the 3DPrinterOS cloud has more than
84.000 users who have generated over three million CAD designs and machine codes.
Users have produced more than 950.000 physical parts on 28.000 3D printers in 100
countries".

A more in-depth comparison of the proposed solution with any state-of-the-art solu-
tion based on the list of attack vectors and threat modeling is a part of our future work.
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5.3 Pattern Recognition of lllegal Designs in 3D Printing

Publication 1l aims to protect IP in AM via an intelligent cyber-physical system for de-
tecting copyright infringements. Publication Il reviews existing methods to protect AM-
related IP (see section 4 for more detail) and defines a novel method for recognizing pat-
terns of illegal objects, including firearms.

A discussion of previous work and a good review of the literature were carried out in
the paper lll. Also, the object recognition process has been well described in the paper
1l

In related work of the paper lll, the authors review existing methods to protect AM-
related IP. Please see section 4 for more details.

Initially we started with standard algorithms of KNIME [24] machine learning and data
mining package. We tried these standard models and algorithms on our data:

¢ Naive Bayes (Leaner + Predictor);

e SOTA (Leaner + Predictor);

e Fuzzy Rules (Leaner + Predictor);

e MLP Neural Network (Leaner + Predictor);
e PNN Neural Network (Leaner + Predictor);
e Decision Tree (Leaner + Predictor);

e Boosting (Leaner + Predictor);

e Association Rule (Leaner + Predictor);

e SVM (Leaner + Predictor).

Errors were calculated using Scoring and Entropy Scoring. With the standard algorithms
we found that the error rate is very high, and achieved on average only 68 percent of
correct predictions.

The method proposed in Il utilizes pattern recognition based on a seriated matrix of
3D designs and their important parameters. The approach has these important steps:

e normalize 3D designs;

e calculate general and intrinsic metadata;

¢ define typical illegal designs;

o cluster 3D designs into loose groups without strict differentiation;
¢ challenge new 3D designs against the pattern matrix;

e update the pattern matrix to take into account new designs.

Such a system can not be attacked by adding some zero-function features to plagiarism
to cheat the classifier. The system is prone to zero-function feature addition, as we can
analyze not only the design as a whole but also based on different features the design has.
We explain a similar implementation described in Publication V, clause 44. For Publication
V, we developed a tool that allows us to select different design parts and mark those as
IP protected.
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The evaluation of the method of the paper Il was performed on Azure cloud [7] with
5000+ designs in STL format [104] collected from multiple sources [2, 13, 14, 33]. We
have implemented the conformity calculation [69, 119] and matrix seriation [67, 68] us-
ing Hadoop map/reduce [118]. The authors established experiments on real data with
optimal configurations. The results presented in 1l show the method’s ability to detect
firearm barrels and parts that are not clearly a firearm, though there is a risk of getting
false positives if the part is very similar to a part of a firearm, e.g., a bolt with a similar
diameter. In future research, we would perform classification on a bigger dataset of 2.14M
files and extend the approach presented in this work to a fast 3D design search.

6 Conclusion and Implications for Further Research

In this thesis, we have addressed evolving critical problems of personal manufacturing:
democratization, security, IP protection, and safety. We proposed the next step in the
evolution of user participation in manufacturing—personal manufacturing. We have in-
troduced a novel and a self-sufficient software ecosystem for personal manufacturing.
Moreover, we have contributed a secure and dependable infrastructure and architecture
for AM that leverages the physical limitations of the computational process into a defense
strategy that makes distributed file storage and transfer highly secure. We have extended
security controls to support IP protection and detect the manufacturing of illegal physical
objects using pattern recognition.

In future research, we will continue to work on the cloud manufacturing operating
system 3DPrinterOS and deepen investigation in the following areas:

¢ Implement and perform an experiment for virtual factories, with the aim of allow-
ing any individual to create a virtual factory in minutes to produce any product any-
where using just a web browser.

¢ Introduce the next generation of AM security by securing and streaming encoded
physical impulses from the cloud directly to segmented parts of an AM machine.

¢ Implement and test protective and detective controls for illegal object detection on
the micro-controller level at the edge nodes of the manufacturing ecosystem.

The next steps described above and the corresponding experiments will help to fortify
the phenomenon of a smart cyber-physical system for personal manufacturing. It will
widen the machine types supported to any type of AM machine, allowing the creation
of truly virtual factories. It will also deepen the security layer and comply with the NIST
Cybersecurity Framework: Identify, Protect, Detect, Respond, and Recover [107].

Ultimately, this smart cyber-physical system should allow the secure collaboration of
multiple different personal manufacturing participants to collaborate on a common goal,
e.g., building a car, helicopter, or airplane. Such a system should be able to rearrange
its resources to easily produce a different product. This capability would create a fourth
industrial revolution.
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Abstract
Smart Cyber-Physical System for
Personal Manufacturing

Today, society reached an inflection point in automated manufacturing - the era of per-
sonal manufacturing. Now, home users, small, medium, and Fortune 2000 enterprises
use 3D printers, CNC mills, water, and laserjets, and other types of robotics to manu-
facture products at the point and time of need. The inter-connectivity and ease of use
became very important. In addition to that, today, a manufacturing file contains all the
needed intellectual property to produce a production-grade physical part. Individuals and
companies need to secure this intellectual property from end-to-end. Another impor-
tant implication is to protect society from manufacturing an obviously harmful object like
firearms, weapons, ammunition.

However, 3D printers today are at the same stage of development as computers were
60 years ago. Every 3D printer hardware manufacturer is trying to develop its software,
which creates a steep learning curve for the end-user and a fragmentation of the market.
The world underwent multiple operating system consolidations, first the consolidation of
personal computers’ operating systems with UNIX's adoption, then the majority of smart-
phone manufacturers adopted Android. We have analyzed the most influential related
work looking at the topic from different angles. There is a clear gap in the industry; there
is no end-to-end, secured standard across different manufacturers, easy to use operating
system for 3D printers.

The contribution of this thesis is a Smart Cyber-Physical System for Personal Manufac-
turing that addresses the described problems. We believe the future of manufacturing
is one secure, standardized platform for automated manufacturing, which cures multiple
vendors’ software fragmentation, removes usability friction for the end-users, and pro-
tects the intellectual property rights and protects the society from harmful parts.

In this thesis, we have contributed three building blocks of a Smart Cyber-Physical Sys-
tem for Personal Manufacturing. 1. A novel and a self-sufficient software ecosystem for
personal manufacturing. 2. A secure and dependable infrastructure and architecture for
AM that leverages physical limitations of the computational process into a defense strat-
egy that makes distributed file storage and transfer highly secure. 3. We have extended
security controls to support IP protection and detect the manufacturing of illegal physical
objects using pattern recognition.

For each of the building blocks of a Smart Cyber-Physical System for Personal Manu-
facturing, we have carried out the experiments.

1. For the digital ecosystem for 3D printing, we performed two types of experiments:
long- and short-term. During a long experiment, users have produced more than a mil-
lion parts on 32 thousand 3D printers. The short term experiment showed that, on aver-
age, it takes five times less effort to produce a physical part using the proposed software
ecosystem. 2. For the secure data infrastructure for 3D printing, we performed a secu-
rity evaluation by performing a threat modeling and security analysis based on several
threat frameworks. Performance evaluation was carried out with three types of tests:
item secured streaming between two cloud machines; item secured streaming between
the cloud node and a data consumer node, emulating an AM machine; overhead for differ-
ent file sizes. 3. For the pattern recognition of illegal designs in 3D printing, we performed
the method evaluation on Azure cloud with 5000+ designs in STL format collected from
multiple sources. We have implemented the conformity calculation and matrix seriation
using the Hadoop map/reduce [118]. The results showed the ability to detect firearm bar-
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rels and parts that are not clearly a firearm. There is a risk of getting false positives if the
part is very similar to a part of a firearm, for example, a bolt with a similar diameter.

In this thesis, we have addressed evolving critical problems of the advanced manu-
facturing industry: software democratization, security, IP protection, and safety. We pro-
posed the next step in the evolution of user participation in manufacturing—personal
manufacturing, which can not sufficiently exist without the discussed smart cyber-physical
system for personal manufacturing.
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Kokkuvote
Tark kiiberfiiiisikaline siisteem personaalseks tootmiseks

Tana joudis Uhiskond automatiseeritud tootmise p&érdepunkti - personaalse tootmise
ajastusse. Nuud kasutavad kodukasutajad, vaikesed ja keskmise suurusega ettevotted ning
Fortune 2000 ettevotted 3D-printereid, CNC-veskeid, vee- ja laserjugasid ning muud
tulipi robootikat toodete valmistamiseks. Uhenduvus ja kasutusmugavus on muutunud
vaga oluliseks. Lisaks sisaldab tootmisfail kogu vajalikku intellektuaalomandit
tootmiskolbliku fldsilise osa tootmiseks. Eraisikud ja ettevotted peavad selle
intellektuaalse omandi otsast I6puni ise endale tagama. Teine oluline méte on kaitsta
Ghiskonda selliste ilmselgelt kahjulikkude esemete nagu relvade ja laskemoonade
valmistamise eest.

3D-printerid on tdnapaeval samas arengujargus kui arvutid 60 aastat tagasi. Iga 3D-
printeri tootja proovib oma tarkvara vilja t66tada, mis loob kasutajate hulgas segadust
ja I6hestab turgu. Maailmas tehti mitu operatsioonisiisteemide konsolideerimist, esmalt
personaalarvutite operatsioonististeemide konsolideerimine UNIX-i kasutuselevétuga,
see-jarel kasutasid enamus nutitelefonide tootjaid Androidi. Oleme analiilsinud sellega
seo-tud koige mojukamat t66d, vaadeldes teemat erinevate nurkade alt. T6Gstuses on
selge IGhe; erinevate tootjate jaoks puudub otsast I6puni turvaline standard, 3D-printerite
jaoks holpsasti kasutatav operatsioonististeem.

Selle 16put66 panuseks on tark kiiberfiilisikaline siisteem personaalseks tootmiseks,
mis tegeleb kirjeldatud probleemidega. Usume, et tootmise tulevik on tiks turvaline, stan-
dardiseeritud platvorm automatiseeritud tootmiseks, mis parandab mitme miilja tark-
vara killustatust, eemaldab I6ppkasutajatele kasutatavuse vastuolu ning kaitseb intellek-
tuaalomandi digusi ja kaitseb thiskonda kahjulike osade eest.

Selles [6putdds oleme panustanud personaalse tootmise targa kiiberfiitisikalise siistee-
mi kolme ehitusplokki. 1. Uudne ja isemajandav tarkvaradkosiisteem personaalseks toot-
miseks. 2. Autmatiseeritud tootmise turvaline ja téokindel infrastruktuur ja arhitektuur,
mis kasutab arvutusprotsessi fiitsilisi piiranguid kaitsestrateegiana, mis muudab hajuta-
tud failide salvestamise ja edastamise Gliturvaliseks. 3. Meil on laiendatud turvakontroll, et
toetada intellektuaalomandi kaitset ja tuvastada ebaseaduslike fliUsiliste objektide toot-
mine mustrituvastuse abil.

Igas eelnevas teemas oleme labi viinud katsed Tark Kiberfiitsikalise slsteemi
personaalseks tootmiseks. 1. 3D-printimise digitaalse 6koslisteemi jaoks viisime labi kahte
tllpi katseid: pikaajalised ja luhiajalised. Pika katse jooksul on kasutajad tootnud
32 tuhande 3D-printeri abil tle miljoni detaili. LUhiajaline eksperiment naitas, et
kavandatud tarkvara 6kostisteemi abil flilisilise osa tootmiseks kulub keskmiselt viis korda
vahem joupingutusi. 2. 3D-printimiseks moeldud turvalise andmete infrastruktuuri jaoks
viisime |abi turvalisuse hindamise, viies labi ohu modelleerimise ja turvalisuse analiiisi,
mis pdhines mitmel ohuraamistikul. Toimivuse hindamine viidi labi kolme tilpi
testidega: (ksuse turvaline voogesitus kahe pilvemasina vahel; Uksuse turvaline
voogesitus pilvesdlme ja andmetarbija s6lme vahel, jiljendades AM-masinat; erinevate
failisuuruste Gldkulud. 3. Ebaseaduslike kujunduste mustrite tuvastamiseks 3D-
printimisel viisime |abi meetodi hindamise Azure'i pilves koos 5000+ STL-vormingus
kujundusega, mis olid kogutud mitmest allikast. Oleme rakendanud vastavuse
arvutamise ja maatriksi seotuse, kasutades Hadoopi Map/Reduce. Tulemused niitasid
vOimet tuvastada relvatiinne ja osi, mis ei ole selgelt tulirelv. On oht saada
valepositiivseid tulemusi, kui osa on vaga sarnane tulirelva osaga, naiteks sarnase
labimddduga polt. Selles 16putdds oleme kasitlenud tootleva todstuse arenevaid kriitilisi
probleeme: tarkvara demokratiseerimine, turvalisus, intellektuaalomandi kaitse ja ohutus.
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Pakkusime vélja jargmise sammu kasutajate tootmises osalemise arengus — personaalne
tootmine, mida ei saa piisavalt eksisteerida ilma arutatud targa kiberfllsikalise
stisteemita, mis on vajalik personaalseks tootmiseks.
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ABSTRACT

Recently, we have witnessed the advent of personal manufacturing,
where home users, small, medium, and Fortune 500 enterprises use
devices such as 3D printers, CNC mills, and robotics to manufacture
products locally. We have been developing a digital ecosystem of
personal manufacturing for the last seven years. This ecosystem is
currently used or being tried by 111 Fortune 2000 enterprises. In
this paper, we focus on the creation of the cloud-based manufactur-
ing operating system, 3DPrinterOS, to address an evolving critical
problem of personal manufacturing. We introduce a novel software
ecosystem architecture to sustain a massive communication load
of command, control, and telemetry data to and from millions of
manufacturing machines and users. Our solution allows users to
create and deploy their own applications into 3DPrinterOS cloud
operating system. Our long term experiments show that over the
last five years, 95, 000 users have generated over three million CAD
designs and machine codes, and produced more than 1, 030, 000
physical parts on 32, 000 manufacturing machines in 100 countries.
Short term experiments showed that, on average, it is five times
faster to perform a 3D print using 3DPrinterOS.
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1 INTRODUCTION

The impressively fast adoption of automated manufacturing (AM)
technologies such as 3D printers, CNC mills, and robotics indicates
that this novel approach to manufacturing can become a key enabler
for the real-time economy of the future, i.e., represent a possible
paradigm shift in manufacturing towards personal manufacturing.
In such a paradigm, people will not buy a ready-made product at
the factory, but obtain raw material and produce products locally,
utilizing their own or publicly available AM machinery.

We have been developing 3DPrinterOS, a digital ecosystem for
personal manufacturing, for the last seven years. It is currently
deployed or in trials at 111 of the enterprises from the Forbes 2000
list. During this journey, we have faced challenges with interop-
erability, usability, scalability, and network connection stability,
among others while building a self-sufficient AM ecosystem.

In the following, we briefly summarize the main contributions
of this paper:

(1) Discuss the motivation behind our creation of a cloud-based
manufacturing operating system, 3DPrinterOS, to address
an evolving critical problem of personal manufacturing;

(2) Propose the next step in the evolution of user participation
in manufacturing—personal manufacturing;

(3) Propose a unique and a self-sufficient software ecosystem for
personal manufacturing. Such a system would support all of
the components necessary to produce a physical object from
a digital representation of an idea, under either automatic
or user control, allowing users to move from an idea to a
physical object in one click;

(4) Introduce a novel, cloud-based software ecosystem capable
of sustaining a massive communication load of command,
control, and telemetry data coming to and from millions
of manufacturing machines and users. Our solution allows
users to create and deploy their own applications in a cloud
operating system.

The remainder of the paper is organized as follows: In Section
2, we discuss the related work and our motivation to create the
3DPrinterOS software ecosystem (SECO). In Section 3, we describe
the system overview, which includes the architecture and functions.
In Section 4, we discuss a five-year experiment and one short-
term experiment. In Section 5, we conclude the paper and suggest
directions for future work.
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2 RELATED WORK AND MOTIVATION

We have analyzed the most influential and highly cited works pub-
lished on cloud manufacturing [17], social aspects of advanced
manufacturing, and interoperability. This section provides context
for our work in the field. We start by focusing on the social aspects
of manufacturing.

2.1 Social aspects of manufacturing

In their work "Advanced manufacturing systems: socialization char-
acteristics and trends,' F. Tao et al. [20] analyze the degree and scope
of resource sharing since the 1960s. Then, they describe four phases
in the evolution of manufacturing resource sharing, which they say
happens: a) within an enterprise; b) among enterprises; c) among
industries and across regions; d) in society as a whole. Moreover,
they [20] describe the degree of user participation in the manufac-
turing of a product: 1) Buy—the role of the user is minimal; the user
buys a ready-made mass produced product. There is no interaction
between the consumer and the manufacturer. A good example is the
Ford Model T. 2) Buy and choose—the user has a chance to choose
amore satisfying product from among a greater variety of products
that are "mass customized" [18]. The manufacturer performs market
research to segment their customers, and provides each segment
with a product customized to match their preferences. For example,
a car manufacturer such as Toyota produces different models for
each customer segment. Within each segment, customers can select
interior and exterior colors, engine power, and optional equipment.
3) Buy, choose, and design—in addition to the above, the consumer
participates in the design of the product. The manufacturer pro-
duces a customized product for each user; for example, personalized
3D-printed insoles for shoes manufactured based on 3D scans of
the consumer’s feet. 4) Full customization—in addition to the above,
the user can monitor the manufacturing process online and select
and arrange the delivery method and date.

In our work, we seek to contribute the next logical step of the
evolution of consumer participation in manufacturing by creating a
new model: 5) Personal manufacturing—beyond full customization,
the consumer is involved not just in monitoring production, but
in the actual manufacturing process. The consumer either owns
the equipment for automated manufacturing or has easy access to
such. The user can select the quality, price, speed, material, produc-
tion technology, and location of manufacturing; this may include
choosing a popular solution, or designing a custom one.

2.2 Cloud manufacturing

In their work, Tao et al. [21], define and compare cloud manufac-
turing to cloud computing, and name the key advantages of cloud
manufacturing as: a) reducing the idle time of manufacturing ma-
chinery and increasing utilization; b) greatly reducing the cost of
entry for home users, small, medium, and even Fortune 500 enter-
prises, as it provides immediate access to high-value manufactur-
ing resources (e.g. expensive automated manufacturing machinery)
without up-front capital investments.; ¢) similarly, reducing the cost
of ownership via savings on manufacturing infrastructure mainte-
nance and administrative costs and reduced energy use; d) making
it easier to scale production and business in line with client demand,;
e) generating new types of business models and ways to deliver
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products [26], for example, MyStemKits [11], RESA [14]; f) allowing
enterprises and people to focus only on their core business and
service rather than the entire manufacturing life cycle.

2.3 Interoperability

In their respective works, Tao et al. [20], Ray et al. [13], Tibaut et al.
[22], Wang et al. [25], Panetto et al. [12], and Figay et al. [6] name
the interoperability of manufacturing systems and components as
one of the most compelling challenges in the evolution of cloud
manufacturing resource sharing.

Interoperability requirements affect the architecture of manufac-
turing cloud operating systems. In this work, we seek to quickly
adjust and keep up with new manufacturing machines as they be-
come available. There are currently thousands of different types
and modifications of manufacturing machines, and this number
continues to increase.

3 SYSTEM OVERVIEW
3.1 Architecture

3DPrinterOS connects users to manufacturing machines (Figure 1).
Users have web browsers installed on the devices they use to access
the cloud OS. Manufacturing machines, which are industrial IoT
devices in this case, are connected to the cloud through firmware or
a cloud client. Ideally, the 3DPrinterOS firmware is deployed within
a manufacturing machine and controls the low-level operations
involved in producing parts. If a manufacturing machine does not
have enough computing power to connect to the cloud over the net-
work and provide the implementation of the 3DPrinterOS protocol
with command and control and telemetry data, then it is connected
to external hardware (Linux, Windows or Mac) connected to the
cloud with the cloud client installed. Both the 3DPrinterOS firmware
and cloud client can receive printer profiles, material profiles and
slicing profiles, lists of manufacturing files, and projects, and cache
these data locally.

Users Firmware/Cloud Client
Lr Software
ux E

3DPrinterOS

a

UI-UX

UI-UX

e-e-en

Figure 1: High-level conceptual diagramm of cloud-based
distributed manufacturing operating system 3DPrinterOS

The architecture of a cloud operating system consists of three
layers: application, libraries, and cloud kernel (Figure 2).

The application layer is where 3DPrinterOS provides basic func-
tionality for end users, like file uploads and storage, toolpath vi-
sualization, an end-user dashboard, management for print jobs,
real-time updates for the user interface (UI), storage manager, au-
thentication of the user, user manager, notification manager, printer
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Figure 2: Architecture diagram of cloud-based distributed manufacturing operating system

manager, queue manager, default slicers. An important part of the
3DPrinterOS cloud platform is its app engine and marketplace, which
allows the deployment of applications developed by third parties—
3D Apps. Such apps allow users of the platform to perform a very
specific niche action. Each 3D App has a common interface (Figure
2) with a security layer, user isolation, multithreading, and stan-
dardized UL A 3D App is an encapsulated application, wrapped in
a Linux container (e.g. a Docker container [9]). Through encapsu-
lation, we achieve a high level of security [3, 8]: 3D Apps cannot
access the memory space and data of other apps. User isolation
guarantees that a separate instance of the application will process
each user’s data, and after processing, will return the result and be
destroyed. Multithreading allows faster performance of operations.
The app interface allows 3D App developers to create a unique
experience for the end user.

The libraries layer of 3DPrinterOS cloud platform provides nu-
merous core libraries as virtual resources for the application layer
including 3D Apps. Core libraries are: 3D rendering engine, libraries
for STL, CAD and gCodes, OpenGL, cryptography frameworks (e.g.
key-less, byte-less encryption), and other 3D printer frameworks.

The cloud kernel layer is responsible for the most low-level
operations in the cloud, such as distributed storage, 3D printer
drivers, printer command and control, security manager, virtual
networks, load balancer, content distribution network (CDN), and
video stream management.

The 3D printer firmware, which we call the cloud client, also
has three layers. Although our cloud OS is not intended to provide
extensive functionality on the printer side (as the cloud does), it
has minimized versions of some 3D Apps. It also can receive printer
profiles, material profiles and slicing profiles, lists of manufacturing
files, and projects, and cache these data locally.
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Taken together, the user interface, cloud, and industrial IoT com-
ponents form a cloud-based distributed manufacturing operating
system.

3.2 Roles, Artifacts, Relations

To describe the 3DPrinterOS ecosystem in our work, we have used
the Software Ecosystem (SECO) approach formulated by Manicas
et al. [7], where "a software ecosystem is the interaction of a set
of actors on top of a common technological platform that results
in a number of software solutions or services. Each actor is mo-
tivated by a set of interests or business models and connected to
the rest of the actors and the ecosystem as a whole with symbiotic
relationships, while, the technological platform is structured in a
way that allows the involvement and contribution of the different
actors". The proposed ecosystem in this paper belongs to the web
operating system-centric ecosystem class according to the software
ecosystem taxonomy proposed by Bosch [2].

The roles, artifacts and relations of the 3DPrinterOS SECO are
shown in Figure 3. Actors, actor types, actors’ contribution to the
3DPrinterOS SECO, and the benefits they receive are described as
follows:

Orchestrator is 3DPrinterOS. The orchectrator is neutral to all
other actors and responsible for the well-functioning of the ecosys-
tem. The orchestrator develops and manages the cloud platform and
other parts of the system, mediates relationships and the value flow
among other actors of the ecosystem by settings the rules, processes,
business procedures, setting and monitoring quality standards. The
orchestrator sustains a base service layer by developing and pro-
viding simple high-level applications for end users. In this case,
the orchestrator could be compared to the Android [4] operating
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Figure 3: Overview of 3DPrinterOS SECO

system, which provides some simple default apps for end users.
However, if the end user needs a more specific application, they
can obtain it from the app marketplace.

Niche players are 3D Apps creators; they contribute to the ecosys-
tem by creating very specific niche applications. For instance, they
override the default basic applications on the platform, e.g., 3DPrint-
erOS has developed the MagicFix application, which checks CAD
files for inconsistencies and address them. There are multiple niche
players who have developed more specific applications to detect
and fix issues in CAD files. These applications provide additional
value to the end users by publishing their 3D Apps on the 3DPrint-
erOS platform. In other settings, niche players provide the main
value, e.g., slicer software for 3D printers. The orchestrator does
not have a public version of the slicer, and all the slicer 3D Apps on
the public platform are developed by niche players.

External actors perform activities that are limited to the actor’s in-
terest and provide indirect value to the ecosystem by observing the
evolution of the ecosystem. For example, government authorities
want to make sure that no illegal parts are 3D printed, e.g. firearm
parts. Copyright owners want to ensure that parts produced with
the means of automated manufacturing (AM) are according with
the copyright contracts, and does not infringe creators’ rights.

Vendors distribute the products of the ecosystem to end-users
or other vendors. The products are bundles of AM hardware and
software, vendors’ own software bundled with the ecosystem com-
ponents, complete integration or separate components. In case of

the ecosystem presented in this paper vendors are original hard-
ware manufacturers (OEM), AM machine manufacturers and 3D
printer manufacturers particularly. Vendors manufacture hardware,
integrate their machines with 3DPrinterOS, and benefit from in-
creased sales and number of end users. The other representatives
of vendors of the ecosystem are 3D print shops, who own AM ma-
chines and connect those to the platform to increase utilization and
make more money. Material manufacturers provide precise slicer
settings to the platform to improve manufacturing quality, and
increase material sales though increased popularity and credibility.

End users or customers are the persons, companies, and other
entities that either purchase or obtain a complete or partial SECO
[7]. In our case, there are four types of end users:

a) the do-it-yourself community, who benefit from ease of use,
and single interface to any AM machine;

b) small and medium businesses, who save time and money
managing their fleet of 3D printers, reduce prototyping turnover
time, and reduce time to market;

¢) educational institutions, who provide fully self-service access
to AM machines, reducing the costs to minimum, utilizing
the power of data analytics to improve the service and more
efficiently procure materials from material manufacturers;

d) Fortune 2000 enterprises, who save at least one human re-
source per every 10 AM machines, stay IT compliant, and
have a full overview of who is manufacturing what in their
enterprise on AM machines.
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All types of users benefit from utilizing the 3DPrinterOS SECO,
regardless of whether they manufacture using their own machinery,
or machinery selected from among their organization’s machinery,
or that of their organization’s partners or subcontractors.

Users can create virtual factories from 3DPrinterOS SECO ar-
tifacts, e.g. a full process flow, starting from searching for a CAD
design and ending with delivery of a manufactured and assembled
product without actually owning AM equipment or CAD software.

4 EXPERIMENTS

3DPrinterOS SECO is an experiment by itself. The project was
started in 2014 as an experiment to see whether the idea of AM and
3D printing SECO would work. The last five years have showed the
success of the SECO; as of today, the 3DPrinterOS cloud platform
[1] has more than 95, 000 end users who have generated over three
million CAD designs and machine codes. 3DPrinterOS end users
have produced more than 1, 030, 000 physical parts on 32,000 3D
printers and other AM machines in 100 countries. These statistics
double every six months. 3DPrinterOS SECO components are li-
censed to vendors including Microsoft [5], Bosch [10], Kodak [16],
Robo3D [15] and other popular desktop 3D printer manufacturers,
and distributed to their end users.

Moreover, the 3DPrinterOS SECO is implemented by top US
universities: Duke, MIT, Purdue, Harvard, Yale, Caltech, and Texas
A&M. Students use 3DPrinterOS as a self-service way to manufac-
ture parts for their projects, with access to hundreds of manufac-
turing machines. All universities involved have reported a large
reduction in costs (instead of 1 AM lab technician per 5 to 10 man-
ufacturing machines, on average, to just one person in the lab), an
average of 10x higher utilization of manufacturing machines, 100x
more student involvement, and a reduction in waste.

An experiment that was carried out at TalTech [19] as a part of
3D-printing classes for university students.For the first experiment,
we selected 74 people, aged 21 to 55 years, 49 men and 25 women. 22
of the experimental group had previously used a 3D printer (Group
A). The other 52 had not used a 3D printer before (Group B). Half
(Group 1) of each group (A and B) were asked to 3D-print a part
using the 3D printing software, Cura [23], native to the 3D printer
used— the Ultimaker 2 [24]. The other half (Group 2) were asked
to perform the same task using 3DPrinterOS digital ecosystem. For
people in groups A1,A2,B1 and B2, it took an average of 10, 2, 42,
and 8 min, respectively, to 3D print a design. The results showed,
that on average, it was five times faster for members of both groups
to print a 3D part using 3DPrinterOS.

5 CONCLUSION

In this paper, we have described 3DPrinterOS SECO—a digital
ecosystem for personal manufacturing, which allows users to move
from an idea to a physical object in one click. We have proposed
and explained the architecture for a self-sufficient cloud-based dis-
tributed manufacturing operating system which would allow the
user to perform all necessary steps to produce a product at the
point and time of need, with zero latency. We have described the
most important functions of the system and presented the results
of an ease-of-use experiment.
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ABSTRACT We are witnessing the advent of personal manufacturing, where home users and small and
medium enterprises manufacture products locally, at the point and time of need. The impressively fast
adoption of these technologies indicates this approach to manufacturing can become a key enabler of the
real-time economy of the future. In this paper, we contribute a secure and dependable infrastructure and
architecture for that new paradigm. Our solution leverages physical limitations of the computational process
into a defense strategy that makes distributed file storage and transfer highly secure. The main idea is to
replace asymmetric or public-key encryption functions with an unkeyed, collision, second preimage, and
preimage resistant cryptographic hash function. Such a cryptosystem does not have an inverse function
H-'. We challenge each block hash against the full hash table to recreate the original message. To illustrate
the approach, we describe secured protocols that provide a number of desirable properties during both
data storage and streaming. Similar to proof-of-work blockchain consensus algorithms, we parameterized
the solution based on the amount of infrastructure available. Experiments show the proposed method can
recalculate hashes for a 3-dimensional live matrix of 256° at an average of 14 revisions per second, and
one revision every 5 minutes for a bigger matrix of 4096°. The increase in cloud infrastructure cost is
insignificant compared to the level of protection offered.

INDEX TERMS Communication system security, computer aided manufacturing, content distribution
networks, data security, data storage systems, distributed computing, information security, intelligent

manufacturing systems, technology social factors, virtual manufacturing.

I. INTRODUCTION

E are witnessing the advent of personal manufac-
Wturing, where home users, small and medium enter-
prises use devices such as 3D printers, CNC mills, laser
jets, and robotics to manufacture products locally, at the
point and time of need. The impressively fast adoption of
these technologies strongly indicates that this novel approach
to manufacturing can become a key enabler for the real-
time economy of the future, i.e., a possible paradigm shift
in manufacturing toward personal manufacturing. In such a
paradigm, people and organizations would not buy a ready-
made product. Instead, they would obtain raw material and
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produce products using their own or locally accessible auto-
mated manufacturing (AM) machinery.

With the growing popularity of AM, robotic process au-
tomation (RPA), self-driving cars, automated medical de-
vices, video and hologram streaming and internet of things
(IoT) in general, the need to securely store and transfer
streamable file types such as machine instructions and man-
ufacturing files becomes more and more important.

Thus, the requirements for a modern secure distributed
file storage and transfer are changing, and efficient methods
of secured cloud storage and streaming are becoming a
compelling need. However, securing cloud file storage and
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transfer is a challenging task [1]. The nature and properties of
modern files types impose certain constraints on how secure
distributed file storage and transfer methods should operate.

One such constraint is the need to repeatedly access
streamable files line by line or layer by layer without incon-
sistencies, delay, or compromising security through exposure
of the whole file at once. In this paper, we address this prob-
lem and introduce a possible solution based on an efficient
approach that utilizes technical limitations of the cloud and
leverages them into a security control and defense strategy.

The main idea is to replace an asymmetric or public-
key encryption functions with an unkeyed, collision, second
preimage, and preimage resistant cryptographic hash func-
tion. Such a cryptosystem does not have an inverse function
H!, and no key to decrypt the hash and get message back
unless we pre-calculate a full hash table. We challenge each
block hash against the full hash table to recreate an original
message. To illustrate this approach, we have constructed se-
cured protocols that provide a number of desirable properties
to secure machine codes at rest and during delivery to stream
consumption device.

The previous generation [2]-[4] of our solution has been
implemented and proven over several years as a mechanism
to securely deliver content to 3D printers from the cloud. To-
day, the 3DPrinterOS cloud has more than 84 000 users who
have generated over three million CAD designs and machine
codes. Users have produced more than 950 000 physical parts
on 28000 3D printers in 100 countries [2]; these values
double every six months [2]. The technology is licensed
to Bosch [3], Kodak [4], and other popular desktop 3D
printer manufacturers. The solution described in this paper
completely reworks the first [5] and second generation [2]—
[4] of this secure content delivery mechanism and extends it
to any type of manufacturing machine or complex IoT device
with command, control, and telemetry.

The main contributions of this paper are: a) a novel,
key-less, byte-less encryption method, ready for application
to AM; b) an approach that leverages the physical limitations
of the computational process [6] into a defense strategy; c) a
threat model and security analysis of the proposed approach.

The main use case is the transfer of machine codes from
secured cloud storage to a network-connected manufacturing
machine. Other potential applications include streaming of
a) video; b) holographic video; c) voice communication;
d) medical data; e) business file data; f) telemetry, including
command and control data to and from self-driving cars.

The remainder of this paper is organized as follows. In
Section II, we introduce additional background and discuss
the topics addressed in this paper. In Section III, we analyze
and discuss why existing cloud file storage and transfer
solutions such as digital rights management (DRM), video
streaming and 3D model streaming fail to address critical
constraints and security problems adequately. In Section IV,
we explore a relatively new paradigm of cloud security, live
matrix, proactive and passive cloud nodes, and our protocol.
In Section V, we thoroughly describe the proposed cloud
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application infrastructure and architecture; in Section VI, we
discuss strong and vulnerable points of such an approach. In
Section VII, we describe the setup used to evaluate the pro-
posed method by conducting experiments with a local cloud
of machines. Finally, Section VIII concludes the paper by
summarizing the results and indicating issues to be addressed
in future work.

Il. SETTING THE SCENE
This section prepares the reader for the proposed solution,
which is described starting in Section I'V.

A. STREAMING VERSUS CONVENTIONAL SECURE
FILE STORAGE/TRANSFER

1) Argument: Importance of machine instructions

Seventy years ago, in the so-called "paper age," most prod-
ucts’ technical drawings were prepared on paper. Imagine
an attacker obtained pictures of the paper sketches of an
innovative product. In the best-case scenario, it took many
years to find or even build production technology, train
engineers, set up a factory and production lines to produce
prototypes and then a real product. In the worst case, there is
no way to build the product using copies of the sketches, as
the "secret sauce" required to build that product is somewhere
down the production line, inside the heads and hands of the
engineers working at a specific factory. A good example is
rocket fuel; even with all the sketches of rocket structure and
shape, people still need to identify and prepare fuel.

About thirty years ago, we entered the digital age, with
the use of computer-aided design (CAD), computer-aided
engineering (CAE), computer-aided manufacturing (CAM),
computer-aided process planning (CAPP), computer-aided
quality assurance (CAQ), production planning and control
(PPC), and enterprise resource planning (ERP) tools [7].
However, these tools were initially used primarily to cre-
ate a virtualization of a product to make measurements,
manage bill of materials (BOM), and provide simulations
to facilitate quicker changes to a product’s structure and
shape during prototype testing cycles. Much manual work
was still required, including post-processing and manual
surface finishing. People are accustomed to using very basic
solutions, like digital rights management (DRM), to secure
CAD/CAM/CAE designs.

In the past, if such a DRM-protected CAD/CAM/CAE
design was compromised, the barriers discussed above would
still slow the rate of the product’s production and distribution.
Compared to the "paper age" example, with decades required
to produce the product, in the digital age, it might take only
six months to figure out the details, find production facilities,
and produce a marketable product.

In the personal manufacturing age, CAD/CAM/CAE in-
tended for AM already has the "secret sauce" baked in. In
other words, the proprietary information required to produce
the market-ready product is inside the file. If such a design
is compromised, the attacker can reach the market with a
production-quality product in just a few days, if not hours.
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Designs intended for AM and 3D printing contain all of
the information needed to manufacture a real production
quality product according to exact specifications: make and
model of the manufacturing device, direction of layers infill,
tolerances, surface finish, materials, speeds, temperatures,
durability and taking into account force distribution and
dispensation. With recent advances in AM technology, it
is possible to manufacture a real working part or a usable
product from a CAD/CAM/CAE design in just a few hours.

2) Argument: An AM machine is a thin client

The amount of information contained within modern
CAD/CAM/CAE files for AM creates a load on the whole
supporting infrastructure and requires substantial computing
power. There is no way to put a supercomputer into each AM
machine.

Over time, there has been a trend in AM to move as much
calculation to the cloud as possible due to the low cost of
cloud computing power. Initially, slicing for 3D printers was
performed on the workstation built into a 3D printer (e.g., [8],
[9]). Then, slicing software moved to engineers’ workstations
[10]. Now, slicing has moved to the cloud [2], with machine
code streamed to the AM machine.

The next important step is to stream stepper motor pulses
from the cloud directly to the AM machine. Firmware is mov-
ing to the cloud. As with software and faster computing, this
move improves hardware operation, with incredible increases
in quality and speed. For instance, Okwudire et al. [11]
sent a low-level stepper motor commands from a server to
simplified firmware, which interpreted simple commands and
proxied them to the stepper motor drivers. They measured an
increase in printing quality and speed.

AM machines should have a thin client built in, not a
workstation [8], [9]. This thin client will interpret commands
and send back current status and metrics. If the AM does not
achieve a certain temperature or speed, the cloud needs to
know, to update its manufacturing execution system (MES)
and users about the delay. This approach will reduce costs
and eliminate the need for local software updates. Moreover,
the increase in calculation complexity possible in the cloud
enables faster, smoother operation of local AM machines.

To explain why, we must first outline the basic steps
that every contemporary AM machine firmware performs:
a) read machine code into memory; b) interpret machine code
into movements between coordinates; c¢) plan path through
coordinates; d) calculate accelerations and decelerations with
lookaheads taking into account inertia and potential forces;
e) project movements to the stepper motor axis; f) ensure the
motors and toolhead follow the programmed trajectory.

It is difficult to achieve excellent manufacturing quality
when performing such processing on microcontrollers. Most
firmwares perform only minimal prediction of the toolhead
path. As a result, movement of the toolhead creates excessive
vibration and noise, and it sometimes hits the wall of the
machine. These phenomena cause drops in manufacturing
quality with any increment in manufacturing speed, despite
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the machines’ excellent and frequently over-engineered hard-
ware. The problem hides in the microcontrollers, which
spend most of their computing time calculating trajectory.
The less computing time the microcontroller spends on plan-
ning, and the more on operating the hardware, the better the
manufacturing speed and quality.

To move the toolhead one millimeter, a stepper motor must
perform a certain number of steps. For example, a 0.9 degree
per step stepper motor performs a whole revolution in 25
full steps [12]. Such a motor will produce torn movements
and generate substantial vibration. Moreover, the movements
will be slow because of the inability to accelerate and decel-
erate efficiently; if configured to operate at high speeds, the
machine will skip steps, resulting in missing manufacturing
tolerances and overall lower product quality. The same motor
operated with so-called micro-stepping, set at 1/32 of a
step, will move much more smoothly, but require 800 steps
per revolution [12]. However, not every microcontroller can
maintain this rate of feeding steps into the motor driver. For
context, an ATmega 16 MHz microcontroller with Marlin
firmware achieves fewer than 10000 steps per second (10
kHz) [13].

Moving path planning out of the firmware to a nearby
computer increases manufacturing speed and quality. This
was achieved by a team of researchers behind the Klipper
project [14]. The same ATmega 16 MHz microcontroller
described above, but operated with Klipper firmware [14],
achieves 151 000 steps per second (151 kHz). It also drives
the motors more smoothly, with fewer errors, and improved
manufacturing quality. In the Step Benchmarks table [14] we
can see that the same hardware can be 10x more efficient with
the right software and more computing power. To achieve
such improvements, we will ultimately stream encoded phys-
ical signal commands from the cloud to AM machines. The
method proposed in this paper is ready for these types of
applications.

3) Argument: Large file sizes

To explain why AM machine codes should be streamed
versus downloaded and stored, we will use the example of
a very simple 3D design—an annular cylinder—created in
OpenSCAD software [15], [16].

The file for a given object will have a different size
depending on which stage of manufacturing it is prepared
for, and will involve different representations of the 3D
object. We have depicted data file sizes at different stages
of digital design for automated manufacturing in Fig. 1. As it
shows, file size increases exponentially when moving from
a less systematically specified representation of the object
to the more specific representation needed to produce the
production part.

In Step 1, the initial CAD design can be a few lines of code
to mathematically represent a part. In Step 2, the STL file
prepared for manufacturing is a set of triangles in space rep-
resenting a CAD file; in addition to the overall shape of the
object it contains information on manufacturing tolerances,
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the higher is precision the bigger is the file size. The lower the
tolerances, the bigger the file size. In Step 3, machine code
is produced from that file; this code is specific to a certain
AM machine make and model. In addition to the shape of
the object, it contains information about each individual layer
the 3D printer will build to create the object. Each layer
requires a certain number of movements of the toolhead.
Each movement has an associated speed and information
about the amount and speed of material extrusion. In Step
4, the command sequence for stepper motors file represents
all of the signals that go to the stepper motor driver to execute
the machine code. It includes calculations of acceleration and
deceleration, takes into account inertia, timing, and many
other factors. This is the exact recipe for how the part is
produced. Changes in this last stage of preparation will affect
the tolerances, quality, and speed of manufacture.

4) Argument: The whole file is not needed at once

In a past experiment [17], we found that a CAD file of a
computed tomography (CT) scan of the human brain required
about 2 GB, the corresponding medium-quality AM machine
codes 6 GB, and print time for the full-size brain was 96 h.
For a high-quality 3D print of the human brain, the machine
code would be 36 GB, requiring approximately two weeks
of manufacturing time on a 3D printer. The 3D printer did
not need the entire file at once, as the manufacturing process
takes time, and it was possible to transfer the file in smaller
segments.

B. PHYSICAL LIMITATION OF COMPUTATIONAL
PROCESSES

This is a basic example explaining how the physical limita-
tion of computational process and different types of bottle-
necks can be turned into a defense strategy in the cloud.

Let’s use an analogy from the physical world. Let distilled
water represent data we want to protect. A bottle of distilled
water is put on a table, see Fig. 2 a). One approach to obtain
the water without opening a lock on the bottle is to drill a
small hole to let the water leak out (Fig. 2 b). Our storage
solution could be compared with constantly changing bottles,
and a robot which pours water from one bottle to another,
adding and removing chemicals using different chains of
chemical reactions to protect the water (Fig. 2 c). In this
scenario, the water that is actually poured is, for example,
sometimes a different acid, sometimes a different alkali. An
attacker can still start drilling a hole in the bottle, but the
bottle is still and steady only for a minute before the robotic
arm starts to pour it to a different glass and add some other
chemicals to change the state of the liquid. Only robot knows
how many chemical transformations and in what sequence
would lead back to the original distilled water.

If an attacker starts to drill holes into the bottles to steal
the liquid, that attack requires time. If drilling a hole takes 5
minutes, and the bottle is only available in steady condition
for 1 minute, then this is a clear bottleneck—a physical
limitation. Now imagine a hacker used a faster way to drill a
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hole. It still takes time and there is a physical limitation—the
diameter of the hole (in our approach, the network connection
between the nodes and between the hacked node and secured
cloud node). Now, the attacker starts to get a liquid. But if it
takes, say, an hour to obtain all liquid from the bottle it will
do the attacker no good—this exact bottle holds the liquid
for only 1 minute—before the bottle is changed and the phys-
ical composition of the liquid is changed. The attacker has
obtained some small amount of an unknown liquid, with no
information about how to turn it back into its original form.
By drilling subsequent holes and getting smaller amount of
liquids at different stages of the chemical chain or recipe,
the attacker will end up with a mysterious mixture with a
complex chemical composition. The attacker will not know
how to turn this mixture back into its original form. The
attacker may have substantial time and computational power
to analyze the liquid and to use brute force to get the original
mixture. But this is near-impossible, as at some later time
even the robot will not know what happened in the past; it
does not have enough storage to keep versions of all of the
obsolete recipes and chemical reactions. The faster the robot
performs its manipulations, the harder it is to access the bottle
for a reasonable amount of time, to drill holes or pump out
the contents of the bottle.

Now, how does the solution described above translate to
a computer problem? The metaphor described above with
robotic arms and chemicals in bottles explains that it is hard
to steal information that is constantly moving and trans-
forming. This is the physical limitation. We compare our
metaphoric example with what our solution does in Fig. 2:

1) A bottle with water and a lock on the lid to data store
with data at rest, encrypted with a key (Fig. 2 a).

2) A drill bit, a key-ring with different master keys and lock
picks, and a hacksaw attacking the locked bottle with
water to encrypted data at rest and the use of various
attack vectors to get to the data at rest (Fig. 2 b). This
comparison represents an encrypted file in storage. Once
an attacker gets a copy of the storage or the file, cracking
it is only a matter of time.

3) Robotic arm to live matrix (Fig. 2 c). Our solution
shuffles the data faster than an attacker can download
it from the cloud, due to the physical limitations of
computer systems, for example, the network interface.

4) Bottle with added chemicals to the data state in our
solution (Fig. 2 c¢). The data state is static for a short
amount of time, then it is changed. Within this short time
period, it is hard to successfully extract the full file. The
attacker ends up with partial data extracted at different
states.

5) Broken bottles to expired data states (Fig. 2 c). If the
data state is expired and not yet removed from the
computer memory, it can no longer be used for retrieval
of the data; thus, attacking it does not help crack the data
store.

6) Drill bit to attack vector (Fig. 2 ¢). Any attack vector
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FIGURE 1. File size at different stages of digital design for automated manufacturing: From left: CAD design; an STL file prepared for manufacturing; machine
codes for a specific AM machine make and model; command sequence for AM machine stepper motors. File size exponentially increases from the less
systematically specified representation of the object to the more specific representation required to produce the physical part.
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FIGURE 2. Representations of a) data encrypted with a static key; b) three attack vectors on static key encryption; c) dynamic key encryption with constantly
changing data states—the state changes more quickly than the time required to physically extract the data.

requires some amount of time to extract data. Before an
attacker can extract the data, its state becomes obsolete,
and the attack must be started from the beginning. Any
attack through a computer system will face a physical
limitation if the secured storage uses these physical
limitations as a defense mechanism.

The bottle with the next chemical solution where the
robotic arm pours the current chemical solution to cur-
rent data state r and next data state r + 1 (Fig. 2 c).
Queue of bottles with different chemical solutions ac-
cording to a recipe to upcoming data states r + 2,7 +
3,7 +4, ..., + n according to the playbook (Fig. 2 c).
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C. PUBLIC/PRIVATE KEY ENCRYPTION

Why not simply use public/private key encryption to protect
manufacturing files? This approach is unfortunately prone to
attacks in a manner similar to DRM. If a manufacturing file
is encrypted with a static key, and the file is transferred and
collected by the attacker, then decrypting it is only a matter
of time.

One approach could use software like network security re-
search tool Fiddler [18]. Fiddler can receive encrypted traffic
using public-key, e.g., HTTPS traffic. When installed on a
machine, it collects all dynamic public/private keys for all
communication to/from that computer. It is relatively trivial
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to use an approach like this to collect dynamic keys and de-
crypt the files being transferred, without even compromising
the software receiving the file. To compromise our solution,
Fiddler would need to understand the in-memory live matrix
data structure, understand how it is being calculated, and
only then potentially perform an attack. This is a much
more complicated scenario to execute compared to public-
key encrypted file transferred over HTTPS.

Ill. RELATED WORK

In this section, we present work that we consider to be close
to the requirements described above and categorize relevant
papers into six subcategories for a more systematic discus-
sion. We start with some general considerations of cloud
security, and then go more deeply into specific solutions, like
point-to-point and point-to-multipoint secured communica-
tion, cloud secured storage, DRM, video streaming, and 3D
streaming.

A. CLOUD SECURITY RISKS, REQUIREMENTS, AND
MITIGATION

In [19], Brunette et al. provide a comprehensive analysis
of possible issues in cloud security and how to mitigate
them. They present a solid approach to assess existing cloud
applications and provide a requirement base for the design of
secure cloud solutions. That work provides notable recom-
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mendations. However, from our perspective, a next level—an
integral solution—is necessary. For the sake of an ultimate
security solution for cloud storage and file transfer, we need
a change in philosophy, and a new paradigm—Iive matrix—
which we describe in Section IV-C.

B. POINT-TO-POINT AND POINT-TO-MULTIPOINT
SECURED COMMUNICATION

We examined related research on peer-to-peer, point-to-point
and point-to-multipoint communication. First, most such so-
lutions tend to use lower layers of the OSI model, mostly
layer 3, the network layer. This positively affects the speed
and throughput of the communication. At the same time it
makes most of the protocols proprietary and exotic, which
may make them hard to widely implement for AM machines.
In contrast, the solution we propose in this paper is network
layer and protocol agnostic, as the only information that
is transferred is cryptographic hashes. Our solution would
benefit from using a lower layer of OSI model, and streaming
hashes over a lower level of the OSI model is a topic worthy
of future research and experiments.

Second, the main efforts in the literature are focused on
resolution of peers and finding and re-routing if a peer is dis-
connected. These mechanisms can compliment the solution
described in this paper. Many approaches to point-to-point
and point-to-multipoint communication security employ ba-
sic private/public key encryption, which does not prevent the
exposure of intellectual property.

Mastorakis et al. [20], [21] discuss peer-to-peer file sharing
application designs and implementations that run on top of
Named Data Networking (NDN). The security aspect is in
the nature of the NDN architecture; however, this suggests
cryptographically signing every packet in the network. NDN
uses a distribution of data encryption keys as encrypted NDN
data. Because it implements security at the protocol level,
NDN offers good protection against negligence, in contrast
to TCP/IP, where applications are responsible for security.
Although NDN is considered to be the future of Internet [22],
it is still at the stage of work in progress, and not yet ready
for full production grade implementation.

C. CLOUD SECURED FILE STORAGE AND STREAMING
In their cryptographic protocol [23], Jaatun et al. present an
approach that is similar to ours. They segment files among the
redundant array of independent net-storages in the computing
cloud. The main thrust of their solution is the distribution
of data across different cloud providers. Thus, the individual
data deposits do not expose enough information about the
owner and the file to make them vulnerable. In addition, in
order to return the file to the user, the data must be reassem-
bled. In our approach, we similarly distribute file parts to
many machines in the cloud; however, we do not set a specific
constraint on the form and number of cloud providers; our
approach can utilize physical computing machines, virtual
machines, Docker containers from one or several providers,
etc.
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Miller et al. [24] propose several robust security schemes
for distributed file systems. They use segmentation of files
into file blocks, and file block encryption with asymmetric
keys. Similar to [24], we split a file into segments and encrypt
each segment with its own key. But we go beyond this, and
propose a continuous re-encryption of file segments, with
constantly changing keys. Moreover, we may constantly re-
encrypt the symmetric keys that data segments are encrypted
with. In our approach, re-encryption happens constantly on
all cloud nodes at a preset file, computational, or cost limit.

In [25], Giuseppe et al. describe improved proxy re-
encryption schemes for keys and apply them to secured
distributed storage. We apply a similar approach in our so-
lution, but to file segments, and not just keys. Furthermore,
we re-encrypt continuously, regardless of reads and writes
to storage. Cloud computing infrastructure prices drop each
year; thus, such a re-encryption approach is feasible for use
with millions of files.

D. DIGITAL RIGHTS MANAGEMENT

There are many practical DRM-like approaches that are
widely used in cloud storage and transfer. These include
ECFS [26], and others mentioned in the same paper. In DRM,
a file is usually encrypted using a symmetric or asymmetric
key or a key combination before it is stored or transferred.
In order to access the file, the data consumer needs the key.
When an attacker obtains the key by, for example, buying
the protected content once, brute force, social engineering,
etc., then the file can be used or redistributed infinitely.
DRM methods are usually lightweight and can be functional
without any need for intensive cloud computing power. From
our perspective, DRM methods are too vulnerable by their
nature (Sec. II-C).

E. VIDEO STREAMING

Numerous existing streaming approaches [27]-[31] work
efficiently and consistently for video and music. Even though
some of the protocols have consistency checks, they are not
expected to deliver every single byte; insignificant data loss
or delay caused by network problems is expected. However,
this could be an issue for sensitive data, like CAD designs.
For example, in the case of streaming designs to automatic
manufacturing machines such as 3D printers or CNC mills,
data transfer should be consistent and lossless: loss of a single
byte while streaming is unacceptable, as this can lead to
a AM machine malfunction or a defective product. At the
same time, the streaming should be highly secured, which
is not usually a requirement for media streaming protocols.
In this paper, we show how to securely stream encrypted
file segments directly from a highly secure distributed file
storage.

F. 3D MODEL STREAMING

In [32], Lin et al. describe a method to encode 3D models
into a JPEG stream in order to transfer 3D designs. However,
the solution is not comprehensive and has clear limitations.
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In prior research [33], we theoretically described live ma-
trix as a paradigm applied to secured 3D content delivery. Our
prior work is purely theoretical, and so lacks technical details
and a real implementation of the method. This paper’s contri-
bution is to extend the initial idea with the necessary details
for implementation and to technically broaden it to any type
of secure file storage and transfer. Furthermore, we describe
a threat model and conduct a thorough security analysis. It is
worth mentioning that we eliminate the transcoding of files
for streaming introduced in a prior work [5], [34].

In previous work [5], [34], we have explained in detail
the necessity for secured streaming of 3D files and dis-
cussed methods to enforce 3D file copyrights. Our previous
approach targeted a small niche case to secure 3D design
transfer to 3D printers. That solution is very machine code-
centric and lacks a tight coupling with the secured storage.
Furthermore, it is vulnerable at the point of extracting a 3D
design from the storage and re-encoding it for streaming.
In the current paper, we propose a much more secure and
consistent end-to-end method to store and stream files—
regardless of file type—and without the need to re-encode
the file for streaming.

IV. PROPOSED APPROACH

Relying on the principles and paradigms described below, we
describe a working solution for highly secure distributed file
storage and transfer.

A. ABSTRACT SOLUTION
For the cryptosystem [35]

Da(Ee(m)) = m (1)

where E is an encryption function, e is an encryption key,
D is a decryption function, d is a decryption key, and m is
a message, if d = e, then we have symmetric encryption.
However, if d does not equal e, we have a public-key or
asymmetric-key cryptosystem. The main feature of this cryp-
tosystem is that only knowledge of the static decryption key
is required to decrypt the message.

For unkeyed cryptographic hash function H, which is
collision, second preimage, and preimage resistant [35]

H(m)=h )

there is no such inverse function H-!, and no key d, e to
decrypt the hash h and get message m back:

H'(h) € 2. 3)

In other words, a key for a hash does not exist.

Then, the only way to retrieve the original message is to
hash all possible combinations and compare the hashes one
by one. For example, if we know that the original message
is five symbols from the ASCII table [36], given a strong
cryptographic hash function [37] the only way to obtain the
original message is to look the hash up in the table—the so-
called brute force method [38]. To achieve this, we would
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need to create a hash table with ,5¢Ps, a trillion elements,
and then look up the original message by the hash. This
makes a brute force attack impractical, requiring substantial
computational power.

Our solution is based on the complexity of retrieving the
original message by its hash. To make the methods work, the
task of our solution is to keep the complexity of the poten-
tial message set within a certain threshold, so just enough
computing power is available to perform the calculations
required.

The solution relies on a logic similar to that behind RSA
SecurID tokens [39]. In that case, the same function with the
same cryptographic seed is running on both the RSA server
and the token (a small piece of hardware with a battery) in
a user’s pocket. In order to log in to the system, the user
must enter a username, password and the code from the RSA
token. The code on the RSA token expires every minute,
and a new code is generated and is shown on the screen. A
minute later, when the code expires, there is no way to reuse
the code. In the proposed solution, we do something similar,
but by recalculating a hash table and parts of the file on a
regular basis—for example, every minute. After a minute,
another hash table is calculated to accommodate file parts;
the previous hash table expires and is deleted from memory.
The process iterates over and over again.

In an abstract way, the solution works like this:

1) Ais the (finite) set of symbols from ASCII table;

2) S is the (finite) set of file segments;

3) Each file segment s is set to a fixed length of m bytes;

4) tis atime variable and k is cryptographic salt.

5) G is the (finite) set of permutations of A set members
with sample size m, so that , Py, € G.

6) Sender and receiver side: for each member g of a set
@, together with time ¢ and salt k, we calculate a
corresponding hash h,, k using hash function H. The
hash is stored in a hash table T, along with the original
member g.

H(gatvk) = hg.t,k —gc TI~ (4)

7) Sender and receiver side: when time t is incremented,
table T, expires at the moment t' = ¢ + At; Step 6 is
repeated, and a new table 7', is calculated, so

Ty € @;Tp # T 5

8) Sender side: for each member s of a set S we look up
a corresponding hash h, in table T' using function L
and send the hash to the receiving device. At this point
we call hash hg a hint. This hint does not contain any
actual bytes from set S, and there is no key as such to
decrypt the hint (see Eq. 3):

L(s,T\) = hsyk- (6)

9) Receiver side: When the hint arrives, the receiver chal-
lenges it. The receiver performs a lookup against the
local version of table 7" using function L. If such an
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element is found, L returns a file segment s; otherwise,
the value is undefined:

L(hint,T\) = f; L(hint, Ty) € @. 0)

10) The successfully received file is a set of hints positively
challenged against the hash tables T', T'41, ..., T't4n-

In step 6, on the AM machine side, the same hash table
with the same potential elements of set G should be generated
in advance, taking into account exactly the same timing and
salt (like RSA SecurID tokens have the same time-based
function running on the server and the hardware token).

In step 9, when a hint arrives on the AM machine side,
we look it up in the current hash table, and retrieve (or do not
retrieve) the corresponding file segment. We recreate a file
from successfully found segments. This is not a decryption
function in terms of 1, as there is no key as such in terms of
that equation, and actual static bytes are not transferred in its
terms:

T, #d;Hint # ¢ 8)

= L(hint, T\) = f # Dq(c) =m 9)
= L(L(s,T),T) = [ £ Da(Ee(m)) =m  (10)

In the case of TLS/SSL, the actual encrypted bytes of the
file are transferred. In our solution, only hints, which expire,
are transferred. It is not possible to get a real byte of the file
based on that hint a minute later. This is similar to the way
in which an expired RSA SecurID code cannot be used.

In the next three sub-subsections we will explain important
considerations about our approach.

1) Sender and receiver synchronization

Our approach is agnostic to synchronization method. Time ¢
could be logical or physical time; in our experiments, we use
physical time (UTC). Distributed machines can synchronize
time against time servers. A minor change in time would not
usually put the sender and receiver out of sync, unless the
difference is larger than the /ive matrix state expiration time.
For high latency networks or situations when time is slightly
out of sync the /ive matrix expiration time could be increased
so there is always a previous live matrix state available. At
the same moment, there are two [ive matrices available—the
current one and a previous one.

Dependency on time could be removed completely if we
synchronize against other sources. Future accessible syn-
chronization methods, might include natural phenomena like
geomagnetic micropulsations [40], [41], seismic activity,
gravity, blockchain block number, shared prior quantum en-
tanglement [42], [43], and others.

2) Computational and bandwidth overhead
Overall, cipher text has a positive difference in length be-
tween encrypted text and plain text.

Our solution has a bigger positive overhead compared to
well-known stream ciphers [44]-[50], block ciphers [51]—
[54] and plain text in terms of computation and bandwidth.
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Commonly, in stream ciphers [55] the cipher text length
has an insignificant positive overhead compared to plain text.
A key is used to generate a stream, which is then combined
with the plain text to get the cipher text using an XOR
operation. This does not significantly affect the amount of
information transferred nor computation needed, as XOR is
computationally inexpensive.

In block ciphers [56], padding is frequently added to
plain text to make it equal to the block size, increasing the
bandwidth overhead. Block ciphers also have computational
overhead to encrypt each block compared to plain text.

Our solution has a parametric trade-off between computa-
tional complexity and security. By increasing the live matrix
recalculation frequency, we increase the security level as well
as the calculation complexity.

Our solution bandwidth overhead depends on the selected
live matrix size and cryptographic hash function. The closer
the number of bytes m to the output number of bytes of
the hash function, the lower the bandwidth overhead. The
recommended hash function output length should be close
to the m, but not smaller than m. Overhead can be calculated
as:

overhead = length(hsx) — length(m) (11)

so that
length(hsex) = length(m). (12)

The computational overhead of our approach is lower than
that of block ciphers, and depending on the stream cipher
algorithm, can be even smaller than stream ciphers. Hash
function calculation is less expensive than AES and DES
[57], [58]. Another possibility, which is highly application-
dependent (e.g., not very practical for IoT and self-driving
cars), is to scale hash calculation using a GPU and ASIC
implementation of hash functions [59], [60]. However, block
and stream encryption is difficult to implement using a GPU
and ASIC-based approach.

3) Cryptographic salt

Salt k is not static. It changes with time, and could be an
access code for a one-time manufacturing license, a PIN
code, or part of a private key. Further, parameters other than &
affect the setup; even if & is compromised, an attacker would
still need to figure out the algorithmic setup and parameters.

B. PHYSICAL LIMITATIONS OF THE COMPUTATIONAL
PROCESS

Total security does not exist. Breaking into any system is
just a matter of the time and money required to exploit its
weaknesses. Indeed, cloud computing itself processes huge
amounts of data in parallel, a capability that can be used
against attacks. However, the storage, network and comput-
ing power of the cloud have physical limits to writing and
readings files, transferring files over the network, calculat-
ing hashes, and encrypting or decrypting information. The
philosophy behind our solution is to set an attacker versus
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a computing cloud and leverage the physical limitations of
the computational process [6] as security controls. Similar
to proof-of-work blockchain consensus algorithms [61], we
parameterize the solution based on the amount of avail-
able infrastructure. The more computational power used, the
harder and more expensive it becomes to carry out an attack.

Henceforth, we consider a hacker as a human individual,
a group of hackers with special tools, or an automated
script or bot with sufficient computing power. A hacker can
never know all parameters and exact details of our secured
cloud implementation, and it will take a considerable amount
of time to find and exploit these weaknesses. This could
be mitigated with detective cybersecurity strategies. If the
hacker is equipped with comparable computing power, then
the physical limitations of the computational process come
into play.

There is physical latency at all levels of hardware and
software during computational processes. In order to reduce
latency, computer L1 and L2 cache memory is located very
close to the processor [62]. The more distant some resource
is from the processor, the higher the latency. For example, a
network interface is usually a main bottleneck for distributed
systems [63]. The operating system limit of open ports and
I/O descriptors in Linux can be a bottleneck [64]. Our ap-
proach is to use these limitations and bottlenecks and turn
them into a defense strategy.

C. LIVE MATRIX

Live matrix is a multidimensional data structure in which
the data is constantly changing state. The state may even
change millions of times per time frame, At,,, depending
on the computing resources allocated. We refer to a differ-
ent state during a certain time frame Aty, Ato, ..., At,, as
to the revision 7,79, ...,7,. The data in a live matrix are
recalculated between revisions. The state of data in such
a structure ideally changes more frequently and faster than
the time it takes to extract the data from that structure. The
period At,, during which live matrix is changing its state is
much smaller than the period of time ¢. needed to extract
and store a single revision r; of the matrix, as this would be
a constantly moving target (Fig. 3). The data in the matrix
are only consistent within one revision and become obsolete
between revisions; thus, timing is crucial. The whole live
matrix structure or any extracted file segments represent an
inconsistent revision 7jncons and quickly become obsolete.

The matrix keeps multiple file segments, which reside in
many locations of the matrix structure. These are encrypted
and/or hashed using standard algorithms, e.g, AES256,
3DES, SHA-2, SHA-3, and located in the matrix at a certain
index.

Taking into account the nature of the data to be hashed, i.e.,
the instructions for controlling the manufacturing machine,
self-driving car, IoT or any other data, a special-purpose
hash function can be designed. Matrix vectors that are not
accommodated by useful data can be populated with fake
data—random data that resemble the original file.
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FIGURE 4. Secured distributed cloud storage

Distributed cloud storage can consist of one or multiple
nodes a, 3, , etc. Each node may consist of one or multiple
multidimensional matrices aj ... dmn, 011 - bmn, ..., €tC.
(e.g., Fig. 4). The density of each matrix can be set from
0% to 100%. For example, if the density is 10%, then only
this ratio of values are filled in with the real segments of
files. The rest of the values are synthetically generated data
or information very similar to the actual data.

When the file is streamed from one location to another,
the receiving location should also run a live matrix initialized
with the matching encryption seed (based on time or other
factors), and with a matching algorithmic setup. The stream
comprises hashes of the file segment parts, hints. The actual
information transferred in the stream is not the encrypted
file parts, and there is no key to decrypt the streamed hints
(unless not constantly changing its state matrix is considered
a key). As soon as actual bytes of the file are no longer
transferred, there is no key as such, and there is no function
to decrypt hints (only to perform a look-up against the live
matrix on the receiving end). We call this key-less, byte-less
information transfer (Fig. 5).

When information is transferred to or from a non-cloud
device (usually a data stream-consuming device with limited
computing power, like a laptop, a manufacturing machine, a
smart car, etc.) there is no physical possibility to keep more
than a couple of revisions of live matrices on that side. It is
thus impossible for such a device to decrypt the stream even
thirty seconds later. This makes it impossible to "replay" the
stream if an attacker records a fragment or even the whole
stream.
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Command and control node
(passive)

Keys and playbook node
(proactive)

File segments node
(proactive)

Metadata,

/ requests
A

Distribution node
(passive)

FIGURE 6. Types of nodes

D. PROACTIVE AND PASSIVE CLOUD NODES

A proactive cloud node is a cloud node or group of nodes
that is autonomous to a certain extent. Proactive nodes do
not expose any inbound TCP/UDP ports or APIs over a
local or public network. Proactive nodes are the initiators
of any communication between proactive and passive cloud
nodes. Passive nodes cannot initiate the communication with
proactive nodes; they need to wait for a request from one of
the proactive nodes. Passive nodes only reply over the local
network to requests incoming from proactive nodes.
Proactive nodes are used to store file segment data, users’
public keys, file segments, encryption keys, and streaming
playbooks. Passive nodes store metadata and run jobs, e.g.,
stream data outside the cloud, or deliver data at the right
time at the right place, like a manufacturing machine or a
self-driving car. The differentiation between proactive and
passive cloud node types supports an important principle
of segmentation in data security. Moreover, proactive cloud
nodes rely on detective controls mechanisms [65] to ana-
lyze activity, events, logs, history of node communication,
etc. Proactive cloud nodes can implement basic through the
most sophisticated detective control methods using artificial
intelligence, honeypotting, intrusion detection systems, etc.
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[66], [67].

E. PROTOCOL

A simplified protocol is presented in Fig. 7, 8, 9 and 10. All
communication between cloud nodes is encrypted, although
this is not explicitly shown in the figures for the sake of
clarity. Fig. 7 describes file upload by the user and secure
storage of that file in the cloud. Fig. 8 and 9 describe storage
maintenance over time and /ive matrix recalculation, respec-
tively. There are two options to achieve the recalculation
of storage: Fig. 8 depicts the use of a newly created set of
keys, while Fig. 9 depicts utilization of the homomorphic
properties of encryption methods. In the latter case, each file
segment is recalculated by performing a homomorphic oper-
ation on a file segment. Thus, no additional key generation
and exchange is necessary. The secured streaming protocol is
depicted in Fig. 10.

V. IMPLEMENTATION
The highly secure distributed file storage and transfer solu-
tion setup (Fig. 6) consists of four types of nodes:

a) The command and control node is responsible for stor-
ing command and control metadata. For example, when-
ever it is time to run a periodic job to re-encrypt file
segments with a different set of keys, the file segments
node and keys and playbook node communicate through
this node

b) The file segments node keeps the file segments in live
matrices, performs a scheduled or on-demand recal-
culation of hashes or re-encryption of file segments,
analyzes the behavior of the command and control
node and distribution nodes, and makes corresponding
decisions, for example, to support a streaming session
initiated by the distribution node. Moreover, this node
has controls that measure the speed of data consumption
and compare it with realistic consumption rates. If the
rate at which data are requested or consumed by the
distribution node is faster than expected, an alarm state
is triggered for a certain streaming session, or perhaps
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User Distribution node Command and control node Keys and playbook node File segments node
generate
public/private keypair
upload file, send user's public key -
>
< file_uid encrypted with user's public key
<
< check for new files
<
file_uid, fle size, user's public key
>
store file_uid and user's public key to local keystore Z
< check for new files
<
file_uid, file size, user's public key !
»
store file_uid and user's public key to local keystore :
check for new files >
store file_uid and user's
public key to local keystore:
< request file by file_uid
<
reply with the file »
»
securely dispose of the file :
check storage settings to calculate into how many segments n
the file should be split and how many fake file segments m to generate
< request n number of keys
<
< check for new keys requests
<
......... noumber of keys areneeded .y,
generate n pairs of public/private keys Z
< send n public keys
<
< check for requested keys status
<
retum n public keys !
»
securely dispose of keys :
split file file_uid into n segments, encrypt each segment with its own key :
generate m fake segments similar to the original file segments :
create a playbook for file_uid :
distribute n encrypted file segments and m fake segments across live matrix according to the playbook :
< send over a playbook
<
< check for new playbooks
<

return playbook

»

>
store playbook Z

... P'aybook received and stored (ACK)
<

securely dispose of the playbook :

< check for playbook ACK
<
ACK received -l
)
securely dispose of the playbook :
User Distribution node Command and control node Keys and playbook node File segments node

FIGURE 7. Protocol for storing a file in secured cloud storage

C

~

all sessions, depending on the setup and protection level
desired

The keys and playbook node is responsible for secure
storage of keys and playbooks. Playbooks describe the
sequence of segments in the file segments node. Without
the right key, it is impossible to decrypt the file segment;
conversely, without the right playbook, it is virtually
impossible to locate and extract the desired data from
storage. Depending on the setup, the keys and playbook
node can deliver the right keys at the right time to the
right place (e.g., to an AM machine which has already
received a secured stream from the distribution node has
recreated the file segments from hints using a locally
running live matrix, and now needs to decrypt the data
from file segments to produce the part). In the alarm
state, this node stops the streaming process and stops
issuing keys
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d) The distribution node runs content distribution jobs to
transfer files to external sources, like other secured
clouds or AM machines or self-driving cars. This node
isolates different streaming jobs, optimizes streaming
speed based on data transfer rate, and performs data
delivery checks in the stream. It also participates in
the authorization scheme for external cloud and stream
consumption devices.

The setup can be extended, so each node type is a sub-
cloud of multiple machines implementing distributed live
matrices (Fig. 4).

VI. SECURITY EVALUATION

Our threat modeling and security analysis is based on several
well-defined threat frameworks from Behl et al. [68]-[70]
and Saripalli et al. [71]. The latter provides the list of "Threat
events compromising cloud security" [71], which our dis-
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File segments node

Pl

read key change settings
from storage settings

Command and control node Keys and playbook node

request n keys for scheduled keys change )

check for requested keys

( check for keys request
eeemmmcme--o-oDkeysneeded »-

generate new n pairs of public/private keys Z

_gsend n public keys, n old private keys, playbook
<«

securely dispose of keys

[for each file segment in old playbook]

lookup encrypted file segment from live matrix
decrypt segment with old private key

encrypt segment with a new public key

create new playbook for file_uid

distribute new n encrypted
file segments using playbook:

distribute m fake segments across live matrix

send a new playbook

Y

securely dispose of the new playbook

check for new playbook ACK

Y

check for a new playbook

e ACK received ____

securely dispose of a new playbook

I

File segments node

Command and control node Keys and playbook node

FIGURE 8. Protocol for storage maintenance and live matrix recalculation with key change

tributed storage and transfer solution is intended to address.
These are: a) Isolation failure: failure to effectively separate
storage, memory, and routing causes isolation failure; b) Ma-
licious insider at cloud provider: a cloud provider’s employee
maliciously alters or corrupts customer data; c) Intercepting
data in transit: failure in cryptographic techniques leads to
data sniffing, spoofing and man-in-the-middle attacks during
transit; d) Data Leakage on Up/Down: interception of data
between the customer and the cloud provider leads to leakage
of data to third parties; e) Loss of encryption keys: exposure
of customer’s secret keys to malicious parties.

We have evaluated the relevant threats and created a threat
model, summarized, along with the corresponding mitiga-
tion, in Table 1. We have derived the most important attack
vectors from our threat model and provide an analysis.
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If an attacker is able to pose as an authorized user, he
still cannot download the data unless he digitally signs and
submits a transaction to stream data to a data consumer.

There is no single point of compromise. If an attacker is
able to access one of the node types, he still won’t be able
to extract data. An attacker needs to get access to at least
two different types of node to decrypt the data. File segment
nodes, keys nodes, and playbook nodes are proactive and do
not expose any TCP ports. Thus, there is no way for the
attacker to log in to these nodes unless they get access to a
virtual machine or physical hardware and scan memory to
get the contents from the running application.

If an attacker is able to obtain a playbook file, it is still
only one instance. The attacker will not have access to
every modified instance of the playbook. Without continuous
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File segments node

read key change settings
from storage settings '

request a new playbook

Command and control node

Keys and playbook node

check for updated playbook

( check for playbook request

generate n element homomorphic operation sequence Z

update playbook with homomorphic operation sequence :

( send updated playbook

securely dispose of updated playbook Z

lookup encrypted file segments
from live matrix '

[for each file segment in old playbook]

perform homomorphic operation sequence
on encrypted file segment

update the live matrix with
new value of encrypted file segment '

securely dispose of a new playbook

confirm live matrix recalculation for file_uid)

File segments node

Command and control node

( check for live matrix recalculation confirmation

confirmed )
securely dispose of old playbook :

Keys and playbook node

FIGURE 9. Protocol for storage maintenance and live matrix recalculation with homomorphic encryption

updates, the attacker will not have access to the data.

Even if an attacker captures the data stream during a
streaming session, it rapidly becomes obsolete very soon,
unless the attacker obtained a seed to start and run live matrix.
During a single streaming session, the data are from different
live matrix revisions, so in order to decrypt the data, corre-
sponding live matrix states should be obtained. This can be
done by compromising the server side or the data consumer
side. This is still difficult; for instance, if the attacker gains
access to the data consumer side, then he needs to be present
from the very beginning of the stream and record the low-
level machine code as it is transmitted. The solution depends
on the exact data consumer implementation. For example, in
the case of holographic video streaming, 3D printing, and
other types of AM, data that are already consumed must
be disposed of just after consumption. Additionally, if the
attacker obtains one full unencrypted sequence of machine
code, then this sequence could be used on exact make and
model of the manufacturing machine, which makes it harder
to distribute and violate the copyright.
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In our previous research [5], [33], [34], we assumed that
data—once taken from some kind of secured storage—are
decrypted and then encrypted with a different method for
delivery to the data consumer. Then, the distribution node can
also be a point of attack. In that case, the attacker can obtain
a file or a stream on the server during re-encryption between
storage and streaming. However, in the current approach,
there is no need for transcoding the data.

In TLS file transfer, a certain key is used to encrypt data; if
an attacker obtains the key, he can decrypt the file. Such keys
are often reused by the services, or changed infrequently,
making them vulnerable to collision and brute-forcing over
time. In our solution, the complexity to brute-force the keys
increases exponentially: the file is split into thousands of
segments and the live matrix is constantly recalculated.

If an attacker obtains access to the data consumption
device, he can receive file parts over a long period of time.
There is no way to get all the files from the storage. Conse-
quently, during one session, only one file can be obtained,
and over a comparably long period of time. For example,
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FIGURE 10. Protocol for secured streaming

producing a part using automated manufacturing can take
days, and movies can last for hours. For an attacker acting
this way, it would be inefficient time-wise to extract data from
secured storage; this would not allow getting all the data from
the secured cloud storage.

If an attacker starts to request more file parts within a
shorter time-frame than a certain threshold, then the distribu-
tion node stops providing data. If such an attack is performed
on a consuming device or a data channel, stopping the stream
makes it impossible to get the rest of the file.

If an attacker carries out an attack on the secured cloud
or a stream to a data consumer, secure cloud nodes collect
the data and compare the metrics with those in configuration
files. All abnormal activities, events, and logs can trigger an

14

alarm state. A hacker would need to carry out a comprehen-
sive analysis for a considerable period to figure out which
changes in communication would cause an alarm state. By
that time, the hacker would likely be detected, and mitigation
procedures executed.

Vil. PERFORMANCE EVALUATION
In our lab-level implementation, we used the distributed
database Cassandra [72] to implement live matrices, the
Apache Spark near real-time distributed scale data processing
[73] with the Java programming language to implement
operations over matrices, and Apache Kafka [74] to maintain
a queue of service requests and streaming jobs.

We stored file segments in column families of four
bytes each, encrypted with public keys, in Cassandra. For
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TABLE 1. Threat model

Threat

Cloud multi-
tenancy

Mitigation

The end user does not have direct access to the data;
he can only issue a start streaming command signed
with his private key. There is no way to co-locate new
malicious data with a victim’s assets.

Elasticity File segments are encrypted at rest and shuffled across
the matrix; without a valid playbook, there is no way
to extract the data. Moreover, after scheduled
maintenance and recalculation of /ive matrix, the old
playbook is discarded and a new playbook generated,

so old data quickly become obsolete.

Availability Although this particular method and its
of implementation does not currently provide

information comprehensive data backup options, it is intended for
secured data distribution. The data owner should store
a copy on offline media.

Cloud The solution is intended to run on cloud infrastructure

management | such as AWS, Azure, or GCE, and this threat is

layer mitigated by the cloud provider.

Information
integrity and
privacy

All transactions by the user to delete or transfer data
from the secured cloud should be signed by a private
key; then, nodes will independently verify the digital
signature with the public key of the user. If the
signature is not valid, no transfer is performed.

Cloud secure
federation

The user uses a public-private key-pair to manage his
resources at different locations. To perform streaming
of the file to the data consumer, the user must sign a
streaming transaction and send it to the secured cloud.
A user can sign another transaction and send it to the
data consumer, so the consumer can prove his
eligibility to receive a secured data stream.

public/private key generation, we used elliptic curve type
secp256k1 [75]. We used the last 20 bytes of the public key
to uniquely index encrypted file segments in the Cassandra
column families. We used Apache Spark to re-encrypt the file
segments and recalculate new indexes in Cassandra every two
minutes, then provided the updated version of the playbook
to the keys and playbook node. For hashing, we used the
Keccak-256 [37] hash function.

We used a local cloud of four bare-metal physical ma-
chines to run the software. Two machines (one for the file
segments node and one for the distribution node) each had an
8x GPU AMD Radeon RX580 chipset with 8 GB GDDRS,
i7 CPU, 16 GB RAM, and 128 GB SSD. The other two
machines, used for the command and control node and the
keys and playbook node, respectively, had an Intel Celeron
processor, 4 GB RAM, and 32 GB SSD. We set the GPUs in a
computing mode and flashed them with a modified firmware
for higher hash rates. On average, each GPU was able to
produce 31.5 Mhash/s; a few outstanding GPUs performed
at 28.5 Mhash/s. We achieved an average hash-rate of 248
Mhash/s total on each of the machines equipped with 8x
GPUs.

First, we tested secured streaming between two cloud
machines. We performed secured streaming of the 20 MB
file in the local network from the file segment node to the
distribution node. We were able to recalculate hashes for the
three-dimensional live matrix of 256° at an average of 14
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TABLE 2. Proposed method performance (base rates 100 Mhash per h =
$0.05, 1 GB = $0.087) for a 20 MB file size

Experiment Matrix | State change | A traffic | A cost
size frequency (GB) [6))

cloud-to-cloud 2563 14 per s 1.67 0.1457
cloud-to-cloud 40963 1 per 5 min 0.85 0.0751
cloud-to-stream 2563 I pers 1.67 0.1437
consuming device

cloud-to-stream 40963 1 per 64 min | 0.85 0.0711
consuming device

revisions per second. In another test, we were able to re-
calculate a bigger matrix of 4096° with an average of one
revision every 5 minutes. Second, we carried out the test
between a cloud node and a data consumer node. For this test,
we needed one more machine. The external stream receiving
side was a laptop with an i7 processor, 8 GB RAM, and
256 GB SSD, GPU AMD Radeon RXS570 chipset with 2
GB RAM, intended to emulate a single user consuming the
stream. The GPU of this machine was able to produce 18
MHash/s. For this test, we needed to use only one GPU on
the distribution node, with timing matching the calculation
speed of the receiving machine. We were able to recalculate
hashes for the three-dimensional live matrix of 2567 states
at an average rate of one per second. In another test, we
performed a streaming session on the bigger live matrix of
40963, and we were able to calculate a new state on average
every 64 minutes. The results are reflected in Table 2.

We performed additional tests with different file sizes: 41
MB, 119 MB, 583 MB, and 1.1 GB. The results showed a
linear dependency for overhead traffic and overhead server
costs. In future research, we will seek to reduce overhead
traffic.

The tests showed that overhead increases with smaller
matrix sizes. This is a result of change in the matrix size to
hash function output ratio in bytes. We recommend the use
of proven SHA cryptographic functions, even if this creates
a bigger overhead. If minimizing bandwidth is important,
then hash functions with a smaller length output should be
selected.

We also confirmed that the cloud can adapt to the com-
puting power capacity available on the consumer’s end and
produce a stream that could be consumed with less comput-
ing power. With the increase in computing power needed to
calculate live matrix revisions, the power needed by a hacker
to try to decode the stream would increase exponentially. Our
results show that catching such a stream would be an ever-
moving target. Even in the case of success, the information
would become obsolete very quickly, making it hard to carry
out any analysis to decrypt the file being transferred.

VIIl. CONCLUSION

In this paper, we described and evaluated an approach that
leverages the physical limitations of the computational pro-
cess into a defense strategy to make cloud file storage and
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transfer highly secure. The method was designed to fulfill
multiple important requirements for the use cases we dis-
cussed. The data transfer is lossless, so this method will work
not only for delivering machine code to manufacturing ma-
chines, but for many other applications, including audio and
video streaming. The most notable features of our approach
are: a) The solution is tightly coupled with secured storage,
so there is no need for re-encryption in order to stream to
remote data consumers, like other clouds or AM machines;
b) By its nature, this solution keeps the data in partitions, and
streaming also implies partition tolerance on file transfer. The
data are segmented, and there are security controls based on
the physical limitations of the computational process—it is
not physically possible to extract and consume all the data
within a reasonable time-frame; c) If multiple machines are
used for each type of node, then there is no single point
of failure in case of intrusion or fault; d) It may be used
for peer-to-peer information transfer, though this requires
the live matrix engine be installed on the peer machines
participating in the information transfer; e) The solution can
send bi-directional streams; on the receiving side, live matrix
could be used for the reverse stream, for example, to transmit
telemetry or interactive feedback.

In future work, we will concentrate on data storage fault
tolerance mechanisms and intelligent adaptiveness to avail-
able computing power and network bandwidth.
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Abstract. The method to protect intellectual property (IP) in auto-
mated manufacturing (AM) and 3D printing industry particularly, pre-
sented in this paper, is based on a smart cyber-physical system and the
radical improvement of preventive and detective controls to find potential
cases of automated manufacturing copyrights infringement. The focus of
this paper is not the ecosystem of managing a large network of physical
3D printers, but a smart application and data analysis of data flow within
the ecosystem to solve a problem of IP protection and illegal physical
objects manufacturing. In this paper, we focus on the first step in this
direction — pattern recognition of illegal physical designs in 3D printing,
and detection of firearms parts particularly. The proposed method relies
on several important steps: normalization of 3D designs, metadata calcu-
lation, defining typical illegal designs, pattern matrix creation, new 3D
designs challenging, and pattern matrix update. We classify 3D designs
into loose groups without strict differentiation, forming a pattern matrix.
We use conformity and seriation to calculate the pattern matrix. Then,
we perform the analysis of the matrix to find illegal 3D designs. Our
method ensures simultaneous pattern discovery at several information
levels - from local patterns to global. We performed experiments with
5831 3D designs, extracting 3728 features. It took 12 minutes to perform
pattern matrix calculation based on the test data. Each new 3D design
file pattern recognition took 0.32s on four core, 8GB ram, 32GB SSD
Azure VM instance.

Keywords: Pattern recognition - intelligent manufacturing systems -
technology social factors - distributed computing

1 Introduction

The method to protect intellectual property (IP) in automated manufacturing
(AM) and 3D printing industry particularly, presented in this paper, is based
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on the radical improvement of preventive and detective controls on software,
firmware, and hardware levels of AM machines. These controls would help to
find potential cases of copyright infringement, illegal objects, and firearms man-
ufacturing with the use of AM machines. In this paper, we focus on the first step
in this direction — pattern recognition of illegal physical objects in 3D printing,
and detection of 3D designs with firearm parts.

Recently, we have witnessed the advent of cloud manufacturing, where F500
enterprises, small and medium businesses, and home users use devices such as
3D printers, CNC mills, laser jets, and robotics to manufacture products locally
at the point and time of need. The impressively fast adoption of these technolo-
gies strongly indicates that this novel approach to manufacturing can become a
crucial enabler for the real-time economy of the future, i.e., a possible paradigm
shift in manufacturing towards cloud manufacturing. Now it is possible to manu-
facture a real working part or a usable product from a CAD design in just hours
using cloud manufacturing. Companies and people would not buy a ready-made
product at the shop, but obtain raw material and produce products locally, uti-
lizing their own or nearby accessible automated manufacturing machinery. With
all the benefits of the new way to manufacture things, there is a growing threat
to society. Firstly, there is a need to protect intellectual property (IP) in the
form of 3D designs and manufacturing files. Secondly, there is an increased risk
and real cases [5,17,33] of people producing firearms at home using desktop 3D
printers.

With the growing popularity of automated manufacturing (AM), robotic pro-
cess automation (RPA), the need to protect the intellectual property (IP) at
every stage of the AM process became more important: from idea, CAD design
to machine instructions and manufacturing files. Companies and people should
be able to protect their IP by claiming their technical, mechanical, and chemi-
cal solutions through a decentralized platform that protects their IP. Moreover,
there should be a measure established which would protect the society from a
potential leakage of firearm designs and manufacturing of illegal objects.

In this paper, we are going to address this problem and present one of the
possible solutions using a smart cyber-physical system. Our proposed digital
ecosystem for personal manufacturing enables one to link the physical world
(3D printers) with virtual cloud-based operating system [29]. The focus of this
paper is not the ecosystem of managing a large network of physical 3D printers,
but a smart application and data analysis of data flow within the ecosystem to
solve a problem of IP protection and illegal physical objects manufacturing. In
the following, we glance at the main contributions of this paper:

1. We discuss the motivation for the creation of the cloud-based manufacturing
operating system to address an evolving critical problem of IP protection
and illegal physical objects manufacturing;

2. We introduce a novel cloud-based manufacturing operating system architec-
ture to protect IP and detect illegal physical objects using pattern recogni-
tion;
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The remainder of the paper is organized as follows: In Section 2, we discuss
the related work and our motivation to do this task. In Section 3, we describe
the logic behind patter recognition for illegal 3D objects detection. In Section
4, we discuss the experiments and performance of our solution. In Section 5, we
conclude the paper and give directions for future work.

2 Related work

In this section, we present related work and the overview of existing ways to
protect IP copyright for automated manufacturing (AM).

In their work [13], Hou et al. cover traditional ways to secure 3D files. The
authors describe solutions from digital rights management (DRM) to an embed-
ding visual shapes into 3D printed models’ internal structure. Later, the scanning
of internal structures allows one to figure out it is an original part or a copy.
Their work does not cover the whole AM workflow and focuses on protection
methods, which can help after manufacturing already happened, for example,
watermarking and tagging an object with RFID chips. Although it helps to de-
tect whether the part was original, it does not protect from copying the part
or preventing from manufacturing an illegal part. Moreover, by scanning a 3D
printed part, it is hard to reverse engineer it due to internal structures, and the
exact way it is manufactured. To reproduce the physical part, it is not enough
to only obtain the shape of the object, 3D printer toolhead movements, speed,
temperature used at that exact path - everything is important and affects the
final physical properties of the object. IP protection is essential, mostly before
manufacturing.

Nein-Hsien et al., in their research [23], describe a method to encode 3D
models into a Jpeg stream, to transfer 3D designs. It is not a comprehensive
solution and has definite limitations. Their paper does not handle AM end-to-
end workflow, nor prevents an illegal 3D design manufacturing.

In our prior research [25] we only theoretically touched the protection of IP
rights for 3D printing. We have described a paradigm applied to secure 3D con-
tent delivery called the live matriz. This prior work is purely theoretical, lacking
technical details. The current paper is the first paper to explain IP copyright
protection and illegal 3D part detection technically. This paper’s contribution is
to extend the initial idea with the implementation details, bring it to the next
level, technically broaden it to the illegal 3D parts detection before the part is
manufactured.

In our previous works [14,15,30], we have emphasized in detail the necessity
to enforce the 3D files’ copyrights through secured content delivery - 3D files
streaming. Our previous work targets a very niche case to secure 3D designs
data at rest and to be transferred from the server to a 3D printer. Previous solu-
tion [14,15] is technically dense, has multiple drawbacks. Moreover, it lacks the
protection of IP at any other stage of IP handling, nor illegal 3D part detection
and manufacturing prevention of illegal parts [30]. In this paper, we contribute
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a reliable and fast way to detect IP copyrights infringement and extend it to the
illegal physical objects detection and prevention from manufacturing.

In their work [24], Mattingly et al. describe a method for three-dimensional
printing with blockchain controls. Their work does not precisely describe how
the copyright is given and what happens with the file. The idea of just closing
the block with the list of transactions is a nature of blockchain; however, this
is not clear, how it helps to grant access to the IP. The solution they propose
is, basically, a log file that contains the records of what has happened in the
past, regardless of whether the IP owner authorized the transaction or not.
Smart contracts are not mentioned; thus, it is not clear how exactly the access
is granted. The work lacks the details of implementation.

In their work [12], Holland et al. propose copyrights protection for addi-
tive manufacturing with a blockchain approach. They utilize the property of
blockchain to eliminate the 3rd party so that the blockchain poses a trusted 3rd
party or notary, which governs the exchange of transaction data. In their work,
3D design files are not stored in the blockchain, and the blockchain is used only
for granting the license and number of prints. Their method lacks the process for
the 3D printer to report to the blockchain. 3D printer should send a transaction
to update how many times the file was printed and decrease the license quantity.

In the work [16], the authors present a method, which adds a distinctive
nanomaterial chemical signature to the parts and registers it in the blockchain.
Their method helps to check after the file was manufactured, whether it is an
original file or a counterfeit. Their solution does not defend the file nor detects
and prevents an illegal 3D file from being manufactured. In their work, the
blockchain is a shared resource between the manufacturer of a 3D part and
a part receiving party so that both have access to the blockchain instance, and
then the counter-party can see the transactions made by the manufacturer. From
their work, it is not clear what would stop the user from updating blockchain
data without receiving the part? The confirmation of receiving the part or not
confirming is not giving much to the security. Their solution is solving mostly
audit and integrity problems, and the method works best for a genuine check
after the manufacturing or during usage of the part.

Many other works [6,7,11] describe how the user uploads a file to the cloud
and how the design is protected using digital rights management (DRM); how-
ever, they do not present a viable solution to protect the copyright of 3D files
in the long term. These works do not describe how to protect files from being
exposed to 3rd parties nor the possibility to detect and prevent illegal parts man-
ufacturing. Our solution proposes a real solution to enforce copyright protection,
illegal parts detection, and prevention of manufacturing.

While it is essential to allow users and manufacturers to determine if any
restrictions exist on reproducing a 3D object, ideally there must also be a mech-
anism in place to prevent the unauthorized reproduction of the 3D object, pri-
marily when the 3D design represents an illegal or dangerous part, like a firearm.
As the 3D file itself representing the 3D object according to this scenario does
not necessarily have any means attached preventing unauthorized use of the
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similar to the ones initially marked, « - parameters that unify the illegal designs, § - the
design in-between two groups, not strictly differentiated to any of the major groups.

3D file, the known methods cannot be used. The authorization means must be
integrated with the manufacturing device itself, e.g., before the start of each
manufacturing job, the manufacturing device needs an authorization from the
rights holder or confirmation that no restrictions exist. However, with the use
of our cloud manufacturing operating system and ecosystem [29], the detection
and protection from illegal parts manufacturing can be performed in the cloud.
In the case of our proposed method, there is no need for significant modifications
on the AM machine side to support a safe and legal method to produce parts.

3 Proposed method

To achieve the detection of 3D designs IP copyright infringement and illegal
physical objects in 3D printing, we use pattern recognition based on the seriated
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matrix of 3D designs and their important parameters. The proposed concept
relies on several important steps depicted in Figure 1:

a)

Normalize 3D designs, this steps includes 87 different checks and fixes. We
check the CAD file consistency on three different levels: file format level, 3D
design mathematical consistency level, and physical consistency level, e.g.,
watertight, wall thickness within a certain threshold, and many more. We
mathematically reassemble the model [19,28] and fix non-manifold edges,
remove duplicate faces, remove hidden malicious geometry, and more.
Calculate general and intrinsic metadata to find important parameters to be
used in clustering and pattern recognition. Create initial matrix of objects
and parameters, presented on Figure 2, step b). We extract more than 150
different general parameters from the CAD design, e.g., scale factor to find
the original measurement units, number of triangles, bounding box enclosing
the object, maximum outer dimensions, volume, shadow volume, voxelized
shape, center of mass, skeleton, corpus indicator, detail indicator, deviation
of angles, bounding corners density, average deviation of points, and many
more.

Additionally, we extract parameters intrinsic to IP, which should be pro-
tected, and illegal objects to detect, e.g., firearms. For example, to find in-
trinsic parameters for firearms, we perform analysis of adjacent faces of a 3D
design, so that faces lie on the open cylinder surface of the same cylinder with
a certain threshold. We can extract the number of cylindrical shapes, the di-
ameter of cylindrical shapes, the height of cylindrical shapes, the number of
triangles participating in cylindrical shapes, the ratio of missing triangles in
a cylindrical shape, and many more. For the pattern matrix and the step d)
below, we would need a binary representation of parameters. Thus, from 150
parameters, we get more than 3750 by discretizing non-binary parameters
into categories.

Define typical illegal designs as a part of a supervised machine learning pro-
cess. Later, in the process, these parts will become indicators or contrasting
bodies, to detect groups and classes we are looking for, depicted in Figure 2,
step ¢). For our experiments, we mark objects, which we already know are
firearms or contain firearm parts or firearm inverted parts, e.g., a section of
an injection mold for firearm production.

Cluster 3D designs into loose groups without strict differentiation, forming
a pattern matrix. We are using conformity and seriation [21,22,32] to cal-
culate our pattern matrix. Then, we perform the analysis of the matrix in
automated mode to find classes with a certain threshold. However, the pat-
tern matrix would provide an interesting insight to analyze the data visually.
Our method ensures simultaneous pattern discovery at several information
levels - from local patterns to global [21,22]. Initial matrix example is shown
on Figure 2, step b), seriated and transformed matrix example is shown on
Figure 2, step d).

Challenge new 3D designs against the pattern matrix. Firstly, a newcomer
3D design is normalized in step a), then based on the metadata calculated in
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step b), we perform a fast classification by matching with other 3D designs,
which already positioned in the pattern matrix and have close parameters.
Finally, we can understand which class of objects it belongs to. Copyright
holders can run different types of searches and investigations for the copy-
right infringements. For example, it is easy to perform a quick check of
whether the object fits into one of the classes of illegal objects. Challenging
a new 3D design does not require a recalculation of the pattern matrix.
Update pattern matriz with the new designs. When there is a considerable
amount of new 3D designs within a certain threshold, then the pattern ma-
trix will be recalculated to accommodate new designs. Adjacent designs
within a certain threshold could automatically or with operator supervi-
sion be marked as common illegal objects. Then, the process repeats over
and over again. Over time, the system can adjust for new types of IP to be
protected or new types of illegal objects, e.g., new shapes of firearms.

Similarly, the solution could be implemented inside the firmware of the AM

machine, like a 3D printer. As an option, an exported pattern matrix can be
stored on a hardware chip to help AM machines to challenge 3D designs sent
to a job queue. The possibility for a fast classification, whether it is an illegal
object to manufacture, would not allow the AM machines to produce illegal or
dangerous parts.

4

Evaluation

A software architecture used to perform the evaluation of the proposed method
is depicted in Figure 3:

a)

b)

Commander module is used to launch the workflow described in the proposed
method concept Figure 1. The module consists of Python scripts that send
commands and files to Normalizer module and Clustering module.
Normalizer module is used to normalize 3D designs, calculate general and
intrinsic metadata, and challenge new 3D designs against the pattern matrix.
It stores 3D designs to Hadoop Distributed File System (HDFS) [26].
Extracted features database keeps the general and intrinsic metadata on all
3D designs. We use Apache Cassandra [18] as it is a highly available, scalable,
and fault-tolerant column-oriented key-value storage with the ability to store
over two billion values per row. It is easy to store pattern matrix and perform
CQL [9] queries to match new 3D design parameters against pattern matrix.
We are also able to keep several versions of pattern matrices in the Cassandra
database.

3D design storage is an HDFS file storage used by the Normalizer module
to initially store processed files and then revisit the files if new parameters
are added.

Clustering module is implemented as the Hadoop Map/Reduce Job. It is
important to use parallel Map/Reduce implementation of conformity cal-
culation and seriation. Conformity calculation and seriation sequential al-
gorithms implementation require an exponential increase in computational
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Fig. 3. Architecture of the proposed method

time for binary matrices larger than 10 x 10. Our Hadoop Map-Reduce
parallel implementation of conformity calculation significantly outperforms
sequential algorithms.

This module is responsible for updating the pattern matrix in case of the
number of new designs reaches a threshold preset in the settings file.

Experiments were performed on a test database with 5831 design files in STL
[27] format. 3D design files were selected from Thingiverse [8] and other sources
[1,3,4]. Test database included 3D designs from different areas of life: animals,
architecture, kitchen appliances, toys, movie characters, vehicles, interior objects,
firearms, and many others.

Normalization stage with checks and fixes was implemented on Python lan-
guage with the usage of CGAL [10] library. As a next step, all files were run
through a batch job to find general and intrinsic metadata parameters. We were
able to obtain 3728 parameters for the test dataset.

We performed normalization stage on a 4 core, 8GB ram, 32GB SSD Azure
VM instance, compute optimize type (Standard F4s_v2). On average, it took
2.31s for 1MB, 10.46s for 5MB, 48.14s for 20MB, 283.58s for 100MB, 35 min
36s for 500MB, and 1h 48min 12s for 1Gb respectively. Total, all file size was
6.19GB, and the total time for 5831 files was 6h 37min 34s.

For the experiment, we selected 28 different indicative objects containing
firearm shaped parts and marked those 28 designs as common illegal objects for
our algorithm.

Then we run the algorithm to classify 3D objects based on the indicators
and parameters which should help to detect firearms. We have implemented
Conformity calculation [20,32] and matrix seriation [21,22] using Hadoop Map-
Reduce framework [31]. We run Map-Reduce jobs on a cluster of 4 machines in
Microsoft Azure cloud [2], each machine having 4 cores, 8GB RAM, 30GB SSD.
It took 12 minutes to perform pattern matrix calculation based on the test data.

Each new 3D design file pattern recognition (search by the parameters in the
pattern matrix) took 0.32 seconds on 4 core, 8GB ram, 32GB SSD Azure VM
instance.

For new incoming illegal 3D designs tested against the pattern matrix, we
were able to obtain a very close class of objects similar to initially selected
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firearm 3D designs. Example visualization of correctly detected Liberator barrel
is shown in Figure 4. 3D design in-between two groups, not strictly differentiated
as a firearm, the test visualization is shown in Figure 5. Something which was
not detected as a firearm example is shown in Figure 6.

Further tests showed that the solution would find not only a direct shape of
the firearm but also an inverse shape, like an injection mold, or a tool to create
a firearm.

This approach, similarity, could be extended to any type of multimedia, not
just 3D objects.

Fig. 4. The Liberator barrel detected as a part of a firearm

y

Fig. 5. 3D design in-between two groups, not strictly differentiated as a firearm
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Fig. 6. 3D design that was not detected as a firearm

5 Conclusion

We believe that in order to detect and withstand the global threat of IP copy-
rights violation efficiently, firearms spreading, illegal 3D objects manufacturing,
especially firearms manufactured with the help of AM and 3D printing par-
ticularly, we need preventive and detective controls on software, firmware, and
hardware levels. The method to protect intellectual property (IP) in automated
manufacturing (AM) presented in this paper is based on the radical improve-
ment of preventive and detective controls on software, firmware, and hardware
levels. These controls would help to find potential cases of copyrights infringe-
ment, illegal objects, and firearms manufacturing with the use of automated
manufacturing (AM) machinery. The manufacturing of illegal physical objects
on a software level could be prevented through the cloud manufacturing operat-
ing system controls, which would not allow sending a manufacturing file to an
AM machine. On the machine level, the prevention of manufacturing of illegal
parts cloud be implemented through encoding the proposed method into the AM
machine firmware, or into a chip integrated into the hardware.

In future research, interesting enough will be to perform experiments on a
bigger dataset of 2.14M files and extend the presented approach to a fast 3D
design search.
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Intellectual Property Protection of 3D
Printing Using Secured Streaming

Paula-Mai Sepp, Anton Vedeshin, and Pawan Dutt

Abstract 3D printing technology is a new and emerging technology which is
capable of changing the world. However, an easy access to 3D printing technology
makes a convenient way to illegally reproduce physical objects regardless of
copyrights, license, and royalty payments. As 3D printing of physical things at
home might become the “new normal,” it will pose threats to traditional intellectual
property laws, which were created in an era when copyright infringement of
physical objects, or also defined as “physibles,” was yet to come. The authors
have brought forward the legal issues and have attempted to describe a unique
technical solution—secured streaming which solves or at least partially solves the
problem of copyrights in 3D printing. The proposed solution provides a possibility
for a copyright owner to limit the number of 3D prints. He can specify the number
of copies that are allowed for the manufacturer or an end user to produce. Moreover,
secured streaming has detective and protective controls to detect information
system compromises and to stop streaming of 3D designs to 3D printers.

1 Introduction

Three-dimensional (3D) space printing technology is often referred to as the new hot
and emerging technology, capable of changing the world. In fact, the roots of the
technology reach back to the late 1970s, when the seed for additive manufacturing
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idea was first put down as a joke, in a newspaper article by David Jones." An
independently filed patent application by Wyn Kelly Swainson for the same tech-
nology was granted in 1977.% 3D printing can be described as a method of joining
materials, layer by layer, on the basis of a computer automated design (CAD) model
or 3D-scanned file.® If inkjet printers print pixels from the screen onto a piece of
paper using ink on an XY-axis, then 3D printers print using plastic string on an
XYZ-axis, making the object three dimensional.* 3D printing technology is on the
verge of a breakthrough into home use and is revolutionary in the sense that it
enables everyone to become creator of things.” Additive manufacturing enables
designers to create products with complex shape and very small detailing, which
have previously been hard to execute with other methods of manufacturing.

3D printing is thus one of the automated manufacturing methods to produce
physical objects by adding material layer by layer. There are many good examples
of using 3D printing technology in industries and small and medium enterprises.
New Balance is printing shoes by the size and exact shape of a sportsman’s feet.®
Francis Bitonti, a famous New York designer, is printing exceptional dresses and
home accessories.’ At remote locations, like aircraft carriers, oil derricks in sea, and
space stations, it is important to get printable parts at the point of need and time of
need without extra costs for logistics and shortest lead time. Boeing and Airbus are
printing turbine parts to increase efficiency and reliability of aircraft engines.
However, 3D printing is not anymore a method for prototyping at big factories
and corporations. 3D printers are not yet at everyone’s home, but even today they
are at least accessible within walking distance in any major city. An easy access to
3D printing technology makes a convenient way to illegally reproduce physical
objects regardless of copyrights, license, and royalty payments. After obtaining a
printable 3D design, it can be reproduced many times without the possibility for a
copyright owner to trace.

New digital technologies have made copying a lot easier than it has been before,
and we have already witnessed the collateral damage in relation to copying of music
and movies. As 3D printing of physical things at home might become the “new
normal,” it will pose threats to traditional intellectual property laws, which were
created in an era when copyright infringement of physical objects, or also defined as

! Bradshaw et al. (2010), pp. 7-8.

> Ibid.

3 Stahl (2013), pp. 3—4.

“Howells (2014), p. 13.

> Weinberg (2013), p. 1.

®New Balance (2013). Press release: New Balance Pushes the Limits of Innovation with 3D
Printing. Available at: http://www.newbalance.com/press-releases/id/press_2013_New_Balance_
Pushes_Limits_of_Innovation_with_3D_Printing.html (accessed 20.08.2015).

7 See examples of high-end 3D designs from Francis Bitonti Studio web page. Available at: http://
www.francisbitonti.com/ (accessed 20.08.2015).
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“physibles,”8 was yet to come. What also makes 3D printing stand out is the speed
to market—it enables people to scan and create a physical product in a matter of
hours. In particular, the intellectual property issues are paramount in relation to
copyrights because they are free and exist automatically for a work that has been
fixed in a tangible form. Other forms of intellectual property are not left untouched,
as problems will also arise in the field of patents, trademarks, and industrial design
protection. Another reason why copyrights have the biggest likelihood of becoming
the object of infringement is that most items available for home 3D printing include
designs of decorative nature or fan fiction art, which does not entail a useful
feature.” The leading approach to 3D printing originates from the U.S., because
the legal side of 3D printing has been dealt with more extensively there. The main
elements of 3D printing technology are the physical 3D object and digital CAD
files, which can be obtained through designing process in a CAD software or by 3D
scanning. The digital CAD file and the physical 3D printed object easily meet the
fixation requirement of copyright protection.'’ It is fundamental to recognize that
CAD files differ from MP3 files used as music carriers and MP4 files used for
audiovisual content, for which the suitability for intellectual property protection is
not under doubt.'' Because 3D printing contains both digital and physical charac-
teristics, it is hard to determine whether the main characteristics and related
intellectual property issues should be evaluated separately or as a whole. Scholarly
opinions are roughly divided into two in deciding whether the CAD file or the 3D
printed object poses a more pivotal question for the suitability for intellectual
property protection.12

Gartner estimates that by 2018, 3D printing will result in the loss of at least $100
billion per year in intellectual property globally.13 This creates a completely new
problem of copyright protection, as it is relatively easy to copy and reproduce
objects, and in some cases 3D printing even creates a threat on the society if parts
are produced from not original or compromised designs.

8 The online peer-to-peer sharing site, The Pirate Bay, launched a category for 3D designs called
“physibles.” See, for example: Walters (2012).

° Doherty (2012), p. 358.
19 Dasari (2013), p. 279.
" Twomey (2014), p. 33.

12 See: Dolinsky (2014), pp. 629-631. According to Dolinsky, there is no question in the copy-
rights of 3D printed objects, which are protected as “pictorial, graphical and sculptural works,” and
the main question will be the copyrightability of CAD files. See also: Rideout (2011), pp. 167-168.
Rideout on the contrary states in his work that the copyrightability question of a CAD file is
conditional to the eligibility of copyright protection of the 3D printed object. According to
Rideout, it is the CAD files that would likely fall under “pictorial, graphic and sculptural works”
and more specifically under “technical drawings, diagrams and models.”

13 Gartner (2013). Press release: Gartner Reveals Top Predictions for IT Organizations and Users

for 2014 and Beyond. Available at: http://www.gartner.com/newsroom/id/2603215 (accessed
20.08.2015).
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In this chapter, the authors will look into the legal issues and will attempt to
describe a technical solution—secured streaming which solves or at least partially
solves the problem of copyrights in 3D printing. The solution provides a possibility
for a copyright owner (CO) to limit the number of 3D prints. CO can specify the
number of copies that is allowed for the manufacturer or an end user to produce.
Moreover, secured streaming has detective and protective controls to detect infor-
mation system compromises and stop streaming of 3D designs to 3D printers.

2  Why Protecting Printable 3D Designs Has Become So
Important

One would ask why copyright protection in automated manufacturing and 3D
printing particularly is so important. Society has lived a long time without a special
solution or just using Digital Rights Management (DRM) to secure CAD designs.

About 60-70 years ago we were at “paper age”’; most of the products’ technical
drawings were done on paper. Imagine an individual who wants to copy the
product; he makes pictures of the sketches. Now he needs to find a production
technology, train engineers, set up a factory and production lines to produce pro-
totypes and then a real product. Let’s assume this would take around 2 years.

Then about 15-20 years ago we entered the digital age, which offered us the use
of CAD tools. However, these tools were used mostly to create a virtualization of a
product to make right measurements, different types of simulations, quicker
changes to the structure after prototype testing cycles. If somebody would get
such CAD design, he would still need to find a production technology, train
engineers and set up a production facility; compared to the paper age example,
this would take half a year to produce a real product.

Nowadays, at 3D printing age, CAD intended for 3D printing already has all
important information inside to produce the real object. If one would compromise
such a design, he can get to the market with the product in just a few days. As
usually, the 3D design intended for 3D printing has all the needed information to
manufacture a product according to all specifications, tolerances, durability and
taking into account force distribution and dispensation.

3 What Are Current Technical Solutions Stating?

With the development of technology, the security requirements evolve too. Most of
3D printers connected to networks do not have enough protection against today’s
threat of digital theft. See Fig. 1 for a detailed 7 action (A1 ... A7) and 6 transition
(T1...T6) steps of a CAD design life cycle from a product idea to a physical object
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Fig.1 7 action and 6 transition steps of a CAD design lifecycle: from a product idea to a physical
object

manufacturing process. This is an illustrative model to represent the life cycle of a
CAD design and in practice could contain more or less steps from product idea to a
physical object. At every action or transition step, there is a special CAD or other
software involved, and at transition steps in-between action steps there are different
types of storage or information transfer technology used.

Action steps Al, A2, A3, A7 are possible to secure using different types of cloud
CAD solutions from numerous companiesm; however, none of these software
packages offer end-to-end functionality or integrated security for the whole life
cycle of a printable 3D design, which makes them vulnerable at least at steps A4,
A5, A6, A7 and T3, T4, T5. Users use email, USB sticks, SD cards, network drives
to share CAD designs with their colleagues or partners at steps T3, T4, T5 and
frequently at steps T1, T2.

Transition steps T1, T2, T3, T4, TS are possible to secure by existing technol-
ogies; however, most of the solutions are based on DRM model, which is vulnerable
by its nature, or even if it is secured during the transition, it is still vulnerable at the
end of transition step’ for example, in sending files using SSL—when the file is
received—it could be copied, or for example if file is downloaded from cloud
storage, such as Google Drive, Box.com, or Dropbox, in the end of transition—
saving to the hard drive of the personal computer—it becomes vulnerable. Some
companies implement nondisclosure agreements (NDA) with employees and part-
ners, which will not help either to protect digital content in a long-term perspective.

TS is usually a USB or local network connection, which in case of modern 3D
printers in not ultimately secured.

Some steps still are not possible to ultimately secure or alternatively could be
solved at other than software level. T6 is delivery and a handover of a 3D printed
physical object to the user. A7 is usage of the printed object by an end user. At T6
and A7 steps, object could be disassembled and scanned or reverse engineered in a
different way for further reproducing.

In the following sections of this chapter, we will introduce an innovative method
of securely streaming CAD designs seamlessly through A1-A6 and T1-T5 steps of
CAD design lifestyle without exposing it to all involved parties.

NDA, DRM, and existing digital media streaming will not help.

4 For example: Solid Edge from Siemens, Inventor from 3D Systems, Autodesk, Solid Works, etc.
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Signing an NDA with employees or collaboration partners is a usual practice
used within big, small, and medium-size organizations. Once the digital content is
exposed due to intentional or nonintentional disclosure of information, there is no
way to stop copying it or getting it back. Thus NDA is not anyhow helping to
protect 3D designs long term.

Another method which is frequently used to secure digital content is DRM.
Classical DRM works in a way that digital content is encrypted (usually the whole
file) and then using email, web browser, CD/DVD disk, USB flash drive, or SD card
is sent/given to an end user, who using a key decrypts the digital content and
consumes it (please see figure below). If the content is stolen and the key is
compromised or calculated (which is just a matter of time and computing power)
then the content secured with DRM technology could be copied and used as many
times as individuals want, there is no way to stop reproduction of such content.
Good examples are numerous software packages, operating systems like Windows,
DVD movies, games, MP3 media, etc. This is exactly the content Torrent networks
and Pirate Bay like sites are full of. Not only DRM technology is an easy target of
intellectual property copyright violation; moreover, malicious software and viruses
are distributed together or inside packages with cracked DRM software, movies,
and music.

Up to now many companies in digital media sector, such as Netflix, YouTube,
Spotify, Tuneln, have used media and secured media streaming. From the first sight
it seems that this would probably work for 3D designs too, as 3D designs are media
to some extent. Media streaming also protects the content, even better than DRM.
At a closer look, in order to stream media, it should be in streamable format, and
information should not be anyhow available to download or obtain in a different
way prior to digital media consuming session. Copyright protection is achieved by
the complication of getting the stream, converting it to a different file format, and
then distributing it. Sometimes the quality of media is not there, so it does not make
any sense to grab, for example, a video from YouTube, or it is too complicated for
the end user to go through all procedures to store one song or a movie to the hard
drive of his computer; in 95 % of the cases it is easier to pay, as in case of streaming
media businesses’ business models, the subscription price is comparably low,
compared to the cost of ownership of a song album or a DVD with movie. Many
businesses use nowadays media streaming (not necessarily secured) as a sort of
protection; most of the people pay for the service, and of course there is a minority
who still can compromise the stream and copy the content. Another problem is that
the content should be possible to find. Assume there is an individual who decoded
and copied the song or a movie from stream of YouTube, where should he put it so
other people can easily find it? Potential consumers of this media probably already
have subscriptions to the services if they consume a lot; if not, then even 5-10 % of
the cases will not affect the revenue and loss of royalty payments much. Many
software companies went similar way; for example, Microsoft Office 365 allows
you to use this product on a monthly basis, without need to own a license and with
the possibility to opt out any time.
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Why could the same or similar media streaming technologies not be applied to
3D printing? There is a huge difference in the requirements for streaming between
printable 3D files and media like movies or songs. In case of streaming video or
music, if the stream got recorded this is not a big problem; as we described above,
such copy will have quite a short life in torrent networks, and the same user will
watch or listen to it for hundreds/thousands of times; in case of 3D printable object,
this could be massively reproduced by a first-hand consumer. Another important
difference is connected to the quality of stream; for example, if during the movie-
watching process few frames would drop or music will skip half a second few times,
this is not a big deal. However, in case of the stream going to 3D printers, every byte
and every bit should be delivered and in the right sequence. In the best case, user
will get bad quality product and probably reprint it or use a competitive product.
The worst case, as 3D printers are very precise and expensive machines, wrong
sequence of codes or some bytes missing can break the 3D printer. In comparison
with video and music—it is not possible to break a TV or a monitor with the wrong
video/music stream. Finally even the worst case, 3D design could be compromised
on the storage server or on the way to 3D printer; if it is a mission critical part, for
example airplane turbine part, then the authors believe the reader of this book by all
means would not like to be a passenger of that airplane. In comparison with video
and music—the end user will soon understand that actors in the movie are different
or that the song is performed by, for example, Jennifer Lopez. These points have the
biggest impact on the fact that video or music streaming is not a suitable solution,
and there is a space for next generation streaming solution, which delivers right
data, at the right place, in the right time without compromising security or, even
better, with ultimate security.

4 Understanding the Legal Aspects of 3D Printing

As 3D printing is a completely unregulated field, regulating it will pose different
challenges to legislators because the implementation of any regulative measure can
have unforeseeable effects to further developments of 3D printing technology. The
possible options of regulation may entail in the enforcement of hard regulation by
the state, community self-regulation, or leaving the industry unregulated for as long
as possible and pose regulations only after the industry has had time to mature. The
existing legislation for copyrights usually involves an unlimited list of protected
works, which allows for the interpretation of new technologies and mediums under
copyright protection, meaning that drafting a specific regulation for 3D printing is
not essential in such an early phase of technological developments. Nevertheless,
scholars have proposed different existing categories of work, which could be
treated as analogs to 3D printing, for the reason that it has not been explicitly
regulated. Examples on how to deal with the rapid technological developments of
3D printing from the legal perspective can be found in case law dealing with
disruptive technologies that have changed the world.
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Experience in the United States and the United Kingdom (where many of these
issues have been dealt with first) has shown that attempts to ban hardware or to
outlaw devices are especially problematic. This is certainly true for those devices
which have legitimate as well as illegitimate applications. This is very often the
case where the hardware is distributed through distributors who are not in a position
and have no effective means of monitoring usage by an end user of the devices."”
Often, copyright exceptions are carved out for private users as a way of conciliation
of interests of copyright owners, the equipment industry, and ultimately the con-
sumers. This is to ensure that creators are rewarded but not at the cost of
disadvantaging consumers in an unreasonable manner. '

Historically speaking, it could be said with some conviction that the law of
copyright owes its development to significant advances in technology, starting from
the invention of the printing press itself. However, it should also be noted that the
judiciary has preferred to defer to the wishes of the legislature in this regard and has
been consequently hesitant to expand protections under the copyright regime
without explicit guidance from Parliament. This view has gained traction all the
more for reasons that the legislature alone has constitutional authority and institu-
tional ability to take into account the various competing interests in society which
tend to surface every time a new path-breaking invention is brought into commer-
cial existence.'” It is important for the law to encourage innovation and to invig-
orate commercial activities, rather than sacrificing the above ideals on the ground of
mere possibility of misuse of new technology to the detriment of some copyright
owners.'® After all, it must also be understood that the Charter of Fundamental
Rights recognizes the freedom to conduct business."”

Fair dealing provisions are useful in this regard as they generally provide
important limitations to owner’s rights (for the purposes of noncommercial research
or private study, critical reviews, and news reporting).20 However, in most juris-
dictions these provisions are fairly restrictive, unlike under the United States law.”!
It is important to note that in the United States, only guidelines regarding fair use
are provided, and these apply to all types of work, although this can be controver-
sial.** The role of transformative use (i.e., making a new work by adding newness,

'S Copinger and Skone James (2005), p. 1452.

16 Xjaoxiang Shi (2012), p. 533.

'7Sony Corporation of America v Universal City Studios, Inc., 464 U.S. 417 (1984), p. 431.
'8 Merges et al. (2012), p. 720.

19 Nyman-Metcalf et al. (2014), p. 37.

20 Copinger and Skone James (2005), p. 481.

2! Copyright Act 1976, 17 U.S.C., Section 107.

2 Copinger and Skone James (2005), p. 481, and also see fn. 14 on that page where criticisms
regarding the US approach and their contrast with the principle of statutory construction noscitur a
sociis (i.e., that the meaning of a doubtful word may be ascertained by referring to the meaning of
words associated with it) is discussed.
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either in purpose or character) is also important for furthering the cause of copyright
law through the implementation of the fair use doctrine.”

It should always be borne in mind that the concept of vicarious liability has given
rise to complications under copyright laws since this branch of law rarely renders
anyone expressly liable for infringement activities committed by another. The
doctrine of “contributory infringement” is after all ““....merely a species of the
broader problem of identifying the circumstances in which it is just to hold one
individual accountable for the actions of another.”** Sale of articles which can be
used for infringing as well as other and lawful uses is not sufficient to render the
seller as a contributory infringer since such an absurdity would “block the wheels of
commerce.”*

Also of interest is the “Staple Article of Commerce” doctrine, which emphasizes
upon the rights of others to engage in commerce which is of such a nature as being
substantially unrelated with infringement of an owner’s copyright. Thus, a product
which can be used widely for legitimate and unobjectionable purposes and which is
capable of substantial noninfringing use would not come under the purview of the
doctrine of contributory infringement.”® Time and again various authors have
reasoned that copyright should not be stated as violated if new technologies are
developed which possess both types of applications—namely, infringing and
noninfringing.>’ This is especially the case when the courts must assess the public
interest in accessing that article of commerce while deciding on the merits of the
matter.® This should, however, not be confused with the inducement rule, whereby
one who distributes a device with the sole objective of promoting infringement of
copyright becomes in turn liable for the infringing acts of third parties.” Although
the “Staple Article of Commerce” has its roots in patent law (whereby distribution
of a component of a patented device will not lead to infringement of the patent,
provided that it is suitable for other uses), it is noteworthy that the aforementioned
defense (used successfully in the Sony case outlined below) is not absolute, and
indeed the courts now also consider whether the infringing activity outweighs the
noninfringing activity.3 0

2 Khaosaeng (2014), p. 241.

24 Sony Corporation of America v Universal City Studios, Inc., 464 U.S. 417 (1984), p. 435.
2 Ibid, p. 441.

6 Ibid, p. 442.

%7 For example, see Raval (2012), p. 98, where controversies regarding gaming consoles and rights
of gamers to make modifications in the software are explored in the prism of dichotomies under US
and Australian copyright laws.

28 Merges et al. (2012), p. 363.

29 As held in Metro-Golwyn-Mayer Studios Inc. v. Grokster, Ltd. Supreme Court of the United
States 545 U.S. 913 (2005).

30 Haque (2008), p. 377. where the author discusses the case Metro-Goldwyn-Mayer v Grokster
(9th Cir) 380 F.3d 1154 (2004).
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4.1 Case Laws Dealing with Disruptive Technologies

It would be of interest to see how the courts have dealt with issues regarding
technological progress in the face of copyright law concerns in the 1980s and
1990s, in order to seek to foretell where the issue of 3D printers is headed. Attempts
to outlaw video recorders, tape-to-tape recorders, and MP3 players will be studied,
since each represents an advancement of technologies lying at the intersection of
computer technology and the Internet frontier. Efforts to restrict the above devices
(and their leapfrogging technology enablements) have consistently failed to fruc-
tify, and it should be of no surprise that 3D printing devices too will face similar
birth pangs (in issues concerning legality thereof).

4.1.1 The Sony Case: Time Shifting’'

This United State’s Supreme Court case from the early 1980s dealt with home video
tape recorders. The legal issue which was raised here was regarding the sale of
copying equipment (namely, Betamax video tape recorders) by the petitioners to
the general public and the perceived sense of consequent violation of copyright
vested in the respondents. The respondents commenced the proceeding in the
District Court by contending that some individuals had infringed the respondent’s
copyrights by using the Betamax tape recorders to record copyrighted works which
had been exhibited on commercially sponsored television. Interestingly, the respon-
dents sought no relief against the Betamax consumers per se. Rather, in an unprec-
edented move, they sought to impose liability upon the distributors of copying
equipment by making the petitioners liable for the copyright infringement by their
customers on the ground that the marketing style and process of the Betamax
machines by the petitioners was at fault. The respondents thereby sought monetary
damages and an equitable accounting of profits, coupled with injunctions against
the manufacture and marketing of the Betamax machines.

Underlying the tensions in this particular case was the novel concept of “time
shifting” which had been propagated by the petitioners. Time shifting was designed
to help average members of the public to use Betamax tape recorders as a means for
recording a televised program which he is unable to view at the time of telecast,
with the intention to watch the recorded program at a later time. Further, tapes could
be reused, recorded programs could be erased, a “timer” function enabled recording
of programs from TV when the owner was not at home, and the machines were
equipped with a pause button and fast-forward control mechanisms. All in all, this
provided a significant leap in the arena of home entertainment systems.

Since the nature of the copying through tape recorders was uniquely private,
enforcement of copyright was seen as overreaching and excessive as it would
require the monitoring of private behavior and acting against end users who

3! Sony Corporation of America v Universal City Studios, Inc., 464 U.S. 417 (1984).
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committed the above acts in the privacy of their homes. This was also seen as giving
rise to a conflict between fundamental human rights and copyright enforcement.

It must be noted that in the 1980s, domestic videocassette recorders were used
widely for the purpose of recording broadcasts, despite the fact that it was unlawful
to do so. In fact, the laws were amended (no doubt encouraged by the above
judgment) to facilitate such recording for purposes of time shifting!33

What is interesting to consider in this case was the assertion of the United State’s
Supreme Court that:

There should be a balance between the interests of authors and inventors on one
hand and the interest of society in the free flow of ideas, knowledge and commerce.
Also of note is the fact that copyright protection never gives the owner complete
control over all the possible ways and means in which his work can be used.

The respondents were neither able to prove that the practice of time shifting had
caused any impairment to the commercial value of their copyrights, nor could they
elucidate (through a preponderance of evidence) upon the potential for harmful
effects of this practice in the future.

Nothing should be done to enlarge the scope of the respondents’ statutory
monopolies under the Copyright Act by means of enjoining the distribution of
Betamax tape recorders, collecting sales royalties on above-listed equipment, or
other such coercive reliefs. This was especially important since the Betamax tape
recorders were held by the court to be “articles of commerce” and consequently
were not seen as being subject to copyright law and such attempts by the respon-
dents were seen as an expansion of copyright privileges beyond the limits of the
grants authorized by the Legislature.

The noncommercial nature of the use, coupled with the private nature of the
recording and playing activity committed entirely within the environs of one’s
house, readily applied itself to the doctrine of “fair use” of copyrighted works.
This sort of activity was seen to be in tune with the legislative goal of serving public
interest through open access to information via public airwaves.

The petitioners were merely in the business of supplying a piece of equipment
that was generally capable of being used for making authorized or unauthorized
copies of copyrighted works and are thus absolved of vicarious liability. What is
lacking in this instance is that the petitioner ever had constructive knowledge of the
fact that its customers may make use of the tape recording machines for producing
unauthorized copies of copyrighted materials. This distinction between copyright
and patent laws needs to be stressed upon.

Assuming without accepting that home-use recording of copyrighted material
was a form of infringement of copyright therein, an injunction against the Betamax
tape recorder would appear to be harsh and inordinate and would result in depriving
the public of access to and ability to legally use the machine for the purposes of

32 Karapapa (2011), p. 257.
33 Copinger and Skone James (2005), p. 568.
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recording noncopyrighted material or material which is capable of being legally
copied due to express permission of the copyright owners.

The respondents do not represent all copyright holders, and the petitioners have
shown that televised sports events, religious broadcasts, and educational programs
comprise a substantial category of copyrighted works—works whose owners wel-
come the use of Betamax tape recorders for the purposes of legitimate copying of
their freely accessible works.

As is the norm, the court took note of surveys, opinion evidence, etc. tendered by
the parties to the dispute. These supported the petitioners’ claims that substantial
numbers of copyright owners did not find the practice of “time shifting” to be
objectionable and that harm from “time shifting” is not only highly speculative but
also minimal in nature.

Thus, it was held by the Court that sale by the petitioners of such equipment to
the public did not constitute contributory infringement of the copyright vested in
the respondents.

In hindsight, it can be seen that Hollywood was incorrect when it predicted
disaster due to Sony’s video tape recorders. Instead, what was noticed is that the
movie industry discovered new business opportunities in video rentals and sales.
This shows that content industries predict doomsday scenarios on a regular basis
when they are confronted with new technologies that threaten existing business
models, but subsequently the more resilient businesses find new ways and means to
profit from the advancement in technology.**

This case (among other notable ones) is the reason why the United States’
leadership in the development of new technologies related with time shifting has
been globally recognized, and the legal approach adopted by the United States with
regard to IP development and consumer rights is often seen to inspire intellectual
property (IP) laws enacted in foreign countries (and subsequently eyebrows are
raised when the United States’ approach is ignored).3 >

However, it must be noted that even in the United States it is now widely
acknowledged that the above Sony case did not address the new protections
afforded by the Digital Millennium Copyright Act, 1988, and thus equipment
manufacturers need to ensure avoidance of a circumvention claim rather than to
negate a claim of copyright.*® Further, the approaches towards this issue have been
diluted post 2005, since the Grokster decision. However, a review of the post-2005
period analysis in different countries has proven to be uneven, perhaps being a sign
of the far-reaching impact of the Sony decision and the inability of subsequent
judgments to completely erase Sony’s lucent primacy with respect to developing
technologies.>” Another good indicator is also the Napster case, where the court

34 Merges et al. (2012), p. 608.
33 Giblin (2012), p. 639, where the author analyzes the situation in Australia.
3 Merges et al. (2012), p. 692.

3 Daly (2007), pp. 319-324, where the author has conducted a review of post-2005 peer-to-peer
file sharing issues.
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held that the “shifting” analyses of the Sony and Diamond (discussed below) cases
were not applicable since in these two cases the methods of shifting resulted in
exposure of the material only to the original user and not to the general public.38

4.1.2 The Amstrad Case™

In the mid 1980s in the United Kingdom, another interesting development in home
entertainment music systems took place, pushing the boundaries of “home taping” a
step further. Amstrad commenced the manufacture, marketing, and sale of double
cassette deck audio systems. The speciality of these systems was that they facili-
tated the recording from one tape deck to the other at twice the speed of a normal
playback, thereby enabling the owner of the machine to copy favorite cassettes at
twice the normal playing time. This raised the ire of the majority of record and
cassette manufacturing companies, which contended that Amstrad was encouraging
home taping of prerecorded cassettes, something which was obviously hurtful to
their interests. The owners of the relevant copyrights also sued Amstrad for
infringement of copyright in this regard.

Since copyright can be infringed either directly by the infringer or by someone
who authorises the infringement, it necessarily thereby follows that a person liable
for authorizing infringement will be liable as a joint tortfeasor and also vicariously
liable for the acts of his subordinates or agents.*” Although proof of an act of direct
infringement would be required, judicial decisions in this regard are unclear.*' It
was alleged that Amstrad and others were supplying the above equipment in breach
of a common law duty of care owed to copyright owners. Further, it was alleged that
there was also a breach of an equitable duty of care not to allow goods likely to be
used for the purposes of infringement to pass out of Amstrad’s hands, without first
taking certain necessary and reasonable precautions to ensure that copyrights were
not infringed by the usage of such equipment.

However, it should be noted that merely putting into another person’s hands the
means to do something (which could be infringing or legitimate) is not enough. It
should be shown that the supplier has some control over how the means will be
used.** This is essentially what a grant entails—that the grantor can somehow
exercise control over the acts of the grantee.*> Thus, mere facilitation or giving
the users technical means to infringe would not suffice, since users are responsible

38 Akester (2005), p. 106.

3 CBS Songs Ltd v Amstrad Consumer Electronics Plc [1988] A.C. 1013.
40 Copinger and Skone James (2003), p. 449.

*! Monotti (2013), pp. 325-326.

*2yan (2012), p. 123.

43 Copinger and Skone James (2005), pp. 450—451.



94 P.-M. Sepp et al.

for their own acts (albeit with a few caveats—as such an approach would not work
today in a Pirate Bay website type of situation).**

One of the interesting causes of action raised in this matter was the offense of
incitement to commit offenses under the relevant copyright act, propped up in part
on the grounds that the advertising by Amstrad was particularly effective in this
aspect and was viewed as encouraging/inciting the general public to buy these
machines with the view to copy the contents of their favorite cassettes, thereby
breaking the copyright law. The court, however, held that Amstrad could persuade a
purchaser to buy a machine through its advertisements but could not possibly
influence his decision to infringe copyright.45

This case could be seen as a continuation of the rather long and convoluted
history wherein the recording industry has tried, without much success, to stop the
so-called illicit copying of recordings (as manifested in the present case by tape-to-
tape copies). It is interesting to note that the recording industry has targeted not only
pirates but also domestic copyists who copy for themselves or people they know.

Interestingly, the House of Lords noted that home copying was widespread, was
unpreventable, and brought the law into disrepute, and thus the law should be
amended or repealed.46

Some of the interesting points noted by the House of Lords in this case were as
follows:

The issue of Civil Liability in the form of tort—Even if Amstrad marketed and
advertised these equipments in a way which encouraged purchasers to copy their
favourite cassettes, thereby giving rise to the accusation of incitement to breach
other people’s copyrights, none of the parties to the suit were able to prove that
Amstrad had been sufficiently party to any actual infringement which could render
it to be an infringer and thus a joint tortfeasor. For such a tort to take hold, the
incitement would have to be shown to have been directed to particular persons who
could be identified or deemed identifiable at the date of the incitement. Conse-
quently, no civil liability could arise if the incitement was merely directed towards
the public at large.

The issue of criminal liability could not be conclusively established, and the
court contented itself by conceding that it was the duty of Parliament, and not the
Judges, “to provide new remedies for new wrongs.”

In order to enable a plaintiff to sue for an injunction to restrain a criminal act, it is
not deemed sufficient for him to merely show that the criminal act interferes with
some property interest of which he is the owner.

In view of the fact that the copyright law provides for both civil and criminal
liabilities, it could be inferred that since the act in question creates an obligation and
enforces the performance in a specified manner, that performance cannot then be
enforced in any other manner.

“ Savola (2014), pp. 285-286.
“1bid, p. 287.
46 Key-Matuszak (2013), p. 440.
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Where it so occurs that the copyright owners have no recourse to practical
remedies as such against the actual infringers, then the courts are powerless to
stop such activities and the Parliament alone is adapted best to deal with such
situations (through the use of levies on the sale price of recording equipment, etc.).

4.1.3 The Diamond Rio MP3 Case: Space Shifting*’

The third and final case which will be examined herein pertains to the digital
revolution which, coupled with the Internet, led to the creation of a revolutionary
novel method for distribution of music, thereby dealing more deadly blows to the
music industry. In the late 1990s, an attempt was made once again by copyright
owners in the United States to enjoin the manufacture, sale, marketing, and distri-
bution of a portable entertainment system, namely the Rio MP3 player. The Rio was
a small pocket-sized device with headphones. Its main feature was the ability to
allow a user to download MP3 audio files from a computer and to listen to them at
any place at his convenience.

The convenience of such a device cannot be understated. One just has to see it in
the historical context to realize that the jump in recording technology from analog
to digital had far-reaching benefits for the music listener. While earlier, if a person
wanted to make a copy from a record or a compact disc, he could only use a cassette
tape recorder. This was an analog-style recording, and it had its negative aspects/
shortcomings. Consequently, every analog recording led to the intolerable situation
that each successive generation of copies suffered progressively from high levels of
degradation in the quality of the sound. On the other hand, digital copying does not
show any degradation in the sound quality. This makes digital copying very
attractive to music pirates who can make perfect copies of commercially prepared
recordings, thereby infringing the copyrights subsisting therein.

This switch from analog to digital recording technology itself was of little
consequence towards mass copying and distribution. This was because of the
inherent limitations in the nature of the Internet itself in the early 1990s. Since
the digital information contained within the average-sized music computer file
tended to be excessively large, storing the same took an inordinate amount of
space (requiring vast amounts of computer floppy discs) and downloading it from
the Internet could take hours. This situation changed dramatically with the intro-
duction of compression algorithm technology (including standard, nonproprietary,
and freely available MPEG-1 Audio Layer 3, also known as MP3), which allowed
an audio file to be easily made smaller by limiting its bandwidth.

Although this made downloading of music files from the Internet easy, it still
meant that users could only listen to these songs by using speakers or headphones,
while seated next to their computers. This was changed by the introduction of the

*7Recording Industry Association of America v Diamond Multimedia Systems Inc 180 F. 3d 1072
(1999).
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Rio device, whose main selling point was that it allowed for portability. Namely,
the audio file could be downloaded from the Internet (or a compact disc player) onto
the computer hard drive and then onto the Rio itself by plugging the Rio into the
computer and with the aid of some special software known as the Rio Manager. It
should be noted that the Rio device itself could not affect such a transfer and needed
to be connected to a personal computer which had the Rio Manager software. The
Rio could store vast amounts of sound files (up to 1 h of music and 16 h of spoken
material such as eBooks, etc.), and with the addition of flash memory cards it was
possible to store much more data content. The Rio could only be used for listening
to the stored audio data via headphones but could not be used to make duplicates of
any stored digital audio files. It could also not be used to transfer or upload such a
file to any computer/device/Internet. However, by using a flash memory card, audio
files could be removed from one Rio and played back in another.

The court examined the following pertinent points and drew far-reaching
conclusions:

Although the predominant use of MP3 was stated to be trafficking of illegally
downloaded audio recordings, especially by various pirate websites, leading to
discouragement of legitimate purchases of audio recordings (losses alleged by the
plaintiff were to the tune of over 300 million US Dollars), the court concluded that
the legitimate business of sale and provision of free samples of audio files (includ-
ing pre-recorded music) online by independent and wholly internet based record
labels was growing rapidly and was according to some estimates worth more than a
Billion US Dollars and therefore could not be ignored.

The Rio device was not required to meet the stringent requirements of the Audio
Home Recording Act of 1992 with regard to the provisions for employment of
Serial Copyright Management Systems that are designed to send, receive, and act
upon information about the generation and copyright status of the files that it plays.
This was because the Rio was held not to be a digital audio recording device
(as defined by the Act) since it could only make copies from a computer hard
drive and could not reproduce a digital music recording, either directly or from a
transmission.

Even though there exist judicial precedents to the effect that straightforwardness
of statutory command would bar any resort to legislative history, the court looked at
both the plain language of the definitions of the Act and the legislative historical
context (for interpretational purposes) and concluded that nothing could be seen as
defining a digital musical recording as one which included songs fixed on computer
hard drives. Notwithstanding the primary purposes of the recording function, it
should be noted that a machine or a device is not to be considered a digital audio
recording device even though it may have the technical capability to do so.

Limiting of the legislative exemption to computer programs meant that “any
recording device could legally evade regulation by passing the music through the
computer and ensuring that the MP3 file resided momentarily on the hard drive,”
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and this was held to be indicative of legislative intent to create a specific loophole
(perhaps in deference to the wishes of the powerful computer industry).48

The Rio facilitated personal, portable use for private, noncommercial purposes.
This gave rise to the term “space-shifting” (of those files which already resided on a
user’s hard drive) and could be considered as “fair use.”

Thus, it can be seen that the court followed the precedent laid down by the
United States Supreme Court in the Sony case (regarding time shifting being fair
use) by holding that space shifting was “paradigmatic noncommercial personal
use.”*

4.2 Possible Legal Solutions for Lawful 3D Printing

Looking forward, it could be said that the most promising analogies (among others)
include architectural plans and blueprints, other technical drawings, computer pro-
grams, computer-generated works, and sculptures.”’® Different aspects of the
existing categories ruin their suitability for 3D printing. For example, architectural
plans may be similar to 3D printing in the sense that they exist first in the form of a
CAD drawing and are later executed into physical objects.”’ Same goes for
technical drawings, which usually consist of technical plans that normally would
not be copyrightable but have been granted an exception under U.S. copyright law.
Analogy to architectural plans or technical drawings would lead to a dual protection
desired by the designer, meaning that both the CAD file and the 3D printed end
result would be protected.’ 2 The main difference comes from the fact that the CAD
file for an architectural building or a technical drawing includes guidelines for
humans to interpret, while CAD files of a 3D printable object include information
for a 3D printer to execute, and this underlying difference makes the analogy
unsuitable.” 3D printed objects could easily fall under the copyrightable category
of sculptures, but as some of them are not merely decorative and incorporate a
utilitarian purpose, the objects sometimes fall out of the scope of copyright.

The analogy of 3D printing to computer programs can give different outputs to
legal research. Firstly, the definition of computer programs could be used as
analogous to 3D printing, and secondly, the anomaly of encompassing computer
programs under copyright protection, as such, could give guidelines on how it
would be possible to regulate and also encompass 3D printing technology under
copyright protection. Computer programs under U.S. Copyright Act are defined as

“®1bid, p. 1079.

49 Merges et al. (2012), p. 712.
0 Dolinsky (2014), pp. 627—629.
3! Osborn (2014), p. 829.

2 Dolinsky (2014), pp. 629-631.
%3 Ibid.
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“a set of statements or instructions to be used directly or indirectly in a computer
program in order to bring about a certain result.”>* Some scholars have found the
definition of computer programs perfectly compatible with CAD files because CAD
files also “contain all the information to be used by a printer to print a three-
dimensional model.”> Why application of this analogy is not suitable is that a
designer normally never writes the code of the CAD program but only uses the
software to create a CAD design, which is not the equivalent of a software code
written by a programmer.”® Some CAD programs are even simplified to the extent
that the designer only picks predesigned objects and aligns them according to his
needs.”’ Thus, the copyrightability of computer programs extends to the software
itself rather than to the work produced via the software.”® Computer programs were
protected as literary works, but the definition of a computer program in the EU
computer programs directive was not very specific, in order to avoid the term
becoming outdated and to allow for legal rules to follow the rapid development
in technologies.”® The regulation of computer programs was already established
prior to them becoming more widespread for home use, and possibly the legal
regulation played a part in the success and innovation that followed computer
programs. Though many categories could suffice to act as an equivalent to either
CAD files or 3D printed objects, none is capable of simultaneously encompassing
both the digital and physical features accompanying the technology. Due to the
complex nature of the whole 3D printing technology and the different steps from
CAD file to the actual 3D printing process, it could be reasonable to try and regulate
it more specifically, by setting up a legal framework to improve legal clarity.
CAD files and 3D printed objects are a unique form of expression to copyright
law and do not completely comply or fall under any of the existing categories of
copyrightable subject matter and due to their complexity pose new issues and
questions about the suitability under copyright protection regarding the function-
alities of CAD file and the 3D printed end result. For these reasons, it has been
proposed by scholars that it would be reasonable to establish a sui generis
copyright-like protection for 3D objects. Whenever a novel technology accompa-
nied with economic benefits emerges, policy makers need to make considerations in
order to provide suitable legal framework for the new technologies to operate,

>*17 U.S.C. section 101.

35 Osborn (2014), p. 824.

%6 Ibid, p. 829.

> Ibid.

38 Dolinsky (2014), pp. 637—639.

% Directive 2009/24/EC of the European Parliament and of the Council of 23 April 2009 on the
legal protection of computer programs. OJ L 111/16, 5.5.2009, recital (7). The term “computer
program” has been somewhat defined for the purpose of the directive under the preamble, and it “/
../shall include programs in any form, including those which are incorporated into hardware. This
term also includes preparatory design work leading to the development of a computer program
provided that the nature of the preparatory work is such that a computer program can result from it
at a later stage.”
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because the protection of such works will have impact on the technological
development.ﬁo In the EU, sui generis protection has been granted for databases
with the database directive.®! Though the originality and suitability of many
databases under copyrightable subject matter is doubtful, the objectives of granting
databases a sui generis protection under copyrights include the substantial invest-
ments required from the maker of the database in order to create the database and
the fact that copyrights remain the most appropriate form of IP protection for
authors of databases.®” So far, databases, which do not qualify for traditional
copyright protection, are the only exception of works to be granted sui generis
protection under EU copyright law, but it has been previously suggested by scholars
that computer programs should have also been protected with a sui generis right.
Computer software falls somewhere in between copyright and patent rights, and it
has been declared that copyrights provide insufficient protection, while patent law
is too restrictive for innovation and development of the technology.®® In practice,
protecting computer programs as literary works within the meaning of the Berne
Convention can already be seen as implementing a sui generis right because the
traditional copyright rules have been widened and altered to comply with the
distinctive technological characteristics of computer programs.®* Taking into
account the fact that no such subject matter has previously existed in the realm of
copyright protection and that it incorporates digital and physical aspects both
seeking copyright protection, the sui generis proposals by scholars for 3D printed
objects is not an entirely unexpected line of thought. The sui generis right that
Rideout proposes for 3D printing technology is to establish a copyright-like pro-
tection for even those 3D printed objects that incorporate a useful article and, as
previously determined, would thus fall out of the scope of copyright. Rideout
generates the idea on the basis of sui generis right granted for vessel hulls under
U.S. copyright law, which resembles industrial design protection and applies to the
appearance and utilitarian function of the vessel hull.®® Thus, he proposes that the
necessary practice of protecting works with a sui generis right under the scope of
copyright exists and it could be easily broadened to encompass 3D printed objects
as well.® Creating a sui generis protection for 3D printing technology would
merely constitute a method of encompassing all 3D printed objects, as such,
under copyright protection. It would make it very convenient for designers, as
there will be no reason for obtaining industrial design protection or trademark
protection to pursue their intellectual property protection, because copyrights for

0 Mylly (2009), p. 880.

®! Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal
protection of databases OJ L 077, 27.03.1996.

2 1bid, recital (5), (7).

3 Toeniskoetter (2005), p- 76.
5 Mylly (2009), p. 880.

85 Rideout (2011), p. 175.

%6 Ibid.
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3D printed objects would exist automatically. This solution could possibly decrease
destructive effects of regulation to 3D printing industry, as the protection of works
can create a higher incentive for designers to create and share their designs. On the
other hand, it could also have a negative effect on the traditional intellectual
property regulations in place because it is capable of creating multiple layers of
protection by different forms of IP; for example, the end result can be simulta-
neously protected by copyright and design right, which can end in overprotecting of
works, which is also unreasonable and not the purpose of setting the sui generis
protection.

Michael Weinberg and other scholars have expressed concerns that such sui
generis copyright-like protection for functional objects will create a patent-like
protection, without the novelty requirement and strict period of protection, which is
usually granted for 20 years.®” Patents are meant to protect useful creations and are
rewarded to inventions, which are novel and have inventive step. The application
process is complicated and costly, which is why they are hard to ascertain. 3D
printing can bring forth problems for 3D enthusiasts, even when they independently
create the design for an infringing object, which is not the case with copyrights.®®
On the other hand, taking into account the desktop 3D printer quality and materials
currently available, there might not be many patented objects that could be exe-
cuted through 3D printing.®’

Copyrights and design rights are very similar to one another, as the object of
protection for both is the visual appearance of a work. In the EU, a great emphasis is
put on highlighting the importance of design and to support that, a harmonized
Community Design system is established with Council Regulation 6/2002. The
harmonization is carried from the idea of creating a designer-friendly environment,
in which innovation of, development of, and investments into new products are
encouraged.70 In case of copyrights and design rights, one does not exclude the
other, and they can exist cumulatively for a work. Design is a key element for being
successful in business and competition—it helps for the product to stand out in the
variety of others. 3D printing is especially beneficial for designing new test
products, as it helps to make the design from digital to physical in a matter of
hours, simplifying the creation of test products and making the production process
and entering to market much faster than it has been before.”! At the same time, the
digital era is a stepping stone for designers, who now have to think about protecting
their works more than ever prior to publishing any of their designs and making them
vulnerable for intellectual property infringements, which can be utilized into a
product in a very small time frame. Design law and copyright law are closely
related when it comes to 3D printing, mainly for the reason that if and when the

7 Ibid.

8 Doherty (2012), p. 359.

% Bradshaw et al. (2010), pp. 26-27.

7% Council Regulation (EC) No 6/2002 of 12 December 2001 on Community designs, recital (7).
" Lewis (2014), pp. 315-316.
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range of materials for 3D printing escalates, it will enable printing of many different
utilitarian works, such as leather shoes, clothing, and so on, which are generally
excluded from the protection of copyrights, due to their utilitarian nature, and are
the reason why design law was generated. In general, it is possible that the CAD
files could acquire copyright protection, while 3D printed objects which are on the
borderline of copyrights, but suitable for design protection, will fall under the scope
of design protection. In the case of adequate design regulation, it would be a clear
and good solution, which would eliminate the need to expand copyright law to
functional objects and would help to avoid duplicate layers of IP protection for 3D
printed objects.

5 A Possible Technical Solution for Effective and Lawful
3D Printing Using Secured Streaming of 3D Designs

The whole value chain from idea to a physical object should be secured, as the
design could be potentially compromised at any step. It is not just a new type of
streaming; it is a comprehensive set of tools combined on an ultimate cloud security
platform, which includes 3D printing copyright protection available to use at every
step through the whole value chain, secured streaming to 3D printers and between
secured cloud servers, detective and protective controls allowing to detect intruder
even before he can compromise secured stream to 3D printers. Secured streaming
of 3D designs is built on the philosophy cloud versus hacker—a human being with a
cloud for hacking. In the age of cloud computing, intrusion to almost any system is
a matter of time and computing power. One important integral part of the solution
for 3D design cloud storage and streaming is the ability of the system to set time-
based limitations. Simplified IP-secured delivery process is shown in Fig. 2.
Majority of 3D printers that are available on the market are not network enabled;
most of 3D printers utilize USB. Industrial and professional printers do have
network connectivity but in most of the cases for file transfer only; the printing
process and settings of the machine happen inside the machine through the touch
screen interface or special software. In Fig. 3 there are three different approaches
how secured stream can reach the 3D printer. The preferable approach is embedded
cloud client, which is also a decrypting module for the secured streaming; this

Secured 3D design streaming
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“ Cloud Platform bal
N o [ » )
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Fig. 2 Simplified IP secured delivery process
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approach is the most secure, and cloud client is implemented on a hardware chip,
which is installed as a part of 3D printer main board. This approach is valid for
newly produced printers or disassembly, and change to hardware is needed. Hard-
ware cloud client is the second preferable solution from a security point of view,
easy to implement too; the requirement is to keep a decryption box as close as
possible to the printer, as USB connection still could be vulnerable. Hybrid solution
is also possible; when decryption box decrypts the stream and encrypts it for
USB-secured transfer, this type of encryption needs less code on the printer side
and could be just included into 3D printer firmware. For example, 3D printer open
source firmware Marlin could be changed in a way that it decrypts secured USB
connection.

In Fig. 4, you can see the conceptual diagram of high-level cloud architecture
which gives a general idea on how secured storage and streaming is built. It consists
of four main components: Web, File Segments, Key and Streaming Cloud Module,
and one optional (smart card). To mitigate intrusion, the information is segmented
within the cloud platform.

It is important to understand that File Segments machines on the left and Key
machines on the right are autonomous and proactive, which means there is no way
to query or send a command to them; they behave according to their internal rules,
monitor Web machines on the top and Streaming machines on the bottom of the
figure above, make decisions whether it is secure and as regards the right moment to
transfer any information. So basically the intruder has to analyze for a long time the
behavior of File Segments and Key machines to get any idea how exactly they are
operating and what the possible vulnerabilities are; by that time, the intruder will be
detected and measures will be taken.

The whole process starts from the Web cloud module. Web server receives a file.
File Segments machine is monitoring the web server for new files. As soon as there
is a new file, it is taken by the File Segments machine. Key machine also monitors
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Fig. 4 Secured storage and streaming high level cloud architecture conceptual diagram

the Web machine and is ready to generate a set of asymmetric key pairs. Usually
there are thousands of keys generated. Private keys are kept on the Key machines
and never exposed until streaming process. A File Segments machine collects the
keys, splits the file into thousands of pieces, and encrypts each segment with its own
key. File Segments are kept on File Segments machine until streaming process
starts. There is no way to get all segments at the same time slot. File Segments
module has a special type of storage which will physically allow to get more
segments than a 3D printer is physically able to print. The next step is secured
streaming process. User sends a command to print a design. Web module stores a
request in the queue. All three servers (File Segments, Key, Streaming) analyze the
metadata on the web machine and make a decision to start the streaming process.
Streaming machines create a temporary virtual machine or a container for the
moment of streaming, which will be deleted right after the streaming process.
Streamer communicates and gets ready the 3D printer to receive the stream. File
Segments issue a first segment of a file and sends it to the streamer virtual machine
created for that exact job. Key module waits till all the servers are ready and sends
over a private key for that exact segment. Streamer receives a key, decrypts a
segment, and encrypts it for streaming. Streaming encryption works as all-the-time-
changing hash table.

Thus, there is no single point of failure in case of intrusion, and until more than
1 server type is compromised the system is not vulnerable. In production system,
each type of servers is actually a cloud by itself, so imagine 10-100 virtual
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machines in the place of each block on the figure below. And the data is segmented
within this sub-cloud, which makes it even harder to compromise.

The data is kept in so-called live matrixes, a hash-table-like structure, which
change their state millions of times per short time slot. A live matrix is calculated on
a server and in decryption module. There is no physical possibility to keep more
than 2-3 versions of these structures in decryption module; basically, it makes
impossible to decrypt parts of the stream half a minute later. If hacker will record
the whole stream going to 3D printer, half a minute later even decryption module
could not decrypt it, so it is not possible to “replay” the stream, as it is sometimes
possible in case of media streams. In Fig. 5 is a conceptual diagram showing
so-called live matrix life cycle.

In Fig. 6, you can see a detailed view on the live matrix structure and how it
works. The file is split into thousands of splits, each split is split into many parts,
every part is hashed and is located at its own place in the matrix, and the matrix is
changing its state all the time by rehashing the values. The same function runs in a
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decryption box of a 3D printer, and when a new hash is coming, it is being looked
up in the live matrix. Fake parts could be added to make cracking more
complicated.

6 Applications of Secured Streaming in Real Businesses

3D design marketplaces use secured streaming technology to protect IP of
designers. Now it is possible not only to protect 3D designs on the way to 3D
printer but also to provide a possibility to sell one-time-print licenses, which allow
end users to print the desired object only once. In case of a technical problem, user
is allowed to print one more time, but in order to do that, he needs to make a picture
of a failed object and send it to a support desk, then another one time license is
granted. This market is just evolving, but already today there are good examples
like Pinshape, which serves as a marketplace for downloading or streaming of 3D
printable models.”” A typical secured streaming and 3D-copyright-protection-
enabled 3D marketplace business process is shown in Fig. 7.

Many companies will change their business models because of advancing 3D
printing technology. For example, LEGO—“Will 3D printing turn Lego into an
intellectual property publisher?”’* There is a true story—a child once a week was
sending to LEGO HQ a 3D printed part; initially it was rough and not fitting well,

1. Select 3D design
' 2. Select 3D Printer/ Location

' I 3. Pay for 1 print

Customer

3D Marketplace

Get 3D printed model Authorize print

Stream 3D Print 3D IP Protection
‘ Cloud Platform

3D Printer

Fig. 7 Typical secured streaming and 3D copyright protection enabled 3D marketplace business
process

72 See more from: www.pinshape.com.

73 Levine (2014). Will 3D Printing Turn Lego Into an Intellectual Property Publisher? Available
at:  http://venturebeat.com/2014/03/03/will-3d-printing-turn-lego-into-an-intellectual-property-
publisher/ (accessed 20.08.2015).
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Basic Functionality 3D Apps
File Upload File Storage Live View Streaming Build Tray Optimizer

Dashboard Print Jobs Slicer Joystick 3D Marketplace
Security Layer
Application Framework . User [salkem

Real-time Update Storage Manaer Authentication User Manager 1 Multithreading

Notification Manager Printer Manager Queue Manager App Interface

) STL/CAD/gCode Libs OpenGL
Core Libraries
I T I

Cloud Kernel Cloud Client

Distributed Storage 3D Printer Drivers Printer Control Security Manager Drivers

Virtual Networks Load Balancer Video Stream Management Libs

Fig. 8 3DprinterOS—general architecture of open operating system for 3D printers

and Lego executives did not take it seriously; however, half a year later, a teenager
could so well fine-tune printing settings of his 3D printer that the plastic part fitted
perfectly. The same way when 15 years ago many industries switched to media
streaming through the Internet instead of CD/DVDs, now we are at the edge of next
revolution when 3D printing will change the way companies operate. So maybe in
3-5 years people would buy a license to print a Lego set, instead of buying one.

Due to the need for end-to-end 3D printing, copyright solutions to secure the
whole value chain cloud software platforms evolve. An interesting example is
3DprinterOS represented in Fig. 8—a cloud-based open operating system for 3D
printers.”* Tt is like an Android for 3D printers but runs its apps in the cloud.
Compared to usual AppStore or Google Play applications, one of the essential
things for every app developer is to implement the security layer, which is com-
patible with secured streaming of 3D designs. This has the potential to secure the IP
of the whole ecosystem and 3D printing value chain.

There are many more examples of famous designers, design bureaus, 3D print
hubs, 3D printer manufacturers, 3D marketplaces, schools and universities, 3D print
shops, production and prototyping companies that every day in their business
process already use secured streaming of 3D designs to protect their copyrights
and prevent the stealing of their IP.

7*See more from: www.3dprinteros.com.
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7 Conclusion

Thus, we have seen that the existing measures for enforcing copyright protection
need to be reviewed in order to comply with the complex nature of 3D printing
technology. Based on an analysis of existing copyright regulation in relation to 3D
printing, a conclusion can be made that the existing copyright regulations are not
capable of encompassing the entire process of 3D printing. Some analogies are
compatible at parts, but none is fully suitable, and it could even be possible that
CAD files can be protected under copyrights and the physical 3D printed objects
under design rights. In terms of existing regulation, it definitely needs to be
reviewed before introducing the subject matter of 3D printing under copyright
regulation. Because no such subject matter has been regulated before, the different
alternatives also need to be carefully considered and reviewed; the possible out-
comes of implementing regulative measures should be evaluated, to achieve an
efficient regulative solution for 3D printing. Perhaps to refrain from interfering with
the innovation and technological development, the industry should rather be left
unregulated for as long as possible, to allow for it to mature and develop. Applying
strict DRM and copyright protection cumulatively can lead to overregulating the
industry and might end in decreasing innovation, which is why a DRM-like solution
should consider the industry-specific characteristics to provide a suitable solution.
The world of 3D printing is exciting and is capable of offering endless opportunities
to different fields of use, if we only allow. The authors have brought forward the
legal issues and have attempted to describe a unique technical solution—secured
streaming which solves or at least partially solves the problem of copyrights in 3D
printing. The proposed solution provides a possibility for a copyright owner to limit
the number of 3D prints. He can specify the number of copies that are allowed for
the manufacturer or an end user to produce. Moreover secured streaming has
detective and protective controls to detect information system compromises and
to stop streaming of 3D designs to 3D printers.
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METHOD AND SYSTEM FOR ENFORCING
3D RESTRICTED RIGHTS IN A RAPID
MANUFACTURING AND PROTOTYPING
ENVIRONMENT

RELATED APPLICATIONS
[0001] This application claims priority to co-pending

EP12181430.5-1243 filed Aug. 22, 2012, the contents of
which are hereby incorporated by reference in their entirety.

FIELD OF THE INVENTION

[0002] The principles of the present invention relate to elec-
tronic devices, such as rapid manufacturing devices and sys-
tems, either by additive or subtractive methods, including 3D
printing devices, with intellectual property rights enforce-
ment features using CAD physical 3D model comparisons to
enforce other type of use restrictions.

BACKGROUND

[0003] Rapid manufacturing and rapid prototyping are rela-
tively new class of technologies that can automatically con-
struct physical 3D models from Computer-Aided Design
(CAD) data. Usually these methods make use of additive
manufacturing technologies, including 3D printers.

[0004] 3D printing or additive manufacturing (AM) is a
process of joining materials to make objects from 3D model
data, usually layer upon layer, as opposed to subtractive
manufacturing methodologies, such as traditional machining.
Several technologies are available for industrial uses, includ-
ing for rapid prototyping and rapid manufacturing, but
increasingly also for domestic and hobbyist uses. 3D printing
is rapidly becoming as widespread as traditional 2D printing
had become long ago.

[0005] Combining 3D printing with 3D scanning also
makes possible 3D copying, i.e., a process where first a 3D
digital model of an object is made by 3D scanning of the
object and then a 3D copy of the 3D object is made by 3D
reproducing similarly to the process of digital 2D copying.
[0006] Itis well known that 2D printing and copying can be
used to make copies of copyrighted materials or other mate-
rials protected by other intellectual property rights. While
some technologies exist to inhibit copying, e.g., documents
with security features, such as watermarks, holograms,
straps, UV or IR glowing, etc; however, no universal technol-
ogy exists to control reproducing and copying of copyrighted
materials or other protected materials.

[0007] The same challenges are maybe even more impor-
tant in 3D printing and copying. For example, 3D objects can
be protected by number of intellectual property rights, includ-
ing copyright (e.g., as sculptures, figurines, architectural
objects, etc.), industrial design (known in the U.S. as a design
patent; e.g., a new shape of a product such as vase or chair),
3D trademark or even by a patent (design patent in the US) or
a utility patent. While certain fair use provisions may exist in
copyright law (or analogous provisions for design patent or
utility patent) allowing in some cases making copies for non-
commercial private use, making copies of such 3D objects
protected by intellectual property rights is prohibited without
a prior explicit permission (a license) from the rights holder.
[0008] Also, no universal technologies exist allowing
rights holders to make their IPR protected materials available
for 3D reproducing against payment of fee.
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[0009] Whatis needed, therefore, is a method for managing
and controlling, including enforcing intellectual property
rights and other restrictions in a rapid manufacturing and
prototyping environment. Also needed is a 3D reproducing
system with intellectual property rights management feature.

SUMMARY

[0010] One aspect of the invention is a method for enforc-
ing 3D intellectual property rights in a rapid manufacturing
and prototyping environment for manufacturing 3D objects.
The method may include receiving, by a computer system, an
inquiry whether a mechanical reproduction of a 3D object or
of at least one part of said 3D object is restricted by law or by
third person’s rights. The 3D object may be presented as an
electronic file accessible in a computer system. A determina-
tion by the computer system from a 3D restricted rights data-
base as to whether any restrictions exist for the mechanical
reproduction of the 3D object or at least one part of the 3D
object may be made. A response may be made by a computer
to the inquiry, where the response includes information on the
restrictions or information that no restrictions exist in 3D
restricted rights database. The determination may include
performing a 3D object comparison between at least a portion
of 3D objects.

[0011] The 3D restricted rights database may include a
database of 3D intellectual property rights. The restricted
rights database may also include a database of 3D items, the
mechanical reproduction of which is prohibited or restricted
by law, for example, weapons, firearms or their parts, explo-
sives, etc., or restricted by other types of rights, e.g., privacy
rights such as personality rights, rights to personal image
(likeness) or contractual rights (e.g., terms of use of a 3D
model database).

[0012] According to one embodiment, the inquiry is a
request from an end user to reproduce a 3D object by using
rapid manufacturing or prototyping tools connected directly
or over a computer network to the computer system from an
electronic file of the 3D object. The method may include the
computer system determining it the 3D object or at least one
of'its parts is included in the 3D restricted rights database. The
determination can be accomplished by comparing the 3D
object, the electronic file of the 3D object or a unique identi-
fication code of the 3D object stored directly in the 3D object
or attached to the electronic file of the 3D object, with corre-
sponding records of the 3D restricted rights database. The
method may further include the computer system retrieving
such restriction information from said 3D restriction data-
base, and then taking an affirmative action based on such
restriction information. Such affirmative action may be one or
more actions, including (i) sending a notice to the user that the
3D object is protected, e.g., by intellectual property rights,
sending a warning to the user that reproduction of the 3D
objectis illegal, prohibited or restricted, (ii) stopping the tools
from reproducing the 3D object, (iii) stopping the computer
system from copying, alternating, moving, removing or
streaming of the 3D object and its electronic file, or (iv)
offering the user a license for fee or for free.

[0013] According to one embodiment, the method may
include offering the user a license or permission to reproduce
the 3D object, receiving an acceptance from the user of the
terms of the offer, and delivering the 3D object to a rapid
manufacturing or prototyping tool over a secure channel.
Such method may include receiving a payment from the user
by any known means, including but not limited to using credit
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or debit card payments, using pre-payment account, using gift
cards or vouchers, making a wire transfer using Internet bank-
ing, or using electronic payment services, such as PayPal, etc.
The method further comprises providing the user, the elec-
tronic file, or the rapid manufacturing or the rapid prototyping
tool with a unique identification code necessary for reproduc-
ing the 3D object.

[0014] According to one embodiment, the inquiry is a
request from said rapid manufacturing or prototyping tool,
such as 3D printer. Such method may further include provid-
ing said rapid manufacturing or prototyping tool with a
unique identifier necessary for reproducing the 3D object.
The unique identifier is a device specific identifier, associated
in a computer system as authorized to reproduce at least one
3D object, and, at the request to print the at least one 3D
object, delivering (e.g., sending or streaming) the 3D object to
said rapid manufacturing or prototyping tool over a secured
data loss proof channel.

[0015] According to one embodiment, the method may
include securely storing a list of unique 3D model specific
identifying codes on the rapid manufacturing or prototyping
tool, such as 3D printer, for checking the restrictions by the
rapid manufacturing or prototyping tool itself without the
need for continuous real time connection with the 3D
restricted rights database. The method may further include
updating the list of unique 3D model specific identifying
codes from the 3D restricted rights database when the rapid
manufacturing or prototyping tool is connected with the 3D
restricted rights database over the computer network. Such
unique 3D model specific identification codes may be hashes,
obfuscated 3D models, Copyright identifiers CIDs, License
identifiers LIDs and Anti-Piracy Identifiers APIDs, or a com-
bination of these, or other calculation methods.

[0016] According to one embodiment, the method may
include updating the 3D restricted rights database by a rights
holder. Such method comprises uploading a new 3D model,
representing 3D object, into the restricted rights database,
defining part or parts of the 3D object, the use of which is
restricted, and providing the terms for reproducing said 3D
object or part or parts of the 3D object.

[0017] According to the embodiments of the invention, the
inquiry may be received from different sources of 3D models,
including, but not limited to a third-party 3D model shop, a
3D scanning device, a 3D computer-aided design software, a
3D model community, a 3D modeling database, etc.

[0018] According to one embodiment, the method may
include receiving an inquiry from a 3D scanning device (3D
scanner) at the time of scanning a 3D object, and providing
the electronic file generated by the 3D scanning device, or the
3D model with a 3D model specific identification code for
determining whether reproducing the 3D object is restricted
or prohibited.

[0019] The principles of the present invention may also
include a system for enforcing intellectual property rights in
arapid manufacturing and prototyping environment. The sys-
tem may include a source of 3D objects, such as an online
shop for 3D models, an online databank of 3D objects, 3D
modeling service or other online services, or simply 3D scan-
ning device. The system may further include a restricted
rights database, where the restricted rights database may be
accessible over an Internet or local computer network (in-
cluding, but not limited to that the restricted rights database is
stored in a “cloud”), an end-user device, connected to the
Internet and to a rapid manufacturing and prototyping device
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(such as 3D printer), which, in turn, is connected both to the
end user device and to the Internet, and a restricted rights
management application. The 3D restricted rights database
may include a 3D intellectual property rights database and a
database of 3D items, which mechanical reproduction is pro-
hibited by law. The restricted rights management application
may include a 3D objects similarity check module, a Web
Application Programming Interface for receiving inquiries
from the source of 3D objects, a web based user interface
(Web UI), 3D printers API for communicating with 3D print-
ers checking every 3D object to be printed against objects in
IPR database, Licensing Module for allowing the user to
obtain a license necessary for mechanically reproducing the
3D object, a Royalty Payment Transaction Module allowing
the user to pay any license fees necessary, and 3D Object
streamer for streaming of 3D object data through Internet or
LAN directly to the rapid manufacturing or prototyping tool
over a secure channel. In this application, the “cloud” is
defined as one or many computers or hardware or software
computer systems, which store, process and distribute data.

[0020] One embodiment of a method of enforcing 3D
restricted rights in a rapid manufacturing and prototyping
environment may include, in response to receiving a 3D
object data representative of a 3D object, performing, by a
computing device, at least one function on the 3D object data
to determine a parameter set for each respective at least one
function. At least one business rule may be applied to each
parameter set for eachrespective at least one function. At least
one algorithm may be performed to determine whether at
least a portion of the 3D object matches a rights restricted 3D
object. In response to determining that at least a portion of the
3D object matches arestricted rights 3D object, an action may
be caused to be taken, otherwise, in response to determining
that at least a portion of the 3D object does not match a
restricted rights 3D object, the 3D object may be enabled to be
rapid manufactured or prototyped.

[0021] Inaddition, a determination as to whether the at least
a portion of the 3D object matches a rights restricted 3D
object may include determining a probability factor that the at
least a portion of the 3D object matches the rights restricted
3D object. The function(s) may include characterizing the 3D
object or portion thereof from the 3D object data. The char-
acterization may include calculating a number of vertices of
which the 3D object includes. Applying the at least one busi-
ness rule may include checking the parameter set and making
a determination based on the parameter set. Making a deter-
mination on the parameter set may include making a deter-
mination that the 3D object is a firearm or weapon. Making a
determination may include voting, using the 3D object data
set, for a particular 3D object device represented by the 3D
object data. The 3D object data may be normalized prior to
performing the at least one function. The normalization may
include scaling the 3D object data to be comparable to other
3D object data representative of the rights restricted 3D object
to which the 3D object is to be compared. A database of rights
restricted 3D objects may be data mined using parameters
generated from normalizing the 3D object data. Causing an
action to be taken may include preventing the 3D object to be
rapid manufactured or prototyped.

[0022] One embodiment of a system of enforcing 3D
restricted rights in a rapid manufacturing and prototyping
environment may include a storage unit configured to store
restricted right 3D objects. A memory may be configured to
store data. A computing device may be in communication
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with the storage unit and memory, and be configured to, in
response to receiving a 3D object data representative of a 3D
object, perform at least one function on the 3D object data to
determine a parameter set for each respective at least one
function. At least one business rule may be applied to each
parameter set for each respective at least one function. Atleast
one algorithm may be performed to determine whether at
least a portion of the 3D object matches a rights restricted 3D
object. Inresponse to determining that at least a portion of the
3D object matches arestricted rights 3D object, an action may
be caused to be taken, otherwise, in response to determining
that at least a portion of the 3D object does not match a
restricted rights 3D object, the 3D object may be enabled to be
rapid manufactured or prototyped.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] Illustrative embodiments of the present invention
are described in detail below with reference to the attached
drawing figures, which are incorporated by reference herein
and wherein:

[0024] FIG. 1 is an illustration of a system for providing
restricted rights management for rapid manufacturing
according to one embodiment of the invention;

[0025] FIG.2 is anillustration of a more detailed system of
FIG. 1 according to another embodiment of the invention;
[0026] FIG.3 is aflow diagram of anillustrative process for
providing restricted rights management for rapid manufac-
turing in accordance with the principles of the present inven-
tion;

[0027] FIG. 4 is a block diagram of an illustrative process
for processing 3D objects to determine whether the 3D
objects or a portion thereof are original and/or have restricted
rights associated therewith;

[0028] FIG.5is a block diagram of an illustrative architec-
ture for determining design originality and/or restricted rights
status of a 3D object;

[0029] FIG. 6 is an illustration of an illustrative triangular
facet that may be used in determining originality and/or
restricted rights of a 3D object;

[0030] FIG. 7 is an illustration of an illustrative 3D object
with triangular facets representing the skeleton of the 3D
object;

[0031] FIG.8is aflow diagram of an illustrative system and
process for use in classifying 3D objects;

[0032] FIG. 9 is an illustration of an illustrative object
skeleton for use in determining design originality and/or
restricted rights status of a 3D object;

[0033] FIG.10is an illustration of an illustrative 3D model
represented by triangular facets for a surface of the 3D model;
[0034] FIG.11is an illustrative progressive detailization of
a 3D object for use in describing a 3D model;

[0035] FIG. 12 is a pair of illustrations that show a 3D
object, in this case torus structures, with a complex outer
skeleton simplified through use of a truncation process that
represents the 3D object;

[0036] FIG. 13 is an illustration of an illustrative automo-
bile with a truncation skeleton of the outer portion of the
automobile;

[0037] FIG. 14 is an illustrative architectural view of a
software solution according to one embodiment of the inven-
tion; and

[0038] FIG. 15 is an illustrative technical view of the soft-
ware solution according to one embodiment of the invention.
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DETAILED DESCRIPTION

[0039] A system for enforcing 3D restricted rights (RR) in
a rapid manufacturing and prototyping environment accord-
ing to one embodiment of the invention is shown in FIG. 1.
The system may include a source of 3D objects 10, such as an
online shop for 3D models, an online databank of 3D objects,
3D modeling service or other online services, a 3D computer-
aided design (CAD) software, or simply a 3D scanning
device. The end-user can access the source of 3D objects 10
over the Internet, or over a local area network (LAN), using
the end user device 13. The system further comprises
restricted rights RR management application 11. The RR
management application 11 comprises a 3D objects Similar-
ity Check Module, a Web Application Interface (Web API) for
receiving restricted rights related inquiries from the source of
3D objects 10, a web based user interface (Web UI), 3D
printers API for communicating with 3D printers 15 checking
every 3D model to be printed against objects in RR database
12, Licensing Module for providing the user with necessary
license for reproducing the 3D object, a Royalty Payment
Transaction Module allowing the user to pay any license fees
required, a 3D Object streamer for streaming of 3D object
data through Internet or LAN directly to the 3D printer 15,
and a core for operating the RR management application. The
RR management application also has a rights holder Web user
interface so that the rights holder can upload new 3D objects
into RR database and modity rights associated with such 3D
objects, using rights holder device 14. 3D object is a physical
object to be manufactured, and 3D model is defined as any
computer 3D representation of such 3D object, such as file or
files(s) in any of the computer aided design (CAD) file for-
mat, STL file(s), or additive manufacturing file format. (for
example, 0.3ds, MDX, 0.3CT, ACIS, ArchiCAD library part,
BE-Bridge, CAD data exchange, COLLADA, AutoCAD
DXF, Design Web Format, DGN, .dwg, Geometric Descrip-
tion Language, IGES, Kernel CAD, Open Design Alliance,
OpenCTM, Parasolid, PLY, PRC, Product data record,
Revizto, STL, VDA 6.1, VDA-FS, Wavefront .obj). It can also
be one or more files providing views of the 3D object in any
image file format.

[0040] The system as shown in FIG. 1 may be used as
follows. The user may request a 3D object using end-user
device 13 from a source of 3D objects (step 1) to be repro-
duced using the 3D printer 15 (step 2). The source of 3D
objects sends an inquiry to the RR management application
through the WebAPI (step 3). In one embodiment, the 3D
printer includes a software code or a hardware device
installed that requires, through a 3D printers API, for every
3D model to be printed with a confirmation from the RR
management application that reproducing of the 3D model is
not restricted (step 4). The restricted rights management
application checks if restrictions exist in RR database (step
5). If so, the Licensing Module is initiated (step 6), and the
end-user is offered a license. The Licensing Module may be
adapted to provide any type of license, including single, mul-
tiple or other types of licenses for reproducing authorized
restricted rights 3D models. The end-user can communicate
with the RR management application via the end-user device
13 through the user Web UI (step 7). If the license terms
include royalty payments, the Royalty Payment Transaction
Module is initiated and the end-user is provided with oppor-
tunity to pay for the license. Then, the 3D printer 15 is pro-
vided with a confirmation that the 3D model can be printed,
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and the 3D model is delivered (sent, streamed) to the 3D
printer through 3D Object streamer (step 8).

[0041] The system allows the rights holder via a rights
holder device 14 to update the RR database to upload new 3D
objects together with their restriction terms (step 9).

[0042] The WebAPI can support authentication, secured
3D model transfer, or other restricted rights requests. The
Web API can be implemented, e.g., using Secured SOAP,
REST, HTTP with, e.g., OAuth (open source) authentication,
or other suitable means.

[0043] The 3D streamer can be implemented, e.g., using
RTMPS (real time messaging protocol over a secure SSL
connection using HTTPS), FDT (fast data transfer), 3TP (an
application layer protocol for streaming 3D graphics), a pro-
prietary protocol developed for restricted rights management
application, or other suitable means.

[0044] 1In accordance with another embodiment of inven-
tion, a more elaborated system of FIG. 1 for enforcing 3D
restricted rights in a rapid manufacturing and prototyping
environment is shown in FIG. 2. The same reference numbers
are used as in FIG. 1. The skilled person appreciates that the
teaching of the embodiments of FIG. 1 and FIG. 2 can be
freely combined with each other. The system comprises a
source of 3D objects 10 as in FIG. 1. The end-user can access
the source of 3D objects 10 over the Internet or LAN using the
end-user device 13. The restricted rights RR management
application 11 may include a 3D objects Similarity Check
Module, a Web Application Interface (Web API; for checking
the licenses/copyright/anti-piracy or other restricted rights
permissions status and authorizing of 3D print requests from
3D online services and communities) for receiving IPR
related inquiries from the source of 3D objects 10, a web
based user interface (User Web UI), 3D printers API (for
verifying, transferring and granting licenses to parts of or to
complete 3D models) for communicating with 3D printer 15,
checking every 3D model to be printed against objects in RR
database 12, Licensing Module for providing the user with
necessary license for reproducing the 3D object, a Royalty
Payment Transaction Module allowing the user to pay any
license fees required, a 3D Object streamer for streaming of
3D object data through Internet or LAN directly to the 3D
printer 15, a module for calculating, attaching and storing
unique identification code (such as copyright identifier CID,
license identifier LID, anti-piracy identifier APID, etc), a
secured API for updating 3D printer storage with 3D models
unique identifiers, Module for calculating geometric hashing
algorithms, Module for restricting the unauthorized repro-
duction of 3D items prohibited by law, and a core for operat-
ing the RR management application. The RR management
application also has a rights holder Web user interface so that
the rights holder can upload new 3D objects into RR database
and modify rights and permissions associated with such 3D
objects using rights holder device 14. The RR management
application has a restricted parts selection tool UT allowing
the rights holder to indicate the parts of the 3D object which
use is restricted or prohibited.

[0045] 3D Printer as shown in FIG. 2 may include a secured
local offline storage of 3D models and unique identifiers, a
module for updating the local 3D printer storage with 3D
models unique identifiers and a Module for secure local
offline calculation of 3D models unique identifiers.

[0046] The system as shown in FIG. 2 is operated similarly
to system on FIG. 1. The user is requesting a 3D object from
a source of 3D objects (step 1) to be reproduced using 3D
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printer 15 (step 2). The source of 3D objects sends an inquiry
to the RR management application through the Secure
WebAPI (step 3). The 3D printer 15 has a software code or a
hardware device installed that requires for every 3D model to
be printed with a confirmation, through a 3D printers API
from the RR management application that reproducing of the
3D model is not restricted (step 4). The restricted rights man-
agement application checks if restrictions exist in RR data-
base (step 5). The Licensing Module is initiated (step 6), and
the end-user is offered a license, or the Module for restricting
the unauthorized reproduction of 3D items prohibited by, law
is initiated (step 6A), if the 3D object is prohibited from
reproduction. The Licensing Module may be adapted to pro-
vide any type of license, including single, multiple or other
types of licenses for reproducing authorized restricted rights
3D models. The end-user can communicate with the RR
management application through the user Web UI (step 7). If
the license terms include royalty payments, the Royalty Pay-
ment Transaction Module is initiated and the end-user is
provided with opportunity to pay for the license. Then, the 3D
printer 15 is provided with a confirmation that the 3D model
can be printed, and the 3D model is delivered (sent, streamed)
to the 3D printer 15 through 3D Object streamer (step 8).
[0047] The3D printer 15 is adapted for oftline storing of 3D
models and their unique identifiers in a storage. The storage is
updated while the 3D printer is connected to the network (step
12), and the unique identifiers are calculated in the 3D printer
or updated from the network.

[0048] The system allows the rights holder to update the RR
database to upload new 3D objects together with their restric-
tion terms (step 9), including determining which parts of the
3D object are restricted from reproduction using Restricted
parts selection tool UI (step 11).

[0049] A method of enforcing 3D restricted rights in a rapid
manufacturing and prototyping environment according to
one embodiment of the invention is depicted in FIG. 3. The
method may include receiving by a computer system a
request to copy (i.e., to reproduce, to make a mechanical 3D
copy) of a 3D object (step 300) or of at least one part of said
3D object; determining by the computer system whether any
restrictions exists for mechanical reproduction of the 3D
object by comparing the 3D object with objects in a restricted
rights database (step 301). First, it is checked if any IPR right
exists (step 302). If yes, a determination may be made if a
license is available (step 303). If not, the 3D reproducing is
stopped or blocked by the computer system. If yes, the user is
offered a license to make a 3D reproduction of the 3D object
(step 304). If the license is accepted (this may include paying
for the license, if the license is not for free) (step 305), the 3D
reproducing request is confirmed (step 306). This may
include providing the reproducing device, the 3D object itself
or the user with a unique ID enabling making one or more
reproductions. If the license is not accepted, the 3D reproduc-
ing is stopped or blocked (step 311). Other affirmative actions
can be taken by the system as described below.

[0050] IfnoIPR’sexist,otherrestrictions are checked (step
307), such as restrictions to make copies of prohibited items
such as weapons and firearms and their parts, or restrictions
based on other rights such as personality rights, rights to
personal image (likeness), or restrictions based on a contract
(e.g., access agreement terms to use commercial 3D image
databanks). If yes, it is checked if permission is available (step
308). If not, the 3D reproducing is stopped or blocked. If yes,
the end-user is provided with the terms of such permission
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(step 309). If the terms are accepted by the end-user (this may
also include paying fees for making 3D reproductions) (step
310), the 3D reproducing request is confirmed (step 306). If
the terms are not accepted, the 3D reproducing is stopped or
blocked (step 311).

[0051] The determining if any restrictions exist in a
restricted rights database can be accomplished by comparing
the 3D object, the electronic file of the 3D object, or an
identification code stored directly in the 3D object or attached
to the electronic file of the 3D object, with corresponding
records in the 3D restricted rights database.

[0052] The computer system may take an appropriate affir-
mative action based on the restrictions. Such affirmative
action may be one or more actions, including (i) sending a
notice to the end-user that the 3D object is protected by
intellectual property rights, (ii) sending a warning to the user
that reproduction of the 3D object is illegal, prohibited, or
restricted, (iv) stopping the tools from reproducing the 3D
object, (iil) stopping the computer system from copying,
alternating, removing, moving or streaming of the 3D object
and its electronic file, providing the reproduced 3D object
with labeling that it is an unauthorized copy, is for private use
only, or other information of similar nature, and (v) altering
the reproduced 3D object to make it satfe or unusable for
prohibited purposes, or offering the user a license for fee or
for free.

[0053] Offering the user a license to reproduce the 3D
object, receiving the user’s acceptance of the offer and deliv-
ering (sending, streaming) the 3D object to a rapid manufac-
turing or prototyping tool over a secure and data loss proof
channel. Such method may include receiving a payment from
the user by any known means, including but not limited to
using credit or debit card payments, using prepayment
account, using gift cards or vouchers, making a wire transfer
using Internet banking, or using electronic payment services
such as PayPal, etc.

[0054] As previously described, one embodiment of the 3D
reproduction process may be controlled by providing the
end-user the electronic file, the rapid manufacturing, or the
rapid prototyping tool with a unique identification code nec-
essary for reproducing the 3D object. Alternative processes
may be utilized in accordance with the principles of the
present invention as provided further herein.

[0055] Several use cases of the systems and methods
according to present invention are now discussed.

[0056] Use case 1: The Rights Holder

[0057] A rights holder of any restricted rights, including
intellectual property rights, such as copyright, design right,
3D trademark right, design patent or utility patent rights,
personality rights, or other rights, opens an account with the
service. The rights holder agrees to its terms. Using the rights
service, accounts can be for fee or for free. The rights holder
can be asked to fill in payment options and details. There can
be several security and authentication alternatives available to
make sure that the rights holder has the right to register the
designs as well as for future authentication of returning rights
holders.

[0058] In one embodiment, rights holder can open a modi-
fiable storefront in the service. This storefront user interface
can be branded to reflect the rights holders wishes, brands and
requirements and for display to visiting customers of the
service.

[0059] The rights holder may upload a 3D model into the
service and indicate the parts of the 3D object or the whole 3D
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object that rights holder wants to protect by limiting its 3D
copying. Any licenses can be revoked or canceled any time,
due to misuse or other reasons.

[0060] The rights holder may select the desired protection
or restrictions level. For example, the rights holder may
choose to allow free and unlimited distribution of the 3D
model (but, e.g., requiring that attribution rights are
respected) or to charge a license fee for parts or the whole 3D
object or their combinations.

[0061] The service may calculate and categorize the 3D
objects based on their shape, color, pattern and selected other
properties that the rights holder wants to protect or their
combinations. The identification data is stored into the
restricted rights database.

[0062] The service algorithms are used to filter out basic
forms, shapes, patterns, etc., and other objects that cannot be
protected, such as a simple square or round object. These can
be either preloaded into the service by the service adminis-
trator or can be updated, e.g., by the rights holders.

[0063] Service algorithms can be used to limit submission
of unauthorized claims for already uploaded and protected
3D objects by other service users so that basic forms and
objects of other rights holders cannot be claimed by unautho-
rized service users. In case of conflict, the service can present
options to the service users or rights holder to resolve the
conflict and alter the option selections until the submission is
approved. A dispute resolution option may be provided. Once
there is no conflict, the 3D object is approved for upload and
storage in the restricted rights database.

[0064] There can be a community feedback tool for the
rights holders and other service users to vote, rate and give
feedback on the uploaded 3D objects. This feedback can be
about the quality of the design, model and their printability or
objections to the originality of the design or model that has
been uploaded and protected. There can be an elimination
process based on enough negative feedback of the protection
or restrictions of the whole model or parts of it In the case of
crowd sourced community projects or other common creation
designs, the 3D models and designs can be attributed to sev-
eral rights holders and royalties and revenues can be attrib-
uted to more than one rights holder.

[0065] The service user interface tool allows sharing the
submissions during submission process with other rights
holders and service users for input, either live during submis-
sion process or through accessing the submission 3D model
from their own user accounts later, modify the submission
and save it.

[0066] The submitting rights holder (e.g., a 3D model store
owner in the service) can change roles and give the submis-
sion role to another rights holder or service user at any stage.
The service saves and keeps track of these changes. There can
be multiple rights holders and other users registered as the
authorized submission/administration role.

[0067] Use Case 2: 3D Models Online Shopping Site Cus-
tomer

[0068] 3D online shopping site customer or user is a person
using the service from a third-party or service’s own shopping
web service, community, or application for 3D objects.
[0069] The visitor of such websites and services can use
features of the service as a registered or unregistered user. If
the user registers as a user of a third-party service, the process
depends on their rules and terms.
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[0070] If these third party shopping sites use the system
according to the principles of the present invention, their
services are connected to it through the network using the
APIs.

[0071] Ifthe user accesses the service from a computer (or
other device), the service can collect identifying information
about the device, such as location and IDs, including the 3D
printer ID if one is detected. If there is no 3D printer ID
detected, the 3D printer is provided with the ID by the system.
Ifthe ID of a 3D printer is not automatically detected and sent
to the service, the service can provide a unique ID to the 3D
printer for IPR purposes and store the unique ID. If the user
computer is connected to a 3D printer or the 3D printer is
connected directly to the network, the 3D printer ID is regis-
tered into the service databases for future verification pur-
poses through the network. This ID can be used as an addi-
tional method for verifying authorization to reproduce
objects through that 3D printer.

[0072] 3D Object reproducing licenses can be tied with
printer IDs to have the option to restrict further the printability
on certain printers.

[0073] When a user is visiting a third-party online service
or community for printable objects, the user may be presented
with a range of objects to review and purchase. The service
may learn from these visits, habits, and purchases and may
suggest options based on these as well. The 3D printer ID can
be used to help improve these results.

[0074] The user selects one or more objects for 3D repro-
duction. The user is presented with the payment options and
completes payment. This can happen inside the service, in an
external service or through online payment brokers. In the
case of a user visiting a 3D print shop and requesting to print
the object there or sending the object to such a service, these
steps may be performed by the administrator of the service.

[0075]
stages:

Reproduction rights can be verified in different

[0076] A third-party service can allow the service to check
their uploaded 3D objects for restrictions during their upload
by users of the third-party service and/or the restrictions may
be checked every time the 3D object is reproduced. The 3D
objects may be verified at least each time they are reproduced
by the 3D printer.

[0077] Open Source 3D printers can be restricted, con-
trolled, and verified by attributing IDs to them or checking the
3D printer ID against stored IDs in service database as an
effort to control also open source printers when they are
connected to the networks, such as the Internet, and are trying
to reproduce any 3D object.

[0078] Ifthe user is allowed to buy and download a full 3D
model via the network, a user can download the full 3D model
to the local computer or device.

[0079] Before reproducing, the 3D printer and/or the com-
puter sends the 3D model to the service where it is compared,
in whole or in part, to the 3D models stored in a restricted
rights database and restrictions.

[0080] In one embodiment, the service can also divide the
3D models into smaller portions using different methods and
send these portions to the service where they are checked
against the database. In this case, a full 3D model does not
have to be sent to the service for comparison.

[0081] Ifthere is no match found that restricts reproducing
in any way, a permission to printitlocally is returned from the
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service and presented to the user. Alternatively, in such case
no information is presented to the user and reproducing can
proceed automatically.

[0082] Ifthereis a match found in the service and database
the user can be offered a license to reproduce it. These
licenses, their cost, duration, validity, etc., can vary depend-
ing on the rights holders or service provider terms.

[0083] If the third-party or the service uses 3D model
streaming over a secure data loss proof'channel, the 3D model
is checked in the service before it is streamed to the user for
reproduction so that unauthorized objects are not streamed.
Alternatively, a routing comparison method is used where the
streamed data are compared live during streaming in the
service against the models in the database by routing the
stream via the service before or during the reproduction.
When restricted rights are found, the streaming can be
stopped or blocked.

[0084] The service can check during the streaming that the
process is successful and not modified in any way in breach of
the terms of the license.

[0085] Use Case 3: User Own Offline Creation

[0086] Inthis case, the user is not connected to the Internet,
to the service, and/or the restricted rights database. The user
creates a 3D model using a computer or other device, soft-
ware, through modifying an existing model, or by a scanning
the 3D object with a 3D scanner.

[0087] The 3D printer can be equipped with software and/
orhardware (storage) that locally stores and updates a library/
list/collection of objects that are restricted for any reason
from reproducing (3D reproducing). These locally stored
objects can be but are not necessarily full models. The locally
stored objects can be calculations of their originals for restric-
tion verification purposes.

[0088] Ifthe 3D printer is offline from the network, the 3D
printer will only allow reproducing objects that are not rec-
ognized as restricted in the local storage. If there is a match
against the stored models, it is not possible to print the object
before reconnecting to a network and updating the storage
and possibly purchasing a license for it if there is still a match
and availability online.

[0089] A maximum temporal or numerical limit until
which the 3D printer can be allowed to be offline and not
updated may be set. If this time or printed objects number
limit is exceeded, the printer may be configured to not print
more objects before updating it again. Such a restricted con-
figuration is to prevent or minimize making unauthorized 3D
copies during extended offline use. The time limit or number
of printed objects can vary depending on manufacturer, ser-
vice or other reasons but cannot be changed or tampered with
by unauthorized users (consumer, authority or business user).
[0090] Once the 3D printer has network access restored, the
local storage is automatically updated. This process can not
be modified by unauthorized users. These functions can be
combined with the 3D printer ID to further improve accuracy
of each printer protection updates. Service databases can keep
track of each stored 3D printer and their attributes for IPR
protection purposes and store their update history, their
offline/online status, etc. The service can produce statistics of
global 3D reproducing through these printers. Such result can
be used to find out shopping habits, offer recommendations
and advertising possibilities. The service can present prompts
and reminders to the users when the 3D printer is due for
updating as well as warnings about impending limitations due
to missing updates.
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[0091] Use Case 4: User Own Online Creation

[0092] In this case, the user is connected to the Internet or
other computer network and to the service and its databases.
The user can create a 3D model using a computer or other
device, software, through modifying an existing model, or by
scanning the 3D object with a 3D scanner. The 3D printer can
check both locally and/or through the network connection to
the service if the object or any part of it can be reproduced for
free, for alicense or cannot be reproduced at all, e.g., when the
rights holder has completely restricted the reproducing or the
item is a dangerous item, such as a weapon or parts of a
weapon.

[0093] The 3D printer can be equipped with software and/
or hardware (storage) that locally stores and updates a library
of objects that are restricted for various reasons for reproduc-
ing. These locally stored objects can be but are not necessarily
full models to prevent misuse. In one embodiment, the objects
can be only calculations of their originals for copyright veri-
fication purposes.

[0094] If the object is not restricted, can be reproduced for
free, or cannot be found in the database, the printer will print
it without restrictions. There can be a message to be displayed
to the user or not.

[0095] Ifthe object is fully or partially licensed, the service
will prompt the user to acquire a license to print the object.
This license is offered to the user for free or fora fee. The user
can be shown different payment options and guided through
the payment in easy steps.

[0096] The user can accept or reject the license offer. In the
case of accepting the license offer, the user will complete the
purchase process. If the user rejects the license offer, the
reproducing is not possible for items that require the license.
[0097] Whenthe license is granted (and paid if not free), the
service will start delivering (sending or streaming) the 3D
model to the 3D printer of the user, and verifies that the 3D
model is fully printed. In the case of quality issues, the user
can reprint the object, e.g., when the printer runs out of
reproducing material or has network problems. The user has
a feedback channel to issue a quality claim in case of prob-
lems with the service.

[0098] The licenses can be acquired for reproducing single
or multiple items. There can be a time limit within which the
object must be printed or all the licenses be used. Licenses can
be also tied to a particular printer ID and restricted per printer
ID in which case the object can only be printed in that par-
ticular printer. For other printers, a new license is required—
this can depend on the license selection the rights holder
chooses or can be part of the service by default.

[0099] 3D model streaming to the 3D printer happens using
either standard or proprietary protocols, formats and meth-
ods. Interrupted (for example, network connection problems)
can be avoided by buffering the model stream to the printer or
the computer.

[0100] The service completely prohibits the print or manu-
facture of parts of fully restricted items, such as guns. These
restricted items can be uploaded into the service by authori-
ties, for example. There can be a message displayed to the
user that certain items are not allowed to print with or without
a license or permission.

[0101] These functions can be combined to the 3D printer
ID to further improve accuracy of each printer protection
updates. The service databases may keep track of each stored
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3D printer and their attributes for IPR purposes and stores
their respective update history, their respective offline/online
status, etc.

[0102] Use Case 5: 3D Scanner Case

[0103] Theuserhasa3D scanner, access to a 3D scanner, or
orders an object to be 3D scanned in a service. The user
selects a 3D object for scanning and scans the object using the
3D scanner. The 3D scanner is connected to the Internet and
attaches a tag or tags to the scanned 3D object file with or
without a software on the computer or scanner. In offline use,
this tagging can happen via locally installed software and/or
hardware device onthe 3D scanner and/or computer. The user
can attribute certain tags to the scanned objects such as shape,
color or pattern descriptors or choose to have the service to do
this automatically.

[0104] Certain tags can already identify the object as reg-
istered, or IPR protected, for example, if scanning a known
protected object, or categorize it based on its features, shapes,
patterns for recognition then or later in the service database.
These tags can include such as shape (“round”, “square”,
etc.), taxonomy (“mouse”, “bird”, etc.), color (“red”, etc.) or
any other type of tags redeemed necessary or their combina-
tions. These tags can be hashes or encrypted etc. and not
visible to the user.

[0105] Certaintags that are for identifying IPRs are not user
modifiable and accessible, they are created automatically and
are tamper proof. Tag modification can be allowed for certain
administrators. Scanners with IDs can be identified when
connected to the network or acomputer/network and store the
IDs for IPR protection and restriction enforcement purposes.
[0106] With regard to FIG. 4, a block diagram of an illus-
trative process 400 for processing 3D objects to determine
whether the 3D objects or a portion thereof are original and/or
have restricted rights associated therewith is shown. This
process could be also called a Design Originality Recognition
(DOR). During this process computer system is able to ana-
lyze, store and compare 3D objects for copyright recognition
and licensing purposes in 3D printing and manufacturing.
The illustrative process 400 is shown to include a 3D object
402 to be presented to the process 400 for indicators to be
applied thereto. 3D object 402 may be presented as a stere-
olithographic (STL) file or other format 3D file, as understood
in the art. The STL file may include a list of facets of a 3D
objectto be 3D printed or otherwise manufactured. Each facet
may be uniquely identified by a unit normal (i.e., a line
perpendicular to a triangle that at least in part defines a facet
and has a length of 1.0) and three vertices (i.e., corners of the
triangle). The 3D object 402 may be submitted to a 3D object
indicators module 404 inclusive of one or more indicators
406a-4067 (collectively 406). The indicators 406 are func-
tions that receive an input of the 3D object 402 in any 3D file
format (e.g., STL, OBJ, etc.). More specifically, the indica-
tors 406 may be any kind of function that characterizes the 3D
object 402 based on its representation in the 3D file.

[0107] Indicators results 408 for the 3D object 402 include
results 410a-4107 (collectively 410) from respective indica-
tors. Each of the indicators 406 outputs one or more param-
eters 412a-412n (collectively 412) that characterize a given
3D object from a certain perspective. Note that each of the
results 410 of the respective indicators 406 have parameters
(e.g., parameters 412a'-412n' (collectively 412"), parameters
4124"-412n" (collectively 412")) that may be the same or
different from those of other indicators. If the indicators 406
are all different from one another, then it would be expected
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that some or all of the parameters 412, 412', and 412" result-
ing from the different indicators 406 would be different by
virtue of the functions producing different parameters. Indi-
cators can return similar or the same results regardless of 3D
model or 3D object shape and representation (plain object,
molds for the object, parts of the object, etc.) For example, it
is possible to have 3D models of a gun, and print a gun,
however it is also possible to have a 3D model of a mold,
which could be used to create the same gun. It is also possible
to have separate 3D models, which in case of printed, could be
put together to build a gun, or there could be different parts of
mold or molds, which after printing and combining could be
used to produce the same gun. In all these cases, indicators
will give very similar results, so that based on the resulting
parameters it is possible to distinguish visually or by the
usage of data mining and machine learning algorithms that all
3D object representations actually represent one and the same
or very similar object, in this particular example a gun.

[0108] One example of an indicator is a function that cal-
culates a number of vertices of which a 3D object includes. In
such an example, a single parameter for the number of verti-
ces exists, where a result for that parameter is a single value
(e.g., 3478 vertices). Other more complex functions for the
indicators 406 may be used, including center of mass, corpus
indicator, detail indicator, comparison of angles, nearest
points, number of points, number of edges, number of facets,
different types of skeletons, object geometric representation,
average deviation of points, bounding corners density, and
corresponding parameters all these possible functions return,
for example: graphs, vectors, objects, JavaScript Object
Notation (JSON), and so forth. These indicators 406 may help
the process 400 solve a problem of comparing a subcompo-
nent or whole of a 3D object 402 that is being processed prior
to printing or manufacturing in accordance with the prin-
ciples of the present invention.

[0109] Continuing with FIG. 4, a 3D objects business rules
module 414 may include one or more business rules 416a-
416n (collectively 416). The business rules 416 are rules that
check the parameters 412 and make a decision based on the
parameters 412. Business rule may be any rule which
describes which states one or set of returned indicator func-
tions parameters should take in order to distinguish one model
from another or one class of objects from another. Examples
of business rules are: check for tubes in the model, based on
indicators, if there is a subshape like tube, with hole diameter
between 4 mm and 50 mm, then set has_gun_tube parameter
to 1; check for rifling inside the tube, if it has it set has_gun_
rifling_tube parameter to 1. The parameters may have values
of 0 and 1, or may also include a probability coefficient, for
example 0.68. Business rules could be simple if-then-else
clauses, or more complicated data mining and machine learn-
ing algorithms which, based on the indicators values, detect
whether a particular object is e.g., a firearm or weapon, detect
the type of the object, or, e.g., of an animal, etc.

[0110] The decisions made by the business rules 416 may
be generated ina coded way so that it is possible to process the
decisions using a classificator module 418 with data mining
algorithms 420a-420n (collectively 420). The classificator
module 418 is illustrative for use in identifying a portion of or
acomplete firearm or weapon, and the data mining algorithms
420 support the classificator module 418 in that regard. It
should be understood that the classificator module 418 may
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be configured to identify any other object, including objects
that are protected by intellectual property rights (e.g., copy-
right) or otherwise.

[0111] An example list of business rules may include (i)
loading techniques, (ii) magazine types (e.g., internal,
detachable, belt-fed, etc.), (iii) firing mechanisms (match-
lock, wheel-lock, flint-lock, percussion cap, etc.). Other busi-
ness rules that may be used to check the parameters 412 for
other weapons (or non-weapons) may additionally and/or
alternatively be utilized in accordance with the principles of
the present invention. The business rules 416 may be config-
ured as simple if-then-else clauses or more complicated data
mining and machine learning algorithms which, based on the
values of the indicators, detect whether a particular object is
a firearm, weapon, or neither, and, if so, which type is it.
Makes and models of firearms and weapons may additionally
be determined if sufficient parameters are available to the
business rules 416. One of the implications of this method is
voting data mining and machine learning algorithms, as
understood in the art, for firearms and weapons detection
from 3D files. In voting, one or more portions of a 3D model
may be voted on by a computing unit, which may be formed
of one or more computing devices locally or remotely posi-
tioned and in communication with one another, as to whether
the one or more portions of the 3D model match a rights
restricted 3D model. In determining whether a match exists,
matching may be performed using logical and/or mathemati-
cal algorithms as described herein.

[0112] As an example of an algorithm, if 3D object has
more than 1 million vertexes, then a determination may be
made that the 3D model is, for example, a model of animal or
ahuman. Of course, the decision may be performed based on
results of many indicators and associated business rules using
machine learning and data-mining classification and predic-
tion algorithms. For the algorithms 420 that are configured to
identify a firearm or weapon, the algorithms may determine
whether the 3D object 402 is representative of a component or
an entire firearm (e.g., trigger) or weapon (e.g., detonator) by
comparing a number of vertexes, number of facets, angles of
the facets relative to one another, and so forth that define the
3D object.

[0113] The classificator module 418 may include known
algorithms that are publicly available or proprietary algo-
rithms. Such algorithms may utilize linear regression, time
series, Naive Bayes (learner and predictor), fuzzy rules
(learner and predictor), multi-layer perceptron (MLP) neural
networks, probabilistic neural networks (PNN), such as
k-nearest neighbor (k-NN), decision trees (learner and pre-
dictor), boosting (learner and predictor), association rule
(learner and predictor), support vector machines (SVM), and
so forth.

[0114] As further shown, a database 422 may include data
that is supportive information on predicting whether the 3D
object 402 is a firearm or weapon. Data may be supplied to the
database 422 from the indicators results 408 and supplied to
and accessed by the classificator module 418. The database
422 may utilize any data repository configuration and proto-
col, such as a relational database, as understood in the art. In
one embodiment, the database 422 stores sets of parameters
that are representative of results from 3D object indicators,
such as 3D object indicators 404. The sets of parameters may
be used for comparison purposes by the algorithms 420 to
determine or approximate what, if any, component or whole
firearm or weapon is being represented by the 3D object 402.
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While shown with a database 422, it should be understood
that the principles of the present invention may be indepen-
dent of a database. Final results 424 may be produced from
the algorithms 420 to identify the 3D object or its parts to be
identified as a firearm, weapon, or component thereof. Again,
final results 426 identifying 3D objects other than firearms or
weapons, such as 3D objects that are being protected by
intellectual property rights, may be identified using different
indicators 406 that produce different parameters, different
business rules 416, and/or different algorithms 420.

[0115] In the event that the restricted rights process 400 is
operating within a 3D printer or other manufacturing equip-
ment, in the event that the final results 424 determine thata 3D
object has rights that are being protected, as previously
described, the 3D printer or other manufacturing equipment
may be prevented from printing (or caused to be prevented
from printing from a remote computing device, such as an
IPR database). In addition, a notification may be made to a
manager of the protected rights and/or governmental authori-
ties along with location (if GPS or network address enabled)
and other user information if available via a network commu-
nication (e.g., email, SMS message, or other electronic mes-
sage).

[0116] With regard to FIG. 5, a block diagram of an illus-
trative architecture 500 for determining design originality
and/or restricted rights status of a 3D object is shown. The
architecture 500 may include a master database 502 that may
receive 3D models 504. Alternatively, the 3D models 504 may
be submitted directly to slave databases 506a-506% (collec-
tively 506) via a communications network (not shown), such
as the Internet. As understood in the art, the slave databases
506 may be positioned in the “cloud,” thereby enabling the
master database 502 to submit job requests to the slave data-
bases 506 utilizing a cloud computing protocol, as understood
in the art. The master database 502 and slave databases 506
may be integrated or in communication with a computing
system, such as a computer server, that may be configured to
perform both data processing (e.g., performing 3D indicator
processing) and database management operations.

[0117] A subprocess 507 that may be performed by the
slave databases 506 (or computing systems associated there-
with) to perform normalization on the 3D models 504. The
subprocess 507, in this embodiment, is used to generalize or
otherwise produce a less detailed representation of a 3D
object. The normalization, as provided further below, is
capable of adjusting the 3D model (or altering a copy of the
3D model to preserve the integrity of the original model) so
that size, orientation, and other parameters may be similarly
sized and oriented with other 3D models and/or objects, for
example, 3D object could be moved to the beginning of
coordinates (x=0, y=0, z=0). Normalization also for example
can include resolving errors in CAD file and treating surface
errors. As shown, a normalization input 508, which is a 3D
object in an STL or other datafile configured to store a 3D
object, may be submitted to a function 510 to compute center
of gravity and/or rotate the 3D object. The function 510 may
compute the center of gravity of a 3D object to produce a
parameter that may thereafter be compared with other 3D
objects. In one embodiment, the 3D object may be rotated (or
a value indicative of the rotation to align the 3D object to a
normal position may be computed). By rotating or calculating
arotation value as a parameter, a more direct comparison can
be made between two 3D objects.
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[0118] A function 512 may be used to resize the 3D object
(i.e., the normalization input 508). Because datafiles used to
store 3D objects may have different scales, resizing the 3D
object to be “one size” may better enable two different 3D
objects to be compared. In one embodiment, standard dimen-
sions in which the 3D object may be fit may be utilized. In one
embodiment, the standard dimensions may be different
depending on a variety of factors, such as scale, complexity,
type of 3D object, and so on. As an example, vehicles may be
sized to standard dimensions in which automobiles typically
are scaled, while semiconductor devices may be scaled for
standard dimensions in which semiconductor devices are
typically scaled.

[0119] Function 514 may be configured to generate a cor-
pus indicator, where the corpus indicator may be considered
a box that is used to fit the 3D object. The corpus indicator
may use the standard dimensions used by function 512. It
should be understood that having the standard dimensions
identical for each 3D object, or at least each similar type of 3D
object, may be helpful for comparison purposes, but that
differences between size and scaling may be possible for
performing comparisons between 3D objects in accordance
with the principles of the present invention.

[0120] Function 516 may be a detail indicator configured to
set normals of 3D objects to be aligned. For example, a 3D
object that is an automobile may have a normal extending
from a roof of the automobile, and 3D objects of automobiles
may be processed by the detail indicator to cause the normals
to extend from a roof of the automobiles and oriented in the
same direction (e.g., pointing up at zero degrees). The detail
indicator may be a parameter representative of the orientation
adjustment needed to have a normal of the 3D object posi-
tioned aligned with other normals of 3D objects. By orienting
the normals of 3D objects, easier comparisons can be made
between 3D objects.

[0121] Function 518 may be configured to classity one or
more parameters of the 3D object or components thereof. The
classes may be assigned predetermined classes (e.g., class 1,
2,...,n;class A, B, ... N) to the 3D object. The classes may
reflect similarity of parameters between the 3D object or
components thereof that may be used for data mining or
comparison purposes. A normalization output 520 include
parameters that represent the generalized 3D object. The nor-
malization output 520 may be coded in a manner that can
provide for data mining and/or searching to determine
whether the normalized 3D object matches another 3D object
or portion thereof.

[0122] Output parameters 522 may include the parameters
generated by the various functions in the subprocess 507 used
to normalize 3D objects. The output parameters 522 may be
saved to the slave databases 506. In one embodiment, a 3D
models parameter database 524 may be configured to store
the output parameters 522 of the 3D models 504. The data-
base 524 may further be configured to store 3D models that
have restricted rights, such as intellectual property rights
and/or are restricted due to being firearms, weapons, ammu-
nition, etc. The slave databases 506 are in the cloud and may
include several, hundreds, or thousands of computers config-
ured to process the 3D model data. As shown, the comparison
process 400 of FIG. 4 allows for comparison of the 3D objects
with the restricted rights 3D objects, as previously described.
The 3D models 504 and/or output parameters of the 3D mod-
els 504 (and/or 3D objects) may be communicated and stored
in a 3D models database 526 for further usage.
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[0123] With regard to FIG. 6, an illustration of an illustra-
tive triangular facet 600 that may be used in determining
originality and/or restricted rights of a 3D object is shown.
The facet 600 may be used to define indicators, where each of
the three vertices 602a-602¢ and normal 604 may be defined
by three coordinates (e.g., X, y, z coordinates). The indicators,
which may be a set of coordinates for the facet, may thereafter
be used for determining originality and/or restricted rights of
a 3D object by comparing the indicators with indicators of
another 3D object. The facet 600 is an STL format facet
specification that provides for direction of the normal to the
facet. The normal vector is calculated mathematically, and
provided as a parameter for the facet along with parameters of
the vertexes of the facet that may thereafter be used for com-
parison purposes. In particular, the orientation of a facet is
determined by the direction of the unit normal and the order in
which the vertices are listed.

[0124] With regard to FIG. 7, an illustration of an illustra-
tive 3D object as a solid (cube) 700a and as a wireframe 3D
object 7005 represented with triangular facets defining the
skeleton of the solid 3D object 700a is shown. Simplified
object skeleton is a set of vertices where each vertex is con-
nected to at least one other vertex. The skeleton can be rep-
resented as a graph that is why skeleton comparison is
reduced to comparison of graphs. It is noted that vertices pairs
are the same as well as the length of links between them. The
first problem can be solved by checking isomorphism of the
graphs that is true only when “any two vertices u and v of G
are adjacent in G ifand only if f(u) and f(v) are adjacent in H”.
In addition to isomorphism, lengths of the links are to be
compared. This comparison can be done by checking whether
two same vertices have link of the same size (in case objects
have different scale this can be done proportionally). The
triangular facets may be created using any facet generator, as
understood in the art. Although the application provides for
the use of triangles, the principles of the present invention
may utilize any geometric shape to fit within surfaces or
bodies of a 3D object. Conventional 3D model comparison
algorithms are limited to comparing only ASCII STL 3D
models. As understood in the art, ASCII STL 3D models are
limited to a lot of triangles. These triangles form a model, for
example, such as a cube, as provided in the wireframe 3D
object 7005. The principles of the present invention, however,
may use an algorithm that compares vertices or vertexes of
triangles of one model with the vertices of triangles with
another model. As triangles could be in different orders for the
same model, the principles of the present invention use the
vertices of sub-figures (e.g., triangles) and represent them as
vertices of a 3D model. Such technique provides the ability to
compare models by their vertices on the plane and pack them.
Instead of comparing all vertices for cube, the vertexes are
packed to main points. All these points are seen in the solid 3D
object 700a.

[0125] Inoneembodiment, the process may read input STL
files from first and second 3D models. The models may be
into triangles or facets that define wireframes of the surfaces
of the 3D models. Triangles may be compared for intercon-
nected vertices recognition. Adjacent vertexes may be
grouped into a list of points (e.g., X, y, z). The above steps may
be repeated for another 3D model. The whole list of vertices
of'the first 3D model may be compared with the list of vertices
of the second 3D model. Similarity of the two 3D models
using the lists of vertices may be mathematically described as
a percentage to show similarity of the two 3D models. For
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example, the a similarity value of 87% may mathematically
describe similarity between two 3D models.

[0126] With regard to FIG. 8, a flow diagram of an illustra-
tive system and corresponding process 800 for use in classi-
fying 3D models is shown. In general, in order to compare two
3D models, descriptors may be used to classify each of the 3D
models. The system may transform any kind of 3D model
(i.e., described in any 3D file format) using common descrip-
tors as other 3D models dynamically (i.e., on the fly) and
compare the descriptors of a 3D model to be compared with
existing descriptors of 3D model objects. Such complex pro-
cesses may use “cloud” technologies, as understood in the art.

[0127] As shown, a 3D model 802 to be 3D printed is
shown. The 3D model may be transformed using a transfor-
mation process 804 to produce an object descriptor 806 of the
3D model. The transformation process 804 may generate
triangles that define surfaces, for example, to create a wire-
frame of the 3D model and 3D objects thereof. The object
descriptor 806 is invariant to transformations, such as scale,
rotation, mirror, and translation. A 3D models database 808
may be configured to store known and/or protected 3D mod-
els. The same or similar transform 810 as the transformation
process 804 may be utilized to transform the 3D models being
stored by the 3D models database 808 to produce 3D object
descriptors for storage in a 3D object descriptors database
812. By using the same or similar transform 810 as the trans-
formation process 804, an “apples-to-apples” comparison
may be performed. It should be understood that transforma-
tion processes that are different from one another for speed or
other purposes may be utilized in accordance with the prin-
ciples of the present invention. For example, the transforma-
tion process 804 may be a faster transformation process and/
or have less resolution than the transform 810 as the
transformation process 804 may be performed in real-time
and have to be consumer acceptable. If a determination is
made that a probabilistic match is made between the 3D
model and a 3D model stored in the 3D models database 808,
then a more precise transformation may be utilized for the
transformation process 804. The probabilistic match may, for
example, be 80% or higher that the 3D object matches a 3D
object in the 3D models database 808.

[0128] A search 814 may be performed via a cloud com-
parison or other application 816 to compare at 818 the object
descriptor 806 with the 3D object descriptors generated from
the 3D models being stored in the 3D models database 808.
As understood in the art, the search may be utilized in data
mining. The search may be responsive to a search query or be
performed on a periodic or aperiodic basis to collect 3D
model data based on parameters generated by the processes of
FIGS. 4 and 5. As provided above, the comparison of the 3D
model descriptors may result in a percentage of similarity the
3D model 802 or portion thereof and 3D model(s) in the 3D
model database.

[0129] In one embodiment, an identifier, such as bracket,
associated with the 3D model 802 that provides a basic type of
object that the 3D model represents, so that the cloud com-
parison application can be limited to brackets as opposed to
other devices, such as cups, housings, or otherwise. The iden-
tifier may for additional detail, such as bracket: server
bracket: 4-post server bracket, thereby further narrowing the
scope of the search. In one embodiment, a specified hierar-
chical listing of identifiers may be made available to allow for
3D models to be specified.
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[0130] With regard to FIG. 9, an illustration of an illustra-
tive object skeleton 900 for use in determining design origi-
nality and/or restricted rights status of a 3D object is shown.
Ina 2D format, the object skeleton 900 shows to be relatively
simplistic, and real calculation happens with spheres in 3
dimensions. In this embodiment, the object skeleton 900 is
configured as a focus of centers of maximal 3D balls 903a-
903# (collectively 903) contained within a 3D object. That is,
the centers 902a-902r of the maximal 3D balls 903 or volume
pixels (“voxels”) are positioned at local centers of a path of a
3D object. A series of voxels form the object skeleton 900.
That s, the object skeleton 900 may be formed out of smallest
units of measurement. Alternative mathematical techniques
for determining voxel position, such as using geometric mean
along a path, may be utilized.

[0131] With regard to FIG. 10, an illustration of an illustra-
tive 3D model 1000 represented by triangular facets 1002 for
a surface of the 3D model 1000 is shown. Within the 3D
model is a skeleton 1004 defined by voxels. This skeleton
1004 shows how even complex models can simplified by the
use of a skeleton.

[0132] With regard to FIG. 11, an illustrative progressive
detailization of a 3D object 1100, in this case a cow, for use in
describing a 3D model is shown. A first skeleton 1102 may
have little detail of the 3D object 1100. A second skeleton
1104 may have additional detail of the 3D object 1100. A third
skeleton 1106 may provide more detail ofthe 3D object 1100.
A fourth skeleton 1108 provides yet more detail of the 3D
object 1100. A fifth skeleton 1110 adds even more detail of
the 3D object 1100. These levels of detail may be generated
through use of one or more 3D object indicators that produce
results with different deal of parameters. The different levels
of detail for each of the different skeletons 1102-1110 allows
for business rules and algorithms (see, FIG. 4) to determine
that the 3D model is an animal and, as the model detail
increases to skeleton 1110, is a cow. As a result of the pro-
gressive detailization,

[0133] With regard to FIG. 12, an illustration of a pair of
torus structures 1200a and 12005 with a complex outer skel-
eton simplified through use of a truncation process that rep-
resents the 3D object is shown. One reason for using an outer
skeleton is that inner skeletons may not always be possible or
desirable when a 3D object is scanned using a 3D scanner, for
example. The truncation process may utilize a modified pro-
cess of FIG. 4, but rather than using a skeleton, such as that
shown in FIG. 11, uses functions that produce layers with
certain geometry, such as triangular facets that form surfaces.
Torus structure 1200a is shown with 5000 modeling ele-
ments, such as triangular facets, while torus structure 12005 is
shown with 500 modeling elements. The resolution differ-
ence between the two different torus structures 1200a and
12005 is relevant as a higher probability of determining a
copy of a protected rights 3D object is higher with higher
resolution.

[0134] Withregard to FIG. 13, an illustration of an illustra-
tive automobile 1300 with a truncation skeleton 1302 of the
outer portion of the automobile is shown. In some cases, the
use of the truncated skeleton 1302 may be sufficient to (i)
determine that the 3D object is a vehicle and (ii) determine the
type of vehicle. Still yet, if a component of the vehicle is to be
3D printed or otherwise manufactured, then a determination
may be made as to whether rights restrictions exist for the
component. Again, in order to determine such detail, suffi-
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cient parameters have to be available as a result of the indi-
cators or functions used to create the resulting parameters, as
provided in FIG. 4.

[0135] A cloud computing platform could be used for real-
ization of processes described above. Cloud technologies for
example Hadoop, Cassandra, etc. could be used for this plat-
form, however, non-cloud software frameworks and pro-
gramming languages also could be used. Depending on busi-
ness needs, a different final setup of the computer system
which implements the process described above could be
done. For example, it could be configured only for distin-
guishing firearms and weapons based on 3D model of the
object. It could be setup in a way that all classes of objects are
defined, for example, architecture, vehicles, aircrafts, furni-
ture, plants, food, animals, electronics, characters, weapons,
anatomy, accessories, DNA and molecules, etc.

[0136] The architectural view of the software solution
according to one embodiment 1400 is provided on FIG. 14.
Thereis a Design Originality Recognition (DOR) Portal 1401
for providing design originality service. This is an end point
for customers to access the service through, e.g., a web inter-
face. There is an API 1402, which is an end point to DOR
cloud solution 1403. DOR Cloud has several modules. DOR
module 1404 which includes methods described above. Some
of the methods may be implemented separately, for example
Arms and Weapons detection module 1405 could be imple-
mented separately in order to load balance the cloud, as for
example in real application arms and weapons detection will
have more specific indicators and more specific business rules
that are not needed to be applied to other 3D models. Other
detection modules 1406 could be implemented in a similar
way. There is a DOR database 1407, which stores intermedi-
ate and final results of DOR processes. 3D model could be
loaded from DOR portal 1401 or from any other storage
including Vault Cloud 1408 and Vault Storage 1409. Vault
Cloud stores 3D models in a secured or unsecured way, every
3D model could be split into many pieces, and each peace
may be encrypted with its own encryption key. DOR cloud
can consist of one or many (e.g., hundreds or thousands)
hardware or virtual computing units.

[0137] The technical view of the software solution for 3D
models comparison according to one embodiment 1500 is
provided on FIG. 15. Technologies and types of software are
not limited or fixed, FIG. 15 shows just one example of
implementation. Data sources 1501a-15017 are any sources
of 3D models, for example CAD files, STL files, etc. from
different locations, for example Data Source 2 could be Thin-
giverse database or web site, Data Source 1 could be a data-
base with 3D models, Data Source 4 could be a computer file
storage. There is a set of extractors 1502a to 15027 and file
format converters 1503 when needed. 3D models that are
shown as Data on the FIG. 15 are extracted and normalized
after conversion. Normalization modules 1504a to 1504n
shown on FIG. 15 also include indicators calculation soft-
ware. Using Database loaders 15054 to 15057 3D models and
results of indicators are loaded to corresponding databases
15064 to 1506n, it could be a distributed database like Cas-
sandra, just single database, storage or cloud storage, like
HDEFS 1506z. There are several types of databases (test data-
base and prediction database), where 3D models and resulting
parameters of indicators are loaded. Training Data Subset
1507 shown as MySQL on the FIG. 15 is used for storing
training data for data mining and machine learning algo-
rithms training modules implemented in different types of
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frameworks. The rest of the data is stored in Prediction Data
Server database 1508. This database is also used to provide
training data for proprietary training and prediction algorithm
(Learning Algorithm X cloud implementation) 1509.
[0138] Data usually goes to different open source and non-
open source implementations of data mining and machine
learning algorithms 1510a, 15105, 1510¢ and 1501d (for
example R, KNIME, RapidMiner, Weka, etc.), which training
modules or setups prepare PMML files 1511a, 15115 and
1511c. PMML files define models of predictive analytics and
data mining. PMML files are used to transfer training infor-
mation to prediction modules or setups of data mining and
machine learning algorithms 1512a to 1512f (for example
KNIME, RapidMiner, Mahout, custom Hadoop algorithm,
RHIPE, or proprietary, etc). Predicted data is stored to Pre-
dicted Data Store 1513, which consists of information about
3D model classes, types, ditferences between them, similari-
ties, originalities, possible arms and weapons, etc. Prediction
engine 1514 is controlled through Cloud Prediction Sched-
uler Model and Controller 1515, and is accessible by a user,
who is predictive administrator 1517 through Web UI Cloud
Prediction Scheduler Back End System View 1516. There
could be an API, Prediction and Historical Data Queries
JSONREST AP11518 for getting predicted information from
other applications, servers, services, etc. Using Web API
1521a and 15215 end user 1519 can make requests both to 3D
models historical datasets using Historical Data Queries
Model and Controller 15224, and to prediction databases
using Prediction queries model and controller 15225, so that
end user can assess final results, and if needed, tune param-
eters for algorithms, etc in a prediction administrator role.
There is a Scorer Module 1520, which make prediction qual-
ity assurance and reports to Prediction Administrator 1517.
[0139] The previous detailed description is of a small num-
ber of embodiments forimplementing the invention and is not
intended to be limiting in scope. One of skill in this art will
immediately envisage the methods and variations used to
implement this invention in other areas than those described
in detail. The following claims set forth a number of the
embodiments of the invention disclosed with greater particu-
larity.
What is claimed:
1. A method of enforcing 3D restricted rights in a rapid
manufacturing and prototyping environment, said method
comprising:
in response to receiving a 3D object data representative of
a 3D object, performing, by a computing device, at least
one function on the 3D object data to determine a param-
eter set for each respective at least one function;

applying, by the computing device, at least one business
rule to each parameter set for each respective at least one
function;

performing, by the computing device, at least one algo-

rithm to determine whether at least a portion of the 3D
object matches a rights restricted 3D object; and

in response to determining that at least a portion of the 3D

object matches a restricted rights 3D object, causing, by
the computing device, an action to be taken, otherwise,
in response to determining that at least a portion of the
3D object does not match a restricted rights 3D object,
enabling, by the computing device, the 3D object to be
rapid manufactured or prototyped.

2. The method according to claim 1, wherein determining
whether the at least a portion of the 3D object matches a rights
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restricted 3D object includes determining a probability factor
that the at least a portion of the 3D object matches the rights
restricted 3D object.

3. The method according to claim 1, wherein performing at
least one function includes calculating a number of vertices of
which the 3D object includes.

4. The method according to claim 1, wherein applying at
least one business rule includes checking the parameter set
and making a determination based on the parameter set, and
wherein making a determination on the parameter set
includes making a determination that the 3D object is a fire-
arm or weapon.

5. The method according to claim 4, wherein making a
determination includes voting using the 3D object data set for
a particular 3D object device represented by the 3D object
data.

6. The method according to claim 1, further comprising
normalizing the 3D object data prior to performing the at least
one function.

7. The method according to claim 6, wherein normalizing
includes scaling the 3D object data to be comparable to other
3D object data representative of the rights restricted 3D object
to which the 3D object is to be compared.

8. The method according to claim 1, wherein causing an
action to be taken includes preventing the 3D object to be
rapid manufactured or prototyped.

9. A system of enforcing 3D restricted rights in a rapid
manufacturing and prototyping environment, said system
comprising:

a storage unit configured to store restricted right 3D

objects;

a memory configured to store data;

a computing device in communication with said storage

unit and memory, and configured to:

in response to receiving a 3D object data representative
of a3D object, perform at least one function onthe 3D
object data to determine a parameter set for each
respective at least one function;

apply at least one business rule to each parameter set for
each respective at least one function;

perform at least one algorithm to determine whether at
least a portion of the 3D object matches a rights
restricted 3D object; and

in response to determining that at least a portion of the
3D object matches a restricted rights 3D object, cause
an action to be taken, otherwise, in response to deter-
mining that at least a portion of the 3D object does not
match a restricted rights 3D object, enable the 3D
object to be rapid manufactured or prototyped.

10. The system according to claim 9, wherein said com-
puting device, in determining whether the at least a portion of
the 3D object matches a rights restricted 3D object, is further
configured to determine a probability factor that the at least a
portion of the 3D object matches the rights restricted 3D
object.

11. The system according to claim 9, wherein said com-
puting device, in performing at least one function, is further
configured to calculate a number of vertices of which the 3D
object includes.

12. The system according to claim 9, wherein said process-
ing unit, in applying at least one business rule, is further
configured to check the parameter set and make a determina-
tion based on the parameter set, and wherein making a deter-
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mination on the parameter set includes making a determina-
tion that the 3D object is a firearm or weapon.

13. The system according to claim 12, wherein said pro-
cessing unit, in making a determination, is further configured
to vote, using the 3D object data set, for a particular 3D object
device represented by the 3D object data.

14. The system according to claim 9, wherein said process-
ing unit is further configured to normalize the 3D object data
prior to performing the at least one function.

15. The system according to claim 14, wherein said pro-
cessing unit, in normalizing, is further configured to scale the
3D object data to be comparable to other 3D object data
representative of the rights restricted 3D object to which the
3D object is to be compared.

* #* * #* *
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SECURE STREAMING METHOD IN A
NUMERICALLY CONTROLLED
MANUFACTURING SYSTEM, AND A SECURE
NUMERICALLY CONTROLLED
MANUFACTURING SYSTEM

TECHNICAL FIELD

[0001] The present invention relates to numerically con-
trolled manufacturing systems, including rapid manufactur-
ing and prototyping machines and systems, both by additive
and subtractive methods, including 3D printing devices, with
secure streaming of instructions for operating a manufactur-
ing machine from a secure streaming server over a connection
channel to a manufacturing machine, and more specifically,
to methods and protocols used for streaming data in such
systems.

BACKGROUND ART

[0002] Rapid manufacturing and rapid prototyping are rela-
tively new class of technologies that can automatically con-
struct physical 3D objects from Computer-Aided Design
(CAD) data. Usually these methods make use of additive
manufacturing technologies such as 3D printers.

[0003] 3D printing or additive manufacturing (AM) is a
process of joining materials to make objects from 3D model
data, usually layer upon layer, as opposed to subtractive
manufacturing methodologies, such as traditional machining
where the object is shaped by removing material. Several
technologies are available for industrial uses, including for
rapid prototyping and rapid manufacturing but increasingly
so also for domestic and hobbyist uses. 3D printing is rapidly
becoming as widespread as traditional 2D printing has
become long ago.

[0004] Known is, e.g., WO2004/006087, disclosing a
secure printing method in a traditional (2D) printing environ-
ment, where the print job as PDL print file such as PostScript
file is encrypted with a cryptographic keys generated by the
printer and then sent to the printer for decryption and printing
the print job. While the method is useful to prohibit intercept-
ing the print job by other devices in the network, this method
does not avoid misuse of the print job by the printer itself and
thus, leaves the owner of the rights of the document unpro-
tected.

[0005] Combining 3D printing with 3D scanning makes
possible 3D copying, i.e., a process where first a digital 3D
model of an object is made by 3D scanning of the object and
then a 3D copy of the 3D object is made by 3D reproducing
the object similarly to the process of digital 2D copying.
[0006] Itis well known that 2D printing and copying can be
used to make copies of copyrighted materials or other mate-
rials protected by other types of intellectual property rights.
‘While some technologies exist to inhibit copying, e.g., docu-
ments with security features such as watermarks, holograms,
straps, UV or IR glowing, etc; however, no universally appli-
cable technology exists to control reproducing and copying of
copyrighted materials or other protected materials.

[0007] The problem becomes even more important in 3D
printing and copying. For example, 3D objects can be sub-
jects to different types of intellectual property rights indepen-
dent from each other, including copyright (e.g., as sculptures,
figurines, architectural objects, etc), industrial design (known
in the US as design patent; e.g., a new shape of a product such
as a vase or a chair), 3D trademark, by a patent (invention

Dec. 3, 2015

patent in the US) or a utility 3D model, or by personality
rights (e.g., the likeness of a person). While certain fair use
provisions may exist in copyright law (or analogous provi-
sions for design patent or invention patent) allowing in some
cases making copies for non-commercial private use, making
copies of such 3D objects protected by intellectual property
rights is prohibited at least for business purposes without a
prior explicit permission (a license) from the right holder.
[0008] Known is U.S. Pat. No. 8,286,236 to Jung, titled
Manufacturing control system, disclosing a method for
secure manufacturing to control object production rights,
such method comprises identifying at least one object data
file configured to produce an object by a manufacturing
machine; confirming that an authorization code is associated
with the object data file, the authorization code configured to
be received by the manufacturing machine, the manufactur-
ing machine adapted to receive the authorization code; and
enabling the manufacturing machine to interface with the
object data file only if the authorization code meets one or
more predetermined conditions, wherein the manufacturing
machine is configured for at least one or more of additive
manufacturing, subtractive manufacturing, extrusion manu-
facturing, melting manufacturing, solidification manufactur-
ing, ejection manufacturing, die casting, or a stamping pro-
cess. This approach is not secure enough as the 3D file can be
freely copied and distributed and once the code is broken, the
3D file can be distributed without any control.

[0009] Knownis WO2012/146943 to Within Technologies
Ltd, titled Improvements for 3D design and manufacturing
systems, disclosing a method of authenticating the printing of
a three-dimensional (3D) article at a 3D printer according to
anencrypted 3D print file describing a 3D design. The method
comprises: receiving an authentication request from a 3D
print server that is associated with the 3D printer, the request
comprising a unique design identifier associated with a 3D
design file and a unique 3D printer identifier associated with
a 3D printer, the received unique 3D design identifier being
related to the received 3D printer identifier in accordance with
a first relationship; using at least one of the received unique
identifiers to access a verifying 3D design identifier and a
verifying 3D printer identifier, the verifying identifiers being
related to each other in accordance with a second relation-
ship; comparing the first and second relationships between
the received and verifying identifiers; generating an authen-
tication signal if the first relationship corresponds with the
second relationship; obtaining a decryption key associated
with the received identifiers in response to the authentication
signal; and transferring the decryption key to the 3D print
server to authenticate and enable the printing of the 3D article
on the 3D printer. This solution may be considered as closest
prior art.

[0010] Known methods are based on providing the 3D file
with an authorization code or identifier for determining the
authenticity of the 3D file. The use of the 3D file is controlled
by the user right to access or print the 3D file. While these
methods are suitable to inhibit unauthorized use of the 3D file
itself, this approach is in fact misplaced as the object that is
protected by copyright, design right or other intellectual prop-
erty rights is not the file, but the 3D object itself While
modifying the file can be perfectly legal, the prohibited activ-
ity is the unauthorized reproduction of the 3D object itself.
[0011] While it is important to allow users and manufac-
turers to determine if any restrictions exist on reproducing a
3D object, in preferred cases there must also be a mechanism
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in place to actually prevent the unauthorized reproduction of
the 3D object. As the 3D file itself representing the 3D object
according to this scenario does not necessarily have any
means attached preventing unauthorized use of the 3D file,
the known methods cannot be used. The authorization means
must be integrated with the manufacturing device itself, e.g.,
before each manufacturing work, the manufacturing device
needs an authorization from the rights holder, or confirmation
that no restrictions exist.

[0012] The method similar to WO2012/146943 could be
used, i.e., all the 3D files could be received from and sent
through a service provider who modifies the 3D files by
encrypting the file and providing it with identification codes.
However, even though the 3D files that are transmitted in the
system are encrypted, they can be copied, saved, intercepted
and thus, misused, e.g., by breaking the code and after that
making the 3D files available in the Internet or through file
sharing solutions. Therefore, more secure system is needed.

[0013] What is needed, therefore, is a more secure method
and system where the 3D model of a 3D object is safe from
unauthorized use, but the 3D object can nevertheless be
manufactured in a numerically controlled manufacturing sys-
tem.

SUMMARY OF INVENTION

[0014] The goal of the invention is achieved by a method
and a system where the original 3D file of the 3D object such
as a CAD file or STL file is not sent to the manufacturing
machine, but is kept in a secured system and instead, only the
instructions for controlling the manufacturing machine (e.g.,
so called G-codes) that are specific to this manufacturing
machine are streamed to the manufacturing machine. Further-
more, such instructions are secured so that only a specific
manufacturing machine can make use of them. Such manu-
facturing machine must be equipped with means for process-
ing or converting said instructions into a format suitable for
operating said manufacturing machine. To this end, the set of
instructions may be encoded, e.g., hashed on a secure server,
using a server hash table while the manufacturing machine is
provided with a local lookup hash table that is synchronized,
e.g., loosely synchronized with the server’s hash table for
converting the hashed instructions back to instructions suit-
able for operating the manufacturing machine. For example,
time based or some common event or action based loose
synchronization can be used.

[0015] According to one embodiment of the invention, a
streaming method in a secure manufacturing system which
comprises a streaming server and a numerically controlled
manufacturing machine connected to said streaming server
over a communication channel, the method comprises the
steps of providing to the streaming server a model of a 3D
object to be manufactured (hereinafter: 3D model) by said
manufacturing machine, on said streaming server, converting
said 3D model into a set of instructions for operating said
manufacturing machine; encoding said set of instructions into
asetof encoded instructions by applying simultaneously orin
sequence one or more processes such as calculating a set of
hashed instructions by applying a cryptographic hash func-
tion to said set of instructions, calculating a set of obfuscated
instructions by applying obfuscation function to said set of
instructions, applying arithmetic coding to said set of instruc-
tions, applying digital fingerprints, calculating checksums,
calculating hash values, calculating digital DNA, and
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encrypting said set of instructions; and outputting said set of
instructions to said manufacturing machine over said com-
munication channel.

[0016] 3D models secured streaming algorithm is using one
way functions, i.e., functions that produce easy to compute
strings for any given streaming block, but from these strings
it is not possible to generate initial block. Also, it is impos-
sible to modify the initial block without modifying said
string. Moreover it is infeasible to find two different blocks
which correspond to the same generated string. The crypto-
graphic hash functions include such well known functions
such as message digest algorithms (MD4, MDS), secure hash
algorithms (SHA-1, SHA-2, SHA-3), Skein, Keccak,
RadioGatun, PANAMA, and many others. The ideal crypto-
graphic hash function has four main properties: it is easy to
compute the hash value for any given message; it is infeasible
to generate a message that has a given hash; it is infeasible to
modify a message without changing the hash; it is infeasible
to find two different messages with the same hash. Instead of
cryptographic hash functions, non-cryptographic hash func-
tions can be used as well as other one way functions having
similar properties (i.e., easy to compute on every input, but
hard to invert given the image of a random input) can be used
for hashing. Even though general purpose hash functions can
be used, also special purpose hash function can be designed,
taking into account the nature of the data to be hashed (i.e., the
instructions for controlling the manufacturing machine).
Checksum functions, cyclic redundancy checks, checksums
and fingerprinting functions can be used for hashing. Hashing
can be performed using nonlinear table lookup.

[0017] According to another embodiment, on said stream-
ing server a server hash table is generated; said set of instruc-
tions are hashed into a hashed set of instructions, using said
server hash table; and the hashed set of instructions are out-
putted as a hashed stream of instructions to said manufactur-
ing machine over said communication channel. On the manu-
facturing machine side, the hashed stream is received, a local
hash table corresponding to and synchronized, e.g., loosely
synchronized (e.g., time-based, action based) to said server
hash table is calculated on said manufacturing machine, the
hashed stream is converted to a stream of instructions, using
said local hash table into and the converted stream of instruc-
tions is used to operate the operational part of the manufac-
turing machine.

[0018] According to one embodiment, the method com-
prises during said hashing periodically regenerating said hash
table and correspondingly regenerating said local hash table
during said converting said hashed stream according to a first
predetermined precise time algorithm or other algorithm
based on action or happening which are known to both the
streaming server and a manufacturing machine indepen-
dently, without actual sending or receiving information
between each other.

[0019] According to one embodiment, the method addi-
tionally comprises splitting said set of instructions into split
sets of instructions, obfuscating each of said split sets of
instructions, hashing each of said obfuscated splits, streaming
said hashed obfuscated splits independently over said com-
munication channel from the streaming server to the manu-
facturing machine, converting said streamed splits into split
sets of instructions and combining said split sets of instruc-
tions into the stream of instructions for controlling the manu-
facturing machine.
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[0020] According to one embodiment, providing said 3D
model comprises creating a secure connection over a com-
munication channel between the streaming server and a
source of 3D models, hashing said 3D model at the source of
3D models, transferring said hashed 3D model to said stream-
ing server, before and re-hashing said hashed 3D model for
streaming to said manufacturing machine.

[0021] According to one embodiment of the invention, the
virtual machine is created and destroyed for each instance of
streaming. Destroying of the virtual machine after the stream-
ing is completed provides higher security as the server hash
table cannot be recovered or reused.

[0022] According to one embodiment, the method addi-
tionally comprises destroying said virtual machine and cre-
ating new virtual machine instance so that each instance of
streaming is carried out by more than one virtual machine.
[0023] According to one embodiment, the method addi-
tionally comprises creating more than one virtual machine for
each instance of streaming, so that different parts of said 3D
model are streamed by different virtual machines.

[0024] According to one embodiment, the system further
comprises a computer device with a source of 3D models and
the computer device is connected to said streaming server
over a communication channel, and the method further com-
prises the steps of creating on said computer device a first
virtual machine for providing said 3D model to said stream-
ing server, hashing said 3D model in said first virtual
machine, creating a secured virtual machine instance on said
streaming server, receiving hashed 3D model by said secured
virtual machine instance, storing said hashed 3D model in
memory hash table, materializing said secured virtual
machine instance into hashed virtual machine instance
image, said image is transferred to a second computer device
connected to a manufacturing machine, running said secured
virtual machine instance on said second computer device and
streaming locally said hashes of the 3D model to said manu-
facturing machine.

[0025] According to one embodiment, the secure manufac-
turing system comprises a plurality of streaming servers.
Each streaming server is connected to the Internet and said
steps of secure streaming are carried out by more than one
streaming server in concert. Each of said streaming servers
may be setup to stream a different part of said 3D model to be
manufactured.

[0026] The goals of the invention are also achieved by a
secure numerically controlled manufacturing system, the sys-
tem comprising a streaming server, having a conversion mod-
ule adapted for receiving a 3D model representing a3D object
to be manufactured and for converting said 3D model into a
set of manufacturing instructions, an obfuscating and hashing
module adapted to obfuscate and to hash said set of manufac-
turing instructions into a hashed set of instructions, a dynamic
hash tables database adapted to provide hash tables for said
hashing module and a precise time based pseudo number
generator module; a source of 3D models, connected to said
streaming server over a communication channel; and a manu-
facturing machine, connected to said streaming server over a
communication channel, said manufacturing machine com-
prising an operational module, a hash lookup module for
converting said hashed set of instructions, a Dynamic Local
Hash Tables Database for providing hash tables for hash
lookup module and precise time based pseudo number gen-
erator module for independently synchronizing the hash
tables of the manufacturing machine with the hash tables used
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on said streaming server. The system may comprise a plural-
ity of streaming servers, each of said streaming servers con-
nected to the Internet and adapted perform said secure
streaming in concert.

[0027] The system according to one embodiment com-
prises a 3D printer equipped with a secured module and
having a connection to a Cloud; a Master Server located inthe
Cloud, said Master Server comprising a front-end application
programming interface for Front End API F and an applica-
tion programming interface for the back end API B. Market-
places such as web stores providing 3D models are connected
to the Master Server through the API F. 3D models can be
uploaded to the system into a Secure Storage in the Cloud
using back end through the API B.

[0028] The system is operated as follows. The 3D objects
offered for reproduction are shown on the Marketplaces
(preferably as 2D images, i.e., not the actual 3D model files).
The user picks a specific 3D object to be reproduced, and
indicates a specific 3D printer to be used (e.g., the one con-
nected to her computer over USB port). Upon receiving a
request from the user, the Master Server first checks the
permission to reproduce the 3D object and then creates a
Virtual Machine for securely streaming instructions neces-
sary for reproducing the 3D object to the 3D printer. Such
Virtual Machine is created only for streaming one specific 3D
model and to only one specific 3D printer. The Virtual
Machine (and only the Virtual Machine) can access the
Secure Storage to access this specific 3D model. Only one
specific 3D printer is associated with and can access one
Virtual Machine. The 3D printer connects to the Virtual
Machine as follows. When the 3D printer is connected to the
network, it connects to the Master Server using personal
certificate. Secure channel is then established between 3D
printer and the Master Server when the 3D printer is plugged
into the network.

[0029] When the Virtual Machine is created, the Master
Server provides the Virtual Machine with an IP address and
port number. The 3D printer is associated with the IP address
and port and creates secure network with the Virtual Machine,
using, e.g., Virtual Private Network (VPN). The connection is
possible only if the personal certification matches the certifi-
cate on Virtual Machine.

[0030] The streaming protocol includes:

[0031] Authorization. Virtual Machine is checking from
the Master Server whether the permission exists to print 3D
model.

[0032] Network speed check (e.g., the Virtual Machine
sends one file of sufficient size and determines the time spent,
and the 3D printer sends another file); if the speed is good
enough, the secure streaming can begin. Speed check can be
repeated during the printing process; printing can be resumed
in case of network interruptions.

[0033] Hashing a set of G-codes into one block, and send-
ing the blocks. When the block is sent, the Virtual Machine
communicates to the Master Server the status update.

[0034] After the 3D model is reproduced, the Virtual
Machine is destroyed.

[0035] More than one Virtual Machines can be created for
printing single 3D object for increased security. For example,
first Virtual Machine is created and streams first portion of the
3D object. Then the first Virtual Machine is destroyed, the
Second Virtual Machine is created and streams the second
portion of the 3D object, and so on until the 3D object is
finished. Then the last Virtual Machine is destroyed.



US 2015/0350278 Al

[0036] The invention is also the method as shown in FIG.

10.

BRIEF DESCRIPTION OF DRAWINGS

[0037] FIG.1 is a block diagram of exemplary system that
supports the claimed subject matter of the present application.
[0038] FIG. 2 is a block diagram of one embodiment of the
secure streaming server and stream processing module of the
manufacturing machine.

[0039] FIG. 3 is a block diagram of a multimode streaming
system.
[0040] FIG. 4 is a flow chart of a method according to one

embodiment of the invention.

[0041] FIG. 5 is a flow chart of a method according to
another embodiment of the invention.

[0042] FIG. 6 is a flow chart of a method according to
another embodiment of the invention.

[0043] FIG. 7 is a block diagram explaining a method
according to still another embodiment of the invention.
[0044] FIG. 8 is a block diagram of the system according to
one embodiment of the invention.

[0045] FIG. 9 depicts a block diagram of a system accord-
ing to one embodiment of the present invention.

[0046] FIG. 10 depicts a flow diagram of a method accord-
ing to one embodiment of the present invention.

DESCRIPTION OF EMBODIMENTS

[0047] Definitions

[0048] 3D printer means any device suitable for making a
three-dimensional solid object of virtually any shape from a
3D digital model.

[0049] 3D printing means any numerically controlled auto-
mated manufacturing process. Cloud (or, a Computing
Cloud) describes a variety of different computing concepts
that involve a large number of computers that are connected
through a real-time communication network (typically, the
Internet).

[0050] The block diagram of exemplary system that sup-
ports the claimed subject matter of this patent application is
shown on FIG. 1. The system comprises one or more com-
puting devices 101, 102 and 103 that are connected to Stream-
ing Server 104 over a communication channel 109, including
the Internet 108. The Streaming Server has one or more
Manufacturing Machines 105, 106 and 107 such as 3D print-
ers, etc, connected to it over a communication channel 109.
The system also comprises a source of 3D models 110 for
providing 3D models for the streaming server. The connec-
tion between the Streaming Server 104 and manufacturing
machines is preferably over a secured channel, such as TLS
and SSL for the Internet. The Streaming Server comprises a
module 1041 for converting 3D models into a set of manu-
facturing instructions and a module 1042 for converting said
set of instructions into a set of encoded instructions. The
manufacturing machine comprises a module for stream pro-
cessing (1051, 1061 and 1071, correspondingly) and an
operational module (1052, 1062 and 1072, correspondingly)
responsible for manufacturing the 3D object.

[0051] The 3D model here is any computer model of a 3D
object to be manufactured, such as file(s) in any of the com-
puter aided design (CAD) file format, STL file(s), or additive
manufacturing file format. It can also be one or more files
providing views of the 3D object in any image file format.
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[0052] The manufacturing machine can be any numerically
controlled manufacturing machine, such as three-dimen-
sional additive manufacturing machines configured for rapid
prototyping, three-dimensional printing, two-dimensional
printing, freeform fabrication, solid freeform fabrication, and
stereolithography. Manufacturing machines can also include
a subtractive manufacturing machine, including machines
adapted for drilling, milling, turning, laser cutting, waterjet
cutting, plasma cutting, wire electrical discharge cutting,
cold, warm and hot forging metal fabrication, computer
numerical controlled fabrication machine, and/or an additive
manufacturing machine, and/or an injection molding
machine. The manufacturing machines further include an
extrusion manufacturing machine, a melting manufacturing
machine, a solidification manufacturing machine, an ejection
manufacturing machine, a die casting manufacturing
machine, a stamping process machine, an assembly robot
assembling 3D objects from pieces or blocks.

[0053] The manufacturing machines can include a manu-
facturing machine configured to perform manufacturing
using one or more of metal, wood, ice, stone, glass, nuclear
materials, pharmaceuticals, edible substances, living sub-
stances, cells, chemical molecules, sand, ceramic materials,
aluminium, silicon, carbides, silicon nitrides, silicon car-
bides, metal/ceramic combinations including aluminiuny/sili-
con nitride, aluminium/silicon carbide, aluminium/zirco-
nium and aluminium/aluminium nitride including materials
alterable by friction, heating and cooling.

[0054] The manufacturing instructions can be, e.g.,
G-codes or other instructions according to any computer lan-
guage, including numerical control (CNC) programming lan-
guage, but also high-level languages like python, java, PHP,
etc. Such manufacturing instructions define where to move to,
how fast to move, and through what path to move the opera-
tive part of the manufacturing machine, such as the printing
head, the extruder head, etc, as well as other manufacturing
parameters.

[0055] The communication channel can be provided by any
technology used for numerically controlling manufacturing
machines, e.g., any computer network using any communi-
cation media (i.e., wireless or wired), communication proto-
col (e.g., Internet Protocol, or Ethernet protocol, etc), or scale
(e.g., near field network, personal network, local area net-
work, wide area network. Also virtual private networks, peer
to peer connections, or over satellite communication channels
may be used.

[0056] The block diagram shown on FIG. 2 further clarifies
the architecture of the streaming server 201 according to one
embodiment and corresponding manufacturing machine 213
comprising a Stream Receiving Module 207 and an Opera-
tional Module 212. The Streaming server 201 according to
this embodiment comprises a Source of 3D models 202 for
providing 3D models, a module 203 for converting 3D model
to manufacturing instructions, a module 204 for obfuscating
and hashing the manufacturing instructions into a hashed
stream, and a Streaming Module 205 for outputting said
hashed stream over a computer network to the manufacturing
machine. The hashing is controlled by Precise Time Based
Pseudo Number Generator Module and performed using a
hash table provided by a Dynamic Hash Tables Database 207.
[0057] The stream processing module 207 comprises a
Hash Lookup Module 208 for converting the hashed stream
into stream of instructions. This converting is controlled by
Precise Time Based Pseudo Number Generator Module 210
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and performed using a Dynamic Local Hash Tables Database
209. The converted stream of instructions is sent to the opera-
tional module using instruction interpreter and streamer 211.
[0058] The block diagram of FIG. 3 shows a multimode
streaming system, comprising several Secure 3D Object
Streaming Servers (shown as 301, 302 and 303), connected to
computer network such as Internet 304, a manufacturing
machine 305, also connected to the computer network, and at
least one source of 3D models 306 for providing 3D models to
be streamed.

[0059] One embodiment of the secure streaming method is
shown as a flowchart in FIG. 4. The secure streaming method
comprises the steps of providing a 3D model representing a
3D object to be reproduced 400, converting said 3D model
into a set of instructions, such as G-codes for operating the
manufacturing machine 401, optionally obfuscating said set
of instructions 402; providing a server hash table 403, hash-
ing said set of instructions 404 and streaming said hashed set
ofinstructions to manufacturing machine over a communica-
tion channel 405. On the manufacturing machine side, the
method comprises the steps of receiving the hashed set of
instructions 406, calculating on said manufacturing machine
a Local Hash Table corresponding to and loosely synchro-
nized to said server hash table 407, converting the hashed
stream into a stream of instructions, using said Local Hash
Table 408, deobfuscating the stream of instructions, if neces-
sary 409 and using the converted stream of instructions for
controlling the operational part of the manufacturing machine
410.

[0060] The flow diagram of FIG. 5 shows a modified
embodiment of the invention. The secure streaming method
comprises the steps of providing a 3D model representing a
3D object to be reproduced 500, creating a virtual machine for
streaming the 3D model 501, converting said 3D model into a
set of instructions, such as G-codes for operating the manu-
facturing machine 502, optionally obfuscating said set of
instructions 503; providing a server hash table 504, hashing
said set of instructions 505, creating a secure connection
channel between a server and a manufacturing machine 506,
streaming said hashed set of instruction to manufacturing
machine over secure connection channel 507 and destroying
the virtual machine 508. This approach makes it impossible to
recover the hash table used for hashing from the server side as
it is permanently destroyed together with the virtual machine.
On the manufacturing machine side, the method comprises
the steps of receiving the hashed set of instructions 509,
calculating on said manufacturing machine a Local Hash
Table corresponding to and loosely synchronized to said
server hash table 510, converting the hashed stream into a
stream of instructions, using said Local Hash Table 511,
deobfuscating the stream of instructions, if necessary 512 and
using the converted stream of instructions for controlling the
operational part of the manufacturing machine 513.

[0061] The flow diagram of FIG. 6 shows another modified
method. The secure streaming method comprises providing a
3D model representing a 3D object to be reproduced by a
manufacturing machine 600; providing a table of instructions
for said manufacturing machine 601; converting 3D model
into a set of instructions for operating said manufacturing
machine 602; splitting said set of instructions into N splits
603, setting a counter to one 604; optionally obfuscating n™
split 605, providing a server hash table for n” split 606;
hashing n” obfuscated split 607; streaming n” hashed set of
instructions to manufacturing machine over secure connec-
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tion channel 608, checking if further splits exist 609, and if so,
repeating steps 605 to 608 for n=(n+1)* split 610. This
method provides increased security as several hash tables are
used for hashing the same stream. On the manufacturing
machine side, the method comprises the steps of receiving
hashed split sets of instructions 1 to N 611, calculating L.ocal
Hash Table for each 1 to N hashed split corresponding to and
loosely synchronized to corresponding n” server hash table
612, converting said streamed hashed splits into split sets of
instructions 613, deobfuscating the split sets of instructions,
ifnecessary 614, combining said split sets of instructions into
the stream of instructions for controlling the manufacturing
machine 615 and using the converted stream of instructions
for controlling the operational part of the manufacturing
machine 616.

[0062] Method as shown on FIG. 5 can be combined with
the method as shown on FIG. 6, i.e., by creating a virtual
machine for obfuscating, hashing and streaming each n™ split
and destroying the virtual machine as soon as the streaming of
the n split is completed.

[0063] FIG. 7 shows a block diagram of another embodi-
ment. 3D model 701 is provided. Manufacturing Machine
Instructions 702 are calculated, using Manufacturing
Machine Instructions Database 703. The instructions are split
into N splits shown as 704 to 706. Then, the splits 704 to 706
are processed in parallel by first obfuscating the splits into
obfuscated splits 707 to 709, then hashing each of said obfus-
cated splits into hashed splits 710 to 712, using a Dynamic
Hash Table State for Time moment N 713, a Dynamic Hash
Table State for Time moment K 714, and a Dynamic Hash
Table State for Time moment Q 715 correspondingly. Each of
the hashed splits 710 to 712 are then independently streamed
over a network 716 Time moments N, Q and K may be
unrelated to the specific split to be processed, so one dynamic
hash table can be used to process more than one split, as well
as more than one dynamic hash table can be used to process a
single split.

[0064] At thereceiving side, at the manufacturing machine,
each of the hashed and streamed splits 717 to 719 are con-
verted back to instructions splits 720 to 722, using a Dynamic
Hash Lookup Table State for Time Moment N 723, a
Dynamic Hash Lookup Table State for Time Moment N 724
and a Dynamic Hash Lookup Table State for Time Moment N
725 respectively, the splits are combined and outputted to the
operational part of the Manufacturing Machine 726.

[0065] FIG. 8 shows another embodiment of the invention.
The server is run in a service cloud. The server comprises 3D
models Database 802, Obfuscating and Hashing Module for
Virtual Machine Streaming 803, A Dynamic Hash Tables
Database for Virtual Machine Instance Image Hashing 804
and a Precise Time Based Pseudo Number Generator Module
805. Several virtual machine Instances A(1) to A(N) (shown
as 806 to 808) can be initiated at the server, each virtual
machine instance comprising an operating system 8081,
obfuscating and hashing module 8082, a dynamic hash tables
database 8083, a precise time based pseudo number generator
module 8084 and a streaming module 8085. The hashed vir-
tual machine instance image is streamed to the receiving
module of manufacturing machine 809, said module com-
prising a Dynamic Local Hash Tables Database 8091, Hash
Lookup Module for converting the Hashed Virtual Machine
Instance image 8092 and precise time based pseudo number
generator module 8093. The hashed 3D model is then
securely streamed to be converted to the stream of instruc-
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tions principally as described above, using a Streaming mod-
ule of the manufacturing machine 810, comprising a Hash
Lookup Module 8101, a Dynamic Local Hash Tables Data-
base 8102, precise time based pseudo number generator mod-
ule 8103 and Manufacturing machine instructions interpreter
and streamer 8104.

[0066] It is obvious for the skilled person that the different
examples of the methods as described above can be freely
combined. Similarly, the different examples of the systems as
described can be freely combined. For example, instead of or
in addition to hashing, other methods of encoding can be
used, e.g. obfuscating the instructions, applying arithmetic
coding to the instructions, or encrypting the instructions.
Virtual Machines can be run in a cloud system. The streaming
can be provided as a service in a cloud system. Each comput-
ing device connected to the network can be provided with
software to run as a secure streaming server, so the designers
can provide secure streaming of their 3D models for manu-
facturing. In a peer to peer system, each computing device
connected to the peer to peer network can be programmed to
act as a secure streaming server. Each computing device
connected to the computer network, including the peer to peer
network can be modified to act as a source of 3D models. Such
computing device may be adapted to securely stream the 3D
models to another secure streaming server for streaming to
the manufacturing machine, or the source of 3D models can
be integrated with secure streaming server to directly stream
to the manufacturing machine.

[0067] The cryptographic hash functions include such well
known functions such as message digest algorithms (MD4,
MD3), secure hash algorithms (SHA-1, SHA-2, SHA-3),
Skein, Keccak, RadioGatun, PANAMA, and many others.
The ideal cryptographic hash function has four main proper-
ties: it is easy to compute the hash value for any given mes-
sage; it is infeasible to generate a message that has a given
hash; it is infeasible to modify a message without changing
the hash; it is infeasible to find two different messages with
the same hash. Instead of cryptographic hash functions, other
one way functions having similar properties (i.e., easy to
compute on every input, but hard to invert given the image of
arandom input) can be used for hashing. Even though general
purpose hash functions can be used, also special purpose hash
function can be designed, taking into account the nature of the
data to be hashed (i.e., the instructions for controlling the
manufacturing machine). Checksum functions, cyclic redun-
dancy checks, checksums and fingerprinting functions can be
used for hashing. Hashing can be performed using nonlinear
table lookup.

[0068] The method and the system for secure streaming
may be also useful in other fields of technology where secure
streaming is required, e.g., 1. for streaming control com-
mands for controlling objects from a distance, or 2. for
streaming commands from one operating module to another
module of a car, aircraft, ship, electronic or computing device,
etc. 3. for media broadcasting (radio, television), 4. for broad-
casting of 3D object from storage module to a presenting
module of 3D device, like 3D projectors in 3D cinema, 3D
TV, SMART TV, 3D gaming consoles, 3D mobile Apps, 3D
virtual reality glasses, augmented reality applications and
devices, 3D hologram devices and applications. It is imme-
diately apparent for the skilled person that in this case, instead
of instructions for controlling the manufacturing machine,
different types of instructions, suitable for controlling such
device need to be used.
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[0069] While the method is based on streaming the instruc-
tions to the manufacturing machine, it could also include
temporarily buffering or caching the stream in the manufac-
turing machine or on the server side before sending.

[0070] The system is shown on FIG. 1. In the Cloud, there
is a Master server comprising:

[0071] An APIF (Application programming interface for
Front End), which is preferably a secured API (for example
SSL, other kind), used by a Marketplace of 3D models. The
secured streaming is initialized through the Marketplace.
[0072] An API B (Application programming interface for
Back End), which is preferably a secured API (for example
SSL, other kind), used by back end solutions of right holders
to securely upload 3D models into a Secured Storage of 3D
object models.

[0073] AnAPIVM (Application programming interface on
Virtual Machines), which is preferably a secured API for
communication with the Secured Storage of 3D object mod-
els.

[0074] Virtual Machines, wherein every virtual machine
VM 1 to VM N instance is executed for predetermined
amount of time, for specific (i.e., one and only) 3D object
model to be reproduced and for specific (i.e., one and only)
3D printer to be used for such reproduction. After the stream-
ing session is completed, the Virtual Machine responsible for
this streaming session is destroyed. Streaming session uses
floating hashing tables to secure the streaming process; using
hash tables for secure streaming is described in co-pending
EP application No EP13151981.1.

[0075] An authorization table for 3D printers is kept on
Master Server. Such table contains information on registered
3D printers, unique printer identifiers, permissions (e.g.,
license) start and end date, time of streamed 3D models,
current state of the registered 3D printer (busy, available, not
connected, network error, etc.), etc.

[0076] The Cloud also comprises a Secured storage of 3D
files, where the 3D files and their parameters, as well as the
meta information is stored. The Master Server can access the
Secured Storage only for writing (Write Access Only). Only
the correct Virtual Machine can access the Secured Storage
for reading 3D files from the Secured Storage.

[0077] Different parts of the system in the Cloud (the Mas-
ter Server, the Virtual Machines, the front end, the back end,
the Secured Storage, the 3D printers, etc) are connected to
each other in using secured connection, such as virtual net-
works, such as OpenVPN.

[0078] There is a proprietary protocol used by different
parts of the cloud for communicating to each other. This
protocol utilizes hashing and other encryption algorithms.
[0079] A 3D printer is connectable to the Master server. 3D
printer could be any kind of 3D printer (USB connected,
networked, Wili printer, etc.). The printer communicates
with the Cloud through a chip inside the 3D printer, a board
inside the printer, or through a standalone device connected to
the printer, or using computer software outside of the printer.
Both 3D Printer internal parts, and external parts could be
physically secured by a silicon/other material solid filling, or
metal in-casing to make it rather impossible to disassemble,
orwhen disassembled, the device will become non-operative.
[0080] 3D printer is visible to a Cloud even if it is a behind
a number of firewalls. 3D printer could have external IP
address, but not necessarily. This is accomplished by so-
called printer to server for virtual machine peer-to-peer vir-
tual network.
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[0081] The Master Server is adapted to run a number of
detective checks which detect that if some suspicious activity
happens in protocol, virtual network, cloud, master server, 3d
printer, secure storage, virtual machine, etc., including ports
scanning, excessive IP addresses in virtual network, wrong
requests to API, behaviour inside protocol, alarm on every
server (special commands and codes that should be executed
in the first X seconds after connection to the server, port
knocking before connection to the machines)

[0082] The secured 3D Printing Protocol used for secure
streaming has the following parts:

[0083] Establishing a secured connection between the 3D
printer and corresponding Virtual Machine, using two way
SSL certificates;

[0084] Authorizing the 3D printer using personal certifi-
cates, unique identification number, etc.

[0085] Checking Network quality and speed (using, e.g.,
ping, upstream, downstream).

[0086] Sending blocks of hashed and preferably crypted
g-codes, STL file chunks, etc.

[0087] Controlling the printing process (pause, stop,
resume, status, temperature of extruders, etc.)

[0088] Checking the quality of the 3D printing, e.g., by
providing video or photo stream of the printed model.
[0089] Marketplace could be any source of 3D models, e.g.,
3D model web store, or other web based source of 3D models,
such like Thingiverse, Shapeways, Cubify, GrabCad, Ama-
zon, eBay, etc. Marketplace is a Front end solution that con-
nects to the Master Server through the front end APIF. For an
end customer it is possible to initialize secured streaming of a
3D model from marketplace to a 3D printer of his choice,
paying printing licence fee, choosing parameters for printing,
initialize streaming of the model partially or at once to the 3D
printer via a secured protocol. Moreover it is possible to
distribute secured 3D models via email, facebook, twitter etc.
This will lead to a web page (marketplace) with the possibility
to buy and start streaming.

[0090] Back end is a system for management of 3D files by
a right holder. Right holder can upload and protect 3D files,
choose where they would like to publish these files for sales
(e.g., on which Marketplaces), to assign descriptions, tags
and keywords to files, choose number of prints allowed, set a
price for every print, see a distribution statistics of 3d files, or
to unpublish files from stores,

[0091] 3D printers could be registered with the Master
Server at the stage of manufacturing or during usage.

[0092] The Secured Storage resides on an encrypted seg-
ment of storage. This encrypted storage segment could be
decrypted only by several human beings or any automation
tool outside of the Master Server, so that if the server is
physically stolen the database with 3D objects is not recov-
erable by a third party.

[0093] One example of the method according to present
invention is depicted on FIG. 2. The method comprises the
steps of receiving a request to print a 3D object (3D Model,
3D printer) 1000, checking permissions to print the 3D object
at Master Server 1001, Creating a Virtual Machine for print-
ing said 3D object 1002, said Virtual Machine checking in at
said Master Server 1003, Authenticating said 3D printer at
said Virtual Machine 1004, said Virtual Machine retrieving a
3D model from a Secured Storage 1005, said Virtual Machine
calculating and streaming instructions for 3D printer 1006,
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said Virtual Machine Monitoring the printing progress 1007,
Destroying the Virtual Machine when printing is completed
1008.

1. A streaming method in a secure manufacturing system
comprising a streaming server and a numerically controlled
manufacturing machine connected to said streaming server
over a communication channel, the method comprises pro-
viding to the streaming server a 3D model of a 3D object to be
manufactured by said manufacturing machine characterized
in that the method additionally comprises on said streaming
server, converting said 3D model into a set of manufacturing
machine specific instructions for operating said manufactur-
ing machine; encoding said set of instructions into a set of
encoded instructions by applying simultaneously or in
sequence at least one of the processes selected from the group
consisting of calculating a set of hashed instructions by
applying a cryptographic hash function to said set of instruc-
tions, calculating a set of obfuscated instructions by applying
obfuscation function to said set of instructions, applying
arithmetic coding to said set of instructions, applying digital
fingerprints, calculating checksums, calculating hash values,
calculating digital DNA, and encrypting said set of instruc-
tions; and

outputting said set of instructions to said manufacturing

machine over said communication channel.

2. A method as in claim 1, comprising providing a server
hash table on said streaming server; hashing said set of
instructions into a hashed set of instructions, using said server
hash table; and outputting said hashed set of instructions as a
hashed stream of instructions to said manufacturing machine
over said communication channel.

3. A method as in claim 2, comprising on the manufactur-
ing machine receiving said hashed stream; calculating on said
manufacturing machine a local hash table, corresponding to
said server hash table; converting said hashed stream, using
said local hash table into a stream of instructions and output-
ting said converted stream of instructions to operate the
operational part of the manufacturing machine.

4. A method as in claim 2, comprising during said hashing
repeatedly regenerating said hash table and correspondingly
regenerating said local hash table during said converting said
hashed stream according to a predetermined algorithm.

5. A method as in claim 1, comprising splitting said set of
instructions into split sets of instructions, obfuscating each of
said split sets of instructions, hashing each of said obfuscated
splits, streaming said hashed obfuscated splits independently
over said communication channel from the streaming server
to the manufacturing machine, converting said streamed
splits into split sets of instructions and combining said split
sets of instructions into the stream of instructions for control-
ling the manufacturing machine.

6. A method as in claim 1, wherein said providing said 3D
model comprises creating a secure connection over a com-
munication channel between the streaming server and a
source of 3D models, hashing said 3D model at the source of
3D models, transferring said hashed 3D model to said stream-
ing server, and re-hashing said hashed 3D model for stream-
ing to said manufacturing machine.

7. A method as in claim 1, creating a virtual machine on
said streaming server for each instance of streaming said 3D
model and destroying said virtual machine after said instance
of streaming said 3D model is completed.
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8. A method as in claim 7, comprising destroying said
virtual machine and creating new virtual machine instance so
that each instance of streaming is carried out by more than one
virtual machine.

9. A method as in claim 7, comprising creating more than
one virtual machine for each instance of streaming, so that
different parts of said 3D model are streamed by different
virtual machines.

10. A method as in claim 1, wherein the system comprises
a computer device, comprising a source of 3D models, said
computer device connected to said streaming server over a
communication channel, the method comprising creating on
said computer device a first virtual machine for providing said
3D model to said streaming server, hashing said 3D model in
said first virtual machine, creating a secured virtual machine
instance on said streaming server, receiving hashed 3D model
by said secured virtual machine instance, storing said hashed
3D model in memory hash table, materializing said secured
virtual machine instance into hashed virtual machine instance
image, said image is transferred to a second computer device
connected to a manufacturing machine, executing said
secured virtual machine instance on said second computer
device and streaming locally said hashes of the 3D model to
said manufacturing machine.

11. A method as in claims 1, wherein said secure manufac-
turing system comprising a plurality of streaming servers,
each streaming server connected to Internet and said steps of
secure streaming are carried out by more than one streaming
server in concert.

12. A method as in claim 11, comprising each of said
streaming servers streaming a different part of said 3D model
to be manufactured.

13. A secure numerically controlled manufacturing sys-
tem, comprising a streaming server; comprising a conversion
module adapted for receiving a 3D model representing a 3D
object to be manufactured and converting said 3D model into
a set of manufacturing instructions, an obfuscating and hash-
ing module adapted to obfuscate and to hash said set of
manufacturing instructions into a hashed set of instructions, a
dynamic hash tables database adapted to provide hash tables
for said hashing module and a precise time based pseudo
number generator module; a source of 3D models, connected
to said streaming server over a communication channel; and a
manufacturing machine, connected to said streaming server
over a communication channel, said manufacturing machine
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comprising an operational module, a hash lookup module for
converting said hashed set of instructions, a Dynamic Local
Hash Tables Database for providing hash tables for hash
lookup module and precise time based pseudo number gen-
erator module for independently synchronizing the hash
tables of the manufacturing machine with the hash tables used
on said streaming server.

14. A system as in claim 13, comprising a plurality of
streaming servers, each of said streaming servers connected
to Internet and adapted perform said secure streaming in
concert.

15. A system for secure 3D printing, comprising a 3D
printer, comprising a secured module, and connected to a
Cloud over said secure module; a Master Server located in the
Cloud, said Master Server comprising a front-end application
programming interface for Front End API F and an applica-
tion programming interface for the back end API B, wherein
at least one Marketplace for providing 3D models is con-
nected to the Master Server with through the API F, the
system further comprising a Secure Storage for 3D models,
wherein said 3D models can be uploaded into a Secure Stor-
age in the Cloud using back end through the API B, wherein
the Master Server is adapted to receiving a request to print a
3D object, checking permissions to print the 3D object at
Master Server, creating a Virtual Machine for printing said 3D
object, said Virtual Machine is adapted for checking in at said
Master Server, authenticating said 3D printer at said Virtual
Machine, said Virtual Machine adapted for retrieving a 3D
model from a Secured Storage, said Virtual Machine adapted
for calculating and streaming instructions for 3D printer, said
Virtual Machine adapted for monitoring the printing
progress, and destroying the Virtual Machine when printing is
completed.

16. A method of secure streaming for 3D printing, the
method comprises the steps of receiving a request to print a
3D object, checking permissions to print the 3D object at
Master Server, creating a Virtual Machine for printing said 3D
object, said Virtual Machine checking in at said Master
Server, authenticating said 3D printer at said Virtual Machine,
said Virtual Machine retrieving a 3D model from a Secured
Storage, said Virtual Machine calculating and streaming
instructions for 3D printer, said Virtual Machine Monitoring
the printing progress, and destroying the Virtual Machine
when printing is completed.

* * * * *



Appendix 7 - Corrigendum

Additional comments on paper are below.
In the Publication Il with the notation H™'(h) € & we mean that H™'(h) does not exist.
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