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Abstract

In recent years, we are seeing increase in use of wearable devices, such as fitness tracker
and smartwatches, and smartphones to collect healthcare and activity data. These data are
collected by various entities, doctors and health institutions make use of the data for
monitoring patients’ health, and device manufacturers and software developers are also
interested in collecting for research purpose for improving its products. However, many
of users are not feeling confident with sharing their data even though they are willing to
participate to improve the hardware and software for better healthcare application
capability. The reason behind this is due to the concerns over privacy and data
management done by entities who are collecting the data, which applies to confidentiality

and integrity of data.

The objective of this thesis is to create a design model of infrastructure as a reference,
that can be used to support for future implementation of data collection from healthcare
applications. The healthcare applications aim for a data sharing where the users who are
willing to participate for improving healthcare hardware and software can feel confident

sharing, from the perspectives of data privacy and trust how data are handled.

This thesis is written in English and is 51 pages long, including 7 chapters, 4 figures and
0 tables.



Annotatsioon

Andmete kogumise parandamine tervishoiurakendustest

Viimastel aastatel on tervishoiu- ja aktiivsusandmete kogumiseks itha enam hakatud
kasutama kantavaid seadmeid, nditeks terviseseisundi jélgimise seadmeid, nutikellasid ja
ning nutitelefone. Neid andmeid koguvad erinevad iiksused, arstid ja tervishoiuasutused
kasutavad neid andmeid patsientide tervise jilgimiseks ning ka seadmete tootjad ja
tarkvaraarendajad on huvitatud andmete kogumisest teadusuuringute eesmaérgil oma

toodete tdiustamiseks.

Paljud kasutajad ei tunne end siiski kindlalt oma andmete jagamisel, kuigi nad on valmis
osalema riist- ja tarkvara tdiustamises, et parandada tervishoiurakenduste vdimekust.
Selle pdhjuseks on mure eraelu puutumatuse ja andmeid koguvate iiksuste andmehalduse

pérast eriti kdiges, mis puudutab andmete konfidentsiaalsust ja terviklikkust.

Kiesoleva 10putdd eesmédrk on luua infrastruktuuri disainimudel, mida saab kasutada
tervishoiurakenduste andmekogumisel. Tervishoiurakenduste eesmirk on andmete
jagamine, kus kasutajad, kes soovivad osaleda tervishoiu riist- ja tarkvara tdiustamisel,
voivad tunda end kindlalt andmete jagamise seisukohast ja usaldada andmete kéitlemise

viise.

Loputdd on kirjutatud inglise keeles ning sisaldab teksti 51 lehekiiljel, 7 peatiikki, 4
joonist ja 0 tabelit.
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1 Introduction

In recent years, wearable devices, especially smartwatches and fitness trackers, are
emerging and we are seeing a large increase in the number of people who is owning such
devices. Wearable devices are seen in many daily usages, for example tracking fitness
activities and health monitoring, checking notifications, using it as a watch and many
more. However, majority of the owners are using these devices to keep track of their
activities and constantly monitoring their health. The advancement of wearable device
technology, complemented with many health monitoring features, is allowing doctors to
constantly monitor and collect health data from patients and receive medical check-ups
remotely. Additionally, health institutions are also collecting data for use of health
research and even the device manufacturers and software developers are interested in
collecting these data for improving their hardware and software. These data are constantly
being collected from participants who are willing to share their data from healthcare

applications by entities who are interested in collecting for research purposes.

Despite the increase in number of people using fitness trackers, smartwatches and
smartphones to record their healthcare activities there are some concerns. Many users are
worried about sharing their data between manufacturers and software developers due to
the privacy issue and do not have control over what data are being shared and with which
entities. Although, there have been no solutions discussed for a new method of data
collection from healthcare applications. The purpose of the collection of healthcare
applications’ data from wearables and smartphones is to use these data to improve
algorithms for software, hardware and for research of a new disease. Which enables
device manufacturers and software developers to deliver improved products for a better

experience and accurate healthcare and activity monitoring.

To make possible where people can feel confident sharing their data from healthcare
applications between the entities that are interested in collecting data for improving
hardware and software, the author will propose a new method of data collection. As a

solution to the issues mentioned, the author’s aim for this thesis is to propose a new
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method of data collection from healthcare applications with the focus on confidentiality
and integrity of data. The goals of this thesis are to design an infrastructure diagram model
with the implementation of Hyperledger Fabric for data collection from user health
applications by entities who are interested in collecting data. With the created proposed
diagram of the infrastructure, the author will deeply analyze the data sharing flow
between the healthcare applications, and device manufacturers and software developers.
A flowchart for data flow will be also created by the author for ease of understanding.
Moreover, a deep analysis of the components that are involved in the infrastructure, its
purpose and functionality for implementing confidentiality and integrity of data will be
done. Furthermore, the infrastructure for the data collection is aimed for data collectors
to be able to collect reliable data from the participants who are authorized to contribute
for research and improvements of healthcare applications purpose. Therefore, the
proposed infrastructure diagram for data collection will not just focus from data sharers’
perspective, however also from the perspective of data collector. Lastly, the author will
analyze the use of this infrastructure in other part of healthcare scenarios, not just for
healthcare applications, however, how machine learning can make use of collected data
and referring use case with medical equipment. However, in this thesis the author will not
discuss data collection from medical equipment, since access to the devices are not

possible and data collection from these devices are outside of the scope.

As an overview of the thesis, in Chapter 1, the author will discuss the usage of wearable
devices, the aims and goals of this thesis. In Chapter 2, background research for use of
healthcare applications and its privacy issues will be discussed. In Chapter 3, the
methodology for the thesis will be discussed, giving brief ideas of what the author will
conduct to contribute to this thesis. In Chapter 4, a discussion of the solution for the
improved data collection from healthcare applications that is proposed by the author will
be made. In Chapter 5, a discussion of importance of big data, data security and privacy
will be done. In Chapter 6, an analysis for future work that needs to be further conducted
will be discussed. Lastly in Chapter 7, as a conclusion, the author will mention what has

been achieved and discuss if the aim has been met from the research of this thesis.

In this thesis, the scope for wearable devices is only limited to smartwatches and fitness
trackers. The author is limiting to only these devices, since these devices are directly
connected to the Internet and have ability to share data from the device itself directly

between entities who are interested in collecting healthcare application data.
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2 Background

In this chapter, the author will be conducting background research on healthcare
applications. The research covers, changes in statistical usage of healthcare applications
over the past few years, privacy issues with current healthcare applications data collection

and briefly looks into how Estonia has implemented DLT in e-Healthcare system.

2.1 Use of IoTs and Wearables in Healthcare

Nowadays many healthcare data are being handled electronically as technology rapidly
keeps developing. For example, the use of IoTs and wearables are allowing data
management to be done digitally and automatically rather than having data in paper
format and reduced manual work, such as the use of machine learning to further conduct
health research [1]. According to a research, data that was collected back in 2019
November, 19% of Americans are using healthcare wearables and 15% have used them
before. Additionally, 19% of Americans are preserving their health data digitally on
application and 13% have used it before [2]. According to research done by Gartner back
in 2019, smartwatch spending was $12,412 million worldwide in 2018 [3]. Research that
was conducted in 2021 by Gartner suggests that in 2019, $18,501 million worldwide and
in 2020 it was $21,758 million [4]. Additionally, Deloitte is suggesting that wearable
device usage will keep growing and higher demand worldwide [5]. As the research
suggests there is an increase in the use of wearables for healthcare, which suggests that
there is a transition in healthcare to digitalization from paper format. As many people are
also transitioning to digitally recording their healthcare and activity records, hospitals

need to adapt to the change and remotely monitor patients' healthcare.

Moreover, since COVID-19 has begun, there are changes seen how people have started
using wearables, there is an increase in the use of wearables on regular basis by the people
who had the device already. Other 46% of people have been keep using as usual since
before the pandemic has started, on the other hand there is also an indication of a decrease
in usage of 21%. However, there are interests seen in owning wearables from those who

have not owned one yet, the main purpose is for the health monitoring. Where there is an
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increase in the number of people who are interested in owning a wearable compared to
before COVID-19 started, the increase was from 24% to 27% [6, p9]. Although, not just
wearable devices, health and fitness applications usage on smartphones have increased
throughout the period of COVID-19 pandemic. The research done by Deloitte shows that
there is increase of between 11% and 14% of people who have started monitoring their
health using smartphones. Moreover, there are many interests in keep monitoring their

health using smartphones even the COVID-19 pandemic finishes [6, p10].

As the research shows, the use of wearables and smartphones are increasing in healthcare
since the pandemic has started and people are willing to keep using wearable healthcare
technologies. Which suggests that there is a need for an awareness of how the use of
technologies such as wearables and smartphones will change medical care in the near
future. At the same time, since the increase in demand for use of wearable devices and
healthcare software, there must be a consideration of how these data can be handled
carefully between device manufacturers, application developers and health institutions
for developing and improving hardware, and software for research. Since these health
data that have been collected from wearables contain many sensitive data, especially
when shared between healthcare institutions and doctors. Data sent from health
applications can contain such as heart rate, sleep duration, chronical disease data, blood
oxygen level and physiological data which are very sensitive and must not be shared with
non-authorized entities. Therefore, there is a need for a new method for handling data
between data sharing participants, and device manufacturers and software developers for

use of data from healthcare applications for research purposes of improving its products.

There is a rise in a number of interests in owning wearables since COVID-19 started as it
has been suggested by Delloite's research, for the purpose of monitoring individuals’
health and activities from their wrist for convenience. Moreover, wearables can help
detecting and giving the wearer an early warning of disease symptoms by collecting and
constantly monitoring health [7]. According to the study of Tejaswini Mishra et al, data
collection from wearables of heart rate, steps and other physiological data, enable to
inform the users an early symptom warning by continuous monitoring of health. The
research has been conducted by collecting a large number of healthcare data from
participants’ wearable devices with those who have a normal health conditions, with
COVID-19 symptom, and other health conditions. With those data collected, it has
enabled Tejaswini Mishra et al to construct a model for detecting COVID-19 symptoms
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by examining data with application of statistical analysis using cumulative distribution.
[8] Similar application can be applied for research on different disease symptoms to give
a warning for early signs of symptoms. This enables both the patients and doctors aware

of health condition by constantly monitoring before it gets worse and too late.

Furthermore, companies such as Apple and Google have started studying health, such as
heart study, illness detection, DNA analysis and many more with the use of healthcare
applications. These companies partner up with medical institutions to study health using
health data collected from wearables and smartphones [9] [10]. One of the example cases
is, Mintu P Turakhia et al, a research group from Stanford Medicine and Apple have
worked together back in 2019 to conduct heart studies using wearables. Using health data
collected from participants’ wearables, Mintu P Turakhia et al have conducted research
in identifying patterns of irregular rate of pulse to identify the risk of getting a stroke.
This research involved 419,093 volunteers for the collection of various data from people

with different health conditions. [11]

As the research suggests, to improve healthcare applications features such as predicting
health and medical conditions, device manufacturers and software developers will have
to collect healthcare and activity data from various sources. The same applies to health
institutions that are researching healthcare technology. To collect these data, they are
collected from healthcare applications of users. This enables manufacturers and health
institutions to conduct further research and improve its hardware and software, also
algorithms for detecting early signs of symptoms. As the emergence in increasing use of
wearables, especially smartwatches and fitness trackers are seen recently, it is visible how
these devices are attracting many people to get hands-on with it to take the advantage of
tracking their healthcare and activity records. However, there is a problem from the
privacy perspective, where users who are willing to participate to share their healthcare
and activity records are not feeling confident sharing data, which applies to the data
confidentiality. However, there is another issue from the perspective of data collectors.
Once the data has been collected, the data should not be changed, no unauthorized users
should be able to access, which applies to the data integrity. Since the data that has been
collected earlier can be used for machine learning purposes for developing algorithms for

detecting symptoms and hardware.
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2.2 Privacy Concerns in Health Record Usage

As mentioned in Section 2.1, the usage of wearables for healthcare purpose is increasing,
what this suggest is that more people are starting to record their health conditions from
wearable devices. Although, there are concerns with data collection from these devices,
which is privacy issues, how devices are handling data, data sharing between third parties
and what is being collected. According to Deloitte, which the statistics that were collected
in the US alone, 60% of wearable device users are not concerned with privacy of data
collected through wearable devices, [6] [12] this includes data such as heart rate, GPS
data of where they have gone, steps per day, sleep duration, disease conditions and much
more. Relatively, many users are not concerned over how their data is being used and
handled, which suggests, that there is not much awareness of how these data are being
used or can be a cause of threat on them. On the other hand, 40% of those who own
wearable devices are concerned with privacy and data [12]. Additionally, among those
who own wearable devices, 26% of the owners are subscribing to a health report service,
these services which creates individual health report based on data collected through their
wearable devices. However, 60 percent of those who are subscribing to such services are
worried about how the data is being handled by those service providers [12]. This shows
that, there are users who own a wearable device have an awareness and understand the
risks of their privacy and personal data for sharing with third party services. Although,
when it comes to the device itself collecting data, awareness of how data is being handled
by these devices decreases, many people in the US have answered as they are not
concerned. What this suggest is that wearable device users are not aware of how

manufacturers are handling health data that have been collected through their devices.

For instance, on 30 June 2021, according to Jeremiah Fowler et al [13], the team found
out that the data that has been collected through smartwatches and fitness trackers had
been breached from a database with no password protection. Which led 61 million user
data across world being exposed. Through the investigation, the data breach was
originating from a service that offers a unified API solution to access health data from
various wearables' applications, the application name called GetHealth. The data that was

exposed had contained various health and private data collected from wearable devices:

- Fitness application information

15



- Activity records consisting of heart rate, blood oxygen level, sleep statistics, GPS

tracking data, walking and running speed, weight
- User profile information: First and last name, username, date of birthday, gender
- Manufacturer of the device and OS
- Some other private information collected through GetHealth [13]

The data above can expose sensitive information about the users. For example, if the data
is to be used for monitoring patients’ health data over time for examining their health
based on history, exposed data allows people with an intention to disturb activities of
organizations or other's work to amend data. This leads to compromised data integrity, as
a result, studies done by doctors and health researchers will not be reliable to be used and
valid record of history. Additionally, the author has mentioned in Section 2.1, some
organizations are using health data collected through wearables that are used for machine
learning for research, such as for predicting the health of patients and its wearable users.
As data gets amended, it will also not be available to be used for training models for
machine learning, since the data collected is not valid anymore. Machine learning requires
a large resource of valid and reliable collection of data. As the data is reliable, the model
for predicting data will become reliable. However, if there are false data or any kind of
outliers, these data need to be deleted during the training of model, otherwise including

faulty information will cause inconsistency and unreliable prediction model.

In case data collected from healthcare applications gets to the hands of unauthorized
personnel, it can be used in various ways, such as phishing attacks based on the data that
was collected through the exposed user data. Since the data may contain a name, email,
and other essential information, which enables to send a phishing email. Additionally,
based on exposed health data that has been collected through users' wearable devices, it
can be used to re-identify the original user by further collecting and analyzing the patterns

from various sources such as social media, to perform OSINT. [13]

Moreover, statistical data that was collected back in 2019, in the US, 40% have answered
that they are happy to share health data with the manufacturer of the wearable device. On
the other hand, roughly only 20% of consumers from elsewhere apart from the US have

answered that they are happy to share data with a manufacturer of the wearable device
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[14]. Although there is a population difference depending on the country and purpose for
using health applications may be different, although overall number of people who are
willing to share their health data is low. This suggest that there are many wearable device
users who are concerned of privacy, how their data are going to be used and handled. As
users do not feel confident sharing data, this causing device manufacturers, software
developers and health institutions are not able to collect enough data for research purposes

from a wide range of users with different backgrounds.

In figure 1 below, there are images for preference for data sharing options for healthcare
applications from smartphones and wearable devices, which the screenshots were taken
from Apple iOS and Android devices. As figure 1 is showing, on the left, is a screenshot
from Apple i0S device. Apple is mentioning that health data collected from individuals
are used for improving its products and services. Additionally, in their “About Improve
health and Activity & Privacy...” [15] it is mentioned that collected data that has been
shared by users maybe shared between health and medical services, also stored
information between third-party providers. Moreover, in “About Improve Health Records
& Privacy...” [16] they are stating that during the transfer of information and data storage
in the database, data are in the state of encrypted format. Looking at the Google Fit on
the other hand in figure 1, the pictures attached in middle and right, it is not showing any
information how Google is handling collected data. Although, users have the opportunity
to whether they do not want to connect Google Fit with other applications on the phone,

which also exist in the Apple health application.

< Back Analytics & Improvements

Allow your Assistant to access
respiration data?

Improve Health & Activit
P ¥ This includes respiration data from Google

Improve Health Records

Improve Handwashing

Improve Wheelchair Mode

Google Fit on your Assistant
devices

You can choose which of your Google Fit data to
share with your Assistant. This includes data
added to Google Fit by your connected apps and
devices

Sleep data (-]
Allow your Assistant to access sleep
data like schedule, duration and

quality

Respiration data ()

Allow your Assistant to access your
respiration rate

17

Fit, and from other services that you've
connected to Google Fit

On devices with personal results turned on,
your Assistant will use this data to answer
your questions

On devices with proactive results turned on,
your Assistant may show this data,
suggestions and related content without
you asking

This data also helps troubleshoot and

improve your sleep experience with
Assistant

Cancel Allow

Figure 1. Healthcare sharing preference



Although, it is not clear whether the data is stored securely and during the transmission
from device to their database. Since the author has taken up the case, where health data
that has been collected from smartwatches and fitness trackers have been breached,
affecting a large number of users putting into threats. Moreover, the manufacturer of the
device has mentioned that they may share data between third parties, however, the users
who are contributing do not know, which third parties have their data. Which causing
users who are willing to contribute for improving the hardware and software of healthcare
applications to not feel confident sharing data, due to no understanding of who has read
access to the data, since it is confidential data. Furthermore, the data they are sharing is
not for advertisement purposes, the main aim is to contribution toward improved
hardware and software for healthcare and activity recordings. It is concerning for users
that are contributing for improving the healthcare application, instead, if their health data
gets breached due to a lack of security measures taken by third parties, which leads data
can be used to analyze the pattern to re-identify the original person and unauthorized

personnel to have access to confidential data.

Although, sharing data between device manufacturers may have some threats. Since the
users may not know how the data are being handled even though it is mentioned that data
are encrypted and only used for improving their products, for instance, data can be used
for advertisement purposes. Additionally, the data collector may share data between third

parties to conduct research together to improve hardware and software without consent.

2.3 Distributed Ledger Technology in Healthcare

One of the types of DLT is a blockchain [17], where every block holds information, such
as transaction details, and they are chained up together to form one chain. The blocks that
are chained up together are distributed among other participants who are participating in
the network. To preserve historical data, the blocks are chained together to form one
chain, only new records can be added to the chain, therefore it allows to keep the data
integrity by avoiding any changes to be made in the information that has been added
earlier. Since the record, which is a ledger, is shared among the participants in the
network, it is decentralized, not only one person has a ledger, but people who are all
participating have the same ledger to enable the data availability. In blockchain the first
block is called the genesis block, which has no link to any previous block [18]. Each block
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holds certain information, which consists of the two sections, block header and block

data, which contains the following in each section:
- Block header
o Block location number
o Hash value of the previous block in header
o Hash value of the block itself
o A timestamp of the transaction
o Block size

o Nonce, this may or may not be included, use case for solving a hash of a

block
- Block data
o Details of transactions and events
o Other necessary data [19]

The information stored in the block header section keep records of how each block is
connected to one another. If new information comes in, new block is created and chained
together after the final block in the chain. The purpose of DLT is, by referring to how
blockchain is constructed, one of them is “integrity.” Integrity is to ensure that the data is
consistent and protected against any unauthorized changes to be made in data. Since each
block accommodates the hash of its block and the hash of its previous block in the header,
it makes sure that the sequential order of the chain of the blocks is correct and connected.
Otherwise, if an attacker modifies the data in a block, the hash value of the block will
change, which causes the chain of the block to be broken. Since the blocks will not be
able to be chained up together, as the block that is chained behind the block that has been
modified will have different hash value from the previous block in its header, which
breaks the connection. Even a small change made in the data causes in completely
different hash value, which DLT focuses on tamper-proof record. Additionally, the

decentralized model makes it harder to make changes in ledger structure, since all the
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nodes that are participating in the network have a copy of same structure. Therefore, if
ledger gets modified, it can be compared between other nodes, enabling consistency of

the structure [20]. This makes sure integrity and availability of data from the CIA triad.

Second purpose of DLT is to keep availability [21, p7]. Availability is to ensure that the
data is reliable and accessible promptly. Since DLT is decentralized, therefore everyone
who is participating in the network has a copy of the same ledger. For instance, if new
information comes in and ledger gets updated, ledger will also be updated on other nodes,
which makes sure that the information is up to date. Additionally, as the record is kept on
multiple nodes that are participating in-network, even if one of the nodes goes down, data
is still available, [22] which avoids from a single point of failure. This is possible with

the point of view of decentralized technology.

One of the examples of DLT usage in healthcare is e-Health service in Estonia. The
electronic health record is being used in Estonia to keep healthcare records accessible
from different healthcare services of each patient from a single place. To keep electronic
healthcare records tamper-proof and preserve privacy from any kind of attacks, Estonia
is making use of KSI blockchain which has been developed by Guardtime in Estonia [23].
KSI blockchain focuses on data integrity, which enables to ensure that data is reliable and
consistent, therefore both the doctors and the patient will see the same latest data of their
health records. Moreover, to preserve the history of healthcare records. To preserve
privacy for the data stored in the ledger, PKI is used to ensure only authorized users can

access the private data.

Estonia has started to implement KSI blockchain since 2008 to test out the technology
and by 2012, they have started to use in live. Since then, Estonia has implemented use of
KSI blockchain in many registries that is used by government, not only in healthcare, for
instance, population registry, property registry, business registry and many more [24].
Additionally, as a solution for COVID-19 vaccination certificates, KSI blockchain is also
being used to ensure data integrity [25], therefore the certificates cannot be amended and

keep the validity of period by having a timestamp.
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3 Methodology

Speaking of emergence in number of usages in wearable devices and smartphones to keep
health records, there must be a need for consideration of improving data collection by
manufacturers and developers. From the perspective of integrity and confidentiality of
data, there is a need for a solution with a new initiative way to securely handle health
records. The research to improve data collection of healthcare data from smartwatches
and fitness trackers with the use of DLT is constructed with the implementation of the
author’s theory knowledge. Which are required during the data collection from healthcare
applications from smartwatches and fitness trackers. To support the author’s
implementation, external resources, scientific reports and sources available online will be
used. The outcome of this thesis is to create a prototype diagram of infrastructure will be

created.

Overall aim of this thesis is to:

Analyze different types of available distributed ledger technology [26][27] and
introduce Hyperledger Fabric DLT framework [28]

- The author will create a proposed infrastructure diagram model of how
Hyperledger Fabric DLT framework can be implemented for data collection from

healthcare applications by organizations with the aid of research papers [41]

- Analysis of the proposed infrastructure and its functionalities and implementation

of data collection

- Briefly analyze the application of data collected through proposed infrastructure

for improving healthcare applications.
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4 Solution

In this chapter the author will propose a solution for a new method of data collection from
healthcare applications with the implementation of Hyperledger Fabric framework with

a focus of confidentiality and integrity of data.

4.1 Available Blockchain Technologies

There are public and private blockchains, the author will briefly describe each blockchain,
how they are different from each other. By understanding the difference, the author will
further implement blockchain for data collection from healthcare applications with a

focus on data confidentiality and integrity.

4.1.1 Public Blockchain Technology

The use of public blockchain is such as cryptocurrency, Bitcoin. Public blockchain is
publicly open for anyone to join the network, participants do not require permissions or
identify themselves as they are part of the member [26, p153]. Since anyone can join the
network, there is no central authority who manages the network, moreover, anyone can
read and make a new transaction to update the blockchain [27, p2]. As every new
transaction is made, new block will be added to the very end of the blockchain, as it is
mentioned in Chapter 2, Section 2.3. Once after the transaction has been made in public
blockchain, verification must happen, for example if money is to be sent to another user,
it must check if the sender has enough money in their account. To verify this, users who
are participating in the network, in other word, “miners” will validate it, then appended

to the end of the blockchain [29, p3].

4.1.2 Private Blockchain Technology

The use of private blockchain is where the access to the network needs to be restricted to
certain users, they must be trusted to be a member of the blockchain. Unlike public
blockchain network, private blockchain is not open to anyone, it may be created by a
company for only specific members to be able to join or clients who have been approved

to join the network [26, p153]. In private blockchain network, it can be restricted to who
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can read and write data, whether only to certain or all participants in the network. Once a
transaction is made, the validation of block can be done by certain nodes that is
responsible for validating [27, p2]. Private blockchain allows restrictions on who can join
the network, which prevents from data to be publicly available and who can write data in

blockchain. Which private blockchain is suitable for use within the organization purpose.

4.2 The Proposed Technology: Hyperledger Fabric

The author’s proposal for data sharing from participants’ healthcare applications to device
manufacturers and software developers, is to implement Hyperledger Fabric. It is a
framework for private and permissioned DLT [28], it defines access privilege for each
participant to restrict read and write data in blockchain [29, A22]. Therefore, even if the
participants in the network are approved to join, not everyone has permission to read and
write inside blockchain, which offers greater control of the data confidentiality. Since
healthcare and activity records collected from smartwatches and fitness trackers are
confidential, storing this kind of data in public blockchain will enable anyone to see.
However, using private and permissioned DLT, Hyperledger Fabric framework enables
users to share data between certain data collection entities with the confidence of data
confidentiality and integrity. Since, Hyperledger Fabric has not been applied in the use of
data collections by device manufacturers and software developers. Therefore, the author
will propose the implementation of the technology for improving data collection from

healthcare applications in this thesis.

To understand Hyperledger Fabric, it is one of the private DLTs, however this is a
framework, it aids for the development of applications where it requires implementation
of private DLT functionality. Hyperledger Fabric is an open source project and the
architecture can be designed according to the needs of solution for an application, these
components will be discussed later in the chapter, Section 4.5 Components. Moreover,
since it is a private DLT, only the members can interact inside the blockchain network.
However, Hyperledger Fabric allows further restrictions inside the network, where only
permitted members inside the network can read and write ledger. Confidential data can
be only shared between permitted members in the network, therefore not all the members

inside the network can read nor write in ledger. [28] Further implementation of the
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Hyperledger Fabric for proposed data collection from healthcare application will be

introduced later in the chapter.

4.3 Implementation

This thesis is to implement a proposed model diagram for collecting healthcare and
activity records from smartwatches and fitness trackers between users, and device
manufacturers and software developers. To understand the whole picture of the
implementation, proposed infrastructure diagram from a new method of data collection
from healthcare applications, which has been created by the author is attached below,
figure 2. The components and its descriptions which are involved to create infrastructure
with the use of Hyperledger Fabric is described later in the chapter. They are implemented
accordingly to meet the goal of this thesis, which is improving data collection from
healthcare applications by device manufacturers and software developers with the focus
of data confidentiality and integrity. Which enables to develop trust between the users

and data collectors for creating better health applications.
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Figure 2. Data collection with Hyperledger Fabric diagram

24



4.4 Components

4.4.1 Health Application

The main source where the data is collected is the health application. From the health
applications, users who are willing to share their data will be sent to third party entities,
device manufacturers and software developers. It is the point where data will be collected

from a user and sent out from.

4.4.2 Local and Channel MSP

Every participant on the channel has an identity. The identities which are held by
individual participants who are involved in the Hyperledger Fabric channel network
performs an important role. Since Hyperledger Fabric channel is a permissioned
blockchain, the participants who are involved are authorized and identified what
permissions they have. To identify, individual participants' principals are identified in
their digital identity for defining the permissions they are granted. These identities are
issued by CAs [29]. The participants are the following according to figure 2 diagram
created by the author:

- User application
- Peer and ordering nodes
- Organizations

The MSP has a responsibility to provide what roles every member in the channel has, by
holding the identity that was issued by CA. With the use of PKI, MSP allows identity to
be verified on the channel between nodes during the transaction [31], which allows them
to identify themselves that they are authorized participants on the channel. During the
issuance of certificates to the members who are participating in the channel, certificates
are issued from intermediate CA rather than the root CA [32]. This is due to the case if
the root CA has been compromised by an attacker, they have ability to create certificates
for anyone. Therefore, to prevent this, intermediate CA is used to create certificates for
the participants. The intermediate CAs do not have the ability to self-sign its certificate,

therefore, the root CA will have to issue certificates for the intermediate CAs. This
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enables to mitigate attackers from creating certificates even if the intermediate CA gets

compromised.

There are two types of MSPs, one of them is local MSP, which must exist on every client,
peer and orderer node, this is in order to hold their certificate for identity and group the
participants into an organization. It is necessary since it defines which peer and orderer
nodes have what kind of permissions on the channel and to identify its peer administrator
[31]. The local MSP on the client allows them to identify that they are a member of the
network and is authorized to make transactions to send data from their health applications.
The local MSP is only applied on the node level, locally itself. The second type of MSP,
channel MSP identifies which participants are part of the channel and holds MSPs of the
organizations who are part of the channel. All the participants of the channel have the
same configuration of channel MSP, therefore it allows them to identify if a peer who is
making a transaction is authorized in the channel [31]. Moreover, in figure 2, the proposed
infrastructure has three organizations currently, Org 1, Org 2 and ordering service. These
organizations have their MSP defined and their members/peer nodes are linked to an MSP
that is managed by the organization that they belong to. Therefore, it allows identifying
which members/peer nodes belong to which organization and who has the administrative
privilege, a node which overlooks the members on the channel for their organization [31].
Otherwise, if all the nodes are in the same organization, there will be only one MSP,
which there will be no control over which organization has access to specific data in the
ledger, private data will be visible by all the nodes. The channel MSP is applied on the
channel level, which they are applied to all the nodes who are part of the channel, which
allows all the nodes to have the latest information of who is authorized to be part of the

channel, permissions and role of every node.

As the members who are involved in the data collection are authorized and identified to
be part of the channel, this makes sure data confidentiality, which prevents sensitive data
to be available to anyone and eavesdropped, only by the authorized members. Moreover,
members can be grouped into organizations to control access to data. From the
perspective of data collectors, such as device manufacturers and software developers, it
allows them to collect reliable data. As the data can be only sent from the clients who are
authorized, part of the member of the channel, otherwise, the transaction will be rejected.
Therefore, it enables both the confidentiality and reliability of data by collecting data

from the sources that are authorized.
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4.4.3 Data Sanitisation Server

The term data sanitization is the process of deleting data that is not necessary [33]. The
data sanitization is required to delete all the sensitive data that is unnecessary to be held
by third parties in the process of developing health applications and its hardware. For
instance IP address, GPS location, username, real name and many more of these data are
not necessary during the process of research and development. Since device
manufacturers and software developers requires only certain information that is related to
healthcare and activity data and other few technical statistics data, such as hardware and
application that the user is using. Other data that can be used to re-identify the actual user,
such information mentioned earlier needs to be deleted before that is going to be stored
by organizations. This enables to ensure there is data confidentiality in place from the
perspective of the users. Any sensitive data that is unnecessary is deleted to ensure it is

not made available to be seen and stored by third parties.

The purpose behind why there is a need for a dedicated server that does data sanitization
is due to the lack of computational power available in smartwatches and fitness trackers.
Wrist worn wearables have limited computational power, and they are not as powerful as
smartphones and computers. Before sending to the data sanitization server, data can be
locally on the user smartwatch or fitness tracker sanitized first, as the user can select what
healthcare and activity data to send. However, smartwatches and fitness trackers only
have limited computational power and limited battery, performing many tasks on user
side will not be effective and UX will not be satisfied. Therefore, rather than only locally
sanitizing data, sending data to a server side, the task can be done in a shorter period as it

has got more computational power and consumes less power on the client’s device.

4.4.4 Peer Nodes

The peer nodes which are connected to the channel of the blockchain network, have roles
to keep hold of smart contracts and ledgers. In figure 2, there are multiple peer nodes, and
they are owned by specific organizations. There are two organizations in the infrastructure
and two peer nodes are owned by each of them. There are two types of peers, committing
peer, which is responsible for validating the transaction and updating and holding the
ledger. Secondly, the endorsement peer, which receives a proposal of the transaction to
simulate the transaction to create the following, first set is readset, it is the hashed keys

that were read, and second set is writeset, it is the new key and value that needs to be
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written to the ledger. Once the transaction simulation has been validated, the endorsement
peers will send back readset and writeset back to the user along its signature [34, p6] [35].
The endorsement peers are selected according to an endorsement policy which will be
explained in Section 4.4.7. The endorsement peer node hold ledger as well. Figure 2
explicitly identifying “endorsement” node for ease of explanation for the transaction flow.
There are multiple peer nodes owned by organizations to ensure consistency, in case data
gets modified by an unauthorized user, nodes can check each other for the correct data
that must be stored in the ledger ensuring data integrity. Further detailed explanation of

ledger and smart contract will be done in Section 4.4.7.

4.4.5 Orderer Nodes and Ordering Service

The main concept of implementing Hyperledger Fabric framework in blockchain for the
purpose of collecting data from healthcare applications from users by device
manufacturers and software developers is, since it is a permissioned blockchain. As the
author has described earlier, only authorized participants can join and have different
access privileges in the network. The orderer node manages ordering of transactions and
packing transactions into blocks in order, which these processes are specifically done by
orderer nodes by the process called ordering service [36]. Therefore, unlike
permissionless blockchain, with Hyperledger Fabric, only certain nodes have ability to

consensus transactions, as it is a permissioned blockchain.

To implement ordering service, the author has proposed to use Raft to design the
infrastructure, although there can be implementation using Solo. However, there is a
drawback with the Solo implementation, it is not fault tolerant. What this means is since
Solo order service only runs on one node, therefore, in case the node goes down, there is
no backup node, which can cause a single point of failure as transactions cannot be
validated. Additionally, Solo is used for development environment [34, p9]. Therefore,
from the consideration of these two points, Solo ordering service is not suitable during
the collection of data from healthcare applications, where there will be transactions one
after another every seconds. On the other hand, Raft is a crash fault tolerant ordering
service, there are multiple orderer nodes, which allows even if one node fails, there are
still working nodes that can order the transactions. In figure 2, there are 3 orderer nodes,

in Raft nodes can turn into one of the following:
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- Leader: A node which is responsible for sending logs, which is command or
instruction, to follower node. All the followers must have same log entries as the

leader node.

- Follower: At the first state, before electing the leader, all the nodes are in the state
of follower. Once the leader has been assigned, all the nodes are in follower states.

They must have the same log entries as what the leader node has.

- Candidate: A candidate state is, before turning from follower state to leader state,

follower turns into candidate, then becomes a leader [37].

4.4.6 Ledger and Database

A ledger is where all the transactional data are recorded. Inside the ledger there are two
components, a world state and a blockchain. In figure 2, where the author has designed
an infrastructure, every peer has a ledger, although world state and blockchain are not

shown, however, every peer holds both components inside its ledger.

The world state is a database where it holds the latest values, which enables ease of access
to retrieve the latest value, rather than going through every block in the blockchain to
retrieve the hash of the previous and last block in the chain. The record inside the world
state is made up of pair of a hashed key and a value. As every new transaction is made, it

will update the world state.

On the other hand, the blockchain is a chain of blocks that is linked in a sequential order
of changes that were made in the world state. In Chapter 2 Section 2.3, the author has
briefly talked about blockchain. However, the author will deeply explain its components,

block header, block data and block metadata further in details.

Inside the block header, there are three components. Block number, which indicates the
position of the block, starting from 0, which is assigned to the genesis block and increase
by 1 as new block is appended. Secondly, hash of all the transaction in the current block
and lastly the hash of the previous block header [38]. The header ensures data integrity
since every block is linked to each other using a hash, otherwise, if the data is modified,

the hash will change leading the link between blocks to be destroyed.
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Inside the block data, where transactions are held, there are the following attributes,
header, signature, proposal response and endorsements. Header section which stores
metadata, such as smart contract that has been applied for this transaction, smart contract
will be explained in Section 4.4.7. Signature section stores the signature that has been
applied by the participant’s health application, which is essential to check the integrity of
data. During the transaction of data, it makes sure if the data has not been changed by an
unauthorized user. Which is another essential for validity of data and building the trust
between the users and third parties who are interested in collecting data. Proposal section
is responsible for holding data that is going to be applied into smart contract on endorsing
peer nodes. Further details for smart contract will be introduced in Section 4.4.7.
Response section stores result of values from running a smart contract based on the
proposal. Endorsements section holds transactions that have been approved from
organization peer nodes that are needed to meet the reequipment of endorsement policy

[38]. Endorsement policy will be described in Section 4.4.7.

Finally, block metadata, holds essential information to ensure data confidentiality and
integrity, it has certificate and signature of the block creator, since the block needs to be

verified by the nodes who are part of the network [38].

The main components block header and block metadata enables to ensure the data
integrity and confidentiality. The block header links the blocks using the hash of the
previous block, if the previous block data gets modified, the chain will break, this applies
to the data integrity. Moreover, it makes sure of data confidentiality, as the nodes that are
part of the network can verify the creator of the block, if the certificate and signature are
not recognized by other peer nodes in the channel, it suggests that the block creator is
unauthorized and is not part of the network. This enables to understand that data could

have been modified by an unauthorized party, also breached data.

The proposed model for the data collection from healthcare applications uses private data
collection. This enables healthcare and activity records, which are confidential data, to be
only shared between chosen organizations by the user in the network, rather than to all
the organizations. To store private data, instead of storing on the ledger, they are stored
in a database of peer nodes of authorized organizations that the user has chosen to share
with [39]. Using private data collection, instead of storing actual data on the ledger, the

hash of key and value are stored, in the database, healthcare and activity data are stored.
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Moreover, every data stored in database has salt added, therefore, attackers will not be
possible to find the same hash value of data that is stored in ledger. [40] The hash values
of private data are stored in the ledger of every peer node, which enables to ensure data
integrity. In case the hash value in the ledger does not match the hash of the data stored
in the database, it suggests that the data has been modified. This can be recovered by
retrieving private data stored in other peer nodes from same organization to maintain
consistency. For the database, CouchDB is used on peer nodes since it allows to store
data in JSON format [45]. The author has extracted raw health data collected on Apple
Watch to have a look at the content, part of the data is attached in Appendix 2, Figure 3.
The data was exported as XML format, although it is easily convertible to JSON format,
which led to implement CouchDB on peer nodes to store health data collected from users.
Furthermore, with JSON format, it enables to store continuous data from activities such
as walking and running, in array format as one document in CouchDB. The format for
how the data are going to be stored in database is proposed by the author, both non-

continuous and continuous data are available in Appendix 2.

In the proposed model, following data are stored in the ledger in hashed format:
- Key: Unique user identification number assigned by the application on client
- Value: Actual health data shared from healthcare applications

Proposed data types are stored in the database of the authorized organization’s peer nodes:

userld: Unique user identification number that was assigned by an application for

the participants who are data sharing, stored as in string

- sourceName: Name of the source where the data come from, such as application

name, data type for this is a string
- device: Model of the device, OS and its version, stored as in string
- applicationVersion: Version of the application, stored as in string
- value: Result for the measurement(s) of health data, stored in an array

- type: Type of measurement, such as heart rate, blood oxygen level, glucose level

and other measuring values, stored as in string
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- unit: Unit for the value, such as count per minute, percentage, stored as in string

- time: The time when the measurement was done, formatted in YYYY-MM-DD

HH:MM:SS +0000, stored as in datetimeoffset which specifies the time zone

The above data above are proposed by the author based on health data collected on Apple
Watch, raw data can be checked in Appendix 2 figure 4, additionally there are samples of
how health data will be stored in the peer nodes’ database proposed by the author. One
for non-continuous data such as heart rate taken at a regular interval and another is

continuous data for walking and running activities.

4.4.7 Smart Contract

Smart contract manages the access privilege to the data in the blockchain, between the
users and third-party entities [41, p7], which enables to maintain data confidentiality in
the blockchain, as only authorized users have access. The implementation of a smart
contract in the proposed model for the data collection from healthcare applications by

device manufacturers and software developers can be as following rules:

- First smart contract, for sharing data from client side, a participant can specify
which organizations have access to private data and are willing to be collected for
research purposes, additionally choose what data to be collected. Therefore, the
users can limit data collected and accessed by certain organizations. In the health
application, the user has the opportunity to select data they would like to share, to
confirm, the user will have to consent to share data in the application. Once the
smart contract is run, the data owner is the participant, this can be defined by
identity which is assigned by the local MSP on every individual participant’s
application. Therefore, they have rights over control to share data with other

organizations from the same channel.

- Second smart contract, for a user querying own health data from peer node
database, allowing them to see what data have been collected and shared with
authorized entities. A user can query data from the application by sending a read
request along their identity assigned by local MSP, then this smart contract will
run on peer node. Based on identity, peer node will send back health data that user

has shared and has authority to access.
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- Third smart contract is for organizations for querying data from a peer node’s
database, data that have been collected from users to share their healthcare and
activity data. With this smart contract, data can only be queried by nodes from the
peer node database of the same organization that they are belonging to. To verify
that the organization node is authorized for querying data and is belonging to the
same organization, the identity assigned by local MSP on the node is checked if
they are valid when this smart contract is run. If it is valid, peer node will send
health data to the organization node that requires to read data stored in a private

database.

Moreover, endorsement policy must be defined by the user from application, the
endorsement process is to make sure if a transaction sent by a client to an endorsement
peer is valid during the execution of a smart contract. If the endorsement is valid, approval
and transaction with the endorsement peer's signature will be sent back to the client before
the transaction is written to the ledger. An endorsement policy defines by which
organization transaction must be endorsed, which is specified by the user [35]. In the
proposed infrastructure, in the healthcare application a user will have the option to select
sharing their data between Org 1 or Org 2 or both, before sending a proposal of
transaction. Therefore, health data will be shared and the endorsement process to be done
by only certain organizations, which makes sure data confidentiality by restricting sharing

of data, additionally the validity of data before being recorded in the ledger and database.

Furthermore, the private data collection definition proposed by the author can be checked
in Appendix 3. Private data collection definition defines a policy for endorsement of the
transaction, how many peer nodes must receive health data, what are the private data, who
can read and write data and which organization must add a signature for the endorsement
to be valid. The definition has been created based on Hyperledger Fabric documentation

[42] to suit the requirement of the proposed infrastructure proposal.

4.4.8 Channel

The channel allows communication to happen between clients and Hyperledger Fabric
blockchain network, where peer nodes and ordering service is located. In the channel,
there is always at least one peer node, order node and organization connected. As different
organizations and peer nodes join, they share a ledger which is the same across all the

peer nodes, enables consistency across the network [43] and ensures data integrity. In
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case data gets modified by an unauthorized user, peer nodes in the network have same
copy of the ledger, therefore it can be compared once it has gotten tampered and can copy
the ledger. As figure 2 shows, the proposed infrastructure diagram by the author shows,
an application from client side, peer nodes from “Organization A” and “Organization B,”
ordering service and organization branches are connected to the Hyperledger Fabric
blockchain channel. Moreover, there can be more than one channel depending on

different security policy placement in the infrastructure.

With the author's proposed model, there is only one channel in place, as the scenario of
this network is initially the network was created by “Organization A,” which is the device
manufacturer and has the network administrative rights. Later, the “Organization B,”
which is the software developer company, who agreed to join the “Organization A”
network to start collecting data from their health application available on devices
manufactured by “Organization A.” This network model allows sharing of the same
ledger between “Organization A” and “Organization B” peer nodes. For privacy, data
confidentiality, a private data collection mechanism is used. With private data collection,
to share private data between the authorized peer nodes, data will be sent peer-to-peer
using a protocol called gossip [44]. The private data that was sent between peer nodes of
the authorized organization, the data will be stored in a database for private data, as it was
mentioned in the “ledger” section. In the ledger of every peer, a hash of the private data

will be stored. This is to ensure to keep a record of the transaction has been validated.

Although, multiple channels can be set up, where each organization have their own
channel to isolate data collection from different organizations [39]. However, the author
is not implementing multiple channels, rather using a private data collection mechanism.
In the proposed infrastructure, there is only one network administrator, which is the
device manufacturer. The device manufacturer has the right to invite other entities such
as a software developer to the network for data collection from their own healthcare
application or for research purposes between multiple organizations. However, adding
channels leads to more administrative work to be done [39] by the network administrator,
since multiple channels must be overseen. Moreover, if a user is willing to share data with
multiple organizations for data collection, having only one channel with private data
collection will enable users requiring send data to only a single channel, rather than to
multiple. The users still have the opportunity to restrict data collection by the

organizations who are in the channel.
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4.4.9 Organizations

Organizations are the data collectors. An organization can be a device manufacturer,
software developer or health institution. In the proposed model, administrator of the
network is the device manufacturer who initially set up. Then software developers and
health institutions can partner up together and join the network for data collection.

Organizations have responsibility to manage their peer nodes in the channel, including

adding and removing of peer nodes.

4.5 Data Flow
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4.5.1 Data Sanitisation

First step of before data is going to be added to the ledger and stored in database of
authorized organization peer nodes, data that is going to be appended needs to be
sanitized, therefore the data is going to be sent to the “Data sanitization server” at the first
stage. This allows to anonymize the data by deleting the data that can be used to re-
identify the original user. Before the data is going to be sent to the data sanitization server,
users will be notified in the application what data to share, they have choice to opt in or

out and final confirmation before sharing.

During the transfer of data between client side and “Data sanitization server” side, TLS
communication will be used. The use of TLS is to ensure that the communication between
two peer nodes, in this case client and server, is to safeguard [46] from attacks such as

data being eavesdropped.

During the data sanitation process, the server side will only read the data that has been
received from the client side and delete all unnecessary sensitive data. Therefore, no data
will be stored on the server. Once the sanitization has been finished, the data will be sent

back to the client side for the next process.

4.5.2 Data Endorsement

Once data has been sanitized and sent back from “Data sanitization server,” the next step
is to make a proposal for the data transaction [43]. At this stage, a user will first select
which organizations they would like to share data with, between device manufacturer Org
A or software developer Org B or both. Once the proposal has been sent to the selected
endorsement peers according to endorsement policy and private data collection definition
in Appendix 3, peer nodes that received the transaction will execute a smart contract
which is defined in Section 4.4.7. At the same time, client will send salt inside the private
data. The health data received on endorsement peers will be temporarily stored in a place
called transient of the peer node. The health data that is stored in the transient area will
be broadcasted between authorized organization peer nodes according to the minimum
number it needs to be shared with, which is specified in private data collection definition

in Appendix 3. At this point, no data is still written to the database and ledger yet.

As a response to the user, the endorsement peers will send back the hashed keys and

values of health data that is going to be written to the ledger. All the endorsement peers
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who have endorsed the transaction must send back a response to the user. Moreover, for
the validity of the endorsement that it has been processed by the certain organization peer
nodes on the channel which was specified by the user, signature of the endorsement peer
nodes will be added to the response from every endorsement peer. If an endorsement
policy does not meet the criteria, the transaction proposal will fail and this will be notified

to the user in the healthcare application.

4.5.3 Ordering

In this step, transaction and responses from endorsement peers will now be sent to
ordering nodes from the client application along user’s signature, although plain
healthcare and activity records will not be sent this time. At this state, only keys and
values in a hashed format, and endorsement peer and client’s signatures are sent by a
client’s healthcare application to the ordering nodes. Ordering nodes will order all the
delivered transactions from users in the priority of first come first served [36]. These
ordered transactions will be packed into a block, the ordered transactions in a block can
never be amended. The block will be then distributed across all the peer nodes on the

channel.

4.5.4 Validation and Ledger Update

At this step, peer nodes will first validate the blocks that have been delivered by the
ordering service. The peer nodes of the organizations who have been permitted to access
healthcare and activity data will check if data exists on their transient storage that has
been shared during the transaction proposal at the data endorsement step in Section 4.5.2.
If the permitted organization peer nodes do not have data, then they will request other
peer nodes from same organization for data, which will be shared using gossip protocol.
Otherwise, if all the permitted organizations have private data in the transient storage, it
will validate if the data matches the values in the transaction in the block that has been
distributed. This ensures data integrity during the transaction. Additionally, it will check
if the endorsement policy has been satisfied during the endorsement of data in Section
4.5.2, if it does not meet, the validation will fail and a notification will be sent to the user
in the application that it has failed sharing data. This activity will be recorded on the
blockchain for history purposes, however no update will be made in the world state. Block
that has been successfully validated will be recorded on the ledger, [43] both on world

state and blockchain. Data stored in transient storage will be stored in the database where
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all private data are recorded, which will be done only on the permitted organization peer
nodes. The data will be stored in JSON format in CouchDB, the example format can be
checked in Appendix 2 and an explanation of values are described in Section 4.4.6. The
data in transient storage will be deleted completely. Finally, the successful transaction
will be notified to the user that the data has been successfully shared between an

organization.

4.6 Application

The data collection from healthcare application infrastructure model design proposed by
the author can be implemented in different use cases by the device manufacturers and
software developers. Although the main use case of collected healthcare data are used for
research purpose to improve the device and software for the reliable use of healthcare and

activity monitoring from user’s wrist.

As the author has taken up in Section 2.1, researchers have made use of health data
collected from participants’ wearable devices to conduct research for detecting early
symptoms of disease to minimize the risk before it gets too late. The collected healthcare
and activity data using proposed data collection method by the author may be used for
machine learning purpose by the entities who have collected the data. The entities who
have collected the data can invite a member, a server that is specialized computing for
finding patterns of a disease symptom by performing machine learning, with the
collection of big data from participants. By performing machine learning on various data
collected from people with different health conditions, it may be able to identify patterns
with a specific disease from multiple data [47, p4]. With the aid of the patterns found
from the data collected, a new algorithm for healthcare applications can be developed for
every type of disease, further improvements on hardware can be made as well. As the
data that are collected are reliable with data integrity, reliable algorithms for software can

be created also to aid the development of devices.

However, it is not just limited for creating algorithms for software, algorithm can be
further distributed for medical equipment that are being used in hospitals. Which similarly
to smartwatches and fitness trackers, by deploying the algorithm for medical equipment,
it can be used to predict patients’ health condition and identify disease in the earlier stage

before it gets worse.
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5 Discussion

In this chapter the author is going to discuss the importance of data collection and
preservation for improving healthcare software and hardware. Additionally, security and
privacy for protection of data that have been considered during the creation of proposal

modal of infrastructure will be discussed.

5.1 Big Data

The process of machine learning, it requires large datasets to train models for creation of
algorithms for healthcare applications. Although to collect and preserve reliable data, to
avoid any changes to be made in the data, there must be history preservation functionality.
Therefore, the implementation of Hyperledger Fabric, it allows to store data in a database
and hash of data to be stored in blockchain for history preservation and data integrity. In
case data gets amended, the hash value will not match to the corresponding hash that is
inside blockchain, however original data can be retrieved from other peer nodes from
same organization. Which allows to mitigate from any false data to be included during
the training of machine learning model that have been changed by an unauthorized user.
This enables to create a reliable algorithm for healthcare software. Although, not just for
development of healthcare applications where it requires reliable data. Even with the
development of new healthcare devices require large data set to conduct testing of its new

devices similarly to how software is developed.

5.2 Data Security

To meet the basic requirements of HIPAA compliance for data security guidelines, [48] firstly,
CIA triad has been taken into consideration during the proposal of infrastructure model.
Confidentiality is referred in Section 5.3. To meet integrity, a hash of data is stored in the
blockchain, therefore if data changes inside the database, the hash value will change causing the
chain of blocks to break. This ensures if data have not been modified that are held inside the
database. Secondly, to meet the availability criteria, database is distributed across multiple nodes
within the same organization. However, ledgers are distributed across all the nodes who are inside

the same Hyperledger Fabric channel and consistency is maintained. Therefore, if data in one
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node gets amended, valid data can be retrieved from other nodes from same organization.
Moreover, to ensure only authorized authority have access to certain data, every participant have
MSP, identifying whether they have access to network and data, and its role. This manages the
restriction to access the network where data are held and transactions are happening. Data sharing
policy is implemented by private data collection method, users have ability to restrict which
entities can collect data. Therefore, not all organizations who are in the network will receive
healthcare data, data cannot be stored nor be accessed from other organizations’ databases.
Furthermore, since data cannot be stored permanently by organizations, it needs to be deleted at
some point. The implementation of Hyperledger Fabric allows to set for how long data can be
stored inside the database and its hash value inside the ledger. This can be defined by
“blockToLive” also defined in Appendix 3. Once the defined number of blocks have been added
to the blockchain, data will be deleted permanently. Organizations should not store more than 6
years of data. This enables the proposal data collection method to meet the requirement for period,
data that can be held by organizations. During the communication between the user and data

collection network, TLS is used to encrypt the communication.

5.3 Data Privacy

One of the aspects of data protection is privacy, during the collection of health data from
applications, the author has proposed anonymization of data by removing any data that
can be used to re-identify the original user. With consideration of HIPAA compliance,
privacy rules for use of health data for research purposes, [49] the following listed
example parameters will be removed before data are going to be stored by data collection

entities, which is done at data sanitization processing:
- Names — Including username and email address
- GPS location — Only limited to postal code
- Date — Which are related to the user, such as birth of date and date of diagnosis
- Phone number
- IP address

Any kind of unique identifiable data that can be traced back to the original user must be
removed. Moreover, basic sanitization of data will be done on the user’s application side

before it is sent to the sanitization server and users have the opportunity to select which
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data they would like to share before sending. This allows to limit data collection to only

what users are willing to share.
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6 Future work

In the thesis, the author has created a prototype infrastructure model for the data collection
from health applications and entities that are interested in collecting data for research
purposes. The theoretical understandings have been defined, understood and a model has
been created to meet the requirements for data confidentiality and integrity. Although
further future work must be done to create a working infrastructure to perform the
transaction. However, during this research, due to the limited allocated time, the working

infrastructure was not set up.

Moreover, the scope for this research was only limited to smartwatches and fitness
trackers, this was considered specifically due to the emerging number of uses with these
devices. However, in future research, consideration for collecting data sources from
various wearable [oT devices and medical equipment that are used in hospitals can be
further taken in into account for collection of data. Therefore, the data collection source
is not only limited to smartwatches and fitness trackers that is used commercially and can
be used by anyone, but also from different sources where it is used in a critical
environment. Which further may lead to different results from the data that has been

collected from smartwatches and fitness trackers, and medical equipment.
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7 Conclusion

Overall, the author has analyzed the importance of collecting healthcare and activity data
from smartwatch and fitness tracker users in the era where there is emergence in use of
such devices for monitoring and recording health. However, there is a privacy issue where
users do not feel confident sharing their data. On the other hand, device manufacturers

and software developers are required to collect valid data from users.

The goal of this thesis was to improve data collection from healthcare applications, where
the users can feel confident sharing data with the entities who are interested in collecting
data for research purposes. Also the participants to have control over their shared data,
one entity cannot share data with another entity, there must be consent from the user side.
To achieve this, suitable DLT was analyzed for data collection. With the use of
Hyperledger Fabric DLT framework, the author has created a proposed infrastructure
design of how data sharing can be done between the participants, and device
manufacturers and software developers. Alongside the creation of the infrastructure
diagram, components involved in the infrastructure and its data transaction have been

analyzed deeply with the author's proposed theories.

The goal to create a new method for data collection from participants’ healthcare
applications by device manufacturers and software developers, where people can feel
confident, has been developed and achieved. To achieve the development goal, public
research papers and online sources and documentation for Hyperledger Fabric were
looked into it carefully for the development solution of a new way of data collection from

healthcare applications.

For future development, this infrastructure can be used as a prototype model for further
development and implementation of the collection of data from healthcare applications.
Although, it is still necessary to conduct further research, since this is still a prototype
design of the infrastructure for how data collections from healthcare applications can be

done.
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Appendix 2 — Sample data stored in database

<component>
<observation classCode="0BS" moodCode="EVN">
<templateId root="2.16.840.1.113883.10.20.22.4.27"/>
<id root="c6f88321-67ad-11db-bd13-0800200c9a66"/>
<code code="8867-4" codeSystem="2.16.840.1.113883.6.1" codeSystemName="LOINC" displayName="Heart rate"/>
<text>
<sourceName>Ryojs Apple‘hatch</sourceName>
<sourceVersion>7.4.1</sourceVersion>
<device>&1t;&1t;HKDevice: Ox283e471608&gt;, name:Apple Watch, manufacturer:Apple Inc., model:Watch, hardware:Watch6,2, software:7.4.18&gt;</device>
<value>82</value>
<type>HKQuantityTypeIdentifierHeartRate</type>
<unit>count/min</unit>
<metadataEntry>
<key>HKMetadataKeyHeartRateMotionContext</key>
<value>@</value>
</metadataEntry>
</text>
<statusCode code="completed”/>
<effectiveTime>
<low value="20210510161610+0200"/>
<high value="20210510161610+8200"/>
</effectiveTime>
<value xsi:type="PQ" value="82" unit="count/min"/>
<interpretationCode code="N" codeSystem="2.16.840.1.113883.5.83"/>
</observation>
</component>

Figure 4. data collected from Apple Watch Series 6 Watch OS 8.5

Non-continuous data, such as heart rate taken at a regular interval:
{
"userId": "@3414fdf-75d9-4de8-9dcc-b91lcdblfe5a5",
"sourceName": "Health Application",

"device": "name:Apple Watch, manufacturer:Apple Inc., model:Watch,
hardware:Watch6,2, operatingSystem:7.4;",

"applicationVersion": "1.0.5",
"value": [

{
"rate": 82

1
"type": "HeartRate",

"unit": "beat/minute",
"time": "2022-03-24 15:30:16 +0200"
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Continuous data, such as data collection from running and walking activities:
{

"userId": "@3414fdf-75d9-4de8-9dcc-b91cdblfe5a5",

"sourceName": "Running/Walking Application”,

"device": "name:Apple Watch, manufacturer:Apple Inc., model:Watch,
hardware:Watch6,2, operatingSystem:7.4;",

"applicationVersion": "2.0.8",
"value": [

{

ele": 25.668412022-03-243,
"time": "T05:29:11Z",
"speed": 1.709691,

"lat": 59.415981,

"long": 24.722648,

"HR": 79
¥
{
"ele": 26.485037,
"time": "2022-03-24T05:29:407",
"speed": 1.186919,
"lat": 59.416055,
"long": 24.722751,
"HR": 82
}
1B
"type": "Walk",
"unit": "",

"time": "2022-03-24 17:50:35 +0200"
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Appendix 3 — Private Data Collection Definition

"name": "collectionPrivateOrgAll",
"policy": "OR('OrglMSP.member', 'Org2MSP.member')",
"requiredPeerCount”: 2,
"maxPeerCount": 4,
"blockTolLive":20000,
"memberOnlyRead": true,
"memberOnlyWrite": true,
"endorsementPolicy": {
"signaturePolicy": "OR('OrglMSP.member', 'Org2MSP.member')"

"name": "collectionPrivateOrgOne",
"policy": "OR('OrglMSP.member')",
"requiredPeerCount”: 2,
"maxPeerCount": 2,
"blockTolLive":20000,
"memberOnlyRead": true,
"memberOnlyWrite": true,
"endorsementPolicy": {
"signaturePolicy": "OR('OrglMSP.member')"

"name": "collectionPrivateOrgTwo",
"policy": "OR('Org2MSP.member')",
"requiredPeerCount”: 2,
"maxPeerCount": 2,
"blockTolLive":20000,
"memberOnlyRead": true,
"memberOnlyWrite":true,
"endorsementPolicy": {

"signaturePolicy": "OR('Org2MSP.member')"

}
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