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Abstract

This Master’s thesis examines the current status and possibilities of cyber security education
in upper secondary schools (gymnasiums) on the example of one Estonian private school.
The study looks at the problem through a multidimensional approach and considers cultural,
technical, pedagogical, ethical and social-engineering aspects. The empirical part includes
interviews with experts, a phishing simulation among IT and non-IT direction 12th graders
and a classroom observation of IT direction 12th graders. The study conducted in the
spring of 2025 reveals significant differences in cybersecurity awareness between student
groups, highlights the impact of specific cybersecurity courses and the need for systemic
and interdisciplinary integration of cybersecurity topics and digital competencies into
general education.

In addition to exploring student knowledge and behaviour, the thesis examines barriers
teachers face, ethical issues in teaching cybersecurity, and the importance of programming
as a supporting skill. Experts’ opinions describe the current situation on the labour market
in cybersecurity and recommendations to the school community and students. In the final
part, the research questions are answered and recommendations for policymakers, schools,
and students are made, emphasising the role of a multidimensional approach, public-private
partnerships, and hands-on learning methods. The research concludes that empowering
students in cybersecurity requires not only technical training but also consideration of
ethical principles and cultural awareness in a digital context. With the introduction of Al
in education at the state level in Estonia, more effort should be made to develop critical

thinking from school.

This thesis is written in English and is 81 pages long, including 5 chapters, 7 figures and 2
tables.

Keywords: High school students, Digital competence, Phishing simulation, K-12 education,

ICT curriculum, Cyber hygiene, Estonia.



Annotatsioon
Giimnaasiumiopilaste Kiiberturvalisuse Alaste Teadmiste
Arendamine: Multidimensionaalne Lihenemine
(Juhtumisuuring Uhe Eesti Kooli Niitel)

Kéesolevas magistritdos uuritakse kiiberturvalisuse Opetamise hetkeseisu ja arendusvoi-
malusi glimnaasiumiastmes iihe Eesti erakooli niitel. Uurimistods rakendatakse mit-
memodtmelist Idhenemisviisi, vottes arvesse kultuurilisi, tehnilisi, pedagoogilisi, eetilisi ja
sotsiaaltehnilisi aspekte. Empiiriline osa hdlmab ekspertintervjuusid, andmepiiiigi simulat-
siooni IT- ja mitte-IT-suunaga 12. klassi Opilaste seas ning I'T-suunaga klasside vaatlusi.
2025. aasta kevadel 1dbi viidud uuring toob esile markimisviirseid erinevusi Opilasriih-
made kiiberturvalisuse teadlikkuses, rohutab spetsialiseeritud kiiberturvalisuse kursuste
moju ning osutab vajadusele kiiberturvalisuse teemade ja digipddevuste siisteemseks ja

interdistsiplinaarseks 16imimiseks iildharidusse.

Lisaks oOpilaste teadmiste ja kditumise analiiiisile kisitletakse to0s ka Opetajate ees seis-
vaid takistusi, eetilisi kiisimusi kiiberturvalisuse dpetamisel ning programmeerimisoskuse
rolli toetava piddevusena. Ekspertide hinnangud kirjeldavad valdkonna olukorda t66turul
ning sisaldavad soovitusi koolikogukonnale ja Opilastele. Lopuosas vastatakse uurim-
iskiisimustele ning esitatakse soovitused hariduspoliitika kujundajatele, koolidele ja dppi-
jatele, rohutades mitmemdodtmelise ldhenemisviisi, avaliku ja erasektori partnerluse ning
praktiliste 6pimeetodite olulisust. Uuringu tulemused néitavad, et Opilaste voimestamine
kiiberturvalisuse vallas eeldab lisaks tehnilistele oskustele ka eetiliste pohimotete ja kultu-
uriteadlikkuse arvestamist digitaalses kontekstis. Seoses tehisintellekti kasutuselevotuga
hariduses riiklikul tasandil Eestis tuleks kriitilise motlemise arendamisele pdorata rohkem

tdhelepanu juba kooliastmes.

Loputod on kirjutatud Inglise keeles ning sisaldab teksti 81 lehekiiljel, sealhulgas 5
peatiikki, 7 joonist, 2 tabelit

Mirksonad: Giimnaasiumidpilased, Digipddevus, Andmepiitigisimulatsioon, Uldharidus,

IKT dppekava, Kiiberhiigieen, Eesti.
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1. Introduction

1.1 Background

Today’s world is driving a shift in the way we learn towards digital technologies. Students
communicate and interact with information in a new way, with access to a wide range of
educational resources and interactive learning opportunities. When used effectively, this
integration improves learning, but along with the benefits, it also brings the risks of cyber
threats. These risks include threats to personal data, malware infection, identity spoofing,
receiving false information, etc. Moreover, modern hybrid warfare methods on the world
stage directly or indirectly affect Estonia’s cyberspace [1]. In some European countries,
such as Estonia, Ireland and the Netherlands, “schools are not obliged to teach informatics,

and/or students can choose whether or not to study it” [2].

The Estonian Cyber Security Strategy 2024-2030 [1] emphasises the importance of inte-
grating cyber security into school curricula, promoting early education and developing
a new generation of qualified specialists. In 2018, only one school in Estonia had Cy-
bersecurity included in the curriculum [3]; according to the recommendations [4], the
target for 2022 was 20 schools with an elective course in Cybersecurity. Official statistics
with up-to-date information could not be found. The vast majority of schools simply lack
resources. Initiatives and projects like e-Koolikott[5], Targaltinternetis [6] and ProgeTi-
iger [7] are emerging to help teachers, students and parents with teaching materials and
recommendations on the topic. However, a unified cybersecurity education programme in

schools has yet to be created.

1.2 Problem

Together with other countries, Estonia, a leader in digital innovation [8], also faces global
issues. However, as a report from the Ministry of Economic Affairs and Communication
[1] and research by the CCDCOE [9] show, cybersecurity education in schools remains
fragmented, often limited to basic elements of digital literacy. Digital competence looks
like a fundamental skill in the modern era. But users often avoid safe online practices. The
lack of mandatory cybersecurity education in Estonian schools contributes to this problem
by creating differences in student knowledge and preparedness. Although some schools
offer elective courses for upper-secondary students in IT fields, such as programming and

cybersecurity basics, these programs are unavailable everywhere. This knowledge gap not
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only puts the security of personal data at risk but also hinders Estonia’s efforts to develop a
competent workforce in I'T-related fields. According to ENISA, even basic cybersecurity

knowledge gives students advantages in the labor market [10].

With the growth of digital infrastructure, the need for standardised and mandatory cy-
bersecurity education is becoming critical. According to a report by PRAXIS, Estonia,
along with other countries, is experiencing a cybersecurity labour shortage [3]. McKinsey
estimates that "the demand for STEM professionals in Europe and the US, driven by Al
and automation, will grow by 17-23% between 2022 and 2030" [11]. According to the
World Economic Forum’s Future of Jobs Report 2024 [12], cybersecurity is among the five
most in-demand skills for 2025-2030. With competencies such as artificial intelligence
and big data, technological literacy, creative thinking and agility, cybersecurity skills reflect

the growing importance of protection in a digital environment.

Cybersecurity knowledge has become necessary with the increasing use of digital tools in
education, work, and everyday life. Solving the problem requires a multidimensional ap-
proach, from increasing the number of qualified teachers to revising educational standards.
Bringing this issue to the attention of key stakeholders, like the government, educational
institutions, and the private sector, can help develop a sustainable digital environment since

K-12 (kindergarten through 12th grade) education.

1.3 Purpose

The main objective of this study is to evaluate the landscape of integrating cybersecurity
knowledge into school programs from different aspects. The study evaluates existing
teaching methods to improve cybersecurity competence by analysing students’ knowledge,
learning attitudes and behaviours. It will examine how technical, pedagogical, social engi-
neering, cultural and ethical aspects can be combined to improve cybersecurity teaching.
In addition, the paper identifies and evaluates the role of programming skills in teaching
cybersecurity with a focus on Python exercises. A connection to other related disciplines

in the upper-secondary school curriculum for IT students will also be established.

Through hands-on work with 12th-grade students, including a survey, classroom obser-
vation, and phishing simulations, the study will offer recommendations for improving
teaching approach of teaching cybersecurity in Estonian schools. The findings will con-

tribute to further modifications in the educational process.
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1.4 Research Questions and Hypotheses

The hypothesis of this study is that Estonian secondary school students currently lack cy-
bersecurity knowledge due to the absence of compulsory curricula and unequal distribution

of resources among schools.

This paper explores one main research question, accompanied by sub-questions across five

thematic aspects.

RQ How can cybersecurity competence among high school students be effectively devel-
oped in a modern school setting, considering cultural, technical, pedagogical, social

engineering, and ethical aspects, using the example of one Estonian school?
Cultural Aspect

SQ1.1 What are high school students’ perceptions and attitudes toward cybersecurity, and

how do cultural factors influence these views?

SQ1.2 How can cultural values and norms be integrated into cybersecurity education to

promote digital safety and literacy?
Technical Aspect

SQ2.1 Which practical programming tasks, using Python as an example, are most effective

in building technical skills for cybersecurity?

SQ2.2 How can technical skills be aligned with broader educational goals in the develop-

ment of cybersecurity competencies?
Social Engineering Aspect

SQ3.1 How do differences in specialised training among high school students affect their

awareness of and resilience to social engineering tactics?

SQ3.2 What preventive measures against social engineering can schools effectively imple-

ment, and how successful are they?
Pedagogical Aspect

SQ4.1 What organisational, methodological, and motivational barriers arise when inte-

grating cybersecurity education into school curricula?

SQ4.2 How can teaching approaches and strategies enhance students’ engagement and

understanding of cybersecurity?

12



Ethical Aspect

SQS5.1 What ethical dilemmas might arise when teaching students about cyber defence

techniques and tools?

SQS.2 How can schools balance teaching technical skills with fostering ethical responsi-

bility in cybersecurity education?

1.5 Overview of the Thesis

The paper’s structure is designed to guide from the background and main questions through
the research process and results to a set of conclusions and practical recommendations.
The first chapter introduces the topic, explains why it matters, and contextualises the
research problem. It also lays out the purpose of the work, the hypothesis, and the key
research questions that shaped the study.

The second chapter describes the different methods used to gather information, including
expert interviews, a phishing simulation carried out in a school, a student survey, and
classroom observations. There’s also a literature review that looks at what has already been
written and researched about cybersecurity education, helping to place this study within a
wider context.

Chapter three discusses the phishing simulation in detail. It explains what was tested, how
it was carried out, and what results were seen. This part of the thesis also compares the
findings to the original hypothesis and offers recommendations based on what was learned.
The fourth chapter brings together all the information gathered and takes a closer look at
what it means. It considers different aspects of the topic—technical, cultural, educational,
and ethical—and looks at what students and experts said during interviews. This chapter
also includes a discussion about what the results mean in practice, and it ends with several
concrete recommendations, including what schools and students can do better, and what
could be explored in future research.

The final chapter wraps things up by summarising the most important points and reflecting
on what this thesis contributes to the conversation about cybersecurity education in schools.
At the end of the thesis, there are several appendices that provide supporting material.
These include full transcripts and notes from expert interviews and examples of interview
questions. These materials help to give more depth to the analysis and show how the
research was carried out.

Overall, this work aims to support efforts to improve cybersecurity education at the high
school level and offer useful insights for teachers, policymakers, and students who are

navigating the challenges of the digital world.
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2. Method

2.1 Overview of the Object

The object of the study is 12th-grade students of a private Estonian-language secondary
school (gymnasium) in the Estonian capital region. In the selected school, at the time of
the study, the 12th-grade students of the IT direction (four directions of study in the chosen
gymnasium) were taught the courses “Python programming” and “Cybersecurity basics”
in parallel. There was an opportunity to interact with IT and non-IT students, get advice,

and have interviews with teachers, administration, and cybersecurity experts.

The choice of this group is justified by several factors. Starting secondary school, students
have an increased digital activity, including for educational purposes. Along with coming of
age, people have more responsibility. They start to make independent decisions, including

those related to online behaviour, and to take responsibility for the consequences.

Many school graduates are interested in careers in IT and cybersecurity (often due to
the high salaries in the field), which highlights the importance of acquiring the relevant
knowledge and skills. In addition, public schools are more open to cooperation due to the

simplicity of administrative processes.

2.2 Organisation and Conducting Expert Interviews

As part of the empirical section, expert opinions were collected through five semi-structured
interviews (conducted via videoconference) and one structured interview in a written form.
Interviews with the Head of the gymnasium and two teachers of 12th-grade students in the
IT-focused curriculum (teaching Fundamentals of Cybersecurity and Python Programming)

were scheduled in advance.

The search and selection of cybersecurity experts from the private sector was facilitated
by a cybersecurity teacher who provided references and contact information for potential
participants. Six of them expressed willingness to participate; however, due to their heavy
professional workload, it was possible to organise interviews with only three specialists.
Due to a tight work schedule, one provided written responses to pre-formulated questions.

As a result, six expert opinions were included in the study:

14



— three from cybersecurity professionals;
— two teachers from the gymnasium;

— one of the gymnasium administration.

All participants received a list of questions in advance; during the video conversations,
follow-up and clarifying questions were asked, which enabled deeper exploration of the
research topics. The questions for cybersecurity specialists were entirely identical. The
two 12th-grade teachers were asked partially overlapping questions, while the gymnasium

head was interviewed on general research-related topics.

The video interviews were conducted via Microsoft Teams and lasted 30—40 minutes.
Respondents agreed on the use of an automated transcript in the interviews. Depending
on the content of the conversation, a transcript or interview protocol was prepared and
then agreed upon with each respondent. Participants agreed on the acceptable form of
mentioning their participation in the study and citing their statements in the thesis. The
information obtained through interviews allows previously unknown details to be revealed
and expert perspectives to be compared, facilitating a more in-depth analysis of the research

topics.

2.3 Overview of the Phishing Campaign

The phishing campaign was designed as an accessible test of 12th-grade phishing awareness
and click activity. It also tested the correlation of simulation results between non-1T
profiles and an IT profile that had mastered the cybersecurity course. Based on the
simulation results, it was possible to make recommendations to school management,
students, and technical staff. The simulation was conducted with the permission of
the school administration, with the notification of the technical staff, and without the
involvement of third parties. The phishing simulation is discussed in more detail in the
Chapter 3.

2.4 Overview of the Student Survey

The study originally planned to survey 12th-grade IT students to gather feedback on their
experiences, awareness, and attitudes towards cybersecurity. The original plan included
a Google Forms questionnaire with 10-15 structured questions. However, the number
of questions was reduced during the research process because of theoretical research
and expert responses. Therefore, the data collection method changed to an email survey

distributed through the cybersecurity teacher. The teacher sends answers back to the
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researcher without names.

Students were informed that their responses would be anonymised and used strictly for
research. The sample group consisted of 16 students from a core IT class, and participation
in the survey was entirely voluntary. The enquiry was made during the period of state
examinations, so the number of responses was limited. Nevertheless, the feedback received
provided some insights. Details of the results are analysed and discussed in more detail in
Section 4.2.1.

2.5 Classroom Observation Overview

A classroom observation was conducted in April 2025 at the private school under study in
this research. The observed group consisted of 12th-grade IT students who were attending
their last cybersecurity lesson of the course. Eight students were present; the rest were
absent due to a valid reason (a study event). The purpose of the classroom observation
was to understand the level of student involvement and role in the lesson, and to study the

method of conducting the lesson.

During the lesson, students presented their final projects in the form of a significant incident
analysis. The structure required them to explain what happened, who was harmed by the
incident, why it mattered, and how it could have been prevented, in a volume of about 5
slides. The presentations were structured and done without apparent technical difficulties —
students connected their devices and used the projector independently. The teacher asked
a question after some presentations or explained small details, but the main activity was

from the students.

This format reflected a flipped classroom approach, where students prepared content in
advance and presented their work in class. The overall atmosphere was positive, but some
students were a little nervous when presenting. The students listened to the presenter’s
story but did not ask questions. A couple of presentations were hastily done, with a black
and white background or much text on the slide and information being read out loud. Most
presentations were professionally designed and even wow-inducing in their structure and
design. In conclusion, the teacher thanked everyone and discussed a few more points on
the lesson topic. The course assessment system was pass or fail. Students who were absent

from the lesson presented their project at a separately agreed-upon time.

Observation has shown that having students solve real-world problems, such as presenting
cybersecurity incidents, helps them apply technical knowledge while developing critical

thinking and public speaking skills. Approaches such as project-based learning and the

16



flipped classroom model make technical content more meaningful by linking it to broader

digital competency goals, such as those outlined in DigComp 2.2.

2.6 Literature Review

This literature review examines existing research, frameworks, and national strategies that
inform cybersecurity education at the upper secondary school level. The review is based on
key themes: international and national frameworks, teaching methodologies, ethical and

pedagogical challenges, and current Estonian initiatives and tools. Theoretical Framework

According to ENISA [13], cybersecurity education should be introduced early to create a
sustainable digital society and is the main priority in the educational roadmap. The report
[10] notes that reviewing educational and training programs in Europe is needed to address
cybersecurity education and training challenges. The challenges include a lack of ability
to motivate students to choose academic fields related to cybersecurity and to prepare

professionals with the necessary knowledge and skills.

ENISA [13] has a mandate to support cybersecurity in member countries and raise public
awareness, including cyber hygiene and cyber literacy, at all levels of education. The
European Commission’s DigComp 2.2 framework [14] defines digital security as one
of five core competence areas, including information literacy, communication, content

creation, and problem solving.

Talent acquisition and development is an important topic for the labour market in the
fast-growing cybersecurity industry. There are such competitions for youth in Estonia,
like Cyber Battle by CybExer Technologies [15], CyberDrill [16] or CyberSpike [17].
According to research [18], while CyberCracker (for 12-15 year-olds) is helpful for talent

discovery, it falls short in supporting talent development.

2.7 Theoretical Framework

Current approaches to teaching cybersecurity can include project-based learning (PBL)
and the flipped classroom model. These have a positive impact on lesson engagement, and
students perform significantly better academically than in traditional instruction, especially
for STEM subjects [19]. However, this PBL approach may also require extra effort from
technology teachers when applying new approaches and taking into account the results of

their work to improve the methodology [20].
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The research also relies on the DigiComp 2.2 Framework, especially areas 2, 4 and 5 -
Communication and Collaboration, Safety and Problem solving. The author points to the
multidimensional approach of the study as the theoretical framework. This implies looking

at the study of cybersecurity education through ethical, cultural, technical, pedagogical
and social engineering lenses.
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3. Phishing Simulation in a School Environment: Analysis

and Findings

3.1 Introduction

This master’s thesis presents a phishing simulation conducted in a secondary school
(gymnasium). The goal was to evaluate the awareness of 12th-grade students about
cyber threats (especially social engineering) and assess the effectiveness of cybersecurity
education among IT and non-IT study profiles. The simulation helped identify technical
and psychological factors influencing students’ susceptibility to digital deception and

discovered areas for improvement.

3.2 Hypotheses
The phishing simulation part of the research focused on three central hypotheses.

Hypothesis 1: Students from the IT profile who have received a cybersecurity course will
demonstrate higher resistance to phishing attacks than their peers in other study profiles.
IT students are more familiar with phishing, can verify sender addresses and URLs, and

are more likely to recognise social engineering techniques.

Hypothesis 2: Phishing emails written politely and trustworthy about school-related topics
will lead to a high engagement rate and click-through behaviour. Students are inclined to
trust content that appears to be part of school life, especially if it is written shortly, does

not require much time for action, and is received during school hours.

Hypothesis 3: Most clicks on phishing links will occur within the first hours after receiving
the emails. Students tend to check their school mailboxes in the morning or during breaks.
Additionally, once suspicions arise, information may quickly spread through internal
communication channels such as class chats or orally during a school day, suppressing
further click activity.
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3.3 Methodology

The phishing scenario was developed based on on-site observations at the school and
analysis of student interests and communication patterns. Two themes were chosen: voting
for participants in a music competition (Figure 1) and evaluating the quality of school
meals (Figure 2). These were considered emotionally neutral but engaging topics. Emails

were written in Estonian, using polite and natural language to enhance realism.

Haaletus finalistide poolt =
kusitlus <kusitlus.. @gmail.com> Tue, Apr 29, 11:32AM (9 days ago) Yy @ “«
to bec: v

Lugupeetud dpilased,

Palun toetage meie &pilasi, kes esindasid kooli muusikakonkursil. Kevadkontsert toimus 24. aprillil
kultuurikeskuses.

KonKursil osalenuteaa saab tutvuda ja haaletada meie kooli opilaste eest kuni 30. aprillini jargmise lingi
kaudu: https:// ee/kevadkontsert/finaal

Aitah toetuse eest!

Huvikool

Figure 1. Phishing simulation. Voting invitation email sent by a hobby school department
(in Estonian).

Toidu kvaliteet sOdklas =
kusitlus <kusitlus|  @gmail.com> Tue, Apr29,11:32AM (9daysago) v @ €
to bcc: v

Head giimnaasiumidpilased!

Toidu kvaliteedi kontrollimiseks ja teenuse paremaks muutmiseks palume teil vastata lihikesele kusitlusele,
hinnates oma rahulolu s60klas pakutava toiduga.

Kusitlus on anoniilimne ja avatud kuni 30. aprillini.

Hinnanguskaala:

o 5 — téiesti rahul

¢ 4 — pigem rahul

e 3 — neutraalne

e 2 — pigem ei ole rahul
e 1 —eiolerahul

Taname teid koostdo eest!

s66kla juhtkond

Figure 2. Phishing simulation. Email survey about food quality sent by the school canteen
management (in Estonian).
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The researcher created a special Gmail account under the name “Survey.SchoolName” (in
Estonian) with the logo confirming school affiliation. However, the domain was a regular

Gmail domain, not a school domain.

The Canary Tokens tool [21] was chosen as the marker for click counts. A review of the
terms and conditions associated with Canary Tokens has confirmed that user data will not
be sold or shared, ensuring that the simulator is ethical [21]. It should be noted that Canary
tokens do not violate privacy laws as they do not collect personal user data, making them a
legitimate tool for security tests and catching attackers. In the case of such a mass mailing,
it is impossible to identify the students who were clicked because Canary Tokens does not
extract names, logins, or similar sensitive data. Identification is only possible if a unique

token is sent to a specific person.

A Web bug type of tokens, which were redirected when a page was clicked, was chosen
for testing. The page that opened had a globe spinning, and the page address started with
the words “canary tokens”, which could immediately arouse suspicion. Therefore, other
selected tokens were tested, and a token with the “Fast Redirect” type was chosen. These
redirected users to legitimate external websites (the school’s official page or the cultural
centre where various concerts are conducted) without the user noticing any suspicious
details. Four unique tokens were used, each tied to one of the combinations of student
profile and scenario: Canteen food IT, Canteen food non-IT, Final voting IT, and Final
voting non-IT. These designations enabled the researcher to identify the specific group to
which the clicks belonged. The click data comprised the token label, external IP address,
timestamp, and User Agent description, all of which were automatically emailed to the

researcher.

3.4 Implementation

The simulation was conducted with approval from the school administration and the system
administrator. The estimation of results lasted for 48 hours. Messages were sent to students’
addresses provided by the school administration. Email addresses were randomly selected
across four classes. The 12th-grade email list included 66 students, 16 of whom are in the
IT profile. Each of the 4 classes received 5 emails for the two email scenarios. A total
of 40 emails were distributed, two of which bounced due to inactive accounts (from a
non-IT email list). Administration has confirmed that 2 accounts are inactive and can be
removed from the simulation. Thus, 38 of the 64 12th-grade students received letters from

the researcher: 10 to the I'T-profile group and 28 to the non-IT groups.

The first email text was sent on behalf of a hobby school. The email asked the students
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to support the school’s students participating in a music competition at one of the city’s
cultural centres and vote for them via the provided link. The second text is an email
allegedly sent from the school cafeteria administration. It asks the students to rate from
1 to 5 the quality of the food, offering to take an anonymous vote. Each rate is the same
link for counting clicks. Both emails redirected to the corresponding home pages - the
school or cultural centre website - but no voting appeared on the screen. Both emails
imply a deadline, which puts pressure on the receivers. Visually, the emails look credible
and official, which makes them trustworthy for the students. These emails were used in a

phishing simulation to assess the students’ awareness.

To be more ethical, the simulation avoided emotionally sensitive topics such as final exams
and was limited in the scope of the mailing. A wider campaign using an external domain

would likely have aroused suspicion and led to disruption.

3.5 Results

Of the 38 functioning addresses, the IT profile had 2 clicks (20%), and non-IT had 19
out of 28 (approx. 67.9%) (Figure 3). Most activity occurred in the first hours following
distribution (Figure 4). Clicks significantly dropped afterwards, potentially due to peer

discussion and warnings shared through school communication tools.
30
25

67,86%
20

15

10 20%
5
0
IT non-IT
M Amount of clicks 2 19
Total amount of sent emails 10 28

Figure 3. Comparison of clicks on phishing emails in IT vs. non-IT groups

Canary Tokens logged external IP addresses and User Agent descriptions. Some IPs and

agents repeated, indicating the school’s Network Address Translation (NAT) usage. The
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Figure 4. Click activity over time since start of phishing simulation

administration confirmed that NAT was in place, meaning multiple users could appear
under the same IP. For example, one IP address had three clicks within four minutes,
and another had two clicks hours apart. These may reflect different users or one person

re-clicking.

Even accounting for repeated clicks when sending to non-IT profile students, there were
at least 16 unique external IP addresses, so the number of unique clicks is 16 out of 28
(approximately 57%). It can also be assumed that one of the students clicked from a school
computer and then came home and opened the link from a mobile phone. In this case, the
external IP addresses would be different, and the user could have made several clicks from
different devices. This study does not state that one click equals one user being phished.

Summarising the overall results of the phishing simulation in grade 12, it can be noted that
out of 38 emails sent out, there were 21 clicks (55.26%). Considering clicks only from

unique external IP addresses, 18 out of 38 emails were sent (47.37%).

Analysing the User Agent type of all results revealed that 7 clicks were made from desktop
devices and 12 from mobile devices (iPhone or Android). Another 2 clicks could not be
categorised clearly, as their User Agent contain "Google-Firebase" information, which
does not allow to determine the device type.

Among the factors that influenced the number of clicks are the following:

— Persuasive and well-formatted email content in the Estonian language
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— The timing of delivery during school hours enhanced trust and increased the likeli-
hood of reading.

— Insufficient attention to sender information or thorough URL examination.

— Strong connections within the school community and a desire to support school
initiatives.

— Limited familiarity with external emails and a general lack of awareness regarding
phishing threats.

— Use of mobile devices instead of desktop devices.

— In IT classes, curiosity and recognition of the Canary Token may have encouraged
exploration rather than eliciting fear.

— Conversations with classmates in chat rooms could diminish or halt clicking be-

haviours.

3.6 Response to Hypotheses

The results support all three hypotheses:

1. This significant difference (IT-direction 20% compared to non-IT 67.9%) indicates that
prior exposure to cybersecurity education had a measurable impact on students’ ability to
recognise and avoid phishing attempts. Furthermore, some IT students may have clicked
on the link intentionally. Given previous lessons on Canary tokens and social engineering,
they might have noticed the URL that indicated it was a Canary token and opened it for
interest.

2. The emails used in the simulation were written in Estonian clearly and politely. They
addressed relevant and emotionally neutral school-related topics such as voting for peers
or evaluating school canteen food. Both groups were more likely to click on “Final Vote”
than “Food in the Canteen”, but the difference is not highly visible due to the small sample
of letter recipients (Figure 5).

These messages required only a few clicks and did not demand significant effort. Such
characteristics likely increased the trustworthiness of the emails and contributed to the
relatively high click rate among non-IT students. The emotional proximity and simplicity
of the messages played a significant role in encouraging user interaction, as evidenced by
the high click-through rate.

3. Most clicks occurred within the initial hours after the emails were sent (see the Figure 4).
Click activity stopped almost entirely after the first few hours of the simulation. This
decrease can be attributed to in-person communication and messaging through class chats,
where students probably alerted each other to the suspicious nature of the emails. This
pattern underscores the importance of social interaction and the quick dissemination of

insider information in mitigating the spread of phishing threats.
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Figure 5. Number of clicks on phishing emails with different subjects, grouped by study
profile

3.7 Conclusions and Recommendations

Users on mobile devices are particularly vulnerable to phishing attacks due to their limited
options for verifying links. Whereas desktop users can hover over the URL, mobile users
must take additional steps, such as long pressing to verify a link (which many people do
not do). This behavioural limitation enhances the effectiveness of phishing attempts. In
the simulation context, it clarifies why even well-trained students might have clicked on

malicious links, as they were accessing the email on a smartphone instead of a desktop.

As the school principal responded, there have been no major incidents at the school yet,
and the cybersecurity subject is being taught for the first year (Appendix 8). The relatively
high percentage of clicks may be related to the phishing simulation precedent.

The following conclusions and recommendations will be offered:

— The simulation results show that a Cybersecurity course and IT direction in the
gymnasium significantly improve resilience to phishing attacks.

— Social context matters: trust and cohesion among students can increase vulnerability
and facilitate rapid defence once suspicions arise.

— Cyber awareness principles should be introduced to all students, regardless of their
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study profile. Key practices should be reinforced annually.

— Implement technical safeguards, such as banners on external emails warning: “This
email is from outside your school. Be cautious.”

— To follow up, a general summary email with anonymised results and reminders to
remain attentive was sent to all 12th-grade students. School administration may
adapt this message for other classes.

— Similar simulations could be extended to include school staff in future training
initiatives.

— The full simulation results were forwarded to the school’s system administrator for

further analysis and improvement by the school.

According to the study’s findings [22], warnings on emails are indeed effective in preventing
the effects of phishing and built-in training during a phishing simulation, as is done these
days, can make users even more susceptible to phishing. In other words, training should be
systemic and preventative, not as a consequence of phishing simulations. Thus, phishing
simulations are practical tools for raising awareness and identifying areas where targeted

educational and technical interventions are needed.
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4. Analysis, Discussion, Conclusion

4.1 Analysis

4.1.1 Cultural Aspect

The study’s cultural aspect is closely linked to Estonia’s nationwide drive towards digi-
talisation and innovation, which shapes young people’s awareness of the importance of
IT and cybersecurity in modern society. Starting in the 1990s, Estonia made a strategic
choice in favour of information technology (IT) development, which led to the formation
of an advanced e-society and e-state [23]. Since 1996, all schools have been provided with
internet access, which is related to the now famous Tiger Leap (7iigrihiipe) programme in
Estonia [24].

Estonia has become known as “e-Estonia”, a country with one of the most developed
digital ecosystems in the world [25]. The daily habit of using electronic services creates a
false sense of safety in cyberspace. The population, including high school students, should
be raised to awareness of cyber risks. Attention to cybersecurity is publicised in society
through social advertising and television. Service providers’ websites, such as delivery

services (Figure 6) or banks, constantly warn users about increased fraud.

& G o) https://www.omniva.ee/en/ Q A i} {3

Attention! Fraudulent calls and messages are spreading. Fraudsters can use Omniva's name to deceive
people into providing their data and money.

Read more

‘JEN\/ Q (& =

Figure 6. Omniva’s cybersecurity notice to users. A public warning against phishing on
the website of Estonia’s national postal operator.

From December 2024, all the government services in Estonia are available online [25],
making it much easier for citizens to interact with the State. As a result of the favourable
environment for innovation, Estonia has spawned many IT startups, and the country leads
Europe in the number of “unicorns” (companies with a valuation of more than $1 billion
per capita) [26]. These companies include Skype, Bolt, Wise, Pipedrive and others [26].

The IT sector has become popular among Estonian youth, attracting talent and contributing
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to the development of the digital economy. Programmes such as ProgeTiiger [7] aim to
increase technological literacy from an early age, helping to create a new generation of IT

professionals.

Various local activities are carried out in EU countries to teach children and adolescents
about cybersecurity. For example, in Austria, France, and Portugal, lessons or modules
on cybersecurity are introduced, and various challenges and hackathons are held [13]. In
Estonia, with the support of the Ministry of Education, the Tallinn University of Technology
is developing a program for schools. However, measuring the impact of initiatives on the

target audience is a task that Member States are trying to solve [27].

In February 2025, Estonia’s Ministry of Education and Research announced a new educa-
tion programme, Al Leap 2025 (TI-Hiipe 2025) [28, 29]. Artificial intelligence is forming

a new era in education, widening access to knowledge for students and teachers.

4.1.2 Technical Aspect

Considering the issue of linking programming with other subjects, it can be noted that
students are usually more motivated to learn the subject and more interested in and
understand the course of tasks and exercises if the result of actions is tangible. It was noted
in a Swedish study that simple text programming in Python seemed boring to secondary
school students until teachers linked it to Maths or Technology [30].

However, in the interview (see Appendix 7), it was noted that extra time was spent on
installing virtual machines before the lab in the cybersecurity lessons. Difficulties arose
due to some students’ lack of technical skills and different operating systems, when using
school or personal computers. According to the teacher, more advanced students helped
their classmates, reflecting their good team spirit. The lessons included teamwork, the
implementation of PBL in solving programming problems and cybersecurity labs, and

developing digital competencies (DigComp 2.2.)

4.1.3 Social Engineering Aspect

This section addresses SQ3.1 and SQ3.2. Phishing, as the object of the technical practical
part of the study, was chosen as one of the most common and easily reproducible types
of social engineering. Its relevance is due to the widespread prevalence of cybercrime at
school in real practice and significant educational potential in developing elementary digital
hygiene skills in students [31], [32]. According to the MITRE ATT&CK® knowledge
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base [33], phishing is one of the techniques for the initial access tactic. These techniques
may also be used in later stages of incidents [27]. The report [34] shows that in Estonia,
in 2024, 65 % of all incidents with consequences are phishing. The use of phishing for
educational purposes not only to clearly illustrate the mechanisms of cyberattacks but
also to develop critical thinking in schoolchildren, the ability to analyze the information
received and recognize potential threats. K—12 institutions are prime targets due to their

access to sensitive student data [31].

The topic of phishing covered in cybersecurity lessons and the general technical knowledge
of students in the IT direction likely them to be more successful in recognising suspicious
elements in an email. The success of the simulated phishing campaigns demonstrates
how schools can effectively integrate low-risk, high-impact social engineering exercises
(5Q3.2). They help students understand emotional triggers (urgency, authority, desire to
support), consistent with broader digital hygiene goals. Among other measures to SQ3.2,
the Cybersecurity teacher (in person, after interview) suggested role-play days (scammer

vs. victim), reflecting with students on ethical issues and attackers’ goals.

4.1.4 Pedagogical Aspect

According to the PISA 2022 report, Estonian students aged 15 performed above the OECD
average in mathematics, reading, and science [35]. In 2018, Estonia’s performance was
ranked 1st in Europe [36]. According to the Cybersecurity Strategy 2024—2030, cyber
hygiene and cybersecurity will be included in school curricula by the end of 2027 [1]. As
a school representative (Appendix 8) meant in an interview, [T-related skills should be
woven into other subjects, which is much more effective than teaching it as a separate
subject. However, according to the report [2], for 2020/2021, less than half of European
countries have integrated computer science into high school alongside other subjects.
Mostly, these were optional subjects or specialised studies in upper grades (i.e., some

subjects are compulsory only for specific profiles).

Organisational barriers include the teacher national shortage, the lack of cybersecurity
teachers (here comments from the gymnasium director), and the need to find them in the
private sector. The lack of teachers, methodological and technical resources in the school
is also noted in other reports [7], [13]. In terms of methodological barriers, as noted by
the Cybersecurity teacher (Appendix 7), there were no serious barriers except for a huge
amount of different materials to choose from. Among the motivational barriers, it is also
worth noting the general condition of graduating students before exams and their workload
and anxiety. It can be assumed that the cybersecurity elective course can be taught a couple

of classes earlier, or the course can be divided into short modules and gradually learned
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over several years. Data from interviews (Appendix 7) confirm that tasks related to real-life
situations, such as creating a password checker and a Canary token lab, increase student

engagement and understanding.

4.1.5 Ethical Aspect

The Gymnasium State Curriculum aims, among other things, to develop ethically responsi-
ble individuals with digital competence to effectively use technology and innovation in a
rapidly changing world [37].

According to the cyber teacher’s answers (Appendix 7), the topic of ethics was mentioned
in the lessons, but a detailed discussion of ethical issues requires more class hours. One of
the homework assignments was to prepare a presentation on any major cyber incident with
an analysis of the consequences and a proposal for protective measures. Cyber protection
and cyber awareness also cover the topic of hacking. If students gain knowledge about
hacking tools, as password checkers or practical tools of social engineering (Appendix 7),

then awareness of responsibilities should be covered equally.

The ethical component of life in cyberspace should also be covered to ensure the correct
use of artificial intelligence by high school students. Using real-life examples to discuss
ethical dilemmas helps students identify legal and illegal actions. Incorporating ethical
reflections into each practical (technical) task will help strengthen responsible behaviour

as a digital citizen.

4.2 Discussion

4.2.1 Student Feedback Analysis

Table 1 compares the students’ anonymised feedback on the same questions. 3 out of 16
students responded to the voluntary email survey, but even this small sample provides some
feedback on cybersecurity awareness and training in the school. Overall, students noted
that they can help others, some became more technically aware after the course, and others
changed their online behaviour and password culture. Among the useful topics to study
were digital reputation, online ethical behaviour, data protection, and ways to recognise
social engineering. Among the more useful methods, all students tend to choose practical
cases and group work, as well as independent study, along with information provided by

an expert teacher.
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Table 1. Student Interview Responses on Cybersecurity Topics

ative incident online? If yes,
how did you respond?

online.

ing; helped recover
account, reported it,
changed passwords.

Question Student 1 Student 2 Student 3
Have you or any of your | No personal inci-| Friend’s social me-| Yes; informed the
friends ever experienced aneg- | dents; very careful | dia hacked via phish- | person whose ac-

count was com-
promised.

Do you discuss digital safety
or online risks with your par-
ents or relatives? Do you
share what you’ve learned

Yes, a lot. Main
points: avoid posting
face, unknown links,
calls; strong pass-

Sometimes,  espe-
cially when scams
appear; explains fake
info and password

No, very rarely.

gained deeper under-
standing of why.

mindful of shared
info.

with them? words; limit sharing | importance.

personal info.
Has your online behaviour | Not much changed, | Yes, definitely; | Yes; more atten-
changed after the school cy-| already  followed | started using 2FA, | tion to strong
bersecurity course? safe practices; | verifying websites, | passwords.

you find the most interest-
ing and helpful when studying
new topics?

fort; prefers lectures
from passionate ex-
perts; needs theory
before practice.

ies, role-playing,
group projects for
peer learning.

Which topics are the most im- | Real-life skills, espe- | Data protection, | Data protection,
portant to include in a school | cially for non-IT stu- | phishing, digital | phishing, strong
cybersecurity course? dents; caution with | reputation, online | passwords.

QR codes and suspi- | ethics.

cious emails.
Which learning methods do | Projects requiring ef- | Practical case stud- | Practical  tasks,

self-research
alongside teacher
guidance.

4.2.2 Analysis of Cybersecurity Experts Interviews

Table 2 compares the experts’ opinions on the same questions (see Appendix 2). Full
interview protocols or transcripts with Expert A (see Appendix 3), Expert B (Appendix
4) and Expert C (Appendix 5) are in the appendix. Experts agree that the situation on
the labour market is critical. Sometimes it is necessary to attract employees from abroad.
Expert C (Appendix 5) noted that the shortage is especially felt at subsequent career
levels, not entry-level positions. Expert B (Appendix 4) indicated that the awareness of
cybersecurity among young people is at different levels. Expert A (Appendix 3) believes
that phishing simulation is overrated, but together with staff training, it is a working tool.

Expert B supports this method, together with training and cyclical training.

The experts also noted the difference in understanding the business context, highlighting
the importance of internships and onboarding. One expert expressed the opinion that within
six months it is possible to learn applied skills, having a good theoretical base. Another
said that it is possible to come to cybersecurity with an education in another speciality;

it all depends on the position. After interviewing three experts, it can be concluded that
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Table 2. Comparison of Expert Opinions on Cybersecurity Education for Youth

No. | EXPERT A EXPERT B EXPERT C

1 | Does not evaluate school | Distinguishes enthusi- | Rarely works  with
graduates; mentions tal- | asts from overconfident | youth; confirms shortage
ent shortage, awareness | novices; the onboarding | in the second and third
varies. process is crucial. lines of defence.

2 | Emphasises awareness | Awareness through sim- | Resilience under pres-
and ’healthy paranoia’, | ulations, red flag detec- | sure is key.
rational thinking. tion, caution.

3 | Phishing simulations are | Simulations useful if re- | Simulations and training
overrated, practical train- | peated and supported by | help, but full protection
ing is needed. technical controls. is impossible.

4 | Mentorship and practice | Gaps in corporate prac- | Governance is underval-
are crucial; notes lack of | tices and technical ba-| ued in education; does
legal awareness among | sics; basic knowledge | not comment on schools.
students. of programming is re-

quired.

5 | Actively collaborates, | Sees potential for collab- | Has past collaboration
gives guest lectures, | oration but lacks time to | experience; does not
willing to share experi- | participate. mention teaching readi-
ence. ness.

6 | Theory + practice; in-| Prefers interactive, con- | Balanced approach
sists on deep, hands-| cise training, simula-| needed, adapted to
on training and attack | tions, hands-on experi- | audience psychology.
demonstrations. ence.

7 | Very important; techni- | Fairly important; ex- | Ethics should be basic;
cal skills and ethics must | plains legal boundaries | Al ethics still imma-
be taught together. and accountability. ture, open discussions

needed.

8 | Technical training | Legal clarity and con-| Like med/law schools:
should be strong; train | sequences are essential; | skills can be misused;
specialists to the best of | personal responsibility | must stay within legal
their ability. matters. limits.

9 | Promotes the field as | Stresses specialisation, | Think that value forma-
profitable and socially | goals, and risk-based | tion happens earlier than
meaningful. thinking. in high school.

10 | Supports Al integration | Cyber hygiene basics for | Emphasises governance,

in schools, mandatory in-
formatics, and guest lec-
tures.

all; teachers should mo-
tivate, offer extra activi-
ties.

leadership support, as-
set/config management,
and business context.
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mostly young specialists come after university. Ethics training is considered important,
but it is often a person’s view of morality. Among the effective methods, experts support
interactivity, but it is also necessary to take into account and understand the psychology of
people. The experts interviewed have different experiences and specific work activities,

which also influence the various degrees of their interaction with young people.

4.2.3 Analysis of Education Expert and Teachers Interviews

This chapter examines the responses to interviews with education experts. The author
asks the experts about their experiences, views on education, and specific subjects such
as programming and cybersecurity. Topics such as challenges in teaching, curriculum
content, student motivation, the role of technology (particularly artificial intelligence),
ethical aspects, and general questions regarding the organisation of school life and the

education system in Estonia are discussed.

The study included interviews with three experts representing different sides of the educa-
tional process: the programming teacher (in Appendix 6), the cybersecurity teacher (in
Appendix 7) and the high school principal (in Appendix 8). Their opinions helped identify
everyday teaching problems and global issues in teaching IT disciplines in the school
environment. The interviews confirmed that teaching programming and cybersecurity
in high school intersects with traditional teaching methods and new challenges of the
digital age. Teachers named different levels of preparedness and motivation for the specific
problems. They all noted the risks of thoughtless use of Al and the risk of abandoning
independent thinking. All three experts emphasised the shortage of personnel as one of the

serious problems for the education system.

Teachers must adapt to a diverse audience and adjust expectations and course pacing to the
specific class. This requires flexibility and pedagogical skill, which can sometimes lead to

frustration, especially if students are not interested in and unwilling to work independently.

One of the new but already noticeable challenges was the influence of artificial intelligence,
primarily accessible tools like Chat GPT and Gemini. All three experts expressed concern
that students increasingly try to delegate tasks to Al without delving into the essence. This
reduces the quality of education because the main goal is to learn to think, not just hand in
a ready-made solution. The school principal highlighted this problem especially acutely,
emphasising that “outsourcing of thinking” seriously threatens the school’s educational
mission (Appendix 8). In this regard, he believes classic homework is losing its relevance
in some subjects (especially STEM) and requires revision. The ethical side of teaching IT

subjects was also discussed. Teachers acknowledge that any skills and knowledge can be

33



used for good or for harm. Therefore, it is important not only to teach technical skills, but
also to discuss ethics, legal implications and personal responsibility from the beginning.
Although the school does not have a formal digital ethics code, these issues are raised in

dialogue and internal workshops for teachers.

All three experts also pointed to a systemic problem — a shortage of qualified teachers. In
conditions of high competition between schools and the lack of a constant influx of young
specialists, this problem is becoming acute. Additional reserves can be attracted from the
industry, for example, specialists who are ready to take on a useful social load and have
sufficient qualifications. According to the school director (Appendix 8), it is necessary to
improve the image of teachers and make the profession more respected in order to attract

new specialists.

The experts demonstrated a unified desire to update the content and teaching methods.
They all noted that IT disciplines should be as practice-oriented as possible. Examples of
the practical part include ethical hacking on Kali Linux, working with cloud labs such as
TryHackMe and Hack The Box, and participating in CTF competitions (Appendix 7). This
helps students not only remember information but also feel connected to the real industry.
Using the interdisciplinary approach, teachers coordinate topics between programming and
cybersecurity courses so students can see the big picture, such as how encryption theory is
applied in code.

The director generally supports integrating digital literacy into various subjects, including
math and science, rather than creating isolated courses (Appendix 8). Particular attention
is paid to developing “soft skills” — critical thinking, learning, working in a team, and
adapting to new things. Teachers consider these qualities to be as important as technical
skills. Programming teacher links motivation and willingness to learn with “enjoyment”
from the process (Appendix 6), which is becoming an integral part of the pedagogical
philosophy. Public-private partnerships strengthen the school’s links with the outside world

and make learning dynamic.

To improve the educational process in schools, feedback should be collected from students
and teachers. All three experts agree that IT education requires new approaches that
are flexible, practical, ethically sound, and open to collaboration. At the same time,
there are several significant challenges: a shortage of teachers, varying levels of student

preparedness, and the necessity to adapt to new technologies.

The analysed experience of the studied school can serve as an example of teaching cyber-

security in the gymnasium. Interviews with teachers confirmed that technical competence
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and pedagogical flexibility accompany strategic thinking. Student engagement is directly
related to the practical applicability of knowledge, the quality of interaction with the
teacher, and the opportunity for self-realisation. In the context of rapid technological de-
velopment and the introduction of Al, traditional approaches are losing their effectiveness,

which requires schools to develop innovative solutions and dare to change.

4.3 Recommendations

4.3.1 Recommendations for Policymakers and Schools

Public-private partnership (PPP) has been successfully used in Estonia for several decades
[23]. The private sector helps develop infrastructure and technology, for example, in energy
(Enefit Green [38]), construction (Rail Baltica [39]) and educational innovation (eKool
[40]). Praxis policy brief emphasises the importance of PPP in promoting digital education
in the Baltic States[41]. The CISA report [31] emphasises the importance of the partnership
between the private sector and K-12 and the development of an incident response plan
(IRP). The Estonian state should support programs such as Startup Estonia’s EdTech, which
promotes cooperation between startups and educational institutions. In particular, PPP is
relevant, especially when teaching elective subjects in upper secondary schools. Involving
the private sector in education provides students with relevant and practical knowledge.
As a result of this partnership, the private sector will face questions and challenges from a

generation of future professionals, giving it new ideas for development/

In addition to teaching students about cybersecurity, school staff should also be mentioned.
For example, the Estonian Information System Authority (Riigi Infosiisteemi Amet, RIA)
plans to inspect state high schools, public universities, and possibly some municipal schools
in 2025 [32]. To increase staff cyber awareness, taking the RIA Cyber Test [42] is also
suggested, which includes training and testing parts. RIA experts note that "the level of
cybersecurity in a school depends on the management’s attitude to data protection and the

safe use of digital tools" [32].

4.3.2 Recommendations for Students

This section provides the author’s recommendations for high school students in Estonia.
Many of the recommendations also apply to the education process as a whole. High school
students can prepare themselves smoothly for entering the labour market by examining
the skills a modern digital citizen needs, such as those outlined in DigComp. The My-

DigiSkills tool [43] enables students to self-assess their skills for free and identify areas
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for improvement (Figure 7).

@ mydigiskills

, based on the answers that you gave, your Digital Competence levels are
shown below. On the left, are your levels for the 5 Areas of Digital Competence, on the right
are your levels for the 21 Individual Digital Competences. You may have different individual

levels within one competence area. The colour coding for levels is shown below.

Advanced

Advanced

Advanced

(@ Safety

Advanced

Advanced

Figure 7. Example of MyDigiSkills self-assessment results based on the DigComp 2.1

Framework

As of March 2025, it has been announced that several schools in Tallinn will collabo-
rate with the Estonian coding school [44]. Such collaboration is a good opportunity for

schoolchildren to try programming. Events from large employers, career days, competi-

{@ Problem solving

Advanced

Advanced

Advanced

Advanced
Advanced
Advanced
Advanced
Advanced

Advanced

{@ Dpigital Content Creation

Advanced
Advanced

Advanced

Advanced

Advanced
Intermediate
Intermediate

Advanced

Advanced

Advanced

Advanced

Advanced
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@@ Information and Data Literacy

1.1 Browsing, searching, filtering data, information and digital

content
1.2 Evaluating data, information and digital content

1.3 Managing data, information and digital content

(@ Communication and Collaboration

2.1 Interacting through digital technologies

2.2 Sharing throught digital technologies

2.3 Engaging in citizenship through digital technologies

2.4 Collaborating through digital technologies
2.5 Netiquette

2.6 Managing digital identity

3.1 Developing digital content
3.2 Integrating and re-elaborating digital content
3.3 Copyright and licences

3.4 Programming

4.1 Protecting devices
4.2 Protecting personal data and privacy
4.3 Protecting health and well-being

4.4 Protecting the environment

5.1 Solving technical problems
5.2 Identifying needs and technological responses
5.3 Creatively using digital technologies

5.4 |dentifying digital competence gaps



tions, and hackathons help people immerse themselves in the environment, improve their

skills, and become part of a community of like-minded people.

Cybersecurity expert A (in Appendix 3) recommends developing “healthy paranoia” and
developing critical thinking. He notes that cybersecurity is not only a lucrative career but
also a socially significant one. Objective assessment of one’s skills and specialisation in a
specific area, according to Expert B (Appendix 4), is important for professional growth.
He also advises paying attention to details and reminds that cybersecurity professionals
work to protect, not to harm. Expert C (Appendix 5) emphasises that technical skills and
a deep understanding of the regulatory environment, as well as human psychology, are

required in cybersecurity.

It is necessary to analyse, reflect, and ask yourself, "How can the material I am studying
be applied?" Al is firmly entering our lives, and we should remember the security of our
data. Discussing with close ones and helping the older generation observe safe cyberspace
practices helps consolidate knowledge in practice and maintain the cyber resilience of
the surrounding society. According to the World Economic Forum Report 2025, "79% of
Estonian employers report skills gaps in the labour market, which they plan to address
through reskilling and upskilling" [12]. Lifelong learning is already the norm, so learning
the necessary skills "on the go" is becoming more accessible. Massive open online courses
(MOOCs) taught by companies such as Google, IBM, Microsoft, influential universities,
and other organisations provide in-demand and relevant knowledge (for example, platforms
such as Coursera, Codecademy, Udemy, EdX). Some cybersecurity certificates can be
obtained already in high school [45]. Developing attentiveness, critical thinking, technical
skills, and information hygiene not only helps in further studies and careers but also

contributes to safer behaviour in conditions of information overload.

4.3.3 Limitations of the Study and Recommendations for Future Re-

search

The research was conducted at a private school where Estonian is the language of instruc-
tion. Despite its private ownership, the school is part of the state education system and

complies with national educational standards.

— This community school has a unique learning environment and culture, which means
that the results may differ significantly from those obtained in other schools across
Estonia.

— Secondly, the number of participants was quite small — just 38 students in the
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phishing simulation and only 3 respondents in the IT class student survey.

— In addition, the study avoided collecting any personal data in order to ensure
anonymity. Because of this, it was not possible to study individual behaviour in
more depth or compare results based on things like students’ background knowledge
or interest in the topic.

— Time constraints prevented us from assessing the effect of the course over time,
before and after the cybersecurity course.

— Another problem is that the student survey was modified to have a smaller number
of questions and fewer respondents.

— Of course, the research methods used only provide a fragmentary picture.

Looking ahead, there are several directions that could be explored in future research:

— Scaling up across schools with different resources. It would be useful to replicate
a similar study in other schools — public and private, urban and rural — to see
similarities and differences.

— Following students over time (a long-term study) could show whether and how
cybersecurity education affects students’ digital habits or career choices. This could
include comparing an IT class before and after cybersecurity education. Then,
comparing it to a control group, a non-IT class that did not have the subject.

— Focusing on teachers to assess the necessary methodological support could be an
option for future research.

— Future research methods could include knowledge tests or behavioural experiments
related to cybersecurity.

— As Estonia implements the Al Leap 2025 initiative, future research could examine
how Al tools support students’ understanding, engagement, and critical thinking

when learning cybersecurity.

4.4 Conclusion

The research investigated the possibilities of building cybersecurity competence in high
school students using a multidimensional framework including technical, pedagogical,
cultural, ethical and social-engineering aspects. The empirical part was related to a
public school in Estonia and included several methods: interviews with experts, phishing

simulation, student survey and classroom observation.

The cultural analysis showed that Estonia’s digitally developed society strongly influences
students’ perceptions and attitudes towards cybersecurity, answering SQ1.1 and SQ1.2.

Students recognise its importance in everyday life, but show varying degrees of involvement
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and responsibility.

Regarding SQ2.1, the technical component of the study showed that tasks such as pass-
word strength analyses and Python exercises, particularly those involving cyphers and
simulations, were successful in promoting competence development (see Appendix 6).
These activities also contributed to the development of SQ2.2 as they were embedded in
the project-based and flipped classroom methodology. Combining technical learning with
broader educational objectives such as communication, reflection and critical thinking.
Instructor feedback confirmed that the combination of technical tasks with individual

creativity and public speaking increased student motivation.

The results of the simulated phishing campaigns showed clear differences in awareness and
response between IT and non-IT students, answering SQ3.1 and confirming that structured
cyber security training increases resilience to social engineering. Regarding SQ4.1, several
pedagogical barriers were noted during the interviews, including time constraints, technical
challenges, and varying degrees of student preparedness. However, the flipped classroom
and PBL methods were shown to increase engagement and autonomy, which supports

SQ4.2 and confirms the literature evidence of their motivational value [20].

From an ethical perspective (SQS5.1), concerns about teaching potentially dangerous con-
cepts (e.g. phishing or hacking) in the school context are poorly observed. Interviews
identified the need to emphasise ethical frameworks to avoid inadvertently encouraging
harmful behaviour. Experts pointed out that moral values are typically formed earlier
upper secondary school and shaped individually. However, SQ5.2 related to that schools
still play an important role: they can offer a structured and safe environment for teaching
responsible cybersecurity, especially when ethical guidance and discussions are integrated

alongside hands-on practice.

Overall, the findings suggest that cybersecurity skills can be effectively developed in
secondary education through a blended approach—one that combines technical training
with reflective, ethical, and socially relevant learning. The multidimensional framework
used in this study helped capture both the tangible outcomes and the human aspects of

cybersecurity education within a real school setting.
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5. Summary

This study investigates the current state of cybersecurity education in Estonian secondary
schools using a private Estonian-language upper secondary school as an example. The
study combined several empirical methods: interviews with experts, student surveys,

classroom observation and a phishing simulation involving 12th grade students.

Clear differences in digital awareness and behaviour were found between students in
IT-focused programmes and those in other areas (Figure 3). These results support the idea

that specialised cybersecurity education improves students’ understanding of digital risks.

Among the challenges hindering the adoption of cybersecurity education, experts identify a
lack of qualified teachers, a lack of a national curriculum, and a decline in the attractiveness
of the teaching profession. There are also some concerns about how to responsibly teach
potentially sensitive content. Education experts emphasised the benefits of project-based
and interdisciplinary learning to keep students interested. At the same time, industry
representatives called for a greater focus on stewardship, early ethical education and closer

co-operation with the private sector.
In conclusion, the study emphasises that building a sustainable digital society depends on

a systemic, interdisciplinary and value-based approach to education. Ethics and critical

thinking should accompany the teaching of technical skills, starting from school.
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Appendix 2 — Interview Questions for Cybersecurity Ex-

perts

The following questions were asked during two semi-structured interviews (Expert A and

Expert B) and one email-based written interview (Expert C) with cybersecurity experts as

part of the thesis research.

10.

. How do you assess young people’s (e.g., high school graduates or interns) attitudes

towards cybersecurity? How aware are they of the digital risks? Please, tell me about
your “pain” as an employer (e.g. staff shortage).
What skills or behavioural models do you consider critical for protection against

social engineering?

. Does your organisation have any internal practices (training, simulation, onboarding)

to prevent social engineering attacks, and how effective are they?

What knowledge gaps do you most frequently observe among young specialists?
Are they technical skills, programming knowledge, digital ethics, soft skills, or
something else? Does their IT preparation at school (e.g., IT-direction class in

gymnasium, participation in hackathons, Olympiads) affect this?

. Do you see the possibility for closer public-private cooperation in developing dig-

itally competent professionals? Could you imagine yourself teaching at school
someday (e.g., teaching an elective course for high school students or conducting a

practical session as part of a course)?

. Which educational methods or formats (e.g., hands-on training, case studies, at-

tack simulations) are most effective in teaching cybersecurity? Please share your

suggestions.

. How important is it to teach ethical aspects to future professionals (e.g., the use of

Al at work and behaviour in the digital world in general)?

. Where do you think the line lies between teaching technical skills (ethical hacking,

vulnerability analysis) and the risk of promoting dangerous behaviour in cybersecu-
rity field (to grow a bad hacker)?

What values should be offered to future cybersecurity professionals during the
schooling phase?

What recommendations would you give to the school community (curriculum devel-
opers, principals, teachers) to help them better prepare students for the digital world

and a career in IT and cybersecurity?
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Appendix 3 — Interview Transcript: Cybersecurity Expert
A

Interviewee (Expert A): JURGEN ERM, 15 years in IT, including 8 years in Cybersecurity
Position: CEO, NEVERHACK Estonia (previously CYBERS)

Interviewer: Anastasiia Shapran

Date: 26 April 2025

Duration: 35 minutes

Language: English (translated from Estonian)

Interviewer (I.) Thank you for agreeing to be interviewed. We will try to follow the
pre-formulated questions with some clarifying questions on my part. How do you assess
young people’s (e.g., high school graduates or interns) attitudes towards cybersecurity?

How aware are they of the digital risks?

Expert (E.) I can’t say about high school leavers, but the youngest employees come to us
from around the second year of university at the earliest, I’d say from around the second
year. The level of expectations in the field is such that a university doesn’t prepare you
fully for real-world work, not even internships. So, it’s hard for me to assess that point

objectively. I haven’t reviewed it thoroughly.

I. But do you generally experience a “pain point”? For example, not having enough

specialists?

E. Yeah, that’s something we all experience. It’s not just us. There’s a significant shortage
of cybersecurity specialists in Estonia. We’re constantly competing for the same good
experts. Our company has even had to hire people from abroad because there are just not

enough specialists here.

L. In your opinion, are young people today aware of digital threats?

E. It’s my opinion, but I think some students are very aware—some, not at all. Considering
how much this topic is talked about in the media and in schools, I hope the awareness

and understanding of the need for cybersecurity is growing. But again, I can’t give solid

numbers—just a gut feeling.

49



I. Thank you. Second question—what skills or behavioural models are critical for defend-

ing against social engineering?

E. These skills all start with awareness. If someone knows what threats they might face,
they’re more likely to recognise them in the moment. And as for behavioural models, I’d say
a kind of “healthy paranoia” is necessary. Especially online and in digital communication,
you must always keep your guard up. Phishing and manipulation attempts are often very
clever, and they prey on human weaknesses by creating fear or urgency, for example. You
have to recognise those moments and stop yourself, take a step back and let your rational

mind assess the situation.

I. Do you see opportunities for closer collaboration between the private sector and education

in developing skilled professionals?

E. Yes, absolutely. We already cooperate extensively with the public sector—for example,
with RIA and CERT Estonia. We run awareness campaigns and help resolve incidents with
clients. This cooperation works very well. Both my colleagues and I have visited schools
to give occasional guest lectures or share real-world examples. It’s something we’ve done

and will definitely continue doing.

I. Would you personally consider teaching in a school?

E. I don’t know if I’d want to be a full-time teacher, but I’d be happy to share my experience.
When I was in school, it was always eye-opening when professionals came to talk about
what real work looks like. I think every company should take responsibility for the next

generation that way.

I. Thank you. What teaching methods or formats do you think are most effective for

cybersecurity?

E. Well, effectiveness comes from a complete package. First, students need a base of
theoretical knowledge to build on. Then, the fastest development happens through practice.
Looking at our colleagues who come straight from school, we see the quickest growth when
we get them directly involved in real work, when they’re working alongside experienced
specialists and can ask questions and get hands-on experience. That’s what I think is most
important in cybersecurity. The practical side really matters, and it should be integrated as

much as possible into school programs.

I. Do you think phishing simulations are a good format?
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E. Honestly, phishing simulations are overrated. There are several strong studies show-
ing their actual effectiveness is very low. They don’t really change people’s behaviour.
Awareness improvements from them barely appear in the statistics, often in the single-digit

percentages. So, the impact is quite minimal.

I. Why do you think that is?

E. The problem is that the simulation hits people randomly during their workday. They’re

b

not mentally engaged when it happens. Even if they click the link, they don’t “switch on’

299

and say, “Okay, I’'m learning something now, so I don’t repeat this mistake.”” They just
click through and move on with their day. Work needs to get done. So, it doesn’t capture
their attention in a way that triggers real behavioural change. If you’re interested, I can
send you a link with the research and resources—it paints a clear picture. Giving people
the time and space to think actually helps. You need deeper, more thorough training with a
strong practical component. It’s not enough to just say, “Don’t click suspicious links.” You
have to show them what really happens when you do. Show them how easy it is to craft a
phishing email or attach a virus to an Excel file. These tools are easily available today. I

think seeing that reality hits home much better.

I. How important is it to teach ethics to future cybersecurity professionals?

E. Very important. I once visited a high school and met a few students who were already
quite skilled—they could carry out fairly sophisticated attacks. I had to explain to them that
what they were doing was illegal, even if they were experimenting. Many young people are
naturally curious and want to push boundaries, which is fine, but without understanding

the legal and ethical limits, they could ruin their future careers with one bad decision.

I. So, do technical skills and ethics need to be taught together?

E. Yes, absolutely. From my university experience, [ remember that ethical aspects were
clearly part of the curriculum. We covered them multiple times. I’m not sure how it’s
done in high school, though. I went to a school with an economics focus, so I don’t recall

anything like that being discussed — but that was quite a long time ago.

I. Where do you think the line lies between teaching technical skills and encouraging risky

behaviour?

E. I think those two things — technical knowledge and behaviour —shouldn’tt be bundled

together as if one leads to the other. We must teach technical skills as well as we possibly
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can. What an individual does with that knowledge afterwards — whether they stay in the
professional field or enter the criminal world — is up to their moral compass. It would
be wrong to think, “Let’s teach them less just in case they turn bad.” That’s not the right
approach. We must train our specialists to the best of our ability and trust that 99% of
people are good. Of course, there will always be that 1% or 2% who choose a criminal

path —that’s always been part of human nature, even before the internet.

I. What values should we promote while educating future cybersecurity specialists?

E. We should keep promoting cybersecurity as a rapidly developing and very lucrative
career. Cybersecurity specialists are well-paid. Even if you’re fresh out of school, you can
earn a decent salary immediately. I remember one case — I hired a young guy, and later,
he told me,“You know, my parents are both teachers, and now I make more than they do.”
He said,”“When I told them my salary, they were like — wow, we’ve worked for 20 years,
and now you’re earning more straight out of school.” That was a striking moment. But
with all those benefits, we also have to emphasise social responsibility—that’s key. This
field isn’t just about money—people working in cybersecurity are protecting our society,
helping to block threats, and keeping our digital country running, that is a valuable and

important value in itself.

I. So, young people need to know that a cybersecurity career is accessible?

E. Yes, absolutely. It’s very accessible. If someone goes to TalTech after high school to
study cybersecurity, they can start working immediately after graduation. I honestly don’t
know any cybersecurity specialists who are unemployed right now. This field is growing
rapidly, and you can work in Estonia or abroad. Of course, it’s important to feel that this is
the right field for you. I’vee also seen cases where someone starts studying cybersecurity
thinkingit’ss their thing, but after a while, they realizeit’ss not. That’s true of any field
— in the end, people must find what they want to do. You can’t just force yourself into

something that doesn’t fit.

I. I’ve heard that there are cases where people start working in cybersecurity right after

finishing school?

E. But yes, they do start working right away. Well...I’d say when we hire someone straight
out of school, they usually become fully productive within six months. For some, it takes
one month, for others, six months, but within six months at the latest, we have specialists

ready to be used for specific work tasks.
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I. Do you have the resources to train and mentor these young people? Or is it easier when

a candidate already has experience?

E. Well, the thing is, we have different positions—some require years of experience. But
we also have roles where we can train people ourselves. So, these two approaches don’t
conflict; they coexist. Now, regarding question 10, what could be offered to the school
community? One very cool initiative currently underway is the increasing integration of
artificial intelligence into the entire school system. This Al leap, which is now reaching
schools, will be a critical driver of success for both educational institutions and society in
the next 10 years. I strongly encourage participating in this as much as possible because it
supports cybersecurity awareness. And for schools, especially high schools, I think a great
recommendation would be for them to confidently approach any Estonian cybersecurity
company. They can invite professionals, for example, to give occasional lectures or

lessons—people who can explain how things work in practice.

I. How would you comment on the fact that informatics is currently not mandatory in the

school curriculum?

E. Well, I’'m not exactly up to date, but if it’s not yet included in the national curriculum of
schools, then I think we definitely need to change that—because Estonia is an IT country.
And if students are already introduced to this field during high school, then maybe we’ll
have more applicants for cybersecurity-related programs at universities. | see that as a
good springboard.

I. That was great. Thank you for the interview!

E. Thanks, and good luck with your work!

End of Interview
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Appendix 4 — Interview Transcript: Cybersecurity Expert
B

Interviewee (Expert B): MYKHAILO MAHUN, 22 years in IT, including 18 years in
Cybersecurity

Position: CEO, ALLCONTROLS OU, Estonia

Interviewer: Anastasiia Shapran

Date: 25 April 2025

Duration: 40 minutes

Language: English (translated from Russian)

Interviewer (I.) Thank you for taking the time to speak with me. You are a manager and a
practising auditor with extensive experience and international exposure. How would you
assess young people’s — for example, high school students or interns — attitudes toward
cybersecurity? How aware are they of the risks in the digital environment? What issues do

you see as an employer?

Expert (E.) Are we talking specifically about young people who are technically oriented
and aiming for careers in the IT and cybersecurity industry? Or are we speaking more

generally?
I. Generally, it is whoever you’ve had the chance to meet.

E. There are different types, such as cybersecurity enthusiasts, who understand current
trends, attacks, and how to protect assets. Then, some haven’t yet chosen a specialisation,
with a surface knowledge but high confidence and pose a particular risk. An employer
must understand that someone might lack real competence but still be convinced they
“know everything” because they’re “good with computers”. That’s why onboarding is
essential: explain what corporate information is, how we protect it, what’s allowed and
what isn’t — just like with any other employee. For example, we don’t get interns straight
out of school. They come to us at least in their final year of university. As a rule, they are
technically literate specialists whom I interviewed; they already have a more or less good

understanding of the digital environment.

I. Overestimating skills can be dangerous for the person themselves — they might fall into

a trap, right?
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E. It’s not only in cyber security; I would say it’s in any field; it’s probably a dangerous
misconception. Sometimes, there are places where good competencies are needed and
expected. A person with very superficial knowledge can do harm because of such a sloppy
attitude and a lack of understanding of processes and rules. But here, from the point of
view of how an organisation can protect its information. If we talk about risk in general,
we can probably say the same. Suppose a trainee has an infected computer, which he will
plug in somewhere. He can use it to process some tasks given to them or work with some

company data. It’s all about how it’s organised.

I. Let’s move smoothly to question 2. What skills or behaviours are critical to protecting

against social engineering attacks?

E. Well, there are quite a lot of materials on this topic. Modelling such attacks in the
corporate segment is essential, on their own or with third parties’ help. It is good to
organise testing and simulation of phishing attacks to check the general picture and
conclude. Let’s say that people were deceived by phishing. We need to determine the
percentage of those affected and conduct training for all employees and separate training
for those who fell victim to the attack. This process should be repetitive. Large companies
often conduct continuous phishing simulations across different departments with various
scenarios to keep employees aware and prepared. It’s also essential to prepare the right
content for onboarding. Employees usually don’t like to read some boring policies. You
can prescribe a cool policy that is big and beautiful, but it will not be readable. A team
of cybersecurity experts will be involved. Still, most of us may find it hard to understand
and will likely forget the details soon. Training should feature interactive content and
concise presentations or brochures. As red flags, it can be an urgent call to action or
intimidation. Employees should report concerns to the information security team. Training
should involve simulations of phishing attempts, guided by someone knowledgeable on
current trends, as the average user may struggle to identify these threats. Employees should

also exercise caution when clicking links, especially those sent to personal accounts.

I. What do you think of my idea of a phishing simulation that I talked about before the

interview?

E. The fact that someone clicks is already a signal. But just clicking isn’t enough —
knowing who enters credentials is essential. That’s a higher level of analysis. Also, you
can’t rely solely on email provider protections. Settings must be customised, SPF (Sender
Policy Framework) are necessary. That’s a job for technical specialists. We can’t put all
the responsibility on users. A comprehensive approach is essential: training plus technical

measures. There are companies where 25% of users enter their credentials on fake sites
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and others where it’s just 1% — and that’s a big difference.

I. Which of these practices do you use in your company?

E. We use training and technical configurations — as part of our standard package. We’re
a small company, so everything’s visible, and we haven’t had issues so far. We try to keep

even non-tech staff informed.

I. What knowledge gaps do you observe in junior specialists?

E. The usual ones are how to work with corporate services and where to store documents
(not locally, but in the cloud, and not personal cloud, but corporate). Communication inside
and outside the company, as well as how to format emails — all of that needs to be taught.
It’s normal — if someone hasn’t encountered it before, they won’t know. That’s why clear

explanations and basic information security requirements are essential.

I. Have you ever noticed that the cool specialists working today have backgrounds that
include participating in various hackathons since school? Is there a specific time that is
better to start?

E. I would say that I don’t see such a direct dependence in my practice. Some guys studied
more than that. There, for example, in a technical university, and then re-qualified; in
principle, they became quite good technicians, administrators, and so on. But again, it
is hard for me to estimate those who are graduating from university now, and I have a
small sample here. For example, I am talking about those generations who graduated 5-6
years ago. I am sure the situation may be different now, so I would try to collect more
up-to-date information from other interviewees. Maybe there are those who have such
an academic background, and they like to be recognised there. But maybe they want to
teach themselves. Well, I think such people don’t always want to work in commercial
organisations, and often they can stay teaching or working somewhere. Perhaps it could be
interesting or even more interesting in companies that focus on teaching or in certain state

projects.

I. Do you think programming skills are necessary for cybersecurity professionals?

E. Basic knowledge of at least one language is a must. However, there are many roles in
cybersecurity, such as compliance, standards implementation, and administration. Some

of these may not require in-depth programming skills, but the technical basics are still

necessary. You should at least understand how scripts, databases, and networks work.
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University level basics are essential. Cryptography is, too.

I. The 12th graders at the school I’'m writing about took a Python course that included
cryptography tasks.

E. That’s great. You can’t properly analyse vulnerabilities without understanding the code.

You don’t have to be an expert, but the basics are necessary.

I. Do you see potential for public-private partnerships in training? Are you considering

teaching opportunities?

E. In theory, yes. In practice it is difficult due to time constraints. Online, it is possible.
However, the topic should be relevant for schools. Co-operation between universities
and business already exists. For example, I got my first job while writing my bachelor’s
thesis thanks to the co-operation between university and company. Private companies are
definitely interested in talent, and internships help to identify good candidates and reduce

hiring risks.

I. Only large companies can afford to train interns because they have the resources.

E. For the most part, yes. However, even small companies have routine tasks that can be
combined with training. For example, working in the helpdesk is not too difficult, but

useful. You learn by doing and can gradually grow.

L. If you were to take on an employee now, knowing that he is fully technically savvy but
just a theorist who has just come out of the university, what approach would be appropriate

and educational for him?

E. Well, if we are talking about information security auditor, then perhaps this assistance
can be in the preparation of a report, their presence at the interview, and the performance
of some routine work, which is clear enough and relatively simple. Understand what it is
in general and how it is compiled. Of course, you should start with the fact that he had just
generally familiarised himself with some kind of, let’s say, the standard, which is carried

out audit.

I. How important do you think it is to train young professionals in ethical aspects, such as

using artificial intelligence and behaviour in the digital world?

E. This is quite important. Everything is now regulated: there are clear legal consequences
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for certain actions, and not necessarily malicious - even negligence can break the law.
Therefore, you need to understand the basics: what intellectual property is, how it is
protected, and what responsibility there is for it. If we are discussing system testing
or hacking practices, for example, it is necessary to request authorisation in advance.
Otherwise, actions may be classified as unlawful, with appropriate consequences. I. Do

you use artificial intelligence in your work?

E. Well, yes, of course, I think everyone already uses it, but we also have a policy. There
are, let’s say, requirements that when using the artificial intelligence system, you have
to exclude sensitive data, personal data. The other thing is already how to further these
results. They can adapt them to their task. In the same way, everyone probably uses it for
self-study. It is quite an effective tool, but it requires double-checking, i.e. you cannot trust
it blindly.

I. Even if you turn off the option to train the model, is it still risky to input sensitive data?

E. Yes. Even with a corporate subscription, it’s better to avoid sensitive data. Usually,

there’s no need for it. If large datasets need to be processed, use your own models.

I. Where’s the line between teaching and the risk of “raising a hacker”?

E. Clear explanation is needed: what’s legal and not — and the consequences, especially
for young people. Even a minor violation can ruin a career. It’s the same in any field —
temptation, but you must have personal responsibility. A cybersecurity professional should

work to protect, not to harm.

I. What values should be taught?

E. The field is complex, and it is actively developing, so you need to be on the trend. Maybe
you should choose one thing and specialise. Someone will be, let’s say, a great network
specialist, someone will understand how to check the source code, or it can be interrelated
things, someone will be interested in compliance audits in consulting in general, someone
will be just a project manager in the end, and you should be able to do that too, and there
are pros and cons there. On the one hand, you need to understand the industry. On the
other hand, it is probably advantageous to always choose an area where you will have a
direct latch to look for knowledge. Again, to understand the goals in general, so that there
is no security for the sake of security. That is life itself; some basics are generally based on

risk assessment.
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I. How can schools help students prepare for digital life and careers?

E. There is a basis for informatics and computer science in school. And for some of them,
it depends very much on the teacher. Well, in general, I am sceptical that someone can
take, teach, but he can push to learn. Yes, to explain some aspects, principles, and basic
principles. To try, to study and improve your knowledge, and to have the opportunity to
develop in this area and, again, not only in cyber security. That’s probably how it works
in school. At the same time, if someone is interested in this, it is necessary to create
an environment where this would be possible with the help of some additional classes.
Again, this seems to me very subjective and depends on the teacher and his motivation.
How interested he’ll be. In addition, there are courses that are parallel to the school.
Additionally, they receive already specific knowledge, and after such, courses can certainly
be good enough. Practically, some experience can be gained already. Is it worth going
straight after school to work? That’s not what I would like to say unequivocally, it’s
probably very individual. So, maybe he will want to do his first correspondence course

and go straight to work, so why not?

I. In Estonia, informatics is not yet mandatory in the national curriculum, but it will be by

2030. In some high schools, there are IT profiles and electives.

E. If that’s the case, conveying the basics of cyber hygiene is all the more important. We
live in a digital world, and even if not everyone will go into IT — everyone should have
foundational knowledge. That’s the responsibility of both schools and parents.

I. Thank you very much for the conversation!

E. You're welcome. Feel free to reach out with more questions.

End of Interview
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Appendix 5 — Interview Protocol: Cybersecurity Expert C

Interviewee (Expert C): HANNA, 24 years in IT, including 21 years in Cybersecurity
Position: Deputy CISO in a fintech company, Estonia.

Interviewer: Anastasiia Shapran

Date: 30 April 2025

Form: written, by e-mail

Language: English

Interviewer (I.) How do you assess young people’s (e.g., high school graduates or interns)
attitudes towards cybersecurity? How aware are they of the digital risks? Please, tell about

your "pain" as an employer (e.g. staff shortage).

Expert (E.) I do not really work with young people that much. Staff shortage is a thing
for sure, especially in the second and third lines of defense where you’re supposed to
demonstrate not a single isolated technical skill which may be enough for the first line
on certain positions but rather a broader understanding of tech, governance, people and

regulatory landscape.

I. What skills or behavioural models do you consider critical for protection against social

engineering?

E. A certain level of resiliency under pressure. Quite some social engineering scenarios

are built around time, situational or hierarchical pressure.

I. Does your organisation have any internal practices (training, simulation, onboarding) to

prevent social engineering attacks, and how effective are they?

E. Yes, we do phishing simulation exercises and information security trainings. Judging
by numbers and cases reported to SOC, it works to a certain extent but you’re never 100%

bulletproof when it comes to social engineering.

I. What knowledge gaps do you most frequently observe among young specialists? Are
they technical skills, programming knowledge, digital ethics, soft skills, or something else?
Does their IT preparation at school (e.g., IT-direction class in gymnasium, participation in
hackathons, Olympiads) affect this?
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E. Almost no experience with young specialists, again, but from the ones I have seen it
seemed that governance aspects often get underestimated in education in favour of pure

technology.

I. Do you see the possibility for closer public-private cooperation in developing digitally
competent professionals? Could you imagine yourself teaching at school someday (e.g.,
teaching an elective course for high school students or conducting a practical session as

part of a course)?

E. Sure, we had initiatives like that organised and supported by my previous employers.

I. Which educational methods or formats (e.g., hands-on training, case studies, attack

simulations) are most effective in teaching cybersecurity? Please share your suggestions.

E. The combined ones built on a good understanding of people’s psychology, first of all.
Not too tech, not too fluffy, but finding the right compromise for each audience is an art by
itself.

I. How important is it to teach ethical aspects to future professionals (e.g., the use of Al at

work and behaviour in the digital world in general)?

E. There should be something very basic but speaking AI, I'm not entirely sure we have
a well-developed ethics for that as a species. So in that case Id rather emphasise the

importance of open discussions.

I. Where do you think the line lies between teaching technical skills (ethical hacking,
vulnerability analysis) and the risk of promoting dangerous behaviour in cybersecurity
field (to grow a bad hacker)?

E. We’re teaching how to cut people open in med schools and how to manipulate the
regulations in law schools and then let people decide how to apply the knowledge within
the existing legal framework of the state. I do not see much difference here TBH. If you
know how to fix a water pipe, you know how to break a water pipe. It’s always been and

will be the case in any field.

I. What values should be offered to future cybersecurity professionals during the schooling

phase?

E. I’'m not sure you can manipulate the person’s values that much at that stage; it normally

61



happens way before they reach the high school age.

I. What recommendations would you give to the school community (curriculum developers,
principals, teachers) to help them better prepare students for the digital world and a career

in IT and cybersecurity?

E. Please consider the governance aspects of cybersecurity and please emphasise the
importance of solid foundation built on upper management commitment. We get so many
not-so-young specialists who honestly believe that the whole cybersecurity thing is about
firewalls and antiviruses while primarily it is about people and rather complex structures
built of people, technical solutions, processes, policies and regulations.

Also, asset and configuration management: never sexy, always boring and always un-
derestimated as a not purely cybersec thing while being the only real foundation for any
cybersec.

Also, business context. We have so many security tools these days which produce thou-
sands of records and findings and even offer some proprietary post-processing for them
to limit the critical scope. And all of that is very nice but the only real way to prioritise
for the organisation is to put the finding into the organisational context, and that requires
not just the solid asset management you can trust but also enterprise architecture and
business process modeling, IT service modeling and impact assessment done in advance
and repeated on schedule, etc. You need to know your organisation really well to be able

to tell if that’s the right log4j [author’s note: Java-based logging library] to spend time on.

End of Interview
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Appendix 6 — Interview Transcript: Python Programming

Teacher

Interviewee (Teacher A): ANDREI LUNJOV, 30+ years in programming, including
2 years as a programming teacher at school

Position: Software Architect, Estonia

Interviewer: Anastasiia Shapran

Date: 01 May 2025

Duration: 30 minutes

Language: English (translated from Russian)
Interviewer (I.) Have you ever worked in a school before?
Teacher (T.) No. This is my second year.

I. What did you encounter when you started teaching? Were there difficulties in making the
curriculum and fitting lessons into your work schedule? Did you take any extra teaching

courses?

T. Extra lessons in the schedule are always inconvenient, especially at the time they’re on
the school timetable. Well, what can we do? I was offered to teach lessons because they
couldn’t find anyone else. About the teaching courses - I haven’t taken any, and I think
people are independent enough in the last years of school that I don’t need to deal with any

psychological aspects.

I. When you met your students, was there a conversation about why they came to your

course? What were they expecting? Have they had experience before?

T. With one class, it would have been unnecessary; the students came because it’s in their
programme. With the second class, there was a section of very motivated students. A few
guys could do something, more able to do it. My intention was not just to take the tasks
and solve them, but to show a more interesting side of the question.

I. How often did you include cybersecurity-related tasks in your programming lessons?

T. Well, honestly, I was only interested in cybersecurity as a provider of interesting tasks.
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Cyphers provide a good set of programming dictionary problems, including brute-force
solving and different heuristics for solving. That’s my view of cybersecurity. They were
interested, so I told them about the public key and even touched on some number theory. I

didn’t look at security itself; it’s just one of the reasons for me to do some programming.

I. Did you and your students guess passwords?

T. Yes, he [author’s note: cybersecurity teacher] suggested it to me, and I thought, why
not? We encrypted something initially, then we picked some passwords, simple cyphers.
In the end, I picked up a substitution cypher, considering that we know the language of the
message. Then I went into a more interesting area, the Cretan letter, Linear B. I told them
how it was deciphered. I offered them a task to do it themselves to decipher the linear
letter B. But nobody took it up. I wanted to show them myself, but didn’t have time either.
But at least I told them how it was roughly done.

I. What were the students’ difficulties?

T. Among the difficulties in one class were unwillingness to learn, reliance on Chat GPT,
and a low level of programming knowledge itself. In another class, everyone had a different
level and ability to program and a different speed to get the information. Well, I hope

there’s something left.

I. Did you give them homework?

T. Of course. Our course was structured so that we solved some simpler tasks in class. I
gave them the task in the form of a discussion, and I asked questions. They all tried small

tasks, and I gave a more complex task for the next lesson.

I. What do you think if a student who doesn’t understand programming very well uses

Chat GPT, prepares at home, parses, and comes to your class prepared? Is it bad?

T. No, if he uses Chat GPT and aims to understand - thank goodness. But if he brings me
an assignment and can’t answer a single question on that assignment, I have a hard time
hiding my squeamishness. Why did a man come to the gymnasium if he didn’t want to
think?

I. What approaches have helped you to explain complex topics to your students? Did you

use project work or group work in your lessons?

64



T. I needed each student to develop individual skills, even if not very much. There was a
part of the assignment for group work. I tried to encourage communication between them.
Well, as always, someone is interested in discussing with others, someone needs to do it

for a tick. I tried not to load them because of the state exams period.

I. Maybe you have heard that a couple of years ago, in Estonia, a programming school ap-
peared [author’s note: «Kood/Johvi»], where participants learn and follow the programme
without any guidance from teachers. There is a platform with tasks, internet access, and

classmates. What do you think of this format?

T. I started programming in 1988, and nobody taught me. I don’t think you can learn
programming when someone teaches you. You can give some initial steps. You can show
something to a person, open something, or provide advice. But 95% of learning is done
by yourself, that is, in general. I do not treat programming, in Aristotelian terms, as artes
serviles, 1.e., servile crafts. I consider it artes liberales, i.e., liberal or free art. And a
person does free art because he is interested in it. Suppose a person wants to do something
because he heard programmers get paid a lot. And that’s why he decided to... I don’t need

such a colleague; I don’t share this view.

I. I see. You wanted to present information during the lessons so students could absorb as
much knowledge as possible, right?

T. No, that’s too easy. My task was, in Lacan’s terms [author’s note: Jacques Lacan
(1901-1981) — French psychoanalyst], if I may say so, to infect with enjoyment. 1 aimed to
convey the experience of enjoyment — in other words, to present programming as a form

of free art.

I. Did you succeed, do you think?

T. I initially overestimated their level in the first case with one class. It was my first year
as a teacher at school. I didn’t know what the level was. I didn’t realise that derivatives
were only taught in the 11th grade or so. I didn’t know that they don’t get integrals. And
also, some strange self-confidence, a lot of weird problems. That’s why I had a harder
time teaching in that class. In another stronger class, it was successful. And I tried to
show more classic computer science. In the end, those who did not know how to program
before the course solved the tasks. They were almost equally difficult for these students
and those students with programming experience. Because it was not exactly applied, but
we look at issues in a more complex way. We try to reason there. We try to understand

algorithms and how they all work. Password brute-forcing and similar tasks helped in
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this sense. There were also problems where the choice of data structure is critical for its
solution, which is quite challenging to achieve with modern computer power. On the other
hand, I approached as much as possible in Python to use a functional approach. And taught
programming differently in general. The goal was not just to teach how to write an iterative
programme like a monkey. We were formulating the problem at a higher level. At the core,
if you have one, it is how you develop the end goal. That problem has been practically
solved. That’s the approach. There are students engaged, for example, in painting dots on
the screen in different colours and writing some simple scripts, yet they think they already
know how to program. It shocked them at first when they encountered the tasks I offered

them. And then they started to learn.

I. What skills do you think are key for high school students in the context of programming

and maybe cybersecurity?

T. I would label such skills: a willingness to learn, a way to look critically at your skills, the
ability to realise that you don’t know something, an interest in discoveries and learning new
things, and the desire to work by following your interest. So basically, what a psychoanalyst
would call enjoyment. Remember that test for little kids where they can have one candy
now, but if they wait 10 minutes, they get two candies [author’s note: In the 1950s and
60s, Walter Mischel conducted a study in Trinidad, examining children’s ability to delay
gratification across different social and cultural groups. These observations became the
basis for the famous Stanford marshmallow experiment conducted later.]. This is a soft
skill. This is life in the enjoyment category, the willingness to exert oneself to get results.
If you do not have it, then, unfortunately, in the 10th-11th grade, little can be done.

I. You said that you had two classes. Both are in the IT profile?

T. I have two classes. The course is 2 years long. The current 12th and 11th graders have

now taken the whole course.

I. What can you recommend to your students? Where should they start for students

interested in working in the programming field?
T. One should not initially think about jobs and money. If a person immediately focuses
on earning money and how much they can get for it when choosing an occupation, then it

is unlikely that something worthwhile will result.

I. For how long should they not think about money?
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T. Preferably for the whole life.

I. And the ability to sell oneself, let’s say, and to value, to receive the appropriate means of

subsistence. Are these soft skills?

T. Yes, but how does that relate to programming?

I. As well as to other spheres.

T. I advise referring to Aristotle’s concept of Servile and Liberal Arts. Now, this kind
of questioning is inappropriate when discussing the liberal arts. In that case, a person
does what he is interested in. And the recognition of success will come in due time. Yes,
recognition may or may not come - we can remember great artists, many of whom died in
poverty. Human life is unpredictable, and programming is no exception. If a person puts
money at the centre of his priorities, he will likely create nothing of value. If you move
only to earn money in any field, the maximum you will get is money. There are people for
whom money is not a means, but a goal and even a form of art. For example, financiers
are interested in money not for the sake of spending but for the sake of money itself as an
intellectual challenge. They have an almost selfless passion for it. Such people can achieve
something. However, even for them, specific amounts are not of key importance. And if
the aspiration is limited solely to the desire to earn money, you are unlikely to get anything

but mediocrity. And this is the case in any field.

I. Thank you. Have you discussed ethics and programming in your classes? Can students,

with their current skills, start abusing their knowledge?

T. Sure, we can all start abusing a little bit. And ethics is a personal issue for everyone.
What’s abuse?

I. Doing bad things. To join a more advanced student and write some code, do a little
phishing attack. I mean, where’s the line of legality and ethics? Did the students go through

this in your classes?

T. Well, the court sets the line of legality. That’s not my field. I'm interested in what’s

interesting.

I. Have you talked to your students about how code can be written more readable for

another person?
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T. On the contrary. Everyone writes the way they want, the way they like. Mass program-
ming is not engaging; I get enough of it at work. It is a way of self-expression. I am an
artist; this is how I see it. Accordingly, if I have written such a code and another cannot
understand it, well, I won. There is such a practice that everyone should be kind and
help others. That’s not true. The real environment should be challenging and competitive,

because these are adult games. So, you must strive, you must be motivated.

I. What would you do differently if you were teaching a course like this again?

T. I would add a few small tasks and issues from Chat GPT. I'm OK with the structure
of the course. I'm satisfied with the second-year class. The only thing was that the same
situation kept repeating: the code generated by Chat GPT looked monotonous. It almost
always writes in an imperative style, especially if the question is not precisely formulated.
The volume of this imperative and sometimes marginally usable code was overwhelming
and challenging to deal with within the course. I have yet to think about how to work with
it further.

I. Thank you very much for the interview. It was a pleasure listening to you and learning

about the inner workings of a high school course.

T. Well, it’s a very atypical course. I have an atypical view. I did this course to diversify

my working life. I found it quite interesting, too. Good luck with your work!

End of Interview
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Appendix 7 — Interview Protocol: Cybersecurity Teacher

Interviewee (Teacher B): IVAN, 22 years in IT, including 7 years in Cybersecurity and
1 year as a Cybersecurity teacher at school

Position: CIO, CISO, public and private sector, Estonia

Interviewer: Anastasiia Shapran

Date: 01 May 2025

Duration: 40 minutes

Language: English (translated from Russian)

Interviewer (I.) Did you come to teaching from the private sector? Is this your first

experience working in a school?

Teacher (T.) Yes, I came from the private sector. However, this is not my first time working
in a school. I’ve worked in supportive roles before and even participated in organising

events for younger students.

I. What organisational barriers did you face (curriculum, scheduling, qualification require-

ments, etc.)? Do you take part in developing the program and materials?

T. There were no serious barriers. Although the course was new for me, I received great
support from colleagues, especially the gymnasium principal, who introduced me to the
format and shared helpful materials. I also consulted with other experts. I participate in

adapting and developing the curriculum, assignments, and tests for the students.

I. What resources or materials are lacking?

T. There were a lot of materials, making it difficult to focus. What I lacked was a more
structured set of case studies and interactive platforms for modelling attacks in a safe

environment. A more refined toolkit would help ensure consistency and clarity.

I. What topics does the cybersecurity course cover, and what competencies should students

aim to develop by the end?

T. The course covers basic cyber threats (viruses, phishing, malware), encryption, device

and network protection, operating system hardening, secure communication, malware
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detection, and secure data deletion. We use tools like Kali Linux. By the end, students
should be able to secure their own devices, recognise threats, use encryption, and apply

basic cyber hygiene and privacy principles.

I. What technical or soft skills are essential for high school students in the context of

Cybersecurity?

T. Critical thinking, logic, and mathematical reasoning are essential. Also, curiosity,
responsibility, and teamwork are key soft skills. Cybersecurity is a vast field, so adaptability

and openness to learning are crucial.

I. Did you include programming in your cybersecurity lessons? How important is it for

Cybersecurity?

T. Yes, in cooperation with the Python course instructor. We synchronised topics like
encryption and hashing. Programming helps students understand how systems and scripts
work. It’s not always mandatory, but basic programming knowledge is extremely helpful

in understanding cybersecurity logic.

I. What assignments or projects proved most effective or interesting for students?

T. Practical sessions were the most engaging, using Kali Linux, creating canary tokens,
Wi-Fi password cracking simulations, and group work. Students also enjoyed guest lectures
from industry professionals and group presentations where they taught their peers. I used

Kali Linux mainly to give students hands-on experience with cybersecurity tools.

First, I showed them how to install Kali Linux, either on a virtual machine. I want to note
that installing Kali Linux took the class some extra time. I explained that it’s a system
packed with tools for testing the security of networks and devices, but it should only be
used with permission. Then we practised using some basic tools. For example, students
used nmap to scan a network and find connected devices. They also tried Wireshark to see
how data moves through a network, and Hydra to demonstrate how password attacks work,

but only on test accounts we set up for the course.

I. How motivated are the students? What methods do you use to engage those who are less

interested?

T. Motivation varied. Some students chose the course because they were genuinely

interested, and others were attracted by the potential income in this field. I used gamified
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lessons, open discussions, real-life examples, and peer presentations to engage all students,

especially those who were less motivated.

I. Do you discuss the ethical aspects of Cybersecurity? Is there a risk that students may

misuse their knowledge?

T. Yes, we discuss ethics from the start, including real cases and legal consequences. We
make an informal agreement not to misuse knowledge. While risks always exist, I believe
most students understand the responsibility that comes with this knowledge. The goal was
to help them understand how a hacker might think, so they can better protect systems. We
also spent time discussing ethics. It was important for them to know that using Kali Linux
is only okay in a legal or educational setting. Hacking into someone’s Wi-Fi, for example,

is a crime, and I made that very clear.

I. Have your students encountered social engineering? How useful is it to teach this topic

in school?

T. Yes, especially via social media. Social engineering is highly relevant, and understanding
it helps students safely communicate online and in daily life. It’s one of the most important

and applicable topics.

I. What roles do parents and school administration play in fostering a cybersecurity culture

at school?

T. A major role. Students should share what they’ve learned with their families. I plan
to involve parents more directly next year through presentations and discussions. For
example, to organise an event as a lecture where students will talk about what they have
learnt. Do it in lecture format for their parents or other classes. With administrative support,

we can extend Cybersecurity awareness beyond the classroom.

I. What would you change if you were to teach this course again? What practices or

methods would you like to implement in the future?
T. I’d like more teaching hours to include CTF competitions, use cloud-based labs (e.g., Try-
HackMe, Hack The Box), and offer certification tracks like CompTIA. I’d also incorporate

more legal/regulatory context (e.g., GDPR).

I. What would you recommend to students who want to pursue programming or Cyberse-

curity?
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T. Do it because you enjoy it, not just for money. Passion, curiosity, and persistence matter.
Attend meetups like RIA Cyber MeetUp [46], engage with online platforms, and seek

internships. Those who are truly motivated and excited about the field succeed.

End of Interview
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Appendix 8 — Interview Transcript: Gymnasium Principal

Interviewee (Education Expert): OLEG SHVAIKOVSKY, 28 years in IT, including

13 years in the Education sector

Position: Co-founder & Board Member at PUHA JOHANNESE KOOL, Tallinn, Estonia
Interviewer: Anastasiia Shapran

Date: 01 May 2025

Duration: 30 minutes

Language: English (translated from Russian)

Interviewer (I.) You have over 28 years of experience in the IT sector, including pro-
gramming, sales, telecom, a series of management positions, and experience as an EdTech
investor. You are now a co-founder of the school, a physics teacher, and a mentor for
the IT direction in the gymnasium. We will talk to you about gymnasium education, the
shortage of staff in schools, cybersecurity and artificial intelligence in education, and
the challenges facing the school community. How does the school determine the study
directions for the gymnasium? What profiles does your school have? Expert (E.)There are
four directions: Word and Culture, Form and Design, Nature and Human, and Data and
IT. Why did we decide to launch exactly four profiles? It is a long story; we brainstormed
for quite a long time. Several parameters have to come together: what is there and what
might be interesting on the market, who can you find as teachers? There is, for example,
“Word and Culture”, the direction was born thanks to the idea of one of our employees;
in fact, she made the programme for this direction. We have four directions in total, two
humanities and two STEM, and we held this brainstorming 4 years ago, a year before
the gymnasium opened. The school is now 13 years old, and this year will be the first
graduation of gymnasium students. After discussing these areas in general terms and what

they would be about, we were looking for people who could lead these areas as mentors.

I. Why didn’t most people go into a trendy direction like IT? How was the division into

directions made?

E. We agreed to take 16 students in each class from the beginning. So, one stream is 64
students. We have a humanities track and a STEM track, and they have slightly different
curricula; for example, my favourite is physics. There is more physics in the science
track, and we move faster with physics in the programme. Moreover, because there are 16

students in each class, there is more and more competition for entry into the IT profile. For
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example, in the 3rd stream, i.e. 10th grade, we already have 19 students rather than 16,
and we could have got many more. It is a pity that we have to say no to strong students, as

there are no more places in the class.
I. Does the gymnasium have a pool of compulsory subjects and elective courses?

E. In our gymnasium, there are 4 pools of subjects. 70 courses in three years are compulsory
in the state programme; this is stated in the Law on Education [author’s note: (link) ROK].
The second pool is the school choice, i.e. there are 10 subjects that our school has chosen
as compulsory, for example, Christian anthropology, Greek language, Latin language, and
so on. Then there are 15 courses related to the direction. And then there are 2 courses that
students choose themselves. We allow more than two courses. In fact, more than half of
the students take three to six courses. According to the Estonian Education Act, at least 97

courses must be completed in 3 years in the secondary school.
I. How is the programme for an IT class drawn up? What were you guided by?

E. I, as a mentor of the IT profile, came up with the idea, consulted with specialists and

developed the programme.
I. Do you feel there is a shortage of qualified teachers?

E. In that sense, we are a lucky school; we don’t have that. But in Estonia, it is a big
problem. We actually have several candidates for almost any competition we announce. In
the whole history of the school, in these 12 years, I can count on the fingers of one hand
the times when we had a real problem finding a teacher. The school has a good reputation,

and teachers want to come to work for us.
I. This year will be the first graduation of the 12th grade in your school?

E. Yes.

I. Where and how do you find teachers (e.g. IT profile-connected subjects: programming,

cybersecurity, metathinking, etc.)?
E. In general, finding teachers is difficult. We were recently looking for physics teachers.

There is very high competition among schools when looking for teachers, even tougher
than in the IT industry.
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I. How do you retain teachers in the long run?

E. It’s such a multi-layered story. Well, in our particular context, we don’t specifically pay
salaries more; we pay as much as any other school. But we have the number of compulsory
hours and the teacher’s workload. In Estonia, on average, a teacher works 35 hours; our
teacher spends 20-24 hours speaking in front of the class, and the rest is allocated for
preparing lessons, checking pupils’ work, i.e. pre- and post-processing. Anything above
that is considered overtime and is paid separately. But the most important thing is that it
is easier for a teacher to work in our school to a certain extent. For example, in a public
municipal school, there are quite often misunderstandings between teachers and parents.
Because parents frequently have the attitude that “I brought my child to you for 8 hours,
for outsourcing, and now it’s your problem”. There are a lot of memes on the internet
about this topic. Do you realise how much the attitude towards school has changed? In
the past, if a teacher gave a low grade, it was the student’s and parents’ problem. Now it’s
the teacher’s problem. However, we have very few misunderstandings between parents
and students, or between parents and teachers, partly because we are a classic community
school. We once had a problem finding a history teacher; it was a critical issue. At that
moment, it turned out that one of our parents, the editor-in-chief, a historian by education,
agreed to teach history lessons. And so, he taught lessons for 1.5 years. The children still
remember that time with great fondness, because they saw their parents in a completely
different way. We realistically have a lot of parents who are contributing to the school. I

know a few more such parents who are qualified and teach at our school.

I. Are you open to cooperation with universities, IT companies or experts to develop or

teach elective courses?

E. Yes, we are open to cooperation. For example, at TalTech, there is one course going on
right now where our students come to the lab and do certain experiments. Next week, we
are going on a study visit to the software development company Helmes with the IT profile
class, and we recently went to Microsoft Office with the 11th grade. Yes, it is a constant

interaction.

I. Is feedback collected from students on optional or elective gymnasium subjects? In what
format? What is the impact of this?

E. Yes. It is a compulsory part of our school, one of the features that even other Estonian
schools come to study, and we have been doing it since the very foundation of our school.
Students write on a particular form and give the teacher and subject feedback. Then the

teacher gives feedback to the students, and so on. This can influence the change of the
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subject curriculum. However, we did have a situation once where we did not continue with
the teacher the following year due to the feedback. He is a fantastic professional in his
field, but he was not suitable as a teacher for the school. This is an isolated case. However,

feedback is critical and allows us to change the next school year for the better.

L. Is the programme for different areas of study at the gymnasium drawn up over several

years? Will the course “Cybersecurity Fundamentals” be offered next year as well?

E. Yes, the programme is drawn up over several years. After the course, we analyse what
should be done differently, whether we should change the subject study plan or teach the
lessons slightly differently. We have cybersecurity for the first time this year. It will also

be taught next year.

I. Can the teacher shortage problem be partially solved by introducing AI?

E. Yes and no. Today, from the perspective of 3-5 years, no. As someone who is also
involved in the TI-Hiipe project [author’s note: Al Leap], I believe Al will not replace the
teacher, but it can lead to 2 critical consequences. One, a more personalised approach to
the student emerges, and two, you might increase the number of students per teacher. So,
in that sense, there may be a little bit of help with teacher shortages. But it’s not today’s
issue; it’s a few years away. You have to go through several steps. We can talk for hours

on this topic.

I. Could three or four subjects be overseen by a single Al supervisor instead of multiple
teachers in high school, using pre-approved lesson plans and an Al-powered learning

platform?

E. I don’t believe in it. Everyone has a different point of view. I think it’s wrong, it’s not

going to happen.

I. What perspectives of Al-Leap do you see as a teacher and representative of the gymna-

sium management?

E. I am very optimistic. You see, I am not very objective in this case, because I am one
of the board members. And we are talking at this time, not before. As someone who is
not objective at all, I think that artificial intelligence in the education system in general is
probably the most serious game changer in the last 100 to 200 years. Full stop. Neither
the internet, nor the pocket calculator, nor encyclopedias have been such serious game

changers. It’s probably comparable to the moment when printing came along. The moment
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when Socratic conversations were replaced by a different model of education, when books

became mass-produced and cheap. Al will play roughly the same role now.

I. What should be done so that the student doesn’t just bring in a ready-made piece of work

done by Al, but actually engages in thinking?

E. Yes, I understand what you are saying, we need to change the whole concept of lessons.
For example, I can say that the classical conventional homework has lost all meaning. Yes,
this, among other things, leads to the fact that we need to change the methodology. At
our school, I teach physics according to the so-called flipped classroom principle, which
is when a student comes to class with an understanding and we emphasise practice. That
is, there is no point in trying to use any tools to catch plagiarism. We need to build the
process in such a way that the student uses artificial intelligence and learns at the same
time. Because the biggest problem that arises, the biggest danger of artificial intelligence,
is that there is a natural temptation to outsource the thinking process. Let it do the thinking
for me. That’s what the school has to fight against and, accordingly, build the process in

such a way that the student is not tempted or required to do that.

I. What has already changed in the school now with the advent of AI?

E. Well, I have already given you one example, many things have changed. We don’t give
classical homework in many subjects. We don’t give home essay writing; it’s written in

class here. A lot of things have already changed, and this is just the beginning.

I. Informatics is now a subject of choice in basic school and in gymnasium. What is your

opinion about the absence of informatics in the compulsory state curriculum?

E. You know, the question here is not about the subject, but about competence. That is,
the question is that there is a certain digital literacy that a student (pupil) has to know at
certain phases, and this is not only a gymnasium issue, i.e. some things are necessary in
the 4th grade or in the 7th grade, for example, to work with tables. I am also in favour of
not separating the subject of computer science, but weaving a certain amount of computer
science into a regular subject. For example, in maths, pupils should use Excel and do
something there, draw graphs or work in GeoGebra. That is what they do at our school.

You see, it is not informatics as a subject that is important, but a certain digital literacy.

I. What is available to your school in terms of resources and technology to teach, for

example, programming and cybersecurity?
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E. Probably, you’ve talked to a cybersecurity teacher and a programming teacher already.
Our school’s fundamental approach is that we are full Google-domain customers for
education—we use all the tools: Classroom, Drive, Docs, Sheets, and even Gemini. We

have a full subscription for the whole school and use the ecosystem quite extensively.

I. How conscious are the children about their digital security? Have there been any social

engineering incidents at your school?

E. I haven’t had any mass incidents come to my attention, which could very likely mean
that there haven’t been any, but I'm just in case, I’'m not going to claim. We’re not talking
about a separate cybersecurity lesson, which is what I'T-Profile is doing now. I can show
students in my physics class how I would build a prompt in Gemini, what the answer
would be, and how it would be if the prompt were changed. It’s a matter of how the teacher

weaves it into their subject.

I. Where do teachers acquire those skills so that they can weave them into their subject?

E. This is an excellent question. It can be done either through centralised training or,
if we are talking about Estonia, in general, it is very often related to how good the
educational technologist (haridus tehnoloog) is in your school. We are lucky; we have
a good educational technologist. In general, there are quite a lot of training sessions in
Estonia, including for teachers. By the way, in this sense, it is good that Estonia has already
developed and implemented the so-called competence model, i.e. what a teacher should
know, which also includes the heading of digital competences. Another thing is, how much
do teachers really know? Yes, this is a separate question. I mean, I know teachers from our
school who are not very well informed. But formally speaking, this competence system for
teachers is quite well thought out at the state level in Estonia. There are trainings organised
by HARNO (Estonian Education and Youth Board), usually video trainings.

I. The penultimate question. How can we teach cyber defence tools and avoid potentially

dangerous behaviour? Does the school have a code of digital ethics?

E. We don’t have a formal code of digital ethics in our school. But I believe that we need
to teach through live communication, internal seminars, and the exchange of experience.
By the way, our educational technologist, whom I mentioned earlier, has such a series.
Once a fortnight, there is a seminar where teachers voluntarily discuss different topics and

share their approaches. It’s very effective.

I. This is the last question. From the point of view of school administration and as a
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teacher, what do you see as “growth areas” in education, and what topics would you like to

draw the attention of the school community to?

E. Reaching out to the school community is a topic that takes several hours. One of the
problems is that there is a wrong image of a teacher in society. That it’s hard and poorly
paid, which is also true. But somehow, there’s a lot of talk about that negative part. Not
much is said about the positive part. Roughly speaking, no matter what crises exist in the
country, the teacher’s salary in Estonia is already higher than the average salary in the
country and is slowly growing. So, it’s like the government’s plan that in the next few
years, I think by 2028, teachers’ salaries will be 120% of the average salary in the country
and so on. There are other pluses, quite big ones, you know, that somehow aren’t talked
about. The minuses are talked about, and as a consequence of this case, young people do
not want to go to work as teachers. The image of a teacher has to be changed. And the
growth area, the most crucial, serious topic in the whole Estonian education system right
now, is this quiet artificial intelligence. This is the most important topic, which one group

of good, intelligent people is working on very intensively.

I. Thank you very much for an interesting conversation. Let’s hope it goes well, and we

will jump high!

E. Thank you!

End of Interview
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