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Introduction 
Elections are a main component of the democratic way of life, “…among the most 
ubiquitous of contemporary political institutions, and voting is the single act of political 
participation undertaken by a majority of adults in a majority of the nations in the world 
today…” (Rose & Mossawir, 1967, p. 173). Quite similarly, cybersecurity is a main 
component of the ICT-focused and globalised way of life, covering “…all aspects of 
prevention, forecasting; tolerance; detection; mitigation, removal, analysis and 
investigation of cyber incidents…” (ENISA, 2017, p. 6). This thesis deals with both topics, 
and while there might be some overlap between them, e.g., the cybersecurity of 
electronic voting tools, it does not combine, merge, or otherwise attempt to study them 
together. Nevertheless, as central public administration technological systems, they have 
common core components without which it would be impossible to administrate 
governmental affairs in the digital era. Knowledge transference is one of those core 
organisational building blocks (Goh, 1998), which also determine the effectiveness of any 
technological system. Understanding how to better transfer knowledge in two critical 
public administration systems – e-elections and cyber security – is the focus of this thesis.  

The following thesis is the result of an industrial doctoral programme. The industrial 
doctoral programme has inherent differences from a regular one, the biggest being the 
opportunity to work in a company or an organisation and complete the studies related 
to the field of the profession (TalTech, n.d.). During the duration of his studies, the author 
of this thesis was appointed to projects in both cybersecurity and e-democracy, the latter 
focusing on elections. Therefore, the publications that provide the backbone of this 
thesis concern these seemingly compartmentalised topics. While the publications 
themselves provide novel knowledge, ideas, and concepts in their respective fields, and 
followed exploratory methods that have been put into practice, the development of this 
thesis provides the perfect environment for an overarching discussion embracing both 
fields of research and resulting in insights that can be of benefit and value for public 
administrations. 

Knowledge comes heavily into play in elections. There are different domains of 
knowledge (e.g., law, public administration, ICT, logistics, etc.) and stakeholders with 
various institutionalised practices and interests (e.g., central government, private 
vendors, citizens, etc.) that are oftentimes in conflict with each other and need to be 
aligned and orchestrated. As a result, for example, private sector knowledge and 
insistence might lead to successfully lobby public administrations into purchasing 
electoral technologies in a non-sustainable way (Licht et al., 2021). Similarly, relative to 
internet voting, only a handful of people understand the entirety of such a system, with 
most of the electorate commonly knowing and focusing only on the threats and risks to 
such voting method (ibid.). On the other hand, knowledge is essential in cybersecurity. 
Cyber-attack vectors are predominantly targeted at people, not systems, which can be 
prepared by transferring the corresponding knowledge, awareness, and training (Banciu 
et al., 2020). The previously mentioned issue is compounded in public administrations, 
since policy and regulations might focus on rapid and effective delivery of services to the 
citizens, trumping cybersecurity concerns (Bertollini et al., 2022). Alas, all “[t]echnological 
systems are defined in terms of knowledge…” (Carlsson & Stankiewicz, 1991, p. 111), and 
actions based on a lack of understanding and knowledge will result in ineffective and 
arbitrary results (Wiig, 2002). Thus, knowledge management is nowadays an imperative 
for governments, enhancing government competence, improving their services’ quality 
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and their healthy development (Alvarenga et al., 2020). The transfer of knowledge, as a 
component of its management, can assist in the aforementioned goals, especially from 
the perspective of cybersecurity and elections. Bad knowledge management/transfer, 
i.e., the lack of knowledge, can result in the failure of electronic and internet voting,  
as was the case in the Netherlands (Dueñas-Cid, 2024) and Åland Islands (Article IV), 
respectively, or delays in the resolution of cyber-attacks and crisis, like Costa Rica’s 2022 
ransomware attack (Kosevich, 2024).  

Knowledge transfer (KT) literature regarding elections is seemingly non-existent1; 
while on the other hand, knowledge transfer literature regarding cybersecurity is vast 
and even specialised (e.g., Rhee et al., 2009; Feledi et al., 2013; Ben-Asher & Gonzalez, 
2015; Safa et al., 2016; Gupta & Wolf, 2018; Pala & Zhuang, 2019), however, not from 
the national or public administration perspective2. With all this in mind, this dissertation 
answers the following research question: how can knowledge transfer be conducted 
regarding elections and cybersecurity, and what are their benefits for public 
administrations? To answer this question, the insights presented in the individual articles 
will be analysed through the lens of the Dynamic Knowledge Transfer Capacity (DKTC) 
model, a KT framework “…particularly well-suited to analyze complex systems with 
multiple stakeholders…” (Parent et al., 2007, p. 90). According to the aforementioned 
authors, the DKTC allows the user to view KT from the process itself and the existing 
capacities (i.e. assets) for successful KT. The DKTC will be used to classify the insights of 
the articles and clarify their role in knowledge transfer.  

While the overarching discussion focuses on KT, each article also adds to their 
individual fields. Article I examines the state of national cybersecurity throughout the 
world, presenting regional trends and differences, while introducing a plethora of 
countries that can be considered as role models for various best practices. Article III 
delves more specifically into national cybersecurity strategies and attempts to uncover 
any trends in them related to international cooperation, neutrality, and warfare/conflicts. 
On the side of elections, Article II demonstrates the use of Business Process Model and 
Notation to simplify electoral laws to make them more comprehensible to various 
stakeholders, while Article IV explores a failure of implementation of an internet voting 
system, while creating a theoretical framework that could explain the relationship 
between all the elements and stakeholders in the given context. Article V goes one step 
further and tries to apply the framework of Article IV in a practical manner in order to 
assist in the future implementation of an internet voting system. Articles III, IV and V 
have been presented at international conferences, the first and the last of them by the 
author of the dissertation.  

Next to this introduction, the dissertation is structured into five distinct chapters. 
Chapter 1 focuses on the theoretical background of knowledge transfer, elections, and 
cybersecurity. It delves deeper into the topics and explores past literature, specifically 
within the context of public administration. Chapter 2 presents a methodological 
summary of the Articles being used for this dissertation. It discusses the research designs, 
the data collection and analysis procedures and the limitations that the individual Articles 
have. Chapters 3 and 4 deal with the results and answer the research question.  
And finally, Chapter 5 brings together everything for a formal conclusion.  

 
1 As at the writing of this dissertation in early 2024. For more information, please view the 
subsection of ‘KT in elections’ starting on page 19.  
2 As at the writing of this dissertation in early 2024. For more information, please view the 
subsection of ‘KT in cybersecurity’ starting on page 23. 
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Abbreviations  
BPMN Business Process Model and Notation 
DKTC Dynamic Knowledge Transfer Capacity 
EMB Electoral Management Body  
IVS Internet Voting System(s) 
KM Knowledge management 
KS Knowledge sharing 
KT Knowledge transfer 
NCSI National Cyber Security Index 
NCSS National Cyber Security Strategy 
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1 Background 
“There are people who only want to know for the sake of knowing: it is a base 
curiosity. Others seek to know in order to be known themselves: it is a shameful 
vanity, and these do not escape the taunts of the satirical poet who said for the 
benefit of their peers: “For you, knowledge is nothing, if another does not know 
that you know.” There are still people who acquire science to resell it and, for 
example, to make money or honours from it: their motive is ugly. But some want 
to know in order to edify: that is charity. Others to be edified: that is wisdom. 
Only men in these last two categories do not abuse science, since they only apply 
themselves to understanding in order to do good.” (Bernard of Clairvaux, 1953, 
p. 429–430) 

 
This chapter is subdivided into three main sections and deals with the background 
information necessary to better understand this dissertation and the corresponding 
articles. The first section introduces knowledge transfer as part of knowledge 
management, before delving into the literature review of knowledge transfer in public 
administration, the Dynamic Knowledge Transfer Capacity (DKTC) model and a selection 
of knowledge management/transfer tools. The second section introduces elections, 
electoral management, internet voting and ends with a subsection on knowledge transfer 
in elections. The final section deals with national cybersecurity, the corresponding national 
strategies, and finishes once more with a brief review of knowledge transfer literature in 
cybersecurity.  

1.1 Knowledge Management and Transfer 
Knowledge management (KM) is defined as the way an institution captures, transfers, 
creates, and leverages its intellectual assets to become more efficient, effective, profitable, 
and to solve problems of international context (Yao et al., 2007). In the context of public 
administration, KM must be fully aligned with the administration’s objectives and 
provide effective services and functions to implement the existing public agenda and a 
stable, just, orderly, secure, and prosperous society with an acceptable level of quality of 
life and with continuous development of its citizens for competitiveness in the regional 
and global economies (Wiig, 2000).  

Previous research in the field of KM in the last three decades has been primarily 
centred around the general field itself (24% of the 1016 written articles) and around 5% 
on knowledge transfer and knowledge sharing (combined); the use of these last two 
terms as keywords is also quite extensive (Farooq, 2024). In regard to the public sector, 
KM understandably presents less publications and the most recent literature review from 
2015 established that out of the 180 published articles, knowledge innovation was 
discussed in 11% of the articles, while personal and organisational learning were 
discussed in another 10% of the articles (Massaro et al., 2015). 

Argote & Ingram (2000) define knowledge transfer (KT) as the process through which 
one unit (e.g., an individual, a group, a section, etc.) is affected by the experience of 
another within the context of an organisation. Outside of one, in between organisations, 
the units are replaced by firms, entities, institutions, or other larger organisational units 
(Easterby-Smith et al., 2008). In any case, KT can take place in both directions, and more 
importantly, “… the recipient needs to be motivated to gain knowledge, and the donor 
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must have something worthwhile to offer.” (ibid., p. 679) Transferring knowledge, or its 
attempts, can create new knowledge (Argote et al., 2003).  

Knowledge sharing (KS) references the transfer of technology, skills, and wisdom 
between an organisation’s units (Tsai, 2002; Wang et al., 2009). Depending on the 
different dimensions and contexts, the definition might be tweaked, and even include 
the wording of the previous term, e.g., KS is the process where two or more parties 
transfer knowledge (Farooq, 2020). Cummings (2003) presents a possible clarifier 
between these terms in a footnote: “In most knowledge-sharing situations, reciprocal 
knowledge exchanges, rather than one-way knowledge transfers, are either sought or 
occur…” (p. 7). However, he explains that even if the exchange is reciprocal, each 
participant is either a donor or recipient of knowledge, at a time (Cummings, 2003).  

Knowledge innovation is a term that has no concrete definition. In their literature 
review, Massaro et al. (2015) use the term to refer to articles discussing innovation within 
the parameters of their study on KM. Traditionally, in KM literature ‘innovation’ is seen 
as the outcome, and knowledge has a role in the process (Quintane et al., 2011). 
Quintane et al. (2011) posit a new definition: innovation is new knowledge that is 
duplicable, new in the context it is introduced to and with demonstrated usefulness.  

For the purpose of this dissertation, the author will not debate the minute nuances 
between KT and KS, since this is outside the scope, but will use them as synonyms, with 
KT being the primary term used. Knowledge innovation has been included since it has 
appeared in public administration literature reviews, the term is related to the previous 
two, and because it can be the result of new knowledge created through KT. The following 
subsection delves deeper into past studies of these concepts in public administration 
literature.  

KT in Public Administration 
Since as early as the 1970s, KT was being studied empirically for the field of public 
administration. Bowman (1978) analysed the importance of sources of administration 
knowledge, barriers to the use of that knowledge, and how to transfer research findings 
into the practical world. He found that both theoreticians and practitioners saw their 
own group as the “… most significant source of information…” (p. 569), although some 
considered that members of the opposite group would also be relevant sources of 
information. More importantly, a general belief was unearthed: “… the practicality of 
research and its applicability to specific situations should be the objective…” (p. 569). 
Some barriers to KT include communication and status issues, resistance to change, and 
lack of incentives to implement new ideas. And finally, KT would be best accomplished 
through courses, training programmes and seminars. (Bowman, 1978) In the end, this 
article wished to illustrate that the chasm between theoreticians and practitioners was 
not as deep as was thought.  

Burch V. & Strawderman (2014) discuss another barrier to KT in public administration, 
namely generational differences. They posit that the digital natives and later generations 
are creative, desire to solve problems and pursue factual data, which leads them to be 
aware of the need, and therefore conduct, constant skill development and technological 
updates. Thus, “… work-related material and information must come quickly in small bits…” 
(p. 72), tasks should have end goals, and search – discover – rewards capabilities should be 
prevalent within responsibilities. In short, adopting gamification characteristics would 
increase KT and employee retention in public administration (Burch V. & Strawderman, 
2014), not to mention the impact it would have on productivity and efficiency.  
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Past research in public administration KT has also involved case studies, ranging from 
local to national levels. Rashman and Hartley (2002) investigated the facilitators and 
barriers to interorganisational KT at a local-level scheme in the UK. The enablers included 
curiosity to find out new ways of doing things, improving performance, and the desire to 
support the institution. The barriers included, but were not limited to, lack of resources, 
initiative fatigue, their constraints, and deficiencies. Similarly, Yao et al. (2007) studied 
knowledge sharing within the context of Hong Kong public administration. Their findings 
indicated that KM and KS were welcome, however, the biggest barrier was the culture 
and smaller barriers included budget deficits (i.e., lack of resources, low morale, and fear 
of increased workload).  

More specifically, in the field of political science (in the subfield of policy studies),  
a specialised term appears – policy transfer. The most cited, Dolowitz and Marsh (2000), 
define it as the “…process in which knowledge about policies, administrative arrangements, 
institutions and ideas in one political setting (past or present) is used in the development 
of policies, administrative arrangements, institutions and ideas in another political 
setting.” (p. 5) This term has appeared in public administration literature due to its 
inherent and applicable nature. However, it is important to remember that “[k]nowledge 
transfer is more extensive than policy transfer.” (Stone, 2012, p. 483) Policy transfer 
might occur due to the necessity for solutions, the wish to improve in international 
reputation and/or national political support, the desire to persuade others of the 
necessity of the said policy, among other reasons (Savi & Randma-Liiv, 2013). It may be 
‘forced’ upon as a condition of international aid, membership requirements, or just be 
the result of best practices and international harmonisation. Thus, it would be important 
to select the appropriate role model(s) from which to ‘receive’ such policy transfer. 
Country likeness (in terms of geography, culture, linguistic and historical ties, etc.) and 
success have influenced such decisions. (Savi & Randma-Liiv, 2013) And while 
globalisation brought with it openness and availability of information and solutions to 
policy issues, all this information is tailored to the location that implemented it in the 
first place. Therefore, not everyone does (or should) copy-paste when policy transfer is 
involved. Some copy the desired items, and during implementation, tweak them to suit 
the existing context and conditions (Zhang & Yu, 2019), while others look for policies in 
countries experiencing similar situations and problems (Savi & Randma-Liiv, 2013).  

Dynamic Knowledge Transfer Capacity (DKTC) model 
Parent et al. (2007) proposed a model to explain organisational knowledge transfer 
(Figure 1). Their Dynamic Knowledge Transfer Capacity (DKTC) model is a framework that 
identifies “… the components required for social systems to generate, disseminate and use 
new knowledge to meet their needs.” (p. 85) It allows the user to view KT from the process 
itself and from the existing capacities (i.e., assets) for successful KT. The referenced social 
system is defined as a group of individuals in either loose or tight relationship that is formed 
to respond to specific needs, e.g., an organisation, company, state, region, country, etc. 
The model (Figure 1) includes two pre-existing conditions (need and prior knowledge) and 
four capacities, which influence each other. The ‘need’ refers to the purpose or problem 
that involves multiple stakeholders and allows identifying what new knowledge is required, 
who are the stakeholders, and what is the current state of the knowledge (i.e., prior 
knowledge), both tacit and explicit. (Parent et al., 2007) 
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Figure 1. The Dynamic Knowledge Transfer Capacity model (Parent et al., 2007, p. 86)3 

The four capacities of the model (Figure 1) are:  
• Generative: involved in discovering or improving knowledge, and the derived 

processes, technologies, products, and services.  
• Disseminative: involved in contextualising, formatting, adapting, translating, 

and/or diffusing knowledge. 
• Absorptive: involved in recognising valuable new knowledge, assimilating it, 

and applying it. 
• Adaptive and Responsive: involved in continuous learning and renewing the 

elements of KT for improvement. 
According to the authors, all these capacities are needed in varying degrees for 

successful KT. The DKTC model focuses on the ‘assets’ necessary to improve KT, and if 
any are missing, these need to be cultivated or obtained. Finally, this model is suited to 
analyse complex systems with multiple stakeholders, which comes in handy when 
discussing public administration.  

The DKTC model has been applied in a couple of past studies. Ekirapa-Kiracho et al. 
(2014) used it in combination with another framework to explore the capacity of research 
producers and users in Africa to generate, disseminate and use findings, and examine 
their strengths and weaknesses. In the same year, Rezania & Ouedraogo used the model 
within the business field, focusing on identifying the capacities for KT in an enterprise 
resource planning implementation project that ran from 2008 to 2011. Other authors 
have used the DKTC model as a stepping stone to elaborate their own KT models tailored 
to specific subfields. Vizecky (2011) applied it for the topic of business intelligence while, 
most recently, Zackarias et al. (2022) used it as the basis for their conceptual model to 
improve KT between junior and senior employees in engineering projects.  

 

 
3 Reproduced as originally introduced, with the written permission of Dr. Mario J. Roy, co-author 
of the original source. 
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KM/KT tools  
Knowledge is part of three basic elements of any organisation – members, tasks and 
tools/assets – and the interactions between them (McGrath & Argote, 2001). KT can 
occur by moving the members, task, tools, and/or interactions from one social unit to 
another (Argote & Fahrenkopf, 2016). Argote & Fahrenkopf (2016) have gathered that 
tools themselves have had a positive effect in KT, with a myriad of them available in 
literature and practice.  

Massingham’s (2014) case study of an organisation examined the effectiveness of 
such tools in that setting. The effectiveness was measured as the impact on performance 
improvements inside the institutions. In the context of the case study, the most successful 
tools were future capability requirements, sourcing decisions, and knowledge valuation 
(Massingham, 2014). Basically, knowing current individual gaps, thinking objectively 
about future needs, and making appropriate decisions to fill and/or resolve them. 
Mazorodze & Buckley (2020) also studied various KT tools within the context of knowledge 
intensive institutions in Namibia. Their study concluded that the three most effective 
tools within their studied context were communities of practice, mentoring, and 
storytelling (Mazorodze & Buckley, 2020). Table 1 presents a selected list of the KM/KT 
tools used in both articles. 

Table 1. List of selected KM/KT Tools presented by Massingham (2014) and by Mazorodze & Buckley 
(2020) 

Tool Description 

Coaching4  Transference of knowledge focusing on immediate problems and 
opportunities. 

Communities of 
practice 

Transference of knowledge through formal or informal groups. 

Competency 
mapping 

As-is competency levels were compared against management 
expectations to identify the needs and produce a gap analysis. 

Double-loop 
learning 

Challenges pre-existing assumptions by modifying them based 
on experience.  

Future capability 
requirements 

Needed capabilities are identified and categorised into different 
groups. 

Interviews Transference of knowledge from the interviewee to the 
interviewer. 

Knowledge 
repositories 

Transference of knowledge via digital warehouses of 
documentation and expertise.  

Knowledge 
valuation 

Allocation of a score to gauge the knowledge of individuals and 
allow for a gap analysis.  

Mentoring  Transference of knowledge from an experienced individual to 
one that is not. 

Mind maps 
Transference of knowledge through the expression of an 
individual’s intuition and judgement toward the resolution of 
new problems.  

Parallel thinking Brainstorming method that makes participants focus on one 
perspective at a time.  

 
4 According to Mazorodze & Buckley (2020), coaching and mentoring are not synonyms, and are in 
fact different KT tools.  
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Tool Description 

Sourcing decision Responsibilities are assigned to specific stakeholders, in or 
outside the organisation, who would own a resource. 

Storytelling Transference of knowledge through narratives which can build a 
shared understanding. 

Succession 
planning 

Development of plans to transfer knowledge before an individual 
leaves the organisation.  

Video taping Transference of knowledge from the interviewee to the 
interviewer, but with the possibility of being reused.  

 
Information technologies have also become KT tools. As a prime example, knowledge 

repositories are “…online storehouses of expertise and documentation about a specific 
domain and discipline…” (Mazorodze & Buckley, 2020, p. 5). The issue is that these 
databases are considered to be private, and from an organisational perspective, they 
allow people to find relevant information and knowledge easily, help connect people 
knowledgeable on the topic, reduce learning and training times, and allow for the 
potential discovery of new knowledge (Mazorodze & Buckley, 2020). Hypertext itself has 
been touted as a KT tool by Swift (1991). Hypertext allows for the creation of knowledge 
repositories but can be used in conjunction with other ways of representing knowledge. 
It allows users non-linear paths to access information, i.e., it lets the user make their own 
choices of what knowledge to access based on their needs. The only requirement is  
that the links must be organised in a pattern or structure which is meaningful and 
understandable for the user. (Swift, 1991) 

Discovering knowledge in a database is not new. In fact, since 1991, it has been a field 
of its own, knowledge discovery in databases (KDD), which researches how to uncover 
useful and/or interesting knowledge from these sources (MIT, 1991). KDD is a subfield of 
machine learning and focuses on large amounts of uncertain data. However, as seen from 
Article I, the data in the discussed database is already information and is no longer 
uncertain. Thus, in this case, knowledge discovery (and its subsequent transfer) can also 
be conducted by non-machines. This point is further explored by Dougherty (1999) who 
posits that despite the dominating IT-led perspective in KM and KT, databases are just 
tools, and in the end, KT depends on the choices made by individuals. This is all to say 
that the existence of KT tools does not guarantee KT by itself, but it may simplify, aid, 
enable it.  

1.2 Elections 
This subsection explores elections, specifically dealing with electoral management and 
internet voting. These last two concepts were the overarching themes for Article II, and 
Articles IV and V, respectively. Article II presented a way to simplify the information 
relative to electoral management as a desire for easier understanding and teaching. 
Article IV analysed a unique case study involving a failure of implementation of internet 
voting. Through this analysis, a theoretical artefact was created to attempt to explain it. 
This artefact was further used in Article V to try to understand the current efforts related 
to the implementation of internet voting in a different environment, and to help identify 
pitfalls and issues that might arise during its inception. The following section is devoted 
to explaining the topics of electoral management, internet voting, and knowledge 
transfer in elections.  
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Electoral management 
Managing or administering an election in a country is an enormous task, and sometimes 
it is the largest activity that has been organised in that country (International IDEA, 2014). 
With the increasing globalisation, electoral administration and management has become 
more scrutinised. As new technologies appear, some have been introduced as solutions 
for greater efficiency in these endeavours. The term ‘election administration’ refers to 
how the register of electors is compiled, how they vote, and how those votes are counted 
(James, n.d.). Electoral management, on the other hand, alludes to the entity governing 
the elections, and the different tools, roles, and functions that it might have to pull such 
an incredible endeavour off (ACE, n.d.). 

The term electoral management body (EMB) refers to the body or bodies responsible 
for the management of an election, regardless of the size of the existing institutional 
framework. It can be responsible for some or all elements necessary5 for an election and 
might take on other tasks6 relevant to the process. EMBs should be guided by multiple 
principles, but for the purpose of this dissertation, the author presents three of them: 
transparency, efficiency, and professionalism. Transparency is necessary since the electoral 
process is highly scrutinised and such lack might bring about suspicion. Efficiency is 
required so that all allocated funds are properly spent, and services are fully delivered 
on time and correctly. Professionalism is essential since the whole process needs its 
procedures to be implemented accurately and correctly by competent staff. This translates 
to the need to transfer the correct knowledge and skills to electoral administrators. 
(International IDEA, 2014) 

The EMBs’ work is cyclical because the nature of the electoral process itself. 
Throughout the so called ‘electoral cycle’, EMBs might have varied powers and 
responsibilities relative to the activities of the process. The electoral cycle (illustrated by 
Figure 2) is defined as being: 

  
“[t]he full series of steps involved in the preparation, implementation and evaluation 

of an election or direct democracy instrument, which is viewed as one electoral event in 
a continuing series. In addition to the steps involved in a particular electoral process,  
it includes preelectoral activities such as the review of relevant legal and procedural 
provisions and electoral registration, as well as post-electoral evaluation and/or audit, 
the maintenance of institutional memory, the process of consultation and the planning 
of the forthcoming electoral process.” (International IDEA, 2014, p. 400) 

 
Resources, human and otherwise, are also dependent on the cycle and might fluctuate 

as a result of the current phase the cycle. Poll workers, for example, are temporary 
stipended volunteers that are necessary for delivering the election. Their responsibilities 
(which might be subject to change depending on each country) include setting up polling 
stations, greeting voters, ensuring that only those that are allowed and can vote do so, 
handing out the ballots, ensuring the secrecy of the vote and order at the polling station. 
(Clark & James, 2023) 

 
5 These necessary elements include the determination of who can and is allowed to vote, the 
receipt and validation of the electoral nominations, the administration of the poll, and the count 
and tabulation of the votes (International IDEA, 2014). 
6 These refer to registering voters, delimiting boundaries, educating and informing voters, 
monitoring media, and resolving electoral disputes (International IDEA, 2014). 
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Figure 2. The Electoral Cycle (International IDEA, 2014, p. 16). 

Voting is held in the ‘Voting Operations and Election Day’ phase of the electoral cycle. 
Balloting can happen during election day in a specified official location, or outside these 
parameters. When the latter happens, it is called convenience voting, a term which refers 
to any type of voting that allows voters to cast their ballot at a place and time other than 
those on election day (Gronke et al., 2008). The idea is to make it easier and/or cheaper 
for the voter to vote and this can be done by mail, phone, secure website, or the web, or 
physically earlier at satellite locations or voting centres. While the benefits of increasing 
turnout seem positive, other concerns related to costs, fraud and coercion always appear 
when discussing convenience voting. (Gronke et al., 2008) Another issue that has been 
analysed involved a case study in the US where withdrawn candidates performed better 
through mandated voting by mail, because citizens were not exposed to information that 
was revealed in the final weeks and days leading to the election day (Meredith & 
Malhotra, 2011).  

One final consideration regarding convenience voting is that electors prefer to do 
things the way they have done in the past (Alvarez et al., 2018). This is tied to the 
adoption of technology where “…prospective users are often uncertain about the 
advantages and disadvantages of new technologies.” (p. 95) Therefore, if this uncertainty 
is reduced or removed, and the advantages are verified, the individual might proceed 
with the adoption. However, if these technologies are framed negatively, for example by 
focusing on election fraud as in the case study from the US, less citizens will think about 
using convenience voting methods and would prefer to keep on using paper ballots 
during election day. (Alvarez et al., 2018) The next subsection delves a little deeper into 
one specific type of convenience voting, i.e., Internet voting or i-voting, exploring its 
characteristics and dimensions, in addition to other subjects. 

I-voting 
Internet voting, or i-voting is a type of convenience, remote and electronic voting. 
Convenience, as previously stated, because it allows the elector more flexibility of where 
to and when (within the established legal timeline) to vote. Remote, because the voter 
does not have to be physically located near or in a designated location to vote and 
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because it “…depends on an underlying communication network to function properly.” 
(Gibson et al., 2016, p. 279) And finally electronic, because it depends on electronic 
technology in order to work properly. Therefore, Internet voting is a type of remote 
electronic voting that allows the voter to cast their vote through an electronic device 
connected to the Internet, without having to be present in a supervised environment. 
(Gibson et al., 2016) A system that allows Internet voting is therefore referred to as an 
IVS, i.e., an Internet voting system.  

At the time of writing this dissertation, in March 2024, International IDEA’s (2024) 
database indicated that a total of 15 countries out of 174 in the world were currently 
using IVS. Closer inspection of this database revealed that the evidence for this claim 
related to the approval for the use of IVS by the corresponding legislation (i.e., electoral 
law) and/or instructions on how to vote online. Figure 3 showcases the countries that 
fulfil the preceding parameters and were identified by International IDEA.  

 

 
Figure 3. World map indicating countries that have approved the use of IVS in their legislation (data 
sourced from International IDEA, 2024) 

Internet voting, as any other activity, may exhibit drivers and barriers when 
attempting to implement it. Licht et al. (2021) summarised these into two lists of fifteen 
elements each. Some of the drivers include, but are not limited to, universal access,  
the reduction of costs, improvement of processes, increasing turnout or at least preventing 
its further decline, being a form of convenience voting and the socioeconomic status of 
the voter. On the other hand, barriers are not limited to changes in the legal requirements, 
security concerns, theoretical-technical vulnerabilities, lack of a framework, lack of 
verifiability, general mistrust in technology, in government and in EMBs.  

There is a specific driver that characterises Internet voting – the reduction of costs.  
In essence, Internet voting is the most cost-effective and cheapest way of doing so 
(Krimmer et al., 2021). Cost accounting was used to analyse multi-channel local elections 
in Estonia. This was also the first instance that BPMN was used in order to model electoral 
activities, which in turn allowed the detection of potential expenses connected to such 
processes. In the end, Internet voting was around 75% cheaper than election day voting 
in ordinary polling stations, making it extremely cost efficient. It also concluded that by 
introducing Internet voting as an additional channel unused capacities can appear, and 
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other voting channels are affected with a reduction in cost effectiveness, because they 
are not being used as much as they would have been. (Krimmer et al., 2021) 

Having considered the information above, there were still some locations that wished 
to implement Internet voting, like the Åland Islands. Unfortunately, as described in 
Article IV, their attempt did not succeed. And even if such failures do not detract other 
countries, like Moldova, to try it on their own, they can still be used to learn lessons and 
to attempt to facilitate the implementation.  

KT in elections 
KT in elections is a topic that has seen very limited research7. A systematic search in Web 
of Science and Scopus of the terms ‘knowledge transfer’ or ‘knowledge sharing’ and 
‘elections’ resulted in a very small sample, of which few articles, if any, could be relevant 
to this dissertation. Using the first combination leads to Maurer’s (2009) paper discussing 
knowledge transfer during election campaigns and focusing on how media and politicians 
present the parties’ programmes to the citizens. The rest of the papers (forty-five other 
results) focus on either term of the combination, without any linkages between them.  

The second combination, this time using ‘knowledge sharing’, yields a higher number 
of results (a hundred eighty-six results), but similarly, most of the results are focused on 
either term separately, without bringing them together, or dealing with ‘sharing’ and 
‘elections’. The more relevant articles investigated sharing information or knowledge 
online for political purposes or prior to an election (Beam et al, 2016; de León et al, 2023). 
The author also swapped ‘elections’ for ‘electoral administration’ or just ‘electoral’, with 
considerably fewer than a dozen results and similarly lacking combined research. 

An additional attempt was made with the terms ‘knowledge tool’ and ‘elections’.  
The most relevant result is a chapter in the proceedings of a KM conference, a case study 
about the US investigating the use of Twitter as a tool that affects the voters’ opinions 
(Alfarhoud, 2018). The rest of the one hundred fifty results once more balanced results 
for ‘knowledge’ and ‘tool’ or ‘tool’ and ‘elections’, with less relevancy to our topic. A final 
attempt was made with the terms ‘knowledge transfer tool’ and ‘elections’, but no 
relevant results were found. Similar investigations were conducted using Google Scholar, 
but no new insights were uncovered, even though the number of possible results inflated 
into thousands and millions.  

1.3 Cybersecurity 
This subsection explores the concept of cybersecurity and its related terms, national 
cybersecurity and national cybersecurity strategy. These last two concepts were the 
overarching themes for Articles I and III, respectively. Article I explored national 
cybersecurity from a global perspective, having analysed 161 countries. It presented 
similarities and differences in the national approaches, and pinpointed countries that 
could be used as role models based on practical endeavours. Article III explored all 
national cybersecurity strategies publicly available at the date of the study from a 
perspective of conflict/warfare, neutrality, and international cooperation. It outlined 
their recurrence and drew inferences regarding national positions with regard to these 
topics. The following subsection is devoted to explaining the topics and exploring past 
research related to knowledge transfer. 

 
7 At the time of writing this dissertation in early 2024. 



21 

A nation’s cybersecurity 
Cybersecurity is one of those elusive terms that have no fully accepted definition, starting 
from the fact that it can be written as a single word, or as ‘cyber security’, and even their 
capitalisation is in question. ENISA (2015) posited that it is an umbrella term which is 
impossible to define because it would not be able to “…cover the extent of things 
cybersecurity covers…” (p. 7) and that relevant contextual definitions are recommended. 
A few years later in 2017, ENISA defined cybersecurity on the basis of cyberspace,  
as presented in Article I. Nevertheless, it is not the only definition in academia and the 
rest of the world follows the recommendation of selecting the definition that is most 
relevant and fits their corresponding context. The term’s definition undergoes further 
modifications depending on the language, and in some cases, it is replaced by other 
terminology (e.g., information security [Korea], cyber defence [Israel], digital security, 
etc.) based on the national environments and situations. Table 2 presents some 
definitions of the term cybersecurity. These were mostly gathered from authorities in 
charge of the topic, whenever possible, or the legal acts that cover it. The definitions that 
were in other languages than English (e.g., French and Italian) have been translated by 
the author of this dissertation). The definitions have been presented in the alphabetical 
order of their countries/institution.  

Table 2. Various definitions of cybersecurity 

Original 
Language(s) 

/ Country 
Definition Source 

French / 
France 

State of an information system that is resistant to 
cyberattacks and accidental failures occurring in cyberspace.  
Cybersecurity is ensured by cyberprotection as well as, in 
case of the State, by cyberdefense. 

ANSSI, 
2023 

Italian / 
Italy 

Set of measures – physical, logical and procedural – aimed at 
guaranteeing confidentiality, integrity, and availability of 
information processed via IT systems. 

ACN 
CSIRT, 
(n.d.) 

English / 
None - ITU 

The collection of tools, policies, security concepts, security 
safeguards, guidelines, risk management approaches, 
actions, training, best practices, assurance and technologies 
that can be used to protect the cyber environment and 
organization and user’s assets. Organization and user’s assets 
include connected computing devices, personnel, 
infrastructure, applications, services, telecommunications 
systems, and the totality of transmitted and/or stored 
information in the cyber environment. Cybersecurity strives 
to ensure the attainment and maintenance of the security 
properties of the organization and user’s assets against 
relevant security risks in the cyber environment. The general 
security objectives comprise the following: 

• Availability 
• Integrity, which may include authenticity and non-

repudiation 
• Confidentiality 

ITU, 
2008 
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Original 
Language(s) 

/ Country 
Definition Source 

English / UK 
The protection of devices, services, and networks – and the 
information on them – from unauthorised access, theft, or 
damage. 

NCSC, 
(n.d) 

English / 
USA 

1. Prevention of damage to, protection of, and restoration of 
computers, electronic communications systems, electronic 
communications services, wire communication, and 
electronic communication, including information contained 
therein, to ensure its availability, integrity, authentication, 
confidentiality, and nonrepudiation. 
2. The process of protecting information by preventing, 
detecting, and responding to attacks. 
3. The ability to protect or defend the use of cyberspace from 
cyber attacks. 

NIST, 
(n.d) 

 
Considering the various definitions and interpretations given to it based on the 

different contexts, ‘national cybersecurity’ goes one step further and adds to it. Once 
more, we find ourselves with a term that has no universally accepted definition, although 
it is widely used throughout the world (NATO CCDCOE, 2012). The NATO CCDCOE (2012) 
defined it as “…the focused application of specific governmental levers (which includes 
both incentives and regulation) and information assurance principles to public, private, 
and relevant international ICT systems, and their associated content, where these 
systems directly pertain to national security” (p. 42–43), while the author of this 
dissertation, in Article I, applies ENISA’s definition of cybersecurity to the national level, 
to be achieved by the government in charge and the relevant stakeholders.  

Given that cybersecurity has been identified as an umbrella term, and the addition of 
the word ‘national’ has extended this ‘umbrella’ to encompass a whole nation, it has not 
been established what the term ‘national cybersecurity’ covers. The NATO CCDCOE (2012) 
posits that national cybersecurity in turn has five mandates, sub-topics so to say, that are 
part of it: cyber military, countering cybercrime, intelligence and counter-intelligence, 
critical infrastructure protection and national crisis management, and cyber diplomacy 
and internet governance. Article I applies the methodology of the NCSI, and in addition 
to including almost all previous mandates8, it expanded the list of mandates to include 
the development of cybersecurity policy, cybersecurity education and awareness, 
protection of digital services (both public and private), protection of personal data,  
the development of electronic identification and trust services. This ‘table of contents’ 
related to national cybersecurity while theoretically constructed from best practices by 
experts and practitioners, might not yet be complete. However, it does provide a first 
glance into national cybersecurity and what is necessary in practice to maintain it.  
The next paragraphs present national cyber security strategies (NCSS). As a subtopic of 
national cybersecurity, these official documents are most of the time publicly available 
to present a nation’s approach to the topic.  

 
8 The NCSI presented 46 indicators grouped into 12 capacities. Of the NATO CCDCOE (2012) 
mandates, the NCSI methodology did not include the ‘intelligence’ responsibility and renamed 
‘counter-intelligence’ as ‘cyber threat analysis’, and the ‘cyber diplomacy and internet governance’ 
as ‘contribution to global cybersecurity’.  
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National cyber security strategy  
Article III explores the concept of a national cyber security strategy (NCSS) and defines it 
as “…a document that identifies interests and ambitions related to national cybersecurity 
and communicates the use of resources to reach those goals.” (p. 421) Their structure 
and contents may vary depending on the national postures, however, being high-level 
strategic documents, common elements can be found in them, including, but not limited 
to, presenting the national values and the strategic vision, assessing the current situation 
and future challenges, and defining goals, actions, activities and/or timelines to address 
them (Article III). 

Given the aforementioned characteristics, it is common to find that academic literature 
in the field of cybersecurity includes multiple articles either analysing individual NCSSs  
or comparing the NCSSs of different countries. Luijif et al. (2013) studied the NCSSs 
(published between 2009 and 2011) of ten countries from an inductive standpoint in 
order to discover similarities and differences. Differences included the presence or lack 
of a definition for cyber security, their focus on the national approach, and the scope of 
the document. Similarities accentuated the need for a whole-of-society approach,  
the existence of global threats, and the protection of critical infrastructure. (Luijif et al., 
2013) Newmeyer (2015) analysed various existing NCSSs in addition to best practices 
published by cybersecurity related international organisations to offer recommendations 
on what the NCSSs of developing countries should contain. Some of the recommended 
items include: reference to political will, the establishment of public-private and/or 
interagency multi-stakeholder groups, the existence of a legal framework, protection of 
critical infrastructure, emphasis on education, the creation and administration of incident 
and crisis response entities, and the protection of civil liberties. (Newmeyer, 2015) 

Most recently, Oruj (2023) evaluated the cybersecurity strategies of twelve nations in 
an attempt to improve the understanding of the term ‘cybersecurity’ from a global 
perspective. Nevertheless, the conclusion makes it clear that “[c]ountries have different 
views on cybersecurity…” (p. 114), and even if countries understand the need for 
international cooperation, the absence of a common terminology makes it harder for 
them (Oruj, 2023). Odebade & Benkhelifa (2023), ten years after Luijif et al. (2013), once 
more compared ten NCSSs to identify strengths and weaknesses. Some of the latter 
include the lack of an implementation or constant evaluation plan, the lack of budgetary 
transparency, and missing overarching principles (e.g. scope, timelines, roles, resource 
allocation, etc.). At the end of their paper, they posit some recommendations for the 
improvement of NCSS.  

KT in cybersecurity 
Unlike elections, knowledge transfer/sharing and cybersecurity has seen more research. 
Sharing previous relevant experiences and knowledge is considered an indispensable 
resource for cybersecurity awareness (Rhee et al., 2009). It is also reduces, mitigates and 
thwarts security incidents risks (Arachchilage & Love, 2014; Tamjidyamcholo et al., 2014; 
Ben-Asher & Gonzalez, 2015). For the private sector, sharing cybersecurity knowledge can 
reduce the tendency of stakeholders to underinvest in cybersecurity (Gordon et al., 2015). 

Regarding the internal workings of an organisation, knowledge sharing positively 
affects an employee’s attitude to comply with cybersecurity policies, in addition to 
furthering cybersecurity knowledge (Safa et al., 2016). On a larger scale, Feledi et al. 
(2013) present a web-portal through which cybersecurity knowledge can be shared among 
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different organisations. Some of the identified barriers to the adoption of this tool 
included (ibid.):  

• unwillingness and lack of justification to contribute, unless clear benefits were 
presented; 

• trust between the users, since sharing knowledge might lead to competitive 
disadvantages;  

• unclear definition of the target group of users, since sharing knowledge might 
take away competitive advantages; 

• attraction and maintenance of a critical mass of users to guarantee the 
usefulness and sustainability of the web-portal; 

• maintaining and assuring the quality of the knowledge, which could be either 
left to the user community or moderators. 

As in the previous case, Tamjidyamcholo et al. (2014), identified a similar barrier in a 
virtual community, which showed low willingness for members to share knowledge.  
This stemmed from the idea that sharing knowledge might also increase cybersecurity 
risks, since malicious actors could also have access to this knowledge and use it for their 
own purposes. Nevertheless, their findings indicated that knowledge sharing decreases 
cybersecurity risks.  

Since cybersecurity and its subtopics permeate all sectors, other research has focused 
on more pointed questions. From an educational perspective, Gupta & Wolf (2018) 
attempt to answer whether knowledge from teaching and researching cybersecurity is 
transferable into practice, focusing on a university’s IT department and its website. Their 
research suggests that this was the case in relation to research excellence9 but not 
teaching excellence, institutional size, nor tuition costs (Gupta & Wolf, 2018). With a 
similar perspective, Waddell (2024) presents a human-centred10 cybersecurity education 
programme developed for healthcare and using lessons learned from commercial aviation 
in Canada. 

On a final, more technical point, there is a body of literature dedicated to cybersecurity 
information11 sharing. Pala & Zhuang’s (2019) literature review categorises the existing 
articles into 1) technical/conceptual (that discuss frameworks, and decision-supporting 
tools); 2) policy making (studying public-private partnerships, their lawfulness and 
information sharing agreements); 3) game theory (researching the balance between 
investing in cybersecurity, risks and privacy, in addition to mechanisms to improve 
information sharing); and 4) other analytics (focusing on alternative analytical models to 
game theory). The existing literature’s position on information sharing and collective 
knowledge is that they are beneficial for strengthening mitigation and response 
capabilities and reducing the cost of cybersecurity investments. (Pala & Zhuang, 2019). 
These benefits are more than likely retained once information becomes knowledge.  
 

 
9 Cybersecurity research excellence is presented as having “…papers accepted at prestigious 
cybersecurity conferences.” (Gupta & Wolf, 2018) 
10 Focusing primarily on the human risk factor (Waddell, 2024). 
11 Information is data (i.e., representations of facts that are unprocessed or unrelated) organised 
to produce meaning. Knowledge is one step higher in the hierarchy and is considered to be the 
product of information in combination with the person’s experiences, intuition and expertise. 
(Zins, 2007) 
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2 Methodology 
The research conducted for this dissertation followed a qualitative research design, and 
all articles, with the exception of Article IV, follow pragmatism as the research paradigm. 
The remaining article follows an interpretivist approach. While Article II does not 
investigate information systems or information and communications technologies, 
the findings can be applied to legislation applicable to these topics. In information 
systems, pragmatism has been presented as an alternative to interpretivism and 
positivism (Goldkuhl, 2012). According to Goldkuhl (2012), “[p]ragmatism is concerned 
with action and change and the interplay between knowledge and action…” (p. 136) and 
“[t]o perform changes in desired ways, action must be guided by purpose and 
knowledge…” (p. 139). Therefore, the purpose of an inquiry into a part of reality is to create 
knowledge to affect change in said part of reality. On the other hand, interpretivism looks 
to discover, acknowledge, reconstruct, understand, and use the subjective meanings 
existing in the world as the foundation for theories. (Goldkuhl, 2012)  

Thus, Articles I and III are inquiries into the real world looking to construct more 
knowledge that is useful for action (in the fields of cybersecurity) through data assessment 
and intervention. Article II constructs knowledge by demonstrating a way to simplify 
information that is useful for the administration of elections. Article IV attempts to 
understand a case study and creates a theoretical framework that attempts to explain 
the study, while Article V works with this construct to provide constructive knowledge 
and engage change in another real-world case.  

2.1 Research design of the articles in the dissertation 
Articles II, IV, and V deal with single case studies. Case studies are known for being used 
for exploratory or descriptive purposes, but they can also serve for explanatory reasons 
(Yin, 2018). Yin (2018) justifies using single cases when these are critical, unusual, 
common, revelatory, or longitudinal. The cases in Articles II and IV are unusual (with 
Estonia’s implementation of multiple ways of convenience voting and the Åland Islands’ 
attempt to introduce internet voting, respectively), while that of Article V is unique 
(since it attempts to apply the framework of Article IV to the practical situation of 
Moldova’s internet voting pilot).  

The NCSI methodology was used in Article I. As described in that article, it was created 
by the e-Governance Academy as the foundation for the National Cyber Security Index 
(NCSI)12, a live global index, and as a cybersecurity reference, assessment and capacity 
building tool. The methodology is based on literature review, with the additional step of 
a ‘peer review’ verification of said literature by two or more cybersecurity experts. 
The literature review part refers to the search and identification of publicly available 
official information that might fulfil the criteria of 49 different cybersecurity indicators13. 
The ‘peer review’ part of the process refers to the checks and verification of said 
information to make sure that it complies with the individual criteria of each indicator. 

12 The author of this dissertation has been assigned to the NCSI since 2018, assisting in the data 
collection and analysis of most, if not all, of the 177 economies that were present and had been 
published by September 2023 in the NCSI.  
13 The NCSI methodology was updated in September 2023 (NCSI, 2023). Article I was written at the 
start of 2023 when the previous methodology was applicable. The previous methodology had 46 
indicators, while the current one has 49 indicators.  
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Information that fulfils the criteria is approved and published as part of that specific 
country’s dataset. Filling the indicators with correct evidence will directly impact the 
country’s score, which in turn will affect the country’s overall rank in the NCSI. For more 
information, please refer to the methodological section of Article I. Article III also uses 
literature review. In this case, its application was much more direct since the research 
questions clearly indicated the literature to review, namely the NCSS. As Snyder (2019) 
posits, literature review as a methodology permits to identify all the evidence fitting a 
specific criterion to answer specific questions or hypotheses, thus summarising findings 
to discover areas where research and/or improvements are needed. In the case of Article 
III, since the hypotheses were specific and directly related to the NCSS, literature review 
was the best methodology to verify them. 

Article II also made use of design science, which has been defined as the study and 
creation of artefacts being developed and used for solving practical problems of general 
interest (Johannesson & Perjons, 2014). In it, the steps designed by Peffers et al. (2007) 
for design science in information systems research were followed: identification and 
motivation of the problem, definition of the solution objectives, design and development, 
demonstration, evaluation, and communication. The demonstration of Article II was 
conducted on a single case study. Under this definition, this dissertation can also be 
categorised under this paradigm since it is attempting to improve upon knowledge 
transfer and information governance in public administrations through the introduction 
of useful artefacts. 

2.2 Data collection and analysis 
Considering the documentary nature of public administration, the attempts to find 
opportunities and deficiencies (i.e., trends) and/or to solve issues, data collection heavily 
relied on document analysis and secondary data analysis. Given the sheer number of 
countries included in Articles I and III (161 and 113, respectively), document analysis 
formed the basis of these publications. Article I’s data had been collected for three 
consecutive years and collated into the NCSI. While the NCSI itself contained 46 indicators 
(grouped into 12 capacities), not every country presented documentary evidence for 
each indicator. Still, given the constant update of the live NCSI, and the revision of data 
that might not have matched the criteria for the NCSI, more than 7,000 documents were 
analysed using the NCSI’s methodology and summarised into 161 cases for Article I. 
Article III was smaller in scope, and only those countries that presented publicly available 
national cyber security strategies were selected for the study. This amounted to  
113 documents analysed for the three main topics of the study. 

Article II also used document analysis, because the Electoral Law was the main focus 
and its simplification into a BPMN diagram was the result. Since diving into documents 
was not sufficient for Articles IV and V, further information was collected through  
semi-structured interviews. In total, twenty-one interviews with electoral stakeholders 
were held in the Åland Islands by the writing team. The interviews prior to the Election 
Day in the Åland Islands were tailored toward a different topic. Nevertheless, once the 
failure of internet voting happened, the information obtained served as the background 
for our new focus. The rest of the interviews focused on trying to understand the 
reason(s) behind such failure. A dozen semi-structured interviews with stakeholders 
involved with elections, for Article V, served as background information for the practical 
application of the framework created by Article IV. Table 3 presents an overview of the 
articles and their research and data collection methodologies. 
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Table 3. Overview of the research designs of the Articles 

Article Main 
methodology 

Data Collection 
Document 

analysis 
Interviews Secondary 

data 
analysis 

Literature 
review 

I NCSI x  x x 
II Design science 

and a single case 
study 

x x x x 

III Literature review x  x x 
IV Single case study x x x x 
V Single case study x x x x 

 
The collected data was analysed using different approaches, which were either 

inductive or deductive, depending on the article being used. Articles I, II, III, and IV used 
a deductive approach, while Article IV applied an inductive one. Article I made use of the 
NCSI methodology, which presented 46 individual cybersecurity topics grouped around 
a set core (labelled as capacities) of 12 themes. Article II built on the idea that electoral 
laws could be made easier to understand and used the Business Process Model and 
Notation (BPMN) to demonstrate the hypothesis. Article III was similarly based around 
hypotheses which were constructed around the themes of warfare, neutrality, and 
international cooperation in national cybersecurity strategies, from which the 
corresponding coding ensued. The inductive approach was used in Article IV, categorising 
the data into core themes identified by using the NVIVO qualitative data analysis 
software. Finally, Article V employed a deductive approach by using the artifact created 
in Article IV as the theoretical starting point of the case study. 

2.3 Limitations 
A couple of limitations could be mentioned regarding this dissertation and the included 
articles. The first would be the application of non-governmental approaches to public 
administration research, as is the case with Articles I and II. In the former case, the NCSI 
was created and is currently managed by a nonprofit organisation (although there are 
records of countries using the Index to improve their own national situation), and in the 
latter case, the use of the BPMN comes directly from the private sector (although there 
have been instances of BPMN use in public sector research, see Article II for references). 

The second more important limitation is the reliance on the availability and 
completeness of official information. In Article I, the NCSI, as-is, is completely based upon 
publicly available official information. Information that is not shared cannot be added to 
the record and appears as an absence rather than registering any attempts toward 
completion. Article II also depends on the accessibility of the electoral law and any other 
internal processes during the electoral cycle to map the activities correctly. Article III 
studied 113 countries out of 194 UN member states because these were the only ones 
that had a publicly available NCSS. Similarly, as in Article I, the lack of publicly available 
NCSSs does not mean that the country is not attempting to draft one or does not have 
some other process/artefact that replaces such a document. Article IV mentioned 
thatthe lack of information in a couple of instances due to secrecy and confidentiality, 
which might have brought further clarification to the creative theoretical framework. 
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Article V uses this theoretical framework in an ever-evolving situation that the author is 
not able to fully monitor from all possible perspectives, in addition to some information 
being withheld under the same reasons as in Article IV. 

The third limitation, only applicable to this dissertation, concerns the DKTC. Its 
limitation is that the model does not take into account that useful knowledge can be 
created before a need is uncovered (Dooba & Downe, 2011). To put it into the 
perspective of this work, it would be the case of Article IV, a theoretical framework which 
was created as an explanation to a failure in implementation. The nature of the 
framework was such that it might have only served to explain this particular failure until 
a similar case appeared in the future, if at all. This was useful knowledge that could not 
be transferred outside the specific parameters of the failure of implementation. 
However, with the appearance of a new need, such as that of this dissertation or of 
Article V, this knowledge could now be transferred to fulfil the new need(s). While this 
limitation is part of the DKTC, it has not impacted this work in a meaningful way.  

Given the compartmentalisation of the topics, the final group of limitations refers to 
those applicable to each and every one of the articles in this dissertation. The author 
kindly refers the readers to the corresponding articles to read more about them.  
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3 Results 
This chapter presents the results of the individual articles in the context of KT. The first 
section will deal with KT and elections, while the last section will do the same for KT and 
cybersecurity. Given that the publications themselves provide novel knowledge, ideas, 
and concepts in their corresponding fields, not a lot of focus will be put on their 
corresponding findings (readers are kindly referred to the publications themselves for 
more information), but on their added value to knowledge transfer literature and 
concepts, as discussed in the background chapter. 

3.1 KT regarding elections  
Knowledge transfer regarding elections can be undertaken through the translation of the 
electoral law and processes into BPMN, as presented in Article II, in addition to creating 
theoretical frameworks to be applied in practice, as elaborated upon in Articles IV and V. 
The benefits of such approaches will be made clearer in the following paragraphs.  

BPMN translation 
Article II presents the idea of using BPMN to make electoral laws more comprehensible 
to multiple stakeholders. When applying the DKTC model, the author can identify that 
the existing knowledge involves the electoral code and all corresponding legislative 
instruments that regulate the elections. The discussed need can either be the one framed 
in the research question of this dissertation (i.e., how to transfer knowledge) or in the 
research question of the article (i.e., how to make electoral laws more comprehensible). 
The stakeholders involved can be classified as those part of the EMB and/or administering 
the elections, or as those not part of these bodies, i.e., the majority of the citizens/voters.  

The use of BPMN would be a type of disseminative capacity when applying the DKTC 
model. The primary focus of this type of capacity is knowledge diffusion, and among  
the activities generally associated with this capacity, one of them matches the use of 
BPMN, adapting/translating knowledge to end-users’ reality (see Parent et al., 2007).  
As mentioned in Article II, the instructions for poll workers are mainly derived from the 
electoral laws, and the more difficult they are to understand, the more difficult it 
becomes to deliver elections properly. Given that poll workers may yield specific powers 
during voting days, it means that if the implementation of the proceedings differs,  
the quality and integrity of elections may be affected. Other stakeholders that are also 
interested in this kind of information are the voters. As seen in the electoral cycle, there 
is a training and education phase during which voters can expect information to be 
shared with them. If the system presents multiple ways of convenience voting, this need 
for information and knowledge on how to proceed, compounds. Lack of transparency 
may have a direct consequence to the conduct of the voters, and thus directly impact the 
elections.  

The translation of an electoral law into a BPMN diagram would clearly illustrate the 
regulations and outline the responsibilities of information-related behaviours across the 
different stakeholders involved in electoral management. It would also serve as a 
reminder to them about their specific rights and responsibilities they should follow in the 
corresponding steps. Additionally, it maximises the use of human, logistical and financial 
resources, and allows them to be more easily audited, as in the literature about the cost 
of elections. Finally, it would safeguard against issues caused by human error before, 
during, and at the end of elections. Such diagrams would also increase the transparency 
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and openness of public administration toward citizens, which might positively affect their 
trust in the institution and the process. Organisationally speaking, it would harmonise 
and make trainings easier and make organisational shifts and changes in work practices 
faster to adapt to. In case of issues in the elections, audits would be easier to conduct 
since the processes and responsibilities are well and clearly documented. Figure 4 
illustrates an example of a BPMN diagram created to represent the responsibility of a 
Voting District Committee for the process of advance voting, using the electoral law in 
force for Estonia’s 2019 Parliamentary elections. 

 

 
Figure 4. BPMN of the advanced voting delivery in the 2019 Parliamentary elections in Estonia 
(Article II) 

The BPMN diagram also serves as the way to transfer knowledge from one practitioner 
to another. It also segments a long process into its constituent activities, thus presenting 
the information in small understandable bits that reach out to an end goal. The creation 
of a diagram should not considerably impact the resources of public administration and 
they would only be updated if there are any changes in the corresponding law. On the 
other hand, it should have no impact regarding policy transfer; this should only happen 
at the level of the electoral law. If this does happen, then updating the diagram to reflect 
the new environment would be much easier, given that all activities have been separated 
and the process simplified.  

The diagrams themselves combine a couple of KM/KT tools. Given that they would be 
specifically used within the context of elections, this means that a very specific group of 
people would be using it. Therefore, there are communities of practice and the 
transference of knowledge via mentoring is done through this formal group. Specific 
actors and stakeholders are identified, which means that sourcing decisions are easier to 
handle as every activity is assigned to a specific individual or entity. During the elections 
themselves, the diagrams can be used for coaching and supporting the decisions of the 
EMBs. Finally, given that some of the staff is not permanent, succession planning is made 
easier since the knowledge to be transferred is already illustrated in such a diagram.  

The diagram itself can be drawn by hand or using IT. Since it is an illustration of an 
electoral law, it becomes a knowledge repository. The information contained in it can be 
hypertexted to provide additional information about the specific stakeholder, term or 
activity. Since it presents an as-is picture of the current electoral law, it makes it easier 
to see where improvements can be made and errors exist, so as to further improve the 
corresponding legislation. 
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Applicable theoretical frameworks 
Articles IV and V are more specific in nature, dealing with the implementation of an IVS. 
The research team had headed to the Åland Islands to better study the costs of Internet 
voting and other voting channels during their elections. However, at the last minute their 
government decided not to implement Internet voting, thus making the researchers 
refocus their efforts into understanding why the implementation of the IVS had failed. 
As a result, Figure 5 was repurposed from a more general e-Participation system failure 
(Toots, 2019) into one that could theoretically explain the case of the Åland Islands. 

 

 
Figure 5. Mirabilis of IVS failure (Article IV, p. 42) 

While the creation of theoretical frameworks is not new in public administration 
studies, the innovative approach is attempting to use one of them for practical purposes. 
In this case it refers to Article V, where the author attempts to apply this framework to 
analyse the current situation of IVS implementation in Moldova to identify potential 
pitfalls and to ultimately prevent a failure like in the Åland Islands. As we have previously 
seen, there are not many countries that have implemented IVS, so for this specific case, 
information about IVS implementation should be effectively used and maximised 
whenever possible. 

When applying the DKTC model, the author can identify that the existing knowledge 
involves the electoral code, the stakeholders and all corresponding legislative instruments 
and contextual elements relative to elections. Similarly, as in the previous case,  
the discussed need can either be framed in the research question of this dissertation  
(i.e., how to transfer knowledge) or in the research question of the article (i.e., how to 
identify potential pitfalls). The stakeholders involved can be classified as those part of 
the IVS implementation, or as those not part of it. 

The Mirabilis of IVS failure (Figure 5)  serves as both a generative and a disseminative 
capacity. As the former, its primary focus is on knowledge discovery, and as the latter, 
on knowledge diffusion (see Parent et al., 2007). It allows the identification of contextual 
elements and classification of stakeholders involved in IVS implementation. It also permits 
the discovery and diffusion of the relationships between the different stakeholders, 
themselves, and takes into account the context as well. Once this is done, further analysis 
can yield opportunities and risks to be handled by the implementors of the IVS.  
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Having a diagram that explains the failure of implementation and using it to avoid it, 
is a non-standard way of seeing things, which might also be classified as new and effectively 
as double-loop learning. As a KM/KT tool, it combines storytelling (i.e., the failure of the 
Åland Islands), with competency mapping and knowledge valuation to identify the needs 
and produce a gap analysis. It also services the identification of future capability 
requirements and effectively becomes a knowledge repository where the necessary 
elements start to be added one by one. While the implementation of IVS is still underway 
in Moldova, the practicality of this theoretical framework for this specific case is 
unmatched. 

3.2 KT regarding cybersecurity 
KT regarding cybersecurity can be handled by the creation of a publicly available 
database of documentation and sources, which can also double as an index, as presented 
in Article I, in addition to massively multi-country studies to find commonalities and best 
practices, as elaborated upon in Articles I and III. The benefits of such approaches will be 
made clearer in the following paragraphs.  

Database/Index 
Article I presents a novel idea for KT with regards to national cybersecurity. Databases 
(i.e., knowledge repositories) are not in fact novel. But making a global index sufficiently 
transparent to become a publicly available database/knowledge repository is innovative. 
The approach of basing the scoring of the index only on publicly available information, 
while it brings bias to the index14, creates a database of factual and practical information 
that can serve public administrations around the world. The NCSI, discussed in Article I, 
is organised into three categories, twelve capacities, and forty-six indicators. It is solely 
based on publicly available official information, disclosing everything from the criteria for 
each indicator and methodology to the scoring and transparency of the accepted 
evidence, allowing stakeholders to understand the components of national cybersecurity. 
All evidence is available as hyperlinks to the original sources for easy viewing. Figure 6 
presents a partially expanded screenshot of a country page from the NCSI (taken from 
Article I). 

When applying the DKTC model, the author can identify that the existing knowledge 
involves everything relative to cybersecurity in a country. The discussed need can either 
be framed in the research question of this dissertation (i.e., how to transfer knowledge) 
or in the research question of the article (i.e., how national cybersecurity is undertaken 
throughout the world). The stakeholders involved are those in charge of cybersecurity in 
the country. The index/database (i.e., the NCSI) serves as a generative, disseminative  
and absorptive capacity, focusing on knowledge discovery, diffusion, and application, 
respectively (see Parent et al., 2007).  

Unlike with the database of Feledi et al. (2013), basing the NCSI on publicly available 
official information maintains and ensures the quality of knowledge, which in turn results 
in trust from its users, who are able to view (and verify, if needed) the evidence. The issue 
of competitive disadvantages is a non-starter since the knowledge and information are 
publicly available. On the other hand, similarly to Feledi et al. (2013), the target group of 

 
14 Referring to the NCSI of Article I, countries that are more transparent and/or more digitised 
regarding their national cybersecurity have more chances to fulfill the Index criteria and thus 
receive a higher score.  
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users is not explicitly defined by the NCSI. However, this does not detract from the 
usefulness or sustainability of the web-portal. While the NCSI is maintained by the 
creators and country volunteers, there is a clear benefit to keeping the knowledge up to 
date for countries as it leads to a better position in the ranking, which in turn might 
translate into a better international standing for the corresponding nation. 

 

 
Figure 6. Partially extended screenshot of a Country Page (Panama) from the NCSI (from Article I) 

If countries were to create and/or manage their own database it would present a 
compendium of information, categorised into different subtopics, which would allow 
stakeholders to remember their rights and responsibilities in terms of cybersecurity.  
The availability of the information also assists stakeholders when they need it for tasks 
and procedures. Managed by public administrations, they would be able to regulate the 
quality of the information in it and update it as soon as anything changes. It would serve 
as a freedom of information measure by allowing official information to be publicly 
available and easy to access and would improve the openness of public administration. 
Finally, it would create a clear record of past documentation every time something is 
updated. 

The NCSI mentioned in Article I deals with Bowman’s (1978) conundrum of how to 
transfer research findings into the practical world. The knowledge presented in the 
article is wholly practical but arranged from a theoretician’s perspective to simply it.  
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Its applicability to specific situations is enormous, since the methodology of the Index 
subdivides national cybersecurity into capacities, and further into indicators. Next,  
the generational differences discussed by Burch V. & Strawderman (2014) are also 
covered. As knowledge is subdivided into 46 indicators, it can be said that the 
information has been presented in small bits. The fact that not all nations are able to 
present evidence for all the criteria in the Index also highlights the search – discover – 
rewards capabilities, since if they are missing, a country would want to fulfil those as 
soon as possible to receive a better ranking and standing in the international arena.  
The barriers related to knowledge transfer do not disappear, but having access to 
different, practical examples of what other nations are doing in terms of national 
cybersecurity allows those facing obstacles to find proven solutions and/or ideas that 
might work if they are slightly modified to fit their contexts.  

Policy transfer is also possible, and importantly, countries can now select from where 
to transfer knowledge, given that Article I presents a more varied number of role models. 
For example, Figure 7 outlines the countries that were the top scorers in the African 
region for the twelve different capacities being monitored in the Index. Countries across 
the world can look at these role models and have a greater choice to work with in terms 
of country likeness. This is also true for the Americas, Asia, Europe, and Oceania regions, 
thus presenting new opportunities for KT between countries in the world. 

 

 
Figure 7. Cybersecurity focus in Africa and top scorers for each capacity (Article I) 

Finally, as a KM/KT tool, the database combines multiple tools in itself, which is a 
knowledge repository. The database can be used for competency mapping, as described 
in Article I. Given the large amount of role models, double-loop learning can also  
happen, since newer sources for examples can challenge preexisting assumptions.  
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After the corresponding mapping is completed, future capability requirements are 
identified and public administration can work on it. If a score is given, like in the case of 
the NCSI, knowledge valuation is being implemented. And finally, sourcing decisions 
would be easier to make since stakeholders are easily identifiable.  

Massively multi-country studies 
Massively multi-country studies provide a trove of innovation in terms of practical 
knowledge, which from the point of IG, would make effective use and maximise the value 
of all existing information resources. This can be achieved by focusing on a general topic, 
like national cybersecurity in Article I, or a narrower one, like searching for international 
cooperation, neutrality, and warfare/conflict in the NCSS as detailed in Article III.  
Multi-country studies are not a new element, as presented in the previous subsection. 
However, massively multi-country studies are studies that involve almost all or all countries 
applicable. It would not be beneficial to set a lower limit to the number of countries to 
be involved, however, having explored 161 and 113 countries in Articles I and III, 
respectively, it is clear enough to see these as being classified as massively multi-country 
studies. The benefit of this approach is that it allows discovering new information that 
would otherwise not have been available if a lesser number of countries had been 
studied.  

When applying the DKTC model, the author can identify that the existing knowledge 
involves anything relative to cybersecurity for a corresponding study. The discussed need 
can either be the one framed in the research question of this dissertation (i.e., how to 
transfer knowledge) or in the research question of the corresponding article (e.g., in our 
case, the one from Article III). The stakeholders involved are those relative to the 
cybersecurity research that is to be conducted. A massively multi-country study serves 
as a generative capacity, focusing on knowledge discovery (see Parent et al., 2007).  
The author has already discussed how such investigation in Article I allowed identifying 
other role models in addition to the traditional cybersecurity superpowers. Article III,  
on the other hand, with its narrower focus, made it possible to determine the national 
positions held in relation to the three national cybersecurity subtopics, which due to the 
current geopolitical situation in the world was necessary to identify the countries that 
would align themselves with each other. Massively multi-country studies combine 
communities of practice with competence mapping and the identification of future 
capability requirements. Aligned public administrations will, hopefully, be able to better 
interact and cooperate with each other, having better understood the existing resources 
and needs to be tackled.  
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4 Discussion 
The following table compiles the results chapter in the first three rows and further 
focuses on their usability by specific stakeholders and their applicability to other topics, 
which will be the focus of this discussion chapter.  

Table 4. Overview of the results 

Knowledge 
transfer 
through 

Corresponding 
DKTC capacity 

KM/KT Tools 
combined within Usable by 

Applicable 
to other 
topics 

BPMN 
translation Disseminative 

• Communities of 
practice 

• Mentoring 
• Decision sourcing 
• Coaching 
• Succession planning 
• Knowledge repository 
• Hypertext 

• Public 
administrations 

• Civil society 
organisations 

• Academia* 
• Citizens* 

Plausible 

Theoretical 
Frameworks 
(Mirabilis of 
IVS failure) 

Generative and 
Disseminative 

• Double-loop learning 
• Storytelling 
• Competency mapping 
• Knowledge valuation 
• Capability 

requirements 
identification 

• Knowledge repository 

• Public 
administrations 

• Private sector 
• Academia* 

No 

Databases / 
Index 

Generative,  
Disseminative 
and 
Absorptive 

• Knowledge repository 
• Competency mapping 
• Double-loop learning 
• Capability 

requirements 
identification 

• Knowledge valuation 
• Decision sourcing 

• Public 
administration 

• Private sector 
• Civil society 

organisations 
• Academia* 
• Citizens* 
 
 

Yes 

Massively 
multi-
country 
studies 

Generative 

• Communities of 
Practice 

• Competence mapping 
• Capability 

requirements 
identification 

• Public 
administration 

• Private sector 
• Civil society 

organisations 
• Academia* 
 

Yes 

*While the DKTC is a model that explains organisational KT, the author of this dissertation recognises that 
‘Academia’ and ‘Citizens’ cannot be considered as organisations (unless under some specific exceptions). 
Nevertheless, the DKTC model was created for social systems (see Page 13), which is what ‘Academia’ and 
‘Citizens’ can be considered. ‘Academia’ and ‘Citizens’ have been included in the discussion to demonstrate the 
value and usability of the proposed KT instruments beyond the organisational setting.  
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4.1 BPMN translation 
Relative to elections, the BPMN can be used by public administrations, especially EMBs, 
to translate any election-related documented procedure-filled activity into a clear and 
simplified diagram, which can be used to facilitate understanding, provide training, and 
update corresponding legislation, as well as used during elections and/or to offer greater 
transparency toward the population. Civil society organisations, especially electoral 
observers, would benefit from such a diagram (whether created by them or by the public 
administrations) to better understand (and follow the enactment of) the electoral 
processes in that specific country. Since the BPMN simplifies the process to the smallest 
unit corresponding to an action, civil society organisation can observe with detailed 
granularity the electoral process and identify possible discrepancies more easily that 
might otherwise not be identified. The academia can also use this tool, should it focus on 
studying the electoral cycle. Such studies are not only limited to the inherent actions and 
process chains but can be the intermediate step for more precise cost management 
studies. Additionally, since the diagram is constructed using open-source knowledge of 
the BPMN, which contains standardised notations and rules, it would make comparisons 
easier between different types of voting within the same electoral process or between 
the electoral processes of different countries. Citizens would benefit from such a diagram 
but might not be the ones that expend time or effort into the creation of such a diagram. 
For them, it would be another tool that can bring additional transparency before and 
during elections. Therefore, public administrations and civil society organisation may 
consider using BPMN to increase the electoral awareness of citizens.  

The translation into BPMN can be applicable to other topics and sectors, but only  
if those are similarly documented procedure-filled activities. As its name implies,  
BPMN is useful for illustrating business processes, and as such, its usefulness rests upon  
process-filled activities. Some examples could include legislated/documented 
procedures that involve heavy paperwork and multiple stakeholders (e.g., customs 
procedures, the backend of public administration services, the judicial process, etc.).  
One of the drawbacks of the BPMN translation is the need to study and understand the 
rules of how to draw a BPMN. Nevertheless, since this is open-source knowledge,  
it is not restrictive for anyone that wishes to learn about it. Reading a BPMN might be as 
easy as following a flowchart, but there might be some symbols and illustrations that are 
not known by the reader. This could be resolved by adding the corresponding legend to 
the BPMN for the reader to interpret.  

4.2 Theoretical frameworks (Mirabilis of IVS failure) 
In the electoral cycle, the Mirabilis of IVS failure would allow public administrations to 
pre-emptively understand the different stakeholders that come into play for the 
implementation of internet voting and the relations between them. It would then allow 
to draw out possible flaws and shortcomings, from the perspective of different context, 
that might affect the overall progression of the implementation. Having knowledge of 
these risks may allow them to evade, mitigate, and/or, in the worst case, prepare to 
tackle them head on. While the private sector might have apprehensions in using a 
theoretical framework, it can provide them with an expanded understanding and 
knowledge of the implementor’s context and characteristics to better tailor the IVS to 
their needs. It can also provide advance notice of obstacles that may hinder the 
completion of their contractual responsibilities. From the perspective of the private 
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sector, it is always beneficial to know your client. Finally, given that academia is the 
birthplace of this particular theoretical framework, its usability is only limited by the 
specificity of the topic, namely internet voting systems. While the context was related to 
the failure of implementation, Article V presents the proof of concept that the mirabilis 
can be repurposed for analysing the phases before and during implementation.  

The applicability of theoretical frameworks in other sectors exists. However, since the 
author is specifically focusing on the Mirabilis of IVS failure, this would not be 
transferrable to any other topic. Additionally, since it was created to explain a case study 
of the failure in the adoption of an IVS, this inherent bias does not allow the framework 
to be used in any other electoral context without major modifications. For any other 
electoral topic, it would suit users best to return to the parent framework (i.e., Toot’s 
(2019) e-Participation system failure) of the Mirabilis and adapt it to their corresponding 
needs. In addition to this bias that is a limiting factor relative to its usability, its use is 
predicated heavily upon the user’s knowledge of internet voting, the electoral process, 
stakeholders, among other related topics, and the user’s own predisposition of using a 
theoretical framework, which in addition to coming from academia, might uncover 
failures and problems where they would not want them.  

4.3 Databases/Index 
For cybersecurity, a database/index with publicly available evidence is a treasure trove 
for public administrations. The main benefit comes from the use of the data in order to 
make better informed decisions on the topic, while considering their strengths and 
weaknesses. Knowledge from different official and publicly available sources provides a 
more varied perspective than that of just the usual suspects, i.e. countries considered 
superpowers in the cybersecurity arena. Additionally, a database/index can help public 
administrations develop and maintain their commitment to transparency, while also 
increasing their standing in the international sphere. The private sector also benefits 
directly from such bountiful data. It can be the starting point for market research and 
other business proposals and plans, which might bring about new opportunities.  
On the other hand, participation of the private sector in this type of index is highly 
unlikely, since the core characteristic is transparency. This might not bring about 
competitive advantage and might even be a risk for companies. In the case of the NCSI, 
the focus is on national cybersecurity and only few of the indicators could theoretically 
accept evidence from the private sector, as long as it is publicly available. In this specific 
case, the participation of the private sector provides a competitive advantage, since it 
technically serves as another source of free advertisement. Civil society organisations 
would also find such a database/index usable. Similarly to the private sector, understanding 
the current strengths and weaknesses at a national level provides with a bird’s eye 
perspective that would allow them to capitalise on the knowledge through old and new 
alliances with both the public and private sector. Their participation in the endeavour 
would similarly serve as free advertisement. The main consideration is that since the 
database/index might be focused on a specific overarching topic (like cybersecurity),  
only organisations dedicated to that topic and relevant subtopics might benefit and use 
it. With regard to academia, it can become the starting point of desk research. Being 
publicly available information, the evidence is linked directly to the source and the 
research process can expand exponentially from there. Given that all the information is 
neatly organised and categorised, it opens the doors for comparative and massively 
multi-country studies. When it comes to citizens, as previously mentioned, it might be 



39 

useful for public administrations’ transparency efforts, as the citizens can use this 
database to better understand what their country has implemented in the corresponding 
field. Linking the evidence to the official sources also allows citizens to navigate their 
country’s pages and be better informed of the current situation.  

Introducing this method to other sectors has a high level of applicability. Complex 
topics, similar in scope and breadth to cybersecurity, can be divided into their different 
concepts for better understanding and categorisation. Following the practice of making 
the database/index and its methodology transparent would bring additional knowledge 
transfer value. However, one of the major drawbacks is primarily the creation of the 
specific metrics or the internal organisation to order, categorise and archive the different 
subtopics relative to a specific topic. Extensive knowledge of the corresponding topic is 
needed for this initial endeavour. The next obstacle brings to light the necessity of having 
resources, human and technological specifically, in order to implement and maintain 
such an open data database. However, depending on the existence and the level of 
implementation and sophistication of existing open data clusters, the quantity of 
resources might be alleviated. Should the data and the methodology be publicly 
available, visitors or users of such a database/index should not have any issue browsing 
and/or using it for different purposes. Finally, the creators, administrators and users alike 
might do well to remember that any creation has inherent biases, which in turn might 
affect the ranking nature of an index. For example, any transparent index based on 
publicly available evidence will have a bias towards transparency. A ranking based on the 
existence of such evidence will favour those that are more open and likely to share 
existing information. Therefore, the creators and administrators have the extended 
responsibility to make sure they communicate correctly the benefits of such an index and 
they do not mischaracterize it under penalty of losing the trust of the visitors and users. 
Similarly, the users must always consider this and other inherent biases to maximise the 
value of the knowledge contained therein.  

4.4 Massively multi-country studies 
Public administrations would find such studies quite beneficial. As with the 
database/index, they would be able to see what is essentially as close as possible a global 
perspective and which in turn results in the discovery of new opportunities for 
partnerships and alliances. This benefit also extends to the private sector and civil society 
organisations. The former could also use these studies as the basis for market research 
and expansion opportunities. The latter might use the information to reach out across 
borders and coalesce efforts among multiple similarly focused organisations. The usability 
by academia is twofold. Firstly, it would allow for new studies and new focus on even the 
oldest of topics that had been based on a limited sample in the past. Secondly, it would 
introduce countries that are not usually present in mainstream research lines. From this 
variety, new knowledge would emerge to increase the permutations of possible solutions 
available to everyone else.  

Similarly to a database/index, transposing this method to another topic is highly possible 
and usable. Unlike the former, however, this can be applicable for individual subtopics and 
even concepts to get an almost global perspective. The main obstacle stems from the 
immense research that must be done in order to make sure that all possible countries 
for whom a specific topic corresponds are included, and that the information remains 
valid by the time the study is conducted and completed. This in turn opens other 
potential cans of worms relative to the availability of the information, the language 
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barriers, translation bias, among many others. These studies also translate into a major 
endeavour that might take a long time, depending on the level of granularity of the study. 
However, the advantages for readers and users of such studies outweigh the issues, since 
they might present new concepts, overwrite preconceptions, and provide the fuel for 
new ideas and opportunities.  
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5 Conclusion  
Elections and cybersecurity are important components of life as we know it today. This 
dissertation deals with both topics, without overlapping, merging or combining their 
study. This is due to the variety of the author’s responsibilities during the industrial 
doctoral programme. The publications that provide the backbone of this dissertation are 
focused on these topics. While the corresponding knowledge fields have been advanced 
with these publications, the author believed that they would also serve to enrich 
knowledge transfer literature, since it is non-existent with regard to elections and not 
focused from the perspective of public administrations, in regard to cybersecurity. This 
was achieved by applying the DKTC model to the publications in order to answer the 
following research question: how can knowledge transfer be conducted regarding 
elections and cybersecurity, and what are their benefits for public administrations? 

The dissertation proposes to tackle KT in elections through the use of BPMN diagrams 
to illustrate processes of the electoral law and electoral cycle, and more specifically in 
the implementation of IVS, the use of the IVS failure framework as the tool to analyse 
and foresee pitfalls in any implementation attempts. There are multiple benefits to these 
approaches, but summarizing the most important ones, they serve as great tools for 
using and maximising the value of existing information in addition to being low resource 
instruments for knowledge transfer within the organisation and with other external 
stakeholders. The use of BPMN would be a type of disseminative capacity, thus focusing 
on knowledge diffusion, while the use of the Mirabilis of IVS failure serves as both a 
generative and a disseminative capacity, focusing on both knowledge discovery and 
diffusion.  

Regarding cybersecurity, this work proposes the use of a publicly available 
database/index in conjunction with massively multi-country studies. The dissertation 
foresees either the use of the current NCSI, or the creation of a new database by any 
public administration. The benefit of such a tool is that in addition to being a knowledge 
repository available for any stakeholder, it can be a living record of the changes happening 
in-country. In combination with massively multi-country studies, it allows the discovery 
of new opportunities and challenges, which is definitely transferable knowledge for the 
benefit of a government. The use of the NCSI or any other similar database/index would 
be a type of generative, disseminative and absorptive capacity, focusing on knowledge 
discovery, diffusion and application. While the application of massively multi-country 
studies primarily serves as a generative capacity, focusing on knowledge discovery. 

With the exception of the theoretical framework for IVS implementation, all other 
approaches are applicable, without many modifications and to a certain extent, to other 
topics in public administration. BPMN diagrams could be used to illustrate laws that 
describe processes in them. The database/index and massively multi-country studies can 
similarly be applied to any topic that a government deals with. Future research could 
focus on demonstrating the applicability of these tools in the field for other topics and/or 
on improving their effectiveness. 
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Abstract 

Knowledge Transfer for Public Administrations: The Case of 
Elections and Cybersecurity  
Elections and cybersecurity are important components in today’s democratic and 
globalised way of life. This thesis deals with both topics, but it does not combine, merge 
or otherwise attempt to study them together. The focus of this dissertation is on 
understanding how to better transfer knowledge in two critical public administration 
systems – e-elections and cyber security. This thesis is a result of an industrial doctoral 
programme where the author has been appointed to projects in both cybersecurity and 
e-democracy, the latter focusing on elections. As a result, the backbone publications are 
on these topics and provide novel knowledge, ideas, and concepts in their corresponding 
fields. This thesis is the perfect environment for conducting an overarching discussion 
embracing both fields of research and resulting in insights that can be of benefit and 
value for public administrations. 

Knowledge comes heavily into play in the aforementioned topics. Bad knowledge 
management/transfer, and the corresponding lack of knowledge can result in the failure 
of electronic and internet voting, and/or delays in the resolution of cyber-attacks and 
crisis. Knowledge transfer literature regarding elections is seemingly non-existent while 
on the other hand, knowledge transfer literature regarding cybersecurity is vast and  
even specialised, however, not from a national or public administration perspective.  
This dissertation answers the following research question: how can knowledge transfer 
be conducted regarding elections and cybersecurity, and what are their benefits for 
public administrations?  

To answer this question, the insights presented in the articles of the thesis will be 
analysed through the lens of the Dynamic Knowledge Transfer Capacity (DKTC) model, 
co-authored by Drs. Parent, R., Roy, M., and St-Jacques, D. in 2007. The DKTC will be used 
to classify the insights of these publications and clarify their role in knowledge transfer. 
The individual articles and their research were conducted using different methodologies, 
i.e., case study, literature review, design science, and the NCSI methodology; while data 
collection primarily involved document and data analysis, interviews, and literature 
review. 

The findings reveal that KT regarding elections can be undertaken through the 
translation of the electoral law and processes into BPMN, while KT regarding 
cybersecurity can be handled by the creation of a publicly available database of 
documentation and sources, which can also double as an index, in addition to massively 
multi-country studies to find commonalities and best practices.  

This doctoral thesis contributes to KT literature in public administration by proposing 
ways to transfer knowledge in the context of e-elections and cybersecurity. Multiple 
stakeholders can benefit from their use and their applicability without many modifications 
to other topics is great. BPMN diagrams could be used to illustrate laws that describe 
processes in them. The database/index and massively multi-country studies can similarly 
be applied to any field of public administrations. Future research could focus on 
demonstrating the practical applicability of these tools in other topics and/or improving 
their effectiveness. 
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Lühikokkuvõte 

Haldusasutuste teadmussiire: valimiste ja küberturvalisuse 
juhtum  
Valimised ja küberturvalisus on tänapäeva demokraatliku ja globaliseerunud eluviisi 
olulised komponendid. See lõputöö käsitleb mõlemat teemat, kuid see ei ühenda ega seo 
neid ega püüa neid muul viisil koos uurida. Doktoritöö fookuses on mõista, kuidas 
paremini edastada teadmisi kahes üliolulises avaliku halduse süsteemis – e-valimised ja 
küberturvalisus. See uurimistöö on tööstusdoktorantuuriõppe tulemus, kus autor 
tegeleb nii küberturvalisuse kui ka e-demokraatia projektidega, millest viimane 
keskendub valimistele. Selle tulemusena on põhiväljaanded kõnealustel teemadel ja 
pakuvad uudseid teadmisi, ideid ning kontseptsioone vastavates valdkondades. See 
doktoritöö on ideaalne võimalus kõikehõlmava arutelu läbiviimiseks, mis puudutab 
mõlemat uurimisvaldkonda ja annab teadmisi, mis võivad olla kasulikud ning väärtuslikud 
avalikule haldusele. 

Teadmised mängivad eelmainitud teemadel olulist rolli. Kehv teadmiste 
haldamine/edasiandmine ja sellest tulenev teadmiste puudumine võib põhjustada 
elektroonilise ning internetihääletuse ebaõnnestumise ja/või viivitusi küberrünnakute ja 
kriiside lahendamisel. Valimistega seotud teadmussiirde kirjandus on pealtnäha olematu, 
samas kui teisalt on küberturvalisust käsitlev teadmussiirde kirjandus tohutu ja isegi 
spetsialiseerunud, kuigi mitte riikliku või avaliku halduse seisukohast. See doktoritöö 
vastab järgmisele uurimisküsimusele: kuidas saab läbi viia valimiste ja küberturvalisuse 
teadmussiiret ning milline on nende kasu avalikule haldusele?  

Sellele küsimusele vastamiseks analüüsitakse selle teadustöö artiklites esitatud 
teadmisi dünaamilise teadmussiirde võimekuse (DKTC) mudeli kaudu, mille kaasautorid 
on Drs. Parent, R., Roy, M., ja St-Jacques, D. (2007). DKTC-d kasutatakse nende 
väljaannete teabe klassifitseerimiseks ja rolli selgitamiseks teadmussiirdes. Üksikud 
artiklid koostati ja nende uuringud viidi läbi, kasutades erinevaid metoodikaid, st 
juhtumiuuringut, erialakirjanduse ülevaadet, disainiteadust ja NCSI (riiklik 
küberturvalisuse indeks) metoodikat; samas kui andmete kogumine hõlmas peamiselt 
dokumentide ja andmete analüüsi, intervjuusid ja erialakirjanduse ülevaadet. 

Tulemused näitavad, et valimistega seotud teadmussiirde saab läbi viia 
valimisseaduse ja -protsesside üleviimise kaudu BPMN-i (äriprotsesside modelleerimise 
ja kirjapanemise viis), samas kui küberturvalisusega seotud teadmussiiret saab käsitleda 
avalikult kättesaadava dokumentatsiooni ja allikate andmebaasi loomisega, mis võib 
lisaks massiliselt mitut riiki hõlmavatele uuringutele ühiste joonte ning parimate tavade 
leidmiseks ka indeksina kahekordistuda.  

Siinne doktoritöö panustab teadmussiirde kirjandusse avalikus halduses, pakkudes 
välja viise teadmiste edastamiseks e-valimiste ja küberturvalisuse kontekstis. Nende 
kasutamisest saavad kasu mitmed sidusrühmad ja nende rakendatavus (ilma paljude 
muudatusteta) teiste teemade puhul on suurepärane. BPMN-diagramme võiks kasutada 
neis toimuvaid protsesse kirjeldavate seaduste illustreerimiseks. Andmebaasi/indeksit ja 
massiliselt mitut riiki hõlmavaid uuringuid saab samamoodi rakendada mis tahes avaliku 
halduse valdkonnas. Tulevased uuringud võiksid keskenduda nende vahendite praktilise 
rakendatavuse näitamisele muudes valdkondades ja/või nende tõhususe parandamisele. 
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Appendix 1 

Publication I 
Serrano-Iova, R.A. (2024) [Forthcoming]. National Cybersecurity: Global and Regional 
Descriptive Snapshots through the Analysis of 161 Countries. Halduskultuur - The Estonian 
Journal of Administrative Culture and Digital Governance. ETIS 1.1. 
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Appendix 2 

Publication II 
Krivonosova, I. & Serrano-Iova, R.A. (2021). From the Parliament to a Polling Station: 
How to Make Electoral Laws More Comprehensible to Election Administrators. In: Election 
Law Journal, Vol 20(4), pp. 364–381. Meredith, M. (Ed.). Mary Ann Liebert, Inc.: U.S. 
doi:10.1089/elj.2020.0670. ETIS 1.1. 
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Appendix 3 

Publication III 
Serrano-Iova, R.A. & Watashiba, T. (2023). NCSS: A Global Census of National Positions 
on Conflict, Neutrality and Cooperation. In: Proceedings of the 22nd European 
Conference on Cyber Warfare and Security, ECCWS 2023, Vol. 22(1), pp. 420–428. 
Andreatos, A. & Douligeris, C. (Eds.). ACI: UK. doi:10.34190/eccws.22.1.1168. ETIS 3.1. 
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Appendix 4 

Publication IV 
Dueñas-Cid, D., Krivonosova, I., Serrano, R., Freire, M., & Krimmer, R. (2020). Tripped at the 
Finishing Line: The Åland Islands Internet Voting Project. In: Electronic Voting. E-Vote-ID 
2020. Lecture Notes in Computer Science, Vol. 12455, pp. 36–49. Krimmer, R., et al. (Eds.). 
Springer: Cham. doi:10.1007/978-3-030-60347-2_3. ETIS 3.1 
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Appendix 5 

Publication V 
Serrano-Iova, R.A. (2023) [Forthcoming]. Pitfalls at the Starting Line: Moldova’s IVS Pilot. 
In: Electronic Voting. E-Vote-ID 2023. Lecture Notes in Computer Science. ETIS 3.1 
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