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Preface

In 2004, the first Conference on Electronic Voting took place at Castle Hofen. Since then, the
biannual EVOTE conference has become a central meeting place for e-voting researchers
with different backgrounds and e-voting practitioners including vendors, observers, and
election authorities. This conference is one of the leading international events for e-voting
experts from all over the world. Cumulatively, over the years 2004, 2006, 2008, 2010 and
2012 more than 450 experts from over 30 countries have attended this conference to discuss
electronic voting topics.

In so doing, they have established Bregenz as a regular forum and point of reference for the
scientific community working with e-voting. One of its major objectives is to provide a forum
for interdisciplinary and open discussion of all issues relating to electronic voting. The
multidisciplinary EVOTE conference celebrate this year its tenth birthday. This year is
centered on the theme “Verifying the Vote” and to review what has been accomplished since
2004. We are particularly happy to convince IEEE to publish EVOTE papers as post
proceedings with them.

The diversity and multidisciplinary of EVOTE is also reflected in the program committee of
EVOTE 2014 and in the 17 papers selected. These 17 papers were selected out of the 33
submissions based on a double blind-review process. 10 of the 17 accepted papers will also be
published with IEEE. The program also features three invited talks:

*  Yulimar Quintero Trumbo (Election Expert):
Electoral Technology: Observations across Latin America
* Vanessa Teague (University of Melbourne):
Trust and Verifiability in Australian E-voting
* Geo Taglione and Oliver Spycher (Swiss Federal Chancellery)
Internet Voting in Switzerland - Where We Stand Today
The accepted papers represent a wide range of technological proposals for different voting
settings (be it in polling stations, remote voting or even mobile voting) and case studies from
different countries already using electronic voting or having conducted first trial elections.

Special thanks go to the international program committee for their hard work in reviewing,
discussing and shepherding papers. They ensured the high quality of these proceedings with
their knowledge and experience.

We also would like to thank the German Informatics Society (Gesellschaft fiir Informatik)
with its ECOM working group for their partnership over several years. A big thank you goes
also to the Austrian Federal Ministry of the Interior and the Regional State of Voralberg, for
their continued support. Further thanks go to the platinum conference sponsor Scytl.

Tallinn, Darmstadt, October 2014 Robert Krimmer, Melanie Volkamer
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The Patchwork of Internet Voting in Canada

Nicole J. Goodman

Munk School of Global Affairs, University of Toronto
Toronto, Canada
nicole.goodman(@utoronto.ca

Abstract— Internet voting developments in Canada are
growing quickly, with activity focused in local elections, political
party leadership votes and unions. In some instances, the federal
structure of the Canadian state facilitates Internet voting use,
while in others it inhibits it. The result of this system of divided
jurisdiction is that Internet voting use in Canada resembles a
patchwork, showing strong concentration in some areas and no
penetration in other places. In addition to scattered geographic
use, a variety of approaches to implementation are employed. In
some cases online ballots are complementary to paper, while in
others elections are now fully electronic. I-voting can be a two-
step process requiring registration or a more direct one-step
voting procedure. Likewise, Internet voting is offered in the
advance portion of certain elections, whereas in others it is
available for the full voting period. Finally, given that private
companies administer the Internet voting portion of elections
there is also a mixture of technology.

Keywords—Internet voting; Canada; federalism; elections

1. INTRODUCTION

Canada possesses a multi-level governance structure', one
where the various units often have effective control over their
own electoral methods. This has resulted in a patchwork of
Internet voting implementations within the country. Electoral
Management Bodies (EMBs) with effective implementation
power include Elections Canada (federal elections), provincial
bodies like Elections Ontario, and offices of municipal
government in hundreds of local areas. These agencies are
subject to relevant legislation or regulations issued by federal
and provincial parliaments, and by municipal councils. At
times, this has resulted in instructions to implement trials of
electronic voting methods, and in other instances specific
prohibitions have been issued to prevent the use of such
alternative voting methods. At other times, election agencies
are left to make their own decisions, though they have usually
sought approval from legislatures or councils before
undertaking actual electoral trials.

This system of divided jurisdiction has resulted in the
development of a substantial amount of Internet voting over the
last decade. At the local level, nearly 2 million people have
had opportunities to vote by Internet. These Internet elections
have been concentrated in two provinces, Ontario and Nova
Scotia. In Nova Scotia about one-third of communities have
used Internet ballots, while in Ontario about one-quarter of the
municipalities will do so in October 2014, comprising one-fifth
of the provincial electorate. Supportively worded legislation in
these provinces has enabled municipalities there to decide

' Federalism in Canada divides powers of government between national,
sub-national and local levels, each which manage their own elections.

Jon H. Pammett

Department of Political Science, Carleton University
Ottawa, Canada
jon.pammett@carleton.ca

which voting methods to use. The Canadian constitution
provides for overall provincial supervision (and ultimate
control) of municipal governments. Municipalities are bound
to carry out elections based on the framework established in
Municipal Elections Acts written by the provinces. Providing a
supportive legislative framework is in place, municipal
governments have relative autonomy to implement
experimental voting methods, and there is a substantial amount
of local experimentation occurring.

This pattern is mirrored in another layer of Canadian
governance, that of First Nations communities — bands of
Aboriginal groups settled across the country. The overall
system for governing First Nations elections is complex, but in
many cases they are able to determine their own voting
method. First Nations communities are now beginning to adopt
Internet ballots in band elections and other types of votes such
as referendums; to date they have been used in the provinces of
Ontario and British Columbia.

Two further sets of Canadian institutions have made
extensive use of Internet voting in their own internal
operations. Many political parties at both the federal and
provincial levels use the Internet to conduct leadership votes
(local elections are nonpartisan), in keeping with the trend to
choose their leaders by one person-one vote procedures
involving the membership of the party [6]. Use of Internet
voting for leadership votes is becoming so popular it is now the
norm rather than the exception. Secondly, Canadian unions and
professional/business associations have been steadily adopting
Internet voting for their elections, with hundreds of these
organizations making the switch to online ballots. Some
Internet voting service providers report that these defined-
group elections provide the bulk of their business [22].

II. INTERNET VOTING IN CANADIAN GOVERNMENTS

A. Federal Government

Federal elections in Canada are the responsibility of
Elections Canada (EC). At present, EC is responsible for the
administration of elections, regulating donations and campaign
finances, and a variety of outreach and education initiatives.
The bulk of its responsibilities surrounding the management of
elections are laid out in the Canada Elections Act [4]. A Dbill
recently passed in the House of Commons and now pending
approval in the Senate, called the Fair Elections Act, made a
number of changes to the role of the agency. Though Internet
voting has not been trialed federally, current legislation
requires that EC obtain approval from a parliamentary
committee prior to moving forward. The Fair Elections Act,
however, now requires that a provision for online ballot use be
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approved in both houses of the federal Parliament (including
the unelected Senate), severely reducing the likelihood of
Internet voting trials in federal elections.

EC has been researching Internet voting for some time and
previously committed to carrying out a trial as part of its 2008-
2013 Strategic Plan. Various operational considerations
delayed this experiment, pushing the prospective trial back to
2015, and then again to 2019. Difficulties in relations between
EC and the current Conservative government have made the
agency more hesitant to undertake a trial, and it is now unclear
when or if it will take place.

B. Provinces

Elections in Canada’s ten provinces are administered by
EMBs in each province. These are modelled on EC, led by a
Chief Electoral Officer (CEO) accountable to the provincial
legislature, and report to the legislative assembly -either
directly, through a committee, or in some cases via the Speaker
of the House [15, 16, 18, 21, 23]. Various protocols
surrounding the operation and management of provincial
elections are outlined in pieces of legislation which typically
include a primary Elections Act, an act pertaining to election
finances, and various other regulations. In many cases EMBs
have the authority to make recommendations to the provincial
parliament.

No province currently has a legislative provision that would
specifically permit the use of Internet voting in a general
election; however, some have sections in their Elections Act
that permit the CEO to test equipment in a by-election, which
could allow an Internet voting trial. Elections Ontario,
Elections Alberta, and Elections New Brunswick, for example,
have such clauses in their Elections Acts. It is on this basis that
Ontario plans to carry out an Internet voting trial in a future by-
election. The introduction of these clauses has been part of a
trend to support the modernization of electoral processes,
perhaps triggered by declining voter turnout figures and needs
to improve accessibility. Elections Alberta, for example,
introduced new wording in 2008 to provide the opportunity for
the CEO to test technology in hopes of modernizing the
electoral process there [23]. Provinces without this section in
their electoral legislation would need to have a provision added
before proceeding with such a trial.

Most provincial EMBs have been researching the
possibilities of Internet voting for about a decade, but trials
have not occurred as early as originally expected. Elections
Ontario, for example, was given a legislative mandate in 2010
to research ‘network voting” and report back to the legislature,
but this was pushed back due to financial considerations.
Twelve interest groups were consulted in this process as well
as the public through an online questionnaire. A report was
issued in 2013, which suggested a test would not be as soon as
expected [10]. Elections British Columbia recently issued a
report that was the result of consultation with experts and some
public input, whose findings recommend not proceeding with
Internet voting at this time [9]. Elections Saskatchewan has
taken a similar stance, issuing a public statement stating that
online voting will not be implemented in the next general
election (2015/2016). Smaller eastern provinces such as Prince
Edward Island and New Brunswick have felt reluctant to be

The authors would like to thank SSHRC for financially supporting the
research.

first to trial the technology and await the lead from a larger
province. It seems Ontario has the greatest likelihood of
proceeding with Internet voting in the near future. Because of
online voting activity at the municipal level in Ontario, many
of the province’s electors have become familiar with this
voting method.

Finally, we should note the lack of information and
resource sharing among governments and between levels of
government. There is some coordination at the top of EMB
organizations, as the CEOs meet annually. Several provincial
EMBs have come together in a national Electoral Voting
Working Group facilitating some horizontal cooperation and
information sharing regarding Internet voting, albeit the last
meeting was held in 2012 [15]. At lower layers of the
provincial bureaucracies, however, there is not the same
institutionalized collaboration. Vertically, between national,
sub-national, and local levels of government, there is not much
dialogue either.” This lack of discourse has resulted in federal
and provincial EMBs and local governments carrying out
research and preparing reports in their respective silos. Even
once a report is prepared, a series of internal approvals must
often be sought before the document can be shared with other
EMBs and governments, let alone the public. In the case of
Ontario, for example, a Business Case for Internet voting was
prepared, but the document was not available for sharing
within the EMB community for six months, while approvals to
circulate were obtained [21]. It is likely this lack of dialogue
contributes to the patchwork of use and also implementation,
explored below.

C. Municipalities

Municipal clerks have the responsibility to administer
elections at the local level in Canada, and these local election
officials have considerable independent authority to implement
elections as they see fit.> This responsibility comes from the
Municipal Elections Act. Clerks have the independent authority
to determine how the election is administered, providing it
complies with the requirements in the Act. However, some
election aspects such as the voting method, the length of the
advance voting period, and voting hours, must be approved by
city councils before the administration can move forward [3].
In this sense local officials are bound not only by legislation
written by the provinces, but also by the decisions of local
councils when it comes to being able to implement Internet
voting programmes.*

In their Municipal Elections Acts, at present, only the
provinces of Ontario and Nova Scotia have clauses supporting
the use of and/or experimentation with alternative voting

* Saskatchewan started a program this year where the CEO of Elections
Saskatchewan meets with six city clerks (five from larger municipalities and
one from a more rural community) to discuss elections in the province. There
is no standard format for how this will proceed, but it has provided a starting
point for dialogue between the province and some municipalities [16].

* The one exception is the province of New Brunswick, which runs both
provincial and municipal elections [15]. In some other areas (e.g. Prince
Edward Island) the provincial EMB assists municipalities with the
administration of elections [18].

*Municipalities are groups of communities that comprise a province.
They range in population, population density, and land area and are
responsible for the administration and delivery of local services.
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methods. In British Columbia, municipalities including
Vancouver and Nanaimo passed resolutions to enable the use
of Internet voting, but were halted from moving forward when
the province refused to support use of the voting method in
local elections. The provincial election agency, Elections BC,
assembled an independent electoral panel in September 2012 to
advise on the possibility of using Internet voting for provincial
and municipal elections. The panel eventually recommended to
the provincial parliament that Internet voting not be
implemented for local or provincial elections at this time [9]. In
this way, the current structure of provinces controlling the
legislation governing local Canadian elections has inhibited
Internet voting as much as it has enabled it.

Municipalities in Alberta have been eager to pursue the use
of Internet ballots in local elections. In 2012 the City of
Edmonton, Alberta, conducted a mock online election (where
voters cast a ballot for their favourite colour jellybean), and
also conducted a public consultation through a public opinion
survey and Citizens’ Jury. These avenues of consultation
indicated strong support for the use of Internet ballots in
Edmonton’s local elections, yet city council voted against the
proposal. Seeing this, the provincial Ministry of Municipal
Affairs declared a moratorium on Internet voting, thwarting the
ability of communities still interested in its adoption, such as
Grand Prairie, Wood Buffalo, and Strathcona County, from
proceeding [8, 14]. In this case elected officials at both levels
of government blocked the introduction of Internet voting.

In Ontario the province has put in place a legislative
framework that supports the use of alternative voting methods
and leaves the determination regarding types of ballots offered
to the discretion of local government. A key example of cities
adopting Internet voting has been the City of Markham, the
first major Canadian municipality (over 100,000 electors) to
use the technology. Officials in Markham supported Internet
voting based on its perceived ability to enhance accessibility
and convenience of the election process, improve voter turnout,
focus on citizen-centered service, and to be recognized as a
leader in e-government [19]. Another widely cited case
involves the city of Peterborough, which has used Internet
voting since 2006 [12]. Not all municipalities that consider the
idea decide to implement it, however. Newmarket, Ontario is
an example where the use of Internet voting was supported by
city administration through research and planning and by the
public through data collected from a household survey, but
council voted not to allow its use in the 2014 elections. Part of
this decision was due to concerns regarding security and
privacy, but a lot of resistance developed from -elected
representatives who believed the option of Internet voting
might encourage participation from electors who are not part of
their voter base and typically abstain from elections (e.g. young
people) [3].

In Ontario use of Internet voting in municipal elections has
mushroomed. In 2003 twelve Ontario communities were the
first to trial the technology. This number has increased with
each round of elections growing to a potential of 98
communities out of 414 elections forthcoming in October 2014
representing about one fifth of the provincial electorate (see
Fig. 1). In some cases, such as Markham, this has involved
making online voting available in the advance voting period

only, and included a two-step security procedure whereby
electors were required to register to vote online to be able to
access an Internet ballot [12]. In other situations, particularly
elections in smaller municipalities (under 25,000 electors),
Internet voting is offered during the entire election and does
not require registration.” In these latter cases Internet voting is
typically used in conjunction with telephone voting, making
the entire election electronic. Larger municipalities (over
25,000 electors) have tended to stick with paper ballots and
often only add Internet, excluding telephone. The result is a
patchwork not only of adoption, but also Internet voting
models.

In Nova Scotia, Internet voting use began in 2008 with four
communities adopting the method, growing to fourteen in
2012. ® Local officials have projected the number of
communities offering online ballots will double in 2016, rising
to 32 communities out of a potential 54 [24]. Much like
Markham and other Ontario municipalities, motivations to
introduce Internet voting have included becoming a leader in e-
government, and improving access, convenience and electoral
turnout [19]. In most Nova Scotia communities, with the
exception of the provincial capital, Halifax, the Internet voting
option has been kept open beyond the advance voting period to
include election day. In a few cases, such as Digby Town,
Truro, and Yarmouth, paper balloting on election day was done
away with, and the entire election was carried out by Internet
and telephone ballots

Though Internet voting has been adopted by some larger
municipalities (Halifax, Markham) it is more likely to be used
in smaller communities. It is especially favoured by
communities that have large seasonal populations or have
relied on voting by mail in the past. A majority of smaller
communities use Internet voting for the full election, including
election day. Fig. 1 and Fig. 2 depict Ontario and Nova Scotia
municipalities that will have used Internet voting in binding
local elections by October 2014, visually demonstrating the
patchwork of adoption.

[ Treatment (2014)
No Treatment

a. Sample Government of Ontario. Municipal Boundary - Lower and Single Tier. Ontario
b. Geospatial Data Exchange, Ministry of Natural Resources (OMNR), Peterborough, Ontario, Canada.

* It is important to note that 70 percent of Ontario municipalities have an
electorate of 10,000 or less.

¢ Internet voting use was legally approved in sixteen Nova Scotia
communities, however, only fourteen officially proceeded given that all seats
in one area were acclaimed, and another determined they were unable to
afford the cost at the last minute [11].
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[ Treatment (2012)
No Treatment

a. Sample of a Tab Government of Nova Scotia. Municipal Boundary File.
GEONova, 2014.

D. First Nations

In the 617 First Nations communities in Canada, elections
for Chief and band council can be governed in one of four
ways (see Table 1). In 238 communities, the Indian Act (a
federal piece of legislation) governs elections, with each
participating First Nation community being responsible for
carrying out their elections in accordance with the act. In April
2014, the First Nations Elections Act became law, providing
another mechanism to govern elections in First Nations
communities. This intent of this law was to create more
modern electoral provisions than found in the /ndian Act: some
changes include longer terms in office, penalties for
misconduct, and a common election day [13]. Communities
can choose to opt-in to this legislation by passing a band
council resolution, but it is presently unclear how many will do
SO.

A third approach to governing elections is the passage of
Community or Custom Election Codes. These are election
codes determined by the individual community with no
interference from the federal government. Many of these codes
are in fact derived from the Indian Act, but have been amended
by communities [2]. An example of an amended provision
includes the ability for off-reserve members to vote in band
elections. The original wording of the Indian Act only allowed
for First Nations members living on-reserve to cast a ballot and
many communities wanted all members to be able to
participate. This provision was challenged legally and the
Supreme Court of Canada ruled that it violated the Canadian
Charter of Rights and Freedoms and was unconstitutional [5].
As a consequence both on and off-reserve community
members have been able to participate in Chief and council
elections ever since. This change in the number, and nature of,
eligible voters prompted the use of mail-in ballots in many
communities. Internet voting is now appealing to many bands
with large off-reserve populations that presently rely on vote
by mail [2]. 2014 saw large increases in Canadian postal rates,
and the beginning of a phase-out of home mail delivery,
developments which will likely accelerate interest in Internet
response alternatives.

Finally, 36 First Nations are considered self-governing.
These communities develop their own laws to govern elections
independent of any outside government and these codes are

usually unique to each community based on their needs [13].
Typically, self-governing communities are distinguished by the
fact that they have expanded law making authority [2].

The Indian Act and First Nations Elections Act are written
to provide for paper ballots and vote by mail as methods. The
ability to introduce online ballots would require a provision be
added to these pieces of legislation. Communities with custom
codes and those that are self-governing, however, may choose
to introduce Internet voting by passing their own resolutions.

TABLE 1. FRAMEWORKS FOR FIRST NATIONS ELECTIONS IN CANADA
Legislation # of Bands
Indian Act and Indian Band Election Regulations 238
Custom and community election codes 343
Self-government agreements 36
First Nation Elections Act p;i:;:;;l; t;gl 4

As the above table indicates, 379 bands could now use
Internet voting methods. Overall tabulations of how many now
do so, or are intending to do so, are not yet available. Some
examples do exist, however. Several bands in the provinces of
Ontario and British Columbia have used i-voting for various
referendums and votes, although online ballots have yet to be
used in a binding contest to elect band government. Nipissing
First Nation, in Ontario, used Internet voting to complement
paper and mail-in ballots to ratify their own constitution
between November 2013 and January 2014 [7]. In British
Columbia, a number of votes have taken place by Internet.
Squamish First Nation used online ballots in March 2013 for a
membership amendment referendum. One self-governing
community in British Columbia, the Huu-ay-aht First Nation,
has explicitly included a provision in their Election Act
(Section 49(1)) to permit the use of electronic types of voting
[17]. In September and April 2011 Talhtan First Nation used
Internet ballots for votes regarding band member status and the
introduction of power transmission lines. Talhtan will become
the initial First Nation community in Canada to elect its band
representatives by Internet in July 2014 [22].

Associations of First Nations are also beginning to make
use of Internet ballots. The Union of Ontario Indians, an
organization representing 39 First Nations communities,
conducted a public consultation of all its members in early
2014 concerning a controversial piece of education legislation
crafted by the federal government. Much like at the municipal
level, the varied pieces of legislation governing elections
provide the foundation for a relative patchwork of adoption.
Providing communities have their own codes to govern
elections, they are free to move forward with the
implementation of digital technology with support from band
council. Internet voting appeals to First Nations communities
given the presence of sizable off-reserve populations (in many
cases two thirds of band members live off-reserve). Even if
Internet access and connectivity is an issue, online ballots may
still be adopted to facilitate accessibility for those who live off
the reserve lands [2].
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III. INTERNET VOTING AND OTHER ACTORS

A. Political Parties & Unions

Federal and provincial political parties have been
gravitating toward the method to facilitate their leadership
votes. These organizations are free to use election methods as
they see fit and have the power to introduce Internet voting
providing it is permitted by their constitution. Internet voting is
particularly attractive to parties to combine with, or replace,

TABLE II. POLITICAL PARTY LEADERSHIP VOTES USING I-VOTING
National (Canada) Overall Use of
. Turnout s Method
New Democratic January 2003 | 54% P, T,1 N/A
Party March 2012 71% P, 1
Liberal Party of April 2013 822% |1 82.2%1
Canada
Sub-national
(province)
0,
May 2011 58.7% I, T 49.9%1
Alberta Part 11.8%T
¥ September 58.1% LT 50.7% 1
2013 o ’ 7.4% T
Liberal Party of September o 21.2%1
Alberta 2011 29.8% LT 8.6% T
Liberal Party of February o 51.4%
British Columbia 2011 62.4% LT 11% T
. 48% 1
0,
British Columbia April 2011 | 71.3% | LT 233%T
NDP September
2014 ACC LT ACC
. 38.8% 1
E;erlrg’;t‘mk ?Ocl“z’ber 785% | LT,M | 151%T
Y 24.5%M
Newfoundland &
. November o 30.5% 1
Labrador Liberal 2013 62.8% LT 323% T
Party
254%1
Ontario NDP March 2009 55% LT,M 4.6%T
25% M
20.2% 1
June 2009 72.4% I, T,M 6.1%
46.1%M
Saskatchewan NDP 241%
March 2013 77.9% L T,M 7.6% T
48.3%M
TOTAL Avg Ave
i-vote
12 parties, 8 .
provinces, 3 national 13 leadership 64% 41.8%
votes
votes

 Please note “I” represents Internet voting, “T” represents telephone voting, “M” denotes vote by mail,
“P” recognizes the use of paper ballots, “ACC” stands for acclaimed, and “N/A” not available.

voting by mail. To date a combination of vote by mail,
Internet, and telephone ballots have been used to facilitate
thirteen national and provincial leadership votes (see Table 2),
with two additional e-vote elections expected in the coming
months. Although first trialed in 2003, it has only been used
regularly since 2009. Mostly center and left of center parties
have been attracted to online voting, while comments from
conservative organizations often focus on how the introduction
of Internet voting may encourage participation from those who
are not typically part of their membership base (e.g. young
people). Two provincial conservative parties are considering
Internet voting, however. The Progressive Conservatives in

Prince Edward Island will likely use online ballots in their fall
leadership election, and the Alberta Conservative Party is
contemplating use for their upcoming leadership vote [1].
Overall, Internet voting appears to have helped improve
turnout for these types of votes and seems to be the preferred
method of participating for party members.

Unions representing blue and white collar workers have
also embraced i-voting as a means of engaging members in
elections and other votes. There are four levels of unions in
Canada: international unions, national unions, regional unions,
and local unions. I-voting is being explored by unions at all
levels, but there is greatest interest at the local and regional
levels. Online ballots have been used to date for union strike
votes, ratification votes, collective bargaining, and union
elections. In some cases local levels of unions are free to
implement i-voting in elections, while in others they require
approval from the national body [20].

B. Internet Voting Vendors

All the Canadian Internet elections held so far have been
contracted to private companies, hired to carry out the
electronic portion of the election. Six companies currently
provide service in Canada: CanVote, Dominion Voting,
Everyone Counts, Intelivote, Scytl, and Simply Voting.
CanVote, Intelivote, and Simply Voting originated in Canada,
while Dominion Voting and Everyone Counts are American,
and Scytl is headquartered in Spain. In 2003 CanVote and an
American company, Election Systems & Software, provided e-
ballot service in Canada. Since then there has been an influx of
companies providing a wide range of election services,
including online poll training for workers, modules for
candidates to track whether electors have voted (but not who
they voted for) and target their get out the vote efforts. It is
worrying to some that there are currently no minimum security
standards in Canada for these elections, although some larger
companies have been pushing for these regulations. In terms of
Canadian market share Intelivote seems to lead the pack having
hosted ten party leadership votes and securing 50 percent of
municipal business for 2014. Scytl has carried out two
leadership votes, Dominion Voting one, and each have about a
quarter of the municipalities offering Internet voting
subscribing to their services. The remaining companies hold
less than five percent of municipal business.

IV. CONCLUSION

Canada’s Internet voting deployment resembles a
patchwork in a number of respects. First, most activity takes
place at the local community level in two of the ten provinces,
with a considerable amount in some other political
organizations. The nature of divided jurisdiction and division
of electoral powers has in some cases prevented the use of
Internet voting, but in others the presence of supportive
legislation and local autonomy has allowed its implementation.
Second, the relative sovereignty of local councils to implement
election changes, providing these adhere to the legislative
framework written by the provinces, means that councils which
have adopted Internet voting have taken a variety of
approaches to implementation. This includes differences
regarding the portion of the election in which i-voting is
offered (e.g. advance poll or full election), and in the steps that
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must be taken for an elector to cast an online ballot (e.g.
whether online registration is required or not). In some cases
paper ballots continue to be offered, while in others local
elections have converted to being completely electronic. Limits
in horizontal communication (within levels of government) and
vertically (between them) has handicapped information sharing
and hindered consistency in adoption and the type of model
deployed.

In addition, there is a relative patchwork of technology
employed given the different companies in the market and their
e-voting solutions. While levels of government in other federal
states considering or actively using Internet voting (such as the
US and parts of Europe) have come together and implemented
certification standards related to security, there is currently no
such model in Canada. A lack of standards has caused concern
regarding the level of security surrounding municipal elections,
especially since governments with smaller budgets may be
inclined to award contracts to vendors on the criterion of price.
The result is a mixture of security standards regarding the
Internet portion of the election.

In sum, there is a considerable amount of Internet voting in
Canada. Various elements of the federal structure of authority
and the decisions of local authorities have enabled Internet
voting use to prosper in some areas, while in others
development has been suspended. In one sense, a variety of
‘policy laboratories’ has allowed considerable innovation, but
in another, the lack of consistency and standards provides
cause for concern.
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1Vote.lt - a practical attempt to overcome online
voting - related fears
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Vilnius, Lithuania
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Abstract - The paper presents the first practical attempt to
introduce the advantages of online voting to the general public,
offering a fully functional prototype that covers every major
aspect of the online voting procedure. The authors believe that the
success of this project will ease the fears and remove the doubts
related to the introduction of online voting in binding elections.
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1. THE SHORT OVERVIEW

iVote.It is the first Lithuanian online voting simulator,
which was aimed to promote and popularize online voting.
The project took place prior to the official Parliamentary
elections of 2012 and was hosted by www.delfi.lt, the largest
Lithuanian online news portal. A total of 3566 people tested
iVote.lt, which is three times as many needed for a
sociological survey. More than 30 000 people at least tried
the simulator; i.e., they have read the description, viewed the
presentation, and downloaded the simulator software. This is
more than number of voters required for one constituency.
Ninety-eight percent of participants of the project voted
“Yes” for introducing online voting in Lithuania.

IL.

First attempts to introduce online voting in Lithuania took
place in 2005, when the Concept (Draft Law) on Internet
Voting was prepared by the Central Electoral Commission
(CEC) and presented to Parliament [1]. Since then, multiple
initiatives aimed to introduce online voting did not pass the
submission stage in Parliament. Those initiatives were
supported in many public, academic, and political
discussions, but none led to any tangible results.

INTRODUCTION

Despite the technological progress of Lithuania - where
Internet speeds are among the fastest in the world, Wi-Fi
hotspots grow like mushrooms in the forest after the rain,
people no longer go the Tax Inspectorate in person, and
banks close their offices due to the lack of visitors - online
voting is still far beyond the horizon. Politicians and some
part of the public believe in urban myths like “every
computer system is hackable”, and that online voting would
lead straight to widespread electoral fraud.

To scatter these myths and increase public confidence in
the idea of voting online, encourage politicians to overcome
their fears, and introduce this modern way of voting, this
fully-functional online voting simulator was created and
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introduced to the Lithuanian public in September 2012, four
weeks before actual parliamentary elections. It was called the
“iVote.lt project”.

The goal of this paper is to present the iVote.lt project
and explain how it helped increase public confidence in
online voting.

I1I.

The idea was to put together the knowledge of CEC
officials, the power of popular online media, and the
capability of a team of programmers in order to present a
working simulator that demonstrated and allowed people to
try this new way of casting their vote. The simulation game
invited people to try the online voting and help resolve all the
myths and doubts that surrounded this way of casting a vote
in real elections and referendums of the future.

THE IDEA

The simulator had to demonstrate that online voting could
be a secure and reliable voting method that fully complies
with the democratic election principles set in the
Constitution, the election laws, and international standards of
free and democratic elections. Among those principles are
the following: Free elections, Secret voting, Equal voting
rights, Audibility, Reliability, Flexibility, Uniqueness,
Integrity, and Convenience [2].

The project was started in January of 2012 by online
voting enthusiast CEC member Jonas Udris and online media
producer Justinas Vanagas. They defined the scope and aim
of the project. A private IT company, UAB “EVP
International”, which specializes in creating online payment
systems, was invited to join the project. The owner, Mr.
Kostas Noreika, kindly agreed to help and appointed a team
of programmers to code the software of the simulator.

The Central Electoral Commission, the Minister of
Transport and Communications, and the Minister of Justice
expressed their moral support for the project, and the State
Enterprise Center of Registers kindly allowed the project to
use their online identification system, www.ipasas.t.

Technically, ivote.lt was based on early versions of the
Estonian online voting model [3]. During the design phase
many legal, information technology and election specialists
contributed their knowledge and expertise to the project. The
authors also tried to follow to the Recommendation
Rec(2004)11 of the Committee of Ministers to member states



on legal, operational, and technical standards for e-voting
[4].

The project followed exclusively informational and
educational objectives. It was not part of any election
campaign and did not mean to promote any political party or
power. The people behind the project were not politically
biased and did not belong to any political power. The project
had no aim to influence election results in any way.

The simulator was not designed to imitate the real
upcoming elections of 2012 or to predict their outcome. It
was designed to motivate the society to show their interest in
online voting as an alternative way of casting a vote.

The results of the game were completely anonymous;
therefore, personal political preferences of the participants
were not made public. Some statistical information was
presented as additional information, such as the distribution
of the voters by age, gender, and geography.

IV. THE DESIGN

The main idea behind the iVote.lt project was the “double
envelope” voting principle, which is basically a digital
version of traditional advanced voting by post. The voting
process consisted of five major steps: 1) Generating a pair of
keys; 2) Filling the ballot and encryption; 3) Casting the
ballot; 4) Anonymisation; 5) Decryption and tabulation of the
results.

The simulation game was designed following the
principles of transparency and auditability. Therefore, only
well-known and open-source libraries were used:

*  The www.ivote.lt website was created using open
source Symfony2 carcasus; HTTPS protocol was
used.

* www.ipasas.lt of State Enterprise Center of Registers
was used for user authentication.

e Java Web Start application (JRE 1.5 version and up).
The source code signed by Code Signing certificate.

*  Bouncy Castle Crypto
(http://www.bouncycastle.org/java.html) API was
used to encrypt the ballot. Data was then put to a
CMS Enveloped Data package and encrypted with a
128 bit key.

The source code of the project was open for public
download.

A. Generating the pair of keys

First, the pair of digital keys was generated. The Public
Key was uploaded into the system and the Private Key was
deconstructed and put away for safekeeping until the end of
the voting. Parts of the Private Key were burned onto blank
CD’s and distributed among organizers of the simulator.

-20 -

B. Filling in the ballot

The voting simulator was accessible either directly at
www.ivote.lt or via the news portal www.delfi.lt, where it
was widely advertised. The user was offered the download of
a small JAVA applet, which contained an electronic “ballot”
and a questionnaire, together with an encrypting algorithm
and a Public Key. There was no need for any specific IT
knowledge or software installation to use the simulator. The
simulator worked on all JAVA-supporting operating systems,
including Windows XP and higher and Mac OS X version
10.6 and higher.

Once the user finished “filling in the ballot” and the
questionnaire, he or she was then asked to click a button that
read “Encrypt the ballot”. After the encryption was complete,
the binary file containing encrypted information was
generated and saved onto the user’s desktop. This binary file
did not contain any personal data or any other data that, when
decrypted, could link the “ballot” to the voter’s identity. The
file name contained only the date and time of the file. The
“ballot” could be opened in any text editor, but it looked like
lines of random characters.

Thus, the filled out ballot and data encryption were
completely anonymous; no personal or other identifying
information was stored in the encrypted file. If one wanted to
be sure of anonymity, he or she could transfer the encrypted
file to another computer and submit it from there.

C. Casting the ballot

Once the encrypted file was generated, the user was
asked to choose the “Cast the ballot” function and then they
were forwarded to the www.ipasas.lt website for
authentication. Here his or her identity was determined using
an online banking system or a digital signature. After the
authentication was complete, the user was asked to upload
his or her encrypted vote. As the “ballot” file was encrypted
and the private key was not accessible, no one, even the
administrators, were able to disclose the persons’ “vote”. The
user could upload as many ballots as he or she wanted, but
only the last vote counted. The previous votes were
destroyed (overwritten).

Some of the data, such as the voter’s age, gender, and IP-
based location, was collected separately for statistic
purposes.

The “last vote counts” principle was achieved in a very
simple way using some basic principles of computer
operating systems: two files with the same name cannot exist
in the same folder. When the person identified himself or
herself to the system, a unique number (a long integer) was
generated based on the voter’s personal code using a Hash
function; thus, a unique number was created for each voter
but the voter could not be identified backwards. This unique
number was used as a file name to the encrypted ballot. So,
after the voter authenticated himself or herself and uploaded
the encrypted ballot file, the ballot file got a unique name
generated by ‘“hashing” the voter’s personal code. Every
other vote cast by the same voter got the same file name;



thus, it automatically overwrote the previous vote. This
means that only the last vote is stored in the database, with
no history (unless the database is somehow duplicated or
backed up before the vote update). This allowed the
existence of the “cancellation vote”, a special instruction that
could be sent to the server to delete the vote that was
previously cast.

This explanation of the “last vote counts” principle was
the easiest way to convince people that the ballots were
actually not linked to the voter’s identity, and there really
was no way to disclose the secrecy of the vote in this phase.

A Youtube video [5] was made to demonstrate how the
simulator worked.

V.

The simulation voting was launched on the 18th of
September, 2012 at 12:00 after an announcement on
www.delfi.lt, the largest Lithuanian news portal. An
immediate reaction followed the launch. The promotional
article was read more than 40 000 times, and readers left
more than 1000 comments in just the first few hours.

THE PROCESS

More than 600 people tried the simulator on the first day.

The voting lasted for 17 days — until the 5th of October,
2012. A total of 3788 eclectronic “ballots” were uploaded
(including “re-votes”). More than 30 000 users downloaded
the voting application but never uploaded the ballot.

One hundred and two participants “re-voted” at least
once. A total of 3566 valid ballots were counted.

One hundred and fifty-eight users downloaded the source
code.

Every voter was offered a Certificate of Participation.
(This was a generated PDF file with the user’s name and
surname, saying that he or she had participated in the first
educational online voting simulation game.) The mayor of
Vilnius and several ministers and members of Parliament
were among those who proudly published their certificates
on their Facebook timelines.

VI.  ANONYMISATION, DECRYPTION, AND TABULATION OF
THE RESULTS

After the “voting” period was over, the collection of
votes was stopped and the anonymisation process started.
The server with all of the “votes” was disconnected from the
Internet first.

The process worked by simply randomizing the filenames
of the ballot files. As we did not store a history of the votes,
we had only the last “valid” votes; thus, randomization of the
filenames was sufficient to ensure voter anonymity and that
only one vote per voter was counted.

The Private Key was put back together and the decryption
algorithm was then launched. The votes were decrypted and
the results were then tabulated. The Private Key was then
destroyed so any previously made (or backed-up) copies of
the votes could not be decrypted.
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VIL

As this simulation was widely supported by liberal-wing
politicians and youth organizations, liberal (28,86%) and
conservative (26,00%) parties “won the online elections”. Of
course, this did not correspond to the results of the actual
elections of the Parliament that took place the week after the
simulator ended.

THE RESULTS OVERVIEW

Voter distribution was as follows:

. 1130 females (30 percent) and 2638 males (70
percent),

. 679 voters ages 18-24,

. 1603 voters ages 25-34,

. 861 voters ages 35-44,

. 408 voters ages 45-54,

. and 215 voters ages 55 and above.

Although the simulator covered most aspects of online
voting protocol, some important aspects were missing and
should be resolved before introduction in binding elections.

Firstly, anyone with a Lithuanian electronic ID or means
of internet banking authentication could participate in the
ivote.lt project, regardless of their citizenship or age. Only
the ones included in the electronic voters’ list could vote in
real online voting.

Secondly, the ballots of the iVote.lt were all the same,
and the person that downloaded this was completely
unknown to the system. In real voting the voter would first
identify himself or herself electronically, so the ballot issuing
server could determine if he or she were eligible to vote and
voting constituency, and then give him or her the respective
ballot.

Thirdly, it was possible to authenticate to iVote.lt not
only by digital signature, but also by means of internet
banking. In real online voting internet banking is not a valid
method of authentication. The voter would sign in using a
digital signature or other means of electronic ID, depending
on the legal framework.

Fourthly, ivote.lt did not offer an option for the voter to
check if his or her vote was counted, which is becoming a
standard in actual working online voting systems.

All other technological and organizational methods,
including “The last vote counts”, “Vote cancellation”, and
user interface meets the requirements for online voting
systems, so it is only a matter of time and political will when
this voting method will be implemented in our country.

VIIL

As noted before, the ivote.lt was not only a piece of
software, but also a publicity project. More than 20 popular
articles were published on the major Lithuanian news portal
delfi.lt, where different people (politicians, bankers, artists,
scientists, and others) expressed their support for the

PUBLICITY AND MEDIA COVERAGE



introduction of online voting. There were also articles on
cyber-security, digital signatures, and digital identity.

Three big rounds of discussions were held in the
headquarters of the Central Electoral Commission. All three
events were webcasted live on the Internet and video reviews
were made after. The first round gathered representatives of
the media, business, and politics. The second round brought
together all the leaders of the main political parties, and the
third round included IT experts, journalists, and
representatives of the expatriates. These discussions revealed
the growing demand of society to introduce online voting,
especially among expatriates and young, active people living
in Lithuania. The IT experts agreed that the current IT
infrastructure is sufficient to ensure the required level of
security, but some politicians still expressed a high level of
mistrust and kept declaring that “our society is not ready

L3

yet”.

IX. CONCLUSIONS

The project was created to promote the idea of online
voting and to explain to the general public how online voting
might work. The users were able to test the possibilities and
advantages of online voting by themselves.

The following conclusions were made:

1. More than 3500 people participated. That was twice as
many as the authors initially expected.

2. The main objective of the project was achieved
completely; i.e., a fully operational online voting module
was presented to the public. It scoped every aspect of
online voting procedure — starting with user
authentication and vote encryption, and ending with
depersonalization and tabulation of the results.

3. The project proved that anonymity of the vote can be
guaranteed during all stages of online voting. This was
clearly explained to the public.

4. Despite the fact that results of ivote.lt do not correspond
with the actual results of the Parliamentary elections of
2012, wide distribution of votes among parties show that
online voting is supported by citizens of various political
views.

5. The geographical distribution of ivote.lt participants
showed there is a possible increase in turnout of voters
living abroad.

6. The gender and age statistics showed that online voting is
supported by various ages among both genders.

7. The project drew a lot of attention from various fields of
society and government; politicians, businessmen,

journalists, and other public figures joined the online
voting—related discussions.

8. Despite a number of attempts, we do not have any
information that the system was ever hacked or
influenced from the outside in any way.

X. FURTHER STEPS

The online voting simulator drew enough public attention
to the idea of online voting. Despite obvious Estonian
success, the introduction of online voting in Norway, and
online voting for expatriates in France, there is still a lot of
resistance and doubt among politicians regarding the
introduction of online voting in Lithuania.

However, there have been small steps made in the right
direction. For the first time ever, during the presidential
elections of 2014 the candidates were able to gather
signatures of their supporters online. The winner - current
President Dalia Grybauskaité - collected the required
minimum of 20 000 signatures just online. A total of more
than 60 000 signatures were collected online. This shows
growing public confidence in e-democracy.

The amendment to the Law on Municipal Governance
was submitted to the Parliament, which will allow
anonymous public surveys (i.e., local referendums) by means
of electronic communication. This will allow the creation of
a fully-functional online pilot system that technically will
meet all the requirements for national elections, and could be
tested and evaluated without putting national-level elections
at risk.

In the spring of 2014 the Minister of Justice, together
with the Minister of Transport and Communications,
announced that online voting will be introduced in Lithuania
some time soon.
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Abstract—This paper introduces an extension to the Estonian
Internet voting scheme allowing the voters to check the cast-as-
intended and recorded-as-cast properties of their vote by using
a mobile device. The scheme was used during the 2013 Estonian
local municipal elections and the 2014 European Parliament
elections. 3.43% and 4.04% of all Internet votes were verified,
respectively. We will present the details of the protocol, discuss
the security thereof and the results of implementation.

Keywords—Verifiable electronic voting

I. INTRODUCTION

The first legally binding elections allowing votes to be
cast over the Internet took place in 2000 at the University
of Osnabriick, Germany [1], and in Arizona, USA [2]. Just
five years later, Internet voting was used in the Estonian
countrywide local municipal elections [20]. Since then, legally
binding Internet voting has been applied by various other
countries and organizations, e.g. the Austrian Federation of
Students [18], Switzerland [4], Netherlands [15], Norway [27],
etc.

Several of the abovementioned implementations have en-
countered some security issues. For example, as a response to
Arizona pilot, it was recommended to delay Internet voting
until suitable criteria for security are put in place [24]. The
Austrian Student Federation election of 2009 was subject
to a DDoS attack [10]. Both the 2011 and 2013 attempts
to introduce e-voting in Norway suffered from software and
physical implementation errors [27], [8]. The 2011 Estonian
elections were subject to several attacks including a proof-of-
concept vote manipulation malware and politically motivated
attempts to revoke the results of the whole electronic vote [13].

Electronic voting can be considered inherently more danger-
ous compared to conventional paper-based voting, as the lack
of physical evidence creates the need to trust the electronic
voting device. A buggy or malicious voting device could
tamper with the electronic ballot without anybody being able
to detect the manipulation. If the voting device and the digital
ballot box communicate over the Internet, they are exposed
to geographically unbound, highly scalable attacks from the
network. A security analysis for an Internet voting system
provided by SERVE (Secure Electronic Registration and Vot-
ing Experiment) suggested that Internet voting should not
be attempted, unless some unforeseen security breakthrough
appears [16].

Verifiable voting protocols attempt to improve the situation
by providing participants with the ability to check whether
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certain properties hold on, e.g. the electronic tally. If the
protocol gives voters the means to check the properties of their
individual ballots, we can refer to an individually verifiable
voting protocol. For example, it might be possible for the voter
to check whether the electronic ballot cast over the Internet was
correctly accepted by the digital ballot box. There are several
protocols that provide some kind of verifiability to Internet
voting [26], [5], [17], [11].

In this paper, we present an individually verifiable protocol
that was used in the 2013 Estonian local municipal elections
and the 2014 European Parliament elections. The paper is
organized as follows. Section II describes the basic Estonian
Internet voting scheme and explains the need for verifiability,
and Section III defines the exact objective for the verifiability
extension proposed in Section IV. Section V discusses the
provided security guarantees together with the residual risk
vectors, and Section VI gives practical implementation results.
Finally, Section VII draws some conclusions and sets out the
direction of future work.

II. ESTONIAN INTERNET VOTING IN 2005-2014

The Estonian Internet voting scheme was developed in the
early 2000s and is described in detail in [13]. It has been used
at seven elections during 2005-2014 and the basic protocol
has remained essentially unchanged.

On the conceptual level, the scheme is very simple and
mimics double envelope postal voting. The central voting
system generates an RSA key pair and publishes the public
part s,,,. The voter v authenticates herself for the voting
server using her ID card or mobile ID (standard identifica-
tion mechanisms widely used in Estonia), and receives the
candidate list. She then makes her choice ¢, (which is just a
candidate number in case of Estonian elections) and encrypts
it with the server’s public key. For encryption, RSA-OAEP is
used and a random seed r is generated for the cryptosystem.
Hence the anonymous ballot ("inner envelope”) is computed
as banon = Encs,,, (cy,7). The effect of the “outer envelope”
is achieved by signing the ballot using the voter’s ID card, and
the resulting complete ballot b = Sig, (banon) is sent to the
voting server (see also Figure 1).

The scheme uses re-voting as an anti-coercion measure. The
voter can cast a vote over Internet several times, but only the
last vote will be included in the tally. This way, if a voter feels
coerced, she can re-vote later. The voter can also vote on paper
to cancel her electronic vote. It is assumed that uncertainty in



1. Authentication

2. Candidate list
3. Sigy(Encs,,, (cy;1))

Fig. 1. The basic Estonian Internet voting protocol

the outcome of the coercion attempt makes such attempts an
inefficient attack vector.

Electronic ballots are kept in the signed and encrypted form
until the voting period is over. The signatures are then dropped
and anonymous ballots are tallied; for that, they are decrypted
with the server’s private key stored in a hardware security
module.

While it is rather straightforward, the system has several
weaknesses, some of which were exploited during the 2011
parliamentary elections. The most severe and widely published
attack was proposed by a student who made use of the fact
that in its original form, the voting system gave no reliable
feedback concerning whether or how the vote was actually
received by the server. The student developed several versions
of malware capable of blocking or even changing the vote. Due
to the simple nature of the basic protocol, such manipulations
would remain unnoticed by the voter [13].

After the 2011 elections, these issues were addressed in
the OSCE/ODIHR report [22]. Among other suggestions, the
report states:

The OSCE/ODIHR recommends that the NEC forms
an inclusive working group to consider the use of
a verifiable Internet voting scheme or an equally
reliable mechanism for the voter to check whether or
not his/her vote was changed by malicious software.

The current paper can be seen as a direct consequence of this
suggestion, presenting a scheme that allows the users to verify
the correctness of their votes. The scheme was implemented
and used as a pilot during the 2013 Estonian local municipal
elections and the 2014 European Parliament elections.

However, adding vote verifiability to the system may have
unexpected side effects which can violate other requirements
of the election. For example, the Council of Europe has pub-
lished its recommendations on legal, operational and technical
standards for e-voting [3]. Recommendation number 51 reads:

A remote e-voting system shall not enable the voter
to be in possession of a proof of the content of the
vote cast.

It can be argued that any sufficiently strong form of vote
verification may be used as a proof of the content, and
hence facilitate vote selling or coercion, for example [7]. In
the current paper we assume the hypothesis that the truth
lies somewhere in between and try to propose one possible
trade-off between verifiability and coercion-resistance. See
Sections V-B and V-C for a more detailed discussion.

III. TYPES OF VERIFIABILITY

There is no generally accepted definition of the verifiabil-
ity of electronic voting. Various authors define it differently
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depending on the needs and capabilities of the community
setting up the elections. We refer to [19] for a good overview
and comparison of the proposed approaches. In this paper, we
will rely on the definition given by Popoveniuc et al. [23].
They define end-to-end verifiability through the performance
requirements set for the voting system. An end-to-end verifi-
able voting system will provide the following properties:

1) The voter is able to check that her ballot represents a
vote for the candidate to whom she intended to give the
vote.

2) Anyone is able to check that valid ballots do not contain
over-votes or negative votes.

3) The voter can check that her ballot is recorded as she
cast it.

4) Anyone is able to check that all the recorded ballots
have been tallied correctly.

5) Anyone is able to check that the voters and the general
public have the same view of the election records.

6) Anyone can check that any cast ballot has a correspond-
ing voter who can perform check No. 3.

Popoveniuc et al. also analyze several proposed systems and
conclude that some of them are fully end-to-end verifiable
(e.g. Prét a voter [25] or Scratch & vote [6]). Some other
systems (e.g. Scantegrity II [9] or Helios [5]) need one of the
requirements to be slightly relaxed.

We will not be requiring end-to-end verifiability in the full
sense of Popoveniuc et al. for the Estonian voting system.
We will only require the individually verifiable properties
1 (cast-as-intended) and 3 (recorded-as-cast) from the list
above. There are several reasons for that. First, the 2011
parliamentary elections showed client-side weaknesses both in
the preparation and transport of ballots. Cast-as-intended and
recorded-as-cast properties address these weaknesses. This is
similar to conventional paper-based elections that have these
properties under certain assumptions, namely that:

1) The voter is capable of representing her choice cor-
rectly;

2) The ballot paper and the ballot marker pen are not
tampered with and perform their function correctly;

3) The voter personally takes the ballot from the polling
booth to the ballot box.

From this point on, the voter has to rely on the election officials
and observers to follow the procedures correctly and to notify
the public of any possible violations. The Estonian National
Electoral Committee (NEC) felt that although the observability
of the electronic tally can be considered in the future, the effort
needed to implement end-to-end verifiability is currently not
justified.

Second, achieving some additional properties would have
meant implementing a completely new system with a com-
pletely new user experience compared to what the electorate
is used to, and this was considered unrealistic. As we will
see later in the paper, cast-as-intended and recorded-as-cast
properties are achievable incrementally with respect to the
current system.



IV. VERIFIABLE INTERNET VOTING FOR ESTONIAN
ELECTIONS

In Estonia, Internet voting makes heavy use of an existing
ID card infrastructure which essentially provides one secure
pre-channel between the state and the citizen in the form of
certified public-private key pairs.

Since verification is something that can only happen after
a vote is cast, we also need a post-channel that would work
well together with the chosen pre-channel. During the analysis
phase, a postal+SMS solution was briefly considered. It was
concluded that this channel was rather expensive and still error-
prone as shown by the Norwegian experience [27]. Hence
another alternative was needed.

Since the basic Estonian Internet voting protocol supports
vote auditing by releasing the random seed used for encryption,
we decided to implement this form of verification. Of course,
such a verification cannot be performed by a human alone and
a computing device is required. Since verification using the
same device (PC) would not address the problem of potential
device corruption, we decided to introduce verification on a
different platform. As of the time of the development period
(2012), the prime candidates for this platform were mobile
devices (smartphones, tablet computers, etc.). They provide
both sufficient processing power for cryptographic operations
and independent communication channels.

Verification itself requires relatively small overhead com-
pared to the existing Estonian Internet voting system, and the
entire protocol on a high level is as follows (see also Figure 2).

1) The voter authenticates herself for the server.

2) She receives a list of candidates L.

3) The voter makes her choice ¢, € L and prepares
the vote banon = Enc,,,,(c,,r), encrypted with the
server’s public key, using randomness r. The voter
sends her signed vote b = Sig, (banon) to the server.

4) The server returns a unique randomly generated vote
reference vr to the voter. This reference will later be
used to download the correct vote to the mobile device.

5) The voter transfers r and vr from the PC to the mobile
device.

6) The mobile device contacts the server over server-side
authenticated HTTPS and sends vr.

7) The voter’s mobile device downloads the vote bgnon
corresponding to vr from the server together with the
list of all candidates available L.

8) The mobile device computes Encs,,,(c,r) for all ¢ €
L. If for some ¢’ the equality Encs,,,(c',7) = banon
holds, this ¢’ is displayed to the user. If ¢, = ¢/, the
voter accepts the vote to have been cast as intended.

Steps 1-3 have been used since 2005 and are familiar to the
general electorate. Hence, only steps 4-8 are new to voters.
From the user interface point of view they can be performed
rather smoothly.

The time allowed to complete steps 4—7 has been limited (30
minutes in 2013 and 60 minutes in the 2014 elections). Also,
the number of times the server is ready to let the user download
banon 18 limited (currently 3). The verifiability extension only
allows for the verification of the last vote cast by the voter. Re-
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1. Authentication

2. Candidate list L
3. Sigy(Encs,,, (Co;T))

4. Vote reference vr

Pad )

Fig. 2. The Estonian Internet voting protocol with vote verification

voting revokes both the previous ballot and the vote reference.
These are largely anti-coercion measures; see Section V-B for
further discussion.

The most complicated one is step 5, where the random seed
r and vote reference vr need to be transferred from a PC to a
mobile device. Several channels can be used for that; we chose
to use QR codes, since other alternatives (like a memory card,
a wired connection or Bluetooth) require extra setup. When
the vote is sent to the server, a QR code containing r and vr
is displayed on the PC screen. The user runs a verification
application on the mobile device. The application first expects
to scan the QR code, which can be done by pointing the
device to the PC screen. The voter does not even need to
press any buttons, as the scan is completed automatically. And
assuming the network connection is open, steps 6 and 7 are
also automatic. Once the vote is received from the server, the
mobile device follows through with step 8.

Note that the mobile device never learns the voter’s iden-
tity, it just sees random values. It finds the value ¢’ for an
anonymized encrypted vote. This prevents a malicious mobile
device from breaking vote privacy. Of course, it can still lie
about the value of ¢’ found, but assuming that the PC and
the mobile device are not corrupt in a coordinated manner,
this lie would be detected and reported by the user with high
probability. The latter assumption may or may not fully hold;
see Sections V and VI for more discussion and analysis in
case this assumption is relaxed.

Since step 8 assumes going through the list L, it will take
some time. In practice, the candidate lists in Estonia contain
up to several hundred elements in extreme cases (with the
values 10...50 being the most common). We implemented
a test application computing 400 RSA2048 encryptions with
the exponent 65537. On a Samsung Galaxy Ace smartphone
with an 800 MHz processor this computation took roughly 1.5
seconds. Together with the time needed to communicate with
the server we estimate the total running time of the verification
to be up to 5 seconds which we consider a reasonable result.

It would also be possible to implement step 8 by first
asking the voter to input her choice and make the comparison
with one encryption, displaying a simple yes/no answer. This



seemingly more elegant solution introduces a new potential
threat vector. Namely, it would be possible for a corrupt
verification application not to verify anything and just say
yes. In the protocol proposed above, however, in order to
manipulate the vote successfully without the voter noticing,
the voting and verification applications must be corrupt in a
coordinated manner. We consider the complexity of such an
attack prohibitively high.

In principle, it is also possible to develop vote verification
software for PC platforms and carry out a public education
campaign convincing voters to verify their votes on a computer
different from the one that they used to cast the vote. However,
we suspect that the vast majority of voters would just run the
two pieces of software on the same computer, and hence the
security goals set for verification would not be achieved. At the
time of writing this paper, major PC and mobile platforms are
running different operating systems. Thus, the voters are forced
to use separate devices for voting and verification which was
one of our security goals. We acknowledge that this situation
may change in the future, but at least for the elections taking
place in 2013-2015 this approach should be viable.

Analyzing the voting protocol, we see that the verification
device does not need and should not store anything. This means
that these devices can be shared among voters, making them
even more accessible.

V. DIScusSION

In this section we will address some specific issues about
the scheme and its application.

A. Failed verifications

Individual verifiability provides NEC with an additional tool
to detect possible attempts to manipulate the voting result on
a large scale. Verification attempts may fail due to simple
user errors or hardware/software incompatibility, but failed
verifications may also indicate a manipulation attack.

Most important failures in verification can manifest them-
selves through the following symptoms:

e Inability to download the encrypted vote from the server,

e Failure to find the corresponding candidate from the

list L,

e The candidate found does not match the voter’s inten-

tion.

In case of such failures, NEC suggests that voters follow a
predefined set of actions:

1) Re-vote and verify using (preferably) a different PC and

mobile device.

2) In case the error persists, re-cast the vote in a polling

station on paper. Notify NEC of the event.

If certain errors start repeating, this information may be
used by NEC to initiate research activities and take different
decisions. Failures in verification do not necessarily mean that
an attack is going on. E.g. a voter who would attempt to verify
her vote after the vote reference vr has expired, would get a
verification failure. Similarly, a voter using the wrong QR-code
would get a verification failure and possibly turn to NEC for
assistance.
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B. Coercion-resistance

Ben Adida, author of the verifiable Internet voting system
Helios, states that his system is only suitable in low-coercion
settings like student governments, local clubs, online groups
such as open-source software communities, and other similar
situations. The protocol is not applicable for parliamentary
elections. for instance [5]. The original Helios interface ac-
tually provided a ”Coerce Me!” button to remind the users
about the inherent threat. A similar button could be built into
the Estonian voting or verification application — anyone who
gets hold of the vote bynon = Encs,,, (¢y, ) and randomness
r is capable of finding out the voter’s actual preference.

Coercion is more likely to occur in a remote setting. Voting
in polling stations takes place in the privacy of the polling
booth, and the coercer has to invent ways to maintain control
over the actions of the coercee. In remote environments, the
coercer can observe the voter voting for a specific candidate.
Estonian Internet voting uses re-voting as an anti-coercion
measure.

Verifiability seems to facilitate coercion. In the Norwegian
system, the coercer may ask the voter to provide the card with
the verification codes and the SMS with the code actually
returned. This way the coercer can be sure that the vote for the
required candidate is in the digital ballot box. In the Estonian
protocol, it is enough for the coercer to control the verification
application.

We argue that due to the option of re-voting, coercion is
not made any easier by introducing verifiability. By observing
either voting or verification, the coercer cannot be sure that
the vote will actually be taken into account. We also note that
a coercion attack as a manipulation attack is rather inefficient.
In order to achieve an additional seat in the Parliament, a great
number of people have to be coerced, and thus the probability
of getting caught increases. It is also time-consuming to
monitor all the coercees and their actions. (Recall that both
the time the server is willing to provide a particular encrypted
vote for verification, and the number of times it is ready to
do so, are limited.) Nevertheless, if a society sees large-scale
coercion as an existing problem, any kind of remote voting —
electronic or non-electronic — should be avoided at elections.

C. The threat of false verification failure claims

Of course, introducing a new component into the system
also brings along new attack vectors. Merely the possibility to
claim that the verification failed can be misused by malicious
voters interested in, say, a reputation attack [14]. When the
proposed method of vote verification was presented to Estonian
politicians, this was one of the concerns they expressed. The
problem is that it is very difficult to either prove or disprove
such claims without violating vote secrecy. The Norwegian ex-
perience, however, showed that a widespread reputation attack
based on bogus claims did not happen [27]. On the contrary,
the Norwegian electorate perceived failed verifications as a
positive feature — it gave feedback that had been impossible
to obtain before. After having applied the verification solution
in the 2013 and 2014 Estonian elections we can say that the
threat of false claims did not materialize. Considering that the



verifications made during the 2013 and 2014 elections were
just pilots, the incentive of potential attackers may have been
lower than for legally binding runs, and thus we still need to
be ready for such an attack in the future.

D. Random factor exposure

The verification scheme leaks the randomness r used in the
encryption to the mobile device. Anybody in possession of r,
banon and the list of candidates L can brute-force the encrypted
ballot to get the candidate number. We do not see a new threat
here as anybody having access to r in the voting application
also could have observed the original choice encrypted together
with the randomness.

E. Diverting the verification

To provide its security properties, the verification protocol
relies on some assumptions. The most important assumption
made is the independence of the PC and the mobile device. If
an attacker was able to install malware working on both of the
devices in a coordinated manner, a potential vote manipulation
could go unnoticed. The report [12] claims to have developed
proof-of-concept pieces of malware for both the PC and the
mobile device, using the QR code channel to make hints to
the verification application about the voter’s choice, whereas a
compromised voting client would manipulate the vote silently.

However, the report fails to describe how to achieve a
coordinated installation of the developed malware on these
devices. The authors of the report also admit that if this
attack were to be used on a large scale, it would carry an
elevated possibility of detection, since some users may attempt
verification with devices owned by others. This in turn means
that the goal of introducing verification has been achieved
and it is still possible to have confidence in the absence of a
large-scale vote manipulation attack. See Section VI for more
discussions on quantified estimates on the security guarantees
obtained on the example of the 2013 Estonian elections.

Another approach to attack the scheme is based on the fact
that the voter is not capable of verifying if the QR presented
by the voting application contains the randomness and vote
reference vr corresponding to her ballot. If the malicious
voting application knows the vote reference vr; of an already
stored ballot, which encrypted the candidate number desired
by the voter, then the application could encrypt any other
candidate number for vr, but show the QR code with vr;
and r;. This way a manipulated ballot would be stored, but
the verification application would show the result expected by
the voter.

The limits on the number and time of verifications and the
way that the re-voting is handled make this attack difficult
to execute in practice. It is not possible to acquire a set of
QR codes and reuse them for a longer period of time. A more
robust approach would be based on the fact that most votes are
never verified and it is possible to build a QR-sharing bot-net
of malicious voting applications. This would make the setup
of a manipulation attack more complex, and the event of using
the same QR code too many times would trigger a server-side
alarm.
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Vote verification is not a universal measure against all
possible attacks. As discussed above, re-voting is used in
Estonia as an anti-coercion measure. However, this possibility
can also be abused by malware installed on the voter’s PC.
During the original voting session, the malware may save
the PIN codes of an ID card (assuming an ID card reader
without a PIN pad is used, which is mostly the case). If
the ID card is inserted again later (maybe for a completely
different application), the malware may also use it to submit
a new vote. As there is no active feedback channel currently
in use in the Estonian Internet voting protocol, most voters
would never know about this occurrence even if they verified
their original vote. The most efficient measure against such an
attack would be to implement an active feedback channel. This
is one of the possible future improvements considered for the
Estonian Internet voting protocol. However, since this attack is
independent of verification, further discussion remains outside
the scope of the current paper.

VI. IMPLEMENTATION RESULTS

The described verifiable Internet voting system was first
implemented for the 2013 Estonian local municipal elections.
For the first pilot', only Android OS 2.2 and higher were
supported as the mobile application platform. During the
elections, 136,853 electronic votes were given (including re-
votes) and 133,662 counted (which comprised 21.2% of all the
votes cast). Verification was utilized on 4,696 occasions (and
altogether 3.43% of all the e-votes given were verified).

For the second pilot run during the 2014 European Parlia-
ment elections, support for iOS and Windows Phone was added
as well. During the elections, 105,170 electronic votes were
given (including re-votes) and 103,105 votes were counted
(which comprised 31.3% of all the votes cast). Verification
was utilized on 4,250 occasions (and altogether 4.04% of all
the e-votes given were verified).

There were no failed verifications reported in 2013. This
allows us to estimate the probability that a large-scale vote
manipulation went undetected. Assuming that the attacker
was able to manipulate k£ random votes, but not tamper with
the verification devices and voting devices in a coordinated
manner, the probability that at least one of the manipulated
votes was detected is

k
1 ( 1 4696 ) .
136853
(This corresponds well to the reasoning by Neff [21].)
In order to obtain a more realistic estimate on this probabil-
ity, we have to take into account possible coordinated malware
(see Section V). For illustrative purposes in this paper we

assume that only half of the verifications were performed on
truly independent devices. The probability that at least one of

'According to the current Estonian legislation, verification will have legal
consequences in 2015 (and the date can be moved further if necessary). The
verifications during the first two elections of 2013 and 2014 were planned as
pilots to try out the new technology.



the manipulated votes was detected changes to

k
1-(1- 2348 '
136853
See Figure 3 which depicts both of the graphs. We can see that
even if half of the devices were compromised, the manipulation

of 200 or more votes would still be detected with more than
a 95% probability.
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Fig. 3. Probability of large scale vote manipulation detection

The pilot in 2014 was more controversial — during the
election, two software bugs were discovered in the iOS verifi-
cation application. On a few occasions, the iOS application
reported that it was not capable of finding the candidate
number corresponding to the encrypted ballot. It appeared that
binary data extracted from the QR code was interpreted as
a string by the application, leading to bad encryptions under
certain circumstances. The bug was fixed during the elections,
the patch was successfully submitted to the iOS app store and
pushed to the voters.

The second bug manifested itself when a buggy iOS verifica-
tion application was accidentally used with a QR code coming
from an external source (e.g. newspaper ad, online media, etc.).
For the voter it looked as if her vote was not available on the
server, even though it was stored correctly. This resulted in
four calls to the helpdesk. The voters were instructed to cast
a new vote and verify it again. No more errors were reported
after this.

Hence no real vote manipulations were detected during the
2014 elections either. This allows us to estimate the probability
of a large-scale attack detection exactly the same way as was
done for the 2013 elections above.

VII. CONCLUSIONS AND FURTHER WORK

In this paper, we described an extension to the Estonian
Internet voting protocol, allowing users to verify that their
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votes are stored correctly on the server. We discussed the tech-
nical aspects and quantified the resulting security guarantees
obtained during two pilot application runs.

On the one hand, Estonian democracy is rather young and
all the potential weaknesses of Internet voting are aggressively
used in political battles to attempt revocation or at least harm
the reputation of this voting method. On the other hand,
Estonian society is also very technology-oriented. For example,
virtually all the eligible voters have a digital ID card capable
of giving legally binding RSA signatures, and the penetration
of mobile devices is growing rapidly. These considerations
allowed us to propose a verifiable Internet voting scheme
relying on an ID card as a pre-channel and a mobile device as
a post-channel. In order to successfully and non-discoverably
manipulate a vote, the attacker has to corrupt both the voter’s
PC and mobile device in a coordinated manner. Even if this
is conceivable for a small number of votes, we consider the
complexity of a corresponding successful widespread attack
prohibitively high.

The system was implemented as a pilot solution for the 2013
Estonian local municipal elections and the 2014 European
Parliament elections. It is expected to have legal implications
in the 2015 parliamentary elections. Before legally binding
conclusions can be drawn, new dispute resolution mechanisms
need to be created. For example, we need to better understand
how to distinguish true verification failure claims from false
ones and how to deal with these false claims.

The success of the proposed system relies on the fact that
currently PCs and mobile devices are independent and run
different operating systems. This situation may change in
the future, which means that the system will then need to
be modified suitably. Also, the first pilot implementations of
2013 and 2014 are expected to give a lot of feedback, and
improving the system accordingly will remain the subject of
future development efforts.
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Abstract— Despite the conventional wisdom that e-voting
would take place first in established democracies and later in
developing countries, the speed of implementation has been
higher in the developing world, especially in Latin America,
with several countries such as Brazil, Venezuela, Argentina
and Ecuador implementing e-voting methods. This paper looks
at the experience of Salta, the first Argentine district rolling
out e-voting for the entire electorate in 2013. Based on a survey
of 1,000 voters in the 2013 provincial elections, the voter’s
experience and confidence in the election process is analyzed.
Among the key findings, there is a strong effect of a voter’s
ability to use the voting machine without assistance on the
overall support for e-voting and positive perceptions of
integrity in the election process. These results have both
theoretical and policy implications.

Keywords— e-voting; confidence; usability; Latin America;
Argentina

I. INTRODUCTION

In the 2013 elections, Salta became the first province in
Argentina to implement an e-voting system for the entire
electorate (about 900,000 voters). The system was used to
select provincial candidates — there are compulsory
primaries for voters and parties' — and to elect provincial

' Since 2009, all legislative and executive candidates must be
nominated through primaries. Parties must hold primary elections,
even if there is no internal competition. Candidates need to get
1.5% of votes in the primaries in order to get to the general stage.
Participation in primaries (and general elections) is compulsory.

legislators and council members in the municipalities
throughout the province. The election took place amidst a
wave of change in voting procedures at the provincial level
in Argentina [1] [2] [3] [4]. Although national elections are
still conducted using the ballot and envelope system (also
called French system by which each party is responsible for
printing and disseminating ballots), several provinces
including some of the most populated ones — the
autonomous City of Buenos Aires, Santa Fe, and Cordoba —
have changed legislation to introduce new voting
procedures. Against this background, lessons learnt from
Salta — one of the few districts’ of the country with an
important proportion of indigenous people’ — are key to
informing other provinces as well as other countries in the
region seeking to implement e-voting systems. For example,
Ecuador has piloted the same system used in Salta in the
2014 local elections.”

Based on a survey of 1,000 voters conducted on Election
Day (November 10, 2013), this paper analyzes two central
aspects of voters’ attitudes toward the voting system:

% Each of the 24 provinces serves as an electoral district for the
national Senate and chamber of deputies.

? According to the last National Census (2010), 2.7% of Argentine
population are indigenous. The highest proportions are to be found
in four provinces, including Salta (8% of the population).

4 See Consejo Nacional Electoral, “Simulacros de voto electronico
probaran eficacia del sistema,” http://www.cne.gob.ec/index.php/
Boletines-de-prensa/Articulos/simulacros-de-voto-electronico-
probaran-eficacia-del-sistema.html.
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perceptions and opinions about the voting experience, with a
special focus on the use of the voting machine, and
perceptions about the integrity of the electoral process. The
paper is structured as follows. Section 2 presents our
motivation for the analysis of these attitudes and the
questions of the survey. Section 3 goes into detail about how
e-voting is being implemented in Argentina and the context
of the 2013 election under analysis. Section 4 presents the
data and results of a statistical analysis of the determinants
of voting experience and confidence in the integrity of the
electoral process. Section 5 concludes by focusing on the
policy implications of the key findings.

II. WHY FOCUS ON VOTERS’ EXPERIENCES AND PERCEPTIONS
OF ELECTORAL INTEGRITY?

Our interest in the voting experience is justified by the fact
that voting technologies frame the voting experience in
direct and indirect ways. Directly, the voting experience
might affect the degree of satisfaction that people draw from
that experience and opinions about the change in voting
procedures. Indirectly, it might influence opinions about the
transparency and integrity of elections. Also, in the context
of a very diverse population, we are interested in
understanding the socio-demographic determinants of
evaluations of the voting system. Do differences in age and
education affect voter evaluations? Does living in the urban
Capital affect perceptions of ease of use and overall
assessments of the new voting system? In order to answer
these questions, we look at perceptions of usability and
speed of the voting procedure, opinions about ease of use of
different interactions with the voting machine (inserting the
ballot, operating the touchscreen device and finding the
candidates), as well as overall evaluations of the new voting
system.

Second, we focus on confidence in elections for both
theoretical and policy reasons. On the one hand, an
increasing body of literature looks at trust in voting
technologies in both established [5] [6] [7] [8] and
developing democracies [9] [10] [11]; [12]; [13] [14].
Whereas quantitative analyses follow an inductive approach
and test whether individual- or institutional-level variables
shape perceptions of trust, qualitative accounts look at the
socio-cultural aspects of the election process that are shaped
by voting procedures [15]. Following previous research of
the authors [1] [4], this paper places key importance on
breaking down the concept of confidence into different
dimensions, differentiating between perceptions of accuracy
and secrecy.

At the same time, studies of trust in elections also have
important policy implications. The increasing interest in e-
voting technologies in developing countries is usually
associated with trying to building confidence in the fairness
of the electoral process. Studies of elections in Latin
America [1] [16], as well as comparative studies [17], show
that the focus on boosting perceptions of trust in electoral
processes is an important driver of the move toward
electronic voting technologies. Against this background, the
Salta election is of key policy relevance since this first full
implementation of e-voting might shed light on the potential

consequences of introducing e-voting in other developing
countries, many of which are already testing and deploying
new voting procedures (such as Mexico, Ecuador and Peru).

Three questions on confidence in the election were
asked. First, we distinguished between two specific
dimensions of confidence in the election process:
confidence that a vote will be counted as intended and
confidence that the ballot will be kept secret. Whereas the
former assesses perceptions of accuracy of the voting
system and fairness of the counting procedure, the latter
captures the ability to preclude violations of privacy and
voter intimidation. Additionally, we looked at broader
perceptions of the cleanness of the election.

III. E-VOTING IN ARGENTINA

The voting system traditionally used throughout the country
in Argentina is the French system of ballot and envelope.
Typically, a paper ballot contains party-specific candidates
for multiple races that take place on the same day — which
might include candidates to the presidency, national
deputies, governor, provincial deputies, mayor, and local
councils — and dotted lines indicate to voters how to split
their vote across down-ticket races. On Election Day, voters
vote in private (i.e. behind closed doors) inside a room
denominated “cuarto oscuro” where party-specific paper
ballots are displayed on several tables. Once inside the room
and on their own, voters select their favorite candidates for
each race — they can split their vote by picking parts of
party-specific ballots, or they can vote straight-ticket by
picking an unbroken party-specific ballot — and place their
choices inside an envelope that they subsequently insert into
a ballot box located outside the “cuarto oscuro.”

Another important feature of the traditional voting
system is that each party is responsible for printing the
ballots, as used to be case in the first applications of the
French system in the United States.” This means that once
ballots are displayed in voting booths, parties are
responsible for guaranteeing their supply throughout
Election Day. This was not a problem under the historic
two-party system in Argentina, but has increasingly come
into question with the rise in political fragmentation since
1999. On the occasion of the 2007 national legislative
elections, for instance, there were several claims of ballot
manipulation in the province of Buenos Aires, the largest
district of the country. As a consequence, the National
Electoral Chamber — the highest electoral court — called for
changes to the voting procedure to guarantee that all
electoral options are made available to voters.

In recent years, several provinces have introduced
reforms to their electoral processes, including the adoption
of e-voting and of different types of the Australian ballot.®
Salta, a province located in the northwestern part of the

5 For a detailed analysis of the implementation of the Australian
ballot in American elections, see [18].

® By Australian ballot, we refer to the system in which all parties
are on the same official ballot, provided by the electoral authority
and the voter marks her option.
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country with electoral roll of about 900,000 voters, became
the first province to introduce an e-voting system for general
provincial elections in 2009. E-voting machines used in
Salta allow voters to select candidates electronically using a
touchscreen, and subsequently print choices on paper ballots
that voters deposit in a ballot box. At the close of the polls,
the voting machines turn into tallying machines that poll
workers use to count votes. Under this new system, the
relatively private act of selecting electoral options behind
doors inside a “cuarto oscuro” is replaced with a much
more public act, using a machine within sight of other
voters. Although voting machines are placed inside the
polling place using a layout that seeks to preserve voter
privacy, the abandonment of the “cuarto oscuro” might
induce negative perceptions of vote secrecy [3] [4].”

The electronic voting system was first tested in 2009
during the primaries of the Peronist party at selected polling
stations in the capital of the province and suburbs. In 2011,
the e-voting system was used during the primary and
general elections, when the roll-out was extended to 33 per
cent of the province’s electoral roll. The gradual
implementation of e-voting in Salta allowed researchers to
learn about the impact of e-voting by comparing the voting
experiences of first-time e-voters and voters who continued
using the traditional voting system [3] [4]. Although the
government plan was to implement the e-voting system in
two more subsequent stages (66 per cent of voters in 2013
and full roll out in 2015), the provincial Executive decided
to fully implement the electronic system in 2013, extending
it to the entire electoral roll. In this paper, we study the
impact of voting experiences on attitudes toward the e-
voting system among first- and second-time e-voters, using
data from a voters’ survey conducted during the 2013
general election in Salta.

In 2013, the e-voting system was implemented for the
whole electorate (892,000 voters in 2700 polling tables) first
for compulsory open primaries (6 October) and several
weeks later (10 November) for the general provincial
elections. Some comments about the political context of the
election are necessary. A very negative electoral campaign
took place in this midterm election and the incumbents did
not perform well. Whereas the governor got reelected in
2011 with 60 per cent of the votes (when e-voting was
piloted for one third of the electorate), his legislative
candidates got only 20 per cent of the votes in the 2013
contest. Also, it is important to add that the main opposition
to the governor throughout the province came from a faction
of the incumbent Peronist Party. Although these political
leaders supported the change in voting procedures in 2011,
they strongly opposed it in 2013. Moreover, the debate
about the roll out of the e-voting system played a key role in
the electoral campaign. The main provincial newspaper (E/
Tribuno) dedicated the front pages of the paper in the last
week of the election to the prospect of e-voting machines
functioning properly on Election Day. It was a very
competitive election, especially in the Capital City. For the

7 Interested readers can find more description of these voting
systems, and photographs of the voting devices in [3] [4].

first time in their history, the Workers’ Party (of left-wing
ideology) got the first place in the election in the Capital of
the province with 27 per cent of the votes.

In order to grasp the perceptions of voters and poll
workers about the e-voting system, the Electoral Tribunal
(part of the Judiciary), the Executive government and the
Buenos Aires-based think tank CIPPEC designed and
conducted a survey of 1,000 voters and 185 poll workers.
Both surveys were administered on Election Day. This
paper presents the results of the voters’ survey, focusing on
two central issues: the voting experience, and different
dimensions of voter’s confidence in the election process and
evaluations of the voting system.

A stratified sample of 24 schools (polling stations)
throughout the province was created. In all, nine
municipalities were selected including the provincial Capital
(concentrating 60 per cent of the provincial electorate and
where most e-voting piloting took place in 2011). A team of
two pollsters was assigned to each polling station. Each
pollster was expected to administer at least 20 voter surveys.
They were told to randomly recruit voters on their way out
of the polling tables. In order to ensure a uniform socio-
demographic distribution of the sample, half of their surveys
had to be administered to men and they also had to follow
age quotas. We present findings from the data in the next
section.

IV. VOTING EXPERIENCE AND PERPCEPTIONS OF INTEGRITY
DURING THE 2013 ELECTIONS

A. A first look at the data

When asked about perceptions of ease of use and speed of
the voting system, we find very positive responses among
Salta voters: 9 out of 10 voters said that voting was very or
somewhat easy, and 8 out of 10 said that voting was fast or
very fast (Table I). Voter opinions are also overwhelmingly
positive when surveyed about the ease of interacting wit
different features of the voting machine: approximately 9
out of 10 said instructions were easy to understand, and a
similar number said that inserting the ballot into the
machine, using the touchscreen and finding the voting
option was easy (Table I). Also, voters reported very
positive opinions about the qualification of poll workers: 72
per cent said that they were very or somewhat qualified to
exercise their roles.

TABLE I: Perceptions of Ease of Use and Speed of Voting Procedure

Ease 0f' Use and Speed of o
Voting Procedure

Voting was easy 88.7
Voting was fast 80.3

Machine Ease of Use %
Instructions were easy to understand 92.3
Inserting the e-voting ballot was easy 87.5
Using the touchscreen was easy 91.3
Finding the voting option was easy 88.8

Note: summary statistics were computed excluding non-responses (N=981).
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Despite these positive evaluations of the voting
experience, 1 out of 5 voters said that they experienced a
problem while voting and 13 per cent of voters needed help
in order to be able to cast a ballot (Table II). There are
significant differences by age and education. The proportion
of voters needing help doubles among least educated voters:
27 per cent of those with no formal education or only
primary education needed assistance. Also, voters older than
50 years experienced more difficulties: 23 per cent of them
reported having asked for help. Demanding assistance to
understand the voting system is an important consideration
because if poll workers are unable to help voters and
preserve privacy at the same time, the secrecy of the ballot
might be called into question.

TABLE II: Responses to questions about Voting Experience

Other Aspects of Voting Experience %
Experienced a problem while voting 19.0
Thinks electoral authorities were qualified 72.2
Needed help while voting 13.1
Voter chose to split his/her ticket 344

Note: summary statistics were computed excluding non-responses (N=981).

Interesting insights also come out of questions inquiring
about general evaluations of the system: an overwhelming
majority evaluates the system in positive terms. When asked
“in broad terms, how would you evaluate the voting system
used today,” 8 out of 10 voters said very good or good.
Despite these positive opinions, a majority of voters (53 per
cent) said that they would like to switch back to the
traditional paper ballot system.

TABLE III: General Evaluations of the System and Voter confidence

General Evaluation of e-voting System %
Evaluated system in positive terms 82.0
Prefers the traditional voting system 53.2

Confidence in the Election Process %
Confident vote was correctly recorded 75.5
Confident in ballot secrecy 57.6
Believe elections in Salta are clean 35.0

Note: summary statistics were computed excluding non-responses (N=981).

Similar to previous findings on the 2011 elections, we
find support for the hypothesis that perceptions of accuracy
and secrecy operate differently: whereas there are high
levels of trust in the ability of the system to correctly record
the preferences of voters, with 75 per cent of voters
reporting positive responses, voters seem more hesitant
about ballot secrecy, with only 58 per cent reporting
positive responses (Table III). The third question on
perceptions of cleanness of the election got quite negative
results: only 35 per cent of voters believe elections in Salta
are clean. It is important to keep in mind that this question
might capture a broader discontent with political parties and
disaffection and not exclusively opinions about the voting
system.

B. Statistical analysis

In order to gain a deeper understanding of the determinants
of voter evaluations of the voting experience and confidence
in the electoral process, we estimated a series of logistic
regressions for a set of outcome variables related to: (a)
voters’ evaluations of ease of use and speed of the voting
system; and (b) voters’ confidence that their vote was
recorded correctly and that ballot secrecy was preserved,
together with general evaluations of the cleanness of
elections in Salta. We included a set of control variables:
encountering a problem while voting; perceptions of
qualification of poll workers; having needed help while
voting; having used the e-voting system in a previous
election; whether the voter split his/her ticket; living in the
Capital of Salta; age; gender; political information;8
technology use; belief that technology simplifies life; and
education.’

Tables IV through VII present estimates of marginal
effects (i.e. changes in predicted probabilities that the binary
dependent variable takes value one as a result of marginal
changes in explanatory variables) and 95% confidence
intervals. Results are presented in different tables based on
the type of outcome variable: general evaluations of ease of
use and speed of voting procedure (Table IV); ease of use of
different features of the e-voting system (Table V); general
evaluations of the e-voting system and preference for the
previous ballot and envelope system — referred to here as
“traditional voting” (Table VI); and, finally, voters’
confidence in their vote being counted as intended, in ballot
secrecy, and perceptions of the cleanness of elections in
Salta (Table VII).

Looking at the determinants of perceptions of ease of
use and speed of the voting procedure, we find a clear
influence of asking for help and encountering a problem
while voting, in the expected direction: asking for assistance
reduces the probability of positively evaluating ease of
voting by 13 percentage points. Also, encountering a
problem reduces the probability of saying that voting was
fast by 14.5 percentage points. Having used e-voting in the
past also increases the probability of saying that voting was
fast by 6 percentage points. An influence of age is also
evidenced in these results: voters older than 49 years have a
3-point higher probability of saying that voting was easy.
Interestingly, there is no effect of educational attainment on
these perceptions (Table IV). At the same time, a strong
belief in the benefits of technology (that is, strongly
agreeing that technology makes life simpler) also increases
the probability of holding positive perceptions of ease of
use. Finally, more favorable evaluations of poll worker
qualifications also have a positive influence on opinions
about ease of use and speed of the voting procedure.

¥ Political information was computed as the number of correct
answers among three questions measuring knowledge of persons
holding salient positions in national and provincial governments.

° Missing values in dependent and explanatory variables were
imputed using the R package mice [19] before estimating the
regression models.
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The two most direct measures of usability
(encountering a problem while voting and asking for help)
have considerable effects on saying that diverse actions
were easily performed (Table V), including understanding
instructions, inserting the ballot in the voting machine, using
the touchscreen, and finding the preferred electoral option.
For instance, asking for help reduces the probability of
saying that inserting the ballot into the machine was easy by
20 percentage points. It is important to bear in mind that
several problems had taken place during the voting process
in the primary election conducted in October. '’

Although it might be expected that experiences such as
encountering a problem while voting and needing to ask for
help influence perceptions of usability, it is less clear that
they might affect overall evaluations of the system. We find,
however, strong evidence that this is the case: asking for
help increases by 15 percentage points the probability of
preferring a return to the traditional means of voting with
paper ballots. Perhaps not so surprisingly, those more likely
to use technology in their everyday lives are less likely to
prefer the old method of voting (Table VI). Voter
evaluations of poll worker qualifications are also drivers of
support for returning to the previous voting system. These
results point to the importance of voting experience and
usability issues for general evaluations of the e-voting
system.

Finally, important findings can be drawn from the
analysis of the determinants of confidence in the electoral
process (Table VII). In line with results found for overall
evaluations of the voting system, encountering a problem
while voting is an important driver of negative perceptions
of ballot secrecy (although not of perceptions of accuracy of
the voting system). Quite remarkably, perceptions of
qualification of poll workers are a strong determinant of
voters’ confidence in the integrity of the electoral process
(favorable evaluations lead to 16.6 and 23.3 percentage
point increases in perceptions of accuracy and secrecy of the
voting process, respectively). Not only do these evaluations
have an influence on specific dimensions of confidence in
the voting process (accuracy and secrecy) but also exert
considerable impact on thinking that elections in Salta are
clean (a 22.1 percentage point increase). Also, after
controlling for other factors, neither age, education, nor
gender influence perceptions of confidence in the integrity
of the electoral process. Only one demographic attribute
exerts a statistically significant influence on voter
confidence: living in the Capital vis-a-vis the interior of the
province. Those living in the most urban areas are less likely
to hold positive opinions on the secrecy of the ballot and are
also less likely to believe that elections in Salta are clean.
Lastly, the fact that those with more political information
hold more negative opinions might indicate that negative

' In the context of the primary elections, the media reported
numerous cases of machines with problems reading ballots.
According to informal talks with the provider, these problems were
largely reduced for the general elections.

reports about e-voting in the news media negatively
influenced voters’ perceptions.

V. CONCLUDING REMARKS

This paper has analyzed survey data from an important
implementation of e-voting in Salta, Argentina. The
primary focus has been on voter evaluations of the usability
of the electronic voting system, and voter confidence in the
electoral process. Since one of the main reasons for the
move toward to electronic voting systems in Latin America
is to improve voter perceptions of the integrity of the
electoral process, it is important to evaluate voter reactions
to these new means of ballot marking, casting and
tabulation.

We find important results. In particular, we can
conclude that voter confidence is associated with both the
usability of the voting system and with the qualifications of
those who assist voters when they have trouble with the
system — poll workers. Both of these results shed light on
dimensions of voter confidence that have not been well
studied so far in the literature.  Future research on
evaluating new voting systems, and on voter confidence,
needs to pay more attention to contextual determinants of
confidence in the voting system and its integrity.

Finally, this paper has significant policy ramifications
for nations in Latin America considering the adoption of
new voting technologies. On one hand, the implementation
of new voting systems — if accomplished with secure and
usable voting technologies — may be able to improve voter
confidence in the integrity of a nation’s electoral process.
New voting technologies, if well designed to address
existing concerns with the traditional voting process, can
help mitigate previous apprehensions. On the other hand, it
is also seems clear that new voting systems can raise other
concerns, for example, regarding voter privacy.
Additionally, results discussed in this paper point to the
importance of poll worker training: their job has key
implications for voters’ evaluations of the new system. It is
only by adopting a scientific program evaluation — like that
used in the recent implementations of e-voting in Salta —
that the effects of adopting a new voting system can be
measured and assessed.
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TABLES AND FIGURES

TABLE IV: Determinants of Perceived Ease of Use and Speed of Voting Procedure

Ease of voting Voting speed
Effect 95% C.1. Effect 95% C.1.
Problem voting: no to yes -12.9 -19.6 -1.5 -14.5 =221 -6.9
Quahﬁcatlon ot_‘ authorities: 4.0 13 72 12.4 71 18.0
none/little to quite a lot/very
Needed help: no to yes -13.1 -21.4 -6.9 -15.9 -26.3 -7.1
Previous e-voter: no to yes 1.9 -0.8 4.6 6.2 1.5 10.8
Split ticket voter: no to yes 1.6 -1.0 4.1 0.8 -4.4 5.5
Lives in Capital: no to yes 2.7 -0.4 6.0 13.5 8.1 19.2
Age: 24 to 49 -2.7 -5.5 -0.3 3.0 -1.8 7.6
Female: no to yes -1.0 -3.5 1.7 4.1 -0.6 9.0
Information scale (0-3): 0 to 1 -0.7 -4.3 0.9 -1.4 -6.5 1.8
Technology use scale (0-6): 3 to 6 0.4 2.4 2.9 3.1 -1.1 7.5
Belief technology simplifies life: 31 21 43 56 27 8.2
agree to agree a lot
Education: incomplete 2ry to 09 12 31 1 49 26
complete 3ry

Note: Ease of voting is coded 1 if “easy” or “very easy”, and 0 if “difficult” or “very difficult”. Voting speed is coded 1 if “fast” or “very
fast”, and 0 if “slow” or “very slow”. Effects should be interpreted as the change in the probability that the dependent (column) variable
takes value one as a result of a marginal change in the independent (row) variable. Bold figures denote statistically significant effects, at a
5% confidence level. N = 981.
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TABLE V: Determinants of Perceived Ease of Use of Different Features of the Voting System

Ease of instructions Ease of inserting ballot Ease of using touchscreen Ease of finding choice
Effect 95% C.1. Effect 95% C.I. Effect 95% C.I. Effect 95% C.I.
Problem voting: no to yes -3.0 -6.9 -0.1 -18.4 -26.3 -11.3 -5.8 -10.7 -1.9 -14.0 -20.9 -8.1
Qualification of authorities: 1.9 03 43 22 6.2 1.7 42 14 7.1 7.3 3.7 11.2
none/little to quite a lot/very
Needed help: no to yes -10.8 -18.9 -5.1 -19.6 -29.2 -11.4 -9.4 -17.0 -3.6 -10.3 -18.0 -3.5
Previous e-voter: no to yes 1.8 -0.1 3.8 2.1 -1.8 5.8 -2.4 -5.6 0.2 1.4 -2.3 4.8
Split ticket voter: no to yes 0.1 -2.1 2.0 0.2 -3.7 4.1 -0.4 -3.4 2.1 -0.8 -4.7 2.4
Lives in Capital: no to yes 2.0 0.0 4.4 3.1 -0.4 7.9 -0.8 -3.4 1.9 -1.4 -4.8 2.2
Age: 24 t0 49 -1.3 -3.4 0.5 0.6 -2.8 4.1 -0.5 2.7 1.9 -1.0 -4.2 2.0
Female: no to yes -0.7 -2.6 1.2 -2.5 -5.8 1.2 -0.6 -3.0 2.1 -0.4 -3.6 2.9
Information scale (0-3): 0 to 1 0.4 0.1 0.8 0.4 -3.0 1.7 0.7 0.4 1.1 1.2 -0.2 1.7
Technology ‘:266“"‘16 (0-6):3 1.0 0.9 27 0.6 34 43 0.8 17 32 -1.9 5.8 15
Belief technology simplifies 1.7 0.9 27 0.7 2.1 3.1 3.0 2.0 4.0 24 0.2 43
life: agree to agree a lot
Education: incomplete 2ry to 0.1 13 15 22 49 0.5 2.7 4.6 0.9 1.0 3.6 1.5
complete 3ry

Note: Responses to questions related to the ease of use of different features of the voting system are coded 1 if “easy” or “very easy”, and 0 if “difficult” or “very difficult.” Effects
should be interpreted as the change in the probability that the dependent (column) variable takes value one as a result of a marginal change in the independent (row) variable. Bold
figures denote statistically significant effects, at a 5% confidence level. N = 981.
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TABLE VI: Determinants of Overall Evaluation and Preference for Traditional Voting

. Preference for traditional
Evaluation system .
voting
Effect 95% C.I. Effect 95% C.IL
Problem voting: no to yes -11.9 -19.8 -5.1 114 2.8 19.9
Qualification of authorities: 14.7 9.9 200 | 245 | 3L7 | -17.0
none/little to quite a lot/very
Needed help: no to yes -8.4 -17.0 -1.2 14.7 3.5 24.5
Previous e-voter: no to yes -0.4 -5.4 4.0 3.6 -3.9 10.9
Split ticket voter: no to yes -0.4 -5.2 4.1 -0.4 -7.6 7.0
Lives in Capital: no to yes 3.0 -2.0 7.5 0.2 -6.8 7.3
Age: 24 to 49 -1.9 -5.9 2.5 1.2 -4.9 7.7
Female: no to yes 0.8 -3.6 4.7 -2.1 9.1 5.2
Information scale (0-3): 0 to 1 -5.0 -11.3 -0.1 4.3 -0.2 7.9
Technology use scale (0-6): 3 to 6 1.9 -2.9 6.3 -7.8 -14.9 -0.4
Belief technology simplifies life: 6.6 44 85 220 272 -16.0
agree to agree a lot
Education: incomplete 2ry to 26 6.1 11 33 8.7 23
complete 3ry

Note: General evaluations of the system are coded 1 if “good” or “very good”, and 0 if “bad” or “very bad”. Preferences for traditional voting
are coded 1 if the voter reports that she/he would have preferred to vote using the traditional voting system, and 0 otherwise. Effects should be
interpreted as the change in the probability that the dependent (column) variable takes value one as a result of a marginal change in the
independent (row) variable. Bold figures denote statistically significant effects, at a 5% confidence level. N = 981.
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TABLE VII: Determinants of Perceptions of Confidence in the Integrity of the Election Process

Confidence vote recorded Confidence ballot secrecy Election in Salta are Clean
Effect 95% C.I. Effect 95% C.L Effect 95% C.L.
Problem voting: no to yes -6.9 -14.8 0.2 -11.0 -20.0 -2.0 -1.5 -9.7 7.0
Qualification of authorities: 16.6 10.6 226 233 15.7 29.9 2.1 14.8 29.6
none/little to quite a lot/very
Needed help: no to yes -3.0 -12.2 53 -1.5 -12.2 9.5 -1.3 -10.6 8.9
Previous e-voter: no to yes -0.1 -6.1 5.7 2.9 -4.0 9.4 39 -2.7 10.5
Split ticket voter: no to yes -3.0 -8.9 2.6 -3.7 -10.3 3.5 1.1 -5.5 7.7
Lives in Capital: no to yes 0.3 -5.6 6.2 -8.9 -16.2 -1.8 -9.2 -15.9 -2.6
Age: 24 to 49 -1.4 -6.8 43 2.9 -3.5 9.1 4.5 -1.4 10.7
Female: no to yes 2.9 -2.7 8.7 0.4 -6.0 7.1 -2.6 -9.0 3.7
Information scale (0-3): 0 to 1 -0.2 -4.6 2.9 -5.6 -9.6 -0.6 -1.2 -4.9 33
Technology use scale (0-6): 3 to 6 -0.7 -6.6 4.6 -3.6 -10.8 3.6 -4.5 -10.7 2.5
Belief technology simplifies life: 8.0 4.6 10.9 12.4 8.0 17.0 17.7 115 23.8
agree to agree a lot
Education: incomplete 2ry to 27 6.9 18 03 51 54 03 23 81
complete 3ry

Note: Confidence that the vote was correctly recorded is coded 1 if “sure” or “very sure”, and O if “unsure” or “very unsure”. Confidence in ballot secrecy us coded 1 if “confident” or “very
confident”, and 0 if “not confident” or “not at all confident”. Perceptions of cleanness of elections in Salta is coded 1 if “very clean” or “somewhat clean”, and 0 if “not very clean” or “not at all
clean”. Effects should be interpreted as the change in the probability that the dependent (column) variable takes value one as a result of a marginal change in the independent (row) variable. Bold
figures denote statistically significant effects, at a 5% confidence level. N = 981.
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Abstract—This paper is a case study of a country in which e-
voting used to be the general norm until 2006; the Netherlands.
Since the abandonment of e-voting, several attempts have been
made to reintroduces some form of e-voting. This paper describes
these attempts and tries to give an insight in the possible future
developments of e-voting in the Netherlands.

Keywords— e-voting, case study.

. INTRODUCTION

The Netherlands was an early adapter of e-voting. Voting
machines were introduced in 1966 in a couple of
municipalities. Since then, their use grew rapidly, so that
during the municipal elections of March 2006 nearly 99% of
the voters cast their vote with the use of a voting machine. Both
in the 2004 European Parliament elections and the national
elections of November 2006, voters abroad could vote through
the internet. Since 2007 this use of e-voting dramatically
declined. Nowadays, elections are conducted using paper
ballots, mail ballots and hand counting. The action group "We
don’t trust voting machines” raised concerns regarding the
safety of both the voting machines and the internet voting
system. This ultimately led to the decision to quit using these
systems and to reassess e-voting in the Netherlands. [1]
However, the discussions on the use of e-voting haven’t
stopped.

When looking at debates concerning e-voting in public
elections, two key issues have to be addressed by any e-voting
solution. The secrecy of the vote has to be protected, while
voters, political parties and other actors have to be able to
check if votes are stored and counted as they were cast. [2] The
main point that the action group raised was the impossibility to
check the integrity of the Direct Recording Electronic Voting
Machines (DRE) that were used (Fig.1). However, the issue of
secrecy of the vote got the most attention in the debate, due to
the fact that this is one of the few criteria for elections that is
laid down in international law.! Because states have to
guarantee free, fair and secret elections, in court cases that the
action group started against the approval of the DRE’s, they
had to focus on the issue of the secrecy more than on the issue
of integrity.

! See for example article 3 of the First Protocol of the European Convention
on Human Rights.

Fig. 1. The DRE that was used in the majority of municipalities.

Il. E-VOTING IN THE POLLING STATION

After the abandonment of the DRE’s that were used in the
polling stations a governmental committee made
recommendations on the electoral process in general and on
new ways of e-voting in particular. In their report ‘Voting with
Confidence’ [3] they recommended a new form of e-voting
which would consist of a voter printer and a vote counter. A
voter would make its vote on the printer, which would only
print the vote. The print would then be put into a ballot box
and counted at the end of the day using the vote-counter, by
means of scanning it. A group of technical experts were asked
if this system would be feasible and how it should be tested.
Their findings were that it would be hard to ensure that this
new system would meet the criteria for safety and secrecy of
the vote. One particular issue that would be difficult to address
was the compromising radiation that vote printers would send
out, which could be used in order to breach the secrecy of the
vote.” The Secretary of State therefore informed the
Parliament that she would not pursue this system. [4]

The 2009 elections for the European Parliament were the
first nation-wide elections held with the use of paper ballots
and hand counting. Although the hand counting process meant
that it took longer for the results to be known, most
municipalities finished their counts before 3 AM election
night. (Fig.2).

2 In the Dutch debates the term Tempest was used. The official term for
eavesdropping by means of electromagnetic emissions is Van Eck phreaking.
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Fig. 2. Example of the counting process in the Netherlands.

There were also no major incidents with voters using the
paper ballots. In response to question by Parliament on the
duration of the counting process, the Secretary of State
emphasized that the speed with which the results are known is
not a goal in itself. What is important is that the voting
process, including the counting of the votes is transparent and
verifiable. [5] During the municipal election of March 3"
2010, there were 15 municipalities out of the 394 that held
recounts. These recounts did not lead to changes in the seat
distribution. In 2010 the Parliamentary elections were
observed by the Office for Democratic Institutions and Human
Rights. In their report they agree with the decision to cancel e-
voting as an appropriate measure in view of the challenges to
electoral integrity that were identified in 2006.

Due to complaints from municipalities about the counting
process and the fact that recounts were held, the government
decided in April 2010 to examine if it would be feasible to
introduce a form of e-counting. A bill was drafted to make
experiments with e-counting possible in 2012. However, while
the Minister was investigating what requirements should be
met before such an experiment could take place, Parliament
once again started pushing for e-voting by means of a voting
computer. The Electoral Council also showed support for the
reintroduction of voting machines. [6] The Minister decided to
stop focusing on e-counting in order to look at e-voting again.

[7]

In 2013 the government set up a new committee to
investigate if e-voting could and should be used. This
committee published a report called ‘Every vote counts —
Electronic voting and counting’, in December 2013. [8] The
committee concluded that it would benefit the election process
to use electronic means to count votes and preferably also to
cast votes. The committee presented a model using a vote
printer and vote counter. This model allows voters with a
physical disability to vote without help? while the use of the
vote counter eliminated the problems with the inaccuracy of
hand counting. It is possible to check the integrity of the
system because the printed votes can be hand counted to

% A vote printer can be equipped with audio support, making it possible for
blind voters to cast their vote on their own.

verify the tally by the vote counter. This committee therefore
reached the same conclusion as the committee in 2007.

The government will look into the feasibility of the
advised system of a vote printer and a vote counter. The
government admits that the Tempest problem which was the
reason not to introduce this system after the previous
committee in 2007, still exists. However the government takes
the stand that if certain measures are taken to reduce Tempest
as much as possible, it is acceptable to allow for a certain level
of residual risk. [9]

Il. INTERNET VOTING

After the discussions surrounding the internet voting for
voters living abroad during the national elections of 2006, the
Minister had defined criteria that all forms of e-voting should
meet. Part of these criteria are the recommendations of the
Council of Europe on the use of e-voting. [10] The proposed
internet voting system for the waterboard elections in 2008
failed to meet these criteria. A major issue was the robustness
of the cryptography that would be used. According to the
testing agency, the chosen method of encryption would in the
best scenario protect the secrecy of the vote until 2030, but it
would be very likely that it would be possible (way) before that
date to reconstruct which voter voted for which candidate.
Another issue was that a voter with the right software would be
able to calculate valid voting codes within 20 hours. Since the
voting period was two weeks, this would mean that such a
voter would be able to cast at least 16 valid votes. Finally, there
were security issues with the system that would be used. [11]
The government therefore decided to withhold the certification
of this system. [12] The waterboard elections were then held by
the use of paper ballot mail votes.

The voters living abroad also used paper ballot mail votes
during the European Parliament elections of 2009 and the
parliament elections of 2010 and 2012. The main issue for
these voters receiving and returning their ballot paper in time.
In order to solve this issue, voters were enabled in 2012 to
download and print the ballot paper themselves. This
eliminates the time it takes to send the ballot papers from the
Netherlands to the voter (Fig. 3 and 4).
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Fig. 4. Ballot paper for voters living abroad.

In 2013, the Minister commissioned a market research
institute to investigate the feasibility of internet voting. [13]
Based on their study [14], the government informed Parliament
on March 21st 2014 that they had decided that currently there
are too many risks with internet voting. Combined with the
large costs of internet voting and the fact that there is no
evidence that internet voting raises turnout, the government
will not introduce internet voting for voters living abroad in the
near future. [15]

IV. DEBATES IN PARLIAMENT

Before the Parliamentary elections in 2006 during which
the controversy on e-voting arose, the Dutch Parliament was a
big supporter of e-voting. Most parties were in favor of
introducing nation-wide internet voting. In the first two years
after the 2006 elections, the view on e-voting was dramatically
different. Parliament supported the decision to cancel e-voting
as long as the issues concerning secrecy and integrity were not
solved. In 2007 it was Parliament who questioned the possible
use of internet voting for voters living abroad. Most members
felt that the internet voting system might not meet the criteria
for secrecy of the vote and integrity and asked for criteria such
a system should meet. [16] The decision in 2008 to cancel the
use of internet voting for the waterboard elections was also
supported by Parliament. In these debates, both issues; secrecy
and integrity, were mentioned by members as reasons not to
use e-voting. However, this attitude towards e-voting changed
after the first elections conducted with paper ballots. Both after
the European Parliament elections of 2009 and after the
municipal elections of 2010, members asked the Secretary of
State to investigate the return to e-voting, because hand
counting was both inaccurate and time-consuming. [17] Where
members stressed the importance of the integrity of the vote in
February 2012, [18] in December 2013, nearly all political
parties in Parliament were in favor of using e-voting, because
that hand counting was inaccurate. [19]

V. ‘STEMFIES’

A question that recently got attention in the Dutch voting
process is the use of smartphones by voters to make a ‘stemfie’
(a picture of themselves voting). During the municipal
elections of March 2014, a politician posted a photo of himself
on social media on which his face and the marked ballot paper
were visible, showing his vote (Fig.5). His example was
followed by many voters. In answer to questions about these
photos, the Minister said that these kind of photos are not
prohibited under Dutch law. A ngo then started a procedure
against the Minister in which they demanded that he would
issue a statement that ‘stemfies’ are not allowed and that the
polling stations should act against them, because ‘stemfies’
breach the secrecy of the vote. On May 9" 2014, the judge
ruled that although the disadvantages of ‘stemfies’ were in his
eyes bigger than the advantages, the Election law does not
prohibit them and therefore there was no reason for the
Minister to withdraw his statements. During the European
Parliament elections, a sign in the polling stations informed
voters that they didn’t have to reveal their vote to anyone.

Fig. 5. ‘Stemfie’.
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VI. CONCLUSIONS

Although the events of 2006 led to a withdrawal of all
forms of e-voting in the Netherlands and caused debates in
Parliament, shortly after, Parliament once again asked for the
introduction of new forms of e-voting. Both committees that
looked into e-voting recommended the same: a vote printer
combined with a vote counter. While government did not
follow this advice in 2007 due to the concerns on secrecy of the
vote and integrity of the system, nowadays it seems willing to
embrace this system. Further research will be done to discover
if such a system is feasible, and possible to implement in a
cost-efficient manner. The government however has made the
decision not to pursue internet voting for voters living abroad.

What is striking about the debate in the Netherlands on e-
voting is the short time that elapsed between the decision to
abandon e-voting and the renewed call for it from election
officials and members of Parliament. Where the main focus
was on the protection of the secrecy of the vote and the
integrity of the system, it shifted to the (perceived) inaccuracy
of hand counting. The arguments against e-voting seemed to
have faded into the background in favor of the arguments
against voting by paper ballot. One argument that is used in the
debate is that paper ballot voting is old-fashioned and that in
the Netherlands, where computers are a big part of daily life, it
should be possible to use technology in the voting process. It is
questionable if this argument should play a role in a debate that
should focus on questions of secrecy of the vote, integrity of
the system and accuracy of the results.

Besides the issues of e-voting and internet voting, the use
of smartphones by voters to make ‘stemfies” and post them on
social media gives rise to a new debate on secrecy of the vote.
Is this a right that a person can waive, or is it also a duty of a
voter to protect the secrecy of the vote? At this moment, this
question remains unresolved, but will undoubtedly play a role
in future debates on the Dutch election process.
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1. BACKGROUND

After the general elections held on February 17, 2013 , the
National Electoral Council became committed to improve the
electoral process through the introduction up-to-date voting
and counting technologies .

A number of responsible and serious studies were carried
out ever since in order to assess the feasibility of
implementing the Electronic Voting by multidisciplinary
teams. Given the current legislation in Ecuador and especially,
the cultural reality found in Azuay province, a third-generation
software solution was chosen, the same that incorporates a
single ballot with an embedded chip and an electronic voting
machine, all in one single system .

Generalities regarding the implementation electronic
voting in the province of Azuay, local elections 2014

The project executory unit was embodied by the Provincial
Delegation of Azuay. The overall objective was to implement
a pilot electronic voting process in the voting and counting
stages for the election of sectional authorities to be held in
February 2014 in the province of Azuay.

The following specific objectives were set in order to
attain this objective:

* To build knowledge base on the electronic voting in
order to perform automated elections in the nation.

* To establish the regulatory framework for electronic
voting and its implementation.

* To implement automatic processing in voting machines,
producing results in a timely and reliable manner.

* To carry-out audits at all stages of the electronic voting.

TABLE L.

The pilot plan was implemented in an entire province in
order to measure and assess the impact of electronic voting
within the voting, counting and totalization stages and to
evaluate the overall results with regard to the authorities who
are elected in a specific region (Prefect, vice-prefect,
municipal mayors, urban and rural municipal councilors, and
members of rural parish councils), It was decided to conduct
the pilot project in the province of Azuay, based upon the
following considerations:

* Azuay has 2.163 voting boards which is 5, 5% of the
nation’s total.

* The number of voters per each voting station has been
kept in (300). One equipment shall be placed in each
voting station (2163 equipments in total).

* Twenty per cent of the equipments were assigned to
training exercises (440 equipments) whereas 10% were
assigned for contingencies (220 equipments).

* The Electoral Province Delegation is skilled in the
implementation of electronic voting processes.

* The mentioned Province Delegation has a high level of
efficiency in the implementation of electoral processes.

e Staff in Azuay province is adequately trained for the
implementation of this kind of projects.

* Adequate means of transportation (road and air) make it
easy to transport the voting equipments and allow a
good communication between the work teams and the
CNE headquarters.

* There are good roads from Cuenca city to all the voting
sites throughout the province.

POPULATION DATA

Population data

44 years of age.

Azuay province presents the greatest percentage of young population: 46.7% between 15 and

53.2% of the province young population are women

It is the third most densely inhabited province.
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Fig. 1. Geographical location of Azuay province

Azuay is a province located south of Ecuador in the
Southern Sierra Region (Andes). Its northern border meets
the province of Canar, on the south the provinces of El Oro
and Loja, on the east the provinces of Morona Santiago and
Zamora Chinchipe, and the province of Guayas to the west.
Its capital city is Cuenca, a city known as the "Athens of
Ecuador" with some 330,000 inhabitants in the urban area.

II. ANALYSIS TO DETERMINE THE BEST TOOL

In order to decide which technology should be used to
automate the voting and/or counting process, technological,
legal and procedural aspects were taken into account,
including the political culture in our country (both in terms
of political parties and movements, and citizens in general).
Within this framework (once the technology to be
implemented was selected), it was possible to start making
all necessary contacts throughout Latin American countries
for their support with the techology solution that had been
chosen. This, because variables such as language, technical
support, transportation, among other aspects made it easier
to locate the electronic voting method that was applied in
our country.

Legal, procedural and technical aspects were taken into
account in order to ensure the following conditions:
Universal Suffrage, Equal Suffrage, Free Suffrage, Suffrage
Secrecy, Transparency, Verification, Reliability and Safety.
Additionally, all voting options were considered, including
null and blank ballots.

As for the integral procedural standards, Calling for
elections, Voters, Candidates, Voting process, Results, and
Audit were taken into consideration. Also, the following
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technical standards considered:

were
Interoperability, Operating Systems, Security, Audit and
Certification. Necessary recovery procedures were taken in
case of a system failure so that the data would not be lost.
The electronic voting system had restricted access levels
according to the specific tasks performed by the different
users.

Accessibility,

Measures were adopted to ensure adequate system
protection against intrusions from outside. Transmission of
results was safeguarded through the utilization of safe
transmission means that guaranteed data integrity and
accuracy. The proposal was aimed at improving the quality
of electoral processes in charge of the CNE by delivering
accurate and verifiable results in the shortest possible time.
The final objective is to improve the exercise of political
rights of citizens through the implementation of automatic
mechanisms within the voting and counting processes.

As per the above (as shown in the chart below), the
electronic voting machine with smart ballot proved to be the
most adequate for application within the Ecuadorian
electoral system. Thus, it was suggested to the CNE Board
that the technology that best fits the electoral process and
that could deal with the number of candidates for the
electoral process of February 23th, 2014, was the electronic
voting equipment with smart paper ballot. However, the
main problem with electronic voting is that it does not stick
to Article 10 of the Organic Law of Elections and Political
Organizations of the Republic of Ecuador which provides
that popular voting must be publicly scrutinized.



III.

TABLE II.

COMPARISON OF VOTING TECHNOLOGY

Feature Electronic Styluz Smart
Ballot Box Ballot
Audit of voting at voting station X X X
Voting secrecy X X X
Counting celerity X X X
Equipment portability X X
Electrical autonomy X
Celerity and safety in the transmission of results gathered at each voting station X X
Displays candidate information on screen / ballot X X
Votes counted in public X
MIJRV-enabled suffrage process. X X X
Accessibility for people with dissabilities. X X
Low propability of ballot loss (with votes /voting receipts) X X
Vote modifications are not possible during the counting process. X X
TOTAL * 8 6 12

COMPETITIVE ADVANTAGES OF ELECTRONIC VOTING
COMPARED TO MANUAL VOTING

Experiences in the region are favorable (in some
provinces of the Republic of Argentina, this system
has been used successfully in voting processeses.
More than 900,000 voters from different social and
cultural levels use it).

Vote counting is public and can be observed and
validated by different observers and representatives of
political sectors.

It allows to set-up the software according to the
election type: It accepts blank and null ballots, votes
per lists of candidates and different languages,
including Quichua and Spanish. Interface designers
made sure that all possibilities are available on the
screen.

100% auditable throughout all process stages.

The device where the vote is cast does not store any
information; the choices are stored in an RFID chip
on the ballot and are printed on it.

It facilitates voting of people with disabilities
including a module for the blind. One of the
advantages is that the electronic equipment can be
used in various voting processes, which implies an
economic benefit.

Fully portable equipment.

It does not link the voting station with the equipment,
voters can choose any free machine for your vote.
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* The voter may request another ballot in case of
noticing a mistake.

IV. IMPLEMENTATION OF THE ELECTRONIC VOTING

PROJECT

The e-voting project was developed precisely in
response to the need of obtaining agile, verifiable and
transparent voting results, taking into account today’s global
demand for free and widespread citizen access to
information, knowledge and networking, through the use of
digital tools to reduce the technological gap.
Moreover, the implementation of electronic voting generates
a substantial change in all aspects, with politics and
governance as two areas of great importance, leading to a
rethinking on the proper relationship between candidates
and voters as well as between representatives and citizens.

The proposal on which we based this proposal was a
thorough improvement in the quality of electoral processes
in charge of CNE and the generation of accurate and
verifiable election results in the shortest possible time. The
purpose is to improve the application of citizens’ political
rights by introducing automated mechanisms within voting
and counting processes.

V.

According to the constitutional mandate, the National
Electoral Council shall ensure the exercise of people’s
political rights through their votes as provided for by the
Organic Electoral and Political Organizations Law of the
Republic of Ecuador, Code of Democracy, enforcing

LEGAL FRAMEWORK



principles of effectiveness, efficiency and quality that the
public administration must observe.

Moreover, by implementing the electronic voting (which
does not require the use of ballots), we will provide all aids
and adequate safety levels in accordance with article 109 of
the Code of Democracy. For instance, we will attain the
participation of all voters and will provide the aid required
by people with disabilities so that all of them will be able to
vote.

The National Electoral Council may also decide to use
electronic methods not only during the voting but also for
the counting stage, for which purpose all rules can be
modified if necessary (based upon Articles 113 and 115 of
the Code of Democracy).

VI. ELECTRONIC VOTING. AN EFFECTIVE SOLUTION TO A

BALLOT COUNTING PROCESS

Ecuador has been manually managing the processes of
voting and counting of votes at polling stations and the
recount in the Provincial Election Boards, with consequent
problems that may arise in the manipulation of electoral kits
and ballots, problems such as: ballot size, number of
candidates to be elected, interpretation of some votes cast,
errors in transcribing the data from vote registers, slowness
in delivering results and the possibility of human errors in
the counting of votes. Consequently to the above mentioned,
the CNE decided that it was necessary to introduce
automatic voting and counting processes.
The implementation of a new computer voting system and
the use of modern vote counting tools conveyed risks within
the implementation and operation stages. Therefore, such
implementation was programmed by stages with specialized
areca teams dully trained to take over project
implementation.

The management team was formed with officials from
the head office specialized in areas related to information,
communication, finance, logistics, legal, administrative,
training and electoral processes.

VIL

A population study was carried-out in Azuay province as
part of a communicational strategy. It was found that over
60% of Azuay inhabitants did not have a clear idea
regarding the Electronic Voting, reason why we started an
aggressive informative and training program. The campaign
included visits to local communication media to spread
communication products such as written newsletters,
informative reports including audio interviews on the main
activities undertaken by the election authorities and a
monthly press conference on the progress of the project.

PROJECT’S COMMUNICATIONAL DIMENSION

A massive campaign was launched in order to reach a
large segment of the population. The campaign included
radio, television, and print media with highly informative
and emotive contents to inform people from Azuay
regarding the electronic voting process. Once people were
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aware of the ELECTRONIC VOTING and its advantages,
they rushed to the nearest training point in order to learn
more about the new technology to be applied. They were
also receptive to receive the training conducted at their
workplaces.

The communication ELECTRONIC VOTE campaign
was present on the main social networks used by people
from Azuay, networks that spread positive messages on the
project (always highlighting the benefits of using
technology in favour of our democracy). The
communications department received important feed back
through this means, including many opinions issued by
citizens. Additionally, the ELECTRONIC VOTE project
included mobile training at a bus equipped with electronic
voting machines that traveled all around the 15 cantons of
the province of Azuay.

VIII. STRATEGIES EMPLOYED TO PROMOTE THE TRAINING

PROCESS

It began with a socialization through two seminars on
electoral processes that took place in the city of Cuenca with
the participation of experts in the topic, experts such as
Carlos Maria Ljubetic (Paraguay), Rui Santos (Portugal) and
Amilcar Brunazo (Brazil). The workshops were aimed at the
population in general and were attended by media,
university ~ representatives,  representatives  of  the
neighborhoods of Cuenca, provincial authorities and
political organizations. These experts were able to share
personal experiences in each of their countries.

Management of electronic voting developed the training
plan that was launched in the province of Azuay. It is worth
mentioning the training given to MJRV's (members of
polling stations and actors involved in the event) on the
management and operation of the Electronic Voting
machine used in the electoral process of 23 February 2014.

Undoubtedly, we were aware on the importance of
providing adequate training to voters (general public) on the
voting machine.

Training started on October 1, 2013 with the first group
of 100 trainers who received information about the e-voting
process, voting machines, laws and hints on how to
approach to people. Training to citizens started on October
15" with the 22 computers available at that time. Until 16th
November 2013 a total of 100 equipments were available
for the training events to citizens, including social,
professional, corporate, institutional and the public in
general.

In total we counted with the participation of some 200
trainers who toured throughout the province providing
training at public and private companies, schools (to parents
of students), universities, students from upper high school
years, neighborhoods, rural communities, political
organizations and at the most crowded places such as
markets, parks, bus terminals, fairs and churches.



TABLE III.

TRAINING

Inhabitants Voters

% of registered voters

Number of trained
citizens

Percentage of
trainees

609.007 459.303

75,42%

367.441 80 %

Source: Delegation of Azuay province.

IX. SYNERGY BETWEEN TECHNOLOGY AND ELECTORAL

MANAGEMENT

The Electronic Voting Project provided tools that
facilitated interaction with the voting process, tools such as
is the voting introduced in Azuay province on 11 December
2013, a tool that was available to citizens and political
organizations at www.cne.gob.ec and www.cnezona4.ec.
This tool allowed practices from home.

Functioning of the “QR Code” was explained to
political organizations for them to keep quick records on
the results obtained at polling stations in the province of
Azuay, including details on the operation of the software’s
source code to allow political organizations to carry-out
their own ballot counting.

Network

200 transmission links were installed with a bandwidth
of 1Mbps, featuring transmission of coded information.
Transmission in nationwide links reached 150 Mbps with
optic fiber, which guaranteed a fast delivery of information
to the ballot counting hub. XDSL technology was used in
copper-based networks at rural areas. Wireless links (Radio)
were established in areas lacking wire networks, as well as
mobile suppliers working on 3G APN technologies. VSAT-
satellite technology links were installed in areas with
difficult geographical access.

X. AUDITING PROCESS: A WARRANTY OF
TRANSPARENCY AND RELIABILITY

Four electronic voting audits were conducted in Azuay
project. There, voters and political organizations were able
to verify the results of the election process.

Audit of installation, voting and counting software - In
this audit software installation, voting and counting were
validated through observation, review of the application
and generation of a hash code that ensures the integrity of
the software used in voting and counting processes.

Audit database - This audit was performed to review
the databases used as a repository of the information
generated at every voting site and was used o generate the
final results.

Audit of the scrutiny made at the Poll Station - This
audit was conducted by the Electoral Provincial Board of
Azuay and consisted of performing manual counting every
vote for prefect and Vice-Prefect , Mayors, Urban - Rural
Councillors and Members of the Rural Parish Boards. Once
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the votes counted , were compared with the results of the
electronic totalizing system .

Audit of the totalization system - This audit was
conducted by the Electoral Provincial Board and involved
the processing of ballots for Prefect, Vice-Prefect, Mayors,
Rural Councillors and Members of the Rural Parish Boards.
The results were totalized and compared with the results of
the electronic totalization.

XI. MUTUALITY BETWEEN THE ELECTRONIC VOTING
PROJECT AND THE INCLUSION PROJECTS CENTERED AROUND
HISTORICALLY EXCLUDED GROUPS.

As for the "Voting at Home” project, the National
Electoral Council (CNE) developed a plan that allowed
people with disabilities and older adults to vote at home by
leveraging the portability of the electronic voting
equipment. A database of persons with disabilities requiring
special attention was elaborated before the elections.
Prisoners at state jails in Azuay province were also able to
vote thanks to the electronic voting machines with
intelligent ballot.

XII.

The following was obtained on 23 February 2014 at the
Sectional Elections 2014:

VARIABLES OF A COMPREHENSIVE ASSESSMENT

1) Result reporting in less than two hours upon voting
closure;

2) Reduction of absenteeism from 31.38% in 2009 to
24.80% in 2014;

3) Training given to more than 525,000 people (standing
for 78% of voters).

4) Audit of 100% of voting registers and technical audits
on pre-election, election and post-election phases.

5) 39 people suffering from disabilities voted at home.

6) 241 jail prisoners were given the right to vote (those
who had not been sentenced).

7) Inter-cultural voting of indigenous people (in their native
language).

8) Signing of the “Agreement for our Democracy and
Transparency” supporting the electronic voting process
(signed by political organizations participating in the
electoral event).

9) Positive acknowledgements from observing missions
that deem e-voting as an emblematic electoral project.



10)Permanent support given by people who became
empowered of the E-voting project held in Azuay 2014.

XIII. COMPARATIVE ANALYSIS OF PARTICIPATION FROM
2009 TO 2014 (SAMPLE: PROVINCE PREFECT, MAYOR)

The elections held on February 2014 showed an
increasing participation of citizens. Comparing with the
elections held in 2009, absenteeism fell from 31.38% to
25.21% in 2013 at province level, ending at 24.54% in the
last elections held in February 2014. If you want to compare
the amount of blank and null votes that were obtained from

TABLE IV.

one election to another, it is necessary to compare two
similar elections, 2009 being the last electoral process in
which sectional authorities were elected. It is noteworthy
that the electronic voting itself eliminates unintentional
errors made by voters. It also eliminates the subjective
interpretation of votes by polling station officials.
Considering the results obtained in 2009 for province
Prefect we can see that the number of blank votes in 2014
was smaller. A different behavior occurs in null ballots...
there were fewer nulled ballots in 2014 than in 2009. (See
comparison chart).

NULLED BALLOTS 2009 —2014 PREFECT

Population

Voters

Polling stations

Blank

Nulle

Total Blank and Nulle votes

Absenteeism

551.291
378.423
2319
44.041
28.553
72.594
31.38%

609.007
459.303
2.163
34.716
30.662
65.378
24,58%

Regarding blank and null ballots for mayors, an
increase in the number of blank votes was seen in 2014
compared to 2009 and a decrease of null votes from 2009
to 2014. The increase of blank and null votes from 2009 to
2014 is just 10.35 % despite the number of voters grew in
that period by 16.69 %.

TABLE V.

The total percentage of blank and null votes for Mayor
with regard to the number of voters is 16.45% in 2009,
whereas in 2014 such percentage dropped to 15.31 %.
Participation level has also grown in Cuenca canton during
the last election, going from 70.60 % in 2009 to 76.48 %
this year.

NULLED BALLOTS 2009 —2014 MAYOR

Voting sites 1.573
Voters 383.253
Persons who voted 270.682
Blank 16.044
Null 28.553
Total Blank and Nulle votes 44.597
Absenteeism 29.40%

1.464
424.847
324918
27.016
22.731
49.747
23.52%

-52-



ANNEX. PERCEPTION OF VOTERS TOWARDS THE
IMPLEMENTATION OF THE ELECTRONIC VOTING PROJECT
IN AZUAY PROVINCE.

Methodology - The questionnaire was aimed at those
voters who had just cast their electronic vote: A
questionnaire was designed for the survey. The surveys
were conducted at voting stations with the sample selected.

The questionnaire consisted of multiple choices (related
to voters’ socio-economic condition, variables concerning
their confidence toward electronic voting, new voting
technologies and scope of information campaigns and
training conducted by the e-voting project weeks before the
Election Day). Additionally, the questionnaire allowed

respondent voters to recommend or suggest solutions to the
problems derived from citizen’s eagerness to know and
improve the system for the next elections.

Sample design - The sample design was stratified,
randomized and configured by county and urban area. Rural
areas and voting sites according to the number of voters in
the province of Azuay.

RESULTS FOR AZUAY PROVINCE

A total of 3,983 individuals were surveyed in Azuay
province (distributed in 36 polling stations in urban and
rural areas).

12,67% 3,64%

58,32%

25,37%

H Very Easy

H Easy
Difficult

B Very difficult

Fig. 2.Rating of Experience of Electronic Voting

1. How do you qualify the experience of electronic voting
in Azuay?

This first rating evidence that the majority of voters
surveyed (more than 80 %) felt that their experience to vote
electronically was very easy or easy, which indicates a
certain way that the electronic voting project Azuay was

successful. Certainly, it is necessary to check that the
components that formed each of the projects require
adjustments, so that we can improve these processes in
future projects. Below are the voters’ perceptions of
women and men separately.

TABLE VI.  RATING OF THE EXPERIENCE OF ELECTRONIC VOTE BY SEX
Women Men

Very reliable 25.04% 26.68%

Reliable 38.31% 40.16%

Less reliable 26.70% 25.12%

Unreliable 9.95% 8.04%

EWomen ¥ Men
0,
00.00% 38,319% 40,16%
40,00% | 25,04%26,68% 26,70% 25,12%
20,00% 9,95% 8,04%
0,00%
Very reliable Reliable Less reliable  Unreliable




In conclusion it can be inferred that the fact of being a
man or a woman does not affect the rating of the
experience of the electronic vote; that is to say, the
electronic vote was qualified in equal proportions by both
voters and women voters by men.

Another key aspect of the research revolves around the
voter confidence in front of the electronic voting system in

Azuay. It is important to note that it is one thing that the
voter has been found with a voting system friendly and
easy to use; while another thing is that the voter qualifies as
reliable or not the voting system as such. Hence the
importance of understanding on the part of the voter, if
despite having found an electronic voting system easy to
use or not, the voter found reliable or not the voting system.

9,07%

25,98%

39,17%

25,78%

H Very reliable
H Reliable
W Less reliable

B Unreliable

Fig. 3.Reliability in e-voting

At this point, the research i wanted to know the
perception of voter with regard to this topic. The results
reveal perceptions divided among voters who considered

the system very reliable (25.78 %), reliable (no 39.17 %),
unreliable (25.98 %) and nothing reliable (9.07 %).

TABLE VIIL. RELIABILITY IN E-VOTING

AZUAY PROVINCE ’

Very reliable Reliable

Women Men
Very reliable 25.04% 26.68%
Reliable 38.31% 40.16%
Less reliable 26.70% 25.12%
Unreliable 9.95% 8.04%
50'00% 38,31% 40’16% u Woman u Man
0,
40,00% 25,04% 26,68% 26,70% 2512%
30,00%
20,00% 9.95% g 049
10,00%
0,00%

Less reliable Unreliable
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2. Are you willing to use this system for the upcoming In general, eight out of ten people would be willing to
elections? vote using the electronic voting system that used the day of
the election in their respective provinces. Similar results

For the National Electoral Council is essential to know ‘ v
when viewed from the sex variable are presented below.

the opinion of citizens on whether voters would be willing
to use the electronic voting system that were used in their
respective provinces for the coming elections or not. Below
are the results of this question along with the sex variable.

21,69%

HYes

ENo

78,31%

Fig. 4. Use or electronic voting in future electoral processes of the Azuay Province Reliability in electronic voting

TABLE VIII.  USE OF ELECTRONIC VOTING IN THE UPCOMING ELECTIONS BY SEX

AZUAY PROVINCE ‘
Women Men
Yes 76.97% 79.72%
No 23.03% 20.28%
76,97% 79,72%
80,00%
70,00%
60,00%
50,00%
40,00% 23,03% 20,28%
30,00%
20,00%
10,00%
0,00%
Women Men
HYes ®No
3. Experience of electronic voting by level of education? their level of education. In this way there is for example

that a higher level of education, the easier it is considered

In the following graphic shows how the voters felt the ¢
the use of the machine.

ease or not on the use of the voting machine depending on
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TABLE IX. EXPERIENCE OF ELECTRONIC VOTING BY LEVEL OF EDUCATION

AZUAY PROVINCE

Nothing Primary Secondary Highger
Very easy 7,55% 10,55% 28,38% 45,70%
Easy 32,45% 63,78% 63,69% 51,37%
Difficult 41,13% 20,50% 6,69% 2,25%
Very difficult  18,87% 5,16% 1,24% 0,68%
70,00% -
60,00% -
50,00% -
E Very Easy
40,00% - ® Easy
30,00% - = Difficult
20,00% - u Very difficult
10,00% -
0,00% T T T .
Nothing  Primary Secondary Higher
4.  Confidence in the electronic voting systems by level of electorate: the higher the level of education, the greater the
education? confidence to the system. For the province of Azuay, the
The following graphs shows that the digital divide in 80.14 % of people with higher education rely on the
terms of confidence is tied to the level of education of the system:
TABLE X. CONFIDENCE TO THE SYSTEM ACCORDING TO LEVEL OF EDUCATION
AZUAY PROVINCE
Nothing Primary Secondary Higher
Yes 62,88% 76,29% 82,85% 80,14%
No 37,12% 23,71% 17,15% 19,86%

82,85% 80,14%

76,29%

0,
62,88% HYes HENo

37,12%

23,71%

19,86%

Nothing Primary Secondary Higher
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5. Urban and rural behavior with regard to electronic
voting in Azuay?
It is important to know how the electorate of the urban
and rural areas felt with regard to electronic voting. Below

TABLE XI.

are results, considering primarily the variable ease of use of
the machine and confidence to the system.

RATING OF THE EXPERIENCE OF ELECTRONIC VOTING IN URBAN AND RURAL AREAS AZUAY

AZUAY PROVINCE

Very easy Easy Difficult Very difficult
Urban 28,66% 55,53% 12,59% 3,22%
Rural 18,00% 64,57% 12,85% 4,58%
64,57%

70,00% 55,53% EUrban ®Rural

60,00%

50,00%

40,00% 28,66%

30,00% 18,00%

% 12,859
20,00% 12,59% % 4589
10,00% 3,22% 22
0,00%
Very easy Easy Difficult Very difficult

It can be seen that there is no significant relationship
between urban or rural area and the qualification of the
voter to the use of electronic voting machine. In other

words, for both urban voters as to the rural was observed
similar results. Below are the results based on the variable
trust to the voting system.

TABLE XII. CONFIDENCE AS URBAN OR RURAL AREA

Very reliable Reliable Less Reliable Unreliable
Urban 26,82% 39,64% 25,19% 8,35%
Rural 23,46% 38,15% 27,73% 10,66%
0,
39,64% 38,15%
40,00% B Urban M Rural
35,00%
26,82% o all3%
30,00% 23.46% 25,19%
25,00%
20,00%
10,669
15,00% 8,35% &
10,00%
5,00%
0,00%
Very reliable Reliable Less reliable Unreliable

-57 -



It should be noted that for both the variable ease of use
of the machine as to the variable trust the electronic voting
system, urban areas have a considerable increase on the
rural areas with regard to the ease of use and the confidence
to the system. On the other hand, rural areas manifested in
greater numbers than urban areas, that the use of the
machine is not easy and that the voting system is not
reliable. These answers may have its origin in the level of
education of the voters polled.

-58-



Practicality of Technical Solutions
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Abstract—We present a simple and fast method for conducting
end to end voting and allowing public verification of correctness
of the announced vote tallying results. In the present note
voter privacy protection is achieved by use of a simple form of
distributing the tallying of votes and creation of a verifiable proof
of correctness amongst several servers, combined with random
representations of integers as sums mod M of two values. At the
end of vote tallying process, random permutations of the cast
votes are publicly posted in the clear, without identification of
voters or ballot ids. Thus vote counting and assurance of correct
form of cast votes are directly available. Also, a proof of the claim
that the revealed votes are a permutation of the concealed cast
votes is publicly posted and verifiable by any interested party. We
present two versions of the method, one assuring voter privacy
and proof of correctness in the presence of information leaking
devices, the other achieving the same goals as well as prevention
of denial of service by failing or sabotaged devices.

Advantages of this method are: Easy understandability by non-
cryptographers, implementers, and ease of use by voters and
election officials. Direct handling of complicated ballot forms.
Independence from any specialized cryptographic primitives.
Verifiable mix nets without using public-key or homomorphic
cryptography, a novel result of significance beyond e-voting.
Speed of vote-tallying and correctness proving: elections involving
a million voters can be tallied and proof of correctness of results
posted within a few minutes.

I. INTRODUCTION AND OVERVIEW

End-to-End Verifiable Voting (E2EVV) systems provide
high confidence that errors and fraud can be detected and
that the announced election outcome is correct. See [1]-[5]
for some surveys and results about E2EVV. Cramer et al. [6]
have also used secret-sharing to ensure robustness of a voting
system, as we do in Section X. Recently, E2EVV systems
have been used in actual elections [2] and are proposed for
use in new systems such as the STAR-Vote system in in Travis
County (Austin) Texas [7].

The parties and agents involved in our E2EVV scenario are:
Voters: We assume n voters Vi, Vo, ..., V,.

Tablets: Each voter uses a tablet to compose her vote. The
tablet can also print out a receipt for the voter.

Election authorities: Individuals responsible for running the
election.

Election Servers:
in the election.

Secure Bulletin Board (SBB): An election server providing
a secure public append-only record of election-specific

Computers performing specific functions

Ronald L. Rivest
MIT CSAIL
Cambridge, MA 02139
Email: rivest@mit .edu

data, including all cast ballots, the final election outcome,
and a proof of correctness of the election outcome.

Proof Server: An election server that produces a proof of
correctness of the election outcome. In our method, the
proof server is implemented with a two-dimensional array
of independently-controlled computers; these servers are
also servers in our mix-net implementation (so we also
call them “mix-servers”).

Tally Server: An election server that computes the election
outcome from the publicly posted list of decrypted cast
votes.

Adversary: The adversary attempts to cause an incorrect
election outcome to be accepted. (An accepted proof
of correctness as presented here, assures correctness of
announced tally outcome no matter how the adversary
acted.) An adversary may also attempt to violate the
privacy of voters.

An election then comprises the following steps:

1) Setup: The list of eligible voters is determined. The list
of ballot questions is determined. (For presentation pur-
poses we assume only one question on the ballot, which
may nonetheless require a complex answer such as a
preference ordering of the choices. For more questions
the entire method may be repeated.) Cryptographic keys
are set up as necessary for tablets and election servers.

2) Vote Casting: Each voter uses a tablet to enter her
choice on the ballot question. The system uses some
convention for providing each ballot with a unique ballot
id bid. The choice is “encrypted” (more on that later),
and sent to the election servers with the bid. The voter
is given a printed receipt with the bid and the hash of
the encryption.

3) Posting of Vote Records: The bid’s and encrypted
choices are posted on the SBB at the end of election
day.

4) Verification of Postings: Voters may access the SBB to
verify that the encryptions of their choices are correctly
posted (comparing their receipt with the hash of the
posted encryption for their ballot).

5) Mixing: The mix servers anonymize the encrypted
ballots by permuting their order and dissociating the
encrypted ballots from identifying meta-data such as
voter names or bid’s. Each of 2m copies of the list

-61 -



of n encrypted ballots is independently mixed and re-
encrypted. The resulting 2m permuted lists are posted
on the SBB.

6) Random Challenge: A “random challenge” (a long
string of random digits) is derived by hashing the SBB
contents and/or from a public dice-rolling ceremony.
The unpredictability of this challenge to an adversary
prevents the adversary from undetectably manipulating
the election outcome.

7) Proving consistency with cast votes: A random half
(determined by the random challenge) of the 2m lists of
encrypted ballots are partially decrypted, to check that
the mixing was properly done. The method used here
depends on properties of split-value vote representations
to ensure that voter privacy is preserved. The partial
decryptions are posted on the SBB for all to confirm.

8) Posting and verification of election outcome: The
other half of the 2m lists are all fully decrypted and
posted on the SBB. Anyone may check that they are
identical lists (albeit differently permuted). The final
election outcome may be determined from any one of
these lists.

Adversarial model. We assume that the adversary is trying
to “rig” an election by trying to force an incorrect election
outcome to be accepted (because it appears to have been
proven correct) or to learn how some particular voters have
voted.

In Sections III-IX the adversary is assumed not to be
interested in causing the election to fail (that is, to not produce
an election outcome or proof of correctness at all). Section X
deals with adversaries who attempt to deny service by failing.

Innovations re other E2E methods. The elements of our
end-to-end voting method are reasonably standard, except that

« Ballots are “encrypted” in a novel manner, using commit-
ments to secret-shared split-value representations of the
voters’ choices.

« No modular exponentiations or public-key operations are
required, yielding substantial efficiency improvements.

o The mix-net operation is proved correct in a new manner:
rather than proving each step of the mix-net to be correct,
the overall operation is proved correct.

o Because ballots are fully decrypted for the final tallying
operation, there is no restriction on the tallying method
used. Complex tallying rules (e.g. IRV) and write-in
candidates are easily handled. Furthermore, no zero-
knowledge proofs are required that the encrypted ballots
are valid.

We thus show how using Rabin’s Split Value Representation
(SVR) of integers method greatly simplifies an E2E implemen-
tation. SVR methods have been proposed for implementation
of secure auctions [8], [9]; the extension to voting involves,
however, further innovations.

The current paper extends our previous works [10], [11]
exploring such innovations; In particular, we note that our

earlier work [10] has the problem that a single election server
must know how everyone voted; the present work remedies
that defect.

Outline of paper. We begin in Section II with some pre-
liminary notation and a discussion of the properties of split-
value representations, including methods for securely proving
equality of the values represented.

Then Sections III-IX discuss each phase of our method in
detail, from initial setup to creating and verifying the final
proof of correctness of the election outcome.

Section X shows how to extend the basic method to one that
tolerates a certain number of failures of the mix-net servers,
by using Shamir’s secret-sharing method.

Finally, Section XI provides some discussion of the practical
aspects of our methods, and Section XII concludes.

II. PRELIMINARIES

A. Notation

We let z || y denote the concatenation of z and y.

B. Representations modulo M

For a given race, votes and values used in the system are
described by values modulo a given integer M. Here M is
chosen large enough so that any voter choice (including a
“write-in” choice) may be represented by a unique integer
modulo M. In the following, additions and subtractions of
values are performed mod M.

Our methods are independent of the way such values are
used to represent candidates or complex choices (as with
preferential balloting).

Some of our methods (see Section X) require that M be
prime.

C. Split-Value Representations

Our methods are adapted from those of [8], [9].
Definition 1: Let x be a value modulo M, so that 0 < z <
M. A split value representation of x is any vector

X = (u,v)

where u and v are values modulo M such that x = u + v
(mod M).

Definition 2: We define the value of a split-value represen-
tation X = (u,v) modulo M to be

VAL(X) = (u+v) mod M .

Note that there are M different split-value representations
of any given value z, since u can be arbitrarily chosen from
{0,1,..., M — 1}, and then the corresponding v derived via
v = (x —u) mod M.

Definition 3: A random split-value representation of a
value z modulo M is a randomly chosen split-value repre-
sentation of x modulo M.
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D. Commitments

Commitment to values mod )M We use a commitment
function CoM(K, u) employing a (randomly chosen) key K
to commit to value « modulo M.

It is assumed that COM is computationally hiding: given the
value C' = CoM(K, u), it is infeasible to gain any information
about u.

Opening a commitment COM(K, u) means to reveal K and
u; this opening can be verified by re-computing COM (K, ).

It also assumed that it is computationally infeasible to
find two pairs (K, u) and (K',u') such that COM(K,u) =
CoM(K',u’). This renders the commitment by COM to be
computationally binding; no one can open a commitment in
more than one way.

CoM can be implemented, say, by use of AES with 256 bit
keys, or with the HMAC cryptographic hash function.

We sometimes write COM(u) instead of COM (K, u), with
the understanding that a randomly chosen K is used (which
is revealed with u when the commitment is opened).

Commitment to split-value representations

Our use of a commitment to a split-value representation
is analogous to the “encryption” of a choice in other E2E
methods.

Definition 4: A commitment COMSV (X)) to a split-value
representation X = (u,v) is a pair of commitments, one to
each component:

CoMSV(X) = (CoM(u),CoM(v)) .

Note that COMSV (X)) denotes commitment to a split-value
vector representation of a value 2, 0 < 2 < M, while COM(u)
is a commitment to a value u, 0 < u < M.

The following fact is crucial to the security of our methods.
Fact. If just one of the two coordinates u or v in a commitment
to a random split value representation X of a value z is
opened, then no information about the value x is revealed.

E. Proving equality of commitments

The nice thing about commitments to split-value represen-
tations is that they can be (probabilistically) proved equal
without revealing the values represented.

Suppose a Prover asserts that

CoMSV(X) =
CoMSV(Y)

(CoM(u1),CoM(vy))
(CoM(uz), CoM(vs))

represent the same value: VAL(X) = VAL(Y). To prove this,
the Prover first reveals t, where

(mod M) and ()
(mod M) 2)

t = U — U

t = V1 — V2

The Verifier then picks a random value ¢ € {1,2};ifc=1
he asks the Prover to open COM(u;) and COM(uz). Otherwise,
the Prover must open COM(v1) and COM(vy). The Verifier
correspondingly checks (1) or (2). The Prover fails if the
checked equation fails.

Fact. If VAL(X) # VAL(Y), then the Prover fails with
probability at least 1/2.

It is very important that a given split-value commitment
should not participate in more than one such proof. Otherwise
both its components may be revealed, thus revealing the value
represented.

Generalization to tuples We use a generalization of the above
proof method, wherein X is replaced by a tuple X5, Xo, X3
such that VAL(X) = VAL(X;) 4+ VAL(X3) + VAL(X3), and
similarly for Y and Y7, Y5, Y3. (This is for our default three-
row proof server arrangement; more values are used if there
are more rows.)

A proof of the equality that

VAL(X1) + VAL(X3) + VAL(X3) =
VAL(Y7) 4+ VAL(Y2) 4 VAL(Y3)

proceeds just as before, except that opening the first com-
ponent of X is replaced by opening the first component of
each of X, Xo, and X3, and opening the second component
of X is replaced by opening the second component of X1,
Xo, and Xg3; similarly for Y. Again a value ¢ such that
X1+ Xo+ X3 =Y, + Y2+ Y3+ (—t,t) is posted by the
Prover.

The basic fact (that a cheating Prover is unmasked with
probability at least 1/2) remains true.

F. Proving Equality of Arrays of Vote Values

We further generalize such proofs of equality to proofs of
equality for lists of length n of commitments to vote values.

In our mechanism votes are represented by triplets 7' =
(X,Y, Z) and committed to as

COMT(T) = (CoMSV(X),CoMSV(Y),CoMSV(Z)) .
By definition,
VAL(T) = (VAL(X) 4+ VAL(Y) 4+ VAL(Z)) mod M .

Assume that a Prover has posted in a SBB two arrays of
commitments to triplet representations of values:

CoMT(Ty), CoMT(T3), ..., COMT(T3,)
CoMT(T}), CoMT(T3y), ..., COMT(T),).

The Prover claims that VAL(T}) = VAL(T}) for 1 < j < n.

To post a proof of correctness on the SBB, the Prover
posts the values ¢4, ..., t, required for proving the claimed
equalities.

Afterwards, employing appropriate randomness (see Sec-
tion VIII), n random independent values ¢; € {1,2},1 < j <
n, are computed and posted by the Verifier.

Now the Prover constructs and posts a corresponding proof
for each claimed equality VAL(7;) = VAL(T}), 1 < j < n,
which can be verified as shown above.

Theorem 1: If more than k of the claimed n value equalities
are false then the probability of acceptance of the claim is at
most (1/2)F.
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Proof: If for an index j, VAL(T;) # VAL(T}), then
the probability of the inequality not being uncovered is at
most 1/2. Because of the independent random choice of the
challenges c; € {1,2}, 1 < j < n, the probability of not
uncovering at least one of the k inequalities is most (1/2)*.

|
This completes our review of the mathematical preliminaries
needed for our methods.

III. SETUP

We now begin our more detailed description of our method,
beginning in this Section with the Setup phase.
See Figure 1 for a graphic depiction of the overall method.

A. Choice of M

We assume that there is only one race in the election. (The
entire method can be replicated for additional races.)

A value of M is chosen so that each possible choice a voter
can make in this race (including write-in votes, if allowed),
may be uniquely represented as a value w, where 0 < w < M.

If the extensions of Section X are used that use Shamir’s
secret-sharing method [12] to handle failing servers, then M
should be prime.

B. Tablets and Servers

The voter casts her vote in a voting booth by use of a Tablet.
Multiple voters may vote on a single Tablet. A representation
of the vote is transferred as described below from the Tablet
to various to election servers.

Some of the servers are “mix servers” that anonymize the
vote by removing identifying information and shuffling them
according to a secret permutation.

The mix servers also act collectively as a “proof server” (PS)
that prepares a publicly verifiable proof of the correctness of
the election results.

The proof of correctness will be publicly posted by the PS
on an electronic Secure Bulletin Board (SBB) accessible to
voters, parties involved in the election, and the general public.

In this note, to achieve high assurance of voter privacy the
PS consists of nine independent devices Py ; , P2, P3; ,
j =1,2,3 (considered as three rows of three devices each).

It will be demonstrated that as long as no more than
two devices may leak out information, privacy of voters is
protected. Generalizations for other parameterizations will be
described later. The obvious generalization to the case of ¢
leaky devices employs (¢ + 1)? devices.

C. Secure Channels

We assume that suitable arrangements are made for secure
channels between the tablets and the election servers.

For example, one may use three pairs (e;,d;) of a public-
key encryption method (PKE), for j = 1,2,3. Here e; is
a public encryption key, and d; is the corresponding secret
decryption key. Every voter Tablet has all public encryption
keys ej, j = 1,2,3. Every P;; has the secret decryption
key dj .

However, in such an implementation, the public-key decryp-
tion may become an overall computational bottleneck. Thus,
we recommend using a simple hybrid encryption method to
set up private symmetric keys, employing only one PKE en-
cryption key per tablet and the corresponding PKE decryption
key by the Proof Server per Tablet. This reduces the overall
PKE decryption time significantly.

Each proof server also has secure channels to every other
proof server in the same row or column.

IV. VOTE CASTING

We assume that the Voter’s Tablet is given (or creates) a
unique ballot id bid for each voter.

The Voter’s Tablet takes the Voter’s V' vote w, where 0 <
w < M, and randomly represents w as a triple (z,y, z) such
that

w=(x+y+z) mod M .

It then creates random split-value representations of x, y, and 2
as X = (u1,v1), Y = (ug,v2), and Z = (us,vs). Tablet
chooses for X random keys K;, K, and sends to P; ; the
ballot representation:

bid, CoMSV(X), PKE(e1, (K1,u1) || (K2,v1)))
where
COMSV(X) = (COM(Kl, 'I.Ll), COM(KQ, ’Ul)).

Similarly a message containing COMSV(Y') is sent to P 1
and a message containing COMSV(Z) is sent to Ps 1, using
different pairs of random keys for each commitment, and
using e for encryption for P ;, and e3 for encryption for
Ps 1. In this way the Tablet sends to the first device in each
row a portion of a distributed representation of vote w (each
portion being a commitment to a split-value representation of
a component of w, where the components add up modulo M
to w).

The use of the above split value representations X, Y, Z,
for x, y, 2, is one of the main innovations of this paper. It is
used in creating the publicly verifiable proof of correctness of
the submitted votes and of the tally of the election.

As part vote-casting, the voter may participate in a “cast-or-
challenge” protocol see Benaloh [13] to verify that her Tablet
has faithfully represented her choice(s). We omit details.

V. POSTING OF VOTE RECORDS

In E2EVV each ballot is encrypted and posted on a secure
public append-only Bulletin Board (SBB) [14].

All encrypted ballot information received from Tablets is
publicly posted on the public Secure Bulletin Board, so
that voters may confirm their correct reception. To simplify
procedures, a voter is given on her receipt the ballot id bid of
her vote, and the postings may be in order of ballot id.
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Fig. 1. An illustration of the method for n = 4 voters. Information flows from left to right. Each voter
sends an encrypted share of his vote to each of the servers in the first column; these encrypted shares are
also posted on a secure bulletin board. Each column obfuscates and reshuffles its data (each server in a
column using the same random permutation) before sending it on to the next column. The information
flow from the first column to the output is repeated 2m = 4 times (with different randomness used each
time). A “cut-and-choose” method randomly selects m columns of output lists to be re-routed back to be
compared for consistency with the input. The other m columns are opened, checked for consistency, and
posted to reveal the election outcome. A proof of the correctness of the election outcome is then prepared

and posted, as described in the text.

VI. VERIFICATION OF POSTINGS

The voter was given a paper receipt from the Tablet giving
a hash value of what should be posted, to enable simple
verification of correct inclusion of her ballot.

Every voter can then verify that the cipher text of her
ballot has been properly posted, this without her being able to
convince anybody what her actual vote was. (The voter does
not know how to open any commitments.)

VII. MIXING

The implementation of a fast verifiable mix-net, described
in this Section, is one of the main contributions of this paper.

We emphasize that the required computational primitives
are just additions mod M of integers of value at most M, and
concealment of integers u of size at most M as COM(K, u)
by a fast commitment function COM(:,-). These primitives
are done on individual proof servers P;;, not in a multi-
party fashion, and are executable on ordinary laptop or desktop
computers at the rate of millions of operations per second.

Our mix-net, consisting of Py ;, P»j, P34, j = 1,2,3,
creates and publicly posts 2m arrays of length n, each of
which is a secret random permutation of the (encrypted) votes
Wiy «oey Wp.

Why are 2m permuted lists produced, instead of a single
one, as is usual for mix-nets? The answer is that we need
half of them to check against the posted inputs, and half to
produce the desired election outcome. Because no split-value
commitment can be compared for equality more than once,
we need multiple copies to make this approach work out.

The actual number 2m used depends on the degree of
correctness assurance the system is designed to achieve; The-
orem 3 in Section IX shows that 2m = 24 provides high
assurance.

Decryption. To begin, P; 1, P> 1, P51, each using its private
decryption key, opens its received commitments.

The Proof Server PS device P;; has the secret decryp-
tion key dj. It decrypts for each Ballot component X the
PKE(ej,(K1,u1) || (K2,v1)) part. The revealed values
(Kj,u1), (Ko,v1) are checked as the correct opening of
CoMSV(X), enabling P; ; computes VAL(X) = 2 = (u1 +
v1) mod M.

Now P, ; has the sequence of X-components z1, ...
of the n vote values wq, wo, ..., Wy,.

Similarly P ; computes yi, ..., ¥, and P5; computes z1,
..., zn. Here the first vote is w; = (21 + y1 + 21) mod M.

71.77,
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Even though first-column devices now have components in
the clear, the distribution of a vote value w as the sum mod
M of z, y and z and sending each component to a different
P; 1,7 =1,2,3, ensures that if at most two devices are leaky,
the vote remains secret.

First column obfuscates and shuffles. To create an output
array consisting of the n vote values concealed and randomly
permuted, the servers P 1, P51, P31 comprising the first
column of the PS first obfuscate and then shuffle the list of n
vote values, before passing them on to the next column.

Obfuscating: The first-column proof servers create an obfus-
cation of the list of n vote values.

Definition 5: We say that S| = (x}, v}, z{) is an obfuscated
Sform of S1 = (x1,y1,21) if

Ty +yy+2 =21 +y1+2 (mod M),

that is, if S7 and S; represent the same value.

The method for P, 1, P> 1, P31 to obfuscate the first vote
value (represented as a triple S; = (x1,y1,21) in the three
servers) is to chose three random values pi, g1, 71 in the
range 0 to M — 1, subject to (p1 + ¢1 + 1) mod M = 0
and to compute ) = (p1 + 1) mod M by P, 1, etc. Similar
obfuscation is done on the components of the other n—1 votes
wy , ..., Wy using different randomly chosen triplets p;, g;,
r; for each obfuscation.

Shuffling: P; ; has now the values zf , ..., z},, P»1 has
the values ¥, ..., y,, and similarly for Ps ;. Now P; 1, P 1,
Ps5 ; together choose a random permutation 7 : {1,...,n} —
{1,...,n}.

Send data to next column. Then P;; transmits the ar-
ray x;(l),...,x; 10 Py 5. Similarly P, ; transmits the
array y;(l), e Yy 1O P, 5 and Ps;; transmits the array

/ ’
Zﬂ'(l)’ ceey Zﬂ(n)’ to P3’2.

Second column obfuscates and shuffles. The second column
Py 2, Py g, Ps3 o, repeats the same process of obfuscation and
shuffling, sending the obfuscated-shuffled array to the third
column P1’3, P273, P3}3.

Last column obfuscates and shuffles. Finally, P; 3, P» 3,
P33 again obfuscate and shuffle so that P; 3 has the ar-

ray (27, 7...,x;”(n)). Similarly for P»3 and the array
(Y(1)s -+ Yo(n)) and for Ps 5. Here o denotes the permuta-

tion of the original order of the ballots into the present arrays.

Posted of lists of votes. Server P; 5 creates and posts on the
SBB commitments (COMSV(X(,)),...,COMSV (X[ )))

to  split-value representations of the components
(xg’(l), . ,xg’(n)). Similarly, P, 3 creates and posts
(COMSV(Y(;’(’I)), A COMSV(Y;’(’R))) and so does Pj3

This total posted array of 3n commitments is one of the 2m
lists produced by the mix-net; the whole process is repeated
2m times to obtain the set of all 2m lists.

Remark. Note that in our method of shuffling, unlike in mix-
nets, components of votes are not shuffled amongst rows going

from one column to the next. They rather stay within the same
row obfuscated and in shuffled order.

Theorem 2: (Maintenance of Voter Privacy.) As long as
no more than two of the nine servers P; ; leak out unintended
data, there are at least one row and one column in the 3 x 3
array of servers P; ; that do not contain an improper server.
This, combined with the obfuscation and shuffling from one
column of servers to the next and the final obfuscation and
shuffling by the third column P; 3, P 3, P53 of servers, results
in complete secrecy of votes by individual voters, even if the
above output arrays of P; 3, P» 3, P33 are made public and
two servers of the PS leak out all their data.

We shall prove this theorem following the next remark. It

is assumed that the communications between any two mix
servers is secure.
Remark. If computations were properly done, then (!’ ’(1) +
ygzl) + z(’f’zl)) mod M = w, (1), etc. That is, from the output
arrays of P, 3, P» 3, P33, the votes wy, ..., w,, can be directly
read off (in the order o).

Proof: In first phase of obfuscation and shuffling going
from the first column P; ;, P>, P3; to the second column
P15, Py o, Ps o, obfuscating a typical S1 = (z1,91,21) into
St = (x1,y1,21) by use of p1, g1, r1. Note that P; ; keeps x1
and 2 in its own memory. Similarly for P, P51 and their
components of Sy and Sj.

This implies that even though p;, g1, r1 are known to all
three of P 1, P» 1, P51, nothing is revealed about components
of votes stored in non-leaky devices.

The same holds about obfuscation and shuffling going from
the second column P 2, P52, P32 to the third column P 3,
Py 3, Ps 3.

Once the third column P 3, P» 3, P 3 is reached either it
or one of the two preceding columns do not contain any leaky
device. Thus third-column outputs protect voter privacy. H

VIII. RANDOM CHALLENGE

We note that the proof servers have a need for random
values of two distinct flavors:

e Internal randomness. The PS needs random values to
create random split-value representations random permu-
tations, etc. These values should be unpredictable to out-
siders, but need not be unpredictable to the proof servers
themselves. For these purposes, the proof servers may use
what we call “internal randomness”: truly random sources
available only to each proof server.

o External randomness (for challenges). The proofs of
correctness need random challenges (e.g. for the cut-and-
choose of m lists out of 2m, or for the proofs of equality
of split-value commitments) that are unpredictable even
to the proof servers (as they may be malicious). These
random challenges may be obtained in either of two ways:
in the Fiat-Shamir style [15] as the hash of the current
SBB, or from a random external source (e.g. a dice-rolling
ceremony). The former approach has the advantage that
the (pseudo-)random values obtained by hashing the SBB
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may be verified by anyone, but has the disadvantage that
an evil proof server may try many values to be posted
on the SBB until the SBB hash is to its liking. Thus, the
value of 2m may need to be significantly larger if the
Fiat-Shamir method is used. Our analyses assume that
the challenges are derived from a truly random external
source; appropriate adjustments to the value of 2m should
be applied if the Fiat-Shamir method is used.

IX. PROOF OF CORRECTNESS

The election outcome and associated tally, as well as a proof
of correctness of the announced results, are also posted on the
SBB, and can be verified by anyone.

Posting of split-value representations of mix-net outputs.
The device P, 3 creates random split-value vector represen-
tations X/, for 2,4, 1 < 4 < n, and commitments
COMSV(X(;’Ei)) for 1 < i < n. Similarly for P 3 with the
y(’j’zz) and P; 3 with the z(’T’Ei).

Using the notation of Section II-F P; 3, P, 3, P3 3 together
prepare and publicly post for 1 <7 < n:

COMT(T, ;) =
(CoMSV (X)), COMSV(Y(;)), CoMSV(Z])))  (3)

This process of obfuscation, shuffling and posting an array
of the form (3) is repeated by the PS 2m times, where 2m is
chosen to yield the desired assurance of correctness. Each of
these posted arrays is of course created by use of a different
permutation of {1,... ,n}.

Cut and Choose. By use of randomness extracted from all
posted data together with an independent random seed, m of
the posted lists (3) are randomly chosen for a proof of value-
consistency with the posted concealed votes (see Introduction).

Proving consistency with cast votes: Each of these m chosen
arrays (3) is rearranged by the Proof Server in the order of
of bids, hence in the order of the submitted-posted concealed
ballots. This is done by backtracking for the chosen arrays,
the permutations used by each column.

The permutations o for the m chosen arrays are posted, as
are the values (¢;, —t;) used in the proof. For brevity we omit
the simple details of how P 3, P 3, P’3 3 compute and post
the pairs (¢;, —t;) , 1 <i < n.

Now the randomness is used to open one coordinate in each
of the commitments in the posted concealed ballots and the
corresponding commitment in each of the m rearranged arrays
(3) and prove equality of values by the method of Section II-F.

By Theorem 1, if even one of these m lists differs from
the ballot list by more than k& values then the probability of
acceptance is at most (1/2)*.

Posting and verification of the election outcome: Now all the
other m permuted lists are opened and the values are revealed.
Only if all opened lists are permutations of the same values
is the proof of correctness accepted. The election outcome is
then the result of applying the appropriate tallying function or

election outcome determination function to any of the opened
lists. (We assume that the election outcome does not depend
on the order of the ballots.)

Level of assurance provided. We now analyze the level of
assurance provided by the posted proof.

Definition 6: Call a permuted array of n values k-good if
when re-arranged in the order of the originally concealed n
ballots posted by the tablets on the PS, it differs from the
concealed ballot values in fewer than k locations.

Theorem 3: The probability that the opened arrays (3) are
permutations of the same values but they are not k-good, i.e.
the probability of accepting an announced tally result differing
from the correct tally by more than k£ vote values is at most

1/C(2m,m) + (1/2)* ~ V/3.14m/2*™ + (1/2),

where C'(2m, m) is the binomial coefficient ”2m choose m”.
Proof: Call H the set of m lists of n ballots revealed by
Py 3, P53, P3 3. Assume that one, and therefore all, of these
ballot lists is not k-good. The probability that in the cut and
choose the set H is chosen to be opened is 1/C(2m,m). If H
is not chosen then the proof of value consistency is conducted
on at least one array of n concealed ballots which is not k-
good. The probability of this happening and proof of correct-
ness being accepted is at most (1 — 1/C(2m,m))(1/2)*. =&
For the case of no more than 20 wrong votes we use 2m =
24 and the probability of accepting a proof of correctness while
there are more than 20 discrepancies is less than 1.38/22°.

X. COUNTERING DENIAL OF SERVICE ATTACKS (DEVICE
FAILURE)

It is relatively straightforward, using well-known secret-
sharing methods, to provide increased robustness against the
possibility that one or more of the proof server devices may
fail. As noted in the introduction, Cramer et al. [6] have also
used secret sharing to improve robustness of a voting system.
(Their paper employs homomorphic encryption and unlike the
present work reveals only the final value of the vote count.)

These methods allow construction of systems satisfying
specified robustness requirements in addition to voter privacy
protection. When failures may occur, then obfuscation is done
by the method of proactive secret sharing (see [16]), rather
than the method described in the example of the previous
sections. Because Shamir secret sharing is used, M is chosen
to be a prime number, say M = 1009.

For example, suppose we wish to protect against one device
failure and one leaky device; we’ll use a PS with four rows
and two columns. The votes are (4, 3)-shared by in the finite
field F'); by the voter Tablet and the shares of each vote are
securely sent to four devices P 1,..., P4, comprising the
first column of the PS. With (4, 3)-secret-sharing each value
is split into four shares, such that any three (but not any two)
suffice to reconstruct the value.

Every first-column Proof Server device P;. (4,3)-shares
the value 0 among the 4 devices in the first column. Every
P; 1 adds the received shares of 0 to its input share. (This is
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done separately for each vote.) The first column devices shuffle
the obfuscated quadruples and every P;; sends its obfuscated
share to Pj>. The second column of the PS obfuscates and
shuffles, produces the results as output.

Now the servers Pjo, Py, P32 , Pso of the second
column each prepares an array of commitments to split value
representations of its permuted array of shares of the n vote
values wj , we , ...w, . These commitments are posted on
the SBB. This whole process is repeated 2m times. Then the
m permuted arrays of the (4, 3) shares of the n vote values
wy , We , ..., W, , are posted as in Sections VII-IX.

In general, if at most f devices may fail (where f > 0)
and at most ¢ may be leaky, then PS may have r rows and ¢
columns, where r > f + /4 2 (to protect votes from leaking),
use an (7, ¢ + 2) secret-sharing method, and choose ¢ > ¢+ 1
(to protect the shuffles). If f = 0, then the number of rows and
the number of columns need only be ¢+ 1, as in the example
of the previous sections.

For additional protection against possibly malicious servers,
one may for example employ Trusted Platform Module (TPM)
technology. Work in progress (to appear) presents additional
methods for countering malicious servers who attempt to
actively disrupt the protocol. Of course, when paper ballots
are available (as with Scantegrity or Star-Vote), one can always
recover the correct election outcome by counting them.

XI. PRACTICAL ASPECTS

We consider some practical aspects of the proposed method,
such as time and storage requirements.

Assume that the number n of ballots is 106, the number
of tablets is 10%, and that we use 2m = 24. The following
numbers are for a typical desktop computer or laptop, which
can execute 200 private-key operations (e.g. RSA 2048-bit)
per second or 8 million commitments (AES operations) per
second. Assume that PS has » = 3 rows and ¢ = 3 columns.

Time to decrypt votes from tablets: This requires 10*
private-key operations (using a hybrid method) per first-
column PS device—about 50 seconds. It also requires about
10 openings of pairs of commitments—under a second.
The 50 seconds for the private-key operations is the major
component of the running time. The last-column PS devices
must prepare 24 arrays of length n with 6 commitments
per vote—about 18 seconds (six seconds if the last-column
processors do this in parallel). The time to create the random
permutations is negligible.

Size of proof: If each commitment COM(u) is assumed to
require 30 bytes, then the overall size of the proof is about
25 x 2 x 3 x 30 x 10° bytes (4.5GB), about the size of a movie;
the proof can be downloaded on an typical internet connection
in a few minutes at most, and checked in a couple of minutes
on a typical laptop.

Code: A 2800-line python program for running simulated
elections was written and tested; in experiments it performs
flawlessly and rapidly. (See https://github.com/ron-rivest/
split-value-voting .)

XII. CONCLUSION

The methods presented here provide new ways for im-
plementing verifiable mix-nets and thus end-to-end verifiable
voting. The new methods are particularly efficient since they
do not require any modular exponentiations or public-key
operations. We believe that the efficiency and generality of this
solution render it practical for actual deployment in elections.
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Abstract—Technology is advancing in almost all aspects of our
everyday life. One interesting aspect is the possibility to conduct
elections over the Internet. However, many proposed Internet
voting schemes and systems build on unrealistic assumptions
about the trustworthiness of the voting environment and other
voter-side assumptions. Code voting — first introduced by Chaum
[Cha01] - is one approach that minimizes the voter-side as-
sumptions. The voting scheme Pretty Understandable Democracy
[BNOV13] builds on the idea of code voting while it ensures
on the server-side an arguably practical security model based
on a strict separation of duty, i.e. all security requirements are
ensured if any two components do not collaborate in order
to violate the corresponding requirement. As code voting and
strict separation of duty realizations come along with some
challenges (e.g. pre-auditing phase, usability issues, clear APIs),
the goal of our research was to implement Pretty Understandable
Democracy and run a trial election. This paper reports on
necessary refinements of the original scheme, the implementation,
and a trial election among the different development teams.

I[. INTRODUCTION

The advance of technology, more and more, impacts our
everyday life. Shopping, banking, or chatting with friends no
longer depends on physical presence but may be easily done
independent of time and location by digital means. In recent
years, even fundamental processes of democracy have come
into the focus of technological advance. Amongst the most
attractive options is the possibility to conduct elections over
the Internet. Since the seminal work by Chaum [Cha81], many
works addressed the challenge of voting over the Internet ad-
dressing a broad set of security requirements, see for instance
[LSBVI10]. It turns out, however, that most of the present
schemes rely on unrealistic assumptions to ensure security: for
instance, the JCJ [JCJO5] scheme relies on the voter’s platform
being trustworthy and the Helios voting system [AdiO8] relies
on the voter conducting a complex verification procedure
several times. The number of infected computers' shows that it
is not realistic to rely on voters to ensure that their platforms
are trustworthy. It has also been shown (e.g. in [KOKV11])
that in particular with the Helios voting system, verifiability is
not accessible to voters. Furthermore, Olembo et. al [OBV13]
have shown that voters do not even see the need to verify their
vote due to their trust mental models.

Code voting — first introduced by Chaum [ChaOl] — is one
approach that minimizes the voter-side assumptions. Since its
invention several code voting schemes with different advan-
tages and disadvantages have been proposed [HS07], [JRF09],
[RTO9]. Recently, Budurushi et al. [BNOV13] proposed a

I According to [Pan14], in 2013 31.53% of all computers were infected by
malware
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new code voting based Internet voting scheme, Pretty Under-
standable Democracy (PUD). It ensures an arguably practical
security model based on a strict separation of duty, i.e. all
security requirements are ensured if any two components do
not collaborate in order to violate a corresponding requirement.
Furthermore, the authors’ goal was to keep the scheme as sim-
ple as possible. To date, PUD has not been implemented and
therefore has only been considered from a purely theoretical
perspective.

Contribution. As code voting and strict separation of duty
realizations come along with some challenges for the im-
plementation process, the election preparation and the vote
casting (e.g. pre-auditing phase, usability issues, clear APIs),
the goal of our research was to implement Pretty Under-
standable Democracy and run a trial election. In order to
implement components by a rigorous separation of duties,
we decided to implement components by group-wise student
projects within a computer science class at the Technische
Universitdt Darmstadt, Germany. In this paper, we present
several improvements and refinements made to the original
scheme. Thereafter, we report on our experience about the
implementation of the revised scheme and running a trial
election among the different development teams (each team
being responsible for one component).

Related Work. Chaum’s seminal work on code voting
[Cha01] has motivated many researchers to build their schemes
upon the same idea, e.g. [HSO7], [JRF09], [RT09]. The Nor-
wegian Internet voting system [iEGT12] also uses some kind
of code voting. While their verification code approach pre-
vents single components from undetectably violating integrity,
secrecy builds upon the assumption of a trustworthy voter
platform [KLH13]. The only scheme we are aware of following
the distribution of trust principle as precisely as PUD is Pretty
Good Democracy (PGD) [RT09]%. As opposed to PGD, PUD
is tailored towards understandability and therefore real-world
applicability. A more thorough review of the related work can
be found in [BNOV13].

PUD in a Nutshell. Code sheets in PUD have three parts:
The first part consists of a permuted list of candidates, the
second and third parts consist of random and unique codes. The
code parts each hold one further code which corresponds to an
acknowledgement code. Throughout the code sheet generation,
the respective authorities commit on their generated code
sheets by encrypting them with an additively homomorphic
encryption scheme (in our case ElGamal) and publishing
the code sheet parts on a bulletin board. Before randomly

21t should be emphasized that PGD’s adversary model is stronger because
stored-as-cast integrity can be increased linearly with number of trustees, while
PUD allows further conspiracies to violate integrity.



sending out composed code sheets to voters, a fraction of
code sheets is audited by comparing the printed code sheets
to the encrypted version on the bulletin board. Once, the voter
casts the concatenated code (from the second and third code
sheet parts) which corresponds to her preferred candidate, the
code parts are forwarded to the authorities that generated the
respective parts. Given the encryptions of code sheet parts,
both authorities are able to re-encrypt the candidate ciphertext
that corresponds to that code without knowing the candidate
within that ciphertext. In the tallying phase, the published
candidate re-encryptions are summed up homomorphically and
distributively decrypted. By calculating the discrete logarithm,
the final result can be obtained. The tallying process is publicly
verifiable.

Remark. The full version of this paper [NFSF14] contains
an extended introduction to the PUD scheme and all user
interfaces. For a detailed review of PUD’s security model, we
refer the reader to the original PUD publication [BNOV13].

II. PRELIMINARY SETTING AND TASK ORGANIZATION

Pretty Understandable Democracy (PUD) has been imple-
mented within a student project as part of the lecture Electronic
Voting in the winter term 2013/14 at the Technische Universitit
Darmstadt, Germany. Students participating in this course had
a background in computer security and cryptography.

1) Pre-considerations: Before the course started, it has
been agreed on which parts should be realized and which are
not realistic within a course exercise. First, we simplified the
authentication step during the election process by simply using
the voter’s name instead of a strong authentication method. In
PUD, any communication between two components is secured
by applying TLS. In contrast to a real-world system, the project
management team signed the public key for each component
and acted as a Certificate Authority. It was decided that the
servers did not have to be protected against hackers etc..
In a real-world scenario protection against several threats,
like denial of service attacks (DoS), would be necessary but
was out of scope for the implementation task. However, this
enabled the students to use their own laptops. Motivated by
a newspaper report® we decided to tailor our trial election
towards the ”Biirgerschaftswahl” (which translates to State
Election) of the Hanseatic City of Liibeck and implemented
the respective ballot from the last state election. Furthermore,
it was decided that 35 — 40 voters (i.e. all students and
supervisors) should be eligible to vote in the trial election
at the end of the semester. The software development teams
were free to choose any programming language, as long as
they were able to provide communication interfaces for the
other components. This had several advantages: First, due to
the different programming skills within specific languages,
students could build upon their preferred languages. Second,
relying on one single programming language could result in
system vulnerabilities due to the compiler. An adversary could
corrupt the whole system by just corrupting the used compiler.
By using different programming languages, also different com-
pilers/interpreters are used. For distributed key generation and
tallying, we extended an already existing Android application
[NKMV13]. We defined a threshold of two out of three.

3http://www.segeberger-zeitung.de/Schleswig- Holstein/Landespolitik/
Kommunalwahl-2013/Albig-erwaegt-Online- Wahl
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2) Organization: There were several software development
teams (each one consisted of 2 to 3 students) while each team
was assigned to one component and one phase. There were
the following software development teams: Voting authorities
(VAI and VA2) VAI-setup, VAI-voting, VA2-setup, VA2-voting,
Trustees-audit, Trustees-tallying, the registration authority RA-
setup, RA-voting. In addition, there were the project manage-
ment team, the bulletin board (BB) team, and the distribution
authority (DA) team. Students in the software development
team were explicitly told to not copy any code from other
groups to ensure the required separation of duty (SoD).

3) Schedule: The lecture started on October 18, 2013.
There were two sessions to discuss the PUD scheme. The
group assignment was done afterwards. Correspondingly, the
software development part started on November 5th, 2013 and
the trial election was scheduled for February 7th, 2014. Thus,
the teams had about three months time to implement and test
their components.

4) Project management: The software development teams
were asked to send their component design, their interfaces
and their project schedule until November 15th, 2013 to the
project management team. This was done in order to detect
and correct design flaws in an early stage of the development
process. As target date for the first integration test, the project
management team proposed January 15th, 2014. During the
development process the software development teams were
free to organize themselves, but they were repeatedly asked
to report their current status to the project management.

III. PROTOCOL REFINEMENTS

After foundational concepts of electronic voting were in-
troduced to the students, there were two lectures on Pretty Un-
derstandable Democracy in which the scheme was introduced
and discussed with the students. During these discussions, a
couple of improvements were identified. These are proposed
and discussed in this section.

Candidate encoding. The original proposal was to encode
candidates within one single ciphertext. Due to the fact that
throughout the tallying process, all encryptions are summed up,
each individual encryption of a candidate must also encode
null encodings of all other candidates. As a consequence,
computing the discrete logarithm for such a complex encoding
results in a computationally-intensive task even for small-scale
elections. Following the multi-candidate punch-hole vector-
ballot by Kiayias and Yung [KY04], our revised scheme
encodes each candidate into a separate encryption indicating
whether the candidate is selected or not. Therefore C' encrypted
blocks are sent where C' is the number of candidates. Each
block has the form {g”}}, =~ where r is a random number and
x is the number of votes for this candidate. If the voter has
exactly one vote this is either 1 or 0. For example there are
3 candidates and the voter votes for candidate 1 and 3. The
corresponding encodings are (g',¢°, g') and the respective
encryptions are given as ({g'},}. ,{9°};7. . {9’} ). Due to
this improvement the necessary number of re-encryptions is
increased to C' for each voter. Furthermore during the tallying
process 2 - C' homomorphic sums are calculated. To overcome
these drawbacks compared to the encoding in [BNOV13] the
tallying performance is improved. The encrypted homomor-
phic sums for each candidate are given as ¢g°',g“*,...,g°"



where ¢; describes the number of votes for candidate i. To
solve g“ the discrete logarithm problem has to be solved but
the number of necessary modular exponentiations to find all
¢; 1s limited to 210:1 ¢; <V modular exponentiations where
V' is the number of eligible voters. This is solvable by using
brute-force. Compared to up to V- 10(C=11108,,(")1 modular
exponentiations which are necessary to tally as described in
[BNOV13] this is a significant improvement.

Cross-checking indices and positions. Originally, PUD pre-
scribed the following procedure: After RA split the voting code
apart and forwarded the respective parts to VA/ and VA2, VAI
and VA2 independently re-encrypt the ciphertext related to the
specific voting code (over index and position of the voting
code). It turns out that a malicious voter might however prevent
the computation of an election result by submitting code parts
that represent different candidates, e.g. on the middle code
sheet part, the voter would chose the code at position 3 and
at the right code sheet part, the voter chooses the code at
position 4. In such a case, VAI and VA2 would re-encrypt
different candidates and the computed homomorphic sum of
both authorities would differ. Therefore, in addition to validity
checks, VAI and VA2 cross-check that they obtained codes
of the same index and the same position. In case the code
is invalid or a mismatch is detected, VAI and VA2 log the
corresponding request and inform RA that informs the voter.

Code length. The PUD scheme builds upon the use of vot-
ing codes to ensure the conduct of secure elections. The length
of these codes plays a substantial role to the scheme because
it directly impacts security and usability of the scheme. In the
final part of this section, we therefore analyze which length
voting codes shall have. In order to have unique codes, for C'
candidates and V' voters, there are at least (C' + 1) - V' codes
per VA required. To allow a sufficient proportion of the code
sheets to be randomly audited, a factor A is used. Therefore
A+ (C+1)-V codes are needed for each VA. Furthermore, the
codes generated by VAI and VA2 are disjoint which results in
a factor 2 of generated codes. Therefore 2-A-(C'+1)-V codes
are needed for both VAs. This means that loga(2-A-(C+1)-V)
bits are necessary for each code to ensure that all codes are
different. For the trial election, we set A = 2. With Base32
encoding, each code consists of 3 characters.

IV. IMPLEMENTATION

Programming Languages and Programming Interfaces.
The development teams agreed on Python, Java and Scala
as programming languages. Both parts of RA and BB are
written in Python, both parts of VAl and VA2 are written
in Java and the DA is written in Scala. In order to ensure
a smooth communication between the involved entities, the
students agreed on a REST API to receive and send data.
To publish the specific syntax for each command an internal
Wiki was used in which each team documented all available
commands for their API. Some students did never work with
a REST API and had to start learning it first.

Election Material and User Interfaces. The election materi-
als as well as the user interfaces were developed in an iterative
process, i.e. members of different teams provided feedback as
well as friends not being involved in the process. The election
material was developed by the DA team in close collaboration
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with the RA-voting team. Once visited the election website,
information about the Internet voting process is displayed
(see Figure 1(a)). In order to proceed, the voter needs to
click on ’Authenticate now’. The voter, then, authenticates
himself/herself. After being authenticated, the next interface
displays the election manual (similar to the election material
received together with the code sheets). The voter continues
by clicking on *Vote now’. The system re-directs the voter to
the next interface on which he/she casts his/her vote (Figure
1(b)). Both codes of his/her preferred candidate need to be
provided in the field next to ’Vote’. Spaces will be deleted
by the interface. The vote casting can either be completed
by clicking on ’cast’ or canceled. Once cast, the interface
displays the information that the vote has been successfully
cast and the respective acknowledgement code as shown in
Figure 1(c). The BB provides different sectors for all phases
of the election process. Every entity has read access and except
the Distribution Authority also write access. All data published
on the Bulletin Board is signed by the publishing authority. For
example, throughout the setup phase, commitments of code
sheets are published on the BB

Tests. To test their components the teams wrote their own
test cases. Unfortunately, some teams did not stick to the
plan on the first test, which was as announced on January
15th. Therefore, the final complete test took place at February
6th, 2014, only one day before the trial election. At the final
test some problems occurred, which had to be fixed: The
communication from any component to VAI did not work
because of a TLS error. Furthermore the tallying module
did not work correctly because the group did not implement
homomorphic tallying properly. To fix these problems, the
students worked until late night and the whole morning before
the trial election. This experience shows that time schedules
are even more important if (voting) systems are developed in
a distributed manner.

V. LESSONS LEARNED

The trial election was conducted on February 7th, 2014.
Assembling all the needed papers (three code sheets and the
election manual) took about 20 minutes (with one printer)
for the small trial election with 50 voters, where ten persons
in parallel took care of preparing the voting papers. This
process could possibly be improved by special machines. Even
without machines, the process could be organized in a way
that is acceptable as in many German cities the postal voting
material is also prepared manually. Auditing only five code
sheets took us more than 10 minutes. It just takes time to
open the envelopes and read aloud all the candidates, then
all the codes from VA and then all the codes from VA2 for
each audited code sheet. It even takes more time, if this is
done in a transparent manner, i.e. the present observers can
follow the process. When entering the codes, we noticed that
some participants were confused by entering both parts of the
code in the same text field. It might be worth providing two
different fields in future and clearly indicating which code to
enter in which field. The different views of the bulletin board
were clear to the participants. However, it was also discussed
that in case - due to transparency requirements - it is assumed
that also voters should understand the content of the bulletin
board, further information needs to be provided.
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(a) Welcome Interface.

Fig. 1. User-interface

VI. CONCLUSION

The present work reports about the experience of refining
and implementing Pretty Understandable Democracy (PUD)
and running a trial election with that scheme as part of a
computer science course. The insights gained throughout the
implementation and the trial election process are manifold
and serve as guidelines for future research. PUD has been
introduced as a theoretical concept and as such several details
remained open. This gap forms the motivation for the present
work. The first refinement is the multiple ciphertext encoding
of single votes, which reduces the number of modular exponen-
tiations needed throughout the tallying process significantly. In
order to prevent malicious voters from blocking the calculation
of the election result, the voting authorities cross-check the
consistency of voting codes. Furthermore, we analyzed the
required lengths of voting for different election settings. Fi-
nally, in order to conduct the trial election as close as possible
to real-world elections, we proposed user interfaces tailored
towards the state election of the Hanseatic city of Liibeck
which currently considers introducing Internet voting. The
contributions of this work builds one step towards PUD’s real-
world applicability knowing that there are many challenges
open challenges before its first usage. Throughout the trial
election, individual code sheet parts had to be combined into
one envelope and sent out to voters. This results in significant
organizational and time-intensive effort. We consider revising
the code sheet distribution process, thereby lowering the orga-
nizational effort. Discussions among the students and the staff
show that from a usability perspective the scheme is going into
the right direction. In order to evaluate the scheme’s usability
in an unbiased manner, user studies will be conducted in the
near future. PUD has been tailored towards a trade-off between
security and transparency. Nevertheless, the scheme builds
upon several cryptographic primitives. We plan to investigate
the scheme’s understandability by preparing information and
education material and evaluating it in user-studies.
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Abstract—This paper discusses the Decryption and Counting
Ceremony held in conjunction with the internet voting trial on
election day in the Ministry of Local Government and Regional
Development of Norway in 2013. We examine the organizers’
ambition of making the decryption and counting of electronic
votes public in order to sustain trust in internet voting. We
introduce a pragmatic approach to trust that emphasises the
inseparability of truth from witnessing it. Based on this and on a
description of how the event was made observable and how the
complexities in the counting process were disclosed, we discuss
what we term economy of truth from the perspective of the IT
community involved in the ceremony. We claim that broadening
the economy of truth by including more explicitly social and
political perspectives in the ceremony, and in internet elections
in general, and how witnessing is brought about, would make a
more solid case for understanding how democracy is transformed.

I. INTRODUCTION

Democratic elections in contemporary society, according to
Article 21, Universal Declaration of Human Rights, shall be
periodic and genuine; they shall be by universal and equal
suffrage and guarantee the secrecy of the vote. Practicing
elections in a manner that is compatible with these principles
raises, among other things, the question of who is involved in
organising, administrating and overseeing the electoral process
and the voting procedures, in particular. Thus the public
staging of the election, as well as public involvement in the
counting, have in many countries been constitutive elements in
preserving trust and legitimising a representative democracy.

Internet voting challenges these elements in a significant
and profound manner, as the public engagement in counting
is replaced by counting by computers that are managed by
technical experts. What is rarely addressed in detail, however,
is how the experts carry out their work, and how their activities
may relate to the public. The internet voting trials in Norway
in 2011 [2], [19], [29] and in 2013 [7], [22] stand out, as
the Norwegian Ministry deliberately experimented with the
idea of publicly overseeing the experts’ counting activities
during a public event, the so-called Decryption and Counting
Ceremony. The Ministry of Local Government and Regional
Development of Norway (hereafter the Ministry) was respon-
sible for designing and running the ceremony. The ceremony
took place on the premises of the Ministry on election day.

In this paper, we study in detail the way in which the
Administration Board (employed by the Ministry) rendered the
decryption and counting activities observable. The goal of the
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ceremony was to convince the audience that truth is produced.
The Ministry argued in advance that “Observation in the back
office combined with voter observation of return code replaces
the function of the observer in the polling station” [6]. We
mainly concentrate on the back office disclosure in order to
explore how the idea of trust in this event can be addressed.

Based on a pragmatic understanding of trust in science
and within science, and inspired by Shapin’s framework [26,
p. 6], we describe the ceremony and explore what we term
economy of truth from the IT community’s perspective. We
argue that broadening the economy of truth by articulating
more explicitly social and political perspectives may create a
more solid understanding of how democracy is transformed.
Our arguments intend to inform research communities in the
area of e-governance more broadly, when trust is a key concept,
as well as politicians and the public in general.

This paper is organized as follows: Section II introduces
a pragmatic, philosophically motivated understanding of trust
and its importance in everyday life as well as in scientific com-
munities, and briefly presents its relevance in understanding
trust in elections. Section III introduces the Decryption and
Counting Ceremony and its organizational set up, including
the legal bodies witnessing the event. Then, Section IV gives a
high-level understanding of the decryption and counting stages
of the Norwegian internet voting system as it was designed,
and sketches those procedures that were executed during the
actual ceremony to render parts of the system observable. The
description aims by no means at being a comprehensive outline
of all the details involved in the ceremony, but it serves mainly
to communicate the technical complexities and challenges in-
volved in the ceremony in a manner that is consistent with what
the organizers probably intended to achieve. More technical
information about the voting protocol can be found in [11].
Section V brings the insights from the various sections together
by discussing the economy of truth shaped by the Decryption
and Counting Ceremony from a technical perspective, as well
as a social and political perspective, and finally Section VI
concludes the paper.

II. HOW TO UNDERSTAND TRUST

Over the last decades the term trust has received increasing
academic attention. This is driven in part by our curiosity to
understand how contemporary societies work, not least the
role of trust in science in the making of society, as well



as the role of trust in producing knowledge within scientific
communities [15], [27], [33]. Predominant perspectives tend
to build on rational philosophical assumptions focusing on
individual rational decision making. In contrast, pragmatic
perspectives, which are the ones this paper follows, emphasize
the collective aspects in the making of social orders and in
knowledge production, and argue that whether actions are
rational or not do not belong to the individual actor, but it
also depends on how they are perceived by others [30, p. 19].
Of special interest in our context is Steven Shapin’s seminal
work on the origins of experimental philosophy [26]. Shapin
shows that the gentlemanly culture of truth telling that Robert
Boyle together with members of the Royal Society developed
was consequential for trust in their new natural science. Fur-
thermore he suggests that contemporary scientific truth claims
similarly involve the witnessing by specific scientific commu-
nities [26]. In relation to elections, this argument implies that
the community involved in the counting go hand in hand with
the community of accounting. Where Besselaar et al. [5] argue
that voters’ trust in the technology is more important than the
technical characteristics, we want to avoid in this paper the
dichotomy between trust/subjectivity versus things/objectivity
and argue that the concept of technical characteristics is closely
related to the witnessing of truth claims within a specific
scientific community.

Thus trust is involved in the dynamics in social ordering
in everyday life, as well as in scientific knowledge production,
as no single individual can constitute knowledge outside of a
community. “Truth consists of the actions taken by practical
communities to make the idea true, to make it agree with
reality” [26, p. 6]. Shapin stresses that pragmatic philosophers
reject a static understanding of truth, and emphasises the
close connection between truth and trust by pointing to their
etymological root in the Germanic word for tree: “Trust/truth is
therefore, like a tree, something to be relied upon, something
which is durable, which resists, and will support you.” [26,
p. 20]. The early pragmatist philosopher W. James compared
the investment in trust to a credit system: “Our thoughts
and beliefs pass, so long as nothing challenges them, just as
bank-notes pass as long as nobody refuses them.” [13, p. 88-
91]. In connection to elections, this argument suggests that if
people experience their government to be well working and
find elections are held and have been held in a fair manner,
they will continue trusting it until an event proves this wrong.
The recent evaluation report of the Norwegian internet trial
in 2013 [24] also makes this argument, suggesting that the
slight reduction in trust in elections which was perceived in
the municipalities involved in the internet election in 2011
had to do with its newness. But the moment people did not
experience any major public scandals, the level of trust was
reestablished [24].

This illustrates that trust not only involves routine interac-
tions, it includes deliberate decisions on whether to trust or
not, as well as distrust and scepticism. Trust but also distrust
“presuppose a system of takings-for-granted which make this
instance of distrust possible.” [13, p. 19]. Thus computer sci-
entists, especially cryptographers, share by training a specific
way of addressing a situation and discussing the relevance of
specific arguments. Hence the character of scepticism depends
upon the extent and quality of trust in a given community.
In a Scandinavian context it is often said that people trust
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their governments', meaning that if people express scepticism
and distrust, it should be seen against a solid quality of trust
as well. Scientific communities, or political communities to
mention some, may cultivate specific language games, ways
of making truth claims and discussing them. The opposite
of trust in Shapin’s account is “the public withdrawal of
trust in another’s access to the world and in another’s moral
commitment to speaking the truth about it (...). It is not just
that we do not agree with them; it is that we have withdrawn
the possibility of disagreeing with them.” [26]. Thus trust, as
well as distrust, are involved in making democratic societies
work, and without them societies may fall apart.

We are especially interested in the metaphor of economy
of truth that Shapin shortly introduces: “Knowledge is the
result of the community’s evaluations and actions, and it is en-
trenched through the integration of claims about the world into
the community’s institutionalized behavior. Since the acts of
knowledge-making and knowledge protecting capture so much
of communal life, communities may be effectively described
through their economies of truth.” [26, p. 6]. The metaphor
economy suggests that there are interests, costs, and values
involved in truth-making and hence trust-making, and that
protecting certain ways of understanding the world, may be as
important as producing knowledge. For instance, an economy
of truth shaped by paper ballots and public involvement,
is extraordinary in that it consists of all voters, including
election officials who know the regulations and procedures.
They perform a temporary community, distributed into several
minor communities all over the countries, who have to contrive
to work together locally and apply the regulations in practice.
More can be said about how computers are already applied in
many of their work activities. Suffice to say that the process is
nonetheless in economic terms sometimes described as people
intensive as opposed to technology intensive, following a
dominant logic in our economy of replacing human labour with
machines. In our context, internet voting as well as e-voting
involve new scientific communities of knowledge-making and
consequently other aspects of the economy of truth. Indeed,
they require new equipment and machines, which in Shapin’s
argument, depend on specialized knowledge and a community
that favours specific truth claims and ways of producing and
protecting truth, as we explore in this paper. One may talk, for
instance, about an economy whose monetary units includes
competences, truth claims and ways of dealing with them,
technologies, proofs, etc.

An important instrument for maintaining confidence in
the electoral process and giving elections credibility is often
expressed as transparency in every step [8], [32], meaning that
the government and the organizers do not hide activities from
the public. Practicing elections along these principles is a well-
established habit in Norway and has no doubt inspired the
Norwegian Ministry in organising the ceremony and trying to
create a public space to attest to the truth produced in the
counting of internet votes.

! According to the OECD’s Better Life Index [20], 66% of people in Norway
say they trust their national government, being one of the highest rates in the
OECD and much higher than the OECD average of 39%.



III. THE DECRYPTION CEREMONY

In June 2013 the Ministry appointed an Internet Election
Committee (IEC), to ensure that the internet voting trial was
conducted in accordance with the regulations, and in a manner
that is open and the voters could trust [16]. The idea was
to have a group of people, independent of the Ministry, to
supervise the preparation, conduct verification and approve the
results, besides having the authority to suspend or cancel the
trial in case of irregularities. The members of this commit-
tee were also involved in the decryption event, as we will
later see. The nine members covered technical and political
competences, and also included a representation from the
municipalities involved in the trial: one member from the Nor-
wegian Data Protection Inspectorate, an election researcher, a
cryptographer, the chairmen of the Election Boards of three of
the counties, and three regular voters selected from the pilot
municipalities [16]. In addition, a verification team consisting
of three people with electoral and technological expertise was
appointed to check the correct behaviour of the decryption and
counting process [22].

The composition of the new legal institutions is noteworthy,
as it suggests that political and social competences are also
important in accounting for the event, besides only technical
expertise. At the same time, the internet voting technology in
use is based on a specialized discourse of advanced mathemat-
ics, including cryptography, and its own system of takings-for-
granted, assumptions and technical challenges. Opening this
black-box to convince the technically savvy audience that the
system performs as expected is one thing. However, making
specialized concepts such as encryption and decryption keys,
secret-sharing and zero-knowledge proofs comprehensible, and
therefore relevant, to a public in general that does not neces-
sarily share this discourse, is another.

As already mentioned, many internet voting technologies
are based on cryptography, and so is the Norwegian that uses,
in particular, asymmetric key cryptography. During the course
of the election a public and a private keys are created and used.
The public key is known by everyone and used by the voter to
encrypt his/her vote and make it unreadable?, while the private
key allows to decrypt the encrypted vote and hence recover
the original vote. Clearly, the election private key is of special
importance in the voting system when securing the privacy of
votes, thus in the Norwegian context the [EC members were
assigned the authority to safeguard that key. At the beginning
of the election, during the so-called Key Generation Ceremony,
the election keys were created and each IEC member was given
a smartcard containing a unique share of the private key. Their
task consisted of keeping these shares safe until the Decryption
and Counting Ceremony, at the end of the election, where
by putting at least 6 out of the 9 shares together [14], the
key would be reconstructed and used to decrypt the electronic
votes.

The Decryption and Counting Ceremony took place in
an auditorium in the Ministry, two hours before the election
closed. As the design of the auditorium suggests, it creates a
room for an audience to watch a performance. In this context,
the stage (see Fig. 1) allowed for several computers, a safety

2This encrypted vote is unreadable under certain assumptions well-known
within the cryptographic community but out of the scope of this paper.
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Fig. 1.

The setup and the agenda [17].

deposit box, a blender (used to destroy physical storage media)
and some screens, as well as the people responsible for the
internet voting system. Besides the IEC and the verifier team,
the audience included election observers such as representa-
tives from the OSCE, the Carter Center, as well as from other
countries, and also the company that had built the system.

The term ceremony underlines the formal character of a
public event, and stresses the serious challenges involved in
developing ways of making decryption visible, even to a mixed
audience, including anybody interested in watching the online
broadcast of the event [17]. However, what is shown in the
ceremony is not the final counting of the election results, but a
preliminary counting. As mentioned by the main spokesperson,
the ceremony works as a guided tour, a demonstration of the
virtual procedures that describe the internet counting, at the
same time as the audience is invited to stay and review the
final count later on.

Norway is not the only country in the world having en-
gaged in internet elections. In Estonia, internet voting has been
used for binding political elections since 2005, both local and
nationwide, and other countries like Canada and Switzerland
from 2003, and Australia from 2011 [2], [4] have also used
it for some municipalities. However, to our knowledge, the
decryption events of these elections, if any, have mostly gone
unnoticed in the literature. In the case of Norway, recent
reports from International Election Observation Bodies [7],
[22] mention the Counting and Decryption Ceremony just
as one more step taken by the Norwegian Ministry in order
to make the system transparent, but do not seem to have
looked into the event as such. In Estonia, Alvarez et al. [1]
mention that the decryption and counting of internet votes in
the election of 2007 took place before the election closed, and
in order to ensure that none of the results from the internet
vote tabulation could be broadcast to the media, candidates, or
parties until the polls had closed, all communication devices
of observers were confiscated, the doors of the room sealed,
and security guards posted at the doors, while the authors do
not mention any online broadcast of the event. According to
the OSCE/ODIHR [21], the counting of internet votes in the
Estonian parliamentary elections of March 2011 was done in
the presence of the National Electoral Committee members and
domestic as well as international observers, but no ceremony,
as in the case of Norway, is mentioned either. In the local



elections of October 2013, however, Halderman et al. [12] do
mention in passing that the encrypted votes were decrypted and
counted at an event that resembles somewhat the Norwegian
Decryption and Counting Ceremony, in that there was an
audience witnessing the process in a room of the Estonian
Parliament building, and the event was also made available
online [10]. As for other countries like Canada, Switzerland,
and Australia, to our knowledge, the opening of the electronic
ballot box and decryption of internet votes was not witnessed
by the public, but by scrutineers and sometimes also the police,
as in the case of Geneva, Switzerland.

IV. DECRYPTION AND COUNTING

This section briefly describes the main characteristics of the
Norwegian internet voting system, paying special attention to
the decryption and counting stages, and then reviews some of
the procedures we observed about the system working during
the public ceremony.

The Norwegian internet voting system is conceived as a
supplement of the traditional paper-based voting. In order to
mitigate the risk of voter coercion or vote buying inherent
to internet voting, and given that voters were able to vote
electronically during an advance voting period of roughly one
month, the system supports repeat voting, by which voters
are able to vote multiple times, but in such a manner that
only one vote will be counted. Thus if a voter casts multiple
electronic ballots, the last cast ballot is the one counted, while
any vote cast on paper is final and overrides previous electronic
votes [11].

The system also uses return-codes, a mechanism that allows
voters verify that their vote has been correctly received by the
voting server and thus provides individual verifiability, usually
referred to as cast-as-intended. This feature is not discussed
further in this paper.

An important cryptographic component of the Norwegian
internet voting system are zero-knowledge proofs, i.e. methods
by which a verifier can be convinced (with negligible amounts
of doubt) that a particular statement is true without learning
anything else apart from the fact that the statement is true. In
the case of voting, for instance, zero-knowledge proofs allow
verifiers to check, among other things, that the votes have been
correctly decrypted without the private key being revealed to
them.

The electronic ballot box contains all internet ballots en-
crypted [9] and also digitally signed by the corresponding
voter [11]. Once the voting phase is over, this ballot box is
taken offline and handled on air gapped servers, i.e. physically
isolated and not connected to the internet. The decryption and
counting of internet votes thus takes place in three phases. The
first phase, called cleansing, identifies the ballots that will be
counted according to the repeat voting policy, and disregards
the rest. The signature of the resulting ballots is also checked
during this phase. The second phase is called mixing, which
cryptographically anonymizes the cleansed ballots so as to
prevent tracing them back to the voters who cast them. This
means that the ballots are shuffled and re-encrypted at each
mix-net node, so that they end up in a different order and also
look different (yet still encrypt the same votes). In the final
phase, the e-counting, the decryption key is recovered from the
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shares of the smartcards of the IEC [25]. The mixed ballots
are then decrypted, tallied, and the electronic vote count is
finally submitted to the central election administration system
(EVAY).

In addition, every phase of the decryption and counting pro-
cess generates zero-knowledge proofs showing, respectively,
that the cleansing of ballots was done properly, the mix-net
nodes behaved correctly and actually shuffled and re-encrypted
the ballots, and that the decrypted votes accurately reflect the
encrypted votes.

A. Making the decryption and counting visible

In what follows we review some of the relevant proce-
dures we observed, carried out by the Administration Board
(hereafter the organizers) at the Decryption and Counting
Ceremony.

On the auditorium stage there is a table with three laptops,
a safety deposit box, a blender and three overhead displays,
showing the screen content of the laptop in use, as well as
some explanatory slides giving details about what is happening
during each phase. Two of the organizers are seated at the table.
They will be the ones running a number of commands on the
laptop corresponding to the respective phase, while a third, the
spokesperson, is standing up and guides the event. In a corner
of the room, a group of verifiers with a computer connected to
their own big screen are sitting and waiting to come into play
(see Fig. 1). Among the audience, the nine members of the
IEC, equipped with their smartcards, also observe the event,
awaiting to be called upon during the e-counting phase to insert
their smartcards into a smartcard reader, used to reconstruct the
election private key.

According to the organizers, the electronic ballot box that is
about to be decrypted and counted as part of the ceremony was
retrieved from the central database server some time before
the ceremony in the presence of the verification team and
the observers. Starting with a memory stick containing the
electronic ballot box, a second one containing the electoral roll,
and a third one with some other election data, the process goes
through the cleansing, mixing and e-counting phases. At the
same time, the overhead screens show the commands running
each phase. Most of these commands are standard Linux
commands, and no user interface is used but the terminal.
By doing this, the organizers deliberately give the audience
a glimpse into the inner details of the decryption and counting
process like, for instance, which folders are being accessed at
any time, what is their content, etc.

The three laptops on the table are color-coded and each
connected to different servers through a cable of the same
color. The audience is informed that each laptop runs one
of the three phases of the decryption and counting process,
thus the colors identify the components that are in use during
each phase, and illustrate that the servers are apparently not
connected to each other and therefore are air gapped. To
confirm the latter, whenever some data (the processed ballot
box) needs to be transferred from one phase to the next one,
it is physically moved from one laptop to the one running the
next phase by means of a new and recently unsealed memory

3Elektronisk Valgadministrasjonssystem.



Fig. 2. A member of the verification team taking a picture of the hash value
shown in one of the big screens [17].

stick. These memory sticks are taken from the safety deposit
box, for which the verifier team has the key. The organizers
also show that the memory sticks are new by showing each
time that they are empty. In addition, the main table of the
auditorium is kept tidy at all times which is achieved by ex-
tracting the memory stick from the respective laptop whenever
the organizers finish working with it. This aims to help the
verification team and the audience to understand the movement
of the data throughout the three phases. Furthermore, in order
to show that the cleansed ballot box and the mixed ballot box
remain unchanged when transferred from one phase to the
other, and no process injects new votes into the ballot box,
a well-known cryptographic tool known as hash function is
used. The output of a hash function is unique (at least for our
purposes it may be considered as such), thus it is used here to
prove the equality of two files located in different machines.
In the context of the ceremony, the hash value of the file to be
transferred is shown both before being copied to the memory
stick, and after being copied to the next machine. This enables
the verifier team, as well as anyone among the audience, to
take a picture of the first hash value and compare it to the
second one for equality (see Fig. 2).

Because of the sensitive nature of the data contained in
the two memory sticks used between the cleansing and the
mixing phases, and between the mixing and the e-counting
phases, as well as to illustrate that the ballots in these memory
sticks should never be recovered, these memory sticks are
immediately destroyed in a blender after use.

Once the mixing phase is completed, the verifier team is
given two memory sticks containing, respectively, the mixed
ballot box and the zero-knowledge proofs generated in the
mixing phase, to check that the mixing has been conducted
correctly. Later on in the ceremony, the verifiers inform that the
checking has been successful. Next, as part of the e-counting
phase, the organizers take a top hat in which, prior to the
ceremony, they have put the name of the IEC members in
small pieces of paper. One by one, the members are named at
random to bring their smartcards and enter their parts of the
key into the system [25], until the election private key can be
recovered and finally used to decrypt the internet ballots and
obtain the preliminary results. These results are then copied
to a memory stick, and transferred to EVA after the public
ceremony.

-79 -

Finally, the verifier team is given the memory sticks
containing the mixed ballot box and the zero-knowledge proofs
generated in the e-counting phase, to check the decryption. The
result of this check, however, is not given during the ceremony
because of timing constraints.

V. DISCUSSION

The Decryption and Counting Ceremony demonstrates that
the truth in the processes involved in counting electronic votes,
when internet is used to cast votes and cryptography is a prime
warrantor of both the secrecy of these votes and the election’s
integrity, is produced very differently from the counting of
paper ballots. The sketch in Section IV-A, done primarily with
an eye on what we think the intention of the organizers was,
points to the event as a spectacle where various elements are
visualised in order to make the procedures transparent and
observable to the audience and some sort of public. Following
Shapin’s argument that truth and trust are closely related to the
witnessing of an event, we discuss the economy of truth and
the ambition of accounting for the decryption to the public in
various perspectives on the event.

A. The economy of truth in the IT community’s perspective

Trust in the internet election, and in e-voting more gener-
ally, is mostly addressed as a question of citizens’ trust. Thus
the Norwegian evaluation reports of the internet voting trial
in 2011 [23, p. 63] and in 2013 [24] measure the degree to
which citizens trusted the technology without addressing more
explicitly the ceremony and the Ministry’s communication
efforts as such. More broadly, the field of e-governance is
engaged in suggesting and defining measures that should be
in place for a specific technological solution to be considered
trustworthy by the IT community and consequently, as we tend
to hope, also by the public. E-governance also focuses on as-
pects that are relevant to internet voting, such as transparency,
evaluation according to international standards, separation of
duty, verifiability, vote updating, etc. to establish trust among
the public [28], [31].

The Norwegian Decryption and Counting Ceremony adds
an important element to this context, however, by opening the
black-box of how decryption works, and highlighting that trust
as understood by Shapin is an element within the IT commu-
nity as well. As mentioned in Section II, the IT community
shares a system of takings-for-granted that makes them expect
certain things to take place, and this in turn makes specific
ways of distrusting possible. Indeed, distrust is a hallmark of
IT security with its focus on defining adversary models and
estimating what might go wrong. As Shapin suggests [26],
distrust is crucial in many kinds of knowledge production, and
in our view the ceremony points to important aspects of the
economy of truth within the IT community. Most importantly,
it bears witness to the technical complexity of the Norwegian
internet voting system. The IT community seems to agree that
this complexity inevitably makes the system prone to risk and
failures, as also mentioned in the Carter Center report [7], but it
also recognises the efforts made by the organizers in managing
the complexity by encouraging transparency and inviting peers
to give feedback and witness the ceremony.

The ceremony attests to the idea that IT is not so much
an autonomous object as a socio-technical learning process.



However, not everything that the IT community would have
liked to observe, could be made visible at the ceremony. For
instance, the audience could not check, and therefore needs to
trust, that the correct electronic ballot box was the one used
for the ceremony, or that the actual preliminary results, and no
others, were transferred to EVA. While disclosing these steps
could have helped in making the process more transparent, they
were only shown to the verifier team. In addition to this, given
that the decryption key was recovered from the IEC members
during the preliminary count and before the final count, the
audience has again to trust the organizers to have safeguarded
and not misused it during this (even if short) period of time.

There are some other aspects in which the ceremony,
probably due to time or space constraints, did not succeed in
making the process more visible from a technical point of view.
For instance, the use of standard Linux commands might not
have given enough confidence to an IT literate about what the
programs were actually doing, since it is possible to override
these commands to perform a completely different task. We
suspect that before the ceremony started and in front of the
verifier team and the observers the organizers demonstrated
the robustness of the Linux platform and that they had the
right implementation of the hash function. Regarding the zero-
knowledge proofs, the public has to trust the verifiers to use
reliable software to check these proofs and complete checking
those proofs that were not checked by the end of the ceremony.
And ultimately, taking into account that what was covered by
the ceremony was just a preliminary count, one wonders how
the audience can be sure that the final count was indeed done
in a manner similar to the simulation just observed. Besides
these questions closely related to the system of takings-for-
granted in the IT community, one can add the trust in the
wider infrastructure in which the internet election and the
ceremony depend on. Perhaps not intended as such, but to us,
the top hat pointed to the ambiguities involved in keeping some
things secret while making others visible, suggesting that the
boundaries between science and fiction may not be necessarily
as robust as we tend to think.

The organizers took also some other precautions to make
the system more transparent, such as, for example, publishing
the source code and the system documents in advance. This
allowed for independent reviews and assessments and thus
contributed to the IT community’s trust in the system. The
Decryption and Counting Ceremony did this to a much lesser
extent because, we suspect, of those aspects that could not
made visible during the event, as we have discussed above.
More importantly, while the ambition to create transparency
is one of the goals of the ceremony, we observe that it is
reduced to trusting the work of the verification team that is
responsible for approving the final result. Their position in the
room as partly on the scene when checking the hashes and
equipped with their own computer, and partly in the audience
when they sit back and watch together with the rest of the
audience, points to their role as what is increasingly termed
a proxy in the election observation community: a stand in for
the audience and the public, as the IEC appointed them. Thus
the ceremony makes obvious that trust in that the votes are
counted correctly ultimately is about trust in the verifiers, as
well as the organizers. In this respect the ceremony relates to
the idea of replacing the function of the observer in the polling
station in democratic elections.
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B. The economy of truth in a social and political perspective

While the ceremony makes it possible for the IT com-
munity to discuss and form an opinion on the quality of the
counting of votes, it is less obvious, however, to what extent the
fact of replacing the observer in the polling station is meant to
be an explicit part of the ceremony. One might expect that the
IEC was assigned the task to try to address questions relating
to democratic legitimacy and political and social aspects of
the ceremony and the internet voting trial. But their role in the
decryption ceremony was apparently to focus on controlling
the access to the election private key, and thus attesting to the
correctness of a central albeit small part of the ceremony. They
seem to fulfill the expected performance during the ceremony,
but to our knowledge they have not documented their work
or reflections in a publicly available form. The OSCE report
points to the vague definition of their tasks and argue that
“the IEC met rarely and its role appeared largely formalistic.
Most IEC members with whom the OSCE/ODIHR EAM * met
were not conversant with the system and relied entirely on
the MLGRD?’s guidance and advice. This called into question
the IEC’s competence and its effectiveness as an oversight
body.” [22, p. 8]. It is noteworthy that this criticism stays within
a technical framing of the event and the system of takings-for-
granted within the IT community, which only a few members
of the IEC share. However, the OSCE report does not mention
the possibility of discussing the ceremony more explicitly in
social and political terms, and thereby providing the politicians
and the public with other kinds of arguments.

As mentioned in Section II, the term economy of truth
emphasises that “Knowledge is the result of the community’s
evaluations and actions, and it is entrenched through the
integration of claims about the world into the community’s in-
stitutionalized behaviour. Since the acts of knowledge-making
and knowledge protecting capture so much of communal
life, communities may be effectively described through their
economies of truth.” [26, p. 6]. The above suggests that for
the Norwegian trial, technologists did not include discussions
about the witnessing and its quality in their economy of truth.
They also did not consider other public aspects of the event,
e.g. in what respect is the aforementioned replacement useful,
desirable or promising. But then we beg the question why the
organizers bothered to organize the Decryption and Counting
Ceremony in the observed form and to make it public, if only
computer scientists and other experts are considered reliable
observers if not to speak of reliable witnesses? We feel strongly
that it is prudent to start considering witnessing and observing
as part of the economy of truth for any internet voting platform
and respective ceremonies, in particular.

In broader terms, if we compare the ceremony to the demo-
cratic paper-based election in Norway, there are noteworthy
differences in the kind of public that the various processes
allow for. In Norway as well as in many other countries,
the paper-based enactment does not only give the public the
opportunity to observe the election, as the organizers of the
Decryption and Counting Ceremony mention, but they are
allowed to participate in the counting as volunteer election
officials. If we take the distributed nature of the counting

4Election Assessment Mission.
SMinistry of Local Government and Regional Development.



process across numerous municipalities into account as well,
it demonstrates the involvement of any voter who cares to
participate, as well as it presumes that voters are able to
count and understand the event. This means that they are
accountable witnesses in the particular part of the event they
take responsibility for, and it signifies a shared responsibility
in terms of trusting/distrusting the counting of one’s fellow
citizens as the results are finally brought together in the
Ministry.

The Decryption and Counting Ceremony, on the other
hand, involves only computer scientists as reliable witnesses
in the legitimate audience. However, there were also others
in the audience, e.g. peers from the e-voting community,
observers from various organizations, or representatives from
other governments who want to know about the technology,
and vendors. At the same time, anyone from anywhere in
the world is, in principle, invited to take part via the online
broadcasting. This position is strikingly different from the
involvement in the local paper-based election process. The
role of the audience may be described as attestive spectators®
as opposed to active participants. Attestive spectators hardly
qualify as witnesses in the way Shapin understands it, as they
are not explicitly involved and accountable for the ceremony
and the performance they attest to. In this respect, the verifier
team is the only community that qualifies as a reliable witness.
To what extent it is possible as well as acknowledged that
spectators of different professional trainings may contribute to
a debate is not clear. This is not so much meant as a criticism,
but also as a way of exploring possible ways of making
the event legible in broader terms. We believe that ordinary
citizens may hardly choose to watch the online performance for
entertainment, or even as a citizen duty, but perhaps engaged
teachers might want to use the broadcasting in discussing
democracy and technology for educational purposes. We do not
know to what extent the event has had an impact for instance
on politicians and their decision making, but obviously one can
argue that the ceremony and the way it was presented makes
it difficult for people outside of the community engaged in
internet election to make sense of the performance.

J. Barrat i Esteve et al. raised the following concerns:
“Internet voting was in its infancy when the Council of Europe
Recommendations were written. We know now that e-enabled
elections are far more complex than previously thought, not
only technically, but also legally and from the procedural point
of view. Yet, the recommendations say little on the legal basis,
trying, on the contrary, to cover every possible situation in a
technically neutral way” [3, p. 8]. The idea that internet voting
can be understood in a technically neutral way, which we see as
another way of putting that it is exclusively about counting and
not accounting, as if counting votes efficiently without taking
the dimensions and the quality of the witnessing into account
was possible, brings with it major political consequences. One
of them is that when Election Observation Bodies approve of
election results, for instance on the basis of the Council of
Europe’s Recommendation on legal, operational and technical
standards for e-voting, or on the basis of the Decryption
and Counting Ceremony, they implicitly also approve of the
radical changes in the way witnessing takes place, but without
addressing this explicitly.

6We owe this expression to Ingvar Tjgstheim, personal communication.
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As it is well known by now, the Norwegian government
decided to stop the internet trials [18], based on the arguments
that the parliament disagreed on the subject, and this subject
was considered too important to allow for disagreement. Be-
sides this, they stressed that ordinary voters do not understand
the mechanisms involved in internet voting [18]. This is, of
course, a perfectly legitimate way of expressing a political
standpoint. We do not know whether the experiences of the
politicians involved in the ceremony have had a say in this
argument, but common experience as well as analyses such as
the OSCE report [22] certainly support the idea that ordinary
citizens do not usually understand this voting mode. These
arguments are indeed important from a democratic point of
view. But in addition, we would like to argue that an analysis
of the economy of truth that takes the new conditions of
witnessing into account would provide critics, as in this case
the government, with additional arguments. These arguments
would in turn point to some of the conditions internet voting
depends on, by opening the back-box of how the counting, and
hence the accounting, take place. It would eventually make
the radical changes in the way democracy is understood more
obvious in terms of public involvement. The point we want to
make, based on the guidelines that Shapin’s idea of trust and
the economy of truth provide, is that it is possible to explore
political and social aspects in the process as well as sketch
what the IT community is doing, and what ordinary people
arguably do not understand. The argument does not so much
point to missing competences among the voters, but informs
about the process and the kind of public involved in the internet
voting experiment. Seeing is not necessarily believing, trust
and distrust go hand in hand according to Shapin, and we may
reject the idea of trusting people and arrangements, if we do
not know how to relate to them. The argument also suggests
proponents of internet voting to be explicit about the vision of
democracy that they carry with them in terms of witnessing,
among other things. Currently it seems that the idea of proxy
is well accepted in the community of observers, as a logical
consequence of the competences and complexities involved in
internet elections and deciding about the efficiency in counting
votes, but less discussed within a political context: Is this what
people and their representatives in Norway or elsewhere want?

VI. CONCLUDING REMARKS

The Ministry of Local Government and Regional Devel-
opment of Norway organized on election day a Decryption
and Counting Ceremony in the internet voting trials of 2011
and 2013. Starting from the organizers’ declared perception of
the ceremony in 2013, as an effort to sustain trust in internet
voting, we have introduced a pragmatic approach to trust, that
underlines the inseparability of truth from the witnessing of
how it is brought about. We have suggested that academic
or political communities can also shape the economy of truth,
including their systems of takings-for-granted in how they view
the world. Based on this approach as well as a description of
how the event is organized in terms of an overseeing body,
the IEC, and a group of appointed verifiers, this paper has
examined how the organizers made the event observable to
the audience and emphasised the complexities in decrypting
and counting votes as well as the specific framing of the event
by the IT community.

We have also discussed the limits in trying to make sense



of the event exclusively from a technical counting perspec-
tive, and explored a broader understanding of truth-making
and trust-making by including a discussion of the witnessing
process and the idea of making it public. We have suggested
that exploring a pragmatic approach to truth and trust may be
helpful in the e-governance community, as well as in other
communities engaged in the idea of trust in technology. More
specifically, we believe that any government considering to
adopt internet voting may benefit from taking on the job
of articulating social and political perspectives on internet
voting. This will bring two advantages. First, it will help with
refining the requirements of the internet voting architecture,
by creating a space for discussing how to improve the techni-
cal performance, by mechanisms other than zero-knowledge
proofs, for example advanced logging infrastructures, time
stamping, distribution, redundancy, and risk-limiting audits.
Second, and just as importantly, it should articulate explicitly
how witnessing is brought about, to what extent a public can
take shape and how those processes transform the basis for
representative democracy.
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Proving the Monotonicity Criterion for a Plurality
Vote-Counting Program as a Step Towards Verified
Vote-Counting

Rajeev Goré
The Australian National University

Abstract—We show how modern interactive verification tools
can be used to prove complex properties of vote-counting soft-
ware. Specifically, we give an ML implementation of a vote-
counting program for plurality voting; we give an encoding of
this program into the higher-order logic of the HOL4 theorem
prover; we give an encoding of the monotonicity property in the
same higher-order logic; we then show how we proved that the
encoding of the program satisfies the encoding of the monotonicity
property using the interactive theorem prover HOL4. As an aside,
we also show how to prove the correctness of the vote-counting
program. We then discuss the robustness of our approach.

I. INTRODUCTION

Paper-based elections consist of three main phases: printing
and transporting ballot papers to polling places; collecting and
transporting ballots after polling; and hand-counting ballots
centrally to determine the result. Our confidence in the result
is based on blind trust and scrutiny. We trust electoral officials
to act honestly, but allow scrutiny by observers from political
parties and independent organisations when ballots are trans-
ported, opened, and counted. That is, we rely on the difficulty
of compromising all of these different non-centralised entities
simultaneously. Such elections are slow to announce results,
are (becoming) prohibitively expensive and impinge on the
privacy of impaired voters who must be assisted by others to
cast their vote. Paper ballots and hand-counting are therefore
being replaced, gradually, by electronic alternatives [1], and
although such vote-casting and vote-counting are very different
aspects, they are often conflated into the term electronic voting.

End-to-end voter-verifiable systems attempt to provide full
confidence by verifying the processed output of each phase
rather than actually verifying any computer code. Such systems
allow voters to verify that: their votes are cast correctly into
a digital ballot; that these digital ballots are transported from
the polling place to the central vote-counting authority without
tampering; and that their digital ballot appears in the final
tally. The methods used to guarantee these properties invari-
ably involve sophisticated cryptographic methods, including
methods for computing the sum of the encrypted votes without
having to decrypt the votes themselves. But such cryptographic
methods only work when the tallying process is a simple
sum. No currently implemented “end to end voter-verifiable”
system [2]—[5], can guarantee that votes are counted correctly
using a complex preferential vote-counting method such as
single transferable voting (STV). Thus there is no simple way
to verify the output of the process of vote-counting using STV.
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The accepted wisdom for elections that involve complex
preferential vote-counting methods, such as STV, is to publish
the ballots on a web page so that they can be tallied by multiple
different implementations, built by interested (political) parties.
That is, in e-voting, it is not the code that we should verify,
but the processed output. For example. the Australian Electoral
Commission (AEC) uses a computer program to count votes
cast in senate elections. The program has been “certified”
by a commercial certification company after conducting some
testing, but has not been verified in any formal sense. The
AEC makes the votes public but has refused to make the code
public. Antony Green, a journalist and electoral commentator,
has built his own implementation of the STV method used to
count the votes. The only known “scrutiny” of the results of the
previous senate election is the fact that Green’s code produced
the same results as those produced by the AEC computer code.

But what if the official results from the AEC differ from
those of Green, or from those of the political party that loses?
In particular, what if the losing party appeals to the court of
disputed returns? There is no reason why the results of the
AEC should be accepted over those of others. Do we resort
to time-consuming and error-prone hand-counting to resolve
the discrepancy? Or do we commission someone to write yet
another program? Or do we enter a complex court case to
argue the pros and cons of the two implementations? None of
these options will engender confidence in the result, let alone e-
voting itself. But if the AEC used a computer program that had
been formally verified as correct, there would be a strong case
to reject the conflicting results from other computer programs.

Thus, given the complexity of preferential vote-counting
methods like STV, even the most secure and most sophisticated
end-to-end voter-verifiable system will still fail to gain the trust
of voters if it cannot guarantee that votes are not only cast
correctly and transported without tampering but that they are
also counted correctly.

Here, we focus on verified vote-counting where “verifi-
cation” is the process of proving that an actual computer
program correctly implements a formal specification of some
desirable property. We first explain the various forms of
software verification that are possible today and briefly explain
the pros and cons of these approaches. We then describe our
work on verifying that a computer program for counting votes
according to a simple plurality voting scheme meets Arrow’s
monotonicity criterion. We also prove that the program counts
votes correctly, which in this case, turns out to be relatively



simple. The case study nicely highlights the issues involved in
formal verification of software.

How does our work tie into the electoral process and how
does it help to improve it?

Most preferential vote-counting methods are simplified to
make it possible to count the ballots by hand since humans are
notoriously bad at such mechanical tasks. The greatest simpli-
fications are usually made to the way ballots are transferred
from one candidate to another even though the simplifications
are known to engender some unfairness in the final tally.
Simplifications are also made in tracing back through the
previous rounds when breaking ties, again even though quite
simple examples can be constructed which show that these
approximations can lead to unfairness. Sometimes, the result
can come down to a simple coin toss at some crucial juncture.

The ability to count votes using computers opens up the
possibility to design new, even more complex, voting schemes
which guarantee various theoretical desiderata, and to use
them in real elections. How can we be sure that the new
schemes enjoy the desired properties while remaining practical
for counting by computer for large numbers of votes? More
importantly, how can we convince voters that the safety-net
provided by hand-counting is no longer necessary?

One way is to develop the voting scheme incrementally
and iteratively. By starting with a simple implementation and
a specification of a desired property, such as a fairness, and
gradually adding complexity, we can iron out errors in the
implementation and specification, and gain insights into the
practicality of the desired theoretical desiderata. By involving
electoral officials in this iterative process, we can ensure that
they are convinced that the implementations meets the desired
criteria beyond any doubt. Correctness is just one such criteria.

Our work has the potential to revolutionise elections using
preferential methods of voting since it allows us to produce
fairer, but necessarily complex, versions of vote-counting and
produce computer programs that are guaranteed to implement
these complex vote-counting methods correctly.

II. VARIOUS FORMS OF SOFTWARE VERIFICATION

Modern software verification methods can be broadly clas-
sified into two main categories which we shall call “light-
weight” and “heavy-weight” for want of better terms.

Light-weight methods range from the fully automatic meth-
ods like software bounded model checking (SBMC) to full
functional software verification using automatic annotation-
based program verification tools such as VCC [6]. Both SBMC
and annotation-based program verification tools involve adding
the properties to be checked as pre and post condition anno-
tations to the actual code, turning these annotations automati-
cally into proof obligations by a compiler, and discharging the
proof obligations automatically by some theorem prover. Their
main advantage is that the proof-obligations are discharged
fully automatically. Thus the user may have to learn some
basics of how to annotate programs with pre- and post-
conditions, and how to operate the verification tool, but the
user does not have to be an expert in logic and formal proof.
Their biggest disadvantage is that there is usually little that
can be done when the verification tool fails to discharge the
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required proof obligations automatically. Even when the proof
obligations are discharged automatically, there is no guarantee
that the tool itself is sound or complete, lowering the trust that
can be placed in the correctness of the program.

Heavy-weight verification involves encoding both the im-
plementation and the specification into the logic of some
theorem prover, and then proving that the encoding of the
implementation implies the encoding of the specification using
that theorem prover, usually interactively. The biggest ad-
vantage of this method is that we can trust the final proof
completely. The disadvantage is that the user has to be expert
in logic and formal proof.

III. HEAVY-WEIGHT VERIFICATION USING HOL4

The verification process explored here falls under the rubric
of heavy-weight verification. It involves producing a logical
formalisation of both the program’s requirements and the
program itself in the HOL4 theorem proving assistant, then
constructing a formal proof showing that the program matches
the requirements. Why should we trust the HOL4 theorem
proving assistant?

HOLA4 is an (interactive) theorem prover based upon Dana
Scott’s “Logic for Computable Functions” (LCF), a mathemat-
ically rigorous logic engine consisting of 8 primitive inference
rules which have been proven to be mathematically correct [7].
HOL4 implements this logic engine using approximately 3000
lines of ML code. This code has been scrutinised by experts
in LCF to ensure that it correctly implements the 8 inference
rules. Any complex inference rules must be constructed from
the core primitive rules only. This means that proofs produced
in HOL4 are highly trustworthy.

A side-effect of using an LCF-style proof assistant is that
the program must be represented in higher-order logic. It thus
becomes possible to prove various results about the program.
This can be used to verify the voting scheme itself with
respect to various desiderata. For example it would be possible
to prove that the voting scheme in question adheres to the
independence of irrelevant alternatives (see [8]). It is also
possible to prove comparative results between different voting
schemes: for instance that voting scheme A differs from voting
scheme B in only z specific situations. The ability to reason
about the program in this manner is what makes this process
suited to the design of fairer voting schemes which can be
rigorously tested against any desired properties.

IV. CASE STUDY

As a case study, we implement a program for plurality
vote-counting, verify that it obeys the monotonicity criterion,
and also prove that it counts votes correctly.

A. Plurality Voting

First-past-the-post plurality voting is a voting scheme
wherein each voter may vote for one candidate only, usually by
marking a cross or a tick next to the desired candidate on the
ballot paper. The number of votes for each candidate is tallied,
and the candidate with the most votes (a relative majority) is
declared elected. Note that the candidate does not need an
absolute majority. Real-world voting systems vary in the way



they deal with a tie, but in our simple case, no candidate is
elected in the case of a tie.

B. The Monotonicity Criterion (MC)

The monotonicity criterion was originally posited by Arrow
as a property of social welfare functions as follows [8]:

“If an alternative social state z rises or does not fall
in the ordering of each individual without any other
change in those orderings and if x was preferred to
another alternative y before the change in individual
orderings, then z is still preferred to y.”

A social choice procedure, such as a voting scheme or a market
mechanism, can be said to either satisfy this condition or not.
Reducing the available social choice procedures to preferential
voting schemes or a subset thereof allows us to narrow the
definition and put it in more tractable language. Thus for our
purpose: “social state” is the election of a particular candidate;
and “z is preferred to y” refers to a societal preference and
can be changed to “z is elected”.

In our plurality system, voters may only vote for one
candidate, ie. rank one candidate above all others (rejecting
all others equally). Thus monotonicity can be rewritten as:

If each voter either changes his or her vote to a
vote for candidate x or maintains his or her vote
unchanged, and = won before any votes changed,
then z will still win after the changes.

C. Verification

The verification method involves producing a logical for-
malisation of both the program’s requirements (the vote-
counting legislation) and the program itself, then constructing
a formal proof showing that the software matches the specifi-
cation, using HOL4.

In other words, the proof procedure involves producing the
following, step-by-step:

1)  Implementation: An implementation in SML of the
plurality vote-counting scheme.

2)  Translation: A translation of the implementation into
HOL4’s formal logic.

3)  Specification: An encoding of MC in HOL4’s logic.

4)  Proof: A proof acceptable to the HOL4 theorem
prover that the specification (3) holds of the trans-
lation (2).

Each of these steps is explored individually below.

1) Implementation: A plurality vote-counting program has
been written in StandardML (SML), a strict functional pro-
gramming language. The SML code for the plurality counting
program is given in Figure 1.

This implementation makes use of the opt ion type opera-
tor. Specifically, ELECT returns a value of type num option.
WINNER also makes use of the num option datatype. The
option type operator is acting in both cases as a wrapper
around type num to allow the program to return either a
number (as SOME ¢) or the lack thereof (NONE). The statement
SOME c is not shorthand for “there exists some c¢”.
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For simplicity, each candidate is represented by a number
from 0 to (C' — 1), and the set of votes by a list of numbers:
each representing a vote for the numbered candidate. Let c;
be the i candidate and v; be the j™ vote. A vote v; is a vote
for ¢; iff the j™ member of the list v is equal to i. If v; <0
or v; > n where n is the number of candidates, then v; is
invalid.

Our implementation runs in O(cv) time with number of
candidates ¢ and number of votes v. A O(c+v) implementation
is possible, but it was kept this way in order to maintain the
program’s functional purity and simplicity (thereby making
it easier to reason about). Theoretically, the same results are
provable of a O(c+v) implementation but this is not explored
here.

2) Translation into HOL4: Figure 1 shows the imple-
mentation translated into recursive definitions in HOL4. The
translation between SML and HOL4 was done by hand, but
was a purely mechanical process. Bar a few small syntactic
differences, the translation clearly syntactically matches the
SML implementation. Whether the HOL4 translation matches
the SML implementation semantically is somewhat less clear.
This issue is explored in more detail in section VI.

Note that the translation is a statement in higher order logic,
not a program in the traditional sense. This is why the HOL4
function definitions consist of conjunctions (/\ is the HOL4
syntax for logical ‘and’).

3) Specification: Formally stated in higher-order logic, the
definition of monotonicity given on page 3 becomes:
VCwov'. ((LENGTH v’ = LENGTH v)
A (Vn.n < LENGTHv = (ELnv’ = w) V (ELnv = ELnv’))
A (ELECT C' v = SOME w))
= (ELECT C'v' = SOMEw) (1)

where:

e v is a list representing the set of initial votes;

e v is a list representing the set of changed votes;
e w is a number representing the winning candidate;
e  ( represents the number of candidates;

e LENGTH! is the length of list /; and

e ELnl is the n™ element of list [, where 0 < n <
LENGTH [.

Note that LENGTH and EL are predefined recursive functions
in HOL4 and EL O (h :: t) = h. That is, the members of the
list are numbered from 0, not 1.

The first conjunct in the antecedents of the implication (the
first line) states that the number of votes cannot change. The
second conjunct (second line) states that each vote in the set
of changed votes must be a vote for the winner, or the same
as the corresponding initial vote, or both. The third conjunct
(third line) states that there is a winner from the set of initial
votes. The final line states that these conjuncts together imply
that the winner still wins with the changed votes.



1 local
(# Counts the number of votes in the
given list for candidate c. %)
fun COUNTVOTES c [] =0
5 | COUNTVOTES c¢ (h::t) = if h = ¢
then 1 + COUNTVOTES c t
else 0 + COUNTVOTES c t;

(# Finds winner from all candidates
10 numbered ¢ or lower. %)
fun WINNER O v = (SOME 0, COUNTVOTES 0 v)
| WINNER c v =
let
val numvotes = COUNTVOTES c v
15 in
let
val (w, max) = WINNER (c-1) v
in
if numvotes > max
20 then (SOME c, numvotes)
else if numvotes = max
then (NONE, max)
else (w, max)
end
25 end;
in
(# C is the number of candidates,
1ist of votes #)
fun ELECT C v = if C <= 0 then NONE
30 else #1 (WINNER (C-1) wv)
end;

v 1s the

(a) SML

val COUNTVOTES_def = Define ‘
(COUNTVOTES ¢ [] = 0) /\
5 (COUNTVOTES ¢ (h::t) = if (h = )
then 1 + COUNTVOTES c t
else 0 + COUNTVOTES c t)‘;

o val WINNER_def = Define ‘'
(WINNER 0 v = (SOME 0, COUNTVOTES 0 v)) /\
(WINNER c v =

let
numvotes = COUNTVOTES c v
15 in
let
(w, max) = WINNER (c-1) v
in
if numvotes > max
20 then (SOME c, numvotes)
else if numvotes = max

then (NONE, max)
else (w, max)) ‘;

25

val ELECT _def = Define ‘'
ELECT C v = if C <= 0 then NONE
30 else FST (WINNER (C-1) wv)‘;

(b) HOL4

Fig. 1: Implementation of a plurality counting algorithm (a) in SML, and (b) translated into HOL4.

4) Proof: The entire proof was completed using the HOL4
theorem prover. Rather than explaining the syntax of HOL4
and how it corresponds to higher-order logic, all of the
formulae in this section are given using standard higher-order
logic syntax.

Let ¢ be defined as follows:

o= ((LENGTH v' = LENGTH v) A

(Vn.n < LENGTHv = (ELnv' = w)V (ELnv = Ean’)))
2

This allows us to rewrite the proof obligation (1) as:

VCwvv'. (¢ A (ELECT C v = SOME w))
= (ELECT C'v' = SOME w) (3)

C is either 0 or the successor to some number (ie. SUC ).
Examining these cases and applying some basic substitution
allows us to rewrite the proof obligation (3) in terms of
WINNER:

Vewwvv'. (¢ A (FST (WINNER ¢ v) = SOME w))
= (FST (WINNER cv’) = SOME w) (4)

The new proof obligation is that at any stage of the recursion:
if w beats all other candidates examined so far with the initial
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votes, then w beats the same candidates with the changed
votes.

To get to the core of the problem, it is desirable to go
one step further and rewrite the proof obligation in terms of
COUNTVOTES. In order to do this, we need a formula relating
WINNER and COUNTVOTES. The following lemma states that
if w beats all candidates numbered ¢ or less, then w also has
more votes than all of the said candidates and vice versa. The
proof of this lemma relies upon inductive proofs of various
properties of WINNER:

Yevw. w<c¢ =
((FST (WINNER ¢ v) = SOME w)
= V. Aw AN <c
= COUNTVOTES w v > COUNTVOTES ¢’ v)  (5)

The proof obligation (4) can thus be rewritten in terms of
COUNTVOTES as follows:

Yewvv'.
(d)/\(Vc’.c’ #Fw Ac <ec
= COUNTVOTES w v > COUNTVOTES ¢ v))
=W.d#w AN <c
= COUNTVOTES w v" > COUNTVOTES ¢’ v')  (6)



In other words we need to prove that if w has more votes than
the set of lesser-numbered candidates using the initial votes,
and the conditions in ¢ hold, then w also has more votes than
all the aforementioned candidates using the changed votes. A
structural case analysis of v and v’ can now be performed (the
lists being either empty or having a head and tail).

In order to make the proof fall all the way through it is
necessary to prove the following properties of COUNTVOTES:

Ywvv'. ¢ = COUNTVOTES w v’ > COUNTVOTES wv  (7)

Ywov'. ¢ = (Ve.c#w
= COUNTVOTES c v > COUNTVOTES c U’) (8)

Appendix A lists all the lemmas involved in the proof and
a diagram of their inter-dependencies.

V. CORRECTNESS

The astute reader will have noticed that we have not
proved the correctness of our encoding of our implementation
by proving that the winner is the candidate with the most
number of votes. The HOL4 formula to capture this correctness
statement is:

VCvw.w< C= (ELECTCv =w <=

ve'.c #w A < C = COUNTVOTES w > COUNTVOTES ¢’)
©)

Given the lemmas proved during the proof process for the
monotonicity criterion, this is a quick and easy process. It has
been left out for brevity.

VI. SUMMARY AND DISCUSSION

There are two aspects worth considering when evaluating
the feasibility of our verification process: the effort involved
and whether the proof actually covers everything that is
required. We address each in turn.

We have proved that our recursive definitions in HOL4
match our encoding of MC. Syntactically, our SML program
appears equivalent to our recursive definitions. Semantic equiv-
alence is another matter. We have no formal guarantee that our
SML implementation is equivalent to our HOL4 translation,
except for their syntactic similarity.

A particularly illuminating example of this conundrum is
the difference between HOL4’s and SML’s handling of numer-
ical types. In both programs, the candidates are represented by
numbers. SML uses integers by default, which can be positive
or negative: -1, 0, 1, 2 etc. HOL4, on the other hand, uses
Peano numbers, which can only be 0 or the successor to
some number. That is, they can only be positive: 0, SUC 0,
SUC (SUC 0) etc. The underlying representation would not
matter if the same operations were defined and those operations
had the same effect. This is not the case, however. 0 — 1 =0
is provably correct in HOL4, whilst 0 — 1 will result in "1
in SML (~ is unary negation in SML so "1 means —1). We
are safe however, since our SML implementation deals only
with positive integers.

One way to get around this is to execute the HOL4
definitions directly. After all, the encoding in HOL4 is itself
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executable using HOL4’s deductive rewriting engine. Unfor-
tunately there is a large loss in efficiency when using this
method. The SML implementation takes less than 7 minutes,
using less than 10.5 GiB of memory, to count 250 million
votes with 160 candidates. By contrast, with the same number
of candidates, the HOL4 translation takes 40 minutes, using
14 GiB of memory, to count 25 thousand votes. Also, since
the logical statements must be built up using the primitive core
rules of logic, it is impractical to convert a list of votes into a
logical statement acceptable to HOL4.

Another way would be to write the HOL4 specification
first, and automatically produce the SML implementation using
a verified compiler. This is a non-trivial task. There is, in
fact, a project underway aimed at automating this translation:
CakeML (https://cakeml.org/) [9]. It is currently under devel-
opment so is not explored here, but may in future provide the
missing link required.

Currently, our confidence in the correctness of our SML
program rests completely on the syntactic similarity between
the SML code and its HOL4 encoding, and the assumption that
syntactic similarity implies semantic equivalence. As explained
above, this holds for the case study explored here. For more
complex voting schemes, we envisage that an iterative process
may be necessary to reduce the syntactic differences between
the SML code and its encoding in HOL4 (under the assumption
that syntactic similarity implies semantic equivalence). This
may require extending the HOL4 theorem prover to include
more complex constructs from SML which may be needed to
efficiently implement more complex voting schemes.

The entire process from implementation to complete veri-
fication took 3 weeks. Bear in mind that this was a learning
process, with only 1-2 months-worth of prior experience with
HOLA4. Ultimately, 3 weeks is a short time to spend producing
a piece of fully formally verified software. How this scales to
more complex problems remains to be seen.

Another measure of the effort involved is the proof-to-
implementation ratio, measured in lines of code (LoC). The
implemented algorithm spans 24 lines whilst the proof spans
590. This gives at least 24 lines of proof for each line of
implementation. Unfortunately, the final LoC measurement
does not take into account the effort expended in exploring
unproductive proof strategies. This makes its applicability here
questionable. Nevertheless, it may be helpful when comparing
the procedure to other verification methods. Assuming the ratio
can be extrapolated to larger programs, verifying a 100-line
program would require 2400 lines of verification.

It is also worth noting that the methodology here is not
well suited to rapid prototyping. In particular, an indeterminate
amount of time can be spent attempting to prove an invalid
property before realising it is impossible.

VII. CONCLUSION

Given the simplicity of the algorithm for plurality voting,
it is questionable whether our formal proof of correctness is
significant. Note, however, that the proof that our plurality
voting algorithm obeys monotonicity is far from trivial. Thus
our procedure for fully formally verifying complex properties
of vote counting algorithms is clearly feasible for small simple



algorithms. It remains to be seen whether the procedure will
scale to complex proportional representation systems.

The verification approach took roughly 10 weeks of full
time work: 7 weeks of learning HOL4 and 3 weeks to specify
and verify the code. Given the trustworthiness of the HOL4
proof assistant and the associated rigorousness of the proof,
this seems a small price to pay. However, the following caveats
apply. We verified a HOL-encoding of an SML program, not
the SML program itself, so we have no proof of their equiva-
lence. A visual comparison is compelling for the simple case
we examined here, but might not be for a complex STV voting
scheme used in real elections. The HOL4 encoding of plurality
voting 1is itself executable, but is only feasible for small-
scale elections. The CakeML project, currently under active
development, may provide a solution that could be used to
bridge this gap. Also, the interactive proof methodology does
not lend itself to rapid prototyping since it does not provide
counter-examples. Indeed, one can spend an inordinate amount
of time trying to prove false conjectures before realising that
they are indeed false.

VIII. FURTHER WORK

Our aim in the future is to extend this case study to formally
verify the correctness of an SML implementation of Hare-
Clark, a complex STV voting scheme used in a number of
jurisdictions around the world, including Ireland, Australia and
New Zealand.

Since submitting this paper, we have encoded the Hare-
Clark Act which specifies the STV method used to count votes
in the Australian state of Tasmania into approximately 800
lines of HOL. We have also written a matching program of
approximately 200 lines of SML to count votes according to
this method and have encoded the SML program into HOL.
We were able to keep the syntactic similarity between the HOL
encoding of the SML program and the SML program itself so
we are confident that the HOL encoding captures the program
correctly. Tests show that our SML program can easily count
0.5 million votes for 10 candidates in approximately 0.5
seconds. It remains to prove inside HOL4 that the HOL
encoding of the SML program implies the HOL encoding
of the Hare-Clark Act. We are therefore confident that the
methodology outlined here will scale to allow us to formally
verify complex real-world instances of STV as used in various
jurisdictions around the world.
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APPENDIX

The following is a full listing of each lemma proved during
the HOL4 proof. Figure 2 shows the dependencies between the
various lemmas. See Section IV-C4 for an explanation of the
proof.

CV_LE_W:

Veve.d <e=
COUNTVOTES ¢’ v < SND (WINNER c U) (10)



CV_GT_W:

Yovec.
¢ < SUCc A COUNTVOTES (SUC ¢) v > SND (WINNER ¢ v)
= COUNTVOTES (SUC ¢) v > COUNTVOTES ¢ v (11)

W_BOUNDED:
VYevc'. ¢ > ¢ = (FST (COUNTVOTES cv) # SOMEc¢)  (12)
W_CV:

VYevwm. (WINNER ¢ v = (SOME w, m))
= (COUNTVOTES wv = m) (13)

W_CV_2:

Vevw. (SOME w = FST (WINNER c v))
= (COUNTVOTES w v = SND (WINNER cv)) (14)

NEXT_C:

Yo w c. (SOME w = FST (WINNER c v))
A COUNTVOTES (SUC ¢) v < SND (WINNER ¢ v)
= COUNTVOTES w v > COUNTVOTES (SUCc) v (15)

W_IMP_GT_C:

Yevcd w.
((¢ #w) A (c < ¢) A (FST (WINNER cv) = SOME w))
= COUNTVOTES w v > COUNTVOTES ¢’ v  (16)

C_HAS_MAX:

Yoe. 3. d <e
A (COUNTVOTES ¢ v = SND (WINNER cv)) (17)
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DRAW:

Vv ¢. (COUNTVOTES (SUC ¢) v = SND (WINNER ¢ v))
=3d.d<c¢
A (COUNTVOTES (SUC ¢) v = COUNTVOTES ¢’ v)  (18)

GT_C_IMP_W:

Yevw. w < c¢c=
((Vc’.c’ FwAcd <ec
= COUNTVOTES w v > COUNTVOTES ¢’ v)
= (FST (WINNER cv) = SOMEw)) (19)

W_EQ_GT_C:

Vevw. w < ¢ = ((FST (WINNER ¢ v) = SOME w)
=Wd.dAwnd <c
= COUNTVOTES w v > COUNTVOTES ¢/ v))  (20)

W_LT_C:

Vevw. (FST (WINNER cv) = SOMEw) = w < ¢ (21)

MONO_CV_W:

Vwvv'. (LENGTH v’ = LENGTH v)
A (Vn. (n < LENGTH v)
= ((ELnv' =w) V (ELnv =ELnv")))
= COUNTVOTES w v’ < COUNTVOTES w v (22)

MONO_CV_C:

Vwwvv'. (LENGTH o' = LENGTH v)
A (Vn. (n < LENGTH v)
= ((ELnv' =w) V (ELnv =ELnv')))
= Ve. ¢ # w = COUNTVOTES c v > COUNTVOTES v’ (23)
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ABSTRACT

In a multi-level election, voters are divided
into groups, an election is held within each
group, and some deterministic procedure is used
to combine the group results to determine the
overall election result. Examples of multi-level
elections include U.S. presidential elections and
some parliamentary elections (such as those with
regional groupings of voters). The results of such
an election can hinge on a few votes in one group,
while being insensitive to large shifts within other
groups. These disparities create opportunities to
focus election integrity efforts in the places where
they have the highest leverage. We consider how
to improve the efficiency of post-election au-
dits, such as those that compare paper ballots to
corresponding electronic records, in multi-level
elections. We evaluate our proposed solutions
using data from past elections.

I. INTRODUCTION

A multi-level election divides voters into dis-
joint groups, holds an election within each group,
and then applies some deterministic procedure to
combine the group results into an overall election
result. In this paper, we discuss how to audit
multi-level elections efficiently.

An important attribute of multi-level elections
is that some ballots may have much more influ-
ence than others [1], [2], [3], [4]. For example,
in the 2000 U.S. presidential election, a shift
of 269 votes in the state of Florida would have
changed the national election result, while a shift
of 350,000 votes in Texas, or a shift of every vote
in the most populous state, California, would not
have changed the result. These non-uniformities
create opportunities to focus election integrity
efforts where they will do the most good. After an
election, we can focus our post-election auditing
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resources to get the highest confidence in the
overall election result, at the lowest total cost.

Post-election auditing can help to provide
confidence in the integrity of an election by
providing evidence that the votes were counted-
as-cast. Several electronic election technologies
generate redundant copies of ballot data, such
as (now widely deployed) optical scan voting
systems, in which voters mark paper ballots and
scanned images of those ballots are tabulated
electronically [5], or systems with a voter-verified
paper audit trail, in which voters make a selection
electronically and a copy of their selection is
printed for review before being dropped automat-
ically into a ballot box [6]. In any system with
redundantly stored ballot data (e.g. electronically
and on paper), we can audit by comparing the
electronic record to the auxiliary record on a per-
ballot basis. Generally, the electronic version of
the ballot data will be much faster and cheaper to
gather and tabulate and the auxiliary record will
be much more costly to examine. Thus, we want
to minimize the number of auxiliary records that
must be examined, while also establishing high
confidence that a full examination of all auxil-
iary records would yield the same election result
as the reported electronic result. Efficient post-
election auditing relies on examining a subset
of the auxiliary records, comparing them to the
corresponding electronic records, and relying on
statistical arguments to confirm the election result
to high statistical confidence.

Much prior work describes efficient ap-
proaches to ballot-based auditing in elections with
simple majority or plurality rules for determining
the election winner from votes cast [7], [8], [9],
[10], [11], [12], [13], [14]; this work is the first to
consider the case of multi-level elections and how
the structure of the election’s victory conditions
can be used to reduce the total amount of auditing
necessary to achieve a certain level of confidence.
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Jones gives an overview of the need for and
approaches to election auditing [15] and Dopp
gives a more complete history of election auditing
techniques [16].

Multi-level elections are common. One exam-
ple is a U.S. presidential election, in which the
voters are divided into 51 groups, one for each
state.! Each state is assigned a certain number
of electoral votes. Almost all of the states assign
the state’s electoral votes to the plurality winner
of the state’s election. (Two states, Maine and
Nebraska, use a different procedure that can di-
vide the state’s electoral votes among candidates.)
The states’ results are combined by summing the
electoral votes of each candidate. If one candi-
date receives a majority of electoral votes, that
candidate is the winner. If no candidate receives
a majority of electoral votes, then the election
result is “undetermined” and the Congress holds
a special vote to choose the President.

Another example is a national vote in cer-
tain parliamentary systems, where each district
chooses a party representative, and representa-
tives from the same party are assumed to act as
a single coordinated bloc.? In such an election,
the result is the identity of the party that holds
a majority of seats; or lacking a single party
with a majority, the result is the set of minimal
coalitions, that is, a set of all of the minimal sets
of parties that can form a coalition government.
For example, if there are four parties, A, B, C, and
D, which have 42, 29, 20, and 9 seats respectively
for a total of 100 seats, then the minimal majority
coalitions could be formed by parties A and B
(71 seats); or by parties A and C (62 seats); or
by parties A and D (51 seats); or by parties B,
C, and D (58 seats).

Although the practical examples we discuss
all determine the overall result by some kind of
weighted counting of the individual group results,
our theory is much broader than this and can
handle any method for combining group results,
including, for example, non-monotone systems
in which winning more groups can make one’s
overall result worse. Our theory also extends

IFor this purpose, the District of Columbia is treated as a
state.

2This is not a requirement—party members may later defect
on particular issues and vote with their opposition. However,
we observe that when forming a government, it is especially
common for parties to act as blocs (and this is generally
expected), making such an assumption reasonable.

naturally to handle elections with more than two
levels.

The remainder of the paper is structured as
follows. In Section II we discuss how to audit
multi-level elections. In Section II-A, we work an
example showing that considering an election’s
multi-level structure can reduce auditing costs. In
Section II-B and for the rest of the paper, we
develop the necessary theory to understand this
phenomenon and use it to minimize overall audit-
ing costs. We give an optimal auditing algorithm
in Section II-C based on linear programming
and in Section II-D, we give an approximation
that is sometimes more efficient to compute. In
Section II-E and Section II-F, we evaluate these
methods using data from several recent elections.
We finish by remarking on future work in Sec-
tion III.

II. AUDITING MULTI-LEVEL ELECTIONS

Post-election auditing is a statistical process
for verifying, to some specified level of confi-
dence, that the reported election result is consis-
tent with the available evidence [15]. We assume
that there is auxiliary evidence associated with
each ballot which can be compared to the reported
votes from that ballot, and that the auxiliary
evidence is usually unexamined due to cost or
time factors [8]. For example, in an optical-scan
voting system, the reported results are determined
by machine scanners in the polling place, and
the auxiliary records are the paper ballots filled
out by voters, which can be examined by hand
and compared to the machine-reported results.
A post-election audit will choose a sample of
ballots and compare the chosen ballots with their
auxiliary information. If the ballots in the sample
are consistent with their auxiliary information, to
within a specified tolerance, the audit succeeds;
otherwise it fails and further investigation of the
election is required.

The purpose of an audit is to reject by statis-
tical means the hypothesis that a full examination
of the auxiliary evidence would suggest a differ-
ent overall election result than the one that was
reported. This must be done to some specified
level of statistical confidence (sometimes called
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the “risk limit” [14]),3 such as 99%. There is a
rich literature on election auditing in one-level
popular-vote elections (see [16], [17], [15], [7],
[18], [19], [10], [9], [20], [21], [11]). Our method
for multi-level auditing could be used with any
method that satisfies some general assumptions,
as we describe in Section II-C.

Our approach to multi-level auditing will be
to assign an auditing responsibility to each group,
and then argue that if all groups meet their
responsibilities, the overall election result is con-
firmed in the necessary statistical sense. Because
different groups may have a very different impact
on the outcome in a multi-level election, we find
that auditing to different levels of confidence
in different groups can reduce significantly the
cost of auditing the entire election to a specified
overall level of statistical confidence, 1 — €, as
we can take advantage of choices about where to
direct auditing resources.

Specifically, if the required confidence in the
overall result is 1 — €, then we will assign group
i the responsibility to audit its result to a possibly
different confidence level 1 —¢;. We will assign
the & values such that audit success in every
group implies that the overall election result is
confirmed with the necessary confidence level.

If an audit in some group fails to confirm
the election result, the audit will specify some
escalation procedure that aims to determine the
correct result in that group. If, ultimately, the
election result is changed in some group, it will
be necessary to re-evaluate the auditing responsi-
bility assigned to all other groups to ensure that
the required confidence level is met. This may
necessitate re-auditing or the auditing of addi-
tional ballots in some locations if, for example,
the auditing responsibility increases in group g’
because auditing has changed the reported result
in group g. The exact details of escalation will
naturally depend on the nature and design of the
overall election and the selection procedure that
determines the overall result from the outcome in
each group.

3We stress that, while prior work on election auditing
has used the term “risk limit” to describe the acceptable
bounds on confidence in the election result, we choose to
call this parameter statistical confidence, as is done in many
other fields. Nonetheless, the concepts are identical: both
measure the bounds on the uncertainty in the correctness of
the measured election result.

A. Election Auditing: An Illustrative Example

To illustrate the mechanics of multilevel elec-
tion auditing, we will consider the case of pres-
idential elections in the imaginary Republic of
Freedonia. Freedonian voters are divided into five
districts, District 1 through District 5. They vote
directly for candidates for their country’s highest
office, President. In order to be elected President,
a candidate must win a majority of the votes in
at least three of the five districts. Thus, Freedonia
has a multi-level election: first, candidates must
win in each district and second, candidates must
win across a majority of districts.

Citizens in Freedonia vote by marking a paper
ballot which is scanned by an optical scanning
machine that enables fully automated electronic
tabulation of the paper ballots. Freedonian elec-
tion officials wish to verify that the result re-
ported by tabulation of the electronic records is
consistent with the paper ballots. They will do
this by a statistical procedure designed to verify
consistency to 99% statistical confidence, that is,
so that any discrepancy between the results will
be detected with at least 99% probability. Their
goal is to achieve this level of confidence at the
lowest cost.

Consider now a specific election in Freedo-
nia between two candidates for President, Alice
and Bob. Table I summarizes the results of the
election. How should this election be audited?

The most obvious way to audit this election
is to conduct a separate audit in each district,
to a confidence level of 99% within each dis-
trict. Because the election within each district
uses a simple majority criterion, we can use a
standard auditing algorithm from the literature.
Calandrino’s method [8] would audit 233 ballots
in District 1, and 25 ballots in each of Districts
2, 3, and 4, for a total of 308 ballots. (No audit
is necessary in District 5 because District 5 did
not contribute to Alice’s reported victory.) The
election result is be confirmed if, for every one
of the audited ballots, manual reading of the
ballot matches the electronic result reported for
the same ballot.

In this case, it is not necessary to audit each
individual district to 99% confidence. The reason
for this is that Alice was reported as winning four
districts when only three were required for vic-
tory, so that an incorrect result in only one district
could not affect the outcome of the election. In
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[ Candidate ][ District 1 | District 2 | District 3 [ District 4 [ District 5 |

[ Alice [ 51% | 60%

[

60% | 60% | 3% |

Bob 49% 40%

40% 40% 65%

ESULTS OF THE FREEDONIAN ELECTION, BY DISTRICT.

this case it is sufficient to audit to 90% confidence
in Districts 1, 2, 3, and 4. To see why, suppose
the election result is incorrect in two districts.
If we audited the election 100 times, the audit
would detect a discrepancy in the first district
in 90 cases, and of the remaining ten cases,
a discrepancy would be detected in the second
district in nine cases. Only one case out of 100
would go undetected, which yields the required
99% detection rate. Following this procedure, we
would audit 116 ballots in District 1 and 13
ballots in each of Districts 2, 3, and 4, for a total
of 155 ballots.

Both of the audit strategies we have described
so far spend the majority of auditing effort in Dis-
trict 1 (233/308 ballots in the first case, 116/155
ballots in the second case). In general, more
ballots must be audited where the election result
is close, because only a few miscounted ballots
would be sufficient to swing the election and
we need to audit more ballots to be confidence
that we will randomly choose one of the few
miscounted ones. By contrast, when the reported
result is not close, auditing fewer ballots yields
higher confidence.

This suggests a strategy in which we audit to
lower confidence in District 1 and to relatively
higher confidence in the other districts. The most
extreme version of this strategy does no auditing
at all in District 1, and audits to 99% confidence
in Districts 2, 3, and 4. The logic of this approach
is to establish with 99% confidence that Alice
won all of Districts 2, 3, and 4, which is enough
to establish that she won the election with 99%
confidence, regardless of the accuracy of the
reported District 1 results. In this approach we
audit 25 ballots in each of Districts 2, 3, and 4,
for a total of 75 ballots.

The Freedonia example shows that clever
multilevel auditing strategies can reduce sub-
stantially the cost of auditing without reducing
confidence in the result. It also illustrates some
of the strategies that are possible. The results
of analyzing this example are summarized in
Table II.

The remainder of this paper presents a general

mathematical theory for finding the lowest-cost
strategy for auditing the result of any election
conducted under a multi-level election procedure.

B. Basic Theory of Multi-Level Auditing

Intuitively, if the result of a multi-level elec-
tion is incorrect, then it must be the case that the
within-group result is incorrect for a sufficiently
large set of the constituent groups. We define a
flipset to be a set of groups such that changing the
election results in all of these groups would have
changed the overall election result. For example,
in a U.S. presidential election, a flipset is a set
of states which, if they all changed their results,
would collectively change the total electoral col-
lege winner. We will say that F is a minimal
flipset if F is a flipset but no proper (i.e., smaller)
subset of F is a flipset. If F' is a flipset, then there
is some minimal flipset F* such that F* C F.

It is easy to show that if o; are chosen so that
for every minimal flipset F, Y ,cr o > 1, and if
the reported result in every group i is confirmed to
confidence level 1 — %, then the overall election
result is confirmed to confidence level 1 — €. The
intuition behind the proof is that if the reported
overall election result is wrong, then there must
be some minimal flipset F* such that the reported
group results are wrong for every group in F*.
The probability that the audits will fail to notice
anything wrong anywhere in F* is [[jcp €% =
gLier* % which by assumption is at most €.

Cox gives a taxonomy of voting systems [22].
Our methods apply to any voting system which
partitions voters into disjoint groups and holds an
election in each group, subject to the constraint
that the outcome at each level above the first is
determined simply from the win or loss condition
at the previous level (and not properties specific
to the voting system used, such as vote counts).*

C. Optimal Auditing for Multi-Level Elections

We now turn to the question of how to mini-
mize the cost of auditing a multi-level election.

4Mixed member proportional systems, such as the one used
for parliamentary elections in Germany, do not have this

property.

-96 -



[ District [[ 99% Confidence/District [ 90% Confidence/District | Optimal |

District 1 233 116 0
District 2 % 13 %
District 3 % 13 pA]
District 4 % 13 5

Total || 308 155 [ 75

TABLE IL

COST OF AUDITING THE FREEDONIAN ELECTION, IN TERMS OF NUMBER OF BALLOTS EXAMINED, BY

STRATEGY EMPLOYED.

We allow the use of any known auditing
scheme within each group. Our only assumption
is that the expected cost C; of auditing group
i to confidence level 1 — &% can be expressed
as C; =t;- oy for a group-specific coefficient
t;. Because t; is the expected cost coefficient,
our model can accommodate underlying audit
methods that make adaptive decisions as to when
to stop auditing, as well as schemes that have
different audit costs for different ballots within a

group.

We start by observing that many auditing
schemes have a linear cost property, so that the
expected cost of auditing a group of ballots to
confidence level 1 — &% is proportional to o, with
the constant of proportionality depending on the
auditing scheme and the number and distribution
of ballots. This constant will typically differ from
group to group.

To see why linearity is a natural relation,
consider that many auditing algorithms operate
by performing a test (such as examining one
ballot) and repeating the test, with an independent
random selection, as many times as necessary
until a desired confidence level is reached. If one
test costs Cy and achieves confidence 1 — €%, then
repeating the test k times (and failing if any of the
k instances fails) will yield confidence 1 — &% at
expected cost kCy, which satisfies the linear cost
proper’[y.5

In the remainder of the paper, we will assume
an audit scheme that has the linear cost property,
that is, that the expected cost of auditing, within
each group is linear in the parameter o;. For
schemes whose cost functions are approximately
linear, our algorithm will yield a strategy that
meets the required confidence level, and with cost

STt is possible to scale to a non-integer multiple of the
original o and Cp by probabilistic interpolation: if k is an
integer and 0 < f < 1, then an algorithm that performs the base
audit & times, then with probability f performs the base audit
one more time, will be linear, giving confidence 1 — glk+fao
at expected cost (k+ f)Co.

that will typically be close to optimal. Finding the
optimal-cost solution for nonlinear cost scheme
will be more expensive, requiring nonlinear opti-
mization.

If an audit scheme does not have the linear
cost property, it would be fairly easy to apply our
techniques using nonlinear optimization methods
such as hill climbing, especially since the number
of variables (i.e. the number of groups in the first-
level partition of voters) is usually very small
(e.g. in the U.S. Presidential election, there are
51 partitions at the lowest level). One could also
approximate the cost function linearly near a pro-
posed solution, which would lead to a correct so-
lution (in the sense that the audit would function
to guarantee the specified statistical confidence),
although not necessarily a cost-optimal solution.

Because we assume the cost is linear in
the ¢, we can use linear programming to find
values for the ¢; that minimize the total cost,
subject to the constraints discussed above. For
each minimal flipset ', we will have a linear con-
straint ) ;. o > 1. This will give us the optimal
(lowest-cost) auditing procedure that achieves the
required confidence level.

In Appendix A, we prove that two well-known
ballot-based auditing methods, the Machine-
assisted Election Auditing algorithm by Calan-
drino et al. [8] and the Secrecy-preserving Ballot-
level Audit (SOBA) of Benaloh et al. [13], have
the linear cost property required by our scheme.

D. Score-Based Auditing Method

In some cases, it may be difficult or incon-
venient to use linear programming to find the
optimal assignment of & values. As an alternative,
we can approximate the solution using a score-
based method that provides the required level of
confidence but not a guarantee of minimal cost.
To do this, we choose some method of assigning
a non-negative numerical score to each group. If
group i has score s;, and if we can show that

-97 -



any minimal flipset must have total score at least
s« then we can assign o; = min(1, {*). (Groups
that do not appear in any minimal flipset can be
assigned a; = 0.) It is easy to show that this will
be feasible, in the sense that the o values in any
minimal flipset will sum to at least 1.

As an example, in a U.S. electoral vote elec-
tion, we could assign each state a score equal to
its number of electoral votes. If the electoral vote
margin is M (that is, if at least M electoral votes
would have to flip to change the election result),
then it is easy to see that any minimal flipset must
have total score at least s, = M. Applying the
score-based auditing method, a state i having e;
electoral votes gets o; = min(1, 7). The intuition
is that a state’s fair share of the “o burden” is
proportional to its number of electoral votes.

As a refinement, we can assign @ =0 for a
subset of groups, presumably because auditing is
especially expensive for these groups. We can
choose a set D of groups to “drop”, such that
Mp = Z @; is less than M. Then for every i € D
we seéd()xi = 0; and for every i not in D we
set o; = min(1, 77%5-). The intuition is that we
don’t bother to audit the groups in D, but we
increase the auditing burden proportionally in the
remaining groups to ensure that the total o in

every minimal flipset is still large enough.

These score-based methods are likely to be
useful when the number of minimal flipsets is
very large. For example, in the 2008 U.S. pres-
idential election, there are 79 841 552 mini-
mal flipsets. Rather than enumerating them and
solving a large linear programming problem, the
score-based method can yield a much faster so-
lution that we conjecture will often be close to
optimal.

We observe that our score-based method is
similar to the method introduced by Aslam, Popa,
and Rivest [18]. That method divides votes into
groups (typically precincts), but assumes that vote
totals in each group are always summed to get
the overall election result. We allow arbitrary
aggregation rules across groups, subject to the
constraint that the rules must only consider the
win/loss outcome in each group. Additionally,
Aslam et al. assume that auditing within a group
is all-or-nothing: either a group is audited to
100% confidence or not at all. We admit different
levels of auditing leading to different confidence
intervals. Finally, our main method accounts for

the bin-packing issues associated with allowing
mixed confidence levels across groups, while the
score-based method and the Aslam et al. method
both ignore these issues for the benefit of ease of
computation.®

E. Application to U.S. Presidential Elections

To illustrate the use of multi-level auditing,
we can apply our method to the U.S. Presidential
election from 2000 through 2012, as summarized
in Figure III. As an example, the 2012 election
was won by Barack Obama with 332 electoral
votes, over Mitt Romney’s 206. For this election,
a minimal flipset would be any minimal set of
states that were won by Obama and add up to at
least 63 electoral votes. This calculation assumes
that the expected per-ballot cost of auditing is
equal in all states, so that all ¢; = 1.

The 2000 election was very close, so there are
few flipsets. Any one of the states won by Bush
forms a singleton minimal flipset, so the optimal
auditing strategy requires that each of these thirty
states be audited to confidence level 99%. At
the other extreme, the 2008 election had a larger
margin of 96 electoral votes, leading to roughly
80 million minimal flipsets. Our linear program
solver ran out of memory on this example, so we
show a cost only for the score-based method.

E Application to the 2010 UK Parliamentary
Election

As another illustration, we applied our meth-
ods to the 2010 parliamentary election in the
United Kingdom. Separate plurality elections
were held in each of 565 districts. In total,
members of twelve parties won seats, with the
Conservative party winning 306 seats, the Labour
party 258, the Liberal Democrats 57, and smaller
parties winning 8, 6, 5, 3, 3, 1, 1, 1, and 1
seats, respectively. For purposes of auditing, we
assume that each party’s members will vote as a
bloc. Since no party has a majority, a coalition
of parties holding at least 326 seats in total is
required to govern. We considered the set of
possible governing coalitions to be the election
result.

®While Aslam e al. consider linear programming as an
optimal solution and give a linear program formulation of
their method, they dismiss the result as necessarily too costly
and complex to calculate.
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Electoral Vote

Num. Minimal

Expected Number of Ballots Audited (¢ = 0.01)

’ Year H Margin Flip Sets | State-by-State | Score-Based | Score w/ Drop | Optimal (LP) |
2012 63 872,775 2691.9 475.2 421.1 421.1
2008 96 79,841,552 7705.8 430.6 220.7 .
2004 17 5896 5262.6 1239.9 1239.9 1183.6
2000 2 30 64145.9 51651.1 51651.1 51651.1
TABLE III. UDITING REQUIREMENTS FOR U.S. PRESIDENTIAL ELECTIONS 2000-2012. EXPECTED AUDITING COSTS

(ASSUMING UNIT COST PER BALLOT AUDITED) REQUIRED TO ACHIEVE AN OVERALL CONFIDENCE OF 99% (¢ =0.01) vs.
ELECTORAL VOTE MARGIN AND NUMBER OF MINIMAL FLIP SETS, AS CALCULATED USING THE OPTIMAL LINEAR
PROGRAMMING METHOD, THE SCORE-BASED METHOD, THE SCORE-BASED METHODS WITH DROPS, AND A METHOD WHICH
CONSIDERS AUDITING TO 99% CONFIDENCE IN EACH STATE SEPARATELY FOR THE U.S. PRESIDENTIAL ELECTIONS IN
YEARS 2000-2012. FOR THE 2008 ELECTION, OUR LINEAR PROGRAM SOLVER RAN OUT OF MEMORY, SO WE SHOW ONLY
THE SCORE-BASED RESULTS.

Given these assumptions, there turn out to be
many possible governing coalitions that control
the bare minimum number of seats. Every party
can participate in such a minimum-size governing
coalition. As a result, for every seat there is a
minimal flipset containing only that seat, so that
every seat { must be assigned ¢; = 1. Auditing
to a 99% confidence level requires examining an
expected 98384 ballots.

The amount of auditing required might have
been much less had the election come out dif-
ferently. For example, if the three major parties
had gotten 256, 208, and 157 seats, and the
minor parties were unchanged, then there would
be only three minimal coalitions, consisting of all
pairs of major parties. In this scenario the minor
parties do not matter, and the smallest minimal
governing coalition is a Labour-LibDem coalition
with 365 seats. In this scenario, every minimal
flipset involving Conservative seats contains at
least 88 seats, and every minimal flipset contain-
ing Labour or LibDem seats contains at least 40
seats. Therefore we can assign every Conservative
seat o; = 8‘—8, every Labour and LibDem seat
o = %, and every minor party seat o; = 0. This
would correspond to auditing every Conservative
seat to a confidence level of only 0.05, and every
Labour and LibDem seat to a confidence level of
only 0.11. For most seats, the expected number
of audited ballots would be less than one.

In general, an approach to auditing parliamen-
tary coalition elections of this type is to compute
all of the minimal coalitions (i.e., all coalitions
which do not have a proper subset that is a
coalition), and then to compute, for each party,
the coalition containing that party which contains
the smallest number of seats. Let x; be the size (in
seats) of the smallest coalition containing party
i, and let x* be the minimum number of seats
needed to form a coalition (i.e., one more than

half of the seats). If w(i) denotes the party that
won seat i, we can assign the score

1

S 1 +XW<,-) —x*

It is easy to show that any minimal flipset must
have total score at least 1, so we can assign
o; = s;. As an additional optimization, we could
consider “dropping” some seats in order to reduce
the total auditing cost.

III. CONCLUSION

We introduce a novel auditing technique for
examining confidence in and the integrity of real-
world multi-level election systems such as the
electoral college in the U.S. presidential election
or coalition parliament systems in many coun-
tries.

Specifically, we describe a method for ballot-
based auditing which uses the structure of the
multi-level election to reduce the total amount of
auditing necessary to achieve full confidence in
the overall election result. We show how to use
the particular structure of multi-level elections to
reduce or ignore the auditing of some subgroups,
reducing the cost of auditing while maintaining
a defined level of overall confidence. We show
both a cost-optimal approach to auditing the
overall election to a specific level of statistical
confidence 1 —&® and also a score-based approx-
imation that yields an easily computable correct,
but not necessarily cost-optimal, audit strategy.
We evaluate this method on real election data
from the U.S. and the U.K. and show that it
can significantly reduce auditing costs (in our
U.S. presidential election examples, costs using
our strategy were between 15.2% and 80.5% of
a strategy that was independent of the election’s
multi-level structure; in an example drawn from
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the U.K. Parliamentary election in 2010 (in which
the results were highly split, allowing for many
different possible coalitions), auditing to 99%
confidence requires a modest cost of examining
just under 100,000 ballots).

As future work, we intend to apply our frame-
works to more elections and more types of elec-
tion systems around the world. For example, we
have only considered concretely elections where
the first level in the multi-level system is decided
by a majority or plurality vote. However, our
results generalize readily to any selection algo-
rithm, and we intend to consider such alternative
systems in detail. For example, certain kinds of
mixed member proportional systems (and related
systems, such as those used in Germany), are not
multi-level in the way we have defined. However,
we believe our methods can be generalized to
include such systems. We are also further refin-
ing our algorithms for determining optimal audit
costs and seek to find more efficient algorithms,
which are still provably cost-optimal.

APPENDIX

We give two concrete examples of multi-
level election auditing using ballot-based auditing
algorithms that satisfy the linear cost property. We
assume in these examples for simplicity that the
within-group elections are decided by a simple
plurality or majority’ and that auditing k ballots
in group i has expected cost k¢; for some group-
specific expected per-ballot examination cost ¢;.

1) Example: Calandrino’s Ballot-Based Au-
dit: First, we give an example using election
auditing algorithm of Calandrino et al. [8], which
obeys the linear cost model.

Consider a group i with expected per-ballot
auditing cost ¢; and an assigned responsibility
to audit to confidence level 1 —&%. Let m; be
the victory margin of the winning candidate. In

a plurality election, m; = v’l%v’ where vil is the
winning candidate’s vote count and v? is the
second-place candidate’s vote count. In a majority
election with a winner, m; = v} — % where v; is the
total number of votes cast in the group. In order

for the declared group winner to be wrong, at

7 A majority election might have no winner; in that case we
consider the result to be L. To simplify the exposition, we will
assume in the main text that L is not the declared result in
any group, although our algorithms can easily be extended to
cover that case.

least m; of the votes cast for the group’s winning
candidate must be defective, so that at least a
fraction m; / vi1 of the declared winner’s votes must
be defective. It follows that auditing n; of the
ballots cast for the group winner, without finding
an error, will confirm the accuracy of the group
winner with confidence level 1 — (1 —m;/v!)", so
that we can achieve the desired confidence level
1 — &% by setting

_ ojloge
log(1-7)

1
Vi

i

(If the resulting n; is not an integer, we can inter-
polate: if n; = k+ f for integer k and 0 < f < 1,
we choose k ballots with probability 1 — f and
k+ 1 ballots with probability f. Then the expected
number of ballots chosen is equal to k+ f = n;
and the other necessary properties hold.)

Applying the same argument to all groups, we
see that the total auditing cost will be

ailoge
C= ;éini = Zi’éiilo 1— %)

(1=
Setting
E; = b logfn-
log (1—74)

i

the cost becomes
!
1
This is consistent with the linear-cost model.

2) Example: SOBA: To emphasize that any
auditing algorithm with linear expected cost could
be substituted, without changing our basic anal-
ysis, we provide a second example using SOBA
[13], a modern risk-limiting audit method, which
also has the necessary property that the expected
cost of auditing within each group i is linear in
the parameter ¢;.

We assume as before that subgroup elections
are decided using simple plurality or majority
first-past-the-post rules and that the election in
each subgroup yields a well-defined result.

Consider now group i with expected per-
ballot auditing cost ¢; and assigned responsibility
to audit to confidence level 1 —g%. Say that
the winning candidate has margin m; Then the
SOBA “diluted margin” will be m;/N; where N;
is the number of ballots cast in group i. That
means that, given numerical parameters A and 7,
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the “error tolerance” and “error bound inflator”,
respectively, the number of ballots audited in the
first round of SOBA is:

0 o

T Lt (1-4)
2y g 2y

SOBA proceeds by adding ballots to this sample
until a specific confidence threshold is achieved.
The expected additional cost from repeating the
audit is negligible, scaling as C~>" where C is a
constant derived from the margin of victory and
m is the number of misstated votes discovered
[12].

The total cost C is obtained by summing over
all groups gives:

C:Z&ni :Z % |

= 1
i Z,—Fllog (1—2/)

And setting:
4

%,—I—llog(l—%,)

we again obtain (consistent with the linear-cost

model):
C= Zf; Q;.
i
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Abstract— When the Council of Europe started to deal with
the subject of electronic voting in 2002, the impact of its work
was not foreseeable. What followed, however, was basically a
“success story”: The Recommendation on legal, operational and
technical standards for e-voting (Rec(2004)11), which was
adopted by the Council of Ministers on 30 September 2004, has
been the most relevant international document and reference
regarding e-voting for a decade. Since 2010, the role of the
Council of Europe with regard to e-voting has shrunk.
Nevertheless various Member States expressed the desire to
further review the Recommendation in the forthcoming years.
Following an informal experts’ meeting in Vienna on 19
December 2013, the Committee of Ministers was confronted with
the suggestion to formally update the Recommendation in order
to keep up with the latest technical, legal and political
developments. The forthcoming Review Meeting on 28 October
2014 may help set the course for future e-voting activities of the
Council of Europe.

Keywords—Council of Europe, e-voting, internet voting,
Rec(2004)11, Recommendation, review meeting, update.

I. HOW IT STARTED

Using technical devices in the vote casting process is no
invention of the 21st century. It already started back in the 19th
century [1] and some states (have) used voting machines for
several decades.! With the rise of the World Wide Web and e-
government applications in the mid-1990s, the idea of voting
over the internet was born. The first binding political online
election is said to have taken place in the USA in the year
2000. [2] Originally, no sharp distinction between machine
voting and internet voting was drawn when employing the new
term “electronic voting” or “e-voting”.? Around ten years ago,
the term “i-voting” for “internet voting” came about. [3] The
interest in information and communication technologies in
elections coined politicians, scientists, and administrators alike.
A British opinion paper outlined the motivation for e-voting
activities in 2002: “Citizens rightly expect to be able to vote in
a straightforward, accessible, and efficient way, being able to

" In the Netherlands, all voting machines were discontinued after suspected
fraud in 2007. They had been used in polling stations nationwide since 1965
(see Loeber, E-Voting in the Netherlands; from General Acceptance to
General Doubt in Two Years, in Krimmer/Grimm [Eds], 3rd international
Conference on Electronic Voting 2008, Proceedings [2008] 21).

? The term “e-enabled voting” also became more widely used.
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have confidence in the security and integrity of the poll. (...)
Governments, therefore, are being faced with requests from
their citizens to introduce new technologies in the electoral
processes, in particular to make available various forms of e-
voting.” [4] A number of international institutions and fora
could have dealt with the new phenomenon of electronic
voting but it was the Council of Europe which apparently
developed the strongest interest and formed a
“multidisciplinary Ad Hoc Group of Specialists on legal,
operational and technical standards for e-enabled voting”
within the framework of its 2002-2004 Integrated Project
“Making democratic institutions work” (IP 1). The group was
supported by two subgroups dealing with legal and operational
aspects as well as technical aspects. [5] Some of the driving
factors were the perception that citizens lost interest in politics
and the drop of participation rates in elections and referenda.
[6] However, Michael Remmert already noted in 2004 that
“modernising how people vote will not, per se, improve
democratic participation. Failure to do so, however, is likely to
weaken the credibility and legitimacy of democratic
institutions.” [7] The Ad Hoc Group created a set of standards
on e-voting, which were eventually adopted in the form of a
Recommendation by the Council of Ministers on 30 September
2004. 112 legal, operational and technical standards provided
valuable guidance in the new world of electronically enabled
elections and gave a better idea of principles to follow and
possible risks to keep in mind. Paragraph v. of the
Recommendation stipulated a first review after two years “in
order to provide the Council of Europe with a basis for possible
further action on e-voting”. Accordingly, the first review
meeting was held in Strasbourg in November 2006. Since then,
repeated two-year review periods were decided by all
subsequent intergovernmental meetings.

II. RECOMMENDATION REC(2004)11

Until today Rec(2004)11 is the only international document
regulating e-voting from a legal perspective. Even though these

* The European Union never set sustainable steps in the area of e-voting. One
of the few international events was an ,,eDemocracy Seminar organized by
the European Commission, which took place in Brussels on 12 February 2004
and provided an overview of European e-voting activities (including the non-
EU country Switzerland) at that time. The Organization for Security and Co-
operation in Europe (OSCE) appointed an expert for the observation of New
Voting Technologies for the first time in 2010 and developed a “Handbook
for the Observation of New Voting Technologies” in 2013.
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“minimal standards” are merely voluntary and thus non-
binding, the member states of the Council of Europe declared
their general support and commitment with the adoption by the
Committee of Ministers in 2004. The Recommendation states
that “e-voting shall respect all the principles of democratic
elections and referendums” and “shall be as reliable and secure
as democratic elections and referendums which do not involve
the use of electronic means.” [8] Member States were asked to
“consider reviewing their relevant domestic legislation in the
light of this Recommendation” [9] though a wide margin of
individuality was respected since individual member states
were not required “to change their own domestic voting
procedures which may exist at the time of the adoption of this
Recommendation, and which can be maintained by those
member states when e-voting is used, as long as these domestic
voting procedures comply with all the principles of democratic
elections and referendums”. [10] Since its adoption in 2004,
Rec(2004)11 has become a unique reference for matters of e-
enabled voting. [11] It has been drawn upon by various
countries, scientific institutions, and even courts when
evaluating plans or the actual use of electronic voting. Norway
is said to be the only state that incorporated most of the
Recommendation’s standards into the regulatory framework
for the 2011 and 2013 internet voting trials. [12] A 2007 study
on e-voting in Belgium, initiated by Belgian Federal and
Regional administrations, took reference of Rec(2004)11 and
used it as a benchmark in its evaluation. [13] The Estonian
Supreme Court considered the Recommendation when
deciding about the constitutionality of e-voting. [14] The 2008
pilot in Finland, where some municipalities used voting
machines in polling stations, was monitored by civil society
and the Council of Europe while taking Rec(2004)11 into
account. [15] Switzerland had the Recommendation, as well as
other practical experiences since 2004, “on the radar” when
passing recent legislative changes concerning their “vote
électronique”. [16] In Austria, standards of Rec(2004)11 were
drawn upon for the evaluation and certification of the e-voting
system used in the 2009 Federation of Students’ elections.
OSCE/ODIHR  monitored the use of ‘“New Voting
Technologies (NVT)” in a number of states in light of the
Recommendation and gave respective reference in its reports.
The OSCE Handbook on the “Observation of New Voting
Technologies”, which was published in late 2013, calls
Rec(2004)11 “the only specialized international legal
document in this regard” and mentions it under “Good Practice
Documents” on e-voting. [17] The publication “Introducing
Electronic Voting — Essential Considerations” by the
International Institute for Democracy and Electoral Assistance
(IDEA) listed Rec(2004)11 among the essential international
documents. [18] Even in several overseas countries such as
Canada [19] or the United States, [20] elements of the
Recommendation were included in different studies and
reports.

Despite its worldwide recognition, the Recommendation
has become a bit long in the tooth. Ten years after its adoption,
numerous technical developments and new social approaches
have changed the “e-world”. Consequently, voices in favour of
a formal update have gained strength. Ongoing innovations and
technological changes were already in the states” minds when a
first review after two years was demanded. The e-voting group

suggested to the Committee of Ministers to “recommend to
member states to keep their own position on e-voting under
review and report back to the Council of Europe the results of
any review that they have conducted” as “e-voting is a new and
rapidly developing area of policy and technology” and
“standards and requirements need to keep abreast of, and
where possible, anticipate new developments.” [21] In 2004,
the Council of Europe established a new project, “Good
governance in the information society”, which would last until
2010 and continued the discussions on e-voting. It also
followed new challenges posed by the broader scope of
“clectronic democracy” (e-democracy)®. The overall project
aimed at providing “governments and other stakeholders with
new instruments and practical tools in this field and to promote
the application of existing instruments and of good and
innovatory policy practice”. [22]

The first review meeting in Strasbourg on 23 and 24
November 2006 concluded that the Recommendation had
become accepted by member states “as a valid and currently
the only internationally agreed benchmark by which to assess
and evaluate e-voting systems.” [23] The second review
meeting was organized on the occasion of the Forum for the
Future of Democracy dedicated to “e-democracy” in Madrid. It
took place on 16 October 2008 and summarized the latest
developments and new questions concerning e-voting. In this
regard, the Recommendation was still considered useful but
some aspects, particularly concerning certification and
observation, were identified as topics not sufficiently covered.
Hence, the Council of Europe organized a Workshop on the
“Observation of e-enabled elections” in Oslo on 18 and 19
March 2010 and subsequently had experts reconvene in
Strasbourg in order to work on two follow-up documents
complementing Rec(2004)11 — the “Guidelines on certification
of e-voting systems” and the “Guidelines on transparency of e-
enabled elections”. [24] Both guidelines, along with an “E-
voting handbook” about the “key steps in the implementation
of e-enabled elections”, were presented during the third review
meeting in Strasbourg on 16 and 17 November 2010. This also
constituted the end of the Council of Europe’s activities during
the project “Good governance in the information society”.

III. TOWARDS AN UPDATE?

A fourth review meeting took place in Lochau near
Bregenz®, Austria, on 11 July 2012. During this meeting,
several state representatives said that Rec(2004)11 was still
precious but that in light of recent practical experiences, and
despite the additional guidelines of 2010, a number of issues
were not dealt with any more. As a consequence, the
representatives of the Member States “agreed to recommend
that the 2004 Committee of Ministers® Recommendation (...)
should be formally updated.“. [25] They further stated “that the
biennial review meetings were highly useful and should be
continued (...)”. [26] The Republic of Austria, one of the
countries actively involved in the creation of the

* The Council of Europe’s Ad Hoc Committee on e-democracy (CAHDE)
prepared a Recommendation on e-democracy (Rec(2009)1), which was
adopted by the Committee of Ministers in February 2009.

* The precise location was Castle Hofen in Lochau near Bregenz but all
international documents bear the more widely known city name of Bregenz.
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Recommendation from the start, used the opportunity during
the Chairmanship of the Committee of Ministers® to invite e-
voting experts to Vienna in order to follow up and discuss the
future of Rec(2004)11 within the framework of an informal
workshop. Austria had already suggested such a get-together
during the 2012 review meeting. [27] Since 2010, e-voting
matters have not been under the umbrella of a Council of
Europe project. They are now handled by the “Directorate of
Democratic Governance belonging to the “Directorate
General of Democracy®. The “Division of Electoral Assistance
and Census“ was in charge of preparing the workshop in
Vienna, which was held in co-operation with the Austrian
Federal Ministry of the Interior, being Austria’s primary
electoral management body, on 19 December 2013 in Vienna.’
In preparation of this meeting, the Council of Europe
commissioned a report “on the possible update of the Council
of Europe Recommendation Rec(2004)11 on legal, operational
and technical standards for e-voting”. The author was Ardita
Driza Maurer, an independent lawyer/consultant and former
member of the e-voting team at the Swiss Federal Chancellery.
[28] Based on the findings of Ardita Driza Maurer, reasons for
updating the Recommendation were debated. [29] New
technological developments and concepts such as in the
context of the verifiability of votes, and conclusions from
studies and reports, for instance regarding certification, called
for addenda or adaptions (for further details on a possible
future recommendation update see the article of Ardita Driza
Maurer).

More than a decade ago, developing the 112 legal,
operational, and technical standards was a “rather theoretically
driven exercise”. [30] There is no doubt that this facilitated the
intergovernmental work as not too many existing systems were
influenced by the then new set of rules. However, the work on
the two guidelines in 2010 already showed that this situation
had changed in just a few years: Since some countries
meanwhile had e-voting in use or were in the process of
implementing specific solutions, discussions over specific
models and paragraphs became more detailed and heated than
originally expected. In the end, the guidelines remained more
general in their wording than intended in the beginning. The
participation of civil society and other non-governmental
stakeholders was also of a different quality in the early 2000s
than today’s era of public participation and open government
would permit. Hence, the experts’ workshop in Vienna
concluded that “it must be ensured that the necessary legal and
technical expertise is available during the drafting process and
that it must be open, with detailed mechanisms to be
determined, to the full range of stakeholders, e.g. civil society
actors, e-voting systems providers and possibly non-member
states.” [31] Another difference to the drafting work of 2002 to
2004 is the monetary perpective: While the Ad Hoc Group of
2002-2004 had sufficient resources to cover travel expenses
and the input of experts within the framework of Project “IP
17, no such budget is currently available at the Council of

® Austria assumed the chairmanship of the Committee of Ministers of the
Council of Europe on 14 November 2013. The formal end was the annual
meeting of the Committee of Ministers on 6 May 2014.

7 Approximately 50 persons from about a dozen countries participated, among
them almost all states actively involved in e-voting (among them being
Belgium, Estonia, Norway, Russia, and Switzerland).

Europe. It goes without saying that proper updates could only
be realized if future budgets would allow work on
Rec(2004)11.

IV. PRACTICAL USE OF E-VOTING IN EUROPE

In contrast to 2004, a number of countries have meanwhile
gained experience in the e-voting field. Some of them even
provide binding, e-enabled voting channels today. Other states,
however, stopped using any kind of technology in the voting
process. The following overview is not meant to be exhaustive
but supposed to give a better feeling of some of the recent,
more note-worthy activities in the field. [32]

Albania worked on two pilot projects — one regarding the
introduction of electronic voter identification means in polling
station (by using the national identification card), the other
concerning optical scanners in two regional counting centers
during the elections in June 2013. Both pilots eventually failed.
In Armenia, the Central Election Commission came up with a
(rather simple) system allowing Armenians working at
diplomatic missions abroad and Armenian professionals
working for Armenian companies abroad to vote online. The
legal basis was passed before the 2012 parliamentary elections
but the participation rate was small. In Austria, only remote
voting over the internet has been seriously discussed. The
Austrian Federal Ministry of the Interior conducted an
intergovernmental feasibility study presented in late 2004. [33]
In order to implement internet voting, an amendment to the
federal constitution (two-third majority in parliament) would
be required. Some non-binding academic trials [34] in 2003,
2004% and 2006 and a legally binding use during the 2009
elections of the Austrian Federation of Students [35] were the
only notable experiences. In 2011 the Austrian Constitutional
Court suspended some provisions in the regulation for the 2009
students’ elections. At the same time, the Constitutional Court
emphasized that in all future deployments of e-voting the legal
basis had to be clearly determined in order to allow
transparency both for election commissions and individual
voters. [36] Azerbaijan ran some non-binding pilots of internet
voting (“shadow elections”) in the past but no further steps
towards e-voting have materialized. Belgium did away with
voting machines in the wake of the discussions in the
Netherlands but has lately looked into a new and improved
paper-based machine voting system which was piloted in the
regional elections in October 2012 and showed the need for
various modifications. The improved system is supposed to be
used in half of the country during the 2014 elections. Internet
voting may only be considered for Belgian voters abroad.
Bulgaria started discussing e-voting solutions in both polling
stations and over the internet in 2004. A draft law allowed for
internet voting pilots. In 2009, a test was run in nine electoral
precincts. A legal amendment on the permission of e-voting
was passed in 2012 but subsequently overturned by the
Constitutional Court. The current election code stipulates the
introduction of machine voting in 2015. Estonia was the first

¥ The 2004 trial was organized along the lines of the Austrian presidential
elections. For further details see Alexander Prosser, Robert Kofler, Robert
Krimmer, Martin Karl Unger, E-Voting Election Test to the Austrian Federal
Presidency Election 2004, Working Papers on Information Processing and
Information Management 02/2004 (http://epub.wu.ac.at/194/1/document.pdf).
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country to introduce internet voting as a legally binding
channel during the 2005 municipal elections and the 2007
parliamentary elections. [37] Online votes have to be cast in
advance of the election day. [38] During the 2013 municipal
elections, 24.3% of the votes came over the internet. The i-
voting system and procedure are constantly improved, for
instance by installing an Electronic Voting Committee
composed of IT professionals responsible for conducting the i-
vote process. More transparency will be ensured by introducing
a new verification system, which was tested in 2013 and will
become an integral part of the law in 2015. Finland piloted
voting machines based in polling stations and connected to the
internet in three municipalities in 2008. Following some flaws
and court decisions, the project was discontinued. A working
group looked into the possibilities of internet voting and
presented an internal report in June 2014. Further research on
the use of the internet for participative instruments was
suggested. France has been using electronic voting machines
in certain municipalities though the number will not be
increased after the discussions in the Netherlands and
Germany. Since the early 2000s, online voting for French
citizens abroad had been debated and some pilots were carried
out. In 2012, select representatives for the French living abroad
were elected via internet for the first time. Germany used to
have voting machines in certain constituencies (for all kinds of
elections) since the 1960s. Due to complaints regarding the
2005 parliamentary elections, the Federal Constitutional Court
of Germany held on 3 March 2009 that the use of machines
undermined the principle of publicity. [39] While electronic
voting machines with a paper audit trail should suffice the
requirements of the decision, Germany stopped using all kinds
of machines. Internet voting is exercised on a very small scale
in an academic and semi-private environment but not in any
political elections. [Ireland introduced electronic voting
machines in 2004 but never used them due to public concerns
about their reliability. The machines were stored for years and
finally demolished in 2012. Latvia currently focuses on the use
of ITC in scanning and counting ballots. Aside from optical
scanners, ideas about internet voting are debating with the
neighbouring country Estonia in mind. Liechtenstein has the
legal basis for e-voting in municipal elections and, influenced
by developments in Switzerland, has followed e-voting
discussions for a number of years — so far, however, without
any further steps. Lithuania has repeatedly tried to follow the
Estonian example but proposals of the Central Election
Commission to introduce e-voting have not earned sufficient
support in parliament yet. The Netherlands had mechanical and
electronic voting machines dating back to the 1960s and also
used internet voting for certain bodies. After doubts about the
security of voting machines were publicly expressed by an
NGO, both voting machines and internet voting were stopped
in 2008 by a ministerial decree. In late 2013, a Study
Commission recommended introducing electronic voting and
counting “in order to make the voting and counting process
more accessible and faster”. Ballot stations should use new
machines with ballot printers. A nation-wide roll-out could
take place after a piloting phase around 2018 or 2019. Norway
conducted a feasibility study on internet voting in 2006 and
carried out a first pilot on the local level (10 municipalities and
4.5 % of population) in 2011. Lessons learned from other e-

voting examples, for instance the need of universal
verifiability, were taken into consideration. Another use of
internet voting took place during the 2013 parliamentary
elections (12 municipalities and 7% of population). In June
2014 the government announced to discontinue the use of e-
voting trials. [40] In Russia, the Central Election Commission
introduced electronic voting machines with a paper audit trail
in 2005. In February 2013, the constitutional committee
proposed to look into internet voting as well. In Slovenia,
electronic voting machines have been used in polling stations
in order to assist handicapped voters though no further
expansion seems to be considered. In Spain, pilots regarding
electronic voting machines have been carried out since 1995.
In addition, some internet voting tests were carried out on the
regional (2003, Catalonia) and national level (2005). The basis
for internet voting was laid down in the Basque Country
electoral code in 1998. Lately, no further serious discussions
have materialized. Switzerland had its first debates on internet
voting in 1998 and started a pilot project on e-voting (“vote
¢électronique”) in three cantons in 2002. In the beginning, it
was only used in local elections and referenda. In 2011, the
first nation-wide use (for national parliamentary elections) took
place. The government is still in the process of gradually
expanding the use of e-voting. New legal backbones for the
federal level were adopted in December 2013. In order to
further extend internet voting, a new model of verifiability and
new auditing routines will be required. Until the end of 2013,
12 cantons used e-voting in one way or the other. The United
Kingdom was very active in testing all kinds of electronic
voting methods in the early 2000s. Trials in several
constituencies between 2002 and 2007 involved ballot booth
voting, kiosk voting, and internet voting. After negative
experiences in other countries and critical voices from the UK
Electoral Commission, [41] the government has not looked
into e-voting opportunities any further. In March 2014 the
chair of the UK Electoral Commission called for a
modernization of elections and a move to online voting. [42]

Interesting enough, the implementation of the European
Citizens’ Initiative’ in all EU Member States on 1 April 2012
recently stirred up discussions about new forms of e-
participation in several member states since it is possible to
sign a statement of support online. [43] The future will show
whether this new instrument of direct democracy in the EU
really has an impact on e-voting discussions around Europe.

V. OUTLOOK

The future of e-voting certainly looked brighter when
Rec(2004) 11 was adopted ten years ago. While e-enabled
elections were still in their infancy, some kind of “e-voting
hype” seemed to go around, which led to legal amendments or
the first pilots in a number of countries. [44] In the meantime,
some kind of stagnation has emerged [45] though current
international examples show that electronic voting is possible —
not only in a supervised environment but also with online
solutions. [46] The reasons for a decline of the e-voting
euphoria are multifaceted. The economic and financial crisis of

° Regulation (EU) No 211/2011 of the European Parliament and the Council
of 16 February 2011 on the citizens’ initiative.
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2008 led to budget cuts in several countries; expensive
innovation programs had to be stopped. Strict court decisions
concerning the use of e-enabled voting [47] as well as a
growing distrust of citizens in internet solutions after data leak
and hacking incidents also did their bit. Concerns about
security and reliability problems inherent to online applications
were already present when passing Rec(2004)11, which states
“(...) that only those e-voting systems which are secure,
reliable, efficient, technically robust, open to independent
verification and easily accessible to voters will build the public
confidence which is a pre-requisite for holding e-voting.” [48]
Today it is mainly a political decision whether countries are
willing to think about e-enabled voting as computers and the
internet have already influenced our daily life in an
unprecedented  way. Permanently excluding modern
technology from voting and participative instruments does not
appear realistic.

The Council of Europe continues to be the only
organization in Europe to set intergovernmental standards in
the field of e-voting. Accordingly, the informal experts’
meeting in Vienna in December 2013 (similar to the 2012
review meeting) came to the conclusion that, (...) “taking into
account the issues listed in this report and the high probability
that in the medium and long term, the number of electoral
systems will comprise some electronic features, there are a
number of strong and valid reasons for updating
Recommendation Rec(2004)11.” The exact terms of such an
update were left to the Council of Ministers, which debated the
report in the Ministers' Deputies/Rapporteur Group on
Democracy (GR-DEM) on 20 May 2014 but rendered no final
decision. Even the definite organization of another review
meeting by the Council of Europe Secretariat in late 2014
remained uncertain at that point of time. Thus Austria, along
with Belgium, Estonia, Hungary, Latvia, Poland and
Switzerland, sponsored a “non-paper” for information “in view
of the meeting of the GR-DEM on 17 June 2014” in order “to
call for the 5th Review Meeting to take place in Autumn
2014”. The delegations emphasized that such a meeting could
be organized “on a costs-lie-where-they-fall basis” to keep
expenses “to an absolute minimum”. The non-paper also
suggested that the review meeting could be held back to back
with the EVOTE 2014 conference in Lochau, Austria, to take
advantage of the obvious synergies.

The Council of Europe Secretariat confirmed its support of
the proposal in the GR-DEM meeting on 17 June 2014 and
stated that the results of such a review meeting could even feed
directly into relevant discussions at the World Forum for
Democracy.'' Official invitations for the 5th meeting “to
review developments in the field of e-voting since the adoption
of Recommendation Rec(2004)11”, scheduled for 28 October
in Lochau, were sent out by the Democratic Governance
Directorate of the Council of Europe on 23 June 2014. The
agenda contains the points “Horizon 2016: General exchange

' In countries with multiple voting channels such as postal voting, the free
selection of polling stations or mobile election commissions, the pressure to
introduce e-voting does not seem to be as strong as in those countries where
the present voting system is less flexible.

"' To be held in Strasbourg on 3 to 5 November 2014
(http://www.coe.int/de/web/world-forum-democracy).

of views on a possible update of the CM Rec(2004)11 -
defining the scope of a possible update” as well as “discussion
of possible first elements of the future updated Rec(2004)11
and necessary conditions for the next steps: modus operandi,
terms of reference, possible timeline”. There is no denial that
the Council of Europe’s expertise and reputation in electronic
voting is internationally renowned. The Recommendation, its
review, and the general objective of developing secure use of
the internet in the field of democratic elections currently form
part of the Council of Europe’s Internet Governance Strategy
2012-2015. [49] However, future activities will largely depend
on the allocation of the essential budget. It will be up to the
Committee of Ministers to say which role the Council of
Europe wants to play in the area of e-voting in the future. In
case of a “go” for a formal Recommendation update, its
outstanding role in this matter would be re-iterated.
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Abstract— E-voting must comply with requirements for
democratic votes and elections. Adopted in 2004, énCouncil of
Europe Recommendation Rec(2004)11 is one of the firs
regulatory efforts in this area and so far the onlyone at the
international level. Its ambition is to map legal pinciples for
democratic elections with operational and technicatequirements
specific to e-voting. This paper presents an overwie of lessons
learned from the application of the Recommendatiorduring the
past ten years and discusses the need for an update
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. INTRODUCTION

The Recommendatioof the Committee of Ministers to
member States on legal, operational and technitealdards
for e-voting, also known as Rec(2004)11 [17], wdsped on
30 September 2004 by the Committee of Ministersctvlailso
took note of the Explanatory memorandum theretq. [B8th
documents were compiled by a Multidisciplinary Adbdd
Group of Specialists on legal, operational and reszi
standards for e-enabled voting.

The Recommendation defines e-voting as an e-efectio
e-referendum that involves the use of electroniamseat least
in the casting of the vote, covering both e-votimgontrolled
(e.g. voting machines in polling stations) and ircantrolled
environments (e.g. internet voting from a privatmputer).
Rec(2004)11 became rapidly a reference for Coungil
Europe (CoE) States that introduce or envisageduting e-
voting’. It remains so far the only international instrumeo
propose an e-voting regulation.

Two additional instruments [14][15] were adopte@ @10,
however with the lower status of guidelines. Theppose
guidance on certification and transparency issuas are
meant to complete the recommendations on thesedsu
formal proposal to update

* Country reports presented at the CoE biennial imgbn e-voting (see
http://www.coe.int/t/dgap/democracy/Activities/ GEES
voting/Default_en.asp ) reflect the implementatiéthe recommendations by
countries. U.S. EAC 2011 report on internet vofimgnd that in particular
internet voting systems were either conceived olatgd by incorporating the
CoE Recommendation.

2 Transparency is dealt in paragraphs 20 to 23 (Agipd) and certification

in paragraphs 111 and 112 (Appendix Ill) of the ®amendation.

introduced in the 2012 review meeting. The issuarofipdate
is on the agenda of the 2014 review meéting

This paper reflects on the necessity of updating
Rec(2004)11 based on e-voting experiences andsthefithe
Recommendation in the past ten years in the CoBneghe
main arguments in favour of an update include les$earned
by experimenting with e-voting or by observing dtitical
assessments of the Recommendation as well as t¢ethni
developments (section 2). A possible line for apphing the
update is presented by way of conclusion (sectjon 3

The paper is based on our report to the Counddwbpe
on the possible update of the Recommendation [T8f
report was discussed at a CoE's organized meetiegperts
in Vienna (19 December 2013). Findings are groundaihly
on the documents of the four CoE biennial reviewetings
that took place since its adoption, on e-votingutations and
evaluations (e.g. by countries, by internationajamizations,
etc.) and on e-voting related work by organizatioms
countries beyond the CoE region. The paper focose®-
voting regulatory issues alone.

II. LESSONSLEARNED

A. The special place of Rec(2004)11

A recent study [2] mentioned that emerging inteoetl
electoral standards on e-voting are strugglingaticlc up with
the introduction of technology into the voting acdunting
process. This could also apply to Rec(2004)11.

The starting point for introducing the Recommerataiin
2004 was the observation that member states aeadgir
using, or considering using e-voting for a numblepurposes
(see the Preamble). Ten years later, OSCE/ODIHR [34
observed that today, almost all electoral processdse some
use of new technologies from voter registratiortaioulation

the Recommendation wasf results.

Regulating e-voting is a challenging task and coest
look for guidance. The Recommendation timely resigainto
such needs, rapidly becoming a reference (seq2i$mn the

3 Afifth review meeting on the Recommendation orgadiby the Council of
Europe will be held on 28 October 2014 in Lochawtfa, back to back with
EVOTE 2014.
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role of Rec(2004)11 in fostering e-democracy).sltstill the
only international instrument to propose standaffds
regulating remote and non remote e-voting. The tdlopf

The Recommendation is a non-mandatory instrument
despite the fact that it has been accepted unasimduy the
Council of Ministers and it says that member statlesuld

common standards in the Recommendation was comsiderconsider reviewing their relevant domestic legislkatin the

key to guaranteeing the respect of all the primsplbf
democratic elections and referendums when usingtiegy
[18] [37].

A number of organisations have produced guidelimes
the introduction of new technologies in voting. The
OSCE/ODIHR [34], IDEA [5] the Carter Center [10het
Organization of American State83] and the National
Democratic Institute for International Affairs [35have
approached the issue of standards for electronimg@and
counting technologies from the perspective of @ect
observers. IFES [24] proposes a step-by-step apprimathe
introduction of e-voting, including legal consideéoas. IFES
[45], IDEA [25] or the EU [23] discuss key princgd that
should inform the introduction of e- voting or mayenerally
of technology in elections. The Council of Europksoa
developed a Handbook [16] to provide guidance ensteps
to be considered when introducing e-voting.

These documents focus on identifying good practmes
formalizing procedures. They do not aim at prowden e-
voting regulation and most of them are domain djmeci
focusing on the needs of election officials, obsesvand so
on. They need to be taken into account when upgldtie
Recommendation but they are not equivalent to.it (@ their
respective scopes) and no substitute to it. Onéarapon to
that may lie in the fact that no other institutioas a mandate
equivalent to the CoE in setting electoral stangaad least in
Europé.

Rec(2004)11 has also been referenced by countrids a

organizations beyond the CoE region when considegn
voting regulations or standards. A study commissibroy
Elections Canada [39] considers the work done bl ahis
field as the most extensive while creating a Idgainework
for a new technology. It recommends election ddiigito
consider referencing the Rec(2004)11 check-liste ThS.
Electoral Assistance Commission [40] has referentes
Recommendation in an effort to
requirements on internet voting utilized elsewtiaréhe world
which include voting specific functionality, acceskty and
security requirements.

B. Guiding principles or detailed requirements?

Rec(2004)11 is a pioneer effort which attemptspgplyaa
finite but not consolidated number of legal requients for
democratic elections, dispatched in a set of istional

light of this Recommendation when introducing ehvot
(recommendation iii). Furthermore the text of the
Recommendation and of the Explanatory Memorandskeifit
imply that the recommendations are not exhaustievever,

in several cases, the Recommendation has beerdeoegias

a ready-to-use check-list of requirements for boddand
evaluating e-voting systems. Whether the Recomnigmdes
ready for this use is questionable.

Since the first review meeting in 2006 it has been
reconfirmed that the Recommendation was accepted by
member States as a valid benchmark by which tosassed
evaluate e-voting systems. At the same time it basn
admitted that several issues, such as accreditatistification
or observation needed further research. The twdejjues on
certification and transparency were endorsed asiging a
common reference to be viewed, however, as wogkagress
since the practical experiences in the field obéng were in
constant evolution. The last 2012 review meetingctuded
that existing loopholes, ambiguities or tensions time
Recommendation justify a formal update.

Norway is the only country to have given Rec(2004)1
recommendations (with few exceptions however) thtus of
legal basis regulating both 2011 and 2013 intevoghg trials
[31][32]. However some of the recommendations were
excluded and Norway also introduced verification
mechanisms which are not dealt with in the Rec(20D4uch
as return codes [4].

The Norwegian system has been evaluated [1] for its
conformity to Rec(2004)11 (see also [3]). The eatibn [1]
concludes that as a package, the Council of Europe
Recommendations represent a very comprehensive and
detailed set of standards for the conduct of ededatrvoting.

The Norwegian Internet voting system was found d@anp
with 85 out of the 102 relevant recommendations aad-
compliant with three recommendations. This was iclemed a

locate standards andignificant achievement given the exacting natufe the

Council of Europe Recommendations. The difficulties
encountered in applying the requirements of Rec{plD
prompted the authors to present a critical assegsofethe
recommendations.

The study [1] concluded that the Recommendations doe
not build on existing public international law, tliasays little
on the legal basis, that it aims at designing <stedwl
applicable to all circumstances and such a broaxgbesds

instruments only some of which are mentioned in theroblematic when it comes to their implementatitmat it

Preamble of the Recommendation, to e-voting.

4 According to article 1 of the 1949 adopted Statitthe Council of Europe
the organization has the aim to achieve a greaiéy between its members
for the purpose of safeguarding and realising flas which are their
common heritage. This aim shall be pursued by ageets and common
action in legal and administrative matters. Artitfeof the CoE Statue
foresees that action may take the form of recommuns to the
governments of members. Available:
http://conventions.coe.int/Treaty/en/Treaties/H@®L.htm
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ignores the fact that trade-offs between standaads
sometimes necessary in electronic voting (suches¢ed for
secret voting against the need for transparenatteneed to
be able to audit the function of the voting systethat the
need to comply with the Recommendation as a whsle i
problematic, that a number of standards may appedre
overlapping or redundant, that the wording is sdmnest
vague (interpretation is needed) and other timesdietailed
and, finally, that the recommendations are techigiceeutral



in their wording,
attempting to comply.

Similar
Rec(2004)11 were also issued earlier in two thémet
analysis of the Recommendation [26], [30].
considering the merits of the standards includedthn
Recommendation, [30] employed engineering requirgme
and reverse engineering techniques to show thatiatds are

but not in their consequences mvhe

critiques on the wording and structure of

Without

The Estonian Constitutional Judgement of the Suprem
Court of 2005 [38] examined the e-voting legal basnly
from the point of view of the principle of constitenality in
relation with the right to change a vote in thesinet voting
context alone. The Court explained that the rightitange the
e-vote is in accordance with the CoE Recommendd&8h
and with the Estonian Constitution.

The adequacy and level of detail of national engti

expressed in a poor way and to make a first, simpleegulations have been discussed elsewhere as Bedfium

restructuring of the Recommendation.
Recommendation as a check-list of requirementssystem
certification purposes, the study concludes
Recommendation as it stands makes certificationinaga
standards difficult. Several "original flaws" ardentified
including inconsistency, incompleteness and unckape,
over-specification, under-specification, redundancgnd
repetition as well as maintainability and exterigibiissues.
The authors believe that a broadly applicable imsémt
would be genuinely useful both to governments priague-
voting systems, and to vendors developing and iy
such systems. So they undertake a first-step stgting of
the Recommendation, rooting out the identified ioagflaws.

Another study on a concrete use of the Recommendati
[20] questioned the possibility for Rec(2004)11 handle
sufficiently real-world attacks against electiorséng e-voting.
Under this perspective the Recommendation was deresil
as being (or ought be) specific enough as to peodietailed
solutions to deal with specific threats such a#iezki creative,
personally motivated and appropriately equippeddestts
planning and executing attacks against e-votingesys. The
authors propose that Rec(2004)11 be further imputolg
explicitly pointing out the necessity of implemegiadequate
countermeasures to different types of attacks dmad the
development of a special security strategy to détdl attacks
that target voters' acceptance of e-voting shoule
recommended in Rec(2004)11.

The discussion on the adequacy of national reguiatto
cover current forms of e-voting and the requirectl®f detail
of such regulations is informative also for Rec(@a given
the similar challenges that all regulations fache TGerman
Constitutional Court considered in its 2009 decisj8] that
the Federal Ordinance on the Deployment of VotirecMnes
in Elections was unconstitutional because it did cantain
provisions ensuring that only those voting machiras
approved and used which comply with the constihglo
preconditions of the principle of the public natofeelections
(see paragraph 145 and ff. of the Court's decisighich
requires that each voter, without any specific mécdl
knowledge, is able to make sure that the systenfoimes
correctly.

The Austrian Constitutional Court in its 2011 démis[42]
arrived at a similar conclusion, although basedddferent
principles. The act regulating the elections of Steidents'
Union was found to be unconstitutional becauseidt bt
provide detailed requirements on the e-voting systé&d on
the procedures to ensure that competent authorittesd
exercise their controlling rights. Both the Germamd the
Austrian quashed regulations have not been updited.

Considering th Federal

and Regional Administrations commissioned a
thorough study on e-voting [6] which considers Ré64)11

thate thas the main benchmark for evaluating e-voting.

Finland's use of voting machines in polling stasiomas
monitored in the light of Rec(2004)11 by both Etenic
Frontier Finland [21] - a Finnish non-profit - atfte Council
of Europe, Congress of Local and Regional Authesifd4].

France's non-remote e-voting is regulated by sjgecif
legislation while remote internet voting, must cdynwith
recommendations by the National Commission on médics
and Liberties [12] whose structure and contentgressmany
commonalities with Rec(2004)11. A recent thorougpart
[11] recommended that the list of legal requireraefdr
authorizing the use of voting machines must be deteg
(recommendation 2).

Netherlands discontinued all forms of e-voting heser in
addition to computer security problems, the emhegldif the
voting machines within the legal framework was d¢dersed
very weak. Another lesson from the Netherlands hat t
technical choices made in the past to embed baisiciples of
elections need to be periodically reconsidered.[28]

Swiss federal legislation on e-voting from uncohéma
environments introduced in 2002 presented many

pcommonalities with Rec(2004)11 [7]. The Federal i@adcé

was recently modified to reflect lessons learnednduthe
past ten years [13] and was completed with a aetail
technical regulatioh

To conclude, the scope and aim of the Recommendatio

need to be clarified. While Rec(2004)11 was irligiahtended
to provide guidance, it has in several occasiorenbyeferred
to as a complete and comprehensive list of requrgs
against which to evaluate e-voting systems. As aigg
document the Recommendation is sometimes too détaitd
when considered as a take-it-or-leave-it check-list
requirements its application has proved difficult.

Furthermore the level of detail of the Recommeruhati
requires special attention. In the light of expecies made and
lessons learned so far it can be assumed that dilyrea
implementable check-list of requirements will reeegreater
attention. It should be comprehensive and coheocsiaicilitate
implementation and control. It should at least aont
necessary requirements to ensure compliance ofiegvaith

® In force since 15 January 2014, http://www.adntitopc/fr/classified-
compilation/19780105/index.html

® In force since 15 January 2014, the technicallagigm is a Federal
Chancellery Ordinance: http://www.admin.ch/opcléssified-
compilation/20132343/index.html
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all international standards for democratic eledtiowhile
leaving individual countries the necessary room
implementing their own electoral specificities.

C. Placing e-voting into its context

Reference [26] found it problematic that requireteen
(mainly security requirements) for e-voting are mead &s
secure ap against requirements for non-electronic voting
systems. As there exist no widely accepted metfams

solutions, collectively known as remote and nonatame-

forvoting, that only share one common characterigtie: use of

electronics in casting the vote. As the above meeii
analysis of the conformity of the Norwegian systehowed,
several recommendations are clearly written with-remote
e-voting in mind and have proved difficult to implent in an
internet voting context.

Requirements and standards in the Recommendation
should clearly indicate to which of the two typdseevoting

measuring, reasoning by analogy flaws the comparisothey apply. Venice Commission [22] stated that trgpin

between the two. This critique needs to be adddegsea
future update.

Reference [26] also draws attention to the necgssa
distinction between matters of public policy whiaffect the
whole electoral system and matters of voting tetdmowhen
introducing recommendations. The following examfrem
the implementation of the Recommendation illusgakés.

In some cases, the same recommendation is implechent

in opposing ways by different countries in accotamvith
their own specificities. This is the case with ''esy and
freedom of the vote" (recommendations 9 to 19).viégyrand
Estonia introduced multiple voting, or the rightdbange the
e-vote for internet voters alone and a precedericpaper
ballots over electronic ballots. This was meantoffer the
voter a way to get around voting coercion and Jmiging
(which may arise in remote voting, because thervoéam be
forced to cast his or her vote in the presence radftheer
person). Although multiple voting literally contiath
recommendation 5, [4] and [38] found that this mbag
interpreted to respect the Recommendation. Frarnoe
Switzerland do not allow multiple voting and assthe same
value to a validly issued ballot, be it on paperetactronic.
Their point of view is that internet voting is jusbother form
of distant voting from an uncontrolled environmeaid that
coercion will not be addressed differently for mméet voting
than for postal voting. ODIHR encourages France and
Switzerland to introduce multiple voting but saysthing of
the impact this would have on the system as a wiiokn the
inequality it will create with other channels arek tfact that
not all voters have access to internet voting.

a

The national legal context should be taken intooant
when regulating e-voting. Some issues may only eone-
voting. Others, although introduced in an e-votogtext, are
a matter of public policy (for example related temote
voting) not of voting technology. Their introduatiovill affect
the whole system. Furthermore the technical dinmansif e-

supervised environments must be treated differefindyn e-
voting in unsupervised environments. In particuthg issues

pf secrecy and freedom of the vote are to be hdndle

differently in the two cases. So, a prior deterrtiorawhen
updating the Recommendation should be clearlystindjuish
between the two categories. There is general cgnsemn this
admitted conclusion and it was included in the repd the
Rec(2004)11 review meeting of 2012 as well.

E. Technology developments, new concepts and solutions

As indicated by its title, the Recommendation isltmu
disciplinary and requires combined expertise froiffieckent
areas. Important work has taken place on the teahaspects
of e-voting such as e-voting protocols, e-votingitcol and
certification or e-voting increased transparencyouigh
cryptographic solutiorfs Their consideration in the light of
Rec(2004)11 goes beyond the scope of this papeneitr
their significance for the Recommendation needs b®
examined in view of an update.

An interesting example from a regulatory perspectis
work on certification [43] as it illustrates the piarct legislation
has on the design and control of e-voting systerhs. broad
principles mentioned in Appendix | of the Recomrmeiwh
serve as legal background. Based on them, detadedrity
requirements and methods to measure and evaluadéing-
systems' security have been developed. They must be
considered in view of an update of the recommendati
namely those contained in Appendixes Il and IlI.

OSCE/ODIHR has monitored the use of e-voting in
elections in different CoE countries. Its reportsovide
valuable information on the implementation of
Recommendation (which serves as a legal benchraariell
as on the legal frameworks for e-voting in diffareauntries.
ODIHR often gives substance to high-level requiretaelts
2013 published Handbook for the observation of meting
technologies includes a collection of such detailed

the

voting is important and should be kept in mind whenrecommendations. However the leap from the gere&CE

regulating it. Reasoning by analogy with postalingthas
serious limits and must be used with care.

D. Same provisions for different e-voting systems?

Rec(2004)11 applies a number of legal requiremémts
democratic elections to an indefinite number of ingt

’ See OSCE/ODIHR'S 2012 reports on both countrieBapzentary
elections, http://www.osce.org/odihr/elections
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and Council of Europe requirements to specific

8 Proceedings of periodical conferences such aseBe§VOTE, EVT/Wote,
and Vote-ID give a good overview of such developtaeBee the respective
websites: http://www.e-voting.cc/en/publicationsieedings/ ;
https://www.usenix.org/conference/evtwote ; htypafiv.voteid13.org/

°® OSCE/ODIHR has reported on the use of new votiehriologies in several
countries in the region and beyond, including Ngn2a13, U.S.A. 2013,
France 2012, Norway 2012, Switzerland 2012, Ruds@teration 2012,
Estonia 2011, Belgium 2007, Estonia 2007, Finlad@72 Kazakhstan 2007,
the Netherlands 2007, Belgium (Expert Visit on Négting Technologies)
2006, Kazakhstan 2006. All reports can be retridueah
http://www.osce.org/odihr/elections



recommendations such as those on introducing abiiitly in
e-enabled elections, is somewhat huge and onlydbasehe
even-less-mandatory Guidelines on transparéncy

Several new concepts have been discussed and even

introduced in the past ten years in e-voting. Mighem aim
at ensuring transparency and fostering trust amfidence in
the e-voting channel and are reflected in the Gimee on
transparency. Such concepts include "the use oécarsl
medium to store the vote to improve transparenity' related
"mandatory count of the second medium in a stesbyi
meaningful number of randomly selected polling ietet",
specific "rules dealing with discrepancies betwetre
mandatory count of the second medium and the affici
electronic results”, the requirement to "gain eigrere in
providing mechanisms that allow voters to checktivbetheir
vote was counted as intended" (paragraphs 13 tof liGe
Guidelines). Also the concept of "chain of trusterenabled
elections" according to which voters should be &bleerify if
their e-vote was cast as intended, recorded asndstounted
as recorded has been implemented,
possibility for the voter to prove that their owimgle e-vote
was cast as intended, recorded as cast and cowdge
recorded.

Although inspired by traditional voting, these maaisms
are new to electoral legislation. They are spedciie-voting
and appear today as necessary to ensure that bie pan
place the same trust in e-voting as in other neotenic
voting systems. As usual with experiments, pradtiae so far
preceded regulation. However we are now at a pohegre
there exists a certain consensus on their usehaydare being
introduced in a number of countrfésSuch new concepts and
mechanisms being legally relevant, they need taléfined
and their use regulated by law. The general reméres of
transparency in the Recommendation and Guidelimesal
regulate their implementation, operation, and adntr

In addition to new concepts, our understandingxistimg
concepts has evolved. Experience with e-voting tim@shin
the U.S.A. for instance shows that while voting tegs
standards and certification against standards asdulu for
examining the basic aspects of voting machines; tagnot
ensure secure voting systems, security being dinegguality
[9]. A recent report [36] recommended
certification process and conducting systematieradtection-
auditing of voting equipment. Similar arguments heard in
Europe as well where the cost-efficiency of cerdifion has
been questioned and individual and universal \adility is
seen as offering better guarantees while at the $emne being
less costly than certification.

In the light of the previous examples and given the®

recognized position of the Recommendation in tigpulegory

10 Examples include the recommendation in 2007 tledgiBm introduces
legislation on voter verified paper audit trail (P¥XT) or an equivalent
verification procedure and the recommendation (204 Zrance and
Switzerland to consider the use of a verifiablerinét voting scheme or an
equally reliable mechanism for voters to check Wwhebr not their votes were
cast as intended.

™ In addition to Norway, Estonia and several Swastens are introducing
E2E verification mechanisms.

introducing a ne

reforming the

field, it is necessary that Rec(2004)11 be upds&iedke into
account technology developments and current pesctic

Ill. UPDATEOFREC(2004)11

As with other technology related developments, #ago
regulation is being adjusted as technology advaaoesour
understanding of it improves. In order to providesib
guidance for countries and also ensure that Couatil
Europe's electoral heritage is integrated in a @itevay in e-
voting regulations by countries, the Recommendatiesds an
update in the light of recent developments and eapee
gained. Below we will present some thoughts on tmvackle
the updating work.

A. Prior determinations

Compared to a similar document, the U.S. Voluntary
Voting System Guidelines (VVSG) [41], the structumad
language of Rec(2004)11 is very different. Both\askintary.

owever, if adopted, VVSG provides a check-listdedor
use by authorities, vendors, certifying bodies,.,etghile

d Rec(2004)11 was intended to provide guidance, agtho

some parts of it are too detailed for such a puwepos

Before undertaking a thorough update of the
Recommendation, a decision has to be made on tite i
document we want. It can be assumed that a readily
implementable (by authorities as well as by indgstheck-

list will receive greater attention. This decisiaiil influence

the structure, content, level of detail and wordafighe entire

Recommendation.

As mentioned earlier the level of detail requiréeraion.
A detailed Recommendation may be interesting asitcies
look for guidance. However, the higher the levetiefail, the
greater the probability that the Recommendatiomotapply
100% in a specific case. A solution could be to pada
modular approach, instead of the current situatidmch
requires that the Recommendation be applied as Buk".
The modular approach implies a mandatory layer
recommendations (minimum standards applicable exezye
in the region) on which modules of additional, optl
standards would be build. Both a generic document a
more detailed one are possible choices for
Recommendation. Both require a good interleavindegal,
operational and technical requirements. Once thel lef
detail has been decided, it has to be applied eoligr
throughout the document.

Another prior determination would be clearly to
distinguish recommendations dedicated to e-voting |
ontrolled (polling stations) or in uncontrolleenote voting)
environments.

of

the

The Recommendation and the two Guidelines were
developed separately (respectively in 2004 and PG
have different legal value. However they are clpdielked to
each other. Consolidating the three documents (mgrg
simplifying and streamlining) may be necessary.

In a second step, consideration may be given tosaiple
separation of hard-core requirements from more dhapi
changing ones. Such a trend is observed in otheilasi
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regulations such as the European Citizens Inigategulatory The initial enthusiasm for e-voting in 2004 hasegiway
framework? as well as in national regulations on e-voting aso more lucidity and maturity in the consideratiwfrisks and
shown by the latest modification of the Swiss fatler opportunities. Today's understanding of IT and &nrgo

regulation on e-voting.

B. Updating policy
Experiences indicate that an update of

Recommendation is currently necessary to reflessdes
learned and new developments. Additionally, a mansmnt
and maintenance policy for the Recommendation &ded.
This is necessary in particular if the Recommedatis
conceived as a check-list of requirements with eespgo
technical requirements that embed legal principkes
democratic elections. Experts from different difiogs such
as law, engineering, mathematics etc. must be wedbin the
maintenance work. Their proposals should be vadiiaty
member States' representatives before being pezkéntthe
Committee of Ministers with the request to formallgdate
the Recommendation.

In this respect it is necessary to define an updapiolicy

and the scope and purpose of updates. An updating

opportunity cannot be used to question everythorgioually.
An update being a further development of issuds,ip to the
body responsible for mandating the update alscefmel and
scope it.

Update rates can fit in the biennial review cycle o
Rec(2004)11 which is meant for recommendations anfg]

updates to be discussed in detail. However, th& btilthe

work needs to be conducted by experts who will most

probably meet more frequently, physically or vittygain

between meetings. Work done by them must be preddnt
and validated by member States' representativdsieanial
meetings.

Biennial review meetings are important and fulfileir
mandate as long as they have an active role ingkating of
the Recommendation. If no update is proposed,eifethis no
follow-up on countries' experiences and lessonméh the
Recommendation will gradually become obsolete daadrhal
meetings would lose their substance.

C. Final remarks

E-voting regulations are still in their infancy ahdve not
yet reached the maturity of the rest of electoegjidlation.
This is also true for Rec(2004)11 whose applicatiothe past
ten years provides us with important lessons whitheturn,
call for an update.

If work in 2004 started from a theoretical perspext
updating work in 2014 should start by considerirte t
practical needs of administrations, voters, indusind other
stakeholders.

12 5ee Regulation (EU) No 211/2011 of the EuropealidPzent and of the
Council of 16 February 2011 on the citizens' initia, (http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2065:0001:0022:en:PDRNd
the Commissions' implementing regulation of 17 Noker 201 1(http:/eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2(801:0003:0009:EN:PDF)

should be duly taken into account in the updatirggess.

The aim is to ensure that the Recommendation iup-
date, balanced and responsive to ongoing develasmén

therevised Recommendation would allow the Council afdpe

to maintain its position as a recognised and ayHtidge actor
in the field of e-voting.
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Abstract—The German federal constitutional court ruled, in
2009, that elections had to have a public nature. EasyVote,
a promising hybrid electronic voting system for conducting
elections with complex voting rules and huge ballots, meets this
requirement. Two assumptions need to hold, however. The first is
that voters will verify the human-readable part of the EasyVote
ballot and detect discrepancies. Secondly, that electoral officials
will act to verify that the human-readable part of the ballot is
identical to the machine-readable part, and that they, too, will
detect discrepancies. The first assumption was tested in prior
work, so in this paper we examine the viability of the second
assumption.

We developed an EasyVote tallying component and conducted
a user study to determine whether electoral officials would detect
discrepancies. The results of our user study show that our
volunteer electoral officials did not detect all of the differences,
which challenges the validity of the second assumption.

Based on these findings we proceeded to propose two alterna-
tive designs of the EasyVote ballot: (1) In contrast to the original
EasyVote ballot, the human-readable part highlights only the
voter’s direct selections in orange, i.e. votes that are automatically
distributed by selecting a party are not highlighted; (2) The
second alternative includes only the voter’s direct selections and
highlights them in orange. Both alternatives reduce the number of
required manual comparisons and should consequently increase
the number of discrepancies detected by election officials. We
evaluated both alternatives in an online survey with respect to
ease of verification and understandability of the cast vote, i.e.
verifying that the human-readable part contained the voter’s
selections and understanding the impact (distribution of votes)
of the corresponding selections.

The results of the online survey show that both alternatives
are significantly better than the original EasyVote ballot with re-
spect to ease of verification and understandability. Furthermore,
the first alternative is significantly better than the second with
respect to understandability of the cast vote, and no significant
difference was found between the alternatives with respect to ease
of verification of the cast vote.

I. INTRODUCTION

The German saying “different countries, different customs”
holds true for elections, which can be very different between
and even within countries. Some elections, like parliamentary
elections in Estonia or Germany have very simple voting rules
and small ballots. Voters can select 1 out of m-candidates,
where n is a relatively small number between two and 20.

Karen Renaud
School of Computing Science
University of Glasgow, UK
Email: karen.renaud @ glasgow.ac.uk

Marcel Woide
Psychology Department
Technische Universtitdt Darmstadt
Darmstadt, Germany
Email: marcel.woide @cased.de

Other elections, like parliamentary and European elections in
Luxembourg, parliamentary elections in Belgium and local
elections in Germany (e.g. Bavaria, Bremen, Hamburg, Hesse),
have very complex voting rules and huge ballots. In this paper
we focus on the local elections in Hesse, because we were
able to access original materials, e.g. ballots, tallying software
and training presentations, used in the 2011 elections. In these
elections voters can cast up to 93 votes! depending on the
size of the district; usually more than ten parties and more
than 450 candidates participate, which results in huge ballots,
nearly the size of an A0” sheet of paper (Size: 27 x 357).
Furthermore, voters can select a party (votes are automatically
assigned to the candidates of the selected party according to the
list order), and cross out candidates they do not like. They can
perform vote splitting (cast votes for candidates of different
parties) and cumulative voting (cast up to three votes for each
candidate). Such complexity introduces challenges regarding
both vote casting and tallying processes. In the vote casting
process, voters might unintentionally spoil their vote, due to
the complex voting rules. Furthermore, the tallying process is
very time intensive and likely to be error prone, because of
the combination of complex voting rules and huge ballots.

In order to address these challenges and improve the
situation for both voters and poll workers, in particular for local
elections in Hesse, Volkamer et al. [2] proposed an electronic
voting system, called EasyVote. The EasyVote system can be
briefly described as follows: 1) Voters prepare their ballots
on a voting device, which prints their selections. The printed
ballot contains voters’ selections in a human- and machine-
readable (a plaintext QR-Code) format. 2) Voters deposit their
ballots into the ballot box. 3) Ballots are tallied automatically,
by scanning the QR-Codes on the printouts.

Budurushi et al. [3] evaluated a number of electronic
voting systems with respect to their feasibility for use in
elections with complex voting rules and huge ballots. They
report that, with respect to the public nature of elections® and

IThis number depends on the the number of available seats, which also
limits the number of candidates nominated by a party.

2A0 according to [1].

3This principle was introduced by the Federal Constitutional Court of
Germany in 2009, and states that it must be possible for the citizen to verify
the essential steps in the election act and in the ascertainment of the results
reliably and without special expert knowledge, i.e. each election step must be
transparent for the voter.
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secrecy legal requirements, the EasyVote system supported
the complex local elections in Hesse better than the other
systems. Henning et al. [4] analysed the EasyVote system from
a legal perspective and showed that it complied with German
requirements for local elections in Hesse.* Both analyses [3],
[4] rely on the following assumptions being true: (1) Voters
will act to verify the correctness of the human-readable part
of their ballots; (2) Voters will detect discrepancies; (3) Elec-
toral officials will verify that the human-readable matches the
machine-readable part (QR-Code); (4) Electoral officials will
detect discrepancies. However, before EasyVote can be used in
practice, the validity of these assumptions has to be verified.
With respect to the first and second assumptions, Budurushi
et al. [5] showed that the number of voters that verified
their printouts and detected discrepancies could be increased
significantly if voters were provided with pre-printed, “just-in-
time” verification instructions.

Thus, in the first part of this paper we focus our attention
on the actions of electoral officials during the tallying process.
We implemented a tallying component prototype based on the
EasyVote system. The tallying process itself could, in general,
be achieved using different techniques: (1) by scanning the
printouts with different scanners manufactured by different
manufacturers (trust distribution), or (2) by scanning printouts
and performing either risk-limiting audits described in [6] and
[7], or the Bayesian method described in [8], or (3) by scanning
each ballot and comparing the human-readable printout with
the details on the screen (generated from the QR-Code). We
implemented the latter process, as this complies with the legal
requirements [4]. We do not know whether the other techniques
are aligned with the public nature of elections, because, to the
best of our knowledge, no legal analysis has been conducted
yet. Since electoral officials have to scan a large number of
individual ballots, one after the other, the accuracy of the
process becomes important and therefore should be evaluated.
Accuracy is particularly important, because it relies on human
attention, which is notoriously unreliable [9], [10]. This is
especially the case when the prevalence of the target to be
noticed is low [11], [12], when the searcher has to look for
multiple different targets at the same time [13] and when the
size of the area to be searched is large [14]. All of these are
true for the EasyVote ballots so it seems important to test the
impact of this well-known human limitation on the checking
required during the EasyVote tallying process. Therefore in a
user study, we evaluated the accuracy of the EasyVote tallying
component by intentionally introducing manipulated printouts,
i.e. printouts where the human-readable part did not match
the machine-readable part (the data stored in the QR-Code).
Note that the goal was to evaluate the accuracy of the actions
of electoral officials during the implemented tallying process,
thus we assumed a compromised vote casting component
and an honest and correctly implemented EasyVote tallying
component. The results of this study show that this way of

4As the legal evaluation is in German, we outline here the most important
conclusions: (1) Voters can verify their vote without any specialist knowledge.
(2) Voters are not required to rely on the system’s integrity. (3) The system
enables an automatic tally of single votes, and also a full manual tallying
of votes, similar to the traditional one. (4) The human-readable part is the
deciding factor regarding the tallying process. (5) The system strengthens the
principle of the “public nature of elections”, since on the one hand voters can
better understand the impact of their selections, and on the other hand the
tallying process might be faster and more accurate than the traditional one.

effecting the tallying in EasyVote is not fully accurate as we
rely on human ability to detect differences and our participant
“electoral officials” did not detect all the manipulations we
introduced during their scanning and verification process. The
study also revealed that it will be necessary either to improve
the EasyVote system or to relax the legal requirements.

Based on these findings, in the second part of this paper
we focused on improving the process and proposed two alter-
native EasyVote ballot designs: (1) In contrast to the original
EasyVote ballot, the human-readable part highlights the voter’s
direct selections in orange, i.e. votes that are automatically
distributed by selecting a party are not highlighted; (2) The sec-
ond alternative includes only the voter’s direct selections and
highlights them in orange. Both alternatives reduce the number
of required manual comparisons and should consequently
increase the number of discrepancies detected by the poll
workers. We evaluated the alternatives in an online survey with
respect to ease of verification and understandability of the cast
vote, i.e. verifying that the human-readable part contains the
voter’s selections and understanding the impact (distribution of
votes) of the corresponding selections. The results of the online
survey show that the alternatives are significantly better than
the original EasyVote ballot with respect to ease of verification
and understandability of the cast vote. Furthermore, the first
alternative is significantly better than the second with respect to
understandability of the cast vote, and no significant difference
was found between the alternatives with respect to ease of
verification of the cast vote.

II. BACKGROUND

We first explain the traditional tallying process in the local
Hesse elections. The paper ballots used in the traditional local
elections in Hesse are shown and elaborated on in Figure 1.
The traditional tallying process in the local elections in Hesse
comprises two phases. Both phases are led by an electoral
official who gives instructions to other electoral officials and
observes the process. In the first phase, at the end of the
election day, electoral officials perform the following steps:

Stimmzettel

j—{ Election description

Sie haben 71 Stimmen!

“BIG” party and
its candidates

(———4 Cast up to 3 votes per candidate

7 —

Fig. 1: Paper ballot of the local elections in Hesse in 2011.
(Size: 27" x 357)

e  Open the ballot boxes, count the total number of cast
ballots and compare it with the total number of marked
voters in the electoral register.
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e Divide the ballots into four categories: 1) Only party
header is marked 2) Candidates and/or a party header
are marked 3) Invalid 4) Not assignable to 1), 2) or
3).

e  Check that ballots are assigned to the correct category.

e Divide and count the Ist category by parties (first
intermediate result).

e Discuss and assign each single ballot of the 4th to the
1st, 2nd or 3rd category.

e  Manually recompute the intermediate election result,
based on the Ist and 3rd category.

The second phase of the tallying process takes place the
day after the election. This phase is supported electronically
by special purpose software. The software used by traditional
local elections in Hesse is called PC-Wahl.®> During this phase
only ballots from the 2nd category, i.e. ballots that contain
marked candidates and/or a party header, are tallied. Electoral
officials perform the following steps:

e Electoral officials enter the intermediate result from
the first phase.

e  First five ballots are entered and recorded into the PC-
Wahl interface (Figure 2).

e  Manually tally the first five ballots.
e  Compare the electronic result with the manual result.®

e Enter and record the rest of the ballots into the
corresponding PC-Wabhl interface.

e  FElectronically compute the final election result, and
sign the printed disposition.

The process of entering and recording ballots via the cor-
responding PC-Wahl interface is performed by three electoral
officials. One electoral official narrates the marks from the
ballot and a second enters them into the PC-Wahl interface. A
third electoral official verifies that the first and second electoral
officials have performed this correctly.

Note that electoral officials who participate in the second
phase of the tallying process are employees of the corre-
sponding electoral office and/or municipality. Hence, they
have relatively high technical expertise. Furthermore, they
participate in a theoretical training workshop regarding the PC-
Wahl software. The workshop lasts approximately 30 minutes,
and electoral official can practice if they wish to, in order to
ensure their competence.

III. IMPLEMENTATION

In this section we introduce and describe the different
steps of the implemented EasyVote tallying process. The
EasyVote ballots that need to be tallied are shown in Figure
3. Afterwards, we present the interfaces of the implemented
prototype.

Shttp://www.pcwahl.de/.
0This check only serves as a self-control for electoral officials, rather than
checking the correctness of PC-Wahl.

Status bar: Displays whether
the ballot is valid/invalid.

Select party header

Cast up to 3 votes per candidate ‘

= - pae— o

Fig. 2: Ballot entering and recording interface of PC-Wahl.

A 1 Descriptionlof the election
ﬁ'ur !ie Wahl zur gladwerordnelerversallung der Wissenschaftsstadt Darmstadt am 27. Marz 201 ‘ﬂ
@ GRUNE 71 Stimmen stehen insgesamt zur Verfagung. o
\ Direkt vergebene Stimmen: 4, tber die
o || Kopfstimme (Listenstimme) vergebene
Selected party header gtimmen 67, nicht vergebene Stimmen: 0.

cbu 1 Stimmen) [In der gewahiten Liste ‘ 440 Wanderlch-Dubsky, Martin | (<)
[T JReiter, Rafael 101 |gestrichene Kandidaten | 441 guchhoizer Rarhar I wrr
GRUNE 70 Stimmen] 422 Renheimer, Rof [‘ | {2rereme QR-Code enabling
E:Lmdscheld. Brigitte 401] List of crossel out 443 Kiel, Lies electronic lallying

[X]_|_JAkdeniz, Yacel “2| candidates, only |4 Frohich nurees P
[X]_1_Férster-Heldmann, Hildegard 403, i h 1 ' d 445 Bassus, Petra X0
[X]_1_]Sperling, Christopher 404] rom the selecte 446 Wagner, Wilhelm X0
[X]_1_]Behr, Iris 05| party header 447 Rahn-Steinacker, Friederike X0
[XI_1_]Weidner, Felix 406 . 448 Dr. Heinrich, Thomas X0
[X]5J] Bachmann, Iris 407| andidates of the 449 Daum, Monika X
(X1 JPakieppa, Utrich a8 “Griine” party 450 Henry-Perret, Djaida R

+ Status bar: Describing the composition of the
® cast vote. ‘

Fig. 3: The EasyVote paper ballot.

A. Tallying Process

The implemented EasyVote tallying process comprises the
following steps: (1) Open the ballot boxes, count the total
number of cast ballots and compare it with the total number of
marked voters in the electoral register. (2) Scan each individual
ballot. (3) Electronically compute the final election result, and
sign the printed disposition.

Since the EasyVote ballots are electronically prepared and
printed in a pre-defined layout, format and font, the ballots
could feasibly be scanned by using Optical Character Recog-
nition (OCR) scanners. However, for scanning each individual
ballot we decided to use QR-Codes scanners, as originally
proposed by Volkamer er al. [2], based on the following
general advantages of QR-Code scanners:

e (QR-Code scanners provide a much higher error cor-
rection level and therefore are more accurate.

e  QR-Code scanners can be used for all type of ballots
(universal encoding), while OCR scanners need to be
configured and maintained for each type of ballot.

Hence, the process of scanning and counting an individual
ballot, shown in Figure 4, consists of the following steps: (1)
Pick up a ballot. (2) Scan the QR-Code. (3) Verify and confirm
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that the scanned information matches the human-readable part
of the ballot. (4) Repeat process with the next ballot.

1. Pick up a ballot 2. Scan QR-Code

3. Compare printout
with QR-Code content

Fig. 4: Scanning and counting ballots with EasyVote.

Note that if we used OCR scanners the human-readable
part is also the machine-readable part. This prevents the vote
casting component from manipulating the machine-readable
part, because voters would be able to detect the manipu-
lation. However, in order to ensure the correctness of the
scanning/counting process, electoral officials are still required
to fully verify/examine the scanned ballot against the printout
(EasyVote ballot). If we assume that electoral officials are
required to detect all possible discrepancies, it makes no
difference whether these are introduced by the vote casting
or tallying components.

B. Interfaces of the Prototype

The EasyVote tallying component proposed by Volkamer
et al. [2] uses two monitors (two different interfaces) for the
tallying process. The first monitor, presented in step three on
Figure 4, displays and enables the verification of each individ-
ual scanned ballot. The second monitor displays intermediate
election results after scanning, verifying and confirming each
individual ballot. This enables electoral officials and the gen-
eral public to verify that each individual ballot is correctly
added to the election result.

Figure 5 presents the implemented interface for the first
monitor, while Figure 6 presents the implemented interface
for the second monitor.

IV. USER STUDY - ACCURACY EVALUATION

In this section we describe the user study, in which we
evaluated the prototype with respect to accuracy. The goal
of the study was to find out if the implemented EasyVote
tallying component is 100% accurate, i.e. that discrepancies
where the QR-Code does not match the human-readable part
can always (in any case and by any participant) be detected.
We intentionally introduced manipulated printouts, in order to
check if participants detected the discrepancies.

Bitte hier den Stimmzettel hinhalten. Status: valid / invalid
1d of scanned ballot N

Stimme gati
s dna 1ot

Selected party header Fomm et

- «<—Candidate of
“CDU” party

Blank part for holding the

printed ballot and comparing

its content to the scanned
information displayed on the sides

Candidates of “Griine” party

Fig. 5: Scanning and verifying the content of the current ballot.
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Fig. 6: Overview on the intermediate election result.

A. Preliminary Considerations and Materials

In the user study we only focused on the process of
scanning an individual ballot and verifying that the human-
readable part matches the machine-readable part. Although
by verifying intermediate results we might also be able to
detect discrepancies, we assume that if participants cannot
detect all discrepancies during the scanning and verifying
process, they will also not detect further discrepancies while
verifying intermediate results. Thus, for this study we assumed
a compromised vote casting component and, an honest and
correctly implemented EasyVote tallying component. Note that
in practice the tallying component is not assumed trustworthy,
as different mechanisms can be used to detect a malicious
tallying component, for instance the tallying component pro-
vides a cryptographic commitment after each scanned ballot
or a hash chain, or by videotaping both monitors at the same
time. Afterwards, random checks can be performed to ensure
the correctness of the election result.

Furthermore, one of the most well-known challenges in
the area of usable security is that you cannot communicate
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the primary goal of the study to participants without biasing
them [15]. If participants know the primary goal of the study,
they may act in a manner perceived as appropriate, and change
their behaviour [16]. Therefore we told all participants in the
user study that the goal was to evaluate the usability of the
EasyVote tallying component. This was necessary so that the
participants would not be biased in their behaviour.

The materials required to conduct the user study are listed
here. For the materials from the local elections in Hesse we
collaborated with the local authorities.

e  Training workshop presentations for the PC-Wahl soft-
ware.

e 189 original electronically filled in ballots from the
local elections in Hesse 2011. They were split as
follows: 94 from the 1st, 89 from the 2nd and 6 from
the 3rd category.’

e The implemented EasyVote tallying component.

e Training workshop presentations for the EasyVote
system. We created these presentations based on those
for the PC-Wahl software.

e 189 EasyVote ballots. These ballots were electroni-
cally created, and duplicated the 189 traditional bal-
lots.

e Five EasyVote test ballots to be used during the
training phase: Three ballots with candidates and party
header marked, and two ballots that also contained
crossed out candidates. Two of the five ballots required
corresponding corrections by the participants.

B. Study Design

In order to evaluate the accuracy of the implemented
EasyVote tallying component we manipulated the QR-Codes
of the EasyVote ballots. Hence, when scanning the QR-Code of
a manipulated ballot participants should detect a discrepancy
between the EasyVote ballot and the data displayed on the
screen. As we do not aim to change, but rather to improve the
tallying process for local elections in Hesse, participants were
required to tally only ballots of the 2nd category, i.e. a total
of 89 ballots that contain votes assigned to candidates and/or
a selected party header.

C. Manipulations: Introducing Discrepancies

While manipulating the QR-Codes of the EasyVote ballots
is technically trivial, we first had to solve the following
challenges: 1) Identify all possible manipulations that lead
to a difference between the printed human-readable part on
the ballot and the data displayed on the monitor; 2) Select
an adequate set of manipulations; 3) Introduce an adequate
number of manipulations, in order to not directly reveal the
study goal; 4) Decide how to randomly add manipulations to
ballots; 5) Decide how to introduce the manipulations into the
ballot set randomly.

By performing a systematic analysis we identified 36
possible manipulations that we classified in the following

"Refer to section II for the description of the different categories.

five manipulation categories: 1) Changing only vote distri-
bution (7 manipulations); 2) Change candidate names (14
manipulations); 3) Changing party, including its candidates (11
manipulations); 4) Invalidating a valid ballot (2 manipulations);
5) Validating an invalid ballot (1 manipulation).

In order to select a reasonable set of manipulations, we
defined the following criteria: 1) Detecting the manipulation
requires a full and careful comparison of the EasyVote ballot
and monitor; 2) Manipulation should be hard to detect. This
led us to the following adequate manipulation set:

e Remove votes from a candidate and assign them to
another candidate (1st manipulation category).

e Remove votes from a candidate and do not re-assign
them (1st manipulation category).

e Remove a candidate and insert another candidate
instead (2nd manipulation category).

e Remove a candidate (2nd manipulation category).

e Remove a party, including its candidates (3rd manip-
ulation category)

This set also covers the manipulations used in previous studies,
refer to [17] and [18].

Furthermore, since we were restricted by the number of
ballots used in this study we manipulated only 5 out of the
89 ballots. In this way we covered all manipulation categories
and introduced a reasonable number of manipulations relative
to the number of ballots, such that participants would not guess
the primary study goal. We randomly selected 5 ballots and
introduced the manipulations according to a random permuta-
tion. Finally, we randomly introduced the manipulated ballots
into the set of all ballots. Note that each group was confronted
with the same manipulations, but in a different random order.

D. Experimental Design and Procedure

11 participants were randomly allocated to four different
groups. Three groups consisted of three participants, and one
group of two. Each group had to perform the following steps:

e Read and sign the agreement form for participating to
the study.

e  Participate in the training workshop.

e Tally the 2nd category ballots with the implemented
prototype.

e  Debrief.

Furthermore, we randomly assigned participants of a group
the following tasks: 1) Scanning (one participant had to scan
the ballot); 2) Verifying (two participants had to verify that the
human-readable part matches the machine-readable part). As
the last group consisted only of two participants, one of the
participants was randomly assigned to perform both tasks.

Note that the EasyVote tallying process proposed by Volka-
mer et al. [2] requires only two electoral officials. However,
we used the same setting as in the traditional local elections
in Hesse, thus assigning three instead of two participants
(electoral officials) to each group. The last group consisted
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only of two participants, because one of them did not show
up.

E. Experimental Setup and Ethical Considerations

All experiments took place in our department. The venue
was equipped with tables, chairs and a projector. The projector
was used during the presentations in the training workshops.
All groups were provided with the necessary hardware equip-
ment, monitor(s), a computer on which the tallying software
was installed, and a printer.

An ethics commission at our university provides ethical
requirements for research involving humans. These require-
ments were met. All participants were told that all data would
be stored anonymously and used only for the purposes of the
experiment.

F. Recruiting and Sampling

The participants were recruited via e-mail, advertising in
social networks and flyers. The experiment had 11 randomly
selected participants (6 female, 5 male), age 19-57 years: 7
students from different subject areas and 4 employees of our
university. All participants were naive, with respect to the
content, since none had worked as an electoral official before.
Three different incentives encouraged participation: First, the
employees of our university were interested in science and
wanted to support our research. Second, 3 were psychology
students, who are required by their department to participate
in 30 hours of research studies. We compensated them with the
appropriate amount of hours. For the rest of the participants
we provided €10 per participant.

It is important to note that most of the participants were
university students who are very familiar with technology.
While they may not be representative of the larger “electoral
officials” population, they probably serve a best-case scenario
for what tallying performance could be.

G. Results

In this section we report the results regarding the dependent
variable “detected” that reflects the accuracy of the imple-
mented EasyVote tallying component. Table I summarises the
results of the study. “True” means that the discrepancy was
detected and corrected by the participants, while “False” means
that the discrepancy was not detected.

TABLE I: Summary of the accuracy evaluation.

Manipulation Group 1/ Group 2/ Group 3/ Group 4 7
categories” Position Position Position Position

1 False / 1 True / 34 True / 6 True / 59
2 True / 83 False / 75 True / 68 True / 8

3 True / 51 False / 36 True / 88 False / 89
4 False / 9 True / 67 True / 25 False / 3
5 True / 87 True / 46 False / 54 True / 36

“ Refer to section II for the description of the different categories.
" This group consisted only of two participants.

The results of the accuracy evaluation show that none of the
groups detected all introduced discrepancies. Furthermore, the
results indicate that detecting a discrepancy does not depend

on the position, or on whether others have previously been
detected, or on the specific manipulation category.

Note that due to these results, which already show that the
implemented EasyVote tallying component does not achieve
100% accuracy, we decided not to continue the user study,
i.e. not to include further groups (participants) enabling us to
achieve an adequate sample size that would allow to perform
various statistical tests.

V. ONLINE SURVEY - EASYVOTE BALLOT DESIGN

In this section we describe our online survey and present
the results. This survey is motivated by the results of the
user study reported in the first part of the paper. Hence, the
goal was to identify an alternative EasyVote ballot design.
On the one hand it ought to reduce the number of required
manual comparisons and consequently increase the number of
discrepancies detected by poll workers. On the other hand it
enables voters easily to verify their cast vote. We also report
on recruitment and sampling of participants.

A. Alternative EasyVote Ballots

In the survey we presented participants with two possible
EasyVote ballot designs (see Figure 7). In contrast to the
original EasyVote ballot, both alternatives introduce colour
as a new dimension. According to Braun and Silver [19],
the colour red conveys the highest level of perceived hazard
followed by orange, black, green and blue. Furthermore, Young
and Wogalter [20] found that with respect to memory times
print highlighted with orange was better remembered than
non-highlighted text. Moreover, since red is problematic for
a significant percentage of the male population due to colour
blindness, orange seemed the best choice.

The first alternative, in contrast to the original EasyVote
ballot, highlights the voter’s manual selections in orange.
The second alternative simplifies things even further, since
it eliminates everything except the voter’s manual selections
and these are still highlighted in orange. Hence, automatically
distributed votes, i.e. remaining votes that are assigned to the
candidates of a party by selecting the party header, are not
printed. The size of the printout remains the same, independent
of the voter’s selections.

Furthermore, in contrast to the original EasyVote ballot,
the machine-readable part (QR-Code) encodes only the voter’s
manual selections. Thus, the “adapted” Easy Vote tallying com-
ponent implements the algorithm to automatically distribute
votes independently of the voter’s manual selections, rather
than only relying on the data stored in the QR-Code. Both
alternatives reduce the number of required manual comparisons
for both voters and electoral officials. However, in order to
ensure the correctness of the election result, we suggest that
electoral officials check the automatic distribution of votes
for a random set of ballots, i.e. verify the complete ballot
displayed/interpreted by the tallying component, rather than
only voter’s manual selections.

B. Design and Procedure

The survey consisted of four parts and was structured as
follows: (1) Participants were introduced to the local elections
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Fig. 7: The alternative EasyVote ballot designs

in Hesse. They were asked whether they had previously cast
a vote in local Hesse or similar elections, and how often they
participated in local elections. (2) Participants were told how
many invalid votes were cast in the local elections in Hesse
in 2011. This percentage, (5.5%)% was much higher than the
German federal elections in 2013 (on avarage 2.7%)’. Then
they were introduced to the EasyVote vote casting process.
(3) They were asked some general questions to assess the
comprehensibility of the EasyVote vote casting process. (4)
Participants were given a textual description of a cast vote, and
confronted with the original and the two alternative ballots. All
reflected the cast vote described in the text. Participants were
asked to rank the ballot types (original and alternatives) with
respect to ease of verification and understandability of the cast
vote, i.e. verifying that the human-readable part contains the
voters selections and understanding the impact (distribution of
votes) of the corresponding selections. We also collected some
demographic data (nationality, age, gender and education).

C. Recruiting and Sampling

The participants were recruited via e-mail, advertising in
social networks, flyers and by personal contact. 87 subjects
participated (35 female, 48 male, 4 others) between the ages
of 19-75 years. We removed 14 participants (3 female, 9
male, 2 others) aged 22-75, because they did not answer
all questions with respect to the vote casting process with
the EasyVote voting system. The remaining 73 subjects (32

8http://www.statistik-hessen.de/KZO1I/EKl.htm, last accessed 10.08.2014
(in German).

9http://www.bundeswahlleiter.de/en/bundestagswahlen/BTW_BUND_13/
ergebnisse/landesergebnisse/106/, last accessed 10.08.2014.

female, 39 male, 2 others) aged 19-65 comprised one partici-
pant with apprenticeship, four with a Ph.D. degree, five with
middle school qualification, seven with a B.Sc. degree, seven
with a technical college qualification, eight with a vocational
education, 15 with a Diploma/M.Sc. degree and 26 with a
high school qualification. Most (63) were Germans, four were
Austrians, 2 were Turkish, one Swiss and one did not provide
information about nationality. No incentives were provided,
thus participation was purely voluntary.

D. Results

Table II summarises the results with respect to understand-
ability of cast vote and Table III with respect to ease of
verification.

TABLE II: Understandability of cast vote.

Times of ranking

3

EasyVote Ballot First place | Second place | Third place
Original 5 27 41
First alternative 41 30 2
Second alternative 27 16 30

TABLE III: Ease of verification of cast vote.

Times of ranking

EasyVote Ballot First place | Second place | Third place
Original 6 18 49
First alternative 32 40 1
Second alternative 35 15 24

In order to measure the difference between the original
and the alternative designs of the EasyVote ballot we used the
Wilcoxon non-parametric test. The test shows a significant dif-
ference between the first alternative and the original EasyVote
ballot with respect to understandability, Z=-6.722; p < 0.01
and ease of verification, Z=-6.722; p < 0.01. A significant
difference is also found between the second alternative and
the original EasyVote ballot with respect to understandability,
7Z=-2.891; p < 0.01 and ease of verification, Z=-4.205; p
< 0.01. Additionally, the first and second alternatives differ
significantly regarding understandability, Z=-3.673; p < 0.01
with a higher rank sum for the first alternative (1993.50).
No significant difference was found between both alternatives
regarding ease of verification.

Furthermore, we evaluated participants’ statements, on
a five-point Likert scale, concerning the advantages of the
EasyVote system compared to the traditional elections in
Hesse. Approximately 92% of the participants agreed or fully
agreed that the EasyVote system would support voters in such
complex elections, such as the local elections in Hesse. 64%
of the participants would be happy to use the EasyVote system
at the next local elections in Hesse. Around 80% of the
participants recognised or fully recognised the advantages of
the EasyVote system compared to traditional local elections
in Hesse, and think that the EasyVote system is a first step
in the right direction to introduce technology in the context of
legally-binding elections. Only one participant did not perceive
any advantages with respect to using the EasyVote system.

VI. CONCLUSION AND FUTURE WORK

The focus of our research is on electronic voting systems
for elections with complex voting rules and huge ballots that
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meet the German constitutional requirements, including the
principle of the public nature of elections. This principle
requires that voters should be able to verify all essential steps
of the election without technical knowledge. Therefore, in this
paper we considered the EasyVote [2] hybrid voting system,
which is supposed to meet those requirements. Because of the
public nature of elections, we focused on the tallying process
in which ballots are scanned individually and each ballot is
verified as correct before being tallied.

In the first part of this paper, we reported the results
of a user study carried out to evaluate the accuracy of the
implemented EasyVote tallying process. The main finding
is that the implemented tallying process cannot guarantee a
100% accurate election result since participants did not notice
all manipulations. Such human errors could be avoided by
automatically scanning all EasyVote ballots, i.e. implement-
ing a different tallying process. Furthermore, trust could be
increased either by risk-limiting audit techniques or by using
several independent scanners/tallying components. However,
this would decrease the extent to which the public nature
principle is implemented. This result shows that just because a
voting system meets the public nature requirement it does not
mean that discrepancies are detected or that underlying fraud
is necessarily revealed.

In the second part we reported the results of an online
survey, which evaluated two alternative EasyVote ballots de-
signs. Both alternatives were shown to reduce the number of
manual comparisons required and can be expected to increase
the number of discrepancies detected by the election officials.
The results of the online survey show that the first alterna-
tive design, where voters’ manual selections are additionally
highlighted in orange, differs significantly with the original
EasyVote ballot with respect to understandability and ease of
verification of the cast vote. Furthermore, the first and second
alternatives differ significantly regarding understandability. No
significant difference was found between the alternatives with
respect to ease of verification.

Thus, for future interdisciplinary research we will study
the reliability of mechanisms which comply with the principle
of the public nature of elections. We plan to repeat the user
study with the new EasyVote ballot design (first alternative),
and also to propose different techniques to improve detection
accuracy. Another open research question is to discover what
an acceptable rate of errors is, if indeed we have to accept that
some errors will remain undetected.
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Abstract— We present the initial set of findings from a pilot
experiment that used an Internet-based end-to-end verifiable e-
voting system and was held during the European Elections 2014
in Athens, Greece. During the experiment, which took place on
May 25th 2014, 747 people voted with our system in special
voting stations that were placed outside two main polling places
in Athens, Greece. The election mimicked the actual election that
was taking place which included a great number of parties. After
casting their ballot, voters were invited to complete online a post-
election questionnaire that probed their attitudes towards e-
voting. In total, 648 questionnaires were collected. We present a
description of the experiment and a regression analysis of our
results. Our results suggest that acceptance of the e-voting system
was particularly high especially among the most educated, the
technologically adept but also —somewhat surprisingly— older
generations.

Keywords—e-voting; public opinion; Greece

L INTRODUCTION

One of the most significant challenges in the development of
electronic voting is its acceptance by voters. Issues of public
trust and support are often at the center of the debate on the
adaptation or rejection of electronic voting systems, regardless
of their technical characteristics. Even though the issue of
electronic voting has attracted increased scholarly attention
during the last decade, studies over the acceptance of such as
system by the mass public and the factors behind individual-
level variance in acceptance remain scarce. In this paper, we
aim to advance the relevant literature by presenting individual-
level correlates of attitudes toward electronic voting from
Greece. Greece is an ideal case for testing attitudes toward e-
voting in environments with low familiarity with internet use,
as the country ranks quite low in internet penetration. What is
more, using Greece as an example adds to the literature by
evaluating attitudes toward electronic voting in Europe where
such research remains very scarce, with the notable exception
of [1]. In particular, this paper investigates the impact of
socio-demographic and familiarity with technology on three
key components of acceptance of an e-voting system, namely:
a) the perceived easiness of the e-voting system b)
participants’ willingness to see the system being adopted for

national elections and c) participants’ attitudes to cast their
vote remotely using an e-voting system. The trial was
conducted in polling stations during the 2014 European
Elections. These elections are held every four years across all
EU members for the election of the European parliament. The
test was not binding for participants: Upon their exit from the
polling booth, electors were asked to vote again through an e-
voting system should they agreed to do so. Our results suggest
that acceptance of the e-voting system was particularly high
especially among the most educated, the technologically adept
but also —somewhat surprisingly— older generations.

II.  E-VOTING EVALUATIONS

Available evidence on the public reception of an electronic
voting system mainly come from the United States and Latin
America (but see [1] for an application in Europe): Past
research has shown that e-voting systems are viewed rather
favorably by citizens who participate in the trials [2, 3]. As for
individual level-factors, Sherman et al. [3] investigated the
impact of a number of characteristics for the case of the US in
a convenience sample consisting of 105 volunteers who
replied on advertisements. Their results illustrate that
acceptance of the electronic voting system depends
significantly on the extent to which participants had a basic
understanding of the e-voting system. On the other hand,
Alvarez et al. [2] studied acceptance of different e-voting
devices in the case of Colombia using a non-representative yet
extended sample consisting of 2294 respondents coming from
three cities. Their results showed that acceptance of the system
was particularly high, exceeding 80 percent of positive
responses in perceived reliability of the system and 90 percent
in perceived easiness. Nonetheless, according to their
findingshighly educated and —surprisingly- the eldest age
groups were more likely to regard the system as more reliable.

III. PRESENTATION OF E-VOTING SYSTEM DEMOS

Demos is a remote e-voting system that supports end-
to-end verifiability (i.e. the voter verifies that her vote was
tallied properly) and voter privacy. The system employs code-
voting as introduced by Chaum [4] with a number of
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modifications both in terms of usability as well as in terms of
verifiability. In code-voting based systems, the voters obtain a
ballot that contains a list of the candidates, each of them
associated with a unique vote-code, and vote by submitting the
vote-code that corresponds to the candidate of their choice.
Tallying takes place by combining cryptographic elements that
relate to the submitted vote-codes. The system utilizes a
number of cryptographic elements that include perfectly
binding commitments and suitably designed zero-knowledge
(ZK) proofs.

For brevity we do not present here all the
cryptographic details of Demos, which are independent of our
experiment. The front-end of Demos, which is the most
relevant to our experiment and explained in detail below,
could have been fitted with any other code-voting system in
the back-end and provide the same voting experience.

A. Setup

In the pre-election phase, an election authority (EA)
generates ballots that have a unique serial number and consist
of two equivalent parts (A and B) containing all information
needed to vote. Namely, in each part, every candidate is
associated with a randomly generated vote-code, which is
cryptographically paired with a vote-code recording receipt
(Fig. 1). This ballot format is called a double ballot. The
double ballots are randomly distributed to the voters by EA or
another distribution authority. Next, the EA uses the
commitment scheme to create a table T where all ballot
information is committed via the perfectly binding
commitments (the candidates are first encoded and then
committed). The committed ballots are sorted according to
their serial numbers and the parts A and B (e.g. 100A , 100B,
101A, 101B, 102A, etc.). In addition, T includes information
for verifying that the committed values correspond to well-
formed ballots. The verification is done by incorporating a
novel ZK protocol. Then, EA posts T on a public bulletin
board (BB) and provides a keyholder (KH) with the de-
commitment information and a bulletin board authority
(BBA) with the list of pairs of vote-codes andvote-code
recording receipts. At the end of the pre-election phase, the
working tape of EA is destroyed, for privacy preserving
reasons. Note that the KH functionality is distributed to a
number of parties via standard secret-sharing to ensure better
privacy.

B. Vote-Casting

Vote secrecy in Demos is ensured by the random
distribution of the ballots, so that the serial numbers are in no
way linked with the voters. When each voter receives a double
ballot, she chooses a random side for voting. After the election
result is announced, the other part of the ballot will be used for
auditing. The double ballot idea for ensuring voting integrity
was used in a number of previous systems (e.g., in the
Scantegrity system [5]). Then, she sends to BBA the vote-code
for the candidate of her choice. This can be done by clicking a
button in a user-friendly environment, or manually by typing

the vote-code in case the voter does not trust her voting client.
The BBA reads the vote-code and if it is valid, it produces the
vote-code recording receipt that this vote-code is paired with.
It provides the voter with the vote-code recording receipt who
can check in her ballot that her vote was correctly recorded by
the system. In more detail (refer to Fig. 1 for terminology), the
voter can compare the vote-code recording receipt provided by
the system to the vote-code receipt appearing next to the party
and vote-code of his choice on the ballot’s used facet and,
thus, if both are identical, be certain that his vote was properly
cast through the electronic voting system. An important
feature of Demos is that choosing (randomly) one of the two
ballot parts for voting, the voter generates (ideally) 1 bit of
randomness that is posted on the BB.

We note that after the voter submits the vote-code
(using the tablet driven front-end), the system will respond
with a vote-code recording receipt as feedback. For example,
in Fig. 1, in case the voter votes for party “EAAAZX” the vote-
code that will be submitted will be “OlJJ-AGFN-4AUY”
while the vote-code recording receipt will be “V605E4”. This
receipt will appear in the voting interface after the vote-code
has been remotely recorded by the system. The voter may
check that her vote was received properly by visually
verifying that the six digit vote-code recording receipt matches
the corresponding receipt for the political party of her choice.

C. Election result computation and verification

After the voting phase has ended, the tally is computed as
follows:

1. The KH provides BBA with the de-commitment
information and ZK proof information.

2. BBA marks all commitments to the corresponding
encoded options (see also Fig. 2 for screenshot of
this view).

3. BBA adds ( homomorphically ) all the marked
commitments and opens their sum, which is the
election result in encoded form. Finally, it publishes
the encoded election result. We note that the result
can be efficiently decoded by any party, without the
possession of a secret key.

4. Additionally, BBA opens all information for the
ballot parts that were used for auditing (Fig. 2), thus
revealing the correspondence between vote-codes
and parties.

in Demos is

E2E verifiability achieved (with high

probability)'
1. Because any party can compute the election result
and verify the ZK proofs.

! We note that the complete security analysis of the system is not the
objective of the present paper. However we do present some elements from
the analysis in order to give an overview of the system operation. For more
information of the demos system please see the web-site http://www.demos-
voting.org
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2. By the auditing of the ballots: the voter can verify
that her ballot was not altered by a malicious party by
checking that the perfectly bound opening of the
ballot part used for auditing matches the part that the
voter obtains. Observe that the malicious EA cannot
know in advance which part of the ballot the voter is
going to use to vote. Therefore, the EA can guess
only with 1/2 probability, which is going to be the
part that the voter will choose for auditing. This
implies that the probability of altering ¢ votes without
being detected decreases exponentially in .
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IV. THE PILOT IMPLEMENTATION OF DEMOS

In the pilot implementation of Demos, each
participant received a paper ballot where in each facet, besides
the lists of candidates, vote-codes and vote-code recording
receipts, there was a OR code (Fig. 1), which, if scanned, lead
to a web rendering of the ballot, with an easy to use interface,
where candidate parties appeared in buttons the user can click
on. In the trial of the system presented below, voters used
tablets with cameras to scan paper ballots and voted
electronically through the interface described above. The
privacy concerns that have been raised when sensitive ballot
information is encoded in non-plaintext form, as QR codes,
(see [6] for this topic) do not affect our implementation. This
is because Demos supports voting by directly typing the vote-
codes so that the voter is able to sidestep QR scanning when
she does not trust her client. This alternative that our system
provides was explained in the participants both on site and via
handouts. Furthermore, since all voters voted on site, issues of
vote-selling or coercion that are typically linked with remote
voting were not raised or examined%

As mentioned above, by using their ballot’s unique
serial number, voters could trace their ballot and check (a) that
their vote was properly marked as “voted” and (b) that in the
unused version of the ballot all selection codes correspond to
the proper candidate parties that were shown in the paper
version of the ballot. This covers one of the two parts of the
E2E verifiability check of Demos. Note that the complete
check requires also the verification of zero-knowledge proofs
that may be done by any external observer (including any
voter if they wish to do so). This aspect was not tested in our
trial (i.e., no third party zero-knowledge verifiers were
commissioned), as involving the participants in the technical
details of Demos was out of the scope of our experiment.

THE PILOT EXPERIMENT

The trial was conducted on two different polling stations for
the 2014 European Elections in the premises of two public
schools in highly populated municipalities in the greater
Athens metropolitan area. While the actual election procedure
was being held inside the school buildings, a set of desks was
placed right outside within the guarded courtyard and next to
them there were banners that informed the public regarding
the trial that was taking place. In each site, two tablets were
placed on the desks supported by an elevated Plexiglas stand
that allowed for the insertion of the A4 paper ballot
underneath (containing the serial number of the “electronic
envelope”, the codified candidate parties, the vote-codes
corresponding to them, their vote-code recording receipts and
the QR code).

2 Still voters were informed about the functions of the pilot system and its
potential application for remote i-voting and, as presented further in the
analysis of the distributed questionnaire findings, they were asked whether
they would use it to vote from home for national elections. Our system accepts
further enhancements to (partially) deal with the issue of coercion that are out
of scope for the present exposition.
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Four assistants in each site conducted the trial.
Assistant A was responsible for calling one out of every four
voters that had already participated in the conventional
elections, to participate in the e-voting procedure. In case of
refusal, Assistant A called the next one and took note of the
refusal. Assistant B accompanied the participants to the desks
with the tablets, where the other two Assistants were handing
them the ballot and explaining them how they could vote via
our setting. Only when asked, (in cases where the participants
where unfamiliar with scanning a paper) the Assistants would
help the participant to scan the ballot under the tablet. Then,
keeping a distance to ensure privacy, Assistants C and D,
would, if asked to by the participant, offer clarifications or
guidance on the use of the e-voting system. Upon submitting
their vote, the participants were prompted to a website where
they could (optionally) complete the questionnaire online
using the same device. The completion of the questionnaire
included questions on respondents’ socio-demographic
backgrounds as well as a number of attitudinal items,
measured in five-point Likert scales regarding electronic
voting.

Before leaving, participants were given two leaflets,
one containing information about the e-voting system function
and features, with emphasis on its procedural safeguards for
transparency, verifiability, reliability and security, and another
containing a set of simple directions for the successful
completion of the verification procedure. A total of 747 people
participated in the e-voting trial, while 648 of them filled in
the online questionnaire that followed the actual e-voting
procedure. Table 1 reports the demographic details of the
sample. The sample is skewed in terms of age but mainly in
terms of levels of education. Even though this is a typical
characteristic of any public opinion survey (e.g. Pew 2012),
this means that the aggregate level distribution of attitudes
toward e-voting may be higher than what they would appear in
the broader Greek population and should be interpreted with
caution. The average participation rate was 61.5% in both
sites, i.e., about 6 out of 10 voters of the actual voting
procedure agreed to participate in the e-voting pilot. The
website of the project, (whose address was only publicized in
the paper ballots), received 231 unique visits (i.e., a rate of
about 30% of the total people that participated) during the next
two days. In addition, 21 participants (about 2.8%) chose to
make use of the verifiability process and actually locate their
ballot assigned to them. It is worth noting that while the
verifiability turnout may seem small we consider it
satisfactory for our experiment as the verifiability aspect was
very briefly explained to each voter (none of which showed
any familiarity with this level of secure e-voting design) and
the voters were aware of the fact that the pilot election was not
binding in any way (and hence one would expect a lower
interest in verification than it would have been in case the
election was binding). Furthermore, the actual election results
were available through other means to all voters (e.g. via
regularly conducted exit polls with results broadcasted in the
national TV). It is also worth noting that even with as little as
21 verification checks (if done properly) our system would

have been capable of providing a reasonable level of election
integrity.

Gender Percent
Male 50.9
Female 49.1
Age
15-24 12.8
25-34 16
45-54 24.5
55-64 22.8
65+ 7.8
Level of
Education
Up to six years 2
Six to Nine years 3.3
High school 19.3
graduate
Some college 13.3
Higher education 41.5
graduate
Postgraduate 20.7

TABLE 1: Demographic Composition of Sample

A.  RESULTS

We measured respondents’ attitudes toward e-voting through a
number of items. Attitudes toward the device were highly
positive (Graphs 3-6). Starting with overall satisfaction, nearly
90 percent of respondents answered that they were
“somewhat” and “very” satisfied with the electronic voting
experience. Moving on to the perceived difficulty of using the
e-voting device, 82.7 percent of respondents found its use
“very easy”, while only 1.2 percent answered that they faced
problems using the device. Apart from easiness of use and
satisfaction, we measured trust and attitudes toward the
adoption of remote electronic voting for national elections.
Respondents’ attitudes were again very positive: 47 percent of
the sample said they would trust an e-voting device such as the
one they used for the conduction of European elections, while
less than one in ten (8.6 percent) appeared negative toward
such an implementation. As for attitudes toward remote
electronic voting, roughly three out of four respondents were
somehow or very positive toward the prospect of being able to
vote in national elections from home with a use of a similar
device, while only 12.4 percent appeared dismissive toward
this prospect.
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Figures 3-6: Distribution of Post-test Respondent Attitudes
toward E-Voting

Even though the acceptance of e-voting was quite
high in the sample we have reasons to expect that the
aggregate distribution masks significant individual-level
variation. A number of scholars have argued that the use of
electronic voting could possibly create a turnout gap between
technologically adept and novices [7-9]. Hence, the argument
goes, as the old and less educated are least adept in using
technology these population segments will be less likely to
vote using an electronic voting device and consequently they
may be more skeptical toward the introduction of e-voting
devices, and especially remote e-voting devices. Drawing on
an e-voting pilot study conducted in the UK in 2003, Norris
[7] illustrated that while the option to cast a vote electronically
could moderately boost turnout among young voters, it
eventually may lead to the suppression of participation among
older generations of voters. What is more, since the elder
participate in higher rates compared to younger voters, Norris
[8] argued that the introduction of electronic voting could lead
to an overall decline in electoral turnout.

In order to investigate whether these trends are
evident after respondents have used electronic voting devices
we construct three linear regression models’, measuring the
impact of socio-demographic characteristics (age cohort,
gender, level of education) and Internet use (through a dummy
variable separating non-Internet users from the rest of the
sample) on (a) difficulty using the e-voting device (Model A)
(b) trust in e-voting for national elections (Model B) and (c)
attitudes toward the prospect of voting from home or another
place using a remote electronic voting device (Model C).

’ In order to ensure that the statistical analysis was not hampered by the
discrete nature, nor the non-parametric distribution of the dependent variables
all models were re-estimated using complementary log-log regression, an
appropriate statistical technique for dealing with highly skewed discrete
variables [10]. Results were identical to those reported in the paper in terms of
levels of significance and coefficient signs. Same is the case when education
is entered as a dummy variable separating those who have attended university
from the rest of the sample, with the exception of “easiness of use” where
while the education coefficient although positive, falls short of achieving
statistical significance.
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Model A Model B Model C
Attitude toward
Easiness of use Trust Remote Electronic
Voting
b S.E. b S.E. b S.E.
Male 0,00 0,04 0.01 0.08 -0.07 0.09
Age cohort
15-24
25-34 -0,05 0,08 0,50%%* 0,14 | 0,53** 0,17
35-44 0,05 0,07 0,73*** 10,13 | 0,60%** 0,16
45-54 -0,09 0,07 0,79%%* 0,13 | 0,66%*= 0,16
55-64 -0,08 0,08 1,02%%* 10,14 | 0,67%** 0,18
65 plus -0,30% | 0,11 L17*** 1020 | 0,83** 0,24
Education | 0,03** | 0,02 0,01 0,03 -0,01 0,04
Noimemet | gazwe= | 010 | 007 |01 00 |02
Ensineas of 059 |007| 069 | 0,09
Use
Adj. R: 0.12 0.16 0.11
N 624 620 618

TableABLE 2: OLS Regression of Easiness of Use, Trust
toward E-Voting and Attitudes toward remote e-voting.
(Entries are unstandardized OLS coefficients. Standard errors
are reported in the second column. **: p < 0.05 ; ¥**: p <

0.01)

Beginning with variation in individual-level variation
in the difficulty of using the e-voting device, results suggest
that educated respondents found it easier to use the device. On
the other hand, perceived difficulty was significantly increased
for participant categories that are less likely to be familiar with
technology, namely respondents aged over 65 years and those
who do not use the Internet. Model B reports the respective
OLS regression results on trust of e-voting for national
elections, using the same independent variables as Model A
plus the item measuring perceived difficulty. Results suggest
that, all else equal, facility with the e-voting device is
associated with general trust toward e-voting, as those who
found the use of the electronic voting device easy were more
likely to trust the implementation of an electronic voting for
general elections. What is striking however is that, all else
equal, older aged cohorts appear significantly more trustful
toward electronic voting compared to younger age cohorts.
This finding that seems paradoxical at first has also appeared
in other countries [2] and can be attributed to the fact that
younger respondents who are more knowledgeable on issues

of technology are more likely to be aware of possible security
threats than older and less technologically familiar
respondents [2]. Surprisingly, level of education® on the other
hand is not associated with trust toward electronic voting. The
lack of impact of the level of education is against previous
findings [2] and needs to be further investigated. Moving on to
Model C, which measures variation in attitudes toward remote
electronic voting, results suggest that the extent to which one
finds remote electronic voting a good idea mainly depends on
age and perceived difficulty of using the electronic voting
device. Again, as was the case with trust toward e-voting,
older respondents appear more positive toward remote
electronic voting. What is more, participants who found the
use of the e-voting machine easy were significantly more
likely to respond that they would like to be able to vote
remotely with an e-voting device. Yet it should be noted that
the explanatory power of all three models, as indicated by the
adjusted R? is rather low, meaning that there exist additional
latent factors that account for variation in attitudes toward
electronic voting in Greece.

CONCLUSION

Electronic voting systems are deemed as a cost-effective
alternative for conducting elections, having a promising
potential for the quality of democratic representation
especially among distinct social groups that may face
difficulties accessing polling stations. Yet studies investigating
the acceptance of e-voting by the general public remain
scarce. This paper advanced the literature on electronic voting
by presenting evidence on attitudes toward electronic voting
from Greece. Three main conclusions can be drawn from the
analysis. First, our results point to the conclusion that
acceptance of electronic voting could be fairly high in the
general population, bringing additional evidence to confirm
previous research by [2] and [3]. This finding however should
be interpreted with caution as the sample was skewed in
regard with age and level of education, compared to the
general Greek population. An additional parameter that may
have boosted positive responses is that respondents took part
in the trial after having tried the e-voting device. Second, the
aggregate distribution of preferences toward e-voting masks
significant individual-level variation: Citizens who are already
familiar with technology, those who found e-voting easy and
older age cohorts were significantly more likely to be
supportive of its implementation in national elections. These
results appear to substantiate the worry that the advent of
electronic voting could possibly create a gap between
segments of the population who are familiar with technology
and those who are not. On the other hand gender and
education were unrelated to e-voting preferences. Third,
sociodemographic  characteristics and familiarity with
technology account only for a small portion of the total
variation in acceptance of electronic voting. Future research

* It should be noted that the insignificance of education persists with
alternative codings as well as when perception of e-voting difficulty and
internet use are removed from the model.
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could shed more light to the pattern of attitudes toward e-
voting from a comparative perspective and further investigate
latent parameters that may have an impact on attitudes toward
e-voting.

Acknowledgements. The authors gratefully acknowledge the
support of the Greek Secretariat of Research & Technology
through project FINER, Excellence Programme/ARISTEIAL.

V. REFERENCES

[1] Baldersheim, H., Saglie, J., and Segaard, S. B.. Internet
Voting in Norway 20I1: Democratic and Organisational
Experiences. communication présentée au Congrés mondial de
I’Association internationale de science politique, Madrid,
2012.

[2] Alvarez, R. M., Katz, G., Llamosa, R., and Martinez, H.
E.. Assessing voters’ attitudes towards electronic voting in
Latin America: Evidence from Colombia’s 2007 e-voting
pilot. In E-Voting and Identity Springer Berlin Heidelberg.
2009, p. 75-91.

[3] Sherman, A. T., Carback, R., Chaum, D., Clark, J., Essex,
A., Herrnson, P. S. and Vora, P. L. “Scantegrity Mock
Election at Takoma Park”. In Electronic Voting, 2010, July, p.
45-61.

[4%] Chaum, D.“Surevote: Technical overview”. In Proceedings
of the Workshop on Trustworthy Elections, WOTE, 2001.

[5] Chaum, D. A. Essex, R. Carback, J. Clark, S. Popoveniuc,
A. T. Sherman, and P. Vora. “Scantegrity: End-to-end voter
verifiable optical-scan voting”. In IEEE Security and Privacy,
volume May/June, 2008.

[6] Budurushi, J. Stockhardt, S. Woide, M. and Volkamer, M.
“ Paper Audit Trails and Voters' Privacy Concerns”. In
Tryfonas, T. and Askoxylakis, I.. LNCS, Human Aspects of
Information Security, Privacy and Trust, vol. 8533, p. 400-
409, Springer International Publishing Switzerland, June 2014.

[7] Norris, P. “Will new technology boost turnout?
Experiments in e-voting and all-postal voting in British local
elections”. In: Kersting, N., Baldersheim, H., (eds.) Electronic
Voting and Democracy, New York, 2003, pp. 193-225.

[8] Norris, P. “E-voting as the magic ballot for European
Parliamentary elections? Evaluating e-voting in the light of
experiments in UK local elections”. In Trechsel, A.H. and F.
Mendez (eds.) The European Union and E-voting. London:
Routledge, 2005, pp. 60-90.

[9] Gibson, R. “Internet voting and the European Parliament
elections: Problems and prospects”. In Trechsel, A.-H. and F.
Mendez (eds.) The European Union and E-voting. London:
Routledge, 2005, p. 29-59.

[10] Powers, D. A., Xie, Y. “Statistical methods for
categorical data analysis”. San Diego, CA: Academic Press,
2000.

-135-



- 136 -



Mobile Voting






Electronic Voting with Fully Distributed Trust and
Maximized Flexibility Regarding Ballot Design

Oksana Kulyk, Stephan Neumann, Melanie Volkamer, Christian Feier, Thorben Koster
Technische Universitdt Darmstadt / CASED, Germany
Email: firstname.lastname @cased.de

Abstract—One common way to ensure the security in voting
schemes is to distribute critical tasks between different entities —
so called trustees. While in most election settings election author-
ities perform the task of trustees, elections in small groups such
as board elections can be implemented in a way that all voters are
also trustees. This is actually the ideal case for an election as trust
is maximally distributed. A number of voting schemes have been
proposed for facilitating such elections. Our focus is on a mix net
based approach to maximize flexibility regarding ballot design.
We proposed and implemented a corresponding voting scheme as
an Android smartphone application. We believe smartphones are
most likely to be used in the election settings that we consider in
the paper. Our implementation also enables voters to remotely
participate in the voting process. The implementation enables us
to measure timings for the tallying phase for different settings
in order to analyze whether the chosen mix net based scheme is
suitable for the considered election settings.

I. INTRODUCTION

Recently there has been an increased interest in remote
electronic voting, with a focus on large scale elections. How-
ever, there are also many smaller scale elections, such as polls
in private associations, university environments, committees,
and boards with 20 to 30 voters. These boards used to conduct
their elections during meetings on paper. Some are planned in
advance and others are spontaneous, some use simple yes /
no ballots, others more complex options including write in
ballots. Elections and polls during meetings are challenging
because they happen frequently and people people’s mobility
has increased. This means that voters are sometimes not
present to vote on paper in person. So far technology enables
them to participate in public discussions (e.g., over video
conference), but they are then either excluded from the voting
process or they have to sacrifice the secrecy of their vote in
order to participate.

Remote electronic voting would enable them to participate
in secret elections, even when they are not physically present.
However, well known remote electronic voting schemes such
as Civitas/JCJ [1] and Helios [2], [3] are not appropriate as
these schemes distribute the duties of registration, voting and
tabulation among a number of entities, in advance, requiring a
long and time-consuming preparation phase. All this imposes a
financial and administrative burden on the election authorities
which seems not to be adequate for small scale board elections,
in particular spontaneous board elections.

Thus, what is required is a distributed voting scheme,
without central servers utilising only the voter’s own devices,
be it their laptops or smartphones. Note, besides not relying on
central servers and not requiring lengthy preparation processes,

distributed voting schemes have a further advantage: trust is
distributed amongst all voters as all act as trustees.

Correspondingly, our contribution is the proposal of a vot-
ing scheme that meets all the above-mentioned requirements of
secret elections and polls. The proposed voting scheme is based
on existing cryptographic components used in centralized
voting schemes such as verifiable mix nets, verifiable secret
sharing and threshold decryption.

Furthermore, we implemented the corresponding scheme
as an Android smartphone application, allowing voters to
participate remotely. Note that we selected smartphone ap-
plications as smartphones are most likely to be used in the
contemplated election setting and are, as such, the worst-case
scenario regarding limitations with respect to computation and
network capacity. The implementation enables us to measure
timings for the tallying phase for different settings in order to
analyze whether the chosen mix net based scheme is acceptable
for the considered election settings.

The remainder of this paper is structured as follows:
Section II outlines the requirements that were determined to
be of relevance for the present election setting. In Section
III, we present the design decisions and components selected
throughout the voting scheme development process. In Section
IV, we describe the composition of these components in terms
of a scheme description and evaluate the scheme’s security in
Section V. In Section VI, we report on the implementation
process. Section VII analyzes the scheme’s efficiency. Section
VIII reviews the related work and Section IX concludes.

II. REQUIREMENTS

Based on discussions with potential boards (i.e. customers),
we identified the following general and security requirements
for a suitable voting scheme. Note, these requirements should
be considered from a practical perspective since different
(often unclear) legal requirements hold in such election settings
than for national elections.

A. General requirements

The following general requirements were identified:

Ballot flexibility: It should be possible to conduct elections
with ballots of any complexity due to the high spontaneity
of corresponding polls:

e  Yes/No election

e  Multiple candidate selection (k out of L” elec-
tion)

e  Priority voting (ranking of the candidates)
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e  Write-in ballots.

Voter flexibility: It should be possible to change the list of
eligible voters for each new vote.

Spontaneity: Conducting the election should require as little
preparation as possible.

Mobility: The application should run on everyday mobile
devices.

Remote participation: It should be possible to cast a vote
without being physically co-present with the other voters.

Usability: The system should be usable by non-experts.

Efficiency: The tallying phase should not take more than 15
minutes for 25 participating voters.

Furthermore, it cannot be assumed that it is possible to use
PKI.

B. Security requirements

The following security requirements have been identified:

Eligibility: The system should only accept votes from eligible
voters.

Uniqueness: Only one vote should be accepted from each
voter.

Fairness: The voter should be unable to see the election
results, complete or partial, before she casts her own vote.

Vote secrecy: It should be impossible link a voter to his or
her individual vote.

Integrity: It should be impossible to replace a cast vote with
a vote for another option.

Verifiability: The voter should be able to verify, that the
vote she intended to cast is included in the final tally
(individual verifiability). Furthermore, any third party
should be able to verify, that all the cast votes have been
tallied correctly (universal verifiability).

Robustness: After the votes have been cast, the system should
be able to fulfil its functions and tally the votes despite
minor errors.

These security requirements should be ensured in the
following security model. It is assumed that:

1) More than the half of all the voters are honest and
available during the whole voting process i.e. vote
casting and tallying. This assumption is justified due
to the fact that it would be unreasonable to conduct
an election where the majority is corrupt.

2)  The devices belonging to honest voters are also reli-
able and trustworthy, and are not affected maliciously
by faults in hardware or software (operating system
and voting application). This assumption is justified
for the same reason as the previous one. Honest
voters without honest devices cannot feasibly run
the protocol in an honest way. Note, that in certain
settings this assumption might be difficult to ensure.
Namely, the smartphones are obviously used privately
for other purposes, and might be at risk of infection
with malware, especially when the owner is not an
expert in mobile security and does not take security
precautions. For example, if the OS version on the
smartphone is not up-to-date, and the owner often
installs apps from untrusted sources, the risks of

running the election on such smartphones might be
too high, and the application should not be used.

3)  Honest users’ devices are able to communicate with
each other. Similar to the previous assumption this
assumption enables honest voters to run the election.

4)  No coercion takes place.

To facilitate the second assumption, it is important to
embrace diversity in software and hardware. There are several
manufacturers of the Android smartphones, thus, there is at
least some degree of diversity. The diversity in software can
be ensured, if there are different sources and a number of
software developers, where the voters can download the voting
application from.

Note that we can only guarantee the security requirements
for honest voters. However, this holds true for traditional
elections as well. For instance, a malicious voter cannot be
prevented from forwarding her mail voting material to another
person, thus breaking the uniqueness property.

III. DESIGN DECISIONS

In this section we discuss the cryptographic primitives we
used in the proposed voting system.

A. Public Key Infrastructure

As we cannot assume that PKI is in place, part of the voting
application is to establish one. We do this by first exchanging
the voters’ RSA public keys for message authentication, and
then exchanging the voters’ AES keys for message encryption.
One must provide protection against the man-in-the-middle
attacks while exchanging the RSA public keys. One way to do
this, without relying on certificate authorities and other rather
complex preparations, is to use the key exchange based on
short authentication strings, as described in [4]. The scheme
relies on the existence of an out-of-band channel — namely,
the voters should be able to communicate with each other
either via physical proximity, or via video or telephone call.
This channel is then used to perform manual verification of
short strings over such a channel in order to frustrate man-in-
the-middle attacks. In order to improve the usability of this
verification, according to the proposition in [5], the strings
have 24-bit length, and are represented as passphrases of three
words from the from the PGP Word List [6]. Note, that the
communication channels between eligible voters have to be
established beforehand in order to execute this scheme; other
preparations are not needed, thus increasing spontaneity.

After we use the scheme for exchanging the RSA public
keys between the voters, thus providing means for message
authentication, these keys are then being used to securing
communications while establishing symmetric AES keys be-
tween each pair of voters via Diffie-Hellman key exchange.
For generating the secret parameters in the Diffie-Hellman
exchange, the SHA-256 is used as the key derivation function.
Thus, means for securing end-to-end encryption are provided.

B. Verifiable secret sharing and threshold decryption

Almost all proposed electronic voting schemes rely on a
distributed verifiable secret sharing scheme to generate the
election key in a distributed manner and a verifiable threshold
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decryption scheme to decrypt individual votes or the sum of
all votes in a distributed manner.

A number of secret sharing schemes have been proposed
in the literature ([7], [8], [9], [10]), while some of them do
not have the means to verify the correctness of the secret
sharing, or require the existence of a single trusted instance
for key distribution. The scheme that does not have these
disadvantages is the one described by Pedersen in [11], [12]
and is proven to be IND-CPA secure if used in conjunction
with the ElGamal cryptosystem, as shown in [13]. Thus,
we decided to use this approach in our application. The
corresponding verifiable threshold decryption scheme, which
relies on the keys being generated as in [11] is described in
[14].

C. Homomorphic tallying versus mix net approach

The approaches most commonly used in electronic voting
schemes for preserving the vote secrecy are the homomorphic
tallying (e.g. in [15], [14]) and mix net schemes (e.g. in [16],
[17]). The first approach relies on homomorphic properties of a
crypto system used to encrypt the votes, most commonly, the
exponential ElGamal. The homomorphic property is used to
multiply the encrypted votes, and then to decrypt the resulting
sum. This approach is inefficient for complex kinds of ballots
such as priority ranking, and is unsuitable for write-in ballots.
Therefore, for ensuring ballot flexibility in our application we
chose to use the mix net approach.

Two types of mix nets have been proposed: decryption
mixnets (e.g. in [18], [16]) and re-encryption mix nets (e.g.
in [17], [19]). In order to ensure robustness of the scheme,
we decided to implement one of the re-encryption mix net
schemes. Note, in case of a decryption mix net, one dishonest
note can violate robustness.

These schemes also rely on the homomorphic property
of an underlying crypto system. A number of entities called
the mix nodes, the role of which is taken by the voters in
our setting, participate in the scheme, whereby each mix
node in turn shuffles the list of encrypted ciphertexts C' =
(e1 = Encp(v1,81),...,cn = Encp(v1,s1)) using a secret
permutation 7 and secret randomness values r = (r1,...,7n),
outputting the shuffled list C' = (cf, ..., ¢y) so that holds:

¢ = Encpr(1,13) - cri

D. Verifiable mix net schemes

In order to ensure integrity and to provide verifiability,
however, each note has to prove that the input and output set
contain the same votes (without revealing 7 and ). A number
of schemes for providing a so called non-interactive zero-
knowledge proof of shuffle have been developed ([20], [21],
[22], [23], [24]) which mainly differ in their efficiency, degree
of vote secrecy, integrity/verifiability as well as robustness. In
order to decide which of the proposed proofs is the most ap-
propriate one for our setting, we compare them wrt. efficiency,
vote secrecy and integrity/verifiability. For the comparison we
apply the following considerations:

e For the efficiency considerations, we consider the
number of modular exponentiations E needed for
computing the proof of shuffle and for verifying it.

e In order to measure the degree of secrecy of the
proposed mix net schemes, we consider the size of
anonymity group |A|. Let C = {ci,...,cn } be the list
of ciphertexts that results from the final shuffle. Let
A C C be a group of ciphertexts, whereby it is known
that the vote of some given voter is in A. Ideally, this
group would be the group of all votes cast within the
election (JA| = N), in which case it is said that a mix
net provides complete secrecy. Otherwise, if |A| < N,
the mix net’s secrecy is incomplete.

e In order to measure the degree of integrity/verifiability
of a mix net scheme, we consider the probability p,
that the attacker can successfully prove the correctness
of an incorrect shuffle. Note, in case p is negligible,
the mix net scheme provides overwhelming integrity.

e In order to measure the degree of robustness, we
consider
the minimal number of voters ¢, that should participate
and behave correctly during the mixing, in order for
it to provide a valid result.

The result of the evaluation according to these considerations is
proposed in Table I. As one can see, the schemes that provide
the best efficiency, such as the schemes in [20], [21], are
seriously lacking in either secrecy or integrity, in particular,
for small values of N. As such, the proof of shuffle with the
best trade-off between security (secrecy, integrity/verifiability,
robustness) and efficiency is the one proposed in [23]; however,
since it is covered by patent - to the best of our knowledge,
we chose to use the method proposed by Wikstrom in [24],
[25] in our implementation.

TABLE I: Comparison of mix net schemes

PoS |A| E P t

[20] N/2 2N 50% (N/2+1)

[21] complete 6V N (VN —1)/N 1

[22] complete 12N overwhelming 1

[23] complete 2N logk + 4N overwhelming 1
[24], [25] complete 20N + 19 overwhelming 1

k is a divisor of N

E. Proof of Correctness

As shown in [26], ensuring vote secrecy also depends on
whether ballot independence is assured: namely, a malicious
voter should be unable to cast a vote which is both valid
and meaningfully related to a cast vote of another voter. In
particular, a group of malicious voters of size f can attempt to
break vote secrecy by taking a vote cast by another voter, and
casting it as their own vote. Then, after looking at a final result,
they could see which vote has been cast at least f + 1 times,
thus figuring out how the attacked voter has voted. A simple
way to prevent this attack is to make the voters prove that they
know a corresponding plaintext for a ciphertext message they
cast as their vote. For the ElGamal encryption, this can be done
by using the non-interactive proof of knowledge of discrete
logarithm (described in [27]). Thus, for ¢ = (a,b) = (¢",v-h")
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with g, h being the ElGamal public keys, the voter has to prove
the knowledge of r given a.

IV. VOTING SCHEME DESCRIPTION

The voting scheme consists of following basic components:
verifiable secret sharing, re-encryption mix net, and verifiable
distributed decryption. As a crypto system used in encrypting
the votes, we chose ElGamal due to its homomorphic proper-
ties and its wide use in the selected schemes. Let p, g, g be the
corresponding ElGamal parameters, that are publicly available.

1) Ballot initialization: The initiator of the voting com-
poses a ballot that, according to the election type, may consist
of the voting question, possible answers, voting rules etc. The
empty ballot is then broadcast to all the voters chosen by the
initiator, whereby each voter has an option either to agree to
participate in the voting, or decline. As a result, the group of
voters that is about to participate in this election is formed.
In case a set of keys for the election (see Section III-B) has
already been generated for this group, the voting proceeds
with the vote casting stage; otherwise, it proceeds with the
key exchange stage.

2) Key exchange: This phase consists of generating keys
for the election via a verifiable decentralized threshold secret
sharing scheme described in [11] with threshold value of
|[N/2] + 1: z;, the shares of private key that each voter
holds, and the jointly computed public key h. The participants
also exchange commitments h; to x;, which are calculated as
h; = g"¢, that are later used for verifiable decryption. The
key exchange phase only needs to be performed once for each
group of voters; in any further elections conducted by the same
group, the previously generated keys can be securely reused.

3) Vote casting: The voters are given a certain time limit,
during which they are supposed to cast their vote. The vote v;
is encoded so that it could be used as a plaintext in ElGamal
encryption, and e; is calculated as Ency,(v;,r;) for a random
r; €r Zg. Furthermore, the proof of correctness is used to
demonstrate the knowledge of v; to prevent ballot-copying
attacks, as shown in III-E. After (c;, p;) have been broadcast
by all voters, each voter possesses the initial list of all votes

C() = (617 veey CN).

4) Tallying: At the beginning of the tallying phase, the
votes are anonymized (Figure 1): this process is divided into
N rounds, with fixed execution times. In each round, the voter ¢
applies a mix net scheme to the list C;_; using a random vector
r = (r1,...,rn) and a permutation 7 in order to get a shuffled
list C; = Encp(l,7) - (Ci—1)x. She also computes a non-
interactive proof of shuffle P; as described in Section III-D,
in order to demonstrate that the shuffle has been executed
correctly. After that she communicates the values (C;,p}) to
other voters. Then, each one of the remaining voters verifies
p, and if it is verified, accepts C;; if p/ is not verified, or if the
voter ¢ does not send any shuffle result within a round time, sets
C; := C;_1. At the end, after all the voters have performed the
shuffling, the list C'y is accepted as the final list of anonymized
votes. The verifiable decryption scheme is then being executed
as described in [14] (Figure 2): for each encrypted vote
¢i € Cn,c¢i = (a;,b;) each voter j computes the partial
decryption share d; ; = af-’ using her private key share x;.
(S)he then also computes the non-interactive zero-knowledge

proof p;’ ; to prove that the secret value x; used for partial
decryption is the same value, that was committed to during key
exchange phase. The voters then broadcast their computed val-
ues (dj,p;»/) with dj = (d17j7...,dN7j), p;’ = (pl’j,...,pNJ-).
As soon as any voter gets a threshold amount of partial
decryptions and proofs of its correctness (d;,j,p} ;), whereby
pj’ ; 1s verified successfully, she can reconstruct the decryption
of ¢; from the collected values of partial decryption shares. In
this way, all the votes in Cy are being decrypted, resulting
in values of V' = (vy,...,vn). The final result is then tallied
according to election rules: as such, for example, if each vote
represents a candidate from the given list v; € {C,...,CL},
the result is the sum of the votes cast for each candidate,
S =(s1,..,80), si=|vj:j=1,..,N,v; =Cy.

V. SECURITY ANALYSIS

This section is dedicated to an informal security argument
on the presented scheme. To evaluate its security, we identify
threats against the security requirements (see Section II-B) and
show that the scheme defends against these threats under given
assumptions. Note, that the scheme can only provide defence
against these threats for the voters with uncorrupted devices,
as otherwise the application would just behave according to
the attacker’s commands, instead of following the scheme.

Eligibility A non-eligible voter can cast the vote in the system,
in case there is no authentication in place, or the voter
can fake her identity and impersonate an eligible voter.
This is not the case if the list of all voters is known in
advance, which is ensured in the ballot initiation stage,
and if reliable PKI exists, providing means for message
authentication and thus preventing identity impersonation.
Therefore, it should be impossible for the attacker to
impersonate an eligible voter and cast a vote instead of
her.

Uniqueness In case no votes from non-eligible voters are
accepted, which is ensured via eligibility, a voter can
break uniqueness and cast more than one vote, if she can
fake her identity and pretend to be another eligible voter.
This is impossible due to existing PKI. Thus, it can be
ensured that during the vote casting stage, only the voter’s
first vote (alternatively, only the last one) is accepted.

Fairness In the scheme the fairness property can be broken if
a voter is able to reveal others’ votes during vote casting.
To do this, s/he must be able to decrypt the votes that
are broadcast. This is only possible, if at least | /N/2]| +1
voters collaborate and use their secret keys for decryption.
This is impossible according to the assumptions 1-2 in
Section II-B; therefore, there is no way for any voter to
know the intermediate result at vote casting.

Vote Secrecy The possible ways to break secrecy in the
scheme is to either decrypt the cast votes before they are
anonymized, or to prevent them from being anonymized.
The first way is possible if at least | N/2] + 1 voters
cooperate maliciously and use their secret key shares for
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msc Anonymization: shuffling round for Alice

| Alice | | Bob | | Charlic |

< initial list Co >
shuffle Co
resulting in
(Ca,plh)

(Ca,plh)
(Capl)
| verify p’y | | verify p’y |

< start shuffling round for Bob with C' 4 as initial list>

Fig. 1: Anonymization round for N = 3

decryption. The second way is possible if all but one!
voter decline to perform the anonymization or to keep the
correspondences between input and shuffled ciphertexts
a secret. Thus, according to assumptions 1-2 in Section
II-B, vote secrecy is ensured.

Integrity A way to break integrity and replace some cast

vote with another vote, would be either to replace the
ciphertext during anonymization stage, or to provide a
manipulated partial decryption during tallying stage. This
attempts will be detected, however, due to the employ-
ment of zero-knowledge proofs during decryption and
anonymization, which each voter has to verify before
accepting. Therefore, everyone should have the possibil-
ity to verify the correctness of the tallying. Thus, any
manipulation with the election result will be noticed.

msc Decryption

| Alice

Bob

Charlie |

< list of ciphertexts C' = (c1, c2, ¢3) >

calculate calculate calculate
da,p's ds, ph do, pés
from C from C from C
(da,ps
(da|p’h)
(dB,p%)
(dB s p/é)
(de|pd)
(do, pd)
| verify p'% | verify p’s | verify p’s |
decrypt C' decrypt C' decrypt C
from da,dp from da,dp from d 4, dc

< tally decrypted values of C' >

Fig. 2: Decryption for N = 3

bility of the correctness of election result is ensured due
to non-interactive zero-knowledge proofs that could be
verified by anyone using publicly available information.
Given universal verifiability, the only way to break indi-
vidual verifiability would be for the application to cast a
vote that is different from the voter’s intention. However,
due to the assumption 2 in Section II-B, individual
verifiability is ensured.

Robustness The result of the voting cannot be decrypted and

thus tallied, if only less then | N/2]+1 voters are available
and can communicate with each other during decryption.
Additionally, the result cannot be tallied without neces-
sarily breaking vote secrecy, if the anonymization of the
votes has not been performed correctly, which is possible,
as described above, if all but one voter are unable to

Verifiability Similarly to ensuring integrity, universal verifia- shuffle the ciphertexts and keep the correspondences be-
tween the input list and the shuffled list secret. Therefore,
according to assumptions 1-3 in Section II-B, robustness

of the system is ensured.

UIf only one voter is honest, then the public will not know the correspon-
dences between the voter’s identity and the vote; however, if all the other
voters are dishonest, and each dishonest voter 7 reveals the correspondences
between the ciphertexts in lists C;_1 and C; to the public, the honest voter
will be the one who knows how each one has voted. Thus, vote secrecy VI.
during anonymization could be ensured only if at least two voters perform
their shuffling correctly and do not reveal the correspondences between the
ciphertexts.

IMPLEMENTATION

In this section we describe the implementation details of
the voting scheme, as well explain particular design decisions
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we made.

A. Design Decisions

1) Android app: We developed an application to imple-
ment the described voting scheme for Android smartphones.
Android is based on a Linux Kernel and is the most widely
used mobile operating system. It runs on many different
machines which differ in many respects like, for example,
screen resolution, CPU power and available memory. The
application is designed to support all machines which run
Android 4.0 or higher and have more than 512 RAM available.

2) Communication: To establish the communication chan-
nels between the voters’ smartphones, we had to choose
between several options, such as BlueTooth, WiFi-Direct,
SMS or instant messaging protocols such as MSN or 1SQ.
We chose to use XMPP, which is an open-source instant
messaging protocol. In advantage to other options, it allows
for communications over the network without being in physical
proximity to each other, does not place substantial restrictions
on message length, and can be extended thus making it easier
to adjust for our implementation. To establish a connection to
other participating smartphones the Smack API?> which builds
upon XMPP is used. In order for the voters to communicate
with each other, the XMPP server has to be available, either
as a public server, or as a private server, established by the
company. The voters then use their account data on this server
to log in the application. As the XMPP protocol communicates
via network, remote participation is ensured, by enabling
every eligible voter to participate in the voting, as long as she
has access to network connection, for example, to the mobile
internet on her smartphone.

For establishing the PKI we prepared a central server that
is used as a “bulletin board” where the initial list of voters is
stored. The bulletin board is needed for establishing the PKI
only, and is not required on any other stage of voting. This
initial list of voters is required in order to enable the initial
communication between voter’s devices, as voter could send
the messages to others only knowing their XMPP account IDs.

This server is relied on with regards to availability only, and
does not hold any sensitive information. We use the scheme
described in III-A in order to exchange the RSA keys and the
AES keys between the voters.

3) Libraries: For implementing the mix net, we did not
use the Verificatum implementation by Wikstrom® due to
licence restrictions. Instead, the application uses the open-
source unicrypt* library for the mix net implementation.
We used the guava-library® as a utility library e.g. for
Base64 encoding. Android ships with a cut-down bouncycastle
implementation for cryptographic primitives which only allows
symmetric encryptions up to 128 Bit. To support better encryp-
tion schemes like 256 Bit symmetric encryption an external
library called spongycastle® is used. Spongycastle is a
derivation of Bouncycastle’, the most popular and extensive

Zhttp://www.igniterealtime.org/projects/smack/
3http://www.verificatum.org/
“https://github.com/bfh-evg/unicrypt/
Shttps://code.google.com/p/guava-libraries/
Shttp://rtyley.github.io/spongycastle/
Thttps://www.bouncycastle.org/

Java library for cryptography, which is optimized for Android
and renames the packages to avoid classloader conflicts.

B. Walkthrough

We have attempted to make the user interface as simple as
possible, requiring only the minimum amount of interaction
from the users. We also iteratively improved them due to
feedback from colleagues and friends. Note, we plan as future
work to evaluate the usability within a user studies.

When starting the application, the voter arrives at the
welcome page and logs herself in using her XMPP account.
After logging in, the user is referred to the Main Menu
(see Figure 3). There, the PKI establishment process can be
launched, which concludes when all the voters comparing and
verify the passphrases displayed on their screens (see Figure
4). Note, that the PKI establishment scheme is only performed
once for each set of voters. It is only repeated when new
persons (i.e. new employers, or new boardroom members) are
added to the list of eligible voters.

After the PKI has been established, the elections can
be conducted. The person who wants to start the election
composes and broadcasts the ballot as seen in Figure 5. As all
other participants see the invitation and agree to participate,
the election starts: if this group of voters starts an election for
the first time, the key exchange is being run first. Otherwise,
the voters can start with the vote casting, whereby each voter
selects her vote and confirms the vote as seen in Figure 6.

After all votes are received the mix net starts anonymizing
the votes. As this is the most computationally intensive part of
the process, it may take some time. Afterwards the votes are
decrypted and tallied and the result shown as seen in Figure
7.

A flow diagram which explains the PKI establishment
process (Figure 8), ballot initiation (Figure 9), and voting
process (Figure 10) are given, while the captions in bold on
the diagrams refer to the steps where the interaction of the
voter with the user interface is needed.

C. Fault Handling

We have identified the steps of the voting process, whereby
some faults might be present. Most commonly some voters not
being present or being unable to communicate with the others
might occur. We have already shown, in Section IV, how some
of these faults are handled. Furthermore, as shown in Section
V, some of these faults, such as the voters failing to produce
valid partial decryptions of a vote, could be ignored under the
assumptions that we make.

Other faults are the ones that occur during voting phases,
that preclude the tallying stage: namely, faults could occur
during PKI establishment (i.e. the adversary trying to execute
a man-in-the-middle attack), ballot initialization stage (such as
voters not responding to the invitation to vote), or vote casting.
The diagrams in figures 8,9,10 show the way the application is
supposed to handle these faults. As such, for example, the voter
who wishes to initiate the election has the option to decide,
whether she still wants to start the election if not all of the
invited voters respond to her invitation, or to wait some more
for the missing voters to respond, or to cancel the election.
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Fig. 6: Overview of a cast vote

Another source of faults during the voting, is the inconsis-
tency of message broadcast. In order to broadcast a message
using XMPP, the message has to be sent separately to each
receiver. Thus, it makes the system vulnerable to Byzantine
faults, whereby a malicious voter can send different messages
to different receivers (for example, during broadcasting a cast
vote), thus endangering robustness of the voting. One way to
solve this problem is to make the voters manually compare the
result of each stage (for example, by comparing hash values
of a complete list of cast votes at the end of vote casting).
Another solution is to implement additional communication
schemes that ensure Byzantine Fault Tolerance, such as the
schemes described in [28], [29]°.

8Note, that some of the methods to implement BFT provide more efficiency
at the cost of requiring additional assumptions regarding the amount of faulty
nodes f out of total NV, most commonly, f < |N/3].

Fig. 4: Establishment of the PKI

Fig. 5: Summary of the ballot for the new
election

B

'3' Tallying

Do you like trains?
Total Votes: 3
Invalid Votes:0

Yes - 2 Vote(s)

No - 1 Vote(s)

Export: Main

Fig. 7: Election result

VII. EFFICIENCY EVALUATION

Without counting the costs of the communication (i.e.
signing and verifying the communicated messages, as well
as encrypting/decrypting them when needed), the cost of
the execution of the scheme in number of required modular
exponentiations, with the anonymization stage being the most
computationally extensive part, is as follows:

26N? + 22N + [N/2] +1+ N(|[N/2] +1) -1

Thus, the efficiency of the voting scheme is O(N?). Note
that it only depends on the number of the voters, and not on
ballot complexity, such as number of candidates or possible
options.

As additional computational and communication costs arise
in the implementation, which depend on programming tech-
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niques and network capabilities, we evaluated the performance
of the application, by measuring the time it takes to calculate
and display the result of voting after the votes have been cast.
The application was run on several S3 Samsung smartphones,
all in the same room. The “voters” were represented by Gmail
accounts with GTalk as the XMPP server for communication,
created for test purposes. We did not count the time taken for
the PKI establishment stage, since it is only conducted once
initially, nor the key exchange stage, since it only has to be
executed once for a group of voters. We also did not record
the time elapsed during ballot initialization and vote casting,
since the time spent on this stage depends mostly on how long
the voters take to make their decisions and cast their votes.
The key length is as follows: the RSA keys used for message
authentication have 2048-bit length, as well as the ElGamal
parameters g, p. The ElGamal secret keys, as well as random
values used in exponentiations, have 256-bit length.

The resulting times from running the election between 2—5
voters are given in table II. The times seem linear because of
how the cryptographic schemes with several rounds have been
implemented in order to achieve synchronization: each round
is given a fixed amount of time, during which it is expected for
all computations to be complete. Thus, this time is chosen as
an upper limit for the computations - namely, for the mix net
scheme, the duration of one shuffling round is set such as one
should be able to complete the shuffling of 25 ciphertexts,
which includes calculating and verifying the corresponding
proofs of shuffle. Thus, the time spent on anonymizing the

start key
exchange

keys
exchanged
success-
fully?

Fig. 9: Ballot Initiation
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no

votes is O(N) for N < 25. The time for decrypting the votes is
O(N?), but it is relatively small compared to the anonymizing
stage. Thus, extrapolating the times for 25 voters®, we can
assume that the election will last slightly less then 12 minutes
on such devices.

TABLE II: Execution times of tallying stage

Number of voters Average execution time (ms) | Average execution time (min)
2 65764.5 1.10
3 85152.7 1.42
4 109375 1.82
5 129702.6 2.16

VIII. RELATED WORK

A number of schemes for decentralized voting with dis-
tributed trust has been proposed in the literature. Among them
are the works in [15], [30] and [14], which were implemented
in the MobiVote application. The security model of these
schemes is similar to the one that we describe in this paper,
namely, the security of the scheme depends on the majority
of the voters and their voter devices being uncorrupted. How-
ever, the schemes in question employ homomorphic tallying,
thus being less suitable for complex ballots. An Android
application for spontaneous decentralized voting in classroom
setting has been proposed in [31]; the approach, however, does
not ensure verifiability. A scheme for decentralized voting

9We used the polynomial trend line function in Excel.
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has been described in [16], and then expanded in [32]. The
scheme uses mix net scheme for anonymizing the votes;
however, it relies on all the voters being uncorrupted during
the anonymization stage for ensuring robustness and integrity,
which is a disadvantage compared to our approach.

IX. CONCLUSION AND FUTURE WORK

We have presented a scheme for decentralized voting
with distributed trust, and an application that implements
this scheme, thus enabling secure elections in small groups.
We have shown that this application fulfills the security re-
quirements of eligibility, uniqueness, fairness, vote secrecy,
integrity, verifiability, robustness, as well as the general re-
quirements of ballot flexibility, voter flexibility, spontaneity,
mobility, remote participation that we have set as our goal. As
a future task, we will work on the usability of the application,
conducting user studies and improving the user interfaces. As
part of improving usability, we will work on further improving
efficiency of the application. This includes (1) using the fact,
that the mix net scheme developed in [24] is specifically
designed with an “offline” and “online” phase, whereby the
offline phase is the computationally extensive one, and can be
executed before the election actually starts. Currently, these
two phases are executed one directly after another during
vote anonymization. The offline phase, however, could be
completed in advance, during the idle time of the protocol,
when no other extensive computations are being executed, thus
making the tallying phase substantially faster. Furthermore, (2)
efficiency of the vote anonymization will be further improved
by only requiring a subset of all voters to participate as mix
nodes. We have shown that at least two honest voters are
needed to ensure vote secrecy during vote anonymization. Thus
the set of shufflers must contain at least two honest voters.
According to our assumptions, at most [N/2] — 1 voters are
dishonest. Adding two honest honest voter upon [N/2] — 1
results in the fact that the minimal number of voters that
need to act as mix nodes is [IN/2] + 1. In order to determine
the shufflers for each election, a common reference string to
generate randomness can be used. One could instantiate the
common reference string by a cryptographic hash value of all
the votes cast in the election, then using it as an input in
a deterministic function that outputs a sequence of shufflers.
Another way would be to sort the list of all voters in the
election according to canonical order, and choose the first
[N/2] + 1 from the sorted list. Another way to improve
efficiency will be to use elliptical curves instead of integer
groups, in which case additional considerations on how to
encode votes are necessary.

Another direction of future work is to discuss the issue of
people using same or similar smartphones as well as people
all installing the software from the same vendor or download
it from the same platform.

Finally, we will also have a closer look to the robustness of
the application. In particular, we will implement the Byzantine
Fault Tolerance scheme in order to make communication more
reliable. An efficient way to do this, that requires more than
two thirds of honest nodes, is described in [28]. Another, way
to implement the Byzantine Agreement is described in [29].
Although this way is less efficient, it does not require changes
in security model, and can be applied if more than half of

all the voters are honest, provided that the means of message
authentication are in place.
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Abstract—Mobile Internet elections are appealing for several
reasons: they promise voter convenience, lower abstention rates,
and reduce costs. However, there are a number of trust issues
that prevent them from becoming ubiquitous, the most relevant of
which is the possibility of voter coercion at the time of the vote.
Other issues, such as the trustworthiness of both the services
running the election and the mobile voting platform (usually
the voter’s computer or smartphone), are also major barriers
to mobile Internet elections adoption.

The proposed “Scroll, Match & Vote” (SM&YV) interface aims
to overcome these trust issues, while attempting to ensure the
usability required for wide adoption. The SM&YV interface may
be coupled with previous e-voting solutions to ensure end-to-end
verifiability and collusion resistance [1], while adding coercion
resistance to a degree similar to that of several coercion-resistant
e-voting systems. The SM&YV interface requires the use of a device
with Internet connection and multitouch screen.

Prior to voting, the voter is required to register in a controlled
precinct sometime between several months before the voting
phase to immediately preceding the vote. In the voting phase,
the voter is shown two lists side by side on the device. One list
contains all the candidates’ names and the other list shows voting
codes. One of the voting codes is correct; the others are false. The
voter casts her vote by scrolling one or both lists and matching
her chosen candidate with the correct code. The voting phase
may take place anywhere with an Internet connection, even in
the presence of coercers.

I. INTRODUCTION

Internet elections have been a research subject for many
years with a number of interesting results, several of which are
being piloted worldwide [2], including on actual binding elec-
tions [3], [4]. The arguments in favor of Internet elections are
obvious: i) increased voter convenience and participation, ii)
greater tally accuracy and speed, and iii) reduced costs, among
others. However, the arguments against Internet elections are
also pertinent: i) the insecure voting-platform problem, which
results from the use of multipurpose devices owned and
managed by the voter [5]; ii) the lack of transparency resulting
from the nonexistence of physical votes and the possibility
of collusion between the digital devices participating in the
election; and iii) the nonexistence of private voting precincts
paving the way for several coercion scenarios.
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The widespread use of smartphones with ubiquitous In-
ternet access has emphasised some of these advantages and
disadvantages. While it is even more convenient for the voter
to vote on her own smartphone, it is also easier for the coercer
to influence her vote, given that the voter may vote anywhere.
In spite of this, one of the most common reasons for the failure
of voting experiments is the lack of usability; voting systems
that are too complex are doomed to fail, even if they are able
to overcome all the security problems noted above [6].

Scroll, Match & Vote (SM&V) is a coercion-resistant
interface that may be coupled with an end-to-end verifiable and
collusion-resistant voting protocol, like MarkPledge3 (MP3)
[7], to build an Internet voting system that compares advanta-
geously with other Internet voting systems [1], [8].

Elections are usually constrained in time and space, i.e.
they must be conducted on the specified election day and
in controlled precincts. This double constraint is one of the
sources of abstention, given that not everyone is available to be
at a specific place on a set date during certain hours. Removing
either of these constraints is highly problematic. If the election
takes too long (i.e. several months), the democracy suffers
because some voters vote with much less information than
others. Early voting and postal voting are seen as exceptions
rather than as the rule. Removing the space constraint is also
difficult because it usually means loosing coercion resistance
[8]. The current proposal follows the path of JCJ/Civitas [9],
[8] and splits the two constraints such that the space constraint
and the time constraint do not apply to the same action.
The voter must register at a private booth without tight time
constraints (within a span of one or two months) and must
vote on election day without any space constraints (with the
exception of having an Internet connection).

The SM&YV interface assumes that the voter owns a mobile
Internet device with a multitouch screen (hereafter referred to
the voter’s smartphone).

The next section describes the complete voting process,
while section III states and discusses the security properties of
the system and section IV discusses usability properties. We
conclude in section V.

II. SM&V VOTER INTERACTION

From a voter’s perspective, the voting machine is her
smartphone, although, as described below, the actual ballot
creation may be performed by an applet running inside a
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UICC, a secure SDCard, or any other secure element (SE)
in order to ensure confidentiality of the vote (cf. [10]).

The voter process is divided into three phases: the regis-
tration phase, the voting phase, and the verification phase.

The registration phase is the most complex phase of the
voting process. It begins following the election initialization
by the electoral commission and ends just before votes are
cast, i.e. it can be done even on election day.

When SM&YV is coupled with MP3, the voter is required to
challenge the voting machine during registration using random
values. These can be generated prior to the registration in the
form of printed 2D codes by the voter herself, by an online
helper organization, or even by a coercer, provided that he
is not colluding with the voting machine (i.e. the UICC or
the SDCard). Other end-to-end verifiable voting protocols will
require slightly different interactions. The following describes
the registration process for SM&V coupled with MP3.

To register, the voter should takes her smartphone to a
private booth prepared especially for this purpose and presses
register on her smartphone voting application (screen I in Fig-
ure 1). She will then be asked to: choose the election (screen
II); read one of the 2D codes with her smartphone camera
(screen III) and, tap her phone against a special device, within
the private booth, dubbed “Pledge Display Device” (PDD)
(screen V), whose only purpose is to build an untappable
channel between the voter and the voting machine, in order to
display a short secret voting code to the voter: the “pledge”.

Pledge Display
Device (PDD)

Ballot || Memorize

Receipt Pledge

awszyuone f| Tap Pledge
Cm9V 2023 GHU Device

contem | | | | corr

Fig. 1. Registration procedure.

The PDD owes its existence to the untrustworthiness of the
voter’s smartphone. Being a multipurpose device with many
different applications running, it is assumed that anything
displayed on its screen may be leaked to a coercer. The PDD’s
only purpose is to receive, decrypt, and display the “pledge”.
It does not know anything else about the voter; therefore, it
cannot compromise the voter’s privacy. Still, to ensure that
using false PDDs is impossible, the “pledge” is sent to the PDD
encrypted with the PDD’s key, which is provided for the voting
machine in a certificate signed by the electoral commission.

After tapping the smartphone on the PDD, the voter is
asked to memorize the “pledge” showed in the PDD (screen
VI), and read the second 2D code (screen VII). For usability
purposes, the two 2D codes should be different types (e.g. a
PDF417 and a QR code).

In the final step of the registration phase the voter’s smart-
phone displays two scrollable lists side by side (screen VIII).
The list on the left displays the names of the candidates, while
the list on the right displays an equal number of sequences of
symbols, one of which is the “pledge” shown in the PDD.

To prevent coercion, the voter should also memorize a few
other sequences of symbols to be used as false voting codes
in case of coercion. The registration ends either by saving
the generated ballot or by engaging immediately in the voting
phase.

Voting is accomplished by sliding one or both lists on
the screen so that the chosen candidate and the sequence of
symbols with the “pledge” become aligned (they can be visible
or not, provided that they are aligned), and pressing “VOTE”.
Without knowing the “pledge”, no one next to the voter will
able to tell which candidate the voter has chosen. Given that
the voter is able to mislead the coercer about the sequence
encoding the “pledge”, a coercer will not be able to tell which
candidate the voter is voting for.

In the verification phase, the voter checks to see if her
vote was counted as she intended by verifying that her signed
vote is in the poll, the 2D codes published match the printed
ones, and that the vote is counted for the chosen candidate,
which is done by checking a copy of her ballot. The copy
of the ballot shown is similar to screen VIII of Figure 1,
with the difference that it cannot be changed (the rotation is
signed); the voting codes become verification codes for the
end-to-end protocol and the voter may verify that the “pledge”
is next to the chosen candidate. This verification process can
be done using the mobile voting app, but it is recommended
that the voter use another Internet device with a simple web
browser connected to a Helper Organization (HOs) that she
trusts. In addition to showing the vote to the voter, HOs run the
necessary cryptographic checks to ensure that the verification
code next to each candidate was not tampered with, and that
the overall tally is correct [10].

III. SECURITY PROPERTIES AND TRUST MODEL

The purpose of the proposed interface is to add coercion
resistance to an “end-to-end verifiable” protocol, thus building
a system that ensures both properties simultaneously. We have
chosen the MP3 protocol for its high degree of soundness and
performance, although the same exercise may be done with
other end-to-end verifiable protocols. The connection between
the SM&V interface and the MP3 protocol requires a slight
change in the voting process (the voter casts her vote only after
the generation of the MP3 receipt, which is different from the
standard MarkPledge protocol usage), and MP3 verification
codes are also used as voting codes, but it can be demonstrated
that the overall system maintains the MP3 security properties
[10].

MP3 ensures the integrity of votes cast, even if every entity
is compromised, provided that there is at least one honest HO
and, that, at the very least, a subset of the trustees are honest.
However, it does not ensure confidentiality of the vote unless
the voting machine is not compromised. Coercion resistance
is not possible without vote confidentiality; therefore, SM&V
ensures coercion resistance only if the voting machine is not
compromised, which in our case requires that the SDCard or
UICC is not compromised.

In addition to the voting machine’s integrity requirement,
SM&V also requires that PDDs do not disclose the “pledges”
to anyone but the voters, and that only legitimate registration
precincts own certified PDDs, i.e. PDDs with a certificate
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signed by the election committee for that specific election.
Finally, the channel between the PDD and the voter cannot
be tappable, which is the most difficult requirement to satisfy,
given that any one with a camera is able to record and transmit
what is being displayed by the PDD within the voting booth.
In spite of the difficulty, this is a common assumption of most
voting protocols, including the traditional paper-based voting.!

With the satisfaction of the above requirements, SM&V
is able to ensure simultaneous “end-to-end verifiability” and
limited coercion resistance. In particular, an SM&V system is
vulnerable to the following coercion attacks:

e Randomization - An attacker may force a voter to
vote randomly, preventing the voter from voting for
her the chosen candidate.

e  Forced-Abstention - An attacker may obtain a proof
of abstention by looking at the tally and verifying
whether there is a vote for the coerced voter. There-
fore, anyone may force a voter to abstain and then
verify wether she has complied.

e  Pre-attack surveillance - A coercer may learn with
some probability the “pledge” of a voter by checking
the cast ballot and learning the code next to the
voter’s likely chosen candidate. After learning the
“pledge”, the coercer may force the voter to revote
for another candidate. The coercer does not know,
for sure, however, wether the learned “pledge” is the
correct “pledge”. This vulnerability is shared with
Civitas [8].

The only mitigation mechanism provided by SM&V in
response to any of these attacks is to allow the voter to override
her e-vote by voting physically at a voting booth.

IV. USABILITY DISCUSSION

Usability is a major issue in any voting system but assumes
a specific relevance in end-to-end voting systems, where the
voter distrusts her voting machine and is, therefore, required
to handle a more complex voting interface.

SM&V requires the voter to be able to memorize the
“pledge” for a long period (sometimes over a month) and
to be able to distinguish it from the remaining voting codes.
From a usability perspective, a short sequence of symbols
simplifies memorization; however, the length of the sequence
depends on both the number of different voting codes and
the number of different symbols. The number of different
voting codes is set accordingly with the level of security
required and the size of the ballot; more voting codes imply
a lower probability of guessing the “pledge”. Therefore, using
short and memorable sequences implies the use of large sets
of symbols, which complicate distinguishability, unless the
chosen set of symbols is carefully designed so that each symbol
is clearly distinguishable from the others.

According to Bertin [11] there are eight visual variables
that are used by humans to distinguish symbols: shape, size,
color, brightness, pattern, orientation and horizontal and verti-
cal positions. Symbols that differ in more variables are easier to

Notice the official warnings against selfies taken inside the booth in the
2014 European elections.

TABLE 1. DISTRIBUTION OF SUBJECTS BY AGE AND GENDER

Gender
| Age Male | Female
15-24 1 5 (114%) | 8 (18.2%)
25-49 122 (50%) | 6 (13.6%)
50-64 | 2 (45%) |1 (2.3%)
>64 | O (0%) 0 (0%)

TABLE 1I. MEMORIZATION TECHNIQUES REPORTED BY THE VOTERS
| Memorization technique | Number \
Sequence of symbols of the “pledge” 15 (29.4%)
Non-repeating symbol of the “pledge” 12 (23.5%)
Candidate in front of the “pledge” 8 (15.6%)
“Pledge” position within the ballot 7 (13.7%)
History with the symbols of the “pledge” | 3  (5.88%)
Other 6 (11.8%)

distinguish from each other; therefore it is possible to use large
sets of symbols provided that they differ in as many of these
variables as possible. On the other hand, long-term memory
in humans beings works better with semantic information [12]
rather than with abstract information, which seems to indicate
that symbols representing concrete concepts are preferred over
abstract ones.

We have run tests with a set of 128 different symbols,
varying in both color and shape, representing 128 different
objects and animals®. Both the “pledge” and the voting codes
in the ballot are shown as combinations of three of these
symbols (with a maximum of 22! combinations), which results
in a highly sound election (cf. [1] for soundness proofs).

The quality of the chosen set of symbols was tested by
performing an experiment with 45 different subjects, with the
distribution of age and gender shown in Table I. Two-thirds of
the subjects were university students or had university degrees;
one-fifth had only a basic education and the remaining subjects
had completed secondary education. Each of the subjects was
shown a sequence of three symbols similar to the “pledge”
and a list of sequences of three symbols similar to the ballot.
Then the subjects were asked to find the “pledge” in the ballot
and memorize both the “pledge” and the position where it
appears in the ballot. A copy of the ballot was given to the
subjects, who were also instructed not to make any mark or
written annotation about the “pledge”. Finally, a month later,
the subjects were asked to point to the “pledge” in the ballot.

The results were promising, although there is still some
margin for improvement; only three of the 45 subjects (6.7%)
were not able to point to the “pledge” within the ballot,
resulting in 93.3% + 6% correctness for a confidence level
of 0.9. However, the reasons for these errors were completely
unrelated to gender, age or education level. Of the three
subjects who forgot the “pledge”, two mistakenly identified
one symbol for another in their “pledge” (the same pair of
symbols which were too much similar) and the third mis-
takenly identified a voting code similar to the “pledge” of a
previous experiment. These two types of mistakes confirmed
the relevance of carefully thought-out choice of symbols and

2Taken from the popular game Categories.
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revealed that consecutive elections should not share the same
set of symbols. Both problems may be easily solved.

The voters who chose the correct “pledge” reported using
several techniques in order to memorize it (Table II). While
some reported to have memorized all three symbols in the
“pledge” (29.4%), others memorized just one symbol that they
found was not repeated in any other position in the ballot
(23.5%). Still others memorized the name of the candidate
that was in front of the “pledge” when the ballot was saved
(15.6%). Finally, some memorized the position of the “pledge”
in the ballot (13.7%). Note that a few voters used several
memorization techniques.

Another interesting result was the subjects’ perceptions of
the level of difficulty of the task; the task was perceived to
be much more difficult than it actually is. While 28.9% of the
subjects stated, at the beginning of the experience, that they
were expecting to fail (i.e. forgetting the “pledge”), the reality
is that only 6.7% (three subjects) forgot, and the mistake was
due more to an error in the experiment than to the inability of
the voters. This error in subjects’ perceptions of the difficulty
of the task may result from modesty, i.e. the voter may not
want to boast about her ability to memorize the code without
testing how difficult it is. However, it may also result from not
correctly perceiving the task they were asked to perform. In
fact, several voters showed surprise when they were told that
they could keep the “pledge” written in the ballot together
with the other codes and would just have to memorize which
of them it is the “pledge”, and that they could even refresh
their memory from time to time, if they want to do so.

Some subjects also reported that they would prefer a
different set of symbols, such as numbers or letters. In fact,
SM&V may be adapted to use several sets of symbols in
the same election, provided that the voter chooses the set of
symbols to use prior to seeing the “pledge” (to avoid a covert
channel). With such an option, one of the sets of symbols could
be specifically designed for color-blind voters. Nevertheless,
it is expected that some voters will forget the “pledge” or
be uncertain of it, yet they should not be prevented from
voting. In SM&V, a voter may register again and receive
another “pledge” or may even decide to invalidate her Internet
registration and vote using the traditional paper-based ballot
or any other voting methods, i.e. SM&V may coexist with
other voting methods, leaving to the voter the choice of which
method to use.

The experiment also demonstrated that using SM&V for
simultaneous election and multiple-choice elections has ad-
ditional usability challenges. It is clear that asking voters to
memorize one “pledge” for each election will result in a major
usability problem. On the other hand, using one “pledge” for
every simultaneous elections will result in a security problem.
One solution is to create a ballot with every possible combina-
tion of choices and ask the voter to choose one combination of
candidates. Such large ballot would not only require a different
interface to be shown and manipulated by the voter but also a
huge number of different verification codes. Finding a large-
enough distinguishable set of symbols is a challenge by it
self. A possible solution is to use a combination of nouns and
verbs, creating random sentences like “Tickets Flood Chicken”.
Such verification codes can easily reach 10° combinations
(103nouns x 103verbs x 103nouns), and can be alphabetically

ordered, which is enough for most elections (O (106)) but not
all (e.g. Chicago voters in 2000 had 78 choices to make).

V. CONCLUSION

Although secure mobile Internet elections are a difficult
goal to achieve, and there is still a long way to go until
all relevant properties are attained simultaneously, particularly
resistance to surveillance attacks, we believe that SM&V is a
step in that direction.

SM&V leaves room for further development in terms of
both security and usability. From a security point of view,
the most important evolution would be the resistance to
surveillance attacks within the voting booth. While eliminating
these attacks may be difficult, it might be possible to raise
the bar for the attacker by incorporating touch sensitive chan-
nels (e.g. cold and hot surfaces) between the voter and the
Secure Element generating the vote. From a usability point
of view, it is also possible to envision several developments.
The current interface is not able to manage multiple-choice
and simultaneous elections. Both problems may be solved by
the same solution, given that multiple-choice elections can
mimic multiple simultaneous elections, and several solutions
are currently being tested.
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