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Abstract 

This master's thesis presents a comprehensive and analytical study of the dynamics of 

cyber resilience in Ukraine's complex geopolitical landscape. The aim of the research is 

to assess the current state of Ukraine's cybersecurity infrastructure, identify systemic 

vulnerabilities, and propose evidence-based strategies to enhance national cyber 

resilience. This study transcends mere descriptive analysis, aiming to contribute to a 

nuanced understanding of the interplay between cyber and conventional warfare, thereby 

offering valuable insights applicable to the broader cybersecurity discourse. The demands 

posed by the ongoing conflict have created a distinctly operational environment that 

necessitates a thorough analysis of the specific challenges experienced by Ukraine. 

The master's thesis analyzes the evolution of cyber threat vectors targeting Ukraine's 

critical infrastructure, examining the strategic motives behind these attacks and their 

resulting impact on national stability. Furthermore, it seeks to identify existing gaps in 

Ukraine's cyber defence mechanisms, proposing actionable solutions based on empirical 

evidence and established cybersecurity frameworks. The work encompasses, but is not 

limited to, the evaluation of the effectiveness of technological applications, human capital 

development, and international cooperation initiatives. 

The methodological approach involves the synthesis of qualitative and quantitative data, 

including the analysis of incident reports, policy documents, and expert interviews, to 

ensure a robust and defensible assessment. By contextualizing Ukraine's experiences 

within established cybersecurity theories and best practices, this research strives to 

generate scholarly contributions relevant to policymakers, cybersecurity practitioners, 

and academic researchers. The study highlights the necessity of adaptive and context-

sensitive cybersecurity strategies, particularly in regions with heightened geopolitical 

instability. 

Keywords: cyber resilience, cybersecurity, cybersecurity strategy, national security, 

cyber threats. 
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This thesis is written in English and is 63 pages long, including 6 chapters, 2 figures and 

1 table. 
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Annotatsioon 

See magistritöö esitab põhjaliku ja analüütilise uurimuse küberkerksuse dünaamikast 

Ukraina keerulises geopoliitilises maastikus. Uurimuse eesmärk on hinnata Ukraina 

küberturvalisuse infrastruktuuri praegust olukorda, tuvastades süsteemsed haavatavused 

ja pakkudes tõenduspõhiseid strateegiaid riikliku küberkerksuse parandamiseks. See 

uurimus ületab pelgalt kirjeldava analüüsi, eesmärgiga panustada nüansseeritud 

mõistmisse küber- ja tavapärase sõjapidamise vastastikmõjust, pakkudes seeläbi 

väärtuslikke teadmisi, mis on rakendatavad laiemas küberturvalisuse diskursuses. 

Käimasoleva konflikti poolt seatud nõudmised on loonud selgelt eristuva 

operatiivkeskkonna, mis nõuab Ukraina poolt kogetud konkreetsete väljakutsete 

põhjalikku analüüsi. 

Magistritöö analüüsib Ukraina kriitilist infrastruktuuri sihtivate küberohtude vektorite 

evolutsiooni, analüüsides nende rünnakute strateegilisi motiive ja nende tagajärjel 

tekkivat mõju riiklikule stabiilsusele. Lisaks püütakse määratleda olemasolevad lüngad 

Ukraina küberkaitse mehhanismides, pakkudes välja rakendatavaid lahendusi, mis 

põhinevad empiirilistel tõenditel ja väljakujunenud küberturvalisuse raamistikel. Töö 

hõlmab, kuid ei piirdu, tehnoloogiliste rakenduste, inimkapitali arendamise ja 

rahvusvaheliste koostööalgatuste tõhususe hindamist. 

Metoodiline lähenemine hõlmab kvalitatiivsete ja kvantitatiivsete andmete sünteesi, 

sealhulgas intsidentide aruannete, poliitikadokumentide ja ekspert intervjuude analüüsi, 

et tagada tugev ja kaitstav hinnang. Koondades Ukraina kogemused väljakujunenud 

küberturvalisuse teooriate ja parimate praktikate raames, püüab see uurimus genereerida 

teaduslikke panuseid, mis on asjakohased poliitikakujundajatele, küberturvalisuse 

praktikutele ja akadeemilistele uurijatele. Uurimus näitab kohanduvate ja 

kontekstitundlike küberturvalisuse strateegiate vajalikkust, eriti piirkondades, kus on 

suurenenud geopoliitiline ebastabiilsus. 

Märksõnad: küberkerksus, küberturvalisus, küberturvalisuse strateegia, riiklik julgeolek, 

küberohud 
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Lõputöö on kirjutatud inglise keeles ning sisaldab teksti 63 leheküljel, 6 peatükki, 2 

joonist,  1 tabelit. 
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AI Artificial intelligence 

APs Additional protocols 

CERT-UA Computer Emergency Response Team of Ukraine 

CIISs Critical Infrastructure Information Systems 

CNI Critical National Infrastructure 

CNPP Chornobyl Nuclear Power Plant 

DDoS Distributed Denial of Service 

EU European Union 

FSB Federal Security Service 

IT Information technology 

ISPs Internet service providers 

NCSI National Cyber Security Index 

OECD Organisation for Economic Co-operation and Development 

PCC Prykarpattyaoblenergo Control Center 

RQ Research Question 

SSSCIP State Service of Special Communication and Information 

Protection of Ukraine 
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UK United Kingdom 

US United States 
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1 Introduction 

On 24th of February 2022 Russia began its full-scale war of aggression against Ukraine. 

Physical facilities and communications infrastructure have been damaged or occupied in 

many areas of the country. The quality of data transmission has decreased on average by 

13% over fixed internet networks and by 26% over mobile networks (OECD (2022): 

Digitalization for recovery in Ukraine. Policy Responses. Ukraine: tackling the policy 

challenges). The threat of cyberattacks waged by the Russian federation both at the 

Ukrainian systems and systems of the European partners remains high, since the concept 

of the Russian ‘hybrid war’ provides for using all the types of impact upon the country 

assaulted by Russia. The purpose of the Cybersecurity Strategy of Ukraine for 2021-2025 

is to strengthen Ukraine's cybersecurity capabilities and resilience in the face of evolving 

cyber threats. The strategy was adopted by the Ukrainian government in December 2020 

and outlines a comprehensive approach to cybersecurity that includes both defensive and 

offensive measures. 

2023 witnessed a concentrated targeting of critical sectors in Ukraine, including media 

and telecommunications, central and local government institutions, the Ukrainian 

Defence Forces, and the defence industry. This focus on these sectors suggests a potential 

strategy to disrupt information flow, cripple government operations, and hinder the 

nation's defence capabilities (Küberturvalisuse aastaraamat, 2024). The Ukrainian 

cyberspace faces a significant and persistent threat emanating from the Russian 

Federation and associated cyber actor groups. Ukraine has experienced a significant 

number of Distributed Denial of Service (DDoS) attacks in recent years, particularly 

during times of political unrest or conflict. These attacks have targeted a wide range of 

organizations and infrastructure, including government websites, banks, media outlets, 

and critical infrastructure. In addition to this high-profile attack, Ukraine has also 

experienced numerous other DDoS attacks targeting government websites, media outlets, 

and other organizations. The trend of disruptive cyberattacks continued in December 

2023 with a large-scale DDoS attack crippling the Information Technology systems of 

Kyivstar, Ukraine's leading mobile network operator, and Monobank, a prominent 

financial institution (Hunder, Landay, Bern, 2023). These attacks have often been 
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attributed to Russian state-sponsored hacking groups or hacktivist groups sympathetic to 

Russia. Recognizing the gravity of the situation, Ukraine has demonstrably increased 

investments in cyber defence capabilities in recent years. 

The aim of this study is to gain an understanding of the key factors that contribute to 

cyberattacks in Ukraine and analyse the Cybersecurity Strategy of Ukraine for 2021-

2025. The long-term goal of this research is to contribute to a better understanding of the 

challenges and opportunities of cyber resilience in a wartime context. The research 

findings will be used to develop recommendations for how governments and 

organizations can build and maintain cyber resilience in the face of increasingly 

sophisticated and targeted cyberattacks. 

The research findings will also be used to inform the development of public policies and 

international norms on cyber security. 

To achieve these objectives, the following Research Questions (RQ) and Subquestions 

(SQ) were drafted: 

RQ1: What are the main cyber threats and vulnerabilities in Ukraine´s public sector cyber 

infrastructure? 

RQ2: How effective is the Cybersecurity Strategy of Ukraine for 2021-2025? 

SQ1: Are there any gaps in the Cybersecurity Strategy of Ukraine for 2021-2025? 

SQ2: What are the legal considerations involved in developing cybersecurity 

strategy? 

RQ3: What are the best practices in cyber resilience from other countries? 

SQ1: How can they be adapted to Ukraine's context? 

RQ4: How has Ukraine managed to keep e-services functioning despite being an active 

war zone? 

SQ1: How can Ukraine improve its cyber resilience against cyberattacks? 
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2 Theoretical framework 

This chapter introduces the theory and key concepts used as the framework for the thesis. 

It is important to gain knowledge of existing literature, best practices and strategies 

adopted by other countries and an understanding of the UA strategy (strategies, policies). 

The collected data includes information on the frequency and severity of cyberattacks on 

Ukraine's critical infrastructure during the war, as well as information on the country's 

cyber defences measures and responses. The expected outcome is defining the theoretical 

framework, key areas of investigations, and knowledge about existing mitigation 

strategies in Ukraine. In this phase also the Cybersecurity Strategy of Ukraine for 2021-

2025 will be analysed. 

2.1 Concept of Cybersecurity 

According to Computer Security Resource Center cybersecurity definition is following: 

prevention of damage to, protection of, and restoration of computers, electronic 

communications systems, electronic communications services, wire communication, and 

electronic communication, including information contained therein, to ensure its 

availability, integrity, authentication, confidentiality, and nonrepudiation (National 

Institute of Standards and Technology, n.d). Cybersecurity refers to defending critical 

systems and sensitive data against cyberattack. Cybersecurity measures, also known as 

information technology (IT) security, are designed to keep networked systems and 

applications safe from attacks that come from both within and outside a firm. E-

government can refer to anything from “Online government services” to “the electronic 

transfer of activities and resources among individuals, companies, and other government 

agencies.” (Jhanjhi et al., 2022). In today's digital age, cybersecurity is vital for protecting 

sensitive data, mitigating cyber risks, maintaining trust, and ensuring the stability of 

critical infrastructure. It safeguards individuals, businesses, and societies from the 

growing threats in the online world. According to Craigen, Diakun-Thibault and Purse 

cyber security is the organisation and collection of resources, processes and structures 

used to protect cyberspace and cyberspace-enabled systems from occurrences that 

misalign de jure from de facto property rights (Craigen et al., 2014). This definition 

emphasizes that cybersecurity isn't just about protecting technology, it's about protecting 

ownership rights in the digital world. 
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Cyber threats appear      in various forms, with motivations ranging from financial gain 

and regular cybercrime           to state-sanctioned espionage. While classifications like 

cyberterrorism and cyberwarfare provide a foundation, they may not capture the evolving 

landscape. Organized cybercrime blurs the lines, and large-scale attacks raise questions 

about cyberwarfare definitions. A more nuanced system and updated legal frameworks 

are needed to address these complexities (Burton, 2015). A more refined classification 

system is needed that acknowledges the evolving nature of cyber threats and potential 

overlaps between categories. Furthermore, international legal frameworks should be 

adapted to address the complexities of cyberwarfare, particularly regarding attribution 

and the potential for cyberattacks to qualify as war crimes.      This will require 

collaboration amongst governments, cybersecurity experts, and international legal 

scholars. 

Russia's cyberattacks against Ukraine serve as a wake-up call highlighting the critical 

importance of cybersecurity in modern warfare. Ukraine's successful defence against a 

series      of large scale cyberattacks, including e.g., disinformation campaigns targeting 

civilians, demonstrates its robust cyber resilience. However, maintaining this strength 

requires constant vigilance, international cooperation to share threat intelligence and best 

practices, and ongoing investments in bolstering cyber defences. This comprehensive 

approach ensures Ukraine's ability to confront and counter evolving digital threats 

alongside the physical challenges of the conflict. 

Cyberattacks frequently target a nation's critical infrastructure and e-government 

platforms due to their reliance on internet and communication technologies (Abomhara, 

2014). These attacks exploit vulnerabilities in software, hardware, or human behavior, 

potentially causing significant disruption. The severity of the attack hinges on the targeted 

system's importance. A highly developed e-government platform, which citizens rely on 

for everyday services, can be significantly crippled, hindering access to basic necessities 

like healthcare and essential documents (Finklea et al., 2015). Conversely, a mere 

informational government website may suffer reputational damage upon disruption. 

Including specific examples of recent cyberattacks against e-government platforms or 

critical infrastructure would strengthen this section. This could showcase the real-world 

implications of these threats and highlight the varying degrees of disruption caused by 

attacks on different systems. 
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While cyberattacks against critical infrastructure persisted throughout 2023, a notable 

decline in their frequency was observed compared to previous years. Ukrainian 

cybersecurity organizations reported 144 such attacks in the second half of 2022, which 

significantly dropped to 27 in the first half of 2023. This decrease suggests potential 

improvements in Ukrainian cyber defences or a shift in attacker tactics (Küberturvalisuse 

aastaraamat, 2024). 

The severity of an attack depends on the targeted system and its redundancy measures. A 

well-designed and layered security approach can mitigate the impact of cyberattacks, but 

complete prevention remains a significant challenge. Destructive cyberattacks disrupt 

critical services, including telecommunications, finance, and news dissemination. Past 

examples also suggest potential for attacks on infrastructure like electricity grids (Duguin 

& Pavlova, 2023). 

Cyberattacks become a weapon of war, disrupting lives in devastating ways. Phone lines 

and internet vanish, leaving people isolated and hindering emergency response. Banks 

and financial systems are targeted, limiting access to cash and essential services, causing 

economic hardship. News websites and social media platforms are compromised, creating 

an information blackout and potentially spreading misinformation. This passage 

emphasizes the elevated risk of disruptive cyberattacks targeting critical national 

infrastructure (CNI) in the context of hybrid operations. This includes essential services 

such as energy grids, water supply systems, metro networks, ports, and airports. The 

primary perpetrators of these attacks are suspected to be groups affiliated with Russia 

(State Service of Special Communications and Information Protection of Ukraine, 2024). 

While not yet seen in Ukraine, past cyberattacks demonstrate the chilling possibility of 

disrupting critical infrastructure, leading to blackouts, loss of heat, and water outages. 

This is the harsh reality of modern warfare, where a single cyberattack can cripple a 

nation's infrastructure and leave its people vulnerable. 

Crippling Ukraine's energy sector has cascading effects on other parts of the economy. 

Cyberattacks targeting critical infrastructure facilities aim to achieve several goals: 

disrupting electricity distribution, stealing sensitive information, hindering data 

exchange, and ultimately crippling other industries that rely on these critical 

infrastructures (Davydiuk & Zubok, 2023). 
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Ukraine's experience serves as a stark reminder of the importance of robust cyber 

defences in today's world. Cyber resilience is not just about preventing attacks, but also 

about the ability to bounce back stronger from them. It is a continuous process of 

adaptation and improvement, crucial for any nation facing the growing threat of cyber 

warfare. While traditional cybersecurity focuses on technical controls and perimeter 

defence, a growing body of research emphasizes the concept of cyber resilience. This 

perspective argues that true security goes beyond prevention and emphasizes an 

organization's ability to adapt and recover from cyberattacks (Microsoft Security Blog, 

2016). 

This passage highlights a key aspect of cyber resilience: the importance of a cultural shift 

within IT security. As in Microsoft Security Blog (2016) suggests, simply having strong 

leadership and business plans is insufficient. Building a culture of security requires 

ongoing investment in research, education, and identifying best practices for employee 

behaviour. This aligns with broader discussions in organizational resilience, where 

cultural factors are seen as crucial for effective response and recovery. 

The provided definition from the World Economic Forum papers (2012) offers a starting 

point for understanding cyber resilience within the IT sphere. However, it is important to 

acknowledge ongoing debates within the academic community regarding the precise 

components and optimal measurement of cyber resilience. Future research should delve 

deeper into effective methods for fostering a culture of security and its impact on 

organizational cyber resilience. 

While Russia aimed to limit destructive "wiper malware" to specific Ukrainian networks 

in 2022, the recent and ongoing attacks were surprisingly sophisticated and widespread. 

Moreover, the Russian military is actively adapting these cyberattacks to the evolving 

war situation, even integrating them with conventional military operations (Smith 2022). 

It highlights the increasing sophistication, scale, and potentially coordinated nature of 

their attacks, which pose serious challenges for Ukraine's defence and raise concerns 

about the future of cyberwarfare on a global scale. Ukraine has gotten better at spotting 

cyber threats coming their way (thanks to AI) and has developed faster ways to protect 

their systems from those threats (through internet-connected security software). However, 

they need to keep working hard and innovating to stay ahead of potential attackers. 
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Ukraine's pre-war data protection law, prohibiting cloud storage for government data, 

proved a double-edged sword. While it may have initially aimed to protect sensitive 

information, it left critical infrastructure vulnerable to physical attacks (Smith, 2022). 

Over the past year, Ukraine has demonstrably bolstered the cyber resilience of its critical 

infrastructure. This multifaceted approach encompasses both technical advancements and 

strategic leadership. A pivotal development was the adoption of a national plan for critical 

infrastructure protection in fall 2023. This plan outlines not only obligations for critical 

infrastructure operators and government bodies but also fosters collaboration with the 

private sector. This collaborative approach signifies Ukraine's recognition of the 

importance of a unified front in safeguarding its critical infrastructure from cyber threats 

(Küberturvalisuse aastaraamat, 2024). 

Ukraine's foresight in recognizing this flaw and amending the law just days before the 

invasion proved a masterstroke. This swift action allowed them to evacuate essential data 

to secure cloud servers in Europe, effectively dodging the initial physical assault on 

government buildings. This situation highlights the importance of adaptability and 

flexibility in cybersecurity strategies. While strict regulations might seem secure, they 

can sometimes hinder necessary precautions. Striking a balance between data protection 

and accessibility is crucial, especially in volatile situations. 

In the current technological landscape, robust cybersecurity practices are imperative for 

organizations that leverage computer systems, networks, and data to execute their core 

business functions. This necessity stems from the ever-present threat landscape posed by 

malicious actors, highlighting the critical need for a multi-faceted cybersecurity strategy 

(Shea et al., 2023). A cybersecurity strategy is not just about reacting to threats. It's a 

proactive approach to securing information, aligning with business goals, and building 

resilience against cyber threats in today's ever-evolving digital landscape. 

Cybersecurity is often seen as a rigid defence aiming to prevent all attacks, while cyber 

resilience is viewed as an adaptive strategy that accepts some attacks are inevitable and 

focuses on recovering from them (Bygrave, 2022). The article's critique of a binary legal 

approach to cybersecurity and cyber resilience presents a compelling argument for a more 

holistic framework. While a purely preventative, "cybersecurity-first" approach offers a 

sense of security, it fails to acknowledge the evolving nature of cyber threats and the 
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inevitability of breaches. Finding the optimal balance between prevention and 

preparedness will be critical in crafting effective legal frameworks that can safeguard 

critical infrastructure and citizen data in the face of ever-evolving cyber threats. 

Effective cyber security relies on maintaining a current understanding of potential threats 

and continually improving preparedness to address rapid technological advancements. 

Cyber security policies are established to guarantee the security of Critical Infrastructure 

Information Systems (CIISs). These policies strike a balance between service providers 

adhering to state-established standards and the state's more collaborative strategy. The 

success of implementation hinges heavily on the willingness of third parties to comply 

with the new regulations. This willingness is arguably enhanced when these parties are 

included from the outset in the decision-making process (Weiss & Jankauskas, 2019). 

The ongoing war in Ukraine has thrown the nation's cyber defences into a crucible. Prior 

to the invasion, Ukraine had made strides in developing cyber security policies, likely 

benefiting from a collaborative approach that included both the government and private 

sector. However, the current situation presents a unique challenge. 

2.2 History 

In Ukraine, the Cyber Incident Response Centre documented 41 million suspicious events 

aimed at unauthorized interventions in information systems in 2021 alone, processing 

160,000 critical events and registering 147 cyber incidents (State Service of Special 

Communication and Information Protection of Ukraine [SSSCIP], 2022). 

Confirmed and publicly known interference has taken place in elections in the US and 

France, as well as in the Brexit referendum in the UK. In addition to these well-known 

cases, there has been systematic political interference in many countries. Cybercriminals 

operating under the auspices of the Federal Security Service (FSB), Russia's primary 

intelligence agency, engage in targeted cyber intrusions (Saar et al., 2024). Their 

objectives encompass a wide range of entities crucial to a functioning democracy, 

including legislators, journalists, universities, public sector institutions, and civil society 

organizations. This ongoing campaign, potentially initiated as early as 2015 in the UK 

case, underscores the temporal endurance of such efforts. The geographically 

unconstrained nature of cybercrime poses a significant challenge. The ability to launch 

attacks from any corner of the globe necessitates complex and multifaceted 
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countermeasures to safeguard CNI, state institutions, and individual citizens. 

Collaborative efforts are crucial to fortify national defences against cyber intrusions. 

Educating the public about cyber threats, investing in robust cybersecurity measures for 

critical infrastructure, and fostering information-sharing partnerships among nations are 

all essential steps in this ongoing struggle. By implementing these preventative measures, 

democracies can bolster their resilience against the destabilizing effects of cybercrime 

employed as a tool of foreign policy. 

The cyber dimension of the Ukraine conflict has garnered significant international 

attention since 2015, marked by a large-scale cyberattack that disrupted the power grid 

and left roughly 250,000 Ukrainians without electricity during winter. While attacks of 

similar scale haven't been repeated on energy infrastructure in recent years, the overall 

cybersecurity landscape in Ukraine remains volatile. 

A 2021 report by the EU4Digital initiative (EU4Digital, 2021) highlights the significant 

cybersecurity challenges faced by government agencies in Ukraine. The report details the 

performance of government cybersecurity measures, including: 

Blocked Attacks: Throughout 2021, Ukrainian government security systems successfully 

blocked 39,361 cyberattacks of various types. 

Suspicious Events Detection: Security protocols identified 503,353 suspicious events, 

which can be further categorized as follows (EU4Digital, 2021): 

8% of events involved attempts to gain unauthorized user credentials. 

12% of events constituted attempts to escalate privileges to administrator level. 

53% of events indicated violations of established corporate security policies. 

The remaining 19% of events involved the detection of network spyware. 

Confirmed Cyber Incidents: The Government Computer Emergency Response Team of 

Ukraine (CERT-UA) registered and addressed 1,960 confirmed cyber incidents during 

the same period (EU4Digital, 2021). 

These figures, as outlined in the EU4Digital report, underscore the gravity of cyber threats 

not only for government institutions but also for private enterprises and individual 
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citizens. Furthermore, the report emphasizes the critical role of securing critical 

infrastructure across various economic sectors in bolstering national resilience. 

A notable instance of a politically motivated cyberattack transpired in January 2022, 

targeting the Ukrainian government (Multiple Sources). This large-scale attack involved 

website defacement and data deletion across various government institutions. 

Specifically, the attack compromised approximately 70 Ukrainian government websites, 

including those belonging to the Ministries of Foreign Affairs, Defence, Energy, 

Education and Science (Zetter, 2022). This attack underscores the vulnerability of 

government infrastructure to cyberattacks. It highlights the need for robust cybersecurity 

measures to protect critical systems and data. Additionally, the incident raises concerns 

about the potential for cyberattacks to be used as a tool in geopolitical conflicts. 

Additionally, websites of the State Emergency Service and the Ministry of Digital 

Transformation, which offers public access to government services through its e-

governance portal, were also affected (Zetter, 2022). The primary webpage of roughly a 

dozen targeted sites displayed a threatening message warning users to "be afraid and 

expect worse". While most websites were restored within a few days, this incident serves 

as a stark reminder of the vulnerabilities faced by government infrastructure in the digital 

age. The January 2022 cyberattack on Ukrainian government websites serves as a stark 

reminder of the evolving cybersecurity landscape and the need for increased vigilance 

and preparedness. 

The geographically unconstrained nature of cybercrime poses a significant challenge. The 

ability to launch attacks from any corner of the globe necessitates complex and 

multifaceted countermeasures to safeguard CNI, state institutions, and individual citizens. 

Notably, the Estonian government has previously faced cyberattacks attributed to Russia, 

highlighting the vulnerability of smaller nations. 

Beyond the direct infiltration attempts, the manipulation of information is another critical 

component of this anti-Western offensive. The deliberate creation and dissemination of 

propaganda and disinformation play a pivotal role in eroding public trust and sowing 

discord within targeted societies. Russia leverages both state-aligned cybercriminals and 

potentially private companies to amplify this disinformation campaign. 
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This concerning trend necessitates a robust international response. Collaborative efforts 

are crucial to fortify national defences against cyber intrusions. Educating the public 

about cyber threats, investing in robust cybersecurity measures for critical infrastructure, 

and fostering information-sharing partnerships among nations are all essential steps in 

this ongoing struggle. By implementing these preventative measures, democracies can 

bolster their resilience against the destabilizing effects of cybercrime employed as a tool 

of foreign policy. 

The escalating cyberattacks that preceded Russia's full-scale invasion of Ukraine in 2022 

were a chilling sign of a meticulously planned assault, not merely random or opportunistic 

acts. The BleedingBear attacks specifically targeted government agencies and Ukrainian 

websites, while the defacements with anti-Ukrainian rhetoric served as a clear indicator 

of their origin. This coordinated sequence, culminating in the DDoS attack and renewed 

BleedingBear strikes days before the invasion, suggests a deliberate strategy of cyber 

aggression (ESET, 2022) These attacks were more than just disruption; they were a 

calculated effort to sow panic, weaken Ukrainian resolve, and potentially even cripple 

critical infrastructure in preparation for the coming military onslaught. This coordinated 

cyber campaign underscores the growing importance of proactive cybersecurity measures 

in the face of modern warfare, where virtual battlefields can precede and complement 

physical ones. 

The deployment of the AcidRain malware to disrupt Viasat communication modems 

across a vast region, encompassing Europe and the Middle East, signifies a concerning 

escalation. The reported disruptions in air traffic control systems in Germany and 

widespread internet outages highlight the far-reaching potential consequences of such 

attacks (Reuters, 2022). However, Ukraine's swift response, utilizing alternative satellite 

networks like Inmarsat and SpaceX, demonstrates remarkable resilience and adaptability 

in the face of a sophisticated cyber assault (Cyber Forum Kyiv, 2024). 

The Viasat attack draws parallels to the infamous NotPetya cyberattack in terms of its 

sheer scale and indiscriminate nature. Critically, the impact extended beyond Ukraine's 

borders, potentially affecting civilian objects and infrastructure. This raises a crucial legal 

question: could such widespread cyberattacks constitute war crimes under the 

International Criminal Court's jurisdiction? Further investigation and legal analysis are 

necessary to explore this potential legal ramification. 
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The Viasat incident represents a paradigm shift in cyber warfare. Cyberattacks are no 

longer solely about disrupting military communications or intelligence gathering. They 

can now be employed as a precursor and force multiplier in a broader military campaign, 

potentially impacting civilian populations and infrastructure far from the physical 

battlefield. This necessitates a re-evaluation of international legal frameworks to address 

the potential war crime implications of such large-scale cyberattacks. Furthermore, it 

highlights the urgent need for enhanced international cooperation in developing robust 

cyber defences and fostering resilience against such novel threats. 

Since the commencement of the armed conflict in Ukraine in February 2022, Russia has 

employed cyberattacks as a weapon against the country's strategic infrastructure. This 

includes documented instances of "wiper" attacks targeting government computers, 

financial institutions, and internet service providers (ISPs) in Ukraine (Collier, 2022). 

These destructive malware deployments aim to permanently erase data from 

compromised systems, potentially causing significant disruption and data loss. Russia's 

targeting of Ukrainian critical infrastructure with wiper attacks represents a reckless and 

irresponsible escalation in cyberwarfare. These attacks not only aim to disrupt essential 

services for Ukrainian citizens but also set a dangerous precedent for future conflicts. The 

potential for widespread data loss and cascading disruptions across critical infrastructure 

sectors is immense. 

2.3 Cybersecurity Strategy 

The Cybersecurity Strategy of Ukraine serves as a comprehensive framework outlining 

national priorities, goals, and objectives for safeguarding the nation's cyberspace. This 

strategic document aims to cultivate a secure digital environment that fosters the 

responsible use of cyberspace for the benefit of individuals, society as a whole, and the 

Ukrainian state (National Security and Defense Council of Ukraine, 2021). 

Ukraine faces a complex landscape of evolving threats in the realm of cybersecurity. 

Here's a concise summary of the key challenges (Cybersecurity Strategy of Ukraine 

(2021-2025)): 

1. Geopolitical Tensions and Technological Advancement: 



24 

The use of cyber tools as instruments of power in international competition creates a 

volatile environment. Rapid advancements in technologies like cloud computing, 5G, and 

AI further complicate threat landscapes and necessitate constant adaptation. 

2. Weaponization of Cyberspace: 

The growing sophistication of cyber weapons raises concerns about covert attacks, 

manipulation of critical infrastructure, and potential societal disruption. 

3. Evolving Attack Methods: 

Malicious actors increasingly leverage social engineering, AI, and cryptocurrencies to 

target individuals and systems, demanding robust defences. 

4. Pandemic-Driven Vulnerabilities: 

The pandemic's reliance on remote work and online services has amplified vulnerabilities 

in cyberspace, potentially leading to data breaches and privacy violations. 

These interconnected challenges require a multi-faceted approach to strengthen Ukraine's 

cybersecurity posture. The outlined challenges paint a concerning picture for Ukrainian 

cybersecurity. The document highlights a confluence of factors creating a perfect storm. 

Geopolitical tensions fuel cyber aggression, while rapid technological advancements 

provide new avenues for attacks. This is further complicated by the increasing 

sophistication of cyber weaponry and the evolving tactics of malicious actors. 

The pandemic adds another layer of complexity. The shift to remote work and online 

services has created new vulnerabilities that attackers can exploit. This could lead to 

significant disruptions in essential services and potential privacy violations for Ukrainian 

citizens. 

The good news is that by acknowledging these challenges, Ukraine can begin to address 

them. A comprehensive cybersecurity strategy that prioritizes proactive measures like 

threat intelligence, infrastructure hardening, and user education can be crucial in 

mitigating these risks. International cooperation in sharing best practices and fostering 

collective defence mechanisms would also be highly beneficial. Overall, while the 

challenges facing Ukraine's cybersecurity are significant, they are not insurmountable. 
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By taking decisive action, Ukraine can build a more resilient cyberspace and protect its 

critical infrastructure, economy, and citizens. 

Ukraine's Cybersecurity Strategy presents a positive roadmap, but its successful 

implementation hinges on overcoming resource constraints, bridging the digital literacy 

gap, and securing international support. 

Ukraine faces a relentless struggle against cyberattacks targeting its critical infrastructure. 

These attacks form a central pillar of the wider hybrid war waged by Russia against 

Ukraine. The energy grid, encompassing oil, gas, nuclear, electricity, and hydroelectric 

systems, stands as a prime target for these attacks, highlighting their strategic intent. 

According to the State Service of Special Communications and Information Protection of 

Ukraine, there were 2.8 times more cyber incidents in Ukraine in 2022 than in 2021. The 

Report of the State Cyber Protection Center demonstrates that the total number of critical 

information security events, originating from russian IP addresses, has grown by 26% as 

compared to 2021 (United Nations, 2023). On National Cyber Security Index Ukraine is 

on 4th position and 78th on Global Cybersecurity Index. The National Cyber Security 

Index is a global live index, which measures the preparedness of countries to prevent 

cyber threats and manage cyber incidents. The NCSI is also a database with publicly 

available evidence materials and a tool for national cyber security capacity building. 

Ukraine's quick response to a pre-existing vulnerability demonstrates the importance of 

proactive cybersecurity measures. Their success serves as a valuable lesson for other 

nations to constantly evaluate and adapt their defence strategies. News reports indicate 

that Ukraine has entrusted some government data to a private cloud storage facility 

located in Poland. This specific server is dedicated solely to Ukrainian data, with all 

further details surrounding this arrangement remaining confidential. Notably, Poland 

represents the first partner in this initiative, and Ukraine is reportedly in talks to establish 

similar cloud storage agreements with other nations, including Estonia and France (Satter 

& Pearson, 2022). 

Critical infrastructure refers to the systems, facilities, and assets that are considered 

essential for the functioning of a society and economy. Governments typically have plans 

and regulations in place to protect critical infrastructure from these threats. Cyberattacks 

on critical infrastructure are now standard issue. The annexation of Crimea by Russia in 
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2014 marked a turning point in the use of cyberattacks as a tool of statecraft. Russia 

employed cyber operations of varying scale and complexity, targeting Ukrainian 

government institutions, military networks, information systems, and critical 

infrastructure (Brumfield, 2022). These attacks continued even after the military conflict 

subsided. 

The Geneva Conventions and their Additional Protocols (APs) establish a cornerstone 

framework for the protection of civilians and civilian objects during armed conflict. While 

the term "critical infrastructure" is not explicitly defined within these legal instruments, a 

closer examination reveals an implicit framework for safeguarding essential civilian 

systems and locations (Newbill, 2019). The Geneva Conventions offer a valuable yet 

nuanced framework for protecting civilian infrastructure during armed conflict. While the 

term itself may not be explicitly used, the Conventions provide a foundation for 

safeguarding essential services and preventing civilian harm. However, ongoing 

advancements in technology and the evolving nature of warfare necessitate continued 

dialogue and potential revisions to ensure the continued effectiveness of these legal 

protections. 

A notable instance occurred in December 2015, when a suspected Russian cyberattacker 

gained control of the Prykarpattyaoblenergo Control Center (PCC) in western Ukraine. 

This attack resulted in power outages for approximately 230,000 people, lasting up to six 

hours (Wagner, 2016). It highlights the vulnerability of critical infrastructure to 

cyberattacks and the potential for widespread disruption. This incident underscores the 

urgent need for robust cybersecurity measures to protect these vital systems. Additionally, 

it emphasizes the importance of international cooperation in attributing and deterring such 

attacks. The lack of clear international legal frameworks regarding cyberwarfare further 

complicates the issue. 

Assumption that this attack potentially originated from Russia raises additional concerns. 

It suggests a willingness to employ cyberattacks not just for espionage or disruption, but 

also to inflict harm on civilian populations. This chilling development necessitates a re-

evaluation of international norms and potential consequences for such actions. 

Over 40% of recent destructive cyberattacks in Ukraine targeted critical infrastructure 

sectors, posing a significant threat beyond immediate damage. Areas like power grids, 
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communication networks, and essential services could be crippled, causing cascading 

negative effects on the government, military, economy, and civilians. This highlights a 

deliberate strategy by attackers to maximize disruption. Additionally, a concerning 32% 

of these attacks directly targeted Ukrainian government organizations at various levels. 

This suggests a coordinated attempt to cripple the nation's ability to respond effectively. 

(State Service of Special Communications and Information Protection of Ukraine. 2024). 

Overall, the targeting of critical infrastructure and government institutions paints a grim 

picture of the sophistication and ruthlessness of cyberattacks against Ukraine. It 

underscores the importance of robust cyber defences, international collaboration in threat 

intelligence sharing, and the need to stay ahead of constantly evolving cyber threats. 

The full-scale invasion of Ukraine by Russia in February 2022 raised significant concerns 

about the safety and security of the country's nuclear power plants, particularly the 

decommissioned Chornobyl Nuclear Power Plant (CNPP). The capture of the CNPP by 

Russian forces on February 24th, 2022, and subsequent disruptions to its power supply 

introduced a potential nuclear safety crisis (Guchua & Zedelashvili, 2022). 

On March 9th, 2022, Ukrenergo, the Ukrainian national electricity grid operator, reported 

a complete loss of external power supply to the CNPP. Ukrenergo attributed this outage 

to damaged power lines caused by ongoing fighting north of Kyiv, further hindering 

repair efforts (Guchua & Zedelashvili, 2022). 

The loss of external power supply raised concerns about the potential spread of 

radioactive material across Ukraine, Russia, Belarus, and Europe, as highlighted by 

Ukrenergo's statement (Guchua & Zedelashvili, 2022). Additionally, the presence of 

approximately 210 Ukrainian technical staff and security personnel at the CNPP under 

Russian control added a layer of human resource risk to the situation. 

The Russian invasion of Ukraine significantly heightened nuclear safety concerns 

surrounding the CNPP. The loss of external power and the presence of a potentially 

compromised workforce introduced serious potential risks for a radiological release. 

Beyond Chornobyl, Russia's capture of the Zaporizhzhia Nuclear Power Plant on March 

3rd, 2022, raised further safety concerns. Though a fire was extinguished and radiation 

levels remained stable, the incident highlighted the vulnerability of Ukrainian nuclear 

facilities (Guchua & Zedelashvili, 2022). 
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Furthermore, cyberattacks targeted Ukrainian critical infrastructure and strategic 

facilities, while Iranian drones damaged energy infrastructure, amplifying the overall 

dangers faced by Ukraine. These events underscore the critical importance of 

international cooperation and protocols in ensuring the safety and security of nuclear 

facilities during periods of armed conflict. 

Russia's cyber operations in Ukraine are not just collateral damage; they are a calculated 

and ruthless strategy to cripple Ukraine's defences and manipulate the information 

landscape. This approach underscores the need for a strong international response to deter 

further attacks and protect critical infrastructure globally (Figure 1). 

Figure 1. Military strikes  

A web of cyber threats is ensnaring Ukraine's critical infrastructure, particularly its energy 

sector, which acts as the lifeblood of the entire economy. The information gleaned from 

these attacks goes beyond mere disruption. It can be used to plan targeted missile strikes, 

increasing the potential for devastating physical damage and loss of life. Furthermore, 

disrupting information exchange acts as a distraction, masking the attacker's true 

objectives and allowing for more significant system infiltration (Davydiuk & Zubok, 

2023). 

The increasing sophistication of these cyberattacks, coupled with the vulnerability of 

energy companies' supply chains, presents a major concern. Detecting and defending 
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against these complex threats requires robust cybersecurity measures implemented not 

only by individual companies but also throughout the entire supply chain. The 

cyberattacks on Ukraine's energy sector highlight the interconnectedness and 

vulnerability of critical infrastructure in today's digital age (Figure 2). These attacks 

require a multi-pronged approach, encompassing strengthened defences, international 

cooperation, and proactive measures to address supply chain vulnerabilities. Ignoring 

these threats could have devastating consequences for Ukraine and set a dangerous 

precedent for future cyber conflicts. 

Figure 2. Cyberattacks  

One of the most impactful cyberattacks since the start of the invasion occurred in March 

2022 against Ukrtelecom, Ukraine's largest telecom company, leaving nearly 80% of 

customers without internet for hours. Other, smaller cyberattacks have also targeted the 

telecommunications sector, and of course, direct military action has also caused service 

disruptions. This made it difficult to recover from some cyberattacks, as physical access 

to some equipment was required, but this would have been life-threatening for workers 

due to the fighting (Küberturvalisuse aastaraamat, 2023). Cyberattacks have been a major 

part of the Russian invasion of Ukraine, targeting critical infrastructure like 

telecommunications and energy. These attacks have had a significant impact on the 

Ukrainian people and economy, and they highlight the need for strong cybersecurity 

measures in the face of modern warfare. However, the continued targeting and the 

challenges posed by physical access during wartime highlight the urgent need for robust 

cybersecurity measures and international cooperation to defend against these attacks. 

Ukraine's success in maintaining critical services despite a surge in cyberattacks is a 

testament to their remarkable cyber resilience. The combined efforts of their own robust 
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defences, international support from countries and IT companies, and the valuable 

experience gained from past cyberattacks since 2014 have proven highly effective 

(Küberturvalisuse aastaraamat, 2023). The country's digital services remain operational, 

and cyberattacks have not caused disruptions to water, electricity, or other essential 

services. These disruptions have been mainly caused by kinetic warfare. 

In addition to Ukraine's own capabilities, it has received assistance in the cyber domain 

from both countries and several global IT and cybersecurity companies. According to the 

Ukrainian Security Service (SSU), over 4,500 cyberattacks were successfully blocked in 

2022, which is more than five times the number of attacks documented in 2020 (800). 

This situation showcases several crucial points: 

Preparedness is Key: Ukraine's long history of being a target for cyberattacks allowed 

them to anticipate and develop strong defences. 

International Cooperation Matters: The assistance from other countries and IT companies 

demonstrates the power of collaboration in bolstering cybersecurity during a crisis. 

Cybersecurity is National Security: The disruption of critical services like water and 

electricity highlights the importance of cybersecurity as a fundamental pillar of national 

security. 

This example serves as a valuable lesson for other nations to invest in robust cybersecurity 

measures and foster international cooperation to counter the growing threat of cyber 

warfare. 

As the war intensified, Russia escalated its cyberattacks, specifically targeting Ukraine's 

CNI. In February, they attempted a major disruption by infiltrating one of Ukraine's 

largest energy facilities. This attack, planned for April 8th, aimed to utilize the same 

tactics used in previous cyberattacks against Ukraine in 2015 and 2016. However, 

Ukrainian cybersecurity forces successfully neutralized the threat (Willett, 2022). 

In late April 2022, Microsoft reported that it had tracked more than 237 Russian cyber 

operations against Ukraine since just before the invasion, and that some had been 

successful, with ‘nearly 40 discrete destructive attacks that permanently destroyed files 

in hundreds of systems across dozens of organisations in Ukraine (Smith, 2022).  
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Russia's escalating cyberattacks on Ukraine's critical infrastructure are deeply 

concerning, not just for the immediate damage they can cause, but for their potential to 

become a terrifyingly integrated aspect of modern warfare. The targeting of energy 

facilities and the attempt to disrupt media organizations during a physical attack on Kyiv's 

TV tower showcase a deliberate strategy to cripple essential services and manipulate 

information flow. Additionally, the breach of a nuclear power company's network 

coinciding with a physical occupation raises serious questions about potential nuclear 

safety risks. 

Microsoft's observations about these coordinated attacks highlight the increasing 

convergence of cyber and physical warfare. This poses a significant challenge, as it 

requires not only robust cyber defences but also a re-evaluation of traditional military 

strategies to account for this new integrated approach (Smith, 2022). 

The international community needs to take a strong stance against these tactics. 

Collaborative efforts are crucial to strengthen Ukraine's cyber defences, deter further 

attacks, and establish clear international norms against weaponizing cyberattacks in a way 

that could have catastrophic consequences. 

The IT Army of Ukraine was formed on 26 February by Mykhailo Fedorov, Deputy Prime 

Minister of Ukraine and Minister of Digital Transformation, via his Twitter account. It 

uses a Telegram channel to pass on instructions and list both domain names and IPs of 

Russian systems that the group wishes to ‘target’. It encourages people from anywhere to 

help the Ukrainian cause by performing DDoS attacks or other exploits against the listed 

sites. (O’Connor, 2022) 

The digital age has made cybersecurity a cornerstone of national security. Without it, e-

governance and basic state functions are crippled. Cyberattacks, a growing threat, inflict 

billions in damages on individuals, businesses, and governments daily (Braman et al., 

2014). Leading nations prioritize national cybersecurity strategies to identify and mitigate 

these risks. International cooperation is key. However, a scientific approach is crucial. 

Understanding and minimizing cyber threats can significantly lessen their impact. The 

Russia-Ukraine war exemplifies this – cyberspace threats can disrupt war efforts. In 

essence, robust cybersecurity strategies and international cooperation are essential to 
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defend against the growing and pervasive threat of cyberattacks in today's interconnected 

world. 

While Russia launched a multi-pronged attack on Ukraine, the cyber dimension hasn't 

yielded the decisive advantage some expected. Ukraine's response demonstrates a crucial 

point - cybersecurity is no longer an optional extra, it's a vital line of defence (Lagvilava, 

2023). By learning from Ukraine's experience, the international community can build 

stronger defences and work together to mitigate the growing threat of cyberwarfare. 

As evidenced by their comprehensive cyber defence strategy employed between 2014 and 

2022, Ukraine had been anticipating a cyber assault from Russia for years (Fahim, 2023). 

This proactive approach, documented in a 2016 National Cybersecurity Strategy (NCSS), 

prioritized data redundancy, enhanced encryption, and instilled basic cyber hygiene 

practices within the nation (Nehrey et al., 2022). Additionally, Ukraine collaborated with 

external organizations to establish real-time monitoring of critical infrastructure networks 

and systems. They further bolstered their defences by relocating data and essential 

services outside of Ukraine's borders. These measures significantly bolstered Ukraine's 

ability to defend against cyber and kinetic attacks, hindering Russia's ability to orchestrate 

and execute successful offensives (Gavrila, 2022). It's crucial to acknowledge that the 

thwarted Russian cyberattacks were not a result of a lack of effort on their part, but rather 

a testament to the tenacity of the Ukrainian defence, fortified by nearly a decade of 

Western support. For other countries, directly replicating Ukraine's strategy might not be 

entirely feasible. However, the core principles behind their success – data redundancy, 

robust encryption, and a culture of cyber hygiene – are universally applicable 

2.4 Developing National Cyber Strategy 

2.4.1. The Complexities of National Cyber Defence Strategy 

The formulation and execution of a national cyber defence strategy presents a significant 

challenge due to the multifaceted nature of the cyber policy ecosystem. This ecosystem 

is characterized by a complex interplay of diverse agencies, actors with potentially 

conflicting interests, and entrenched positions on cybersecurity issues (Lindström et al., 

2021). The formulation and execution of national cyber defence strategies present a 

significant challenge for nation-states in the contemporary digital age. This complexity 
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arises from a confluence of factors that demand a multifaceted analysis. Cybersecurity's 

multifaceted nature demands collaboration between civil stakeholders from diverse 

sectors. This ensures comprehensive policies that address the vast range of cyber threats 

and concerns (Ertan et al., 2020). It means that different people have different pieces of 

the cybersecurity puzzle. By working together, they can create a more complete picture 

and develop effective strategies to protect everyone in cyberspace.  

2.4.2. The Role of National Cybersecurity Strategies 

A systematic approach for nations to tackle cyberspace challenges is the development of 

a NCSS. Many countries, large and small, have already implemented NCSSs, with regular 

updates (typically every 3-5 years) to reflect the evolving threat landscape (as evidenced 

by the National Cyber Security Index and the International Telecommunication Union). 

The development of National Cybersecurity Strategies (NCSS) represents a well-

established approach for states to systematically address the challenges emanating from 

cyberspace (National Cyber Security Index, n.d.; International Telecommunication 

Union, n.d.).  

2.4.3. The Importance of International Cooperation in NCSS 

A critical element within NCSS frameworks is the emphasis on cooperation at the 

regional and international levels (NCS Guide, 2021, pp. 5, 50-53). This focus on 

international cooperation is driven by several key factors. 

Firstly, the transnational nature of cyber threats necessitates a coordinated global 

response. Osula and Kaska (2013, p. 17) highlight the need for "international cooperation 

and coordination of activities," given that cyber threats disregard national borders. This 

collaborative approach is particularly crucial for smaller states, whose security often 

hinges on stability, predictability, and a collective response to international challenges 

(Brady & Thorhallsson, 2021). Neuneck (2013, p. 92) further emphasizes the importance 

of international cooperation in mitigating the potential for future cyber conflict. 

Secondly, smaller states often face resource limitations compared to their larger 

counterparts. This necessitates seeking protection and assistance from international 

organizations. Through such partnerships, smaller states can leverage the combined 

resources and expertise of the international community. Furthermore, membership in 
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international organizations offers smaller states a platform to influence global 

cybersecurity agendas in their favor (Crandall, 2014, p. 32; Bailes et al., 2016, pp. 1, 5). 

NCSS frameworks that prioritize international cooperation are essential for effectively 

addressing the multifaceted challenges of cyberspace. This collaborative approach is 

particularly vital for smaller states, leveraging collective resources and expertise to 

enhance their cybersecurity posture. 

2.4.4. The European Union's Cybersecurity Framework 

The European and Euro-Atlantic context exemplifies the benefits of international 

cooperation in cybersecurity. Institutions like the EU and NATO provide frameworks for 

smaller states to engage with larger ones on an equal footing, fostering collaboration and 

knowledge transfer (Crandall, 2014). 

The EU's approach to cybersecurity is guided by two key documents: 

• Cyber Security Strategy for the Digital Decade (2020): This strategy outlines the 

EU's vision for a secure cyberspace in the coming years (The EU’s cybersecurity 

strategy for the digital decade, Publications Office, 2020) 

• Cyber Defence Policy (2022): This policy strengthens the European Union's (EU) 

ability to respond to cyberattacks and foster cooperation among member states 

(European Commision, 2022). 

The EU's primary cybersecurity agency is the European Agency for Cybersecurity 

(ENISA). ENISA collaborates with member states and other EU bodies, focusing on 

capacity building and raising cybersecurity awareness. 

The EU's engagement in cybersecurity also occurs within the Common Security and 

Defence Policy (CSDP) framework. The CSDP allows the EU to utilize civilian, police, 

and military resources for crisis prevention, management, and post-crisis rehabilitation 

(Federal Foreign Office. (n.d.)). 

Permanent Structured Cooperation (PESCO): This CSDP component offers a legal 

framework for member states to collaborate on specific defence areas, including 

cybersecurity. The European Defence Agency facilitates these cooperative efforts 

(PESCO projects adapt and accelerate amid shifting European security landscape, EU 
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report finds, 2023). The 2021 EasternPartnership Summit highlighted the need for 

enhanced CSDP cooperation (European Parliament, 2022). 

PESCO enables the EU to deploy cybersecurity experts from member states to assist 

partner countries in crisis situations (Duguin & Pavlova, 2023). 

Network and Information Security Directive (NIS Directive): 

This critical EU legal instrument establishes EU-wide cybersecurity rules. The initial 

2016 directive focused on developing NCSSs, establishing national CSIRTs (Computer 

Security Incident Response Teams), and notification requirements for essential service 

providers (Kert-Saint Aubyn, M. (n.d.), 2016). 

This overview demonstrates the comprehensive framework the EU has established for 

cybersecurity. Furthermore, it highlights the potential for collaboration between the EU 

and Ukraine particularly in the context of PESCO and the NIS2 Directive. 

2.4.5. Ukraine's Wartime Digital Mobilization: Adaptability and Strategic 

Planning 

In a groundbreaking move during wartime, Ukraine became the first nation to 

successfully migrate critical and sensitive data to cloud services located outside its 

borders (Aviv & Ferri, 2023). Facing a desperate situation in the war's early months, 

Ukraine embraced any assistance it could get. Tech giants like Microsoft, Amazon, and 

Google provided crucial cyber and cloud services. Elon Musk's Starlink terminals offered 

vital communication channels. Facial recognition software came from Clearview AI, 

while startups and major defence companies alike contributed experimental drones, 

cameras, and jamming equipment (Bergengruen, 2024). The Ukrainian case study 

highlights the importance of striking a balance between adaptability and strategic 

planning. While the initial willingness to embrace any available assistance was crucial in 

the early stages of the war, long-term success hinges on developing a more systematic 

approach. This could involve fostering closer collaboration with tech partners to develop 

standardized solutions, prioritizing the integration and training on proven technologies, 

and establishing clear protocols for evaluating and deploying experimental tools. As Alex 

Bornyakov, Ukraine's Deputy Minister of Digital Transformation, aptly stated, there was 

initially "no process," just the necessity to accept any available tool to counter the Russian 
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threat. However, by summer, Bornyakov acknowledged the need for a more strategic, 

long-term approach (Bergengruen, 2024). The Ukrainian digital mobilization serves as a 

compelling example of how rapid adaptation can be a powerful tool in modern warfare. 

However, achieving long-term success necessitates a shift from a purely reactive 

approach towards a more strategic one. By integrating adaptability with long-term 

planning, Ukraine can ensure its digital arsenal remains a potent force in the ongoing 

conflict. 

Reports highlight Ukraine's impressive ability to defend against Russian cyberattacks. 

This success likely stems from a two-pronged approach: a NCSS emphasizing data 

redundancy and resilience, and a public-private partnership providing crucial guidance, 

training, and remote monitoring. This collaborative effort, alongside international support 

for Ukraine's cyber defences, is believed to be a significant factor behind the limited 

impact of cyberattacks in the conflict (Gavrila, 2022). 

2.4.6. Enhanced EU-Ukraine Cybersecurity Cooperation Post-Invasion 

After the full invasion of Russia to Ukraine cybersecurity cooperation between Ukraine 

and the EU has been significantly strengthened. The European Union Agency for 

Cybersecurity (ENISA) further solidified cooperation by signing a working arrangement 

with Ukraine in November 2023, building upon the established EU-Ukraine 

Cybersecurity Dialogue. This agreement fosters a structured framework for continued 

collaboration and knowledge exchange in the realm of cybersecurity (European Union 

Agency for Cybersecurity, 2023). 

The surge in cooperation manifests through several novel support mechanisms. Notably, 

the PESCO project, "Cyber Rapid Response Teams" (CRRTs), witnessed activation to 

assist Ukraine in February 2022 (European Parliament, 2022). This initiative exemplifies 

the swift operationalization of PESCO capabilities in response to real-world threats. 

Furthermore, sources suggest preparations for a potential second deployment of CRRTs 

in 2023 (Grossman, 2023). Beyond rapid response teams, the EU actively funded a 

dedicated project titled "EU Support to Strengthen Cyber Security in Ukraine" from 

March 2022 to February 2023. This project, boasting a budget exceeding €10 million and 

implemented by e-Governance Academy, targeted critical areas like secure public service 

delivery, critical infrastructure protection, and equipment provision for Ukrainian state 

authorities (e-GA). The aim of this project was to protect the databases and networks from 

https://www.ieee.es/Galerias/fichero/docs_opinion/2022/DIEEEO99_2022_ADAGAV_Ucrania_ENG.pdf
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cyber threats and secured data confidentiality, integrity and availability for the 

government information systems and critical infrastructure. As a result, access to public 

services was granted during the war, cyber resilience and data protection were improved, 

and critical infrastructure was protected. This initiative demonstrates the EU's 

commitment to long-term capacity building in Ukraine's cybersecurity posture. 

2.5 Tallinn Mechanism 

Ukraine needs extensive multi-year assistance to maintain and strengthen its 

cybersecurity and cyber resilience capabilities in the face of continued destruction of the 

country's critical infrastructure and obstacles to the provision of vital services caused by 

Russian cyber operations (Välisministeerium, s.a.). The purpose of the mechanism is to 

pool activities with which members support the development of civilian cyber 

capabilities, to help integrate/coordinate this activity with other relevant areas of 

international assistance to Ukraine, and with the overall greater situational awareness 

(Välisministeerium). 

The Tallinn Mechanism is a proactive effort to bolster Ukraine's cybersecurity defences. 

It will actively coordinate international assistance, focusing on three key areas: 

strengthening Ukraine's cyber resilience, safeguarding its critical infrastructure, and 

countering Russian cyber operations. Recognizing the importance of collective action, 

the Mechanism's members aim to improve collaboration in delivering civilian cyber 

capacity building programs. To achieve these goals, they plan to engage with the EU and 

NATO, while also welcoming contributions from the private sector and non-

governmental organizations. 

Conducting cyber exercises specifically designed for decision-makers at the political 

level, both within the EU and the North Atlantic Treaty Organization (NATO), is 

recognized as a highly effective method for raising awareness of the potential 

consequences of cyberattacks (CISA Insights, 2022). These exercises can simulate real-

world scenarios, allowing decision-makers to experience the complexities of responding 

to a cyber incident in a controlled environment. The NATO Cooperative Cyber Defence 

Centre of Excellence (CCDCOE) underscores the crucial role of strategic-level cyber 

exercises for decision-makers (Cho et al., 2021). Exercises that incorporate strategic 

https://www.vm.ee/en/international-law-cyber-diplomacy/cyber-diplomacy/tallinn-mechanism
about:blank
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decision-making elements are essential for building cyber resilience, as indicated in the 

lessons learnt of the CCDCOE's annual "Locked Shields" exercise. 

The report by NATO CCDCOE emphasizes the interconnected nature of national security 

and robust network defence for critical infrastructure. Furthermore, it underscores the fact 

that cyber resilience is not solely a technical issue. Effective translation of national 

cybersecurity strategies into actionable policies and procedures requires a comprehensive 

understanding by all stakeholders, including political decision-makers. 
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3 Methodology 

The study uses case study approach. The study will begin with a literature review to 

identify the most significant cyber threats and vulnerabilities facing Ukraine. The case 

study has exploratory, explanatory and descriptive elements. It will also assess the 

existing cybersecurity policies, regulations, and frameworks in Ukraine and compare 

them with international best practices. The document analysis will focus on identifying 

the key cyber threats and vulnerabilities that Ukraine faces during the war, the steps that 

Ukraine has taken to build its cyber resilience, and the lessons that can be learned from 

Ukraine's experience. 

Next are interviews with cyber security experts and government officials. The 

methodological design of this study incorporated semi-structured interviews as a primary 

qualitative data collection technique. An interview guide, consisting of open-ended 

questions, was developed to facilitate an in-depth exploration of participant experiences. 

This approach, characterized by its inherent flexibility, enabled iterative probing and the 

identification of salient thematic constructs, which were then subjected to a rigorous 

thematic analysis. The data will be analysed. Ethical considerations were considered 

throughout the research process. Informed consent was obtained from all participants in 

the expert interviews. Confidentiality will be maintained for all participants and data 

collected. Ensuring the safety and privacy of research participants is paramount, 

particularly in conflict-ridden areas. This necessitates employing secure communication 

channels, anonymizing data, and implementing robust data storage practices. Research 

focused on enhancing cybersecurity could inadvertently provide malicious actors with 

information about vulnerabilities in Ukrainian systems. It is crucial to recognize this 

possibility and implement measures to minimize its impact, such as restricting the scope 

of research and divulging findings only to trustworthy collaborators. The interviewee 

affiliations are presented in Table 1. In total, four interviews were conducted. 4 interviews 

we conducted in Kyiv during the visit from  

23-30.03.2025 in person. During the interviews the answers were written, followed by 

manual proofreading and correcting to get a clear, edited text. The semi-structured 

interview consisted of 15 questions that are presented in Appendix 2. 
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Table 1. Interviewee Affiliations 

Interviewee Position 

Valery Tsiupa  Co-Founder and President - 

International Cyber Academy 

 

Roman Sologub CEO - Information Systems Security 

Partners 

Kostyantyn Ryzhkov Program Manager -  Information 

Systems Security Partners 

Ihor Malchenyuk Director of the Cyber Defence 

Department Administration of the State 

Service for Special Communications 

and Information Protection of Ukraine 

 

The transcripts were reviewed several times to become familiar with the data and uncover 

initial ideas and concepts. After the initial data familiarisation stage, a coding framework 

was developed, which involved identifying significant phrases, words or sentences within 

the data. These codes were organised into categories, and categories were then refined 

and organised into themes that captured broader patterns within the data. Next, the themes 

were reviewed and refined through an iterative process until the final themes accurately 

represented the data and addressed the research questions. 

The study combines qualitative data collection and analysis, case-studies (this will 

involve conducting in-depth case studies of specific cyberattacks and responses in 

Ukraine), semi-structured interviews with the cyber security experts, government 

officials and policy makers. Qualitative research is an approach for exploring and 

understanding the meaning individuals or groups ascribe to a social or human problem. 

The process involves emerging questions and procedures, data typically collected in the 

participants´s setting, data analysis inductively building from particulars to general 

themes, and the researcher making interpretations of the meaning of the data (Crewswell, 

2014). This approach involves identifying common themes and patterns in the data. The 

thematic analysis will be used to answer the research questions and develop 
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recommendations for how governments and organizations can build and maintain cyber 

resilience in the face of increasingly sophisticated and targeted cyberattacks.  
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4 Results 

The following chapter will give the results to the research questions. 

4.1 Main cyber threats and vulnerabilities in Ukraine 

RQ1: What are the main cyber threats and vulnerabilities in Ukraine´s public sector cyber 

infrastructure? 

• The Ukrainian cyberspace faces a significant and persistent threat emanating from 

the Russian Federation and associated cyber actor groups.    

• Ukraine has experienced a significant number of DDoS attacks in recent years, 

particularly during times of political unrest or conflict.    

• These attacks have targeted a wide range of organizations and infrastructure, 

including government websites, banks, media outlets, and critical infrastructure.    

• Vulnerabilities include susceptibility to wiper attacks, which aim to erase data 

from compromised systems. 

Ukraine's experience during the ongoing conflict has transformed it into a critical case 

study for understanding the evolving nature of cyber warfare. The shift from targeted 

propaganda attacks to disruptions of essential services like energy and transportation 

underscores the strategic intent to destabilize society and inflict human suffering. The 

vulnerabilities exposed in Ukraine's critical infrastructure, particularly the exploitation of 

third-party service providers, highlight the interconnectedness of modern systems and the 

need for comprehensive security measures. Building robust cyber resilience requires a 

multi-faceted approach, encompassing advanced threat detection, rapid incident response, 

and continuous data recovery capabilities. Crucially, addressing the acute shortage of 

qualified cybersecurity personnel and prioritizing human factor training are paramount. 

International collaboration plays a vital role in bolstering Ukraine's defences, offering 

valuable lessons for global cybersecurity strategies. The recognition that cyberattacks are 

integral to hybrid warfare necessitates a holistic security framework that integrates 

physical and digital protection. Ultimately, Ukraine's struggle emphasizes the urgent need 
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for nations to adapt and innovate in their cybersecurity strategies to safeguard critical 

infrastructure and maintain societal stability in an increasingly interconnected and volatile 

digital landscape. 

A significant pattern observed in the cyberattacks against Ukraine is the consistent 

targeting of critical infrastructure sectors, particularly the energy and finance industries. 

This focus underscores the strategic importance of these sectors for maintaining national 

stability and functionality. Various types of attacks have been identified, including those 

attributed to sophisticated Advanced Persistent Threat (APT) groups, known for their 

long-term and targeted campaigns, and potentially state-sponsored actors, indicating a 

high level of organization and resources behind these operations.  

The principles of zero trust, emphasizing the need for continuous verification and limiting 

access, and the paramount importance of resilience, characterized by continuous 

readiness and robust defence mechanisms, have been highlighted as crucial for mitigating 

these threats. The cyberattack on DIIA (Ukrainian digital services platform) serves as a 

stark example of attempts to disrupt essential public services, underscoring the critical 

need for redundancy and distributed architectures to avoid single points of failure in 

critical national infrastructure.  

The ongoing operation of essential services such as energy, transportation, and healthcare 

amidst war-induced disruptions inherently makes them attractive targets for cyberattacks. 

The vulnerability of these sectors likely stems from their critical nature for societal 

functioning, the vast amounts of sensitive information they manage, and their potential to 

cause widespread disruption and cascading effects if compromised. 

4.2 Ukraine´s Cybersecurity Strategy efficiency  

RQ2: How effective is the Cybersecurity Strategy of Ukraine for 2021-2025? 

• The Cybersecurity Strategy of Ukraine for 2021-2025 aims to strengthen 

Ukraine's cybersecurity capabilities and resilience in the face of evolving cyber 

threats.    

• The strategy outlines a comprehensive approach to cybersecurity that includes 

both defensive and offensive measures.    
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• The effectiveness of the strategy is analyzed in the thesis, considering the context 

of the ongoing conflict and evolving cyber threats 

Initially, in the years leading up to the full-scale invasion, cyberattacks primarily targeted 

the homepages of various organizations with the aim of leaking as much data as possible. 

This initial phase can be interpreted as an attempt to sow discord, undermine trust, and 

potentially gather intelligence in preparation for more significant actions. The period 

immediately preceding the full-scale invasion on February 24, 2022, saw significant 

cyberattacks likely intended as a strategic distraction, potentially masking or facilitating 

other military preparations. In the first six months following the invasion, the main focus 

of cyber operations shifted towards sabotage, aiming to leak or delete critical data, thereby 

directly impacting the operational capabilities and information integrity of targeted 

entities. Subsequently, cyber tactics evolved further towards comprehensive intelligence 

activities, encompassing cyber, electronic, and kinetic domains. The overarching goal 

during this phase remained the exfiltration of vast amounts of data, suggesting an intent 

to gain strategic insights, identify vulnerabilities, and potentially leverage the information 

for future operations. More recently, a pronounced focus on the energy and finance 

sectors has emerged, with a significant emphasis on data exfiltration, indicating a strategic 

interest in disrupting critical economic functions and potentially acquiring sensitive 

financial information. 

4.3 Best practices in cyber resilience 

RQ3: What are the best practices in cyber resilience from other countries? 

Addressing the multifaceted cyber threats requires a comprehensive strategy focused on 

building robust cyber resilience and fostering strong international cooperation: 

• Key Needs: Ukraine requires skilled cybersecurity personnel, effective incident 

response mechanisms, and strong collaboration through sectoral cyber incident 

response centres. 

• Training and Awareness: Emphasis is placed on training personnel in cyber 

hygiene through interactive platforms. 
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• International Collaboration: Ukraine actively collaborates with international 

partners, viewing its experience as a contribution to European security. 

• Lessons Learned: The importance of rapid threat detection, response, data 

recovery, and operational continuity is paramount. Democratic nations must 

enhance cooperation in crisis situations. 

• Hybrid Warfare: Recognition that cyberattacks are often part of broader hybrid 

operations, requiring integrated defence strategies. 

• Challenges: The critical shortage of qualified cybersecurity personnel remains a 

major obstacle. 

• Mitigation: Proactive threat monitoring, information sharing, and rapid 

implementation of updated security procedures are essential. 

4.4 Functionality of e-services in wartime  

RQ4: How has Ukraine managed to keep e-services functioning despite being an active 

war zone? 

• Ukraine has demonstrated remarkable resilience and adaptability in the face of 

sophisticated cyber assaults.    

• Ukraine has successfully migrated critical and sensitive data to cloud services 

located outside its borders.    

• Ukraine has received crucial cyber and cloud services from tech giants.    

• The Ukrainian case study highlights the importance of striking a balance between 

adaptability and strategic planning in maintaining e-services.  

Interviews conducted with relevant stakeholders provide valuable insights into Ukraine's 

cyber warfare landscape:  

• Targeted Attacks: Ukraine is experiencing a significant increase in cyber 

intrusions, particularly DDoS attacks targeting critical infrastructure like transport 

and energy sectors. These malicious activities are attributed to both hacktivist 

collectives and state-sponsored actors with suspected Russian affiliation. 
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• Evolving Threats: The nature of attacks has shifted since the full-scale invasion. 

Initial efforts concentrated on disseminating propaganda through media and 

telecommunications platforms. Current attacks exhibit a strategic shift towards 

the disruption of essential public services, such as energy provision and heating, 

with the apparent objective of societal destabilization and the infliction of human 

suffering. 

• Attack Patterns: While direct attribution is difficult, Russian cybercriminals are 

identified as primary actors. Observed attacks encompass both high-visibility 

disruptive actions, likely intended for psychological impact, and clandestine 

espionage campaigns, exemplified by groups targeting high-ranking government 

officials. 

• Vulnerabilities: Phishing remains a primary attack vector. However, a growing 

trend involves the exploitation of security weaknesses within third-party service 

providers that underpin critical infrastructure operations. 

• Impact: The consequences of these cyberattacks extend beyond mere economic 

losses and service interruptions. They pose a tangible threat to national security, 

with potentially fatal outcomes, particularly during periods of adverse weather 

conditions. 

• Key Vulnerable Sectors: Civil infrastructure, specifically the energy and 

transportation sector, remains acutely vulnerable due to its strategic significance 

for national functionality and resilience. 

Long-Term Implications: Sustained cyberattacks necessitate robust cybersecurity 

solutions across all critical sectors to ensure long-term stability. 

4.5 Observed Shifts and Emerging Trends in Cyber Warfare Tactics 

Analysis of the cyberattacks against Ukraine reveals a clear temporal shift in tactics and 

objectives. Initially, the cyberattacks were more about causing disruption – messing 

things up, deleting data. There has been a discernible transition from primarily disruptive 

attacks, characterized by sabotage and data deletion in the initial phase of the full-scale 

invasion, to more intelligence-focused operations aimed at systematic data theft in the 

subsequent periods. This evolution suggests an adaptation of cyber strategies in response 

to the changing dynamics of the conflict and the strategic goals of the aggressor. Notably, 
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the frequency and intensity of attacks have remained consistently high, demonstrating the 

persistent and adaptive nature of cyber threats in a protracted conflict. These attacks have 

continuously adapted to the evolving geopolitical situation, indicating a dynamic and 

responsive adversary. 
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5 Summary  

The war in Ukraine extends beyond physical combat – it's a hybrid war with a significant 

cyberwarfare component. While the physical battles understandably dominate news 

coverage, the cyberwarfare aspect shouldn't be overlooked. Safety and cybersecurity 

incidents in the region have been reported for years, suggesting pre-existing conflicts that 

may have contributed to the current situation. The war in Ukraine highlights the 

increasing integration of cyberwarfare into modern conflicts and the importance of 

considering its impact alongside traditional military operations. 

The war in Ukraine serves as a stark reminder of the importance of robust cyber defences. 

While Ukraine's prior focus on collaboration seems to have been beneficial, the current 

situation demands continuous adaptation, international support, and a focus on ensuring 

third-party compliance. The outcome of this cyber war will have far-reaching 

implications for the future of cyber security strategy around the world. 

The digital age has fostered an environment where cybersecurity is no longer a luxury, 

but an essential element of safeguarding both individual and organizational well-being. 

Threat actors, encompassing criminal groups and state-sponsored entities alike, often 

prioritize exploiting vulnerabilities in the path of least resistance (Stallings & Brown, 

2018). Whether pursuing a broad campaign or a targeted attack, adversaries will seek the 

most efficient means of intrusion. Consequently, every effort invested in bolstering 

cybersecurity posture contributes significantly to building resilience against cyber threats. 

Cyber threats pose a complex and evolving challenge for governments and organizations 

worldwide. Decision-makers at all levels play a critical role in ensuring effective response 

and recovery capabilities. This section explores the importance of cyber exercises in 

fostering preparedness for the anticipated and unanticipated effects of cyberattacks. 

The long-term implication of sustained cyberattacks could significantly hinder Ukraine's 

development and stability by disrupting essential services, undermining trust in digital 

infrastructure, and causing economic losses. The need to constantly defend against a 

larger aggressor also strains resources. 

Another key takeaway is the value of international collaboration. Ukraine's partnership 

with external organizations for real-time monitoring highlights the effectiveness of a 
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unified front against cyber threats. The Ukrainian case study offers a compelling 

argument for proactive cyber defence strategies. While replicating their exact approach 

might require adjustments, the underlying principles hold significant value for nations 

facing potential cyberattacks. By prioritizing data security, fostering cyber awareness, 

and fostering international cooperation, countries can significantly enhance their 

resilience in the ever-evolving digital landscape. 
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6 Future Work 

The ongoing conflict in Ukraine presents an unparalleled opportunity for in-depth 

academic inquiry into the multifaceted nature of contemporary cyber warfare. Moving 

beyond descriptive accounts, rigorous scholarly investigation can dissect the intricate 

interplay of cyber operations within a broader hybrid conflict, yielding critical insights 

for cybersecurity theory, policy, and practice.  

Key research areas: 

• Comparative Cybersecurity Resilience Across Critical Infrastructure: 

This involves comparing the cybersecurity maturity, threat landscapes, third-

party risk management, incident response capabilities, and service continuity 

across different critical infrastructure sectors in Ukraine. 

• Facilitating Global Cybersecurity Knowledge Exchange: It focuses on 

identifying key lessons learned from Ukraine's wartime cyber defence, 

developing frameworks for international knowledge sharing and capacity 

building, analysing public-private partnerships, standardizing threat 

intelligence sharing, and exploring the ethical and legal implications of this 

exchange 

• The Role of State Authorities in Cyber Defence: It analyses the strategic 

implementation of national cybersecurity policy, inter-agency coordination, 

the legal and regulatory landscape, international cooperation from a 

governmental perspective, and resource allocation for cyber defence. 

These research avenues aim to move beyond descriptive accounts and provide rigorous 

academic analysis of the cyber aspects of the war in Ukraine. The findings can contribute 

significantly to cybersecurity theory, policy, and practice globally, informing more 

effective strategies and international collaborations to enhance cyber resilience in an 

increasingly complex digital landscape
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Appendix 2 – Interview Questions 

1. What are the most common types of cyberattacks targeting Ukraine? 

2. Have you observed any significant shifts in the nature or frequency and trends of 

attacks over the recent years after the beginning of the full-scale invasion? 

3. Have you observed any specific attack patterns? 

4. What are the primary vulnerabilities or weaknesses in Ukraine's critical 

infrastructure or systems that make them attractive targets for cyberattacks? 

5. How have cyberattacks impacted Ukraine's economy, critical services, or national 

security? 

6. Can you quantify the costs or damages associated with these attacks? 

7. Are there any specific industries or sectors in Ukraine that are particularly 

vulnerable to cyberattacks? If so, what is the possible reason behind this? 

8. What are the possible long-term implications of cyberattacks on Ukraine's 

development and stability? 

9. How in your opinion can Ukraine/your organization build resilience and prepare 

for future cyber threats 

10. What are the lessons the other countries could learn from Ukraine's experience in 

responding to cyberattacks and implementing a cybersecurity strategy? 

11. How does Ukraine collaborate with other countries or international organizations 

to enhance its cybersecurity capacity building? 

12. Are there any specific partnerships or initiatives in place? 

13. What have been the biggest advantages and disadvantages of these programmes? 

14. What are the biggest challenges or obstacles Ukraine/your organization is facing 

in its efforts to strengthen its cybersecurity posture? 

15. How can these challenges be mitigated? 

 

 

Transcripts of conducted interviews are available upon request. 


