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Abstract

The problem with the cybersecurity in the maritime industry is an approach to defend
against cyber threats by general IT-oriented cybersecurity solutions. The shipowners prefer
to buy a commercial tool to assure compliance with the new regulations, ignoring the
unique nature of the network communication environment on a ship that needs to be
protected. That is why this thesis is aimed to analyse the possibilities of open-source IDS
solutions to serve as a cybersecurity tool on a ship’s bridge network taking into account

the maritime-specific properties of the ecosystem.

In order to identify the need and appliance of IDS in the system, we analysed the possible
attack scenarios that can intervene in the safe navigation operations of the ship with the
help of attack tree modelling methodology.

In addition, the ship communication protocol data were collected and analysed in a ship
simulator with the real equipment that was built in NATO Cooperative Cyber Defence
Centre of Excellence. We analysed the time intervals of the messages and draw conclusions

on possible novel attack scenarios.

Finally, the placement of IDS on the bridge was proposed, what benefits it will bring to the
system were discussed and the way of how to advance detection mechanisms in IDS in
order to address the novel attack was introduced. The application of IDS onboard is quite
diverse: it can be used as passive monitoring, it can help prevent attacks in IPS mode, it
can be used for forensics analysis, and all these features can be directed not only for IT

attacks but also industrial protocol attacks.

This thesis is opening a continuous discussion about how industrial world can get an

advantage of open-source IDS solutions and what challenges are there.

The thesis is written in English and contains 53 pages of written text, 6 chapters, 25 figures,
2 tables.
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1 Introduction

1.1 Motivation

Nowadays the importance of the shipping industry for modern society is hard to under-
estimate: more than half of goods across the world are being transported by the sea [/1].
A global trend in progressive digitalization of the world is affecting different industrial
structures including the maritime transport sector [2]]. Electronic navigation is actively
developing in the maritime domain: ships increase in size and crews decrease in number
due to the automation of processes; the onboard systems receive updates during the voyage;
the teams have access to the Internet — this all makes the life of the shipping industry much

faster and easier thus more vulnerable to cyberattacks [3]].

The work of chart plotters, echo sounders, radars, automatic systems, and other sources
of onboard information is interconnected, and information from them can be aggregated,
aligned and processed. This interaction makes it possible to speed up the decision-making
process on the selection of the direction of movement from the proposed options offered

by the navigation system.

“Along with the growing reliance on automation, the risk of external interference and
disruption of key systems is greatly exacerbated; hackers can interfere with the management
of the ship or the operation of navigation systems, cut off all external communications of

the ship, or obtain confidential data,” says Allianz’s Shipping Safety Report [4].

Electronic navigation equipment used onboard modern ships have undoubtedly decreased
the ships collision incidents over years [5]. However, it brought the problem of crew total
trust in what they see on the displays rather than what they can spot in the window, opening
a completely new way for an adversary to intervene in ships operations. “We have seen
serious losses from an overreliance on electronic chart displays and human error on the
part of crew,” says Captain Andrew Kinsey in his interview [6]]. Several past incidents have
shown the impact of cyber interference into digital navigation that can cause real damage
[7,18,9]. Sometimes, due to weather conditions (fog, storm, etc.), the only way to control
the situation at the sea is to rely on navigational equipment. In those situations, an attacker

has an advantage in exploiting navigational systems in order to affect human actions which
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can lead to not only financial impact but catastrophic consequences for the environment,

safety of the people and overall transportation business development.

However, sometimes the threat is lying in accidental mistakes of the crew on board who
might not understand the importance of cyber hygiene on a ship. Phishing emails, personal
devices, suspicious websites - those are still an old and well-worked way of delivering
malware to the system. While people working in the IT sector are having an understanding
of cybersecurity awareness, ship crews are still behind the schedule in cybersecurity
education [[10, |11]].

The crew’s unintentional misuse and mistakes that led to cyber incidents on ships can be
easily preventable with correct cybersecurity tooling. Currently, even simple protection of
computer systems on ships, like antivirus, is being disabled. The reason behind this is laying
in the fact that automation and navigation integrator companies prioritise safe navigation
and correct operation of the equipment above cybersecurity risk. Accidental blockage of
the valid communication channels between ship components is an unacceptable risk for
the shipowners. Bringing IDS solution to the network that alerts on potential malicious
activity can become the first step towards a compromise between undisruptive sailing and
IT/OT security on board.

Nonetheless, the unique nature of network communication inside the ship is making
it difficult to use standard defence mechanisms for IT networks. This lays in the fact
that on the ship we can find not only TCP/IP packet transmission but also industrial
protocol communication like NMEA 0183/2000 for ship sensor data or AIS messages,
etc. And that data is being encapsulated into TCP/IP packets to "feed" computer systems,
however, regular cybersecurity solutions will not be able to spot malicious behaviour in

industry-specific communication.

That is why an idea of a well-known IDS solution that can be adopted for ship security
needs was born. For the feasibility analysis of this proposal, Snort IDS was chosen. We
studied the idea of detecting and mitigating "classical" cyber threats by existing signatures
as well as if we can advance detection mechanisms to notice specific threats that are unique
to the maritime sector. A detailed explanation behind choosing Snort is provided later in
the thesis in Section[5.11

Interviews with the experts in the maritime domain have shown slight doubt about the
shipowners’ business needs to consider cybersecurity as part of the budget, as, even though,
the ship’s equipment can run outdated software, it is still secure enough due to the fact

that the ship system is most of the time offline and well isolated from other networks
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(such as ship’s guest network). However, we are living right now in fast-changing world
conditions where autonomous shipping will sooner or later become a common way of
transportation where IT and OT systems will be tightly interconnected and require a
constant Internet connection. This is opening a discussion about the high importance of

addressing cybersecurity on the ship.

1.2 Problem statement

"There are few reports that hackers have compromised maritime cybersecurity. But
researchers say they have discovered significant holes in the three key technologies sailors
use to navigate: GPS, marine Automatic Identification System (AIS), and a system for
viewing digital nautical charts called Electronic Chart Display and Information System
(ECDIS)" [12].

Cybersecurity subject and maritime operations have become significantly interconnected
nowadays. On the 1st of January 2021, the IMO’s Resolution MSC.428(98) [13] came
into effect, which forces the shipowners and ship companies to report any cyber risk in
their ISM (International Safety Management) Code [14]. This made a clear point for the
shipowners that to continue worldwide operations, they need to make an effort to address

cybersecurity.

Attackers are far ahead of defence mechanisms on ships. That is why it is crucially
important to understand the attackers’ behaviour as well as develop domain-specific

countermeasures at a reasonable cost.

"My message to companies that think they haven’t been attacked is: "You’re not looking
hard enough" says James Snook [15]. This statement emphasises the importance of the
information systems being monitored and people understand what they are trying to protect

against.

The regulations that exist [16} |17, 18] are giving the requirements for shipowners to
be cybersecurity complaint but not giving the exact methods of how to achieve this.
Therefore, almost all standards emphasize the importance of the ability to observe and
detect potentially malicious activity. However, there are no clear, well-structured and
understandable methods on how to implement the network monitoring solution for the
ship’s bridge system to achieve observability. Moreover, how to achieve this goal in a

cost-efficient and pragmatic way. That is why the main research question of this paper is:

"Can "open-source" intrusion detection software be incorporated into commercial ship’s
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bridge navigation integrator package to properly address the existing and industry-specific

cyber threats?"

Nevertheless, there is just growing attention to the maritime sector in terms of cybersecurity,

therefore there is no free, out-of-the-box solution that can help ships to stay secure.

Due to the type of ship bridge environment, where a complex mixture of TCP/IP and
industrial protocol communications takes place, the bridge system is open to both off-
the-shelf known attacks as well as unstudied protocol-specific attacks. This brings the
importance of the multiplex approach to detect potentially malicious activity on the ship.
The NIDS (Network Intrusion Detection System) that was chosen to conduct the feasibility
study is Snort [19], the detailed explanation behind this decision is provided in Section

In order to answer the main research question, we needed to state and clarify several

sub-questions, namely:

1. What are the threats posed to the ship electronic navigation equipment?

2. Can open-source IDS detect the attack vectors posed to navigation equipment on the
ship?

3. How to advance the detection functionality of the open-source IDS to address the

novel attack vectors on the ship bridge network equipment?

1.3 Goal and Scope

This work is aimed to study the feasibility of the proposal of integrating an open-source
intrusion detection system into the commercial environment on the vessel’s bridge. To
achieve this, we mapped possible resemblances between the office IT network and IT net-
work on the vessel, potentially applying existing countermeasures for detecting malicious
information activity. Moreover, we described the unique nature of the communication

protocols used of the vessel to suggest a modification to detection mechanisms.

The goal is to understand what the critical informational and system assets on the ship
are; what threats pose the high-risk level; how to detect and respond to the potential attack
happening on the ship. We want to achieve a monitored and predictable system condition,

network traces and history of the events on the ship’s bridge navigational system.

The scope of this research is limited to analysing and building a threat landscape and
proposing the implementation of the network intrusion detection solution - Snort - for the

electronic navigational system on the non-military vessel bridge.
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The scope of conducting the network traffic analysis is data collection in the simulation
laboratory, with some parts being real ship equipment, in the NATO Cooperative Cyber
Defence Centre of Excellence. Detailed description is provided in Chapter[d] This technical
feasibility analysis gives the author insights into domain-specific protocol details and their

behavioural patterns.

Based on the network traffic analysis scope, this research paper has a limitation of analysing
the normal behaviour patterns and proposing potential detection mechanisms for the system
components on the ship’s bridge, narrowed down to ECDIS, RADAR and AIS transmitter.
The detailed explanation of ship’s bridge components and their impact on sailing operations
is provided in Section [2.3] This limitation comes from the fact that NATO CCDCOE center
has not built an exact copy of the ship’s bridge, virtualizing or leaving some parts setup for

later stages.

The thesis contains the description of the novel attack scenario in the industrial protocols -
NMEA and AIVDM/AIVDO. However, it is not posing ethical concerns as it is a theoretical
conclusion based on the real ship data analysis, otherwise, not being technically tested
and not calling for action. The author is also proposing a way to mitigate discovered new

branch of attack scenarios called timing attacks.

The outcome of the study is a systematised method of detecting the treats on the electronic
navigational system on the vessel and addressing them by open-source intrusion detection
solution proposing possibilities of software customisation in order to achieve advanced

threat detection in industry-specific protocol communication.

1.4 Contribution

The contribution of this research paper is to produce a feasibility analysis of addressing
existing and novel attacks vectors on the navigational equipment on the ship by a well-
known open-source NIDS - Snort. To prevent the reinvention of existing countermeasures
for the known cyber threats, we are going to analyse the possibilities of Snort as well as
introduce the way how we can advance the detection mechanisms in Snort based on the

data analysis.

The systematisation of the existing threats is conducted based on the literature review. The
representation format that was chosen for drawing the threat landscape is graphical-based
attack tree models. This modelling method allows seeing the key aspects of the presented

approaches, which helps select the appropriate defence methods.
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This works also introduces the message time intervals analysis for NMEA and AIVD-
M/AIVDO communication protocol. The findings can be found in Chapter Data
collection was conducted in NATO CCDCOE center where the ship bridge simulator was
built.

The network traffic analysis has shown a novel attack vector that can breach the integrity

of navigation data. We introduce possible scenarios in Section 4.4

1.5 Research Methods

The main research method used in this thesis is a feasibility study. The main subparts of
feasibility study include legal, operational and technical feasibility of proposed idea. The
economical feasibility is being briefly discussed and scheduling feasibility is not relevant

for our research.

In addition, here are several research methods used to complement the feasibility study.

Those include:

m Secondary data analysis / archival study on the past academic and research docu-
ments;

m Threat analysis using Attack Trees method which is being described in Section 2.2}

m Experimental data analysis - based on the fact that we are using the simulation of
the real ship bridge system (electronic navigational ship system) and mapping the
behaviour of the real ship to the simulated environment;

= Semi-structured interviews;

m Use case approach to observe the new attack vectors and propose mitigation.

For the purpose of this research paper, it is needed to identify the threat model for the ship
navigation electronic equipment which can be controlled and observed by the monitoring
system installed on the ship. The threat modelling method that was used is the Attack Tree
method. During the literature review, it was identified that the Attack Tree method was
used for threat modelling for ships [20] recently, focusing on broader aspects of attacks
including human behaviour and misuse of the systems, whereas this research is using
attack tree methodology to illustrate the attack flows and threats posed to navigational
equipment only. Also, as attack trees are capturing the dynamic picture of the world, it

was proven to be one of the best application for identifying network attacks [21]].

The method for the literature review that was mostly used is “forward snowball” — after

finding the particular relevant paper and seeing where this paper was cited to find related
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literature.

The criteria that can be used for selecting the relevant resources are publications, academic
papers with a high number of citations, international I'T conferences that are recognized
throughout the world. Also, the research is conducted starting from the latest updated
documents and coming to the older versions in order to analyse the evolution of the
mitigation of the possible attack options. The publications date boundary is limited to the
papers published between 2001-2021.

In this research area it is not enough to operate with existing data due to the fact that the
ship network structures, inside protection mechanisms are not available for public use.
Therefore, semi-structured interviews were conducted with the focus group identified as
people working in the maritime industry and maritime cybersecurity researchers, namely
with:

m technical solutions managers and chief engineers during several research trips to the
real ships from November 2020 to March 2021 (Leiger and Tiiu ships at Rohukiila
port) as well as Teams calls in April 2021;

m maritime cybersecurity researchers from NATO CCDCOE center;

m lecturers from Estonian Maritime Academy of Tallinn University of Technology.

In respect of peoples’ privacy, the personalities are being anonymised and permission for

using the feedback was received.

1.6 Thesis Structure

The thesis structure organised as follows. Chapter [2| gives the background and information
related to the research paper topics, namely: What are attack trees? What are the main
components of the bridge navigational system on the ship? What is NIDS? Chapter
gives an analysis of the created attack trees. Chapter 4] describes the simulator network
schema and gives an analysis of the network traffic of the ship’s bridge. Chapter[5] gives a
proposal for monitoring solution and recommendations. Chapter [6] gives a conclusion and
final thoughts of the author.
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2 Background Information

2.1 Legal Basis of Maritime Cybersecurity

An understanding of the need to take appropriate actions regarding cybersecurity onboard
is recognised both at the international and national levels. Worldwide, classification
societies are actively involved in the development of recommended practices, guidelines
and standards for cybersecurity in the maritime domain. Cybersecurity became a regulatory

requirement for shipowners.

The importance of addressing the aspects of detecting malicious activity on the ship IT
network is being described and required by almost all official directives and guidelines

that are applied to vessels’ cybersecurity approaches.

The IMO (International Maritime Organization) Maritime Safety Committee in June 2017
adopted Resolution MSC.428 (98) — Managing maritime cyber risks in safety management
systems [13]. The resolution calls on administrations to ensure that cyber risks are
adequately addressed in existing security management systems no later than the first
annual review of the company’s document of compliance after January 1, 2021. The IMO
recommends the measures to enhance maritime security as well as guidelines for formal
safety assessment republished in 2018 [22]]. The guidelines are showing the way how to

achieve total visibility and control over assets, including risk control options.

The document written by one of the largest international shipping associations BIMCO
[23]] provides recommendations for ensuring the safety of onboard IT systems, as well as

examples of the possible consequences of violation of these recommendations.

In particular, the largest classification society DNV GL in 2016 developed the recom-
mended practices "Cybersecurity resilience management for ships and mobile offshore
installations in operation" [24]], and Japan’s leading classification society Class NK 1is

developing its approaches [25]] to ensuring onboard cybersecurity for ships.

The process of developing and improving the structured, standardised and complex ap-

proach for building connections between maritime and cybersecurity aside from legislation
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also include understanding of threats and vulnerabilities that exist and how to evaluate the
consequences with the proper risk assessment. The International Maritime Organization
recommends that cyber risk management be pursued through a natural extension of exist-
ing maritime and ship safety management practices. IMO views cybersecurity as part of
maritime security and safety [18]. That leads to the indisputable importance of conducting

the risk assessment for the shipping industry.

This technical report [26] provides high-level agency recommendations, good practice
for handling specific cyber threats to the maritime sector. It serves as a pattern towards
making the advancement of cybersecurity in this specific place through desk research,
individual interviews, questionnaires and validation workshop. Several important parts
were highlighted and strongly recommended: proposals of the conceivable approaches that
can be taken for mitigating the possible risks in the maritime industry; the public relations
between different stakeholders and investing into cybersecurity awareness of the people

inside the organization; policy creation.

The Guidelines on Maritime Cyber Risk Management proposed by IMO [18] give a high-
level overview of the ways to cope with cybersecurity administration for the shipowners.
The vulnerable systems described are including the bridge vessel’s system which we are

targeting in this research paper.

This is not a full list of the documents that insist on taking cybersecurity of the vessels
seriously, dedicating resources (human, financial, etc) to ensure an acceptable level of
security in order to operate on the market. Consequently, we are going to propose a method

how to address the common pattern within the requirements, called "Assess and Detect".

2.2 Attack Tree Methodology

For the purpose of this research paper, attack trees are going to be used to define a network
security monitoring strategy and to define the real threats that are posing danger for the
vessel network infrastructure as by using this methodology we can visually build the
interconnection between cyber and cyber-physical parts of the system as well as clearly
see the evolution of the attack scenario in order to understand at which stage we will be

able to catch potentially malicious activity.

Attack tree is a model that describes different possible scenarios on how to achieve the
predefined goal. In the field of information technology, it is used to describe potential
threats to a computer system and the possible attack methods that implement these threats.

In our case, we going to use attack trees as diagrams that show how a target (vessel
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network system) can be attacked simulating the adversary behaviour. However, the use
of an attack tree threat modelling method is not limited to the analysis of conventional
information systems. They are also widely used in computer control systems (especially,
related to power grids), aviation and defence to analyse the probable threats associated
with tamper-resistant electronic systems (for example, to the avionics of military aircraft
[27]]).

Attack trees are multilevel diagrams with a single root, leaves, and descendants [28]]. There
is an objective at the top as a root node of the attack tree with the leaves coming down from
the root to address the specific sub-actions (leaf nodes; attack vector nodes) that needed to
be completed in order to achieve the objective [28]]. Child nodes are the conditions that
must be met for the parent node to become true. When the root becomes true, the attack is

successful. Each node can only be brought into its true state by its direct descendants.

By including the prior probabilities at each node, it is possible to calculate the probabilities
for the nodes higher in the tree structure by Bayes’ rule [29]. However, in reality, accurate
estimates of the likelihood are either unavailable or too approximate to give a certain
conclusion. As we are using the attack tree threat modelling approach to complement the

monitoring solution directions, the quantitative analysis is out of the scope.

As Sjouke Mauw and Martijn Oostdijk [30]] advise “the most efficient way to prevent a
threat in the attack tree is to prevent it as close to the root as possible”, the monitoring

setup is going to be proposed in a way to follow this direction.

2.3 Navigation System Assets Description

In order to continue observation of the current cyber-related problems of the passenger
vessels, it is necessary to briefly highlight the information systems and technologies used
to better understand the cyber-physical assets that are needed to be protected on the vessel’s
bridge. It is worth noting that it is not a complete list of the systems used on the bridge,
however, it is highlighting the main ones which are mandatory to be installed on the

passenger vessels which are making commercial trips [31]].

m ECDIS (Electronic Chart Display and Information System) is an electronic carto-
graphic navigation information system that visualizes navigational related informa-
tion based on AIS messages, data from RADAR (RAdio Detection And Ranging),
GPS and other ship sensors. Also, ECDIS provides aid to handle embedded charts.
It is used for navigation and automation of some tasks of the navigator. This highly

sophisticated device increases navigational safety. It should be noted that starting
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from 2019, it was obligatory to install ECDIS on all vessel types specified in Chapter
5 1in [[17]. Most of the machines that are running ECDIS’s set of applications are
usually running Windows operating systems (often Windows 7 or even XP, referring
to interviews in Appendix 2) and located on the bridge of the ship. Other systems
are connected to the workstation of ECDIS, via the on-board LAN network, from
which the Internet is most often available: NAVTEX (Navigation Telex) - a unified
transmission system for navigation, meteorological and other line information; AIS;
RADAR and GPS equipment, as well as other sensors [32].

AIS (Automatic Identification System) is an automatic identification system that
serves to transfer the identification data of the vessel, information about its condition,
current position and course [33]. It is also used to prevent collisions of ships and
provide communication between courts. "The device works by transmitting signals
in the VHF band between ships, floating repeaters and coastal AIS gateways that
are connected to the Internet" [34]. All ships on international voyages, ships of over
500 gross tonnage, and all passenger ships must be equipped with AIS. [31]. The
system helps to search for objects in the sea and their location as well as in case of
incident, transmit request of assistance signal. The ship’s AIS display systems can
be ECDIS, ARPA (Automatic Radar Plotting Aid), depending on the availability of
appropriate interfaces. ARPA’s capability can create tracks using RADAR contacts.
The system can calculate the tracked object’s course, speed and CPA (Closest Point
of Approach), in order to warn captain in case of possibility of collision or natural

obstacles.

VDR (Voyage Data Recorder) is like a flight data recorder, an analogue of the "black
box" used in aviation. "The main tasks are to record important voyage information
of the vessel, including both technical and heading data, as well as voice recordings

from the captain’s bridge, and its preservation in case of an emergency" [34].

GMDSS (Global Maritime Distress and Safety System) serves as an interconnected
maritime communications network that helps ships avoid dangerous water emer-
gencies and alert others about the danger. It provides radio communication with
ships in case of distress, transmits information on the safety of navigation, includ-
ing navigational and meteorological warnings [35]]. Modern means of digital and
satellite radio communications installed on ships and coastal radio stations made it
possible to switch to an automated method of receiving distress signals, to increase

the reliability and efficiency of communication. The devices of GMDSS can include:

— EPIRB (Emergency Position Indication Radio Beacon) - an emergency radio
beacon, a transmitter that, when activated, sends a distress signal, the transmis-

sion of which, depending on the technology of execution, can be carried out via
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satellite, in the VHF range or in combination [35]]. In addition to the distress
signal, some EPIRBs can also transmit ship information (when synchronised
with AIS).

— NAVTEX - areceiver that operates at 518 kHz in the midrange [36]. Sometimes,
the frequency 490 kHz can be used by some countries for transmissions in their
national languages [36]]. It serves to transmit and receive information about
navigational, meteorological forecasts and warnings, even the state of the ice at
the sea. This is not the full list of the warning types that NAVTEX can receive
and process.

— VHEF radio with DSC (Digital Selective Calling) - the core of GMDSS.

— HF radio with Telex as an alternative.

s RADAR (Radio Detection and Ranging) is a high-frequency electromagnetic de-
vice designed to detect air, surface and coastal targets, determine their parameters,
including movement parameters, transmit information to ship visualization and anal-
ysis equipment [37]]. The operation of maritime radars is based on the principle of
reflection of electromagnetic waves from objects, analysing information about the
range, size and characteristics of the movement of objects, which is most in-demand
primarily for military purposes, as well as in civilian purposes from the point of view

of organising the safety of navigation.

m INS (Inertial Navigation System) is a centralized computing unit that receives
and processes the signals and measurement indicators coming from ship’s sensors.
"The inertial navigation system is a self-contained navigation technique in which
measurements provided by accelerometers and gyroscopes are used to track the
position and orientation of an object relative to a known starting point, orientation
and velocity" [38]. The systems computes and gives the relative location values

based on the last "known" location report.

It is important to understand how the navigational bridge system components work in order
to define the critical threats which are going to serve as root goals in this research paper. A

detailed analysis of the attack scenarios is given in Chapter

2.4 NMEA Communication Standard

NMEA is a standard of the American National Marine Electronics Association [39].
NMEA 0183 was introduced in 1983 as a free industry standard for transferring data
between electronic devices in marine vessels. It uses a simple ASCII serial communication

protocol that records the transmission of a message from one ’talker’ to another or other
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’listeners’ per unit of time. Although the standard is quite old, at the same time, it is
still widely used and is well suited in situations of direct communication of one device
(for example, a GPS navigator, which requires combining several data sets) with another.
NMEA 2000 - can be considered a successor to the NMEA-0183 - was accepted as a
standard IEC 61162-3 on IEC technical committee 80, working group 6 [40]. Although,

many modern devices are designed to support both standards.

This standard works today in the international maritime industry. NMEA 2000 is more
complex than the NMEA 0183 standard, it allows a combination of many elements in
one network and transmit information simultaneously. When multifunctional displays are
connected to the network system, the user can independently choose any combination of
receiving data that he or she needs in a particular case and a given situation. NMEA 2000
has made possible the development of integrated navigation and control systems that can

now be used on ships of all sizes and standards.

The NMEA format includes a message system for two-way information exchange between
the ship’s navigational equipment such as ECDIS, RADAR, GPS receiver, AIS, Gyro
compass and information consumers (such as MFD). NMEA 2000 is based on CAN which
is standardised by ISO [40]. ISO 11898 specifies the physical and data link layer of
serial communication technology called Controller Area Network that supports distributed

real-time control.

In the concept of NMEA protocol communication, we are going to view this type of
communication as "pushing messages to a single device". That means we are neither
keeping track of the received acknowledgements for the messages, nor can rely on the
state of the communication. Each individual message is independent of the others and is
"complete". The NMEA message includes a header, a set of data in ASCII characters, and

a check-sum field to check the validity of the transmitted packet information.

As a single standard, NMEA 2000 allows the shipowners to switch and integrate equipment

from different manufacturers allowing them "to talk the same language".

2.5 Network Intrusion Detection Systems

While talking about resistance of the system to cyberattacks, we can assume that we are
talking about intrusion detection/prevention mechanisms taken into place (against software,
insider, external advisory, etc). Also, we can classify intrusion into two major types:
"anomaly" and "misuse" [41]], where "anomaly" can be defined as change in the system

indicators from normal predefined behaviour profile; and "misuse" is a way of known
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system exploitation that can be detected with predetermined set of adversary behaviour
patterns (rules/signatures) [41]. This research paper is focusing on the discussion around
hybrid approach where anomaly detection can complement misuse detection. And here
is coming the term - IDS (Intrusion Detection System), the host or software module that

allows analysing the user and system activity behaviour.

The application of dynamic mechanisms for cyber defence can be achieved using IDS. The
classification for intrusion detection systems can be separated to host-based or network-
based intrusion detection systems. "A host-based IDS will monitor resources such as
system logs, file systems and disk resources; whereas a network-based intrusion detection

system monitors the data passing through the network" [42].

With the relevant signatures (rules) setup, IDS can detect malicious traffic activity which is
trying to exploit specific vulnerability of the system. It is a passive solution designed to
monitor a network segment of interest, analyse the packets that are passing through this

network segment and make decisions - alert, block, etc.

The incoming traffic is split into TCP, UDP or other transport streams, after which the
parsers mark them and split them into high-level protocols and their fields - normalising
if required. The resulting decoded, decompressed, and normalised protocol fields are
then validated with signature sets that identify whether network traffic contains attempted

network attacks or packets inherent in malicious activity.

Having IDS technology around the controlled system is motivated by several facts:

m After two research trips to Port of Tallinn ferries, we discover that machines with nav-
igational software (ECDIS, RADAR, etc.) are running Windows OS with antivirus
being disabled. The reason behind this lays in follows: automation and navigation
integrator is supplying packages for shipowners and intentionally disabling antivirus
protection in there, as antivirus proved to react with false-positive alerts and blockage
of the valid packet transmission that can disrupt safe navigation operations. That is
why we can see vendors not trusting host-based security tooling. In case of IDS, it
can be an external device in the network which, in case of any failure, will not affect
the main processes on the ship and not interfere with the communication channel.

m Currently, if a cybersecurity incident has happened on the ship, the shipowner is
making an official request to the system integrator to get information from the
system logging (according to expect interview provided in Appendix 2), however, it
is taking time. IDS on a ship can serve as logging and journaling tool that will help

cybersecurity investigators, in case of an incident, perform forensics analysis based
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on logs and traces as quickly as possible.

Due to the discovered facts provided in Chapter [5| we consider an analysis of possible
implementation of signature-based IDS as in order to take best out of the setup and
customise for maritime-specific protocol, we propose developing rules for threat hunting.
However, the perspective of the installed IDS can be advanced with anomaly detection, it
is out of scope for this research paper. Another aspect to consider - the network analysed

can be classified as a small network so the need for enterprise-oriented IDS is eliminated.

The variety of open-source solutions that are fitting the needs of security monitoring on a

vessel is quite diverse. There is a number of solutions included but not limited to:

m Snort [19];
m Suricata [43]];
m Zeek (Bro) [44].

In Figure[T| we provided a comparison table for Snort and Suricata. Even though the article
where this table was adapted from is dated by 2020, the information is partially incorrect

as Snort 3 was released which made Snort multithreaded.

Table 1 Comparison of Snort and Suricata IDS

Parameter Intrusion detection system
Snort Suricata

Multi-threaded No Yes

Operating systems All All

Developer Sourcefire Open Information Security

Foundation

Rules VRT Srnort rules, SO rules, Emerging threats rules, VRT
pre-processor rules, emerging | Snort rules
threats rules

Installation Manual or using packages Manual or using packages

User-friendly

More

Less

Documentation

Well-documented and
provides solutions to common
issues

Not well-documented

Cost

GUI

Commercial version has a
price

Large number of compatible
GUIs

Free

Very few

High-speed network support

Not present

Present

Figure 1. Comparison table for Snort and Suricata [45)].

2.6 Related Work

The current problem state in the ship network monitoring system is becoming a new trend

in the cybersecurity research world. In 2020 CyberOwl received a patent [46] for the
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new method for threat detection in networks. The method logic lies in the calculation of
historical reference activity of the peer node and its current “suspicious score” based on
the symptoms. With the help of Bayesian-based framework, each symptom is transferred
to probability. Based on the deviation, CyberOwl’s method is supposed to detect malicious
activity in the network. This logic was used in the maritime monitoring solution "Medulla"

developed by aforementioned company [47]].

One more company that is focused on bringing cybersecurity to the shipping industry is
Naval Dome [48]]. The company is offering an out-of-the-box working solution that can be

installed on any ship with Naval Dome 24/7 technical support ready to respond to alarms.

The studies towards bringing IDS solutions to industrial systems has been widely discussed.
Mohamed Attia et al. [49] analysed power station threats and identified DoS and price
manipulation attacks as attack vectors and proposed new detection policies to IDS. Liang

in 2018 [S0] proposed a model of detecting abnormal activity in electric power systems.

Snort IDS was studied as a forensics tool for investigating SCADA and control networks

cyber incidents showing great results in combination with firewall and honeypots [S1].

On the other hand, communication protocols on the vessel are being a subject of research
papers. Daniel Blauwkamp et al. [52]] proposed "strategy for implementing a behaviour-
based anomaly detection system" based on the AIS message transmission trends. Konrad
Wolsing et al. [53]] introduced the initiative of developing a protocol-independent IDS
system for industrial systems. NMEA protocol used in navigation updates on the vessel
was part of this research along with Modbus and IEC-60870-5-104. The experiment shows
that parsing of NMEA messages is the fastest among presented protocols being a bit more

than 0.5 milliseconds.
It shows how IDS solutions can be integrated into industrial systems, hardening the

protection layers. Based on those successful results, we are proposing implementing IDS

into the internal ship network.
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3 Threat Mapping using Attack Trees

In order to properly assess and make the best efficiency out of the monitoring system
deployment, we need to understand what types of threats are considered to be the real
ones as the nature of the analysed system gives different attack scenarios compared to the

ordinary office network setup.

Several studies showed that using attack tree threat modelling method gives valuable results
that can easily be analysed and interpreted. The formal method for threat modelling by
Seyit Ahmet [54]] showed how attack trees can ideally detect and represent network attacks.
The problem of cost-effective solution of defence structure and decision for the suitable
nodes to put safeguards in place proved to be solved by attack tree methodology as well
[S5].

Inspired by [56]] who showed how attack tree can be used to map the threats in SCADA
systems and by [57|] who showed BGP (Border Gateway Protocol) attack trees models, it

was decided to take a similar approach and apply it to the maritime domain.

Among the variety of the threats posing danger, it was decided to draw the threat landscape
based on the literature review and newly developed framework for assessing cybersecurity
risks in the maritime domain called MAINFRAME |[58]]. Therefore, U.S. Coast Guard
is giving a proposal on risk assessment [59] using NIST framework. There are several
risk assessment models proposed for the ship industry including 60, |61] as well as for
autonomous sailing [62} |63]]. The authors are giving measures to ensure the security of
critical information infrastructure can be provided for in a unified plan for ensuring the

security of a critical information infrastructure facility.

Also, for the basis of the threat intelligence gathering multiple standards were used, namely:
m NIST SP 800-53 - RA-5, SI-5, PM-12;
m ISA 62443 -4.2.3,4.2.39,4.2.3.12;

n ISO/IEC 27001:2013 - 6.1.2.

The aforementioned standards, guidelines and research works are presenting the base
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for choosing the attack vectors. In addition, here and further while talking about MFD
(Multifunctional Display), we are going to refer to two separate server applications running
on top: ECDIS and RADAR, which are described in detail in Chapter 4.

3.1 MFD attack vectors

Correct operation of the ECDIS system inside MFD is very important, its compromise can
lead to the most adverse consequences - injury and even death of people, environmental

pollution and large economic losses.

ECDIS systems usually do not come with any information security tools. It should also be
noted that Windows systems deployed on ships that are on long voyages do not always have
time to receive critical security updates within a reasonable time frame. After interviewing
the Chief Engineers of Estonian shipping company, it was found out that on the ships there
is no antivirus installed. The explanation that was given to us: "Sometimes the processes
that navigation and positioning software needs to run, can be classified by antivirus as
malware, so in order to not cause troubles during the voyage, the antivirus software is
being disabled". Also, both IT systems of those ships were running on top of Windows 7

OS version.

The vulnerabilities found by the researchers from NCC Group Research & Technology
are mainly related to the Apache server installed in conjunction with the system [32].
Malicious code can be injected either by an external adversary via the Internet or by a
crew member via a physical medium used to update or supplement navigation maps. The
vulnerabilities found made it possible to read, download, replace and delete any files on the
workstation. With these evolving events, the attacker gains access to reading and changing

data from all service devices connected to the ship’s onboard network.

There are several attack scenarios aimed to compromise MFD system on the passenger

vessel that we are going to discuss during this research study, namely:

ECDIS malware infection;

Unauthorised access to MFD;

Ship size change in ECDIS system;

Ship position change on electronic charts displays;
ECDIS displays ghost ships that do not exist in real life;
RADAR malfunctioning.

AR T
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3.1.1 ECDIS malware infection

Malware infection is classified as one of the critical threat by several studies [64, 635,
66[]. Business-critical software, being only compatible with legacy systems or protocols,
sometimes cannot be upgraded or replaced. Some companies do not have a regular
framework for patching and upgrading system components, and their antivirus software is
thus obsolete [67]].

During the vulnerability scanning of the INS by [[68], one of the findings were related
to remote code execution vulnerabilities that exist in the SMB service version 1.0. The
vulnerabilities explained in the report could be exploited by a remote attacker to execute

arbitrary code without authentication [[69].

Ransomware has been common to traditional computing systems and could be adapted to
the maritime domain [[70]. In those situations ransomware impact is more dangerous than
conventional ransomware attack on IT systems due to the isolated nature of ships at sea
and their dependency on knowing where they are and being able to move further along the

course.

In July 2018, one of the largest shipping lines, China Ocean Shipping Company (COSCO),
became a victim of a cyberattack [71]. The company was faced with a ransom demand and
intimidation of failure of all communication systems. The attack severely damaged the
company’s internal system. Even though COSCO was able to handle the situation with
very little loss to its network and customers, it was an indicator that cybersecurity should

have not the lowest priority.

In June 2017, the consequences of a ransomware cyberattack on Maersk caused losses
of about $250-300 million: transport and logistics businesses were disrupted, leading to
unwarranted impact [[72]. Such significant losses for all parties contributed to the realisation
of the fact that changes are really necessary. It is worth saying that the cyberattack against

Maersk was a lesson for the entire shipping industry.

Another illustrative example of a cyber attack with serious consequences is connected
with Norsk Hydro. The company became a victim of the LockerGoga virus which was

encrypting the file systems causing $35-40 million financial damage to the company [73].

Cyber Guidelines for onboard ships [[16]] emphasise the importance of the ship owners to
ensure the right protection from ransomware. The recent incidents highlight that many

companies also lack a consistent approach for managing their systems’ cybersecurity.
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In Figure [2] we propose the attack tree model that corresponds to the ransomware infection

and propagation scenario.

Shutting down the operations
T
" AND
——
OS files encryption
I
AND
——
Virus infects the host
PC
AND AND
— —1r
[=] Self-propagate to Network
Reboot PC o other PCs design
I
AND
!
Gain Administrator
access rights.
l \
AND
—
i Windows
Virus bypasses -
malware detection Rubabiny

—

OR

User insert USB
device with malicious
file

W

Employee
unawareness

User visits malicious

User open phishing
webpage

email attachment

Figure 2. Attack tree for ransomware scenario.

Nevertheless, the nature of cyber world is changing every day, most of the incidents that

involve system encryption occur due to:

m Malicious mail. The expertise of the attackers in creating fake emails has grown
rapidly. The initial trust to some known companies, coupled with the low awareness
of the crew about cyber threats, makes such attacks very effective. An attacker
can fake the valid email coming from the shipowner company, where malicious
attachments can be included that can lead to malware infection of the computer.
And, in case of low awareness, computer might be connected to bridge network
unintentionally.

m Malicious sites. The crew members being on voyage can use Internet for their own
purposes. Unintentional download of content from suspicious online resources, can

lead to malware download. Sometimes, it might be enough even to visit the web
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resource and without human interaction, the host machine can be infected.

m Removable media. This is the main way of infecting computers on the bridge that
either has no network connections at all or are part of small local networks without
Internet access. "Most vessels use ECDIS as an offline system, and all updates are
done by USB sticks. This results in a lot of interaction between the INS and auxiliary
systems." [[74] says. This fact was supported by the interviewed ship crew members.
It was confirmed that, in most cases, the electronic navigational charts are being
updated with a dedicated USB storage device. If a removable medium is infected,
and an antivirus program is not updated on a computer, then there is a great risk
of system encryption threat. It will be enough to insert the device into the USB

connector [[75].

These three paths are the main ones to case file encryption in the system, however, the
aforementioned Maesk case [72]] showed that the self-propagation nature of some ran-
somware still posing a high risk to the system. As we are limiting our scope to the IT
system of the ship, it is worth saying that controlled area should be logically separated in
order to quickly react to the possible infection of one single host in the system and be able

to isolate infected host from the system.

3.1.2 Ship Position Change in MFD

In 2013, a US navy warship grounded itself on a coral reef due to an error with ECDIS [32].
Studies of this system have found ECDIS to have not been designed securely, e.g. accepting
dangerous network methods. The crew, relying on the false information displayed on the
navigational charts, caused the situation when the vessel and passengers aboard were held

hostage at sea until the issue is resolved.
Another well-known and illustrative example of the compromise of satellite systems is the
case that occurred in 2013 when students from the University of Texas were able to deflect

an $80 million yacht from the course using a GPS signal simulator [76].

The general description of the attack scenarios for taking control over the vessel is presented

in Figure[3]

31



Course change

False commands
delivery

Identity
verification AIS system compromise GPS/GNSS spoofing

OR OR

Rebroadeasting GNSS signals

Malicious code insertion
into ECDI!

(]

o | ‘o =
m‘Im I§I

Generating and transmitting

modified satellte signals

‘ AIS signal spoofing ‘ ‘ AIS signal hacking ‘
atanother place

Weak
Identification
Protocol Fake AIS signal sending

Figure 3. Attack tree for gaining control over vessel navigational system.
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‘ Malcious USB plug ‘

Passenger vessels are usually transmitting telemetry information about their current di-
rection, cargo and route navigation using a narrow channel bandwidth and a short com-
munication session. This can be enough for an adversary, who is using open data ports,
default access settings and even bruteforce method. Thus, they can get access to the
"administration panel" of the communication modem and the next step to get the right to
execute commands and download data by hacking the network equipment by executing an

exploit - a program code that exploits equipment vulnerabilities.

An attack tree model for gaining access to the system is presented on Figure 4]

Access to the MFD

OR
Galn|physical accom o Gain remote access to Radar/ Gain access via semi-trusted
link medium ECDIS Server 3rd party network
Gain physical access to ntercept communication between| Login to the system Exploit server remote Hop frem unprotected 3rd party
the device on bridge Automation and Control planes 0g ¥ access vulnerability network to
protected network
Obtain legitimate password Sc::g:vo‘zeogen Gain accﬁ:rsv:grgrd party
[ 1
Prompt for the password Get physical access to the 3rd Get wireless access to the 3rd
party network party network
Send phishing email (M acc?:lsemzlun[rus[ed

Figure 4. Attack tree for accessing the administration module.

After gaining control over the communication equipment and access to the LAN (Local

Area Network) of the onboard bridge, attackers can launch an attack on almost any equip-
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ment of the ship, be it navigation or ship management systems, passenger management

system, administrative equipment, etc.

We can also elaborate the access tree child node with login process to a separate attack tree

model presented in Figure[5]

Access to the MFD

OR

Current Ingl:!n:;"ﬂ password Bypass authorization

OR

PG always logged in Privilege Escalation

" Interconnec-
Credentials details Credentials details L | tonwih Credentials obtained by Windows OS vulnerability
obtained from storage obtained from network flow o brute-forcing exploitation

I graph

OR

Credentials obtained from Credentials obtained from Credentials obtained from Dictionary usage to bruteforce
host PC storage communication platforms non-digital storage login credentials

Sticket note on PG

Email Social media

Plain text bruteforce Hash table comparison

Figure 5. Attack tree for obtaining login credentials.

Major problems arise here as the typical countermeasures may not be applicable. Default
passwords for the applications running in MFD are stayed unchanged, we can observe
them even in publicly available manuals. Also, according to the interviewed technical
engineers, all applications are running in a privileged mode which cannot be changed as a

requirement from the manufacturer.

The child node "Credentials details obtained from network flow" presented in Figure [5]
also can be advanced with the attack tree model displayed in Figure [6] Here the purpose of
communication eavesdropping can be not only to gain access credentials but also to obtain

sensitive information in the communication channel.

Moreover, at the latest Black Hat 2020 conference, Oxford student James Pavour has

demonstrated how satellite communication can be listened in by $300 equipment [77].
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Figure 6. Attack tree for intercepting the network traffic.

During the vulnerability scanning of the INS by [68], it was found out the system is
vulnerable to man-in-the-middle attack due to low encryption level. The vulnerability
can be exploited by a remote attacker to gain access to the INS by RDP Server (Terminal
Service). In this research paper, we are not focusing on detailed description of the standard
network attack vectors as DoS and DDoS attacks as they are common for the usual IT
network and ship IT network. They are well-described and studied so beyond the scope of
attack trees modelling.

3.2 AIS attack vectors

The importance of keeping ferries on the correct course on the specified route and not
deviating from it hard to underestimate.

The proof of this concept appeared during the research trip organization in February 2021.

The company TS Laevad informed customers that they are not able to depart from the port
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because one of the cargo ships is stuck in the sailing channel between the mainland and
Hiiumaa. Due to this accident, the research trip was cancelled. The ferry cannot just go
around the cargo ship - the Rukki channel is quite narrow and deviating from the course
will end with running the ship aground. That is why getting the precise coordinates of the
objects around the vessel during the sailing has become a principal point for crew members

and captain to decide whether to keep the course or make unexpected route changes.

As it was described earlier, AIS serves as an interchange mechanism between ships, as
well as between the ship and the coastal service, to transmit information about the call
sign and name of the ship for its identification, its coordinates, information about the ship
(dimensions, cargo, draft, etc.) and its voyage, parameters of movement (course, speed,
etc.) in order to solve problems of preventing collisions of ships, monitoring compliance

with the navigation regime and monitoring ships at sea.

The base for classifying AIS attack vectors was taken from the framework for assessing
maritime cybersecurity readiness [78] where the authors are describing different approaches
to compromise the workflow of AIS. However, the framework is not describing how the
mentioned attacks can be achieved, where we are proposing attack tree models in order to

understand attacker’s needs in order to be successful.

The summarised attack tree model for compromising the work of AIS is provided in
Figure

AIS compomise

OR

Valid messages False messages
delivery AIS out of service delivery

AlS signal spoofing

Invalid messages
Send valid AIS messages delivery
mare frequently

Send broken messages
Retransmitting capiured signals
with modified information

Fake AlS signal sending

Send messages directly
to MFD

Send messages via

AIS Transceiver DDoS attack
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Intercept the communication

DoS afttack

OR

Generate valid AIS
messages

Figure 7. Attack tree for AIS work compomise.
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Several scenarios are possible in order to compromise the work of AIS [78]]:

m changes in ship data, including its position, course, speed and name;

m creation of "ghost ships", recognised by other ships as a real ship, in any location in
the world or vice versa - make the real ship invisible on the electronic displays;

m sending false weather information to specific ships to force them to change course to
avoid a non-existing storm;

m activation of false collision warnings, which can also cause the ship to automatically
correct the course;

m the ability to conduct a DoS attack on the entire system by initiating an increase in

the frequency of transmission of AIS messages [34]].

By sending false data to the vessel AIS transponder it is possible to create enormous
amount of "ghost ships" so the vessel will not be able to operate further as it will be
impossible to differentiate between the real object and attacker’s fake ships. This attack
is possible due to the fact that AIVDM/AIVDO protocol is designed without security in
mind as, back in history, it was a belief that the creation of transmitter is expensive and

will not be a potential threat.

Security researchers have found ways to abuse the system, such as generating valid
commands, changing ship courses, replaying commands, and tracking ships, for potential
physical attacks [33]. The general consensus is that these systems are poorly designed at

the protocol level, and at the implementation level [70].

Another attack vector for achieving the goal of changing the vessel route can be done by
compromising data in the VHF range, i.e. misusing the AIS protocol [33]. The structure of
the protocol was designed quite a long time ago, there are no mechanisms for validating
the sender and encrypting the transmitted data, since the likelihood of using expensive
radio equipment to compromise the technology was estimated as low. Attackers can deploy
fake VHF transmitters, transmitting data ranging from false weather conditions to distress
alarms, all of which can be used to mislead the ship’s command and force it to correct the
route, which can also have consequences when entering the port water area, dangerous,

narrow sea areas, and the correctness of the actions of the captain.

The principle of spoofing an AIS signal [33] is the type of attack aimed to create fake
signals appearing as multiple transponders which will convince the AIS receiver to be real

ones. As a result, AIS receiver would calculate the wrong position of the ships.

Jamming is about flooding the AIS receiver [33]] with a much stronger signal which
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overpowers and drowns real signals. This type of attack became quite frequent due to the

fact that the price for AIS transmitters that can perform jamming significantly decreased.
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4 Data collection and analysis

4.1 Experimental environment description

Some of the scenarios introduced in Chapter [3include the provisioning of the false data
to the navigational equipment, namely the MFD (Multifunctional Display) display which
aggregates and displays data from several applications like ECDIS or RADAR. This
is a visual representation for the crew to understand the situation in the geographical
radius of the ship current position in order to make decisions on further movements. This
chapter is dedicated to analysing how the data is being provisioned and processed by the
main component of the bridge and opening a discussion handled in Chapter [3]if the rules
of packet transmission can be exploited by malicious actor in order to stay unnoticed.
Moreover, it is giving a solid background knowledge for understanding how IDS detection

mechanisms can be advanced in order to tackle those attack scenarios.
There are two main datasets that were collected and analysed:

m sensor packet data coming to MFD in NATO CCDCOE lab;
m AIS packet data received by vessel-based AIS receiver placed in the port.

This research paper is supported by NATO CCDCOE center which recently built the
bridge vessel simulator with the real equipment used on modern ships. All equipment used
in the center is provided by Transas, the subsidiary of Wirtsild company [79]. Transas
is one of the leaders in the market for providing ship and fleet operating solutions for
shipowners. The lab environment is built specifically for cybersecurity research purposes

and the equipment was bought from the company providing a solution for real ships.

A detailed description of the current physical setup is provided in Figure [§]
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Figure 8. Schema of the simulator in NATO CCDCOE center.

Here we can see the main component that is going to be observed and analysed - MFD,

which is the "heart" of the e-navigation on the vessel.

We have 3 monitors that are giving visual effect for simulating the view from the captain’s
cabin; we have a logical component called "Instructor" which is generating the weather
condition, wind, position, sun/moon location for correct representation of the visual
components. We also have a server, which is generating the actual packets needed for
the input to the MFD, simulating the behaviour of the sensors on the real ship. We have
"Conning" which is responsible for the Controls and Automation tools - which are the link
between OT and IT systems of the ship. For this research paper, OT sector is out of the
scope. In our test bench, we do not have all the mandatory components that are installed

on the real ship, however, we have the main ones.

MFD is a combination of different software and hardware components. Inside MFD
we have two server applications running on top: MFD Interface and RADAR Interface.
RADAR Interface creates the UDP data stream and MFD Interface creates the NMEA-0183
data which is encapsulated into TCP packets. Both UDP and TCP packets are sent for MFD
application (running on the same computer). This application is responsible for the visual
representation of the received data. This includes: drawing maps, RADAR pictures, charts,
ship position, different objects positions at the sea, etc. Also, it is responsible for sending
back the commands to the MFD Interface that sends it towards the Server. Also, we have
sensors interface in place to receive information from different sensors. On the real ship, it
is coming from DPU (Data Processing Unit) with is gathering the information from serial
connection from the sensors and sending it over to MFD converting signals from digital to

analog. The sample IT network configuration of the real ship bridge is provided in Figure
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O] The information was provided to the author during one of the research trips on the ferry
in the Port of Haapsalu by technical solutions specialist. For confidentiality reasons, all

data was anonymised, no real names are provided as well as the model specifications or

versions.
MFD MFD
ECDIS ECDIS
RADAR RADAR
MOXA MOXA
DPU MOXA
-3
| GYRO || DGPS || Others | AlS VDR

Figure 9. Sample network schema setup of the ferry.

There are a few differences between the real setup and the simulator in the NATO CCDCOE
center. Firstly, we cannot put the real sensors in the simulated environment, so instead of
DPU which is collecting sensor data from the supplementary devices placed around the
ship, we have an aforementioned logical unit called "Instructor" which is generating all
messages in the valid format that are coming from the sensors to the bridge. Also, on the
real ship is it a common practice to have a backup ECDIS system which we do not have in

our lab environment.

Inside MFD Application we have different "supplementary applications". Among the route
planning systems presented on the market, "Navi-Planner" by Transas [80] is one of the
most popular application to be installed on the ship. It provides efficient pre-routing, taking

into account the weather forecast and alarm conditions.

Navi-Planner 4000 system allows ensuring safe and effective preliminary routing, as well as
the implementation of the transition plan along the route [81]]. Navi-Planner 4000 complies
with the requirements of IMO Resolution A.916 (22) - “Guidelines for recording events
related to navigation” and IMO Resolution A.893 (21) - “Guidelines on flight planning ".
From the functionality point of view, the Navi-Planner 4000 system is an application for
processing ECDIS electronic maps, as well as a set of databases, applications and services

required for preliminary plotting. The system is used for both onboard use and for shore
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use as an administrative tool. Navi-Planner 4000 software creates a transition plan based

on an electronic course editor [80], including:

m automatic preliminary laying using WGS-84 coordinate system;

m control of the depth under the bottom of a ship;

m checking the preliminary laying for navigational hazards and informing about the
found dangers;

m automatic calculation of control points;

m points of presentation of reports by radio;

m integration with the Navi-Sailor 4000 ECDIS system.

The logical presentation of the navigational sensors and support components that are

sending data to MFD is presented in Figure [I0]

Echo Speed
A Sounder Log
Position Wind
(GNSS) Sensor
MFD
ECDIS RADAR
Heading/
Compass — Track +—— GYRO
Control

Figure 10. Logical schema of sensor communication.

We are going to focus on collecting and analysing the data from the sensors represented on

Figure [10]

It is important to understand the limitations of the simulated setup as the primary focus of
this research paper is analysing the real ship attack vectors. The only components which
are corresponding to the actual equipment of the real ships are MFD and AIS receiver.
The devices analysed are actually used on the real ships so it is sufficient enough to state
that the data analysed is accurate. NATO CCDCOE environment was built to support the

cybersecurity research - the devices are surrounded by a simulated environment in order
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to imitate the real situations and supply them with the real data. There is a simulated
input with the real protocol that the devices are using for message exchange. That is
why the analysis of time intervals described in this chapter is corresponding to the vessel
environment as we need to "feed" the real device with the real data that equipment is
expecting. The feasibility behind the need of network data analysis lies in the fact that we
can draw the behavioural traffic patterns which can serve us as a basis while proposing

customisation for IDS.

4.2 Multi Functional Display Data Analysis

This part describes the format of sentences in IEC 61162-1 and NMEA 0183 standards,

received from different types of navigational sensors.

In order to operate adequately in conjunction with navigational sensors, the MFD should
receive certain data from them. This data is required to be transmitted in accordance with
Standard IEC 61162-1 (Edition 4.0, 2010-11) “Maritime navigation and radio communica-
tion equipment and systems. Digital interfaces. Part 1: Single talker and multiple listeners”
or in NMEA-0183 format. In addition, there is also a range of navigation equipment using
specific data exchange protocols. MFD allows operation with several types of such equip-
ment. In the real environment data from ECDIS mandatory sensors (GPS, Gyrocompass
and Speed Log) and additional sensors (AIS, RADAR data, NAVTEX) is gathered directly
via serial interfaces where, in the case of simulator, it is provided by "Instructor". The
scope of analysed data is limited to the messages within the aforementioned standard.
Reception of messages sent from NAVTEX receiver to the MFD serial port in ASCII and

NMEA format compatible with IEC 61097-6, Second Edition.
Format of the messages consists of the following parts [82]:
$—AAA . x.x,a,c—<c,...*hh <CR><LF>, where:

"$": Start of sentence;

"_": Talker ID;

"AAA": Mnemonic code of data type identification;
".": Data field delimiter;

"x.X,a,c—c...": Data;

"*hh": Checksum field;

"<CR><LF>": End of sentence.

N R LD =

While trying to collect some real network flow from a real ship, we found out that, the ex-
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tracted traffic represents well-segmented network traffic, and only the MFD communication

is recorded.

Different sensors are sending messages to MFD with different time intervals, with the

acquired network traffic we can see the rules by which retransmission of the messages can

be analysed.

This data flow extracted from the interface of the MFD computer. The average time

intervals can be found in Table

Table 1. A table with time intervals between MFD messages

Nr | Message Meaning Sensor Average time interval
Prefix (seconds)
1 $SHEHDT Heading from True | Compass 0.1094
North
2 | $SHEROT Rate and direction of | Rate of turn indi- | 0.0994
turn cator
3 | SVBVHW | Speed through the water | Speed log 0.0546
4 | SYVMVBW | Speed through the water | Speed log 0.0546
$GPVTG Speed and course over | GPS 1.1
ground
6 | $SGPDTM | Used datum GPS 1.1
7 | SGPGLL Explained below GPS 0.05
8 | SGPRMC | Explained below GPS 0.05
9 | $GPGGA | Explained below GPS 0.0937

There are two types of packets observed which are displayed in Figures [[T]and[I2] They

are coming together with the average interval between Type 1 and Type 2 less then 1

millisecond, while the interval between each pair of messages is 0.9565 seconds. This

messages include following prefixes:

m $INGLL (Geographic position);
m $INZDA (UTC Time and Date): the message contains information about the time,

m $SINVDR (Set and Drift);
» $IIRTE (Route name);

n $ITHTC (Heading/track control command);

n $IIAPB ((Heading/Track Controller (Autopilot)).
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The messages described above are sent by position (GPS, GLONASS, DECCA, LORAN)

SENSor.

0000 02
0a
a9
00
00 $INGL L,4953.1
38 83,N,006 18.004,W
2c ,131655. 00,A,Dx6
31 1:-:$INZD A,131655
2e .00,03,0 2,2021,0
30 0,00x73 $INVDR,
31 179.4,T, ,,0.3,Nx
35 55::$I1IR TE,1,1,C
2c ,%2C- -$ IIHTC,V,
2c llSlllll llllc*35
od $IIAPB ,A,A,0.0
30 OOIRINIV lVl lTll'

q
$INGL L,4953.1
83,N,006 18.004,W
,131655. 00,A,D%6
1--$INZD A,131655
.00,03,0 2,2021,0
@,00%73: -$INVDR,
179.4,T, ,,0.3,Nx*
55

Figure 12. Wireshark INGLL packet payload. Type 2.

Messages with the prefixes $§GPGGA, $GPGLL, and $GPRMC are sent by GPS sensor to
update the information about the ship’s position (latitude and longitude) [|83]].

$GPGGA - The message contains data on position, time of position determination, data

quality, number of satellites used, factor of degradation of accuracy of horizontal coordi-

nates, information on differential corrections and their age [[83]].

GPGGA message intervals

0.075
0.050
0.025

0.000

4:15:00 4:15:30 4:16:00 4:16:30 4:17:00 4:17:30

Figure 13. GPGGA intervals line chart.
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$GPGLL - The message contains data on geographic latitude, longitude and time of

coordinates determination [83].

$GPRMC - The message contains information about the location, time and date of the

coordinates, speed, direction of travel and magnetic declination [83]].

Messages with the prefixes $§GPVTG and $GPDTM (the used datum) also sent by GPS
sensor to provide data about SOG (speed over ground) and COG (course over ground) [83].

This data is sent twice in a 1.1 second with almost imperceptible difference.

$GPVTG - The message contains information about the direction and speed of movement
[83]].

4.3 AIS Messages Analysis

For the purpose of this research paper, we analysed AIS records collected on the real
equipment used on the vessels. The model is Comar Systems RECEIVER: RS00Ni. The
Comar R500Ni1 with WiFi is an AIS receiver interfaced to a Raspberry Pi 3 computer [84].
This receiver was located onshore in the port so the amount of received records is higher
than the object in the sea would have received during the voyage. Python script was used
for data extraction adding the needed timestamps. Later then the records were imported to

Excel spreadsheet for continuous analysis.

While talking about AIS receivers, it is worth noting that the receiver was used is a vessel-
based AIS transceiver. Another type can be Satellite-based AIS (S-AIS) which is out of

the scope for this research paper.

Collected data was grouped by the ’sourceMmsi’ message part as it is the unique 9-digits

sequence aimed to identify the object that has sent the packet.
The example of AIS message is presented below, according to IEC 61993-2 regulation:

'AIVDM, 1,1,,A,33a1 A>00iVQhECtR35t: THQ@01V0,0%72, where:

First field: !AIVDM - AIVDM packet identifier;

Second field: 1 - segment count;

Third field: 1 - segment number of this message;

Forth field: empty - sequential message ID for multi-segment messages;
Fifth field: A - radio channel code;

M e
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6. Sixth field: message data.

The tool used to decode the AIS message is [85]. It is using the AIVDM/AIVDO protocol
decoding method described in [82].

Different indicators were calculated, namely: average time between packets from the same
source, minimum and maximum times between received packets from the same source,
as well as standard deviation. In order to visually display the received results, we plotted

histograms of the time distances between the packets from different ships.

On the histogram, presented in Figure[I4] we can see how many messages from different

AIS objects were received by our equipment per minute.

Average number of messages per minute

G S S N PR N R S TIPSR SN SR, VR S S S S, VR
D7 ¥ a2 Y BT W 07 07 407 50 490 (8 ST WD (0 T DT D Y Y Y Y
VNN NN N NI ‘SN GEN N SN SN SN AN

6 D A DN > Ao
A0 AP A AV o o
NAENAIEN. [alENalENS

\N \rbv \D \D' ,\V \“

<,

Figure 14. Average number of messages per minute.

As we can see from this line chart diagram, the number of AIS messages received varies
too much in order to draw conclusions for the possible DDoS attack with the fake AIS
messages. Nevertheless, by classifying the received messages by types of the ’sender’ we
can see different behavioural patterns. There are different sender types, e.g. slow ships,

fast ships, navigational aids, buoys, etc.

Detailed analysis of the groups of the same object messages gave us the output presented

below.

= "!AIVDM,1,1,,A,13al A>..." message analysis is presented of Figure[I5] This is
Vessel Type - Generic: Cargo. This information we can get from its ’sourceMmsi’
code. The names of the ships are not going to be presented, however, it is open

information available online.

Most of the data in the 14-21 seconds time interval. We can see time differences around 20,
40 and 60 seconds. They are 20 seconds intervals multiplied by 2, 3, etc. It means that the

packets are sent every 20 seconds but sometimes we miss the reception. By replacing the

46



Chart Title

160
140
120
100
80
60
40

20

Figure 15. Time intervals for "13alA>" message.

resulted values with the median value of the time difference, we can draw the histogram
presented on Figure [T6}

Chart Title

30
25
20
I

18,24, 18,73] (18,73, 19,22] (19,22, 19,71] (19,71, 20,20] (20,20, 20,69] (20,69, 21,18] (21,18, 21,67

.
5

w

Figure 16. Median value for the time difference of "13alA>" message.

So, we can expect the time difference between messages n * (18-22) seconds for the
"IAIVDM, 1,1,,A,13alA>..." message type.

= "!AIVDM,1,1,,A,131gAn..." message analysis is presented of Figureﬂjl The Vessel
Type - Generic: Tanker.

47



IAIVDM,1,1,,A,131gAn00031h?D2R3c7LCc;<08F2,0*27

20

Figure 17. Time intervals for tanker ship class type.

As we can see on of the histogram above in Figure[I7} we can see the same timing pattern:
messages are mostly coming in 18-22 seconds with some results breaking this interval,
indicating us the loss of some perception (at 40, 102, 120 and 222 seconds). So, the same
conclusion applies to this object type at the sea.

m The next object type that we are going to analyse is Bulk carrier ship. The example
AIS message for this object is "!AIVDM, 1,1,,A,33=c‘b1001 1h=uLR20khUgqHnODM:,0*0A".

In Figure [I§ we can see a new timing pattern that indicates the importance of object
classification to identify the expected behaviour.

AIVDM,1,1,,A,33=c'b10011h=uLR20khUgHn0ODM:,0*0A

5

SRR IR IR RS I R IR IR I JC I SR

N S & &
NS ® 8% o @ a® & 9% o 4 W& & o 90 ¥ & @ ¢
B S SO R Al G G P ol

§
S &S S P S
A

Figure 18. Time intervals for bulk carrier ship class type.

This histogram presented in Figure[I8]shows us quite strict results, the possible conclusion
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why we have no deviant values is that our receiver was close to the object. On histogram,
we can see a new time pattern: messages from the bulk carrier are coming within 358-362

seconds time window, i.e. 5.96 - 6.03 minutes.

m Another type of object can be Generic: Tug. The sample message is "!|AIVDM, 1,1,,A,B481Ed0000L>C

The time intervals are presented in Figure[I9]

IAIVDM,1,1,,A,B481Ed0000L>CP PD9h03wulUkP06,0*55
5

Figure 19. Time intervals for tug ship class type.

More statistical results for different messages are presented in Appendix 1.

Our assumption was that, after we analyse the timing and the content of the packets, we
can define what is normal and what is abnormal behavior for the system. To finalise, now,

we can see several facts:

m the deviation is too high, so, it is impossible to compare the periodicity of the data
with its average without separation of the messages to different classes;

m the received data is periodical but the periodicity is based on the transmitter as each
type of transmitter is sending packets with different frequency;

m the content of the messages (speed, station type, etc.) correlates with the repetition
time;

m shown data analysis can be a base for anomaly detection as we can define the normal

behaviour based on the timing of the received messages.

4.4 Novel Attack Description

Based in the message data, time intervals and attacks vectors analysis, we can see the

way how to circumvent the monitoring system. The signature-based detection relies on
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the existing database of the malicious payloads and behaviour analysis of the potential
attack. However, due to the lack of studies in the NMEA industrial protocol behaviour,
there are no resources describing how to detect abnormal behaviour in the messages with
the valid payload. NMEA sequences are plain text and contain authentication messages. It
is not difficult for an adversary to intercept information either in the GPS receiver, or in the
autopilot controller or on another part of the network, and change the course of the vessel.
That is how we came up with the novel attack on electronic navigational system on the
ship bridge which we called "timing based attack". The ship is suspected to be vulnerable
to the following offensive technology: by sending valid packets but within fewer time
windows, we can force navigational equipment to display information that is needed for
the attacker. We cannot physically force a ship to change the course but with manipulation

of the display data, the adversary can force the captain to make a different decision.

Addressing the results from AIS messages analysis where uniquely objects at the sea are
sending their location inside the time window between 18 and 21 seconds, adversary can
overwrite the information received by AIS receiver on the victim ship by sending messages
with the same ’sourceMmsi’ packet part as it is unique identified of the object, with less
time interval, changing the position report of the objects around the ship. This use case
shows that adversary can possibly deceive the recipient navigation display. This particular
scenario is assuming that the attacker gained initial access to the bridge and, by running a
script which takes the real packets and shifting the time a bit, makes a danger of the ships
collision. With this example, we wanted to highlight the impact that timing attack can

cause on navigational equipment.
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5 Results and Discussions

This chapter is going to summarize the findings of the author and discuss the feasibility of
putting open-source IDS into ship’s bridge. There are several aspects to consider: how to
place IDS sensors in the system, how IDS can perform under network load on the bridge.
As an example, Snort IDS is going to be discussed and its possibilities to fit into maritime
needs as well as how Snort can detect timing attack scenario discovered in Chapter
However, according to the comparison of the needs IDS should meet, in essence, Suricata
can also fulfil those. It is worth highlighting that this research paper is not aimed to
promote Snort solution but rather show a method of detecting and preventing known and
unknown attack scenarios described in details in Chapter[3] Snort is taken to show a use

case example of embedding open-source IDS solutions and adapting it to maritime needs.

5.1 Attack Vectors Detection and Prevention

Due to the mixed nature of the communication happening between navigational equipment
(TCP/IP packets as well as NMEA-over-Ethernet), the thread is becoming more complex
as well. We need to be ready to detect well-known IT attacks as well as maritime-specific

attacks.
The proposal on placing Snort in the ship’s bridge network is motivated by several facts:

1. Any software or hardware placed on the ship’s bridge should be certified. This
puts constraints on the ability to perform any testing of open-source product’s
functionalities on the real ship as it does not have needed certifications. This is
an obstacle that any researcher interested in maritime cybersecurity might face
with. Previously, Snort creators have shown the ability of Snort to transform into
commercial, certified product. Cisco company took Snort solution into their routers,
successfully customised and certified it [[86]]. This example shows that open-source
solution can be a good fit for commercial products and receive certification.

2. Snort has become a standard for IDS systems. It is not only supported by top-lists of
cybersecurity tools [87, 88|, but also by awards granted to Snort software [89];

3. Snort is an open-source solution that is supported by cybersecurity enthusiasts and

a strong development community. This is extremely important nowadays as new
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exploits and attacks are coming every day and Snort community is reacting fast
enough to update the database of detection rules. And the solution itself is actively
being improved. Recently, Snort announced stable release of Snort 3 completely
rewritten in C++ [19]];

4. Due to the fact that it is open-source - the product itself is easily customisable which
makes it possible to adjust the features to specific needs. The need for customization
is described later in Section[5.3}

5. Due to the fact that it is open-source - the product is free.

As mentioned above, this year Snort community announced the next stable version of
Snort - Snort 3 [90]]. It brought Snort software to a new level of competitiveness. With the
new release, big changes came [91] which outweighs the decision on using Snort 3 over 2,

namely:

m The engine for detecting attacks has been modernized, the rules have been updated,
the ability to bind buffers in the rules (sticky buffers) has been added. The Hyperscan
search engine was used, which made it possible to use fast and more accurately
triggered patterns based on regular expressions in the rules;

m The performance of the deep packet inspection mode has been significantly im-
proved. Added the ability to multithreaded packet processing, allowing simultaneous
execution of multiple threads with packet handlers and providing linear scalability
depending on the number of CPU cores;

m Automatic detection of running services, eliminating the need to manually specify
active network ports;

= And a lot more, but the points provided above are affecting the author’s decision on

using Snort 3 over Snort 2.

The study of optimal bandwidth of the ship network topology [92]] has shown the amount
of the transferred packets in case of different typologies (e.g. bus, star, ring) within the
0.6-1.5 seconds window. It was proved that the ship network can be classified as a small
network. At the same time, Snort has shown the ability to be an effective solution for small
medium networks. Recent studies examined the performance of the Snort under different
workloads [93]. The testbed results showed that Snort can provide relatively high efficiency
with 1 Gbps of traffic generated. Although the performance of the Snort can reduce while
the traffic is becoming over 5 Gbps [94]], it is proved to be not the case when working with

a single ship network.

The abilities of Snort to perform its stated functions was covered by different research

papers. Although the studies discussed below are concerning Snort version 2, we do believe
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that successful results of older version are going to be carried out to the newer version.
There is no solid research basis covering Snort 3 performance or detection efficiency due

to the fact, that is it relatively new.

Snort performance of detecting ransomware attacks was studied by several papers [95, 96]],
providing satisfying and reasonable results. Ransomware, being one of the biggest concerns
in the maritime industry which was discussed in Chapter [3|should be considered among

the first factors to be addressed while choosing cybersecurity protection mechanisms.

Chakrabarti et al. provided a comprehensive review of the Snort capabilities showing
the results of the detection ratio by Snort for various attacks, namely: DDoS, virus and
malware infection, exploits, etc. "For testing out various attacks, Snort was configured
with some rules that are inherent to Nmap — Zenmap" [97]]. This study proves that Snort is
able to successfully detect the typical cybersecurity world attacks which can also occur on

the ship computer network.

There are several attack branches discussed in Chapter [3] that cannot be mitigated with
the IDS placement on the bridge. This includes the possibility of detecting an infected
removable device plugged in the computer. This case of host-based attack cannot be
detected by NIDS. However, with the IPS being in between ECDIS and backup ECDIS,
we are able to prevent the infection from spreading, leaving the possibility for the ship to
operate even if the main ECDIS was compromised. To advance to possible effects of the
IDS in the system, we analysed and proposed a placement option for IDS sensors in the

network.

5.2 Implementation Recommendations

As long as we are not performing action research focusing on one vessel and trying
to propose the best implementation of the NIDS in the network, we are trying to draw
common patterns of the network setups in order to provide a unified solution that will fit
the need of any non-military vessel. There are several recommendations on how network
setup on the bridge should look like [98, 99, 100]. Literature review showed that the way
of how the network equipment is placed can vary from ship to ship, depending on its
size and purpose, however, the general purpose and types of the equipment components
are staying the same. The main parts that are going to be found of any vessel: RADAR,
ECDIS, Backup ECDIS, Conning, AIS, GPS, VDR, GMDSS - making no difference what
is the type of this vessel (being it tug, cargo or passenger ship, big fishing boat, etc.). In

Figure 20| we introduce the possible placement of Snort in the system.
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Figure 20. Proposal on IDS and IPS sensors placement.

There are a few things that should be taken into account while choosing the best placement

option for an intrusion detection system:

m Firstly, computers and software running on top for navigation equipment is licensed.
That means that installing additional software of the host machine is prohibited
unless it is approved by the vendor or automation and navigation integrator. Also,
referring to the interviewed experts answers provided in Appendix 2, this statement
was confirmed. This limitation shows us that we cannot consider installing a host-
based intrusion detection solution as we need to keep the licence.

m Secondly, from interviews we discovered that it won’t be allowed to put additional
components inside the same network where navigation network is located unless the
device or appliance is approved by the navigation integrator. In this case, we can
consider IDS only as a listener and logger. In this scenario, we can mirror the traffic
from navigation network and forward it to Snort in a different network segment,
leaving it the possibility of alerting and analysing the network activity.

m According to the technical requirements for installing ECDIS on the ship, it is
required to have a connectivity cable between main ECDIS and backup ECDIS
[101]. If we want to get the best use out of Snort on a bridge, we propose to use it as
an inline device in navigation network between main and backup ECDIS. The IPS
sensor placed between main ECDIS and backup ECDIS will prevent malware from

spreading in case of infection. In this case, Snort should be certified by navigation
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and automation integrator. This is not the case right now, however, during the
interviews maritime experts have shown interest in adapting open-source solution to

ship needs.

5.3 Proposed Improvements for the Novel Attack Detection

And as we can see from our hypothesis, the potential indicator of the attack is the wrong
interval of the messages. Hence, it can be an indicator of the position mislead and possible

intrusion.

We need to consider improving current detection mechanisms. The ways of doing this
are only limited by research community imagination as this appliance domain (maritime)
is relatively unstudied in terms of complementing cybersecurity on a ship with open-
source solutions. However, we propose two different approaches to change the detection
architecture of IDS:

m a custom preprocessor is a part of IDS codebase sending log messages to separate
detection module for further analysis;

m a protocol analyser being a part of IDS codebase passes further to IDS detection pro-
cesses where messages are matched against NMEA and AIVDM/AIVDO signature

sets.

The first option can be explained as follows:

1. First part: a custom preprocessor as a part of the IDS codebase can be developed to
parse a single message and create a log entry for it. It is going to be written in C or
C++ as Snort 3 was rewritten in C++ [|[102]], Suricata is written in C [|103]], Zeek is
mostly written in C++ [[104].

2. In the second part, we consider having a separate attack detection module that tracks
the log messages from the preprocessor and completely separated from the IDS
codebase. It can be written in a higher-level language (rather than C or C++) in
order to facilitate rapid development and testing of different timing attack detection

algorithms.

Following the second option scenario, the idea of preprocessor development stays the same,
however, instead of passing logs outside IDS, we consider developing rule sets against
which log messages are going to be matched. As a result, only maritime-specific protocol

messages are going to be sent to the detector, to which the rules are applied. For example,
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in case of Snort, detection_filters with rules [105]] can used to set an alert on more than

specific amount of packets received per defined interval discovered in Chapter [4]

The motivation for writing a custom preprocessor for IDS lies in the fact that we need to
decode the AIVDM/AIVDO protocol (used for AIS messages) and NMEA (0183/2000)
where IDS can allow us to build protocol-specific decoders. By implementing the new way
of parsing the packet data by custom preprocessor we can keep track of the sensor NMEA
and AIS messages received by MFD to draw conclusions about the type of activity. The

tracking points can be:

m the number of packets is significantly increased within the time window defined;
m the received coordinates from the ship in AIS message have changed a lot from the

previously received message.

What we are trying to achieve with the custom preprocessor as plugin design is an under-
standing of the behaviour of industrial protocols, unknown for IDS. Nevertheless, it is
encapsulated into standard IP packet, after it passes the stage of packet decoder, we need
to instruct IDS on how to process this type of payload data. When we are talking about
the messages coming from sensors on the ship, it does not require additional non-standard
procedures as we can treat payload of the sensor messages as a string and provide rules for
the matching against custom rules as well as define interval windows. This is trivial due to
the fact that messages coming from the sensors on the vessel are passed in unencrypted
way. That is why we can differentiate between the messages using prefix filtering. The
used prefixes were described in Chapter 5.

The need for additional decoding is coming when we are operating with AIS messages, as
they passed in encrypted way according to AIVDM/AIVDO protocol specifications. The
problem of fast and efficient decoding of AIS messages has been well-studied. Scientists
from non-profit research institute RISE Viktoria [[106] showed in their paper a way of
extracting the fields information from AIS sentences using C++. As a part of the bigger
scope, [107]] showed the logical process of decoding AIS sentences as well. There are a
few repositories available with the C++ source code solving the problem of decoding AIS
messages, namely [[108, [109]]. These resources can become a basis for IDS preprocessor
source code, solving the problem for AIS messages decoding. However, it is worth noting
that this approach can be used for initial studies only. When going deeply into upgrading
IDS detection mechanisms, for better performance and correct packet interpretation,
NMEA plugin development should also be considered.

To sum up, the proposal for the advancing detection mechanisms for detecting attempts to
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mislead the ship or trick the captain can be described as follows.

In the first case, we are talking about string matching against particular parts of the packet
(prefix), which will identify the type of the packet received and the sender of the packet.
The second case includes detection of the behaviour that is against the rules that were
concluded from data analysis provided in Chapter 4] As we are keeping track of the
messages coming to MFD, we can give a rough classification for two major groups of

"senders": sensors on the ship and AIS receiver.

1. If the message received has a prefix from the list of sensors groups (described in
Chapter 5), we are going to apply the time interval checking for the next message
with the same prefix comes. If the intervals appear to be significantly less than
defined (this number exceeds a threshold) in the rule for IDS (the quantitative value
was taken based on the data analysis), the alert will be created.

2. If the message received has a prefix from AIVDM/AIVDO protocol specification,
then the decoding mechanisms will apply and the ’sourceMmsi’ data fields will be
extracted, which is a unique identifier for the object at the sea and the interval for
this object will be calculated. After the pattern observed, if the intervals appear
to be significantly less (this number exceeds a threshold), the alert will be created,

indicating the potential external ship direction or coordinates silent change.

This research paper is not aimed to provide benchmarking analysis of the available open-
source IDS solutions but rather discuss the possibilities of different platform to extend

their detection functionality to meet maritime needs.

m Developing preprocessor in Snort 3

"Preprocessors specifically, and plug-ins in general, give Snort the capability to be more
than an IDS. They give it the capability to be an extensible intrusion detection framework

onto which most any detection method can be built" [[110].

However, Snort 3 documentation [91]] provides general guidelines for developers on how

to properly embed the new plugin into the existing system.

The current documentation of Snort++ is lacking end-user friendly guidelines on writing
preprocessors, and the only available resources are currently quite outdated. The newly
introduced Snort 3 shows how industrial protocols can be integrated into a standard IDS
solution. Recently, in Snort 3, the new ways of Modbus and DNP3 protocol parsing were

introduced. Modbus and DNP3 are communication protocols used in SCADA systems.
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This shows growing attention to industrial protocols from Snort development community,
where NMEA and AIVDM/AIVDO can be also classified as industrial protocols. Modbus
and DNP3 examples show how industrial protocols can be added into open-source IDS

with unique rule options needed for detection.

For better performance results, in the ship bridge network, we can turn off most of the
available preprocessors. For example, in the case of Modbus and DNP3, it was needed to

leave turned on only stream5, frag3 and enabling PAF (Protocol Aware Flushing) [91]].

Based on the current requirements for correct industrial protocols processing, future
development of the NMEA and AIVDO preprocessors will require minimum dependencies
to be enabled.

m Developing preprocessor in Suricata

The newly updated documentation of Suricata 6.0.2 [111]] describes the example of protocol
decoder in a sketchy way. The documentation is incomplete and can be significantly
improved. However, Suricata is actively organizing developer trainings as well as SuriCon
conferences [112]] which can help future enthusiasts, aimed for extending Suricata detection

functionalities to the maritime domain, to learn internals better.

m Developing preprocessor in Zeek

Zeek’s documentation on developing scripts is well-written and easy to understand for the
development community. It provides extensive guidelines on how to embed additional

scripts for further processing of the captured data.

All aforementioned open-source IDS solutions are showing how industrial protocols can
live inside detection modules, as all three solutions are providing support for detecting

Modbus and DNP3 protocols in their latest stable versions.

Based on the interviews with the experts in the maritime field, we figured out that one of the
important aspects that technical people want to see in the future cybersecurity tool on a ship
is the possibility to keep the logs for faster investigation. And the more detailed log journal
is going to be - the better. This puts one of the aspects that IDS should be complaint with - it
should keep a detailed log journal of packets in the ship bridge network. And the proposed
2-separate-part approach (first scenario on changing the detection architecture that has
been described earlier) has one fundamental advantage — one will have a detailed log of all

messages that have passed the bridge network which allows for detailed investigation of
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past incidents.

It is hard to estimate which IDS can be best suited for this purpose, however, we can
discuss strengthens and weaknesses of each solution to fit our particular needs. To speed
up the performance of the log writing process in Snort, logs are usually written in unified2
binary format. It is increasing the writing to disk speed, however, it is also bringing the
difficulty of further parsing the log entities. For this, the Barnyard2 option is available in
Snort, however, it has been not updated for more than 5 years now [|113]], which creates
additional vulnerabilities in the system. Also, it is possible to log all traffic to pcap files,

however, the performance can get lower.

On the other hand, Suricata and Zeek are offering easier to maintain solution for logging

functionality.

Suricata allows logging all traffic passed through the network interface easier, saving it
to EVE.json (Extensible Event Format) and, from here, another process can take file for
further analysis and testing different timing attack detection algorithms. Also, it is possible
to configure suricata.yaml for the “outputs” configuration module. Suricata documentation
advises not to log all network traffic as it will result in slower performance as well as the
possibility of packet loss. However, in our case, we can configure this functionality to log
all NMEA and AIVDM/AIVDO messages in the network, where the rest of the traffic will

be covered with the standard detection modules.

As it is stated in Zeek documentation ‘“Zeek offers transaction data and extracted con-
tent data, in the form of logs summarizing protocols and files seen traversing the wire”
[104]]. This means that the possibilities of Zeek to fulfil the requirements of easy and
detailed logging is the best fit, nevertheless, it is not offering an extensive suite of alerting

mechanisms.

To sum up, for future researchers who want to investigate the behaviour of the NMEA and
AIVDM/AIVDO protocols in real life, as well as test custom-written detection modules,
Zeek can serve its purpose of providing extensive input. Moreover, it can be used for
investigation purposes without impacting the performance of the system. For further
processing of the log entities, Zeek offers different output formats, where TSV (Tab-

separated Values) [104]] can be the fastest and easiest to operate with.

A summary of the author’s thoughts is provided in Table 2] below.
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Table 2. A comparison table for open-source IDS

Snort 3 Suricata Zeek

Industrial protocol detection support | Yes Yes Yes
(Modbus/DNP3)

Easy to customize/add modules No No Yes
Detailed documentation on prepro- | Can be im- | Can be im-| Yes
cessor development proved proved

Extensive detection mechanisms Yes Yes No
Maritime protocols support No No No

Summarizing the discussion, the author sees Zeek software as a great way to continue
the research of detection mechanisms development, where placing Zeek in the network
as a logger will allow researcher to get the log entities without organizational problems
(for example, getting permission from automation and navigation integrator company).
However, as we want to detect and react to both known attacks (using conventional
signatures) as well as, in the research paper the novel attack was introduced called “timing
attack” on the navigation displays, we see that the best efficiency can be achieved with

either Snort 3 or Suricata as Zeek does not pose itself as an advanced attack detection

solution but rather network monitoring and logger solution.
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6 Summary

In conclusion, we observe poor preparedness of the industry, for the times when cy-
berattacks are no longer something new and are widely used. In addition to software
vulnerabilities and other security holes in these systems, there is also a severe problem of
the inability to instantly apply security updates to systems on ships in the voyage. It is
doubling the chances for adversary and minimising the chance for shipowners to be ready

to respond fast enough.

Implementing cybersecurity tools with a deep understanding of how vessel network can
differ from ordinary enterprise network, the difference in vulnerabilities and realising the

impacts can be the only way to win against the adversary in the digital world.

This research paper had investigated the feasibility of putting open-source cybersecurity
tool on the vessel and if an open-source solution can be modified in order to meet com-
mercial world of water transportation needs. The current state on ship in terms of being
cyber secure is in its incipient phase where even naive and straightforward misuse can lead
to major consequences - and such kind of attacks can be easily preventable. An intrusion
detection/prevention system can prevent a lot of known attacks and dangers posed to the
ship.

To summarize the findings of the feasibility study performed, we divided the finding into

several categories:

m We showed with the help of visual attack scenario modelling - attack tree methodol-
ogy - the common attacks on bridge navigational systems.

m From a legal perspective, after having interviews with experts from Port of Tallinn,
we found out that the possibility of implementing an open-source solution without
giving notice in advance to automation and navigation integrator can cause shipowner
to lose the license. However, there are two possibilities to get out of this situation:
In the first case, in order to make the best out of the IDS, the customised solution
can be certified. We studied the possibility of open-source product - Snort - being
transformed into commercial use, being inspired by the Cisco model, where Cisco

company took the open-source version of Snort, modified it, certified it and then

61



started to sell it as a product. It combines the best of two worlds: open-source
community brings the latest innovations into the system, and a strong company
fulfilling legal and certification requirements of their customers who do not have the
knowledge to maintain open-source software themselves and on top of - it needs
certification.

In another case, if getting the licence for IDS is not a priority for automation and
navigation integrators, IDS (or network logger) can still be placed on a bridge but
with limited functionalities: it can serve only as a passive monitoring and logging
tool, where the log entities are going to be analysed with the help of external
module/program/software. In this case, we cannot prevent attacks, however, it can
be an initial step to gain "credit of trust".

s From an economic perspective, an advantage of open-source tooling is that it is
free. However, experts have shown some slight doubt about the cost of human hours
implementing this type of solution onboard. The calculation and prognoses of human
efforts are out of the scope of this research paper.

m From technical and operational feasibility, we studied several points, namely: place-
ment, network load, speed of processing, protocol decoding and advancing detection
mechanisms. As an example, Snort IDS was chosen to show how the solution can be
adapted to the bridge network system. We considered both intrusion detection and
prevention capabilities of Snort while proposing the placement of the Snort sensors
in the network.

m Finally, scheduling feasibility is not relevant for this research as we are not consider-

ing or predicting any time frames for implementation.

Individual shipping companies seem to be interested in trying new and free ways of
tackling security of the ship, but they obviously cannot risk the certification status of their
equipment. This leaves a perspective for future researchers to work in collaboration with
large ship equipment integrator companies to develop cybersecurity tooling based on the

open-source recognised products.

We proposed in the thesis how with modifications to the Snort, we can detect industry-

specific attacks in NMEA and AIS protocol communications.

It is just the tip of iceberg showing the real problem and lack of attention to possible threats
that the maritime industry can face. We cannot tell that any kind of system is 100% secure

but at least we can make a solid basement for future improvements.

The perspective of the work is to implement the proposed model for Snort or Suricata

preprocessor for maritime protocol processing, test the resulted performance as well as
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detection rates. Moreover, to test IDS in a simulated environment in order to be able to

suggest processing power and memory utilization limits for the hardware components.
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Appendices

Appendix 1 - AIS Message Analysis
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Figure 21. Time intervals deviation for 13LgAn0003.
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Appendix 2 - Expert Interviews

Questions to ship crew during the trip to ferry Leiger on 17th of February 2021

m Which systems vessel relies on during course-keeping process? (GPS only/GPS+onboard
compass/INS/something else).

m Which OS version is used on the vessel for the most important hosts?

m What is the average time the vessel system is online? (During one trip)

m [s it possible to install additional software to the machine running ECDIS/AIS/Au-
tomation hosts? And if no, then how it is being prevented.

m What is the current authorization mechanics in the computers? How many users
exist in the system?

s How often the systems are being updated? And is there anything that can prevent
from updating? (System incompatibility, for example)

m Describe the network setup on the ship - how many switches/routers/firewalls/other?
What are the manufacturer and version installed?

m How the guest network is being separated from the crew network?
Questions to Port of Tallinn engineers during the Teams call on 12th of April 2021

1. Is it possible to use open-source software on the vessel? What can prevent from using

one?

Expert 1: The first concern about this idea: I do not know if big companies that produce
the automation and navigation integrators like Warstsila or Transas, thinking about adding
open-source solutions to their systems that are certified for safe navigation. As I understood,
open-source is a tool that can be developed by everyone so it is opening new vulnerability

vectors, companies will not add to their packages such tooling.

When it is certified as a package, it will be included in the navigation integrator package
inside, it should be accepted by the integrator. And when it is already accepted it will be
locked: they will take it, customise, certify and then it will be taken on board but after that

it will be not anymore customizable.
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Expert 2: I agree, there might be problems integrating open-source into commercial product
because it is against open source community behaviour. We had this problem: there was a

good open-source but we could not use it because the end product was commercial.

Expert 1: The easiest way to still use open-source product on bridge without additional
certification is to use it in a navigational system as a listener. It should be not placed
inside the network, but, what nowadays navigational systems allow, is to take NMEA data
from automation and navigation as serial data only from transmit channel. This data that
be used to evaluate the cyber danger and if Snort will discover something, it can alert a
separate system but not as a part of the automation and navigation system. It will be a
separate device that is listening to serial communication. That is what companies allow to
do nowadays, this doesn’t require any certification. As an example, right now we have a
separate energy monitoring system working on board. We have a system that is monitoring
the energy and fuel consumption in real-time and what we using is that we are taking
from Watsila the same: we listen to the serial communication RC422 or RS485, convert
to TCP/IP and take to another network. It will communicate only by reading but not
intervening the communication. Integrator is not allowing third party services as it should

be agreed and developed in cooperation with navigation equipment integrator.

Expert 3: I would like to add, that Snort as a listener - it is fine. Open-source products
are bringing quite significant resource overhead compared to commercial tools. You need
to have the know-how and a really capable team delivering such solutions. Commercial
products can be just installed and working but open-source can be daily maintenance. The
cost is hidden in human hours. Shipping companies prefer to pay for commercial products

rather than for human resources.

Expert 1: The idea of open-source is good and companies might be interested in advancing
open-source solution for their needs. As we know, right now, most of the navigation
equipment do not have any antivirus or any cyber protection. This is because the antivirus

can disrupt the processes needed for safe navigation or deliver false positives.

As a listener even if it cannot avoid or prevent an attack, it is still going to log the
information and leave traces. Today if somebody is attacking the system and locking down
the system, you have no idea what happened. The equipment providers are having some
kind of system logging but it is not easy to reach the logs by shipowners. If the listener has
a data about how the attack happened, shipowners might start investigating who is behind
it, why and how it happened, what happened, how we can recover, etc. That can be a really

useful appliance.
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2. What are the criterias for choosing cybersecurity products to be installed on a ship?

Expert 1: The common answer: it is all about the money. What today is shipowners are
looking at is budget. The budget is one of the most important things. It is definitely will
limit some products. Secondly, integration to the system - how easy it can be integrated,
what are the possible side effects, if it requires human hours, etc. The product should be
working as independent, reliable, approved by a navigational integrator solution as the
main responsibility of the officer is safe navigation and cybersecurity tools should not

deliver any additional problems.

3. Is it possible to install additional software on machines running ECDIS?

Expert 1: Short answer: not allowed.

4. What is the common network topologies on the ship’s bridge?

Expert 1: I don’t know if I can be specific on this question. Expert 2: We can mention the

ring topology.

General discussion

Expert 3: We are currently in initial step of risk assessment. At the current situation OT
attacks are not that common as IT systems. So in rder to consider additional protection, the
business case should be there. Nowadays, it ia hard to see how IT system attacks can affect
OT systems on ship. If you take MITRE ATTACK strategies, when it comes to maritime
and OT systems, there are a lot of gaps - only when someone fills in those gaps, then IDS

can become more relevant. Right now it is not that relevant.
Expert 2: Yes, right now, yhey are separated: OT and IT systems, but it is going to be
changed as transportation is changing towards autonomous ships where I'T and OT will

become closely interconnected.

Expert 1: I agree that we are moving towards automonous shipping where systems running

Windows 7 or XP is going to be unacceptable.
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