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Abstract
Automating Defences against Cyber Operations in Computer
Networks

This thesis is based on a collection of eleven publications. The thesis explores the improve-
ment of organisational security monitoring capability and readiness to advance towards
intelligent autonomous cyber defence systems.

Additionally, the thesis aims to reduce the gap between suggestions derived from aca-
demic research and practical guidelines that are useful for cyber defenders. The feasibility
of utilising theoretical research outcomes in practice has been criticised in related pub-
lications by several different authors. To relieve this issue, this thesis and the bundled
collection of publications provide numerous actionable recommendations and practical
examples.

This thesis addresses problems in the areas of establishing which metrics are relevant
for security monitoring, how to build both general-purpose and cyber-exercise-specific sit-
uation awareness systems, how to raise SA qualifications and readiness of cyber defend-
ers, how to implement and verify novel log mining algorithms and network security frame-
works for cyber defence, and how to improve cyber defences by designing autonomous
intelligent cyber-defence agents.

The thesis provides recommendations for metrics and log data collection, transforma-
tion, and analysis methods alongside relevant data representation techniques. Further-
more, a novel data clustering and log mining algorithm LogCluster is proposed, compared
thoroughly with several other log analysis tools, and later used to provide practical ex-
amples of clustering logs from two different cyber security exercises (Locked Shields and
Crossed Swords). Furthermore, the thesis describes two novel cyber-exercise-specific sit-
uation awareness systems—Frankenstack and the Availability Scoring system: comprising
an overview of the development process, technical architecture, and validation during
the aforementioned cyber security exercises. In the area of network security, the thesis
describes the research on data exfiltration detection with open-source tools and details
a novel NetFlow-based anomaly detection framework. Finally, the concept and reference
architecture for autonomous intelligent cyber-defence agents is described and proposed
as the basis for future military and civil cyber defence systems.
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Kokkuvote
Arvutivorkude kaitse automatiseerimine kiiberoperatsioonide
vastu

Kaesolev ingliskeelne doktorit6é pdhineb autori Gheteistkiimnel publikatsioonil ja uurib
voimalusi arvutivorkude kiiberkaitse automatiseerimiseks kiiberoperatsioonide vastu. T66
peamine eesmark on luua eeldused ning tosta Uldist valmisolekut autonoomsete kiiber-
kaitse siisteemide arendamiseks ja juurutamiseks lahitulevikus.

T60 teine eesmark on teoreetilise teadustdd ning praktikas rakendatavate juhiste ti-
hedam sidumine. Akadeemilistes publikatsioonides jagatud soovituste rakendamine on
tihti liiga keeruline—taoliste soovituste ebapraktilisust on kritiseeritud mitmes doktori-
t60s viidatud allikas. Selle probleemi leevendamiseks pakub kaesolev doktoritoo ja sellega
kaasnevad publikatsioonid arvukalt praktilisi soovitusi ning naiteid tehniliste lahenduste
juurutamiseks.

Doktoritd6s otsitakse vastuseid jargnevatele kiisimustele ja probleemidele: milliseid
tehnilisi meetrikaid on oluline jalgida kiiberturbe seires; kuidas rajada nii tavakasutuse
kui ka kiiberharjutuste jaoks moeldud situatsiooniteadlikkuse slisteeme; mil viisil oleks
voimalik tosta kiberkaitsjate Gldist kvalifikatsiooni ja treenida nende oskusi situatsiooni-
teadlikkuse valdkonnas; kuidas oleks voimalik testida uudsete andmekaevandamisalgo-
ritmide ja vorguturbesiisteemide efektiivsust ja téokindlust; ning kuidas tosta kiiberkaitse
voimekust isedppivate autonoomsete kiiberkaitse agentidega.

Doktorit66 katkeb soovitusi meetrikate ja logiandmete kogumise, t66tlemise ning esit-
lemise parendamiseks. Too kirjeldab logide kaevandamise algoritmi LogCluster, vordleb
LogClusterit mitme konkureeriva logianallilisi tooriistaga ning toob mitmeid praktilisi nai-
teid LogClusteri kasutamisest kiiberharjutuste andmekogude analiitisimiseks. Eraldi kasit-
letakse kiiberharjutuste tarbeks loodud kahte vabatarkvaralist monitooringusiisteemi: t66
sisaldab lilevaadet nende stisteemide valjaté6tamisest, komponentide tehnilisest Gilesehi-
tusest ning katsetamisest kahe erineva kiiberharjutuse, Locked Shields ja Crossed Swords,
raames. Vorguturbe valdkonnas uurib t66 andmelekete avastamist vabatarkvaraliste va-
henditega ning kirjeldab hiljuti publitseeritud NetFlow-pohist vorguanomaaliate tuvasta-
mise seireraamistikku. Viimaks kirjeldatakse kontseptuaalset intelligentsete kiiberagenti-
de etalonarhitektuuri, mida saaks potentsiaalselt rakendada autonoomsete kiiberkaitse
agentide arendamisel ja juurutamisel.
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