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VII This is the first of three publications on the topic of Autonomous Intelligent Cyber-defence Agents (AICA). Publication VII is based on the intermediate results of thework done by the NATO Science and Technology Organisation’s IST-152 Research TaskGroup (RTG) between 2016 and 2018. I was an active member of this research group.PublicationVII captures the primary concepts of the initial reference architecture [85]published by the IST-152 group. This preliminary research resulted in the publicationof the Initial Reference Architecture of an Intelligent Autonomous Agent for Cyber De-
fense [85], in which I directly contributed to the research and write-up of the Sensing
and World State Identification chapter. Correspondingly, I was the co-author of thesame chapter within Publication VII.

VIII This book chapter published in [68] is the second of three publications on the topic ofAICAs. This chapter is largely based on the second revision of the Autonomous Intel-
ligent Cyber-defense Agent (AICA) Reference Architecture report [86] that comprisesthe work done by the NATO IST-152 group between 2016 and 2019. In Publication VIII,I contributed to the research and write-up of section Sensing and World State Iden-
tification and was the primary author of section Use Cases that provides an examplescenario of AICAs being deployed within Unmanned Aerial Vehicles (UAV).

IX This journal article is the third of three publications on the topic of AICAs. Publi-cation IX serves as an introductory and overview article of the second revision ofthe Autonomous Intelligent Cyber-defense Agent (AICA) Reference Architecture re-port [86] that concludes the work done by the NATO IST-152 RTG between 2016 and2019. Within this second release of the reference architecture, I directly contributedto the research and write-up of the Rationale of AICA and Scenario and Sensing and
World State Identification chapters.

X I provided input for the development and features of the novel detection frame-work. In later phases, I supported the work by looking through the analysed Net-Flow dataset to provide additional observations on the performance of the proposedmethods.
XI I was the primary author of this paper. The paper describes the research and de-velopment effort of Frankenstack following the initial paper (Publication V) in 2017.This latest publication describes the updated architecture, event normalisation, dataenrichment methods, and improved event processing within the newly developedversion. In addition to contributing most of the manuscript write-up, I was respon-sible for the development of the Exercise asset collection and Python event shippermodules described in the paper.

10
Full text https://digikogu.taltech.ee/et/Item/beb3e841-9c6e-4496-a73a-17148bc941ef



Abstract
Automating Defences against Cyber Operations in Computer
Networks
This thesis is based on a collection of eleven publications. The thesis explores the improve-ment of organisational security monitoring capability and readiness to advance towardsintelligent autonomous cyber defence systems.Additionally, the thesis aims to reduce the gap between suggestions derived from aca-demic research and practical guidelines that are useful for cyber defenders. The feasibilityof utilising theoretical research outcomes in practice has been criticised in related pub-lications by several different authors. To relieve this issue, this thesis and the bundledcollection of publications provide numerous actionable recommendations and practicalexamples.This thesis addresses problems in the areas of establishing which metrics are relevantfor securitymonitoring, how to build both general-purpose and cyber-exercise-specific sit-uation awareness systems, how to raise SA qualifications and readiness of cyber defend-ers, how to implement and verify novel logmining algorithms and network security frame-works for cyber defence, and how to improve cyber defences by designing autonomousintelligent cyber-defence agents.The thesis provides recommendations for metrics and log data collection, transforma-tion, and analysis methods alongside relevant data representation techniques. Further-more, a novel data clustering and log mining algorithm LogCluster is proposed, comparedthoroughly with several other log analysis tools, and later used to provide practical ex-amples of clustering logs from two different cyber security exercises (Locked Shields andCrossed Swords). Furthermore, the thesis describes two novel cyber-exercise-specific sit-uation awareness systems—Frankenstack and the Availability Scoring system: comprisingan overview of the development process, technical architecture, and validation duringthe aforementioned cyber security exercises. In the area of network security, the thesisdescribes the research on data exfiltration detection with open-source tools and detailsa novel NetFlow-based anomaly detection framework. Finally, the concept and referencearchitecture for autonomous intelligent cyber-defence agents is described and proposedas the basis for future military and civil cyber defence systems.
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Kokkuvõte
Arvutivõrkude kaitse automatiseerimine küberoperatsioonide
vastu
Käesolev ingliskeelne doktoritöö põhineb autori üheteistkümnel publikatsioonil ja uuribvõimalusi arvutivõrkude küberkaitse automatiseerimiseks küberoperatsioonide vastu. Tööpeamine eesmärk on luua eeldused ning tõsta üldist valmisolekut autonoomsete küber-kaitse süsteemide arendamiseks ja juurutamiseks lähitulevikus.Töö teine eesmärk on teoreetilise teadustöö ning praktikas rakendatavate juhiste ti-hedam sidumine. Akadeemilistes publikatsioonides jagatud soovituste rakendamine ontihti liiga keeruline—taoliste soovituste ebapraktilisust on kritiseeritud mitmes doktori-töös viidatud allikas. Selle probleemi leevendamiseks pakub käesolev doktoritöö ja sellegakaasnevad publikatsioonid arvukalt praktilisi soovitusi ning näiteid tehniliste lahendustejuurutamiseks.Doktoritöös otsitakse vastuseid järgnevatele küsimustele ja probleemidele: milliseidtehnilisi meetrikaid on oluline jälgida küberturbe seires; kuidas rajada nii tavakasutusekui ka küberharjutuste jaoks mõeldud situatsiooniteadlikkuse süsteeme; mil viisil oleksvõimalik tõsta küberkaitsjate üldist kvalifikatsiooni ja treenida nende oskusi situatsiooni-teadlikkuse valdkonnas; kuidas oleks võimalik testida uudsete andmekaevandamisalgo-ritmide ja võrguturbesüsteemide efektiivsust ja töökindlust; ning kuidas tõsta küberkaitsevõimekust iseõppivate autonoomsete küberkaitse agentidega.Doktoritöö kätkeb soovitusi meetrikate ja logiandmete kogumise, töötlemise ning esit-lemise parendamiseks. Töö kirjeldab logide kaevandamise algoritmi LogCluster, võrdlebLogClusterit mitme konkureeriva logianalüüsi tööriistaga ning toob mitmeid praktilisi näi-teid LogClusteri kasutamisest küberharjutuste andmekogude analüüsimiseks. Eraldi käsit-letakse küberharjutuste tarbeks loodud kahte vabatarkvaralistmonitooringusüsteemi: töösisaldab ülevaadet nende süsteemide väljatöötamisest, komponentide tehnilisest ülesehi-tusest ning katsetamisest kahe erineva küberharjutuse, Locked Shields ja Crossed Swords,raames. Võrguturbe valdkonnas uurib töö andmelekete avastamist vabatarkvaraliste va-henditega ning kirjeldab hiljuti publitseeritud NetFlow-põhist võrguanomaaliate tuvasta-mise seireraamistikku. Viimaks kirjeldatakse kontseptuaalset intelligentsete küberagenti-de etalonarhitektuuri, mida saaks potentsiaalselt rakendada autonoomsete küberkaitseagentide arendamisel ja juurutamisel.
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