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Abstract

Attributing threat actor infrastructure in cybersecurity is essential yet challenging due to
the complexity and volume of data available from the internet. It is a strategically critical
task, as accurate attribution supports informed political decision-making at both national
and organizational levels. Traditional methods, which depend on threat intelligence
analysts examining indicators of compromise, often lack scalability and can miss subtle
yet significant patterns linked to more advanced threat actors. This thesis addresses these
challenges by proposing a machine learning-based method to turn complex and noisy data

into actionable insights and knowledge for attributing threat actor infrastructure.

The developed methodology utilizes unsupervised clustering techniques to identify
meaningful patterns that reflect distinct characteristics of infrastructure associated with
threat actors. Applying quantitative evaluations and interpretability analyses helps
security analysts derive clear, actionable intelligence from extensive datasets. The method
is evaluated through experimentation, demonstrating its potential to enhance
cybersecurity attribution capabilities substantially. The present thesis highlights the
practical benefits and potential applications of machine learning in cybersecurity,
emphasizing its role in improving threat actor attribution’s speed, accuracy, and

consistency.

This thesis is written in English and is 65 pages long, including 6 chapters, 9 figures, and
5 tables.



Annotatsioon
Masinoppepohise meetodi valjatootamine ohusubjekti I'T-

taristu omistamiseks

Kiberkurjategijate IT-taristu omistamine kindlale isikule vdi organisatsioonile on
kiberjulgeolekus hadavajalik, et kohandada poliitilist hoiakut nii riiklikul kui ka ettevotte
tasandil. Omistamist aga raskendab internetist kogutava andmestiku suur maht ja
ebalihtlus. Traditsioonilised analltsip8hised votted, mis tuginevad turvarikkemarkide
(IP-aadressid, sertifikaatide rasid, jpt) kasitsi labivaatusele, ei ole kasvuvdimelised ning
voOivad jatta méarkamata lineaarsed seosed kinnisriindeohtude ja kiiberkurjategijate vahel.

Kéesolev magistritéd pakub lahenduseks masindppel pdhineva meetodi, mis teisendab
keeruka ja mirarikka andmestiku kiiresti kasutatavaks teadmuseks, kiiberkurjategijate
IT-taristu omistamiseks. Véljatootatud metoodika rakendab juhenduseta masindppe
meetodeid (klasteranallitisi), et tuvastada mustreid andmestikest, mis peegeldavad
rindaja-spetsiifilisi tunnuseid. Kvantitatiivne hindamine ja klastrite seletatav analliis
vOimaldavad turbeanaltltikutel eraldada ulatuslikest andmehulkadest selge ja
usaldusvaarse kiberluureinfo. Eksperimendi tulemused néitavad, et meetod suurendab
omistamise Kiirust, tdpsust ja jarjepidavust, tdstes seelébi organisatsioonide suutlikkust
siduda IT-taristu objekte konkreetsete kiberriindajatega v6i nende poolt kasutatavate
tooriistadega. Kdesolev t60 osutab masindppe praktilisele vaartusele kiberjulgeolekus

ning selle vdimele parandada kiiberkurjategija IT-taristu thusat omistamist.

LOputdd on kirjutatud inglise keeles ning sisaldab teksti 65 lehekiiljel, 6 peattkki, 9

joonist, 5 tabelit.
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