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Chapter 1

Introduction

The doctoral thesis addresses today's high-performance designs requirements in terms of
validation and reliability. The project aims at developing a comprehensive approach that
includes EDA modules and tools, design methodologies, and testing practices for mod-
eling and managing the quality of complex designs and systems. The objective of the
research is to signi�cantly enhance and develop new statistical and probabilistic methods
and algorithms for commercially signi�cant and industrial level internal tools such as TFIT
(cell-level SER analysis) and SoCFIT (circuit-level reliability analysis) from IROC Technolo-
gies. In addition to the software advancement for Electronic Design Automation (EDA)
based error-and-fault evaluation in complex designs: this project also tries to use failure
analysis from �eld data and also tries to improve hardware fault injection through radia-
tion and emulation. The proposed research themes contribute towards the development
of an industry-wide reliability framework and set of tools. The tool speci�cations are es-
tablished in collaboration with important companies from the networking and automotive
applications. IROC industry and academy collaborators both provide test cases.

The circumstance of the doctoral thesis formulation depends on the European Training
Network, known as RESCUE [13], which aims in scienti�cally advanced innovative training
for addressing interdependent and dependent challenges in di�erent aspects like Relia-
bility, Security, and Quality regarding the Micro-and-Nanoelectronic System designs. Na-
noelectronic systems are at the core of all industry sectors and deployed in life-critical
application domains, such as healthcare, transportation, automotive, and security, serv-
ing societal needs all over the world.

The core idea of the research is to represent and overcome the challenges in character-
ization and modeling of the propagation of radiation-induced errors such as Single Event
Upsets (SEUs) and Single Event Transients (SETs) as technology advents to the smallest
possible feature size. The Ph.D. thesis aims to develop algorithms to actualize relatively
complex modeling of radiation-induced error propagation. Alongside that, the research
incarnates the developed algorithms to evaluate the e�ects of the single stuck-at faults.
The established principles and methods are cross-validated with fault-injection campaign
results as well as the mathematical approaches from State-of-the-Art (SOTA). Moreover,
the project expands its research premises to understand the soft-error reliability under
the variabilities due to Bias Temperature Instability (BTI) in deep submicron technologies.

Fig. 1.1 provides a schematic visualization of the methods through which the thesis aims
to achieve its principal focuses, and the �gure point out the principal focuses. The outline
in Fig. 1.1 delineates how the thesis research approaches emerge and how those methods
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are validated.

Figure 1.1 � The Thesis Silhouette

1.1 Motivation
Nano/micro-electronic systems are at the core of all industry sectors and deployed in crit-
ical application domains. Such versatile applications demand high-quality standards and
metrics for interdependent and dependent challenges in di�erent aspects like Reliabil-
ity, Security, and Quality. The backbone of the thesis is the problem that is motivated
from the perspective of Soft Error Rate (SER) analysis in the functional response of Micro-
and-Nanoelectronics systems. As the technology scale-down continues in response to the
interest of electronic industries, corporate giants, and needs of high-performance applica-
tions, radiation-induced errors and chip-environmental e�ects are collectively enhancing
the critical failures in systems and circuits.

Soft errors in electronic systems are the problems for applications that either require
bulk amounts of memories or have very critical reliability requirements. A spectacular
example, known as the �Hera� problem of IBM [14]. During 1986, IBM observed an in-
crease in failures of their LSI memories manufactured in the USA. Another company that
encountered a major SER issue was Cisco systems in 2003 [15]. Router line cards of the
12000 series, with a selling price of about $200,000, showed failures caused by radiation-
induced soft errors. Characterization of single event e�ects in safe and reliable micro-
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electronics for medical applications is challenging problem from the perspective of a high
reliability and quality requirements. P. D. Bradley and E. Normand, in [16], delineate the
e�ects of Single event upsets in implantable cardioverter de�brillators. In 2005, St. Jude
Medical had identi�ed a particular vendor-supplied memory chip (Static Random Access
Memories (SRAMs)) that can be a�ected at a low-frequency rate by background levels of
atmospheric ionizing cosmic radiation ("background cosmic radiation") [17]. This problem
had been found in a limited number of St. Jude Medical Implantable Cardioverter De�b-
rillator (ICD) products. The anomaly can trigger a temporary loss of pacing function and
permanent loss of de�brillation support. An aerospace anomaly was reported during the
FOTON-2/BIOPAN-5 mission, a space exposure experiment [18]. FOTON M2 was launched
from Baikonor Cosmodrome in Kazakhstan on 31 May 2005. Unfortunately, the BIOPAN
was failed during the 5th orbit in a total of 253 orbits. The employed commercial micro-
controller in BIOPAN is Cygnal C8051F124. The post-�ight analysis discovers a high current
consumption. Further evaluations con�rm a nondestructive latch-up event that occurred
on one or more SRAM modules during the mission. A latch-up condition in SRAM was con-
cluded as the possible cause. A perfect example of the backlash due to the single event
e�ects at the earth's surface is the unexpected results in the election on May 18, 2003, in
the city of Schaerbeek, marked the biggest day in the history of Brussels. The identi�ed
reason is the unanticipated malfunction of voting machines when it interacts with cosmic
radiation.

Followed by the reports of real-time critical failure incidents, di�erent authenticated
reliability-focused standards have been introduced and reviewed currently. ISO-26262 for
the automotive industry and DO-254 for the avionics systems belong to such standards.
Based on the knowledge of current reliability-focused standards such as ISO26262 (auto-
motive) or DO-254 (avionics), this thesis is focusing on lead development of the reliability
assessment tools and easing the preparation process of reliability reports and safety man-
uals for high-reliability designs and systems. The requirement of quality digital models is
necessary for interpreting current or new types of faults and defects: that are a�ecting
the microelectronic process, technology, standard cell libraries, and complex designs. The
scienti�c expertise that is acquiring through this thesis is relevant in proposing such mod-
els.

The problem of the thesis work is motivated from the perspective of soft-error anal-
ysis in circuits and systems. The principal aim is to research and develop comprehensive
solutions for analyzing and improving the overall quality of devices. To accomplish such a
complicated task, strong scienti�c research is planned to conduct through this thesis. That
competitive research aims at addressing: the independent reliability challenges, problems
regarding functional safety, and quality, aging, process variability in High-Performance
Computing (HPC).

Past literature works [19], [20] [21] [22], and their contributions for the probabilistic
modeling of the soft error analysis prove that several factors are prominent to consider in
determining the SER of a logic circuit. The �rst factor is the energy of radiation-induced
error (especially for the SET error) because it must have su�cient amplitude to change a
signal and propagate as an erroneous signal value through subsequent gates; if not, the
fault is electrically masked. The electrical derating factor for SEU error is negligible. The
second prominent factor is logical derating because it determines the erroneous value's
propagation probability through the logic network and their chances to a�ect the primary
output. The fault must reach a �ip-�op during the sensitive portion of a clock cycle, known
as the latching window; if not, the fault value is temporally masked. This factor is called
temporal derating. Now the thesis importance is to investigate how these derating factor
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variations changes with circuit downscaling, temperature, and types of workloads/appli-
cations. The complexity of the research becomes more challenging when the probability
of a fault to be masked depends on the labyrinth datapath of the error as it encounters
on its way to the primary output, i.e., the case of considering path-dependency of faults.
Similarly, the propagation delay of the SEU, before reaching a latch or output pins, de-
pends on the gate and interconnect delays along the path in which it traverses. Because
di�erent input vectors can sensitize the same sets of datapaths di�erently, the probability
for non-controlling values to present on any traversal path of SEU faults is high. These fac-
tors such as the probability of the fault occurring at the input of gates, the vulnerability of
error locations at the given logical networks, the error attenuation probability on a given
path, and �nally, the signal probability at the input of the erroneous gates, are ultimate
challenges in the scope of the thesis.

1.2 Problem Formulation
The objective of the research is to signi�cantly enhance and develop new statistical and
probabilistic methods and algorithms for gate-level reliability analysis and management.
The fundamental challenges are: how to address and tackle the emerging complexity and
challenges in estimating the propagation probability of soft-errors as the fabrication of
chips becomes more densely packed.

The principal research aims of the thesis and corresponding raised research ques-
tions/challenges in the thesis works are the following:

1. The main aim of the thesis is to investigate the radiation-induced uncertainties and
failures in logic circuits. The new circuit and chip technologies are more vulnerable
to soft-errors due to cosmic radiations, thermal energies, and voltage scaling. In
order to limit the exacerbation of the impact caused by soft-errors in the logic cir-
cuits, a dedicated software tool is unconditionally required. However, when dealing
with today's large complex circuits, traditional approaches such as accelerated fault
simulation and radiation facilities require a huge investment of time and resources.
The followed challenges are solved by automation and scripting, mathematical
and statistical modelings, EDA simulations, and metrics veri�cation.

ˆ How to apply an algorithm or mathematical models to the components in the
gate-level circuit?

ˆ What are the most signi�cant factors in the propagation of soft-errors in gate-
level circuits, and how to overcome the process of modeling such factors?

ˆ Which type of mathematical algorithms or models are suited to propose a
comprehensive probabilistic-based reliability analysis tool?

ˆ What are the challenges in considering di�erent metrics to verify the proposed
models with comprehensive and exhaustive fault-injection methods?

ˆ How to provide a framework or tool that explains the relatively in-depth sci-
ence behind the propagation of SET/SEU errors in the circuit?

ˆ How to assess the proposed framework is signi�cant compared to the state-
of-the-art methods, and how the scalability of the framework be veri�ed?

2. A standardization of soft-error reliability is not the ultimate solution to characterize
the overall quality of a system. So the proposal of a multidimensional perspective
to integrate quality and reliability analysis and expanding the developed algorithms
to achieve this goal is the second aim of the thesis.Automation and scripting,
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mathematical and statistical modelings, EDA simulations, and metrics veri�cation
are those methods that solve the following questions.

ˆ How to incorporate a quality analysis part to the developed reliability analysis
framework?

ˆ What are the main faults and factors that need to include for the quality anal-
ysis integration?

ˆ What are the additional gains of this multi-dimensional veri�cation tool?

3. Comprehensive research studies provide a description that the soft-error vulnera-
bility becomes more severe as the circuit performance degrades with aging. How-
ever, such increased soft-error generation does not necessarily contribute towards
circuits' critical functional failures. The third aim of this doctoral thesis is the exper-
imental investigation of soft error propagation at the aged gate-level by considering
the di�erent derating factors like Electrical Derating (EDR), Temporal Derating (TDR),
Logical Derating (LDR), and Functional Derating (FDR).The followed questions are
answered by automation and scripting, mathematical and statistical modelings,
EDA simulations, and metrics veri�cation.

ˆ What is the propagation behavior of radiation-induced errors in aged circuits?

ˆ How to evaluate the propagation of SEU/SET events in an aged circuit?

ˆ How e�ectively will derating factors and their in�uences change in an aged
circuit compared to non-aged circuit parameters?

ˆ How to model the changes in the propagation behaviors SET and SEU sepa-
rately?

1.3 Contributions
As an a�rmative to the statement that the exhaustive fault injection method is the ulti-
mate reliability assessment method in terms of accuracy, this thesis explores such compre-
hensive fault-injection campaigns as the �rst principle method for a realistic comparison
of the reliability analysis with the alternately developed frameworks. The comprehen-
sive fault-injection campaigns are very inconvenient in terms of time and EDA licenses.
Such drawbacks make this �rst principle approach infeasible on medium and large-scale
circuits. Therefore, new testing and evaluation methodologies based on computational
paradigms are inevitable. The contributions of the thesis emphasize the methods and
solutions that tackle the challenges in reaching the expected aim.

The expected aim or fundamental idea in providing an alternate solution is to avoid un-
reasonable test costs of the traditional way of reliability assessment by maintaining good
statistical signi�cance in the results of the proposed scope. Research proposals based
on Graph Theory and Deep Learning (DL) techniques are more advanced and greatly fa-
vored by researchers to learn statistical dependencies of system function based on re-
lated parameters. This motivation develops into applying graph embedding methods like
node2vec, GCN, and GraphSAGE algorithms and aiming to �nd the best way to gener-
ate relevant feature databases from the gate-level netlist, and subsequently applying to a
downstream deep neural network for the functional failure reliability metric assessment.

Chapter 3 briefs this contributions in its own versatility. The published scienti�c articles
[I], [II], [III], [IV] and [V] are the basics of this contributions. The primary steps of develop-
ing a reliability framework contribute towards an enhanced compiler and Verilog reader
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for the design in the gate-level netlist. The thesis developed a gate-level to graph con-
version tool that enables researchers to implement a probabilistic algorithm to infer the
error/fault propagation probability. The major thesis turning point is the perception of the
gate-level netlist in a graph network. Such graph network is compatible with any latest and
highly complex mathematical algorithms (or) more enhanced arti�cial intelligence-based
functions.The �rst part of the thesis's contributions can be summarized as:

ˆ A scalable tool for converting the gate-level netlist to a graphical network for sim-
plifying the statistical reliability analysis, is generated.

ˆ A very reliable methodology to visualize the netlist and to analyze the component's
frequency distributions is integrated to the framework. This methodology enables
extraction of the graph nodes' (circuit components') fundamental structural prop-
erties.

ˆ Applied highly sophisticated graph embedding algorithms (for e.g., node2vec, Graph
Convolutional Network (GCN) and graphSAGE) to the circuit-graph and documented
the quality of embedded database for the inference of fault propagation probability.

ˆ The framework also tested a feed forward deep learning network as well as support
vector machine as the inference engine for the embedded graph database.

ˆ A comparison of the predicted reliability metrics (including Con�dence Intervals, cor-
relation based metrics and error metrics) with that of the random fault-injection
campaigns and the exhaustive fault-injection campaigns, is veri�ed and documented.

ˆ The developed AI-Framework for the reliability analysis is able to predict functional
failure probabilities due to SEUs and SETs as given in(2.3)and (2.5)respectively.
More complex probability factors have to be considered here.

ˆ The experiments provide more factual explanations for choosing the framework pa-
rameters for analysis of SEU and SET caused functional failures. The whole frame-
work potentially supports the white-box modeling (or) explained arti�cial intelli-
gence rather than black-box modeling.

ˆ Validated and tested the framework for a CPU system model as well as a IP compo-
nent for di�erent workloads.

Application of Arti�cial Intelligence (AI) to extract feature information from the prob-
abilistic network domain [23], has emerged as a prominent tool for graphical node em-
bedding. The process of leveraging a node's features into a vector form is called node
embedding. The applications of graph-based neural network algorithms (GCN, DNN, and
graphSAGE) for circuit reliability estimation have been proposed in papers [I], [II], and
[III], respectively. The papers [I] and [II] proposed algorithms that evaluate the propaga-
tion probability of Single Event Upsets (SEUs) in a transductive way. On the other hand,
the paper [III] implemented an inductive type framework. The transductive model is not
exactly building a predictive model. A completely new unseen data point (a component
in the circuit netlist) forces the transductive algorithm to re-run the training phase. But
inductive learning builds a predictive model that can also apply to the unseen data.

The thesis contribution is not limited to reliability analysis. In the scienti�c journal [VI],
I, the principal investigator of this thesis, have contributed to establishing a multidimen-
sional perspective to ensure standard quality for a system. This contribution includes de-
scribing metrics requirements for the reliability due to radiation-induced error that should
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exist in harmony with other reliability aspects and considering various extra-functional
domains of the electronic systems' design at the chip design level in nanoscale technol-
ogy. This motives to extend the developed AI framework to evaluate the e�ect of single
stuck-at faults at the functional level [VII]. The transformed gate-level graph is the source
for extracting the features of nets to model the e�ects of stuck-at faults at the functional
level. The proposed framework goes beyond the classical machine learning algorithms
(like support vector machine, logistic regression, and linear regression) by replacing the
black-box modeling with transparent modeling of the metrics (i.e., white-box modeling
[24]). The second part of the thesis's contributions can be summarized as follows:

ˆ An adapted framework that introduces an edge-to-vertex graph transformation prin-
ciple to analyze the e�ects of permanent faults instead of soft-errors.

ˆ An algorithm that illustrates: how to predict the propagation of induced stuck-at-1
and stuck-at-0 faults at each net (wire in a netlist).

ˆ Better numerical superiority in the fault propagation probability predictions and in-
terestingly reduces the time complexity by 60%.

ˆ The characterized failure vulnerabilities result in the reduced set of fault locations
for fault diagnosis.

The circuit variations and repercussions of aging are highly in�uencing factors in the
reliability of a circuit. As per the previous articles in this domain, mainly states that while
aging, the occurrence of radiation-induced errors will increase on behalf of the declined
critical chargeQcrit at the technology cells. The SER is not observed in diverse propa-
gational forms of Single Event Transient (SET) and Single Event Upset (SEU) separately.
Contrary to previous �ndings, the results in this thesis that comprised of research articles
[VIII] and [IX], concentrate on the soft-error generation and propagation by considering all
the derating factors like Electrical De-rating (EDR), Logical De-rating (LDR), Temporal De-
rating (TDR), and Functional De-rating (FDR) associated with an aged Standard Delay For-
mat (SDF) �le. The soft-error reliability analysis of aged circuits at higher abstraction (e.g.,
RTL) is the future vision of this work.The third and �nal part of the relevant contributions
of the thesis to the soft-error reliability analysis under aging include the following:

ˆ Characterization of threshold voltage degradation (DVth) for industrial15 nmtech-
nology

ˆ Cross-level Modeling of NBTI-induced delay degradation using Arti�cial Intelligence
(AI)

ˆ Analysis of derating factors' in�uence in soft-error propagation

ˆ The validation of a signal-processing model to locate exact time-slots of propagating
SET generation that have high probability to propagate into the target �ip-�op in a
critical path

1.4 Thesis Organizations
The full version of the doctoral thesis is subjectively perceived and arranged as follows:

ˆ Chapter 1: Introduction
The chapter discusses the current and general idea of the researched topic. It states
the circumstances in identifying the scope of the research aims and the challenges
at that particular subject matter.
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ˆ Chapter-2: History, Background and Tools
The introduction chapter paves very strong fundamentals to the reader to under-
stand basic legitimate phenomena and their passive scienti�c observations in its
versatility. This chapter introduces the radiation induced soft-error generation and
how the environmental factors accelerates and decelerates its e�ects on the micro-
electronic circuits and systems.

ˆ Chapter-3: An AI-Framework for Soft-Error Reliability
The principal objective of the thesis is to research and develop scienti�c methods
to accelerate the reliability estimation due to radiation-induced error propagation
in circuits systems and model the corresponding factors that derate the propaga-
tion e�ects. This chapter provides a deep insight into the tools and methods that
e�ectuate the accelerated soft-error reliability estimation.

ˆ Chapter-4: Integration of Safety, Quality and Reliability
System quality and its requirements up to a standard level compete with the sys-
tem reliability requirement challenges. The chapter intends to provide a multidi-
mensional perspective on required system quality, reliability, and their integration.
The core of this chapter relies on an AI-based algorithm that validates the e�ects of
single stuck-at faults at the functional level of system circuits.

ˆ Chapter-5: Soft-Error Reliability Under Time-Dependent Variability
Bias temperature instability (BTI) is one of the dominant reliability challenges in
nanoscale CMOS technology. Negative BTI is subject to PMOS devices under neg-
ative gate voltages at elevated temperatures. System engineering continuously fo-
cuses on aggressive technology scaling and increases the vulnerability of radiation-
induced soft errors simultaneously. A close observation of both e�ects and model-
ing their combined e�ects is the principal aim of this chapter.

ˆ Chapter-6: Conclusion and Perspective
This chapter provides a conclusion to the holistic approaches in the thesis.
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Chapter 2

History, Background and Tools

This chapter brie�y reviews di�erent nomenclature and types of radiation-induced soft
errors and faults. The discussion expands to the soft error sensitivity of logic components
and its relation with technology scaling and the propagation characteristics of the induced
error and collectively prognostics e�ects of temperature/environmental variabilities in the
system. The chapter brie�ng continues to introduce various methodologies based on the
AI methods. To simplify the use case of the word "radiation-induced soft error", a compact
term called "soft-error" is used synonymically in the rest of the thesis.

2.1 Preamble of Chapter
The recent rapid expansion in the application of autonomous systems has triggered nu-
merous unprecedented novel businesses services with social bene�ts. However, the un-
leashed bene�ts accompany the unforeseen circumstances for computationally challeng-
ing mission- and safety-critical application scenarios. The use of avant-garde computing
architectures to employ high-performance nanoelectronic autonomy in the system de-
sign proliferate the prodigious complexity and heterogeneity of today's advanced cyber-
physical systems and system-of-systems. In the latest centuries, technology advanced to
incorporate arti�cial intelligence in autonomous robotic vehicles/systems. Therefore, sys-
tem reliability is often an enabling factor for a new product or technology on the way to
market.

In the electronic product development phase of the autonomous systems, each in-
tegral component should comply with standard functional safety features ranging from
the speci�cation to design implementation, integration, veri�cation, validation, and pro-
duction release. The standard International Standardization of Organization (ISO) 26262 is
an adaptation of the Functional Safety standard of International Electrotechnical Commis-
sion (IEC) 61508 for Automotive Electric/Electronic Systems. ISO-26262 de�nes functional
safety for automotive equipment applicable throughout the lifecycle of all automotive
electronic and electrical safety-related systems.

To ensure standard functional safety to the advanced commercial electronic compo-
nents and systems, more dedicated and commercially quali�ed tools are required for the
relibilty analysis. In [25] Robert C. Baumann states that the once-ephemeral radiation-
induced soft error has become a key threat to advanced commercial electronic compo-
nents and systems. If the radiation-induced soft error left unchallenged, they become
potential sources for inducing the highest failure rate of all other reliability mechanisms
combined depending on the applications.
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2.2 Historical Perspective of Soft-Error E�ects' Analysis
The case of soft-error anomalies are �rstly reported in a scienti�c paper written by Binder
in [26]. According to them, "anomalies" in communication satellite operations have been
caused by the unexpected triggering of �ip-�op circuits, and the authors investigate inter-
actions with galactic cosmic rays as an alternate mechanism for the satellite anomalies.
The particular phenomenon that counts as the reason behind the cosmic ray interaction
caused electrical undulation, was the charging of the base-emitter capacitance of critical
transistors to upset the voltage. The charge is accumulating by the dense ionization track
of an energetic, high-Z cosmic ray.

Intel Researchers (May and Wood [27]) presented a new physical mechanism for soft
errors in DRAMs in 1978 at the International Reliability Physics Symposium (IRPS). The pa-
per clearly states that the new physical soft error mechanism in dynamic Random Access
Memories (RAMs) and Charge-coupled devices (CCDs) is the upset of stored data by the
passage of heavily ionizing radiation like alpha through the memory array space. Alpha
particles in the radioactive decay of uranium and thorium present in parts-per-million lev-
els in package materials penetrate the die surface and create enough electron-hole pairs
near a critical storage node to generate a random, single-bit error.

Ziegler (IBM) and Lanford (Yale) researched at the same time about the generation
of secondary particles due to nuclear interactions between cosmic rays and silicon ma-
terials that might trigger errors[28]. Also, extends their research to the sea-level �ux of
cosmic-ray particles [29]. The interaction of each type of particle with silicon is estimated
on emphasis with processes that produce bursts of charge. In the work [30], an experi-
ment has been designed to prove the ability of iron-roup cosmic rays to generate such er-
rors by depositing soft-errors in solid-state static RAMs by iron nuclei from the Lawrence
Berkeley Laboratory (LBL) Bevalac. Subsequently, various de-lidded device types were ex-
perimented with the beams of argon and krypton ions using the LBL 88-inch Cyclotron
accelerator at energies near2 MeV=nucleon. The deduced conclusion from such tests
reveals that some cells are essentially immune to bit error while others are quite vulner-
able. In the year 1979 [31], Guenzer irradiated dynamic RAMs with neutrons having mean
energies of6:5, 9, and14 MeVand with 32 MeVprotons, and have been observed the
generation of single event upset.

In 1983, researchers at IBM also commenced publishing their articles regarding the
framework for modeling the di�usion and collection of charge induced by energetic parti-
cles [32]. By 1996, P. C. Murley [33] from IBM introduced Soft-error Monte Carlo Modeling
(SEMM) program. In [14], J. F. Ziegler covers the historical review of IBM experiments in
appraising radiation-induced soft fails in Large Scale Integration (LSI) electronics over �f-
teen years (1978-1994), concentrating on major scienti�c and technical advances that have
not been published before 1994.

The principal author J. F. Dicello of the work [34] in 1983, reported that soft-error rates
in a 4K static RAM have been observed for 164 MeV/c pions and 109 MeV/c muons and con-
cludes that e�ects of pions in cosmic rays at sea level may not be negligible. IBM initiated
unaccelerated real-time SER tests in 1983, using a portable tester with several hundreds
of chips. Real-time SER testing is also known as �eld-testing or system SER (SSER) testing.
The IBM measurements provided evidence for the signi�cant contributions of cosmic ra-
diation at sea level to the SER, and its impact increases exponentially with altitude and
detailed publication of relative change of SER with altitudes are provided in [35] [36].

In the early 1990s [37][38], International Business Machines (IBM) developed an ion
micro-beam radiation system that has been used to probe the relative e�ect of SEUs in
individual circuits and nodes of a CMOS Dynamic Random Access Memory (DRAM). With
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this system, it is possible to direct an ion beam of diameter as small as1µm onto a circuit
or test structure with a placement accuracy of1µm.

In 1993 C. Lage from Motorola also presents a quantitative model which attributes
most soft errors in dense SRAMs not to alpha particles as is commonly accepted, but to
cosmic ray events in his work [39].

In 1995, Baumann [25] from Texas Instruments (TI) investigated that boron compounds
are a non-negligible source of soft errors. The interaction of cosmic ray neutrons and
boron is demonstrated as the dominant source of alpha particles and other radiations in
electronic devices utilizing Borophosphosilicate Glass (BPSG).

In 2004, H. H. K. Tang re-emphasized the Monte Carlo program (SEMM tool) through
SEMM-2 [40], a new simulation system for radiation-induced single event upsets. Christo-
pher Weaver from Intel in 2004, has proposed in his work [41] the various techniques to
Reduce the Soft Error Rate of a High-Performance Microprocessor.

In 2005, Sarah E. Michalak from Los Alamos National Laboratory presented a paper
[42] that proposing a statistical method for predicting the number of Fatal Soft Errors in
Los Alamos National Laboratory's Advanced Simulation and Computing (ASC) Q Super-
computer.

The historical perspective and the SER trends are summarized by R. Baumann from TI
in [43] [44]. Those papers brie�y review the types of failure modes for SEs that appear
in terrestrial applications and then addresses the sensitivity as a function of technology
scaling for various memory and logic devices.

2.3 SEE Production Mechanisms
2.3.1 System Reliability and Soft-Errors

Figure 2.1 � Single Event Production Mechanisms (Courtesy: iROC's Internal Document)

A soft-error in the thesis context is a default usage of an inadvertent error (or) uniden-
ti�ed change in the electrical state of circuit components. The origin of such electrical
change unconditionally depends on the environment external to system design. Soft-error
is not directly causing permanent damages to the system components intact, but it leads
to an unintended variation to classi�ed system behavior based on the dependability of
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applications. For real-time applications: automotive vehicular systems and navigation, bi-
ological assisting devices, and airborne systems (or) commercial data centers, soft errors
remain undetectable and unmitigated, and their damaging in�uence enhances dangerous
consequences of catastrophic failures.

Fig. 2.1 is a classical visualization of the generation of a transient pulse as result of the
interaction of radiation particle with substrate elements in an electronic system environ-
ment. The transient pulse is explicitly known as Single Event Transient (SET) or implicitly
known as Single Event E�ect (SEE). The case of this once-ephemeral radiation-induced
fault in a �ip-�op or latched to �ip-�op (or) to a memory element, is scienti�cally abbrevi-
ated as the Single Event Upset (SEU). Such `Faults' will randomly cause observable `Errors'
and then leads to `Failures' at the systems' functional level. Reliability is de�ned accord-
ing to ISO as the degree to which a system, product, or component performs speci�ed
functions under constraints of speci�ed conditions and time. In the holistic approach of
this thesis article, the term reliability is more concentrated towards the soft-error-based
reliability and issues in a system. Thesis approaches and dedicated analysis are modeling
the factors which contribute towards soft-error reliability.

2.3.2 Energetic Particle Ionization
The ionization process and its characterization in semiconductor materials are subdivided
into two main categorical processes: the direct ionization by the incident energetic parti-
cle and the ionization caused by secondary particles of nuclear reactions.

ˆ Direct Ionization:
In Fig . 2.2 from [25], the creation of the ionization track by the alpha particle is
illustrated. In Fig. 2.2, part (a) shows on the onset of an ion passage through the
substrate material, a cylindrical track of electron-hole pairs with submicron radius
is created. This ionization track generates a high-carrier concentration. The resul-
tant ionization track traverses or forms close to the depletion region, then carriers
are rapidly collected by the electric �eld creating a large transient current/voltage
peak at that node. A notable feature of the event is the concurrent distortion of
the potential into a funnel shape [45]. The funnel in part (b) greatly enhances the
e�ciency of the drift current Idri f t collection by extending the high �eld depletion
region deeper into the substrate. The size of the funnel is a function of substrate
doping. The funnel distortion increasing for decreased substrate doping. The drift
collection phase is completed within a nanosecond (ns) and followed by a phase
where di�usion (Idi f f ) begins to dominate the collection process and it is provided
in part (c).

ˆ Indirect Ionization:
When the high-energy proton or neutron penetrates through the semiconductor
lattice, a nuclear interaction with a target nucleus probably happens and each in-
teraction can cause the direct liberation of charged particles. Such nuclear reactions
include Elastic Interaction, Inelastic Interaction, Inelastic Collision, Nuclear Fission.

2.3.3 Source of Radiation: Natural Space Environment
The exposure of the microelectronics and the Integrated Chips (ICs) to the radiation en-
vironment is a fundamental reason for SEEs. The depth of hazards depends on the types
of energetic particles, particle energies (or) deposited charge by particles, their �uxes,
and �uences (Total Ionising Dose (TID)). A taxonomy of radiation environment types is
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chronicled here. Altitude, angle of inclination, recent solar activity, and amount of space-
craft shielding have crucial in�uences on concentration and type of particles. According
to Shwank in [46], the earth's natural space radiation environment include:

ˆ Trapped Radiation Domains
A geomagnetic cavity called the magnetosphere [47] is forming due to the earth's
magnetic �eld. The naturally formed earth's magnetic �eld above the dense atmo-
spheric space is occupied with trapped electrons, protons, and small amounts of
low-energy heavy ions. The gyrated motion of energetic particles along the earth's
magnetic �eld and the back and forth re�ection between the pairs of conjugate
mirror points: regions of maximum magnetic �eld strength along their trajectories
in opposite hemispheres, cause the formation of highly populated space of elec-
trons and protons. A parallel phenomenon of drifting electrons eastward around
the earth, while protons and heavy ions drift westward, is also depicted in Fig.2.
Fig. 2 [47] illustrates the spiral, bounce, and drift motion of the trapped particles.

� Electrons: Electrons are subatomic negatively charged particles. The charac-
terization of Energetic Van Allen belt electrons into "inner zone" and "outer
zone" populations is provided in Fig. 2.3. The inner zone electrons are less
severe compared to the outer zone electrons.

� Protons: A proton is a subatomic particle that is symbolized byP+ , with a
positive electric charge of +1e elementary charge and a mass slightly less than
that of a neutron. Protons holding energies greater than10 MeV populate
regions 1 and 2 with an approximate trapping boundary placed at L = 3.8 as
shown in Fig. 2.4. In contrast to the electrons, the energetic trapped protons (E
>1 MeV) occupy a volume of space which varies inversely and monotonically
with their energy [47]. Consequently, these particles cannot be assigned to
"inner" and "outer" zones.

ˆ Galactic Cosmic Rays
Galactic cosmic rays always present in the cosmic space of earth that originate from
outside of our solar system. Cosmic radiation is entirely composed of galactic radi-
ation in the absence of solar activity. The spectrum of galactic cosmic rays outside
our solar system is estimated to be uniform. Its composition as a function of atomic
mass is given in [47] [48] [49].

Figure 2.2 � Charge Generation and Collection Phases in a Reverse-biased Junction and the Resultant
Current Pulse Caused by the Passage of a High-Energy Ion [25]
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ˆ Solar Cosmic Rays
The so-called solar particles which are commonly known as solar �ares or appear-
ing due to the coronal mass ejections, are random but follow approximately an 11-
year cycle of solar activity. A solar �are is attributed to a process outcome of a
tremendous explosion on the sun when trapped energy in 'twisted' magnetic �elds
is subjected to a sudden release [50].

ˆ Terrestrial Radiation Environment
The relative possibility of cosmic rays particles reaching the atmospheric region
of earth naturally depends on their penetration energy as demonstrated in Fig.
2.4. The arrival of cosmic radiation particles and collision with atomic nuclei in the
air create cascades of interactions and reaction outcomes like Leptons, Photons,
Hadrons, including neutrons, called air shower as depicted in Fig. 2.5.

� Thermal Neutrons:
A state at which neutrons are in thermal equilibrium with the atmospheric en-
vironment is the condition in which thermal neutrons release all their energy.
These thermal neutrons possess low energy and probable to initiate a �ssion
reaction, which becomes the source of charged particles [51] [52] and [53].

� Muons:
The high-energy interaction between the incoming protons and the atmo-
spheric particles produces pions (p). Positive and negative pions are very un-
stable and almost immediately decay into positive and negative muons, re-
spectively. The predominant particles at sea level is considered to be muons
[54] [55]. Muons are charged particles; both negative and positive muons can
deposit charges by the ionization process when they penetrates through mat-
ter [56]. Ziegler and Lanford in [28] point out the scienti�c machanism behind
the interactions of muons with the matter at relatively low incident primary
energies.

� Alpha Particle:
The main source of alpha particles is the packaging material. Alpha (a ) par-
ticles are the aftere�ect of the emission followed by the decay of unstable
isotopes. The unstable isotopes are similar to doubly ionized Helium (He) nu-
clei and consist of two protons and two neutrons. Three radioactive decay
chains that are primarily responsible for thea particles:
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Figure 2.3 � Charged Particle Distribution in the Magnetosphere (After Ref. [46])

Figure 2.4 � Energy Requirement for Cosmic Rays in Magnetosphere Penetration (After Ref. [46] [47]
[50] [57])

Figure 2.5 � Cosmic Rays Causing Cascades of Particles (After Ref. [57])
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2.3.4 Source of Radiation: An Arti�cial Radiation Environment

Figure 2.6 � Radiation Laboratories (Courtesy: IROC Testing Department)

A well-apprehended way of characterizing the response of electronic devices in space
and nuclear radiation environments is the laboratory sources. A wide range of laboratories
is available in Europe and USA for testing the circuit. The radiation sources in the lab
are irradiation cells based on radioactive isotopes, sources based on the generation of x-
rays, and particle accelerators. The Single Event E�ects Particle Accelerators are available
for characterizing heavy-ion and proton-induced single-event e�ects. These sources are
versatile regarding ion species, energy, and �ux. A sampling visualization of some of the
most often-used accelerator facilities is shown in Fig. 2.6.

2.4 Use Case of Faults and Time-Dependent Variability
ˆ SET

The SET is an after-e�ect of a radioactive event that generates a transient electrical
pulse at the combinational cell through a cumulative accumulation of charges at
the critical points.

ˆ SEU
SEUs are interpreted as the inversion of stored electrical value in sequential cells
such as the �ip-�op, the latch, and the memory cells. Their vulnerability to SEUs
is due to the interaction of silicon material with the radiation environment. This
Ph.D. work explicitly emphasizes the use case of "SEU" only to refer an upset that
occurs at the sequential cells. But some authors (e.g., Shuler in [58]) also used the
SEU term to refer a latched Single Event Transient (SET) pulse to a down stream
sequential cell.

ˆ Single Stuck-at Faults
The Stuck-at fault models are applying for a structural test approach. The test method
with single stuck-at models does not include all combinations of 1's and 0's to a VLSI
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device, while a reduced set of test vectors executes such production test. Stuck-at-
fault Models operate at the logic model of digital circuits. In these fault models, an
input or an output can be stuck at logic level zero (S@0) or logic level one (S@1).

ˆ Aging and Temperature Instability
Bias Temperature Instability (BTI) refers to instability that depends on time in tran-
sistors and, increasing bias and temperature accelerates such variabilities. As per
the BTI test, the absolute threshold voltage of Metal Oxide Semiconductor Field
E�ect Transistor (MOSFET) increases, while the device is biased in inverse mode.
The threshold voltage shiftDV causes a decrease in drain current in the on-state
of the transistor and speed up the reduction of CMOS circuits. Degradation due to
the BTI develops during normal transistor operations as time lapses. For p-channel
MOSFETS, the Negative Bias Temperature Instability (NBTI) represents BTI e�ect,
whereas, for n-channel MOSFETs, the instability is known as Positive Temperature
Instability (PBTI) since the corresponding gate bias conditions are negative and pos-
itive, respectively [59].

2.5 Fault Injection Campaign: First Principle Data Gathering

Figure 2.7 � Execution of an Fault-Injection Campaign

Researchers working on fault evaluation techniques in circuits and systems routinely
use test cases to prove/evaluate the quality of their fault simulation, evaluation, or accel-
eration techniques. The validation of the self-developed techniques and corresponding
matrices (e.g., fault-propagation probability or circuit reliability) are compared and re-
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evaluated through the �rst-principles methods. The �rst principle elucidates a standard
way to gather the data regarding the standard benchmark circuits by using the commercial
simulation tools (Questa/A�rma/VCS) and open-source tool (Varilattor/Icarus Verilog).

Fig. 2.7 is picturing very fundamental steps in the work�ow of the fault injection cam-
paign. In Step-1, the principal radiation-induced faults (SEU and SET) at the gate-level fol-
lows a digital pulse model. Such a pulse model possesses some characteristics that depend
on the transistor level parameters like critical chargeQcrit . Sometimes, the environment
characterizes the single event e�ect. For example, one can consider that: a typical neutron
environment caused SET pulse width is 50ps, alpha particles caused transient pulse width
is 10ps (or) Heavy Ions caused pulse width is 100ps. While SET fault follows a digital pulse
of width (w) at the gate component, the SEU follows a model of keeping an erroneous
value at the �ip-�op from the point of the occurrence until the next clock cycle arrives at
the �ip-�op. This how step-2 is evolved from step-1 as provided in Fig. 2.7. The third type
of fault in the thesis works is the single stuck-at faults, where keeping a value of net in the
gate-level circuit as `1' or `0' for the complete cycle of the processing time of the circuit
to produce an output. Single stuck-at faults are categorized as manufacturing defects (or)
faults that depend on an aging phenomenon in a circuit. In a so-called Fault Injection (FI)
campaign, a fault that belongs to a set of SET/SEU/stuck-at models will inject into a circuit
component at the given time (t). If it is a gate-level abstraction, then three types of faults
are exercised. If it is RTL abstraction, then only SEU fault is exercised. It is shown in Block-8
and Block-10 respectively in Fig. 2.7. Block-7 and Block-9 are responsible for the fault-free
simulations. Finally, faulty circuit function and fault-free function are compared and these
processes are visualized in blocks 11, 12, and 15.

These comparisons between faulty simulation results and golden simulation (fault-free
simulation) results statistically analyze and characterize the reliability of the circuit (or)
the Functional Fault Coverage (FFC) of the input patterns. The requirement for building a
high-quality design validation environment that injects faults in circuits and evaluates the
reliability and quality through standardized �rst principles (i.e., fault simulation) depends
on the following facts:

ˆ The e�cient database requirement for researchers

ˆ Quality circuit simulations

ˆ Requirement of standardizing the metrics

ˆ Incorporating the reliability metrics and environmental parameters with the depen-
dencies of applications in simulation

2.6 State of the Art: A Review of the Previous Static Analysis
Probabilistic Transfer Matrices (PTM) [60] is a gate-level approach that accurately assesses
the reliability of a combinational circuit. A Conditional Probability Table (CPT) encodes
the probability of an output combination to happen for a given input vector, which is the
fundamental block in the proposed calculation. Reliability calculation based on PTM in-
volves matrices multiplications. The main drawbacks of PTM are the excessive amount of
memory and the required computational complexity in matrix manipulation. For large or
medium scaled circuits, the computational complexity grows exponentially with the num-
ber of inputs and outputs and turns PTM impractical for applied industrial circuits. Some
methods have been proposed to decrease time consumption and memory usage. Some
authors proposed an approach to compress the memory space usage based on Algebraic
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Decision Diagrams (ADD) [61]. But it is e�ective only for square matrices, then dealing
with non-square matrices requires zero paddings.

Another improvement method is e�ectively reducing memory usage and time con-
sumption by eliminating some useless but expensive inter-data. Compared with PTM,
Signal Probability Reliability Analysis (SPRA)[62] is not based on the conditional probabil-
ity of an output vector but a perticular signal probability at the output. That probabailty
is de�ned as the probability of the value of the output signal equals to 1. For a fault-prone
logic signal, four states exist: signal=correct 0, signal=correct1, signal=incorrect 0 and sig-
nal=incorrect 1. SPR calculates the reliability by computing the signal probability from the
input to the output. In this process, the accumulative probability of correct 0 and correct
1 is the signal reliability. The advantage of SPR is that its complexity is linear, which can
reduce the time consumption and memory usage dramatically with comparison to PTM.
The main drawback of this model is the signal correlations, which invalidates the straight-
forward computation of joint probabilities.Thus, it just attains an approximate result when
deals with signal correlations or fanout re-convergence issues in the circuits. Such inap-
propriate �uctuations in the results are solved by introducing heuristic algorithms (e.g.,
the Dynamic Weighted AveragingAlgorithm (DWAA) and the multi-pass approach [63]).

Multi-Pass SPR (SPR-MP) [63] is an e�ective method to solve the signal correlations
di�culties by calculating the partial signal reliability at cells and accumulating them to
attain circuit reliability. An accurate estimate of the circuit reliability is claimed with the
SPR-MP algorithm in [63]. The main drawback of this method is that the time consump-
tion increases exponentially with the number of fanouts. Another analytical method to
overcome the impact of signal correlations is the Conditioned Probability Matrix (CPM)
[64]. It decorrelates the correlated signals with conditional probabilities and accelerates
the estimation process with the direct SPR approach. Its complexity depends not only on
the size of the circuit but also on the re-convergence sources, which are de�ned as the
point at which signals correlate. Thus, CPM can also deal with the scalability problem with
combinational circuits.

Han et al. presented a Probabilistic Gate Model (PGM) [65]. This model relates the
probability of the output node to that of input signals and the error probability of the
logic gate. Here, two distinct computational algorithms are proposed with di�erent mer-
its. The approximate algorithm obtains an approximate evaluation of the circuit reliability
without considering the signal correlations, and vulnerability to complexity increases lin-
early with the number of gates. While the accurate algorithm that taking account the
signal correlations attains an accurate reliability evaluation methodologies. But the im-
proved techniques of reliability assessment of a circuit has exponential complexity in the
worst case.

Sellers et al. [66] introduced the concept of analyzing errors with boolean di�erences
which including the concept of how to use the Boolean Di�erence (BD) in error-detection
and error-correction in logic circuits design. Mohyuddin et al. [67] extended its application
to reliability analysis. The authors presented a gate-level probabilistic error propagation
model Boolean Di�erence-based Error Calculator (BDEC) which takes the boolean function
of the gate, the signal error probabilities of the gate inputs, and the gate error probability
as its input parameters and calculates the error probabilities of the outputs. It can achieve
reliability estimation with some accuracy and scalability with linear complexity increment
with the number of gates of the circuits.

A probabilistic-based methodology for nanoscale architecture design was proposed by
Bahar et al. [68]. The authors discussed a novel nanoscale architecture based on Markov
Random Fields (MRF). Later, Lu et al. [69] extended the concept of MRF-based design ar-
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chitecture and proposed a probabilistic logic to replace the Boolean logic for nanoscale
devices. According to MRF, the conditional probability can be expressed in terms of a
function contributed by its neighborhood. With statistical physics, the Probability Density
Function (PDF) of a node can be expressed by the energy level contributed by its neighbor-
ing nodes. Thus, the probability of the output nodes can be achieved with the integration
theory. Rejimon et al. proposed a probabilistic methodology based on Bayesian Network
(BN) [70]. The authors proposed a probabilistic error model based on BN and estimated
the overall error probability of the output by comparing the fault-prone output to the ideal
output. It was proved to be a compact and minimal framework to estimate the reliability
of circuits.

But, these algorithms are not suitable for the medium and large-scale circuit-netlists
that authors of this paper investigated as the test devices. The main reasons are the expo-
nential rise of mathematical computational complexity (time and memory requirements)
and re-convergence issues. Most primarily, for the case of the large circuit, a signi�cant
numerical variation in reliability analysis is observed while considering the di�erent signal
probabilities due to workload stress and the soft-error susceptibility rates. The trade-
o� between the time overhead (by the comprehensive fault-injection methods) and the
inadequacy in metrics estimation (by synthetic models) motivates the development of
high-performance tools with acceptable metrics-estimation error quantile. Ran Xiao and
Chunhong Chen briefed in their article [71] a comprehensive survey on the mathematical
algorithms for reliability at gate-level abstraction.

Alessandro Vallero in his research works [72] [73], uses a Bayesian network as a prob-
abilistic model that consists of a Directed Acyclic Graph (DAG). This model has been cho-
sen for estimating the cross-layer reliability of a system where nodes are analogous to
the hardware architecture level modules (e.g., CPU, register �le, and IP cores) and the
application software level modules. To make the probabilistic inference on the reliability
of each module (or) component in the system, the authors in [72] and [73], have chosen
the Noisy-MAX algorithm. However, such methods need a Conditional Probability Table
(CPT) as a quantitative model for each module for di�erent input-output combinations to
accelerate the marginalization of variables in the process of inferring error propagation
probability. Di�erent methods to �nd the probabilistic inference with Bayesian Networks
are explained in [74], [75],[76], [77] and [78], that includes junction tree, sum-product
algorithm, message passing algorithm, and beam search algorithm.

2.7 AI/ML for System Reliability: A Recent Literature Survey
The work in [79] supports the statement that with the advent of machine learning tech-
niques, the ability to learn from past behavior to predict future behavior makes it possi-
ble to predict an individual component's time until failure much more accurately. Here,
the authors explore the predictive abilities of a machine learning technique to improve
the ability to predict individual component times until failure in advance of actual fail-
ure. Fred Lin from Facebook Inc. in his work [80] presents a machine learning framework
that predicts the required remediations for undiagnosed failures, based on similar repair
tickets closed in the past. The authors explain the methodology in detail for setting up
a machine learning model, deploying it in a production environment, and monitoring its
performance with the necessary metrics because, in production, the autonomous system
diagnoses hardware failures based on the rules that the subject matter experts put in the
system. A common practice for estimating the reliability of electrical systems is to use
statistics and probability methods that provide quantitative data with reliability indices
from experimentation testing and simulations. George Thiel from Microsoft Corporation
in his work [81], proposes a temporal Convolution Neural Network-based model that is
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insensitive to the noise in the time dimension and designs a loss function to train the
model with extremely imbalanced samples e�ectively. Nikolaos Georgoulopoulos et al
in [82] describe a novel approach for predicting failure rates for components and hard-
ware systems. A physics-of-failure-based methodology is provided to predict the degra-
dation rate of a population using a Monte Carlo approach. The work in [83] provides a
survey. In this survey, they mention that machine learning (ML) and deep learning (DL)
methods can assist in e�ectively predicting hardware errors at a su�cient amount of time
before they occur. The survey is presented on hardware failure prediction techniques for
servers using ML and DL methods, with a focus on HDD, RAM, and CPU issues. These
techniques are categorized based on the ML or DL algorithm they use for the prediction
process. Hardware failures in cloud data centers may cause substantial losses to cloud
providers and cloud users. Therefore, the ability to accurately predict when failures occur
is of paramount importance. In the work, [84], the authors present FailureSim, a simulator
based on CloudSim that supports failure prediction. The FailureSim obtains performance-
related information from the cloud and classi�es the status of the hardware using a neu-
ral network. The authors from [85], investigated and compared one of the Deep Learning
Architecture called Deep Neural Network (DNN) with the classical Random Forest (RF)
machine learning algorithm for the malware classi�cation. The authors have studied the
performance of the classical RF and DNN with 2, 4 & 7 layers architectures with the four
di�erent feature sets, and found that irrespective of the features inputs, the classical RF
accuracy outperforms the DNN. In [86] proposes a hybrid prognostic scheme with the
capability of uncertainty assessment is proposed in this paper, which combines particle
�lter (PF) and Relevance Vector Machine (RVM). The Author from the work [87] develops
a machine learning model that has been further developed based on the Finite Element
Analysis (FEA) simulation results to make reliability predictions for chip package designs
with improved computational e�ciency.

2.8 Static Analysis and Derating Factors
The thesis work de�nes a probabilistic static analysis tool based on the methods in SOTA
and processed some simulations. The mathematical abstractions in equations (2.3) (2.4)
(2.5) and (2.6), elaborates accelerated Soft-Error Rate (SER) estimation in an system. Com-
parison of the proposed algorithm in the thesis with a probabilistic analysis tool from
state-of-the-art is necessary to brief the quality of the proposed method. At the gate-
level analysis, individual factors like EDR, TDR, LDR, and FDR contribute to the overall SER.
The importance of such a static tool for reliability estimation is to provide early-stage �nal-
ization for system designers as redemption from analysis jeopardy. The di�erent derating
factors are summarized below.

Logical Derating (LDR)
The Logical Derating (LDR) refers to the probabilistic metric that represents the probability
to mask an SET/SEU fault while propagating through the circuit. Depending on the SOTA
of static analysis methods in this thesis, a simple way for calculating the Signal Probability
Propagation (SPP) of each component is exploiting the truth table for the input and output
combinations. For example, the SPP in the case of a AND gate is represented in Fig. 2.8,
where input signals `A' and `B' have the signal probability 0.5 for having high-signal-state
`1'. The output signal (c) has a probability of 0.25 for possessing a high-signal-stats `1'.
These models depend on di�erent rules for di�erent gates and they are scienti�cally doc-
umented by the articles [65], [88] and [63]. To avoid repeating the texts and old equations
(that are not signi�cant for this thesis), the readers are advised to go through the articles.
The LDR calculation in this thesis for SOTA based static analysis method used these SPP
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models and the calculated probabilities are compared with reference fault injection sim-
ulation results as well as with results by the developed AI-Framework in this thesis.

Figure 2.8 � The Fault Signal (SEU/SET) Propagation Model in a AND Gate

Temporal Derating (TDR)
In the probabilistic static analysis tool, the mathematical temporal derating is estimating
as the fractional ratio of latching window (or) so-called opportunity window [89] which
is approximately indicated by setup (tsetup) and hold (thold) time of the �ip-�op. The SET
pulse width is de�ned by thed. The equations (2.1) and (2.2) are brie�ng the temporal
derating calculation for SEU and SET fault respectively. The detailed scenario of the calcu-
lation completely relies on the profound ideas in the works [89] [90] and [91].

TDRSEU = 1�
Delay+ tsetup

2 � thold
2

Tclk
(2.1)

TDRSET =
d

Tclk
(2.2)

In (2.1), the "Delay" simply represents the propagation delay entitled to the arrival of
required data at the input of �ip-�op. In short, the time represents the slack(tslack) =Tclk
- Delay.

Electrical Derating (EDR)
The case study of electrical derating is applicable for SET propagation while considering
the fact that SEU fault duration is persist enough to propagate. In the case of electrical
derating, a digital logical pulse model is derived to represent the analog transient pulse
as de�ned in the work cited by [89], where the various pulse widths in pico-seconds (ps)
are reasonably interesting in the gate-level.

Functional Derating (FDR)
The functional derating is not completely de�ned in the premises of mathematical calcu-
lation. The reason behind that, is the adaptive variation of circuit behavior relative to the
application and the environmental dependencies. Modeling of such collective behaviors
depends on the complete functional simulation campaign rather than a general mathe-
matical model. Therefore, functional derating in (2.3) and (2.5) are deriving through the
high-level fault injection simulation campaign, especially at RTL [92][93] (using Modelsim
and failures at block-level (or) like Data Vulnerability Factor (DVF) type failures) or even at
architectural level (Gem-5 [94][95] simulation tool).
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2.9 Mathematical Modeling of System Soft-Error Reliability
Single Event E�ects (SEEs) are the challenging phenomena to predict when the critical
parts of the circuit interacted with the radiation particles. The Single Event Upset (SEU)
and Single Event Transient (SET) are widely used here as the prominent representatives
of SEEs. The use-case for SEU fault mainly implies an inversion of the stored value in a
�ip-�op during a clock period, while SET represents a transient pulse of arbitrary width in
the output-net of a gate. It will propagate through the combinatorial network and latched
to the downstream sequential element. Block diagram in Fig. 2.7 shows a structure of the
fault-injection campaign that infers the statistical functional failure metrics of SEU/SET
events. The mathematical model for Functional Failure Rate (FFRi;seu) of a SEU event is
described as:

FFRi;seu= FITi;seu� Õ
j2T;L;F

DRi j (2.3)

FFRseu= å
i2FF

FFRi;seu (2.4)

where, DRiT ; DRiL ; andDRiF represent the fault derating factors [91] such as TDR,
LDR and FDR respectively. Similarly,FITi;seudenotes the rate of soft errors at the �ip-�op
(i) in Failure-In-Time (FIT) unit. Because of the interdisciplinary nature of functional failure
modeling of SEE events, the Functional Failure Rate due to SET (FFRg;set) can formulate
as:

FFRg;set =
Z wmax

wmin

FITg(w) � Õ
j2E;T;L;F

DRg j(w) dw (2.5)

FFRset = å
g2Gate

FFRg;set (2.6)

where,DRgE(w) is termed as EDR factor [91]. Both EDR (DRgE(w)) and TDR (DRgT(w))
in (2.5) depend on SET pulse-width (w). Other factors such asDRgL andDRgF are corre-
sponding to LDR and FDR respectively as explained in (2.3).FITg denotes the rate of soft
errors at the gate (g) in FIT unit. Readers could refer to the papers [44] and [22] for the
deep insights about the radiation-induced soft-errors and their inevitable intrusive nature
in the functioning of microelectronic devices in aggressive radiation environments.

2.10 Regression Evaluation Metrics
ˆ Mean Squared Error

If ŷi is the predicted value andyi is the true value corresponding to theith sample,
then the Mean Squared Error (MSE) to be estimated overn samples de�ned as,

MSE(y; ŷ) =
1
n

n� 1

å
i= 0

(yi � ŷi)2 (2.7)

The regression error will become minima as MSE approaches to zero.

ˆ R-Squared ScoreIt is also known as the coe�cient of determination. If̂yi is the
predicted value of theith sample, andyi is the corresponding true value, then the
coe�cient of determination estimated overn samples de�ned as,

R2(y; ŷ) = 1�

n� 1

å
i= 0

(yi � ŷi)2

n� 1

å
i= 0

(yi � ȳi)2

(2.8)
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where: ȳi = 1
n

n� 1

å
i= 0

yi . Numerical value 1 indicates a good regression �t, while 0 indi-

cates a worse �t.

ˆ Explained Variance ScoreIf ŷ is the predicted value of the target valuey, then Ex-
plained Variance Score (EVS) estimated overn samples is de�ned as,

EVS(y; ŷ) = 1�
Varf y� ŷg

Varf yg
(2.9)

where:Var is the square of the standard deviation. The best possible score is 1 and
lower values are worse.

ˆ 95% Con�dence Interval
In this thesis, a metric called con�dence interval (CI) for the population-mean (m)
describes a comparison metric. Here population implies sample space. The population-
mean,mis estimated by using a sample mean̄X. When the population standard-
deviations is given, the formula for a con�dence interval (CI) for a population mean
is:

X̄ � Z:s =
p

n (2.10)

where:X̄ is the sample mean,s is the population standard-deviation, n is the sam-
ple size, and Z represents the appropriate Z-value from the standard distribution
characteristics for your desired con�dence level [96]. Here Z-value is chosen 1.96
for 95% con�dence interval.

2.11 Data Mining and Clustering Techniques
Charu C. Aggarwal [97] states that data mining is the study of collecting, cleaning, pro-
cessing, analyzing, and gaining useful insights from data. In this thesis, we present a naive
data representation for a circuit in reliability estimation and modeling. This intermedi-
ate representation of the circuit is called a circuit-graph. Therefore, data mining is used
as a technique that collects and processes di�erent aspects of data corresponding to the
circuit. We exploit di�erent aspects of data mining algorithms for �nding similar compo-
nents by virtue of their structural peculiarities (e.g., number of inputs, number of outputs,
and number of neighboring components, etc.). Here two algorithms named k-means and
hierarchical clustering performs �nding similar components. For detailed reading, please
refer the book [97].

K-means Clustering
K-means algorithm is an iterative algorithm that tries to split the dataset into k distinct
non-overlapping clusters where each data point belongs to only one group. The par-
titioned subgroups have possible low intra-cluster data points and possibly high inter-
cluster distances. Here the quantifying objective function assigns data points to a cluster
by minimizing the sum of the squared distance between the data points and the cluster's
centroid (arithmetic mean of all the data points within that cluster). The applications of
k-means algorithms are signi�cantly increased in di�erent �elds [98] [99] [100].

Hierarchical Clustering
Hierarchical clustering treats each observation as a separate cluster in the initial step.
Then it iteratively executes the following two steps: (1) identify the data points that are
closest together, and (2) merge them into most similar distinct clusters. This iterative
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process continues until all the clusters are optimized. Hierarchical algorithms typically
cluster the data with distances functions such as Euclidean, Manhattan, Canberra, and
Minkowski. However, the use of distance functions is not a mandatory solution. Distinct
hierarchical algorithms use di�erent clustering methods, such as density- or graph-based
methods, as a subroutine for constructing the hierarchy [97]. Hierarchical algorithms gen-
erate a taxonomy of data depending on their similarity metric. The applications of hierar-
chical clustering are also proliferating in diverse Fields [101] [102] [103].

2.12 Arti�cial Intellegnce

Figure 2.9 � AI Overview (After Ref. [104] [2] [105] [106])

According to John McCarthy ([107] one of the founders of the discipline of arti�cial
intelligence) AI is the science and engineering of making intelligent machines, especially
intelligent computer programs. It is related to the similar task of using computers to un-
derstand human intelligence, but AI does not have to con�ne itself to methods that are
biologically observable. The picture in Fig. 2.9 ( inspired by [104] [2] and [105] [106]) gives a
clear idea of the relationship between Arti�cial Intelligence (AI), Machine Learning (ML),
and Deep Learning (DL) to the reader. Deep Neural Network (DNN) or Arti�cial Neural
Network (ANN) are considered the category of DL. Deep learning is a subset of machine
learning and is derived from the concept of arti�cial intelligence. In machine learning,
data is parsed for the learning phase and then followed by learning a decision rule, while
in the case of deep learning algorithms, arti�cial neurons appear in layers to create the
ANN that can learn and make intelligent decisions on its own. Arti�cial intelligence is a
global idea of ML and DL and enabling the machine (e.g. a computer) to attain a given
task based on a stipulated set of rules called an algorithm.

As mentioned before, the deep neural networks can make intelligent decisions on its
own, the work in this theis mainly based on a neural network, called GCN. Intelligent
networks like GCNs is actually di�erent from traditional neural network algorithms and
slightly varied from traditional Convolutional Neural Networks (CNN)s. A normal neural
network consists of staked hidden layers, where each of the neurons (or) nodes from the
current layer receives input from all the nodes from the previous layer, commonly known
as dense layers. Then performs a dot product between the data at the input of the neu-
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ron and the weights of the neuron. After that, the result is passed through an activation
function. These determined values are passing to the successive layers by concatenating
the input, hidden, and output layers together. CNN is di�erent from the traditional way of
constructing the dense layered neural network. In CNN, the initial input features are con-
volved with kernel input �lters and then down-sampled through a pooling layer. Finally,
connected to a fully connected neural network.

2.12.1 Machine Learning and Support Vector Machine
The support vector machine works on the foundation of a good theoritical learning al-
gorithm to solve regression analysis as well as classi�cation type problems. The SVM for
regression analysis can be called as SVR in short. It was invented by Vladimir Vapnik and
his co-workers, and �rst introduced at the Computational Learning Theory (COLT) 1992
conference with the paper [108]. SVM characterizes the maximal margin algorithm for su-
pervised learning models. In the maximal margin principle, SVR tries to �nd the optimal
hyperplane which maximizes the margin and minimizes the error. Compared to classi�-
cation problems, regression analysis outputs a continuous variable. The SVR approach
based on a standard epsilon-insensitive hinge loss function de�nes a margin of tolerance
e where no penalty is given to errors. At the same time, it punishes the wrong estimation
with a cost-insensitive symmetric hinge loss function.

An alternate approch in SVR applications is the kernel modi�cation. A kernel which
possible to transform the given data set to higher dimensional space to derive a liner
decision boundary. A properly chosen Radial Basis Functions (RBF) had employed as a
kernel function in this work. RBF is also called the Gaussian Kernel which means that
each feature vector of the dataset in the transformed dimensional space in�uenced by
the Gaussian observation.

2.12.2 Deep Learning and Feed Forward Network

Figure 2.10 � Deep Neural Network

Deep Neural Network is an important step in the machine learning algorithms. Their
learning methods are trying to model data with complex architectures and distributions
by combining di�erent non-linear transformations. In this work, a general fully connected
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DNN is implemented. The other main categories of deep learning methods are Convolu-
tional Neural Network (CNN) and Recurrent Neural Network (RNN). The elementary bricks
of deep learning are the arti�cial neurons (perceptrons) which are inspired by biological
neurons. An arti�cial neuron combines the input signals with adaptive weights and uses
an activation function to deliver the output to be estimated. An in-depth discussion about
the architecture as well as the adopted parameters has given in later sections. A Feed For-
ward Neural Network is a category of ANNs, and it is called DNN. The connections between
nodes are in a feed-forward way and do not form a cycle. The opposite of a feed-forward
neural network is a RNN, in which a certain connection of nodes has feedback from past
states of the nodes. The feed-forward model or DNN is the simplest form of the neural
network as information is processed and inferred in one direction. The data that passes
through multiple hidden layers, is traversing in the forward direction and never in back-
ward. The fundamental unit of Feed Forward Neural Network is a single layer perceptron,
and the typical DNN structure is shown in 2.10.

2.12.3 Graph Convolutional Neural Network (GCN)

Figure 2.11 provide a architectural view of GCN. The work made a GCN model of two hidden
layers as given in Figure 2.11. The �rst layer in this work contains 4 hidden nodes and the
second layer contains 2 hidden nodes. These two hidden layers stacked between the input
layer and the output layer. The input layer contains a number of nodes which equivalent
to the gate-level netlist elements of the circuits. It varies from circuit to circuit. The model
can able to model even for a large number of elements of the circuit by this time. But it is
di�cult to say a limit now. Both hidden layer's nodes activated by the non-linear function
called a hyperbolic tangential function (Tanh). During the training phase, the model is
updating at each step and optimized by an adaptive learning rate optimization algorithm
called 'Adam' [109]. The dimension of the hidden layers can be chosen by arbitrarily and
it depends on the parsed adjacency matrix.

Figure 2.11 � GCN Model [110]
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2.12.4 Long-Short Term Memory (LSTM)
Long Short Term Memory (LSTM) networks are an enhanced case of Recurrent Neural Net-
work (RNN) that is capable of learning sequential order dependence in prediction prob-
lems. LSTM has a neural network architecture to model temporal sequences, memorize
very recent past data and predict long-term dependencies with trained time-series data
[111]. An LSTM cell module has three interacting components: Input Gate, Forget Gate,
and Output Gate. glslstm can solve many unsolvable time-series tasks by feed-forward
networks using �xed-size time windows.

2.13 Applied Electronic Design Automation Tools in Thesis
The basis of this doctoral thesis is to research and develop a software framework for
the analysis of reliability due to soft error. The consolidation of developed models and
their validation depends on the results of real-time fault-injection simulations. The well-
apprehended device simulation in this thesis chose Verilog language and simulation tools
like Modelsim, Synopsis VCS, and an open-source tool like Icarus Verilog. Automating the
fault-injection campaign that injects numerous faults and corresponding analysis, a frame-
work is developed in the scripting languages called Tcl/Tk. Tcl is a high-level, general-
purpose, interpreted, dynamic programming language. Integrated fault-injection func-
tions of the SoCFIT tool linked to the ModelSim simulation framework for fault injections.
Verilog Procedural Interface (VPI) functions are explore to generate the fault-injection
functions in SoCFIT tool. SoCFIT is a reliability-focused design characterization platform
that predicts quickly and accurately the failure rate (FIT) and various derating factors of
Application-Speci�c Integrated Circuit (ASIC) and System on Chip (SoC). Design Compiler
(DC) of Synopsis toolset is the technology that synthesizes the gate-level circuit from RTL
abstraction of all the test-circuits in the thesis case studies. The timly use of Make�les in
shell scripting made a simple way to organize code compilation.

2.14 Applied Software Languages and Tools in Thesis
A software framework for the static analysis of soft-error reliability is the fundamental aim
of this thesis work. The framework is built using Arti�cial Intelligence AI models, tools, and
open-source algorithms. The AI tools are adapted from Python language. The adapted
AI libraries are Apache MXNet, Tensor�ow, Keras, PyTorch, Scikit-learn, and Theano. A
software framework for the static analysis of soft-error reliability is the fundamental aim
of this thesis work. The framework is built using Arti�cial Intelligence AI models, tools, and
open-source algorithms. The AI tools are adapted from Python language. The adapted AI
libraries are Apache MXNet, Tensor�ow, Keras, PyTorch, Scikit-learn, and Theano. The
di�erent data mining libraries and clustering algorithms are explored from R-Language. R
is a programming language as well as a free software environment for statistical computing
and graphics supported by the R Core Team and the R Foundation for Statistical Computing
[112]. C/C++ and Java are the principal languages to build some executable functions for
fault-injection toolset and a compiler for Verilog scripting programs.
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Chapter 3

An AI-Framework for Soft-Error
Reliability

The published scienti�c papers: [I], [II], [III], [IV] and [V] are the backbones of this chapter.
[I], [II], and [III] contribute 90% of this chapter, where as [IV] and [V] contribute 9% and 1%
respectively. The chapter refers to the paramount and commercially advantageous results
of an AI based framework that is an accelerated analytical tool for the inference of func-
tional level failures due to the radiation-induced errors in micro/nano-electronic advanced
circuits. In the published article [IV], the necessity of standard reliability evaluation met-
rics and how its standardization enhance the quality of the system are outlined. Papers [I]
and [II], pave the primary steps to solve the labyrinth problem of developing an advanced
mathematical solution to the accelerated analysis of soft- errors. Finally, a comprehensive
and sophisticated tool/method is developed by exploring the complex features of arti�-
cial intelligence techniques and published in [III]. All these methods supports explained
arti�cial intelligence or white-box modeling, while an example for black-box modeling is
provided in [V] that is not the prime vision of this chapter.

3.1 Preamble of Chapter
With the advent of small-scaled technologies, the vulnerability of Single Event E�ect (SEE)
dominates in the radiation response of complex-microelectronics designs. Single Event
E�ects (SEEs) such as Single Event Upsets (SEUs) and Single Event Transients (SETs) have
been characterized as the principal reliability-concerned physical phenomena at gate-level
abstraction. Heavy ions, protons, and neutrons induce SEEs that are a�ecting highly so-
phisticated electronic designs at their functional level. Therefore, critical functional fail-
ures due to SEEs are one of the complex aspects to characterize reliably. An exhaustive
Fault-Injection (FI) is a well-apprehended way of assessing the severity of faults by explor-
ing the complete fault-space and providing more accurate reliability metrics. However,
this fault-injection strategy turns more cumbersome in terms of execution time and EDA
tool licenses. This thesis targets a more advanced systematic framework based on Arti-
�cial Intelligence (AI) algorithms to accelerate reliability metrics estimation with an ac-
cepted level of numerical approximation error. The behavioral patterns of cell instances,
including gates and �ip-�ops, are extracted/separated/derived from the gate-level in a
probabilistic manner, using AI algorithms. The probabilistic patterns are an exploratory
source to train and optimize a Deep Neural Network to postulate a model to predict the
SER/Functional Failure Rates (FFRs) due to SEUs and SETs.
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Exhaustive fault injection-based reliability assessment is infeasible on medium and
large-scale circuits in terms of time and EDA licenses. Therefore, new test methodolo-
gies based on mathematical and statistical models attract the attention of reliability re-
searchers.

The Probabilistic Transfer Matrices (PTM) is an example of such a model that performs
the matrix multiplication for the reliability analysis [60]. Similarly, Algebraic Decision Dia-
grams (ADD) [61], Signal Probability Reliability Analysis (SPR) [113], Multi-Pass SPR [63] and
Probabilistic Gate Model (PGM) [65] [114], are the dedicated algorithms for analysis of the
fault signal propagation. But, these algorithms are not suitable for medium or large-scale
circuits that were investigated as the test devices in this thesis. The main reasons are the
exponential rise of mathematical computational complexity (time and memory require-
ments), re-convergence issues, and most importantly, a signi�cant numerical variation in
reliability analysis while considering the signal probabilities due to workload stress and
the susceptibility rate of soft errors.

The scienti�c problem that motivates this work is developed from the perspective of
Soft Error Rate (SER) analysis [19] in the combinational circuits. There are several factors
to be considered in determining the SER of a logic circuit. Such factors include electrical,
logical, temporal, and functional derating factors and are premised on:

1. The soft-error vulnerability rate of a combinational cell in Failure-in-Time (FIT) units

2. The location of error generation at the given logical networks

3. The probability of error attenuation on a path of propagation

4. The signal probability at the input of sequential and combinational cells

To facilitate a more realistic reliability analysis of a system design, more complex models
that encapsulate di�erent derating factors are essential at the logical abstraction level.
Depending on the �exibility of those compact models that address di�culties for the logic
level SER analysis, more comprehensive failure analysis is possible before the �nal stage of
the system design. This idea is the core principle of the development of the implemented
approach in this chapter. The developed method is incorporated into an EDA tool which
embeds the models to facilitate more accurate reliability analysis. The exhaustive fault
injection method is the ultimate reliability assessment method in terms of accuracy but
its inconveniences in terms of time and EDA licenses make this approach infeasible on the
size of circuits from the scalability perspective. So a new testing methodology (or) tool is
the ultimate aim of this thesis.

3.2 Reliability and Functional Safety Requirements
3.2.1 Understanding Reliability Standards in Autonomous System

Autonomous systems will enable huge societal changes (and possibly progress). As ex-
pected, stringent safety and reliability expectations and requirements are �rmly set in
international standards, implicit customer expectations and, not unexpectedly, insurance
policies. Autonomous systems are also an emerging industrial �eld and are very likely
to stay with us for a very long time. Accordingly, it is very probable that many successive,
evolutionary or revolutionary standards will be issued to govern them. International stan-
dards are the clearest and most authoritative prescribers regarding reliability and safety.
The list of current or under-development standards in this �eld includes:
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ˆ EC 61508 [115] (Functional Safety of Electrical/Electronic/Programmable Electronic
Safety-related Systems) is aimed at all industrial �elds and is the template for many
application-speci�c standards;

ˆ One of the most well-known derivatives of the previous is ISO 26262 [116], which
addresses the functional safety of automotive systems;

ˆ IEC 62279 is an adaptation of [115] for railway applications;

ˆ ISO 13849 [117] is a safety standard which applies to parts of machinery control sys-
tems that are assigned to provide safety functions;

ˆ AC 25.1309-1A [118] (System Design and Analysis) provides background for important
concepts and issues within airplane system design and analysis;

ˆ RTCA/DO-254 [119] (Design Assurance Guidance for Airborne Electronic Hardware)
provides guidance for the development of airborne electronic hardware.

ˆ Since change is a permanent feature of the industrial progress, expectations and
requirements constantly evolve. While intended to be robust and durable, stan-
dards are not safe from being prone to latest fashions and currents in the industry
or from being in�uenced by companies and organizations looking to promote their
own position and o�ering.

Particularly, the terminology and dictionary of any standard is a faithful snapshot of the
particular context at the time of the writing and often su�ers from updates, changes of
signi�cation, meaning overcharges and obsoleteness during the expected lifetime of a
standard and even more so when a new standard is devised. The goal of this Section is
to pinpoint some basic topics that are common to the di�erent standards and faced by
most of them. They are summarized in Table 3.1. Many standards include a part related to
Terminology. In this category, the signi�cation and a clear de�nition of the key terms shall
be presented and elaborated. However, the speci�c meaning can hide behind an ordi-
nary word, requiring a more in-depth discussion and explanation and investing the simple
term with a fundamental weight. The �Terminology� category would thus bene�t from
a Concepts sub-category. As soon as the key terms and concepts have been introduced,
the standards are fast to move to the explanation of their core methodology, framework
and principles. The Methodology category covers these aspects. In their various proposed
methodologies, many of the standards address �risks� to the safety of the intended ap-
plications and set a mix of quantitative and qualitative requirements and expectations for
these risks. These objectives and goals will be captured in the Requirements category.
The reliability and safety of any application will have to be checked against the applica-
ble requirements and improved until its behavior ful�ls the expectations of the intended
standard. Accordingly, the taxonomy will have to include the Assessment and Manage-
ment categories. Lastly, any application is designed to work safely and reliably in a given
setting. The Environment category would capture the entirety of electrical, thermal, me-
chanical, radiative conditions to which the application will be subjected. In practice, the
concerns about reliability may mix together with those about feasibility (especially when
target features are particularly challenging). For this reason, independently on standards
and regulations, general safety praxis can be utilized e.g. by using the ALARP method
(�as low as reasonably practicable�) and providing justi�cation for bene�ts of the society
against the involved risks.
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Table 3.1 � MAIN TOPICS IN THE RELIABILITY AND FUNCTIONAL SAFETY STANDARDS [4]

Terminology Methodology Requirements Assessment Management Environment
Vocabulary Development Hazards and Risks Models Online Electrical
Concepts System-level Classi�cation Probabilistic O�ine Thermal

Hardware-level Event Rates Simulation Diagnostic Mechanical
Software-level Mitigation Maintenance Radiation

3.2.2 Key Concepts in Reliability and Functional Safety for Autonomous
System

For autonomous systems, but not only, the notions of �reliability� and �safety� com-
prise as many signi�cations as engineers from di�erent industries want to invest in them.
Loosely, reliability represents the probability of a system to fail, i.e. higher reliability
means less failures, while safety generally means that the system fails in a safe way. A re-
liable system can be unsafe while a safe system can be unreliable. Furthermore, systems
can be made arbitrarily safe and reliable with a corresponding investment of resources
and time. Requirements for reliability and safety can be quantitatively and qualitatively
very di�erent but standards are often aggressive in setting high requirements for both
safety and reliability. The most straightforward approach to address both reliability and
safety is to rank risks and hazards according to their impact (safety) and to expect that the
probability of risks (reliability) decreases inversely to their impact. An aggregated event
rate (often measured in terms of Failure in Time, or FIT), may be associated to the system
and/or component according to their role but with an underlying understanding of the
risks that make up the �Failure� key term.

In this way, quantity and quality, safety and reliability are harmoniously integrated.
However, reliability engineers will �nd that this task is relatively di�cult as two opposing
concepts still need to be conciliated: objective versus subjective. The quali�cative of �Ob-
jective� can be applied to any physical measurements. As an example, technology fault
rates can be expressed accurately; a �Soft Error Rate� is an objective measurement of
the susceptibility of a technological process under radiations. Faults propagate through
the circuit and system and can become Failures. Various methods, such as static and dy-
namic ones, can accurately and undisputedly (thus objectively) predict the fact that a fault
occurring in a deeply-embedded logic cell instance can propagate and a�ect a primary sys-
tem output. The question that the reliability engineers and their design colleagues must
answer now is whether this fault consequence represents a failure or not, what are the ac-
tual consequences and, more importantly, where exactly in terms of risk levels the failure
needs to be classi�ed. This is the �Subjective� part and standards try to address this by a
prescriptive, function-based assessment. However, in practice, the whole procedure pro-
vides some freedom and margins to reliability engineers that can argue for a less critical
classi�cation of possible fault outcomes.

Probabilistic risk evaluation and management is a core concept of many reliability as-
sessments. Only a fraction of technological faults will propagate through the circuit and
become errors, i.e., erroneous data or values stored instead of correct information. Only
a percentage of errors will become failures causing observable deviations of the system
behaviour. Furthermore, failures can be classi�ed in criticality classes. If error detection/-
correction/management features are implemented, they can address faults, errors and
failures at any design level and can reduce the percentage of events graduating from one
level to the upper one (see Fig. 3.1).

A �rst, fundamental contributor to the quality of an autonomous system is the quality
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