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ABSTRACT 
 
This thesis investigates software architectures for multi-agent sensor systems. 

Multi-agent systems are considered both in the context of robotics and the context 
of personalized telecare systems. The goal of the work is to develop a software 
architecture which combines the desired properties of flexibility and developer-
friendliness with efficiency and scalability.  

The basic approach taken for building such architecture is to use the classical 
blackboard principles with the new flavor we call whiteboard and combine these 
with the RDF-based approach for knowledge representation. The desired 
combination of flexibility and efficiency is achieved by taking specific 
architectural choices suitable for the domain and introducing numerous detailed 
improvements to the basic approach.  

In particular, we take a content-centric approach in the sense that the 
architecture is designed to support universal semantically described context 
information and formal reasoning for automated profile generation and data 
aggregation. The approach is implemented both in a multi-robot system and several 
home telecare systems.  

We compare the efficiency of selected components to a variety of alternatives 
and consider several options for knowledge representation. We argue that the 
choices and optimizations presented are suitable for a wide range of application 
domains for multi-agent sensor systems. 
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KOKKUVÕTE 
 
Doktoritöö teemaks on multi-agent sensorsüsteemid, mida käsitletakse nii 

robootika kui personaliseeritud telemeditsiini kontekstis. Töö eesmärgiks on luua 
selline tarkvara arhitektuur, kus süsteemi paindlikkus ja arendajasõbralikkus oleks 
kombineeritud efektiivsuse ja skaleeruvusega. 

Soovitud arhitektuuri loomise aluspõhimõtteks on kasutada klassikalist nn 
blackboard-arhitektuuri uues vaates, mida kutsume whiteboard arhitektuuriks ja 
kombineerida seda teadmiste esitamise RDF-põhise lähenemisega. Paindlikkuse ja 
efektiivsuse kombinatsioon saavutatakse vaadeldavate rakendusvaldkondadega 
sobivate spetsiifiliste arhitektuursete valikutega ja aluspõhimõtetele mitmesuguste 
täienduste sisseviimisega. 

Töö lähenemisviis arhitektuurile on sisu-keskne selles mõttes, et arhitektuur 
sobib universaalse, semantiliselt kirjeldatud konteksti-informatsiooni ja 
formaalsete järeldusmeetoditega automaatseks profiili-genereerimiseks ja andmete 
agregeerimiseks. Lähenemisviis on realiseeritud nii multi-robot süsteemis kui 
mitmes kodukasutuseks mõeldud telemeditsiini-süsteemis. 

Me võrdleme valitud komponentide efektiivsust mitme eri tehnilise 
realisatsioonivariandi ja mitme eri teadmiste esitamise meetodi vahel. Kokkuvõttes 
näitame, et töös esitatud valikud ja optimeeringud on sobivad multi-agent 
süsteemide laia rakendusvaldkondade spektri jaoks. 
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1. INTRODUCTION 
 
This thesis concerns the software architecture of systems incorporating several 

different sensor and monitoring systems and capable of taking autonomous action 
when need arises.  

The goal of our work is to develop a software architecture which combines the 
desired properties of robustness, modularity and flexibility with efficiency and 
scalability on the other hand. An important aspect of the systems is built-in 
intelligence in the embedded devices themselves (robots, medical sensor systems, 
etc.): the basic decisions about the necessary actions and the information to be 
transferred are taken already at the device level, not just on the level of the central 
server of the whole multi-agent system. We ground our approach on the use of 
whiteboard and employ both the multi-robot and the personalized telecare systems 
as the chief domains of our experimental implementations. 

The thesis contributes to the area of whiteboard-focused architectures for multi-
agent sensor systems based on the articles added to the Appendix. 

 
 

1.1. Motivation and the problem statement 
 
When creating the systems that involve some independently running 

components where several activities have to be performed in parallel, it is very 
natural to use a multi-process architecture. Although it might be feasible and even 
beneficiary - easier to optimize for performance - to use the monolithic approach, 
the decomposition of the problem into separate sub-tasks and encapsulating these 
to dedicated modules gives better maintainability. No less important is the 
comprehensibility of the model to the developers in the first place.    

However, based on the details of the planned system there are several 
possibilities to create a multi-process architecture. Besides dividing the system 
functionality among the processes one must decide how to make the processes 
interact with each other. It is not a trivial issue, especially on the level of 
implementation, as the communication mechanism adds new complexities and an 
extra load. Depending on the posed requirements (e.g. security, speed, flexibility, 
traceability) to the system and its parts there are numerous possible solutions for 
the organization of synchronization and data passing between the processes, some 
more and some less efficient. 

An important issue to consider here is the kinds of data flows between the 
processes. In case the multipoint to multipoint communications are common (the 
data provided by one process is needed by several consumers and one consumer is 
interested in the output of several data providers) as it happens, for example in the 
sensor data acquisition and actuator controlling systems, then the blackboard 
architecture would be a natural design choice. The classical blackboard systems 
[1], [2], [3] originated as an architecture for problem solving: the problem is 
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written on the blackboard, the system runs and adds new data on the blackboard 
until it produces the solution. 

The blackboard allows to avoid the message passing frameworks: the system 
can be set up with a shared medium – a global database – where all the system 
components upload and access all the data they need.  

The basic idea of the blackboard [1] system is very simple, but the 
implementation details are rather not. There are three components to consider: the 
knowledge sources, the blackboard and the control mechanism: the scheduler. The 
knowledge sources (KSs) solve the given problem collaboratively by applying their 
expertise on the present state of the problem. KS do not interact directly with one 
another or know what other specific KSs are present in the system [2]. They add 
their contribution to the shared blackboard as well as get their input by reading it. 
The blackboard itself is just a storage. The scheduler is where the real complexity 
stems from, as it has to drive the whole system towards the solution. It has to 
manage issues like which KSs can be executed at the given state; if many 
competing executions possible, which is the most helpful; preventing deadlocks. 
This poses challenges to the implementation even if the tasks are understood in 
detail.  

In the blackboard systems discussed later in this work we do not strictly follow 
the classical design ideas. To avoid confusion we will make a difference between 
the official blackboard and the similar concept we will call hereafter whiteboard.  

In the scope of this work we will define the whiteboard to be a shared database 
for agents to be used as a communication channel. The whiteboard thus has dual 
functionality, both of which are important and require corresponding architectural 
choices. 

As seen later, the blackboards and the whiteboards have slightly different 
purposes. Whiteboard is used as a name because it carries linguistically the same 
meaning and in a sense the whiteboard system under discussion is a lightweight 
version of the blackboard system. Another fact in favor of the term whiteboard is 
the circumstance that Wgandalf1 was mostly used as a base for building the 
whiteboards in the implemented systems. If generalized enough they can be taken 
as synonyms. It is also more appropriate to call processes agents instead of 
knowledge sources. 

The whiteboard model poses several important questions which are tackled in 
the scope of this thesis.  

First, there is the issue of a data model. The relational data model with a fixed 
schema is clearly a very straightforward way to build the whiteboard, but the poor 
extendability is the main shortcoming of the relational model [4], [5]. Hence we 
focus on RDF or RDF-like schemas and consider the aspects and suitable answers 
for data modelling in the distributed sensor/actuator systems. The efficiency of 
different data models is presented and compared in the experiments in the appendix 
of the thesis. 

                                                      
1 Wgandalf is the reincarnation of the Gandalf system where the W refers to white 
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One of the attractive benefits of using the whiteboard is the possibility to use 
reasoning engines using the whole set of data as input and writing output to the 
same whiteboard, similarly to the classical blackboard systems. We will consider 
and experiment with several options, bring out the benefits, problems and 
questions needing further work. The option of using reasoning engines is closely 
tied to the question of finding suitable data modelling principles. 

The issue of underlying tools comes next. A wide range of available options 
(sockets, files, databases, shared memory, etc.) is described, measured and 
compared in the appendix.  

Yet another issue is the design of the frontend, including data presentation and 
query languages, the prototypes of the API functions and access policies. The 
whiteboard should not be very restrictive, but should maintain order and avoid 
mistakes. 

   
 

1.2. Contribution of the thesis 
 
The thesis studies questions and options arising while designing architectures 

for multi-agent systems of intelligent sensors. The focus of research is on the 
details of using a whiteboard for intelligent communication between software 
agents on a device.  

The design decisions of a whiteboard affect the way the agents are created and 
the final application is put together. The control functionalities still exist, even if 
not explicitly, and should be divided reasonably between the whiteboard and the 
agents. 

Our main goal is to design architecture for the multi-agent sensor systems 
which would be: 

• robust:  (temporal) failures of some agents should not bring the system 
down, 

• modular and flexible:  it should be easy to add new types of sensor and 
reasoning/data processing agents with new types of data, 

• efficient: the architecture should strive for enabling maximal possible 
efficiency, i.e. being more efficient than other robust and modular 
architectures. 

The general idea of building multi-process systems with ambitious data sharing 
around the central whiteboard is shown to be promising. We allow the system to be 
built agent by agent, keeping the agents’ responsibilities clear and routing all 
workflows through the whiteboard. 

The cornerstone of our solution is to employ enhanced RDF-style knowledge 
representation on the whiteboard, allowing good data interoperability, ontology-
based formal reasoning and sufficient independence and flexibility for separate 
agents and software developers while achieving high efficiency at the same time. 
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The designed architecture is implemented and optimized on large combined 
hardware/software projects in two significantly different domains, demonstrating 
the feasibility of the approach in practice. 

 

1.3. Thesis organization 
 
The thesis starts with the general introduction, motivation and the contribution 

overviews above.  
The next part of the thesis presents an overview of the whiteboard: the 

principles and the main differences between the classical blackboard and the 
whiteboard as described in the current work. The two large projects where our 
whiteboard architecture was designed and tested are presented next. The final 
chapters of this part give an overview of the related work in blackboard and similar 
systems, as well as multi-agent systems. 

The third part of the thesis focuses on the details of whiteboard: architectural 
options, motivations and reasons of using one or another option. We will consider 
and explain our choices regarding the data model, the underlying communication 
model, the API details and processing the data with the reasoning engine. 

The fourth part describes the requirements, details and differences of our 
solutions for the two different large research projects: the Roboswarm and the 
Telemonitoring project. 

The conclusions chapter summarizes the advantages of the whiteboard 
architecture, our contributions in papers and gives suggestions for future work in 
the topic. 

The two appendixes present our experimental results of measuring and 
comparing the performance of different alternative mechanisms for interprocess 
communications and data representions. 

The rest of thesis consists of the eight selected publications from the full list of 
fourteen. 
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2. INTRODUCTION TO WHITEBOARD 
 
The classical blackboard systems [1], [3] were proposed as architecture for 

problem solving. In the initial state the problem is written to the blackboard. After 
that the system will run until it produces the solution. The control mechanism has 
the key role, with the blackboard component itself having no significant 
importance. Opportunistic KSs are rather like procedures that can be called by the 
control mechanism to perform some certain action. There is no parallelism to avoid 
data access conflicts. To choose between KSs they are tested first. In the test a KS 
reports whether it has enough input data to run successfully or what are the missing 
items. It also predicts its outcome it should produce in the case of given a chance to 
execute. Sometimes the test management is implemented as a part of the KS and 
sometimes on the side of the control mechanism. However, we could still say that 
these control issues are basically the matters of blackboard design.  

 
Keeping in mind the sensor data acquisition systems which run for a longer 

period of time and are not directly meant for problem solving, the blackboard 
system in its classical sense is not exactly what is needed. Rather we could think of 
the whiteboard as an environment that provides means for sustaining constantly 
running agents around a common medium. Agents are meant to run in parallel and 
without any special scheduler or testing mechanism. The whiteboard should be 
simply the framework for all agents for communicating with each other which 
enables the workflows. If someone writes a piece of knowledge to the whiteboard, 
it can be read by either one interested agent or by everybody or by no one – the 
data provider does not have to be concerned with the existence of possible 
consumers. By slightly elaborating this idea we can say that the agent itself can be 
the addressee or consumer of its own data. The whiteboard can be used just as a 
data storage. Therefore the whiteboard in the scope of this work has two primary 
roles: 

• a communication channel between agents, 
• a database  
By saying a database here we do not mean classical database management 

systems with a database server, complex query handling and long term storage of 
large amounts of data. Our database is just a temporary storage for variables, 
parameters, configurations and results without guaranteeing ACID2. Parallels can 
be drawn to the so called NoSQL databases as discussed in [4], [5], and [6] but we 
do not share exactly the same goals. Here the idea of a database is also important 
because it stresses the effect of history. Communication and message passing by 
default do not include history. As an agent regularly writes some values (e.g. 
sensor readings) to the whiteboard and these are not immediately deleted, there 
will be a buildup of historical values available for using over and over again by 
other agents, until the values are deleted. All in all, we may say that an agent does 

                                                      
2 ACID - atomicity, consistency, isolation, durability 
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not have to get all its input by messages from the other agents, but it can search the 
database instead. 

As stated before, the whiteboard agents should be rather seen as constantly 
running processes and not temporarily invoked KSs, even if their tasks can be the 
same. However, this is an opportunity, not the obligation. If the system’s design 
requires starting and stopping new agents during runtime, it should definitely be 
possible in the whiteboard system. The data on the whiteboard remains intact and 
available for further uses. Hence the whiteboard offers the possibility for the agents 
to keep their states in the public storage and in the case of being stopped (or crash) 
to continue from the last state when restarted. 

By allowing only sequential execution of KSs the blackboard systems did not 
have to deal with conflict situations where several agents update a single value 
concurrently. Whiteboard’s agents run in parallel which is sensible from the 
application’s point of view. It must be noted that also in the case of whiteboard the 
previously mentioned complexities of synchronization cannot be overlooked. We 
do not have the control (scheduler) as such, which means that the conflicts have to 
be solved somewhere else – in the whiteboard’s implementation and in the 
whiteboard’s API design. 

 

2.1. Example systems – a robot and a telemonitoring 
gateway 

 
For getting a better understanding of the requirements for the whiteboard we 

can examine two real life case studies. Both of these examples are sensor data 
acquisition systems with actuators and built-in decision making. First there is the 
Roboswarm project where the whiteboard is used as the middleware for controlling 
a simple mobile robot with a small number of sensors. The second system is the 
middleware for the home telemonitoring gateway device. The general idea of the 
systems is exactly the same: get data from the sensor devices, deliver it to the 
decision making modules, analyze the data and probably drive some actuators. 
When we take a close look at the utilization of the whiteboards in these systems we 
can spot several differences.  

In the Roboswarm project had a set of identical mobile robots (based on the 
iRobot Roomba) and a server. The robots were fairly simple in their design. The 
equipment included some sensor devices (e.g. bumpers, cliff sensors, sonars, wheel 
odometers, and magnetometer), some actuator devices (e.g. wheel motors, antenna 
multiplexer, LED indicators) and devices which are both sensors and actuators at 
the same time (RFID reader). On the logical level the wheels and bumpers are 
totally independent entities. However, on the physical level they must be handled 
together as they are connected through the same cable and protocol. There was also 
a network device (WiFi). The server hosted the user interface system and the task 
allocation mechanism.  

Although a typical approach at that time would have been to use Player/Stage it 
was decided to go with the whiteboard model (implemented as a fast shared 
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memory data store). The agents were created based on the physical hardware 
devices because it was not realistic to share open connections among the processes. 
As noted, there could be many logical entities behind one connection, but as the 
devices were using serial or USB ports and had proprietary access libraries and 
initialization procedures, only one process interacted with one device. The sensor 
readings were sent to the whiteboard. All the commands were also sent to the 
whiteboard. The corresponding actuator agent picked them up from the whiteboard 
and delivered to the real device. If the devices used a bitwise protocol then a higher 
level representation was used in the whiteboard and the communicating agent 
performed the conversions.  

The whiteboard itself could have two types of entries: regular and persistent. 
Regular entries disappeared by themselves after a while because the whiteboard 
was a circular buffer and old data got overwritten. That means no special garbage 
collection was needed. For optimization reasons some exceptions were needed and 
thus the persistent data entries did not follow the same pattern. The data entries 
were rather simple and short, following a set of common principles. The possibility 
to easily add new sensor devices and data types was highly important. There was 
not much need for complex data structures, but good performance (15 ms sensor 
polling time) and small footprint of code were crucial (Gumstix Verdex was the 
controller). The data model used throughout the system was RDF triples with 
additional meta-fields. Besides the robots and the server the RFID tags could also 
store up to six RDF-like entries 32 bytes each (see Paper 1). The whiteboard’s API 
was rather low-level due to the tradeoff between convenience and high 
performance, yet it had to be easy to comprehend. 

The telemonitoring gateway project introduces a set of medical measurement 
devices to the home of a patient so that she can regularly check her health 
parameters and report these to hospital. According to [7], recent surveys reveal that 
elderly individuals prefer to remain in their accustomed living environment for as 
long as possible, even in the eventuality of increasing reliance upon assistance 
services and caregivers. Another target group is the patients with chronic diseases 
are subjects to monitoring activities of daily living (ADLs), vital signs and self-
reporting [8]. For these kinds of use cases a gateway device is inevitable due to the 
fact that measurement devices have local USB or Bluetooth (Zigbee, 6Lowpan) 
connectivity and the data has to get to the hospital automatically. Manual transfer 
with paper and pen has certain drawbacks ([9]). In addition to the sensors (blood 
pressure monitor, ECG device, glucometer, scale, motion tracking 
accelerometers/gyroscopes etc.) there exist actuators for patient notification and 
guidance (display screen, loudspeakers). The gateway talks to the devices with 
their low-level proprietary protocols (still preferred by many manufacturers [7]) 
and forwards the measurements to the hospital system, but it does some local 
processing as well. Not all the data should be sent to the hospital (which can 
become a bottleneck if too many patients) and therefore the gateway does some 
computing locally, like aggregation, filtering, threshold checking and quick patient 
feedback. Some measurements are not taken from the devices but are input through 
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the UI by the patient as a self-reporting evaluation of pain level, stress, mood, 
breathlessness and tiredness [8], calories intake (for diabetes patient, extremely 
hard to automate, e.g. [10] uses crowdsourcing for photo analyses) etc. All sensors 
do not have to measure the patient: the environment can be monitored as well, like 
ambient temperature, noise level, and humidity. Sensors can be virtual [11] 
meaning that they combine outputs of other data sources.  

The hardware used for running the gateway application is not a powerful PC but 
an embedded computer: set-top box (Papers 3, 4) or media display (8” Chumby), 
equipped with a network connector and all the necessary interfaces for sensor 
connectivity. There are projects that use a PC at the home setup [12] or use many 
computing devices [7] (a gateway plus a set-top box) which is a serious problem 
for cost efficiency. For the majority of cases the fast performance is not really 
important, because measurements are taken only a couple of times per day and 
having a reaction time in seconds is acceptable enough. For the home monitoring 
system the main focus is put to data structures and API. Compared to the robot’s 
case one measurement event of telemonitoring may contain more details (fields) 
and have a deeper structure. For example, a record of a blood glucose sample has 
to include the indication of when the measurement was taken: before or after the 
meal, and what meal it was (e.g. breakfast, snack). Parallel use of terminologies is 
possible – “blood pressure” entity should contain the name used in the hospital 
systems as well as the name from some global medical nomenclature. Ontologies 
have a more important role here and there should be readiness for supporting 
several of them simultaneously (e.g. as in HL7 v3 [13], [14]). The system has to 
cope with various kinds of data. Some measurements have one clear output (for 
example, weight of a person), some have one sample per second for a short period 
of time (as pulse and SpO2). The ECG measurement (Paper 6) event is a signal 
with one thousand samples per second (possibly more than one signal3). Another 
contrast with the robot’s case is the longevity of the data items. In Roboswarm the 
whiteboard records had typically meaning only for tens of milliseconds and at most 
for the duration of the task (tens of minutes). In medical monitoring some data 
must be available and interpretable tens of years later to check for long term trends 
which again advocates for good annotations.  

As the system is neither well defined nor complete, the ideas of flexibility and 
extendibility are quite important. It must be as easy as possible to introduce new 
sensor devices for known parameters and add new types of sensors to measure new 
parameters. Patients with different diseases need different types of equipment and 
it should be possible to switch off all the unneeded functionalities without 
disturbing anything else. The ease of adding or removing devices is thus even more 
important than in the robot case. In general, the system can contain a lot more 
agents, both for device drivers and decision making. Thus the fine grained and easy 
to use API would prove to be useful.    

 

                                                      
3 If it is 12-lead or there can be extra signals, e.g. accelerometers 
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2.2. Generalization, presumptions, refining requirements 
 
While trying to settle down the essence of the whiteboard in the scope of this 

work it becomes clear that it is a shared database for agents to be used as a 
communication channel.  In addition to this functionality there are several key 
factors which need to be constrained. How exactly do we want the whiteboard to 
be designed – which responsibilities should be left to the agents and which to the 
whiteboard’s API? As seen from the example cases it depends on the problem 
domain. The expectations for the whiteboard’s functionality can be mismatching, 
for example fast performance and comfortable high-level API calls for data 
handling.  

It is good to keep in mind that all of the target hardware platforms have had 
limited processing capabilities. Therefore the whiteboard’s design and 
implementation has to be lightweight enough for fitting onto embedded computers. 
We exclude microcontrollers without a proper OS. Linux (e.g. Busybox) 
environment is deemed necessary. But still, as it is an embedded system, there are 
typically no high level tools, programming languages or libraries available. Issues 
that are not noticed on the regular multicore PCs can become critical here, 
especially when time constraints are important for the application. We have to 
maintain balance between the footprint of the whiteboard’s code and the benefits 
granted for the agents. 

We consider the whiteboard spanning one physical machine only, to the 
contrary of the principles of NoSql databases [4]. The mentioned sensor data 
collecting systems were not heavily distributed – lots of the processes run on the 
small number of machines. The processes running on one machine do much more 
interaction among themselves than with the processes residing on different 
machines, as noticed by [15]. The complete system spans over several machines 
(robots, servers) but the processes of the different machines do not share a 
whiteboard. Either they have their private instances or do not have a whiteboard at 
all. In the example applications we have had communication agents who picked up 
the send-worthy information from their local whiteboards and transmitted it to 
some other machine. Another possible choice would have been to build a 
whiteboard with inter-machine connectivity, as a usual database engine, but the 
performance considerations and lack of need decided the matter.  

It would be nice to have the same data format in every level of the system, but it 
is not always achievable. As said, since most of the inter-agent traffic goes on 
inside one machine, we will concentrate on that case. For example, if the server is 
built by different parties and features its own data format, it does not automatically 
mean that the whiteboard on a sensor gateway has to use that format which 
typically is not compatible with the other requirements of the whiteboard. For 
example, large XML documents with redundant fields on the server are not the best 
option for storing high frequency sensor data on the gateway. Hence we use 
converters. The set of local agents should just prepare all the data needed to make 
coherent conversions possible in the future. Thus the whiteboard is free to use its 
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own data format. However, due to simplicity, clarity, and limited resources we 
allow only one format for all the agents, fixing it in the whiteboard’s API. 

The specification of the system is not known beforehand: the system is in a 
constant state of evolution. The discussed measurement collecting systems had to 
be open to new sensors and new business logic. We have in mind the extensibility 
described by [16] – new knowledge sources can be developed and applied to the 
system not changing the existing system and without having to specify its existence 
in any other knowledge source. That means we want to restrict an agent as little as 
possible – hence we assume it to be a regular Linux process. The whiteboard 
should not be a complex framework that encapsulates the agents or uses special 
language to define the agent (as [17], [18]). The agents’ behaviors (reactive and 
goal-driven/deliberative, stateless and stateful) are up to themselves. The 
whiteboard just provides an API for easy and flexible data management. Whatever 
is that data format on the whiteboard, it should accept the data of the agents of new 
sensor devices with little effort, regardless of whether the new data is laconic or 
heavily annotated. 

In short, we must keep in mind the list of requirements for the whiteboard in the 
context of sensor data acquisition applications: 

• Suitable for embedded computers 
• Located in one machine 
• Single data format 
• Flexible for new agents  
 

2.3. Related work on blackboards and alternatives 
 
As the background scenario, the idea of blackboard/whiteboard architecture and 

the basic set of requirements have been introduced, we will now take a broader 
viewpoint on the topic. Obviously there exist systems for controlling sensors and 
actuators. Several solutions have been created over time to manage data sharing in 
the multi-agent systems with similar purposes. The prevalent approach appears to 
be the utilization of message passing with the publisher-subscriber model between 
the agents while the shared blackboard can also be found in some systems. The 
very case of the robot’s middleware suits for illustrating the field.  

The Player project is one substantial example. It offered a viable and strong 
option to consider at the time when the Roboswarm project searched for its 
foundation. The Player [19] functions as a device abstraction server which allows 
remote client programs to access sensors and actuators over the TCP sockets. The 
idea is to keep the server side simple and fast, and let the clients solve potential 
complexities. Distributed architecture is certainly a goal. This allows putting the 
control program off-board the robot, one robot can access other’s sensors, 
monitoring and logging application  can gather the data from different machines 
over the Internet, etc. Thus sockets are inevitable. 

There should be one instance of a Player server per single robot that manages 
all the available sensor and actuator devices. Any number of client programs can 
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be connected to the server and can send commands to the devices or subscribe for 
sensor data streams. The command protocol, as described in [20], is rather simple 
and limited4. Implementation of the Player makes heavy use of threads: every 
device is handled by a thread; there is one reader and one writer thread per every 
client connection, plus the main thread. If several clients command the same 
actuator simultaneously, the racing condition occurs [21] (all but the last one will 
be lost) and a client can receive data packages with a constant frequency while the 
package may contain output from sensors with different sampling rates (thus 
missing some values or receiving old values again). Device specific threads are 
called drivers and must be written and compiled into the Player when a new sensor 
is added to the system. There was no intended communication between drivers and 
the client side is also out of scope (a robot control program, which is a client for 
sensors and actuators can also be a driver in a Player server). In later versions, each 
driver has a single incoming message queue and can publish messages to the 
incoming queue of other drivers [22].  

The Orca [23] middleware for robots focuses on component based architecture, 
thus turning sensor drivers into independent components (stand-alone processes) 
with well-defined interfaces. This supports better reusability of device drivers and 
control algorithm. The framework implements a proprietary transport mechanism, 
which eventually relies on TCP sockets.  

The UPnP approach for robot middleware [24] increases the freedom even more 
and uses peer to peer communication between modules which can dynamically 
leave the system or come online.  

In ROS [25] processes (called nodes) communicate messages peer to peer using 
both publish-subscribe model and services. ROS also provides a large 
infrastructure with numerous utilities, including a data store (Parameter Server).  

The Carnegie Mellon Navigation (CARMEN) Toolkit [26] organizes major 
capabilities as separate modules. Modules are grouped into hierarchical layers and 
communicate with each other over a communication protocol called IPC5, 
developed at Carnegie Mellon University (using TCP sockets again).  

Miro [27] is explicitly object-oriented robot middleware that uses the 
distributed object paradigm. It relies on the common object request broker 
architecture (CORBA) standard and its real-time C++ implementation TAO (The 
Ace Orb). Sensors and actuators will be naturally modeled as objects and clients 
use standard CORBA object protocols to interface to any object, either on a local 
or a remote machine. Event-based communication services based on the CORBA 
notification services are also available.  

The intelligent robotic wheelchair project described in [28] solely relies on the 
blackboard communication model and is very similar to the Roboswarm’s 
approach in this respect. The agents communicate by manipulating information on 

                                                      
4 Some examples: 
c<device_name><size><command> - sending a command to the device 
dr<size><device_name><access> - requesting read or write access to a device 
5 http://www.cs.cmu.edu/~IPC/ 
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the blackboard and there is no global controller for the agents. Their system has, 
however, only four agents and all the sensors and devices are managed by one 
agent (also only one type of actuators exist, wheels’ motors).  

The RoboFrame [29] framework uses blackboard besides message passing for 
large structures (e.g. map data which is occasionally updated by different agents). 
The regular messages are objects capable of serializing to and (deserializing from) 
a byte stream. More information about these middlewares and many more can be 
found in [30] and [31]. 

 
In the realm of telemedicine solutions there has been less focus on the internal 

architecture of the home gateway device which collects the sensor readings, 
preprocesses and eventually submits them to hospital. Still, the principal 
possibilities are the same as with the robot middlewares. However, it should be 
noted that some projects abandon the multi-agent approach completely, e.g. Home 
Client in [32] is built as a Windows application or [33] uses gaming platforms 
(Wii, Playstation 3, and Xbox 360) for interacting with the patient and gathering 
data where the applications were built as platform specific applications (also no 
USB or Bluetooth sensor connectivity). One explanation to the lack of motivation 
to split the applications to independently running modules is that the home gateway 
systems cannot be distributed similarly to the robot’s case. While it was usually 
possible and sometimes practiced to put some parts of the robot’s system (e.g. 
control process) off-board, i.e. on a server, then it is typically impossible to access 
the sensors at home directly from the hospital’s servers. Those telemonitoring 
solutions that comprise multiple modules use some sort of message passing. The 
project described in [34] uses D-Bus ([35], messaging bus system originating from 
Linux desktop environment KDE, later also in GNOME, relies on UNIX domain 
sockets) which gave them several advantages over the previously used Java-based 
solutions. Another health monitoring solution [36] claims that data acquisition 
modules receive data from providers via SOAP messages (e.g. web service-enabled 
sensor networks). 

The basic idea of the blackboard communication model can be spotted in a 
large number of arbitrary applications, but is not always recognized as such. 
Indeed, we could think of a usual information system with a database and web 
interfaces (e.g. e-store, e-banking) as a blackboard system where endpoints do not 
exchange data directly but by editing and querying the database. However, using 
ordinary SQL databases for interprocess communication when other, often faster 
and lighter, possibilities exist is considered an anti-pattern in software engineering 
(see also Appendix 1). The original (or official) blackboard does not seem to be a 
popular research topic or a popular foundation for implementing systems. The [3] 
brings out several problem domains for which the blackboard solution is especially 
well suited: sensory interpretation, design and layout, process control, planning and 
scheduling, computer vision. The early famous blackboard exploitations were the 
speech understanding systems HEARSAY-II [37] and HASP project [38] for 
interpreting continuous sonar signals for detecting submarines. The BB1 [1] added 
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the second level of blackboard to the architecture, thus providing better control 
(next KS to be executed) in the latter two systems. More examples of blackboards 
can be found in [39] – a movie theatre administration system and [40] – system for 
forecasting the atmospheric transport of the radioactive noble gas radon based on 
measure wind and emission fields. 

 

2.4. Related work on agents 
 
The next issue that has to be elaborated is the concept of agents. The term agent 

is used extensively in literature and in this work. In the loose sense the agent is a 
synonym for a program or process that runs independently and fulfilling some task 
and that is how it should be taken generally. There are also the “official” agents 
known from the agent-oriented software design. Based on this paradigm ([15], 
[41], and [42]) the agents are fairly complex programs or even systems which are 
reactive and proactive at the same time, also possessing the ability to learn and 
improve with experience [43]. The biggest difference with the blackboard’s 
knowledge sources is that an agent is always autonomous whereas a blackboard 
has a scheduler. The proactiveness implies creating and adjusting plans to achieve 
the agent’s goals, reactiveness is the ability to respond to the stimuli and events 
from the environment. Finding the balance between proactiveness and reactiveness 
is a key issue [41]. The agents are also assumed to be social and negotiate with 
each other. However, no assumptions are made about the platform and agents of 
the same system can be written in different programming languages [44].  

We use the term agents in the loose sense while speaking about the whiteboard 
design and the case studies (e.g. Roboswarm). Our lightweight agents, following 
the statement by [16] that simple parts will make up robust system, are not 
proactive. However, nothing actually prevented them to be. Although not being 
consistent with the official concept of agent they are more similar to the agents 
than to KS’. The closest classification by the [45] should be the response function 
agent, because our agents do not build or possess internal representation of the 
world/environment. Again, nothing deliberately prevents it.  

Agents can be organized into various social structures [46] – flat, hierarchical, 
subagents, modular (each module is a multi-agent system). For facilitating message 
exchange between agents several middleware architectures have been proposed 
with slight differences, e.g. [46], [47], [48]. Communication plays major role in the 
world of agents mimicking the circumstance that most work in human 
organizations is done based on intelligence, communication, cooperation, and 
massive parallel processing [45]. However any kind of synchronization between 
agents inhibits autonomy [18] and there is a conflict between the goals of 
autonomous agents and the best interests of the group as a whole [49]. There are 
special languages for creating messages like KQML [17] and FIPA ACL [50] and 
even higher level data exchange languages which function in terms of 
commitments as presented by [18]. On the other hand, these languages do not 
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specify how the real communication should be implemented, as pointed out by 
[51]. 

In parallel to the genuine notion of autonomous agents some research in the 
field is actually drifting towards the ideas of the blackboard approach. The [52] 
advocates for separation of the code that implements some behavior from the code 
that tells the agent when to apply each behavior. There exists also the 
computational market topology (social structure) where all the agents have access 
to a common marketplace where information can be exchanged and negotiations 
take place [45] – resembling directly the blackboard architecture. Instead of being 
maximally autonomous and communicate directly, in many cases agents rely on 
supportive entities (middle agents) as brokers, auctioneers, facilitators, mediators, 
matchmakers, agent name servers, information extraction agents, web proxies, and 
agent management agents [43], [47]. The [46] adds a shared database, although 
claiming it to be not as common or necessary as the other ones. The [53] uses 
intermediate (interpreter) agents to solve the cases where two agents need to 
change data but work with different ontologies. The [48] uses blackboard inside an 
agent for belief structures.  

 
It is also possible to observe other similarities between KSs and agents or 

encounter properties of multi-agent systems among the blackboards. For example, 
there is a natural tendency that KSs group into hierarchical (social) structures 
because KSs respond only to a particular class or classes of hypotheses reflected in 
the blackboard and information can be transferred from one level in the hierarchy 
to another only through processing by the knowledge sources, as discussed by [54] 
and [55]. The authors of [56] use a system (real-time strategy game AI) which 
includes both agents (units in the field) and KSs (control) where the agents are kept 
very simple but can appear in large numbers (400). The [57] calls their blackboard 
whiteboard and builds an extra layer of managers between the whiteboard and real 
KSs (called components), thus hiding the contents of the shared medium from the 
KS and making them feel more like agents. In [58] each KS agent registers interest 
in particular events that may be announced by other agents. When an event is 
announced, the broadcasting system (connector) invokes all of the procedures that 
have been registered for the event. 

  

3. WHITEBOARD DESIGN DETAILS 
 
When trying to implement the whiteboard according to the previously 

mentioned principles there are several choices to be made. There hardly exists a 
universal solution: if the optimizations are also considered, which the case is, then 
the details of the domain have an important role here. We must find out how the 
actual data items and their variability looks like and then choose the data model. 
This will have a great effect on the whiteboard’s implementation, on the query 
language and on the overall way how the agents access the data. Of course, the 
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inner structure can be hidden from the agents by the API, but only with extra stress 
on resources.  

The next question is the choice of underlying tools. One possibility is to use 
third party libraries (D-bus, Sqlite, etc.) for realizing whiteboard’s functionality 
which reduces development work and can be very convenient. At the same time it 
brings along some useless stacks of calls and undesired effects on performance. 
Another solution would be using the mechanisms for inter-process communication 
that the OS provides (pipes, sockets, shared memory, etc.). Discarding libraries 
means that several low-level functionalities have to be implemented from scratch 
(locking, garbage collection). Theoretically it is possible to go down one more 
level and change OS but this would need even more effort. 

Yet another issue is the design of the frontend. This includes data presentation 
and query languages, the prototypes of the API functions and access policies - what 
should be allowed for the agents and what should be forbidden. The whiteboard 
should not be very restrictive, but should maintain order and avoid mistakes; hence 
there must be some constraints. For example, do all the entries need to be unique or 
not (primary key) or can the agent update the output the second agent. As said 
before, there is no direct obligation to have one to one mapping between the 
internal storage of the data and the format presented to the agents – e.g. the data is 
kept in tables but the query output yields objects or structures (with copies or direct 
links to data).   

Depending on the data flows between the agents and the desired workflows of 
the application a need for special purpose control agents may rise. For example, 
when the system wants to start and stop agents frequently and use whiteboard 
entries for triggers, it could host a special dispatcher process (see Paper 2, similar 
to the agent management agent of [47]). It is not directly a part of the whiteboard 
but is also not a typical agent of business logic. Another example is the rule engine. 
The behavior of the overall system is hardcoded into the agents but some of it (the 
part which has no hardware access involved) might be expressed by rules as well. 
The rule engine would be a general purpose agent that applies the rules 
automatically and thus makes the behaviors to come alive. For doing it effectively 
it has to adapt to the data without a major effort (searching, converting, and 
coping) and that in turn affects the design choices of data model and API. 

 

3.1. Data model 
 
When talking about the data model we are referring to the method of how the 

data is organized into records (entries). The term is usually associated with 
databases but it is not wrong to apply it to the whiteboard. For simplicity we could 
say that there is no difference whether the whiteboard is used as a message channel 
or a database while the frontend of the whiteboard only accepts and returns entries 
with certain syntax and semantics. As a part of the data model issue we also 
discuss the schema because they are very closely related.  
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Let us imagine that a sensor agent running in the home telemonitoring gateway  
system (adapter to blood pressure monitor) has acquired a piece of information it 
wants to put into the whiteboard, e.g.: “Got a blood pressure measurement 135/98 
with pulse 80 at timestamp 2012.01.01T10:20:30 by device Foo A10.” The pulse 
value is included into the statement because the measurement device outputs this 
parameter. There is no hint to the patient’s ID as the adapter agent has nor should 
have any knowledge about that. 

The relational data model with a fixed schema is clearly a very straightforward 
way to build the whiteboard. Every measurement or message type should be given 
its dedicated relation. This approach would allow good possibilities for 
optimization, for example de-normalization for fast access and normalization for 
memory conservation. From the perspective of the agent developer it is a well 
understood data model. The example data item could look like this: 

 
Blood pressure measurement 

Systolic Diastolic Pulse Timestamp Source 
135 98 80 2012.01.01T10:20:30 Foo A10 

 (note: id field is not necessarily needed as timestamp functions as the primary 
key) 

 
The poor extendability is the main shortcoming of the relational model [5]. The 

set of relations form the explicit schema. The schema must be maintained (e.g. 
system tables about user tables in Postgresql) and is expected to be rather static. 
Adding a new measurement type means automatically updating the schema. Since 
the whiteboard could experience lots of types of data items, like personal memos of 
agents, the schema will grow in size, data validation takes time, conflicts can 
happen. If the situation happens where some relation needs updating then serious 
problems will arise. For example, let there be a new device Foo B20 which buffers 
measurements internally and outputs timestamps of the measurement – thus adding 
new attribute source timestamp to the entity. Or the source field is needed to split 
into manufacturer and model. The whiteboard may manage with the schema 
changes but all the agents, by default, might not. 

Therefore, in the case where the schema is vaguely defined and can evolve, it 
would be more appropriate to use a schema-less data model (i.e. a universal 
schema). This means encoding attribute names in fields and not in column names 
as usual. Roboswarm’s extended RDF is one example. An extreme case would be 
to express everything in a triples model with the smallest possible number of 
columns (assessed in Appendix 2). This data model belongs to the NoSQL theme 
and is known as RDF or entity-attribute-value (EAV) model. The triples form a 
hierarchical structure where single entries are linked by contents as in the relational 
model. Though one triple may have only one value and one subject, many-to-many 
connections are still possible. The example data would yield the following set of 
triples:   
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Subject / entity 
 

Property / 
predicate / attribute 

Value / object 

Blood pressure Measurement #key1 
#key1 Systolic 135 
#key1 Diastolic 98 
#key1 Pulse 80 
#key1 Timestamp 2012.01.01T10:20:30 
#key1 Source Foo A10 
Or 
#key1 Source #key2 
#key2 Manufacturer Foo 
#key2 Model A10 

 
RDF is not absolutely schema-less. The lower level schema of three columns 

must exist anyway and higher level schema (of user data) exists implicitly because 
the agents have to know what the attributes mean and which attribute to expect at 
which situation. Totally unknown values could not be interpreted by the agents.  

From the whiteboard’s point of view, however, the lower level schema is not 
subject to changes and the upper level schema is left for the agents to manage. In 
that sense we can call the RDF triples schema-less. By this choice the design and 
implementation of the whiteboard becomes simpler. At the same time the risks of 
misunderstandings and flaws in the communication between the agents grow. By 
giving this task to the agents and taking it away from the central whiteboard we 
split the schema to smaller sub-schemas shared by the small sets of corresponding 
agents only (providers and consumers of some type of entities) who should agree 
on the schema and schema changes.  

The other set of data models organize information directly into graph structures: 
object-oriented, hierarchical, and network models. With chains of parent and child 
nodes they yield similar effect as RDF but without the triple encoding. Records are 
not linked by content but by direct pointer references. The hierarchical model only 
features the tree structure and disallows many-to-many relations. In the context of 
the implementation of an agent it is very natural to think of the data items 
(measurements, commands) in terms of objects or structures, thus making this data 
model a credible choice. On the other hand there might be the need for more effort 
to be put into the data search mechanisms, cleanup, defragmentation, etc. If data 
types (object classes) are considered static (defined before use) then the model is 
also sensitive to schema changes and type inconsistencies may result. With some 
generalization we can also look at the graph based models as high-level wrappers 
for the relational (and RDF) model. The research in graph databases is, however, 
claimed to be died out since the early 1990s for a series of reasons [6]. 
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In some situations - , especially in the case of simple data types - the key-value 
pairs model can be very efficient (see QDBM6 in Appendix 1). For the whiteboard 
application with unlimited data types it is not a good candidate. The classical 
implementation for a key-value store is the hash table where all searching is done 
by keys. Though possible, the solution with a key-value model would be messy. A 
lot of redundancy is needed and data fields will have to contain lists. For example, 
to present a record there should be at least n+1 key-value pairs if the record has n 
attributes: one pair has a list of names and values of all attributes and unique ID for 
the key; other pairs construct keys from the name and the value of each attribute in 
the original record and have a list of all matching record IDs in the value field. 

The choice of whether to bother with extendibility or not depends on the needs 
of application. It is worth of some attention. Let us come back to the example piece 
of data encoded into the triples format. This is a raw output of a sensor agent. 
Other agents might want to process and refine the given measurement, e.g. 
evaluate the result. They could create a new entry with a different structure and 
leave the original intact or save space and expand the original with additional 
attributes and values. In some cases it is rather safe to add new sub-records (if 
security policy permits it), for example consider the triple #key1 – evaluation – 
above normal. Those agents who also access the same type of measurements can 
just ignore the unknown attribute (or tree of attributes) and everything should 
remain working regardless of the schema changes. 

A more problematic case is when the new piece of information tries to extend 
the triple with a terminal value. Say, we have a triple #key1 – pulse – 80 and there 
is an extra piece of knowledge about the value, e.g. explicitly stated low 
confidence (the patient moved during the measurement). The original triple has to 
be split into pieces and only then it is possible to link the new information to the 
triple. The same thing happens when a triple wants to refer to another triple that 
has a terminal subject (not a key). The side effect of this splitting, referencing 
through artificially added keys (blank nodes) and reassembling (reification) would 
be problems for possible consumer agents of the data items. Searching becomes 
more complex and reification (either on the side of the whiteboard’s API or in 
agents’ implementation) consumes resources. The following examples illustrate the 
row splitting: 

Subject Property Value 
#key1 Pulse #key3 
#key3 Value 80 
#key3 Confidence 30% 
 
#key4 Subject Blood pressure 
#key4 Property Measurement 
#key4 Value #key1 
Archive 1 Contains #key4 

                                                      
6 QDBM - Quick DataBase Manager, http://sourceforge.net/projects/qdbm/ 
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Again there is a tradeoff between performance and space. One might create 

enough blank nodes in advance. Then it is easy to link with whatever new data and 
the changes cannot come unexpectedly to any agent. All the data will be spread as 
sparsely as possible, no splitting and reassembling are allowed. Managing the data 
items becomes incredibly difficult and the result is not RDF anymore, but rather a 
graph model encoded into triples. All the data will be in the edges (RDF property 
column) and vertexes are just arbitrary points where the edges can start and end. 
The higher level scheme is hard to observe. Whether there exists any potential use 
case for such extreme extendibility or not, the data of the demo measurement can 
be encoded as: 

#key0 Blood pressure #key1 
#key1 Measurement #key2 
#key2 Systolic #key3 
#key3 135 #key4 
#key2 Diastolic #key5 
#key5 98 #key6 
etc. 

  
To conclude the issue of data model we can say that several possibilities exist 

when choosing the core structures for holding the data in the whiteboard. The 
models differ from each other mostly by the level of scheme explicitness. This in 
turn affects the extendibility of data items which is not a common practice in the 
realm of databases (fixed scheme) but suits together with the concept of 
whiteboard. 

 

3.2. The underlying medium and tools 
 
There are several choices for the underlying medium of the whiteboard. As said 

before, one could implement everything from scratch and even delve into the 
kernel development of the OS used, but this approach does not belong into the 
context of the current work. The focus is on the native mechanisms that the OS 
provides and the functionalities of third party libraries built upon the same OS. The 
key point of the whiteboard is inter-process communication combined with the 
memory aspect. This opens up two perspectives: to use a communication tool and 
to try to add memory or to use a memory tool (database) and to add 
communication. 

The Linux operating system kernel has several mechanisms for communicating 
information from one process to another. Most of them are dedicated for message 
passing with small differences and others are just shared mediums. They are all 
accessible (create, open, send, receive) via small APIs of system calls. Let us 
consider the list: 

• TCP, UDP sockets 
• UNIX domain sockets 
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• Pipes 
• Files 
• Message queues 
• Shared memory 
• Signals 
• Semaphores 
Sockets and pipes are meant for sending and receiving byte streams. TCP/IP 

sockets (stream type sockets with internet addresses) are a typical solution for 
implementing inter-process communication. Internet sockets are the only option to 
be used if some processes (agents) should run in a separate machine. If there is no 
such need, the UNIX domain sockets provide a similar interface with a slightly 
faster performance (comparison tests by [59], see Appendix 1). The pipes (the 
named pipes are also known as FIFOs) have basically the same purpose but a 
different interface. However, they yield lower performance than the UNIX domain 
sockets [59]. As the whiteboard targets the exchanging of complex structures then 
one must spend some processing power for serializing high-level messages into the 
byte stream. 

Message queues operate in terms of structures, not byte streams. They also do 
not require the establishing of the connection in the first place as the sockets and 
pips do. A process can just open a queue and insert the data without concerning the 
receivers. Any number of agents can join a queue and insert or claim data items. 
There can be more than one message type per queue and the reader can ask for the 
next message with a particular type. Still, every message can be read only once 
(removed from the queue) and the types of the messages are rather fixed, so that 
the reader must know the length and the structure of the received message. 

Files and shared memory are general purpose mediums not specially meant for 
message passing. Agents can read and write whatever they like, in byte sequences. 
Concurrent access is possible, but no locking or synchronization exists for ensuring 
data consistency and integrity by default, hence this has to be added by the user 
application. The schema has to be built by the user. Files and shared memory 
match well with the idea of the whiteboard. On the other hand, semaphores and 
signals are methods for synchronization and are not suitable for moving large 
messages between processes. Their benefit can be seen in the supportive role of 
helping to manage the shared access to the common medium inside the whiteboard. 

It would seem that only files or shared memory are exploitable tools for 
building the whiteboard, since sockets, pipes and queues have no memory effect. 
However, one could create a dedicated server-like process that keeps the needed 
data for a longer period of time and other agents connect to that process via the 
channel tools like pipes. For example, [60] proposes the blackboard where contents 
are stored in a set of distributed blackboard-data processes accessed through a set 
of distributed blackboard-interface processes. What truly matters here is the 
performance or the balance between performance and convenience/functionality of 
the tool. For example, the solution with shared memory also does not come without 
cost, since building proper locking is very important there in the perspective of fast 
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performance, while creating messaging functionality needs additional effort. 
Intuition would say that channel tools are definitely better for channel tasks, but 
experiments show (see Appendix 1) that memory (and file) based tools can 
compete with the fastest messaging tools. The right choice depends on the precise 
requirements of the whiteboard for the particular application. Of course, there is 
actually nothing that prevents using a combination of these methods.  

As can be concluded based on [61] there exist many dimensions in this problem 
of choosing the right tools: the data, the queries, the indexes, column or row 
orientedness, etc., so it is basically impossible to settle for any definite optimal 
solution. By [6] the maturity, the level of support, ease of programming, flexibility, 
and security are also significant criteria in deciding which type of database 
implementation to adopt. One could also find a set of existing systems built for 
different purposes that more or less overlap with the needs of the whiteboard. They 
wrap the given methods and give the user a somewhat higher starting point by 
solving synchronization and data management issues. Systems for fast inter-
process communications use different types of sockets, e.g. Player/Stage, D-Bus, 
and ROS. Small scale database systems that function as libraries, not daemons, use 
files. Good examples for this are Sqlite and QDBM. Using files automatically 
means that they are slower than the other methods, even in the case of keeping the 
database file on a ramdisk. From the tools that exert shared memory two 
proprietary implementation are used in this work: Roboswarm’s database and its 
successor Wgandalf (benchmarks in Appendixes 1 and 2).  

 

3.3. API details for agents 
 
The next set of decision points concerns the API design for the whiteboard. The 

API not only shapes the character of the whiteboard but forces the developer of the 
agents to think in a given direction. Experience has demonstrated that choices 
made in the blackboard representation can have a major effect on system 
performance and complexity [2]. One clear purpose of the API is to hide the 
technical peculiarities of the whiteboard’s internal implementation from the agent 
level and offer a well-defined easy to comprehend interface. As the performance of 
the whiteboard and the overall system (agents included) matters, we have to be 
careful to avoid unnecessary operations. In short, fixing the API means finalizing 
the data model, applying a security model, and giving a set of commands what the 
agents can call, including the query language.  

The API layer is the place where the data models of the underlying tools and 
whiteboard’s internal logic, as well as the data model of the agents come together. 
For example, the whiteboard operates in terms of triples which it keeps in a 
relational database (e.g. Sqlite) and present to the agents as objects or XML 
documents (strings). Basically it means that the agents do not have to be aware of 
the physical data modal or the tools used. It also leaves open the possibility to find 
better opportunities to replace the components in the future. The model that 
appears to the agents has the greatest impact. Customizations are possible here and 
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an intermediate approach between relational presentation and RDF can be used 
(Paper 1). The interface might be made very application specific and feature the 
schema of used data types or be rather universal, i.e. schema-less. A useful strategy 
would be to create different access levels: low level function calls return original 
records for fastest access and high level wrapper functions convert the data items 
to structures or objects that can be handled more easily in large quantities. 

Security is a separate topic and worthy of thorough investigation and 
discussion. However, as the example systems presented in this work discard the 
security concerns we decide not to tackle the data protection details in this work. 
We could consider two types of protection, one against the accidental damage and 
the other against the deliberate attacks. The first case is handled in the API 
functions to some extent (e.g. check the uniqueness of RDF keys). The complex 
system of user roles, access rights and authentication is not considered in the 
current work, since the philosophy of the whiteboard is sharing and contributing, 
not protecting the data which is often the case with regular database systems. 
Therefore, all the agents which are allowed to run in the system are trusted not to 
commit anything mischievous like stealing data, insert counterfeit measurements or 
forge existing records. By the authors of [46] the similar situation holds for multi-
agent systems as only a few of them provide security services as part of their 
infrastructure. 

Using a universal schema does not exclude the possibility of having some 
functions for handling specific data types. Should absolutely everything be forced 
under the common universal schema or can there be exceptions is a matter of 
optimizations and a clarity of the interface. Even as the system is simple, we could 
encounter many entities, like measurements, other events, comments, goals, tasks, 
commands, responses, configuration parameters, temporary variables, etc. The API 
can provide special mechanisms for handling data types of different purposes (e.g. 
measurements and commands) based on a completely different mechanism or 
based on the ordinary universal scheme (e.g. triples). However, the first option is 
discouraged as it adds lots of complexity to the whiteboard or isolates some data 
from the global access space. The second option is what the agents should do 
anyway in a usual situation. Doing it on the whiteboard side can have some 
advantage in performance but risks with the fixed schema problem – some types of 
data do not fit. 

A similar dilemma occurs with the data flow: should there be only one read 
function and one write function, or several. The basic idea of the whiteboard lays 
in a very simple access policy: everybody just inserts their records and can read 
whatever they like. However, this brings along lots of polling. Those agents who 
expect some commands must poll the whiteboard regularly for the given data. The 
solution would be to notify the receiver agent when a command arrives or directly 
deliver the data to the receiver’s buffer. To name some drawbacks of this approach, 
the receiver has to register itself first for some types of messages and the 
whiteboard must examine all the incoming data to catch the matching records or 
the sender agent should somehow specify the target process and the whiteboard 
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notifies the addressee. For example the [62] requires registering of every plugin 
(agent) at the core. Nevertheless, this is not coherent with the initial goals of 
decoupling data providers and consumers.  

One major task of the API is query handling. It determines what kind of queries 
can be made and how these queries would behave. Sometimes it is beneficiary to 
limit the query mechanism to avoid misuse of resources. The query language itself 
can have several forms. For example, if the whiteboard contains triples in a table, 
then the query interface could be inspired by SQL, Sparql or RDQL. There are 
usually many triples representing one agent level record and usually they are 
needed at the same time, hence the query engine should automatically return the 
referred triples. But hierarchies of triples can be deep – how many levels down or 
up is reasonable? A similar situation happens when updating or deleting: there is 
the risk of dangling references and unreferred triples. The common behavior would 
be to return the copy of the demanded record. A more resource friendly solution 
returns pointers to the original data record. Depending on the workflows of the 
system this can also result in the case where the data changes in the middle of the 
processing of the query result by the agent.  

Suppose that the query interface returns a set of triples. While processing the 
records of a SQL query (n fields) is generally acceptable for the developer of the 
agents then handling a set of triples can be very inconvenient and barely human-
readable. The agent might loop over the result set over and over again or parse the 
result into some structure. That brings us again to the idea of converting the triples 
to some higher level structures already on the whiteboard’s side, i.e. moving 
towards a hierarchical data model again. For example, there could be an XML 
interface to the whiteboard or - even better - something like OEM [63] and JSON. 
The basic idea of the latter two is to express the data with key-value pairs where 
values are lists of other objects, like atomic values, arrays, key-value pairs. This 
schema is perfectly extendible as new values can be added to the existing lists, thus 
refining the original data items. OEM and JSON are textual data representations 
and can be treated by the API as such while nothing really prohibits the whiteboard 
to use structures/objects when serving the agents. As the RDF has the Sparql query 
language the OEM, on the other hand, has Lorel [64]. 

The model of triples allows all kind of referencing which the hierarchical 
structures usually do not allow. What is most useful for the whiteboard 
implementation depends on the application and its requirements. Allowing a graph 
like structure with references between the branches of the node tree helps to avoid 
redundant copies of some data items, saving space, but adds more complexity. For 
example, an agent saves a measurement which includes several values with the 
same unit and the unit is described by a sub-tree of nodes (not a single string) – if 
the referencing inside a document (measurement) is allowed as in OEM, only one 
description is needed.  We can also look at the issue from the perspective of 
referencing in the global scope. If an agent saves one more measurement of that 
type it can be required to give again the unit’s sub-tree regardless of any previous 
actions or it can be required to look up the reference first (as somebody might have 
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already inserted that data before) and use the reference. In both cases there are 
different policy choices for the whiteboard – save the data items exactly as given 
by the agent or take steps to reduce redundancy. 

The extendable hierarchical/network data models like the OEM can be easily 
expressed in tabular formats. For example, [5] proposes to encode the OEM into 
two tables: the binary relation VALUE (object id, atomic value) for specifying the 
terminal atomic values and the ternary relation MEMBER (object id, label, object 
id) to specify the values of complex objects. This gives us inspiration to organize 
data into triples with possible OEM-like frontend (Paper 8) thus providing a 
relatively strong extendibility. The following example illustrates the idea, (the 
textual encoding is neither pure JSON nor OEM but very similar): 

Subject Property Value 

<
–> 

 

entry = { 
  activity = { 
    cycling, 
    duration = {30 min} 
  }, 
  timestamp = 

{2011.08.20T17:15:00} 
} 
 

Entry contains #key1 
Entry contains #key2 
#key1 is activity 
#key1 contains cycling 
#key1 contains #key3 
#key3 is duration 
#key3 contains 30 min 
#key2 is timestamp 
#key2 contains 2011.08.20T 

17:15:00 
   

 
Similar practices exist in the RDF research where triple-stores are implemented 

upon the relational databases and some authors specially advocate them for  the 
utilization of functionalities (ACID, indexes, query plan optimizer, intermediate 
results table, etc.) offered by SQL databases [65]. The [66] builds the database of 
RDF triples (3store) using MySQL with the schema of four tables. Obviously there 
can be many different schemas depending on the design and implementation of the 
query layer and string handling (e.g. should the subjects and values be put into the 
same or separate tables, store strings in triples or string IDs). To name some, the 
[6] uses two tables; [67] uses 5 tables. 

 
 

3.4. Processing with the reasoner 
 
When building a multi-process system in the described manner with lots of 

small device-oriented agents and the central whiteboard we have gained an 
interesting opportunity to use a rule-based processing mechanism. In a typical 
setup all the business logic is hardcoded into the agents. There are three types of 
agents: sensor device adapters, actuator device adapters, and decision making 
agents. The latter ones perform the control operations. To do this they only need to 
connect to the whiteboard and not anywhere else: by reading the data on the 
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whiteboard they can get all the needed input (including feedback) and by writing 
the right records to the whiteboard they can cause actions. All the data passes 
through or stays in the whiteboard and there is only one language to express 
different types of data. Under these circumstances it can be very encouraging to 
build a general purpose processing agent.  

The main motivation for a general purpose processing agent is the reduction of 
the ratio of the hard coded business logic. Of course, the processing agents can 
have configuration parameters for adjustability but the core functionality which 
resides in loops and conditional clauses remains typically static. When adding 
some new behavior to the system or changing an existing one the only option 
would be to edit the source code, recompile, and deploy. However, if the business 
logic would be expressed by some kind of textual (human-readable) rules which 
are repeatedly interpreted by a dedicated reasoner (rule-engine) agent, one has to 
edit the given set of rules to change the behavior of the system. This is definitely a 
cheaper way for refactoring and possibly allows doing it in a live system. The idea 
of having agents’ behaviors written down in rules resembles very much the concept 
of directly executing the formal specification of the agent as mentioned in [41].  A 
rule engine can be also used for the distribution of messages, feeding the output of 
some agent to another agent [62]. 

 
The reasoner agent behaves as a dummy control process managing the entire 

system and the other agents behave as procedural attachments which gather input 
data and execute commands. At any moment of time the whiteboard is a snapshot 
of the entire knowledge of the system. The rules express the relations between the 
different states (snapshots) of the whiteboard, e.g. if there are some particular 
entries present then perform the given modifications, i.e. add/change some entries. 
The reasoner takes the contents of the whiteboard and applies a set of rules: if any 
of them fires and produces an output it will be put to the whiteboard. This 
procedure is repeated infinitely. 

Having the reasoner agent in the system does not exclude the possibility of 
using anything else beside it. Regular hard-coded agents can exist in parallel to the 
reasoner agent and realize some other tasks. Technically there could be even more 
than one reasoner (as discussed by [54], e.g. rule based, case-based, model based). 
In fact, the reasoner creates the need for another set of agents of procedural 
attachments – the utility functions. Rules themselves are very inconvenient for 
doing all kind of calculations, aggregations, and data conversions (e.g. dates). One 
solution would be to add special functions to the rule language and corresponding 
procedures into the reasoner. Another option is to build regular agents for 
performing these tasks.  

Nevertheless, rules must be used with caution, especially when they are 
complex or there are a large number of rules. For example in e-health applications 
rules are considered for contributing to the wide range of contextual, socio-
cultural, dynamically situated factors that influence practice guidelines and patient-
centered care, but may end up in a mess. [68]. One problem lays in poor 
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traceability. There are also several other technical details to pay attention to. For 
example, when the reasoner is in a work phase the whiteboard should be isolated 
from the modifications done by other agents or some rules from the set can have a 
different input from the others. This can be allowed if the rules are independent, 
but it should not happen during the processing of a single rule, e.g. the rule is: “if 
entry A and entry B and entry C then derive entry D” and the rule engine has 
checked for A and B already and at the time when it checks for C somebody 
deletes the A. There should be a policy for contradicting rules and the rule engine 
must avoid reproducing the same output over and over again (flooding the 
whiteboard) if the presumptions happen to be continuously satisfied for a longer 
period of time. The reasoner loops with one certain frequency but the data provider 
agents have their own running frequencies, therefore the reasoner can either meet 
the frequency of the slowest sensor agent and process faster data streams with 
delay or execute with the frequency of the fastest sensor agent and thus create extra 
load.  

Including a reasoner agent to the system certainly affects the design choices 
discussed previously. The key factor is the efficient access to the data, which 
concerns the API and tools. All the database type tools are clearly more promising. 
There can even be a separate access mechanism for the reasoner. Relational style 
entries are easiest to handle with rules. Triples, on the other hand, need much more 
attention by the rule writer because the data is scattered among several atomic 
facts. If there is no tabular representation at all but objects in the memory then 
these have to be converted to facts before usable by the reasoner. 

 

4. THE IMPLEMENTATIONS AND EXPERIMENTS 
 

4.1. Roboswarm 
 
The Roboswarm system was the earlier version of the two practical cases of 

using the whiteboard for inter-process communication as described in the current 
work. The goal was to spend minimal resources but still have fast responsiveness 
of the overall system while using the multi-agent architecture with reasoning 
capabilities. Everything else, like security, API clarity and data integrity had only 
minor significance. The whiteboard became the central component of the robot’s 
middleware serving all the possible other agents which could also be introduced in 
runtime (e.g. dynamic openness of [46]). There was no distinction made between 
different types of data items as sensor readings, messages, commands, and derived 
facts. Differently from [52], all data items were treated just as whiteboard entries. 
While unconventional, it made all the possible send and receive operations really 
straightforward.  

The data model used was a hybrid of the relational and RDF models. The basic 
idea was to use RDF in principle to guarantee preparedness to all kind of data that 
can be encountered. In other words, it means schema-less design – no schema 
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defined in advance; changes to the schema can be done in a live system. Data 
expandability was not initially considered. However, it was shortly noticed that the 
majority of data items shared some common attributes anyway and it would have 
taken many extra triples to encode them in the proper RDF. These attributes were 
so called meta-data giving some information about the original data entry, namely 
the ID, the timestamps (with microsecond precision, marking creation and last 
modified), the source, and the context. (see Paper 1) As a result, the whiteboard’s 
entries were extended triples: RDF fields plus meta-fields, resembling more the 
relational model with one table than the RDF in the end.  

From the implementation’s point of view the whole whiteboard became really 
lightweight and minimalistic. We have earlier defined the whiteboard as the 
intermediate layer between the agents and underlying tool. In the Roboswarm 
system the whole whiteboard was comprised of the underlying tool and nothing 
more, since the fast performance was more important than extra functionalities. 
One option would have been to use socket-based Player/Stage for managing sensor 
data streams, but then there would have been also the need for additional 
components for the persistent storage and history effect, causing overhead and/or 
messy API. Sqlite was initially considered suitable, but in reality it suffered from 
severe performance problems when used concurrently by rapidly looping 
processes. Eventually the choice was to use shared memory and to build a custom 
database with the extended RDF schema. 

Thus, the Roboswarm’s database was a set of functions (library) for saving the 
records (extended triples) into the shared memory and also retrieving them. The 
database’s functions were directly compiled into the agents, no separate database 
process (e.g. server) existed, and there were no wrappers. This means the database 
was the whiteboard. The first library call allocated a segment of shared memory 
and this was preserved until reboot or intentional freeing, no matter if any agent 
process existed or not. The segment of shared memory was split into subareas. The 
key component was the fixed-length circular buffer of records. Each record held 
the fields of one extended triple, some of them in place, and pointers to others. The 
remaining part of the memory segment was filled with structures for keeping 
strings (hash table) and control information like the pointers to the areas, locking 
information, pointer to the latest record, etc. 

The library functions either just located and returned the information from the 
memory or did the proper modifications to right areas in case of writing, deleting 
or updating. All of the functions also encapsulated locking routines so that the 
agents had not to be aware of the locking matters.  Locks were implemented by 
exerting semaphores. One main idea was to spend as little time as possible in the 
synchronized sections. The function call gets the lock, quickly does the operation 
and releases the lock. The assumption is that an agent spends most of its time on 
other activities than inside the whiteboard calls.  

The API of the shared memory database was simple at first sight but tricky in 
details. The agents could insert data by providing a single record at a time, but not 
all the fields were specified by the agent: some meta-fields were filled 
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automatically by the whiteboard. Usually the fields had a predetermined type, e.g. 
integer for ID and string for RDF subject but the RDF value field might contain 
values of different types, not compatible with the principles of the relational model. 
There was no query mechanism at all and the only way to find the data was to scan 
the records. The records in the circular buffer were in the order of creation and an 
API function returned the pointer to the latest record. By knowing a record, an 
agent could get the pointer to the previous record, so it was possible to scan 
through the entire whiteboard, starting from the latest data until the oldest. 

The agent had to get the record pointer first and then ask for specific fields one 
by one without the need to fetch the entire record. It was possible to check the type 
of the value field before making the fetch call. Due to the scarce resources strings 
were not copied to the agents but instead of that the pointers to the original strings 
were returned, making the solution extremely vulnerable to accidental overwriting. 
As the agents do not get copies of the records in general, this means that the 
contents of the record can change during the processing by the agent. It can happen 
between the fetching calls of the individual fields, but this causes no problem if 
used carefully and is needed for some use cases. 

Deleting and updating calls are present in the API. An agent can delete records 
from the whiteboard but this functionality is not needed very frequently because 
oldest records disappear by themselves when the new records are written to the 
same slots (circular buffer). However, there is an exception – records could be 
made persistent by writing a special value to the context field and these records 
were not subjects for overwriting. In practice there were only a few persistent 
records which were needed infinitely, thus the delete command had no real 
significance. Updating operation was possible only on the RDF value field, while 
the timestamp (last modified) changed automatically. 

No transactions were allowed as the agents were given no control over locking 
to avoid long periods of locked whiteboard, risk of deadlocks, and starvation. This 
means no possibility for combining function calls to form larger atomic operations 
(e.g. transactions in regular database systems). This makes the usage of triples’ 
data model inconvenient: for example, reading the data items that span over several 
triples must be acquired record by record where the whiteboard might not yet 
contain all the needed records at the moment when the reading begins. The same 
happens when saving a larger data item where the agent must guarantee the 
uniqueness of used reference keys by itself or different data items could get mixed. 
In fact there were no special means for dealing with triples, which is the price of 
having a very lightweight API. On the other hand, it is a still relatively easy way to 
offer scheme-less solution for agents’ design. Besides, the whiteboard manages all 
issues what are absolutely necessary and which are not offered by the OS’s API of 
the shared memory, like bookkeeping of the records’ buffer, organizing the string 
table and controlling the locking.  

Let us take a look at some use cases of the whiteboard. For implementing the 
robot control the essential input is the access to sensor readings. In the given 
system the sensor devices were handled by adapter agents who uploaded the data 
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to the whiteboard. They had three possible options to do that. A new whiteboard 
entry could have been created for every sample and the reader agent had to scan 
the whiteboard to find the latest value. This approach clearly consumes resources, 
especially when samples are taken with high frequency. Another option was to 
create a persistent record (or many) and update its value as new samples arrive. 
The reader needed to scan the whiteboard only once to locate the record and later 
just fetch the value field, while the timestamp field could have been used to 
determine if the given value is new or old (constant values vs. sensor stopped). No 
trace of the historical values was left. The third solution was to use both methods 
simultaneously – keep the latest data in one fixed place and save extra records 
every now and then.  

While the output data of one sensor device is produced in one place and can be 
consumed in many places, it works the other way around with actuator commands. 
There is an actuator agent managing the given actuator device and executing 
commands found on the whiteboard. The control agent that gives a command must 
encode the data (i.e. command parameters) into the records and write it to the 
whiteboard. The receiver agent has to constantly monitor the whiteboard to 
discover the added commands and to execute them. This causes a lot of scanning, 
but optimizations are possible. In each cycle only the very latest part of the 
whiteboard (circular buffer) had to be scanned – the scanning agent got the latest 
record and memorized it as a bookmark (using ID and timestamp), then fetched 
earlier records until the bookmark from the previous scan. In this way the agent 
checks only the records added since its last cycle. To identify the commands that 
the particular agent can handle the context field was used. Namely, the one who 
gave the command put the name of the addressee (or command type in general) 
into the context field and the reading agent makes the first filtering based on this 
field, never examining the records with mismatching context further. In that sense 
it is a form of message passing. Note that the records of commands could not have 
been made to persistent records (thus no deleting required). The fact that the 
majority of commands override the previous ones allowed the actuator agent to 
scan to the first matching record (which is the latest by timestamp). A good 
example is the velocity of wheels: there is no point to set it to the value A and then 
to the value B, instead it should be set to the value B immediately. However, if all 
the commands were to be executed in sequence, then the scan had to go up to the 
bookmark.  

The rest of the robot’s system was control-oriented. The concept of control 
stands for guiding the robot’s actions either reactively or deliberatively (or both, on 
different levels). To accomplish that, the controlling agent must use the sensor 
input, the task information (given by a human user), and other feedback to give to 
the actuator commands. There was the main control agent whose role was to pick 
up the task from the whiteboard and to invoke suitable behaviors. The actual 
control was divided among several agents called sub-behaviors because they held 
the code for solving certain subtasks (e.g. navigate, travel, solve obstacle, etc.) and 
they were able to launch each other (Paper 2). However, the launching operation 
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was indirect. The dispatcher agent was created which got the launching (and 
stopping) commands from the whiteboard and physically started (or stopped) the 
agents. Parallels can be drawn here to the agent-oriented design’s idea that agents 
encapsulate certain functionalities and may be involved in a series of employer-
subcontractor relationships [15]. In every aspect the sub-behaviors were like the 
normal agents but they did not run infinitely: after performing the task they also 
produced the return value in the form of whiteboard’s record.   

In addition to these agents the system included the reasoner and the 
communication agent. The communication agent was managing the WiFi 
connection to the server. Its role was to (a) receive task specifications (or whatever 
data) from the server and write it into the whiteboard and (b) upload the feedback 
data. In the case of the robot’s system the server’s data model was an extended 
version of the robot’s data model and thus no conversions were needed to be done 
on the robot’s side and only minimal conversions on the server’s side. 

 The reasoner agent served as the general purpose processing agent. It was 
especially useful for doing smaller independent operations with triples where 
building an agent process would have been overkill. It enabled also the option to 
replace higher level sub-behaviors with rules: when the preconditions are satisfied 
then the rules launch lower level sub-behavior agents (with dispatcher command 
records), these provide output which matches the assumptions of another rules and 
so on. As all the knowledge passes the whiteboard it would have been theoretically 
possible to substitute all control agents with rules. However, the reaction time of 
the reasoner agent did not meet the tight requirements. The rules were expressed as 
Horn clauses in the text file, basically telling the reasoner to insert the given record 
to the whiteboard if certain records already exist there. The reasoner should loop 
infinitely, which causes the problem of flooding: the triggering records remain in 
the whiteboard for a while and the result can be deduced over and over again. To 
avoid this kind of behavior the reasoner agent added the result to the whiteboard 
only if at last one the assumption facts (records) was new, e.g. had a newer 
timestamp in respect to the newest record of the previous working cycle of the 
reasoner. The core of the reasoner was the theorem prover Gandalf which was put 
to run in loop. The real-time performance complications came from the fact that in 
each of its cycles the records of the whiteboard had to be converted to the 
reasoner’s internal structures.   

As the functionality of whiteboard was scarce, the agents had to take care of 
several issues by themselves. Leaving the implementation of critical functionality 
into the responsibility of the agents certainly comprises the risk of flaws. On the 
other hand the argumentation here was that the custom solutions are more 
optimized than the universal one and in many cases it encourages the agents not to 
use the sophisticated solutions. One example is the use of (extended) triples. While 
it was absolutely possible to create and retrieve hierarchical structures of records 
(linked via the contents), in practice the sensor samples and actuator commands 
were presented by using only one record. This can be achieved by encoding several 
values (e.g. angular velocity and translational velocity of a motion command) into 
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one string and place it into the value field of the single record. The alternative 
would be to create several independent records (one for ang. v and one for trans. v) 
leaving the receiver agent the obligation to search for the set of necessary records.  

There was also no explicit mechanism to connect the commands and their 
responses: the implicit solution was to refer to the command’s ID in the response 
record. However, no feedback was needed in the majority of cases. The commands 
were executed and soon the effect was seen from the sensor readings. The RFID 
write operation was one of the commands with the feedback (reports of fail, 
success, used number of retries), but this was inserted into the whiteboard as 
ordinary records not referring to the command. This was safe because there were 
no other RFID tags nearby and no possible concurrent ongoing write operations. 
The agent who gave the command just had to know what kinds of records to search 
for. 

Much of the system’s reliability was based on the carefulness of the developer 
of the agents. For example, the situations where an actuator agent gets conflicting 
commands (e.g. drive forward vs. stop) from different sources had to be solved or 
avoided. There were no built-in protections for conflicting commands in actuator 
agents to save resources. To do this the agent must check the source field of all 
commands and have a policy to choose between different sources. While the list of 
possible agents is not known in advance, there could also be agent classes or the 
list of agent priority values in the whiteboard: none of them come cheap. However, 
the situations where the conflicting commands can occur actually indicate design 
flaws. In a normal scenario a control agent (sub-behavior) gives lead to another 
process and gets it back later. There is no reason to make several agents do the 
same thing at the same time and to issue possibly conflicting commands to the 
same actuator. 

The similar argument holds for the accidental re-launch of agents. The 
dispatcher had no protection against the situations where the same sub-behavior is 
launched over and over again while one instance is already running. There was no 
reason to restrict the dispatcher because there was nothing wrong in calling the 
same agent again (with different parameters for example). But when the sub-
behavior’s task is to retreat from an obstacle, for example, and it uses robot’s 
wheels then chaos will result if many instances happen to run simultaneously. It 
could happen in practice because of the design and implementation flaws of control 
agents or rules. The agent can always implement self-protection, e.g. put (and 
update) an aliveness token record to the whiteboard if there is none yet or stop at 
once if there is.  

 

4.2. Telemonitoring 
 
The telemonitoring gateway system was very similar to the Roboswarm’s in 

most of the aspects. Again, it is all about sensor readings, actuator commands, and 
control in a multi-process environment, also featuring contact to the server, 
reasoning, schema-less design, decoupled providers and consumers and scarce 
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resources. The basic concept of the whiteboard was borrowed from the Roboswarm 
but in the end the whiteboard’s design differs well enough to take a closer notice. 
The focus on the fast (near real-time) performance is no longer required and data 
items tend to be more complex. This pushes the whiteboard towards a more 
advanced API functionality with better support for building agents. This also 
means the reduction of the number of low level details the agent developer has to 
be aware of.  

The problem of the data model of the Roboswarm’s whiteboard is that the 
semantics of the meta-fields is not very clear. If the right set of meta-fields is 
chosen then the number of triples needed to present data items can be reduced, to 
one record in the ideal case. On the other hand, if a data item is encoded into many 
triples, we experience duplicate meta-fields for all the records (except for the ID 
field). The concept of meta-fields is rather vague because there is no explicit 
border between the proper data and the meta-data. This makes it hard to choose a 
good set of meta-fields. The meta-fields open up opportunities for better search and 
optimizations but at the same time make the data model more confusing. The fields 
can have different meanings in different situations, can be unused, can be used in 
an ad-hoc manner, etc.  

The data model of the telemonitoring gateway’s whiteboard discarded the use 
of meta-fields in the sense they were used in robot’s whiteboard. Turning back to 
the hierarchies of RDF triples is cumbersome, but can be more comprehensible for 
agent developers. However, a few meta-fields still exist in the internal storage of 
the whiteboard which are never presented to the agents in the API. On the user’s 
level only triples exist. The additional fields are basically for utility purposes, as 
the ID or the flag that indicates the status of the record (normal, to be deleted, 
deleted). The triples are still organized into individual records which are linked by 
matching contents of the subject and value fields, making it easy to store the data 
into tables. 

The Roboswarm’s data store inspired the creation of the next generation shared 
memory database for general purpose usage. That database (a library to handle data 
in shared memory) was developed by the makers of Gandalf theorem prover and is 
deliberately designed with the capability of supporting the low level integration 
with the reasoner, hence the name Wgandalf. It also features only one table of 
records, but these are not organized into the circular buffer and no automatic 
deleting (overwriting) of old data is performed. Every record can have any number 
of fields and a field may contain any type of data. Not all the values were kept 
directly in the fields of the record but were stored in other structures and pointed at 
(as discussed in [65], reducing string comparison). User-defined columns as such 
do not exist; all fields are addressed by their sequence number.  

However, this database features a query interface in addition to scanning. For 
serving queries there are also indexes. The scanning works in the different 
direction compared to the robot’s database – starting from the oldest entry and 
moving towards the newest. Locking is realized with custom-made spinlocks, the 
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responsibility of calling the locking functions at the right moments is put to the 
user. 

The agents in the robot connected to the memory database directly and had to 
be well aware of the nuances of the database. The whiteboard of the telemonitoring 
gateway followed a more systematic approach. The Wgandalf database is used here 
as the underlying tool but is wrapped by the whiteboard’s API functions. The API 
hides the interface of the real database from the user (agents) and performs 
converting operations on the data. It is also important to notice that the API 
manages locking internally and does not expose it to the agents (similarly to the 
robot’s case). The overall purpose of the API was to simplify the use of triples for 
the agents but it goes halfway with this goal. The agent stores and requests sets of 
triples representing data items, the whiteboard helps to keep data integrity, and 
manages reification, but there is no Sparql or other high-level query interface. 

The API provides a small set of essential functionalities which includes reading, 
writing and deleting. No update was allowed: one must remove the old record and 
insert the new. All the data items consisted of one or more triples; all the fields 
(subject, property, value) may contain only string. The write call replaced the 
reference keys in the given set of triples with unique values before the actual 
storage, thus the agent did not have to worry about the issue of accidentally 
intermixing different data items. The API treated the given sets of triples 
consistently, avoiding the situations where only a half of the set is written to the 
whiteboard. As the storage space is limited and the whiteboard kept all the data 
permanently as a regular database, the deleting function was inevitable. Triples 
could be deleted one by one or in cascade (the function call internally followed the 
references and deleted the given number of hierarchy levels). For optimization 
reasons the deleted triples were not removed from the Wgandalf immediately but 
marked for deletion (never visible to the agents). 

The read call had two variations, the regular read and input buffer read. With 
the regular read any triple could be fetched. The agent specified the query and got 
the set of matching triples: the scanning option did not exist for the agents. 
Reading operations behaved in the cascade manner by default, which means the 
agent got the whole sub-tree of triples (a complete data item) with a single query. 
Another major difference from the robot’s case is that the reading calls return no 
pointers to the original data, i.e. the output is composed of copies, thus adding 
more protection against accidental damage. The mechanism of the input buffers 
(Paper 7) had the following motivation: make the command passing more reliable 
from the receiver’s point of view. In the regular case the receiver has to always 
keep track of both the executed commands and the commands yet to be executed. 
The agent must delete the command data, keep bookmarks in its internal memory 
space or keep bookmarks in the whiteboard – all have some inconveniences. The 
more systematic approach is to move this functionality into the whiteboard and let 
the agents just query their input buffers. The input buffers were not built aside the 
triples’ model but upon this – to insert a data item to the buffer means to reify the 
item and to add the encapsulating triple with the receiver’s name. The receiving 
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agent can fetch the contents of its input buffer with a simple command (evading 
queries) and every item is delivered only once – as the read call returns the 
contents, the whiteboard is slightly altered and the next call would not yield the 
same item again. However, the data remains in the whiteboard and is perfectly 
accessible via the usual query interface.  

The reasoning agent of the gateway’s whiteboard (Paper 3, Paper 5) made use 
of the SWI-Prolog similarly to how the [67] NoSQL database made use of the 
Sicstus Prolog for query solving. Similarly to the robot’s case the stumbling block 
was again the synchronization of data between the whiteboard and the reasoner. To 
do it through the regular triples’ interface is inefficient, hence an alternative 
interface to the whiteboard’s contents was given to the reasoner agent, making it an 
intermediate entity between the whiteboard and the typical agents. At startup an 
instance of Prolog is spawned and the reasoner agent maintains the connection to 
this instance. The agent cyclically feeds (assert) the new data to the Prolog, 
withdraws (retract) the deleted data, allows the physical deletion from the 
Wgandalf and calls the rules to produce new knowledge. There is no timestamp 
field in the data model, so the bookmarking is based on the ID field. Avoiding the 
re-deduction of the same output was not a straightforward solution, but still 
achievable – the reasoning agent gave the timestamp of the cycle to the rules (when 
called) as an input parameter and the rules had the opportunity to compare the 
timestamp to the timestamps found in the data items (which usually had 
timestamps). The output of the rules was eventually stored in the whiteboard. 

The workflow processes are more or less similar to the ones seen in the robot’s 
case, but happening at a much slower pace. The sensors of the robot (e.g. wheel 
odometers, sonars, cliff detectors) were outputting readings with regular intervals 
many times per second. The medical measurement devices (e.g. scale, blood 
pressure monitor, glucometer) on the other hand, produce output irregularly and a 
couple of times per day at most. Everything depends on the behavior of the patient. 
Because of these circumstances we could look at the measurements here as being 
events rather than sensor values. Hence there is no need for a persistent place for 
holding the latest value and all the events are saved into the whiteboard as 
individual data items with as much context info as possible. The overall number of 
fields per one data item representing an event is higher compared to the robot’s 
records. Besides the timestamp, the sensor device name and unit there can be more 
than one name for the measured phenomenon and there are usually some 
proprietary outputs of the particular sensor device (e.g. flags low perfusion, 
marginal perfusion, artifact of a SpO2 meter; flags before meal, after meal of a 
glucometer).  

The control part had the role of checking the measurement data, producing 
warnings and communicating the knowledge to the server. Every control agent was 
specialized for dealing with certain events only. The input data was simply queried 
from the whiteboard. Command passing was done via the input buffer mechanism 
but had a fairly modest role: the commands were involved in the server 
communication and user interaction. The dispatcher agent was not really needed, 
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since all the agents started at boot time and kept running infinitely. The server had 
its own data format and communication protocol dictated by the gateway level – 
this knowledge was encapsulated in the communication agent which had to convert 
the messages (triples) received from the whiteboard. Data deletion was a relatively 
important part of the control logic, because the whiteboard was finite and no 
automatic cleanup was allowed. Basically two options existed (a) to do it centrally 
by the cleanup process that should keep the number of different types of data items 
in predefined limits; or (b) let the control agents remove the data items they are 
managing. In reality both scenarios were used simultaneously as an agent deleted 
all types of measurements and everything else was left to the agents. The gateway 
featured also the user interaction apart from the robot’s case – a touchscreen was 
used to show information (e.g. warnings, measurement feedback) to the patient and 
gain input from the patient (e.g. confirmations, evaluations). Generally the reaction 
times were accepted to be as high as several seconds – for example, when 
delivering a blood pressure measurement from the sensor to the server. However, 
the presence of the user interface directed the system to be near real-time as the 
ease of use and usefulness are crucial elements to be considered during the design 
stage [69]. 
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5. CONCLUSIONS 
 
This thesis summarizes the outcomes and carry-over of the two individual 

projects, both making use of the whiteboard architecture. It explains some of the 
details concerning the design and implementation of such systems. It is important 
to understand that the research work is not complete in the given field and must 
continue. However, the current findings suggest that there is a good potential in the 
whiteboard systems as understood and defined in the context of the thesis. 

There exist a lot of concepts similar to the whiteboard, hence it is important to 
stress that by the whiteboard we do not mean the blackboard systems which 
typically run on only one processing program (called the knowledge source) at a 
time, or the official multi-agent systems where complex agents share no common 
medium. The ideology of the whiteboard is to take the complexity out of the agents 
and put it into the whiteboard, enabling a large number of fairly simple agents to 
run simultaneously. The complexity should be avoided whenever possible, because 
the small code base is an important premise for successful performance of the 
whiteboard. 

The very basic question of the whiteboard system is the intended usage – what 
for is it built, how big is the role of the communication functionality, is the storage 
aspect (called history in the thesis) present or not? Another key issue is the 
presence of time constraints. Even if there are no explicit time constraints, this type 
of solution – which is basically the database-as-IPC antipattern – works only if it 
is possible to make the internal mechanisms fast enough for concurrent use. 

We have investigated the requirements and design of the whiteboard model in 
two scenarios based on the projects of a robot middleware and a telemonitoring 
gateway. In the first scenario the focus is mainly on the real time performance and 
a minimal API with a simple data model is satisfactory. In the second scenario we 
have to work with more sophisticated data objects, which would have been tedious 
without the proper API moving the complexity into the whiteboard and out of the 
agents. 

The issue of the data model is especially interesting, since it combines the 
questions of the internal data storage principles with the ways of accessing the data 
by the user (agent). The data model is crucial in case we wish to use reasoner based 
data processing, which is a feasible approach for the whiteboard system. Though 
accompanied by several implementation problems, our practice has shown the 
triples’ model to have good potential. Triples are relatively human-readable and 
comprehensible, yet allow non-fixed schemas, which has been one of the common 
goals in the applications discussed.  

One cornerstone of the work of this thesis has been the exploitation of the 
Linux shared memory. Linux kernel provides several methods and tools for 
exchanging data between processes, like the well-known TCP/IP sockets and pipes 
or less known UNIX domain sockets and Linux message queues. However, the 
current experience suggests the shared memory to be the best suitable option for 
building a whiteboard. We note that one must be careful with the implementation 
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aspects, especially locking, since shared memory does not have a built-in locking 
mechanism. 

All in all, there are numerous details which affect the design of the whiteboard 
for any given application and assumedly there is no unanimous specification. 
Hardware constraints matter and low-power hardware may exclude some desired 
functionality, but the system can still benefit from the use of the whiteboard 
architecture. As always, several choices are mutually exclusive and no silver bullet 
solution should be expected. 
 

5.1. Advantages of the whiteboard solution 
 
There are several architectures and frameworks used in the field of multiprocess 

sensor data management as discussed in the thesis. However, the majority of these 
focuses on technologies different from the whiteboard. The blackboard solutions 
were popular decades ago.  

The whiteboard solution described in our work yields various benefits. The 
primary application case for the whiteboard is a situation where the sensor agents 
cannot or do not want to know the recipients of the created data items in advance. 
This is an alternative to the use of sockets, either in client-server or publisher-
subscriber schema. 

The whiteboard is especially suitable for the systems where the data items are 
not perfectly structured. This means that the items of the same type may vary 
slightly, e.g. if one sensor outputs temperature and the other one outputs 
temperature with the battery voltage, then the records should be of the same type. 
In case the system handles numerous different types of items and new types are 
created during the system operation, then the whiteboard offers a good alternative 
to SQL. 

SQL is not available on all platforms, especially the embedded systems, which 
cannot sustain large installations of SQL database engines. Although there exists 
the Sqlite database which can be used on practically every Linux-running system, 
it performs badly under parallel load. The whiteboard (based on shared memory) is 
certainly more suitable for these cases. 

The overall ideology of the whiteboard brings data out of the agents. By this we 
mean both the control data (commands) and internal states of the agents (e.g. 
active, idle, ten commands pending). This allows several interesting possibilities. 
For example, we can create self-monitoring agents for the whiteboard systems that 
keep an eye on the activities of the primary agents. If the data is kept in a human-
readable format, then system developers get a good insight about the actions of the 
agents by simply reading the contents of the whiteboard. The entire whiteboard 
represents the general state of the system and makes saving and reloading the state 
easier. 

The solutions discussed in the thesis assume the presence of the Linux kernel. 
The kernel is the bottleneck one way or another, whether the sockets are used or 
anything else. According to the current experience the shared memory based 
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whiteboard allows more efficient use of resources than the sockets. At the same 
time the present solutions have small footprints – which allows them to be fitted 
into embedded systems. 

 
 

5.2. Summary of the contributions of thesis 
 
The thesis studies the options for building multi-agent systems for controlling 

sensors and actuators in real time or near real time situations on embedded 
computing platforms. The background survey points out the popular technologies 
used for similar kinds of situations and explains the differences from the 
whiteboard.  

The questions and options of different aspects of the whiteboard design are 
discussed, including the overall architecture for the whiteboard, multiple agents  
and communication of the agents. The thesis explains the motivations of choosing 
between available options in different situations.   

As a result, two different implementations of the whiteboard emerge in two 
large projects from different domains: Roboswarm and Telemonitoring Gateway. 
The case studies of the projects are used for demonstrating the issues of 
implementing and using the whiteboard. 

There is no single product that we refer by the term whiteboard. However, the 
generalized whiteboard is a fast shared memory based data store meant for 
exchanging knowledge between the agents which does not have to be explicitly 
structured. 

 
 

5.3. Authors’ contribution in the published articles 
 
In the scope of the published papers 1 – 3 (listed at the beginning of the thesis, 

before the introduction), the author of this thesis was responsible for designing the 
software architecture and implementing the functional subsystems for RFID 
sensors, guiding the Roomba robots, using the tiny Linux system added to the 
Roombas along with several software components built by other authors (in-
memory database, the reasoning engine, infrastructure for accessing the server). 
Overall, the author was responsible for implementing the core functionalities of the 
Roomba robots as designed in the project.  

In the scope of the papers 4 – 13 above, the author was responsible both for the 
software architecture of the embedded devices, integrating the reasoning 
subsystem, developing the communication methods between the devices and the 
central server/data repository, as well as the actual implementation of the software 
on the devices. The user interface aspects, the central data server/repository and the 
medical aspects of the systems were in most cases not the focus of the author of 
this thesis. 
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In the scope of the paper 14, the author was responsible for the robot simulation 
subsystem and was actively involved in designing and evaluating the movement 
strategies. 

However, the intellectual input of every author of the above papers should not 
be underestimated. 

 

5.4. Future work 
 
The research on the whiteboard solutions has many interesting follow-up 

directions stemming from the details and use cases discussed. To give additional 
insights we would like to name some of the most important directions. 

The general use of reasoning algorithms and tools need further attention. One of 
the goals here is better integration of the reasoning engine with the whiteboard’s 
data. Another direction in the reasoning subtopic is to search for different 
languages and corresponding tools for deriving new knowledge. The methods dealt 
in this work use first order logic, yet nothing prohibits us from considering 
alternative logical systems. 

There is a huge potential of optimization and better performance if we can 
reduce the number of queries and subqueries. Therefore, further investigation is 
needed to find clever ways to link the data items and/or make the query 
mechanisms more efficient.  

The whiteboard implementations we have presented rely on a single core tool. 
As long as it remains hidden from the user, the internal mechanism can basically 
make use of several tools. Suppose the standard RDF is used to encode the data 
items. Then it makes sense to add RDF tools and languages to the whiteboard for 
parsing and querying.  

Another possible topic for the future is the distribution of the whiteboard. The 
architecture presented in this thesis does not consider the possibility of keeping the 
same whiteboard distributed on different machines. It should be noted that the 
problems of locking would become more complex and the distributed solution with 
several services performed over the network will be significantly slower than the 
performance of the single whiteboard running on shared memory. Nevertheless, for 
several use cases it will be useful or necessary to have the network services 
integrated into the whiteboard.  
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Appendix 1 - Interprocess communication 
 
There are several possible solutions available for transferring data from one 

Linux process to another. It is quite clear that different technologies yield diverse 
performance characteristics and have unlike interfaces. But it is hard to tell the 
exact suitability of the technologies for the given application because the 
performance depends on the actual usage patterns by the application. Therefore 
some comparative tests could prove useful. The following gives a short overview 
of the related experiments performed while designing the whiteboard. 

The most popular method of choice for transferring data is TCP/IP sockets. 
However, there are alternative possibilities similar to the sockets, namely pipes, 
queues and UNIX domain sockets. To give a reference point, we include some 
database engines into our tests -  Sqlite and PostgreSQL – storing data in files and 
the QDBM key-value base also using files for storage. From the set of tools 
utilizing the shared memory we examine the Roboswarm database and Wgandalf. 

All these tools have different interfaces (APIs) which makes the straightforward 
comparison impossible. The UNIX domain sockets, TCP/IP sockets and pipes 
allow reading and writing byte streams. The message queues operate in terms of 
structures. The SQL databases can be used for transferring data by inserting and 
deleting records. The custom-made shared memory databases have their own 
commands for the same purposes. 

Hence, the comparison experiment was designed in the simplest possible way to 
satisfy the most general common functionality of all the tools. The main idea was 
to test message passing between Linux processes and measure how much time it 
takes for the message (some piece of knowledge) to travel from the source to the 
destination. The time mesaured includes also the composition on the sender’s side 
and decoding the raw message on the receiver’s side. In other words, it is the time 
spent to get the piece of knowledge from end point to end point. 

Every message contains the same kind of information. The message has four or 
five fields. There is one field for the sequentially increasing ID number, two fields 
for the timestamp (seconds and microseconds), and the ballast field. The fifth field 
is the channel identification which is needed, for example, by shared memory 
databases while the sockets establish the connection between the sender and the 
receiver beforehand. This field has nothing to do with the content of the message.  

The basic scenario is as follows: the sender process generates a new message 
and checks the current timestamp with the microseconds precision; then it forms 
and sends the message according to the protocol  of the tool (e.g. SQL statement or 
byte sequence) and embeds the timestamp; the receiver waits or polls for the 
incoming messages and parses them on arrival; after that it also checks the current 
system timestamp. By subtracting the timestamp of the generation of the message 
(parsed from the contents) from the timestamp of the reception of the message the 
receiver process determines the “time of flight” for every single message which it 
then aggregates to find the average and worst case values. Unlike the socket-like 
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tools, the receiver built upon the databases has to delete the processed messages to 
avoid flooding the database. This is done as a part of the parsing phase. 

There are some available parameters for adjusting the test details. By varying 
the values of the parameters we can run the sender and receiver programs under 
different conditions to get a better coverage of the domain. To name the basic 
parameters, the number of parallel channels determines how many sender-receiver 
pairs are executed simultaneously. The number of tests tells the programs how 
many messages they have to transfer. The sleep between two messages affects the 
frequency of message transfer. The ballast is the size of the ballast field. Some 
parameters are tool specific, for example whether to run the database on RAM disk 
or HDD, to use queries or scanning, to turn on or off Sqlite pragmas, etc. 

The majority of the tests were conducted on an average laptop PC running 
Linux in a virtual machine. Additionally, dome different platforms were used as 
well. The processor of the main PC is Intel Core 2 Duo at 2,26GHz. Different 
Linux installations were used: Ubuntu 8 with kernel 2.6.24, Ubuntu 10 with kernel 
2.6.32, and Kubuntu 12 with kernel 3.2.0 – but as there were no remarkable 
differences between these we will not indicate the kernel version on the following 
charts. 

All the time values in the tables and charts are in microseconds (us). For every 
test there are two types of values: the average and the maximum. These are the 
final results of two levels of aggregation. At first, a receiver program measures 
transfer times for individual messages (say 5000, as in the Table 1) and calculates 
the average time plus the maximum time. Observe that there are many pairs of 
senders and receivers running simultaneously in the tests (called parallel channels, 
e.g. 5 in Table 1). After all the parallel copies of the test programs have finished 
and outputted their results, the overall average is calculated from the individual 
averages and the same is done for the maximum. These values appear in the tables. 
The global minimum value was collected in the same manner, but as it does not 
yield much information, it is is omitted from the tables. The minimum values were 
very small and static in the majority of the cases.   

 In the tables IPC (Interprocess Communication) stands for UNIX domain 
sockets. TCP stands for the ordinary TCP/IP sockets on the loopback interface 
(“localhost”). By Roboswarm we mean the custom made shared memory database 
used in the Roboswarm project.  

A few notes on the sleep parameter: this value is kept fairly small and always 
the same in all tests presented. The reason is our interest to benchmark the tools 
under tight conditions. If we were to consider low frequency data streams with no 
time constraints, all the tools would perform adequately. Omitting the sleep 
completely and letting the operating system’s scheduler to solely manage the 
racing, on the other hand, gave worse results, especially when the number of 
parallel channels was high. 

In the Table 1 the basic proportions of the tools are clearly draw out. The shared 
memory tools are significantly faster than the classical sockets. The Linux message 
queues give the best results, but not so much better when compared to the shared 
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memory databases. The problem with the queues is that the senders and receivers 
must use predefined structures and the length of the message has to be known by 
both. 

 

 
Table 1 – Test results for the  shared memory and socket-like tools 

 
Increasing the ballast size has an effect on the tools based on byte streams like 

the pipes and sockets as shown in the Table 2.  

Number of tests: 5000 
Sleep: 1000 us  
Ballast: 30 bytes 
Parallel channels: 5 
Tool Average (us) Maximum (us) 
Pipe  292 672    558 068   
IPC  108 371    232 232   
TCP  112 645    248 741   
Roboswarm  13 772    96 745   
Queue  1 463    26 592   
Wgandalf  12 668    308 231   

 -
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Table 2 – The effect of the ballast size 
 
The large ballast and the high number of parallel channels increase load, thus 

driving the message transfer times up. The bottleneck appears to be the kernel, 
especially for the socket-like tools, including IPC which is designed for such types 
of tasks. The Table 3 shows that the socket-like tools respond to the rise of 
parallelism more or less linearly. Shared memory tools perform well. Notice that 
Wgandalf gives better results with smaller loads than the Roboswarm’s database 
but experiences problems under heavy use. This is especially the case with the 
maximum value – the worst case message delivery time from the source to the 
destination. 20 channels mean that there are 20 receiver processes and 20 sender 
processes, running really fast paced. In real life situations there is usually no need 
for a so high number of high-speed channels.  

  Tests 1000, sleep 1000, parallel channels 5 

  ballast 100 ballast 200 ballast 500 

Tool avg max avg max avg max 

Pipe 127650 278184 392292 607539 395545 487567 

IPC 194157 431972 280108 463088 346823 614854 

TCP 176049 385762 416376 789639 1080481 2075322 

Robosw. 3410 51540 2370 22387 2505 32290 

Queue 1153 15470 1123 17164 1333 19222 

Wgandalf 1796 21348 2032 20232 2715 25263 
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Table 3 – Increasing load by adding more parallel instances 
 
The Table 4 introduces three additional tools, namely the Sqlite database, 

PostgreSQL database and QDBM. Sqlite was run on ramdisk, PostgreSQL both on 
ramdisk and regular hard drive. For Postgres the ramdisk yields 12% to 30% faster 
times when compared to standard disk files. This effect, however, does not matter 
much since the performance numbers are far from the previously discussed tools. 
Sqlite is not meant for heavy parallel use and thus gives the worst results in the 
context of these tests. QDBM comes close to the queues which is a rather 
encouraging finding. QDBM is a key-value database and uses a hash table. When 
we would have to use more complex entries instead of the simple test messages, it 
would need a lot of additional program code (in a whiteboard implemented on top 
of the QDBM) and is expected to lose its advantages. 

  Tests 1000, sleep 1000, ballast 30 

  10 channels 20 channels 30 channels 

Tool avg max avg max avg max 

Pipe 236104 404068 1027645 1788553 1526335 3001597 

IPC 58748 146407 615494 1822617 965838 2191074 

TCP 183633 424815 1062106 1966551 1789346 3467861 

Roboswarm 4939 40619 48182 571396 174902 965498 

Queue 706 17012 2457 32010 6246 67347 

Wgandalf 3160 30042 4405 19430 381002 1553501 
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Table 4 – Adding Sqlite, Postgres and QDBM 

 
The Table 5 shows the results of the same tests on an embedded hardware – 

Chumby media display, kernel 2.6.28, Marvell Mohawk 800MHz processor. 

 
Table 5 – Benchmark results on Chumby 
 
 

Tests 2000, sleep 1000, ballast 30, channels 5 

Tool avg max 

Pipe          928 713          1 409 113   

IPC          490 104             894 036   

TCP      1 061 330          1 638 136   

Roboswarm            15 275            167 874  

Queue                  252                 7 871  

Wgandalf              1 873              28 564  

 -
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  Tests 5000, sleep 1000, ballast 30, channels 5 

Tool avg max 

Pipe      142 933              672 916   

IPC     130 333              612 483   

TCP      232 134           1 513 342   

Roboswarm          3 010                 25 424   

Queue            1 534                 12 532   

Wgandalf            5 268                 19 964   

Sqlite      9 277 068         20 995 476   

Postgres      5 939 256           8 385 902   

QDBM            1 727                 15 849   
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While the intended target architectures are the low-power Chumby-like 
platforms, it is still interesting to have some insights for more powerful hardware. 
The Table 6 shows the test results got from the same virtual machine that was used 
before, but copied now onto the physical machine with a Core I7 3720QM 
processor. Notice that the parameters are the same as in the Table 5. The familiar 
patterns are still visible while the differences between tools are much smaller. 
Surprisingly, Sqlite outperforms Postgres. 

 
Table 6 – On high-performance hardware, I7 3720QM 
 

  

Tests 2000, sleep 1000, ballast 30, channels 5 

Tool avg max 

Pipe    124 326              484 648   

IPC              5 144                22 271   

TCP              13 639                58 739   

Roboswarm                    920                20 155   

Queue                    900                12 291   

Wgandalf                 2 093                15 612   

Sqlite                 5 170                23 316   

Postgres           166 683              285 173   
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Appendix 2 – Scalability of tuples and triples 
 

In this appendix we will present test results of another experiment, this time 
focusing on the Wgandalf shared memory database as the underlying tool. The 
basic scenario and measuring policies are exactly the same as described in the 
previous appendix. The idea of the current test is to benchmark the ability of the 
tool to withstand subqueries. Hence we measure two different cases (a) encoding 
all n attributes of the message into a single Wgandalf record (tuple), and (b) 
creating n separate records, each with three fields (triples). 

It is clear that the schema using tuples is more efficient, both performance- and 
memory-wise. The schema using triples requires more work on the sender side and 
requires    performing a tedious procedure of subqueries to collect all the pieces of 
the original message on the receiver’s side. On the other hand, the tuples do not 
possess the flexibility for extending the existing data objects. The tests try to 
compare the two schemas in the real situation and assess the actual handicap of the 
triples.  

The mechanisms of test and data aggregation are the same as in the previous 
appendix. The same holds for the test platforms on which the programs were 
executed. However, there is one thing that needs to be clarified: the meaning of the 
ballast parameter is changed. While previously it meant a string of n bytes, now it 
means n attributes. For every attribute there are two fields saved into the record: 
the name of the attribute and the value. The message has the number of attributes 
indicated by ballast and four extra attributes which have no explicit name field: 
message ID, channel ID, seconds, and microseconds. For example, the ballast 10 
means that the tuple type message has 24 fields (4 extra fields and 2 fields per 10 
ballast attributes), the triples type message has 14 records (4 triples for extra 
attributes, 1 triple for every ballast attribute, including name and value).  

To get the idea of the worst case times there are no special optimization tricks 
used in the case of triples schema. All the records have exactly three fields and 
triples are linked through the contents. Technically it would be possible to create 
more fields to records (which are hidden from the user) and use direct pointers to 
link records. However, the purpose of the given test is to let the tool run in the 
simplest setup and handle an extensive amount of subqueries. 

The Table 1 presents the test results with some combinations of parameters in 
the terms of absolute values. The Table 2 does the same in terms of ratio values. 
Again, with small loads (not much parallelism) the triples schema does not cause 
serious problems by falling far behind the tuples. But when the difference occurs, it 
can be of the magnitude of several hundred times. In the Table 2 the numbers are 
computed by dividing the average triples value by the average tuples value at the 
same parameter values. In some rare cases the ratio appears to be below one, which 
means that the triples schema gave faster result than the tuples schema. This does 
not, however, change the overall picture.  

The Table 3 and the Table 4 give the benchmark results for Chumby and a high-
performance platform, respectively. As expected, with lots of processing power 
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there is no penalty when using triples and in the case of low processing power the 
extensive subquerying severely handicaps the performance.    

  
 

 
Table 1 –Test results on Core 2 Duo 
 
 

 
Table 2 – Triples compared to tuples (Core 2 Duo) 

Ballast Channels 
1000 tests 
500 sleep 

1000 tests 
1000 sleep 

1000 tests 
1500 sleep 

2 3 1,5 5,0 4,0

5 3 1,2 1,2 1,4

10 3 1,7 0,9 0,9

20 3 1,6 1,5 1,4

2 5 3,2 1,6 1,3

5 5 2,2 3,9 2,4

10 5 5,2 2,5 0,5

20 5 5,2 0,9 1,1

2 10 8,2 3,8 3,2

5 10 39,8 5,2 8,6

10 10 425,2 6,5 6,2

20 10 238,0 28,2 12,3
 

Tests 1000 

Sleep Ballast Channels Type Avg (us) Max (us) 

500 2 3 tuples                2 129              27 938  

500 2 3 triples                3 178                 9 162  

500 20 5 tuples                2 015              12 450  

500 20 5 triples              10 437            126 508  

500 20 10 tuples                4 285              53 554  

500 20 10 triples        1 019 992         3 923 560  

1000 10 5 tuples                1 481              25 430  

1000 10 5 triples                3 654              12 706  

1000 20 10 tuples                2 137                 7 341  

1000 20 10 triples              60 196            517 931  
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Table 3 – On Chumby 
 
 

 
Table 4 – On Core I7 

Tests 1000,  
sleep 1000, 
ballast 10 

channels type avg max 

5 tuples                1 616                      5 350  

5 triples                2 679                    14 997  

10 tuples                2 835                      9 974  

10 triples             44 212                 139 898  
 

Tests 1000,  
sleep 1000,  
ballast 10 

channels type avg max 

5 tuples             45 515                 129 116  

5 triples        2 033 755            12 484 603  

10 tuples             64 409                 419 950  

10 triples     24 382 047            75 744 921  
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���������������	�����������������G��~��������������	�������������H�����������?��������������	����������������6:7h;2Y45V562T32<�_̀�� aUT3Z4\��5UY6;24����\�ĉ\�� aUT3Zc\��6V;524����\�b̂\�� aUT3Zc\��3XY253UY6�\��̂\�� Z�� � b������ � b�j�\�� � Z�� � � i73ZWU54UT3X�24h23W22iZ�\��̀Zk����̂ ^̂��� � � WU54Xi4h2<4h23W22iZ�\��̀Zk����̂ �̂� � �̂� f̂�



��������	�
�����	
����������������������������������������������������������� �����!���������"������������������������"���"������� ���������������!������������������ �"�������������#$���%&'���(�����(���)*�����������������+�!����� �����,������������������-.����������(����"!������� �����������(���#/���%&'���(��)0�.�""!������������������ �� �"������������������ �� �����������(���������������123-�"����������������������������� �� �"�����������������������4���������������0�3������������� ���������������.�����!��'���� �3��������5$67�� �� �"���������������������8�����������(������&9+:;������(����<!��������� �=� ������������������������������������0�; �� �"������������� ������������>��!?��!���������/@@%'8�/$����%A-1������.-B0��A�������4���������������������C&��"�"������������������������ �����������������0�C����������������!���1DA:-������#9�������E0F0EG)�������0�; �� �����������(����!������(���������-����������������0�; ���"���"����������!�������� ��������"�������<!���"�����������������������������"������� �� �����������������0�; ��"����������������!�*�����?������*�����"����������������������"������!������ ��������(�������4� ���������������"������ ���������"����"��������� �����������""!��������0�A������ "��4����������"���!��������(������-������������������"�����/H@�"������IE@@������*�����I$@"������!�����JE@@������0�JE@�������������?��!���0�; ��"���!���������������������������"��"���!��������$��������0�3� ��(��������������������������������������������!�����������������(������������"������������������<!��4������!� ���������������"�������4�������������������"��� �!����������0���K��L�
M���	�
�����������������!����8���������3&>������"�����*���<!���������"��������������*�� ����������(���������� � �����(���������(�����������������������������!�����0�1�"����������(���������� ����������!�������������������������������"���������"���� �(��������������"�����������������8���������4���!��0�'���(��*��?���������"���������������������������������������NOPQRSQPT����!�������������?����������������������������� ��!� �� �����������"�����������������"��� ��������!�����������"�� �������������0�A��� ���������������������������?����������������������������� �����!������!������ ��������"����������� �C&���������������������*�!�������������"�!��������"��������������������!����������?����������������������0�������������������������������������������� ���� �����������"���� �����!������������������������!����������!������!�����(��!����������������������������"���������������"0��!�� ����� ����"�������� �������"���������!�������(����"������������������������������������������������(�������������������������0��U��VMW
�X��YZ�
����; ���������� � ���������!������������ ��=!�������C��������&�(����"�����!��*�.�"��������.������������"����=�������������=������0��[��\�]�̂�
M����5H7� ���_̀̀���0 ���� :�����"�����0���̀�� ��̀�� ����!��0-&��#$@@E)0�abc�defg�hi�jeeke�li�mnopqqr�st�muvqrweqno�frxnry�pz�{pwr�qr|rwpknqpfnk������� ��������������_�; ���(�����������0�}�!�����3"�%���A����"�3�����������$@@J~HI*���0�$F6�$JJ~�����b����5/7��t��p��{qui��t�sewrfpki�dt�hefkrfi���{frr��rkrfeqnpkv�pz�qr|roefr�pz�q{r�r|�rf|u�i�jp�fke|�pz�;���"������������;�������*�(��0�$*���0�$*���0�JH:G@*�H66F0�5I7��tst�jeqp��i��t�hfp�wekki�jt��qqrk�eo{rfi�mt���fqr|i��t�xpk��eefrki��t�mqpf�i��t�t�l�||rf:h|evrfi�ek���t���vi����qenknk���krf�u����rk�nq�fr�ek��d{uvnoe|��oqnxnqu�zfpw��oor|rfeqnpk�1�����������.����?�:eyefr��xe|�eqnpk�pz�sef�npxevo�|ef�defewrqrfvi����l+=�-���0�HG*�1�������:9������'���������*���0�IJE�IJ6*�$@@J�5E7��0�D���*��0�}0�;!����*�;�������������������� �"������������"�*����-�������� ��H�������������������������������-��(���(��;�� ���������C����������3������(��=�(����"����*�3�������II*�A1+ _6JG:H:F@EEG:@FJ:G*�$@@G�



�����������	
	���������	��������	���
���������
��������������
������
������ �	���!�����"������#�������#!�����#����� !�����!��
��������
����������$��!��������%���!���������	!���� ���#	��������%������
�����$"�������&'()��##��*�&�*+,������������!�����-..,��+��/��0	�������������123����"4!�������5���6�!��!�������
� !���6!7� !�����!��6�����������������������!�� ���������%����� �!�������$��!������������������8�����������'%�9$8)������	!��:���������#	��!�$��������$#!��
�!��;��<&-.=-..,��������%���>$���##��?�&+��-..,��,��:�������!�����:�����2�6�!����0�����0��1�������@�!��!���� ���"�������!��
���������
"� !��	##!��������#���������%222���#	���
��������!��2�
����!��
��	!�����A���?���!��(��&??,��##��&�?�&+(��&??,��?��8�����!����:�����������������!�����%���
!����
�����$��
���������������!������������� ���"�������!��
��"���������*!��%���!���������� �!�����9��$��!������������������8���������'%�9$8)��##��(-B(?��-..<��&.��@�����4�!�����;�7��#���������>!4��������A��"�!��
������ !��A�!"��"��� �����4����#�����������%�'�)��A���<�&<=-..?� �����	!��:���������#	��!�$��������##��-,?B-?���$#!��
�!��-..?��&&�����$�5�����������A��	����� �����������
������������!��
��"�������	!���� �8����������������8�����!����'-)��##���*�+-��-...��&-�����1��/�	���7������@�������!�����!����!�C����� ��%1�������!� !�����!��
���	#���"�#����!������� 	�������������������	�� �����!�"�#�#�����A��
��������������8�����
"��������������!���A�&<���(��##��-+*�-,,��-..+��&*��0���7�����$��/��0�����6�$��!���!��	!�2�A�!������D����>#�������7��������$����� ������!����	!���� ���!A���A�������4������#	���
��-..+��&(�������������0��:	
������0���	�A������0�0��E����"�00��F����
G�$��������$��!������3�86�!���/�6���
��1���������������A��
�2�A�!����������47�%������
�������%������
����������������
�����G�2��4"�$������������������$#!��
�!��%$�:�?+,�*��(-�..&+,�?��##��-+?�-?���-..?��&<��@��A������!�7��������'2��4")����%�:�2���4����������������A��
�1����#��%9$��!����-.&.����3&.�*-**=?+,�&��.+<.�(??�*��-���-.&.��&���HIJIKL�MN�OPLQ�HIRSTRSU�VTL�WIXTYTRIQ�Z[\L]U�̂LT_I\�HL̀S]�aLJXIXU�bS]c�b_LT�MLQS]�VX[L]U�bSXdI�eLXKPL�O_f_IU�V\JIXgS�e[\�hS\\LU�iTjLTK[Td�HI][RITg[L\�eLgIkLl]m�V�hÌLTg[K�nhe[����� !����%222�%������
����$"�������A���-*�����&��##��*-�(.��-..,���&+��/�����8	!��!�����$��0���!�"��E�����
�����@�������#4���������
��
�������!��:��6!7�������!���,���%������ ����:��6!7��'%�:)��%222���#	��!�$����"��:���##��*<(�*<?��%$�:�opqrsrtuttrvtpwrsx�-..?���&,��2��/������������������9���
"�����������5������������$��!�����������	!��:���������#	��!�$��������;�	���*?,*=-..���$#!��
�!��������4�!
��%$$:�.*.-�?+(*��09%3�&.�&..+=&&+<&�*-y-��-..���&?������5��%� �!!��
��������$��!�����3����$�1���##!���������!�� �����-&���%����� �����A������%� !������:��6!7��
������##����������!7��#���;���.-��%$�:3.�+�?<�-,(+�*��##��-?.�-?<��-..+��-.�����#3==666�6*�!
=-..<=%��	4��!=���=6�7�=1�A��6y y$���!y���y94��!A�����y9���
����'-.&&)��-&�����#3==666���������'-.&&)��--�������"���1������4���74�!���!�������	!�� !����!����!�� ������%������
������-�'*)��##�-<&B*-&��&?,<��-*��666�6*�!
=10E�'-.&&)��-(�������!��������%��!�	��������!�
�����10E��F����������#3==666�5�����=#	4=�=-..&=.(=-<=#!�
!� =��-..&��-<�����8��������������	���������1������
���������0��
�����$"�����%���
!�����������!4�4��������1������
��%����	!���� ��	�������������#	���
�-��##��&*(�&(*��-..<��-������#3==666�������!
�'-.&&)�zup{������#������������������� !������:�	��	���������$��������$	!A�"� �����$��������$#��� ������� �$���!���|}�~�����������u}��|}���}����}�������������}�����}������}������������x�q���|}������}����������}����}����|����x������}���}x�����sprvux�uwwo��-,��0��:	����0� ����4����
����%����4�/�6���
������
����������0�������$	##!���$#!��
�!��%$�:3�?+,�*�<(.�..�,.�.���##��&<&�B�&�?��-..*��-?��1����!!����1�������������$��������0��$���������%���!#�!�4�����!�������������!��2��"������%222���!A���A����#	���
��;������:��(��##��?.�?(��-..+�



113 

PAPER 6 
 

E. Reilent, A. Kuusik, M. Puju. Real-time data streaming for functionally 
improved eHealth solutions. 2012,International Conference on Biomedical and 
Health Informatics (BHI2012), Hong Kong and Shenzhen, China, 2-7 



 



� �
�� ���������	�
���������������������������������������������������������������������������������������������������������������������������������������
�������������������������������������������������������������������������������������������������������������������� �����������������������!����������������������������������������������������������������������"��������� ����#�$%������������������������������������������������������������ ����������������!����������������������������������������������� ��������������!�����������������������������������������&������������ ����������������������������������������������������������!� ������������������������������������'������� �������������������������������������������������������� ����������"�������������� ������������!������'�����������������������!����������������������������������������������������������������������������������������������������� ()�(*+,-./0+(-*�.123451�561�177895�87�1:1;<56�25;=>;9>4?;548=�@8>412�<4A1�0195474B;548=�08CC42248=�789�:1;<56�(=789C;548=�+1B6=8<8DE�F00:(+G�;=>�(:H�4=�/I�89�HJ9831;=�08CC42248=K�56191�;91�24D=474B;=5�4=5198319;@4<45E�398@<1C2�@15L11=�61;<56�4=789C;548=�28<J548=2�87�>477191=5�61;<56B;91�1=519394212)�:8L1M19K�;2�25;51>�4=�D<8@;<�;=;<E242�561�4=5198319;@4<45E�;=>�25;=>;9>4?;548=�;91�B9JB4;<�58�;<<8L�L4>12391;>�J21�87�561�1C19D4=D�51B6=8<8D412�<4A1�51<1C1>4B4=1K�58�1=;@<1�561C�58�@1=1745�798C�561�J=4789C;<�C;9A152�;=>�58�B8=594@J51�58�452�B8C3<1548=�NOP)�Q124>1�87�56;5K�;2�;D911>�@E�HJ9831;=�08CC42248=�4=�RSSTK�HJ9831;=�/=48=�C1C@19�25;512�268J<>�6;M1�>1M1<831>�=;548=;<�91DJ<;548=2�789�51<1C1>4B4=1�;2�;=�1=6;=B1C1=5�87�B8=M1=548=;<�1:1;<56�28<J548=2�@E�561�1=>�87�RSOO�NRP)�U2�211=�@E�;=�1V;C3<1�87�H258=4;=�1:1;<56�28<J548=�1+19M42�NWPK�L64B6�L;2�561�74925�<;J=B61>�=;548=L4>1�H:,�28<J548=�NXPK�8319;548=;<�24=B1�RSSTK�91<;54M1<E�2C;<<�;C8J=5�87�1V4254=D�1<1B598=4B�3;541=5�>;5;�6;2�@11=�F;G�C;>1�;BB1224@<1�789�561�3;541=52�5698JD6�561�L1@�3895;<K�F@G�;BB1221>�;=>�91J21>�@E�561�3;541=52)�Y4C451>�;C8J=5�87�;M;4<;@<1�H:,�>;5;�;=>�L1;A�383J<;945E�87�561�L1@2451��Z;=J2B9435�91B14M1>�*8M1C@19�OSK�RSOO)�+642�9121;9B6�6;2�@11=�2J338951>�@E�HJ9831;=�,1D48=;<�.1M1<83C1=5�[J=>K�08C3151=B1�01=591�398D9;C�87�H=51939421�87�H258=4;)�H)�,14<1=5�42�L456�561�H<4A8�08C3151=B1�01=591K�+1;>J23;9D4�\]RK�+;<<4==�OR\OTK�H258=4;��U)�̂JJ24A�42�L456�561�H<4A8�08C3151=B1�01=591K�+1;>J23;9D4�\]RK�+;<<4==�OR\OTK�H258=4;�FB8991238=>4=D�;J5689K�1_C;4<̀�;<;9)AJJ24Aa1<4A8)11K�368=1̀�bWcR_\de_eTTOG�Z)�fJgJ�42�L456�+;<<4==�/=4M19245E�87�+1B6=8<8DEK�H645;g;51�511�dK�+;<<4==�OeST\K�H258=4;�

;C8=D�561�3;541=52�912594B52�5649>�3;95412�58�B91;51�=8M1<�219M4B12�789�B454?1=2�;2�5;9D151>�789�561�1+19M42�2E251C)�U33;91=5<EK�561�61;<56B;91�1=519394212�;91�=85�C854M;51>�26;94=D�hijh�klmniop�3;541=5�>;5;�L456�85619�682345;<2�;B54=D�;2�>491B5�B8C31545892�789�56149�BJ258C192�F3;541=52G)�Q;21>�8=�1V51=24M1�;=;<E242�@E�[8=5;4=�15�;<)�56191�42�28�7;9�=8�>8BJC1=51>�1M4>1=B1�87�>491B5�2;M4=D2�5698JD6�561�H:,�>;5;�qrshmtjq�4=�394C;9E�B;91�NdP)�(=�3;954BJ<;9�B;21�H258=4;=�=;548=;<�<1D42<;548=�42�789B4=D�682345;<2�58�26;91�B195;4=�H:,�>;5;)�:8L1M19K�4=�91;<�<471K�<1D;<�91uJ491C1=52�B;==85�DJ;9;=511�561�1uJ;<�uJ;<45E�;=>K�1231B4;<<EK�789B1�58�3J@<426�mnn�C1;=4=D7J<�31928=;<�61;<56�4=789C;548=�;M;4<;@<1�L4564=�1;B6�24=D<1�61;<56B;91�4=2545J548=)�(=5198319;@4<45E�422J12�87�>477191=5�(+�28<J548=2�J21>�@E�682345;<2K�J=B195;4=5412�87�:Yc�MW�C122;D12�J21>K�91uJ491�C;=J;<�L89A�39489�>;5;�3J@<4264=D�;>>�;>>4548=;<�B8C3<1V45E�;=>�91>JB1�561�B8=51=5�398M4>19�24>1�C854M;548=�1M1=�C891)�U5�BJ991=5�4C3<1C1=5;548=�1+19M42�>812�=85�6;=><1�3;541=5�B91;51>�B8=51=5)�vJ451�91C;9A;@<1�383J<;945E�87�FJ=7895J=;51<E�>42B8=54=J1>G�w88D<1�:1;<56�;=>�Z4B982875�:1;<56�x;J<5�4=>4B;51�56;5K�798C�561�J219�319231B54M1K�56191�;91�B<1;9�@1=17452�789�4=5198319;@<1�H:,�28<J548=2�58�C;A1�61;<56�219M4B1�B8C3154548=�91;<<E�39121=5)�+61�91;<�<471�245J;548=�L456�1+19M42�<1;>2�58�;=�834=48=�56;5�25;51�B8=598<�;=>�3J91<E�789C;<�91uJ491C1=52�F;5�3;954BJ<;9�25;D1�87�561�1V4254=D�H:,�1VB6;=D1�4=79;259JB5J91G�B;==85�7J=>;C1=5;<<E�4C398M1�J54<4?;548=�87�561�28<J548=�;C8=D�B454?1=2�;=>�61;<56B;91�1=519394212)�.42B8=54=J;548=�87�w88D<1�:1;<56�4=>4B;512�56;5�24C4<;9�@;24B�H:,�>;5;�1VB6;=D1�42�=85�2J774B41=5<E�M4D898J2�@J24=122�C8>1<�789�913824589E�A113192)�1+19M42�;=>�24C4<;9�H:,�>;5;�L;9168J21�C;4=5;4=192�=11>�=8M1<�;3398;B612�58�;>C45�@J4<>J3�87�=1L�;33<4B;548=2�789�@15519�;559;B548=�87�@856�61;<56B;91�4=2545J548=2�;=>�B454?1=2)�(()�[,-Z�H:,�+-�/:,�f8224@<1�;33<4B;548=2�L6191�@856�682345;<2�;=>�B454?1=2�B;=�398745�798C�1V3<8454=D�B8CC8=�>;5;�258912�;91�lyqz�s{toz{nnq|�F;G�L1<<=122�C8=45894=D�;=>�F@G�51<1C1>4B4=1�219M4B12)�IJB6�9;34><E�4=519125�D;4=4=D�;33<4B;548=2�C;E�8M199J<1�39851B548=42C�87�4=2545J548=;<�B8=51=5�8L=192�;=>�>174=451<E�B;=�;559;B5�C891�J2192�58�B8=2JC1�1:1;<56�219M4B12�4=B<J>4=D�1V4254=D�71;5J91�215)�+1B6=4B;<<E�231;A4=DK�1V51=>1>�3983821>�1:1;<56�913824589412�2J338954=D�51<1B;91�;=>�L1<<=122�4=789C;548=�26;<<�@1�B8C3;54@<1�L456�/:,2�F/=4M192;<�:1;<56�,1B89>2G�B8C@4=4=D�@856�4C391B421�68C1_

����������������������������������������!���������������������������H)�,14<1=5K�U)�̂JJ24A�}q~�qz��������Z)�fJgJ�



� ������������	���
���
���������������������������	�������������	�
�����	���
�	�������������	���
����
�����	���
������������
��	������� �!"#�����$�����������������%����
�
���
&���'���	������	����������	��������
������	(%����	�����
)����	*����	���+�	*�,�	�
*�-���	������	�������������������	(%����	���.�%���*�.�%/������
������	����	����
����%�
��%�
���
%����	����	�������������
��(���
���������	�������������������
���
���������	������
�����
�������	���
��
������	�
�������	����������������
���������0�����������	���
���	����������	����	�%��
����������	(�
��������%
�������	���
��&�����	�������%�	��%����	���%��
�!1#��23��456789:8;�<=8>6:?8@A:6:7B�?<�6C7�7D7@A6C�B?A=6:?8��
�%�
��E������E��
�����	(���������&�����	���������(�����
�(���F����G�����%�	����	(%���������	���+����
���������E��
�����
�	���	�%��	���
��&�����	�������������������%���
�����������	�%�������%�+�
���
��
������
������(�������
��	�%�%����������
����������	�����%���
��	(�
��������������&�	��������
�������	���	�������
�����	�����	�	��������&�	����
�	%�&����%%��������
��
������	����%�������&�	��
��������
��
����
%��
��������������%�
%�����
�(�����	��	����
�����������������
�����������(������
��
��	���
������%���
�������������(%�����������	���
���
��	����������
��	
�����%�	��%���
����&�������%�����-	�%�%�������%���
��)����
��
��
%�����������	�%�����
��	
��������	���������FHI.G�����
����
��	�)��	��
�
��%�
���
�F��������
��	
�G������%�		�
������������	��
�����H,���
��	
���(�	���������(%������	��	���	���	���%�����
�����%���&�	)�����
�����&�	��!J#���%%�	�
�����������	����
���%�������H�	�������F��HG*������E��%������������K��L��K�����
���	����
��&�����(�������	������	��!M#����	�(�&�����	�!��#��
���+
���%�
��%�����%���
�����������&��
��M""��
��K��"��
�������
��	
�����%�	�
%����	������	��%�
%�����������������
��	
�����������
�����%�(����	��������	����������
�����
���������	�)����	������	������
����,�����(�	(�&����	�%�
������(�����������������%�	��������
�����N�
���������!��#�����
��	�����%���	��������������(������
����%������
�������%�����
*�������	���
����
�O����������������
������	�%�	�	���
��%�
%�
�����������
�����������������
��
��P
�������������*��(�	(�&�������
�
�������������
��	����������������������&�	��
��	���	�������
�������������	�����	��
��	���	%��
����	��������	��!�K#���������������������&����������
����
��������(%����%�
���������	�%�
%�������%���
���
��������%%������(��
������
���%%���������%����������	��	��
%��������!�Q#������������%�����
����&�	������
��������(%����E%�����%���������������)����%������	���(�����	�������R������(������������������	�����(�����
������
��
�����%�
���������%��%����
�
����������)����
����	����	�'�������%���
������������������	�����*������������%�
����%���������
���	����	���������	���
��&���������
��������	�������	������	(������(���������������	����������%���	(%���S�	�%�	��
�����
������%�-��0�E�!� #������	������	��&�����������������
���E��	��
����	��$�������������	�
���

�����TP0�U�����TPV��P��V,��PU'��PV�SP������I���23�45:B6:8;�<=8>6:?8@A:6W�@89�:867X?Y7X@Z:A:6W�?<�7[7X\:B��H�		�
������������
�
����	(��������
�������	
��������	(%�����	�%	����
������
�������
��������E%��
��������������	��
+���������	�����������%�����&����
(�	�����%%����%�
�	������������������	%�(�����������%�(����������������	(%�����������
�%�
(�
��
���-%��	���	%�(
���
��H����
%���
��������F-�H�G���������	�%�	����	�����	���
�	�����
��������������.�����E%��
������&��
�����&�	�������������������
��U1�(Q������������VPT�.�H��
���
%����	�����������	�%�
��
���

�����
���U1�]TU��	���%�������%��
���%�����������	���	���	�����������
��������%�	���
��	�	�������������������%�����E���	���	��
��������S�	��E�����*������
�	�
����%	���%�
��
������L���]TU��
����S�	������	���
����
����F������H,G�%�		�
��������
���������%��	����	%��%�
���
���,�����������%�		�
���	�$�%�������%	������
���(���������	���
���������������
��&���������	���������%%����
��	��%�����	����	(����������	������������	����	��	(�
�����������%�	������%���
���3̂�_?Z:A7�9@6@�B6X7@̀:8;�=B7�>@B7�@89�X7a=:X7̀786B�����	��������
��
�������������%�	��������
�����������
��	%��
��	�������	�%�������
����	���(�
�������F������G��H,���
��	
����(%����
����	����(���	��������������
��	�bcddebfg�hij�fke�lmnefccfk�mido�fc�fke�ngepqg�rjfesjt�uehibe�F���%��������	����
�G���	&�	�
�������	���
������������	(�	���H,������	���
����	���
%�����������
��	���.S�!�L#������&�%���������	�&��������
���)
�&��������	�����������	���	������
�	�������%��������	��
���	�������%�(��������������
����	
�������H,�	�%�	�
��F�������
�*�&��)
�*����
�*��E�	%�
�G��
������
���	�%�����
��F����*����*�&��)*���
*���%�G��0�����
������������
��	
���
)�%�
��������������������������
����	�)��������	����	����������������������������������(��(�&������������	
�����������	���
���
���%%�������%��������	�%�	�
�������	&�	����R������	�����	����v-���&����
(	�
��
������
������%	�%���%�
��	�
����
������������������
���������
��������%�������%�
�����	�	����%�
������������(��(�&�������
*��
���������	���
�*����������������%��������	��
����
��
��������������
��
���	�����
��
�����%����	���&�	)��O����	���	������)������������������TU��
��w�(��%	����
�����%��
�������
�����������&�����H,���	��	�����
��
�����	�������	���
�������	(�	�����������(�	(�&����������������&�
���������������	���
����
�S��	�����x3�y@6@�<A?z�{cbfcpqg�mihe�hies�idfep|jbe�scpog�jgtdbkpcdcngmt�|pc}�fke�~jfiedfqg�rjfesjt�uehibe��lmnefccfk���
��	���(%����	��bcddebfeu�fc�jdu�upihed�bcdfpcmmeu��t�~jfiedfqg�rjfesjt��e�r�����
�G�&�%����%������	��	���	����
��	��	���%�����
����	������
��	���.S�����&������������������	��������
��	���������(������
�	�%�	������������	��	�%�(���
�	���������P
�



� ��������������	
���������������	��������������������������������������������������������������������������
��������������������������������������	���	�	��������������������� �!�������������"��������"������	�������������������������� � ������#�$�%&'�'()%*+,-%.'/�0(.1�2113-'4+�5��������6�""���789:
���"��������	��������������������"���;<������	��� �
���� �8 ��5�����������������"�	���������"���"���������&�.1�/1).1&4+������� ��=���������������	������	���	�	����"������������	������������������������������������	��������������������������������������0+�>%/'�.1�.?'�*%.0'(.4+�*&1@0-'�0(�ABC�D0.?�%((1.%.01(+�����"����������������	�� �!���������������������������E������������"������	������	�	�����	�F��������"�����������F �G�F����
�F�������������������������"�����������F���	�	�����������������	������������������������5GH�F��������������
������"���
�������"�F����������F�����������������������������	����F��������������������������������������������	��������	������� �5����������	�	���������������F��������"��������������5GH����"�������	�"����F��������E���"������"������������������������������	�F����	����"�����"�����������F��������	��	����������
�����������������F�F��������"�������������������������������"��F �!��������F��������������F������"����������������������"�����������������	����	������������������������E����������������������	��IJ���F����������	�����������������������������"���	�"���������������	������� �KL�KMNM�ONPQRNQPSO�TUP�OSPVWXY�ZWVS�VWS[�[S\�WXNSPTMRS�!���������������������"���"����	�������	�����������������"������������������F�F����F��������������������	��������	��������	�������	����78]: ������������������������������������"�����������������������	�����������������	������������������	���	�	��������������������� ��"������������������������"������	���	����������������������#������������������	����

���������������	�"�������������� �̂�������������������	�����������������������������"��������������F�����������������������������������_��������	���� ������������������������"���	��"��������������������������"����������"�����������	����� � �����
��������������
���������������� �
��������������""���"������������������������������"�����������������	�
���	�����������������������"��������������������	����"����������	����EE��������"�	����"��F ����������#���������"�����������������������������������������	��������������	���������������������""����"������������������������������	��������F�������������""������	���������"���������������"���������������������F������������������������������������F�������������������������������� ����̀�������"����F��������E���������������5GH�F�����������������	������������������F������"��������������	������������
�������������F����
�����������	�����������	����"�������������������	������������������������"��	�����������E ����������������	a�������������������������������
�	�����������
�"��������� �!�����������F��������_���������������"���������������F������������������������������
��������������
������
���� ����	���	��������������������F��"����	�������&')'0b'/�@&1>�.?'�*%.0'(.4+�/'b0)'c�?1D�>,)?�.0>'�*%++'/������������	������������"����������������������������	�	�����	�IJ���������d���������F����������������������������	���������"���������	��������"���������������	��������F���������������������������
�����������������������������������������������������������	��� �!�������������������������������F���	�������	������������������������F�������"������	����E�������������	����"���������F��������������������""�����������1*'&%.0(3�+e+.'>4+���""��������	�	�����
����F������������
����E����������� �fL�fghSPWiSXNO�MXj�kl�hSPTUPiMXRS�SVMZQMNWUX�!������"����������	�������������"�������������"��������F�	��������	����	������������F��E��������������	����������"����������������F����������	�������������� �����������	�����������������������"����	�"�����������������F��������_������������������F��E�������������������������"�����	���	��������������������������������������"��������������������F����	������������������E�������������������� �!���!����������������	�""��������������"�	������
����F��E����	�	����������� �!�����������������������������������������"�������������"�������4+�����������������	���	����	���	�����������F�����������	��������� ��"�������������E�������������������������
�����"����F������������������������������	�����������""����������	����� �!��������������������������������
���������������������������������� ����	����������������F�	
�������������������������������������"��F�����������F���������"��� ��m �̂ =�̀ !�=���5�=n<��!����5H�I!�I��!������������������������������������"����IJ������������"�������o��"������������������������������� �!����������	�������#����	����<����<J��IJ�78p:���������q�����	��� �6��@,&(0+?0(3�?'%-.?�&')1&/+4�'(b0&1(>'(.�D0.?�.?'�-0b'������������������
������	����������_���������������"�F�������



� ����������	
����
���������������������������������������������
���
���������������������	����
�������
�
�
�
������������
�����������	�
�������
���
���������	� �������	��������������!����������	���	�����������	����������	�����	����	����������
��	����"#$%��&�"�'"���'(%"'�)*��"�'"��#+��&',%#-&./��� 0123145�627182� 9:;<2=�>?�@A;BC2@�@D>34�B2=�@28>46�EF� EFF� GFFF�,�H�����!�� �I�� J����K� LM����KM� NO����PO�,�H�����!�� �Q�� J����IQ� KO����NO� NO����IMO�,�H�����!�� �L� K����IO� MO����IQO� IMO����QOO�,������'���
	��#��	���,(�KPO+�R��S%#.� IK����QO� QQO����LOO� MOO����NOO�,������#����
��Q�L���,(�I�Q/�R���	��������S%#.� J����M� LO����MO� NO����PO�,������#����
��Q�L���,(�I�Q/�R���	��������L�M/T��',#� K����N� UO����IOO� IMO����QOO�"	������#����
��Q�Q���,(�I/�R��S%#.� U����IO� IIO����ILO� QOO����LOO�"������
�	�����
���� J� JO� PO�H�"����	����	��!	�����
�����������!�� ����
������
�����	�������
������	�
������"������	�����	�
�
�����������
��
�!�!����	���
���	�
��	����������	��������������
 �����,���	����	����������������	���	����V�
�����	�
�����������������	���������
��������������/��!	�����������������������
�	�������������������
����������
����
����������J�
������*
�����L������!���������
�����������������
���	�
��������
��
�!��WX�������	������!��������!�������������
����
�����
���Y		���
������
�����	��!����	�����	����	�	�
�
�
���������
�����
��������������	�����������������	�����������������������������	
������������������	���!����!���Z�	���������
����� 
����	�� ��� ������� ���	�����Z�����������	���
�	�
����������
���
��	��
��	�
R	�
��������	������������
��	�
����������	���	���[IU\��
��*
���Q���+��	�+/���/��������	]�����������	��	���������
�����	���������]�������
��	����	���������]�%
����*��
��	��
�!����!����	�������QQ̂�,�����
�����IÔ��	���������������	���Ĵ����	���������������
�������

����).�%('&).'�S������������	����	��
����������
�
���	���!��������	���
�	�
����!
��
�����	�������������	�����
	�����	����	����������
����	����
�
R��������	�������	�����
������	��� 
���������	�������
������������������	���������
����	������������
��!�
����	 ���
�����	�
���	������������!�	���
�	�
����������_����
�����
�����S��������������	�
����	�	�����	�������
����	�������!
�����	����������*�	���/������,��������$��������	�	���	��	�����*����
����	��������	���
����	�	�	������������!����	���������
���������
�
�
	�������	�����!	�����������	����������������������	� ��������� ����	������
�����
������ ��*���.��'�[I\���	����&�����	�
���.��!�� ����������&.����QOOK�Z�������	�����	���������	������������[Q\�������	������
��
����������
�	�
����������������
��
�������������
�
����������������
������	�
��������	����	�����������	������
���������]TT���Z��_������	���T%�_(�
'��T%�_(�
'�����̀��
a�)+]QOOP]OKPU]*&.]�.],�*��	��������OUTIITII��[L\��Z"��
��'#�	������]TT!!!��Z���
����T��	��������.��QOII��[J\�"

 �+�������,��,	�
������������
�
���
�����������
	����������
����	�����������'�������'������	����"��������&�������QOIObIMK]INIZN��,+&�]�QOMJLLMQ��[M\�*���	
���,�������'���c
� �"��'��
��
���%+��'�����	�
����
�!������	����
�����	�
����_��	����
����
�	����	�����	��
�����Y�#��$�	���*	��+����QOIO�'��Z)��bQL�M������KMMZNO�[K\�����]TT!!!��Z��	������	��	��������	����	���	��������IO�IO�QOII��[N\�defgh�ijkjl�mngopqrst�kguvwxqufg��qyXwX�zrwx�zrfgvgXX�wgqxsyvyt{mh|pXj�}g~jh��yforq��gerqysoj�i�ih�dXvyh�.��!	����QOOU��&'$.�UNPZOZNKUMZLKJJZK��[P\�/�	��Z�xyst��ustlm�|yo{��gsXyf��gwzyf�Xmh���frstgf�gfvut��gz�-�� ��&�����'��	������.Y��('#���QOOK��&'$.��UNPZIZPJKQPZQNQZO�[U\�����	���Y���	�
��*��#����������	����
	����
�������	����	
������+
�
������
��]���	����	
�������Y�&������+���IUUKbQLU]����LIN�QM�����
���QOOL���)&]�IO�IOJKT��ILKMZQNUK�IUUK�JKQPOIOOO�_��[IO\���	������'&����	���"������
���
��������	�
�����!
��������
����	����	
����]�	�������	�
����
�!��Y��	���*	
���QOON�*��bIL�I�]MKZKQ�[II\��	�������$	���������	����(�	']�(�
V�
�������	���Z	��
��	���'�������	�������S�	�	����$
����
�	����
�����&Y&,+]�&�����	�
��	��Y����	�����&�����	�
���,������
���	���+	�	�������������Q��.���Q������IIJZQK��QOII�[IQ\�'�	��
���'���'�	��
�������+��
��������������	�����	����	��]�����	����
���
������	���������
������������&���Y������������	������QOOPbJ�LZJ�]����QQIZLM��,+&�]�IUINJLMU�[IL\�+�#��	������#��'���'��!�
 �	����'��$�����+���!�+��#���QOOJ���}yqwyfXW�g��gfrgsqg�zrwx�xusoxgvo�qye�pwgfX�rs�qvrsrquv��fuqwrqgl���	�
�	�
���������$�
�
���+��
�	��Y����	���LQP�IIKQ���IZM��[IJ\�!!!������_������[IM\�|j��ge�h�ij���ffrh����	�����#��
���������	�������_��	��������
�
�
R���������	��
��������
������������������	����	����	�����
�
�	��.��������
�������PQ��IUUQ�]�LUIZLUL��[IK\�����]TT���������������T	�
�T���������������T����T���
�!������[IN\���
��������������uXh���b�,	���	����b�����
 ��#��+��
�	��	��������_���	�	�#�V�
�
�
���'����������,	�
���������+��
���
����&�]�"���IQ���$
���
	��$	��
����������
��������������$��QOIO��"	��
����)�������JZK��QOIO����QOIO���Ib�I���QKU�Z�QNQ��[IP\�����]TT!!!����	�������T�[IU\������+�����'��R	��+��	���,�����	��#��Y���QOOP���S
�������
����	��
��������������	�
������	����	������
���
�����
������
���������
�����
�����&�]�$��Y��S���� 
��'
��	��,������
���	���������
�	�
���'�������QOOP��Q���&�����	�
��	����������������'
��	��,������
���	���������
�	�
���'��������QOOP��&�',�'�QOOP���/������	�����#����	�
	���IZK���IMZIN����������QOOP��



119 

PAPER 7 
 

I. Lõõbas, E. Reilent, A. Anier, A. Luberg, A. Kuusik. Towards semantic 
contextual content-centric assisted living solution.  In: Proceedings of 12th IEEE 
International Conference on e-Health Networking Applications and Services 
(Healthcom 2010): 12th IEEE International Conference on e-Health Networking 
Applications and Services, Lyon 1-3 July 2010. IEEE Operations Center, 2010, (1; 
1), 56 - 60. 



 



���������	
���������	����������	����	����������	��������������������������������	�	��������	����	����������	���������������������	� �����!�"�
#	�	��	�"	���	��������������$���%��������	���%�	�	��������	�%��	������%���	��������%�����&'	���%		()*+,-.+/0	�#�	�	���������	����	�������1����	���� �	����	��1 �
	�
�����������������	���	�������##�������	������	
�������!�	����	������	����1��
���������1��
����	�������1�������
��	�#��1�	��	�	�������������������	�����%����� 	����	��1�	�� �����#���	��������	���� 	��!��	
������	
������23����	����������	���� � ���#	�# 	������	���������������	��	�%������	����������������	������1���	#	��	���#�����
��� �����	���	�����#	�1��
����������������������	�������	������������	
������	�����������	��	�	�������	��	�1��
�	�������	
���������%�����!��1��

���������	��		��� 	���	������������	����	���� ����
#�1	����������	������	��
#�	%�� 	�#�	�	��	����� �	����	�����1����	�������1������	��������	�	��� �#���1��
�1���1��� 	���	�	��� %4567�.-,7�6589+5,98:;�*76-8+9.;�.58+7<+=->-,7;�,7-*5898:;�?-+--.@A9*9+958;�?-+-�6-8-:7678+B�% �C���2D"���C3���� 	��	��	�!��1�#����� 	��� ����	���	
��	�#��	��
��������#����	���������	11	���	���!����
����	�����	�����#������	���	������	���!�������	�����#�������1�	��	��!����� �������!����#	�#�	%����������!������	���	��	
���������������� �
	������1������������� 	�������	�
� �
��
�����������	�	�	������	����	11	���	���!�1���	���!�����	�!��1� 	��� �����%�����	��	�����	#����	��������#�����1#�	�	�����	����	��	�
	���� ��E�	����	��F�#�����
��������
#��������1���	��
#�	��
������	������������	� ��	���������	�������	G���������	�#��	���
����������� �
	%����!�#��	��� �
	�
���������!��	
���	�	��	���	�����!�����G��	�
	��������������	�����!H	���!����������11���	%���	����	���	�	�	� ���	���� �����
��	����������	�	���������#	������H�����1	����	���	�������������� 	����	��	��1��
#�	��!��������
	�����������#���	�������1����	%�3��
��	���	��� 	�	�������	�	���	������������	��	���	��������������������G�������!��	
���� ����������1����������1�	��	���#��	�������������#���	����������� 
�%�3��
�� 	�� 	����	��� � ���
��	�
#��������� 	�����	����1��
����� � ������	����	��������!�� 	�	�����	��
� �������	�	���!��	�#�	�	���!�
�� �	�%�I��	�	��������	���������	���� 	����	�1�� 	���#��!����	������
������1�����	��	������������������� �������	���#���	�����������
��	�%���� 	�#�	�	���#�#	���	��	����	�������	����	������� �	����	��1� �
	�
������������������	���	�������##����	
�������!��	����	�����	���������	����1��
��������1��
����	�������1�������
��	��#��1�	��	�	��������������

����	�����%����� 	��	������ �#�	���1�� 	�#�#	���	����	���		#	����������� ��� ������	��!��		�����	����	�	���	��J2��#��%����� 	�� ���� �#�	���	�#�	�	�������
�����	�	��������G��������� �	����	�� � �
��	����	��1����	
������23����	����������	�����	#���	������� �	�������������#	�# 	�����	���������1����������G����������#���	����%����� 	�1���� � �#�	���	��	����	��	
�������

���������� ��� 	�!��	
�����#�	�	������
#�1	�����������	������	��
#�	�����������	�����!��1��	������� �
����	��
�������1����
�������	������������ ��� 	��!��	
�����	��	� � 	���	�	��1��
����%�3����!����� 	������� �#�	���	������	�����#�����1��1����	��	�	��#
	���%��% K��L��DM�0������� 	�#�#���������	����	�	
	���	����� �
	�
������������	
	�������#���1������	11�	��� 	��� ����	%�������	��!�	����	����	���!�2��� �!�NOP��� 	�1�����	�	�������	�	���	�	� �����!����������	����	�#��	���������

��� 	�#������	��1���	
	��	��!��� 	��	������	�	������#����	������
��	��	�	������1�	
	��	��	�������� 	�� ���	����	��
��������� 	�	�	���������1��	����	��%�� 	�1�����	�	�����������������	�������	�#��������!�1���� 	�� ��	��	����	�	��#	�������%"�

	���������������1�� 	��	���������#��	%�%��	��' �
	��DM�NQP��R!�������NSP�����2������NTP�������#	�� ��	��		��������1���OU�!	��������	��%�� 	�� ����	�	����������������	��1	��!�	�
���������!�V���	��NWP��	��	�����!������	�����������
���������1�# !��������������������	�����������	�������	���1�2��!������X�2�Y��!�" 	��NZP����		#���
	���	��%��1���	���!������	�!��1� 	��� �#����	
��� ���� ���	���
#��������#�����������	�������1��
�����1��
	�����
	����	
	���%�M�
	��	�	���#�����!#	������ 
	���������	��!��
�����N[P������ ��N\P�������� 	��%��������	����NZP��� 	���	�#�	�������1��2���1��
���� �������	�#	������H	��
����������#���	�����G��	�����
#�	�����%��!#����!�
	����	
	��������#���	����	������������� 
����	��##�	������������	�������	���#	���	��� #�	�	�	�
�	��X������Y�����	����	� 	��� ������������������	�%�K	������	��N]P�E��	��H	�1������F������������������	�1���#��	���
������������ 	��!��	
�
�����	�	���!�����
H���	��!������	� �����#	�#�	��� � ��##��	���!������� 	����	����	����1	%K���!��X%	%����	�Y���	�� �
	����	��!��	
����	�#��
���N]P���
�������	��	��1���	�����	������
��1!�� 	��	�#���	



��������	
����	��	��������	��	�	����	����	�����	�������������	����	��	����	�����������	��	������	�������	�����������	�� �	!��	��������	�	"���	�������	"���	#����	$���	
#$��������	������	�����	���	�������	���������	%�&&�	�����������	�������	�	���	�������	�������	������	��	���	����	��' �#$	��������	���	���	�������	�������������	�������	�����������	�������������	�������	���	����������	���	����������	���	�������	�������	(������	��������	�	���	���	����������	������	��	������	����������	)��"�����	�*�����	"��������������	���������$�"�����	���	#$	�����������	���	���������	�����������	��	����	����	����	���	�����	������	������	����������	�����	��������	"���	�	"�����������	��������	���	�����������	#$�	������	�����������	"���	���	��	�����	��������	�+ �!��	����	�����	�	������*���	��	����	��	��,�����	)��"��������	��	���	���)	��	����������	�������	����	��������������-����������	���	�����������	���	)��"�����	�������	"�����	�����������	#$	�����������	�	����	����	��	����	���	��	�����������	��������	������	��	�����	���	��	"�����	�����������������	���	���������	�������������	����.	���	��	�������������	��	��"������	����	�������	���	���������	����������	�����	�����������	���	���������	�	"��)��	����������"����	��)�	����������	��	����	��������	�����������	����������	��)�/���0	���������	�������	��	#�������-�$���	��1 	��������	�������	��"	����	��	#$	����	�	�����������	�����������	���	�������	�������	�	����������������	����	�����������	������	���	�������	������	���	������������	���	��	��������	������	���	������	"���	����������	���������	��"���#���������	�	��"�	��	���	����"���	�������	��2 	����������������	"��	�����������	���	������	
������	������	��������	������	������	�����	������������	��������	���������������	���	������	�������������3����	�����	����	����	������	�������	�������	��	����"���	���	��	����	���������	��������&�����	�����������&�����	������	��	����	�����	���	����	�������	��������	����	��	��)�	��	��	����	��	����	���������	3����	������������	�������	����	�����	4��	���	5���	��6 	�����������	���	���	��������	�����	"���	�����	������"����������	���	����	����	��������	�	�������	5'5	��������������	#��������	��������	���	��������	���	���	��)��������	��	��	���	�*��������	������	��	���	����"���	���������2 �	"�	���	��������	���	����	��������	�����	��	���	�����������	����	����� 777� -�/$7!8/!9�8	:�����	����	����������	�������	�������	�������������	��	������	����	����	��������	�	���	��	������������������	!�	�����	���	���	��	�����	��������	���������	"�	������	�	������������	�����������	������������	"��������	����	�����	��	������	���������	����	�����"	������������	"����	����	����	���	���������	���	����	�	������������������������	!������	������������	�����������	������������"�	������	��	�������	��"������	����	����	�����������	��������������	)��"�����	���	��������	���	;<=>	;>?@A	���������������������	����	����������	�������	���	�����	��	��"������������������	�����������	���	��������	���	������	��	��"����	��	������	������	!��	����	�	��������	��	������	��	�

�������	"��	��	���	����	���	���	������	$�"�����	"����������	������	�������������	���������	��������������	��������������	��	��������	��	���	������	����	���	����������	�����������	���������	���������

%�����	��	3���������	���	����������	�����	������8���	����	�����	��	�	"���������	���	�	����������	�����������	3���	"�	����	��	�����	�����	�	�	����������	�������������	����	�������	����	�������	�������	��)	��	��������	�����	-�	�����	�����	�������	����������������������������	�	"���	�	"�������	�����	���	����������������	3���	"�	����	�	"���������	�	�	�������	����	�������	�	�������	��������	"����	�	��������	���	"�������	��	��������	��	���	�����	�����	3���������	����	�"�	���������	�����	���	�����	%������	��	�	�	��������	�������	���	������#��������	��	�	�	�������������	������	���	������������*������	���"���	���	������	7����������	�*������	���"������	����	��	���������	�����	�	��������	�������	���	��������������������	�����	"����	�����������	�����������	����"���������	��	���	�����	��	���	"���������	��	�������	������!��	��)�	�	��"��	�����	����	������	��	�	������	�����	����	����	�������	�����	��	���	����������	������	#������	"������������������	��������	"���	������	�����	���	���������	��)	������	���������	���	��	���	����"���	�������	��	��)�	�������	������	�����	������������	B�����	����	�����	"������	���	���������	��)	���	���	"���������	"�	���	�	��������	��������	���	�������������	�������	-	���������������	"���	�������	"���������	��	����	�����������������	��	���	����"���	�������	��2 �	"�	������	��	�����	�����	���	��)�	��	��	���	�������	�*���������7�	�����	��	��)�	���	����	�������������	��	��������������	��	���	����	�	"���	�	������	��	���	�����	"������	"���������	�	�	�������	���������	3�	��)�	��	��



���������	�
����	������������������������
����	����������������������������	��� �! �����"	���"	���	#���������$%�� ��$��"	���	#�������&�$%�� �&$��

���������'�()�	�����	�����������������������*�� ��+ ���,	������������ ������()�	�����	��������������������������
)��� ����,�����������-���������.),-/�0�12��������������'������������������������ ������ ����������������������������������� �3���4���'�����4��3���������'����������5� �6�� ����������'�'�������������������������������%����'�����'����������%����7���� ���	������ �3���6��������'�����6���'������3����.��	������ �3���6�������������6���'�����%�� �/��8����������%�������������������945����������������0�:2�5���� �3����������),-�������������� ��'�����'���������� �������������������������(�������)��� �����'���������.()�/�������������'�6������������������'����������������� ����� �����5���'��������������'�� ��+ ���6������������'�������������'������������'���()����������������'�����������������'�;����������� �������������������'�������� ��+ ���'���������<������ ��'������������������������������6��������������������������'��� ��+ ��()����������������'���������'������������*�� ��+ ���'����������������()������������������'�-�� ���&��()������������!�������������������������������� ��'�()�4������'��������'���.���������'�/����������������%��6�������������*�()�4����� ������������'���������'���� ��+ ���'�����������������()�����������������'��5������������ ������'�������������������������������������� ��+ ���6����������� ���������������� �'������������������������������������
-�� ���7��<�� �� �����������������'����������������'6��=�� ��������'��������

-�� ���>��?��� ��������������������������'������������� ����������������'�%�'�'��� �������������������������������������+ ��������������'�����5��������������������+ ����'������������'�������������������'6���'�������������� �����������������'����������%�'�'�����������%�'���������������%��6����������'����������������������'��������������6�������������������������'���������������������'��������'����������������'����� ����������������%��'�'��5���������������' ����������' ���������������������� ����'�� �� ��� �����������������������%����������������'�'�����'��������������'������'������������������ ���������'����������� �����),-����������
-�� ���@����� ��� ����������������9�������7�0�A2�= �� ��� ���������������������������;%���������������������������������������������'���������������'����������������%������*��� �� ��� ���������������������� ����������������'� ���������������������������������������������� �� ��� �������5��������������'���'��������������%�����������'����'���������' ������������ ����'�� �� ��� ������������ �����������������������������������������������'����������������-��������������������������� �� ��������������������������=����������������������������������������������������=6����''�������������������&��������� ����������%����������������������������=����������������=6��� ������������������� �'������'�����������������������������������



������������	
���		��������������	�����������������
���
��	�������

��
����
�����
	������ ������������������!�������"	�����������#	"�����$%���
�����
��	����	��
�&	�"�%��	� '()' ������������������!�������"	�����������#	"�����$%���
�����
��	����	��
�����"����*+� ',(' �

�	������ %-.����	/ "	�"	�	������ ! /��� ���	� �������
	 � ���
� �"	/����	 ��
��
�� ��/ ���	 ��	 ! "�
	����	/"	���	"� 0	��� 1	��2 ��/ �"�"������ �� 
��� 0	��� 3"
�2 ����	 ����	� !" /	/����� ! �	� ���
	/�	� *�	 ��� ����
�/	 ���� "	���	"� �� � �"��	 � ��	��!�� ��	�� !" ��	"	���	" ���� ��
/ �	/���	 /��� !"� ��	 ����	��"/ � ��	"	���	" ��/ 4567 4789:� &�	#	"; �! "	������ � 
�"�	"������ ! /��� �� � �	 ����/	"	/ ��	� ���� ��

 �"#	 � �	��	!!	���#	� <	����	 ! ���� �	 �
� �
�� � ���"/��	 �"	���	" ������ ��	 ����	��"/ ���� 	���	" /�"	�� ���	�� � ��	����	��"/ /��� " �����"��=��� �����	� ��/	 � ����	��"//��� � ��	 "	���	" /������	� >��� ��

 "	��
� �� /���/��
������ ��� ��

 �

� ��	 "	���	" � ��#	 �

 ��	 �	�	���"�/��� "	�/�
� �� �	�"� ��	� ��	 ���� "	?��"��� "	������ ����

	/� $@� A*��BC$A�>$*C �C- -�>� �DD%ED�>$*CF���	��"/� �	"#	 �� � /��� 	G�����	 �	/��� �	��		� ��	��	���� ." ���� ��"��	 	#	"� ����	��"/ �"#�/	� ������������ ���	"!��	� -	�	�/��� � ��	 ����	��"/���
	�	������ �� ��	 ��#	� �/	 ��	 �"��
; �����G ��/���
	�	������ ! ��	 ���	"!��	 ��� �	 /�!!	"	�� ���
	 ��	�	��#�" "	����� ��	 ���	� $� �//����; �"	 ���� �	���
	�	������ ! ��	 ����������� ���	"!��	 ��� �		G��	/� ." 	G���
	; ����������� �	��		� ��	 �/	� �����	/ � �	���	"#��	� ���
	 ����������� ������ ��	 �/	��� �	 ���
	�	��	/ ����� � ����	��"/ �
�	�� 
��"�"� ��//�"	�� !������ ��

��A���������� �� ���	/ � �	������ /��� "	�"	�	�������A�""	��
� !" ���/
��� ����
�����; 	#	"������ 	G�����	/��"��� ����������� ���	"!��	 �� �"	�	��	/ �� C�>"��
	�������; " � ������ ����
�" � ����� ." 	G���
	; � �	����	�	�� !"� �	 �/	 � ����	" ��� �	 	��/	/ �� C�>"��
	������� 	��
�	/ �� � �*�3 �	����	 	�#	
�	; ���
	 � /�"	��!������ ��

 ������ ��	 �/	 ��� ���	 ��	 ! �� �""�� !��"���� ���� �	��"��	 !�	
/� !" ��	 ���H	��; ��	 �"	/����	; ��/��	 �H	������ �	����	 	G�����	 !

�� C�>"��
	� ������ ��	"	%-. �
��� �/	� ��#	 �
� �	����� ������ ��	 �	����		G�����	/� $� ��	 	G���
	 ���� !

�� � �
��� �/	 �/	���!�	/�� ����� ���
/ �� �	 ����/	"	/ �� ��#��� �	����� ����/	! ��	 �	����	� F�	� ����	��"/ "	�	�#	� �������� � �	��"	/; �

 �
��� �/	� �"	 ��	"��	/ ��"��� ��/ "	�
��	/ � ����� /��� �

���� ����	�� ���� /��� �
"	�/� ��"	/ � ��	����	��"/� &	��	; ����� ��� 	���
� �	 "	�
��	/ �� ��+�(�
.���"	 I� � ����
	 �	����	�

F���	��"/ ����������� ���	"!��	 	G��	� ��"		�	��/�; �� ! ��	� !" "	�/���; �	 !" �"������J 
��� K � �	��/ !" 
������ /��� ��"	/ � ��	����	��"/; �� �	

 �� � �	��/ !" �	�"����� �� ��	���H	��; ��	 �"	/����	; " ��	 �H	�� #�
�	�� >�	 �	�"��"	��
�� "	��"� �����	� ���
�/��� �����"�	"��	�� $� ��		G���
	 ��#	; �! �	�"�� �� ��/	 �� ��	 �"	/����	�������������
���
��	�������

��
����
�����
	� �

 ! ��	�"��
	� ��#	 ��

 �	 "	��"�	/�J 
���<�!!	" K � �	��/ !" 
������ ���	��� ! ��	 �������!!	" ! ��	 ��	�� ?�	"�����J ��"	<�!!	" K � �	��/ !" ��"��� /��� � ��	 �������!!	" ! ��	 ��	���> /	�
 ���� �����#	 ������� ������ ! �	��" /���; �	���	�/ � ���	 ��	 ! ��
���
	 ��	��� ��/ ��
���
	#	
�"����	���"	� F��� ��� ������

� �	 � ����������

� �	�#����� � ����	#	 � � �	��"�
 �/	 !" ���	"�� ����	��� ����	 ��"	; ��� �	��	 ����/	"��
� ����
	" �! "�� �	��"/��� �� ���"	���	/ ��/ ���
�=	/ � ��	 ��	 �/	; ���������� ��	 ! ��	 /���"����	/ �������� ��	"�L	� �� ����/	" � ����
�!�	/ 	G���
	 ��	"	 � ����	" !��	 ��"	 ����	��� �"	 "	?�	��	/ � ���	 E
	��"��"/��"��0EAD2 "	�/���� /��
�� $� "/	" � ���
�=	 
�� �	"� �	�"� "��	#�"����
��� �"	�/� � ���	�� ��/����� ! ��	 ��"/�#����
�"����	����*� � ��	 �/	 �	 ��#	 �� EAD ��	�� ���� ���	� "������
	� ����� !"� ��	 EAD ���
�!�	"; 	�"���	���	� �	�������

�; 	��� ���� �	�� /��� 
��	 �	��"���	"; �"	� ��/ ����; 
�� ��/ ��������� !�
�	"����
�	/; �"	� ��/ �����"�	��"�; ����
��� "��	; 	���;��/ ��"	� �� � ��	 
��
 ����	��"/�+�� �	��/ ��	�� � ��	 ��	 �/	 ����� �� ��	 ��"	/EAD ����
	� ! ��	 �	���"	�	��; 	G�"���� �	�"/ �	���	"�/ 0%% ���	"#�
2 #�
�	� ��/ ��"	� ��	� � ��	����	��"/���� ���"/ ��	�� � ��	 ��	 �/	 ����� �� ��	 ��"	/ %%���	"#�
 #�
�	� ! ��	 �	���"	�	��; ��
��
��	� �	�"�"��	 #�"����
��� 0&%@2 #�
�	 ��/ ��"	� �� � ��	����	��"/�M�� ����������� ��	�� � ��	 ��	 �/	 ����� �� ��	&%@ #�
�	 ��/ �	�/� �� � ��	 ��"	�� �/	�N�*� � ��"	�� �/	 ��	"	 ��� �	 �	 " �"	 ��	�������� ���
�=	 ��"	/ &%@ #�
�	�; ��
��
��	 
����	"� �"	�/�; ����"	 ��	� ���� ��	 �"	�/� !"� ��	"����	��� ��/	" ��	 ��	"#���� ���
	 ������ ��������� /��� �� �#��
��
	 � ��	 
�	" 
	#	
 �/	�;
��	 ��!"����� ���� ��	 	�#�"��	��; ����#�������"�; �	/���
 ����"�; 	���F��
	 ��	 �/	� �
/ �

 ��	 "�� �	��" /���; ��	"	 �� ������
 �		/ !" �� � ��	 ����	" 
	#	
 � ��
��
��	 &%@ �"	�/���/ �"	�/ ����"���� >���; ��	 �����
 �	��" /��� "	����� ���	 
�	" 
	#	
 �/	 !" ��	 �"	/	!��	/ �	"�/� �� 
�� �� ��	����������� !"��	�"� /	!��	� ���� � "	�"�	#	 ���� /���



����������������	
����������
������������	
�����������������	���	����������	�������������
���	��������
�����	��
�����	��� �� ������������ �!�"�#$%&#�'�#( �������������������)����������������������������)���������������	���	��
������������ ��	
�������������������������)��
�����*����������������������#	�	�����	+���������*�����������#	�	�������������
���	�����	
)���	��	�������	�������������
��
��'����)�����������	�������������	����	�����������	����	�����������������	�����)����	������������	������������	��������	��������������)����	�������	
������	�������	����	��������)����������	�����������
������	
��
���
�����������
����	������������������	�����)����	�������������������	�������������	��,�����--./���	��
������	�����������������������	�����)����	����	�������������)����	��������	����	��������)�����	������������������	������������
�����0�������	��	��������������)����	�������-	�	��	�������	�����)����	����	����
���	��	��������	��������1	�	)�����������)����	��������������������0�)���������2��)���������	��
������	�����������������	�����)����	���������������������������
�����������
����	���������	��	��
������	�����������������	���'����)�������
���	������#	�	�������������
��*��������������)���	�����������������������������	�������	�
��	������������
��
�����	����)	�)������������
���������������	����������������������������������	�	�����	��	������	�����	�����3���	��	���������	������*������������������������������	��	��)��	
����������	��������������	������	��
����	���������"
����	����������������4��	��������
��������	��
�	�������	������������	�������
�	������������������	��  �(��'�&!.1&�$$���������������������
��	�����4�&
	�����#���	���!�)��	������"
��� #&"&#&��&�567 (��!	
���4��(������	���-��.�����8$�����������	���	����������	����������4�9�0	
����	��$����������������$��������)	���:���	��:������;<=>?��<@@A�

5B7 ����C�	��������DEE�������	����	�E�5F7 G4���	�������DEE����34���	���	�E�5H7 !	�	�	������DEE�����	�	�	��	�
�E�5I7 ���1��J���������%��&�������!�� ��!��#	����K�-��.�����8������4���	���	����=������	�	�4��	��
��	�����������������9��&&&��	��
����K��	��	��&����������0	
�����)	���@���	��L������<A@=<;L�� 
�
���<@@>�5M7 ������������!���
������1��!��1
�)������!��!��"����4��N��%	���8���������������	���D��	�������	����������������������)�����)�	������9������������
��	����
���������	��
����	�����������������	�������������-�������1����������,&�������4����1������/����������:??>�5O7 $�� ���������%���������0����� �	����8���������������������������������	��������	���������4��2�	���	�����4�����9�P����������	����	�����������������	���������������$���������,����$�:??Q/�����L:=L@�5R7  ����#��(�
������J��.���������8��������3���	��	��-�#�������	��	�	���	����	��
����4��������������
����	���������������
��	�������4��	������)������	�������	���9�$����	�	�4�����%�����������)	���<Q���	�L������:;P=:>>��!�������:??;�5S7 "��'�����(��0��$
����8$	��������	���������	��������4������9-	���������	������<�����������	�����	��������	��-&)���)�$����	�	�����#��������	� ������)��&�)�	�������� ������LL��:??>���J�D@;>2<2A?QQ>2?A;2>�56T70����� 
�
��	��0����
��-��1��
�������%��'���������0�2J��U����81����������	��
��������4����������	2����	������������	��	���	������������	��������������%	���9���������	����0	
����	���	��
����	�����������������4�������<,L/DPA<2P;>�� ��������-�����:??>�5667(��!
�8%U� #&D� ��4�����	���*�2�������������������	���	�������������������������9������%	��������%������$�����������)	��Q<:?E:??>������@=<;��:??>�56B7!���		���������(��!����8%	����������	
�&�)�	������V� ����������		���������������	������ ��9�0	
����	��-�)���)������1	�����	��
������:??;�56F7��������� �%	��� � ����DEE���������
�������
�E���2���E�����E���	+)���V�	+��W<:;Q�56H7$��$�������0�������� ��-

������&��#�������� ��(

�����8#"�!2������	��
������	����	�������2	����3����	�	�������9�������J
�������-�#	����	������J���
��������-	���	��:����&&&�������	����	������2 �����)����������2�����3�����4�������� ���:??>�,������������:??>/������LQ=QL���&&&����-�����:??>�56I7'��N
���%��-
����'�������������$��.
��8!����1�����������	��	���*�2������	��
����9������������	�$���:??>��&&&E�"�-���������	����	�����������&���������������X
��	
���	��
�����,&���:??>/�!�������<;=:?��:??>�����������������56M7#��	
���!�������	��"����	��,#!"/������DEE�����P�	�E#!"E�56O7�	����	�P������DEE�����P�	�E!��������
��E�	����	�P������56R7�2$�����������DEE�����P�	�E:??<E��E#!"�	�E�������E�



 



127 

PAPER 8 
 

E. Reilent, A. Kuusik, I. Lõõbas, P. Ross, P. Improving the data compatibility of 
PHR and telecare solutions. In: 5th European Conference of the International 
Federation for Medical and Biological Engineering 14 - 18 September 2011, 
Budapest, Hungary: (Toim.) Jobbágy, Á.. Springer, 2011, (IFMBE Proceedings; 
37), 925 - 928. 



 



� ��

������	�
�

������������������������������������ ��������������!��"����!�#��$����%&�'�()�*++,-.�/�0��1223����4%	�5��$�336/�7����#891:�;�
<%���=>�?�@A�&�%
��?�%&B�/�;4���%%/�#3&�%�4��6�#43&C;4���%%�?�%&B4��D�3A�&4�/�EF/�;4���%%/�#3&�%�4�7�9%3&�&2&���G�?��%�
4��E�	�
�%�/�;4���%%�H%�I�B3�&>��G�;�
<%���=>/�#3&�%�4�JKLMNOPMQ����!������������ �����!�R�� !S�����T�����!!����������!�!���!������������������!�������������������"��!������U���������!��!������������������������������T��������V���T����W�������������������������������T�����X�!�������Y�!�!���!���!������������������������"������T�������������������Z������ ��������������������������"!��!V��[����!����������\]��̂�����������!������������������������!��"����������������!�!�����!!������������������������������T��������X�!�����Y!�������������ZT����Y����������������� ������_�!����������������Z����ZT����̀�����!���������� ������R̀� S���������!�����V���abcdefghQ�i�������W�"�����!����������������W��Z�������9��9j;$:FH?;9:j��5�B3�%4��D�4�&<�$�
�B	�k5D$l�3��2&��%3�4B��&4B=�&�%=�34G�/�<�=<�m24��&>�4%	�
�3&C�GG�
��%&�AB�4
&�I��<�4�&<
4B���D�4�&<�4%	�n���%�33��%G�B@4&��%�
����
&�	�o>�&���
4B��3>3C&�@3�3<�2�	��33�%&�4��>�o��B�
�B	�	��%&��5D$�G�B���%=C&�B@�@�%�&�B�%=�4%	��I4�24&��%��G�&B�%	3��G�n���Co��%=��;<��@�3&�3�=%�G�
4%&�o�%�G�&3��G�5D$3�
4%�o��4
<��I�	�&<B�2=<�&<���%&�B�A�B4o���&>��G�	�GG�B�%&��p�3&�%=�A4&��%&�	4&4�3&�B�3�4%	�(qr�.s.tuv.�wxy)�qz{u|u}'�-.�.t-tu~�,s�*��tuu�v����w�y�@�3&�5D$�3>3&�@3�	��%�&�
�@@2%�
4&��n�&<��&<�B�<�4�&<
4B���%G�B@4&��%�3>3&�@3�n�����%�2=<�>�&��9%&�=B4&��%��G�&���
4B��4%	�32o��
&�I��G����%=�	4&4��%�@�4%�%=G2��4%	�G�B@4����	�n4>�32�&4o���G�B�
�@A2&�B���	�AB�
�33�%=��3��I�%�@�B��
�@A��p�&43���6����34n����=���4	4A&�?�%&�%2�&>��G�?4B��$�
�B	�k??$l�G�B����=���D�4�&<��7��&<23�3<�n�%=�<�=<�A�&�%&�4���G�&<��??$�&��o�
�@����4	�%=�3&4%	4B	�G�B��%&�B�A�B4o���5D$�3>3&�@3��D�n�I�B/�3�%
��??$�<43�o��%�	�I���A�	��%�4
�z}~-��u�{�t��t�u��z.��t-�.��}u���}uvu�t.�tz�#��
&B�%�
�D�4�&<�$�
�B	3�k#D$3l/�&<�B��4B��
�B&4�%���@�&4C&��%3�&���%
�2	��&���
4B��4%	���G�3&>����%G�B@4&��%��%&��??$�o43�	�5D$3��03�3&B�33�	��%�����&<�B���3�3�=%�G�
4%&��4
���G��%&�B�A�B4Co���&>�4@�%=�<�4�&</�B�<4o���&4&��%�4%	�
4B���%G�B@4&��%�3>3&�@3��E�	�B%�&���
4B��3>3&�@3��33�%&�4��>�32AA�B&���G�C3&>���@�%�&�B�%=�����4%	�AB�I�	��
�%&�p&��%G�B@4&��%�G�B�@�432B�@�%&�4%	��I�%&�	4&4���<����32
<�	4&4�
4BB��3��@CA�B&4%&��%G�B@4&��%�4o�2&�	�=B4	4&��%��G�n���Co��%=������&�3<4���o��
�%3�	�B�	�43��33�%&�4��A4B&��G�5D$��

9%�3�@��
�2%&B��3/�G�B��p4@A����%�#3&�%�4����/�%4&��%4���D�4�&<�3>3&�@3�4B��	�I���A�	�G�B�3�@A���4

�33�&��A4&��%&�#D$�	4&4�
����
&�	�o>�4%>���%	��G�<�4�&<
4B���B=4%��4&��%3��j4&2B4��n4>��3�&���%B�
<�32
<�<�4�&<
4B��	4&4o43�3�n�&<�A�B3�%4��n���%�33�4%	�&���
4B��
�%&�%&�B�32�&�%=�&B2��HD$�B�A�3�&�B>���B�@��%��3�	�/�32
<���%=�&�B@��%GB43&B2
&2B��AB���
&3�B4�3��@�B��	��A�>�&<���332�3��G�G�43�o����%&�B�A�B4Co���&>��G�5D$/�#D$�4%	�&���@�	�
�%��3>3&�@3�n�&<�@4%4=�C4o���	4&4�4

�33�B�=<&�3>3&�@���B�@�&<���&<�B�3�	�/�	2��&<���%
B�43�	�	�@4%	�G�B�G��p�o���	4&4�AB�3�%&4&��%�3&4%	4B	3���4	�	�o>�&���
4B�/�n���%�33��m2�A@�%&�@4%2G4
&2B�B3�4%	��%	�23�B3/�32
<��%&�B�A�B4o���HD$�3>3&�@3�4B��@�B�������&��o�
�@��4I4��4o����?2BB�%&�A4A�B�AB�3�%&3�AB�A�34�3�<�n�&���%&�=B4&��A�BC3�%4��	4&4�GB�@�&���@�%�&�B�%=�3>3&�@3��%&��#3&�%�4%�%4C&��%Cn�	��#��
&B�%�
�D�4�&<�$�
�B	��>3&�@����;�BI�3�k�D�4�&<l�A�B&4�����B��2B�4%4�>3�3�n��B��>��%��p�3&�%=��%�n��	=��	�I���A�%=��%&�B�A�B4o��/�3�@4%&�
3�	B�I�%�&���@�%�&�B�%=�3>3&�@3�����&��o��23�	�o>�#43&C;4���%%�?�%C&B4��D�3A�&4���99��5$:5:�#F�?#j;$089�#F�$#5:�9;:$���:$�#D$�0jF�;#8#?0$#�F0;0���B�@�3&��G�&<��
�2%&B��3�&<�B���p�3&�3�I�B4��
�@A�&�%=�4%	�&>A�
4��>��%
�@A4&�o�����=4
>�B�A�3�&�B��3�G�B�#D$�4%	�5D$�	4&4��D�n�I�B/��%�3�@��
�2%&B��3/�G�B��p4@A����%�#3&�%�4/��p�3&3�4�A2o��
/�3&4&��
�%&B����	�4%	�
�%&B4��>�@4�%Ct-��u~����}-.t}��t�}u��z}���t��u�.��rq��~-t-)��2
<��%GB43&B2
C&2B���GG�B3�k
�%&B����	l�4�3�%=���3�BI�
��&�����A�4%	�4

�33�A4&��%&�	4&4����%
��AB�I4
>�4%	�	4&4�B�&�%&��%��332�3�G�B�3&4&��	B�I�%�	4&4�n4B�<�23�3�4B��
4B�G2��>�4		B�33�	�4%	���=4��>�I4��	4&�	/�32
<�B�A�3�&�B��3�4B��32�&4o���G�B�3&�B�%=�A�B3�%4��n��G4B���%G�B@4&��%��5�33�o����p&�%3��%��G�
�%&B4����	�#D$�3>3&�@�n�&<�&���@�%�&�B�%=�
4A4o���&��3��3�3<�n%��%���=2B�����F43<�	���%�3�AB�3�%&�AB�A�3�	�	4&4�G��n3��G�&���
4B���%G�B@4&��%��F�3�=%�	�
4A4o����%�2=<�G�B�3&�B�%=�<�=<�B�3��2&��%��@C4=��
�%&�%&�4%	�B�4��&�@��	4&4�4

�33/�&<��A4B&�
2�4B��;�BI�3�#D$�B�A�3�&�B>�
4%�&�
<%�
4��>�32AA�B&�&���@�%�&�B�%=�3�BI�
�3��%
�2	�%=�B�
�B	�%=�%4BB�n�o4%	n�	&<�k���oA3l�3&B�4@�%=�	4&4/���=��#?�3��?�%&�p&��%B�
<�	�#?��@�%�&�BC



��

������	�
�

����
�����
����	���	��������	���	�����	���	�������������������
�������
������������ !����"���������	���#$%�������

�� &����'������(������"������)���	�	�*��(�����
�����	�*��������������������+�
�������"�,,,����-.,��/�012�&3���4!506578��!���2921�/��6��������(���)�����
�������"�!����"�������(�����������*�����������������)��	�
������:�	������������+
�+�����"�

��������	���������	��
������	���
��"�������(�����������1(������;�������������!���	��������	��*��(��(��
����
��	��
����
��	��"��(��(���(
�������������<�������(�������"��������������;�	���("��
����*��(��������
=>??�@A�@B>CD�EF@C>G@?H�GAG=ICGC=FI�CGJADKF@CAGL�M>=FN?>�
������:�	������������������������	"���������������������������
����������	�
��	�����;�	�	��"�	�����������	<�
���������(�����O���+�����������������(��������
�O��(�"�
�+�	���*����
��
����������;���(���<�	�����<+�������O���������	��"O�	�+��������(�����"O���
����*�;��O����������	�
�	�	��(��!���	��(�������������	�<��
��"��������(��	���*(�����(����	���"�
����
��	����O����
�����(�����P+����+������(����)��1"��
��"O������"������(;��
�����)����������"����+�������
����*(�
(�	�������+���

*��������!�����&����)����O������(�(���������+���������8Q�;R�4/8����������������������������	���S+����������	�����	��+�����������
���
���(���������	�*���<	�����	�	�
+�������������	�
��
���(��������O���+����
���O���	�
�������O����������������O�����
��������O���
�O�*(����!���	�������������+�+��"�������+��;�"�����������������<�������1(�����+���������������*��(����	�����!�����������<�����������"�����������	��
����	��"�#�%O�T����������(O�/�
�����������(U+���#'V%O���
�O�*(�
(�(;��
�+��"�;��"���)�	������������
�������;����O������)�����(���<�	������	������+������+����������;����(�+�(���"�����(����������
���)������;�
�+�����������203/�6�W1�����
���<������������������"����
��
���+����;��O��(�"��������	��������	�;�����"�������������!�������������"��	��(����;������������������
+���
�	�����"������1(���������������	��(����
��
��*"��������������	����(���	��"��(����������1(����
+��������		��)��	�����"��	�������<�����"�*(��������<�+��	���������	��
(�����
��
���������)������"��	����	�
����	�����������;�������*(�����*�	���"������������	+
�	������	��������S+�����)��������&����)����O�*(�����������+���	��*���(�����+�������	�������������������������
�������		����<����������O�������(���"�������
���+��	O��+������(��
+�������
(���(���������������(������	��������������O��(���������������������+����������������
��	��������+
(�	���3���(����(���(�	O�*��
��������
���;��"�����"����(;���(��	�;�
������	��1(�������O������	�������:��������(�	��*�������������(��������X���+�������������������(��	��������(��������+�����
��"����������"��)������"�������	��+�����<������*(�
(����+�+��"�����������������"������Y�����	�
�<������+������������(���/�����/�	�
����#''%���������(Z��,���(����������!����(���������"�	�����������(;������	�������+����O������*�����������	��"�����("��
��
��;�<����O���(������
���(����(���(�������������������	������+���	��"O��������	����������,��������O���������*���������	�����;��"����
����"�	�����	�*��������	����*���������+���������	�
�����+������������(����!����X(����
����
��	�����+�����+�O�!���	��
�������	�
����*������	��
��������+�P�
��;��*���������������O����	�������;���	���
��"�
��<��
��	�����(����������+����(���
����)�+�O�������+�	�����������+�����P�����������O���
��5�����)��������;���������+������!���	���
(���*��
�+�	�
����	����(��
��������������*����+��	��"��X(���������������P+���������(��(�����"�����)��
�������������(���"��*��(�	+������	�O��(����(����������*�����������
(�(�����������	��"�*��(�	���+��+���"��(���+����*�
(��2+�������(��!������������"����
��������

�����������(���+������(���������*�������		������
��
�+��������(�*��(�������������(�����������������O��(������(���������������������

��<����(�����(���"������5		�������"O���������
�����������

.���	����������<�"�Y�����WW�Z� 8������"� 	��Y�8Q�[�203/�6�W1Z�\]̂]_̀a]� b̀c̀�defghij�k\l� !���������
������Y203/�6�W1Z�
!������������.,m�	����	��	�*����� 6�
����������.,�
n]̂̂o]pp� b̀c̀�defghij�k\q�nrabo]cl�



� ��

������	�
�

����	���������		���������	�	����������
������������������������������������� !�"#������$%������	���%����
����	������
������������������������������������
�&��
����
�&�%����&��������	�������
�����	��������������
��������'���	�$��������
��%�����������%���'�	�������������
��	�$����&����
���$��������	������������'��(�$������������������	����&������$���
�	����
�����
���	���������$����)*+�,-.�/0,1.2,34���������&�����&����������������
��&�����
��������
���
�����	�������$���	�������������������%������	���%��������������
������%��
���%��������������	�$���	������������������������(���(��
�&�%��
���������������
�����
�����'��#5�&������������������������6����	�����	������������������"����%�����������
���$���&��	�	�$������������%�����	�
�$��������
�����%������������������%�����	���������������������&����$�������������&��%�
���(����������������	�����
�����	�����	���������������������%���������
�����(�����������������������������������
���$���������	�����	��������
���������������%�7�����	%����	�	�	���������
����������
������
�����
���������	�������
����8���	�����������������$������	�������������
����������	���7����(������
�����������(�	����$������8���������������
��������%�����	��������6����	�����������������&���������������������������
������������	�&�	�����������
���������$��������$%�������	�����	���

��	����������������	�	�����	������������%�������$�����������9:;�<�=>?@:������(����
������
����%�
�&�������������������$���
�������������������9:;��������%�������������	����	��������������'������������%����&�
�$����%�
��
���7AB! "��C�(�#!�BC(�D��	B�(��
8������������$��
�%��

���	����������%�
�	�����%������������������%��������$�����������
����������$���%������	����������������������	��'�������7�#5(�E�����������(�FGH8��I����'�����������%�J:KLMN��������	��
�	������������������O9:;�:PN:QRKSQ�<�TUVUWXYXXYT�ZSSN�<�T[\]V\ŴX\]\]]UWWU\V\YVT� _S̀:KQLa;RbN:cd>c:�<�Tadefgh�ijT� K̀Rk?>;d>c:�<�Tl:KLMNTm���������$����%�n #�������������������=>?@:���	��
��(�����&��(�$��������������������������7�����(����$��8����̂[������������������������o:?:bc:QN]p�:?:c:QN[p�:Q:c:QNQq��������������������
���$������������	������������9:;�<�=>?@:�����(����������������
�����������
��
����A���(������
�	�����������������&���������
������	���������%����������
��������
����������#5�&����	�
������	������Oj:RNr:R@?Nm���	�������E��������������
����'�������������&�����(������'��������
��	�	�	�����������������	���	�"CE�	�&�
��

7C��	E���	� A���C��
�� "CE� FsGH8� �����]t?:>̀tgiu<oVY]Wp�]X[̂Vp�]X[̂Vp�YvÛp�wq��I���$������������������
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