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Abstract

As robot assistants become increasingly integrated into higher education environments,
they offer promising advancements in personalized learning, administrative efficiency, and
remote accessibility. However, their adoption also raises critical ethical and cybersecurity
concerns that must be addressed to ensure responsible and secure implementation. This
study explores the dual dimensions of ethical and cybersecurity challenges associated
with the use of robot assistants in higher education. Through an interdisciplinary review
of current literature and case examples, this thesis identifies key issues such as data
privacy, AI bias, student surveillance, autonomy in educational decision-making, and
system vulnerabilities. It further examines regulatory gaps, institutional preparedness,
and the potential risks posed by AI-driven robotic systems handling sensitive academic
and biometric data. The findings underscore the urgent need for robust ethical guidelines,
privacy protections, and cybersecurity frameworks tailored to educational contexts. By
evaluating these risks and proposing best practice recommendations, this study aims to
contribute to the safe, equitable, and ethical integration of robotic assistants in higher
learning institutions.

The thesis is written in English and is 82 pages long, including 8 chapters, 9 figures and 18
tables.
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1. Introduction

1.1 Motivation

The rapid digital transformation of higher education (HE) driven by breakthroughs in

arti�cial intelligence (AI), robotics, and remote learning has rede�ned both teaching and

administrative practices. Robot assistants have emerged as powerful tools to enhance

engagement, streamline support tasks, and foster inclusivity. Their use in automating

classroom attendance, facilitating navigation, delivering announcements, and supporting

real-time interaction enables educators to shift their focus toward deeper student engage-

ment and instructional quality.

Recent literature emphasizes the pedagogical promise of educational robotics in promoting

collaborative and interdisciplinary learning [1]. However, as Scaradozzi et al. (2019) cau-

tions, the use of robots does not inherently improve learning outcomes unless thoughtfully

integrated into instructional strategies [2]. Educational robotics, while promising, often

lacks clear alignment with curricular goals and replicability without robust assessment

frameworks. Nonetheless, when well-implemented, these systems can help develop digital

competencies and support broader goals such as inclusion and sustainability [3].

This study is motivated by both a scholarly need to address overlooked ethical and cyberse-

curity risks in robot assistant deployment and a personal interest in their societal impact.

The past decade has seen an unprecedented acceleration in AI and robotics, creating both

exciting possibilities and complex challenges. As institutions increasingly rely on intel-

ligent, autonomous systems, it is crucial to establish responsible design and governance

models. This thesis seeks to contribute to that effort by developing an integrated ethical

and security framework to guide the safe, equitable, and effective use of robot assistants in

HE.

1.2 Research Problem

While robot assistants offer notable instructional and administrative advantages in HE,

their adoption introduces complex ethical and cybersecurity challenges. Concerns such as

algorithmic bias, erosion of student privacy, and diminished human interaction intersect

with technical risks like unauthorized access, data leaks, and system-level manipulation.

These issues are frequently overlooked during early development phases, where function-
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ality is prioritized over security-by-design or ethical safeguards. The situation is further

complicated by the forthcoming rollout of the EU Arti�cial Intelligence Act, which intro-

duces compliance obligations that remain unclear for many institutions and developers.

As enforcement phases continue through 2030, HE institutions often lack the policies,

risk frameworks, and technical readiness needed to interpret and implement the Act's

requirements effectively. This regulatory uncertainty, combined with the absence of com-

prehensive internal safeguards, risks undermining student rights, institutional integrity, and

the long-term resilience of digital academic environments.

1.3 Research Goal

This thesis examines the ethical and cybersecurity issues of robot assistants in higher

education, identifying key risks, assessing implications, and proposing practical guidelines

for secure, responsible adoption. By aligning innovation with accountability, the study

aims to facilitate the sustainable integration of robotic systems within academic environ-

ments. A key focus of this research is understanding how emerging regulatory frameworks

particularly the EU Arti�cial Intelligence Act shape the deployment of robot assistants in

educational contexts. The study examines the Act's implications and highlights the key

compliance considerations that institutions and developers must navigate to ensure lawful

and ethical implementation.

To achieve this, the thesis conducts a comprehensive review of current literature, identifying

core security themes such as physical safety, data privacy, communication integrity, and

ethical governance. It also evaluates the limitations of existing standards, originally

developed for industrial applications, and develops tailored recommendations suited to the

unique operational realities of education. The insights gained aim to support researchers,

policymakers, developers, and institutions in advancing secure and trustworthy robotic

solutions that align with legal, ethical, and societal expectations.

1.4 Research Scope

This thesis focuses on the ethical and cybersecurity dimensions of robot assistants deployed

in HE. It reviews physically embodied robots used in teaching and administration, including

telepresence robots, humanoid and social robots, service and delivery robots, lab robots,

and quadrupedal platforms. These systems are analyzed in relation to their integration

into academic work�ows such as classroom interaction, attendance automation, student

support, and campus operations.
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The study prioritizes literature and case studies addressing ethical risks (e.g., bias, surveil-

lance, autonomy) and cybersecurity challenges such as data privacy, system vulnerabilities,

and compliance with emerging regulations. Technical studies were included where they

help illustrate robot capabilities or inform assessments of ethical and security implications.

However, works focused solely on mechanical design or functional performance, without

relevance to broader risk, were not emphasized.

Robots originating in other sectors such as healthcare or industry were considered when

their functionality or risk pro�le was applicable to academic settings. In contrast, systems

designed explicitly for K–12 education, entertainment, or toy use were excluded unless

their capabilities were clearly transferable to the HE context.

1.5 Research Questions

To guide the investigation, the following research questions (RQ) are addressed:

� RQ1: What ethical and cybersecurity challenges arise from deploying robot as-

sistants in higher education, particularly regarding autonomy, bias, surveillance,

transparency, and system-level vulnerabilities?

� RQ2: What implications does the European Union Arti�cial Intelligence Act have

for robot assistants in higher education, and what key compliance considerations

must institutions and developers be aware of?

� RQ3: How can individuals, institutions, or developers approach the design and de-

ployment of robot assistants in a way that ensures ethical alignment and cybersecurity

resilience in higher education?

1.6 Novelty

This thesis addresses a critical and underexplored intersection: the ethical and cybersecurity

risks associated with robot assistants in HE. While research highlights pedagogical bene�ts

such as engagement and accessibility, limited integrated analysis in combination with

ethical and cybersecurity risks exists.

Ethical and cybersecurity concerns are frequently treated in isolation. Ethical discussions

tend to focus on issues like AI bias, surveillance, and autonomy, while cybersecurity

research emphasizes institutional IT threats. However, robot assistants combine physical

presence with AI-driven decision-making, introducing distinct vulnerabilities that span

both domains. Their growing presence in post-pandemic academic settings raises pressing
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questions about data privacy, autonomous assessments, and the resilience of connected

systems.

By analyzing existing literature and standards, this thesis develops a thematic framework

and tailored guidelines that consolidate security considerations and identify gaps in current

practices. It offers a consolidated reference point that synthesizes fragmented research into

a cohesive, structured perspective. In doing so, it identi�es emerging trends, maps key

areas of concern, and surfaces in�uential works that might otherwise remain disconnected.

The resulting framework serves as a foundation for researchers, institutions, developers,

and policymakers to guide the secure, ethical, and informed deployment of robot assistants

in education.

1.7 Contributions

This thesis contributes a systematic, integrated, and practice-oriented account of the

ethical and cybersecurity challenges posed by robot assistants in higher education. First,

it presents a structured mapping study synthesising insights from 84 sources published

between 2018 and 2025. This mapping identi�es recurring risk themes across autonomy,

bias, surveillance, data protection, and system-level vulnerabilities, and connects them to

concrete HE use cases.

Second, the thesis proposes an integrated, control-based framework that uni�es ethical

and cybersecurity domains and explicitly maps them to relevant provisions of the EU

Arti�cial Intelligence Act for high-risk educational AI systems. The framework organises

requirements into practical control domains and sub-controls that support both design-time

planning and deployment-time assessment.

Third, the thesis evaluates the framework through a qualitative analysis of three real-world

robot assistant deployments in higher education. Using the framework, the evaluation

identi�es gaps in areas such as data privacy, system integrity, vulnerability management,

and human oversight, and shows how the approach can surface latent risks not addressed

by generic IT security policies.

Finally, the thesis translates these contributions into an actionable compliance and gov-

ernance roadmap for institutions. This roadmap provides stepwise recommendations

for universities and developers, including prioritised controls, governance measures, and

robotics-speci�c safeguards aligned with EU AI Act requirements.
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2. Literature Review

While numerous studies have explored the effectiveness of robotic teaching aids in en-

hancing student engagement and learning outcomes, few have directly addressed the dual

dimensions of ethics and cybersecurity within the context of HE. This review aims to

bridge that gap by systematically mapping literature that discusses robot assistants through

both an ethical and security-conscious lens.

This systematic mapping study (SMS) adopts a structured approach to categorize and

synthesize literature covering key security and ethical concerns, including physical safety,

data protection, system vulnerabilities, algorithmic fairness, and compliance with emerging

regulations such as the EU AI Act. Rather than focusing solely on technical performance

or pedagogical applications, the SMS evaluates how existing work addresses responsible

design, institutional risk, and governance.

The study critically assesses the current body of research, identi�es gaps in ethical and

cybersecurity coverage, and proposes a thematic framework and actionable guidelines to

support the safe and accountable deployment of robot assistants in HE settings.

2.1 Search Strategy

This study followed the Systematic Literature Review (SLR) methodology outlined by

Kitchenham [4], ensuring rigor, transparency, and repeatability in synthesizing knowledge

on ethical and cybersecurity aspects of robot assistants in HE. The review process included

protocol formulation, iterative keyword development, database selection, and the applica-

tion of clear inclusion and exclusion criteria. Additionally, the structure and procedural

re�nement of this review were informed by Budagov et al. [5], whose recent SLR on the

applicability of robot assistants in HE served as a relevant domain-speci�c reference.

To supplement traditional database searches, snowballing techniques were applied as

described by Wohlin [6]. Backward and forward citation tracking were used to uncover

additional literature that may have been missed by keyword-only queries. Manual inclusion

(“single picking”) was also performed, targeting speci�c robot platforms—such as Pepper,

NAO, and Temi once they were revealed in initial searches.

The review acknowledges that, due to the applied nature of educational robotics and the fast
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pace of technological development, relevant information is not limited to academic sources.

Therefore, credible non-academic references such as manufacturer documentation, of�cial

product pages, technical whitepapers, and veri�ed media reports—were also consulted for

details on capabilities, speci�cations, deployments, and real-world incidents. These sources

are especially critical when discussing commercial robots and current implementations

in HE. Although the main scope focuses on HE, the search was purposefully extended to

adjacent institutional settings when ethical or cybersecurity implications were relevant and

transferable.

Searches were conducted in four major databases and limited to English-language publica-

tions from January 2018 to March 2025. Table 1 outlines the search con�guration.

Table 1. Search Strategy

Attribute Details

Electronic Databases IEEE Xplore, Web of Science, Scopus, SpringerLink

Type of Literature Peer-reviewed journal and conference papers

Search String ("robot assistants" OR "educational robots" OR "social robots"
OR "robotic teaching assistants") AND ("data privacy" OR "cy-
bersecurity" OR "ethics" OR "AI risk" OR "robot misuse" OR
"facial recognition") AND ("HE" OR "university" OR "college"
OR "postsecondary")

Language English

Publication Period January 2018 – March 2025

Supplemental Meth-
ods

Snowballing, Manual Inclusion (Robot-Speci�c Sources)

2.2 Inclusion and Exclusion Criteria

To ensure focus and relevance, the review included sources that met the following criteria:

(a) peer-reviewed journal articles or conference papers published between January 2018

and March 2025; (b) publications discussing robot assistants within HE contexts; (c) works

addressing ethical, cybersecurity, or regulatory concerns related to educational robotics;

(d) technical documentation or of�cial manufacturer sources used to describe real-world

capabilities, deployments, or risk factors; and (e) additional relevant studies identi�ed

through citation snowballing and manual selection based on earlier �ndings.

Studies were excluded if they (a) focused solely on non-postsecondary contexts such as

K–12 education, entertainment, or corporate training without clear applicability to HE;

(b) were not accessible in full text at the time of review; or (c) provided only technical or

functional analysis without engaging with ethical, cybersecurity, or governance dimensions.
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2.3 Literature Search and Selection

The initial search retrieved articles from four major academic databases: IEEE Xplore (n =

111), Web of Science (n = 245), SpringerLink (n = 136), and Scopus (n = 1087). After

removing titles that fell outside the scope and eliminating duplicates, 271 records remained

for screening. Of these, 135 were excluded for not addressing robot-assisted learning or

lacking relevance to HE. Full-text review of the remaining articles led to the exclusion of

an additional 74 that did not suf�ciently cover ethical or cybersecurity concerns.

To broaden the review, citation snowballing was used to identify additional relevant sources.

Manually curated literature such as product documentation, technical speci�cations, and

of�cial developer resources was also included, based on robot models and deployments

discovered during the initial review. In total, 84 sources were included in the �nal analysis

from the literature selection. Figure 1 illustrates the complete search and selection process.

Figure 1. Diagram of the literature selection process

7



3. Methodology

3.1 Overview

This study adopts a three-phase methodology to explore and apply ethical and cybersecurity

considerations related to the use of robot assistants in HE. Rather than relying solely on

abstract analysis, the methodology culminates in three applied case studies at TalTech to

test the framework against real deployments. Each phase contributes to the development

of a comprehensive guideline-based framework that institutions can use both as a planning

resource and an evaluative tool.

3.2 Mapping Challenges

The �rst phase involves collecting and synthesizing known ethical and cybersecurity chal-

lenges associated with robot assistants in academic environments. This is achieved through

a systematic review of academic literature, regulatory sources, technical documentation,

and institutional practices. Particular emphasis is placed on risk areas such as data privacy,

algorithmic bias, surveillance, autonomy, accountability, access control, and system-level

vulnerabilities.

In this phase, the requirements outlined in the European Union Arti�cial Intelligence

Act (EU AI Act) are also incorporated into the analysis. Relevant AI Act provi-

sions—particularly those relating to high-risk systems, transparency obligations, human

oversight, and documentation requirements—are mapped onto the identi�ed challenge

domains. This ensures the framework is grounded in current academic discourse and

aligned with emerging regulatory standards that institutions will increasingly need to meet

through 2030 and beyond.

Importantly, this phase of research considers the full spectrum of robot assistants currently

deployed or proposed in HE. Each category introduces distinct risk vectors and socio-

technical interactions, making it essential to account for their varying roles in classroom,

administrative, and remote engagement settings. This comprehensive inclusion ensures

that the challenges identi�ed are not limited to any single robot form factor or function but

re�ect the diverse applications emerging across academic contexts.

The objective is to develop a structured foundation of recurring themes, dilemmas, and
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technical threats that are consistently highlighted in the literature. These �ndings are

organized into thematic categories to allow for easier reference and later application.

3.3 Categorization into a Guideline-Driven Framework

Following risk identi�cation, �ndings are structured into a guideline-driven framework

intended primarily as a collection of practical guidelines, controls, and best practices. Each

control is accompanied by speci�c evaluation indicators, enabling institutions to assess

their degree of alignment and readiness. Although not intended as a rigid compliance

checklist, the framework can function as a self-assessment tool to evaluate both individual

control implementation and overall deployment maturity.

The framework categorizes risks into two main domains:

� Ethical Considerations: including fairness, transparency, consent, inclusivity,

autonomy, and human oversight.

� Cybersecurity Considerations: including authentication, encryption, system in-

tegrity, network security, and access control.

3.4 Case Study Evaluation

The third phase applies the developed framework to a real-world use case at Tallinn

University of Technology (TalTech). This case study examines the live deployments of a

robot assistant as part of a pilot tests [7, 8, 9]. With direct access to the environment, robots,

and relevant personnel, it enables a grounded evaluation of how institutional practices align

with the framework's guidelines.

Using the guideline-driven framework, the case study examines:

� Which ethical and cybersecurity risks have been explicitly addressed,

� Which risks remain unresolved or are accepted within institutional policy,

� What mitigation strategies are in place or under development,

� How ethical, regulatory, and operational trade-offs are managed by stakeholders.

This approach offers a practical validation of the framework, while also generating insights

into implementation challenges, policy gaps, and institutional preparedness. It highlights

the value of proactive evaluation and the bene�ts of aligning robot deployments with both

emerging standards and best practices.
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4. Study of Challenges

This section presents a structured investigation into the different types of robot assistants

used in HE and analyzes the key cybersecurity and ethical challenges they pose.

4.1 Types of Robot Assistants in HE

A structured investigation into the different types of robot assistants used in HE and

analysis of key cybersecurity and ethical challenges they pose is presented here. It explores

the diverse types of robot assistants currently used or studied within HE environments

and, drawing on interdisciplinary research, examines the technical capabilities and roles

of platforms ranging from humanoid tutors and telepresence devices to collaborative lab

robots and animal-inspired companions. By analyzing these categories, the section aims

to understand how different forms of robotic assistance are reshaping teaching, learning,

accessibility, and campus life.

The �ve categories considered are not mutually exclusive: some platforms span multiple

roles (e.g., Temi as both telepresence and service robot; humanoid robots acting as delivery

assistants), and any given university deployment may combine several robot types into

an ecosystem. Nonetheless, this typology clari�es key axes of variation.Embodiment

and sociality range from utilitarian carts to highly anthropomorphic humanoids, shaping

users' expectations, emotional responses, and ethical concerns.Mobility and operat-

ing environment vary from stationary lab cobots to outdoor delivery and quadrupedal

robots, in�uencing safety requirements and exposure to environmental risks.Autonomy

and control extend from fully teleoperated systems to highly autonomous navigation

and interaction, with direct implications for accountability, transparency, and security

considerations.Function and integration span narrow logistics tasks to broader roles in

teaching, research, and campus life, determining both the sensitivity of the data processed

and the criticality of the services provided. Understanding these dimensions is essential for

the subsequent analysis of cybersecurity and ethical challenges, as each category presents

a distinct attack surface, risk pro�le, and set of governance needs within HE institutions.

4.1.1 Telepresence and Remote Presence Robots

Telepresence robots enable remote participation by combining video conferencing with a

mobile platform. They are remotely controlled devices with wheels and a screen/camera,
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Figure 2. "MATABOT" a Temi V3 robot. Image source: Arizona Western College [10].

allowing an off-site user to navigate through a campus or classroom and interact in real

time [11]. These robots can support students or staff who cannot be physically present

and are increasingly used to enhance inclusion in HE. They enhance distance learning and

inclusion by providing a physical proxy for remote learners [11]. Key examples include:

Double 3 (Double Robotics)– A two-wheeled balancing telepresence robot with an

iPad-like screen that remote users can drive around hallways and classrooms. Universities

have used Double to let homebound or distant students attend on-campus classes and

interact with peers and instructors via video [12, 11].

Ohmni / OhmniLabs Telepresence– A lightweight telepresence robot offering high-

de�nition video, remote control via web or mobile app, and auto-docking. It is commonly

used for telecommuting to classes, enabling guest lecturers to “beam in” to lecture halls,

and allowing students to tour campuses virtually [13, 14].

PadBot P2 (Inbot Technology)– A lightweight telepresence robot with a tilting screen,

Wi-Fi and 4G LTE connectivity, and remote driving capabilities. According to the FCC

manual, it features a 10-hour battery life and supports encrypted WebRTC connections, and

has been deployed for mobile advising sessions or to assist students unable to physically

attend university spaces [15, 16].

Beam (Suitable Technologies/Awabot)– A telepresence unit consisting of a stable base

and large screen, with dual cameras and secure WebRTC-based communication. Beam has

been used in academic conferences and classrooms to allow presenters or students to roam

and interact from afar in a natural way [17, 18].

Temi (Robotemi) – A personal robot that functions both as an autonomous assistant and a

telepresence unit, capable of autonomous navigation, following people, and facilitating

video calls using voice commands and facial recognition. For example, Arizona Western

College introduced a Temi V3 robot (“MATABOT”) to guide students around campus and

provide in-class support using AI-based voice interaction and autonomous navigation [19,

20, 10].
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InTouch Vita / RP-Vita (InTouch Health) – A medical-grade remote presence robot

originally designed for telemedicine, featuring autonomous navigation, high-de�nition

video, encrypted communications, and remote-control capabilities. In teaching hospitals, it

allows remote experts or professors to make “virtual rounds” with students and participate

in training and meetings [21, 22].

Kubi (Xandex) – A tabletop telepresence device that holds a tablet and provides pan-tilt

motion to give remote users limited control over their viewpoint. Kubi has been used in

lecture halls and seminar rooms to give remote students a controllable view of discussions

[23].

Capabilities: Telepresence robots typically feature live two-way audio/video, remote

steering, and sometimes autonomous driving or self-docking. Some include obstacle

avoidance, voice interaction, and saved location navigation (e.g., Temi can “go to” preset

destinations), giving remote users a physical proxy that can increase social presence and

engagement compared to static video calls [14, 20, 11].

Use Cases in HE:These robots are used for remote class attendance (e.g., homebound

students attending labs), administrative meetings, and virtual campus tours [11]. Gallon

et al. [24] show that telepresence robots can preserve social links and class continuity

for students recovering from illness, especially when integrated with connected learning

environments (shared whiteboards, VPN-based lab access). Wernbacher et al. [25] high-

light their role in supporting long-term absence and hybrid teaching, while also noting

infrastructure barriers and data privacy concerns. Overall, telepresence robots contribute

to inclusion, digital literacy, and potentially reduced travel emissions, but require careful

pedagogical integration and governance [24, 25].

4.1.2 Humanoid and Social Robots

Humanoid social robots are assistant robots designed to interact with people using human-

like communication (speech, gestures, eye contact) and often a human-inspired body

plan. In universities, these robots are used as interactive teaching aids, guides, or research

platforms for human-robot interaction and social robotics. Key examples include:

Pepper (SoftBank Robotics)– A human-shaped robot about 1.2 meters tall with a

touchscreen on its chest, articulating arms, and expressive LED eyes. Equipped with

cameras, touch sensors, microphones, and speech recognition, Pepper has been used

as a greeter and educational assistant, leading quizzes, giving interactive presentations,

and practicing languages with students, often drawing on its emotion and face detection
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Figure 3. Pepper the robot (SoftBank Robotics). Image source: Wikimedia Commons,
licensed under CC BY-SA 4.0 [26].

capabilities [27, 28, 29]. It is widely adopted as a research platform in academic settings

focused on human-robot interaction and “Enactive Robot Assisted Didactics” [28, 29].

NAO (SoftBank Robotics)– A small humanoid robot (58 cm) widely used in K–12 and

HE to teach programming, AI, and language skills. NAO can walk, dance, speak, and

recognize faces, and has been shown to support vocabulary learning and engagement in

adult classrooms through interactive exercises and feedback [30]. Its programmability via

tools like Choregraphe or Python makes it a common platform for hands-on robotics and

human-robot interaction experiments [31, 30].

ARI (PAL Robotics) – A modern humanoid robot with a torso, two arms, expressive LCD

eyes, and a touchscreen on its chest. ARI is designed for advanced social interaction with

integration of facial recognition, natural language processing, and emotion detection, and

has been deployed in projects such as PRO-CARED to support language learning and

personalized feedback in Catalan [32, 33]. Its ROS-compatible architecture and support

for AI services make it a �exible research and teaching platform [32, 34].

SIFROBOT (SIFSOF) – A line of humanoid service robots (e.g., SIFROBOT-5.2) featur-

ing a touchscreen torso, expressive head, and mobile base with autonomous navigation,

voice interaction, facial recognition, and gesture-based control [35]. On campus, such

robots can act as greeters, information kiosks, or delivery assistants in dynamic spaces like

lobbies or libraries, leveraging adaptive interaction models described by Bello et al. [36].

Sophia (Hanson Robotics)– An advanced humanoid robot known for lifelike facial

expressions and conversational abilities, capable of up to 62 facial expressions using a

“Frubber” face [37, 38]. Sophia is frequently invited to university events and conferences

as a guest lecturer or discussion facilitator, serving as a platform to explore ethics, the

uncanny valley, and public perceptions of AI and robot personhood [37].

Romeo (SoftBank Robotics)– A taller humanoid robot (approx. 147 cm) developed as

a research platform for assistive robotics, with 37 joints, multiple cameras, and tactile
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sensors [39]. In academic settings, Romeo is used in labs to experiment with vision-based

manipulation and human-like motion control, for example detecting and grasping door

handles in dynamic environments [39].

Atlas (Boston Dynamics)– A high-mobility humanoid robot designed for agility and

dynamic motion research, employing hydraulic actuators, lidar, and stereo vision [40].

Although not a teaching assistant, Atlas is widely referenced in robotics courses and public

demonstrations as a benchmark for advanced locomotion, balance, and robot-environment

interaction [40].

Toyota THR-3 – A teleoperated humanoid controlled via a motion-tracking suit and

head-mounted display, with 5G-based low-latency operation [41, 42]. THR-3 serves as

an experimental platform for embodied telepresence with potential applications in remote

education, healthcare, and campus demonstrations [41, 42].

Capabilities: Social humanoid robots typically feature speech recognition and synthe-

sis, gesture and facial recognition, touch sensors, cameras, and microphones, enabling

multimodal interaction and basic emotion recognition [43, 31, 29]. Platforms like Pepper

and NAO provide programmable APIs and visual programming environments for custom

educational applications [43, 31], while more advanced robots such as Romeo and Atlas

offer complex sensorimotor systems for real-time balancing, manipulation, and navigation

[39, 40]. Robots like ARI and SIFROBOT integrate touchscreen interaction with facial

tracking and multilingual conversational AI, and THR-3 introduces full-body teleoperation

with high-speed wireless communication [32, 35, 41].

Use Cases in HE:Humanoid robots are used as teaching assistants, tutors, lab demon-

strators, and administrative support tools. In classrooms, NAO and Pepper can lead

quizzes, practice vocabulary, and provide interactive feedback, often boosting learner

engagement and con�dence in language and AI-related courses [30, 28]. ARI, SIFROBOT,

and Temi serve as mobile guides and information kiosks in libraries or lobbies [35, 10],

while research platforms such as Romeo and Atlas support advanced studies in locomo-

tion, manipulation, and human-robot interaction [39, 40]. Sophia and THR-3 are often

used as demonstration platforms or research subjects in courses on ethics, robotics, and

telepresence [37, 41].

4.1.3 Service and Delivery Robots

Service robots are designed to perform practical tasks such as delivering items, guiding

people, or maintaining facilities. In campus environments, they take on roles like couriering

materials across buildings, assisting in libraries or dorms, or providing logistics support to
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Figure 4. Closeup of Starship delivery robot. Image source: Wikimedia Commons,
licensed under CC BY-SA 4.0 [44].

staff. These robots typically prioritize function over social interaction and often resemble

carts or mobile boxes rather than humanoids. Examples in this category include:

Savioke Relay (Relay Robotics)– A compact autonomous delivery robot with a secure

internal compartment for transporting small items such as food, mail, or lab samples. It

uses elevators, onboard sensors, and navigation software to traverse hallways and deliver

payloads point-to-point, and has been piloted on campuses for book and equipment delivery

between departments or within libraries [45, 46].

Aethon TUG (T3) – An autonomous mobile robot widely deployed in healthcare and

research facilities that resembles a motorized cabinet and can transport carts or bins across

departments [47]. In teaching hospitals and large research institutes, TUG robots deliver

meals, medications, and sensitive lab samples, supporting 24/7 logistics in shared spaces

[47, 48].

Keenon Dinerbot T8– A multifunctional autonomous service robot designed for hospi-

tality and commercial environments, capable of delivering food and beverages, carrying

luggage, and providing information. It uses an Android-based OS, integrated camera, voice

commands, and sensors for obstacle detection, with up to 20 kg load capacity and 15 hours

of battery life [49].

Care-O-bot 4 (Fraunhofer IPA / Mojin) – A general-purpose mobile manipulator with

an omnidirectional base, expressive head, and optional arms for manipulating objects and

interacting with users via touch display and gestures [50]. On campus, Care-O-bot can

be con�gured to fetch books, deliver items, answer questions, or guide visitors in student

centers and libraries [51].

Starship Technologies Delivery Robots– Small, autonomous wheeled robots widely
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used on university campuses for contactless delivery of meals, groceries, and packages.

Equipped with cameras, sensors, and ML-based navigation, they have supported essential

deliveries during crises such as the COVID-19 pandemic and are now part of broader

sustainable, AI-driven campus logistics [52, 53, 54].

Autonomous Campus Shuttles and Carts– Low-speed autonomous shuttles used to

support sustainable mobility across large campuses. For example, the University of South

Florida piloted a COAST Autonomous P1 shuttle with over 500 participants, reporting

improved user trust and acceptance [55]; CETYS University integrates autonomous carts

with IoT sensors and solar energy within a smart campus initiative to support accessibility

and ef�ciency for students and staff [56].

Capabilities: Service and delivery robots typically feature autonomous navigation using

SLAM or preloaded maps, along with obstacle detection via lidar, sonar, ultrasonic sensors,

or depth cameras. Many offer payload management systems—secured compartments

unlockable via app or PIN (e.g., Starship, Relay), open shelves (e.g., Keenon Dinerbot), or

articulated arms (e.g., Care-O-bot), and can interface with elevators or doors to support

end-to-end delivery [45, 50, 53]. Communication with users is often via synthesized

voice, touchscreen displays, LEDs, or mobile alerts, and larger platforms like TUG or

autonomous shuttles add remote monitoring and accessibility features [47, 55, 56].

Use Cases in HE:Service and delivery robots streamline campus logistics, improve

accessibility, and reduce staff workload. Common deployments include food and grocery

delivery to students, autonomous mail distribution, and library support (e.g., book returns

and retrieval), as well as transport of clinical supplies and lab samples in academic medical

centers [52, 53, 48]. Platforms like Care-O-bot can act as mobile info desks or event

assistants [51], while autonomous shuttles and carts support sustainable transport for

people and goods on large or distributed campuses [55, 56].

4.1.4 Collaborative and Laboratory Robots

This category includes robots that typically work in labs, workshops, or classrooms to assist

with technical tasks rather than roaming campus hallways. They often have manipulator

arms or tools for precise actions and operate alongside human students and staff, making

them central to engineering education, research labs, and medical training. Examples

include:

ABB YuMi – A dual-arm collaborative robot engineered for high-precision tasks alongside

humans, featuring compliant joints and �ne motor control. In HE, YuMi is used to teach
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