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1 INTRODUCTION

1.1 Research Motivation

The advanced technological developments and the growing presence of citizens
in the digital world allowed the governments offering public services online. What could
seem impossible a decade ago is now conventional in everyday life: online tax declaration
and social benefits, or even online voting are available for citizens. Many advantages of
such service delivery can be mentioned, including reduced cost, better accountability of
the government, and increased trust (Carter & Bélanger, 2005). Still, new challenges
emerge for authorities concerning security, interoperability, and universality of data
(Lyons, Courcelas, & Timsit, 2019).

The public sector is also challenged with managing citizens’ identities (Siriwardena,
2017). Apart from having the infrastructure and technology in place, service providers
need to guarantee that a person behind the screen is who they claim to be, and they have
access to the services they should. Unlike the offline world, no physical verification is
possible (Shavers & Bair, 2016). Accessing online services is possible using a diverse set
of modern identification methods. Still, the main principle remains the same: the user has
only the static view on their identity information and have little to no control over it. Also,
protecting citizens from data capitalists constitutes another challenge for governments.
Citizens, who take various roles when interacting in the digital world, have their data
scattered all over the globe, duplicated in several databases, questionably maintained and
shared by different organisations, including the big corporations (Zyskind, Nathan, &
Pentland, 2015). One of the risks of such a state of play is numerous data breaches, which

are highlighted in the news regularly.

Overall, the current circumstances are that the citizens do not hold exclusive control over
their identities, which is why the governments should consider improving the status quo
for identity management. These reasons for that are having strong digital identities of
their citizens for correctly identifying citizens and distributing benefits, allowing
electronic voting, fighting money laundering or terrorist financing, as concluded by the
EU Blockchain Observatory and Forum (Lyons et al., 2019).

The concerns on privacy and control over data triggered a social debate on seeking new
ways for identity management, where the user is central to the administration of their
identity information. However, giving citizens more control is a promising yet difficult-
to-implement idea (Lyons et al., 2019). Field experts across the globe started to think
about how the status quo for identity can develop towards more independence from third

parties managing identities.



In the light of modern technological advancements, it was debated that decentralising is
the way to go and that involving a distributed ledger technology (DLT) and its renown
application blockchain can enable bringing the control over the identities back to their
owners. Admittedly, within the public sector context, despite the cautiousness about DLT
and blockchain, their potential is acknowledged. In fact, public sector bodies actively
experiment with blockchain technology, especially in the field of identity management
(Hileman & Rauchs, 2018). On the one hand, it is expected that blockchain’s full impact
is to be realised in decades, and its wide adoption can only be a subject of high-level
discussions (lansiti & Lakhani, 2017). A typical issue here, as scholars admit, is that
blockchain’s use-cases are mostly technology-driven, while instead, they should start
from the needs-driven perspective to address particular societal challenges with the
technology (Qlnes, Ubacht, & Janssen, 2017). Nevertheless, blockchain has passed the
peak of its hype, gradually becoming more mature and surpassing the surrounding
challenges (Gartner, 2019b). Experts expect it to demonstrate its best applications coming
to life within five to ten years (Gartner, 2019b).

Hence, on the intersection of identity management and decentralised technologies, the
embodiment as self-sovereign identity (SSI) paradigm was found. SSI has become a hot
topic in the identity circles over the last couple of years after it was first mentioned in the
blogpost of Christopher Allen in 2016. In general terms, SSI can be understood as the
identity controlled by a user (an individual, object or even an enterprise), putting him or

her in the centre to its administration (Allen, 2016).

Many researchers attempted to make sense of this paradigm; various publications define
the essential components, features and properties, mathematic models or technological
implementations. Several private-sector projects, including Sovrin, Jolocom or uPort,
exist, giving the first glance on how the user-controlled world of identity could function.
Also, SSI is acknowledged on the European level as well. It is expected to become
mainstream over the ten years (European Union, 2018), which is also a focus of the

European Self-Sovereign Identity Framework (ESSIF).

1.2 Research problem

Addressing the issue of bringing the control back to the user seems to be a
burdensome task because many centralised identity management systems are entrenched
into the public sector routine. However, limited research is conducted on the possible
application of SSI in the public sector and what benefits and challenges could be expected.
Lessons from the past taught that merely introducing a new technology in the public
sector will unlikely enjoy much success. Public sector experts learned to take a systematic

step-by-step approach for obtaining better experience before deploying large-scale



technologies (Dlnes & Jansen, 2018). Initially starting from the social needs, SSI itself is
not a mature technology yet. Still, the problems it seeks to solve are acute in the context
of the public sector. Therefore, it is worth discussing whether the SSI can be a good fit
for empowering citizens to restore authority over their identities. SSI best applications
are yet to come, so it is not rational to look at its concrete benefits and limitation it implies
for building specific roadmaps. Instead, following the increasing interest in this new
identity management model, the authors wants to explore opportunities SSI can offers,

particularly in the context of the public sector.

Literature review in scope the present research revealed that there is no study addressing
SSI within the public sector; hence, this thesis paper offers an exploratory view of the
self-sovereign identity and how can it impact the identity management of the public
sector. Such an analysis will allow staying up to date with the trends while also making
more informed decisions about them. For that, the explanatory description of one country
will be provided in the scope of this thesis. For this study, Belgium was chosen due to its
stable identity system, a high provision of identity documents and the author’s familiarity
with the context. Moreover, the presence of SSl-related initiatives indicates possible

interest of Belgian public sector in exploring SSI.

1.2.1  Research question

Concluding everything from the previous section allows forming the following

question to be set as a task of this thesis:

What opportunities and challenges can the Belgian public sector expect from
implementing the self-sovereign identity model?

Answering this question is a comprehensive process as it requires prior information and

context. For that, the authors posed additional questions to be answered:

1. What are the drivers for implementing a new model of identity management in

Belgium?

Although the identity infrastructure of this country is robust, Belgian public
administration model known for its complexity. Looking at how the current identity and
access management was developed, as well as learning the hurdles with this system in
Belgium allows listing the issues which could be addressed by SSI. For that, the benefits

and drawbacks of the current identity system of the countries will be studied.



2. How can SSI address the existing problems with identity management?

Knowing that SSI still matures and does not have a firm shape yet, gaining a more in-
depth understanding of SSI as an identity paradigm is needed. This study will explore its

functionality principles by aggregating the available information.
3. What are the barriers of its deployment in the state-wide context?

It should also be taken into account that no technology is flawless, and the risks and
limitations involved with the SSI should be considered to provide a holistic overview of
this technology opportunities. Best practices from existing use-cases, as well as the

ongoing research on SSI, will be taken into consideration.

1.2.2 Research aims

Seeking clarity in how SSI can be beneficial to the public sector and citizens, the
research questions reflect the overall aim of this research. The author intents to investigate
the popular concept of self-sovereign identity and provide the ground for assessing its
opportunities and challenges within the public sector, where Belgium will serve the

example of such research.

This thesis paper does not, however, aim at suggesting concrete implementation steps but
instead opens a discourse on the relevance of doing so and could guide future research on
SSI in the public sector. Likewise, the expected results of this research are the areas where
SSI can contribute within the public sector’s identity management domain, as well as the

various factors which can facilitate or hamper this process.

1.2.3  Research objectives

Achieving the research aim is possible through setting the primary objectives to guide

this thesis study throughout the course:
e define the core concepts within the research domain to use throughout the study;

e inspect the body of literature covering identity management and SSI to gain a

better understanding of SSI principles and functionality;

e study the background of ID management in Belgium and understand its

drawbacks and opportunities;

e conduct at least 10 interviews with fields experts to gain a more insightful view

on the identity management state of play and recent SSI developments;



o carefully assess the benefits and barriers for SSI, using the framework suggested
by Olnes & Jansen (2018);

e write the report of the analysis before the 02.06.2020;
e provide the results of the assessment and propose a revised framework.

1.2.4  Workplace justification

This master thesis’s preparation takes places as a part of the internship at the Federal
Public Service for Policy and Support of Belgium (BOSA), under the department for
Identification, Authorisation and Authentication (IAA). The premise for this research is
the workplace of BOSA in Brussels, Belgium, with the coordination from its side
provided by the head of the IAA Noél Peeters. This internship will facilitate gaining more
knowledge on the subject and get acquainted experts, which will support the background
and data collection phases of this study. The aim of the thesis is also aligned with the
long-term plans of IAA. They want to look at future identity solutions and anticipate the

drivers for the evolution of digital identity.

1.2.5 Structure of the thesis

This thesis paper is structured as follows. In chapter 2, the terms and definitions are
provided to ensure the consistency of reading this thesis. Also, the main initiatives within
the SSI field are listed. The following chapter presents the overview of academic
discussion in the studies subject. It includes the topics of challenges of the current identity
management systems, the drivers towards the evolution of these systems, and a more
specific view on the SSI, its possibilities within the context of implementing the
blockchain technology in the public sector. Based on the literature review, a conceptual
framework for this research is presented. The fourth chapter illustrates the research design
deployed by this study; the techniques of data collection and analysis were listed there. A
description of the studies case, Belgium, is given in chapter 5. It provides general
information about the country and its public sector, as well as sheds light on the aspects
of identity management. Chapter 6 denotes the main findings from the empirical part,
followed by the discussion chapter 7. The paper is closed with the conclusion and future

work chapter.



2 BACKGROUND STUDY

Well-defined terms and concepts related to the studied problem are essential not
only for the consistency throughout the thesis but also for establishing the ground the
future research (Oliver, 2010). Before digging into the self-sovereign identity knowledge
area, the author needs clarity regarding what are identity and digital identity in the first
place. Thus, this chapter presents the overview of main definitions related to identity,
digital identity and identity management. Within the evolution of identity management,
the drivers and principles of future identity are also presented. Finally, this chapter also
explains what can stand for self-sovereign identity and lists several initiatives and use-
cases of this identity model. Acquiring this knowledge is the prerequisite for the next
chapter, where the conceptual model for analysing the opportunities and barriers of SSI

is presented.

It should be noted, however, that this thesis is conducted in the domain of social sciences
and examines the inclusion of SSI in the public sector from a public administration
perspective. Consequently, the essential definitions are listed here for the reader’s overall
understanding and are in no case fully elaborating on all technical aspects presented,

leaving this beyond the scope of this work.

2.1 Identity fundamentals

2.1.1  What is identity?

The research on identity takes back many years and can be found in such areas as
psychology, philosophy and social sciences. In the latter, depending on the context, it is
commonly given two primary meanings: social and personal (Robins & Foster, 1994).
Personal identity defines an individual as a unique person in terms of their differences
from other people. In contrast, social identity does it with regards to the similarities of
one social group in comparison to another (J. C. Turner, Oakes, Haslam, & McGarty,
1992). Some studies argue, however, that this division is unhelpful because definitions of
identity are both dependent on the personal definition and socio-cultural context
(Vignoles, 2017).

Looking from a more pragmatic perspective, International Standardisation Organisation
(ISO) defined identity as a set of attributes related to an entity, where attributes stand for
particular characteristics of this entity (ISO/IEC, 2019). In other words, attributes are
properties that belong to the entity. They are distinct, properly-named and measurable,
which can be used to identify the entity in each context but not always uniquely (Ferdous,
Chowdhury, & Alassafi, 2019).



Identifiers, according to Ferdous et al. (2019), are the attributes which alone allows
uniquely identifying an entity within each context. These identifiers do not necessarily
describe the person but rather allow referring to them (Wang & De Filippi, 2020). The
following typology of attributes describes them based on the mean they are collected:
inherent, accumulated and assigned attributes (BBVA, 2019). Credential, in turn, is an
attribute which is used to attest the authority of the entity (Ferdous et al., 2019). The three
types of credentials are typically defined: state-, commercial- and self-issued credentials
(Stevens, Elliott, Hoikkanen, Maghiros, & Lusoli, 2010).

However, it is more pertinent for this study to determine the identity in the context of
public services and government-citizens relationship because the governments are
primary providers of legal identities (The World Bank, 2017). The state-issued
credentials, which are the most trusted ones, comprise for passports and other regional or
local credentials, and they can be issued on paper, electronically or in a hybrid form
(Stevens et al., 2010). Nevertheless, as the study will show further, SSI is not merely
comprised of state-issued credentials like name of the date of birth. It can also include
attributes issued both by the private sector and by the identity subject themselves and to

be used in all sectors.

2.1.2  Identity management

In many daily situations, identity needs to be presented and verified to get access
to services. Be it visiting a hospital, proving one’s age or logging into the local
commune’s website. In each of these interactions, presenting proof of one’s identity is
needed, and it can be both face-to-face or online (Gisolfi, 2018). As mentioned before,
attributes allow uniquely identifying an entity. In order to better comprehend what is
precisely meant by “uniquely identifying”, the definitions of identification, authentication
and authorisation need to be broken down (Laurent & Bouzefrane, 2015). These processes
are considered forerunners to high-quality service provision and can allow citizen-

oriented services (Taylor, Lips, & Organ, 2008).

Substance-wise, identification of a user happens when they provide the information to
identify themselves, such as name, user name, and answers the question “who are you?”
(Zviran & Erlich, 2006). However, as these authors also suggest, merely providing these
data does not verify that the user is who he or she is. Authentication, in turn, is the process
of verifying that the provided information is correct, and the person is who he or she is
(ISO, 2013). Some means to perform authentication include passwords (either by chosen
by the user or generated by the system), tokens or biometrics (Zviran & Erlich, 2006).
The processes of identification and authentication are usually merged as one step in many

systems (Ferdous et al., 2019). Finally, authorisation is a process of distributing the rights



of an entity to perform specific actions (Ferdous et al., 2019). In essence, ensuring those
processes are performed correctly is a task of the identity and access management (IAM),
which could appear in different contexts. The Gartner glossary interprets IAM as the
“discipline that enables the right individuals to access the right resources at the right times
for the right reasons” (Gartner, 2019a).

A commonly accepted way of claiming one’s identity in society is by presenting their
identity document (ID). In the historical perspective, the widespread use of IDs truly
started after the end of the World War II, having in mind reinforcing state authority, better
immigration control and combating fraud (European Union, 2018). Nowadays, ID forms
and usages differ across the world; they can be compulsory or arbitrary to use, in the form
of paper, plastic card or even a mobile application. The main principle remains the same
that each ID documents has an identifier and other information, and it is linked to one
person in real life. For a smooth flow of the identity management, the two objectives must
be fulfilled: only one identifier can be given to a person for each domain, and that no two
people can possess the same identifier (Wang & De Filippi, 2020). Additionally, Taylor
et al. (2008) investigated to what extent the state identification models are subjects of
“surveillance”, mentioning the citizens being concerned about their personal data usage
beyond the level needed for service provision. For that reason, identity management
systems have to be developed so that they contain the variable and complex nature of
human identity, by making these systems “sufficiently flexible, resilient, and dynamic”
(Wang & De Filippi, 2020, p. 2).

Still, many challenges exist for identity management in the world: nearly one billion
people around the globe do not have such a document verifying their identity (The World
Bank, 2018b). Not possessing any identification does not allow people claiming who they
are and restricts them from benefiting from the services as mentioned earlier. A key player
in the building the worldwide peace and prosperity, the United Nations, acknowledged
this problem and addressed it in the Sustainable Development Goals (SDG). Precisely,
the UN aims at eradicating this obstacle under goal 16, target 9 by providing a legal
identity document for all (United Nations, n.d.). Also, “Identity for Development”
programme of the World Bank aims at contributing to solving global identity crisis via
researching, advocating, financially and technically supporting countries in need (The
World Bank, 2019). Another global effort for providing ID is the OECD-featured project
called “ID2020, which aims to reinforce the global efforts to provide robust, secure and
inclusive identity schemes worldwide, most importantly to those who do not have the ID
yet (ID2020, 2019). For that, as the project’s manifesto suggests, a sustained collaboration
of all stakeholders is needed to create the shared principles and regulatory framework to

ensure sustainable identity development (ID2020, 2019). Overall, although the majority



of people without identity come from Sub-Saharan Africa and South Asia (The World
Bank, 2018b), global solidarity and cooperation can be of significant help in solving this

problem.

2.1.3  Digital identity

Along with the identity document crisis, the digital world is growing tremendously
fast, with the access to the internet of nearly 60% of the world’s population, according to
the latest data (Statista, 2020). Although the numbers vary across the countries and
continents, the overall penetration grows all over. As a result, the digital transformation

made a revolutionary shift of many public services online.

As was highlighted in the previous chapter, having robust identity management in the
digital world is crucial for providing public services. In this study, it is essential to break
down the essence of digital identity first. The primary challenge with digital identity is to
understand what it is (Goode, 2019). The author of well-known “7 laws of identity” Kim
Cameron refers to digital identity as “a set of claims made by one digital subject about
itself or about another digital subject” (Cameron, 2005, p. 4). Similar to the identity in
the physical world, digital identity can be twofold. It is both a set of attributes to identify
a person uniquely or their self-projection in the digital world, different roles they take in
the digital society, their set of its beliefs and activities (Laurent & Bouzefrane, 2015). The
latter term is also commonly used as “online identity” (Kennedy, 2006). However,
considering the psychological and socio-cultural relations goes beyond the scope of this

thesis.

Lyons et al. (2019) also suggest that digital identity is twofold in another sense: its nature
is both atomic, meaning it is based on the distinct pieces of information about a user.
However, as Lyons et al. (2019) argue, it is also cumulative, representing the collection
of other attributes. Needless to say that digital identity is not a full digital copy of a human
being, and therefore cannot be considered a “property” and cannot be owned (Allen,
2016). To prevent ambiguity, by “digital identity” the author of this research implies a set
of attributes allowing to uniquely identify a person in the digital environment. This

definition is more suitable because it excludes the “self-projection” component.

2.2 Evolution of identity

Throughout the evolution of identity management models, several milestones can
be distinguished: siloed, federated and user-centric (Ferdous et al., 2019). Self-sovereign
identity is believed to the next step in the sequence, which is illustrated in the figure

below:
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Self-
sovereign

Figure 1. Evolution of identity

Learning from the previous models and defining the challenges of the current identity
models is vital before proceeding with the SSI features. The following paragraphs give a

summary of various identity models and provide the context for the evolution of identity.

2.2.1 Identity models

Siloed model

The siloed identity model, also referred to as isolated, is the oldest identity model and is
the most used one. Siloed identity is created and used exclusively for one particular
purpose or organisation, with the shared trust being established between the user and the
identity provider (Ruff, 2018). In this case, the personal information provided by the user
is stored in the organisational database, i.e. a silo, hence, forcing the user to create these
relations for every interaction with the different entity (Ruff, 2018). This model became
cumbersome with the growth of online services, resulting in users having to remember
numerous passwords for every resource (Jasang & Pope, 2005). Notably that the central
registries are also in place in many countries, storing lots of personal information about
the citizens. As such, centralisation of identities’ increases the risk of data misuse and
abuse (ID2020, 2019)

Federated

An identity federation is composed of “agreements, standards and technologies”, which
allow several service providers accept the identifiers of users from a limited number of
other providers (Josang & Pope, 2005, p. 4). In such systems, the user’s identity data is
created via one provider and can be reused in another one (Dunphy & Petitcolas, 2018).
The Thales Group, a French electronic systems developer, believes that these federation
are most commonly pushed by banks, due to the trust and broader outreach (Thales,
2019). Single sign-on is the authentication subset of the federated identity scheme, which
can provide access to various platforms after logging in via one provider (Abraham,
2017).

Federated platforms are criticised for not being vulnerable to passwords proliferation and
having privacy risks, identity theft and impersonation associated with that (Toth &
Anderson-Priddy, 2019). Although the federated identities offer easy logging in
experience, they provide little credibility in terms of security instead (Syed, 2019)
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This identity model is prevalent within the public sector. The report on the identity
solution in the EU showcases several renown federated identity solutions, namely the
Italian SPID, Swedish BankID, British Gov.uk Verify and the Belgian itsme (European
Union, 2018).

User-centric

User-centric identity management systems move the federations away and put the user in
administration and control of identity information (Dunphy & Petitcolas, 2018). These
systems were created with the idea that federated models are complicated. Consequently,
more automation and system support on the user’s side is indispensable (Josang & Pope,
2005). In this identity management scheme, the information about the user is stored by
the user’s side, in the way of a secure token, such as a smart card (Abraham, 2017). Hence,
sharing an individual’s identity information can only happen with their explicit consent
(Abraham, 2017). User’s consent and interoperability were at the focus of user-centric
methodologies (Allen, 2016). This approach is believed to make the user experience
better by “strengthening the mutual authentication between users and service providers”
(Jesang & Pope, 2005, p. 7). However, as Allen (2016) argues, powerful institutions

possess the final ownership over user-centric identities.

23 The future of identity management

Self-sovereign identity is believed to replace the current identity models and
become the next stage in their evolution. Many features of SSI are being discussed, but
before that, there needs to be a clear problem statement of why current identity

management is wicked and, therefore, needs this evolution.

Several studies were conducted to shed light on the evolution of identity management to
outline these drivers to change but also to anticipate the future of identity schemes. In the
context of global identity development, ID2020 project argues that the emerging
technologies, especially decentralised identity systems, hold a potential to improve the
privacy of user’s data and allow portability and verifiability of identities. Still, a
commonly agreed semantic and technical standards are needed to make that happen
(ID2020, 2019).

2.3.1 Drivers for the identity evolution

Research by European Commission

European Commission undertook a challenge on mapping the current technological

developments in the identity management landscape and published the report of the study
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conducted by Deloitte. This report highlights the importance for governments to stay up
to date with the eID landscape evolution to guarantee the relevance of the state-issued
documents. Following the recent trends in the electronic identification discussed in the
report, several factors driving the evolution of identity were presented. Those factors
grouped under four categories: social, economic, technological and political and are

shown in the following figure.

* Globalisation and e Crowded digital * User-centricity * Increasing cyber
connected societies market « Interoperability security risks

¢ Demand for * Growing dependency e Data privacy  The rise of
Seamless experience between public and technology (Cloud,

e Increasing concerns private sectors DLT, Al, loT, social
about use of media)

personal data

Figure 2. Drivers to identity evolution by European Union (2018)

Based on these drivers, experts foresee the following trends in the identity realm:
increasing usage of mobile identity systems, deploying behavioural biometrics and most
importantly, giving citizens more control over their data (European Union, 2018). In that
sense, the authors also foresee SSI to be a mainstreaming model in ten years. The report
concludes that the roles of different actors and the value division in future identity

ecosystems will be entirely different (European Union, 2018).

Research by BBVA

Another study conducted by a Spanish financial company looks at identity as the
fundamental development enabler, both in political and economic dimension (BBVA,
2019). The authors believe that financial institutions could act as relying parties within
the federated identity systems because of their experiences with managing their
customers’ identities and established trust in banks as institutions. Also, the researchers

identified the drivers to lead the transformation of identity solutions:

Exponential Privacy concerns
New user . At
beehavii)eur Need for trust technology rises Diminished costs grow
* Prove identity « Big Data « Digital systems are « Users decide
. R'ising e)'(p'ectations 0|"1||nf2 with trust ot cl;eape:' that .themfelves on their
o Single digital * High impact of the i physical ones identiy usage
identity lack of trust « A prerequisite of

* Biometrics onlune transactions

Figure 3. Evolution of identity drivers by BBVA (2019)
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Legally enabled interoperability is a key to ensuring that future identity system benefits
to their best ability, along with a strong focus for data protection (BBVA, 2019). Hence,
it will be essential for governments to set up trust frameworks to regulate the components
of those identity systems (BBVA, 2019). Also, the authors of this study highlight that
both security and comfortable user experience are essential components of the future
identity solution. In the discussion on users demanding more control over their identities
and increasing usage of mobile devices, self-sovereign identity is viewed as the following
evolutionary step of the identity, specifically mentioned banks being identity
authenticators with a possibility of employing blockchain (BBVA, 2019).

2.3.2  Principles of future identity

ID2020 project believes that the identities of the future should be private, portable
and persistent, and their subjects must hold full authority over its sharing and usage
(ID2020, 2019). For a more thorough analysis of what the identity could look like, The
World Bank took the initiative and conducted the respective study on the principles of
future identity. These principles serve as a guide for global cooperation towards building
sustainable identity models under the “Identification for Development” programme. They
are endorsed by a large number of organisations worldwide from development, academic,
and private sectors (The World Bank, 2019). Although the main target is developing
countries without streamlined identity systems, the principles are universal and comprise

best practices and knowledge from all over the globe.

The total of ten principles was grouped into three sub-categories, being inclusion, design
and governance (The World Bank, 2017). In essence, the core idea is to ensure that
identity systems are universal and globally covered; robust, secure and long-lasting but
also trustworthy and well-governed. A summary of these principles can be found in the

figure below.

* Universal coverage ¢ Unique, secure and accurate identity * Regulatory frameworks
¢ Universality ® Robustness e Legal and regulatory frameworks
¢ Non-discrimination ¢ Interoperable and responsive platform e User rights
¢ Removed barriers ¢ Interoperability ¢ Institutional mandates and
* No financial barriers * Responsiveness accountability
« No ICT disparities « Open standards and technology * Institutional mandates
neutrality ® Accountability
® Open standards ¢ Legal and trust frameworks
¢ Vendor and technology neutrality ¢ Oversight
¢ Privacy and control by design ¢ Adjudication

* Privacy by design

* Proportionality and minimal disclosure
¢ Financial and operational sustainability

e Sustainability

Figure 4. World Bank’s Identity principles by The World Bank (2019)
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The latest report on the project implementation suggests the trends of shifting towards
decentralised identity solutions, which are believed to increase data security, give people
more choice and generate better solutions via increased competition (The World Bank,
2019). However, it argues that shifting towards these identity paradigms requires the
ability of public and private sectors to leverage the foundational identity systems in order
to boost the integrity of data or onboard new users (The World Bank, 2019).

24 Self-sovereign identity

Decentralised identity management implies that as much as possible control over
issuing and administrating identity is given to its subject, or a user, which can be achieved
using the cryptographic algorithms and mathematical models (Lyons et al., 2019). As the
next generation in the identity evolution, SSI emerged as a genuinely new identity
paradigm. Originally coming from the technical community, SSI has now reached a state
of increased interest from its enthusiasts. An active community of SSI enthusiast and
practitioners uses the GitHub platform for exchanging the ideas and working on the
improved terminology and concepts of self-sovereign identity. The following chapter will
present the overview of concepts related to SSI as one of the forms of decentralised

identity.

In essence, sovereignty refers to having the highest power or being entirely independent
(Cambridge Dictionary, n.d.). In simple words, self-sovereign identity is a form of a
decentralised identity where users can create their own identity and collect the credentials
from verified sources and store them securely in their “identity wallet”. It thus excludes
control from the third party and enables a two-party relationship (Ruff, 2018). Notably,
the key difference between the SSI and the previous identity models is that with SSI users
exist independently from any service provider (Miihle, Griiner, Gayvoronskaya, &
Meinel, 2018).

2.4.1  Principles of SSI

Despite its ongoing formation and missing a commonly accepted definition, SSI can
be described with ten core principles outlined by Christopher Allen in 2016. He opened
a discussion on SSI with his publication “The Path to Self-Sovereign Identity”. Inspired
by the “7 laws of identity”, written by Cameron (2005) and the United Nations’ chapter
on human rights (UNCHR), Allen proposed his ten principles that allow describing the
full spectre of features for the self-sovereign identity. A more comprehensive academic
debate on these principles can be found in section 3.6. The overview of the overview and

brief explanation of these principles is illustrated in the figure below.
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¢ an independent existence of a user;

e control of user’s identities;

e access to user’s own data;

e transparency of systems and algorithms must be;

e persistency of identity;

¢ portability of information and services about identity;
¢ interoperability of identity;

e explicit consent to use the identity;

e minimised disclosure of claims;

e protection of the rights of users

Table 1. Ten principles of SSI by Allen (2016)

2.4.2  Essential components of SSI

Within the SSI ecosystem, commonly there are four main actors, depending on their
relation to the identity. These are an issuer, a subject, a holder and a verifier of identity.
Identity issuer is the entity that creates, or issues identity attributes, which characterise
the identity subject. Identity holder, in turn, is an entity, which is held accountable for
interacting on behalf of this identity. A difference between the identity subject and the
identity holder should be drawn because although in most cases both terms refer to the
same person, in the event of an individual having a legal guardian, who is the identity
holder but not the subject (Miihle et al., 2018). A verifier is a party that verifies or relies
upon a piece of presented identity information (Wagner et al., 2018). In other words, this
presented identity information is referred to as verifiable credentials (VC), which are
digital credentials that come with such cryptographic proofs (Lyons et al., 2019).
Ensuring its authenticity and integrity can be achieved by distributing it as a cryptographic
token (Ferdous et al., 2019)

As denoted earlier, the identifier allows uniquely identifier the person without necessarily
disclosing any other information about it. In the SSI system, this minimum data is
represented by a URL-type identifier and is referred to as a decentralised identifier (DID)
(W3C, 2020). According to the World Wide Web Consortium, DID works globally and
does not require a centralised registration entity. It is registered with a decentralised
network, such as DLT, and is entirely under the user’s control (W3C, 2020). DID has two
parts: the public and the associated secret one. The latter is used to prove the ownership
of that identifier and serves a strong link between the DID and the data (Lyons et al.,
2019). A schematic relationship of the actors and the underlying SSI ecosystem is
illustrated in the following figure, suggested by Preukschat & Reed (2019):



credential requested proof requested
Signs credentials Verifies credentials

proof presented

I credential issued

Decentralised Identifiers (DID)

Figure 5. SSI roles by Preukschat & Reed (2019)

It should be noted that although the idea of decentralised identity is to put the user in
control, it cannot exist entirely independently and it relies on the data provides by the
third parties (Lyons et al., 2019). As such, SSI can have the credentials issued by the
identity subject but also contain elements issued by other parties, including the
government (Wang & De Filippi, 2020). Similarly to the physical world, the government

remains the possibility the revoke credentials (Lyons et al., 2019).

2.5 National SSI projects

Amidst the global SSI development, several initiatives took a further step and
developed working solutions, that tackle the technical part of self-sovereign identity and
explore its implementation. Among those are solutions designed by uPort, Jolocom,
Sovrin, Evernym and IBM, which vary in their core principles and the technology
involved. European Blockchain Partnership, along with the European Commission,
initiated the creation of a European Blockchain Service Infrastructure (EBSI) in order to
facilitate creating efficient digital cross-border services (European Commission, 2018a).
It is believed that EBSI will boost the development of the Digital Single Market and
enhance service provision by public and private sectors. Under this initiative, the
European self-sovereign identity framework (ESSIF) was created to embrace the
knowledge about self-sovereign identity and to coordinate the activities around Europe
regarding it (Du Seuil, 2019).

ESSIF’s primary goal is to coordinate efforts to ensure the interoperability in the cross-
border interactions. Among other things, ESSIF looks at how SSI can be aligned with the
once-only principle, the EU Regulation Ne910/2014 (eIDAS) and hence build the identity
layer for the EBSI (Du Seuil, 2019). The first phase of the project had the goal to define

the necessary components of the SSI ecosystem. It was finished in 2019, followed by
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framework research and the pilots’ phase, with the mass implementation scheduled for
2021-2022 (Du Seuil, 2019)

Also, since the governments are more actively catching up with emerging technologies,
SSI is no exception. At the moment, these initiatives are in the exploration stage, meaning
that no specific takeaways can be derived from them for this study. The following section
presents the overview of SSI-related activities happening in the public sector in different

countries.
Belgium

Belgium has also expressed its interest in leveraging the blockchain technology for
providing identity solutions for its citizens. The “Blockchain on the move” project was
created as a collaboration of the Flemish Government, the city of Antwerp, Antwerp’s IT
company Digipolis and the Flemish ICT organisation Victor under the Innovative Public
Procurement Program (Flemish Government, 2019). It was anticipated that citizens would
get more freedom of choice in terms of sharing their data and having full control over it
via having their digital vaults (Flemish Government, 2019). The first phase of the project
involved the technical partner Jolocom and has the aim to develop building blocks, and it
was completed in 2019 (PIO, 2019). The result of this phase was the developed PoC to
illustrate the possibilities of SSI, upon which the use-cases can be built (Flemish
Government, 2019). The scope of the project was modified, making the next step the
investigation of the added value and the feasibility of the processes in Antwerp, such

refugees’ identities, digital key for civil services and the relocation in the city (P10, 2019).
Canada

While setting a goal of digitalising all public services by 2025 (Canadian Digital Service,
2019), Canadian public sector also seeks to explore the opportunities of the self-sovereign
identity. The country has also set the principles for the future of digital identity, where
decentralisation is mentioned among the key priorities (Wolfond, 2017). While the
country used both federated and centralised identity management systems, the Pan-
Canadian Trust Framework was created to explore the opportunities of SSI in the context
of Canadian public sector (Bouma, 2020). It aims at facilitating the transition towards a
digital ecosystem for Canadians, which will increase the efficiency and secure
interoperability among the current processes (Canada.ca, n.d.). Additionally, evaluating
the possibilities of shifting from centralised digital identities towards VC is on the

Canadian public sector’s agenda (Bouma, 2020).
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Becoming the world leader in terms of SSI implementation both an ambitious goal and
also a part of the reality: many initiatives in Canada already explore the opportunities of
SSI (Digital Canada, 2020). One of these projects was launched in the province of
Alberta, where the local efforts were put together to launch the “Alberta Credentials
Ecosystem”. Inspired by the SSI, the project intends to increase the understanding of the
self-sovereign identity and focus of specific use-cases for SSI inside the province (Digital
Canada, 2019b). Another application can be found in the province of British Columbia,
where a decentralised registry was created to combat the excessive red tape under the
“OrgBook” project (Digital Canada, 2020). Following the example of the “Once-only”
principle of the European Union, the OrgBook project created a publicly available

repository, where the credentials of the organisations are stored, so they can share the data

Overall, Bouma (2020) believes that it is too early to make predictions on the outcome of
the efforts happening in the field. It is also mentioned that a legal framework is required
to fully support the implementation of the new technology (Digital Canada, 2019a). If
addressed in the right manner, SSI is believed to create a better digital ecosystem for
Canada (Bouma, 2020).

Germany

Apart from having an active community working on blockchain-related projects,
Germany also has an initiative for SSI coming from the public sector as well. German
authorities, in cooperation with business and academia, started exploring the
opportunities for SSI on the national scope. The project named “Self-Sovereign Identity
fiir Deutschland” (Self-Sovereign Identity for Germany) aims at developing the entire
ecosystem for decentralised identity. It also aims at allowing secure digital identities,
which are also compatible with other international networks, in Europe in particular
(Bundesministerium fiir Wirtschaft und Energie, 2020). According to the Federal
Ministry for economy and energy, this project will attract businesses, public
administrations and citizens for creating user-friendly, trustworthy and cost-efficient
solutions. Users will have a chance to store their data at their end, at the phone or other
device, for instance. The data can be shared with other institutions’ open request via the
DLT network (Bundesministerium fiir Wirtschaft und Energie, 2020). As the ministry
reports, the technology behind the system is the Hyperledger Indy and Hyperledger Arias
by Linux.

The Netherlands

The blockchain is a significant part of the technological agenda in the Netherlands, with
Dutch Blockchain Coalition being the key body. Also, the Delft University of Technology
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is involved in the research on DLT for more than ten years, with Dutch Digital Passport
being of their renown projects (TU Delft, 2018). As the Ministry of Interior supported
this initiative, the developed application was meant to facilitate many identity checks
procedures, having the SSI principle at the backbone (Delta, 2019). Notably, the previous
initiatives with a similar scope from Utrecht and Eindhoven were cancelled due to
immaturity of technology at that stage. At the same time, the TU Delft employs the brand
new TrustChain technology (Delta, 2019).

Also, a mentorship initiative was started in the Netherlands. In November 2019, a new 3-
years project named “NGI eSSIF Lab”, initiated by the consortium of companies, was
launched under the EU Horizon 2020 research programme (TNO, 2019). This project is
aimed at exploring the self-sovereign identity and will allocate the 5.6 million euros for
62 Dbusiness- and infrastructure-oriented projects (eSSIF-Lab, n.d.). (TNO,
2019)Therefore, the top priority of the eSSIF-Lab to create scalable and mutually
interoperable solutions to be used throughout all domains (TNO, 2019).

Sierra Leone

The West-African country of Sierra Leone decided to launch national decentralised
identity system using the Hyperledger layer. San Francisco-based company Kiva
developed the protocol for this decentralised system, which uses the DID and VC models,
having public bodies as VC issuers (Wang & De Filippi, 2020). Because the design of the
system is private and permissioned, the approval of credentials issuers is done with the
approval from the government and presently, these trust anchors comprise governmental
and microfinance institutions (Wang & De Filippi, 2020). Hence, every citizen of Sierra
Leone will be able to obtain credentials guaranteed by trusted sources and the possibility
to make claims about themselves. Additionally, the pan-African coalition is working on
Vibranium-ID decentralised identity to consolidate the initiatives and bring the SSI to
African citizens. However, as Wang & De Filippi (2020) conclude, the high connectivity
and smartphone penetration are necessary to enable the benefits of SSI, while Sierra

Leona is a low-income country with significant economic barriers yet to overcome.
Spain

A national blockchain system named Alastria is being built in Spain by a non-profit
consortium of 70 companies from various sectors (Wagner et al., 2018). This network
had the aim to boost the creation of digital ecosystems by allowing stakeholders, both
private and individual, to create the digital representations of their assets (InnoCells,
2019). As such, this new system will enable control over the personal data to Spanish

citizens, following all European Regulations (Wagner et al., 2018).
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In addition to that, a province of Catalunya has started another DLT-initiative of
providing SSI to its residents (Government of Catalunya, 2019). The eIDAS-aligned
project named “IdentiCAT” aims to benefit Catalonians by giving them the sole control
over their data, making it one of the first use-cases in the world, where SSI is supported
by the public sector (Government of Catalunya, 2019). Although the Catalan government
will remain as the identity validator, the citizens are foreseen to have sole control of their

identities (Government of Catalunya, 2019)

2.6 Summary of chapter 2

The notion of “identity”, in the physical and digital dimensions, cannot be looked
at in isolation because of its dependence on other factors. This chapter presented the main
concepts related to identity and digital identity, as well as underpinned the drivers and
principles of future identity systems. Based on the existing discourse, SSI conceptually
fits this narrative by bringing more control to the citizens and allowing transportability,

interoperability and higher security of identities.

Also, the public sector has already demonstrated its interest in this identity model.
Presently, many SSI-related initiatives can be found around the globe. As the aim of this
study is to assess the possible benefits and challenges that SSI can bring to the public

sector, the following section elaborates on the conceptual framework for this analysis.
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3 LITERATURE REVIEW & CONCEPTUAL FRAMEWORK

The analysis of the SSI implications in Belgium will be guided by the conceptual
framework proposed in the literature and tailored for the needs of this research by the
mapped academic debate on SSI opportunities and challenges. Using the conceptual
framework, according to Miles and Huberman (1994), allows researchers presenting what
is included in the scope of the research and establishing the relationships between the
constructs of the study (as cited in Baxter & Jack, 2008).

Hence, it is vital to outline the key achievements in academic research to put this thesis
in perspective to understand how the opportunities and challenges can be assessed. The
selection of papers was made by the following keywords: “self-sovereign identity”,
“decentralised identity”, “blockchain identity” with the combination of “framework”,
“benefits”, “challenges” and “principles”. The illustrated matrix of the selection of papers

is presented in the following figure:

Blockchain

Blockchain in the public
sector

Blockchain for identity
management

Self-sovereign identity

SSI models, definitions ® Opportunities
and principles ¢ Challenges

Figure 6. Themes of the literature review

3.1 Blockchain

Blockchain unconditionally is a buzzword: as a technology behind the acclaimed
cryptocurrency bitcoin in 2008, blockchain invoked many uncertainties in the society.
Scholars and practitioners argue that blockchain is a disruptive innovation with the
economy-changing capability (Mattila, 2016; Trautman, 2016; Yuan & Wang, 2018), or
even calling it a fundamental technology (lansiti & Lakhani, 2017).

A white paper on SSI, prepared by Sovrin Foundation, gathered experts from various
fields and suggested that SSI does not depend on a certain kind of DLT, meaning it is not
necessarily blockchain-based (Wagner et al., 2018). It is important to draw a line between
the blockchain, and a distributed ledger should be drawn. A distributed ledger refers to

an architectural constitution of nodes spread across the network with no governing or
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central body, and the consensus on its current state is reached by the participants of this
network (Maull, Godsiff, Mulligan, Brown, & Kewell, 2017). DLT can be best described
as copied, shared, and synchronised data spread across different locations (Yu, Liu, He,
Si, & Zhang, 2018). Notably, that although every blockchain is a distributed ledger, it

does not work vice versa (Yu et al., 2018).

In essence, blockchain is a public ledger, that can be used throughout the globe for storing
records in a decentralised fashion (Swan, 2015). It means that blockchain is a distributed
database, maintaining a continually growing list of records, which are called blocks, each
of those blocks storing transactions (Dlnes & Jansen, 2018). These transactions could be
anything from financial data to votes, software or even ideas (Swan, 2015). Hence, the
immutability of such way of storing the data is created, as the blocks are linked with a
cryptographic function called a hash. Hash is a cryptographic function to return a value

of a fixed length, no matter the size of the input.

Speaking of DLT is impossible without mentioning its essential elements. Yu et al. (2018)
systematised the overall composition of DLT into several layers: application, contract,
privacy, incentive, ledger technology, consensus, network and data layers (Yu et al.,
2018). For blockchain, in a universal explanation, the following figure presents the five

main components of blockchain:

Cryptography Consensus

« Hash-functions o mechanism
o Public key oL * Determine order

infrastructure cryptographicall of transactions

y

Figure 7. Blockchain’s main elements by Hileman & Rauchs (2018)

The typology of blockchain illustrates how can this technology be used for different
purposes. Commonly, blockchains can be public or private, based on the possibility for
any user to join the network, and permissioned or permissionless, based on what parties

are entitled to make contributions to the state of the ledger (Hileman & Rauchs, 2018).

3.2 Blockchain in the public sector

The application of distributed ledger technologies, blockchain, in particular, has got
attention from scholars. Apart from the financial and business sectors, it is more of

interest for this thesis work to consider how blockchain found its place in the public
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sector. Levering the industry-disrupting technology within the government with the
potential to solve transparency and security problems seemed promising both for the
public administrations and the scholars working in this field. Researchers explore what
the opportunities for employing blockchain with social impact are. Kuo, Kim, & Ohno-
Machado (2017), for instance, explored the prospects of implementing this technology in
healthcare. Despite the expected challenges, the authors gave a positive forecast for
blockchain’s application for improving biomedical and health care domains (Kuo et al.,
2017). Researchers also highlight that what can be expected from blockchain is
transparency, equality and autonomy in the realms of “online identity, human trafficking,
corruption, fraud, democratic participation and freedom of expression” (Al-Saqaf &
Seidler, 2017, p. 12).

The paper of @lnes, Ubacht, & Janssen (2017) presents an in-depth analysis of academic
work. It sets the ground for a future scientific debate on blockchain implementation in the
public sector, specifically for e-government. The authors acknowledge that modern
research tends to ignore factors such as “implementation, trade-offs, limitations,
materiality and governance aspects” when discussing blockchain’s possibilities (Qlnes et
al., 2017, p. 355). In case of the government, a thorough analysis of its processes is
needed before any expectation should be made because many benefits lying behind the
blockchain are not exclusively attributed to the blockchain (Qlnes et al., 2017). In that
way, before any concrete implementation plans are developed, it is crucial to map what
benefits are blockchain-specific and for which situation blockchain could be the best fit
to achieve the desired benefits (Qlnes et al., 2017). A crucial issue of blockchain
governance was raised, specifically its two roles: “governance by blockchain™ and
“governance of the blockchain” (Qlnes et al., 2017). While the former stands for using
blockchain for organising the governmental processes, the latter means that the process
of blockchain implementation and maintenance has to be guided by both technology
experts and policymakers (Qlnes et al., 2017). From a more technical perspective, an
information stewardship issue was raised because the ledger equipment is owned and has
to be maintained by some party (Qlnes et al., 2017). The authors also suggest that
government can act as a trusted administrator, and will initiates and maintain the ledger,
“determine the transaction rules and audit applications” in order to guarantee stable
functioning (Qlnes et al., 2017, p. 363).

On the international scene, a notable contribution to mapping blockchain’s possible
implications in the public sector was made by the Organisation for Economic Co-
operation and Development (OECD) (Berryhill, Bourgery, & Hanson, 2018). Its report
has aggregated the existing knowledge, interviewing field experts, among other things.

Despite the expected benefits of increased effectiveness, knowledge sharing and
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automation, as well as the decreased bureaucracy and friction between agencies, they
concluded, that blockchain technology is not universal and cannot be used to solve all
existing challenges of the public sector (Berryhill et al., 2018). They suggested that the
public administrations, along with the partners from all industries, should experiment
with this technology, test use-cases and accumulate the knowledge on blockchain’s
application. As Qlnes et al. (2017) suggest, along experiments goes the adaptivity for the
changing circumstances. In order to make that happen, public administrations need to be
agile and open to digital transformation, as bringing blockchain-based identity
ecosystems will likely change many entrenched processes and governance framework
(Wolfond, 2017).

The same suggestion regarding the future experiments was made by the World Food
programme, where Blockchain was used to provide the financial aid to refugees and
managed to eliminate 98% of the related transaction bank fees, compared to standard
transfers via the local bank (Zambrano, Young, & Verhulst, 2018).

33 Blockchain for digital identity

An even more specific application of blockchain in the public sector, for digital
identity, in particular, can also be found in the literature. Zyskind, Nathan, & Pentlad
(2015), inspired by the success of the bitcoin in reducing surveillance, argued that a
similar approach could be used to build decentralised personal data schemes. They
attempted to leverage blockchain technology to create a decentralised platform for

securely sharing personal data.

HBR researchers also concluded that the domain of identity management will benefit
from blockchain the last but can deliver the highest value (Iansiti & Lakhani, 2017). Also,
the EU report on the blockchain on digital identity states that although this technology
might not be required for achieving decentralised identity, it can still be a powerful tool
for many facets of its framework (Lyons et al., 2019). These authors also suggested that
those aspects could be, for instance, issuing and registering decentralised identifiers,
notarising user’s credentials, as well as providing decentralized infrastructure for access
control (Lyons et al., 2019).

Dunphy & Petitcolas (2018) were interested in looking at the opportunities for the
distributed ledger technologies used for solving the centralisation problem of identity
management. They defined two categories of DLT-enabled identity schemes: SSI and
decentralised trusted identity”. Despite mentioning SSI, the paper does not address this
particular paradigm as its core objective and is instead looking at the overall opportunities

for the distributed ledger technology. The authors analysed the existing DLT identity
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solutions against the “laws” of identity by Cameron (2005). Yet, this assessment cannot
be considered relevant as of today as Cameron’s laws are dated 2005, leaving many recent

developments behind.

Nevertheless, based on the evaluation of those DLT solutions, authors concluded that
although they aim at eradicating the middleman and hence removing the centralisation, it
is not possible to be done entirely due to the nature of identity management, where there
is a “profound need for trust” (Dunphy & Petitcolas, 2018). They suggest that the task for
the future research is to find the balance between centralisation and decentralisation in
the DLT-based identity management systems, underscoring that the blockchain is not a
“silver bullet solution” for this (Dunphy & Petitcolas, 2018)

Driven by the social demand of having more control over the personal data in the
Netherlands, Baars (2016) conducted a study on exploring the opportunities of using
blockchain for achieving self-sovereign identity. At that time of the study, the available
decentralised identity solutions were analysed, and the majority of them did not allow the
user storing their personal data, or the solution did not gain a wide adoption yet (Baars,
2016). Hence, novel at that time, the decentralised identity management solution
proposed by the author encompasses ten principles offered by Allen (2016). Based on the
developed proof of concept, the author acknowledged the opportunities for blockchain to
be used as the underpinning technology on the infrastructure level to achieve self-
sovereign identity. No information should be stored on a blockchain, and claims should
be used instead (Baars, 2016). Overall, the author concludes the blockchain can be used

to solve the trust problem, instead of guiding the development of the artefact.

34 Theoretical development

3.4.1 Definitions of SSI

Self-sovereign identity research emerged as a separate stream relatively recently,
though circulating discussion on brining control over the personal data was there for a
long time. Interestingly, the paper published in 2010 argues that the initiatives on creating
a citizen-controlled decentralised vault were abandoned due to privacy and security
concerns at that time (Dumortier & Robben, 2010). Also, despite the earlier attempts to
resolve the decentralised identity puzzle, the official name of “self-sovereign identity”

the topic of this thesis received only in 2016.

Many scholars refer to the article at the “Life with Alacrity” blog as a turning point
specifically for self-sovereign identity. However, due to its dynamic development, there

is no commonly-accepted definition for SSI, and the ones found on the internet can also
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vary (Miihle et al., 2018). It is also argued that the present definition may not only vary
but also contradict to each other (Ferdous et al., 2019).

Christopher Allen is considered to be a pioneer in the SSI discourse and defines self-
sovereign identity as an identity paradigm where a user is central to its administration
(Allen, 2016). He argues that this identity has to be interoperable and autonomous, as
well as transportable. Another definition of SSI can be denoted, which was elaborated by
the collective efforts of researchers and private sector companies. According to them, SSI
is a “model of digital identity where individuals and entities alike are in full control over
central aspects of their digital identity, including their underlying encryption keys”
(Wagner et al., 2018, p. 27).

3.4.2  Principles of SSI

The nature of SSI can be described via its core principles, which were the first
outlined in the blog post by Allen (2016). These principles, in essence, give a full spectre
of requirements for the identity to be called self-sovereign, covering the perspective that
human rights, which, according to the UNCHR, are universal and should be conveyed in
the digital world too (Allen, 2016). Not long after their publication, some criticism from
the experts’ side was published in the SSI directory on the GitHub platform (Schutte,
2016). In one of the webinars on SSI, Christopher Allen also mentioned that the principles
would be revised in 2020 (Allen, 2020).

For an unambiguous understanding, those principles were divided into the following
categories: controllability, portability and security (Tobin & Reed, 2017). Scholars also
argue for breaking down the security category for two sub-categories, stating that
protecting personal data and limiting its exposure to a minimum can describe SSI more
explicitly (Miihle et al., 2018). While some studies refer to the SSI principles just as Allen
wrote them, others argue that those are incomplete or misguiding. The new principles
were suggested by Stokkink & Pouwelse (2018), namely, provability, stating that “claims
are not worth anything if they cannot be shown to hold true” (p. 1337). Also, Satybaldy,
Nowostawski, & Ellingsen (2020) propose including usability to emphasise the
importance of comfortable user experience. The following section illustrates some works

elaborating on their vision of SSI core principles.

Principles of SSI by Toth & Anderson-Priddy (2019)
Toth & Anderson-Priddy (2019) followed discourse that the principles of SSI are still

commonly defined. Seeking possible standardisation of the SSI properties, authors
considered the previous efforts to propose a unified framework to describe a self-

sovereign identity. While existence, transparency, and protection from Allen (2016)
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require further debate, the remaining ones were regrouped and enriched by Cameron’s
laws and W3C'’s identity standards. These authors also conclude that new principles are
needed to make the definition of SSI more explicit: usability, counterfeit prevention,
identity verification and assurance, as well as secure transactions (Toth & Anderson-

Priddy, 2019). The summary of these 14 SSI principles can be found in the following

Identity data model Interoperability

figure:

* Persistence e Usability

e Portability e Counterfeit prevention
e Control e |dentity assurance

® Access e |dentity verification

e Consent e Secure identity transfer
e Disclosure e Secure transactions

Table 2. SSI principles by Toth & Anderson-Priddy (2019)

The authors acknowledge the possible disagreements among the colleagues and indicate
their openness for the future debate. The authors used SSI architecture, which they
developed to validate these principles. Toth & Anderson-Priddy (2019) concluded that

further research is needed to incorporate user’s consent into that architecture.

Principles of SSI by Ferdous et al. (2019)

Seeking a shared understanding of what self-sovereign identity semantically is, Ferdous
and colleagues (2019) critically assessed the existing knowledge. Their goal was to pose
a unified definition of this concept, as well as the properties that SSI should have. They
argue that most of the definitions of what SSI is are based on the textual properties and
usually neglect the real implementation. Also, Ferdous et al. (2019) mentioned that
identity and identity management systems are different concepts, and often the properties

listed to SSI are more related to the identity management system.

As their contribution, Ferdous et al. (2019) proposed a mathematical model to illustrate
SSI functionality, based on its features, which were derived from the existing discussion
in academia and practice. These authors believe that although there are some market
solutions labelled as SSI, they do not meet the full list of requirements and hence, more
rigorous work in needed to achieve SSI fully. Initiating a debate on a more stringent way
of looking at SSI, the authors proposed the typology of SSI properties, which are

illustrated in the figure below:
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Foundational

« Existence Security Controllability Flexibility Sustainability
e Autonomy ® Protection * Choosability * Portability ® Transparency
e Ownership ¢ Availability e Disclosure e Interoperability e Cost

® Access e Persistence * Consent * Minimisation e Standard

* Single Source

Figure 8. Principles of SSI by Ferdous et al. (2019)

Notably, the authors distinguish which principles are SSI-inherent and which correspond
to the identity management systems: they believe that the first group of principles, namely
the foundational, are the ones without what the SSI cannot exist. Regarding the
technological implementation for the proposed model, smart-contract supported
blockchain systems are believed to be the core solution due to its compliance with the

principle SSI features (Ferdous et al., 2019).

343 Models of SSI

Focusing on a more practical side of self-sovereign identity has posed difficulties
on researchers as it is difficult to foresee the best use-case for an immature technology.
Although the standardisation and interoperability are essential for ensuring the
development of the SSI, there is no universal identity model for each use case, and it

should be hence tailored for each application (Wang & De Filippi, 2020).
Requirements for SSI information system by Van Wingerde (2017)

A study by Van Wingerde (2017) aimed at uncovering the requirements for a regulatory
compliant SSI information system. Also, the author wanted to determine how can
blockchain technology contributes to that and whether it is a must component of this
model. The ten principles of SSI by Allen (2016) guided the processes of building these
requirements, as well as the trans-European regulations such as GDPR, eIDAS and 2
Payment Service Directive. Additionally, functional and non-functional requirements for
six use-cases of SSI were identified, including establishing a digital identity, issuing
verified claims, asserting a verified claim, revoking a claim, authenticating an entity and

providing access to personal data to another entity (Van Wingerde, 2017).

The author then validated to what extent does the blockchain technology help achieving
these requirements for the SSI (based on the 1 to 3 satisfaction), resulting in 79% of the
criteria being satisfied (Van Wingerde, 2017). This researcher concluded that although
blockchain can significantly contribute to achieving SSI in practice, additional

technology is needed to meet all the requirements entirely. It was explained that
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blockchain has several drawbacks such as loose scalability, privacy is not entirely
achieved, and the cost of transactions is still high (Van Wingerde, 2017). The Dutch
government used the result of this study in the SSI policy

Model by Stokkink & Pouwelse (2018)

Stokkink & Pouwelse (2018) suggested an academically pure model for self-sovereign
identity. This model takes the existing solutions (Sovrin and uPort) and, using the results
of'the Van Wingerde (2017) research, authors create a standard SSI model, in cooperation
with the Dutch Ministry of the Interior and Kingdom Relations (Stokkink & Pouwelse,
2018). The process of developing this model was also guided by the ten principles by
Allen (2016), mentioning that the blockchain technology itself intrinsically fulfils some
of those principles. However, the authors also suggest that another principle should be
added, namely the provability, as without being provable, the claims are not worth
anything (Stokkink & Pouwelse, 2018).

The developed solution contains a model for the claim and its metadata, integrated on the
blockchain, including fields such as “name, timestamp, validity term, proof format and
proof link” (Stokkink & Pouwelse, 2018, p. 1338). Several solutions were hence
evaluated using the model, and one of the main takeaways was the ease-of-use of this
model, resulting from a low duration of claims verification, which was one of the authors’
aims in the first place (Stokkink & Pouwelse, 2018). The results of this study were used
as blueprints for the Dutch blockchain-based passport, being not only SSI principles-

compliant but also cheat-proof.
Van Bokkem et al. (2019)

Van Bokkem, Hageman, Koning, Nguyen, & Zarin (2019) looked at the problem from
the opposite direction, exploring whether blockchain is a compulsory component of SSI
or not. For that, they assessed 12 various SSI-labelled implementations against multiple
criteria intending to verify this assumption. These criteria comprised the ten principles of
Allen (2016) plus the provability principle, added by Stokkink & Pouwelse (2018). These
researchers proposed the framework for evaluating the existing SSI solutions and
concluded that although the blockchain-bases solution fulfilled more criteria, the DLT is
not necessarily underpinning self-sovereign identity (van Bokkem et al., 2019).

Nevertheless, blockchain can serve as a solid basis for building up SSI, given its features.

Apart from the works mentioned above, some notable papers also include one of
Satybaldy and colleagues (2020), who proposed the framework for evaluating, describing
and comparing SSI solutions. They looked that the Sovrin, uPort, ShoCard, Civic and
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Blockstack to check how these SSI solutions correspond with the set requirements. The
conclusion of the benefits and challenges associated with SSI are presented in sections

3.8 and 3.9, respectively.

Since SSI does not necessarily stand for the identity for individuals, it was also studied in
the context of objects, namely, the Internet of Things. Bartolomeu, Vieira, Hosseini, &
Ferreira (2019) looked at the existing technological solutions, including the Sovrin, uPort,
Veres and Jolocom and compared them against the following criteria: the presence of a
distributed ledger, number of supported transactions per second, a transactions delay and
transaction cost. Regarding the latter, the authors underscored that the users would not
commonly adopt the solution if the transaction fee is too high (Bartolomeu et al., 2019).
These researchers also admitted that Sovrin’s Hyperledger Indy, being one of the most
advanced solutions at the moment, stands out due to its permissioned nature, and hence,
no proof-of-work is needed for spam eliminations, which in turn minuses the transactions
delays and costs (Bartolomeu et al., 2019).

3.5 Benefits of SSI

Mapping the benefits of the maturing technology is tricky because there are no
use cases to validate those, and they can only be a subject of conceptual debate.
Speculating of benefits of an emerging technology that still matures must be done with
care in order to avoid exaggerating and deceitful statements. In this respect, Qlnes &
Jansen (2018) suggest that revealing the full potential of blockchain, not only in the public

sectors, lies in exploring the specific areas where this technology can be used effectively.

Nevertheless, many publications mentioned the areas where the SSI could positively
contribute. The following section presents the excerpts from the SSI-themed studies
trying to make sense of the potential benefits of this identity paradigm. Some of them are

blockchain-specific, while others are derived from the conceptual definition of SSI

Ferdous et al. (2019) also argue that mapping concrete use-cases is needed to uncover the
usefulness and the applicability of SSI. In that sense, Keil (2019) suggests that industries
that benefit the most from the uptake of SSI are the ones where the know-your-customer

(KYC) processes play a significant role.

The World Bank believes that decentralised identities can support refugees and grant
them absolute authority over identities (The World Bank, 2018a). That is to say that as
such, SSI is digital by default, and hence it is also more portable than a standard identity
document (The World Bank, 2018a). Not only in case of refugees but overall, SSI holds

the potential to bring more freedom to the individual and hence, “counteract the oligopoly
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structure of today’s Internet” (Der, Jihnichen, & Siirmeli, 2017, p. 3). It will remove the
need to trust a single authority and increase the trust in the governments since the
processes will become more transparent (Abraham, 2017). Overall, United Nations
believe that enhanced privacy and control over personal data impact the way an individual
develops, it is early to speculate whether SSI can guarantee that on practice without
concrete solutions (Zwitter, Gstrein, & Yap, 2019). Consequently, more democratic
societies can also be achieved with SSI, via better utilisation of online voting in particular
(Preukschat & Reed, 2019).

Governments can also expect to mitigate the “risk transacting with fraudulent and
malicious actors” for all levels of credentials (Syed, 2019, p. 58). Reducing fraud was
also mentioned by Toth & Anderson-Priddy (2019), who believe that SSI can contribute

to combating identity impersonation and data breaches.

The cross-border transactions can be made simpler and faster (Abraham, 2017). In a
broader scope, SSI is believed to remove the trust barriers in the European single market
and hence, to bolster it (Der et al., 2017). Also, the issue of reducing costs for an identity
management system is discussed as the key tasks for SSI (Abraham, 2017), knowing that
the current systems are costly (Doerk, 2020). Wolfond (2017) also argues that using
blockchain in a digital identity ecosystem can help cut costs caused by passwords
management. The higher standards will also result in increased efficiency in all sectors
(Wolfond, 2017). However, a more thorough analysis from the economic point of view
is needed because the present papers and publication merely provide a rationale behind

the statements on the financial benefits of SSI.

Preukschat & Reed (2019) argue that SSI can be explained neither within a limited array
of benefits nor with a primary one. They point out that these features and benefits are
diverse and depend on the specific use-case and industry where SSI is applied. The
developed scorecard illustrated the expected benefits of SSI, consisting of five major

categories, which are depicted in the following figure:

Relationship

Bottom Line - ‘ Ma t Regulatory Compliance

¢ Fraud reduction * Auto-authentication ¢ Auto-authentication * Mutual authentication * Data security
¢ Reduced customer on- * Auto-authorization  Auto-authorization ¢ Permanent  Data privacy

boarding costs * Workflow automation * Workflow automation connections * Data protection
* Improved e-commerce * Delegation & ¢ Delegation & * Premium private * Data portability

sales guardianship guardianship channels « Regulation Technology
* Reduced customer * Payment and value «Payment and value * Reputation

service costs exchange exchange management
¢ New credential issuer * Loyalty & rewards

revenue programs

Table 3. Benefits of SSI by Preukschat & Reed (2019)
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All in all, the list of benefits is not exhaustive and depends on the particular context. This
section only glances at the possible benefits of SSI. Consequently, more research is
needed in this field, and more use cases need to be tested to verify the statements as

mentioned earlier.

3.6 Challenges and driving forces

Apart from only seeing SSI as a universal and panacea-like solution, scholars also
admit several challenges, which might occur when implementing SSI paradigm. Experts
argue that although SSI might seem to solve the issue of trust, implementing this
technology is much harder than “selling” it. The World Bank reports that the opportunities
for decentralised identities, with many uncertainties associated with their implementation:
legal alignment, interoperability, “maturity, ease of adoption, affordability, performance,
security and scalability” (The World Bank, 2018a). The following section presents the
discourse around the challenges and flaws associated with the SSI and its implementation,
as well as the respective driving forces to support the SSI implementation. Many of those
challenges are not exclusively SSI-specific, yet it is worth noting them to be able to build

a holistic picture of SSI implementation.

3.6.1 User-related factors

Wagner et al. (2018) believe a most critical challenge in SSI wide acceptance is
its perceived complexity. As a result, SSI risks being not widely adopted. Most of the
modern SSI solutions are very technology-focused, meaning that the interfaces, managing
the keys and privacy concerns are “not addressed yet in sufficient depth” (Satybaldy et
al., 2020, p. 13). The idea of user-friendliness was also mentioned by Dunphy & Petitcolas
(2018). These authors also foresee a risk of having users with little technical background
left behind, as well as not being able to recover their keys if those are lost, hence losing
the access to their data. These researchers also argued that users are not very concerned
about the technology behind the identity management, having its usability as the primary

objective.

This behaviour is also mentioned in the study of Der et al. (2017). They pointed that users
usually choose to risk their privacy when using, for instance, Facebook or Google log-in
services in return with a conformable user-experience. They suggest that using SSI should
guarantee not only privacy and control but also a comfortable usage. Baars (2016)
indicated that the complexity of the technology can be tackled by creating a user-friendly

interface.
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Another important issue is social inclusion. Child’s identity has to be managed by
someone else due to legal constraints, as well as older adults who are not familiar with
the technology are at the risk of being left behind (van Dongen, 2019). Hence, the new
technological solutions are not likely to enjoy a wide adoption if their implementation is
based on the old schemes, as (Dunphy & Petitcolas, 2018) argue, and forget the
comfortable user experience in the equation (Satybaldy et al., 2020).

3.6.2  Technology-related factors

The primary challenge of SSI is its low maturity and a small usage, hence, its
impact is yet to be seen (Bartolomeu et al., 2019). These researchers also acknowledged
that commonly accepted specifications terms of standardisation are lacking, despite the
ongoing development. Among the SSI solutions available, a majority has a blockchain
infrastructure from its financial implementation at the base, which implies the transaction
fee-based and contradicts the principles of SSI that it should be free and available to
everyone (Satybaldy et al., 2020). As a way of achieving the standards, being open-source
is essential for broader adoption of SSI (Baars, 2016). Moreover, consolidation of best
practices with a reflection on the current regulations is needed (Doerk, 2020) However,
another blockchain-related challenge was pointed out, as anonymity implies having no

possibility to track the data of criminal for the investigation, if needed (Setsaas, 2020).

A foreseen challenge is ensuring the sustainability of SSI-like digital identities. As
previously suggested, utilising SSI puts too much responsibility on the user (Setsaas,
2020). Wang & De Filippi (2020) also mentioned the key recovery as one of the most
crucial problems with SSI. Technology needs to ensure that there is a backup if it loses
their access for various reasons to a physical device containing the identity wallet (Zwitter
etal., 2019). For that, they suggest that identity custodians can play a crucial role to ensure
the viability of the user’s data (Wang & De Filippi, 2020).

Implementing SSI needs a decent infrastructure in place to guarantee the usage, namely
high-quality connectivity and high smartphones provision and at an affordable price
(Wang & De Filippi, 2020). Additionally, there is also a need for updating of legacy
systems, so that they can benefit “from the increased cost efficiency and redistributed
liability risk of SSI” (Wagner et al., 2018).

Following the lack of technical understanding as a hurdle, Abraham (2017) also
envisioned challenges with the type of blockchain’s access permission and the associated
difficulties with calculating the proof of work and the data storage issues. However, this

author does not provide an elaborated way of dealing with these challenges. The
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reasoning is also missing on whether these challenges are caused by a low maturity of

SSI and could have been improved in future.

3.6.3 Governance- and government-related factors

Organisational resistance is also mentioned as a possible obstacle for
decentralising identity systems (Baars, 2016). Although the nature of SSI implies having
no third party, the infrastructure and the architecture has to be developed, maintained and
administrated by some entity, and hence, an issue of power balance remains critical
(Zwitter et al., 2019). Also, there must be guidance on re-using the VC in a different
context, as it is believed that it will define the way companies, including public

organisations, will adopt the SSI principles (Wagner et al., 2018)

Intrinsically, having robust governance frameworks in place is needed when
implementing SSI, given the issues mentioned above of user competence and the
maturing technological provision (Wang & De Filippi, 2020). The frameworks will
ensure the “legal liability for fraudulent validators on a network™ (Syed, 2019, p. 59). For
that, governments have to be educated about this domain and their role as identity issuers
(Lyons et al., 2019). Additionally, as the EU Blockchain Observatory and Forum suggest,

the pan-European guidance can enhance the usage of decentralised identities.

The governance issue is also partially connected to the economic models behind it,
meaning that the consensus of the distributed ledgers like blockchains is used via the
consensus mechanisms (Nakamoto, 2009). Because of this incentive mechanism, the SSI
has a risk of being expensive due to power and hardware needs. However, as Satybaldy
et al. (2020) argue, should the permissioned blockchain be used, it could solve the cost
challenge by moving them to the service provider’s side. Nevertheless, by doing so, the

SSI risks moving towards a more centralised approach again, as these authors also admit.

There are many developing SSI solutions, and they need to be leveraged by governments
and the industry for the concrete use-cases, where public institutions currently fail to
succeed (Zwitter et al., 2019). Mainly, the success of SSI is entirely dependent on those
use cases (Wang & De Filippi, 2020). Governmental support and the alignments with the
existing regulations are mentioned as the important success factors. Those cases include
cross-sectional usage of credentials, customer-driven workflows, bringing more
standardisation and protecting personal data as per the regulations (Doerk, 2020). For
instance, smart cities can be an excellent playground for decentralised identifiers, and
hence the European Union could support local authorities with funding and expertise with
SSI (Lyons et al., 2019).
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3.6.4  Legal factors

Being technologically developed does not guarantee the successful
implementation of SSI if it is not fully compliant with both national and pan-European
regulations. Scholars and practitioners looked at how the current developments of SSI are
aligned with the main legal frameworks, namely GDPR and eIDAS, and gave their

recommendations towards the future advancements.
eIDAS

Being one of the crucial European regulations, eIDAS dictates the way decentralised
identities are built. The eIDAS was adopted in 2014 and set the new path for the digital
transaction across the EU (European Commission, 2018b). This regulation aims in the
first place at regulating the environment for smooth and secure electronic interactions

between citizens and public and private sectors (European Commission, 2018b).

In essence, the trust services, according to the eIDAS, are electronic signatures, seals,
timestamps, websites authentication certificated and registered delivery services
(European Commission, 2018b). To allow its full functioning, eIDAS obliges EU member
states to develop authentication mechanisms, which can be either federated or non-
federated (Roelofs, 2019). As Lyons et al. (2019) suggest, one could treat eIDAS as a
powerful tool for supporting decentralised identity throughout the EU and strive to have

SSI solutions which are eIDAS compliant at the highest level of assurance.

Overall, practitioners of SSI admit that the challenge remains with translating the
centralised eIDAS view on trust services in a more decentralisation fashion, staying
compliant with the regulations at the same time (Wagner et al., 2018). Some studies argue
that eIDAS implies that blockchain records “cannot be denied legal force” due to their
electronic nature (Lyons et al., 2019). Nevertheless, the DID, a core of SSI transactions,
is not currently recognised at the electronic signature within the SSI ecosystem (Wagner
et al., 2018).

One of the EU reports discusses how the development of SSI can be supported by the
trust frameworks and related services (European Commission, 2019c¢). In that paper, the
parallel was drawn regarding the electronic document as per eIDAS and the blockchain,
which, in fact, can be legally considered an electronic document. The authors also
provided the example on the possible linkage between eIDAS and SSI-related concepts
of DID and VC, concluding that more discussion is needed in this direction (European

Commission, 2019¢).
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GDPR

GDPR stands for General Data Protection Regulation of the European Union Ne2016/679,
which sets the advanced requirements for the processing of individuals personal data in a
rapidly growing digital world, hence strengthening citizens fundamental rights (European
Commission, n.d.). It was published on 24 May 2016 and was legally enacted on 25 May
2018 and will affect all entities processing the data of EU residents, no matter of their
physical location (GDPR.eu, n.d.). The following seven principles of data processing,
which can be found in the article 5.1-2, describe the essence of the GDPR: lawfulness,
fairness and transparency; purpose limitation; data minimisation; accuracy; storage
limitation; integrity and confidentiality; accountability (GDPR.eu, n.d.). The clear and
unambiguous consent has to be given by a data subject to permit processing their data,
and this consent can be revoked upon a time if the subject wishes so (European

Commission, n.d.).

Studies and publications agree that aligning with the leading European regulation should
be taken into consideration during the SSI implementation. While some studies mention
that conceptually SSI aligns with the GDPR (Der et al., 2017), the practical aspect of it is
much more complex and requires comprehensive analysis. Blockchain specific-
characteristics like immutability and storing the information on a public ledger might be
hazardous (Kondova & Erbguth, 2020). Even though the firm definition of SSI is not
there, its concept implies that a user has a right to modify or remove their data via
“control” and “consent” principles (Miihle et al., 2018). This right is also supported by
GDPR’s right to be forgotten (GDPR.eu, n.d.).

The Sovrin Foundation put efforts to look into the compliance of this regulation, of the
DLT and SSI in particular. Experts seek for clearance on how SSI-related terms, such as
DID, can be made GDPR-compliant (Sovrin Foundation, 2020). Following that further,
other researchers also noticed that the legal and technical ground for the DID revocation
needs to be foreseen in the SSI model (Kondova & Erbguth, 2020). Also, a clearance on
who is considered a data controller and what data is regarded as personal data is needed
(Kondova & Erbguth, 2020). Overall, a concrete system with specific use-cases is needed

to speculate about the alignments with this regulation.

3.7 Summary and conceptual framework

This chapter presented the overview of academic works regarding self-sovereign
identity, its expected opportunities and challenges associated with its implementation.
SSI has acquired the same development path as blockchain: experiments take place and

curious practitioners expand its capacity of restoring the control of identity to the user.
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Present-day self-sovereign identity undeniably matures, attracting more experts and
scholars to investigate it. What is known in concrete is that self-sovereign identity
promises the revolutionary shift in identity management, no matter with or without
blockchain at the backbone. It implies granting the user control over the data flows
regarding their identity, hence eliminating the need for the third parties to be involved.
With the attempt to map the possible opportunities and challenging of SSI implementation

in the public sector, the author will use the conceptual framework.

This framework was developed by Qlnes & Jansen (2018) for analysing the blockchain
opportunities, barriers and driving forces in the public sector, mentioning that digital
identity is among the most suitable domains to benefit from blockchain within the
governmental operations. The framework was validated in the Norwegian public sector
context, and it can be hence considered suitable for this study. However, because the SSI
is not necessarily the sub-domain of blockchain innovation, the framework was further

adjusted, given the input from the literature. Hence, the proposed framework is illustrated

Governance and Information quality
control /operational aspects

e Transparency * Reduced costs o SS| principles

e Democracy and
participation

in figure 11.

POSSIBLE
BENEFITS

SSI implementation

Technical factors User-related factors

Legal factors ,“m, ‘ ““ ‘;“:‘7, .

*GDPR ¢ Existing authority and ® Lack of standards ¢ Low competence

¢ elDAS control * Blockchain-specific * Low usability

« National legislation ¢ Organisational, factors o Inclusivity
institutional changes e Installed base

¢ Change in quality
assurance procedures

CHALLENGES
(DRIVING FORCES)

Figure 9. Conceptual framework, inspired by Olnes & Jansen (2018)

This framework will guide this study on exploring the two pillars of the studies problem:
opportunities and challenges for self-sovereign identity. It originally consisted of two
dimensions: potential benefits and challenges (or driving forces), which both determine

the adoption of the new technology in the public sector.

The academic discussion on the benefits of SSI, specifically in the public sector, is not

exhaustive. Although there is an assessment form for denoting SSI benefits, namely the
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rigorous scorecard suggested by Preukschat & Reed (2019), it still gives a rather broad
overview for those benefits. After aggregating the data from different sources in
combination with the original framework, the framework’s components remained as
follows. The “governance and control” elements within the benefits domain originally
contained the “reduced corruption” item. However, it is less relevant for the identity case,
given that the identity impersonation and identity theft are resolved via the “transparency”
feature. The expected cost savings from using self-sovereign identity were mentioned in
the literature, and in the scoreboard, as mentioned above in particular. In this dimension,
Olnes & Jansen (2018) argue that although its benefits can affect many stakeholders, its
deployment is still on the central power’s shoulders. Whether or not it can be a limitation
will be revealed in the upcoming sections. Finally, the original factor of “information
quality and operational aspects” was mentioning the principles of data integrity, security,
privacy, reliability, persistency and immutability (Dlnes & Jansen, 2018). In such a way,
those features were intersecting with the ones from the scoreboard’s “regulatory

compliance” column of Preukschat & Reed (2019) scoreboard.

Overall, this list was adjusted, as in the case of the studied topic, those features are better
represented by the principles of SSI. Based on the papers provided above, the conclusion
can be made that the precise and exhaustive list of SSI principles is still to be defined.
Scholars vary in their opinions, ranging from 5 to 14 essential principles of SSI, also
arguing that other principles are only relevant to the identity system, not to the identity
itself, as per Ferdous et al. (2019). The following table presents the comparative summary

of SSI principles with the papers, where they were mentioned:

Existence, Control, Access, Transparency,
Persistence, Portability, Interoperability, Allen (2016)
Consent, Minimisation (Disclosure), Protection

Provability Stokkink & Pouwelse (2018)
Usability, Counterfeit prevention, Assurance, Toth & Anderson-Priddy
Verification, Secure transfer, Secure transactions 2

Autonomy, Single source, Ownership,

Choosability, Cost, Standard FRBELE G )

Table 4. SSI principles summarised

Although this paper is not able to rank, merge, split or eliminate these principles for the

further normalisation, within the public sector context the author proposes considering
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the principles suggested by Allen (2016), with the new principles of “usability” and “cost”
for the further usage in this thesis. Usability implies that the SSI solution is easy to use
so that the users do not struggle with coping with secure yet difficult-to-understand
technology. The cost criteria, in turn, is relevant for the government context as the identity
provision cannot be based on the fees. The remaining principles are important as well, yet
they describe SSI in the level of technical and conceptual detail that goes beyond the
scope of this thesis. Overall, despite the surrounding discussion on being incomplete or
misguiding, these principles can provide a holistic overview of the fundamental identity

paradigm shift that SSI intents to bring within the public sector context.

Now, the driving forces, or the barriers, dimension illustrates the possible hampers to
slow down the SSI implementation. Legal barriers in the original framework were
mentioning the national legislation. In the context of SSI, it is vital to indicate the pan-
European regulations, such as GDPR and eIDAS, as the literature suggests. Institutional
and organisational factors are derived from the fact that every innovation will bring
change to the current organisation within the public sector. The possible disruption within
the authority is considered as another possible challenge here. In terms of technical
factors, those from the original frameworks were grouped under the blockchain-specific
sub-group as the dependency of SSI from the blockchain technology is debatable and not
all the features of SSI are exclusively the features of blockchain. Another important factor
is missing standards and governance frameworks of SSI, which can be both a driver for
innovation and a hurdle in adoption, according to the framework’s authors. Finally, the
installed base refers to the existing infrastructure and solutions in place, which again,

according to Qlnes & Jansen (2018), can both a barrier and the facilitator.

Lastly, this framework was adjusted by adding the “user” component in the barriers (or
driving forces) dimension because they are crucial adopters of the technology, and the
studies argued that the SSI complexity could hamper its implementation and broad
adoption. Because this framework is not SSI-specific, for the Belgian context the study
will do both validating the existing factors but also uncovering the new, yet unpredictable

ones, and hence, revising this framework at the end of this study.

The selected conceptual framework will guide the process of mapping the possible
benefits and challenges of SSI. This study will also help mapping additional factors or
benefits, which are not included in the framework, hence making it more specific for the

context of the studies environment: Belgian public sector.
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4 RESEARCH DESIGN

This chapter presents the research design deployed in this study. The structure of
this chapter was suggested by Saunders, Lewis, & Thornhill (2009), and will guide the
author throughout all stages of this research. This “research onion” approach consists of

six steps, and it is illustrated in the figure below.

Research perspective (epistemology)

Research approach (inductive)

Research strategy (exploratory single case-study)

Research choices (qualitative mono method)

Time horizons (cross-sectional)

Techniques and procedures * data collection (via desk research and 11 interviews)
¢ data analysis

Figure 10. Methodological approach, based on Saunders et al. (2009)

Regardless of the research design, as Walliman (2017) argues, there are questions to be
answered by each author of a good research paper. Those are “what”, “why”, “how” and
“when” is the research conducted. The following figure presents the stages taken for

achieving the objectives of this study:

Defining, justifying [
the methods for
data collection and

analysis

Reviewing the
subject and finding
a problem area

Data collection

Selecting the
Defining a research conceptual : Wheo
problem framework of the Data analysis . ¥
study
How?
When?

Studying the Searching and Reporting the
background and writing the results, concluding
writing a research background of the and setting future
proposal study research

. research

Figure 11. Research process, suggested by Walliman (2017)
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4.1 Research perspective

The research perspective sets the scene for the whole research by defining
assumptions and beliefs used for conducting research (Saunders et al., 2009). These
researchers suggest that a credible, consistent research philosophy sets the ground for
choosing the following parts of the research design and ensure coherence between them.
Commonly, scholars separate three main types of philosophy: ontology, epistemology
and axiology. Epistemological approach concerns the process of knowing things and
understanding what is the acceptable knowledge within the research discipline
(Walliman, 2017). Because the goal of this study is to develop a piece of new knowledge,
the epistemology was chosen as its philosophical stance. Furthermore, the interpretivism
was perspective taken because, in an interpretive study, the researchers position
themselves as social actors within the research process and derive new knowledge from

this positioning (Saunders et al., 2009).

4.2 Research approach

The research approached indicates the relations of the theory and the research:
whether a theory is guiding research or is an outcome of it (Neuman, 2011). There are
two conventional approaches: deductive and inductive: the former uses the existing
theory to test the proposed hypothesis in the study, while the latter develops a new theory
(Bryman, 2012).

This study aims to derive conclusions about the possible opportunities and challenges of
implementing the SSI in the Belgian public sector. In other words, it aims at suggesting
a new knowledge, a theory to be further used, based on the conducted analysis of the
obtained data. Hence, the approach chosen for this study is inductive because, as Bryman
(2012) indicates, it allows deriving generalisable conclusion from the observations. Also,
an interpretive study is typically inductive (Saunders et al., 2009). It worth mentioning
that using the conceptual framework poses the risk of limiting the inductive approach by
becoming driven by it and becoming, hence, deductive (Baxter & Jack, 2008). To prevent
that, this research will use the selected conceptual framework only to guide the direction
of this study. Consequently, the final themes and phenomena will be derived based on the

empirical part.
4.3 Research strategy

This section elaborates on the means chosen for conducting this research to uncover
the studies problem. A case study is the research method that allows an in-depth

investigation of a contemporary phenomenon within a real-world context (Yin, 2018).
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Several types of case-studies are commonly discerned: explanatory, exploratory,
descriptive, intrinsic, instrumental and collective (Baxter & Jack, 2008). The nature of
this study falls under the exploratory type as, according to Yin (2003), it seeks to delve
into the situations where the “intervention being evaluated has no clear, single set of
outcomes” (as cited in Baxter & Jack, 2008, p. 548). This thesis aims to uncover unknown
opportunities and challenges of SSI in the Belgian public sector. This premise is also
supported by Yin’s argument that researchers investigate the phenomenon via exploratory
case studies when there is a lack of theoretical ground about a particular subject. Hence,
new knowledge is developed (Yin, 2018).

Choosing the case-study method also lies in the availability of data (Yin, 2018), as
author’s internship at IAA of BOSA provided the opportunity to reach out to people
directly involved into the identity management of this country. Yin (2018) also
accentuates the importance of clearly defining the scope of the case. In this study, the
opportunities and challenges for self-sovereign identity were studies from the public

administrative perspective, leaving financial and technical details out of its scope.

4.4 Research choices

This section elaborates on what type of methodology is used in this study.
Saunders et al. (2009) indicate that three ways of using qualitative or quantitative
approaches exist for data collection and data analysis: mono, mixed and multi-methods.
A qualitative approach is used when non-numeric types of data are considered, as well as
the interpretive research philosophy is chosen (Bryman, 2012). Correctly applied
qualitative research techniques can help develop new theory, evaluate programmes and
developed interventions (Baxter & Jack, 2008). Given that this thesis main aim is to create
a piece of new knowledge, non-numerical data being collected and analysed, a qualitative

mono-methods is used in this research.

4.5 Time horizons

Time horizon defines a time at which research is conducted. Commonly, there are
two types of time dimension for studies: cross-sectional studies and longitudinal studies
(Babbie, 2010). Given the exploratory nature of this research, the present time constraint
for data collection and conducting this master thesis research, cross-section research is
selected. This type implies that a study sample is observed at one point in time, unlike the
longitudinal study, where several snapshots are taken at several points of time (Babbie,
2010). Hence, a broader picture of a studied subject is created (Levin, 2006), which

satisfied the initial research question.
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4.6 Techniques and procedures

Data collection

To conduct this research, various sources of data collection were used: desk research and
interviews. According to Yin (2018), using several different sources of information is
beneficial to the case-study research strategy, resulting in higher quality research. Baxter
& Jack (2008) believe that by using several sources prevents studying the issue for a
single lens and allow uncovering many facts of the phenomenon and gather more insights
into the case. Desk research is a secondary data collection method, and it was used to
create the background of the study before commencing with the empirical parts
(Walliman, 2017). While there are several advantages of this method, such as the
overview of the existing body of knowledge on a particular topic, up-to-date information
and facts, it still implies having a biased selection of the sources, as well as the difficulties

in getting open access to some of them.

Interviews technique is used because it allows collecting in-depth information regarding
participants points of view and experiences (D. W. Turner, 2010). This author also
suggested that data obtained via interviews should be combined with other forms of data

collection.

Desk research

In this research, the desk research was focused on obtaining data from various publicly
available sources, such as, first and foremost, academic research, as well as online
publications, collaboration platforms such as meetups and GitHub, dated from 1948 (the
UNCHR) to 2020. Searching the academic sources was conducted via the Google
Scholar, Web of Science and the Limo search engines, considering the following
keywords: “self-sovereign identity”, “blockchain identity”, “decentralised identity”.
Given that the concept emerged recently, the range of years that papers were published
varied from 2015 to 2020. The retrieved studies include research articles, conference
proceedings and dissertation studies conducted by other scholars in this domain. Also, for
the case-study description, official government websites and the EU documents were used
to receive the latest information about Belgium and its digital development. A total of

147 sources were used in the paper.

Interviews

The participants were selected based on their expertise in the field of identity management
and self-sovereign identity but also their relevance for answering the research question.
Within the studied topic, research suggests that understanding the benefits (in this case,

of blockchain technology) is possible when both organisational and technological
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viewpoints are considered (Olnes et al., 2017). For that reason, this study aimed to
interview experts from both organisational and technical fields to map both points. With
the cooperation of IAA, the list of potential stakeholders was created. This list included
the experts working in the area of identity management, self-sovereign identity, research
and technology, both from private and public sectors. In the end, based on the availability
of the experts, 11 positive answers were received, and the interviews were scheduled. The

summary of interview partners can be found in appendix A.

This study employed two types of interviews, and a total of 11 interviews were conducted:
two informal conversational and in nine semi-structured interviews. Informal
conversational interviews are unstructured interviews conducted without a fixed list of
questions, allowing the interview participant to guide the discussion, hence providing
more flexibility (D. W. Turner, 2010). In this study, the unstructured interviews were
conducted to establish the context and get a broader picture of the blockchain and
innovation landscape of the Belgium public sector. Also, another interview managed to
acquire more details on the “Blockchain on the move” project in another case. Semi-
structured interviews are used when more structure than a previous type is needed, yet
leaving room for flexibility (D. W. Turner, 2010). This type of interviews contains both

structured and unstructured sections and open format of questions (Walliman, 2017).

Given that the studied topic is multidisciplinary, it is necessary to follow the respondent’s
flow and for that, the additional questions were posed as the interviews went. The
interview guide was developed to serve a baseline during the interview. One of the most
important parts of the interview method is forming the interview questions (D. W. Turner,
2010). For this study, questions were developed following the idea that each question
should provide an extensive view of participants knowledge and experience so that as
much data is collected possible (D. W. Turner, 2010). According to McManara (2009),
the excellent interview consists of the open-ended, neutral, discrete and clear questions
(as cited in D. W. Turner, 2010). Creswell (2007) also suggest that to avoid the
respondents answering the questions partially or answering the wrong question, the guide
should be developed in such a way that a participant keeps focused on the topic discussed
(as cited in D. W. Turner, 2010). This author also believed that if needed, the follow-up
questions must be asked in order to ensure the full answer is provided (as cited in D. W.
Turner, 2010).

Depending on each interviewee’s expertise and experience, the topics covered in the
interviews were: the experience with SSI, their opinion on the expected opportunities and
challenges of SSI in the context of the public sector, suggested by the conceptual
framework. Nevertheless, the final list of questions was a tailor for each interview partner.
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After the interviews, the email follow-up was used for clarifications and additional

questions. The interview guide can be found in appendix B.

The interviews took place between the 15t of March and the 13" of May. Due to the
COVID-19 outbreak, 9 out of 11 interviews took place online using Skype for Business,
Microsoft Teams and Zoom platforms, while one informal face-to-face interview took

place in the premise of BOSA. The interview lasted from 25 to 65 minutes.

Data analysis

In case studies, data collection and data analysis go hand in hand (Baxter & Jack, 2008).
A thematic analysis of interviews was conducted following the approach, suggested by

Braun & Clarke (2006). Its main steps are depicted in the following figure:

m “ L

* data have been transcribed to e each data item has been given  data have been analysed — * the assumptions about, and
an appropriate level of detail equal attention in the coding interpreted, made sense of specific approach to, thematic
« transcripts have been checked process « analysis and data match each analysis are clearly explicated.
against the tapes for o the coding process has been other —the extracts illustrate  there is a good fit between
,accuracy" thorough, inclusive and the analytic claims the described method and
comprehensive « analysis tells a convincing and reported analysis are
« all relevant extracts for all well-organised story about consistent.
each theme have been the data and topic  the language and concepts
collated « a good balance between used in the report are
« themes have been checked analytic narrative and consistent with the
against each other and back illustrative extracts is epistemological position of
to the original data set. provided the analysis.

* themes internally coherent,
consistent, and distinctive.

Figure 12. Thematic analysis phases by Braun and Clarke (2006)

The coding part was done via NVivo software, and a summary of the codes table can be
found appendix D. Given that the interview questions were developed using the
framework suggested by Qlnes & Jansen (2018), the codes were expected to get aligned
with the proposed factors impacting SSI development. Nevertheless, since there is no
particular framework describing SSI in particular, new themes were also identified and
proposed for the revised framework. Based on the coded data, the themes were analysed

and compared with the literature review.

4.7 Ethical consideration

Ethical issues need to be considered in various parts of the research (Bryman,
2012). Human interaction lied based on the data collection process, and hence, the

checklist suggested by Bryman (2012) was followed.

Most importantly, before starting the interview, participants were introduced its

objectives, the topics to be touched upon during the conversation, given the expected
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duration. Interview participants were also asked to give consent to record the

conversation, and only the relevant information was used for the data analysis part.

4.8 Summary for chapter 4

This chapter presented the methodological approach taken by this study. Seeking
the propose the assessment framework for the emerging field, it takes the epistemological
position for constructing the new knowledge. Using the explorative case-study approach,
the authors aims at gaining more in-depth data about the case (Belgian identity
management) and the studies problem (self-sovereign identity), as the available research
on SSI in public sector is limited. By means of desk research and interviews, the author
will gather the data for the analysis and developing the new theory on how SSI can
contribute to the identity management and what challenges can be associated on its way.
The limitations of the methodology and of the overall study are presented in the end of

the paper under the “Conclusion” chapter.
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5 THE CASE

5.1 General information

The Kingdom of Belgium is a country in Western Europe with a population of
around 11,4 million people (Statbel, 2019) and the area of 30,528 km? (Belgium.be, n.d.-
b). Its capital city Brussels is also considered the capital of Europe as it accommodates
various institutions of the European Union and NATO. Belgium can be described as an
economically developed state, with the gross domestic product per capita being 53.6
thousand US dollars (OECD, 2020).

The three administrative regions of Belgium are Flanders, a Flemish-speaking part,
Wallonia, mostly a French-speaking part with a German minority and the bilingual
Brussels Capital Region, holding its own administrative unit. The regions are further
divided into the communes and municipalities (Belgium.be, n.d.-b). Alongside the
regions, Belgium also has three language and culture communities, for Dutch, French and
German languages respectively. Both regions and communities hold their responsibilities
for various aspects of life, having their own legislative and executive powers

(Belgium.be, n.d.-a).

On the federal level, the power is distributed among the King, Federal Parliament,
Governments and the formerly-known ministries (Belgium.be, n.d.-d). As a result of the
so-called “Copernic” reforms in the 2000s, Belgian executive powers were reorganised,
making the “ministries” an obsolete term (Belgium.be, n.d.-c). Having the aim of
providing the services to the citizens, the “Federal Public Services” (FPS) and “Federal

Public Planning Services” were established.

5.1.1 Digital development

Generally, the Belgian digital strategy is presented in the actions plan named
“Digital Belgium”. This plan aims at achieving the digital transformation in the country,
based on five pillars: infrastructure, confidence and security, government, economy, skills
and jobs (Digital Belgium, 2017).

Interestingly, Belgium ranks 6'" across the EU in terms of Internet connectivity (DESI,
2019). According to the OECD, 89.7% of household in the country has an internet
connection (OECD, 2020), placing it just in the middle among the European Union
member states. Nevertheless, the mobile broadband subscription rate in Belgium is rather
low (78.3 subscriptions per 100 inhabitants), which makes it third to last in the European
Union (OECD, 2020).
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Following that further, the overall e-government development in Belgium was described
as “expandable”, in the context of the EU benchmark report for 2019 (European
Commission, 2019b). The report indicates that Belgium underperforms in terms of
adopting e-government services online. Several numbers can illustrate the situation by
using public services online, according to the Digital Government Factsheet 2019, 59%
of Belgian citizens use online means of interaction with the government (European
Commission, 2019a). In Belgium, smartphones have overcome desktop computers
regarding internet usage. According to the statistics, 84% of the Belgian population has a

smartphone, and its utilisation in various spheres of life grows annually (Deloitte, 2018).

Additionally, Belgium, along with other European countries, has pledged to contribute to
creating a European Blockchain Service Infrastructure, having their first EBSI-node
launched on the 12 of February 2020 (Belnet, 2020). It was the first step in creating the
pan-European decentralised network for creating better public services, the cross-border

interactions in particular (Belnet, 2020).

5.2 Identity management in Belgium

5.2.1 Legal framework

Since the 1980s, the National Registry of Belgium was regulated by the law 1983-
08-08/36 “On regulating a National Register of natural persons” (FPS Justice, 1983). In
this document, the National Registry is defined as an information system responsible for
recording, storing and communication the natural person’s identification information
(FPS Justice, 1983).

With the shift towards electronic services, the first document to legally enact Belgian eID
card was the law 2003-03-25/31, which is the Royal decree “On transition measures on
electronic identity cards”, giving the birth to one of Europe’s first electronic identity card
schemes. Its full kick-off was in 2004 when the pilot was officially started in all levels of
administration under the Royal Decree 2004-09-01/33 (FPS Justice, 2004).

The Royal Decree 2017-10-22/11 defines the conditions and produces for the Federal
government to recognise external identification means for online public applications (FPS
Justice, 2017). This law allowed private mobile solutions to be recognised by the
governments as authentication methods and be available at Federal Authentication
Service (FAS). Also, this decree indicates that the DG DT holds the authority to revoke
these providers to be the recognised authentication method and exclude them from FAS
and eIDAS notification (FPS Justice, 2017).
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5.2.2 Authentic sources

Moreover, within the authorisation domain, the notion of the “authentic source” is
commonly used (Dumortier & Robben, 2010). The authentic source is the reference
database containing the authentic data of the citizens with a high level of quality and
security (DG Digital Transformation, n.d.-a). Using the authentic source from various
bodies removes the need for the duplication of data, making it hence compliant with the
“once-only” principle. All authorities can then use different institutions with the relevant
permissions (DG Digital Transformation, n.d.-a). These authentic sources also serve a
backbone for the verification of various information provided by citizens. Overall, several
groups of these authentic sources can be set out, based on their origin: Federal
government, Social Security and the authentic sources from all three administrative
regions (DG Digital Transformation, n.d.-a). For instance, the National Registry is the
Federal government’s authentic source and is managed by the FPS Home Affairs (FPS
Home Affairs, 2017).

At the core of the Belgian ID scheme is the Belgian national number (FPS Justice, 1983).
All Belgian citizens and residents are uniquely identified by a national number, which is
written on the card and is stored on the chip as well (European Commission, 2019a). The
Belgian Privacy Commission supported using the only identifier throughout the country,
thus eliminating the usage of social security or a taxpayer number (Dumortier & Robben,
2010), which would create information siloes and higher complexity. Ensuring the
availability of the data for all the state bodies is the responsibility of the state service
integrator. DG DT organised the access to various authentic sources via the Federal
Service Bus so that the data is retrieved and transmitted in a fast and secure fashion (DG

Digital Transformation, n.d.-b)

5.2.3  Belgian ID card

The main form of identification in Belgium is via the National electronic identity
card (eID), which is issued to every citizen of Belgium via the local municipalities (FPS
Home Aftfairs, 2017). Foreign residents are entitled to use the electronic residence permit
cards, and the children from age 12 are given the Kids-ID (European Commission,
2019a). In the contrast of a global identity documents crisis, an impressive total of 28
million eID cards has been issued as for 2020 (Thales, 2020). With these cards, citizens
can enjoy accessing many online services (FPS Home Affairs, 2017). This smart card
contains two certificates, which can be used for authentication and generating digital
signatures (European Commission, 2019a). In order to use the card, one must have a card

reader and the special software.
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Belgian eID scheme passed the peer-review and is now compliant with the highest level
of assurance under eIDAS regulation (European Commission, 2019a). The card has also
passed the ISO-7816 certification, as DG DT at BOSA reports (BOSA, 2017). Moreover,
starting from 2019, the card security for enhanced by adding the fingerprint information
on the card (Thales, 2020).

The advantages of this card, as discussed by Dumortier & Robben (2010), are the
advanced security via the two-factor authentication, as both the document and the
knowledge of a PIN-code are needed. These authors also suggest that several “factual and
legal factors” reduce the risk of abuse should the card be lost or stolen. In this event, a
card is immediately blocked via a 24/7 available resource DocStop (FPS Home Affairs,
2017).

5.2.4 Online identification

CSAM is a Belgian framework for providing identity and access management
within e-government, used both by citizens and private companies for identification,
authentication, authorisation and for the mandate management (CSAM, n.d.). Initially,
CSAM was created as a result of several governmental bodies, including the FPS Home
Affairs and DG DT of BOSA and now is supported by a growing number of online public
services (CSAM, n.d.)

This platform offers a unified interface for all public services via a single sign-on option,
allowing the citizens only to log in once if they wish to access multiple services. When a
citizen desires to log in to the governmental service, they get redirected to the CSAM’s
FAS (CSAM, n.d.). At FAS, the users are requested to provide the credentials and are

further redirected back to the online service.

Presently, not only the ID card but also several other identification options are offered to
Belgian citizens, such as itsme, a one-time issued password with the combination of either
a certificate, citizen’s token, and application or an SMS (IAA, 2019). Foreign residents
can also access the services via the eIDAS node if their countries have provided their
information. According to the IAA, around 2000 applications are available for online
usage, with the majority coming from the local level at 70%, followed by the federal level
applications at 14% and the regional level applications at 10% (IAA, 2019). The
information on the frequency of each identification method, provided by the IAA (2019),

is illustrated in the figure below:
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Figure 13. Authentication of Belgian public services in 2019, per key type

However, the authentication to the services is not done via CSAM, and this process is
handled by the specialised eID middleware, which is available in open source on the DG
DT’s GitHub repository (BOSA, 2017).

Itsme

Itsme is the mobile application used for federated identity management. Launching this
solution was the initiative by the Belgian Mobile ID consortium, which consist of Belgian
banks and cellular connection providers (itsme®, n.d.). It was created in the cooperation
with Gemalto company and can be used for single sign-on, log-in and signature process
(Gemalto, 2019). One of the drivers for creating the application is the burden of
remembering many passwords, risk of cyber-attacks and little control over personal data
in the traditional ID schemes (Gemalto, 2019).

Using itsme is possible via the activation made with any of the supporting banks or using
the eID and the card reader. After three years of utilisation, itsme offers to log in in
numerous platforms, including public and private sector ones to over 1.8 million
customers in Belgium (itsme®, n.d.). According to the chart from the previous section,
this application’s share in online authentication was almost 20% in 2019. Following to
the Thales Group recent report, an average itsme customer has used the application six

times for commercial and three times for the public sector interactions (Thales, 2020).

The application claims to be a secure, portable and omnipresent mean of identification.
As such, it has been officially recognised as the trusted authentication provider by the
Royal Decree of 22.10.2017 (FPS Justice, 2017). In December 2019, itsme was also
notified by the European Commission, making it compliant with the eIDAS regulation

and allowing it to be used in other member states (itsme®, 2020).
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6 RESULTS

This chapter presents the main findings from the empirical part, obtain via thematic
analysis. The chapter follows the identifies theses and uncovers experts’ views on the

issues of the identity management in Belgium and the SSI possibilities.

6.1 Belgium status quo

Belgian public administration is not typical and is known for its complexity.
Belgium is also known for being dynamic in terms of politics and administrative

organisation, as expert J elaborates, “things get migrated from a federal to a local level”.

Belgian public administration treats security at a very high level, thus having a lot of data
sources at government possession does not allow doing otherwise. Expert J confirms from
his experience: “I have not seen a very loose attitude towards privacy and GDPR, quite
the contrary”. Belgium also implemented the once-only principle to prevents citizens
from providing the same information to the public administrations twice. However, it also
means that although the citizen does not have to provide his or her information twice, the

interconnections between different registries still stays behind the scenes.

6.1.1  Attitude towards technology

Stepping away from the centralisation is a burdensome process, which in many
ways, referring to the views of expert G, “is a lot about the cultural aspect of the country”.
Expert C describes the overall public administration in Belgium as a conservative: “it is
true that the political culture in Belgium is very conservative. Belgian people are

conservative”.

This conservativism, on the one hand, comes out of the significant responsibility lying on
the government’s shoulders. Unlike major private companies, it cannot spend money on
researching every single innovation. Expert H gives a precise clarification: “it’s
taxpayers’ money, and you cannot just do whatever you want, you have to be responsible
with a few resources you have”. However, he also believes that researching and investing
in the long-term innovations can be promising, but still “you have to make choices and
cannot embrace everything innovation that comes”. In this sense, expert J says that
governmental projects are rolled out to a considerable number of users, and there “there

is little to no room to make mistakes”, so this is where the cautious attitude comes from.

However, as expert H explains, that this attitude depends on different bodies because the
government is quite diverse, and those bodies hold certain autonomy level: “you have

governmental institutions which are very innovation-driven and other who are more
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reluctant”. Expert D provides an example that, for instance, “in Flanders, there is more

discussion on using more technology”.

Overall, among those different bodies, there are efforts put towards investigating the new
technology. However, their capacity for doing that is limited. Regarding the digital
transformation, experts reveal their frustration that there is no entity coordinating and
working directly in this field, as DG DT is only a small division at BOSA, and it has the
limited power. Expert A elaborates that even though DG DT is “an e-gov, innovation-
minded, our budgets say that we are very much of a legacy organisation”. Running some
initiatives within the DG DT is via the innovation labs, which are the sandboxes for new
technology and innovations, is surrounded by several challenges as well. Organising
innovation labs is a cumbersome process due to the bureaucratic limitations to attract
more funds, and with small budgets, a rather small number of projects things can be
conducted. A partial explanation could be that there is a special unit at Smals, that works

specifically on researching these things for the government, for various public bodies.

One of the reasons for a moderate activity within the innovation domain could be that
Belgium finds itself in “not in the green field, we are in the brownfield”, according to
expert F. The brownfield means that there are already many solutions available. Seeing
innovation can also be done via the lens of added complexity. Expert H provides an
example: “it happens that there are enthusiastic employees who propose something with
smart contracts, but why would you do it and complicate things?”. Especially when it
comes to immature technologies with not many successful use-cases, the legacy
technologies that already work smoothly win the battle. Expert J explains that “we cannot
afford to be in a try out stage”. He also believes that some technologies just appear on the
way of hype and will not necessarily be seen with the same value in five or ten years. As
such, information technology should not be treated as the goal but rather a mean to

achieve those goals.

On the other hand, as expert J admits, that “people in government are not reluctant to new
solutions”. The problem is instead with making sure that the new concepts are evident to
every non-specialist stakeholder: “we lack enough of people to translate concepts that are
understandable, business-driven use-cases”. Additionally, another challenge lies in not
being able to consider all the adverse effects of the new solutions if it comes with
uncertainties surrounding their implementation. It can be well illustrated with the
following quote: “I’ve never had somebody to say no, it’s a bad idea. Ever. But it takes
time to explain and to make sure that they understand what you explain”, according to

expert J.
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Overall, expert H provides an excellent summary that innovating is always hard: “there
is always resistance towards new things, that’s not always a bad thing. [ mean, sometimes
it is. If you just accept everything new without questioning it too much, you risk building

something which is very unstable”.
Blockchain

Particular attention can be drawn to the blockchain as it plays an important role within
the SSI domain. Overall, expert D believes that “Belgium was indeed a late player in that
new technology and they rapidly withdrew from it”. As such, there was a lesser interest
from the government side to the decentralised technologies, compared to other countries.
Expert J pointed out that it is difficult to “see a direct need to change our business model
in a decentralized one”. In turn, expert H elaborates that blockchain and DLT is only one

way of addressing the centralised approach in the multitude of other technological tools.

The incipience of blockchain in Belgium started along with the rising hype around it.
Expert A explains that the initiatives started in 2016, where several round tables with
multiple stakeholders were held to look at “how can it support the life events” because
much paperwork was present in Belgium public services. The Smals was involved in the
research on the possible benefits and opportunities of blockchain for the public sector.
There were visible questions or even sort of a “the pressure towards the government

institutions to investigate if anything could be done about it”, according to expert F.

The follow up resulted in the development of going in two tracks: the technical and
content. In the former, there were difficulties caused by low maturity of technology,
particularly in ensuring the interoperability of blockchain systems with other ones.
Although there were many experiments, both on the federal and regional levels, regarding
the content the conclusion was that blockchain would not add much added value in
supporting those life events, “it didn’t help to move further”, according to expert A.
Therefore, the government’s position was that “blockchain is an interesting technology,

but we do not see a use case for the federal level”, expert A explains.

Consequently, it wasn’t possible to go on before working solutions with the real added
value can emerge, “the initiatives on blockchain were postponed”, according to expert D.
Mainly because there was a little interest in the governmental side in all the decentralised
technologies, “certainly if you compare it to other countries like Germany, Netherlands,
we have a limited field on that”, as expert D explains. Additionally, the dominant
technology research centre, Smals, did not receive funding to “fo do things specifically

with blockchain”, as expert H explains.
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Similar to what experts shared in the previous section, “you might stumble upon processes
where Blockchain could be the ideal solution, but you cannot start from technology”, as
expert A argues. In the case of Belgium, the initiatives were mainly technology-driven,
following the globally rising interest towards it, while it would be of more use “fo start
from the business needs, see what exists, and what is the best technology for our needs”,
as expert H mentioned. It was challenging to find projects where the added value brought
by blockchain is sufficient to convince people to implement it. Instead, it should be used
“for things, for the need that exists but for which there is not yet a solution”, according to
expert H. One of these possible use cases should not be cumbersome but rather start with

simple projects, “like just registering stuff in the immutable way and distributed way .

6.1.2  SSI experience

Indeed, Smals works on researching on the possible innovations: “We are looking
at what exists, we are scanning for new innovation and see if we can apply it in a useful
way in our context”, as expert H shares, mainly with is a focus towards social security
and e-health domains. On the other hand, it is also worth seeing what government’s

experiences with SSI are, either directly or indirectly.

One of those use-cases from the beginning of 2019, which was very relevant, was the
project to validate the identity of foreigners who want to access the online federal services
and have to do it in person nowadays. As expert A explains, there was the concept of an
identity management platform, with several parties: a citizen, who has and manages his
or her identity attributes and can prove their identity by offering his attributes. She adds
that “in the middle somewhere there is a thing we call the trust anchors”, in expert’s A
opinion. These trust anchors could be any party, starting from a bank or one’s employer
and ending with Facebook, for example. As such, the public bodies would accept the
attributes of those pre-defined trust anchors, which would help thousands of people
yearly, expert A believes. The conclusion made was that blockchain could be used for it,
but it was not necessary as a result could be achieved by the existing building blocks,

according to expert A.

Another initiative that features several SSI principles was initiated by IAA department
and is called “My Profile”. This project has an idea of introducing the “Consent-as-a-
Service” and allowing the citizens to see what data the government has on them. In such
a way, users would give their active consent to use their data, except for the cases where
it is required by law, according to expert B. Because the state authentic sources guarantee
some identity attributes, it is presumed that in “My Profile” the citizens will be able to

extend those by adding their “self-sovereign” attributes, as per expert C.
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Most interestingly, “Blockchain on the move” project is the one that has explicitly stated
the goal of achieving SSI. Although the original goal was using blockchain for improving
the relocation use-case within the city, the project team realized that “it was bigger than
Just the trust layer”, according to expert D. The first phase of the project the just aimed
at developing a PoC to see how things can work, as expert G explains. Later, the project
team encountered issues of governance and stakeholder management, which lead the
project toward focusing on “a more functional analysis to see what kind of business
opportunities there are” and finding the cases with the proven added value, according to
expert D. Following that, the project faced the power and capacity problem: “we are not
in power to make a wallet, to construct the entire ecosystem”, as reported by expert D.
Further, the scope of the project was reduced “because of the technical side took too much
time, and there is still a maturity problem”, as expert A informs. As Jolocom was a
technical partner of the project, they share that many aspects within the scope of the
project were “not within their legal domain of the city to be implemented”, according to
expert G. Also, expert D explains that the increased complexity was too much to handle
for a small project as starting the initiatives with credentials issuance and sharing was

way beyond that it could tackle.

The following stage of the project takes place at the moment. Ballisti-X company takes
over analysing the “business processes within the city” and evaluating “where the SSI
might be a useful technology to improve these processes”, according to expert L. As the
project is still ongoing, the current conclusion is that “there can be some advantages of
using it within the city administration context, mainly in the processes where a lot of
information is shared between services or is shared by the citizen”, as expert L reports.
The expert L also informs that in case of the “Blockchain on the move” project, the
technology-driven approach was never taken. Instead, the analysis was conducted to

reveal the best possible use-cases within the city of Antwerp.

6.1.3  Citizen’s experiences

Being the main stakeholders within the identity ecosystem, citizens should dictate
the way these ecosystems operate. Their trust towards the government and technology
determines whether or not individual solutions will be adopted and actively used. Belgian
citizens, as experts suggest, consider the interactions with the government as the burden
and tend to limit their usage to the ones necessary, “they don’t want to interact with the
government unless they have to”, according to expert B. Although quantitatively the
interactions show a high number and are growing annually, there is still a room for

improvement, even compared to the neighbouring countries.



57

Also, the privacy issues are rising, especially with regards the trust to the government, as
people tend to feel “watched” and trust to their government less. This paradox in the
government-citizens relationship leads to the fact that citizens are prone to giving their
data away to private companies like Google or Facebook, but are still sceptical about the
government, for example, in the context of embedding the biometrical data on the elD,

according to expert B.

There is also a need to explain the nature of a common confusion regarding what identity
(or digital identity) is in the first place, what attributes can be considered parts of their
identity and what responsibility is held by who. In this respect, expert E argues that
“people realise that they didn’t have it because no one gave then name”. Consequently,
it could have also been a momentum for the private initiative with a specific identity
branding itsme to take off: “people wanted to have an alternative to the elD card, so our
users are quite happy that they can do it with itsme”, according to expert E. And given
that it has been endorsed by the government and has passed several certifications,

including the eIDAS, bring more trust to this solution, and hence, increases its usage.

6.2 Current ID

Presently, identity management is the responsibility of the FPS for Home Affairs.
They “also determine what is going to be the new functionalities and features on the new

elD”, according to expert B.

6.2.1 Itsme

A critical player in the identity market of Belgium today is itsme, a private sector-
initiated mobile solution, which has been recognised by the government. The itsme team
admits that although there were governance frameworks from the government to specify
the level of quality required, it was still enough room for flexibility in terms of what
technology to use, as expert E points out. Enjoying a high market penetration with around
25% of identifications, itsme brings advantages of are “convenience, security, privacy
and interoperability”, according to expert E. It means that the application and user’s
identity are linked to user’s phone and can be used across different institutions in both

public and private sectors, according to expert F.

The team of “itsme” further explains that the elements of “self-sovereignty” are enacted
via the active consent that users give for the transaction, explicitly showing which
elements of their identity information are shared with what party. The application has
been certified, and there is a clear scope of getting and managing identity information, as

expert F suggests. Also, itsme has achieved the recognition of their brand of identity,
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meaning that there is a party that users can approach, which created better trust towards

the application too, as explained by expert E.

Although some parallels between the itsme and the visions of SSI can be drawn, expert
D believes that itsme is “a very centralised wallet, only limited to one component: the
authentication of identity”. Another key difference is that in itsme, every transaction of a
citizen can be monitored, even though the active consent for it is requested. Also, the fact
that itsme is coming from the private world presumes that it has the earning model behind
it, according to expert B. But most importantly, as expert believes, having such a user-
friendly solution in a private company “creates a big dependency for a government on

one technology provider”, as expert L suggests.

Among company’s plans are considering the possibility for the user to have “a wallet
where you have your centralised identity and decentralised attributes”, according to
expert E. The way it could work is described in the following manner: there could be
various sources of attributes sitting in the databases of different entities (banks or
healthcare facilities), and “the DID ledger will point to those authentic sources, and the
digital identity will provide the access and the consent management between the parties”,
as expert F clarifies. Another option is to issue so-called disposable identities, which are
only available to a requesting party for a certain amount of time, according to expert F.
Overall, the itsme in many aspects of it features the SSI yet it is difficult to speculate

whether it will become a proper SSI wallet.

6.2.2  Benefits of the current identity system

Belgian identity system can be discussed in much detail, given the complexity of
the Belgian administrative division. What is important here though is that all the interview
partners agree that the main advantage is the entire identity ecosystem with the robust
infrastructure and the existence of stable authentic sources, as expert J thinks, especially
in the light of identity crisis in the world. “We have been consistent with the ID since

2003, as expert B suggests.

Expert C also believes that the fact that there is an authentic source, which verifies and
guarantees one’s identity, the self-sovereign elements, such as email address or a phone
number, can be easily linked to that. The high availability of smartcards, but also their
security aspects are also considered as strong sides of the current identity management
model in the country. All that infrastructure in place allows building better applications
for citizens, expert J believes. Regarding the citizen’s digital identity, it comprises a small
subset of data, which is aggregated from several sources, including the National Registry

and in principle replaces the information printed on the eID card.
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6.2.3  Drawbacks of the current identity system

Nevertheless, the stable identity infrastructure does not insure from having various
drawbacks. Having a robust system for many years brought the issue of maintaining a
legacy system as now “we have millions of lines of code. It becomes tough to maintain it,
people who really know the system might not be around anymore”, as expert B informs.
While the previous solutions, including the smartcards, were standardised and adopted by
the government, the present-day technologies are mainly offered by companies,
sometimes even sitting in other countries, and the auditing of such technology is
challenging because their source code is private. And if the new solutions are to be rolled
out to the whole population of Belgium, it has to satisfy the security requirements for

everyone; however, the smartphone provision in Belgium varies substantially.

Along with that, perhaps the most poignant issue raised was privacy, as the citizens are
getting more concerned that the government possess a lot of information of them and can
control all their actions, as expert C observes. In some cases, for instance, with fighting
against the crime, the government can and should use the data it has, but usually, people
are afraid of that kind of surveillance. But in a sense, it can be explained that privacy and
security tend to be confused and treated as one, as noted by expert E. While in practice,

those are two different things.

It was also highlighted that citizens do not have control over their data. The solutions that
the regional governments work on will only allow partial access for citizens to their data
by only providing a static view on it, without having a possibility to re-use it, share it take
ownership, as stated by expert D. Following that further, digital identity has many more
aspects other than those stored in the central databases, as reported by expert K. It is not

easy to link those with the person using the existing tools.

Also, despite being an apparent item, a static aspect of the eID card was mentioned as a
drawback. In this sense, “once you have it in your hands, you cannot change it”, as expert
J explains. Adaptivity is one of the prerequisites for future identity systems, with the

privacy and security respected.

Another factor mentioned is the usability, meaning that many citizens experience issues
with using the eID card via card reader and using its software. “People dislike using the
elD if they don't have the infrastructure ready to use them”, expert J said. As such, the
trade-off between the security and usability was mentioned because it is difficult to ensure
both a secure but at the same time easy to use solution, and in the context of the

government the former should prevail.



60

Regarding using the eID outside of the public sectors, issues also occur, “if you want to
interchange data between the private and public sector, that is also very difficult’, as
explained by expert D. The itsme attempts to solve this problem by involving a lot of
partners from the private worlds and allow citizens presenting who they are at those
platforms. Nevertheless, other experts believe that the interaction between public and
private sectors is beyond merely an authentication, “it is about your identity components,

and this is what SSI can really improve”, as reported by expert D.

Belgium, as highlighted several times, has several administrative divisions, each of them
is responsible for different aspects, including education, social welfare or healthcare. Due
to a tough process of linking the existing authentic sources, exchanging data between the
various administrative divisions is cumbersome as many protocols and levels of
administration are needed to arrange that. “When we need to communicate from the
Flemish to the Walloon government, or from the Flemish to the federal government, it
takes so much time”, expert K illustrates. Similarly, the cross-border services are
performed, as the incoming students, for instance, receive a new temporary ID, which is
different from their home ID card, and hence, their diploma is linked to that identifier,

not their original one, according to expert D.

6.3 Future steps

Amidst many trends in identity management development, the role of the
government is to choose the optimal path to move. DG DT needs a precise positioning
regarding the future of identity, as expert A argues. The expert personally believes that it
could be a role of “service integrator” and that it should “have access to the authentic
source”, so that other stakeholders could collaborate on validating citizens’ identities.
Indeed, as expert C mentioned, although the future of identity can be self-sovereign, there
still must be parties to guarantee citizen’s identity, and that the Belgian government

foresees the ways of replacing or dematerialising the identity card.

Expert C personally believes: “we must bring the identity to the citizen and not to the
central member state because this is the problem that we have with EIDAS”. This attitude
confirms what expert J said about the future perspectives: “I think there we really have a
lot of opportunities, as a federal government, to offer better solutions, [...], we can do

more tailored services”.

However, it is still too early to speculate about the concrete possibilities for the SSI or
blockchain: “you cannot say that we 're throwing away the eID and we will change the
technology, does it have an added value?”, as expert A informs. A comprehensive

analysis of possibilities in this direction is needed before any steps can be made.
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Primarily, there is a vision of improving the user experience of governmental
identification methods and increasing the overall awareness of citizens on how their data
is treated. The government already has sufficient data on the citizens to work towards
more personalised services, and the focus is on improving the overall experience, in the
light of rising private initiatives and total citizens’ expectations. As a possible way of
achieving it, expert B foresees an active collaboration between private and public entities
via an open-source FAS entering the private world. FAS was built a long time ago, and
the new functionalities were built on top it, which increases the overall complexity and

usability of the system.

Mobile-first

Many factors impact how identity management will develop. One of them is the mobile
identity, and as expert J points out, “the phone is the new hype that everyone wants to
go”. He elaborates on that that the phone is the “ideal interface to show these tailored
messages for the person in question at his fingertips”, and that moving towards mobile

means moving away from the physical eID card.

Expert C described the goals of one of IAA’s initiatives, which consist of 4 to 5 phases
and implies having the combination of the vault on one’s mobile device and the central
database. That expert also believes that this could be another step towards having an SSI
in Belgium, or “the base footprint by ID of a future sovereign identity”. Changing the
identity card for a mobile solution or a vault with remote access in a secure way,
“complete it with a hardware token which only you possess, which is linked to your vault:
in that case, you have an SSI”’, according to expert C. Still, expert B explains that “there

is a lot of reluctance with digital identity on mobile devices because it can be hacked”.

The future of Belgium’s mobile ID is seen as the enhanced government-citizen
collaboration with very transparent consent mechanisms. Expert J elaborates on that:
“we’re going to do the negotiation with the citizen on the phone, at the moment he says
yveah, we go. Before that, nothing is ever leaked. We don’t know a phone number; we

don’t know anything”.

Summarising these opportunities up, expert C thinks that the overall movement is towards

SSI: “some people don’t even realize that what we 're doing is self-sovereign identity”.
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6.4 Opportunities for SSI in Belgium

No matter to what extent is the SSI set of rules finalised, it is already possible to
discuss which benefits this identity paradigm can bring. In the abundance of data that
citizens give to the tech companies, the government's mission is to protect the citizens
and empower them to execute their rights for keeping their personal data secure. Looking
at the intersection of academic debate, practitioners work and the findings from interviews
with the Belgian context, the following sections contains the overview of the

opportunities of implementing SSI in the public sector context.

6.4.1 Governance and control

Storing things in a centralised way poses a direct risk of the data breach from a
single point of failure. Public administrations put “citizens in danger by storing all the
data in one central place”, according to expert I. Having the government possess all the
citizen's data can be a subject of a big debate regarding its supremacy and its ultimate
control over everyone’s data. Expert D underscores that this is the most important in terms
of SSI features: “if you look at it from the perspective of a citizen, of course, gaining

control of this data is the most essential feature”.

In Belgium, the government refuted the common fear of surveillance: “as government,
we re not involved into the location tracking”, according to expert J. The overall issue of
state surveillance, especially in the digital world, is acute as was mentioned in the upper
section, and this is where SSI seems to come into action because from a technological
perspective, SSI prevents this surveillance from happening. In principle, a party can check
the validity of the VC, to attest whether it was revoked or not. Nonetheless, the way SSI
is designed makes it impossible for the credentials’ issuers or any other party to know
where it was used and whether it was used at all, according to expert G. This model
empowers the citizens to stay in the full control of their data without fear of being
watched. The government will then have no chance to track the transactions of the citizen.
At the same time, it will remain its power to serve an authentic source of data, due to SSI
enabling “having a privacy-presenting exchange, where the party that issued the

credential is not necessarily able to follow it”, as expert G reports.

A direct link between the identity management and risk of dictatorships can be drawn, as
having all the data in one hand can empower the state for malicious purposes, should this
be a case in the future. A good example was illustrated from the Netherlands and
Germany, where having a central database of all citizens records is forbidden by law.
These measures are done to prevent the dictatorships: although they might not be out there

today, it is a solid guarantee that they will not appear in future. However, an exciting
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thought was expressed by expert H: “do you to invest much into something that you hope

will never happen?”, which leaves a room for an open discussion about it.

All in all, SSI companies pursue the goal democratising the societies, using the conceptual
and technological features of SSI: “we re actually trying to make e-government and the

democratic states work more nicely for the citizens”, expert G.

6.4.2 Economic

Economic aspects are of a particularly important for the public administration as
the resources are usually limited and hence, have to be used wisely. The surrounding
debate that SSI can contribute to cutting costs for processing numerous documents

confronts another opinion that maintaining a public blockchain could be costly.

In essence, it is believed that by removing all the middleman parties, users will be able to
interact directly and check their identity digitally, hence eliminating tons of paper-based
verification processes. SSI can contribute to removing the red tape and simplify the
process of linking numerous databases together, “we can cut costs and facilitate economic
processes”, as the expert I explains. Expert G complements this thought by elaborating
“currently, we have the situation where hundreds of systems exist in parallel [...] Having
the unified effect for all of this will create the cost efficiency and scaling effect”.

Still, more quantitative implications are needed before making any hard conclusion on
SSI capacity of saving costs, which are discussed in the upcoming SSI challenges section.
A good quote of expert L illustrates the uncertainty: “searching to the self-sovereign
architecture definitely takes a bit of investment, but in the long term can definitely provide

cost-saving benefits as well, so it is a chicken and egg problem”.

6.4.3  Better information and processes

Self-sovereign identity promises to improve the way identity models function
presently, or, as expert L argues, “fo have a healthier way of providing identity”. Experts
agree that defining SSI can be confusing and impact the way public officials in making
their decision regarding it. Here, expert F argues that “we often get discussions between
people who have a completely different understanding of what SSI is”. It can be explained
that the ongoing debate on SSI is very dynamic and “are likely to provide a current
snapshot at what it is”, according to expert G. Despite the continuous advancements in
defining the core components of SSI, several assumptions on its impact on the entire
identity ecosystem can be already made, given the academic discussion and the experts'

input, which expert G summarises as “that there is a lot of implicit alignment of where
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the technology has to go, people agree that this interoperability and portability are

essential”.

A valid question was raised by expert C: “how do you see the combination of sovereign
identity elements and the authenticated elements?”, which bring the discussion on the
difference between the self-sovereign and self-issued credentials. Mainly, as the SSI

experts argue, it can easily be a combination of both.

SSI promises to eliminate the third party and hence, give more control to the citizens over
their identity information: how it is shared and where it is used. With the SSI, all citizens
will have their legally and technically implemented identity in one place under their

control, yet still guaranteed by the authentic sources, the government in particular.

It is expected then that in case the citizen needs to present his or her identity, they will be
able to decide which attributes to share. For that, a citizen will only need to have the VCs
in their wallet so that when the interaction occurs, the receiving party would be able to
read and understand them. Admittedly, that “you only need to understand the verifiable
credentials that are important in your business process”, according to expert K. Also, the
verifying parties will be able not only to check the authenticity of the claim but also
whether the party that issued it was entitled to do so, as expert G suggests. As such,
citizen’s wallet becomes the vehicle via which the citizens can easily exchange different
proofs, as expert K believes. How this could work in Belgium, for instance, is that after
requesting an attestation from FAS, the VC could be added to the wallet and re-used later

on.

For the governments, it could mean that “the main added value is about simplifying
certain processes”, according to expert D, and allowing citizens to use their information
outside of the particular context. Expert L elaborates that “there are also opportunities to
use the SSI as a better way of sharing those documents in the process”. Expert I also
believes that “the overall goal of the SSI movement is to minimise the trust required”, so
that interaction can happen between the parties who do not necessarily need to trust each
other, but rather the trust the SSI protocols. In this case, expert C provides an example in
the event when the police need to check whether the person has a driving license: “they
don’t want to know who you are, the only thing he needs to know if you have a driving

license”.

“Better data and integrity of the data” are also among the benefits that the government
can expect from granting citizens their self-sovereign identity, as the expert I reports.
Although many features of SSI are debatable and lacking standards, it is worth discussing
the possible opportunities that SSI can bring in terms of quality of data.
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All in all, expert G underscores that “the point is not to decentralize every single thing of
every interaction”. The central idea should be in achieving interoperability and portability
of SSI so that the citizens can freely move around, collect the credentialism from various

parties and use them.

6.4.4 SSI use-cases

Merely putting a technological solution on the table is insufficient to claim that it
is worth investing and researching, especially in governmental reality. SSI was initiated
from a raising debate of giving users more control over their data in the light on the scatter
identity information across multiple companies. In the context of the public sector, SSI
could grant citizens the right to restore control over their own identity and be able to share
and re-use it in the circumstances they desire. Surely, SSI cannot simply replace the

infrastructure that was in place for many years, and this is impossible for many reasons.

It is also important to mention that these use-cases are in no way universal patterns that
all countries can follow, it solely depends on the national context, a peculiarity of the
public sector organisation and the national framework. As expert I suggests, “if you have
a good use case in Belgium, it might not be necessary that we can implement it here in
Germany”. As experts agree, the processes of SSI’s embedding should be gradual and
start with low-risk and straightforward use-cases, which consequently involve low-risk
identity credentials. This process will “allow people to get to know the technology,
understand how it works, how to keep it secure and adapt to the new technology, while

already getting a lot of benefits”, as expert G believes.

More specifically, experts also anticipate some possible concrete implementations of SSI
in the public sector: certifying volunteering experiences and achievements (expert I),
proving identity in car-renting and other commercial services (expert A), storing
refugees’ personal data to guarantee their identity (expert A), university diploma
verification (expert D), using QR codes to present oneself at institutions (expert J). Expert
G summarised those as “everything is the best use case. The point of SSI is that you either

adopted everywhere in the long run or you can just leave it”.

A lot of comments from the interviewees regarded the cross-border interactions. As expert
D suggests, “keep SSI just merely in the public-public, or public-citizens interactions, it
could help, but the most added value, of course, is if you go to the cross-sector or the
cross-border”. This change of breaking the silos within sectors or even states can
significantly boost cross-sector interactions and allow better mobility of citizens.
Infrastructure-wise, EBSI is there to ensure that all the member states can enjoy the

technology without necessarily developing it for every use-case. Then, once the ESSIF-
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compliant wallets get legal value in Europe, there will be no need in the European proxy-
server and interacting directly, using eIDAS as the supporting base, as expert K reports.
Regarding the Belgian context, expert K believes that combining the SSI principles with
resources Belgium already has, such as its robust eID scheme, FAS and the itsme-

application, a secure SSI wallet can be achieved.

It is expected that in the future, all public sector processes could be run via the SSI; it is
only a matter of time. However, of course, there are several processes that are easier to
do the test-drives with and others which require technology to become more mature.
Those include use-cases, which require high-level and high-risk credentials. Hence,
starting from the easy cases, SSI can be gradually propagated to all processes, and where
the eID is the final milestone to achieve because “it’s a top priority, but it’s not the first

thing that you implement”, as expert G reports.

6.5 Challenges for SSI in Belgium

It is natural that SSI still has many questions unanswered. SSI is not yet there to
demonstrate its performativity and efficiency with numerous use-cases. Its development
at both conceptual and technological levels along with plentiful uncertainties with it
suggest that there is a room for the work to be done before it gains a full adoption, both
among public administrations and users. This sub-section presents the possible
implementation and conceptual challenges for SSI in Belgium based on the framework

employed by this study, as well as the new ones, which were identified in this study alone.

6.5.1 Legal

Compliance with the existing European and national legislation is,
unquestionably, a key priority for SSI developers and practitioners. Harmonisation of SSI
with the current regulations, most importantly, GDPR and eIDAS, does not happen all at
once. It currently involves numerous experts to provide the compliance frameworks and
to ensure that once the technology reaches a broader market, no obstacle remains on its
way. Addressing this challenge might not be relevant for exclusively for Belgium but for
EU member states in general, as the pan-European regulations oblige them to stay

compliant.

GDPR

The definition of “self-sovereignty” in its essence is aligned with the idea of
GDPR, as “I define what is going on with my data”, as expert F said. Yet in practice, this
issue gets more complicated as it also has to be aligned at both conceptual and technical

levels.
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In the assumptions on how SSI could work, the public ledger would store the DID, or the
hash of the DID in order to be able to have a link to an entity. However, this data can also
be a subject of GDPR-violence because “even if you encrypt personal data, it will still be
pseudonymized data [...] You can decrypt it and link it to the person”, according to expert
H. A more detailed discussion on what exactly gets stored on the blockchain is presented

in the technical challenges section.

The lack of interpretation of GDPR in the blockchain context hurdles the alignment of
SSI solutions. Still, the work is being done driven by “a big legal risk, and a big risk of
moving in a wrong direction” for SSI developers, expert G informs. ESSIF is working on
another study to illustrate the alignment of SSI with the GDPR and expects not only the
technical stakeholders but also the governments to come forward. In this sense, “next to
this more technical approach, we need also a regulation approach”, as suggested by

expert D.

All in all, the problem of GDPR is known and is being addressed by many contributors,
“it’s not a problem of today anymore [ ...] the questions are clear, there is no unclarity
anymore”, according to expert G. It will take time for the solutions to be fully aligned as
it also involved other issues of governance, finance and trust frameworks, which are

discusses later.

eIDAS

Once the technical challenges are solved, a trust framework is needed to make
things work, as expert G suggests: “and this is exactly where the eIDAS comes in”. eIDAS
regulation has the aim of providing interoperability of services across the EU and allows
European citizens to easily access services from foreign countries using their national ID
schemes. While it sounds like an ideal match with what SSI stands for, there is a need for
a more thoughtful discussion and development to achieve full compliance with this
regulation. The eIDAS comes in practice to ensure that other means of identification and
sealing are treated in the same way as the government-issues credentials, according to
expert D. Also, this regulation provides additional credibility to the solution, as expert F
argued in the following manner: “if you create a trust framework around solutions, you
see that businesses start to connect with each other because they rely on a digital identity,

which is certified and trusted by the citizens”.

One of the examples was suggested by expert K, that at the present day eIDAS, the way
it works requires making changes for every new flow, which overcomplicates the whole

system. He then argues that “if we had an open standard via which the wallets can get the
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verifiable credentials from different parties and directly exchange them, we would get a

much more loosely coupled environment”.

The study of ESSIF presents the outcomes of the research on the compatibility of SSI
with the current version of eIDAS, as well as the relation of the verifiable attestations to
the trust services under eIDAS, such as signing and sealing, expert K informs. Also,
speaking from the opposite perspective, ESSIF is working on the proposal to suggest the

changes that need to be made in the eIDAS to empower SSI even more, expert D explains.

Expert G also argues that at the moment eIDAS is itself quite centralised, and the “central
parties have power over the process”, and also suggest the ways how the current eIDAS

could work differently:

“There is no need to put that central power that is democratically attested and
democratically controlled; there is no need to put that in the context technical form. You
can just accept that this is actually a central party that is allowed to issue your birth

certificate”.

In other words, the trust framework will be about legally ensuring that organisations
follow a particular process or are registered in a certain public register. Also, it is about
the way that citizens can that accept VCs so that they don’t do anything illegal or they

don’t take too much for unnecessary or uncalculatable risk, according to expert G.

6.5.2  Institutional and organizational

Innovation in the public sector is always surrounded by so-called organisational
resistance caused by the established systems and processes. In this sense, expert L
explains that “definitely, I think, in any large organization there is always this hesitance

to change, it’s not specifically public sector”.

Indeed, every innovation is stressful for public administrations, especially if the scale is
the whole country. The implementation of SSI within different processes would be
different across the EU. Notably, in the countries with the centralised architecture, like

Belgium, it will face significant challenges, which are described below.

Government’s role

One of the objectives of SSI seems to be removing the centralised authority over the user’s
identity. One theme that was present throughout the interviews was whether or not the
role of government will change. In the context of the public sector, at first sight, SSI
seemed to put the whole notion of governmental power, and hence, the entire public

administration system, at risk. Expert A explains that unlike the commercial sector, the
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issue of consent is different in the public sector reality: “for us to function, we need data”.
Expert F also underscores that “the sovereignty of the state is the basis of all”. And if the
services do not require any information about the citizen to be provided, then “it’s public

information anyway”, as expert J clarifies.

A common misunderstanding lies within the name of this identity model itself: self-
sovereign, which does not always mean self-issuing. Expert D explains that this is not the
case: a citizen is still a part of the society and therefore, he or she has to act accordingly,
they are not allowed to deny providing the tax data, for instance. Within the SSI
ecosystem, governments will hold the utmost power to serve authentic sources and issue
the verified credentials to the citizens, who will, therefore, store those credentials in their
wallets, or vaults. While still having central authentic sources, their role will be changed,
and this is where the sovereignty aspect comes into play: the citizens will get their
credentials for their personal storage and give their consent for that data to be used, unlike
how presently certain databases are linked without citizens’ awareness, expert D explains.
Essentially, not all the aspects are going to be in control of the users. Expert K provides
a reasonable summary of how the citizen-government relationship in Belgium would look
with SSI: the data in the wallet is under user’s control but the “Federal Government that
will issue the verifiable ID, it’s the Ministry of Education that issues diploma, it’s the
Ministry of Mobility that issues driving license” and the citizen would then take those
public-bodies issued credentials and store them at their side, meaning that those bodies

will still hold their authentic sources.

Political resilience and willingness to change

To begin with, there is a philosophical question of viability: if everything is working
today, what are the reasons why the government should want to change this. It is
especially relevant for Belgium, where there is a robust identity infrastructure in place.
Expert K argues that implementing SSI is a big cultural change both for the government
and citizens, who “need to be ready to take this initiative”, expert D said. Another
problem is a limited capacity of the government to explore the technology and finance

the research. Partially it could depend on the political will in the country to do so.

Expert K explains that centralisation “is the part of our Belgian culture and changing that
on the political way is very hard”. He further elaborates that “what is missing in this

country is the political support of these aspects”.

In Belgium, according to expert B, despite having visible support for digital initiatives,
the top-level is still conservative in this regard. Expert D clarifies that usually, it is

challenging to receive political support for projects that are not going to bring immediate
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results but rather promise a long-term benefit instead. And for such an industry-reshaping
initiative like SSI, merely having an administration on board is not sufficient, “we need
some political leadership”, according to expert D. The expert also argues that even though
there might be private companies and other stakeholders willing to support the
government of this way, they still need guidance. The case of “Blockchain on the move”
project illustrated that cooperation between private and public sectors is possible with a
commitment from the public administration side. Based on their experience, expert L
shared that the city of Antwerp “has always been a good partner. They have always been

very transparent, we cannot complain in that sense”.

Overall, expert D believes that the SSI-momentum should be used now, otherwise “other
countries will be going ahead of us on this”. Following that further, with the COVID-19
outbreak, experts believe that there must be a shift towards more digital political agenda
with a more accelerated approach towards digitalisation and new technology, in expert’s
B opinion. “Corona was the ideal for everything that was blockchain, self-sovereign,
anonymous, whatever you want to call it”’, according to expert J. In turn, expert K
elaborates in the following manner: “we all learn that the more digital you are if you can
settle legal processes, you can continue your business”. It can only be a subject of early

speculations whether the pandemic can cause another boost to move towards SSI.

6.5.3 Technical

Blockchain-related factors

Undergoing the controversies such as whether or not the personal information should be
stored in a distributed fashion is crucial prior to starting a political debate on SSI. Many
technological questions arise from the discussion of whether or not blockchain or DLT,
in general, are the necessary components of SSI. Expert H restated the widespread belief

that those terms are intertwined: “we talk about SSI, everyone thinks about blockchain™.

Still, experts mainly agree that this is not necessarily the case, even though blockchain
technology can enable many features that SSI implies, “that’s just the technology [...] an
ICT supporting element” according to the expert C. A constructive point was made by
expert A: “it’s a term that is used in a blockchain context, but SSI only means what it
means”. Following that further, expert I suggested that “there are a lot of experts in the
field who say that blockchain is just relevant for now and will be irrelevant in a couple
of years”. At this moment, however, most of the SSI implementations, or SSI-wallets, are
based on various types of blockchain, yet expert G believes that those can be done it a

peer-to-peer fashion as well when it comes to individual usage. The reason for that could
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be that if it is done in a centralised way, “you re already missing some values of SSI”, as

expert L argues.

The following challenges identified from the interviews are partially or wholly derived
from blockchain properties used in the SSI ecosystem. Although the issue of “the right to
be forgotten” is a part of the legal context, it was widely mentioned as a part of the
technical one too, given than if the SSI is enabled using the blockchain technology, its

immutability principle puts that right at risk.

What parts of identity are stored on the ledger is another controversial discussion.
Because the narrative surrounding the SSI can be controversial, special care is needed.
Storing the whole identity on the ledger is harmful, and it cannot be even a subject of the
discussion, not in the context of the public sector at least, because “there is no authentic

source from a government anymore”, as expert F explains.

In this manner, any information that can lead to a person, including their DID, cannot be
stored there to be compliant with the regulations, as it was mentioned. Therefore, the only
information to be stored on the ledger should be the public key, to serve a checkpoint for
the validity of the issued claims, as expert I suggests. The identity information gets stored
on the user’s side in this case, which, of course, raises issues of security, audit and

standardisation, as the smartphone market is extremely diverse, as expert F informs.

Also, by eliminating third parties, experts are not sure how can the identity be recovered
if the wallet is lost or forgotten. Expert H gives a comparison that in a user forgets his or
her PIN-code, the banks still allow getting access to the funds back. In the context of SSI,
these issues are yet to be resolved. Expert K explains that the research is being conducted

on the key recovery and its possible implementation via identity hubs.

Expert C also argues that with SSI it will be difficult to verify the correctness of their
identity attributes: “we don’t know if the SSI elements are correct or not, but we know
that they belong to that person”. Also, it is difficult at the moment to find the balance
between giving the citizens the control over their identity and protecting them from
misusing it, as experts D elaborates: “you get citizens fully in control of their medical,
financial information that they can easily share with the wrong people and the wrong

intentions”. It is expected that once SSI is mature, these issues would be resolved.

Governance of SSI

One of the most important uncertainties is the governance and standardisation of SSI
before it takes up. At the moment, the SSI development landscape seems scattered and

disjoint, and not all the solutions correspond with the required security level. Today “there
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like no fixed standards or off-the-shelf solutions, which can allow to rapidly use this
technology”, as expert K said. Experts agree that for SSI to mature, there must be a
unification of efforts to ensure the values of SSI, namely interoperability, are consistent.
Otherwise, without a coordinated effort, there is a risk of having well-functioning isolated

SSI ecosystems, which would not be able to talk to each other.

Consequently, it is essential to have a clear governance framework because, in a
distributed way of operating, the issue of its accountability is acute. With no central party
to turn to if something goes wrong, SSI should consider the mechanism of such conflict’s
resolution and sustainable functionality. Expert I explains that the governance framework
in the context of SSI is “legal contracts between all the participants and the stakeholders
of the system”. Expert D confirms that although there are some initiatives, “fo make the

Jjump forward, you need a more coordinated and more political support on that”.

The private world is actively involved in building those frameworks, as expert I informs,
including Linux Foundation and Hyperledger. Expert G foresees three possible scenarios
on what can happen to the SSI solutions in terms of aligned the governance frameworks.
First is a fully achieved portability, where everyone is using open standards. Also, there
might be a case of having several major competing protocols or finally, even the scenario
where everything is disjoint, namely there are well-functioning solutions. Still, neither of

them would interoperable with each other.

In the public sector reality, as expert A explains, building a legal framework for instance,
smart contacts, or other DLTs is difficult with the current legal base. Therefore, it must

be sustainable cooperation between multiple stakeholders to make that happen.

6.54 User-related factors

No matter how mature and well-development is technology, it needs usage first
and foremost. The findings suggest several issues associated with the users, their
competence and willingness to use the technology. Expert I even calls this the most
crucial factor, as “if you don’t have the user inclusivity, their adoption the user trust, then

nothing is going to happen”.

To start with, implementing SSI should be an inclusive process; in other words, it should,
in no case, leave any group of users behind. A heterogeneous society calls for ensuring
that all users are given an equal chance to participate. As summarised by expert I, “we
still need to make sure that people who don’t have a smartphone are a part of the system
as well”. The expert then suggests that there is still a possibility to run only one system

but in the case of the former group of people, provide them with the alternative ways of
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having their identity wallets, such as physical bank-card-size item, to store their VC there.
However, the questions of security will arise because the government has to ensure that
the solutions are available to anyone with the same level of security. Even concerning
those citizens who have smartphones, they all come in different models and functionality.
For the government, it is difficult to provide the solutions that fit all: “that is for me

something [...] that has been keeping us back for a long time”, as attested by expert J.

On the other hand, the question also arises whether the users are interested in having this
control that SSI promises to bring. If SSI is presented as merely a technological
innovation, expert J believes that, from their experience, citizens are “not interested in
having the latest of the newest tools”. Expert L also provides their view on this account:
“people don't care that the information is in the database, or it’s on the blockchain, or

it’s in their own identity ”.

Leaving the fashion and the hype technology aside, a very valid question that experts H
and A are asking is “is the citizen demanding it, is he interested to do this? ”. The answer
to this question can only be obtained via public discourses and surveys as it is difficult to

speculate and generalise the ideas, based on several opinions.

Unlike the eID card is relatively easy to comprehend, the mobile solutions are “more
advanced, we cannot expect people to understand it easily”, as believed by expert J.
Arguing in this dimension, experts raise their concern and share opinions on whether or
not citizens have the competence and knowledge to utilise the SSI, should they be
interested or not. Logically speaking, “if it is difficult for the user, they will not use it”, as
expert K argues. Moreover, expert L was even more persistent: “citizens should never be

exposed to the complexity of it”.

The task for the SSI is then to ensure that the solution is easy to understand and to use for
everyone. Also, it can be done via providing the SSI-wallets with the necessary
certifications, so that users do not need to understand the logic behind it. These
certifications are something that ESSIF is working on, as stated by expert D. Some experts
express their concerns that this puts too much responsibility on the users to manage their

identity and secure it.

Nevertheless, most experts overall agree it is strenuous to ensure that there is no trade-off
between the usability and security. If there is a comfortable user-interface that is easy to
follow, as well as the good security at the backend, the users should not worry about it.
Expert D thinks that “if you let the citizens choose, they vote for usability”, which
confirms the previously mentioned topic of citizens interest. Expert’s H personal opinion

is that in the business world “the services and administration should be as simple as
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possible”. In that direction, expert K compares it with the automobile: “no one would buy
a car if they fully understood how it works”. Still, expert D is also of an idea that “user
also wants some certification level” before the application is used. The ESSIF is currently
involved in understanding how to ensure both security and usability, “all those usability
aspects are now in place, are now being researched”, as per expert K, which indicates

that the upcoming version of SSI projects will less likely cause these questions.

The governmental reality is even more difficult, as expert J admits, “since 2009, we were
looking at this, but this is very hard to find a solution that would check all the boxes:
usability and security”. In the meantime, a private itsme project addresses both challenges
by offering their solutions, where both user experience and security are in place: “we
didn’t want them to choose anymore between the security and convenience”, expert E

explains.

Finally, the additional variable comes into play: trust. Even though the application can be
both secure and user-friendly, what could still harness citizens from using it is whether or

not they trust its developers, according to expert I.

6.5.5 Other factors

Apart from the factors from the framework, the results suggest singling out
additional factors that do not fall under the categories mentioned above and which might
be SSI-specific.

Since the issue of governance and maintaining the SSI ecosystem has been already raised,
a natural follow-up on them would be figuring out the finances behind it. Although on the
one hand, the SSI is expected to reduce the costs of processing information and simplify
processes, it is still unclear how does its economic model work. It is natural to expect
installations and maintenance price when it comes to innovation and new technology.
Blockchain implies having an incentive mechanism for the transactions to be executed.
In the public sector context, as expert B highlights, the public services cannot imply any
transaction fee, namely: “as a government, we cannot invoice, we have to give everything

for free, it’s been already paid by tax money”, as expert B explains.

The point is that at this moment, it is not clear whether or not this solution will be
financially viable. There is no reason for maintaining a costly ledger in the e-government
context, as some can speculate. If the public sectors opt for the SSI based on the DLT, it
should most probably be “it will be public permissioned ledgers, which are super easy to

maintain, very cost-efficient”, as expert G believes.
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There is no clear answer to this question. Yet, the SSI community sees two possible
scenarios: either an upfront payment for a certain number of transactions or a fee per
single transaction, explained by expert G. In addition to that, the ESSIF conducts the
study on “economic assessment of the ecosystem of SSI”’, as expert D informs, where the
citizens’ attitude to SSI and the expected added value is discussed. Along with that, in the
light of EBSI nodes being built, a more holistic view on the related costs is required, “we
need to figure out what kind of economic model is behind”, by expert D. However, it is
believed that the member states should take the initiative for financing the building blocks
at their side because it would not be feasible for Europe to pay for that. As for now, this
study is not yet available, and hence, the economic aspects of SSI implementation go

beyond the scope of this work.

6.6 Drivers and way forward

Expert A admits that although it could be promising, SSI is just one of the existing
solutions for digital identity. Expert K personally believes that SSI “will slowly grow for
the next years, once there are COTS solutions and wallet implementations available, that
are also trustworthy, then, I think a very fast take-up in the market”. SSI also has a similar
vision with the mobile roaming, hence ensuring portability and interoperability of

different users, as expert G believes.

It is evident that SSI still needs to mature before it can be ubiquitous and adopted by the
users. Following the experience from the “Blockchain on the move” project, expert L
shared the vision regarding the further implementation of SSI: “the first you need to look
at when the project is done is the quick wins, where is the best balance between effort and

value”.

Expert H argued that SSI could be looked from a hype cycle perspective: once it has
passed the peak, “we go to more stable mature projects, [ ...] and I think, the stable point
will be much slower than the highest point”. Seeing the number of efforts put into making
sense of SSI, there is no concern if it is going to happen, but rather how and when. Expert
K assumes that “before we go to the market or 500 million European citizens, it's going

to involve for three to five years, it needs time”.

Still, the evolution of SSI is not going to happen on its own. Expert I believes that the
best way of enabling the SSI-words is “if we have the public discourse about it, it needs
to be on the front page”. At the moment, as this expert explains, the discourse on SSI is

very niche, which is why more attention needs to be drawn.
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Citizens would have their identity information on their side in the form of a vault. Still,
there are concerns on what happens if this vault is damaged, lost or inaccessible. Expert
K argues that “why we need more intelligent mechanisms to recycle it”. For that, as expert
H assumes, there must a stable balance between safety, reliability with the way of
maintaining in in a distributed way. Expert E also believes that “there is future in a mix

of centralized and decentralized: centralised core identity and decentralised attributes”.

Also, regarding the problem of users’ accountability for their own identity, “they can be
addressed with the additional services like identity custodians”, so-called intermediaries,
as expert G clarifies. Expert H also argues that the “secret sharing” could also be
applicable here, then the key is split into several parts and recompose it if one part is lost.
Still, additional research is needed on how these could be implemented. Expert J explains
that the government tries to be a good custodian in the current situation, but the privacy

issue is difficult to be solved at the moment.
Active collaboration

Governments will play a major role in the SSI solutions to be commonly adopted,
including researching and investing time and resources in it. Regardless of the type of
identity scheme, as it was in the case with itsme, “government support and endorsement

are the prerequisites to have a successful digital ID”, according to expert E.

Now, moving into the SSI context, expert D summaries it in the following manner: “We
have the components that we have in Belgium, the components that Europe is taking”,
concluding that it is “up to Belgian government to take the initiative”. Moreover, expert
K believes, that the governments could indeed benefit from it, especially in the Belgian
context: “governments that are advanced in those authentic sources and have the

centralized way, they will be getting the most advances”.

Convincing the mass audiences, especially within the government, is difficult. Also, in
the context of the public administration as “there re different layers of decision-makers”
according to expert B. Many experts mentioned that on a way of achieving this should be
visionary people with enough political influence and support to advocate this identity
model and set the course towards SSI. A good quote from expert B elaborates on this:
“without strong support, the ideas will not succeed, you have to have the influencers to
achieve that”. Also, these actions have to be immediate, as the people’s terms in the

ministries are short.

However, expert C believes that not only the government should take action regarding

attempting to achieve SSI, and experts D and K are of the same idea. Indeed, as was
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mentioned, the dynamic of SSI development is rapid and the collaboration of various
stakeholders, including public and private organisations, is needed to catch the
momentum and set the right course, expert G believes. One reason for that can be seen in
what expert L said: “there is a big role that has to be played by the providers of the
technology, so it (SSI) is presented in a way that the citizens are never exposed to the

complexity of the technology”.

At the moment, a lot is going on in the private world, where banks and other companies
experiment with SSI possibilities. “The expectations are really high, and there are also
many companies acting in this space, actually building and developing stuff, at least one
hundred”, as expert G informs. As was argued in the previous sections, there is a need for
a coordinated effort, given that there is a rising interest from all sides, both private and

public.
Push from Europe

The European Union could be one of those drivers toward making SSI a reality, as experts
believe. Expert L shares their vision that this push will not be forcing but rather
encouraging member states to move towards SSI. Also, in this sense, Europe can be an
accelerator on the international scene. As expert K elaborates: “if Europe success at
setting a scene and we had a few projects, where you see it really implemented, I think it

would work as an accelerator”.

Expert D believes that empowerment of citizens is something within the European values,
and is related to the data strategy of Europe, so there must be another way of looking at
data and placing the citizens. One of the possible steps are the regulatory measures, as
expert F believes, is, for instance, setting the reference framework for SSI-related notions,
such as decentralised identifiers. And moreover, there is tangible support at the European
level, as expert D reassures: “now we have the budget to do certain things in the European
level”. In that sense, expert L argues that “Europe is investing so much in it to see the

added value; it will play a part in the IT landscape of any government level”.

However, at this stage, it is difficult to foresee how the SSI can function across the whole
of Europe, given that some member states even struggle to notify their eID schemes under
eIDAS regulation. Expert K elaborates on this, stating that some members states are even
moving to the centralised way of identity management, where the governments hold the
central registries. Apart from that, the coordination of activities from the European level
is frequently seen as a more vertical one, as even though a lot is decided on the European
level, “people who have to actually do this stuff have a lot of difficulties trying to

implement these initiatives”, as expert A informs.
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As a way of addressing these concerns, ESSIF works on interconnecting different SSI
projects across the member states. At ESSIF, the specifications for the SSI are being
developed, leaving the technical solution, or the wallets, out of scope. Here, the
collaboration with the private market could come in play, as ESSIF relies on the market,

in this case, to become more mature and more elaborated, according to expert D.

Overall, expert D believes that “if we can relate [...] with some private initiatives, then
we can gain some momentum in a pragmatic way”. The time will tell whether or not this

cooperation is successful.

6.7 Summary of chapter 6

This chapter contains an overview of the main findings of this study, collected via
the interviews from the experts in the fields of identity management, self-sovereign
identity, blockchain and innovation. It illustrates that there is an active development of
SSI in both private and public context so that in the short term, more tangible results can

be expected.

This section gave the first glance on the state of play within the identity management
reality, allowing the author to reflect on why, where and how it can be benefited with SSI.

The summary of the findings is depicted in the following table.

Table 5. Summary of the results

Probe | Sub-topic Main findings
Organisational | e Complex public administration
reality . High standards for security
. Conservative culture
. Limited capacity and resources for innovation yet the efforts are put
o Difficulties with translating the high-technological concepts to everyone
Blockchain . Blockchain is not the absolute solution
5 and SSI . Difficult to see a direct business value and not start from the technology
3 . Postponed initiatives
§ . Several projects emerged, not SSI specific
% . Blockchain on the move scope was reduced
2‘ . Positive follow-up during phase 2
'?n Citizens’ . Not eager to interact with the government unless they have to
g’ attitude . Surveillance concerns
. Awareness about one’s identity
itsme o User-friendliness and security by design
. Trust reached via government’s endorsement
. Branded identity
. Centralised and in control of transactions
) Possible future with decentralised attributed
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Identity Benefits:

management
. Robust identity infrastructure (smartcards, authentic sources)
. High-security standards
Drawbacks:
. Immense legacy system
. Privacy concerns
. Centralised control
. Static ID cards
. Usability challenges
. Siloed usage
Future steps
. Clear positioning is needed
. Seeking citizens have more control
. Better services
. Mobile identity

Opportunities | e Better governance
. Citizens have control over their data
. Foster democratic societies
. Saving cost is not a strong argument at the moment
J Ubiquitous identity
. Simplified processes
. Minimised trust
. Better quality and integrity of data
° Numerous use-cases possible

Challenges o Compliance with GDPR and eIDAS is addresses

_ . Lacking political support
) . Organisational resistance

J Concerns about the risk of anarchy
. Blockchain-specific factors (whether it is a necessary component, what gets
stored on the ledger, how to address immutability)
o Lacking governance frameworks and standards, they are being developed
. Diverse audience and smartphone coverage
. Low user competence and awareness
o More studies needed to assess the interest
. A need for both usability and security

Future steps . SSI is expected to grow
. Active collaboration from public and private actors is needed

° Europe should be the driver
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7 DISCUSSION

The previous chapter sketched the findings of this study, which comprise the
foundations for answering the research questions of this paper and its sub-questions. The
following paragraphs provide an elaborated answer for the RQ, which is “what
opportunities and challenges can the Belgian public sector expect from implementing the

self-sovereign identity model?”, and the surrounding conclusions.

Innovations never happen in isolation (Qlnes & Jansen, 2018). The globalisation of the
world and emerging technologies make it possible to look at the routine processes and
systems from a different angle, which was also the case for identity management. Driven
by the fact that many countries still struggle to launch secure and accessible ID schemes,
several studies anticipate the evolution of identity management, both in physical and
digital worlds, which poses another challenge for the public administrations. Other social,
economic, political and technological drivers will determine which way the identity
systems will develop towards (European Union, 2018). Among those drivers are the
growing privacy and trust concerns the exposure to new technology. The identity of the
future will be based on the pillars of inclusion, secure and sustainable design and
governance to allow its interoperability, security preserving utilisation and legal
enforcement via set standards (The World Bank, 2017). Though at first sight, it could
seem that those are only relevant for the developing countries, the overall trends speak
for themselves: more control over one’s identity information will be ubiquitous (BBVA,
2019). The rapid technological uptakes will challenge the existing regimes of severe
centralisation and attempt to return the citizens their authority over their own data,

enabling them to decide how and with whom this data will be shared.

Those were the circumstances for the self-sovereign identity to emerge (Allen, 2016). It
gradually gets more attention and recognition both in private and public sectors. While
several benefits, such as allowing the users to have control over their identity, lie on the
surface, the process of transitioning towards SSI is not a smooth one. Many factors
surrounding this process should be noted and taken into the account before any concrete
implementation plans are made (Ferdous et al., 2019; Zwitter et al., 2019). Countries with
the existing robust identity infrastructures will face difficulties with evolving their
identity systems because once the control is in one party’s hands, it is troublesome to
disseminate that. What this study offers are the insight at the possible opportunities for
the new identity paradigm in the context of the public sector, as well as the potential

hurdles associated with that, by the example of Belgium.

Based on the results of the study, it can be concluded that defining what SSI is will take

a certain time. SSI came out of the enthusiasm to grants users more control, but there is
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no reference framework and hence, no right or wrong interpretation of what SSI is and
what is not. All SSI projects have the right to exist, depending on the context and the
goals pursued. Therefore, the author proposed discussing the SSI not via its principles but
rather using the overarching vision, which constitutes that the user should be in charge of

his or her identity.

Belgium public sector presents a complex mechanism, where many processes depend on
various information sources. An obvious takeaway from the study is that SSI holds the
potential to increase the efficiency of these processes, including the cross-sectoral and
cross-border interactions. Other use-cases, where SSI can be implemented, comprise the

document validation (Baars, 2016) or refugees’ identity verification (Syed, 2019).

Experts revealed the fact that citizens use public services out of a need, which could be
caused by various factors, including the unstable trust to the government. Notably, a
strong player within the identity market, itsme, achieved a high market penetration and
trust from its customers within a couple of years, offering a user-friendly interface and
providing a high standard of security. Belgium has a moderately high connection and
smartphone provision metrics, which could, in some way, facilitate the adoption of SSI
as the public solution. As itsme stated, the future of identity could be with the centralised

authentic sources and decentralised attributes.

However, aligning with the pan-European regulations, GDPR and eIDAS were frequently
mentioned (Der et al., 2017; Wagner et al., 2018). Ideologically, SSI goes hand in hand
with what the regulations aim, namely protecting user’s privacy and the explicit consent
for sharing, interoperability of identity throughout Europe. Nonetheless, much work is
still ahead in terms of aligning the semantics and technical solutions with these
regulations. The issue has been acknowledged and is being addressed by specialised
experts, only time will tell the outcome and perhaps new, offer modernised versions of
SSI concept. Alternatively, possible adjustments to those regulations could be proposed,
based on the experts’ opinions. ESSIF works on creating the integrated governance
frameworks for SSI to consolidate the initiatives in the field. The first steps have been
already taken, as the first EBSI node was launched in 2020. Only the strong visionary
support could guarantee the development of SSI and bringing its benefits to Belgian

citizens and residents.

More importantly, Belgian national regulation on identity is there, and it takes lengthy
administrative procedures to change those, also knowing that the law on the National
registry has been in place since the 1980s. Therefore, a strong administrative and political
support is needed to advocate SSI. However, in the Belgian reality, it is not always easy

to lobby for this with the long-term added value.
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Additionally, due to this confusion and lacking standards, introducing SSI within the
Belgian governmental context was associated with risks of losing the government’s
authority and status. Hypothetically, such a plight could lead to anarchy, unstructured
identity information with millions of formats and the overall chaos in a government-
citizens relationship. However, SSI could mean quite the contrary: maintaining the
authentic sources, including the government’s, for providing the unified identity attributes

to citizens while allowing them also to oversee their data (Wang & De Filippi, 2020).

This confusion was most probably caused by the term of SSI itself, where it was not clear
what the “sovereign” aspect stood for (Ferdous et al., 2019). Unlike the “self-issued”
identity, where the users define their own identity credentials and serve the sources of
truth, the “self-sovereign”, at least in the government context, would imply the users
being able to collect attributes from various sources yet hold the control over their usage
and sharing. This significant difference brings more clarity into what SSI and what SSI is

not.

Also, although blockchain seems a necessary part of the equation, it was debated that it
is not lying in the core of SSI (Miihle et al., 2018). Originally coming from the financial
sector, it has found its embodiment in the public sector context as well. It was revealed
that indeed blockchain has several uncertainties, such as immutability of the records and
storing the information, which could reveal the person. If used correctly and in
combination with other technologies, it can enhance the SSI implementation (Dunphy &
Petitcolas, 2018; van Bokkem et al., 2019) Nevertheless, SSI was proven to function with
other technological solutions, implying that blockchain is just a tool to achieve things
(Van Wingerde, 2017).

Hence, the Belgian public sector, with its robust authentic source infrastructure, can only
enhance the SSI adoption. The government of Catalunya took the similar approach, where
the it aims at providing the citizens with the control over their SSIs while remaining as
the identity validator. In the light of many governments, including neighbouring countries
Germany and the Netherlands taking action, Belgium could gain the momentum to move
forward with SSI. Within the country, “Blockchain on the move” project has examined
the opportunities for deploying the SSI and has become the pioneer project for this
identity model in Belgium. The pilot in the city of Antwerp taught many lessons yet
proved that SSI could go beyond exploring the technology and result in real added value
for citizens and city administration. The project also indicated the commitment from the
public administration side, which can expect not only increased efficiency but also better

reputation among the citizens.
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However, another hurdle could be low citizen competence or even their low interest in
decentralising their identity (Satybaldy et al., 2020). Experts acknowledge the struggles
of many Belgian citizens using the eID card and installing the software. As the example
of itsme has demonstrated, the complexity of SSI can be hidden behind the comfortable
user interface. The SSI in Belgium has the prospect to be widely adopted if the features
it offers are embedded in the solutions. One of the suggested options were introducing
the identity custodians, either public bodies or banks, yet it is not very clear at the moment

how those could operate.

After the conducted analysis, the framework for assessing the opportunities and
challenges of SSI implementation can be further adjusted, based on the findings of this
thesis. Originally, it was developed for mapping the benefits and barriers of using
blockchain technology by @lnes & Jansen (2018) and was adjusted before the empirical
part of this study began, based on the findings from the literature. The “Governance and
control” unit was divided into two blocks for more vocal illustration for each stakeholders
group: citizens and the government. The original “economic benefit” field was removed
due to the uncertainties regarding the financial contribution of SSI, leaving it for the future
research to determine. Better processes from the original framework were elaborated
under the new block for “use-cases”, where the SSI applications within the Belgian public

sector were listed.

Information quality
/operational gpect m

5 ﬂ * Existing authentic sources o Control over personal data * Simplified processes o Local administration

o T for verifying SSI (Existence, Consent, « Portable, interoperable, (BOTM)

A % « Transparency Control) persistent and protected « Cross-border interactions

O w * Minimised trust * Less surveillance identities e Cross-sector interactions

o o * Democracy * Itsme is already widely « Education, volunteering,
* Support from ESSIF used refugees

SSI implementation
in Belgium

Legal factors Technical factors User-related factors
& * Continuing work on alignment  Conservative culture * Lacking governance frameworks * Providing both usability and
(U] with GDPR and elDAS « Limited political support for long- and standards security
E * Installed national legislation (1983- term decisions  Legacy infrastructure  Limited research on the interest
= 08-08/36, 2003-03-25/31, 2004- « Limited capacity and resources for « Blockchain-specific factors  Low trust to the government
< 09-01/33, 2017-10-22/11) innovation * Cost model needs to be defined * Low competence and awareness
T * Role of the government vs * Inclusivity
O Decentralisation

* Hard to translate technical
concepts

Figure 14. Opportunities and challenges of SSI implementation in Belgium

The mapped categories are by no means exhaustive and can only be speculated as to the

results of this study, conducted at a particular time under particular circumstances.
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8 CONCLUSION & FUTURE RESEARCH

This study intended to uncover the opportunities that the SSI can bring to the public
sector and what challenges can be anticipated along this process. As the summary of the
answers was presented before, this chapter will provide brief commentaries and set the

foundation for future research in this direction.

Conducting an in-depth study of the current Belgian context to investigate the problem
areas with the identity management domain was a part of the first sub-question. Belgium’s
complex public administration structure is reflected in many administrative processes as
burdensome for citizens. There are difficulties with conducting cross-sector or cross-
border transactions and citizens have only a static view over their identity information.
The existence of state-own and controlled authentic sources guarantees the stable
functioning of the state, yet it concentrates much power with one party. Citizens’ careful
attitude for the interactions with the government and scepticism over the possible

surveillance were revealed as possible drivers for the current identity system to transform.

The second sub-question aimed at exploring features of SSI which could be applied in the
public sector. Since the first mentioning of SSI as a term, it got attention from scholars
and practitioners led by the ideology of having control over one’s data. The research on
SSI within the public sector is still to be conducted, and special care should be put to
articulating about what benefits are attributed to the SSI model and what benefits describe
the identity management system. As the author argued in the previous section, there is no
right or wrong interpretation of SSI because this phenomenon was initially created from
the public discussion and cannot be linearly described comparable to physical or
mathematical algorithm. To keep in mind, the sovereignty in SSI relates to holding the
authority over the usage, sharing and storing the identity, as the results show. Hence, the
features of SSI suggested by Allen (2016) provide a sufficient degree of granularity when
speaking about what SSI is. Many other, more advanced principles can be added
depending on the context and the initial requirements. However, the overarching idea
should remain the same: users should be in active control over their identity. In the context
of the public sector, this can be achieved by granting each citizen a digital vault, where
the identity attributes from various issuers can be stored. While some scholars would
argue that this type of identity only partially resolves the centralisation problem, the

current reality does not reckon for identities which are self-issuing credentials.

The third and final sub-question examined the possible hindrances for the SSI
implementation. The literature initially suggested these challenges, and they were further
enriched after the case analysis, provided the Belgian context and experts’ opinion. A

detailed elaboration on the challenges is presented in the revised conceptual framework,
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with a clarification that this list is not exhaustive. One of the main takeaways was that

more research is needed, which is also mentioned in the following limitations section.

Hence, in the light of the current identity scheme of Belgium and the anticipated future
state, it can be argued that the SSI could bring visible improvements and still preserve the
sturdy sides of Belgian identity management. Although it is impossible to derive any
general conclusion for SSI in the public sector, the proposed frameworks could be used
by the Belgian officials for the future agenda setting, as well as by practitioners and

researchers from other countries where the SSI debate is in an infancy stage.

All in all, the objectives of the research were successfully reached. The paper concludes
that for now, the way SSI can be positioned is the technology with many potentials to
shift the whole identity management towards a more citizen-centred direction. Still, many
issues with SSI remain either unanswered or partially answered. SSI needs to mature by
being involved in public debate and attracting stakeholders from various disciplines.
Conveying the knowledge and SSI values to the stakeholders should be among the
priorities for SSI practitioners and researchers, given that the current academic scene is

scattered and dispersed.

8.1 Limitations

With the objectives of the study met, it also, nonetheless, suffered from several
limitations, which have to be kept in mind when analysing the results of the research. In
terms of the selected methodology, one limitation could lie in the selected sample.
Belgium was chosen for its existing identity model and the accessibility of information
for the author, yet it should more countries with different profiles be taken, the results
would be different. Furthermore, although the Belgian public sector bodies can use the
provided results for the decision making, these results cannot demonstrate general

suggestions regarding SSI in the public sector.

Also, a chosen cross-sectional study design only depicts the situation at a given moment
(Levin, 2006). The rapid development of SSI outside of academia makes it difficult for
the scholars to track and denote all the improvements, both on the conceptual and
technical levels. Thus, several advancements might have been left behind by the cause of
the frequency of academic papers published in this domain is also rather low. Moreover,
the overall quantity of papers dealing with SSI in the public sector is small, which forces
the author also to involve business reports and technical community blogs to enrich this
study with more recent information. Finding interview partners was affected by the
COVID-19 outbreak, as due to limited availability of experts working directly with the

SSI reduced the number of final interviews taken and narrowed down the possible spectre
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of opinions and expertise on SSI in the public sector. Another limitation in terms of the
data collection lies in a possible bias. Several interviewees were coming from gov
agencies and their professional standpoints might be affiliated with the interests of the
agencies they represent. Also, involving a citizen as the main end-user of SSI in the
research would give a more holistic overview of the problem, which opens the floor for

future research.

8.2 Future research

This study attempted to look at the implementation of self-sovereign identity, yet
there are still many research efforts to be taken to make this implementation happen.
Although this research offers a glance into the possible opportunities and challenges of
SSI in the public sector, it by no means suggests concrete benefits or negative impacts of
this identity model. A more comprehensive analysis of use-cases is needed to derive those
implications and make a view on SSI more complete. As the previous section indicated,
this study only looked at the opportunities of SSI from the public officials and
practitioners’ perspective, leaving the attitude of the citizens out of scope. More
elaborated research is needed to understand how citizens feel about the current identity
management models and what is their expectation towards the future. At the moment,
one cannot answer the question of the economic model behind the SSI as research is still
being conducted. In the public sector, reality does not allow the government to charge
citizens for their interactions, not in today’s economy. Therefore, the SSI ecosystem has
to ensure free transactions but there is no crystal-clear definition of how this could be
achieved, leaving the open floor for future research. As highlighted by scholars, keeping
the authentic source on the government’s side still poses a risk of centralised control.
There must be a specific regulatory framework describing the rules of maintaining the

sources so that the user’s privacy and supreme control over the identity are respected.

Hence, more research is needed in finding the balance between the centralised authentic
sources and decentralised attributes. There are more questions to be answered. The future
research should look at validating the authenticity of self-issued credentials, such as email
address and the phone number. Also, more knowledge is needed on preventing
impersonation, or ensuring that the user with the vault is the user who should have it. The
author expects the future studies on SSI take these points into account for enriching the
body of knowledge on SSI.

All in all, the authors anticipate more attention from scholars to this research domain, as

well as more cooperation between academia and public and private sectors.
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Appendix

A Interview partners

Interview transcripts can be provided upon request.

A Public sector / Blockchain DG DT BOSA Innovation Manager
/ Innovation
B Public sector / Digital IAA of DG DT Senior IT Manager
identity at BOSA
C Public sector / Digital IAA of DG DT IAA Domain Manager
identity at BOSA
D SSI / European level ESSIF Convenor
E Spokesperson
Private sector / Digital Belgian Mobile
identity ID
F COO
H Research / Blockchain Smals Cryp tograp hy and
blockchain researcher
G Private sector / SSI Jolocom Partnerships Developer
I Private sector / SSI/ Lissi project at Researcher at Lissi
Research Main Incubator project
] Public sector / Digital IAA of DG DT Service expert
identity at BOSA P
K SSI / European level TrustCore External expert
L Private sector / Innovation BallistiX CEO
B Interview guide

Thank you for participating in this interview. My name is Stanislav Mahula, and I
am a final year student of Erasmus Mundus programme in public sector innovation and
e-governance. This interview is a part of my master thesis research dedicated to revealing
the opportunities and challenges of implementing Self-sovereign identity in Belgium. It
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will take around 45 minutes, and now I would like to ask your permission to record the
conversation for my personal use, I will also anonymise the sensitive data.

The following blocks of questions were asked depending on the profile of the interviewee,
each aiming at uncovering different aspects of the RQ.

WARM-UP QUESTIONS

1. What is your experience in the field of identity management?

BELGIAN IDENTITY MANAGEMENT

1. What is the overall attitude towards new technologies within the government?

2. What were the drivers that lead to introducing new changes to the Belgian mobile
ID?

3. What aspects of the current ID model are advantageous?

4. What is the downside of the existing ID model in Belgium?

5. What is the citizens’ attitude towards their digital identity?

6. What is the experience of using services online?

7. Are there any projects to introduce new changes to this model?

8. What is anticipated in the future regarding identity management?

Blockchain technology

1. What is the Belgian government experiences with Blockchain?

Self-sovereign identity

2. Are you familiar with the concept of SSI?

9. Many countries already started to investigate on SSI (Netherlands, Spain, Germany).
Are there any considerations to include SSI in the agenda? If no, why not?

10. Do you believe that adding some SSI features positively impact identity
management?

11. How can legal challenges be addressed?

Self-sovereign identity

1. What is your experience with SSI?

2. What leads projects and organisations to embed SSI?

3. Is SSI necessarily linked to blockchain technology?

4. What costs are associated with maintaining an SSI system?

a. What is the fee model using the SSI?

b. What other costs should be expected for maintaining such a ledger and SSI system in
general?

SSI in the public sector

5. How would you describe the maturity of SSI to be implemented on the state level?
6. Data usage in commercial companies and government is different; governments need
data about citizens to function. How can SSI work within the government?

7. Was there a call from governments to cooperate on creating SSI-bases solutions?

a. Why would the public sector want to shift to the SSI?

8. In your opinion, what benefits can SSI bring to the public sector?

9. Security issues remain essential. In the SSI model, where the credentials would be
stored?

10. What experience can SSI provide in terms of security and usability?

11. What features of SSI can be harmful?

ADDITIONAL QUESTIONS

12. What do you mean by that?

13. Anything else you would like to add?
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Codebook

NAME DESCRIPTION FILES |REFERENCES

BELGIAN CONTEXT Insights from the Belgian public sector

Current state of affairs Insights on the organisational situation, the attitude and 9 133
experiences with technology
Citizens' experiences ~ What are the citizens’ experiences with the public sector 5 15
services and identity management?
Conservative culture 4 12
Innovation attitude 9 89
Attitude for new What is the attitude of the public sector bodies to new 5 20
tehnology technology
Attitude for SSI 8 20
Blockchain-related 5 42
Blockchain What is the attitude of the public sector bodies to the 4 27
attitude blockchain technology
Blockchain 1 6
initiatives
BOTM Blockchain on the Move project-related opinions 3 9
Initiatives on SSI Experiences with the SSI within the identity 3 7
management of Belgium
Organisational reality 6 17
ID systems 7 73
Benefits of the current What experts think are the strong sides of the current 6 16
system identity management system of Belgium
Drawbacks of the What experts think are the downsides of the current 5 26
current system identity management system of Belgium
itsme Discussions about the big player in identity market of 5 31
Belgium

Governance of itsme 1 4



NAME

Importance
branding

itsme experience

itsme vs SSI

Next steps

Future perspectives

MyProfile

Towards mobile

CHALLENGES OF SSI

Financial

Legal

eIDAS

GDPR

Organisational

Data capitalism

Governance
standards of SSI

Government's role

Political resilience

Willingness to change

Technical

Blockchain-related

The plans of the Belgian government to move forward

Opportunities of mobile identity

The summary of all barriers that does not allow having
the SSI implemented

What costs are associated with maintaining the SSI and
who should pay for it?

How SSI can be compliant with the existing legal base

Organisation and institutions-related factors that can
occur on the way of SSI adoption

How could government protect citizens from giving their
data to big companies

Role of the government in the SSI ecosystem

Factors dependent on technology and infrastructure

Discussing on what is the role of blockchain in
achieving SSI

10

10
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33

24

133

19

12

52

14

15

10

29
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NAME DESCRIPTION FILES |REFERENCES
5 10

Blockchain is not

necessary
Storing data on the 5 10
ledger
Wallets 3 3
Wicked SSI 4 6
User-related Factors related to the users, their behaviour and interest 9 28
Acessibility 2 3
Competenses 4 7
Interest 3 3
Trust to technology 3 4
Usability vs security 6 11
FUTURE STEPS Aspects to consider for the future work 9 49
Active contributors Players in today’s market and their role 3 11
ESSIF 2 4
Private companies 3 7
Collaboration is needed = How various stakeholders can enable SSI 1 1
Government context A role of the government in adopting the SSI 5 10
Push from government 2 6
Visionary people 3 4
Push from Europe The EU could become a driver towards making SSI 5 11
possible
SSI development Directions where SSI needs to develop towards 9 16

Identity custodians 4 6
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OPPORTUNITIES FOR The foreseen improvements that SSI can bring to the

SSI public sector
Democracy How can SSI facilitate creating a more democratic 5 12
society
Control over data 2 2
Less surveillence 3 4
More democratic states 3 6
Economic What economic benefits can be expected from SSI 3 4
Information quality and Experts’ opinions on how SSI can facilitate better 7 36
better processes processes in public administration and improve data
quality
Better data quality 6 28
Better processes 3 7

Use-cases Possible use-cases where the SSI can be implemented 6 18
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