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ABSTRACT 

With rapid technological developments, cybersecurity is important for organizations to discuss. 

However, human aspects should be observed and researched to apply digital systems and adapt 

them to organizations. This study aimed to identify the factors and determinants that make Tallinn 

European School employees (teachers and administrators) accept or reject new technological 

changes. The two-factor authentication system was chosen as the new technological update for 

TES. The Technology Acceptance Model and Unified Theory of Acceptance and Use of 

Technology frameworks provide an understanding of the determinants of technology acceptance. 

A questionnaire was used to evaluate and identify the factors that influence technology acceptance 

among TES employees. The results of this study show that the External factors, Perceived 

Usefulness and Perceived Ease of use, are the main determinants in creating attitudes, motivations, 

and behavior toward new technology implementation in TES. The research concludes that TES 

employees find the two-factor authentication system useful and are willing to try and adopt a new 

technological update despite differences in gender, nationality, and age.  

 

Keywords: technology acceptance, cybersecurity, two-factor authentication, attitude and 

motivation
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INTRODUCTION 

Technology is growing and affecting nearly every aspect of society. From public to private 

services, digitalization has grown to simplify people's lives and work, and new system updates, 

digital solutions, and innovations are a part of everyday life. Even if new solutions seem helpful, 

not everyone is willing to try and adopt them, so technology acceptance assessment and 

implementation have become a vital topic to discuss (Taherdoost, 2019). Although technology 

usage is almost inevitable, the financial, education, military, and healthcare industries and 

organizations are concerned about digital safety and are becoming more vulnerable. Cybersecurity 

has become increasingly essential with different technological solutions and services (Ellerbeck, 

2023). In Estonia, 27 115 incidents of cybercrime were reported to CERT- EE (Computer 

Emergency Response Team in Estonia) in 2022. The number is more extensive than in previous 

years and will grow. Phishing methods, service interruptions, and account takeovers caused the 

most significant incidents in organizations, and cybersecurity's importance in organizations have 

arisen. (RIA, 2023, p.11) Organizations often focus more on results and performance than on 

security. PwC's survey (Global Economic Crime and Fraud Survey, 2022) shows that cybercrimes 

are organizations' most significant fraud threats (PwC, 2022). There are multiple options for 

securing organizational systems that can be implemented. However, they may require more effort, 

financial support, and training and may not be acceptable to users.  

 

Since the COVID-19 pandemic in 2019, the education sector has been the main target of cyber 

threats. Distance learning and homeschooling have opened an excellent opportunity for hackers 

and criminals to cause significant problems for educational institutions by accessing sensitive data 

and school networks. (Horowitz, 2022) Tallinn European School (TES) is part of the European 

school system (ES), with 26 schools under the same management. However, with the peculiarities 

of different countries, TES must follow regulations according to the general rules on ES. As 

schools are founded mainly for the European Union's employees' children, the school gathers a lot 

of international data and must be well secured. (Richardson et al., 2020) The TES IT policy is the 

schools' central policy for regulating technology and digital system usage among all employees 

and students, and one of the focuses of digital competence is safety. Therefore, the Tallinn 
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European School's digital competence, including cyber security, must continue to evolve and 

improve to achieve the school's predetermined goals. A new cybersecurity update will soon be 

launched in TES, and it is necessary to discover possible obstacles. 

 

The study aims to investigate the attitudes and motivations of Tallinn European School (TES) 

employees toward implementing a new digital system. As a security measure for the system, TES 

intends to implement two-factor authentication for staff members (administrators, teachers who 

work with the school's data and have the school account provided by Tallinn European School) 

connected to other devices to prove the identity of the person. Since the school keeps confidential 

data, the school management decided to implement it to increase the system's security. The 

research identifies the determinants of attitudes and motivations toward the new technology.  

Given that research focuses on user acceptance of computer technology, the main research question 

is: What makes TES employees (teachers and administrators) to accept or reject the new 

technological change?  

Sub questions: 

-What are the attitudes and motivations of the employees of TES towards implementing the new 

digital update (two-factor authentication system)? 

-How does gender, age, or nationality affect technology adaptation? Is there a difference between 

these variables?  

 

Although many factors can influence the implementation of new tools such as availability of 

technology, design, and security, the human factor is the hardest to predict. Many models and 

theories have been proposed about the implementation of new technologies. However, the most 

widely tested and used is the Technology Acceptance Model (TAM) (Chuttur, 2009; Lai, 2017; 

Marangunic & Granic, 2014). 

 

Technology acceptance model (TAM & TAM 2), and Unified Theory of Acceptance and Use of 

Technology (UTAUT) were chosen as the main theoretical framework models to explain and 

understand the user acceptance processes. The Theory of Reasoned Action (TRA) and The Theory 

of  Planned Behavior (TPB) are the basis of the leading models and must be described to 

understand the main theories. While the original concept of the TAM focuses on perceived 

usefulness and ease of use, the UTAUT model adds determinants such as gender, experience, age, 

and voluntariness of use. In addition to understanding the use acceptance processes, TAM models 

and UTAUT provide a theoretical foundation for practical "user acceptance testing" techniques.  
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The TES case study used a qualitative research method to measure attitudes and motivations, 

although the quantitative method was also used to analyze the results of the questionnaire data. A 

work sample of 106 (teachers and administration team) people of different nationalities was 

examined to determine the attitudes and motivations for the new update among TES employees. 

For testing technology implementation in TES, the UTAUT theory questionnaire is used, and 

original questions from the theory are modified according to the example of the given thesis (two-

factor authentication). The questionnaire was sent out before implementing the new update, and 

employees were tested immediately based on their knowledge and beliefs.  

 

Subjective opinions based on personal and individual observer assessments of TES employees 

provide valuable information for testing attitudes and motivations toward two-factor 

authentication. The methodological limitation of this research is that the sample needs to be larger 

in generalizing the evaluation of motivations and attitudes in all European Schools. Despite these 

limitations, the data is beneficial because the attitudes and motivations have not been tested in TES 

before.  
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1. THEORETICAL FRAMEWORK 

There are several behavioral and technology-related theories and adoption models proposed to 

describe and explain the technology acceptance and intention to use - The Theory of Diffusion of 

Innovations (Rogers, 1995), The Theory of Reasonable Action (Fishbein and Ajzen, 1975 & 1980), 

Theory of Planned Behavior (Ajzen, 1985), The Technology Acceptance Model (Davis, 1989), 

Technology Acceptance Model 2 (Venkatesh & Davis, 2000), Unified Theory of Acceptance and 

Use of  Technology (Venkatesh, Morris, Davis, 2003), Technology acceptance model 3 (Venkatesh 

& Bala, 2008) and in addition more behavior related models, which explain the psychological part 

in the technology acceptance context. Studies show that TAM (1989) model's variables are still 

mainly used in technology acceptance research, and a significant number of models are integrated 

into TAM or updated by added determinants and factors to explain technology usage (Mustafa & 

Garcia, 2021; Marangunić & Granić, 2015; King & He, 2006). 

The theoretical framework mainly focuses on two leading technology acceptance models/theories- 

Davis’s technology acceptance model (TAM), developed in 1989, and the revised version of the 

same model (TAM2), created in 2000. For the empirical part of the research, the author found the 

most practical use of The Unified Theory of Acceptance and Use of Technology (UTAUT). 

UTAUT theory gathered eight behavior and technology acceptance theories, found connections 

between different factors, and complements TAM2 in several ways. (M. Venkatesh et al., 2003) 

The empirical part is conducted using the UTAUT theory since it explains the most important 

determinants of each theory and additional factors such as gender, age, and voluntariness. As the 

questions and primary theoretical points of each theory were clearly defined in UTAUT's research, 

UTAUT's questionnaire was used for the given thesis. 

TAM and UTAUT models allow individuals to understand the cognitive processes within users 

and how they respond and adapt the new technologies such as objects and software and all digital-

related tools and systems. Based on the appropriate theoretical framework, it is possible to 

investigate the intentions and attitudes of Tallinn European School employees when implementing 

new technology. 
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The Unified Theory of Acceptance and Use of Technology (UTAUT) was first proposed in 2003. 

The authors of the theory analyzed eight user acceptance models: The theory of Reasoned Action 

(TRA), the Technology Acceptance Model (TAM), the Motivational Model (MM), The Theory of 

Planned Behavior (TPB), Combined TAM and TPB, the Model of PC Utilization (MPCU), 

Innovation Diffusion Theory (IDT), Social Cognitive Theory (SCT). (Venkatesh et al., 2003) All 

theories were compared and explained using their main ideas in the UTAUT Model. 

As the focus is on the TAM and TAM 2 models, then mostly the main concepts of these models 

and TPB and TRA were under observation in UTAUT. As previously mentioned, the UTAUT 

model was chosen for conducting the questionnaire because of added factors of gender, nationality, 

and age. The TAM models did not specify and focus on those factors as much as the UTAUT 

model, and they explained technology acceptance more broadly. Because TAM and UTAUT 

theories are intertwined, the author considered those models essential for the research. 
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1.1 Technology Acceptance Model  

Davis presented the first proposed research of the technology acceptance model in 1985. He used 

previously developed, mostly psychology-related Fisherman's model (1967), the Theory of 

Reasoned Action (TRA, 1975 & 1980), and later updated by Fishbein and Ajzen the theory of 

Planned Behavior (1985) as his main theoretical base, which coheres with the other previous 

theories regarding behavior, attitude, intentions, and beliefs. (Davis, 1985) He claimed people 

could form cognitive opinions and attitudes before interacting with new technology. The theory 

fits well for the survey of the TES employee's attitudes and motivations because the research will 

be carried out before the actual system use. 

Davis investigated how the attitude and motivation toward a new system affect the use of the 

system. He pointed out that the most critical factors for measuring motivation and attitude are 

"Perceived Usefulness," which explains how a system simplifies the user's work and increases 

productivity, and "Perceived Ease of Use," meaning that a person feels comfortable working 

without much effort. (Ibid.) Perceived ease of use, in turn, strongly affects perceived usefulness, 

and external factors, such as social influence or previous experiences, influence these two factors. 

If the user-friendly system increases productivity, the entire work becomes more valuable. 

Therefore, the relationship between perceived usefulness and ease of use is noticeable. (Davis, 

1989) 

Davis claimed that attitude and motivation are strongly connected to system characteristics and 

user behavior. He used The Theory of Reasoned Action (TRA) and the Theory of Planned Behavior 

(TPB) to create his theory. (Davis, 1985) The Theory of Reasoned Action and The Theory of 

Planned Behavior focus on people's psychological conceptions and how they form attitudes and 

intentions toward actual behavior. (Ajzen & Fishbein, 2000; Taylor & Todd, 1995) TRA and TPB 

are not explicitly created to measure behavior toward technology but to measure behavior toward 

whatsoever performance or acts. (Fishbein & Ajzen, 1975 & 1980) Although the theory is not 

explicitly created to measure technology, it is still beneficial in given research. 

People would often like to separate the actual world and cyberspace. However, technology 

acceptance should be taken as the actual world without separation because many of our everyday 

doings somehow interact with technology. The illustrative example is proposed by not separating 

those two spaces, such as real life and life in cyberspace. For instance, employees intend to think 

that closing the classroom doors at TES will secure their personal belongings. However, locking 

computers (also an obligation by the IT policy of TES) while leaving the work desk is still an 
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ongoing issue because some people do not realize the need to lock their computers with their 

confidential data in them. Although the TRA and the TPB are not specifically created to solve 

digital and technological-related questions without explaining human behavior, it is tough to 

predict the use of the technology because the human factor plays a significant role in technology 

acceptance and implementation. 

Figure 1. Theory of Reasoned Action (TRA) 

 

Source: Fishbein & Ajzen, 1975, The Theory of Reasoned Action 

Fishbein and Ajzen developed TRA (The Theory of Reasoned Action) in 1975 (Figure 1), which 

explained the relationship between beliefs, intentions, attitudes, and the endpoint of a person's 

behavior based on information that the person has available to them. Attitude toward the behavior 

and subjective norms, in turn, determine the person´s intention to perform the behavior in the 

future, and this intention leads to performance or nonperformance of the behavior. Beliefs can 

change over time, leading to an attitude and intention change and affecting a person’s behavior. 

(Fishbein & Ajzen, 1975, p.216; Ajzen & Fishbein, 1980) We could assume that TES employees 

form their attitudes and motivations based on the information received from their work in TES and 

their personal life knowledge and experiences. They have received cybersecurity training from the 

TES organization, and IT policy with its cybersecurity part has been presented to each of them. 

However, if cybersecurity is not a person’s priority in his job, then it might not occur as a salient 

belief. Then the attitude and intention could be negative toward the new system update. 

According to TRA, the behavior should be positive from the beliefs to intentions. (Ajzen & 

Fishbein, 1980 & 1985) In general, people intend to perform a behavior when they evaluate it 

positively and when close people to them think they should perform it. (Ajzen, 1985, p. 12).  For 

example, if the person who received information about the new system believes that she/he will 

use it because it is helpful for him, and all the important people around also think that person 

should use the system, he will. The beliefs, attitudes, and intentions are positive, and a person starts 

to use the system. The problem occurs if the person has positive beliefs and creates a positive 
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attitude and intention. However, while important people do not think the system is useful - now, 

there is a conflict between the different factors of the behavior and the extended version. Fishbein’s 

Theory focused mainly on beliefs or perceived consequences, and criticism of given research is 

that self-evaluation does not give scientific proof, even if the results explain many aspects. (Ibid.) 

The Theory of Planned behavior extends the TRA model and adds one more important determinant 

to explain the weak spots of the TRA model. (Ajzen & Fishbein, 2000) 

To explain the TRA model from the given thesis point of view, TES employees would create their 

behavior based on intentions. If they believe that the 2-factor authentication can create a good, 

positive, and safe work environment for them, then they will be willing to try it. The more value 

adds to the performing behavior, a subjective norm, for example, such as people working in the 

same building. If the coworker recommends using the system, then TES employees' attitude might 

be optimistic. Also, the behavior can be positive if the more trustworthy person (TES IT- manager 

or Educational Technologist) encourages using the system. Although if the main goal is to have a 

safe environment at work, coworkers do not believe that the new system update can create that, 

then the intentions and attitude towards implementing the new update can change. 
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The Theory of Planned Behaviour (TPB, Figure 2) emphasizes the goal-directed nature of human 

behavior and adds “Perceived behavioral control” that can directly influence the behavior (Ajzen, 

1991). 

 

Figure 2. Theory of Planned Behavior (TPB) 

 

Source: Fishbein & Ajzen, 1991, The Theory of Planned Behavior (Ajzen, 1991, p.182) 

Many factors can affect intention-behavior: such as time, dominant beliefs, new information which 

could cause the change in intentions, confidence and commitment, individual differences, 

volitional control, skills, power of will, emotions, compulsions, and external factors such as time 

and opportunity, and dependence on others. (Ajzen, 1985) Although perceived behavioral control 

can directly influence the decision to perform the behavior or not, the other determinants affect 

behavior through the intention. When the outcome and prediction are equal, then we speak about 

TRA, although when the prediction of behavior failed by external factors, we speak about TPB. 

(Ajzen, 1985; Pavlou & Fygenson, 2006) 

To try to explain this theory with an example of given research, using a two-factor authentication 

method would be the actual performance of the behavior. To use it or not, the intention must be 

primarily positive. For example, colleagues suggest using it, or people believe that it helps them 

to be safe in the digital environment. When all previous determinants are equal (equally positive 

or negative), the final stage of the behavior will be formulated by the previous factors. When a 

person believes that he will use the system (this is his final behavior), although he does not know 

how to do it, this qualifies for perceived behavior control, which directly affects the behavior. 

However, all other determinants may not be equal. 
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Davis focused on how motivational variables and developed measures of these variables influence 

system features. (Davis, 1985) His research aimed to develop a model for user acceptance testing 

in information systems. Davis's proposed model (Figure 3) explains user motivation in general, 

where attitude plays an important role in actual system use. In turn, attitudes are influenced by two 

of the major factors in the TAM model: 

1. Perceived Usefulness- "Perceived usefulness is defined as the degree to which an individual 

believes that using a particular system would enhance his or her job performance." (Davis, 1985, 

p. 82). 

2. Perceived Ease of Use- "Perceived ease of use is defined as the degree to which an individual 

believes that using a particular system would be free of physical and mental effort" (Ibid., 82). 

 

Figure 3. Technology Acceptance Model (1986) 

 

Source: Davis (1985, p.24) Technology Acceptance Model 

Davis (1985) developed 14 questions for the survey to evaluate the system's Perceived Usefulness 

and Ease of Use. He asked specialists to conduct the statements and to create a valuable survey, 

and the same statements are used to determine the attitudes towards the new system update in TES. 

Davis argued that before implementing the new technological system or tool, the organization 

should be aware of the needs of employees in their jobs. Perceived Usefulness is the priority in 

new system implementation. In the case of this study, the new system update secures the needs of 

the organization in general. However, it is difficult for TES employees immediately to find the 

Perceived usefulness in their job because the new system update does not, for instance, help them 
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to solve their issues more quickly as in Davis’s research, where employees found e-mails more 

beneficial than handwritten mail. The new system update in TES requires even more time. 

However, if it can protect from data leaks and the system can minimize human errors, then the 

goals are achieved. The organization focuses on perceived usefulness, although it might differ for 

TES employees individually. Therefore, the study aims to determine what is more important for 

TES employees, The perceived usefulness, or the ease of use. By Davis, the priorities must be 

placed on the employees and their job and tasks rather than technology (Davis, 1985, p.218). 

Created in 1989, the TAM model added Behavioral Intention (Figure 4), which was not the focus 

of the TAM (Ibid.) prior model. According to the TAM model, perceived usefulness directly 

influences behavior Intention. Perceived usefulness can directly influence behavior intention, 

although it can also be influenced through attitude. (Davis et al., 1989) The goal of the TAM is to 

focus on the relationship between Attitude, Perceived Usefulness, Perceived Ease of Use, and 

Behavior Intention to explain user acceptance, which were the main parts of the first TAM version 

as well. In both TAM models, Usefulness and ease of use are the main determinants of user 

acceptance. 

Figure 4. Technology Acceptance Model (TAM) 

 

 

Source: Technology acceptance model TAM (Davis et al., 1989, p. 985) 

Two-factor authentication is relatively easy to use in the system design. TES employees know how 

to log in to Microsoft 365 accounts successfully and they had the same training and policies on 

using the work accounts. The new system requires logging in the same manner as before, but two 

additional steps have been added to the previous system, which only requires a small amount of 

extra time. Because of the added extra steps to logging in, TES employees could find the new 

system uncomfortable. Their experiences and attitude toward the system could primarily be also 

negative, which can create a negative behavior intention to use. Even if TES employees find the 
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system is easy to use, the external variable, such as previous experience, can also influence their 

usefulness and behavior. 

Both TRA and TAM point out that relevant beliefs create attitudes. The difference is that TRA 

researchers claim that beliefs appear for each new object/subject/system, and TAM focuses on 

technology acceptance in general by two determinants: Usefulness and Ease of Use (Davis et al., 

1989, p. 988), where the expected outcome of the Usefulness and Ease of Use is mostly positive. 

 

Extended Technology Acceptance Model (TAM2) 

In 2000 Venkatesh and Davis proposed new extensions to a TAM model and named it TAM 2 

(Figure 5). They kept the most important determinants as a core for user behavior from the TAM 

1 model: Perceived Usefulness and Perceived Ease of Use, Intention to Use, and added more 

specific elements to the model. TAM 2 explains external variables more than in the previous TAM 

model. 

 

Figure 5. Technology Acceptance Model 2 

 

Source: Technology Acceptance Model 2 (Venkatesh & Davis, 2000) 

Social influences, such as Experience, Subjective norm, Voluntariness, Image, and cognitive 

instrumental processes, such as Job relevance, Output quality, and Result demonstrability, were 
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added to the TAM2 model. TAM2 explains that subjective norms on the intention to use above 

perceived usefulness can occur when users are mandated to use the system, not voluntarily. 

(Venkatesh & Davis, 2000) In the case of our study the new system update will be mandatory 

implementation for TES employees. 

The image represents social influence, a preference group membership, which determines the 

individual's social status. (Ibid.) As the research sample is teachers and staff members, the 

preference group membership could play some role in user intention depending on the job position. 

Job relevance is an essential component in usage behavior. It judges whether the system adoption 

is relevant to his/her job. It has a direct influence on perceived usefulness. (Ibid.) In this case, TES 

employees must evaluate cybersecurity's importance as perceived usefulness. 

Output quality determines how well the new system will perform its functions and whether the 

output quality satisfies job goals and needs. (Ibid.) Employees will be questioned before the actual 

system use. Quality input cannot be assessed in the given research but could be measured in further 

studies after implementing the 2FA system in TES. Result Demonstrability is defined by Moore 

and Benbasat (1991, p.203) as the "tangibility of the results of using the innovation" (Venkatesh & 

Davis, 2000, p.192) and also occurs after the testing of the new system. 

Experience determines previous interaction with the system and can influence the perceived 

usefulness or directly the intention. (Ibid.) Suppose some TES employees had previous experience 

with the same or similar 2-factor authentication system. In that case, it can affect their attitude and 

motivation toward using the same system in their work. 

The explanation by TAM 2 is that subjective norms create the intentions before the system is 

applied. Nevertheless, after implementing the system, individuals can directly test it and change 

their opinions. Direct system use and experience can overcome the first fear of using the system 

and increase the system's productivity. If TES employees do not like the system, their opinion 

could change after testing it. Over time it can also change the attitude toward the system. 

(Venkatesh & Davis, 2000, p. 190) 

The model shows that all external variables are mainly connected to perceived usefulness, which 

creates the intention to use or not to use the system and leads to the usage behavior. When all these 

modifiers are equal, the system is easy to use, employees understand why it is necessary, the 

employee's interests and the organization's interests are compatible, and everyone thinks that 
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everybody in the organization benefits from the new system update, then intentions, attitudes, and 

motivations are positive, and the system will be in use. 

TAM models are a prominent framework for testing the attitudes and motivations toward the 

technology. However, TAM and TAM 2 models did not address age and gender or how these 

variables could influence technology acceptance. Therefore, the Unified Theory of Acceptance 

and Use of Technology was chosen to add more value to the given research, find out if those 

variables somehow correlate, and investigate whether any similarities or differences between age 

and gender emerge in technology acceptance research. 
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1.2 A Unified Theory of Acceptance and Use of Technology (UTAUT) 

 

Figure 6. A Unified Theory of Acceptance and Use of Technology 

 

Source: UTAUT (M.Venkatesh et al., 2003, 447) 

According to the new model (Figure 6), the main variables influencing use behavior intention were 

performance expectancy, effort expectancy, and social influence. Gender, age, experience, and 

voluntariness appear to be moderating variables in the UTAUT model, they indirectly influence 

intention behavior by showing how these factors affect four main determinants: Performance 

expectancy, Effort expectancy, Social influence, and Facilitating conditions. Performance 

expectancy brings together several factors reflecting the perceived usefulness (from TAM and 

TAM2 models). According to Venkatesh’s research, performance expectancy is still the most vital 

determinant of behavior intention in mandatory and voluntary settings. (Venkatesh, 2003 p. 447) 

Although there is a finding that gender and age are also part of behavioral intention, they are not 

direct predictors of behavior. The theory claims that it tends to be more task-oriented and aims to 

make the behavior of the results more salient. Gender schema theory adds that age and 

socialization are crucial in predicting behavioral intention. Gender differences have appeared in 

technology acceptance theories analyzed by Morris and Venkatesh (M. A. Morris & Venkatesh, 

2000; M. G. Morris et al., 2005). The findings show that men were more related to Perceived 

Usefulness and women to Perceived Ease of Use. 
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Effort expectancy formulates behavior intention based on the use of the system. According to TAM 

and TAM2, models' Effort expectancy would reflect Perceived ease of use. Although studies show 

that perceived ease of use depends on whether the behavior intention is tested before or after 

implementation. Venkatesh and Morris claim that women are affected by effort experience more 

than men, especially younger women who do not have previous experience with the new system 

(M. Venkatesh et al., 2003). 

Social influence is the determinant that depends on the close people's opinions towards the system 

according to TAM and TAM 2 models. In UTAUT theory, social influence has a bigger concept, 

where social status appears to have significant influence, and the potential user feels the social 

pressure. The feeling of reliance on others occurs more in the case of mandatory system use (early 

stages). (Ibid.) In technology acceptance, women are more likely to listen to others' opinions in 

implementing a new system in forming the intention. (Venkatesh et al., 2000) Therefore, social 

influence is a salient determinant among women more than men. Affiliation as a part of the social 

influence can change with experience and age (Venkatesh & Davis, 2000; Venkatesh et al., 2003). 

More likely that older people's need for affiliation is more salient and can change with experience. 

(Venkatesh & Davis, 2000). Older women, especially in mandatory settings, tend to be more 

strongly influenced early in developing behavior intentions than older men. (Venkatesh et al., 

2003) 

Facilitating conditions are the state where the organization provides all required devices, training, 

help, and guidance in using the new technology or updates. The person feels like they receive all 

the needed support from the organization in using the new technological updates or systems. (Ibid., 

453). Three main characteristics of that determinant are perceived behavior control, facilitating 

conditions, and compatibility.  According to Venkatesh's research (2003), facilitating conditions 

influence user behavior but not behavior intention. The effect of the given determinant increases 

when people start to use the new system. Venkatesh (2003) studies show that older people are more 

in need of help and assistance at jobs and more willing to ask for help from system support.  In the 

case of the study, TES has an IT- team with the IT manager and educational technologist who 

support the employees in all digitalization and technology-related questions.  

Although two determinants, anxiety, and self-efficacy, were discussed in the other studies and 

considered to be added to the UTAUT model, Venkatesh found that perceived ease of use can drive 

them. However, they will not significantly influence behavior intention, and those factors are not 

in the research's focus. Attitude toward using technology is defined as an “individual's overall 
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affective reaction to using a system” (M. Venkatesh et al., 2003, p.455). In the previously explained 

models, Attitude was an independent determinant of user behavior. The given model explains it as 

part of the effort expectancy but not significantly influencing behavior intention. (Ibid.) 

All the theories described and explained in this study were extended and researched by the same 

authors in different years, so the concepts of TAM models and UTAUT integrate. However, the 

research aims to determine what influences TES employees' attitudes and motivations. The author 

wants to use the international TES sample to find any connections between age, gender, nationality, 

and employees' attitudes and motivations.  

1.3 Criticism of TAM and UTAUT 

Although TAM is one of the most well-known technology acceptance theories in user technology 

acceptance research, it has its concerns. The TAM and UTAUT models are criticized because of 

their simplicity. (Shachak et al., 2019) As previous chapters explained, the most important 

determinants of technology acceptance in people´s behaviors are perceived usefulness, ease of use, 

and intentions. Then academics argue that explaining and generalizing technology acceptance is 

too simple based on the presented factors in TAM and UTAUT, and the reality is more complex 

than just in those main determinants. (Hirschheim, 2007) More individual- based differences and 

people´s abilities should be considered, and more modifiers should be added to both models. (Kim 

et al., 2008; Straub, 2009, p. 638-640) Nevertheless, despite the critique, the presented models in 

the research are the most used theories in technology adoption studies and testing. The statements 

found in UTAUT Venkatesh's research were made long ago, considering that the theory was 

proposed in 2003. From 2003 to 2023, technology growth has been significant, and findings 

regarding gender and age might be different now. A study among employees of the Tallinn 

European School will be conducted based on the previously discussed theoretical background. 
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2. EMPIRICAL PART 

Studies have shown that the weakest link in creating a secure system and investing in technological 

cybersecurity solutions is technology user and human contact (RIA, 2023; Jeong et al., 2019). This 

leads us to the central question of the research: why are people willing or refusing to adopt new 

digital systems, what is their attitude and motivation toward the new digital updates. Weak and 

reused passwords are an organization's weak spots and give attackers access to submitting crimes 

in organizations, so the two-factor authentication system is one of the tools to prevent the system 

from threats. (RIA, 2022) 

 

Security depends also on usability. Effective security generally renders usability both difficult and 

complex. (Dhillon et al., 2016) Achieving effective security and usability simultaneously is 

challenging because systems and data processing are more complex now. Based on the previously 

discussed theory and models, the author classifies Security as Perceived Usefulness, and Usability 

as Perceived Ease of Use. If people find it useful, they will probably use technology related to 

security, even if it requires more effort. If they do not prioritize cybersecurity in their life, they will 

likely not have a good attitude and motivation to use new systems related to security. (Magalhaes, 

2018) The implementation of cybersecurity measures depends on how people value it.  

 

This chapter provides an overview of the importance of cybersecurity in Tallinn European School, 

its policies, and the importance of cybersecurity in the European Schools system. The chapter 

explains the survey process and its outcomes. The empirical part of the research concludes by 

analyzing the gathered data and findings.  
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2.2 The importance of cybersecurity 

Attackers and organized crime groups are becoming more experienced in finding solutions to get 

inside the systems and technologies that organizations rely on. Half of the global organizations 

have experienced cybercrime or threats. (PwC, 2022) By the report of the World Economic Forum 

in 2022, 95% of cybersecurity breaches are caused by human mistakes (World Economic Forum, 

2022; The Hacker News, 2021). Recent discussions have focused on security versus usability, and 

more complex systems must be protected. However, the reality is the opposite: the more we use 

different systems, the more insecure they become because people's understanding of cybersecurity 

depends on different aspects: design, policies, human mechanisms, knowledge, and the safety of 

the systems. If one of these aspects is not addressed, the security system fails. (Yee, 2004) 

 

To prevent crimes, organizations must evaluate the organization's weak spots and identify where 

hackers and criminals can potentially enter the system and carry out attacks. The first step in 

improving cybersecurity in organization and preventing crime is to educate employees and create 

a "cybersecurity" culture in the organization, starting with simple things, such as creating a safe 

password and locking the computer at work. The next step would be to use anti-fraud technology 

in the organization and keep control of the data processed (Ellerbeck, 2023). A password is one of 

the most accessible options that does not require complicated training and ensures the first step to 

safety. There have been many recommendations for creating secure passwords, however people 

still use passwords that are simple to guess. 

 

The Microsoft identity security director, Alex Weinert, protects Microsoft accounts and 

recommends adding a two-factor or multifactor authentication system to job accounts to secure 

the organization. He states that one of the issues is the very easily guessed passwords (weak 

passwords), which are also the default passwords, most often used more than once in different 

accounts. Also, poor password policies create issues in the cybersecurity of organizations. 

(Weinert, 2023; Aloul et al., 2009) Stolen or weak passwords accounted for 81% of hacking 

breaches. There were 1.65 billion attack-driven signals detected in January, 2020 (Weinert, 2023; 

Use Stronger Security Than Passwords Alone, n.d.) and three main causes of attack are breach 

replay, password spray, and phishing. Microsoft researched passwords and discovered that over 

the past 30 years patterns repeat themselves. Even when organizations require systematic password 

changes over time, people choose to keep their passwords mostly the same. (Use Stronger Security 
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Than Passwords Alone, n.d.) Therefore, it is not difficult for cybercriminals to predict passwords, 

even if they occasionally change.  

  

Authentication systems effectively protect against cyberattacks (Weinert 2023; Aloul et al. 2009). 

In particular, password spray attacks, such as brute-force attacks, occur when the criminal uses the 

same password against many employees and tries to find accounts that match the same password. 

The reuse of passwords is a widespread type of cyber-attack, that causes a lot of issues in 

organizations. (Weinert, 2023) One of the prior recommendations for organizations is to create a 

strong password policy for employees (Jones, 2023) which has been achieved in TES. IT-policy 

has recently been updated. 

 

National Institute of Standards and Technology, U.S. The Federal Agency (Grassi et al., 2017) has 

proposed digital identity guidelines (Hicock, 2018) for users and identity administration. Since 

TES uses Microsoft accounts, the password policy recommendations for Microsoft 365 accounts 

(Kwekuako, 2023), provided by Microsoft’s security team are beneficial in policy design for TES, 

Password management is described in TES IT policy in Chapter 5.3. This highlights the 

requirements for creating a password in TES. There is no added rule for two-factor authentication 

because the new system still needs to be implemented officially.  
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2.2.1 Two-factor authentication (2FA) 

Microsoft defines 2-factor authentication: 

„Two-factor authentication (2FA) is an identity and access management security method that 

requires two forms of identification to access resources and data. 2FA gives businesses the ability 

to monitor and help safeguard their most vulnerable information and networks.“ (Microsoft, 2023) 

 

There are different options for a 2FA to identify a person, although the research focuses on the 

SMS verification system. SMS or text messaging can be used for two-factor authentication when 

a message (text or number) is sent to a trusted phone. The user is prompted to interact with the text 

or use a one-time code to verify their identity on a site or app. 

 

In the example of TES, logging into the Microsoft 365 account, the system immediately sends the 

message (to the person´s phone number). Employees are prompted to use a one-time code to verify 

their identity on a site or app. The frequency at which the 2FA prompts users depends on the 

organization's setting. Most likely, the system asks for identity confirmation when people sign in 

from a different device or change their location or password. Therefore, there is no need to verify 

their account each time they log in. (Microsoft, 2023) Two-factor authentication is more secure 

than simply inserting the password, and to adopt a more secure system, only a trustful mobile 

device is required.  
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2.3 Introduction of Tallinn European School 

To understand each part of the research, it is essential to provide an overview of the organization 

under investigation and why that school is the case of analysis. Tallinn European School (TES) is 

an accredited European school in Tallinn, Estonia, with approximately 500 international students 

(51 nationalities) and 120 staff members. The Ministry of Education and Research established the 

TES in 2013, and the school has grown every year. (TES, 2023) The mission of the school is: "To 

provide a broad, balanced, creative, multicultural, and multilingual education in a highly 

motivating learning environment to prepare the future citizens of an ever-changing world." 

(Tallinn European School, 2023) 

 

The owner of the TES is the European School Foundation (Sihtasutus Euroopa Kool) founded by 

the Estonian Government. The Council of the Foundation includes members of several institutions: 

the Ministry of Education and Research, Ministry of Economic Affairs and Communications, 

Ministry of Finance, Education Department of Tallinn, and EU-LISA. (TES, 2023; Office of the 

Secretary-General of the European Schools, 2023) TES is part of the European school system 

within 26 European Schools in 15 EU countries. 21 out of 26 schools are accredited, meaning they 

offer a European curriculum and a European Baccalaureate. Pedagogical expectations for 

European schools are integrated into the educational framework of member states, although they 

follow the European School's curriculum. (TES, 2023) Therefore, TES must operate and observe 

the Estonian Ministry of Education rules, being simultaneously part of the European Schools 

system.  

 

The Estonian Ministry of Education and Research developed Education Strategy 2021-2035 

(based on European Union reguations), which sets the goals for Estonian education and digital 

competencies, including cybersecurity aspects.  The same goals apply to the TES (Ministry of 

Education and Research, 2021). The central managing organ of European Schools is the Office of 

the Secretary-General, which supervises and advises in all areas of the schools: financial, 

administrative, legal, and pedagogical. The Office of the Secretary-General of European Schools 

comprises the EU Commission and the Ministers of Education of each EU member state. (Office 

of the Secretary-General of the European Schools, 2023) The school provides high academic 

results (OECD, 2022) by having highly profiled teachers and support staff (medical support, 

support teachers, nurses, psychologists, and anti-bullying teams). Every year, the number of 

students, staff members, and services increases, making it more important to have a safe digital 
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environment at school. In addition, to expect the TES to be digitally competent and innovative, the 

author must explain the school's main objectives. The Pedagogical Unit of the Office of the 

Secretary-General has developed eight key competencies for Lifelong Learning in European 

schools, and one of the main competencies is the digital competence of European schools where 

digital competence is defined as:  

"Digital competence involves the confident, critical, and responsive use of, and engagement with, 

digital technologies for learning, work, and participation in society. It includes information and 

data literacy, communication and collaboration, digital content creation (including 

programming), safety, (including digital well-being and competencies relating to cyber security), 

and problem-solving." (Office of the Secretary-General [Pedagogical Development Unit], 2018, 

p.29)  

 

Following the given framework for the digital competence of the school, where digital competence 

is described as being innovative, digital, and technology related in all areas of the school while 

being responsible for safely using the technologies. Testing employees' attitudes and motivations 

of TES toward a two-factor authentication system is helpful and valuable for TES and the 

European school community. To prevent misunderstandings and crime while dealing with digital 

systems and technological devices, TES implemented an IT policy for all employees. The 

document must consist of the aims and goals of European school guidelines and be created 

according to European Commission rules on IT at European Schools. The document was updated 

and approved by the board in 2022. To prevent cybercrime in TES, the IT Policy has the part of 

cyber hygiene and other simple and vital steps required to keep school safe. The IT Policy (2023) 

of TES includes the following (Tallinn European School, 2022): 

• The Rules of Procedures for the Use of Information and Communication Technologies of 

Tallinn European School (Staff) 

• The Rules of Procedures for the Use of Information and Communication Technologies of 

Tallinn European School (Pupils) 

• The TES Microsoft Teams Netiquette 

• The Bring Your Own Device (BYOD) Policy 

The official guidelines for choosing a mobile device related to the BYOD Project (Ibid.) 

 

The policy covers different aspects of the school, from students bringing their digital devices to 

cybersecurity (how to create passwords, what system the school uses, how the accounts are created, 
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how to lock the computer, data processing, etc.). In addition, the policy explains how to deal with 

incidents and who is responsible for what while using the school's information technology. (TES, 

2023) Even with IT-Policy in TES, in everyday work, TES still faces difficulties among employees, 

where the rules still need to be followed 100%, so with the help of technology is possible to prevent 

the incidents that data leaks and crime could cause. Two-factor authentication has not yet been 

added to the IT-Policy policy. If the research outcome is positive for the organization, then the 

requirement for two-factor authentication will be added to the school's policy. 
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2.4 Methodology 

Participants 

A work sample of 106 (teachers and administration team) is examined to determine the attitudes 

and motivations for the new update among TES employees. Since the new system update concerns 

all employees with school Microsoft 365 accounts (educators and administration team), the sample 

was chosen based on that. All participants work in the same organization and must follow the 

policies and regulations of TES.  

 

The Questionnaire 

For testing technology implementation in TES, the UTAUT theory questionnaire is used, and 

original questions from the theory are modified according to the example of the given thesis (two-

factor authentication). The questionnaire consists of 16 questions on a Likert 5-point scale (from 

strongly disagree to strongly agree). Demographic and open-ended questions were added to 

provide more input to the research, given that the research is testing motivation before the actual 

system is used.   

 

The UTAUT theory's questionnaire was based on eight different acceptance theories, although in 

questioning TES employees, the author mainly used questions related to TAM, TAM 2, TRA and 

TPB models. The first three questions collect demographic data- gender, age, and nationality. 

General cybersecurity questions are followed, and the central part of technology acceptance testing 

is divided into five sections: Performance Expectancy (Usefulness), Effort Expectancy (Use of the 

system), Social Influence, Facilitating conditions, and Attitude toward using technology. Data was 

analyzed in Excel and  Microsoft Forms. Both qualitative and quantitative methods were used to 

analyze the data, and cross-tabulation was used to analyze the findings related to gender and 

nationality.   
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Procedure  

A questionnaire, conducted in Office Forms, was sent out to test attitudes and motivations toward 

two-factor authentication system among Tallinn European School employees before implementing 

the new system. The questionnaire was handed in with a short description of the two-factor 

authentication, and how people should use it in TES was explained. The survey was sent without 

the IT- team's initial introduction to avoid creating a bias based on the presentation of the IT- team.  

The questionnaire was open for one week, although the time limit was not announced because 

people were encouraged to complete the survey as soon as possible to get an immediate reaction. 

The researcher promised the participants that the survey would be anonymous and used only for 

the study. The reminders were sent out to all schools' communication platforms every day during 

the week, also reminded during the staff meetings and in the school’s newsletter (only for teachers 

and adminstration team) and the response rate (63%, 67 respondents) is lower than expected. 
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2.5 Data analysis  

Sixty-seven people aged 25-65, participated in the questionnaire and almost half of the participants 

were in the age group–30-39 years old. The majority of participants were women (49 out of 67). 

Twenty-one nationalities were presented, and most participants identified themselves as Estonians. 

As Estonia is promoted as one of the top countries in cybersecurity in Europe and globally (Rikk 

et al., 2022),  Estonians may be more aware of the importance of cybersecurity.  

 

There were two questions to evaluate general cybersecurity knowledge among TES employees 

and whether they had previous experiences with the 2FA system. The majority (84%) answered 

that they had previous experience with the 2FA, and they also thought that using the 2FA system 

was a good, wise idea and would like to use the 2FA system in their job. 93% of respondents agreed 

or strongly agreed that cybersecurity is important to them. The main questions used to assess 

attitudes and motivation were divided into four sections, each consisting of several questions: 

Performance Expectancy, Effort Expectancy, Social Influence, and Facilitating conditions. 
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Performance Expectancy  

The results of performance expectancy among TES employees were primarily favorable. People 

agreed that the 2FA system is helpful for organizations, and from their point of view, on how useful 

a system is to them, most responses were also positive (Figure 1). 

 

Figure 1. Performance Expectancy 

Source:  Microsoft Forms, calculations/on the basis of data shown in appendix 1. compiled by 

the author 

 

 

 

80 % of respondents strongly agreed or agreed with the statement, "Using the 2FA system would 

make me feel safe while using the work accounts." 86 % of respondents agreed or strongly agreed 

that using the 2FA system would improve their organization's security. 85 % agreed or strongly 

agreed that the 2FA system would increase the safety of the data they are working with. 58 % of 

respondents agreed or strongly agreed with finding the 2FA useful system in their job. 73 % agreed 

or strongly agreed that they would feel less responsible for data leaks in their organization when 

using the 2FA system. Less than 2% of the respondents strongly disagreed that the 2FA system 

would make them feel safe while working with school accounts. The most disagreements occurred 

in the last two questions of Performance Expectancy, although the general percentage of 

disagreement is still low. 
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In general, the results are positive in the Performance Expectancy section. Participants’ answers to 

question 4 were the most diverse. This might be influenced by the system's Effort expectancy and 

Ease of use, which will be discussed in the next section, where effort expectancy is analyzed more 

closely. The respondents who agreed with the statements were also primarily optimistic about the 

other statements related to the Attitude questions at the end of the questionnaire. Noticable is that 

one 40-44-year-old male respondent strongly disagreed with all Performance Expectancy 

statements. Although he has previous experiences and thinks cybersecurity is extremely important, 

he finds it useless in his work. He thinks the system is unreliable because it belongs to someone 

other than TES. 

  



34 

 

 

Effort expectancy 

The results for the Effort expectancy section were also mostly positive (Figure 2). Most 

respondents (76%) agreed or strongly agreed that they would learn the system easily. 80,5% of the 

participants believe the 2FA system would be clear and understandable. 77,5 % of TES employees 

agreed or strongly agreed with the statement," It would be easy for me to become skillful at using 

the 2FA system". The same percentage of people found the 2F system easy to use. None of the 

TES employees strongly disagreed with any of the statements in the effort expectancy section. Of 

all respondents, 9.5% disagreed with "I would find the system easy to use," and more than half of 

these participants did not have previous experience with the 2FA system, so therefore the 

respondents may feel that the 2FA system is difficult to use. Most respondents who did not find 

the system easy to use still think the 2FA system is a good and wise idea. Although all of them 

answered that it would be unpleasant to use it, they also agreed that the 2FA system would improve 

the security of TES.   

 

 

Figure 2. Effort Expectancy 

Source: Calculations/based on data shown in appendix 2. compiled by the author 

 

Six respondents disagreed or strongly disagreed with "I would find the 2FA system useful in my 

job.” In addition, half of them did not find the 2FA system easy to use, while the other half agreed 

that the system would be easy to use. Most of them disliked the idea of using 2FA in their 

organization, and all thought that using the 2FA system would be unpleasant. According to the 

theory, Ease of use could influence Usefulness, Attitude, and Motivation toward new technological 
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updates. In this case, even if some employees could easily use the system, some of them would 

still not like implementing it. Overall, more than 75% of each statement in the section on Effort 

expectancy was answered positively, and TES employees found the 2FA system easy to learn and 

use.  

 

 

Social influence  

In the Social influence section, the answers varied the most (Figure3). 63 % of the TES employees 

agreed or strongly agreed that if people who are important to them think they should use the 

system, they will. 10,5 % of the respondents disagreed or strongly disagreed with the statement. 

The other question was whether people who are important to the person think that they should not 

use the system will not. More than half (54 %) disagreed or strongly disagreed with the statement 

and only 18 % agreed. Most TES employees would like to try the system even if close people do 

not recommend it, and when a trustworthy person suggests trying, they are most likely to do it.  

 

Figure 3. Social Influence 

Source: Calculations/on the basis of data shown in appendix 3. compiled by the author 
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Facilitating conditions  

70,2% of people said that they had the necessary devices to use the 2FA system (Figure 4). This 

study focused on a 2FA system related to phones as personal devices. The comments added by the 

respondents indicated that people were most concerned about device issues. 33% of respondents 

who added the comments at the end of the questionnaire mentioned "phone" in their comments. 

TES employees are worried about what happens if the phone is left at home or runs out of battery, 

for instance, or if the phone is old (not a smartphone). One respondent disliked the idea of the 

school accounts being linked to his personal phone. Another question the respondents asked was, 

if a person has a non-Estonian phone number, is it still possible to use the system? One more 

technical problem was noticed based on previous experience. A person had trouble receiving the 

required codes for the 2FA system on his phone. However, the same person would still like the 

idea of using the 2FA system. 

 

 
Figure 4. Facilitating Conditions 

Source: Calculations/on the basis of data shown in appendix 4. compiled by the author 

 

 

Although most respondents answered that they had the necessary device, the interpretation of the 

question might differ. Some respondents understood it as a physical device that they had, and some 

considered the Estonian phone number and running of the battery or old device as an issue. 16, 5% 

of people disagreed that they were aware of the opportunities 2FA provided and knew about using 

the 2FA system. However, 7 out of 11 respondents had previous experience using the 2FA system. 

63 % of the TES employees agreed or strongly agreed with this statement. 
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42 % of respondents find the 2FA system compatible somehow with the other system they use at 

work, and 16,5% agreed that "The 2FA system is incompatible with other systems I use ".When 

TES employees were asked if they would need help using the 2FA system and if they felt they had 

support and assistance in their organization, the answer was clear. Almost 90% of the participants 

agreed or strongly agreed, and none disagreed. Overall, the section on facilitating conditions was 

positively answered. Employees have the required devices, knowledge, significant support, and 

assistance in TES for using the new digital update.  
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Total percentage of all responses by thematical groups 

The level of agreement with the statements of Effort expectancy, Performance expectancy, and 

Facilitating conditions ranged from 79% to 94%. 94% of the respondents either agreed or strongly 

agreed with all the performance expectancy statements, and 6,4% disagreed or strongly disagreed 

with the same statements. The response "neutral" was left out because it does not give good value 

in general agreement and disagreement discussion. 94 % of the TES employees agreed or strongly 

agreed with all effort expectancy statements, and 6 % disagreed.  

 

79 % of the respondents neither agreed nor strongly agreed with all the facilitating conditions 

questions, and 21 % disagreed. The percentage in facilitating conditions is lower due to the one 

question, "The 2FA system is not compatible with other systems I use". The question was posed in 

a negative form; 41% of respondents disagreed or strongly disagreed with the statement, so they 

thought the 2FA system was compatible with other systems they used. Looking at all the responses, 

we can claim that TES employees positively evaluate these three areas. They see the system's 

usefulness and are willing to try and learn the system. 

 

The Social influence results differ from the previous blocks. The level of total agreement was 79, 

3%, and 20,5% disagreed or strongly disagreed. Although people mostly agreed that if important 

people suggest using the system, they will, they disagreed (53,7%) with the second statement, "If 

people who are important to me think that I should not use the 2FA system, I will not." TES 

employees are willing to try the system even if others do not recommend it.  
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Percentage of the male and female responses by thematical groups  

The percentage of female and male responses to all the questions in each thematical group were 

analyzed. The "neutral" was also not considered, and only "strongly agreed, agreed, disagreed, 

strongly disagreed" were analyzed. The agreement with performance expectancy was 95% among 

female TES employees. 92,4% of female respondents agreed with the effort statements as well. 

None of the female respondents did mark "strongly disagree" on any of the statements in these two 

blocks of questions. TES female employees find the 2FA system useful and are willing to try it at 

their workplace.  

 

72,98% of male respondents agreed or strongly agreed with performance expectancy statements. 

The results are lower than among women. The total percentage of agreement among men in the 

effort expectancy block was 79,5%. To compare the results, men in TES are less favorable toward 

the 2FA system than women, although the agreement level is still high. In facilitating conditions, 

around 77% of men and women agreed with the statements, so most think they have the needed 

devices, knowledge, and support to use the 2FA system. 

 

57% of female employees agreed or strongly agreed with the social expectancy statement, and 

42,8% disagreed or strongly disagreed with the statements (Appendix 3). In the social influence 

section, it is more valuable to analyze the questions separately because similar statements were 

asked in a way that the total percentage gives little information.  The first statement was, " If people 

who are important to me think I should use the 2FA system, I will, " 71% of female respondents 

agreed or strongly agreed, and 14% disagreed (0 strongly disagreed). With the second statement, 

"If people who are important to me think that I should not use the 2FA system, I will not," 72 % 

of female employees disagreed or strongly disagreed, and 29% agreed (0 strongly agreed).  

 

The Social Influence among TES men employees was analyzed the same way as it was done with 

the female above (two statements separately). 70% of men agreed or strongly agreed with the first 

statement and will try the system if others recommend it, 30% disagreed, and 70% of TES male 

employees disagreed with the second statement. The only difference between men and women in 

the social influence section was that TES men employees had 30%  of disagreement on the first 

question, which is higher than among female employees (14%). Social influence among TES men 

and women is visible . If close and important people recommend using the system, they will try it. 

Nevertheless, in the second question, the social influence is weaker among both men and women 
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than in the first statement because TES employees want to try the 2FA system even without other 

people's disapproval. 

 

 

Percentage of the responses based on nationality by thematical groups 

To analyze the differences between nationalities in how they answered the questions, the 

respondents were divided into Estonians (33 respondents) and others (34) because the number of 

Estonian respondents was primarily much more significant than the other nationalities 

individually. The responses were also calculated in the total percentage to determine the percentage 

of agreement and disagreement among all respondents. Option "neutral" was not included in the 

calculations.  

 

In the Performance expectancy section, 97 % of Estonian respondents and 81,5% of others agreed 

or strongly agreed with all the statements. The percentage of agreement is high, but the difference 

occurs in disagreements. 18,5 % of TES employees with different nationalities disagreed and 

strongly disagreed, and only 2 % of Estonians disagreed with performance expectancy statements. 

That shows that almost all Estonian employees in TES think using the 2FA system is useful.  Next 

is effort expectancy, where the percentage of all Estonian employees who agreed or strongly agreed 

was 89 %, and 84 % was for the others. The results are pretty even here as well. 79 % of TES 

Estonian employees agreed or strongly agreed with the facilitating conditions statements, and 

74,7% of multiple nationalities among TES employees also found an agreement with those 

questions. 

 

In the Social Influence category, the percentage in agreement statements was similar among TES 

Estonian employees and employees with multiple other nationalities. 58% of Estonians agreed or 

strongly agreed with both social influence statements. The percentage of disagreement was 41%. 

The other nationalities responded with 55% of agreement and 45% disagreement. The questions 

were analyzed separately because each statement gives a more specific overview of the results in 

this category. In the first statement on Social Influence, 88% of Estonian employees agreed that 

they would try the new system if important people recommended it (0% strongly disagreed). 

Almost the same percentage, 85% among others, agreed or strongly agreed with the same 

statement, and disagreement was also similar (12% of Estonians and 14% of other nationalities). 

The second statement was almost equal between nationalities. 73% of Estonians and 72% of others 

disagreed or strongly disagreed with the statement, "If people who are important to me think that 
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I should not use the system, I will not." Also, the agreement percentage range was almost the same 

on the same statement ( 26-28%) among Estonians and others. Therefore no significant differences 

in Social Influence between the two different nationality groups did not occur. Both Estonian and 

other multiple nationalities are willing to try the new update with or without the recommendations 

of other important people. 

 

 

General Attitude questions 

The general questions were asked to evaluate motivation and attitude toward the 2FA system. 94% 

of the respondents answered that using the 2FA system is a good and wise idea. 85% of TES 

employees like the idea of using the 2FA system. 4 % (six people) think that using the system is a 

bad idea, and three out of those four people dislike the idea of using the 2FA system in their work. 

They also find that using the 2FA system will be unpleasant, and in general, the idea is foolish. 

Even when people think that using the 2FA system in TES is a good idea, only 48% find that using 

the 2FA system will be pleasant, and all of them like the idea of using 2FA in their workplace. In 

the statement, “Using the system will be unpleasant,” 40 % of respondents agreed. Although 15 % 

(10 respondents) disliked the idea of using a 2FA system, the majority of them, think that 

cybersecurity is extremely important to them.  
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Summary 

The overall results are very positive, and there are no significant conflicts or reasons for not 

implementing the 2FA system. Most TES employees believe that cybersecurity is an extremely 

important topic. Therefore they believe in the need for the new system. They are willing to try 

even if they do not have previous experience with the system. Although social influence is an 

essential factor in technology acceptance, this study shows that TES employees are influenced by 

important and close people when they are encouraged to try the system. However, when people 

recommended not to do that, respondents disagreed and still wanted to try it.  

 

In the added comments, people's biggest concern was related to their personal devices. They were 

worried about what happens when they forget their phone at home and must sign in to the work 

account and if the phone number is non-Estonian. One person pointed out, "We cannot rely on a 

system that uses technology that does not belong to TES, and that is known for being a target of 

big data companies. Beware!" The same person strongly disagreed on all performance and effort 

expectancy questions and responded that it is easy for him to learn the 2FA system. However, he 

is against using it at TES- this was only negative feedback from the comments. Other employees 

pointed out that they understand the system's benefits. Although it could be annoying, time-

consuming, and requires extra clicks during the day, the advantages of using the 2FA system 

outweigh the disadvantages.  Most TES employees find the system useful and believe that they 

will become skillful in using it. Even if they have issues with using the new 2FA system, they feel 

they have full support and needed help from the organization.  
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CONCLUSION 

Several factors make TES employees accept or reject the new technological change. The study 

shows that attitudes and motivations, previous experience, social influence, and knowledge are the 

main determinants creating the behavior toward the new system among TES employees. The 

factors that make TES employees reject or accept technological updates/changes were evaluated 

through an example of two-factor authentication. 

 

Throughout the study, Perceived Usefulness and Perceived Ease of Use are the most important 

factors influencing people's opinions and behaviors. The main part of the questionnaire was 

divided into four groups of statements: Performance Expectancy, Effort Expectancy, Facilitating 

Conditions, and Social Influence. The Performance expectancy in the case of this study is 

described from the Usefulness point of view, and Effort expectancy is considered as Ease of use 

were also main determinants in technology acceptance in TES. Most TES employees 

acknowledged the system's benefits, even if they had not had previous experiences with it. They 

responded that they would feel more secure in their organization and are willing to test the new 

system even if others do not recommend it. They also believe they have all the needed support in 

using the system, even if they believe it is unpleasant. The Usefulness is more important than Ease 

of use in the case of the given study and the importance of cybersecurity was considered above 

comfort.  

 

Most of the TES employees found the 2FA a valuable system for their organization. As most of 

the respondents were in the age group 30-39 years old, the other age groups could not be compared 

because the number of respondents was too small in other groups to generalize and make 

conclusions. Nationalities were analyzed separately in two groups - Estonian and Others (multiple 

nationalities) and those two nationality groups found no significant differences in attitudes and 

motivations toward the new technological update.  

  

The importance of cybersecurity, which creates the attitude and motivation, are the factors that 

make TES employees accept or reject new technological change. Attitude, gender, and age were 
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not the main determinants of attitude in the case of this study, but were necessary to observe. The 

results show that TES teachers and staff members are generally ready for technological change 

and would like to implement it in their work. As the research results were positive, the research 

results and the support of employees will encourage the TES administration to implement the 

change shortly. Also, needed policies should be added to the regulations of TES. It is possible to 

share the results of this research with other schools since TES is the first school to implement two-

factor authentication and evaluate employee attitudes toward implementing this technology. It 

gives value to implementing technology in an organization because the study results are positive, 

and employees consider the technology essential to adopt.  No crucial objections were discovered 

regarding why not to implement the 2FA system. The only noticeable remark is that the response 

rate is lower than expected, and it could also show people's interest in the topic. Others who did 

not respond to the questionnaire may not have considered the topic important. 

 

The research did not include other European schools because they operate in different countries 

with different levels of digital competence and local countries' legislation. First, it was important 

to test employees of the same school with the same knowledge of the organization's IT rules set 

up by the school's IT- Policy, and if the results were successful, spread them to other European 

Schools. The research results will inform other European schools about employees' attitudes and 

motivations toward new technology or system updates in TES. The research benefits other ES 

schools willing to implement the 2FA authentication or implement changes in the cybersecurity 

field in general. As the main focus is to study people's attitudes and motivations when adopting 

new technologies, the future of this work can be a more extensive study in the European school 

system (other ES schools) to determine general attitudes regarding cybersecurity and digital 

competencies. 
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APPENDICES  

Appendix 1. Performance expectancy 

Responses to all Performance Expectancy statements  

Using the 2FA system would make me feel safe while 

using the work accounts. 

Count of 

Responses 

Percentage of 

each question 

Agree 33 49.25% 

Neutral  12 17.91% 

Strongly Agree 21 31.34% 

Strongly disagree 1 1.49% 

Grand Total 67 100%    

Using the 2FA system will  improve security of my 

organization. 

  

Agree 24 35.82% 

Neutral  8 11.94% 

Strongly Agree 34 50.75% 

Strongly disagree 1 1.49% 

Grand Total 67 
 

   

Using the system in my job would increase the safety of 

the data I am working with. 

  

Agree 30 44.78% 

Disagree 1 1.49% 

Neutral  8 11.94% 

Strongly Agree 27 40.30% 

Strongly disagree 1 1.49% 

Grand Total 67 
 

   

I would find the 2FA system useful in my job.  
  

Agree 23 34.33% 

Disagree 5 7.46% 

Neutral  22 32.84% 

Strongly Agree 16 23.88% 

Strongly disagree 1 1.49% 

Grand Total 67 
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I would feel less responsible for data leaks in my 

organization when using the 2FA system.  

  

Agree 29 43.28% 

Disagree 5 7.46% 

Neutral  11 16.42% 

Strongly Agree 20 29.85% 

Strongly disagree 2 2.99% 

Grand Total 67 
 

Source: Author's calculations, based on survey results 

 

 

Percentage of total responses of Performance Expectancy statements 

 

Source: Author's calculations, based on survey results 

Percentage of Male and Female responses (Performance expectancy) 

Female Respondents Percentage  Male Respondents Percentage 

Strongly 

Agree 

50 41.67%  Strongly 

Agree 14 37.84% 

Strongly 

disagree 

1 0.83%  Strongly 

disagree 5 13.51% 

Agree 64 53.33%  Agree 13 35.14% 

Disagree 5 4.17%  Disagree 5 13.51% 

Total 120 
 

  37  

Source: Author's calculations, based on survey results 

 

Strongly 

Agree 118 43.07% 

Strongly 

disagree 6 2.19% 

Agree 139 50.73% 

Disagree 11 4.01% 

Total 

responses 274  
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Respondents based on nationality (Estonians, Other) 

 
Estonians Other EST(percentage) OTHER(Percentage) 

Strongly 

Agree 

35 32 41.67% 39.51% 

Strongly 

disagree 

0 6 0.00% 7.41% 

Agree 47 34 55.95% 41.98% 

Disagree 2 9 2.38% 11.11% 

Total 

responses 

84 81 100% 
 

100% 

Source: Author’s calculations, based on survey results
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Appendix 2. Effort Expectancy 

 

Responses to all Effort Expectancy statements 

Learning to use 2FA  system would be easy for me. Count of 

Responses 

Percentage 

Agree 26 39% 

Disagree 2 3% 

Neutral  14 20,9% 

Strongly Agree 25 37,3% 

Grand Total 67 
 

   

I would have control over the system. 
 

Agree 29 43% 

Disagree 4 6% 

Neutral  21 31,3% 

Strongly Agree 12 17,9% 

Strongly disagree 1 1,5% 

Grand Total 67 
 

   

The use of the 2FA system would be clear and understandable for 

me. 

 

Agree 29 43,3% 

Disagree 2 3% 

Neutral  11 16,4% 

Strongly Agree 25 37,3% 

Grand Total 67 
 

   

It would be easy for me to become skillful at using the 2FA 

system.  

 

Agree 25 37,3% 

Disagree 2 3% 

Neutral  13 19,4% 

Strongly Agree 27 40,3% 

Grand Total 67 
 

   

   

I would find the 2FA system easy to use.  
 

Agree 33 49,2% 
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Source: Author’s calculations, based on survey results 

 

 

Percentage of total responses of all Effort Expectancy statements 

Strongly 

Agree 

107 40.23% 

Strongly 

disagree 

1 0.38% 

Agree 142 53.38% 

Disagree 16 6.02% 
 

266 100.00% 

Source: Author’s calculations, based on survey results 

 

 

Percentage of Male and Female responses (Effort expectancy) 

Female Respondents Percentage  Male Respondents Percentage 

Strongly Agree 32 34.78%  Strongly 

Agree 22 50.00% 

Strongly 

disagree 

0 0.00%  Strongly 

disagree 1 2.27% 

Agree 53 57.61%  Agree 13 29.55% 

Disagree 7 7.61%  Disagree 8 18.18% 

Total 92 100% 
 

 Total 44 100% 

Source: Author’s calculations, based on survey results 

 

Disagree 6 9% 

Neutral  10 14,9% 

Strongly Agree 18 26,9% 

Grand Total 67 
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Respondents based on nationality (Estonians, Other) 

 
Estonians Other EST(Percentage) OTHER (Percentage) 

Strongly 

Agree 

27 6 42.19% 12.24% 

Strongly 

disagree 

0 0 0.00% 0.00% 

Agree 30 35 46.88% 71.43% 

Disagree 7 8 10.94% 16.33% 

Total 

responses 

64 49 100% 100% 

Source: Author’s calculations, based on survey results 
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Appendix 3. Social Influence 

Responses to all Social Influence Statements  

If people who are important to me think that I should use the 2FA system, I 

will.  

Count of 

Responses 

Agree 35 

Disagree 6 

Neutral  18 

Strongly Agree 7 

Strongly disagree 1 

Grand Total 67 

If people who are important to me think that I should not use the 2FA system, I 

will not.  

 

Agree 11 

Disagree 27 

Neutral  19 

Strongly Agree 1 

Strongly disagree 9 

Grand Total 67 

Source: Author’s calculations, based on survey results 
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Percentage of total responses of all Social Influence statements 

Strongly Agree 8 8.25% 

Strongly disagree 10 10.31% 

Agree 46 47.42% 

Disagree 33 34.02% 

Total 
 

97 100.00% 

Source: Author’s calculations, based on survey results 

 

TES female responses in Social Influence statements 

1.If people who are important to me think 

that I should use the 2FA system, I will 

Female 

Respondents 

Percentage 

Strongly Agree 4 57% 

Strongly disagree 0 0% 

Agree 2 29% 

Disagree 1 14% 

Total 7 100% 

2. If people who are important to me think that I should not use the 2FA 

system, I will not 

Strongly Agree 0 0% 

Strongly disagree 2 29% 

Agree 2 29% 

Disagree 3 43% 
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Total 7 100% 

Source: Author’s calculations, based on survey results 

 

TES male responses in Social Influence statements 

1.If people who are important to 

me think that I should use the 2FA 

system, I will 

Male Respondents Percentage 

Strongly Agree 1 10% 

Strongly disagree 1 10% 

Agree 6 60% 

Disagree 2 20% 

Total 10 100% 

If people who are important to me think that I should not use the 2FA system, I 

will not 

Strongly Agree 1 10% 

Strongly disagree 1 10% 

Agree 2 20% 

Disagree 6 60% 

Total 10 100% 

Source: Author’s calculations, based on survey results 
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The responses of two nationality groups- Estonians and others  

Social Influence in Total EST Percentage Other Percentage 

Strongly Agree 5 10% 3 7.14% 

Strongly disagree 5 10% 4 9.52% 

Agree 23 48% 20 47.62% 

Disagree 15 31% 15 35.71% 
     

1.If people who are important to me 

think that I should use the 2FA system, 

I will.  

EST Percentage Other Percentage 

Strongly Agree 5 20.00% 2 10.00% 

Strongly disagree 0 0.00% 1 5.00% 

Agree 17 68.00% 15 75.00% 

Disagree 3 12.00% 2 10.00% 

Total responses 25 100.00% 20 100.00% 
     

2. If people who are important to me 

think that I should not use the 2FA 

system, I will not.  

EST Percentage Other Percentage 

Strongly Agree 0 0.00% 1 4.55% 

Strongly disagree 5 21.74% 3 13.64% 

Agree 6 26.09% 5 22.73% 

Disagree 12 52.17% 13 59.09% 

Total responses 23 100.00% 22 100.00% 

Source: Author’s calculations, based on survey results 
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Appendix 4. Facilitating Conditions 

Responses to all Performance Expectancy statements  

I have control over using the 2FA system.  Count of 

Responses 

Percentage 

Agree 24 35,6% 

Disagree 4 6% 

Neutral  30 44,8% 

Strongly Agree 8 12% 

Strongly disagree 1 1,6% 

Grand Total 67 
 

 

I have the necessary devices to use the 2FA system.  

 

Agree 28 41,8% 

Disagree 5 7.50% 

Neutral  14 20,9% 

Strongly Agree 19 28,4% 

Strongly disagree 1 1.50% 

Grand Total 67 
 

 

I am aware of the opportunities 2FA provides and have 

knowledge about the use of the 2FA system.  

 

Agree 30 44,8% 

Disagree 10 14,9% 

Neutral  14 20,9% 

Strongly Agree 12 17,8% 

Strongly disagree 1 1,6% 

Grand Total 67 
 

 

The 2FA system is not compatible with other systems I 

use (in context of cybersecurity). 

 

Agree 10 14,9% 

Disagree 20 29,9% 

Neutral  28 41,8% 

Strongly Agree 1 1.50% 

Strongly disagree 8 26,9% 

Grand Total 67 
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Source: Author’s calculations, based on survey results 

 

Percentage of total responses of all Facilitating Conditions statements 

Strongly Agree 71 29.34% 

Strongly disagree 11 4.55% 

Agree 121 50.00% 

Disagree 39 16.12% 

Total 242 100.00% 

Source: Author’s calculations, based on survey results 

 

 

Percentage of Male and Female responses (Facilitating Conditions) 

Source: Author’s calculations, based on survey results 

 

 

If I need help using the 2FA system, I will have support 

and assistance in my organization.  

Agree 29 43,3% 

Neutral  7 10,5% 

Strongly Agree 31 46,2% 

Grand Total 67 
 

Female Respondents Percentage  Male Respondents Percentage 

Strongly 

Agree 

20 19.80%  Strongly 

Agree 22 42.31% 

Strongly 

disagree 

3 2.97%  Strongly 

disagree 5 9.62% 

Agree 58 57.43%  Agree 18 34.62% 

Disagree 20 19.80%  Disagree 7 13.46% 

Total  
 

101 
 

 Total 52  
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Respondents based on nationality (Estonians, Other) 

 
Estonians Other EST(Percentage) OTHER(Percentage) 

Strongly 

Agree 

34 32 34.69% 32.32% 

Strongly 

disagree 

6 5 6.12% 5.05% 

Agree 44 42 44.90% 42.42% 

Disagree 14 20 14.29% 20.20% 

Total 

responses 

98 99 100% 100% 

Source: Author’s calculations, based on survey results  
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Appendix 5. Comments and relevant graphics 

 

TES employees’ comments (optional for respondents) 

Number Comments 

1 Is there some kind of back up where if your phone wasn't with you one time at school 

you could still use MySchool? 

2 I am very happy to use 2FA, BUT!!! my current mobile phone is getting old and it 

doesnt work with some apps any more. Therefore, I feat that I will have to buy a new 

phone just for the 2PA (otherwise I am still happy with my current phone). So, if it 

is granted, that I dont need to have the newest phone, I think 2FA is a very good 

solution. 

3 Great idea - I am not a fan of having school systems linked to my phone is all. 

4 The only concern I have is, what happens if I forget my phone at home and need to 

sign in to my work environment? 

5 Considering the number of people and their different background, the initial 

implementation of 2FA would be a challenge and would require extra support from 

the IT team but as the pros of using 2FA overweigh the cons, it is absolutely doable 

with the support of the management and with time it should become second nature 

to users. 

6 We cannot relay on a system that uses technology that does not belong to TES and 

that it is known for being target of big data companies. Beware! 

7 I don't like anything which takes more time. Daily use in 2FA system would be time 

demanding for me because it requires many extra clicks during the day. 

8 I am more than willing to use the 2FA system, but I am not sure if it works with a 

non-Estonian phone number (as I am teaching remotely from Greece and only have 

a Greek SIM card). If so, then all good! 

9 I think that the idea in general it is good to secure the system, although it is annoying 

in use. 
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10 It can be too time consuming to use every time when open the computer. 

11 I feel neutral in regard of the 2FA system being pleasant or unpleasant. I think it is 

important to implement it, as it contributes to the cybersecurity of our school. So, I 

understand the benefits and do not care if it makes it more difficult (or unpleasant) 

to log in. 

13 I don't have to like using the 2FA system, but if it contributes to security, of course 

I have to use it 

14 I don't mind this either way, but I have had trouble received codes with this system 

before. It could also be problematic if someone forget their phone at work or runs 

out of battery. 

15 I understand that it makes my data more secure, but the extra steps in logging in is 

time consuming and will annoy me. 

16 I have to try it first, then I can evalaute how easy it is for me. 

17 Thank you for the survey. This is a vital topic. Good luck for the research. :) 

Source: Microsoft Forms (2023), TES employee’s comments, data gathered by author 

 

 

 

Representatives of nationalities 

 

Source: Author’s calculations, based on survey results  

 

Representatives of Nationalities

Estonian Finnish American British

French Hungarian Spanish German

Nigeria European Slovak Azerbaijani

Iran Belgian Russian Sri Lankan

Australian UK American/Estonian Brazilian

Greek Grand Total
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Previous experiences with the 2FA system among TES employees 

 

Source: Author’s calculations, based on survey results 

 

 

 

The importance of cybersecurity among TES employees 

 
Source: Author’s calculations, based on survey results  

 

 

48%

45%

6%1%

How important is cybersecurity in 

general to me?

Extremely important

Somewhat important

Neutral

Somewhat not
important

84%

16%

Previous experiences with 2FA system

Yes No
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The opinion of TES employees in general of 2FA system 

 
Source: Author’s calculations, based on survey results  

 

The preference of TES’s employees 

 

Source: Author’s calculations, based on survey results 

 

 

 

 

6%

94%

Using the 2FA system is...

Bad idea

Good idea

16%

84%

I like the idea of using the 2FA 

system

No

Yes
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The system´s pleasure, author´s calculations 

 

Source: Author’s calculations, based on survey results  

52%
48%

Using the 2FA system will be pleasant

Yes No
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Appendix 6. Questionnaire 

Master´s thesis questionnaire 

research: Tallinn European School 

employees. 

 
My name is Julija Mõnnakmäe, and I am currently doing my Master's thesis research in the 

Technology Governance and Digital Transformation program at Tallinn University of 

Technology. I   am conducting an analysis of technology acceptance among employees at the 

Tallinn European School. The questionnaire aims to find out people's opinions and attitudes 

toward the new digital upgrade, such as "2-factor authentication" (2FA), in Tallinn European 

School (TES). The questionnaire consists of 16 questions and takes 3-5 minutes to complete. 

All responses will be anonymous, and no one will be identifiable in the research. 

 

First, please read the explanation of 2FA and then answer the questions. 

Two-factor authentication (2FA) is an identity and access management security method that 

requires two forms of identification to access resources and data. 2FA gives school the ability 

to monitor and help safeguard our most vulnerable information and networks. Studies show that 

2FA system reduces the amount of cyberattacks in organizations and makes the work 

environment more secure. 

 

SMS verification or APP verification 

SMS, or text messaging, can be used as two-factor authentication when a message is sent 

to user’s phone number. The user is prompted to either interact with the text or use a one-

time code to verify their identity on a site or app. 

 

How does it work? 

Logging into your Microsoft 365 work account will immediately send a message to the 

phone number. You are prompted to use a one-time code to verify your identity on the site 

or app (Office). 

The frequency of which users are prompted for 2FA depends on the organization's settings. 

Most likely, the system asks for identity confirmation when people sign in from a different 

device, change the location or password, so there is no need to verify your account each time 

you log in.The procedure in APP verification is similar, although the code for verifying your 

identity will appear on the app, which you should download before to your trustful electronical 

device.Please answer the questions from the perspective of cybersecurity.
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General questions 
 
 
 

1. Gender * 
 

Please choose one 

 

Male  
 
 

Female  
 
 

Non-binary  

 

2. Age * 
 

Please choose one 
 
 

20- 24  
 
 

25-29  
 
 

30- 34  
 
 

35-39  
 
 

40-44  
 
 

45-49  
 
 

50- 54  
 
 

 

55-59  
 
 

60-64  
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65-69  
 
 
 
 
 
 
 

3. Nationality *  
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4. Do you have previous experience with a 2-factor authentication system? * 
 
 

  Yes 
 
 

  No 
 
 
 
 
 

 

5. How important is cybersecurity in general to me? * 
 

Please choose one 

 

Extremely important  
 
 

Somewhat important  
 
 

Neutral  
 
 

Somewhat not important  
 
 

Extremely not important  
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Technology acceptance testing 
 
 
 

6. Performance Expectancy * 
 

Perceived Usefulness 
 
 

Strongly 

Disagree Neutral Agree 

Strongly 

disagree Agree 
 

Using the 2FA 
system would 
make me feel 
safe while  
using the 
work  
accounts. 

 

Using the 2FA 
system will 
improve  
security of 
my  
organization. 

 

Using the 
system in my 
job would 
increase the  
safety of the 
data I am 
working with. 

 

I would find 
the 2FA  
system useful  
in my job. 

 

I would feel 
less 
responsible 
for data leaks 
in my  
organization 
when using 
the 2FA  
system. 
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7. Effort expectancy * 
 

Use of the system (Perceived ease of use) 
 
 

Strongly 

Disagree Neutral Agree 

Strongly 

disagree Agree 
 

Learning to 
use 2FA 
system would  
be easy for  
me. 

 

I would have 
control over  
the system. 

 

The use of 
the 2FA 
system would  
be clear and 
understandab  
le for me. 

 

It would be 
easy for me 
to become  
skillful at 
using the 2FA  
system. 

 

I would find 
the 2FA  
system easy  
to use. 
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8. Social Influence * 
 
 

Strongly 

Disagree Neutral Agree 

Strongly 

disagree Agree 
 

If people who 
are important 
to me think  
that I should 
use the 2FA  
system, I will. 

 

If people who 
are important 
to me think 
that I should  
not use the 
2FA system, I 
will not. 
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7. Effort expectancy * 
 

Use of the system (Perceived ease of use) 
 
 

Strongly 

Disagree Neutral Agree 

Strongly 

disagree Agree 
 

Learning to 
use 2FA 
system would  
be easy for  
me. 

 

I would have 
control over  
the system. 

 

The use of 
the 2FA 
system would  
be clear and 
understandab  
le for me. 

 

It would be 
easy for me 
to become  
skillful at 
using the 2FA  
system. 

 

I would find 
the 2FA  
system easy  
to use. 
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8. Social Influence * 
 
 

Strongly 

Disagree Neutral Agree 

Strongly 

disagree Agree 
 

If people who 
are important 
to me think  
that I should 
use the 2FA  
system, I will. 

 

If people who 
are important 
to me think 
that I should  
not use the 
2FA system, I 
will not. 
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9. Facilitating conditions * 
 
 

Strongly 

Disagree Neutral Agree 

Strongly 

disagree Agree 
 

I have control 
over using  
the 2FA  
system. 

 

I have the 
necessary 
devices to  
use the 2FA  
system. 

 

I am aware of 
the 
opportunities 
2FA provides 
and have  
knowledge 
about the use 
of the 2FA  
system. 

 

The 2FA 
system is not 
compatible 
with other  
systems I use 
(in context of 
cybersecurity) 
. 

 

If I need help 
using the 2FA 
system, I will 
have support  
and 
assistance in 
my 
organization. 



78 

 

10. Using the 2FA system is... * 
 

(Attitude Toward Using Technology) 

 

Good idea  
 
 

Bad idea  
 
 
 
 
 
 
 
11. Using the 2FA system is... * 
 

Choose one 

 

foolish  
 
 

wise  
 
 
 
 
 
 
 

12. I like the idea of using the 2FA system * 
 

Choose one 

 

Yes  
 
 

No  
 
 
 
 
 
 
 
13. I dislike the idea of using the 2 FA system * 
 
 

  Yes 
 
 

  No 
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14. Using the 2FA system will be pleasant * 
 
 

  Yes 
 
 

  No 
 
 
 
 
 

 

15. Using the 2FA system will be unpleasant * 
 
 

  Yes 
 
 

  No 
 
 
 
 
 

 

16. Comments 
 

Please add comments (concerns, ideas)  
 

 

 

 

 

 

 

Source: Microsoft Forms, Questionnaire conducted by author, based on the theoretical 

framework 
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Appendix 7. Non-exclusive licence 

A non-exclusive licence for reproduction and publication of a graduation thesis1 

 

 

I Julija Mõnnakmäe (author’s name) 

 

 

1. Grant Tallinn University of Technology free licence (non-exclusive licence) for my thesis 

 

The analysis of attitude and motivation in implementing and adopting new digital update among 

employees of Tallinn European School, 

(title of the graduation thesis) 

 

supervised by       Egert Juuse             

(supervisor’s name) 

 

 

1.1 to be reproduced for the purposes of preservation and electronic publication of the 

graduation thesis, incl. to be entered in the digital collection of the library of Tallinn University of 

Technology until expiry of the term of copyright; 

 

1.2 to be published via the web of Tallinn University of Technology, incl. to be entered in the 

digital collection of the library of Tallinn University of Technology until expiry of the term of 

copyright. 

 

2. I am aware that the author also retains the rights specified in clause 1 of the non-exclusive 

licence. 

 

3. I confirm that granting the non-exclusive licence does not infringe other persons' intellectual 

property rights, the rights arising from the Personal Data Protection Act or rights arising from other 

legislation. 

 

 

 

 

14.05.2023(date)   

 

 

 
1 The non-exclusive licence is not valid during the validity of access restriction indicated in the student's application 

for restriction on access to the graduation thesis that has been signed by the school's dean, except in case of the 

university's right to reproduce the thesis for preservation purposes only. If a graduation thesis is based on the joint 

creative activity of two or more persons and the co-author(s) has/have not granted, by the set deadline, the student 

defending his/her graduation thesis consent to reproduce and publish the graduation thesis in compliance with clauses 

1.1 and 1.2 of the non-exclusive licence, the non-exclusive license shall not be valid for the period 


