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Abstract

The variety of Kubernetes distributions and the complexity of configuration options make
security compliance management challenging. Organisations following the Estonian Infor-
mation Security Standard (E-ITS) lack a standardised, automated approach to assessing
the compliance of Kubernetes clusters. As a result, security assessment and enforcement

become more resource-intensive and more prone to human error when performed manually.

This thesis presents the design and implementation of a Kubernetes cluster intended to
support E-ITS compliance while integrating automated audit mechanisms. The study
followed the Design Science Research Methodology (DSRM), combining literature review,
prototype design, implementation, and evaluation. The solution was evaluated through
laboratory testing, analytical compliance assessment, and examination in two organisational
contexts. The results show that the proposed approach can support automated verification
of E-ITS security measures and provide a practical basis for building more secure, auditable,

and E-ITS-aligned Kubernetes environments.

The thesis is written in English and is 75 pages long, including 7 chapters, 14 figures and
13 tables.



Annotatsioon
E-ITS-iga vastavuses oleva Kubernetese klastri kavandamine ja

rakendamine automatiseeritud auditeerimisega

Erinevate Kubernetese distributsioonide paljusus ja seadistusvdimaluste keerukus muu-
davad turbemeetmetele vastavuse haldamise keeruliseks. Eesti infoturbestandardit (E-ITS)
rakendavatel asutustel puudub iihtne standardiseeritud ja automatiseeritud viis Kubernetese
klastrite nouetele vastavuse hindamiseks. Tulenevalt sellest on kisitsi turbemeetmete

hindamine ja rakendamine ressursimahukas ja selle kdigus voib tekkida vigu.

Kiesolev magistritoo kasitleb E-ITS-1 meetmetele vastavust toetava ning automatiseeritud
auditeerimist voimaldava Kubernetese klastri kavandamist ja rakendamist. T60s kasutati
metoodikana DSRM-i (Design Science Research Methodology). Selle kdigus viidi 1dbi
kirjanduse iilevaade, prototiiiibi kavandamine, rakendamine ja hindamine. Lahendust
hinnati laboratoorsete katsete ja analiiiisi abil ning selle rakendatavust vaadeldi kahe
asutuse nditel. Tulemused néitavad, et pakutud lahendus toetab E-ITS-i turbemeetmete
automatiseeritud kontrolli ning pakub vdimalust turvalisemate, auditeeritavate ja E-ITS-iga

vastavuses olevate Kubernetese klastrite loomiseks.

Loputdo on kirjutatud inglise keeles ning sisaldab teksti 75 lehekiiljel, 7 peatiikki, 14
joonist, 13 tabelit.
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1. Introduction

Microservices have become foundational to modern IT systems. This has led to the
adoption of containers to ensure scalability and portability across environments. Kubernetes
has become the leading container orchestration platform in the industry. Following Linux,
it is one of the largest open-source projects in the world and is used by more than 70% of

Fortune 100 companies [1].

In addition, Kubernetes is increasingly used as a platform for emerging workloads, in-
cluding artificial intelligence (AI). According to the Cloud Native Computing Foundation
(CNCF) Annual Cloud Native Survey, 66% of organisations running generative Al work-

loads use Kubernetes to manage them [2].

However, the variety of Kubernetes distributions and configuration possibilities makes
security compliance management challenging. As a result, security enforcement becomes

resource-intensive and more prone to human error when done manually.

Estonian Information Security Standard (E-ITS) implementation guidance is needed to sup-
port its adoption in cloud-native computing environments. Furthermore, the NIS2 directive
was implemented in Estonia and entered into force on 1 January 2026 [3]. It introduces
stricter cybersecurity requirements and expands the scope of regulated organisations. As
a result, organisations are required to follow security standards and frameworks. This

increases the need for effective and automated compliance mechanisms.

1.1 Research Problem

The E-ITS defines a comprehensive framework to manage information security risks in
public and private sector organisations [4]. Although E-ITS outlines what needs to be
achieved, it lacks practical implementation examples or verifiable audit mechanisms that
guide organisations in translating requirements into practice. This is especially relevant in
Kubernetes environments, where practical implementation guidance and automated com-
pliance verification are lacking. Beyond compliance, ensuring actual security alignment is
critical, as gaps may exist between E-ITS requirements and current Kubernetes security

best practices.

11



1.2 Research Questions

This study is based on one primary research question (PRQ), supported by three secondary

research questions (SRQs).

= [PRQ]: How can a Kubernetes cluster be designed and implemented to comply with

the E-ITS and automatically assess its security level?

To address this question, the following secondary research questions are formulated:

» [SRQ1]: What are the main challenges and approaches to securing and ensuring
compliance in Kubernetes environments?

» [SRQ2]: To what extent can existing compliance and auditing frameworks be used
to implement and verify E-ITS security measures in Kubernetes environments?

= [SRQ3]: What design and implementation principles are used to build Kubernetes
clusters that are intended to be secure, auditable, and compliant?

Secondary research questions (SRQ1-SRQ3) aim to identify existing approaches, assess
compatibility with E-ITS, and explore the foundational principles for building secure
and compliant Kubernetes clusters. Collectively, these insights support the answer to the
primary research question (PRQ), which focuses on the design and implementation of a
solution. Secondary questions are answered through a literature review, supported by an
analysis to select the Kubernetes distribution and its components for the prototype. The
primary research question (PRQ) is then answered through practical design and prototyping,

guided by the findings of the secondary questions.

1.3 Scope and Goal

This study is based on the E-ITS as defined in the 2024 Estonian version and the 2023
English version available at the time of writing. The E-ITS includes a dedicated APP.4.4
(Kubernetes) module that describes security measures specifically for Kubernetes. During
the writing of this thesis, a draft version of E-ITS 2026 was published, in which the
APP.4.4 module was renamed to SYS.1.7. This study is based on the APP.4.4 module. The
underlying security measures and principles remain applicable to the updated structure of
the standard.

Although Kubernetes is a container orchestration platform, its security depends on the

underlying operating system (OS) as well as the containers that it manages. For this reason,

12



security for both the OS and containers was also considered when designing a secure and
compliant cluster. Therefore, the E-ITS modules SYS.1.3 (Linux and Unix server) and
SYS.1.6 (Containerisation) were also considered. It should also be noted that certain design

and process-related measures cannot be automated and must still be reviewed manually.

According to Cloud Native Landscape, over 60 Kubernetes distributions are certified by
CNCEF [5]. The diversity of distributions highlights the need for systematic comparisons
regarding security and compliance. CNCEF certification does not necessarily mean that a
distribution is open source or publicly available. Therefore, this study only considered

CNCF-certified distributions that were open source.

This research was limited to on-premises deployments rather than cloud-based Kubernetes
services. Public cloud implementations vary and are often closed for detailed technical
analysis. Therefore, this study focused on self-managed, locally deployed clusters, where
configuration control and compliance verification remain entirely under the organisation’s
control. However, the developed solution could also be deployed in cloud environments,

such as Amazon EC2 instances or Azure Virtual Machines.

Certain supporting services, such as logging and monitoring, may rely on external systems
that are not specific to Kubernetes environments. While important for operational security
and observability, their deployment and configuration are often organisation-specific and

were therefore considered outside the scope of this study.

A reference secure design for Kubernetes clusters that practitioners can adopt can help
reduce configuration errors. Automated compliance auditing can offer organisations
transparent and repeatable mechanisms to verify compliance. This is especially valuable
in scenarios where manual checks are time-consuming, error-prone, and require significant
resources. To demonstrate the feasibility of the proposed approach, the study included the

development of a prototype implementation.

1.4 Structure of the Thesis

The structure of this thesis is as follows:

Chapter 2 presents the literature review, identifying existing approaches and research

gaps related to Kubernetes security and E-ITS compliance.

Chapter 3 describes the research methodology.

Chapter 4 presents the design of the proposed solution.
Chapter 5 describes the implementation of the prototype.

13



m Chapter 6 evaluates the prototype through laboratory testing, E-ITS compliance
assessment, and examination in two organisational settings. The results are then
discussed to answer the research questions.

m Chapter 7 concludes the thesis and provides recommendations for future work.

14



2. Literature Review

This literature review explores approaches to Kubernetes compliance. The focus is on
automation, alignment with security standards, including the E-ITS, and the principles of
secure cluster design. The purpose is to assess how previous work addresses the thesis

research questions and to identify gaps.

2.1 Search Strategy

The first stable release of Kubernetes (v1.0) was launched in July 2015. Based on that,
the time frame for publications from 2015 to 2026 was selected for the literature review.
Limiting the scope to this period ensures the inclusion of both foundational and con-
temporary works relevant to Kubernetes. Therefore, studies published before 2015 were
excluded. E-ITS is a relatively new national standard and became effective in January
2023, replacing the previous IT baseline security system (ISKE). To ensure that the review
remains comprehensive, the scope of the search was expanded to include both international
frameworks and national standards. In terms of national standards, the review considered
the German BSI and the U.S. NIST security framework. For international standards, the
search expanded to ISO 27001, which is widely recognised in industry.

The search strategy included the following databases:

m ACM Digital Library

s ESTER

m Google Scholar

s [EEE Xplore

m SpringerLink

m TalTech library

m University of Tartu Digital Archive ADA

The following keywords and search combinations with boolean operators were used:
s Keywords:
— "audit"

— "auditing"
- HBSIN

15



— "compliance"

— "Estonian Information Security Standard"

- "E-ITS"

- "ISO 27001"

— "Kubernetes"

- "K8S"

— "NIST"

- "secure"

— "security"

m Search Combinations:

— Search query 1: ("Kubernetes" OR "K8S") AND ("secure" OR "security” OR
"compliance” OR "audit" OR "auditing")

— Search query 2: ("Kubernetes" OR "K8S") AND ("Estonian Information
Security Standard” OR "BSI" OR "NIST" OR "ISO 27001")

Initially, the search strategy included combinations of the terms "Estonian Information
Security Standard" and "E-ITS". Unfortunately, this resulted in irrelevant results as the
abbreviation "E-ITS" was not consistently used in the literature to refer to the Estonian
standard. To address this, the search strategy was refined using only the full phrase "Esto-
nian Information Security Standard". A third query was also tested, which combined the

security and compliance terms with "design", "implementation", and "guideline". However,

this produced almost duplicate results for query 1 and did not contribute significant new

findings.
Table 1. Search results from various databases

Database Search query 1 | Search query 2
ACM Digital Library 1840 254
ESTER 3851 16
Google Scholar 1820 320

IEEE Xplore 473 4
SpringerLink 3409 270
TalTech library 1409 11
University of Tartu Digital Archive ADA 34 5

2.2 Inclusion and Exclusion Criteria

The following inclusion and exclusion criteria were applied to select the literature:

Inclusion criteria:

1. Publications from 2015 to 2026.
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2. Relevant to one or more of the research questions.

3. Articles published in peer-reviewed journals and conference proceedings.
4. Books published by recognised publishers (e.g., O’Reilly Media, Springer).
5. Includes real-world case studies, tools, or implementation guidance.

Exclusion criteria:
Articles that are not published in English or Estonian.

Articles that are not directly related to any of the research questions or objectives.

Duplicate articles in multiple databases.

L

Studies that focus entirely on unrelated technologies without any focus on compli-

ance or security.

2.3 Selection Process
The initial database searches produced 13,716 results in total in the two search queries
(see Table 1). The titles and abstracts were first selected to eliminate irrelevant papers. In

addition to database searches, a combination of snowball and reverse snowball techniques

was applied. A total of 31 publications were selected for the final analysis.

2.4 Selected Papers
The reviewed papers were categorised into the following groups:

Challenges in Securing Kubernetes

m Guidelines and Standards
Application of E-ITS

m Compliance and Automation

Comparative Studies of Kubernetes Distributions

Components for Secure Kubernetes Design

Challenges in Securing Kubernetes

A survey by Randal revisits the historical development of virtual machines (VMs) and
containers [6]. The article also highlights that vulnerabilities such as Spectre, Meltdown,
Foreshadow, and L1TF can bypass software-level isolation, exposing weaknesses in
modern container and virtualisation environments. The lack of strong isolation has also

motivated research into alternative approaches. For example, Arnautov et al. proposed
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SCONE, which uses Intel SGX enclaves to harden containers and protect applications even
if the host kernel is compromised [7]. Although Randal’s survey does not focus directly
on Kubernetes, it shows that, historically, security was often secondary to other design
priorities [6]. This historical trend also continues to shape the security and compliance
challenges of today. For example, by default, Kubernetes does not enforce any Pod Security
Standard (PSS) level [8]. This means that workloads in Kubernetes can use privileged
features unless explicitly configured. Similarly, while Kubernetes network policies provide
network-level filtering between pods, they are not enabled by default and must be explicitly
defined [9].

The book by Martin and Hausenblas provides a hands-on, threat-driven guide to securing
Kubernetes clusters with real-world scenarios referring to real CVEs [10]. For the demon-
stration, Kubernetes with default settings (vanilla Kubernetes) is used with examples. The
authors introduce threat modelling as a foundation for Kubernetes security, supported
by detailed walk-throughs of known attack paths and vulnerabilities. This approach is
complemented by the Microsoft Kubernetes Threat Matrix, which classifies Kubernetes
attack techniques [11]. The book covers various technical layers in terms of security [10].
It is a highly valuable resource when Kubernetes clusters need to be designed or improved
in terms of security. However, the book does not provide a structured methodology for
systematic and repeatable security evaluation. As a result, its applicability for standardised

compliance auditing is limited, although it can still serve as a valuable foundation.

Chowdhury and Freund analysed vulnerabilities and exploits in on-premises Kubernetes
clusters by deploying a deliberately insecure cluster and simulating real-world attack
scenarios [12]. They correlated Kubernetes audit logs with OS logs using Graylog and
defined rules for detecting suspicious activities. The study highlights the importance of
detection and monitoring in Kubernetes security, providing guidance on which logs should
be collected and analysed [12]. These findings highlight the need for multi-layer visibility
in Kubernetes security. However, while their work focuses on post-event detection through
log correlation, it does not address how such multi-layer insights can be systematically

integrated to support continuous and automated security verification.

Misconfiguration is widely recognised as a major challenge in Kubernetes environments,
as the platform exposes a large number of configuration options that can directly impact
security. Zhang et al. analysed 719 defects extracted from 2,260 configuration scripts
across 185 open-source repositories [13]. Their findings show that configuration defects
are common and span 15 distinct categories, including issues related to pod scheduling,
probing, and security. These results indicate that Kubernetes configuration is inherently

error-prone and highlight the need for systematic approaches and improved tool support to
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detect and prevent configuration-related issues.

The study by Sphan et al. discovered 18,467 Internet hosts exposing internal Kubernetes
components that should not be publicly accessible [14]. Using large language models,
Curtis and Eisty analysed Stack Overflow posts on Kubernetes [15]. Security-related
discussions were the fourth most prevalent topic in all posts. The results of this study also
show that there is still a lack of clear practical guidance and the need to develop tools to
address Kubernetes security challenges [15]. Together, these results confirm the need for

continued research in Kubernetes security.

Based on a survey of 600 DevOps, engineering, and security professionals, the 2024 Red
Hat Report found that misconfiguration is the second-highest concern [16]. Similarly,
Rahman et al. did an empirical study on Kubernetes manifests, which were taken from 92
open-source software repositories [17]. They uncovered 1,051 security misconfigurations
out of 2,039 manifests. Based on this study, only 60% of the reported misconfiguration
issues were fixed by the practitioners. The authors of this study also developed their own
tool and compared existing ones [17]. However, performance was not compared to the
more widely adopted Trivy [18] which is explicitly designed to be used in CI/CD pipelines.
Overall, it can be observed that misconfiguration represents a significant challenge in

Kubernetes.

Guidelines and Standards

Shamim et al. provide an overview of widely accepted Kubernetes security practices
[19]. The paper focuses on practical insights grounded in real-world use. The authors
conducted a review of 104 Internet artifacts. This included blog posts, videos, and technical
presentations. From this, they derived 11 key practices known as the "XI Commandments",
which include [19]:

» Authentication and Authorisation

» Implementing Kubernetes-specific Security Policies
m Vulnerability scanning

m Logging

m Namespace separation

m Encrypt and restrict access to etcd

s Continuous update

m Limit resources quotas

m Enable SSL/TLS support

m Separate sensitive workload

19



m Secure metadata access

Nerella and Puvvada extended this research by performing a gap analysis on the data
set of Shamim et al. and on existing practices [20]. Their work proposed the following
categories: access management, tighten default permissions, and restrict privileges through
policies [20]. Unlike Shamim et al., their study is more practical and suggests specific
tools to support implementation. In addition, Santos conducted a literature review and
proposed a roadmap for Zero Trust implementation in Kubernetes [21]. Together, these
papers outline the security practices currently used in Kubernetes clusters in production
and identify foundational principles such as least privilege and layered isolation. However,
the practices described remain generic and do not provide direct guidance on how to
verify them. Furthermore, the works of Shamim et al. and Nerella and Puvvada are based

primarily on a review of the grey literature.

The NIST SP 800-190 provides a guideline for securing containerised environments [22].
It describes security issues in container environments and offers recommendations for
their mitigation [22]. One notable recommendation from NIST SP 800-190 is to use
container-specific host OS instead of general-purpose ones to reduce attack surfaces [22].
This recommendation is especially relevant for Kubernetes, where several distributions
are designed with minimal components to reduce possible vulnerabilities. Although the
guide was published in 2017, it still provides a valuable foundation. Similarly, the National
Security Agency (NSA) and the Cybersecurity and Infrastructure Security Agency (CISA)
have released the hardening guide, which provides security recommendations specifically
for Kubernetes [23]. This guide offers a good starting point for securing clusters. However,
its recommendations remain generic, which limits their direct usefulness for verifying
Kubernetes configuration. The guide also refers to the Center for Internet Security (CIS)

Kubernetes Benchmarks as additional security hardening guidance [23].

CIS is a community-driven nonprofit organisation that develops globally recognised best
practices for securing IT systems and data [24]. The CIS Kubernetes Benchmark provides
highly practical guidance, as each recommendation includes commands to verify the
compliance of the configuration and remediation steps to address detected problems [25].
The benchmark covers recommendations for control plane components, etcd (distributed
key-value store), control plane configuration, worker nodes, and policies [25]. In addition,
CIS provides specific benchmarks for container-optimised OSes such as Bottlerocket and
Talos Linux [26]. The CIS Benchmarks can serve as a useful reference for mapping E-ITS

measures to specific controls.
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Application of E-ITS

Existing research addressing the application of E-ITS to Kubernetes is limited. Koit’s
thesis focuses on providing methodological support for public sector organisations in
formulating precise, E-ITS-compliant security requirements for ICT service procurements
[27]. Her work highlights that a considerable number of organisations no longer maintain
their own IT infrastructure and instead rely on external service providers. This reinforces
the principle of "trust but verify", emphasising the need for systems provided by the service

provider to comply with E-ITS.

The thesis of Lepik focuses on the possibilities of automation of E-ITS controls and
proposes principles for automated compliance checks. It also addresses the resource-
intensive nature of compliance processes. The work provides a foundational framework
for data-driven compliance evaluation. It relies on structured asset and configuration
data, including configuration management databases (CMDB), as a basis for evaluating
compliance [28]. However, such an approach depends on whether the stored configuration
data accurately reflects the actual system state and remains up to date. In dynamic
environments, inconsistencies may occur. This can affect the accuracy of compliance

assessments based solely on CMDB data.

Lindeberg’s thesis contributes by analysing and implementing an E-ITS-compliant cluster
with a focus on the APP.4.4 Kubernetes module [29]. Although highly valuable in practice,
the work is limited to a single E-ITS module. It does not explicitly address container and
operating system security. Additionally, it is not clear whether PSS is enforced in the
implementation. This may leave certain security aspects unaddressed despite compliance

with E-ITS requirements.

Compliance and Automation

As manual checks are slow, resource-intensive and prone to errors, Allam conducted
research on policy-driven engineering to support compliance automation [30]. His article
suggests embedding compliance checks into pipelines through Policy-As-Code (PaC),
where rules are defined declaratively and are enforced automatically at the deployment
time. The article also references tools such as OPA (Open Policy Agent), Kyverno, Conftest,
and Sentiel to enable automated compliance enforcement in practice [30]. Additionally,
Yanagawa et al. propose a framework that integrates Compliance as Code (CaC) with PaC
to enable continuous compliance between heterogeneous policy validation points [31]. As

validating admission controllers are a key Kubernetes concept [32], the findings of both
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studies are relevant and align with the goals of this thesis. Moreover, leveraging OPA or
Kyverno policies can provide an effective mechanism for verifying and enforcing security

controls in Kubernetes clusters.

Kapetanidou et al. evaluated six widely used Kubernetes security tools [33]. Based on
their findings, KubeLinter and Terrascan were more effective for static code analysis,
while Trivy and Kubescape provided stronger runtime threat detection [33]. The insights
from this study are relevant for compliance automation, as it outlines the strengths and
limitations of tools suitable for continuous audit checks. These tools could possibly be
combined with OPA or Kyverno for automated verification and enforcement of security

measures.

Comparative Studies of Kubernetes Distributions

A comparative analysis by Malviya and Dwivedi suggests that Kubernetes does not provide
authentication and authorisation by default, while OpenShift enforces stricter policies
[34]. Similarly, a comparative analysis of lightweight Kubernetes distributions for edge
computing demonstrates that k3s and kOs provide advantages in maintainability and
simplicity [35]. However, k3s and kOs, compared to vanilla Kubernetes, KubeEdge, and
OpenYurt, exhibit significantly lower security compliance [35]. In addition, the study
by Ascensido et al. confirms that lightweight distributions perform poorly on security
benchmarks [36]. These studies provide valuable information, as they rely on tools such
as kube-bench [37], which evaluates security compliance against CIS benchmarks [26].
However, a research gap remains, as most existing work is limited to comparing the security
of lightweight Kubernetes distributions with vanilla Kubernetes. At the same time, vanilla
Kubernetes with default configurations is already vulnerable to known threats and requires

additional hardening for use in production systems.

Components for Secure Kubernetes Design

Lim et al. demonstrate secure audit BPF (saBPF), which is an extension of the eBPF
framework capable of deploying secure system-level audit mechanisms in container granu-
larity [38]. They present the practicality of saBPF in Kubernetes by designing an audit
framework, an intrusion detection system, and a lightweight access control mechanism.
The system extends the eBPF and Linux Security Modules (LSM) frameworks to support
container-level audit policies without requiring extensive kernel modifications, making it
practical for real-world deployment [38]. This paper presents an automated approach to

auditing container workloads within Kubernetes. The ability to embed audit rules at the
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pod level allows saBPF to align closely with the principles of enforceable, context-aware
security. The framework could support automatic audit mechanisms through custom eBPF
programs and policy templates at the container level. However, as also discussed in the
paper, the eBPF itself is not without risks since it can be exploited through weaknesses in
the verifier. Furthermore, it appears that saBPF was developed primarily for research and
demonstration purposes, and the project is not actively maintained. It may be more practical

to adopt or extend the existing and more widely supported eBPF-based framework.

To enable networking within a cluster, Kubernetes makes use of the Container Network
Interface (CNI) [39]. Choosing the appropriate CNI is critical when designing a cluster,
because CNIs differ in their network models and security features. Kim et al. benchmarked
several CNIs under high policy load and analysed their security features and performance
implications [40]. Based on their findings, the most widely deployed CNIs for secure
deployments are Antrea, Calico, and Cilium. Cilium, based on eBPF, offers a rich set
of security features and a trade-off between the scalability of policies and the processing
performance [40]. Similarly, the research by Siracusa et al. further demonstrates the flexi-
bility of eBPF to implement modular and programmable network functions in Kubernetes
clusters [41]. These insights highlight the importance of selecting an appropriate CNI

based on security and performance requirements.

Focusing on CNIs, Budigiri et al. have also evaluated network policies as a lightweight
security mechanism for Kubernetes [42]. Their study confirms that network policies
impose negligible performance overhead, but also highlight risks such as misconfiguration.
[42]. Although Calico and Cilium provide strong capabilities, a correct configuration is

essential for secure deployments.

Settanni, Lisena, and Basile systematised runtime security enforcement in Kubernetes
by proposing a capability model [43]. The model evaluates enforcement capabilities
across different solutions, including CNIs such as Calico and Cilium, and runtime security
tools such as KubeArmor and Tetragon. The authors also present an Analyzer to extract
cluster security requirements and a Translator to generate tool-specific configurations
from high-level policies [43]. Although the study provides theoretical grounds, its real-
world applicability remains limited due to the unavailability of the proof-of-concept

implementation.

2.5 Discussion and Research Gap

The reviewed literature shows that Kubernetes security and compliance is a complex

challenge. Vanilla Kubernetes presents security risks when deployed with default settings.
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Although many works explain what should be done, they lack specific technical steps to
verify cluster configurations. Existing studies highlight that misconfiguration continues
to be a significant concern in the industry. These findings relate to SRQ1 on challenges
and approaches to securing and ensuring compliance in Kubernetes environments. This
ongoing problem creates an opportunity for this thesis to explore an approach that reduces

misconfiguration and provides a more reliable way to verify Kubernetes compliance.

To the best of current knowledge, contributions for E-ITS and Kubernetes compliance stud-
ies are limited to master’s theses, with no comprehensive peer-reviewed studies available.
This gap highlights the relevance of SRQ2, which investigates the compatibility of existing

compliance and auditing approaches with E-ITS.

Existing comparative studies of Kubernetes distributions provide useful insight into dif-
ferences in security posture as measured by benchmarks. However, these studies are
mostly limited to lightweight distributions, and no work has systematically compared
CNCF-certified distributions in terms of security. Following NIST guidance on reducing
the attack surface could provide a useful starting point for such comparisons. This aligns
with SRQ3, which focuses on design and implementation principles for secure, auditable,

and compliant Kubernetes clusters.

CIS Controls may serve as a useful foundation for mapping E-ITS measures, since existing
studies and tools often use the CIS Kubernetes Benchmarks. However, their compatibility
with the E-ITS needs to be analysed. Moreover, to implement PaC, controls could be
integrated with the policy engine to enable automated enforcement and checks. This
creates an opportunity to move beyond manual checks toward standardised and auditable
verification. Studies show that the use of eBPF-based tools may help to enhance Kubernetes
security and observability. However, correct configuration is essential for effectiveness.
These insights provide guidance in this thesis, while the gaps motivate PRQ to design and

implement an E-ITS—compliant Kubernetes cluster.

In conclusion, the literature lacks practical, implementation-oriented best-practice guidance
for achieving and verifying E-ITS compliance in Kubernetes environments. Existing
studies address individual aspects, but none analyse security, compliance, and automation

holistically. This gap defines the focus of the present study.

2.6 Novelty

Prior research has addressed Kubernetes security and compliance automation, yet no study

has combined these dimensions into an integrated approach. Most existing studies either
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provide general security recommendations or focus narrowly on specific aspects. As E-ITS
is a relatively new standard, practical implementation guidance is needed to support its
adoption in cloud-native computing environments. Beyond compliance, ensuring actual
security alignment is critical, as gaps may exist between E-ITS requirements and current

Kubernetes security best practices.

This thesis presents a holistic implementation and a reference secure design for Kubernetes
clusters, guiding practitioners in achieving and auditing E-ITS compliance. Through a
practical prototype, it demonstrates how the standard’s measures can be translated into
Kubernetes configurations and continuously verified through automated auditing. The
study also identifies and justifies suitable components, such as distribution, CNI, and tools

that support implementing secure and E-ITS-compliant clusters.
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3. Research Methodology

This study applied Design Science Research Methodology (DSRM), which offered a
structured process to solve practical problems through artifact creation [44]. The DSRM
process follows six iterative phases. The approach is qualitative in nature and is particularly
suitable for information technology research [44]. In this context, the artifact was a

Kubernetes cluster designed to comply with E-ITS and support automated auditing.

Process Iteration

sequence Show

identty [P Defne [~ Design& [~ P Demonstraton [P Evaivaton [ Communication
Problem Objectives of Development
& Motival Solution Obser
olvate 2 asolu > Find suitable p "":’vg""" Scholariy
Nominal process Define problem € § Artifact context fective, publications
£ | wnarwouda | &
t =

better artifact

accomplish? Professional

publications

Use artifaet to | | iterate back to | O

solve problem

How to Knowledge
Metrics, Analysis
Knowledge
1
H
Disciplinary
Knowledge

Problem- Objective- Design &

Centered Centered Development

Centered
Initiation

Initiation Solution

Possible Research Entry Points

Figure 1. DSRM Process Model [44]

The DSRM process follows six iterative phases: problem identification, definition of solu-
tion objectives, design and development, demonstration, evaluation, and communication
[45].

The literature review supported the first two phases of DSRM by addressing SRQ1-SRQ3.
It identified Kubernetes security challenges, examined how E-ITS aligns with existing
standards, and outlined principles for secure and auditable cluster design. It also revealed

gaps and defined the problem space and objectives of the proposed artifact.

The third phase, Design and Development, selected components for the artifact. Based
on the findings of the literature review, the study analysed CNCF-certified Kubernetes
distributions and relevant platform components to identify configurations that best sup-
port established security best practices. Based on this analysis, a suitable Kubernetes
distribution and supporting components were selected and justified, and a secure cluster
architecture was designed. The resulting design was then systematically mapped to E-ITS
security measures to ensure alignment with defined requirements and to support structured

evaluation.

The fourth phase, Demonstration, demonstrated the functionality of the artifact through
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deployment in a laboratory environment. The Kubernetes cluster was implemented together
with its supporting components, including networking, storage, policy enforcement, and
auditing mechanisms. To demonstrate practical applicability, mock workloads were de-
ployed within the cluster to simulate real-world application deployments. These workloads
provided a realistic context for testing policy enforcement, network segmentation, resource

isolation, and auditing capabilities.

The fifth phase, Evaluation, measured the effectiveness of the artifact through three com-
plementary approaches. The first approach was laboratory testing, which was conducted in
a controlled environment to validate the technical and security behaviour of the solution.
This included tests for availability and fault tolerance, backup and restore procedures,
secure communication, and misconfiguration and post-compromise scenarios. The sec-
ond approach was an analytical compliance assessment. The implemented solution was
compared against selected E-ITS security measures. The assessment also examined how
far these measures could be supported through automated evidence generation. The third
approach focused on practical applicability and examined the solution in two organisational
settings. Together, these evaluation approaches were used to assess the effectiveness of the

artifact, discuss the evaluation results, and answer the research questions.

Finally, the Communication phase summarised the overall research process and its results.
This phase presented the developed artifact and the key findings derived from its design,
demonstration, and evaluation. It also outlined the main contributions of the research.
These include the proposed design, the developed prototype, recommendations for E-ITS,

and directions for future research.
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4. Solution Design and Development

This chapter follows the Design and Development stage of the DSRM where the archi-
tecture of the artifact is defined. The objective of the artifact is to establish a secure and
auditable Kubernetes cluster that reflects the commonly accepted security and operational

best practices identified in the literature.

The literature review highlighted key challenges in Kubernetes environments, including
weak default settings, misconfiguration risks, and the need for automated and repeatable
compliance verification mechanisms. It also emphasised the role of the CIS Benchmarks

as a practical reference for security hardening and technical control verification.

Based on these findings, the design and development process is structured into three stages.
First, a Kubernetes distribution is selected as the foundation for the prototype, guided
by criteria derived from the literature review and the defined research scope. Second,
the components of the Kubernetes cluster are selected and integrated into the proposed
architecture. Third, the designed solution is systematically mapped to the E-ITS measures
to relate the architecture to defined security requirements and support structured compliance

assessment.

4.1 Selection of a Kubernetes Distribution for the Prototype

The CNCEF runs the Certified Kubernetes Conformance Program, which ensures that a
Kubernetes distribution supports the required Application Programming Interfaces (API)
[46]. This ensures that applications can run on different platforms but does not address

security and compliance requirements. Therefore, choosing a distribution requires further

evaluation of its security posture.

4.1.1 Inclusion and exclusion criteria

The following inclusion criteria were applied to select an appropriate Kubernetes distribu-

tion for the prototype.
Inclusion criteria:
1. Must belong to the Certified Kubernetes - Distribution category.
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2. Must be open-source, with publicly available source code.

3. Must be deployable on-premises.
Exclusion criteria:

1. Lightweight distros such as k3s and kOs due to weaker benchmark scores, as iden-
tified in the literature review. These distributions target resource-constrained envi-
ronments, where achieving lightweight performance may involve compromises in
security.

2. Feature-oriented tools (e.g., KURL, k3k, vCluster) that enhance Kubernetes func-

tionality rather than providing a complete distribution.

4.1.2 Comparative analysis of candidate distributions

After applying the inclusion and exclusion criteria, the following note on the selection
process must be made. Rancher Kubernetes Engine 1 (RKE1) was excluded from the
comparison because it reached end-of-life on 31 July 2025, as stated in the official docu-

mentation [47]. Its successor, RKE Government (RKE2), was selected for further analysis.

The author also examined Constellation, a security-focused distribution marketed as "the
world’s most secure Kubernetes" through its use of confidential computing [48]. While
reviewing the distribution, the author identified a security-related configuration issue and
reported it to the vendor via GitHub Issue [49]. A fix for this issue was merged into the
main branch on 16 October 2025. However, on 5 January 2026, the Constellation project
was archived on GitHub. Due to its archival status and the corresponding lack of long-term

viability, Constellation was excluded from the selection.
As a result, the distributions included in the comparison were:

s AWS EKS-D

s Charmed Kubernetes
Elastisys Welkin

Flatcar Container Linux

» RKE Government (RKE2)
Red Hat OpenShift

m Talos Linux

s SIGHUP Distribution (SD)

Building on NIST SP 800-190 [22], the selection was refined by identifying Kubernetes
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distributions that rely on container-specific OS.

Red Hat OpenShift is tightly integrated with Red Hat CoreOS, an immutable OS derived
from Red Hat Enterprise Linux (RHEL) [50]. Similarly, Flatcar Container Linux [51] and
Talos Linux [52] are designed as single-purpose systems, providing Kubernetes on top of a

container-optimised OS.

By comparison, other Kubernetes distributions support a broader range of deployment mod-
els or remain dependent on generic Linux distributions. AWS EKS-D supports container-
specific system Bottlerocket along with generic Linux distributions [53]. Elastisys Welkin
supports Flatcar Container Linux in addition to several general-purpose Linux distribu-
tions [54]. Distributions such as Charmed Kubernetes [55], RKE2 [56] and SIGHUP

Distribution [57] rely exclusively on general-purpose OS.

The comparison of Kubernetes distributions in terms of support for container-specific

operating systems is summarised in Table 2.

Table 2. Support for Container-Specific Operating Systems

Distribution Supports Container-Specific OS
AWS EKS-D Yes
Charmed Kubernetes No
Elastisys Welkin Yes
Flatcar Container Linux Yes
RKE Government (RKE?2) No
Red Hat OpenShift Yes
Talos Linux Yes
SIGHUP Distribution (SD) No

4.1.3 Justification of the Selected Kubernetes Distribution

Elastisys Welkin is implemented on top of Kubespray [58], which means that its Kuber-
netes cluster provisioning and lifecycle management are fundamentally dependent on this
project. As a result, Welkin inherits both the architectural assumptions and the operational
constraints of Kubespray. Although Elastisys provides user level documentation for the
Welkin platform [59], limited public information is available on distribution technical
implementation. This suggests that deploying and operating outside the managed context

may require direct vendor involvement.

By comparison, Amazon Elastic Kubernetes Service (EKS) is a mature and widely adopted
managed Kubernetes service that has proven its reliability and scalability in the public
cloud. It is built on EKS-D, the upstream Kubernetes distribution on which EKS is based.
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For production use outside AWS, organisations generally rely on EKS Anywhere, which
builds on EKS-D and provides the necessary operational features [60]. Using EKS-D

directly for production workloads without a provider is therefore questionable.

Flatcar Container Linux, OpenShift, and Talos Linux can all be considered suitable options
for building a secure on-premises Kubernetes cluster, as they rely on container-specific
operating systems. At the time of writing, there was no official CIS benchmark available

for Flatcar Container Linux while it exists for Talos Linux and OpenShift.

From an E-ITS module SYS.1.3 Linux and Unix server perspective, Talos Linux does
not provide SSH (Secure Shell) access and instead relies exclusively on an API-driven
management model [61]. In addition, it does not include a package manager. All OS
settings are managed declaratively and applied via the Talos API. Extensions to the system
image are added declaratively at build time rather than installed dynamically, which allows
the resulting system image to remain immutable and verifiable. This design reduces the

attack surface and supports automated auditing of the system.

In terms of E-ITS modules SYS.1.6 Containerisation and APP.4.4 Kubernetes, Talos Linux
also differs from OpenShift and Flatcar-based deployments in its handling of the etcd
key-value store. In Talos, etcd is managed as a dedicated system service running outside
the Kubernetes cluster rather than as a static pod. This design limits the attack surface
inside the Kubernetes cluster. Additionally, Talos Linux enables etcd encryption at rest by

default, which is also suggested by the E-ITS to encrypt the etcd datastore.

Based on the comparative analysis presented above, Talos Linux was selected for the

prototype implementation [62].

4.2 Selection of Kubernetes Cluster Components

Since Talos Linux was selected as the Kubernetes distribution for the prototype, component
selection was guided primarily by its official documentation and its published reference
architecture [63]. These materials provided a baseline for identifying suitable options
for networking, storage and security features. However, their recommendations were
not applied directly. Instead, the proposed solutions were independently evaluated, and

alternative components were selected when they offered clearer advantages.

In addition to the vendor recommendations, the design includes components that address
security, resilience, and auditability requirements. These include solutions for backup,

disaster recovery, secret management, and automated configuration verification, which
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improve the overall reliability of the cluster and support evaluation against E-ITS require-

ments.

4.2.1 Cluster Networking

The CNI plugin provides connectivity in the cluster [39]. In other words, it is primarily
responsible for facilitating east—west traffic between pods. Choosing an appropriate CNI is
an important design choice, as migrating an existing Kubernetes cluster to a different CNI

may require service downtime or, in some cases, a full cluster redeployment.

From an E-ITS perspective, the CNI shall support network isolation and policy enforcement.
The E-ITS Kubernetes module also highlights the risks associated with weak default
configurations. By default, pods are allowed to communicate freely with each other, cluster
nodes, and external systems. Without proper restrictions, this communication can be

exploited by malicious workloads to target cluster components [4].

Talos Linux installs Flannel as the default CNI [63]. However, Flannel does not support
network policies and therefore cannot enforce traffic isolation. For this reason, it was not

considered suitable for the prototype.

Based on the literature review, eBPF-based CNIs such as Calico and Cilium are well
suited for the prototype, as they support Kubernetes Network Policies. Both CNIs are also
supported by Talos Linux [64] [65]. Additionally they provide improved observability and
better performance compared to traditional netfilter-based implementations (iptables and
nftables). This is illustrated in Figure 2 which compares the packet-processing pipeline of

standard iptables-based container networking with the eBPF-based datapath.

32



Node Pod Node Pod
App

c
iptables iptables
PREROUTING mangle PREROUTING mangle ]

iptables [/
Conntrack | |
Overhead Context-Switch Overhead FW—‘ [E
iptables Overhead R::::g ————— ] Host Rneutmg
HeBPF
e || B go
| g0
Standard Container Cilium eBPF Container
Networking Networking

Figure 2. Comparison of iptables-based container networking and Cilium’s eBPF datapath
[66]

Cilium was selected as the CNI for the prototype, because it leverages eBPF technology.
In addition to providing CNI functionality, it offers a broader ecosystem of complementary
components, such as Hubble [67] for network observability and Tetragon [68] for runtime
security monitoring. From an industry perspective, Cilium is also adopted as the default
CNI in Amazon EKS Anywhere for enterprise on-premises Kubernetes deployments [69].

This further supports the suitability of Cilium as a CNI for the proposed prototype.

External Service Exposure

Kubernetes supports several types to provide access to services: ClusterIP, NodePort,
LoadBalancer and ExternalName [70]. While ClusterIP and ExternalName are intended
for internal or DNS-based access, NodePort and LoadBalancer are used to expose services

to clients outside the cluster.

The limitations of NodePort services are that ports are exposed on all cluster nodes, which
increases the attack surface by making every node accessible from outside the cluster. In
addition, NodePort relies on a fixed port range, making routing, access control, and firewall

rule management complex.

In cloud environments, the LoadBalancer service type is typically used by a managed
cloud load balancer. However, for on-premises deployments, Kubernetes does not provide
a native implementation for LoadBalancer services. Furthermore, external load balancer

solutions commonly rely on network address translation (NAT). Although NAT simplifies
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service exposure, it breaks end-to-end network transparency by changing the original
client source address. This loss of end-to-end connectivity reduces the effectiveness of

network-level security mechanisms, which are often essential.

To address these limitations, a Border Gateway Protocol (BGP)-based service exposure
approach was selected for the prototype. Externally reachable service IP addresses can be
advertised to the upstream network using BGP. This allows external traffic to be routed
to the cluster using standard Layer 3 routing, preserving end-to-end connectivity and
maintaining visibility of the original client source address. In addition, the use of BGP
makes it possible to explicitly control which cluster nodes are reachable for ingress traffic

by configuring BGP peering only on selected nodes.

Although the Talos reference architecture recommends MetalLB or Kube-VIP [63], Cilium
provides native BGP functionality directly within the CNI datapath [71]. Using Cilium
avoids introducing an additional component and enables routing control to be managed
within a single integrated networking layer. For this reason, Cilium was selected for the

prototype.
The use of BGP further enables equal-cost multipath routing (ECMP), allowing multiple

nodes to advertise the same service address prefix. This allows ingress traffic to be

distributed across several nodes at the routing layer, improving scalability and resilience.
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Figure 3. BGP-Based Multi-Cluster Service IP Exposure

As illustrated in Figure 3, each Kubernetes cluster node advertises the same external
service IP to the upstream router. The router treats these advertisements as equal-cost paths
and distributes ingress traffic across them using ECMP. A BGP-based service exposure
design can support different deployment strategies and disaster-recovery testing. The same
external service IP addresses can be advertised from multiple Kubernetes clusters. Traffic
can then be shifted between environments by selectively controlling route advertisement.

This can be done without changing DNS records or client configurations.

Ingress and Gateway API-Based Traffic Management

For north—south traffic, Kubernetes provides the Ingress resource, which enables HTTP
and HTTPS routing from external clients to services within the cluster [72]. The Ingress
resource defines routing rules, while the actual traffic handling is performed by an Ingress
controller deployed in the cluster. However, Ingress design limitations, such as limited
extensibility and limited configuration flexibility, restrict its suitability for more advanced
traffic management scenarios. As of recent Kubernetes releases, the Ingress API is
considered frozen by the Kubernetes project. The official Kubernetes documentation
recommends considering migration to the Gateway API for new deployments. Furthermore,
as of March 2026, the widely used ingress-nginx controller has reached the end-of-life
[73].
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Figure 4. The Gateway API resource model [74]

The Gateway API was introduced as the next iteration of the Ingress API, providing a more
extensible and role-oriented model for managing external traffic. As illustrated in Figure 4,
the Gateway API defines three target personas with clearly separated responsibilities [74].
This model separates infrastructure providers, cluster operators, and application developers.
Based on these characteristics, the Gateway API was selected to manage north—south traffic

in the prototype implementation.

As with Ingress, the Gateway API defines only the resource model and requires a compati-
ble controller to implement traffic handling functionality. For the prototype implementation,
Traefik [75] was selected as the Gateway API controller. Traefik Proxy is widely adopted
within the Kubernetes ecosystem, as reflected by its active community and more than
63,000 stars on GitHub [76]. Traefik provides middleware features that complement the
Gateway API when additional request processing capabilities are required, such as IP-
based allow and deny rules and rate limiting. Furthermore, the Talos Linux documentation
includes configuration examples for Traefik, demonstrating its compatibility with the
selected platform [77].

Service Mesh Consideration

Kubernetes as a platform does not ensure the confidentiality or integrity of communications
between workloads by default. Traffic exchanged inside the cluster is neither encrypted

nor authenticated unless additional mechanisms are implemented. Service meshes are
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used to provide secure communication features such as mutual Transport Layer Security
(mTLS), service identity, and Layer 7 traffic control. Common open-source platforms
such as Istio, Linkerd, and Consul can provide such features to manage east-west traffic

between workloads [78].

However, service meshes also introduce additional operational complexity, resource over-
head, and management challenges that must be carefully considered [78]. Research by
Bremler et al. shows that service meshes can introduce measurable performance overhead,
with latency increases ranging from 8% to 166% along with substantial CPU and memory
overhead [79].

As an alternative to traditional service meshes, the Cilium CNI selected in the prototype also
supports identity-based mTLS implemented using eBPF [80]. At the time of writing, this
functionality was classified as beta. Additionally, as discussed by Posta, the implementation
of Cilium uses a node-local authentication cache that is only eventually consistent to
decide whether a flow is authenticated [81]. This lack of consistency can result in unstable

behaviour and potential failures in production implementations.

Recent developments in Cilium also introduce a ztunnel-based mechanism for transparent
encryption and authentication between workloads [82]. This approach is conceptually
similar to Istio Ambient mode, as both rely on per-node proxies to intercept and secure
workload traffic. However, at the time of the prototype design, the Cilium functionality was
still classified as beta and was therefore not considered sufficiently mature for production

use.

Talos Linux also provides KubeSpan, which enables WireGuard-based node-to-node en-
cryption [63]. However, KubeSpan operates at the transport layer and does not provide
workload-level identity or authorisation controls. Furthermore, the Talos reference archi-
tecture notes that KubeSpan introduces encryption overhead and is not recommended for

high-throughput workloads such as storage replication [63].

Taking all these factors into account, a service mesh using Istio Ambient mode was
chosen for the prototype. Ambient mode provides mTLS without requiring sidecar proxies,
which reduces resource consumption and latency overhead compared to traditional service
meshes [83]. These characteristics align with the findings of Bremler et al., who identified
Ambient mode as having the least performance impact among the evaluated solutions.
Furthermore, Istio is a mature and widely adopted service mesh platform, making it suitable

for production environments.
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Figure 5. Istio ztunnel datapath [84]

Figure 5 presents an example deployment of Istio Ambient mode in a Kubernetes cluster,
where workloads are distributed across two worker nodes. Each node (W1 and W2) runs
a single instance of the ztunnel proxy, which is responsible for securing traffic between

workloads participating in the mesh.

In the illustrated scenario, client pods C1, C2, and C3 communicate with a service pod
S1 through the ztunnel proxies. Traffic between workloads is protected using mTLS, and
communication is handled entirely by the node-level ztunnel components without the use

of sidecar containers.

4.2.2 Persistent Storage

In its early days, Kubernetes primary use-case was to run stateless applications. As demand
for stateful workloads grew, the Kubernetes project introduced persistent volumes and later
adopted the Container Storage Interface (CSI) [85]. The official Kubernetes CSI driver
catalogue lists over 130 drivers [86]. However, the catalogue explicitly notes that the driver
information listed is not validated and users must confirm the capabilities of each driver

with its maintainers.

Security Considerations in CSI Driver Selection

Selecting an appropriate CSI driver for an on-premises Kubernetes cluster can be chal-
lenging. Many vendors provide CSI drivers with security or architectural limitations that

require careful evaluation.

The Synology CSI driver requires privileged permissions on the storage array [87]. Simi-
larly, the HPE CSI driver installation documentation provides example configurations that
rely on administrative backend accounts (e.g., admin, 3paradm) for accessing the storage
system [88].
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The vSphere CSI driver requires read-only access to all ancestor objects, often extending
up to the datacentre level [89]. This means that the Kubernetes cluster service account
gains visibility into infrastructure resources beyond its own scope, including other VMs
and datacentre components. A similar issue exists in the Proxmox CSI implementation,
where it is required to have visibility for service account across all VMs and storage

resources managed by the environment [90].

Taken together, these cases illustrate that CSI driver maturity and security practices vary
considerably between vendors, reinforcing the need for a thorough assessment before

deploying any storage provider in on-premises Kubernetes environments.

Storage Provider Selection

For the prototype, Longhorn was selected as the storage provider because it is one of
the storage solutions recommended by Talos maintainers to use with Talos Linux [91].
Longhorn is open-source and does not rely on external storage, which may introduce
security limitations or dependencies. Instead, it runs entirely within the Kubernetes cluster.
Longhorn is comparatively simple to deploy and operate, while offering features such as
volume replication, snapshots, backup, fault tolerance, and volume encryption to support
data protection at rest [92]. Alternatively, Rook-Ceph could be used for the prototype, as it
provides similar features. However, the Talos documentation notes that Ceph can perform
poorly on small clusters and is difficult to troubleshoot without sufficient knowledge of its
architecture [93].

Container Storage Interface (€SI} API
Langhom CS! Plugin Lenghern Ui

Longhorn API Longhorm API
h

Lenghorn Manager (Orchestrates all Longhem Velumes) = = Kubernetes AP| Server

Pod 1 Pod 2 Pod 3

1 l . ] |
! 1
B I N I
- @O

Node 1

88D 88D S50 55D @ @ 580 85D 88D

Kubernetes Cluster

Figure 6. Concept of Longhorn distributed block storage architecture [92]

As shown in Figure 6, Longhorn avoids a single point of failure by replicating each

persistent volume across multiple nodes. This design improves storage availability and
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resilience in Kubernetes environments.

4.2.3 Cluster Backup

E-ITS APP.4.4 Kubernetes module suggests that Kubernetes clusters have regular backups,
ensuring that all critical components necessary for restoring the cluster are included [4]. In
Kubernetes, objects are stored as YAML manifests. However, not all cluster components
are stateless. Among the control plane services, etcd is the stateful component. It stores
the entire cluster state. For backing up and restoring, etcd snapshot can be used, as also

suggested by Talos Linux documentation [94].

One limitation of the etcd snapshot-based backup approach is that it does not support
granular restoration. For example, it is not possible to restore a specific Kubernetes
namespace. Instead, the entire cluster state must be restored, which makes this method
unsuitable for selective recovery scenarios. As a result, in practice it can be considered

primarily for disaster recovery (DR) situations.

In addition, if persistent storage is used in the cluster, then etcd snapshots alone are not
sufficient because they do not include the data stored on persistent volumes. Therefore,
a dedicated backup tool is required to provide backups and support granular recovery of

namespaces and persistent data.

Sameer et al. conducted a comparative study of Kubernetes backup and disaster recovery
tools, evaluating widely used solutions [95]. Although the study evaluates tools at a high
level, the authors performed implementations of Velero and Kasten K10 and highlighted
these two as strong candidates based on their features, integration capabilities, and practical

usability in their test environment.

As Velero is open-source, it is also used in commercial enterprise backup products such
as Cohesity DataProtect [96] and NetBackup [97]. In the prototype developed for this
work, Velero is used as a backup tool due to its open-source availability and broad industry

adoption.

4.2.4 Monitoring and Logging Considerations
The Talos Linux reference architecture recommends Prometheus and VictoriaMetrics

for collecting and storing metrics, while Grafana provides a visualisation layer for these

systems [63].
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For logging, Talos Linux supports forwarding system logs to external logging servers [63].
Kubernetes workloads can be integrated with established log aggregation solutions such as

Loki or VictorialLogs, enabling centralised log collection and analysis [63].

In the proposed design, monitoring and log aggregation components are integrated with
external systems in order to minimise the risk of unauthorised modification and to preserve
the integrity and availability of operational and audit data. This architectural separation
supports the requirements of the E-ITS logging module OPS.1.1.5. Since data is transmitted
to an external infrastructure, secure transport mechanisms (such as TLS) are required to

prevent interception or manipulation in transit.

According to the DSRM adopted in this study, the artifact is defined as a Kubernetes
cluster. Consequently, the monitoring and logging stack is treated as an external supporting
component and is positioned outside the defined artifact boundary. Therefore, its detailed
deployment and operational configuration are not considered within the scope of the

prototype implementation.

4.2.5 Declarative Git-Based Change Management and Access Control

Kubernetes supports both declarative and imperative configuration management [98].
Although imperative access via tools such as kubect1 is operationally convenient and
sometimes necessary, uncontrolled direct modifications may introduce configuration drift,
reduce traceability, and complicate the verification of compliance with defined security

requirements.

To mitigate these risks, the proposed architecture implements a declarative, version-
controlled configuration management model based on GitOps principles [99]. In a GitOps
approach, the desired state of the system is defined as code and stored in a version-
controlled repository [100]. This serves as a single source of truth for the deployed
applications in the cluster. From a compliance perspective, this improves traceability,
enforces controlled change management, and supports configuration integrity. Instead of
granting cluster users, such as developers or application administrators, direct access to

modify cluster resources, changes are introduced through the version control system.

The Talos Linux documentation and reference architecture present both Argo CD and
Flux as GitOps-based application management solutions [63] [101]. Both tools follow a
pull-based reconciliation model in which a controller continuously retrieves the desired
state from a Git repository and reconciles it with the cluster state. Pull-based mechanisms

offer advantages over push-based deployment models, as they allow the cluster itself
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to verify and enforce its desired configuration state independently of external pipeline
executions [102]. Additionally, pull-based mechanisms do not require direct access from
external systems to the Kubernetes API server. This reduces the attack surface, as no

inbound connectivity to the cluster is necessary.
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Figure 7. Pull-based GitOps reconciliation model for declarative change management in
the Kubernetes cluster

In evaluating GitOps controllers for the prototype, both Argo CD and Flux were considered
strong candidates. Argo CD provides a comprehensive web-based user interface for
application management, whereas Flux follows a more lightweight, Kubernetes-native
approach based primarily on custom resources and controllers. Based on AWS Prescriptive
Guidance, Flux was selected due to its stronger multi-tenancy support, which provides

improved isolation between different teams within the shared cluster environment [103].

4.2.6 Secrets Management

In Kubernetes, Secret objects are used to store sensitive data (e.g., passwords, tokens) in
base64-encoded format [104]. Base64 encoding does not provide confidentiality, as the
original Secret value can be trivially decoded. While Talos Linux enables encryption of
secrets at rest by default, it protects only the stored cluster state and does not address the

risks associated with secret management.

In a GitOps approach, the desired state of configuration is maintained in a version-
controlled repository. Storing Kubernetes Secret manifests containing sensitive values in
Git would expose confidential information to anyone with repository access. Therefore, an
additional mechanism is required to ensure that sensitive information remains encrypted
outside of the cluster. Several approaches exist to address this challenge, including the

External Secrets Operator [105], Sealed Secrets [106], and file-level encryption tools
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such as Mozilla Secrets OPerationS (SOPS) [107]. Each solution differs in terms of key

management model, operational complexity, and integration with GitOps workflows.

The External Secrets Operator can integrate Kubernetes with many different external secret
management systems and retrieve sensitive data dynamically at runtime [105]. In this
model, secrets are not stored in the Git repository but instead are referenced from an
external backend. While this approach reduces the risk of repository-based plaintext secret
exposure, it introduces a dependency on an additional external secret management system
that must be compatible with the External Secrets Operator. This dependency may increase
operational complexity and, depending on the selected backend solution, can introduce

additional infrastructure requirements and associated costs.

Sealed Secrets follow a different architecture and are implemented through a controller
running inside the Kubernetes cluster [106]. Sensitive data is encrypted using the public
key generated by the Sealed Secrets controller before being committed to the repository.
The corresponding private key is stored within the cluster and is used by the controller to
decrypt the sealed resource during reconciliation. The solution is Kubernetes-native and
integrates seamlessly with declarative workflows, as decryption is handled transparently
by the controller. However, the Sealed Secrets encryption model introduces limitations
in terms of portability and resiliency. Since the key pair is generated within the cluster,
encrypted secrets are bound to that specific cluster instance. In scenarios such as cluster
migration, disaster recovery, or multi-cluster deployments, this tight coupling to a cluster-

specific key may introduce additional operational challenges.

File-level encryption tools such as Mozilla SOPS provide a more flexible alternative. Com-
pared with Sealed Secrets, encryption keys can be managed independently of the cluster,
improving portability across environments. Additionally, SOPS supports integration with
external key management services (KMS), allowing encryption keys to be stored and

managed outside of the Kubernetes environment [107].

For the prototype in this study, SOPS was selected to manage secrets. This decision was
primarily based on its native integration with Flux, which enables automatic decryption of
SOPS encrypted manifests during reconciliation without requiring additional controllers or

external dependencies.

4.2.7 Policy Enforcement and Compliance Automation

Ensuring that a Kubernetes cluster remains compliant requires mechanisms that both

prevent non-compliant configurations from being deployed and continuously verify that
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the actual cluster state aligns with defined security controls. The E-ITS module APP.4.4
Kubernetes emphasises the need for systematic verification of cluster configurations, and
specifically requires automatic configuration audits in which the actual node, cluster, and
workload settings are compared with approved reference values using compatible auditing
tools [4].

Selection of a Policy Engine

Kubernetes does not enforce many security defaults such as network policies, privileged
container restrictions, or resource limits. To address these gaps, one option is to use
admission controllers to enforce defined security requirements before workloads are
admitted into the cluster [32]. However, native Kubernetes admission controllers provide
limited functionality and lack the flexibility and expressiveness required for advanced and
customisable policy enforcement For this reason, dedicated policy engines such as OPA
Gatekeeper, Kubewarden, and Kyverno can be used. They provide richer validation logic,
policy-based mutation, reporting, and configuration audits that extend well beyond the

capabilities of the built-in controllers.

Policy engines OPA Gatekeeper and Kubewarden require writing policies using the Rego
policy language or policies compiled to WebAssembly. While Kyverno policies are
expressed directly as standard Kubernetes YAML resources, they are intuitive for platform
engineers who are already familiar with Kubernetes. Kyverno also benefits from an
extensive community-maintained library of over 500 sample policies that can be reused
and adapted [108].

For reporting and compliance visibility, Kyverno integrates with OpenReports. This
enables policy results to be produced as Kubernetes Custom Resource Definitions (CRD),
providing a standardised reporting format across tools [109]. These results can be collected
and visualised using Policy Reporter, which provides a web-based user interface with an
unified view of policy evaluation results [110]. Policy Reporter can additionally forward
findings to external systems such as Slack, Elasticsearch, and Loki. It also supports
generic webhook targets to forward the results to external systems [111]. This enables
integration with systems, including Security Information and Event Management (SIEM)
platforms. For example, Wazuh can collect Kubernetes-related security data via webhooks,
as demonstrated for Kubernetes audit logs [112]. Taken together, these characteristics
made Kyverno a practical and accessible choice for implementing policy enforcement and

compliance automation in the prototype.
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Continuous Scanning

To complement policy enforcement, the prototype makes use of continuous security
scanning to detect vulnerabilities, and deviations from established security baselines.
While Kyverno enforces and validates policies during resource admission and through
background scans, it does not perform vulnerability analysis of container images or assess

the security posture of cluster components at runtime.

For this purpose, the prototype integrates the Trivy Operator, which provides automated and
continuous security scanning within Kubernetes clusters [113]. The operator periodically
scans container images, Kubernetes workloads, and cluster configuration, producing
vulnerability reports and compliance findings. This aligns with the literature review, which
highlights the importance of integrating vulnerability scanning and compliance tools into

Kubernetes workflows to support continuous compliance monitoring [33].

To centralise reporting, the Trivy Operator is integrated with a Policy Reporter adapter that
translates scan results into the OpenReports specification [114]. This allows Trivy findings

to be aggregated alongside Kyverno policy results.

In addition to Kubernetes-level findings, the proposed architecture includes an Infras-
tructure Audit Component responsible for evaluating node-level configuration relevant to
security compliance. This component analyses the configuration of the underlying node
infrastructure and generates compliance findings that are reported through the OpenReports

CRDs alongside the results produced by Kubernetes-native security tools.

The overall architecture of the policy enforcement and compliance automation pipeline is

illustrated in Figure 8.
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Figure 8. Conceptual architecture of the policy enforcement and compliance automation
pipeline

4.3 E-ITS Security Measures in Platform Design

Once the Kubernetes distribution and supporting components were selected, the proposed
platform design was systematically mapped to the E-ITS security measures defined in the
SYS.1.3 (Linux and Unix servers), SYS.1.6 (Containerisation), and APP.4.4 (Kubernetes)
modules. The mapping was based on both the E-ITS English version (2023) and the
Estonian version (2024). The purpose of this mapping was to analyse how the architectural
decisions and selected technologies address the security measures defined by the standard.
Detailed mappings of individual measures and their implementation in the platform design
are provided in Appendices 2, 3, and 4.

4.3.1 SYS.1.3 Linux and Unix servers module mapping

For the module SYS.1.3 (Linux and Unix servers), a substantial portion of the measures are
not applicable in the proposed design. These measures primarily target traditional operating
system administration practices, such as user and group management, software package
installation, and interactive access mechanisms. By comparison, the proposed platform
is based on Talos Linux, which is an immutable and minimal operating system designed
specifically for Kubernetes. Talos Linux does not provide administrative interfaces such as
SSH and does not support the direct installation of software packages on the host system.
Instead, extensions are added to the operating system image before deployment. As a result,
many operating system—level measures defined in SYS.1.3 are inherently eliminated. The

applicable measures within this module are addressed through built-in operating system
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hardening and container runtime security mechanisms.

4.3.2 SYS.1.6 Containerisation module mapping

In the module SYS.1.6 (Containerisation), the majority of measures are applicable and are

designed to be implemented through Kubernetes-native and container runtime features.

Some advanced isolation and detection measures are not implemented in the initial design
but could be included in future extensions of the platform. For example, host-based attack
detection features are not included in the initial design. Tools such as Falco [115] and
Tetragon [68] could be used to provide this functionality. However, their effective use
requires carefully defined detection rules and may rely on an external logging and analysis
platform to process and evaluate events. The integration of such systems is outside the

scope of this work.

Hypervisor-based container isolation were not considered in the design. Container work-
loads are instead scheduled onto specific nodes based on their roles, providing isolation at
the cluster level. More advanced isolation features, such as hypervisor-based container
runtimes (e.g., Kata Containers), are not included in the initial design due to their additional

resource requirements.

Certain features required for forensics, such as memory extraction from running containers,
were not supported by the Talos Linux container runtime at the time of writing this work.

Support for this functionality is planned for upcoming versions of the Talos Linux [116].

4.3.3 APP.4.4 Kubernetes module mapping

In the APP.4.4 Kubernetes module, the majority of measures are directly applicable and
are addressed through Kubernetes-native features and policy-driven controls. The platform

design uses role-based access control (RBAC), service accounts, and admission control.

Access control is implemented using least-privilege principles and a multi-tenant structure
based on the Flux GitOps model. Separate service accounts are defined for workloads. The
default service account is not used for application workloads, and privileged accounts are

limited to components that require elevated access.

Security requirements are enforced through policies, which validate workloads during

deployment. These policies ensure that workloads comply with predefined constraints,
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such as restrictions on privileges, required security settings, and approved configurations.

The platform design also includes capabilities for continuous security and compliance
monitoring. These capabilities enable the detection of vulnerabilities and misconfigurations

in workloads and cluster resources, as well as the aggregation of policy evaluation results.

4.4 Conclusion

This chapter presented the design and development of a secure and auditable Kubernetes
cluster following the Design and Development phase of the DSRM. A Kubernetes distribu-
tion and supporting components were selected to address identified security challenges,
including misconfiguration risks, weak default settings, and the need for automated com-
pliance verification. The resulting architecture was mapped to E-ITS security measures
across the SYS.1.3, SYS.1.6, and APP.4.4 modules.

Talos Linux was selected as the distribution for the prototype because of its reduced attack
surface as a Kubernetes-specific and container-optimised OS. Cluster components were
selected to support core functionality and address security, resilience, and auditability
requirements for the platform. This includes the use of Cilium CNI for networking. A
BGP-based approach was selected for service exposure. Istio was introduced to provide
service mesh functionality in ambient mode. The Kubernetes Gateway API was selected
in combination with the Traefik Gateway Controller to manage ingress traffic. Longhorn
was chosen for distributed storage, while Velero provides backup and recovery capabilities.
A GitOps-based model was adopted using Flux for configuration management. SOPS was

chosen for secrets management.

Policy enforcement, security scanning, and infrastructure auditing mechanisms were
integrated into the design. These were supported by Kyverno and the Trivy Operator to
enable automated verification of security requirements. A dedicated infrastructure audit
component was included to evaluate node-level configuration and produce compliance

findings.
A unified reporting model was established. OpenReports CRDs were selected as a central

abstraction for aggregating compliance results across system layers. The aggregated results

were exposed to the Policy Reporter for centralised reporting and visualisation.
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5. Implementation

This chapter describes the implementation of the proposed Kubernetes architecture within
a controlled laboratory environment, corresponding to the Demonstration phase of the
DSRM. The deployment was carried out using declarative Infrastructure-as-Code (IaC)
tooling and GitOps principles to ensure reproducibility, version control, and automated

configuration management.

The implementation encompasses both the underlying infrastructure provisioning and
the configuration of the Kubernetes platform required to operate the cluster. In addition,
representative application workloads were deployed to validate the behaviour of the system
and support subsequent evaluation. The complete source code for the implementation,
including infrastructure definitions and cluster configuration manifests, is available in the

associated public repository [117].

5.1 Underlying Infrastructure and Virtualisation Layer

The prototype Kubernetes cluster was deployed in the author’s home laboratory environ-
ment. The laboratory infrastructure consisted of three small form factor (SFF) computers.
Instead of installing Kubernetes directly on the underlying hardware, all physical computers
were configured with Proxmox Virtual Environment (Proxmox VE) as the hypervisor plat-
form [118]. The three computers were joined into a Proxmox cluster to enable centralised

management.

The Proxmox VE was selected as the virtualisation platform because it is open source,
ensuring free accessibility and the absence of proprietary licensing restrictions [118].
Furthermore, Proxmox VE has modest hardware requirements, which makes it well
suited for deployment on resource-constrained SFF computers. To simulate a multi-zone
deployment model, each physical host was treated as a separate availability zone (AZ).
Kubernetes control plane and worker nodes were distributed across these simulated zones
to model fault isolation and reduce a single point of failure. The resulting logical topology

is illustrated in Figure 9.
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Figure 9. Simulated availability zone modelling in the laboratory environment.

By deploying Kubernetes within VMs, it was possible to simulate an enterprise environ-
ment where Kubernetes is installed on virtualised infrastructure. In addition, the use of
virtualisation improved flexibility by enabling rapid provisioning and reconfiguration of

cluster nodes.

The specifications of the VMs and their placement in the simulated AZs are presented in

Table 3. Resource allocation was differentiated between the node roles and workload types

to reflect their operational responsibilities. All VMs were provisioned with solid-state

drive (SSD) storage to ensure consistent I/O performance, particularly for etcd operations

and distributed storage workloads.

Table 3. VM specifications and placement of Kubernetes cluster nodes

Hostname | Node Role Workload Specifications AZ

t-cpl Control Plane | — 4 vCPU, 4 GB RAM, 100GB SSD | A

t-cp2 Control Plane | — 4 vCPU, 4 GB RAM, 100GB SSD | B

t-cp3 Control Plane | — 4 vCPU,4 GB RAM, 100GB SSD | C

t-wl Worker Infrastructure | 4 vCPU, 8 GB RAM, 100 GB SSD | A
(system disk), 150 GB SSD (data
disk)

t-w2 ‘Worker Infrastructure | 4 vCPU, 8 GB RAM, 100 GB SSD | B
(system disk), 150 GB SSD (data
disk)

t-w3 ‘Worker Infrastructure | 4 vCPU, 8 GB RAM, 100 GB SSD | C
(system disk), 150 GB SSD (data
disk)

t-w4 Worker Application | 4 vCPU, 8 GB RAM, 100GB SSD | A

t-w5 Worker Application | 4 vCPU, 8 GB RAM, 100GB SSD | B

t-wb Worker Application | 4 vCPU, 8 GB RAM, 100GB SSD | C

The worker nodes were logically divided into two groups. Nodes t —wl, t—w2, and t -w3
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were designated for cluster infrastructure components, while nodes t-w4, t-w5, and

t—w6 were provisioned for application workloads.

Due to hardware limitations in the laboratory environment, all cluster nodes were provi-
sioned in accordance with the minimum resource recommendations defined in the Talos
Linux documentation [119]. The allocated CPU and memory resources were sufficient to
ensure stable operation of the control plane components as well as the deployed infrastruc-

ture and application workloads during testing.

To support distributed storage, infrastructure worker nodes were provisioned with two
separate SSD disks: a 100 GB system disk and a 150 GB dedicated data disk. The dedicated
data disk was used by Longhorn to store volume replicas and associated storage metadata.
By comparison, application worker nodes were provisioned with a single 100 GB system

disk, as they primarily consume persistent volumes provided by the infrastructure nodes.

5.2 Infrastructure Provisioning

Infrastructure provisioning was implemented using OpenTofu [120], following an IaC
approach [121]. The overall infrastructure provisioning and deployment workflow of the
laboratory environment is shown in Figure 10. The diagram illustrates the automated
workflow used to provision the virtual infrastructure, bootstrap the Kubernetes cluster, and

subsequently manage the cluster configuration through the Flux GitOps controller.

@ Infrastructure as Code 0 GitOps
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OpenTofu M provisioning Talos hootstrap Notle labeling Cilium CNI FluxCD  Kubemetes resources
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Figure 10. Automated provisioning and bootstrap workflow of the Kubernetes cluster
using OpenTofu and Flux.

Proxmox VE provides a management API that enables programmatic interaction with the
virtualisation platform [118]. To leverage this capability, infrastructure provisioning was
automated using OpenTofu’s Proxmox provider [122]. The VMs forming the Kubernetes
cluster were declaratively defined and provisioned through this provider. In addition to
provisioning the virtual infrastructure layer, Talos Linux nodes were provisioned, con-
figured, and bootstrapped using the OpenTofu Talos provider [123]. This ensured that
the underlying virtual infrastructure and OS configuration were reproducible and version-

controlled. Because OpenTofu requires a state file to maintain the current state of managed
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infrastructure resources, the state was securely stored in an S3-compatible object storage

backend hosted within the author’s home laboratory environment.

To enforce the separation between infrastructure and application workloads, Kuber-
netes node labels were applied during cluster provisioning using the OpenTofu Ku-
bernetes provider [124]. Infrastructure worker nodes were labeled with the key
node-role.kubernetes.io/infra, allowing cluster-level components such
as storage, and controllers to be scheduled specifically on these nodes. Although Ta-
los Linux supports defining node labels through MachineConfig, the Kubernetes
NodeRestriction admission controller limits which labels can be set by worker nodes
[125]. As also noted in the Talos documentation, this restriction improves cluster security

by preventing worker nodes from assigning privileged labels to themselves.

The author’s preferred approach was to deploy all cluster components through the GitOps
controller (Flux). This provides a single source of truth for Kubernetes-level resources,
while OpenTofu manages the underlying infrastructure. However, Kubernetes requires a
functional networking plugin before controllers and workloads can operate. Therefore,
the Cilium CNI plugin was deployed during the cluster bootstrap phase using the Helm
provider for OpenTofu [126]. The initial installation provided basic cluster networking,

while additional networking resources were later applied through Flux.

Talos Linux supports installing CNI manifests during the bootstrap process by referencing
externally hosted manifests [127]. However, it is noted that such manifests may contain
sensitive cryptographic key material. Additionally, embedding manifests directly within
the bootstrap configuration can complicate future maintenance activities for networking
components. For this reason, Cilium was deployed and managed declaratively as a Helm

release using OpenTofu.

Once CNI plugin had been deployed and node labeling was completed, Flux was deployed
using OpenTofu Flux provider [128]. This enabled infrastructure-related applications and
cluster configuration manifests to be managed directly through the GitOps workflow from

the initial deployment stage.

During the implementation phase, a limitation of the Talos OpenTofu provider was iden-
tified, as it does not currently support automated cluster upgrade operations [129]. Due
to this limitation, cluster upgrades were performed in accordance with the official Talos
documentation using the talosct 1l command-line tool.

Furthermore, because distributed storage was provisioned within the cluster, maintenance
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operations required nodes to be upgraded sequentially rather than simultaneously. Updating
nodes one by one ensured that storage replicas remained available and minimised the risk
of service disruption or potential data loss during the upgrade process. Automated upgrade
support may be added to the Talos OpenTofu provider in the future. Until such support is

available, the upgrade procedure could be automated as part of future work.

5.3 Network Architecture and Segmentation

The laboratory environment was implemented using a segmented network architecture to
enforce isolation between the Kubernetes node network, the administrative management
network, and the servers network hosting infrastructure services. In addition, Kubernetes
networking layers were also used within the cluster, including the pod network and the
internal and external service networks. The overall network topology of the environment

is illustrated in Figure 11.
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Figure 11. Laboratory network architecture

The VMs forming the laboratory environment were deployed on a Proxmox virtualisation

cluster connected to the upstream network. The hypervisor hosts provide the underlying
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compute infrastructure but are not explicitly shown in the network architecture figure.

To simulate a realistic network environment, a VyOS [130] router was deployed as a virtual
machine acting as the edge router connecting the laboratory infrastructure to the Internet.
VyOS was selected due to its open-source licensing and native support for dynamic routing
protocols such as BGP. It also provides a configuration experience similar to traditional
network operating systems such as Cisco IOS and Juniper Junos, including a commit-based

configuration model.

The router provides routing between the segmented networks. The router also serves as
the BGP peer for selected Kubernetes infrastructure nodes (t —wl, t —w2, t—w3). These
nodes advertise externally accessible service prefixes from the 30.0.0.0/29 network. The
network 30.0.0.0/29 does not belong to the private address space defined in RFC1918 [131].
It was used in the laboratory environment only for demonstration purposes to represent

externally routable service addresses.

5.3.1 Supporting Infrastructure Services and External Dependencies

This thesis focused on the design and implementation of the Kubernetes platform and
its compliance mechanisms. However, several supporting infrastructure services were

required to enable the laboratory environment.

The supporting infrastructure services were placed in a dedicated servers network. Within
this segment, a container registry server was provisioned to host container images used
by the Kubernetes workloads. The registry was configured as a pull-through cache and
integrated with Talos Linux, following the official documentation [132]. This allows for
reduced dependency on external container registries and improves resilience in scenarios

such as network disruptions or upstream rate limiting.

In addition, an S3-compatible object storage service (s3.pipenberg.eu), a caching
service (cache.pipenberg.eu), and a SQL database service (db.pipenberg.eu)
were deployed to support application workloads. These services provide auxiliary func-

tionality but are not part of the Kubernetes platform itself.

Administrative access to the environment was provided through a bastion host (bastion.
pipenberg.eu) located in the management network. This enabled secure management
of infrastructure components while preventing direct exposure of internal services to

external networks.
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In accordance with the GitOps approach described earlier, the desired cluster configuration
1s stored in a Git repository that serves as the source of truth for the deployed infrastructure
and Kubernetes resources. In production environments, the Git repository hosting the
cluster configuration would typically be deployed within the organisation’s internal infras-
tructure, for example within the servers network. However, due to the limited resources
available in the laboratory environment and to allow public access to the implementation

artifacts of this thesis, the repository was hosted on a public GitHub platform.

5.3.2 Cluster Network Configuration

The networking configuration implemented in the prototype used IPv4 addressing. IPv6
support was not included to reduce complexity of implementation in the laboratory envi-
ronment. Extending the design to support dual-stack networking could be considered in

future work.

Cluster networking for the Kubernetes cluster was implemented using the Cilium CNI.
Cilium was configured to operate in native routing mode, where pod traffic was routed
directly between nodes using the underlying network rather than encapsulating packets
with tunnelling protocols. This approach avoided additional encapsulation overhead and

preserved the maximum transmission unit (MTU) available for workload traffic [133].

The native routing networking configuration enabled Direct Server Return (DSR) for
service traffic. With this configuration, response traffic is sent directly from backend pods
to clients rather than through the node performing load balancing. This preserves the

original client source IP address and reduces the load on infrastructure nodes [134].

Cilium was deployed in kube-proxy replacement mode, which is required for enabling
DSR. In this configuration, Kubernetes service load balancing is handled directly within the
eBPF datapath instead of relying on the traditional kube-proxy component. To support the
service mesh functionality implemented in the cluster, the Cilium networking configuration
followed the official Cilium integration guidance for Istio Ambient mode [135]. This
included enabling kube-proxy replacement and applying the recommended networking

configuration required for compatibility with the service mesh datapath.

An additional cluster-wide policy was implemented to allow kubelet health probes required
by Istio Ambient mode [136]. Since the cluster networking configuration follows a default-
deny approach, probe traffic from the reserved address used by the Cilium datapath would
otherwise be blocked. This policy therefore allows the probe traffic to reach ambient

workloads.
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BGP Peering was configured between the Kubernetes infrastructure nodes and the VyOS
router. To improve the security of routing sessions, authentication was configured for BGP
peers using a shared secret. A dedicated LoadBalancer IP pool was defined for services in
the t rae f ik namespace, allowing the controller to advertise its service address through
BGP while preventing other services from being externally exposed. The Cilium BGP

configuration is available in the project repository [137].

5.3.3 Cluster-Wide Network Policy Enforcement

To restrict network traffic, cluster-wide Cilium network policies were implemented. Fol-
lowing a defence-in-depth approach, these policies provide traffic filtering at both the node

level and the Kubernetes workload level.

Talos Linux provides a built-in firewall that allows administrators to define host-level
network filtering rules directly within the operating system [138]. However, the Talos
documentation notes that if another tool implements node-level network traffic filtering, it
may take precedence in the nftables processing chain. As a result, operating system-

level firewall rules may be bypassed.

To avoid maintaining multiple firewall configurations and to ensure consistent policy
management, node-level traffic filtering was implemented centrally using Cilium’s host
firewall. This approach allowed policies to be defined and managed through Kubernetes

resources rather than through operating system configuration.

The policies were stored in a Git repository and automatically reconciled with the cluster
using Flux. This approach ensured that the desired network configuration remained
version-controlled and reproducible. In addition, it provided a recovery mechanism in
case a misconfigured network policy led to an administrative lockout. The intended

configuration could be automatically restored through the reconciliation process.

Cluster-wide Cilium policies were defined to enforce host-level traffic restrictions on
Kubernetes nodes and to permit only the communication required for cluster operation.
Furthermore, a default-deny posture was applied to application workload traffic at the host
firewall level. By default, workloads were permitted to access only the Kubernetes API
server and the cluster DNS service, unless further communication flows were explicitly

authorised through policy.

Hubble was used to inspect and validate network flows between workloads, supporting

verification of policy behaviour and troubleshooting.
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The complete configurations for the cluster-wide policies configuration is available in the
project repository [139].

5.3.4 Service Mesh Configuration

Istio Ambient mode was enabled by defining the required namespace labels in the Git
repository containing the cluster configuration manifests. These manifests were applied
to the cluster through Flux reconciliation. Namespaces intended to participate in the
service mesh were labeled with istio.io/dataplane-mode=ambient. When
workloads were deployed in these namespaces, they automatically became part of the
mesh. Communication between participating workloads was then secured using mTLS
provided by the Istio Ambient data plane.

In Istio, STRICT mTLS mode enforces that all service-to-service communication must
be authenticated and encrypted using mTLS. By default, Istio operates in PERMISSIVE
mode, which allows both mTLS and plaintext traffic and enables gradual adoption of the
service mesh. In the prototype environment, STRICT mode was not enforced, as the
service mesh introduces additional overhead, as discussed in the design chapter. Further-
more, some workloads in the cluster may not require participation in the service mesh, as
secure data exchange is already handled at the application level. In environments where
service mesh participation must be enforced, policies requiring STRICT mTLS mode can

be implemented using a Kyverno policy [140].

During testing of the prototype, it was observed that when Istio Ambient mode was
enabled for namespace, traffic was redirected to destination port 15008. This behaviour
occurs because the Istio Ambient data plane intercepts service-to-service communication
and forwards it through the node-level ztunnel proxy. As a result, Kubernetes network
policies evaluate traffic directed to the ztunnel port rather than the original application port.
Consequently, the network policies needed to be updated to allow port 15008 in addition
to the original application ports to ensure that service-to-service communication within
the mesh was not unintentionally blocked. This behaviour is also documented in the Istio
documentation [141]. Organisations enabling Istio Ambient mode should therefore take

this behaviour into account when designing Kubernetes network policies.

5.4 Talos Linux Configuration

In the implementation, it was assumed that official Talos Linux images are used, and

scenarios involving custom or modified images were not considered. The Talos Linux
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node images were generated using the Talos Image Factory [142] with a predefined set of
extensions to support the required hardware and platform functionality. These included

kernel modules for hardware compatibility, storage integration, and virtualisation support.

The security configuration of the Kubernetes nodes was aligned with the recommendations
of the CIS Talos Linux Benchmark [26]. Alignment with the benchmark also supported
the implementation of the E-ITS security requirements defined for the prototype.

Verification of the implemented configuration against the CIS Talos Linux Benchmark
was performed through inspection of the running node configuration using the talosct1l
command. The verification results were documented by comparing the running Talos node
configuration with the CIS benchmark controls and recording the findings in a structured
table. The results of the verification are summarised in Appendix 5. Out of 21 controls, 16
were implemented, while 5 were not implemented. Two controls were implemented using
Cilium instead of native Talos functionality. These controls related to node-level firewall

functionality implemented through cluster-wide Cilium network policies.

Secure Boot was not implemented in the prototype. Talos Linux nocloud images used for
Proxmox do not automatically enroll Secure Boot keys. Talos documentation suggests that
keys can be enrolled using an ISO [143]. However, this introduces additional complexity
that conflicts with the automated provisioning approach used in this work. Additionally,
the prototype runs on virtualised infrastructure. Therefore, Secure Boot was not considered

essential for the first iteration, but remains a possible improvement for future work.

One of the benchmark recommendations is to enable KubeSpan to provide node-to-node
traffic encryption. In the prototype environment this feature was not enabled. Instead, an

Istio service mesh was deployed to support optional traffic encryption.

The benchmark also recommends forwarding kernel and service logs to a remote logging
system to ensure the integrity and availability of audit data. In the prototype environment,
remote log forwarding was not configured because the deployment of an external logging

and monitoring infrastructure was outside the scope of the prototype implementation.

5.5 Infrastructure Applications Deployment

Infrastructure applications were deployed using the GitOps workflow implemented with
Flux. The Flux multi-tenancy model was used to separate platform-level infrastructure
components from tenant workloads [144]. In this model, platform administrators manage

cluster infrastructure components through a dedicated platform repository, while appli-
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cation workloads are deployed from separate tenant repositories. Flux reconciles these
repositories independently, enabling a clear separation between platform-level configu-
ration and tenant-managed workloads. This separation allows platform administrators
to manage cluster infrastructure independently from application developers and supports

controlled access management within the shared cluster environment.

Infrastructure applications were deployed using Helm [145] and managed through Flux.
This approach simplified application deployment by enabling version management, config-
uration customisation, and controlled upgrades. The components deployed in the prototype

using this approach are summarised in Table 4.

Table 4. Infrastructure applications deployed through the Flux GitOps workflow

Infrastructure Application | Helm Releases Purpose

cert-manager cert-manager Automated TLS certifi-
cate management

Descheduler descheduler Restarts pods and opti-
mises resource utilisa-
tion

Istio Service Mesh base, istio-cni, istiod, ztunnel | Service mesh function-
ality

Kyverno kyverno Kubernetes policy en-
gine

Longhorn longhorn Distributed persistent
storage

Metrics Server metrics-server Cluster resource met-
rics collection

Policy Reporter policy-reporter Visualisation of policy
evaluation results

Traefik traefik Gateway API controller
for ingress traffic

Trivy Operator trivy-operator, trivy-adapter | Security Scanning

Velero velero Backup and disaster re-
covery

To ensure correct deployment order, infrastructure applications were configured with
explicit dependencies within the Flux. For instance, Policy Reporter was configured to be

deployed only after Traefik using the dependsOn field in Flux Kustomization resources.

5.5.1 Secrets Management

Sensitive configuration values stored in the Git repository were protected using SOPS
encryption. The tool age was used for key management, following Flux recommendations

to prefer it over OpenPGP for its simplicity and improved usability [146]. Secrets were
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encrypted prior to being committed to the repository and automatically decrypted by Flux

during the reconciliation process.

To support multi-tenancy, separate encryption keys were generated for platform-level
and tenant-level resources. Tenant-specific encryption keys were stored in encrypted
form and decrypted within the cluster using a platform-level key. This ensured a secure
distribution of tenant keys and their availability to Flux during reconciliation. As a result,
tenant-specific secrets could be decrypted while maintaining separation between tenant
environments. Using separate encryption keys also limits the blast radius of a potential
compromise and prevents tenants from using the GitOps reconciliation process to access

secrets outside of their own scope.

5.5.2 Longhorn Distributed Storage
Longhorn was deployed as the distributed storage solution for the prototype cluster.

Longhorn components were not included in the Istio service mesh due to the character-
istics of distributed storage systems. Storage traffic operates at the block level and is
sensitive to latency. Introducing service mesh proxies could therefore negatively affect
performance. Instead, Longhorn was configured to use its built-in mTLS support to secure

communication between components [147].

It is generally recommended to implement encryption at rest at a lower infrastructure
layer to minimise performance overhead. However, for demonstration purposes, Longhorn
volume encryption was enabled to simulate secure storage in environments where such

lower-layer encryption is not available [148].
The configuration of Longhorn followed the recommendations outlined in the Longhorn
best practices guide [149]. For example, Longhorn was configured with two replicas

instead of the default three to improve I/O performance, while still providing sufficient

fault tolerance for the laboratory environment.

5.5.3 Backup and Recovery

Velero was configured to protect and recover cluster resources, including Kubernetes

objects and persistent volumes.

Backups were configured to be stored in an S3-compatible storage system in the laboratory
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environment. This ensured that backup data was stored outside the cluster and could be

used for recovery in case of failure.

Backups were scheduled to run periodically to ensure that up-to-date recovery points were

available for both cluster state and application data.

To enable persistent volume backups for Longhorn, CSI snapshot support was configured
in the cluster. This required the installation of the Kubernetes snapshot controller and
its associated CRDs. Without this configuration, Velero would not be able to perform

volume-level backups for CSI drivers such as Longhorn [150].

The Velero configuration, including backup schedules and backup target, was managed

declaratively using Flux Kustomization resources as part of the GitOps workflow.

5.5.4 Policy Enforcement

Policy enforcement within the cluster was implemented using Kyverno, which was de-
ployed as part of the infrastructure components through the GitOps workflow. Policies
were derived from the community-maintained policy library and adapted to the prototype
[108].

The complete set of Kyverno policies used in the prototype is available in the associ-
ated public repository [117]. All policies and resource management configurations were

maintained in the Git repository and applied declaratively using Flux.

Kyverno cluster-wide policies were defined to enforce best practices and prevent miscon-
figuration. In particular, a policy was applied to require all containers to define CPU and
memory resource requests as well as memory limits. This ensured that workloads explicitly
declare their resource requirements and prevents uncontrolled resource consumption in the

shared cluster environment.

Additional policies were implemented to further strengthen workload configuration and
security. A mutation policy was used to automatically assign default resource requests and
limits for init containers where these were not explicitly defined. To control the software

supply chain, a policy was enforced to restrict container images to trusted registries.

Furthermore, a policy was applied to require the definition of liveness and readiness probes.
This allowed the platform to monitor workloads and restart them if they fail. It also ensured

that traffic is not routed to workloads that are not ready to handle requests.
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Namespace Security and Resource Governance

In addition to policy enforcement, Kubernetes ResourceQuotas were defined for each
tenant namespace to control resource consumption. These quotas limit the total amount of
CPU, memory, storage, and the number of Kubernetes resources that can be used within
a namespace. This ensures fair resource allocation and prevents individual tenants from
exhausting shared cluster resources. Kubernetes documentation also notes that access
to modifying or deleting ResourceQuota objects should be restricted so that these limits
remain effective [151]. Since ResourceQuota is a namespace-scoped object, a tenant
with full access within their namespace could otherwise modify or remove these limits,

potentially bypassing enforced resource constraints.

To address it, an additional policy was implemented to prevent unauthorised modification
or deletion of ResourceQuota objects. This policy restricts such operations exclusively to
the Flux controller service account, ensuring that tenants cannot bypass enforced resource

limits.

A similar approach was applied to namespace-level security controls. Since PSS profiles
are enforced based on namespace labels, modification of namespace metadata introduces a
potential security risk. A tenant user could alter these labels to reduce the enforced security
level, for example by switching to a more permissive PSS profile, thereby allowing the

deployment of privileged workloads.

To mitigate this risk, an additional Kyverno policy was implemented to restrict modifica-
tions to namespace resources. This policy denies update operations on namespaces unless

they originate from the Flux controller service accounts.

5.6 Auditing Implementation

The prototype environment implements automated auditing mechanisms to verify whether
the deployed cluster configuration aligns with defined security requirements and bench-
mark recommendations. The auditing approach combines Kubernetes-level compliance
verification with analysis of the underlying infrastructure configuration. These mechanisms
evaluate both Kubernetes resources and the node configuration, providing visibility into

the security posture of the deployed environment.
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5.6.1 Infrastructure-Level Auditing

To support automated verification of infrastructure-level security requirements, an addi-
tional OpenTofu module was developed. The module inspects the infrastructure configura-
tion and performs rule checks based on the configuration values applied to the deployed

components.

Implementing audit logic within OpenTofu ensures that configuration verification remains
consistent with the infrastructure provisioning workflow. Since the module is executed
during each OpenTofu apply operation, the evaluation is automatically performed whenever
infrastructure changes are applied. This approach keeps the compliance results synchro-
nised with the deployed configuration and eliminates the need for a separate scanning

process.

In the prototype environment, the module was used to verify selected controls from the
CIS Talos Linux Benchmark. The Talos MachineConfig definitions generated during
cluster provisioning are passed to the auditing module, which inspects the configuration
patches applied to each node. These configuration patches represent the effective operating

system configuration used when provisioning the Talos Linux nodes.

Each benchmark rule is represented as a logical condition that checks whether the required
configuration parameters are present in the machine configuration definitions. Based on
these checks, the module derives a pass or fail result for each rule evaluated across the

cluster nodes.

The evaluation results are exported by the module as a Kubernetes ConfigMap resource
created during the infrastructure provisioning process. This ConfigMap stores the pass or

fail status for each evaluated benchmark rule.

The results are then integrated into the cluster reporting pipeline using Flux. A Flux
Kustomization references the generated ConfigMap and substitutes the rule evaluation
results into an OpenReports ClusterReport custom resource. The generated OpenReports
resources are collected and visualised using Policy Reporter, which provides a user in-
terface for viewing compliance results within the cluster. The overall workflow of the

infrastructure-level auditing and reporting pipeline is illustrated in Figure 12.
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Figure 12. Infrastructure-level auditing and reporting workflow

The audit results at the node-level for the prototype environment, visualised in the Policy
Reporter, are provided in the Appendix 6. Reverse path filtering was intentionally disabled
as part of the network design described earlier, and remote logging was not implemented
within the scope of the prototype. Consequently, the corresponding checks appear as failed
in the generated compliance report.

Talos Linux also provides a feature to expose its API so that it can be accessed within the
Kubernetes cluster [152]. This approach was initially considered as a potential method for
retrieving node configuration data for the auditing process. However, the read-only role
available for this interface does not provide access to the node configuration files required
for verifying several security controls. Granting administrative access would expose
privileged API credentials within the Kubernetes cluster, which could introduce additional

security risks. Therefore, this approach was not used in the prototype implementation.

5.6.2 Kubernetes-Level Auditing

Kubernetes-level auditing was implemented using the same reporting model as infrastructure-
level auditing. OpenReports CRDs served as the core abstraction for representing compli-
ance results within the cluster. This ensured a unified method for collecting and visualising

audit findings across different layers of the system.

Auditing of configuration compliance was achieved using Kyverno policy reports generated
from the policies implemented in the prototype. These reports provided insight into both

compliant and non-compliant resources, allowing misconfigurations to be identified.

In addition, the Trivy Operator was deployed to perform automated security scanning and
benchmark evaluation. For instance, it was used to assess cluster configuration against
CIS Kubernetes Benchmarks and to identify vulnerabilities in deployed workloads. The
results were stored as Kubernetes custom resources and translated into the OpenReports
format, enabling their integration into the unified reporting pipeline. All findings were
aggregated and visualised through Policy Reporter. providing a consolidated view of policy

compliance and overall security posture

It should be noted that the reported results also include findings related to infrastructure
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applications deployed within the cluster. As a result, certain controls produce a higher
number of failed checks, which do not necessarily indicate misconfigurations. Instead,
they may reflect the functional requirements of these components. For example, controls
such as "Minimize access to secrets" may report multiple failures due to the use of cluster-
scoped roles by system components (e.g., cert-manager), which inherently require broader

permissions to operate correctly.

5.7 Deployment of Workloads on the Prototype Platform

To demonstrate the practical operation of the platform, mock applications were deployed
within the Kubernetes cluster using Helm charts managed through the GitOps workflow.
Two separate GitHub repositories were created to simulate independent application teams
deploying workloads to the shared cluster environment [153] [154]. Each repository

contained the required Kubernetes manifests to deploy the applications.

The workloads were deployed into separate namespaces to represent distinct tenants within
the cluster. Each tenant corresponded to an independent application team, with isolated

resources and configuration managed through separate Git repositories.

5.7.1 Deployed Applications

The first repository deployed the Google Online Boutique demonstration application [155],
which implements a microservices-based architecture composed of multiple independent
services communicating through APIs. This workload represents a distributed application

typical of modern cloud-native environments, as illustrated in Figure 13.
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Figure 13. Architecture of the Google Online Boutique microservices demo application
[155]

It is noted that the provided Helm chart did not include horizontal scaling configurations,
and therefore the deployments were executed with a single replica. In production environ-
ments, such services would typically be deployed with multiple replicas to ensure high

availability and resilience.

The second repository deployed the Nextcloud application using a community-maintained
Helm chart [156]. In contrast to the microservices-based application, Nextcloud repre-
sented a stateful application deployed within the cluster. The application was configured
to run with two replicas using shared distributed persistent storage, which enabled high
availability of the application layer. To improve resilience, pod anti-affinity rules were
defined to ensure that replicas were scheduled across nodes located in different availability
zones. This reduced the risk of service disruption in the event of node or zone-level failures

and supported the overall high availability objectives of the platform.

Due to limitations in the Helm chart configuration, the database and caching services were
deployed as external services outside the Kubernetes cluster for simplification. It should be
noted that distributed persistent storage may not be optimal for database workloads, which
typically benefit from local storage in terms of performance. Additionally, database backup
strategies require application-level consistency, which is not guaranteed by volume-level

backups alone.

66



5.7.2 Networking and Security Configuration

Traefik was deployed as an infrastructure component to act as the Gateway API controller
for ingress traffic. Both applications were exposed externally using the Kubernetes Gateway
API with HTTPRoute resources, enabling controlled access. Istio Ambient Mode was
enabled to provide transparent service-to-service communication. Furthermore, Istio
STRICT mode was enabled to enforce mTLS for all service-to-service communication

within the mesh.

As the platform was configured to deny network ingress and egress by default, explicit
network policies were defined for each application to permit only the required communica-
tion paths. Although the Helm charts provided network policy templates, these templates
were not enabled. This was because they did not account for the additional communication

requirements introduced by Istio Ambient Mode.

5.8 Conclusion

The proposed Kubernetes architecture was successfully implemented in the laboratory en-
vironment using [aC and GitOps principles. The underlying infrastructure was provisioned
using OpenTofu. Three availability zones were configured in the laboratory environment
to support the simulation of fault isolation and high availability. Kubernetes platform
configuration and application workloads were managed using Flux through a GitOps-based

reconciliation process.

Key platform components were configured to support the defined architectural require-
ments. Cilium was configured to support host-level traffic filtering and a default-deny
network policy model for workload communication, and a BGP-based approach was used
for service exposure. Representative application workloads were deployed to simulate
a multi-tenant environment, supported by separate Git repositories to support logical

separation of responsibilities.

To support auditability and compliance verification, additional mechanisms were imple-
mented. Kyverno policies were used to enforce security requirements and support auditing.
OpenReports CRDs were used to represent structured policy evaluation results, while
Policy Reporter provided a unified view for reviewing policy outcomes. In addition, a
dedicated OpenTofu module was developed to audit Talos Linux configuration against the

CIS benchmark, enabling structured verification of node-level security settings.
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6. Evaluation

This chapter presents the evaluation phase of DSRM assessing the developed solution in
relation to the research objectives. The evaluation focuses on assessing the solution’s func-

tionality, security, and its ability to support automated verification of E-ITS requirements.

The evaluation is structured in three parts. First, the solution is tested in a laboratory
environment to assess its behaviour under controlled conditions using representative
workloads. Second, its compliance with E-ITS measures is analysed, with emphasis on
the applicability of the measures to the prototype and the extent to which they can be
verified through automated auditing. Third, the applicability of the solution is examined in

organisational contexts.

The results are then discussed to interpret the findings, identify limitations, and provide

answers to the research questions.

6.1 Laboratory Evaluation

Laboratory testing was used to validate the proposed prototype and verity its technical
correctness, fault tolerance, and security behaviour in a controlled and reproducible envi-
ronment. This approach enabled systematic experimentation while avoiding operational
risks and the potential exposure of sensitive organisational information. The evaluation
was performed using two representative applications introduced in Chapter 5: the Google
Online Boutique microservices application and Nextcloud. These were deployed within
the same prototype cluster in separate namespaces to simulate independent teams operating

within a shared environment.

To ensure that the evaluation covered relevant security threats, the laboratory scenarios
were mapped to selected tactics from the Microsoft Kubernetes Threat Matrix [11]. These
included initial access, execution, privilege escalation, lateral movement, discovery and im-
pact. The matrix provided a structured classification of these tactics, enabling a systematic

interpretation of the evaluation results.
While many security-relevant threats could be indirectly assessed through aggregated

policy reporting results produced by the prototype, practical laboratory evaluation remained

essential. It enabled the validation of system behaviour under realistic scenarios, including
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misconfigurations, failure conditions, and attempted policy violations, which were not

fully captured by automated compliance checks alone.

6.1.1 Deployment Observations

Both application namespaces were initially created by the platform to enforce the
restricted PSS profile. However, it was observed that the Nextcloud deployment re-
quired root privileges during initialisation, making it incompatible with the restricted
profile level. This was due to the initialisation process requiring file copy operations
with elevated privileges. Consequently, the namespace was temporarily adjusted to the

baseline level to allow successful deployment.

Following this, additional configuration changes were applied to make the Nextcloud
deployment compatible with the rest ricted profile, allowing the stricter policy to be
re-enabled. While modifying the application’s Dockerfile to align with stricter security
requirements would be the preferred approach, this is not always feasible when relying on
third-party software. This highlighted the practical challenges of enforcing strict security
policies in organisational environments, where platform operators must balance security

best practices with application compatibility.

Furthermore, the platform enforces the definition of resource requests and limits for all
workloads as part of its baseline configuration requirements. Pods that do not define these
constraints are rejected during deployment. As a result, explicit resource requests and
limits were defined for the application containers. This ensures that workloads operate

within controlled resource boundaries and prevents uncontrolled resource consumption.

It was also observed that both Helm chart deployments did not support defining resource
requests and limits for initContainers. While this would typically require manual mod-
ification, the platform mitigated this gap through a Kyverno mutation policy, which

automatically applied default resource requests and limits to initContainers.

6.1.2 Availability and Fault Tolerance Test

To evaluate the resilience of the platform, a failure scenario was simulated by disconnecting
the network connectivity with availability zone in the laboratory environment. To represent
a worst-case scenario, at least one pod replica of each application was scheduled in the
affected zone. A distributed storage replica was also placed in the same zone prior to the

test. The initial placement of workloads across nodes is shown in Appendix 7.
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During the test, workloads became temporarily unavailable due to the loss of the zone.
However, the platform automatically recovered as Kubernetes scheduled replacement
pods on the remaining nodes. As shown in Appendix 7, the original pods on the affected
nodes remained in the Terminat ing state, while traffic was redirected to the healthy
replicas. The Nextcloud application recovered in two minutes, while the Online Boutique

application recovered in three minutes.

The observed difference in recovery time may be attributed to the Nextcloud deployment
being configured with two replicas, allowing faster restoration of service availability. It was
also observed that pods running on unreachable nodes remained in the Terminating state,
which reflects expected Kubernetes behaviour. This condition can be resolved by applying

node taint node .kubernetes.io/out-of-service:NoExecute [157].

6.1.3 Restore Test

A data loss scenario was simulated by deleting the namespace hosting the Nextcloud
application. This action resulted in the removal of all associated Kubernetes resources,

including persistent volumes.

The restore test was performed using Velero by restoring a previously created backup of
the namespace. As a result, the application and its associated resources were successfully

recreated within the cluster.

The success of the restore operation was validated by confirming that the Nextcloud
application became operational after restoration. Data integrity was verified by comparing
the SHA-512 checksum of a file uploaded prior to the test with the checksum obtained
after restoration. As shown in Appendix 8, the checksum remained identical before and

after the restore operation, confirming that application data was fully preserved.

6.1.4 Secure Communication Verification

Secure communication within the prototype was verified by initiating an HTTP request
between a Nextcloud pod and the frontend pod of the Google Online Boutique application.
The communication occurred within the Istio service mesh. The corresponding network

traffic was then captured for analysis.

Packet capture was performed using Talos-provided t cpdump [158] via talosctl. The
captured traffic was analysed using t shark [159] to identify TLS traffic. The packet trace
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showed TLSv1.3 messages exchanged between the pods, confirming that service-to-service
communication was encrypted. This suggested that the Istio service mesh was correctly

configured to provide secure communication between services.

Detailed command outputs used in this verification are provided in Appendix 9.

6.1.5 Misconfiguration and Post-Compromise Isolation Scenario

To evaluate the robustness of the platform under adverse conditions, a simulated post-
compromise scenario was conducted. It was assumed that a threat actor gained shell access

to the Nextcloud container through a web application vulnerability.

For the purpose of this experiment, the Nextcloud namespace was intentionally reconfig-
ured back to the baseline PSS enforcement level to simulate a less restrictive security
configuration and to evaluate potential attack scenarios. This setup enabled the analysis
of lateral movement and privilege escalation risks under weakened policy constraints.
The application was executed with root privileges as defined by the default Helm chart

configuration.

Furthermore, a service account used for automated configuration reconciliation was
mounted to the Nextcloud pod, granting full access to resources within the namespace. This
configuration deviated from the principle of least privilege, as the assigned permissions
exceeded those required for the application’s normal operation, thereby increasing the risk

of privilege escalation.

Although the application was originally deployed with restrictive network policies, an
additional policy was introduced to allow unrestricted egress traffic for the Nextcloud
namespace. This change was permitted by the service account used for automated recon-

ciliation, which had sufficient privileges to modify network policies within the namespace.

In addition, the service mesh functionality was disabled in the cluster during this experi-
ment. This was necessary because the transparent proxying behaviour of the data plane
affects port scanning results, resulting in misleading indications of port accessibility, as

connections may be accepted by the proxy rather than the target workload.

Scheduling Restriction Test

As part of the post-compromise scenario, the compromised pod attempted to bypass node

isolation controls by scheduling a workload to the infrastructure-designated nodes. This
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was simulated by creating a pod with Kubernetes tolerations that allow scheduling onto

nodes reserved for infrastructure components (see Appendix 10).

The scheduling request was denied by the policy enforcement mechanism. Specifically,
the policy engine rejected the pod due to a violation of the policy restricting the use of

tolerations that allow scheduling onto infrastructure nodes.

This demonstrated that, despite elevated privileges within the namespace, critical cluster-
level isolation controls remained enforced. The platform successfully prevented workloads
from being scheduled onto infrastructure nodes, thereby protecting sensitive system com-

ponents from potentially compromised tenants.

Privilege Escalation Resistance Test

In this scenario, the compromised pod attempted to modify namespace-level security

controls by updating the PSS enforcement level (see Appendix 11).

The request was denied by the admission control mechanism. The policy enforcement layer
restricted modifications to namespace configuration, allowing only explicitly approved

service accounts to perform such operations.

This control is critical because changing the PSS level to privileged would permit the
deployment of workloads with elevated privileges. Such workloads could enable access to

host resources, and this can lead to node-level compromise.

The results demonstrated that, despite the compromised workload having elevated per-
missions within the namespace, critical security configurations remained protected. The

platform successfully preserved the enforced security posture.

Network scanning

A network scanning test was conducted from a compromised Nextcloud pod. The nmap
[160] tool was installed within the pod and used to scan cluster nodes and the pod network.
The scan targeted all TCP ports. This was based on the assumption that all services in the
lab environment were communicating over TCP. Kubernetes DNS was the only service
identified as using UDP and was therefore excluded from the scan scope. Due to the size
of the Kubernetes pod network, the scope of the scan was limited to pods present in the
cluster at the time of testing. To verify external access to the cluster, an additional network
scan was performed from the laboratory router, targeting the node network and externally

exposed services.
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During the scans, it was observed that several infrastructure applications, including
Longhorn and Policy Reporter, had overly permissive default network policy configurations
that allowed unintended access. Consequently, additional network policy restrictions were

introduced to limit such exposure.

Furthermore, a misconfiguration of the Traefik service was identified. The service was
configured as a LoadBalancer. By default, this also exposes a NodePort, which makes the
service accessible on all cluster nodes. While it was assumed that the host firewall would
block traffic to NodePorts, it did not do so. It was observed that the current implementation
of the Cilium CNI host firewall does not block Kubernetes NodePort traffic. This behaviour
has also been reported as an issue in Cilium GitHub [161]. Although Traefik was intended
to be publicly accessible, this configuration introduced a potential risk: future services
using NodePort could become unintentionally exposed. Since NodePort was not intended
to be used for service exposure in the prototype, the Traefik service was reconfigured. In
addition, a Kyverno policy was introduced to restrict the use of NodePort services and

prevent similar misconfigurations in the future.

Overall, the scan results indicate that the prototype follows the intended default-deny
network policy model, while also highlighting specific components that required additional
hardening. These results demonstrated that unintended exposure could occur due to default
configurations and misconfigurations, even in a hardened environment. This highlighted
the importance of a layered security approach, where multiple controls, including policy

enforcement and network validation, are used to reduce risk.

6.2 E-ITS Compliance Evaluation

Based on the design mapping presented in Chapter 4, the implemented prototype was
evaluated to assess how effectively the selected E-ITS security measures were satisfied in
practice. The evaluation focused on analysing the deployed system and verifying whether
the requirements defined by each measure were met. Detailed results for individual

measures are provided in Appendices 12, 13, and 14.

Each measure was classified as achieved, partially achieved, not achieved, or not applicable,

based on the extent to which its requirements were satisfied.

A measure was classified as achieved when its requirements were fully satisfied by the
implemented solution. Measures were classified as partially achieved when only some
aspects of the requirements were fulfilled or when additional improvements were identi-

fied. Measures were classified as not achieved when the required requirements were not
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implemented in the current design. Measures were classified as not applicable when their
requirements did not apply to the proposed architecture due to its design characteristics,

such as the use of an immutable operating system.

The results summarised in Table 5 indicate clear differences across the evaluated modules.
In the SYS.1.3 module, the majority of measures (8 out of 10) were classified as not
applicable. This reflects the use of an immutable operating system, which eliminates
several traditional system administration controls assumed by the standard. In contrast, the
SYS.1.6 and APP.4.4 modules demonstrate a higher proportion of achieved and partially
achieved measures. In SYS.1.6, many measures are partially achieved because they require
organisational and process-level aspects outside the prototype scope. The three not achieved
measures relate to advanced host-based detection, isolation mechanisms, and container
evidence collection. The detection and isolation mechanisms were excluded from the
initial design due to their complexity and scope limitations. At the time of implementation,
Talos Linux did not support the required kernel configuration for Checkpoint/Restore in

Userspace (CRIU) [116]. This limited the fulfilment of the evidence collection measure.

Table 5. Summary of evaluation results of E-ITS measures across modules

Module | Achieved | Partially achieved | Not achieved | Not applicable | Total
SYS.1.3 1 1 0 8 10
SYS.1.6 15 8 3 0 26
APP4.4 18 3 0 0 21

The results in Table 6 show that only a subset of measures can be supported by aggregated
policy reporting results. The percentages were calculated based on applicable measures,
excluding those classified as not applicable. The proportion varies across modules, with
complete coverage in SYS.1.3 and lower levels in SYS.1.6 and APP.4.4.

Table 6. Proportion of measures supported by aggregated policy reporting results

Module | Measures validation supported by aggregated policy reporting results
SYS.1.3 100%
SYS.1.6 54%
APP4.4 24%

Measures supported by policy reporting are primarily associated with technical controls
that can be directly observed from system configuration and runtime state. However,
measures related to architectural design decisions or organisational processes require

analytical assessment and cannot be fully supported by system-generated evidence alone.

The full coverage in SYS.1.3 should be interpreted with caution, as it is based on only

two applicable measures due to the use of an immutable operating system. However, as
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described in Chapter 5, the developed OpenTofu audit module made it relatively easy
to implement automated checks for infrastructure-level controls. This indicates that
infrastructure-level measures are technically easier to verify than measures in Containeri-

sation and Kubernetes modules.

Although SYS.1.6 and APP.4.4 exhibit lower proportions, there is potential to increase the
coverage of evidence-supported measures. This could be achieved by introducing addi-
tional policy definitions, for example through tools such as Kyverno, to extend verification
capabilities. For instance, the measure APP.4.4.M5 (Backup of cluster information) could

be addressed by defining a policy to verify the presence of backups.

The lower proportion of APP.4.4 measures supported through automated evidence genera-
tion also reflects the complexity and architectural flexibility of Kubernetes. As discussed
in the literature review, Kubernetes exposes a large number of configuration options.
Kubernetes security objectives can be achieved through multiple technically valid imple-
mentation approaches depending on the selected tooling and architectural design. For
example, the current prototype supports multiple approaches for implementing network-
level isolation, including Kubernetes NetworkPolicy, Cilium NetworkPolicy, and Cilium
ClusterwideNetworkPolicy resources. In addition, the APP.4.4 module contains several
conceptual, architectural, and process-oriented measures that are more difficult to verify
through deterministic policy-based checks alone. For instance, a check can verify that net-
work policies are applied to a pod. However, it cannot assess whether the policy rules match
the pod’s expected network communication pattern unless sufficient workload-specific

context is provided.

6.3 Evaluation in Organisational Contexts

The proposed prototype was fully implemented in Organisation A and is currently in the
implementation phase in Organisation B as part of an ongoing migration process. Both
organisations are based in Estonia and employ over 250 people, representing medium-to-

large enterprise environments with established operational and security requirements.

Prior to this work, both organisations operated vanilla Kubernetes clusters on general-
purpose operating systems, reflecting a more traditional cluster management approach. The
implementations relied on Ansible, used in an imperative manner. This approach, while
flexible, does not inherently enforce a declarative desired state model and may introduce
challenges related to configuration drift. Both environments were also hosted on virtualised

infrastructure, consistent with the deployment model of the proposed prototype.
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6.3.1 Organisation A

For Organisation A, the primary focus was on reducing operational overhead. In the
existing setup, the use of general-purpose operating systems introduced unnecessary
system components, increasing the system footprint and prolonging maintenance windows
for updates and patching. In addition, the presence of unused components increased system

complexity and, in at least one instance, contributed to an incident.

The implementation of the proposed prototype enabled shorter maintenance windows
and more predictable and faster deployment processes. The use of the GitOps model for
cluster administration was aligned with the organisation’s primary objectives of improving

operational efficiency and reducing manual effort.

A key consideration for Organisation A is the adoption of Talos Linux as a new technology.
Although the organisation has strong expertise in Linux system administration, Talos Linux
introduces a different operational model that does not provide shell or SSH access. Instead,
all management operations are performed through an API-driven interface, requiring
changes to established operational practices. This has also affected existing integration
processes. For example, the CMDB used for asset inventory relied on SSH-based OS
discovery. This is not supported in the Talos Linux environment and requires additional

development.

The introduction of enforced policies required users to pay more attention to security and
configuration requirements during development and deployment. The platform enforced
predefined policies, meaning that workloads could not be deployed unless they met the
required compliance and security criteria. While this introduced some additional effort for

users, it encouraged correct practices and improved the overall security posture.

6.3.2 Organisation B

Organisation B represents an ongoing implementation scenario, where the proposed proto-

type is currently being introduced as part of a migration process.

In this environment, multiple partners are involved, which creates a strong requirement for
workload and access isolation within Kubernetes clusters. To address this, the proposed
GitOps-based approach, together with the Flux multi-tenancy model, provides a structured

mechanism for separating responsibilities and enforcing isolation between teams.
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Prior to this work, deployments were managed through a CI/CD platform, where Kuber-
netes access was configured by providing service account kubeconfig credentials. This
approach required exposing the Kubernetes API to external systems, increasing operational
and security considerations. In contrast, the use of Flux eliminates the need for external
systems to directly access the Kubernetes API, as changes are reconciled from within the

cluster.

Organisation B aims to implement a fully GitOps-based model using Flux. However, a
key consideration is whether all partners have sufficient knowledge and experience to

effectively work within this model.

Although Flux was selected as the controller in the proposed prototype, this does not
strictly limit the implementation to a single tool. The GitOps approach can be applied
more broadly, where infrastructure components may be managed using Flux, while other

tools can be used for application-level deployments if required.

6.3.3 Cross-Organisational Observations

Across both organisations, the aggregated reporting functionality of the prototype provided
value by improving visibility into compliance and configuration status. This was particu-
larly beneficial for users with limited Kubernetes expertise, as it enabled them to assess

the system state without requiring detailed technical knowledge.

In both organisations, a service mesh was not included in the implementation, as it was
not considered to provide sufficient value relative to the additional operational complexity.
However, the platform was designed and configured to allow the integration of a service
mesh in the future if required. In the case of Organisation A, a service mesh could provide
additional value by supporting integration between traditional virtual machine-based

environments and Kubernetes workloads.
Both organisations currently utilise the Traefik ingress controller for exposing services and

are migrating towards the Gateway API to achieve a more standardised and secure traffic

management model.

6.4 Discussion and Limitations

The results show that the proposed architecture enables a high degree of automation and

supports compliance verification through policy-based controls. Policies are used to both
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enforce and audit security requirements, mitigating insecure default configurations. The
use of an immutable, container-specific operating system minimises the attack surface. In
combination with GitOps principles, it reduces the risk of configuration drift and improves
auditability. This ensures that system states can be consistently reproduced, enhancing
overall system resilience. These architectural decisions also introduce operational trade-
offs that may require additional consideration in production environments. As observed
in Organisation A, Talos Linux introduces a different operational model without direct
shell or SSH access, requiring changes to established operational practices. Furthermore,
Organisation B aims to implement a fully GitOps-based model, which requires sufficient

experience with GitOps tools.

In the prototype, aggregated reports from both infrastructure and Kubernetes layers provide
evidence for compliance validation. However, these results must be interpreted in context.
For example, several infrastructure components require privileged permissions for correct
operation. As a result, such configurations may be flagged as false positives by automated
checks. This highlights a limitation of current tooling, where automated checks lack

sufficient contextual awareness and therefore require manual validation.

A similar limitation applies to static analysis tools. As identified in the literature review,
static analysis tools such as KubeLinter and Terrascan can support configuration verifica-
tion. These tools were applied to the Git repository containing all declarative configuration
manifests used in the prototype. However, no issues were reported. This may indicate
that the configuration aligns with commonly enforced best practices, but also suggests that
such tools may not fully capture compliance requirements specific to E-ITS.

The proposed solution implements the Flux multi-tenancy model and provides isolation
through workload separation, default-deny network policies, and policy enforcement.
However, it should be noted that Kubernetes natively provides weak isolation [162]. Core
control plane components, such as the API server and CoreDNS, are inherently shared
across all workloads within a cluster. For example, DNS reverse lookups may expose
information about workloads across namespaces. The shared API and DNS server can be

affected by resource-intensive or malicious workloads, potentially impacting other tenants.

Such limitations are not specific to the implemented solution but are related to the architec-
tural design of Kubernetes, particularly its reliance on shared control plane components.
Mitigating these limitations within a single cluster would require introducing additional
complexity, such as custom DNS policies [163]. This highlights a trade-off between
increased system complexity and the use of separate clusters for stronger isolation. E-ITS

guidance also emphasises, under the APP.4.4 Kubernetes module, that workloads within a
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single Kubernetes cluster should have similar security requirements [4].

It is also important to distinguish between compliance and actual security. Although the
proposed solution enables automated verification of controls, compliance with defined
policies does not guarantee the absence of vulnerabilities or misconfigurations outside the
scope of those controls. The implemented architecture is hardened through the use of an
immutable, container-specific operating system, reduced attack surface, and restrictive
default configurations. However, security in Kubernetes environments still depends on

continuous maintenance and operational practices that extend beyond that.

The prototype was evaluated in a controlled laboratory environment and was also found
to be useful in two organisational contexts. Further improvements to the prototype are
expected through continued feedback from these organisations. Since the evaluation
included only two organisations, the results may not be generalisable to other organisational
contexts with different requirements. However, as the source code developed in this work

is publicly available, organisations can adopt and adapt the prototype to their own needs.

6.5 Answers to Research Questions

This section answers the primary and secondary research questions of the thesis based on
the literature review, the design and implementation of the prototype, and the evaluation

results.

[PRQ]: How can a Kubernetes cluster be designed and implemented to comply with
the E-ITS and automatically assess its security level?

A Kubernetes cluster can be designed and implemented to support E-ITS compliance
through a hardened platform design. Version-controlled declarative configuration pro-
vides a single source of truth, while policy enforcement and aggregated reporting enable
automated verification within the cluster. In this thesis, this was achieved by selecting
Talos Linux as a container-optimised OS with a reduced attack surface. Cilium was used
for networking, with a BGP-based approach for service exposure and the Gateway API
with Traefik for ingress control. Istio was introduced in ambient mode to provide service
mesh functionality. Longhorn and Velero were used for storage and backup functionality.
GitOps-based configuration management was implemented using Flux, with SOPS for
secrets management. Technical controls were enforced and audited using the Kyverno pol-
icy engine. The Trivy Operator and a developed infrastructure auditing module supported
automated verifications. A unified reporting model was implemented using OpenReports

CRDs, while Policy Reporter was used to aggregate and visualise the results.
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The evaluation demonstrated that the prototype implementation is feasible in practice. In
the E-ITS APP.4.4 module, 18 out of 21 measures were achieved and 3 were partially
achieved. In SYS.1.6, 15 out of 26 measures were achieved and 8 were partially achieved.
Due to the use of a container-optimised operating system, most SYS.1.3 measures were
classified as not applicable. This highlighted limitations of the E-ITS.

Automatic assessment of the security level was supported through aggregated reporting.
These reports provided measurable evidence for a subset of E-ITS measures, particularly
those that could be directly observed from configuration state and runtime system properties.
However, the evaluation showed that automated assessment remains partial and must be
complemented by expert judgement for measures depending on architectural context and
organisational processes. Nevertheless, the developed architecture provides an extensible
basis for increasing automated evidence generation through additional policies and data

sources.

[SRQ1]: What are the main challenges and approaches to securing and ensuring

compliance in Kubernetes environments?

The main challenges in securing and ensuring compliance in Kubernetes environments
are weak default configurations, high system complexity, and the risk of misconfiguration.
Kubernetes does not enforce many security controls by default. As a result, network
isolation and workload restrictions must be explicitly configured, while access control

must be carefully defined according to the principle of least privilege.

Another challenge is the lack of practical guidance for implementing and verifying compli-
ance requirements. Existing standards define what should be achieved but do not provide

methods for continuous and automated validation in dynamic environments.

These challenges can be addressed through a layered approach that combines hardened
platform design, declarative configuration management, policy enforcement, and automated
auditing. In this thesis, this was implemented using an immutable operating system,

GitOps-based configuration management and policy-based enforcement mechanisms.
The results show that combining these approaches reduces misconfiguration risks, improves
system visibility, and enables continuous compliance verification. However, effective
security still depends on correct configuration and cannot rely on any single mechanism,
as evaluation revealed misconfiguration risks even in a hardened environment.

[SRQ2]: To what extent can existing compliance and auditing frameworks be used to
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implement and verify E-ITS security measures in Kubernetes environments?

Existing compliance and auditing frameworks, together with supporting tools, can be
used to varying extents to implement and verify E-ITS security measures in Kubernetes
environments. Their effectiveness is highest when measures can be expressed as technical
and machine-verifiable controls. In this study, aggregated reporting from multiple sources
provided a foundation for continuous and automated compliance assessment. However, ap-
plicability is partial rather than complete, as many E-ITS measures depend on architectural

context, organisational processes, or expert interpretation.

In the evaluated prototype, automated evidence generation supported 100% of applicable
SYS.1.3 measures, 54% of SYS.1.6 measures, and 24% of APP.4.4 measures, showing
that existing tools are most effective for directly observable technical controls and less

effective for architectural or process-oriented requirements.

Therefore, existing frameworks provide a foundation for implementing and verifying
E-ITS measures, but must be complemented with standard-specific mappings and expert

judgement.

[SRQ3]: What design and implementation principles are used to build Kubernetes
clusters that are intended to be secure, auditable, and compliant?

Secure, auditable, and compliant Kubernetes clusters are built using a combination of
architectural and operational design principles. A key principle is minimising the attack
surface and applying systematic hardening across all layers of the platform. This is
achieved by reducing unnecessary components, limiting exposed interfaces, and enforcing

restrictive configurations.

Another principle is the use of declarative and version-controlled configuration as a single
source of truth. This enables reproducibility, traceability, and resistance to configuration
drift.

Security requirements should be enforced through policy engines rather than manual
processes. Network isolation should follow a default-deny approach, with access explicitly

allowed through defined policies.
Automated auditing and reporting should be integrated into the platform to provide con-

tinuous visibility and evidence of compliance. Aggregating results from multiple sources

enables structured and repeatable validation.
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Effective security depends on continuous validation, and these principles must be applied

together, as no single approach alone is sufficient.
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7. Conclusions and Recommendations

7.1 Summary

The main goal of this thesis was to design and implement a secure Kubernetes cluster
that supports compliance with the E-ITS. The work addressed the lack of practical imple-
mentation guidance and standardised automated compliance verification for Kubernetes
environments, especially in on-premises deployments. This goal was addressed through
the development of a hardened prototype and its evaluation in both laboratory and organisa-
tional contexts. The proposed prototype was successfully implemented in one organisation
and is currently in the implementation phase in a second organisation, demonstrating
its practical applicability. The thesis produced a reference architecture for a Kubernetes
platform designed to achieve E-ITS compliance, together with the corresponding imple-
mentation source code, enabling further adaptation [117]. In addition, two separate Git
repositories were created for mock applications [153] [154]. These repositories simulated
independent application teams deploying workloads to the shared cluster environment
through the GitOps workflow.

The evaluation confirmed that the proposed platform supports a substantial proportion
of E-ITS measures in a structured and verifiable way. In APP.4.4 (Kubernetes), 18 of 21
measures were achieved and 3 were partially achieved. In SYS.1.6 (Containerisation),
15 of 26 measures were achieved and 8 were partially achieved. In SYS.1.3 (Linux
and Unix servers) due to the use of a container-optimised operating system 8 of 10
measures were classified as not applicable. Aggregated policy reporting supported evidence
generation for 100% of applicable SYS.1.3 measures, 54% of SYS.1.6 measures, and
24% of APP.4.4 measures. These results show that automated verification can support
compliance assessment. However, coverage remained uneven across modules, and some
measures still required manual interpretation. Evidence coverage could be improved by

including additional policies and data sources.

The novelty of this thesis lies in its holistic approach. Earlier work has addressed Kuber-
netes security, compliance, and automation separately, whereas this study integrated these
aspects into a single solution. The implications of this work are relevant for organisations
that must comply with E-ITS or similar information security standards. The proposed
approach supports practitioners in building and managing secure Kubernetes platforms,

while also assisting auditing activities through more repeatable, transparent, and evidence-
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based compliance verification. This can help to reduce manual effort, lower the risk of

misconfiguration, and improve the overall security posture of the environment.

7.2 Recommendations for Improving E-ITS

E-ITS provides directly defined and implementation-oriented measures. At the same
time, it is very detailed and sometimes too technology specific. Some measures assume
traditional system administration approaches, such as SSH access and the ability to modify
system after deployment. In containerised environments with immutable systems, these

assumptions often do not apply.

One possible suggestion would be to reformulate certain E-ITS measures in a more
implementation-agnostic manner. This recommendation is also supported by Firesmith,
who emphasises that security requirements should define the objective rather than prescribe
specific mechanisms [164]. A similar limitation can be observed in the maintenance of
the standard itself. For example, while not in scope of this work, the E-ITS includes a
dedicated module for Windows Server 2012, but does not explicitly address more recent
versions. This illustrates the challenge of keeping a highly technology-specific standard up

to date over time.

Some measures contain inconsistent wording, which may be related to translation. For
example, the APP.4.4.M9 measure states that pods without a service account should not
be assigned a service account. At the same time, it suggests that such pods should use
tokens to communicate with the Kubernetes control plane. In practice, pods obtain tokens
through their associated service accounts, making the requirement contradictory. This has

also been identified previously by Lindeberg [29].

Another limitation can be seen in the APP.4.4.M21 measure, which recommends periodic
restarting of pods. This approach may be suitable for stateless workloads. However, it
may not be directly applicable to stateful workloads. Although the measure states that
availability should be ensured during restarts, this can be difficult to guarantee in practice.
In such cases, restarts can impact availability and may lead to data loss in stateful systems

with asynchronous replication.

7.3 Future Work

The proposed solution enables the use of static analysis techniques for validating configura-

tion states. The desired state is maintained as a single source of truth, and the running state
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is continuously reconciled against it. Future work could explore the use of large language
models for analysing configurations and supporting the auditing process. In addition, static
analysis can be integrated into CI/CD workflows, allowing configuration changes to be

validated against security and compliance requirements as they are introduced.

From a networking perspective, future work may consider using dual-stack configurations.
Although components in the prototype support IPv6, its impact on network policies,

security controls, and compliance verification was not evaluated.

As service mesh technologies evolve, it would be valuable to evaluate whether emerging
features, such as Cilium’s ambient mesh, could replace Istio in a production environment.

This may reduce the number of components and simplify the overall system architecture.

The integration of runtime security tools, such as Falco or Tetragon, would extend the
prototype by enabling detection of runtime threats and supporting runtime auditing. For
instance, Falco can act as an additional producer of reports for the prototype, as it supports

integration with OpenReports [165].

Container-level evidence collection should also be revisited in relation to the prototype
developed in this thesis. Talos Linux added support for the kernel configuration required
by CRIU after the prototype implementation was completed. This may allow container

snapshots to be evaluated as evidence in investigations.

Since User Namespaces reached General Availability after the prototype implementation,
future work should evaluate enforcing them as an additional hardening measure [166].
User Namespaces can help reduce the impact of container escape scenarios by limiting the

privileges granted to container processes on the host.

Alternative approaches to infrastructure provisioning, such as Crossplane or Cluster API,
may also be explored. These solutions provide Kubernetes-native control planes for
infrastructure management. However, they also introduce additional bootstrapping consid-

erations.
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Appendix 2 — Mapping of E-ITS SYS.1.3 Linux and Unix server Measures in the Platform Design

Table 7. SYS.1.3 module: design decisions

E-ITS measure

Design decision

M2 Proper definition of indicators

This measure is not applicable, as Talos Linux does not use traditional UNIX user and group management.

M3 Avoiding automatic connection of removable

devices to the file system

This measure is not applicable, as Talos Linux does not support automatic mounting of removable devices.

M4 Protection of applications

This measure is not applicable, as Talos Linux uses a hardened kernel.

M35 Secure installation of software packages

This measure is not applicable, as Talos Linux does not allow the installation of software packages on the host

system. All applications are deployed as container images rather than installed directly on the operating system.

M6 Administration of users and groups

This measure is not applicable, as Talos Linux does not use traditional UNIX user and group management.

M8 SSH-encrypted data exchange

This measure is not applicable, as Talos Linux does not use the SSH. API-based access secured with mTLS is

used.

M10 Prevention of the unauthorised expansion

of rights

Workloads are designed to operate with restricted privileges, following the principle of least privilege.

M14 Prevention of system and user information

intelligence

This measure is not applicable, as Talos Linux does not provide interactive user access to the operating system.
Access to system information is restricted to controlled API-based mechanisms and is not available to general

users.

SYS.1.3.M16 Additional prevention of the unau-

thorised expansion of rights

System call restrictions are supported through container runtime security mechanisms and Kubernetes security
policies. Additional restriction mechanisms such as seccomp profiles are supported but require application-specific

configuration.
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E-ITS measure

Design decision

SYS.1.3.M17 Additional kernel security

Implemented through Talos Linux, which uses a hardened Linux kernel with security-focused configuration.
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Appendix 3 — Mapping of E-ITS SYS.1.6 Containerisation Measures in the Platform Design

Table 8. SYS.1.6 module: design decisions

E-ITS measure

Design decision

M1 Secure configuration of container plat-

form

The platform is designed as a multi-tenant Kubernetes environment supporting isolated workloads, automated
deployment via GitOps, and controlled resource usage. Security risks such as misconfiguration, privilege escalation,

and unintended communication are mitigated through RBAC, network policies, and policy enforcement mechanisms.

M2 Lifecycle & regular security updates

Container lifecycle management is implemented using a GitOps workflow, where application configurations are
version-controlled and continuously reconciled to the cluster. Updates and changes are applied through controlled

commits, supported by access control and auditing mechanisms.

M3 Secure operation of containerised IT sys-

tems

Secure operation is ensured through workload isolation, namespace separation, and network segmentation. A hardened
operating system underpins container execution, while availability is supported by Kubernetes scheduling, self-healing

mechanisms, and workload health checks.

M4 Secure implementation of container im-

ages

Container images are deployed declaratively via GitOps using version-controlled manifests. Image build processes

are external to the platform, while deployment focuses on controlled and traceable usage of predefined images.

MS5 Partitioning the management network of

containers

Network design separates management and application traffic. Default-deny policies enforce strict communication
rules, allowing only explicitly defined connections. Access to management interfaces is restricted to authorised

components.

M6 Use of secure container images

Container images are sourced from approved registries and referenced using versioned tags. Security controls include

restricting image sources and performing vulnerability scanning.
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E-ITS measure

Design decision

M7 Storage of container log data

Logging follows Kubernetes practices, where containers write to standard output streams. Logs are collected at the

node level or forwarded externally, ensuring persistence independent of container lifecycle.

M8 Secure management of container access

data

Sensitive data is managed using Kubernetes secrets, stored separately from application images. Secrets are encrypted

(e.g., via SOPS) and access is restricted through RBAC policies.

M9 Assessing the suitability of applications

Applications are evaluated for compatibility with Kubernetes, including required privileges, behaviour in multi-tenant

environments, and resilience to misconfiguration or failure.

M 10 Guidelines for the use of containers

Operational rules are enforced through platform policies, including restrictions on image sources, security contexts,

and network communication.

M11 Partitioning applications in containers

Applications are structured according to containerisation best practices, where each container provides a single service

to support modular and maintainable deployments.

M12 Secure distribution of container images

Image distribution is controlled through approved registries and GitOps-managed deployments, ensuring traceability

and controlled rollout of images.

M13 Approving container images for use

Images are evaluated before deployment using scanning and controlled workflows. Only validated images from

trusted sources are intended for use.

M14 Updating container images

Updates are performed by modifying versioned image references in Git-managed manifests, following an immutable

infrastructure approach where containers are redeployed rather than modified.

M15 Defining the resource limitations of a

container

Resource usage is controlled through Kubernetes requests and limits, ensuring fair allocation and preventing resource

exhaustion in multi-tenant environments.

M16 Secure remote maintenance of contain-

€rs

Remote operations are performed exclusively via Kubernetes and Talos APIs, preventing direct host access and

enforcing controlled management interfaces.

M17 Defining the minimum rights required

for operating a container

Containers operate with minimal privileges using Pod Security Standards and security contexts, restricting unnecessary

access and limiting potential attack surface.
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E-ITS measure

Design decision

M18 Restricting the rights of containerised

applications

Applications are isolated from the host system, ensuring that container-level identities do not have host-level privileges.

M19 Regulating access to data recorders

Storage access is controlled through Kubernetes volume management, ensuring containers access only required

volumes. Longhorn is used as a distributed storage backend.

M20 Security of the configuration information

of a container

Configuration is managed via GitOps, ensuring version control, traceability, and controlled changes to all deployment

manifests.

M22 Using container images as evidence

Not implemented in the platform design.

M?23 Ensuring the constancy of containers

Containers follow immutability principles, with restricted execution environments and externalised writable data.

M24 Host-based attack detection

Host-based detection mechanisms are not included in the current design.

M25 High availability of containerised appli-

cations

High availability is achieved through multi-zone node distribution and resilient scheduling strategies.

M21 Expanded security rules of containerisa-

tion

Security policies enforce restrictions on communication, privileges, and file system access using Kubernetes mecha-

nisms.

M26 Further isolation and encapsulation of

containers

Additional isolation mechanisms (e.g., hypervisor-based isolation) are not implemented in the current design.
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Appendix 4 — Mapping of E-

ITS APP.4.4 Kubernetes Measures in the Platform Design

Table 9. APP.4.4 module: design decisions

Measure

Design decision

M1 Designing the partition of applications

Logical separation is achieved through namespaces, default-deny network policies, and multi-tenancy with resource

quotas. A single cluster is used under the assumption that applications have similar protection requirements.

M2 Automation of the development of appli-
cations with the help of CI/CD

A Flux-based GitOps model is adopted, with role separation and access control enforced via repository permissions

and Kubernetes RBAC. The platform supports integration with external CI/CD pipelines for full lifecycle management.

M3 Planning the Kubernetes identity and

rights management

Identity and access management is implemented through Flux multi-tenancy with separation of roles (infrastructure,

platform, and workload tenants) and Kubernetes RBAC. Resource quotas are applied to enforce tenant boundaries.

M4 Partition of pods

Pod isolation is provided by Kubernetes and the container runtime through Linux namespaces and cgroups (v2),

enforced by the Talos Linux operating system.

M35 Backup of cluster information

Backup of cluster information is implemented using Velero for both persistent volumes and Kubernetes resources.
Infrastructure components and application configurations are maintained in version-controlled Git repositories through

GitOps, ensuring recoverability of infrastructure and services.

M6 Secure resetting of the pods

Not implemented at the platform level. This requirement depends on application-specific init container logic and

must be addressed during application development.

M7 Partition of Kubernetes networks

Network partitioning is implemented using Kubernetes network policies and Cilium ClusterWideNetworkPolicies.
Administrative, control plane, and application traffic are logically separated. A default-deny model is enforced, with
policies managed centrally by platform administrators and at namespace level by tenant users. Configuration is

managed declaratively via GitOps.
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Measure

Design decision

MBS Security of the Kubernetes configuration
files

Configuration is managed using a GitOps approach with Flux, where all manifests are stored in version-controlled

repositories. Access is restricted, and all changes are applied declaratively through the reconciliation process.

M9 Security of the Kubernetes service ac-

counts

Access control is enforced through GitOps-based multi-tenancy and Kubernetes RBAC. Kyverno policies are used to

reduce unnecessary service account token usage.

M10 Security of the automation process

Automation is implemented using Flux GitOps with a multi-tenancy model, enabling separation of responsibilities

and controlled configuration management.

M11 Monitoring the use of containers

Container monitoring is implemented using Kubernetes liveness and readiness probes to ensure health checks and

automatic recovery. Kyverno policies are used to enforce probe configuration where applicable.

M12 Security of infrastructure applications

Infrastructure applications are secured through RBAC and separation of responsibilities, mutual TLS (Istio) for
encrypted communication, automated backups (Velero), and GitOps-based configuration management ensuring

auditability.

M13 Automatic configuration audits

Automated configuration auditing is implemented using Kyverno policies, the Infrastructure Audit Component, and

the Trivy Operator. Results are aggregated via Policy Reporter.

M14 Use of specialised nodes

The cluster is designed with role-based node separation, where control plane components run on dedicated manage-
ment nodes, infrastructure services are assigned to specific nodes, and workloads run on worker nodes. Dedicated

bastion nodes are not implemented.

M15 Partition of applications at the levels of

nodes and clusters

A single Kubernetes cluster is used under the assumption of similar protection requirements. Node-level separation is

enforced by assigning infrastructure components and application workloads to distinct node groups.

M16 Use of Kubernetes operators

Automated management of cluster resources is implemented through GitOps using Flux, with declarative configuration

stored and reconciled from version-controlled repositories.

M17 Certification of nodes

Node authentication is implemented using mTLS with certificates managed by Talos Linux. TPM-based attestation is

not supported in the current implementation.
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Measure

Design decision

M18 Microsegmentation

Microsegmentation is implemented using Cilium ClusterWideNetworkPolicies enforcing a default-deny model, with

additional workload-specific policies applied as needed.

M19 Guaranteeing the high availability of Ku-

bernetes

High availability is achieved through a multi-node cluster distributed across availability zones, supported by GitOps-

based configuration management and Velero backups.

M20 Encryption of the control plane storage

space

Encryption at rest for etcd and control plane storage is enabled through Talos Linux.

M21 Periodic restarting of the pods

Periodic restarting of pods is supported using the Kubernetes Descheduler to trigger controlled rescheduling, primarily

for stateless workloads.
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Appendix 5 - Verification of the Prototype Talos Linux Configuration Against the CIS Benchmark

Table 10. Results of Verifying the Prototype Configuration Against the Talos Linux CIS Benchmark

version

Category Control Verification Method Status

Initial Setup Install Talos with Secure Boot enabled talosctl -n <node> get Not implemented
securitystate

Initial Setup Encrypt system disks talosctl -n <node> get Implemented
machineconfig -o yaml

Initial Setup Ensure updated software is installed talosctl -n <node> get Implemented

Time Synchronization

Ensure NTP is configured

talosctl —-n <node> get

machineconfig -o yaml

Implemented

machineconfig -o yaml

Kubernetes Ensure control plane scheduling is disabled talosctl -n <node> get Implemented
machineconfig -o yaml

Kubernetes Ensure Pod Security Standards policy is restricted talosctl -n <node> get Implemented
machineconfig -o yaml

Access Control Ensure RBAC is enabled talosctl -n <node> get Implemented
machineconfig -o yaml

Network Configuration Ensure packet redirect sending is disabled talosctl -n <node> get Implemented
machineconfig -o yaml

Network Configuration Ensure source routed packets are not accepted talosctl -n <node> get Implemented
machineconfig -o yaml

Network Configuration Ensure ICMP redirects are not accepted talosctl -n <node> get Implemented

Network Configuration

Ensure secure ICMP redirects are not accepted

talosctl —-n <node> get

machineconfig -o yaml

Implemented

Network Configuration

Ensure suspicious (martian) packets are logged

talosctl —n <node> get

machineconfig -o yaml

Implemented
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Category Control Verification Method Status

Network Configuration Ensure broadcast ICMP requests are ignored talosctl -n <node> get Implemented
machineconfig -o yaml

Network Configuration Ensure bogus ICMP responses are ignored talosctl -n <node> get Implemented
machineconfig -o yaml

Network Configuration Ensure TCP SYN Cookies are enabled talosctl -n <node> get Implemented

machineconfig -o yaml

Network Configuration

Enable reverse path filtering if there are only symmetrical routes

talosctl —-n <node> get

machineconfig -o yaml

Not implemented due to BGP-based routing

Network Configuration

Apply an appropriate control plane firewall policy

Inspection of Cilium host firewall policies

Implemented

Network Configuration

Apply an appropriate worker node firewall policy

Inspection of Cilium host firewall policies

Implemented

Network Configuration

Enable KubeSpan where network-level encryption is required

talosctl —-n <node> get

machineconfig -o yaml

Not implemented (service mesh used selec-

tively)

Logging and Auditing Ensure kernel logging is configured to send logs to a remote service talosctl -n <node> get Not implemented
machineconfig -o yaml
Logging and Auditing Ensure service logging is configured talosctl —-n <node> get Not implemented

machineconfig -o yaml




Appendix 6 - Prototype Talos Node Compliance Report

Talos node compliance Cluster Scoped Results

pass

13

error

0

Cluster Scoped Results

Policy

1.1.1 Install Talos with SecureBoot enabled

1.2.1 Encrypt System Disks with KMS or TPM methods
1.3 Ensure updated software is installed

2.1 Ensure NTP is configured

3.1 Control plane scheduling allows workloads to run on control plane
nodes

3.2 Ensure Pod Security Standards policy is restricted
4.1 Ensure RBAC is enabled

5.1.1 Ensure packet redirect sending is disabled
5.2.1 Ensure source routed packets are not accepted
5.2.2 Ensure ICMP redirects are not accepted

5.2.3 Ensure secure ICMP redirects are not accepted
5.2.4 Ensure suspicious (martian) packets are logged
5.2.5 Ensure broadcast ICMP requests are ignored
5.2.6 Ensure bogus ICMP responses are ignored

5.2.7 Ensure TCP SYN Cookies is enabled

5.2.8 Enable Reverse Path Filtering if there are only symmetrical
routes

5.3.1.1 Apply an appropriate control plane firewall policy
5.3.2.1 Apply an appropriate worker node firewall policy

5.4.1 Enable KubeSpan where network level encryption is required

6.1.1 Ensure kemnel logging is configured to send logs to a remote
service

6.2.1 Ensure service logging is configured

Search
Rule Severity Status
SecureBoot is enabled
System disks are encrypted with KMS or TPM methods pass
Initial Setup
NTP is configured pass
ControlPlane scheduling is disabled pass
Pod Security Standards policy is restricted pass
RBAC is enabled pass
Packet redirect sending is disabled pass
Source routed packets are not accepted pass
ICMP redirects are not accepted pass
Secure [CMP redirects are not accepted pass
Martian packets are logged pass
Broadcast ICMP requests are ignored pass
Bogus ICMP responses are ignored pass
TCP SYN Cookies is enabled pass
Reverse Path Filtering is enabled fai
Control plane firewall policy is applied
Worker node firewall policy is applied
KubeSpan is enabled
Kemnel logging is configured to send logs to a remote service fail
Service logging is configured fail

Figure 14. Talos Node Compliance report results

112



Appendix 7 - Availability and Fault Tolerance Test

The following output shows that at least one replica of each application was scheduled on
node t-w4, while a distributed storage replica was located on node t-w1. Both nodes

belong to the affected availability zone prior to the failure.

kubectl get nodes

NAME STATUS ROLES AGE VERSION
t-cpl Ready control-plane 23h v1.34.5
t-cp2 Ready control-plane 23h v1.34.5
t-cp3 Ready control-plane 23h v1.34.5
t-wl Ready infra 23h v1.34.5
t-w2 Ready infra 23h v1.34.5
t-w3 Ready infra 23h v1.34.5
t-wé Ready <none> 23h v1.34.5
t-w5 Ready <none> 23h v1.34.5
t-wé Ready <none> 23h v1.34.5

kubectl get pods -o wide -n shop

NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES
adservice-5967684£f6b-g92gp 1/1 Running 0 6m23s
10.245.1.61 t-wé <none> <none>
cartservice-5997576d5b-1tdhc 1/1 Running 0 6m23s
10.245.1.212 t-wé <none> <none>
checkoutservice-dd8f5b4bb-81rhl 1/1 Running 0 6m23s
10.245.1.235 t-wé <none> <none>
currencyservice-7bc4786db9-vvwgz 1/1 Running 0 6m22s
10.245.1.21 t-wéd <none> <none>
emailservice-£f6b44d77b-2v6kw 1/1 Running 0 6m22s
10.245.1.184 t-wé <none> <none>
frontend-697676dd64-8scmf 1/1 Running 0 6m22s
10.245.1.180 t-wd <none> <none>
loadgenerator-6f£f96b4c5f-hgs4f 1/1 Running 0 6m22s
10.245.1.5 t-wid <none> <none>
paymentservice-75£dd996c5-gffcd 1/1 Running 0 6m22s
10.245.1.74 t-wd <none> <none>
productcatalogservice-84d7b7fd4-cfx7p 1/1 Running 0 6mlés
10.245.1.114 t-wé <none> <none>
recommendationservice-7976fc545b-gksxp 1/1 Running 0 6mlés
10.245.1.192 t-wé <none> <none>
redis-cart-58d5cc968-9698g 1/1 Running 0 6ml6s
10.245.1.250 t-wé <none> <none>
shippingservice-c8c6d4f£f8-8n47w 1/1 Running 0 6ml5s
10.245.1.116 t-wé <none> <none>

kubectl get pods -o wide -n nextcloud

NAME READY STATUS RESTARTS AGE IPp NODE
NOMINATED NODE READINESS GATES

nextcloud-7b8fc7f7b5-jdcgw 1/1 Running 0 4ml10s 10.245.1.24 t-wé
<none> <none>

nextcloud-7b8fc7£7b5-17875 1/1 Running 0 5m49s 10.245.7.231 t-w5
<none> <none>
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kubectl get replicas -n longhorn-system

NAME DATA ENGINE STATE NODE
DISK INSTANCEMANAGER
IMAGE
AGE
pvc-T7e3eaae9-0bed-4fa2-acc3-a9597d9%bb2f-r-28403235 vl running t-wl

bedcefcd-2cb5-49ea—-831b-d2f2ccc7aba’
instance-manager-33450b693d£f8all5228a716893eb532a
docker.io/longhornio/longhorn-engine:v1.10.2 2m7s
pvc-T7e3eaae9-0bed-4fa2-acc3-a9597d9%bbb2f-r-729b0b90 vl running t-w2
82b615b0-7c8c-4cba-9f06-a8250620b00b
instance-manager-df5e256ec2c787e295ac9fff3edlacb9

docker.io/longhornio/longhorn-engine:v1.10.2 18h

The following output shows that nodes t —cp1l, t-wl, and t —w4 in the affected availabil-
ity zone transitioned to the Not Ready state. As a result, Kubernetes rescheduled replace-
ment pods, while the original pods on the failed nodes remained in the Terminating

state.

kubectl get nodes

NAME STATUS ROLES AGE VERSION
t-cpl NotReady control-plane 23h v1.34.5
t-cp2 Ready control-plane 23h v1.34.5
t-cp3 Ready control-plane 23h v1.34.5
t-wl NotReady infra 23h v1.34.5
t-w2 Ready infra 23h v1.34.5
t-w3 Ready infra 23h v1.34.5
t-wd NotReady <none> 23h v1.34.5
t-wb Ready <none> 23h v1.34.5
t-wé Ready <none> 23h v1.34.5

kubectl get pods -n nextcloud -o wide

NAME READY STATUS RESTARTS AGE IPp
NODE NOMINATED NODE READINESS GATES

nextcloud-7b8fc7f7b5-jdcgw 1/1 Terminating 0 8m20s 10.245.1.24
t-wé <none> <none>

nextcloud-7b8fc7£f7b5-17875 1/1 Running 0 9m59s 10.245.7.231
t-wb <none> <none>

nextcloud-7b8fc7f7b5-wrgr9 1/1 Running 0 82s 10.245.4.30
t-wo6 <none> <none>

kubectl get pods -n shop -o wide

NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES

adservice-5967684f6b-d4sw8 1/1 Running 0 59s
10.245.4.126 t-wb <none> <none>

adservice-5967684£f6b-g92gp 1/1 Terminating 0 10m
10.245.1.61 t-wid <none> <none>

cartservice-5997576d5b-dnmd9 1/1 Running 0 60s
10.245.4.105 t-wé <none> <none>

cartservice-5997576d5b-1tdhc 1/1 Terminating 0 10m
10.245.1.212 t-wid <none> <none>

checkoutservice-dd8f5b4bb-81rhl 1/1 Terminating 0 10m
10.245.1.235 t-wid <none> <none>
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checkoutservice-dd8f5b4bb-jczow
10.245.7.99 t-wb <none>
currencyservice-7bc4786db9-79c45
10.245.4.55 t-wé <none>
currencyservice-7bc4786db9-vvwgz
10.245.1.21 t-wid <none>
emailservice-£f6b44d77b-2v6kw
10.245.1.184 t-wd <none>
emailservice-£6b44d77b-xbgnd
10.245.4.111 t-w6 <none>
frontend-697676dd64-8scmf
10.245.1.180 t-wé <none>
frontend-697676dd64-£fc5%h
10.245.4.248 t-wé <none>
loadgenerator-6£f£96b4c5f-66qgwh
10.245.7.105 t-w5 <none>
loadgenerator-6£f£96b4c5f-hgs4f

10.245.1.5 t-wé <none>
paymentservice-75£dd996c5-gffcd
10.245.1.74 t-wé <none>

paymentservice-75£dd996c5-kktgs
10.245.4.119 t-wb6 <none>

productcatalogservice-84d7b7fd4-cfx7p

10.245.1.114 t-wd <none>

productcatalogservice-84d7b7fd4-gjs6l

10.245.4.5 t-wb6 <none>

recommendationservice-7976fc545b-gksxp

10.245.1.192 t-wé <none>

recommendationservice-7976fc545b-p8vsz

10.245.4.224 t-wé <none>
redis-cart-58d5cc968-96g8g
10.245.1.250 t-wé <none>
redis—-cart-58d5cc968-hécsc
10.245.4.84 t-wb <none>
shippingservice-c8c6d4ff8-7£365
10.245.4.210 t-w6 <none>
shippingservice-c8c6d4ff8-8nd7w
10.245.1.116 t-wid <none>

1/1 Running
<none>

1/1 Running
<none>

1/1 Terminating
<none>

1/1 Terminating
<none>

1/1 Running
<none>

1/1 Terminating
<none>

1/1 Running
<none>

1/1 Running
<none>

1/1 Terminating
<none>

1/1 Terminating
<none>

1/1 Running
<none>

1/1 Terminating
<none>

1/1 Running
<none>

1/1 Terminating
<none>

1/1 Running
<none>

1/1 Terminating
<none>

1/1 Running
<none>

1/1 Running
<none>

1/1 Terminating

<none>

59s

59s

10m

10m

59s

10m

60s

59s

10m

10m

59s

10m

59s

10m

59s

10m

59s

60s

10m
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Appendix 8 - Restore Test

# Before restore

kubectl exec -n nextcloud nextcloud-6884556767-54nr6 —c nextcloud —— shab5l2sum /var/www/html/data/peremees/files/2023_eits_english.pdf

473eeaddldOc6c29adcead57a3427dc5£6bf45cb42a99£3b0£968218430fd4a881deB82219da8c43ebc51325£93b506e76b21cfab54a7£8£495bc5d2b929983b5
/var/www/html/data/peremees/files/2023_eits_english.pdf

# Delete namespace
kubectl delete ns nextcloud

namespace "nextcloud" deleted

# Restore backup

velero restore create nextcloud-restore \
-—from-backup velero-daily-backup-3-days-20260408130249 \
—-include-namespaces nextcloud

Restore request "nextcloud-restore" submitted successfully.

Run ‘velero restore describe nextcloud-restore' or ‘velero restore logs nextcloud-restore' for more details.

# After restore

kubectl exec -n nextcloud nextcloud-6884556767-54nr6 —c nextcloud —— shab5l2sum /var/www/html/data/peremees/files/2023_eits_english.pdf

473eeaddldOc6c29adcead57a3427dc5£6bf45cb42a99£f3b0£968218430fd4a881deB82219da8c43ebc51325£93b506e76b21cfab54a7£8£495bc5d2b929983b5
/var/www/html/data/peremees/files/2023_eits_english.pdf




Appendix 9 - Secure Communication Verification

# Request from Nextcloud pod
kubectl get pods —-n shop -o wide frontend-868d857dc-xwt4dz; kubectl get pods -n
nextcloud nextcloud-6884556767-54nr6 -o wide; kubectl exec -n nextcloud

nextcloud-6884556767-54nr6 -c nextcloud —-- curl -I 10.245.7.2:8080
NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
frontend-868d857dc—xwt4dz 1/1 Running 0 2ml9s 10.245.7.2 t-w5
<none> <none>
NAME READY STATUS RESTARTS AGE IPp NODE
NOMINATED NODE READINESS GATES
nextcloud-6884556767-54nr6 1/1 Running 0 89m 10.245.10.154 t-wé
<none> <none>
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
0 0 0 0 0 0 0 0 —1——1——= ——t1——1—— ——1——:1—- OHTTP/1.1
200 OK

Set-Cookie: shop_session-id=ca8ceab63-bcfd4-41da-9eec-e8179b503a21l; Max-Age=172800
Date: Sun, 05 Apr 2026 18:01:00 GMT
Content-Type: text/html; charset=utf-8

# Captured network dump indicating TLSv1.3 traffic
talosctl -n t-w5 pcap -i eth0 -o - | tshark -r - -Y ’"ip.addr==10.245.10.154 &&
ip.addr==10.245.7.2 && tls’
761 2.401590033 10.245.10.154 -> 10.245.7.2 TLSv1.3 275 Client Hello
763 2.402028704 10.245.7.2 -> 10.245.10.154 TLSv1l.3 1079 Server Hello, Change
Cipher Spec, Application Data
765 2.402881711 10.245.10.154 -> 10.245.7.2 TLSv1.3 877 Change Cipher Spec,
Application Data

766 2.402882968 10.245.10.154 -> 10.245.7.2 TLSv1.3 112 Application Data
768 2.402944248 10.245.10.154 -> 10.245.7.2 TLSv1.3 360 Application Data
769 2.403203204 10.245.7.2 -> 10.245.10.154 TLSv1.3 250 Application Data
770 2.403241240 10.245.7.2 -> 10.245.10.154 TLSv1.3 121 Application Data
771 2.403263782 10.245.7.2 -> 10.245.10.154 TLSv1l.3 101 Application Data
772 2.403321650 10.245.7.2 -> 10.245.10.154 TLSv1l.3 97 Application Data
773 2.403521575 10.245.7.2 -> 10.245.10.154 TLSv1l.3 209 Application Data
775 2.403727487 10.245.10.154 -> 10.245.7.2 TLSv1.3 97 Application Data
776 2.403919544 10.245.10.154 -> 10.245.7.2 TLSv1.3 177 Application Data
865 2.424837934 10.245.7.2 -> 10.245.10.154 TLSv1.3 275 Application Data
866 2.425557215 10.245.10.154 -> 10.245.7.2 TLSv1.3 97 Application Data
867 2.426023483 10.245.7.2 -> 10.245.10.154 TLSv1.3 97 Application Data
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Appendix 10 - Scheduling Restriction Test

root@nextcloud-868bdc8d7b-mfm7w: /var/www/html# kubectl apply -f - <<EOF
apivVersion: vl
kind: Pod
metadata:
labels:
run: malicious-pod
name: malicious-pod
namespace: nextcloud
spec:
tolerations:
— effect: NoSchedule
key: node-role.kubernetes.io/infra
operator: Exists
nodeSelector:
node-role.kubernetes.io/infra: ""
containers:
- image: nginx

name: malicious-pod

resources:
limits:
cpu: 100m
memory: 100Mi
requests:
cpu: 100m

memory: 100Mi
dnsPolicy: ClusterFirst
restartPolicy: Always
EOF
Error from server: error when creating "STDIN": admission webhook

"validate.kyverno.svc-fail" denied the request:

resource Pod/nextcloud/malicious-pod was blocked due to the following

policies

restrict-controlplane-scheduling:
restrict-infra-node-scheduling: ’validation error: Pods may not use
tolerations

which schedule on infra nodes. rule restrict-infra-node-scheduling
failed at path

/spec/tolerations/0/key/’
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Appendix 11 - Privilege Escalation Resistance Test

root@nextcloud-868bdc8d7b—-mfm7w: /var/www/html# kubectl label namespace
nextcloud pod-security.kubernetes.io/enforce=privileged —-overwrite
Error from server: admission webhook "validate.kyverno.svc-fail"

denied the request:
resource Namespace//nextcloud was blocked due to the following policies
deny-namespace-modification:

check—namespace-update: Only approved service accounts may modify

Namespace information
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Appendix 12 — E-ITS SYS.1.3 Linux and Unix server: Implementation, Evidence and Result

Table 11. SYS.1.3 module: implementation, validation, evidence and result

E-ITS measure

Validation

Evidence

Result

M2 Proper definition of indica-

tors

Validation not required; enforced by Talos Linux

design

Talos Linux does not use traditional UNIX user

and group management

Measure not applicable

M3 Avoiding automatic connec-
tion of removable devices to the

file system

Validation not required; enforced by Talos Linux

design

Talos Linux does not support automatic mounting

of removable devices

Measure not applicable

M4 Protection of applications

Validation not required; enforced by Talos Linux

design

Talos Linux uses a hardened kernel

Measure not applicable

MS5 Secure installation of soft-

ware packages

Validation not required; enforced by Talos Linux

design

Talos Linux does not support installation of soft-
ware packages on the host system. All appli-
cations are deployed as container images rather

than installed on the operating system.

Measure not applicable

M6 Administration of users and

groups

Validation not required; enforced by Talos Linux

design

Talos Linux does not use traditional UNIX user

and group management.

Measure not applicable

M8 SSH-encrypted data ex-

change

Validation not required; enforced by Talos Linux

design

Talos Linux does not use the SSH protocol

Measure not applicable

M10 Prevention of the unautho-

rised expansion of rights

Validation based on aggregated policy compli-

ance reports provided by Policy Reporter

Talos node compliance report: “Ensure Pod Se-

curity Standards policy is restricted”

Measure achieved
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E-ITS measure

Validation

Evidence

Result

M14 Prevention of system and

user information intelligence

Validation not required; enforced by Talos Linux

design

Talos Linux does not provide interactive user ac-
cess to the operating system. Access to system
information is restricted to controlled API-based

mechanisms and not available to general users.

Measure not applicable

SYS.1.3.M16 Additional preven-
tion of the unauthorised expan-

sion of rights

Validation based on aggregated policy compli-

ance reports provided by Policy Reporter

Trivy ConfigAudit results were used to assess
workload security configuration related to priv-
ilege restrictions and seccomp usage. Explicit
seccomp profiles were not configured in the pro-

totype.

Measure partially achieved

SYS.1.3.M17 Additional kernel

security

Validation not required; enforced by Talos Linux

design

Talos Linux uses a hardened Linux kernel with

security-focused configuration

Measure not applicable
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Appendix 13 — E-ITS SYS.1.6 Containerisation Measures: Implementation, Evidence and Result

Table 12. SYS.1.6 module: implementation, validation, evidence and result

E-ITS measure

Validation

Evidence

Result

M1 Secure configuration of con-

tainer platform

Validation based on review of the documented
platform architecture design and implemented

controls

The platform is implemented using Kubernetes
with GitOps-based deployment, supporting iso-
lated workloads across namespaces. Security
mechanisms such as network policies, RBAC,
and policy enforcement are applied as described
in the platform implementation. Platform goals
and security risks are addressed, but no explicit

cost analysis is documented.

Measure partially achieved

M2 Lifecycle & regular security
updates

Validation based on inspection of GitOps config-
uration, repository structure, and applied security

and auditing controls

Application lifecycle management is imple-
mented using Flux GitOps, with deployments,
updates, and configuration changes managed
through version-controlled repositories. Policy
Reporter and Trivy Operator provide continuous

security assessment of workloads.

Measure achieved
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E-ITS measure

Validation

Evidence

Result

M3 Secure operation of con-

tainerised IT systems

Validation based on inspection of isolation mech-
anisms, network policies, and monitoring config-

uration

Secure operation is implemented through names-
pace isolation, network policies enforcing re-
stricted communication, and RBAC-based ac-
cess control. Monitoring and health checks are
validated through Policy Reporter results and
workload configurations. High availability is
demonstrated through failure testing and work-

load rescheduling.

Measure achieved

M4 Secure implementation of

container images

Validation based on review of deployment mani-

fests and repository configuration

Container images are referenced in Kubernetes
manifests and deployed through GitOps. No ded-
icated process for secure image building or image

hardening is implemented in the prototype.

Measure partially achieved

MS5 Partitioning the management

network of containers

Validation based on configuration review of net-

work policies and policy compliance reports

Implemented using network policies with default-
deny behaviour, ensuring that only explicitly de-
fined communication paths between services are
allowed. Compliance is shown through Trivy
Compliance report results. Hubble observability
confirms restricted network flows and visibility

of allowed traffic.

Measure achieved
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E-ITS measure

Validation

Evidence

Result

M6 Use of secure container im-

ages

Validation based on verification of image sources,
policy compliance, and vulnerability scanning

results

A Kyverno policy “restrict-image-registries” au-
dits the use of approved container image reg-
istries. Container images are versioned and de-
ployed through GitOps. Trivy Operator performs
vulnerability scanning of images. Full verifica-
tion of image origin and supplier security prac-

tices is not implemented.

Measure partially achieved

M7 Storage of container log data

Validation based on verification of logging con-

figuration and external storage mechanisms

Container logs are handled according to Kuber-
netes logging architecture, where logs are written
to standard output and collected by the container

runtime at the node level.

Measure achieved

M8 Secure management of con-

tainer access data

Validation based on inspection of secret manage-

ment configuration and access control policies

Credentials are stored as Kubernetes Secrets and
are encrypted in Git repositories using SOPS.
Secrets are not embedded in container images
and are injected at runtime. Access is restricted
through RBAC policies. Implementation is vali-

dated through Trivy Compliance report results

Measure achieved

M9 Assessing the suitability of

applications

Validation based on testing applications and re-

viewing deployment behaviour

The laboratory environment was used to test ap-
plications deployed in the cluster. Applications
such as the Online Boutique and Nextcloud were
evaluated for compatibility with platform security

mechanisms and operational requirements.

Measure achieved
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E-ITS measure

Validation

Evidence

Result

M10 Guidelines for the use of

containers

Validation based on policy enforcement checks

and compliance reports

Operational rules for containers are enforced
through Kyverno policies, including restrictions
such as approved image registries and security
configurations. These rules are applied through
GitOps-managed configurations and validated
through Policy Reporter. A formal documented

policy for container usage is not created.

Measure partially achieved

M11 Partitioning applications in

containers

Validation based on inspection of deployment

configurations

Applications in the prototype follow a service-
based architecture, where containers are used to

provide individual services.

Measure achieved

M12 Secure distribution of con-

tainer images

Validation based on verification of image sources

and policy compliance

A Kyverno policy (restrict-image-registries) au-
dits the use of approved container image reg-
istries. Images are referenced using versioned
tags and deployed through GitOps-managed con-
figurations. Mechanisms such as image signing

or formal approval criteria are not implemented.

Measure partially achieved

M13 Approving container im-

ages for use

Validation based on review of deployed images

and compliance reports

Container images are deployed through GitOps-
managed repositories without a formal pre-
deployment approval process. Trivy provides
post-deployment visibility into image security.

However, no approval workflow is enforced.

Measure partially achieved
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E-ITS measure

Validation

Evidence

Result

M14 Updating container images

Validation based on review of version updates

and deployment history

Updates to container images are performed by
modifying image versions in Git repositories and
redeploying workloads through the GitOps work-
flow, following immutable infrastructure princi-
ples. However, no formal change management

process or defined update policy is implemented.

Measure partially achieved

M15 Defining the resource limi-

tations of a container

Validation based on inspection of resource con-

figurations and compliance reports

Resource requests and limits are defined and en-
forced through Kyverno policies. Validation is

supported by Trivy ConfigAudit report results.

Measure achieved

M16 Secure remote maintenance

of containers

Platform design validation

Remote maintenance operations are performed
through the Kubernetes API and Talos API. Con-
tainers do not have direct access to host sys-
tems, and management is restricted to platform-

controlled interfaces.

Measure achieved

M17 Defining the minimum
rights required for operating a

container

Validation based on inspection of security context

configurations and policy reports

Minimal privilege execution is enforced through
Kubernetes Pod Security Admission and Kyverno
policies, validated through aggregated results in

Policy Reporter.

Measure achieved

M18 Restricting the rights of

containerised applications

Validation based on compliance and policy re-

ports

Aggregated results in Policy Reporter. Pod Secu-
rity Standards are enforced and Kyverno policies

are used.

Measure achieved
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E-ITS measure

Validation

Evidence

Result

M19 Regulating access to data

recorders

Validation based on inspection of volume config-

uration and access restrictions

Containers access storage through Kubernetes
persistent volumes backed by Longhorn dis-
tributed storage. Access is limited to explicitly
defined volumes. Aggregated results in Policy

Reporter.

Measure achieved

M?20 Security of the configura-

tion information of a container

Validation based on repository history and con-

figuration review

Container configuration is stored and managed
in Git repositories using a GitOps approach. All
configuration changes are versioned and docu-

mented.

Measure achieved

M?22 Using container images as

evidence

Not applicable

At the time of implementation, Talos Linux did
not support the required kernel configuration for
CRIU.

Measure not implemented

M23 Ensuring the constancy of

containers

Validation based on policy compliance reports

Policy Reporter and Trivy ConfigAudit findings
such as "Root File System Is Not Read-Only".

Measure achieved

M24 Host-based attack detection

Not applicable

Not implemented, as no runtime detection mech-

anisms are deployed in the prototype

Measure not implemented

M25 High availability of con-

tainerised applications

Validation based on review of node distribution

and scheduling configuration

Cluster nodes are distributed across availability
zones, enabling resilient scheduling and main-

taining availability in failure scenarios.

Measure achieved

M21 Expanded security rules of

containerisation

Validation based on compliance and policy re-

ports

Access rights are enforced through network poli-
cies, Pod Security Standards, and Kyverno poli-
cies. However, explicit syscall-level controls are

not implemented.

Measure partially achieved
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E-ITS measure

Validation

Evidence

Result

M26 Further isolation and encap-

sulation of containers

Not applicable

Not implemented, as advanced isolation mecha-
nisms such as hypervisor-based isolation are not

used.

Measure not implemented
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Appendix 14 — E-ITS APP.4.4 Kubernetes Measures: Implementation, Evidence and Result

Table 13. APP.4.4 module: implementation, validation, evidence and result

E-ITS measure

Validation

Evidence

Result

M1 Designing the partition of

applications

Validation based on inspection of network
policies, resource quotas, and cluster archi-

tecture

Applications are deployed in separate Kubernetes names-
paces representing different tenants and environments.
Network policies enforce restricted communication be-
tween namespaces, and resource quotas and limits are
applied to control resource usage. Configuration is de-
fined declaratively in Git repositories and applied through
GitOps.

Measure achieved

M2 Automation of the devel-
opment of applications with
the help of CI/CD

Validation based on inspection of GitOps

workflow and repository configuration

Application deployment and lifecycle management are
implemented using Flux GitOps. Application manifests
are stored in version-controlled repositories and automat-
ically applied to the cluster. Access to repositories and

deployment processes is restricted to authorised users.

Measure achieved

M3 Planning the Kubernetes
identity and rights manage-

ment

Validation based on inspection of RBAC

configuration and access control policies

RBAC configuration is defined declaratively in version-
controlled Git repositories, including roles and role bind-
ings, and applied through GitOps. Aggregated results in
Policy Reporter.

Measure achieved
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E-ITS measure

Validation

Evidence

Result

M4 Partition of pods

Validation not required; enforced by Ku-
bernetes and container runtime design, sup-

ported by Talos Linux

Pod isolation is provided by Kubernetes and the container
runtime using Linux namespaces and cgroups. Work-
loads are deployed as isolated pods with separate process,

network, and file system contexts.

Measure achieved

MS5 Backup of cluster infor-

mation

Validation based on verification of backup

configuration and restore testing

Backup is implemented using Velero with configuration
stored in Git repositories. Backup schedules and restore

tests confirm functionality.

Measure achieved

M6 Secure resetting of the
pods

Validation based on inspection of workload

manifests for init container usage

The platform supports secure resetting of applications
through Kubernetes init containers and pod lifecycle

mechanisms.Implementation is application-specific.

Measure achieved

M7 Partition of Kubernetes

networks

Validation based on inspection of network

policies and connectivity testing

Network segmentation implemented using with default-
deny network policies. Only explicitly defined communi-

cation paths are allowed. Hubble confirms traffic flows.

Measure achieved

M8 Security of the Kuber-

netes configuration files

Validation based on analysis of repository

history and access control configuration

Configuration is managed through GitOps using version-
controlled repositories. No manual changes to cluster

resources are performed.

Measure achieved

M9 Security of the Kuber-

netes service accounts

Validation based on review of Policy Re-
porter outputs for Kyverno policies enforc-

ing service account token restrictions

Policy Reporter results for Kyverno policy “Disable-

Automountserviceaccounttoken”.

Measure achieved

M10 Security of the automa-

tion process

Validation based on analysis of repository

separation and RBAC configuration

Flux multi-tenancy configuration with separate reposito-

ries and access controls.

Measure achieved

M11 Monitoring the use of

containers

Validation through aggregated policy com-

pliance reports via Policy Reporter

Policy Reporter results for Kyverno policy "require-pod-

probes".

Measure achieved
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E-ITS measure

Validation

Evidence

Result

M12 Security of infrastruc-

ture applications

Validation through analysis of configuration,

access control, and backup mechanisms

RBAC configuration, Istio mTLS communication,
Kyverno reports, Velero backups, and GitOps config-

uration history.

Measure achieved

M13 Automatic configura-

tion audits

Validation through aggregated policy com-

pliance reports via Policy Reporter

Aggregated policy compliance reports via Policy Re-

porter.

Measure achieved

M14 Use of specialised nodes

Validation based on analysis of node roles,

labels, and workload placement

Node labels, taints, and workload placement across con-
trol plane and worker nodes. While infrastructure nodes
are used for ingress components, they are shared with
other infrastructure services. No dedicated bastion nodes

are implemented.

Measure partially implemented

M15 Partition of applications
at the levels of nodes and clus-

ters

Validation based on analysis of cluster archi-

tecture and workload placement

Cluster architecture and node role configuration provide
separation between infrastructure and application work-
loads. However, tenant workloads are scheduled on
shared worker nodes, and no tenant-specific node-level
partitioning is enforced. A single Kubernetes cluster is
used under the assumption that all applications have simi-

lar protection requirements.

Measure partially implemented

M16 Use of Kubernetes oper-

ators

Validation based on observation of reconcil-

iation behaviour

Flux reconciliation ensures automatic deployment and

drift correction.

Measure achieved
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E-ITS measure

Validation

Evidence

Result

M17 Certification of nodes

Validation based on analysis of node certifi-

cate configuration

Talos manages node certificates and enforces mTLS, en-
suring that only nodes with valid certificates can authen-
ticate and communicate with the control plane. However,
the solution does not implement hardware-based attesta-

tion at boot or runtime.

Measure partially implemented

M18 Microsegmentation

Validation based on connectivity testing and

network policy enforcement

Connectivity tests and Hubble flow visibility confirm

restricted communication.

Measure achieved

M19 Guaranteeing the high

availability of Kubernetes

Validation based on failure testing and sys-

tem behaviour analysis

Failure testing with simulated zone disruption and work-

load rescheduling.

Measure achieved

M?20 Encryption of the con-

trol plane storage space

Validation through compliance reports
(Trivy, Talos)

Trivy and Talos compliance reports in Policy reporter

confirming encryption settings.

Measure achieved

M21 Periodic restarting of
the pods

Validation based on observation of pod life-

cycle events

Pod lifecycle events showing periodic rescheduling.

Measure achieved
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