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Abstract 
 

The use of genetic data gained wider attention when the Human Genome Project (HGP) was 

reaching its end. Furthermore, Estonia was among the first countries to launch a population 

based biobank and at the end of 2014, it was seen that it is possible to use the data in hospitals. 

This integration raises several technological, legal, ethical and social questions in theory and in 

practice. The current Estonian situation was studied in terms of these issues and the results 

confirmed that there is a need for standardisation guidelines for data storing and a technological 

solution for integrating unstructured data. The ethical issues of how closing the genetic data by a 

person affects their closest relatives and if a person should be compensated when their data is 

used need further discussion. Furthermore, there is a need for training and education for the 

healthcare professionals. Overall, it can be said that with the positive attitudes towards genomic 

medicine, existing nationwide IT infrastructures and the population based genome bank, Estonia 

is in a good position for realising the integration in the coming years.  
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1 Introduction 

Combining different types of health related data of a population is already a huge asset, as 

argued generally. Whereas, adding data from emerging technologies, like molecular biology, 

creates a completely new value for the dataset. The information generated by combining 

different datasets can be used to diagnose diseases and identify new treatments or more specific 

drug targets (European Commission, 2015). Furthermore, genetic data is already used in the 

clinic with electronic health records (EHR) in certain settings, with one of the biggest initiatives 

being the Electronic Medical Records & Genomics (eMERGE) network in the US (Gottesman 

et. al. 2013). Other initiatives worth mentioning include the POLARIS programme in Singapore 

and Japan Implementation of Genomic Medicine Project (IGMP) (Milani et. al. 2015, p. 195). 

Moreover, technology capable of determining all protein coding DNA sequences in a persons 

genome is already a clinically validated method in Estonia since 2014 and routinely used in 

hospitals (Metspalu, 2016).  

Estonia with Iceland has been among the first countries to establish a population based biobank 

in 1999 and as of 2015, the Estonian one is maintained by government under the University of 

Tartu as the Estonian Genome Centre at the University of Tartu (EGCUT) (Milani et. al. 2015, p. 

188). Furthermore, at the end of 2014 the Estonian Ministry of Social Affairs presented the 

Estonian Government Pilot Project on Personalised Medicine for 2015-2018 (Kalda et. al. 2015). 

Whereas in the context of the Estonian personalized medicine pilot project, the report by Kalda 

et. al. 2015 defines personalized medicine as: 

“Personalised medicine refers to prevention, diagnosis and treatment of health disorders, based 

on individual risk-tailored approach using computational decision support analysis of person’s 

phenotype and genotype data. The goal of personalized medicine is to contribute towards 

preventive, predictive and participatory health system.” (Kalda et. al. 2015, p 13). 

Moreover, Estonia has identified eHealth system and integrating genomic data to it, as one of the 

smart specialization perspectives in health technology sector (Eesti Arengufond, 2014, p 21).  
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The thesis analyses the technological, ethical, legal and social issues that have risen in theory 

and in practice. These issues are transferred to the Estonian context and the thesis will aim to 

answer to the following research questions: 

• What kind of technological, legal, social and ethical issues are related to integrating 

genomic data with clinical? 

• What is the situation in Estonia towards the integration of genomic data with clinical in 

the EHIS? 

The main goal for the paper is to determine the nature of current situation in Estonia related to 

integration of health information to genome data. Furthermore, based on the research already 

carried out on the subject of genetic data, its integration to EHRs and technology management in 

Estonia, a hypothesis can be set for the current paper: Since by 2016, the technological issues are 

replaced with softer issues like social acceptance, Estonia’s success in generating public 

acceptance for the use of new technological solutions can serve as an important advantage. 

The data collection for the study can be divided into three phases. Firstly, an analysis of research 

done by scholars on similar topics was conducted. Secondly an analysis was conducted on the 

studies done by Estonian experts for the Estonian Government Pilot Project on Personalised 

Medicine for 2015-2018 and opinions of Estonian experts from the fields of medical research, 

medical research ethics and medicine. The resulting information was used to compare the 

situation of Estonia to the rest of the world. Thirdly, in order to get further insight to the results 

of the analysis, a phone interview was carried out with the director of Estonian Genome Center 

professor Andres Metspalu and an interview was also carried out with Estonian eHealth expert 

professor Peeter Ross. 

The analysis on the topic is presented in five chapters. The first chapter gives an overview on the 

importance of the topic and of the current paper. The second chapter gives a historical overview 

on the development of the technology and different theoretical and practical issues that the 

technological change has given rise to. The third and core chapter gives an overview of the 

current situation in Estonia on the basis of analyses conducted by Estonian experts. The fourth 

chapter links the theoretical and empirical parts and presents a discussion over the validity of 

results. Finally, the main findings and resulting suggestions are re-emphasised in the final 

chapter.  
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2 Theoretical framework 

Integrating genomic data with clinical data in the EHIS can be classified as a “wicked” issue 

because it is an extremely complex subject (Pikani et. al. 2015, p. 30). In order to analyse 

different aspects of it, a comprehensive view is necessary and the following theoretical 

framework will give an overview of numerous technological, ethical, legal and social issues 

rising from it.  

2.1 Emergence of the integration of genome data with electronic health 
records  

In 1990, the US Department of Energy announced a project with an ambitious goal to sequence 

the whole human genome (Cordero & Ashley, 2012, p. 1001). The project brought with it a 

technological race between public and private entities, for being the first to announce a draft of a 

first full human genome. As a result of the competition between the Human Genome Project 

(HGP) and the commercial effort by Celera, two useful drafts of the human genome were 

published in 2001 (Venter et. al. 2001; Lander et. al. 2001), that was years before the initial 

deadline of 2005 (Shendure et. al. 2004, p. 336). Furthermore, after the ambitious milestone was 

reached in 2001, the sequencing industry was further accelerated and this has resulted in the 

gradual drop in costs (Cordero & Ashley, 2012, p. 1001). The sequencing cost of the first human 

genome was around US $300 million (Shendure et. al. 2004, p. 336), whereas by October 2015 

the sequencing cost per genome had dropped to about US $1200 (National Human Genome 

Research Institute, 2015).  

Already before the project for sequencing the whole human genome was announced in 1990, 

researchers had realized that with sufficient effort they could uncover the code that holds the key 

to an organisms physical traits (Cordero & Ashley, 2012, p. 1001). An individuals’ genome is 

stored across 46 chromosomes consisting of 3 billion DNA base pairs (bp). Whereas Whole 

Genome Sequencing (WGS) is a laboratory process for determining most, if not all of these base 

pairs making up an individual’s genome (Vassy et. al. 2014, p. 2).  

During the sequencing of the first human genome, researchers were astonished about how few 

traditional genes encoding proteins were scattered across these 3 billion base pairs. When at first 

it had been estimated 100 000 genes to be present, the initial analyses found about 25 000 

(Lander et al., 2001, p. 931). Whereas the number has decreased since, reaching 21 000 by 2012 

and at first it seemed that in between were megabases of “junk” DNA. However, by the year 
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2012, in the course of a decade long project Encyclopedia of DNA Elements (ENCODE), it had 

been found that about 80% of the human genome serves some purpose, biochemically speaking 

(Pennisi, 2012, p. 1159).  

By 2013, it was known that only about 1-1.5% of the human genome is represented by protein 

coding sequences, that is 50 million base pairs of the 3 billion (Samuels et. al. 2013, p. 593). 

Since a lot of information about the whole human genome is still uncovered, clinical decision-

making based on the data is a complex task. When there is no data to support the role of a 

particular genetic variant in the disease phenotype, it is called a variant of uncertain significance 

(VUS). In this case, the VUS might aid with clinical decision making when research supporting 

association is published and this has been used in practice for example in the Genomics 

Medicine clinic of the Medical College of Wisconsin, USA. As a result, WGS has enabled to 

improve the rate of diagnosis to 27% for rare or undiagnosed diseases (Jacob et. al. 2013, p. 2). 

However, returning whole genome and whole exome (all protein coding areas of the genome) 

sequencing results to clinicians and patients remains under debate (Green et al., 2013a), since 

less than 2% of adults have relevant actionable findings from whole exome sequencing 

(Dorschner et. al. 2013). At the same time it should be considered that every fully sequenced 

genome provides a new reference for an individuals family and the general population (Jacob et. 

al. 2013, p. 4). 

Today, already some patients and physicians in certain settings have access to WGS (Worthey et. 

al. 2011; Egan et. al. 2012; Altman, 2013; Green et. al. 2013b; Jacob et. al. 2013), but its impact 

on health-care utilization, patient well-being and clinical decision-making remains largely 

unstudied (Vassy et. al. 2014, p. 1). As for rare diseases, the economic case for WGS is 

relatively apparent because patients and their families would have to go see different physicians, 

from one hospital to another and have numerous expensive tests. In the case of common diseases 

like type 2 diabetes, cancer or heart diseases, the cost-effectiveness of WGS is questionable. This 

due to the probabilistic nature of genomic data which brings about the need of follow-up 

analyses for secondary findings that increase the costs (Jacob et. al. 2013, p. 4). Furthermore, as 

the need for knowledgeable professionals for interpreting the test results is emphasized, it is 

perceived that low volumes of applicable cases would not make hiring such professionals cost-

effective (Hamilton et. al. 2014, p. 241). 

WGS can also expand the accuracy of family history in preventive care, because everyone has a 

risk to develop at least one disease (Jacob et. al. 2013, p. 4). Nevertheless, WGS has been in the 

past regarded as not economical in prevention because many people have to be screened to find 

the few at risk (Cohen et. al. 2008). Decision makers and payers show increased demand for 
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cost-effectiveness data in fields like pharmacogenomics related test-treatment approaches 

(Faulkner et. al. 2012, p. 1167). Whereas generally the methods of economic evaluation in 

personalized medicine (PM) have no significant difference from the standard cost-effectiveness 

analysis with captured health gain and cost-offsets, there are additional ways of creating value 

for the patient that can be identified. For example the “value of knowing” – reducing the patients 

uncertainty about the outcome of the treatment, improving adherence and through that results of 

the treatment and thirdly raising overall utilization at a population level (Towse & Garrison 

2013, p. S40). Furthermore it has been noted that there is evidence to support the “added value 

from information” to clinicians and patients (Payne & Annemans, 2013, p. S34) but the fact that 

the effect of preventative testing might be a restrict for a subgroup and reduce the absolute 

quality-adjusted life-year gains from treatment is also brought out. This meaning that although 

targeting is cost-effective, some patients for whom the drug would also have been effective do 

not receive treatment because of the false positives and patients misclassified as nonresponders 

(Towse & Garrison 2013, p. S40). Consequently there is an ongoing need for identifying the best 

practices for economic modeling in fields like pharmacogenomics. (Faulkner et. al. 2012, p. 

1167).  

In his classic work the Structure of Scientific Revolutions Thomas Kuhn has brought out that for 

scientific progress the key drivers are not dramatic advances, like the sequencing of the human 

genome, but instead the incremental learnings which illuminate the shortcomings of existing 

scientific dogma that in turn will prepare the ground for revolutionary change. Today in this 

incremental process that the advances of DNA sequencing technology have brought about, there 

is a potential for a scientific revolution in which health economics research professionals in 

academia, industry and payer systems will play a central role (Kuhn, 1962 cited in O’Donnell, 

2013, p. S2). 

2.2 Technological barriers 

The data set obtained from WGS is large, up to about 1 terabyte per genome, which means the 

need for computer-assisted analysis (CAA) (Jacob et. al. 2013, p. 3). As of today, biological 

research has transformed into a big data science, with the emergence of next-generation 

sequencing (NGS) technologies enabling high throughput sequencing. As a result many 

computer scientists and biologists are emphasizing the urgent need for computing power, storage 

and bioinformatics software to analyze large quantities of sequence data (Kwon et. al. 2015, p. 

490). Furthermore, storage development cannot keep up with NGS data production, since the 
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cost of NGS data production is reduced by half every 5 months and in contrast the cost of data 

storage is reduced by half every 14 months (Baker, 2010, p. 495). 

As a result of the revolution in molecular biology brought about by NGS technologies, 

bioinformaticians nowadays have to interact with e-infrastructure consisting of high-

performance computing. It is common for data analysis to include multiple software tools, used 

in sequential manner on input data (Spjuth et. al. 2015, p. 1). For executing these workflows and 

pipelines, local clusters or distributed computing clouds are used (Bux et. al. 2013). Whereas, in 

academia these high-performance resources usually consist of compute clusters with Linux 

operating system (Spjuth et. al. 2015, p. 2), but recently cloud computing has emerged as an 

additional technology (Kwon et. al. 2015). 

In addition to potentially being very large, next-generation sequencing data has uneven depth of 

coverage. This brings about new challenges in storing the information based on the quality and 

coverage of the data (Masys et. al. 2012, p. 420). Furthermore, because before very recent 

developments, sequencing techniques have been partial and not fully accurate, it is expected that 

one patients DNA will be sequenced more than once in their lifetime (Ury, 2013, p. 781). Since 

the first human genome project a variety of different technological solutions for NGS have been 

realized in a commercial product. For example, the 454 Genome Sequencer by Roche Applied 

Science based in Basel Switzerland was the first successful next generation system. It uses a 

pyrosequencing technology and was the market leader in the years 2005 to 2012. However, the 

relatively high cost of reagents and high error rate in terms of poly-bases longer than 6 bp 

remained a challenge for Roche 454 (Liu et. al. 2012, p. 2).  

The competitors have developed their systems parallel to Roche and by 2012 the sequencing on 

Illumina systems using sequencing by synthesis (SBS) technology was the cheapest on the 

market (Liu et. al. 2012, p. 4). Also, because of the high quality in sequencing accuracy, the U.S. 

Food and Drug Administration (FDA) announced in 19th of November 2013 that they will allow 

marketing of four Illumina NGS systems for clinical use (FDA, 2013), whereas previously NGS 

systems were only used for scientific research. Furthermore, on 14th of January 2014 Illumina 

announced the production of a new system promising to deliver full coverage human genomes 

for less than $1000 and with a high quality standard of 30x, which means each base will be read 

an average of thirty times by the machine (Hayden, 2014). 
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2.3 Data security 

Today, the readily available and affordable genomic sequencing brings about great opportunities 

and significant concerns, mainly in personal privacy. At the same time the regulatory 

frameworks to address these issues are emerging through international efforts, such as the Global 

Alliance for Genomics and Health. This is a coalition comprised of more than 140 member 

organizations working towards a goal of effective and responsible data sharing (Global Alliance 

for Genomics and Health, 2015). 

The advances in WGS technology are paving the way to progress in healthcare, but at the same 

time raise serious concerns. This due to the fact that a person can be uniquely identified by their 

genome and it also contains information about one’s ethnic heritage, different phenotypic traits 

and predisposition to different types of physical and mental health conditions. At the same time, 

genomic privacy is often viewed with skepticism because everyone constantly leaves behind 

biological material like hair, skin and saliva that can be collected and used for DNA sequencing. 

However, this would be an attack against a targeted individual which is incomparable to privacy 

threats of accessing large numbers of digitized genomes. (Ayday et. al. 2013, p. 5).  

The data privacy problem regarding the genome is a complex problem since the genome itself is 

the ultimate identifier (Homer et. al. 2008). Furthermore, it has already been demonstrated in a 

study by Gymrek et. al. 2013 that it is possible to re-identify donors from a public research 

database by using popular genealogy Web sites and other available information. As a conclusion 

it can be said that traditional approaches such as aggregation and de-identification (Malin, 2005, 

p. 29) are not effective in the genomic context (Ayday et. al. 2013, p. 5).  

Moreover, the privacy issue for genomic data is unique since the genomes of related individuals 

are highly similar and disclosure of a persons genome can possibly leak information about all 

their close relatives. As future generations inherit most of their ancestor’s DNA, the genomic 

information disclosure can become an endless curse for them (Ayday et. al. 2015, p. 62). This 

can be illustrated with the case of Henrietta Lacks (August 1, 1920 - October 4, 1951) whose 

cancer cells were researched nearly five decades ago. This research found that the cells are 

highly suitable for biogenetic research and resulted in the use of now extremely popular HeLa 

(in honor of Lacks’ name) cell line. The DNA was sequenced and published online without the 

consent of her family (Humbert et. al. 2013, p. 1142).   

High security in the use, storage and sharing of genetic data is of utmost importance in the case 

of incorporating genetic data with EHR. Breach of confidentiality can bring about social harm 

for the individual like stigmatization, identification of misattributed parentage and family 
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conflict. In addition to that, discrimination may occur when employment and obtaining different 

types of insurance is considered. However, health information technology (HIT) professionals 

have a key role in the protection against these harms by ensuring high security and data 

governance (Shoenbill et. al. 2014, p. 174). It is important to develop security measures that 

protect not only the information stored within a single healthcare institution but also the 

exchange of data between institutions and patients themselves (Hazin et. al. 2013, p. 812). In 

order for interoperable EHR systems to maintain privacy, appropriate security measures and 

access controls have to be implemented throughout the whole workflow (Ruotsalainen et. al. 

2011). Furthermore, taking into account that genetic information itself is the unique identifier, 

encryption seems like an ideal answer for the data security question. However, the encryption 

schemes that are considered strong now may weaken with time, whereas the genome’s 

sensitivity will not. Further measures and legal guidelines are needed for unforeseen weaknesses 

that might result in early decryption (Ayday et. al. 2015, p. 63). 

All in all it can be said that because genomes are a new kind of personal health information 

which raises numerous issues, the technology must work with legal and professional guidelines 

that determine how it is transmitted, stored, processed and eventually disposed (Ayday et. al. 

2015). 

2.4 Policy and regulation 

It is commonly assumed that the field of genetics is advancing faster than ethical standards to 

help guide its use. However the Committee for the Study of Inborn Errors of Metabolism of the 

National Academy of Sciences proposed guidelines on ethically responsible genetic screening 

already in 1975 and these were reiterated in an Institute of Medicine report in 1994 (Shoenbill et. 

al. 2014, p. 171). The World Health Organization (WHO) and other groups have proposed 

similar guidelines (Andermann et. al. 2008).  

For the quality of the data, there are three central concepts in classifying genetic tests and their 

use in the clinical practice. The first is analytical validity that can be defined as the probability 

that the results reported by the test are correct. The second is clinical validity, which can be 

defined as the rate of correct assessment of the risk of health or disease. Furthermore, the third 

one is clinical utility, which can be defined as the degree of safe, effective and available medical 

interventions to the individual being tested. Therefore, when incorporating genetic data into 

EHRs the data has to be evaluated according to these three central concepts. Otherwise the 
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potential risks can outweigh the benefits, resulting in harming patients because of inaccurate or 

unreliable data. (Shoenbill et. al. 2014, p. 171). 

When clinical tests in the USA have to be performed by CLIA (clinical laboratory improvement 

amendments)-certified laboratories, it does not apply to research genetic tests or direct to 

consumer (DTC) tests offered by for-profit companies (Eng & Sharp, 2010, p. 2). Whereas, the 

research laboratories are exempt from CLIA’s requirements if they do not report patient specific 

results for the diagnosis, prevention or treatment of any disease or the assessment of an 

individuals health (Prince et. al. 2015, p. 837). However, for the implementation of genomic data 

use in EHRs, HIT developers have to agree on standards for genetic terminology and methods 

for data transfer. The study by Shoenbill et. al. 2014 has resulted with a diagram (Figure 2) 

showing the integration of genetic data to EHR and complemented it with examples of standards 

available for data messaging and genetic data annotation. As already previously mentioned in 

section 2.2, different sequencing technologies generate data with variable quality. Because of 

that, the Genome Variation Format (GVF) and the Human Genome Variation Society’s 

nomenclature have been proposed to provide coordination among different sequencing 

technologies (Masys et. al. 2012, p. 420). 

 

Fig. 2 Integration of genetic data to electronic health record (EHR). CLIA – clinical laboratory 
improvement amendments;  HL7 – Health Level Seven International, data messaging standard; GVF – 
genomic variation format; HGNC – Human Gene Nomenclature Committee’s terminology; HGVS – 
Human Genome Variation Society; LOINC – Logical Observation Identifiers Names and Codes; 
SNOMED – Systematized Nomenclature of Medicine; RxNorm – National Library of Medicine 
(Shoenbill et. al. 2014, p. 176) 
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The majority of different laws and standards relating to data protection in clinical research rely 

on the fact that a reduction in the potential to identify an individual correlates with increased 

protection to the privacy of individuals (Elger et al., 2010, p. 232). Whereas existing laws 

already protect genomic data privacy to some degree and in 2008, the US government 

established the Genetic Information Nondiscrimination Act (GINA) that does not allow health 

insurance or employment discrimination on the basis of genetic information (Ayday et. al. 2015, 

p. 63). 

Additionally, the Council of Europe has drawn up legal standards focusing on the ethical and 

legal issues raised by different applications of genetics. On 7 May 2008 the first international 

legally binding instrument concerning genetic testing for health purposes was passed by the 

Committee of Ministers of the Council of Europe, that among other things lays down principles 

on the quality of genetic services, prior information, consent, genetic counseling, protection of 

private life and the right to information obtained by genetic testing (Lwoff, 2009). 

Although the regulations for ethical and data privacy issues has already been put in place, there 

has been critique that it does not contain enough technical information on how to safely process 

and store digitized genomes. One of the problems behind this is that these issues for individual 

genomes and genome collections are not well understood. Moreover, as brought out in section 

2.3, the genome is a unique identifier and de-identification is clearly unsuitable. Furthermore, 

guarding against surreptitious DNA testing with the need of an informed consent from a person 

is also been highlighted as overlooked. (Ayday et. al. 2015, p. 63). 

However, on 27 April 2016 the European Parliament and the Council passed regulation 

2016/679 on the protection of natural persons on the case of processing personal data and on the 

free movement of such data. Whereas article 53 of the regulation addresses the processing of 

personal data in special categories for health-related purposes and concludes it should only be 

done for the benefit of natural persons and society as a whole in the area of public health. 

However, member states are allowed to introduce their own limitations regarding the processing 

of genetic and biometric data, at the same time considering that free flow of personal data and 

cross-border processing of such data within the Union is not hampered. Continuing, the article 

54 states that processing of special categories of personal data can be carried out without the 

consent of the data subject for reasons of public interest in areas of public health. The article 54 

also concludes that the processing of data for health reasons for public interest should not result 

in data being processed in the interests of third parties such as employers, insurance or banking 

companies. Moreover, the article 83 of this regulation states that in order to maintain security, 
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the processor must evaluate the risks and implement further measures such as encryption to 

mitigate these risks. (The European Parliament & The Council of the European Union, 2016). 

2.5 Ethical challenges 

Sharing genomics data alongside the EHRs brings about a number of unique challenges, among 

those ethical (Berger, 2015, p. 129). Related to this, many commentators have voiced their 

concerns on the issue that genomic research results which lack clinical validity or utility may end 

up in the medical record. This in turn can cause anxiety and misunderstanding for patients and 

can also be misinterpreted by general practitioners with little knowledge and training in genomic 

analysis (Prince et. al. 2015, p. 833).  

As potential risks of reporting inaccurate genetic data to patients is concerned, it can be 

illustrated with specific cases. For example, an unvalidated genetic test led to false diagnosis of a 

metabolic disorder with severe neurodevelopmental symptoms in 27 newborns and if the parents 

had followed the physicians’ recommendations, children would have been kept on a special diet 

throughout their lives (van Calcar et. al. 2007). Another example illustrates the change in 

reproductive choices for parents of children who were carriers of the gene variation for cystic 

fibrosis because of the false belief that their child had the disease (Mischler et. al. 1998). The 

question of what types of data should be returned to the patient or to the parents in the case of 

children are particularly important to consider. For example in the case of WGS should parents 

receive information about their child’s status for the ApoE4 allele1 associated with Alzheimer’s 

disease or should parents receive only the data directly related to the disease for which the 

patient is being treated at the time (Jacob et. al. 2013, p. 3)? 

Furthermore, since not all genetic information have direct clinical utility, there is an on-going 

debate concerning the issue of who has the responsibility to determine where to place genetic 

information in the patient’s medical record. How is the information managed when it is 

necessary to mark some of it as sensitive and how should sharing of genetic results between 

family members be organized (Shirts et. al. 2015)? Whereas in the study by Shirts et. al. in 2015 

conducted to explore the storage and display of genetic information in the eMERGE in US, it 

was also shown that over 65% of the respondents said the laboratory performing the test was 

deciding where the genetic information should be placed in a medical record. Furthermore, it is 

also debated whether researchers should place research results directly in a person’s medical 

																																																								
1	A variant form of a gene.	
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record. However in a study by Prince et. al. in 2015 the debate has come to a conclusion that 

there is no clear ethical or legal duty for a researcher to add research results in a medical record 

unless requested by a participant themselves. 

Taking the complexity of genetic information into account, the patients’ understanding of the 

purpose of testing and the significance of the results for their care is of utmost importance (Haga 

et. al. 2014, p. 1). Furthermore, commentators have long recognized that the patient 

understanding is critical for competent decision-making and not the clinicians or researchers 

disclosure (Manson & O’Neill, 2007 cited in Parker, 2008, p. 68). Whereas the principle of the 

informed consent is widely recognized as a pillar of bioethics and it allows individuals to 

exercise their fundamental right of deciding whether and how their body, body parts or data 

associated with them will be used (Cambon-Thomsen et. al. 2007, p. 376). However, when the 

completion of the HGP was near, the power of biobanks for epidemiological research was 

recognized, with Estonia and Iceland being among the first countries to initiate a population-

based biobank (Milani et. al. 2015, p. 188). This in turn has brought about the difficulties of 

applying informed consent in the case of large-scale biobanks where a sample is used over a 

number of years. Consequently a lot of discussions on broad consent and the secondary use of 

samples were generated (Knoppers, 2005, p. 34). Whereas, a lot of countries are placing the 

responsibility of deciding on the necessity of a new consent on the research ethics committees 

(Maschke, 2006, p. 194). Furthermore, it has been concluded that informed consent is necessary 

in the general process of building trust that is central to all kinds of biobank related projects 

(Cambon-Thomsen et. al. 2007, p. 378). However, with the construction of population-based 

human genetic databases which are an immense public resource, ethicists increasingly claim that 

instead of emphasizing the individual’s rights, a communitarian view for facilitating research 

progress crucial to the health of others, should be used (Chadwick & Berg, 2001 cited in Sutrop, 

2011, p. 9). In contrast to that, the critics who oppose the broad consent and open consent, 

believe that they should only be allowed when combined with “opt-out” consent (Kaye, 2004 

cited in Sutrop, 2011, p. 10), that would allow the person to restrict the use of their data 

afterwards.  

Concerning the ethical decision-making related to cost-effectiveness of treatment, the doctors 

have to maintain a balance between the benefits of the individual and the benefits for the public. 

Moreover, the limited resources require denying the genuine health needs of individuals when it 

is considered that not enough good from the social perspective is yielded at too high price 

(Fleck, 2012, p. 759). Today a considerable amount of healthcare costs in the US is covered by 

privately financed health care: about 33 percent of total health care spending in 2012. Moreover, 
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in 2013, about 64 percent of US residents received their health insurance coverage from private 

voluntary health insurance (VHI). Nevertheless, the situation in the US is changing, since in 

2010 the Patient Protection and Affordable Care Act (ACA) was established as a “shared 

responsibility” between the government, employers and individuals, to ensure all Americans 

have access to affordable and quality health insurance. As a consequence, the number of 

uninsured is expected to decrease by 26 million by 2017 (Mossialos et. al. 2015, p. 153).  

Attention has to be paid in what kind of genetic information and how is displayed in the EHR. 

Additionally, patients understanding about the purpose and outcomes of testing can adversely 

influence their medical care (Haga et. al. 2014, p. 6). Furthermore, the use of genetic data and its 

linkages to close relatives complicates the situation on whose duty it is to warn patients and their 

relatives (Hazin et. al. 2013, p. 814). It can be concluded that without careful attention to 

different ethical issues concerning the integration of genetic information to EHR, the promise of 

personalized, genetic medicine at the individual patient and population level may not be fully 

realized (Shirts et. al. 2015, p. 1240).	

2.6 Social acceptance 

In order to reach the full potential of genomic medicine there will in the near future surely be a 

push for all patients to undergo WGS and integrate the results into their electronic medical 

record (EMR). In order to address the ethical issues arising from integrating the exceptionally 

personal genomic information into the EMR, patient perspectives will surely be required 

(Kimball et. al. 2014, p. 16). Furthermore, for realizing the potential of genomic medicine and 

establishing the relationship of disease risk to genomic variants derived from sequencing 

translational and clinical research studies are required. This in turn will need enrollment of 

thousands of clinical research participants and new methods and approaches to interact and 

communicate with them. Whereas, since all patients are likely to have several deleterious 

variants, it is important for clinicians to know their motivations and expectations in regards to 

the return of results (Facio et. al. 2011, p. 1213).  

Today, already a large number of people participate in genomic research and mostly their 

attitudes towards it are supportive and positive, in particular towards the genotype-guided drug 

therapy (Facio et. al. 2011; Gollust et. al. 2012; Harris et. al 2012; Olson et. al. 2013). More 

precisely, in a study by Facio et. al. 2011, 322 individuals enrolled in the  whole-genome 

sequencing (ClinSeq) study were surveyed and two main themes in their motivation were 

identified: promoting research and a desire to learn more about the contributors of their own 
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health. The individuals in this study were between 45 and 65 years of age and located in 

Washington DC and Baltimore, like most “early adopters” they were more likely to have a 

college degree or higher and 23% reflected scientific literacy in their responses. Furthermore, in 

a study by Gollust et. al. 2012  where 369 individuals who registered for the Coriell Personalized 

Medicine Collaborative in the US were questioned, the respondents were motivated by curiosity, 

finding out disease risk and improving their health. Whereas in this study, overall 32% of 

respondents stated misperceptions about personal genomics and some expressed unrealistic 

expectations like the belief, that one of the benefit of the study would be to gain access to gene 

therapy (13%). In addition to that, the concerns about risks were modest and 31% believed there 

were no risks.  

Nevertheless, there are several surveys and focus groups with participants in genomic studies, 

which reveal that some individuals indeed have concerns about discrimination from health 

insurers and employers (Hartzler et. al. 2013; Kimball et. al. 2014; Ludman et. al. 2010; 

Trinidad et. al. 2010). Moreover, the Mayo Clinic in Rochester, Minnesota, USA has been at the 

forefront of eMERGE Network- a National Human Genome Research Institute-funded 

consortium participating in the development of best practices for using the EHR as a tool for 

genomic research (Gottesman et. al. 2013). As the social and ethical issues emerged from the 

integration of genomic information into the EHR, they decided input from the local community 

was necessary. More precisely in 2007 twenty citizens from the local community were chosen to 

represent the local population. The members of the resulting Community Advisory Board (CAB) 

read background material, got information from scientists, patient advocates, legal experts and 

other stakeholders (Mayo Clinic, 2016). The study by Kimball et. al. 2014 was carried out using 

one of the Mayo Clinic CAB monthly meetings. Although they were positive on hoping the 

research would improve medicine and expressed hope for the development of new drugs on the 

basis of genetic information, they also raised many concerns. Among others their comments 

included the need to make information to prospective study participants comprehensible and they 

expressed strongly that possible risks regarding privacy and confidentiality have to be made 

clear in a straightforward way. They were aware that there are existing laws like the GINA, but 

also recognized limits of those laws and voiced concerns about job discrimination saying it will 

just take a little leak before people with medical issues will be targeted. Serious concerns about 

life insurance discrimination and the limits of governmental protection against this were raised. 

It was said that due to the changing laws it would be difficult to predict the genetic 

discrimination in the future and some even wondered why a healthy person would risk 

discrimination by having genomic data incorporated into their medical record. They also voiced 
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their concerns about the issue that a life-threatening or untreatable diagnosis would result in 

discontinuation of medical care. Moreover, one of the board members summarized the groups 

concerns:  

“It was moving the information into my personal health record that took it from “this is for the 

better of everyone in the universe, hooray” to “I am not going to get life insurance.” I mean, your 

life may be better ten years from now, but I don’t have any insurance or I get fired from my 

employer. Science is one thing, but this was taking it down to the individual risk that me as an 

older person could see right now, right here, tomorrow affecting me.” (Kimball et. al. 2014, p. 

20). 

All in all having identified the risks, the board members in the study by Kimball et. al. 2014 

agreed that there is a need for balancing risk and benefit in using genomic data in clinical care. 

Whereas some of the members voiced their opinions that due to the personal nature of the 

information being collected and placed in the EMR, the risks of this kind of studies outweigh the 

benefits.   

Additionally, in the study by Trinidad et. al. 2010 performed on an existing dataset from the 

Adult Changes in Thought (ACT) as part of the eMERGE Network in the US most of the 

participants endorsed the value of data sharing and while they acknowledged the risks, it was 

mostly considered that the benefits would outweigh them. Whereas most participants expressed 

distrust of the ethics, motives, research and marketing practices of pharmaceutical companies 

and the youngest respondents (18 – 34 years) advocated direct control over how much and which 

parts of their medical records would be used for research purpose. Furthermore, in a study by 

Ludman et. al. 2010 telephone surveys with 400 individuals who had their data submitted in to 

the US federal database of Genotypes and Phenotypes (dbGaP) showed that 69% found that re-

consent to use their data was very important and to 21% it was somewhat important.  

At this point, even when the lay public expresses their support and motivation for genomic 

research and medicine, there are still some with lingering concerns. Consequently, when medical 

institutions begin to integrate patient’s genomic information into the clinical setting, they must 

consider both the public support on the use of genomic data to improve patient care and public 

concerns about potential harms (Kimball et. al. 2014, p. 22).  



	 22	

2.7 Healthcare professionals awareness and expectations 

When early adopters among consumers in 2012 were already prospectively enthusiastic about 

personal genomics (Gollust et. al. 2012, p. 22), the appreciation by the clinicians still remains a 

challenge (Manolio et. al. 2013, p. 260).  

Whereas the lack of interest by clinicians and health-care institutions is on the one hand 

determined by lack of clinical validity and utility for genomics to improve patient care. On the 

other hand, there is lack of adoption even for genomic applications with proven validity and 

utility, such as family history, showing that the lack of evidence is not the only barrier. (Manolio 

et. al. 2013). 

The challenge for uptake of genetic services is widely recognized because of the considerable 

gap between genomic discoveries and their utilization as genetic services (Rogowski et. al. 2009 

cited in Hamilton et. al. 2014, p. 238). The facts that health professionals are not typically 

educated in genetics and have little time to use genetic services in their practice are contributing 

factors for the lack of adoption of genetic services in the clinic (Hamilton et. al. 2014, p. 238). 

Furthermore, physicians have rated their knowledge of genetics poor (Haga et. al. 2012, p. 390) 

and a study by Edwards et. al. 2009 showed that fifty-five per cent of the 147 respondents did 

not answer correctly to any of the knowledge questions.  

However it is beyond the human mind to manage all known genetic tests and their interpretations 

without the aid of computerized supports. To illustrate, as of 2013, a genetic test was available 

for about 3000 diseases and one analysed gene may possess about 1200 to 2000 known variants. 

It is not possible for a physician to know all the variants a gene may have, thus it is necessary to 

implement CAA when integrating genetic data to EHR. As for the problem with the lack of time 

for health professionals, WGS can save a lot of time in contrast to individual genetic tests. More 

precisely, as mentioned there are nearly 3000 diseases for which individual genetic tests are 

available, but WGS can retrieve the whole information by one single genetic test, eliminating the 

need for clinicians to order several single gene tests until a particular diagnosis can be 

confirmed. (Welch & Kawamoto, 2013).  

The psychological impact of the information on patients or their families is also among the risk 

factors of using genetic data by physicians. In the past, this issue has been addressed with the 

informed consent process and genetic counselling. However, since the use of genomics in 

medicine is expanding rapidly, there will soon be a need for additional genetic counsellors 

(Manolio et. al. 2013).  
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Genetic professionals in the US today can be divided into two specialties that have arisen to 

provide knowledge about clinical genetics and help manage the diseases (Welch & Kawamoto, 

2013, p. 310). Medical geneticists are physicians who are trained to assess genetic risks, manage 

diseases with a genetic predisposition and provide counselling for individuals and families at risk 

for diseases with genetic basis (American Board of Medical Specialties (ABMS), 2016). Genetic 

counsellors however are masters-level health professionals who work with physicians by helping 

in assessment of genetic risks and communicating genetic information to patients and their 

families (National Society of Genetic Counselors (NSGC), 2008). By 2013 there was one 

medical geneticist per 262,000 U.S. citizens and one genetic counsellor per 105,000 U.S. 

citizens. Whereas the problem of insufficient supply of genetics experts is not expected to 

change in the near future because aspiring clinicians are not choosing the genetics profession at 

the rate that is needed (Welch & Kawamoto, 2013, p. 310).  

As for the burden to clinicians and patients in obtaining, interpreting and managing the results of 

genetic testing, there is a need for new innovative models using social media tools to provide 

counselling and education (Manolio et. al. 2013, p. 262). 

2.8 Framework of the main technological, legal, ethical and social issues 

When the project to determine the whole sequence of a human genome was first announced in 

1990 in the US, there were significant technological barriers for achieving it. However, as 

mentioned in section 2.1 the desire to reach this ambitious goal pushed the technological 

developments in the field of genetics. By the beginning of the 2010’s, the use of full genome 

sequences was already available in certain hospitals, mostly in the US. Whereas, even though the 

genomic data is very large, up to about 1 terabyte for one persons genome as mentioned in 

section 2.2, the availability of compute clusters and cloud computing solves this technological 

issue. Furthermore, by 2014, the technological issue for DNA sequencing quality was solved 

with technological developments by the private company Illumina. However, since this 

development is so recent, the genome sequences existing in different databases still have varying 

quality.  

Because of the technological developments in this field, the technological barriers are no longer 

a significant problem since 2014. However, they were gradually replaced with numerous softer 

issues like social acceptance, ethical challenges and personal privacy. Furthermore, all the 

functions of the human genome have not yet been determined as mentioned in section 2.1 and 

thus returning whole genome data to patients remains under debate. Moreover, the healthcare 
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system is restricted by the amount of financing they have for treating one single person and 

because of that the cost-effectiveness of its use needs to be further studied.  

As the fast, high quality and affordable genome sequencing becomes more and more available a 

lot of opportunities arise, but also concerns about data security and personal privacy. As 

mentioned in section 2.3 a person can be identified on the basis of their genome data and it also 

contains information about a person’s ethnic background, diseases they are susceptible to and 

information on mental diseases. Furthermore, since related individuals have similar genome, the 

disclosure of one person’s genome can also leak information about their closest relatives. 

Because of that, it is necessary to evaluate risks when healthcare institutions process genome 

data and determine if implementing further security measures like encryption if necessary.  

For addressing the issues related to the analytical validity, clinical validity, clinical utility and 

protection of genetic data, a series of regulations and standards have already been put in place, as 

mentioned in section 2.4. Clinical tests in the US have to be performed by CLIA-certified 

laboratories and in order to address the issue of integrating data with variable quality the 

standardisation according to the Genome Variation Format and the Human Genome Variation 

Society’s nomenclature have been proposed. 

 Genetic Information Nondiscrimination Act has been established to prevent health insurance or 

employment discrimination based on genetic information. Similar developments are taking place 

in Europe and on 27 April 2016 the European Parliament and the Council passed regulation 

2016/679 on the protection of natural persons on the case of processing personal data. The 

regulation states that when central national health authorities are processing special categories of 

personal data with genetic data among them, it has to be assured that the data is protected against 

processing by third parties like employers or insurance and banking companies. However, as the 

Human Genome Project has brought with it a change in bioethics, as mentioned in section 2.5, 

the ethical considerations have moved from the benefit of the individual to the benefit of the 

society. Because of that, the new European regulation described in section 2.4, states that 

processing of health related data can be carried out without the consent of the individual for the 

purposes of common good and improving public health.  

Continuing with the ethical considerations, as already mentioned in previous section there has 

been a communitarian turn in bioethics, that has been brought about by the technological 

advances in the field of genetics and consequently established biobank projects in 1999. As 

already mentioned in section 2.5 the debates on the need for informed consent, when public 

benefit is considered were initiated by the changes but there were also ethicists who opposed this 

and emphasised that an “opt-out” option is necessary. Furthermore, as ethical issues are 
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concerned, the cost-effectiveness of the treatment methods creates another ethical dilemma on 

how to balance the interests of the individual with the interests of society. Since in the US about 

64 per cent of residents received their health insurance from private voluntary health insurance, 

this can bring with it important differences from the Estonian system.  

In order to reach the full potential of genomic medicine a push for all patients to integrate their 

results in the EMR is expected. Because of that patients opinions and acceptance has a decisive 

role in the successful integration. As shown in section 2.6 in the US, people’s opinions towards it 

can be considered mostly positive but there are also concerns about insurance and job 

discrimination related to data leakages. Whereas, it can be brought out that the younger 

respondents have advocated more control over their genome data.  

As shown in section 2.7 the uptake of genetic tests by clinicians remains a challenge because of 

their lack of training and time. When some aspects of these issues can be solved by 

computerized support, there is still the need for medical geneticists to assess the risks, manage 

diseases with genetic predisposition and provide counselling. In terms of this there is an 

insufficient supply of genetics experts in the US and by 2013 there were no foreseeable changes 

in regards to this issue.  

In terms of theoretical framework, it can be concluded that a holistic view is necessary to 

comprehend the dynamics of how the emphasis has moved from the technological issues towards 

the softer issues through time. Whereas, when by 2016 the technological barriers are no longer 

an issue, the proper management of risks and cultivating social acceptance have a central role in 

the uptake of this new solution.  
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3. Integration of genomic data in Estonia 

3.1 Emergence of the use of genome data in Estonia 

The benefits of biobanks and epidemiological research related to them was recognized and 

implemented in Estonia starting from 1999. As a consequence, Estonia together with Iceland was 

among the first countries to initiate a population based biobank for the study of common diseases 

and traits in the context of genomic medicine. Whereas when the Icelandic initiative was owned 

by a private enterprise recently acquired by a US multinational biopharmaceutical company 

Amgen, Inc., the Estonian biobank is maintained by the government (Milani et. al. 2015, p. 188). 

Furthermore, as the technological advances in DNA sequencing continue to lower its costs it 

becomes more and more available and Estonian government has already understood the potential 

benefits of genomic data integrated to the EHIS. This can be achieved by implementing 

personalized medicine principles into Estonian health care system and by creating an innovative 

computerized infrastructure for research and development. In the end of 2014, the Estonian 

Ministry of Social Affairs presented the Estonian Government Pilot Project on Personalised 

Medicine for 2015-2018. Two months later, on 30 January 2015 President Barack Obama 

introduced the US Precision Medicine Initiative (Kalda et. al. 2015, p. 4). 

Andres Metspalu, the Director of Estonian Genome Project, elaborated on the benefits of using 

WGS technology in the hospital at the Estonian Medical Students’ Associations’ vision 

conference in 2016. He said that in the past 5 years, technologies that allow the analysis of the 

whole genome even within 24 hours have become available and this can be used in intensive 

care situations, especially for children. Whereas, he says that technology transfer from a research 

laboratory to the hospital takes about 5 years in Tartu and stresses that the ethical and legal 

implications of any technology have to be analysed before it can be used. Furthermore, the 

technology has to be accepted by general public and informing people is important. He mentions 

that exome sequencing that is already a clinically approved method, is used frequently in 

Estonia. (Metspalu, 2016). 
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During a phone interview with professor Andres Metspalu he agreed that public acceptance for 

new technological solutions gives Estonia an advantage. Furthermore, he says that Estonia has 

the best advantages for developing a nationwide solution where genomic data is integrated to the 

eHealth system. Estonia has national eHealth database, ID card and Estonian Genome Center 

with a database of genetic variants of the population. He also says that all the northern countries 

and Netherlands have high readiness.  

3.2 Technological barriers in Estonia 

The Estonian Biobank now belongs under the University of Tartu as the Estonian Genome 

Center at the University of Tartu (EGCUT) and the research institute that was established over a 

decade ago and is now starting to yield valuable longitudinal follow-up data for a large number 

of individuals (Milani et. al. 2015, p. 188). Today, the EGCUT has the necessary infrastructure 

for storing biological samples and several DNA sequencing platforms suitable for WGS 

(EGCUT, 2016). Their dataset consists of biological samples from 50 000 individuals and 20 

whole-genome sequence files have been given to Cypher Genomics (San Diego, US) (Reisberg 

et. al. 2015, p. 38). Furthermore, in a phone interview, professor Andres Metspalu said that by 

May 2016 they have full genome sequences with the high quality accuracy of 30x for 2500 

people. 

The analysis results for exome sequencing are used in the Tartu University Hospital with 

decision support software in order to find potential genetic causes for children with specific 

conditions (Reisberg et. al. 2015, p. 38). Although the full genome sequences have been sent to a 

US company that uses scalable cloud architecture for clinical-grade interpretation of genomes 

(Cypher Genomics, 2016), there is an existing bioinformatics competence in Estonia. Quretec 

LLC (Tartu, Estonia) together with Department of Computer Science (University of Tartu) forms 

a joint Bioinformatics, Algorithmics and Data Mining group (Quretec, 2016). Additionally, in 

regards to the necessity of high performance computing power and available storage, there is a 

high performance computing (HPC) farm located in Tallinn University of Technology (Tallinn 

University of Technology, 2016) and the necessary infrastructure for scientific computing in the 

High Performance Computing Center of University of Tartu (High Performance Computing 

Center, 2016). 

Thus, whether it is more effective to use outsourcing from other countries or using the 

architecture and competences already existing in Estonia, the integration of genomic data to 

EHR is technologically achievable. The report made in collaboration of Software Technology 
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and Applications Competence Centre (STACC), Quretec and University of Tartu analyses the 

current status and future needs of the Information Architecture and Data Management solutions 

for the realization of the national personalized medicine pilot project. One of the conclusions of 

this report is that handling unstructured input information like research articles properly for high-

quality decision support algorithms is far more challenging than the technical side (Reisberg et. 

al. 2015, p. 29). 

On the technological feasibility, the director of Estonian Genome Project professor Andres 

Metspalu commented that as of 2016, the technological readiness is there, but the integration has 

not been carried out because of a legal issue. However, the eHealth expert professor Peeter Ross 

commented that the technological issues are not 100% solved and the main problem lies in the 

difficulties of integrating unstructured data from genetic analyses. He elaborates on the issue and 

says that one of the main problems with this issue is that both genome sequencing data and 

summaries for doctors visits are not presented in a structured form. Because of this, the 

integration of the data cannot be automated and that can be regarded as a technological issue. 

Furthermore, he states: “For me this is a technological issue…the integration would be doable 

but not in a fully automated way.” 

3.3 Data security in Estonia 

Today Estonia has an opt-out type of system for EMR and EHIS, which mean that the state 

collects the data automatically but an individual has the right to close their data. Whereas, for 

underage individuals, aged 0-18 there will be a legal representative who makes transactions and 

activities in the EHR on behalf of them. There is also an attending physician concept, which 

means that the data in the EHIS is accessible to any healthcare professional but all their actions 

in the system are traceable and they can only view a patient’s data if they are treating them. 

(Ross, 2015b).  

Whereas in the past there has been critique that the general level of security of sensitive personal 

data in Estonia is rather low and most often, the breaches of data are caused by malevolent or 

negligent employees of the institutions handling the data not by hackers (Sutrop & Simm, 2004, 

p. 260). Furthermore, Dr. Peeter Ross an Estonian expert on e-health has said in his 2015 lecture 

on basics of e-health at Tallinn University of Technology that there have been cases where 

healthcare professionals have been let go because it was identified they had looked at the 

personal data of individuals who they were not treating.  
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Pertaining to the privacy and data security issue, one of the main issues is the fact that genome 

itself is a unique identifier and thus there is a necessity for encryption of the data and further 

measures to prevent early decryption (Ayday et. al. 2015, p. 63). The report by Reisberg et. al. 

2015 addresses the issue of data security and states that genetic data is individual’s property and 

any access to it should be regulated and tracked. Whereas, when using cloud computing all 

sensitive data will have to be encrypted before entering the cloud. They also conclude that more 

advanced encryption measures and access control schemes have to be implemented using cloud 

computing environments.  

The data exchange will occur over the Estonian X-Road and authenticated, encrypted health 

information will be sent directly to known, trusted recipients via the internet (Reisberg et. al. 

2015, p. 3). The Estonian eHealth expert Peeter Ross commented on the issue during the 

interview and said that when secure data exchange is considered, there are no technological 

issues.  

3.4 Policy and regulation in Estonia 

In relation to policy and regulation in Estonia, the report by Pikani et. al. 2015 states that a 

number of measures has been already established within the Estonian Health Technology 

Assessment (HTA) program concerning screening evaluations and this will be an important basis 

for the personalized medicine program. As for the data accuracy challenges related to the use of 

genetic data in the clinical decision-making in Estonia, the report by several Estonian experts 

addresses the issue of the need for a genetic test to be analytically valid, clinically valid and have 

clinical utility (Pikani et. al. 2015, p. 138). Whereas it is pointed out that guidelines for 

evaluating genetic tests can be followed on the Centers for disease Control and Prevention 

website where they have established and tested systematic, evidence-based process for 

evaluating genetic tests and other genomic technology transitioning from research to clinical and 

public health practice (CDC, 2016). 

Andres Metspalu, the Director of Estonian Genome Project, stated in the Estonian Medical 

Students’ Associations’ vision conference in 2016 that starting from 2014, exome sequencing 

has been approved by Estonian Health Insurance Fund as a diagnostic method (Metspalu, 2016). 

The website of the Estonian Genome Center states that their Core Facility is certified by Illumina 

(Biotechnology company with headquarters located in San Diego, US) Certified Service 

Providers (CSPro) for genotyping, gene expression and sequencing (Estonian Genome Center, 

2016). Some commercial companies in Estonia that are offering genetic testing services have 
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pointed out on their website that they are CLIA certified (Asper Biotech, 2016). However, by 

2012 accreditation of medical laboratories in Europe is primarily according to ISO15189 

(Huisman, 2012) and when this is not mandatory, by 2011 1/3 of Estonian medical laboratories 

were accredited by this standard (Bakhoff et al. 2012, p. 8) and others not accredited also follow 

these requirements (Bakhoff et al. 2012, p. 30). Professor Andres Metspalu has brought out that 

the problem for integrating existing genetic data to EHIS originates from the fact that the 

laboratory of Estonian Genome Center is a research laboratory and not a medical laboratory. 

The requirements for CLIA are also not mentioned in the report by Pikani et. al. 2015, despite 

the fact that they determined the lack of world scale standardization as one of the main risks for 

entrepreneurs. Furthermore, the entrepreneurs have to be confident, that when they develop 

something in Estonia, they will be able to transfer their solutions to bigger markets.  

Moreover, as standards in data messaging are concerned, the report by Estonian experts has 

shown that in architectural decisions, messaging will be implemented through XML based 

international HL7v3 (extended) messages (Reisberg et. al. 2015, p. 21).  Additionally, the report 

by Ross et. al. 2015a also mentions that laboratory analyses in most hospitals’ electronic patient 

records (EPR) already have LOINC classification and pathology locations are captured as 

SNOMED codes (Reisberg et. al. 2015, p. 41). In this respect it can be noted that attention has 

been paid on the fact that international standards are necessary for transferring the data or 

solutions over the borders in the future.  

However a considerable amount of data is presented in non-compliant structures currently but 

regarding this a strategy to establish an organization responsible for the normalization and 

distribution of already gathered genome, health and medical data has been proposed (Ross et. al. 

2015a, p. 5).  

3.5 Ethical challenges in Estonia 

The report by Pikani et. al. 2015 states the importance of informed consent and the protection 

against stigmatization and discrimination, as well as the importance of the fact that tests are 

acceptable for the population and the results made comprehensible. In addition to that they 

conclude that ethical, legal and social issues associated with personalized medicine have to be 

integrated throughout the process of its uptake in the healthcare system. Furthermore, based on 

the research article by Vogenberg et al. 2010, the report states that commercialization of 

personalized medicine tools will surely require further research related to its ethical, legal and 

social implications.  



	 31	

In Estonia, an ethical review of research on the Estonian population genetic database and e-

health databases is legally required (The Parliament of Estonia, 2000; 2001). Dr Andres Soosaar, 

a specialist in ethics of medical research and previous member of the Estonian Council of 

Bioethics among others (University of Tartu, 2016), has said in the Estonian Medical Students’ 

Associations’ vision conference in 2016 that for the Estonian case, the situation is Harju 

keskmine (somewhere in the middle). Whereas there are necessary existing institutions and 

guidelines are being followed. On the topic of ethics committees, the Estonian eHealth expert 

professor Peeter Ross commented that there is a separate ethics committee for the EHIS called 

TIS (Tervise infosüsteemi) and many hospitals have their specific rules for conducting studies. 

Moreover, professor Andres Metspalu has said in a phone interview that adding genome data to 

the everyday work in hospitals does not raise more complicated ethical questions than using 

other health related data.  

Dr. Andres Soosaar also expressed an opinion that in the future, the medicine ethics and legal 

side will merge and there will be an increasing need for ethics committees and their approval for 

different procedures. He also believes that in the case of the autonomy of the individual vs. 

public health benefit, the centre of gravity will move more towards the collective and social 

benefit (Soosaar, 2016). Whereas, within the studies related to University of Tartu Centre of 

Ethics project “The ethical aspects of genetic databases and new technologies: individual versus 

common values and goods” it has been concluded that there is no point in comparing the 

individual and common values because a value can be both individual and common (Sutrop & 

Simm, 2008, p. 513). Furthermore, the study revealed that trust plays a central role and there is a 

need for rational trust which is based on people’s autonomous choices that they can make when 

they have information (Sutrop, 2011, p. 10).  

Dr Andres Soosaar comments on the Additional Protocol to the Convention on Human Rights 

and Biomedicine concerning Genetic Testing for Health Purposes, passed in 2008 in the EU, 

saying that the healthcare monitoring was severely disrupted because of it, with registries closing 

because of the strict policy on informed consent. He also mentions that for this were exemptions 

and the informed consent is not required if data is used for legal reasons or for public health 

purposes. Dr Andres Soosaar continues with describing that for the Estonian Genome Center the 

open informed consent adjusted for biobanking, was used. Whereas, this allows the person to 

give consent to use his/her biological material if the research is up to certain standards and has 

been approved. He believes that this kind of mitigating measures for the strict informed consent 

will be used more in the future for the benefit of social good over individual. (Soosaar, 2016). 
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During the interview with the Estonian eHealth expert Peeter Ross, he brings out the Estonian 

ethics committee decision for an “opt-out” system in EHIS. He continues that the ethics 

committee decided that from the point of view of the individual “opt-in” system would be right 

but from the point of view of public health “opt-out” is right, in order to collect enough data for 

decision making on public health. However, Peeter Ross continues that in the case of genetic 

data things are more complicated and “opt-out” solution is not suitable. This due to the fact that 

when a person decides about closing their data, they will also decide for their parents and 

children, because as mentioned in section 2.3 close relatives share high similarities in their 

genome. Furthermore, he continues with an example of BRCA mutation associated with breast 

cancer. If the person decides they do not want to know about their genetic predispositions, the 

person analysing the data is faced with ethical dilemma. Moreover, they have to decide whether 

to keep quiet about it or find out if this person has a mother or daughter who have the same 

genetic predisposition and may be interested about their genetic risks. Because of these issues, 

the discussion concluded that when “opt-out” system is used, all the data should be visible to the 

family doctor, who can address the issues with relatives, even when one person has said they 

don’t want to know their risks.  

Professor Peeter Ross also brings out that one of the reasons an “opt-out” system was preferred 

in Estonia is the fact that a person’s decisions on their health differ according to their health. It is 

expected that a young person is not able to make adequate decisions on concerning their needs in 

a later age. In the case of “opt-in”, when a twenty-year-old person says they do not want their 

data to be collected, it would be comparable to destroying data because the data would not be 

available for use in the future. 

Professor Peeter Ross concludes that for the Estonian Government Pilot Project on Personalised 

Medicine for 2015-2018 they have decided to take informed consents from all participants. Since 

Estonia has pronounced personalised medicine as one of their priorities, the ethical side will be 

thoroughly looked over in the future. On the one side there is the individual and their relatives 

privacy and on the other side there is the question on whether the person should benefit 

something for the use of their data.  

Furthermore, cost-effectiveness has an important dimension in weighing the decisions related to 

the benefit of the individual vs. social benefit (Pikani et. al. 2015, p. 148). Taking into account 

that in Estonia health insurance system covers about 95% of the population and about two-thirds 

of total health care expenditure comes through solidarity-based mandatory health insurance 

contributions in the form of a social payroll tax (Lai et. al. 2013, p. xix), the consideration of 

public benefit is important. 
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At the Estonian Medical Students’ Associations’ vision conference in 2016 Andres Metspalu, the 

Director of Estonian Genome Project, talked about the common benefits of using clinically 

approved exome sequencing technology in the hospitals in Estonia and that about 30% of cases it 

contributes to finding the cause of the disease. Furthermore, he stresses that two thirds of these 

causes are de novo mutations in the genome, this means that this has developed in the genome of 

the child and is not related to the parents genomes. This has positive effects on reproductive 

decisions of people. (Metspalu, 2016). Furthermore, during the phone interview with professor 

Metspalu he comments on the European regulation 679 where it is stated that health related data 

can be used without a persons consent for public health benefit. He says that Estonia could 

benefit by studying the 250 000 existing genome maps for children. Whereas the mothers have 

given, consent for the analysis but there is no consent from the individuals themselves. He sees 

great potential in this because in that case there would already be usable genetic data for quarter 

of the population.   

3.6 Social acceptance in Estonia 

The data collection for the Estonian Genome Project (EGP) started in October 2002 and related 

to this the Centre of Ethics at the University of Tartu carried through a survey in December 

2002. The results of the study showed that the general attitude towards the project was very 

positive and about 62% of respondents said that they have heard about the project, whereas only 

7% regarded themselves as well informed. Additionally, about 83% of the EGP participants said 

their motivation was to know their own genetic risks. Furthermore, there was a general positive 

attitude and trust towards science and scientists. However, the least trusted sources of 

information about the project were politicians and journalists. In addition to that, large number of 

people had concerns about the misuse of data and mistrust in the institutions that store and 

handle personal data. All in all it can be said the opinions were ambiguous and when on the one 

hand there was mistrust then on the other hand trust in science and the notion that the project will 

make Estonia rich and famous. (Sutrop & Simm, 2004). 

As for recent social opinions towards genomic data and genomic medicine in the Estonian 

context, the report by TNS Emor from spring 2015 where 1213 individuals aged 16 and older 

were questioned, showed that 76%-82% agrees with the benefits of genetic tests. Moreover, 

about 66% agrees that the knowledge about genetic testing is low. Whereas, 6% of Estonian 

population has had a genetic test with most of them having a higher education and their 

motivations have been learning about their health risks and genetic background. In the issue of 



	 34	

who should decide about the necessity of a genetic test, 32% agrees that the patient should 

decide, 27% agrees that it should be a part of a routine check up and 26% thinks that the doctor 

should be the one to decide. Moreover, the younger part of the respondents advocated the role of 

the patient as the one who decides for themself. (TNS Emor, 2015a).  

In the light of general public acceptance towards the use of genetic data, it can be brought out 

that in the past Estonia has been successful in implementing a radical new solution of e-Voting 

by successfully generating public acceptance (Kalvet, 2009, p. 515).  

3.7 Healthcare professionals awareness and expectations in Estonia 

In addition to the opinions of the public, the views of the healthcare professionals have also been 

reported in Estonia. Whereas 40 healthcare professional over Estonia were interviewed in July 

2015 and most of them felt that they do not know enough about genetic data and its use, except 

for oncologists who were familiar with it. The field itself was considered very expensive and 

there were doubts about whether it is affordable in Estonia. In contrast to this, the opinions on 

personalized drugs based on genetic data were positive and healthcare professionals believed it 

would make treatment more effective and help save money on the drugs that would not work. 

Additionally all healthcare professionals, oncologists among them, agreed that thorough 

education and training for doctors and healthcare professionals is necessary. (TNS Emor, 

2015b).  

As already reflected by the opinions of the healthcare professionals, genomic medicine is 

expensive and its cost-effectiveness for social good has to be evaluated. Furthermore, as 

mentioned by Dr Andres Soosaar, concerning the ethical questions the balance moves from the 

individual benefits to the benefits of public health and cost-effectiveness has an important 

dimension in this. In order to understand cost-effectiveness and survival impact of new 

technologies, new methodologies and new approaches are needed, as concluded in a report by 

Estonian experts (Lewis et. al. 2013 cited in Pikani et. al. 2015, p. 148). 
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 4. Discussion 

The analysis of previous research on technological, legal, ethical and social perspectives on the 

use of genome data in hospitals enabled to create a framework which could be applied in the 

Estonian context.  

As concluded in the section 2.8, the technological advances in the field of genetics and ICT 

enable the integration of genomic data to EHRs. In Estonia this integration is doable already in 

2016, but not in a fully automated way. Furthermore, it can be concluded that today there is not 

100% readiness in terms of technological issues, because of the problems in connecting 

unstructured data like genetic data reports and reports from doctors visits. However, in terms of 

data security, it can be concluded that there are no technological issues and attention has been 

paid to the need for encryption of genetic data. 

When regulation is concerned, it can be brought out that international standards are being 

followed in terms of data messaging and for laboratory analyses in the hospitals. The European 

regulation 2016/679 brought out in section 2.4 addresses the free flow of personal data and 

cross-border processing of such data within the Union. In terms of this Estonia should pay 

attention to standardizing the unstructured data brought out in section 3.4, for it to be 

interoperable for cross-border solutions in the future. As for now there is still a significant 

amount of data that is in noncompliant structures and this also raises a technological issue as 

mentioned in the previous section. For a solution to this, an establishment of an organization 

responsible for the normalization and distribution of already gathered genome, health and 

medical data has been proposed in section 3.4. 

Furthermore, when legal issues are concerned, as also mentioned in section 2.4 the medical 

laboratories in the European union are accredited to the ISO15189 standard. One of the issues of 

integrating genetic data to EHIS lies in the fact that Estonian Genome Center has a research 

laboratory and they do not follow the requirements necessary for the medical ones. Although the 

2500 full genome sequences have the high accuracy of 30x, they cannot be directly integrated.  

As for ethical issues are concerned, the framework in the section 2.8 brings out that there has 

been a communitarian turn in bioethics. Furthermore, Estonia has also considered the benefit of 
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the public when introducing the “opt-out” system in the EHIS. However, as genetic data is 

concerned, just “opt-out” system is not enough, because as brought out in the section 2.8 the 

genetic risks of the individual also affect their relatives. So, when a person decides they do not 

want to know about the risks, they also decide on behalf of their closest relatives. Further 

discussion on the ethical issues is required but as for now one of the solutions that have been 

pointed out, is that the family physician should have access to all the data and inform the family 

members who are interested about their health risks.  

As brought out in the section 2.8, there is a need for large amount of patients to incorporate their 

genome data to their EPRs for the advancement of genomic medicine. It can be concluded by 

this, that patient perspectives and social acceptance will drive the further developments in this 

field. There is a general positive attitude towards genomic medicine, both in the US and in 

Estonia. However, it can be highlighted that in the US, there are also several concerns about 

discrimination mostly when health insurance is concerned. This can be attributed to the fact that 

the US has a primarily privately financed health insurance as mentioned in section 2.5 but 

Estonia has a solidarity-based health insurance brought out in section 3.5.  

Furthermore, younger people both in the US and in Estonia advocated more control over their 

data. This issue has been discussed in Estonia and professor Peeter Ross brings out that one of 

the reasons why the “opt-out” system was preferred was the fact that when younger people make 

the decision to close their data, they can always reopen it in the future. It was considered that 

younger people are not able to make far-reaching decisions about their future health needs and in 

this case, the data would not be lost.  

As seen in section 2.7 the lack of uptake of genetic data by clinicians in the US can be attributed 

to the fact that there is lack of knowledge and training. In Estonia the healthcare professionals 

opinions on personalised drugs based on genetics have been reported positive as shown in 

section 3.7. However, both healthcare professionals in the US and Estonia bring out the need for 

additional training and education in this field.  

Overall, it can be concluded that the hypothesis set in the first part of this thesis held up partially. 

As for the Estonian case, the technological issues are not 100% solved in terms of achieving a 

fully automated solution but the integration is technologically doable nevertheless. On the 

second part of the hypothesis it can be said that over time the main focus has moved from the 

technological issues towards softer issues like personal privacy, ethical questions and social 

acceptance. In terms of this, there is a general positive attitude towards genomic medicine in 

Estonia.  
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5. Conclusion 

This thesis focused on analysing the technological, legal, ethical and social perspectives of 

integrating genetic data to the Estonian Health Information System (EHIS). As a result the main 

findings can be highlighted as following: there is a need for standardizing data in different 

databases, the laboratories conducting genetic analyses for the integration should follow the 

requirements for medical laboratories, further discussion is needed on the ethical issues, there is 

a need for training and education of healthcare professionals and there is an overall positive 

attitude towards genomic medicine.  

In terms of unstructured data, there is an overall need to introduce international standards in the 

working environments of institutions handling data. This is important both in terms of 

integrating data within the scope of the national system, but also for the interoperability of cross-

boarder healthcare solutions in the European Union. Not all data problems can be solved with 

standardisation and since there are various future sources of unstructured data, like for example 

new published research, Estonia should use a technological solution. For example, the 

supercomputer IBM Watson cognitive technology is already used in practice in several cancer 

centres in the US (Doyle-Lindrud, 2015). Although it would take several years to teach Estonian 

to the supercomputer, it can serve as an important tool in the future.  

In terms of the requirements for the medical laboratories, Estonia should on the one hand keep in 

mind that the data would comply with international standards, but on the other hand find a way 

to use high quality data already existing in the Estonian Genome Center laboratory.  

When ethical issues are considered a thorough discussion is still required to find the best 

solution. Furthermore, there is a need for discussion on what the person should benefit if their 

data is used to develop new treatment methods or medicine. As for now during the pilot project 

the informed consent approach will be used.  

In conclusion it can be said that the current position is a good starting point for Estonia and 

because there are already existing nationwide IT solutions and mostly positive attitudes towards 

genetic data the realisation of the project within the coming years is possible.   
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