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Terms

Authoritative
source

elD means

elD scheme

Level of assur-

ance (LoA)

Peer review

According to the Implementing Regulation (EU)
2015/1502, the authoritative source can be any source
independent of its format that can be relied upon to
provide accurate data, information and/or evidence in
the identity proofing process.

According to the elDAS regulation means a material
and/or immaterial unit containing person identification
data and which is used for authentication for an online
service.

According to the elDAS regulation means a system for
electronic identification under which electronic identifi-
cation means are issued to natural or legal persons, or
natural persons representing legal persons.

According to ISO/IEC 29115, a LoA describes “the degree
of confidence in the processes leading up to and includ-
ing the authentication process itself, thus providing as-
surance that the entity claiming a particular identity (i.e.,
the entity) is in fact the entity to which that identity was
assigned”. According to the elDAS regulation, an elD
scheme can be notified on assurance levels "low", "sub-
stantial" and/or "high" [42].

According to article 7 of the Implementing Decision (EU)
2015/296, peer review is a mechanism for cooperation
between member states designed to ensure interoper-
ability and security of the notified electronic identifica-
tion schemes.
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1 Introduction

Electronic identification of users is an essential component of the digital society enabling
safe and high-quality e-service provision. Therefore, it is vital that service providers can be
sure that they provide services to the correct persons. In the public sector, the authenti-
cation of users is particularly relevant as accurate identification is directly related to trust
in the government and its services. However, from the user s perspective, the authenti-
cation procedure is often seen as a formality they would rather skip. Therefore, public and
private sector service providers are motivated to find a balance between secure and con-
veniently usable authentication solutions. Moreover, the need for cross-border service
provision has increased over the years, bringing interoperability aspects of authentica-
tion into the discussions.

This research focuses on European countries’ electronic identity (elD) schemes and
analyses the current elD cross-border recognition process. This dissertation aims to facil-
itate the interoperable use of elDs in the European internal market by proposing a multi-
faceted assessment framework for electronic identity schemes, moreover, with the per-
spective to apply the framework in cross-border use cases with third countries.

According to the latest United Nations (UN) e-Government survey, all European Union
(EU) countries have a very high e-Government Development Index (EGDI) [174]. Further-
more, the survey shows that eight European countries are among the top 15 leading coun-
tries in e-government development in the world [174]. However, being all highly ranked,
each country is unique and has built its technical ecosystem. Therefore, it is impossible to
accept the systems automatically for cross-border use.

The mutual recognition of member states elD schemes is the basis of the current Eu-
ropean elD interoperability framework. To ensure a high-security level and comparability
of the elD schemes of different countries, the European Commission has established a
Cooperation Network (CN) consisting of member state elD experts who assess the elD
schemes based on peer review. The author of this dissertation has been a representa-
tive of Estonia in the CN since 2021 and participated in the elD schemes peer reviews of
Sweden, Norway, the Czech Republic, the Netherlands, Austria, Denmark, Liechtenstein,
Poland, Bulgaria and Slovenia.

However, the peer-review process is time-consuming and bureaucratic. With the pre-
notification, administrative procedures, and implementation, the peer-review process may
take one to 1.5 years. Considering the constantly changing technological environment and
cybersecurity situation, ensuring that the peer-review process is effective and enables the
notification of the changes made in the national elD schemes operatively is essential.

The need for transparent, secure, and fluently functioning cross-border authentication
solutions and analysis of the existing time-consuming peer review process leads to the
main research question of this dissertation:

e How to design a framework for assessing electronic identity schemes?

Answering this question presumes an in-depth understanding of the national elD prac-
tices, an analysis of the elDAS regulation and its implementation in EU countries, as well
as an analysis of the existing elD peer review routines. Therefore, the author constructed
three auxiliary research questions for the main research question.

e What are the different elD practices at the level of the member states in terms of
elDAS implementation? (National elD practice analysis) (SRQ1)

e Which challenges have been encountered by the member states during the elDAS
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implementation, stemming from EU elDAS practice? (EU elDAS practice analysis)
(SRQ2)

e How do the member states recognise elD schemes of other countries to enable the
cross-border e-service provision? (SRQ3)

Before it is possible to design a multifaceted assessment framework for elD schemes,
it is essential to understand national elD practices and how elD ecosystems work. There-
fore, the author analyses Estonian elD technical solutions, Estonian elD stakeholders, and
the Estonian elD strategy. The interoperability perspective requires a broader analysis at
the European level. For that purpose, the author focused on the elDAS implementation
practices. The aim was to identify member states’ challenges during the eIDAS implemen-
tation. After understanding the national and EU perspective, it was possible to focus on
the processes enabling the interoperable usage of the elD schemes.

To propose the multifaceted assessment framework for elD schemes (elDAF), the au-
thor follows a design science (DS) research methodology. Three theoretical concepts sup-
port the research activities,i.e., identity theory [25], institutional design by Koppenjan
and Groenewegen [80], and technology assessment (TA) [54, 53]. Identity theory helps
to understand different aspects of identity and how these identities are connected [25].
Institutional design by Koppenjan and Groenewegen provides a framework for describ-
ing complex socio-technological systems and is suitable for multi-layer ecosystems like
elD [80]. Finally, the technology assessment approach addresses the social and techno-
logical challenges and offers different methods that the author analyses while proposing
the assessment framework for elD schemes [54, 53]. During the research, the author used
qualitative and quantitative data collection methods. Finally, the research results are vali-
dated using expert interviews and three scenarios (Denmark, the Czech Republic, and the
Netherlands).

This dissertation consists of thirteen chapters. In the introduction in Chapter 1, the
author introduces the research question and the research aim. In Chapter 2, the author
presents the overall research design and methodology. Chapter 3 overviews the elD and
elDAS related literature. Chapters 4 and 5 form the dissertation’s theoretical and practical
background. Chapter 4 describes three theoretical concepts (identity theory, institutional
design by Koppenjan and Groenewegen, and technology assessment) that the author uses
as a theoretical basis for the dissertation. Chapter 5 provides an overview of the eIDAS reg-
ulation and its stakeholders and describes the elD schemes notification process together
with the list of already notified elD schemes. Moreover, the author gives a short overview
of the practical implementation of the elDAS regulation. Chapter 6 focuses on analyzing
of the existing elD peer review routines in the EU, followed by the expert interview results
presentation in Chapter 7. Chapter 8 introduces a multifaceted assessment framework for
elD schemes designed by the author. Chapter 9 presents the evaluation interview results
and recommendations made by the experts. Chapter 10 describes peer review scenar-
ios of three countries (Denmark, the Czech Republic, and the Netherlands) as a part of
the evaluation. The author provides an overview of the research limitations in Chapter 11
and discusses the future research perspective in Chapter 12. The author concludes the
dissertation in Chapter 13.
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2 Research Design and Methodology

This chapter provides an overview of the research design of the dissertation and describes
in detail the used research methodology and data collection methods. Firstly, the author
introduces the overall research design, then gives a detailed overview of how the research
methodology was applied and how the data was collected. Finally, the author describes
the research results validation procedure.

2.1 Research Design

This research is designed inductively using a bottom-up approach. To develop an assess-
ment framework for the cross-border use of elD schemes, understanding the concept of
electronic identity and how it works nationally is essential. Then it is possible to move to
the more complex levels. Therefore, the author started the research activities from the
national elD practice analysis and continued the work at the EU level.

The author follows the logic of a complex adaptive systems (CAS) model to frame the
research design [106] and integrates it into the elD context. CAS model fits perfectly for
the elD systems as it reflects the connection between the individual and collective level
of using information and communication technology-based solutions [106]. It also repre-
sents the close interrelation between the user, technology, and e-services. Moreover, the
author added the normative environment dimension to the model as it plays a significant
role in the elD field on both levels.

Fig 1 presents the multifaceted approach of this research. First, the author started the
study from the individual level and analysed national elD practices from different perspec-
tives, answering the first auxiliary question, "What are the different elD practices at the
level of the member states in terms of elDAS implementation?" (SRQ1).

Normative environment

Member state

Cross-border elD scheme
e-services

Collective level

User

|
i Bottom-up Top-down
i e-service elD means

| Individual level

Figure 1: Research design. Model design by author based on a CAS model [106].
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Table 1 provides an overview of the publications that answer SRQ1. Using Estonia as a
case study, the author covers three different layers (user, elD means, and e-service) at the
individual level. More specifically, the author addressed the following main topics in the
publications:

e elD stakeholders analysis (publications 1, V, VI, XI, X);

e elD token analysis (publications, V, VI, X);

e role of the elD in the e-service provision (publications I, V, VI, XI, X);

e security incident management in the elD context (publications VI, Xl);

e elD as a state critical infrastructure component (publications 1, VI);

e national elD strategy building (publication V);

e Estonian e-residency project analysis (publication X);

¢ elD public acceptance in Estonia and user preferences (publications Vil, VIII);
e elD infrastructure components analysis (publications |, VI, Xil);

e elD legal framework analysis (publications V, IX).

Table 1: Correlation of the research publications to the research questions

How to design a framework for assessing electronic identity schemes?
SRQ No | ] M | Iv [V | VI VI VI IX | X | XI| X X
SRQ 1 X X X X X X X X X
SRQ 2 X X X
SRQ3 X X X X X

Table 1 provides an overview of the publications that answer SRQ2. The author covers
the member state view, elD scheme notification, and cross-border use of elDs under the
elDAS regulation. The author covered the following main aspects:

e analysis of the elDAS Regulation development (publications 11, IV, XIlI);

o elDAS Regulation implementation challenges analysis according to the practice of
Estonia and the Netherlands (publications II, 1V);

e analysis of the stakeholder “s expectations towards the elDAS Regulation (publica-
tions 11, V).

Those publications focused on the national elD practice in-depth analysis, providing valu-
able input to further research from the user, technology, and organisational perspective.
Moreover, the author analysed the elD from the critical infrastructure point of view.

The research activities continued on the collective level. The author analysed elD
practices and elDAS Regulation and its implementation challenges in other EU countries.
Moreover, the author researched the revised version of the eIDAS Regulation (elDAS v2).
As a result, the second auxiliary question, "Which challenges have been encountered by
the member states during the eIDAS implementation, stemming from EU elDAS practice?"
(SRQ2), was answered.
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Based on the input from the individual and collective level, together with the anal-
ysis provided in this dissertation, it was possible to answer the third auxiliary question,
"How do the member states recognise elD schemes of other countries to enable the
cross-border e-service provision?" (SRQ3). Responding to this question presumed well-
organized analysis through different organisational and technical layers of the elD ecosys-
tem. Therefore, the author decided to rely on the theoretical concept of the institutional
design for complex technological systems proposed by Koppenjan and Groenewegen [80].

Table 1 provides an overview of the publications that help to answer SRQ3. In addition
to the member state practice analysis, the author had to research the legislative environ-
ment separately to answer the SRQ3. The author analysed member state elD practices,
normative environment, and internal processes, focusing on the following aspects:

e organisational role division and responsibilities in the member states in the elD
schemes recognition process (publications 1V, V, XIll and Section 5);

e normative environment analysis (publications I, 1V, V, IX and Section 5);
e mutual recognition process analysis (publication IV and Section 6);
e mutual recognition practice analysis based on the expert feedback (Section 7).

This dissertation combines the paradigms of pragmatism and interpretivism [51, 100].
Pragmatism formulated by philosophers Peirce, James, Dewey, and Mead is often linked
with constructive knowledge, action, and intervention and is suitable for qualitative re-
search in information systems [51]. The application of pragmatism can be seen in the last
part of this research when the author focuses on how experts peer review the elD schemes
in practice [50]. Moreover, pragmatism is a suitable approach in the case of design science
research [51], which is used as the the primary methodological approach for this research.

Interpretivism, on the other hand, enables understanding complex socio-technical
phenomenons like the use of electronic identity schemes on the national and cross-border
scale [83]. According to interpretivism, reality cannot be explained without understand-
ing social actors in it [109]. Therefore, the author is guided by interpretivism, especially
in the first part of the research, when it was essential to understand the stakeholders,
their roles, and their interrelations on the national and EU level together with the legal
framework.

Combining those two paradigms enables a broader approach to the research topic.
Moreover, the author applies inside the design science paradigm the methods such as
case study [182] to understand particular social phenomenons related to the electronic
identity (i.e., normative environment, stakeholders, users, etc.). When pragmatism was a
suitable paradigm for design science [51], then interpretivism matched well with the case
study methodology [109].

Finally, the author proposes an assessment framework for elD schemes based on the
input collected during the research. Triangulation of data and theories ensures a versatile
approach to the research question [47]. Section 2.2 gives a more detailed overview of the
applied research methodology.

2.2 Research Methodology

This research follows the design science (DS) research methodology [60]. The design sci-
ence paradigm is oriented to problem-solving and originated from engineering [60] and
the sciences of the artificial [133]. Current research tries to solve the interoperability chal-
lenge in the field of elD by proposing an assessment framework for elD schemes ” cross-
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border use. DS research guidelines give a clear path to meet the research goal. Therefore,
the author selected DS as the primary research methodology for this dissertation.

The author admits that the DS methodology is information systems (IS) discipline cen-
tric. However, according to the DS, the research artifacts can be "constructs, models,
methods or instantiations" [60]. The DS framework design can refer to a process and
a product [60]. The proposed elD schemes assessment framework (an artifact of this
research according to DS) offers one method to identify whether the elD solution cor-
responds to a certain assurance level. During the design process, the author analyses
existing peer review process and other sources and proposes the assessment framework.

Information systems are not independent units but are influenced by organisational
structures where they are implemented. Therefore, it is essential to combine DS research
with the elements from behavioral science supported by theoretical institutional design
framework [80, 60]. Fig 2 presents the DS framework in combination with the behavioral
approach proposed by Hevner, March, Park, and Ram [60]. The environment consist of
people, organisations, and technologies. Therefore, the author focused in the first part
of the research on the national elD practice analysis, elD stakeholders and their roles,
the elD ecosystem and its components, and user preferences. As the business needs are
assessed through the organisational strategies and structures [60], the author analyses
elD strategy-building process separately.

The behavioral approach relies on the development and justification in the research [58].
Analytical and experimental methods, case and field studies, and simulations are applica-
ble within behavioral science [179, 60]. Therefore, the author has used case study method-
ology in several research activities. A detailed overview of the used methods and data
collection procedures is presented in sub-chapter 2.3.

Culture
Processes

Communications
¢ Architecture

Development

capabilities

T

Justify/Evaluate

Field Study

* Simulation

Environment Relevance IS Research Rigor Knowledge Base
People Foundations
Roles Develop/Build * Theories
Capabilities * Theories Frameworks
Characteristics i * Artifacts i Instruments
Business Applicable Constructs
Organizations needs knowledge Models
¢ Strategies { Methods
e Structure & Instantiations

Methodologies
* Data analysis

* Analytical
Technology «  Case Study techniques
* Infrastructure «  Experimental Formalisms
* Applications Measures

* Validation criteria

Application in the appropriate environment

Additions to the knowledge base

Figure 2: Framework for information systems research by Hevner, March and Park; retrieved entirely
from [60] page 80.

DS s main keywords are building and evaluation [59]. The author designs an artifact
following DS guidelines. The evaluation process is described in sub-chapter 2.4. Fig 3
presents the seven-step process of the DS research starting from artifact design and prob-
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lem relevance to the final research results communication [60]. Table 2 reflects how the
author follows the DS guidelines throughout the research. It has to be noted that the
author uses a broader definition of an IT artifact [60]. To demonstrate the study'’s rigor,
sub-chapter 2.3 focuses in-depth on the data collection and analysis description, and sub-
chapter 2.4 provides an overview of the validation procedures used for this research.

No Guideline Description

1 Design as an artifact Design-science research must produce a viable artifact in the
form of a construct, a model, a method, or an instantiation.

2 Problem relevance The objective of design-science research is to develop
technology-based solutions to important and relevant business
problems.

3 Design evaluation The utility, quality, and efficacy of a design artifact must be

rigorously demonstrated via well-executed evaluation methods.

4 Research contributions Effective design-science research must provide clear and
verifiable contributions in the areas of the design artifact, design
foundations, and/or design methodologies.

5 Research rigor Design-science research relies upon the application of rigorous
methods in both the construction and evaluation of the design
artifact.

6 Design as a search process  The search for an effective artifact requires utilizing available

means to reach desired ends while satisfying laws in the
problem environment.

7 Communication of research  Design-science research must be presented effectively both to
technology-oriented as well as management-oriented
audiences.

Figure 3: DS research guidelines by Hevner, March and Park; adapted from [60].

2.3 Data Collection and Analysis

Within this research, it is possible to distinguish three data collection rounds. Fig 4 presents
the data collection stages and used data collection methods in each step. Data collection
in the first stage focused on the data related to the national elD practices and addressed
the SRQ1. In the second stage, the author analysed the data related to the EU level and el-
DAS regulation implementation practice answering the SRQ2. In the third stage, when de-
signing the assessment framework, the author analysed legislation, standards, and other
documentary sources and conducted semi-structured interviews with the CN experts ad-
dressing the SRQ3. Chapter 7 provides an overview of the qualitative interview results
from the third data collection stage. It has to be noted that some publications of the
author help to answer more than one SRQ.

2.3.1 First Data Collection Stage

The first data collection stage included several research activities focusing on different
aspects of the national elD practice. Table 3 gives an overview of the research method-
ologies and data collection procedures used in the first data collection stage. The case
study was mainly used as a methodological approach (in seven research actions). The au-
thor used an approach oriented toward action design research (ADR) in two cases. The
data was collected in qualitative and quantitative ways. The author analysed the legisla-
tion and other documents (L/D), conducted interviews (1), and reviewed existing literature
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Table 2: Application of DS guidelines

Guideline

Application

(1) Design as an Artifact

As aresult of the research, a multifaceted framework
for the elD schemes assessment is proposed.

(2) Problem relevance

The objective of the research is to create a multi-
faceted assessment framework for elD schemes to
enable their cross-border use.

(3) Design evaluation

Designed artifact is rigorously evaluated using
scenario-based method [60] and expert interviews.

(4) Research contributions

The contribution is artifact itself that can be practi-
cally used in the elD schemes assessment process.

(5) Research rigor

The author has applied rigorous methods as case
study, action design research (ADR), qualitative and
quantitative research methods throughout the de-
sign process. Descriptive method is used for the DS
evaluation.

(6) Design as an search pro-
cess

The author analyses various sources (legislation, stan-
dards, work processes, theoretical concepts) to solve
the research problem.

(7) Communication of re-
search

The research results are presented at the PhD de-
fence and reflected in the author “s publications. The
author plans to present the results at the CN meeting

1%t Stage

2" Stage 3rd Stage

Figure 4: Data collection during the research.

(LR). elD user perspective is reflected through survey (S) results. In this case, the author
helped to design the survey questions and contributed to the research design. The author
has worked in parallel as a practitioner in the elD domain at the Estonian Police and Border
Guard Board (PBGB) and the Information System Authority (ISA). Moreover, the author is
a member of the CN. Therefore, the research papers also include expert knowledge (EK)

from practice.

Publications VI, V, Xll and IX cover elD legislation analysis on the national level
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Table 3: Methodology and data collection - national elD practice (SRQ1)

Pub No | Methodology L/D| 1 LR|S | EK
| Action design research X | x X
\" Action design research

VI Case study X X
Vil Case study

VI Case study

IX Case study X

X Case study X | X

Xl Case study X X
Xl Case study X X | x

(L/D) - legislation/document analysis; (1) - interviews; (LR) - literature review; (S) - survey;
(EK) - expert knowledge.

based on Estonian example. In addition to the juridical documents, the author analysed
international standards, guidelines, strategic documentation and development plans. In
case of publication IX, the author broadened the scope rather than elD and analysed
e-governance related normative acts and their dependencies. Data was collected using
official websites of government authorities. Legislation data was collected using Estonian
official legislation database Riigi Teataja’.

The first data collection stage contained four different interview rounds. To understand
the national elD strategy, stakeholders, and roles, the author conducted twelve individual
non-standardized interviews [31] with Estonian public and private sector representatives
closely related to the elD field. Interviews were recorded, transcribed, and thematically
analysed [23]. More detailed overview of the data collection and analysis of these twelve
interviews is described in publications 1and V.

Data exchange framework and national interoperability architecture and implemen-
tation practice are analysed in publication Xll. Ten experts were interviewed from differ-
ent countries having x-road implementation experience. Interviews were recorded, tran-
scribed, and thematically analysed using NVivo software [39]. A more precise procedure
is provided in publication XII. It has to be noted that in this research activity, the author
was not the one who conducted the interviews but helped to present the research results.

elD ’s national perspective included also security, risks, and incident management.
Publication Xl presents how Estonia handled in 2017 security vulnerability called Return
of the Coppersmith’s Attack (ROCA). The study is based on 32 semi-structured interviews
with 41 individuals (including the author of the dissertation). The Estonian Information
System Authority ordered the study from the Tallinn University of Technology (TalTech) [175].
An overview of the thematic analysis and identified themes and codes is presented in pub-
lication XI.

Finally, the author researched Estonian the e-residency phenomenon from the state
and entrepreneur s perspective. e-Residency is a new concept in the field of elD and,
therefore, worth a separate study. Twelve semi-structured interviews were conducted
(five with public sector and seven with private sector representatives). The interviews
were conducted by the master “s student supervised by the author. The author proposed
the research design, helped form the interview questions, and analysed the data. Data
collection and analysis details are available in the publication X.

'www.riigiteataja.ee
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In the framework of publications 1, XlIl and X, literature reviews were conducted.
elD user preferences and factors affecting the elD public acceptance were studied via an
online survey. Two hundred sixty-eight respondents holding at least one of the Estonian
elD means took part in the online survey created using the surveymonkey.com platform.
The author helped to design the research and survey questions. Overview of the survey
design and results are presented in the publications VIIl and VII.

To sum up the first data collection phase, the research results contain input from 66
qualitative interviews and feedback from 268 online survey respondents together with de-
tailed Estonian e-governance legislative environment and other related documents (guide-
lines, standards, strategies, etc.) analysis, three literature reviews and author ‘s expert
input from practical work experience.

2.3.2 Second Data Collection Stage

The second data collection phase focused on the European Union practice analysis and
elDAS regulation implementation. Table 4 gives an overview of the research methodolo-
gies and data collection procedures used in the second data collection stage. The author
uses action learning and case study research methodologies in the second data collection
stage. The data was collected using mainly qualitative methods. The author analysed EU
legislation and other elD-related documentary sources, provided a literature review, and
conducted a workshop to identify the elDAS regulation implementation challenges.

Table 4: Methodology and data collection - EU practice analysis (SRQ2)

Pub No | Methodology L/D| EK| LR | WS
Il Case study X X | x

v Action learning X X
Xl Case study X X

(L/D) - legislation/document analysis; (EK) - expert knowledge; (LR) - literature review;
(WS) - workshop.

The author identified challenges related to the elDAS regulation implementation by
comparing the Estonian and the Netherlands practices. The author conducted a two-day
workshop between experts from both countries. On the first workshop day, the experts
mapped elDAS-related challenges. On the second day, we focused on finding the solutions
to the previously mapped challenges. The author facilitated the discussions and partici-
pated as an expert in the workshop activities. After the workshop, the author digitized
the workshop materials and presented the findings and detailed workshop description in
the research paper V.

This two-day workshop was part of a larger collaboration project conducted on 18.11-
21.11.2019 in Tallinn. The author was one of the main organisers of the event. In addition
to the elDAS implementation challenges, development of data exchange infrastructures
of Estonia and the Netherlands was researched. The results and research design are pre-
sented in publication XIII.

elDAS regulation revision triggered the need to analyse the latest developments re-
lated to the eIDAS regulation. From the research perspective, it was essential to un-
derstand stakeholder” expectations and the EC’s political directions. Therefore, publi-
cation Il presents a summary of the public, private, and academic sector feedback and
expectations towards the elDAS regulation submitted during the public consultation pro-
cedure launched by the EC. 156 pages of material were thematically analysed, and the
results were compared with the revised elDAS regulation proposal presented by the EC.
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Publication 1l describes the exact data collection procedure together with the literature
review and comparative juridical analysis.

The second data collection stage results include four-day workshop materials held be-
tween Estonia and the Netherlands, eIDAS regulation development and implementation
analysis, and 156 pages of elDAS regulation feedback from the stakeholders.

2.3.3 Third Data Collection Stage

The third data collection stage enables answering the SRQ3 and provides direct input to
the elD assessment framework design process. Table 5 gives an overview of the research
methodologies and data collection methods used within the third data collection stage.
These works from previous data collection stages directly support the outcome of the dis-
sertation. In addition to the publications mentioned in table 5, the author has conducted
a literature review of elD and elDAS-related work (presented in chapter 3) and analysed
existing elD peer review routines in the EU (presented in chapter 6).

Table 5: Methodology and data collection - framework proposal design (SRQ3)

Pub No | Methodology L/D| | LR | WS | EK
[ Case study X X | x

v Action learning X X
\" Action design research X X X
Xl Case study X X

(L/D) - legislation/document analysis; (1) - interviews; (LR) - literature review; (WS) -
workshop; (EK) - expert knowledge.

To understand practically how member states recognise the elD schemes of other
countries, the author of this dissertation conducted ten qualitative semi-structured in-
terviews with eleven CN experts from nine European Economic Area (EEA) countries. The
main aim was to understand the actual working process and obstacles in the current work-
ing process. Table 6 provides an overview of the interview participants and their country
of origin. The interviewees were selected based on their active participation in the peer
reviews and availability. Active participation means that the CN member has participated
as an active member and/or has been a coordinator or rapporteur at least in two peer
reviews in the last two years.

Participation in the peer review process is voluntary, and some CN members do not
choose any role in the peer review process or take part only as observers. Therefore, these
CN members were not considered as a target group of the interview.

The duration of the interview remained approximately 40 minutes up to an hour. The
interviews were conducted using MS Teams or Skype for Business online platforms. The
interviews were recorded, transcribed, and analysed using NVivo qualitative data pro-
cessing software?. The author conducted thematic analysis following the qualitative data
analysis steps identified by Creswell [31]. Fig 5 presents the Creswell data analysis model,
slightly modified for this research by the author. First, the author transcribed the inter-
views and then organized them for further processing. The author read the whole material
and coded the text using NVivo software. Then, the author identified the main themes
and descriptions from the expert interviews and finally interpreted the results. Data ac-
curacy was validated through triangulation of different data sources [31].

The interview results give practical input to the elD assessment framework design.

2https://www.alfasoft.com/en/products/statistics-and-analysis/nvivo.html
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Table 6: Interview participants

Name of the Organization Country No of Interviewees
Information System Authority (ISA) | Estonia 1
Secure Information Technology | Austria 1

Centre (A-SIT)

Ministry of the Interior

Czech Republic

The Federal Office for Information | Germany 2
Security (BSI)

Agency for Digital Government Denmark 1
Kirei - Information Security Sweden 1
Federal Public Service Policy and | Belgium 1
Support (BOSA)

French National Cybersecurity | France 2

Agency (ANSSI)

Logius - Ministry of the Interior and
Kingdom Relations

The Netherlands

Validating the Accuracy

Interpreting the meaning

of the Information

>

Interrelating themes, descriptions

7

Identifying main themes and descriptions

{>

Coding the data by NVivo

1t

Reading through all transcribed material

1b

Organising and preparing the transcriptions for

further analysis

{}

Transcribed interviews

Figure 5: Data analysis model. Source: Creswell model [31] modified by author.
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The interview results are presented in chapter 7, and they will be used, together with
other data sources (legal and documentary texts, standards, guidelines, etc.), in the elD
assessment framework proposal.




2.4 Validation Procedure

According to the DS, the quality of the artifact shall be rigorously presented using a suit-
able evaluation method [60]. Quality can be evaluated from different perspectives (e.g.,
functionality, usability, performance, etc.) or how the solution serves the organization’s
interests where it was implemented [60]. It is essential to understand if the designed
solution, method, or framework is applicable in a particular business environment. The
quality is achieved when the artifact meets the initial expectations and requirements and
can solve the problem for what it was designed [60].

In this research context, the designed assessment framework needs to enable effec-
tive evaluation of the elD schemes. It has to be possible to identify if the elD scheme
corresponds to a certain assurance level and whether it is secure for cross-border use.
According to the DS, suitable evaluation methods include observations, analytical, exper-
imental, and descriptive methods, and testing [60]. Fig 6 gives an overview of the possible
evaluation methods in the DS research.

Nr Method Description
1 Observational Case study: study artifact in depth in business environment.

Field study: monitor use of artifact in multiple projects.
2 Analytical Static analysis: examine structure of artifact for static qualities (e.g., complexity)
Architecture analysis: study fit of artifact into technical IS architecture.

Optimization: demonstrate inherent optimal properties of artifact or provide
optimality bounds on artifact behavior.

Dynamic analysis: study artifact in use for dynamic qualities (e.g., performance).

3  Experimental Controlled experiment: study artifact in controlled environment for qualities (e.g.,
usability).

Simulation — execute artifact with artificial data.

4  Testing Functional (black box) testing: execute artifact interfaces to discover failures and
identify defects.

Structural (white box) testing: perform coverage testing of some metric (e.g.
execution paths) in the artifact implementation.

5  Descriptive Informed argument: use information from the knowledge base (e.g., relevant
research) to build a convincing argument for the artifact’s utility

Scenarios: construct detailed scenarios around the artifact to demonstrate its
utility.

Figure 6: Evaluation methods according to DS. Source: Hevner, March, Park, Ram [60].
While choosing the evaluation method, the author reviewed five DS artifact evaluation
methods described in fig 6. The author had to take into account the following limitations:

¢ elD scheme peer review process is time-consuming and can take together with the
pre-notification process up to 6 months;

¢ elD scheme peer review process engages various parties from different countries;

e elD peer review has to be carried out following the EU legislation and according to
the agreed guidelines.

Considering the limitations, it was impossible to perform evaluation activities during the
peer review process. Therefore, the author conducted two evaluation activities: initial
evaluation using expert interviews and scenario-based evaluation.
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Moreover, the author found that descriptive evaluation, more specifically, the scenario-
based evaluation method, best suits this research. Illustrative scenarios are one of the
most commonly used methods in DS evaluation [115]. The scenario-based evaluation
method enables evaluating the suitability of the designed artifact based on the scenar-
ios constructed according to the conducted peer reviews.

Therefore, the author described three scenarios for the evaluation based on the peer
reviews of Denmark (peer review conducted in 2022), the Czech Republic (peer review
conducted in 2021), and the Netherlands (peer review conducted in 2022). Those coun-
tries were selected because they reflect the most recent peer review practice (peer re-
views conducted in 2021/2022), and selected elD schemes cover levels of assurance "sub-
stantial" and "high". In addition, chosen schemes contain technological components that
made the peer review of a scheme more challenging.

Scenario-based evaluation helps to understand if the framework is practically appli-
cable and provides additional feedback about the quality of the designed solution. The
design artifact is evaluated ex post [119]. Detailed evaluation process and selected scenar-
ios are described in chapter 10.

To increase the inner validity of the proposed framework, the author conducted three
additional interviews with the CN experts, who participated in the assessment framework
designing process. Through the interviews, the author wanted to understand whether
the drafted framework is applicable in real life. Moreover, the interviews gave valuable
feedback to improve the initial framework. The author changed the initial framework draft
proposal based on the interviewees’ feedback. The final version of the elD assessment
framework (elDAF) is presented in Chapter 8. A detailed description of how the interviews
were conducted is described in Chapter 9.
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3 Related Work

This chapter provides an overview of the elD-related work published in English relevant to
this research context. The author used a Google Scholar search engine to identify the elD-
related work. The following keywords were used for the search: "electronic identity" (4
210 000 matches), "electronic identity Europe" (2 280 000 matches), and "elDAS" (4960
matches). Due to a large number of matches, the presented related work reflects a selec-
tion of scientific works published in the past ten years, from 2012 to 2022, focusing on the
European elD domain. The author considered only electronic identification and authen-
tication schemes related work as a part of the overview. The related work overview does
not contain research papers written or co-authored by the author of this dissertation.

Related work is divided into three sub-chapters, starting from the general overview of
the elD-related work in sub-chapter 3.1, followed by the elDAS-related research papers in
sub-chapter 3.2 and finally presenting elD case studies of EU member states and European
Economic Area (EEA) countries in sub-chapter 3.3. It is important to emphasize that the
aim was not to conduct a literature review or a systematic literature review [76] but give
a thorough insight into the elD-related research papers in an organised way.

3.1 General elD Related Work

It is possible to find many electronic identity-related research papers with the EU focus
published in the past ten years. For example, a study from 2012 analyses interoperability
projects carried out since 2004 and provides an overview of the trends in pan-European
identity management systems [145]. However, the field itself is complex and interdisci-
plinary. Van Dijck and Jacobs emphasise that electronic identity field development is more
than just technical and juridical aspects but also comprises discussions over the contra-
dicting social and political values [176]. Based on the search results, the academic works
inside the general framework can be divided into three main categories: research pa-
pers focusing on elD legal aspects, technology and elD infrastructure-related work, and
research papers analysing concrete use cases or business processes. Chapters 3.1.1, 3.1.2,
and 3.1.3 summarise the general elD and elDAS-related work from different perspectives.

3.1.1 Legal Perspective

This sub-chapter focuses on academic works conducted in the EU elD field from a legal
perspective. Directly eIDAS regulation-related research papers are not included but pre-
sented separately in sub-chapter 3.2. Research papers focusing on a particular EEA coun-
try elD and elDAS implementation practices are analysed in Section 3.3.

Electronic identity is one of the essential building blocks of the European Digital Single
Market. Schmidt, Krimmer, and Lampoltshammer present the results of a study in the
framework of a Single Digital Gateway Regulation (SDGR) showing relations and depen-
dencies between the elD and Once-Only Principle (OOP) [127].

Some of the works focus more on the development aspects of the elD and identity
management-related legislation. Sullivan gives a general overview of how the digital iden-
tity legal concept has evolved over time [144]. Iglezakis analysis in his paper the legal as-
pects of electronic identity management systems based on the EU legal framework [63].
De Andrade has conducted an in-depth study on the EU elD legislative and regulatory as-
pects [11]. He analysed the EU electronic identity legislation and found that despite the
technological capabilities, the legal interoperability in the field of elD is missing [36]. He
also pointed out in 2012 that the legislative framework for pan-European electronic iden-
tity is not sufficient [10]. De Andrade also analysed the EU elD legislation in the context
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of the Lisbon Treaty [35]. In the later work, de Andre, Monteleone, and Martin present
their project results about the European electronic identity and related legal challenges
and future perspectives [9]. However, it must be noted that de Andrade’s works were all
carried out before the elDAS regulation came into force.

Other works go beyond and analyse the legal aspects on a constitutional level. For
example, De Gregorio approaches the elD juridical aspects more generally.He provides an
approach to the EU’s policy shift and states that the EU has entered from a liberal eco-
nomic era to the phase of digital constitutionalism that challenges the EU constitutional
law [37].

Privacy and data protection topics are closely related to electronic identification and
legislation. A report from the year 2012 presents the results of a pan-European study
about people s attitudes and preferences regarding the elD together with privacy and
data protection matters [93].

Some of the research papers focus on the legal practices of certain European Countries
or regions. For example, Lentner and Parycek compare authentication and identification-
related legal practices of Austria, Germany, Liechtenstein, and the Swiss Canton of Zug [85].
They found that every country has adopted a different legal approach to electronic identity
due to the different juridical practice and existing legislative environment [85]. Hansteen,
@lnes, and Alvik provide a survey-based overview of the elDs in Nordic countries (Den-
mark, Finland, Iceland, Norway, Sweden), including the legal environment analysis and
improvement proposals [56].

In addition to the concrete legal case studies, it is possible to find juridical works focus-
ing on technology trends in the EU, such as artificial intelligence (Al) implementation and
cloud computing. Electronic identity legal aspects are analysed within the study that aims
to identify the EU laws related to digitization and, more specifically, in relation to Al [30].
Sadtler discusses identity management legal aspects in the context of cloud computing
[122].

3.1.2 Technology and Infrastructure

Many works focus on the technology and infrastructure aspects of elD and elDAS. Some
works are related to the governments provided electronic identities, and some works pro-
vide alternative or combined solutions to the existing electronic identity schemes. One of
these examples is a FuturelD project that aims to address the interoperability challenges
within the European Union (EU) by developing an environment that enables integration
of the elD technologies on the back end [121]. This project aimed to create a decentral-
ized identity management ecosystem for the EU [24]. One published work in the FuturelD
project framework also discusses the need for interdisciplinarity in technical projects and
the practical use of the design science research methodology [131].

Lenz and Zwattendorfer propose an elD architecture based on modular and plug-in ap-
proach [86]. Another study proposes an architecture for the European elD system based
on federated identity and analyses its performance and scalability [28]. Zefferer, Ziegler,
and Reiter combine cloud computing and elD and propose a solution that integrates EU
and national systems, enabling secure cloud federations [186, 185].

Garcia, Oliva, and Pérez-Belleboni analyse the practice in electronic identity manage-
ment (elDM) systems at the pan-European level [48]. One of the studies presents the
results of extensive elD usability and interoperability research conducted by the SSEDIC
(Scoping the Single European Digital Identity Community) thematic network [147, 81]. Ac-
cording to this research, the primary key areas in digital identity management are "mobile
identity, attribute usage, authentication, and liability" [147].
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Mobile-based elD solutions are becoming more and more popular. This is also illus-
trated by the fact that there are many works available focusing on the mobile ID solu-
tions. Zefferer and Teufl analyse existing mobile ID and signature solutions in the EU and
propose how to implement those solutions more efficiently [184]. A study from 2014 fo-
cuses on mobile identity management and provides an overview of the mobile identity
implementation cases in EU countries [5]. Houdeau has analyzed sixteen European elec-
tronic identity programs based on two-factor authentication in the framework of the EU
Digital Agenda [61]. Massoth proposes in his research paper a two-factor authentication
solution using near-field communication (NFC) technology in combination with the Ger-
man elD card [99]. Research paper about the My Identity App (MIA) presents a platform-
independent mobile application-based electronic authentication solution embedded in
an elD ecosystem [149].

In addition to the mobile-based technologies, some of the latest publications study
possibilities to integrate blockchain technology into the eIDAS framework [55, 82].

3.1.3 elD Use-Cases

Based on the literature, it is possible to distinguish three main elDAS implementation use
cases: the educational, healthcare, and banking/finance sectors. There are also some
other use cases. For example, one research paper presents practical cases of using el-
DAS for Login and Wi-Fi access [20]. However, their importance and volume are not even
comparable to those works conducted in those three domains.

elDAS implementation in the educational sector is one of the most researched use
cases. The research papers attempt to integrate new technological approaches with the
elDAS framework or focus on a particular use case. Moreover, some academic research
papers present findings about sharing additional attributes within the eIDAS framework.
For example, one of the studies proposes the establishment of an European academic
identity based on the Self-Sovereign identity (SSI) technologies [74]. Some research pa-
pers present a concrete use case of integrating particular e-governance solutions (like the
German elD card, the eGovernment Protocol OSCl, etc.) into the existing university man-
agement systems [138, 141, 139, 140]. One of the studies focuses on the elDAS imple-
mentation in shared learning environments [78, 79]. Italian study presents a case where
the university and the banking sector launched an UniCam card enabling users access to
their bank accounts, university services, and the possibility to give a digital signature [46].
Similar studies were conducted in Greece to integrate educational services with the na-
tional eIDAS node [49, 95]. Berbecaru, Lioy, and Cameroni describe an approach based on
elDAS infrastructure that enables attribute sharing in academic services [19]. One study
focuses on the "elD for University” (elD4U) project as a practical case of implementing
elDAS in academic services [17]. Another research paper presents the extension of the
Spanish elDAS infrastructure in academic attributes sharing [7].

Healthcare is another elDAS use case example. Patient identifier is an important unit
for the provision of cross-border e-health services. Therefore, researchers have analysed
current attribute-sharing practices to enable the exchange of patient identifier informa-
tion [137]. One of the studies focuses on using elDAS-compliant national elDs for the cross-
border healthcare data exchange [73].

Online banking is one of the cornerstones of digital service provision. According to one
study, EU digitization and datafication main pillars (including digital identification systems)
lead to data-driven finance [187]. Therefore, banking and other financial services form one
of the eIDAS implementation use cases. For example, one of the research papers presents
the survey results conducted by European Union Agency for Cybersecurity (ENISA) focus-
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ing on the financial sector and related security issues assessing known threats in the eIDAS
implementation context [177]. In addition, one of the works focusing on the financial mar-
ket is presented in sub-chapter 3.2.

3.2 elDAS Related Work

This sub-chapter overviews the works directly related to the elDAS regulation. Some de-
scribed works remain more on a general level and provide an overall review of the main
identification and trust-related concerns in the elDAS regulation [102]. Other research pa-
pers discuss mutual recognition and interoperability aspects of electronic identities [12]
and technology, privacy, and data protection concerns.

Berbecaru, Lioy, and Cameroni focus in the elDAS regulation context on the cases
where authorisation is needed before the authentication, and they propose two mod-
els for "authorise then authenticate" use cases [18]. From the technical perspective, one
of the studies proposes a model enabling connecting FIWARE OAuth 2.0-based services
with the elDAS nodes [6].

With regards to the pan-European elD (EUid), Wagner, Mannino, and Lauer provide
an overview of the requirements and main components (including know your customer
(KYC) attributes and their LoAs) necessary for designing the EUid from the financial sec-
tor perspective [178]. Cuijpers and Schroers analyse elDAS legal requirements generally
relevant in the developing elD schemes in the FuturelD project context [33].

Data protection is inevitably related to the elDAS regulation and its implementation.
For example, using pseudonyms is one of the possibilities to reduce the potential misuse
of personal data. One of the works addressing, in particular, the pseudonymisation issue
found that the elDAS regulation and EU General Data Protection Regulation (GDPR) [43]
approach to the use of pseudonyms is contradictory [170]. Other works stay on a more
general level and analyse elDAS-related data protection aspects from a broader perspec-
tive, for instance, evaluating the applicability of the "Data protection by design" principle
in electronic authentication cases [171].

Some work focuses more on the elDAS security aspects. For example, one of the stud-
ies focuses on data security concerns in electronic identity management [15]. Another
research paper provides a security study related to the eIDAS-compliant authentication
schemes [41].

Several research papers focus on the additional attribute-sharing issues within the el-
DAS network [21, 97, 103]. Moreover, one of the studies proposes an attribute enabling
module (ATEMA) that combines elDAS authentication data with national layer [16].

elDAS regulation is researched from the cloud computing perspective. For example,
Hiahnlein analyses cloud computing techniques to enable providing elDAS as a service [62].
In addition, some research papers try to combine mobile technologies and cloud comput-
ing under the elDAS framework [69].

A recent study about eIDAS 2.0 and SSI discusses opportunities and challenges regard-
ing the European Digital Wallet and aspects related to the need for standardization [130,
129].

3.3 National elD practices

This sub-chapter provides an overview of the academic works related to the electronic
identity schemes of different EEA countries. As a general approach, in the related work
chapter, research papers published within ten years were taken into account. However,
the ten-year limitation was not applied in the case of national elD practices, as some of the
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national elD initiatives were launched much earlier. The author included in the overview
only research papers focusing entirely on a particular country’s elD practice, as many com-
parative studies are available. Due to Brexit [29], the author did not consider research
papers concerning the United Kingdom (UK) as a part of this overview. After Brexit, the
elDAS regulation was not applicable in the UK. Therefore, the UK adopted elDAS regula-
tion principles into their national law [108].

Several studies are focusing on Austrian elD. One of the studies, for example, analyses
social, technical, legal, and organisational aspects of the Austrian elD [94]. Austrian elec-
tronic identity infrastructure is also analysed from the interoperability perspective [148].
Zwattendorfer and Slamanig analyse how the Austrian elD system could be moved to the
cloud [188].

Belgium elD card evolution and privacy concerns are thoroughly researched [45, 98].
Bulgarian electronic identity practice is researched in the e-government services con-
text [75]. One research paper describes the basic elD organisation in Croatia [183]. Cyprus
elD practice is usually described as a part of larger studies [132]. Spacek introduces elD
implementation and selected challenges related to the e-government initiatives in the
Czech Republic [136]. A study about the Denmark NemID gives an overview of the co-
operation between the Danish government and the banking sector while developing the
Danish elD [101]. Another article focuses on social risk analysis during the Denmark NemID
implementation [107].

Estonian elD practice is quite well-researched from different perspectives. Some gen-
eral works describe how Estonian e-government components like PKl infrastructure, data
exchange layer X-road and government portal have evolved over time [71]. Other works fo-
cus more on the technical and security aspects of the Estonian elD. For example, analysing
possible message encryption framework requirements [110] or proposing security improve-
ments for Estonian elD card [114]. Estonian elD card is also analysed in the context of the
ROCA (Return of Coppersmith’s attack) security vulnerability discovered in 2017 [113]. Elec-
tronic voting using the Estonian elD card is also researched [169].

As the Estonian e-residency project was one of the first initiatives of its kind, then some
research papers focus on the Estonian e-residency project analysis [126]. Furthermore, the
Estonian e-residency project is also analysed in the elDAS context to determine whether
the regulation adds additional value or challenges similar national initiatives [1].

German elD card is widely researched. German elD project is often used as an exam-
ple to discuss the electronic identity and its infrastructure from an application perspec-
tive [117]. At the same time, the German elD card has been criticized from the usability
perspective. One of the elD-related studies provides an overview of the lessons learned
from the German elD card implementation [135]. In addition, one of the studies anal-
yses the German elD extension proposal by Bundesdruckerei "enabling the protocol to
authenticate further transaction data such as phone numbers or PGP keys" [104].

Greek government “s initiative to use elDs is also analysed from the technical and so-
cial perspective [72]. elDAS regulation implementation in the Hungarian public adminis-
tration and related challenges are reflected in one of the studies that also proposes two
additional registration procedures to complement the missing data items [77]. Lithua-
nian elD implementation practice in the public sector is analysed in one of the research
papers [116].

Gronlund describes the elD implementation practice in Sweden [52]. Rissanen gives
an overview of the introduction of the Finnish elD card [120]. There are several works
available focusing on the Spanish elD practice. For example, research papers provide an
overview of the Spanish elD card implementation [57] and its diffusion [13]. One of the

34



research papers presents an On-SiteDriverID authentication scheme based on the Span-
ish elD card [124]. Portuguese practice is analysed in the research paper proposing a se-
cure architecture for an electronic ticketing system based on the Portuguese national elD
card [32].

To summarize the national-level elD-related work, it is visible that the elD practices
of some countries are more thoroughly analysed than others. For example, Germany,
Estonia, and Spain are often used as reference countries. However, the elD practices of
some countries were not separately researched, or they were not available in English. For
example, the author did not find separate works publicly available in English describing
French, Latvian, Maltese, Polish, Irish, Slovakian, Slovenian, Luxembourg, and Romanian
elD practices.
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4 Theoretical Background

This chapter provides an overview of the theoretical background of the research. The au-
thor decided to use identity theory, the institutional design proposed by Koppenjan and
Groenewegen, and technology assessment theory. Selected theoretical concepts help
frame the research and understand electronic identities, their interoperability, and as-
sessment systematically and comprehensively.

4.1 Identity Theory

Identity is a core component of the elD schemes and their assessment. Therefore it is
important to understand the identity concept. Identity theory [25] provides a theoretical
basis for this research and helps to frame electronic identity and its relation to the indi-
vidual and his or her other identities and service providers. Therefore, this sub-chapter
focuses on the identity theory analysis in the context of electronic identity. However, it
must be noted that this theory focuses more on the social aspects of identity rather than
the technical concept of identification. The author analyses the identity theory from the
electronic identity perspective and brings out similar patterns on the social and digital
levels.

Peter Burke and Jan E. Stets can be considered founders of the identity theory. The
concept of identity seeks the answer to a question, who one is [25]. The same question
becomes essential in the e-governance context. Public and private e-service providers
want to ensure that the service is provided to the right person. It means that the person
who requests the service is the one he or she claims to be. However, it is important to
mention that certainty does not have to be always 100%. For example, regarding the
elDAS regulation and its different assurance levels, trust towards the user ’s identity can
be high, substantial, or low depending on an elD means used for authentication [42].

Fundamental ideas of the identity theory were presented first time in 1966 at the
American Sociological Association meeting. It is possible to distinguish three ways to un-
derstand the identity [142]. According to one approach, identity refers to the culture of
people [27]. Identity can also be seen as a social category [146] or a part of a self-based on
the person ’s interpretation of his or her different roles in a society [142]. This last concept
best matches the current research that considers electronic identity as part of a person’s
identity.

More specifically, identity theory tries to explain the concrete meanings people at-
tribute to their multiple identities and how these different identities interrelate to the
person and society [25]. The internal self-structure contains multiple identities hierarchi-
cally organised by their salience [143]. Based on the identity theory, a person can have
several identities. However, something becomes a part of a person ’s identity only when
a person interprets a particular role as a part of his or her identity, and it is salient enough.
Those identities the person commits the most become salient [111].

Considering the general level of digitisation, many individuals’ roles in the physical
world have moved or duplicated into the digital sphere, which means that people are
taking more roles in the electronic environment, and the importance of a digital part of
a person’s identity increases. This tendency leads to the need to define clearly the digital
part of the identity and ensure its connection to the individual. In this case, the electronic
identity becomes a salient part of a person’s identity.

This reasoning is supported by Jenny L. Davis, who researched the applicability of the
identity theory in the digital transformation era. Davis focuses on the situations and im-
plications of online connectivity [34]. According to the identity theory, a situation triggers
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the person’s identity [34]. For example, a teacher activates his/her teacher identity at
school. Based on that example, a person ’s digital identity is activated when using a dig-
ital environment. Davis discusses that even in digital environments, individuals activate
their different identities (e.g., in different social media platforms or depending on an open
or closed online group) [34]. A similar pattern can be noticed when people interact with
government authorities or private sector service providers using their electronic identity.
In this context, the particular form of elD, the subject of this research, is just one reflection
of the person “s multiple digital identities. In other words, electronic identity as a unique
set of attributes enabling the identification of the person in electronic environments, is
one part of the person ’s identity.

When a particular identity (e.g., electronic identity) is clearly formed, it will be main-
tained through continuous verification. It means that a person compares his/her under-
standing of the identity with the feedback received from the situation where the identity
was activated [34]. This kind of identity confirmation loop seems to take place on the indi-
vidual and collective level. E-service providers try to ensure the continuity of the person s
identity in the digital environment via different verification procedures and requesting var-
ious attributes related to the person. In parallel, the person keeps verifying his/her digital
identity by receiving feedback for his/her digital actions.

Understanding a person “s multiple identities and their verification mechanism leads
to the next step, where it is possible to investigate the electronic identity concept more
closely through different institutional layers.

4.2 Institutional Design by Koppenjan and Groenewegen

The elD schemes operate nationally and internationally and are complex socio-technological
constructs to research. However, complexity, in this case, does not mean that the tech-
nological solution itself is complex. Instead, elD ecosystems contain multiple interrelated
layers to be fully operational. According to Koppenjan and Groenewegen, complex tech-
nological systems have certain specific characteristics [80]. Table 7 illustrates how elD sys-
tems correspond to the characteristics of complex technological systems. Based on the
table, it is evident that elD schemes meet all criteria and can be considered as subjects
of institutional design [80]. Therefore, the author decided to use the institutional design
proposed by Koppenjan and Groenewegen to understand more deeply and systematically
how the technological and institutional aspects of elD systems interrelate.

Complex technological systems presume institutional design that helps to manage the
relations between the parties operating the system [80]. According to Koppenjan and
Groenewegen, complete design process forms in relation to the technological, institu-
tional, and process design as presented in Fig. 7 [80]. Process design focuses on the par-
ties involved in the design process, conditions, and rules that must be followed during
the process etc [80]. Technological and institutional design are outcomes of a process
design, tying technology systems and their components together with normative envi-
ronment [80]. "Institutions regulate behavior and are essential components of socio-
technical systems" [22].

In the context of elD, the process design consists of various public (ministries and other
authorities) and private (certification service provider, elD mean manufacturer, personal-
isation service provider, etc.) sector stakeholders, as well as standards applicable in the
elD field and national and EU level strategies, working documents, guidelines, etc. that
need to be taken into account in the design process. elD technological design contains
components like PKI infrastructure, an x-road data exchange layer, eIDAS Nodes at the EU
level, etc. The institutional design consists of legal regulations applicable in the field of
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Table 7: elD as a complex technological system

Characteristics

elD schemes

Technological component is impor-
tant but it does not determine indi-
vidually the system operation

elD schemes rely on technology, but it is
only one part of the whole ecosystem.
elD ecosystem is supported by numer-
ous administrative and organisational pro-
cesses and influenced by users and service
providers.

Involves multiple parties

elD ecosystem engages multiple actors.
For example, already from the public sec-
tor perspective, different ministries and
authorities (PBGB, ISA, etc.) are involved
in the elD ecosystem management.

Public and private parties involve-
ment

elD ecosystem is operated in cooperation
with public and private sector parties and
is actively used by both sectors.

Influenced by market forces and
government regulations

The market influences elD ecosystems as
they contain services (trust services, help-
desk services, etc.) and products (tokens,
chips, software, etc.) subject to public pro-
curement. elD field is regulated on the na-
tional and EU level.

Technological design
Technological system:
demarcation, components,
relations, processes.

Institutional design
Arrangements between actors that

regulate their relations: tasks,
responsibilities, allocation of costs,
benefits and risks.

The design process

Process design
Who participates in the design
process; what are the
conditions, rules, roles, items,
steps etc.

Figure 7: Positioning of institutional design by Koppenjan and Groenewegen [80].

elD and its related domains on the national (elD-related laws, procurement law, cyber se-
curity regulations, etc.) and EU level (eIDAS and its implementation acts, SDG regulation,
etc.). Therefore, the institutional design of the elD schemes can be viewed separately at
the national and the EU level. Fig. 8 presents the two-layer institutional design of elD
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schemes. The same authorities usually participate in the design process at the national
and the EU level. Therefore, national and EU-level technological systems are connected
and with the capacity to be interoperable. At the same time, national and EU institutional
design components are intertwined through policy-making, cooperation, and legislative
process.

EU level

4 N

Technological Institutional
design design

The design
process

Process design

e
AN

The design
process

Technological Institutional
design design

- /

National level

Figure 8: Institutional design of elD schemes based on the Koppenjan and Groenewegen [80].

To understand complex-technological systems better, Koppenjan and Groenewegen in-
troduce a four-layer model for institutional analysis [80]. Their proposed model is based
on the models Oliver Williamson developed in the field of economics [180, 181]. How-
ever, Koppenjan and Groenewegen have developed the concept further by adding actors
and strategies to the model and enabling interaction between different layers [80]. Fig 9
presents four levels of institutional analysis proposed by Koppenjan and Groenewegen.

The first layer includes "actors/agents and their interactions aimed at creating and in-
fluencing (infrastructural) provisions, services, outcomes". The second layer forms from
"gentlemen agreements, covenants, contracts, alliances, joint-ventures, mergers, etc. and
at the informal level rules, codes, norms, orientation, relations" [80]. The third layer
contains "formal rules, laws, and regulations, constitutions, (formal institutions)," and fi-
nally, the fourth layer covers "norms, values, orientations, codes (informal institutions,
culture)" [80].

Based on the four-layer model of Koppenjan and Groenewegen, it is possible to analyse
the elD ecosystems. On the national level, table 8 presents the institutional design of the
elD ecosystem from the national perspective. The national model is based on the Estonian
elD environment, describing actors and formal and informal environments.

At the same time, the elD ecosystems’ institutional design can be described at the
EU and EEA levels. Table 9 illustrates the institutional design of the elD schemes at the
EU/EEA level, adding international and interoperable dimensions to the national view.

From the challenges point of view, Koppenjan and Groenewegen bring out that chang-
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Layer 4
Informal institutional environment
of socio-technological systems

Layer 3
Formal institutional environment
of socio-technological systems

Layer 2
Formal and informal institutional
arrangements of socio-technological
systems

Layer 1
Actors and games in socio-
technological systems

Figure 9: Levels of institutional analysis by Koppenjan and Groenewegen [80].

ing complex technological systems is a challenging task as these systems engage several
parties/stakeholders, and technical systems cannot be operated independently from the
organisational environment [80]. Therefore, it is essential to consider all four layers in
the institutional design [80]. This dissertation follows the four-layer institutional analy-
sis model proposed by Koppenjan and Groenewegen to describe and understand the elD
ecosystem in the national and EU context.

4.3 Technology Assessment

In the elD schemes peer review process, member state experts often face the challenge of
deciding if the presented solution is secure enough and suitable for cross-border use on
a requested assurance level. When the elD scheme is based on the Public Key Infrastruc-
ture (PKI) solution, it is quite easy to decide, which is well-known to experts. However, as
technology develops and users” needs change, experts often have to decide whether a
particular elD scheme or a technological component is appropriate for interoperable use.
Good examples, in this case, are fully remote identification solutions (e.g., remote video
identification solutions, etc.), mobile applications, or cloud-based solutions. Therefore,
the author decided to look into the Technology Assessment (TA) approach to strengthen
the theoretical basis of the research and add value to the proposed assessment frame-
work.

Technology assessment (TA) is a scientific approach developed in the 1960s and 1970s
in the United States (US), and it is used to evaluate the conditions and consequences re-
lated to the technology implementation [54]. TAis an interdisciplinary concept addressing
the challenges between society and the use of technology [53]. TA is not a technical con-
cept but oriented to the political and social aspects. TA is preventative in nature and gives
decision-makers valuable input about possible negative scenarios arising from the use of
technology [53]. Therefore, it is a suitable approach from the elDAS regulation perspec-
tive.

When it comes to the new technologies and their acceptance, TA focuses on the pos-
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Table 8: Institutional design of the elD ecosystem on the national level. Source: Entirely taken from

the publication X|

Layer

Estonian elD ecosystem

Layer 4: Informal
institutional envi-
ronment

People trust government and public sector institutions responsible
for the elD ecosystem and provision of e-services [105]. Work atti-
tude and incentives to contribute.

Layer 3: Formal
institutional envi-
ronment

Estonian elD ecosystem relies from European Union side on the Eu-
ropean Parliament and of the Council regulation on elD and trust
services for electronic transactions in the internal market (elDAS).
On a national level, two main legal acts regulate the elD ecosystem:
Electronic Identification and Trust Services for Electronic Transac-
tions Act and Identity Documents Act.

Layer 2: Formal
and informal in-
stitutional agree-
ments

Underlying principles on technical specifications, ownership, and
roles. An essential element of the compulsory roll-out of numerical
value for representing the digital identity, Estonian citizens perceive
having a digital identity as their right. Identity documents strategy

proposed by public and private sector experts. Regular meetings
for public and private sector representatives organized by ISA. PBGB
and IDEMIA S.A.S. have concluded a contract for the production of
elD cards. Public and private institutions develop the elD area in
close cooperation and set strategic goals together [90].

Public (ministries, ISA, PBGB, SMIT, etc.) and private (SK ID Solutions
AS, IDEMIA, Hansab, etc.) sector authorities. Indirectly involved
stakeholders: banks and telecom companies in the Estonian mar-
ket that contribute to and benefit the most from the use of elD.

Layer 1. Actors

and games

sible side effects that the implementation of a new technology may cause [53]. In the
elD schemes context, it is very important to be aware of the possible side effects as the
accepted new solutions have cross-border effects. TA is oriented more toward the wider
spectrum of technological solutions. However, the TA principles can be used as a part of
the elD schemes assessment. The aim is not to fully integrate the TA practice into the elD
assessment framework but to analyse what elements could be used for the elD schemes
review.

Characteristics of TA include risk assessment, legislation analysis, ethical aspects as-
sessment [112], and systemic approach to the correlations between the technological im-
pact and society [53]. Moreover, TA is innovation-oriented and includes considering alter-
native options. It has to be noted that TA provides valuable knowledge to the decision-
making process, how to handle certain challenges, but does not solve them [53]. There-
fore, TA can be seen as helpful while deciding if one technology or part of it is suitable for
usage. TA principles go well together with the CN role, as they need to decide if one or
another solution is suitable for cross-border use.

On the international level, separate organisations and networks focus on TA-related
issues. For example, European Parliamentary Technology Assessment (EPTA) community.
EPTA advises governments in TA-related matters, for example, how new sciences and tech-
nologies may impact societies, economy, or environment3. However, unfortunately, it
seems that their actual impact remains relatively modest.

Shttps://eptanetwork.org/about/about-epta
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Table 9: Institutional design of the elD schemes at the EU/EEA level. Source: created by the author
following the four-layer model by Koppenjan and Groenewegen [80]

Layer

elD Schemes

Layer 4: Informal
institutional envi-
ronment

Social and cultural aspects of the EEA countries. The EU and its
institutions working culture and attitude. Cooperation and col-
laboration between the CN members and knowledge sharing.

Layer 3: Formal
institutional envi-
ronment

National laws of the EEA countries regulate the elD field. EU leg-
islation is applicable in the field of elD, starting from the public
procurement rules to the cybersecurity regulations. The most
important are the European Parliament and the Council regula-
tion on elD and trust services for electronic transactions in the
internal market (eIDAS) and its implementation acts.

Layer 2: Formal
and informal in-
stitutional agree-
ments

Gentleman’s agreements at the CN level and in the elDAS Tech-
nical sub-group, their working practice and guidelines, informal
working groups (e.g., Coalition of the Willing (COTW)) and elD-
related collaboration projects (e.g., the Nordic-Baltic elD Project

(NOBID)). As well as EU digital strategy and initiatives contribut-
ing in favour of the EU digital single market.

EEA countries and their governmental authorities are respon-
sible for the country’s elD scheme and involve private sector
organisations (e.g., certification service providers, elD means
manufacturers, personalisation service providers, etc.) and pub-
lic and private sector e-service providers.

Layer 1. Actors

and games

Since the 1970s, the TA concept has changed over time [53]. In addition to the clas-
sical TA concept, other approaches in the TA family focus on different technology assess-
ment aspects like ethics, innovation, and participation [53]. For example, in the case of
participative technology assessment, different societal groups are involved in the TA pro-
cess [70]. Constructive technology assessment (CTA) is another approach developed in
the Netherlands that focuses on the design evaluation, development, and technology im-
plementation processes rather than novel technology aspects [128].

In parallel with CTA, the Leitbild assessment concept was developed in Germany, fo-
cusing on empirical aspects of technology adoption. According to the Leitbild assessment,
technological development can be influenced by socially constructed ideals (like "paper-
less government," etc.) [53]. Moreover, technological development and innovation-driven
thinking have led to the innovation-oriented TA enabling to understand and analyse the
social impact of innovative technologies [134].

The aim of the TA is clear, but the question is how to use it in practice. Unfortunately,
no uniform TA method can be universally applied [53]. However, TA contains different
methods that can be adjusted for the particular use case (TA method toolbox) [38]. These
methods include different risk assessment and analysis techniques, simulations, describ-
ing scenarios, expert prediction, interviews and discussions, discourse analysis, etc [53].
Table 10 presents an overview of the methods used for the TA evaluation and their poten-
tial applicability in the elD schemes evaluation process.

Methods in the table are listed according to the Grunwald [53], and their applicabil-
ity is assessed through the author’s expert knowledge. The author marked the method
"applicable" in the table if it can be used in the elD schemes peer review process, and
its use may add value. Some methods can be used but do not add value to the process.
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For example, the author excluded the use of life cycle analysis (LCA) because this method
is more oriented toward evaluating possible environmental impacts. Participation is an
essential aspect of the technology assessment. However, consensus conferences and the
"Citizens’, Juries" method may not be the most suitable for elD schemes evaluation as
the evaluation presumes specific expert knowledge. The user’s perspective can be cov-
ered more effectively through the technology acceptance model [84]. Vision assessment
is connected to the rise of nanotechnology and helps to assess futuristic technological vi-
sions and concepts [53] and, therefore, not that much suitable for regular work routines.

However, even not all applicable methods may not be reasonable to use all at once
during the elD scheme peer review process. Therefore, the author proposes a TA toolbox
for the elD schemes based on the TA concept and methods.

Table 10: TA methods and their applicability in the elD schemes evaluation adapted from Grun-
wald [53]

Method Domain Description Applicability
Risk assessment Technology Analysis of technical risks | Applicable
and their evaluation
Cost-benefit analysis | Economy Evaluation of technological | Applicable
(CBA) efficiency
Life cycle analysis | Environment | Technology impact evalua- | n/a
(LCA) tion on the environment
Decision-analytical Mixed Integration of various evalu- | Applicable
methods ation methods
Consensus  confer- | Participation | Moderated public debate of | n/a
ence 10-15 lay people
“Citizens’, Juries” | Participation | Technological solution | n/a
method judged by lay people using
"'common sense"
Mediation Problem Using third neutral party in | Applicable
solving the assessment
Vision assessment Strategy Assessment of visions com- | n/a
municated in social environ-
ment

The CN forms from the member state elD experts. Therefore, discussion between the
experts is a regular working format. However, sometimes it is difficult to achieve consen-
sus in certain technological or procedural aspects. In those cases, the TA toolbox for elD
schemes should include the following:

¢ expert consensus - documented discussions between the CN members;

¢ risk assessment - assessment of risks related to the technology, processes, and/or
interoperability conducted by the notifying member state;

¢ mediation - engagement of third parties or additional experts in the elD scheme
peer review process.

Those three components can be applied during the elD scheme peer review process.
In addition, it is possible to include other TA methods on a need basis, for example, in the
case of the EU Digital Identity Framework and European Digital Identity Wallet solution
assessment.
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To summarize the theoretical part of the dissertation, the author believes that due to
the rapid development of new technologies and digitization, TA principles and methods
should be more visibly integrated into the processes while making decisions over techno-
logical solutions.
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5 Practical Background

This chapter gives an overview of the practical background information essential for this
research. Firstly, the author looks more in-depth at the elDAS regulation development in
the context of authentication schemes. Regarding cross-border authentication and inter-
operability, it is important to describe the Cooperation Network (CN) role and responsi-
bilities. Finally, the author provides an overview and a short description of the already
notified elD schemes.

5.1 elDAS and elD Schemes

elDAS is a regulation of the European Parliament and of the Council on electronic identifi-
cation and trust services for electronic transactions in the internal market [42]. Implemen-
tation of the elDAS regulation is a part of the EU digital single market strategy [162]. The
elDAS regulation aims to strengthen the trust in the EU internal market by providing a gen-
eral framework for cross-border recognition of electronic identities and provision of trust
services [42]. The regulation entered into force in 2014 but was not mandatory for the
member states. Fig 10 illustrates the elDAS implementation timeline starting from its vol-
untary adoption to the renewed version of the regulation proposed by the EC in 2021[165].
According to the elDAS Regulation, voluntary recognition of the member states electronic
identity schemes was possible starting from September 2015, and the regulation became
mandatory for all member states at the end of September 2018 [89].
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Figure 10: elDAS timeline. Figure from [89].

According to the final provisions of the elDAS regulation, the Commission had to re-
view the application of the regulation by 01.01.2020 [42]. On 23rd of July 2020, the EC
published an Inception Impact Assessment (IIA), "Revision of the elDAS Regulation - Eu-
ropean Digital Identity (EUid)" [166]. According to the lIA, only 58% of the EU population
can use their elD across borders. Therefore, the European Commission proposed three
scenarios for the elDAS revision. One of them was introducing a European Digital Identity
scheme (EUid) in addition to the existing elD schemes. With the IIA, the EC also initiated
a public consultation process to collect the stakeholders’ feedback about the elDAS im-
plementation [166]. As a result, in June 2021, the EC published a proposal to amend the
elDAS regulation and establish a framework for a European Digital Identity [165]. The dis-
cussions over the proposal are ongoing, and the European Commission expects to finalize
the draft at the beginning of 2023. But as far as the discussions over the eIDAS regulation
continue, the member states follow existing procedures and legislation.

According to the elDAS article 6, when a member state would like to use its electronic
identity scheme for cross-border authentication, the scheme needs to be recognised by
other member states through the notification process on a certain assurance level [42].
elDAS article 8 defines three assurance levels of electronic identity schemes - "low", "sub-
stantial", and "high" [42]. Table 11 presents the differences between the LoA levels accord-
ing to the elDAS article 8 [42]. The main differences between the assurance levels are the
degree of confidence in the person “s identity and the difference in applied technical and
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procedural measures that reduce the possible misuse of the elD. The minimum technical
specifications, standards, and procedures for every LoA are regulated in the elDAS imple-
menting act [160].

Table 11: Levels of Assurance according to the elDAS article 8

Level of Assurance Description

Low "Refers to an electronic identification means in the con-
text of an electronic identification scheme, which pro-
vides a limited degree of confidence in the claimed or
asserted identity of a person, and is characterised with
reference to technical specifications, standards, and pro-
cedures related thereto, including technical controls, the
purpose of which is to decrease the risk of misuse or al-
teration of the identity" [42];

Substantial "Refers to an electronic identification means in the con-
text of an electronic identification scheme, which pro-
vides a substantial degree of confidence in the claimed
or asserted identity of a person, and is characterised with
reference to technical specifications, standards, and pro-
cedures related thereto, including technical controls, the
purpose of which is to decrease substantially the risk of
misuse or alteration of the identity" [42];

High "Refers to an electronic identification means in the con-
text of an electronic identification scheme, which pro-
vides a higher degree of confidence in the claimed or as-
serted identity of a person than electronic identification
means with the assurance level substantial, and is char-
acterised with reference to technical specifications, stan-
dards and procedures related thereto, including techni-
cal controls, the purpose of which is to prevent misuse
or alteration of the identity" [42].

In 2017, Germany was the first to notify their eID scheme under the eIDAS regulation on
level "high", followed by Estonia (level "high"), Spain (level "high"), Croatia (level "high"),
Belgium (level "high"), Luxembourg (level "high") and Italy (level "high") in 2018 [89].

However, even today, not all EU countries have notified their elD solution for interop-
erable use, indicating that the implementation of the regulation has not been as success-
ful as expected, even though several working groups and institutions regularly contribute
to the elDAS implementation and development activities. Sub-chapter 5.2 provides an
overview of the main stakeholders involved in the elDAS regulation implementation ac-
tivities.

5.2 Stakeholder s Overview

elDAS regulation and its implementation in 27 member states is a challenging task. There-
fore, several formal and informal initiatives have been launched by the EC to make the
elDAS implementation smoother and to ease the cross-border use of the elDs. The main
stakeholders from the elD schemes perspective are the elDAS Expert Group, the Coop-
eration Network, and the elDAS technical subgroup. Fig 11 gives a general overview of
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the institutions and their relation to the elDAS governance. Member state view is not
presented in the figure as all those institutions are formed of the representatives of the
EU or EEA countries. The European executive bodies Directorates-General (DG) are re-
sponsible for the everyday management of different EU policy areas depending on their
focus. DG CNECT (Communications Networks, Content, and Technology) is responsible for
implementing the EU Digital Agenda . Under this, DG operates:

e elDAS Committee
o the Cooperation Network

o elDAS Expert Group

The Committees of the European Parliament help the EC in legislative initiatives. The
elDAS Committee is focused on legislative matters regarding the elDAS regulation [42].
The elDAS Expert Group is an informal working group discussing the elDAS juridical mat-
ters and making proposals for the secondary legislation in the eIDAS framework. More-
over, their role is to exchange elDAS-related good practices of the member states °.
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Figure 11: elDAS stakeholders related to elD schemes.
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According to the elDAS article 12, the EC shall establish the necessary procedural agree-
ments facilitating the cooperation between the member states [42]. For that purpose, the
EC established by its implementing decision procedural arrangements for cooperation be-
tween member states on electronic identification and formed the Cooperation Network
(CN) [158]. One of the CN’s responsibilities is to peer review the elD schemes of the mem-
ber states [158]. Therefore, this dissertation focuses mainly on CN activities. A detailed
overview of the CN and its responsibilities is described in sub-chapter 5.2.1.

“https://ec.europa.eu/info/departments_en
Shttp://ec.europa.eu/digital-agenda/en/trust-services-and-eid
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DG DIGIT (Informatics) focuses on inter-institutional relations and administration .
elDAS Technical Subgroup under the DIGIT is responsible for setting minimum technical
requirements for interoperability and common operational security standards.

The CN, elDAS Expert Group and elDAS Technical Subgroup have working formats and
meet regularly. There is also a good collaboration between the entities. For example, el-
DAS Technical Subgroup provides detailed technical knowledge when needed, and the CN
advises the elDAS Expert Group in the legislative process. It is also important to mention
that member state representatives in those three institutions often overlap. It means that
an elD expert representing his/her country may participate in two or all of these institu-
tions in parallel.

5.2.1 elDAS Cooperation Network

The Cooperation Network (CN) is a formal network established under the European Com-
mission implementing decision 2015/296 (implementing decision) to promote the cooper-
ation between member states in the elDAS regulation implementation [158]. The CN con-
sists of representatives of the 27 EU member states’ and representatives of the European
Economic Area (Iceland, Liechtenstein and Norway). It is possible to include additional
expertise to the CN on a need basis. The CN working format includes regular (approxi-
mately 3-4 times a year) online, on-site, or hybrid meetings and written correspondence.
According to the implementing decision, the CN’s main responsibilities are:®

¢ information exchange
e knowledge sharing
e peer review of elD schemes

Information exchange refers to the CN’s responsibility to establish and maintain effec-
tive communication in elD assurance levels and interoperability-related matters (includ-
ing technical issues) between the member state experts.

Knowledge sharing means that the CN members follow the latest developments in the
elD field and exchange best practices. The aim is to share experience between the mem-
ber states and ensure high security of elD schemes in the EU.

Peer review of elD schemes means going through the member state elD scheme under
the notification according to the agreed procedure and providing an opinion on whether
the elD scheme corresponds to the requested assurance level or not.

According to the implementing decision, the CN adopts elD interoperability-related
opinions regarding elD schemes” assurance levels defining minimum technical require-
ments, standards, and procedures. Furthermore, in its opinion, the CN sets also out the
general regalement for the notification of elD schemes. However, it has to be noted that
opinions in the European Union “s legal environment do not have a binding effect.

During its work, one of the main regulations that the CN follows is the EC implement-
ing regulation (EU) 2015/1502 on setting out minimum technical specifications and pro-
cedures for assurance levels for electronic identification means [160]. This regulation

6https://ec.europa.eu/info/departments_en

7 Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the Netherlands,
Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden.

8Cooperation Network Resources. Available: https://ec.europa.eu/digital-building-
blocks/wikis/display/EIDCOMMUNITY/Cooperation+Network+Resources
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gives the CN experts a general framework for the assessment of elD schemes. A detailed
overview of the assessment procedure and requirements is given in Chapter 6.

The CN working language is English, and working documents, peer-review materials,
and outcomes are shared via e-mail and uploaded to the CN Wiki environment provided
by the EC.

5.3 Notification of the elD schemes

elDAS regulation article 9 describes the notification procedure. Fig 12 presents the elD
scheme peer review process in practice. The peer review process usually starts from the
pre-notification. It means that the notifying member state uploads the relevant docu-
ments to the Cooperation Network Wiki-based working environment before starting a
peer review. During this period, all member states can have a preliminary look into the
elD scheme and decide if they would like to participate in the peer review process. At the
Cooperation Network (CN) meeting, the notifying member state presents the scheme,
and member states can take the roles in the concrete peer review process. As the par-
ticipation in the peer review process is voluntary, the actual peer review process will be
carried out by the member states who have shown their interest in participating in the
peer review process. In Fig 12, they are named as elD working group (WG) as they usually
do not represent all CN countries. When the elD WG has finished the peer review, they
present the peer review results, and most important findings, suggestions at the next CN
meeting. Other member states can ask specifying questions, and finally, the CN forms an
opinion about the elD scheme under the notification. The European Commission will pub-
lish the list of the notified elD schemes in the Official Journal of the European Union [42].
A more detailed description of the notification process will be given in Chapter 6.
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Figure 12: elD scheme peer review process.

Currently, 21 countries out of the 27 member states have notified their elD schemes,
and one elD scheme is peer-reviewed.

5.3.1 Overview of the Notified elD Schemes
In 2017, Germany was the first EU member state who notify their elD scheme on the
level high under the elDAS regulation, followed by Belgium, Croatia, Estonia, and Spain in
2018 [92]. Currently, 21 member states have notified their elD schemes. It means that six
member states have still not notified (or not finalised the notification) their eID schemes.
Bulgaria and Slovenia have recently just finished their peer review and elD scheme no-
tification. Cyprus has expressed its will to pre-notify its elD scheme during the 2nd half
of 2023. Moreover, many member states are willing to update their existing and already
notified elD schemes.

Table 12 provides an overview of the notified elD schemes and elD means and their
assurance levels. Some countries have not notified their elD schemes at the same time

?https://ec.europa.eu/digital-building-blocks/wikis/display/EIDCOMMUNITY/Cooperation
+Network+Resources
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but separately. However, in the table they are presented together.

Table 12: Overview of the notified elD schemes

Country No of schemes | No of means Level of assurance
Czech Republic 1 3 Low/Substantial/High
Estonia 6 6 High
France 1 0 Substantial
Italy 2 2 Low/Substantial/High
the Netherlands 2 3 Substantial/High
Sweden 1 3 Substantial/High
Denmark 1 6 Substantial
Spain 1 1 High
Malta 1 1 High
Latvia 1 4 Substantial/High
Germany 1 3 High
Slovakia 1 2 High
Croatia 1 1 High
Belgium 1 3 High
Austria 1 0 High
Luxembourg 1 1 High
Lithuania 1 1 High
Portugal 2 2 High
Liechtenstein 1 2 Substantial/High
Poland 1 2 Substantial/High
Norway 1 1 High
Total 29 46 -

19 schemes out of 21 are notified on the level of assurance (LoA) "high". Nine schemes
are notified on the level of assurance "substantial" and only two elD schemes correspond
to the LoA "low". That illustrates a clear direction to ensure a high security level of elec-
tronic identification in cross-border use cases.

Most of the notified elD mean under the scheme base on smart cards. However, some
of the notified elD means under the scheme are mobile-based. A more detailed overview
of the pre-notified and notified elD schemes under the elDAS regulation can be found at
the EC Wiki environment™©.

5.4 elDAS Implementation in Practice

One of the elDAS regulation aims is to enable mutual recognition of the notified elD
schemes and encourage cross-border e-service provision and interoperability [42]. Two
pre-conditions need to be met before the elD scheme can be used for the cross-border
authentication [44]:

¢ the national eIDAS node of the country receiving the identification request needs
to be in place and operational;

Ohttps://ec.europa.eu/digital-building-blocks/wikis/display/EIDCOMMUNITY/Overview+
of+pre-notified+and+notified+elD+schemes+under+elDAS
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e e-service provider of the other country must be connected to the national eIDAS
node.

Practical implementation of the mutually recognised elDs is achieved via elDAS nodes. A
member state implements a node that is able to communicate with the nodes of the other
member states to enable cross-border identification and authentication". The eIDAS node
acts two ways. It can request the data for the cross-border authentication or act as an
authentication provider™.

Fig 13 presents the high-level view of the elDAS architecture. The elDAS node contains
three main components:

e elDAS-Connector
o elDAS-Proxy-Service
¢ elDAS-Middleware-Service

elDAS-Connector is used for cross-border authentication requests. The cross-border
authentication service is provided using eIDAS-Service that can be integrated via elDAS-
Proxy-Service or using elDAS-Middleware-Service'®. elDAS-Proxy-Service provides per-
sonal identification datain case the cross-border authentication request. eIDAS-Middleware-
Service is an elDAS-Service that runs Middleware provided by the member state, which
sends the identification data and is operated by the member state who requests and pro-
vides the identification data. In case of using the elIDAS-Middleware-Service, it needs to
be integrated with the eIDAS-Connector located in the member state requesting the au-
thentication'™. During the communication between the two elDAS nodes, the national
protocols of the communicating member states are translated into the eIDAS protocol™.
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Figure 13: Main components of the elDAS architecture. Source: CEF Digital home page.

After the implementation, the elD owners of one member state can prove their iden-
tity while accessing the e-services provided by other member states connected to the

"https://ec.europa.eu/digital-building-blocks/wikis/display/DIGITAL/How+to+implement+or+
operate+an+elDAS-Node
2https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageld=82773030
Bhttps://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageld=82773030
"https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageld=82773030
Bhttps://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageld=82773030
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node. Fig 14 illustrates the cross-border authentication process from the user perspec-
tive. If a person from a member state A would like to access an e-service provided by
member state B, then during the authentication procedure, a member state A elD is de-
tected, and the authentication request is sent to the member state A identity provider
(IdP). When the user is identified, the result is returned to the member state B e-service
provider, and access to the e-service is granted™®.
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Figure 14: elDAS cross-border authentication.

To make the elDAS implementation easier for the member states, the EC provides
sample implementation for the member states based on the technical specifications de-
veloped by the member states, the EC in cooperation with the elDAS technical subgroup
and the CN". eIDAS node integration components are funded by the CEF (Connecting Eu-
ropean Facilities) program. CEF is an EU funding instrument for EU-wide infrastructure
projects, including digital initiatives'®.

According to the EC information from 29.07.2021, 24 countries' from 31, have imple-
mented the elDAS-Node and it is in production. The solution is under development in
five countries (Cyprus, Greece, Hungary, Ireland, and Liechtenstein). In Romania, the de-
velopment is planned, and in the case of France, information about the implementation
status is unavailable. 25 countries?® out of 31 reuse elD sample implementation software.
Austria partially uses the elD sample implementation software. Five countries (Denmark,
Germany, Hungary, Sweden, United Kingdom) have a specific eIDAS-Node implementation
solution.

Before it is possible to use e-services across borders, the national elD scheme needs
to be notified at the EU level. During the notification process, the member state elD
scheme will be peer-reviewed by the CN members. Therefore, chapter 6 provides a de-
tailed overview of the elD schemes peer review process.

"6https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageld=82773030

7 https://ec.europa.eu/digital-building-blocks/wikis/display/DIGITAL/elDAS+elD+Profile

8https://ec.europa.eu/info/funding-tenders/find-funding/eu-
funding-programmes/connecting-europe-facility_en

19 Austria, Belgium, Bulgaria, Croatia, Czech Republic, Denmark, Estonia, Finland, Germany, Ice-
land, Italy, Latvia, Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, Portugal, Slo-
vakia, Slovenia, Spain, Sweden, United Kingdom.

20Belgjum, Bulgaria, Croatia, Cyprus, Denmark, Estonia, Finland, France, Greece, Iceland, Ireland,
Italy, Latvia, Liechtenstein, Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, Portu-
gal, Romania, Slovakia, Slovenia, Spain.
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6 Analysis of Existing e-ID Peer Review Routines in the EEA

The elD scheme peer-review process starts at the CN meeting. The notifying member
state presents its elD scheme and invites the CN members to participate in the peer re-
view process. Participation in the peer review process is voluntary. At the end of the CN
meeting, the EC asks the member states to choose the roles in the peer review process.
This Chapter provides a detailed overview of the electronic identity schemes assessment
procedures, roles, and topics. Finally, the analysis of main regulations and guidelines used
for the assessment is provided.

6.1 Roles and Responsibilities

The CN members can choose different roles in the peer review process. Every peer review
has a coordinator responsible for the general coordination of the peer review and com-
munication between the CN members participating in the peer review process and the
European Commission. Usually, there is one coordinator, and according to the practice,
the coordinator is not the notifying member state itself.

Based on the EC implementing regulation (EU) 2015/1502 [160], the peer review is
divided into three topics: topic 1 "Enrolment", topic 2 "Electronic identification means
management, authentication and interoperability”, and topic 3 "Management and organ-
isation". A detailed overview of the peer review topics is provided in sub-chapter 6.2.
Every topic has a rapporteur, who is responsible for coordinating the discussions within
the topic during the peer review process. Each topic has one rapporteur. However, some-
times one member state is a rapporteur in more than one topic.

The CN members can choose between two roles in the peer review process. They
can participate as an active member or an observer. Fig 15 presents the roles in the peer
review process.Participation in the peer review process is voluntary, and participation and
taking roles are flexible. For example, the CN members can participate as active members
or observers in one or all topics. They can also participate in different roles in different
topics (e.g., they can be in the active member role in topic one and the observer role
in topic two and topic three, etc.). The number of active members and observers in the
peer review process is not limited. Table 13 provides an overview of the responsibilities of
different roles.

Peer review coordinator

|
| { |

Topic 1 Topic 2 Topic 3

Rapporteur Rapporteur ‘ Rapporteur

Active member Active member Active member

Observer

Observer Observer

Figure 15: Peer review roles.

All these roles have different responsibilities in the peer review process. The coordi-
nator plans the peer review process and The peer review coordinator is responsible for
general planning of the peer review process. The coordinator prepares the peer review
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Table 13: Responsibilities in the peer review process

Role Responsibilities
- Peer review time planning.
Peer review coordinator - Information exchange management.

- Time management.
- Facilitator for discussions.
- Responsible for chosen topic.
Rapporteur - Raising concerns.
- Drafting the topic for the report.
- Keeping the deadlines.
- Active participation in the chosen topic.
Active member - Raising concerns.
- Commenting the report.
- Keeping the deadlines.
- Raising concerns.
- Keeping the deadlines.

Observer

timetable together with the notifying country and coordinates the information flow be-
tween all the involved parties (including distributing documents, templates, etc.). The
coordinator plans regular meetings between the involved parties and facilitates the dis-
cussions. However, the coordinator does not make decisions on behalf of the peer review
group. The coordinator ensures that all agreed deadlines during the peer review will be
met and is responsible for compiling the whole peer review report.

Each peer review has three rapporteurs, one for each topic. Rapporteur is responsible
for a particular topic, driving active discussions and raising concerns as early as possible.
As a result of the peer review, the rapporteur summarizes the most important findings of
this particular topic in the peer review report and reviews feedback from the active mem-
bers and observers. Rapporteurs can make decisions in the peer review process together
with the members included in the concrete topic. They are also responsible for keeping
the deadlines.

Active members ensure their active participation in the peer review process by ask-
ing questions during the question rounds, participating actively in the peer review meet-
ings, and providing feedback to the peer review report. Active members should raise any
concern they have with regard to the elD scheme under notification without delay. Ac-
tive members participate in the decision-making within the topic. They also have to keep
deadlines or notify the rapporteur and coordinator if it is impossible to meet the set dead-
lines for some reason.

The observer role is more inactive in the peer review process. However, they can raise
concerns and ask questions if they have any. In addition, they can read and access the peer
review documentation and keep themselves in the information circle. Observers must also
follow agreed peer review deadlines if they want to contribute to the peer review. Initially,
the role seems to have a supervisory role in the process. Still, in practice, the countries
often use it to follow the peer review without additional obligations.

In addition to the already mentioned four roles, it is important to bring out the team
of the notifying country. They are responsible for answering all the questions regarding
the notified elD scheme. They also should participate actively in the peer review process
and provide any further information or organise additional meetings needed for the elD
scheme peer review. The notifying country should follow the agreed deadlines or inform
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the rapporteur(s) and the coordinator if they require more time.

The role of the European Commission is to coordinate the overall peer review organ-
isation and support the peer review team by offering meeting rooms, working environ-
ment, technical facilities, etc. They also monitor the peer review progress and help to
solve problems encountered during the peer review.

6.2 Peer Review Procedure

Every elD peer review usually follows the same pattern of activities. Fig 16 presents the
peer review steps. The peer review starts with a kick-off meeting followed by the first
question round. At the kick-off meeting, the peer review coordinator introduces the peer
review schedule and main routines. The schedule, participants, and details are described
in the peer review agreement document.

In total, there are usually three question rounds. A question round contains two types
of activities. First, the participating members can ask questions about the submitted doc-
umentation, and then the notifying country has time to prepare the answers. Questions
are asked by topics. Before the third question round, there is usually a face-to-face or
online meeting to clarify the open issues. The meeting duration varies from half a day to
one and a half days, depending on the open topics. After the third question round, every
rapporteur prepares input for the peer review report by summarizing the main findings of
the peer review. The coordinator puts the whole peer review report draft together, and
all participants have a chance to comment on the peer review draft in three rounds. Rap-
porteurs go through the comments and include them in the report or talk them through
with the peer review participant who made the comment. In case of disagreement, the
rapporteurs and the peer review coordinator try to find a suitable solution for all peer re-
view participants. The final version of the report is sent to the Commission and presented
at the next CN meeting.

R r [ presentation \
4 epOt atthe CN

Kick-off
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Figure 16: elD scheme peer review detailed process.

In parallel with the peer review report, the coordinator and the rapporteurs prepare
the CN opinion draft. After the CN has reached a consensus about the elD scheme under
the notification, the opinion is adopted and published in the Official Journal of the Euro-
pean Union. After that, the member states have 12 months to recognise the elD scheme
at the notified level.

6.3 Regulations and Guidelines

There are two types of documents followed during the peer review process. Firstly, oblig-

atory documents like legal regulations,implementing regulations, and decisions, and sec-

ondly, documents that support the peer review process but they are not legally binding.
Legally binding documents, relevant in the peer review process are:

o elDAS Regulation [42]

¢ Implementing Regulation (EU) 2015/1502 [160]
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¢ Implementing Decision (EU) 2015/296 [158]
¢ Implementing Decision (EU) 2015/1984[159]

The elD peer review process is mainly based on the elDAS regulation [42] and its im-
plementation act [160]. Those acts together form a core documentation used in the peer
review process to understand if the elD scheme corresponds to the requested level of
assurance. Those legal acts are based on the technical specifications and standards pro-
vided by European Committee for Standardisation (CEN), the European Telecommunica-
tions Standards Institute (ETSI), the International Organisation for Standardisation (ISO),
and the International Telecommunication Union (ITU). More specifically, the legal acts
take into account the standard ISO/IEC 29115 that provides an entity authentication assur-
ance framework and specifies four levels of assurance in the entity authentication [65].
However, the standard still needs to be fully incorporated into the legislation because, for
example, identity proofing and verification requirements are different [160]. Legal acts
also refer to the standard ISO/IEC 15408 that establishes the general concepts and princi-
ples of IT security evaluation and specifies the general evaluation method [64]. Regarding
the information security and service management systems, the legal acts rely on ISO/IEC
27000 [67] and standards from the ISO/IEC 20000 series [66]. Implementing decision
(EU) 2015/296 regulates and frames the CN work during the peer review and defines the
CN’s responsibilities and outcomes. Implementation decision (EU) 2015/1984 describes
the formats and procedures related to the notification of the elD schemes, including laying
down the notification form template [159].

Other legally non-binding documents, relevant in the peer review process are:

e Opinions and decisions of the Cooperation Network
e Guidelines and other documents helping to ease the peer review process
e Standards

Besides the legal acts, the CN has a right to adopt opinions and decisions that form the
peer review practice. As a result of the peer review, the CN publishes an opinion. The first
opinion of the CN is from 2016. Opinions are not legally binding for the member states,
but they reflect a consensus between member state experts in elD-related matters. For
example, with opinion No. 1-2016, the CN adopts the first version of the elDAS techni-
cal specifications [150]. As opinions contain valuable information about the peer review
practice, it is important consider already adopted opinions while peer reviewing other elD
schemes. This also ensures equal treatment of the notifying member states. From 2016
to 2022, the CN published 30 opinions. In addition, the CN has adopted one decision.
In 2019, the CN adopted a decision on the need for open access to the NFC interface to
support secure mobile use of electronic identity means [151].

In addition to the legal acts and the CN-adopted documents, several guidance docu-
ments help ease the peer review process and understand the provided legal documenta-
tion and forms. For the notifying country, there is a guidance for the application of the
levels of assurance which support the elDAS regulation [154]. An elD scheme notification
template guidance was developed by Austria, Estonia, and the United Kingdom, available
for the notifying country [14]. Regarding the peer review, some countries participating in
the peer review process have developed and documented their own guidelines. For exam-
ple, France and some other member states have created a document, "elDAS Subgroup
- Lessons learned from the concluded peer-review process". The document contains ob-
servations and ideas on how to improve the current peer review process. Unfortunately,
the document is only for the CN “s internal use and is not publicly available.
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Often the standards, already named in this sub-chapter, together with legal acts, are
used in the peer review process to assess the level of assurance of the elD scheme. Fig 17
summarizes the relevant documents in the peer-review context. During the interviews
with the CN experts, it became clear that in addition to the legally binding and non-binding
documents, the practice of the CN member states also plays a vital role in the peer review
process.

,/"/CN member

state practice

Legally binding documents k
elDAS Regulation
Implementing Regulation (EU) 2015/1502
Implementing Decision (EU) 2015/296

Non-binding documents
The CN opinions and decisions N
Standards: ISO, ETSI, CEN, ITU :
Guidelines and other documentation \

Figure 17: Relevant documentation in the peer review process.

However, the aim of the peer review is to ensure that the notified elD scheme corre-
sponds to the requested assurance level in accordance with the legal regulations. There-
fore, sub-chapters 6.3.1, 6.3.2 and 6.3.3 describe the main requirements for assurance

levels "low", "substantial", and "high" by the topics.

6.3.1 Topic 1: Enrolment
According to the Implementing Regulation (EU) 2015/1502 [160], the enrolment topic com-
prises the following main subjects:

e application and registration
¢ identity proofing and verification of a legal and a natural person

It has to be possible to check that during the elD application process, the applicant is
aware of the terms and conditions and recommended security precautions related to the
use of the particular eID mean [160]. It is also important that the relevant identity data
necessary for identity proofing and verification will be collected [160]. These require-
ments need to be fulfilled in case of any LoA.

Regarding identity proofing and verification, then there are different requirements de-
pending on the LoA level. Also, there are differences in requirements applicable to natural
and legal persons. According to the main basic requirements for the LoA "low", the nat-
ural person should have proof of an identity recognised by the EU member state where
the elD application is made [160]. This refers to the valid identity documents that member
states use inside the country to verify the people (e.g., ID cards, passports, driving licenses,
etc.). All presented evidence for ID proofing needs to be trustworthy. It means that the
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presented evidence is authentic and valid and/or from the authoritative source [160]. An
authoritative source, in this case, can be any source capable of providing accurate infor-
mation and data for identity proofing. It is also important that the claimed identity exists
according to the authoritative source and that the person and the claimed identity are the
same [160].

For the levels "substantial" and "high", additional requirements need to be met. For
example, during the identity proofing procedure, the risks are mitigated by checking if the
presented identity document is not lost, stolen, suspended, revoked, or expired. More-
over, in case of the LoA "high", the person has to be verified, for example, based on photo
or other biometric identification evidence recognised by the member state. During the
elD application process, the applicant needs to be identified through the comparison of
the physical characteristics and authoritative sources. If the legal and natural identity is
bound, it has to be possible to suspend and/or revoke a binding, and at the national level,
there have to be procedures in place to manage this type of connection [160].

Detailed requirements for identity proofing and verification in the case of natural and
legal persons are regulated in clauses 2.1.2 and 2.1.3 of the annex of the Implementing
Regulation (EU) 2015/1502 [160].

6.3.2 Topic 2: elD Means

According to the Implementing Regulation (EU) 2015/1502 [160], the elD means topic com-
prises elD means management and authentication. More specifically following aspects
are covered:

e electronic identification means characteristics and design
e issuance, delivery, and activation

e suspension, revocation, and reactivation

¢ renewal and replacement

e authentication mechanism

The elD means should utilize at least one authentication factor. For the substantial
level, at least two authentication factors are required. It has to be guaranteed that the
elD means is under its owner ’s control. The highest level of assurance presumes addi-
tional protection mechanisms against duplication and tampering and protection against
attackers with high attack potential [160].

The elD means should be delivered to the person to whom it belongs. Depending on
LoA, there can be slight variations. It must be possible to suspend and/or revoke an elD
means operatively. Reactivation of an elD means can be only possible if the conditions
before the revocation are met. In case of renewal and replacement of an elD means,
initial identity proofing requirements apply [160].

Regarding the authentication mechanism, it has to be possible to verify reliably the
elD means and its validity. Furthermore, the personal data in the elD means should be
stored in a secure manner. Security control mechanisms like guessing, eavesdropping, and
manipulation of communication by an attacker shall be implemented [160]. Depending on
a specific LoA level, the requirements vary.

Detailed requirements regarding the elD means are regulated in clauses 2.2 and 2.3 of
the annex of the Implementing Regulation (EU) 2015/1502 [160].
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6.3.3 Topic 3: Management and Organisation

Cross-border service provision presumes well-established information security manage-
ment policies, routines, and risk management concepts. According to the Implementing
Regulation (EU) 2015/1502 [160] the management and organisation topic comprises fol-
lowing subjects:

¢ published notices and user information
¢ information security management

o record keeping

e facilities and staff

e technical controls

e compliance and audit

The users must be informed about the applicable terms, conditions, fees, and possible
limitations. Information policy shall enable informing the users about any changes related
to the service. Users* request handling process must be in place [160].

To control and handle information security risks, there has to be an information secu-
rity management system in place. In addition, there is also a need for an effective record-
management system ensuring lawful retention and management of data [160].

It is important that the staff and subcontractors related to the elD schemes are suffi-
ciently trained and experienced. Facilities must be secure and protected against damages
caused by environmental events. Unauthorized access should not be possible. Access to
the information should be granted only need bases [160].

Technical controls include information confidentiality, integrity and availability protec-
tion, and protection against eavesdropping, manipulation, and replay. Cryptographyc ma-
terial should not be stored in plain text, and all sensitive information must be transported
and stored in a secure manner. Incident management needs to be in place [160].

The elD scheme needs to be audited periodically by an independent internal and/or
external auditor, depending on the LoA.

Detailed requirements regarding the elD schemes management and organisation are
stated in clause 2.4 of the annex of the Implementing Regulation (EU) 2015/1502 [160].
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7 Input from Experts

In addition to the documentary sources, legal acts, and standards, analysing the existing
peer review process from the experts” practical perspective is important. This chapter
provides an overview of how the member states assess other country “s elD schemes and
answers to the third sub-question of this research: "How do the member states recognise
elD schemes of other countries to enable the cross- border e-service provision?"

Real experience in the peer review process in different roles is important to reflect
the actual peer review practice. Therefore, the author conducted ten qualitative semi-
structured interviews with CN experts from nine different EU countries. The average ex-
perience in the elD field of the interviewed experts was 8.55 years. However, it has to be
noted that two experts had more than 20 years of experience regarding the elD systems
and their implementation.

The interview questions were initially divided into two parts and consisted of 20 ques-
tions. The first part focused on the peer review organisation, and the second part on the
actual peer review process and working practices of the member states. Interviews were
transcribed and analysed thematically using NVivo qualitative data analysis software. Dur-
ing the thematic analysis, the author first identified two main themes: peer review organi-
sation and peer review of elD schemes. The first theme focuses on the peer review organ-
isational aspects, like participation, environment, procedural steps, documentation, etc.
The second theme already focuses on the peer review content and how experts identify
that elD schemes correspond to the requested LoA level. The thematic analysis involves
codes at up to four levels of detail. However, it is essential to point out that during the
thematic analysis, it became clear that both parts of the interview contained information
related to both main themes. Therefore, the presentation of interview questions did not
follow the exact logic of identified codes and themes.

Detailed data analysis procedure is described in sub-chapter 2.3.3. The interviewees’
statements cited in this dissertation are based on transcriptions and are not edited. There-
fore, used quotes may contain colloquial expressions.

7.1 Peer Review Organisation

The first part of the interview analyses peer review organisation, starting from the coun-
try s decision to take part in the peer review process to the concrete working environ-
ment. Table 14 presents the ten questions about the peer review organisation. Questions
were divided into three topics: participation decision (Q3-Q5), peer review process (Q6-
Q9), and working environment (Q10). Based on the interview transcriptions analysis, it
was possible to identify five main themes:

e participation
e process
e environment

documentation

e harmonization

Fig 18 presents the overview of the main themes and related codes. The participation
theme contains three codes: decision, topic, and roles. The author tried to understand
on what basis the member states decide whether to take part in the peer review process
and how they choose the topics and roles. Theme "Process" contains seven codes and
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Table 14: Expert interview questions - Peer Review Organisation

Part | - Peer Review Organisation

Question No Question

Q.3. Based on which criteria do you decide to take part in the peer-review
process?

Q.4. Based on which criteria are you choose your participation in different
topics (enrolment topic 1, elD topic 2 or management and organisation
topic 3)?

Q.5. Based on which criteria are you choosing the role(s) (coordinator, rap-
porteur, active member and observer) in the peer-review process?

Q.6. In your opinion, do you find the current peer-review process organisa-
tion (three question rounds, one face-to-face meeting, weekly meet-
ings and three rounds of report review) sufficient to evaluate the elD
scheme of a notifying Member State? Please explain your answer.

Q.6.1 Are there any excessive steps in the current peer-review process?

Q.6.2 Should there be any additional steps in the current peer-review process
that enable better evaluation of an elD scheme?

Q.7 Do you find the current pre-notification process useful?

Q.8. What would be a sufficient timeframe for conducting the whole peer-
review process?

Q.9. What would be the optimal number of parallel ongoing peer-reviews?

Q.10. Does the CEF working environment support well the elD scheme peer-
review?

focuses on the peer review procedural aspects (pre-notification, time, expertise, meet-
ings, number of participants, parallel peer reviews, disagreements solving) and experts’
involvement (their availability, interest, responsibility) in the peer review process. Theme
"Environment" analyses the peer review group working environment and communication
channels used during the peer review process. Documentation presented by the notifying
country and its quality plays an important role in the peer review process. Therefore, the
theme "Documentation” focuses on the elD schemes related documentation analysis. Fi-
nally, the theme "Harmonization" reflects the need for synchronization between the peer
reviews.

7.1.1 Participation

This sub-chapter focuses on the theme of "participation" and presents the interviewees”
participation motivation in the peer review process. Participation in the elD schemes peer
review process is voluntary. Therefore, the author wanted to know what motivates the CN
members to take part in the peer reviews, how they decide their participation in topics,
and how they choose the role.

When it comes to the participation decision, the interviewees " named different fac-
tors. The author grouped the answers based on the common nominators and found that
participation decisions are usually based on the co-operational and/or educational/informational
grounds. Several informants named those aspects.

One of the core aims of the CN is to encourage collaboration between the EEA coun-
tries and build mutual trust. From the cooperation perspective, the interviewees brought
out the following aspects:
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Figure 18: Theme "Peer review organisation".

“The selection has been mainly based on a region and partnerships. If we recognise
that a member state comes to notify their elD scheme which is a very strategic part-
ner for [name of a country], then we try to get ourselves involved in the peer-review
process and get at least an observer role. And other countries that we do not have
that strong partnership or any special interest to collaborate with them on more
topics closely or specifically on an ID, we have been not very involved. ”

“If I may, the first one is reciprocity, because of some countries have helped us to
notify our system and our means, that is point one. ”

“But it’s also sometimes based on sort of some diplomacy where. Well, we take part
in one peer review and they help us in ours for example. ”

“And it was also another good way to, | would say, try to participate in the projects
of other member state and make so that we reach a common understanding. ”

However, one interviewee expressed disappointment that despite active participation
in other countries” peer reviews, the interest in taking part in the peer review of this
particular country ‘s elD scheme remained low.

Knowledge sharing is another goal of the CN. Several interviewees brought out the
possibility of learning something new from the peer review process about the other coun-
try ’s practice or technology. In some cases, the aim was just to be informed and aware
of what other countries were doing.

“One criteria first was interested in learning the system. So, as soon as we get a pre-
notification, we can take a quick look and if there is some interest in the technology
to learn something, then that is one criterion. ”
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“And we see peer reviews as both a way to learn ourselves, because you must know
that we are like late in [name of a country]. So it was a good way to learn first thing.

”

“For two reasons to learn more from the other member states, and also to see if the
elD schemes comply with the regulation, of course. ”

“So I would say the main criteria to participate in a peer review for us would be first
is it a new technology or not. Typically, we are less interested in peer reviews about
smart cards, elD cards, wherever our protection profile certifications etc. are things
that can be quite solid. And we are more interested about mobile application and
video identification etc. ”

“It is quite important to know what will be notified and have a say on the process. ”

Some countries try to participate in as many peer reviews as possible. However, it is
difficult as the same experts are often related to several elD-related initiatives, working
groups, and projects. "

“We try to take part in as many peer reviews as possible, especially when we see that
there might be some things which are an issue for us in the mainly in the registration
process and the enrolment. ”

“We try to follow each peer review, actually, because it’s always interesting to have
a look at the way it works on the other side. ”

Some reasons for participation were mentioned only once. For example, a member
state may decide their participation based on a possible significant discussion related to
the scheme. Sometimes member states also participate to gain visibility, or because oth-
erwise, there will be too few participants in the peer review process.

In some member states, the CN representatives are public sector officials, but some
countries have delegated the role to a private sector service provider. In those cases,
the CN representative consults with the public sector authority responsible for the elD
schemes before taking the participation decision.

In addition to the participation decision, the CN members need to decide on what
topic or topics they want to be involved in the peer review process. The CN members
can choose between three topics: "Enrolment”, "elD Means" and "Management and Or-
ganization". Table 15 summarizes the interviewees’ preferences to participate in topics.
The preferences are brought out anonymously and cannot be connected to a particular
CN member because the decision between the topics is a free choice of a country. It has
to be noted that table 15 presents the general interest of the interviewees and does not
mean that they could not be interested in other topics in particular peer review. How-
ever, it is visible that topic 1 and topic 2 are more interesting for the CN members. One
interviewee even brought out separately that topic 3 is a bit boring.

The reason why the CN members prefer one topic to another varies. Some inter-
viewees decide based on their personal experience and professional background, others
based on the elD scheme and its technical solution under the peer review. At least two
interviewees mentioned that as the peer review process is time-consuming, they try to
make an optimal participation decision. However, some CN members prefer topic 3, be-
cause there are not many participants, and usually, there are much less disagreements.

Finally, the CN members have to decide their role in the peer review process. It is
possible to coordinate the peer review, become a rapporteur or participate as an active
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Table 15: Deciding between the topics

No 1 2 |3 |4 |5 |6 |7 |89 |10
Topic 1 X X | X | X | X | X | X |X
Topic 2 X | X | X X | X | X | X

Topic 3 X X

member or observer. A detailed description of the peer review roles is described in sub-
chapter 6.1. Table 16 gives an overview of the roles and interviewees ” preferences. De-
ciding the role is kept anonymous for the same reason as deciding the topic. The intervie-
wees prefer to take active roles in the peer review process. Active in this context does not
mean only the active role but also the coordinator and rapporteur role, as they actively
contribute to the peer review process. Motivation to take an active role varies among the
CN members. Two interviewees said they take rapporteur or coordinator roles to keep
the peer review process functional and running.

“One of our reasons is that usually a lot of peer reviews going at the same time, and
so if we want the mechanism to keep being functional, we have to participate as a
rapporteur or coordinator sometimes. ”

“And in terms of involving myself as rapporteur pretty often, it is well, it is not that

much additional work and it helps out when there is lack of other member states
taking that role. Yeah, | mean, to keep the endeavour running. ”

Table 16: Deciding the role

Role 1 2 |3 |4 |5 |6 |7 89|10
Coordinator X X | X X
Rapporteur X | X X X | X

Active member X X [ X | X
Observer X

Sometimes, deciding the role can also be political or related to the technology under
peer review. One interviewee pointed out that being a rapporteur gives a possibility to
have more influence in the peer review process.

“If we see something really critical in the end, what the country has submitted, when
we think okay, this is this critical, we wouldn’t allow this form for LoA high for exam-
ple, then we try to be the rapporteur to have more power, to take some influence
on this issue. ”

The observer role seems to be least preferred. One interviewee even pointed out that he
does not understand the necessity of the observer role.

“I've never really understood the observer role. Because the observer, what does
it mean? The have access to the document, but you’re not supposed to make any
comment or to ask question. ”

The other interviewee added that the observer role is not used as it was initially planned.
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“..because we have a role of observer in the peer reviews, which in theory should
be used to just check if the peer review is going as it should. And it’s not really used
in practice, which is a bit sad, | would say. ”

However, the observer role allows the CN members to keep an eye on the elD schemes
under the notification when there is a lack of experts or time to take any active roles.

“...we had very few people who had a chance to put their time on participating in
the peer reviews. So we kept it quite simple, tried just to be on picture or in the infor-
mation field and at least get a notifications or documentation about the process. So
maximum commitment was or has been so far been the observer as far as | know. ”

7.1.2 Process

This sub-chapter covers the theme "Process" and attributes related to it. Fig 19 presents
the codes of this theme. Theme "Process" comprises all components related to the peer
review procedure, starting from the pre-notification of an elD scheme to the peer review
resources like time and participants ” availability.

/Q\
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Figure 19: Theme "Process".

Peer review participants and their expertise determine the quality of the peer review.
Therefore, expertise is one essential component of a peer review process. The intervie-
wees brought out that one of the challenges in the peer review process is the availability
of experts. If the experts are overloaded, they cannot focus on the peer-review documen-
tation and the quality of work, and in the end trustworthiness of the final decision will be
affected. Two interviewees said:

“But, it depends also on the availability of the experts from each country, how deeply
they can dig in to the documentation and how much resources they have to focus
on that specifically. ”

“We have been lacking the personnel resources for participating in all the European
peer-reviews previously. ”
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The other expert added:

“we have seen peer reviews where people are so full of other work that the partici-
pation is very minimal. And also sort of the engagement into it actually, look at all
the things and keep up the | mean, it requires quite a lot of effort and resources to
actually dig into all the details and sort them out. Which means that some countries
are very closely looked at, and others more or less just pass through. That can be
problematic from a trust point. ”

One of the experts admitted that due to the other responsibilities, it takes time to find
time to go deep into the documentation.

“Now, of course, depending of the work we have beside this, we will, more or less
deeply engaged in a peer review process, depending of our other constraint, espe-
cially and we’ll probably come back on this later, when we talk about what works
and what doesn’t work. But especially today, since we were involved in the elDAS
expert group for the wallet, we are involved in consortium for the large scale pilot,
everything beside or day to day work, | must confess, for instance, for the [name of
a country] peer review, | couldn’t take much time to deeply work on this. ”

However, some countries can still contribute and find enough experts who actively par-
ticipate in the process.

“There is always a few countries that is a little bit more active than others, and have
a lot of both experience and manpower to put into it. ”

In addition to the experts” availability, the peer review process faces a lack of interest
challenge. As there have already been around twenty peer reviews conducted, the pro-
cess is no longer interesting, and the experts have started to lose interest. One of the
interviewees summarized the issue as follows:

“They’ve done this process many times, so theyre a bit like bored or they have other
priorities sometimes. So at the beginning, there were way more questions, | think,
during the question rounds. And now you see that there’s less and less interest
maybe to be involved. ”

Moreover, it is unclear what the actual responsibility and liability of an expert taking part
in the peer review process are and how the expert “s technological preferences influence
it. Peer review is not equal to the auditing procedure and does not certify an elD scheme.
According to one interviewee:

“In, in particular, also related to what is the responsibility and, in fact, liability of the
peer reviewers. Because in the current setup a peer reviewer, not claiming that has
happened, but a peer reviewer that dislikes for certain reasons, technology a cer-
tain approach could simply insist on considering certain aspects of another scheme
insufficient. And in what would be the result, when we have an opinion with some
scepticism, which has a certain political impact on the one side. But the consequence
for the peer reviewer compared to the consequence of an auditor that does produce
a reproducible result that is really evidence based. There is a gap. ”

A bit broader topic from the experts is the optimal number of peer review participants.
Currently, there is no lower or upper limit, as participation in the peer review process is
voluntary. As aresult, it is sometimes challenging to divide all the roles at the CN meeting.
Especially when there is more than one peer review announced. Therefore, one intervie-
wee suggested:
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“Of course, suppose not so many country are able to participate in a peer review.
That could that be a problem. So maybe we could find a way to improve the sys-
tem requesting a minimum of peer-reviewing country for instance, so far, I've never
noticed a problem due to a lack of participating member state, but it’s the case it’s
probably not to be excluded in the future. ”

That leads to another topic, which is parallel peer reviews. The author asked the in-
terviewees about the optimal number of parallel peer reviews. Seven interviewees from
ten found that two peer reviews in parallel are optimal, and three are already absolute
maximum. Two respondents found that one peer review at the time would be the best,
and one interviewee did not have an opinion about the optimal number.

Some interviewees found that the number also depends on the complexity of a par-
ticular elD scheme under the notification. For example, one interviewee pointed out:

“So, it depends on the number of authentication means on the elD means that are
within one notification. So, in one pre-notification process, you can have more than
one elD scheme. Depending on the documentation, two to three in parallel should
be possible. But, if one of them is a large one, then it blocks time, of course. ”

Interviewees also suggested how to make the peer review process smoother in case of
parallel peer reviews. One interviewee suggested:

“I think we could also kind of fit one at the time on the schedule if there is a specific
timeline. So, the Commission should make some kind of road map and queue for the
countries who come to notify and give them a specific time slot for this. Of course, if
the queue is very long, then there has to be some compromises because it does not
make sense since you are ready to notify you elD, it is in production, and you cannot
notify before a year. So, | guess one to two at the time is the limit. ”

The other interviewee pointed out that a preliminary elD scheme audit would help save
the expert “s time in the peer review process.

“What we're seeing here is that if we can have this external audit, a little bit better
structured. So practice skills, practice practices declaration, in a more structured
way, with how the audit criteria a little bit more clear, we do have a audit statement.
If we can raise that, it would not be so resource consuming, and that you would have
a better chance to actually participating in more. ”

One interviewee found that all rapporteurs should be different in the same notification
round.

“Also, it should be balanced in a way that the same rapporteurs would not be present
for the all peer reviews. There should be a balanced participation where the rappor-
teurs should be different per each peer review. Because otherwise we will see all the
three experts participating as rapporteurs in all peer reviews. ”

Another interviewee proposed that to save time and ensure uniform coordination of the
peer reviews, it would be reasonable to have one peer review coordinator for all peer
reviews in the same round.

“It would be useful to have one coordinator for all three of the peer review. So the
same coordinator. Okay. So then we, for example, plan the conference calls on the
same day after each other, and then the coordinator can be a bit more like, practical
instead of that you have three different coordinators who have to do the same things
apart from each other. It could save time if it’s the same person. ”
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The peer reviews are usually conducted between two CN meetings. The CN meetings
are planned approximately every four months. The author asked the interviewees if this
four-month period was sufficient for the whole procedure.

All interviewees found that, in general, the three-four month period is sufficient for the
peer review. However, sometimes it also depends on the elD scheme under the notifica-
tion, but the current period is mostly reasonable. One interviewee found that one week
for questions is insufficient from the time planning perspective. He stated as follows:

“I think that to have only one week for collecting the questions and one week for
answers, everything is in rush, it is very fast. By my opinion, it should be more time
for that. ”

Some other interviewees found that if there were more time, people would still use the
whole period, and there would not be any qualitative difference in terms of the final result.
They reasoned their opinion:

“Because frankly said, if you have more time you will do all things longer and slower
and definitely at the end of the process you will say that we did not have so much
time. It is a human mind-set. ”

“I think the way it works today is not that bad. Having too long period, would not
help probably because many times, the more time you have, the more time you take
and not necessarily to do a greater job. ”

Two interviewees pointed out that the time to finalize the report is usually too short. One
interviewee suggested that the report writing should be done parallel with the question
rounds.

“I think the peer-review group should write the report as they go along, instead of
having the three rounds, and then they start to doing the writing, it seems to be it’s
kind of inefficient, because then you could kind of incorporate all the knowledge you
get from the questions into the report straightaway. And then you had a kind of a
draft report for the face to face meeting, and you could have a look at that. ”

Regarding the peer review process steps, the author asked the interviewees about the
necessity of the pre-notification procedure. Most interviewees found that having some
information about the elD scheme available in advance is good. However, most of them
admitted that they have time to look into the documentation when the peer review starts.
One interviewee pointed out that the pre-notification process may be more beneficial for
the EC. The interviewee reasoned as follows:

“...but maybe from a point of view of the Commission is necessary for them to check
if there is something that is eligible for peer review and notification. And maybe
they need the documentation before starting the request peer review process. ”

The other concern regarding the pre-notification is that the documentation is incomplete
and may change before the peer review starts. Two interviewees described the situation
in practice:

“We had it a couple of times that documentation was uploaded. | think [name of a
country] for example in the last weeks did that. They uploaded a year ago something
and now they uploaded new documents and said okay that are the relevant ones. ”
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“Sometimes we have all the documentation need in other cases, we have a first
iteration with some document published. And then before first meeting to the com-
ments are updated, and then it can be also time consuming for the one who will
review but otherwise, it doesn’t work that bad in my in my opinion. ”

The current pre-notification procedure is not fully described. Therefore, two intervie-
wees mentioned that the procedure should be more structured and defined. The experts
brought out the following aspects:

“I think the pre-notification is probably a reasonable, reasonably good practice. |
think, if you would formalize it a little bit more, in terms of how you actually structure
the documentation, how you sort of declare your practices, that would be beneficial,
because it will be more comparable. ”

“I think it’s helpful to have this set of documents that everybody uploads, so they,
you know, easily know where, where all the information is. So if everybody uploads,
the same documents, then you know, okay, this document this introduction is the
mapping. This is | think it’s easier if there’s like a guideline for this. ”

But there are other topics. Where experts feel the need for additional procedures or
guidelines, usually, the peer reviews go smoothly, and all questions will be solved during
the process. However, in some cases, the participating countries are not able to come
to an agreement regarding conformity to the elDAS regulation and its implementing acts.
Therefore, there is also a need for dispute-solving guidelines. One interviewee summa-
rized the topic as follows:

“The second part is also that we do lack specific criteria or the guidance is something
that is in dispute quite someone quite often, actually. So it means that within the
group of peer reviewers, there is not always the same opinion on sort of what is
required to achieve or fulfil certain control objectives in the in the regulation. ”

One of the peer review process steps is a face-to-face meeting of the peer review group,
where the notifying country gives an overview of their elD scheme, and experts can dis-
cuss open issues and ask additional questions on-site. The author wanted to know if the
interviewees considered this practice useful. Three interviewees found the on-site meet-
ing important because it is much easier to understand the other country ’s system and
gives a possibility for a country to demonstrate its solution. However, the concern is when
exactly the meeting should occur, either at the beginning, at the end of the peer review,
or somewhere in the middle. According to the current practice, the meeting is usually be-
tween the second and third question rounds. However, recent peer reviews have shown
that if problems are raised before the final question round, it is challenging to finish the
peer review report on time.

7.1.3 Environment
The environment in this context means different communication channels and an online
environment that the experts use during the peer review. The communication channels
include e-mail exchange and Excel table format used for the questions and answers, as well
as the wiki-based online environment provided by the EC. The author wanted to know if
the interviewees were satisfied with the existing communication channels.

Interviewees were used to e-mail communication. However, the Excel table format
for questions and answers was not considered convenient from the usability side. For
example, the interviewees bought out the following concerns:
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“You cannot scroll properly. | hate this. But so, to answer your last question, first, |
have no idea what could be another solution that might be better. But, the solutions
are definitely not optimal. ”

“So, | mean, even sort of the templates for the Excel sheets, and all that it differs
from period from peer review to peer review and | don’t even know where to find
this template. So it’s, that can be much more better structured, absolutely. ”

One interviewee suggested that the questions could be visible for the notifying member
state as they are placed, not sent all at once at the end of the round, and it would be
possible to answer them as they appear.

“I think that could be done a lot smarter than Excel sheets. Kind of why not just put
them in dynamically. And you could see the questions as they come along. Why do
we have to wait for an Excel sheet that comes at a given point in time, it would be
much better to actually have them kind of immediately when they are made. And
then you could also answer them immediately. ”

However, the interviewees did not propose any other concrete alternative solution for
placing the questions and answers. Previously, the wiki-based online environment was
used for that purpose, but it was not easy to use. According to one interviewee:

“ There was a time in the past we have questions were submitted into the Corpo-
ration Network space. | remember that, it was the case in first peer reviews, but |
think it was probably more difficult to use that, but just an Excel file where you can,
you know, add new columns, comments, etc. ”

Some interviewees admitted that they are not using the online environment and re-
lying only on the information provided by the peer review coordinator by e-mail. Others
find it a useful platform, but the functionalities are not used in the best possible way. One
interviewee admitted:

“I mean, it's not a joy, actually, to log on to this conference space. | mean, everyone
has been lost there. But it does work. | mean, it's at least a tool we can use. So |
wouldn’t say that this is a big problem for peer reviews. ”

Two other interviewees added:

“I think it could be used in a more effective way, because it's very useful, useful
platform. But now we don’t use it enough. ”

“I think the tool works fine for the document provided by the notifying member state.
For the peer review itself, it really depends on the way it’s managed by the coordina-
tor, because sometimes documents are uploaded onto the environment, sometimes
not. ”

In light of the EU digital identity and the digital wallet, one interviewee found that the
whole process, including the working environment, needs to be overlooked and re-designed.

To summarize this topic, the interviewees were more or less satisfied with the online
environment and other communication channels. However, the wiki-based environment
could be organised more efficiently, enabling better usability.
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7.1.4 Documentation
Documentation in this context refers to the information the notifying country provides
about its elD scheme. There is no list of documents that must be provided, and accord-
ing to the current practice, the notifying country usually tries to follow the practice of the
countries who previously notified their schemes, or they provide the documents they con-
sider important from their perspective. Therefore, the author asked if the documentation
provided by the notifying country is sufficient or if any important information needs to be
included.

Some interviewees found that the sufficiency and quality of the documentation highly
depend on the elD scheme and how it is described. Interviewees admitted that the quality
of provided data varies. Interviewees explained as follows:

“That actually hardly, strongly depends on the data provided and the documenta-
tion and the quality of the documentation. We have seen different quality levels, |
would say. So, what is important in my view is that the right documents are available
and you can use them. ”

“I mean, it depends on the scheme and how it is described. | think there were some
pretty good example where from the white paper you could learn the scheme and
then with the LoA mapping where the LoA mapping case sufficient detail to address
all the requirements, and | mean, at the end of the day, it is the law requirements
that need to be addressed. ”

“It really depends on how well they are written. There are member states that have
some good LoA mappings and some good White Papers and there are some that
don’t get quite sufficient information on the topic. ”

Interviewees considered White Paper and LoA mapping documents essential but in-
sufficient. White Paper should give experts an overview of the elD scheme, and the LoA
mapping document should focus on how concrete LoA requirements are fulfilled. One of
the interviewees explained:

“Meaning a White Paper in order to give you an overview of what the system is
because you see it mostly the first time in your life. And secondly, the LoA mapping
in order to see how, which level of assurance is fulfilled. And in past times, it was
not available in the beginning. ”

The other interviewee added:
“I think, potentially white paper and LoA document are sufficient. ”
Two other interviewees specified:

“My experience for basic information, the white paper and LoA mapping are useful,
but when you want to go in details, other documents are necessary, because you
cannot put everything in there in these ones. So | don’t think these ones are just
sufficient, you need a lot more usually to really understand. ”

“If the documents are properly structured, normally, they should cover all the as-
pects, at least for first assessment, in my opinion, and often LoA mapping and white

paper do the job. ”
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Interviewees made several proposals to improve the peer review documentation. One
interviewee described the situation and proposed to re-structure the peer review tem-
plate:

“Or maybe we could from the beginning, restructure of the peer review template, in
order to at least mention all the possible sub-question regarding to notified schemes.
Because today, | think everything that we use today was based on the first peer re-
views from [name of a country]. And everyone adapt the document its own way,
but we could probably find a way to for the future to wherever more elaborated
template trying to cover all the different aspects, of course, it will never be fully
satisfactory. But at least we could reach some kind of common baseline. ”

The other interviewee found that the documentation should be structured in a better way
to make different schemes more comparable. Two interviewees reasoned:

“Definitely, it should be well structured for the notified schemes to be comparable
somehow. So, | think it little bit lacks the standard of the structure to be easily com-
pared with other attributes that the other member states publish in their specific
documentation. ”

“But as | said, | think if we can have a little bit more structured practices document
more of a template, it’s like a big notification doesn’t mean that there is this notifi-
cation template. If you could have something look more like a CPS even though it’s
not PKI based here to actually show me on the topics you want and under it’s a little
bit more structured approach to it. ”

One interviewee brought out that the only required document is a notification form,
which needs to be revised. The interviewee suggested that questions should be given in
advance that all notifying countries should cover in their documentation. The interviewee
reasoned:

“So | would say what you could fix would be a set of, let’s say, 20 questions that
need to be answered. And that should be answered in each case. ”

Often the scheme descriptions are long, and it is hard to get the overall picture. There-
fore, one interviewee suggested including the general schema of the elD ecosystem in the
documentation:

“I think what we got what we meant to make it mandatory to deliver some sort of
overview of the scheme and the simple steps like in one shorts, controlled image. ”

Moreover, the same interviewee suggested:

“From the technical eIDAS node operator point of view we see that we need to have
an overview whether they notified elD scheme can or cannot be consumed by the
private sector e-service providers in another member state. That ‘s one thing that
has been lacking for sure. ”

Finally, according to one interviewee, there is a peer review lessons learned document
prepared by the CN members, containing recommendations like standardizing some for-
mats and listing a minimum set of mandatory documents. The interviewee explained:

“There was a document of lessons learned from a peer review that has been redacted
by [Name of a person] last year, of the year before. And there was several recom-
mendations. Like, for example, having a minimum set of mandatory documents to
provide. Having a format for certain things. ”
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Based on the interviews, the current documentation and template practice needs to
be overlooked, especially from the structural point of view and the possibility of having
minimal mandatory documents notifying countries need to provide.

7.1.5 Harmonization

During the peer review process, the experts should be able to understand if the elD scheme
under the notification corresponds to the requested level of assurance (LoA) based on the
elDAS and its implementation acts[42, 160]. The country can notify their solution on the
levels "low", "substantial" and/or "high". Within one notification can be several eID means
that correspond to different LoA levels. Every elD scheme is differs from another, and ex-
perts need to ensure that elD schemes with the same LoA level are comparable. Ideally, it
should be like this. However, there is a need for harmonization between the elD schemes

and their assurance levels. One interviewee brought out:

“I think what we lack today is some means to ensure harmonization between the
different peer reviews, because in the end, it’s up to the coordinator and to the re-
porters to set the pace of the peer review. And we lack harmonization. ”

Therefore, the author asked the interviewees whether already notified elD schemes and
their LoA levels were comparable. For example, if the member state A LoA "high" elD
scheme and member state B LoA elD "high" scheme are equal when it comes to enrolment
processes, elD means and management and organisation.

According to the interviewees, the notified elD schemes with the same LoA level are
more or less comparable. However, some interviewees admitted that there are differ-
ences between the countries and schemes. For example, one interviewee reasoned as
follows:

“There are differences; | think there are always schemes that have undergone the
peer review process. And whether it has been an opinion of a Cooperation Network
stating that it is level “high” indeed. Now, when you look at them, there are differ-
ences in terms of security of the components that are used. And this is a fact there
are levels of certifications, there are very different levels of certifications that are
used in the continental schemes, which are not fit to protect against the same type
of attack. So this is what we have today. But where all of level “high”. ”

Two other interviewees added:

“Kind of, but there are differences. There are differences that are hard to argue and
also depend on the willingness of the notifying member state to get into a commit-
ment.”

“I think, they cannot be comparable. Every scheme is something special, something
specific. Every country has the old scheme, specific scheme. How can you compare
it? One member state has the general register of everything, the second does not
have it but it is supplied by more databases or registers etc. We cannot compare it.
Because of every country has own solution, and that is the problem. ”

One interviewee brought out that during the peer review, the experts take into account
the specifics of a notifying country. The interviewee said:

“So it has shifted in this context, the assessment a bit, always taking into account
the special circumstances of every member state and especially systems but it has
definitely shifted. ”

73



According to one interviewee, the elD schemes with the same LoA level cannot be
comparable. The interviewee explained:

“And also, if you start comparing the resistance against high attack potential dis-
cussions we have on some mobile systems, which have sandbox and secure element
and so forth, compared with smart card systems, where the keyboard and the PC
are the weakest links and ignored. But the same discussions apply to the mobile, |
think we compare apple and oranges. ”

One interviewee pointed out that elD schemes that were notified in the beginning,
when the peer reviews started, are not comparable with those currently under notifica-
tion. The interviewee explained:

“I would say all not for several reason. Because, of course we started some years
ago with the first peer review from zero and step by step we try to find a common
understanding of what should be done for which LoA and it’s clearly not a rocket
science. And as we mentioned in the beginning, depending of the concurrent peer
review that we have to deal with at certain moment, we can spend more or less time
on it probably it also influence the final result. So no, all notified schemes, since they
are different, are not fully comparable for SM LoA.”

The reason behind it is that the peer review participants have learned during the pro-
cess and started to notice new important criteria. For example, one interviewee brought
out:

“Yes, recently one colleague from the Ministry of Interior highlighted that there is
actually no biometrical data expiration date set in the levels of assurance require-
ments for example for LoA high. And how do you compare with this. You can only
dig into the each of everyone of this notifying schemes documentation and there is
no clear topic or attribute where you can actually see where it comes out because
you have to read it between the sentences. And sometimes if you are not really look-
ing for it, you will not see it. And you will see it afterwards when the peer review is
done and then you discover that this elD scheme that has been notified few years
ago actually should not have LoA high. ”

Another good example is lost and stolen checks of identity documents. This aspect
was not brought up in earlier peer reviews. The interviewee explained:

“Because sometimes in the beginning, maybe now we have peer review, we have the
loss and stolen check loss and stolen check with maybe some peer reviews before
that question was not raised or not asked them. Yeah, if the concern is not raised,
and it’s not included in the recommendations or the in opinion. So it’s still like, you
don’t know 100% if it really complies. ”

In this case, those countries just notified their elD scheme without meeting these partic-
ular criteria. The same interviewee continues:

“Yes, they got away. Maybe they don’t have lost and stolen check either. But yeah,
it's already approved. ”

A similar example was given by an interviewee using biometric remote identification
as an example. The interviewee found that, in some cases, the peer review was easier for
countries that went through the process earlier. The interviewee explained:
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“And it has, | mean, this discussion about sort of biometric remote identification. It
has evolved. It's something that has been | mean, the questions are more mature
now. So it means that someone who did this earlier on was probably off easier. ”

Finally, one interviewee admitted that the peer review standards have lowered over
time:

“So we have somehow in the last years lowered the bar in order to fulfil and options
high for example, regarding the secure element usage, on the first glance, it was
excluded. All devices without secure elements. ”

One interviewee suggested improving the process and making the same LoA level elD
schemes more comparable. The interviewee proposed:

“If we want to compare them and we have a regulation that obliges each and every
country to follow certain structure and format and requirements. Then, | guess there
is no other option than to have at least a light peer review per each of this scheme
that has been previously notified to provide extra information and to be reviewed
by the peer-review organisation. ”

Based on the interviewees’ feedback, the elD schemes and their LoA levels are not fully
comparable, and several components need improvement. Those countries who notified
their schemes earlier had an advantage in terms of questions and requirements. How-
ever, it is clear that during the peer review process, it is important to consider a country’s
particular solution.

7.2 Peer Review of the elD Schemes

This chapter focuses on the peer review process and how experts review elD schemes. The
author tries to understand the internal work process of the peer review participants, what
documents and standards they take into account while peer reviewing the elD scheme,
what are the most difficult parts of an elD scheme to assess, and how different social and
cultural aspects affect the peer review process. Table 17 presents the twelve questions
about the elD schemes peer review process.

During the thematic analysis, the author identified that the theme "Peer review of elD
schemes" contains three main sub-themes: "Assurance levels", "Peer review routines",
and "Factors influencing peer review". Fig 20 gives a detailed overview of the themes
and codes related to the elD schemes peer review. Theme "Assurance levels" presents
the experts * understanding of assurance levels "high", "substantial" and "low". Theme
"Peer review routines" includes codes related to the expert “s working process, how they
peer review the elD scheme, what are the most important parts for them, what kind of
documents and materials they use during the peer review process, what parts are the
most complex to assess, etc. The third theme, "Factors influencing peer review", gives an
overview of different personal, social, cultural, and historical factors influencing the peer
review process.

7.2.1 Peer Review Routines

Every country has its way of working with peer review documentation. This chapter gives
an overview of how the countries peer review the elD scheme, the most important parts
that always need to be checked, what documents they take into account, and what parts
of the elD scheme are the most challenging to assess.
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Table 17: Expert interview questions - elD Schemes Evaluation

Part Il - elD Schemes Evaluation

Question No Question

Q. Do you find the documentation that the notifying member states is re-
quired to present (White Paper, LoA Mapping etc.) sufficient

Q11 What kind of documentation or information is often missing for you?

Q.12. Please describe your work process when you start evaluating the elD
scheme. How do you start the peer-review process?

Q121 Do you engage other people and/or authorities in the evaluation pro-
cess? If yes, who?

Q13. Which documentation/legislation/standards do you take into account
while peer-reviewing the elD scheme?

Q.14. What are the main components (key points) that you always check
while reviewing the elD scheme?

Q.15. In your opinion, what are the main differences between the elD LoA
“High” scheme and the elD LoA “Substantial” scheme?

Q.16. What are the components of the elD scheme that you find the most
complex to assess?

Q.17 Considering the elD schemes that have been notified so far: do you find
that elD schemes with same LoA level are comparable?

Q.18. Do you think that LoA “Low” elD schemes should be notified on the EU
level?

Q.19. In your opinion, how much do different social and cultural aspects affect
the elD peer-review process?

Q.20. Is there anything else you would like to add?
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Figure 20: Theme "Peer review of elD schemes".
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Six interviewees out of ten mentioned that they usually go through the peer review
documentation and formulate the questions alone. Others said they have a small team
(2-3 people) dealing with the peer reviews. In some member states, private sector rep-
resentatives perform the CN expert role. One member state uses advisory cooperation
during the peer review if needed. The interviewee explained:

“We have an advisory cooperation that we send the questions to the documents
to, and they send us some questions that we can ask the member states and we for
ourselves, we usually start with a white paper and all the other documents and then
we stop by the enrolment and look okay. But what is there? Are there any things,
which are unclear? How's the process and try to come to some questions. ”

One interviewee specified that in the case of several parallel peer reviews, one expert is
responsible for each particular peer review. The expert reasoned:

“Otherwise, normally, for instance, if we were working concurrently on several peer
reviews, one person will work on one peer review, and we will maybe discuss besides
this, but most of the time, okay, review is covered one by one expert from organiza-
tion.”

Mostly, the experts start the peer review by reading the LoA document, notification form,
and/or the White Paper and try to get the first impression of the elD scheme. In case
of specific technical questions, the other experts may be engaged. One interviewee ex-
plained:

“no, most of most of the time when experts do the peer review on our site, except
if we have a specific question regarding a technical point, for instance, or specific
algorithm mentioned for which we have some question, then we may address the
question to some of our technical teams. ”

Based on the documentation, they form the first set of questions. One of the intervie-
wees summarized the working process as follows:

“I do that all on my own. I’'m not involving anybody else. Because | can do every-
thing on my own. | have all the competence in all the fields. So that’s quite easy.
So | basically read the documentation. And once I've read the documentation, I'm
noting where | think there are questions, and then | asked the questions, and that’s
essentially it. ”

7.2.1.1 Peer Review Main Components According to the interviewees, the peer review
process is time-consuming and requires familiarizing with an extensive amount of mate-
rial. Therefore, the author wanted to know the essence of peer review and what com-
ponents in the elD scheme are the most relevant ones. To explain the question more,
the author asked interviewees to imagine if they had twenty minutes to check the elD
scheme documentation, then what would be the most important parts they would def-
initely check. One interviewee explained that the way, the expert approaches, depends
on the requested LoA:

“I think the main questions, which are a bit the same, when we decide to participate
is it a level “high” or level “substantial”. If it is level “high”, it raises more flags. ”

Fig 21summarizes in a matrix diagram format the main peer review components brought
out by interviewees. Based on the interviewee “s feedback, it was possible to divide the
components into four main categories:
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Figure 21: Peer review main components.

Security

Enrollment is one of the core topics of the peer review. The interviewees found it
important to check the identity proofing and issuance processes. Especially when it comes
to remote identification and its correspondence to the LoA requirements. Three of the
interviewees emphasized the following:

Risk mitigation

“The type of identification related to the level of assurance, so video identification
versus face to face related to the level of assurance, that is one key point. Second key
point is related to the issuance in principle, so just to get an idea, the activation is-
sues and the most important point when we look at the authentication mechanism,
so usage in principle. ”

“And most importantly, is the enrolment process. ”

“For the enrolment, here, it has to be made sure that you can be sure 100% that the
owner of the ID has really gotten elD and no other person is able to get this his ID
of course key confidence. And most importantly, is the enrolment process. ”

Other interviewee stated:

“Certainly the ID proofing phase. So certainly the activation and issuance processes.

”

In addition to the enrollment processes, the interviewees consider authentication factors
important. One interviewee explained:
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“Well, definitely | will see which is the enrolment process and which are the authen-
tication factors they are using, which is their structure. How much they are using
biometrical data on the authentication. ”

The other interviewee added:
“Well has to be multi-factor authentication, of course. ”

Interoperability is one topic that interviewees separately mentioned. However, it is
not a separate part of the peer review documentation, and experts need to make conclu-
sions based on the three topics covered by the peer review. Interoperability contains the
concept of a unique identifier in the scheme and attributes used for identity matching.
One interviewee explained:

“Actually, not on the level of assurance, but that is more really on the interoperability
part. And that are questions that | had almost in any peer review. The focus of the
documentation was mainly on the security aspects but the role of the unique and
persistent identifier where the private sector parties are integrated, which attributes
can | get for identity matching, in particular if there is no persistent identifier, those
are the aspects that | always want to see. The rest is more reading the white paper,
drawing a picture in terms of understanding the system. ”

Moreover, the same expert brought out that often, the notifying countries describe mostly
national aspects related to the elD scheme. However, the peer review is to identify the
suitability of the scheme for cross-border use cases.

The other expert shared the view that there is a lack of interoperability information in
the peer review process and explained as follows:

“I think this interoperability should have more focus on. Especially, for the elDAS
node operators, where can we get the information how they have enabled the eIDAS
nodes or how they are using cross border infrastructure to provide the elD for other
member states. Afterwards they will be notified. May be that will help a little bit,
because I think there is a lack of description on the technical side of the cross border
infrastructure implementation and | am here talking about elDAS nodes software
where many member states use the Commission provided reference implementa-
tion also in production because they do not want to change anything in the code.
There are countries who are also operating their own code or version of the elDAS
nodes. That would be very interesting for me exactly to know ahead how they will
be connecting technically to our ecosystem. ”

Several interviewees mentioned security aspects. Therefore, it was considered a fourth
important component while peer reviewing the elD scheme. However, security is a broad
topic, and it is possible to approach it from different angles, from the technology compo-
nents and their security to the risk management activities and password policy. Risks are
often considered to be higher in remote identification cases. One interviewee stated:

“For me, password policy and remote identification, so I just check the basics, and
basic security and secure elements. ”

The same interviewee continued:

“For a substantial is it remote identification or not. Is it totally automatic or not. If
it is level “high”, is it just a mobile application. Or is there a smart card or secure
element or something. So mobile application will be we will need some kind of proof
that it is indeed fit for level “high”. ”
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The other interviewee said that their country checks if the notified solution is resistant
against high attack potential and whether the security risks are properly mitigated:

“So he always checks those components in documentation, if it's resistant against
attack potential high or if how they mitigate those risks, and he always looks at
those components. ”

From the challenges perspective, one interviewee pointed out that having standard-
ized procedures and checkpoints is not always good because it makes adopting new tech-
nologies much more complex. The interviewee reasoned:

“But | think that’s a problem. Because if you have these basic check marks, then you
get into this static kind of situation. And then it’s really hard to come up with a new
scheme that breaks the existing normal rules. | mean, right now, the normal rules is
that you have to show up physically, if you want to register at level high, normal rule
is that you have to have certification, the best is your routine, certification etc. And
I think to all those normal rules are kind of a little bit dangerous, right? Because this
is a very dynamic world. And we are always to new ways to do things, new ways
to identify people, new ways to authenticate, etc. And because it’s kind of put into
this little bit static framework that the review processes is, and people have their
opinions, this is how it should be. ”

Therefore, it is also essential to see the elD scheme as a whole and unique, not only fo-
cusing on specific components and their compliance with the particular assurance level.

7.2.1.2 Assessment Challenges In addition to the main components, the author wanted
to know what parts of the elD scheme are the most complex to peer review. From the
comparative point of view, it is important to understand the unique parts of the scheme
and treat them accordingly. It does not mean that unique parts should be automatically
excluded from the peer review scope. However, it rather helps to prevent disagreements
between the peer review participants and enables common recognition among the ex-
perts that particular parts of the scheme do not have to be always comparable with other
schemes.

Based on the interviews, it was possible to notice three main topics that experts found
a bit more complex to assess. These were: interoperability, security, and use of technol-
ogy. However, it has to be noted that those three topics are often related (e.g., technology
and security), and the presentation given by the author is just one possible way to present
the interview results in a more organized way. Fig 22 provides an overview of the topics
brought out by the interviewees.

The interoperability topic was not described in detail, as this part was generally con-
sidered missing from the current peer review. Therefore, the author just brought out the
technical implementation of the elDAS Node solution. In addition to the technical imple-
mentation description, one of the interviewees brought out the private sector aspect of
the elD scheme. The interviewee explained:

“I think this private sector enable and may be describe whether their elD scheme
will be, whether the transactions used for the electronic identification with notified
means will have any financial. Will you have an obligation to pay for the transactions
as a country or what are the options for accepting the elD on the private sector side.
Whether there are any special requirements for providing the elD scheme for the
private sector service providers in other country. ”
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Figure 22: Peer review components that are complex to assess.

Security and its different aspects were the other main concern. Here, the interviewees
found evaluating cryptography and secure elements in elD schemes difficult. Two inter-
viewees said:

“I think that security. Security is, from my perspective, should be. It ’s often critical,
it must be very complex and from my opinion, it is complex in the peer review. ”

“I would say the most complicated would be assessing cryptography and security of
secure elements and like that. ”

The same interviewee continued:

“I think the majority of the members of the Cooperation Network are not cryptog-
raphy experts, the security of components, but it is easy as long as we have certifi-
cation reports or things like that. ”

Moreover, it is challenging to evaluate security risks and vulnerabilities. Especially when
it comes to giving an opinion about the attack potential. One interviewee explained:

“Complex is to assess whether there are ways for an attacker to act like a man in
the middle or you have it would be possible to steal things and act like the person.
This is sometimes really complex. Are there any vulnerabilities in the system. ”

The author summarized the last part under the use of technology or, in other words, tech-
nology assessment. The interviewees approached the topic from a technology perspec-
tive but also how particular technology is used in the scheme. At least two interviewees
mentioned complexities related to mobile-based technologies. They gave the following
explanations:

“In terms or assessing, for me the most complex part is with the mobile elDs and in
particular, when the compromise any member state has between a perfect world of
no vulnerabilities vs what the citizens have. ”
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“The device | would say. With mobile solution, the overall solution really is very
often device dependent. If you use the last iPhone or a basic smartphone, it will not
be the same and ideally, we should have some kind of white listing of all kinds of
device because the overall solution will really depend of the way both software and
hardware components are working. ”

It also depends on how the concrete technological solution is used in the system. For
example, in the case of biometric solutions, the technical part can be certified and quite
clear. However, when the solution is used in the remote identification process with other
technologies, it is difficult to form an opinion about the assurance level. Two interviewees
reasoned:

“If you consider for instance, the use of biometric, biometric is fine, but of course,
it depends if you combine it with a secure element or node or Trusted Execution
Environment will depend on the algorithm using microfiche on the device. ”

“And the biometric functions are very, very, very hard to actually evaluate and there
are, the significance is so big, it’s actually a lot of risk going in there. And we can’t
really evaluate it. That’s the headache. ”

The other interviewee explained the complexity in the case of video identification as fol-
lows:

“I mean, obviously, it’s this specifically unattended remote video identification, that
is the cause of a lot of discussions currently. And it is a black box more or less. And
even when you see some test reports, if you would look at sort of the attack potential
that they are evaluating these functions against, it’s something around moderate
or low, it’s definitely not a high. ”

Another interviewee added:

“Video identification starts to be a bit tricky. And we do not have a real certification
scheme, harmonized certification scheme for that. It’s still something but at least
we can pretend to understand with identification smart cards, cryptography, things
like that. ”

If it comes to suggestions, one possible way to overcome these complexities is to in-
clude certification at a certain level in the peer review process. The interviewees did not
have concrete certification proposals, but some interviewees mentioned the importance
of certification during the interview. For example, one of the interviewees found that el-
DAS and its guidance are weak and suggested to follow, for example, National Institute of
Standards and Technology (NIST) documentation. The interviewee stated:

“So it is the eIDAS regulation is too weak, the guidance is too weak while the Amer-
ican NIST standard that is really strong, it is operational. ”

That is also one reason why the author separately analyses the documentation that the
experts use during the peer review process.

7.2.1.3 Peer Review Knowledge Base It is very clear that in addition to the peer review
documentation provided by the notifying country, the eIDAS regulation and its implemen-
tation acts need to be followed during the peer review by the experts. However, the docu-
mentation may not always be clear and/or does not contain all the necessary information
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needed for the assessment. There can also be a need for interpretation. Therefore, the au-
thor asked the interviewees what kind of documentation and other sources the experts
use while peer reviewing the elD scheme in addition to the mandatory and presented
documentation. Based on the answers, it is possible to distinguish four main categories
of information sources that experts use during the peer review process:

¢ mandatory documentation
e standards

¢ optional documentation

e practice

Fig 23 gives an overview of different information sources that experts use to peer review
the elD schemes. All sources are not in a document format. Therefore the author uses
the term knowledge base. In addition to the elDAS regulation and its implementation

e Mandatory o e Standards
documentation i .

elDAS regulation ETSI
EU 2015/1502 1SO (e.g. 29115)
Laws of a notifying NIST
country
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Figure 23: Peer review knowledge base.

act EU 2015/1502, the mandatory documentation contains the legislative acts of notifying
countries. One interviewee explained:

“If you are active member it means that you are strictly focused on the part of
the documentation, may be technology, may be processes in the reviewed member
state. In that case, you have to understand law of that country. ”

In addition to the mandatory documentation, the experts rely on optional documenta-
tion. The CN has developed a guidance document based on the existing experience to
support the CN work. However, the guidance document is optional, and according to one
interviewee, the CN members do not always have the same understanding. In addition
to the guidance document, some countries have developed their own guidelines for peer
review. One interviewee pointed out:
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“We have to take the Implementation Act into account, of course, and we have our
own technical guideline, and we try to map it to this, of course. ”

Some experts use the peer review documentation provided by ANSSI or other organisa-
tions dealing with standardization. One of the interviewees explained the background of
the LoA levels that come from the United States (US) guidelines "E-Authentication Guid-
ance for Federal Agencies" (M-04-04).2' The interviewee reasoned:

“But this is the basis, the basis of assurance levels, comes from the this reason-
ing, and it has actually a long history, that document it’s, it’s both from the STORK
lodge escape pilots back from a memorandum. The US administration, it's M-04-
04, where these assurance levels are actually defined. What is an assurance level?
And what does it actually mean? And if you would go to 29 115, and you would, |
think it’s section four is, like this table, it says that assurance level two, which is low
in eIDAS terms, it meets this risk profile, this is what you can use it for, the controls
are sort of to mitigate the risk to this acceptable levels. ”

The aim of the STORK project, mentioned by the interviewee, was to establish a Eu-
ropean elD Interoperability Platform enabling the use of national elDs for cross-border
interactions.?? The same project was followed by STORK 2.0, focusing on identity-related
attribute sharing.2® Document 29 115 referenced by the interviewee is an 1SO/IEC standard
describing entity authentication assurance framework [65]. This similar framework corre-
sponds to the International Telecommunication Union (ITU) recommendation X.1245 [68].
The same interviewee continued:

“So when I'm evaluating a scheme, | use the guidance, | use the matrix from the
ISO standard, and my experience in on what that actually means. sort of have a
pragmatic approach. | mean, it’s also the national setting that determines what is
appropriate or not. ”

In addition to the mandatory and optional documentation, the experts rely on different
standards. Standards also give a major input to the legislation and form an important basis
how to understand and interpret assurance levels. Interviewees mainly brought out ETSI
and ISO standards but also standards developed by NIST. One expert explained:

“For instance, | mentioned the remote ID proofing use case. In that case, especially in
the beginning, because it was a bit new for everyone. We looked at documentation
from NIST, we also sometimes had to look to the last documentation provided by
ANSSI in France in order to try to build some kind of rational assessment matrix and
to really identify these practices, and also possible vulnerabilities. ”

Experts’ practical experience also plays a significant role in the peer review process.
Several experts mentioned using their own knowledge gained over time to peer review an
elD scheme. Moreover, the experts trust each other’s expertise in particular areas. One
interviewee pointed out:

“The experts know exactly what they have to check. And also, for example, with
these kind of questions on the chips, or elDAS is not my specialty, so | leave it up to
them to check if it complies or not. ”

2https://georgewbush-whitehouse.archives.gov/omb/memoranda/fy04/m04-04.pdf
22https://web.archive.org/web/20120204134732/https://www.eid-stork.eu/
Zhttp://science2society.eu/content/stork-20
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Together with the expert knowledge, the interviewees brought out the importance of
the previous peer review practice. Considering previous practice helps form a common
understanding in certain aspects and ensures more equal peer review of elD schemes. For
example, one interviewee explained:

“And of course, we take into account the decisions on the past peer reviews. So we
do not have documentation on this internally here. Because it wasn 't necessary by
now as at least | took part in most of the peer reviews, and somehow had an idea
of what we did there in the past. So, we rely on the past documentations and cross
checking a bit. ”

To summarize this topic, every expert seems to have his/her own approach, which means
that each expert uses, in addition to the mandatory documentation, some other sources
that help them in the peer review process. For example, some experts trust more their
practical experience, while others prefer to rely more on existing standards and guidelines.

7.2.1.4 Auditing and Certification One of the topics brought out by experts was the role
of auditing and certification in the peer review process. The peer review process is not
an audit, but just one trust mechanism agreed on by the CN countries on the EU level.
Some experts prefer a more formalized and standards-based approach to the peer review
process. For example, one interviewee noted:

“But | sometimes | would very much like that we have a little bit more of a formal
approach.”

The other interviewee added:

“So, we rely on the past documentations and cross checking a bit. But what is also
important for us, and I’'m not sure if this fits here, but certification as possible reasons
to fulfil a requirement. ”

However, some experts believe that every elD scheme is unique, and certification would
not help so much to understand the assurance level of a whole elD scheme but can sup-
port particular elD scheme components (e.g., chip card-based solutions). One expert ex-
plained:

“We have to accept that the processes are different. We except that, before the
Brexit 30% of the passports in the UK were postal applications and shipped by post.
And those passports like electronic identities have been used to open a bank ac-
count. The meaning of identification can be different in member states. ”

The other interviewee added:

“So, certification plays more mostly a role in the context of chip card based solutions
that are easy become comparable, you can take a look on the search certificate and
you know, okay, it’s fine. That’s an easy part.”

Certification seems to be more important in the case of a high assurance level. One
interviewee brought out:

“I mean, right now, the normal rules is that you have to show up physically, if you
want to register at level high, normal rule is that you have to have certification, the
best is your routine, certification. ”
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Discussion over the role of certification and its extent is still ongoing in the elDAS regula-
tion review process. As a result, the experts do not have one view of the topic. However,
certification is considered helpful in making some components of the elD schemes com-
parable.

7.2.2 Levels of Assurance

Three assurance levels, "high", "substantial" and "low" come directly from the elDAS reg-
ulation [42]. In addition, more specific requirements for every particular assurance level
are stated in the elDAS implementation regulation EU 2015/1502 [160]. However, the legal
acts do not always cover all aspects related to the elD schemes under peer review, but the
experts need to understand if the elD scheme corresponds to the requested LoA require-
ments. Therefore, the author asked the interviewees what is, in their opinion, the main
difference between the LoA "high" and LoA "substantial" schemes. Table 18 summarises
the main differences between those two levels brought out by the interviewees.

Table 18: Main differences between the LoA "high" and LoA "substantial"

LoA "high"

LoA "substantial"

Identification of a person is 100%
sure

Identification of a person is 95-96%
sure

Hardware token is required

Hardware token is not necessarily
required

Enables access to all public e-
services

enables access to the public e-
services with LoA "substantial" or
”IOW"‘

Resistant against high attack poten-
tial

Resistant against moderate attack
potential

Physical presence is needed during
the enrolment

Physical presence is not necessarily
needed during the enrolment

In the case of LoA "high", one of the most important components is identification
accuracy. The interviewees reasoned as follows:

“ I would say that level substantial means that you have something that is quite
reliable, with strong identification, mobile application etc. You are, | would say, 95
to 96% sure that you have the right person in front of you. And it’s fit for nearly all
the use cases, like opening a bank account for example, and level “high” would be
to be used in context, where you must be absolutely sure that you have the right
person in front of you. ”

“For high as it has the highest standard we feel that the authentication process must
be 100% trustful. For example, we wouldn’t allow biometrics or video identification
for LoA high, because you don’t have, you can’t be 100% sure that the outcome is
this really true. ”

“And level “high” would be to be used in context, where you must be absolutely sure
that you have the right person in front of you. ”

“For level high, you really have to know for sure that it’s the person that he says he
is. And that it’s secure, and that it’s resistant against attacks. ”
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Some interviewees found that in the case of LoA "high" user s physical presence is re-
quired. However, the identification accuracy does not actually depend on the user “s phys-
ical presence. One interviewee explained:

“One is face to face. It doesn’t necessarily have to be physical face to face, but it has
to be an interaction. Currently, it means actually stepping into the passport office or
whatever, and applying and retrieving a elD. So physical presence and face to face
presence. ”

In addition to the accuracy, the interviewees brought out important aspects, like hav-
ing a secure element included in the elD scheme and resistance against attack potential,
that makes a difference between assurance levels. The interviewees reasoned as follows:

“ And for level “high” you need to have a secure element outside of a phone a smart
card or SIM card like in Estonia, for example, if | remember we valued the scheme,
etc.”

“I would say cryptography. Protection mechanism relying on cryptography and of
course but that’s more easy to say than to assist. The implementing act on LoA refers
to the common criteria and the capacity to resist against attack with a moderate or
high potential. But of course, once we start to investigate what high attack potential
and all you're supposed to be capable to resist, it gets a bit harder to assess. ”

Another interviewee added that there is also a need for a hardware token. The intervie-
wee reasoned:

“The second one is that there is a hardware token. It’s sort of it's tamper resistant,
and it’s something that you carry. | mean, it could be within your mobile phone, but
I mean, it’s some kind of hardware protection. ”

When it comes to the LoA levels in general, several interviewees mentioned during
the interviews that countries mostly try to notify their elD schemes on LoA "high", and
other levels are losing their importance. For example, one interviewee pointed out:

“When we look at what is happening at the European level, my personal opinion
is that everyone wants to go to the level “high” and level “substantial” is losing its
value. | am not able to explain what is the purpose of level “substantial” at the level
of the European Union today. ”

Another interviewee added that the requirements are quite old and should be reviewed.
The interviewee explained:

“I think also the substantial level should be reviewed as of the requirements. As the
technology develops, | think we cannot base on the same criteria that has been es-
tablished in 2014, when the implementation act took in force. | think, there has been
about 10 years where the documentation and criteria have not been updated. So, |
really see that should be reviewed by the Commission. Probably on the Cooperation
Network level with the other experts of the member states. ”

Finally, the author asked the interviewees’ opinions about the necessity to notify LoA
"low" schemes at the EU level. Nine interviewees out of ten said that LoA "low" schemes
should not be notified at the EU level for interoperable use. Interviewees reasoned their
opinion:

87



“No. [Name of a country] from the beginning said that we just need the LoA “high”
and no differentiation between high and substantial, because that makes it just
more complex. But now we have the system, but the voluntary acceptance of the
LoA low does not help a lot | think. ”

“Honestly, we do not recognize notified schemes that level low. And even in [Name
of a country], do not have so many relying party using level low. So for me, it's not
that useful. We have enough solution today using two factor authentication. And
we can slowly get rid of mono factor authentication. ”

“For cross-country authentication. | think LoA low should 't be included. Depends
on, on what you're able to do with a scheme, which is not high but low? ”

However, some interviewees found that it should be at least possible to notify LoA "low"
schemes. For example, one interviewee noted:

“I think it’s good to have this level low, which is for anything else than what is noti-
fied. We use it for the private banking, etc. And we also use it in other cases where
there’s no need to actually notify, but you will need an assurance level that can be
used for other things right. ”

The other interviewee added:

“Obviously, there is a lot of sort of good and usefulness of low, but I think the politi-
cally no one wants to sort of admit that. ”

Based on the interviewees’ feedback, it is possible to say that experts are able to bring
out the main differences between the elD schemes and their LoA levels. However, most
experts found that the current classification of the LoA levels does not correspond to the
actual need and use of the elDs in the EU.

7.2.3 Factors Influencing Peer Review

In addition to the organisational and peer review content-specific aspects, the author
wanted to know how different social and cultural aspects affect the elD peer review pro-
cess. Based on the answers, the author was able to distinguish three types of factors:

e personal
e social and cultural
e historical

From a personal perspective, the personal background of experts may influence their pref-
erences and how they participate in the peer review. One interviewee brought out that
experts usually have their favorite topics in the peer review process. The interviewee ex-
plained:

“And | mean, actually persons not countries, because everyone, as | said, have their
own favourite topics or favourite areas. ”

Four countries out of nine found that different social and cultural aspects significantly
affect the peer review process. The interviewees reasoned their position:
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“It does, | mean the national practice is also related to the certification or enrolment
for instance. Some member states have a four-eye principle in issuance. Others do
not. In particular, if it is a de-centralized system and this particular administrative
culture that into the discussions of a peer review where less understanding of the
other member states administrative cultures can lead to weird discussions. We do
not have that it in other aspects in the common market. ”

“Alot. | mean, it's so obvious in all cooperation’s, not only within the elD area, within
the EU, and there are certain countries that have sort of different positions, different
reasoning and different. Well, approach is basically and culture, which is coloured
by the culture. And it repeats all over. So | mean, yes, it affects a lot. ”

“So, this is specific aspects definitely influenced the peer review regarding what is
possible in a state and what is not. For example, is there a register that could be
used to central one or is the vendor register that influences the system the possible
requirements, the possible commitments that they could made and then directly
influences. Also the assessment to be honest because you could not expect the state
to provide something he cannot provide. Regarding cultural aspects, | am not a pro
on this. So | am not sure but | would expect that they play a role. ”

One interviewee explained that some countries may have, for example, strong data pro-
tection rules or other principles that are very important for them.

For Another four countries, the social and cultural differences may influence the peer

review process but not significantly. Interviewees explained:

“Not too much, | would say. | think countries who have a little different view or how
they are implementing their elD in their own country cannot affect too much. Yes,
it can affect if you are providing more advanced, let “s say elD with more advanced
technology ”

“I do not think that so much. Why? Because of we have the clear process. We have
a structure for this process. We have clear defined roles and what can be changed
according to the not nationality, but culture of that country, it is responsibility may
be to deliver all documents, questions-answers on time. Some country has a culture
that it is not important to deliver it strictly at that moment. ”

“There can be some reflections on like, in some member states, they work a lot with
trust, they are trusting the people in the system and other member states are more
strict.”

It is important to emphasize that even though social and cultural play a role in the peer
review process to some extent, it is not necessarily negative. One interviewee pointed

out:

“And | think it’s actually for good that we have different cultures and different views
on this. It’s for the good of everyone, because you need to both be very hold on to
your principles, while also looking at different angles and on different levels and all
that. So | think it actually is a good thing. It’s not bad that we have different cultures
and traditions. ”

One interviewee found that social and cultural differences do not affect the peer re-

view process. However, the experts may have different opinions inside the peer review
group. The interviewee explained:

89



“| don’t really see in a in a peer review group, you clearly see like, a difference
member states have different ones they find more important. ”

In some cases, the size of a societal group may also play a role. One interviewee said there
is, and has always been, a gap between big and small countries in the EU.

When it comes to the historical aspects, some interviewees brought this aspect out
separately. For example, interviewees brought out the following aspects:

“So somehow the historic background definitely plays a role regarding, for example,
mentioned a couple of times. So hopefully, it’s not boring by now. But just so the
countries have a different understanding and how to identify people and ponds of
register. ”

“Probably that between some country where for historical reason, there have been
some difficulties? Let’s say that people will be more cautious with the question,
because there are always some kind of underlying political dimension. ”

The interviewees’ answers reflect that different factors affect the peer review process,
in one way or another, and they cannot be ignored. Some of those factors may have
bigger, others smaller influence, but it is important to be aware of them. The author tries
to consider these aspects while designing a framework for elD schemes assessment.
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8 A Multifaceted Assessment Framework for elD Schemes

This chapter gives a detailed description of the multifaceted assessment framework of elD
schemes, hereinafter also named elDAF. Designed framework bases on the data sources
and expert input collected during this research on the national and EU level. Research
results are validated via additional expert interviews and three scenarios. Exact method-
ological steps are described in Chapter 2. The author follows the theoretical concept pro-
posed by Koppenjan and Groenewegen and uses process, technological, and institutional
design elements in the elDAF framework. Therefore, the author describes separately pro-
cesses, roles, responsibilities, and regulatory framework that supports the assessment
activities. The author focuses on two major use cases. The main framework presented in
fig 24 is suitable for the assessment of the EU and EEA countries ” elD schemes. The sec-
ond use case, presented in fig 25, reaches beyond and covers the elD schemes assessment
activities between any two countries.

According to the current practice, the elD scheme peer review follows the same pro-
cess regardless of the declared assurance level. At the same time, every LoA corresponds
to the different requirements and provides important indications about a particular elD
scheme. However, depending on their declared LoA, the trust mechanism and recognition
processes are different. Therefore, the author finds that the experts should focus mainly
on the assessment of LoA "high" elD schemes. This tendency was also mentioned during
the interviews.

One possible way for the CN is to peer review only LoA "high" elD schemes and enable
listing/notification of LoA "substantial” and "low" elD schemes at the EU and EEA levels. Of
course, in this case, the existing peer review procedure needs to be overlooked, and clear
notification requirements to be provided. Principles coming from the elDAS regulation
are applicable in the EEA countries. However, every country has its own right to define
its national processes for the elD schemes used inside the country. Therefore, the author
does not focus on this layer more in-depth during this research.

Fig 24 gives a general overview of the eIDAF model that could be used for the elD
schemes assessment at the EEA level. According to the figure, every country has its own
nationally recognised elD scheme or schemes provided by the public sector or private
sector authority.

When a country would like to use its elD scheme across borders, it is important to un-
derstand the LoA of a particular scheme. The legislative framework, together with appli-
cable forms and guidelines, help the country to describe the elD scheme according to the
requested LoA level. Depending on the LoA level, the elD scheme will be peer-reviewed
or notified. According to the fig 24, the peer review process is only for the elD schemes
requesting LoA "high". LoA "substantial" and "low" schemes will go through a simplified
notification process guided by the EC. After the notification process, the schemes will
be listed as recognized elD schemes at the EEA level. Recognition of the LoA "high and
"substantial" elD schemes would be mandatory and LoA "low" elD schemes voluntary. It
means that other countries can accept LoA "low" schemes for interoperable use but are
not entitled to do so.

In the case of peer review, the process will be carried out by the CN according to the
procedure. After the peer review process, the peer-reviewed elD scheme will be listed
as a recognized elD scheme at the EEA level, and other countries must recognise the elD
scheme for cross-border interaction.

In both use cases, the EC and the CN exchange information about the elD scheme and
communicate with each other whenever expert opinion is needed, etc. It is important
for both processes to have a clear process description, documents/forms, and a guidance
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Figure 24: General overview of the eIDAF framework applicable at the EEA level.

document that all involved stakeholders can follow. In addition, previous auditing of the
elD scheme and its components provides valuable technical and security-related informa-
tion to the CN experts and the EC.

During the expert interviews, it was emphasized that peer review should not intervene
in the countries’ sovereignty. The author also identified that different social and cultural
aspects affect the peer review and how countries understand and interpret the LoA re-
quirements. The designed elDAF model gives flexibility for the EEA countries to decide
the acceptance of the LoA levels for interoperable use and enables them to take into ac-
count the specifics of a particular country. However, audit results create a solid base and
add additional assurance to the peer review process.

A similar framework can be applied between any two countries that would like to start
cross-border use of their elDs. However, in this case, only the peer review process is suf-
ficient to cover all LoAs. However, it is not likely that LoA "low" would be recognized for
cross-border use between two countries. Fig 25 presents the peer review model applica-
ble between any two countries outside of the EEA. During the peer review, it is important
that both countries follow the same process, documentation, forms, and guidelines for the
elD schemes assessment. In addition, the requested LoA level of both countries should
be the same. For example, if one country (country A) requests LoA "substantial", then the
other country (country B) should be able to correspond at the same assurance level.

Both countries should have an expert group consisting of people covering different
competences that enable the evaluation of the elD scheme correspondence to the re-
quested LoA requirements. This expert group can be formed separately, or it can be simi-
lar to the group used for checking the compliance of an elD scheme at the national level.
The number of experts in the group is not limited. More important is the expertise they
cover. It is important that the experts are able to assess the enrolment and identifica-
tion processes, elD means and their technical components, security aspects, etc. After
the peer review, the elD scheme will be listed in the other country as a recognized elD
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Figure 25: General overview of the elDAF framework applicable between any two countries outside
of the EEA.

scheme, and it is possible to start cross-border interaction.

Another question is how to notify about the changes in already peer-reviewed or no-
tified elD schemes. Currently, there is no special simplified procedure for that. However,
the practice has shown that even small changes may significantly affect the whole scheme.
Therefore, it is not reasonable to design a separate process for handling changes and
modifications in the peer review or the notification process. However, the author agrees
that the presented documentation can be, in this case, reduced and could focus on the
changes. However, the peer review or notification process would still be carried out as
usual.

The author understands that this multifaceted framework will not solve all general
interoperability challenges. However, it enables taking the first steps toward the interna-
tional interoperability framework and allows the building of smaller interoperable com-
munities based on the mutual trust schema.

To successfully implement the framework, it is important to have standardized pro-
cesses in place. First of all, the process itself needs to be clear and transparent. All involved
parties must understand their role and responsibilities. Standardized documentation,
forms, and guidelines shall support the process itself. And finally, the elD schemes assess-
ment itself needs to be conducted in a manner that enables clearly distinguishing different
LoA levels and comparing them. Therefore, the author focuses on sub-chapters 8.1, 8.2, 8.3
and 8.4 on these aspects more closely.

8.1 Assessment Process

Based on the elDAF model presented in fig 24, the elD schemes assessment process con-
tains two different processes:
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e peer review process for the LoA "high" elD schemes (1)
e notification process for the LoA "substantial" and "low" elD schemes (I1)

The author re-designed the peer review process based on the expert interviews and other
documentary information collected during the research. According to the re-designed
process, the peer review will be carried out by the CN and coordinated by the EC. The
EC will manage the notification process. Both processes presume their own standardized
forms and guidelines.

8.1.1 Peer Review Process

Before it is possible to make changes in the process itself, it is important to define the
stakeholders who participate in the process. Currently, in addition to the representatives
of the notifying country, there are the following roles in the peer review process: coordi-
nator, three rapporteurs, active members, and observers.

Based on the interviews, it was clear that the current role division in the peer review
process could be more optimal. This is also supported by the fact that it is challenging to
cover all these roles by different member states at the CN meeting, especially when there
are several parallel ongoing peer reviews.

One way to re-organise the role division and support the peer review process is to
make the following changes:

e the EC should coordinate the peer review process. As coordination is more formal
and does not necessarily require expert knowledge, it would be a reasonable shift

o the rapporteur role remains the same and will be covered by the CN experts

e there is no need to distinguish active members and observers as those countries
who decided not to actively participate in the peer review process automatically be-
come observers and can keep an eye on the peer review process in the EC-provided
online environment

e as peer review topics are closely related to each other, it would be more optimal
not to divide active members between the topics. When a member state decides
to participate in the peer review, then the participation is active equally in all topics

This leads to another aspect, which is topics in the peer review process. Currently, the
peer review consists of three topics: enrolment, elD means, and management and orga-
nization. Enrolment and interoperability aspects of eID means are definitely topics that
need to be checked by experts as every member state practice can be different. There-
fore, the experts should be able to assess the elD schemes as a whole in the cross-border
context. Management and organisation is a relevant topic and should be included in the
peer review process. However, the content of this topic could be covered to a large ex-
tent based on the audit results. Fig 26 presents the possible peer review role division.
According to the figure, the peer review is coordinated by the EC. The CN members can
participate as rapporteurs or active members in the process. However, the rapporteur’s
role should be divided by at least two EEA countries to ensure the objectivity of the peer
review. In the case of parallel peer reviews, it is recommended that the EEA country that
has already decided to participate as a rapporteur in one peer review would not take more
than an active member role in other peer reviews. This recommendation is based on the
practice when in some cases, the experts are very overloaded and unable to contribute
as much as they would like, and the quality of the peer review may be affected.
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In the case of any two countries, the role division presented in fig 26 can be used.
The coordinator will be the authority responsible for the elD schemes description and
notification. Rapporteurs and active members should be from various stakeholder organ-
isations. The national legislation shall regulate roles, members, and their responsibilities
in the peer review process.

Coordinator — EC

v v
Topic1 Topic 2 Topic 3
Rapporteur —CN Rapporteur —CN Rapporteur—CN

t i f

Active members
Member States

Figure 26: Peer review role division applicable at the EEA level.

Based on the changes in role division, it is possible to reshape the peer review process.
However, based on the expert ’s feedback, existing peer review steps consisting of three
question rounds, one meeting, and three rounds for the report review seem to work rel-
atively well. Therefore, the aim of the author is not necessarily to completely re-design
the existing process and propose something completely new but improve the existing pro-
cess. Before it is possible to talk about the process itself, it is important to understand the
peer review indicative time frame.

Based on the collected data, it is reasonable to have the possibility to pre-notify an
elD scheme to enable the EC and the EEA countries to have an idea about the elD scheme
to be notified. However, the time should not be longer than six months. Therefore, the
optimal pre-notification time would be four months. It means between two CN meetings.
In the case of any two countries outside of the EEA, the pre-notification process is optional,
and the process starts with the document submission. However, between the submission
and the first kick-off meeting, experts must have time to familiarize themselves with the
documentation.

Four months (16 weeks) for a peer review process is sufficient as every elD scheme is
different, and it is good to have some buffer time if additional meetings or clarifications
are needed. Indicative peer review schedule and duration of activities applicable at the
EEA level and between any two countries is presented in table 19. According to the list
of activities, the optimal time to conduct one peer review is approximately 14 weeks. It
leaves two weeks buffer time period for unexpected activities.

The improved peer review process applicable at the EEA level is presented in Fig 27.
The main difference with the existing peer review process is in activities and the sequence
of how they are performed during the peer review. For example, during the first kick-off
meeting after the CN meeting, the notifying country should give a presentation about the
scheme and introduce the presented documentation so that the rapporteurs and active
members have easier to follow the documentation. Currently, the first kick-off meeting
focuses more on the peer review schedule and time planning.

Also, there is a difference in activities in the sequence. Currently, rapporteurs start
drafting the peer review report after the 3rd question round. However, during the in-
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Table 19: Indicative peer review schedule

Activity Duration

Peer review preparation 2 weeks
Kick off meeting 1day

1st Q/A round 4 weeks

2nd Q/A round 2 weeks

Meeting up to 2 days

3rd Q/A round 2 weeks

Peer review report 2 weeks
Report revision 1 week
Preparation for the CN meeting 1 week

Total 14 weeks

terviews, it became clear that starting with the drafting earlier would be reasonable, for
example, after the 2nd question round. Then it is possible to discuss the first version of
the report at the peer review meeting, after which the active members still have a chance
to ask additional questions during the 3rd question round and finalize the report. Finally,
after the report is ready, the CN opinion draft and presentation will be prepared and pre-
sented at the CN meeting.

The author suggests that the first questions and answers round should be longer, two
weeks for questions and two weeks for answers because the biggest amount of questions
is usually collected during the first round. Following rounds can be already shorter.

One of the topics mentioned by the interviewees was consensus finding. Currently,
there is no clear process for solving disagreements inside the peer review group; every
case is handled individually. However, recent peer review practice shows that this kind
of mechanism is necessary. The author does not have one single solution to overcome
the issue. However, one possibility is using a TA toolbox method, where mediation is
suggested for problem solving [53]. During the mediation process, a neutral third party
will be used to overcome the situation. In the peer review context, the neutral party can
be a group of member states (for example, representatives from three countries) that do
not participate in the peer review process or an independent EU institution. There can
also be a separate permanent structure in the CN responsible for consensus finding and
solving disagreements arising from the elD schemes notification and their interoperable
use. However, the mediation mechanism should be agreed upon between the member
states and described separately.

The final decision about the elD scheme LoA level, its correspondence to the elDAS,
and its implementation acts requirements will be taken at the CN meeting. The results
will be published in the Official Journal of the European Union. After the successful peer
review process, the EEA member states should recognise the elD scheme for cross-border
use cases.

When it comes to the international practice and peer review process between any
two or more countries, then the peer review role division is much simpler. Peer review
will be carried out by the national expert group consisting of competences from different
authorities (identity management and identity proofing, security, technology, etc.). The
expert group has a leader responsible for peer review coordination. The process itself
can follow the same logic as presented in Fig 27 under the "elD scheme peer review"
sub-chapter. However, the peer review results will be presented at the meeting between
the two countries, and the elD scheme will be approved and listed for cross-border use
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Figure 27: Improved peer review process applicable at the EEA level.

according to the national regulations.

Pre-notification of the elD scheme is not separately necessary. When a country sub-
mits its documentation, the other country should have time before the kick-off meeting
to familiarize themselves with the documentation. The overall time for the peer review
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would be, in this case, also four to six months. As this peer review between the two coun-
tries covers all assurance levels, then the notification process is not applicable and is only
for the EEA countries.

8.1.2 Notification Process Proposal

The notification process as such does not currently exist. However, it is one way to simplify
the existing elD scheme’s peer review process at the EEA level. Therefore, the author
describes one possible way for the notification process. Pre-condition for the notification
is that the country has assessed the elD scheme and its LoA at the national level. Then it
is possible to prepare notification documentation and present it to the EC.

The EC does not have special competence to evaluate the provided documentation.
Therefore, the interviewees suggested engaging an independent third party to review the
documentation. For example, the European Union Agency for Cybersecurity (ENISA) could
check whether the provided documentation is accurate and corresponds to the declared
LoA requirements. It is possible to argue if it is necessary to check the submitted docu-
mentation, and theoretically, the EC could do that by itself. However, as it is possible to
notify two different assurance levels ("substantial" and "low"), it would be good to have
an independent expert opinion on whether the documentation corresponds to the re-
quested LoA requirements or not. Moreover, the ENISA can give valuable suggestions and
recommendations during the process that improve the security of the elD schemes under
the notification. The overall process could take up to two to three months.

When the notification documentation is complete, then the EC lists the elD scheme
as notified, and it can be accepted for interoperable use. When the documentation is
not sufficient, the EC returns the documentation to the notifying country with feedback.
The country can then decide whether to change the documentation and submit it again
or cancel the notification process. Fig 28 represents the possible notification process.
As a result of the notification process, the EEA countries have a certain time frame (for
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Figure 28: elD scheme notification process applicable at the EEA level.

example, 2 to 3 months) to decide whether they accept the notified LoA "low" scheme.
In the case of LoA "substantial", the recognition is mandatory. Information about the
countries that have accepted the scheme for interoperable use will be presented together
with the list of the recognized elD schemes.
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The notification process is EEA-specific. Therefore, it is not applicable internationally,
where all LoA levels are equally peer-reviewed.

8.2 Assessment Documentation

Another important aspect is the documentation and information needed from the notify-
ing country for the LoA assessment. In this chapter, the author focuses on the documents
part (Ill), presented in fig 24.

The duration of the peer review process and the effort that the experts need to invest
in the peer review depends on the quality and organisation of the data provided by the
notifying country. Currently, the peer review is based on the notification form adopted by
the implementation decision (EU) 2015/1984 [159]. However, during the expert interviews,
it was clear that every country describes its elD scheme differently, and finding necessary
information is not always easy. Countries also often use templates from previous peer
reviews and try to modify them according to their scheme.

Moreover, several experts mentioned that too much information about the national
processes is presented in the documentation. Therefore, it is important to define the
main documents and information needed for the peer review and the notification process.
This dissertation aims not to propose concrete documentation form(s) or improve the
implementation decision but to define the main blocks and components that need to be
presented in the documentation by the notifying country.

Usually, in practice, the documentation consists of following the documents:

e cover letter;

¢ notification form - adocument that contains main information about the elD scheme
and is based on the standardized template adopted by the implementation deci-
sion [159];

¢ white paper - adocument that gives a general overview of the elD scheme and main
procedures;

e LoA mapping - a document that describes how the elD scheme corresponds to the
requested level of assurance according to the elDAS implementation regulation EU
2015/1502 [160];

¢ any other documentation that the notifying country considers important to add.

Based on the re-designed peer-review process and input from the experts, it is possible to
standardize the documentation necessary for the peer review and notification procedure
and ease the CN and the EC work. However, it seems that there is no need to distinguish
the application documentation between the peer review and the notification procedure,
as in both cases, it should be possible to identify fulfillment of the LoA requirements and
suitability for interoperable use. Moreover, separate forms would probably create addi-
tional complexity and confusion for the notifying countries. Therefore, having one stan-
dardized form/template for both processes would be reasonable.

The author proposes that the assessment documentation should contain the following
elements:

e cover letter;
¢ standardized peer review/notification form;

® annexes.
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Standardized peer review/notification form should cover at least the following topics:

¢ Introductory part - name of the scheme, list of eID means, declared LoA level, au-
thorities responsible for the elD scheme, and contact persons of the notifying coun-
try.

e Overview of an elD scheme - detailed description of the elD scheme under notifica-
tion (i.e., enrollment process, authentication, etc.) together with the figure about
the overall elD scheme.

e LoA mapping of an elD scheme together with the auditor confirmation- description
how the elD schemes meet the requirements of the elDAS implementation regula-
tion EU 2015/1502 [160] and confirmation of an auditor that described requirements
are met.

¢ Interoperability - gives an overview of how the elD scheme will be operating in
cross-border use cases and how the elDAS interoperability requirements are met.

e Risk assessment - overview of the risks related to the elD scheme (including risks
related to the interoperable use of the scheme) and applicable mitigation measures.

Security and data protection are topics that cannot be extracted from the elD scheme.
Therefore, these two aspects must be covered under every topic throughout the docu-
ment. Annexes will be submitted if applicable. Risk assessment is an essential part of
the peer review documentation. However, today not always covered. In the peer review
context, interoperability-related risks and their possible mitigation measures should be
covered in the documentation.

Annexes should contain information about conducted audits and their results, differ-
ent certifications related to the elD schemes, or other relevant information that the noti-
fying country finds important.

In this case, countries that need to go through the elD scheme receive the information
much more concentrated format. Therefore, it is not necessary to duplicate the informa-
tion in different documents. Moreover, some topics, especially relevant for the assess-
ment, like interoperability and risk assessment, are separately brought out. This, on the
one hand, reduces the experts’ workload, but on the other hand, it reduces the number
of issues that need to be clarified during the question rounds.

However, due to the scope of this dissertation and the number of details that need to
be specified to improve the existing notification format template, the author remains on
a general level. This general documents list can be taken as a basis to re-design the stan-
dardized format for the elD schemes peer review and notification in the next stage of the
research. The author agrees that it is probably possible to present the same information
within the existing notification format. However, in practice, those topics are not always
sufficiently covered or not presented in a well-organised way.

When the standardized notification format is updated/re-designed, it can be used at
the EU level and generally between any two countries that want to use their elD schemes
for cross-border service provision.

8.3 Auditing and Certification

Auditing and certification is a topic that causes a lot of discussions at the EEA level. Experts
have different opinions, and countries have various positions when it comes to the topic.
Sometimes it is even hard to follow the discussions as people mix those terms or do not
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distinguish them properly. Therefore, this chapter focuses on the audit (IV) part of the
fig 24. More specifically, the author analyses and tries to understand how and to what
extent the certification could be used in favor of the peer review and the notification
process.

One of the most challenging parts of the elD scheme peer review process is form-
ing a reasoned opinion about the correspondence of the elD scheme to the requested
LoA requirements. Existing legal regulations define general principles that need to be fol-
lowed during peer review. However, every expert is different and interprets the presented
documentation differently depending on his/her background and experience. Moreover,
expert interviews revealed that the CN experts use various other sources while peer-
reviewing an elD scheme in addition to the mandatory documentation that needs to be
followed.

According to the interviews, the core components of an elD scheme are the enrollment
process, authentication factors used, interoperability aspects, and security. All these four
domains are broad and cannot be covered by one standard or regulation. Based on the
interviews and according to the EU legal practice, the author tried to understand different
fields and aspects that are and/or should be covered during the elD scheme peer review
process and how these fields are connected to the different legal acts and standards. The
findings are summarized in Fig 29. However, the figure does not cover all possible appli-
cable standards but gives some examples of applicable standards.

During the peer review process, it should be possible to assess the elD scheme tech-
nical solution (technology), processes related to the elD scheme relevant to the cross-
border service provision, interoperability solution, and security and privacy aspects of
the elD scheme. Currently, the eIDAS [42] and its implementation regulation [160] cover
most of these aspects. However, security concerns could be more covered by the EU Cy-
bersecurity Act (CSA) [161] and privacy and data protection concerns by the GDPR [43].
Furthermore, in March 2022, the EU Agency for Cybersecurity (ENISA) published an anal-
ysis of standardization requirements in support of cybersecurity policy, also specifying the
EU legislative acts related to risk management [167].

In practice, the legal environment does not provide a complete list of requirements
necessary for the elD schemes assessment. Therefore, the experts need to use other
sources (standards, guidelines, previous practice, etc.) to fill the gaps. Moreover, most of
the CN experts are not specialised in security matters. This has led to discussions among
experts on how to use existing standardisation schemes in favor of the peer review pro-
cess. The aim is not to create a standard for the elD schemes peer review but to analyse
to what extent the experts can rely on the certification in the peer review process. Exist-
ing standards enable the creation of a certification scheme in the security domain, and
that is what ENISA is doing together with the European Cybersecurity Certification Group
(ECCG) inside the EU cybersecurity certification framework [161]. However, this certifica-
tion scheme is much broader and to be applicable in a particular case should cover the
specifics of the elD schemes.

Ideally, the elDAS implementation regulation should define technical requirements
and standards that need to be followed in every LoA supported by the standardized no-
tification form. Then, the notifying country describes how every LoA requirement is met.
During the LoA audit, the independent certified auditor will check the correspondence of
the described LoA requirements to the actual implementation.

Based on the previously described concept, the author proposes a general model that
can be used in the elD scheme peer review process. The model is presented in Fig 30.
According to the model, the notifying country describes the elD scheme and performs
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Figure 29: Standards used for the assessment at the EEA level.

an audit using an independent certified auditor. Auditor confirmation will be presented
to the CN during the peer review process, together with other relevant documentation
necessary for the peer review.

The Cooperation Network conducts the peer review by going through the enrollment
processes, authentication factors, interoperability, and security and can ask additional
questions to ensure that the elD scheme is proper for interoperable use. The author fully
understands that the elD scheme is a complete solution where different aspects are in-
terconnected (e.g., security, data protection, etc.). Therefore, the author believes that an
audit helps clarify some general aspects in advance. As a result, the experts have a prelim-
inary understanding of the elD scheme and confidence that the description corresponds
to reality. In that case, the experts can focus on the core elements of the peer review.
The CN activities during the peer review should base on the legal acts supported by the
assessment guidelines.

In the case of the notification process, it is enough when the audit is carried out to
clarify the level of assurance "substantial". LoA "low" should not presume any additional
auditing. Notification documentation itself is already sufficient for the process.

When it comes to the more general level, two countries can accept elD schemes and
audit results. However, in this case, the independent certified auditor should be recog-
nised by both countries.

8.4 Assessment Guidelines

This chapter focuses on the guidance (V) part presented in the fig 24. Usually, the focus in
every process is on mandatory documentation and legislative acts. However, the author
believes that in the elD schemes assessment, all supportive documents play a significant
role and help to maintain the quality of the process and its outcomes. Herefore, guide-
lines are something that is not written and, after some time, forgotten, but something
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Figure 30: elD schemes assessment model applicable at the EEA level.

that develops over time. The guidance document aims to complement the legislation by
providing interpretation when needed and reflecting the latest assessment practice.

Based on the interviews, it was evident that experts rely on different sources, and
some countries have developed their own internal guidelines. However, this may lead to
a situation where the experts are not able to come to an agreement, or elD schemes are
assessed on an unequal basis.

The CN’s role is not only to conduct peer reviews but also to exchange practices related
to the elD schemes and their cross-border use. Therefore, the CN should also keep the
guidance document agile so that it reflects the latest practice and agreements from the
previous peer reviews. More specifically, the guidelines should include:

e interpretation and/or explanation of the existing legal requirements (including in-
terpretations provided by the EC);

e suggestion of standards that could be used to peer review an elD scheme or its
components;

e practice from the previous peer reviews;
e process-related guidelines (how to handle special cases etc.);
¢ guidelines for the country that reviews an elD scheme under the notification.

Sometimes, some general questions or concerns are raised during the peer review
process. They are not related to the particular scheme but apply to all schemes. In this
case, depending on the concrete question, the CN can form an opinion or ask in legal
matters interpretation from the EC. These practical activities should be documented and
included in the guidelines.
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As experts work differently, it is helpful to have a list of standards that are recognized
and relevant available. In that case, the experts have a complete set of mandatory and
supportive documentation they can rely on. Those standards and full texts could be avail-
able in the CEF working environment.

The general peer review process is well described and understandable. However, there
are cases that may require a different approach. For example, if it is necessary to make
slight changes in the already notified peer review scheme. How to identify if the change
is slight? Also, a slight change may significantly affect the whole scheme. The guidance
document should provide an answer to how to overcome this kind of issue. Moreover, the
guidance document should describe how to act in case of disagreement between the CN
members and give a direction on what to do when two or more peer review participants
have different opinions about the elD scheme.

The guidance document should also cover topics related to the notification process.
For example, the country that receives an elD scheme to overview may have notification
process-related or LoA-specific questions.

The most challenging part is probably keeping the guidance document developing and
up to date. Therefore, it would be good if every CN member would be responsible for
renewing the guidance document, for example, six months. Then it would not be too
much of a burden for one country, but there is also someone responsible for making the
changes if needed. It also encourages the cooperation between the countries.
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9 Initial Evaluation: Expert Interviews

To strengthen the internal validity of the research results, the author conducted three
evaluation interviews with the experts who participated in the elDAF design process. The
experts were selected different from the countries used for the scenario-based evaluation
to increase the objectivity of the evaluation process. Interviewees were from the following
countries:

e Estonia (EE), interview conducted 07.11.2022 10.00-11.00.
e Austria (AT), interview conducted 07.11.2022 15.30-16.30.
e Sweden (SE), interview conducted 08.11.2022 15.00-16.00.

The interviews were conducted online using the MS Teams platform. The interviews were
recorded and later transcribed. One hour was planned for each interview. The interviewer
introduced the aim and the structure of the interview and informed the interviewees
about the recording. The interview aimed to validate the elDAF framework design with
the CN experts who took part in the framework design process and made changes in the
framework when needed. The interviewer introduced the following main components of
the elDAF framework to each interviewee:

o General overview of the elDAF framework applicable at the EEA level.

e General overview of the elDAF framework applicable between any two countries
outside of the EEA.

e Peer review role division applicable at the EEA level.

¢ Indicative peer review schedule.

¢ Improved peer review process applicable at the EEA level.
¢ elD scheme notification process applicable at the EEA level.
e Assessment documentation (sub-chapter 8.2).

e Assessment and certification part (sub-chapter 8.3).

The interviewer wanted to know from the interviewees two things about each intro-
duced component:

e Is the introduced component usable in real-life situations?
e How to improve the introduced component?

Based on the interviewees’ feedback, the author modified different components of the
framework. The final version of the proposed elDAF framework is presented in Chapter 8.
This chapter provides deeper insight into the expert’s feedback and recommendations,
as all of them could not be directly implemented. The interviewees brought out valuable
discussion points and challenges that need further discussion at the policy-making level.

The interviewer introduced the drafted elDAF framework applicable at the EEA level as
presented in the Fig 31. Fig 31 presents the first proposed version of the elDAF framework.
All interviewees found that the framework is applicable. However, they provided several
valuable comments to consider.

One interviewee found that voluntary recognition of LoA "substantial" elD schemes
would fundamentally change the elDAS regulation. The interviewee explained:
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Figure 31: Draft version of the elDAF framework applicable at the EEA level.

“I think this will basically undermine the very foundation of the elDAS regulation,
which is the mutual recognition and the since several Member States rely very heav-
ily on level substantial, this sort of breaks it apart. ”

According to the interviewee, mutual recognition of both assurance levels ("substantial"
and "high") is important as the use of e-services at the level "substantial" is much higher
than at the level "high".

However, the topic, in general, needs further political discussion at the EC and Mem-
ber States levels. This statement is supported by the answer from another interviewee,
who raised a question about the nature of peer review in general. The interviewee argued
whether the peer review is a process with a binding outcome or just a non-binding learn-
ing exercise. There is no fully common understanding of this matter among the Member
States. Therefore, it is not possible to solve this matter within this dissertation.

Based on the interviewees’ feedback, the author of the dissertation decided to change
the drafted elDAF framework by making the recognition of the LoA "substantial" elD schemes
mandatory. The renewed framework is presented in the Fig 24.

According to one interviewee, peer review leads to an asymmetric situation where the
accountability of the peer-reviewing country is not clear. The interviewee explained:

“I could simply say as a peer reviewer just out of the blue without substantiating it,
| think it doesn’t meet LoA "high". And then, you are in that asymmetric situation
other than with certifications or conformity assessments where you have, as a rule
that the same product certified by different certification authorities, should lead to
the same result. | mean that’s theory that’s clear, but we formally don’t have that in
the peer review. And that is what | mean with asymmetric situation that in the peer
review scheme that there is nothing hindering a Member State saying, | think that
scheme doesn’t meet LoA high because | dislike video identification or whatsoever.

”
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The interviewee continued:

“So we do not have measures to hinder a Member State to make unsubstantiated
claims in the peer review. So that is a different levels of powers in the in the peer
review there is no independent process, which you have with certifications or con-
formity assessments where the peer reviewed country could appeal to. ”

According to the interviewee, it is not clear what is the accountability of the coun-
tries taking part in the peer review process. This is especially an issue when there is low
consensus between the countries. If the peer review is binding, then there should be a
possibility to appeal.

The author of the dissertation agrees that there should be a separate process to handle
claims and to achieve consensus between the countries. The procedure itself should be
described in the assessment guidelines. According to the existing practice, the claims
are taken at the CN meeting level, and the final decision is made there. However, as the
meetings take place 3-4 times a year and are planned for about one hour for every peer
review results presentation, the CN members may not have enough information and time
to make well-considered decisions. As a solution, the author sees that the consensus-
finding process should be separately described in the guidance document enabling the
CN to involve independent third parties (e.g., ENISA) when needed. The author proposes
one possible process model for consensus finding in Chapter 8.

The interviewees made no further comments about the general overview of the eIDAF
framework applicable between any two countries outside of the EEA presented in Fig 25.
One interviewee brought out that it is very good to describe this process in advance as
there are actual cases (e.g., Ukraine, Israel, Singapore) that need to be handled.

The author introduced the peer review role division applicable at the EEA level pre-
sented in Fig 26. All interviewees found it applicable and useful. No suggestions were
made to change the proposed role division. One interviewee explained:

“To reflect and confirm your own approach to this, that | find this very efficient or for
comparing with the approach we have or the practice we have today at the Com-
mission level where it doesn’t make sense in a way because. Very often, the rap-
porteurs and the coordinators can overlap sometimes or have to overlap for some
reason, because the peer review organization is fine, is having hard times finding
those rapporteurs so and first hand, the coordinators should not overlap with other
roles so. | would have to say that this will resolve most of those issues. ”

Another interviewee found that it is good to have the EC as a coordinator. The interviewee
reasoned as follows:

“In particular, having the EC as a coordinator makes sense because then you have
comparable situations between the peer reviews. ”

The author introduced the indicative peer review schedule presented in table 19. The
interviewees found the schedule reasonable and made no changes. However, one inter-
viewee suggested that a more rigorous way to fill in the documentation would speed up
the procedure. This comment also supports the author s proposal to standardize the as-
sessment documentation.

After the peer review schedule, the author explained the improved peer review pro-
cess applicable at the EEA level as presented in Fig 27. The interviewees found the process
applicable and gave some general comments. One interviewee pointed out that it may
be hard to start drafting the peer review report before having the full picture of the elD
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scheme. However, according to the proposed process, the drafting of the report starts
after the second questions round, where usually the most urgent questions are already
clarified. Therefore, the author did not change the proposed sequence of activities. An-
other interviewee came back to the need to have a clear consensus-finding process in
place. The author supports the idea. However, this does not presume changes in the
particular schema.

The author introduced the draft version of the elD scheme notification process appli-
cable at the EEA level as presented in Fig 32. Interviewees found the process valid and gave
valuable feedback. One of the interviewees proposed that instead of the EEA country, the
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Figure 32: Draft version of the elD scheme notification process applicable at the EEA level.

elD scheme could be reviewed by ENISA. The interviewee explained:

“For me, the question would be could instead of EAA Country also have ENISA for
instance role in being independent and not having own states? [...] So ENISA is
an EU agency that anyhow has a task to assist Member States in the Commission
in technical aspects. You have a more independent review than just speaking one
Member State. ”

The author agrees that it would be more objective to have an opinion from an indepen-
dent third party. Therefore, the draft version of the scheme will be changed accordingly.

According to the other interviewee, the submitted documentation must be accompa-
nied by an additional third-party audit report. The author agrees with the principle, and
therefore, assessment documentation is analysed more in detail in sub-chapter 8.2.

The interviewee introduced the peer review documentation necessary for the elD
scheme LoA assessment. The author proposed that the assessment documentation con-
sists of three main documents: a cover letter, a standardised notification form, and an-
nexes. Standardized notification form should contain an introduction, elD scheme overview,
LoA mapping, interoperability, and risk assessment parts. Interviewees found the pro-
posal sensible and made some additional comments. One interviewee brought out that
the notification should contain information about the private sector relying parties re-
ferring to the elDAS article 7F [42]. Otherwise, the interviewee found that the proposal
covers all important aspects necessary for the peer review. Another interviewee argued
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if interoperability should be a part of the peer review process. The interviewee explained
as follows:

“[...] interoperability part is sort of mandatory to fill in from some aspects in the
pre-notification. But the peer review is not focused there and it is the wrong people.
| for example am not part of the technical subgroup. So | have no idea about the
SAML?* profiles and the attributes releases and all that type of things. So I think it
is actually misplaced. | don not think it belongs in the peer review. ”

According to the interviewee, interoperability is not part of the peer review process,
and all the CN experts may not have enough competence to evaluate it. The interviewee
also pointed out that there are no security requirements on the elDAS nodes. Based on
the other interviews, interoperability was mentioned as an essential component. More-
over, the elDAS implementing regulation states that the aim of the regulation is to ensure
interoperability when mapping the national assurance levels of elD schemes [160]. There-
fore, the interoperability aspect should be covered in the peer-review documentation.
Another thing is how and to what extent and how it should be evaluated. Based on the in-
terviewees' feedback, the author made slight changes in the peer review documentation
proposal presented in sub-chapter 8.2.

Finally, the author presented the draft elD schemes assessment model applicable at
the EEA level, showing the extent to which the certification could be used in favor of the
peer review process. The draft of the model is presented in Fig 33. The author is aware that
the topic is challenging and causes discussions in the CN and at the EU level. Therefore,
the author was ready for contradictory feedback. However, the received comments were
constructive and helpful.

elD scheme
c Certification Authority
RS
w Security
9
G
] /\
o .
S Privacy Technology
> The Cooperation Network
g I I
>
Q
= Processes Interoperability
Q
Q

LoA - High

Figure 33: Draft elD schemes assessment model applicable at the EEA level.
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One of the interviewees brought out the data protection perspective and wanted to
know the role of the Cooperation Network on certified data protection aspects in relation
to Article 42 of the GDPR, as the national data protection authorities are responsible for it.
The author agrees that the CN’s role is not to evaluate data privacy concerns. As a result of
the discussion, it is clear that the concern is not only data privacy-specific. It is important
to understand what is actually in the scope of a peer review and how far the CN experts
can go in the process. During the design phase, the author mapped the main peer review
components. According to the Fig 21, the peer review consists of four main components:
enrollment, interoperability, authentication factors, and security. The author believes that
those components can be taken as a basis while defining the peer review scope.

Another interviewee found the technology certification challenging. The interviewee
explained:

“[...] I think certification of technology is a challenge because you actually need to
have the detailed defined the requirements on the technology, and it is usually just
boils down to. Ok, we can do this with smart cards because they look exactly the
same in different countries. But once we get into like mobile phones and apps and
all that FIDO tokens and what not, then this war is lost basically. You can’t really set
this detailed requirements at four different technologies, because they simply work
so different ways. ”

According to the interviewee, a proper certification scheme presumes many criteria and
work, and by the time it is agreed upon, the technology is already developed elsewhere.
However, that does not exclude the possibility of having reliable independent third-party
auditors and a general approach to the certification topic.

The interviewee proposes a solution where the notifying country fills in a notification
form similar to the LoA mapping document and explains how the elD scheme works. An
independent recognized auditor would then audit the provided description to determine
whether the LoA description corresponds to reality. The author agreed with the com-
ments and updated the drafted elD schemes assessment model applicable at the EEA
level. The modified assessment model is presented in Fig 30.

All interviewees supported the idea of having guidelines. This is one way of preserving
collective memory. To benefit from the guidelines the most, it should be a recurring task
to keep it up to date. Moreover, one interviewee pointed out that the status of a guidance
document should be clear. Otherwise, the guidance would be followed selectively.

The author offered the interviewees an opportunity to add any other comments or
suggestions at the end of the interview. Overall, the interviewees did not find major con-
cerns regarding the presented framework. They rather tried to bring out some aspects
that should be considered or included as an improvement to the framework. One inter-
viewee concluded:

“[...] I'm looking forward how and when this process and the proposal would be
adopted by the Cooperation Network and the Commission. So | think it's a very
valuable work you have done for the Cooperation Network and regarding the eval-
uation of the ID schemes, there’s much more clarity in this now as | see it visually.
And | hope | hope this will find practice in in future. ”
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10 Scenario-Based Evaluation

This chapter focuses on the evaluation of the research results. The author uses a de-
scriptive evaluation method based on three scenarios suitable for the DS research frame-
work [60]. A detailed description of the evaluation method and its selection criteria is
presented in sub-chapter 2.4.

Selected scenarios reflect the elD scheme peer reviews of Denmark, the Czech Repub-
lic, and the Netherlands. The CN experts from those three countries have accepted the
use of their elD scheme peer review practice as a scenario. Moreover, the selected coun-
tries reflect the latest peer review practice and bring out different challenges. However,
the author remains on a general level and will not go into technical details due to secu-
rity reasons and taking into account that some parts of the elD scheme may be covered
with patented technologies or contain business secrets of private companies that can-
not be publicly available. Taking into account political reasons, the author also does not
connect certain concerns, opinions, statements, or participation information to particular
EEA countries.

Every scenario description contains at least following information:

e name of the elD scheme;

e notified elD means;

e requested LoA level;

¢ general overview of the peer review participants;

e overall duration of the peer review;

e peer review process description (timeline);

e documents presented in the peer review process;

e main challenges;

e applicability of the eIDAF framework.

After presenting the main characteristics of the elD scheme, the author focuses on
the process and content analysis by describing how the peer review was conducted, what
were the main challenges and how the peer review would have been carried out in the
elDAF framework. The author focuses on the following aspects:

¢ applicability of the eIDAF model;

e possible role division;

e indicative duration;

e process analysis;

e documentation analysis;

e applicability and analysis of the assessment model.
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10.1 Scenario 1: Denmark

Denmark notified its eID scheme NemlID first time in 2019 at the level "substantial". The
CN published an opinion about the NemID scheme in January 2020. There are 6 different
elD means (key card (OTP), mobile app, key token (OTP), NemID hardware, Interactive
Voice/Response (OTP), Magna key card) operating under the NemID scheme.

In 2021, Denmark started the notification of their elD scheme MitID. This scenario fo-
cuses on the analysis of the MitID peer review process. Under the MitID scheme following
elD means were notified:

mobile App;

¢ app enhanced security;
e chip;

e code display;

¢ audio code reader;

e password.

The requested LoA levels of the MitID schemes were substantial and high. In total
9 countries participated in the Danish peer review as active members in at least one of
the three topics. Six countries took only the observer role. In topic one, "Enroliment"
there were 7 active members and 6 observers. In topic two, "elD means management
and authentication" there were 9 active members and 6 observers, and in topic three,
"Management and organisation" there were 4 active members and 8 observers.

The peer review started in December 2021, and the CN opinion was formed in June
2022. The overall notification duration of the MitID notification process was about six
months.

Denmark started their elD scheme pre-notification at the end of 2021. The Danish
MitID scheme was introduced on 21.02.2022 at the CN meeting. The first peer review
meeting was held on the 8th of March, 2022. Fig 34 presents the overall timeline of the
MitID peer review. In addition to the activities presented in the fig 34, during the period
08.03.2022-14.06.2022, the peer review team had weekly meetings and in May and June
additional meetings to clarify some specific issues. The peer review report was presented
at the CN meeting on 27.06.2022.

2nd draft
Pre- Peer- End of the End of the of the PR
notification review 2nd Q/A 3rd Q/A report The CN
End of kick-off round round reviewed meeting
2021 08.03.2022 29.04.2022 20.05.2022 10.06.2022 27.06.2022

The CN End of the Meeting in 1st draft of Final
meeting 1stQ/A Copenhagen the PR version of
21.02.2022 round 03.05- report the PR
04.05.2022 reviewed report
01.04.2022 27.05.2022 ready
20.06.2022

Figure 34: Danish elD scheme peer review timeline.

The MitID notification documentation consisted of following documentation:

e notification letter;
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e LoA mapping;

e White paper;

e 30 supportive documents/annexes;
¢ 11 additional documents.

The notification letter, LoA mapping, and the white paper, together with 30 other docu-
ments and annexes, were presented during the pre-notification phase. Eleven additional
documents were presented during the peer review process.

During three question rounds, in total, 157 questions were asked. Most of them are
related to topics 1 and 2. Only five questions were asked about the management and
organisation.

The most challenging topics in the MitID peer review process were the video enrol-
ment process (risks related to the attacks by video injection) and concerns related to the
chip (use of the chip with known vulnerability in the MitID scheme). These concerns are
also reflected in the Cooperation Network opinion No 5/2022 [157].

The MitID solution was notified at "substantial" and "high" levels. However, according
to the opinion, Denmark commits to take different actions (i.e., monitor risks, perform
additional testing, phase out the existing MitID chip, assess the security of the chip) to
ensure the highest level of assurance [157].

It is possible to apply the eIDAF model to this scenario. However, in this case, the
amount of material to be peer-reviewed would decrease, as all information related to the
LoA substantial (in total, four elD means) would be handled separately in the notification
process. Only one solution (MitID App together with the chip) as a whole was notified at
the LoA "high".

From the roles point of view, the peer review would be led by the EC, not by the EEA
country, and the peer review group would have consisted only of active members without
division between the three topics. The estimated duration of the peer review would be 4
to 6 months, taking into account the reduced amount of material to be reviewed. Previ-
ously conducted LoA audit would probably have reduced the number of questions asked
during the peer review.

The peer review process follows more or less the same pattern. However, according to
the proposed process, the first draft of the peer review report would have been ready by
the face-to-face meeting. Currently, the main discussion started after the second question
round during the actual meeting. As a result, it was necessary to agree on additional
meetings to clarify essential topics at the end of the peer review process, making it even
more intense. Therefore, the proposed process change, where the report drafting starts
before the peer review meeting, would have clarified many issues beforehand and made
the process flow much smoother.

The experts relied on elDAS and its implementation regulation during the peer review
process. However, it was clear that the legislation provides general direction but does not
help to solve particular security-related technical concerns. This statement is also sup-
ported by the peer review group findings (additional testing, risk monitoring, chip chang-
ing, etc.) reflected in the opinion [157]. The previous audit of the MitID solution would
have given valuable information to the CN experts and eased the security-related discus-
sions.

Part of the Denmark elD scheme corresponding to the LoA "substantial" would have
gone through the notification process led by the EC. After the review by ENISA, the elD
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scheme would have been considered as notified or returned with the feedback to Den-
mark by the EC for further revision. The overall notification process would have been two
to three months, which is significantly shorter than a peer review.

To summarize the analysis of the DK peer review scenario, it is possible to say that the
proposed multifaceted framework for elD schemes assessment is applicable in this case.
Moreover, the analysis indicates that the process would be more efficient and, in some
parts, shorter.

10.2 Scenario 2: Czech Republic

The Czech Republic (CZ) notified their national identification scheme on the LoA "high"
in 2019. In 2021, the Czech Republic started notification of two new elD means Mobile
eGovernment key" (MEG) and "mojelD" under the national elD scheme. Requested level
of assurance in case of MEG was "substantial" (one means) and in case of mojelD from
"low", "substantial" and "high" depending on the way of authentication (in total 4 means,
one "low", two "substantial" and one "high").

The Czech Republic initiated the pre-notification process in mid of September 2021.
The new CZ elD means were presented at the CN meeting on the 27th of September 2021.
According to the peer review agreement, the peer review report had to be finalized by
04.02.2022. The peer review report was presented on 21.02.2022 at the CN meeting.
During 19.10.2021-04.02.2022, the peer review team had weekly meetings to monitor the
peer review progress and discuss open topics. In total, 113 questions were asked during
three question rounds. 33 questions were asked regarding topic 1, 77 questions regarding
topic 2, and three questions were addressed within topic 3. Fig 35 presents the CZ peer
review timeline and main activities. Due to the COVID pandemic, the main peer review
meeting was held online. The overall duration of the peer review was a bit less than six
months.

Pre Peer- End of the End of the cza?ghder:'l:
notification review 2ndQ/A 3rd Q/A report The CN

September kick-off round round reviewed meeting
19.10.2021 03.12.2021 07.01.2022 28.01.2022 21.02.2022

21

The CN End of the Online 1st draft of Final
meeting 1stQ/A meeting the PR version of
27.09.2021 round 13.12.2021 report the PR
12.11.2021 reviewed report
14.01.2022 ready
04.02.2022

Figure 35: The Czech Republic elD scheme peer review timeline.

In addition to the peer review coordinator, the CZ peer review had seven active mem-
bers and rapporteurs. Four countries decided to participate as observers.
During the peer review process the CZ presented following documentation:

e notification letter;

notification form;

White paper (MEG);

white paper (mojelD);

LoA mapping (MEG);
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¢ LoA mapping (mojelD);
e 4 supportive documents/annexes;
¢ 1 additional document.

All these documents, except one, were submitted during the pre-notification phase.
On the 21st of February 2022, at the Cooperation Network meeting, opinion No. 2/2022
was adopted confirming the MEG assurance level "substantial" and mojelD assurance lev-
els "low", "substantial", and "high" [155]. In the case of the CZ peer review, only one
concern was brought out in the opinion. It was related to the Data Mailbox Information
System as a part of the elD scheme. Historically, the Data Mailbox was used to activate
the MEG and mojelD. However, the peer review group did not find the solution resistant
enough to the attack potential corresponding to the requested level of assurance. Ac-
cording to the opinion, the CZ commits to ask from all existing and new MEG and mojelD
holders additional identity proofing using another elD means corresponding to LoA "sub-
stantial" or "high" [155]. Only then, the MEG and mojelD can be used across the borders.
The CZ shall inform the CN about the implementation progress [155].

In the case of the CZ elD scheme, the proposed elDAF framework is applicable. How-
ever, the scheme combines different LoA levels that need to be looked at separately. The
CZ LoA "high" scheme should go through the peer review process, and LoA "substantial"
and "low" schemes should go through the notification process. However, as the CZ al-
ready has the information about all eID means under the notification, they can divide the
existing information between the requested forms. The author admits that in this case,
the notifying country has a bit more work in the beginning to prepare the necessary doc-
umentation. However, it makes the further peer review process and notification process
more smooth.

The LoA "low" notification process does not presume any confirmation by the auditor.
The LoA "high" and "substantial" schemes presume auditor opinion. The CZ case illus-
trates well how different elD means under one peer review process make the whole pro-
cess more complex. Therefore, it is more clear when every LoA is described and notified/peer-
reviewed separately. Under the same LoA level can be one or more elD means.

In the CZ peer review, it was challenging to form a peer review group and find member
states who take the coordinator role. According to the proposed role division, the peer
review would be coordinated by the EC with no need to find an EEA country to volunteer.
There would not be a separation between the active members and observers and their
division between the topics.

The peer review would fit in the fourth-month time frame as proposed. Moreover,
there will probably be fewer questions due to the separation of the schemes between the
peer review and the notification process. Most likely, additional meetings would not be
needed during the peer review process as the experts start forming the peer review report
before the meeting. This change in the process enables the experts to address the most
important questions during the meeting, and the third question round would be just for
minor clarifications if needed at all. The notification process of "low" and "substantial"
level schemes could run in parallel with the peer review process and would take 2 to 3
months.

Documents would be submitted according to the standardized forms as proposed.
That makes experts’ work much easier. The documentation would also contain the au-
ditor’s statement that the presented technical solution is implemented as described. In
that case, the CN and ENISA experts can rely on the presented information and focus on
the technology assessment aspects of their expertise.
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Based on the CZ scenario analysis, it is possible to say that the proposed elDAF frame-
work is fully applicable in this case. Moreover, the process would be much more opti-
mized, allowing experts to focus on their main areas of expertise.

10.3 Scenario 3: the Netherlands

The first elD scheme of the Netherlands (NL), called "Trust Framework for Electronic Iden-
tification", was notified in 2019 on LoA "substantial" and "high". The opinion about the
scheme was published in the official journal of the EU 13.09.2019 [152]. Shortly after
that, the Netherlands notified their elID scheme DigiD in 2020. The opinion about the
scheme was published in the official journal of the EU 21.08.2020 [153]. On the 21st of
February 2022, at the CN meeting, the Netherlands informed the CN about the changes
in their existing elD schemes (the Dutch Trust Framework - eHerkenning/Digidentity and
DigiD) to be peer-reviewed. The changes concerned Dutch Trust Framework (eHerken-
ning/Digidentity) remote identification solution and DigiD application. The requested
level of assurance in both cases was "high". According to the NL, the changes were not
major, and the CN accepted to have a light version of a peer review. However, from the
procedural perspective, there is no process described for a "light" peer review. Therefore,
this scenario focuses on the Netherlands elD scheme “s latest updates and how the "light"
version of a peer review was conducted.

Fig 36 presents the NL peer review timeline and main activities. The peer review docu-
ments were made available in the mid of April 2022. The first kick-off meeting was held on
16.04.2022, followed by weekly meetings. Instead of three question rounds, there were
two question rounds in total. During these question rounds, 56 questions were asked in
total. Most of the questions were related to topics 1 and 2. Topic 3 received the least
questions (7 questions in total). This pattern clearly shows that the management and or-
ganisation topic is not actually very active, and the same tendency can be noticed in other
peer reviews.

01.06.2022, the online workshop was conducted. After the online meeting, the peer
review group started to draft the peer review report. The first peer review draft was ready
by 18.06.2022. The whole peer review process was quite intense, and therefore, there
was no time to review the report for several rounds as usual. The peer review results
were presented on the 27th of June at the CN meeting. The peer review period was about
2,5 months, from 15.04.2022 to 27.06.2022.

End of the

The ('ZN Peer-review 2nd Q/A Peer-review draft
meeting kick-off round ready
21.02.2022 26.04.2022 20.05.2022 18.06.2022
Documents End of the Online Presentation
available 1stQ/A workshop at the CN
round 01.06.2022 meeting

15.04.2022
06.05.2022 27.06.2022

Figure 36: The Netherlands elD scheme "light" peer review timeline.

In total 8 countries participated in the Dutch peer review as active members or rap-
porteurs on at least one of the three topics. In addition, two countries took the observer
role. In topic one, "Enrollment”, there were 7 active members and 2 observers. In topic
two, "elD means management and authentication", there were 8 active members and 2
observers, and in topic three, "Management and organisation", there were 3 active mem-
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bers and 2 observers.
The Dutch peer review documentation consisted of the following documentation: DigiD
documentation:

¢ the CN meeting presentation;

e White paper;

e LoA mapping;

e 2 supportive documents

Dutch Trust Framework (eHerkenning/Digidentity) documentation:
e LoA mapping;

e 7 supportive documents;

¢ 3 additional documents.

Dueto the "light" format, the peer review documentation did not contain a notification
form, and the focus was only on the changes. In the case of eHerkenning and Digidentity,
three additional documents were presented during the peer review process.

On the 27th of June 2022, the CN formed an opinion about the Dutch elD scheme
"DigiD" and found that the elD scheme meets the LoA "high" requirements [156]. Dur-
ing the peer review process, the peer review group was not able to come to a conclusion
regarding the changes in the Dutch Trust Framework (eHerkenning/Digidentity), where
the full remote video identification procedure was introduced. The peer review group
was not convinced that the fully automated video identification solution meets the re-
quested LoA and brought out several security-related risks and its resistance against at-
tackers with high attack potential. Therefore, the peer review countries did not reach a
consensus on whether or not the changes introduced by the Netherlands in the eHerken-
ning/Digidentity scheme comply with the elDAS regulation and it’s implementing act. As
aresult, the NL continues activities regarding the eHerkenning/Digidentity scheme to cor-
respond to the LoA "high" according to the elDAS regulation.

At the CN meeting, where the NL peer review results were presented, several member
states concluded that the peer review was a bit too intense and more confusing as the
"light" form of the peer review was not described. In addition, experts suggested that
even some small changes may have a remarkable effect on the whole scheme. Therefore,
in some cases, a full peer review is necessary.

The proposed elDAF model is applicable in the NL scenario. As the requested LoA was
"high", the peer review would have been conducted. In this case, the procedure would
have been more transparent for the experts, and there would have been more time to go
through the proposed changes and ask questions.

The EC would have coordinated the peer review, and eight countries that participated
in the peer review would have been active members.

The peer review would have been longer, probably about four months. However, the
current peer review, conducted within 2,5 months, enabled the experts to decide only on
the DigiD scheme, and the peer review group could not come to a consensus regarding
the changes in the eHerkenning/Digidentity scheme. Therefore, the longer peer review
period in this particular case would have been justified.

The peer review report was formed at the end of the peer review, and the expert did
not have time to go through the report multiple rounds. In the case of the proposed peer
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review procedure, the first draft report would have been ready by the time of the online
meeting on 01.06.2022. In that case, the experts would have had more time to discuss the
video identification solution and make suggestions to be addressed at the CN meeting.

The presented documentation focused mainly on the changes in the elD scheme. How-
ever, it made it more complex to understand the whole scheme. Moreover, the countries
who took part in the "light" peer review were not the same who participated in the pre-
vious peer reviews in 2019 and 2020.

Finally, in this peer review, the previous audit report would have been beneficial, en-
abling the CN experts to focus on the essential discussions regarding using the full remote
video identification solution in the elD scheme.

In conclusion, the proposed multifaceted framework would have been applicable in
the case of the Dutch peer review. The scenario shows the importance of a clearly de-
fined peer-review procedure and documentation describing the elD scheme under the
notification.
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11 Limitations

Every research has systematic biases that are out of the researcher’s control. Therefore,
it is important to understand, describe and analyse them as they may affect the research
results. This research has two types of limitations. Firstly, there are general limitations
related to the EU policy-making processes that do not depend on the researcher. These
general limitations include EU digital strategies, changes in the use of technology at the EU
level, and changes in the legislative environment related to the interoperable use of elec-
tronic identities. The second limitation group is associated with this particular research
and its activities. However, none of the mentioned limitations make the research results
unusable or do not diminish their importance.

From the general limitations point of view, eIDAS and its implementation is a broad
topic covering various fields (technology, security, data protection, etc.). When the author
of the dissertation planned the research activities, the elDAS regulation was mandatory,
and several member states were implementing it. However, the implementation was chal-
lenging for most of the countries. This logically leads to the review of the regulation by the
EC and a proposal for a European Digital Identity framework. Therefore, it is important to
understand that this research was conducted when the elDAS regulation was under re-
view. Many principles were under discussion and about to change. There was no clarity
on the future role of the peer reviews and the role and responsibility of the CN. It was not
clear if the peer review in the existing format was needed at all. The experts discussed
possibilities to bring standardization and auditing routines in the elD schemes assurance
level assessment. From that perspective, it was challenging to plan the research activities
and keep the data and information about recent developments up to date. Only the fact
that the author was a part of the CN made it possible to keep up with the pace.

Even now, the debates over the elDAS regulation text are ongoing. The latest compro-
mise version of the regulation is sent to the European Parliament to be discussed within
the year 2023. Before the approval of the final version of the regulation, it is not possible
fully to rely on it. Moreover, even if the regulation is adopted, the implementation acts
need additional time to be approved. Therefore, the author had to rely mainly on the
existing elDAS regulation and its implementation acts in force while taking into account
the latest developments coming from the elDAS review process. As a result, the proposed
multifaceted framework for the elD schemes assessment remains on a level that enables
its integration into the new elDAS concept. Moreover, the legislative process outcome
allows further development of the proposed framework.

In addition to the elDAS regulation, other developments at the European level may af-
fect this research. For example, EU Cybersecurity Act introduces the cybersecurity frame-
work for information and communication technology area products, services, and pro-
cesses®. Furthermore, with the Cybersecurity Act, the EU Agency for Cybersecurity (ENISA)
is mandated to develop the EU-wide cybersecurity certification framework. As this re-
search showed, security is an essential component in elD schemes that is complex to
evaluate. Herefore, developments in this domain and the creation of an EU cybersecu-
rity certification framework help to clarify the security requirements for elD scheme as-
surance levels. Moreover, the CN experts do not always have specific expertise to decide
whether the solution is resistant enough against high attack potential.

In parallel with the security aspects, the elDAs regulation changes need to align with
the General Data Protection Regulation (GDPR). Personal data processing is an essential
part of any elD scheme. However, the CN experts do not have the competence and man-
date to evaluate and make decisions on data protection matters.

Bhttps://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act
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Despite the rapidly changing EU political and legislative environment, the author of
this dissertation has tried to take some of the future developments into account while
proposing the multifaceted assessment framework for elD schemes, for example, by bring-
ing the ENISA role in the notification process and analysing the role of auditing and cer-
tification in the elD schemes assessment. Therefore, the author believes the constantly
changing EU legal framework has positively challenged this research and forced it to inte-
grate the most recent changes in the proposed framework.

When it comes to the limitations related to this particular research, the proposed mul-
tifaceted assessment framework is developed based on the input of the CN experts only.
Therefore, they may have a one-sided view and understanding of the elD schemes assess-
ment process. On the other hand, the assessment of the elD schemes is a very specific
domain, and the number of experts dealing with the area is limited. For example, auditing
companies that perform the elDAS audits focus on the trust services part of the regula-
tion, and authentication schemes are not in their scope. Moreover, the EC does not have
separate expertise and relies on the CN’s opinion. Therefore, this research is based on the
best possible competence available in this field. To ensure the highest quality in the re-
search, the CN experts were carefully selected, considering their previous experience and
active participation in the peer review process. Furthermore, the author tried to take into
account also the geographical distribution of experts. However, the countries in southern
Europe have not been that active in the latest peer reviews.

Validation of the research results is one essential component of the DS. This research
uses two types of validation procedures. The inner validity of the proposed multifaceted
assessment framework was validated through qualitative interviews. The CN experts, who
were engaged in the design process, provided valuable input during the validation process
based on what the author made changes in the initial outcome. In addition, the author
used scenario-based evaluation to ensure the proposed framework is applicable in actual
use cases.

The experts evaluated the proposed framework applicable at the EEA level. The sce-
narios represent the peer review practice of the three European countries. However, the
proposed framework should be applicable between any two countries outside of the EEA.
From that perspective, the research validation activities could have included qualitative
interviews with the third-country elD experts or hypothetical scenario descriptions. Ana-
lyzing the pros and cons, the author found that engagement of third countries in the eval-
uation process would not have created additional value from the research perspective.
Mutual recognition of the elD schemes between any two third countries is not a common
practice. Therefore, it is hard (if not impossible) to find third-country elD experts with
experience with the elD scheme assessment for interoperable use.

Moreover, the publicly available descriptions of the third-country elD schemes (in-
cluding technical details) are not sufficient to be used for the scenario. Nevertheless, the
author believes that validating the elDAF at the EEA level based on the three positive
scenarios confirms the framework’s applicability. In case of the interest of any two third
countries, it would be interesting to apply the framework. However, this can already be
considered part of future research activities.
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12 Future Research Perspective

The assessment of elD schemes is a complex and multi-layer topic. Therefore, one of the
challenges of this research was the determination of the scope. To meet the research
objectives, the author had to remain more general. However, some of the topics covered
in the dissertation deserve further in-depth research. Therefore, the author sees more
practical activities in the upcoming phases of the study. These practical activities include
developing standardized forms for the peer review and the notification process, analyzing
the standards and technical requirements applicable at the particular assurance level and
developing the assessment guidelines. These activities presume additional interviews or
workshop(s) with the CN experts and the EC officials. Moreover, the standardization and
auditing topic requires deeper analysis and further discussions with the CN experts and
elDAS auditors.

The research results were validated at the EEA level using expert interviews and de-
scriptive scenarios. However, it would be interesting to research the application of the
elDAF principles in third countries or the applicability of the framework in the case of an
EEA member and a third country. Therefore, future research activities should include a
case study of the elDAF framework implementation in a third country.

In addition to the follow-up activities arising from this research, the future research
perspective includes upcoming changes in the EU digital identity framework. The elD field
in Europe is currently changing fast. The elDAS regulation, together with its implementa-
tion acts, is under revision. In June 2021, the EC published a proposal to amend the eIDAS
regulation and drafted a framework for a European Digital Identity [165]. Currently, the
discussions over the proposal are ongoing. The compromise proposal is sent to the parlia-
ment by the EC. The estimated adoption of the regulation is at the end of 2023. However,
in parallel with the legislative process, the EC has initiated various activities to support
the fast and effective implementation of the European Digital Identity (EUDI) Wallet. As
the initiative is new and under discussion, the author provides a short overview of the
solution and the future research perspective in chapter 12.1.

12.1 European Digital Identity Wallet

This chapter focuses on the development of the EUDI Wallet to be established under the
regulation of the European Parliament and of the Council amending Regulation (EU) No
910/2014 regarding establishing a framework for a European Digital Identity [165]. The au-
thor relies only on publicly available sources and is fully aware that the final outcome may
differ from the concept presented here as the solution and the legislative environment are
still under discussion. However, the author believes it is an important upcoming develop-
ment in the elD field and its interoperable use and therefore deserves closer attention.
Moreover, the main concept and idea behind it are unlikely to change.

The EC supports the user-centric approach and a technical solution that enables users
to have better control over their data (identity-related information, attributes, and other
credentials). Therefore, the EUDI Wallet is one way to implement a self-sovereign iden-
tity (SSI) based solution. However, SSI is not just a change in the use of technology but
a paradigm shift in the field of electronic identity [118]. This phenomenon separately
needs further research in the context of technology acceptance and assessment. Espe-
cially how this paradigm affects the countries where people expect proactive e-service
delivery from the public sector authorities. Moreover, it is important to understand how
SSl-based thinking co-exists in parallel with other data processing principles like the once-
only principle [168].
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According to the EC staff working document "Impact Assessment Report" provided
together with the EUDI framework regulation proposal, the most favorable policy option
is a creation of a personal digital identity wallet [164]. Fig 37 presents the possible EUDI
ecosystem, where the user decides the provision of his/her digital identity attributes [164].
In practice, the European Digital Identity enables users to open a bank account, request
medical certificates, rent a car using a digital driving license, etc.

[ Trusted sources ’ [ Attributes/Credentials ’ [ Use cases
i >
. E Wallet Access to eGOV/eHealth
I-I-I.I. ‘:9 Application

Prove Professional/Academic

National elD | Identity/Credential provider A Qualification

Access to Platforms

E}
'@o

Demonstrate Business

Role/Interests
Tax Register

Access to Financial Services

" NationalelD | /

[...]

E}

‘.
! Age, gender:\owne_naf'a/ driving or

Professional Roll etc. " Identity/Credential provider C : fishing license, engineer, notary,
! doctor, architect, student, teacher,

i auditor, accountant, tax residency...

Figure 37: Preferred option for European Digital Identity Ecosystem. Source: The schema is entirely
taken from Impact Assessment Report [164].

To support the EUDI Wallet development, the EC adopted on the 3rd of June 2021 a
recommendation on a common Union Toolbox for a coordinated approach towards a Eu-
ropean Digital Identity Framework [163]. According to the recommendation, the member
states should increase cooperation and create a Toolbox for the EUDI framework. This
toolbox should contain a technical architecture and identify a set of common standards
and technical references together with the best practices and guidelines to ensure suc-
cessful implementation of the EUDI framework [163].

The elDAS Expert Group, consisting of member state experts, has developed an EUDI
Wallet architecture and reference framework (ARF) in cooperation with the EC. The first
version of the EUDI ARF was published in February 2022 [40]. The concept has been de-
veloped further, and the elDAS Expert Group adopted the final document in January 2023.
These ARF documents will be taken as the basis while developing an EUDI Wallet refer-
ence implementation. The ARF document aims to provide specifications needed for the
development of an interoperable wallet solution taking into account common standards
and practices [40].

The aim is to support the EUDI Wallet implementation all over the EU and carry out
Large Scale Pilots (LSPs). According to the EUDI Wallet Consortium (EWC) 14.12.2022 press
release, the EWC was selected by the EC to participate in the LSP and ensure the EUDI
Wallet implementation and its interoperable use2®. During the pilot, the EWC focuses on
three main building blocks of the EUDI Wallet - traveling use case, payments, and organi-

% https://eudiwalletconsortium.org/
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sational digital identity (ODI)?’. As a result, four consortia were awarded by the EC to carry
out LSPs:

e EUDI Wallet Consortium (EWC) - focusing on mobile travel payments and oDI%8
e NOBID - focusing on payments issuance and acceptance®’

e POTENTIAL - focusing on electronic Government services, account opening, SIM
registration, Mobile Driving Licence, remote qualified electronic signature”, and
electronic prescription use cases®®

e DC4EU - focusing on educational and social security field use cases®'

The EC has published the European Digital Identity project materials in its official GitHub®2.

However, the implementation of Europe-wide technical projects is always complex and
challenging. Therefore, future research activities include an analysis of the EUDI Wallet
ARF and the LSP project activities. Therefore, it is important to understand the technical
and social challenges related to the EUDI Wallet implementation and evaluate the EUDI
Wallet using the technology assessment approach.

27 https://eudiwalletconsortium.org/
28https://eudiwalletconsortium.org/
29https://www.nobidconsortium.com/
3Ohttps://www.digital-identity-wallet.eu/
Slhttps://www.dc4eu.eu/
32https://github.com/eu-digital-identity-wallet
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13 Conclusion

This dissertation summarizes four years of academic research and expert knowledge col-
lected during 16 years in the field of elD at the national and EU level. The author analyzed
national elD practices, elDAS implementation challenges, and the peer review process of
elD schemes. This research aims to facilitate the interoperable use of elDs by proposing
a multifaceted framework that enables the assessment of the elD schemes according to
their level of assurance. The larger goal is to contribute to developing the EU internal mar-
ket. Therefore, the research focuses on interoperability to enable cross-border e-service
delivery in the EEA and beyond.

To meet the research objectives, the author engages three theoretical concepts (iden-
tity theory [25], institutional design by Koppenjan and Groenewegen [80], technology
assessment [54]) that help to frame this complex and multi-layer research. Moreover, the
author analyses the electronic identity-related academic literature at the national and EU
level and uses various qualitative and quantitative data collection methods within the
design science framework to propose the multifaceted assessment framework for elD
schemes - elDAF.

This research is the first academic work analyzing in-depth the working routines and
processes of the Cooperation Network, which is responsible for peer-reviewing elD schemes
at the EEA level. The research is conducted in an exciting and challenging period while the
EU electronic identity-related principles are under consideration and about to change.
Despite this, the author believes that the result of the research is valuable for the Euro-
pean Commission while reshaping the EU electronic identity field and related legislative
framework by providing a more organized approach to the elD schemes assessment. In
addition to the detailed work process analysis, the research includes information about
the factors affecting the assessment of the elD schemes.

Moreover, the research results enable an interoperable trusted electronic identity
scheme between any two countries. However, the author knows that many aspects still
need more detailed research. Therefore the author of this dissertation believes that the
proposed assessment framework is the first step toward the global electronic market.
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Abstract
A Multifaceted Assessment Framework for Electronic Identity
Schemes

For people living in Estonia, the use of e-services is an integral part of everyday life. How-
ever, communication and consumption of services at the level of the European Economic
Area (EEA) with other countries is also becoming more and more important. There is also
an increased interest in the use of Estonian e-services by EEA countries. In order to use
the electronic identity (elD) tools of different countriesacross the borders in the EEA, each
country must notify its elD scheme for cross-border use according to the European Union
regulation on trust services required for e-identification and e-transactions in the internal
market (elDAS). The elD scheme can be notified at levels of 'low’, 'substantial’ and 'high’.
Unfortunately, the existing notification procedure is complex and time-consuming, and it
is difficult to compare elD schemes notified at the same level. Based on the above, the
aim of this doctoral thesis is to propose a framework that enables the assessment of the
elD schemes of different countries and their levels more easily and objectively. For this
purpose, the author analyzes the elDAS regulation implementation practice in Estonia as
well as in other European countries and conducted structured in-depth interviews with
elD experts from 9 countries who participated in the elD schemes assessment process.
The research follows the design science research methodology and relies on three the-
oretical foundations (institutional design by Koppenjan and Groenewegen, identity the-
ory and technology assessment theory). The multifaceted assessment framework for elD
schemes (elDAF) created as a result of the research includes innovations at the process
level, in the documentation and in the assessment principles.
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Kokkuvote
Elektrooniliste autentimisskeemide mitmetahuline hindamise
raamistik

Eestis elavate inimeste jaoks on e-teenuste kasutamine igapaevaelu lahutamatuks osaks.
Kuid Gha olulisemaks muutub ka suhtlemine ja teenuste tarbimine Euroopa Majandus-
tihenduse (EMU) tasandil teiste riikidega. Samuti on EMU riikide poolt suurenenud huvi
Eesti e-teenuste kasutamiseks. Selleks, et erinevate riikide elektroonilise identiteedi (elD)
vahendeid oleks véimalik EMU-s piiriiileselt kasutada, peab iga riik Euroopa Liidu maa-
rusest e-identimise ja e-tehingute jaoks vajalike usaldusteenuste kohta siseturul (eIDAS)
tulenevalt oma elD skeemi piiritileseks kasutamiseks teavitama. elD skeemi saab teavitada
tasemel ,madal®, ,markimisvaarne" ja ,korge“. Paraku on olemasolev teavitamise protse-
duur keerukas ja aegandudev ning samal tasemel teavitatud elD skeeme keeruline vor-
relda. Eeltoodust tulenevalt on kiesoleva doktorit6d eesmargiks vilja pakkuda raamistik,
mis voimaldaks erinevate riikide elD skeeme ja nende tasemeid lihtsamalt ja objektiivse-
malt hinnata. Selleks anallilsib autor nii Eesti kui ka teiste Euroopa riikide eIDAS maa-
ruse rakendamise praktikat ning viib 1abi struktureeritud stivaintervjuud 9 riigi elD vald-
konna ekspertidega, kes osalevad elD skeemide hindamise protsessis. Teadust6o jargib
design science uurimismetoodikat ning toetub kolmele teoreetilisele alusele (Koppenjan-
i ja Groenewegen-i institutsionaalne disain, identiteedi teooria ning tehnoloogia hinda-
mise teooria). Uurimist6o tulemusena valminud elD skeemide hindamise raamistik (el-
DAF) hélmab uuendusi protsesside tasandil, esitatavas dokumentatsioonis ja teabes ning
hindamise pohimotetes.
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Abstract

In the management of national electronic identity (eID) infrastructure, cooperation between public
and private parties becomes more and more important, as the mutual dependencies between the
provision of e-services and the provision of the national public key infrastructure (PKI) continuously
increases. Yet, it is not clear which key factors affect the public-private collaboration in the elID field,
as existing studies do not provide insight into this particular matter. Therefore, we aim to identify
the factors that affect public-private partnership (PPP) in the field of eID. We also describe feasible
formats that help to improve the cooperation between the two sectors, based on insights from the
case of Estonia. In service of that study, we conducted twelve qualitative interviews with high-level
experts representing several parties from the public and the private sector. By conducting a thematic
analysis of the interviews, we identified five key factors for successful PPP in the eID field, i.e.,
engagement, joint understanding, two-way communication, clear role division, and process orientation.
Furthermore, we generalize our results by discussing, in how far the found cooperation formats can be
used by stakeholders to manage state-critical information technology (IT) infrastructure components
similar to eID such as mobile phone services, data transmission services and digital signature services.

Keywords: electronic identity, identity management, public-private partnership, critical infrastructure
management
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1 Introduction

Digital technology and e-services play an increas-
ingly critical role in today’s society. For example,
try to imagine a situation where doctors are not
able to log in to their databases to look up their
patients’ health information, so that it becomes
impossible to issue prescriptions. In this situa-
tion it is hard to provide emergency help. This
is exactly what happened in 2017, when Esto-
nia faced a security vulnerability on electronic
identity (eID) cards, that has become known as
the so-called Return of the Coppersmith Attack
(ROCA). Quickly, it became clear that the exist-
ing public key infrastructure (PKI) infrastructure
plays a critical role at national scale. The vulner-
ability itself affected approximately 800,000 eID
cards and was solved in cooperation with public
and private sector stakeholders (Lips et al, 2018;
Valtna-Dvorék et al, 2021).

Public-private partnership (PPP) is common
in the development and maintenance of nation-
ally important infrastructure components (Seh-
gal and Dubey, 2019). Well-known examples of
critical infrastructure are energy supply, trans-
portation, food supply, water supply, healthcare
(Filiol and Gallais, 2014), financial systems, civil
administration, transportation systems, chemical
industry (Alcaraz and Zeadally, 2015), and — last
but not least — information and communications
technologies (ICT). At the level of the European
Union, the European Commission takes actions
to protect critical European infrastructures and
has launched the European Program for Critical
Infrastructure Protection (EPCIP) (Pursiainen,
2018). Despite of that, every country defines more
specifically, which areas are part of the critical
infrastructure and how they are managed. For
example, e-governance related services such as
authentication and digital signing were recently
considered as a part of state-critical infrastruc-
ture in Estonia (Tsap et al, 2020b). The Estonian
Emergency Act! states that, starting from 2018,
digital identification and digital signing (more
generally expressed as electronic eID ecosystem)
are parts of the Estonian state-critical infrastruc-
ture. The Estonian eID ecosystem includes various

Mhttps://www.riigiteataja.ee/en/eli/525062018014/
consolide

public and private sector stakeholders. Their coop-
eration capability and their maturity of managing
state-critical infrastructure become significant in
terms of PPP.

To understand the correlations between the
stakeholders and their mutual impact in the criti-
cal infrastructure management, we aim to answer
the following research questions:

® RQ1. Which factors affect the public-private
cooperation in the field of eID?

e RQ2. How to improve the public-private
cooperation in the field of eID?

We use triangulation to answer the research
questions — we have interviewed 12 experts from
the public and the private sector, have con-
ducted a thematic analysis of these interviews,
provide a detailed overview of the Estonian eID
ecosystem and analyse other studies focusing on
factors affecting critical infrastructure manage-
ment. Moreover, we analyze several alternative
cooperation formats in the field of eID.

The research topic is complex and consists of
various layers. Therefore, we use the institutional
design framework for complex technological sys-
tems proposed by Koppenjan and Groenewegen
(2005) as a theoretical background to analyze and
describe the elD infrastructure, stakeholders and
relations through several institutional layers.

This paper is organized as follows. In Sect. 2,
we provide a brief overview of existing work as
well as necessary background information regard-
ing Estonian eID stakeholders, their roles and
responsibilities in managing parts of the eID
state-critical infrastructure. Section 2 helps to
understand the background and its relation to the
theoretical concepts creating the overall frame-
work for the research. In Sect. 3, we present
the qualitative research approach of this paper,
which is embedded in the context of a larger
action design research (ADR) (Sein et al, 2011)
project. In Sect. 4, we present the main research
findings including the factors that affect the coop-
eration in the elD field, together with alternative
cooperation formats proposed by the interviewees,
and discuss the research findings in a wider con-
text. Finally, In Sect. 5, we provide a conclusion
including an overview of research limitations and
possible future research directions.



Springer Nature 2021 I TEX template

2 Setting the Scene

In this section, we provide a more detailed
overview of existing works on factors affecting
PPP from several perspectives. On the basis of the
theoretical analysis framework proposed by Kop-
penjan and Groenewegen (2005), we describe the
Estonian identity management ecosystem, identify
relevant stakeholders and explain their roles.

2.1 Literature Review

2.1.1 PPP and Ciritical Infrastructure
Related Studies

PPP is a well-researched topic in its own right.
It is possible to find a series of PPP-related
research papers from various perspectives such as
the financier’s perspective (Owolabi et al, 2020),
the front-line employee’s perspective (Tawalare
et al, 2020; Tsap et al, 2020a) and the public
partner’s perspective (Ghribi et al, 2019). Some
research papers remain more at a theoretical level,
while others are practice-oriented and focus on a
certain industry such as construction (Li et al,
2005), water infrastructure (Dithebe et al, 2019)
and healthcare (Wrobel, 2019). An example of
a more theoretical study is (Das Aundhe and
Narasimhan, 2016), that analyzes how and why
the intangible factors influence PPP outcomes. An
example for a study at a rather practical level
is (Paide et al, 2018a), that investigates how to
strengthen the collaboration between the Estonian
public and private sector through improvement
of Estonia’s nation-wide data exchange platform
X-Road. There has been also research on PPP in
the eID field focusing on factors that influence the
distribution of power between public and private
sector authorities (Medaglia et al, 2017). Medaglia
et al (2017) use the power dependence theory to
analyse the elD tender process in Denmark.
Several research papers focus on PPP in
projects related to critical infrastructure in devel-
oping countries (Debela, 2019; Alinaitwe and
Ayesiga, 2013; Ayo-Vaughan et al, 2019; Osei-
Kyei and Chan, 2019). Debela (2019) focuses
on the PPP success factors in the Ethiopian
road sector. Alinaitwe and Ayesiga (2013) anal-
yse PPP in the construction industry in Uganda
and Ayo-Vaughan et al (2019) identifies PPP suc-
cess factors in the aviation sector in Nigeria.

Hai et al (2022) identify PPP success factors in
infrastructure projects in Vietnam.

PPP cooperation is often utlized in protection
of critical infrastructure, however, not always the
most efficient way. Dunn-Cavelty and Suter (2009)
analyse positive aspects and limitations of PPP
in critical infrastructure protection and suggests
a network-oriented approach based on governance
theory Schuppert (2015) as an alternative way of
cooperation.

Despite of various studies on different aspects
of PPP, it still lacks a systematic understanding of
PPP from the eID perspective, i.e., which factors
influence the cooperation between the two sectors
and what could be alternative collaboration for-
mats. Moreover, combining the fields of eID and
critical infrastructure leads to further interesting
research questions that we would like to address.

2.1.2 Factors Affecting PPP Projects

Based on the literature, there are two types of
PPP studies, i.e., dealing with success factors
analysis (Dithebe et al, 2019), on the one hand,
and dealing with risk factor analysis (Ghribi et al,
2019), on the other hand. Moreover, Mulyani
(2021) has carried out a general analysis of articles
focusing on PPP success factors. Even though it
is important to pay attention to risk factor anal-
ysis, the current paper focuses on success factors
influencing PPP.

Section 2.1.2 focuses on studies conducted
during the last ten years. Osei-Kyei and Chan
(2015) conducted a review of studies on criti-
cal success factors of PPP projects from 1990
to 2013, and according to this study, the most
common factors are “risk allocation, risk sharing,
strong private consortium, support at the level
of politics, community and citizens and transpar-
ent procurement” (Osei-Kyei and Chan, 2015).
Factors vary depending on the industry (water,
construction etc.). Tang et al (2010) has con-
ducted a review of PPP studies in the construction
industry. Wegrzyn et al (2016) focuses on the
critical success factors for PPP in different stake-
holder groups, stating that stakeholder role in the
project plays significant role in the project suc-
cess. Table 1 gives a detailed overview of the PPP
success factors identified from the literature.
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Publication

Research
Focus

Factors

Osei-Kyei and Chan (2015)

General study

“Risk allocation and sharing, strong private consor-
tium, political support, community /public support
and transparent procurement.”

Jacobson and Ok (2008)

General study

“Specific plan/vision, commitment, open communi-
cation and trust, willingness to compromise/collabo-
rate, respect, community outreach, political support,
expert advice and review, risk awareness, and clear
roles and responsibilities.”

Babatunde et al (2016)

PPP projects in
Nigeria

“Reliable concession arrangement with due dili-
gence; serious commitment with adequate technical
strength; favourable economic environment; govern-
ment support with enabling legislation; bankable
project with adequate stakeholders involvement; and
strong “political will” with committed private part-
ners.”

Sanni (2016)

PPP projects in
Nigeria

“Projects feedback, leadership focus, risk allocation
and economic policy, good governance and political
support, short construction period, favourable socio-
economic factors, and delivering publicly needed
service.”

Hsueh and Chang (2017)

PPP projects in
Taiwan

“Supportive legal frameworks, a favorable investment
environment, selection of appropriate PPP projects
and public support.”

Chan et al (2010)

PPP projects in

“Stable macroeconomic environment, shared respon-

China (infras- | sibility between public and private sectors, transpar-
tructure) ent and efficient procurement process, political and
social environment, judicious government control.”
Ismail (2013) PPP projects in | “Good governance”, “commitment of the public and
Malaysia private sectors”, “favourable legal framework”, “sound

economic policy” and “availability of finance market”.

Muhammad and Johar

PPP  projects

Nigeria (‘equitable risk allocation’, ‘stable politi-

(2018) in Malaysia | cal system’, and ‘reputable developer’). Malaysia
and Nigeria | (‘action against errant developer’, ‘consistent moni-
(housing) toring’, and ‘house buyer’s demand’).

Li et al (2005) PPP projects in | “Effective procurement, project implementability,
UK (construc- | government guarantee, favourable economic condi-
tion) tions and available financial market.”

Surachman et al (2020)

PPP  projects
in Indonesia
(water)

“Support and acceptance of the stakeholders from the
community, whereas the private and public entities
are the second and third important factors.”

Dithebe et al (2019)

PPP
supply projects

in water

“Thorough planning for project viability, high levels
of transparency and accountability and a legal frame-
work stipulating policy continuity.”

Ameyaw and P.C. Chan
(2016)

PPP in water
supply projects

“Commitment of partners, strength of consortium,
asset quality and social support, political environ-
ment, and national PPP unit.”

Table 1 Factors affecting PPP according to the literature
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Various studies analyze the implementation of
several types of PPP in infrastructure develop-
ment projects in developed and developing coun-
tries (Zhang, 2005; Babatunde et al, 2016; Hsueh
and Chang, 2017; Chan et al, 2010; Ismail, 2013;
Li et al, 2005; Firmino, 2018). Dithebe et al (2019)
argue that critical success factors for water infras-
tructure projects conducted under PPP are “pub-
lic cooperation, project viability and policy and
legislation enhancement” (Dithebe et al, 2019). Li
et al (2005) have conducted research on construc-
tion projects in the United Kingdom, which shows
that critical success factors for PPP are “a strong
and good private consortium, appropriate risk
allocation and available financial market” (Li et al,
2005). Jacobson and Ok (2008) conducted a gen-
eral study about PPP and public works in which
they define ten success factors that affect the
collaboration: “specific plan/vision, commitment,
open communication and trust, willingness to
compromise/collaborate, respect, community out-
reach, political support, expert advice and review,
risk awareness, and clear roles and responsibili-
ties” (Jacobson and Ok, 2008). Sehgal and Dubey
(2019) studied PPP project success factors in the
literature and identified fourteen significant com-
ponents including “long lasting macroeconomic
environment, mutual understanding between two
sectors, ethical and expeditious procurement pro-
cess, socio-political aspects, government involve-
ment and interference, relationship management,
institutional factors, project planning” (Sehgal
and Dubey, 2019). Ismail (2013) conducted a
case study of Malaysia and identified five main
success factors, i.e. “«good governancey, «commit-
ment of the public and private sectorsy, «favorable
legal framework», «sound economic policy» and
«availability of finance market»” (Ismail, 2013).

A lot of studies identify PPP success factors
in developing countries (Ameyaw and P.C. Chan,
2016; Babatunde et al, 2016; Muhammad and
Johar, 2018; Surachman et al, 2020). One of these
examples is the study by Babatunde et al (2012)
about PPP in delivering infrastructure in Nige-
ria, which showed that public and private sector
views on critical success factors is different. In a
later study from Nigeria from 2016, Sanni (2016)
determined seven critical factors affecting PPP
projects: “feedback, leadership focus, risk alloca-
tion and economic policy, good governance and

political support, short construction period, favor-
able socio-economic factors, and delivering pub-
licly needed service” (Sanni, 2016). Alinaitwe and
Ayesiga (2013) investigated the case of construc-
tion industry in Uganda and found that success
factors are “competitive procurement process, a
well-organised private sector, the availability of
competent personnel to participate in PPP project
implementation, and good governance” (Alinaitwe
and Ayesiga, 2013).

While conducting the literature review, we
did not find similar works carried out directly
in the field of eID, not even in the field of ICT
(information communication technology). Papers
mainly focus either on large-scale infrastructure
projects such as water management, energy sup-
ply, aviation sector or on case studies of devel-
oping countries (Ameyaw and P.C. Chan, 2016;
Babatunde et al, 2016; Muhammad and Johar,
2018; Surachman et al, 2020), or comparison of
several practices such as the study of Cheung et al
(2012D).

Moreover, it is noticeable that there is no com-
mon list of success factors. At a general level, it
is possible to find some similar factors such as
cooperation, collaboration and political aspects
irrespective of the geographical locations Cheung
et al (2012a); however, it is not sufficient to say
that there is a clear list of uniform factors affecting
successful cooperation in case of PPP.

2.2 Estonian Identity Management

2.2.1 The Level of Digitalization in
Estonia

The level of digitalization in Estonia is partic-
ularly high. For example, the two most recent
UN e-Government Surveys 2018 and 2020 (UN
Department of Economic and Social Affairs, 2018,
2020) clearly describe Estonia as a technological
leader. In the 2018 survey, the case of Estonia
defines the e-government category “Government
as an API” (Application Programming Interface).
Then, the survey 2020 concludes that “Estonia is
considered one of the fastest raising countries for
digital transformation in the world.” (UN Depart-
ment of Economic and Social Affairs, 2020). And
indeed, Estonia has clearly identifiable digital
assets. Most of the state services are accessible
online. 98% of the Estonian population have an
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ID-card containing a chip that enables digital
authentication and digital signing; and about 2/3
of the eID owners use it regularly.?

The “Government as an API” is the key to this
success story. The foundation of this approach is
Estonia’s data exchange layer X-Road (Ansper,
2001; Kalja, 2008, 2012; Willemson and Ansper,
2008; Ansper et al, 2013; Kalja et al, 2015; Paide
et al, 2018b; Saputro et al, 2020)3455. The Esto-
nian regulation on X-Road (Regulation no. 105,
2016) defines that “the data exchange layer of
information systems (hereinafter X-Road) is a
technical infrastructure and instance between the
members of X-Road, which enables secure online
data exchange, ensuring evidential value”.

X-Road is a peer-to-peer data exchange system
teaming together

e 3 PKI (public key infrastructure),

® sophisticated software components for secure
data exchange,

® a nomenclature of metadata items associated
with each message along the core representa-
tion language and structure of messages,

e systematic (regulated Regulation no. 105
(2016)) organizational measures.

A key to successful architecture of digital
government ecosystems is in understanding data
governance, which aims at the following data
principles: (i) data protection (European Com-
mission, 2016), (ii) data quality (Tepandi et al,
2017; Draheim and Nathschldger, 2008), and (iii)
the once-only-principle (Kalvet et al, 2018). In the
context of digital government, data governance
is an ultra large-scale, cross-organizational chal-
lenge. Based on experience and analysis of the
Estonian e-government ecosystem, we have elabo-
rated a digital government architecture framework
based on the following line of hypotheses, see (Dra-
heim et al, 2021; Draheim, 2021):

e The form of state’s institutions follows the
state’s functions. The entirety of the state’s
institutions (i.e., their shape, their interplay)
makes the state’s institutional architecture.
The institutional architecture changes slowly.

Zhttps://e-estonia.com /solutions /e-identity /id-card/

3X-tee in Estonian; in English: originally pronounced as
‘crossroad’, nowadays pronounced as ‘x road’

4https://x-road.global/

Shttps://www.niis.org/

Shttps://x-road.global/

® The state’s institutional architecture deter-
mines the state’s data governance architec-
ture. The data governance architecture links
data assets with accountable organizations.

® The data governance architecture limits the
design space of the digital government solu-
tion architecture, which consists of all dig-
ital administrative processes and delivered
e-services. The digital government solution
architecture can show small, ad-hoc and fast
changes.

e Changes in the institutional architecture are
so severe that they can trigger immediate
changes in the digital government solution
architecture, whereas changes in the digi-
tal government solution architecture can only
have a long-term influence on changes in the
institutional architecture.

We say that the data governance architecture
and the digital government solutions architecture
together form the digital government architec-
ture. The data governance architecture forms the
backbone, that deals with the necessary fulfil-
ment of data governance; whereas the solutions
architecture addresses all kinds of quality aspects
of the offered solutions, i.e., usefulness, adher-
ence to good service-design principles, maturity of
processes etc.

2.2.2 Estonian Identity Management
Stakeholders

According to the Estonian Information System
Authority, public and private entities offer, in
total, more than 5000 e-services (E-Governance
Academy, 2016). In practice, this means that
many critical sectors such as healthcare and the
internal security sector depend on PKI-based
(public key infrastructure) e-governance services.
Any kind of deviations from usual operation and
availability of the services can cause at least incon-
venience and excessive confusion and chaos in the
worst case.

Before it is possible to analyze factors influenc-
ing PPP, it is important to provide an overview of
the most important players in the Estonian iden-
tity management system (IMS). Figure 1 shows
the stakeholders’ perspective, including relations
between different stakeholders and their main
roles. It is important to note that, due to the
high number of players, the service provider’s
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perspective is not included in Fig. 1. The per-
spective of ministries and policy makers are not
shown in Fig. 1. They are part of the IMS but
not directly involved with the eID scheme. In
its center, Fig. 1 shows the several public sector
eID tokens (smart-card- or SIM-card-based solu-
tions) that are currently in use to enable digital
authentication and digital signing.

The degree of involvement of the private sec-
tor in the IMS is remarkably high throughout the
whole process, starting from eID manufacturing,
personalization, over generation of certificates to
the final delivery to the end-user. Telecommunica-
tion companies issue mobile-IDs and, it is possible
to receive e-residency digital identity cards from
external service provider offices in various foreign
countries. In this example, it is fair to say that
public and private sector activities intertwine well
and relations between the parties play a significant
role in the service delivery process.

Furthermore, the Estonian eID ecosystem
involves many parties and roles from the public
and private sector that are indirectly involved with
the IMS. In Table 2 and Table 3, we provide a
detailed overview of the authorities and their roles
in the IMS.

A more detailed overview of the Estonian
IMS is provided by the State Information System
Authority’s blog.”

3 Research Methodology

In 2018, the Estonian Police and Border Guard
Board (PBGB) and the Estonian Information Sys-
tem Authority (RIA) initiated a process to create
an identity management strategy. As a result of
this process, eID stakeholders from the public
and the private sector proposed a strategic white
paper on identity management and identity doc-
uments (IMID).® Lips et al (2019) provide an
overview of the strategic planning process in the
critical infrastructure management based on ADR
(Action Design Research) principles (Petersson
and Lundberg, 2016).

This paper presents a concrete case study of
the IMID strategic planning process. The focus of
this case study research (Yin, 2011) is on in-depth

"https://blog.ria.ce/2018/05/
Shttps: //www.ria.ee/sites /default /files /content-editors/
EID /valge-raamat-2018.pdf

analysis of qualitative data collected in regard to
critical infrastructure management.

As a theoretical foundation, we use institu-
tional design framework for complex technological
systems proposed by Koppenjan and Groenewe-
gen (2005), since it allows for understanding
complex and multi-layered systems such as an
elD ecosystem more systematically. The frame-
work of Koppenjan and Groenewegen (2005)
adapts Williamson’s four-layer analysis model of
institutional economics (Williamson, 1979, 1998).
Bharosa et al (2020) argue that the model of
Koppenjan and Groenewegen (2005) is particu-
larly well suited for the analysis of e-government
systems. Table 4 describes the Estonian eID
ecosystem through the four institutional layers of
(Koppenjan and Groenewegen, 2005).

To answer our research questions, we inter-
viewed half of the experts who participated in the
IMID development process. In total, we conducted
twelve interviews: five with experts from the pub-
lic sector and seven with experts form the private
sector. We selected the interviewees according to
their role in the eID scheme. The aim was to cover
the public and private sectors’ views from different
angles (token production, personalization, certifi-
cate issuance, certificate management, identity
document issuance, policy making, e-service pro-
vision etc.). Table 5 provides a detailed overview
of the interviewees and their roles.

The interviews were individual, semi-
structured, and non-standardized and consisted of
eight questions. Some questions consisted of two
to three sub-questions. We conducted the inter-
views mostly in the location of the interviewees
and in Estonian. One interview was conducted
online in English. We recorded all interviews
based on interviewees’ prior consent. Interviewees
were informed and aware about the purpose of
the research and the interviewees gave their con-
sent to use their answers also for further research
purposes.

We transcribed all interviews, coded the tran-
scriptions and conducted a thematic analysis of
the data (Vaismoradi et al, 2013) to identify
the critical success factors that influence PPP.
Figure 2 illustrates the data validation process in
detail (Creswell, 2014).
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Fig. 1 The Estonian eID scheme from a stakeholders’ perspective.

Interpreting the meaning I

ZA)

Interrelating themes, descriptions and creating
the list of success factors

4

Identifying main themes, descriptions and most
often mentioned factors

A

I Coding the data (manually) I

i

Identifying PPP and co-operation related data for
further analysis

Validating the Accuracy
of Information

Reading through all transcribed material I

1t

Organising and preparing the transcriptions for
further analysis

i

Transcribed interviews

Fig. 2 Data analysis model

4 Research Results and
Discussion

It is important to point out that during the IMID
development the focus was rather on the strategic,
long-term cooperation between the public and the
private sector than on everyday collaboration. We
distinguished daily cooperation solving individual
issues from long-term future-oriented coopera-
tion, because both forms of cooperation require
different collaboration formats. However, many
of the prerequisites and characteristics are gen-
eral and may apply in both cases. The Estonian
IMS is a good example of strategical cooperation
between the public and the private sector and,
therefore, offers a good opportunity to analyse
existing shortcomings and to identify areas that
need improvement.
During the data analysis process, we identified

three main themes and one sub theme:

1. Existing cooperation evaluation;

2. Stakeholder environment analysis;

3. Proposals to improve the situation;
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Public Sector Stakeholders

Responsibility

Police and Border Guard Board
(PBGB)

Accordig to the Regulation no. 33 (2014) PBGB is responsible for
identification of persons and identity management. PBGB procures
identity document tokens and ensures their issuance. Furthermore,
PBGB is responsible for the Estonian eID scheme description for
cross-border usage.

Estonian Information System
Authority (ISA)

According to the Regulation no. 28 (2011) ISA is responsible for
elD software and for the development and management of the trust
services infrastructure. The authority is also responsible for national
cybersecurity incidents handling and has a supervisory role over the
trust service providers.

IT and development center of
the Ministry of the Interior of
Estonia (SMIT)

According to the Regulation no. 8 (2020) SMIT develops, procures
and manages ICT systems in the area of internal security, including
information systems related to identity management and identity
documents.

Ministry of the Interior (SiM)

According to the Regulation no. 39 (2012) SiM is responsible
for shaping the identity management and the identity documents
issuance policy.

Ministry of Economic Affairs
and Communications (MKM)

According to the Regulation no. 323 (2002) MKM is responsible for
shaping and coordinating the Estonian information society policy.

Ministry of Foreign Affairs
(MFA)

According to the Regulation no. 196 (2004) MFA ensures the protec-
tion of interests of Estonians in foreign countries. Receives identity
document applications and issues identity documents

Enterprise Estonia

Responsible for the e-residency program; creates pre-conditions for
the development of e-services.

Table 2 IMS (identity management system) stakeholders from the Estonian public sector and their roles.

Private Sector Stakeholders

Responsibility

Trust service provider (SK ID
Solutions AS)

Responsible for issuing the certificates for the Estonian identity
documents and provider of related services.

ID manufacturer (IDEMIA
France S.A.S)

Responsible for manufacturing blank identity documents.

Personalization service provider
(Hansab AS)

Responsible for personalization of identity documents.

Banks Provided the PIN replacement service until 28.02.2019.
Telecommunication service Responsible for issuing SIM-cards with mobile-ID capacity.
providers

External service providers (VFS

Global)

Responsible for offering eResidency issuance service (including iden-
tification).

Table 3 Estonian IMS private sector stakeholders and their roles.

(a) Alternative cooperation formats.
Under the first theme, we identify issues that

proposals from the interviewees and provide gen-
eralized conclusions that other countries can con-

affect the current cooperation negatively. The sec-
ond theme focuses on stakeholders’ involvement
analysis. Finally, we map all cooperation related

sider when developing their national eID schemes
and defining critical infrastructure components.
Due to the complexity of the topic, we decided
that it is not reasonable to artificially separate
the presentation of the research results from their
discussion. We present our findings according to
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Layer

Estonian eID Ecosystem

Layer 4: Informal institutional
environment

People trust the government. Public sector institutions are responsi-
ble for the eID ecosystem and provision of e-services (Muldme et al,
2018). Public and private institutions develop the eID area in close
cooperation and set strategical goals together (Lips et al, 2019).

Layer 3: Formal institutional
environment

The Estonian eID ecosystem relies on the EU eIDAS (electronic
identification and trust services for electronic transactions in the
internal market) regulation. At the national level, two main legal
acts are regulating the eID ecosystem: Electronic Identification and
Trust Services for Electronic Transactions Act and Identity Docu-
ments Act.

Layer 2: Formal and informal
institutional arrangements

Identity documents strategy proposed by public and private sector
experts (Lips et al, 2019). Regular meetings between public and
private sector representatives organized by Information Systems
Authority. Estonian Police and Boarder Guard Board and IDEMIA
S.A.S. have concluded a contract for the production of eID cards.

Layer 1: Actors and games

A detailed overview over the Estonian eID ecosystem actors and
dependencies between the stakeholders is presented in Fig. 1, Table
2 and Table 3.

Table 4 Estonian eID ecosystem analysis based on the model of Koppenjan and Groenewegen (2005).

the three main themes (and one sub-theme) and
interpret the results.

4.1 Evaluation of Established
Cooperation

During the IMID development process, it has
become clear that the question is not only about
selecting the best strategical choices for the coun-
try but also about starting substantive discussions
between public and private sector eID stakehold-
ers. To provide a holistic overview of the research
results, we present positive and negative aspects
that, according to the interviewees, affect the col-
laboration between the two sectors in Table 6

In general, the interviewees perceived as pos-
itive that the public sector initiated a strategic
discussion on identity management and identity
documents and that several different stakeholders
have been asked for their opinion. Furthermore,
the interviewees liked the moderated workshop
format. The fact that experts from both sectors
knew each other well from their previous positions
and that the circle of experts was limited had both
positive and negative impact.

However, more than half of the interviewees
admitted that the cooperation between the pub-
lic and the private sector needs improvement.

Most common aspects (three or more interviewees
named it) were: negative attitude, negative pre-
conception, lack of involvement and shortcomings
in the feedback process.

Eight interviewees mentioned that they sensed
a negative attitude from one or another side dur-
ing the collaboration. Interviewees brought out
keywords such as offence, conflict, dissension, neg-
ative preconception, pessimism, and dispute. Two
interviewees said that more than 10 years ago the
cooperation was at a much better level. According
to one interviewee, in 2001, when first Estonian
digital identity card was launched, the cooperation
between the public and the private sector was very
good and productive, whereas currently, there
exists almost no cooperation, it lacks a feeling of
unity, and public and private sector experts need
to rebuild the cooperation again. Another intervie-
wee said that strategical documents neither solve
problems nor provide solutions. Therefore, it is
important to invest into community building and
to have strong lobbying groups. Five interviewees
did not mention either of the sectors as specific
in regard to negative attitude. Two interviewees
found that the negative attitude is more on the
public sector side and one interviewee found that
it is more on the private sector side. Four inter-
viewees did not mention negative attitude as an
issue.
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Organization name | Role Interest /Focus Category
Police and Border Head of Identity and User friendliness / UX of e-services | Public
Guard Board Status Bureau (authentication, digital signing)
State Information Head of an eID branch | Engagement of the state in the eID | Public
System Authority field and long-term perspective.
SK ID Solutions AS CEO Ensuring that the process outcome | Private
is comprehensive.
Ministry of the Interior | Adviser Identity management policy Public
(especially identity documents
issuance).
Cybernetica AS Member of the Security of the electronic identity Private
Supervisory Board systems.
Estonian Association Vice-President (digital | Community level agreement about | Private
of Information infrastructure) /Chair- | secure devices that public and
Technology and man of the Board (AS | private sector uses and promotes.
Telecommunications Levira)
(ITL)
ITL CEO Long-term view of the whole area. | Private
ITL Software Development | Business architecture. Private
and Technology
Director (AS Datel)
Estonian Banking Head of Digital Evolvement of digital identity and | Private
Association Strategy in Baltic services built on it.
Division at SEB Bank
Police and Border Adviser-Expert Identity management. Public
Guard Board
IDEMIA Head of Citizen Security and user experience. Private
Markets
IT and Development Product owner Procedural matters related to Public
Center (Ministry of identity documents.
Interior)

Table 5 Interview participants and their roles.

Positive aspects

Negative aspects

® Joint meetings with a strategic focus

e Workshops initiated by the public sector

e Public and private sector experts know each
other from previous positions

Negative attitude and prejudices

Poor involvement in discussions

Lack of feedback for proposals
Exclusion of important stakeholders
Unclear processes

Lack of interest

Limited time to contribute

Different perceptions and understandings
Unclear responsibility and role division
Subjectivity

Complex regulatory environment

Table 6 Positive versus negative aspects of the collaboration.
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Before involving the private sector, the pub-
lic sector tried to shape its own position and had
several meetings regarding the IMS. Some private
sector representatives found that they were not
involved in important discussions from the begin-
ning; and even in cases where they were involved,
they did not receive sufficient feedback to their
proposals.

A couple of interviewees pointed out that some
important stakeholders were missing and that the
strategy building process was unclear. Some inter-
viewees mentioned that some of the public sector
representatives did not show enough interest dur-
ing the meetings and that they just attended for
having attended. One interviewee admitted that
he wanted to contribute more but due to other
tasks, the time was limited.

One interesting finding was that public and
private sector representatives had different percep-
tions and understandings already at the level of
basic terminology. Experts talked about the same
topic but used different semantics. Sometimes, it
took some time before the experts realized that
their positions were actually not contradictory.

Interviewees from the private sector pointed
out that the division of roles in the field of
electronic identity is not clear enough. Several
authorities and even ministries are responsible for
the same area at the same time. Main themes are
clear but when it comes to specific questions, there
are lot of grey areas and ambiguities.

Subjectivity is another factor that has been
mentioned by interviewees various contexts. For
example, one interviewee said that subjectivity at
the level of policy making limits possible develop-
ments and available alternatives. Another inter-
viewee found that the circle of eID experts is very
limited, i.e., consisting of people who have worked
in the public sector first and than in the private
sector or vice versa. On the one hand, this can
simplify the communication between the parties;
but it was also a barrier in the past, whenever the
cooperation was not smooth .

Finally, the interviewees found that the whole
elD ecosystem has become more complex — not
only from the technical perspective and with
respect to role division, but also in regard to
policy and the legal environment. Since 2001,
the legal environment has changed remarkably.

Process-oriented approach
11%

Engagement
33%

Clear role
division
15%

Two-way
communication

19% Joint

understanding
22%

Fig. 3 Public-private cooperation success factors

In addition to the national legislation, that basi-
cally consisted of the Digital Signature Act?, the
European dimension with its directives and reg-
ulations has become relevant. Changes included
new procurement and data protection rules and,
finally, the implementation of the EU regula-
tion on electronic identification and trust services
for electronic transactions in the internal market
(eIDAS)!0 followed by the new national legisla-
tion named Electronic Identification and Trust
Services for Electronic Transactions Act in 20161,
During the interviews interviewees named var-
ious factors that affect PPP in the eID field.
However, it is not possible to provide a complete
list of factors affecting the cooperation. Therefore,
we identified factors according to how often they
occured in the interviews and this way determined
five as most relevant, see Fig. 3. Therefore, We aim
to identify existing factors and create a starting
point for further critical success factors analysis.
Engagement is the most important factor since
33% of the interviewees mentioned it. Private sec-
tor representatives would like to be involved to the
public sector initiatives already from the begin-
ning. Joint understanding means that both sectors
share the same basic understanding of the topic
in general; that they have access to the same
background information to form their opinion; but
also, that they have the same understanding at
the level of terminology. Two-way communication
stands for an active and systematically driven

https://www.riigiteataja.ce/akt /71878
Oshorturl.at/djovX
https://www.riigiteataja.ee/en/eli/527102016001 /consolide
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communication process where both parties pro-
vide feedback to each others’ proposals. Clear role
division means that all involved parties are aware
of who is responsible for what. Furthermore, the
interviewees brought out that it needs a process-
oriented approach, which means that roles, tasks
and outcomes are clearly defined already at the
beginning of the project. Whenever needed, it has
to be possible to engage external expertise.

We compared the identified factors with the
factors found by our literature review. Four of the
factors that we identified occur, under same or
similar names, also in the reviewed research papers
(engagement, joint understanding, two-way under-
standing, clear role division), however, they do
not occur in that particular combination; and
our research paper investigates them, to our best
knowledge, for the first time in the context of
elD critical infrastructure. Furthermore, the uti-
lization of a process-oriented approach is a factor
uniquely identified in this research.

4.2 Stakeholder Environment
Analysis

As engagement plays an important role in public-
private cooperation, we analyzed the stakeholders’
environment whether all relevant parties were
involved. Therefore, to identify the stakeholders
and make detailed conclusions, we asked the inter-
viewees whether all relevant stakeholders in the
elD field were engaged to the process or whether
there were any missing or superfluous parties. Two
of the interviewees said that the practice that asso-
ciations represent the interests of their members is
not sufficient for them and that companies should
be invited to participate directly in elD-related
discussions. Currently, the Estonian Association of
Information Technology and Telecommunications
(Estonian Association of Information Technol-
ogy and Telecommunications, 2019) represents the
interests of more than ninety IT companies and
the Estonian Banking Association represents the
interests of all financial service providers in the
local market.

Therefore, it is not reasonable to involve pro-
fessional association representatives but certain
companies directly. Interviewees also pointed out
that engagement is not only about participation in
diverse events but about active participation that
needs time and extra effort.

One interviewee brought out that currently
only two main public IT service providers (SMIT
and the Centre of Registers and Information Sys-
tems) were engaged to the discussions. Other
public sector IT service providers, for example IT
Centre under the governing area of the Ministry of
Finance, was not part of the process. AsIT author-
ities present service provider view from the public
sector side, it is important to include them.

The eID card manufacturer plays a crucial role
in introducing new trends to public and private
sector experts. Therefore, the eID card manu-
facturer should participate actively in discussions
related to elD systems.

Four interviewees emphasized that policy mak-
ers have to be actively involved. The interviewees
also found that it is not necessary to engage so
many managers and that it would be beneficial
to involve more experts. Furthermore, the inter-
views brought out that standardization bodies are
currently missing.

4.3 Improvement Proposals
4.3.1 General Proposals

In order to answer our second research question,
we asked from the interviewees their proposals
on how to improve the cooperation between the
public and the private sector in the field of elD,
see Table 7. To ensure the anonymity of the
interviewees, the column numbers in Table 7 do
not refer to concrete interviewees. Altogether, the
interviewees made twelve proposals. Some of the
proposals were made multiple times. We are con-
vinced that all of these proposals can help to ease
the communication between the two sectors.

Community Building

Five interviewees found that it is important to
invest in active and continuous community build-
ing. They found that it is not enough when public
and private parties get together during specific
projects or one-time events. Community building
inside the sector (in this case eID field) has to be
continuous process.

Owverall Architectural Vision

Another proposal made by five interviewees, was
the need for an overall architectural vision. In
regard of this, the interviewees found that there
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Interviewees (anonymised)

Proposals 1.

hd

3.

4.]5.|6.|7.|8.]9.]10. .| Total

Community building X

t

X X X X

General architectural vision

X X X

Expert involvement in decision making

Joint understanding

Systematic meeting culture

External expert involvement X

XX X[ X][X]|X

Two-way feedback

Inclusion of strategic agreements X

Internal communication X

Clear role division X

Sector specific strategies X

X
NN DN QO QO | | | Ut

Academic sector engagement

X 1

Table 7 Proposals to improve collaboration between the public and the private sector, together with an indication which
interviewee (1. to 12.) has made which proposal (interviewees are anonymised, i.e., numbers do not identify concrete

interviewees).

is a need for a role who holds the responsibility
for the overall eID architecture of the whole elD
ecosystem. Such eID architecture consists of sev-
eral layers and components, and every stakeholder
is responsible for certain parts of the ecosystem. It
is important that always at least one of the parties
has a complete overview of the eID architecture
so that it is always possible to understand the
relations and dependencies between architectural
components in support of the continuous devel-
opment of the eIlD architecture. The state needs
to have a clear understanding of the dependen-
cies between the existing e-services and the elD
ecosystem.

Ezxpert Involvement in Decision Making

Four interviewees found that it is important to
engage experts to strategic discussions. It is not
sufficient if high- or mid-level managers meet and
discuss strategic matters. Therefore, public and
private sector elD experts have to be engaged
in the discussions and involved in the decision
making process.

Joint Understanding

Joint understanding was mentioned by four inter-
viewees. They emphasized that the two sectors
have to be able to “speak same the language” and
understand each other. It is important to take into
account the existing context not historical back-
ground. Furthermore, the interviewees found that
public and private sector experts use terminology

differently. The same term can have various inter-
pretations. Therefore, the use of terminology has
to be harmonized.

Systematic Meeting Culture

Four interviewees mentioned that there is a need
for regular meetings between the two sectors in the
elD field. In addition to regular meetings, there is
a need for strategic communication at least once
a year taking into account the budget planning
cycle.

External Expert Involvement

Three interviewees found that independent exter-
nal experts should be involved in elD-related
projects. Moreover, they found that it is good to
engage third parties as consultants in the prepara-
tion of vision documents and to moderate strategic
discussions and workshops in a systematic man-
ner. Furthermore, in case of a larger project (such
as strategy building or revision), it is better to
have a dedicated project manager who coordinates
the whole process.

Two-Way Feedback

Three interviewees brought out that giving and
receiving feedback is very important. Private sec-
tor representatives expect to get feedback on their
comments by the public authorities. Also public
sector authorities would like to get input from
the private sector to implement several projects or
solve critical incidents. Furthermore, it would be
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helpful, if the private sector is asked early what
they would prefer to contribute and what they
expect from the public sector.

Inclusion of Strategic Agreements

Two experts found that strategical agreements
between the two sectors should be included in the
nationally relevant strategic documents, in sup-
port of strengthening these agreements. In other
words, political strategies should reflect existing
agreements between the two sectors.

Internal Communication

Improvement of internal communication was men-
tioned by two experts. Internal communication in
this context means communication between the
public and private parties in the field of eID.
Experts found that there is a need to improve
internal communication inside the sector from
both perspectives.

Clear Role Division

Two interviewees found that the division of roles
has to be clarified in the field of eID. This means
that all involved parties understand their responsi-
bilities and agree on what both sectors can expect
from each other.

Sector Specific Strategies

One interviewee emphasized the importance of
sector specific strategic documents. Overall vision
documents are essential, however, also each field
needs detailed direction. Moreover, at strategic
level, it should be common practice that the pub-
lic and the private sector develop sector specific
strategies together.

Academic Sector Engagement

One interviewee brought out that, in addition to
the public and private sector, academic sector
representatives should be involved in elD specific
discussions. The interviewee suggested that the
academic sector could be a bridge between the
public and the private sector.

4.3.2 Proposals for Alternative
Cooperation Formats

In addition to the suggestions in Sect. 4.3.1, the
interviewees proposed various alternative coop-
eration formats that could improve the public-
private cooperation in the field of eID. Altogether,
the interviewees made six alternative cooperation
proposals, see Table 8. Similarly to Table 7, the
column numbers in Table 8 do not refer to concrete
interviewees.

Moderated Workshops

Six interviewees considered moderated workshops
as an effective way to improve public-private coop-
eration. According to the interviewees, moderated
workshops should be regular part of the interac-
tion between the two sectors, especially in case of
strategic discussions. The moderator should be a
professional from outside the eID domain.

Agile Collaboration

One interviewee suggested the collaboration
approach of the CA/Browser Forum'? (Cer-
tification Authority / Browser Forum). The
CA /Browser Forum is a voluntary consortium of
certification authorities and software vendors sell-
ing Internet browser software, operating systems
etc. Their agile collaboration approach heavily
relies on forums and ballots and allows experts
from the public and the private sector to engage
in the decision-making process. As collective intel-
ligence systems (Suran et al, 2020) that support
such forms of agile collaboration become more and
more important, we predict, that they are also
well-suited candidates for collaboration in the field
of eID.

Brainstorming

One interviewee found that public-private organi-
sations need to brainstorm together at least once
a year. This is especially important in the strategy
building process. The interviewee suggested that
those brainstorming meetings should be facilitated
by external professionals.

Visualization

One interviewee pointed out that documents and
other handed out materials should contain more

2https://cabforum.org/
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Interviewees (anonymised)

Cooperation Format 1.(2./3.|4.]/5.16.|7.|8.]9.10./11.|12.|Total
Moderated workshops X | % X | x X | x 6
CA /Browser Forum format X 1
Brainstorming X 1
Visualization X 1
Engagement of volunteers X 1
Software development principles X 1

Table 8 Alternative cooperation format proposals, together with an indication which interviewee (1. to 12.) has made
which proposal (interviewees are anonymised, i.e., numbers do not identify concrete interviewees).

visualizations to provide a quick overview for the
experts. Moreover, the overall architecture should
be visualized, together with dependencies between
the architectural components.

Engagement of Volunteers

Many successful cooperation formats are centered
around volunteers. There are also IT enthusiasts
that are interested in the field of eID. Therefore,
one interviewee suggested engaging IT volunteers
to improve quality and to increase innovation in
the eID domain.

Long-Term Product Plan

From a strategical viewpoint, one interviewee
would like to have established a technological
product discipline such as found in the long-term
software life-cycle plans of, e.g., operation system
providers. This would mean that the public sector
would announce and follow long-term plans for the
versions of its eID solutions; hand-in-hand with
some long-term guarantee of respective technolog-
ical support. This would be important, since any
change to an elD solution in the public sector trig-
gers a cascade of necessary changes in the systems
of the private sector, since the systems in the pri-
vate sector have to comply to the systems in the
public sector. Therefore, private sector players are
severely challenged, whenever changes to a public
sector system are announced on a short-term or
even ad-hoc basis.

5 Conclusion

Estonia is one of the first countries, where dig-
ital authentication and digital signing are part
of the state-critical infrastructure. This makes
our research relevant for other countries where

elD solutions are about to become part of the
state-critical infrastructure.

The aim of this paper was to identify the fac-
tors that affect public-private cooperation and to
analyze several aspects of PPP in the context
of the eID field. We aim to improve collabora-
tion between the two sectors in managing state-
critical infrastructure components including elec-
tronic authentication and digital signing. Previous
studies focused on large-scale infrastructure sec-
tors such as water and electricity or on analysing
the experience of developing countries. Estonia is
one of the first countries where digital authenti-
cation and signing are part of the state-critical
infrastructure. Therefore, we focus on the case of
Estonia.

Based on qualitative interviews, we identi-
fied five top factors that affect public-private
cooperation in the field of electronic identity:
engagement, joint understanding, two-way com-
munication, clear division of roles and following
a process-oriented approach. Here, the first four
factors are well-reflected in the existing literature,
albeit not in that particular combination, and
the fifth factor, i.e., following a process-oriented
approach, has been genuinely found by our study.

The practice of e-government in Estonia shows
a series of specific aspects, compare with Bharosa
et al (2020): government tends to be trusted by
the citizens; there exists an exhaustive set of
stable legal assets; in general, e-government is sub-
ject to central steering; and, governmental bodies
and authorities are oriented towards innovation
in service of the whole society. These specific
aspects need to be considered, when generalizing
our results. In any case, we are convinced that
the found factors provide a valuable reference in
the analysis and comparison with other countries’
practices.
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Based on our research results, further research
can be conducted in studying the several proposals
made by the interviewees in practice.

We analyzed that usual cooperation formats
such as meetings and working groups do not suffi-
ciently support collaboration between public and
private eID stakeholders. To overcome this, it
would be interesting to analyse the utilization of
collective intelligence systems in service of more
agile collaboration and decision making. More-
over, further research should be conducted on how
to engage IT volunteers in critical infrastructure
management.

Our research compiles essential success fac-
tors for public-private cooperation from various
research projects and demonstrates that the crit-
ical success factors in the field of eID are not sig-
nificantly different from those affecting the man-
agement of other state-critical infrastructure com-
ponents. Furthermore, the Estonian case demon-
strates that common understanding between the
public and the private sector starts already at the
level of terminology. We suggest that knowledge of
the found sector-specific factors, when combined
with innovative cooperation formats, can add sig-
nificant additional value to the management of
state-critical infrastructure.
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ABSTRACT

Electronic authentication and digital signature are the base compo-
nents of the European Union (EU) Digital Single Market. The area is
regulated by the eIDAS (electronic identification and trust services
for electronic transactions in the internal market) regulation that is
compulsory for all Member States since 2018. Despite the Member
States’ efforts, the regulation implementation has not been as suc-
cessful as expected. Therefore, the European Commission initiated
the eIDAS revision process in the second half of 2020. Based on the
collected feedback, the Commission proposed in July 2021 the first
draft of the renewed eIDAS regulation establishing the European
Digital Identity framework. The aim of this research is to analyze
the feedback provided by different countries and sectors in the
eIDAS review process (156 pages of material) and evaluate their
correspondence to the Commission proposal. The research follows
the exploratory case study methodology and we use thematic anal-
ysis for the evaluation. The outcome of this study shows whether
all relevant expectations of the interested parties are covered by the
Digital Identity Framework proposal and the research results are a
valuable input for the Commission as the debate over the eIDAS
regulation draft is ongoing.
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1 INTRODUCTION

The European Digital Single Market is one of the backbones of the
EU and part of the EU single market strategy !. The Digital Single
Market largely depends on the electronic identities of Member
States and provides trust services regulated by the eIDAS, electronic
identification and trust services for electronic transactions in the
internal market, regulation. EU citizens need to be able to use
their national eIDs for the services in other EU Member States.
Meanwhile, there should be a guarantee that different electronic
authentication schemes operate across borders without limitations
inside the EU and given digital signatures are legally binding in
all Member States [21]. According to the European Commission
eIDAS impact assessment report, the ongoing COVID pandemic
situation has sped up the need for digitization by seven years 2.
This means that the need for digitization and the importance of a
well functioning EU Digital Single Market has become even more
relevant.

To enable an interoperable and secure e-service provision, cross-
border authentication, and acceptance of electronic signatures, the
EC adopted, on the 23rd of July 2014, the regulation on electronic
identification and trust services for electronic transactions in the
internal market and repealing Directive 1999/93/EC (eIDAS) 3. Until
2016, the adoption of this regulation was voluntary for the Member
States. Since September 2018 it has become mandatory [12].

Unfortunately, despite the Member States’ efforts, the imple-
mentation of the eIDAS regulation has not been simple, and the
EU digital market is not operating as expected [12]. Every Mem-
ber State has its individual digital market operating within the
national legal framework. This variety of different digital identifica-
tion solutions in the EU has gradually become an obstacle in terms
of cross-border interoperability in the European internal market
[17, 22]. In four years since mandatory implementation, only 59%
of the EU population has a chance to benefit from the EU Digital

!Single Market and Standard. https://ec.europa.eu/growth/single-market_en
2European Commission. eIDAS Impact Assessment Re-
port. https://ec.europa.eu/newsroom/dae/redirection/document/76618

3eIDAS regulation. Available: http://data.europa.eu/eli/reg/2014/910/0j



Single Market 4. Therefore, the EC initiated, in the second half of
2020, the eIDAS public consultation process to collect the inter-
ested parties’ feedback about the existing regulation and related
challenges. The aim was to revise the regulation. After analysing
the feedback, the EC proposed, in July 2021, an amended version of
the eIDAS regulation, which included the European digital identity
framework.

This research focuses on the analysis of the EC’s proposal and
its correspondence to the feedback received during the public con-
sultation procedure. The aim is to find out, weather the proposal
covers public and private sector authorities’ main concerns towards
the eIDAS regulation, and to provide input to the ongoing eIDAS
revision process.

Based on the aim of this research, the main research questions
are:

e What are the public and private sector authorities’ main
amendment expectations towards the eIDAS regulation?

o How do the eIDAS regulation amendments proposed by the
European Commission meet the public and private sector
authorities’ expectations?

Sect. 2 provides an overview of electronic identity and eIDAS
related literature. Sect. 3 gives an overview of the eIDAS regulation
and its state of play, including the EC eIDAS revision proposal.
Sect. 4 describes the research methodology and data collection pro-
cedure and analysis method. Sect. 5 presents the research findings
from the private and public sector perspective. In Sect. 6, we ana-
lyze the the correlation of interested parties’ feedback to the eIDAS
regulation proposal. Sect. 7 provides an insight to the research lim-
itations and to the future research perspective and we conclude the
paper in Sect. 8.

2 LITERATURE REVIEW

The electronic identity is a central concept for the development and
operation of digital government [8, 23] and e-commerce [15]. For
instance, the eID became a part of the Estonian critical infrastruc-
ture [22], and the state itself is the eID primary end-user and highly
dependent on its eID [25]. This section provides an overview of the
eID and eIDAS related literature that is relevant from this research
perspective with the focus on the obstacles and triggers of the EU
digital identity implementation from the public and private sector
authorities’ perspective.

Despite the importance of the concept, there is no universal
definition for electronic identity. The literature indicates broad
and narrow concepts of identity in the digital space. For instance,
Hoikkanen defines the term eldentity as a "data set related to a per-
sonal or collective identity stored and transferred in the electronic
systems” [7]. It is worth mentioning that Hoikkanen uses the terms
electronic identity, digital identity and eID interchangeably [7]. At
the same time, Khatchatourov uses the term eID only in the context
of the eIDAS Regulation [8]. Contrary, van Dijck and Jacobs specify
eIDs as "digital solutions to prove one’s identity”, where the main
functionalities of the solutions comprise authentication, login and
digital signing [26]. Overall, identity in the digital space can relate
to all online transactions [8]. Current work focuses on the national

“4European Commission. eIDAS Impact Assessment Report.
https://ec.europa.eu/newsroom/dae/redirection/document/76618
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electronic identification (eID) and authentication schemes and trust
services as part of the EU Digital Single Market.

The topic of eIDAS implementation processes in EU countries
is relatively new and only partially researched. Researchers focus
mainly on some specific areas or technical issues of the eIDAS [12].
For instance, among technical solutions that are examined in the
framework of eID systems and eIDAS: the authentication of addi-
tional data and different cryptography solutions [14], pseudonyms
and pseudonymous signature [8, 11], and integration of block-chain
technology with Qualified Electronic Signatures [24]. Further, there
are proposals to widen the scope of the technological solution.
For example, including an electronic signature of the ICO smart
contracts [27].

Furthermore, the literature analyses the national eID systems,
their integration with eIDAS-Node, their further extensions, pro-
poses alternative technical solutions. For instance, the German eID
schema is broadly examined [11, 13, 14]. Further, an overview of
the Italian architecture for the eIDAS-Node and connection of the
eID scheme is provided [21], and the Dutch IRMA eID system is
outlined [26]. Some research papers offer various applications of
the eIDAS-Node in an educational context [3, 5, 6, 9]. For exam-
ple, proposing an extension of the basic set of attributes by adding
academic attributes as part of citizens’ profiles and offer technical
solutions. They claim that it would be beneficial for citizens in
the education context. In particular, this would save the students’
time on the application procedure and allow them to use academic
services through national eID [3].

Since the provision of online services is closely related to the con-
cerns of "security, privacy, and trust” [2] moreover, a multitude of
various digital identities brings inconveniences for users and endan-
gers their security and privacy in cyberspace [15], privacy aspects
are widely discussed in the context of electronic identity, identity
management and eIDAS [8, 11, 14]. For example, Kim Nguyen con-
siders aspects of trust that are embedded in the eIDAS regulation.
Firstly, he argues that the certification procedure guarantees users
that the provider’s services are trustworthy. The requirements for
the trust services provision, the systems itself and its’ elements
are established in the European standards. Moreover, the certifi-
cation is provided by independent third parties and supervised by
national agencies. As a result of certification, all qualified trust
service providers are registered in the trust lists together with the
description of their services. Other criteria that would ensure trust
by Nguyen are the "evaluation of the cryptography process, the
definition of minimal requirements, and decentralized trust models
based on transparency principles" [16].

Some researchers investigated if eIDAS is beneficial for the
Member States and their national cross-border programs and e-
government objectives or somewhat burdensome. Although eIDAS
poses additional obligations on the Member States, they suggest
that it rather supports national initiatives and projects, such as
e-residency in Estonia, than challenges them. Therefore, it is bene-
ficial for the governments to implement eIDAS [1].

Nevertheless, initial research on eIDAS implementation indi-
cates that some countries are more successful in their endeavours,
while others are hesitant and struggle with the eIDAS implemen-
tation [17]. Early comparison of national eID systems in Europe
demonstrates that there are different technical and organisational
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elements between the systems [10], also architectural solutions of
the identity systems are diverse [8]. The reason for this diversity
can be clarified by the fact that each EU Member State developed
their eID management system independently [21], based on the
earlier systems and during "incremental innovation" and "path con-
tinuation" [10]. Each country tried to meet its’ internal goals to
provide secure authentication, while "interoperability with other
state’s eID schemes was no priority" [19].

However, identification and authentication systems of different
EU countries have many similarities [20]. The diversity of the rules
and systems in the electronic identity management between coun-
tries caused issues with interoperability and turned out to be an
obstacle for cross-border electronic services and operation of the
EU Digital Single Market [19, 21].

Generally, information systems operate on identities that con-
nect citizens with the digital information stored in the databases. If
identifiers in different databases vary, cross-referencing the infor-
mation from one database to another is hindered. Therefore, the
main challenge for identity management is to adapt the systems,
making them interoperable and enabling cross-referencing and
matching the information [4]. In other words, Member States need
to implement national gateways, called eIDAS-Node, to connect to
the eID systems of the other Member States [21].

Besides interoperability issues, some authors suggest that the
difficulties with eIDAS implementation might be caused by the com-
plexity of the eID concept, which encompasses more than outlined
by the EU frameworks. Meanwhile, the legislation concentrates
mainly on technical and legal interoperability. Other issues of a
political and social nature may cause conflicts and obstacles for the
eIDAS implementation. For instance, in the case of the Swedish
national eID schema, it was challenging to design a new eID system
having, at the same time, already existing BankID and considering
opinions of all the stakeholders involved [26].

Overall, the main challenges for the member states indicated in

»

the literature are “compliance issues”, “interpretation problems”,
“different practices in Member States”, “cooperation and collabo-
ration barriers”, and “representation of legal person” challenges
[12]. Besides, the lack of knowledge among users influences the
citizens’” adoption rate of national eID solutions, which negatively
affects the consumption of cross border electronic services. There-
fore, countries should increase awareness among citizens about
national eID solutions and their benefits and provide them with
necessary software and qualified certificates [20].

3 eIDAS AND STATE OF PLAY

The eIDAS regulation grounded the legal foundation for electronic
transactions in the EU internal market. The aim was to build trust
among consumers, businesses and public authorities in the digital
environment, thus boosting electronic commerce and increasing the
effectiveness of public and private digital services in the European
Union °. The regulation was adopted in July 2014 and replaced the
directive 1999/93/EC on a Community framework for electronic
signatures °. eIDAS regulation made possible to recognise other
national electronic identification schemes developed in the Member

5eIDAS regulation Available: http://data.europa.eu/eli/reg/2014/910/0j
“Directive 1999/93/EC. Available: http://data.europa.eu/eli/dir/1999/93/0j

States and uniform requirements for trust services were established
[18].

eIDAS regulation entered into force step by step. Figure 1 il-
lustrates in detail the eIDAS implementation timeline from the
adoption to the latest European Digital Identity framework pro-
posal. Starting from September 2015, the Member States could start
voluntarily recognise each-others eIDs. In early 2016, the eID in-
teroperability infrastructure was available for the Member States.
From July 2016, provisions referring to trust service rules became
effective. Finally, from the 29th of September 2018, eIDAS regula-
tion was obligatory for all Member States and mutual recognition
of eIDs became mandatory.

The eIDAS implementation comprises several stages that each
country should follow. Firstly, a Member State should start eID
pre-notification: officially inform the European Commission about
its "intention to notify its eID scheme". Then a peer-review stage
follows, where representatives of other Member States examine
and assess the eID scheme. After the peer review stage, the country
notifies the European Commission about its eID scheme. As soon
as the information about notification is published in the Official
Journal of the European Union (OJEU), but not later than 12 months,
other Member States should recognise the notified eID scheme.
Since the recognition, EU citizen can use the recognised eID across
borders. Germany was the first country, who notified its eID scheme
in 2017, followed next year by Estonia, Spain, Croatia, Belgium,
Luxembourg and Italy. Currently, 17 Member States out of 27 passed
the eID notification process and three countries (Czech Republic,
Norway, Austria) peer-review process is ongoing. 7,

According to the eIDAS regulation, it was planned to revise the
regulation and its implementation process by 01.07.2020 . The EC
conducted an inception impact assessment of the eIDAS revision
and published a proposal to revise the eIDAS regulation on the
23rd of July 2020. According to the Inception Impact Assessment
document, the EC proposed three options: °

o revise and slightly update the current regulation;

o extend the effect of eIDAS to the private sector;

o launch a European Digital Identity (EUid) or combine these
three solutions.

During the public consultation, the EC wanted to collect feed-
back about the eIDAS implementation challenges from different
interested parties and wanted to clarify the direction, where to de-
velop the eIDAS regulation. The feedback was collected 23.07.2020-
03.09.2020. Based on the feedback and analysis, the EC proposed in
July 2021 a revised version of eIDAS - a framework for European
Digital Identity '

7eID User Community.

Available: https://ec.europa.eu/cefdigital/wiki/display/EIDCOMMUNITY/Overview+of+pre-

notified+and+notified+eID+schemes+under+eIDAS

8eIDAS regulation. Available: http://data.europa.eu/eli/reg/2014/910/0j

Inception Impact Assesment. Available: https:/eur-lex.europa.eu/legal-
content/EN/ALL/?uri=cellar:35274ac3-cd1b-11ea-adf7-01aa75ed71al

OEstablishing a Framework for European Digital Identity. Available: https:/eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021PC0281
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Figure 1: eIDAS timeline

3.1 European Digital Identity Framework
Proposal

With the revised version of eIDAS, the EC has broadened the scope
of the regulation. Previously, the regulation applied to the elec-
tronic signatures, seals, time stamps, documents and registered
delivery services. In addition to that, according to the regulation
draft, the eIDAS applies to the electronic archiving, attestation of
attributes, remote electronic signatures and seal creation devices
and electronic ledgers 1.

As a major change, eIDAS proposes the legal framework for EU
member states to provide EU digital identity wallets that enable
users to decide, depending on the use case and needed security
level, when and with whom they share various attributes (e.g. ed-
ucational data, healthcare information, electronic driving license
information etc.). The EU digital identity wallet should also enable
electronic authentication in the online environments and giving
qualified electronic signatures. The Member States must ensure
the wallet solution but its usage by citizens is voluntary. The EC
together with Member States will establish the technical architec-
ture, standards and guidelines for EU digital identity wallets (also
named as common toolbox) to ensure uniform approach to the
wallet solution. '? Currently, detailed discussion over the EU digital
identity wallet concept between the member states is ongoing but
the schedule is intense. For example, according to the regulation
draft, the Member States should implement it already in June 2024.

The eIDAS proposal specifies requirements for the remote signa-
tures to ensure secure remote signing process. The Member States
should follow the European Committee for Standardization (CEN)
standards that regulate the operation and authentication to remote
Qualified Signature Creation Devices. Moreover, the eIDAS draft
proposal aims to harmonize with the other EU legislative initiatives
like the EU directive concerning measures for a high common level
of security of network and information systems across the Euro-
pean Union (also known as EU NIS directive) '*, Cybersecurity Act
4and Single Digital Gateway regulation '°.

To summarize the key elements of the eIDAS draft proposal:

o the name eIDAS was replaced by European Digital Identity
Framework with a focus on cross-border use;

o European Digital Identity Wallet concept obligatory for Mem-
ber States was introduced (including Trust Mark);

HEstablishing a Framework for European Digital Identity. Available: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021PC0281

2Establishing a Framework for European Digital Identity. Available: https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021PC0281

I3EU NIS directive. Available: http:/data.europa.eu/eli/dir/2016/1148/0j
4 Cybersecurity Act. Available: http://data.europa.eu/eli/reg/2019/881/0j
5Single Digital Gateway regulation.
http://data.europa.eu/eli/reg/2018/1724/0j

Available:

o proposal enables end users sharing of different electronic
attributes within the EU;

o three new qualified trust services were added to the existing
list of trust services (electronic archiving, electronic ledgers
and the management of remote electronic signature and seal
creation devices);

e harmonisation with other EU regulations and standards.

4 RESEARCH APPROACH

The research follows exploratory case study methodology [28]. To
answer the research questions, we analysed the European Digital
Identity Framework Proposal and feedback provided in the public
consultation process initiated by the EC and compared them. The
main changes in the eIDAS regulation proposal are presented in
Sect. 3.

The feedback on the Inception Impact Assessment and eIDAS
regulation was collected by EC from July 2020 to October 2020 and
was made available for the public on the EC website. In total, 53
responses in different formats were received from various stakehold-
ers. Some responses contained additional downloadable documents.
This research uses only the data that was publicly available.

We extracted the collected feedback from the EC website with
the help of the web scraping tool Scraper and downloaded enclosed
files from the web pages. In total amount 156 pages of text. Some
of the feedback needed to be translated from German, Spanish, and
French into the English language for further analysis. During the
feedback analysis, we focused separately on two main groups of
stakeholders: the public sector representatives and private sector
actors of the EU Member States.

After the data extraction, we conducted a thematic analysis of the
collected data sets. We conducted the analysis in four rounds using
NVIVO data analysis software. Firstly, we sorted the received feed-
back based on the theme from which country it was sent. Figure 2
presents the detailed data analysis model.

Secondly, we split the data into three groups (case classifications:
Stakeholders): the feedback from private, public organisations and
others. Initially, we expected to have the most responses from
private and public organisations of EU Member States. However, the
third sector organisations, EU citizens, and Non-EU organisations
actively participated in the public consultation process. Therefore,
we formed three groups of cases: stakeholders: public sector, private
sector and others.

In the third-round we tried to find a generalisation and central
themes in each stakeholder group. We applied inductive data-driven
approach to find patterns and probable explanations of the chal-
lenges and triggers of eIDAS implementation and stakeholders
possible expectations. During the final round, we analysed every
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Feedback

[ Theme: Country of Origin ]

-

Case classification: Stakeholders

Similar core issues for all stakeholders

Figure 2: Data analysis model

pillar separately to identify similar problems and core issues for
all stakeholders and their possible expectations towards the eIDAS
regulation.

5 FINDINGS

During the first round of thematic analysis we identified from which
country the feedback was received. Altogether, EC received 53 re-
sponses from 16 countries during the public consultation process.
Results showed that among the respondents there were represen-
tatives of the non-EU countries (Switzerland, UK, USA, Norway),
which constituted 19% of all respondents. 7% of the respondents
preferred to preserve their anonymity. Therefore, the data about
their countries of origin were not available. The largest number of
respondents were from France (12), then followed by Germany (7),
Belgium (5) and the USA (5). Table 1 represents detailed overview
of the respondents by their country of origin.

During the planning phase of the research, we assumed that the
largest number of all feedback would be from two types of stake-
holders: public and private sector organizations of EU Member
States. In contrast, the second round of the data analysis revealed
that the third sector organizations, EU citizens and Non-EU organi-
zations actively participated in the consultation process. Therefore,
we split the data into three groups by stakeholders: public sector,
private sector and others. The following subsections present the
research results by each group.

5.1 Private Sector Feedback and Expectations

31 private sector representatives provided their feedback during
the public consultation process. 22 of them were EU Member States,
8 responses from non-EU countries and one respondent preferred
to stay anonymous.

Business organisations from seven EU countries out of 27 partic-
ipated directly in the public consultation and sent their feedback.

The largest number of responses came from France (7). German and
Belgium organisations sent both five responses each. Concurrently,
it is worth of mentioning that business association represented the
interests of certain domain companies from a range of countries.
Large companies (250 employees and more) constituted 33% of all
respondents from EU countries. Small (10 to 49 employees) and
micro (1 to 9 employees) organisations contributed equally with
a 24% participation rate of all EU companies. Medium companies
with 50 to 249 employees amounted to 19% of all respondents from
EU countries. All participants from the private sector can be split
into two groups: separate companies and various business associa-
tions representing interests of different sectors (e.g. Internet and IT
services, identification and trust services etc.).

The thematic analysis illustrated that respondents from the pri-
vate sector emphasised six groups of challenges in the eIDAS im-
plementation process:

o the fragmented legal framework and technical requirements;
obstacles in mutual recognition and the interaction between
the eIDAS-Nodes;

the limited scope of the eIDAS network;

security and privacy issues;

excessive specialisation;

and a different pace of digitization of the Member States

The most mentioned problems were connected to fragmentation
in the legal framework (12 times) and technical requirements (22
times). Since these two themes are intertwined and difficult to split
we considered them as one group. In the respondents’ opinion, the
legal framework needs to be more harmonised on the EU level
because the national rules of the Member States stay fragmented
and undeveloped. Such fragmentation leads to "a high level of
uncertainty for businesses and effectively blocks consumers in some
Member States". Besides the fragmented legislation, "the technology,
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Table 1: Feedback by country of origin

Country Number of | Weighted
Respondents | Percentage

France 12 22,64
Germany 7 13,21
Belgium 5 9,43

USA 5 9,43

Italy 4 7,55
Switzerland 3 5,66
Austria 2 3,77

The Netherlands 2 3,77
Czech Republic 1 1,89
Denmark 1 1,89
Estonia 1 1,89
Finland 1 1,89
Norway 1 1,89

Spain 1 1,89
Sweden 1 1,89

UK 1 1,89

N/A 5 9,43

Total 53 100

eID devices and protocols differ from Member State to Member
State". There is also "a lack of common technical standards for
digital identity matters". For instance, “the eIDAS does not establish
certifiable standards for all digital identity providers”. The topic of
remote identity proofing and its’ lack of harmonization is the most
mentioned in this group (11 times).

Approximately the same number of respondents from the pri-
vate sector see obstacles in mutual recognition and eID schemes
notification procedures (16 mentions), with the interaction between
the eIDAS-Nodes (5) and in lack of relevant attributes (3). The cate-
gory related to mutual recognition and eID schemes notification
procedures includes the complexity of the notification process, in-
compatible requirements between policies, different interpretations
of some articles of the regulation by national authorities.

Representatives from the non-EU countries would like the EU to
collaborate on the international level and enable mutual recognition
of the eID schemes. Moreover, two respondents draw attention to
the fact that there is a lack of advisory institution on the EU level
that is "advisory/administrative body to support the industry by
implementing eIDAS". In addition, national “supervisory bodies
have no legal enforcing authority”. Therefore, “a set of baselines
of auditing rules and a baselines audit plan for each trust service”
needs to be created. Two respondents brought out the need to cover
management of emergencies (including back-up of eID schemes for
emergency purposes).

There is also a need to amend the interaction between the eIDAS-
Nodes (5 mentions). Identity matching is problematic as "some
Member states do not have persistent identifiers”, “no access re-
quirements to exchange data between two eIDAS services”. Further,
the lack of relevant attributes for several services was mentioned
three times.

Another group of obstacles is relates to the limited scope of
the eIDAS network and lack of demand and use cases, which was

mentioned 21 times. Respondents found that "the current eIDAS
framework is restricted to specific use-cases and is not a good fit for
many solutions providing digital identity verification, particularly
in the private sector”. The respondents propose that the framework
could be extended to the private sector. Furthermore, more attention
should be drawn to user experience and consumer preferences,
including authentication processes.

From the security and privacy aspects (16), respondents found
that there is a deficit of clarity about the eIDAS levels of assurance
and too much interpretation room. Overall, the issue with the level
of assurance was mentioned nine times. Some representatives sug-
gested that the eIDAS regulation should be harmonized with the EU
Cybersecurity Act and rely on General Data Protection Regulation
16,14 respondents from the private sector argued that some eIDAS
norms are excessively specialized and, in some countries, local reg-
ulations are "restrictive and technology-specific". Consequently, the
stakeholders warned that excessive regulation might lead to "rapid
regulatory obsolescence" and restriction of innovation.

Respondents propose that eIDAS regulation should remain tech-
nologically neutral and used solutions must take into account the
dynamic and evolving nature of the digital economy and the in-
frastructure (e.g. endorsing the OpenID Connect Standard besides
SAML).

The different pace of digitization across the EU was mentioned
three times (e.g. all Member States do not offer eID).

Regarding the EC’s options for further eIDAS framework de-
velopment (1. revise and slightly update the current regulation, 2.
extend the effect of eIDAS to the private sector, 3. launch a Eu-
ropean Digital Identity (EUid) or combine these three solutions),
the preferences of private sector participants were split mainly
between various combinations. 36% (11 respondents) of all private

16General Data Protection Available:

http://data.europa.eu/eli/reg/2016/679/0j

Regulation.
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sector respondents, did not choose any option or combination of
options. Overall, combinations between options 1, 2 and 3 and their
combinations were equally popular.

5.2 Public Sector Feedback and Expectations

Seven representatives from the public sector organizations pro-
vided their feedback during the public consultation process (three
from the national level, one from local, two from public academic
institutions, and one from the postal service provider). Two of them
represented French organizations, and others were from Spain, Italy,
Estonia, the Netherlands and Finland. It would be better to explore
the academic institutions’ feedback separately, yet the small num-
ber of responses (two) does not allow generalizations. Therefore,
public sector stakeholders’ expectations also include an opinion of
the research institutions.

Overall, the respondents from the public sector found the eIDAS
regulation very valuable. However, at the same time, they point
out that the legal regulation is not complete and does not cover all
important areas, especially from the private sector perspective the
whole potential of the regulation is not used.

Public sector representatives see the shift towards the attribute-
based approach, but not towards the decentralized architectures,
where the storage of attributes is under the direct (physical) control
of users. The most frequently mentioned problems were related
to the lack of standardization and control (was mentioned in 4
responses). Public sector representatives brought out following
aspects regarding standardization:

it is important to cover transactions between private parties;
standardize the peer-review procedure;

specify the minimum criteria relating to remote identifica-
tion;

determine the identification of devices and the Internet of
Things procedures;

e organize training for citizens.

The revised version of the eIDAS regulation should create a legal
grounds for allowing natural and legal persons to use a qualified
electronic signature or seal. Some respondents argue that the trust
services list should be further expanded or scope broadened (e.g.
electronic archiving).

Alternatively, in others’ opinion: “The introduction of digital
identity trusted services, other than the eIDs already implemented
under the eIDAS regulation, should not be pursued. As previously
noted, if this were to happen it could undermine the massive efforts,
organizational and economic, put in place by the Member States
that have already developed notified digital identity systems”

There is also a lack of technological variations of the qualification
mechanism or it is too specific. which may lead to the technological
neutrality issue that was also brought out by other researchers [27].

When it comes to the three options proposed by the EC (1) re-
vise and slightly update the current regulation, 2) extend the effect
of eIDAS to the private sector, 3) launch a European Digital Iden-
tity (EUid) or combine these three solutions), respondent opinions
were split between the first, second, and combined option. The
respondents had different opinions about proposed options on the
eIDAS development. Those favouring the first option, were con-
cerned about additional financial costs and organizational changes

of the already existing systems, which the second and third solution
might cause. The public sector respondents did not show significant
support for the third option due to financial considerations and
respondents were afraid of setting up and managing parallel eID
systems. They also saw a planned EUid as voluntary option. How-
ever, respondents found that the third option may be favourable
for legal entities.

Public sector representatives supported the principle that notifi-
cation of national eID schemes would be mandatory. The respon-
dents were concerned about standardization and privacy related
issues. People-centric approach was important for the public sector.

5.3 Third Sector, EU Citizens and Other
Stakeholders Feedback and Expectations

The third group of respondents included 15 feedback: 10 from the EU
Member States, two from non-EU countries (the USA and Switzer-
land) and three respondents with unavailable data. The most con-
siderable number of responses in this group were from France (4),
followed by respondents from Italy (3), Germany (2) and the Czech
Republic (1). Five out of fifteen were NGOs from the identifica-
tion, trust services and research domains, five EU citizens, one
from council of notaries and four respondents preferred to remain
anonymous.

The thematic analysis reflected four main challenges in the el-
DAS implementation process. This includes the first group with
fragmented technical requirements and legal framework, the second
group with eIDs mutual recognition and lack of relevant attributes,
the third group about the limited scope of use cases and finally
security and privacy issues. Challenges from the last two groups
were mentioned once in each case.

The most mentioned issue was technical requirements fragmen-
tation (8). Respondents found that more strategic directions are
needed for leveraging the benefits for the end-users and the sys-
tem.Respondents expected the European Standard Organizations
to complete the current set of eIDAS. They also emphasised that
over regulations should be avoided.

The limited scope of the eIDAS framework was mentioned seven
times. As a solution they proposed to stimulate the market and
create new trust services and extend the regulation over the pri-
vate sector entities. Some non-EU participants from this group
reminded to consider the cases where EU citizens need to use elec-
tronic identities outside of the EU and extend interoperability to
the international partners.

Security and privacy topics are essential for this group (5 men-
tions). For instance, some respondents concerned about private
trust service providers, who might not guarantee sufficient per-
sonal data security if there are no specific rules and standards to
follow.

Lack of relevant attributes was mentioned six times, while ob-
stacles in mutual recognition - three times. Some respondents
believed that “the notification process at European level shall re-
main a prerogative”. Respondents proposed harmonisation of legal
entity datasets and harmonise the identities of professionals using
Legal Entity Identifier (LEI) that enables to link persons, companies
and devices.



Almost half of the respondents of this group preferred to notify
the EC about their concerns on further eIDAS framework develop-
ment and not to choose between options proposed by EC.

6 DISCUSSION

Based on the research results it is possible to analyse the EC’s Euro-
pean Digital Identity framework proposal and different stakehold-
ers’ expectations towards it. Stakeholders see various challenges in
the eIDAS implementation and many of them are similar. Among
mentioned obstacles are fragmented technical requirements and
legal framework, the limited scope of eIDAS and use cases, security
and privacy issues, the complexity of the notification procedure
and excessive specialization. Those perceived shortcomings corre-
spond with the previous research results that indicated “compliance
issues”, “interpretation problems”, “different practices in member
states” and “representation of legal person challenges”[12].

If we analyse the EC’s proposal, it is possible to say that the EC
has covered many of the stakeholders’ expectations. For example,
widening the current eIDAS regulation scope in terms of new trust
services, harmonizing the regulation with other EU regulations and
standards, focusing on the cross-border service provision inside the
EU and clarifying sharing of different electronic attributes.

However, there are some important topics that EC proposal does
not address brought out by stakeholders. It has to be noted, that
the stakeholders emphasized the need of technology neutrality
and they did not prefer the option to launch a European Digital
Identity (EUid). The EU digital identity wallet proposal seems to
be further development of the initially proposed EUid solution,
that enables additional benefits for the users (e.g. attribute sharing,
qualified digital signature etc.). Stakeholders also expect solution
to the legal entities representation issue that the EU digital identity
wallet should solve.

It is questionable if the EC proposal should cover standardized
e-service provision across the EU borders with third countries.
However, the stakeholders are interested about this topic and would
like it to be clarified. The EC proposal does not pay much attention
to the notification of the national eID schemes mentioned by the
stakeholders. However, the notification process does not have to
be regulated on the legal act level and can be specified in other
regulatory documents.

Security and privacy issues are not directly reflected in the pro-
posal. However, it is possible to take these aspects into account
while designing the technical architecture of the EU digital identity
wallet and specifying applicable technical standards. Stakeholders
also warn against over regulation and standardization that may
also happen during the legislative process.

7 RESEARCH LIMITATIONS AND FUTURE
DIRECTIONS

Every research has some limitations. For example if it comes to
the stakeholders, then the private sector view was more strongly
presented than public sector opinion. Further, it is possible to notice
that France was very much engaged in the consultation with the
most significant share of all participants. The probable explanation
of such interest was that France was preparing to pre-notify its eID
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scheme under the eIDAS regulation at that time, which resonated
through a high participation rate in the consultation process.

On the other hand, the low number of respondents from the
public sector and citizens’ representatives limit the possibilities
to generalize enough the research results of this sector. Moreover,
the results reflect only opinions of those, who provided their feed-
back on the eIDAS public consultation process. We also could only
analyse the opinions that were published on the EC website.

Future research perspective should cover analysing the final
outcome of the EU Digital Identity Framework regulation. Also, it
is possible to evaluate some of the stakeholders expectations after
the EC and the Member States have agreed the technical details of
the EU digital identity wallet solution.

8 CONCLUSION

The eIDAS revision is a part of the EU strategy, because the EU
Digital Single Market largely depends on its enablers: eIDs and
electronic trust services. To ensure a high usability of eIDs and to
correspond to the users needs, it is important to take into account
the feedback of different stakeholders in the eIDAS revision process.

This research focused on the public and private sector stakehold-
ers’ feedback analysis provided during the eIDAS public consulta-
tion procedure initiated by the EC. We compared the stakeholders
feedback with the EC eIDAS amendment proposal and establishing
a framework for a European Digital Identity. The aim was to iden-
tify if the stakeholders expectations were covered and to contribute
to the ongoing eIDAS revision process. Stakeholders mentioned
following challenges regarding the eIDAS regulation: fragmented
technical requirements and legal framework, the limited scope of
eIDAS and use cases, security and privacy issues, the complexity of
the notification procedure and excessive specialisation.

Research results indicate that the majority of the stakeholders’
expectations are covered by the EC proposal. However, many as-
pects and their correspondence to the stakeholders’ needs depend
on the final technical, architectural and procedural agreements
between the EC and the Member States. On the stakeholder level,
there are some elD related topics that need EU level solutions, but
are left out of the EC’s proposal. Discussions concerning the EC’s
proposal are ongoing and final evaluation can be done once the
final regulation draft is accepted.
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ABSTRACT

Establishing a sustainable citizens-government dialogue is a cru-
cial topic on the agenda of many countries. E-petition systems are
among the most popular and effective tools for establishing a re-
sponsive and effective dialog between governments and citizens.
E-petition systems mitigate the gap between citizens and govern-
ment authorities and contribute to the empowerment of citizens.
This study aims to determine how to increase citizens’ participa-
tion in decision-making processes through the case of an e-petition
system in Azerbaijan. The research employs a mixed method of
qualitative and quantitative data collection methods within a case
study design. Data were collected from a triangulation of multiple
sources, i.e., interviews with state authorities and online survey
among the citizens of Azerbaijan. Additionally, we reviewed expe-
riences from other countries that introduced e-petition systems, in
order to better understand the success factors of and obstacles to
launching e-petition systems, with a particular focus on the needs
of developing countries. The outcome of this study is a proposed
design of an e-petition system model that can be considered in
developing countries.
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1 INTRODUCTION

In a number of countries around the world, regardless of the social
and economic conditions, public dissatisfaction is one of the fast-
growing internal problems [6, 7]. In some societies, the level of
public dissatisfaction reaches a worrying level and very often leads
to significant consequences [6, 15]. Citizens are disgruntled with
the quality of work of state and regional government authorities
that can result into distrust [20].

Citizens may become frustrated, when their complaints and ap-
peals do not reach relevant authorities, i.e., if we encounter a lack of
official and effective communication between the government and
its citizens or lack of motivation from the authorities side to meet
citizens expectations [8]. Too often, citizens’ request for support
and attention remain unheeded. In a society where the government
keeps itself away from its citizens, and where citizens cannot in-
teract with the officials at an appropriate level, an atmosphere of
hopelessness and mistrust to the government can emerge. Grad-
ually, people become reluctant to participate in decision-making
processes, as they loose interest and do not see themselves as stake-
holders who can influence state decisions.

Unfortunately, very often in developing countries there is an
insufficient level of communication between the state and its citi-
zens. In the case of Azerbaijan, studies have shown that most of the
population of Azerbaijan is dissatisfied with the current level of di-
alogue and is experiencing problems to express their opinion to the
relevant state structures and authorities'[1]. Although the Azerbai-
jan government is enormously interested in raising e-government
technologies in the country, which shows, e.g., in the establishment
of an “E-government Development Center” [23, 27]. However, in
2018, the problem of lack of dialog between citizens and govern-
ment in Azerbaijan still exists. Such problems are plausible, as it
is known from research of authors like Gustav Lidén, that auto-
cratic countries regularly achieve lower scores in e-participation
and e-democracy than countries that are more democratic [17], p.
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Considering these aspects, this research aims to propose and de-
sign an e-petition system for developing countries using Azerbaijan
as a case study. The main research question is the following:

o How to design an e-petition system for developing countries
enabling additional channel for citizen’s participation in
public decision making?

It is important to consider relevant vital social, political and tech-
nical conditions in the country. Regarding the methodology, this
research employed a case study design through a mixed approach
of qualitative and quantitative data collection methods. The authors
analyzed the current environment in the country and whether the
country is able to ensure the preconditions for successfully imple-
menting an e-petition system. We used different sources for data
collection. From this analysis, it turned out that a major success
factor is in the government authorities’ interest into and usage of
the system. The authors conducted several interviews with public
officials from different Azerbaijani authorities. Moreover, citizen
views were considered as significant measure through an online
survey.

Sect. 2 provides an overview of relevant efforts on e-petition
systems in other couturiers. Sect. 3 presents the research methodol-
ogy, together with an overview of the case of Azerbaijan, and data
collection procedure. Sect. 4 presents the findings of the analysis.
Then, Sect. 5 proposes an e-petition system model for Azerbaijan.
Sect. 6 presents limitations and future direction of the study. The
paper finishes with a conclusion in Sect. 7.

2 LITERATURE REVIEW

Several countries in the world already benefit from the implemen-
tation of e-petition platforms [10]. Positive experiences of those
countries have shown that with a smart and comprehensive ap-
proach, such tools can yield very good results [9].

The main goal of this research is to propose a suitable e-petition
system model for developing countries that can help to increase
citizens’ participation and engagement in the decision-making pro-
cess. Undoubtedly, in service of this case, international experience
should be considered and studied. It is important to use the expe-
rience of other countries to understand what aspects contribute
to the successful functioning of e-petition platforms, which obsta-
cles might interfere with them and how to overcome those [5]. In
this section, the authors focus on the most important structural
parts and different examples (both successful and unsuccessful) in
order to understand how to build a model that will be suitable for
Azerbaijan and could be used also in other developing countries
[9].

For example, Ukraine has introduced a de-centralized web-based
platform through which petitions can be signed. All petitions that
collect more than 25,000 signatures within 3 months are be dis-
cussed by the government authorities [14]. However, the e-petition
platform is not very popular and the Ukrainian Parliament’s peti-
tions are practically not functional [21].

Similarly, Moldova implemented a web-based centralized envi-
ronment where petitions are submitted via the government web-site
and signed using e-signatures[14]. The e-participation in Moldova is
low and political context for e-petition activities rather unfavorable.
There is lack of trust towards the authorities and low technological
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awareness. Instead of using e-petition environment provided by
government, the enthusiasts prefer organising separate campaigns
[13].

The United Kingdom also implemented a web-based centralized
environment where British citizens or UK residents can initiate
petitions and government respond to petitions that get at least
10,000 signatures[19]2.The example of UK can be considered as
successful as, since 2015, electronic petitions in UK collected a total
of 50 million signatures; and the process of signing petitions has
become the second most popular form of political activity after
voting[4].

In Estonia, several web-based e-petition platforms exits that
allow for proposing ideas and collecting signatures in support of
proposed ideas, for expressing opinions on legal drafts, as well as
for searching legal acts and strategies. One of these examples is
web-based e-petition platform osale.ee 3. However, this particular
example in the field of e-petition field cannot be considered as
successful [24].

The United States (US) e-petition system is considered practical
as compared to other web-based application systems in the country.
In the system, it is possible to continue collecting signatures after
submitting a petition to the governmental authorities[3]. In 2005,
the German federal parliament (Deutscher Bundestag) launched
an online e-petition platform, that allows for signing petitions and
to discuss them in a forum[22]. According to [18], the German
system is dominated by small number of high-volume petitions[11]
and petitioners belong to the younger generation. In addition, it is
important to mention that among the younger generation, different
social media platforms play significant role in terms of sociopolitical
engagement[2].

The success of e-petition systems has been influenced by many
aspects specific to each of the several different countries such as
technical equipment of the country, technology awareness of the
people, the level of education, cultural and historical background,
whether the concept of e-petition is familiar to the public etc. [10]
The authors tried to focus not only on examples of developed west-
ern countries but also on the experience of countries that have a
cultural background and level of development that are more similar
to those of Azerbaijan.

Based on the literature review, it is possible to say that there
is no single model suitable for immediate adoption in developing
countries. However, it is possible to use elements and practice from
previously described countries to design an e-petition system model
more suitable for developing countries.

3 RESEARCH APPROACH

This research adopted a case study strategy, as it conducts an in-
depth investigation of a contemporary phenomenon within its
real-life context [25]. A case study is suited when the boundaries
between a phenomenon and a context are not completely clear,
and whenever there is a lack of earlier studies to estimate the
outcome. Considering that, this strategy is well-suited for the case of
Azerbaijan to investigate the current state and present a sustainable

Zhttps://petition.parliament.uk/
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and effective model of e-petition system as a first engagement
platform between citizen and government in Azerbaijan.

3.1 The Case of Azerbaijan

Azerbaijan is located in the crossroads between Eastern Europe
and Western Asia. Being a former soviet and developing country,
Azerbaijan tries not to stay behind in a sphere of technological
development, including the e-government sector. The country has
successfully implemented several e-government projects and keeps
showing rising interest in this field [26].

Currently, Azerbaijan faces the problem of a lack of a dialog be-
tween its citizens and the government. Even though the Azerbaijani
government shows interest in e-government, yet, no e-democracy
projects have been launched in the country.

It is clear that before launching a similar system in Azerbaijan,
the government should have a clear vision of how to implement
it correctly. It is important to consider all vital social, political
and technical conditions in the country to ensure all necessary
conditions for making the system successful. Such tool as e-petition
system can help to solve a number of problems related to citizen
participation in decision making process for the case of Azerbaijan.

3.2 Data Collection

Given the nature the research, it was decided to use mixed of quali-
tative and quantitative data collection methods. Investigating the
problem of proposing a successful e-petition system model, requires
a complex and comprehensive approach and therefore using both
qualitative and quantitative data collection methods helps to get
a better overview and understanding of the issue. Supported by
reviewing existing relevant literature.

Considering that the ultimate goal of the research is to find an
answer about how to design the most suitable e-petition system for
developing countries similar to Azerbaijan, the source and process
of data collection for the research can be divided into three groups.

3.2.1 Qualitative Method — Interviews. The state agencies play a sig-
nificant role in the successful implementation of e-petition systems,
as they cannot function without proper support of state structures.
Regarding the attitude of state structures towards launching such
platform, the authors conducted four interviews with official repre-
sentatives of government bodies of various fields. The interviewees
were chosen according to the sector of their organization. The au-
thors focused mainly on sectors that interact with the citizens on
a regular basis and provide services that have a crucial influence
on the daily life of citizens: public transportation, education, social
protection, and finance. All interviewees were informed about the
purpose of the interview and the overall research processes. The
interview were composed of 12 questions.
The interviewees have been:

o The Head of the Sumgayit Transport Agency under the Sum-
gayit city executive power from The Public transportation
services.

o The deputy head of the Regional Financial Settlement Center
No. 1 under the Ministry of Education.

o The leading adviser of the social service sector from the
Absheron regional branch of the Ministry of Labor and Social
Protection of Population.
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o The leading Specialist from the ortgage and Credit Guarantee
Fund of the Republic of Azerbaijan.

3.22  Quantitative Method — Online Survey. Considering the specifics
and nature of this kind of systems there is a need to understand the
citizens’ view and expectations towards the e-petition system. A
mass online survey is a fast and affordable way of collecting data
and covering a broad number of respondents. The target group of
the survey have been citizens of Azerbaijan, no matter of the social
status, occupation, gender, and other aspects, as the system aims to
be equally accessible for citizens. The survey has been conducted
through the internet and spread among the population via social
media channels. As already reflected from the literature review,
technological awareness is one of the pre-conditions of the suc-
cessful implementation of the e-petition system. Therefore, people
who are already able to participate in the online survey, provide
valuable input of their expectations towards the e-petition system
being at the same time potential users in future.

264 citizens took part in the survey. The survey was composed
out of 15 questions. Questionnaire was divided into three parts.
The questions in the first part mainly aimed to clarify the purpose,
frequency, and level of internet use among the participants. In the
second part of the survey requesting sharing participants experi-
ence on the current situation of the dialogue between citizens and
the government and their personal views and expectations about e-
petition portal. The third part related to the model and functionality
of the system to understand the preferences of potential users.

3.2.3  Document Analysis. Another significant source of data is pos-
itive as well as negative examples and experience of other countries
that have already launched an e-petition platform. Therefore, we
analysed different data sources (reports, scientific literature etc.)
of different countries. In Estonian case we even contacted osale.ce
team to receive written feedback from the system implementation.
It is crucial to analyse different documentary sources to understand
what aspects affect successful functioning of e-petition platforms,
which obstacles might interfere and how to overcome them. Inter-
national experience is also valuable especially considering the fact
that this research is new for Azerbaijan and there are no materials
related to e-participation tools in the particular country context.
Figure 1 presents the current research approach and data sources.

3.3 Validity Check

The four criteria of validity judgment such as, construct validity,
internal validity, external validity, and reliability in [25], were con-
sidered as an essential part of the study to assure the quality of
research design.

o Construct validity is achieved through using a triangulation
of multiple data sources such as interview, survey and docu-
ment analysis to strengthen the validity of the information.
Internal validity is more concerned with finding the causal
relationship between outcomes and treatment [25]. As this
current case study research is limited to only investigate the
state and propose an effective model, it might be possible in
further studies to explore the causal relationship.

External validity is to ensure the generalization of the re-
sults. Authors provided detailed procedure of the research.
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Figure 1: Research approach and data sources

Literature review and later document analysis showed that
autocratic states face similar challenges with regards the
e-petition systems. Therefore authors believe that the result
can be generalized by producing the same process, in spe-
cific, for developing couturiers with a similar environment
as Azerbaijan.

Reliability is relevant to the ability of replicating the same
procedure by different researchers and producing the same
results. To ensure reliability of the research, authors created
a case study protocol and documented all the procedures in
the database.

4 FINDINGS

This section describes outcomes of the interviews and online survey.
Based on this data it is possible to design and propose the most
suitable and effective e-petition model for Azerbaijan that could be
applicable also in other developing countries.

4.1 Interview Results

Four Azerbaijani state authorities were interviewed in order to
understand their attitude towards the idea of implementing an
e-petition system in Azerbaijan. It was important to understand
whether they support the idea and would be ready to cooperate if
the platform will be implemented.

The first two questions of the interviews were related to the
functionality of the state organizations where interviewees were
working and what services their orgnizations provide to the citi-
zens. Interviewees described briefly the functionalities and roles of
those bodies and also described the type and delivery-process of
the services. Interviewees were also asked to evaluate the level of
communication with the citizens in their organization. All respon-
dents stated that the level of communication with citizens is at a
very good level. Only one interviewee noted that he would prefer
to increase the scale and audience of communication with citizens.
The interviewee declared that at the moment, communication is
mainly based on the requests from individuals, but the nature of the
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service that they provide requires in his opinion communication at
the level of large groups of people since the requests are identical
in most of the cases. Grouped requests would facilitate the work
and save resources of the organisation. Interviewees noted that cur-
rently they use hot-lines and e-mails as communication channels
with the citizens and they are always open for the appointments.
One interviewee stated that they use electronic platform to com-
municate within the ministry with the other agencies under the
jurisdiction of the same ministry as well as receive requests from
the citizens and respond to them. All respondents stated that they
consider these channels to be quite effective, but at the same time,
they would not mind any improvements and the introduction of
new ones.

Regarding the availability, feedback mechanism which could
measure whether the citizens are satisfied with the service they
provide, two interviewees admitted that they do not have any feed-
back mechanism. The rest two interviewees claimed that they call
the customers after solving their issue and ask whether they were
satisfied by the provided service or not. All respondents agree with
the statement that high-quality communication favorably affects
the quality of work of the organization and its reputation in the
society. Moreover, one of the respondents even said that a good
quality dialogue with citizens will give them a sense of security
and strengthen their trust towards the government. This issue, in
turn, depends also on the allocation of funds for this organization
from the state budget.

Three out of four respondents had information on the experience
of countries that have implemented electronic participation and
e-petition portals. All four interviewees declared that they would
like to have similar system implemented in Azerbaijan.

Respondents brought out following benefits with regards to the
e-petition platform:

o The e-petition system helps to identify the most acute and
important problems in the society and therefore authorities
primarily can focus on the most urgent ones.
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o The e-petition system helps citizens to inform authorities
about their problems and establishes two-way communica-
tion between the citizens and authorities.People often prefer
to complain to each other rather than to forward their com-
plaints to the appropriate authority. This, in turn, harms the
organization’s reputation, without even giving it a chance
to find out about the problem and try to solve it.

The e-petition platform can also be used for legislative dis-
cussions and for conducting mass surveys among the popu-
lation. This option would be very beneficial for government
organizations in terms of cost-saving.

A large number of signatures collected via e-petition system
indicates clearly the seriousness of a problem in the society.
If an organization needs additional funding, the process of
requesting funds from the state budget will be much easier.
The existence of such system can lead to the strengthening
of civil society in a country. Citizens will more actively take
part in the decision-making process. They understand better
their importance and responsibility in these processes.

Finally, all respondents expressed their support and interest to-
wards the idea and stated that if such system will be launched in
Azerbaijan they would definitely use it. Interviewees also expressed
their advice and recommendations regarding how they would like
to see the e-petition platform. Two of them recommended that there
should be a certain working group that would check the feasibility
of the petitions before sending them to the appropriate authority,
as well as distribute the petitions to the relevant state bodies as
citizens can experience difficulties by doing it themselves. One in-
terviewee suggested that petitions with a large number of votes
should be discussed in the parliament. Based on the interviews it is
possible to bring out following key findings:

o Government officials in Azerbaijan are aware of the phenom-
enon of electronic petitions. They have an understanding
how the e-petition system is functioning and what benefits
and values it can bring to the country.

Officials consider the current level of dialog and quality of
communication channels satisfactory. But at the same time,
they accept that the platform of e-petitions would certainly
be able to take the dialogue to a new level.

Government officials are tech-savvy enough to collaborate
with the e-petition portal, as they already use special soft-
ware and internal e-portals on their workflows.

There is a lack of feedback mechanism. In most cases, state
authorities do not receive any feedback from the society
regarding the service(s) they provide.

Government officials are very enthusiastic regarding the idea
of implementing such system in the country. They are open
for cooperation.

4.2

A web-based survey was conduced for understanding citizen’s atti-
tude regarding the potential e-petition system. As the survey was
spread through the Internet, only people who had an access to the
Internet could express their opinion. Therefore, the survey does
not cover the full spectrum of the population. However, at the same

Survey Results
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time, it is obvious that only people with an Internet access are able
to take part of different ICT initiatives.

The survey was actively promoted and open for participation
during a period of 3 weeks. During this period 264 respondents
took part of the survey. Respondents were asked 15 questions and
it was possible to share their own views or suggestions regarding
the e-petition system. The survey was divided into 3 parts: general
information about the respondent, respondent’s views on the cur-
rent situation of the dialogue between citizens and the government
and his/her personal views and expectations towards the e-petition
system.

78.4% of the respondents were 18-29 years old, 17,8% 30-45 years
old and respondents under 18 together with respondents 46 and up
accounted for 3,8% of the total amount of respondents.

Rather high percentage (45.8%) of the respondents had enough
skills for using such comparatively complex e-services such as e-
banking and e-shopping. 27.3% of the respondents outlined that
they work in digital space, therefore they can use the Internet on a
professional level. 24.2% responded that their skills are limited to
finding information they need.

Survey respondents indicated that they use the Internet usually
to find some information, for entertainment and for the communi-
cation purposes. 50% percent of the respondents said that they often
use the Internet to pay utility bills, taxes etc. To the question if they
ever heard or used any public e-services before, 46.6% respondents
answered “yes, but not on regular basis” and 21.2% said that they
use regularly e-services that exist in the country. At the same time
21.2% responded that they are aware of the e-services but have
never used them before. 11% of respondents claimed that they have
never heard about such services and therefore have not used any
public e-services.

Most citizens believe that responsiveness of the government
depends on how big is the problem for the society. Almost 30%
of the respondents claimed that there is no dialogue between the
government and citizens at all. 6.8% of the respondents did not
know how to contact with the government authorities. Only 18.2%
of citizens believe that the citizens-government dialogue is on
a good level and government bodies respond to the citizens’
requests.

Most respondents said that they use the hot-lines of the min-
istries as the main channel to communicate with them. The second
most popular method according to the respondents is sending e-
mails and applications through the official websites of the authori-
ties. 12.5% of citizens have not even tried to contact the authorities,
as their previous experience has shown that this is completely use-
less. Almost the same percentage of citizens declared that they
always try to get an appointment and meet the officials. The left
20% of the respondents have never tried to contact the officials, as
they have not had any necessity for this.

Slightly more than half of the respondents said that if e-petition
platform will be launched in Azerbaijan, they will definitely use
it. 37.9% said that they will use it only if somebody explains how
to use it, first. Only 8% were skeptical and said that they would
not use the e-petition platform since they do not believe in its
effectiveness.

Citizens of Azerbaijan are aware of the existence of electronic pe-
titions as a phenomenon. Some respondents even indicated that they



DG.0’21, June 09-11, 2021, Omaha, NE, USA

had previously signed petitions on a platform such as Change.org,
which is quite popular in Azerbaijan. Only one-third of respondents
admitted that they have never heard about such platforms before.
More than half of the respondents have optimistic views on the
system and believe that it can solve number of problems and take
citizen-government dialogue to the next level. 16% of respondents
are skeptical and do not find implementing an e-petition system as
a good idea and 10% think that the system will not receive a proper
level of support and cooperation from the authorities.

In order to follow the new petitions, citizens would like the e-
petition portal to have its own pages in social network(s). In their
opinion, it will be easier to stay informed about the petitions and
also share them with friends. Many respondents supported the idea
of sending the most popular and fast-growing petitions to their
e-mail addresses.

Regarding the issue of registration and authorization procedure,
most citizens said that they would like to open a personal account
in the e-petition platform. They do not mind sharing necessary data
for this. A little more than 30% percent of respondents would like
to use their mobile ID for this. When citizens were asked whether
they want their name to be displayed under the signed petitions,
56% percent of the respondents did not see any problem in that.
35.2% of the respondents wanted to have a function that allows
them to decide whether to display their name or not. Only 9.8% of
the respondents preferred to remain anonymous.

Respondents supported the idea of publishing state readings,
government documents and other related information on the e-
petition platform. Citizens also showed a positive attitude towards
the participation in legislation draft discussions or in mass surveys
conducted by the government bodies.

The survey showed that if the e-petition platform will be launched
in Azerbaijan, citizens will show interest and support it. Internet
users would be capable enough to use such kind of platform as
most of them already use periodically e-government and other elec-
tronic services. Survey results concluded recommendations from
the respondents how they would like to see the e-petition platform
from the design and functionality perspective.

5 DISCUSSION

Findings presented that citizens and government officials show
quite positive attitude towards the idea of launching an electronic
petition system in the country. The vast majority of the survey
participants had very optimistic views and expectations towards
the e-petition system. An interesting detail was that despite the fact
that the majority of the population declares that the level of dialogue
with government bodies is low, government officials believe that the
dialogue between their authorities and the population is on a fairly
good level. At the same time, it should be noted that government
officials accept the need for improvement and expansion of current
communication channels.

Azerbaijan has the competence and experienced people to im-
plement this kind of system and related public e-services. State
authorities and institutions are sufficiently equipped with ICT in-
frastructure and use Internet technologies on a daily basis as a vital
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part of their workflows. Government officials are tech-savvy, expe-
rienced, and trained enough to use different ICT tools necessary
for the e-petition system implementation.

Regarding the digital literacy and readiness of the population,
according to the international reports, it is at a satisfactory level
[12, 16, 26]. Most of the population is actively using the Internet,
including public e-services and a number of other digital services.
Regarding the country’s technical readiness for introducing an elec-
tronic petition system, report outcomes from relevant international
organizations are also quite positive?.

Despite the existing difference in the Internet usage and digital
literacy between urban and rural populations, the country’s techni-
cal capabilities are satisfactory for introducing this type of system
in Azerbaijan [26]. Such a difference been rural regions and cities
is typical not only for Azerbaijan but also for most countries in the
world.

5.1

Existing literature analysis and suggestions from the interviewed
state officials clearly showed that an e-petition committee is a nec-
essary part of a well functioning e-petition system. The Committee
plays a role of an intermediary body that coordinates the interaction
of the citizens with the relevant state bodies through the e-petition
platform. The Azerbaijani e-petition committee may comprise of
members of the parliament, similar to the German model. But au-
thors believe, that it may also be controlled by a separate body such
as the E-Gov Development Center of Azerbaijan republic °. The
reason for this is the presence of specialists who are more likely
aware of the functioning principles of such systems. In addition,
it is important to examine and correct periodically existing errors
in different functionalities of the e-petition platform. The most
competent authority capable of doing this is “E-Gov Development
Center”. Therefore, it would be reasonable if the work of the com-
mittee, as well as the research and technical works related to the
system, would be carried out by that institution. Authors believe
that at the initial stage of the e-petition system implementation the
petitions should be sent only to the state authorities. Based on the
existing literature and practice analysis, in some of the countries
petitions are discussed on a parliamentary level after collecting
high number of signatures. Authors do not consider such model
viable for Azerbaijan, at least not in the initial phase because it
slows down the system implementation speed.

The main operations of the e-petition system considered for
Azerbaijan are presented as follows.

e-Petition Design Proposal

e Account creation/authorisation. In order to sign the pe-
tition the user should create an account by providing follow-
ing data: full name, phone number, e-mail address, physical
address, personal identification code and postcode.

Creation of the petition. The applicant should choose la-
conic and attractive name for the petition in order to engage
more people. Then a wide description of the petition should
be entered using well understandable language. It is impor-
tant to indicate clearly the problems, explain the proposal,

“4United Nations e-Government Survey 2020.
E-Gov Development Center. Available: https://www.digital.gov.az/en
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Figure 2: Proposed e-petition model

and what the applicant expects from the state authority. The
reference data attached to the petition is welcome.
Proceeding the e-petition. Compliance of the submitted
e-petition and also the absence of identical petitions in the
system is checked. After that, the petition is put to a uni-
versal vote for a 2 month period. The form of the published
e-petition reflects following information: full name of the
applicant, the petition text, the classification of the topic,
reference materials and the number of signatories. Under
the e-petition form, from the moment of its publication, a
forum opens where citizens can discuss the petition details
and attach additional reference materials.

Delivering e-petition to the relevant state body and re-
ceiving a response. Petitions that receive 5,000 votes will
be sent to the appropriate authority. The answer with re-
gards to the e-petition shall be provided by the authority
within 30 days. The petition committee monitors meeting
the deadlines and also checks if the response meets to the
agreed criteria or not. The state authority should explain
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its answer in an easy understandable language. The official
response will be published on the web platform and sent to
the main applicant(s) by e-mail.

Figure 2 reflects the work process of the e-petition system de-
signed for Azerbaijan.

6 RESEARCH LIMITATIONS AND FUTURE
DIRECTIONS

This research is one of the first of its kind conducted in Azerbaijan to
address the topic of e-participation and e-democracy technologies.
Current study can be considered as a starting point for a number
of further studies aiming to resolve democratic issues and sociopo-
litical problems through the introduction of the e-democracy tools
like e-petition systems not only in Azerbaijan but other similar
countries.

This research is a pathway for further researches in Azerbai-
jan addressing the topics and problems that have not been under
discussion before. The authors suggests not only to focus on the
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simplification and improvement of the public services provision
processes but also on the involvement of the population in the
public administration processes. Before actual launching of the
e-petition system, a number of additional studies in this direction
from different perspectives are necessary.

Moreover, the research approach of this study can be applied to
investigate the practices of other developing and autocratic coun-
tries. Future research directions include comparison and analysis
of different countries readiness to adopt an e-petition system.

From the limitations point of view it is likely that the results
presented in this research may not cover all the e-petition systems
implementation related aspects. Due to the high complexity of the e-
petition system implementation process in the autocratic countries,
this research can not give an exact and detailed description of all
procedural related aspects. For example, issues related to the com-
pliance framework, different deadlines and response times inside
the process, required number of signatures etc. require separate
studies and analysis.

Another limitations of the study is related to the survey and
interview participants. It is hard to affirm that the results of the
survey reflect the views and opinions of the entire population of
the country. Only those citizens, who had an access to the Internet
at a moment of the survey promotion, were able to take part of the
survey.

It should also be noted that 78% of the respondents were aged
19-29 and the results of the survey to a greater extent reflect mostly
views and opinions of this particular age group. Therefore, it is im-
portant to study other groups in more detail in the future. However,
proposed e-petition model is just one additional way to enable com-
munication with the government authorities. Therefore, current
focus group is sufficient to make first steps in this field.

7 CONCLUSION

Despite the fact that e-petition systems are a relatively recent phe-
nomenon, they are gaining popularity and are already considered
an effective tool for communication and cooperation between citi-
zens and the state, especially in developing countries. Therefore,
we investigated how to design an e-petition system for developing
countries similar to Azerbaijan, enabling an additional channel for
citizens’ participation in public decision making. The focus was
to find out what benefits such a system could bring and whether
the country fulfills all the necessary conditions for launching such
kind of system. In that endeavour, it was also important to study
the experience of different countries that launched similar systems
and to identify the key factors and processes that positively resp.
negatively influenced the success of these projects.

The question of what kind of barriers and difficulties might arise
when an e-petition system is launched in the country, and how the
population and government agencies accept it, was fundamental
within this research. To answer these questions, and in order to
design a model of e-petition systems for developing countries, we
analyzed international experience, spread a survey among the pop-
ulation of Azerbaijan, and conducted four in-depth interviews with
government officials. The results were positive, i.e., a large majority
of citizens participating in the interviews expressed interest and
willingness to take an active part if a an e-petition system would be
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implemented. A similar feedback was received from civil servants,
who also declared their readiness and support. We also found indi-
cators that both in technical terms and in terms of digital literacy
of the population, according to the current capacity of the country,
Azerbaijan would be able to launch an e-petition system.

Based on our analysis, we designed and proposed an e-petition
system model for Azerbaijan that can be used also in other countries
with similar background. With this study, we explored the possibil-
ity of introducing an e-petition tool in Azerbaijan and, hopefully,
entail a number of other studies in this area that help in the imple-
mentation of e-participation projects in other developing countries.
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Abstract. Solid eID (electronic identification) infrastructures form the back-
bone of today’s digital transformation. In June 2014, the European Commission
adopted the eIDAS regulation (electronic identification and trust services for
electronic transactions in the internal market) as a major initiative towards EU-
wide eID interoperability; which receives massive attention in all EU member
states in recent years. As a joint effort of Estonia and the Netherlands, this study
provides a comparative case study on eIDAS implementation practices of the
two countries. The aim was to analyze eIDAS implementation challenges of the
two countries and to propose a variety of possible solutions to overcome them.
During an action learning workshop in November 2019, key experts from
Estonia and the Netherlands identified eIDAS implementation challenges and
proposed possible solutions to the problems from the policy maker, the service
provider and the user perspective. As a result, we identified five themes of
common challenges: compliance issues, interpretation problems, different
practices in member states, cooperation and collaboration barriers, and repre-
sentation of legal persons. Proposed solutions do not only involve changes in the
eIDAS regulation, but different actions to develop an eIDAS framework and to
improve cross-border service provision - which has recently become an
important topic among member states. Eventually, the study provides practical
input to the ongoing eIDAS review process and can help member states to
overcome eIDAS implementation challenges.

Keywords: eIDAS - Electronic authentication - Electronic identity -
Implementation challenges - Identity management

1 Introduction

Digital transformation of countries offers many opportunities, but at the same time
reduces control over their operating environment [1]. More and more, public and
private sector organisations offer their services online and across borders. To access
these e-services, implementation of an accurate and reliable digital authentication
procedure together with a digital signature option is essential [2, 3].

© Springer Nature Switzerland AG 2020
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In July 2014, the European Commission (EC) adopted regulation No 910/2014 [4]
on electronic identification and trust services for electronic transactions in the internal
market (e[DAS) to enable a secure and seamless electronic data exchange and inter-
action of public and private entities and users, not only inside the member states, but also
across the European Union (EU). This initiative is part of the EU Digital Single Market
strategy [5] and mandatory for all EU member states since September 2018 [4].

The implementation of the eIDAS regulation and its first years of implementation
have raised many practical questions and revealed various research gaps. According to
the eIDAS regulation Article 49, the EC shall review the regulation by 01.07.2020 latest
to evaluate whether the regulation needs to be modified [4]. The EC has already initiated
a feedback collection process among its member states. In parallel with the ongoing
eIDAS implementation actions, EC progressed further and adopted in October 2018
SDGR regulation, which established a single digital gateway to provide access to
information, procedures and for assistance and problem-solving services, also known as
the SDGR regulation [6]. The aim of this regulation is to simplify access to cross-border
administrative services for citizens and companies [7]. One pre-condition for the SDGR
implementation is successful and smooth eIDAS implementation in the member states.
Therefore, it is now the perfect time to analyze the implementation practices of different
EU countries and to provide relevant feedback to the ongoing evaluation process.

We decided to research the practices of Estonia and the Netherlands. Both of the
countries have stable and functional e-government, but at the same time, they have
different e-governance models and approaches to the eIDAS implementation [8].

The aim of this research paper is to analyze eIDAS implementation challenges of
Estonia and the Netherlands and to propose a variety of possible solutions to overcome
them. The research objectives are therefore to:

1) Identify the challenges Estonia and the Netherlands faced during the implementa-
tion of eIDAS from the user’s, the service provider’s and the policy maker’s per-
spective; and

2) Recommend possible solutions to overcoming identified challenges.

We use a comparative case study research approach [9] together with action learning
methodology [10] to analyse above-mentioned research questions.

The paper is organized as follows. Section 2 provides background information
about the current eIDAS implementation situation in Estonia and the Netherlands and
an overview of important related literature. Section 3 presents the research design and
gives insight into the used theoretical framework. Section 4 sums up research findings
from the policy maker, service provider and user perspective. In Sect. 5, we discuss the
research results and make recommendations to the eIDAS review process. Section 6
provides an insight to the future research perspective followed by Sect. 7 that con-
cludes the study.
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2 Background

In this section, we provide a brief overview of existing literature on eIDAS imple-
mentation. In addition, to understand the results of this paper, it is important to
introduce shortly the eIDAS implementation state and situation in Estonia and the
Netherlands.

2.1 eIDAS Implementation in the EU from the Literature Perspective

The eIDAS regulation has been in force for more than five years, of which it has been
actively implemented and used over the past two years. According to the regulation
itself, voluntary recognition of electronic identities were possible since September
2015, rules for trust service providers had to be adopted by July 2016 and cross-border
recognition of electronic identities was enabled by September 2018 [5]. First countries
notified their eID schemes' under eIDAS already in 2017 (Germany) and 2018
(Estonia, Spain, Croatia, Belgium etc.). The implementation process itself is complex
and time-consuming. Figure 1 illustrates the steps that member states have to pass to
notify their eID schemes.

Member Member ) .
state starts Start of a End of the Stgte notifies Nonfgf?tﬁog
ID pre- eer review eer review uropean is publishe

ific o P Commission by EC

notification (EC)

Fig. 1. eID scheme notification process.

From a research perspective, the topic is quite new; and, so far, it has been handled
rather from the angle of a specific country or sector. For example, several studies focus
on the academic sector, e.g., on how to build eIDAS-based cross-border services in the
education and to enable secure and seamless interaction between different parties [11—
15]. The focus is mainly on solving the practical problems: how to transport new data
attributes through eIDAS infrastructure solutions [11, 13], how to implement eIDAS-
based academic services and create secure connections between academic services and
the national eIDAS node [12, 13]. Some studies are even more specific and concentrate
on a part of an eIDAS node that member states have to modify independently [14].

Several studies focus on eIDAS implementation challenges in a particular country
[16-18]. In case of United Kingdom (UK), it is questionable if the country should
notify their eID scheme and does the existing system complies with the eIDAS privacy
and data protection requirements [17]. Pelikdnovd, Cvik and MacGregor analyze and

! According to eIDAS, an eID scheme is a system for electronic identification under which electronic
identification means are issued to natural or legal persons (or to natural persons representing legal
persons).
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evaluate the eIDAS adoption in the Czech public sector bodies and compare the results
with some other EU member states practice. Their research results show a lot of
hesitation and passivity in the Czech public sector while adopting eIDAS requirements
[18].

Other research projects focus more on different aspects of the regulation, such as
security, privacy [19, 20] and data protection issues [21]. From the data protection
perspective, Tsakalakis, Stalla-Bourdillon and O’Hara argue that technical architecture
of an eID scheme affects the level of data protection. They propose that the use of
pseudonyms and selective disclosure help to fulfill the data minimization and purpose
limitation principles [21]. Only few studies analyze different identification and trust
services compatible with the eIDAS regulation in wider context and do not focus on a
particular member state [22].

While conducting the literature overview it became clear that many of the studies
focus on specific sectors or solve very concrete data exchange or integration issues in
the eIDAS context. We did not find pan-European studies addressing eIDAS imple-
mentation practices in various member states with proposals to improve the current
environment. Therefore, our research aims to fill this significant research gap and to
provide recommendations for the further eIDAS review process.

2.2 Estonia

Estonia has implemented eIDAS according to the EC timetable and notified its eID
scheme on assurance level “high” in November 2018. The notification consisted of six
different eID tokens: ID-card, residence permit card, digital identity card, e-residency
digital identity card, mobile-ID and diplomatic identity card.’

The Estonian eID management is based on tight public-private cooperation. Public
sector authorities are responsible for personal identification, identity management, eID
infrastructure management and supervisory activities. Private sector organization offers
elD tokens as well as personalization and trust services [23]. In December 2018,
Estonia changed the eID token manufacturer and since then, has issued the fourth
generation electronic of identity cards [24].

All previously mentioned electronic identities are in active use and the public
acceptance of the elID is high [25, 26]. According to the latest statistics from March
2020, there are more than 1,35 million eID cards and around 234 000 mobile-ID’s
issued by the public sector. In February 2020, the total amount of transactions related to
elD’s exceeded 37 million.’

2 Estonian eID scheme notified under eIDAS, https://ec.europa.eu/cefdigital/wiki/display/EIDCOM-
MUNITY/Estonia.

3 Estonian eID statistics, https://www.id.ee/?lang=en&id=.
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In addition to the public sector eID tokens, the local trust service provider SK ID
Solutions AS issues QSCD (Qualified Signature Creation Device) certified Smart-ID
for authentication and signing purposes.® More than 500 000 users also actively use
this solution.’

2.3 The Netherlands

In 2019, the Netherlands notified its electronic identification trust framework for
businesses, also known as eHerkenning, on the assurance levels “substantial” and
“high”.® There are several authentication service providers in the country (i.e., Con-
nectis, Digidentity, KPN, QuoVadis, Reconi, and Unified Post).7

In December 2019, the Netherlands pre-notified another authentication service
named “DigiD. This solution enables authentication of natural persons in relation with
the governmental authorities and organizations that perform public tasks. Logius, an
organization operating in the governing area of the Dutch Ministry of the Interior and
Kingdom Relations, manages and maintains the DigiD in the Netherlands [27].

Around 80% (14 million people) of the Dutch population use the service. More
than 650 service providers are connected to the DigiD service. According to the
statistics, DigiD service processes over 300 million authentication requests per year.®

The Netherlands is currently working towards the next generation DigiD solution
called “DigiD hoog”. The solution will be more secure and will base on the Dutch
identity card and driving license information [27]. The Netherlands also tries to inte-
grate biometrical features into their national authentication scheme.

3 Research Design

In this research, we conduct a comparative case study on eIDAS implementation in the
Netherlands and Estonia. For this purpose, we gathered an expert team and used action
learning [10, 28] to compare the eIDAS implementation challenges of Estonia and the
Netherlands and to find possible solutions to identified problems. Action learning [10,
28] is particularly well suited to research complex phenomena such as eIDAS [29].

One of the alternative research designs was a world café approach [30], but as the
focus of this particular method is more on generating broader range of perspectives
than to find answers, we found action learning more appropriate for, this study.

* Smart-ID’s recognition as Qualified Signature Creation Device (QSCD), https://www.smart-id.com/
e-service-providers/smart-id-as-a-qscd/.

> Estonian elD statistics, https:/www.id.ee/?lang=en&id=.

® The Netherlands (DTF/eHerkenning) eID scheme notified under eIDAS, https://ec.europa.eu/
cefdigital/wiki/pages/viewpage.action?pageld=74091935.

" Dutch Trust framework for Electronic Identification, https:/ec.europa.eu/cefdigital/wiki/pages/
viewpage.action?pageld=74091935.

8 The Netherlands (DigiD) scheme pre-notified under eIDAS, https:/ec.europa.eu/cefdigital/wiki/
pages/viewpage.action?pageld=176620999.
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The research relies on an international collaboration between researchers, public
and private sector experts from the Netherlands and Estonia. The Netherland authority
Digicampus’ coordinated and facilitated the cooperation. The Digicampus is an
innovation hub that connects science, government, market players and citizens/users to
shape future public services. Figure 2 illustrates action-learning-based collaboration
between the Netherlands and Estonia [28].

[ Estonia — ] [ The Netherlands_ ]

A -

eIDAS 1mplementat10n eIDAS 1mp1ementat10n
challenges challenges

| Experts Experts I

Dlglcampus Project &
workshops

I

[ Workshop moderator ]

Fig. 2. Project structure and participants.

As a result of the cooperation, two expert workshop sessions on (i) eIDAS
implementation challenges and (ii) in service of finding possible solutions have been
held at Tallinn University of Technology, Estonia, from November 18 to 21, 2019.
Nine experts from Estonia and 14 experts from the Netherlands have been involved.
Table 1 provides a detailed overview of the participants and their roles.

During the workshop sessions, we divided all participants into three groups pre-
senting policy makers, the private sector and users. All groups consisted of participants
from both countries. The first workshop took place on 19.11.2020, where experts
shared their practical experience and challenges with the eIDAS implementation.

On the next day, the same groups continued working together and tried to find
solutions to these challenges. After group work on both days, each group presented its
result and the other groups had an opportunity to supplement it.

° Digicampus homepage, https://www.dedigicampus.nl/.



Author Proof

eIDAS Implementation Challenges 7

Table 1. Project structure and participants.

Estonia

The Netherlands

Organization

Role

Organization

Role

Information System
Authority

Police and Border
Guard Board

Head of eID department

Product owner (eIDAS
cross-border usage)

Adviser-expert (eIDAS
implementation, auditing)

Ministry of the
Interior and
Kingdom
Relations

Chief-expert (eIDAS SPOC)

Policy officer
(digital government)
Senior advisor
(member of the
Dutch eIDAS team)
eHerkenning project
manager

Strategic advisor

Ministry of
Economic Affairs
and
Communications
SK ID Solutions AS

TalTech

Adviser (SDG national
coordination)

Lawyer (trust services,
eIDAS, ETSI EN standards,
national law)

Full Professor of
Information Systems (e-
governance and
technologies)

Researcher (eIDAS
framework)

Researcher (public
acceptance of elD)

Municipality of
Den Haag

TU Delft

Agentschap
Telecom

ICTU

Netherlands
Enterprise Agency

Private sector
representatives

Advisor (digital
transformation)

Product owner
(digitalization and
authentication)
Senior researcher
Master students (2)
Supervision of eIDs

Sr advisor Program
manager

Product owner
(International
Access)

Four persons

4 Findings

In this section, we present our research findings from three different perspectives:
policy maker, service provider and user perspective. We focus mainly on the eIDAS
implementation problematics and do not reflect the discussions regarding other relevant
topics more or less related to eIDAS, like applicability of the once-only principle
(OOP) [31] or the implementation of the SDGR regulation.

4.1 Challenges and Solutions from the Policy Maker Perspective

From the policy maker perspective, we identified challenges related to the following
issues: implementation, (national) legislation, interpretation, compliance and com-

munication.
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A crucial eIDAS implementation barrier is the lack of the EU common identifier. It
is still not possible to use national eIDs and digital signatures for EU services. Par-
ticularly problematic is when users would like to act on behalf of others despite of
sufficient legal grounds. The experts found that it is important to find a workaround or
initiate further discussions on the EU common identifier to overcome this barrier. These
challenges concern both natural and legal persons; and the topic should be added to the
further research agenda.

The experts found that slight differences in the national laws complicate the uni-
form eIDAS implementation process in the EU. For example, according to the national
laws, the actions that minors are allowed to perform varies from country to country.
This affects, in particular, the establishment of cross-border services.

From the legal person’s perspective, eIDAS allows for company elDs without
persons attached to it. This raises several practical questions. For instance, how to make
it possible that a person is allowed to act on behalf of a company? How to use a legal
person elD across borders? It is important to define all the issues related to legal
persons separately and provide feedback to the eIDAS review process.

Representatives of the policy maker group considered interpretation of the eIDAS
regulation as a crucial challenge. For example, Article 6 (that regulates mutual
recognition of elDs) is ambiguous. In addition, it is not clear how to map existing
technologies to e[DAS assurance levels and how to assess their risks.

The experts identified the following shortcomings at the level of compliancy:

— not all member states offer elD;

— lack of supervision;

— the EC executes its supervisory role only weakly;

— the member states do not always accept each other’s eIDs (e.g. Germany/Estonia);
— it lacks a framework for conformity assessment on the EU-level;

— There are no common rules for supervisory bodies.

The creation of assessment guidelines for auditors would help significantly to
overcome the previously identified issues. Another solution that experts considered was
the integration of ethical hacking into the eIDAS framework in order to improve
existing requirements.

Finally, the experts agreed that the current SDG (Single Digital Gateway) program
should have a stronger link to the eIDAS regulation and implementation activities.
They also noted, that communication activities (i.e., why it is important to implement
eIDAS) from the EU side should be improved.

4.2 Challenges and Solutions from the Service Provider Perspective

From the service provider perspective, we identified challenges related to the following
issues: collaboration, compliancy, reputation, change management, notification and
record matching.

The experts found a crucial challenge that lies on a co-operational level. It is not
clear how to combine different competences in case of incidents (problem ownership
issue). Applying EU wide user testing and meta-research on the cross-border collab-
oration level would help to solve this issue.
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There exist no common rules for service providers on how to comply with the
eIDAS regulation. Service providers are unsure, how to test their systems, i.e. how to
understand whether their systems are compliant or not. Therefore, a standardized test
framework with test data would be very helpful (e.g., a standard backward-compatible
API).

Different change management issues complicate the eIDAS implementation pro-
cess. It is not easy to keep up with changing standards and regulations. Often, changes
are unpredictable and require remarkable additional investments. Misinterpretation of
requirements can cause unnecessary additional work and costs. The experts found that
eIDAS could be provided as a service for all public and private authorities (e.g. “spin a
node and go”). Exploiting the World Wide Web Consortium (W3C), decentralized
identifier (DiD) as a unique identifier (UiD) seems promising, but needs further in-
depth research.

The eIDAS regulation provides no guidelines and standards for unique identifiers
of persons (i.e., mandatory vs. free attributes, registration of foreign identities, tracking
etc.). There is also lack of a common architecture API platform. The experts found that
use of decentralized identifiers and identity linking would help to overcome the pre-
viously identified issues.

Notification of private sector solutions is a complex topic. Private sector service
providers has no access to the data in the scope of the eIDAS regulation. However,
fully automated and cross-border services need person related data. In this case, a
common understanding of trust and privacy models plays an important role.

The experts found, that reputation is also an important topic, dependent on the
reputation of all participants acting inside the eIDAS framework. The eIDAS frame-
work is based on trust, but the meaning of frust differs in different cultures.

4.3 Challenges and Solutions from User Perspective

The user perspective covers a variety of challenges starting from usability to security
and privacy concerns.

Accessibility and user experience (UX) of cross-border services needs improve-
ment through additional guidelines, templates, examples, UX tests, experience and
sharing of best practices. The same service may have a completely different user
experience in different countries. This makes it difficult to find the right services
abroad. In this case, standardized service portals that direct people to the right place,
would be helpful. The experts also discussed language support and semantics problems
that can be overcome by organizing learning courses and by describing step-by-step
use cases.

From the security perspective, users have to understand whether they are using
qualified services to avoid possible “man in the middle” attacks. Security awareness
can be increased by developing guidelines, templates, sharing best practices and
educating users continuously.

There is also a need for a governance framework and clear role division, as users
often do not know whom to contact in case of technical error, usability problems or
other relevant questions.
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The experts discussed how to avoid errors and how to deal with service continuity
when certificates become invalid. A would help solving this issue.

Finally, the experts found the current cross-border roles and mandates are insuffi-
cient. For example, users are unable to act on behalf of a legal person that they
represent. From that perspective, the experts suggested that the scope of eIDAS reg-
ulation should contain the procedures related to the legal persons. They also proposed
introduction of an EU common identifier.

5 Discussion and Recommendations

Based on our research results, it is clear that eIDAS implementation process is chal-
lenging from various perspectives. Policy makers, service providers and users have
different expectations and needs. Based on the workshop results, where experts offered
solutions to the eIDAS implementation challenges, we identified five main themes that
all groups mentioned during the workshops in one or another way. These five common
challenges are:

— compliance issues;

— interpretation problems;

— different practices in member states;

— co-operation and collaboration barriers;
— legal persons and their representation.

Compliance issues include insufficient guidelines (and supervision) for public
service providers, private sector service providers and conformity assessment bodies. In
this situation, parties start to interpret the requirements according to their practice; and
this leads to the problem of different interpretations, starting from the usage of ter-
minology to system usability issues. All identified challenges create additional com-
munication and collaboration barriers between service providers and users as well as
between EU member states.

Another interesting finding from the workshops is that most of the challenges are
related with cross-border service provision rather than eIDAS implementation inside
countries. Existing rules and requirements support the implementation of eIDAS inside
member states, but are not sufficient to support the EU-wide implementation.

Table 2 provides detailed summary of eIDAS implementation related challenges
and solutions from all three perspectives.

During the workshop, the experts discussed various options to overcome existing
challenges and improve the eIDAS implementation process. Therefore, European
Commission could consider the following proposals in the upcoming eIDAS review
process:

— options to implement a common EU identifier;

— regulate the identification of users so that they can act on behalf of others when
legally required;

— specify the regulation with respect to legal persons;

— clarify the terminology of the eIDAS regulation;
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Table 2. Summary of eIDAS related challenges and solutions.

11

Category Challenges Solutions
Policy Implementation | No EU wide identifier Workaround
maker Acting on behalf of Workaround
others
National eIDs/digital Initiating further discussions on
signatures are not the EU common identifier
usable for EU services
Legislation Different legal practices | Creation of assessment
in Member States guidelines for auditors
Interpretation Differences in the Creation of assessment
interpretation of the guidelines for auditors
eIDAS articles
Compliance Different shortcomings Creation of assessment
guidelines for auditors
Communication | eIDAS implementation Communication plan
importance
Service Collaboration Problem ownership EU wide user testing
provider issue Meta-research on the cross-
border collaboration
Compliancy Compliancy of service Standardized test framework
providers with test data
Change Changing regulations, eIDAS provided as a service
management standards
Notification Notification of private Common understanding of trust
sector solutions and privacy models
Record No standards for unique | Common architecture API
matching identifiers/lack of platform
common architecture Use of decentralized identifiers
Identity linking
User Usability UI consistence usage Additional guidelines, templates,
Accessibility to e- examples, UX testing, experience
services and sharing of best practices
Different countries have | Standardized service portals
different practices
Helpdesk/ User support in case of | Clear role division
Support errors
Language support and Courses, step-by-step use cases
semantics
Security Possible “Man in the Guidelines, templates, sharing

middle” issue
“Dirty error” issue
when certificates are
invalid

best practices, user education
Central monitoring service
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— clarify often misinterpreted articles in the eIDAS regulation;

— develop common assessment guidelines for auditors;

— develop a standardized testing framework;

— provide eIDAS as a service;

— create a common monitoring system for cross-border transactions;
— develop a framework of standards for cross-border services.

Not all of these proposals and activities presume changes in the eIDAS regulation.
Many of these initiatives require further discussion between the member states and
more detailed analysis by the responsible organizations.

6 Future Directions

Current research is a part of a larger research project regarding the eIDAS, which aims
to improve its compliancy assessment model. To develop this model we analyze and
compare the eID schemes of different member states and their eIDAS implementation
practice.

During this particular research, we identified various topics and questions that need
further in-depth research and analysis. For example: requirements and preconditions for
the application of a common EU identifier; creation of assessment guidelines for
auditors, implementation of EU wide user-testing environment; cross-border service
provision; collaboration between public service providers and private sector service
providers. These topics will address in the scope of further research actions.

We hope that the outcome of the whole study is a valuable tool for the public and
private sector elD service providers and auditors enabling more transparent and
comparable assessment of different eID schemes. Moreover, our research results will be
the basis for the further universal applicability analysis of the eIDAS principles while
implementing SDGR regulation and establishing secure e-service provision between
EU and third countries.

7 Conclusion and Research Limitations

This study showed that different EU member states have faced similar problems in the
eIDAS implementation process and that it is important to exchange practical experi-
ences at the expert level.

From the limitations point of view, it is not possible to compile a complete list of
challenges based on the experience of just two countries. Additionally, offered solu-
tions and recommendations reflect the knowledge and experience of the experts who
participated in the workshops. It means that there can be other alternative ways to
overcome the identified challenges. However, we are convinced that the results indicate
to major shortcomings and practical problems that member states face during an eIDAS
implementation.
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Based on our research results, it is possible to say that the focus of the member
states (with respect to the implementation of eIDAS and in light of the SDGR regu-
lation) has clearly shifted from a national level to a cross-border perspective. However,
before taking this next step in terms of cross-border service integration it is important to
ensure stable and interoperable network of elDs.

We identified five challenging areas (compliance issues, interpretation problems,
different practices in member states, co-operation and collaboration barriers, legal
persons and their representation) in the eIDAS implementation process, which will
inevitably affect the implementation of other related regulations.

This new situation requires a review of the existing EU eIDAS framework and
procedures by the European Commission. Our study provides practical input to the
eIDAS review process by identifying common challenges of the member states and
making proposals to overcome them.
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Abstract. Countries that have a well-functioning e-governance ecosystem
(infrastructure, processes, interoperability network, user-friendly e-services etc.)
reach a particularly high e-governance maturity level. To ensure continuous
development and adoption to the changing technological environment the sys-
tematic consideration of users’ needs is important in the definition of long-term
strategical goals. Identity management is a corner stone of each mature e-
governance ecosystem. This paper focuses on the process of creating the new
Estonian strategy for identity management and identity documents and the
analysis of this process from different aspects (responsibilities, engaged stake-
holders and interest groups, key competences, scope, implementation). In
addition, we give an overview of the underlying strategical and legal regulatory
framework. The objective is to map the best practices and bottlenecks of the
strategy creation process and propose a model for area specific long-term
strategical documents. We aim at understanding best practices and bottlenecks
in the process of creating the ID strategy. In service of this, we have conducted
qualitative interviews with several high-ranking experts that have been involved
as stakeholders in the strategy building process. Based on this, we propose a
model for area-specific long-term strategical documents. Furthermore, the
research results indicate that it is necessary to invest continuously into public-
private partnership.

Keywords: Identity management * Strategy building - Electronic identity -
Change management

1 Introduction

Estonia has significant experience in the field of e-governance and e-services from
almost twenty years. The established PKI (public key infrastructure)-based e-
governance system is intensively used. 98% of the Estonian population have an ID-
card that hosts an eID (electronic identity) token; and about 2/3 of them use it regularly.
During these twenty years, more than 500 million digital signatures has been given and,
at the present time, it is possible to use more than 5000 e-services [1].

Since 2002, the system has remained quite similar with only minor changes. In the
end of the year 2018, new contract partner started to issue the fourth generation of eID
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documents. It is clear that the whole system has reached to the maturity level where
dealing with concrete developments or needs is not sufficient and there is a clear need
for an overall framework and long-term development strategy. Therefore, in September
2017, the Estonian Police and Border Guard Board (PBGB) together with the Estonian
Information System Authority (EISA) initiated a process at the level of the public and
the private sector level to agree on a long-term identity management view. The process
lasted almost one and a half years and resulted into a white paper on identity man-
agement and identity documents, henceforth abbreviated as IMIDS white paper or just
IMIDS for short.

The current article concentrates mainly on the creation process of the IMIDS white
paper and not so much on analyzing the content of the document. The aim is to map the
best practices and design an effective model for mature e-states who feel the need for a
long-term view.

During the process, common understanding on the terminology level is crucial. If
we talk about identity management and identity documents, then it is important to
understand the meaning of the term “identity management”. There is no single defi-
nition of identity management. On a very general level identity management is a
security system, which authorizes users to access to certain information or systems [2].
In the current context, identity management means keeping consistent record of a
person’s identity and managing it by the state during its whole lifecycle. Identity
documents are all documents issued by the state and stated in the Identity Documents
Act paragraph 2 Section 2 [3]. It means identity card and digital identity card (in-
cluding e-residency digital identity card), residence permit card, diplomatic identity
card, 7 types of travel documents (passports) and mobile-ID [4].

Taking into account previously described framework, it is important to emphasize
that in this article we do not focus only on the electronic part of the identity man-
agement because the strategical view is much broader covering additionally physical
identity management issues, tokens, physical identity carriers, data protection, security
issues etc.

In addition, if we talk about identity management and identity documents strate-
gical view then at the same time, we talk at least partly about the strategic management
of related information systems and IT innovation. Therefore, it is important to
understand if there is an actual need and will for innovation and this type of long-term
strategy. The same question raised during the IMIDS creation process — does Estonia
actually want to be an innovative and leading country in terms of identity management
and elD. According to the answers, Estonia clearly wants to be a successful e-country,
but this also means that the country shall be ready for early adoption of new tech-
nologies and/or applications [5]. From that point of view, it is crucial to have a long-
term perspective and common understating in the identity management area ensuring
the implementation and funding of the innovative ideas, solutions and increase user
satisfaction [6].

This article contains three main chapters. Firstly, we formulate the research prob-
lem and give methodological background with related frameworks. Then, we give an
overview about the identity management and identity documents strategy building
process and outcomes and analyze different aspects of the process. Finally, we present
the most important and interesting findings.
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2 Problem Formulation and Frameworks

2.1 Problem Formulation and Theoretical Framework

Central question of the current article is about designing an effective long-term identity
management and identity documents strategy for a mature e-state through public and
private cooperation. We analyze different aspects like responsibilities, engaged stake-
holders and interest groups, key competences, scope and implementation issues. To
support the main theme, we give an overview about the identity management and
identity documents creation process, outcomes and propose a model of best practices.

Our research methodology is oriented towards action design research (ADR) as we
were involved directly to the IMIDS creation process [7]. After the strategy document
was ready, we conducted twelve individual structured non-standardized interviews with
public and private sector experts who participated in the process (approximate duration
one hour each). Five interviewees from the twelve were public and seven private sector
representatives. Some of the examples of interviewees: PBGB head of identity and
status bureau, EISA head of eID branch, CEO of SK ID Solutions AS, head of citizen
markets of IDEMIA, CEO and vice-president of the Estonian Association of Infor-
mation Technology and Telecommunications (ITL) etc.

Theoretical background of this article bases on the three main concepts: identity
theory [8], change management [9] and public private partnership (PPP) [10]. All
previously named concepts relate and supplement each other.

2.2 Strategical and Regulatory Framework

In the context of building the national identity management strategy, it is important to
understand what kind of legal and strategical documents already exist and how they
influence the area. Political and vision documents that has no direct legal impact and
legislative acts having direct juridical impact must be distinguished.

On the state level there are in total 47 strategical documents. They are all different
in terms of their juridical status, structure, purpose and their relation to the state budget
[11]. Directly connected to the identity management area are only two of them: Internal
Security Development Plan (STAK) and Estonian Information Society Development
Plan (EISDP).

Internal Security Development Plan has eight sub programs and one of the pro-
grams is reliable and secure identity management that contains following three main
policy instruments: development of secure and smart solutions, effective and systematic
administration and management of the identity area, ensuring high quality personal data
[12].

EISDP is more detailed policy document focusing inter alia to the elD area. The
main aim of the document is to find smart solutions how to use ICT and solve
nationwide challenges [13].

Juridical framework is more determined and has direct binding effect to the parties.
Therefore, it is important to have an overview of the existing legal regulations related to
the identity management and identity documents area. In addition to that, it is important
to remark that new technological approaches and innovative solutions might presume
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changes in the existing legal environment or even establishing new regulatory
framework.

Legal framework in the identity management and identity documents area has
conditionally three main layers: pre-juridical framework, international law and EU
legislation and state law (Fig. 1).

Fig. 1. Identity management legal framework layers.

Pre-juridical framework plays an important role especially in the identity man-
agement field consisting different technical standards (ISO, ETSI, PCI etc.) and rec-
ommendations (ICAO 9303 etc.) [14]. Even these documents do not have direct
juridical impact, they are recognized and accepted worldwide and often used, refer-
enced similarly to legal acts. International and EU law level is a set of different
directives and directly applicable regulations that directly or indirectly relate to the
identity management area.

On the state level, the main legal acts regulating the identity management regula-
tory environment in Estonia are Identity Documents Act and Electronic Identification
and Trust Services for Electronic Transactions Act [4, 15].

3 Identity Management Strategy Building Process
and Outcome

3.1 Strategy Building Process

Estonian identity management field (including eID ecosystem) is complex environment
engaging public and private sector expertise and based on a close cooperation of both
sectors. It is a well-operating network consisting of different players and roles [16].
During the first half of 2017, EISA initiated to PBGB that they would like to have a
long-term view on the eID field. As the topic is wider than digital identity and elD,
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parties started to build the identity management strategy. 22.09.2017 PBGB and EISA
sent an official IMIDS creation proposal to the public sector stakeholders.'

Based on the initiative 04.10.2017 public sector stakeholders met in the PBGB.
Representatives of three different ministries (Ministry of the Interior, Ministry of
Foreign Affairs and Ministry of Economic Affairs and Communications) participated.
One of the main concerns brought out in the meeting was the juridical status of the
planned strategical document. PBGB and EISA explained that the document becomes
an input for already existing political strategical documents. It was clear that public
sector did not have a common understanding of different identity management related
issues. Therefore, the representatives decided that firstly it is important to achieve
common understanding among public sector authorities and then engage private sector
stakeholders.

First workshop for public sector stakeholders was 01.12.2017. After brief intro-
duction, the work continued in two main sections: (1) electronic identity and related
services (2) physical identity management and related topics. During the first part of the
workshop on both sections’ participants listed all bottlenecks and shortcomings related
to the theme. After that, solution brainstorming followed. The aim was to find inno-
vative solutions to the existing problems and try to think without borders. Finally, both
groups presented their results and findings.

Based on the 01.12.2017 workshop results PBGB decided to have one additional
internal workshop on 16.01.2018 where all service owners in the PBGB identity and
status bureau and one representative of EISA participated. The aim was to think
through together once more the broader picture and create links and synergies between
different services. Based on the results of these two workshops first draft of the IMIDS
was created and sent 02.02.2018 to the PBGB and EISA and shortly after to other
public sector stakeholders.

The first draft based on the overlapping part of the mission and vision of the PBGB
and EISA, as they are main implementing authorities on the identity management and
identity documents field. Second workshop for public sector stakeholders was
03.04.2018. The focus of the meeting was to discuss the received feedback and make
amendments to the IMIDS documentation.

01.06.2018 PBGB sent the IMIDS draft to the private sector stakeholders together
with a meeting proposal.” The meeting was at EISA on 19.06.2018. EISA and PBGB
introduced the IMIDS documentation and principles, open discussion followed. Private
sector was clearly cautious and expressed their disappointment not being on engaged to
the process already earlier. It was clear that there is a need for more meetings.

IMIDS documentation was little bit modified and 06.09.2018 next meeting was
held. During the meeting, experts decided to change the document structure. Therefore,
the decision was that before planned workshop in October 2018 public and private

—_

Ministry of the Interior, Ministry of Economic Affairs and Communication, IT and development
center (SMIT), Tallinn Technical University (TeleTech), Estonian Data Protection Inspectorate,
former Technical Regulatory Authority now known as Consumer Protection and Technical
Regulatory Authority and Centre of Registers and Information Systems.

2 SK ID Solutions AS, ITL, Estonian Banking Association, Cybernetica AS, Guardtime AS and
IDEMIA - representing the interest of information technology companies.
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sector experts meet one more time in a smaller circle. The task was to argue and
negotiate new IMIDS structure that is acceptable for the private and public sector.

26.10.2018 final public-private workshop took place. Based on already agreed
structure and with the help of outside moderator, experts worked in smaller groups.
During the workshop, experts mapped relevant services and roles; identified challenges
related with the services and offered possible solutions. In the end of December 2018,
new draft version of the document was ready.

On February 15, 2019, EISA presented IMIDS to the e-Estonia Council who
supported the identity management, eID and identity documents long-term plan [17].

After one and a half years of work, finally the identity management field had a
starting point. Experts started to call the IMIDS as “white paper”.

3.2 Process Outcome

IMIDS is a valuable set of area specific principles and guidelines and a starting point
for the long-term visioning.

During the discussion experts found that term identity management is too broad,
and they defined the document scope as follows:

Identity of a person attributed by the state;

e Identity life cycle — all processes and activities;

e Identity management — management of data, tokens, Online Certificate Status
Protocol (OCSP) service etc.;

e Usage - authentication, digital signature, encryption and decryption functionalities,
eesti.ee e-mail address, NFC based services, biometrics;

e Ecosystem and cooperation — public vs private sector, research and development
activities.

It means that the IMIDS focuses on the state created identities and does not deal
with private sector identity solutions like Google or Facebook identities. Document
covers the state created identity whole life cycle management and usage from the
physical and electronic perspective.

During the process appeared that public and private sector experts understand and
use professional terminology differently. For example, term “identity” had already
various meanings and experts used it differently. Therefore, experts agreed most
important definitions like identity document, identity carrier and carrier management,
information service, clients etc. A separate glossary is a part of the document to
increase the level of common understanding among public and private sector experts.

The document itself is twenty pages long and consist of five main chapters:

Market and Background (Estonia, EU, international level, service providers);
Predictable Future Developments;

National Identity Management Pillars and Principles;

Services Related to the Identity Management;

IMIDS Update Mechanisms.

Aol

First two chapters give general overview of the existing market situation and
possible future trends on the state and international level. Next chapter is a set of
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general principles and guidelines for the development activities. Fourth chapter is the
core of IMIDS and reflects future development vision of identity management related
services.

First chapter contains Estonian identity management and identity documents eco-
system brief overview and description of main players and their roles. Estonian identity
management framework bases on four main pillars:

e C(lients - physical persons, private and public sector entities;

Identity carriers/tokens — all ID-1 format cards, eID, mobile-ID, smart-ID, travel
documents/passports;

e Channels — service points, e-service portal, phone, development environment;
Services — personal identification, confirmation of the will of the person, validity
confirmation services, identity carrier management (including carrier recognition),
information services, official e-mail address, development services, service support
etc.

In addition to the Estonian identity environment overview, the chapter contains key
points that influence and shape the European Union and international market. One
interesting finding was that in past three/four years several international service pro-
viders in the security documents market have merged. For example, in 2015,
Gemalto AG acquired Swiss company Triib AG and currently Gemalto AG merger
process with Thales Group is almost finished. In 2017, French company Morpho S.A.S
merged with Oberthur Technologies currently named IDEMIA. This situation illus-
trates the consolidation of the technologies and competences and the decrease of
competition on the international level.

Second chapter analyses possible future developments that affect identity man-
agement and identity documents field. Use of biometrics will be one of the key ele-
ments in next ten years. Countries experiment with different technologies and biometric
identifiers (face, iris, behavioral features etc.). People dependency from the technology
and relative importance of the mobile technologies increase. Smart cities become more
popular and the block-chain field of application expands. Increasing IoT numbers cause
data exchange overload. In the identity management area important developments in
the field of machine learning, mathematical modelling of nervous systems and behavior
predictability enable accurate identification from the pictures and videos. By 2035,
airports have to be able to serve highly increased number of passengers.

Third chapter presents the identity management basic principles. Estonia is open for
innovation and ready to pilot new technological solutions. On the other hand, state
ensures readiness to cope with technological crisis and creates risk management plan
with mitigation measures. To mitigate the risks the state prefers to purchase ID-1
format documents and travel documents from different companies. There is one central
identity management database and state analyses possibilities how to offer identifica-
tion service to the private sector. State wants to review and re-organize the current eID
roles and work allocation. These were only some examples of the general principles.

Identity management and related services is a central part of the strategy. Experts
pointed out under every service main challenges and directions. Personal identification
service challenges are record keeping and access management, international coopera-
tion, aging of the main information system, service availability, and unmanaged risks.
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Experts offered solutions for facing these challenges. For example, finding way to
process personal data outside of Estonia, implementing automatic biometrical identi-
fication system (ABIS), cooperating with international identity providers (GSMA,
CITIC etc.).

Carrier management contains different aspects starting from issuance process to risk
management. Identity documents application moves to the electronic environment and
state engages private businesses in the identity document issuance process. State plans
to implement Artificial Intelligence (AI) based solutions in the working processes and
searches effective PKI independent and post-quantum solutions.

In the context of digital authentication and signing, state analyzes the possibility to
use Estonian eID in international environments (Facebook, eBay, Google) and builds
more services on the Near Field Communication (NFC) technology implemented on
the new elD card starting from December 2018.

Identity systems developers need more support and attention. Experts suggested
different solutions that help to cope with the changing technical environment. Usage of
more standardized solutions is just one example.

IMIDS has no separate juridical power, but it will be an input to other political level
strategical documents as Internal Security Development Plan (STAK) in the governing
area of the Ministry of the Interior and Estonian Information Society Development Plan
in the governing area of the Ministry of Economic Affairs and Communications.

According to the strategy document, public and private sector representatives meet
once a year in the last quarter initiated by the PBGB and discuss if the document needs
to be changed. The full text of the IMIDS is publicly available in Estonian on the
PBGB and EISA web pages [3].

4 Important Findings and Discussions

4.1 General Organization

First part of the interviews focused on the IMIDS organizational side. As a warm-up
question, we asked about the experience in the identity management field. All inter-
viewees brought out approximate number of years they have worked in the area.
Remarkable was the difference in experience between the private and public sector
representatives. Public sector median experience in the area was 7.1 years and the same
result in private sector was 19.28 years. It is quite remarkable difference and may be
one of the reasons why two sectors have different views on the area.

All interviewees evaluated the necessity of the IMIDS on a ten-point scale, where
one meant that the creation of the IMIDS was not relevant and ten referred that the
strategy document was very necessary. Median score given by all interviewees was
8.92. Public sector median score was 8.8 and private sector score 9. Mainly, the
interviewees said that real actions have to follow; otherwise, the strategy document has
no practical value. In addition, it is not necessary to repeat already existing principles.
Interviewees also marked that the importance was not only coming from the docu-
mented part but from the process itself. Experts had not meet to discuss area related
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issues already long time. Therefore, it was a good opportunity to create mutual
understanding among the public and private sector.

Interviewees had a chance to bring out positive and negative elements regarding the
IMIDS creation process. The focus of the question was on the overall process structure,
meetings held during the process, e-mail communication etc.

Interviewees found positive that the white paper finally created, and the community
was around the table. They also pointed out that possibility to meet between private and
public sector representatives in a smaller round was very helpful. All interviewees liked
26.10.2018 workshop moderated by professional.

Based on the received feedback it was clear that there is room for process
improvement. Most important takeaways and findings are following:

e Engage professional methodical competence already to the strategy preparatory

activities.

Engage public and private sector representatives at the same time.

Using iterative workshops format is most effective (as many iterations as needed).

It is important to answer to all comments made during the process.

Active participation and presence of ministries and policy makers level is very

important.

e Interviewees pointed out that engaging the association level (ITL, Banking Asso-
ciation) was not sufficient.

e Telecommunication service providers (mobile operators), public sector IT houses
(RMIT, KeMIT, TEHIK etc.) and experts from standardization authority were
according to interviewees missing.

e Identity management and identity documents international level and industry view
was missing.

e Too many people from the manager level participated.

e Too long periods between the meetings.

Time planning is another relevant issue in every project context. Therefore, we
asked from the interviewees their opinion about the time actually spent (one and a half
years). It was very interesting how interviewees’ opinions about the IMIDS timeframe
differed (the range was 3 months to 1.5 years). Most optimal duration seems to be up to
six months. However, it is possible to make the document faster. The question is more
about the optimal process planning.

4.2 Substantive Analysis

Last part of the interview concentrated on the IMIDS substantive analysis. During the
IMIDS building process one of the questions that raised the debate was the juridical
status of the document and on what level and by whom it should be approved. There is
probably no right or wrong answer but based on the interviewee answers it is possible
to fit the document better in the existing framework.

Most of the interviewees (46%) found that juridical status of the document is not
necessary or important until the principles stated in the document adopt by the wider
political documents like STAK and Information Society Development Plan. Others
found that some kind of juridical or legal approval by the government or on the
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ministry level is important to ensure the enforcement of the document. Others remained
neutral or had no opinion about the topic.

Weather the document approved or not, more important is the actual enforcement
of principles. The document is expression of expert opinions and the technical envi-
ronment changes very fast; therefore, it is reasonable to keep the approval procedure
rather simple and flexible. The maximum is ministry level, who can organize the
introduction of the principles to the government and make the political selection from
the IMIDS principles.

Currently PBGB and EISA led the IMIDS creation process. One of the interview
questions was about the leadership of the project. Aim was to understand if this kind of
dual leadership earned its purpose or are there any good alternatives. Opinions about
the leadership were divergent. Interviewees who did not prefer concrete authority
brought out that PBGB and EISA could both lead their area of competence separately.
Then of course raises the question who will be responsible for putting together the
overall picture. More important was the engagement of all related experts and
authorities. To summarize this question, the leadership role can be on the ministry or
implementation authority level, more important is involvement of the stakeholders and
one responsible institution who coordinates the whole process.

In addition to concrete leadership issues, interviewees mentioned that there should
be a centralized methodical competence center on a state level, assisting, guiding and
advising the creation of similar expert level white papers. The idea is worth of con-
sidering if expert level white papers become more common in public sector.

Interviewees brought out following topics that should have been included to the
IMIDS or presented more in detail:

e Al and machine learning development (how to use Al in different processes),
because it brings lot of benefits and additional risks that need to be analyzed.
Identity management of the things (Al-s, robots etc.).

Risk management and related activities.

Field of biometric solutions.

Border crossing technical solutions (how to make border crossing faster and more

convenient).

e International dimension representation. More specifically Estonian citizens in the
international environment with tokens enabling the identification issued by Estonian
public and private sector.

e Real actions planning part and input giving to the other implementation plans.

Strategy building and visioning is only one part of the whole picture, because after
finalizing the strategy the real planning and work starts. Therefore, we asked from the
interviewees how the IMIDS principles become reality. According to the answers,
ministries should take a lead and integrate the principles coming from the IMIDS to
STAK and ISDP. It was also emphasized that strong community and stakeholder’s own
attitude is very important, and all engaged parties should take the principles agreed in
IMIDS account while planning future activities. One challenge in the implementation
process is building up strong public and private partnership again.

Based on the answers it was possible to create a simplified model of the IMIDS
implementation cycle. As first step interviewees found that it would be good to meet
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shortly in a smaller group of public and private sector representatives, prioritize the
actions, and select the most important issues that need urgent handling already during
the year 2019. After prioritization, the experts have to describe a 10-step action plan
and agree responsible authorities.

In the future, the meetings take place regularly once a year preferably in October or
November. During these meetings, parties give an overview about implementing status
and upcoming activities for the next and for the year after will be discussed (priorities
and responsibilities overlooked or set, activities added or removed etc.). The reason for
looking year and year after is the state budget planning principles that have direct
influence on the implementation actions.

Close question to the previous one was how to keep the IMIDS document itself up
to date. According to the document, experts overlook the IMIDS once a year initiated
by the PBGB [3]. Interviewees approached to the question differently. Most of them
found that need evaluation once a year is enough. Others found that evaluation shall
happen more often or based on a necessity without any excessive administrative bur-
den. They found that the focus should be more on flexibility and community-based
interaction.

Based on the feedback we should consider CA/Browser Forum work format-based
solution as an alternative. It is a strong and active expert community of certification
authorities and Internet browser software vendors discussing and influencing interna-
tional standards and principles [18]. The possibility to use similar format in Estonian
identity management field for the public and private expert’s cooperation needs further
analysis. Therefore, current research is not concentrating to this particular topic in
detail.

Two final questions were oriented to the main takeaways from the process and
freely expressed comments if interviewees had any. As follows, we present only those
takeaways and observations of the interviewees not already covered in the previous
chapters:

e Some of the participants did not realize changed context — people who participated
in the process were focusing too much to the historical context and did not realize
that the situation is changed, and the same models are not applicable.

e Using the same terminology is important (i.e. the term “identity” is overwhelmed).
Cooperation between the public and private cooperation has become very complex
mainly because of the excessive regulatory environment and the feeling of unity is
missing.

Private sector was more active, interested and contributed more.
e Making this kind of white papers should be a common practice in public sector.
e Academic sector could be the bridge between different sectors.

Based on interviewee’s answers to these two questions we noticed two main
important conclusions. Firstly, interviewees mentioned multiple times that the coop-
eration between the public and private sector that once was much closer has become
more reserved and complex. Mainly because of the too detailed regulatory framework
(standards, laws, policies etc.). One of the solutions to overcome this situation offered
during the interview was the engagement of academic sector who could be the bridge
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between the public and private sector. This idea very interesting but of course the
concept, format and readiness need separate analysis.

Secondly, interviewees suggested that the format of such white papers as IMIDS
should be more widely used in public sector practice. It means that on the expert level
in different areas the cooperation will become more active and documented. This wider
view and its applicability need also more detailed analysis. As mentioned previously by
one interviewee that in such cases there should be on a state level a methodical
competence center who helps to guide the process and keeps track of different existing
white papers and their changes.

4.3 Recommendations

Based on the analysis of the interviews and outcomes in combination with change
management theory and approaches it is possible to design a model for the area specific
long-term strategical documents.

The source of the initiative is not that important but usually it comes from the
implementation authority who is working on the expert level on the specific area. As a
first step, the implementation authority and responsible ministry shall meet and agree
the division of labor, general principles and the list of involved stakeholders. After that,
it is reasonable to engage methodical help. The role of the methodical help will be
coordination and preparation of the meetings and workshops on a joint and smaller
working group’s level.

It would be good to have the first meeting jointly with public and private parties.
The aim of the meeting is to introduce the initiative, agree main principles, work
allocation, further steps and time schedule. In addition, the division of work between
smaller working groups has to be agreed. Detailed work with concrete proposals shall
continue in smaller working groups. The number of meetings in smaller working
groups is not limited.

When the working groups are finished their discussions and formed their concrete
proposals, the second joint meeting will take place. It is important to consider all
proposals, negotiate if necessary and finally prioritize them. To have a systematic and
uniform approach to the topic it would be good to use “why-what-how” technique for
establishing a hierarchy for the expressed viewpoints [19]. If one meeting is not enough
for that purpose, then it is possible to arrange more meetings until achieving mutual
understanding and the public and private representatives confirm that the strategy is
ready. After that, the document moves on the political level. The responsible ministry
introduces the principles to the government, makes selection from the strategy taking
into account the priorities, and integrates them in the political strategy document.
Implementation actions will follow.

During the implementation, approximately once a year the implementation status
and the principles agreed in the strategy will be gone through by the private and public
sector representatives and changed if needed.

In addition to already above-mentioned aspects, it is important to keep in mind
following principles:

e The whole process should not take more than six months;
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e Uniform use of terminology shall be agreed in the beginning of the process;
Continuous community building and public and private sector cooperation shall be
happening as a parallel process;

e State shall provide centrally methodical help and relation management for sector
specific strategies.

4.4 Future Direction

In the future, we would like to investigate the applicability of our findings interna-
tionally. Every country is different and therefore it is important to find universal aspects
and make generalizations while investigating other mature e-countries. As a concrete
next step, we will conduct a project with partners from the Netherlands, comparing the
Estonian eID solution with cloud-based eID solution in the Netherlands with respect to
eIDAS tiers.

5 Conclusion

Identity management and identity documents area is a complex system influencing
almost invisibly different areas of life. Estonia as one of the leading e-countries has
reached to the maturity level in terms of e-governance and it is crucial to think through
the strategic next steps to bring innovation to the existing environment and retain
competitive position on the international level.

Therefore, in the beginning of 2017 Estonian Police and Border Guard Board and
Estonian Information System Authority initiated the strategy building process in the
identity management area. After one and a half years of public and private sector
stakeholder’s meetings and workshops identity management white paper was finally
ready.

Current article focus is on the previously named white paper building process
analysis. The aim of the research was to find the answer to the main research question —
how to design an effective long-term identity management strategy for a mature e-state.
By using approach oriented towards action design research and based on qualitative
individual structured non-standardized interviews in combination with theoretical
framework, we proposed a model for building strategies on the identity management
and identity documents field.

As strategy building is only one part of the change management process it is
important that identity management and identity documents strategy does not remain
on paper and implementation actions will follow in parallel with the public and private
sector community building activities enabling one-step further as a mature e-state.
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Abstract. In 2017, the encryption vulnerability of a widespread chip
led to major, nation-wide eID card incidents in several EU countries. In
this paper, we investigate the Estonian case. We start with an analysis of
the Estonian elD field in terms of stakeholders and their responsibilities.
Then, we describe the incident management from the inside perspec-
tive of the crisis management team, covering the whole incident timeline
(including issues in response, continuity and recovery). From this, we
are able to derive key factors in coping with large-scale security vulner-
abilities in the eID field (public-private partnership, technical factors,
crisis management, documentation), which encourages further research
and systematization.

Keywords: e-identity - e-governance - e-services + I'T security
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1 Introduction

Since the 1990s, Estonia was one of those republics that rapidly developed a
priority on ICT. Since then, year by year, the country has shown a remarkable
progress in building up elements and components of today’s digital society. In
particular, this regards the area of eID (electronic identity) management, which
is a crucial enabler for the digital society. First eID cards were issued as early as in
2002, becoming mandatory documents. A full replacement with the new standard
ID card has finished in 2006, and simultaneously, the state set up the required
infrastructure for the entire e-services system. In these endeavors, public-private
partnership turned out to be a winning model that ensured further smooth
implementation, rollout and up-take of eID. Throughout all the time, based on
continuous improvement of its public services and their delivery, Estonia has
gained its citizens’ trust. The matter of security (and trust) has always been
and remains one of the top requirements in this area.

In 2017, Estonia encountered a nation-wide, urgent e-identity security issue:
a potential encryption vulnerability of the chips used in current eID cards has
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been encountered and reported by Check and Slovak researchers. This paper pro-
vides in-depth description of the incident and the steps taken by the government
authorities towards solving this crisis.

In Sect. 2 we will describe the Estonian eID ecosystem components. In Sect. 3,
we will delve into the scope of the discovered security vulnerability, including its
technical aspect and Estonia’s approach of dealing with the occurred situation.
In Sect. 4, we will identify the key factors in coping with the security crisis. We
will finish the paper with a conclusion in Sect. 5.

2 The Estonian elD Ecosystem

Electronic ID and electronic signature are crucial building blocks in any seri-
ous e-government initiative, compare, e.g., with [1,2]. In this section, we will
describe the Estonian eID ecosystem. Before we can analyze the factors in cop-
ing with large-scale security vulnerabilities, it is important to understand how
the entire system works; who the main stakeholders are; what kind of eID tokens
are used; and what role and influence the elID field has in the context of Estonian
e-governance and electronic services.

2.1 Estonian eID Scheme Stakeholders

The Estonian eID ecosystem [3,4] is a unique and well-operating network con-
sisting of different players and roles. Main authorities in the scheme (Fig.1)
are the Estonian Police and Border Guard Board (PBGB) and the Information
System Authority (RIA).

e RIA operates in the governing area of the Ministry of Economic Affairs and
Communications'. It coordinates the development and administration of the
state’s information system, organizes activities related to information secu-
rity, coordinates the functioning of the public key infrastructure and handles
security incidents that occur in Estonian computer networks?. In general, it
can be said that RIA is the eID technical competence center.

e PBGB operates in the governing area of the Ministry of the Interior and is
responsible for the identity management and the issuance of identity docu-
ments. This authority holds, manages and procures contracts necessary for
keeping up the eID scheme (eID carriers, personalization service, certifica-
tion service etc.). Current partner regarding the ID-1 format documents is a
French security company Gemalto AG3.

e Gemalto AG (via the associated company Triib Baltic AS) manufactures and
personalizes the eID cards and provides certification service (trust service)
using SK ID Solutions AS as a sub-contractor.

! https://www.mkm.ee/en.
2 https://www.ria.ee/en/.
3 https://www.gemalto.com/.
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Fig. 1. Estonian eID main stakeholders

e The ICT and development center (SMIT)* offers different ICT services (man-
agement and development of information systems, technical support etc.) in
the whole internal security area under the Ministry of Interior.

In addition to the above-mentioned organizations, the Ministry of Foreign
Affairs® issues identity documents and is responsible for diplomatic documents.
The Technical Regulatory Authority (TJA)® has a supervisory role over the
trust service providers [5]. Banks are e-service providers in the eID environment.
Furthermore, some banks offer PIN-replacement services for eID cards.

2.2 Estonian eID Tokens

The ID-card is a mandatory identity document for citizens of Estonia enabling
electronic authentication and qualified electronic signature [6] according to the
eIDAS regulation [7]. The same type of card is issued to the European Union
citizens residing in Estonia [8]. In addition to the ID-card there are many different
elD tokens with the same electronic functionalities available:

1. Residence permit cards — issued to the third country nationals and persons
with undetermined citizenship [9].

2. Digital identity cards (including e-residency cards) — voluntary secondary
document for digital use only.

4 https://www.smit.ee/.
® http://vm.ee/en.
® https://www.tja.ee/en.
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3. Diplomatic identity cards — cards with full eID functionality issued by Esto-
nian Ministry of Foreign Affair for diplomatic purposes.

As a convenient alternative to the card format, mobile IDs can be used. All of
the available eID tokens enable electronic authentication and qualified electronic
signature according to the eIDAS regulation.

With this wide variety of eID tokens the state has ensured access to e-services
on equal basis to all interest groups. In addition to the authentication and signing
solutions that are provided by the state, there are several other options available
provided by private sector entities (e.g. bank links, smart-IDs, pin calculators
etc.).

2.3 The Role of eID in e-Governance and e-Services

The usage of eID in Estonia is relatively high. 98% of Estonians have ID-cards
and about 2/3 of the holders use their card regularly”. This means that the usage
of e-services is remarkably high and the role of e-governance in the country is
crucial.

According to [10], 99% of bank transfers in Estonia are made electronically,
98% of tax returns are made via the e-Tax board, 95% of prescribed medications
are bought using digital prescriptions, etc. From the government perspective the
state portal eesti.ee acts as single point of contact to the e-services offered by
the state — ranging from health and medical related services to services in the
area of business and entrepreneurship®. The total number of e-services in the
country offered by public and private sector is around 2000.

The state portal eesti.ee is a gate to the Estonian e-state. The elD serves
as a key that enables a secure access to all public and private e-services. This
explains the vital role and importance of the eID in Estonia.

3 About Security Vulnerability

On the 30th of August 2017 RIA was informed about a potential security vul-
nerability in the Estonian eID card chips. The vulnerability was discovered by
Slovak and Czech scientist during their research regarding RSA key generation
and reported in [11]. At that time, it was not clear what number of cards is
actually affected. This section gives an overview about the nature and scope of
the security vulnerability and how it was handled.

3.1 Technical Description and Scope of the Security Vulnerability

In [11,12] it has been reported that a wide range of cryptographic chips produced
by Infineon Technologies AG are vulnerable with respect to RSA (Rivest-Shamir-
Adleman) key pair generation. One of those chips is implemented in Estonian

7 https://e-estonia.com/solutions/e-identity /id-card /.
8 https://www.eesti.ee/en/.
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elD cards starting from October 2014. As a result of the chip’s vulnerability, it
became possible to calculate the RSA private key of an eID card holder with
the knowledge of the corresponding RSA public key with critically less compu-
tational complexity than should be expected from properly implemented RSA
system. As a consequence, all Estonian eID cards issued after 16.10.2014 were
potentially vulnerable — in total about 750.000 issued cards with full eID func-
tionality. This was about 2/3 of all issued cards (ID cards, residence permit
cards, digital identity cards including e-residency cards). The mobile ID solu-
tion used by about 70.000 users was not affected due to its different technical
solution.

Based on these numbers and the users’ high dependence of the elD-based
services, it can be said that the state had to deal with a very sensitive and large-
scale security issue. Hence, a solution had to be implemented rapidly and at the
same time, all possible risks and consequences had to be acknowledged by the
parties that were involved into the crisis handling.

3.2 Process of Handling the Security Vulnerability in Estonia

After receiving the information about the vulnerability, RIA convened a
roundtable of experts to prepare preliminary directions for a solution and com-
munication. Technical and communication working groups worked in parallel.
Results of the both working groups were presented to the government.

It was the first time that the state faced such a large-scale security topic
in the eID field and the government decided to take an open approach and
discuss the issue veraciously. The main reason for this was to retain trust towards
e-solutions and e-governance. The crisis management was delegated to RIA and
PBGB (Fig. 2).

PBGB

Steering Tech & Law S
Communication
Group Expert Group Working Group

Fig. 2. Delegation of crisis management during the 2017 Estonian eID card incident.

In both organizations (RIA and PBGB), crisis managers were entitled. Under
the management of RIA, a steering group of managers of involved authorities
met regularly. At least two times a week working group of technical and law
experts met to present latest findings and improvements and negotiate technical
nuances.
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As the vulnerability concerned the majority of the eID users, communication
played a decisive role in the whole process. The main challenge was to explain
the technically complex topic in a simple and understandable way in order to
avoid general panic and to give clear guidelines. Therefore, in parallel to seeking
for a technical solution, a group of communication experts from the different
authorities dealt with strategical communication matters.

As a preventive measure, access to the LDAP (Lightweight Directory Access
Protocol) catalogue service for certificate status requests has been limited. The
access to the service has been limited to authorized entities to prevent uncon-
trolled downloads from the eID card users public key database. (after the suc-
cessful recovery from the incident, the service was opened again on 20.11.2017).

The technical working group concluded that the best way to solve the security
issue is to implement elliptic curve cryptography (ECC) in eID documents. This
decision led to three types of development works:

1. With respect to new cards: adjustments of the eID card production capacities
to implement ECC and to ensure readiness to personalize new cards;
2. 1. With respect to 750.000 already issued cards: update of already existing
software enabling a certificate renewal procedure
(a) in PBGB service points (the document holder can come to a PBGB service
point and an official will renew certificates on site).
(b) in document holder’s personal computer (the document holder can renew
his/her certificates remotely on his/her PC).

The renewal process started in the end of October 2017, after adjustments to
the eID cards production had been implemented. In the beginning of November,
all certificates were suspended in order to avoid possible damage. Therefore,
it became impossible to use them in the e-environment unless renewed. With
renewed certificates, eID cards could be used as usual. Starting from April 2018,
the suspended certificates will be revoked and renewal will not be possible any-
more, and therefore, those eID holders who did not renew it by that time will have
to apply for a new document in case they want to use it in the e-environment.

3.3 Positive and Negative Effects of the Vulnerability

When it comes to occurrence of similar incidents, negative and positive aspects
can be identified and used for further consideration and analysis of problem
solving. At this moment, the aspects presented below are identified.

At the negative side:

e Debate regarding accountability — accountability is usually a matter that
needs to be clarified during the process; but very often it is not the easiest
part. These legal ongoing debates are tiring and expensive.

e Media pressure and noise — the number of people working in eID field in
Estonia is rather limited. In some cases, the media pressure was quite intensive
and started even to disturb experts’ work.
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e Some crucial functionality was temporarily lost - to resolve the security issue
quickly, this had to be accepted. The Estonian eID card has an encryption
functionality that was not possible to develop as fast as needed. As a con-
sequence, in the new secure elD cards with ECC the encryption function
was temporarily missing. This influenced majorly those users who used this
functionality for secure document transmission (including many public sector
authorities).

e Other ongoing activities were set on a hold — eID experts worked about 5
months to solve the security issue and various important projects were set on
a hold until the end of the crisis.

At the positive side:

e Raised elD awareness — the eID field was in media from different angles almost
every day during the active crisis period from September to December 2017.
The case was published and analyzed publicly in detail. The awareness about
elD functionality and use cases was definitely raised.

e Raised security awareness — in addition to eID awareness, the security aware-
ness improved. The real case in the security field encouraged different security
related debates in society.

e Stronger public and private cooperation — when the vulnerability was discov-
ered all public and private authorities started to offer their help to the mainly
involved authorities. The private sector was ready to contribute in any way
to solve the issue as fast as possible. After this experience, it was clear that in
complex situations the cooperation between public and private sector is very
advantageous.

e Improved crisis management readiness — after dealing with concrete crisis and
analyzing the results it was possible to make general conclusions and improve
the existing crisis management system where needed.

3.4 How Other Affected States Coped with the Vulnerability

In addition to Estonia, Slovakia, Austria and Spain faced the same security
vulnerability. Austria was the first country who reworked all its eID certificates
on 09.06.2017 and informed other EU member states about it. CERT Estonia,
which is a unit under the RIA responsible for the security incident management
in the country, received this information on 20.06.2017. As the number of the
certificates revoked by Austria was only few thousand, it did not have large scale
impact in the country.

On 23.10.2017, the Ministry of Interior of Slovakia officially informed about
suspension of the qualified electronic signature certificates on Slovak eID
cards [13]. Both countries, Slovakia and Estonia suspended their certificates at
about the same time. According to the information received from RIA, in the
Slovakian case about 300.000 eID cards were affected.

The Spain case may seem to be the most interesting one. In the middle of
November 2017, it was still not clear how Spain is going to handle the security
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vulnerability and no communication was made [14]. There is around 60 million
elD cards on the market but according to RIA information, not all of them
were affected. All certificates of the potentially vulnerable elD cards were finally
suspended (more than 10 million) [15]. Despite of a huge number of suspended
certificates, the overall effect in the country was not remarkable as the usage of
elD in Spain is very low.

4 Key Factors in Coping with the Estonian eID Crisis

This section is oriented towards the main factors that played a key role while
solving the Estonian elD crisis and towards the lessons learned from positive
and negative perspectives on it. In each crisis situation, there is a vast amount
of different aspects and probably, no single correct recipe or way to solve it.
However, some key factors that help to cope with the situation more easily or
to prevent even bigger damage can be identified. In the Estonian case we found
that public-private partnership, technical solutions in use, crisis management,
and communication are crucial factors.

4.1 Public-Private Partnership

In case of large-scale security vulnerabilities, there is no certain way of handling
it and necessary competences range from ICT developers and security experts to
communication specialist. Therefore, it might not be reasonable for a country to
employ these competences permanently. More preferable is to have a good and
supportive expert network that can be engaged if needed.

In the Estonian case, the PPP (public-private partnership) [16] performed
very well and all public and private sector stakeholders and interested parties
made their contribution. A specific expertise and resources were made available
for public use. The small size of Estonia may play a role here, yet professional
communities in the eID field are usually quite small everywhere. Therefore, the
Estonian case might be considered as a good example of how PPP works effec-
tively.

4.2 Technical Success Factors

From a technical point of view, the existence of an alternative elD token was
crucial. Mobile ID was the only token that was not affected by the security
vulnerability. People who already had it did not have to worry about their eID
card status and further use of e-services. People who did not yet have mobile ID
could apply for it easily and keep using e-services.

The other key factor was the awvailability of an alternative renewal solution
after enabling a modified certification renewal process. It was possible to renew
certificates in the PBGB service points as well as remotely on a user’s PC.
The renewal solution helped to save already issued elD cards and people had
alternatives to choose from. Furthermore, the remote update solution helped to
prevent an overloading of the PBGB service points.
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4.3 Crisis Management

It was highly beneficial that a single authority (RIA) was responsible for the
overall coordination from start to end. RIA acted as a single point of contact and
the entire flow of important information needed for making strategic decisions
was managed centrally. Using special expert level working groups simplified the
work and enabled the discussion and weighting of various alternative solutions
before the selection of the final one.

The project-based management used in the Estonian case can be considered as
a success story. Different alternative project plans were put together taking into
account instable and changing circumstances. Depending on the situation, plans
were easy to exchangeable and to use. The public sector is usually considered
more conservative and rather slowly changing. The Estonia eID crisis showed
that it is possible to implement new approaches very fast. The state made a
step closer to the users and opened extra temporary service points for renewal
in hospitals, bigger shopping centers etc., which not only provided more options
to citizens but also allowed to avoid overloading of PBGB service points.

4.4 Documentation and Verification

In a crisis situation, a need for juridical interpretation of state and European
Union legal acts and contract clauses has occurred often. Therefore, having
lawyers and legal advisors in the technical working group already in the early
stage of the crisis was essential. Even if the timeframes were strict, a new techni-
cal solution has yet to be verified, audited, or reviewed before going live in order
to prevent further mistakes or creating new security weaknesses. The adjustment
of Estonian eID cards production capacities was verified and, changes in soft-
ware were reviewed by independent third parties. After the crisis RIA ordered an
overall study on how the elD crisis was managed inside the country, what were
the main lessons learned and what can be improved. The study will be based
on qualitative interviews with managers, experts and specialist who participated
in the crisis settlement. On the basis of this, we suggest to turn the experience
gathered during this incident into a rigorous, formal continuity management
process [17-20].

5 Conclusion

The discovered RSA key vulnerability can be seen as one of those numerous risks
that should be expected when it comes to technologies that a state’s functionality
so strongly relies on. Estonian experience with encountering a security issue that
is a potential threat to country’s now fundamental components demonstrates a
rather strong and vigorous approach. The government has promptly reacted
once the issue was announced convening all engaged stakeholders and experts
allowing for solving the problem as fast as possible, taking into account carefully
the associated risks and scenarios notwithstanding the urgency.
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It is important to bear in mind here that regardless of how reliable and
complex a technical solution can be, its reliability remains relative [21]. Every
system, hardware or software is vulnerable to unknown attacks and there is no
way of keeping this so-called status quo when we define a solution to be secure.
A plausible conjecture that can be put here, based on what was said above, is for
those in charge to take into account the risks of occurrence of similar threats and
invest sufficient resources into retaining possible suitable auxiliaries for problem-
solving if such events take place. The lessons learned that we outlined in this
paper are generalized conclusions which derive from studying and analyzing this
incident that happened recently, therefore we are aiming to extend them further
once a more detailed and in-depth research will be conducted after collecting
additional data and insights from stakeholders.

Hence, we are convinced that the Estonian practice of handling the e-identity
security issue crisis is a decent example and a result of an effective and agile
management, which relied heavily on public-private partnership, openness, tech-
nological advances of the country and continuous reviews and analysis of perfor-
mance.
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