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Abstract 

Wireless networks have become a standard for many businesses and enterprises 

nowadays. But the nature of wireless signals makes the networks more susceptible to 

exploitation. There are countless methods and attacks that hackers could use to identify 

vulnerabilities and exploit them in a wireless network. 

In this thesis, the author investigates the vulnerabilities that can be found in the IT-College 

open Wi-Fi and, the impact of discovered vulnerabilities if exploited and 

recommendations for improvements. 

The author identifies various methods for identifying and conducting penetration tests 

based on existing work.  Then several experiments are conducted in the live network. 

Results of the experiments show that there are a few security holes that will need 

attention. The discovered vulnerabilities are documented and possible solutions to 

mitigate them are proposed. 

This thesis is written in English and is 70 pages long, including 7 chapters and 61 figures. 
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Annotatsioon 

Juhtmevaba kohtvõrgu turvahaavatavus: IT Kolledži võrgu 

juhtumiuuring 

Traadita võrgud on tänapäeval muutunud paljude äride ja ettevõtete standardiks. Kuid 

traadita signaalide olemus muudab võrgud ekspluateerimisele vastuvõtlikumaks. 

Häkkerid saavad traadita võrgu turvaaukude tuvastamiseks ja ründamiseks kasutada 

lõputu hulk meetodeid. 

Lõputöö eesmärk on vaadata, kas IT-kolledži avatud WiFi-s võib leida turvaauke, millist 

mõju need võivad avaldada ning kuidas saaks eelmiste leidude põhjal turvalisust 

parandada. 

Lõputöö käsitleb levinumaid traadita kohtvõrgu haavatavusi, haavatavuse tuvastamise 

meetodeid ning läbistustestimise tööriistu ja tehnikaid, mida turvaspetsialistid tavaliselt 

kasutavad. Eelnevalt mainitud teadmised on aluseks katsete läbiviimiseks päris IT-

kolledži võrgus. 

Lõputöö käigus teostab autor läbitungimistesti vahendina mitmeid skaneeringuid ja neli 

rünnakut. Nende katsete käigus leitakse ja analüüsitakse mõned turvaaugud. 

Töö lõpupoole käsitleb autor võimalikke turvalahendusi ja soovitusi rünnete ja 

haavatavuste leevendamiseks. 

Lõputöö on kirjutatud inglise keeles ning sisaldab teksti 70 leheküljel, 7 peatükki ja 61 

joonist. 
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List of abbreviations and terms 

AP 

DDoS 

DHCP 

DNS 

DoS 

IDS 

IP 

IPS 

MITM 

WIDS 

Access Point  

Distributed Denial of Service 

Dynamic Host Configuration Protocol 

Domain Name System 

Denial of Service 

Intrusion Detection System 

Internet Protocol 

Intrusion Prevention System 

Man-In-The-Middle 

Wireless intrusion detection system 

 

 



7 

Table of contents 

 
1 Introduction ................................................................................................................. 11 

1.1 Problem statement ................................................................................................ 12 

1.2 Research questions ............................................................................................... 12 

1.3 Research goal ........................................................................................................ 13 

2 Theoretical Background .............................................................................................. 14 

2.1 Common Wireless LAN vulnerabilities ............................................................... 14 

2.1.1 Accessibility attacks: ..................................................................................... 15 

2.1.2 Confidentiality attacks: .................................................................................. 15 

2.1.3 Integrity attacks: ............................................................................................ 16 

2.2 Methods for identifying vulnerabilities ................................................................ 17 

2.3 Penetration testing tools and techniques ............................................................... 19 

3 Methodology ................................................................................................................ 22 

3.1 Vulnerability scanning .......................................................................................... 22 

3.2 Penetration testing ................................................................................................ 23 

3.2.1 DOS by de-authentication ............................................................................. 23 

3.2.2 Evil Twin AP with phishing .......................................................................... 25 

3.2.3 DHCP starvation attack ................................................................................. 26 

3.2.4 DHCP spoofing attack ................................................................................... 28 

4 Experimental setup ...................................................................................................... 31 

4.1 Wireless adapter setup .......................................................................................... 31 

4.2 Performing vulnerability assessment .................................................................... 32 

4.2.1 Nessus ............................................................................................................ 33 

4.2.2 Nmap with vuln ............................................................................................. 38 

4.2.3 Nmap with vulners ........................................................................................ 41 

4.2.4 OpenVAS ...................................................................................................... 43 

4.3 Conducting penetration testing ............................................................................. 48 

4.3.1 DOS by de-authentication ............................................................................. 48 

4.3.2 DHCP starvation attack ................................................................................. 51 



8 

4.3.3 DHCP spoofing attack ................................................................................... 55 

4.3.4 Evil Twin with phishing ................................................................................ 58 

5 Result and analysis ...................................................................................................... 62 

6 Conclusions and recommendations ............................................................................. 66 

7 References ................................................................................................................... 67 

Appendix 1 – Non-exclusive licence for reproduction and publication of a graduation 

thesis ............................................................................................................................... 70 

 



9 

List of figures 

Figure 1. Initial scenario for DOS .................................................................................. 24 

Figure 2. End scenario of DOS. ...................................................................................... 24 

Figure 3. Initial scenario for Evil Twin. ......................................................................... 25 

Figure 4. End scenario for Evil Twin. ............................................................................ 26 

Figure 5. Initial scenario for DHCP starvation. .............................................................. 27 

Figure 6. End scenario for DHCP starvation. ................................................................. 28 

Figure 7. Initial scenario for DHCP spoofing................................................................. 29 

Figure 8. Example: Client looking for a DHCP server. ................................................. 29 

Figure 9. End scenario for DHCP spoofing. ................................................................... 30 

Figure 10. Initial IP configurations for experiments ...................................................... 33 

Figure 11. Nessus overview. .......................................................................................... 34 

Figure 12. Nessus Ethernet Card tag. ............................................................................. 34 

Figure 13. DHCP Server Detection vulnerability. .......................................................... 35 

Figure 14. TLS Version 1.0 Detection. .......................................................................... 35 

Figure 15. TLS Version 1.1 Detection. .......................................................................... 36 

Figure 16. SMB Signing is not required. ........................................................................ 36 

Figure 17. SSL Self-Signed Certificate. ......................................................................... 37 

Figure 18. SSL certificates cannot be trusted. ................................................................ 37 

Figure 19. SSL Medium Strenght Cipher Suites Supported (SWEET32). ..................... 38 

Figure 20. Results of DHCP scan with vuln. .................................................................. 39 

Figure 21. Results of default gateway scan with vuln. ................................................... 39 

Figure 22. Results of first DNS host scan with vuln. ..................................................... 40 

Figure 23. Results of second DNS host scan with vuln. ................................................ 41 

Figure 24. Results of DHCP scan with vulners. ............................................................. 42 

Figure 25. Results of default gateway scan with vulners. .............................................. 42 

Figure 26. Results of first DNS host scan with vulners. ................................................ 43 

Figure 27. Results of second DNS host scan with vulners. ............................................ 43 

Figure 28. OpenVAS target configuration. .................................................................... 44 

Figure 29. OpenVAS scan configuration. ...................................................................... 45 



10 

Figure 30. OpenVAS Tasks dashboard. ......................................................................... 45 

Figure 31. OpenVAS report............................................................................................ 46 

Figure 32. OpenVAS first DNS host scan results. ......................................................... 46 

Figure 33.  OpenVAS second DNS host scan results. .................................................... 46 

Figure 34. OpenVAS subnet vulnerabilities. .................................................................. 46 

Figure 35. OpenVAS DCE/RPC vulnerability. .............................................................. 47 

Figure 36. TLSv1.0 and v1.1 flaws. ............................................................................... 47 

Figure 37. TLS vulnerability impact. ............................................................................. 48 

Figure 38. DOS experiment: Host configuration. .......................................................... 49 

Figure 39. DOS experiment: Available networks. ......................................................... 49 

Figure 40. DOS experiment: De-authentication ............................................................. 50 

Figure 41. DOS experiment: Host configuration after the attack. .................................. 50 

Figure 42. DOS experiment: Script for multiple channels. ............................................ 51 

Figure 43. DHCP starvation: Yersinia GUI.................................................................... 52 

Figure 44. DHCP starvation: Choosing interface. .......................................................... 52 

Figure 45. DHCP starvation: attack selection. ............................................................... 53 

Figure 46. DHCP starvation: Wireshark output. ............................................................ 53 

Figure 47. DHCP starvation: renewed IP configurations. .............................................. 54 

Figure 48. DHCP starvation: mobile IP address............................................................. 54 

Figure 49. DHCP starvation: post-attack configuration. ................................................ 55 

Figure 50. DHCP spoofing: Ettercap configuration. ...................................................... 56 

Figure 51. DHCP spoofing: IP of fake DHCP server. .................................................... 56 

Figure 52. DHCP spoofing: Mobile connecting to fake DHCP. .................................... 57 

Figure 53. DHCP spoofing: Connected mobile configuration. ...................................... 57 

Figure 54. DHCP spoofing: Mobile DNS hosts. ............................................................ 57 

Figure 55. DHCP spoofing: Wireshark capture. ............................................................ 58 

Figure 56. Evil Twin: Wifiphisher launched. ................................................................. 59 

Figure 57. Evil Twin: Action needed. ............................................................................ 59 

Figure 58. Evil Twin: Facebook login. ........................................................................... 59 

Figure 59. Evil Twin: Post request. ................................................................................ 60 

Figure 60. Evil Twin: TalTech login. ............................................................................. 60 

Figure 61. Evil Twin: TalTech credentials. .................................................................... 61 



11 

1 Introduction 

Nowadays a lot of businesses are using wireless networks for their business-critical 

actions, and it is easy to see why. Some of the benefits that wireless networks offer are 

ease of installation, flexibility, mobility, remote management, reduced installation cost, 

and increased efficiency for businesses that allow for remote operations, where constant 

access to the network ensures the employees can share updates and files in real time. [1] 

 

Wireless networks force organizations to think completely differently about how they 

secure their networks and devices to prevent different kinds of attacks and the misuse of 

exposed assets. While wireless networks offer great potential for exploitation, to make 

the most out of security planning, enterprises must focus on threats that are of the highest 

potential risk. [2] 

 

Unlike traditional wired network communication in which signals travel in a shielded 

copper wire pair or optical cable, wireless RF signals traverse the open air. This makes 

these signals completely exposed to anybody within the range and subject to changes the 

factors that can degrade performance and make management an administrative nightmare. 

[2] 

 

This work focuses on outlining the potential threats to an enterprise by describing the 

attacks and ways that hackers use these attacks to exploit vulnerabilities in open wireless 

local area networks. IT College wireless network will be taken as an example enterprise 

network and experimented on, to see if the network is susceptible to common attacks or 

not. The aim is to discover what kind of attacks may take benefit of the open wireless 

LAN and to recommend possible security solutions. 
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1.1 Problem statement 

In today’s highly digitalized world, Wi-Fi has become an essential part of our daily lives. 

Having fast, stable, and convenient internet access is not only important for individual 

households but also for businesses and enterprises. However, unlike the traditional copper 

or fibre cable networks, Wi-Fi signals are not protected and can be exposed to anybody 

within the range. This may cause the network to be easily misused and exploited by 

cybercriminals for carrying out malicious activities. The rise of these open Wi-Fi 

networks raises many concerns about the integrity, confidentiality, and availability of 

using such networks. 

Open Wi-Fi attracts hackers for the same reason that it is desirable for consumers, namely, 

that it requires no authentication to establish a connection to the internet. One of the 

bigger threats to Wi-Fi security is the ability for a malicious actor to act as a connection 

between the user and the endpoint, this allows the hacker to intercept and save important 

information the user may be exposing. [3]. This, as well as rogue access points, denial-

of-service attacks, and man-in-the-middle attacks, allow cybercriminals to put regular 

users at risk of getting their credentials stolen, their connection interrupted, or getting 

infected by malware. [4] 

In 2021, the total worth of the worldwide wireless infrastructure market was assessed at 

152.3 billion USD, and it is anticipated to escalate to 386.5 billion USD by 2031 [5]. In 

addition to that, in 2022, the worldwide enterprise WLAN market grew by 24,5% 

compared to 2021 [6]. From this data, we can see that securing and keeping these 

networks safe is crucial. 

Understanding what kinds of attacks can be performed and how to defend them is 

important for a business to continue its work undisturbed. Knowing how attackers find 

vulnerabilities and what kind of attack methods they use, are a keyway to defending the 

targeted enterprises. 

1.2 Research questions 

How can open Wi-Fi be misused for malicious activities? 



13 

The thesis brings out how cyber criminals find vulnerabilities and exploit them to illegally 

attack open wireless networks. The thesis goes over the common methods and tools for 

identifying vulnerabilities, the ways the vulnerabilities can be exploited, and what kind 

of attacks hackers perform to interrupt the workflow of a network. 

What are the potential vulnerabilities in the IT College wireless network, and how 

could they be exploited if discovered? 

The author will use some of the more widespread ways that hackers try to find 

vulnerabilities in wireless networks, to see if any weak points can be found. The author 

aims to demonstrate how using conventional penetration testing tools a perpetrator can 

exploit vulnerabilities. In the experiment part of the thesis, the author tries to see, if some 

of the common attack methods mentioned will work on the IT College WLAN. 

What kind of impact could attacks or vulnerabilities have on the IT College wireless 

network, and what security measures can be implemented to minimize or mitigate 

that impact? 

The answer to this question will help us understand if an attack method was successful, 

or a vulnerability was found, what kind of impact such an attack or vulnerability may 

cause. After the experiment, the author will go over the results and recommend possible 

solutions to the found problems. 

1.3 Research goal 

The main goal is to identify potential vulnerabilities in the IT College wireless network 

and to conduct penetration testing based on found vulnerabilities or common attack 

methods. The author will display how a potential malicious actor could approach 

attacking an open network taking the IT College wireless network as a case study, as well 

as underlining the importance of vulnerability assessment and penetration testing. If any 

vulnerabilities are found and testing proves to be successful, the author will explain the 

process of finding the vulnerability as well as propose possible security solutions to the 

found problems.
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2 Theoretical Background 

This chapter serves as a literature review or the background section of the thesis. It 

provides an in-depth overview of the various aspects relevant to the study. In this chapter, 

we explore the common vulnerabilities that are associated with wireless local area 

networks (WLANs), methods for identifying these vulnerabilities, and the penetration 

testing tools and techniques that can be used to detect and exploit these weaknesses. 

Section 2.1 of this chapter talks about the most common types of vulnerabilities that are 

associated with WLANs.  

In section 2.2, the author examines different methods professionals and attackers use to 

identify vulnerabilities in wireless LANs. 

Section 2.3 explores the various penetration testing tools and techniques. This section 

describes the commonly used tools and their purposes. 

Overall, this chapter is meant to provide a foundation for the upcoming chapters and 

experiments. The subsequent chapters will build on the insights gained in the literature 

review to conduct the experiment and propose effective security solutions to minimize 

risks. 

2.1 Common Wireless LAN vulnerabilities 

This chapter there will be covered a variety of different attacks that can be used on a 

wireless network. The attacks are also categorized by reconnaissance, integrity, 

confidentiality, and accessibility, but some attacks may fall under multiple categories 

depending on the context of the attack. The attacks will be described in a brief way on 

how they operate and what sort of damage they cause. 
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2.1.1 Accessibility attacks: 

DHCP starvation attack –an attack which has the purpose of depleting all the IP addresses 

that are at disposal by specifically targeting DHCP servers. This is achieved by sending 

forged DHCP requests crafted by the attacker. [7]  

De-authentication attack – an attack that disrupts the connections between users and Wi-

Fi access points. When reconnecting, the users might be forced to reconnect to the 

attacker's network instead. This kind of attack is possible even with network security keys 

such as WPA2. For example, the perpetrator can capture the 4-way handshake of 

WPA/WPA2 and use aireplay (found in Aircrack-ng) to de-authenticate wireless users. 

DoS attacks – there is a wide variety of attacks that focus on denying the availability of 

service, but we will mention two of which affect wireless networks: DoS by interference 

and DDoS. Wi-Fi interference is a common issue among wireless networks, where the 

attackers may use devices on the same channels as the original access points and thus 

affect the strength and availability of the signal [8]. DDoS is a kind of attack that is 

performed by using multiple devices to send requests to the target’s IP address, potentially 

causing the network or server to become overwhelmed, resulting in a denial of service to 

normal traffic [9]. 

Rogue access point – A network's unauthorized access point (AP) can be established by 

either a malicious attacker or even an uninformed employee. The presence of such devices 

make the rest of the network more vulnerable to DoS attacks, packet captures, ARP 

poisoning, and many more. [10] Access points can be categorized into soft and hard 

access points. Soft access points would be for example a smartphone sharing out internet 

access. The hard access point would be a hardware device purchased from a vendor, for 

example, a wireless router. [11] 

2.1.2 Confidentiality attacks: 

Packet sniffing – using a specific piece of hardware or software allows the user to examine 

any packet. This allows hackers to attempt packet injection, and man-in-the-middle 

attacks as well as compromise any data that was not encrypted before it was sent. [12] 

WEP cracking – WEP is the oldest and one of the weakest available encryption protocols. 

It was one of the first solutions to wireless security and was quickly found flawed and 
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vulnerable. [11]. Due to poor cryptographic design with no defined method for key 

distribution, it left many problems to be solved. The protocol is also susceptible to known 

plaintext attacks and DoS attacks by associate and disassociate messages. [11] 

 

WPA/WPA2 cracking – Cracking WPA passwords usually relies on the set network 

passwords to be using a weak passphrase. Such passphrases can be easily brute-forced or 

found using wordlists. [11] 

 

2.1.3 Integrity attacks: 

Evil twin – This attack takes place when a rogue access point is configured in a way that 

is identical to a legitimate access point and placed nearby. If the evil twin is in closer 

proximity, the user might automatically or manually connect to it. This allows for the 

attack to intercept traffic that transits the AP and even modify or redirect it. The evil twin 

is an attack that is usually used in conjunction with other attacks. [11] 

DHCP spoofing attack – an attack that involves a rogue DHCP server operated by the 

attacker, which intercepts DHCP communication initiated by the user. This type of attack 

can occur when the rogue DHCP server is in closer proximity to the DHCP client and 

responds more quickly than the legitimate DHCP server. The attacker can exploit this 

situation to carry out a man-in-the-middle attack by designating themself as the default 

gateway or the DNS server in the DHCP replies. If successful, this attack would enable 

the attacker to intercept IP communication. [13] 

MAC address flooding – an attack in which an attacker floods the network switches with 

fake MAC addresses. Once the MAC table reaches its storage limit, the switch will start 

replacing old addresses with new ones. When this happens, the switch will begin 

broadcasting all packets to every switchport, effectively functioning as a network hub. 

The attacker can then capture all the traffic as well as send malicious data packets to the 

user’s computer. [14] 

Replay attack – When eavesdropping on network communication, the attacker can 

intercept it and fraudulently delay it or resend it to a misdirected receiver. This kind of 

attack may make the receiver send important information to the attacker. Without 
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proper mitigation techniques in place, the attacker can bypass encryption because the 

attacker does not need to see the contents of the message. [15] 

Reconnaissance attacks: 

Wardriving – This attack revolves around using a wireless-enabled device with special 

software installed onto it to detect or scan for wireless networks that come within range 

of the device. The resulting mapping of these networks can be used to target a specific 

network or sometimes even shared online. [11] 

2.2 Methods for identifying vulnerabilities 

This section will cover different ways in which security professionals and hackers find 

vulnerabilities in WLAN. There will be mentioned how different tools, methods, and 

information sources can be used to find vulnerabilities. 

Reconnaissance, or recon, is usually the first step in conducting penetration testing or an 

attack against a target. It is usually conducted before the actual testing or attack. The 

findings of reconnaissance may give hints as to where more information is needed or 

whether a vulnerability is ready to be exploited. Reconnaissance can be divided into 

active and passive reconnaissance. [16] 

Active reconnaissance is faster and more precise, but on the other hand also riskier as it 

raises more suspicion about the system that is targeted. This could lead to the attacker 

being detected by the target administrators or security team. Conducting active 

reconnaissance typically involves the attacker establishing a connection to the target 

system, which can be done through a variety of techniques ranging from fingerprinting to 

social engineering. Usually conducted after passive recon, as it often requires the 

information obtained from passive recon. [17]. Ping probes, port scanning, or traceroute 

are some practical examples of active reconnaissance. Some of the more used tools for 

such information gathering are Nmap, Nessus, Metasploit or Burp suite, BeEF (Browser 

Exploitation Framework), and Cobalt Strike. [18] 

Passive reconnaissance does not involve any malicious, direct interaction with the target. 

The attacker does not leave any information logged about himself. For example, a Google 

search for the target’s email addresses will not leave a trail. This kind of recon can also 
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be divided into direct and indirect categories. Direct passive recon involves interacting 

with the target, for example browsing the various webpages of the target, while indirect 

has no interaction with the target. [16]. 

The goal of passive and active recon is to identify if there is an exploitable target, and the 

goal of vulnerability assessment is to find the security flaws that are most likely to support 

the attack’s objective. Many vendors release vulnerability information about their 

hardware and applications when they release patches and upgrades. If an exploit for such 

a vulnerability is widely known, vendors will warn the customers about this. [16] 

Many online sources collect, analyze and share information about vulnerabilities, here are 

a few: 

• CVE – short for Common Vulnerabilities and Exposures, is a list of publicly 

disclosed security flaws. CVEs help IT professionals coordinate their efforts to 

prioritize and address vulnerabilities to make systems more secure. While CVE 

only contains brief entries about the vulnerabilities, more information can be 

found in other databases such as NVD and CERT/CC. [19] 

• NVD – U.S. government repository of standards that utilizes the Security Content 

Automation Protocol (SCAP) to represent vulnerability management data. The 

data contained within these standards enables automation of vulnerability 

management, security measurement, and compliance activities. The National 

Vulnerability Database (NVD) includes databases of security-related software 

flaws, misconfigurations, product names, impact metrics, and references to 

security checklists. [20] 

• 0day.today – database of exploits and vulnerabilities. The database focuses on 

releasing quick 0-day vulnerabilities and exploits with allowing private 

submissions. Some of the website’s content is only accessible via cryptocurrency 

payments. 

Certain professionals or hackers may choose to utilize network vulnerability scanners. 

Network vulnerability scanning is a method of identifying vulnerabilities in network 

systems, devices, and services. These vulnerabilities may stem from misconfigurations, 

open ports, or outdated software running on the network. [21]. An example of such a tool 
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is OpenVAS, it is an open-source vulnerability assessment scanner and a vulnerability 

management tool that is often utilized by attackers to scan a wide range of networks. The 

tool includes over 80,000 vulnerabilities in its database. Although widely used, it has its 

drawbacks in terms of lacking some features and speed compared to other commercial 

tools such as Nessus, Nexpose, and Qualys. [16]. The mentioned tools will be discussed 

longer in the next chapter.  

2.3 Penetration testing tools and techniques 

In this section, the commonly used tools and techniques for penetration testing will be 

introduced and discussed. 

Aircrack-ng – a suite of tools used to assess the Wi-Fi network security level. It mainly 

focuses on the following aspects of Wi-Fi security – monitoring, attacking, testing, and 

cracking. Aircrack-ng can be used to capture packets, perform different kinds of attacks 

such as but not limited to replay attacks and de-authentication, check hardware 

capabilities and crack Wi-Fi passwords. All tools present in the suite are command line 

which allows for writing scripts. Currently, the tool is primarily designed to operate on 

Linux but can also function on other operating systems including Windows, macOS, 

FreeBSD, OpenBSD, NetBSD, Solaris, and even eComStation 2. [22] 

Wireshark – a tool used for network protocol analysis that allows users to capture and 

browse the traffic on a network in real-time. Currently, Wireshark is one of the most 

widely-used tools for network protocol analysis. It can operate on a variety of operating 

systems, such as Windows, macOS, Linux, and UNIX. Wireshark is available for free as 

an open-source software tool, and it is released under the GNU General Public License 

version 2. [23] 

Metasploit Framework – a powerful tool that lets the user probe systemic vulnerabilities 

on networks and servers. In 2020 Metasploit already included over 1600 exploits 

organized over 25 platforms. The framework carries nearly 500 payloads which include 

but are not limited to – command shell payloads, dynamic payloads that allow testers to 

generate unique payloads, meterpreter payloads, and static payloads. Metasploit provides 

modules such as exploits, payloads, auxiliary functions like supplementary tools and 

commands, encoders, listeners, shellcode, post-exploitation code, and nops (an 
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instruction to keep the payload from crashing). Metasploit is available through open-

source installers from the Rapid7 website. [24] 

Nmap – or “Network Mapper” is a free and open-source utility that primarily on network 

discovery and security auditing. Nmap uses raw IP packets to identify what hosts are 

present on the network, what services are being run by those hosts, what operating 

systems they are running,  and what type of packet filters or firewalls are in use, among 

many other characteristics. Nmap works on all major computer operating systems. Nmap 

can be used as a classic command line executable, but there is also the Nmap suite. The 

software suite includes various tools such as an advanced graphical user interface (GUI) 

and results viewer called Zenmap, a data transfer, redirection, and a debugging tool 

known as Ncat, a utility used for comparing scan results called Ndiff, and a packet 

generation and response analysis tool called Nping. [25] 

Kismet – a wireless network and device detector which can also be used as a sniffer, 

wardriving tool, and a wireless intrusion detection framework (WIDS). Kismet is 

compatible with various types of hardware, including Wi-Fi interfaces, Bluetooth 

interfaces, and certain software-defined radio hardware such as RTLSDR, as well as other 

specialized capture hardware. [26] 

macof – the macof tool is primarily used for the MAC address flooding attack. Once 

executed, the command will begin sending multiple MAC addresses to overwhelm the 

switch, leading to the switch entering a failure mode. When the switch is in such a state 

it does not know the correct addresses where to send the information and starts sending 

information everywhere. [27] 

Fern Wi-Fi Cracker – a wireless security auditing and attack software. The software can 

crack and recover WEP/WPA/WPS keys as well as run other kinds of network-based 

attacks on either wireless or ethernet-based networks. [28] 

Nessus – is one of the most used commercial vulnerability scanning and assessment tools 

in the security community [16]. Nessus has been developed for 20 years and continues to 

expand its list of over 75,000 CVEs and 183,000 plus Plugins. Nessus is used by many 

organizations worldwide and is built with ease of use in mind. [29] 
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BeEF – short for Browser Exploitation Framework, is a tool used for penetration testing 

that is specifically designed to target web browsers. By utilizing client-side attack vectors, 

BeEF enables a tester to evaluate the security level of a given environment. BeEF focuses 

on assessing the exploitability of the web browser vector exclusively. The tool will 

"hook" one or multiple web browsers and utilize them as a base to execute specific 

command modules targeted at a specific system within the browser's context. [30] 

OpenVAS – a vulnerability scanner with many features such as unauthenticated and 

authenticated testing, and various high- and low-level protocols. Currently, the OpenVAS 

tool is open-source and free to use. [31]. Because of its wide customization and 

integration, it is a popular tool among many companies. 

Ettercap – a comprehensive suit built for man-in-the-middle attacks. Some of the main 

features are sniffing live connections, content filtering on the fly, and a wide array of 

attacks. [32] 

Yersinia - a framework used for executing layer 2 attacks. The framework is designed to 

exploit vulnerabilities present in various network protocols. Spanning Tree Protocol, 

DHCP, and HSRP - are some of the protocol attacks that Yersinia can perform but are not 

limited to. [33]  
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3 Methodology 

This chapter presents the research methods used to investigate wireless LAN security 

vulnerabilities and to conduct vulnerability scans and penetration tests, based on the 

previous chapters' background information. 

The author will explain what kind of attacks and tooling he is planning to use to test the 

IT College WLAN for common vulnerabilities, and what kind of results he is looking for 

or excepting to find. 

3.1 Vulnerability scanning 

For network exploration, the author uses Nmap to identify open ports and detect potential 

vulnerabilities in the network. During the scanning process, open ports can indicate the 

presence of services or applications that could be targeted by attackers. Based on the 

running services, attackers can try and use existing tools to exploit such services. There 

is also the possibility that the host or the service is running a patch that contains a known 

vulnerability described in a database such as CVE. 

After the open ports have been identified, the author will use the free version of Nessus 

to conduct a more detailed vulnerability assessment. Nessus is a powerful vulnerability 

scanner that can detect a wide range of vulnerabilities in a network. It has a database of 

thousands of known vulnerabilities and can identify potential security flaws based on 

network services and configurations. 

Nessus can be used to perform both authenticated and unauthenticated vulnerability 

scans. Authenticated scans require access to the system being scanned and can provide 

more detailed information about potential vulnerabilities, such as outdated software 

versions or weak passwords. Unauthenticated scans can be performed from outside the 

network and can provide a broader view of potential vulnerabilities. 

Lastly, the author also uses the OpenVAS tool. It is a similar tool to Nessus, but OpenVAS 

is a free-to-use and open-source tool. Often being a competitor and comparison point for 

Nessus should yield an interesting comparison. 
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In the upcoming chapter of 4. Experimental setup, the author will describe in detail the 

steps he took to conduct the vulnerability scans with these tools and the results he found. 

3.2 Penetration testing 

To conduct penetration tests, the author performs a DOS attack by sending constant de-

authentication packets, creates an Evil Twin AP to perform packet sniffing, furthermore, 

also performs a DHCP starvation and spoofing attack. In the following sub-sections, the 

author explains what sort of attacks are going to be performed in the experimental part 

and gives a general overview of the attack, but a more detailed walkthrough of commands 

will be listed in the experiment itself. 

3.2.1 DOS by de-authentication 

The focus of this experiment is to see if IT College has a way to prevent an attacker to 

spam de-authentication packets to constantly disconnect the users from legitimate Wi-Fi. 

This attack can render the wireless access point useless and with the combination of other 

methods such as Evil Twin can cause Man-in-the-Middle attacks to occur. The author’s 

plan is to use a Kali Linux machine with the Aircrack-ng suite installed to perform this 

experiment. 

To conduct experiments on a WLAN, we will need a Wi-Fi card that allows us to join  

the wireless network. For the experiment, the author is planning on using his laptop with 

the TL-WN722N USB wireless adapter, more on it is mentioned in the next chapter. 

Using Aircrack-ng’s airmon-ng we set up the card to be in monitor mode, which allows 

us to scan the nearby networks and start performing attacks. After the Wi-Fi access point 

is found and the BSSID is recognized, the attack can begin. 
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The author is planning on using aireplay found in Aircrack-ng to flood the network with 

de-authentication packets. This should in return disconnect the Wi-Fi devices and make 

them unable to reconnect. The author will use a secondary Wi-Fi device such as another 

laptop or a smartphone to check the disconnection and reconnection process (Figure 2). 

Figure 1. Initial scenario for DOS 

 

Figure 2. End scenario of DOS. 
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3.2.2 Evil Twin AP with phishing 

Evil Twin AP is a malicious access point that appears to be a legitimate Wi-Fi network 

usually mimicking an existing network. Such access points enable MITM attacks, 

credential harvesting, malware distribution, phishing, and much more. In this experiment, 

the author will create an Evil Twin of the IT College network.  

Using a Kali Linux VM and Wifiphisher, the author can create a twin of the real access 

point. The created fake access point will ask the user to login into a captive portal to 

access Wi-Fi, however, the captive portal is just an attempt to phish out credentials.  

 

 

Firstly, the author will first use Wifiphisher to scan the network, pick the appropriate 

network to mimic and then deploy the phishing website. Once the malicious AP is ready, 

the tool will de-authenticate users from the IT College network. Doing so results in the 

users trying to reconnect to the network automatically, but in the case of Evil Twin being 

closer or having a stronger signal, they instead connect to the fake access point. 

This results in users being prompted to log into a fake login portal. If the user follows 

through and falls for the phishing, Wifiphisher will log the submitted credentials. These 

Figure 3. Initial scenario for Evil Twin. 
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login portals can be highly customizable with many popular ones, such as Facebook login,  

being provided by the community. 

 

 

3.2.3 DHCP starvation attack 

As mentioned in Chapter 2.1, the DHCP starvation attack aims to use up all the provided 

IP addresses which results in a DOS or a MITM attack if the attacker decides to set up 

his own rogue DHCP server. The author plans on using a tool called Yersinia from his 

laptop on a Kali Linux installed virtual machine. The aim is to try to use up all the 

addresses and then try to connect a new host to see if it can find a DHCP server as well 

as get an IP address in the network.  

Figure 4. End scenario for Evil Twin. 
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The author will mimic a scenario where USER-1 is already connected to IT College 

WLAN and USER-2 has not yet made a connection (Figure 5). The attacker will then 

launch a DHCP starvation attack using Yersinia. We can also see the progression of the 

DHCP starvation attack using tools such as Wireshark to see the network traffic of the 

sent DHCP Discover packets. 

In the event an attack is successful, USER-2 will be unable to receive an IP address and 

thus is not able to use the wireless network. 

Figure 5. Initial scenario for DHCP starvation. 
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3.2.4 DHCP spoofing attack 

In this experiment, we try to intercept a DHCP request and answer it on our own before 

the legitimate DHCP server can provide an answer. Doing so allows us to control the IP 

addresses that are assigned to connecting machines as well as let all the traffic run through 

our DHCP server. This attack makes it easy to conduct other attacks such as MITM, where 

we can sniff the traffic or redirect to phishing websites based on our provided DNS. 

The setup for this experiment is having 2 machines, one acting as the fake DHCP and the 

other as the connecting client (Figure 7). 

Figure 6. End scenario for DHCP starvation. 
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The attacking laptop will use Ettercap to conduct the DHCP spoofing attack and use 

Wireshark to sniff the network upon successful spoofing. 

When the user will try to connect to the wireless network, it will ask for an IP address 

from the DHCP server (Figure 8), this attack aims to answer the user faster than the 

official DHCP server. In some cases, this will not be successful, because the official 

answer may be faster. 

 

Figure 7. Initial scenario for DHCP spoofing. 

Figure 8. Example: Client looking for a DHCP server. 
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If the attack is successful, the attacker’s DHCP server will now provide addresses to the 

USER as well as all the traffic USER generates will flow through the attacker’s host. 

Using Wireshark, the attacker can see the traffic that the USER is generating. 

 

 

Figure 9. End scenario for DHCP spoofing. 
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4 Experimental setup 

This chapter goes over how the actual experiments were conducted and what kind of 

results were obtained. The author first goes over what kind of wireless network card was 

used as well as the explanation of the experimental setup that was built. Following that, 

the author presents the 4 tools that were used to perform the vulnerability scanning and 

assessment of the IT-College wireless network. Finally, the steps to perform the attacks 

are explained.  

4.1 Wireless adapter setup 

Since the author is planning to use Kali Linux virtual machine for most of the 

experiments, there is a need for a wireless adapter. After some research, the author came 

to the conclusion of using a TP-Link TL-WN722N USB wireless adapter due to its 

relative popularity among Kali Linux virtual machine usage and its supply in the local 

area. One of the drawbacks of this network card is its ability to only see 2.4 GHz channels, 

so all the experiments will be conducted on the 2.4 GHz channels. 

However, the issue with TL-WN722N is that at the moment of writing this thesis, there 

are 4 available versions of the same USB. The problem arises from the fact that version 

1 has a different chipset compared to versions 2-4, version 1 USB supports monitoring 

mode and packet injection easily on Kali Linux while other versions do not. The 

workaround is to install different drivers for the other versions of the USB. This chapter 

goes over briefly how this was achieved by following a GitHub guide [34], which is listed 

under the sources. The steps are following: 

Firstly, the Kali Linux package index must be updated and upgraded with a reboot 

following up after it. 

sudo apt update && sudo apt upgrade 

sudo reboot 

 

Then the suitable Kali Linux headers must be installed as well as the package bc. 
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sudo apt install linux-headers-$(uname -r) 

sudo apt install bc 

 

After that,  the old module for the adapter  are removed and blacklisted.As a part of these 

processes, we will also clone a git repository with the new drivers. The repository is a 

fork from the aircrack-ng’s repository about drivers for RTL8188eus. The author had to 

use the forked repository instead of the aircrack-ng’s one due to the prior being 

incompatible with the Kali Linux kernels of version 6.1.x. 

sudo rmmod r8188eu.ko 

git clone https://github.com/gglluukk/rtl8188eus 

cd rtl8188eus 

sudo -i 

echo "blacklist r8188eu" > "/etc/modprobe.d/realtek.conf" 

exit 

reboot 

 

After the reboot, we have to build and install the drivers. We will use the command 

modprobe to manually load the module into the kernel. 

cd rtl8188eus 

make 

sudo make install 

sudo modprobe 8188eu 

reboot 

 

If the previous steps were followed correctly the USB adapter should be able to enter 

monitor mode and perform packet injection. To verify this we can use the following 

commands: 

sudo ifconfig wlan0 down 

sudo airmon-ng check kill 

sudo iwconfig wlan0 mode monitor 

sudo ifconfig wlan0 up 

sudo iwconfig 

 

The adapter should now be set to Mode: Monitor in the terminal. 

4.2 Performing vulnerability assessment 

This section discusses how vulnerability scanning was performed and presents the details 

of the entire process. 

https://github.com/gglluukk/rtl8188eus
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Before starting the vulnerability scanning tools, we first need to know the network address 

or IP address of the host we want to scan. After connecting to the open “itcollege” Wi-Fi 

network, from the Windows ipconfig /all command we can see the results: 

The IP address of the default gateway is 10.59.1.1 and the subnet mask is 255.255.0.0. 

From this, we can calculate the network address of 10.59.0.0/16. 

4.2.1 Nessus 

The free version of Nessus, called Nessus Essential, was used for this experiment. The 

free version restricts some of the functionalities of Nessus as well as only allowing to 

scan of 16 IP addresses but for demonstration purposes author deemed it to be enough. 

Nessus was chosen as one of the tools because of its good reputation as a proprietary tool 

as well as it having an easy to navigate graphical user interface (GUI).  

For this scan, the author chose the Basic Network Scan functionality in Nessus. To start 

a scan the author must specify the targets that are going to be scanned in Nessus, in this 

case, the network of 10.59.0.0/16. 

The rest of the process involves waiting until Nessus finishes discovering the available 

hosts on the network for scanning and identifying if any vulnerabilities are found. After 

about an hour, Nessus discovered 16 hosts, and the license was used up. In those 16 hosts, 

noteworthy ones were IP addresses 10.59.1.3 (DHCP) and 10.59.1.1 (Default gateway) 

(Figure 11). 

 

Figure 10. Initial IP configurations for experiments 
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Under each host there can be seen what kind of information Nessus managed to seek out, 

for example in the gateway host it is shown what kind of Ethernet card manufacturer is 

in use and the MAC address (Figure 12). If there are open ports with no vulnerabilities 

detected, Nessus will mention them under the INFO tag as well. 

 

One of the hosts had different levels of vulnerabilities detected by Nessus, more 

specifically the DHCP host. 

For the category “Low” Nessus classified DHCP Server Detection (Figure 13). 

Figure 11. Nessus overview. 

Figure 12. Nessus Ethernet Card tag. 
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Because it is an intended DHCP server, we can ignore this detection. 

Next up, Nessus found some issues with TLS configured on the host – it detected the use 

of TLS version 1.0 (Figure 14) and version 1.1 (Figure 15). 

 

Figure 13. DHCP Server Detection vulnerability. 

Figure 14. TLS Version 1.0 Detection. 
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These are older versions of TLS with many browsers and other applications not 

supporting it due to a lack of proper cryptographic functions or design flaws. 

Nessus also found that there is no signing required on the remote SMB server (Figure 16). 

This may lead to an unauthenticated remote attacker performing MITM attacks. 

 

In the SSL tab, it was brought out that the SSL certificate was a self-signed one (Figures 

17 and 18), while this does not impose an immediate threat this may lead to problems 

verifying the certificate. 

Figure 15. TLS Version 1.1 Detection. 

Figure 16. SMB Signing is not required. 
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For the highest severity vulnerability at “High” Nessus listed - SSL Medium Strength 

Cipher Suites Supported (SWEET32) (Figure 19). Service on port 3389 supports the use 

of medium strength encryption, Nessus regards medium strength for encryption that uses 

keys of length 64-bits to less than 112-bits, or else that uses the 3DES encryption suite. 

Figure 17. SSL Self-Signed Certificate. 

Figure 18. SSL certificates cannot be trusted. 
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4.2.2 Nmap with vuln 

As the second tool, the author chose to use Nmap with vuln. Vuln is a command in Nmap 

which is used to scan for vulnerabilities using the Nmap Scripting Engine (NSE). The 

Nmap vuln command runs scripts that are designed to detect specific vulnerabilities on 

target hosts. The author chose this tool as it is easily accessible, a staple tool for security 

professionals, and even comes pre-installed with Kali Linux. 

While the network at hand (10.59.0.0/16) is relatively big and would require a 

considerable amount of time to scan, the author decided to narrow it to the more critical 

hosts for the wireless network such as the DHCP server host, the default gateway, and the 

DNS hosts. 

Before explaining the process and the results, here are the explanations of the tags that 

are used in the command. 

Pn – is used to skip the pinging of the hosts because we already know they are up. 

sV – is used for version detection. 

script – is used to specify the script to be run. 

oN – is used to save the output to a file. 

Figure 19. SSL Medium Strenght Cipher Suites Supported (SWEET32). 
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All of the outputs were saved into files but will also be shown via a screenshot in the 

upcoming figures. 

The command used to scan the DHCP server host is the following: 

nmap -sV -Pn --script vuln -oN VULN_DHCP_scan.txt 10.59.1.3 

 

The vuln script did not find any issues with the DHCP server host (Figure 20). 

The command used to scan the default gateway host is the following: 

nmap -sV -Pn --script vuln -oN VULN_GW_scan.txt 10.59.1.1 

 

There were no issues found by the vuln script for the default gateway host (Figure 21). 

To scan the host of the first DNS host, the command is following: 

nmap -sV -Pn --script vuln -oN VULN_DNS1_scan.txt 193.40.0.12 

Figure 20. Results of DHCP scan with vuln. 

Figure 21. Results of default gateway scan with vuln. 
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From the results, it can seen that an SSL/HTTPS service is running on the host which 

could be vulnerable to the Sloworis DOS attack (Figure 22). Output also describes what 

sort of attack is Sloworis, in essence, it is a DOS attack that tries to keep many connections 

up and on hold with the server to use up resources. 

To scan the host of the second DNS host on the given network, the command is following: 

nmap -sV --script vuln -oN VULN_DNS2_scan.txt 193.40.56.245 

Figure 22. Results of first DNS host scan with vuln. 



41 

 

The output indicates that no vulnerabilities were found for the second DNS host (Figure 

23). 

4.2.3 Nmap with vulners 

For the third tool, the author once again opted for Nmap but this time with the script 

vulners. Compared to vuln, vulners uses a more comprehensive and up-to-date 

vulnerability database provided by the Vulners.com service. This script is usually not 

included with Nmap, but it is packaged with Kali Linux by default. 

Because Nmap is still being used, the same issue of a slower scan persists. The author 

once again chose to scan the more important hosts such as the DHCP server host, the 

default gateway, and both of the provided DNS hosts. 

To start the scripts the commands are similar to the previous subchapter about vuln, this 

time we just need to replace vuln with vulners. 

The command to scan the DHCP server host is the following: 

nmap -sV -Pn --script vulners -oN VULNERS_DHCP_scan.txt 10.59.1.3 

Figure 23. Results of second DNS host scan with vuln. 
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From the results, we can see it detected some services but faced no vulnerabilities (Figure 

24). 

For the scanning of the default gateway host, the following command was used: 

nmap -sV -Pn --script vulners -oN VULNERS_GW_scan.txt 10.59.1.1 

 

The output tells us that no issues were found (Figure 25). 

To scan the first DNS, host the following command was used: 

nmap -sV -Pn --script vuln -oN VULNERS_DNS1_scan.txt 193.40.0.12 

Figure 24. Results of DHCP scan with vulners. 

Figure 25. Results of default gateway scan with vulners. 
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From the output, we can see that no issues were found, however, one of the services was 

unrecognized (Figure 26). 

The command to scan the second DNS host was the following: 

nmap -sV --script vulners -oN VULNERS_DNS2_scan.txt 193.40.56.245 

 

Once again, vulners did not find any issues with the scanned host (Figure 27). 

4.2.4 OpenVAS 

For the fourth tool, the author used the OpenVAS vulnerability scanning and assessment 

tool. The tool was chosen due to its similarity with the proprietary tool Nessus but 

OpenVAS being free and open source. 

Figure 26. Results of first DNS host scan with vulners. 

Figure 27. Results of second DNS host scan with vulners. 
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OpenVAS does not take larger networks such as 10.59.0.0/16 for a scan target, so we are 

narrowing it down to 10.59.1.0/24. The gateway as well as the DHCP server plus many 

hosts should still be available. Alongside that, we will also scan the DNS hosts. 

An example of how a target is configured in OpenVAS can be seen in Figure 28. 

 

In OpenVAS, the user can create scans with different scanners as well as configurations. 

The author opted for the OpenVAS default scanner as well as the “Full and fast” 

configuration (Figure 29). This choice was made primarily due to it being the default 

setting but still providing a full scan of the hosts. 

Figure 28. OpenVAS target configuration. 
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Once all the tasks are created and launched, the user can see the progression of the 

scanning under the Tasks dashboard (Figure 30). 

 

Once a scan is finished, OpenVAS presents a report about found vulnerabilities provided 

with the date of the last scan (Figure 31). 

Figure 29. OpenVAS scan configuration. 

Figure 30. OpenVAS Tasks dashboard. 
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The report is divided into different tabs but the ones that interest us the most currently are 

the “Hosts”, “Results” and “CVEs”. From the results of the first and second DNS hosts, 

we can see that no vulnerabilities were found by OpenVAS (Figure 32) (Figure 33). 

 

 

Once the subnet finished scanning, OpenVAS informed the author that four possible 

vulnerabilities were found (Figure 34). 

 

OpenVAS detected that three hosts were currently vulnerable to DCE/RPC and MSRPC 

Services enumeration. While this does not pose an immediate threat, the attackers could 

use that vulnerability to gather more information about the remote hosts (Figure 35). 

Figure 31. OpenVAS report. 

Figure 32. OpenVAS first DNS host scan results. 

Figure 33.  OpenVAS second DNS host scan results. 

Figure 34. OpenVAS subnet vulnerabilities. 
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The scan also revealed that the DHCP host was running TLS versions 1.0 and 1.1 (Figure 

34). When going through the report provided by OpenVAS, we can see that there are 

known vulnerabilities that might affect those versions of TLS (Figure 36) and that could 

result in eavesdropping on the connection between the clients and the service (Figure 37). 

 

  

Figure 35. OpenVAS DCE/RPC vulnerability. 

Figure 36. TLSv1.0 and v1.1 flaws. 
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4.3 Conducting penetration testing 

In this section, the tools and commands that were used to conduct penetration testing 

experiments are presented. 

The results of these experiments will be analysed in the next chapters, mainly focusing 

on the points of what impact these attacks may have if successful as well as how to 

mitigate them. 

4.3.1 DOS by de-authentication 

To start the experiment, the host Laptop is connected to the “itcollege” Wi-Fi with 2.4 

GHz on channel 9 (Figure 38). 

Figure 37. TLS vulnerability impact. 
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To scan the available networks and their BSSIDs, the following command can be run on 

the Kali Linux virtual machine: 

sudo airodump-ng wlan0 

 

From the output in Figure 39, it can be seen that currently there are multiple access points 

all with the ESSID “itcollege”. Each access point has a different BSSID as well as is 

operating on a separate channel. The author has highlighted the line where the correct 

channel is chosen. 

Since the network which is planned to be attacked operates on channel 9, it is necessary 

to switch the wireless adapter to the same channel. This can be achieved with the 

following command: 

sudo iwconfig wlan0 channel 9 

Figure 38. DOS experiment: Host configuration. 

Figure 39. DOS experiment: Available networks. 



50 

After picking out the correct BSSID, the attack can be launched using the following 

command: 

sudo aireplay-ng -0 100000 -a D8:38:FC:0B:B3:68 wlan0 

In the command, it is specified to send 100000 de-authentication packets to the access 

point with the provided BSSID using network interface wlan0 (Figure 40). 

 

Once the attack has been running for some time, the author switched over to the laptop to 

see if anything changed on the network properties. From the results, it is seen that the host 

laptop was forced to disconnect from channel 9 and instead connected to the other 

strongest channel (Figure 41). 

 

Figure 40. DOS experiment: De-authentication 

Figure 41. DOS experiment: Host configuration after the attack. 
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While this attack failed in performing Denial of Service on a whole network, it was 

successful at attacking one channel. If the attacker had multiple network cards available, 

they would be able to disconnect users on multiple channels. 

The same attack was also tried by writing a script that would switch over to a new channel, 

send out 3 de-authentication packets to disconnect the laptop, and repeat for every access 

point (Figure 42). 

 

The results were still similar to de-authenticating only one channel, where the laptop 

would just switch over to a current working channel. 

4.3.2 DHCP starvation attack 

To start the experiment, the author launched Yersinia with the following command: 

sudo yersinia -G 

The command opens Yersinia’s graphical interface which can be seen in Figure 43. 

Figure 42. DOS experiment: Script for multiple channels. 
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Once open, the first step is to choose the correct interface from which to perform the 

attack. In this case, the author chose interface wlan0, which corresponds to the wireless 

adapter we are using (Figure 44). 

 

After the correct interface is chosen, the attack type can be selected and executed. To 

perform the DHCP starvation attack, Yersinia will start sending out DHCP Discover 

packets to the DHCP server with the goal to exhaust all IP addresses (Figure 45). Once 

the correct options have been selected the author launches the attack. 

Figure 43. DHCP starvation: Yersinia GUI 

Figure 44. DHCP starvation: Choosing interface. 
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To see the progression of our attack, the author opened Wireshark and captured traffic. 

From the output in Figure 46, there can be seen spam of DHCP Discover packets flooding 

the network. 

 

In order to see if the attack was successful, the current IP address leased was released 

from the author’s Laptop, and asked for a renewed one. At first, the laptop did not want 

to reconnect to the Wi-Fi but after some moments a connection was established. However, 

when checking the IP configurations, the author saw that the provided address was a link-

local IPv4 address (Figure 47). Upon connecting a mobile device to the network, no IP 

address was provided (Figure 48). 

Figure 45. DHCP starvation: attack selection. 

Figure 46. DHCP starvation: Wireshark output. 
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From these results, it is possible to deduce that the DHCP starvation attack was 

successful. When the author turned off Yersinia, the mobile device, and the host laptop 

were able to get a new IP address (Figure 49). 

Figure 47. DHCP starvation: renewed IP configurations. 

Figure 48. DHCP starvation: mobile IP address. 
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4.3.3 DHCP spoofing attack 

To start the experiment, the author launched Ettercap through the Kali Linux software 

tab. As a first step, the author had to select the correct interface from which the monitoring 

and attacking will be done, in our case wlan0. Once selected, Ettercap starts sniffing the 

network for possible hosts. 

Since Ettercap is a tool used for many kinds of attacks, it first must be specified that our 

intention is to perform DHCP spoofing. To start DHCP spoofing the author first needs to 

optionally provide an IP Pool for the connecting users, a netmask, as well as provide a 

DNS Server IP. For the sake of the experiment, the author left the IP pool and the netmask 

to be the same as the original “itcollege” Wi-Fi, however for the DNS server IP was 

changed to Google’s DNS (Figure 50). During a real attack, the perpetrator could change 

it to their desired (malicious) DNS server and redirect users to phishing or malware 

websites. 

Figure 49. DHCP starvation: post-attack configuration. 
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Since we are acting as a DHCP server now, we would need to know what our IP address 

currently is to see if our attack is successful. From the “ip a” command we can see that 

our current IP address is 10.59.2.23 (Figure 51). The DNS hosts are the same as in our 

previous experiments, them being 193.40.0.12 and 193.40.56.245. 

 

Now that the preparations are in place, the author tries to get his host laptop or mobile 

phone connected to the fake DHCP server. As mentioned in the methodology chapter, 

this attack may not always work, since the real DHCP server might answer faster or be 

more reliable. After a few attempts, the author’s mobile device connected to the fake 

DHCP (Figure 52). 

Figure 50. DHCP spoofing: Ettercap configuration. 

Figure 51. DHCP spoofing: IP of fake DHCP server. 
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When checking the configurations on the mobile device, it can be seen that the provided 

address as well as the “Router” matches up with our provided IP and the IP address of 

our Kali Linux virtual machine (Figure 53). 

 

We can also see from Figure 54, that the listed available DNS host is of IP address 8.8.8.8. 

 

Figure 52. DHCP spoofing: Mobile connecting to fake DHCP. 

Figure 53. DHCP spoofing: Connected mobile configuration. 

Figure 54. DHCP spoofing: Mobile DNS hosts. 
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From the provided results, we can conclude that the DHCP spoofing attack was 

successful. This attack allows a threat actor to present a malicious DNS server as well as 

act as the default gateway for the connected devices. For the final part of this experiment, 

the author launched Wireshark to see the network traffic. He then searched 

“hackernews.com” on the mobile device, this can also be seen in the traffic captured by 

Wireshark (Figure 55). 

 

4.3.4 Evil Twin with phishing 

For the Evil Twin attack, the author used a set of two network cards, one for acting as the 

evil twin and the other for performing de-authentication on the real access point. 

Before starting the experiment, the author downloaded a few extra phishing pages for the 

tool Wifiphisher. The pages are community-build phishing scenarios that mimic many 

popular website logins such as Google, Facebook, and Instagram. These scenarios are 

openly available at the Wifiphishers extra-phishing-pages GitHub repository. 

To start the attack, the author used the following command: 

sudo wifiphisher -pPD /home/kali/extra-phishing-pages 

The command kills any services that may interrupt the process, enters the appropriate 

network interfaces into monitoring mode, and start scanning available networks. Once 

the scan is done, the attack may select the network to mimic. Wifiphisher then starts up a 

DHCP server and an HTTP/HTTPS server for deploying the captive portal. After the 

required services are up, the tool will use one of the network interfaces to start de-

authenticating the real access point to force the clients to reconnect to the evil twin (Figure 

56). 

Figure 55. DHCP spoofing: Wireshark capture. 
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After some attempts, the author’s host laptop connected to the evil twin, seen in Figure 

56, under connected victims as the Windows host. The author is then prompted to open 

the browser to connect to the network (Figure 57). 

 

 

Upon opening the browser, a window asking for a Facebook login popped up (Figure 58). 

 

 

After following through with the login, the user is then informed that an error occurred, 

and the developers have been contacted. However, during that moment Wifiphisher logs 

the credentials via a POST request (Figure 59). 

Figure 56. Evil Twin: Wifiphisher launched. 

Figure 57. Evil Twin: Action needed. 

Figure 58. Evil Twin: Facebook login. 
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This could be a serious threat due to the feature of being able to make our custom phishing 

scenarios. The author created a simple TalTech-style login page (Figure 60) and tested it 

to see how the results would be saved (Figure 61). 

 

Figure 59. Evil Twin: Post request. 

Figure 60. Evil Twin: TalTech login. 
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The website consists of a simple HTML form with some added CSS for styling. The 

code can be found under sources called “Fake TalTech Login”. [35]  

Figure 61. Evil Twin: TalTech credentials. 
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5 Result and analysis 

The purpose of this study was to analyse possible security vulnerabilities in a wireless 

local area network using a variety of methods. Four different tools were experimented 

with to scan the network, as well as to perform penetration testing via DHCP starvation, 

DHCP spoofing, Evil Twin, and DoS by de-authentication attacks. The results of these 

tests provide valuable insight into the potential risks associated with IT College wireless 

LAN and the effectiveness of its current security measures. In this chapter, the author will 

outline the impact of the findings from the conducted experiments. 

First, the results of the four different scanning tools are compared. The results show that 

there are currently two hosts with potential vulnerabilities, the DHCP server with an 

address of 10.59.1.3 and the first provided DNS host with the address of 193.40.0.12. 

When it comes to the DHCP server, the found vulnerabilities concerned older versions of 

TLS, SMB Signing, Self-Signed SSL Certificate, and SWEET32 (Figure 14-19, page 35-

38). 

As the OpenVAS report stated, leaving the older TLS versions up may lead to an attacker 

exploiting the cryptographic flaws of these older versions and allowing them to eavesdrop 

on the connection (Figure 37, page 48). Furthermore, any new vulnerabilities found in 

these versions of TLS will not be patched as these are deprecated versions, meaning no 

future security updates will be available. The recommended action would be to switch 

over to using a more modern version of TLS, Nessus, and OpenVAS recommended 

versions 1.2 and up. 

When it comes to the SMB Signing vulnerability, the Nessus report stated that currently 

signing is not required on the remote SMB server (Figure 16, page 36). This may lead to 

an attacker conducting man-in-the-middle attacks against the SMB server. One of the 

solutions would be to enforce message signing in the host’s configuration. 

While using a Self-Signed SSL Certificate does not pose an immediate threat, if the 

service which uses the specified certificate is widely in use, the users could not properly 

verify its authenticity. This could be a factor in making man-in-the-middle attacks easier. 

A solution would be to generate or purchase a proper SSL certificate for the service. 
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Lastly, the SWEET32 vulnerability was categorized as high severity by Nessus. The 

report states that the service running on port 3389 supports medium-strength encryption. 

Nessus categorized medium for key lengths of 64 to 112 bits or applications which use 

the 3DES encryption suite (Figure 19, page 38). A birthday attack can be performed by a 

remote attacker against a long-duration encrypted session, such as HTTPS, to obtain 

cleartext. The DES and Triple DES ciphers have a birthday bound of about four billion 

blocks, which makes them vulnerable to this type of attack. [36]. The solution would be 

to opt for stronger ciphers for the application. 

Moving onto the vulnerability found on the DNS host, Nmap with vuln script specified 

that this host is likely vulnerable to the Slowloris DoS attack (Figure 22, page 40). The 

Slowloris DOS is an attack that tries to keep many connections up and on hold with the 

server to use up resources. NVD states that Apache HTTP servers of versions 1.x and 2.x 

allow remote attackers to cause this sort of attack due to the lack of the mod_reqtimeout 

module in the version before 2.2.15. Since only one of the scanners detected this issue, it 

would be wise to first check for these conditions and possibly update the Apache HTTP 

server to prevent this issue. 

When addressing penetration testing, some of the attacks yielded positive results. DoS by 

de-authentication proved to be successful in a way of denying clients from reconnecting 

to a certain channel. When conducting the experiment, the author saw that there were 

many different channels for the open Wi-Fi of “itcollege”, thus having a suitable backup 

in case one of the channels fails. Taking into consideration the fact that the experiment 

was only conducted on 2.4GHz channels as well, it would be difficult for a hacker to 

perform denial of service on all the given channels.  

One of the solutions is to use Wi-Fi standards that support MFP (Management Frame 

Protection), such as 802.11w. MFP provides security for unencrypted broadcast frames 

and management messages passed between wireless devices. This protects authenticated 

clients from spoofed frames and makes de-authentication attacks ineffective. [37]. The 

main drawbacks are that many network devices do not support this standard or do not 

have it enabled by default. As another solution WPA3, which uses MFP and can also be 

used in Enhanced Open mode, can be used in this scenario. 
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Some of the major concerns arise from the results of the DHCP experiments. From the 

DHCP starvation attack, we could see that the two devices the author used could not get 

proper IP configuration until the attack was shut down.  

One of the possible solutions could be enabling DHCP snooping. It is a feature available 

with network switches, which makes it possible to notice the difference in the MAC 

address present in the Ethernet header and CHADDR field of a DHCPDISCOVER 

message. Thus, this approach could mitigate the layer 2 type of attack, that the author 

performed. [38] 

A similar approach can be taken to prevent DHCP spoofing. DHCP snooping should help 

prevent both spoofing and starvation attacks. In addition to that, network administrators 

should consider filtering DHCP traffic to prevent untrusted DHCP servers from 

communicating. Lastly, a network intrusion detection and prevention system can identify 

traffic patterns that could indicate suspicious activity and resolve the problem at the 

network level. [39]. IDS/IPS can also detect the flood of de-authentication packets, which 

could also help with the DoS by de-authentication attacks. 

When it comes to the Evil Twin experiment, we could see that a fake customizable captive 

portal can be easily set up, and alongside that, we can also de-authenticate the real access 

point. While during the experiment the author did not get any users to fall victim to this 

case, this still poses a serious threat in multiple ways. Firstly, during the creation and the 

whole experiment, there was no reaction from the network. No one approached the author 

or tried to stop his evil twin, which could allow for the creation of even more malicious 

evil twins. Secondly, even though no one fell victim this time, the experiment was up for 

not that long, and even during that time at least 3 other devices connected to our network. 

Meaning, given enough time, the likely hood of at least somebody entering their 

credentials is high. 

Since this is an issue with rogue devices, the first step to the solution will always begin 

with detection. The possibility to monitor nearby devices and clients could help rule out 

authorized and unauthorized access points. The rules for monitoring can range but 

generally the more precise the better the monitoring will be. A wireless intrusion detection 

system would help the staff detect and locate the fake access point, which should then be 

removed from the network. [40]. Alongside establishing a WIPS, the previously 
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mentioned solutions to the de-authentication DOS should also help as a vital part of these 

attacks is suppressing the real access points. 

At the end of the experimental phase, the author encountered another significant issue 

with the security of the network. During all the experiments and scanning, the author was 

not approached, kicked off the network, or blocked in any other way. This is seriously 

worrying due to the reason that a real attacker could go unnoticed and perform the same 

type of integrity, availability, and confidentiality attacks. Although the thesis was done in 

coordination with the network administrator, the previous factors still raise some 

questions about the network’s overall security. Some ways of monitoring or previously 

discussed IDS/IPS solutions could help the current situation. 
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6 Conclusions and recommendations 

This thesis focused on common types of wireless vulnerabilities and the possibility of 

exploiting them. The review and analysis of existing works in this domain helped in 

identifying vulnerabilities and conducting penetration testings   

After conducting several vulnerability scans and performing penetration tests, multiple 

vulnerabilities, and security holes were discovered in the current state of the IT-College 

open Wi-Fi network. 

The possible solutions to the identified problem areas were presented in the Results 

section. The author recommends enabling DHCP-related mitigation solutions, installing 

a system that would allow for the monitoring of the devices and the network, if possible, 

enabling de-authentication attack solutions, and finally going over the solutions to the 

vulnerabilities found during the scanning processes. 

Further research could be conducted on the IT College WLAN focused on attack methods 

that were not covered in this thesis. Another possible research effort could be focused on 

investigating the effectiveness of recommended security solutions. 

The goal of this thesis was to see if any vulnerabilities could be found in the IT-College 

open Wi-Fi, what kind of impact they could have as well as how could the security be 

improved based on previous findings.  

During the scanning and penetration testing part of the thesis, the author identified 

multiple vulnerabilities as well as other kinds of attacks that worked on the network. All 

of the identified vulnerabilities and attack methods were explained as well as shown how 

they could be exploited, which helped achieve the second research question. 

Throughout the thesis author also points out how Wi-Fi can be used for malicious 

activities as well as practically applies different methods in the experiments.  

Regarding the final research question, the author explained through the experiments and 

analysis of the results, what kind of impact the vulnerabilities may have alongside 

possible security measures that could be taken to minimize or mitigate the impact.  
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