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1 Introduction: Focus and aim 
“[D]emocratic AI governance necessitates aligning the activities of standard-setting 
bodies, who influence industrial processes and products, with the societal objectives and 
the requirements of public accountability enshrined in law.” 

Transatlantic Reflection Group on Democracy and the Rule of Law in the Age of 
“Artificial Intelligence”, 2023, p. 250 

Situated at the intersection of law, technology and human rights studies, this thesis 
examines legal frameworks for protecting and promoting the fundamental rights of 
individuals and groups concerning the development and public-sector use of artificial 
intelligence (AI) systems1. The objective of this normative analysis is to determine the 
legal conditions under which the development and public-sector use of AI can be 
compatible with fundamental rights.2 It aims to contribute to the literature on regulating 
AI, particularly to human rights-based approaches to AI regulation. 

The thesis considers an AI system an advanced networked digital information and 
communications technology (ICT) and draws on the definition of AI in Article 3(1) of the 
EU Artificial Intelligence Act (AI Act) (Regulation 2024/1689): “AI system means a 
machine-based system that is designed to operate with varying levels of autonomy and 
that may exhibit adaptiveness after deployment, and that, for explicit or implicit objectives, 
infers, from the input it receives, how to generate outputs such as predictions, content, 
recommendations, or decisions that can influence physical or virtual environments.” 
Following the High-Level Expert Group on Artificial Intelligence3 (AI HLEG) (High-Level 
Expert Group on Artificial Intelligence, 2019a, p. 7), the author refers to fundamental 
rights4 as the obligations of States to respect, protect and fulfil the freedoms and 
civil-political and socio-economic rights of individuals and groups under the principles of 
democracy and the rule of law. By focusing exclusively on natural persons as 
rights-holders, fundamental rights are defined as codified under the Charter of 
Fundamental Rights of the European Union (the Charter) and moral entitlements 
(Charter, 2016; High-Level Expert Group on Artificial Intelligence, 2019a). In this thesis, 
the term natural persons refers to individuals or groups who are citizens and data 
subjects. By citizens or data subjects, the thesis refers to citizens, residents, and refugees 
in the EU or other jurisdictions in their role as end-users of AI technology. Additionally, 
the author refers to individuals or groups adversely affected by an AI system as affected 
persons. Everyone, regardless of legal status, can be an affected person. The terms 

1 This thesis uses the notions of AI, AI system and AI technology interchangeably. 
2 In this thesis, condition refers to “a requirement involved in a law, or other legally recognized 
document that changes the rights and duties of those involved” (online legal dictionary Wex, Legal 
Information Institute, Cornell Law School: https://www.law.cornell.edu/wex/condition). 
3 To inform on the implementation of the EU AI strategy, the European Commission mandated an 
expert group to create ethics guidelines for AI, including policy and investment recommendations. 
On behalf of the Commission, the AIHLEG developed the concept of Trustworthy AI and proposed 
a three-part framework (lawful, ethical, robust AI) to achieve it. The AI HLEG was comprised of 
representatives from the European industry and academia. While it established ethical and robust 
AI, the Commission, Council of the EU, and European Parliament were responsible for addressing 
lawful AI as part of the ordinary legislative procedure by drafting the AI Act. 
4 This thesis applies the terms fundamental rights (used in the European context) and human rights 
(primarily referred to on the international levels) interchangeably throughout. 

https://www.law.cornell.edu/wex/condition
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developers and providers denote individuals involved in the development or design of AI. 
The term deployers refers to users of AI systems in the public sector. These are legal 
persons or entities representing a public authority, agency, or body. Individuals who use 
or deploy AI systems under the authority of the deployer are civil servants, for example, 
public administrators, doctors, or governmental lawyers. 

Promising to contribute to economic growth and increase efficiency across various 
areas, governments aim to create conditions for innovation in big data and AI and 
increase the use of AI in the market (Marcus et al., 2019; Misuraca & van Noordt, 2020). 
Another key factor driving the development of AI is its potential for mitigating the impact 
of climate change in line with the United Nations (UN) Sustainable Development Goals 
(European Commission, 2019; Vinuesa et al., 2020). For instance, AI is considered crucial 
for improving energy efficiency by automating the measurement and monitoring of 
energy consumption in real-time (Kaack et al., 2022; Rolnick et al., 2023). 

However, as a general-purpose and dual-use socio-technical system, AI is a 
double-edged sword (Cohen, 2019; Murray, 2021; Taylor, 2023b; Yeung, 2022). Prior 
research and recent case law have shown that features of the complex phenomenon of 
AI, particularly partial autonomy and opacity, can give rise to risks and create material 
and immaterial harm to individuals and groups, ranging from bias and discrimination to 
violations of applicable data protection and privacy standards (Alston, 2019; 
Buolamwini & Gebru, 2018; Eubanks, 2018; Case 11519/20, 2023; Hoffmann-Riem, 
2021; Case C-634/21, 2023; Mantelero, 2019; Case C-09-550982, 2020; Pasquale, 2015; 
Redden et al., 2022; Wirtz et al., 2020; Yeung, 2019, 2022). Furthermore, prior research 
has revealed that the implementation of AI systems could create significant information 
and power asymmetries among developers, deployers, and citizens in society (Busuioc, 
2021; Cohen, 2019; Gasser & Almeida, 2017; High-Level Expert Group on Artificial 
Intelligence, 2019a; Taylor, 2023b; Yeung, 2022). Indeed, it has been argued that the 
information advantages and infrastructural power of the AI industry via-à-vis 
governments could reduce governments’ ability as primary duty-bearers to respect, 
protect, and fulfil the human rights of rights-holders in their jurisdictions (Cohen, 2019; 
Floridi, 2020b; Hasselbalch, 2021; Morozov & Bria, 2018; Taylor, 2021; Yeung, 2019; 
Zuboff, 2019). This, in turn, could weaken governments’ abilities to fulfil their monitoring 
obligations, enforce fundamental rights and provide effective redress for affected 
persons (Leslie et al., 2021; Mantelero, 2019; A/HRC/38/35, 2018; Wagner, 2019; Yeung, 
2019). 

Regulating AI, therefore, has recently become a key priority for governments as part 
of broader global and regional multistakeholder initiatives on AI governance5, involving 
industry and academia (Dafoe, 2018; Dignum, 2019; Ebers, 2020; European Commission, 
2018; Evas, 2024; Executive Office of the President, 2016a; Mantelero, 2022; OECD, 
2021; Rotenberg, 2024; A/78/L.49, 2024; Wendehorst, 2020). In promoting the uptake 
of the technology while addressing its risks to fundamental rights, governments aim to 
develop and deploy “human-centric and trustworthy AI” (High-Level Expert Group on 
Artificial Intelligence, 2019a; Regulation 2024/1689) or “safe, secure, and trustworthy AI 
systems” (Executive Order No. 13,960, 2020; Executive Order No. 14,110, 2023). This twin 
objective follows the tradition of regulating emerging technologies (Brownsword, 2019). 

5 AI governance is here understood as a “field [which] studies how humanity can best navigate the 
transition to advanced AI systems, focusing on the political, economic, military, governance, and 
ethical dimensions” (Dafoe, 2018, p. 5). 
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Initially, governments reviewed the adequacy of extant legal frameworks and developed 
non-binding ethics guidelines, recommendations, declarations, and codes of conduct for 
AI (Ad Hoc Committee on Artificial Intelligence (CAHAI), 2020; Black & Murray, 2019; 
Brownsword, 2019; Executive Office of the President, 2016a, 2016b; High-Level Expert 
Group on Artificial Intelligence, 2019a; Hoffmann-Riem, 2021; IV).6 In this review 
process, policymakers and legislators aim to strike a balance between a precautionary 
approach related to safeguarding fundamental rights and a permissive approach related 
to minimising regulatory burdens not to forestall the economic and societal potential the 
introduction of AI is projected with (Brownsword, 2019; Brownsword & Goodwin, 2012; 
Crootof & Ard, 2021; Larsson, 2020). In the European jurisdictions, the world’s first 
regulatory instrument for AI is emerging: the EU AI Act (Regulation 2024/1689). 
The risk-based approach of the AI Act follows the tradition of regulating emerging 
technologies and is grounded in EU product safety legislation (Evas, 2024; Martini et al., 
2024; Regulation 2024/1689; Wendehorst, 2020). 

To examine and determine legal conditions for protecting and promoting the 
fundamental rights of individuals and groups concerning the development and 
public-sector use of AI systems, this thesis primarily focuses on the AI HLEG fundamental 
rights-based approach and its three-part framework of lawful, ethical, and robust AI 
for Trustworthy AI under the EU AI strategy (European Commission, 2018; High-Level 
Expert Group on Artificial Intelligence, 2019a, pp. 6-8). The framework has influenced 
the global AI regulatory debate, particularly the AI strategies of democracies worldwide, 
as reflected in the OECD AI Principles and the White House AI Principles (Fjeld et al., 
2020; Thiebes et al., 2021). The author conceives the realisation of Trustworthy AI as 
adequate protection and promotion of the fundamental rights of individuals and  
groups concerning the development and public-sector use of AI. The thesis particularly 
focuses on the lawful AI dimension of the framework. For this purpose, several EU 
regulatory instruments have been analysed: First, legislation for cybersecurity, 
particularly the Cybersecurity Act, the Network Information Security (NIS) 1 Directive 
and, later, NIS 2 Directive (Directive 2016/1148; Directive 2022/2555; Regulation 
2019/881); second, the General Data Protection Regulation (GDPR), a global standard 
for data protection law (Regulation 2016/679); and third, the AI Act (including the 
Commission’s 2021 Proposal for an Artificial Intelligence Act and the amendments 
by the European Parliament and of the Council on the Proposal), which is expected to 
establish global standards for AI (COM/2021/206 final; C/2024/506; Regulation 
2024/1689). 

6 For human rights-based approaches to the regulation of AI, see in particular The AIHLEG Ethics 
Guidelines for Trustworthy AI: High-Level Expert Group on Artificial Intelligence (2019), the Council 
of Europe principles, ethical guidelines and requirements of human rights, democracy and the rule 
of law as part of the Feasibility Study on AI: Ad Hoc Committee on Artificial Intelligence (CAHAI) 
(2020), The UNESCO Recommendation on the Ethics of Artificial Intelligence (2021), The guiding 
principles of the UN Secretary-General's High-Level Advisory Body on AI: United Nations, Advisory 
Body on Artificial Intelligence (2023); for others, see G20 AI Principles: G20 (2019), the Governance 
Principles for a New Generation of Artificial Intelligence: the Government of the People’s Republic 
of China (2019), the GPAI principles: The Global Partnership on Artificial Intelligence (GPAI) (2020), 
The Blueprint for an AI Bill of Rights: The White House (2022), The Bletchley Declaration: UK 
Government (2023), G7 Hiroshima Process: G7 (2023), the (updated) OECD AI Principles: OECD 
(2024), The Seoul Declaration: The Republic of Korea & UK Government (2024). 
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This thesis assumes that the EU legal frameworks do not yet guarantee adequate 
protection and promotion of the fundamental rights of individuals and groups 
concerning the development and public-sector use of AI. In other words, the EU aims to 
create a digital single market in line with the values and principles of the Charter and the 
competencies provided under the EU Treaties (Newman, 2020; Savin, 2020; Troitiño, 
2022). However, the attempt to combine a permissive and precautionary approach to AI 
through these regulatory instruments following a risk-based approach has some 
significant limitations (Laux et al., 2024; Mantelero, 2022; Smuha et al., 2021; Taylor, 
2023a; III). As argued in Publication III, Trustworthy AI can be realised if the four ethical 
principles of the AI HLEG, respect for human autonomy, prevention of harm, fairness, and 
explicability, are translated into human rights-based legal requirements. 

In the literature on human rights-based approaches to AI, several scholars identified 
the existing human rights frameworks as a starting point for regulating AI, despite their 
limitation that they were drafted before the uptake of AI (Beduschi, 2020; Kriebitz & 
Lütge, 2020; Latonero, 2018; Leslie et al., 2021; McGregor et al., 2019; Niklas, 2020; 
Prabhakaran et al., 2022; Quintavalla & Temperman, 2023; Raso et al., 2018; Sartor, 
2020; Smuha, 2020; Yeung et al., 2020). The universal applicability and the institutional 
system that monitors and enforces human rights law when infringements occur provide 
an essential foundation for regulating AI (Leslie et al., 2021; McGregor et al., 2019; 
Yeung, 2019). In the algorithmic accountability strand of the literature, some legal 
scholars focused on assessment mechanisms beyond transparency requirements, 
elucidating how international human rights law can be applied to evaluate potential 
human rights harms in the technology’s life cycle (McGregor et al., 2019). Others 
examined how the UN human rights-based approach to development can inform the 
creation of public policies and laws on AI, particularly concerning the use of AI in welfare 
administration (Niklas, 2020). Some specifically assessed existing international human 
rights standards from a corporate responsibility perspective to evaluate how they apply 
to companies developing AI (Kriebitz & Lütge, 2020; Lane, 2023). However, these 
discourses tend to give limited attention to the role of capability approaches to 
protecting and empowering individuals and groups concerning the development and 
public-sector use of AI. Considering that AI is primarily developed by AI developers of 
tech companies pursuing commercial rather than public interests, capability approaches 
play a key role in empowering underrepresented stakeholders in AI governance, 
particularly voices from civil society and individuals from the Global South (Cohen, 2017; 
Taylor, 2023a, 2023b). 

Other strands in the literature, particularly from data justice and critical data studies, 
therefore called on for incorporating an ecosystemic approach to regulating AI based on 
the capability approaches of Nussbaum and Sen, both globally and locally (Dalton et al., 
2016; Taylor, 2017, 2023a; Taylor & Mukiri-Smith, 2021). Reassessing fundamental rights 
in the context of ICTs and big data, they argued for including the concept of group privacy 
in the regulatory discussion on AI instead of primarily focusing on protecting individual 
privacy rights (Taylor et al., 2017a; Taylor et al., 2017b). These approaches have also 
highlighted the need for incorporating more inclusive, participatory, and context-sensitive 
requirements into legal frameworks for AI (Dalton et al., 2016; Taylor, 2016, 2017; Taylor 
et al., 2017a; Taylor & Mukiri-Smith, 2021; Taylor et al., 2017b). 

Yet, while these previous discourses attempt to regulate AI indirectly from a 
socio-technical perspective, aiming to mitigate human rights harms and empower 
individuals by ensuring transparency, fairness, and accountability through procedural 
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requirements, they pay limited attention to the developers’ role and the impact of  
design and architecture on fundamental rights (Cohen, 2017). Owing to the growing role 
of AI developers in influencing public values and public infrastructures, developers 
increasingly impact the fundamental rights of individuals and groups, including their 
capabilities (Aizenberg & van den Hoven, 2020; Cohen, 2012, 2017, 2019; Friedman & 
Hendry, 2019; Umbrello, 2022; Umbrello & van de Poel, 2021; Yeung et al., 2020). 
Regulating AI has also been increasingly identified as an inherently interdisciplinary 
challenge in legal and computer science discourses (Bex, 2023; Brownsword, 2020, 
2022; Graber, 2021; Hoffmann-Riem, 2021; Hydén, 2020; Larsson, 2019; Lindgren & 
Dignum, 2023; Nyman-Metcalf & Kerikmäe, 2020; Prabhakaran et al., 2022; Rahwan, 
2018; Selbst et al., 2019). However, legal scholars have yet to respond to AI developers’ 
calls to bridge disciplines and elaborate common legal requirements for protecting and 
promoting the fundamental rights of individuals and groups concerning AI (Cohen, 2017, 
2019; Prabhakaran et al., 2022; Shahriari & Shahriari, 2017). While calls for adopting 
socio-technical perspectives on regulating AI are emerging in human rights discourses, 
they remain limited (Cohen, 2017, 2019; Lindgren & Dignum, 2023; Prabhakaran et al., 
2022; Taddeo et al., 2023; Taylor, 2023a; Yeung et al., 2020). 

Since the AI HLEG’s framework for Trustworthy AI is addressed equally to developers, 
deployers, citizens, and society at large, it laid a foundation for examining how existing 
human rights principles and standards could be translated into practically applicable legal 
requirements for AI (High-Level Expert Group on Artificial Intelligence, 2019a, pp. 6-8; 
Noorman et al., 2019; Smuha, 2019, 2020). Prior research involving legal scholars showed 
how the AI HLEG’s ethical principles relate to existing principles, standards, and 
mechanisms under international human rights law and the Charter and how they can be 
translated into new law (Chatila et al., 2021; Mantelero, 2022; Smuha, 2020; Smuha & 
Morandini, 2022; Smuha et al., 2021; Yeung et al., 2020). Yet, the few concrete human 
rights-based proposals have remained either underinclusive or overinclusive (Leslie et al., 
2021; Mantelero, 2022; Smuha et al., 2021; Yeung et al., 2020). They either focused solely 
on one specific mechanism, impact assessments (see Mantelero, 2022), or excluded 
(see Leslie et al., 2021; Smuha et al., 2021; Yeung et al., 2020) an under-researched 
component, namely participatory design approaches, involving developers, deployers 
and citizens in the development and assessment of AI systems in the public sector. 
Additionally, the existing understanding of cybersecurity is primarily grounded in 
technological solutions (V) and preventive and responsive measures to addressing 
vulnerabilities in AI systems have so far been taken in isolation (II). Only a few scholars 
have conceptualised cybersecurity from a human rights perspective (Deibert, 2018; 
Papakonstantinou, 2022; Shackelford, 2019; Taddeo, 2019; Taddeo et al., 2023; Taddeo 
et al., 2019; Von Solms & Van Niekerk, 2013), and they have not yet proposed how 
Trustworthy AI could be realised. 

To address this gap, this interdisciplinary thesis attempts to make an initial 
contribution to the growing body of knowledge on AI regulation by combining human 
rights and socio-technical perspectives. 
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Research questions and outline of the thesis 
Consequently, the overarching research question this thesis seeks to address is: 

Under what legal conditions can the fundamental rights of individuals and groups be 
protected and promoted regarding the development and public-sector use of AI systems? 

By analysing relevant EU legal frameworks, the main aim is to determine legal 
conditions necessary and sufficient for protecting and promoting the fundamental rights 
of individuals and groups concerning the development and public-sector use of AI. 
To this end, the thesis looks at the following sub-questions: 

- What policy and legal measures has the European Union implemented as part of its
AI strategy to protect and promote fundamental rights?

- To what extent can the main legal principles and mechanisms under the GDPR
address risks to the fundamental right of the protection of privacy concerning the
development and use of AI?

- In which aspects does the AI Act fall short in guaranteeing adequate protection and
promotion of fundamental rights regarding the development and public-sector use
of AI?

Two book chapters (I; II), two articles (III; V), and a contribution to a report of Estonia’s 
AI Task Force for developing legal frameworks for AI (IV) attempt to provide answers to 
the research questions. The individual publications address specific aspects of the main 
research problem. 

I and IV mapped the EU policy and early legislative actions on AI, responding to the 
first sub-question. After the Commission released the White Paper on AI in early 2020, 
it called for a review of applicable EU legal frameworks to assess if they adequately 
safeguard EU values and principles concerning AI (European Commission, 2020b). Hence, 
II examined the GDPR and pertinent cybersecurity legislation. In response to the second 
sub-question, II conducts a technical and legal analysis regarding the implementation of 
smart metering systems (SM) in residential households. The book chapter identifies 
end-user concerns in the technical literature and, thereafter, analyses these concerns 
from a legal perspective. It particularly focuses on machine learning (ML) approaches in 
SM, since their developers seldom consider privacy or cybersecurity aspects at the 
development stage of the technology. Yet, as argued in II, this can cause human rights 
harm to end-users of SM at the use stage of the technology. The findings of V informed 
the conceptualisation of cybersecurity in II. 

Article V identifies harms caused by a significant ransomware attack, WannaCry, 
and analyses its implications for emerging EU cybersecurity legislation. The analysis of 
the identified harms shows a link between data protection and privacy, cybersecurity, 
and trust in ICTs. Going beyond existing approaches to cybersecurity, which primarily 
focus on technical solutions and exclude the perspectives of the human user of ICTs, V 
suggests securing not only interconnected information systems and networks, including 
data but also the aggregate interactions among human users and information systems 
and networks in society. Applying this understanding of cybersecurity to the development 
and public-sector deployment of AI systems, II suggests complementing existing 
requirements under the GDPR by additional mechanisms, particularly fundamental rights 
impact assessments, before the implementation of SM in residential households. 

After the Commission presented the AI Act Proposal in April 2021, the author 
examined in III how the proposal translated the four ethical principles of the AI HLEG into 
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law and identified some significant gaps for realising Trustworthy AI. In response to the 
third sub-question, these gaps pertain to a lack of obligations for developers and 
deployers, and substantive and procedural rights for citizens as underrepresented 
stakeholders in AI governance. III, therefore, suggests greater citizen participation in 
shaping AI regulation. This relates to both ex-ante and ex-post regulatory mechanisms 
for AI. III particularly recommends introducing effective redress mechanisms for ensuring 
greater transparency and explicability in AI-informed individual decision-making by 
deployers. Additionally, complementary to legal requirements, the author proposes 
introducing institutional measures, such as securing adequate funding for national 
competent authorities to enable effective monitoring and enforcement of existing legal 
obligations under the GDPR and upcoming obligations under the AI Act. Moreover, 
another gap identified is the need to increase civil servants’ digital literacy skills. This is 
crucial for increasing understanding about (yet unknown) AI-specific human rights harms 
and enabling better assessment of potential harms related to the public-sector use of AI 
in the long term. 

In addressing the research questions, the author follows Cohen’s understanding of 
fundamental rights as civil liberties, capabilities, and affordances (Cohen, 2017, p. 85). 
Additionally, the thesis treats law as Law 3.0, considering law as a normative tool 
alongside technological instruments (Brownsword, 2016, 2020, 2022) and emphasising 
that developers of AI significantly influence the ordering function of the law and its legal 
effects (Cohen, 2017, 2019; Nemitz, 2021; Nemitz & Pfeffer, 2020). Arguing that 
developers can either constrain or afford the fundamental rights of individuals and 
groups, the findings in II-III show how interdisciplinary, fundamental rights-based systems 
thinking approaches can be applied to protect and promote fundamental rights concerning 
AI. Article III particularly emphasises the introduction of participatory systems thinking 
approaches, involving legislators, policymakers, developers, deployers, and citizens in 
the development of AI systems and the assessment of the use of the technology in the 
public sector. Following the value sensitive design (VSD) approach (Friedman & Hendry, 
2019, pp. 38-44), this thesis further treats natural persons as either direct or indirect 
stakeholders. Whereas the thesis refers to AI developers and deployers as direct 
stakeholders because they either directly develop or use AI technology in their daily 
work, citizens are indirect stakeholders. In comparison to AI developers and deployers, 
citizens are those individuals and groups that are still excluded from the development of 
the technology and the assessment of its use in the public sector. 

While regulating AI is increasingly viewed as a societal challenge, I-III show that 
existing legal frameworks exclude requirements enabling deployers and citizens to 
participate in the development or assessment processes of the technology. The decision 
on how to mitigate potential human rights harms remains at the developers’ discretion 
through self-conformity assessments. Furthermore, existing legal frameworks for AI treat 
AI primarily as a neutral tool or product. In this regard, the mitigation of potential human 
rights harms is addressed through legal or technical solutions only. However, as shown 
in II and III, this might undermine the fundamental rights of individuals and groups, 
including concerning their rights to respect for private and family life, the protection of 
personal data, equal treatment and non-discrimination, and citizens’ right to good 
administration. Considering the information asymmetry among developers, deployers, 
and citizens, I-V show the need for adopting interdisciplinary approaches to regulating 
AI, including context-sensitive and inclusive legal requirements that allow direct and 
indirect stakeholders to shape the technological normativity of AI before deploying AI 
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systems in different application contexts in public sectors. Therefore, as stated in I and 
III, the debate on AI regulation needs to be guided by the question of “by whom and for 
which purpose AI systems will be designed and related to that, by whom they are owned 
and deployed and in which contexts they will be applied” (I, p. 144). By conceptualising 
“AI as an autonomous digital technology embedded into societal structures and contexts, 
mediated through digital devices” (III, p. 59), the thesis argues that regulating AI requires 
revisiting existing understandings of AI and adjusting obligations and rights iteratively 
with the involvement of citizens. In turn, to mitigate potential human rights harms to 
individuals and groups and promote human rights concerning the development and 
public-sector use of AI, this thesis proposes five legal conditions and requirements to 
realise them: Fundamental rights impact assessments for robust AI, effective redress 
mechanisms, socio-technical digital literacy, monitoring and enforcement capacity of 
national supervisory authorities, fora for participatory design and the inspection process 
for Ethical AI. By examining existing legal frameworks for AI, the proposed conditions and 
specific requirements aim to promote AI regulation as a “collective responsibility” 
(Cohen, 2017; Yeung, 2019, p. 70) shared among legislators, policymakers, developers, 
deployers, and citizens. 

The author does not assign any agency or legal personality to AI systems. In line with 
the AI HLEG, only individuals or organisations developing and deploying AI systems 
should be held accountable for human rights violations (High-Level Expert Group on 
Artificial Intelligence, 2019a). The thesis focuses on regulating narrow AI systems, which 
can be rule-based or knowledge-based (Barocas et al., 2023, pp. 27-28). It does not deal 
with AI that poses only minimal risk, such as spam filters, nor does the normative analysis 
extend to AI applications for military purposes. Neither does the author focus on 
discussions about “existential risk” (Bostrom, 2014) posed by AI, which is important but 
often overshadow the debate on mitigating potential human rights harms emanating 
from existing and mundane AI use cases. To this end, the thesis examines two use cases 
involving the application of two different AI models in the public sector. 

The first case in II focuses on SM, which facilitates monitoring energy consumption in 
residential households. II particularly analyses the use of non-intrusive load monitoring 
techniques (NILM) enabled by SM. With AI models in smart grids applied for 
recommendations and predictions for more efficient use of energy, II shows a low 
awareness among developers of NILM regarding potential human rights harms to citizens. 
By mapping end-users’ privacy and cybersecurity concerns and conducting a normative 
analysis of these concerns combining technical and legal perspectives, II reveals how 
developers, deployers, and citizens can pre-emptively address potential human rights 
harms. II also examines the end-users’ concerns from a cybersecurity perspective, as the 
analysis of the ransomware attack WannaCry in V demonstrates the importance of 
understanding the harms of cyberattacks for prioritising the goals, limitations, and scope 
of legal frameworks for ICTs. The analysis of end-users’ concerns regarding cybersecurity in 
II, such as tampering with the training and input data, reveals the need to introduce legal 
requirements for cybersecurity in AI to address vulnerabilities of the technology and realise 
robust AI. Additionally, II shows that applicable legal mechanisms in the GDPR, such as data 
protection impact assessments, must be complemented by fundamental rights impact 
assessments before deploying AI in the public sector. 

The second case of this thesis pertains to the use of AI in the administration of 
welfare related to access to essential public services. The author primarily focuses on  
the judgment of the Hague District Court in the Systeem Risicoindicatie (SyRI) case  
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(Case C-09-550982, 2020). This case concerned the so-called SyRI system. SyRI was a risk 
model implemented by government authorities to determine the likelihood of individuals 
committing welfare fraud and helped inform governmental decision-making on the 
allocation of welfare benefits in the Netherlands. This was the first time a Court rendered 
the use of an advanced ICT-based system by the State incompatible with human rights 
obligations (Alston, 2019, 2020; Case C-09-550982, 2020). 

While the Court could not determine the exact functioning of the risk model due to a 
lack of information by the State, the thesis treats SyRI within the meaning of the AI Act 
(Regulation 2024/1689), namely as an AI system with varying levels of autonomy whose 
output generates either a prediction, a recommendation, or a decision. Compared to II, 
the analysis of the SyRI case illustrates that the sources for potential human rights harms 
can lie not only in the AI model but might also emanate from deployers, who purchase 
an AI system and select the purpose of its deployment. It shows that human cognitive 
biases can reinforce AI’s opacity and bias despite applicable legal frameworks, such as 
the SyRI legislation. Therefore, to address potential human rights harms, for example, 
emanating from deploying AI for administrative purposes, the analysis of the SyRI case 
shows the need to include not only legal but also institutional requirements for the 
development and public-sector use of AI. Consequently, the proposed legal conditions in 
this thesis include both legal and institutional requirements to ensure external coherence 
(Taylor, 2023a, p. 30). External coherence refers here to situations where developers or 
deployers comply with existing legal obligations, yet where these obligations are 
insufficient to adequately protect and promote fundamental rights of individuals and 
groups. This is important, considering that the AI Act primarily relies on self-conformity 
assessments by developers of stand-alone high-risk AI systems and where the prime 
expertise to monitor and comply with the obligations remains with the developers and 
owners of the technology. 

Both cases reveal the need for implementing mechanisms that enable citizens to 
participate in joint assessment and development processes in the public sector. As shown 
in II and III and further discussed in Chapter 4, these mechanisms are fundamental rights 
impact assessments, the participatory design approach of VSD, and the co-assessment 
inspection process for Ethical AI. The recommendations are, therefore, addressed 
beyond legislators and policymakers to citizens since realising Trustworthy AI requires 
the participation of citizens in the development and assessment of the technology. 

The introductory chapter of this cumulative thesis is organised as follows: Following 
this chapter, Chapter 2 outlines the methodology and explains the research strategy and 
methods. Chapter 3 provides the theoretical background of the thesis. To this end, 
Section 3.1 illustrates the potential impact of public-sector AI applications on human 
rights, focusing on the core human rights-related normative concern of discrimination, 
and data protection and privacy and cybersecurity issues. Thereafter, Section 3.2 
presents the analytical framework of the thesis. Section 3.3 describes earlier proposals 
for legal frameworks for AI, including the two emerging schools of thought in AI 
regulation. Chapter 4 presents and discusses the main contributions and limitations of 
this thesis. Based on the individual findings in I-III and in the appendix papers IV-V, 
the author determines the legal conditions necessary and sufficient for realising 
Trustworthy AI. The thesis proposes human rights-based legal conditions as part of a 
human rights-based approach to AI and provides a systematic exposition of this approach. 
In conclusion, Chapter 5 summarises the main results and provides avenues for future 
research. 
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2 Methodology 
This cumulative thesis in the interdisciplinary fields of law and technology and human 
rights studies applies qualitative research methods using both deductive (I-II; IV-V) and 
inductive methods (II-III) (Creswell, 2012; Hervey et al., 2011). To address the research 
problem, ideas have been developed from particular issues to general concepts (Creswell, 
2012). All publications are conceptual and theoretical. They rely on written sources, both 
primary and secondary, and draw on desk research, literature reviews, and documentary 
analysis to gain a comprehensive understanding of the broad phenomenon of protecting 
and promoting the fundamental rights of individuals and groups regarding the 
development and public-sector use of AI systems. For the legal analysis, both primary and 
secondary law, including EU legal acts, preparatory documents, and case law, have been 
consulted. Due to the thesis's interdisciplinary nature, the methodological approaches 
vary. 

The thesis is divided into expository (I-II; IV-V) and evaluative research (III) (Hervey 
et al., 2011). While expository research facilitates exploring how the phenomenon 
under study relates to the facts of the world and “what” legal options are available to 
address the legal uncertainties it raises, evaluative research helps to find answers to 
questions “to what extent” or “why” by critically examining the facts of the world and 
assessing the adequacy of existing laws in addressing legal uncertainties (Hervey et al., 
2011, pp. 9-10). In this regard, the thesis takes an external viewpoint on the law  
and includes critical perspectives beyond the traditional legal approach. This “law in 
action” approach considers not only the rules but also the facts, including the impact of 
power relations on drafting laws and their interpretation in different institutional 
settings (Ballin, 2020, pp. 51-52, 86 ff; Hervey et al., 2011). The research problem has 
therefore been addressed from socio-legal (I; III; V), technical and legal (II), and legal 
perspectives (IV). Table 1 provides an overview of the methodological approaches used 
in the thesis. 
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Table 1. Overview of methodological approaches (source: author) 

Publication Level of analysis Main research 
question 

Research 
strategy 

Methods 

I. AI policy
(international/EU)
+ Legal framework
(EU)

What are the 
European Union 
and the AI 
HLEG's 
objectives in the 
AI strategy to 
address ethical 
and legal 
challenges posed 
by AI?  

Socio-legal 
analysis: 
expository 

Desk 
research, 
literature 
review, 
documentary 
analysis 

II. Individual + Legal
framework (EU)

How does 
current EU 
legislation 
protect the 
prosumer’s data 
and privacy 
rights concerning 
ML-based SM?

Technical 
and legal 
analysis: 
expository 
Case: ML-
based SM 

Desk 
research, 
literature 
review, 
documentary 
analysis 

III. Concept + Legal
framework (EU)

To what extent is 
the proposed 
four-dimensional 
risk-based 
approach in the 
AI Act aligned 
with the 
Trustworthy AI 
concept? 

Socio-legal 
analysis: 
evaluative 

Desk 
research, 
literature 
review, 
documentary 
analysis 

IV. Project +
Legal framework
(EU/Country)

Mida välismaal 
on tehtud? 
[What has been 
done abroad?] 

Legal 
analysis: 
expository 

Desk 
research, 
literature 
review, 
documentary 
analysis 

V. EU +
Legal framework
(EU)

What harms do 
EU cybersecurity-
related laws seek 
to prevent? 

Socio-legal 
analysis: 
expository 
Case: 
ransomware 
attack 
WannaCry 

Desk 
research, 
literature 
review, 
documentary 
analysis 
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Research strategy and method 
The initial step involved identifying legal uncertainties and (material and immaterial) 
harms that potentially result from AI's widespread development and adoption and 
identifying gaps in existing laws to address these issues. This is a commonly applied 
approach in law and technology scholarship (Crootof & Ard, 2021). The concept of legal 
liability, established as a central problem in this field of study, informed the analysis of 
legal requirements for AI (Pałka & Brożek, 2023; Schrepel, 2023). Legal liability was 
examined from a human rights perspective to understand how to mitigate potential 
harms related to the development and public-sector use of AI (Shelton, 2015; Wagner, 
2019). This allowed for analysing the phenomenon from not only a legal but also an 
institutional perspective. 

Concerning the expository research sections of the thesis, as part of a report on legal 
frameworks for AI (IV), the author analysed various national AI policies, recent legislative 
changes in selected EU Member States' liability regimes, and the EU AI strategy. For this 
purpose, the author consulted the EU database EUR-Lex, the Publications Office of the 
European Union, the Legislative Observatory of the European Parliament, the Public 
Register of Council documents, and the Google Search database. The initial findings on 
the objectives of the EU AI strategy informed the empirical section of Publication I. 
The book chapter establishes a general understanding of AI system types and provides 
an overview of the domains where the technology is applied. The author conducted a 
literature review on regulatory approaches to ICTs using the Scopus and Google Scholar 
databases to identify research gaps in the regulatory discussion on AI. This facilitated the 
examination of theoretical frameworks for regulating ICTs that could be applied to 
conceptualise normative issues concerning AI and identified Lessig's four modalities of 
regulation, the VSD approach, and the fundamental rights-based approach of the AI HLEG 
as part of the tripartite framework of Trustworthy AI (lawful, ethical, robust AI). These 
frameworks guided the subsequent steps in the thesis. To ensure the protection of 
fundamental rights concerning AI, the findings in I showed the importance of including 
AI developers in developing legal guidelines for AI. Additionally, it confirmed that one of 
the main normative uncertainties raised by AI for the protection of fundamental rights 
concerns the rights to respect for private and family life and the protection of personal 
data, as highlighted in several EU documents, including in the AI HLEG’s ethics guidelines 
and policy and investment recommendations for Trustworthy AI (High-Level Expert 
Group on Artificial Intelligence, 2019a, 2019b). 

Publication II, therefore, looked at how extant EU secondary legislation protects the 
fundamental rights to private and family life and the protection of personal data 
concerning the development and use of AI. The book chapter was written in conjunction 
with the publication of the White Paper on AI by the Commission and the call therein to 
review the applicability of existing EU legislation about AI (European Commission, 
2020b). The analysis involved evaluating how adequately extant legal principles, rules, 
and mechanisms enshrined in EU secondary legislation, particularly in EU data protection 
and cybersecurity laws, can address end-users concerns related to the development and 
use of a ML-based technology. The study considered the importance of both technical 
and non-technical methods to establish legal frameworks for AI based on fundamental 
rights, in line with the objectives in the ethics guidelines for Trustworthy AI (High-Level 
Expert Group on Artificial Intelligence, 2019a). To achieve this, legal and technical 
methods from engineering science were combined, using an interdisciplinary systems 
thinking approach. Drawing on the technical expertise of engineers in AI and their work 
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on the use of NILM in nearly zero energy buildings at the home university, the authors 
chose to study the highly privacy-invasive technology of SM.  

The Commission made the introduction of SM in residential households mandatory as 
part of the Clean Energy for All Europeans package and the European Green Deal, seeing 
SM as crucial to climate change mitigation efforts, especially when combined with ML 
techniques. However, using the technology could severely affect human agency and 
human dignity. The publication first reviewed the technical literature to identify 
end-users’ concerns about the development and use of SM in residential households. 
By end-users, we referred to electricity prosumers treated in the thesis as citizens and 
data subjects. We categorised these concerns based on data protection and privacy and 
cybersecurity and considered them to be generalisable to other AI applications. We then 
analysed the end-users’ concerns from a legal perspective, taking a positivist, doctrinal 
approach while adopting a critical perspective on the law (Ballin, 2020; Hervey et al., 
2011). This involved identifying the legal provisions about the end-users’ concerns and 
then interpreting how adequately the relevant legal norms and mechanisms can address 
them. We used a textual and teleological approach to treaty interpretation to evaluate 
the applicability of the EU’s secondary law in this regard, considering the overarching 
principles and objectives stipulated in the primary law of the EU Treaties (Lenaerts & 
Gutiérrez-Fons, 2013). Based on the combined technical and legal analysis, we inductively 
developed a tool as part of a table that aims to enhance the protection of fundamental 
rights to private and family life and personal data by providing developers, deployers, 
and citizens guidance for either developing or using AI. 

Publication III is part of the evaluative research section of the thesis. After the 
Commission presented the proposal for an Artificial Intelligence Act in April 2021, 
the article examined how adequately the legal requirements in the proposal, including 
the four-dimensional risk-based approach, protect and promote citizens’ fundamental 
rights. Following the methods used in law and technology scholarship (Crootof & Ard, 
2021), the author identified a preferred legal approach to AI that is precautionary. This 
allowed for the reassessment of the EU legal framework for AI. The author collected 
information through desk research, a review, and a documentary analysis of AI governance 
literature in the EU using the Scopus database, EU database EUR-Lex, and Google’s site 
search function. The article looked at the four ethical principles and seven requirements 
in the AI HLEG framework for Trustworthy AI and evaluated their translation into legal 
rights and obligations in the proposal (lawful AI). This helped determine the proposal’s 
shortcomings. It showed that the proposal did not fully implement the fundamental 
rights-based approach of the AI HLEG and its principles of the prevention of harm, respect 
for human autonomy, fairness, and explicability. 

When protecting civil liberties and empowering citizens, one of the main proposed 
amendments in the article was to add substantive and procedural rights for citizens, 
including but not limited to effective redress mechanisms. Additionally, the article 
identified the need to include provisions that make access to educational programs 
in AI mandatory by law to increase digital literacy and, thus, citizen’s capabilities. 
Based on the experience with enforcing the GDPR, this would also benefit future public 
officials’ monitoring of AI use cases when implementing AI laws. Thirdly, since ex-ante 
self-conformity assessments for high-risk AI applications give developers significant 
discretion and decision-making authority regarding AI standards and values, the paper 
calls for incorporating mechanisms into legal frameworks for AI that make public 
participation in the future shaping of AI systems mandatory. This includes rights for 
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public participation in developing AI, particularly in revising high-risk AI applications and 
creating public registries of AI use cases. This would enable the implementation, 
enforcement, and monitoring of legal frameworks for AI based on fundamental rights, 
as envisioned in the human rights-based Trustworthy AI framework. III, therefore, argued 
that the Commission opted for a permissive approach, which does not adequately 
protect and promote fundamental rights. 

Publication V, listed in the appendix and part of the expository research section, 
studied a prominent ransomware attack, WannaCry, which significantly impacted the EU 
cybersecurity strategy and legislative action in this area. The discussion paper aimed to 
determine the types of harm caused and provide legal guidance on the scope and goals 
of emerging EU cybersecurity laws during the EU’s initial legislative actions on 
cybersecurity. We collected information via the EU database EUR-Lex and the Google 
Search database using Google’s site search function. This included EU legal acts, 
preparatory and other EU documents such as transcripts of speeches, and commentary 
by cybersecurity experts and policymakers in the media and selected blogs (Financial 
Times, The New York Times, The Washington Post; The AI Blog) due to the recent nature 
of the attack. The findings informed the conceptualisation of cybersecurity in II. 

Based on the individual findings in I-V, the thesis proposes human rights-based legal 
conditions for protecting and promoting the fundamental rights of individuals and groups 
concerning the development and public-sector use of AI as part of a human rights-based 
approach to regulating AI. This approach is precautionary, participatory, bottom-up and 
complementary to the risk-based approach in the AI Act. As illustrated by Figure 1, 
the conditions are derived from the AI HLEG framework for Trustworthy AI, particularly 
the four ethical principles contained in the theoretical model, and extant legal sources, 
namely the legal principles and mechanisms within the GDPR and pertinent EU 
cybersecurity legislation. Additionally, the author evaluated the AI Act, including 
amendments to the Commission’s Proposal during the ordinary legislative procedure 
before the publication of the AI Act in the Official Journal of the European Union. 
The conditions aim to respond to the normative concerns raised by AI as identified in II 
and the harms mapped in V. 

Figure 1. Illustration of the development of the human rights-based legal conditions for Trustworthy 
AI (source: author) 
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Table 2. Explanation of Figure 1 (source: author) 

Throughout the doctoral studies, the author analysed various aspects of the 
phenomenon under study. This also included regulating the development and use of AI 
for military purposes. In this regard, the author focused on how to establish meaningful 
human control over the critical functions of autonomous weapons systems. The author 
has not submitted these findings for publication but has used some of them as 
preparatory materials for co-taught courses at the home university. The feedback from 
the Ragnar Nurkse Department doctoral school seminar participants, especially the 
emphasis on sustainability in regulating ICTs, influenced Publication III and was 
integrated into its revised version. 

Description Explanation 
Normative concerns involving 
AI 

End-user concerns identified in II and harms 
identified regarding the ransomware attack 
WannaCry in V 

AI HLEG ethical principles Respect for human autonomy, the prevention of 
harm, fairness, and explicability 

Applicable law Cybersecurity Act, NIS 1/NIS 2 Directives, Electricity 
Directive, GDPR 

AI Act proposal Up until the European Parliament legislative 
resolution of 13 March 2024 

Human rights-based legal 
conditions for Trustworthy AI 

Legal and institutional requirements for 
Trustworthy AI 
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3 Theoretical background 
This chapter provides the theoretical background of the thesis. First, it examines the 
impact of public-sector AI applications on human rights, focusing on the core human 
rights-related normative concern of discrimination, and data protection and privacy and 
cybersecurity issues raised by AI. Two AI use cases further illustrate the impact: the case 
of SyRI, which refers to the use of AI in the administration of welfare, and the case of SM, 
which is related to the use of AI in the monitoring of energy consumption in residential 
households. Subsequently, the author presents the analytical framework of the thesis. 
The chapter then outlines existing legal proposals for AI regulation, including the two 
main emerging regulatory approaches to AI. 

3.1 The impact of public-sector AI applications on human rights 
The use of both rule- and learning-based AI in the public sector has increased significantly 
across Europe in recent years (Busuioc, 2021; Chiusi et al., 2020; Kaun et al., 2023; Redden 
et al., 2022; Tangi et al., 2022; Wolswinkel, 2022). AI is used in fields such as predictive 
justice, predictive policing, or the allocation of welfare benefits using risk indicators and 
impacting access to public services. Quantifiable, data-driven decision-making represents 
an emerging mode of control over and coordination in society with numerous implications 
for human agency in the relationship between the State as the duty bearer and the 
citizens as rights-holders under the rule of law (Hildebrandt, 2018; Hoffmann-Riem, 
2020, 2021; Murray, 2021; Nemitz, 2021; Nemitz & Pfeffer, 2020; Yeung, 2018). The use 
of AI in the public sector is generally expected to result in more efficient and effective 
delivery of public services (Misuraca & van Noordt, 2020). Additionally, it may reduce 
error rates and bias, save time and resources, increase transparency, and improve 
accessibility and availability of public services (Coglianese & Lehr, 2017; Wirtz et al., 2021; 
Zuiderwijk et al., 2021). However, AI can also negatively impact people’s agency and 
freedoms when they are subjected to an administrative decision, either informed or 
automated by an AI system (Alston, 2019; Jørgensen, 2023; Kaun, 2022; A/74/493, 2019; 
Wendehorst, 2020; Wieringa, 2023). In the public sector, this is crucial because the 
government usually has exclusive authority over public decision-making processes and 
must act under the rule of law while respecting, protecting, and fulfilling fundamental 
rights as ratified in international treaties and enshrined in its constitution (Greenstein, 
2022; Nyman-Metcalf & Kerikmäe, 2020). 

AI’s main functionality is its ability to replicate human intelligence, including reasoning 
and decision-making, and to assist or replace humans by (partially) automating a diverse 
range of tasks through software running on substantial amounts of personal and  
non-personal data (Russell & Norvig, 2010). In this regard, distinguishing between the 
forms of AI’s autonomy is helpful. Barocas et al. (2023) outline three forms of 
automation. The first concerns translating decision-making rules agreed upon by humans 
in policies into software (Ibid.). In this case, human decision-making is aided or 
automated by rule-based AI. The second relates to replicating informal judgments of 
humans and translating them into software (Ibid.). Thirdly, AI systems can establish new 
rules based on data for decision-making processes without relying on human-made, 
pre-existing rules (Ibid.). The latter two cases involve ML-based AI. Whereas ML-based AI 
can achieve better performance, accuracy, and effectiveness than rule-based systems, 
rule-based AI is less opaque and more transparent (Ebers, 2020; Waltl & Vogl, 2018). 
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However, all three forms can negatively impact human agency and the legal interests of 
individuals and groups (Barocas et al., 2023; Niklas, 2020). 

This thesis argues that if developed and deployed within a legal framework and 
institutional system that adequately protects and promotes fundamental rights, the 
potential of AI systems for the tasks they are designed for, such as facilitating or 
automating detection, prediction, and monitoring processes in areas ranging from 
energy to healthcare, law enforcement, employment, social welfare administration or 
the administration of justice and democratic processes, could be increased, and potential 
human rights harms to individuals and groups mitigated (Hoffmann-Riem, 2021; Nemitz, 
2018; Smuha, 2020); I-V). However, realising adequate protection and promotion of 
fundamental rights concerning the development and public-sector use of AI is a complex 
challenge. 

Delegating tasks traditionally assumed by humans to novel technologies is not new. It 
does not necessarily have to raise normative concerns that reach the fundamental rights 
realm and material scope. However, the ethical and normative implications of delegating 
tasks from humans to AI systems are unprecedented due to AI’s human-designed 
capabilities for inferential statistics, data-matching, and profiling (A/HRC/38/35, 2018). 
Furthermore, they are unparalleled because AI is opaque, may exhibit bias, operates with 
partial autonomy, and is highly intrusive while widely deployed in society by private 
and public entities (Hoffmann-Riem, 2021; Yeung, 2019). Additionally, the speed of 
decision-making, the potential for the scalability of AI and the resulting complexity of the 
“black box” technology are unexampled (Burrell, 2016; Loi & Spielkamp, 2021; Pasquale, 
2015; Yeung, 2019). Although environmental considerations have played only a minor 
role in the debate on regulating AI, considering them is at least equally important. 
As evidenced, energy-intensive computational methods and the increasing extraction of 
resources for their development are often neglected side effects of the green and digital 
transition (Santarius et al., 2023; van Wynsberghe, 2021). 

Consequently, AI raises several human rights-related normative concerns, including 
discrimination, data protection and privacy, cybersecurity, and environmental concerns 
(Yeung, 2019; I; II; V). With AI’s potential to “continually and immanently mediate and 
pre-empt our beliefs and choices” (Cohen, 2017, p. 89), AI even presents significant 
challenges to the existing idea of fundamental rights and its underlying principle of 
human dignity (Cohen, 2019; Hildebrandt, 2015; Murray, 2021; Nemitz, 2018). 

In turn, the introduction of AI has implications for the realisation and protection of all 
fundamental rights, encompassing civil and political, socio-economic, collective, absolute, 
and derogable rights, and the principles of legality, necessity, and proportionality, whether 
understood as being codified in treaties or considered as moral entitlements from an 
ethical standpoint (Cohen, 2017; High-Level Expert Group on Artificial Intelligence, 
2019a; Yeung, 2019)7. This raises questions about handling the technology, including its 

7 See also the references to the fundamental rights enshrined in the Charter that the AI Act 
(Regulation 2024/1689, recital 48) seeks to protect: The “right to human dignity, respect for private 
and family life, protection of personal data, freedom of expression and information, freedom of 
assembly and of association, the right to non-discrimination, the right to education, consumer 
protection, workers’ rights, the rights of persons with disabilities, gender equality, intellectual 
property rights, the right to an effective remedy and to a fair trial, the right of defence and the 
presumption of innocence, and the right to good administration, […] [the rights of the child] 
enshrined in Article 24 of the Charter and in the United Nations Convention on the Rights of the 
Child, further developed in the UNCRC General Comment No 25 as regards the digital environment, 
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potential misuse by malicious actors. Regulatory approaches to AI, the objective of which 
is to promote economic interests over the protection of fundamental rights, might not 
achieve their intended goals. If the goal is to attain Trustworthy AI related to the 
development and public-sector use of AI, then legislative frameworks for AI need to 
include requirements that prioritise long-term protection of human values, the 
environment, and the public interest over short-term economic interests (Nemitz, 2021; 
Taylor, 2023a; Whittaker, 2021; III). 

The impact of public-sector AI applications on human rights can become clearer when 
examining the functionalities and internal logic of AI systems. Normative concerns primarily 
arise from AI’s reliance on detecting patterns in data and correlating these data points to 
make either recommendations for human decisions or automate decision-making (Ebers, 
2020; Hildebrandt, 2018; Hoffmann-Riem, 2021; Mayer-Schönberger & Cukier, 2013). 
The main problem with this statistical reasoning is that civil servants might rely on an AI 
system’s output, a recommendation or prediction, as the sole basis for decision-making 
with legal implications for individuals and groups (Laux et al., 2024; Niklas, 2020). In this 
regard, civil servants tend to treat AI systems as neutral technology (Niklas, 2020; 
Wagner, 2019). This can lead them to unreflectively trust the output of AI or result in a 
limited likelihood for them to override an AI system, known as “automation bias” (Green, 
2022, p. 7; Laux, 2023; Niklas, 2020; Wagner, 2019). Yet, the quality of the data input 
impacts the output, as encapsulated by the wording “garbage in, garbage out” 
(Anastasopoulos & Whitford, 2019, p. 506; Kitchin, 2017). If the information and data on 
individuals and groups used for AI-informed decisions are inaccurate, it can result in 
biased decisions and discrimination (Crawford, 2013; Niklas, 2020). In turn, this can lead 
to human rights harms and potential violations of both substantive and procedural 
safeguards for individuals and groups, impacting, for example, the rights to respect for 
private and family life, the protection of personal data, non-discrimination or the right to 
good administration (Alston, 2019; Barocas et al., 2023; Niklas, 2020; A/HRC/38/35, 
2018; A/74/493, 2019). The likelihood of human rights harms can increase due to factors 
such as weak information on the functioning of the system, poor data handling, weak 
technical expertise, time constraints, poor working conditions, low motivation or strong 
hierarchies with little agency for public servants to rectify visible mistakes (Green, 2022; 
Laux, 2023; Niklas, 2020; Wagner, 2019). Understanding contextual factors concerning 
the development and public-sector deployment of AI is, therefore, crucial to mitigating 
discrimination and potential human rights harms. 

The next sub-section investigates the human rights-related issue of discrimination in 
more detail. Thereafter, the issues of data protection and privacy and cybersecurity are 
addressed. 

3.1.1 Discrimination 
Bias or discrimination is a key normative concern about AI (Barocas et al., 2023; Hacker, 
2018; Lehr & Ohm, 2017; Martínez-Ramil, 2022; Zuiderveen Borgesius, 2020); I; II). 
From a technical standpoint, discrimination can be intentional or unintentional (Barocas, 
2014). Unintentional discrimination often occurs due to statistical bias or inaccurate 
inferences from avoidable errors in the data mining process (Barocas, 2014; Barocas et al., 
2023). From a legal perspective, discrimination can be direct or indirect (Hacker, 2018; 

[…] the fundamental right to a high level of environmental protection enshrined in the Charter and 
implemented in Union policies […].” 
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Zuiderveen Borgesius, 2020). To prove indirect discrimination, the crucial factor is not 
the intention but the impact of AI-informed decision-making on the individual or group 
(Zuiderveen Borgesius, 2020). This type of unintended discrimination occurs hidden 
(Ibid.). Still, it can have the same serious outcomes, causing primarily immaterial, 
psychological harm, depending on the type of service the affected individual or group 
expected to receive (Yeung, 2022). Proving that discrimination occurred concerning AI is 
highly difficult for affected persons (Yeung, 2019; Zuiderveen Borgesius, 2020). Often, 
an individual is unaware that an AI system has directly or indirectly discriminated against 
them based on race or ethnicity or indirectly through proxy discrimination, for example, 
based on location (Martínez-Ramil, 2022; Zuiderveen Borgesius, 2020). This can occur 
because individuals do not know that AI is deployed on them. If individuals become 
aware, they have hurdles to prove causation between the model’s logic and its effects 
on them. Additionally, individuals often waive their rights when entering into contractual 
relationships or obligations by consenting to conditions that allow AI companies to, for 
example, claim trade secrecy and intellectual property rights (Yeung, 2019).8 
Furthermore, public authorities often withhold information from citizens about risk 
indicators and the algorithm’s functioning for reasons that include “gaming the system”, 
for example, in welfare allocation contexts (Case C-09-550982, 2020; Rachovitsa & 
Johann, 2022). 

The right to information not only about the data input but also about the data output 
of AI, namely how public authorities further process personal data, is, therefore, crucial 
in mitigating potential discrimination (Wachter & Mittelstadt, 2019; Wachter et al., 
2017a). Consequently, legal frameworks for AI need to include requirements that 
mandate public authorities to provide explanations to citizens about how administrative 
decisions based on risk indicators, whether recommended or solely taken by AI, have 
been made to the extent that the overall functioning of the system is preserved. 
However, these requirements, which concern increasing transparency and explicability 
in calculating risk indicators with legal effect for individuals, can only be considered 
necessary but not sufficient mitigation measures (Ananny & Crawford, 2018; Busuioc, 
2021). This is primarily but not exclusively due to the opacity of AI. 

The opaque nature of AI, also known as the “black box” problem, makes detecting and 
mitigating discrimination challenging (Pasquale, 2015). According to Burrell (2016), 
opacity can entail an intentional dimension, namely the interests of organisations and 
governments in withholding information from citizens for corporate or State secrecy 
reasons (for example, national security concerns) (Burrell, 2016). Secondly, opacity can 
arise due to technical illiteracy (Ibid.). Third, opacity can result from the features of AI’s 
complexity and, hence, the difficulty of deploying AI in a targeted way (Ibid.). In the 
second type, both the developers and deployers of the technology may not fully 
understand the inference process, the step between the input data and the output 
(Ebers, 2020; Kitchin, 2017). This lack of understanding can result in discriminating 
against specific individuals or groups and requires the introduction of measures to 

8 See also the broad exceptions to Article 22 in Article 22(2) of the GDPR (Regulation 2016/679), 
which present hurdles for citizens to address issues of discrimination and bias relying on extant 
data protection legislation: “Paragraph 1 shall not apply if the decision: is necessary for entering 
into, or performance of, a contract between the data subject and a data controller; is authorised 
by Union or Member State law to which the controller is subject and which also lays down suitable 
measures to safeguard the data subject’s rights and freedoms and legitimate interests; or is based 
on the data subject’s explicit consent.” 
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increase the socio-technical digital literacy of developers, deployers and citizens (Burrell, 
2016; Edwards, 2017-2018; Hasselbalch, 2021; Pasquale, 2015; III). 

When considering explicability and transparency requirements as mitigation measures 
against potential discrimination, opacity can impact the quality of the explanations 
provided to individuals. Hence, depending on the context in which the technology is 
deployed, beyond the requirement for public authorities to explain to individuals which 
risk indicators were most influential for the final decision-making process, it is necessary 
that deployers also provide information on the systems' limitations (High-Level Expert 
Group on Artificial Intelligence, 2019a; III). One argument is that legal requirements for 
developers to create explainable models for AI should be weighed against the economic 
benefits of achieving transparency and explicability (Buiten, 2019). While financial 
considerations are important, especially from the perspective of small and medium-sized 
enterprises developing AI systems, when AI is used in sensitive application areas in the 
public sector such as in law enforcement or welfare contexts, financial costs should not 
pose obstacles for developing more explainable AI models and achieving greater 
transparency in its deployment (Yeung, 2022). 

Moreover, while human oversight (Green, 2022; Laux, 2023), including its main 
approaches of “human-in-the-loop”, “human-on-the-loop” and “human-in-command” 
(High-Level Expert Group on Artificial Intelligence, 2019a, p. 16), is considered a key 
measure to mitigate potential human rights harms, including discriminatory outcomes, 
a requirement for establishing effective human oversight can only be treated as 
necessary but not sufficient against the backdrop of the problem of opacity. Establishing 
effective control over the development and deployment of AI in public sectors, therefore, 
requires adopting complementary mechanisms. Yet even the possibility of contesting an 
AI-informed decision presents an insufficient mitigation mechanism. As shown above, 
existing legal safeguards provided by Article 22 of the GDPR are limited regarding AI 
(Niklas, 2020). Additionally, remedies such as a right to lodge a complaint or a right to 
receive an explanation on individual decision-making from deployers would not 
address other factors such as potential structural or organisational deficiencies, 
particularly where an organisational culture of “rubber-stamping” persists (Wagner, 
2019, pp. 117-118). 

The SyRI case 

The analysis of the SyRI case exemplifies the human rights-related normative concern of 
discrimination (Case C-09-550982, 2020). For several years, the risk model SyRI was 
deployed only in disadvantaged neighbourhoods without citizens’ knowledge. Its use was 
enabled by data aggregation and matching among public authorities, including tax and 
police authorities. The risk model has been refined and modified over the years based on 
previous implementations of similar systems. Additionally, the SyRI legislation9 adopted 
by the Dutch Parliament in 2014 legitimised its deployment only until the Hague District 
Court ruled that it conflicted with Article 8(2) of the European Convention of Human 
Rights (ECHR) (Case C-09-550982, 2020). 

The SyRI case shows that correlation does not mean causation and that the knowledge 
AI-informed consequential decisions are based on might cause immaterial individual and 

9 SyRI legislation here refers to the Work and Income Implementation Organisation Structure Act 
(Wet structuur uitvoeringsorganisatie werk en inkomen) (SUWI Act) as adopted under the SUWI 
Decree: Case C-09-550982, 2020. 
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collective harm in violation of applicable human rights standards (Yeung, 2022; III). 
Additionally, it highlights the importance of adopting legal and institutional requirements 
for AI as part of a precautionary rather than a permissive approach to AI regulation 
(Alston, 2020; Case C-09-550982, 2020; Yeung, 2022). While the detection of welfare 
fraud is in line with ethical principles, the deployment of AI in only disadvantaged districts 
but not others and the way the algorithm was designed to restrict access to social 
benefits demonstrated the potential of AI for differential treatment and discrimination 
causing both material and immaterial harms to a generally vulnerable group of people as 
individual and collective rights-holders (Alston, 2019; Chiusi et al., 2020; Gantchev, 2019; 
Rachovitsa & Johann, 2022; A/74/493, 2019; van Bekkum & Borgesius, 2021). Whereas 
the State claimed to have used a rule-based system that primarily relied on decision 
trees, the Court eschewed classifying the system as an automated decision-making 
system within the scope of Article 22 of the GDPR due to a lack of information by the 
State about the exact functioning of the system (Case C-09-550982, 2020, paras. 6.47, 
6.60, 6.90). Yet, based on the SyRI legislation, the Court still determined that SyRI’s risk 
model could be based on deep learning and involve data mining to create risk profiles 
and generate risk reports on individuals receiving welfare benefits by linking governmental 
databases (Case C-09-550982, 2020, paras. 6.53, 6.63, 6.93, 6.102). 

The SyRI case reveals the need to address gaps in the law and introduce institutional 
requirements for the development and public-sector use of types of AI systems that can 
inform administrative decision-making with legal effects for the individuals affected. 
It reveals how the lack of transparency in the deployment of SyRI, the deliberate choice 
of deploying the system primarily in disadvantaged areas, and weak communication 
between affected persons and the deployers of SyRI can impact fundamental rights 
beyond the right to respect for private and family life (Case C-09-550982, 2020, paras. 
6.91-6.95). Additionally, since neither the risk indicators nor the functioning of the risk 
model was made public and existing legal remedies under the GDPR proved insufficient 
to provide information rights to affected persons related to the data output of the 
system, the case illustrates the need for effective redress mechanisms, improved 
monitoring of fundamental rights by national supervisory authorities and mechanisms 
that can increase the participation of affected persons in addressing potential 
discrimination. Even though the Court primarily relied on Article 8 of the ECHR and the 
right to respect for private and family life, home and correspondence, the ramifications 
of the deployment of SyRI show that the implementation of AI for administrative 
purposes can affect multiple civil-political and socio-economic rights at once, including 
people’s human dignity and autonomy, the right to non-discrimination, the right to an 
effective remedy, and the right to access to social security in similar future applications 
(Case C-09-550982, 2020, paras. 6.91-6.95). 

3.1.2 Data protection and privacy and cybersecurity issues 
In addition to discrimination, data protection and privacy issues have been among the 
most highlighted normative concerns about AI, following up on earlier debates on 
regulating digital technologies (Citron & Solove, 2022; Etzioni, 2007; Hoffmann-Riem, 
2021; Kriebitz & Lütge, 2020; Solove, 2024; Wachter & Mittelstadt, 2019; Wachter et al., 
2017a; Wachter et al., 2017b, 2020; Zuiderveen Borgesius, 2020). Privacy is another form 
of protection of human dignity (Kriebitz & Lütge, 2020). The scarce yet emerging case law 
on AI systems in the public sector has revealed that Courts primarily rely on the right to 
respect for private and family life to restrict overly intrusive algorithmic decision-making 
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based on the processing of personal data and require that substantive and procedural 
adjustments related to the data handling, management and communication be made 
(Case C-09-550982, 2020). Privacy concerns of citizens are also mentioned as the most 
crucial factors for governments to consider before implementing AI for public service 
delivery (Kleizen et al., 2023). They primarily originate from AI’s functionalities and 
techniques of tracing and inferring information about individual and group behaviour 
and characteristics from personal data, precisely the use of AI in privacy-sensitive areas 
such as residential households (II). 

As revealed in II, end-users’ privacy and cybersecurity concerns include the denial of 
access to services, the exhibition of user habits and lifestyle, the exhibition of illnesses 
and disabilities, the identification of home appliances, denial of personal mobility and 
discrimination. V shows that privacy and cybersecurity concerns are intricately linked and 
can impact people’s fundamental rights and trust in advanced ICTs. Therefore, legal 
frameworks for AI focusing on the dimension of cybersecurity should secure both 
interconnected information systems, including data, information systems and networks, 
and the aggregate interactions among human users, society and these information systems 
and networks (II; V, p. 21; Papakonstantinou, 2022; Von Solms & Van Niekerk, 2013). 

To perform its various functions in the public sector, AI relies on the provision of 
personal data by individuals (Busuioc, 2021). The principle of consent governs the 
protection of personal data and privacy, including data collection, between individuals 
and public or private entities (Yeung, 2019). Consent is the prime legitimate cause for 
public authorities’ processing of personal data and sharing it with third parties, including 
the principles of lawfulness and data minimisation (Yeung, 2019). Previous case law, 
however, has shown that third parties might use individuals’ personal data for purposes 
other than those initially envisaged by the individual, such as for commercial and data 
analytics practices and personalised price offers based on consumer profiles (Espinosa 
Apráez, 2022; II). Therefore, processing personal data remotely using AI without 
informed consent from the individual can threaten the fundamental rights to respect for 
private and family life, home and correspondence, and the protection of personal 
data (Kriebitz & Lütge, 2020). 

Furthermore, AI shifts information rights from the individual to the collective, 
particularly by using the technology primarily for monitoring and predictive purposes 
based on a sample of a general population rather than an individual (Taylor et al., 2017a; 
Taylor et al., 2017b; Yeung, 2019). However, inferring information from a group’s sample 
creates significant challenges for extant data protection regulations, which focus on 
protecting individual rather than collective rights (Yeung, 2019; Zuiderveen Borgesius, 
2020). 

In extreme cases, by sharing data with the State and third parties, the State can match 
databases and aggregate the data with sensitive AI applications such as remote biometric 
systems for law enforcement purposes. This has occurred in authoritarian States, 
particularly against ethnic minorities and political opponents (Case 11519/20, 2023; 
Kriebitz & Lütge, 2020; Niklas, 2020). To prevent these extreme cases of surveillance 
practices enabled by AI, Kriebitz and Lütge (2020) propose three rules: Data transfers 
from enterprises to public authorities should only be permitted if all parties provide 
consent in the context of asymmetric and dynamically changing power relations, 
consented data processing can only be applied for purposes aimed at reducing harms to 
other actors (harm principle), and the use of privacy-intrusive AI solutions should be 
weighed against the proportionality principle. 
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Consequently, AI and the data processing that enables its use can threaten the 
fundamental right to the protection of personal data in at least three aspects: First, public 
and private authorities can process data without the informed consent of the individual. 
Secondly, individuals might waive their right by consent for convenience. Thirdly, 
the inferential analytics afforded by AI enables inferring sensitive information about 
individuals and groups. However, extant data protection legislation also has limitations 
in protecting the privacy of groups as it primarily focuses on the information rights of the 
individual (Taylor et al., 2017a; Taylor et al., 2017b; Zuiderveen Borgesius, 2020). 
Additionally, as shown in the previous sub-sections, the opacity of AI complicates the 
understanding of how the fundamental rights to respect for private and family life and 
the right to the protection of personal data might have been breached (Niklas, 2020). 

The case of smart metering systems 

At the beginning of the debate on regulating AI, threats to the fundamental right to the 
protection of personal data were addressed only from a legal perspective (II). Yet, 
applying solely legal approaches to mitigate human rights harms concerning the 
development and deployment of AI has proven unsuccessful (see, for example, 
Hoffmann-Riem, 2021; Prabhakaran et al., 2022). As shown in II as part of a case study 
on ML methods for monitoring energy consumption in residential households through 
SM, this has implications for data protection legislation effectiveness and enforcement 
concerning the use of AI. From a technical perspective, developers of ML techniques are 
rarely aware of end-users’ concerns and potential threats to fundamental rights the 
development of AI can cause to individuals and groups (II). Additionally, developers are 
often unaware of their legal obligations, thereunder the responsibility to conduct a risk 
impact assessment before the implementation of AI in critical areas where sensitive data 
might be collected. Furthermore, legal guidelines for developers were lacking on how AI 
can be developed so that the deployment of AI is compatible with the fundamental rights 
to respect for private and family life, the protection of personal data, and existing 
cybersecurity obligations (II). 

Hence, II addressed these technical and legal challenges from an interdisciplinary 
perspective. The regulation of SM is a widely discussed topic in the data protection 
literature (Cuijpers & Koops, 2013; Espinosa Apráez, 2022; Huhta, 2020; Lavrijssen et al., 
2022) since its functionalities enable remote real-time reading of energy data in 
residential households, unlike conventional meters. On the one hand, SM enables 
participation in generating renewable energy, more efficient home energy management 
predictions, and personalised price offerings (II). On the other hand, SM functionalities 
allow for fine-grained profiling of citizens based on personal data and information about 
electricity consumption in their private homes. Using ML techniques, particularly NILM 
techniques, enhances this functionality, yet developers of this technique often neglect 
privacy concerns (II). To pre-emptively address potential privacy harms related to the 
implementation of SM in public and private sectors, the publication proposes a visual 
tool in the form of a table that combines both the technical and legal analysis of end-user 
concerns. Before the Commission’s Proposal for an AI Act, it aimed to guide developers 
on their legal obligations related to developing and deploying AI and inform citizens 
about their rights when breaches of applicable data protection standards occur. For the 
development of legal frameworks for AI, II suggested further research into the principles 
and requirements of the AI HLEG, mainly how the principles and requirements for 
Trustworthy AI can inform existing data protection impact assessment mechanisms. 
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More broadly, empirical evidence suggests that public authorities use digital  
solutions to monitor the electricity consumption of welfare recipients (Alston, 2019; 
A/74/493, 2019). Combined with the use of AI for administrative decision-making, 
the implementation of SM could incentivise deployers to use energy consumption data 
collected through SM in the long term. While the use of AI systems for detecting fraud 
or preventing criminal offences in general presents a legitimate public reason, the SyRI 
case shows how the deployment of the technology in residential households for these 
purposes can impact the fundamental right to respect for private and family life and the 
protection of personal data and lead to significant human rights harms to affected 
persons, particularly vulnerable groups in society (Alston, 2019; A/74/493, 2019; 
Yeung, 2022). Therefore, the combined use of SM and ML methods for administrative  
decision-making purposes poses significant challenges to the privacy rights of individuals 
and groups, and consideration of whether its combined use should be prohibited is 
important. 

3.1.3 Summary 
This section aimed to illustrate the current impact of public-sector AI applications on 
human rights and outlined existing mechanisms to address potential bias and 
discrimination, data protection and privacy, and cybersecurity issues raised by the 
development and public-sector use of AI. 

Compared to the case of SM, the analysis of the SyRI case reveals a need to introduce 
not only legal but also institutional requirements for the development and public-sector 
use of AI. These requirements need to address potential human rights harms emanating 
not only from the AI model but also from the decision-making processes of deployers. 
Otherwise, AI systems might reinforce hidden cognitive biases, impacting citizens’ trust 
towards both AI systems and deployers. This necessitates including participatory 
mechanisms that can account for power in the development and assessment of AI 
systems in the public sector. Additionally, the analysis of the SyRI case underscores the 
importance of national supervisory authorities to mitigate potential human rights harms 
by deployers and enable effective redress to affected persons. To realise Trustworthy AI, 
the capacity of national supervisory authorities in the monitoring of AI use cases and the 
enforcement of fundamental rights must be enhanced (III). 

As argued in this thesis, primarily the developers of AI systems and their infrastructure 
impact the protection and enjoyment of fundamental rights of individuals and groups 
concerning AI technology. Therefore, an important requirement to mitigate potential 
human rights harms is to involve AI developers in interdisciplinary, participatory design 
processes. As further highlighted in III, these should be based on critical, participatory 
systems thinking approaches of VSD and the inspection process for Ethical AI 
(Umbrello, 2021, 2022; Umbrello & van de Poel, 2021; Zicari et al., 2021a; Zicari et al., 
2021b). These approaches are intended to increase developers, deployers, and citizens’ 
awareness of the socio-technicity of AI, the importance of design choices in AI 
innovation, and the long-term impact of designing context-specific values in AI for 
citizens (III). In practice, this requires that direct and indirect stakeholders together 
design and assess AI systems such as ML-based SM before their deployment in public 
sectors. 



32 

3.2 Foundations of human rights protection concerning AI 
This section defines technology, law, and human rights, and outlines the analytical 
framework of the thesis. 

3.2.1 Defining technology, law, and human rights 
The conceptualisation of technology in this interdisciplinary study of law and technology 
and human rights, or “how law shapes technology and how technology shapes the law” 
(Crootof & Ard, 2021, p. 348), has been informed by a post-phenomenological approach. 
In this regard, this thesis treats AI as a technology that “co-determine[s]” human agency 
and “mediate[s] the intentional relation between humans and world” (Ihde, 2009; 
Verbeek, 2005, p. 116), or, further, “as an autonomous digital technology embedded 
into societal structures and contexts, mediated through digital devices” (III, p. 59). This 
understanding of AI highlights its socio-technicity, particularly how the design of AI and 
value choices can impact the protection and promotion of fundamental rights during the 
use of the technology. However, it also considers that an AI system has its own heuristics 
(Hoffmann, 2020), which impacts human oversight over the technology since AI can 
create (long-term) outcomes unintended by its designers (Cohen, 2017). 

Therefore, human beings can shape technology, but technology also shapes human 
beings (Ibid.). This assumption emphasises the importance of incorporating holistic, 
iterative approaches to regulating AI, based on fundamental rights, which is also essential 
for enforcing AI laws and monitoring new AI use cases in the long term. Additionally, 
it implies that an AI system is “neither good nor bad; nor is it neutral” (Kranzberg, 1986, 
p. 545). This is because equally to the law, politics and power can influence the
development and use of AI systems, requiring critical perspectives that extend beyond
the traditional legal approach (Taylor, 2023a).

Law, drafted and promulgated by lawmakers, interpreted and practised by lawyers 
and judges, and consulted by individuals and groups, is commonly defined as “legal rules, 
together with the related institutions, decisions, principles and values expressed in 
normative language that is intended to guide human behaviour” (Ballin, 2020, p. 13). 
Considering the introduction of AI systems, the growing power of digital platforms  
and systemic socio-technical configuration by AI developers, however, traditional 
understandings of law need re-evaluation. Against this background, the thesis adopts 
Brownsword’s concept of law as Law 3.0, which views law as a normative tool alongside 
technological instruments (Brownsword, 2016, 2020, 2022). Governments increasingly 
use non-traditional technology regulations alongside the law to achieve specific regulatory 
objectives, particularly for law enforcement purposes (Brownsword, 2020; Yeung, 2022). 
Therefore, advances in technology have made technology both the object and the 
subject of regulation, also referenced by Lessig under the concept of “code is law” and 
by Brownsword as technological management (Brownsword, 2020; Hydén, 2020; 
Lessig, 1999, 2006), or more prominently in the field of regulatory governance studies as 
algorithmic regulation (Ulbricht & Yeung, 2022; Yeung, 2018, 2022). This understanding 
of law aligns with Cohen’s conceptualisation of fundamental rights (Cohen, 2017), 
highlighting the need to emphasise more the role of AI developers, who influence the 
ordering function of the law and its legal effects through design by embedding their 
values into technology (Nemitz, 2021; Nemitz & Pfeffer, 2020). Legal approaches to 
the regulation of AI, including the field of law and technology in general, are still 
emerging. Understanding law as Law 3.0 requires adopting interdisciplinary, fundamental 
rights-based systems thinking approaches to the regulation of AI to realise Trustworthy 
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AI in the long term. The analytical framework of this thesis, therefore, combines legal 
perspectives, human rights theory and science and technology studies (STS), taking a 
human rights-based, socio-technical perspective on AI regulation. 

While understandings of fundamental rights vary, human rights are most commonly 
treated as ethical demands or legal claims on the State and society by individuals to 
shape and constrain power (Henkin, 1990; Rodley, 2014; Sen, 2004). In the hierarchy of 
norms, national constitutions accord human rights the most prominent position  
(Katz & Sander, 2019; Kriebitz & Lütge, 2020). The subject matter of these rights is, 
therefore, contingent on certain threshold conditions, as only those rights that are of 
“special importance” or of “social influenceability” can receive this status (Kerikmäe & 
Nyman-Metcalf, 2012; Sartor, 2020; Sen, 2004). They are considered a mechanism for 
articulating and realising varied understandings of human dignity (Donnelly, 2013) or for 
protecting individuals’ distinct types of civil liberties from State interference (Henkin, 
1990; Kerikmäe et al., 2016; Kerikmäe & Nyman-Metcalf, 2012). Others conceptualised 
fundamental rights as institutions of society and institutions of the law (Luhmann, 1965). 
As institutions of society, human rights provide continuous protection against external 
factors that can affect the autonomy of the individual and the community. The impact of 
these factors can be made explicit, for example, through technological advancements. 
As institutions of the law, fundamental rights are essential when translating novel ethical 
claims for protecting and promoting the freedom of the individual and groups into law 
(Luhmann, 1965, as cited in Graber, 2017, p. 224). In light of the unequal access to public 
goods and unequal distribution of resources, especially when comparing the Global 
North with the Global South, human rights discourses have also broadened to encompass 
issues of development and capabilities (Nussbaum, 2011; Sen, 2004). 

While often divided into the categories of first-generation rights, which create 
negative obligations on the State not to intervene in the civil and political rights of 
individuals, second-generation rights, demanding that the State create better economic, 
social and cultural conditions for individuals, and third-generation rights, pertaining to 
communal rights such as solidarity and the right to development or a healthier 
environment (Vasak, 1977), this thesis further understands fundamental rights as 
“universal, indivisible and interdependent and interrelated” (A/CONF.157/23, 1993, p. 5). 
It implies that the State, as the traditional duty bearer, has the responsibility to “respect” 
(negative obligation), “protect” (positive obligation) and “fulfil” (positive obligation) the 
human rights of rights-holders so that minorities and vulnerable groups in society enjoy 
the same rights as the majority (Noorman et al., 2019). The rationale for protecting the 
interests of minorities and vulnerable groups and empowering them becomes even more 
important in more sensitive application areas of AI systems, including in law enforcement 
contexts or the administration of welfare (Joamets & Chochia, 2021; Noorman et al., 2019). 
Furthermore, as the UN Human Rights Council affirmed that “the same rights that people 
have offline must also be protected online” (A/HRC/RES/20/8, 2012; A/HRC/38/35, 2018, 
p. 2), it is essential to examine how human rights can be ensured at both individual and
collective levels regarding the development and public-sector use of AI.

3.2.2 Human rights as civil liberties, capabilities, and affordances 
Whereas the State traditionally holds the monopoly over physical force for protecting 
individuals or groups from each other (Weber, 2010), private entities as third parties, 
particularly digital platforms as developers of AI and owners of some of the infrastructure 
it relies upon, have increasingly challenged this role (Jasanoff, 2016; Morozov & Bria, 
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2018; Yeung, 2019; Zuboff, 2019). This has varied implications for the protection and 
enjoyment of fundamental rights. Empirical evidence has shown that previous 
conceptualisations of human rights can hardly address human rights harms concerning 
ICTs alone, enabled by private entities’ development and use of AI (Yeung, 2019). 
Both civil rights and capabilities discourses predate the implementation of big data and 
digital technologies, particularly AI. In an era of ubiquitous computing with “smart digital 
technologies […] continually, immanently mediating and pre-empting our beliefs and 
choices” (Cohen, 2017, p. 89; Hildebrandt, 2015), Cohen (2017), therefore, advocated for 
extending earlier conceptualisations of fundamental rights into affordances. 

To protect fundamental rights in this context, the theoretical perspective of 
human rights as affordances highlights the importance of integrating socio-technical 
considerations into fundamental rights theory and legal practice. Other approaches, 
particularly from data justice discourses, have advanced the capability approach of Sen, 
inquiring into how opportunity freedoms and process freedoms can be understood and 
realised concerning big data and ICTs (Taylor, 2017). While these approaches advocate 
for additional information rights for individuals and groups and particularly emphasise 
education on data use and participation in political decision-making over standards on 
ICTs, they focus less on the impact of architecture and the role of developers (Cohen, 
2017; Taylor, 2017). Therefore, complementary to conceptualising fundamental rights as 
civil liberties and capabilities, the lens of fundamental rights as affordances helps to 
inquire into how the developer, mainly through the design of AI systems and its 
accompanying infrastructure, can either limit or enhance the protection and enjoyment 
of fundamental rights of individuals and groups regarding the development and 
public-sector use of AI in the first place (I-III). This is important, considering that AI has 
an inherent technological normativity that impacts human values, including the 
intellectual and physical freedom of human beings (Brownsword, 2019; Calo, 2022; 
Hydén, 2021). For instance, the development and use of SM for climate mitigation efforts 
could be fundamental rights compliant if the design of the technology and the 
infrastructure it relies on allows for the protection and enjoyment of fundamental 
rights (II). In more concrete practices concerning exercising the right to privacy, existing 
understandings of the fundamental right to privacy focus on the libertarian, 
individualistic concept of consent. However, theory and practice have shown that people 
often waive their right to the protection of personal data by consent due to a lack of 
knowledge, low transparency on how their personal data are processed, or for general 
convenience (Yeung, 2019), demonstrating that previous fundamental rights discourses 
cannot mitigate potential human rights harms posed by AI (Cohen, 2017; Taylor et al., 
2017a). Consequently, addressing individual freedoms such as privacy is a necessary 
condition but insufficient to protect and promote fundamental rights concerning AI. 

Following Cohen (2017, 2019, 2023), we need to re-evaluate the material and 
operational conditions shaped by the process of systemic socio-technical configuration 
by the developers of AI, to ensure that the implementation of AI systems by humans is 
compatible with the fundamental rights of individuals and groups. This involves 
establishing new substantive and procedural human rights standards for the 
development and public-sector use of AI to enable human beings to actively shape and 
constrain technological normativity and resulting values iteratively (III; Drechsler & 
Kostakis, 2014; Taylor, 2023a). This is important because current legal frameworks for AI 
primarily give technology owners and developers the authority to determine AI 
standards, with limited incentives for them to involve other vital domain-specific experts 
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from the public sector (such as doctors) with agency and expertise in establishing AI 
standards and monitoring AI practices under fundamental rights law (Vetter et al., 2022; 
Zicari et al., 2021a; Zicari et al., 2021b; III). 

Consequently, the human rights-based approach of this thesis rests on three pillars: 
the protection of civil liberties, particularly the right to effective redress (Henkin, 1990), 
the promotion of capabilities, focusing on the right to education on AI and access to 
lifelong learning on AI (Sen, 2004; Taylor, 2017), and the advancement of the right to 
participation concerning the development and assessment of AI systems in the public 
sector (Cohen, 2017). The third element, which rests on understanding fundamental 
rights as affordances, pertains to creating legal and institutional requirements that allow 
citizens to “co-determine” how values, principles and rules are “hardwired” into AI 
systems (Cohen, 2017, p. 87). 

Participation in these processes is a critical factor in why citizens accept the use of AI 
systems, particularly in public services (Gesk & Leyer, 2022). This is not to be confused 
with the overly optimistic views on using AI for processes of participation to create value, 
which, in the context of previous digital technologies, has been found to involve risks for 
processes of co-creation and co-production in providing public services (Lember et al., 
2019). To translate human values, principles, and rules, operationalise them via technical 
and legal design requirements and realise Trustworthy AI, this thesis proposes 
introducing participatory design approaches based on the VSD method and the 
inspection process for Ethical AI (Friedman & Hendry, 2019; Zicari et al., 2021b; III). 
This rationale aligns with previous accounts on the impact of architecture and design on 
the exercise of human agency. For instance, Lessig’s four modalities of regulation showed 
how the normative effects of a developer’s choices in designing technology could either 
constrain or reinforce an individual’s choices (Lessig, 1999; I). Additionally, the lens of 
fundamental rights as affordances is consistent with VSD theory as it equally calls for 
employing and combining legal approaches with systems thinking approaches from 
engineers and technologists to operationalise human values, human rights standards and 
principles in practice (Aizenberg & van den Hoven, 2020; Cohen, 2017; Friedman et al., 
2021; Friedman & Hendry, 2019; Umbrello, 2022; III). Protecting and empowering 
individuals and groups in the age of AI requires the introduction of legal and institutional 
requirements enabling citizens and domain-specific experts to participate in the 
development of AI systems and their assessments in the public sector by “reimagin[ing] 
the linkages between information flows and human freedom” (Cohen, 2017, p. 87; III). 

To concretise this human rights-based approach to AI, a second part of the analytical 
framework of the thesis is the four ethical principles and seven requirements in the AI 
HLEG framework for Trustworthy AI. Trustworthy AI can be understood as a new concept 
in human rights theory involving an interdisciplinary, holistic, systems thinking approach 
to AI development and use (Chatila et al., 2021; Smuha, 2020; Smuha et al., 2021). 
Specifically, it can viewed as a new concept for protecting human autonomy concerning 
the development and use of AI as a response to previous calls for creating a 
“counterweight to the pervasive surveillance and asymmetry of power which now 
confronts the individual” and the collective (De Gregorio, 2021; European Data 
Protection Supervisor, 2015, p. 12; Hasselbalch, 2021). To steer AI development and 
uptake in both public and private sectors for societal good, Trustworthy AI aims to 
address the main pitfalls of AI, namely its potential to “unjustifiably subordinate, coerce, 
deceive, manipulate, condition or herd humans” while promoting “responsible 
competitiveness” (High-Level Expert Group on Artificial Intelligence, 2019a, pp. 5, 12; I). 
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In this vein, the AI HLEG ethical principles help to concretise fundamental rights as civil 
liberties, capabilities, and affordances. Therefore, to determine the legal conditions 
necessary and sufficient for protecting and promoting the fundamental rights of 
individuals and groups concerning the development and public-sector use of AI, this 
thesis adopts an analytical framework combining fundamental rights as civil liberties, 
capabilities, and affordances with the ethical principles of the AI HLEG. Following the 
AI HLEG (2019), the analytical framework of this thesis is further grounded in applicable 
human rights law, particularly the Charter, which EU institutions and Member States are 
obliged to adhere to when implementing EU law (Charter, 2016; Kerikmäe, 2014; Schima, 
2015; Seubert & Becker, 2021). Additionally, it is rooted in Article 2 of the Treaty of the 
European Union (TEU) (EU Treaty, 2016). 

The following sub-section examines the role of the Trustworthy AI framework in the 
development of legal frameworks for AI in the context of the EU AI strategy. 

3.2.3 Trustworthy AI: The human rights-based approach of the AI HLEG 
The economic and societal promises of AI and its risks to fundamental rights stimulated 
a debate among EU policymakers on how to approach AI (European Commission, 2018, 
2020b; Floridi et al., 2018; High-Level Expert Group on Artificial Intelligence, 2019a, 
2019b); I; IV). In a global AI competition between the USA and China (Kerikmäe & 
Pärn-Lee, 2021; Smuha, 2021b), the European Council acknowledged in 2017 the 
importance of a coordinated European approach to AI aimed at establishing a 
competitive advantage in AI innovation in the EU while upholding strong data protection 
standards and safeguarding digital rights and ethical values (European Council, 2017). 
It, therefore, requested the Commission to “put forward a European approach to 
artificial intelligence” (European Council, 2017, p. 7). After the Tallinn Digital Summit 
2017, the Commission developed an AI strategy (European Commission, 2018; European 
Group on Ethics in Science and New Technologies, 2018). The AI strategy identified three 
goals, including the need to establish an ethical and legal framework for AI that aligns 
with the Union’s values and the Charter, as advised by the European Group on Ethics and 
Science in New Technologies (European Commission, 2018; European Group on Ethics in 
Science and New Technologies, 2018; IV). The EU AI strategy considers the creation of an 
“ecosystem of trust” and an “ecosystem of excellence” (European Commission, 2020b, 
p. 3). While the former is rooted in applied ethics to develop a human-centric, fundamental
rights-based approach, the latter focuses on responsible investment, innovation, and
implementation of AI (European Commission, 2020b, 2021; I). More broadly, the EU’s
approach to AI combines the development of the digital single market with protecting
and empowering people (De Gregorio, 2021; Newman, 2020; Troitiño, 2022; I). However,
this poses challenges to adequately safeguard fundamental rights and empower citizens
concerning the development and public-sector use of AI (De Gregorio, 2021; III). This is
also visible in the AI Act, which represents an innovation-inspired framework tilting
towards the creation of an ecosystem of excellence rather than an ecosystem of
trust with economic and human values remaining in tension (III; Smuha et al., 2021).
Considering that the AI HLEG’s four ethical principles and seven requirements for
Trustworthy AI are grounded in existing international human rights law standards and
the Charter, III shows that the AI Act Proposal only partially translated them into legal
requirements (Laux et al., 2024; COM/2021/206 final; Smuha et al., 2021).

To inform the implementation of the EU AI strategy, the Commission mandated a 
European expert group composed of stakeholders from industry and academia, including 
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human rights scholars, to create AI-specific ethics guidelines and policy recommendations 
(High-Level Expert Group on Artificial Intelligence, 2019a, 2019b). As part of this 
multistakeholder approach, the AI HLEG developed the concept of Trustworthy AI and 
proposed a three-part framework to achieve it (Chatila et al., 2021; Smuha, 2019; Thiebes 
et al., 2021; I). To be deemed trustworthy, AI should be: 
- lawful and in compliance with all extant laws and regulatory frameworks,
- ethical and thus safeguard and promote ethical principles and values in democratic

societies, and
- robust, ensuring both technical and social robustness, especially considering AI’s

potential for unintended harm (High-Level Expert Group on Artificial Intelligence,
2019a, p. 5).

The fundamental rights-based approach of the AI HLEG consists of four core ethical 
principles (respect for human autonomy as enshrined in Articles 1 and 6 of the Charter, 
prevention of harm as stipulated in Article 3 of the Charter, fairness as codified in Article 
21 of the Charter, and explicability as derived from Article 47 of the Charter) and seven 
interdependent ethical and technical requirements (human agency and oversight; 
technical robustness and safety; privacy and data governance; transparency; diversity, 
non-discrimination, and fairness; societal and environmental well-being; accountability), 
and is a response to the array of normative concerns raised by the development and use 
of AI systems (Chatila et al., 2021). Each component and requirement is essential, but 
they only represent necessary conditions, not sufficient ones, for achieving Trustworthy 
AI (Chatila et al., 2021; High-Level Expert Group on Artificial Intelligence, 2019a). To make 
these principles and requirements practical for developers, deployers and citizens, 
the AI HLEG developed the assessment list for Trustworthy AI (High-Level Expert Group 
on Artificial Intelligence, 2020). 

The element of trustworthiness is considered a pre-condition for the uptake of AI 
systems for societal good since previous technologies such as planes, nuclear power 
plants or, medical products and foods could not be used in society if not trusted by the 
people involved and impacted by them (European Commission, 2022; High-Level Expert 
Group on Artificial Intelligence, 2019a, p. 5; Thiebes et al., 2021). Additionally, achieving 
individual and collective trust in the actors and processes regarding the development and 
use of AI systems is essential when considering its use in the public sector, where public 
trust in government has been identified as a critical value in public administration theory 
(Hood, 1991). A high degree of trust in government has been linked to improved quality 
and acceptability of public service delivery, increased willingness for public participation, 
more active civil engagement in political affairs, lower corruption and crime rates, and 
enhanced economic development (Bjørnskov, 2018; van Ingen & Bekkers, 2015, as cited 
in Laux et al., 2024, p. 3). Therefore, as a new concept in human rights theory, realising 
Trustworthy AI requires creating conditions for trust in AI technologies and continuously 
evaluating AI’s widespread adoption in society against the four ethical principles of the 
AI HLEG (III). 

Furthermore, the need for Trustworthy AI is rooted in the complexity of AI and the 
risks and opportunities AI holds for human beings (Chatila et al., 2021; Thiebes et al., 
2021). The primary purpose of Trustworthy AI can, therefore, be understood as managing 
and reducing the complexity that arises from the introduction of the “autonomous, 
adaptive, and interactive” socio-technical system of AI into wider society (III; Luhmann, 
2014; van De Poel, 2020, p. 400). This involves establishing trust in the developers, 
deployers and public institutions monitoring the development and use of AI systems. 
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This can be achieved by establishing human rights-based legal and institutional 
requirements for the development and public-sector use of AI, combining human rights 
and socio-technical perspectives. These requirements would mandate developers to 
develop AI in line with them, deployers to use AI following them, and citizens to 
participate in their implementation and be empowered by them (I-III; High-Level Expert 
Group on Artificial Intelligence, 2019a). The realisation of Trustworthy AI requires an 
inclusive multistakeholder approach, based on interdisciplinary, participatory systems 
thinking, including design- and ethics-based approaches (I-V; Friedman & Hendry, 2019; 
Zicari et al., 2021b). Conceptualising fundamental rights as civil liberties, capabilities and 
affordances and linking these three elements with the AI HLEG framework for 
Trustworthy AI to operationalise fundamental rights regarding the development and 
deployment of AI closes the gap in existing human rights theory concerning AI regulation. 
In other words, it enables translating the AI HLEG ethical principles into new legal 
requirements specific to AI from a human rights-based perspective that is sensitive to 
socio-technical issues that AI raises. As shown in II and III, the translation of these ethical 
principles can be achieved through a combination of technical and legal methods, 
particularly based on the structured systems thinking approaches of VSD and the 
inspection process for Ethical AI (Aizenberg & van den Hoven, 2020; Cohen, 2017; 
Friedman & Hendry, 2019; van den Hoven, 2017). 

Trustworthy AI in this thesis is further understood in line with the AI HLEG as achieving 
“the trustworthiness of all processes and actors that are part of the system’s lifecycle” 
and not the AI system as such (High-Level Expert Group on Artificial Intelligence, 2019a, 
p. 38; Smuha, 2021b). In this regard, Trustworthy AI implies that only humans behind the 
corporations and the AI system and not the technology itself can be held accountable for 
violations of fundamental rights (I; IV). Therefore, regulating AI is related to the question 
of who will design AI systems, for what purpose, who owns and deploys them, and in
which contexts AI will be applied (I; III). Earlier criticisms that humans should trust the
developers and deployers of AI and its institutions only, rather than AI itself, hold general 
value (Bryson, 2018; Freiman, 2022). However, the criticism does not directly apply to
the core understanding of the concept as such and can, therefore, be rebutted (Smuha,
2021b). A more relevant criticism, as mentioned by Laux (2023) and Rieder et al. (2021),
is to place greater focus on the aspects of distrust when establishing legal and
institutional requirements for Trustworthy AI. This is relevant if one considers that
citizens could unreflectively trust and uncritically accept the widespread adoption of AI
systems despite the technology’s earlier discussed technical errors, limitations, and
potential human rights harms. Additionally, the critique that citizens may perceive trust
in AI as externally and technocratically “engineered” (Laux et al., 2024, p. 7) is crucial.
This is important to consider since realising Trustworthy AI is a long-term process
(Kleizen et al., 2023; Laux et al., 2024; III). It requires mechanisms that enable the
participation of citizens in AI regulation by “thinking in and through language and practice 
to reimagine the linkages between information flows and human freedom” (Cohen,
2017, p. 87; Laux et al., 2024). Realising Trustworthy AI in the public sector requires
thinking beyond a “checkbox mentality” (Kleizen et al., 2023, p. 11), gradually addressing 
citizens’ concerns and implementing adequate safeguards for individuals and groups
concerning AI.
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3.3 Legal options for regulating AI 
This section outlines earlier proposals for legal frameworks for AI and presents the two 
main emerging schools of thought on AI regulation: risk- and rights-based approaches. 
Furthermore, it includes the contribution this thesis seeks to make, in particular, to the 
latter. 

3.3.1 Proposals for legal frameworks 
Regulating AI is related to the initial attempts of governments to regulate the Internet 
(Black & Murray, 2019). To unlock the economic potential of the Internet, governments 
embraced a market-oriented approach, refraining from intervening in the market and 
advocating for self-regulation (Savin, 2020). This initial approach eventually led to the 
formation of monopolies of digital platforms known as GAFAM10 and has recently been 
reconsidered by the EU as part of the EU AI strategy (European Commission, 2018, 2020a, 
2020b, 2021). These digital platforms are nowadays the primary owners and developers 
or providers of AI systems representing with their enormous economic and knowledge 
power in our information society one of the two immediate norm addressees in the 
regulatory debate on AI (Floridi, 2020b; Nemitz & Pfeffer, 2020). The economic success 
of big data analytics in e-commerce settings and the promise for greater efficiency in the 
context of austerity programmes after the 2008 fiscal crisis were crucial drivers for 
governments in implementing similar solutions for regulatory purposes in the delivery of 
public services (Yeung, 2018, 2022). Therefore, public authorities as deployers of AI 
represent the second norm addressee in AI regulation. 

Achieving adequate protection and promotion of fundamental rights concerning the 
development and public-sector use of AI is a complex problem (Chatila et al., 2021; 
Smuha, 2020; Smuha et al., 2021; Yeung, 2019). Initially, international civil society 
organisations, including AI researchers, practitioners, and ethics committees, identified 
the need to take regulatory actions on AI, proposing several ethics principles to improve 
the explicability, transparency, oversight and broader accountability of AI (Fjeld et al., 
2020; Floridi et al., 2018; Russell et al., 2015). As prerequisites for the development of 
legal frameworks for AI, some of these initiatives took direct inspiration from the values 
and principles enshrined in existing international and European human rights 
frameworks, data protection legislation and the field of bioethics (European Group on 
Ethics in Science and New Technologies, 2018; Fjeld et al., 2020).11 

At the beginning of the debate on legal frameworks for AI, proposals were made to 
extend extant data protection laws and introduce a right to reasonable inferences 
(Wachter & Mittelstadt, 2019). Arguing that individuals require meaningful protection 

10 GAFAM stands for Google (Alphabet), Amazon, Facebook (now Meta), Apple, and Microsoft: the 
Big Tech companies. 
11 See, for instance, the Asilomar AI Principles by the Future of Life Institute (2017); the IEEE's 
(Institute of Electrical and Electronics Engineers) Ethically Aligned Design Principles: The IEEE Global 
Initiative on Ethics of Autonomous and Intelligent Systems (2016, 2019); the co-created principles 
by the University of Montreal as part of the Declaration for a Responsible Development of Artificial 
Intelligence: Université de Montréal (2018); the Toronto Declaration: Protecting the rights to 
equality and non-discrimination in machine learning systems developed by Amnesty International 
and Access Now and grounded in the International Human Rights Framework: Amnesty 
International & Access Now (2018); the Universal Guidelines for AI published along the Global 
Privacy Assembly Conference held at the European Parliament under the auspices of Giovanni 
Buttarelli: The Public Voice (2018). 
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against not only the inputs but “the outputs of data processing”, these calls aimed to 
address the lack of safeguards and remedies in AI-informed decision-making, focusing on 
increasing transparency and explicability of AI (Wachter & Mittelstadt, 2019, p. 579; 
Wachter et al., 2017a). Even though the yet scarce case law (Case C-634/21, 2023; 
Case C-09-550982, 2020) confirmed that existing principles and requirements for 
transparency stipulated in the GDPR indeed place obligations on deployers of AI, the case 
law also showed that fulfilling the principle of transparency alone would not mitigate the 
spectrum of challenges posed by the introduction of AI into society (van Bekkum & 
Borgesius, 2021). Deployers could easily adjust the transparency parameters of AI to 
comply with the Court’s current interpretation of transparency (Ibid.). In turn, an AI 
system could be deemed transparent but remain discriminatory and opaque due to other 
factors, such as the context in which the technology is used or insufficient oversight and 
monitoring measures (Niklas, 2020; Smuha et al., 2021; II-III). 

Furthermore, while the recent judgment by the Court of Justice of the European Union 
(CJEU) provided clarification on the material scope of GDPR Article 22 regarding 
“Automated individual decision-making, including profiling” by stating that the 
automated processing of personal data for creating “risk scores” in public and private 
entities’ use of AI systems is prohibited (Case C-634/21, 2023; Opinion of Advocate 
General Pikamäe, 2023; Silveira, 2023), relying solely on CJEU rulings and national case 
law related to the GDPR may not be sufficient to address the normative concerns AI 
raises. This also applies when looking at other intrinsic limits of the GDPR, particularly 
how personal data or information is conceptualised in the legal instrument (Gellert, 
2022). As Gellert (2022) argues, the GDPR’s conceptualisation of information can best be 
understood as knowledge communication. Yet, in the context of learning-based systems, 
particularly where profiling is applied beyond individuals to groups for AI-informed 
decision-making purposes, the regulatory target should not be data processing per se but 
the outcome of the learning process of AI. In other words, the processing of personal 
data and information by AI systems ought to be rather understood within the context of 
knowledge production since AI systems continuously improve by the personal data of 
individuals and groups (Gellert, 2022). Moreover, developers’ lack of awareness about 
potential privacy harms an AI model can pose to individuals and groups and about legal 
obligations to potentially mitigate them present additional significant challenges (II). 

As a result of these factors, GDPR Article 22 provides only limited safeguards for 
data subjects concerning AI, specifically as to the explicability and transparency of the 
processing of personal data. The consequence is a need to extend applicable legal 
frameworks and introduce legal and institutional requirements specific to AI (Cohen, 
2017, 2019; Taylor, 2023a; Taylor et al., 2017a; III). 

Several legal scholars have advocated for creating a new legal regime for AI, calling for 
a “robust, holistic and coherent” regulatory approach that mandates ex-ante and ex-post 
requirements towards developers and deployers of AI systems (Black & Murray, 2019, 
p. 16; Murray, 2021; Nemitz, 2018, 2021; Nemitz & Pfeffer, 2020). While Black and
Murray (2019) called on legislators to set red lines for the development of AI, which
cannot meet ex-ante transparency requirements, they also conceded that transparency
requirements are not sufficient to prevent harm in the context of increasing private
ordering and the resulting power asymmetries for people. This also concerns how far
obligations for disclosure of AI-informed decision-making go and how these disclosure
requirements are designed so that they do not create (additional) burdens for citizens
but genuinely inform them about how deployers make AI-informed decisions based on
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their personal data (Ibid.). Some assessed the usefulness of transparency requirements, 
including against the financial costs they might impose on companies and developers of 
AI systems (Buiten, 2019; Reed, 2018). These strands in the scholarship also contended 
that introducing transparency measures needs to be evaluated for their potential impact 
on the accuracy of algorithms, as excessive transparency requirements might reduce 
accuracy (see, for example, Buiten, 2019). 

Drawing comparisons with the regulation of pharmaceuticals and high-frequency 
trading regulation, Martini (2020) argued for introducing new regulatory modalities of 
preventive regulation, risk management tools and ex-post measures such as algorithmic 
responsibility codes. Similarly, Ebers (2020) advanced the idea that AI should be 
regulated based on an innovation-friendly approach, that would follow a co-regulatory, 
multi-level, risk-based approach and include elements such as product licensing, auditing 
mechanisms, regulatory sandboxes and data-based experimental legislation. Likewise, 
Wendehorst (2020) asserted that a risk-based approach presents an appropriate response 
to the physical and human rights-related risks AI can pose to citizens. While necessary 
yet not sufficient, mandatory impact assessments have been proposed for developers 
and deployers to assess the implications of AI systems on fundamental rights before the 
use of the technology (Malgieri & Pasquale, 2024; Mantelero, 2018, 2022; Moss et al., 
2021). 

Others focused on establishing new institutions to coordinate governance and 
legislative efforts on AI at both national and international levels, ensure oversight of AI, 
enable effective enforcement of AI regulation and monitoring of AI use cases 
(Chesterman, 2021; Cohen, 2019; Floridi et al., 2018; Scherer, 2016). On national levels, 
for instance, Scherer (2016) proposed the creation of an agency as part of an Artificial 
Intelligence Development Act with an expert committee to evaluate and certify the 
safety of an AI system and establish procedural mechanisms for experimental AI testing. 
This proposal aligns with the AI4People initiative, which recommended assessing 
national and international institutional capacities, developing AI-focused educational 
programs, implementing redress mechanisms, and appointing AI ombudspersons (Floridi 
et al., 2018). As part of Estonia’s AI strategy, the expert group suggested creating a 
registry of robots and providing new competencies to existing national institutions, 
particularly the Technical Regulatory Authority (IV). On the international level, 
Chesterman (2021) suggested forming an International Artificial Intelligence Agency to 
coordinate efforts on AI for the benefit of humanity globally. Maas and Villalobos’s (2023) 
mapping of 43 initiatives for international institutional development in the field of AI 
attests to the overall complexity of regulating AI and emphasises the need for 
transnational, interdisciplinary and interinstitutional collaboration on AI regulation. 

In addition to the previous proposals, Zech (2021, 2023) mentioned the idea of the 
development of a social insurance fund to remedy harm ex-post. This partially aligns with 
earlier ideas voiced by Estonia’s AI Task Force calling for the development of a national 
insurance fund for AI (IV). The primary function of the fund would be to compensate for 
damage caused by public entities’ use of AI, which is covered by the insurance based on 
a previously agreed list with third parties (developers of AI and insurance companies). 
On the one hand, this would spare the injured party from proving individual causation 
and make determining the traditional burden of proof for strict liability unnecessary. 
On the other hand, it risks lowering the incentive for providers and deployers to comply 
with extant legal requirements if damages could be financially compensated. At this 
initial phase in AI regulation, which types of damages the fund could address is unclear, 
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mainly whether it could compensate for immaterial harm. Additionally, an insurance 
fund as part of economic compensation might divert attention from the necessity to 
create legal frameworks for AI, iteratively adjust legal requirements over the long term 
and enable citizens to meaningfully participate in AI regulation (Noorman et al., 2019). 

3.3.2 Two emerging schools of thought: Risk- and rights-based approaches 
Against this background, prior research on the regulation of AI can be divided into two 
schools of thought. While both aim to mitigate risks concerning the development and 
use of AI through the concept of liability, they diverge on the method to this end, both 
substantively and procedurally. Whereas the first pleads for a preventive top-down 
risk-based approach based on AI auditing mechanisms and self-conformity assessments 
for developers of AI with liability primarily limited to the category of high-risk AI systems 
(Buiten, 2019; Calo, 2017; Ebers, 2020; Martini, 2020; Reed, 2018; Scherer, 2016; 
Wendehorst, 2020), the second calls for the adoption of a bottom-up approach. 

In contrast to the risk-based approach, which often invokes a pro-innovation stance, 
the rights-based approach prioritises public participation and deliberation, introduces 
legal safeguards for citizens through mandatory fundamental rights impact assessments 
for developers and deployers of AI systems, and considers internationally applicable and 
nationally enforceable human rights standards at the development, standard-setting, 
monitoring and enforcement stages (Bria, 2017; Latonero, 2018; Mantelero, 2022; 
McGregor et al., 2019; Morozov & Bria, 2018; Nemitz, 2018; Niklas, 2020; Raso et al., 
2018; Smuha et al., 2021; Yeung et al., 2020). Moreover, as highlighted in III, a human 
rights-based approach to AI treats individuals and groups not only as consumers but 
primarily as citizens, particularly as participatory citizens in AI regulation, where human 
values prevail over economic values. 

Mantelero (2022) adds the perspective of a principle-based approach rooted in ethics 
and international human rights principles. Even though this is not a legal approach  
per se, it belongs to the second school of thought. However, an approach to AI regulation 
based on ethics alone lacks normativity and the legally binding nature of the law for the 
State to force the providers of AI systems as the owners of the technology into 
compliance (A/HRC/38/35, 2018). Additionally, it does not provide legal certainty for 
developers and deployers, including effective redress mechanisms for affected persons. 
Another problem with ethics approaches alone is the risk of “ethics-washing” and 
“ethics-shopping” (Wagner, 2018, p. 4). Specifically, the AI industry might claim to adhere 
to ethics guidelines and yet engage in practices that undermine the fundamental rights 
of individuals and groups. This is also why existing ethics-based auditing approaches to 
AI (Mökander & Floridi, 2021) might not serve the purpose of containing human rights 
harms (AI Now Institute, 2023). 

Complementary to the first and second schools of thought are design-based 
approaches, focusing on “hardwiring” values, principles and rules into AI systems 
through a combination of technical and legal design requirements (Aizenberg & 
van den Hoven, 2020; Friedman & Hendry, 2019; Hildebrandt, 2020; van De Poel, 2020; 
van den Hoven, 2017). However, more than technological fixes through design 
requirements alone are necessary to adequately protect and promote the fundamental 
rights of individuals and groups. It could even perpetuate the problem of opacity and bias 
with AI if the decision to design the technology remains at the developers’ discretion. 

AI has an inherent technological normativity, implying that its code has a regulatory 
impact on individuals (Brownsword, 2019; Graber, 2017; Hydén, 2021). This impact is 
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similar to the influence of legal norms and the coordinating and ordering role of the law 
in society (Hydén, 2020, 2021). Therefore, participatory approaches to the development 
of AI, including deliberation over the requirements of AI systems’ design, are increasingly 
essential for regulating AI (III). This is particularly important, as coding often occurs in 
research clusters driven by commercial interests and in closed environments (Umbrello, 
2022; III). This impacts the design of AI, including the value choices embedded in the AI 
system (Umbrello, 2022; III). 

The codification of the law alone is not a panacea either, as risks remain, such as that 
actors with significant financial resources, including the AI industry, might manipulate 
the legal system by prolonging litigation until claimants potentially give up (Schrems, 
2014). The inclusion of substantive and procedural rights, in particular effective redress 
for affected persons, and the potential creation of new epistemic rights, such as the right 
to information, are, therefore, critical goals in human rights discourses on AI regulation 
(Risse, 2021; Smuha et al., 2021; Wachter & Mittelstadt, 2019; Yeung et al., 2020). These 
issues are not specific to AI per se and have always existed, but they are becoming more 
apparent in the age of AI. 

3.3.3 Summary 
Both the risk- and rights-based approaches attempt to address risks concerning the 
development and use of AI pre-emptively. However, human rights scholarship has yet to 
provide a practically applicable alternative to the existing risk-based approach in the AI 
Act. This leaves open the criticisms that rights-based approaches are too abstract, impose 
unnecessary regulatory burdens, and might hinder innovation (McGregor et al., 2019; 
Yeung et al., 2020). The thesis argues that the absence of an alternative regulatory 
approach to the risk-based approach in the AI Act presents a significant weakness for 
realising Trustworthy AI in the long term. Even though no empirical evidence currently 
exists to determine whether a rights- or risk-based approach is more beneficial for 
society at this early stage in the adoption of AI, a one-size-fits-all legal framework for AI 
does not exist (Chesterman, 2021; Ebers, 2020; Hoffmann-Riem, 2021; Nyman-Metcalf 
& Kerikmäe, 2020). However, this thesis tilts towards a rights-based approach in a 
regulatory field characterised by many “unknown unknowns” (Floridi, 2020c, p. 13), 
in which the law constantly struggles to keep up with technological advancements 
(Drechsler & Kostakis, 2014). 

To “open up the black box of AI” to society and effectively address tensions between 
conflicting values and principles in AI practices, an adequate approach involves iteratively 
translating abstract ethical principles and legal requirements through genuine 
democratic deliberation and contestation among different segments of society with 
varied expertise backgrounds. This essentially involves empowering individuals through 
human rights-based mechanisms that combine ethics, design-based approaches, and the 
law’s force (III; High-Level Expert Group on Artificial Intelligence, 2019a; Nyman-Metcalf 
& Kerikmäe, 2020; Zicari et al., 2021b). However, not all ethical demands in the context 
of AI regulation rise to the threshold of a human rights-related concern. Therefore, only 
the most significant normative concerns that the legal system has not addressed yet may 
require implementing new legal measures (Sartor, 2020). 

In an attempt to respond to the need for holistic, critical, interdisciplinary approaches 
to regulating AI, as advocated by environmental and computer scientists and socio-legal 
and human rights scholars (Ananny & Crawford, 2018; Barocas et al., 2023; Bria, 2017; 
Cohen, 2012, 2017, 2019; Gellert, 2021; Hoffmann-Riem, 2021; Hydén, 2021; Kitchin, 
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2017; Larsson, 2019; Lindgren & Dignum, 2023; Mantelero, 2022; Mittelstadt, 2019; 
Niklas, 2020; Prabhakaran et al., 2022; Rahwan, 2018; Selbst et al., 2019; Smuha et al., 
2021; Taddeo et al., 2023; Taylor, 2017, 2023a; Umbrello, 2022; Yeung et al., 2020; Zicari 
et al., 2021a), the author suggests adopting a bottom-up instead of a top-down approach 
to AI regulation to realise Trustworthy AI in the long term. 

As further elaborated in Chapter 4, the proposed human rights-based approach, 
including the legal conditions, goes beyond mere compliance with legal measures in 
existing civil liability frameworks and data protection regimes, yet combines human 
rights and socio-technical perspectives on AI regulation. Including both ex-ante and  
ex-post mechanisms that involve developers, deployers and citizens in their 
implementation, it considers the specific context in which AI is developed and how that 
development can impact the fundamental rights of individuals and groups at the use 
stage of the technology in the public sector (Cohen, 2017; High-Level Expert Group on 
Artificial Intelligence, 2019a; Prabhakaran et al., 2022; Rahwan, 2018; Smuha, 2021a; 
Umbrello, 2022; Umbrello & van de Poel, 2021; Zicari et al., 2021b; III). As such, grounded 
in systems thinking and participatory design, the human rights-based legal conditions are 
aimed at legislators, policymakers, and citizens alike since realising Trustworthy AI in the 
public sector requires the involvement of all relevant stakeholders in the development 
and assessment of the technology, beyond developers and deployers. 
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4 The contributions of the thesis 
The thesis aims to contribute theoretically and analytically to the regulation of AI, 
particularly to human rights-based approaches. 

First, the theoretical contribution identifies some significant limitations in existing EU 
legal frameworks. These limitations arise from a variety of factors. One is how the AI Act 
conceptualises AI systems (Ruschemeier, 2023). The thesis shows that a conceptualisation 
of AI treating AI as a neutral tool or neutral product has significant drawbacks. This leaves 
decisions about standards and measures to mitigate potential human rights harms 
mainly at the developers’ discretion, excluding the possibility of involving public 
stakeholders, particularly citizens, in their role as recipients of public services, in the 
assessment and development of the technology. It is essential to consider that the design 
of AI systems can either constrain or promote fundamental rights (Aizenberg & van den 
Hoven, 2020; Cohen, 2017), significantly impacting citizens’ choices and autonomy. 
A socio-technical perspective on AI regulation takes this into account, presenting an 
alternative approach to the existing understanding of AI in legal theory and practice 
(I-III). It can inform legal frameworks for AI by integrating legal and institutional 
requirements that advance public participation in the design of the technology and the 
assessment of its use in the public sector. Additionally, legal frameworks for AI based on 
fundamental rights provide affected persons with legal personality (AI subject) and 
substantive and procedural rights, an aspect the AI Act addresses only in a limited way 
(III). In turn, this involves creating legal and institutional requirements that enable 
citizens to contribute to developing and assessing AI systems in the public sector. In doing 
so, AI developers, deployers, and citizens would be enabled to mitigate potential human 
rights harms together. To this end, one of the legal requirements for AI is to provide 
citizens with a right to participate in developing and assessing the use of AI technologies 
in the public sector. 

A second limitation of the AI Act is the risk-based approach. This regulatory method is 
generally considered a technocratic and expert-driven approach that restricts public 
stakeholders’ participation (Kusch, 2007; Laux et al., 2024; Smuha et al., 2021; III). 
Additionally, imposing stringent legal obligations to high-risk AI systems only conflicts 
with the essence of fundamental rights as it risks prioritising economic benefits and 
national security interests over fundamental rights protection (Smuha et al., 2021; III). 
While several AI systems in the public sector have minimal potential to create human 
rights harms (such as spam filters or language tools), drawing a line between prohibited 
AI practices, high-risk AI systems and AI systems other than high-risk, namely certain AI 
systems that arguably pose “only limited risk” or “lowered risk” (Regulation 2024/1689, 
recital 53), is challenging due to many borderline cases. This is because even chatbots, 
specifically learning-based chatbots, could harm citizens interacting with them in the 
public sector if only public authorities or developers’ interests are addressed in the 
system's design phase and citizens’ values are excluded (Coghlan et al., 2023; Makasi et 
al., 2022; Makasi et al., 2021). At this early stage in the development of AI technologies, 
even technical and legal experts still need to understand the societal impact of 
widespread AI adoption in the public sector, including the effects on the fundamental 
rights of individuals and groups and the environment. As a result, the risk-based 
approach should only be seen as an initial step in protecting and promoting the 
fundamental rights of individuals and groups concerning AI (III). 
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Consequently, the thesis argues that the AI Act represents an innovation-inspired 
framework that tilts towards creating an ecosystem of excellence rather than an 
ecosystem of trust, with economic values remaining in tension with the fundamental 
rights-based approach of the AI HLEG (III). This applies particularly to aspects of public 
participation in the development of AI and the assessment of the use of AI in the public 
sector, the lack of legal requirements for developing citizens’ capabilities on AI, and the 
lack of regulatory focus on increasing access to effective redress mechanisms for affected 
persons. Neither the Artificial Intelligence Liability Directive nor the Product Liability 
Directive accompanying the AI Act resolves these gaps (COM/2022/496 final; 
COM/2022/495 final). This is primarily because they focus on addressing material 
damages without adequately considering immaterial or social harms emanating from AI. 
Addressing them requires introducing legally enforceable rights and procedural 
safeguards for individuals and groups. 

In turn, complementary to the AI Act, the thesis suggests adopting human rights-based 
legal and institutional requirements for the development and public-sector use of AI as 
part of a human rights-based approach. It includes technical, social, and legal 
perspectives on AI regulation both relating to the development of AI and the deployment 
of the technology in the public sector. Particularly, it aims to shift the focus of legal theory 
and practice, moving beyond simply regulating the safety features of technologies or 
mitigating potential human rights harms through technological management solutions 
alone (Lindgren & Dignum, 2023). Instead, the proposed legal conditions and requirements 
aim to address potential material and immaterial harm towards human beings and 
promote their fundamental rights. 

Secondly, the thesis contributes theoretically to existing understandings of 
cybersecurity in AI regulation. As argued in V, existing approaches to cybersecurity are 
not enough to mitigate potential harms, including immaterial harm, to individuals and 
groups interacting with ICT-based systems. This is because vulnerabilities in the network 
and information systems of public and private entities are primarily addressed through 
technical solutions and existing approaches are siloed. EU cybersecurity legislation does 
only indirectly treat cybersecurity as a regulatory area of fundamental rights protection 
(Directive 2022/2555; Regulation 2019/881), and the AI Act (Regulation 2024/1689) is 
based on a similar regulatory approach, focusing on technical solutions rather than 
prioritising human aspects (Junklewitz et al., 2023). It is also to be noted that the 
cybersecurity requirements stipulated in Article 15 apply primarily to high-risk AI systems 
(Regulation 2024/1689), and not to AI systems other than high-risk. 

Yet, as shown in II and V, the nature and gravity of harms caused by ransomware 
attacks such as WannaCry to public and private entities, including individuals in essential 
services such as hospitals, and the normative concerns regarding the use of ML-based 
SM in residential households, such as tampering with the training and input data of AI, 
make it imperative to address vulnerabilities in AI through a fundamental rights prism, 
one that is interdisciplinary and participatory by default. This becomes even more 
important considering that cyberattacks can result in decreased trust in ICTs (V). 

A conceptualisation of cybersecurity that focuses primarily on technical solutions has 
negative implications for the data protection and privacy and the cybersecurity of 
individuals and groups at the use stage of AI systems and can negatively impact the 
development and deployment of Trustworthy AI in the public sector in the long term. 
The goals, limitations, and the scope of legal frameworks for AI, therefore, need to be 
informed by an understanding of cybersecurity that goes beyond technical solutions. 
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Grounded in an approach that allows broader stakeholder participation in the 
assessment and setting of technical standards for cybersecurity in AI systems, the thesis 
argues for treating human beings as assets to be protected (Von Solms & Van Niekerk, 
2013, p. 101). By understanding cybersecurity as the “protection of cyberspace itself, 
the electronic information, the ICTs that support cyberspace, and the users of cyberspace 
in their personal, societal and national capacity, including any of their interests, either 
tangible or intangible, that are vulnerable to attacks originating in cyberspace” (Ibid.), 
the thesis suggests that legal frameworks for AI should secure the aggregate interactions 
among human users, society and these information systems and networks (V). As such, 
the regulatory target should be the aggregated interactions of individuals and society 
with network and information systems. This goes beyond the existing understanding of 
cybersecurity as information security, which exclusively focuses on protecting the 
availability, authenticity, integrity and confidentiality of network and information 
systems and data. Mitigating vulnerabilities specific to AI, such as tampering with the 
training and input data of AI (II), therefore, requires mechanisms that can enable citizens 
to shape cybersecurity standards of AI systems beyond developers and deployers. 
Considering that cybersecurity is viewed as a societal challenge, a truly whole-of-society 
approach is needed to mitigate potential human rights harm ensuing from inadequate 
cybersecurity measures at individual and organisational levels concerning AI systems. 
Building up societal resilience (van Kranenburg et al., 2023) against malicious actors, 
realising robust AI and, essentially, Trustworthy AI in the long term requires incorporating 
participatory mechanisms into emerging EU cybersecurity legislation, including the AI 
Act. To this end, the thesis suggests extending requirements concerning existing 
mechanisms of fundamental rights impact assessments and introducing participatory 
design approaches for robust AI. 

Thirdly, the thesis contributes analytically and theoretically to the roles of developers 
and legal scholars in protecting and promoting fundamental rights concerning AI 
systems, particularly related to data protection and privacy standards and emerging 
cybersecurity obligations (II-III). Since technical and legal discourses address threats to 
privacy rights alone rather than combined (Prabhakaran et al., 2022), the thesis attempts 
to show how engineers’ systems thinking approaches can be combined with legal 
methods. By attending to end-users’ concerns before the deployment of an AI system in 
the public sector, the tool proposed in II seeks to guide developers on their legal 
obligations related to developing AI while involving end-users and informing them about 
their rights regarding potential AI privacy infringements. Furthermore, by adopting 
interdisciplinary systems thinking approaches that include the VSD approach and the 
co-assessment inspection process for Ethical AI (Umbrello, 2022; Zicari et al., 2021b), the 
thesis attempts to show how these participatory approaches can increase the protection 
and promotion of the fundamental rights of individuals and groups concerning AI. 

The findings reveal the benefits of establishing legal mechanisms that enable 
lawmakers, developers, deployers and citizens, including domain-specific experts (such 
as doctors or governmental lawyers) to develop AI systems through the participatory 
design approach of VSD and assess the technology through the fundamental rights 
impact assessments and the co-assessment inspection process for Ethical AI (III). 
These interdisciplinary, multistakeholder approaches show an initial potential to 
reconcile the values of both direct and indirect stakeholders at the development and use 
stages of the technology in the public sector, mitigate potential human rights harms and 
promote the fundamental rights of individuals and groups regarding AI (III). 
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4.1 Individual findings in the publications 
The main argument of the thesis for the need to regulate the development and 
public-sector use of AI with a human rights-based approach that combines socio-technical 
and human rights perspectives rests on three publications, two of which are co-authored 
and one single-authored: 

Publication I, co-authored with Professor Kerikmäe as part of a book chapter, conducted 
a literature review of existing research on legal frameworks for ICTs, with a focus on 
regulating AI. The chapter provides a broad overview of AI, its main approaches, and its 
application areas. Additionally, it identifies the main normative issues raised by AI and 
analyses how they could be regulated. Lessig's four modalities of regulation and the VSD 
method are considered suitable for this purpose, adopting a socio-technical perspective 
on regulating ICT-based systems (Lessig, 1999, 2006; van den Hoven, 2017). Furthermore, 
during the review of EU primary and secondary sources, the chapter identified the AI 
HLEG framework for Trustworthy AI as crucial for developing legal frameworks for AI. 
The chapter suggests that the regulatory discussions on AI should be centred on the 
question of by whom and for which purpose AI systems will be designed, by whom they 
are owned and deployed, and in which contexts they will be applied. To address 
normative concerns concerning the deployment of AI systems, the authors argue for 
establishing legal requirements that can reconcile the interests of developers, deployers 
and citizens in AI regulation. 

Publication II was co-authored with Tobias Häring, Dr Korõtko, Professor Rosin, 
Professor Kerikmäe and Professor Biechl as part of an interdisciplinary case study on the 
use of the ML technique of NILM in SM in residential households. Since end-users’ 
perspectives on AI regulation remain underexplored, we mapped AI end-users’ concerns 
regarding the deployment of an AI system in residential households. Some of the 
end-users’ concerns include discrimination, denial of access to services or identification 
of home appliances. The combined technical and legal analysis examines how applicable 
EU legal frameworks, particularly the GDPR and the NIS Directive, deal with end-users’ 
concerns. GDPR Article 22 presents an important provision for citizens when public 
entities process personal data for administrative decisions enabled by SM (Regulation 
2016/679). For instance, when citizens receive an incorrect electricity bill, Article 22 should 
grant data subjects the right to rectify potential discrimination and impose an obligation 
on utilities and developers of AI systems to address this issue pre-emptively. However, 
the paper also shows limitations of the protection provided by GDPR Article 22. This is 
mainly due to the opacity of AI, which complicates the assignment of responsibility for 
privacy infringements or data breaches. The publication proposes a visual tool for 
utilities, AI developers, and citizens to mitigate potential data breaches concerning the 
development and public-sector use of AI together. 

Publication III is a single-authored article and examines to what extent the 
Commission’s Proposal for an Artificial Intelligence Act translated the ethical principles 
of the AI HLEG into legal requirements. The paper’s findings reveal several shortcomings 
in the Commission’s Proposal in achieving this goal. One of the shortcomings is that the 
AI Act treats AI systems merely as a neutral product or tool, which is the common 
understanding in legal theory and practice. However, the STS scholarship and VSD 
approaches have demonstrated that technologies can embody the values of their 
designers, influencing and restricting the choices available to citizens (Cohen, 2017; 
Friedman & Hendry, 2019; Umbrello, 2022; van den Hoven, 2017). This is important since 
innovation in AI mainly occurs in research clusters where AI companies often prioritise 
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economic gains over societal benefits. Without the right for citizens to participate in the 
development and assessment of AI, developers might prioritise more privacy-intrusive 
approaches for financial gains instead of technical approaches that provide transparency 
and explicability for citizens. A legislative framework for AI that treats AI merely as a 
neutral product or tool risks giving AI companies and developers too much leeway to 
decide which values to embed into their products and how to audit them as part of 
self-conformity assessments. By adopting a socio-technical perspective on the regulation 
of AI, the article shows the benefits of integrating participatory design mechanisms into 
legal frameworks for AI as part of a fundamental rights-based approach, conceived as 
precautionary, participatory, and bottom-up. 

Publication IV in the appendix is a report on legal frameworks for AI systems that 
focuses on legal liability questions, led by Professor Kerikmäe and conducted with 
Professor Nyman-Metcalf, Professor Hoffmann, Dr Minn, Dr Liiv, Professor Taveter, 
Dr Solarte Vasquez and Olga Shumilo. The author contributed with desk research on the 
AI policies of Germany, France, the UK, Sweden, Denmark, Finland, the USA, and the EU. 
The reviews of the EU policy documents informed Publication I. The report evaluated the 
extent to which Estonian legislation can address the legal challenges AI systems present 
to private and public sectors. The publication recommended following existing EU laws 
and upcoming legal developments on AI at the EU level rather than creating new 
legislation for AI at a national level and proposed several measures to the Estonian 
government: establishing a registry of robots operating in the physical world, extending 
the competencies of the Technical Regulatory Authority, establishing a national 
insurance fund for autonomous intelligent technologies, creating impact assessments 
and standards for AI based on the degree of risk of AI, and reviewing six categories of 
Estonian legal acts with a focus on the machine readability of legal acts, legal decision-
making, and granularity of access control and responsibility. 

Publication V in the appendix, co-authored with Dr Kasper, is a discussion paper and 
a normative contribution to the development of EU legal frameworks for cybersecurity. 
The paper argues that understanding the harms of cyberattacks is essential to prioritising 
the legal framework’s goals, limits, and scope for cybersecurity. To this end, the author 
conducted desk research on the ransomware attack WannaCry, identified the harms it 
caused, and evaluated its implications for the development of cybersecurity legislation 
at the Union level. The article’s conceptualisation of EU cybersecurity laws informed 
Publication II. The findings show that protective measures should address the following 
harms: potential and actual economic damages, decreased productivity, reputational 
damage, physical and intangible harms to citizens, reduced trust in computer systems, 
destabilisation of the physical world, and potential losses in sovereignty. It calls on 
policymakers and legislators to rethink existing approaches to cybersecurity, which 
should move beyond technological solutions and consider social and human aspects in 
developing legal frameworks for cybersecurity and AI (Von Solms & Van Niekerk, 2013). 
The analysis revealed that the EU’s approach to cybersecurity lacks several legal 
mechanisms to promote the development of common standards, enhance cooperation 
in preventing cyberattacks on both public and private network and information systems, 
and mitigate potential human rights harms to citizens as a result of inadequate 
cybersecurity measures at the organisational and individual level. 
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4.2 Lawful Trustworthy AI 
Based on the individual findings in the publications, including in the appendix papers, 
this section of the thesis determines the legal conditions necessary and sufficient to 
adequately protect and promote individual and collective fundamental rights concerning 
the development and public-sector use of AI. Several proposed conditions have been 
highlighted in the respective publications and further discussed in the previous 
sections. Legal scholars have extensively analysed some of these conditions. Therefore, 
the proposed conditions are interconnected and may overlap with them. All proposed 
conditions are theoretical and conceptual, as none have been empirically tested or 
confirmed. The conditions are exemplified based on the findings of the individual 
publications and only apply to AI practices not prohibited by the AI Act (Regulation 
2024/1689). In essence, aiming to restore human agency vis-à-vis technological 
determinism based on a deontological, Kantian interpretation of morality in which 
humans are treated as ends in themselves rather than mere means to an end, the thesis 
proposes a human rights-based approach to AI. 

Regulating the physical or safety risks of AI is not enough to realise Trustworthy AI. 
AI regulation needs to be grounded in an approach that puts the main regulatory focus 
on the social or human rights risks (III). While the AI Act aims to enhance transparency 
by mandating developers of high-risk AI applications and general-purpose AI models to 
implement technical documentation measures (Regulation 2024/1689), without providing 
effective redress to affected persons and involving citizens in fundamental rights impact 
assessments before adopting AI systems in the public sector, these requirements do not 
yet adequately protect and promote fundamental rights in the long term (III). This is 
especially important given that the AI Act relies on self-conformity assessments by 
providers of stand-alone high-risk AI systems and product safety monitoring by market 
surveillance authorities with yet limited expertise in human rights monitoring of AI use 
cases (Laux et al., 2024; Smuha et al., 2021; Taylor, 2023a; III). 

Additionally, the obligation to conduct self-conformity assessments for high-risk AI 
systems under Article 43 is triggered only if the provider has determined independently 
that the AI system does not represent “a significant risk of harm to the health, safety 
or fundamental rights of natural persons, including by not materially influencing the 
outcome of decision-making” (Regulation 2024/1689, Articles 6(3), 43 and 49(2)).12 

12 The exception to the conduct of conformity assessments for high-risk AI systems is enshrined in 
an additional clause in paragraph 3 of Article 6: Classification Rules for High-Risk AI Systems (AI Act, 
2024):  
“1. Irrespective of whether an AI system is placed on the market or put into service independently 
of the products referred to in points (a) and (b), that AI system shall be considered to be high-risk 
where both of the following conditions are fulfilled: 
(a) the AI system is intended to be used as a safety component of a product, or the AI system is
itself a product, covered by the Union harmonisation legislation listed in Annex I;
(b) the product whose safety component pursuant to point (a) is the AI system, or the AI system
itself as a product, is required to undergo a third-party conformity assessment, with a view to the
placing on the market or the putting into service of that product pursuant to the Union
harmonisation legislation listed in Annex I.
2. In addition to the high-risk AI systems referred to in paragraph 1, AI systems referred to in Annex
III shall be considered to be high-risk.
3. By derogation from paragraph 2, an AI system referred to in Annex III shall not be considered to
be high-risk where it does not pose a significant risk of harm to the health, safety or fundamental
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In turn, the discretion upon complying with obligations for high-risk AI systems under 
Articles 8 to 27 of the AI Act (Regulation 2024/1689), particularly with the quality 
management system and technical documentation requirements, including obligations 
on data and data governance, transparency and provision of information to deployers, 
human oversight, accuracy, robustness and cybersecurity, remains primarily with the 
developers and owners of AI systems. This is important to consider since conformity 
assessment presents the main mechanism for the Commission, market surveillance 
authorities, and, in the case of biometrics, independent conformity assessment bodies, 
to assess the compliance of providers with the obligations for AI systems currently 
deemed high-risk for the fundamental rights of individuals and groups. The AI Act is, 
therefore, an innovation-inspired legal instrument, where economic values conflict with 
human values, putting the overarching goal of Trustworthy AI potentially at risk in the 
long term (III, pp. 58-59). 

Consequently, rendering the development and public-sector use of AI compatible with 
fundamental rights implies going beyond expert-driven AI governance approaches (Laux 
et al., 2024; Taylor, 2023a). There is a crucial need to shift the focus of AI regulation 
towards humans and the potential human rights harms that advanced technologies may 
pose, particularly if not addressed collaboratively at an early stage in the implementation 
of AI technologies (III). 

4.2.1 Fundamental rights impact assessments 
First, to enable adequate protection of fundamental rights and empower individuals and 
groups concerning the development and public-sector use of AI, public entities are 
required to ensure a robust and resilient ICT infrastructure against external and internal 
cyber threats, taking AI-specific vulnerabilities into account (II; V). As shown in the case 
study of the ransomware attack WannaCry, cyberattacks can impact citizens’ and 
society’s trust in the ICT infrastructure and public institutions in which the attack 
materialises by disrupting operations of essential services such as hospitals (Klimburg, 
2012; Von Solms & Van Niekerk, 2013; V). Ensuring a robust and secure ICT infrastructure 
is specifically crucial concerning AI as the outputs of AI systems can be both 
unintentionally and intentionally incorrect or biased with harmful effects on individuals 
and groups, potentially infringing on the fundamental rights to respect for private and 
family life, the protection of personal data, or non-discrimination (II). 

rights of natural persons, including by not materially influencing the outcome of decision making. 
The first subparagraph shall apply where any of the following conditions is fulfilled: 
(a) the AI system is intended to perform a narrow procedural task;
(b) the AI system is intended to improve the result of a previously completed human activity;
(c) the AI system is intended to detect decision-making patterns or deviations from prior decision-
making patterns and is not meant to replace or influence the previously completed human
assessment, without proper human review; or
(d) the AI system is intended to perform a preparatory task to an assessment relevant for the
purposes of the use cases listed in Annex III. Notwithstanding the first subparagraph, an AI system
referred to in Annex III shall always be considered to be high-risk where the AI system performs
profiling of natural persons.
4. A provider who considers that an AI system referred to in Annex III is not high-risk shall
document its assessment before that system is placed on the market or put into service. Such
provider shall be subject to the registration obligation set out in Article 49(2). Upon request of
national competent authorities, the provider shall provide the documentation of the assessment
[…]”.
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Specifically, when AI systems are used in critical sectors such as energy (II) or 
healthcare, in addition to financial and reputational damage, material and immaterial 
harm to citizens can occur from public entities’ lack of preventive and responsive 
cybersecurity measures (V). As revealed in II concerning the use of SM in residential 
households, AI-specific vulnerabilities can include tampering with the training and input 
data of AI, which in turn can result in the denial of access to services, discrimination, 
the exhibition of user habits, and illnesses, disconnection of home appliances, denial of 
personal mobility, or burglary, and thus potential harms to citizens. To address these 
AI-specific vulnerabilities and harms, cybersecurity legislation must respond to the needs 
of citizens and recipients of public services, considering citizens as assets to be protected 
(Von Solms & Van Niekerk, 2013, p. 101; V). 

Therefore, in addition to addressing AI-specific vulnerabilities and increasing AI system’s 
resilience and robustness through conventional mechanisms such as the cybersecurity 
certification scheme, the creation of incident response teams, the assignment of clear 
responsibilities and roles for the mitigation of cybersecurity threats or reporting obligations 
for improving the communication, coordination, and information-sharing between the 
private and public sectors regarding cyber incidents and threats, the role of citizens in 
cybersecurity mitigation and response efforts should be strengthened (Regulation 
2019/881). While the initial focus on implementing technical solutions for protecting 
network and information systems is important, citizens’ interests remain 
underrepresented in cybersecurity legislation (Papakonstantinou, 2022; Von Solms & 
Van Niekerk, 2013; V). Arguably, citizens’ involvement in critical preventive cybersecurity 
measures can improve societal resilience and robustness as part of a whole-of-society 
approach and allow for adequate protection and promotion of fundamental rights 
concerning AI. Therefore, EU cybersecurity legislation should secure not only the 
interconnected information systems and networks, including data, but also the 
aggregate interactions between human users, society and these information systems 
and networks within the EU, taking thus human and social aspects in the standardisation 
of cybersecurity, and collective preventive and responsive measures for critical 
infrastructure protection and essential services into account (V, p. 21). 

While the NIS 2 Directive has increased focus on the role of citizens concerning 
cybersecurity measures in public sector entities, as it now includes cybersecurity 
obligations specifically addressed to public administrations, adjusted the criteria of 
determining cybersecurity incidents from quantitative to qualitative measures, such as 
focusing not only on the numbers of citizens affected, the geographical intensity and 
length of attacks but also material and immaterial harm of cyber threats and attacks 
(Directive 2022/2555; Vandezande, 2024), legal incentives remain lacking for public 
authorities to enable the participation of citizens in cybersecurity mitigation efforts for 
AI (II). Addressing this gap involves mechanisms that allow and enable citizens to 
participate in assessing and developing AI systems in public sectors before their use. 

To enable meaningful participation of citizens in the development and deployment of 
AI systems, one of the mechanisms should include the involvement of citizens, and 
depending on the context in which the technology is applied, domain-specific experts 
beyond developers and deployers, in fundamental rights impact assessments before 
deploying AI systems in public sectors (Mantelero, 2022; Zicari et al., 2021a; Zicari et al., 
2021b; II-III). To ensure the AI system’s technical robustness and safety, deployers should 
be legally required to allow citizens, including vulnerable groups and domain-specific 
experts, to participate in the conduct of fundamental rights impact assessments for AI 
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and thus “co-determine” or co-construct how values, principles and rules are “hardwired” 
into AI systems (Cohen, 2017, p. 87; III). Gender parity should also be included to ensure 
that gender interests are taken into account in the assessment process. This is 
particularly important considering that the use of AI technologies tends to represent 
male interests more than female interests and may reinforce existing biases (Buolamwini 
& Gebru, 2018; O’Connor & Liu, 2023). 

Due to the evolving nature of AI, legal frameworks for AI should also provide citizens 
with the right to participate in periodic reviews of the criteria of fundamental rights 
impact assessments. This is particularly important regarding the joint evaluation of what 
constitutes material and immaterial harm and thus creates a detrimental causal impact 
on individuals and groups concerning AI (Barocas et al., 2017; McGregor et al., 2019; 
Moss et al., 2021). In the long term, fundamental rights impact assessments for AI need 
to learn from other impact assessment mechanisms and combine their assessment 
mechanisms for quantitative and qualitative measurements of harm. Lessons can be 
specifically drawn from environmental impact assessments, where the participation of 
directly or indirectly impacted stakeholders has shown to be the highest among existing 
types of impact assessments (Moss et al., 2021). This is important for addressing 
limitations in existing fundamental rights impact assessments, specifically when it comes 
to the evaluation of risks of energy-intensive AI to the environment. While these risks in 
the deployment of AI systems may currently be seen as minimal, from an environmental 
perspective, there might be AI systems which pose a higher risk to the exercise of 
fundamental rights of human beings in the long term than existing empirical knowledge 
might suggest. In this regard, fundamental rights impact assessments should not serve 
as a panacea in mitigating human rights harms concerning AI, including the dimension of 
cybersecurity with regard to robust AI. However, they present a crucial mechanism if they 
are meaningfully opened to citizens and their assessment criteria are open to meaningful 
review and revision. 

In this regard, making meaningful participation of citizens in fundamental rights 
impact assessments legally mandatory before the deployment of AI systems in the public 
sector, particularly but not only for high-risk AI systems, responds to the AI HLEG ethical 
principles of the respect for human autonomy, prevention of harm, fairness, and 
explicability. 

4.2.2 Effective redress mechanisms 
A second necessary condition is ensuring effective redress mechanisms for affected 
persons, in line with Article 47 of the EU Charter (III). Previous mundane AI use cases, 
for example, for publicly legitimate purposes such as the detection of welfare fraud in 
the SyRI case have shown how, despite data governance and oversight measures, 
the deployment of AI can cause significant human rights harms to citizens (Alston, 2019; 
Rachovitsa & Johann, 2022; A/74/493, 2019; Wieringa, 2023; Yeung, 2022). As the SyRI 
case has also shown the potential to negatively impact citizens’ trust towards deployers 
of AI technologies, addressing unintended harms in public-sector use of AI systems 
through effective redress mechanisms is an important mechanism to enhance citizens’ 
trust in public institutions deploying AI in the long term in line with the values enshrined 
in Article 2 of the EU Treaty (III). 

In this regard, GDPR Article 22 and the “data subject’s right not to be subject to a 
decision based solely on automated processing, including profiling, which produces legal 
effects concerning him or her or similarly significantly affects him or her” presents one 
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part of measures to achieve effective redress (Regulation 2016/679; II). As earlier 
addressed, this information right needs to be complemented by additional measures due 
to the limitations of extant data protection legislation for protecting only individual and 
not collective rights with regard to public authorities’ processing of personal data in 
AI-informed decision-making. Furthermore, citizens often waive their rights when 
entering into contractual relationships or obligations by consenting to conditions that 
allow public entities to withhold information about the functioning of the AI system. 
Additionally, not all public-sector AI-informed decisions will likely be “solely” based on 
automated processing. AI’s issue of opacity and the fact that public authorities often 
withhold information about the risk indicators and, thus, how the AI system might have 
reached a decision presents additional hurdles for citizens to claim their rights 
concerning the data output of the AI system (Wachter & Mittelstadt, 2019). Without 
reasonable individual or collective access to AI’s source code and information about how 
the system has reached a legally binding decision for citizens, under these accumulated 
conditions, its use creates an additional power asymmetry between the State and the 
citizen, specifically when the citizen is expected to prove causation between the model’s 
logic and its harms caused, be it discrimination or the exposition of illnesses (II). 

Therefore, as part of effective redress mechanisms for AI, deployers should be obliged 
both to make citizens aware when an AI system is used to aid administrative decisions 
with a legally binding effect for citizens and provide an explanation in clear and easily 
understandable language about the purpose of its deployment, including concerning 
which legal options and mechanisms under both EU and national law are provided for 
affected citizens to receive redress for potential immaterial or material human rights 
harm, independent of the current risk-categorisation of the AI system. 

Additionally, legal frameworks for AI need to include provisions that require public 
authorities to provide reasonable information as part of explanations to citizens about 
how administrative AI-informed decisions based on risk indicators have been reached, to 
the extent that the overall functioning of AI and the purposes it was designed for are 
preserved. In this regard, a precautionary approach to AI assumes that the burden of 
proof is not on the side of affected persons but on the deployer as the more powerful 
actor in the relationship. While tensions might arise in using AI for legitimate public 
purposes (High-Level Expert Group on Artificial Intelligence, 2019a), particularly for the 
prevention of criminal offences, affected persons should have the right to reasonable 
explanations on a case-by-case basis, and national supervisory authorities should review 
their individual or collective requests promptly. 

Concretely, effective redress implies respecting and enabling human autonomy and 
agency when adversely impacted by an AI-informed administrative decision in line with 
the AI HLEG interdependent ethical principles for the respect of human autonomy, 
prevention of harm, fairness, and explicability (III). While Article 86 in the AI Act introduces 
a right to explanation of individual decision-making, a right to reasonable explanations 
about the AI system’s functioning could only be an effective redress mechanism if 
affected persons receive information about and access to redress mechanisms 
(Regulation 2024/1689). In this regard, legal frameworks for AI should also enable the 
lodging of collective complaints similar to the “right to mandate a not-for-profit body, 
organisation or association” stipulated in Article 80 of the GDPR (Regulation 2016/679; 
Smuha et al., 2021). Awareness and access should also include the obligation for public 
entities to communicate in an understandable language to citizens about their right to 
contest AI-informed decisions. “By design” mechanisms could enable this (Aizenberg & 
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van den Hoven, 2020; Fanni et al., 2023). In this regard, legal frameworks for AI should 
allow citizens to participate in deliberating upon the design of digital redress mechanisms 
and their creation. This could, for instance, be combined with the conduct of fundamental 
rights impact assessments, as shown under the first condition. In addition to digital 
formats, citizens should also be informed about their rights in paper formats and formats 
that allow vulnerable groups in society, such as visually impaired individuals, to enjoy 
their right to effective redress. 

Enabling effective redress will be a complex task for legislators, including public 
authorities. However, to realise Trustworthy AI in line with the AI HLEG ethical principles 
and Article 47 of the Charter implies considering taking complementary measures to the 
GDPR Article 22, extending information rights to citizens, including vulnerable groups in 
society. Additionally, it implies informing citizens about their rights and thus enabling 
them to meaningfully contest AI-informed decisions by public entities that may have 
caused them immaterial or material harm. 

4.2.3 Socio-technical digital literacy 
Third, to enable conditions one and two, the capabilities of citizens in their roles as public 
servants, judges, engineers, prosumers, developers, cashiers, platform workers, doctors, 
and so forth should be increased so they can critically and meaningfully participate and 
thus co-determine how AI systems are designed and deployed in the public sector for 
citizens (Pohle & Thiel, 2020; III). One measure to ensure digital literacy on AI, precisely 
one that is socio-technical, participatory and reflective, is to allocate adequate funding 
for interdisciplinary education programs and curricula from preschool to higher 
education (Hasselbalch, 2021). Therefore, adequate funding should be tailored to 
improving access to education, including higher education programmes and curricula 
that focus on the ethical, legal, technical, societal and environmental aspects of AI 
systems, including “the possible limits of automation”, from an interdisciplinary 
perspective (European Group on Ethics in Science and New Technologies, 2021; Kerikmäe 
& Pärn-Lee, 2021; Nyman-Metcalf & Kerikmäe, 2020, p. 48; III). Addressed beyond 
lawyers and engineers, these curricula should include courses that introduce students to 
the concept of Trustworthy AI, the conduct of fundamental rights impact assessments, 
cybersecurity, the VSD approach for developers of AI, and other ethical and legal aspects 
of technology law and human rights studies. 

Furthermore, from an organisational perspective, it should be a legal requirement for 
public entities that educational curricula be “co-created” with the lecturers’ and students’ 
interests in mind, in particular, but not only, in engineering education (Voll, 2023). 
This is essential for improving the effectiveness and quality of higher education programs 
and enhancing the long-term well-being of the students and lecturers. 

A lifelong learning approach to AI should be enabled to increase citizens’ digital 
capabilities and critical thinking and allow for informed and conscious decisions about 
how, with whom, and for which purposes citizens share their data (Berlin Declaration on 
Digital Society, 2020). Interdisciplinary higher education programmes on AI should be 
open to citizens of all ages as part of open university programs. 

While public-private collaboration in education on AI is essential, it is also important 
to take a critical distance and review tech partnerships sometimes, specifically to ensure 
the data protection rights of children, students and lecturers (Celeste, 2021; Compagnucci, 
2022). Sometimes, opting for (European) open-source and privacy-protective technical 
solutions in schools and universities might be wiser than experiencing lock-in effects by 
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commercial software. Considering the risk of AI industry “tech capture” (Whittaker, 
2021) in academic institutions, in the long term, establishing the right for citizens to 
review tech collaborations at public universities to maintain intellectual freedom may 
also be necessary. 

Ensuring socio-technical digital literacy through adequate government and private 
funding of interdisciplinary educational programs is essential for achieving Trustworthy 
AI. While not a panacea, education and access to education are key enabling factors for 
citizens to be able to meaningfully partake in co-determining AI standards in the 
development and use of AI systems, for example, through participation in fundamental 
rights impact assessments for robust AI or the development of effective redress 
mechanisms by design. 

4.2.4 Monitoring and enforcement capacity of national supervisory authorities 
Fourth, it is essential to ensure compliance with existing and novel human rights 
obligations and improve the capacity of national supervisory authorities to monitor and 
enforce them concerning public entities’ use of AI systems (Smuha et al., 2021; 
Zuiderveen Borgesius, 2020; III). Three criteria must be fulfilled in this regard. 

First, Member States should provide adequate funding for national supervisory 
authorities since experience around the GDPR has shown that compliance with and 
enforcement of data protection laws are highly contingent on sufficiently resourced 
national supervisory authorities and trained human rights experts (NOYB – European 
Center for Digital Rights, 2024; Zuiderveen Borgesius, 2020; III). Secondly, compared to 
the Commission’s Proposal in 2021, the final text of the AI Act (Regulation 2024/1689) 
stipulates in Articles 70 and 77 that Member States should secure funding for enforcing 
and monitoring obligations concerning high-risk AI systems. However, these requirements 
should also apply to AI systems other than high-risk (III). This is a vital legal requirement 
since these AI systems, including chatbots or deep fakes, might create similar human 
rights harms for citizens interacting with them, for example, when chatbots are deployed 
to inform administrative decisions with legal effects for individuals and groups.  
The risk-based approach in the AI Act creates the problem that the monitoring and 
enforcement of the obligations are curtailed to high-risk AI systems only (Laux et al., 
2024; Smuha et al., 2021; III). However, the nature of fundamental rights makes it 
mandatory that its principles and protective guarantees are at least equally applicable to 
the interactions of individuals and groups with AI systems other than high-risk as to those 
currently classified as high-risk (III). Democratic societies are only beginning to 
understand the borderline cases of AI and, thus, the consequences of the widespread 
introduction of AI systems in public entities (III). 

On the one hand, a risk-based approach might have the value of focusing often scarce 
resources on mitigating and monitoring the most imminent harms posed by AI and 
creating more demanding requirements and safeguards for the developer and deployer 
of AI systems (Wendehorst, 2020). On the other hand, the risk-based approach,  
as a list-based approach, has limitations since national competent authorities, including 
notifying authorities and market surveillance authorities, selected by the respective 
Member State to monitor the enforcement of the AI Act, could place the regulatory focus 
on high-risk AI systems only. Consequently, due to limited resources, they might overlook 
AI use cases other than high-risk that might be causing equal, if not more, severe human 
rights harms to citizens (III). 
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Since the risk-based approach has been adopted to realise Trustworthy AI, the approach 
must be continuously and iteratively contextualised and evaluated against the AI HLEG 
four ethical principles (III). To achieve this, fundamental rights impact assessments for 
the public-sector use of AI should be conducted with the participation of citizens, 
including regarding the revision of their parameters, as referred to under condition one. 
This may enable the contextualisation of human rights harms and align the risk-based 
approach with the “dignitarian” understanding of fundamental rights (Mantelero, 2022; 
Yeung & Bygrave, 2022, p. 143). 

Furthermore, Article 112 is a vital mechanism in the AI Act regarding the potential 
future revision and extension of high-risk AI systems in Annex III. However, beyond 
the Commission, other public actors, particularly national human rights institutes and, 
on a case-by-case basis, citizens, should be allowed to make suggestions on adding 
additional AI systems to the list of high-risk AI systems (III). In this regard, more extensive 
collaboration among members of the EU AI Board, and the respective authorities 
protecting fundamental rights, including representatives of the advisory forum, 
is required. This can be achieved through meetings among the relevant stakeholders on 
a regular instead of a case-by-case basis, including in the sub-groups. Additionally,  
the agenda of all meetings of the EU AI Board must be published and made accessible to 
citizens. 

Thirdly, legal frameworks for AI should encourage market surveillance authorities and 
national human rights institutes to increase collaboration and information exchange on 
AI human rights monitoring experiences. This collaboration and sharing of experiences 
between the agencies could be further institutionalised through AI registries in cities, 
built on the experience of public AI registers in Amsterdam and Helsinki (Floridi, 2020a). 
This is important since the primary expertise of market surveillance authorities does not 
lie in protecting fundamental rights (Smuha et al., 2021; III). 

In general, realising Trustworthy AI should not be limited to only a compliance exercise 
that can be achieved quickly. In line with Laux et al. (2024, p. 2), “trustworthiness is a 
longitudinal concept that necessitates an iterative process of controls, communication, 
and accountability to establish and maintain its existence across both AI technologies 
and the institutions using them.” The question of whether the risk-based approach is 
incompatible with the concept of trustworthiness in general, as argued by Laux et al. 
(2024), requires the collection of empirical evidence. To realise Trustworthy AI and, thus, 
ensure adequate protection and promotion of fundamental rights concerning AI, relying 
solely on the existing risk-based approach is insufficient (III). As previously argued,  
the risk-based approach must be continuously reassessed and adapted. To this end,  
it is necessary to adopt complementary legal and institutional requirements that enable 
participation and contestation to maintain the individual and collective agency regarding 
the development and public-sector deployment of AI. 

In summary, condition four implies that only adequately resourced and trained human 
rights experts in institutions can ensure compliance, monitor the public-sector use of AI, 
and address potential human rights harms. The principles of fundamental rights should 
apply equally to all AI systems and, thus, beyond high-risk AI systems, and collaboration 
between the national supervisory authorities, particularly market surveillance authorities 
and institutions monitoring and enforcing fundamental rights law improved, for instance 
through the mechanism of public AI registers. 
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4.2.5 Fora for participatory design and the inspection process for Ethical AI 
Fifth, legal frameworks for AI should include requirements mandating public authorities 
to create fora in existing public institutions for translating the ethical principles of the AI 
HLEG and applicable legal requirements into AI systems with the participation of 
developers, deployers, citizens and domain-specific experts (lawyers, doctors, and so 
forth) (Aizenberg & van den Hoven, 2020; Cantero Gamito & Gentile, 2023; Umbrello, 
2022; Zicari et al., 2021a; Zicari et al., 2021b; II-III). This context-sensitive, nuanced 
translation process should be based on co-design methodologies, particularly the 
fundamental rights-based, interdisciplinary systems thinking method of VSD and the 
inspection process for Ethical AI (Friedman & Hendry, 2019; Umbrello, 2022; Zicari et al., 
2021b; III). Essentially, these fora are aimed at embedding ethical, technical, and legal 
requirements into AI systems in the public sector while addressing potential value 
tensions at the development stage of AI technologies and facilitating stakeholders’ 
understanding of the potential human rights harms the use of AI can create for 
individuals and groups in different application contexts. 

In addition to the participation of citizens in fundamental rights impact assessments, 
these fora need to be designed such that they enable all stakeholders to actively shape 
the technological normativity of AI and its resulting values following the AI HLEG 
principles of the respect for human autonomy, prevention of harm, fairness and 
explicability. 

As argued in II and III, the design of AI systems in its engineering or development 
process can either increase or constrain human agency in the use stage of the system. 
In other words, due to the inherent technological normativity of AI, the developer’s 
design choices can impact citizens’ intellectual freedom and choices (Aizenberg & 
van den Hoven, 2020; Cohen, 2017; Hydén, 2020; van den Hoven, 2017; III). Additionally, 
it can impact the citizens’ long-term perception of the AI system and, thus, AI’s 
trustworthiness, including in governmental AI projects (Kleizen et al., 2023). Therefore, 
the thesis explicitly defines AI from a socio-technical perspective as “an autonomous 
digital technology embedded into societal structures and contexts, mediated through 
digital devices” (III, p. 59). Emphasising the socio-technicity of AI serves to establish the 
link between the role of developers’ design choices and their implications for human 
agency (Umbrello, 2022; Umbrello & van de Poel, 2021; III). It thus serves to increase the 
role of design approaches for protecting and promoting the fundamental rights of 
individuals and groups in the context of innovation in AI products and services (III). This 
is important to consider since the AI Act primarily gives technology owners and 
developers the authority to determine AI standards in self-conformity assessments with 
limited incentives for developers to involve citizens or deployers in this auditing process 
(Laux et al., 2024; Regulation 2024/1689). 

Additionally, developers are often unaware of the potential human rights harms 
associated with the application context of AI technology (Friedman & Hendry, 2019; 
Umbrello, 2022; van den Hoven, 2017; II-III). Taking the growing information asymmetry 
among AI developers, deployers and citizens into account, the development of AI 
systems before their implementation in different domains in the public sector must be 
supported by the expertise of domain-specific experts such as doctors, lawyers, lecturers, 
and environmental experts (Vetter et al., 2022; Zicari et al., 2021a; Zicari et al., 2021b; 
III), and also ordinary citizens ought to be allowed to participate in the development and 
assessment of AI systems in the public sector. 
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In the deliberation, development, and testing process of AI systems for use in Courts, 
it is essential to bear in mind that “legal protection by design” and not the “legal by 
design” principles should guide this process (Hildebrandt, 2020, p. 251 ff; IV). Considering 
that AI systems are imperfect, only AI technologies in public sectors that are by design 
contestable in the use stage should be used, with substantive and procedural safeguards 
for affected persons as part of effective redress mechanisms. This principle should also 
be applied regarding the second condition and the requirement of enabling effective 
redress mechanisms by design. 

Furthermore, as the SyRI case revealed, the sources of human rights harms can lie 
beyond the design of the AI model and can emanate from deployers who purchase the 
AI system and select the purpose and location of its deployment. Opacity and bias in AI 
systems, including the deployer’s hidden cognitive biases, can thus be potentially 
reinforced and mediated through AI, impacting the fundamental rights of citizens, 
such as their rights to privacy and non-discrimination, the right to an effective remedy 
and the right to access to social security. Yet, implementing the VSD approach and the 
co-assessment inspection process for Ethical AI before deploying AI systems in public 
sectors could also be a mechanism to mitigate human rights harms beyond the design of 
the AI system. The VSD approach and the co-assessment inspection process for Ethical 
AI present methods that, on a case-by-case basis, can also account for power concerning 
the development and deployment of AI systems, providing the first structured methods 
to resolve tensions between different stakeholders’ values in this regard (Friedman et 
al., 2021; Jacobs et al., 2021; Zicari et al., 2021b). 

More recent implementations of AI systems in public entities have also shown the 
potential to increase organisational errors13 and change institutional rules and 
procedures with harmful effects on citizens (see, particularly, Robodebt Scheme: Royal 
Commission into the Robodebt Scheme, 2023; Yeung, 2022). Beyond focusing primarily 
on the design of AI systems, the VSD approach, along with the co-assessment inspection 
process for Ethical AI, could also be applied to reduce errors rooted in institutional design 
that is yet insensitive to potential human rights harms emanating from the development 
and use of AI systems. Further empirical research is needed to understand how 
participatory design approaches can be applied to further account for power and address 
potential tensions among stakeholders in different application areas of AI in the public 
sector. In this regard, the thesis views the VSD method and the co-assessment inspection 
process for Ethical AI as the first structured approaches to organising participatory AI 
governance in the public sector. 

Realising the fifth condition implies creating fora to implement the participatory 
design method of VSD and the co-assessment inspection process for Ethical AI in existing 
public institutions. These fora allow for a proactive contextualisation of potential human 
rights harms concerning the development and deployment of AI systems in the public 
sector. Given that AI developers are increasingly configuring public spaces and citizens’ 
choices through their architecture, including the risks of AI for increasing organisational 
errors in public institutions, these fora can be viewed as one mechanism for “taking 
collective responsibility to attend to the socio-technical foundations of moral and 
democratic freedom” (Cohen, 2017; Yeung, 2019, p. 70). They are aimed at increasing 

13 Organisational errors refers here to “actions of multiple organisational participants that deviate 
from organizationally specified rules and can potentially result in adverse organisational 
outcomes” (Goodman et al., 2011, p. 154). 
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human oversight in the AI system lifecycle and fostering public accountability in line with 
the ethical principles of the AI HLEG. Therefore, legal frameworks for AI should include 
requirements that mandate governments to establish these fora and enable the 
participation of developers, deployers, and citizens, including a diverse group of domain-
specific experts, in the development and assessment of AI systems. Lastly, it is important 
to communicate the necessity of establishing these fora among both public and private 
stakeholders. 

4.2.6 Visual summary 
Figure 2 provides a visual summary of the findings of the thesis, illustrating the 
connections among citizens, developers, deployers, the AI HLEG ethics principles within 
the Trustworthy AI framework, the proposed legal conditions as part of Lawful 
Trustworthy AI, and existing applicable legislation for AI under Lawful AI. Furthermore, 
Table 3 on pages 60 to 64 summarises the proposed legal conditions (A through E) and 
recommendations to address the identified gaps in the AI Act for achieving Trustworthy 
AI in the long term. 

Figure 2. Summary of findings (source: author) 
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Table 3. Summary of findings and recommendations (source: author) 

Ethical and Robust AI Lawful AI Lawful Trustworthy AI 
AI HLEG ethical 
principles 

Addressee/s 
(AI Act) 

Relevant 
articles 
(AI Act) 

Main gaps in 
extant legislation 

ID Legal condition Explanation/recommendations Main 
stakeholder/s 

Respect for human 
autonomy: 
(CFEU: Articles 1 and 6) 
• Human agency

and oversight

Prevention of harm: 
(CFEU: Article 3) 
• Technical

robustness and 
safety

• Privacy and data
governance

• Societal and 
environmental
well-being

Fairness: 
(CFEU: Article 21ff) 
• Diversity, non-

discrimination,
and fairness

• Societal and 
environmental
well-being

• Accountability

Explicability: 
(CFEU: Article 47) 
• Transparency

Deployers 15 and 
27; Recital 
165 

Applicable to 
high-risk AI 
systems only 

Fundamental 
rights impact 
assessments for 
cybersecurity 

Participation 
of citizens 

A Fundamental 
rights impact 
assessments 
for Robust AI 

Inclusion of citizens in the 
conduct of fundamental  
rights impact assessments 

Conduct of fundamental 
rights impact assessments 
for AI systems other than 
high-risk 

Fundamental rights impact 
assessments for achieving 
appropriate level of  
cybersecurity and robust AI 

Participation of citizens in 
periodic reviews of the  
criteria of fundamental rights 
impact assessments 

Learning from environmental 
impact assessment 
mechanisms 

Citizens, 
Deployers 

(Continued) 
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Ethical and Robust AI Lawful AI Lawful Trustworthy AI 
AI HLEG ethical 
principles 

Addressee/s 
(AI Act) 

Relevant 
articles 
(AI Act) 

Main gaps in 
extant legislation 

ID Legal 
condition 

Explanation/recommendations Main 
stakeholder/s 

Respect for human 
autonomy: 
(CFEU: Articles 1 and 6) 
• Human agency

and oversight

Prevention of harm: 
(CFEU: Article 3) 
• Technical

robustness and 
safety

• Privacy and data
governance

• Societal and 
environmental
well-being

Fairness: 
(CFEU: Article 21ff) 
• Diversity, non-

discrimination,
and fairness

• Societal and 
environmental
well-being

• Accountability

Explicability: 
(CFEU: Article 47) 
• Transparency

Citizens, 
Deployers 

50 and 
85 to 86; 
Recital 
165 

Information 
rights on 
Individual 
decision- 
making 
applicable/ 
enforceable 
regarding 
high-risk AI 
systems only 

Collective 
complaints 

Participation of 
citizens 

B Effective 
redress 
mechanisms 

Mechanisms complementary 
to Regulation (EU) 2016/679 
(GDPR) Article 22 

Increasing citizens’ awareness 
about deployments of AI  
systems for administrative  
decision-making purposes 
with a legally binding effect 

Meaningful information  
about redress options and  
mechanisms under both EU  
and national law for affected  
citizens (applicable beyond 
only high-risk AI systems) 

Option for lodging collective 
complaints similar to 
Regulation (EU) 2016/679 
(GDPR) Article 80 

Citizen deliberation over and 
participation in the design of 
digital redress mechanisms  
 (following the principle of 
“legal protection by design”) 

Citizens, 
Deployers 

(Continued) 
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Ethical and Robust AI Lawful AI Lawful Trustworthy AI 
AI HLEG ethical 
principles 

Addressee/s 
(AI Act) 

Relevant 
articles 
(AI Act) 

Main gaps in 
extant legislation 

ID Legal 
condition 

Explanation/recommendations Main 
stakeholder/s 

Respect for human 
autonomy: 
(CFEU: Articles 1 and 6) 
• Human agency

and oversight

Prevention of harm: 
(CFEU: Article 3) 
• Technical

robustness and 
safety

• Privacy and data
governance

• Societal and 
environmental
well-being

Fairness: 
(CFEU: Article 21ff) 
• Diversity, non-

discrimination,
and fairness

• Societal and 
environmental
well-being

• Accountability

Explicability: 
(CFEU: Article 47) 
• Transparency

Deployers, 
Developers 

4 and 
70(3); 
Recitals 
91 and 
165 

Higher education 
funding 

Socio-technical 
digital literacy 
of developers, 
deployers and 
citizens 

C Socio-
technical 
digital 
literacy 

Increasing capabilities of 
citizens to participate in the  
development and 
assessment of Trustworthy AI 
systems through 
adequate funding for  
interdisciplinary education  
programs and curricula on AI 
from preschool to higher 
education 

Enabling lifelong learning and 
promoting open universities 

Adoption of the method of 
co-creation in higher 
education  

Review of tech collaborations 
at public universities 

Citizens, 
Deployers, 
Developers 

(Continued) 
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Ethical and Robust AI Lawful AI Lawful Trustworthy AI 
AI HLEG ethical 
principles 

Addressee/s 
(AI Act) 

Relevant 
articles 
(AI Act) 

Main gaps in 
extant 
legislation 

ID Legal condition Explanation/recommendations Main 
stakeholder/s 

Respect for human 
autonomy: 
(CFEU: Articles 1 and 6) 
• Human agency

and oversight

Prevention of harm: 
(CFEU: Article 3) 
• Technical

robustness and 
safety

• Privacy and data
governance

• Societal and 
environmental
well-being

Fairness: 
(CFEU: Article 21ff) 
• Diversity, non-

discrimination,
and fairness

• Societal and 
environmental
well-being

• Accountability

Explicability: 
(CFEU: Article 47) 
• Transparency

Deployers 
(National 
competent 
authorities), 
Developers 

6 to 27, 
50, 65 to 
67, 70, 
74, 77 
and 112; 
Recital 
165 

Risk-based 
approach 

Adequate 
funding for 
national 
supervisory 
authorities 

Information  
exchange 
between 
national 
competent 
authorities 
and national 
human rights 
institutes 

Amendments 
to list of 
high-risk AI 
systems in 
Annex III 

D Monitoring and 
enforcement 
capacity of 
national 
supervisory 
authorities 

Adequate funding for 
national supervisory 
authorities 

Monitoring of AI systems  
other than high-risk AI systems 

Contextualisation of potential 
human rights harms through 
participation of citizens in  
fundamental rights impact  
assessments (applicable  
beyond high-risk AI systems) 

Collaboration and 
information exchange on AI  
human rights monitoring  
experiences between  
national human rights  
institutes and market  
surveillance authorities built  
on experience around public 
AI registers in cities 

Extensive collaboration 
among Commission, EU AI  
Board and Advisory Forum 

Amendments to list of high- 
risk AI systems in Annex III by 
national human rights  
institutes and, on a case-by- 
case basis, also citizens 

Deployers 
(National 
competent 
authorities), 
Citizens, 
Developers 

(Continued) 
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Ethical and Robust AI Lawful AI Lawful Trustworthy AI 
AI HLEG ethical 
principles 

Addressee/s 
(AI Act) 

Relevant 
articles 
(AI Act) 

Main gaps in 
extant 
legislation 

ID Legal condition Explanation/recommendations Main 
stakeholder/s 

Respect for human 
autonomy: 
(CFEU: Articles 1 and 6) 
• Human agency

and oversight

Prevention of harm: 
(CFEU: Article 3) 
• Technical

robustness and 
safety

• Privacy and data
governance 

• Societal and 
environmental 
well-being 

Fairness: 
(CFEU: Article 21ff) 
• Diversity, non-

discrimination,
and fairness

• Societal and 
environmental
well-being

• Accountability

Explicability: 
(CFEU: Article 47) 
• Transparency

Developers, 
Deployers 

Recital 
165 

Participatory 
design 
and co- 
assessment 
methodo-
logies 

E Fora for 
participatory 
design and the 
inspection 
process for 
Ethical AI 

Establish fora in existing 
public institutions and adopt 
co-design methodologies,  
particularly the structured 
method of value sensitive  
design and the inspection  
process for Ethical AI and  
enable the participation of 
citizens, developers and  
deployers, including a diverse 
group of domain-specific 
experts from both the public 
and private sector, in the 
development and 
assessment of AI systems in 
the public sector (beyond 
high-risk practises) 

Design these public fora such 
that all interested citizens, 
including disabled or  
visually and/or hearing  
impaired, are enabled to 
meaningfully participate in 
the development and 
assessment of AI systems in 
the public sector 

Citizens, 
Deployers, 
Developers 

Source: Author 
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4.3 Limitations 
Several challenges to the realisation of the conditions and requirements exist. By only 
invoking the language of human rights, the interactions between citizens and AI systems, 
the institutions, and the human beings behind them will not become more fair, 
transparent, and accountable when deploying AI systems (Kleizen et al., 2023). 
Trustworthy AI must be brought to action. Yet, risk aversion and blame avoidance among 
decision-makers in policy innovations (Hood, 2010; Howlett, 2014) could complicate the 
implementation of the proposed requirements, particularly since implementing them 
may take time and may not lead to immediate policy success. Similarly, overly constrained 
budgets in the Member States might, yet should not impede their realisation, specifically 
but not only when it comes to conditions three and five for increasing citizens’ 
capabilities to critically partake in shaping the technological normativity of AI. Achieving 
effective communication to ensure that both public and private stakeholders understand 
the intentions of governmental AI projects and can participate in their implementation 
presents an additional hurdle (Kerikmäe & Pärn-Lee, 2021). 

The proposed human rights-based conditions are not a panacea or a strive for 
perfection to address the complex landscape of challenges that the introduction of AI in 
the public sector carries, specifically since AI is a wicked problem (Austin & Háji, 2023). If 
one were to apply these requirements to other cultures and contexts, they ought to be 
adjusted with the involvement of the citizens, civil society, business communities, and 
public authorities, depending on their needs, capabilities, and capacities. Human rights 
approaches themselves need to be self-reflective to the extent that they do not impose a 
morality superior over other approaches to AI regulation (Karppinen & Puukko, 2020).  

Additionally, conducting interdisciplinary normative research in the field of human 
rights and involving interdisciplinary perspectives may carry the risk of focusing on the 
law as it should be (lex ferenda) rather than as it is (lex lata) (Coomans et al., 2010). While 
this argument is relevant, it must be evaluated in the context of recent legislative actions 
on data protection and privacy, cybersecurity, and AI. Considering the threats the 
development and use of AI can pose to democracy, the rule of law, and fundamental 
rights (Murray, 2021; Nemitz, 2018, 2021; Nemitz & Pfeffer, 2020), this thesis responds 
to the growing call in the legal research community to adopt an interdisciplinary 
approach to regulating AI (Hoffmann-Riem, 2021). 

Thus, by combining socio-technical and human rights perspectives, the thesis 
attempts to show the current limits in the law for addressing potential human rights 
harms and promoting the fundamental rights of individuals and groups concerning the 
development and public-sector deployment of AI systems. It highlights the limits of 
traditional legal approaches for addressing these lacunae, specifically from the perspective 
of citizens interacting with AI. To protect fundamental rights in the context of Law 3.0 
(Brownsword, 2016, 2020, 2022), including interdisciplinary perspectives that can 
enhance public participation in the development and assessment of AI systems and allow 
citizens to influence the value choices made by AI developers is imperative. As shown in I-III 
and further discussed in this chapter, this necessitates implementing mechanisms that 
can involve developers, deployers, and citizens in joint assessment and development 
processes. These mechanisms include fundamental rights impact assessments, the VSD 
participatory design approach, and the co-assessment inspection process for Ethical AI. 
Additionally, realising Trustworthy AI involves improving subsequent enforcement and 
monitoring of AI legislation based on fundamental rights as well as providing adequate 
funding for interdisciplinary education programs and curricula on AI from preschool to 
higher education.
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5 Concluding remarks and avenues for future research 
To adequately protect and promote the fundamental rights of individuals and groups 
regarding the development and deployment of AI systems in the public sector, this thesis 
suggests adopting a precautionary rather than a permissive approach to regulating AI. 
Each of the proposed conditions, including the specific requirements, aims to address 
the normative concerns identified in this thesis. By combining human rights with socio-
technical perspectives, the thesis proposes an inherently bottom-up, interdisciplinary, 
collaborative approach to AI regulation. Inclusive of the needs and capabilities of citizens, 
the proposed legal and institutional requirements are aimed at both protecting and 
promoting the fundamental rights of individuals and groups. In highlighting some 
significant limitations in the EU legal frameworks examined in this thesis, the author 
suggests that Trustworthy AI can be realised if governments take the following actions: 
- Create a robust and resilient ICT infrastructure in the public and private sectors. This 

includes strengthening the role of citizens in cybersecurity mitigation and response
efforts, particularly through citizen participation in fundamental rights impact
assessments before deploying AI systems in the public sector.

- Establish effective redress mechanisms, specifically by extending information rights
to citizens about AI-informed administrative decisions.

- Allocate adequate funding for interdisciplinary education programs and curricula to
increase the socio-technical digital literacy of citizens in the long term.

- Provide adequate funding to national supervisory authorities to increase their
capacity to monitor compliance with human rights obligations across all types of AI
systems and enforce fundamental rights.

- Establish fora in existing public institutions and implement the systems thinking and
participatory design methods of value sensitive design and the inspection process for 
Ethical AI to enable public and private stakeholders, developers, deployers, and
citizens, including domain-specific experts (doctors, lawyers, and so forth), to translate
and embed the ethical principles of the AI HLEG and applicable legal requirements
into AI systems for various application areas in the public sector.

Based on the findings of the thesis, several topics for future research emerge. 
First, further research is required into how the ethical principles of the AI HLEG and 

applicable legal requirements can be translated for different AI application contexts in 
the public sector, including for the implementation of SM in residential households (II). 
To this end, empirical studies are needed on the practicability of the inspection process 
for Ethical AI in different application areas and beyond the area of healthcare, where the 
assessment process has shown its practicality (Zicari et al., 2021a). 

Secondly, at the EU level, further case law is needed to clarify public entities’ 
obligations in the use of AI systems and individuals’ rights under extant data protection 
legislation. While the CJEU’s recent judgment clarified that Article 22 contains a 
prohibition concerning decisions reached by an AI system, particularly the assignment of 
“scores” or the creation of “risk profiles” by automated processing (Case C-634/21, 2023; 
Opinion of Advocate General Pikamäe, 2023; Silveira, 2023), further legal interpretation 
is needed on which AI use cases might constitute automated individual decision-making 
under Article 22 of the GDPR. At the national level, further judgments from Supreme or 
Constitutional Courts are needed to specify which AI practices can be considered 
constitutional and which should be banned in addition to those outlawed by the AI Act 
(see also recent judgment by the First Senate of the Federal Constitutional Court of 
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Germany (Bundesverfassungsgericht) on the legislation in Hesse and Hamburg regarding 
the use of automated data analysis for predictive policing: Case 1 BvR 1547/19, 2023). 

Third, while in the literature on the regulation of AI, the argument is often invoked 
that human rights-based approaches might hinder innovation and set additional 
bureaucratic hurdles for businesses, human rights scholarship has only conducted 
conceptual and theoretical studies to counter these arguments (McGregor et al., 2019; 
Yeung et al., 2020). Therefore, qualitative and quantitative empirical studies are needed 
to assess the economic effects of adopting human rights-based approaches to AI 
regulation. To this end, the practicality of the method of empirical legal studies should 
be evaluated (Altwicker, 2019; Ballin, 2020). Yet, statistics should be used with caution 
in this regard due to the problem of causality and its potential for not accounting for 
contextual factors (Alston, 1992). When assessing the adequacy of fundamental rights 
protection, including, for instance, how adequately the obligations and rights in the AI 
Act can protect individuals and groups, it should be assessed in combination with 
qualitative methods (Coomans et al., 2010).  

Fourth, more participatory regulatory approaches to AI beyond the risk-based 
approach in the AI Act need to be sought (III). The proposed legal and institutional 
requirements in this thesis are only a first contribution to this debate. Parallel to the 
implementation of the AI Act, further study of the borderline cases of AI applications and 
their relation to the categories of prohibited AI practices, high-risk AI systems, and certain 
AI systems other than high-risk is necessary. This could be done by employing fundamental 
rights impact and environmental risk assessment mechanisms. 

Fifth, additional qualitative and quantitative data ought to be collected to study citizens’ 
perceptions of Trustworthy AI, focusing on effective redress mechanisms, fundamental 
rights impact assessments, and participatory design methods (III). Similarly, more 
participatory data collection methods should be explored and implemented for broader 
stakeholder involvement beyond conventional data collection methods such as surveys 
(Bergold & Thomas, 2012; de Vos et al., 2021). Equally important is collecting more data on 
the environmental impact of the development and use of AI systems, and their potential 
for climate mitigation efforts (III), including concerning the effectiveness of SM in this 
context (II). 

Setting standards for developers and deployers of AI systems to align the use of the 
technology with human values, fundamental rights, and the rule of law is a societal task 
that requires the involvement of all scientific disciplines and relevant stakeholders 
equally (Nyman-Metcalf & Kerikmäe, 2020; I-III). To realise Trustworthy AI or adequate 
protection and promotion of fundamental rights concerning AI, this thesis, therefore, 
argues for implementing an inherently interdisciplinary, human rights-based approach, 
involving legislators, policymakers, developers, deployers, and citizens in AI regulation. 

In essence, realising Trustworthy AI wisely implies that human rights should not 
be “confined within the judicial model [and the code of AI systems] in which [they could 
be] incarcerated” (Sen, 2004, p. 319; adapted by the author). It also means 
decentring technology sometimes and reflecting on whether other approaches 
could address a societal problem more effectively than relying on AI systems alone. It 
is also important sometimes to pose the right questions and leave room for them to be 
heard, for instance, about whether developing some AI systems in the first place is 
beneficial for society at all. More importantly, realising Trustworthy AI in the public 
sector wisely involves empowering citizens, being responsive to their needs, and 
attempting to collaboratively enhance understanding of the root causes of societal 
problems over the long term before relying primarily on AI technologies to solve them.
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Abstract 

Human Rights-Based Legal Conditions for Trustworthy AI 
Regulating the advanced networked digital information and communications technology 
of artificial intelligence (AI) system has recently become a key priority for governments 
around the world. While on the one hand, AI promises to contribute to economic growth, 
help tackle societal challenges, and render the delivery of public services more efficient 
and effective, on the other hand, empirical evidence, such as the SyRI case, has shown 
how some mundane AI implementations in the public sector can create significant 
material and immaterial harm to individuals and groups impacting the EU values of 
democracy, the rule of law and human rights, including the trust of citizens. In response 
to the complex twofold challenge of mitigating potential human rights harm while 
leveraging the projected societal benefits of AI, governments are establishing regulatory 
instruments focused on enabling the implementation of Trustworthy AI. Informed by the 
fundamental rights-based approach of the High-Level Expert Group on Artificial 
Intelligence (AI HLEG) and its three-part framework for Trustworthy AI as lawful, ethical, 
and robust AI, this cumulative thesis conceives the realisation of Trustworthy AI as 
adequate protection and promotion of the fundamental rights of individuals and groups 
concerning the development and public-sector use of AI. Yet, only limited research has 
dealt with the question of the legal conditions under which Trustworthy AI can be 
realised in the public sector. 

Providing conceptually and theoretically informed insights on this topic, this 
interdisciplinary thesis examines one main research question and three sub-questions: 
Under what legal conditions can the fundamental rights of individuals and groups be 
protected and promoted regarding the development and public-sector use of AI 
systems? 
- What policy and legal measures has the European Union implemented as part of its

AI strategy to protect and promote fundamental rights?
- To what extent can the main legal principles and mechanisms under the GDPR

address risks to the fundamental right of the protection of privacy concerning the
development and use of AI?

- In which aspects does the AI Act fall short in guaranteeing adequate protection and
promotion of fundamental rights regarding the development and public-sector use
of AI?

The main aim of the thesis is to determine the legal conditions necessary and sufficient 
for protecting and promoting the fundamental rights of individuals and groups 
concerning the development and public-sector use of AI. In addressing the research 
questions, the thesis looks into two cases, involving the application of two different AI 
models in the public sector: the SyRI case, and the implementation of smart metering 
systems (SM), including the use of non-intrusive load monitoring techniques, in residential 
households. It focuses on regulating narrow AI systems and neither deals with AI that 
poses only minimal risk, such as spam filters, nor with AI applications for military 
purposes. 

Based on four original, peer-reviewed publications and a contribution to the Report 
of Estonia’s AI Taskforce, this thesis contributes to the growing body of knowledge on AI 
regulation, particularly to nascent critical streams in the literature on human rights-based 
approaches to AI. By combining insights from human rights and science and technology 
studies, it examines pertinent EU legal frameworks under the EU AI strategy, including 
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the Cybersecurity Act, the NIS 1, and the revised NIS 2 Directive, the GDPR, and the AI 
Act. Methodologically, the thesis adopts a “law in action” approach, taking an external 
viewpoint on the law and including critical perspectives beyond the traditional legal 
approach. By applying qualitative research using both deductive and inductive methods, 
it thereby aims to understand how the four ethical principles of the 
AI HLEG can be translated into lawful AI. In this regard, the thesis follows Cohen’s 
conceptualisation of fundamental rights as civil liberties, capabilities, and affordances, 
considering that developers significantly influence the ordering function of the law by 
embedding their values into the technology in the development of AI, thereby impacting 
the choices and autonomy of citizens at the use stage of the technology. 

Building on findings in Publication IV, to which the author contributed with desk 
research on AI policies of several European countries, the USA, and the EU, Publication I 
establishes the main technical approaches of the technology and evaluates potential 
regulatory models to address normative concerns related to AI. It suggests that the 
regulatory discussions on AI should be centred on the question of by whom and for which 
purposes AI systems will be designed and related to that, by whom the technology is 
owned and deployed and in which contexts AI will be applied. Publications II and III show 
how interdisciplinary, fundamental rights-based systems thinking approaches can be 
applied to mitigate potential human rights harms and promote the fundamental rights 
of citizens as end-users of AI. Publication III particularly emphasises the introduction of 
participatory systems thinking approaches, based on the structured participatory design 
method of value sensitive design and the co-assessment inspection process for Ethical 
AI. The thesis treats these approaches as initial methods for organising participatory AI 
governance in the public sector, aimed at involving legislators, policymakers, developers, 
deployers, and citizens in the joint development and assessment of the technology. The 
findings of Publication V, particularly on the harms caused by the ransomware attack 
WannaCry, informed Publication II, which contains technical and legal analyses of 
identified privacy and cybersecurity concerns of end-users concerning the 
implementation of SM in residential households. 

In synthesis, the normative analysis highlights some significant limitations in extant 
EU legislative frameworks and the AI Act for realising Trustworthy AI in the public sector. 
In an attempt to overcome them, the thesis suggests implementing human rights-based 
legal conditions as part of an inherently interdisciplinary, collaborative, bottom-up 
approach to AI regulation. Overall, the conditions proposed involve implementing 
fundamental rights impact assessments and effective redress mechanisms, allocating 
adequate funding for interdisciplinary education programs and national supervisory 
authorities, and establishing fora in existing public institutions for participatory design 
and the inspection process for Ethical AI. By conceptualising AI as a socio-technical system 
embedded in societal structures and contexts, mediated through digital devices, the 
thesis highlights the need to treat AI not as a neutral tool or product but as a technology 
that requires advancing AI regulation as a collective responsibility. Complementary to the 
existing risk-based approach in the AI Act, the thesis provides guidelines and suggests 
practically applicable tools for practitioners and scholars to test and implement 
participatory regulatory approaches to AI in the public sector to realise Trustworthy AI in 
the long term. 
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Lühikokkuvõte 

Inimõigustel põhinevad õiguslikud tingimused usaldusväärse 
tehisintellekti loomisel 
Tehisintellekti süsteemidel põhinev võrgustunud digitaalse info- ja 
kommunikatsioonitehnoloogia reguleerimine on viimasel ajal muutunud kogu maailma 
valitsuste jaoks oluliseks prioriteediks. Ühelt poolt lubatakse, et tehisintellektiga 
aidatakse kaasa majanduskasvule, ühiskondlike probleemide lahendamisele ning avalike 
teenuste osutamise tõhusamaks ja tulemuslikumaks muutmisele, kuid teiselt poolt on 
empiirilised tõendid, näiteks SyRI juhtum, näidanud, kuidas mõned argised avalikus 
sektori tehisintellektirakendused võivad tekitada üksikisikutele ja rühmadele 
märkimisväärset materiaalset ja immateriaalset kahju, mõjutades demokraatia, õigusriigi 
ja inimõiguste väärtusi, sealhulgas kodanike usaldust. Vastuseks keerulisele 
kahetasandilisele väljakutsele, milleks on võimalike inimõiguste kahjustuste 
leevendamine ja samal ajal tehisintellekti prognoositava ühiskondliku kasu 
ärakasutamine, on valitsused kehtestanud regulatiivsed meetmed, mis on suunatud 
usaldusväärse tehisintellekti rakendamise võimaldamisele. Tuginedes kõrgetasemelise 
tehisintellekti eksperdirühma (AIHLEG) põhiõigustel põhinevale lähenemisviisile ja selle 
kolmest osast koosnevale usaldusväärse tehisintellekti raamistikule – seaduslik, eetiline 
ja tugev tehisintellekt – on käesolevas kumulatiivses doktoritöös käsitletud usaldusväärse 
tehisintellekti realiseerimist kui üksikisikute ja rühmade põhiõiguste piisavat kaitset ja 
edendamist seoses tehisintellekti arendamise ja avaliku sektori kasutamisega. Siiski on 
seni vaid piiratud määral uuritud, millistel õiguslikel tingimustel saab usaldusväärset 
tehisintellekti avalikus sektoris realiseerida. 

Käesolevas interdistsiplinaarses doktoritöös uuritakse ühte peamist uurimisküsimust 
ja kolme alamküsimust, mis annavad kontseptuaalselt ja teoreetiliselt põhjendatud 
ülevaate sellest teemast: 
Millistel õiguslikel tingimustel saab üksikisikute ja rühmade põhiõigusi kaitsta ja 
edendada seoses tehisintellekti süsteemide arendamise ja avaliku sektori kasutamisega? 
- Milliseid poliitilisi ja õiguslikke meetmeid on Euroopa Liit võtnud osana oma
tehisintellekti strateegiast põhiõiguste kaitsmiseks ja edendamiseks?
- Mil määral saavad üldises isikuandmete kaitse määruses sätestatud peamised
õiguslikud põhimõtted ja mehhanismid käsitleda riske, mis ähvardavad eraelu
puutumatuse kaitse põhiõigust seoses tehisintellekti arendamise ja kasutamisega?
- Millistes aspektides ei suuda tehisintellekti seadus tagada põhiõiguste piisavat
kaitset ja edendamist seoses tehisintellekti arendamise ja avaliku sektori kasutamisega?

Lõputöö peamine eesmärk on määrata kindlaks õiguslikud tingimused, mis on 
vajalikud ja piisavad üksikisikute ja rühmade põhiõiguste kaitsmiseks ja edendamiseks 
seoses tehisintellekti arendamise ja avaliku sektori kasutamisega. Uurimisküsimuste 
käsitlemisel vaadeldakse doktoritöös kahte juhtumit, mis hõlmavad kahe erineva 
tehisintellekti mudeli rakendamist avalikus sektoris: SyRI juhtum ja nutikate 
mõõtmissüsteemide rakendamine, sealhulgas mittesekkuvate koormuse jälgimise 
meetodite kasutamine kodumajapidamistes. Peamiselt keskendutakse kitsaste 
tehisintellekti süsteemide reguleerimisele ning ei käsitleta tehisintellekti, mis kujutab 
endast vaid minimaalset ohtu, nagu rämpsposti filtrid, ega tehisintellekti rakendusi 
sõjalistel eesmärkidel. 
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Käesolev doktoritöö, mis põhineb neljal eelretsenseeritud teadusartiklil ja Eesti 
tehisintellekti töörühma aruandel, annab oma panuse tehisintellekti reguleerimist 
käsitlevate teadmiste kasvavasse kogumisse, eelkõige tekkivatesse kriitilistesse 
suundadesse kirjanduses, mis käsitlevad inimõigustel põhinevaid lähenemisviise 
tehisintellektile. Ühendades inimõiguste ning teadus- ja tehnoloogiauuringute 
seisukohti, uuritakse selles ELi tehisintellekti strateegia raames asjakohaseid ELi 
õigusraamistikke, sealhulgas küberturvalisuse seadust, NIS 1 ja läbivaadatud NIS 2 
direktiivi, üldist majandushuvi käsitlevat määrust ja tehisintellekti seadust (tehisintellekti 
seadus). Metodoloogiliselt lähtutakse doktoritöös õigus päriselus – law in action –, võttes 
õiguse suhtes välise vaatenurga ja kaasates kriitilisi vaatenurki, mis väljuvad 
traditsioonilisest õiguslikust lähenemisviisist. Kvalitatiivne uurimus kasutab nii 
deduktiivset kui ka induktiivset meetodit, mille abil püütakse mõista, kuidas AIHLEGi neli 
eetilist põhimõtet on võimalik tõlkida seaduslikuks tehisintellektiks. Sellega seoses järgib 
doktoritöö Coheni põhiõiguste kontseptsiooni kui kodanikuvabaduste, võimekuste ja 
võimaldatavus (affordances) kontseptsiooni, võttes arvesse, et arendajad mõjutavad 
oluliselt õiguse korralduslikku funktsiooni, integreerides oma väärtused AI arendamisel 
tehnoloogiasse, mõjutades seeläbi kodanike valikuid ja autonoomiat tehnoloogia 
kasutamisetapis. 

Tuginedes IV artikli järeldustele, millesse põimiti mitmete Euroopa riikide, Ameerika 
Ühendriikide ja ELi tehisintellektipoliitikat käsitlev dokumendianalüüs, kehtestatakse I 
artiklis tehnoloogia peamised tehnilised lähenemisviisid ja hinnatakse võimalikke 
regulatiivseid mudeleid, et käsitleda tehisintellektiga seotud normatiivseid probleeme. 
Selles tehakse ettepanek, et tehisintellekti üle peetavad regulatiivsed arutelud peaksid 
keskenduma küsimusele, kelle poolt ja millistel eesmärkidel tehisintellekti süsteemid 
kavandatakse ja sellega seoses, kellele tehnoloogia kuulub ja kes seda kasutab ning 
millistes kontekstides tehisintellekti rakendatakse. Usaldusväärse tehisintellekti 
realiseerimiseks näitavad II ja III artiklis esitatud järeldused, kuidas saab rakendada 
interdistsiplinaarseid, põhiõigustel põhinevaid süsteemseid lähenemisviise, et leevendada 
võimalikku kahju inimõigustele ja edendada kodanike põhiõigusi. III väljaandes 
rõhutatakse eelkõige osalusel põhineva süsteemse mõtlemise lähenemisviiside 
kasutuselevõttu, mis põhineb struktureeritud osalusel põhineval väärtustundliku 
projekteerimise meetodil ja eetilise tehisintellekti kaashindamise kontrolliprotsessil. 
Doktoritöös käsitletakse neid lähenemisviise kui esialgseid meetodeid osaluslike 
tehisintellekti valitsemise korraldamiseks avalikus sektoris, mille eesmärk on kaasata 
seadusandjad, poliitikakujundajad, arendajad, kasutuselevõtjad ja kodanikud tehnoloogia 
ühisarendusse ja -hindamisse. V artikli järeldused, eelkõige WannaCry lunavararünnaku 
põhjustatud kahjude kohta, on aluseks II artiklis, milles viiakse läbi tehniline ja õiguslik 
analüüs lõppkasutajate tuvastatud eraelu puutumatuse ja küberturvalisuse probleemide 
kohta seoses arukate mõõtmissüsteemide rakendamisega kodumajapidamistes. 

Kokkuvõttes toob normatiivne analüüs esile mõned olulised piirangud olemasolevates 
ELi õigusraamistikes ja tehisintellekti seaduses, mis on vajalikud usaldusväärse 
tehisintellekti rakendamiseks avalikus sektoris. Nende probleemide ületamiseks tehakse 
ettepanek rakendada inimõigustel põhinevaid õiguslikke tingimusi osana 
interdistsiplinaarsest, koostööl põhinevast, alt-üles lähenemisviisist tehisintellekti 
reguleerimisel. Üldiselt hõlmavad väljapakutud tingimused järgmist: põhiõiguste 
mõju hindamise ja tõhusate õiguskaitsemehhanismide rakendamine, piisava 
rahastamise eraldamine interdistsiplinaarsetele haridusprogrammidele ja riiklikele 
järelevalveasutustele ning foorumite loomine olemasolevates avalikes asutustes 
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osaluslike kujunduste ja eetilise tehisintellekti kontrolliprotsessi jaoks. Mõtestades 
tehisintellekti kui sotsiaal-tehnilist süsteemi, mis on integreeritud ühiskondlikesse 
struktuuridesse ja kontekstidesse ning mida vahendavad digitaalsed seadmed, 
rõhutatakse doktoritöös vajadust käsitleda tehisintellekti mitte neutraalse vahendi või 
tootena, vaid hoopis tehnoloogiana, mis nõuab tehisintellekti reguleerimise edendamist 
kui kollektiivset vastutust. Doktoritöö täiendab tehisintellekti seaduses sätestatud 
riskipõhist lähenemisviisi ning pakub praktikutele ja teadlastele suuniseid ja praktiliselt 
rakendatavaid vahendeid, et katsetada ja rakendada avalikus sektoris tehisintellekti 
osalusel põhinevaid regulatiivseid lähenemisviise, et saavutada pikas perspektiivis 
usaldusväärne tehisintellekt.
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Appendix: Publications I-III and IV-V 

Publication I 
3.1 Antonov, A., & Kerikmäe, T. (2020). Trustworthy AI as a Future Driver for 
Competitiveness and Social Change in the EU. In D. R. Troitiño, T. Kerikmäe, R. M. de la 
Guardia & G. Á. P. Sánchez (Eds.), The EU in the 21st Century: Challenges and 
Opportunities for the European Integration Process (pp. 135−154). Springer. 
https://doi.org/10.1007/978-3-030-38399-2_9 
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Publication III 
1.1 Antonov, A. (2022). Managing Complexity: The EU’s Contribution to Artificial 
Intelligence Governance. Revista CIDOB d’Afers Internacionals, (131), 41–65. 
https://doi.org/10.24241/rcai.2022.131.2.41/en 
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Publication IV  
2.5 Kerikmäe, T., Nyman Metcalf, K., Hoffmann, T., Minn, M., Liiv, I., Taveter, K.,  
Shumilo, O., Solarte, C. & Antonov, A. (2019). 1st Report on Legal Framework and 
Analysis Related to Autonomous Intelligent Technologies. In Riigikantselei (pp. 1−11).  
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��������4���<���>�	��3��������:�wZ�PO�KHÒ�PQ�ZfI�QKZveI�̀x�KHJ̀ePZfyO�ZfKZ�ZfIM�GxPQN�ZfIPe�̀zQ�zKMR���<�	
3��������	�	���������	:�;
��=������	�������	���	����������	������������	�4�	
��=����	
���?���������	�������{�;
�������4�����	�
�������������	�>�����	�<��3	��>�|��?��?��<�1567}94�2�3���1567~94���<����<�����<	�1567�94�!*#-/+#�#+%+&#./�,%�#+�*,#+'�,"- �-/+�#+)&-, "%/,��&"'�,"-+#&.-, "��+-�++"�$&"&�+$+"-� !�),&�,)������������������������������������������A��	
��r�	���������	��	4��	����=��	
�	�	
���������	���������3	�	���3�
���	���<��	����	
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��������������� !����� �"#���$���%�� �����$� �������������%���&���!����'������(�)���$����!�' ����*���� ��+,��������'��%���-��� ������##�"�$��� ���%�.����������'����' �$��' ��# "�/��. �0�.�$$ ���(1��2%���#&���"�����% ����%��3��#'�4��#�%�5�0�� 6�� ����#���*��# �%�'����� ��!������ �� $�� �' $�� �0���$��'�% 0%�!���#��$������ �$#�' �0����#�����78�"���#� �"�$� ���� ��9���*�� ��+,�����#�%��0%�.�$$ ��� ���*��. '����""�$� .��*����$� ����0� �����%��' �����(1+�3������������#�������%�.���%�� ����� �������%�����$����#�# ������������%�����##:���$� �����'��%��!���#������������ ���% ��*��� $�#���$�������.���%�#���� ����00������%��!�0� ��'���"� !*�$���"���*����� �##&��""�$� .��$�!*� 0���&����##�����!�� *�#�����%��*�*�#�� ��� ������#"/%��! �0���%�. ������������������ �� ����"�� �0�� �%��%�� �����$� �������������%����$ ��&���'�$�!*���� 6�'��&���!���� �%����'�0��' �0��%��"��$� �� �0��"��%�����&���!�(�;<;�=>?@ABC� @� D>ECFGHFEDFCIJ@CFB� @KKA>@DL� M>�DNJFACFDHAOMN�OE�MLF�PQ�R%��9S:��$&�����$�� �&��""�����������%�#����"#�$����$�!*��%��� .����'������' �0���'��**���$%��%���.��� ��%��������$%���$��� 6�'��&�$�!!������������"��0!����'����'�*��$%����(17�R%��9S�%�����$���#&����$%�'���*�# � $�#��0���!��������%��T&�����$�� �&�)$���%���� 0� " �����0#���#�#��'!���� ��$&�����$�� �&�#�0 �#�� ��(1U�)�� $#��+�V�W��"��%��V�� ##W�'��"��'�" ����$&�����$�� �&�"����%��*��*������"��%����0�#�� ������X�##��$� . � �����$�����&����*����$������������'� �"��!�� ����&���!����1���4���&�'��Y�����. ##���X4���-��� ������##�"�$��� ������'�R� ��������' �$��' ��# "�/��. �0�.�$$ ���Z��[\]�[]̂]_̀ab\���7(�,(+,��(�5�# �����c�%��*�cdd���(��#�0��*%($�(���d����d,d �� '�/����&/���� ��/���##/"�$��� ��/�� �0/�� ����/' �$��' �d(�1+��3��#'�4��#�%�5�0�� 6�� ���-�0 ���#�5"" $��"���9���*���Xe���#���$�����% ����$��'�% 0%� ���%��9���*����-�0 ��Z��+,(,�(+,��(�5�# �����c�%��*cdd���(����(�%�( ��d��d�!�' �/$�����d��$� ���d*����/��#�����d+,��d!���#��/$����/% �/��$��'/% 0%/ �/�%�/����*���/��0 ��(�17��e�� ��f��6 ��g��$�''���Xg��$% �0��%��g��%$%����c��**�� � �0��%��9S���0�#����&�"��!���������$&�����$�� �&�����$%��Z��hijbkl]̀�man�aop�q]rk̀slt�u]vs]nw�7U��+,����**(�,88/�,x�(�1U�9���*����T�!! �� ����X9S���0�� �������0������������0�%�� �0�9���*�:��$&�����$�� �&Z�� ��(�+(+,��(� 5�# ��� ��c� %��*�cdd�$(����*�(��d$�!! �� ��d�����d$&�����$�� �&/�$�/+,��/'�$/��y��(�
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������ !��!"�#$%�#&&�'��%�(��!)$!�&�)*�'+,�������#�!-./0�1��!�%�&�$���)$�%�(#��!�&�)*�����(��2�) !�)$�!��$�#�2��+�!�3$�&�'#$��4#+"�!�$'���$�#%%���)$��)�$��4)�5!�#$%��$&)�*#��)$�!+!��*!"����2��4!������ *#$� !���#!�����')$!��� ��2���6�*�$��)&�����!+!��*��)�,��!�' ��%.�7��#6!)��*(6��!�#��4)84#+�)&��$���#'��)$//�,��4��$�� *#$� !��!�#$%��$&)�*#��)$�!+!��*!"�#$%������')3$�9�!���#���$&)�*#��)$�#$%��$���#'��)$�4�����$&)�*#��)$�!+!��*!�'#$��$&6 �$'���2�$�!�#$%�� *#$�,��#2�) ��#$%�!)'���+�) �!�%��'+,��!(#'�.�1����&)��"�����%�&�$���)$��$')*(#!!�!�,)������� !��:!��&&�'��)$��$&)�*#��)$�!+!��*!�#$%������$&)�*#��)$�!+!��*!:��&&�'�!�)$� !��!"��)4�2������4) 6%�,��(6# !�,6���)����$5���#������*#�$�')$'��$��!�$)��#,) ���!)6#��%�'#!�!.��1���;#$$#'�+��$'�%�$�:!�!'#6��#$%��**�%�#���')$!�< �$'�!���! 6��%��$�!�3$�&�'#$��%�!� (��)$�)&�#�!��2�'��#!�#�4�)6���$�������#6��'#���!+!��*��$�����=>.�1����&)��"�% ���)�������6�#$'��)$�')*( ����9�%�!+!��*!��$�����(�)2�!�)$!�)&���#6��'#���!��2�'�!������$���#'��)$�,��4��$� !��!�#$%���!(�'��2���$&)�*#��)$�!+!��*!�4#!�')*(�)*�!�%�?�!)*��% ���)��$&�'��)$�,+�����;#$$#'�+�'+(�)4)�*"�, ��)����!�% ���)�� �$�$3�)&&�!+!��*!�#$%�%�2�'�!�#!�#�(��'# ��)$./@�7$�(#���' 6#���$�����'#!�!�)&�� �$�$3�)&&�����!+!��*!�#!�#�(��'# ��)$#�+�*�#! ����$�)�%����)�#2)�%��$&�'��)$"�4��'#$�#�3 ����#������#2#�6#,�6��+�)&��$&)�*#��)$��!�$)��')*(�)*�!�%�A����')*( ���!�#$%�%�2�'�!�'#$�,��� �$�%�,#'5�)$�#$%� !#3��*#+�')$��$ �B"�+�������!��2�'����#���!� $%��6��%�,+����!��!+!��*!��!��#*(���%.��7$�CD�@�����E!�)$�#$�7F�'#�%�'��!�!�#6!)�%�*)$!��#��%���#��')$'��$�#,) ��GHIJKILMN�# ���$��'��+�#$%��$��3���+�,��#'��!�'#$�6�#%��)��/0��7$����$!��� ��)$#6�O�6�P�CD�@QDCC0ARSFB"�O�$#6�2��!�)$�)&�������T��)$�U�)()!#6�&)��VJWXNMILHK�HY�IZJ�[X\HGJMK�]M\NLM̂JKI�MK_�HY�IZJ�̀HXKaLN�)$�Eb7cd"�����eE=�R+,��!�' ���+�d3�$'+-"�#$%���(�#6�$3�f�3 6#��)$�AE=B�0C/QCD�g"�#$%�)$�7$&)�*#��)$�#$%�R)** $�'#��)$�1�'�$)6)3+�'+,��!�' ���+�'����&�'#��)$�AeR+,��!�' ���+� d'�-B.� S$6�$�� #�P� ���(!PQQ� �86�T.� �)(#.� Q6�3#68')$��$�Q�EbQ1h1QUFOQi ��jRSbc7kPc1l�0@m/lCD�ml7b71n&�)*jEb.�//��ST&)�%�%�'��)$#�+�%�&�$�!��$���#'��)$�#!���'�(�)'#6�#'��)$�)���$&6 �$'�.��/@��b#��)$#6�d %���S&&�'�"�7$2�!��3#��)$P�;#$$#R�+�'+,���#��#'5�#$%�����boc"�C0�d(��6"�CD�m.�S$6�$��#�P����(!PQQ444.$#).)�3. 5Q4(8')$��$�Q (6)#%!QCD�@Q�DQ7$2�!��3#��)$�8;#$$#R�+8'+,��8#��#'58#$%8���8boc.(%&.�
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�������������������� �������!"��"#�$"�%� ��"&�"�$��"�'��#�! ��!��!"�"���"�� ��"� �����( ��������#�)����"�*+,�-#� �����!������"��!"����"����� ��("�.""��� ��"�%������!"�/�� �������� �)��� ���%��")��.��������������#%��������"�'��������������� ��#�0�"��� ����( �������������!"��%��")�'��#�! ��!��!"����"����%��������!"������%� ���!"��"�$��"�����������.���� �������##%�� )�� )��"�'������%��")��� �#���"�� �)��!"��������� ���1�������("� �"��!"����� $"�%� ���!"�$�#�"��(�#��%*�-����'��������"����� ���%�)"����"�/�� ��������! ����"��(# �2"��������#��"��������"�� ��3+������45������'����������"��� ������"��! �"��"�� ��6��"��������"�������'�.! ��""���!"���45�������� ���!"���. �2'����!����� �� ��'�1�����"� ������#�'���$�#��"�$����'�"��*+7�8!"�/�� �����#"�� ���#"���"���! .��!������ �&�����"���������"��"���������������������'�� )����(#"�� ��!��� ����������"��*��8!"��"������ �� ���%("��"�����%�����!"�������9%("��"�����%�-����"� ���"��.��!��!"��"�$��"& ��"��"������ ��!� ��: #)������;�"2"�2*3��4��� $"����"�!����#������ �&�"�!����#�����$���"�'�! ."$"������!"��(�"��"� �����#"����"������ �� ���%("��"�����%��������������#��� ��"$��"�#"��#��"����� ���!"����� �"�� ���"�"�)��������"���"#%�.!�������$���"��. �#����##���� ��!"��( $"����"� �%*�<!�#"������� ��� �������"�$��"���!����"�. �2��������� �)��� ���%��")���! �#���"�� �)������"#���$"#%�"���#%�("���"�����"������"�!����#��"�)�'�.!�������("�� ����"�"�������$"��"�"��"��� ����"������� �!"���"�� ������) �"��!�##"������� ���"����%���$"���!"�"��#"���.�%���%("�����"�����("���"�*�8!"����#%���� ���!"�<������%����"�!����#�"��%�� ���"��� .������ )"�!��)���!���)�%�("�� ����"�"�'��!"�"� �"��� �"���$"�)"����"����������$���"���! �#������"��'�=>?@A�BC=B'��!"�� �"����#����������#�"� � )�����)��"�'��"��"��"������ �����$��%'��"������ ��#���)��"�'��"��"��"� ������������ )���"���%��")�'��"���(�#�D��� �� ���!%����#�. �#�'������ �"����#�# ��"������ $"�"����%*���+,��8�##�����8"!��2�E#�2  #'�45&2������2�����"�F��"������'���G,*�H�#��"���I�!����IJJ...*���*""J���"�J�"���#�J��#"�J� ��"��&"��� ��J/45J��&2�����K ��"������*���*�+7��4(��*��3���:""�LM*�



��������	�
��
�������
�����	�����������������

����

������ !�"#�"�$#�"� %�"&�'��%��()�*�'+�,-��+'�)%��() "+�)�.(��" &/��)��01234561135237�018649:2061�;<;239%=� /��(* /.�*�"�=� />&)!�" &/�%+%"�!%��/*�/�"$&)?%=��/*��..)�.�"��01234:52061;�'�"$��/�#(!�/�(%�)%��/*�"#�%�� />&)!�" &/�%+%"�!%@�A/�&()�B �$=�$#�"�* %" /.( %#�%�/�"$&)?��/*� />&)!�" &/�%��() "+�)�.(��" &/�>)&!��+'�)%��() "+�)�.(��" &/� %�"#�"��+'�)%��() "+�)�.(��" &/�� !%�"&�C)&"��"�/&"�&/�+��&/> *�/" �� "+=� /"�.) "+��/*��B� ��' � "+�&>�*�"�=� />&)!�" &/�%+%"�!%��/*�/�"$&)?%D�=�'("���%&���)"� /�01234:52061;�'�"$��/�"#�%���/*�"#��%&� �"+� /B&�B /.�"$&�&)�!&)��E�!'�)�F"�"�%@��G&$�B�)=�"# %�� /��&>�"#&(.#"��/*�"#��C)&C&%�*�*�> / " &/�&>��+'�)%��() "+�'+�"#��,-�H+'�)%��() "+�I�"���%&�&C�/%���J�/*&)�K%�'&L@��#�"��L��"�+� %��&/% *�)�*��%���"#)��"�"#�"���/��>>��"� />&)!�" &/�%+%"�!%K�(%�)%��/*�C�)%&/%�%&�"#�"� "�'��&!�%����&/��)/�>&)�"#��,-M��# �#�)�.(��"&)+�!��%()�%��)��'�%"�%( "�*�"&��**)�%%�"# %� %%(�M�A/�$# �#��)��%�&>��+'�)%��() "+�!�/�.�!�/"�N @�@�C)�B�/" &/=�*�"��" &/=�)�%C&/%�=�)��&B�)+O�"#��,-� %�'�%"�C����*�"&�)�.(��"�M��#�"�&B�)% .#"=�%(C�)B % &/��/*��/>&)��!�/"�!��%()�%��/%()����# �B�!�/"�&>�"#��&'P��" B�%�&>�"#���+'�)%��() "+�C&� �+�&>�"#��,-��/*�)�%C��"�"#��)(���&>���$��/*�>(/*�!�/"���#(!�/�) .#"%��"�"#��%�!��" !�M�Q#��/�L"�C�)"�&>�"# %�C�C�)��&&?%�>&)�%&!���/%$�)%�"&�"#�%��R(�%" &/%� /�"#���L %" /.�,-�>)�!�$&)?@�ST��UVWXYZX[\Y]̂V�_̀aZ�bcdcefg�gchfg�iefjcklemn�fdo�pqfggcdhcn�r�)�?��C)&C&%�*�����"��&.(��&>�s!�/*�"&)+t��/*�s&C" &/��t��+'�)%��() "+���$%u�"#��>&)!�)���"�.&)+��&!C) %�%�&>�*�> / " &/%=��+'�)�) !����$%��/*�*�"��C)&"��" &/���. %��" &/v�$# ���"#����""�)�&C" &/����)��%� /��(*��/�"$&)?��/*��) " ���� />)�%")(�"()��C)&"��" &/=�)�C&)" /.�&'� .�" &/%=� /"�)/�" &/����&&C�)�" &/=�����")&/ ���B *�/��=��D���Q# %� %���% !C� > �*�B �$�>)&!�(%� /�)�%C��"�&>�%��() "+�)�R( )�!�/"%�"#�"���/���%&� /��(*���("#�/" � "+=�/&/w)�C(* �" &/=����&(/"�' � "+=�)�� �' � "+=��"�@�*�C�/* /.�&/�"#��C)�� %��%"�/*�)*=��&/"�L"��/*�/��*%@��
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��������������������������������������� ������!�����������"��������������#����$��%�������������&����"��&����������"��������������������������!�� ����%������������!�����$'(��)���*���%%���������+"��!����&��&��,�����$#����� ���$�������%��+�,��*�����������������!����$#����� ���$�,����%�������%������,��!��$#�����+���!�,�&������������$#����� ���$������������������+���������'(-�.������$� ������*��,��& �����#����$�%���,!��!�/������%��!������ �������� ���$�"���!����/���!��01(�%���� ""������.����,��&�������(2�������"����������&������!���!�&�������""������!�� "����'�3����""�$�����!���"���!�������!�����+���������������$����������������� ��������+����������# ��+�$���&���������������"�����$�������������������+���������4��+"�������,��!������"������������� ������������'�5�,�&����"�������$��!�� �"���!���& �����#������������$���+��,�����6"�������#$��!������������%��!��.������$���$"��&�� ���,!��!�����������$�#��������#�������!�����+���%��!��7$#�����+��7��&������'�8��!��������������"��&��������$#�����+�����# ��������+"�������%��$#����� ���$'(9��7$#����� ���$�����������%��������������" ���$����!����������,��������"��#��+�����������������'�:&����#�����"���������!��������������������������������%��+�.������$�������������������������� �������!���%%������������;������<���&��'(=�((�3�&���!��������!�������������%��������%��+��������"����%����%��+������"��#��+������$#����� ���$���%��+�������!�������+����"��&�����������"��$�����#��,����"��&��������" #���������������#��,������ ������'�>!������� �������!�#�$�����(���/�����)���*���7��������%���7�+"��!����&��7$#����� ���$�?�����8��+�,��*��7�����@�012'�(-��/�����)���*���7��������%���7�+"��!����&��7$#����� ���$�?�����8��+��,��*��7�����@�012��"'�-2'�(2��A������������B�!��"�B@@� ""���'+������%�'��+@��4 �@!��"@201--CD@�����'�(9��/�����)���*���7��������%���7�+"��!����&��7$#����� ���$�?�����8��+�,��*��7�����@�012��"'�-2'�(=��A���EF�35A�G�"�����H?�����������������&��,��%��!��.����7�$�G����+,����7$#���:����*I���01C'�J��������B�!��"�B@@,,,'�������'�!�' *@,"4�������@ "�����@�01C@�0�@�������4�������4��&��,4,������$4�����+,���4�$#��4�����*4���4��&��,'"�%�'�((��A���K� ���!��L�!��M�����+�G�"�����N�� ��$4N ����01('�J��������B�!��"�B@@,,,1'�� ���!�#�!�'��+@���� ���@#��#@102(2C0@1%9(-�%�9�9�1%11D�#��D�CC��(����@;#�01(O�#*��;���O��4����'"�%'�
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��������	�
��
�������
�����	�����������������

����

����� !�"#$�%��&� '���( �)*+('��, �#-�./012�(3����4���4�)� ��#,� '��5#,5�3 6�*�-����$#���#-�,� $#����,4�+,-#��� +#,�(�56�+ 7�+,� '��.8&�$'+5'�$�(�5#,(+4���4�)7� '��.89(�5#6� &:;��,4�+ �'�*4� '� � '�(�����(6��(��*(#�-#���<3�� �#-���,#��� +%��5#, �= �5+�56�(5�+)�4�)7� '��>����$#���?+��5 +%���,4� '��(3�5+-+5�4+��5 +%�(��,4�4+��5 �4�� �5#�3*� +,@� '��+, ��,�*������ �+,� '�������#-��*�5 �#,+5�5#��6,+5� +#,(A!:��B'���-#���+ �5�,�)��5*�+��4� '� � '��.89(�3�+���7�5#,5��,�$�(�4� ��(�56�+ 7&��,4� '��)�#�4���,� $#����,4�+,-#��� +#,�#��57)��(�56�+ 7��(3�5 (�$������ '���+,5+4�, �*�+,�(3�5+�*�*�@�*���@+��(:C&�'�%+,@� #�4#��#���$+ '� '��5#�3*� +#,�#-� '��+, ��,�*������ &� '�,�$+ '� '��3# �, +�*�'���(� '� �5�,���(6* �-�#���+(6(�(�#��4�@��4� +#,�#-�-6,5 +#,+,@�#-�5#�36 ���(7( ��(!�B'�(��3�#%+(+#,(�(� ��:;��B'��*�@�*�)�(+(�-#��.8��5 +#,�+,� '��D-+�( �3+**��9�+,� '������(�#-�,� $#����,4�+,-#��� +#,�(�56�+ 7�'�(�)��,��44��((�4�+,�5�(��EF�GHIJ;�8K�%(!�.8�L��*+���, ��,4�E#6,5+*!�M#���3��5+(�*7&� '���( �)*+('��, �#-�./012�)7�N�@!�/#�;CJI�JJ;&�+ (�#)O�5 +%�(��,4� '�� �(�(��((+@,�4� #�+ �)7�N�@6*� +#,�.E�/#!�;CJI�JJ;�$������@��4�4��(����(6��(�-#���33�#=+�� +#,�+,� '�����,+,@�#-�2� !�GG;�#-�B>.8�P�=�2� +5*��Q��B.ER!�:���EF�GHIJ;�8,+ �4�K+,@4#��%(!�.6�#3��,�L��*+���, ��,4�E#6,5+*&�3���(!��QFCJ!�:C��1�%���*�*�@�*�3�#%+(+#,(�$����*+( �4�+,� '��O64@��, � '� �<�=3��((�5#,5��,�#-� '��E#��6,+ 7�*�@+(*� 6���+,���*� +#,� #�,� $#����,4�+,-#��� +#,�(�56�+ 7A!�B'�(��+,5*64�4�2� +5*��:�P;R�P5R��,4�P-R&�-����$#���4+�!��JJ�I�GI.E&�$'+5'�( � �� '��,��4�-#��'+@'�*�%�*�#-�3�# �5 +#,�#-�3��(#,�*��,4�3�+%�57&��(�$�**�-#����+, �+,+,@� '��+, �@�+ 7��,4�(�56�+ 7�#-�36)*+5�5#��6,+5� +#,(�,� $#��(!�B'��26 '#�+S� +#,�?+��5 +%���JJ�I�JI.E�)�+�-*7���-��(� #�(�56�+ 7��,4�3��(#,�*�4� ��3�# �5 +#,��(�3�� �#-� '#(����=+�6��5#,4+ +#,(� '� ���7�)���  �5'�4� #�@�,���*��6 '#�+S� +#,� #�3�#%+4���*�5 �#,+5�5#��6,+5� +#,�,� $#��(��,4�(��%+5�(&��,4�2� +5*���T�#-� '��8,+%��(�*�1��%+5��?+��5 +%���JJ�I��I.E���-��(� #�+, �@�+ 7��,4��%�+*�)+*+ 7�#-�36)*+5� �*�3'#,��(��%+5�(&�+,�3�� +56*�������@�,57�(��%+5�(�+,�5�(�(�#-�5� �( �#3'+5��%�, (!�M#���4� �+*�4�3�#%+(+#,(�5�,�)��-#6,4�+,� '���FL�+%�57�?+��5 +%���JJ�I�:I.E&�$'+5'�+,�2� +5*��;��,4���4��*(�$+ '�,� $#���(�56�+ 7��,4�5#,-+4�, +�*+ 7�#-�5#��6,+5� +#,(!�/# �$#� '7�+,�2� +5*��;� '� �+ ���U6+��(�(��%+5��3�#%+4��(� #� ���� �5',+5�*��,4�#�@�,+S� +#,�*����(6��(�'�%+,@���@��4� #� '��( � ��#-� '���� &�5#( (&��33�#3�+� �,�((�#-����(6��(��,4��+(�(�3��(�, &���*�,@6�@�� '� ���-*�5 �-#56(�#,�3��%�, +#,��,4�$+**��33�����#���3�#�+,�, *7�*� ����,4�#6 (+4�� '��,���#$�-+�*4�#-��*�5 �#,+5�5#��6,+5� +#,(!�0,��44+ +#,� #� '�(�&� '��L��(#,�*�?� ��L�# �5 +#,�?+��5 +%���,4� '���F1+@,� 6��(�?+��5 +%���*(#� #65'�4�63#,�(�56�+ 7�+((6�(�$+ '+,� '�+��(3�5+-+5�5#, �= (&�+,�2� +5*��GH��,4�T�P;R���(3�5 +%�*7!�E�� �+,�# '���(�56�+ 7��(3�5 (�#-�4+@+ �*��((� (&�3�# �5 +#,�#-�+, �**�5 6�*�3�#3�� 7�+,� '��+,-#��� +#,�(#5+� 7&������44��((�4�)7� '��.89(�(3�5+�*+S�4���@6*� #�7���@+��(�#,�5#37�+@' (&�3� �, (&�4� �)�(��3�# �5 +#,&�� 5!��



���������	�
������
����
����������

����

������������������������  ���!�"��������#���"�#�����"����������$��%���&��"�'(�)����*�"���&�+��$��� "�"��������*���� �&�����"&��"�����&���(�+������ ������+����&�"��������,�"��������-�.*���#�������'�"�#�����"�����&"��'�����"&�������*�'���������#�  �����"����*���&�+���#��*���� �$�(���&*���������& ��������"&��(�����&*����"���(��,���%��+ �&��(�"���������� �+*��'�����"&��(��� �����*�'�$����"���*���+�&"#"&��"��� �������"��"���)��"����(�$*"&*�!�� "#"������� �&����"&�&�����"&��"��������"&��#����*��+��+������#��*���� �&������� ��"���/0(����+��&������+������ ������������ �����������+����&�"����� ���1�������  '2�&����"����+ �'//-��3�$����(��*�� ��"� ��"��� ����&�+��*����"��"#"&��� '�&*�������"�&���*��#"����� ��������#�&')����&��"�',�� �����+���"�"����$����+���"��+ �&������$*���������$��%�����"�#�����"�����&��"�'���������)�������������������� '�&��+ �������'�����*��� �&����"&�&�����"&��"����#"� �(�����'��*��+"&�����"�������&��+ �4(�"��+���"&� ����*���&')����&��"�'�"����)�������&��&�+���*������$��%�����"�#�����"�����&��"�'-�5"����  '��*�����"��� ��� �#����$��%�*���� ����'�)�������"���������+�����(�'������"��"#"&����67���#����"��&')����&��"�'�*���8����)����-�.���'��*����������������� ��� �"������������#��*��67�*��"�����)���"������&')����&��"�'����������� �+��+��� ������+���"��-�� ��/0��9��"& ����1&2��#��*��:����$��%�;"��&�"�����#"�����*���<� �&����"&�&�����"&��"��������"&�<�������������"&�������  '�+���"����#������������"���$*"&*�&���"����$*�  '������"� '�"���*��&����'��&���#��"��� ������ �&����"&�&�����"&��"�������$��%�(�"�& ��"����� �&�����"&��"��������"&�������������"��"�������"&���"�����$��%�������#���)����&���"��(�)����4& ��������"&���+���"�"��(�����4��&"�"�����"���"� �&����� �����(�&�������������"�������"���� �&����"&�&�����"&��"�������$��%����������"&��=�"�����������"�& ����"�#�����"�����&"��'�����"&��(������#"����"��9��"& ��>��#�;"��&�"���?/@AB@6C(�$*"&*��������&���"���$*�  '������"� '�"���*��&����'��&���#��"��� ������ �&����"&�&�����"&��"�������$��%�-�//��9 �*���*������+���"�"�����#��*��D������ �;����D����&�"���;"��&�"����������& ��"#"&��"����)'��*��&�����(�#����4��+ ��"���*��E��� �����F+�"��&����1C����CG>A>@>�2(�+�+� �� '�%��$������������"����*��H�"�*�����)��#��������I-���



��������	�
��
�������
�����	�����������������

����

������� !"#!$%"&'�� !$()!#�*�+"&("&'��,-�./0�12-.03.�24�./0�5012-6�7899:;�24�12<<2-�42;08=-�:-6�501>;8.?�72981?�./0��@@��1?A0;B:..:1C5�:=:8-5.�D5.2-8:�/:E0�906�.2�:�.>;-8-=�728-.F�:-6�1?A0;501>;8.?�G:5�860-.84806�:5�:�501>;8.?�855>0�8-�./0�;072;.�2-�./0�8<790<0-.:.82-�24�./0�D>;270:-�H01>;8.?�H.;:.0=?�IDHHJ�5>A<8..06�A?�HKLMN�O:E80;�H29:-:�.2�./0�D>;270:-�P2>-189�8-�Q010<A0;��@@RSRT�U/0�.0;<�V1?A0;501>;8.?W�.>;-06�8-.2�:�72981?�A>XXG2;6�:4.0;�./0�:627.82-�24�./0�DYZ5��@[\�P?A0;501>;8.?�H.;:.0=?T@�:-6�1?A0;501>;8.?�85�-2G�:-�8-.0=;:9�7:;.�24�DY�72981805S�U/0�621><0-.�:66;05506�1?A0;501>;8.?�8-�:�12<7;0/0-58E0�4:5/82-�:-6�42;05:G�./:.�7;272506�:1.8E8.805�G2>96�270;:.0�G8./8-�68440;0-.�90=:9�4;:<0G2;C5F�-2.:A9?�-0.G2;C�:-6�8-42;<:.82-�501>;8.?F�9:G�0-42;10<0-.�:-6�6040-10F�:-6�2-�.G2�90E095F�./0�-:.82-:9�:-6�DY�90E09S]̂�,.�05.:A985/06�48E0�7;82;8.805_�:1/80E8-=�1?A0;�;058980-10̀�6;:5.81:99?�;06>18-=�1?A0;1;8<0̀�60E09278-=�1?A0;B6040-10�72981?�:-6�1:7:A898.805�;09:.06�.2�./0�P2<<2-�H01>;8.?�:-6�Q040-10�a2981?�IPHQaJ̀�60E0927�./0�8-6>5.;8:9�:-6�.01/-292=81:9�;052>;105�42;�1?A0;501>;8.?̀�:-6�05.:A985/�:�12/0;0-.�8-.0;-:.82-:9�1?A0;57:10�72981?�42;�./0�D>;270:-�Y-82-�:-6�7;2<2.0�12;0�DY�E:9>05S�U/0��@[\�5.;:.0=?�85�10-.0;06�<25.9?�2-�./0�8<72;.:-10�24�1?A0;501>;8.?�42;�012-2<81�;0:52-5F�A>.�:952�<0-.82-5�52<0�7:;.81>9:;�12-10;-5F�./0;0A?�8<79?8-=�G/:.�/:;<5�:;0�12-5860;06_�012-2<81�925505�A2./�8-�.0;<5�24�6:<:=05�:-6�601;0:506�7;26>1.8E8.?F�601;0:506�12-4860-10�24�18.8X0-5�.2�>50�0B50;E8105F�7/?581:9�:-6�8<7:97:A90�/:;<5�.2�18.8X0-5F�:-6�./0�9255�24�:>.2-2<?�42;�18.8X0-5�2>.5860�./0�DYS��� ��RT��DDbHF�VN072;.�2-�./0�8<790<0-.:.82-�24�./0�D>;270:-�H01>;8.?�H.;:.0=?�c�a;2E868-=�H01>;8.?�8-�:�P/:-=8-=�d2;96WF�[[S[�S�@[RS�e-98-0�:._�/..75_LL0>;27:S0>L�=92A:95.;:.0=?L0-L;072;.B8<790<0-.:.82-B0>;270:-B501>;8.?B5.;:.0=?B7;2E868-=B501>;8.?B1/:-=8-=BG2;96S�T@��fghij�kgllmihnojhgi�pg�pqr�smtguroi�votwholrijx�pqr�kgminhwx�pqr�smtguroi�sngiglhn�yiz�{gnhow�kgllhjjrr�yiz�pqr�kgllhjjrr�|}�pqr�~r�hgi��P?A0;501>;8.?�H.;:.0=?�24�./0�D>;270:-�Y-82-_�b-�e70-F�H:40�:-6�H01>;0�P?A0;57:10F�Oe,�L�@[\L@[�48-:9S�T[��,A86S�7S�[�S�



���������	�
������
����
����������

����

�������������������� ��!�"#$����%�&'(�)��&*)��'���)����'�+,-�./-0122�34014-56�73�8900-:426�;.0<9214-=�7:�4,-�>90.?-1:�@.<<7337.:A3�B.7:4�8.<<9:78147.:�.:�C-3727-:8-D�E-4-00-:8-�1:=�E-;-:8-F�G972=7:5�340.:5�86H-03-890746�;.0�4,-�>ID�J,78,�9?=14-=�4,-��KLM�34014-56�=.89<-:4NO��+,-�:-J�/737.:�73�<./7:5�;0.<�4,-�8.<?0-,-:37/-�1??0.18,�4.J10=3�1�<.0-�7:4-5014-=�.:-D�J,-0-�-8.:.<78D�?.2747812�1:=�34014-578�4,0-143�-:P.6�-Q912�144-:47.:D�1:=�86H-03-890746�81:�H-�3--:�13�1�,.07R.:412�?.2786�7339-D�.0�1�8.<<.:�3.87-412�8,122-:5-D�,1/7:5�-2-<-:43�7:�<9247?2-�216-03�.;�5./-0:<-:4D�-8.:.<6�1:=�3.87-46N�+,-0-;.0-D�4,-�9?=14-=�34014-56�5.-3�H-6.:=�4,-�?0-/7.9326�3414-=�10-13�.;�:-4J.0S�1:=�7:;.0<147.:�3-890746D�86H-0807<-D�86H-0�=-;-:8-�1:=�-T4-0:12�0-2147.:3D�1:=�?0.?.3-3�<-1390-3�7:�?0.=984�271H72746D�8.:39<-0�?0.4-847.:D�21H.90�<10S-4D�;7:1:8712�3-0/78-3D�-=98147.:D�401=-�1:=�7:/-34<-:4�;7-2=3�13�J-22N�><?,1373�73�.:�H972=7:5�0-3727-:8-�1:=�=-27/-0�H-44-0�>I�0-3?.:3-�4.�86H-0U14418S3D�375:7;67:5�1�3,7;4�;0.<�1�0-1847/-�4.�1�?0.1847/-�1??0.18,N��+,-�4,0-143�.9427:-=�7:�4,-�7:40.=9847.:�?104�.;�4,-�@.<<9:78147.:�7<?26�4,14�4,-�>I�73�0-1=6�4.�1==0-33�?.4-:4712�,10<3�H6�=7;;-0-:4�<-1390-3N�+,-�8.:8-0:�1H.94�:-5147/-�-8.:.<78�7<?184�.;�<7393-3�1:=�=-501=147.:�7:�4,-�;9:847.:7:5�.;�8.<?94-0�3634-<3�73�34722�8-:4012D�,.J-/-0�4,-�7339-�,13�50.J:�7:�<15:749=-�1:=�J.007-3�10-�-T?0-33-=�1H.94�?.4-:4712�-8.:.<78�=-341H727R147.:D�=-80-13-=�?.2747812�194.:.<6D�=730-3?-84�;.0�4-0074.0712�7:4-50746D�?,637812�,10<3D�=-80-13-�7:�8.:39<-0�40934�1:=�4,-�=-80-13-=�1H72746�.;�3414-3�4.�?0./7=-�.0=-0�7:�4,-�3.87-46�H6�-:;.087:5�4,-70�21J3N��V:�4,-�:-T4�3-847.:�J-�7=-:47;6�2-512�<-1390-3�4,14�10-�-74,-0�120-1=6�1/1721H2-�.0�10-�?0.?.3-=�1:=D�7;�1:=�J,-:�1=.?4-=D�81:�H-�93-=�7:�4,-�;9490-�4.�1==0-33�4,-�?.4-:4712�1:=�184912�,10<3�7=-:47;7-=�3.�;10N���O���BWVX�Y�KLZ[�\]KN�



��������	�
��
�������
�����	�����������������

����
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