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Abstract

One of the most important features required from blockchain type distributed ledger tech-
nologies is their verifiable uniqueness, i.e. the verifier (observer) of the ledger has to be
convinced that the version of the ledger it sees is and stays the same for all potential
verifiers. For example, the Bitcoin ledger is believed to be one, single, valid, and unique,
because the PoW blockchain consensus protocol mechanism enables verifiers to calculate
the total amount of electirical energy required to create the ledger on the blockchain
system. Comparing this necessary electrical energy with the total available electrical en-
ergy resources of all around the world, the observer can be convinced that creating of
parallel alternative versions of the ledger would cost so much. This research studies the
uniqueness condition criterias of blockchain type distributed ledger technologies that are
based on various different (apart from PoW,) blockchain consensus protocols. For every
blockchain type distributed ledger technology, author explains the simple work principle
at first and then regarding to the fundamental basic work principle of each blockchain
type distributed ledger technology, author figures out the uniqueness conditions againt
both alternative branches and block extensions that are existing on the ledger as well
as describes the real world physical required measurements that are necessary to verify
the uniqueness of the ledger. Furthermore, some relevant possible attacks are discussed
and handled for each blockchain consensus protocols. In essence, the work is definitely
not a literature review, but an analytical research that are mostly based on conference
papers, journal articles, technical reports, whitepapers and relevant websites of the dif-
ferent blockchain systems. At the same time, many necessary assumptions are not just
extracted from the cited whitepapers and websites of the different blockchain consensus
protocols, but have been deduced by the author based on all other available book sections
and electronic materials. The final evaluated results are summarized in concluding table.

This thesis is written in English and is 84 pages long, including 6 chapters, 6 figures and
1 table.



Annotatsioon

Uks hajusraamatutelt noutavaid tdhtsamaid noutud omadusi on nende verifitseeritav
unikaalsus, st arvestusraamatu verifitseerija (vaatleja) peab 16puks olema veendunud, et
see versioon arvestusraamatust, mida ta naeb, on ja jaab samaks koigile potentsiaal-
seile vaatlejaile. Naiteks Bitcoini arvestusraamatus kasutatav tootoenduse mehhanism
voimaldab arvestusraamatu verifitseerijal valja arvutada arvestusraamatu loomiseks ku-
lunud energiahulga. Vorreldes seda energiahulka maailmas toodetava energiahulgaga voib
arvestusraamatu verifitseerijat veenda selles, et paralleelse alternatiivse arvestusraamatu
loomine oleks liiga kulukas.

Selles magistritoos uuritakse paljude, (t66t6endusest) erinevatel konsensusmehhanismidel
pohinevate hajusraamatute unikaalsuskriteeriume. Iga hajusraamatu tiiiibi jaoks selgi-
tatakse valja vajalikud korrektselt verifitseeruva arvestusraamatu unikaalsust tagavad eel-
dused maailma kohta ja samuti kirjeldatakse nende eelduste kehtivuse verifitseerimiseks
vajalikke fiitisikalisi mootmisi, juhul kui tehtud eeldused iildse on verifitseeritavad.

Toos kasutatud infoallikad on lisaks teadusartiklitele ka paljud hajusraamatulahendusi
kirjeldavad veebilehed. Paljud vajalikud eeldused ei ole lihtsalt ekstraheeritud viidatud
allikatest vaid on t60 autori poolt tuletatud, kasutades koiki kéattesaadavaid materjale.
T66 tulemused on summeeritud kokkuvotvas tabelis.

Loputoo on kirjutatud inglise keeles ning sisaldab teksti 84 lehekiiljel, 6 peatiikki, 6 joon-
ist, 1 table.
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1 Introduction

Distributed ledger technology is a consensus of replicated, shared, and synchronized dig-
ital data, which geographically spreads across multiple sites, countries, or institutions.
One of its main advantages of distributed ledger technology is that there is no central
administrator and centralized data storage. All nodes in the system must hold identical
copies of the ledger. All nodes have to update themselves with the new, correct copy
of the ledger once a consensus has been determined. Thereby, after the update of the
correct copy of the ledger is done properly, then there can be only one, single, valid, and
unique ledger in every node in the system. Security in a distributed ledger technology
is accomplished through cryptographic primitives and blockchain system is one form of
distributed ledger technology.

The main goal of this research is to understand and figure out with what conditions and
under which assumptions a blockchain type distributed ledger technology provides a one,
single, valid, and unique ledger in the blockchain system.

The meaning by the uniqueness of the ledger is that there should not be either an al-
ternative version of the original ledger or extended blocks on the original ledger on the
blockchain system in the entire world. Only one, single, valid, and unique ledger should
be seen from outside of the blockchain system by public. Cybersecurity related specific
technical requirements are usually based on cryptographic primitives. When one or some
of the cryptographic primitives are broken, they might end up with local compromise of
the blocks, stolen private keys, accounts, financial loss, and so on.

In this thesis, only the global effect of broken cryptographic primitives, one of which is vio-
lation of the uniqueness is handled and analyzed. Local effects of compromised blockchain
systems were not taken into account in terms of uniquness. Why the uniqueness of the
ledger is important is that because this is the most basic, fundamental non-functional
system design requirement of all blockchain consensus protocols and it is related to the
global /entire security of the blockchain type distributed ledger technologies.

1.1 Blockchain History

During the United States origin big global financial crisis in 2008, some banks collapsed,
some insurance companies lost a lot of money in the stock markets in all around the world,
and the trust of nation-based currencies such as US dollar decreased significantly as a
result. The consequence of that big economic crisis in all around the world forced people
to think that there might be necessity to have such a currency that is not under control of
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any central authority, government, and/or their public and private sector partners as well.
Therefore, an unknown person or a group of people called “Satoshi Nakamoto” presented
a cryptocurrency called Bitcoin.

The main idea behind of Bitcoin is that there will be a decentralized digital asset (cryp-
tocurrency) without a central bank, which means that without the need for intermediaries,
that allows money transactions from one user to another on the peer-to-peer network since
it was shown that one of the main and important reasons of the big economic crisis was
related to the intermediaries of the loan-chain, which basically indicated the relation be-
tween people, banks, insurance companies, and stock markets. Therefore, they decided to
develop the first blockchain database, the main technology underlying Bitcoin as a part
of the implementation. [14]

Bitcoin was released by Satoshi Nakamoto as an open-source software in 2009. Transac-
tions are going to be verified by a special network node called miner using cryptographic
primitives. Furthermore, transactions are going to be recorded in a ledger, so that the
records cannot be changed backswept without the consensus of the blockchain system.
After a while, many people started to think that this decentralized peer-to-peer network
with no central authority provides cheaper, faster, and safer money transactions around
the world and the decentralized peer-to-peer network blockchain technology can also be
implemented not just to cryptocurrencies but to any kind of centralized applications run-
ning on the existing network as well.

1.2 Research Motivation

The overall security concepts of blockchain type distributed ledger technology are not
systematically covered in the literature. The main focus in the literature is mostly on
specific technical requirements and this seems to lead the community towards insufficient
security arguments. For example, there is a widespread belief that Bitcoin is “secure” as
long as the majority of its users and miners are honest. Even though there are many pro-
posed distributed ledger technology solutions, where many different “security measures”
have been used, there is no research that systematically analyzes and discusses the most
important and fundamental non-functional system design requirements. Uniqueness of
the ledger is one of the most important and fundamental non-functional system design
requirements in a blockchain system. The inherent complexity of blockchain consensus
protocols and their immediate, fast, and dramatic evolution make the analysis and evalua-
tions harder. However, this study addresses this challenge by conducting the fundamental
work knowledge of each different blockchain consensus protocols. After first discussing key
working principles in each different blockchain consensus protocols, the study describes:
(i) variables based on working principle of each different blockchain consensus protocols;
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(ii) specify the unique ledger condition criterias using the pre-defined variables for each
different blockchain consensus protocols; (iii) emphasize what sort of physical necessary
measurements and observations should be done from the real world to verify the pre-
defined uniqueness conditions; and (iv) cover some of the relevant potantial attack types
against each different blockchain consensus protocol.

1.3 Scope of Research

The most fundamental security question of blockchains, namely the verifiable uniqueness
is the only scope and main focus of this research. In other words, instead of local com-
promise related security issues in a blockchain system, the global security conditions of
the blockchain systems were analyzed and discussed. For example, it was assumed that
the cryptographic primitives that are used in the blockchain systems are sufficiently se-
cure not to cause global effects, such as uniqueness violation or destruction of the whole
blockchain system. This research is guided by a systematization framework that was de-
veloped to highlight the uniquness of various blockchain consensus protocols, along with a
discussion on their necessary physical measurements and observations from the real world.
Therefore, the research gaps were identified in the current state of art and insights for the
community to consider in future research endeavours.

1.4 Research Questions

The following research questions are to be answered:

1. What is the uniqueness of ledger?
2. What are the possible uniqueness violation situations on the ledger?

3. Under which assumptions and with what conditions a blockchain consensus protocol
can provide a one, single, valid, and unique ledger in the blockchain system?

4. Can these uniqueness conditions be verified?

5. In addition to verifying the correctness (syntax and semantics) of the ledger, is

it necessary to make some physical measurements and observations from the real
world?

6. What are the potential attacks against each of different blockchain systems?
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1.5 Outcomes of the Research

Apart from PoW type blockchain consensus protocol, fourteen different blockchain con-
sensus protocols are studied and determined with the assumptions and conditions under
which the ledgers produced by these blockchain consensus protocols would be unique.
The necessary real world measurability of the assumptions and conditions are handled
and discussed. It turned out that the ledgers based on PoW and PoC are, at least in
principle, verifiable. However, their necessary uniqueness conditions tend not hold for the
real world implementations of these types of blockchains.

The uniqueness conditions of almost all other types of blockchain consensus protocols
contain adversarial parameters that are not measurable in the real world, at least it
could not be imagined that any measurement techniques to determine these parameters.
In practice, this means there may be other types of reasons why one can assume that
these unmeasurable assumptions hold. For example, the reasons may be social-science
oriented or coming from economic arguments such as economical infeasibility of launching
an attack. The security of the implementations of most blockchain consensus protocols
certainly depends on socio-technical arguments. Hence, the blockchains’ “100% security
guarantee” only applies under some physically unmeasurable socio-technical assumptions.

1.6 Research Gaps

There is no research that systematically describes what the uniqueness of the ledger con-
cretely means in a blockchain system. In addition, there are few papers that have analyzed
blockchain consensus protocols in terms of tolerated power of adversaries. However, these
studies do not provide any detailed systematic anaylsis, but just consequences that are
irrelavant for some cases as in Proof of Work (PoW), for example. Furthermore, there is
no such research that discusses fifteen different blockchain consensus protocols at the same
time. Therefore, a comprehensive logical approach was derived to fulfill the expectations
and gaps of the nearest future academic studies.

1.7 Novelty of the Research

This research is the first study that analyzes and explains the uniqueness of the ledger
as the most important and fundamental non-functional system design requirement in a
systematic way and combines the unique ledger threshold condition criterias along with
necessary physical measurements and observations from the real world, while deciding
the uniqueness of the ledger. Furthermore, it is the most comprehensive research that
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handles fifteen different blockchain consensus protocols at the same time with possible
attack types in one research.

1.8 Methodology

This research is an analytical research based on mainly academic studies. For the ac-
complishment of this research some conference papers, journal articles, technical reports,
and whitepapers of the relevant blockchain systems were consulted. In addition, book
sections, electronic materials, and many techical websites/forums were also taken into
consideration as supportive.

1.9 Limitations of the Research

The lack of the implementation of all the built up theoretical logic to practice may make
the possible outcomes and consequences of the research unreliable. In addition, the lack
of academic studies that have similar approaches in terms of uniqueness of the ledger
makes the anaylsis harder and more challenge.

1.10 Structure of the Thesis

The thesis is organized as follows: Having given an introduction into the topic in chapter
1. In chapter 2, proceeding with the explanations about blockchain background, system
design requirements, and consensus are presented. Uniquness of the ledger in blockchain
system is given in chapter 3. In chapter 4 with subchapters, particular blockchain con-
sensus protocols in terms of their fundamental work principle are handled and explained.
Their unique ledger conditions are analyzed and discussed along with their necessary
measurements that need to be done from the real world. Possible attack types against
each blockchain consensus protocol are pointed and mentioned briefly. Conclusions are
summarized in chapter 5 with a conclusion table. The description of the conclusion table
is explained in chapter 6.
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2 Blockchain Background

2.1 General Description of a Blockchain System

A blockchain system should consist of the following components/parties at least: [3, 50,

69]

e Users: People or entities that are usually identified by their public key mostly
associated with digital signatures, such as RSA, DSA, ECDSA (generally also known
as account number) etc. in the ledger and able to add entries to the ledger.

e Operators: People, who can only accept items from the users and add them to the
ledger with respect to the meeting format. In other words, they are responsible for
the operation, maintenance, and the validity of the ledger.

Ledgers in blockchain technology are created block by block according to the following
fundamental steps: [70, 67, 53]

Users send the operators the entries that they have added to the ledger.

The operators check the incoming entries, if they are in valid format.

The operators verify the valid entries.

The operators choose stored valid entries and combine them in a block.

The operators finally add the formed block to the ledger.

Nodes are special computers in the blokchain system. All copies of the ledger should be
passed through the entire nodes by the relevant consensus protocol properly.

2.2 Systems Design Requirements

There are two main requirements in Systems Design Engineering as follows: Functional
and Non-Functional.

In terms of the needs of business and end users, these requirements describe the features
that the system has to meet [26, 41].
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I. Functional Requirements

Functional Requirements are also known as software requirements specification. They
determine what a system should do or what should not do. In a particular system, they
also describe what specific functions are needed to be implemented. In order to interact
with the systems software, they describe what kind of proper actions that the users have
to take.

II. Non-Functional Requirements

Non-Functional Requirements are also known as product quality attributes, but not spe-
cific functions or behaviors. They indicate how the system will work and explain what
for.

Here are some of the system quality features listed as follows: [27, 93]

Availability: Requirements for the application running continuously.

Reliability: Behaviors of the application in case of failure.

Scalability: Ways about extending the system by avoiding performance issues.

Performance: How many users can perform simultaneous or transactions the sys-
tem can service at the same time.

Security: Application security and safety requirements. Such as access control,
processing private data, and so on.

Usability: How easy to use for the application. In other words, it describes how
user-friendly the application usage is.

Uniqueness of the ledger is one of the non-functional requirements in the blockchain
systems. It is directly related to the entire, whole security of the ledger. There is no
systematic studies about the uniqueness criteria in blockchain systems are known and it
is a big research gap in the literature. That is why the author focuses on it.

2.3 Consensus Protocols

After the operators finally add the verified block to the ledger, it is needed to be ensured
that all copies of the ledger are spread through the entire nodes properly. That is why
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a consensus protocol between the operators are required to ensure consistency of the
ledger in entire blockchain system [6, 12, 28].

There are two different forms for reaching consensus: Byzantine Consensus and Nakamoto
Consensus [48, 51].

2.3.1 Byzantine Consensus

Let By, By, ...B; be the blocks of the ledger at moment t.

If By, Bs,...B; blocks are agreed among the operators (Figure 1), then the next block
(Bi41) should be agreed between the operator after the moment ¢ [3].

In overall, there must be (3f + 1) nodes at least, if there are f adversaries in the block
system. In other words,
n—1

3

<

where, f is the total number of nodes with byzantine/arbitrary failure and n is the total
number of nodes in the network [24, 39, 21, 40].

B, [ B. [L, ___| B: *j B: [l B [, ___| B

[ If valid, then append }/’

to the blokchain

Operator, Operatory

—_— Bisy| 4——o
* 1

[ Check & Verify ]

Figure 1: Illustration of Byzantine consensus

Therefore, in order to increase the resistance against faulty adversaries, by the way of its
design principle, it is needed to have a very sufficiently large number n operators that
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are functioning properly in order to reach a consensus on the same version of block By, ;.
However, the main obstacle of Byzantine consensus is that before the new block creation,
Byzantine consensus protocol has to be accomplished among the operators necessarily.
That is why, it may usually get stuck, so that it can disrupt and even cause the entire
ledger management collapse. [22, 23, 9]

2.3.2 Nakamoto Consensus

Let By, Bs,...B; be the blocks of the ledger at moment ¢ in an operator.
Let Bi, B, ...By, be the blocks of the ledger at moment ¢ in another operator.

If there are two chains such as By, By, ...B; and B}, B, ...B;, (Figure 2), then the longer
chain should be agreed and prefered between the operators at the moment ¢ in PoW type
blockchain consensus protocol like Bitcoin [3].

As there is comparison of the chains and is not synchronised By, Bs, ...B; blocks among
the operators, if there encounters a poor network connection in the blockchain system,
Nakamoto consensus based blockchain consensus protocols may be much more reliable
than Byzantine consensus based blockchain consensus protocols [11, 60].

By [L)] B2 [, .- | B w By [ B2 [, | B'm

[ Prefer the longest } f

blockchain
- -t *
Operator, I e
L S ’ ‘!

Operatory

[ Compare & Verify J

Figure 2: Illustration of Nakomoto consensus

While creating blockchain, the main and fundamental purpose of the Nakamoto consensus

Chapter 2 Deniz Basar 23



is that it tries to reach and arrive such a situation, where all the operators that are
functioning properly have the same initial segments of blocks such as By, By, ... By, at time
t < t'. However, they may have such a situation that block B; contains such transaction
r, but the block B; winning later may not be able to contain the transaction r. In other
words, there may exist such a case, where some recently added transactions might be
dropped from the ledger. [62, 58]

3 Ledger Uniqueness in Blockchain Systems

3.1 Uniqueness Description

The meaning of uniqueness criteria for the ledger in the blockchain system is that it sim-
ply describes and explains the situation where and how a blockchain consensus protocol
provides a one, single, valid, and unique ledger. In other words, it includes and explains
the threshold conditions for the ledger in the blockchain system along with relative as-
sumptions, necessary measurements and observations from the real world.

Therefore, there may exist two different situations in terms of uniqueness violation as
follows: Alternative branch and blockchain extension.

3.1.1 Alternative Branch

Distant past Today

L L L 1, L)

{Original branch)

L L 'L

(Alternative branch)

Figure 3: Creating alternative branch for uniqueness violation

A blockchain system can contain one or some of ledgers that existed distant in the past
(Figure 3) and they have been still existing up to now. In other words, there may exist
an alternative branch or branches of the original branch in the blockchain system. Such
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a situation must be avoided in all blockchain systems in order to establish the unique
ledger.

3.1.2 Blockchain Extension

A blockchain system can contain one of some of extended blocks on ledger. In other
words, there may exist an extension of blocks (Figure 4) on the original branch in the
blockchain system. Such a situation must be avoided in all blockchain systems in order
to establish the unique ledger.

Right now

|

I
Ly W om ol n
|
l

(Original branch) (Extended blocks)

Figure 4: Creating extended blocks for uniqueness violation

3.2 Threats to Uniqueness

Every blockchain system uses some cryptographic primitives depending on their de-
sign specifications. It is only considered that the global effect or entire security of the
blockchain system, which means that there must be one, single, valid, unique blockchain
should be seen by the blockchain nodes is taken into account in this research. The break-
age of cryptographic primitives are important and must be evaluated, when they have
a global effect that threatens the uniqueness of ledger. However, it is strongly assumed
that cryptographic primitives such as cryptographic hash functions, digital signatures,
and encryption etc. are powerful and secure enough not to be broken in order to cause
global effects for the uniqueness of the ledger in terms of alternative branching and block
extensions on a blockchain system.
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Figure 5: Threat landscape and possible effects of broken consensus protocol

In addition, the breakage of cryptographic primitives can cause local effects (Figure 5)
such as stolen compromised accounts, financial loss, and so on. However, any effects of
broken cryptographic primitives are not handled to be evaluated in the thesis. Thereby,
the proposed idea for the uniqueness of ledger in blockchain systems is mainly and funda-
mentally related (bold straight arrows in Figure 5) to the broken properties of blockchain
consensus protocol.

3.3 Uniqueness Verification

The uniqueness of the ledger describes a ledger that is one, single, valid, and unique in
the blockchain system. However, it is necessary to be ensured that the uniqueness of the
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ledger is verifiable. Verifier/observer is either user or operator in the blockchain system.
The consensus protocol is taken into account with respect to necessary measurements
and observations that are needed to be done physically from the real world environment.
Assumptions are relative and applied on both consensus protocol and necessary measure-
ments and observations. To reduce the wrong consequences of weak assumptions, the
fundamental logic of uniqueness of the ledger is derived from the basic and general work
principle of the consensus protocols.
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Figure 6: Effects and possible results of uniqueness verification.

As being told and emphasized before, cryptographic primitives such as cryptographic hash
functions, digital signatures, and encryption etc. are estimated that they are powerful
and secure enough not to be broken in order to cause global effects for the uniqueness of
the ledger. In other words, the verifier/observer does not consider (black cross in Figure
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6) the effects of broken cryptographic primitives. In addition, it excludes (white cross in
Figure 6) the results of alternative branching and blockchain extension on the ledger by
only focusing the result of unique ledger in the blockchain system. Every blockchain has
its own uniqueness threshold properties that indicate the conditions (bold straight arrows
in Figure 6) that have to be satisfied for (together with the assumptions and necessary
measurements and observations from the real world environment) the blockchain being
provably unique.

4 Studies of Blockchain Consensus protocols

Description and simple work principle of the most commonly used blockchain consen-
sus protocols by choosing a sample cryptocurrency are described briefly. The uniqueness
threshold criterias in terms of both situations ”"having alternative branches” and "ex-
tended blocks” in the blockchain system are handled, analyzed, and explained. In other
words, under which conditions, the relevant blockchain consensus protocol can have a one,
single, valid, and unique ledger in the blockchain system. Furthermore, what necassary
physical measurements and observations should be done from real world enviroment are
emphasized in order to verify the uniqueness of ledger in the blockchain system. Moreover,
possible attacking types for each blockchain system are covered as well.

4.1 Proof of Work (PoW)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of PoW type blockchain consensus protocol is Bitcoin. However, other PoW based
cryptocurrencies also have a lot of similaries in terms of their fundamental work principles.

4.1.1 General Information

An open-source code peer-to-peer “Electronic Cash System” released on October 2008. It
was known that it has been implemented by an unknown person or a group of people called
Satoshi Nakamoto. However, it was reported on 21 May 2019 22:53 GMT+3 that Craig
Wright is the inventor of Bitcoin [78]. Bitcoin is a public blockchain and cryptographic
hash function, which is used in Bitcoin is SHA256. In Bitcoin, private key is a 256-bit and
encryption is governed by the secp256kl ECDSA standard used by Bitcoin. Number of
blocks needed and considered to be secure in Bitcoin blockchain is 6 blocks, which means
that the average time for finality is 1 hour. Finality points out the final version of the

Chapter 4 Deniz Basar 28



blockchain that must be ensured by the miners. In other words, the required number
of blocks that are needed for block confirmations are 6 blocks in Bitcoin. Block mining
reward halves every 210,000 blocks and the coin reward will decrease from 12.5 to 6.25
coins at 24 May 2020 12:35:56. That means a new block is created and gets added to
the Bitcoin blockchain in every 10 minutes in average [49]. In other words, the interval
between subsequent block creation is approximately 10 minutes.

4.1.2 Fundamental Work Principle

There are special nodes called miners in PoW type blockchain consensus protocol. New
transactions digitally signed are broadcasted to all miners. Each miner collects new
transactions and combine them into a block. A block consists of two parts. Block header
and data.

A. Block header contains the followings: [49]

e block version number (80 bytes),

e hash of the previous block header (256 bits),
e merkle tree root (256 bits) [47],

e timestamp (32 bits) [31],

e current difficulty target (256 bits),

e nonce (32 bits)

B. Data contains all the confirmed transactions.

Each node tries to produce PoW by incrementing the nonce value in the block header
until a value is found that gives the block’s hash the required zero bits (68-bit). In other
words, miners keep generating the nonce value until they find the valid nonce value.

A block is valid if and only if the transactions inside of the block are valid and confirmed.
The nonce is only actual for the current valid block. It cannot be reused again for another
block. If the miners see that the block is valid, but the nonce is not actual, then it gets
rejected. If the miners see that the block is not valid, but the nonce is actual, then it
also gets rejected. Only the combination of a valid block and the nonce are accepted by
the miners. When a miner finds the actual nonce, the block is broadcasted to all the
other miners. While miners work on creating the next block in the blockchain using the
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hash of the accepted block as the previous hash, they express the acceptance of the block.
There may be a special case that if two or more miners broadcast different versions of
the next valid block simultaneously and some miners may receive one or the other first.
If such kind of case exists, then miners work on the first one they receive but they save
the other branch in any case it becomes longer. Only the miner, who first generates the
actual nonce for the valid block is rewarded. If blocks are generated so fast, the current
difficulty of target is increased by the blockchain system. [49]

4.1.3 Uniqueness Threshold in PoW

Two variables N and T are described in order to decide uniqueness against alternative
branches of the ledger in the PoW blockchain system.

Let N be the total amount of electrical energy available in the world.
Let T be the total electrical energy consumed by miners for creating the PoW.

Therefore, the theoretical uniqueness threshold condition can be formulated as follows:

This is the uniqueness threshold condition criteria for the prevension of having alternative
branches on the ledger in the PoW blockchain systems. In other words, total electrical
energy consumed by miners for creating the PoW should be greater than the half of the
total amount of electrical energy available in the world in order not to have alternative
branches on blockchain.

The intuition behind this reasoning is that PoW blockchain systems are public blockchains.
That basically means that there is no central authority permission needed for being a
miner. In other words, as long as people, who can have enough resources in terms of elec-
trical energy consumption to create the PoW can be miners. Therefore, being thought
while deciding the limitations/borders of the assumptions, it is needed to be decided and
covered the extreme case, where the electrical energy that may be used on PoW blockchain
system could exceeed the level now and reach to the total electrical energy available in
the world. That is why, the miners should be able to control more than half of the total
electrical energy available in the world in order to theoretically imply the uniqueness of
the ledger in the PoW blockchain system.

In terms of uniqueness for the prevension of having block extension on the ledger, PoW
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blockchain systems promise to create 1 block per 10 minutes in average. In addition, it
promises number of blocks needed for block confirmation, which are 6 blocks. Therefore,
by looking at the promised block creation time and number of blocks needed for block
finalization, it can be estimated and accepted that PoW blockchain system can fully
perform uniqueness against block extension on the ledger.

The intuition behind this reasoning is that interval between subsequent block creation
might be used to provide reliability for each of the miners in the PoW blockchain system
that every miner will be able to believe when a new block will be added to the blockchain.
When there becomes such a blockchain extension situation, if the miners know in advance
about when exactly a new block should be created and appended to the blockchain,
there will not be any confusion, so that block extension created by the violated miners
would be ignored and dropped. In terms of minimal number of blocks, required for block
confirmation might be used to provide certainty at some point that even though blockchain
extension occurs, the miners would be able to make sure about which blockchain is securer
than the other (the longer, the securer in PoW). In other words, it might be called as
indirect prevension mechanism against blockchain extension.

4.1.4 Necessary Measurements for Uniqueness in PoW

Beside theoretical uniqueness threshold condition described by N and T variables, the
research also describes what necessary real world measurements and observations need to
be done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in PoW based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total amount of elec-
trical energy existing in the world. Total amount of electrical energy is large, but it can
be measurable.

Measurability of Determining T: T can be computed based on the ledger by analyzing
the strength of PoW. That is why T is measurable.

4.1.5 Uniqueness of Ledger in PoW

Regarding to the theoretical uniqueness threshold criteria and the necessary physical real
world measurements and observations of N and T variables, as a result, it can be concluded
that PoW type blockchain consensus protocol provides the uniqueness of ledger against
having alternative branches on the ledger as long as miners consume more than 50% of
the total electrical energy available in the world, so that at that time it can be claimed
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that PoW type blockchain system provides verifiable uniqueness. In other words, only
under the condition described in the formula (1) with the necessary physical real world
measurements and observations, it can be told that there is only one, single, valid, and
unique ledger in entire PoW type blockchain system. In addition, PoW type blockchain
system promises full prevention for block extention on the ledger by the estimated block
creation time in average and the number of blocks needed for confirmation.

4.1.6 Potential Attacks against Uniqueness in PoW

51% Attack

That type of attack explains the ability of the adversaries, who want to take the control of
the majority of network using hash rate in order to revise transaction back in the history
in addition to preventing to confirm new transactions. [81]

A successful 51% attack; [79] Around 1.4 billion $ would cost. 5 million specialized ASIC
mining computers would be needed. Almost 29 terawatt hours of electricity would be
consumed per year (Almost entire country-Morocco).

Four main attacks, as potential results of the 51% attack are as follows: [83]
1. Selfish Mining: Without letting the blockchain system recognize, collecting all
the mining rewards and transaction fees by mining on top of blocks.
2. Cancelling Transactions: Rejecting any transactions into any of the blocks.
3. Double Spending: Spending the same coin on more once.
4. Random Forks: Getting the exact amount of cryptocurrency in the newly forked

block.

Hijacking Attack

Manipulating Bitcoin traffic by either intercepting traffic, Autonomous Systems (ASes)
naturally or by manipulating BGP advertisements via the Internet routing infrastructure
itself. [4]

Sybil Attack

A single adversary, who blocks the transactions from other nodes takes the control of the
multiple nodes by disconnecting the them from the public peer-to-peer network. However,
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it is unknown by the public that there is only one and same adversary. After that, in a
separate network, normal nodes are connected by the adversary to the blocks that the
adversary already created. Therefore, double spending can appear as a result of this
transaction. [77]

Eclipse Attack

An adversary aims to target a specific individual by cutting off all of the inbound and
outbound communications between the target individual victim and the other peers in
the public peer-to-peer network rather than multiple nodes. [33]

4.2 Proof of Stake (PoS)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of PoS type blockchain consensus protocol is Peercoin. However, other PoS based
cryptocurrencies also have a lot of similaries in terms of their fundamental work principles.

4.2.1 General Information

Alternative blockchain consensus protocol to Bitcoin’s PoW released in 2012 and crypto-
graphic hash function, which is used in Peercoin is SHA256. In Peercoin, a private key is
a 256-bit and encryption is governed by the secp256kl ECDSA. Number of confirmations
needed and considered to be secure in Peercoin blockchain is 6 blocks, which means that
the average time for finality is 42-51 minutes. A new block is created and gets added to
the Peercoin blockchain in every 7-8.5 minutes in average. [96]

4.2.2 Fundamental Work Principle

There are not miners in PoS type blockchain consensus protocol. The mining process
refers to forging/minting in PoS type blockchain consensus protocol, so that instead of
miners there are forgers/minters. In PoW, the stake for block validation/confirmation
is electrical energy, which is external to the cryptocurrency. In PoS, the stake for block
validation/confirmation is cryptocurrency coin itself. In other words, money. There
are stakeholders. A forger/minter is chosen among stakeholders based on two different
methods. Peercoin uses both. Purchasing more than half of the coins costs more than
having 51% of PoW hash power. [76, 43, 52, 35|
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There are two different way of choosing forgers/minters to validate/confirm next block:

1. Randomized Block Selection: Combination of the lowest hash value of the
stakeholders and the size of their cryptocurrency coins. Both are public information,
so that it is predictable, who is selected to forge the next block.

2. Coin Age Based Selection: Multiplication of the number of days the cryptocur-
rency coins are held on the stake with the number of cryptocurrency coins staked.
When a block is forged /minted, then the coin age is reset, it becomes zero. In order
to validate/confirm another block, it is needed to wait at least 30 days.

As rewards forgers/minters receive transaction fees. A forger/minter puts his/her own
coins as stake in order to validate/confirm transactions and create blocks. If a block is
not validated /confirmed properly, then forger/minters can lose the cryptocurrency coins
that they have staked.

As in Peercoin, some PoS type blockchain consensus protocols make both PoW and PoS

behaviors to secure the blockchain system. [56, 19, 84, 42]

1. PoS behavior: The block verification/confirmation selection is based on how much
cryptocurrency coins being held or the multiplication of the number of days the
cryptocurrency coins are held on the stake with the number of cryptocurrency coins
staked.

2. PoW behavior: The one, who is selected as block validator/confirmer mines the
next block.

4.2.3 Uniqueness Threshold in PoS

Two variables N and T are described in order to decide uniqueness of ledger in the PoS
blockchain system.

Let N be the total amount of cryptocurrency coins in PoS blockchain system.

Let T be the total amount of cryptocurrency coins controlled by adversaries in PoS
blockchain system.

Therefore, the theoretical uniqueness threshold condition can be formulated as follows:
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T<§ (2)

This is the uniqueness threshold condition criteria for the prevension of having alternative
branches on the ledger in the PoS blockchain systems. In other words, total amount of
cryptocurrency coins controlled by adversaries in PoS blockchain system should be less
than the half of the total amount of cryptocurrency coins in PoS blockchain system in
order not to have alternative branches on blockchain.

The intuition behind this reasoning is not as in PoW blockchain system. Even though
PoS blockchain system seems to be public blockchain, it operates in a relatively private
enviroment. That means that in order to become forgers/minters, it is needed to con-
vert the real/physical money to cryptocurrency coins by being a member of the PoS
blockchain system. In other words, it is an indirect behavior of permissioned blockchain
in some meaning. Thereby, here the adversaries come out on the stage in a partly closed
blockchain system enviroment. In addition, the limitations/borders of the assumption in
PoS blockchain system are relatively smaller than PoW blockchain system.

In terms of uniqueness for the prevension of having block extension on the ledger, PoS
blockchain systems promise to create 1 block per 7-8.5 minutes in average. In addition, it
promises number of blocks needed for block confirmation, which are 6 blocks. Therefore,
by looking at the promised block creation time and number of blocks needed for block
finalization, it can estimated and accepted that PoS blockchain system can fully perform
uniqueness against block extension on the ledger.

4.2.4 Necessary Measurements for Uniqueness in PoS

Beside theoretical uniqueness threshold condition described by N and T variables, the
research also describes what necessary real world measurements and observations need to
be done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in PoS based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total amount of
cryptocurrency coins in PoS blockchain system. Total amount of cryptocurrency coins is
large, but it can be determined based on the contents of the ledger, so that it is measurable.

Measurability of Determining T: T cannot be computed because it mostly cannot
be known who the adversaries are and how much cryptocurrency coins they have in PoS
blockchain system. That is why T is not measurable.
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4.2.5 Uniqueness of Ledger in PoS

Regarding to the theoretical uniqueness threshold criteria and the necessary physical
real world measurements and observations of N and T variables, as a result, it can be
concluded that PoS type blockchain consensus protocol provides the uniqueness of ledger
against having alternative branches on the ledger as long as adversaries don’t have more
than 50% of the total amount of cryptocurrency coins in PoS blockchain system, so
that at that time it can be claimed that PoS type blockchain system provides verifiable
uniqueness. In other words, only under the condition described in the formula (2) with the
necessary physical real world measurements and observations, it can be told that there
is only one, single, valid, and unique ledger in entire PoS type blockchain system. In
addition, PoS type blockchain system promises full prevention for block extention on the
ledger by the estimated block creation time in average and the number of blocks needed
for confirmation.

4.2.6 Potential Attacks against Uniqueness in PoS

51% Attack

51% of total amount of cryptocurrency coins is needed to be controlled in PoS blockchain
system in order to conduct a double spending attack as a result of 51% attack. Total
market cap of Peercoin is $12,017,024, so that for example, 51% attack to conduct a
double spending attack would cost around $6,128,682 [85].

Nothing at Stake

When there is fork in the PoS type blockchain system, it may occur either maliciously or
accidentally as a potential result of double spending attack. For example, if there is fork in
PoW type blockchain system, miners can only mine on one of the fork branches. However,
for PoS blockchain system as in Peercoin, forgers/minters can mine on mulptiple sides of
the fork branches because they do not pay for mining. Consequently, forgers/minters can
get their reward no matter which fork wins in the PoS type blockchain system. [89]

Fake Stake Attack

Vulnerabilities at resource exhaustion on a victim node can cause DoS attack, such as
Fake Stake. [74]. An attacker can connect to a victim node and fill up the disk or RAM
of the victim node with bogus data until the victim node gets crashed or slows. [97].
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Long-Range Attack

Making a longer chain that rewrites the content of the ledger in terms of attacker’s need.
The main principle is as same as 51% attack. Attack returns to the genesis block and
makes forking on the blockchain. For example, For 51% attack, where the attacker starts
forking from 6 blocks back at least. For Long-range attack, where the attack starts forking
from 60000 blocks back at least. [86].

Three different types of Long-Range Attacks are existed so far [80]:

1. Simple: On the blockchain an attacker returns and forks the genesis block. Val-
idator information is located inside the genesis block. Therefore, the attacker will
not be able to produce blocks on the fork faster than s/he would do in the main
blockchain. In addition, the attacker has to forge timestamps in the implementa-
tions, where timestamps are not important to take into account.

2. Posterior Corruption: Forging the timestamps is no longer possible here. In order
to mint more blocks at the same time frame as the main blockchain, the attacker
must use the other validator’s blocks. Therefore, the attacker either needs to steal
the private key of another validator, who has removed his/her cryptocurrency coins,
cashes out, and goes on a long vacation, or the attacher bribes the other validator
to join the relevant attack.

3. Stake Bleeding: On the blockchain an attacker returns and forks the genesis
block. Minting is done locally and id not published. The attacker increases his/her
cryptocurrency coins step by step in the forked branch, while s/he keeps losing cryp-
tocurrency coins in the main blockchain. For an attacker, 30% of all cryptocurrency
coins with approximately 6-year worth of blockchain history would be needed to
perform this type of attack successfully. [72]

Sybil Attack and Short-Range Attack would also be more likely in PoS.

4.3 Delegated Proof of Stake (DPoS)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of DPoS type blockchain consensus protocol is BitShares. However, other DPoS
based cryptocurrencies also have a lot of similaries in terms of their fundamental work
principles.
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4.3.1 General Information

Released in 2014 with the cooperation of Steem and EOS cofounder and Ethereum and
Cardano cofounder Charles Hoskinson. In addition, cryptographic hash function, which
is used in BitShares is SHA512 and encryption is governed by the secp256k1. A new block
is created and gets added to the Peercoin blockchain in every 3-10 seconds in average.
[33]

4.3.2 Fundamental Work Principle

There are 2 election processes for DPoS type blockchain system [64].

1. Witness election: There are witnesses. Stakeholders vote to select witnesses.
Every stakeholder can vote for only one witnesses. Witnesses validates transactions,
creates blocks. The number of witnesses is decided by stakeholders. For example,
if most stakeholders vote for 50 witnesses, then 50 witnesses are used. If most
stakeholders vote for 20, then 20 witnesses are used. The number of witnesses cannot
be less than 11. The witnesses’ selection process goes on until 50% of stakeholders,
who participates in the election believe that there is enough decentralization.

2. Delegate election: There are delegates. Stakeholders vote to select delegates.
Every stakeholder can vote for only one delegates. They are responsible for mainte-
nance and performance of the entire blockchain system. They cannot create blocks
or validate blocks. A delegate can offer changing the size of a block, for example.
Another example is that they can propose changing block validation fee for the wit-
nesses. Delegates are not paid. In addition, whatever delegates offer as proposal,
the last decision makers are stakeholders. In other words, it is up to the stakeholders
whether the relevant changes should be implemented or not.

The election process is like an ongoing democracy process in the parliament systems.
That means the voting processes for witnesses and delegates are dynamic. That is used
to prevent the witnesses and delegates being monopolized in the DPoS blockchain system.
If a stakeholder doesn’t have any cryptocurrency coins, then s/he cannot vote. The more
stake he or she has, the more powerful his or her vote is. One problem with this situation
is that it may work in theory. However, when it comes to practice, it may be seen that
developers take a lot of cryptocurrency coins initially. In PoS, the richer can get richer. In
DPoS, developers or early investors can become richer. It seems like there is centralized
democracy. Developers or early investors may elect themselves as validators. [1]
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4.3.3 Uniqueness Threshold in DPoS

Two variables N and T are described in order to decide uniqueness of ledger in the DPoS
blockchain system.

Let N be the total amount of cryptocurrency coins in DPoS blockchain system.

Let T be the total amount of cryptocurrency coins controlled by adversaries in DPoS
blockchain system.

Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:

This is the uniqueness threshold condition criteria for the prevension of having alternative
branches on the ledger in the DPoS blockchain systems. In other words, total amount of
cryptocurrency coins controlled by adversaries in DPoS blockchain system should be less
than the half of the total amount of cryptocurrency coins in DPoS blockchain system in
order not to have alternative branches on blockchain.

In terms of uniqueness for the prevension of having block extension on the ledger, DPoS
blockchain systems promise to create 1 block per 3-10 seconds in average. However, it ob-
viously does not promise any number of blocks needed for block confirmation. Therefore,
by only looking at the promised block creation time, it can be estimated and accepted
that DPoS blockchain system can partially perform uniqueness against block extension
on the ledger.

4.3.4 Necessary Measurements for Uniqueness in DPoS

Beside theoretical uniqueness threshold condition described by N and T variables, the
research also describes what necessary real world measurements and observations need to
be done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in DPoS based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total amount of
cryptocurrency coins in DPoS blockchain system. Total amount of cryptocurrency coins
is large, but it can be determined based on the contents of the ledger, so that it is
measurable.
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Measurability of Determining T: T cannot be computed because mostly it cannot be
known who the adversaries are and how much cryptocurrency coins they have in DPoS
blockchain system. That is why T is not measurable.

4.3.5 Uniqueness of Ledger in DPoS

Regarding to the theoretical uniqueness threshold criteria and the necessary physical real
world measurements and observations of N and T variables, as a result, it can be concluded
that DPoS type blockchain consensus protocol provides the uniqueness of ledger against
having alternative branches on the ledger as long as adversaries don’t have more than 50%
of the total amount of cryptocurrency coins in DPoS blockchain system, so that at that
time it can be claimed that DPoS type blockchain system provides verifiable uniqueness.
In other words, only under the condition described in the formula (3) with the necessary
physical real world measurements and observations, it can be told that there is only one,
single, valid, and unique ledger in entire DPoS type blockchain system. In addition, DPoS
type blockchain system promises partially prevention for block extention on the ledger by
using the estimated block creation time in average.

4.3.6 Potential Attacks against Uniqueness in DPoS

51% Attack

51% of total amount of cryptocurrency coins is needed to be controlled in DPoS blockchain
system in order to conduct a double spending attack as a result of 51% attack. Total
market cap of BitShares is $330,651,678,310, so that for example, 51% attack to conduct
a double spending attack would cost around $168,632,355,938. [91]

DPoS resolves the problem of “Nothing at Stake” and prevents “Short-Range Attack”
like bribe on the system, but still vulnerable against “Sybil Attack” and “Long Range
Attack”. [99]

4.4 Proof of Capacity (PoC)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of PoC type blockchain consensus protocol is Burstcoin. However, other PoC based
cryptocurrencies also have a lot of similaries in terms of their fundamental work principles.

Chapter 4 Deniz Basar 40



4.4.1 General Information

Burstcoin was created on August 10th 2014 and introduced on the bitcointalk.org forum.
In addition, cryptographic hash function, which is used in Burstcoin is Shabal256. In
Burstcoin, encryption is governed by the secp256kl. Number of blocks needed and con-
sidered to be secure in Burstcoin blockchain is 24 blocks. A new block is created and gets
added to the Burstcoin blockchain in every 4 minutes in average. [75]

4.4.2 Fundamental Work Principle

There are miners like PoW. However, miners compute nonce values once in advance.
Miners keep precalculated nonce values into dedicating storage space to be used for the
Burstcoin network. This concept is called as plotting. In other words, mining in PoC type
blockchain system only requires reading the relevant precalculated nonce values through
their hard disk drives. [75]

The more places a miner has for keeping these nonce values, more likely s/he can have
the actual nonce value for that round. Therefore, it is called as PoC.

4.4.3 Uniqueness Threshold in PoC

Two variables N and T are described in order to decide uniqueness of ledger in the PoC
blockchain system.

Let N be the total amount of data storage available in the world.
Let T be the total data storage consumed by miners for creating the PoC.
Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:

This is the uniqueness threshold condition criteria for the prevension of having alternative
branches on the ledger in the PoC blockchain systems. In other words, total data storage
consumed by miners for creating the PoC should be greater than the half of the total
amount of data storage available in the world in order not to have alternative branches
on blockchain.
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The logic behind this reasoning is same as in PoW blockchain systems. The attribute here
that is used while deciding the unique ledger in PoC blockchain system is data storage,
which might be assumed that it could exceed and reach to the total amount of data
storage available in the world in extreme cases. That is why, the miners should be able to
control more than the half of the total amount of data storage available in the world in
order to theoretically imply the uniqueness of the ledger in the PoC blockchain system.

In terms of uniqueness for the prevension of having block extension on the ledger, PoC
blockchain systems promise to create 1 block per 4 minutes in average. In addition, it
promises number of blocks needed for block confirmation, which are 24 blocks. Therefore,
by looking at the promised block creation time and number of blocks needed for block
finalization, it can estimated and accepted that PoC blockchain system can fully perform
uniqueness against block extension on the ledger.

4.4.4 Necessary Measurements for Uniqueness in PoC

Beside theoretical uniqueness threshold condition described by N and T variables, the
research also describes what necessary real world measurements and observations need to
be done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in PoC based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total amount of
data storage existing in the world. Total amount of data storage is large, but it can be
measurable.

Measurability of Determining T': T can be computed based on the ledger by analyzing
the strength of PoC. That is why T is measurable.

4.4.5 Uniqueness of Ledger in PoC

Regarding to the theoretical uniqueness threshold criteria and the necessary physical real
world measurements and observations of N and T variables, as a result, it can be concluded
that PoC type blockchain consensus protocol provides the uniqueness of ledger against
having alternative branches on the ledger as long as miners consume more than 50%
of the total data storage available in the world, so that at that time it can be claimed
that PoC type blockchain system provides verifiable uniqueness. In other words, only
under the condition described in the formula (4) with the necessary physical real world
measurements and observations, it can be told that there is only one, single, valid, and
unique ledger in entire PoC type blockchain system. In addition, PoC type blockchain
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system promises full prevention for block extention on the ledger by the estimated block
creation time in average and the number of blocks needed for confirmation.

4.4.6 Potential Attacks against Uniqueness in PoC

51% Attack

51% of total amount of data storage is needed to be controlled in PoC blockchain system
in order to conduct a double spending attack as a result of 51% attack. Approximately 240
PB of data storage is acquired to deploy a double spend attack on the Burst blockchain.
The expense of conducting a double spend attack within 2 hours using 1.688 accelerated
computing p2.8xlarge instances would cost more than $5 million. [9§]

Nothing at Stake

When there is fork in the PoC type blockchain system, it may occur either maliciously
or accidentally as a potential result of double spending attack. For example, In PoW,
miners can only mine on one of the forked branches. However, for PoC as in Burstcoin,
miners can mine on every forked branches because the nonce values are precalculated in
advance, so that miners do not pay to mine on every forked branches. [73]

4.5 Practical Byzantine Fault Tolerance (pBFT)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of pBFT type blockchain consensus protocol is Hyperledger Fabric. However, other
pBFT based cryptocurrencies also have a lot of similaries in terms of their fundamental
work principles.

4.5.1 General Information

Announced by the Linux Foundation and supported by IBM, Intel and SAP in 2015 to
increase the collaborative development of blockchain type distributed ledger technology.
In addition, cryptographic hash function, which is used in Hyperledger Fabric is SHA256
and encryption is governed by the AES256. Hyperledger Fabric provides instant finality
in terms of block verification. Hyperledger Fabric supports 10000 transactions per second
in average. [95]
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4.5.2 Fundamental Work Principle

pBFT is a Byzantine consensus based blockchain consensus protocol [13, 29].

4.5.3 Uniqueness Threshold in pBFT

Two variables N and T are described in order to decide uniqueness of ledger in the pBF'T
blockchain system.

Let N be the total number of nodes in the pBFT blockchain system.
Let T be the total number of nodes controlled by adversaries in the blockchain system.

Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:

This is the uniqueness threshold condition criteria for the prevension of having alternative
branches on the ledger in the pBFT blockchain systems. In other words, total number of
nodes controlled by adversaries should be less than one third of the total number of nodes
in the pBFT blockchain system in order not to have alternative branches on blockchain.

In terms of uniqueness for the prevension of having block extension on the ledger, pBFT
blockchain systems promise to create 10000 transactions per 4 minutes in average. In
addition, it promises instant finality for block confirmation. Therefore, by looking at the
promised transactions creation time and instant block finalization, it can be estimated
and accepted that pBFT blockchain system can fully perform uniqueness against block
extension on the ledger.

4.5.4 Necessary Measurements for Uniqueness in pBFT

Beside theoretical uniqueness threshold condition described by N and T variables, the
research describes what necessary real world measurements and observations need to be
done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in pBFT based blockchain consensus protocols.

Measurability of Determining IN: It is needed to determine the total number of nodes
in the pBFT blockchain system. Total number of nodes is large, but it can be determined
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based on pBFT blockchain system, so that it is measurable.

Measurability of Determining T: T cannot be computed because mostly it cannot
be known who the adversaries are and how many nodes they control in pBFT blockchain
system. That is why T is not measurable.

4.5.5 Uniqueness of Ledger in pBFT

Regarding to the theoretical uniqueness threshold criteria and the necessary physical real
world measurements and observations of N and T variables, as a result, it can be concluded
that pBFT type blockchain consensus protocol provides the uniqueness of ledger against
having alternative branches on the ledger as long as adversaries don’t have more than
33% of the total number of nodes in the pBFT blockchain system, so that at that time
it can be claimed that pBFT type blockchain system provides verifiable uniqueness. In
other words, only under the condition described in the formula (5) with the necessary
physical real world measurements and observations, it can be told that there is only one,
single, valid, and unique ledger in entire pBFT type blockchain system. In addition,
pBFT type blockchain system promises full prevention for block extention on the ledger
by the estimated transaction creation time in average and the instant block confirmation.

4.5.6 Potential Attacks against Uniqueness in pBFT

34% Attacks

51% attack can be referred here. In other words, it is related to take the control of the
majority of the operators in the relevant blockchain consensus protocol. There is not 51%
attack here in pBFT. However, it is needed to control of around more than 34% of total
nodes in pBFT blockchain system in order to conduct a double spending attack as a result
of 34% attack. [38, 45]

4.6 Ripple Protocol Consensus Algorithm (RPCA)

Ripple itself is the blockchain system that uses RPCA.
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4.6.1 General Information

Ripple is created and released in the USA by a company called Ripple Labs Inc. in 2012.
In addition, cryptographic hash function, which is used in Hyperledger Fabric is SHA256
and encryption is governed by the ED25519. Hyperledger Fabric provides instant finality
in terms of block verification. A new block is created and gets added to the Ripple
blockchain in every 4 seconds in average. [59]

4.6.2 Fundamental Work Principle
There are actually two types of nodes in RPCA type blockchain system.
1. A server, which joins the consensus process. That runs Ripple Server software and

it joins in the consensus process.

2. A client, which is only cable of transferring the money.
A ledger has three different status in RPCA type blockchain system.
1. A ledger, which keeps the record of the cryptocurrency balance in the account of

each user.

2. The last-closed ledger, which is the recent and the last version of the ledger. That
is confirmed by the consensus process.

3. The open ledger, which represents the actual presenting status of a node.

Each server maintains a UNL, which includes other servers that query when determining
consensus. UNL is not the list of every node on the network. UNL is kind of a subnetwork,
which represents the trusted nodes that cannot make fraud or deceive the network. RPCA
proceeds in rounds. [59]

1. Each server gets all valid transactions and makes each of them public in a list called
“candidate set”.

2. After that, each server brings together the candidate sets of all servers in UNL and
votes for the honesty of all transactions.

3. Transactions, which have more “yes” votes than the minimum required level are
automatically passed on to the next round.
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4. However, the ones, who have less than the minimum required level is either discarded
or included in the candidate set at the beginning of the next ledger.

5. Finally, it is needed to have an agreement on every transaction by minimum 80%
of a server’s UNL.

Only the transactions, which meet the requirement about 80% of a server’s UNL are
applied to the ledger. RPCA is Byzantine agreement based blockchain consensus protocol
[10].

In Ripple, there must be (5f 4+ 1) operators at least, if there are f adversaries in the
system. In other words,
n—1

f§5

where, f is the total number of nodes with byzantine/arbitrary failure and n is the total
number of nodes in the network.

Therefore, the RPCA blockchain system can tolerate up to approximately 20% of byzan-
tine/arbitrary failures in the blockchain system. Ripple uses Distributed Agreement Pro-
tocol, which essentially means that a group of servers just agree on which of the transac-
tions come first. It turns out that ordering is very sufficient. Double spending problem
occurs because which of the two transactions come first cannot be agreed. If it could have
been agreed, then there would have been no question that the second transaction was
invalid. Ripple uses Distributed Agreement Protocol just to order the transactions. [30]

4.6.3 Uniqueness Threshold in RPCA

Two variables N and T are described in order to decide uniqueness of ledger in the RPCA
blockchain system.

Let N be the total number of nodes in the UNL on RPCA blockchain system.

Let T be the total number of nodes in the UNL controlled by adversaries in the blockchain
system.

Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:
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This is the uniqueness threshold condition criteria for the prevension of having alternative
branches on the ledger in the RPCA blockchain systems. In other words, total number
of nodes in the UNL controlled by adversaries should be less than one fifth of the total
number of nodes in the UNL on RPCA blockchain system in order not to have alternative
branches on blockchain.

In terms of uniqueness for the prevension of having block extension on the ledger, RPCA
blockchain systems promise to create 1 block per 4 seconds in average. In addition, it
promises instant finality for block confirmation. Therefore, by looking at the promised
transactions creation time and instant block finalization, it can be estimated and accepted
that RPCA blockchain system can fully perform uniqueness against block extension on
the ledger.

4.6.4 Necessary Measurements for Uniqueness in RPCA

Beside theoretical uniqueness threshold condition described by N and T variables, the
research describes what necessary real world measurements and observations need to be
done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in RPCA based blockchain consensus protocols.

Measurability of Determining IN: It is needed to determine the total number of nodes
in the UNL at RPCA blockchain system. Total number of nodes is large, but it can be
determined based on RPCA blockchain system, so that it is measurable.

Measurability of Determining T: T cannot be computed because mostly it cannot
be known who the adversaries are and how many nodes they control in UNL on RPCA
blockchain system. That is why T is not measurable.

4.6.5 Uniqueness of Distributed Ledger in RPCA

Regarding to the theoretical uniqueness threshold criteria and the necessary physical real
world measurements and observations of N and T variables, as a result, it can be concluded
that RPCA type blockchain consensus protocol provides the uniqueness of ledger against
having alternative branches on the ledger as long as adversaries don’t have more than 20%
of the total number of nodes in the UNL on RPCA blockchain system, so that at that
time it can be claimed that RPCA type blockchain system provides verifiable uniqueness.
In other words, only under the condition described in the formula (6) with the necessary
physical real world measurements and observations, it can be told that there is only one,
single, valid, and unique ledger in entire RPCA type blockchain system. In addition,
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RPCA type blockchain system promises full prevention for block extention on the ledger
by the estimated block creation time in average and the instant block confirmation.

4.6.6 Potential Attacks against Uniqueness in RPCA

Modified Byzantine Attacks

Validators are servers. Therefore, they can influence to the other servers that are configured
to be trusted. Modified Byzantine attacks are the possible attacks on RPCA. That means
not the classical Byzantine attack, which is related to one third of all nodes.

Other relevant type of attacks could be as followings: [10, 30]
Validators Misbehaving Attack

In order to have influence on the other servers, it is needed to have the control of 80%
of trusted validators at least. As a result, it may end up with invalid transactions and
double spending attack too.

21% Attack

51% attack can be referred here. There is not 51% attack here in RPCA. However, it
is needed to control of 21% of total number of nodes in the UNL in RPCA blockchain
system in order to conduct a double spending attack as a result of 21% attack.

Sybil Attack

By using many fake identities, attackers try to take the control of the RPCA blockchain
system. It is not important for the other servers, which are configured to trust a validator
list or explicit configuration even though an attacker runs a very large number of servers
as validators. Therefore, it may seem to be theoretically possible, but practically very
difficult to be conducted.

4.7 Proof of Importance (Pol)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of Pol type blockchain consensus protocol is NEM. However, other Pol based cryp-
tocurrencies also have a lot of similaries in terms of their fundamental work principles.
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4.7.1 General Information

NEM was launched on March 25th 2015 written in Java with C++. In addition, crypto-
graphic hash function, which is used in NEM is 512-bit SHA3 and encryption is governed
by the ED26619. Number of blocks needed and considered to be secure in NEM blockchain
is 360 blocks. [65]

4.7.2 Fundamental Work Principle

Alternative version of PoS. Main idea behind of Pol is that similarly like credit score
for a person in a bank, it can be built up a reputation score for a person in blockchain
too. In PoS, it is based on how much cryptocurrency coins that have been put in by the
stakeholders. In Pol, in addition to how much cryptocurrency coins that have been put
in by the stakeholders, it is based on stakeholders’ activities in the blockchain system as
well. [5]

For example, stakeholders’ activities might be as follows: [8]

e Who did a stakeholder send the money to.

e How many transactions is a stakeholder initiating.

There is a process called harvesting. It is closed to mining in PoW, but it doesn’t require
special hardware as PoW does and it can be done even though the computer is off. In
order to have a higher probability of being chosen to harvest a block, it is needed to have
accounts with a higher importance score, which means that the account holds at least
10,000 vested NEM cryptocurrency coins, which are known as XEM. In addition, the
higher the number of vested cryptocurrency coins, the higher Pol score. [57]

4.7.3 Uniqueness Threshold in Pol

Two variables N and T are described in order to decide uniqueness of ledger in the Pol
blockchain system.

Let N be the total amount of cryptocurrency coins with good reputation scores in Pol
blockchain system.

Let T be the total amount of cryptocurrency coins with good reputation scores controlled
by adversaries in Pol blockchain system.
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Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:

This is the uniqueness threshold condition criteria for the prevension of having alter-
native branches on the ledger in the Pol blockchain systems. In other words, total
amount of cryptocurrency coins with good reputation scores controlled by adversaries
in Pol blockchain system should be less than half of the total amount of cryptocurrency
coins with good reputation scores in Pol blockchain system in order not to have alternative
branches on blockchain.

In terms of uniqueness for the prevension of having block extension on the ledger, Pol
blockchain systems do not promise to create any number of blocks within a vertain of
time in average. However, Pol blockchain system says that the blocks are considered to
be secure and be surely appended to the blockchain after every 360 blocks. Therefore,
indirectly it can be estimated and accepted that Pol blockchain system can partially
perform uniqueness against block extension on the ledger.

4.7.4 Necessary Measurements for Uniqueness in Pol

Beside theoretical uniqueness threshold condition described by N and T variables, the
research describes what necessary real world measurements and observations need to be
done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in Pol based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total amount of
cryptocurrency coins with good reputation scores in Pol blockchain system. Total amount
of cryptocurrency coins with good reputation scores is large, but it can be determined
based on the contents of the ledger, so that it is measurable.

Measurability of Determining T: T cannot be computed because mostly it cannot be
known who the adversaries are and how much cryptocurrency coins with good reputation
scores they have in Pol blockchain system. That is why T is not measurable.

4.7.5 Uniqueness of Ledger in Pol

Regarding to the theoretical uniqueness threshold criteria and the necessary physical
real world measurements and observations of N and T variables, as a result, it can be
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concluded that Pol type blockchain consensus protocol provides the uniqueness of ledger
against having alternative branches on the ledger as long as adversaries don’t have more
than 50% of the total amount of cryptocurrency coins with good reputation scores in
Pol blockchain system, so that at that time it can be claimed that Pol type blockchain
system provides verifiable uniqueness. In other words, only under the condition described
in the formula (7) with the necessary physical real world measurements and observations,
it can be told that there is only one, single, valid, and unique ledger in entire Pol type
blockchain system. In addition, Pol type blockchain system promises partially prevention
for block extention on the ledger by the estimated number of blocks needed in average to
considered as secure.

4.7.6 Potential Attacks against Uniqueness in Pol

Here are two possible attacks for Pol as follows: [71]
Sybil Attack

For taking the control of the Pol blockchain system, attackers try to create many accounts
Pol blockchain system, which is secure against Sybil attacks.

Loop Attack

The main logic behind the attack is that attackers send NEM to their accounts in a
loop. Therefore, the result of the attack may end up with profit gain between 4% and 7%.
However, attack can cause losing many transaction fees. Therefore, once being calculated,
it wouldn’t be worth to carry out the relevant attack.

4.8 Proof of Stake Velocity (PoSV)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of PoSV type blockchain consensus protocol is Reddcoin. However, other PoSV
based cryptocurrencies also have a lot of similaries in terms of their fundamental work
principles.

4.8.1 General Information

Reddcoin was released in February 2014. In addition, cryptographic hash function, which
is used in Reddcoin is Scrypt. Number of confirmations needed and considered to be
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secure in Reddcoin blockchain is 120 blocks. A new block is created and gets added to
the Reddcoin blockchain in every 1 minute in average. [55]

4.8.2 Fundamental Work Principle

In PoS, all of the cryptocurrency coins have the same weight. That means that if someone
has more cryptocurrency coins, the more chance s/he is chosen to be as validators. In
PoSV, all of the cryptocurrency coins don’t have the same weight. Weight of the coins
is not equal. That means that newer cryptocurrency coins are worthier in terms of being
chosen as validators in the blockchain system. [61]

Newer doesn’t refer to the age of the cryptocurrency coin. It refers how long the cryp-
tocurrency coin has been held. For example, newer cryptocurrency coins that have 1000$
value is worthier than older cryptocurrency coins that have 1000$ value.

Pol adds reputation scores to stakeholders’ account, and it is linked to stakeholder. In
other words, it uses the cryptocurrency coin and the stakeholder’s account activity to
calculate the stakeholder’s reputation score. The reputation score determines the chances
of the actively chosen to be as validator. However, PoSV, it is linked to cryptocurrency
coins themselves. In other words, it uses the cryptocurrency coin and the stakeholder’s
account activity to calculate the cumulative weight of the cryptocurrency coins and the
cumulative weight of the cryptocurrency coins gives the stakeholder higher chance to be
chosen as validator. [63]

4.8.3 Uniqueness Threshold in PoSV

Two variables N and T are described in order to decide uniqueness of ledger in the PoSV
blockchain system.

Let N be the total amount of newer cryptocurrency coins in PoSV blockchain system.

Let T be the total amount of newer cryptocurrency coins controlled by adversaries in
PoSV blockchain system.

Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:
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This is the uniqueness threshold condition criteria for the prevension of having alternative
branches on the ledger in the PoSV blockchain systems. In other words, total amount of
newer cryptocurrency coins controlled by adversaries in PoSV blockchain system should
be less than half of the total amount of newer cryptocurrency coins in PoSV blockchain
system in order not to have alternative branches on blockchain.

In terms of uniqueness for the prevension of having block extension on the ledger, PoSV
blockchain systems promise to create 1 block per minute in average. In addition, it
promises number of blocks needed for block confirmation, which are 120 blocks. Therefore,
by looking at the promised block creation time and number of blocks needed for block
finalization, it can be estimated and accepted that PoSV blockchain system can fully
perform uniqueness against block extension on the ledger.

4.8.4 Necessary Measurements for Uniqueness in PoSV

Beside theoretical uniqueness threshold condition described by N and T variables, the
research describes what necessary real world measurements and observations need to be
done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in PoSV based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total amount of newer
cryptocurrency coins in PoSV blockchain system. Total amount of newer cryptocurrency
coins is large, but it can be determined based on the contents of the ledger, so that it is
measurable.

Measurability of Determining T: T cannot be computed because mostly it cannot be
known who the adversaries are and how much newer cryptocurrency coins they have in
PoSV blockchain system. That is why T is not measurable.

4.8.5 Uniqueness of Ledger in PoSV

Regarding to the theoretical uniqueness threshold criteria and the necessary physical real
world measurements and observations of N and T variables, as a result, it can be concluded
that PoSV type blockchain consensus protocol provides the uniqueness of ledger against
having alternative branches on the ledger as long as adversaries don’t have more than
50% of the total amount of newer cryptocurrency coins in PoSV blockchain system, so
that at that time it can be claimed that PoSV type blockchain system provides verifiable
uniqueness. In other words, only under the condition described in the formula (8) with
the necessary physical real world measurements and observations, it can be told that there
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is only one, single, valid, and unique ledger in entire PoSV type blockchain system. In
addition, PoSV type blockchain system promises full prevention for block extention on the
ledger by the estimated block creation time in average and the number of blocks needed
for confirmation.

4.8.6 Potential Attacks against Uniqueness in PoSV

51% Attack

51% of total amount of newer cryptocurrency coins is needed to be controlled in PoSV
blockchain system in order to conduct a double spending attack as a result of 51% attack.

There is an exponential delay function called coin age function, which is a function of time
is calculated. The asymptotic limit of coin age function, which increases the difficulty for
51% attacks significantly gives extra security for the network. [63]

Malicious Stakeholders Attack

Misuse case of the signature of stakeholders. In other words, if one block is signed by
malicious stakeholders firstly, then majority can be achieved by malicious stakeholders. If
a different block is signed by malicious stakeholders, then bigger majority can be achieved
malicious stakeholders. However, the blockchain system will immediately recognize the
relevant signatures just right after the majority is achieved. Signatures will be ignored.
Therefore, the attackers will not be able to get succeeded. [94]

4.9 Proof of Stake Time (PoST)

A sample blockchain system that is chosen while explaining the fundamental work princi-
ple of PoST type blockchain consensus protocol is VeriCoin. However, other PoST based
cryptocurrencies also have a lot of similaries in terms of their fundamental work principles.

4.9.1 General Information

VeriCoin was released by two innovative PhD students from Rutgers University in 2014.
It was the first time developers were not anonymous. In addition, cryptographic hash
function, which is used in VeriCoin is Scrypt. Number of confirmations needed and
considered to be secure in VeriCoin blockchain is 10 blocks. A new block is created and
gets added to the VeriCoin blockchain in every 1 minute in average. [82]
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4.9.2 Fundamental Work Principle

In PoS, all of the cryptocurrency coins have the same weight. That means that if someone
has more cryptocurrency coins, the more chance s/he is chosen to be as validators. In
PoST, all of the cryptocurrency coins don’t have the same weight. Weight of the coins
is not equal. That means that older cryptocurrency coins are worthier in terms of being
chosen as validators in the blockchain system. [43]

Older doesn’t refer to the age of the cryptocurrency coin. It refers how long the cryp-
tocurrency coin has been held. For example, older cryptocurrency coins that have 1000$
value is worthier than newer cryptocurrency coins that have 1000$ value.

PoST is actually in opposition of PoSV.

4.9.3 Uniqueness Threshold in PoST

Two variables N and T are described in order to decide uniqueness of ledger in the PoST
blockchain system.

Let N be the total amount of older blockchain system coins in PoST blockchain system.

Let T be the total amount of older blockchain system coins controlled by adversaries in
PoST blockchain system.

Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:

This is the uniqueness threshold condition criteria for the the prevension of having al-
ternative branches on the ledger in the PoST blockchain systems. In other words, total
amount of older cryptocurrency coins controlled by adversaries in PoST blockchain sys-
tem should be less than half of the total amount of older cryptocurrency coins in PoST
blockchain system in order not to have alternative branches on blockchain.

In terms of uniqueness for the prevension of having block extension on the ledger, PoST
blockchain systems promise to create 1 block per minute in average. In addition, it
promises number of blocks needed for block confirmation, which are 10 blocks. Therefore,
by looking at the promised block creation time and number of blocks needed for block
finalization, it can be estimated and accepted that PoST blockchain system can fully
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perform uniqueness against block extension on the ledger.

4.9.4 Necessary Measurements for Uniqueness in PoST

Beside theoretical uniqueness threshold condition described by N and T variables, the
research describes what necessary real world measurements and observations need to be
done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in PoST based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total amount of older
cryptocurrency coins in PoST blockchain system. Total amount of older cryptocurrency
coins is large, but it can be determined based on the contents of the ledger, so that it is
measurable.

Measurability of Determining T: T cannot be computed because mostly it cannot
be known who the adversaries are and how much older cryptocurrency coins they have in
PoST blockchain system. That is why T is not measurable.

4.9.5 Uniqueness of Ledger in PoST

Regarding to the theoretical uniqueness threshold criteria and the necessary physical real
world measurements and observations of N and T variables, as a result, it can be concluded
that PoST type blockchain consensus protocol provides the uniqueness of ledger against
having alternative branches on the ledger as long as adversaries don’t have more than
50% of the total amount of older cryptocurrency coins in PoST blockchain system, so
that at that time it can be claimed that PoST type blockchain system provides verifiable
uniqueness. In other words, only under the condition described in the formula (9) with
the necessary physical real world measurements and observations, it can be told that there
is only one, single, valid, and unique ledger in entire PoST type blockchain system. In
addition, PoST type blockchain system promises full prevention for block extention on the
ledger by the estimated block creation time in average and the number of blocks needed
for confirmation.

4.9.6 Potential Attacks against Uniqueness in PoST

51% Attack

Chapter 4 Deniz Basar o7



Taking the control of 51% of total amount of older cryptocurrency coins in PoST blockchain
system is necessary to conduct a double spending attack as a result of 51% attack [82].

4.10 Proof of Burn (PoB)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of PoB type blockchain consensus protocol is Counterparty. However, other PoB
based cryptocurrencies also have a lot of similaries in terms of their fundamental work
principles.

4.10.1 General Information

Counterparty was launched in 2014. It is a protocol, a set of specifications and an API
that allows cryptocurrency users to create and trade assets using Bitcoin’s blockchain.
In addition, cryptographic hash function, which is used in Counterparty is SHA256 and
encryption is governed by ARC4. Number of confirmations needed and considered to be
secure in Counterparty blockchain is 6 blocks. A new block is created and gets added to
the Counterparty blockchain in every 10 minutes in average. [90]

4.10.2 Fundamental Work Principle

There are miners like in PoW type blockchain system. There is special type of addresses
called eater addresses that no one has access to. They are just used to store cryptocurrency
coins, so that cryptocurrency coins, which are stored in there can never be spent. [15]

Eater addresses are actually Bitcoin addresses. They are randomly generated by using
nonspecific private keys. In other words, they are unspendable addresses, which effectively
burn cryptocurrency coins, so that cryptocurrency coins, which are sent to eater addresses
and stored there cannot be accessed and spent anymore even though they are still part
of all existing cryptocurrency coins to be generated. [20]

Miners send as many coins as they would like to eater addresses. The more coins someone
has burned, the better chance for him or her to be chosen to mine the next block.

The main idea behind is that miners try to show their desires to be exposed to short term
loss in order for a long-term investment and gain. So, some coins cannot be just burned
and left there. It is needed to keep burning cryptocurrency coins periodically in order to
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have the same chance to be chosen to mine the next block. [44]

4.10.3 Uniqueness Threshold in PoB

Two variables N and T are described in order to decide uniqueness of ledger in the PoB
blockchain system.

Let N be the total amount of cryptocurrency coins in the eater address in PoB blockchain
system.

Let T be the total amount of cryptocurrency coins in the eater address controlled by
adversaries in PoB blockchain system.

Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:

T<3 (10)

This is the uniqueness threshold condition criteria for the prevension of having alternative
branches on the ledger in the PoB blockchain systems. In other words, total amount of
cryptocurrency coins in the eater address controlled by adversaries in PoB blockchain
system should be less than half of the total amount of cryptocurrency coins in the eater
address in PoB blockchain system in order not to have alternative branches on blockchain.

In terms of uniqueness for the prevension of having block extension on the ledger, PoB
blockchain systems promise to create 1 block per 10 minutes in average. In addition, it
promises number of blocks needed for block confirmation, which are 6 blocks. There-
fore, by looking at the promised block creation time and number of blocks needed for
block finalization, it can be estimated and accepted that PoB blockchain system can fully
perform uniqueness against block extension on the ledger.

4.10.4 Necessary Measurements for Uniqueness in PoB

Beside theoretical uniqueness threshold condition described by N and T variables, the
research describes what necessary real world measurements and observations need to be
done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in PoB based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total amount of
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cryptocurrency coins in the eater address in PoB blockchain system. Total amount of
cryptocurrency coins in the eater address is large, but it can be determined based on the
contents of the ledger, so that it is measurable.

Measurability of Determining T: T cannot be computed because mostly it cannot be
known who the adversaries are and how much cryptocurrency coins in the eater address
they have in PoB blockchain system. That is why T is not measurable.

4.10.5 Uniqueness of Ledger in PoB

Regarding to the theoretical uniqueness threshold criteria and the necessary physical real
world measurements and observations of N and T variables, as a result, it can be concluded
that PoB type blockchain consensus protocol provides the uniqueness of ledger against
having alternative branches on the ledger as long as adversaries don’t have more than 50%
of the total amount of cryptocurrency coins in the eater address in PoB blockchain system,
so that at that time it can be claimed that PoB type blockchain system provides verifiable
uniqueness. In other words, only under the condition described in the formula (10) with
the necessary physical real world measurements and observations, it can be told that
there is only one, single, valid, and unique ledger in entire PoB type blockchain system.
In addition, PoB type blockchain system promises full prevention for block extention on
the ledger by the estimated block creation time in average and the number of blocks
needed for confirmation.

4.10.6 Potential Attacks against Uniqueness in PoB

51% Attack

Taking the control of 51% of total amount of cryptocurrency coins in the eater address
in PoB blockchain system is required in order to conduct a double spending attack as a
result of 51% attack [15, 20, 44].

4.11 Proof of Reputation (PoR)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of PoR type blockchain consensus protocol is GoChain. However, other PoR based
cryptocurrencies also have a lot of similaries in terms of their fundamental work principles.
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4.11.1 General Information

GoChain is a platform that supports smart contracts and distributed applications can be
built up on top of it. A new block is created and gets added to the GoChain blockchain
in every 5 seconds in average. [306]

4.11.2 Fundamental Work Principle

Voting structure, where each user votes the other users. A user’s reputation is the sum of
the all ratings of the other user and multiplied by the rate of rating. The higher reputation
score someone has, more likely s/he will be picked to mine the next block. [36]

There may be the other variant of PoR type blockchain system. In other words, it utilizes
the power of the infrastructure that is already in place in the real world.

What a business would not want to lose apart from money is ”Reputation”.

The quantification of the business reputation can be expressed as follows: [25]

e Market cap: If a company has a big market cap, they have many to lose. They
normally have a big sort of reputation standard.

e Public/private: A public company loses more money if something goes wrong.

e Brand significance: Significance of a brand is somewhat a subjective method.
That means the company relies on the brand more. For example, Apple Inc. Namely,
brand image.

If these three metrics are combined together, a score for reputation can be built and called
as reputation score. There would need to have such kind of a centralized party to decide
what his or her reputation score is. It would be more suited to the private blockchains.

4.11.3 Uniqueness Threshold in PoR

Two variables N and T are described in order to decide uniqueness of ledger in the PoR
blockchain system.

Let N be the total good reputation score in PoR blockchain system.
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Let T be the total good reputation score controlled by adversaries in PoR blockchain
system.

Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:

This is the uniqueness threshold condition criteria for the prevension of having alterna-
tive branches on the ledger in the PoR blockchain systems. In other words, total good
reputation score controlled by adversaries in PoR blockchain system should be less than
half of the total good reputation score in PoR blockchain system in order not to have
alternative branches on blockchain.

In terms of uniqueness for the prevension of having block extension on the ledger, PoR
blockchain systems promise to create 1 block per 5 seconds in average. However, it obvi-
ously does not promise any number of blocks needed for block confirmation. Therefore,
by only looking at the promised block creation time, it can be estimated and accepted
that PoR blockchain system can partially perform uniqueness against block extension on
the ledger.

4.11.4 Necessary Measurements for Uniqueness in PoR

Beside theoretical uniqueness threshold condition described by N and T variables, the
research describes what necessary real world measurements and observations need to be
done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in PoR based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total good reputation
score in PoR blockchain system. Total good reputation score is large, but it can be
determined based on the contents of the ledger, so that it is measurable.

Measurability of Determining T: T cannot be computed because mostly it cannot be
known who the adversaries are and how much good reputation score they have in PoR
blockchain system. That is why T is not measurable.
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4.11.5 Uniqueness of Ledger in PoR

Regarding to the theoretical uniqueness threshold criteria and the necessary physical real
world measurements and observations of N and T variables, as a result, it can be concluded
that PoR type blockchain consensus protocol provides the uniqueness of ledger against
having alternative branches on the ledger as long as adversaries don’t have more than
50% of the total good reputation score in PoR blockchain system, so that at that time
it can be claimed that PoR type blockchain system provides verifiable uniqueness. In
other words, only under the condition described in the formula (11) with the necessary
physical real world measurements and observations, it can be told that there is only one,
single, valid, and unique ledger in entire PoR type blockchain system. In addition, PoR
type blockchain system promises partially prevention for block extention on the ledger by
using the estimated block creation time in average.

4.11.6 Potential Attacks against Uniqueness in PoR

Bad-mouthing Attack

In order to improve the reputation reliability rankings, malicious nodes continuously give
bad marks, dishonest recommendations to good nodes [37].

Replay Attack

In order to increase the impact of the same transactionts, transactions are replayed.
Therefore, an attacker can participate in a transaction that is multiple times profitable.
[37]

On-off Attack

In order to remain undetected, they can perform well or badly while malicious nodes are
causing damage [37].

Newcomer Attack

Attackers can switch to a new ID by creating more than a single ID legally, if one ID gets
low reputation because of performing bad behaviors [37].
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4.12 Proof of Authority (PoA)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of PoA type blockchain consensus protocol is VeChain. However, other PoA based
cryptocurrencies also have a lot of similaries in terms of their fundamental work principles.

4.12.1 General Information

VeChain since 2015 is one of the leading blockchain platform that offers blockchain as
a service to the enterprise and corporate companies. In addition, cryptographic hash
function, which is used in VeChain is SHA256. Number of blocks needed and considered
to be secure in Burstcoin blockchain is 12 blocks. A new block is created and gets added
to the VeChain blockchain in every 10 seconds in average. [87]

4.12.2 Fundamental Work Principle

Companies are chosen to be the validators by some external party. Validators are also
called as authority master nodes. Authority master nodes have random chance to be
picked to validate the next block. So, the common workflow is to pick authority master
nodes is by requiring a license that must be obtained from the government. Once picked,
it is needed to put personal information and license on the blockchain, so everyone in the
private blockchain can verify identity and the license that links to. [100]

PoA is actually not suitable for individuals. It is more geared to companies and private
blockchains.

Not every company can request to be in the validator list. They have to do something,
so that the blockchain hold the company accountable for any wrong events. In order
to get the license, it is needed to sign some documents that would lead the company
reliable for any theft or misconduct. However, it provides possible security due to the fact
that authority master nodes have to leave identifiable information on the blockchain for
everyone on the network to see. [2]

4.12.3 Uniqueness Threshold in PoA

Two variables N and T are described in order to decide uniqueness of ledger in the PoA
blockchain system.
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Let IN be the total number of companies with authority licenses in PoA blockchain system.

Let T be the total number of companies with authority licenses controlled by adversaries
in PoA blockchain system.

Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:

This is the uniqueness threshold condition criteria for the prevension of having alternative
branches on the ledger in the PoA blockchain systems. In other words, total number of
companies with authority licenses controlled by adversaries in PoA blockchain system
should be less than half of the total number of companies with authority licenses in PoA
blockchain system in order not to have alternative branches on blockchain.

In terms of uniqueness for the prevension of having block extension on the ledger, PoA
blockchain systems promise to create 1 block per 10 seconds in average. In addition, it
promises number of blocks needed for block confirmation, which are 12 blocks. There-
fore, by looking at the promised block creation time and number of blocks needed for
block finalization, it can be estimated and accepted that PoA blockchain system can fully
perform uniqueness against block extension on the ledger.

4.12.4 Necessary Measurements for Uniqueness in PoA

Beside theoretical uniqueness threshold condition described by N and T variables, the
research describes what necessary real world measurements and observations need to be
done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in PoA based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total number of
companies with authority licenses in PoA blockchain system. Total number of companies
with authority licenses is not large and it can be determined based on validator list, so
that it is measurable.

Measurability of Determining T: T cannot be computed because mostly it cannot be
known who the adversaries are and whether they have authority licenses or not in PoA
blockchain system. That is why T is not measurable.
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4.12.5 Uniqueness of Ledger in PoA

Regarding to the theoretical uniqueness threshold criteria and the necessary physical real
world measurements and observations of N and T variables, as a result, it can be concluded
that PoA type blockchain consensus protocol provides the uniqueness of ledger against
having alternative branches on the ledger as long as adversaries don’t have more than
50% of the total number of companies with authority licenses in PoA blockchain system,
so that at that time it can be claimed that PoA type blockchain system provides verifiable
uniqueness. In other words, only under the condition described in the formula (12) with
the necessary physical real world measurements and observations, it can be told that
there is only one, single, valid, and unique ledger in entire PoA type blockchain system.
In addition, PoA type blockchain system promises full prevention for block extention on
the ledger by the estimated block creation time in average and the number of blocks
needed for confirmation.

4.12.6 Potential Attacks against Uniqueness in PoA

51% Attack

Obtaining the control of 51% of total number of companies with authority licenses in PoA
blockchain system is necessary and required in order to conduct a double spending attack
as a result of 51% attack. However, it is very difficult [100, 2].

DoS Attack

Attackers send a of transactions and blocks to a targeted blockchain system node in order
to make it unavailable. However, the lack of a node in a blockchain system is not that
important, because at least one of the companies with authority licenses from the list of
validating nodes can make the validations done. [17]

4.13 Delegated Byzantine Fault Tolerance (dBFT)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of dBFT type blockchain consensus protocol is NEO. However, other dBFT based
cryptocurrencies also have a lot of similaries in terms of their fundamental work principles.
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4.13.1 General Information

NEO was launched as an open source project. NEO was founded in 2104. In 2015, it was
open-sourced on GitHub. In addition, cryptographic hash function, which is used in NEO
is RIPEMD160 and encryption that is used in NEO is ECC. NEO has immediate finality
for the block validation. A new block is created and gets added to the NEO blockchain
in every 20 seconds in average. [92]

4.13.2 Fundamental Work Principle

There are two type of consensus nodes.

1. Speaker node: Only one and responsible for a block proposal to the blockchain
system.

2. Delegate nodes: Multiple and responsible for reaching a consensus on the trans-
action.

When a consensus has started, a speaker node has been chosen to prepare a block of
transactions. It sends the proposed block of transactions to the other delegate nodes.
Other delegate nodes do two things. They just check if all transactions are valid or not.
If there is such a case about double-spending or not. If not, then they ask to the other
delegate nodes to make sure that they also have the same result by the speaker node. [34]

e If any of these are wrong, the delegate nodes send out a “change view”.

e If all is good, the delegate nodes send out a “prepare request”.

All of the delegate nodes do this and they listen out for what they are saying. If 66%
sends ‘change view’, then a new leader is selected, and the process starts again. If 66%
sends ‘prepare request’, then the block is signed and added to the blockchain.

It is needed at least 66% in NEO since NEO uses dBFT, which doesn’t make it secure
and is not very different than pBFT. The number of them need to be constant. That
means the process of becoming a validator is more tightly controlled. [32]
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4.13.3 Uniqueness Threshold in dBFT

Two variables N and T are described in order to decide uniqueness of ledger in the dBFT
blockchain system.

Let N be the total number of delegate nodes in dBF'T blockchain system.

Let T be the total number of delegate nodes controlled by adversaries in dBFT blockchain
System.

Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:

T<3 (13)

This is the uniqueness threshold condition criteria for the prevension of having alternative
branches on the ledger in the dBFT blockchain systems. In other words, total number of
delegate nodes controlled by adversaries in dBF'T blockchain system should be less than
one third of the total number of delegate nodes in dBFT blockchain system in order not
to have alternative branches on blockchain.

In terms of uniqueness for the prevension of having block extension on the ledger, dBFT
blockchain systems promise to create 1 block per 20 seconds in average. However, it ob-
viously does not promise any number of blocks needed for block confirmation. Therefore,
by only looking at the promised block creation time, it can be estimated and accepted
that dBFT blockchain system can partially perform uniqueness against block extension
on the ledger.

4.13.4 Necessary Measurements for Uniqueness in dBFT

Beside theoretical uniqueness threshold condition described by N and T variables, the
research describes what necessary real world measurements and observations need to be
done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in dBFT based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total number of
delegate nodes in dBFT blockchain system. Total number of delegate nodes is large, but
it can be determined based on dBFT blockchain system, so that it is measurable.

Measurability of Determining T: T cannot be computed because mostly it cannot
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be known who the adversaries are and how many nodes they control in dBFT blockchain
system. That is why T is not measurable.

4.13.5 Uniqueness of Ledger in dBFT

Regarding to the theoretical uniqueness threshold criteria and the necessary physical real
world measurements and observations of N and T variables, as a result, it can be concluded
that dBFT type blockchain consensus protocol provides the uniqueness of ledger against
having alternative branches on the ledger as long as adversaries don’t have more than 33%
of the total number of nodes in the dBF'T blockchain system, so that at that time it can
be claimed that dBFT type blockchain system provides verifiable uniqueness. In other
words, only under the condition described in the formula (13) with the necessary physical
real world measurements and observations, it can be told that there is only one, single,
valid, and unique ledger in entire dBFT type blockchain system. In addition, dBFT type
blockchain system promises partially prevention for block extention on the ledger by using
the estimated block creation time in average.

4.13.6 Potential Attacks against Uniqueness in dBFT

34% Attacks

Taking the control of more than 34% of total number of delegate nodes in dBF'T blockchain
system is mandatory in order to conduct a double spending attack as a result of 34% attack
(34, 32].

4.14 Proof of History (PoH)

A sample blockchain system that is chosen while explaining the fundamental work prin-
ciple of PoH type blockchain consensus protocol is Solana. However, other PoH based
cryptocurrencies also have a lot of similaries in terms of their fundamental work principles.

4.14.1 General Information

Solana is the most performant public blockchain in the world and it supports a sustained
throughput of more than 50000 transactions per second. In addition, cryptographic hash
function, which is used in Solana is SHA256 and encryption that is used in Solana is
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CBC. A new block is created and gets added to the Solana blockchain in every minute in
average. [18]

4.14.2 Fundamental Work Principle

Instead of trusting the timestamp, a historical transaction record is created. Thereby,
it proves that an event has occurred at a specific moment in time. PoH uses a high
frequency verifiable delay function, which produces a unique output that can be efficiently
and publicly verified. In the implementation of Solana, a sequential pre-image resistant
hash that runs over itself continuously. It uses with the previous output used as the next
input. The current output and the count are recorded periodically. Then it can be certain
that real time has passed between each counter. [18]

It is impossible to create an input, which can generate that desired hash in the future.
In other words, it is impossible to create an alternative history with the same hashes as
long as cryptographic hash function is pre-image and collision resistant.

4.14.3 Uniqueness Threshold in PoH

PoH prevents creating forks in backdating manner, but does not prevent simultaneous
creation of alternative branches.

In terms of uniqueness for the prevension of having block extension on the ledger, PoH
blockchain systems promise to create 1 block per minute in average. However, it obviously
does not promise any number of blocks needed for block confirmation. Therefore, by only
looking at the promised block creation time, it can be estimated and accepted that PoH
blockchain system can partially perform uniqueness against block extension on the ledger.

4.14.4 Necessary Measurements for Uniqueness in PoH

No measurement will prove the uniqueness in PoH type blockchain system.

4.14.5 Uniqueness of Ledger in PoH

PoH does not provide uniqueness against having alternative branches on the ledger. How-
ever, PoH type blockchain system promises partially prevention for block extention on the
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ledger by using the estimated block creation time in average.

4.14.6 Potential Attacks against Uniqueness in PoH

No specific attacks are known against PoH type blockchain system.

4.15 Proof of Weight (PoWeight)

A sample blockchain system that is chosen while explaining the fundamental work princi-
ple of PoWeight type blockchain consensus protocol is Algorand. However, other PoWeight
based cryptocurrencies also have a lot of similaries in terms of their fundamental work
principles.

4.15.1 General Information

Cryptography pioneer, Silvio Micali founded Algorand. His main focus was on decentral-
ization, scalability and security in blockchain systems. In addition, cryptographic hash
function, which is used in Algorand is SHA256 and encryption that is used in Algorand
is IBE. Number of blocks needed and considered to be secure in Algorand blockchain is 6
blocks. [66]

4.15.2 Fundamental Work Principle

Algorand uses Byzantine consensus protocol capable of scaling to many users. Algorand
confirms transactions very quickly.

There are weighted stakeholders in PoWeight blockchain system. They play an inte-
gral role in PoWeight blockchain system. A weight is attached to every stakeholder on
PoWeight blockchain system. In PoS, only the cryptocurrency coins that a stakeholder
holds is taken into account while being a validator. In PoWeight, while being a validator,
some other relatively weighted values are used as follows: [66]

e cryptocurrency coins

e honesty
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Therefore, weight is based on how much money that a user holds in his or her account
and how reliable s/he is.

PoWeight creates a committee, which is made up of random PoWeight blockchain system
stakeholders, so that it makes sure that the majority of committee members are honest
while also proposing some centralization [16].

4.15.3 Uniqueness Threshold in PoWeight

Two variables N and T are described in order to decide uniqueness of ledger in the
PoWeight blockchain system.

Let N be the total amount of weighted cryptocurrency coins in PoWeight blockchain
system.

Let T be the total amount of weighted cryptocurrency coins controlled by adversaries in
PoWeight blockchain system.

Therefore, the theoretical uniqueness threshold criteria can be formulated as follows:

T< (14)

This is the uniqueness threshold condition criteria for the prevension of having alternative
branches on the ledger in the PoWeight blockchain systems. In other words, total amount
of weighted cryptocurrency coins controlled by adversaries in PoWeight blockchain system
should be less than one third of the total amount of weighted cryptocurrency coins in
PoWeight blockchain system in order not to have alternative branches on blockchain.

In terms of uniqueness for the prevension of having block extension on the ledger, PoWeight
blockchain systems do not promise to create any number of blocks within a vertain of time
in average. However, PoWeight blockchain system says that the blocks are considered to
be secure and be surely appended to the blockchain after every 6 blocks. Therefore, in-
directly it can be estimated and accepted that PoWeight blockchain system can partially
perform uniqueness against block extension on the ledger.
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4.15.4 Necessary Measurements for Uniqueness in PoWeight

Beside theoretical uniqueness threshold condition described by N and T variables, the
research describes what necessary real world measurements and observations need to be
done along with specifying their measurabilities in order to finalize the expression of
verifiable uniqueness in PoWeight based blockchain consensus protocols.

Measurability of Determining N: It is needed to determine the total amount of
weighted cryptocurrency coins in PoWeight blockchain system. Total amount of weighted
cryptocurrency coins is large, but it can be determined based on the contents of the ledger,
so that it is measurable.

Measurability of Determining T: T cannot be computed because mostly it cannot be
known who the adversaries are and how much weighted cryptocurrencycoins they have in
PoWeight blockchain system. That is why T is not measurable.

4.15.5 Uniqueness of Distributed Ledger in PoWeight

Regarding to the theoretical uniqueness threshold criteria and the necessary physical
real world measurements and observations of N and T variables, as a result, it can be
concluded that PoWeight type blockchain consensus protocol provides the uniqueness
of ledger against having alternative branches on the ledger as long as adversaries don’t
have more than 33% of the total amount of weighted cryptocurrency coins in PoWeight
blockchain system, so that at that time it can be claimed that PoWeight type blockchain
system provides verifiable uniqueness. In other words, only under the condition described
in the formula (14) with the necessary physical real world measurements and observations,
it can be told that there is only one, single, valid, and unique ledger in entire PoWeight
type blockchain system. In addition, PoWeight type blockchain system promises partially
prevention for block extention on the ledger by the estimated number of blocks needed in
average to considered as secure.

4.15.6 Potential Attacks against Uniqueness in PoWeight

34% Attack

Taking the control of more than 34% of total amount of weighted cryptocurrency coins in
PoWeight blockchain system is needed in order to conduct a double spending attack as a
result of 34% attack [66, 16].
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5 Conclusions

The unique ledger in a blockchain system can be in two forms:

In terms of alternative branches (Table 1);

1. The “PoW” and “PoC” have uniqueness conditions parameters of which are, in prin-
ciple, measurable, but based on the observations and best knowledge, the unique-
ness conditions do not hold for the practical implementations of blockchains of these
types (e.g. Bitcoin).

2. The “PoS” and other similar type of PoS related consensus protocols such as DPoS,
PoSV, PoST, and so on and Byzantine consensus related consensus protocols such
as pBFT, dBFT, and so on tend to have unmeasurable parameters in their unique-
ness conditions. For example, the “cryptocurrency coins controlled by adversaries”
seems to be unmeasurable, at least any physical real world measurements cannot
be imagined to reliably determine and keeping track of such parameters.

3. The “PoH” is a good timestamping mechanism, but does not prove the uniqueness
of the ledger that uses this mechanism only, because nothing prevents adversaries
from building two alternative ledgers in parallel.

Therefore, as long as the adversary-dependent parameters are not measured, the potential
risk for compromise of the whole blockchain system always exist and the uniqueness of
ledger is under danger. Research in social science may convince us better about the truth
of the assumptions based on such parameters.

In terms of blockchain extensions (Table 1); there are two ways of prevension as follows:
Fully and partially.

1. DPoS, PoR, dBFT, and PoH can prevent block extensions partially by using the
promised estimated block creation time property.

2. Pol and PoWeight can prevent block extensions partially by using the promised
block confirmation number property.

3. The other types of blockchain systems can prevent block extensions fully.
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Table 1: Uniqueness condition criterias for different blockchain systems
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6 Description of the Conclusion Table

Here are the explanations of the abbreviations used in the Conclusion Table (Table 1).
BS: blockchain system.

N: the variable described in the uniqueness conditions for each blockchain system.
MN: the measurability of the variable N.

T: the variable described in the uniqueness conditions for each blockchain system.
MT: the measurability of the variable T.

UN(AB): the unique ledger criteria against Alternative Branches.

UN(BE): the unique ledger criteria against Blockchain Extensions.
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