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Abstract

The Web was originally designed to be a decentralised environment where everybody
could share a common information space to communicate and share information.
However, over the last decade the Web has become increasingly centralized. Web
applications suclhs Facebook, Twittef;oogleand others store user data in centralized
datastoresor data silos; each controlling their silos with their own authentications and
access control mechanisms. This has leset@ous concerngbout data ownership and
misuse bpersonal data. Furthermore, not only such centralized applications prevent users
from switching between similar applications, but they alssallow data exchange
between different platforms.

While there are approaches to solve these prahleone ofthem provide simple and
extendable solutiarTo this end, this thesis presents an application independent, browser
based framework for sharing data between applications ovetg@peer networks. The
framework empowers the end users with complete datarshipe by allowing them to

save sharable data localind share it directlwith friends

The thesis presents the functional requirements, implementation details, security aspects
and limitations of the framework. It also discusses the challenges traeweountered

while designing the framework, especially why it is difficult to create a séesgsr
application for the Web.

The final part of this thesis is a demonstration of the framework through a chat
application, designed as a Google Chrome browsdension. This is achieved by testing

the different aspects of the framework while exchanging data over networks in different

countries.

Keywords: Decentralizationgataownership humancomputer interactiorpeerto-peer

social web,security, web appsWebRTC

Thesis is written irenglishand is54 pagedong, including7 chapters an@6 figures.
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Liet abbreviations
WebRTC WebRealTime Communication
TUT Tallinn University of Technology
P2P Peerto-peer
IP Address InternetProtocoladdress
NAT Networkaddresdranslator
RDF ResourcédescriptionFramework
URL Uniform Resourcd.oader
STUN Sessiorilravel Utilities for NAT
TURN Traversal BingRelays aroundNAT
JSON JavaScript Object Notation
HTTP Hypertexttransfer protocol
SHA-1 Secure Hash Algorithm 1
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Il ntroducti on

Over the last two decades the World Wide Web has become an integral part of our lives.
Thanks to the increasing numbeif online encyclopedias, news outlets, wikis, media
sharing websites and social media platforms; the web has transformed from a mere
medium for broadcast to a dynamic social environment. Intdxastd applications
today, allow users to create and shar@racedented quantiseof knowledge and
information[1]. However, this increase in number of social Web applications has also
given rise to numerous disconcerting issues such as filter bddkéenews and privacy
concerns.

These web applications and servafeen come in different form$4ost of these services

are centralized systems and store user resources in closed data silos. Due to this nature of
web applications, users typically end up creating dedicated local accadraseabound

to particular services and resour§2p[3] [4]. Furthermoreusers trust web applications

and service providers sudfacebook, Google Plus, Twittemd others to store and
manage their personal data with the intention to receive personalized séfaaever,

as recent incidents indicate such centralized data could also be utilized to harvest user
data, manipulate user mindset [1] and to spread fake ap@vpropaganda. In order to
achievetrue data ownershignd flexibility, it is necessary to design a distributed,

applicationindependent data sharing mechanism for the . Web

1.1 Goal of the thesis

This thesidocuses orenablingpeerto-peer data sharing heeéenweb applicationsThe

goal is toreduce dependency aentralized servsi(i.e.,data d0s) andto empowerend

users withtrue data ownershipUltimately, we would like t@d rdeecent r al i zed t h
by eliminatingthe need forserves andallows userdo communicate with each other

without any middleware.

The proposed framework was originally intended to enable P2P communicatioadér a

world applicationcalled WebWeaverThe WebWeaver applicatios currently being

developed a&oogleChromebrowser &tensionthat allowsendusers to weavand share
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web page elements, independent of content ownership on the Welever as
mentioned earlier, due to the recent increase of interesdaaentralization of the web

it is imperative thasuch a P2P framework must be designed as a gesystiem. This
would empower both web developers and-aadrs by providing API based serfsre
communication between applications and preventing misuse of user data, respectively.
This thesigpresentghe client library and web services, thaltow apgdications to store

data on usedevices and share¢hem over a P2P network

1.2 Literature Review

This chapterdescribessomeof therecent scientific contributions associatedh data

ownership and privacy concerns. These platforms allow users to create and share data via
decentralized networks. Section 1.2.1 discu
platform that enables secure, réiale data sharing/ith the phone. S¢ions 1.2.2° 1.2.4

discuss decentralized social Web applications, CIMBA, Solid and Dokieli. Analyzing

these platforms and understanding their approaches, contributions and limitations would

helpto identify the gaps; anthus,statea clearproblem defintion.

1.2.1 Musubi

Musubi is a mobile social application platform that enables users to share data in real
time feeds. The platformnsures datsafetyand privacyby supporting endio-endpublic

key encryption. Musuballows users to interact with their friendsectly through their
address books. Additionally, all user data is stored on the phone. Thepedaidesend

users witha complete data ownership.

Framework is dedicated fonobile app communications, anddause establishing direct
P2P connectionwv@r mobile networks (3G) is impossibléata transfer is completely

dependent on a centralized servitasted Group Communication Proto¢g).

Whil e Musubi és goals seem similar to our s,
instance, unlike our system Musubi only supports group sharing and does not support

public data sharing. Also, Musubi always requires a server for data transfer, where as our
system does not require a sertestoreor relaydatg in case both sender anelceiver

are online.
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1.2.2 CIMBA

CIMBA or ClientIntegrated MicreBlogging architecture is a decentralized social Web
application that increases data ownership by allowing users to choose where their data is
stored. The architectungsesWebID [3] and WebIDBTLS to identify users at the Web

scale and to authenticate requests.

1.2.3 Solid

Solid is a decentralized platform for social Web applications, that allows users to manage
their data independent of applications. Unlike conventional web applications, users are
requred to store their data mpersonal onlinelata storegi.e. pods). Applications are
allowed to access user data, based on the permissions provided by the user. Hne users
identified using WeblID [3] and hawefull control over how their data iaccesed and

can switch between applications and pods at any time. The platform uses RDF based

resources to exchange data between applications and pods [2].

Although Solid supports data ownership, but it still stores data orusendevices. It
might be hard for users to set sgrvers ofind free hosting service. It would be better if
users could start using applications without any configuration andtetarewn data on
ownpersonal computers. Also, linkethta does not provide solution for real time peer to
peer data sharing; for this reason, it would be challenging to develop seadiine

applications such as chats on such a platform.

1.2.4 Dokieli

Dokieli is a decentralized browsbased authoring and annotation platform. The platform
supports socialnteractions andallows users to retain the ownership of their data.
Documents created in dokieli are independent and interoperable as they follow the
stardards and best practicestdT ML, RDF and Linked Dat§].

Li ke Cl MBA and Sol i d, doki el i al so enhanc

However, each of these platforms are bound by their technologies; which may discourage
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developers from adopting these recommendations. Lastly, as mentioned earlier none of

these platforms allow storage on personal computers antbemd communication.

1.3 Research Questions

Given the lack of a generic, applicatiordependent data sharing tam for P2P

networks over the Web, we propose the following main research questions:
1. How to establish P2P network between web browser?

The aim is of this research question is understand how P2P networks could be established
over web browsers. And, howuld Socket.io and WebRT[6] could be used to establish
communication in such a scenario? This is also important because, it woukbhelp

NAT traversal7] problemusing JavaScript.
2. How to create aerverless P2P network?

This question is important to establish if P2P networks can be initiated in truly-server
less conditiond. f i t 6 s whabhgpher alternabelagproaches couldsedto reduce

dependency on server?
3. How to forward messages aasereceiverif offline?

Since, the proposed framewoik to be designed for P2P networks, itimsportantto
understand how the system would behave it eitheneitwver isoffline. By brief analysis
it would mean that one would not be ablestabliqy P2P connection in such scenario
However, would it be possible to device a fallbakution that couldstill deliver

messages? If so, how the systeould function?

1.4 Research Methodology

This section defines the research methodology of the thesis. &d@arch follows the
design science research approach. That is, to resolve the identified research questions an
IT artifact is created and evaluated. Based on the design science research methodology

the thesis is composed of following activities:
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a. Design asan Artifact. The thesis presents a framework for P2P data sharing via

web browsers, as the artifact.

b. Problem Relevance. The impact of ever increasing number of centralized systems
on the Web cannot be understated. Especially, with the recandalsabou
organizationsnisusinguser data from social media platfof8j; data ownership
and privacy concerns have become a key challenge fas aisgdevelopersin
order to protect the endserinteress and to establish trust in the Web, it is

necessary to desigtata agnostic platform that do not understand user data

c. Demonstration. The thesis demonstrates the propesdution as a chat
application (designed as a Google Chrome browser extensiorfedthees of the

artifact are discussed as functional requirements in the later section.

d. Evaluation. The chat application artifact is evaluated using avedd scenario.
The application is evaluated by the author, by sending messages between two
devicedocated in two different networks (in the current case, different countries.)
The functional requirements of the artifact are evaluated using three test scenarios:

testing P2P network, testing offline sending and testing security.

e. Research Contribution. Elproposed artifact is a generic framework that enable
P2P data sharing among applications via web browsers. The system also supports
users6 data ownership by allowing them

personal computer

f. Communication of researchhesolutionin the thesis is available on the web and

can be utilized by endsers, developers and researchers.

1.5 Functional Requirements

As stated above, this thesias inspired fronparticular application, called WebWeaver
platform. To model adequate atibn, i t Besessaryto exact requirements that
WebWeaver platforn] has stated for dataanagement and then generalize it for other

applications use

14



In future developercommunity will add additional requirements and help to generalize
frameworld gsage with different scenarios and requirements.

Below, it will be discussedvhat WebWeavermpplicationdoes.It is an annotation tool
that enables users to leave a commentwalgpage Userscan mark comment gmublic,
private or share it with@osedgroup of peopleThus,WebWeaver is a social application,
that needs ability to share and control data visibility

Having restrictions on data accesgansthat frameworkshouldbe built withsecurity
and privacyin mind. Also, developersieedan easy way to integrate this functionality, so
framework should be simple enough to hide data management compfedity
application developers

Below arerequirementshatarise fom particular use cases of tNéebWeaver platform,

but later | will show that this framework also wotke same wajor other applications

1.5.1 Private Share

Private share is a concept where data can be viewed/modified by only single user
informationdoesno | eave user @xessbtemguindroaly,. and i s
Imagineif Michael added a private annotation on a web page on his computars

case, only Michael should be able to see own annofataia should only be stored on a

local device and baccessible all the timier Michael only

1.5.2 Public Share

Public share is where data can be accessed by any user of the application, it means that
data can be searched and downloaded and saved by any person in network.

Specific scenario is whelichael addd a public annotation on a web page, that means
that everybody accessing this website and using same application should be able to see
this annotation.This means that framework should be able to public data and make it

available with a particular key (ke this scenario is a webpagdRL).

1.5.3 Private Between friends

Private share, means where data can be viewed only by closed set of people. Framework
should handle delivery of the information to the pdiers ana u t hdewvicé. s
This is the scenario when bhael added annotation and wants to share with his friends.

In this case, only friends shoub& able to see the annotation.
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1.5.4 Offline Peer

Specific requirement for framework is to handle situations where peer who should receive
information is not online. Tib should happen quite often since, not all users are online at

the same time.

1.5.5 Peerto-peer

Framework shoulgrovide peeto-peer data transfer capabilities if sender and receivers
are online. Image the case where Michael is sending annotation to Bois,aldwonline,
framework shouldrainsfer information with a pe¢o-peer network. Because of that, data
sharing will be instant and more secure, since the data will not be stored anywhere, except

user devices.

1.5.6 Saving the data

The frameworkshouldallow sasing annotationsin local storageso that it is always
accessibleeven if data is gone from the networKhis is the case where Michael sees
Jimbébs annotation on Monday, bunisrotanthea n al s ¢

network anymae.

1.5.7 Security, Integrity

While network is distributediramework shouldvalidatedata authenticityThat means

that if message is created by Alice, but Bob maliciously tampered a message after Alice
sent it, Michael will understand that data is invalid, becénaseework detecteadthangs.

Also, private annotation should not be accesslhyleother usersServers in between

should not be able to read and understand the aladéhe data must be encrypted.

1.5.8 Technical

Technical requirement®r the framework is thait shouldwork with Chrome browser
web applicatiormand Chromd@rowserExtensionWeb application and extension can have
different technical requirements for framework in order to werkmework should be
able to run in Background page, so that application can receive conneciahs

sharéreceivedataeven if chrome extension is closed
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1.6 Limitations

Initial researchrevealedthat it is impossible to establish Pdefpeer communication
between users without thi party servef7]. The reason is that in real environment, most

of the devicesin Webare hidden behind Network Address translators (i.e. NATat
means that not all the users divausedloeal Web ha\
address, that is only unique in local network, but not unique in Wide Web, that is why
NAT, needs to translate local IP into unique public IP and Port configur&tion
communicatiorwith outside systems

That means that if user is connected toetwork and with NAT, many different users
within network will receive same public IP, but with different Ports configuration. After
user is disconnected from a network, it might receive different IP and Port configuration,
for that r e aswimomihg dosnectionm requests tolthe wser.

To overcome this problem, peers should start requesting connections to each other
simultaneously. In that case NATs will most likely (64% times for TCP connections)
enable Peeto-Peer connection. This techniqisecalled Hole Punchinfy].

Unfortunately, that means that in some cases it is not even possible to send data to peer
without a middleware server That case should beonsidered and as a fallback
mechanism, relay service hlowed. That means that if Michael wants to send a data to
Dwight, both peers will need to connect to the public server (that obviously is not behind
the NAT) and first Michael will send data to server and server will redirect the data to
Dwight.
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2PropdsFramewor k

In this section,solution is proposedwhile in next section, implementation will be

discussedbased on this proposal.

2.1 Why Server?

Letds revise |imitation. | ni tmpkrmentrseaverear ch r
less application, that will connect users and make it possible to transfer data. There are

several reasons:

2.1.1 P2P connection establishment

To make a peer to peer connection 6 s nsharepeerf® addnessewith one peer to

another Whenb ot h peers know e a,cthey wiltnéed tobstart | P adc
connecting with each other simultaneously, because most of the time they are behind

NAT, and establishing connection when users are behind NAT, required NAT hole
punching techniqug7]. Symmetric NAT traversal technique, requingsersto start

sending data to peer public IPRort, for that reason it is required to have a server, that

shares public IP addresses between users and helps them to estabdishrié2Bon.

This topic has been | ong r esear dopeed, t hat
connectiorestablishmenprocessand created WebRTC (web real time communications)
protocol[6]. WebRTC is a set of APIs that is implented by most of the contemporary

browsers. It has bedirst implemented in Google Chrome browser and thus it fulfils

browser supporting requirement. WebRTC is just an API, for making complete solution,

some signaling implementation should be used to ksttdWebRTC connection. For the

sake of implementatiogocket.id10] is proposed, écause it is simple, well documented

and widely popular library.
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Signaling Server

Network Address Network Address
Translator (NAT) Translator (NAT)
Alice Bob

Figurel. Signalling behind NAT
With WebRTC approach, before establishing connection, Alice and Bob will first connect
to signalingserver. Whenever Alice wants to connect with Bob, she will send connection
request to BobSignaling server will deliver connection request to Bob, sincebB®
connected taignaling server.
After IP addresses are shared and metadata is transferred, they can connect with each
other and start sending the data.

Y

Signaling Server (€

Network Address | P2P Connection Network Address
Translator (NAT) | Translator (NAT)
Alice Bob

Figure2. Established P2P Connection
2.1.2 Public data holding

In order to sha¥ public data, it needs to be storedaguublicserver because users might

not know each other and thus it would be impossible to establish P2P connection. Also
asking all users for public data would be extremely inefficient.

For thatreasonwhen Alicewantsto publish data, it should be stored on a centralized
server and be indexed with a known key, so that other users who might be interested with

information, will request server by same key.
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2.1.3 Sharing data when peer is Offline

Another reason for using Iser-side application is that users might not be online when
data isbeingshared. Imagine scenario when Alice shares something with Bob, but Bob

is not online. In this case when Bob comes online, Alice might not be online. Without
server it would not begssible to shared data unless both of them are online. If we have
centralized server this scenario would easily be fixed. Alice would leave a message to
Bob, when Bob gets online he would check centralized server for messages addressed to

Bob and downloathessage.

2.2 Server Architecture

2.2.1 Goals
Before starting discussing servershould bebuilt with several goals in mind:

1. Server is not application specific.
2. Server6s APls can be implemented differe

3. Server should not be trusted.

These gals arise from requirements. Because empowering userdregithom and data
ownershipj t 6 s n e ce®rshould/have lkeasttknowledge of application specifics.

If servers, have a knowledge and understanding of the application data, then privacy and
coupling problems will arise. So, to avoid these problertisnately,i t 6 s p bidesi bl e t
applicationinformation at all. That means that server just hosts any kind of application
and does not have knowledge about hosted data and its usage.

Because agjations are not coupled on server implementation, it will be possible to use
different servers with different implementation that support same APIs. That will give
server maintainers freedom to choose how much data they allow to hold, whom they allow
to communicate or if they add additional security checks.

By nature of this solution, if server does not know about data and cannot check data
integrity, users are in charge of validating sender of the data tggiiy. In typical client

server applicationsusers trust server one they have a secure connection with it. That
means that if server sends a message to Alice from Bob, without checking Alice will
believe that information is correct. But in this case, server should not be trusted, because

it does no guarantee security, because server does not understand the information and

20



cannot validate it, so because of tb¢ntscan themselves check the correctness of the
information.

To sum up server is very generic, that can serve any type of applicatibautany
registration needed. Server is not trusted, and it should not know anything about the data
that is shared. Also, application should be ready to work in case server fails to verify
sender and data integrity.

Similar idea of application was memntied in Musub{5] that enables developers to use
common servers to share data between users. It also made sure that data is encrypted, so
that users could verify sender and data integrity. But unlike our solution it was designed

for mobile phones and lacked peer to ped¢a daaring support.

2.2.2 Solution

To accomplish requirements of Peer to Peer data sharing, a s#roidd be createthat

can help peers to establish connattio t h a't ser vi-Roeo msso . ¢ &Slelceodn d
Service that helps to communicate with offline users cal | ed A Message E
service is for establishing peer to peer connections, second is just temporary store of
information, like a realife post office. Here are scenarios in order to better understand
proposed architecture.

If Alice wantstosed data to Bob, first sheRoshswl d ch
and If Bob is online, Alice and Bob will start sending signaling metadata to each other in

order to establish peer to peer connection.

Establish P2P
connection via Live-
Rooms

Send a data

Y

Send a
Message

Is Bob
Online?

« Leave a message via
Message-Box

Figure3. Message Sending étess
I f Bob is not online, then Alice can | eave
Boxo. Bob will synchronize AMessage Boxo0 on
These two services are not connected together, thus application can choose different

service proiders, or support only one of them.
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Services use unique key in order to distinguish between users.

2.3 Message Box

2.3.1 Functionality & Technology

The first step of i mplementing server is a
database where it holds megss.

Servicewill have theserequired functionalities.

1..List Message 1 dbés for User.
Download Message by message Id.

Save shared Message.

List Public Messages by key.

Download Public messages by key.

2 e

Save public Message with key.

As listed,i Me s Bax e twb aets of functionalities. First three functions are for
message relay, that means to send a message when another peer is not online.

Last three functions are for hosting/querying public data, that should be available for
everybody. Public da should b associated with aly, that is norunique string. How

key i s selected itdos a decision of the appl
a URL of the webpage. | n t hatwwe.gosge.camf user
User will set a key a BL, so that every other user, who visits website, could query

A Mes Baogxe wi t hURWwas bkeypoaietyieveany public data.

To model server, most commonly used clseatver architectureREST[11] is selected

Becauset is most commonly used and accepted approach to model server that has a data
and wants to expose to a public. Also, technologically it is possible to implement client

for browser, mobile and other servers.

2.3.2 Extended functionalities

These functions areldhat is required. Some servers might extend functionality and add
authentication, that will force users to prove that they are indeed who they claim to be.
Some servers might choose different strategies in order to evict the data.

Some might enable onlshosen public keys to leave information. This might be chosen

for companies that want to enable only small group of people to use their server.
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Public servers will most likely implement time invalidation mechanism, where message
is deleted after some timer when there is not enough memory to save new messages.
This would make sense, because this service is meant to hold data temporarily, to just
synchronize messages.

Some servers might set limits for users who have too many notifications can particular
user leave.

Any extension should be possible unless they provide basic minimal functionalities.

2.4 Live-Rooms

As Explained befordj L i-Roens @ a place where data can be saatP2Pnetwork
Live-Room would handle all cases (except public data) if allies were online all the

time. But because in real live people are not always on, we need to extend service with
Message Box.

The idea of LiveRoom is to enable fast (refine) data sharing between users with P2P
traffic. Some applicationmight prefer © only user LiveRoom, because rihird-party

server will ever hold the data. But still data encryption is required, as for by nature of peer
to peer connection establishmg@rit

As for Live-Room, it will be place where onlinesers gather and wait for incoming
connections. Each user will connect to its
id. Whenever anybody wants to connect with user, they will connect in this room and ask
for connection with specified user id.

After asking, user will decide whereas they want to accept connection or not. Some
applications might choose to block connections from unknown users, while some might
allow. Connection blocking will be decision for application client.

After users are connectetiety can send data, verify delivery and close connections.

2.5 Client

In order toeasilyuseframeworkwith applicatiors, library clientmustbe written sothat

all the complexity of the data handling is hidden frapplicationdevelopergframework
users) The library should be compiled in single JavaScriptdd¢hatit can be added in
html file as asingle script file. In this way,developes can usethe functionality of a
frameworkwith asimple API.

Client Library should not expose inner implementation to the user, but provide an

abstraction tananage gave delete, receiveguery) public, privateandsharedlata.
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2.5.1 Configurations

Library user should be configurable in order to satisfy different kirfdapplication
needs. Abovet is mentioned that there can be different kinds of servers that extend basic
functionality and provide more security and robustness, that ig wihy@eskd tohavea

way to changelefaultconfiguration from the client library

For the initial version of client library following parameters can be configured:

Local Database Name

T ALIi-Roens0 URL

1 AMes Bage URL

T AMesBaoaged synchronization interval
1

T ALiI-Roens0 We b RTC configur at [6lcervetURIsst cont ai

All the parameters can be left as optional, because everything can be left as default.

| n cas eRoonsd AaLnidv e Me s sage Boxservidd BRLswillbd ef aul t
used. These defawdervices will be maintained on Heroku Clo&gdplication platform

[12], thus they will have strict limitations amemory and performance.

Local Database name will be generated with default name, that will be generated based

on user Id. This feature is important sincetabase should be changed upon user Id
change. Imagine the scenario when user logs in with different user Id, in this case different
database should be used, to avoid reading other users data. In case of automatic database
name, application willusecorresmdi ng user 6s database.
ALi-Roens0 We b RTC configuration STUN[6hseemated t O
URLs, that help to establish peer to peer connection. This might be needed to be changed

in caseapplication developaewants touse its own STUN server to improve performance

and security. Otherwise application will use default STUN server maintained by Google.

2.5.2 APIl/Usage

This section describes Client Library API a
In order to start using library ia web application,developerhas to importsingle
JavaScriptibrary script file.

Developemwill be able to use those methods:

T sync()
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fetchPublicDataByKey()
publish(key, callback)
getByKey(key, callback)
getByAuthor(key, callback)
saveData(data, sharedWitiallback)

= =4 =4 4 - A

listenDataChanges(callback)

Sync met hod provides a way to force synchr
application. This is useful if application needs to get fresh data and cannot wait for
scheduled update interval. In Applications, this mi@le a case when user forces
synchronization by clicking refresh button.

Fetchpublic data by key is useful when library user wants to read public datalidihe

l i brary will try to fetch t Hataardbtersitdceage Box 0
user. Note that public data is not saved on device unless developer catlataavithout

any sharing option. This is for scenario when user is not sure if public data is needed.

| magine entering public channjstviewoulieatr e you
information.

Publish is a method to make data publicly available, it needs a key in order to make data
identifiable by other user§he data will be hosteoya @ Me-Be&ageser vi ce.

Get by key will be used to retrieve data with applicatiefined key that is a Strind.i

Note that ley is not required to be unique, so user will receive list of results in the call

back, or null if nothing was found.

Get by author works the same way as get by key, butdbelts are queried author d,

that is a public key of the message author.

Listen Data Changes is a convenience method in order to keep application state in sync

with storage. If sombody sends a #ReDMMdaPe oviBaMdlisage
retrieves new messages from the cloud, usdigyei new data objects in dadick. This

should be a good place to query local database again and display fresh results if needed.

2.5.3 Background Synahronization

Library is designed to work both with simple Web applications and Chriextensions
The differene is that Chrom&xtensionsan store unlimited data and have the ability to

synchronize data even if user has not opened application.
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Chrome extensions have a notion of Background P&t@kthat empower application
developerdo run scripts while page is not visible or open by users.

The |l ibrary shoul d use Ba eRkogornosuon dc oPnangeecst iionn.
share/receive dat a, but also to fetch new
scheduled time arrives.

In case bregular web applications, no background synchronization will happen, but only

while application is opened in browser tab.
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3l mpl ementati ons

This section will describe actual technical implementation of each project.

AL i-Rreeo ms 0, AMessagelLbBox opramjde citCd i winlt | be d
described above, they are distinct projects
any code. This will make sure to reduce coupling and enable extending functionality
without modifying other projects.

The implementation can be viewed lattps://github.com/loane5/ms_thesis

The mainGit[14]r eposi t ory project is deoetxoupanwi hh i u
roomsao. Tfdn this seteup s dierokCloud Application[12] platform Since

Heroku requires a separdgdt repository in order to enabseamlessloud deployment.

That means that while writing code, with a sim@i command code willbe deployed

in a Heroku cloud platform.

Also, by nature they are distinct projects and do not share the code, such modularization

helps to reduce coupling between projects and enables brtensibility in the future.

client/dataController
demo-extension
keys

& live-rooms

& message-box

Figure4. Repository Structure

3.1 Live-Rooms

ALi-Roem®i s built with ASocket.ioo I|library. |
and designed to work with web applications, therefore it has 2 separaté&\pst€lient

and Server Client. Heliet 6 s dfi lsidoeosnsd server part only.

A L i-Rreeo ms 0 S written wi t h JavaScript N O
implementations can be done with different JavaScript web frameworks, this is the easiest

and most popular choice among the develofdss

Server is implementedri t h fisocket . i o0 | ibrary, i nNsteac
REST for this particular problem. Because server and client need to send bidirectional

events. That means that client might need to send several messages &mdanwatent
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from a server. Particular case iIs when wuse
connect. In that case server might need to send connection request to a user.

For this reason, client needs to have a connection with server, so theatcarnnotify

client when other peer requests connection. Other solutions like pooling could be applied

in this scenario, but the problem is that clients will have to send several signaling
messages through the server, because of that managing seveaiagigressages with

pooling approachl6] would be less efficient and complicated. Socket implementation

directly solves the problem where many bidirectional messages can to be transferred.
ASocket.i oo |library has a notion of events
user connects the server is event nafmeshnecd. It means that user has a ready socket

that can be used to send a message or receive a message from.

3.1.1 Message Contract

After User is connected with serveerviceexpectgo several types of events from user.

Every message sent by user has to be a JavaScript object having those attributes:

1 fromPublickey
1 toPublicKey
1 data

ffromPublickepy means a publ i cderkTeiyisreguirechto beeresenda ge s e
in all messages to correctly identify sender.

ftoPublickepy i s only required when message needs
Finally, any other attributes can be added, for example data. Note that server does not

care about other attributes, so as far as client can read the data it can be encrypted for

security.

3.1.2 Events

After user is connectedgerverlisters to socket events.

Firsteventexpeedaf t er conneent ®m _ iinyglhiscemantifiesdvhein

use i s ready to give information about itse
room named with user public key. ARoomo i s
label sockets. We need to label sockets in ord&ntov which socket is correspding

to particular userThis helps to check fheer is online and redirect messages froneroth

peers. In this simple way it is possible to haudtiple parallel signaling between peers.
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Imagine if Alice wants to contact Bob and Charlie first shejaiti room Alice and signal
rooms Bob and Charlie. If users are waiting in their rooms, server will redirect Alice

signaling messages to those users.

Live-Rooms

Alice Senver ob

enter_my_room

Success

connection_request to Alice

 ERCEEEL S,

< >9N27INg_Message om 208 __ |

Encrypted Application Message -
| I T Tt T T T T T T T T T T T T T T T T T T
1 1

! Encrypted Application Message

www.websequencediagrams.com

Figure5. P2P Network Establishment
If any event fails, server usually sendeav eerroro it o noti fy client abo
Server also sends a failed message, so that client can reset state and try again if needed.
Once user is entered its room, server is ready to notify peer connection requests. User also
can initiate peerannections at this stage.
I n order to initi atcennectomiequest ischro url g bees ts,e ne\
that this event also requires peer public key, so that peer can get an event called
r e s p e c tonnection yequést. At t hi s «aithen gceept preignore ¢ a n
ficonnection_request.
By accepting request Cl i e n signallingl nhessagt.a r t s e
Signaling messages are redirected om one peer-Rbomanoskewver Aidi
not check i ts c oentttoedactde how abnnéctioasswillbepmadke a c | i

process of sending/ebRTCsignaling messagdsads to establishind?2Pconnections.
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3.2 MessageBox

In this section we describe implementation details of message box. For ease of
implementation JavaScript framevk called Express.jd 7] is used It helps developers

to quickly build a web application. It would be possible to use other web application
frameworks like: Sprig, Node.js, Ruby on Rails etautExpress.js for its ease of usad

easy deployment capabilities with Heroku cloud application platfd&his the best fit
Message Box is a REST ARlI1] and hagheseHTTP methods:

List all messages for user

Get Message by mesge Id
Save Message

List all public messages by key

Get Public Message by Id

== =4 4 4 -—a -

Publish a Message

Message Box Documentation is deployed on Online APl documentatiorFigal€6.
MessageBox API), that provides possibility to easily describe API, add sample responses

and mock the functionality.

Message-Box API
[ 100

This is description of Message Box service
Apache 2.0

Find out more about Swagger

OAS 3.0 Tools are in Beta, some features may be missing.

https Jvirtserver.swaggerhub.comficane52/Message-Box/1.0.0

message Main resource

/messages Add anew Message

/messages/list/:id Finds Messages for user

E /messages/:id Find message by Id

/messages/public Publish a new public Message
/messages/public/list/:key Finds Public Messages for key

3 /messages/public/:id Find public message by Id

Figure6. MessageBox API
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3.2.1 Storing Messages

For storing messageMongo Database i.e. MongoD8 chosenMongoDB is NoSQL
database that has simple way of storing and retrieving documents. DPBmpruments
are lot likeJavaScripbbjects, that is why it is very easy to connect JavaScript applications
with MongoDB serve
Mongoose JavaScript libraf¥8] is used to simplify database interactiohee message
databasenodel is definedor mongoosdFigure?) library. With thisschemamongoose
can validate JavaScript objects, cast and cstBEaccessor functions fohe database.
var messageSchema = mongoose.Schema({

message: String,

sharedWith: [Stringl,

key: String,

public: Boolean,

author: String
3

Figure7. Message Database Schema
3.2.2 Deployments

To makeservices available in networtyeb applicatiorwas deployedn Heroku[12]
and separatadatabaseplatform called mlalf19] was connectedvith i Me s Bax &
service The reason is that mlab, provideee disk space (limited to 500mb), so that
is possible tdost a free version ¢f Me s Ba ga@rvice.

To connectmlab database with Heroku, environment variableas setin Heroku

dashboardRigure8) and different environment variablestire local repository.

Config Variables Config Vars

Config vars change the way your app behaves.
In addition to creating your own, some add MONGO URL
ons come with their own. -

Figure8. Heroku Database Variable
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With this wayit is possible to hava test database on developmerachineanduse a

production database when deployed.

3.3 Client

The most complicated part of the project was client implementations. Client application
has to manage correct state, communicate with servers when needed afaileetry
actions.

It has to run in both Chrome app and regular webiegtpn environment.

3.3.1 DataController

DataController is a main class that handles data. It Istéds andlelegates functionality

to the different data Controllers, that are: Local, Lind &loud Data Controllers.

Local Dat a Co n tosavd/quesyrdétasin local staigeo n i st

Live DatacControl l|l-Room:ad esarcvtiscevidmdididamwes ayv
peer to peer connectipit hides all the logic of peer connection alataretrieval

Cl oud DataController interacts with fAiMessag
DataController unites all of those and hides functionality, with this approach, other parts

of application do not need to know, how data is handled.

DataController also handlesnfiguration of different services and passes corresponding

parameters when needed.

IndexedDB Message-Box Live-Rooms

A A A

LocalDataController CloudDataController LiveDataController

A A A

DataController

Figure9. DataController Structure

Here is how it behaves in different stages:

1 When initialization, it creates all the controllers.

1 WhenSyncing it tries to fetch data from Cloud DataController
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T AgetByKeyodo and fAgetByAuthoro function d
since user is searching current data.

1T "fsaveDatabo first saves dat a wi t h Loca
DataControllerjf peer is not online, message is saved to Cloud DataController.

T Ali stenDataChangeso waits for data updat

Internally DataController handles Unique Id creation, so that library dserst need to

create Ids for messas.

3.3.2 Live DataController

Live DataController as descr i-BRedmabover,viice
Upon creation, it connects user to tomand | i sconeeotion_réqoest it a n d
fisignaling_message e v e nt sannedfiin gequedt | sived; ie staets peer to

peer connection establishment process.

Connection establishment process starts with gathering ICE (Interactive Connectivity
Establishment) candidates. ICE candidates should be sent to remote peer using
fisignaling_message. Wi tahdidat€3 Bre needed in order to perform NAT traversal

[7].

By default, ICE candidates configured to be free STUN services provided byesoogl

(Figurel0).
'iceServers': [{
'urls': ['stun:stun.l.google.com:19302', 'stun:stun.2talk.co.nz:3478']
}

Figure10. WebRTC configuration
When remote peers get signaling message, it also starts to gather ICE candidates and
sending them t &«Qomensro.using ALiIive
After ICE candidates are shared, data channels are opened, and users can start sending
data using peedio-peer connection.
The Live DataController holds opened data channels, so that it does not have to create
new connections every time user sends an infoonatWhen data channel is broken, new
connection establishment process will start, if multiple errors occur, it will return null

callback to the sender, so that other service can try sending information.
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3.3.3 Cloud DataController

Cloud DatacCont ssadeB ex 0 hsaenrdJ iecdteas iddredrad pubdlic t i o n .
functions sync, save, publish, and fetgublic by key.

When sync message is fired, it connects to message box listing endpoint, gets list of
messages and downloads them one by one.

Saveand publishfunctiors on the other hand, simpkenda message to the server, save
needs list of public keys, that will have an access on the message. Publish will make
message publicly availabénd associate witthe key.

Fetch public by key, will search for publessageassociated with kegnd download

them.

3.3.4 Local DataController

For impgementing Local DataControlléndexedDH20] is used The reason for this chose

is good browser compatibility and flexible API that helps to store nmédion on local

disk andability to query using different attributes.

As name suggests, it can index data using keys to provide fast retrieval of the information.
Becausdrameworkrequirement is to provide two queries, kgy and byauthor, two
indexeswere created Both keys are not unique, so API returns a list of results sorted by
creation date, or null if error occurs.

Before saving data, Controller checks if bdtbty andid are present. Note that as

mentioned above, Id is generated by DataController.

3.3.5 Background

When running in Chrome app, client has to manage state in background page. In this case
application will be able to synchronize messages even when program does not run in
foreground. This is important part of requirement, because clients aakvags running
application.

Il nitial i mpl ementation tried to construct
and then access it directly from foreground Application for querying and saving.
Unfortunately, this approach does not work, since Foregrand Background Pagaee

running in different contextsind whileit is possible taccess primitive variables using
figetBackgroundPage, C hbrowserean amly send JSOMerializable types between
pagesBecause imi Dat a C o nvé areousihgesocket objethatcannot be properly
JSONserialized.
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For this reason i t I S i mpossible to have @dADatacCon
overcoming this probleni Da€ontr ol |l er Cliento and fADat aCc
created. Those two classes reside in different pegaextsof application. Becauset 6 s
impossible tairectly interact with objects that are in Background Page, JSON messages

(that contain action imimation)are sento the background page, then it receives and

executes actions with DataController.

To pass information fronhoregroundpage tobackground page, | use Chrommessage

passing[21], where ffAData€entsolal eJrSCON ek joect wi t

Aparamso attributes. Aactionodo attribute poi
call ed, Apar amso ar e parameters t hat ne.
ADat aControll er Recei wvreabackglrondspdage ns etadst hac me e

and executes methad same contexvi t h pr ovi ded FfApar amso.

ADataControllerCliento is for application |
page. |t has very same API as NDattesContr ol
functionality to nDatDaaGoanCorndlrloel HigarefRlreatei ve s
showst hat behavior i n case ntiltedt ia Chronter ol | er (

Application.

4 N s )

( [ DataController ’
DataControllerClient >
’L DataControllerReceiver

Foreground Page

Background Page

o / - /

Figurell DataController in Chrome Extension

| f ADat aControllerCliento IS created i n r
Background Page, that i s whyclasscahderenutes cr eat e

actions locally.
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- A

[ DataController ]

DataControllerClient

Foreground Page

- /

Figure12. DataController in Web Application

For this reason, application can use fiDat a
Chr ome or Web application, bothaases @bhout r ol | er

changing the code.

3.3.6 WebPack

BecauséData Controller has margfasses in the projedfigure13) it would be hard to

publish clientlibrary as a multi file projectlf so client would need to impornultiple

scripts in order. That would make library much harder tdfoisdevelopers because i1t ¢
hard to order libraries in this way.

That i s wh j22] i Wedn Rimmeklilbrary that exports multi fildavaScript

project into singlelavaScripfile.

dataController

dist

node_modules
11 -babelre
i CloudDataController.js
i DataConterollerReceiver.js
i DataController.js
i DataControllerClient.js
i index.js
i LiveDataController.js
& LocalDataController.js
{1 package.json
1} package-lock.json
& Security.js
i webpack.config.js

Figure13. DataController File Structure
Now that library is packedsa single filesou s er can | DaomtCoatgsiondlee .
file and start using library.
WebPack configuration fileHigure14) describes how should library should be packaged

and where itlsould outpusingle compiledile.
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module.exports = o

entry: './index.js',
output: {
path: path.resolve(__dirname, '../demo-extension/library'],

filename: 'dataController.js’,
library: 'DataController’,
libraryTarget: “umd',
umdNamedDefine: true

Figurel4. WebPack Configuration
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4Security

Application has sever al servicBexa,haifLimaea a:

Roomso and Client Ilibrary. Client Library i

it i n BEMe®sage make it Clentdibrdryshouletredteovicest h e

as untrusted, since they might be maintained by third parties.

Because of that it is vital to encrypt data and make it unavailable for adversary who might

want to temper or read the information.

4.1 User Public Key

In order to maintain security, publkey encryptionis used By having peer public RSA
key[23],i t 6 s p erscrypt dath for atspecific user. Only user holgirgate RSA
key, will be able to decrypt the data.

Userid is treatedas a public key, sindet 6 s uni que per user and

data for a specific user id.

The limitation withpublic key encryption is a data size. Encrypted data cannot exceed
the key length, that is why firgdient will encrypt data wittAES-CBC encryption24]
that can encryptinlimited size of dataAfter this AESCBC key pair will be encrypted

for specific user, so he/she can decrypt a key and then decrypt a whole message.

4.2 Data Encryption/Decryption

As mentioned above, data engtipn itself should be done with AESBC encryption,
with random initialization vector and key. Random Initialization vector provides with a

randomness even if messages are same.

If Alice is sending Bobame message twice, thiversary will not be able weduct that
messages are same, because every message is encryptadiifighent Initialization
vector[24].
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Il n order to decrypt Al i ¢ €BG keynpais &ey qred, Bob
initialization vector). Thatiswhy !l i ce wi |l |l need to encrypt th

key and provide with an encrypted message.

Before decryption, Bob will find itds keys

verify authenticity.

4.3 Verification

If framework do nohave any kindf verification of authenticity, it will be possible to
send amessageinnamd anot her peer. This coudd be ac¢

Boxdo service, or directly tempering traffic
That is why public key signaturese usedso that peers can verify sgage senders.

If Alice wants to ensure that Bob receives authentic message, she can sign a message with
her RSA private key. When receiving a messa

to verify sender.

4.4 Implementation

For JavaScript cryptographyavaScriptlibrary Forge [25] is used,that implements
common set of tools for encryption/decryptiargluding key generation and signatures.

Before integrating security into applicatioBecurity.jsclassis defined.This helpsto
createabstractAPI for the application, so thatig easy to use it in different parts thie
application.lt is good idea to hide logic separatedp, whenever change is needied¢an

be done ironeconvenient place.

Security.jshould be initializd wi t h a cl i ent és public and pr

and decrypt the data. It also defines two public methods:
1 Encrypt

1 Decrypt
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4.4.1 Encrypt

Encrypt method should receive string data that needs to be encrypted and access keys.
Access keys is an array of a public keys, that can later decrypt and verify data authenticity.
It should be public keys of users that autivantsto share dataith, also author should

include his own public key, if he wants to read data later.
Before encrypting the data, SHAhash26] of a datas signed

Hashing data is necessanyorder to reduce data in sizeecausét is impossible toign

datathat islonger then public key.

Encrypted AES key

Encrypted Data (Base 64) Pair N
Encrypted AES key

String Data String Hash | Signed By Pair 2
Encrypted AES key

Pair 1

Figurel5. Encrypted Data Structure
After data is signedyublic key of a signeis attached to the data
After signature, whole JavaScript object is converted to staimgencrypted
Forge Library encrypts String and outpatbinary data. Handling binary data is very
inconvenient in JavaScript amlimpossible to send via HTTP, because HTTP is a text
protocol, that is whytlwasdecided to encrypt data inBase64 encodinf27].

After this, AES key pair is converted to B&E put into JavaScript array, and converted
to string. The reason is that each AES key needs to be binary, in order to work with a

crypto library[25].

1~ {

2 "Alice's Public Key": "Encrypted AES key with Alice's Public Key",
3 "Bob's Public Key": "Encrypted AES key with Bob's Public Key",

4 "John's Public Key": "Encrypted AES key with John's Public Key"

5 1

(=

Figurel16. Access Keys
After that,stringified AES key is encrypted for each access key and put into a JavaScript

object, so that peer that receives a message, can find its own AES key with its public key.
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4.4.2 Decrypt

For decryptionthe flow is reverse of encryptiokirstBob should findits AES encrypted

keyin an access key objedty his Publikey. After that Bob can decrypt AES key with

its private key, since itds encrypted with
After that, key should bparsed as a JavaScript object and converted to bframy

Base64 string.

At this point message can be decrypted with AEEBC algorithm After decrypting,

message will be converted to string, string converted to JavaScript object.

After having decrypted Dataalidity of signeris checkedby using signature and signed

by attributes. If data is not verified, method returns null. Otherwise it returns data String

and signed by attribute.

4.4.3 Application Integration

This section describeBow Security.js is used within application. Before sending a
message via ALiveDatacControllero or ACIoudL
encrypt nethod. In access kepsiblic keys of user&vho can access the informatiaryd

own public key (so thdater data can decrypt by sender if needegpssed

When application receives a data from ALI ve
they both fire method fionDat aReceivedo. Thi
insert data in local storend fire user event listenefsor thatreasonj t 6 s a ri ght pl

decrypt data and continue flow.

| f data i s nu thatdatatdil monpask validationaestsandnb & aynored.
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S Demonstration

The idea of adata management framework came from a specific application called
WebWeaver, but the framework is generic, and it can work with various type of

application.

To prove that framework is generic aptbvides adequate solution for requirements
stated in thighesis demoapplication was created.

The demo application itself is a simple chat application that work on Chrome browsers
as arextension [Figurel7) and web pagérigurel18). It is built with JavaScript andses

data management framewat&scribed in this Thesis

Thumbnail removed. Undo  Restore all

Figurel7. DemoApp Chrome Extension Mode

The application hasettings screen, that can configure user details (public and private

key) andachat screewith a peer user id and message inputs

The application uses all features wdmework in order to test itsorrectness and

usefulness.
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Figure18. DemoApp Desktop Mode

The application uses -BleX @ud nRiosdetssmipes of t he 0

When Alice wants to sendRoamméssageite Bebp:

establish a peer to peer connection and transfer data.

When Bob is not onl ine, Al i-Bexd.eaBelb ahanek
AMes Baoxe® once is onlineAfandr geé¢adiAhg cABRIOiSC en
from a {BMeheasksgavicotdelete message from cloud.

Application defines special public key for public messages. If one want to join public
Channel, user can type channel with a | ower
character of public key is a lower dash, themaats as a public key. With that it sends

data not to @eerbup u b | i s hMessageR o xveguaé19).
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Hey there!
hello

©

Figure19. Demo-App Public Channel

Note that public messages are not saved locally with this applicaticevribper could

save t haewe Dranetdedtaklband query later with public key

5.1 Testing P2P network

In order to veffy peer to peer data transferwiasdecidedto open applications that are
behind different NAT serveraVith thatit can be provedhat application handles NAT

traversalkorrectly

First applicationwas openedn Estonia and checked public and private IP addresses
(using online IP detection tof#28]).

Your IPv4 Address Is: 82.131.13.185

Your IPv6 is: Not Detected
Your Local IP is: 192.168.0.10

Figure20. IP address (Estonia)

Because IP addresses are differierdan beassumd that local IP {92.1.0.10 is
translated into public 1P8R.131.13.18baddressAlso it should be noted thamternet
service providers might use muliiyer NAT network.
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Secondapplicationis set inGeorgia with help of aemotecomputer control tool

Your Public IPv4 Address Is: 31.146.145.144

Figure2l. IP address (Georgia)
As shown inFigure21, peer is behind completely different NAT, because it has different
public IP. Local IP addresses also differ, but they could be same, because Local IP

addresses are not unique.

For simplificationbelowuser in Estoniavill be calledBob and user in Georgia Alice.
For testing purposes, different RSA key paimsre generatedusing Ma& OS terminal

commands

openssl genpkey —algorithm RSA -out alice_private_key.pem —-pkeyopt rsa_keygen_bits:2048
openssl rsa -pubout -in alice_private_key.pem -out alice_public_key.pem

openssl genpkey —algorithm RSA —out bob_private_key.pem -pkeyopt rsa_keygen_bits:2048
openssl rsa -pubout -in bob_private_key.pem —out bob_public_key.pem

Figure22. Generating RSA keys
Generated key is 2048 bits long, required length by application isthem®HA-1 length
that is160 bits.
After key pair generation settings are initializetl entezdpeer public Ids.
Oncemessage is sefriom Alice to Bob applicationestablishes P2P connectimaith the

help of a frameworland sends a message.
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@ Chrome File Edit View History Bookmarks People Window Help

ChatApp 1.0 9 Google Docs Offling
© This is Chat App extension, that will be using P2P &@ Get things done off

mplementation family of products

1D: blooinapbgdffmmfhhnabbnlimlojpaj 1D: ghbmnnjooekpn
Inspect views background page Inspect views back

Details Remove Errors c S Details Remove

Token signing 0.0.29

e

Use your elD smart card on the web

ID: ekjefchnfjhjfedoccjbhjpbncimppeg I'm sending from Estonia, my Mac 0S
Inspect views background pags
Details Remove ®
Chrome Apps
Docs 0.10 Sheets 1.2
E Create and edit documents Create and edit spreadsheets

Figure23. Sending Data (EstonidacOg

@) What Is My Public IP Ad- % i Extensions x e - o X

< C | & Chrome extensions T &

Q,  Search extensions

Chatapp Google Docs Offine

Chrome Apps

B © tensions - Googl.

Figure24. Receiving Data (Georgia, Windows 10)
In Figure23, it can be seen th&ob is sending message from Estonia, whilé=igure
24, it is visible that message is delivered to ussiding in Georgia.
To verify that only Peeto Peer connection was usd&dessage Box serviogas closed
so thatit would not be used.
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Test passedsince, after sending datd was delivered to another peer in less than 1

second.

5.2 Test Offline Sending

To test offline following test case is suggested. Alice is gone from a network, meanwhile
Bob sends a message. Ifssage is delivered to Alice, afterj@ning the network, then

test case is passed.

Figure25. Disabling Chrome Extension
Using chrome extension switch, it is possible to completely disable extension. In this
mode no backgrounskervice will runNote that current implementation runs background
even if Chrome application is turn off, the reason is that Chrome application leaves a
procesghat handles background servicses that just closing browser would not turn off
syndronisaton.
After disabling Al i ce acordputer,eAlicdektengiorwae S s a g e
turned back on. Afterayncw i t h i NBeo stBaahgmpened in a minute afterliog

Alice gets a message, so titatan verifiedthat Offline sending worksorrectly.

5.3 Testing Security

Testing security in real life is very hard, and often requires time and community support

to detect vulnerabilities. But still simple tests can be done in order to check if
invalid/tempered messages are still delivered.

For tesing security, following test scenamas choserAlice leaves a message for a Bob,

while Bob is beingIn this caseame s sage shoul d beé&oxtboorsed viem

temporarily, until Bob syncs and gets a message.
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Whil e Bob i s of fwilibeohgngednimlakt[iidatabddeasibha@ag e

t hat i s-B @ kéergcedatg store. If Bob ignores Alice message, then test is
passed.

In mlab database dashboatdere is only single message from Alice to Bdhat is

enciypted and therefore impossible to understand the data.

Figure26 Tempering Message in Dashboard

Test showed that when Bob comes online, it ignores message, g dessideredas
passed.
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