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Abstract

The coronavirus disease (COVID-19) has pushed governments around the world to
simultaneously address dynamics of public health and citizen privacy in unprecedented ways.
Various mitigation measures such as lockdowns, quarantines, and social distancing have been
used to slow the virus’s spread, but at significant cost to the global economy, people’s well-
being, and their privacy. Wearable technology has been identified as having strong potential to
keep infected or potentially infected individuals isolated, while allowing the rest of society to
live a pre-pandemic lifestyle. However, there are strong privacy concerns with allowing
governments to gather, access, and store data from citizen-worn wearable devices.
Nevertheless, a select number of governments across the world have rolled out wearable
technology as a tool to control the spread of COVID-19. Past studies have focused on the
acceptance and adoption of wearable technology purely in a consumer context, and therefore
these findings may not be applicable in a public sector context. Using Australia and Singapore
as case studies, this study explores citizens’ privacy attitudes towards governmental use of
wearable technologies in public health crises, in the context of the COVID-19 pandemic, and
with a focus on quarantine enforcement. The difference between data-first and privacy-first
architectures are also explored, as well as citizens’ preferences for the device to be mandatory
or optional. Semi-structured qualitative interviews were conducted with wearable technology
users in Australia and Singapore, and inductively coded to reveal exploratory insights. The
findings indicate that there are seven themes that influence citizens’ acceptance and adoption
of wearable technology in a government context: perceived benefit, perceived privacy risk,
context, time, choice, trust in government, and data access. Furthermore, there were cross-
country differences in citizens’ privacy attitudes. Future research ought to build on this study’s
findings by investigating these themes quantitatively with larger sample sizes and continue
researching across countries and cultures to establish a research base that goes beyond the
consumer perspective, and includes a public sector perspective. Governments considering to
use wearable technology in public health crises should critically consider these themes in their
roll out.
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1 Introduction

The work of government is complicated by its need to effectively balance daily operations
with being reactive to crises. In addition to business-as-usual activities to ensure that a
country is running smoothly, governments are also responsible for reacting to more
serious threats such as armed conflict, economic downfall, and life-threatening disease.
Technology is often used in crisis responses, and while some governments may not be
ready to implement such technologies, or the technology in question may not be fully
developed, the risks and consequences of not using them may be far greater. Public health
crises are serious societal events that not only threaten people’s health, but their well-
being, livelihoods, and overall way of life. The coronavirus disease (COVID-19)
pandemic is a current and noteworthy example of a public health crisis that has interrupted
people’s lives across the world to an unprecedented extent, and that governments have
had to react to at short notice. Key international organisations such as the International
Labour Organisation and the World Health Organisation (WHO) have stated that
COVID-19’s global impacts have gone beyond the virus itself, with unprecedented
consequences on poverty, unemployment, and social welfare (World Health
Organisation, 2020). What was originally a public health crisis has transformed into a

socio-economic disaster.

As at May 2021, approximately 165 million people globally have contacted COVID-19,
with approximately 3.5 million deaths (World Health Organisation, 2021). Since the
declaration of the pandemic in March 2020, governments around the world implemented
lockdowns to control the spread of COVID-19, which gradually eased into strict social
distancing measures and recommendations. As at May 2021, many countries around the
world have continued to fluctuate between strict lockdowns and easing of restrictions.
These measures have had severe impacts on the global economy and people’s well-being:
the economic consequences of lockdowns have resulted in intense declines in gross
domestic product (Konig & Winkler, 2021) and have had a severe impact on people’s
mental health globally, with researchers finding a significant increase in online searches

for loneliness, worry, and sadness (Brodeur et al., 2020).

As the COVID-19 vaccine rollout continues, there is an urgent need to understand what
can be done to mitigate the negative economic and social effects of public health measures
such as lockdowns. Furthermore, governments need a strong evidence-base on what
measures can be taken to prevent and respond to future pandemics. To date, governmental
measures to control the spread of COVID-19 have been inconsistent both domestically
and internationally, and have been implemented with a limited evidence-base. Past public

health crises such as the severe acute respiratory syndrome (SARS) outbreak and the



Ebola outbreak have provided precedents for quarantine and lockdown measures (Brooks
et al., 2020). However, these measures have never taken place on such a large scale as
has been required for COVID-19.

The purpose of having strong digital technologies to support lockdown and quarantine
measures is not just to identify and isolate infected or potentially infected people from the
rest of society, but to ensure that non-infected people are impacted to the lowest possible
degree (Colizza et al., 2021). To date, this is not the case in many countries throughout
the world: governments have increased their surveillance of citizens and restrictions on
freedom of movement have been implemented in various degrees. Furthermore, many of
these measures have been implemented hastily and are accompanied by significant losses
in privacy (Rodriguez et al., 2020). Citizens may not understand what information the
government is collecting about them, and may have limited choice in participating in
surveillance activities (Rodriguez et al., 2020). These governmental surveillance tools
include digital contact tracing technologies (hereafter referred to as apps) (Wiggins &
Carrick, 2020); wearable devices for people under quarantine obligations (Wiggins &
Carrick, 2020); and drones ensuring that individuals are staying at home (Krauss, 2020).
Some countries have implemented government-run quarantine facilities for travellers and
unwell people (Murphy, 2020). These facilities are expensive to run, and have negative

financial and psychological effects on those required to use them (Brooks et al., 2020).

Considering these negative impacts, it is important for governments to consider the role
of innovative technology to facilitate alternative approaches in public health
management. Sun et al. (2020) recommend that wearable technology is a viable tool for
governments to use to complement or replace lockdowns, quarantines, and social
distancing, at a reduced disruption to non-infected individuals. However, noting
Rodriguez et al.’s (2020) privacy concerns, any governmental use of wearable technology
must take citizen privacy into account. This thesis’s motivation is therefore rooted in the
need to understand citizen privacy attitudes towards wearable technology in a government
context. These insights have important implications for the growing debate surrounding

public health and privacy.

However, there is a significant gap in academic literature on governmental use of
wearable technology, and as result, very little is known about how citizens may respond
to governments rolling out this type of technology. Wearable technology adoption factors
— as well as privacy factors — are a developing research area in a consumer context, but
have never been researched in a public sector context. In the context of the COVID-19

pandemic, this is problematic because governments around the world have started



implementing wearable technology as a pandemic management tool and they have very
weak understandings of what may be required to ensure citizen acceptance and adoption.
Without theoretical understandings in this area, governments will not be aware of what
conditions ought to be met to enable device uptake. Harari (2020) writes that while
wearable technology has the capacity to shorten infection chains very quickly and
ultimately reduce the length and impact of pandemics, such uses of innovative technology
foster a new surveillance system for governments to monitor their citizens. Therefore,
while the technology itself has been identified as having strong capabilities as a pandemic
management tool, the privacy implications are significant (Harari, 2020; Sun et al., 2020).
Therefore, this study seeks to answer the following research question: what are the
privacy attitudes of citizens towards adopting wearable technology as a tool for the

government to enforce quarantine obligations during public health crises?

There are different ways that governments can manage the collection, storage, and access
of data collected by their state-implemented wearable technology. The device can have a
data-first approach, whereby the information collected through the wearable technology
is gathered in large quantities and public authorities have full access to it (Fahey & Hino,
2020). Alternatively, the device can have a privacy-first approach, whereby the data is
protected through encryption and public authorities have limited access to the collected
data (Fahey & Hino, 2020)'. It is important to consider the way the government manages
data collection, storage, and access because it has a strong impact on privacy and
effectiveness: the former approach facilitates easier and quicker government responses to
quarantine breaches, but at the cost of citizen privacy, whereas the latter approach enables
stronger privacy protections for citizens at the cost of the government’s ability to quickly
respond to quarantine breaches. Additionally, governments are faced with a choice of
whether to make wearable technology as a quarantine enforcement tool mandatory or
optional. Therefore, this paper seeks to address the following two research sub-questions:
do citizen attitudes differ in relation to whether the wearable technology operates as data-
first or privacy first? Do citizen attitudes differ in relation to whether a government makes

wearable technology mandatory or optional?

To answer these research questions, this thesis adopts an exploratory multiple-case study
research design and uses semi-structured qualitative interviews with citizens from
Australia and Singapore. The research background provides depth to the research problem
by outlining essential insights on wearable technology, privacy, and governmental

technological responses to the COVID-19 pandemic. The literature review provides a

! The distinction between data-first and privacy first architecture approaches is discussed in greater detail
in the Research Background.



comprehensive overview of known wearable technology adoption factors in a consumer
context, to demonstrate that public sector use may be subject to different factors. The
methodology outlines the exploratory multiple case-study research design and provides a
strong justification for the selection of Australia and Singapore as case studies. A cross-
country approach was selected to add breadth to the research findings. The results present
a full summary of interviewees’ responses and their privacy attitudes, structured by
inductive themes and country responses. Finally, the discussion analyses these findings
and answers the research questions, as well as indicating the theoretical and practical

implications of this study.



2 Research Background

2.1 Wearable technology

Wearable technology has permeated many areas of people’s everyday lives throughout
the world. It has a wide range of different applications, such as in healthcare, sports and
fitness, gaming, lifestyle and fashion, and security (Berglund et al., 2016). From people
who want to track their daily steps, to people who need remotely facilitated doctor
consultations to monitor health conditions, this technology has a broad societal reach. The
form of these devices is also broad, ranging from wrist-worn to head-mounted (Mewara
et al., 2016). However, the most popular from of wearable technology to date has been
the wrist-worn device, more commonly known as the smartwatch (Berglund et al., 2016).
Hiremath et al. (2014, p. 305) provides a wearable technology architecture that visually

displays the ecosystem that facilitates their functionalities (see

Figure 1). Wearable technology is made up of a combination of wearable body sensors,
Internet-connected gateways, and a cloud, that each enable the collection, processing, and

storage of user data (Hiremath et al., 2014).

’ INTERNET
(i'iﬂ]

CLOUD
®
o X < - i
Wearable Body Area Sensors Internet-connected Gateways Cloud & Big Data Support

Figure 1: Wearable technology architecture (adapted from Hiremath et al., 2014, p.
305)

It is also necessary to emphasise the nascency of the wearable technology industry. The
sector’s growth is rapid and vast: in 2020, the industry was valued at US$27.9 billion and
is predicted to reach US$74 billion by 2026 (Mordor Intelligence, 2020). This fiscal
growth has been accompanied by growing interest from academia. Wearable technology
research has increased immensely in recent years, alongside growth in sensor
technologies, fifth generation (5G) cellular network technology, and the proliferation of
cloud architectures and big data (Loncar-Turukalo et al., 2019). To understand the role of



wearable technology in government settings, it is first necessary to outline a brief history

and establish a common definition of this technological development.

2.1.1 A brief history

Wearing technology on one’s body has been a science fiction dream for some time: for
example, Isaac Asimov’s canonical I, Robot depicts a future where human life is
dominated by wearables (Asimov, 1950, as cited in Winchester, 2015). At the time of
Asimov’s writing, wearing technology on or close to one’s body was enormously
futuristic. However, humans altering or adding accessories to their bodies is not new:
tattoos and piercings have existed for millennia (Winchester, 2015). These close-to-body
accessories represent the imbrication of the human body and wearable items. However,
tattoos and piercings do not serve functional purposes, while modern wearable
technologies are characterised by the functions they perform (S. Park et al., 2014). A brief
history of wearable technology highlights the overwhelming absence of government in
the field to date. Early examples of wearable technologies include abacus rings from 17t
century China, and of course the wristwatch (Winchester, 2015). In a modern context,
Mewara et al. (2016) describes the 1960s and 1970s as the embryonic phase of wearable
technology development, where devices were largely experimental and non-commercial.
One of the most notable modern wearable technology developments occurred in 1961,
where a number of professors from the United States of America (U.S.A.) developed a
pair of shoes that enabled the user to cheat when playing roulette (Mewara et al., 2016;
Winchester, 2015).

Following this, the 1980s and 1990s were entirely technology-driven, with not yet much
thought for user friendliness nor for introducing these devices to the economy (Berglund
et al., 2016). For example, in 1981, the photographer Steve Mann developed an early
version of the Google glasses concept, which was a head-mounted device that
photographed the wearer’s everyday surroundings (Mewara et al., 2016). This device was
never made commercial by Mann and was not practical to wear. Developments in the
early 2000s focused on integrating smart clothing into the economy, and to date this has
had limited success (Berglund et al., 2016). Furthermore, the proliferation of smartphones
during this time slowed the popularity of wearable technology as these mobile devices
are highly functional without having to be worn directly on one’s body (Winchester,
2015). In recent years, wearable technologies have achieved huge levels of growth and
the emergence of companies such as Fitbit and Garmin — and the development of products
such as Google glasses — have brought wearable technologies into the mainstream
(Mewara et al., 2016). It is estimated that by 2022, one billion people worldwide will own
a wearable device (Statista, 2021).



The technological advancements that have aided the growth of wearable technologies
have given rise to a generation of tiny computers that are simultaneously easily
transportable and yet very powerful machines. The most important technological
development that has aided the proliferation of wearable technology is the Internet of
Things (IoT) (Malmivaara, 2009; Swan, 2012). The European Commission (2019)
defines [oT as a phenomenon that ““...merges physical and virtual worlds, creating smart
environments”. Governments in the U.S.A. and Australia have simpler definitions,
proclaiming that IoT can refer to any object or device with an Internet connection
(Australian Signals Directorate, 2020; U.S. Department of Commerce, 2019). While
computers were once huge objects that took up entire rooms and were unimaginably slow
compared to today’s standards, over the years they have both shrunk in size and increased
in speed (Chatterjee et al., 2016). So much so, that the technology in today’s smartwatches
is faster and more advanced than the computers that were once as big as the rooms that
housed them (Chatterjee et al., 2016).

2.1.2  What is wearable technology?

In academic literature, there is little debate over what is meant when referring to ‘wearable
technology’. Malmivaara (2009) differentiates between wearable computers and
wearable technologies: on one hand, a wearable computer is “...a computing device
assembled in a way which allows it to be worn or carried on the body while still having
the user interface ready for use at all times” (Malmivaara, 2009, p. 4); on the other hand,
wearable technologies are more targeted versions of wearable computers, as they are
“...constructed with set tasks to fulfill one or more needs of a specific target group.”
(Malmivaara, 2009, p. 5). In this sense, wearable technologies are a subset of wearable
computers that do not have universal applications and are instead targeted towards
specific functions. Meanwhile, Mewara et al. (2016, p. 62) state that wearable technology,
wearable devices, and wearables are interchangeable terms that “...refer to electronic
technologies or computers that are incorporated into items of clothing and accessories
that can comfortably be worn on the body”. This definition is supported by Wright and
Keith (2014) and Alrige and Chatterjee (2015), but they add more depth to Mewara et
al.’s (2016) definition by noting that wearable technologies can also be represented
through more invasive items than glasses and wrist-watches, such as technologies that are
either implanted into the body or are edible (Alrige & Chatterjee, 2015; Wright & Keith,
2014). Acknowledging the absence of controversy when defining wearable technology,
this thesis will adopt Mewara et al.’s (2016) definition and similarly use the phrases

‘wearable technology’, ‘wearable devices’, and ‘wearables’ interchangeably.



2.1.3 Classification

But while the definition of wearable technology is not contested, there are different layers
of complexity in their classification. There are very few wearable technology taxonomies,
and therefore there is some difficulty in classifying wearables into different categories.
Park et al. (2014) developed a wearable taxonomy to assist industry professionals in
designing and developing new wearables. According to this taxonomy, there are six
different classification dimensions of wearables: functionality, type, deployment mode,
communication mode, disposability/reusability, and field of use (Park et al., 2014). Later
taxonomies are less detailed: Alrige and Chatterjee (2015) propose a wearable technology

taxonomy with three dimensions:

1. Application: which refers to the purpose of the wearable technology. They
subdivide this dimension into monitoring, prevention, assistive, and

communication.

2. Form: which refers to the physical form the wearable takes. They subdivide this

dimension into accessory, garment, implantable, and portable.

3. Functionality: which refers to what function/s the wearable is able to perform.

They subdivide this into single sensor and multi-sensor.

Similarly, Mewara et al. (2016) propose a two-fold classification standard for wearable
technologies, which matches Alrige and Chatterjee’s (2015) taxonomy but omits the
wearable technology application dimension. Their form dimension is instead subdivided
into head-mounted, body-dressed, hand-worn, and foot-worn devices (Mewara et al.,
2016). Finally, Kirby et al. (2016, p. 1) propose four dimensions of wearable technologies
(see Table 1).

Level Boundary Example
Embedded Implanted within the body Pacemaker
Intimate Attached to the body in such a | Contact lens, prosthesis

way that it could be deemed

indistinguishable

Mounted Attached to the body Smart watch, head-mounted

display




Carried A device that is carried and used | Smart phone

close to the body

Table 1: Wearable technology classification (adapted from Kirby et al., 2016, p. 1)

These different wearable technology taxonomies are useful to disaggregate the term
‘wearable technology’ into distinct categories. Information systems research has
established that technology’s emergence and usage is hugely context dependent (see
Orlikowski & Tacono, 2001). Wearable technology is no exception, as different types of
wearables have different usages: for example, wearables used in healthcare tend to require
full skin contact to work effectively (Malmivaara, 2009). Meanwhile, wearables used for
gaming purposes tend to be head-mounted devices that use augmented/virtual reality
technology (Winchester, 2015). Having a solid understanding of wearable technology
classification is therefore relevant for the context of wearable technology emergence and

usage. For this study, this refers to public sector usage of wearables.

2.14 How do they collect data?

Because wearable technologies sit on or close to the human body, the data they gather is
extremely personal. This data may be biometric, but also has the potential to be
geographical or social (Kirby et al., 2016). Basic wearable technology functions include
sensing, computing, and communication (Hiremath et al., 2014): using sensors, wearables
gather information on the wearer such as their physical activity, their vital signs, and their
location (Chatterjee et al., 2016). Some argue that smartphones are a type of wearable
device because they are so often close to their owner’s body, and have the capacity to
collect personal information such as their location and movement (Godfrey et al., 2018;
Kirby et al., 2016). However, wearable technologies differ from smartphones because
they are able to gather more detailed data through continuous skin-placed sensors
(Hiremath et al., 2014). While a smartphone can easily gather personal data such as the
information the user inputs to the device, and their location, they do not have the
capability to gather information from within the user’s body. There are a range of
advantages and disadvantages to the level of data collection enabled by wearable
technology. Firstly, the pros of wearable technology data collection include the
facilitation of remote healthcare monitoring and users having increased understandings
of their bodies, which can be used to foster healthier lifestyle choices (Godfrey et al.,
2018). However, these affordances are also accompanied by a range of security and

privacy concerns.
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2.1.5 Security and privacy issues in wearable technology

Wearable technology security concerns relate to the safety of the systems that data is
stored in, whereas wearable technology privacy concerns relate to the safety of the
gathered data itself. Hiremath et al. (2014) argues that each layer of wearable technology
architecture — the body sensors, Internet-connected gateways, and the cloud storage —
must all be protected if the data is to be kept safe from prying eyes. Because there are
these multiple layers of vulnerability, there is the risk of unauthorised parties accessing
wearable users’ personal data by attacking various levels of the wearable technology

architecture.

Goyal et al. (2016) and Cusack et al. (2017) investigated possible security vulnerabilities
in wearable technologies, and found that while wearable manufacturers have invested
considerable effort into data security, there are still a range of potential security breaches.
Consistent with Hiremath et al.’s (2014) findings, they found that this can occur at
different architectural layers and can give hackers the capacity to access personal data
and potentially misuse it (Cusack et al., 2017; Goyal et al., 2016). Yaqoob et al. (2019)
conducted a comprehensive study of the various attacks that wearable devices are
vulnerable to, with a focus on healthcare devices. They found a wide range of
susceptibilities, including a lack of encryption, weak authentication mechanisms, and the
potential for reverse engineering (Yaqoob et al., 2019). Camara et al. (2015) note that
security precautions must be developed with the constraints of wearable devices in mind,
particularly their small size, computing power, and battery capacities. Designers and
developers need to balance user privacy and security alongside the limitations of these
devices (Camara et al., 2015).

Wearable technologies face a number of privacy issues alongside these security issues.
Raij et al. (2011) discuss how the sensors embedded in wearables have the ability to
gather information that their user may not be aware of, and therefore did not intend to
share: this can have both positive and negative consequences. For example, they refer to
wearables detecting medical conditions that the user may or may not know about, and
while this can be beneficial, the user may have sensitivities as to who this information is
shared with (Raij et al., 2011). Other privacy issues associated with wearable technology
include video and audio recordings being made without user consent, unauthorised
tracking of eye movement, location tracking, and third party data access — all of which
can be done continuously and discretely by the wearable (Ching & Singh, 2016; Kapoor
et al., 2020). Location tracking has had a strong research focus in the context of privacy.
While it is possible to de-identify the data, having identified datasets is sometimes

necessary for these datasets to be fit for purpose and the data subject can experience
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financial, psychological, and/or physical threats as a result (Raij et al., 2011). In relation
to location tracking, Xu et al. (2009) state that a one-size-fits-all approach is not suitable
because different people have different privacy needs. As with any technology, there is
the potential for wearable devices to be used in ways that their creators did not intend.
Wang et al. (2016) found that wrist-worn wearables can be hacked to reveal their user’s
personal identification number (PIN), such as when a someone wearing a smartwatch
types in their PIN to an automatic teller machine keypad or computer keyboard.
Therefore, in addition to wearable technology being subject to serious data security and
privacy threats, these threats are not the same across societal groups and devices can be

used in unintended ways.

2.2 Privacy

This thesis will focus on the privacy element of wearable technology adoption: therefore,
it is necessary to establish a solid understanding of what is meant by privacy. This is an
area of academia which is subject to extensive and ongoing debate. More than 2,000 years
ago, Aristotle distinguished between the polis and the oikos, or the public and the private
realm of existence (DeCew, 2018). According to him, the polis was a place for
government and official proceedings, whereas the oikos revolved around family life and
as such, it was desirable to limit government authority on the oikos by separating the two

spheres as much as possible (DeCew, 2018).

In modern times, conceptions of privacy have become more complex than simply
separating public and private spheres. To date, there is no universally accepted definition
of privacy (Solove, 2008). Traditionally, privacy has been considered as a person’s right
to be left alone (Langheinrich, 2001). Solove (2004) adds greater depth to this perception
and categorises privacy into four main conceptions: as protection from Big Brother, as
secrecy, as non-invasion, and as control over the use of information. Similarly, Tavani
(2007) categorises established privacy theories into four distinct categories: non-
intrusion, seclusion, limitation, and control. These categories respectively divide
conceptions of privacy into a person being free from intrusion, being left alone, being
able to restrict access to their personal information, and being able to control their
personal information (Tavani, 2007). While Tavani (2007) argues that these categories
alone are insufficient to create an all-encompassing theory of privacy, this categorisation
demonstrates that privacy has multiple dimensions beyond a person being able to keep
their information to themselves. These categorisations by Solove (2004) and Tavani
(2007) demonstrate privacy’s complexity, and that it certainly goes beyond Aristotle’s
separation of the public and private spheres. A canonical definition of privacy is provided

by Westin (1967, p. 7): “...the claim of individuals, groups and institutions to determine
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for themselves when, how, and to what extent information about them is communicated
to others”. In later years, he also argues that understandings of privacy must be informed

by situational, political, socio-cultural, and personal factors (Westin, 2003).

In addition to there being no universally accepted definition of privacy, scholars are
unable to agree on whether it is a right or an interest. The United Nations recognises
privacy as a fundamental human right, with the United Nations Declaration of Human
Rights (UNDHR) 1948 stating: “No one shall be subjected to arbitrary interference with
his [sic] privacy, family, home or correspondence, nor to attacks upon his [sic] honor and
reputation” (United Nations, n.d.). While the UNDHR still carries enormous weight in
the present day, there have been debates over whether privacy is indeed a right or an
interest. This debate is relevant to this thesis’s research question because it sheds light on
whether citizens are entitled to privacy, or if they simply desire it. Smith et al. (2011)
describe the privacy paradox, whereby in spite of people stating they are concerned about
their privacy, they nonetheless provide their personal information in exchange for
benefits. This contributes to discussions over whether privacy is a right or an interest, and
scholars of the latter argue that privacy is indeed an important individual and societal
phenomenon, but it is also subject to cost-benefit analyses (Bennett, 1995). By sacrificing
privacy through information disclosure, individuals can attain benefits such as financial
rewards and service personalisation. Furthermore, the expansion of IoT technologies has
facilitated an enormous shift in people’s privacy perceptions versus their desired level of
service personalisation (Kim et al., 2019). This cost-benefit analysis that people perform
is explained by the privacy calculus theory. Laufer and Wolfe (1977) created this theory,
and it refers to individuals weighing up the benefits of what they will obtain from
sacrificing their privacy with the possible negative effects of this disclosure. Therefore,
the debate around whether privacy is a right or an interest is ongoing and subjective, for
while people desire privacy, some are also willing to give it up in order to get something

in return.

The proliferation of information technology (IT) plays a huge role in the growing
complexity of privacy. Contemporary conversations about privacy tend to circle around
information privacy as opposed to physical privacy (Smith et al., 2011). Information
privacy can be defined as people wanting to control or have influence over their personal
data (Bélanger & Crossler, 2011). Westin’s (2003) evolution of information privacy

demonstrates how as IT has evolved, so have conceptions of privacy (see Table 2).
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Period

Characteristics

Privacy Baseline 1945-
1960

Limited information technology developments, high public trust in
government and business sector, and general comfort with the information
collection.

First Era of | Rise of information privacy as an explicit social, political, and legal issue.
Contemporary Privacy | Early recognition of potential dark sides of the new technologies (Brenton,
Development 1961- | 1964, as cited in Westin, 2003), formulation of the Fair Information Practices
1979 (FIP) Framework and establishing government regulatory mechanisms

established such as the Privacy Act of 1974.

Second Era of Privacy
Development 1980-
1989

Rise of computer and network systems, database capabilities, federal
legislation designed to channel the new technologies into FIP, including the
Privacy Protection Act of 1984. European nations move to national database
protection laws for both the private and public sectors.

Third Era of Privacy
Development 1990-
present

Rise of the Internet, Web 2.0 and the terrorist attack of 9/11/2001
dramatically changed the landscape of information exchange. Reported
privacy concerns rose to new highs.

Table 2: Westin’s (2003) evolution of information privacy (adapted in entirety from
Smith et al., 2011, p. 991)

This table demonstrates that information privacy conceptions are heavily influenced by
IT. In this sense, information privacy conceptions can be thought of as socio-technical

systems whereby IT and information privacy mutually shape and react to each other.

The usefulness of IT is context dependent, particularly in relation to privacy: in a
healthcare context, IT enables more effective care and treatment and is held in high regard
by many, whereas video surveillance in public spaces to enhance public safety is often
met with suspicion and outcry of privacy violation (Nissenbaum, 2009). For example,
Westin (2003, p. 451) writes that “...how well democracies balance the competing
demands of privacy, disclosure, and surveillance will exert a major influence on the
quality of civic life in the 21% century”. Therefore, privacy and technology share a

mutually shaping relationship.

2.3 The COVID-19 pandemic

13

A public health crisis can be defined as a situation whose “...scaling, timing, or
unpredictability threatens to overwhelm routine capabilities” (Nelson et al., 2007, p. S9).
These types of crises can include anything from a terrorist attack to a pandemic (Nelson
et al., 2007), and this thesis will use the COVID-19 pandemic as an empirical focus.
COVID-19 — which originated in Wuhan, China as a cluster of unknown respiratory
infections in December 2019 — is an infectious, airborne virus that is caused by a new
strain of the coronavirus (World Health Organisation, 2021a). While initially countries

throughout the world did very little in response to the virus, COVID-19 rapidly spread
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internationally, and infection rates and morbidity soared globally (World Health
Organisation, 2021a). Ultimately, the WHO declared COVID-19 a pandemic on 11
March 2020 (World Health Organisation, 2021a). Upon this declaration, most countries
throughout the world closed their borders, suspended domestic and international travel,
and imposed strict lockdowns and quarantines to slow COVID-19’s spread. There is an
important distinction between lockdowns and quarantine during COVID-19. Lockdowns
refer to community-wide restrictions where activities such as freedom of movement and
social interaction are strictly limited, whereas quarantine refers to this same restriction,
but for specific people who may have or be at risk of contracting COVID-19 (Heffernan,
2021).

Many governments began using surveillance technologies to aid them in controlling the
virus, and these technologies were harnessed to assist with contact tracing, and to enforce
quarantine obligations and social distancing (Kitchin, 2020). Rothstein (2020) explains
that while contact tracing procedures are not new — having been used in prior disease
outbreaks and more commonly for sexually transmitted infections/diseases — they have
never been used on such an enormous societal scale. Contact tracing government workers
have traditionally used interviews to meet with infected people and trace back their
movements in order to identify and isolate their past contacts, but the scale of the COVID-
19 pandemic has grown such that contact tracing is beyond the capacity of humans to
perform (Bhattacharya & Ramos, 2021). This has led to the proliferation of digital contact
tracing applications (hereafter referred to as apps) on citizens’ smartphones, developed
and rolled out by governments. These apps use smartphone data to track people’s
interactions, and identify if and when an individual may have come into contact with an

infected person (Kapa et al., 2020).

Since March 2020, there has been a growing quantity of literature reflecting on the
relationship between the state, citizen privacy, and public health. Scholars have
commented that standard approaches to citizen privacy are no longer appropriate in public
health crises, including in the COVID-19 pandemic (Martinez-Martin et al., 2020; The
Lancet Respiratory Medicine, 2016). Research into digital contact tracing technologies —
such as COVID-19 apps — is applicable in this context. In particular, there is significant
discourse surrounding whether or not citizen location and/or movement data can be used
to replace lockdowns and quarantines (see Kapa et al., 2020; Simko et al., 2020; Sun et
al., 2020). On this, Colizza et al. (2021) argue that the purpose of digital contact tracing
apps should not be limited to quarantining individuals infected with COVID-19, but to
minimise how much time non-infected people must experience lockdowns and
quarantine. However, alongside this conversation have been musings over how to

effectively balance achieving public health goals with individuals’ personal privacy (see



15

Kapa et al., 2020; Martinez-Martin et al., 2020; Simko et al., 2020; Weizman et al., 2020).
The lockdowns and quarantines imposed by the COVID-19 pandemic have restricted
people’s freedom and movement in unprecedented ways: Rowe (2020, p. 2) argues that:
“while privacy is a fundamental human right, freedom to move and safety are also
fundamental”. He states that this comparison forces people to consider which they value

more: their freedom or their privacy (Rowe, 2020).

24 Digital contact tracing applications

Digital contact-tracing apps have been implemented in more than 30 countries throughout
the world (Weizman et al., 2020). While these apps have stronger contact tracing
capabilities than traditional human contact tracers (Bhattacharya & Ramos, 2021), they
must be downloaded and actively used by a significant proportion of a country’s
population in order to be effective (Martinez-Martin et al., 2020). To date, these apps
have had remarkably low download rates throughout the world: even though governments
have been urging their citizens to download and use the apps, the vast majority of
countries have had a penetration rate of less than 5% of their population (Elkhodr et al.,
2021). Bhattacharya and Ramos (2021, p. 2016) state: “Individuals may be skeptical to
use technology that allows for interactions or locations to be recorded due to a fear of
government surveillance or data abuse”. The enormity and severity of the COVID-19
pandemic has clearly been insufficient to urge citizens to sacrifice their privacy in the
name of public health. These apps function using a range of different technologies,
including Bluetooth, global positioning systems (GPS), and Google/Android operating
systems (Elkhodr et al., 2021).

Their architecture can be centralised, decentralised, or a hybrid format: in centralised
digital contact tracing apps, the data collected from individual smartphones is sent straight
to a central authority and all users are identifiable and therefore able to be directly sought
out by government authorities (Vaudenay, 2020). In decentralised digital contact tracing
apps, the data collected from individual smartphones is fully de-identified before being
sent to a central authority, and the data is only labelled in relation to whether an individual
is at risk of COVID-19 or not (Vaudenay, 2020). Kapa et al. (2020) refer to centralised
and decentralised contact tracing architectures respectively as non-privacy-enabled and
privacy-enabled architectures (see Figure 2). Furthermore, they include other
technologies such as financial transactions and wearable technologies in their
architectures. Similarly, Fahey and Hino (2020) use the terms privacy-first and data-first
approaches to describe government approaches to COVID-19 data collection from digital
contact tracing technologies: privacy-first approaches correspond with Kapa et al.’s

(2020) definition of privacy-enabled apps, where citizen data is protected (for example,



through encryption) and public authorities have limited data access; data-first approaches
correspond with Kapa et al.’s (2020) definition of non-privacy-enabled apps, where large
quantities of identifiable citizen data are gathered and stored, and public authorities have

full access to individuals’ current and past contact information.

Figure 2:  Centralised/non-privacy enabled architectures (left) vs
decentralised/privacy-enabled architectures (right) (adapted from Kapa et al., 2020,
p. 1321)

Once downloaded, these digital contact tracing apps track an individual’s geographic
location or their movements — depending on the privacy safeguards afforded by the
government — and give users the ability to alert the app if they are infected with COVID-
19 or if they are a close contact of someone who is (Rodriguez et al., 2020). Depending
on whether the app is centralised or decentralised, the technology will identify which
individuals have been in contact with an infected or at-risk individual and send them an
alert to self-isolate and/or take a COVID-19 test (Elkhodr et al., 2021; Vaudenay, 2020).
As previously discussed, this approach requires a high level of citizen uptake to be
effective at reducing the spread of COVID-19 amongst the general public, and the
majority of countries around the world have been unable to achieve the necessary levels
of penetration (Elkhodr et al., 2021; Martinez-Martin et al., 2020). Some countries have
moved beyond smartphone apps to mitigate the effects of the COVID-19 pandemic and
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have either implemented or are considering using wearable technologies to slow

community transmissions.

24.1 Governmental use of wearable technology in COVID-19

There are a small number of governments using wearable technologies in the COVID-19
pandemic. The dialogue on public health versus privacy is just as applicable in wearable
technologies as with digital contact tracing apps: however, because wearable technologies
sit directly on the body for a prolonged period of time, there are greater concerns over
what kind of data they may collect (Rodriguez et al., 2020). Governments are using
wearable technologies for a range of COVID-19 mitigation measures, including social
distancing, quarantine enforcement, and vital signs monitoring (Ding et al., 2021;
Rodriguez et al., 2020). This thesis will concentrate on the role of wearable technologies
in quarantine enforcement, and as such the other uses are out of scope. Nasajpour et al.
(2020, p. 364) state that “loT wearable bands have shown promising results to prevent
patients from leaving quarantine areas”. Whitelaw et al. (2020) describe the advantages
and disadvantages of using wearable technology to enforce quarantine: on one hand, it
can isolate individuals infected with COVID-19 and prevent them from moving around
in the community; but on the other hand, it constitutes a severe violation of civil liberties
and privacy, and may prevent some individuals from leaving their home for essential
supplies. Privacy and security concerns are widespread in discussions of wearable
technology adoption in the COVID-19 pandemic, as they can collect a huge quantity of
personal data (Psychoula et al., 2020). Furthermore, the poor uptake rates of digital
contact tracing apps and the associated privacy concerns do not indicate that there would

be strong public or government support for wearable tracking technologies.

Some governments — such as Singapore, Hong Kong, the United Arab Emirates (U.A.E.),
and Australia? - are currently using wearable technology to enforce quarantine
obligations. The U.S.A. states of Kentucky, West Virginia, and Hawaii seriously
considered rolling out these devices, but ultimately chose not to pursue the option due to
privacy concerns (Rodriguez et al., 2020). The wearers’ whereabouts are constantly
monitored by authorities and in most of these countries, the wearable technology is paired
with a smartphone app (Nasajpour et al., 2020). In Singapore, the government refers to
its use of wearable technology as electronic monitoring devices and issues these devices
to all people who are completing COVID-19 quarantine outside a government-run
quarantine facility (Immigration and Checkpoints Authority Singapore, 2021).

Government authorities assure citizens that the devices do not have any audio or video

2 Only the state of Western Australia has pursued this, and it is reserved strictly for individuals who have a
criminal record and/or have breached their hotel quarantine obligation (Perpitch, 2020).
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recording capabilities and that their sole purpose is to ensure that wearers do not leave
their home during the designated quarantine period; additionally, that authorities will be
notified if the wearer tampers with their device or leaves their home (Immigration and
Checkpoints Authority Singapore, 2021). To date, it has been an effective system: of the
approximately 308,000 devices issued to Singaporeans, just over 300 breaches have been
recorded (Judd, 2021; Min, 2021). This reinforces Rodriguez et al.’s (2020) point that
wearable technologies are highly effective at stemming the flow of COVID-19, but at the

cost of privacy.

The government of Hong Kong uses tracking bracelets paired with a smartphone app to
enforce COVID-19 quarantine: individuals put on the wristband, set a perimeter of their
home by walking around, and authorities will be alerted if they go outside this perimeter
(The Government of the Hong Kong Special Administrative Region, 2021). In the U.A.E.,
quarantining individuals must use a government-issued smartwatch paired with a
smartphone app — which requires access to their camera, media, location, audio, and calls
— which tracks their geographic location (U.A.E. Government, n.d.). In Australia, there is
considerable public support for innovative technologies such as wearable devices to
enforce quarantine: a Guardian survey found that more than half of respondents supported
compulsory tracking bracelets to enforce quarantine compliance (Murphy, 2020). The
Australian Prime Minister has also indicated that he is open to innovative solutions, such
as wearable tracking devices, to manage the COVID-19 pandemic (Karp, 2020). A
wearable technology trial is currently underway in the Howard Springs quarantine facility
in the Northern Territory, which monitors people’s vital signs such as heart rate, oxygen
level, and temperature (McDonald, 2020).

However, it is important to note that wearable technologies are strongly associated with
criminality, and are also criticised for being uncomfortable and expensive (Schwartz,
2020). The Premier of Western Australia, Mark McGowan, has emphasised that wearable
tracking devices are for extreme cases only, and is not yet considering wider government
adoption (Perpitch, 2020). Therefore, while a limited number of countries have
implemented wearable technologies into their COVID-19 quarantine management

approach, there remain significant hesitations and privacy concerns to navigate.

2.4.2  Past government use of wearable technologies

Prior to the COVID-19 pandemic, there is little evidence to suggest that governments
used wearable technology outside the criminal justice sector. It is outside the scope of this
thesis to deliberate on how governments have used electronic monitoring in a criminality
setting. While government electronic monitoring may be seen as an invasion of privacy,

it is no greater an invasion than imprisonment (Biilow, 2014). In the context of COVID-
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19 quarantine, it is necessary to consider the role of wearable technology with this point
in mind. On one hand, while wearable tracking devices do invade people’s privacy, it is
no more an invasion than the government mandating people to complete the quarantine
in the first place. It is also prudent to mention that studies on the acceptance of electronic
monitoring indicate that culture and context are important acceptance indicators. Payne
et al. (2009) found that people of colour are more likely to agree that electronic
monitoring perpetuates inequalities and turns homes into prisons. Meanwhile, another
study that compared U.S.A. students and Bosnian students’ perceptions of electronic
monitoring found that national affiliations influenced the respondents’ views (Mufti¢ et
al., 2015). Therefore to date, governmental use of wearable technology has been limited

and predominantly linked to home detention settings.
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3 Literature Review

This section is a thematically structured literature review that assesses the research
landscape for wearable technology adoption. Now that wearable technologies have been
defined, and the delicate balance between privacy and public health has been established,
the purpose of this literature review is to establish a thorough understanding on research
conducted to-date on wearable technologies and how they have typically been adopted
and accepted by their users. It is important to begin this section by noting that all wearable
technology adoption studies to date have focused on acceptance and adoption from a
consumer perspective. This means that voluntariness of use is a key assumption in the
adoption factors outlined below. Furthermore, as established in the research background,
governmental use of wearable technology has been centred in a criminal justice setting.
There are very few studies on acceptance of this use, and adoption has never been
researched. Therefore, before assessing the literature, it is already evident that wearable
technology adoption factors in a public sector context are missing from existing research.
As governments are beginning to use wearable technologies at a greater rate in the
pandemic, it is important for research to develop an evidence base for adoption
antecedents from a citizen perspective, beyond a consumer perspective. The outlined
factors in this literature review are the predominant adoption antecedents from a
consumer perspective that may be relevant when answering this study’s research
questions. The final section of this literature review is devoted to privacy, with a focus on

what privacy elements shape people’s attitudes to adopting wearable technology.

3.1 Technology acceptance theories

The majority of wearable technology adoption research® has been conducted using the
technology acceptance model (TAM) (Davis, 1989), the unified theory of acceptance and
use of technology (UTAUT) (Venkatesh et al., 2003), and the extended UTAUT model
(UTAUT2) (Venkatesh et al., 2012) as theoretical frameworks. These theoretical
frameworks have shaped the direction of this body of research by providing a set of
consistent research factors, and have often been combined with each other or with other
theories that are not necessarily focused on technology acceptance or adoption. This has
created a highly fragmented field of research. Despite these technology acceptance
models being widely used in technology adoption and acceptance studies, there are still
limited conclusions as to why individuals adopt wearable technologies, and the factors
and characteristics that influence this adoption (Chau et al., 2019; Jeong et al., 2017;

Zhang et al., 2017). Kalantari (2017) notes that the consistent use of similar theories is a

3 It is important to consider that acceptance and adoption are frequently used as interchangeable terms in
this research area.
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limitation of wearable technology adoption studies, as findings are constrained to a
handful of variables and moderators. This following section will briefly discuss the main

technology acceptance theories employed in the wearable technology adoption literature.

3.1.1  Technology acceptance model

Davis (1989) created TAM based on the expectancy value theory and the theory of
reasoned action. While these two theories aim to explain individual behaviour in general,
TAM is specific to individual behaviour in relation to technology. There are two variables
in TAM: perceived usefulness and perceived ease of use (Davis, 1989). Perceived
usefulness refers to how much an individual believes that using the technology will be
useful to them, and perceived ease of use refers to how much an individual perceives the
technology to be easy to use (Davis, 1989). However, because TAM was developed to be
used for voluntary usages of technology (Davis, 1989), it cannot be used in situations

where use is non-voluntary.

3.1.2  Unified theory of acceptance and use of technology

UTAUT was created by Venkatesh et al. (2003) by combining eight different models.
There are four variables in UTAUT: performance expectancy (equivalent to TAM’s
perceived usefulness), effort expectancy (equivalent to TAM’s perceived ease of use),
social influence, and facilitating conditions (Venkatesh et al., 2003). These variables are
moderated by age, gender, experience, and voluntariness of use and the framework is
typically used to understand organisational uses of technology (Venkatesh et al., 2003).

3.1.3  Unified theory of acceptance and use of technology 2

In 2012, researchers altered UTAUT to create an extended version called UTAUT2. This
variation focuses on the consumer use instead of organisational use, and adds hedonic
motivation, cost, and habit as explanatory factors to the model (Venkatesh et al., 2012).

Additionally, it removes the moderator addressing voluntariness of use (Venkatesh et al.,
2012).

3.2 Adoption factors

Bagozzi (2007, p. 245) notes that the “study of technology adoption/acceptance/rejection
is reaching a stage of chaos, and knowledge is becoming increasingly fragmented with
little coherent integration”. This aptly reflects the state of wearable technology adoption
literature. The field is messy and inconsistent, with each study investigating wearable

technology adoption in different contexts, countries, and user focus groups. There is only
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one comprehensive literature review that clearly identifies adoption antecedents of
wearable technologies (see Kalantari, 2017). Consequently, this study’s literature review
structure will be selectively based on Kalantari’s (2017, p. 299) summary of wearable
technology adoption factors (see Figure 3). She categorises the adoption factors into five
categories: perceived benefits, individual characteristics, perceived risks, technology
characteristics, and social factors (Kalantari, 2017, p. 299). A table summary of wearable

technology adoption studies included in this literature review can be found in Table 5.

Perceived benefits Individual

characteristics

Perceived risks

Perceived Socio-demographic
usefulness variables

Perceived

ease of use

Technology
characteristics

Price value

Functionality
Country & & fashion

culture

Social factors

Social Techinaagy

infavativeness

influence

Figure 3: Summary of wearable technology adoption factors (adapted from
Kalantari, 2017, p. 299)

3.2.1 Perceived benefits

Here, Kalantari (2017) lists perceived usefulness, perceived ease of use, and price value
as key wearable technology adoption factors. Each of these factors may be extrapolated

to a public sector context.
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3.2.1.1 Perceived usefulness

Perceived usefulness has been identified as a huge adoption antecedent by a range of
researchers. Adapa et al. (2018), Gao et al. (2015), and Talukder et al. (2019) each find
that performance expectancy significantly affects wearable technology adoption. In
relation to perceived usefulness, Kim and Shin (2015) find that affective quality (to what
degree a wearable technology can change a user’s lifestyle) and relative advantage (when
a wearable technology gives the user an advantage compared to other available ideas or
products) have a positive association. This means that if a wearable technology user
believes that using these technologies will positively change their lifestyle and give them
an advantage over non-users, they are likely to adopt the technology. This is reinforced
by Rauschnabel and Ro (2016), who find that smart glasses are more likely to be adopted
by those who believe the technology will improve their lives in some way. Chuah et al.
(2016) also find that perceived usefulness plays an important role in wearable technology
adoption: they distinguish between smart watch users who view the technology as a
technological item versus a fashion item. Smart watch users who perceive wearable
technology as a technological item will adopt items they believe are useful, while users
who perceive it as a fashion item will adopt items that look attractive (Chuah et al., 2016).
Dehghani et al. (2018) argue that user attitudes towards technology influence perceived
usefulness, thus inferring that users who view technology positively are more likely to
adopt wearable technologies. This is supported by Chuah et al. (2016) who find that — in
relation to perceived ease of use — attitudes towards technology influence adoption.
Meanwhile, Wang et al. (2020) find that wearable technologies that provide useful
information and services to users are more likely to be adopted. Therefore, throughout
wearable technology adoption studies, perceived usefulness has been identified as an
important adoption factor. In a government context, perceived benefit links to what
citizens may stand to gain from giving up their privacy and using wearable technology in

quarantine circumstances.

3.2.1.2 Perceived ease of use

In relation to perceived ease of use, Kim and Shin (2015) find that mobility (to what
degree a wearable technology can be used on-the-go) and availability (to what degree a
wearable technology is connected in real-time with information and services) have a
positive association. This finding indicates that if users perceive that a wearable
technology can be used in transit and they can access information and services at any
time, they are likely to adopt the technology. Similarly, both Dehghani et al. (2018) and
Wang et al. (2020) find that wearable technologies that give users happiness contribute
greatly to adoption. Rauschnabel and Ro (2016) only find a partially significant
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relationship between perceived ease of use and smart glasses adoption. Nevertheless,
literature is largely consistent in finding that perceived ease of use is a meaningful

antecedent in wearable technology adoption.

Additionally, while they do not use TAM, Karahanoglu and Erbug (2011) find that a
wearable technology’s usefulness and ease of use have a positive relationship with
pragmatic qualities such as product functionality. They argue that this quality is important
in wearable technology adoption (Karahanoglu & Erbug, 2011). Meanwhile, Miltgen et
al. (2013) find that while both perceived usefulness and perceived ease of use are
significant adoption antecedents for wearable technologies, the greatest drivers of
adoption are related to trust and privacy. In a government context, perceived ease of use

may refer to how easy it is for citizens to use the wearable technology.

3.2.1.3 Price value

Research investigating whether price is an important adoption factor is mixed. Park et al.
(2016), Sergueeva et al. (2020), and Talukder et al. (2019) each state that price is not an
important adoption factor. However, Dehghani et al. (2018) and Kim and Shin (2015)
claim that price is an important antecedent to wearable technology adoption, with low to
medium priced products being more consumer-friendly than products with high prices.
Wen et al. (2017) argue that wearable technologies with high prices are unlikely to be
adopted. This may be an important factor when investigating governmental use of
wearable technologies, depending on whether governments would oblige their citizens to

pay for the devices themselves or whether the devices would be subsidised.

3.2.2 Individual characteristics

In this section, Kalantari (2017) lists social demographics (namely age and gender) and
technology innovativeness as key wearable technology adoption factors. The author will
address social demographics, adding ‘country and culture’ as an important element.
Additionally, technology innovativeness will be included, but the remainder of

Kalantari’s (2017) factors are not relevant to the research questions.

3.2.2.1 Social demographics

As the research questions consider whether citizens would adopt governmental wearable
technologies in public health crises, it is imperative that this literature review considers
social aspects of adoption. Numerous wearable technology adoption studies self-identify
as having significant limitations in relation to social aspects of adoption. They note that

they did not include variables such as age (Adapa et al., 2018; Sergueeva et al., 2020;
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Talukder et al., 2019), gender (Adapa et al., 2018; Kim & Shin, 2015; Talukder et al.,
2019), life experience (Adapa et al., 2018; Talukder et al., 2019), and race, ethnicity, and
culture (Chau et al., 2019; Gao et al., 2015; Kim & Shin, 2015; Paluch & Tuzovic, 2019;
Schomakers et al., 2019): therefore their findings may not be generalisable to broader
populations. Furthermore, some studies focused on current users of wearable
technologies, and their findings may not be representative of non-users (Kim & Shin,
2015; Paluch & Tuzovic, 2019; Sergueeva et al., 2020). This is problematic because
research findings to-date may simply relate to niche segments of society and not be
representative of broader societal groups. On this, Adapa et al. (2018, p. 407) state that
“Our findings indicate that the factors that influence the adoption of WT can vary across
different devices and different user groups”. In light of these shortcomings, it is important
that this thesis’s research design acknowledges these social demographic limitations to
the best possible extent. While this study does not aim to compare age and gender
differences, country differences will be an important focus and will be discussed in

greater detail in the methodology.

3.2.2.1.1Age

Age is important to consider because in general, older people are less likely to adopt
technologies than younger people (Rocker et al., 2014; Spagnolli et al., 2014).
Karahanoglu and Erbug (2011) state that they focused exclusively on young people in
their study because they are more interested in using novel technologies than older people.
However, they also acknowledge that consequently their results cannot be extrapolated
beyond their young sample (Karahanoglu & Erbug, 2011). Gregor and Gwiazdzinski
(2020) also surveyed young people — aged between 19-30 years of age — and even within
their limited age bracket, they found age differences in knowledge of wearable
technologies. Guillén-Gamez and Mayorga-Fernandez (2019, p. 9) argue that “...age can
significantly affect the acceptance and use of technological devices related to health and
medical care”. They demonstrate this through their findings that women aged under 30
years of age own more wearable devices than men in that same age bracket, and women
aged over 45 years of age have the lowest acceptance wearable technology acceptance
levels than any other age bracket (Guillén-Gdmez & Mayorga-Fernandez, 2019).
Therefore, adoption attitudes may differ depending on age and this may be an important
factor for governments to consider when rolling out wearable technology in public health

crises.

3.2.2.1.2Gender

Numerous researchers have identified gender differences in wearable technology

research. Duval and Hashizume (2005) find that gender (and culture) has a significant
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impact on how people perceive wearable technologies. For example, women from both
Japan and France perceive wearable technology that is fully controlled by artificial
intelligence very negatively in comparison to men from both countries (Duval &
Hashizume, 2005). However, while French men still perceive this control in a negative
light, Japanese men are neutral towards it (Duval & Hashizume, 2005). Zhang et al.
(2017) find that females who believe the device will provide health benefits associate
higher levels of usefulness. Dehghani et al. (2018) also find that gender impacts wearable
technology usage, with men more likely to use these devices because they tend to have a
‘masculine’ design. Guillén-Gamez and Mayorga-Fernandez (2019) use gender as a
variable when analysing wearable technology acceptance, and find that while women’s
acceptance is growing, men have a higher acceptance level. Gregor and Gwiazdzinski
(2020) found that there are gender differences relating to whether wearable technologies
securely store personal data, make daily life easier, and nurture one’s health. Therefore,
research indicates that wearable technology acceptance and adoption is higher amongst
men. This is significant in relation to the research question because governments will

target wearable technologies to all genders present in society.

3.2.2.1.3Country and culture

Only two cross-cultural studies have been conducted to-date on wearable technology
adoption: Duval and Hashizume (2005) and Yang Meier et al. (2020). This is in spite of
many researchers commenting on the need for future research to include diverse,
international samples (see Chau et al., 2019; Gao et al., 2015; Kim & Shin, 2015; Paluch
& Tuzovic, 2019). Duval and Hashizume (2005) conduct a cross-country comparative
analysis — in France and Japan — to investigate perceptions of wearable technologies in
society. They find that gender and culture have a significant role in predicting wearable
technology acceptance, with some key differences between participants from France and
Japan (Duval & Hashizume, 2005). For example, Japanese participants are more

comfortable with artificial intelligence in wearable technologies than French people.

Meanwhile, Yang Meier et al. (2020) conduct a cross-cultural survey — in China and
Switzerland — to understand the antecedents and barriers to adoption of wearable health
technologies. This is the most recent study to investigate this phenomenon from a cross-
cultural perspective, with Duval and Hashizume (2005) having conducted a pioneering
study more than a decade earlier. As many studies have acknowledged the lack of cross-
cultural research in wearable technology adoption, Yang Meier et al.’s (2020) study is an
important step forward in filling a significant research gap. They find that there is a
difference between adoption intentions of wearable health technologies among Chinese

and Swiss consumers: Chinese survey respondents were impacted by health
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consciousness, whereas Swiss consumers were mostly affected by effort expectancy
(Yang Meier et al., 2020). Therefore, wearable technology adoption attitudes can differ
between cultures. This is significant in a government setting because adoption

antecedents may therefore differ depending on the country and culture in question.

3.2.2.2 Technology innovation

A small number of studies have investigated whether innovativeness influences wearable
technology adoption. Park et al. (2016), Rauschnabel and Ro (2016), and Jeong et al.
(2017) each find that people with innovative tendencies are more motivated to adopt
wearable technologies. Gregor and Gwiazdzinski (2020) suggest that wearable
technologies are still a niche market, and therefore tend to attract people who are
technology-savvy and prepared to take a risk. This is a valuable consideration for the
research question because governmental use of wearable technology in public health
crises is unlikely to be limited to citizens with innovative tendencies: instead, they would
be rolled out on a whole-of-population basis to be used by people whenever needed. This
adoption factor is also relevant to the research question related to data-first or privacy-
first architectural structures, as citizens may not have the appropriate technology

understandings to understand the privacy risks associated with the two structures.

3.2.3  Technology characteristics

A brief summary of research findings on functionality and fashion are included below,

with an addition of types of wearable technology

3.2.3.1 Functionality and fashion

While not directly relevant to the research question, this section has been included
because wearable technology aesthetics are one of the strongest adoption factors in a
consumer setting (Kalantari, 2017). Researchers recommend that wearable technologies
be small, lightweight and neutrally coloured (Koo & Fallon, 2018), comfortable (Duval
& Hashizume, 2005), and light and discrete (Spagnolli et al., 2014). Thierer (2014) states
that wearable technology adoption has been somewhat stunted because the products tend
to be awkward to wear and aesthetically unappealing, and Coorevits and Coenen (2016)
argue that common reasons for wearable technology attrition are due to the devices being
uncomfortable and not fitting properly. Rauschnabel and Ro (2016) and Chuah et al.
(2016) emphasise that some users see wearable technologies as fashion accessories: based
on this, if users do not consider the devices to be fashionable, they are unlikely to adopt
them. Adapa et al. (2018) find that the look and feel of smart glasses and smart watches
is an important adoption factor, which links with Chuah et al.’s (2016) and Rauschnabel
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and Ro’s (2016) findings that people who view wearable technologies as fashion items
hold aesthetics in high stead. Furthermore, Kim and Park (2019) claim that wearable
technology adoption will increase if the devices are unique and attractive. These research
focuses are heavily emphasised in the wearable technology adoption literature, but are
not key factors for governments to consider because their interaction with wearable
technology would not be to develop fashionable items. However, the significance of this
strong focus further demonstrates that current wearable technology adoption literature is
not totally applicable in a public sector setting and further research is required to establish

what adoption factors are relevant beyond a consumer perspective.

3.2.3.2 Types of wearable technology

Some research differentiates between types of wearable technologies, while some
research considers all technologies under a blanket term. This is important to include in
this literature review because researchers found differences in adoption antecedents and
barriers between different devices. Gao et al. (2015) compares two types of technologies:
fitness wearables (used to track and monitor user fitness) and medical wearables (used to
manage diseases and other medical conditions). They found that “...fitness devices users
care more about hedonic motivation, functional congruence, social influence, perceived
privacy risk, and perceived vulnerability, but medical device users pay more attention to
perceived expectancy, self-efficacy, effort expectancy, and perceived severity” (Gao et
al., 2015, p. 1705). Similarly, Schomakers et al. (2019) find that there are different
acceptance factors between medical applications and fitness apps, with the former being
influenced by privacy and facilitating conditions, and the latter being influenced by
performance expectancy and social influence. Adapa et al. (2018) distinguish between
smart glasses and smart watches, where smart glasses users care more about the product’s
look and feel, and smart watch users are invested in highly functional fitness apps and
waterproof features. Finally, Gregor and Gwiazdzinski (2020) find adoption differences
between smart phones and smart watches, namely that adoption is significantly lower for
smart watches than for smart phones: this is because smart phones have achieved
extremely high penetration rates, particularly amongst young people, whereas wearables
continue to be a niche product. Governments may wish to investigate what type of
wearable they wish to use in a public health setting, noting these difference adoption

factors.

3.24 Social influence

There is significant support for social influence being a key wearable technology adoption

factor. An older study by Feiner (1999) argues that what people choose to share will be
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influenced by social protocols: “...no matter how accurate these technologies may
become, social conventions may influence the accuracy with which we can track others,
and, at times, even ourselves” (Feiner, 1999, p. 2). This statement is also reflected in more
recent literature. Kim and Shin (2015) found that sub-cultural appeal is important for
adoption. Gao et al. (2015) and Talukder et al. (2019) argue that social influence has a
strong effect on wearable technology adoption, because users tend to draw on information
and advice from their social networks when deciding to adopt or not adopt a wearable
technology. Additionally, when investigating the role of innovativeness amongst early
adopters of wearable technology, Jeong et al. (2016) found that users were more likely to
use the devices if they believed it would improve their social prestige. Similarly, Canhoto
and Arp (2017) found that peer pressure was a key adoption antecedent. Coorevits and
Coenen (2016) found mixed results for the role of social influence: on one hand, being
able to use the device to publicise one’s health may be attractive to one person, but on the
other hand, this kind of behaviour may discourage some people from engaging in such
behaviour. This reinforces Gao et al.’s (2015) and Schomakers et al.’s (2019) observation
that context influences technology acceptance and adoption. The public health crisis
context for governmental use of wearable technology is therefore likely to have a strong

impact on citizen adoption.

3.2.5 Perceived risks

Kalantari (2017, p. 299) provides six sub-categories of perceived risk factors when
summarising wearable technology adoption factors. To maintain relevancy with the
research focus on privacy, this literature review will be limited to assessing literature on

privacy risk.
3.2.5.1 Privacy risk

A number of studies have investigated the relationship between privacy and wearable
technology adoption, particularly in health contexts. The overwhelming majority of these
studies find that privacy is a significant consideration in wearable technology adoption.
While privacy and security risks have long been acknowledged in wearable technology
usage, research focuses on privacy in the context of adoption are much newer. Li et al.
(2016) argue that the majority of previous research has investigated wearable technology
adoption in the context of technology and health, without dedicating much effort to
understanding privacy dimensions. There is much truth in this statement, as there is
limited research that investigates privacy in the context of wearable technology adoption
before 2016 (see Gao et al., 2015; Miltgen et al., 2013; Motti & Caine, 2015; Nasir &
Yurder, 2015; Spagnolli et al., 2014).
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The resounding theme in wearable technology adoption research is that privacy is a
crucial adoption factor. When investigating biometric identification techniques, Miltgen
et al. (2013) find that privacy and trust are greater predictors of acceptance and adoption
than traditional adoption models such as TAM or UTAUT. This finding resonates deeply
with this thesis’s research questions: a number of Kalantari’s (2017) wearable technology
adoption factors are irrelevant in a government context, and greater emphasis ought to be
placed on privacy literature. She states that privacy concerns and aesthetics are the
greatest themes that have emerged from adoption research (Kalantari, 2017). While the
latter is not crucial in the context of this thesis’s research objective, the spotlight on
privacy is significant. Many researchers have found that perceived privacy risk negatively
affects users’ trust in wearable technology, which in turn leads to lower adoption levels
(see Gao et al., 2015; Nasir & Yurder, 2015; Rauschnabel & Ro, 2016; Segura Anaya et
al., 2018; Spagnolli et al., 2014). Additionally, Adapa et al. (2018) find that privacy is a
significant adoption factor even when comparing different types of wearable
technologies: in their study, privacy was important for both smart glasses and smart watch

users.

There is a strong focus on balancing the benefits provided by wearable technologies with
the privacy and security risks that may accompany them. Gao et al. (2015) and Li et al.
(2016) produce comprehensive studies by incorporating the privacy calculus theory into
their theoretical frameworks. On this, Li et al. (2016) find that if a wearable technology
user’s perceived benefit is higher than their perceived privacy risk, it is more likely that
they will adopt the device than vice versa. This is consistent with Gao et al.’s (2015)
findings, who further differentiate between fitness wearable technologies and medical
wearable technologies: they were surprised to discover that fitness users feel stronger
perceived privacy risks than medical users. A possible explanation for these unexpected
findings could be that medical wearable technology users are already aware that their
device is gathering sensitive information, and — consistent with the privacy calculus
theory — are comfortable with disclosing this information in order to receive the best
possible medical care (Lee et al., 2016; Li et al., 2016; Sergueeva et al., 2020).
Additionally, Paluch and Tuzonic (2019) investigate how consumers perceive and react
to persuaded self-tracking in a health insurance context. This refers to consumers tracking
their health information — such as calories burned and sleep patterns — and providing the
data to their health insurance provider in order to receive benefits, such as discounts
(Paluch & Tuzovic, 2019). They find that consumers consider factors such as perceived
benefit, privacy and security concerns, and perceived fairness/justice when deciding
whether or not they engage in persuaded self-tracking (Paluch & Tuzovic, 2019). This
further supports Laufer and Wolfe’s (1977) privacy calculus theory, which in this case
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refers to whether or not the perceived benefit of sharing self-tracking data to one’s health

insurance company will provide worthwhile benefits.

Schomakers et al. (2019) also find that the context of mobile health technologies affects
perceived privacy risk — when comparing fitness apps and diabetes apps, they found that
user perceptions differed. Therefore, both Gao et al. (2015) and Schomakers et al. (2019)
demonstrate that the acceptance of wearable technologies is context dependent. However,
in their cross-country comparative case study on adoption of wearable technologies, Yang
Meier et al.’s (2020) results contrast with Gao et al. (2015) and Li et el. (2016). They use
Gao et al.’s (2015) theoretical framework — which includes the privacy calculus theory —
and find that perceived privacy risk did not significantly impact user’s behavioural
intention to adopt wearable technology (Yang Meier et al., 2020). This is supported by
Sergueeva et al. (2020), who also find that privacy is not a significant adoption factor in
wearable health technology. Acknowledging that their findings contrast with past
research, Yang Meier et al. (2020) hypothesise that this discrepancy occurred because
their study solely focused on smart watches, whereas Gao et al. (2015) compared fitness
and medical wearable technologies. Meanwhile, Sergueeva et al. (2020) attribute their
inconsistency to the health context of their study, reinforcing the idea that medical
wearable technology users are more comfortable with exchanging their privacy for
improved medical care (Lee et al., 2016; Li et al., 2016).

Another key theme when focusing on privacy in wearable technology adoption is user
experience. Spagnolli et al. (2014, p. 96) find that experts have fewer privacy concerns
than non-experts, stating that: “The kind of privacy loss that might be perceived as
unacceptable to some categories of users might seem acceptable to others”. As such, they
argue that there is a difference in privacy expectations between people who are familiar
with wearable technologies compared to those who are unfamiliar (Spagnolli et al., 2014).
This difference in privacy expectations is supported by Koo and Fallon (2018), but they
instead find that experienced wearable technology users have greater privacy concerns
than novice users because they are more familiar with the technology’s capabilities. These
findings relate heavily to previous findings where wearable technology is more likely to
be adopted by innovative and tech-savvy individuals (Jeong et al., 2017; Park et al., 2016;
Rauschnabel & Ro, 2016). Consequently, there are no consistent findings regarding
whether or not experienced wearable technology users have greater or fewer privacy

concerns than inexperienced users.

Some researchers claim that wearable technology users are not aware of the potential
privacy and security risks when using the devices (Bellekens et al., 2016; Guillén-Gamez

& Mayorga-Fernandez, 2019). Using this logic, inexperienced users may not have great
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privacy concerns because they fail to comprehend the risks, and as such privacy is not an
adoption barrier for them. This is supported by Motti and Caine (2015), who state that:

“Activity trackers that monitor heart rate, steps, and pulse, for instance, are usually
seen as inoffensive to the users’ privacy, however it is likely that users are not
aware of how such data could be misused by third-parties or potential privacy
implications when the data are collected in a long-term [sic] or associated with

complementary information.” (p. 241)

Additionally, Bellekens et al. (2016) demonstrate that while wearable technology users
may claim to value their privacy and security, in reality their understanding of the risks
is poor. Therefore, while many researchers argue that privacy is a significant theme within
wearable technology adoption, people may not sufficiently understand privacy

implications to the extent it could influence their adoption or non-adoption.

Meanwhile, Lee et al.’s (2016) privacy adoption research focuses on the general
population instead of wearable technology users. They find that privacy and security are
people’s most pressing concerns when it comes to adoption of wearable technologies.
They argue that privacy and security are the most highly ranked perceived risks, and that
people are most concerned about wearable technologies non-consensually disclosing
video capture or financial data. However, they note that “users are willing to tolerate risks
if there is enough benefit associated with that risk” (Lee et al., 2016, p. 7). This
corroborates Gao et al.’s (2015) and Li et al.’s (2016) finding that the potential benefit of
using wearable technologies must be greater than the perceived privacy risks. In other
words, in line with Laufer and Wolfe’s (1977) privacy calculus theory, if the wearable

technology provides appropriate benefits, the risks of usage may be more palatable.

In summary, privacy risk is a significant factor in the adoption of wearable technology in
a consumer setting. While users may not fully understand the privacy risks associated
with using wearable technology (Bellekens et al., 2016; Guillén-Gamez & Mayorga-
Fernandez, 2019; Motti & Caine, 2015), there is significant appetite to tolerate such risks
if they obtain some kind of benefit in return (Gao et al., 2015; Lee et al., 2016; Li et al.,
2016; Paluch & Tuzovic, 2019). This is also expected to be the case in a government
setting. However, research is still unclear whether the characteristic of previous wearable
technology experience has an important impact on adoption attitudes. There is a strong
need on further research to more effectively understand adoption antecedents in a privacy
setting, and to investigate whether the privacy risks identified in previous wearable

technology adoption literature are relevant in a public sector context.
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4 Methodology

4.1 Research design

This research is an exploratory multiple case-study that investigates citizen privacy
attitudes towards adopting wearable technologies as tools to enforce quarantine
obligations during the COVID-19 pandemic. An exploratory research design is
appropriate for this research focus because this precise topic has never been researched
before in a scientific manner (Stebbins, 2001; Yin, 2018). While there is extensive
literature on wearable technology adoption, these studies have never focused on the public
sector and have instead focused entirely on consumers. Scientific research on the
effectiveness and legitimacy of public health mitigation measures such as digital contact
tracing, wearable technologies, and social distancing is in its infancy, but governments
have had no choice but to proceed with experimental rollouts (Bhattacharya & Ramos,
2021; Colizza et al., 2021; Elkhodr et al., 2021; Whitelaw et al., 2020). As a result, there

is a strong justification for this exploratory research design.

The research background established that there is significant debate surrounding how
governments should balance public health measures and citizens’ personal privacy.
However, countries with stricter lockdowns, quarantine rules, and restrictions on freedom
of movement have had lower COVID-19 incidences and deaths (Lowy Institute, 2021).
Therefore, there is some indication that sacrificing personal privacy and freedom may be
necessary to effectively control public health crises such as COVID-19. This can also be
seen in the design of digital contact tracing apps in the public sector: data-first and
privacy-first (Fahey & Hino, 2020; Kapa et al., 2020). This study concentrates on
wearable technologies, not software-based technologies such as digital contact tracing
apps, because they are fitted directly on an individual’s body. Consequently, they are
more effective at enforcing quarantine because they cannot be left at home by the
individual and they cannot be removed or tampered with without government authorities
being alerted. Wrist-worn devices are the most popular in a consumer setting, so this study
makes the assumption that governments would also pursue a wrist-worn device (Berglund

et al., 2016). Therefore, this study investigates the following research questions:

1. What are the privacy attitudes of citizens towards adopting wearable technology
as a tool for the government to enforce quarantine obligations during public health

crises?

a. Do citizen attitudes differ in relation to whether the wearable technology

operates as data-first or privacy first?
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b. Do citizen attitudes differ in relation to whether a government makes

wearable technology mandatory or optional?

By doing so, this study aims to make a strong contribution to the wearable technology
adoption field by broadening its horizons beyond the consumer perspective and moving

academic discussion into the public sector domain.

4.1.1  Case study approach

Case studies are useful for researchers to understand similarities and differences between
phenomena (Yin, 2018). This research adopts a multiple case study approach for two
reasons: firstly, to avoid criticisms of generalisability; secondly, to respond to calls in
wearable technology adoption literature to engage in more cross-country comparative
research (see Chau et al., 2019; Gao et al., 2015; K. J. Kim & Shin, 2015; Paluch &
Tuzovic, 2019). Single case studies are vulnerable to criticisms of generalisability
(Flyvbjerg, 2006), with Yin (2018) describing how multiple case studies are more
compelling than single case studies because there is room for contrasts and comparisons
to be drawn. It is also important to emphasise that cases must be carefully selected to
ensure that cases are comparable, and will either predict similar or contrasting results
(Baxter & Jack, 2008; Yin, 2018).

Baxter and Jack (2008, p. 546) argue that “binding the case” is important for ensuring
research scope. Without a reasonable research scope, researchers are susceptible to
pursuing case study research that is too broad or unfeasible (Baxter & Jack, 2008). For
this study, two country case studies of Australia and Singapore have been selected based
on four parameters: their COVID-19 digital contact tracing app; their COVID-19
quarantine policy; their position on the COVID-19 Performance Index, and their
government’s existing use of wearable technology (see Table 3). As case selection in
multiple case studies ought to be comparable (Baxter & Jack, 2008; Yin, 2018), Australia
and Singapore were selected as country case studies on this basis of comparability. It is
also important to note that Australia and Singapore are both island nations, with enhanced

capacities to control their country borders.

Case Australia Singapore
COVID-19  digital contact | COVIDSafe — a privacy- | TraceTogether — a partially
tracing app enabled, centralised app | privacy-enabled, centralised app
powered by Bluetooth powered by Bluetooth or a
digital token
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Quarantine policy

Hotel quarantine is mandatory
for all travellers returning from

overseas, with no exceptions*

Hotel quarantine is mandatory
for some travellers returning
from overseas, depending on

their circumstances’

COVID-19 Performance Index®

8t best performance globally’

13" best performance globally®

Wearable technology use in

government

The Howard Springs quarantine

facility started a trial in

November 2020 to monitor

guests’ vital signs using a

wearable armband’

All people serving a stay at home

notice outside a designated
government facility must wear
an electronic monitoring

wristband!?

Table 3: Country case selection overview

The purpose of using each country’s digital contact tracing app as a selection parameter
is to demonstrate how the respective governments have sought to balance the
effectiveness of digital technology with citizens’ privacy. Australia and Singapore have
similar data collection standards, with the Singaporean app being slightly less privacy-
enabled than the Australian app, but they are both examples of privacy-enabled

architectures.

4.1.2  Case background

Australia has been selected as a case study because it has a strong privacy-enabled digital
contact tracing app called COVIDSafe, it has implemented strict lockdowns and
quarantine rules, and has been successful in managing COVID-19. Furthermore, it has
started using wearable technology in the fight against COVID-19 — albeit not in a
location-monitoring capacity, but to measure quarantine guests’ vital signs. The Howard
Springs quarantine facility in the Northern Territory is currently running a trial where
wearable armbands are used to monitor citizens’ vital signs (McDonald, 2020). Firstly,
the main privacy elements of the COVIDSafe app include: multiple prompts of consent
for data collection; the app only collecting data such as an encrypted user ID, and the date

and time of contact with other COVIDSafe users; the app does not collect location data;

4 (Australian Government Department of Health, 2020a)

5 (Immigration and Checkpoints Authority Singapore, 2020)

6 The COVID-19 Performance Index is “...a ranked comparison of the performance of countries in
managing the COVID-19 pandemic in the 36 weeks following their hundredth confirmed case of the
virus, using data available to 9 January 2021.” (Lowy Institute, 2021)

" (Lowy Institute, 2021)

8 (Lowy Institute, 2021)

9 (McDonald, 2020)

10 (Immigration and Checkpoints Authority Singapore, 2020)
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and all data is deleted after 21 days, with severe penalties for those who attempt to decrypt
the data (Australian Government Department of Health, 2020b). COVIDSafe has been
set out in accordance with Australia’s Privacy Act 1988, which was amended in May
2020 to outline stronger protections for app users (Australian Government Department of
Health, 2020b). These interim measures included provisions that ensured the data
collected from the app would only be used for COVID-19 contact-tracing efforts, that it
would be deleted at the end of the pandemic, that decryption of user data is impossible,
and that no one could be forced to download the app or provide their data (Australian
Government Attorney-General’s Department, 2021). Approximately 20% of the
Australian population has downloaded COVIDSafe (Elkhodr et al., 2021).

Secondly, Australia’s quarantine policy is strict: all people arriving from overseas or
domestic risk areas — without exception — are obligated to quarantine in a government-
designated facility for 14 days at their own cost. Costs of quarantine facilities are set by
relevant State or Territory authorities, and range up to AU$3,000 (approximately €1,900)
per adult (Australian Government Department of Health, 2020a). While Australia has
virtually eliminated community transmission of COVID-19, people living in Australia
who test positive for COVID-19 or are suspected as being positive must either isolate in
hospital or their home until they return a negative test. Fines for breaching quarantine
directives are severe: penalties are set by relevant State or Territory authorities, and range
up to AU$63,000 (approximately €40,000) in fines and/or up to 2 years’ imprisonment
(Australian Government Department of Health, 2020a). As at February 2021, more than
211,000 people have completed Australia’s quarantine program (Mao, 2021). There is no
centralised data source to establish how many people breached their quarantine

obligations (Australian Government Department of Health, 2020a).

Singapore has been selected as a case study because it has a privacy-enabled digital
contact tracing app called TraceTogether, which can be paired with government-issued
wearable technology, it has implemented strict quarantine rules, and has been successful
in managing COVID-19. The country also has a sophisticated wearable technology
strategy to monitor the whereabouts of quarantining individuals. The TraceTogether app
is very similar to Australia’s COVIDSafe app, but with the important distinction that the
Singaporean government has the capacity and mandate to decrypt user identities
(Government of Singapore, 2020), while the Australian Government does not. The
TraceTogether app and token adoption rate has exceeded 70% (Smart Nation Singapore,
2020). While Australia’s COVIDSafe app is rooted in strong privacy laws (Australian
Government Department of Health, 2020b), Singapore only established their first
comprehensive legal framework for privacy in 2012 and it is unclear how TraceTogether

aligns with these national privacy laws (Goggin, 2020). Government authorities state that
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they only store limited data, do not collect users’ locations, third-party servers are unable
to track users’ identities, and citizens may request for their data to be deleted from
government servers (Government of Singapore, 2020). As one of the world’s leading
smart cities, Singapore has an entrenched culture of mass surveillance and Goggin (2020)

suggests that Singaporeans are used to providing their data to the government.

Singapore’s quarantine policy is similar to Australia, except that international arrivals
have the option to either quarantine at a designated government facility for 14 days, or to
use a wearable device that allows them to quarantine at home under a stay at home notice
(Immigration and Checkpoints Authority Singapore, 2021). The cost of quarantine in a
government-designated facility is SG$2,000 (approximately €1,250) (Ministry of Foreign
Affairs, Singapore, 2020), and is borne by the citizen. While initially government-
designated facilities were mandatory since the start of the pandemic in March 2020, the
government introduced electronic monitoring devices for people eligible to complete their
quarantine at their place of residence in August 2020 (Immigration and Checkpoints
Authority Singapore, 2020). These devices use GPS and fourth generation (4G)/Bluetooth
signals to ensure that people stay at home, and the government assures citizens that the
devices do not store any personal data and that they don’t have any voice or video
recording functions (Immigration and Checkpoints Authority Singapore, 2020). As at
January 2021, more than 308,000 people were issued stay at home notices and
approximately 367 breaches occurred (Min, 2021). People who breach their stay at home
notice may be prosecuted under the Infectious Diseases Act and may face a fine of up to
SG$10,000 (approximately €6,200) and/or up to 6 months’ imprisonment (Immigration
and Checkpoints Authority Singapore, 2020). However, like Australia, Singapore’s
COVID-19 management is amongst the best in the world, ranking 13" globally as at
February 2021 (Lowy Institute, 2021).

4.2 Data collection

Kalantari (2017) criticises the wearable technology adoption field for lacking qualitative
research methodologies, and calls for more studies to conduct qualitative interviews
before commencing quantitative model testing. Therefore, this study uses semi-structured
qualitative interviews to collect primary data from 20 adults (10 from Australia and 10
from Singapore) who have experience in using wearable technology (see Table 4). In
order to achieve as representative a sample as possible, the author endeavoured to obtain

roughly equal gender proportions and a spread across age groups of under 30, between
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30-45, and over 46 years of age''. Semi-structured interviews are more flexible than
structured interviews, but provide more participant guidance than unstructured interviews
(Gill et al., 2008). They allow the interviewer to investigate their research questions in-
depth, while also allowing participants to address topics that the interviewer may not have
thought to include in the list of questions (Gill et al., 2008). This study’s interview
questions were developed based on literature from the research background and literature
review. An interview discussion guide was developed and contains the theoretical
justification for questions asked (see 9.2). Interviews were conducted over Zoom, on
account of this author being located in Germany and the interviewees being located across

Australia and Singapore. The interviews ranged between 20-40 minutes in length each.

Country Gender Age Number
Australia Male <30
30-45

46+
Female <30
30-45
46+

NN I O3 I O N B (O I )

Singapore Male <30
30-45
46+
Female <30
30-45
46+
Total 20

N N =] DN W

Table 4: Interviewee demographics

4.2.1 Sampling strategy

To source interviewees, the author used a convenience sampling method known as
snowball sampling. This approach allows the researcher to access further interview
participants based on information from current participants (Biernacki & Waldorf, 1981;
Noy, 2008). This creates a ‘snowball’ effect where further participants are sourced via
the recommendations of those who have already participated in the study. This type of
sampling continues until data saturation has been achieved (Naderifar et al., 2017). The
author initially reached out to wearable technology Facebook groups to access people
who self-identify as using wearable technology. The chance to win an AU/SG$70

1t is important to note that for both Australia and Singapore, the author was unable to obtain female
interviewees over the age of 46 years. This is not unexpected when considering existing wearable
technology adoption literature, which finds that older women are the least likely social group to adopt
wearables (Guillén-Gadmez & Mayorga-Fernandez, 2019).
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(approximately €45) gift card was offered to enhance participation. From these initial
interviews with members of these Facebook groups, the author obtained further interview

participants based on recommendations.

The author selected a sample of adults who are experienced in using wearable technology.
Wearable technology adoption studies have identified that prior experience is a key
adoption parameter (Kalantari, 2017). Furthermore, having prior experience with
wearable technology is associated with innovative tendencies and tech-savviness (see
Gregor & Gwiazdzinski, 2020; Jeong et al., 2017; Park et al., 2016; Rauschnabel & Ro,
2016). By selecting this focus group, the author avoids a fully randomised sample and
focuses on adults who have a prior understanding of the technology in question. While
this sample excludes adults who have no experience in using wearable technology,
wearable technology adoption studies have not determined whether experienced wearable
users have higher or lower privacy concerns than non-experienced users (Koo & Fallon,
2018; Spagnolli et al., 2014). Therefore to “bind the case” (Baxter & Jack, 2008, p. 546),
the author chose to focus on experienced users and recommends that further studies

include comparisons with non-experienced users.

Additionally, wearable technologies are widely used recreationally in both Australia and
Singapore. Approximately 20% of Australians own a wearable device (Pureprofile,
2015). Ownership is even higher in Singapore, with 33% of the population owning a
fitness tracker, 16% owning a smartwatch, and 10% owning both of these devices
(Statista, 2019a). Globally, the most popular form of wearable technology is a wrist-worn
device, typically a watch (Berglund et al., 2016). The leading wearable technology brands
globally are Apple, Huawei, Samsung, and Fitbit (now acquired by Google) (IDC
Corporate USA, 2020). Apple holds 40% of the global market share, followed by
Samsung at 10%, Huawei at 8%, and Fitbit at 7% (Tatler Singapore, 2021). In Australia,
the most popular wearable technology brand is Apple, followed by Fitbit and Garmin
(Shaw, 2019). Apple is also the most popular vendor in Singapore, but 32% of
Singaporeans who owned a wearable device owned one from Fitbit (Statista, 2019b).
Furthermore, the Singaporean government has formal relationships with both Apple and
Fitbit through public health initiatives to encourage Singaporeans to engage in a healthy
lifestyle: the Fitbit partnership ran from 2019-2020 through Live Healthy SG and the
Apple partnership called LumiHealth has been running since 2020 (Apple, 2020; Fitbit,
2019).

4.3 Data analysis

It is important to acknowledge the criticism in wearable technology adoption research

that it has overwhelmingly used a limited number of technology acceptance theories, such
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as TAM and UTAUT (Kalantari, 2017). This, combined with fact that there is a total lack
of wearable technology adoption studies that focus on the public sector, has prompted the
author to use an inductive data analysis approach. This will allow themes to emerge
organically from the qualitative data. Saunders et al. (2015) state that inductive research
approaches are data-driven, while deductive approaches are theory-driven. The former
allows researchers to explore and analyse their data in real-time, whereas the latter allows
researchers to test an established theory (Saunders et al., 2015). The primary data
collected from the interviews were qualitatively analysed using inductive coding. This is
a qualitive data analysis method that allows researchers to categorise themes and
attributes within their data, and use these themes or attributes to organise and assign
meaning to their data (Saldafia, 2016). Inductive coding — also referred to as open coding
—allows codes to emerge organically from the data, as opposed to deductive coding where
the researcher begins their analysis with pre-selected codes (Saldafia, 2016). Using coding
as a qualitative data analysis tool enables the transition from data, to codes, to categories,
to themes/concepts, and finally to assertions/theory (Saldafia, 2016). This will facilitate
the development of themes to guide further research into wearable technology adoption
in the public sector. The semi-structured interviews were recorded and transcribed using
the transcription tool Otter and the transcripts were coded using the software tool
MAXQDA.
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5 Results

This results section presents the findings of the 20 interviews with citizens from Australia
and Singapore. Inductive coding using MAXQDA resulted in seven themes that indicate
citizens’ privacy attitudes to governmental use of wearable technology in public health
crises. The first part of the results will briefly outline participants’ experience with
wearable technology, their privacy attitudes, and their use of governmental digital contact
tracing apps. This section was not inductively coded, and is provided for background on
citizens’ experience and existing privacy attitudes. The second part presents the
qualitative analysis of the interviews through inductive coding. These analysis findings
emerged organically from a large group of categories within the transcripts, which were
then summarised into a smaller group of overarching themes. The results are presented

by theme, which are then each sub-divided by country.

5.1 Experience of wearable technology

As outlined in the methodology, all interview participants had experience with using
wearable technology. There were no further prerequisites in this regard, and as such there
was a wide degree of experience amongst participants. In both Australia and Singapore,
participants had been using wearable technology for years — anywhere between 1-8 years.
However, it is important to note that because there were no criteria placed on the extent
of people’s experiences, there were some outliers in the research. For example, A2 was a
former elite athlete who has significant experience with wearables not only in his daily
life, but to trial for large companies and to measure his health invasively for extended
periods of time. Additionally, S6 works as a professional in the field of wearable
technology and her insights are shaped not only by her personal use of the Apple watch,
but from a deep understanding of how the technology works and what it is capable of.
Then on the other side of the spectrum, S2 wore a Fitbit for a short amount of time and
had a very limited understanding of what it did. As a result, there is a large skew in terms
of wearable experience. However, all participants were able to answer the interview

questions without needing to clarify many details about wearable technologies.

When asked about their wearable technology experience, most participants discussed the
reasons why they use wearables and the benefits they receive from doing so. All devices
mentioned were wrist-worn and were used for health purposes, such as counting steps,
measuring sleep and heartrate, and tracking exercise activities and patterns. Participants

also spoke about more functional capabilities, such as sending and receiving messages.
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5.2 Privacy attitudes

In both Australia and Singapore, there was a relatively wide spread of privacy attitudes
in their general day-to-day lives. Responses could largely be classified into privacy being
important, it not being important, and indifference about it. The majority of participants
from both countries stated that privacy was important to them. Participants discussed how
they knowingly provided data to companies which was then used for marketing purposes,
and that they were not completely comfortable with this information being out there for
anyone to use. Interestingly, few participants were able to identify steps they had taken
to ensure their data privacy despite being concerned about their data being leaked. A8
discussed how he is much more careful with accepting cookies on websites, A7 stated
that she considers the reputability of a website before entering her personal details, and
multiple respondents from Singapore discussed how they changed their behaviour to

avoid scams. On privacy in Australia, A5 notes that:

“In general, I'd say it’s pretty important. Like, you know, yes, I use, you know,
emails and apps and all sorts of things. But I would like to think that whatever 1
do on those things is secure within those apps, and that they don’t go sharing it

to marketing companies and that sort of stuff.”

On privacy in Singapore, S10 states that:

“Of course it’s important, you know, I don’t want my private data to be available
to all, especially information related to my bank account and stuff like that. But

general things like my name, my contact details, I'm relatively okay.”

A number of participants expressed their indifference about data privacy, saying that it is
relatively important but not hugely so. A1 cared about her data privacy but was also fully
aware that the way she handled her data privacy may put her at risk of attack, saying that:
“I know there are probably lots of things hacking into my data”. Meanwhile, S1 stated:

“I'm not that big on privacy...but big part is that outbreak of scams, you
unwittingly give away your credit card numbers or some situation that you may

be a victim of financial scams, but other than that, I’'m not too worried.”

Here, participants were not actively worried about their data privacy and also had not
taken active steps to protect themselves. A small number of Australian respondents

claimed that they did not care about data privacy. A3 discussed how she appreciated
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“getting good ads” from Google and did not see the need to change her behaviour,
meanwhile A6 knew that his Google Nest was listening to his conversations all the time
and he did not care. Therefore, it is clear from participants’ responses that privacy
attitudes vary within Australia, and to a lesser degree in Singapore. However, the common
theme amongst participant responses was that no matter their attitude, they hoped and
expected that authorised people were using their data and only for the right things. Data
leakages were mentioned as abuses of their data that made them uncomfortable and

affected their trust in the provider.

5.3 Digital contact tracing apps

Participants were also asked about their use of governmental digital contact tracing apps
and their reasons for using them. This was to establish their appetite for innovative — yet,
invasive — government uses of technology. The responses were markedly different
between Australia and Singapore. The majority of Australian participants downloaded
the COVIDSafe app, but only a small minority actively used it. Multiple participants
stated they deleted it shortly after downloading it because it took up too much room on
their phone and drained their battery. Stated reasons for downloading it revolved around
social pressure — such as being urged by the government or their social circle — and a
sense of the greater good to the community. It is important to note that in Australia, it is
not mandatory to download the app. Only A6 was mandated to download the app, as he
is a primary school teacher and it was required by the Department of Education. Most
participants had no privacy concerns with the app, with the exception of A2, A3, and A10
who stated that they did not trust the Australian Government enough to download it.
Additionally, A1 and A4 expressed scepticism as to whether the Australian Government

was capable enough to use the data effectively in their pandemic response.

Meanwhile, in Singapore, downloading TraceTogether was not mandatory but
participation in daily life was not possible without doing so. Citizens who wish to do
activities in public places such as eating out at establishments and visiting shopping malls
are required to check-in to these places using TraceTogether. Therefore, there is a
different context to the app’s use in Singapore than in Australia. Amongst the
Singaporean participants, everyone downloaded and actively used the app except the
people who were not in Singapore for the majority of the pandemic. Furthermore, no
participant raised any privacy concerns about TraceTogether. S6 discussed how she had
lived in five different countries and while she had an enormous level of trust in the
Singaporean government, she would not trust any other country in the world with this

degree of personal information. S1, S4, and S7 also emphasised their trust in the
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Singaporean government to collect information related to their personal contacts. This is
in stark contrast to the Australian participants, where no one explicitly stated that they

trusted the Australian government.

Therefore, it is already possible to see a difference in participant responses from Australia
and Singapore. While experiences of wearable technology are skewed both within and
between countries, privacy attitudes are similarly spread out. It is the use of the digital
contact tracing apps COVIDSafe and TraceTogether that differed greatly between the

countries, as well as the attitudes towards this innovative technology.

5.4 Privacy adoption factors for governmental use of wearable technology

This second results section displays the analysis of participant responses, separated into
seven themes derived from the inductive coding process. Each theme was found to impact
citizens’ privacy attitudes towards adopting governmental wearable technology during
public health crises such as COVID-19.

54.1 Perceived benefit

In wearable technology adoption literature, perceived benefit has been widely researched
as an adoption antecedent. This study’s inductive coding process found that perceived
benefit is also relevant in a governmental context. Participants from Australia and
Singapore reflected on how the possibility of using a wearable would afford them benefits
such as facilitating life without pandemic restrictions, and quarantining at home instead
of a hotel, which some argued would be more comfortable and beneficial for mental
health.

Australia

Australian participants were in favour of governmental use of wearable devices, with very
few privacy concerns. They overwhelmingly considered wearables as a highly effective
tool to preserve Australia's way of life in the pandemic. The benefits identified in this
sense are freedom and ensuring that infected or potentially infected people are isolated
from society. By isolating these people in hotel quarantine, the Australian Government
has had the opportunity to virtually eradicate COVID-19 from the community. The
participants were acutely aware of this, and each person was supportive of a quarantine
system. They spoke of how people living in society only have a certain threshold of rules
they can withstand that significantly affect their day-to-day lives, and that they were
willing to accept short-term inconveniences that preserve their freedom to live their lives

as they choose. Many participants discussed how now that community transmission of
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COVID-19 is virtually impossible, the greatest risks of infection are from returning
overseas travellers: as such, it is necessary to keep these individuals quarantined for the
greater good of society. All participants with the exception of A2 and A8 were confident
that wearable devices would be an effective tool to prevent people from breaching their
quarantine. Many participants emphasised wanting to avoid ‘“another Melbourne

lockdown”, with A5 stating:

“I think for people who are in quarantine, I think it’s a great idea to make sure
they’re not breaching quarantine. Because I'm sure you would have heard, you
know, particularly in Victoria, where it was rampant that there was people
breaking, you know, quarantine and popping down to the shops and that kind of
stuff. And so to be able to ping those people and go okay, you're getting fined,
like, you know, there’s consequences, you can’t just run around, I think is a really

)

good idea.’

Melbourne, Victoria had one of the world’s strictest lockdowns for approximately four
months in the second half of 2020, partially caused by the virus escaping the hotel
quarantine system. The city’s efforts eradicated community transmission of COVID-19
at enormous social and economic cost. It is not surprising that so many Australian
participants were willing to sacrifice their privacy to avoid a lockdown of this magnitude
and length. In this sense, participants considered the wearable devices effective enough
to mitigate the risks of another lockdown, which was a more unacceptable option

compared with wearing a government-issued device.

Furthermore, the majority of Australian participants emphasised that they would welcome
the chance to quarantine in their own home as opposed to hotel quarantine. The two main
factors for this were comfort and cost. All participants with the exception of A3 stated
they would prefer to quarantine in the comfort of their own home with a wearable device
as opposed to completing hotel quarantine. It is important to note that A3 was not opposed
to the wearable, but made her choice based on preserving her mental health in a place
with different scenery to her day-to-day life. Privacy concerns were largely overlooked
in people’s decision, which indicates that the benefit of staying in a comfortable and
affordable location outweighs potential privacy issues. Participants spoke of wanting
access to their belongings, having a garden to spend time in, and not being lonely. On
discussing his preference for quarantining at home with a device, A4 stated: “.../
imagined that would be a very suitable way of keeping people in home isolation rather

than in hotels, I think it’s the better of the two evils ”.
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Al, A3, A6, and A 10 further emphasised the importance of mental health for quarantined
individuals, discussing how being in a familiar environment was important for people to
stay busy and positive. Furthermore, cost was a huge factor in people’s decision to accept
the wearable device. A4, A5, A6, and A7 each discussed how expensive hotel quarantine
was, and that in itself was a huge factor for them to prefer the wearable device over staying
in a hotel. A5 was indignant at those not wanting to wear a device if it removed her choice

to do so:

“If you didn’t want to wear the bracelet, that’s up to you, and you can pay the
3000 bucks or whatever it is, you know, but I want to go home and not pay the

’

money and throw a bracelet on.’

Meanwhile, A7 saw the wearable as an opportunity not only for individuals to save

money, but the taxpayer as well:

“There’s a lot of people who work for the government, like, in my case, I work
with defence members, and they have to quarantine at the Commonwealth’s
expense, and it is the taxpayers who are paying for their quarantine. So, again, it
will save a lot of money for taxpayers. So, I think having a device, it will be quite

cost effective for the community.”

The enormous cost of the Australian quarantine system was a strong deterrent for people
to choose it as an option, and participants also identified that having to stare at the same
four walls for two weeks was just as much a privacy violation as the device itself. A4’s
statement of home quarantine being “the better of the two evils” resonates strongly here.
Furthermore, A2 was the participant with the most concerns about the privacy aspects of
the wearable device, but nonetheless preferred to quarantine with the device in his own
home than without it in a hotel. When pressed for why, he stated that while he was deeply
passionate about his privacy, it was important for him to feel safe in the first place and he
felt he was more likely to feel this in his own home than in a hotel room. Therefore,
Australian participants were unanimously willing to accept the wearable device, and the
overwhelming majority indicated a preference for this device as a quarantine tool. The
benefit of living in a community without a COVID-19 risk and the option to quarantine

in their homes was ultimately greater than their privacy concerns.

Singapore
Singaporean participants were also in favour of governmental use of wearable devices,

but they had more nuanced positions on the benefits it would bring. Firstly, S3 and S10
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questioned why a wearable device was necessary instead of a smartphone. When
explained it was for removability issues, both respondents maintained their stance and
said that quarantined individuals should be staying home anyway, and leaving the phone
at home or removing the wearable ought not to be a problem. This indicates high
expectations of law-abiding community behaviour, and is also reflected in the very low

rate of home quarantine breaches in Singapore.

Furthermore, as wearable devices at home is already an established quarantine approach
in Singapore, Singaporean participants were very matter-of-fact about their use. When
discussing the effectiveness of the device in keeping the community safe from COVID-
19, participants rarely mentioned privacy. It was not a significant concern for the
participants, and many saw it as a necessary and useful tool to facilitate day-to-day living.
S1 emphasised that effective quarantine was the most important approach to control the

virus:

“...we know that the best way to prevent COVID is actually behavioural, not
medicine. And just as with SARS if you know the number of people who are
infecting other people, having them quarantine is very useful...it’s actually more
effective than everyone staying home. Quarantining yourself is actually more

’

effective than having the vaccine.’

Many participants also noted they were grateful that Singapore had never had high
community cases, and did not experience a prolonged or recurrent lockdown. They were
overwhelmingly in favour of adopting wearable devices for quarantine if it ensured that
COVID-19 community cases did not occur: and only S10 was skeptical that wearables
would be effective in achieving this. S10 stated he needed to see more evidence before
making a decision. Furthermore, S4 stated that the effectiveness of wearable devices was

quite high in quarantine situations:

“...because obviously our nation is doing quite a good job already so we don’t
have very high community cases...so I think if we actually really keep it very tight
on like the few people who maybe like who you see needs to be on quarantine in
they wear the devices, I think it would have helped the community in some sense,

yeah.”

Singaporean respondents were split in half when it came to selecting quarantining at home
with a wearable, or in a hotel without one. However, their decisions were not based on

privacy, but on comfort and familial obligations. Cost was a minor consideration. The
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benefit of quarantining at home included being in a comfortable, familiar environment
and not being lonely in a room by themselves. When discussing his preference to
quarantine at home with a wearable or in a hotel, A2 stated: “Easy. Like, you re going to
be at home...as long as I know I can come back home and can just better be done with it.

I can stay home. That’s the best thing”.

However, for almost half the Singaporean participants, the wearable at home did not
necessarily correlate with comfort. Multiple people stated that a hotel would be more
luxurious and would give them access to nice amenities and great food, which they
ordinarily would not get at home. This indicates that the stay in the hotel can be
considered as a benefit for some individuals. However, a number of participants also
explained that they lived at home with older relatives who were at risk of being seriously
affected by COVID-19. For this reason, they did not want to risk quarantining at home
and infecting their relatives. Therefore, the privacy aspect of the wearable paled in
comparison to some participants’ senses of morality. Finally, cost was raised several
times as a factor in people’s choice not to quarantine in a hotel, but it was not a significant
factor. For the majority of 2020, hotel quarantine was free for Singaporean citizens. Only
S2 emphasised that the cost of hotel quarantine was prohibitive, even though he much
preferred the option of staying at home with a wearable. Meanwhile, cost was an almost
decisive factor for S9: “If [ have to pay for it, then maybe I would most probably choose
the lesser of two evils, I'll probably go stay in my house. But if the hotel is free, then guess
what? Hello Grand Continental”.

Therefore, Singaporean participants were very open to the wearable device and the
benefits it provided. Privacy concerns were either not mentioned, or explicitly
overlooked. Even when prompted, Singaporean participants did not raise any privacy
concerns with the wearable device option. S6 stated: ““I think since I get to live at home,
I would overlook the privacy”. As a result, it is clear that the Singaporean participants
found benefits in the temporary privacy loss as it afforded them to live in a more

comfortable environment during the public health emergency.

5.4.2  Perceived privacy risk

In wearable technology adoption literature, perceived privacy risk has been a large
research focus. There have been mixed findings about its role in encouraging or inhibiting
wearable technology adoption. This study’s inductive coding process found that
perceived privacy risk is also relevant in a governmental context, but that citizens do not

fully understand the interaction dynamics of privacy and necessary tracking information.
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Participants from Australia and Singapore reflected on the impacts using a wearable on
their privacy, and what kinds of conditions would make it acceptable or unacceptable for

them.

Australia

Australian participants were overwhelmingly in favour of only accepting a governmental
wearable device if it collected de-identified data. This indicates that their acceptance of
the device is dependent on what kind of private information it collects, and in what way.
While the device in question would only collect location data that was then linked to the
wearer’s identity, Australian participants were protective of their privacy in this regard.
Initially, many participants were accepting of a device that collected identified
information on their location because of the fact they were obligated to be at home
anyway. For example, A7 argued that the government already knows where people live,
what is the difference when wearing a device that confirms this: “If you re quarantining
at your place, you're supposed to wear the device at your place. So what? What sort of

other information can they get? You know, you're supposed to be at home? Right?”

But when then presented with a de-identified option, all respondents except A8 had a
strong preference for this. Many respondents backtracked on their approval for an
identifiable version upon hearing that an encrypted option with clearance controls was
available. However, it is important to note that respondents were unable to justify the
privacy risk behind governments collecting identified location data. Participants did not
have an understanding of what freedoms and privacy they would lose if the government
collected identified location data compared with de-identified location data: they simply
appeared to be more comfortable knowing that their identity would be masked with an
encrypted identifier, and that it could only be accessed and/or decrypted by a government
authority with approval. For most Australian participants, such a device would only be
acceptable from a privacy perspective if the data was de-identified. A1 describes this:
“Absolutely, for that to work and for me to be happy that the police are receiving that
kind of information, it would have to be de-identified”. However, there were also
misunderstandings on how carefully the data would be stored by the government. A6
expressed concern that his private information would become public knowledge through

use of the wearable:

“...if it’s de-identified, and it’s used by the government, and it’s kept secure, then

that’s a really good thing, I think. But ifit’s out there for the world to see, and access

’

and unsecure, that’s when it could be really problematic.’
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Australian participants were therefore fearful that data meant only for government eyes
would be accessible by anyone who wanted to see it. Again, participants were unable to
articulate a concrete privacy risk beyond that they were uncomfortable with unauthorised
people knowing their identity and location. Additionally, while the Australian participants
insisted on the wearable collecting only de-identified data, they were also split between
how easy it should be for the Australian Government to identify and catch quarantine
violators. On one hand, identifiable data would significantly fast-track this process, but
this would be to the discomfort of citizens; on the other hand, de-identified data would
slow down the identification process, but citizens claimed to be more comfortable with
this. But when presented with the scenario of a quarantined individual wearing a wearable
breaching their quarantine-at-home order, the Australian participants were split down the
middle. Half the participants wanted it to be very easy for the Australian Government to
identify, catch, and punish the quarantine violators in order to protect the community from
COVID-19. For example, A10 stated:

“I would prefer them to be able to detect violators. It’s just location that they re
looking for. And it’s only a short period of time that concerns me. Yeah, much less
than other scenarios for sure. And I think that the health of the population does need

1

to be put above privacy in some situations, which this would be one of them.’

Meanwhile, the other half of participants felt that despite the public health crisis, citizens
were still entitled to their privacy and there should be some complications for the
Australian Government to identify them. For example, A4 stated: “I think that’s fair
enough that there has to be a degree of difficulty, it’s still the ability to access someone’s
identity and where they re going”. As a result, while Australian participants desired a de-
identified wearable technology architecture, they were evenly split on how easy it should
be for the Australian Government to identify and catch quarantine violators. This suggests
an imbalance or a misunderstanding between what these Australians feel comfortable

with privacy-wise and what they are willing to accept in a public health crisis.

Singapore
Singaporean participants were almost evenly split on whether they preferred an identified

or de-identified governmental wearable device. The participants had a strong
understanding of what kind of information would be required for collected by the
government in order to enforce quarantine obligations. Similarly to Australia, participants
felt that because quarantining people ought to be staying at home anyway, the wearable
technology should not add any additional privacy burden. Multiple participants discussed

Singapore’s identity card which uniquely identifies each citizen and contains an
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enormous amount of identifying information. This card is used in many daily activities in
Singapore, both personal and professional, thus demonstrating that Singaporean citizens
already live with a piece of governmental technology that uniquely identifies them. The
main difference with a governmental wearable device would be that it is placed directly
on their body and its sole use would be to enforce a time-bound quarantine period.
Approximately half of the participants preferred an identified device because they felt it
would be more effective. However, they also added that it would only be acceptable to
them from a privacy perspective if their data was used responsibly. For example, S9
stated:

“No, I think they should be easily identified. I mean, the whole purpose is to ensure
the safety of others. So as long as disclosure on why and how this is being used, |
think they should be easily identifiable.”

However, upon hearing about a de-identified option, there was another group of
Singaporean participants who wished for the device’s information to be de-identified. S5
stated that:

“I think that would be better and it will give people like, more faith in the government.
Yeah, sort of like they would trust the government more. If they were to bleep it out.
Or like, only really, people really high rank can see it, but yeah that’s probably about
it.”

It was important to this group of Singaporean participants that the data gathered by the
device could only be accessible by those with a certain level of data access. However,
regardless of their preference for identified or de-identified data, Singaporean participants
did prefer that their data could only be accessed by authorised government authorities. It
was notable that they raised this preference without being prompted, showing that they
understood data collection and storage issues to a high degree. Furthermore, they
understood the privacy impact of having a government official accessing their data versus

an unauthorised person.

But noting that Singaporean participants were divided on whether the wearable device
should be identified or de-identified, they were almost unanimously in favour of the
Singaporean Government being able to easily identify quarantine violators. Multiple
participants spoke of how Singapore is known for having strict laws and that the vast
majority of citizens abide by them carefully. S5 and S6 noted that while some people

laughed at Singapore banning chewing gum, citizens never questioned the rule and
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followed it from the beginning. Singaporean participants discussed how they valued the
freedoms they were given in the COVID-19 pandemic to live their lives, and that they
were willing to sacrifice elements of their privacy to maintain this freedom. However, the
culture of information sharing and lack of privacy from the institutionalisation of the
Singaporean identity card demonstrates that the perceived privacy risk of the wearable
device is very low for Singaporeans. Overall, participants did not see how this device
would collect data that was any more personal than what was already on their identity
card. Therefore, participants were very comfortable with the Singaporean Government

being able to easily identify quarantine violators, as summarised by S6:

“...given the condition of COVID and the way it’s spreading now, it’s clearly, this is
1 think, directly proportionate to the adversity of the diseases when COVID was not
this bad in the first wave. But after the new strain, and the way it’s spreading like
wildfire, especially in India, and bigger countries, it’s really showed its potential of
destroying the world, I really think that effective measures as of now need to be taken
very, very seriously. So with that in mind, [ would probably prefer that the government
easily identifies whoever’s violating it and catch them so they don’t spread it to 15

)

other people.’

These findings indicate that Singaporean participants have a high technological literacy,
because they have a refined understanding that prioritising privacy would have a negative
influence on the device’s effectiveness at enforcing quarantine obligations. Regardless of
whether the device collects identified or de-identified information, Singaporean
participants want assurance that their data will only be accessed by authorised people.
However, given the severity of the COVID-19 situation and Singapore’s culture of
following the law, participants believed that quarantine violators should be identified and

found quickly regardless of the impact on privacy.

54.3 Context

The context of the COVID-19 public health crisis had a strong impact on citizens’ privacy
attitudes. Overall, the wearable device’s privacy impacts were justifiable in the context
of this public health emergency. But across both Australia and Singapore, there was no
appetite for governmental use of wearable technology to continue beyond the pandemic:
the extraordinary circumstances of COVID-19 fostered acceptance of short-term privacy

violations amongst participants.
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Australia

The Australian participants frequently mentioned the severity and seriousness of the
COVID-19 pandemic when discussing their privacy attitudes. There were no participants
who were fully comfortable with the government knowing their identity and location via
a wearable device, and this discomfort ranged across a spectrum from mildly unsettled to
extremely uncomfortable. However, the Australian participants acknowledged that the
pandemic required extreme governmental responses and that while this would impact
their privacy, it was necessary in order to manage the virus’s impact on and transmission
within the community. All participants believed that the Australian Government was
justified in using the device to enforce quarantine obligations, with multiple participants
referring to how badly managed COVID-19 was in many countries overseas.
Furthermore, the participants also discussed that there needed to be strict quarantine
arrangements to prevent the virus from getting into the community. The majority of
participants backed the wearable device entirely, with the specification that it is only used
in a pandemic environment. Anything beyond a public health emergency made people

feel uncomfortable and they would not accept it. For example, A3 stated:

“In any of those outside contexts, I don’t think I would really have approved of
such a thing for the government to be tracking that specifically. But because of
quarantine, I just think does this lead to a slippery slope with the government

tracking more locations?”

Other participants were willing to accept the privacy invasion in a quarantine context, but
to varying degrees. A4 and A5 provided positions at varying ends of the spectrum. For
example, A4 stated:

“Yeah I mean if you’d asked me before COVID, I'd be probably aghast, but then
bad situations require some ideas to be a bit extreme and this is one of
them...overall I'm not terrifically concerned, cuz I usually believe that it’s for the

greater good.”

AS5 also supported the device, but was notably less flexible in his acceptance:
“I think the only justification would be if it was going to lock down the whole of
Australia again...I think if we're in a really bad situation again, we have like

another massive outbreak. Those kind of steps might be necessary.”

Participants also made reference to the greater good. In this sense, while they understood

the privacy impacts of a wearable device to enforce quarantine obligations, they also
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respected the current way of life in Australia and the need for innovative ways to protect
the country from COVID-19. The balance between public health and privacy was a strong
theme, with A10 stating:

“Is my privacy more important than the health of other people? Or is like each
individual person’s privacy more important than the public health of society? And
1 think that yeah, I think that the public health of society is more important than

’

each individual’s privacy, especially when it comes down to location.’

Therefore, while Australian participants expressed their discomfort with the device, they
also acknowledged that the use of this technology hinged on the pandemic situation and

this consequently made a significant difference on how they felt about the privacy impact.

Singapore
Singaporean participants also spoke of how important it was for the country to avoid

COVID-19 to the greatest extent possible. While the participants had varying degrees of
comfort on governmental use of wearable technology to enforce quarantine obligations,
the appetite for privacy violations was stronger because of the identity card and existing
use of wearable technology in pandemic management. Through the TraceTogether app
and token system, the Singaporean Government was already using wearable technology
to ensure that citizens were responsibly fulfilling their quarantine obligations and with
very few breaches. As discussed in a previous theme, Singaporean participants were used
to their government collecting large quantities of private information on them through
their identity card. As a result, it was natural for them that the Singaporean Government
would continue gathering private information on citizens by using appropriate and
innovative technologies during a pandemic. S9 spoke of how the pandemic context meant
that citizens ought to behave with the collective society in mind, not their personal

preferences:

“So, to me, I think it’s absolutely necessary, and especially when it is considered
as a pandemic, everyone has a role to play. So it’s no longer an individualistic
option when I choose to or not, if this is the way that we’re to help with the

situation, then I think we should take it.

S4 discussed how citizens should be accommodating of this short-term privacy loss in

order to maintain the current standard of living in Singapore:
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“We are all able to travel freely, I know that because we kept the numbers really
low so I think that’s why is why I'm supportive of this whole entire policy. So that

like as a nation we don’t have to lock down again.”

These emphases on living in a collective society and coming together to support the nation
of Singapore are reinforced by the majority of participants, with S1, S2, S5, S6, and S7
each mentioning “the greater good” when discussing the privacy impacts of a wearable
device. While none of the Singaporean participants were eager for the use of wearable
technology, nor were they happy about the idea of quarantine, the acceptance and
understanding of these pandemic mitigation tools were contingent on Singapore being
able to maintain a pre-pandemic standard of living. A temporary loss of privacy and
freedom was required to achieve that, so the Singaporean participants were prepared to

accept this loss and adopt the device.

5.4.4 Time

The length of time that citizens would be required to wear a government-issued wearable
was a strong concern for both Australian and Singaporean participants. Their appetite for
giving up their privacy for COVID-19 quarantine measures was not only limited to the

pandemic itself, but for a specified amount of time within the crisis.

Australia

All participants specified that the government should only enforce the device for the
quarantine period and not beyond this window. The quarantine period of approximately
14 days was mentioned by participants, and while there were differing levels of
acceptance overall for the device, they were united in only being willing to wear such a
device during a period of quarantine and not generally throughout the pandemic. A2 and
A3 discussed how the pandemic had lasted for much longer than anyone expected, and it
was hard living their lives not knowing the end date of the pandemic. They added that in
addition to this uncertainty, they would be totally unwilling to provide their personal
information to the government for such an extended and unspecified amount of time. This
emphasis on government wearables being suitable only as a short-term solution was a

common thread amongst Australian participants. For example, A8 stated:

“Yeah, then I guess it makes sense, if it’s quarantine only, I think I'm only
generally for it if it’s only like very limited temporary use. So if it’s only within a
14 day period, like you can’t really do much anyway.”
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The idea of wearing such a device outside the quarantine period and amongst the broader
population was totally unacceptable to the Australian participants. While this thesis
focuses on the use of wearables in a quarantine context, several participants discussed
wearables that could be distributed to the wider population to manage the pandemic. For
example, A5 was firm in giving her support for the wearable device strictly in a quarantine
context and not for the wider population: “Ifit was to wear all the time for COVID tracing
that would, 1'd feel differently...if you had to wear them all the time, and then it was to
contact trace, I would have big issues with that”. Therefore, the Australian participants
were willing to adopt a governmental wearable device for quarantine, but this acceptance

did not extent to any circumstance beyond this limited time period.

Singapore
The Singaporean respondents were similarly insistent that governments should only use

these wearables for a limited period of time. However, it is important to note that the
Singaporean Government’s TraceTogether digital contact tracing approach also
incorporates a physical token that can be used in lieu of a phone. In this way, Singapore
has already taken steps to providing optional wearable technology to the wider population
for contact tracing. Singaporean participants were very understanding of the need for
effective technological responses to the pandemic, but also specified that these devices

could not be kept beyond the pandemic. For example, S6 stated:

“I don’t think it can be abused because the device is taken off as soon as you 're
out of the quarantine. And so yeah, it doesn’t really matter...If they were using
short term now, I would say very justified. But if we keep using it for the time to

come when the virus subsides, then not justified.”

In this sense, the privacy effects of the device were acceptable for the limited time period
of quarantine but could not be extended beyond the lifespan of the pandemic.
Furthermore, multiple Singaporean participants went beyond the privacy implications of
the physical devices themselves, and spoke of how the data collected by the devices ought
to be destroyed in a short time period. For example, S7 stated:

“...I think for as long as there is a holding period of information. Say example,
they are holding the information up to maximum six months. Then after six
months, they will discard the information and I think that is justifiable, I think to
me, as long as they do not hold it for too long.”



57

Therefore, for Singaporean participants, the two time-related dimensions for citizens to
accept and adopt governmental wearable devices was linked to both the limited time

period of the quarantine and the timely deletion of the data collected by the wearables.

5.4.5 Choice

Having a choice in whether or not to adopt the devices was an important theme amongst
the Australian and Singaporean participants. The main difference here was that
mandatory devices were linked to acceptance, while optional devices were linked to
adoption. In this sense, if a device was mandatory, citizens would have no choice about
whether or not they adopt it and their thoughts were instead in relation to what degree
they would accept such a device. Meanwhile, if they were given a choice about whether
or not to adopt the device, the conversation focused on whether or not they would choose

to adopt it.

Australia

Overall, Australian participants were almost equally divided on whether they would
prefer the wearable device to be mandatory or optional. Each of these approaches would
have different impacts on privacy. Those who preferred a mandatory device made
reference to “the greater good”: their choice did not indicate that they were comfortable
with the government using a wearable to collect private information about them, but to
demonstrate their willingness to cooperate in exceptional circumstances. The wearable’s
impact on their privacy remained to be considerable, but they were willing to live with
the temporary privacy invasion to protect public health. For example, A10 stated: “.../
think if I can see that it’s the best option for society at large, I'm happy to sacrifice my
own security to make sure others are healthy and safe. Yeah”. Meanwhile, others felt
passionately about being given a choice by the government as to whether or not they had
to wear the device. While the vast majority of Australian participants preferred the idea
of quarantining at their home with a wearable device instead of quarantining in a hotel,
they nevertheless wanted to be given a choice about doing it or not. For example, A2
stated:

“Weirdly, even though [ wouldn’t choose the hotel I will be more comfortable with
having the choice. Yeah, yeah that’s weird all these choices that I would never
take up make me more comfortable...I think that has a lot more to do with
psychology than the actual impact it has. And that effect is simply because by
having that little bit of choice, you feel a little bit more free. Even if that choice

)

doesn’t materially give you any more or less freedom.’
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By having a choice, these participants felt more comfortable with sacrificing their privacy
for the benefit of public health in Australia. However, A5 notes that regardless of whether
the device is mandatory or optional, it records the same information. In this way, the issue
is not in relation to the data that the government would receive from the wearable, but

how comfortable citizens would be to accept or adopt it. To summarise, A5 stated:

“You know, I think optional, is more comfort about the process. But I think either
way that they’re mandatory, or optional, they re still recording the same stuff.
They 're still storing it the same way. So my concerns about privacy probably don’t

change. Just you know, my willingness to participate is different.”

This is an important finding for governments because it demonstrates that citizens want
to feel as if they have a choice in the matter when they use these devices: even though it
would function the same way regardless of whether it is mandatory or optional, citizens
would have a higher level of comfort if they were given a choice.

A number of participants also likened mandatory devices to house arrest. Through this
frame, the loss of privacy was given strong links to criminality. Numerous participants
described how they would feel deeply uncomfortable with “being treated like a criminal”
in order to protect the Australian community from the virus. This was not only linked to
whether the device was mandatory, but how easily it could be removed. For example, A9
discussed that while he would be willing to accept a government wearable to ensure he
was staying at home during the quarantine obligation, it reminded him a lot of home
detention: “Yeah. But to say here’s an ankle bracelet, like clip it on, and you're stuck
with it for two weeks. That’s a different conversation. Then that’s, yeah, that’s definitely
like a home detention arrangement”. Therefore, for Australian participants, having a
choice is a strong factor in whether they would accept the device. However, if the device
is made mandatory, while they would be forced to adopt it, their level of comfort would

be heavily impacted.

Singapore
The majority of Singaporean participants argued that the device would need to be

mandatory in order for it to work. This was not about their comfort with sharing their
private data, but about the effectiveness of the government’s pandemic management
response. These participants made clear that while the privacy implications of such a
device were less than ideal, they were prepared to accept this temporary invasion for the

greater good of Singaporean society. Furthermore, they preferred that the device be
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mandatory rather than optional because they wanted it to work effectively. S2 stated that
“I think people would be really worried about privacy if it’s mandatory” but at the same
time felt that the device could only successfully manage to enforce quarantine if the
government required people to wear it. Singaporean respondents were not comfortable
with it, but were willing to sacrifice their choice for the greater good. For example, S1
stated:

“I don’t like it, but I understand why it’s done. And as long as it’s been clear to
me why, why is the rationale behind and there’s a start and end date to when I
have the right I'm fine with it. I know it’s a necessary evil. So, I don’t like it, but I
will follow it...in order for this to work, has to be mandatory because people who
play by the rule wouldn’t mind wearing them, there is that one of the 100 who will

’

not play by rules...’

Therefore, the device is not only a “necessary evil”, but it being mandatory is hinged on
the reality that some people would breach quarantine and the government needs some
kind of safeguard to minimise this risk from occurring. Some participants also described
how they would adhere to the mandatory requirement if the government required it. For

example, S5 stated:

“I think I would be a little like, against it. But like, at the same time, if [ want to
come back to Singapore, then I kind of have to adhere to the rules and regulations
so like, I would just end up doing it. Probably will not question it too much, but

be like complaining and whining a lot.”

In this sense, participants are willing to follow government directives even if it makes
them feel uncomfortable. But the majority of Singaporean participants were ultimately
accepting of the short-term privacy violation that accompanied the wearable device.
Therefore, the Singaporean respondents did not feel strongly about having a choice, but
about the effectiveness of the device in enforcing quarantine obligations. In this sense,
privacy considerations were secondary to ensuring that the device facilitated desired

behaviour changes in society.

5.4.6 Trustin government

The factor of trust in government was also a strong theme in participant responses. This

indicates that people’s privacy attitudes are shaped by how much (or little) trust they have
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in their governments and additionally by their culture. There are significant differences

here between Australia and Singapore.

Australia

The Australian participants did not convey a huge level of trust in their government. This
was not just in relation to protecting their privacy when using the wearable device, but
whether they trusted the Australian Government to have the capacity to deliver such a
significant innovation. Throughout their responses to the interview questions, Australian
participants mostly did not mention their trust in government, or explicitly mentioned that
they either did not trust the Australian Government, or that they did not believe the
government would be able to integrate wearable technology into the pandemic response.
For example, A1, A2, and A3 each discussed how they were uncertain of the privacy
implications that would result from wearables from the Australian Government. Al
described how because she works for the government — at the state level — she is aware
of their low IT proficiencies and capabilities, and therefore did not believe that the
government has the technological capacity to use wearables. Furthermore, A3 described
how she did not trust the Australian Government with her data, although she was unable
to explain why. Meanwhile, while A2 believed that the government would be justified in
using wearable technology to invade people’s privacy in a pandemic situation, he did not
trust them with his private information:_“Yeah, I mean, I'm not a huge fan of the
Australian Federal Government. But I honestly think, I think, I think it would be justified.

I wouldn’t be comfortable with it.”

A4 and A7 stated that they trusted the government enough to trade their privacy for the
freedom to quarantine at their place of residence, but this was with strict conditions such
as correct data handling. Other participants discussed governmental trust and culture in
countries outside Australia. For example, A4 was comfortable with the Australian
Government having access to his private information using a wearable device, but said
that this was highly country-dependent: “.../ suppose some governments, if [ wasn’t living
in Australia, probably a bit different. Think about it.”

Additionally, A8 felt that governmental control over society was necessary to overcome
a pandemic situation. He specifically mentioned the pandemic success of authoritative
countries in the Asian region, and the failure of more liberal countries in the European

region:

“Maybe in a lot of Asian countries. I think that’s how they 've been able to contain

the virus as well, purely because they live in a society where it’s fundamentally
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controlled by the government. Right? I guess, or, yeah, I think that will be very
hard to have that implemented in Australia, purely because I think we value our,
our privacy as well. Maybe not as much as some places in Europe, from the way

’

1 see things, but still, we value it. And then we don’t easily share private data.’

In this sense, Australian participants did not speak strongly about trust in government and
its links to privacy. Attitudes were largely linked to them not having faith in the
government to achieve such a project, as opposed to handling their data correctly.
However, some participants acknowledged that if they lived in another country than

Australia, their attitudes may change.

Singapore
The topic of trust in government and culture was a strong factor in Singaporean

participant responses. Their responses reflected privacy attitudes that were accepting of
governmental gathering and possession of personal information, largely owing to an
established culture of governmental surveillance in Singapore. Without being prompted,
the vast majority of the Singaporean participants stated that they had a high level of trust
in the government: not just in relation to their privacy in this wearable technology
example, but in relation to daily life. Citizens already have an identity card that collects
a large quantity of personal information, and so a wearable device only collects a wearer’s
location for a set amount of time in a window where one is supposed to be staying at
home regardless. Singaporean participants understood this concept well, and had lived
experience that the Singaporean Government could be trusted with their private
information. Multiple participants discussed how Singapore is a collective society instead
of an individualistic society, and therefore its citizens are willing to tolerate some privacy

invasions to protect the community. For example, S1 stated:

“Regarding individualistic society versus a collective society is if you see yourself,
your own rights, more important than everybody else, then that is a big issue. But
you know, Asian society, we value the bigger picture, it is a small sacrifice that

you have to stay home for the quarantine period.”

Furthermore, participants discussed how they are used to being tracked in Singapore.
While the TraceTogether digital contact tracing has an optional physical token for those
who prefer not to use their smartphone for the app, prior to the pandemic Singapore was

known for being one of the most surveilled cities in the world. For example, S3 stated:
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“I think it’s always a running joke in Singapore that we say, there’s really
nowhere that we are not tracked. So if you take a look around, there are cameras
everywhere...you re pretty much monitored all the time. Even if you go to like the
MRT stations or public transport, you can probably see a camera nearby as well.
Yeah, so in terms of citizen privacy, I think it just increases the surveillance kind
of mentality.”

The Singaporean participants discussed how government control is not only normalised,
but widely accepted. The proliferation of tracking devices and systems is a commonly
known part of society, that Singaporean citizens are used to living with in their daily lives
even before the pandemic. The trust in government is immense, with S1, S2, S4, S6, S8,
and S10 each going into detail about the fact they trust the Singaporean Government.
Therefore, the idea of a wearable device collecting personal information such as their
identity and location does not phase the Singaporean respondents so greatly because there
is already an entrenched culture of surveillance and a high level of trust in government.
In this sense, while the Singaporean respondents are not entirely comfortable with their
location being monitored with a wearable device, they nevertheless trust the Singaporean

Government to execute such an initiative.

5.4.7 Data access

Who would have access to the data collected by the wearables had a significant influence

on both Australian and Singaporean participants’ privacy attitudes.

Australia

For Australians, data access was more complex than specifying that the Australian
Government ought to be the only body able to access the wearable data. This extended to
different groups of people having various qualms about government access to data, with
an emphasis on vulnerable groups. In general, Australian participants were split over
whether it should just be authorised government officials who would have access to the
data, or whether it does not matter because the government has personal information such
as your address anyway. In the case of the latter, participants were not fussed about who
had access to the data and they also trusted that it would only be accessed in necessary

circumstances, such as if a person breached their quarantine. For example, A7 stated:

“The government already has the information available to them, right, like they
already know where you live, they can access, you know, hold your, you know,

they already have like all these your tax information.”
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Through this lens, data access was indeed limited to government officials, but fell short
of specifying an authorisation protocol. There was no privacy breach because the
government was not receiving any new information. However, multiple other participants
emphasised that only a select group of officials within the government itself should have
access to the data, to ensure that it was being used for the right reasons. A4 and A5
believed that governmental health officials ought to be the only workers with right of
access to the data. In this sense, privacy attitudes were partially dependent on what areas

of the government would have access to the wearables’ data.

A large number of participants expressed concern for vulnerable people and what
unfettered data access might mean. A1 and A2 were extremely sceptical of the police
force, and felt deeply uncomfortable that anyone in a law enforcement position might
have access to the wearables’ data. A1 distinguished between someone in the police force
having access to a citizen’s address in comparison to someone in the electoral office.
Additionally, A1, A3, A4, A6, and A10 each expressed concern that the wearable data
could have negative impacts on vulnerable people. For them, while they themselves did
not have privacy concerns for themselves, they recognised that this may not be the case
for everyone in society. For example, domestic violence was outlined as an issue, and it
may an enormous privacy impact for someone experiencing domestic violence to have
their location monitored with a wearable device by the government. Participants also
expressed that vulnerable groups in society may be unfairly penalised by the government
having access to their location data. A4 described how two young women of colour were
bullied and abused when the government discovered they had defrauded the country’s
existing quarantine system. He believed that while they did the wrong thing, the public

outcry amounted to racism that went beyond the severity of the crime. A4 stated:

“Clearance is important, not the silly person at the tax office or whatever, so it
has to be well guarded for privacy, not open slather like you see in the media.
Some of these people who've done things that are breaching quarantine have been
pretty much crucified unfairly at times because people decide to hate them. You
got those three girls that went to Brisbane or two girls and they were absolutely

pilloried and they were young people who didn't deserve that.”

Therefore, the information collected by a wearable could be used in ways that
disproportionately affect vulnerable people in society, and as a result, these individuals
may have greater privacy concerns as to who can access their data. Therefore, Australian

participants’ privacy attitudes were shaped by to what extent they wanted to scope the
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data access within the government, and how they saw the wearable impacting the privacy

and well-being of vulnerable people in Australian society.

Singapore
In Singapore, there was very little emphasis on what government data access could mean

for vulnerable groups. Rather, participants saw government access as a positive thing
because it could assist in the government’s duty of care towards citizens, such as tracking
and finding missing persons. It has been established in other themes that Singaporean
citizens are used to their government having a significant amount of information gathered
about them, such as through their identity card and the smart city surveillance system in
place across Singapore. For the Singaporean participants, data access did not have a
significant effect on their privacy attitudes. They did specify that they would not accept
their data being misused, but essentially they did not feel that the information collected
by the wearable posed any greater privacy risk than what the Singaporean Government
knew about them already. Only one participant expressed concern for vulnerable people,
and even then they did not dismiss the idea of a wearable device for quarantine: just that

the government ought to ensure more safeguards for these circumstances.
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6 Discussion

This section describes how the findings of this study provide an in-depth, exploratory
insight into citizens’ privacy attitudes towards governmental use of wearable technologies
in public health crises. The COVID-19 pandemic has been used as an example of a public
health crisis, and quarantine obligations are used as the setting for which wearable
technologies can be used. The qualitative data gathered through semi-structured
interviews were inductively analysed, resulting in seven themes that contribute to privacy
attitudes. The country case examples of Australia and Singapore were used to add breadth
to the findings by providing the opportunity for comparison of citizen attitudes. A
summary of the differences and similarities in citizen privacy attitudes in Australia and
Singapore can be found in Table 6 at 9.3. As per existing findings in cross-cultural
wearable technology adoption studies, this study found similarities and differences in
adoption across Australia and Singapore (see Duval & Hashizume, 2005; Yang Meier et
al., 2020).

6.1 Citizen privacy attitudes

The findings answer the overarching research question by demonstrating that — for both
countries — citizens’ privacy attitudes towards governmental wearable technology are
mediated by their existing privacy and trust attitudes. This study’s findings reinforce
those from Miltgen et al. (2013), who state that privacy and trust are the most important
adoption factors, as opposed to general adoption factors — such as those in technology
acceptance models. This is different to many existing wearable technology adoption
studies, as the majority have delivered findings by using these models: while technology
acceptance models may be useful to understand consumer-level adoption, they are
insufficient to understand adoption in a government context. There were some similarities
between Australia and Singapore: across both countries, citizens were willing to overlook
the privacy concerns posed by wearable technology to manage the pandemic even though
they were not fully comfortable with providing this information to the government. The
greater good was seen to be more important than the protection of their individual privacy,
and citizens understood the necessity for strict and effective quarantine arrangements to
keep their communities free of COVID-19. This was also reflected in their desire for
authorities to quickly identify and find people who breached their quarantine orders, while
Australia was more divided than Singapore in this regard. Furthermore, citizens from
Australia and Singapore would not be willing to accept a governmental wearable outside
the COVID-19 pandemic context, indicating that the privacy invasion ought to be
temporary. This reinforces findings from wearable technology adoption literature where

context is a significant adoption antecedent (Gao et al., 2015; Schomakers et al., 2019).
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Approaches to privacy and trust varied between Australia and Singapore, and therefore
citizen privacy attitudes towards governmental wearable technology varied also.
Australia and Singapore have different privacy cultures, which affected privacy attitudes
to a great extent. Australia’s privacy culture is stronger than that of Singapore — this is
not to say that Singaporeans do not care about their data privacy, but that Australia has
stronger legal protections and therefore higher public expectations of what kind of data is
gathered about citizens, and by what kind of authority. Australia’s Privacy Act was
established in 1988, and was specially amended in May 2020 to accommodate temporary
changes in data gathering and storage with the COVIDSafe app (Australian Government
Department of Health, 2020b). Meanwhile, Singapore’s first legal framework for privacy
was established in 2012 and it is unclear how or if any special amendments were made
for the TraceTogether app (Goggin, 2020). Furthermore, Singapore’s lived experience as
one of the world’s leading smart cities and one of the most surveilled places in the world
also contributes to a privacy culture where citizens are used to the government collecting

their personal information.

Additional to the privacy culture, there were large differences in how Australian and
Singaporean citizens understood the privacy risks posed by governmental use of wearable
technology. This was a resounding theme in the wearable technology adoption literature,
finding that users often did not fully comprehend the privacy risks associated with using
a wearable device (Bellekens et al., 2016; Guillén-Gamez & Mayorga-Ferndndez, 2019;
Motti & Caine, 2015). However, in a government context, Australians expressed concern
over their government collecting information about them, even though they could not
identify what risk this information posed to them. Meanwhile, Singaporeans had more
nuanced understandings of what information their government already collected about
them, and how this information could be protected and used. In this sense, Australians
had weaker understandings of privacy than Singaporeans, and yet had stricter privacy

attitudes towards governmental use of wearables.

Citizen privacy attitudes were shaped in both countries by citizens weighing up the
perceived benefits and perceived privacy risks associated with governmental wearable
technology in this public health context. This finding provides strong support for Laufer
and Wolfe’s (1977) privacy calculus theory, whereby people assess and compare the
benefits of what they might get when sacrificing their privacy with what they may lose in
the process. Other wearable technology adoption studies had found that privacy calculus
theory applies in the context of wearables, finding that when people’s perceived benefit

is higher than the perceived privacy risk, they are more likely to adopt the technology
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(Gao et al., 2015; Li et al., 2016). Furthermore, wearable technology adoption studies
without a privacy calculus theory focus also identified the influence of perceived benefit
on adoption (see Adapa et al., 2018; Chuah et al., 2016; Dehghani et al., 2018; K. J. Kim
& Shin, 2015; Rauschnabel & Ro, 2016; Talukder et al., 2019; Wang et al., 2020). While
there were slight differences in the perceived benefits for Australian and Singaporean
citizens, both groups critically considered how these benefits compared to the perceived

privacy risk of adopting or accepting a government-issued wearable.

For both Australians and Singaporeans, the perceived benefits of quarantining in the
comfort of their own homes while also protecting the community from COVID-19
outweighed their discomfort with their governments collecting their location data.
Australians valued comfort, saving money, and the greater good as important benefits,
while Singaporeans had a stronger focus on the collective benefit for society. Singaporean
citizens were also more likely than Australians to consider the current hotel arrangement
as more comfortable or appropriate than quarantining in their homes, but this was
unrelated to the perceived privacy risk of the wearable and instead linked to their personal
living situation (such as having vulnerable or older family members living at home). In
this sense, while citizens’ privacy attitudes from both countries demonstrated various
degrees of concern for governments gathering personal data through a wearable, there

was also a willingness to exchange privacy for certain benefits.

It is important to here note that while the perceived benefits were similar across the
countries, the perceived privacy risk and general understandings of privacy differed
between countries. While Bellekens et al. (2016) found that people generally have a poor
understanding of privacy risks, this was the case for Australian participants but not for
Singaporean participants. Singaporeans had a stronger understanding of the privacy risks
involved with the government collecting location data, and also had a larger appetite for
this because of the strong surveillance culture in their society (Goggin, 2020). They
understood that the privacy risk was low and they also trusted the Singaporean
Government to safely and effectively gather and store the data. Meanwhile, Australians
had a general distrust of the Australian Government’s capacity to do this. These privacy
attitudes convey Smith et al.’s (2011) privacy paradox, whereby citizens state that they
are concerned about privacy, but are simultaneously willing to exchange their privacy for
certain benefits. The privacy paradox is important for the adoption of governmental
wearable technology in public health crises because it ignites a debate on whether privacy
is an interest or a right. Privacy literature is undecided on this, but the fact that citizens
exhibit cost-benefit analysis behaviours in relation to their privacy supports the argument
that while privacy is an important part of people’s lives, it is also exchangeable for

benefits (Bennett, 1995). In the context of government-issued wearable technology,
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citizens are willing to adopt it under certain circumstances because it provides them with
benefits such as a more comfortable quarantine and preserving pre-pandemic lifestyles in

the wider community at the seemingly small cost of temporarily sacrificing their privacy.

Therefore, this study’s findings are that citizen privacy attitudes towards governmental
wearable technology further support the privacy calculus theory and challenge the notion
that privacy is a right as opposed to an interest. Future studies on privacy and
governmental wearable technology adoption ought to draw upon the privacy calculus

theory, and move away from technology acceptance models.
6.2 Data-first versus privacy-first

The findings also demonstrate that citizens do not fully understand the difference between
data-first and privacy-first wearable technology architectures. On one hand, citizens tend
to want their privacy to be preserved, but on the other hand they also want the government
to quickly identify and find people who have breached their quarantine. Owing to the
different wearable technology architectural structures, these preferences do not
necessarily work simultaneously. As data-first architectures gather and store identifiable
citizen data, it is easier for governments to identify and pursue individuals who have
breached quarantine (Fahey & Hino, 2020; Kapa et al., 2020). Meanwhile, privacy-first
architectures de-identify this information through an encryption process and public
authorities would have a more complex — and presumably slower — process in identifying
and pursuing individuals who have breached quarantine (Fahey & Hino, 2020; Kapa et
al., 2020). There were strong differences between Australian and Singaporean citizen
preferences in this regard. In Australia, citizens expressed a preference for the
government collecting de-identified data on those wearing the device, yet were divided
on whether it should be easy or difficult to identify and catch quarantine violators.
Meanwhile, Singaporean citizens were divided on whether the device should gather and
store identified or de-identified information, and exhibited an almost unanimous
preference for the government to be able to quickly catch quarantine violators. Therefore,

citizens have preferences for elements of both data-first and privacy-first architectures.

These findings indicate that citizens want to reap the benefits of both types of architecture:
to have their privacy preserved as much as possible when wearing the devices, but for the
government to also be able to quickly identify and catch those who decide to breach their
quarantine orders. Therefore, when developing wearable technology architectures,
governments cannot necessarily take citizen preferences at face value. Wearable
technology literature has demonstrated that there are many potential security and privacy
risks in wearables (see Cusack et al., 2017; Goyal et al., 2016; Hiremath et al., 2014;

Yaqoob et al., 2019): however, Australians were largely unable to explain what privacy
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risks may occur when the government collected their data through a wearable and some
did not have faith that the government could sufficiently manage these risks. While
Singaporeans had a stronger understanding of these risks, they also expressed a high
degree of trust in their government that these security and privacy risks would not occur.
Therefore, citizen privacy attitudes do not differ in relation to whether the wearable
technology operates as data-first or privacy-first: consistent with Miltgen et al.’s (2013)
findings, their attitudes revolve around their existing privacy and trust attitudes. These
attitudes are highly culture dependent, as well as being dependent on the severity of the

public health crisis in question.
6.3 Mandatory versus optional

Finally, the findings demonstrate that citizen privacy attitudes differ in relation to whether
the wearable technology is made mandatory or optional by the government. While this
study focused on adoption, the analysis identified that acceptance is a relevant focus in
addition to wearable adoption. If the device is mandatory, citizens have no choice in
whether they adopt it or not and the analytical focus then lies on whether they accept the
technology. If the device is optional, this gives citizen a choice as to whether or not they
adopt the technology. This paper’s literature review established that all wearable
technology adoption studies to date have focused on voluntary wearable adoption. This
is because governmental uses of wearable technologies up until the COVID-19 pandemic
have been in a criminal behaviour management setting (Schwartz, 2020). The decision
by governments throughout the world to use wearable technologies as a pandemic
management tool demonstrates a need for academic research into wearable technology
adoption, and this study takes a first step in adding a building block to this budding
research area. The distinction between the adoption of optional devices and the
acceptance of mandatory devices is important because citizens have different approaches

depending on the level of choice associated with the devices.

In Australia, citizens felt uncomfortable with not having a choice despite understanding
the need for effective technological solutions in the government’s pandemic management
approach. Having a choice was a strong factor in how comfortable they felt with using
the wearable technology. Not having control over whether or not they used the device led
to comparisons between public health wearables and wearables to facilitate home
detention arrangements. Australians expressed an overall concern for how these devices
could affect vulnerable people’s sense of safety: this resonates with Payne et al.’s (2009)
research that found that people of colour have greater fears of inequalities as a result of
government electronic monitoring. Meanwhile, Singaporeans expressed a strong

preference for mandatory devices despite feeling similarly uncomfortable with the lack
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of choice: this was consistent with their desire to protect Singapore’s way of life during
the pandemic. Therefore, if government-issued wearable devices are mandatory in public
health crises, citizens’ acceptance from a privacy perspective revolves around their level
of comfort. Singaporeans felt more comfortable with the situation because of their high
levels of trust in government and their society’s pre-existing surveillance culture.
Australians were less comfortable because of their lower level of trust in government and
acknowledgement of the potentially greater impact on vulnerable people in society. A
further finding of this study is that vulnerable people — such as those experiencing or at
risk of domestic violence — may require additional data access protections to ensure their
location data is secure. This finding reflects Xu et al.’s (2009) statement that different

wearable technology user groups require different privacy approaches.
6.4 Theoretical implications

This study provides a range of theoretical implications that ought to be addressed and
incorporated into future research. Firstly, this is the first study that has investigated
wearable technology adoption in a public sector context. All prior studies have focused
on this through a consumer lens, where users make a voluntary, personal decision whether
or not they wish to adopt a wearable. In a government context, many established adoption
factors are irrelevant and therefore are not suitable for public sector contexts. For
example, these established adoption factors have resulted in recommendations such as
ensuring wearable devices are fashionable and comfortable (Adapa et al., 2018; Chuah et
al., 2016; Kim & Park, 2019; Rauschnabel & Ro, 2016), and are appropriately priced
(Dehghani et al., 2018; Kim & Shin, 2015; Wen et al., 2017). This study has demonstrated
these factors are not important in a government context, and instead, researchers ought to
focus on adoption factors such as perceived benefit, perceived privacy risk, and context.
This study has also validated privacy calculus theory in a public sector context: while past
wearable adoption studies have demonstrated this theory’s applicability in a consumer

setting, this study’s research findings do so in a government setting.

Secondly, because governments may make wearables mandatory or optional, this study
differentiates between wearable technology acceptance and adoption. Wearable
technology adoption literature has often considered technology acceptance and adoption
to be one and the same: in a government context, this is not the case. Furthermore,
technology acceptance models such as TAM and UTAUT assume voluntariness of use,
which may not be the case for public sector rollouts. For public sector use, optional use
is associated with adoption and has strong links with factors such as trust in government,
perceived benefit, perceived privacy risk, and context. Meanwhile, mandatory use is

associated with acceptance and is predominantly linked to trust in government. Future
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research on governmental use of wearable technology should make clear whether device
use is mandatory or optional, as this will have different theoretical implications. Finally,
this study reiterates the need for cross-cultural wearable technology adoption studies. This
study responds to an identified research need that more cross-country comparisons ought
to be conducted to understand the nuances of why people adopt wearable technology
(Chau et al., 2019; Gao et al., 2015; Kim & Shin, 2015; Paluch & Tuzovic, 2019). The
varied results between Australia and Singapore confirm the continued need to investigate
wearable technology adoption across different countries and/or cultures in order to
develop more nuanced frameworks and conceptual models. This is a finding that applies
to both governmental and consumer contexts. Overall, these findings contribute to
broadening the wearable technology adoption literature focus to investigate beyond the
consumer context, and to explore the public sector context. There are different acceptance
and adoption factors to consider, and as public health crises such as COVID-19 can occur
on national and global scales, it is crucial that academia is prepared with deep insights

before these crises hit.
6.5 Practical implications

This study also provides a range of practical implications that governments ought to
consider when planning to use wearable technology in public health crises. This is to
ensure ideal levels of adoption and/or acceptance amongst citizens. While wearable
technology has been identified by technology and health experts as having an important
role to play in managing and mitigating the effects of public health crises (Nasajpour et
al., 2020; Sun et al., 2020; Whitelaw et al., 2020), governments have practical
considerations to ensure that they implement these devices in a way that citizens accept
and respect. This study demonstrated citizens’ willingness to temporarily sacrifice their
privacy for the greater good. However, this sacrifice was dependent on numerous factors:
the device could only be used for a limited time period, the device ought to save citizens
money or provide them convenience in some way, and the data gathered by the device
ought to be subject to high security standards and accessible only to authorised
government officials. Furthermore, this study’s findings demonstrate that the Australian
Government ought to explore the possibility of complementing hotel quarantine
arrangements with wearable devices at home, with significant financial savings to the

citizen.

Additionally, high levels of trust in government is a necessary acceptance and adoption
antecedent. For governments to successfully rollout wearable technology as a quarantine
monitoring tool in public health crises, they will need to demonstrate how they have

addressed the above factors. If citizens’ benefit from using the devices does not outweigh
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their perceived privacy risk, governments are unlikely to achieve appropriate levels of
acceptance and/or adoption. Governments with lower or volatile levels of trust in
government ought to expect citizen resistance, and should incorporate this into their

decision-making process and rollout strategy.
6.6 Limitations

This thesis is subject to a number of limitations. These issues do not delegitimise this
study’s findings and proposed directions for future research, but must be acknowledged
when evaluating the validity of the research design’s outputs. Firstly, the results are
subject to the unavoidable limitations of exploratory studies. This type of research design
is qualitative, rather than quantitative by nature (Stebbins, 2001): while this was useful to
create a foundation for expanding wearable technology adoption research beyond the
consumer perspective and into a public sector perspective, the findings are not statistically
generalisable. Qualitative data can suffer from bias and is subject to interpretation,
meanwhile using quantitative data is more useful to detect patterns and generalise
findings to wider populations than the sample size (Stebbins, 2001). In this sense, while
exploratory research is especially useful to understand new topics — such as the one
outlined in this study —further research and validation is recommended to build on the

findings..

Additionally, while the snowball sampling method was the most appropriate way to
source interviewees, this method does not stand without criticism. The final sample has
an inherent risk of bias, because interviewees are linked with each other and the author
also had to rely on current participants’ willingness to assist in recruiting other wearable
users to interview (Naderifar et al., 2017). The author also encountered issues with
recruiting interview participants within the time scope of the study. Snowball sampling
methods are known to be a gradual process and more time-consuming than other sampling
strategies, and this must be taken into account when designing studies (Biernacki &
Waldorf, 1981; Naderifar et al., 2017). While data saturation was achieved after 20
interviews, it is nevertheless important to mention that the limited time period to conduct

this study added complications to who could participate in the research.

There are also notable limitations in relation to the sample’s representativeness. Firstly,
no females over 46 years of age were included from either country, and only one male
over 46 years of age from Singapore was interviewed. This issue of representativeness is
a general issue in country-wide analyses (Yang Meier et al., 2020), and past wearable
technology adoption studies have narrowed their sample sizes using parameters such as
age, gender, and experience with technology. Beyond this study’s variables of country

and wearable experience, other variables such as age and gender may influence citizens’
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privacy attitudes. Assessing the influence of age and gender was not a goal of this study
and was therefore not included in the analysis, but this does not mean that these variables
did not influence privacy attitudes. Furthermore, the author selected experienced
wearable technology users and chose not to include non-experienced users. While this
decision was justified by previous studies being undecided on how experience influences
privacy attitudes (see Koo & Fallon, 2018; Spagnolli et al., 2014) and to ensure that
interviewees would understand the interview questions, this study lacks the perspective
of people who have no experience with wearables. Past wearable technology research has
identified that focusing strictly on users has its limitations, namely that identified
adoption factors may not be generalisable beyond this group to non-users (see Kim &
Shin, 2015; Paluch & Tuzovic, 2019; Sergueeva et al., 2020). Additionally, existing
technology adoption research has been criticised for being fragmented (Bagozzi, 2007):
while this study makes a meaningful contribution to the wearable technology adoption
literature, it nevertheless requires future research attention that addresses different

countries and wider ranges of variables.

These criticisms towards the study’s representativeness limits the generalisability of this
study’s research findings because governments may mandate or provide the option of
wearable technology to any of their citizens, not just the sample within this research study.
With 20 interviews conducted in total, this qualitative data is useful for theoretical — and
not statistical — generalisability. As such, the author emphasises that this is an exploratory
study that lays the groundwork for future research. Therefore, future studies ought to
consider these variables in their analyses to establish their impact on people’s willingness
to adopt governmental wearable technology. Authors wishing to further address
governmental use of wearable technology ought to build upon this qualitative study with
quantitative analyses — such as through a survey, similar to the majority of wearable

technology adoption studies (see Table 5) — or more in-depth qualitative analyses.

While wearable technology can be used by governments for a variety of functions other
than enforcing quarantine — such as monitoring COVID-19 patients’ vital signs or
enforcing social distancing — the author has selected the focus on quarantine to keep the
research scope achievable. The findings of this study are therefore relevant in a quarantine
context, and are not necessarily applicable beyond this (particularly noting that this study
did not investigate privacy attitudes in a health context). Future research ought to also

investigate the wider uses for wearables in the public sector, beyond a quarantine context.

Additionally, the data is not longitudinal and interviews occurred at a time where COVID-
19 restrictions in both Australia and Singapore were not strict. The interviews took place

in late March and early April 2021, and by the time of submission in late May 2021,
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Singapore and a part of Australia were subject to reinstated COVID-19 restrictions of
varying degrees of strictness. A longitudinal qualitative study was not feasible in light of
this study’s time restrictions, but such a study may have provided more in-depth insights
to citizens’ privacy attitudes. An additional limitation is applicable to Australia, where
the author did not place further geographic restrictions on research participants: this was
problematic because the State of Victoria was subject to the country’s strictest lockdown
for four months in 2020, whereas the rest of Australia had a very limited lockdown
experience. This meant that Victorian respondents had a different perspective on COVID-
19 than respondents from the rest of Australia. The author recommends that future studies

consider geographic spread during the sampling strategy’s scoping phase.

Despite these limitations, this study offers new insights into a highly topical and relevant
area of wearable technology use that has never been researched in this way before. The
seven themes that emerged from the interviews are a promising foundation for further
research into governmental use of wearable technology, and for governments to critically
consider when rolling out wearable technology in a quarantine environment. Without
such research, researchers and governments would be forced to rely on established
wearable adoption antecedents, and this study has demonstrated that not all of these

factors are relevant in a public sector context.
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7 Conclusion

This study investigated citizens’ privacy attitudes towards adopting governmental use of
wearable technology in public health crises, with an addition focus on data-first and
privacy-first structures, and mandatory or optional use. The research gap present at the
beginning of this study was immense: to date, no research had explored wearable
technology adoption in a public sector setting. This was problematic because — while
governments around the world had employed wearables in criminal justice settings — the
COVID-19 pandemic encouraged a great deal of ad hoc technological innovations in
order to mitigate the effect of the virus. Public health experts advised that wearable
technology may be a highly useful tool in situations such as enforcing quarantine,
measuring people’s vital signs, and ensuring social distancing. However, the privacy
implications of governments using these technologies were significant and there was no
concrete evidence base to support such an approach in the public sector. To keep the
research scope manageable, this thesis focused on wearables as a quarantine enforcement

tool in Australia and Singapore.

By interviewing 20 citizens across Australia and Singapore, this study obtained valuable
insights into what is important for governments to consider when deciding to roll out
wearable technology in crises such as COVID-19. Furthermore, that privacy attitudes can
differ based on country and culture. The inductive analysis found that there are seven
themes that influence citizens’ privacy attitudes: perceived benefit, perceived privacy
risk, context, time, choice, trust in government, and data access. This study identified
important similarities and differences in privacy attitudes between citizens from Australia
and Singapore. Overall, Australia has a stronger privacy culture than Singapore and this
affected how citizens from the respective countries perceived adopting governmental
wearable technology. Singapore’s established culture of mass governmental surveillance
created an ecosystem where Singaporeans were trusting of the government to collect,
store, and use their data responsibly. While Singaporeans were not totally comfortable
privacy-wise with their government using wearable technology to enforce quarantine, the
vast majority agreed to it under the unique pandemic circumstances. Meanwhile,
Australians had weaker understandings of privacy and also stricter privacy attitudes,
based on an established culture of privacy and lower use of innovative technology by

government.

The privacy calculus theory was found to be an effective theoretical framework to assess
citizens’ intention to accept or adopt governmental wearable technology, as for both
Australia and Singapore, citizens weighed up the perceived benefits and perceived

privacy risks when considering their appetite for wearable technology in a quarantine
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setting. Additionally, themes such as the pandemic context, length of time and their
choice in wearing the device, their trust in government to effectively implement the
technology, and who would have access to data all had strong relationships with their

privacy attitudes.

Citizens do not fully understand the difference between data-first and privacy-first
wearable technology architectures. In order to suit their desired benefits and mitigate their
privacy concerns, citizens from Australia and Singapore demonstrated they wanted to
benefit as much as possible from a governmental wearable device and sacrifice as little
of their privacy as was feasible. Therefore, governments may not be able to accommodate
citizen preferences when designing policies for wearable technology and must instead be

prepared to face and navigate citizens’ pre-existing privacy and trust attitudes.

Additionally, whether a device is made mandatory or optional impacts privacy attitudes.
The difference between acceptance and adoption was important, as mandatory devices
can be accepted while optional devices can be adopted. Australian citizens preferred to
have a choice in whether they adopt a governmental wearable, while Singaporean citizens
preferred the device to be mandatory in order to maximise its effectiveness. The context
of the COVID-19 crisis evoked a strong affinity for the greater good, demonstrating that
while the devices posed some perceived privacy risks, citizens were nevertheless willing

to accept or adopt the devices under the circumstances.

Other key findings included that while wearable technology adoption studies to date have
tended to frame their research with technology acceptance models, this is not suitable for
a government context. For adoption studies in a public sector context, researchers ought
to draw upon privacy and trust literature, as opposed to technology acceptance models.
Furthermore, governments seeking to use wearables in public health crises ought to
critically consider this study’s seven themes in order to facilitate greater acceptance or
adoption. As an exploratory study, the findings of this thesis provide a strong foundation
for future research to further investigate wearable technology adoption in the public sector

using quantitative approaches, or with different country case studies.
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9 Appendix

9.1 Summary of wearable technology adoption studies
Author/Year Type of wearable Framework (if used) Method Key findings
There was a difference in adoption attitudes depending on the type of
wearable: fashion was important for smart glasses adoption, while
having useful fitness apps was important for smart watch adoption
Smart glasses; smart Privacy is a key concern for all types of wearable devices, and this has to
Adapa et al. (2018) watch TAM & UTAUT Interviews be balanced alongside the device's functionalities
Wearable devices are subject to privacy complacency by their users, as
they tend to trust the linked applications and the device manufacturer.
This is in spite of the fact that users expressed concern for their data
security and privacy. Furthermore, users believe they have more control
Bellekens et al. (2016) Wearable technology - Survey over their data than is the case in reality.
There is a difference between adoption factors and sustained use factors,
Wearable fitness and strong adoption factors include technology affinity, gender, and
Canhoto & Arp (2017) technology - Interviews context.
Coorevits & Coenen
(2016) Wearable technology - Netography User attrition is influenced by discomfort, selectability, and usefulness.
User adoption intention is shaped by perceived usefulness, which is in
TAM & health belief turn influenced by perceived convenience and perceived irreplaceability.
Chau et al. (2019) Wearable health devices | model Survey Furthermore, user adoption intention is also influenced by health belief.
User adoption intention is shaped by perceived usefulness and visibility,
and by whether users view the smart watch as a technology or a fashion
Chuah et al. (2016) Smart watch TAM Survey item
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Dehghani et al. (2018) Smart watch Own model Survey User adoption intention is influenced by healthology.
Duval & Hashizume There are gender and cultural effects on people's perceptions of wearable
(2005) Wearable technology - Survey computers.
UTAUT?2, Protection
Fitness devices vs motivation theory, & Fitness device users are more affected by HM, SI, privacy, while medical
Gao et al. (2015) medical devices privacy calculus theory Survey device users are more affected by EE
General (glasses, bands,
watches, jewellery,
headphones, clothes,
Gregor & Gwiazdzinski, tattoos, contact lenses,
(2020) skin implants) - Survey Use of wearable devices is twice as low as the level of knowledge
Conceptual framework
Guillén-Gamez & General (wrist-worn, of utility, comfort, Men are more likely to accept and adopt wearable devices, but there is a
Mayorga-Fernandez clothes, smart glasses, emotions, privacy, and growing interest amongst young women. Furthermore, privacy is a
(2019) shoes) intended use Survey strong user concern.
Domain-specific
innovativeness, Product-
possessing
innovativeness,
Information-possessing Users with high levels of tech-savviness are more likely to adopt
Jeong et al. (2017) Wearable technology innovativeness Survey wearable technology than those without.
Perceived qualities - The qualities in smart wearables have a hierarchy of importance and are
Karahanoglu & Erbug hedonic qualities and associated with one another, where a failure in one quality can have
(2011) Wearable technology pragmatic qualities Focus groups negative impacts on the wearable product as a whole
Perceived usefulness is influenced by affective quality and relative
advantage. Perceived ease of use is influenced by mobility and
Kim & Shin (2015) Smart watch TAM Survey availability.
Wearable trackers should be small, lightweight, and neutrally coloured
Novice users are more likely to use wearable trackers to track the
physical health of other people, while experienced users prefer to
Koo & Fallon (2018) Wearable technology - Interviews monitor others' activity
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Users are greatly concerned about privacy and security, with their
greatest concern being video capture and financial information being

Lee et al. (2016) Wearable technology - Survey gathered without their consent.
A person is more likely to adopt a wearable device if the perceived
Lietal. (2016) Wearable health devices | Privacy calculus theory Survey benefit is higher than the perceived privacy risk.
TAM, diffusion of Trust and privacy are amongst the most important adoption factors,
innovation model (DOI), beyond the factors introduced in adoption models such as TAM, DOI,
Miltgen et al. (2013) Biometrics & UTAUT Survey UTAUT

Motti & Caine (2015)

Wrist-mounted wearable
devices & head-mounted
wearable devices

Content analysis

The type of wearable impacts users' privacy concerns.

User adoption intention is influenced by perceived benefit and perceived

Nasir & Yurder (2015) Wearable health devices | TAM Survey risk.
TAM & privacy User reactions to wearable technology adoption fall into the following
Paluch & Tuzovic (2019) | Wearable technology calculus theory Interviews categories: embracing, considering, debating, and avoiding.
User adoption intention is influenced by their perceived control of the
device and their own innovative tendencies. Perceived cost has no
Park et al. (2016) Wearable health devices | TAM Survey significant effect on adoption intention.
User adoption is influenced more by fashion than by privacy concerns,
TAM & innovation and users with high levels of tech-savviness are particularly motivated to
Rauschnabel & Ro (2016) | Smart glasses diffusion theory Survey adopt smart glasses.
Segura Anaya et al. Users are greatly concerned by wearable device privacy and place huge
(2018) Wearable technology - Survey importance on informed consent for third-party information sharing.
User adoption intention is influenced by performance expectancy, social
influence, facilitating conditions, hedonic motivation, habit, and
personalisation, while it is not significantly influenced by price, privacy,
Sergueeva et al. (2020) Wearable technology UTAUT2 Survey or health consciousness.
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User acceptance of wearable technology is influenced by perceived
usefulness, perceived comfort, facilitating conditions, and technology

Spagnolli et al. (2014) Wearable technology TAM Survey attitude.
Wearable fitness User adoption is influenced by performance expectancy, effort
Talukder et al. (2019) technology UTAUT2 & DOI Survey expectancy, social influence, habit, compatibility, and innovativeness.
User adoption intention is influenced by performance expectancy, social
UTAUT?2, protection influence, and hedonic motivation, while effort expectancy, functional
motivation theory & congruence, health consciousness, and perceived privacy risk do not
Yang et al. (2020) Wearable health devices | privacy calculus theory Survey have a significant influence.
User adoption intention is influenced by performance expectancy, effort
UTAUT & task- expectancy, facilitating conditions, social influence, and task-technology
Wang et al. (2020) Wearable health devices | technology fit Survey fit.
User adoption intention is influenced by perceived ease of use and the
device's features. Other factors such as damage potential, poor
Wen et al. (2017) Wearable technology - Survey recommendations or discomfort influenced user rejection.
TAM, health belief
model, snob effect &
conformity and User adoption intention is influenced by technical, health, and consumer
Zhang et al. (2017) Wearable health devices | reference group Survey attributes.

Table 5: Summary of wearable technology adoption studies
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9.2 Interview Discussion Guide

This guide is to outline the theoretical underpinnings of this study’s interview questions.
The goal of the qualitative semi-structured interviews is to gather the data required to

answer the research questions

Introductory questions

1. What is your experience with using wearable technology?
Wearable technology adoption studies found that people with innovative tendencies are
more likely to adopt wearable technology (Gregor & Gwiazdzinski, 2020; Jeong et al.,
2017; Park et al., 2016; Rauschnabel & Ro, 2016). While prior experience with
wearable technology was a prerequisite for participation, this question aims to establish

the extent of the participant’s experience.

2. How important is data privacy to you personally?
While there is no universally accepted definition of privacy (Solove, 2008), this
question aims to establish the participant’s attitude towards data privacy in their daily
life. The answer to this question is also intended to set the scene for the upcoming

privacy-themed questions.

3. Have you downloaded and actively used the Australian Government’s
COVIDSafe app / the Singaporean Government’s TraceTogether app or
token?

a. Ifyes, why have you used it?
Digital contact tracing has been a widely-adopted governmental tool for addressing
community spread of COVID-19 (Bhattacharya & Ramos, 2021; Elkhodr et al., 2021;
Weizman et al., 2020). This question aims to establish the participant’s appetite for

governmental use of innovative technologies in COVID-19.

Data-first vs privacy-first wearable technology architectures

These questions aim to establish how participants perceive data-first and privacy first

wearable technology architectures, in relation to their privacy.
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I am now going to ask you a series of questions regarding how you feel about your
government using wearable devices to enforce COVID-19-related quarantine
obligations. The device in question is wrist-worn and tracks your location at all
times. Users would be obliged to wear the device for the duration of the quarantine
period to ensure that they do not leave their place of residence.

Data-first wearable technology architecture: citizen data is identifiable when it is

gathered and stored, and government authorities have full access (Kapa et al., 2020).

1. In relation to these wearable devices, please describe how you feel about
governments collecting location data that makes the users easily identifiable
and can be easily accessed by government authorities.

This question aims to encourage the participant to actively consider the privacy

implications of such a device.

2. How do you see these devices impacting people’s privacy?
Privacy-first wearable technology architecture: citizen data is protected — through

encryption, or other means — and government authorities have limited access (Kapa et

al., 2020)

3. In relation to these wearable devices, please describe how you feel about
governments collecting location data on users that is fully de-identified and
only able to be accessed under specific circumstances by government
authorities.

This question prompts the participant to choose whether they would prefer a data-first

or privacy-first wearable technology architecture in COVID-19.

4. If you had to choose, would you prefer that the devices made the user easily
identifiable so the government could find quarantine violators quickly, or
that fully de-identified the user to protect their privacy but make it more
difficult to detect quarantine violators?

The following two questions prompt the participant to consider how effective the
devices would be and how justified they think the government would be in using them.
This is to encourage them to consider whether there is a genuine need for these devices,

regardless of their own privacy attitudes.
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5. How effective do you think these devices would be in protecting the
community from COVID-19?
6. How justified do you think the government would be in using these devices?
These questions prompt the participant to consider how effective the devices would be
as a public health crisis management tool, and how justified the government would be in

officially rolling them out.

Mandatory vs optional use of governmental wearable technology

The below questions aim to establish how participants perceive optional or mandated
wearable technologies, in relation to their privacy. The entirety of wearable technology
adoption literature is oriented from a consumer perspective: as a result, there are no
adoption factors for mandated wearable technology. These questions aim to gather data

to fill this gap.

1. 1 have a scenario to propose to you: if you were a returning international
traveller or otherwise at risk of having COVID-19, and you had the option
of quarantining in a hotel or quarantining at home while your location is

monitored with a wearable device, which would you choose and why?

2. How would your opinion change if you weren’t given a choice about

wearing one of these devices while you are quarantining?

3. How do you think people’s privacy is affected with these devices, depending

on whether they’re optional or mandatory?
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9.3 Citizens’ privacy attitudes

Theme

Country

Attitude

Perceived
benefit

Australia

Wearables offer citizens the choice to quarantine at their home without paying
for hotel quarantine, having the comfort of home, and supporting their mental
health by being in a familiar space. Furthermore, having effective quarantine
arrangements - facilitated with wearable devices - was perceived to protect the
broader community from experiencing further lockdowns.

Singapore

Wearables benefit the community by ensuring an effective quarantine system,
which protects the community from COVID-19. There was a strong emphasis on
preserving Singapore's way of life, more than the individual benefits. Citizens
appreciated the option to stay at home and live comfortably, but several citizens
saw a hotel stay as equally comfortable.

Perceived
privacy risk

Australia

There was an imbalance between what citizens felt comfortable with privacy-
wise and how they wanted the government to monitor quarantining individuals.
Citizens were unable to identify what privacy risks could be posed by wearables,
but discussed how their use would only be acceptable from a privacy perspective
if they collected de-identified data. They wanted strong clearance controls within
the government yet approximately half of them wanted it to be easy to catch
people who have violated quarantine.

Singapore

Citizens have a strong understanding of the privacy risk involved in
governmental use of wearables, and are comfortable with their use as long as
their data is used responsibly by authorised government officials. There were
very limited perceived privacy risks, and there were divided opinions on whether
the wearable ought to be identified or de-identified to protect privacy. However,
there was a strong preference for the government to easily catch quarantine
violators.

Context

Australia

While citizens were not totally comfortable with the government collecting their
location data, they recognised that extreme measures were necessary to manage
COVID-19's impact on the community. The pandemic context had a significant
effect on their privacy attitudes, leading them to indicate acceptance/adoption of
governmental wearables.

Singapore

As above. Furthermore, citizens are already used to their personal information
being gathered by the government through their IC and smart city surveillance
systems. Their privacy attitudes were already shaped by digitalisation.

Time

Australia

Wearables would only be acceptable if their use was limited to the quarantine
requirement, and not for broader use within the pandemic. Any use beyond the
pandemic would be an unacceptable privacy violation.

Singapore

As above, however citizens were already exposed to governmental wearables
beyond the quarantine requirement through the TraceTogether token. There was
a strong support for effective technological responses to the pandemic despite the
privacy issues they posed.

Choice

Australia

Having a choice is a strong factor in whether citizens would accept or adopt a
government wearable. While citizens understood the need for such devices, many
felt uncomfortable about not having a choice.

Singapore

Mandatory devices were favoured despite the privacy concerns because it was
perceived to be more effective in mitigating the pandemic. This does not mean
that citizens were totally comfortable with the wearable, but that they understood
the need for it.

Trust in
government

Australia

There was limited trust in government to protect citizen privacy effectively when
using wearables in this context. Not only were they not totally comfortable with
the use, but they did not have faith that the government could use the data
appropriately.
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There was high trust in government to protect citizen privacy effectively when
using wearables in this context. While they were not totally comfortable with the
device, they trusted the government to do the right thing with the data and
believed they had the capacity to use the data appropriately.

Australia

There were strong opinions on who should be able to access the data, with an
overwhelming majority indicating that authorised government officials ought to
be the only ones with access to the wearable data. There was also an emphasis on
additional considerations for vulnerable people in society who may have
additional privacy needs.

Data access | Singapore

As above, the vast majority believed that authorised government officials ought
to be the only ones with access to the wearable data. However, they did not
believe that the wearable posed any greater privacy risk to them than what the
government already knew about them. As long as there are safeguards against
data misuse, they would be willing to adopt the wearable.

Table 6: Summary of citizens’ privacy attitudes
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