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INTRODUCTION 

Scope and aim 
 
This dissertation aims to contribute to the research that addresses the challenge 
of ensuring effective participation in decision-making procedures using 
information and communication technologies (ICT) in twenty-first-century 
democracies, which are assumed to be the best form of government available 
(UN 1945; EU 1993). The use of ICT in elections, also often called electronic 
voting (hereinafter: e-voting)1, touches upon core principles in the governance 
of the contemporary democratic state. One might go as far as to say that the 
mechanisms of elections are not only methods through which societies may 
express their opinions but also indicators of how they use technology in general. 
Numerous elections throughout history have made use of emerging technologies 
in one way or another. 
 
Today, ICT is a widespread, common phenomenon, so technology-based 
electoral procedures seem almost inevitable. However, some critics fear that the 
recent spreading of technology in elections endangers democracy, claiming that 
one cannot trust a fully electronic voting system (see, e.g., Jefferson et al. 
2004b; Rubin 2006; Wijvertrouwenstemcomputersniet 2007). These authors 
insist that the questionable validity of numerous ballots during the United States 
presidential elections in 2000 due to hanging chads exemplifies why voting 
technology should be abandoned in favor of hand-counted paper ballots (for an 
in-depth analysis of the Florida 2000 experience, see Saltman 2006, 1-37). 
 
Early in 2001, Märt Rask, at the time the Estonian Minister of Justice for the 
Reformierakond party, remained rather unimpressed by the recent US 
experience and thus announced a plan to introduce remote e-voting via the 
Internet (Internet voting) in Estonia for the 2003 parliamentary elections. This 
seemed a logical next step after e-banking and a paperless government, 
especially in a country that seemed to prefer electronic handling to traditional 
modes of conduct (on the overall genesis, see Drechsler and Madise 2004). 
 
These diverging assessments show the clear division that has formed within the 
topic of e-voting. One seldom encounters a balanced approach that 
acknowledges the potential of using ICT while remaining cautious of the 
challenges it poses to the electoral processes. 
 
These differing opinions also divide the ways that scholars follow to conduct 
their research. Their research is often motivated by either an effort to identify 
the methods that enable e-voting or an effort to identify the weaknesses of  

                                                      
1 For the purpose of this thesis, e-voting encompasses all uses of ICT for either 
casting or counting votes. For an overview of various forms of e-voting, see II. 
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e-voting. Despite the multidisciplinary nature of the topic, some researchers 
focus only on identifying the legal issues or technical failures of e-voting (e.g. 
Karpen 2005; Jefferson et al. 2004a; Enguehard 2008; McGaley and McCarthy 
2004), while others focus solely on technical or political issues (e.g. Fujioka, 
Okamoto and Ohta 1993; Ahlert 2003). However, there are some excellent 
exceptions, such as Alvarez and Hall (2004), Braun (2006), and Volkamer 
(2009), who try to include selected political, legal, technical and social 
perspectives while basing their research on practical experience whenever 
possible. 
 
Nevertheless, the field lacks holistic research about e-voting that integrates 
these multidisciplinary perspectives with theoretical and practical approaches 
and gives an insight into the motivating and influencing factors for using voting 
technology in elections. 
 
The goal of this dissertation is to attempt to fill this gap by looking at 
 

1. how ICT affects democracy; 
2. how to analyze the application of ICT in elections; 
3. how the use of ICT in elections evolved; and 
4. what the factors are that motivate election stakeholders to introduce 

ICT. 
 
The research in this dissertation stems from more than nine years of extensive 
theoretical and practical research while working in Austria, Germany and 
Poland.2 The study was finalized in Estonia, which served as the ideal setting 
for research on Internet voting. 
 
The theoretical framework of this dissertation draws mainly on literature in 
algorithm research, electoral law and democracy theory, and was mainly 
undertaken during the first half of the research period. During the second half, 
the focus was put on practical work, especially in Austria, with additional 
insights gleaned through discussions and analyses of various forms of e-voting 
in Albania, Estonia, Finland, Germany, Norway, the Russian Federation, 
Switzerland, the United States and Venezuela. 
 
The preliminary results of the dissertation were presented and discussed at 
international conferences and workshops in Albany (US), Athens (GR), 
Barcelona (ES), Berlin (DE), Bochum (DE), Bregenz (AT), Budapest (HU), 
Copenhagen (DK), Hagenberg (AT), Helsinki (FI), Innsbruck (AT), Krakow 
(PL), Krems (AT), London (UK), Madrid (ES), Manchester (UK), Mantua (IT), 

                                                      
2 The views expressed in this thesis are those of the author and do not 
necessarily represent the views or methodology of, and should not be attributed to, the 
Organisation for Security and Co-operation in Europe (OSCE) and/or the Office for 
Democratic Institutions and Human Rights (ODIHR). 
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Moscow (RF), Oslo (NO), Paris (FR), Prague (PL), Salzburg (AT), Santiago 
(CL), Stellenbosch (ZA), Stockholm (SE), Strasbourg (FR), Tallinn (EE), The 
Hague (NL), Tirana (AL), Vadstena (SE), Varenna (IT), Vienna (AT), 
Waikoloa (US), Warsaw (PL) and Zaragoza (ES). 
 
This thesis comprises original articles (see the list on page 4) that were co-
authored by colleagues with different competencies and disciplines. Without 
this multidisciplinary collaboration, this research would not have been possible. 
Still, the author’s own contribution to each article herein is considerable (I 50%, 
II 50%, III 40%, IV 25%, V 20%) and is mainly focused on ICT (II, IV), the 
information society (I), electronic democracy (I, III), and the policy 
implications of voting technology (I, II, IV; V) in Austria (III), the EU (II), 
and Council of Europe member states, as well as OSCE participating states 
(IV). The contribution of the articles to the four research topics is depicted 
below. 
 
The first research topic – e-democracy – is analyzed in article I, and this 
analysis reveals that elected politicians use the same arguments to support 
technological innovation in the field of administrative reform that they use to 
hinder democratic reforms that would endanger their re-elections. Article III 
provides a case study of the ways that young citizens can contribute to policy 
making through means of ICT. 
 
For the second topic – analyzing the application of ICT in elections – a 
conceptual model is developed, which was originally presented in articles II, IV 
and VI, discussing the legal, technical, political and social dimensions that 
affect organizing e-elections. Further, article X applies this framework and 
analyzes how the contexts in over thirty countries consisting of legal, technical, 
political and social dimensions (including the diffusion of ICT literacy) allow 
technological innovations such as e-voting in elections to develop. 
 
The third topic – evolution of ICT in elections – is developed in articles II and 
V, which analyze how governments use technologies to conduct elections. The 
practical case studies collected in VI and VIII support this analysis. 
Furthermore, article VII discusses the transformation from paper-based to 
electronic remote voting channels. The overview provided herein is, however, 
to my best knowledge, the first balanced and comprehensive survey of the 
evolution of voting technology. 
 
The last topic – motivating factors for e-voting – is elaborated in the following 
articles: The research in article II together with the case studies collected for 
articles VI and VIII explain the factors underlying e-voting’s development. 
Article I describes politicians’ motivation to use ICT for democratic processes. 
Finally, article IX shows one approach to how e-voting technologies could be 
assessed in election observation. 
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This introduction provides an overview of this research and is organized along 
the lines of these four topics. It starts out with the analysis of how the ICT 
transformation affects democracy including the barriers to this development 
(section 1). The following section (2) contains the presentation of a conceptual 
model to analyze the influence of the context on e-voting and how e-voting 
affects the electoral process itself. 
 

Based on the research articles, the introduction expands on the evolution of 
voting-technology use from its early beginnings in ancient Athens to today’s 
Internet voting (section 3). Such further analysis contributes to the overall 
output of this thesis in a way that would not have been possible if it only 
consisted of the research articles. The thesis concludes with the identification of 
motivators for the introduction of e-voting (section 4). Since the publication of 
the research articles, research topics have centered mainly on discussing how 
voting technologies can be made more accountable, including via methods of 
providing individual and universal end-to-end verifiability as well as through 
developing and improving the methodology for election observation of 
electronic voting (see Chaum 2010; Kripp, Volkamer and Grimm 2012). 
 

1.  The Coming of E-democracy 
 

This introduction starts with the analysis of how the use of ICT can affect and 
challenge democracy and its underlying concepts, as well as detailing the recent 
developments in this area in the following section. 
 

Given the historical development of government systems, it might come as a 
surprise that democracy is the most wide-spread form of governance today 
(UNDP 2002). Nevertheless, as Winston Churchill famously observed: 
 

Many forms of Government have been tried, and will be tried in this 
world of sin and woe. No one pretends that democracy is perfect or all-
wise. Indeed, it has been said that democracy is the worst form of 
Government except all those other forms that have been tried from time 
to time; but there is the broad feeling in our country that the people 
should rule, continuously rule, and that public opinion, expressed by all 
constitutional means, should shape, guide, and control the actions of 
Ministers who are their servants and not their masters. (Churchill 1947) 

 

Throughout time, however, democracy has not maintained a consistent format; 
instead, it has undergone drastic transformations. Its fundamental principle is 
arguably the recognition among members of a society that they are equally 
eligible to participate in decision making (Dahl 1998). The origins of the term 
“democracy” can be traced back to ancient Athens, where Cleisthenes reformed 
the constitution in 507 BC (Aristotle 1935; also Bleiken 1995). The republican 
practice in ancient Rome helped to establish this nascent form of government 
(Yakobson 1999). 
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Modern democracy evolved via the French Revolution and the United States’ 
Declaration of Independence from the United Kingdom in the eighteenth 
century (Canfora 2007; Dunn 2005). These events marked a tipping point of 
democratic practice after which democracy spread around the globe. This 
development was not uniform, and several theories attempt to explain how it 
happened (amongst others, see Vanhanen 1984; Fukuyama 1992; Huntington 
1993; Beyme 1994). Developments during the Arab Spring reaffirmed the trend 
that the number of countries ruled by democratic structures has been increasing 
since the Second World War and the end of communism. 
 
In contrast to these developments, old and new democracies alike face 
challenges to their legitimacy in the forms of decreasing voter turnout and 
satisfaction (i.e. Ellis et al. 2006; Franklin 2004), a more pertinent disconnect 
between citizens and representatives (Coleman 2005), and the continuation of 
globalization (Coleman and Porter 2000; Kriesi et al. 2006). 
 
In response to the increased availability of new technologies after the Second 
World War, several researchers discussed the technologies’ democratic 
potential. Not long after these discussions began, philosopher Erich Fromm 
(1955) argued that using the technology for democratic processes would cure 
society from the lack of inclusive decision-making. The decline in voter 
participation in the 1980s added a sense of urgency to these discussions (Pintor 
and Gratschew 2002). Robert Dahl (1989) proposed the creation of a 
minipopulus consisting of 1,000 citizens who deliberate and decide on issues by 
using new technologies. He envisioned the deliberations occurring at any level 
of government, because the people of this minipopulus could use the technology 
to communicate from any location. Others have suggested virtual town-hall 
meetings that could have made feasible a greater number of personal forms of 
decision-making in large municipalities (Arterton 1987). 
 
After the Internet earned considerable popularity at the end of the twentieth 
century, scholars’ discussions of how to address changes in democracy gained 
new momentum. They expected the momentum from the revolutionary 
developments that started with online shopping (electronic commerce) and 
public-service deliveries over the Internet (electronic government) to continue 
changing democratic processes (for electronic democracy, see III). Researchers 
like Rheingold (1993) and Grossman (1995) foresaw the creation of a virtual 
agora, fully transforming nation-states into electronic republics. Some scholars, 
on the other hand, feared that the Internet could cause a digital divide in 
societies, because ICT access and ICT literacy are not readily available to 
everyone (Golding 1996; Haywood 1995). 
 
Yet it was not the lack of inclusiveness that hindered e-democracy from 
developing as quickly as e-commerce or e-government had. Despite active 
involvement in e-government initiatives, many politicians did not support the 
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idea of an e-democracy, perhaps because they feared an ensuing loss of power 
(I). In the best case for them, they could use ICT to inform citizens of their 
intentions easily. Their reluctance is unfortunate because a balanced use of ICT 
could help a society to establish a continuous dialogue3 between politicians and 
citizens who would debate how to address issues and what policy measures are 
in line with the will of the citizens. In the worst case, the full power of decision 
would lie with the citizens, who would decide all political decisions themselves 
by voting online (Aström 2001). This, of course, would mean that there would 
be no need for representatives anymore. Such an idea is diametrically opposed 
to Madison’s description of representation, as he presented it in the Federalist 
papers. There, he stated that one can hold only the representatives accountable, 
not a majority of citizens (Hamilton, Madison and Jay 1788). 
 

The theoretical considerations of ICT’s potential to transform democracy 
followed different implementation patterns in the US and Europe. A grassroots 
website called MoveOn.org was the first US organization to recognize the 
Internet’s role in politics, reaching out to voters during the presidential 
campaign of Howard Dean. A mere four years later, the Internet became the 
most important channel to finance the campaign of Barack Obama, largely due 
to the emergence of social networks like Facebook (Vargas 2008). Nevertheless, 
the federalist structure of the U.S. administration means that the non-
government organizations, such as AmericaSpeaks.org, must organize the 
majority of e-platforms and tools that provide more interaction between 
representatives and citizens (D’Agostino, Schwester and Holzer 2006). 
 
In Europe, as political parties have access to large public financing for their 
campaigns, the Internet has yet to gain considerable importance in campaigning. 
Most European governments envision ICT as providing e-petitioning platforms, 
such as those from the Scottish Parliament (Macintosh 2004) or the German 
Bundestag (Riehm et al. 2009). Otherwise, e-democracy has not received as 
much support from national governments as e-government.4 
 
Thus, international organizations like the Council of Europe or the European 
Union could play an important role in fostering e-democracy’s development. By 
following an expert group report that discussed several modernization ideas, 
including several ICT-based tools (Bozóki et al. 2004), the Council of Europe 
created an ad-hoc working group in 2005 to determine what electronic 
democracy could look like and to draft recommendations for its member states. 

                                                      
3 In recent years, “Liquid democracy information systems” that follow this 
scheme have been implemented by various European parties following the surprising 
success of the “pirate party” in Sweden. They want to provide more accountability for 
their work to the citizens. The pirate party of Berlin, Germany is a good example of 
their platform, which is available at http://www.liquidfeedback.org. 
4 One area has recently received more attention – online participatory budgeting, 
a concept well practiced in Brazil. For an overview, see Peixoto 2008. 
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This working group defined electronic democracy in the final document as “the 
support and enhancement of democracy, democratic institutions and democratic 
processes by means of ICT” (Council of Europe 2009). As part of this 
recommendation, the working group developed a set of thirty-three  
e-democracy tools and policies based on input from its member states 
(Krimmer, Kripp and Mendez 2009, compare the framework presented in I and 
the case study on e-consultation in III). In 2012, the European Union 
introduced the first transnational e-democracy instrument by launching its 
European Citizen Initiative (for background and practical guidance, see 
Kaufmann 2012). 
 
The concept of democracy has changed quite considerably since its beginnings, 
and it continues to evolve. As such, the influence of ICT on democratic 
practices is not surprising. However, this influence is far smaller than in 
comparative transformational movements like e-government or e-commerce. 
Countries that wish to maximize e-democracy’s potential need a more inclusive 
discourse and politicians who recognize that ICT can help them to overcome the 
apparent distance between themselves and the electorate whom they are 
representing. This inclusive discourse is especially important when one thinks 
about making use of ICT in elections, because elections comprise the core 
process of democracy. 
 

2.  The E-voting Mirabilis: A Conceptual Framework for 
the Analysis of ICT in Elections 

 
The introduction of a new voting technology to an existing electoral process 
requires more than taking the paper-based process and making it e-enabled. 
Developers must also change the whole back-office process and reorganize the 
whole business process. As in e-government, supporting the complexity of  
e-voting requires an expansion of thinking. Technological progress and 
developments in the field of e-voting are increasing over time, and so are 
abilities of application of this technology. However, the multidisciplinary nature 
of elections presents a natural challenge. This section therefore presents a 
conceptual model that helps identify the areas that influence and are affected by 
the application of ICT in elections. 
 
Interestingly, the same voting technology quite often works in one environment 
but not in another. The question therefore is, which fields influence and are 
affected by e-voting? 
 
First, it is necessary to integrate manifold questions arising from several 
disciplines, which researchers must answer according to the context in which 
the election takes place, making each solution unique (Svensson and Leenes 
2003). 
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Nevertheless, one can identify some main components reoccurring in the 
deployment of e-voting technology, and these can be best described in a 
conceptual model. In addition to preparing administrators for the actual use of 
the technology, such models also help researchers to understand and assess the 
use of ICT in elections before deployment. Conceptual frameworks are 
especially beneficial for election observers, who must pay close(r) attention to 
the context in which an e-voting technology is used than they must do with 
traditional voting procedures if they wish to assess the former properly (IX, 
OSCE/ODIHR 2008, 2012b). 
 
The conceptual framework, as developed in articles II, IV, VI and X, consists 
of four main macro dimensions – Technology, Law, Politics and Society – that 
explain the areas that influence e-voting deployment. The model also includes a 
micro dimension of the application of voting technology to the electoral process 
itself, which covers the areas that are influenced by e-voting. It also includes the 
stakeholders of an e-enabled electoral process, as described in the previous 
chapter. Finally, it shows clearly the usefulness of selecting a multidisciplinary 
approach when applying and analyzing e-voting technologies. The following 
figure gives a graphical representation of the conceptual framework. The 
framework, which is essentially a mirabilis flower, has four petals that represent 
the four macro dimensions influencing the e-enabled electoral process. 
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Figure 1: Conceptual Framework of “The E-voting Mirabilis” 
(further developed from II, IV, VI and X) 

 
As described above, the conceptual framework is supported by the five 
stakeholder groups that help to apply ICT to the electoral process: 
 

1. Voters, who are using the system to cast a vote; 
2. Politicians, especially candidates, who run to be elected through the 

system; 
3. Election managers who administer the election and ensure the proper 

functioning of the system; 
4. Vendors, especially inventors, who designed, developed, and provided 

the system; and 
5. Media representatives and election observers who monitor and report 

about the use of the system. 
 

The first area is the technological dimension, for which researchers should 
consider how an e-voting technology can make use of the existing infrastructure 
(e.g. equipment in polling stations, central voter registers, election-management 
systems, ID documents and digital counterparts). This dimension includes the 
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option of a new form of identification, which the voter must provide when no 
proper identification mechanism is available. Second, it is important to 
determine how many voters are actually able to use the Internet or how many 
voters possess capabilities for digital signatures. For examples of which 
infrastructural issues are important in the technological dimensions see Braun, 
Prosser and Krimmer 2003. 
 
Second, the legal dimension regulates how the electoral code can be changed in 
order to allow votes cast by electronic means and to provide necessary 
accountability to the voter, as an electoral code is often one of the first sources 
of information that a voter consults. It should provide the voter with the ability 
to see how his/her personal data is being processed. The documentation should 
also include the principle of proportionality when handling personal data, and it 
should serve as a guiding indicator. In other words, the use of ICT in elections 
should add value to the groups affected (Council of Europe 1981). In addition, 
any e-voting technology should provide the same possibilities as paper-based 
voting technologies (Heindl, Prosser and Krimmer 2003). 
 
The third area is the political domain, where the question remains of what effect 
the introduction of e-voting will have. Possible effects include enabling 
individuals to participate who otherwise could/would not have, providing a 
trustworthy election outcome, and requiring the election administration’s 
credibility and accountability during the process. It also includes the question of 
whether the system and the process meet the legitimacy criteria as set forth by 
Luhmann (1983) by providing enough possibilities for audits, evaluation, 
certification, as well as checks and balances. Another aspect is the overall 
political discussion of the topic. Does the public see the given technology as a 
useful tool for democracy, and if so, does the technology encourage higher 
quality voting, or does it encourage quicker and rash decisions? Alternatively, 
does it merely result in a quick democracy, as described by Aström (2001)? 
 
The final dimension is the social domain, in which the citizens’ trust is 
essential. Do the voters understand the e-voting technology enough (i.e. through 
voter education and training efforts) to understand the technical properties of 
the system and thus trust them? In addition, are the voters capable of using the 
system without trouble (EU Election Observation Mission to Venezuela 2006)? 
This component of IT-literacy might cause a technically perfect system to fail 
completely when the voters are not able to cast their votes as they intend to cast 
them because of difficult voter interfaces or misleading ballot sheets. 
 
These four contextual factors then influence the implementation on the micro 
level, and thus the electoral components (ballot, ballot-box, and voter register) 
and the electoral process itself. Today, legal norms such as, i.a., the 
International Covenant of Civic and Political Rights (UNHCR 1966) or the 
1990 Copenhagen document (OSCE 1990) best describe what the current 
understanding of an electoral process entails. 
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Figure 2: “The E-voting Mirabilis” Conceptual Framework 
with Integrated Electoral Process 

 
Applying ICT to such processes comes with several crucial questions, e.g. the 
problem of how a system can guarantee fundamental principles is central. In 
controlled environments, poll workers check the eligibility of voters against the 
voter register, and the workers also use dedicated machines to record the cast 
votes in an electronic ballot-box. In uncontrolled environments, checking 
eligibility is a bit more complicated, because the workers must unequivocally 
determine the voter’s identity while preserving the voter’s anonymity (II, V, 
IX, Kofler, Krimmer and Prosser 2003). 
 
Other considerations include assuring that the system does what it is supposed 
to do (Volkamer 2009; Barrat 2008) and allowing the general public to check 
the validity of results produced by e-voting technologies. The latter 
consideration led to the major question that gained momentum after the Florida 
2000 experience and the German ruling (Federal Constitutional Court 2009): 
How can voters verify whether their votes have been counted as they intended? 
This concern created a new area of research in end-to-end verifiability (see, 
amongst others, Chaum et al. 2008; Rivest and Smith 2007), where only limited 
practical experience exists (OSCE/ODIHR 2012a). This remains a new 
challenge for the field, yet the promising stream of inquiry could enhance 
regular paper-based elections. 
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This conceptual model shows the four areas (technology, law, politics, and 
society) that influence e-voting systems as well as the components of an 
electoral process that are influenced by the use of ICT for voting processes. The 
e-voting mirabilis conceptual model is also able to help foster the development 
of e-voting systems in several ways, by helping to (i) reveal why certain 
systems are successful and why others are not; (ii) identify areas that require 
adaptation when transferring knowledge from one project to another; (iii) enable 
exchange between projects, because it makes the developers aware of 
differences; (iv) document and evaluate projects, an issue identified early on 
(Buchsbaum 2004); and (v) provide a comprehensive overview of a given 
implementation. 
 

3. The Use of Technology in Elections: 
The Evolution of E-voting 

 
Common to the legal norms, describing what constitutes a “democratic 
election” (for background in the genesis of global and European norms, see 
Lindblad and Suksi 2005), is the right of every citizen to participate in genuine 
periodic elections through universal and equal suffrage and the right to secret 
ballots. Nowadays, most elections around the world use ICT in elections to 
some degree, at least to summarize and aggregate the votes. This electronic 
adaptation is the result of a long period of evolution during which not only the 
procedures but also the technological means for casting votes changed 
considerably. 
 
This section analyzes the development of voting technologies, from the 
formalization of voting procedures, via first mechanical efforts in order to 
conclude with the current status of electronic voting in polling stations and via 
the Internet. 
 
Formalized Voting Procedures 
The first recorded voting procedures occurred in meetings held in face-to-face 
societies (Laslett 1970). The aim of such meetings was to reach homomonia, a 
state that would allow the leaders to know their decisions would be backed by 
their citizens. They asked assemblies (which at the time included only men) for 
approval or disapproval of their decisions, especially when considering whether 
to go to war (Staveley 1972). This acclamation vote proceeded either through 
raising the voice or clapping swords, a procedure documented elsewhere in the 
Homeric institutions of early Greece or the Viking’s assembly, known as Thing 
(Jóhannesson 1974). 
 
When clear, uniform decisions were not possible, simple voting procedures 
were used to settle disputes (Held 2006). In ancient Sparta, the apella assembly 
established a procedure to try to measure the loudness of voices and thereby the 
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strength of the assembly’s preference for an alternative (Flaig 1993). While 
Aristotle called this a childish voting procedure (Aristotle 1944, Book II, 
Chapter 9), this early attempt to count and aggregate votes can be considered 
one of the first voting procedures (Schwartzberg 2010). 
 
The majority of early voting procedures included public voting. In ancient 
Athens, citizens either divided into different places according to their points of 
view (also called division) or indicated their preferences through show of hands. 
In ancient Rome, voters had to come forward to rogatores to indicate their 
votes, which were in turn added to the tabulated results (Staveley 1972). A 
similar method, called viva voce, was also used in Britain and the United States 
before the introduction of written ballots in the nineteenth century (Buchstein 
2000a). 
 
In Switzerland, public voting is still popular today in the Landsgemeinde 
(Möckli 1987), where citizens discuss and decide upon important local 
decisions. In the Swiss canton of Appenzell-Innerrhoden, men can hold up a 
sword to cast a vote (since 1991, women can also vote, but only by holding up 
their voting card), and the majority is decided by their Landsammann (for a 
narrative on the introduction of women’s suffrage in Appenzell-Innerrhoden, 
see Hesse 2008). 
 
When difficult decisions had to be made (e.g. court decisions or the decisions to 
ban citizens), casting votes in secret was an accepted alternative voting method 
in ancient Athens, Rome and the city state of Venice, despite being heavily 
debated (e.g. Buchstein 2000b; Thiele 2008; Braun 2006). In contrast to voting 
in public, voting in secrecy requires technology. The most basic forms of 
technology for voting in secrecy are voting tokens (psephos), which voters 
placed in urns or other vessels. Marbles, stones, and white or black beans are 
known to have been used as tokens (Yakobson 1999). The process of ostracism 
in ancient Athens made one of the most famous uses of ballots. The citizens of 
Athens wrote the name of a fellow citizen on a piece of clay. If one name 
appeared more than 6,000 times, then the citizen named was banned from the 
city for ten years (Hansen 1987). Athenians also used olive leaves as ballots. A 
special form of ballot used in ancient Rome was the wax tablet. These tablets 
offered two options, one on each side of the tablet, and the voter erased the 
option for which he did not want to cast his vote. Romans also used papyrus as 
ballots on rare occasions (Staveley 1972). Besides using a show of hands, the 
Venetian Republic also used voting tokens in a few of their procedures 
(Wolfson 1899). They called them ballota, which is likely the origin of the 
word ballot. These tokens comprised one part of the complex, multiple-step 
Venetian voting procedure. The ballota complemented the measures to control 
the flow of communication in the state and thereby limit the influence of 
powerful citizens (Drechsler 2002). 
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In the nineteenth century, voting processes gradually became more formalized 
(Thiele 2008). More and more voting procedures introduced secret voting by 
paper ballots (for an overview, see Schäffle 1865). However, many complaints 
of electoral fraud persisted, because very few formal criteria existed for ballots 
until the development of the Australian ballot (for an overview of its history, 
see McKenna 2002). This ballot provided the voter with all of the choices on 
one ballot, with the ballot’s design equally representing each option and giving 
no preference to one over the other. It greatly contributed to the stabilization of 
the voting process in the US (Buchstein 2000a). Today the Australian ballot is 
the most commonly used voting method for secret vote casting around the 
world. 
 
Mechanical Voting Machines 
In England, the beginning of the nineteenth century saw increasingly active 
debate about electoral reform, including the proposition of abandoning viva 
voce voting in favor of paper ballots (for an overview of the history of the ballot 
in England, see Gross 1898). The major proponent of the paper ballot in 
parliament, George Grote, brought the issue to a vote several times. In 1836, his 
proposed bill included a voting machine (see Figure 3 below). The aim of the 
machine was to support the actual casting of votes, because it allowed the 
insertion of only one paper ballot at a time. Moreover, individuals using the 
machine could mark the ballot only by punching holes into it so that they would 
not unintentionally spoil the ballot and thus “vote according to their own 
inclination” (The Spectator 1837b). However, his proposal was not successful – 
in a vote in Parliament on 8 March 1837, the initiative failed 155 to 267 (The 
Spectator 1837c). 
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Figure 3: George Grote’s Ballot-box (The Spectator 1837a) 
 
Nevertheless, the proposal was further developed in the People’s Charter of 
1838. One of these developments was a machine invented by Benjamin Jolly 
that used balls instead of paper to cast. In addition, Jolly’s machine would count 
votes (London Working Men’s Association 1839; Helt and Fox 1848). 
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A Polish-born inventor, Jan Jozef Baranowski, proposed a mechanical voting 
machine that supported casting and counting of votes in polling stations based 
on the concept of the adding machines in Paris in 1849. His aim was to 
minimize human error during counting (Baranowksi 1849). William 
Chamberlain, Jr. presented a similar machine during the Great Exhibition in 
London (The Manchester Times 1851). At the end of the century, the monk 
Vito Leto proposed to the Italian king a mechanical voting device, which in the 
end was not implemented (Leto 1897; Zukerman 1925). 
 
While the origins of the voting machine have been documented in Europe, it 
was further developed in the United States. The US presented an environment 
that was hospitable to inventors, so they developed many election-related 
innovations and patented them in the late nineteenth century. Such inventions 
included transparent ballot-boxes made out of glass or the machines by Morris 
Williams and Steuben Bacon that serialized paper ballots in order to prevent 
electoral fraud (Jones 2009). Jacob H. Myers’ pull-lever machine (Myers 1889) 
was the first to be used in a legally binding election in Lockport in 1892 
(Zukerman 1925). Such machines were widely used in the US for over 100 
years (Arnold 1999) mainly so that the officials could count the votes quickly 
and accurately. They remained in use in New York State until 2009 (Chen 
2010). Criticism faded soon after the first successful uses of the pull-lever 
machines (Zukerman 1927). Despite the simplistic design of this machine, the 
debates surrounding it followed patterns similar to the ones on Internet voting 
(Saltman 2006): 
 

Presumably the voting machine does require an act of faith on the part 
of the voter in a mechanical contrivance whose workings he cannot see. 
No more so, however, than is required in the case of the automobile in 
which he drives up to the polls. (Zukerman 1925) 

 
After the Second World War, the US experience of using mechanical machines 
to cast and count votes made continental Europe rediscover its interest in this 
technology. Following the world exhibition in Liège in 1930, the German 
company Maschinenfabrik Eller worked with the Committee for Election-
related Issues of the Association of German City Statisticians to design and 
manufacture ten mechanical voting machines. These machines were used in 
municipal elections in 1961 in the cities of Krefeld, Oberhausen, Dortmund, 
Duisburg and Düsseldorf. All participating municipalities considered these two 
machines a success, because they reduced the amount of administrative work 
compared to the polling stations that used traditional paper ballots (Amt für 
Statistik und Wahlen der Stadt Dortmund 1961). In the years to follow, several 
other mechanical machines were developed, some of which were used even in 
the new millennium (for a taxative list of approved voting machines, see 
Schreiber 2009). 
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In the Netherlands, similar thoughts prevailed. They were especially interested 
in the machines, because the machines made spoiling the ballots impossible. 
However, a test run of American pull-lever machines conducted in thirteen 
municipalities during the regional elections in 1966 was apparently very 
chaotic. A higher number of blank votes was registered, and the machines were 
considered unsuitable for the Dutch context, so the Netherlands decided to 
develop its own voting technology (Hermans and van Twist 2007). 
 
Electr(on)ic Voting Machines 
Since the first voting machines appeared, electrical engineering developed 
rapidly. Around the world, inventors approached their respective parliaments to 
suggest methods of recording votes electrically. The same year that Baranowski 
proposed his mechanical voting machine for polling stations, Martin de Brettes 
approached the French Senate with a plan for a machine that would record votes 
in the parliament by using electricity. He called it Appareil pour voter, indiquer, 
autographier et contrôler les votes (de Brettes 1875). Other proposals came 
from Clérac and Guichenot in 1870, Jacquin in 1874, and a year later from 
Morin as well as Laloy (Clérac 1875; Morin 1875; Laloy 1875). The senate did 
not make use of any of these proposals. 
 
In Prussia, Werner von Siemens recommended his Abstimmungs-Telegraphen 
to the parliament in 1859 in order to replace the voting procedure of division 
(Hammelsprung). The system also included an option for secret voting 
(Siemens 1891). The parliament discussed this machine a second time in 1874, 
but with the same result: the parliament disapproved of the voting method, 
because it deemed the machine incompatible with the “pride of the German 
Reichstag” (Innsbrucker Nachrichten 1902). 
 
In Austria-Hungary, the inventor Carl Albert Mayrhofer approached the 
government with an electro-magnetic voting machine in 1863 as well as a 
machine based on pneumatic principles in 1878. Both machines supported open 
and secret votes. In 1880, the Austrian-Hungarian Parliament discussed both 
Mayrhofer’s system and an electric voting machine invented by Josef Schaller 
and Wilhelm Hayek, but it approved neither due to their lack of transparency 
compared to traditional voting (Mayrhofer 1880). 
 
In 1869, Thomas A. Edison approached the American Congress with a proposal 
for his electro-graphic vote recorder, his first patented device, which would 
record the “yes” and “no” votes during a roll-call and therefore only allowed 
public voting (Edison 1869). His machine was similar to the patent by 
Henderson (1850). Even after an initial presentation, which clearly showed that 
the voting process would complete quicker than before, Congress did not see 
the benefit. Apparently, it would have changed the way the government 
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engaged in politics, and Filibustering and persuading members of the parliament 
was daily practice at that time (Edison Papers 2012).5 
 
All e-voting inventions6 in the nineteenth century shared the same fate: 
politicians found them interesting, but they did not consider them useful enough 
to pursue, as far as one can gather from the parliamentary debuts. The reasons 
that politicians put forward were manifold (see above), but can be summarized 
in the following assertion: the use of these e-voting devices would have most 
likely required changing the existing procedures with unknown outcome. 
 
Only in the middle of the twentieth century did governments apply the first 
voting technology for polling stations that made use of electrical power. These 
machines counted paper ballots. The city of Los Angeles contracted a private 
company to develop a machine that could count the ballots of its growing 
population automatically. In 1959, the Norden Division of United Aircrafts 
began developing the optical mark-sense scanner for counting ballots in a 
central location. In this system, voters mark areas of the ballot with a pencil, 
and these ballots are then scanned at a central location (Arnold 1999).7 
 
Joseph Harris is the notable author of the 1934 study of the US election 
administration system, and he identified many issues in the US voting system 
that remain problematic today (Harris 1934). In 1965, Harris received a patent 
for Votomatic, a punch-card system for voting that he based on the IBM 
Portapunch system (Harris 1965). For this apparatus, the ballot is a card, and the 
voters punch holes at pre-defined positions to indicate their choices. The cards 
are then tallied by a computer at a centralized location (Jones and Simons 
2012). Some 1,200 punch-card systems were also used in sixty municipalities in 
the Netherlands from the 1970s until the late 1980s (Hermans and van Twist 
2007; Leyenaar 2010). 
 
In 1974, the first direct-recording electronic (DRE) voting machine was 
invented in the United States (McKay et al. 1974), and it was used in a legally 
binding election (Jones and Simons 2012). This machine allows voting on 
Election Day as well as in advance via polling stations. Voters would push a 
button next to a candidate. Newer machines nowadays include a touch screen 
displaying the ballot. Such machines were rapidly deployed after the Help 
America Vote Act, enacted after the Florida 2000 experience, in order to 
support vision-impaired voters by allowing them to cast their votes 
independently (HAVA 2002). 

                                                      
5 However, about a century later Congress decided to install an electronic system 
in 1970, which was first used three years later. See Ryan 1972, Straus 2008. 
6 For an overview of early German and French proposals of e-voting machines, 
see Zetsche 1881. 
7 Such systems are still used today to evaluate forms and academic exams; see, 
for example, Florida State University 2012. 
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DRE e-voting machines were also developed in Europe, South America and 
Asia. In the Netherlands, the company NEDAP developed its own device in 
1989, which was used there until 2006 (Hermans and van Twist 2007). Belgium 
developed its own version of a DRE system that consisted of two components – 
a vote-casting computer that stored the vote on a magnetic card and a computer 
serving as an electronic ballot-box, where the voter would place the cast vote. It 
was in use across nearly half the country from 1994 onward (OSCE/ODIHR 
2006). Brazil began to use e-voting machines in 1998 (Superior Electoral Court 
2012), and India started to use them in 1999 (Indian Electoral Commission 
2012; Sen 2011). Both countries now use the machines countrywide and claim 
that they deliver the voting results quicker due to the technology of e-voting. 
Kazakhstan also piloted e-voting machines developed in Belarus in 2004 
(OSCE/ODIHR 2004), 2005 (OSCE/ODIHR 2005) and in 2007 (OSCE/ODIHR 
2007b). 
 
Remote and Internet Voting 
With the growing mobility of voters, election administrations were forced to 
offer possibilities to participate when voters were not present in their home 
constituency on election day. Voters in the Swiss canton of St. Gallen are 
reported as having sent their ballots via mail as early as 1673 (Braun 2006). In 
the UK, military personnel residing abroad were given the possibility to vote by 
mail in 1918. In Germany, postal voting was introduced in 1957 by a 
constitutional court ruling that weighed the election principles of universal vote 
against the secret vote (Stainer-Hämmerle 2009). Common to most forms of 
postal voting is the double-envelope principle. The voter first seals the vote in 
an anonymous envelope and then places that envelope into a second envelope 
on which evidence of the voter’s eligibility is contained. However, postal voting 
requires the voters to choose an appropriate place to cast their ballot, and the 
voters must also ensure that they vote in private. This flexibility raises the 
problems of voter coercion and vote buying (VII). 
 
The idea of using electronic means to enable voters to participate outside 
polling stations came already during the Second World War. Buckminster 
Fuller had the idea of providing every American household with a voting device 
that would allow “democracy [to] finally come true” (Fuller 1963). In 1978, 
researchers Ted Becker and Christa Slaton conducted Televote projects, where 
they conducted votes with hundreds of participants despite using only the 
telephone (Slaton 1992). 
 
Four years later, David Chaum presented the idea of blind signatures, which 
allows officials to validate the identity and authenticity of a voter and still keep 
a vote secret (Chaum 1982). This invention allowed implementing an integrated 
electronic election consisting of all steps in an election in a public network, 
including eligibility checks, vote casting and counting, thus introducing the 
most complex form of e-voting: Internet voting. 
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Many more technical protocols were invented in the following years (V and 
amongst others Fujioka, Okamoto and Ohta 1993; Schoenmakers 1999; Kofler, 
Krimmer and Prosser 2003), and in the new millennium, the first legally 
binding elections were held in Europe with the Student Parliament elections in 
Osnabrück in 2000 (Otten 2001) and in the United States for the Arizona 
Democratic primaries in 2000 (Solop 2004). The UK piloted various Internet 
voting technologies in local elections in 2002, 2003 and 2007 with limited 
success (Pratchett and Wingfield 2004; Electoral Commission 2007). The 
Netherlands allowed their citizens living abroad to vote over the Internet in the 
2004 European parliament elections and the 2006 parliamentary elections 
(OSCE/ODIHR 2007a). Similarly, Switzerland offered this option to their 
citizens residing abroad who were registered in one of four cantons (Basle, 
Geneva, Graubünden and St. Gallen) for the federal elections in 2011 
(OSCE/ODIHR 2011a). Norway piloted a verifiable Internet voting system 
during their municipal elections in the Fall of 2011 (OSCE/ODIHR 2012a). 
 
But of all nations developing Internet voting projects, it was Estonia, four years 
after starting the Internet voting project in 2001, that took the leading role as the 
first country in the world to enable all voters to cast their vote online in the 
2005 municipal elections (Drechsler and Madise 2004; Maaten 2004; Madise 
and Martens 2006). To date, no other country has followed suit in a similar 
manner. 
 
Recent Developments 
In recent years, the discussions about the usefulness of electronic voting have 
intensified. In Germany (Federal Constitutional Court 2009), Kazakhstan 
(OSCE/ODIHR 2011b; Kassen 2010) and the Netherlands (OSCE/ODIHR 
2007a; Loeber 2008), the use of this equipment ceased as a result of a political 
decision after a public hacking, lack of public support and a constitutional court 
ruling, respectively. Ireland had already bought NEDAP machines when it 
decided not to use them due to the intensity of the public debate at that time 
(see, e.g. McGaley 2009; McGaley and McCarthy 2004). Bulgaria 
(OSCE/ODIHR 2009) and Finland (Council of Europe 2008) ran pilot projects 
with varying degrees of success that were not continued (for an overview of 
lessons learnt from e-voting implementations see Caarls 2010). 
 
Austria offered Internet voting once in the 2009 Federation of Students 
elections8 (Krimmer, Ehringfeld and Traxl 2010). Due to the voters’ lack of 
trust in the election administration (Schwarzer and Wallner 2009) and a 
constitutional court ruling (Österreichischer Verfassungsgerichtshof 2011), 
these efforts ceased, and parliamentary parties are currently focusing on a 
discussion of its general feasibility (Nagele 2012). 
 
                                                      
8 The author of this thesis was contracted by the Austrian Federal Ministry of 
Science and Research as a consultant for this project. 
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Overview 
Today, the various forms of voting technologies give election organizers a wide 
range of possibilities, such as optical scanners, e-voting machines or Internet 
voting procedures. For a structured overview of voting technologies, see 
Figure 4. 
 

 
 

Figure 4: Overview of Voting Technologies (Adapted from II) 
 
The application of these technologies is not uniform around the world. For a 
long time, the United States was the only country using mechanical or 
electronic voting technologies. America’s lone status changed considerably in 
the last fifty years, and e-voting in its various forms is used in most places 
around the world and is being heavily discussed in Africa at present (see the 
map in Krimmer and Kripp 2009). 
 
From the early beginning of elections, voting technology of various forms 
played an important role. Despite the manifold uses of mechanical and 
electronic voting technology as discussed above, the Australian (paper) ballot is 
still the quasi-standard for elections around the world. The use of mechanical 
voting machines has basically stopped after its last major user, the US state of 
New York, decided to switch to optical scanned ballots in 2009 (Chen 2010).  
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The use of electronic voting machines is still very much debated around the 
world. Despite its minority status, the use of Internet voting is definitely on the 
rise.9 
 
Over 170 years have passed since the first thoughts about mechanical voting 
machines appeared, and contemporary knowledge and technology shaped this 
evolution (II). Also, the arguments over why certain types of technology should 
be pursued are very similar. In the following section, these will be further 
analyzed. 
 

4. Motivating Factors for E-voting 
 
As mentioned before, the election processes made use of new voting 
technologies depending on knowledge and availability. The motives for 
considering new forms of technology for casting and counting votes were 
manifold and will be discussed in more detail in this section. 
 
The first motivating factor behind these discussions was to enable secret voting. 
Later, those in charge of determining the process of elections – election 
administrators – tried to devise ways to conduct elections in the best way 
available to them. Therefore, their aim has been to limit the number of 
unintentionally spoilt ballots due to human error (The Spectator 1837a; 
Churov 2010), to organize elections more effectively (and combatting fraud, see 
Saltman 2006), and to count the votes quicker and more accurately (Arnold 
1999). They were supported by inventors who proposed technological 
advancements during phases of electoral reform (Jones and Hall 2006) and were 
interested in selling their patents and machines. 
 
Notably, advanced technology can enable handicapped and vision-impaired 
voters to cast votes independently of a third party’s help (HAVA 2002). 
Similarly, average voters might benefit from IT support that would help them to 
cast their votes. In addition, voters living outside a country’s territory must  
e-vote over the Internet if they wish to overcome distance (Auslandsschweizer-
Organisation [ASO] 2012). Last but not least, politicians can benefit from a first 
mover advantage and the appearance of embracing modern technologies 
(Drechsler and Madise 2004). They are also concerned about how the electorate 
will change and who might benefit from these changes (I). Other arguments 
include reducing the polling costs in the long run, maintaining or raising the 
voter turn-out, and establishing trust in the election administration (II, as well 
as ACE Project 2005; Zukerman 1925; EU Election Observation Mission to 
Venezuela 2006; Council of Europe 2004). 
                                                      
9 For an overview of these developments, see VI, VIII, Kersting and 
Baldersheim 2004, Trechsel and Mendez 2005, Krimmer and Grimm 2008, 
Chaum 2010, Alvarez and Hall 2010, Krimmer and Grimm 2010. 
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Therefore, all forms of e-voting technologies (see previous chapter) affect the 
three main stakeholder groups involved in elections: (i) voters, (ii) election 
administrators and (iii) politicians. Moreover, they introduce a fourth category, 
(iv) the vendor. The figure below displays a compilation of motivating factors, 
which it attributes to their respective stakeholder groups. 
 

 
 

Figure 5: Motivating Factors of Stakeholders for the Introduction of ICT to 
Elections (Own Compilation) 

 

However, the use of ICT in elections results in challenges in addition to the 
positive effects for anyone involved in elections. Voters also have to spend 
more time understanding the broader process, and they might fear that voting 
technology makes it easier for administrators to rig an election. Therefore, 
administrators have to cope with an increased need for staff training. Finally, 
yet importantly, politicians may fear losing vote shares when the electorate 
changes due to new ways of voting, and they may hinder the decision-making 
process for this reason (I). 
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For another group of election stakeholders, which comprises the media and 
election observers, the use of e-voting is also posing more difficulties, because 
this group plays a relatively passive role in the election process. They believe 
the voters share their struggle to understanding e-voting technologies. Due to 
the inherent nature of these technologies, it is not possible for one to “see” the 
actual process of recording a vote with a human eye; one can touch and feel 
paper but cannot do so with electronic bits and bytes (Lenarčič 2010)10, which is 
why assessing e-voting technologies is quite challenging. 
 
The use of ICT in elections has manifold motivations, as shown in this chapter; 
most of them can be explained by the interests of each participating stakeholder. 
Although the introduction and promotion of a voting technology may not seem 
overwhelmingly difficult, implementing the transformation requires a lot of 
planning and knowledge about how the system can be best implemented in a 
given setting. The next chapter will analyze the context that influences the 
application of such new voting technology in an election as well as how it 
affects the election itself. 
 

5. Conclusion 
 
The application of information and communication technology to the electoral 
process is one of the most contended areas of the transformation from paper-
based to electronically supported processes. When asked about the nature of this 
challenge, most people would answer that the question is not if e-voting will be 
used in the future, but rather when it is going to be used. 
 
This thesis was centered on the core questions of 
 

1. how ICT affects democracy; 
2. how to analyze the application of ICT in elections; 
3. how the use of ICT in elections evolved; and 
4. what the factors are that motivate election stakeholders to introduce 

ICT. 
 
The contribution to the literature on the topic can be summarized as follows: 
 
First, this transformation process offers and enables more and different social 
interaction possibilities from very remote places and with people whom we 
hardly know. As such, it will naturally affect the way a democratic system 
works and will challenge existing paradigms, such as the concept of 
representation. The use of ICT in elections will provide for more possibilities to 
participate and will ideally be used in a context of constant dialogue between 
representatives and voters. 
                                                      
10 IX presents a proposal regarding how election observers could assess ICT use 
in elections. 
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Second, the use of voting technologies is in no way easy. Discussions tend to 
lose focus due to the complexity and interdisciplinary nature of the topic. This 
inherent complexity can only be addressed with a conceptual model, such as the 
e-voting mirabilis that describes the influence factors of technology, law, 
politics and society and that describes the electoral process that is affected by  
e-voting. Only through such conceptualizations could developers make the 
discussions around e-voting more transparent and evident to a wider audience. 
 
Third, the development that voting technology has undergone since the 
appearance of the first concepts of mechanical voting machines some 170 years 
ago is remarkable. The technology was applied depending on knowledge and 
availability. In the earliest elections, voting technologies were quite diverse, but 
this diversity decreased with the appearance of the Australian ballot, which is 
still the most widely used voting technology today. Shortly after this type of 
paper ballot became a quasi-standard, the diversification started again. Most 
parts of the US began to use mechanical voting machines for many decades. 
After the Second World War, the use of electronic devices started with the 
electronic counting of mark-sense enabled ballots, which progressed to punch-
cards and finally the DRE electronic voting machines. 
 
Last but not least, whereas all of these technologies were more or less designed 
to reduce fraud and to enhance accuracy and speed, the last invention in the 
field of voting technology aimed for something completely different. Internet 
voting, in theory, enables the voters to participate from anywhere in nearly no 
time at all in the election process of their choice. This technology also comes 
with the promise to enable more voters to cast their vote and thereby raise the 
turnout. 
 
The realization of these promises could support the important goal of providing 
the politicians and representatives with the possibility to appear modern by 
endorsing a new voting technology for the core process of democracy. Estonia 
may easily be the best example of this political move. 
 
Overall it can be said that the promises that developers are currently pairing 
with electronic voting are often too high, because “IT tools are not a panacea to 
solve existing problems in the elections field. … where there already is lack of 
trust in the electoral process, its digitalisation will not improve the situation; on 
the contrary, it may further diminish voter confidence” (Lenarčič 2010). 
Nevertheless, e-voting can offer additional functionalities to elections in areas 
where traditional technologies like paper ballots are limited by trying to raise 
and/or maintain voter turn-out, counting complicated and large-volume 
elections, supporting the handicapped, assisting vision-impaired voters, and 
facilitating remote voters’ participation in elections. 
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As history has shown, when a government follows a balanced and proportional 
approach that considers multiple dimensions and undertakes careful 
preparations, including deciding for a step-by-step approach, it can deploy 
voting technology that contributes to a better democracy. 
 

6. Some Final Normative Considerations for the Future 
 
In the past fourteen years, I have been discussing, researching and gaining 
experience with the application and assessment of e-voting around the world. 
During this time, I have often had déjà-vu moments, such as card drivers that 
did not work exactly as they had during a previous election, ballots that were 
declared invalid because of technical errors even though no legal framework in 
any country described grounds for this, communication patterns that led to 
controversies in other settings, and so on. 
 
In response to these repeat situations, I wrote down some reminders for myself 
for the next time I would encounter a situation where I would have to make a 
decision according to my experience. I include below the points that I devised. 
 
Pre-Requirements 

 
1. We should not assume that a voting technology will build trust; instead, 

we should accept that the use of it requires trust. 
 

2. We should acknowledge that every voting technology will become 
feasible when its time is right. We should not rush any new system. 
 

3. We should not use voting technology just because we can. 
 

Decision Making 
 

4. We should always keep in mind what is best for the voter when 
considering voting technology. 
 

5. We should conduct studies on voting technologies in order to determine 
their feasibility before making any attempt to implement the 
technologies. 
 

6. We should design voting technology proportionally to its use. 
 

7. We should have a selection process for choosing voting technology that 
is as transparent and as accountable as possible. 
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Implementation 
 

8. We should implement voting technologies through a gradual approach, 
one step after another, by gaining experience in small pilots and by 
developing implementation slowly. 
 

9. We should think of implementing voting technology only in the election 
after next in order to give it enough time. 
 

10. We should acknowledge that the deployment of voting technology 
always goes slower than we expect. 
 

Trust 
 

11. We should do our best to explain voting technology to the laymen and 
give them the chance to experience it and learn to use it. 
 

12. We should give the layman the tools to control voting technologies 
effectively without any need of prior knowledge. 
 

13. We should give every stakeholder the chance to see and learn from all 
material that describes and constitutes the new voting technology 
without undue limitations. 
 

Training 
 

14. We should acknowledge that every additional voting technology raises 
the complexity of the election. 
 

15. We should train all election administrators so that they are not 
dependent on technical support staff. 
 

Testing 
 

16. We should test every single component and interface of a given voting 
technology thoroughly and under real election experiences. 
 

17. We should consider legal, technical, social and political aspects when 
assessing voting technology. 
 

18. We should acknowledge that voting technology and the technological 
infrastructure it requires must be useful for and usable by the voter; 
otherwise, he/she will not use it. 
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Evaluation 
 

19. We should always review lessons learned from every experience and 
document the experiences in the clearest possible way. 
 

Discussion Culture 
 

20. We should try to understand each other and accept differing views of 
the same issues, including the issue of e-voting. 
 

Considering these lessons might help to achieve better results in upcoming trials 
of voting technologies. 
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SUMMARY 
 

The Evolution of E-voting: Why Voting Technology is Used and How It 
Affects Democracy 
 

This dissertation’s aim is to contribute to the research that addresses the 
challenge of ensuring effective participation in decision-making procedures 
using information and communication technologies (ICT) in twenty-first 
century democracies, which are assumed to be the best form of government 
available (UN 1945; EU 1993). The use of ICT in elections, also often called 
electronic voting (hereinafter: e-voting), touches upon core principles in the 
governance of the contemporary democratic state. One might go as far as to say 
that the mechanisms of elections are not only methods through which societies 
may express their opinions but also indicators of how they use technology in 
general. Numerous elections throughout history have made use of emerging 
technologies in one way or another. 
 

Today, ICT is a widespread, common phenomenon, so technology-based 
electoral procedures seem almost inevitable. 
 

Nevertheless, the field lacks holistic research about e-voting that integrates 
these multidisciplinary perspectives with theoretical and practical approaches, 
and gives an insight into the motivating and influencing factors for using voting 
technology in elections. 
 

The research in this dissertation stems from more than nine years of extensive 
theoretical and practical research while working in Austria, Germany and 
Poland. The study was finalized in Estonia, which served as the ideal setting for 
research on Internet voting. 
 

The theoretical framework of this dissertation draws mainly on literature in 
algorithm research, electoral law and democracy theory, and was mainly 
undertaken during the first half of the research period. During the second half, 
the focus was put on practical work especially in Austria, with additional 
insights gleaned through discussions and analyses of various forms of e-voting 
in Albania, Estonia, Finland, Germany, Norway, the Russian Federation, 
Switzerland, the United States and Venezuela. 
 

The preliminary results of the dissertation were presented and discussed at 
international conferences and workshops in Albany (US), Athens (GR), 
Barcelona (ES), Berlin (DE), Bochum (DE), Bregenz (AT), Budapest (HU), 
Copenhagen (DK), Hagenberg (AT), Helsinki (FI), Innsbruck (AT), Krakow 
(PL), Krems (AT), London (UK), Madrid (ES), Manchester (UK), Mantua (IT), 
Moscow (RU), Oslo (NO), Paris (FR), Prague (CZ), Salzburg (AT), Santiago 
(CL), Stellenbosch (ZA), Strasbourg (FR), Tallinn (EE), The Hague (NL), 
Tirana (AL), Varenna (IT), Vienna (AT), Waikoloa (US), Warsaw (PL) and 
Zaragoza (ES). 
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This thesis comprises original articles that focus on ICT (II, IV), the 
information society (I), electronic democracy (I, III), and the policy 
implications of voting technology (I, II, IV; V) in Austria (III), the EU (II), 
and Council of Europe member states, as well as OSCE participating states 
(IV). 
 
This dissertation contributes to four research topics, (1) how ICT affects 
democracy, (2) how to analyze the application of ICT in elections, (3) how the 
use of ICT in elections evolved; and (4) what the factors are that motivate 
stakeholders to introduce ICT, as follows: 
 
First, this transformation process offers and enables more and different social-
interaction possibilities from very remote places and with people whom we 
hardly know. As such, it will naturally affect the way a democratic system 
works and will challenge existing paradigms, such as the concept of 
representation. The use of ICT in elections will provide for more possibilities to 
participate and will ideally be used in a context of constant dialogue between 
representatives and voters. 
 
Second, the use of voting technologies is in no way easy. Discussions tend to 
lose focus due to the complexity and interdisciplinary nature of the topic. This 
inherent complexity can only be addressed with a conceptual model, such as the 
e-voting mirabilis that describes the influence factors of technology, law, 
politics and society and that describes the electoral process that is affected by  
e-voting. Only through such conceptualizations can developers make the 
discussions around e-voting more transparent and evident to a wider audience. 
 
Third, the development that voting technology has undergone since the 
appearance of the first concepts of mechanical voting machines some 170 years 
ago is remarkable. The technology was applied depending on knowledge and 
availability. In the earliest elections, voting technologies were quite diverse, but 
this diversity decreased with the appearance of the Australian ballot, which is 
still the most widely used voting technology today. Shortly after this type of 
paper ballot became a quasi-standard, the diversification started again. Most 
parts of the US began to use mechanical voting machines for many decades. 
After the Second World War, the use of electronic devices started with the 
electronic counting of mark-sense enabled ballots, which progressed to punch-
cards and finally the DRE electronic voting machines. 
 
Last but not least, whereas all of these technologies were more or less designed 
to reduce fraud and to enhance accuracy and speed, the last invention in the 
field of voting technology aimed for something completely different. Internet 
voting, in theory, enables the voters to participate from anywhere in nearly no 
time at all in the election process of their choice. This technology also comes 
with the promise to enable more voters to cast their vote and thereby raise the 
turnout. 
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The realization of these promises could support the important goal of providing 
the politicians and representatives with the possibility to appear modern by 
endorsing a new voting technology for the core process of democracy. Estonia 
may easily be the best example of this political move. 
 
Overall it can be said that the promises that developers are currently pairing 
with electronic voting are often too high, because “IT tools are not a panacea to 
solve existing problems in the elections field. … where there already is lack of 
trust in the electoral process, its digitalisation will not improve the situation; on 
the contrary, it may further diminish voter confidence” (Lenarčič 2010). 
Nevertheless, e-voting can offer additional functionalities to elections in areas 
where traditional technologies like paper ballots are limited by trying to raise 
and/or maintain voter turn-out, counting complicated and large-volume 
elections, supporting the handicapped, assisting vision-impaired voters, and 
facilitating remote voters’ participation in elections. 
 
As history has shown, when a government follows a balanced and proportional 
approach that considers multiple dimensions and undertakes careful 
preparations, including deciding for a step-by-step approach, it can deploy 
voting technology that contributes to a better democracy. 
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ZUSAMMENFASSUNG 
 
Die Entwicklung des E-Voting: Warum Wahltechnologie genutzt wird und 
wie sie sich auf die Demokratie auswirkt 
 
Diese Dissertation soll einen Beitrag zur Forschung leisten, die sich mit der 
Herausforderung befasst, mithilfe von Informations- und Kommunikationstech-
nologien (IKT) eine effektive Beteiligung an Entscheidungsverfahren in 
Demokratien des 21. Jahrhunderts, die als beste verfügbare Regierungsform 
gelten (UN 1945; EU 1993), zu gewährleisten. Die Nutzung von IKT bei 
Wahlen, die häufig auch als elektronische Wahl (im Folgenden: E-Voting) 
bezeichnet wird, berührt Grundprinzipien der Führung eines modernen 
demokratischen Staates. Man könnte sogar so weit gehen zu behaupten, dass 
Wahlmechanismen nicht einfach nur ein Mittel für die Meinungsäußerung der 
Gesellschaft sind, sondern auch Indikatoren dafür, wie sie Technologie im 
Allgemeinen nutzt. Im Lauf der Geschichte wurden bei zahlreichen Wahlen auf 
unterschiedliche Weise neue Technologien genutzt. 
 
Heute ist IKT ein weitverbreitetes, alltägliches Phänomen, wodurch 
technologiebasierte Wahlverfahren so gut wie unvermeidbar erscheinen. 
 
Dennoch mangelt es auf diesem Gebiet an umfassender Forschung zu E-Voting, 
die diese fachübergreifenden Betrachtungen mit theoretischen und praktischen 
Ansätzen kombiniert und einen Einblick in die Faktoren, die die Nutzung von 
Abstimmungstechnologien bei Wahlen anregen und beeinflussen, liefert. 
 
Die Erkenntnisse in dieser Dissertation wurden in mehr als neun Jahren 
ausführlicher theoretischer und praktischer Untersuchungen während der 
Tätigkeit in Österreich, Deutschland und Polen erlangt. Abgeschlossen wurde 
die Studie in Estland, welches ideale Bedingungen für die Forschung zur 
Stimmabgabe über das Internet bot. 
 
Der theoretische Rahmen dieser Dissertation basiert hauptsächlich auf Literatur 
zur Algorithmenforschung, zum Wahlrecht und zur Demokratietheorie und 
wurde vor allem während der ersten Hälfte des Forschungszeitraums erarbeitet. 
Während der zweiten Hälfte stand die praktische Arbeit, insbesondere in 
Österreich, im Vordergrund. Zusätzliche Einblicke wurden dabei durch 
Diskussionen und Analysen zu verschiedenen Arten des E-Votings in Albanien, 
Deutschland, Estland, Finnland, Norwegen, Russland, der Schweiz, den USA 
und Venezuela zusammengetragen. 
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Präsentationen und Diskussionen vorläufiger Ergebnisse der Dissertation 
erfolgten bei internationalen Konferenzen und Seminaren in Albany (US), 
Athen (GR), Barcelona (ES), Berlin (DE), Bochum (DE), Bregenz (AT), 
Budapest (HU), Den Haag (NL), Hagenberg (AT), Helsinki (FI), Innsbruck 
(AT), Kopenhagen (DK), Krakau (PL), Krems (AT), London (UK), Madrid 
(ES), Manchester (UK), Mantua (IT), Moskau (RU), Oslo (NO), Paris (FR), 
Prag (CZ), Salzburg (AT), Santiago (CL), Saragossa (ES), Stellenbosch (ZA), 
Straßburg (FR), Tallinn (EE), Tirana (AL), Varenna (IT), Waikoloa (US), 
Warschau (PL), und Wien (AT). 
 
Diese Arbeit setzt sich aus Originalbeiträgen zusammen, die sich mit IKT (II, 
IV), der Informationsgesellschaft (I), elektronischer Demokratie (I, III) und den 
Auswirkungen der Abstimmungstechnologie auf die Politik (I, II, IV; V) in 
Österreich (III), der EU (II) sowie in Mitgliedsstaaten des Europarats und 
Teilnehmerstaaten der OSZE (IV) befassen. 
 
Diese Dissertation trägt zu den folgenden vier Forschungsgebieten bei: (1) wie 
sich IKT auf die Demokratie auswirken, (2) wie die Nutzung von IKT bei 
Wahlen analysiert werden sollte, (3) wie sich die Nutzung von IKT bei Wahlen 
entwickelt hat und (4) welche Faktoren Stakeholder zur Einführung von IKT bei 
Wahlen bewegen. 
 
Erstens bietet und ermöglicht dieser Umstellungsprozess umfangreichere und 
andersartige soziale Interaktionsmöglichkeiten von entlegenen Orten aus und 
mit Menschen, die man kaum kennt. Insofern wird er die Funktionsweise eines 
demokratischen Systems natürlich beeinflussen und bestehende Paradigmen, 
z.B. das Konzept der Repräsentation, in Frage stellen. Die Nutzung von IKT bei 
Wahlen bietet zusätzliche Möglichkeiten der Partizipation und wird 
idealerweise im Zusammenhang mit einem fortwährenden Dialog zwischen 
Volksvertretern und Wählern erfolgen. 
 
Zweitens ist die Nutzung von Abstimmungstechnologien keineswegs einfach. 
Diskussionen schweifen aufgrund der Komplexität und Interdisziplinarität des 
Themas schnell ab. Diese inhärente Komplexität lässt sich nur mithilfe eines 
konzeptuellen Modells bewältigen, wie der E-Voting Wunderblume, das zum 
einen die Einflussfaktoren von Technologie, Recht, Politik und Gesellschaft 
beschreibt und zum anderen das vom E-Voting betroffene Wahlverfahren. Nur 
durch derartige Konzeptualisierungen könnten Entwickler die Diskussionen um 
das E-Voting transparenter gestalten und einem breiteren Publikum zugänglich 
machen. 
 
Drittens hat die Abstimmungstechnologie seit Auftreten der ersten Konzepte für 
mechanische Wahlgeräte vor rund 170 Jahren eine bemerkenswerte 
Entwicklung durchlaufen. Die Technik wurde je nach Kenntnisstand und 
Verfügbarkeit genutzt. Waren die Stimmabgabeverfahren bei den frühesten 
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Wahlen noch sehr unterschiedlich, setzte mit Einführung des „Australischen 
Stimmzettels“, der auch heute noch das am weitesten verbreitete Mittel zur 
Stimmabgabe ist, eine zunehmende Vereinheitlichung ein. Kurz nachdem diese 
Art des Wahlscheins aus Papier zum Quasi-Standard geworden war, entstand 
eine neue Vielfalt. In weiten Teilen der USA begann die Nutzung mechanischer 
Wahlgeräte, die viele Jahrzehnte lang anhielt. Nach dem Zweiten Weltkrieg 
setzte mit der elektronischen Zählung von Stimmzetteln mit optischer 
Zeichenerkennung die Verwendung elektronischer Geräte ein. Daraus 
entwickelten sich die Lochkarten und schließlich die DRE-Wahlcomputer. 
 
Während all diese Technologien mehr oder weniger darauf ausgerichtet waren, 
Betrug zu bekämpfen und für mehr Genauigkeit und Schnelligkeit zu sorgen, 
hatte man bei der jüngsten Erfindung ein ganz anderes Ziel im Sinn. 
Theoretisch ermöglicht das Internet-Voting den Wählern die Teilnahme am 
Abstimmungsverfahren ihrer Wahl in kürzester Zeit von jedem Ort aus. Diese 
Technologie verspricht außerdem, mehr Wählern die Abgabe ihrer Stimme zu 
ermöglichen und damit die Wahlbeteiligung zu steigern. 
 
Die Einhaltung dieser Versprechen könnte dem wichtigen Ziel, Politikern und 
Volksvertretern eine Möglichkeit zu bieten, sich durch die Befürwortung einer 
neuen Abstimmungstechnologie für den Kernprozess der Demokratie als 
modern zu präsentieren, zugutekommen. Estland ist vermutlich das beste 
Beispiel für diesen politischen Schachzug. 
 
Zusammenfassend lässt sich sagen, dass die Versprechen, die die Entwickler 
derzeit im Zusammenhang mit der elektronischen Wahl geben, häufig zu groß 
sind. Dennoch kann das E-Voting in Regionen, wo traditionelle Verfahren wie 
Stimmzettel aus Papier nur eingeschränkt verfügbar sind, zusätzliche Vorteile 
bieten, etwa durch den Versuch, die Wahlbeteiligung zu steigern und/oder 
aufrechtzuerhalten, die Auszählung komplizierter, umfangreicher Wahlen, die 
Unterstützung körperlich oder sehbehinderter Wähler und die Erleichterung der 
Teilnahme für Wähler in entlegenen Gebieten. 
 
Wie die Geschichte zeigt, kann eine Regierung, wenn sie einen ausgewogenen, 
verhältnismäßigen Ansatz wählt, der vielfältige Aspekte berücksichtigt und eine 
sorgfältige Vorbereitung beinhaltet – einschließlich der Erwägung einer 
schrittweisen Vorgehensweise – Wahltechnologien einführen, die zu einer 
besseren Demokratie beitragen. 
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KOKKUVÕTE 

E-hääletamise evolutsioon: miks kasutatakse hääletamistehnoloogiat ja 
kuidas see mõjutab demokraatiat 

Väitekirja eesmärk on anda panus uurimisvaldkonda, mis käsitleb kodanike 
osalemist otsustusprotsessis info- ja kommunikatsioonitehnoloogia (IKT) abil 
21. sajandi demokraatia – eeldatavasti parima olemasoleva riigikorra (UN 1945; 
EU 1993) – tingimustes. Infotehnoloogia kasutamine valimistel, teisisõnu 
elektrooniline hääletamine (edaspidi: e-hääletamine), puudutab nüüdisaegse 
demokraatliku riigi valitsemise põhiolemust. Võiks isegi väita, et riigi 
valimiskorraldus ei kujuta endast pelgalt mehhanismi, mis võimaldab 
ühiskonnal oma arvamust avaldada, vaid annab ettekujutuse üldisest 
tehnoloogiakasutusest. Valimistel on läbi aegade kasutatud uudseid tehno-
loogilisi lahendusi. Tänapäeval, kui IKT on saanud lahutamatuks osaks meie 
igapäevaelust, näivad tehnoloogiapõhised valimisprotseduurid pea vältimatud. 

Siiski puudub valdkonnas siiani terviklik e-hääletamist käsitlev teadusuuring, 
mis seoks erinevaid multidistsiplinaarseid vaatenurki teoreetiliste ja praktiliste 
lähenemistega ning annaks seeläbi ettekujutuse nendest motiividest ja teguritest, 
mis mõjutavad hääletamistehnoloogiate kasutamist valimistel. 

Käesolev väitekiri põhineb enam kui üheksa aasta pikkusel ulatuslikul 
teoreetilisel ja praktilisel uurimistööl Austrias, Saksamaal ja Poolas. Töö valmis 
lõplikult Eestis, mis on ideaalne koht internetihääletuse uurimiseks. 

Väitekirja teoreetiline raamistik tugineb eelkõige valimissüsteemide, valimis-
seaduste ja demokraatiateooriate alasele kirjandusele; töö kirjandusega toimus 
valdavalt uurimisperioodi esimeses pooles. Uurimisperioodi teises pooles oli 
rõhk praktilisel tööl, seda eriti Austrias. Lisaks andsid uurimistööle palju juurde 
diskussioonid ja analüüsid e-hääletuse erinevatest kasutusviisidest Albaanias, 
Eestis, Soomes, Saksamaal, Norras, Vene Föderatsioonis, Šveitsis, Ameerika 
Ühendriikides ja Venetsueelas. 

Väitekirja esialgseid tulemusi esitleti ja analüüsiti rahvusvahelistel 
konverentsidel ja seminaridel Albanys (US), Ateenas (GR), Barcelonas (ES), 
Berliinis (DE), Bregenzis (DE), Budapestis (HU), Kopenhaagenis (DK), 
Hagenbergis (AT), Helsinkis (FI), Innsbruckis (AT), Krakowis (PL), Kremsis 
(AT), Londonis (UK), Madriidis (ES), Mantuas (IT), Moskvas (RU), Oslos 
(NO), Pariisis (FR), Prahas (CZ), Salzburgis (AT), Santiagos (CL), 
Stellenbochis (ZA), Strasbourgis (FR), Tallinnas (EE), Haagis (NL), Tiranas 
(AL), Varennas (IT), Viinis (AT), Waikoloas (US), Varssavis (PL) ja Zaragozas 
(ES). 
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Väitekiri koosneb algupärastest artiklitest, mis keskenduvad IKT-le (II, IV), 
infoühiskonnale (I), elektroonilisele demokraatiale (I, III) ja hääletustehno-
loogia poliitilistele aspektidele (I, II, IV, V) Austrias (III), Euroopa Liidus (II) 
ja Euroopa Nõukogu liikmesriikides, samuti OSCE osalisriikides (IV).  

Väitekiri panustab nelja uurimisvaldkonda: (1) milline on IKT mõju 
demokraatiale; (2) kuidas analüüsida IKT rakendusi valimistel; (3) millised on 
olnud arengud IKT kasutamisel valimistel; (4) millised on mõjutegurid, mis 
motiveerivad sidusrühmi valimistel IKT lahendusi kasutama, tehes seda 
järgnevalt. 

Esiteks, säärane muutuste protsess pakub enam võimalusi sotsiaalseks 
interaktsiooniks ka suurte vahemaade tagant ja inimestega, keda vaevalt 
tunneme. Nõnda mõjutab see loomulikult ka demokraatia toimemehhanisme 
ning esitab väljakutse kehtivatele paradigmadele, näiteks esindatuse 
kontseptsioonile. IKT kasutamine valimistel annab suurema osalemisvõimaluse 
ning ideaalvariandis toimib esindajate ja hääletajate vahelise pideva dialoogi 
kontekstina. 

Teiseks, hääletamistehnoloogiate kasutamine ei ole kindlasti lihtsakoeline 
protsess. Sellekohased arutelud kipuvad kaotama fookust tulenevalt teema 
keerukusest ja interdistsiplinaarsusest. Siinkohal oleks abiks e-hääletuse kõike-
hõlmav kontseptuaalne mudel, mis koondaks ühte tehnoloogilised, õiguslikud, 
poliitilised ja ühiskondlikud mõjutegurid ja kirjeldaks ka seda, kuidas  
e-hääletamine valimisprotsessi mõjutab. Vaid säärase kontseptualiseerimise 
kaudu saavad e-hääletamise käsitlused selgemaks ja arusaadavamaks ka 
laiemale publikule. 

Kolmandaks, alates esimestest mehaanilise hääletamise katsetustest pea 170 
aastat tagasi on hääletamistehnoloogias toimunud märkimisväärne areng. 
Tehnoloogilisi lahendusi kasutati sõltuvalt oskustest ja võimalustest. Valimiste 
algaastatel kasutati väga erinevaid hääletamismeetodeid, kuid nende hulk 
vähenes oluliselt alates nn Austraalia hääletamistehnoloogia kasutuselevõtust, 
mis on tänase päevani kõige levinum hääletusviis. Kui valimised etteantud 
nimedega salajaste hääletussedelite abil olid kujunenud pea standardiks, 
hakkasid sinna kõrvale tekkima taas ka teistsugused lahendused. Pärast teist 
maailmasõda võeti elektroonilised abivahendid kasutusele esmalt häälte-
lugemisel, seejärel elektrooniliselt töödeldavate hääletuskaartidena ja lõpuks 
hääletusmasinate näol. 

Viimasena, kuid mitte vähemolulisena, pälvis uurimistöö kontekstis tähelepanu 
tõdemus, et kui kõik varasemad tehnoloogilised lahendused olid peaasjalikult 
suunatud valimispettuste vähendamisele ning protsessi täpsuse ja kiiruse 
suurendamisele, siis värskeim uuendus hääletamistehnoloogia vallas täidab 
hoopis teistsugust otstarvet. Teoreetiliselt võimaldab internetihääletus valijatel 
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osaleda mistahes valimistel, sõltumata nende asukohast ja ilma igasuguse 
ajakuluta. See hääletusviis võimaldab valimistel osalemise teha kättesaadavaks 
palju suuremale valijaskonnale ning tõsta seeläbi ka valimisosalust. Kui need 
võimalused realiseeruvad, toetab see omakorda teist olulist eesmärki – anda 
poliitikutele ja esindajatele võimalus luua endast uudse hääletusviisi 
eestkõnelejana nüüdisaegse demokraatia edendaja kuvand. Eesti on sellise 
poliitilise sammu üks paremaid näiteid. 

Kokkuvõtteks võib öelda, et elektroonilise hääletussüsteemi väljatöötajate 
lubadused on tihti liiga ambitsioonikad, kuna “infotehnoloogia ei ole imerohi 
seniste valimistega seonduvate probleemide lahendamiseks. /…/ kui 
valimisprotsessis puudub usaldus, ei paranda olukorda ka digitaliseerimine – 
vastupidi, valijate usaldus võib veelgi langeda” (Lenarčič 2010). Sellegipoolest 
võib e-hääletamine täiendada valimiste funktsionaalsust valdkondades, kus 
traditsiooniliste hääletusviiside, nt pabersedelite, võimalused on piiratud: 
näiteks valimisosaluse taseme säilitamine ja suurendamine, häälte lugemine 
suuremahulistel ja keerulise valimissüsteemiga valimistel, puuetega inimeste 
erivajaduste arvestamine, nägemispuudega valijate toetamine ja eemalasuvate 
hääletajate osaluse võimaldamine. 

Nagu ajalugu on näidanud, võib valitsus, kes järgib tasakaalustatud ja 
proportsionaalset lähenemist, mis võtab arvesse protsessi erinevaid aspekte, 
ning on teinud põhjalikke ettevalmistusi, mis hõlmavad ka protsessi samm-
sammult läbimõtlemist, kasutada hääletamistehnoloogiat, mis aitab kaasa 
demokraatia edendamisele. 
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Article I 
 
 
Mahrer, Harald and Robert Krimmer. 2005. “Towards the Enhancement of  
e-Democracy: Identifying the Notion of the Middleman Paradox.” European 
Information Systems Journal 15(1), 27-42. (1.1) 
 
 
Developed economies are facing ever more challenges to forms of e-democracy 
that seek the electronic transformation of political systems. E-democracy forms 
a component of overall e-government initiatives that attempt to encourage 
adoption and diffusion of technology in order to enhance the delivery of 
government services and to broaden access. The implementation of  
e-democracy projects is undertaken at a much slower pace and with 
dramatically less support than the implementation of the so-called  
e-administration activities in the public sector. This paper investigates the 
halting evolution of e-democracy and clearly identifies politicians as an 
inhibiting factor. 
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Article II 
 
 
Volkamer, Melanie and Robert Krimmer. 2006. “Die Online-Wahl auf dem 
Weg zum Durchbruch.” Informatik-Spektrum 29(2), 98-113. (1.2) 
 
 
The majority of citizens in western democracies possess multiple chances per 
year to participate in an election, because several associations and pressure 
groups determine their representatives through elections that are more or less 
formal. Such decision-making processes require considerable preparation, 
resources, time, and money. The decline in voter turnout in western 
democracies since the 1970s and increasingly scarce public budgets intensify 
considerations to organize elections more effectively through electronic means 
in order to increase the accessibility of elections and to support voter mobility 
on election day. This paper gives an overview of electronic voting, its forms, the 
technical means for identification and authentication, and preserving secrecy of 
the vote. It concludes with an overview of Germany’s experiences with remote 
electronic voting. 
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��������������	
��
������������������������������������������������� ����������!����������������������������"���#���$������� �#���������%���������&� ��'�!������������%����%������(�������������� ���)*������+�#�����"���,�����
����''��������-������ ����������������.���������/��!������������)0��1��"��������������0��� ���������2�����3�������'������������4�����3!���325������� �#����������6����2������������������3������#�����)
�����������1��"��������� ��'�����
����������������������7��'�����������)
��
������������8���������9������� %���������������
�����������������'%�����4�����3!�������������������������������-�"'������������������������
����3�����/��4�����3!������������&� ��'������������)��������-��3���0����� ���������������+����3 �����:�����������������������;6���� ��������'������������������������2����������"�������������'���)
����2��������������'������������������������-�'����'%�����������������:����4�����3!���������-���<==<���/�����!���������'�������������� �����7������������������)-��������#��������������>?@?AA@BCDEFEGHIJEKHLDFMN?OPOQ.(R��������������������������%�3����4�����3!�����������8��!#����������Q����<=)===!��������������R����������'���������������'%��������� 6�����'%�������������4�����3!������������������
�� �������"�� �����������������������������$������""�-S4TU��-3S��������-3.�/����������2�����3����VU����������������������/������:���������#'����)7����#� ��������(������������������������������������4�����3!������.(����������������������IJMFMDFMW?XYZ��4 �����<==[�����������������7��������������� ��������������� ������)
�������������������������������-����� 3����/��4�����3!������������������$�������������������������\#������� �����-������/��4�����3!���325�������� �������������������������4�����3!����������
�����4��������7���������]̂H_̂HK̀DaDCAYbbcdOOOe?MJH?BCF@f

NHgEFMh?@iDCAW?HEDCH?JGj?HkD@IJF?HJ?FDJjM?F?J]̂NlJJ?JV������������� ��������������������m#������
������������������������/�����(�������/�
<n��'��������������������'%���������)!������������������$���������������m%���������m� �����
���������������������)(�������
�����������������������������3���������������������� ����������!����������������������������"���#���$������� �#���������%���������&� ��'�!������������%����%������(�������������� ���)&�
�����������/������������"���,����
����''��� �#����������3������������������)0�8������������-������ ����������������.���������/��!������������)0��1��"��������������0��� ���'��������9������� %������/������������2������������'������������4�����3!���325������������-�6���������3���6�����2����������������������������������%������m������������������
���������������3��'%�����4�����3!��������-�������� ���������)
��
������������8���������-�"'������������
���������������������������������
���������/��4�����3!������������&� ��'������������)o�pq�rs���
��0������!������������'%�����������#����������� /��m���������t�'�����)
��������#�3�����/���������������������������.����'������� �����u���XM@FDJ]f������vHg@?J]aDCA����������������4�����2�������������)���0���3�������/��!������'����������������)-��������������������t�������������� ��������������T��������2����������)1����"��������/��D̀̀M?HjD@M?HF?Hf���)?A?NFHKJM@BC?HiDCA)!#�����������t����������������� �������������4��w�������T�����w���2���������������������'�������/���.����'������������T����'������������������ux�yz�s{��z�s|�o�pq
��̀D̀M?HjD@M?HF?iDCA��������������!���'��3����������T��������-�'���������2�������"������������)
��4�����2������������������������������t����������������� ���)}~�������1�������������������������� ���������V$������!�������������!#��������!#��������!����������������������������!����� ����������������~�����������~��������������



���������	
�	��
���
������������������������������ ����������������!����"���#�������#$���##�����%��������#����������&'(����������#���(���#$) ���������*������� �+!����"�����*����������+���#(������������"����"(������� �������������"�!��$,�������������(����� ����������������������������� ���(���&��'(�������� ������������������!����"��#�����������!����(���&������������ (�*������'(��������$,������������(#��-������!��!��-� �����+��������������!����"����#(���#��.�����&$/���������0���������%��������#����������-����1�����������������!����"-��1���#���!�#$2������( ���������������(�#��"��� 3�#��4������#(5������6����������5�������5("����$/3�#����#�(�"�"��78�)�-��1�(�"#��4������"��4������ ��$9����#�������#��������(�����:;<=>?@:?AB>CDE;FG$HIJKLMNOPQ��#��Q��� -���1���#��47����R#��47������������R�����6����������5������������4�����1���������!�����R���"�-7�����S���(� 3����(�#�( #��6���-�"#��4���5�������5(���#��$T�������-�����(��#� 3��������)����""�������-��#��(�##�����-��#��#��U������"���( #��6���-�"��#��47������3����������$V��2���������+�(�"�������#�(�"�"��78��)�-��1�(�"#��4��������"�#��47����R#��47������������%-����V�(�������##(���#��)�"����������#�������������9�1�7�(�"#�1(��������-��#$V����/���-��#�(�����:;<=>?@W=BX;CDE;FG��5�������$�YZ[
�\]̂��_Z��_Y��)����"��5(�9�� ���(�"#��9(��������5(9+̀����"abc��������������4��� �����%���#����5(���#���#��2������"�������������1+����������.��7��� ��"�%(����#��S�����"��  >G>dX?eC=BfF>g;FG5(������ �����$hNOPiKIjkK9� ��"�#��2������"�������������1����������.��7���4�����1��%����������!��4���"��7���$V�#�����������/(�1�����(� ��"(�#(����#��.��������(�1�#��2������������ ��#��(�"������1

#�  �������%�(������������-�����(����"���#���$V�����������V�(�������#���"����5���4���"��7�����##��lX;Cm@;GeC>@g;FGn>?AX>$2�����������#����"�"������2��������1��(�#57���������9�#�#��4����(�$��.�"�����5#�5(�����#��S�����+4�����4�����1��%���#��o>?C>XDX>g;FGn>?AX>5(�9�����51�����$V�����#�(���%#������-�#��#��4�����������"(�"���3 (�"%#��2������"����#�����#�6��5�����������pQ�������"(�"���3 (�"(�#2����"���q�������� ��"��$)��������������������/�����-��#���(�����>G>dX?eC=BfF>:?AB>CDE;FG��5�������$rKstkKuvPJvKwhNOPV����/������(����!�����Q�"��  ����1����%#��(����x�����9+̀����"%��������-���(�#y����+̀����"$4�����"����������%#���#��4���+��������"(�"���3 (�"(�##��2������"���3��������S�����+z����!��������������"�����1���+�������9�#"��7��� ��"�$̀�����"�"1�����#�������9�#"��7��6{�(�#���z���(��1��������#�(�#����������5(�9�����5$V����/������������#��>G>dX?eC=BfF>W=BX;CD@g;FG#��$|̂��_}\�~Z]�����#�����!���4��� �����"������(������5-��y���� �����%#�������##��5(!��"��������z����������������#�(��"�����#��z������5("���#+���-��#��1������#��)(�57��(�"��(�����(�##��S�����+4�����z���1$����jOP�vi�N�ktsNkV����BDAFG;�Xe�;X>C�����������y���� ����(����������������(�#���1����������4���#��$�������-��#��#��6����������5������(������������"������%�(�"�-�����(�##��9�"��������������$Q�1�����Q������������ 3����##��1��� ���������4���"��7��!��)��(̀�����-��#��������(�"5(�#����7���"��Q(�#����"�-�������-�������"�+���5��#�"�����2�� �%#��������#��2������"����(�"������-��#$uvPJvKwhNOPNs�Jt��V���CG=C>@g;FG;��=eBd�������y���� ���5-������#�����1����������6�7���5+(�#V�����5+-���$�������������#��!�����5���4���"��7��������������4�����1��(����)( �����#��4������ ��%���#������  �������5("7�"������.��7(#��(�#x7(���-��Q��������1��%2��(�������vLtIsNkJ����K�kI�s����������



����������	
���
��������		������
����������������	���������������	����
	������������	��	������������������		��������
�������������	����
�	����� !"##$%&"!! %'(����	��
�������)�����
�����		��	�������
���
�*�
�����������	����	��������+
���
�����������,������������
�����������,��	���
�-�.����/������0��	���������
	�������(��	����	��������	���	����	��
.�������.���	������	����
�/
������
.�	����������������������
������	������	��1	��
�2	��������
��1
�������)������
��������	3��	����	�������
��
���*���������	�����
���4
��������	����1�������	���)���
.���	�������������������5�
�����
(�	���
.������	�������
3
���.��������
6�����+�����1)���������������	����7��8�
���
�������	����	��������������		������*�������*�
.�������3��
�����+�����1)���9*�
	��������)�����
����������	����:����;0�+�����1)�����)��������<*�
���
��)�����
���=>�+�����1)�����?��	�@�6�����+�����1)���������
�����	����������		������
������
1�������
.�	������������
��<)�����
���?��	��4ABC���D=��������
���
������
*�

�
E��
����������
)�����
������������
��
�������������	���������
����	F�.���	���������������
	�����������4
�����	����������G����	���
��������
���
��
��.�
��	������6�����1+�����1)����.��������������	��	���17HIJKJLJMNJIOPQRLJPSTOUPJMIMVWXY /������0Z[\]̂_̀abcd ef]gb_̀abcdZbhf̂[abcd ijklkmnop qjrlsmnoptunkvwnpxklynopzlj{u |l}xul~d̂�g[�_f]�ĉ �ljklu�ul� �kprklwynop�bcd ynopzlj{u �����nkv�� ����{opn�ux}nu��kprklwynopr}ynoppx�np��kprklwynopn}�rx��
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Article III 
 
 
Edelmann, Noella, Robert Krimmer and Peter Parycek. 2008. “Engaging 
Youth through Deliberative e-Participation: A Case Study.” International 
Journal of Electronic Governance 1(4), 385-399. (1.2) 
 
 
As a fundamental principle of democracy, participation in the broader sense 
includes engagement in acts of representative democracy, such as 
communication with politicians and political parties, elections, and opinion 
formation. This paper analyzes a case study from Austria, which aimed to 
encourage young people to participate in political discussions. The results show 
that the young people were interested in online deliberation and that it is a 
method of participation that they will accept and will actually use. The paper 
identifies that any form of e-participation must be accessible and usable to all 
those interested as well as capable of motivating other citizens to take an 
interest in political matters. 
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��������������������������������������������� ����!���"���#��������$� ��%� ��������������&�'�%%����������� ��!�������������� ����#��������������������%%����!�������������%%�!������!����$�(���������!�������������(��������������������� ���� �����!���"�����������)*��%����������� ���$�%���������+�%%��������(,������#��%�(%������� ��%�-����� ��%� �) ��!���%������$��%�������#����������-&�. �������������!�������������#������(��� ����� ����!���$�(���� ��!������!����� ���� ���!!������������#������ �����!��������(�������� �����%���� �����������������(����!������&�/����%%����(������!������!��������!%������������������ ��!��,��������%�$�� ������%������(���(������������� ��!��,�������� ����!���������������%������%��(������&�/�!������!�������%����"�0. ��!�%���������� ��%�������� ���12&�34�5	�67�8
�
95:5�. �����%�����! ������#�%#�����!���%�����;!������ ����������!����(%������� ���#�%����������� ��������(������������(��� ��!������!����&�. �����(�������� ���;!����!���%��������������#��������$�������� �����!�(%���������������$���������<=�>�#��(���?�@��A����(���<BBC�����#�%������ ��������(������&�/�������������#������(�������!!������� ���;!����!���%������������ ��#�%���������� ��!��,���&��/%%�� ��������(������������(��� ��!������!��������� ��������������!���������!������������(���#�%�����������������������D.�!�������� �� ��������������������� ����� �������&�. ��!�������%��+������ �����*���������� �������$����%������ ���������������� ����%������ �!�(�������� �������$������ ���!�������������! �����!���������������� ��!������!����E�������(������&�. ������������ ���!����������,���������)����#�%��-��� ��������� ���@BBB�������(���������������&�D��� ��!��,���������� ��&��$�� �����%%����(������������(���������������� ��������������!���������!�������������%%������������! �����!�����������$����� ��!���%�����;!�������%�������� ���������;!����������������%%��������������� ��������(������������(��� ��!������!����&�F��� ��(��������� ��������(������$�� ���;!����!���%�)����! �����-�!��#�����@G�������!���� �� �� ��!������!������#�%���������� ����;��! ���$�#�%�������&�34�5	�H7�I�
:���:J
�. ���;!����!���%E��@G�������!��������!���������� ��!��,������(����$������������� ��� ����! ����)@K�A����(���<BBC�?��@�L�������<BBG-$�!������!��������%������������#�%������ ��&�M���� ��!��,���������� ��&��$�� ���#�%������������������������%����*�������������$������������� �������������!��#����$�<KG=�*����������������������!%�����������������&�. ����!������������������%�#����������!�����������N��#��������E����������#������C������������&�. ������%���� ���� ��������������!������%��%����!����������������!��!%�����/������$����%��������!%�����������������!��!%�$��%���������� ������� ��%$�� ��*��%����������� ���$�������!��!%�E�� ��%� �)���!������%������� �����������;��-$�!�%������������$� �������� ��$�!������%��������������$�����%����� ���$��%�������#�������������!����������� �������������&�/��� �����������$�� ������%����%�����#��%�� ������!������%����������������(��%������!������$���� �������������%��������� ��!�%�����%�������$��%� ��� �� ��!������!���������� ���������������� �����%��� �� �����(��������������������������������+&�A��������������!�%�����������!���%�����������!��!%�����/�������)O��%�� ���������+�$�<BB�-$�������%��!��!%���#���<B������������������������ �������������������������� �����!���?�� ������*��������������������������� ������������� �����������!)�-���� �!��,������ ��%���������&�O�������� ����!����� �� ������#����� �� ������������������� ���������)�����;��!%�$��� ��%��������$������$����+����(���$������������$�� ����*�������������� ��P������ ���Q���!%����$�����!%������$���������������$�!�%%�����-������������������
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����2* %� %��*��#�%��&*�%�$��"��0�.�"�!"�6�7�0+��+8�9::;<��*��+�%�#�%��"���3&�+ �"��%�!0�� "���,+!-��*��%���8�/�+��&+�%�"���� "���&�+# �-�"��+8�&+�%%��!",�+�"����!��*��&�0# �(��2*��+�%�#�%�/�+��-�����'� #�0#��!"�///(- �-��*�"(����"��%�"���!��*��+�#�'�"��&!# � ��#��"����- " %�+�� !"���&�+�-�"�%��%�/�##��%�8!��*�+�&+�%�"��� '�%(�=>?�4��@��
������	������2*��+�%�#�%�%*!/��*����* %� %���-��*!��!,�&�+� � &�� !"�/* �*� %�����&�����"��/ ##�0���%���08�8!�".�&�!&#�(�A�+� ��#�+#8$��*���!"��&�%���'�#!&��� "��*��%��!"��&*�%�$��"�#8% %$���"�0���'�#�������%�0� ".�%����%%,�#��%��*�8�&+!' �����B- " C.!'�+"-�"��#�&+!.+�-�����+- "���08�8!�".�D�%�+ �"%E�F�%���%�+ 0���08���-�-0�+�!,��*���3&�+��&�"�#G(��2*����+.���.+!�&� %� "��+�%���� "�0� ".� "'!#'����"��&�+� � &�� ".� "�'�# ��� !"�&+!��%%�%$��"����.+����+�"�-0�+�!,�&�+� � &�"�%���"�0��+���*���08��% ".�-!+�� ",!+-�� !"��*�""�#%��"��� - ".��*��&�+� � &�� !"�&+!��%%��!��*����+.���.+!�&H%�"���%�F "��* %�&�+� ��#�+�&+!I���$� ��/�%�� -����!��*��%�*!!#�8��+G(�D�-�+1�� ".�%�+���.8��"�!�+�. ".�8!�".�&�!&#���!�&�+� � &����"���%��!�#!!1����/*����*�""�#%��*�8�+��##8�# 1���"���%�$�%!��*�8���"�0��+���*���� +���#8$��"�!�+�.����!�&�+� � &�����"���!"�+ 0�����!��*��� %��%% !"(�2* %�%�+���.8�-�%���#%!�*�'����%&�� , ����, " � !"�!,��*������.!+8�J8!�".�&�!&#�H$� (�($���� ���/*����*���.��0+��1��K# - ��%*!�#��0��L��*��D�%�+ �"�M�"%�%�N,, ��$�,!+��3�-&#�$���, "�%���8!��*��%���&�+%!"��&��!�6��8��+%�!,��.�(�2*���.��0+��1���&#�8%��"� -&!+��"��+!#���%���+�� "��!& �%�-�8�-!+��0�� "��+�%� ".�,!+�!#��+�&�+� � &�"�%$��%� %��#��+#8��*����%��/ �*�&!# � �%(�2*���.��0+��1���*�%��!�0���!"% ��+�����+�,�##8$��%���&�+� � &�� !"�&+!I����.��+����!/�+�%�8!�".�+�&�+� � &�"�%�-�8�0�� "�&&+!&+ ����,!+�!#��+�&�+� � &�"�%(�2*��#�".��.���%���!"��*��&!+��#��#%!�*�%��!�0���.���&&+!&+ ����L��*��#�".��.���"����+-%��%���,!+�!#��+�&�+� � &�"�%�-�8�"!��0���&&+!&+ ����!+��"��+%�!!��08�8!�".�+�&�+� � &�"�%$��"���*�8�-�8$��*�+�,!+�$�"!���"��+%��"��/*����*�8��+��+�O� +����!��!(�N�*�+� %%��%�/* �*�%*!�#���#%!�0���!"% ��+����+�������� !"$��-&#!8-�"�$�# ��+��8$�� . ��#�� ' ����"������%% 0 # �8(�2*��&+!I����- �-��*�"(���,!##!/������!&C�!/"��&&+!��*$��"���*��� %��%% !"��!& �%�/�+��. '�"��!��*��&�+� � &�"�%�����*��0�. "" ".(�2*��� -�/�%��!�1��&��*��&�+� � &�"�%H�� %��%% !"�,!��%���!"��*���!& �%��"��&+�'�"���*�-�,+!-���#1 ".��0!��� %%��%�/* �*�-�8�"!��*�'���"8�+�#�'�"����!�&!# � ��#���# 0�+�� !"��"���*��- �-��*�"(���� -%(�2* %��&&+!��*�� +���%��*��&�+� � &�"�%H�,!��%�!,�����"� !"��"��%��%�0!�"��+ �%�!"��*� +�J�3&#!+�� !"H�!,����!& �$�0�������*��%�-��� -�$� ��!0' !�%#8�+�����%��*��'�+ ��8�!,�!& " !"%��"���*��"�-0�+�!,�� %��%% !"%(�D#�*!�.*��*���!&C�!/"��&&+!��*��!�%�"!�� ",#��"����*�������#�,!+-��"��&+!����+��!,�&�+� � &�� !"$� ��-�8�� %�!+��*!/�&�+� � &�"�%�+��##8�,��#��0!����"��+������+�� "��!& �%(�2*��&+!I����- �-��*�"(���� ��"!��#����*��&�+� � &�"�%�.!�0�8!"���*���6;P��!"��&�%���'�#!&���08��*���3&�+��&�"�#$��"��-�8�*�'���*�+�,!+��&+!������+�%�#�%�/* �*��!�"!��+��##8�+�&+�%�"���*��&�+� � &�"�%H�+��#�,��# ".%��"��!& " !"%(�Q���#%!�-��"%��*����"8��!& �%�"!���!"% ��+���08��*��+�%��+�*����-�/�+��"!�� "�#����(�2*���!"��&�%���'�#!&���08��*���3&�+��&�"�#�-�8�,�+�*�+-!+��+�'��#�-!+���0!����*���3&�+�%H�!& " !"%�!"��*���!& ���"��-�8��#%!�*�'��J0# "1�+��H��*��&�+� � &�"�%�08�#��� ".��*�-��!�,!��%�-!+��!"���+�� "��!& �%�+��*�+��*�"�#��� ".��*�-��3&#!+���*���!& ��!"��*� +�!/"��"���% ".��*� +�!/"�#�".��.���"��/!+� ".(�D�0!��!-C�&��&&+!��*�/* �*���!&�%����*"!#!. �%�%��*��%�
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Article IV 
 
 
Helbach, Jörg, Robert Krimmer, Nils Meissner, Anastasia Meletiadou and 
Melanie Volkamer. 2007. “Zukunft von Online-Wahlen – Aktuelle rechtliche, 
politische, soziale und technisch-organisatorische Fragen.” Datenschutz und 
Datensicherheit 31(6), 434-440. (1.2) 
 
 
At the beginning of the millennium, several projects commenced with the aim 
to allow voting via the Internet. After the first set of experiences, it became 
clear that one has to answer a number of legal, political, social and 
organizational questions to master the technical challenges. This paper explains 
which areas must be regulated in the legal domain, how voters can trust 
technical systems, and the implications that remote electronic voting has on 
politics and democracy. 
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,-.//01��12�3.4�56607�5�8�9.4409-01�:;65�8�<=1�>��?;04/4?801@��5�2=0,�0;018566,�AB/04C-01D=,,01�048.4204-E�7�,,�204�F5<63.4,-512�=7�F5<66.956�GG8@�2�4H<�-0H<1=,H<0�A48?6C6�1G,G0<=6801�04D0=-04-�D04201@�I=04;0=�=,-�2511�0=10�G015�0��08=1=-=.1�204�:�8G5;01C304-0=6�1G��12�204�F0=,�1G,;040H<-=G�1G�048.42046=H<@��JKLKM�NOPQRPQS�TPO�UVRW�XPOYZY�[\SP��]̂ TVSQ_̀��A=1�D0=-040,�a4.;607�3.1�b16=10CF5<6C,c,-0701�=,-�25,�204�d�=--�1G,840=<0=-@�A=1�Fe<604�,.66�15H<�fgG6=H<90=-�?;04/4?801�9g1101E�25,,�,0=10�h-=770�9.4409-�=1�204�i410�51G09.7701�=,-@�j60=H<>0=-=G�2548�04�5;04�1=H<-�=1�204�k5G0�,0=1E�,0=10�F5<601-C,H<0=2�1G�>��;0D0=,01@��57=-�,.66�h-=7C70195�8�5�,G0,H<6.,,01�D04201@��5�0,�,=H<�<=04;0=E�>�7=120,-�-0=6D0=,0E��7�9.19�44=0C40120�:18.4204�1G01�<51206-E�7?,,01�01-,/40H<0120�kg,�1G01�G08�1201�D04201@�A=1�:1,5->�=,-�2=0�A=18?<4�1G�3.1�l.-0�i/25-=1G�mhFnoE�l.j4npq@��5;0=�9511�0=1�Fe<604�,0=10�F5<601-,H<0=2�1G�r?;04C,H<40=;01sE�=1207�04�,0=10�h-=775;G5;0�D=0204<.6-@��5,�F5<6,c,-07�,-066-�,=H<04E�25,,�t0D0=6,�1�4�0=10�h-=770�=1�25,�F5<6C04G0;1=,�0=186=0u-@��04�A=1,5->�3.1�l.-0�i/25-=1G�<5-�201�D0=-0401�l.4-0=6E�25,,�0=10�v0.;5H<-�1G�20,�Fe<604,�=7�/4=35-01�i78062�;0=�204�h-=775;G5;0��1=1-040,,51-�D=42@�w�4=,-01�,0<01�<=04�a4.;6070�<=1,=H<-C6=H<�204�j60=H<<0=-�204�F5<6�,.D=0�207�l046�,-�20,�F5<6D04-0,E�D011�751�,0=10�h-=770�;06=0;=G�.8-�304e12041�9511@�JKLKx�yOV_ŶVOP_z�Z_T�[POYS{_TWQ|R}PQS�XPOYZY�~Q|RPORPQS�F=0�.;01�;040=-,�04De<1-�=,-�8?4�201�A48.6G�0=10,�F5<6,c,-07,�=1,;0,.12040�20,,01��451,/5401>E� �5H<3.66>=0<;5490=-� �12��;04/4?8;5490=-�01-,H<0=2012@���4�D011�2=0,0�a�19-0�G0G0;01�,=12E�9511�204�Fe<604�207�F5<6,c,-07�304-45�01@��A=101�04,-01�:1,5->�>�4�A4<g<�1G�204��451,/5401>�8?4�201�Fe<604�6=08041�;0=�F5<675,H<=101�,.G@�rl.-04�l04=8=02�:�2=-��45=6,s@��5;0=�D=42�2=0�F5<601-,H<0=2�1G�0=10,�Fe<604,�5�8�a5/=04�5�,G024�H9-E�,.25,,�2=0,04�201�:�,24�H9�?;04/4?801��12�=1�0=10�i410�0=1D04801�9511@��=0,�<5-�201�l.4-0=6E�25,,�25,�F5<604G0;1=,�2�4H<�2=0�:�,D04-�1G�2=0,04�>�,e->6=H<01�i410�15H<CG0>e<6-�D04201�9511@��=0,0,�l0485<401�=,-�.8801,=H<-6=H<�5;04�1=H<-�5�8�b16=10CF5<6,c,-070�?;04-45G;54@���

JKLK�����P_SWQ|R}PQS��PQ�TPO��ZYz{RWZ_̀�A,�,-0<-�<0�-0�56601�Fe<6041�840=E�2=0�9.4C409-0���4H<8?<4�1G�204�F5<6�=7�F5<66.956�>��;0.;5H<-01@��5>��G0<g401�2=0�fgG6=H<C90=-�204��;04/4?8�1G�204�600401�i410�3.4�204�F5<6E�2=0�v0.;5H<-�1G�20,�F5<66.956,�De<4012�204�F5<6��12�=1,;0,.12040�2=0�g8801-6=H<0�:�,>e<6�1G�204�5;G0G0;0101�h-=7701�15H<�204�F5<6@�A,�=,-�.8801,=H<-C6=H<E�25,,�2=0,0,�l0485<401�1=H<-�2=409-�5�8�0609-4.1=,H<0� F5<6,c,-070� ?;04-45G01�D04201�9511@��5,,�2=0�l0460->�1G�2=0,0,��8801-6=H<90=-,/4=1>=/,�5�8�G4.u0��4=-=9�,-gu-E�>0=G-��@5@�2=0�:180H<-�1G�204�60->-01�v�120,-5G,D5<6@��A=1�kg,�1G,51,5->�2=0,04�a4.;6075-=9�9g11-0�,0=1E�25,,�2=0�0609-4.1=,H<0�F5<6�4C10��1-04���<=68015<70�304,H<=020104�hc,C-070��15;<e1G=G�3.10=151204�5�,G0>e<6-�D=42@�A=1�5120404�=,-�204�2=G=-560�F5<6,-=8-E�201�2=0�h-52-�I57;�4G�0=1,0->01�7gH<-0E�;0=�207�751�;0=��D0=8061�5�8�2=0�a5/=04C,-=7701�>�4?H9G40=801��12�2=0,0�5�,>e<601�9511@��JKLK��UVRW�P\�V|RSZ_̀��PQ��_WQ_P�UVRWP_��F5<6;0.;5H<-�1G�=,-�0=1�D=H<-=G0,�A60701-�;0=�3=0601�:4-01�3.1�F5<601E�3.4�56607�=7�/5465701-54=,H<01�i78062@��=0�F=H<-=G90=-�3.1�F5<6;0.;5H<-�1G�D=42�;0=�0=104�A=1C8?<4�1G�3.1�b16=10CF5<601�5�8G4�12�204�80<601201��451,/5401>�,-0=G01@��1�2=0,07���,57701<51G�,-06601�,=H<�2=0��45G01E�D=0�2=0�F5<6;0.;5H<-�1G�3.1�b16=10CF5<6,c,C-0701�047gG6=H<-�D=42��12�D=0�2=0,�=1�2=0��0G�654=01�>��=1-0G4=0401�=,-@�A=10�D=H<-=G0��.660�=1�2=0,07���,57701<51G�,/=0601�2=0�:�2=-25-01E�2=0�25,�hc,-07�04>0�G-��D5,�,.66�?;04/4?8-�D04201��12�D=0�,=12�2=0��5-01�5�,>�D04-01���5,�F5<6,c,-07�,.66-0�?;04�f0H<51=,701�3048?G01E�2=0�0=10�v0.C;5H<-�1G�204�F5<6�5�H<�2�4H<�0=101��0H<C1=9C�407201�047gG6=H<01�m�4l.npq@���������������������� ¡�����¢���£� �¡����¤����������¢��£¥�¡�b8801,=H<-6=H<�;0,-0<-��.4,H<�1G,C��12��=,9�,,=.1,;02548E��7�b16=10CF5<601�=1�2=0�;0,-0<01201��0G�654=01�0=1>�;=1201@��=0,0��1-0G45-=.1�,.66-0�1=H<-�1�4�8?4�2=0�t0D0=6=G0�F5<68.47��12�¦54-�048.6G01E�,.12041�25,��<075�566G070=104�;0-45H<-01��12�25<04�5�H<�512040��.4701��12�:4-01�,.D=0�F5<601�5�8�5120401�h-�801��12�A;0C101�;04?H9,=H<-=G01@�f.701-51�=,-�t02.H<�0=1��4012�>��04901101E�25,,�2=0�F5<6.4G5C

1=,5-.401E�2=0�b16=10CF5<601�0=1,0->01�D.6601E�,=H<�=<40�0=G010�kg,�1G�8?4�2=0��1-0G4=-e-E�8?4�2=0�:18.4204�1G01��12�0=10��;04/4?8�1G�?;0460G01@�:1�2=0,04�h-0660�De40�0=10�l0410->�1G�D?1,H<01,D04-E��7�j070=1,5790=-01�204�304,H<=020101��.1C>0/-0�>��8=1201��12�0=101�G070=1,5701��041�>��0454;0=-01E�5�8�207�2511�t020�F5<6.4G51=,5-=.1E�=1�:;<e1G=G90=-�3.7��.1-0B-E�5�8;5�01�9511@��§�̈�¤�©���ª�«�¬����=0�1e<040�v0-45H<-�1G�3.1�0609-4.1=,H<01�F5<601�D=48-�¦�?;04�-0H<1=,H<0��12�40H<-6=CH<0�:,/09-0�<=15�,�¦�>5<640=H<0�512040��45G0,-066�1G01�5�8@�I=04�,=12�;0=,/=06,D0=C,0�25,�l04-45�01�=1�2=0�l0485<401E�2=0�:9C>0/-51>�=1�204�a45B=,��12�2=0�v01�->;5490=-�204�hc,-070�>��2=,9�-=0401@��§����� � ©¥������£����� ­©� ���j0<-�751�3.1�204�59-�06601��=,9�,,=.1�5�,E�,.�9511�3047�-0-�D04201E�25,,�AB/04-01��12�=18.47=04-0���->04�3.1�0609-4.1=,H<01�F5<630485<401�>�4>0=-�D01=G�l04-45�01�=1�,.6H<0�hc,-070�<5;01@��=0�j4?120�8?4�25,�80<60120�l04-45�01�9g1101�3=068e6-=G�,0=1@�A=1=G0�253.1�D04201�=7��.6G01201�2=,9�C-=04-@�LKJKJ�®V_̀PW_TP�yOV_ŶVOP_z�TPY�UVRW�XPO�VROP_Y�F=0�=7�04,-01�:;,H<1=--�;040=-,�51G020�-0-E�=,-�0=1�a4.;607�2=0�751G06120��451,/5401>�204�0609-4.1=,H<01�F5<630485<401@��7�i1C-04,H<=02�>��207�965,,=,H<01�l0485<401E�=1�207�2=0�v?4G04�2=0�fgG6=H<90=-�<5;01E�25,�l0485<401�204�F5<6��12�25,���,-51209.7C701�204�>�G0<g4=G01�A4G0;1=,,0�,06;,-�5̄�H<�D011�258?4�2=304,0�.4G51=,5-.4=,H<0�hH<4=--0��12�25,�304-45�-0�f02=�7�a5/=04�;01g-=G-�D04201°�15H<>�3.66>=0<01E�,=12�2=0���19-=.1,D0=,0��12�2=0�A47=--6�1G�204�A4G0;1=,,0�;0=�204�l04D012�1G�3.1�0609-C4.1=,H<01�F5<675,H<=101�;>D@�b16=10CF5<601�8?4�2=0�:66G070=1<0=-�1=H<-�.<10�D0=-040,�?;04/4?8;54@��i7�2=0�l04D012�1G�3.1�0609-4.1=,H<01�F5<630485<401�041,-<58-�;0-40=;01�>��9g1C101E�40=H<-�0,�1=H<-�5�,E�D011�1�4��5H<60�-0�2=0���19-=.1,D0=,0�304,-0<01��12�?;04/4?C801�9g1101@��1,;0,.12040�D011�,=H<�AB/04C-01�3.4�56607�94=-=,H<�>��201�3.1�=<101��1-04,�H<-01�hc,-0701�e�u041E�9511�25,�l04-45�01�204�v?4G04�=1�2=0,0�hc,-070�,=1901@��
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�%&'(�)*++,'-�.,(%,'/0'-��-1�2',&*1'-�/'34�-1'-�5'(1'-6�50'�78(/'(�'-,5'1'(�89'(�10'�'+':,(*-0);&'-�<%&+='(4%&('-�0-4*(>0'(,�5'(1'-�:?--'-�*1'(�@�-*;&�9'))'(�@�)'+9),�0-�10'�A%/'�='()',B,�5'(1'-6�)0;&�'0-'-�C0-9+0;:�0-�10'�'-,)D(';&'-1'-�2';&%-0)3>'-�B��='();&%44'-E�C0-'�2?/+0;&:'0,�10')'�F&'>%,0:�0-�1%)�7'5�)),)'0-�1'(�G++/'>'0-&'0,�B��(8;:'-6�:?--,'-�BE�7E�F'),5%&+'-�*1'(�10'�C,%9+0'3(�-/�0-�5'-0/'(�)'-)09+'-�7'('0;&'-�H0>�I'/'-)%,B�B��7�-1'),%/)5%&+'-J�)'0-E��%9'0�)*++,'-�1'>�<K&+'(�4*+/'-1'�L�-:,'�'(+K�,'(,�5'(1'-M�N�<0'�4�-:,0*-0'(,�1%)�O'(4%&('-�%�4�%9)3,(%:,'>�P0='%��/'-%�Q�N�<0'�50(1�1%9'0�/'5K&(+'0),',6�1%))�10'�L(0-B0D0'-�=*-�4('0'-6�/'&'0>'-��-1�/+'0;&'-�<%&+'-�'0-/'&%+,'-�5'(1'-Q�<0'�50(1�9'0)D0'+)5'0)'�)0;&'(/'),'++,6�1%))�R'1'�%9/'/'9'-'�.,0>>'�:*((':,�/'BK&+,�50(16�%9'(�/+'0;&B'0,0/�='(&0-31'(,6�1%))�R'>%-1�&'(%�)40-1'-�:%--6�50'�'0-'�9'),0>>,'�L'()*-�%9/'),0>>,�&%,Q�N�<0'�:%--�>%-�1%)�C(/'9-0)�-%;&,(K/+0;&�='(040B0'('-Q�STUTS�VWXYWZ[W�\]]WZYŴ_Ẑ�[Ẁ�aWbXZcdebXWZ�fgeaWhW�C0-�5'0,'('(�I(�-1�48(�9'/(8-1',')�20))3,(%�'-�0),�10'�4'&+'-1'�i44'-+'/�-/�1'(�,';&-0);&'-�.j),'>'E�CkD'(,'-�&%9'-�50'31'(&*+,�10'�I'&'0>&%+,�-/�1'(�,';&-0);&'-��',%0+)�:(0,0)0'(,E�.0'�='(5'0)'-�1%(%�46�1%))�)*�1'(�C0-1(�;:�'-,),'&'-�:?--,'6�1%))�'-,5'1'(�10'�.j),'>'�/%(�-0;&,�)0;&'(�)0-1��-1�10')�='();&+'0'(,�5'(1'-�)*++�*1'(�10'�O'(%-,5*(,+0;&'-�Hl'(),'++'(6�L*+0,0:'(J�:'0-�m-,'('))'�1%(%-�&%9'-6�10')'�F(%-)D%('-B�&'(9'0B�48&('-E�l0'(�50(1�9'0)D0'+)5'0)'�%-/'48&(,6�1%))�10'�i44'-+'/�-/�1'(�,';&-0);&'-��',%0+)�'0-'�n*>D(*>0,,0'(�-/�1'(�.j),'>'�1�(;&�G-/('04'(�'(+'0;&,'(-�58(1'��-1�1%&'(�1�(;&�I'&'0>&%+,�-/�9':K>D4,�5'(1'-�:?--'E��0')'�o)';�(0,j�9j�*9);�(0,jp�50(1�R'1*;&�=*-�%-1'('(�.'0,'�:(0,0)0'(,E�C0-'�50(:+0;&'�.0;&'(&'0,�:?--'�-�(�'(('0;&,�5'(1'-6�5'--�10'�2';&%-0)>'-�B�>�q5';:�1'(�r9'(D(84�-/�*44'-�/'+'/,�5'(31'-E�G�s'(1'>�:?--,'-�1�(;&�t*();&�-/)3%:,0=0,K,'-�%�4�7%)0)�=*-�iD'-3.*�(;'3u�'++;*1'�='(9'))'(,'�O'(4%&('-�'-,50;:'+,�5'(1'-E�m-�10')'>�q�)%>>'-&%-/�0),�%�;&�10'�q'(,040B0'(�-/�1'(�.j),'>'�1�(;&�'-,)D('3;&'-1'�i(/%-0)%,0*-'-�B��)'&'-E�2*>'-,%-�5'(1'-�10'�.j),'>'�B5%(�1�(;&�B�),K-10/'�7'&?(1'-),'++'-��-,'()�;&,6�%9'(�5'1'(�1%)�/'-%�'�q'(,040B0'(�-/)='(4%&('-6�-*;&�1'(�
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Article V 
 
 
Alkassar, Ammar, Robert Krimmer and Melanie Volkamer. 2005.  
“Online-Wahlen für Gremien: Wahlen in Gremien als Einsatzgebiet für Wahlen 
ohne vertrauenswürdige Instanz.” Datenschutz und Datensicherheit 29(8),  
480-483. (1.2) 
 
 
The German discussion of the use of electronic means for casting a vote started 
with a proposal from Werner von Siemens in the nineteenth century. One 
hundred years later, the German Bundestag allowed for e-voting machines in 
the polling station. Every proposal for the polling station, however, required a 
trustworthy body, such as an election commission, to operate the system. In this 
paper, the authors present a remote electronic voting protocol that does not 
demand a central administration body. Additionally, the authors describe how 
academic departments could use this protocol for decision making in their 
bodies. 
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APPENDIX (Articles VI – X) 
 
 
 
 
Article VI 
 
 
Prosser, Alexander and Robert Krimmer. 2004. “Electronic Voting in 
Europe.” Proceedings of the 1st ESF TED Workshop on E-Voting. LNI P-47. 
Bregenz: GI. (4.2) 
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Article VII 
 
 
Krimmer, Robert and Melanie Volkamer. 2005. “Bits or Paper? Comparing 
Remote Electronic Voting to Postal Voting.” In EGOV 2005. Schriftenreihe 
Informatik 15. Linz: Trauner, 225-232. (3.2) 
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Article IX 
 
 
Krimmer, Robert and Melanie Volkamer. 2006. “Observing Threats to Voter’s 
Anonymity: Election Observation of Electronic Voting.” In EGOV 2006. 
Schriftenreihe Informatik 18. Linz: Trauner, 43-50. (3.2) 
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