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1 Introduction

This thesis deals with the usage of digital technology in elections for the benefit of
election administration. It focuses on a particular digital technology, Internet voting, and
on two aspects of its usage: how election administrators implement Internet voting and
how implementation of Internet voting affects election administration. These two issues
are interlinked, as the way Internet voting is implemented leads to particular
consequences for election administration. This thesis traces the outcomes of choices
made during the implementation process. In this way, this thesis approaches elections
and Internet voting from a public administration perspective, which is not so common
for both research objects. The geographic scope of this thesis includes Estonia, the Aland
Islands and Russia.

Digital technology is at the core of this thesis; however, the focus is on the intersection
of digital technology and election administration, not technology per se. Therefore, the
starting point of this thesis is the concept of election administration. For the definition
of election administration, one can refer to James, who describes it as “the
administrative procedure used for casting ballots and compiling the electoral register”
(James, 2012, p. 3). According to Hall, election administration is about rules, procedures
and their implementation. (Hall, 2017). Other scholars add elements to the definition of
election administration, saying that people, processes and technology should be
considered together (Alvarez et al., 2021; Montjoy, 2008a). Only in this way can elections
be studied holistically (Mozaffar & Schedler, 2002). This brings into focus the people
running elections, commonly known as election administrators,! who “control and
manage the election process” (Alvarez & Hall, 2006, p. 492), including the usage of
technology. Whenever this thesis needs to emphasize the human agency, it uses the term
“election administrator”. In other cases, the term “election administration” is used.

Election administration, a key concept in this thesis, is a largely understudied domain
of public administration, especially outside the U.S. (James, 2012). Until recently,
research on public administration has rarely focused on elections, as elections were
largely seen as a research topic for political science (James, 2013; Montjoy, 2008b).
Among other reasons for elections being understudied in the discipline of public
administration, scholars name “uncertainty over how the knowledge of public
administration might apply” (Ejalonibu, 2019, p. 22). This thesis looks at the usage of
digital technology in elections through the prism of the public administration theories
and concepts and demonstrates how they may apply to the broader study of elections.

Even though digital technology is less widespread in election administration in
comparison to other fields of public administration (Damschroder, 2013), currently,
hardly any elections are conducted without digital technology (Haque & Carroll, 2020;
Krimmer, 2012). This has inspired researchers to refer to “the era of cyber elections”
(Garnett & James, 2020, p. 5), “e-electoral administration” and the “e-electoral process”
(Xenakis & Macintosh, 2005a, p. 191), in which new ways of campaigning, election
information exchange and conduct of elections are flourishing. Thus, “the evolving role
of technology” becomes one of the current challenges of election administration (Hale
et al., 2015, p. 143). In the context of the COVID-19 pandemic, the demand for digital
technology in elections has grown even more (Krimmer & Duenas-Cid, 2020). Therefore,
the rich data on the usage of digital technology in election administration can provide

1Such terms as election officer, election official, election administration official, polling official, or
poll worker frequently substitute this term (see Alvarez & Hall, 2006; James, 2012)



new evidence supporting or rejecting established theories on the usage of digital
technology in public administration.

The second key concept of this thesis is technology. “Technology” is a broad term:
a pen or pencil can be considered technology (Bertrand et al. 2007, as cited in James
2012). The wide choice of digital technologies in combination with limited resources and
windows of opportunity force decision makers to face “the chicken or egg problem” of
digitalization of public service delivery: they confront the difficult decision of what to
digitalize first.

There are generally two venues for digital technology in public administration:
the back office and the front office of public service delivery. In the back office, the usage
of digital technology for supporting administrative processes is conceptualized. In the
front office, the usage of digital technology in interactions with citizens receiving a
public service is understood. The front office and back office are closely interrelated:
a non-digitalized back office can negatively affect the efficiency of front-office
digitalization, and vice versa.

When we apply these phenomena to the field of election administration, we see that
the process of voting in elections largely continues to be performed in a conservative
way: in many contexts, voters cast their ballots in the same way as they have for
decades.? Currently, most digital technologies are introduced to the back office of
elections to support the administrative activities of the electoral process, like registering
voters and candidates or reporting on party finances (ICTs in Elections Database |
International IDEA, n.d.). Ballot casting, to the contrary, mostly occurs without the
involvement of digital technology. This thesis focuses on the latter—Internet voting
as a digital technology innovating the process of ballot casting and, thus, predominantly
the front office of election delivery. The first research question that this thesis addresses
focuses on the implementation process of Internet voting in election administration and
is formulated as follows:

RQ 1: How do election administrators and other actors implement Internet voting?

To answer this question, one needs to start with defining Internet voting and
establishing which parts of the electoral process Internet voting digitalizes in terms of
the front and back office of public service delivery (Section 3.1). In a broader sense, this
part of the thesis contributes to the scholarship on approaches to digitalization of public
service delivery.

Next, the thesis moves to the specifics of the digitalization of election administration.
First, unlike other electronic services (e-service), Internet voting has a clear day by which
it must be delivered—election day. This can play a critical role in implementation,
as schedule overrun is typical for Information Technology (IT) projects (Flyvbjerg &
Budzier, 2013). Frequently, the election day is established by law and may be postponed
only under very specific conditions, which do not include a schedule overrun of IT
delivery. Second, the consequences of an IT failure in election administration can be
much harsher than in other fields of public administration: it poses “fundamental risks
for the government”, given the importance of elections for democracy (Moynihan, 2004,
p. 515). Even if Internet voting is only one of the many available voting channels,

2 For instance, many countries have a fixed day of the week devoted for elections: in the UK,
elections can only be held on Thursdays, while in other countries, they occur strictly on Sundays.
Another example comes from Belgium, where voters vote with a red pencil.
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problems with its implementation can result in voter disenfranchisement (Xenakis &
Macintosh, 2005a). Third, elections happen infrequently, which makes the maintenance
of Internet voting more costly. Fourth, unlike other e-services, there is a need to control
that a voter does not receive a public service delivery for an election in both forms—on
paper and via the Internet, simultaneously—if the principle of “one person, one vote” is
to be respected. All this emphasises the importance of the context of Internet voting
implementation, which is reflected in Section 3.2 of this thesis.

Internet voting is frequently studied from the technological angle through considering
this digital technology as an artefact (Gjgsteen, 2012; Halderman & Teague, 2015;
Springall et al., 2014). In that paradigm, the digital technology represents “the most
visible element” as “a proxy for unmeasured administrative factors” (Stewart Ill, 2011,
p. 356). The difficult task of Internet voting implementation is taken for granted: election
administration is considered a “part of the faceless bureaucracy that was expected to
deliver the outcomes in a machine-like way” (James, 2020, p. 215). As a result, we know
that it is possible to implement such a sophisticated technology as Internet voting
“without technical roadblocks” (Drechsler, 2006). However, the organizational angle of
Internet voting implementation remains under-researched, despite some notable
exceptions: research on the legal aspects of Internet voting (Braun, 2004; Driza Maurer,
2017, 2019; Loncke & Dumortier, 2004), including the constitutionality of Internet voting
(Madise & Vinkel, 2014; Solvak & Vassil, 2016); works on actors’ perspectives about
Internet voting (Drechsler, 2003; Goodman & Pyman, 2016; Goodman & Spicer, 2019);
works on the implementation process (Drechsler & Madise, 2004; Madise & Maaten,
2010; Serdiilt et al., 2015; Wilks-Heeg, 2009); and works on comparative policy analysis
of electronic voting (Mendez, 2010). The organizational angle of Internet voting
implementation is important to study as problems in the process of Internet voting
implementation can result in the loss of voters’ trust in elections and a lower perception
of legitimacy for the government overall. In extreme circumstances, it can even provoke
electoral violence (Barkan, 2013).

This thesis considers Internet voting not as an artefact but as a complex socio-
technological system. Such systems, according to Leo Marx (1997) are characterised by
the blurred boundary between a technology as an artefact and other components of the
system. These other components are, in essence, what are necessary to implement a
technology: ancillary equipment, organization, technical knowledge, trained workforce
and facilitating institutional changes. As for the workforce, scholars call for considering
all “main public administration actors” in order not to miss “something important about
the ‘big picture’” (Pollitt, 2010, p. 48). This thesis discovers the variety of implementing
actors (Section 3.3), both public and private, and through this, it contributes to public
administration theories on contracting out (Lember, 2006) and the role of private actors
in public service delivery (Bieri & Wenger, 2018; Dunleavy et al., 2006; Thomann et al.,
2018; Ya Ni & Bretschneider, 2007). As per institutional changes, this thesis presents its
findings in regard to regulations on Internet voting implementation. In particular,
the thesis focuses on how the regulations affect the implementation timeline (Section
3.4), and thus contributes to a broader discussion on difficulties in implementing digital
technology on time in public administration due to “considerable transaction costs”
(Lember et al., 2018, p. 20).
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Focusing on the implementation of Internet voting gives rise to a second research
question on the impact of Internet voting:

RQ 2: How do the choices made during the Internet voting implementation process
affect election administration?

This thesis focuses on the impact of Internet voting on election administration, rather
than on voters, in order to address the following research gap: while the impact of
Internet voting on voters is relatively well studied (Germann & Serdiilt, 2017, Goodman
& Stokes, 2018; Vassil et al., 2016), the impact of Internet voting on election
administration largely remains overlooked (Goodman & Spicer, 2019). The research on
the impact of digital technology implementation on election administration is
characterised by competing theoretical assumptions and a lack of empirical evidence in
support of them.

For instance, there is a contradiction in estimating the impact of digital technology on
the complexity of election delivery (Section 4.1.1). On one hand, even without digital
technology, “elections are complex systems” (Montjoy, 2008a, p. 785). On the other
hand, the introduction of digital technology and Internet voting, in particular, adds a new
layer of complexity, as in most cases, it is introduced as an additional voting channel to
complement the conventional voting channels. This supports universal suffrage, as
voters who are not tech savvy or who do not trust digital electoral technologies can still
cast a ballot in a traditional way. Thus, elections with Internet voting are usually
multichannel elections that allow voters to cast ballots in more than one way, while the
election administration is tasked with delivering both forms of voting, digital and on
paper, and in an integrated way (Alvarez et al., 2021). By default, multichannel elections
are more complex, as the election administration needs to deliver at least twice as many
voting channels as before and to reconcile votes cast via different voting channels to
guarantee that only one vote per voter is counted3 (Xenakis & Macintosh, 2004). This
issue is present in all domains of public administration, as delivering a public service in a
digital-only form might challenge some citizens’ capacity to utilize the service (Safarov,
2021; Schou & Pors, 2019).

The increased complexity can be associated with an increased administrative burden
for election administration (Section 4.2.1): complexity in election delivery requires
additional capacities and resources from the election administration (Catt et al., 2014;
Hale & Slaton, 2008; Xenakis & Macintosh, 2004). At the same time, the competing
theoretical expectation assumes that the usage of digital technology may positively
affect the administrative burden on public administration by decreasing “the amount of
tasks for street-level bureaucrats” due to limiting face-to-face interactions (Jansson &
Erlingsson, 2014, p. 292).

The additional administrative burden, in turn, challenges the accuracy of public
service delivery (Section 4.1.2): it increases the chances for human error (James, 2014a),
in contrast with the expectations that digital technology will increase the accuracy of
public service delivery (Norris, 2004). The accuracy of elections is of particular
importance: contemporary election administration is very sensitive to “even small
errors” (Hall, 2017, p. 475), because “any errors that electoral administrators make are
discovered more quickly and loudly” (James, 2014a, p. 149), while the modern media is

3 Unless the electoral legislation allows a voter to cast multiple ballots, all of them to be counted.
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able to amplify these errors. This places “additional pressures on election
administrators” (James, 2014a, p. 156). Thus, an additional administrative burden can
decrease the accuracy of elections, while the decreased accuracy of elections can, in turn,
place an even greater administrative burden on election administrators.

The next contradiction concerns the relationship between automation and efficiency
(Section 4.1.3). Technology eliminates some tasks of public officials (Kourakou & Glassey,
2015), but simultaneously creates new ones (Pollitt, 2011). While digital technology like
Internet voting is considered to be the highest form of election automation (Mugica,
2015), there is a lack of empirical evidence on how Internet voting impacts the
re-engineering of the surrounding processes: does the back-end of election delivery
become automated or remain manual due to the introduction of Internet voting? If the
latter is true, how does it relate to the requirement of constant process improvement as
one of the keys for successful elections (Alvarez et al., 2021)? In other words, following
the research of Kostakis (2019) on the modularity of technology, how digital is electoral
technology if its implementation is surrounded by manual processes? While technology
is expected to save time and bring greater efficiency (Andersen & Henriksen, 2006;
Bekkers, 2011; Kaliyamurthie et al., 2013; Krimmer, 2012), this has not been empirically
shown, given that Internet voting is mostly introduced in parallel with paper-based
voting, which means duplication of the processes and costs (Krimmer et al., 2007). This
thesis empirically tests those assumptions.

Another question on the impact of digital technology is how it affects the discretion
of the implementing actors (Section 4.2.3). On one hand, the usage of Internet voting is
supposed to reduce the discretion of poll workers, who are seen as having the highest
level of discretion in election administration as the street-level bureaucrats (SLBs) of
elections. When a voting process is digitalized, a voter does not need to communicate
directly with a poll worker, while technology standardizes procedures (Atkeson et al.,
2014; Clark, 2017; Hall et al., 2009; James, 2014b; Jansson & Erlingsson, 2014; Kimball &
Kropf, 2006). On the other hand, a smaller number of staff are involved in Internet voting
in comparison to paper-based voting. Furthermore, administration frequently takes
place in a centralized way (Jones, 2007). These might provide the actors implementing
Internet voting with a high level of discretion, thus changing which actors exercise
discretion but not eliminating discretion altogether. Changes in actors’ discretion can
also result in shifts in implementing actors’ roles and responsibilities (Section 4.2.2).
Such concepts as “elections-as-a-service” delivered by private vendors (Haren & Pieters,
2007) and “outsourcing of democracy” (Oostveen, 2010) describe the changes in roles
and responsibilities in election delivery.

Given that the application of digital technology in public administration ends more
frequently with failure rather than success (Goh & Arenas, 2020; Heeks & Stanforth,
2007), the final point of discussion about the impact of Internet voting on election
administration is how it affects the possibility of failure of service delivery. The increasing
complexity and administrative burden, the degree of automation, and other factors
contribute to the probability of failure of a digitalized service delivery. In view of a higher
number of implementing actors and shifts in roles and responsibilities, a question arises
as to who bears accountability for the failure of election delivery (Section 4.1.4).

To sum up, the literature demonstrates that Research Questions 1 and 2 are closely
interrelated. The impact direction of Internet voting on election administration depends
on particularities of implementation: the way Internet voting is implemented will define
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whether it leads to greater accuracy and accountability, lower administrative burden and
probability of failure, or vice versa.

When approaching these two research questions, the first challenge is the lack of
consensus on how to study the usage of digital technology in election administration.
There are no established methodological approaches for studying some aspects of digital
technology implementation in election administration. The articles comprising the thesis
represent different research designs, ranging from case study (1, lll, IV, VI), to design
science (1), to scenario research design (V). The methodology section outlines the variety
of methods for data collection and analysis that the articles (I-VI) comprising this thesis
utilize. They borrow some methods from other disciplines (accounting, business studies,
and engineering) and demonstrate how they can be applied to the discipline of election
administration. The first utilization of these methods for the study of election
administration constitutes another contribution of this thesis.

Due to the small number of countries with Internet voting implemented in legally
binding elections, it is possible to theorize and focus on individual cases (Mills et al.,
2012). This thesis covers the following cases: the 2017 local elections in Estonia (I and
1), the 2019 parliamentary elections in Estonia (ll), the 2019 regional elections in the
Aland Islands, Finland (IV), the 2020 referendum in Russia (V1) and elections around the
world during the COVID-19 pandemic (V). The selection of cases is justified by one case
(Estonia) serving as a “primary case” (Mills et al., 2012, p. 4) for other case studies
(the Aland Islands and Russia). This complements the single case studies with a
comparative perspective.

This thesis is composed of six original articles, four of which are published in
peer-reviewed journals indexed by Web of Science (I-lll, V), one is published as a book
chapter (V1) and one is published in the proceedings of International Joint Conference on
Electronic Voting (IV). Article I mainly focuses on how the implementation of Internet
voting impacts the lowest level of election administration. Thus, it contributes to the
discussion on how digital technology changes the discretion and administrative burden
of SLBs. Zooming in on the legal changes caused by the introduction of Internet voting in
Article Il, this thesis demonstrates how institutional changes affect the implementation
of new modes of public service delivery. Article Ill centres on the costs of delivering
Internet voting, thus providing methodological suggestions and empirical evidence on
the issue of the efficiency of digitalizing public sector delivery. By focusing on the case of
an unsuccessful Internet voting project, Article IV presents the downsides of outsourcing
the technological development and implementation in public administration, as well as
the difficulties of managing and delivering large-scale digitalization projects on time in
the public domain.

The introduction is structured along the lines of the research questions and proceeds
as follows. Section 2 outlines the methodology applied in the articles comprising the body
of the thesis. Sections 3 and 4 present the findings in line with the research questions
stated above. Section 3 addresses Research Question 1, while Section 4 addresses
Research Question 2. Both sections are structured according to the elements derived
from the literature review presented above. Section 5 summarizes the findings and
outlines directions for further research.
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2 Methodology

This section outlines methods for conducting research on election administration. It starts
with outlining the research designs and how they proved to be beneficial for research on
election administration. Next, it describes the methods of data collection and analysis
used to address particular aspects of digital technology implementation and its impact
on election administration. The next subsection presents approaches for the
dissemination of the findings and practice-oriented recommendations. The section
finishes with a table summarizing the research questions, research methodology, and
major findings.

2.1 Research design

The articles comprising the thesis represent different research designs. This thesis shows
that the usage of digital technology in election administration can be studied with a case
study (I, I, 1V, VI), design science (ll), and scenario research design (V). The following
paragraphs present each design in detail.

The choice of a case study research design allows the researcher to conduct a holistic
analysis of the researched phenomenon by acknowledging its context and considering it
in the real-world settings in which it occurs (Punch, 2014; Yin, 2017). The case study is an
ubiquitous research design for information systems (Benbasat et al., 1987), digital
government, and public management research (Gil-Garcia et al., 2018). This thesis is
situated at the intersection of election administration and Internet voting studies. For
Internet voting research, the case study strategy is common, both with a single case
(Krimmer et al., 2018b; Krivonosova, 2018, 2017; Vinkel, 2015; Vinkel & Krimmer, 2017;
Wrede, 2016) and comparative cases (Goodman & Smith, 2017; Puiggali et al., 2017;
Strobele et al., 2017). In research on election administration, that is less true, and recent
literature emphasises the need for case studies (Montjoy, 2008b), and in particular, for
“qualitative in-depth localized case studies, utilizing fly-on-the-wall participant
observation methods” (Norris, 2019, p. 8). The case studies conducted for this thesis aim
to fill this gap.

The small number of countries that have implemented Internet voting in legally
binding elections allows us to theorize and focus on individual cases: “When theorizing
to a finite and relatively small population or a single case, one or a few cases will suffice”
(Mills et al., 2012, p. 4). The cases considered in this thesis include the 2017 local
elections in Estonia (I and Ill), the 2019 parliamentary elections in Estonia (ll), the 2019
regional elections in the Aland Islands, Finland (IV), the 2020 referendum in Russia (VI)
and elections around the world during the COVID-19 pandemic (V).

The selection of cases is not random. Both the Aland Islands and Russia have
proclaimed that they emulated some Estonian policy decisions during their
implementation processes. Therefore, the case of Estonia could serve as a benchmark or
a “primary case” against which the cases of the Aland Islands and Russia are compared
(Mills et al., 2012, p. 4). This complements single case studies with a comparative
perspective.

The case studies represent critical (I, Ill) and exploratory cases (IV, VI), as per
definitions by Flyvbjerg (2006) and Yin (2017). For a critical case, Estonia is selected.
Estonia stands out from the small population of countries that have implemented
Internet voting. For 15 years, Estonia has been seen as a unique case by academics and
as a benchmark by practitioners (Drechsler, 2003; Springall et al., 2014; Strobele et al.,
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2017). From the public administration perspective, Estonia also stands out because, unlike
other countries that piloted Internet voting (such as Australia, Canada, or Switzerland),
Estonia is not a federal country with a multilevel governance structure. In two of the
articles comprising this thesis (1, 1ll), theoretical expectations pertaining to benefits and
efficiencies from Internet voting are tested against the case of Estonia. As a critical case
study allows for theoretical generalization (Eisenhart, 2009; Ruddin, 2006), the selection
of this type of case study thus alleviates the problem of generalizability of case studies
(Punch, 2014; Ruddin, 2006) and qualitative inquiry overall. It is important to point out
that the conducted case studies were instrumental rather than intrinsic, focusing not on
a case per se, but on how each case can enrich theory.

While papers 1, Ill, IV, VI comprising this thesis present individual case studies,
the thesis offers a cross-case synthesis emphasizing the conceptual contribution of the
cases rather than only discussing individual features of each analysed case (Yin, 2017).
The purpose of a cross-case synthesis is “to retain the integrity of the entire case and
then to compare or synthesize any within-case patterns across the cases” (Yin, 2017,
p. 246). This analytical technique provides for internal and external validity, thus
addressing one of the key points of criticism of the case study approach (Yin, 2017).
It allows for generalization “at a conceptual level higher than that of the specific case”
(Yin, 2017, p. 73). First, the within-case patterns are presented for each case, then the
Conclusion presents the cross-case patterns and their theoretical implications.

Design science methodology (ll) aims to create an artefact or a new practice that
would be able to address an identified problem (Goldkuhl, 2016). There are not so many
examples of design science applied to the discipline of election administration (Kasse et al.,
2013), but it has been widely recognized in public administration (Barzelay & Thompson,
2010; Romme & Meijer, 2020) and digital government research (Fedorowicz & Dias,
2010). Following the key steps of the design science process developed by Peffers et al.
(2007), Article 1l designs and develops a solution (hereafter, Tool 1) and demonstrates its
applicability in the case of the Estonian electoral law for the 2019 parliamentary elections.
This case serves as a proof of the concept or a validation example of the proposed Tool 1
(Goldkuhl, 2016).

The scenario research design is applied to the context of election administration amid
the pandemic (V) by focusing on three possible scenarios for election delivery. Interest
in Internet voting has revived amid the pandemic, with many governments reconsidering
Internet voting implementation, at least for some groups of voters. The scenario research
design facilitates the comparison of Internet voting to two other scenarios.

The body of articles covers Internet voting implementation at the national level (1, llI,
Vl), the regional level (IV) and the global level (V). Furthermore, these articles consider
Internet voting systems at different levels of maturity: at the initial stages of Internet
voting introduction during the first trial of Internet voting in legally binding elections (IV,
VI) and a mature Internet voting system that has been utilized in elections for over a
decade (I-111).

As for the timeframe, all articles cover the pre- to post-election periods of the
electoral cycle as defined by Krimmer (2012). In line with previous research on election
administration (Elklit & Reynolds, 2005; Montjoy, 2008b; Xenakis & Macintosh, 2004),
all articles put electoral tasks, activities and processes into focus. Thus, “the inordinate
complexity and interdependence of the multifaceted activities” (Mozaffar & Schedler,
2002, p. 9) that the election process embraces are acknowledged. Table 1, presented at
the end of Section 2.3, summarizes the methodological aspects of the articles.
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2.2 Methods of data collection and analysis

“Election administration rides on data” (Alvarez et al., 2021, p. 21); however, these data
are not easy to collect and analyse (Bland et al., 2013; Kollman, 2017). The papers
comprising this thesis present multiple ways of collecting and analysing data in the field
of election administration. Among the methods of data collection, the thesis emphasizes
stakeholder interviews (I-IV), on-site observations (I-IV), document analysis, and desk
research (I-VI). Among the methods of data analysis, this thesis focuses on process
modelling (l1, 1), activity-based costing (I-1ll), legal analysis (I-VI), software supported
qualitative and quantitative text analysis (IV). Data collection for most of the papers also
involved fieldwork (1, I, IV) (see Table 1 for detail). The following paragraphs will
consider these methods in detail.

Scholars emphasize the importance of direct observation in election administration
research (Alvarez et al., 2021; Norris, 2019) and call for research that will be conducted
not from the “ivory tower” of universities, but in the field (Alvarez et al., 2021). Through
on-site observations and stakeholder interviews, this thesis addresses this demand by
collecting data directly from the implementing actors (including election administrators,
public institutions, vendors, civil society organizations, and others) in order to reflect
their diverse perspectives. The limitations of the proposed methods of data collection lie
in their potential for being biased: social desirability bias or the gap between actors’
perceptions and reality can affect interviews (Bland et al., 2013), and the prejudice of
scholars conducting direct observation may result in observer bias or administration bias.
Combining both methods, cross-checking and triangulating the collected information can
alleviate distortions in the data.

For collecting data on the financial aspects of Internet voting implementation,
interviews also proved not to be enough, as implementing actors are not necessarily
aware of the costs and benefits of the digital technology they implement, or they
overestimate the benefits due to different biases (Moynihan & Lavertu, 2012). Therefore,
accounting and business-oriented methods were utilized for data cross-checking and
triangulation (1, Il). This thesis proposes a method for cost calculation, combining
Business Process Reengineering (hereinafter BPR) (Attaran, 2004; Grover et al., 1995)
with time-driven activity-based costing (hereinafter TDABC) (Kaplan & Anderson, 2007)
(hereafter, Tool 2) and demonstrates its applicability in the case of Estonia (I, Ill). BPR
analyses internal workflows and business processes (O’Neill & Sohal, 1999) with the aim
of increasing organizational efficiency and competitiveness (Attaran, 2004) (ll). However,
it has had limited implementation in electoral services so far (Xenakis & Macintosh,
2005b, 2006). Activity-based costing has been successfully applied in governmental cost
accounting (Mohr, 2017). The speciality of TDABC is that the main ‘cost driver’—an event
associated with an activity that results in the consumption of resources — is time (Kaplan
& Anderson, 2007). For that reason, this method aims to measure the real (not planned
or assumed) time that is needed to fulfil each identified electoral activity. Thus, besides
calculating costs, this method attracts attention to the need to have reasonable timelines
for each electoral activity and elections overall.

To study the contextual aspects, the author of this thesis and the co-authors
conducted site visits during which we observed the functioning of election administration
by shadowing the election administrators while they performed the most important
electoral activities (I-IV). Extensive desk research preceded every site visit.
The observations covered the time frame ranging from the pre- to post-election periods
of the electoral cycle, as defined by Krimmer (2012), including all activities of the
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electoral cycle from campaigning to complaining. Semi-structured interviews were
helpful as a supplementary method of filling the gaps left after observation.

The procedural aspects of Internet voting implementation were studied through
modelling electoral activities based on information derived from legal analysis,
observations, and interviews (ll, 1ll). Every model clearly indicates the set of activities
required for the delivery of a voting channel, as well as who is responsible for each
activity. The models facilitate graphic indications of whether some activities overlap,
whether actors are overburdened, and how actors interact with each other. For modelling,
Business Process Management and Notation (BPMN) was used. BPMN was selected for
its ability to comprehensively demonstrate the organizational process, its acceptance in
public administration (Corradini et al., 2011) and electronic government studies (Walser
& Schaffroth, 2010), and the accessibility of free software for the development of BPMNSs,
which makes this research replicable.

This thesis also deals with secondary data. The sources for the secondary data for our
case studies were electoral statistics, electoral legislation, internal documentation and
instructions for election administrators, transcripts of stakeholders’ meetings, public
interviews, national and local electoral budgets, procurement contracts, technical
specifications, time stamps, and public reports on Internet voting systems. Multiple data
collection methods, sources of evidence and types of data (both quantitative and
qualitative) allowed for triangulation.

2.3 Dissemination of the findings and the practice-oriented
recommendations

The wide variety of data collected for this PhD thesis facilitates the generation of
data-based and evidence-informed solutions and recommendations for election
administration. It addresses the call for such solutions, in particular, for tools for
reviewing and improving electoral processes within election administration (Alvarez
et al., 2021). Tool 1 presents the process modelling solution (ll, lll) for translating
electoral laws into clearer instructions, thus helping to implement electoral reforms,
including Internet voting, in a more time-efficient manner. Tool 2 - TDABC (I-lll) is
designed for calculating cost-per-voter and comparing the cost-efficiency of voting
channels. Therefore, Tool 1 responds to Research Question 1 on the implementation of
Internet voting, while Tool 2 responds to Research Question 2 on the impact of Internet
voting implementation on election administration.

As this research is not only theory-oriented, but also practice-oriented, the future of
these recommendations depends on how well they are disseminated among practitioners.
That is why all articles comprising this thesis are available in an open access format. In an
additional step to ensure accessibility, some of the articles were reworked into shorter
policy papers and memos for professional journals for public administrators (Krimmer
et al., 2020).
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Tool 1. Process modelling for translating electoral laws into clearer instructions

Step 1. | Identifying articles that explicitly refer to an actor involved in the
management of elections and to a process.

Step 2. | ldentifying the corresponding voting channels.

Step 3. | Assigning actors and the processes they perform to identified voting
channels.

Step 4. | Organizing the processes within each identified voting channel in the correct
sequence and connecting them to the corresponding actors with the correct
relationship.

Step 5. | Reviewing the BPMNs with the law to make sure it has been correctly
translated.

Step 6. | Complementing the above with observations and interviews where
necessary or if doubts persist.

Tool 2. Business Process Reengineering and Time-Driven Activity-Based Costing (I-111)
for calculating cost-per-voter and comparing cost-efficiency of voting channels

Step 1. | Narrowing the electoral cycle.

Step 2. | Conducting process mapping, business process modelling and data
collection.

Step 3. | Creating a list of activities and identifying resource pools.

Step 4. | Attributing costs to activities and adopting confidence measures: practical
capacities and confidence intervals.

Step 5. | Transferring costs per activity to cost per ballot.

For the same reason, the findings of this research have been presented not only at
academic conferences but also at professional conferences for election administrators.
An early version of Paper Ill was presented at the Second Electoral Experts Debates on
Equal Suffrage and the International Conference on Free Elections, Parliaments and
Nation Building, organized by the Permanent Electoral Authority of Romania. Early
versions of Papers |, lll and IV were presented at the International Joint Conference on
Electronic Voting E-Vote-ID, attracting vendors, election administrators and electoral
assistance organizations as the audience. Furthermore, election administrators were
actively involved in drafting and commenting on early versions of Papers Ill and IV
(see Krimmer et al. 2018b, 2018a, 2019), and their contributions are mentioned in the
acknowledgements sections in the papers.
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Table 1. Methodology of the articles comprising the PhD thesis (source: author).
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3 Internet voting implementation

This chapter presents the elements that constitute Internet voting as a complex
socio-technological system. The global utilization of Internet voting brings regional
variances in naming and defining this digital technology. As a result, the same term can
stand for different digital technologies, and vice versa, different terms define the same
digital technology, depending on the context of implementation. Therefore, this chapter
starts by defining what Internet voting is and what aspects of the electoral process it
digitalizes. The next section focuses on the context of implementation. It considers
cross-territorial and cross-actor contextual similarities and differences by presenting
evidence of contextual collisions. The following section considers the implementing
actors: it starts with emphasizing the uniqueness of election administration in
comparison to other fields of public administration, then moves to revealing new actors
participating in the delivery of digitalized elections. As the actors involved in Internet
voting implementation define and impact the timelines of implementation, the final
section is devoted to this aspect.

3.1 Which parts of the electoral process does Internet voting support?

Internet voting lacks a clear definition. First, the academic literature uses different terms
to describe the same voting systems: Internet voting (Alvarez & Hall, 2003; Germann &
Serdiilt, 2017), online voting (Goodman & Spicer, 2019; Krimmer et al., 2020; Past, 2019),
remote electronic voting (Krimmer et al., 2007; Vinkel, 2015), or electronic voting
(Reiners, 2017), interchangeably.

Second, practice follows the same path: countries that are known globally for Internet
voting commonly define their systems as electronic voting (see Estonia and Switzerland).
One possible explanation suggests that the type of technology that was first
implemented in a given context is named electronic voting: in the USA, electronic voting
refers to voting machines at polling stations, while Estonia and Switzerland refer to their
Internet voting systems as electronic voting because these countries do not have
experience with voting machines (Krimmer, 2012).

Third, Internet voting has not been defined precisely in the international documents.
The Organization for Security and Cooperation in Europe (OSCE/ODIHR, 2013) and the
Council of Europe (Council of Europe, 2017) consider Internet voting to consist of a
remote electronic voting system using the Internet. This definition brings some order in
how the concepts of Internet and electronic voting should be differentiated: Internet
voting is only one variation of electronic voting. Electronic voting is a concept of a higher
order and a broader category that includes Internet voting but is not limited to it.
The relation between Internet voting and electronic voting is also emphasized in the
different stage models and classifications of electoral technologies (Gorny, 2021;
Krimmer, 2012). One of the biggest vendors in the field of electronic voting, Smartmatic,
developed the Election Automation Maturity Model, according to which electronic voting
(including Internet voting) represents a higher level of maturity and automation than
electronic counting (Mugica, 2015). According to their model, any country will first
introduce electronic counting before introducing electronic voting. However, the reality
does not support the expectations, as demonstrated in the case of Estonia, which
introduced Internet voting but not electronic counting for votes cast on paper (I, I, lll).

Thus, the concept of electronic voting is key for the definition of Internet voting.
How is electronic voting defined? Initially, all digital technologies innovating the front
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office of election delivery and the core activity of the electoral process, ballot casting,
were considered to be electronic voting (Recommendation Rec(2004)11 of the Committee
of Ministers to Member States on Legal, Operational and Technical Standards for e-Voting,
2004). Ballot casting technology includes direct-recording electronic machines (hereafter,
DRE voting), SMS voting,* fax voting, email voting,® and Internet voting. Over time, the
definition of electronic voting has changed. Starting in 2017, the Council of Europe
defines electronic voting as “the use of electronic means to cast and/or count the vote”
(Recommendation CM/Rec(2017)51 of the Committee of Ministers to Member States on
Standards for e-Voting, 2017). This definition implies that electronic ballot counting
without electronic ballot casting is enough to classify an election process as electronic
voting. This broadens the definition of electronic voting, making it an even more
expansive category. According to this updated definition, casting a ballot on paper can
also be considered electronic voting as long as paper ballots are counted electronically.

Therefore, the activity of ballot casting was initially at the core of the definition of
electronic voting, while later, the process of ballot counting was brought to the fore.
Further reconsiderations of defining electronic voting may consider including other
major activities of the electoral process, like voter identification.

In order to address the lack of a definition for Internet voting and bring clarity to what
Internet voting is and is not, this thesis proposes the following minimal definition
highlighting the aspects of the electoral process that Internet voting digitalizes: Internet
voting is a voting method by which a voter is identified over the Internet, a ballot is cast
over the Internet, and the ballot is counted electronically.

The second contribution of this thesis lies in providing a graphical representation of
how Internet voting relates to the concept of electronic voting. In line with the Council
of Europe’s definition of electronic voting, this thesis considers electronic ballot casting
and electronic ballot counting in association. In the proposed display, electronic counting
stands at the foundation of electronic voting (see Figure 1). Paper voting is highlighted in
a different colour because it becomes classified as electronic voting only when it includes
electronic counting. Other ways of voting qualify on their own as electronic voting,
irrespectively of having or not the option electronic counting. Putting electronic counting
at the centre of the electronic voting model allows us to demonstrate graphically how
any way of casting a ballot can be implemented with or without the option of electronic
counting.

4 The UK and Canada extensively tested this voting channel.
5 Voters serving in the military services use these voting channels in many countries.
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Figure 1. Forms of electronic voting (source: author).

3.2 What is the context of Internet voting implementation?

The next step after defining Internet voting focuses on context as an important aspect of
Internet voting implementation. Despite the small number of countries that have
implemented Internet voting in legally binding elections, the cases selected for this thesis
demonstrate that Internet voting can be implemented in very diverse environments:
in democracies and autocracies, at the national or regional level, and for an electorate
ranging from 2 000 to over 10 million voters (I-Vl). What unites those cases is that they
all represent relatively economically well-developed territories with high levels of
e-government and e-participation; however, they mostly have limited experience with
other remote voting options (like postal voting) and no experience with other forms of
electronic voting. In addition, all territories considered in this research are located in the
same region, which may have stimulated policy transfer over borders and policy
emulation (see Table 2). This is in line with the argument of seeing e-government as a
“global project of technology transfer, taking designs from one context into a different
context” (Heeks, 2005, p. 51).
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Table 2. Contextual aspects of the studied Internet voting projects (source: author).

Internet | Aland Estonia, Estonia, Russia,
voting Islands, 2017 2019 2020
project Finland,
2019
Contextual
aspect
Political regime® Democracy Democracy Democracy Autocracy
(Free) (Free) (Free) (Not free)
Level of Regional National National Regional
implementation
Target group Citizens Any eligible | Any eligible Any eligible
living abroad | voter voter voter in the
regions of the
trial
Eligible voters 2 000 1100 000 900 000 > 10 000 000
GDP per capita in | 459082 31989 34 809 25713°
usD, constant
prices’
Experience with | Significant Limited Limited Limited
remote voting
(postal voting)
Experience with | No No No Yes, multiple
other forms of
electronic voting
e-government 0,88 0,831 0,85%2 0,82
ranking
(UN EGDI)
e-participation 113 0,81 0,91% 0,87
ranking
(UN EPART)

Contextual differences can be expressed not only in a cross-country comparison but
also in a cross-actor comparison. The context of the actors who design electoral technology
can be different from the context of a territory where they will be deployed, especially if
development involves private sector (I, lll, IV) or even international procurement (IV).
These actors are known as carriers for global transfers of digital technology (Heeks, 2005).

6 As defined by the Freedom House.

7 As per OECD.stat.

8 As calculated for Finland.

9 As per OECD.stat for 2019, as the data on Russia in 2020 is not available yet.
10 As calculated for Finland.

11 As calculated per 2016, as the ranking is biannual.

12 As calculated per 2018, as the ranking is biannual.

13 As calculated for Finland for 2018, as the ranking is biannual.

14 As calculated per 2016, as the ranking is biannual.

15 As calculated per 2018, as the ranking is biannual.
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At least in one considered case (IV), two types of carriers for global transfers of digital
technology were present: consultants from countries with Internet voting experience
and international IT vendors—all of whom “bring their context with them” (Heeks, 2005,
p. 58). Furthermore, in this case, the development of the Internet voting system was
performed outside the country, at the vendor’s headquarters. In line with the theory
(Heeks et al., 2001), this decision further increased communication and coordination
costs. The mismatch of different contexts creates a contextual collision that likely results
in a failure (Heeks, 2005), which one of the considered cases clearly demonstrate (1V).

In addition, this thesis considers a particular context for the delivery of Internet
voting—in elections amid the pandemic. This part of the discussion follows the global
spread of COVID-19. In particular, it addresses the issue of how an election
administration that decides not to postpone elections adapts to the new context of
election delivery (V-VI). The thesis outlines three main scenarios for an election
administration holding elections amid the pandemic (V). All three scenarios are centred
around the concept of social distancing: the first scenario suggests introducing new
measures guaranteeing social distancing between all election participants at polling
stations (1), the second and the third scenarios propose to introduce new remote voting
channels that allow people to vote from home, the most popular among them being
postal (2) and Internet (3) voting.

Each scenario outlines benefits and risks for both sides: voters and the election
administration. Postal voting would inevitably result in a greater workload for election
administration, and this workload would be spread out over a longer period than for
election day voting, meaning that poll workers would spend longer hours together.®
Furthermore, this scenario assumes the involvement of new actors, such as postal offices
in country and abroad, if out-of-country voting is allowed. The scenario also assumes
that, despite the pandemic, postal services work reliably and in a timely fashion.

Involving a new actor in election delivery shortly before elections increases the risk of
failure. The legal framework allowing for such a voting channel, the availability of a postal
office capable of coping with such a task, and the ability to collect up-to-date information
on voters’ postal addresses can serve as the drivers for implementing this scenario.
The challenges for this scenario are the risk of errors in the postal voting materials and
theft or late arrival of voting materials, all of which would lead to voter
disenfranchisement.

The third scenario, Internet voting, shares some challenges of postal voting, especially
concerning its remote nature and the risks arising from it, like voter coercion and vote
buying (Krimmer & Volkamer, 2005). The drivers for this scenario are the greater
cost-efficiency of Internet voting and the speed of ballot delivery in comparison to other
voting channels. As for the context of the pandemic, rapid implementation of Internet
voting is even less likely than of postal voting. Besides the need to update legislation,
the introduction of Internet voting requires an adequate timeframe for a feasibility study,
procurement, testing, certification, and verification as well as voter education, in line
with international standards. After presenting the scenarios, this thesis moves to
studying one case of an election amid the pandemic in which two out of the three
abovementioned scenarios were implemented (VI).

16 The additional workload that postal voting brings consists of processing the applications for
voting by post, preparing voting packages and sending them out, organizing the collection of filled
ballots, processing envelopes, signature checking, and consolidation of postal voting with other
voting channels.
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This thesis also considers the implementation of Internet voting in @ non-democratic
context based on the example of Russia (VI). In the 2020 all-Russia vote, Internet voting
was used for the second time. Given that there were 10 million eligible voters, this is one
of the largest trials of Internet voting in the world. This thesis shows that even when,
at first glance, implementation follows the recommendations of international
organizations and academia (James & Alihodzic, 2020; Wolf & Kalandadze, 2020),
differences in the particularities of implementation can result in lower trust and lower
electoral integrity.

Thus, the context of implementation matters for the outcomes of implementation,
including expected outcomes. This thesis determines three, non-exclusive groups of
expected outcomes from the introduction of Internet voting:

. benefits for voters (such as more convenient voting, lower cost of
voting, enfranchisement of new groups of voters);

. benefits for election administration and other electoral actors (such as
more cost-efficient and less labour-intensive delivery, faster and more accurate
counting),

. benefits for a country overall (such as the global image of modern
election administration and digital government).

However, the literature emphasizes that there are other context-specific expected
outcomes, such as:

° centralized control over the election delivery (Jones, 2007);

° rent-seeking, caused by the high cost of Internet voting (Cheeseman
et al, 2018);

° unrealistic expectations for technology (Carter & Bélanger, 2012)
caused by the perspectives of technological determinism or technological
fetishism;

° a “proof of development” (EC-UNDP, 2020);

. a demonstration of modernity as a response to pressure from the
international community (Astrém et al., 2012).

In the cases considered for this thesis, the expected outcomes from Internet voting
introduction vary significantly. This thesis establishes a number of pragmatic expected
outcomes besides the ambition to increase voter turnout and convenience. These
expected outcomes have not been articulated before in the literature. They include:

] higher motivation of citizens to use the existing digital infrastructure (1);
° leadership in the global race to introduce Internet voting (1, IV);
. the attention of the world (IV);

° the digital narrative and a positive image of a digital and innovative
society where innovation occurs, in part, thanks to self-governance (IV).
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3.3 Who implements Internet voting?

Building on the proposed definition of Internet voting and the analysis of the context of
implementation presented in the previous sections, this section considers the actors who
implement Internet voting. Despite being “a pressing international policy issue” (James,
2019, p. 383), the question of who delivers elections, and particularly, who implements
digital technology in elections, is not well studied (Burden & Milyo, 2015; James, 2019
are among the exceptions). The evident implementing actor in elections is the election
administrator. Therefore, this section starts by describing the particularities of election
administration and then introduces other actors involved in election delivery and, in
particular, in the implementation of Internet voting.

3.3.1 Election administrators

Election administration is characterised by a number of features. First, election
administration is mainly of a non-professional nature: the majority of election
administration staff are temporary workers (frequently volunteers) for a particular
election (Burden & Milyo, 2015; Kimball & Kropf, 2006). They are also not necessarily
required to have particular skill sets (Hale & Slaton, 2008). This distinguishes election
administration from other fields of public administration: “Perhaps nowhere else in the
universe of public services do we rely so heavily on such a tenuous workforce” (Hale
et al., 2015, p. 145). The collected evidence shows that the delivery of Internet voting
also involves volunteers for performing some tasks, such as monitoring the Internet for
known malware activity. Thus, it does not affect the volunteer nature of employment in
election administration (1).

Second, the temporary nature or even the volunteer nature of employment in election
administration frequently results in problems with staffing: not having enough poll
workers results in fewer open polling stations, which in turn, results in longer waiting
lines for voters (see Stein et al. 2020 on the connection between the number of poll
workers and wait times) and even in non-delivery of service, which may result in the
disenfranchisement of (a group of) voters (IV). Internet voting can potentially decrease
the demand for physical polling stations and, thus, also for poll workers. The collected
evidence shows that with the introduction of Internet voting, the number of polling
stations has been decreasing (I). However, it is not clear whether this fact can be
attributed to the effect of Internet voting.

Third, due to the infrequent nature of elections, “elections have rarely been the
primary responsibility of those empowered to conduct elections” (Hale & Slaton, 2008,
p. 844). The infrequency of elections and the temporary nature of employment make it
difficult even for experienced poll workers to “develop a shared set of organizational
norms to ensure consistent running of elections” (Suttmann-Lea, 2020, p. 2) or “retain
their knowledge of election law and procedure from election to election” (Atkeson et al.,
2014, p. 948). There is no evidence that Internet voting can address this issue, given that
the delivery of Internet voting is also conducted by temporary task forces (1).

Fourth, election administration involves many manual activities, the main one being
face-to-face interaction with every voter on election day. This makes election
administration labour-intensive. The direct interaction of election administrators with
voters grants the former a high level of discretion in the delivery of elections (Hall et al.,
2009) and makes them the SLBs of elections (Atkeson et al., 2014; Clark, 2017; James,
2014b; Kimball & Kropf, 2006). Election administrators do not necessarily share public
administration ethics, due to their temporary and voluntary employment. Furthermore,
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they are only required to have very limited skills. Thus, the discretion they exercise can
be problematic. Internet voting has the potential to reduce the labour-intensity of the
electoral process due to automation and, thus, decrease the instances of face-to-face
interactions between poll workers and voters, thus affecting the discretion of poll workers.
In the considered cases, face-to-face interactions in Internet voting implementation
varied depending on whether there was a need for face-to-face interaction with officials
prior to voting to receive voter identification credentials (1, IV, VI).

Fifth, the main service provided by election administration is election delivery.
Election administration delivers this service in a short time span (in some countries, only
on election day), all across the country and, in some settings, even abroad (ll, IV).
Therefore, on election day, millions of voters can request the service of voting, which
requires thousands of poll workers to provide it. This leads to challenges with addressing
the peak demand for this public service, while the peak demand requires a “nearly
flawless
peak-capacity performance” from the election administration (Alvarez & Hall, 2008,
p. 830). When Internet voting is implemented in a way that allows voting on multiple
days, it might spread out the peak activity and decrease demand for the service on
election day at the physical polling stations. In all considered cases, Internet voting has
been implemented or has been planned to be implemented over multiple voting days;
still, it did not manage to decrease the demand of the service on election day (I-1V, VI).

Sixth, the principal-agent problem is acute in election administration (Alvarez & Hall,
2006). It is difficult to control poll workers. They are frequently the sole representatives
of public administration with whom a voter directly communicates. Due to the discretion
they exercise, they decide which voters get a ballot and which ballots are counted.
This discretion can result in significant variation in service delivery across the considered
territory (Atkeson et al., 2014; Hall et al., 2009). Internet voting can potentially solve
this issue by bringing more standardization through automation and centralized
implementation. However, the collected empirical data demonstrate that the way
Internet voting is implemented in the considered cases did not take away from poll
workers the authority to decide which vote (including Internet votes) is to be counted (I).
This thesis proposes Tool 1 as a solution for how standardization in election delivery
can be achieved through using graphical and easy-to-comprehend process models as
instructions for poll workers and other participants in the electoral process (ll). This
solution is an alternative to the option of achieving standardization through introducing
Internet voting.

Seventh, election administration is characterised by frequent changes of the rules and
procedures “due to natural disasters (e.g., pandemics, hurricanes, tornados, floods),
election law revisions, or the introduction of new technology or processes” (Alvarez et al.,
2021, p. 18). This thesis covers those aspects of change and shows how Internet voting
can be implemented in the context of a pandemic (V, VI) and election law revision (lI, 1V).
Table 3 presents a summary of the discussed characteristics of election administration.
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Table 3. Characteristics of election administration (source: author).

Election Administration

Infrequent nature of elections:
lack of shared organizational norms,
consistency and knowledge

Unstable nature of elections:
frequent changes of the rules and
procedures

retention

Short time span for service delivery:

on election day(s) all across the country
and even abroad

Non-professional employment:

volunteers and temporary workers
High discretion of

election administrators:
not constrained by public

administration ethics

Temporary employment:
problems with staffing
Labour-intensive work: Acute

manual activities and face-to-face principal-agent
interactions with voters problem

3.3.2 Private vendors, banks, national defence organisations and beyond
However, an election administrator is no longer a sole implementing actor in the field of
elections, if this has ever been the case (I, IV). Since the 1990s, private actors globally
have been becoming more and more involved in the delivery of public e-services (Bieri &
Wenger, 2018; Dunleavy et al., 2006; Ya Ni & Bretschneider, 2007), shifting “the balance
between government and society away from the public sector and more towards the
private sector” (Kooiman, 1993, p. 1). In line with the general trends to contract out
(Lember, 2006) and for private actors to serve as public policy implementing actors
(Thomann et al., 2018), election delivery in multiple countries experiences gradual actor
expansion, including the proliferation of private actors (James, 2020). This trend is even
more typical for elections utilizing electoral technology: already in the 1960s, the usage
of electoral technology raised the issue of the privatization of election delivery (Herrnson
et al., 2008). This is still true for contemporary elections (Garnett & James, 2020), with
actors expanding solely from those directly involved in election administration to new
types of actors like vendors, auditors and others (Evans & Paul, 2004).

Already in 2010, most electronic voting systems in the world were “outsourced to
private companies rather than developed in-house” (Oostveen, 2010, p. 204). This gives
grounds for scholars to call this process the outsourcing of democracy (Oostveen, 2010).
Possible reasons for outsourcing the delivery of elections to a private vendor include the
lack of state capacity on the side of election administration and the greater cost-efficiency
that bigger vendors can achieve due to economy of scale (Oostveen, 2010). In three out
of four considered cases of Internet voting systems, their development was outsourced
to private vendors (I-IV, VI).

The involvement of private actors in election delivery raises concerns. First, the potential
access of private actors serving their own commercial interests to election-related
sensitive information about voters (like their voting history or even vote choice) raises
privacy concerns (Herrnson et al., 2008).

Second, the involvement of private actors requires balance between their market-led
goals and the public policy goals of public actors (Thomann et al., 2018). This raises the
issue of who is “in the driving seat” (Pollitt, 2011, p. 394) for election digitalization:
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citizens or other actors? In reply, some scholars claim that the hype around Internet
voting can be “industry-generated” (Norris, 2004, p. 193), and the drive for digitalization
in the public sector in general does not come from the citizens even in the most digitally
developed countries (Kattel & Mergel, 2019).

Third, the involvement of private actors can result in over-reliance on particular
vendors, vendor dependency (Berghmans & van Roy, 2011; Marco-Simé & Pastor-Collado,
2020) or even vendor lock-in (Berghmans & van Roy, 2011; Kitsing, 2011; Stuermer et al.,
2017). Vendor lock-in is a situation in which the election administration cannot proceed
with delivering elections without the involvement of particular vendor(s). The most
common reason for a vendor lock-in is the high cost of switching to another vendor
(Stuermer et al., 2017). Among other reasons are a lack of alternative providers or a lack
of knowledge about them (Hale et al., 2015; Stuermer et al., 2017). This is true for
European countries, with some vendors enjoying a “near-monopoly” (Oostveen, 2010,
p. 213), and for the United States, where “the number of technology providers is also
small, sometimes characterized as an industry with ‘two and a half vendors.”” (Alvarez
etal., 2021, p. 26). Over-reliance on the private sector leads not only to “a loss of internal
IT know-how” (Marco-Simé & Pastor-Collado, 2020, p. 42) but even to the loss of
technological capacity (Lember et al., 2018) and state capacity “to act as an intelligent
customer” (Dunleavy et al., 2006, p. 95) and change in the form of control or even the
loss of control over the election process (Oostveen, 2010).

Fourth, outsourcing elections to private actors can compromise the transparency and
openness of the electoral process (Oostveen, 2010). Proprietary systems (also known as
off-the-shelf solutions) provided by vendors usually have limited access or even no access
to software due to the “doctrine of trade secrecy”, safeguarding a company’s
competitive market advantage (Nou, 2009, p. 783). Still, governments frequently choose
proprietary solutions, as they are cheaper. This comprises another conflict of interest
between the public and private actors: private actors want to keep their market
advantage, while public actors want greater transparency and the possibility for scrutiny.
In the case of the Aland Islands, a proprietary solution was selected for financial reasons
and due to the small population of voters (IV).

This thesis follows a new approach to actor and network analysis, considering “the
totality of actors and transactions that collectively deliver elections” (James, 2020,
p. 125), in contrast with established, oversimplified approaches (1). The applied approach
focuses on actor functions while keeping track of “the range of the number and type of
actors involved in [election] delivery” (James, 2020, p. 102). In addition to the size of the
network, this thesis also considers the relationship between actors. Accounting for the
inter-actor relationship allows us to control for conflicting values and interests, especially
among public and private organizations co-delivering elections (James, 2020). It also
acknowledges the coordination problem, which is particularly typical in contexts with a
large number of actors (Xenakis & Macintosh, 2005a). Every new actor adds a new layer
of complexity to the implementation process and increases the coordination problem.
According to Xenakis and Macintosh (2005a), this is the largest obstacle for Internet
voting implementation. To deal with it, they even suggest delivering Internet voting by a
single public actor responsible for elections.

In the case of Estonia (I-111), only for the 2017 local elections, some electoral tasks were
contracted out to 22 public and private actors. Zooming in on the delivery of Internet
voting, this task force also consisted of both public and private actors. Thus, private
actors played a prominent role in election delivery of both types of voting channels:

30



digital and paper based. Therefore, the Estonian case lends evidence on the actor
expansion due to the introduction of Internet voting (). However, contrary to
expectations, this expansion does not necessarily happen due to the proliferation of
private actors. Among the possible reasons for it is the legacy of private sector
involvement in the digital transformation of the public sector and the key role of
cross-organizational networks in public administration in Estonia (Kattel & Mergel, 2019).

The trend of actor expansion is also confirmed in the case of Russia, where the
Internet voting system was developed by a public agency that was previously not
involved in election delivery, along with some participation by private actors (VI). In the
case of the Aland Islands, private actors were involved in Internet voting development
and introduction, as well as scrutiny and oversight (IV).

Therefore, the collected data support the theoretical argument on actor expansion
through the involvement of new types of actors: the new private actors performing tasks
in Internet voting delivery included vendors, auditors, system testers, and providers of
supporting technology and equipment (mostly banks and telecommunication) (I-IV, VI).
Apart from the private actors, the digitalization of elections brings new public actors to
the process of election delivery who are not necessarily mandated to deliver elections or
have experience in this field. In the case of Estonia (I - Ill), this thesis finds that besides
the election administration bodies, different ministries and agencies (including the
Ministry of Economic Affairs and Communications and the Information System Authority)
are involved in the delivery of elections. This is in line with the efforts of the Estonian
public administration to promote collaboration among public sector actors (Savi &
Randma-Liiv, 2016). Specifically for Internet voting, the Estonian Computer Emergency
Response Team (CERT-EE) and volunteers from the Estonian Cyber Defence League
performed some tasks in the implementation process. In the case of the Aland Islands,
the public agency Aland Digital Agenda was responsible for the procurement of Internet
voting and interaction with the public vendor on behalf of the election administration
while the election administration performed project management functions (IV). In the
case of Russia, the Moscow Department of Information Technology developed the
Internet voting system (VI).

In order to classify actors delivering Internet voting, this thesis refers to the framework
developed by Krimmer (2012) (I). However, in this framework, not all actors qualify as
delivering elections: for instance, politicians are involved in decision-making pertaining
to introducing Internet voting, regulation, and oversight, but not in implementation.
This thesis focuses on implementing actors. It does not follow the normative approach
for actor mapping (Krimmer, 2012) but rather a bottom-up approach for identifying
actors actively participating in the implementation of Internet voting. Applying this
framework to the case of the 2017 local elections in Estonia revealed the need to update
it with other identified types of actors. This classification develops the categorization
proposed in Krimmer (2012) by adding new groups of actors delivering Internet voting
(see Table 4).
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Table 4. Types of actors implementing Internet voting (source: author, adopted from (1)).

Actor type Examples

Election managers Electoral committees at different levels

Vendors Developers of Internet voting,
identification and voting information
systems

Executive and legislative bodies Ministries;
Parliament;
County, city and municipal governments
and councils

National defence organizations Cyber Defence Unit of the Estonian

Defence League
Public-sector computer emergency | CERT-EE
response team

Public institutions Schools;
Hospitals;
Libraries
Courts Administrative courts;
Supreme Court
Contracted private actors Supermarkets;

Telecommunication companies;
IT companies;
Printing offices

3.4 Is 12 months enough for Internet voting implementation?

After discussing the contextual aspect of Internet voting implementation, as well as
the implementing actors, this thesis moves on to the final aspect of implementation—
the timeframe. The Venice Commission recommends introducing changes in the
election process no later than 12 months before election day (Venice Commission,
2002). However, this concerns decision making, not implementation. This leads to the
question of whether a 12-month time frame is enough for the implementation of a highly
sophisticated technology such as Internet voting while meeting all the requirements
(sustainability, efficiency, transparency, accuracy, and accountability, to name a few).

The case of the Aland Islands provides evidence that it might be not enough (IV).
Their decision-making process dates back to the late 1990s, when the idea about
implementing Internet voting was discussed for the first time. The unsuccessful
experiment of Finland with electronic voting in 2008 stopped the discussion over Internet
voting until 2014. As proposed by the government in 2016, the introduction of Internet
voting was planned to consist of two steps: in the 2019 elections, Internet voting was
planned to be available only to citizens living abroad, then in the 2023 elections, it would
be available to all voters (Wrede, 2016). The legal changes have been introduced on time,
as has the start of the procurement. However, problems with other steps of the
implementation occurred:
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“The accumulation of delays in some deliveries,
responses and interactions, combined with organizing
pilots during the summer [when the public sector has
vacations] period (in June and in August) reduced the
time available for resolving problems detected” (IV,
p.47).

The timing issue affected vendors and their ability to resolve problems in the Internet
voting system in a timely manner. It also affected all types of project organizers
(the election administration, the public procurement agency, and the system testers)
who did not have time to check whether the detected problems in the Internet voting
system had been resolved as promised by the vendors. The project organizers also did
not have time to properly test the system and set it up before using it in a binding election.

The case of the Aland Islands (IV) also demonstrates that more actors involved in the
process of election delivery leads to more acute problems with timing (see Table 5).
The case of Estonia (I) demonstrates how disagreement between political forces on the
introduction of Internet voting could potentially postpone implementation. The discussion
on Internet voting in Estonia started in 2001. Political elites initiated this discussion,
rather than voters or the election administration (Drechsler & Madise, 2004). In 2002,
the political forces had overcome the initial scepticism and reached a political agreement
by passing changes to the Local Government Council Election Act allowing Internet voting
(Madise & Martens, 2006). Still, as late as July 2005, the President of Estonia asked the
Supreme Court to conduct a constitutional review of the Local Government Council
Election Act regarding the changes introduced with Internet voting. The Supreme Court
announced a positive decision regarding the constitutionality of Internet voting on
1 September 2005, and the first e-enabled elections were held in October 2005 (Solvak
& Vassil, 2016).

The importance of having a reasonable timeline in the process of electoral technology
implementation comes from the experience of countries where the legal debate on
introducing a new voting channel took 30 years (Austria) or where the implementation
process has spread over 30 years (Switzerland) (V). Specific contexts like pandemics
demand that governments introduce electoral reforms on a much shorter timeline,
which might, at worst, result in disenfranchisement of voters. This thesis argues that it is
not feasible to introduce Internet voting in a short timespan, which the pandemic
demands: unlike other alternatives, Internet voting can in no way serve as a rapid
response to crisis management (V). The concept of time also lies at the core of the
proposed methodology for calculating the cost of elections (lll) (see more in Section 2),
emphasizing the importance of reasonable timelines for each electoral activity and
elections overall.

Tool 1 can help election administrations to have more reasonable timelines (1l). First,
this tool acknowledges the work of each election administrator by showing which actors
are overtasked, meaning that they are responsible for multiple resource-intensive
activities in the same time span. Second, it potentially allows for implementation of
electoral reforms in a more time-efficient way because it clearly indicates which actors
and activities the reform will affect. Thanks to Tool 1, resources can be redistributed, and
the complexity of changes can be addressed with fewer resources, including time. Finally,
this thesis argues that Tool 1 can help to meet the challenges of introducing reforms in a
much shorter timeline during a pandemic.
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Table 5. Timeframe of decision-making and implementation of the Internet voting system in the
Aland Islands (source: author).

Stage of the Date Activity
policy cycle
Agenda setting | 2000-2001 | The report recommends not introducing Internet
voting until voter integrity and identification issues
have been resolved.
Policy 2014 Government of the Aland Islands sets up the internal
formulation committee to reform the electoral system.
and decision 2015 The report recommends the initial introduction of
making Internet voting as an additional advance voting
channel, only applicable to people living abroad, only
for the next parliamentary elections.
2016 The required changes are introduced in the electoral
law.
Implementation | March- Procurement: request for information.
April, 2018
October- Procurement: request for tender.
November,
2018
June, 2019 | A private company is commissioned to conduct a
security analysis of documentation on Internet voting.
It recommends conducting a full-scale penetration
test.
July, 2019 Procurement for penetration test
July- Problems with communication between the vendor,
August, the election administrators and other implementing
2019 actors occur due to summer vacations in the public
sector.
End of 1%t pilot of the Internet voting system: errors are
August, identified in the process of voter identification with
2019 the help of the Finnish elD.
September, | 2nd pilot of the Internet voting system: errors in voter
2019 identification with the Finnish elD continue; new
errors in the verification app are identified.
Evaluation Results of 1t independent penetration test by a
commissioned private company: three problems are
identified, incl. errors in the process of the Internet
voting system integration with the Finnish elD portal.
Implementation | October, The vendor attempts fixing the identified errors.
Evaluation 2019 Results of the 2" independent penetration test by a
commissioned private company: even though the risks
are low, full checks of the Internet voting system are
not possible due to the time constraint.
Termination The parliamentary elections are run without the

option of Internet voting.
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3.5 Summary of the chapter

This chapter answers the research question of how election administrators and other
actors implement Internet voting by first addressing the lack of a definition of Internet
voting. The proposed definition highlights which parts of the electoral process Internet
voting supports, as well as how Internet voting relates to other electoral innovations.
Thus, the thesis emphasizes that the administrative and organizational sides of Internet
voting implementation are at least as important as the technological side (Section 3.1).

Section 3.2 presents evidence on how the mismatch of different contexts leads to
implementation problems and even to a failure of Internet voting delivery. In addition,
this section demonstrates how international recommendations on holding elections
amid the pandemic can be adapted to a non-democratic context. Finally, this section
argues that the context of implementation defines the expected outcomes: this thesis
presents varying context-specific reasons for introducing Internet voting that have not
been previously identified in the literature, such as the nudge to use the existing digital
infrastructure, the creation of the digital narrative, or the promotion of self-governance.

Section 3.3 introduces the key features of election administration that set it apart
from other domains of public administration. The collected evidence shows that
implementation of Internet voting involves a temporary workforce and volunteers.
Furthermore, as with the delivery of paper-based voting channels, Internet voting
involves some manual activities and face-to-face interaction with voters. This depends
on design choices of the Internet voting system, in particular, whether there is a need to
receive credentials for voter identification in person prior to elections. Then, the section
flows to the broader set of actors, introducing evidence on actor expansion due to the
introduction of Internet voting. New actors come from both the private and public
sectors, in contrast with the expected proliferation of private actors. Judging from the
collected evidence, private actors participate in Internet voting system development,
scrutiny, oversight, and audits. Public actors, not mandated and previously not involved
in election delivery, have been involved in Internet voting system procurement,
development, and monitoring.

Section 3.4 provides evidence that the 12-months-before-the-election-day deadline
established by the Venice Commission (2002) in regards to any electoral reform can be
too little time for the implementation of a highly sophisticated technology such as
Internet voting. That applies even to cases in which legal changes and procurement have
been introduced on time. The section describes obstacles for implementing Internet
voting on time, like organizing pilots during the summer (due to public-sector vacations)
or involving new actors, thus adding a new layer of complexity to the implementation
process and increasing the coordination problem. The thesis refers to countries where
the legal debate or implementation of a new voting channel spread over decades:
it summarizes the evidence collected in a 20-year timeframe of decision making and
implementation of the Internet voting system in the Aland Islands. The thesis demonstrates
how the chain reaction of delays led to the cancellation of Internet voting. This thesis
emphasizes that the issue of a reasonable timeframe gets even more critical in the
context of the pandemic, articulating clearly that Internet voting cannot be a rapid
response to the crisis because it is not feasible to introduce Internet voting in a short
timespan, which the pandemic demands. Given the importance of reasonable timelines,
time is at the core of both tools offered by this thesis.
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4 Impact of Internet voting implementation on election
administration

This section summarizes the findings of the articles constituting this thesis pertaining to
the impact of Internet voting implementation on election administration. Following
theoretical discussions about the impact of technology (Leo Marx, 1997), the identified
impacts are structured into two groups. The first group represents the impact on the
electoral process and election delivery. It focuses on functional concepts such as
complexity, accuracy, efficiency, degree of automation, and administrative burden.
It looks at processes, rather than people. The second group concentrates on changes in
the roles and behaviours of the concerned actors. Thus, it focuses on the impact of
Internet voting implementation on the implementing actors.

4.1 How does Internet voting implementation impact the electoral
process?

One of the key discussions around Internet voting is whether it turns the well-established
and trustworthy electoral process into a black box, mainly because an ordinary voter
cannot understand the functioning of such a complex technology as Internet voting (see
the decision of the Federal Constitutional Court of Germany on electronic voting in
Maurer & Barrat, 2016; Volkamer, 2010). This chapter starts by exploring how Internet
voting impacts the complexity of the electoral process. It then moves to the concept of
accuracy, which is a trade-off with complexity: the more complex a process gets, the
easier it is to make a mistake. Internet voting is expected to increase accuracy by
automating the electoral process, thus reducing the potential for human error (Solvak &
Vassil, 2016). Therefore, the next section of this chapter is devoted to the impact of
Internet voting on automation. Automation, in its turn, has the potential to increase
efficiency, which is why they are considered together. Finally, this subchapter considers
the worst impact Internet voting can have—the failure of the election delivery—and who
is held accountable for it.

4.1.1 Complexity

Elections are one of the most complex exercises of public administration (Hall, 2017;
Mozaffar & Schedler, 2002). The reason for this lies in the nature of elections. On election
day, thousands of poll workers serve millions of voters all across the country and, in some
settings, even abroad (ll, IV). This creates complexity of rules, procedures and requirements
(Atkeson et al., 2014).

The importance of studying electoral complexity lies in its negative impact both on
voters and election administrators. Electoral complexity makes voters unconfident about
electoral rules and procedures (Bawn, 1999; Karp et al., 2002). This can even result in
voters’ abstention from participating, which negatively affects electoral turnout (Karp &
Banducci, 1999). For election administrators, complexity makes it difficult for them to
deliver elections with quality and integrity (Burden et al., 2017; Hale & Slaton, 2008),
as “complexity contributes to accidents and unintended consequences.” (Montjoy,
2008a, p. 786).

In recent years, due to demographic and technological developments, election
complexity is increasingly becoming one of the key challenges of election administration
(Burden et al., 2012; Hale et al., 2015) as it gets more and more difficult to deliver
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elections (Alvarez & Hall, 2006). Hale and Slaton (2008) indicate two dimensions of
growing electoral complexity: election law and electoral technology. These two
dimensions are interconnected as, in most cases, the introduction of an electoral
technology requires prior changes to the election law. Starting with election law, this
thesis offers Tool 1, which is designed to simplify the task of translating electoral laws
into clear instructions (lI). This tool transforms complex electoral processes into more
comprehensible visual instructions. Tool 1 is of particular importance for territories
implementing Internet voting, especially for the first time and amid the pandemic, which
imposes a shorter timeframe. Tool 1 captures the complexities of election administration
and acknowledges them, thus helping election administrators to assess electoral
complexity (Hale & Slaton, 2008), identify weak points and attract the attention of other
actors to the difficulties that the election administration faces.

As for electoral technology, there is no consensus that “every additional voting
technology raises the complexity of the election” (Krimmer, 2012, p. 31) due to the lack
of empirical research on this question. Internet voting is frequently introduced as an
additional voting channel as per international standards.” Elections with multiple voting
channels are even more complex (I-1ll), as the election administration needs to provide
the same service in multiple forms. Therefore, this thesis asks “whether the usage of
electoral technologies as an additional voting channel decreases electoral complexity or
contributes to it” (I, p. 1). The thesis provides evidence on the electoral complexity
caused by Internet voting (). Furthermore, it demonstrates how the electoral complexity
arising from the introduction of Internet voting may challenge the capacity of election
administration to avoid electoral malpractice (I). This finding indicates a trade-off
between making the voting options rich and diverse by introducing additional voting
channels like Internet voting, but also making sure that the election administration is able
to administer them.

The collected evidence also enriches theory by revealing that, besides electoral law
and technology, the involvement of new actors in the electoral process can increase
electoral complexity (IV). The collected data demonstrate that, at least in one of the
considered cases, the way that inter-actor cooperation was organized between private
and public actors was not ideal, which resulted in increasing complexity, delays, cost
overrun, and even trust issues:

“The bicephalous structure followed for project
management divided the knowledge available on the
side of project organizers, that is the technical
knowledge separate from contract management and
adding to the complexity of the process. Due to this fact,
the process was slowed down at critical moments when
a more directed management structure could have
forced the vendor to react more swiftly in order to solve
problems encountered” (IV, p.45).

17 In particular, the standard of universal suffrage. The Council of Europe Recommendations
CM/Rec(2017)51 of the Committee of Ministers to Member States on standards for e-voting reads:
“Unless channels of remote e-voting are universally accessible, they shall be only an additional and
optional means of voting” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to
Member States on Standards for e-Voting, 2017).

37



4.1.2 Accuracy

After presenting the findings regarding the impact of Internet voting implementation on
electoral complexity, this thesis moves to the concept of accuracy, which is a trade-off
with complexity: the more complex a process gets, the easier it is to make a mistake.
Innumerable activities, time pressure, resource constraints, and a large workforce with a
high level of discretion and little training comprise election administration (I and 1l).
This makes election administration “most susceptible to errors” (Mozaffar & Schedler,
2002, p. 9). Even though elections without administrative errors have hardly ever been
possible, the aim of having elections with a minimal number of errors is increasingly
important because:

“The price for an error is increasing due to closer media
attention to election administrators” (1, p. 15).

Accurate elections are, in a broader sense, those with a minimal number of errors.
Multiple variables comprise accurate elections. Some scholars assess the accuracy of
voter registration records (McCormick, 2020; Merivaki, 2020). Other scholars measure
the accuracy of elections as a lack of residual votes—votes that were cast with mistakes
and therefore could not be taken into consideration (Kropf & Kimball, 2013). Other
variables of accuracy include accurate electoral outcomes and accurate election
information (McCormick, 2020).

Whichever aspect of the accuracy of elections is considered, errors in election delivery
result in disenfranchisement of some groups of voters and/or in allowing multiple votes
for another group of voters. In extreme cases, errors in election delivery result in
electoral violence, deaths and return to a non-democratic regime (Laanela, 1999).

Digital technology is expected to increase the accuracy of election delivery (Norris,
2004) by, at a minimum, decreasing the scale of human error thanks to automation
(Solvak & Vassil, 2016). For instance, digital technology was expected to reduce human
error in the process of manual mark-off of voters in voter lists by decreasing the
probability of crossing off the wrong voter.

The case of Estonia demonstrates how these expectations have not been met with the
introduction of Internet voting (I). Furthermore, manual activities continue to accompany
digitalized electoral processes. Those manual activities are resource intensive and prone
to human error, increasing the probability for both intentional and unintentional
malpractice. In the case of Estonia, such an activity is the manual mark-off of all advance
voters, including Internet voters. Table 6 presents scenarios that can result from
inaccuracy in performing this manual activity.

Inaccuracy and errors are not limited to manual electoral activities. The case of the
Aland Islands provides evidence on how errors identified during the development of the
Internet voting system resulted in the cancellation of Internet voting shortly before
election day (IV). The cancellation potentially disenfranchised a group of voters (mostly
young people studying or staying abroad after studies), as it was too late for those voters
to use alternative voting channels, like voting by post.

In addition to the collected empirical evidence, this thesis addresses the call of
academics and practitioners for a tool that can make errors avoidable (Douglas, 2015)
(Tool 1, ).
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Table 6. Scenarios of intentional and unintentional malpractice during the manual process of
marking off Internet voters (source: author, adopted from I).

Scenario Description
Scenario 1. Unintentional malpractice There is limited time available, and the
due to human error. rising number of Internet voters

increases the workload, further
escalating the time pressure. An error in
the process of the manual mark-off may
result in disenfranchising one voter
and/or allowing multiple votes for
another one.

Scenario 2. Intentional malpractice. A case of multiple voting is intentionally
not noted or intentionally attributed to
the wrong person, given the discretion
that local election administrators have in
the process of a manual mark-off. Unlike
other activities concerning Internet
voting, the activity of manual mark-off is
not commonly performed in the
presence of observers.

4.1.3 Automation and Efficiency

The accuracy that Internet voting was expected to deliver is closely interlinked with the
concept of automation, to which this section is devoted: higher automation reduces
human error, thus resulting in higher accuracy.

In most contexts, governments need to prioritize what to automate first because the
resources are limited, while many aspects of the electoral process are characterized by
“the backwards state” (Cheeseman et al., 2018, p. 1401). The choice is: (a) whether first
to automate the process of casting a ballot, e.g., by introducing Internet voting, while
keeping the surrounding processes manual, or (b) whether first to automate the
surrounding processes, e.g., by introducing electronic lists of voters. Despite the
theoretical expectations of Internet voting being the highest form of election automation
(Mugica, 2015), the collected empirical evidence demonstrates that, in practice, it is
frequently accompanied by manual back-office processes (I-1ll). That means that Internet
voting is introduced before the surrounding processes, like management of voter lists or
consolidation of votes from different voting channels, are digitalized. Furthermore,
automating the way of casting a ballot imposes no spill-over effect on automating the
surrounding process: the introduction of Internet voting does not solve the problem of
the backward condition of other electoral processes.

The case of Estonia demonstrates how such a sophisticated electoral technology as
Internet voting can rely on manual activities (l). Therefore, even the high level of
digitalization of the front office of elections does not guarantee the existence of any
digitalization of the back office. Furthermore, the case of Estonia provides evidence on
how the automation of one aspect of the electoral process—vote casting—impacts the
full election workflow by imposing even more manual tasks on the local election
administration. The Internet voting pilots in other countries followed suit by prioritizing
automation of the front office of elections, the ballot casting process, rather than the
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back office of elections, the ballot processing process (IV, VI). This finding goes in line
with the statement that the usage of digital technology in public administration changed
aspects of user experience, while the services “remained remarkably unchanged” (Kattel
& Mergel, 2019, p. 156). As this thesis shows, the decision first to automate the process
of casting a ballot potentially creates an additional administrative burden for election
administrators and challenges the accuracy of elections by increasing possibilities for
human error (I).

Automation has the potential to increase efficiency. Efficiency plays a critical role in
the usage of digital technology in public administration as “the central e-Government
ideal in attempts to rationalise, streamline and transform government” (Rose et al.,
2015, p. 540). This perspective on technology expects it to bring efficiency in a linear
process of change (Cordella & Bonina, 2012). Thus, the ultimate role of digital technology
is sometimes considered to be “the enhancement of the internal effectiveness,
efficiency, and economy of the executive functions of public administration” (Snellen
2007 as cited in Rose et al. 2015, p. 540). At least partially, it is connected with the fiscal
crisis and caused by the public expenditure cuts that many European countries currently
experience (Raudla et al., 2017). For election administration, efficiency is also one of the
key challenges (Mozaffar & Schedler, 2002; Yard, 2010). The expectations that digital
technology will create efficiency are common (Goodman & Spicer, 2019; Norris, 2004),
with some authors even claiming that “technology has become a key means by which
governments seek to foster improved quality and efficiency” in election administration
(Moynihan & Lavertu, 2012, p. 68).

Efficiency relates to the costs of digital technology. Digital technology is costly in
general, and even more costly in the public sector in comparison to the private sector.
In the field of election administration, the experience of other countries shows that the
usage of digital technology can result in the “increased cost of maintaining modern voting
systems” (Damschroder, 2013, p. 198). Cost considerations can slow down the adoption
of digital technology by election administration (Goodman & Pyman, 2016; Hall, 2017).
Therefore, legislators and governments need to justify the costs and make sure that the
investment is consistent and sustainable because the budget capacity is considered an
indicator of the integrity and quality of election administration (Bland et al., 2013).

This thesis is not the first attempt to establish the costs of running Internet voting.
This is the key question for both academics and practitioners. Every election
administration asks about the costs before deciding to proceed with Internet voting
(Goodman & Pyman, 2016; Xenakis & Macintosh, 2006). Previous attempts to calculate
the administrative costs of elections were conducted by Ernst & Ernst (1979) and
Lépez-Pintor and Fisher (2006). These studies managed to divide the costs by different
cost pools but not to attribute the costs to particular voting channels, thus making
comparison of voting channels’ cost-efficiency impossible. Other researchers indicate the
need for a clear methodology on how the costs of multiple voting channels could be
calculated and compared (Xenakis & Macintosh, 2006), especially when technology is
utilized (Montjoy, 2010). The cost factor in implementing Internet voting is a greater
priority now, since it has been established in multiple contexts that Internet voting does
not significantly increase turnout (Germann & Serdult, 2017; Vassil et al., 2016). Already
in 2006, Xenakis anticipated that “if no apparent relationship between e-voting and
increased voter turnout is achieved, then the future of e-voting will lay solely upon the
cost factor” (Xenakis & Macintosh, 2006, p. 128).
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In 2003, Drechsler (2003) raised the question “How high are really the costs?” of
Internet voting implementation in Estonia, referring to anecdotal evidence from the
implementing actors that “It'll cost ten times as much to have an e-election” (Drechsler,
2003, p. 7). Since then, the cost of Internet voting has only been vaguely defined. The most
recent research emphasizes that “Technology is always ambivalent, and the risk to
overpay for its favors is very high” (Drechsler, 2020, p. 50). That is why, in this thesis, the
cost of Internet voting is not considered in abstract but in relation to the benefits it
creates, thus focusing on the cost-efficiency of an introduced technology (I and Ill). One
might challenge the quantitative turn this thesis takes at this point. As a counterargument,
“there seems to be no chance to stop indicators today, even if one wanted to—there is
no alternative, and if one is attempted, it soon vanishes and gives way to the kind of
quantification that permeates the world” (Drechsler, 2019, p. 252).

Tool 2 developed by this thesis facilitates the collection of evidence establishing that
Internet voting is the most cost-efficient voting channel in the case of Estonia (lll):
it has the lowest cost per voter among a wide variety of voting channels (see Table 7).
The initial expectations were that Internet voting would be more cost-efficient for at
least two reasons: it would lower printing costs, as voting over the Internet decreases
the demand for paper ballots, and it would lower staffing costs, as automation results in
reduced demand for manual work. However, the collected data revealed that there is no
evidence to support those expectations (I, Ill). First, there is little potential for reaching
cost reduction via a decrease in ballot printing costs, as the savings from reduced printing
are negligible®® in comparison to the costs of Internet voting system development and
maintenance. Second, even though Internet voting relies less on manual labour, the
labour cost pool still constitutes the majority of the costs of Internet voting.® Tool 2 also
reveals that, unlike the theoretical expectations, one of the most resource-intensive
activities of Internet voting delivery did not concern the maintenance of technology but
the purely administrative task of consolidating Internet votes with advance votes cast on
paper—an activity required for the integration of Internet voting into the existing voting
infrastructure.

Table 7. Administrative cost range per ballot (in euros) for the 2017 Estonian local elections
(source: Ill).

Type of voting channel Minimum Maximum
Advance voting in county centres 5.48 5.92
Advance voting in ordinary polling stations 16.24 17.36
Early voting in county centres 5.83 6.30
Election day voting in county centres 4.97 5.58
Election day voting in ordinary polling stations 2.83 3.01
Internet voting 2.17 2.26

18 In the 2019 parliamentary elections in Estonia, the election administration spent 7,560 euro on
printing 900,000 ballots, which is enough for the whole population of eligible voters.
19In the 2019 Parliamentary elections in Estonia, the labour cost constituted around 2/3 of all costs.
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In the case of the Aland Islands, efficiency associated with administrative cost and
working time reduction was expected only after a realistic assessment of cost-efficiency
would be possible. Such an assessment can happen only when the Internet voting system
is consolidated and the number of users has increased (IV). The collected evidence
demonstrates that the government may bear the costs of Internet voting even for a
non-implemented system and that the implementation of Internet voting can be
accompanied by unexpected costs (IV). In this case, the unexpected cost arose from the
nature of the private-public relationship between the vendor and the election
administration. The unexpected problems during the implementation motivated the
election administrators to conduct penetration tests in order to check that the products
delivered by the private vendor were up to standard. In the end, project management
and oversight of the private vendor cost more than the development of the Internet
voting system (IV).

Another key aspect for understanding potential efficiency gains is the recommendation
to introduce Internet voting as an additional voting channel in order to fulfil international
standards.?® Through multiple and perhaps excessive voting channels available to voters
simultaneously over an extended period, election administration generates inefficiency
by oversupplying the service. Therefore, Internet voting can provide cost reductions only
when the introduction of Internet voting results in or is accompanied by significant
savings in the delivery of other voting channels (I). These savings should exceed the cost
of developing and maintaining the Internet voting system. Such adjustments do not
happen by default but require significant efforts from the election administration, and
they may not have developed yet even after Internet voting has been used successfully
for over a decade (l). Moreover, the expectation of significant savings in the delivery of
other voting channels may create pressure on the election administrator: the cost
reduction of other voting channels’ delivery is supposed to justify the existence of
Internet voting.

This thesis offers directions for reaching higher efficiency through implementation of
Internet voting: both through reengineering the existing electoral process and adjusting
it to the new reality of e-enabled elections, and through introducing even more digital
technologies to the back office of the electoral process (I).

Informed by the collected evidence, this thesis operationalizes efficiency in the following
way. The efficient implementation of an electoral technology means that:

. Limitations on resources are acknowledged by considering what to
automate first;
. Sustainability of the introduced digital technology in terms of stable

political will, financing, and contracts with external suppliers is guaranteed;

° The introduced digital technology automates administrative tasks and
activities, thus decreasing the administrative burden of election administration,
(cutting the required workforce) and reducing human error. It also helps to deal
with the complexity of elections.

20 |n particular, the standard of universal suffrage. The Council of Europe Recommendations
CM/Rec(2017)51 of the Committee of Ministers to member States on standards for e-voting reads:
“Unless channels of remote e-voting are universally accessible, they shall be only an additional and
optional means of voting” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to
Member States on Standards for e-Voting, 2017).
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4.1.4 Failure and Accountability

The final section of this subchapter considers the worst impact that Internet voting can
cause—failure of the election delivery. Failure in implementing digital technology in
public administration is a common phenomenon (Goh & Arenas, 2020; Heeks &
Stanforth, 2007). Therefore, there is a variety of theoretical and analytical frameworks
for studying it. The closest one to the object of research of this thesis is the information
system failure framework developed by Toots (2019). This thesis adapts this framework
by introducing to it elements from the conceptual model of the electronic voting mirabilis
(Krimmer, 2012). On this basis, this thesis proposes a new conceptual model for studying
failures of Internet voting systems (see Figure 2).

Internet
Voting System

Stakeholders

Citizens, Voters
Politicians, Candidates

Media, Observers

Project Organization

Election Management

Vendors

Figure 2. The mirabilis of Internet voting system failure (source: IV).

In the failure of an Internet voting system, two possible scenarios are anticipated: a
total failure when “the initiative was never implemented or was implemented but
immediately abandoned” (Heeks, 2005, p. 52) and a partial failure when “major goals for
the initiative were not attained and/or there were significant undesirable outcomes”
(Heeks, 2005, p. 52). In other words, a partial failure represents a case in which an
implemented Internet voting system does not meet the set requirements (such as
accountability, accuracy, efficiency, and so on). The Aland Islands represent a case of
total failure, as Internet voting was cancelled before its first usage (IV):

It was “the decision to not proceed with Internet voting,
even with the system in-place, giving more relevance to
the interaction between the different elements than to
the IS itself” (IV, p. 41).

A failure of delivering Internet voting when it is the only available voting channel

clearly challenges electoral integrity (Essex & Goodman, 2020) This thesis provides
evidence for the theoretical claims that even when Internet voting is only one of many
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available voting channels, “losing voters, who would have voted if not prevented by
malfunctions in the e-electoral process, could become a major problem” (Xenakis &
Macintosh, 20054, p. 5). Some voters from abroad who planned to vote over the Internet
were disenfranchised because, when the decision not to proceed with Internet voting
was taken, it was too late for those voters to use alternative voting channels, like voting
by post. In this way, the effort to enfranchise new groups of voters from abroad resulted
in the disenfranchisement of a share of voters who used to vote by post (IV).

The collected evidence demonstrates that among the reasons for the failure is the
actors’ dissatisfaction with the system (IV). Thus, this thesis argues that actors’
perceptions of an Internet voting system are at least as important for the success of its
implementation as the technology per se. At the stage of decision-making, all actors shared
a broad consensus about the positive implications of Internet voting implementation. This
has changed in the later stages of implementation. This finding emphasizes the importance
of continuous supervision of actors’ perceptions regarding the Internet voting system.
Therefore, this case provides evidence from the field of election administration on how
interactions between actors can result in the success or failure of digital technology
implementation (IV).

Another reason for failure to implement an Internet voting system is miscommunication
between actors. The case of the Aland Islands proved the importance of the inclusion
of external actors in the implementation process. These actors are not directly involved
in implementation, but they can play a critical role for the success or failure of
implementation: in the case of the Aland Islands, these actors were the Data Protection
Authority and the agency responsible for the shared national infrastructure (the Finnish
e-Government portal).

A failure always highlights the question of accountability. Among the variety of public
and private actors involved in contemporary election delivery, who is accountable for the
failure in election delivery? Previous research claimed that in a centralized election
administration, the single responsible authority is the election administration (Lundmark
et al., 2020). Does this statement hold true in other contexts? Research on the highly
decentralized U.S. election administration claims that in the cases in which elections are
privatized, the accountability of public officials decreases (Herrnson et al., 2008).
International standards establish that while private vendors can be deemed accountable
for not delivering elections properly, the final responsibility for the quality of election
delivery remains with election administrators (Council of Europe, 2017).%! In the case of
the Aland Islands, the burden of the ultimate responsibility caused the election
administration to decide against the risk of using the not-fully-tested system developed
by a private actor, and thus, to cancel Internet voting altogether (IV). In such circumstances,
an Internet voting system is only as good as the election administration believes it to be.
Thus, the perception of being a single responsible authority and the perspective of
being held accountable for a failure can force an election administration to make more
risk-averse decisions, such as cancelling Internet voting.

21 Explanatory Memorandum to Recommendation CM/Rec(2017)5 of the Committee of Ministers
to Member States on standards for e-voting by the Ad hoc Committee of Experts on Legal,
Operational and Technical Standards for e-voting (CAHVE) reads: “Statutory duties of the body
responsible for the conduct of elections must never be outsourced”, and “The overall responsibility
falls on the electoral management body that supervises e-voting and cannot be delegated for
instance to a voting system supplier” (Council of Europe, 2017).
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Table 8. Summary of the impacts of Internet voting implementation on the electoral process.

Impacts of Internet voting implementation on the electoral process

Complexity:

Internet voting can bring
greater electoral complexity,
thus increasing the risks for
electoral malpractice;

The trade-off is between

making the voting options
rich and diverse and being
able to administer them.

Accuracy:

Internet voting does not
necessarily reduce manual
activities, and hence, human error;
Internet voting can require new
manual activities, increasing the
probability for both intentional
and unintentional malpractice.

Automation and Efficiency:

Internet voting has no spill-
over effect on automating
the surrounding process;
Internet voting is the most
cost-efficient voting channel
with the lowest cost per
vote;

Cost-efficiency does not
come from lower printing
costs or lower staffing costs;
One of the most resource-
intensive activities concerns
not the maintenance of
technology, but the purely
administrative task;

Project management and
oversight of a private vendor
can cost more than the
development of the Internet
voting system.

Failure and Accountability:

Actors’ perceptions about the
Internet voting system can cause
failure as much as the technology
per se;

Miscommunication between
actors can be the reason for
system failure;

Even if Internet voting is only one
among many voting channels,
system failure can still result in
voter disenfranchisement;

An Internet voting system is only
as good as the election
administration believes it to be.
Accountability for a failure forces
an election administration to make
more risk-averse decisions, such as
cancelling Internet voting.

4.2 How does Internet voting implementation impact the electoral

actors?

This subchapter starts by discussing how Internet voting affects the administrative
burden, as it is currently the biggest challenge for overtasked and understaffed election
administrators all around the world. It identifies the effects of Internet voting on the
implementing actors, in particular, which of them get overburdened due to the
introduction of Internet voting. The next section further develops this idea by focusing
on the shifting roles and responsibilities of actors delivering elections after Internet
voting is introduced. The final section considers how changes in actors’ roles and
responsibilities affect the most problematic aspect of election administration—the high
discretion of election administrators.
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4.2.1 Administrative burden

The concept of administrative burden has not been widely studied in the field of election
administration (Burden et al., 2012). However, it is important to acknowledge and
account for how the usage of digital technology decreases or imposes an additional
administrative burden on election administrators for the following reasons. First,
even before any digital technology is introduced, election administration tends to
experience high levels of administrative burden (Hale & Slaton, 2008; Kimball & Kropf,
2006). Second, additional administrative burden results in work overload, burnouts,
decreased performance, job dissatisfaction, and higher employee turnover rates (James,
2019), as well as higher error rates. All of this negatively affects the quality of election
delivery and electoral integrity. When electoral technology is introduced, election
administrators frequently find themselves in a situation in which “they have accepted a
burden that is more complex than they are prepared to handle” (Jones, 2007, p. 41).
Thus, electoral technology can increase the administrative burden of election
administrators.

The case of Estonia is critical for understanding the impact of digital technology on the
administrative burden for the following reason. In Estonia, one of the key expectations
of using digital technology in public administration is a lower administrative burden.
A lower administrative burden helps to reach “a minimal and efficient state” (Kitsing,
2010, p. 7) and cope with limited resources (Margetts & Naumann, 2017). However,
the collected data do not show that 15 years of Internet voting have managed to
significantly decrease the administrative burden of election administrators (I). To address
this, the thesis proposes some solutions. Tool 1 facilitates the identification of actors who
are overburdened due to the introduction of digital technology and the subsequent
reengineering of the electoral process, thus addressing the problem of the increasing
administrative burden. Tool 2 helps to identify all tasks and activities each election
administrator is performing, which can help to acknowledge the state of administrative
burden of election administrators prior to the introduction of Internet voting. The following
section further develops the argument of the impact of Internet voting on election
administrators by focusing on their changing roles and responsibilities.

4.2.2 Shift in actors’ roles and responsibilities

In paper-based elections, responsibility is distributed among many poll workers. In contrast,
a smaller number of staff are required to run Internet voting. When elections get
digitalized, responsibility could fall to just one person who created the software (Haren
& Pieters, 2007). This creates a dichotomy in delivery of digitalized and non-digitalized
voting channels: Internet voting is generally managed and financed centrally, at a higher
operational level, while paper-based voting channels are mainly budgeted and delivered
by local election administrations (I, I, IlI).

Therefore, the introduction of Internet voting changes the roles of poll workers:
suddenly, it is not SLBs who deliver elections directly to the citizens but a handful of IT
specialists or software providers. Due to this transfer of responsibility, Internet voters no
longer interact with SLBs of elections but, at best, with the IT departments of the election
administration or even with a helpline provided by private vendors. For this reason, this
thesis considers how the introduction of Internet voting affects the roles of SLBs.
SLBs can play many roles in Internet voting implementation: they can participate in
administering trials (the U.K.), procuring and piloting Internet voting systems
(Switzerland), and conducting tests and feasibility studies (Canada), among other things.
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What unites those cases is that they represent countries with decentralized election
administration. Thus, there is no surprise that SLBs are involved to such an extent in the
delivery of Internet voting. However, the role of SLBs in Internet voting in countries with
centralized election administration is not so evident. This thesis finds that even in a
centralized election administration with a top-down approach to Internet voting
implementation, SLBs play a substantial role in the management of Internet voting and
its integration with existing voting channels through the task of consolidating paper and
electronic votes (I).

The decision to outsource the development of the Internet voting system to private
vendors (I-1V, VI) shifts the role of the government from the producer or “technology
maker” (Karo & Kattel, 2016, 2019) to manager (Winnard, 2017). In extreme cases of
outsourcing, the government stops considering elections “as their ‘core business’”: they
delegate the task of running elections to the private sector and cease to understand the
electoral process (Oostveen, 2010, p. 210). In such an environment, the concept of
Elections as a Service rises in popularity. This concept assumes that the delivery of
elections (or parts of it) can be contracted to a private vendor, while the election
administration neither owns nor rents the digital technology used: the election
administration entitles a private vendor to run the electoral service on behalf of the
election administration using the software and hardware of a private entity. Scholars
describe Elections as a Service in the following way: vendors run the process (Haren &
Pieters, 2007). Still, as the collected evidence shows, that does not necessarily mean that
election administrators would not favour such an approach to digital technology
development and implementation (IV).

“The government decided quite early... that they should
buy a service, not the system and that they need[ed]
someone else to run it” (IV, p. 45).

Election administration also delegates tasks to public entities. In some cases, this
relationship takes an extreme form when election authorities compete with other
agencies for the right not to perform some election-related tasks (Castenmiller &
Dikmans, 2020). In all considered cases (I-V), the electoral authorities voluntarily
delegated some of their election-related responsibilities to other actors due to the lack
of capacity to perform those tasks themselves.

4.2.3 Discretion
Poll workers are the SLBs of elections who frequently represent the only point of
interaction between a voter and the election administration (Atkeson et al., 2014;
Hall et al.,, 2009). Therefore, poll workers have a high level of discretion in the
delivery of elections. Previous research has established that the discretion of poll
workers varies by voting channels (Atkeson et al., 2014). Voting channels extended
over a longer time potentially reduce the discretion of poll workers, as poll workers’
supervisors (the higher levels of election administration) have a greater chance to
react to “complaints brought by staff, observers, or voters” (Atkeson et al., 2014,
p. 946).

Internet voting is often available to voters over an extended period of time, rather
than only on election day (I-IV, VI). The research literature indicates that technology
can decrease (Lips, 2019), automate (Nagtegaal, 2021) or digitalize the discretion of
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SLBs (Busch & Henriksen, 2018) from street-level bureaucracy to “screen-level
bureaucracy” when SLBs operate computers instead of face-to-face interaction, and
further to “system-level bureaucracy” when decisions are fully automated (Bovens &
Zouridis, 2002). Indeed, as a remote voting channel, Internet voting does not require an
interaction between the voter and a poll worker: Internet voters interact directly with an
Internet voting system, bypassing poll workers. Thus, it provides voters with an
experience of voting without involving human agency. The decision regarding each
individual voter’s eligibility to vote over the Internet does not depend on the
discretionary judgment of a poll worker. As a result, poll workers are not supposed to
have high discretion towards Internet voters.

A conflicting argument suggests that digital technology can increase discretion by
providing public administrators access to richer data (Danziger & Andersen, 2002).
Furthermore, human agency is involved in designing and implementing an Internet
voting system, which may result in a system that is biased toward particular groups of
voters. Still, the pool of actors who are involved in designing and implementing an
Internet voting system is much more limited than the number of poll workers delivering
conventional paper-based voting channels.

The data collected for this thesis provide evidence for both arguments. The case
of Estonia demonstrates that the voting channels, which reduce the number of
polling places, potentially decrease the discretion of poll workers, because the
supervision of poll workers by higher levels of the election administration becomes
more feasible (Il). However, it also reveals that poll workers exercise discretion
even towards Internet voters, despite the Internet voting system being implemented in
a centralized way without evident involvement of poll workers in its implementation (I).
As one example, poll workers in Estonia decide on which Internet votes are reported
for cancelation in the process of paper and Internet vote consolidation. What
differentiates the exercise of discretion while delivering Internet voting from its
role in conventional voting channels is that, in such circumstances, observers and voters
are not present at the moment when poll workers exercise discretion. An example of
how digital technology can increase discretion by providing access to richer data is
the way that the Internet voting system is implemented in Estonia. It provides poll
workers with information about which voters have overridden an i-vote with a paper
ballot (I). The option of re-voting is provided for the purpose of guaranteeing that a
voter can change her vote without a coercer knowing about it. Given that poll
workers are frequently recruited and appointed by political parties, the provision of
information on recast ballots may reduce the efficiency of re-voting as an anti-coercion
mechanism.

48



Table 9. Summary of the impacts of Internet voting implementation on the electoral actors.

Impacts of Internet voting implementation on the actors

Administrative burden: Discretion:

e Internet voting does not e Internet voting does not
significantly decrease the significantly decrease the
administrative burden of election discretion of street-level
administration. bureaucrats of elections. They

lose their discretion in the
process of ballot issuing but
gain it in the process of paper
and Internet vote
consolidation.

Shift in actors’ roles and responsibilities:

e Internet voting shifts and e In extreme cases of
imposes new roles and delegation, the election
responsibility on street-level administration neither owns
bureaucrats of elections, for nor rents nor understands the

instance, through the integration
of Internet voting with existing
voting channels.

Internet voting system.

4.3 Summary of the chapter

This chapter answers the research question of how the choices made during the
implementation of Internet voting affect election administration. It divides the impacts
into two groups based on whether they impact processes or people.

The subchapter on processes highlights how Internet voting affects complexity,
accuracy, efficiency, automation, the possibility of failure and accountability of the
electoral process. The section on electoral complexity (Section 4.1.1) follows the
literature and focuses on two major sources of complexity: election law and electoral
technology. This chapter presents Tool 1, which addresses complexity caused by changes
to election law. Next, this chapter provides empirical evidence for the debate on whether
electoral technology per se can increase electoral complexity. Finally, the thesis
contributes to the existing literature on electoral complexity by identifying a third
possible source of complexity—the involvement of new actors in the electoral process.

Complexity is a trade-off with accuracy in the electoral process (Section 4.1.2), as the
more complex the process is, the more difficult it is to avoid errors. Digital technology is
expected to increase the accuracy of election delivery: at a minimum, automation should
decrease human error. In respect to Internet voting, the collected data show how
implementation choices can negatively affect the capacity of Internet voting to reduce
human error. The implementation of Internet voting can result in the creation of manual
activities that are prone to human error, intentional and unintentional malpractice.
In the studied cases, one example of such activity is the manual consolidation of paper
and electronic votes caused by the need to integrate Internet voting with existing voting
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channels. Academics and practitioners call for a tool which will make errors avoidable,
and Tool 1, proposed in this thesis, addresses this call.

Besides complexity and accuracy, efficiency is one of the key challenges for modern
election administration (Section 4.1.3). Digital technology is expected to foster efficiency.
At the same time, digital technology is costly. This thesis demonstrates how the costs of
Internet voting can be calculated and compared to the costs of other voting channels.
The application of Tool 2 to the case of Estonia shows that Internet voting is the most
cost-efficient voting channel with the lowest cost per vote. Contrary to expectations, this
thesis establishes that there is little potential to achieve cost-efficiency via the decrease
in ballot printing costs and staffing costs. Ballot printing costs are negligible in
comparison to the costs of Internet voting system development and maintenance, while
staffing costs still constitutes most of the costs of Internet voting, even though Internet
voting relies less on manual labour. This thesis argues that it is difficult to reach efficiency
gains through introducing Internet voting because it is generally introduced as an
additional voting channel to fulfil international standards. Therefore, Internet voting can
provide cost reductions only when its introduction results in or is accompanied by
significant savings in the delivery of other voting channels. Such adjustments require
significant efforts from the election administration. This thesis outlines potential
directions for reaching higher efficiency: through reengineering the existing electoral
process and through introducing even more digital technologies.

The case of the Aland Islands can perhaps serve as the example of non-efficiency, as
the government was supposed to cover the costs of the Internet voting system, which
has not even been used. Furthermore, it is an example of unexpected cost derived from
the nature of the private-public relationship between the vendor and the election
administration. Project management and oversight of the private vendor cost more than
the development of the Internet voting system.

Finally, when it comes to the worst impact Internet voting can have—not delivering
elections due to system failure, this thesis suggests considering failure through a
theoretical framework and adjusting the concept of failure to the context of Internet
voting (Section 4.1.4). The application of the proposed framework to the case of the
Aland Islands demonstrates that the actors’ perceptions about the implemented Internet
voting system are at least as important for the success or failure of the Internet voting
system as the technology per se. The collected data show that the perception of being a
single responsible authority and the perspective of being held accountable for a failure
can force election administration to make more risk-averse decisions, such as cancelling
Internet voting. This means that an Internet voting system is only as good as the election
administration believes it to be.

The second subchapter summarizes the findings in relation to the impact of Internet
voting on the implementing actors. It focuses on the issues of administrative burden,
shift in roles and responsibilities, and discretion. The collected data do not show that
Internet voting has managed to significantly decrease the administrative burden of
election administration after more than 15 years of usage (Section 4.2.1). To address this,
the thesis proposes Tool 1 and Tool 2. Tool 1 facilitates the identification of the effects
of Internet voting on the implementing actors: in particular, which of them get
overburdened due to the introduction of Internet voting. Tool 2 allows for the
identification of all tasks and activities performed by each election administrator, thus
acknowledging the existing administrative burden.
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As per the shifts in actors’ roles and responsibilities, this thesis finds a dichotomy in
the delivery of digitalized and non-digitalized voting channels: Internet voting is generally
managed and financed centrally, while paper-based voting channels are mostly delivered
and budgeted by local election administration (Section 4.2.2). Therefore, the
introduction of Internet voting leads to the transfer of roles and responsibility of the local
election administrators to other actors: Internet voters do not interact with the SLBs of
elections, but at best with the IT departments of election administration, or even with a
helpline provided by private vendors. While taking away some of the SLBs’
responsibilities, Internet voting also imposes new ones: this thesis finds evidence that
even in centralized election administration with a top-down approach to Internet
voting implementation, the local election administration plays a substantial role in
the management of Internet voting and its integration with existing voting channels.
In extreme cases, as the result of delegation, the election administration neither owns
nor rents nor understands the Internet voting system it uses. Still, due to a lack of
capacity and resources, election administrators might favour such an approach to
Internet voting implementation.

As per the discretion, the evidence does not support the theoretical expectations that
Internet voting significantly decreases the discretion of election administrators. Internet
voting provides voters with an experience of voting that does not involve human agency
(Section 4.2.3). However, this thesis demonstrates that SLBs maintain discretion towards
Internet voters: in the case of Estonia, they decide on which Internet votes are reported
for cancelation in the process of paper and Internet vote consolidation. Furthermore,
the exercise of discretion by SLBs in regards to Internet voting is not monitored, because
it occurs in moments in which observes and voters are not present.
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5 Conclusion

This thesis poses two research questions: 1) how election administrators and other
actors implement Internet voting and 2) how the choices made during the
implementation of Internet voting affect election administration. To answer these
questions, the thesis applies a public administration perspective to the study of elections
instead of a more common political science perspective. Thus, the thesis contributes to
developing a relatively new and under-studied domain of public administration—
election administration (James, 2012). In addition, the thesis applies theories from
accounting, business studies and engineering to study the usage of Internet voting by
election administrators, thus providing the interdisciplinarity of this research.

The findings of this thesis build on: 1) the perceptions of election administrators,
2) the results of observations of electoral processes, 3) before-after analysis, and
4) quantitative calculations. Some of the methods for evidence collection were
developed and first attempted in the articles comprising the thesis. Those methods
include:

. the first known application of TDABC to the field of elections, which
facilitated the calculation of the administrative costs of running elections for
each voting channel (this has not been possible for the variety of costing
techniques applied to elections before);

. the first known observation of the electoral processes organized based
on the logic of TDABC with a focus on resources spent on individual activities;

. the application of a design science research strategy to the field of
Election Administration, in line with which a particular problem in election
administration was identified and a solution was designed, developed,
demonstrated and evaluated;

. the application of the business process reengineering framework to the
field of Election Administration, allowing to check if the introduction of digital
technology resulted in a redesign of electoral processes.

To answer the first research question, the thesis considers the elements of Internet
voting that constitute it as a complex socio-technological system: the aspects of the
electoral process that Internet voting digitalizes, the context of implementation,
the implementing actors and the timeframe of implementation. The answer to the first
research question starts with defining what Internet voting is. Given the confusion over
the term, this thesis presents a minimal definition of Internet voting as a voting method
by which a voter is identified over the Internet and a ballot is cast over the Internet and
counted electronically. This definition brings into focus the administrative perspective,
rather than a purely technological one: the definition emphasizes which parts of the
electoral process get digitalized with the help of Internet voting. Thus, the thesis further
develops attempts to clarify the concept of Internet voting for the discipline of public
administration (Krimmer, 2012).

Furthermore, this thesis links the concept of Internet voting to a concept of a higher
order—electronic voting—and provides a new approach for classifying electronic voting
modalities, where electronic casting and electronic counting are considered in
association (I-V1). Thus, the thesis contributes to the scholarship on definitions of
Internet and electronic voting (Gibson, 2001; Goodman & Spicer, 2019; Reiners, 2017),
stage and maturity models of election automation (Mugica, 2015) and a broader public
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administration discussion on what to digitalize first and how to vertically and horizontally
integrate the digitalization of the back office and front office of public service delivery
(Andersen & Henriksen, 2006; Westholm, 2005). This thesis emphasizes the importance
of the back-office effects of digital technology in public administration, highlighting the
interplay between using highly sophisticated digital technology in the front office and
manual activities in the back office of public service delivery (Stewart Ill, 2011).

The next element this thesis considers is the context of implementation. It highlights
the mismatch of different contexts and how this affects implementation, in particular,
causing communication and coordination problems (I-VI) and even a failure of Internet
voting delivery (IV). In addition, the thesis zooms in on some particular contexts of
Internet voting implementation: during the pandemic (V) and in a non-democratic
environment (VI). It demonstrates how the implementation of Internet voting in a
pandemic environment negatively affects the timeframe of implementation, significantly
increasing the risk of failure, while the implementation of Internet voting in a
non-democratic environment increases the risks for electoral integrity. Finally, this thesis
argues that the context of implementation defines the expected outcomes: it presents
varying context-specific reasons for introducing Internet voting which have not been
previously identified in the literature, such as the nudge for using the existing digital
infrastructure, the creation of a digital narrative, or the promotion of self-governance.
These findings contribute to the research on the contextual aspects of digitalization in
the public sector (Astrbm et al., 2012; Carter & Bélanger, 2012; Cheeseman et al., 2018;
Heeks, 2005; James & Alihodzic, 2020).

In regard to the findings on implementing actors, it is the first study of election
administration to consider such a wide variety of actors and collect perspectives from
each actor type. This was possible by applying the following approaches: 1) shadowing
election administrators through the electoral process, 2) working with secondary data such
as procurement contracts, inter-organizational cooperation agreements, practitioners’
reports, and internal documentation of state agencies, and 3) interviewing all identified
actors. Informed by the collected data, the thesis proposes a new bottom-up approach
for identifying and classifying the actors implementing digital technology in elections,
further developing the categorization proposed in Krimmer (2012).

Moreover, this thesis applies the street-level bureaucracy theory to the field of
election administration. The thesis establishes the high level of discretion of poll workers
and the acute principal-agent problem present in the process of digital technology
implementation in the considered cases. Through this, the thesis contributes to
scholarship on street-level bureaucracy (Atkeson et al., 2014; Clark, 2017; Hall et al.,
2009; James, 2014b; Kimball & Kropf, 2006) and principal-agent theory (Alvarez & Hall,
2006). In addition, this thesis pays close attention to the roles of private actors and
emphasizes the critical role that state actors who were previously not involved in election
delivery can play (I, Il IV). These findings contribute to the scholarship on the role of
private actors in public service delivery (Bieri & Wenger, 2018; Dunleavy et al., 2006;
Kooiman, 1993; Thomann et al., 2018; Ya Ni & Bretschneider, 2007) and the tendency to
contract out (Lember, 2006).

Considering the timeframe of the implementation process, this thesis demonstrates
that the established deadlines for decision-making?> might not suffice for the
implementation of a highly sophisticated digital technology such as Internet voting (IV).

22 12 months, as recommended by the Venice Commission (Venice Commission, 2002).
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It also emphasizes how disagreement between the implementing actors or just the sheer
number of them can impact the timeline by postponing implementation: the involvement
of each additional implementing actor increases the chances for not fitting in the set
timeline (1, lll, VI). Time is also at the core of Tool 2, which proposes a new methodology
for calculating the cost of elections (lll), and Tool 1, which proposes a solution for
translating electoral laws into instructions for poll workers (ll). Finally, the question of
reasonable timelines is particularly important for the current global changes in the
conduct of elections due to the pandemic (V). Pandemics demand quick changes, while
such digital technology as Internet voting could not be introduced rapidly. These findings
contribute to the scholarship on the difficulties with implementing digital technology on
time in public administration due to “considerable transaction costs” (Lember et al.,
2018, p. 20) and the schedule overrun that is typical for IT projects (Flyvbjerg & Budzier,
2013).

The second research question on the impact of Internet voting implementation on
election administration cannot be answered without considering the changes that
Internet voting brings to the conduct of elections, be they benefits or drawbacks. Election
administrators might expect that Internet voting will bring them no benefits and may
prioritise citizen-centred benefits, such as an increase in voter convenience and
accessibility (Goodman & Spicer, 2019). However, this thesis shows that it is important
for both citizens and election administrators to make sure that Internet voting brings
benefits for election administrators too (I-VI).

In the case studies, even when election administrators perceived the usage of Internet
voting to be beneficial, they lacked evidence to support this claim (I). On the contrary,
the evidence demonstrates, the choices made during the implementation process
resulted in the following outcomes. For the electoral process, Internet voting increased
complexity, costs of election delivery and the probability of failure, while not increasing
accuracy and efficiency in the expected ways (1, lll, IV). The introduction of Internet
voting also does not necessarily result in greater automation of the overall electoral
process: Internet voting does not seem to have a spill-over effect on automating the
surrounding manual processes (1, Il). That being said, Internet voting can still increase
accuracy, efficiency and the level of automation of the electoral process, but in less direct
ways than were expected: through, for example, process reengineering (1, I1).

For the implementing actors, Internet voting increased the administrative burden and
discretion (1, I, IV). When digital technology does not include significant benefits for the
implementing actors, but, to the contrary, increases their administrative burden and the
overall complexity of elections, it also results in the increased possibility for human error
and maladministration (due to the overwork, time and task pressures) (I, Il). This, in turn,
can result in lower accuracy of election delivery, and thus, lower electoral integrity and
lower trust in election administrators and elections. These findings contribute to the
broader discussion on the drawbacks and benefits of digitalization in public sector and
on whether the usage of digital technology furthers the aims of efficiency, accuracy and
areduced administrative burden for public officials (Moynihan & Lavertu, 2012; Mozaffar
& Schedler, 2002; Norris, 2004; Rose et al., 2015).

Given the importance of the costs of digital technology for public administration, this
thesis establishes the costs of Internet voting in comparison to other available voting
channels (Ill). Thus, this thesis answers the call by both practitioners and academics
(Ernst & Ernst, 1979; Lépez-Pintor, 2000; Xenakis & Macintosh, 2006) and, in particular,
addresses the question “How high are really the costs?” of Internet voting implementation
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(Drechsler, 2003). This thesis establishes that among the variety of voting channels,
Internet voting is indeed the most cost-efficient voting channel when it reaches a high
number of users (lll). However, a high number of users can also boost the costs.
A comparison of the costs of Internet voting over time in the same context shows cost
growth. The interviewed actors attributed this cost growth to the expenses caused by
increasing security risks due to the higher number of users.

In addition, the evidence does not support the theoretical expectations of why
Internet voting could be the most cost-efficient option: it is not due to the lower printing
and staffing costs. Savings from printing less ballots are negligible, especially in
comparison to the costs of digital technology. As for the staffing costs, labour constitutes
the largest cost pool even for Internet voting, despite the reduced number of manual
activities in comparison with paper-based voting. Finally, whenever Internet voting is
implemented as an additional voting channel,?® its costs are added on top of the existing
costs of running elections. Therefore, Internet voting can decrease the total costs of
elections only due to savings from other voting channels. Furthermore, the savings from
other voting channels should be enough to compensate for the costs of Internet
voting (1). This imposes pressure on election administrators and, in particular, on those
implementing paper-based voting channels. To achieve savings, election administration
needs to reengineer the whole delivery of election, which has not been evident in the
countries of research (I, IV). This thesis offers directions for how to achieve this and
guarantee higher efficiency through the implementation of Internet voting (1).

The findings of this thesis highlight the paradoxical relationship between automation
and discretion: Internet voting does not necessarily take away discretion from human
agents (in this case, from election administrators). On the contrary, in the case study,
Internet voting even increased the discretion of local election administrators (l).
That happened because the delivery of Internet voting was accompanied by manual
activities needed for the integration of Internet voting into the existing electoral process
(1, IV). In other words, the delivery of Internet voting is far from being seamless (I-VI).
This could contribute to the debate on the seamlessness of a digital state started by
Drechsler (2020). Furthermore, this finding provides evidence for the debate on whether
the usage of digital technology and greater automation in general will decrease the
discretion of front-line public servants (Atkeson et al., 2014; Clark, 2017; Hall et al., 2009;
James, 2014b; Jansson & Erlingsson, 2014; Kimball & Kropf, 2006).

The findings in regard to the changing roles of election administrators show that they
can favour the outsourcing of election delivery up to the point when private actors run
elections while election administrators neither own nor rent digital technology (IV).
Contrary to expectations, this change in roles is not only due to the involvement of
private actors. The evidence shows that election administrators in different contexts
willingly delegate some responsibilities to public actors due to their own lack of capacity
(I-Iv, VI). This mode of behaviour recalls the bureau-shaping model, in which
responsibilities and resource-intensive tasks are delegated to other actors. These
findings contribute to the broader public administration discussion on the tendency to
contract out (Lember, 2006).

23 To fulfil international standards; in particular, the standard of universal suffrage. The Council of
Europe Recommendations CM/Rec(2017)51 of the Committee of Ministers to member States on
standards for e-voting reads: “Unless channels of remote e-voting are universally accessible, they
shall be only an additional and optional means of voting” (Recommendation CM/Rec(2017)51 of
the Committee of Ministers to Member States on Standards for e-Voting, 2017).
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As for the most adverse of the possible impact of Internet voting on election
administration—the probability of failure of election delivery—this thesis develops and
trials a new conceptual model named the “Mirabilis of Internet voting system failure”.
This model builds on the adapted conceptual model of the electronic voting mirabilis
(Krimmer, 2012) and the information system failure framework (Toots, 2019), thus
enriching both fields of research. The main advantage of this model is that it helps to
identify organizational issues in the process of Internet voting implementation, which
can cause a failure of election delivery. Knowing the potential points of concern can help
to avoid a failure.

As for its practical implications, first, the thesis introduces Tool 1 for translating the
complexity of electoral law into clear graphical instructions for poll workers. In particular,
it provides a way to distil the dozens of articles of electoral law that are affected by the
introduction of Internet voting into one model (ll). This Tool can be applied to other
domains of public administration that are experiencing digitalization. Second, the thesis
offers Tool 2, which is a working methodology for calculating administrative costs for
different voting channels with the opportunity for inter-channel comparison (lll).
This tool can have a broader application for comparing the costs of any digitalized public
service with its analog version. Third, the thesis provides practical recommendations on
the sequence of digitalization of election administration and highlights the consequences
of introducing Internet voting first while keeping the surrounding electoral processes
manual (I, IV). Furthermore, the thesis defines the points for optimization that facilitate
the derivation of more efficiencies from a digitalized electoral process in a not-fully
digitalized election administration (1). These findings shed light on the wider discussion
of what to digitalize first and how to vertically and horizontally integrate the digitalization
of the back office and front office of public service delivery (Andersen & Henriksen, 2006;
Westholm, 2005).

The author of this thesis sees the areas for the further research as follows. First, one
might consider performing further steps for the before-after analysis of the impact of the
introduction of Internet voting on human error, costs, and the administrative burden of
election administration. In particular, the thesis can be followed by a survey of poll
workers on the question of expected organizational improvements in the electoral
processes due to the introduction of Internet voting. Second, one might conduct
experiments in which poll workers will be provided with a proposed graphical solution
(Tool 1) in addition to other instructions. A follow-up survey could assess the
advantages and disadvantages of the process models, their user-friendliness, and their
comprehensibility. A further step would be to calculate the costs of producing such
models as a reference to their perceived usefulness. Third, one might test the proposed
cost methodology (Tool 2) in a different electoral context to check whether Internet
voting remains the most cost-efficient voting channel. Fourth, the proposed cost
methodology (Tool 2) could be further developed to cover the whole electoral cycle,
re-orienting the purpose of cost calculation from inter-channel comparison to the total
costs of an election.
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Abstract
The Impact of Internet Voting on Election Administration:
Directing Implementation Towards a Blessing or a Curse

Internet voting has pride of place among digitalization projects in the public sector. It is
frequently portrayed as an exemplary digitalization project, a proof of development and
a demonstration of modernity. For these reasons, Internet voting implementation is
surrounded by high expectations of its positive impact on all involved actors. While the
impact of Internet voting on voters is relatively well studied (with the research on voter
turnout, voter convenience and the change in voters’ political preferences), the impact
of Internet voting on the implementing actors lacks empirical research. The previous
research only indicates that Internet voting may result in greater accuracy and efficiency
of the electoral process by decreasing complexity and reducing the administrative
burden of election administration, without providing empirical evidence to support these
expectations.

The absence of focus on election administration leads to a situation in which a difficult
task of Internet voting implementation is taken for granted: election administration is
expected to deliver Internet voting in such way that guarantees positive outcomes.
In line with this, the research on Internet voting focuses on the technological angle but
not on the organizational and administrative ones. Furthermore, the small number of
countries that have implemented Internet voting makes empirical evidence scarce.

Still, Internet voting implementation at times leads to big failures, that are not
necessarily rooted in technology. These failures disenfranchise groups of voters and
challenge the integrity and the legitimacy of the electoral process. Therefore, it may be
beneficial for future trials to know how to assess whether Internet voting
implementation results in benefits to election administration. Thus, this thesis aims to
reveal how Internet voting can be implemented to direct the impact of Internet voting
towards a blessing for election administration rather than a curse. Therefore, the thesis
poses two research questions:

1. How do election administrators and other actors implement Internet voting?
2. How do the choices made during the implementation of Internet voting affect
election administration?

Based on six peer-reviewed research publications, this thesis provides answers to these
research questions. The theoretical foundation of this thesis builds on public
administration theories, such as principal-agent theory and street-level bureaucracy
theory, complemented with theories from accounting, business studies and engineering,
thus providing for the interdisciplinarity of this research. Methodologically, these articles
represent different research designs, ranging from the case study to design science to
scenario research design. Among the methods of data collection, the articles utilize
stakeholder interviews, on-site observations, document analysis and desk research.
Among the methods of data analysis, the articles focus on process modelling,
Activity-Based Costing, legal analysis, and software-supported qualitative and
quantitative text analysis. The data collection for most of the papers also involved
fieldwork. This thesis examines cases of Internet voting implementation at different
maturity levels in different contexts, including amid the pandemic and in a non-democratic
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environment. All of this allowed the collection of rich evidence supporting or rejecting
the established theories on the impact of digital technology on election administration.

The findings of this thesis establish that the impact direction of Internet voting on
election administration depends on particularities of implementation: the way Internet
voting isimplemented will define whether it leads to greater accuracy and accountability,
a lower administrative burden and the probability of failure, or vice versa.

This thesis disentangles what Internet voting means in organizational terms and,
in particular, which different forms the implementation of Internet voting can take.
It showcases how Internet voting can combine highly sophisticated technology in the
front end and manual activities in the back end. Informed by the evidence, this thesis
provides practical recommendations on the sequence of digitalization of election
administration, highlighting the consequences of first introducing Internet voting while
keeping the surrounding electoral processes manual.

In respect to the implementing actors, increasingly, Internet voting is not delivered by
an election administration. However, new actors come from both private and public
sectors, in contrast to the expected proliferation of private actors. In all considered cases,
the electoral authorities voluntarily delegated some of their election-related
responsibilities to other actors due to the lack of capacity to perform those tasks
themselves.

The collected evidence demonstrates that in these cases, choices made during the
implementation process resulted in increased complexity, costs of election delivery and
the probability of failure, while not increasing accuracy and efficiency in the expected
ways. Internet voting also did not have a spill-over effect on automating the surrounding
manual processes. That being said, Internet voting can still increase accuracy, efficiency
and the level of automation of the electoral process, but in less direct ways than
expected. For the implementing actors, Internet voting increased the administrative
burden and discretion of front-line public servants, thus increasing the possibility for
human error and maladministration.

In addition to the empirical evidence and theoretical contributions, this thesis
introduces two tools which may be of particular importance for practitioners. Tool 1
helps in translating the complexity of electoral law into clear graphical instructions for
poll workers: in particular, it shows how the dozens of articles of electoral law that are
affected by the introduction of Internet voting can be distilled into one model. This tool
can be applied to other domains of public administration that are experiencing
digitalization. Tool 2 is a working methodology for calculating the administrative costs of
different voting channels, with the opportunity for inter-channel comparison. This tool
may have a broader application for comparing the costs of any digitalized public service
with its analog version.
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Luhikokkuvote
E-hddletamise moju valimiste korraldajatele: korralduse
onnestumise voi labikukkumise suunas juhtimine

E-hddletamine on avaliku sektori digitaliseerimisprojektide seas aukohal. Seda
esitletakse sageli kui eesrindlikku digitaliseerimisprojekti, mis on arengu ja
tdnapdevasuse tGendiks. Seetttu kaasneb e-hadletamisega suur ootus, et sellel on
koigile asjaosalistele positiivne moju. E-hadletamise mdju valijatele on lisna palju uuritud
(uuringud valimisaktiivsuse, valijate mugavuse ja valijate poliitiliste eelistuste muutumise
kohta), aga e-hailetamise md&ju kohta selle korraldajatele ei ole piisavalt empiirilisi
uuringuid. Varasemad uuringud viitavad lihtsalt sellele, et e-hadletamine voib
vOimaldada valimisprotsessi suuremat tapsust ja tdhusust, vdhendades keerukust ja
valimiste haldamise koormust, kuid ei esita nende vaidete toetuseks empiirilisi tdendeid.

Kuna valimiste korraldamisele ei keskenduta, siis peetakse keerukat e-hailetamise
korraldamist enesestmdistetavalt lihtsaks: eeldatakse, et valimiste korraldajad viivad
e-haaletamise labi nii, et selle dnnestumine on tagatud. Sellega seoses keskenduvad
e-hdaletamise uuringud tehnoloogiale, kuid mitte korralduslikele ja halduslikele
aspektidele. Lisaks on empiirilist téendusmaterjali vahe ka seetéttu, et e-haaletamist
korraldanud riike on vahe.

Kuid monikord pdhjustab e-hdaletamise korraldus suuri probleeme, mis ei pruugi olla
tehnoloogiast pShjustatud. Need probleemid jatavad valijariihmad ilma oma Gigustest
ning seavad kahtluse alla valimisprotsessi aususe ja legitiimsuse. Seega vdib tuleviku
tarbeks olla kasulik teada, kuidas hinnata, kas e-hdaletamise korraldamine toob kasu ka
valimiste korraldajatele. Seetdttu on selle t66 eesmark selgitada vdlja, kuidas saab
e-hddletamist korraldada nii, et sellel oleks ka korraldajatele positiivne mdju. T6os
pistitatakse kaks uurimiskisimust.

1. Kuidas valimiste korraldajad ja teised osalise e-hdaletamist ellu viivad?
2. Kuidas e-hadletamise korraldamisel tehtud valikud valimiste korraldajaid
mdjutavad?

To606s vastatakse nendele uurimiskisimustele kuue eelretsenseeritud teaduspublikatsiooni
pohjal. Selle t66 teooria tugineb avaliku halduse teooriatele, nagu printsipaali-agendi
teooria ja esmatasandi bilrokraatia teooria, mida on tdiendatud raamatupidamise,
driuuringute  ja  inseneriteaduse teooriatega, tagades seeldbi  uurimist6o
interdistsiplinaarsuse. Uurimismeetodite poolest kajastavad valitud artiklid erinevaid
uurimiskavasid alates juhtumiuuringust kuni disainiteaduse ja stsenaariumite
uurimiskavani. Andmete kogumise meetoditest on artiklites kasutatud intervjuusid
sidusrihmadega, kohapealseid vaatlusi, dokumendianaliiiisi ja olemasoleva teabe
analliisi.  Andmeanaliisi meetoditest  keskenduvad  artiklid  protsesside
modelleerimisele, tegevuspohisele kuluarvestusele, oiguslikule analllsile ning
tarkvarapohisele kvalitatiivsele ja kvantitatiivsele tekstianallitsile. Enamiku artiklite
puhul kaasnes andmete kogumisega ka valitoo. Selles t66s uuritakse e-hailetamise
korraldamise juhtumeid erinevate arengutasemete puhul erinevates kontekstides,
sealhulgas pandeemia ajal ja mittedemokraatlikus keskkonnas. See véimaldas koguda
pdhjalikke tdendeid, mis toetavad vdi likkavad Umber vdljakujunenud teooriaid
digitehnoloogia mdju kohta valimiste korraldamisele.
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T66 tulemused naitavad, et e-haddletamise mdju valimiste korraldajatele séltub
korraldamise eriparadest: see, kuidas e-hdaletamist korraldatakse, maarab, kas see toob
kaasa rohkem tdpsust ja vastutust, vaiksema halduskoormuse ja labikukkumise
tGendosuse vGi vastupidi.

To0s uuritakse, mis e-hdiletamisega korralduslikus mottes kaasneb ja eelkdige seda,
millistel erinevatel viisidel véib e-hdaletamist korraldada. Selles uurimistods naidatakse,
kuidas e-hdiletamise puhul vdidakse valijate poolses otsas kasutada védga
korgetasemelist tehnoloogiat ja samal ajal korralduslikus otsas kasitood.
Uurimistulemustest lahtudes esitatakse t60s praktilisi soovitusi valimiste korraldamise
digitaliseerimise jarjekorra kohta, tuues vilja tagajarjed, mis kaasnevad sellega, kui
kdigepealt vGetakse kasutusele e-hdiletamine, kuid hoitakse seotud valmisprotsessid
kasitsi hallatavad.

Mis puutub korraldajatesse, siis (iha enam ei tegele e-hadletamise korraldamisega
valimiste korraldajad ise. Uued osalised tulevad nii era- kui avalikust sektorist, mitte
ainult erasektorist, nagu voiks arvata. Koigil uuritud juhtudel delegeerisid
valimisasutused vabatahtlikult osa oma valimistega seotud Ulesannetest teistele
osalejatele, kuna neil endil polnud véimekust neid lilesandeid taita.

Kogutud tdendid nditavad, et nendel juhtudel toid valimisprotsessi kdigus tehtud
valikud kaasa suurema keerukuse, valimiste korraldamise kulude ja ebadnnestumise
tGendosuse suurenemise, kuid ei parandanud oodatud moel tapsust ega tdhusust.
Samuti ei avaldanud e-hdiletamine md&ju seotud manuaalsete protsesside
automatiseerimisele. Sellest hoolimata voib e-hddletamine siiski suurendada
valimisprotsessi tapsust, tohusust ja automatiseerituse taset, kuid vahem otsestel viisidel
kui oodatud. E-hddletamine suurendas korraldajate halduskoormust ja valijatele
lahimate riigiametnike otsustusdigust, suurendades seega inimlike vigade ja
haldusomavoli vdimalust.

Lisaks empiirilistele tGenditele ja teooriasse panustamisele tutvustatakse selles t60s
kahte vahendit, mis vOivad korraldajatele eriti kasulikud olla. Esimene vahend aitab
télkida keerukat valimisseadust valimistootajate jaoks kergelt arusaadavateks
graafiliseks juhiseks: eelkdige naitab see, kuidas e-hdadletamise kasutuselevotust
mdjutatud kimneid valimisseaduse artikleid saab koondada uhte mudelisse. Seda
vahendit saab kasutada ka muudes avaliku halduse valdkondades, kus toimub
digitaliseerimine. Teine vahend on t66meetod erinevate haaletuskanalite halduskulude
arvutamiseks, mis vOimaldab kanalite vordlemist. Seda vahendit saab laialdasemalt
kasutada mis tahes digitaliseeritud avaliku teenuse kulude vordlemiseks selle
analoogversiooniga.

74



Appendix

Publication |
Krivonosova, |. (2021). The Forgotten Election Administrator of Internet Voting: Lessons
from Estonia. Policy Studies (1.1).

75






Routledge

Taylor & Francis Group

M) Check for updates

The forgotten election administrator of internet voting:
lessons from Estonia

POLICY STUDIES
https://doi.org/10.1080/01442872.2021.1958179

39a31LN0Y

luliia Krivonosova

Ragnar Nurkse Department of Innovation and Governance, TalTech University, Tallinn, Estonia

ABSTRACT ARTICLE HISTORY
The introduction of new voting channels, voting technologies and Received 19 May 2020
other voting innovations are often thought to improve voter Accepted 6 July 2021
participation in elections and democracy. However, it frequently

happens at the expense of administrators, who needs to deliver Multi .

X . . ulti-channel elections;
even more complex elecpons. This article traces. how the electoral complexity;
introduction of a new voting channel, Internet voting, affects internet voting; electronic
frontline administrators through a qualitative in-depth case study voting; election
of the 2017 local elections in Estonia. Findings show that the administration; local election
local election administration plays a substantial role in delivering officials; voting innovations
Internet voting, despite the centralized election hierarchy. The
case shows little evidence to support the expectation that
Internet voting decreases the administrative burden of local
election officials. The article outlines the vulnerabilities in Internet
voting administration, resulting from the complexity of delivering
multi-channel elections, particularly the ones integrating Internet-
and paper-based voting channels. The article makes important
recommendations for improving the implementation of electronic
voting and improving the quality of elections.

KEYWORDS

As a result of demographic and technological development, elections have become more
complicated and challenging to deliver (Alvarez and Hall 2006). Electoral complexity
affects both voters and election administrations. It confuses voters (Bawn 1999; Karp
et al. 2002) and decreases the participation rate (Karp and Banducci 1999). It also chal-
lenges the capacity of election administration to deliver elections with integrity (Hale and
Slaton 2008; Burden et al. 2017).

Despite already high electoral complexity, election administrators worldwide deliver
an increasing number of voting channels, while facing financial problems and other
resource constraints (James and Jervier 2017; Clark 2014a). The demand for introducing
technologies into the electoral process constitutes another challenge for election admin-
istration, and this demand is growing amid the COVID-19 pandemic (Krimmer,
Duenas-Cid, and Krivonosova 2020b). Electoral technologies aim to reduce the admin-
istrative burden, while they also require additional capacities and resources from election
administration (Hale and Slaton 2008). Therefore, there is a lack of understanding
whether the usage of electoral technologies as an additional voting channel decreases
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2 I. KRIVONOSOVA

electoral complexity or contributes to it. This article considers a new technology-enabled
voting channel, i.e. Internet voting. Implementation of Internet voting is well-researched
from a technological perspective (Gjosteen 2012; Springall et al. 2014) and its “front-
office effects” on voters (Vassil et al. 2016), but not from an organizational perspective
and its “back-office effects” on election administration: (a) how the management of Inter-
net voting is structured within the election administration, (b) how Internet voting affects
the types of actors and network structure of election administration, and (c) how Internet
voting affects local election administration. This article answers those research questions
based on the example of a critical case of Estonia. It provides a thick description of how
an additional technology-enabled voting channel is managed in Estonia. The choice of a
critical case allows us deriving generalizations about the effects of Internet voting on elec-
toral management.

The contribution of this article to the discussion is four-fold. Firstly, it provides an in-
depth study of whether adding technologies in the form of a new voting channel results in
decreasing complexity and more efficient election administration. It thereby focuses
attention on the complexity of multi-channel elections, combining Internet- and
paper-based voting channels, and problems arising from it. Secondly, by mapping the
network of actors and their activities, it contributes to the limited group of studies on
electoral management governance networks (James 2020). Thirdly, this article supports
“a ‘public administration turn’ in the study of elections” (James 2013, 598). Fourthly, the
article adds to the limited literature on electoral integrity in established democracies: the
research provides unique data on how an important for the electoral integrity process of
paper- and Internet-votes consolidation is organized in a country with a long experience
of Internet voting.

The article proceeds as follows. Section 2 introduces the analytical framework, which
builds on Internet voting and election administration research. Section 3 covers the
research design and data. Section 4 presents the findings, while Section 5 argues on
this article’s theoretical and practical implications.

Analytical framework

Research on electoral technologies is largely shifted towards its “front-office effects” on
voters rather than its “back-office effects” on election administration, who bears the
responsibility of providing voting innovations (Karp and Banducci 2000; Carter and
Bélanger 2012; James 2011; Alvarez and Nagler 2001; ®enopos 2019). In such an
approach, election administration is considered a “part of the faceless bureaucracy that
was expected to deliver the outcomes in a machine-like way” (James 2020, 215). The
most notable exceptions from such approach include the research on the usage of
voting machines in the U.S. (Harris 1934), on administrative issues around voter regis-
tration technologies in Kenya (Barkan 2013) and the U.K. (James 2020; Clark and James
2016), on administrative costs of running Internet voting as a parallel voting channel
(Krimmer, Duenas-Cid, and Krivonosova 2020a) and on the impact of Internet voting
on local election officials (LEOs) in the indigenous communities in Canada (Gabel
et al. 2016), among others.

The studies on Internet voting, even when considering “the back-office”, predomi-
nantly focus on technological concerns, rather than on administrative/organizational
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concerns (Halderman and Teague 2015; Springall et al. 2014). As a result, a voting tech-
nology being “the most visible element” of election administration serves as “a proxy for
unmeasured administrative factors” (Stewart III 2011, 14:356).

Overall, the question of who delivers elections is not well studied. The research by
James (2019f) describing the electoral workforce characteristics for 51 countries and
the research by Burden and Milyo (2015) doing the same in the U.S. are among the
exceptions. James (2020) emphasizes the new approach to actor and network analysis,
considering “the totality of actors and transactions that collectively deliver elections”
(James 2020, 125), in contrast to the established oversimplified approaches. That is
particularly important for the contexts where multiple actors and organizations
perform electoral management functions (James 2019). This new approach focuses
on functions of the considered actors while keeping track of “the range of the
number and type of actors involved in [election] delivery” (James 2020, 102). Previous
research on Internet voting identifies five stakeholder groups: Voters; Politicians;
Election managers; Vendors; Media representatives and election observers
(Krimmer 2012). Among those, not all qualify as delivering elections: for instance,
Politicians are involved in decision-making on introducing Internet voting, in regu-
lation and in observation, but not in implementation. In this article, we focus on
implementing actors. Therefore, we do not follow the normative approach for the sta-
keholders mapping (Krimmer 2012) but rather a bottom-up approach for identifying
actors implementing Internet voting.

Among the implementing actors of electronic voting, other authors name Auditors
(Evans and Paul 2004) and Certification bodies (OSCE/ODIHR 2013). In the last
twenty years, the “substantial thickening in the number and type of actors seeking to
steer and deliver electoral administration and management” has been observed even in
the countries where a small number of actors has been traditionally involved (James
2020, 106). Given that, we suggest that the existing classifications of actors involved in
Internet voting might be outdated and need to be reassessed on the most current case
studies.

The literature review demonstrates that the election administration is not well studied,
in particular, when it concerns the implementation of electoral technologies like Internet
voting. From this, the first research question of this study arises:

e RQIl: How is the management of Internet voting structured within the election
administration?
o What is the totality of actors delivering Internet voting?
o What are the functionalities of those actors?
o What types of actors are observed in the delivery of Internet voting?

In general, election delivery in multiple countries experiences gradual actor expan-
sion, including the proliferation of private actors (James 2020). This trend is even
more typical for elections utilizing technologies (Garnett and James 2020; Loeber
2017). In line with it, the expectation is that more types of actors will be involved in
the delivery of Internet voting in comparison to paper-based voting.

Besides the size of the network, the relationship between different actors is essential for
our analysis. First, those members can have conflicting values and interests, provided that
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public and private organizations co-deliver elections (James 2020). Second, the high
number of actors results in the coordination problem. Xenakis and Macintosh (2005)
name it the largest obstacle of Internet voting implementation, suggesting that all activi-
ties should preferably be delivered by a single public actor responsible for elections.
Empirical evidence though, demonstrates the lack of clarity on this issue: the recent
study of five countries, including one case of Internet voting, reveals that the relationship
and roles inside the networks have been clearly defined and established only for the
inner-core of actors (James 2020). From this, the second research question of this
study arises:

e RQ2: How does Internet voting affect the types of actors and network structure of elec-

tion administration?

o Does Internet voting bring actor expansion, including the proliferation of private
actors?

o How do the types of actors delivering Internet voting relate to the types of actors
delivering paper-based voting channels?

o What are the inter-actor relationships inside the identified network of actors?

One of the key expected outcomes of technologies on election administration is
increased efficiency (Yard 2010; Goodman and Smith 2017). Contrary to those expec-
tations, election officials frequently find themselves in a situation when they realize
that “they have accepted a burden that is more complex than they are prepared to
handle” (Jones 2007, 41). The need to acknowledge the increasing administrative
burden comes from its consequences on work overload, burnouts, decreased perform-
ance, job dissatisfaction, and higher employee turnover rates (James 2019), as well as
higher error rates.

Among election administrators, LEOs experience the highest level of administrative
burden. They are frequently underfinanced and overtasked (Hale and Slaton 2008;
Kimball and Kropf 2006). Hence, election reforms, including Internet voting introduc-
tion, should reduce the burden of LEOs, rather than imposing new tasks. That should
stay true even if the utmost aim is citizen-centred considerations (such as voter conven-
ience and accessibility), rather than administrative ones (Goodman and Spicer 2019).
Thus, two competing arguments on the impact of Internet voting on election adminis-
tration could be defined. The first argument claims that automation, electronic govern-
ment, and Internet voting, in particular, are meant to result in saving time, achieving
greater efficiency and reducing human error (Krimmer 2012; Kaliyamurthie, Parames-
wari, and Mugunthan 2013). The competing argument emphasizes that Internet
voting is commonly introduced as an additional voting channel, in parallel with
paper-based voting channels (Krimmer, Triessnig, and Volkamer 2007), in order to
avoid reinforcing the digital divide and other inequalities (OSCE/ODIHR 2013; Driza
Maurer 2017). Every additional voting channel increases the complexity of the electoral
process (OSCE/ODIHR 2013), the workload of election administration (Catt et al. 2014)
and the probability of multiple voting (Xenakis and Macintosh 2004), consequently
requiring additional measures to guarantee that only one vote per voter is counted. Fur-
thermore, the introduction of Internet voting is sometimes followed by the prolongation
of the existing voting channels, which again increases the administrative workload and
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chances of multiple voting (Burden and Gaines 2015). Altogether, the lack of human and
financial resources of local administrations, combined with the ever more increasing
complexity of elections, might challenge the overall electoral integrity (Clark 2014b).
Research on the effects of other electoral technologies on LEOs revealed an increase in
administrative workload and costs (James 2020).

Furthermore, it is crucial to focus on LEOs for one more reason. They being street-
level bureaucrats (Kimball and Kropf 2006; Clark 2017; James 2014b; Atkeson et al.
2014), have a high level of discretion in the delivery of elections (Hall, Monson, and Pat-
terson 2009). Moreover, LEOs possess local knowledge regarding the effects of electoral
technologies, which can encourage bottom-up learning (James 2020). Despite that, the
role of LEOs is commonly overlooked, except for some areas of election administration
like recruitment and training (Alvarez and Hall 2006; Burden and Gaines 2015).

The practice reveals that the role of local administration in the delivery of Internet
voting is manifold: conducting experiments (the U.K.), running pilots and choosing
vendors (Switzerland), testing and reporting to the government on the feasibility
(Canada), sending credentials to i-voters (Canada, Switzerland). Nevertheless, those
are examples of countries with decentralized election administration, hence, a significant
role of local administration. By contrast, in countries with centralized election adminis-
tration, the role of local administration in the delivery of Internet voting is less evident.
Local election administration is more focused on delivery of paper-based voting channels
(Krivonosova and Serrano-Iova 2021). From this, the third research question of this
study arises:

¢ RQ3: How does Internet voting affect local election administration?
o What is the role of the LEOs in the delivery of Internet voting?
o How does Internet voting impact administrative costs, workload and discretion of
LEOs?
o How do LEOs integrate Internet voting with other voting channels?

Research design and data

The literature on election administration emphasizes the need for “qualitative in-depth
localized case studies, utilizing fly-on-the-wall participant observation methods”
(Norris 2019, 8), tracing the policy impact on implementing agents (Montjoy 2008), in
particular, the impact of electoral technologies on election administration outside the
U.S. (James 2020). Therefore, this article is designed as a single critical case study (Flyvb-
jerg 2006; Yin 2017), which holistic nature (Punch 2013) recognizes the complexity and
context of the studied phenomenon (Yin 2017). The choice of a critical case study solves
the problem of generalizability of case studies and qualitative inquiry overall (Punch
2013; Ruddin 2006) by allowing for theoretical generalization (Eisenhart 2009) and gen-
eralization, based on the logic “If this is (not) valid for this case, then it applies to all (no)
cases” (Flyvbjerg 2006, 230).

For the case selection, we considered countries with multiple voting channels, one of
which is Internet voting. Among the small population of countries that have ever
implemented Internet voting, Estonia stands aside due to the variety of additional
voting channels available to voters. In Estonia, voters are served wherever they are, be
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it at home, abroad, or at the supermarket. Furthermore, voters are not obliged to stick to
the selected voting channel and are allowed to use more than one voting channel: for
instance, a voter can override an i-vote with a paper vote. This measure hinders voter
coercion during Internet voting but also adds an extra responsibility for election admin-
istration to establish which vote counts. This approach towards election delivery contrib-
utes to the higher electoral complexity on the side of election administrators.

For 15 years, Estonia is seen as a unique case (Springall et al. 2014; Drechsler 2003; Stro-
bele, Leosk, and Trechsel 2017), or at least as a “beta-model” (Drechsler 2018) by academics
and as a benchmark by practitioners. Alike other e-services, the political decision on Inter-
net voting in Estonia has been accompanied by the expectations of cutting costs and
administrative burden for public administration. Digitalization fitted the purpose of reach-
ing “a minimal and efficient state” (Kitsing 2010, 7) by that coping with limited resources
(Margetts and Naumann 2017). Based on it, we conclude that, if anywhere, Internet voting
in Estonia brings benefits and efficiencies to LEOs. It reaffirms that Estonia could be con-
sidered a critical case. Nevertheless, the case study is instrumental rather than intrinsic,
focusing not on Estonia per se but on how the case of Estonia could enrich the theory.

This case study considers the local elections in Estonia in 2017. The research covers
from pre- to post-election periods of the electoral cycle (Krimmer 2012), covering activi-
ties from calling an election until announcing the electoral results (Krimmer 2017). Table
1 presents the data and methods for answering each research question. The primary
source of the data is the electoral law of Estonia (Municipal Council Election Act 2017;
Riigikogu Election Act 2017) and the data collected by the Cost of Democratic Elections
project (Krimmer et al. 2018; Krivonosova 2017, 2018). The research follows the
approach of Saldana (2009) for coding documents. On-site observations were conducted
in October 2017 in teams of at least two researchers from the Cost of Democratic Elec-
tions project. Interviews were recorded in 2017 and 2020.

Due to utilizing multiple data collection methods, sources of evidence, and data types
(both quantitative and qualitative), triangulation is possible. The limitations arise from
the methodology and the nature of the Estonian case. The favourable data collection con-
ditions, such as openness of election administration and opportunity for observation,
might not be replicable in other political environments.

Table 1. Research design.
Research questions

Method

Actors and activities mapping:

Data

Electoral law of Estonia;

National Electoral Commission
decision on Internet voting;

State Electoral Office internal

RQ1: How is the management of
internet voting structured within the

election administration? o legislative analysis — three cycles of

RQ2: How does internet voting affect
the types of actors and network
structure of election administration?

RQ3: How does internet voting affect
local election administration?

coding (Saldana 2009);

e on-site observations;

e semi-structured interviews (city
secretary, voting district committees,
State Electoral Office, and electronic
voting task force);

Descriptive statistics;
Cost calculations (Activity-Based
Costing);

documentation;

33 procurement contracts
concluded by election
organizers from 1.01.2016—
31.12.2017;

5 practitioners’ reports;

Electoral statistics;
Data from on-site observations
and interviews.
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The electoral context of Estonia

Estonia has been implementing Internet voting in all legally binding elections since 2005.
That is the only country that has been using Internet voting so consistently, in elections at
all levels, without interruptions. In more than 15 years, no significant attacks on the
system have been revealed, and no major opposition has been expressed (unlike in
other countries, where the citizen and political groups are actively advocating for a
moratorium).

The discussion on Internet voting started in 2001, originating from the political elites
rather than voters or election administration (Drechsler and Madise 2004). Despite initial
scepticism from some political forces, the political agreement was reached in 2002
(Madise and Martens 2006). Besides the ambition to increase voter turnout and conven-
ience (Drechsler and Madise 2004), Estonia also had more pragmatic reasons for internet
voting, like the desire to introduce citizens to the existing digital infrastructure, in par-
ticular, eID cards (Martens 2010; Vinkel and Krimmer 2017). By that time, they were
widespread among the population but not widely used (Madise and Vinkel 2014).
Another reason was the wish to lead the race in Internet voting introduction globally
(Vinkel 2015).

Internet voting has always been available as a remote voting option (a voter casts a
ballot from any convenient location, including from abroad) and only during the
period of advance voting, not on the Election Day (Kalvet, Tiits, and Hinsberg 2013).
Besides Internet voting, Estonia offers a variety of alternative voting channels. Thus,
the population of Estonia is familiar with remote voting (at another location rather
than at the polling station) and advance voting (on another day rather than on the Elec-
tion Day), which is not necessarily the case in other countries considering introducing
Internet voting. Unlike in other countries (Xenakis and Macintosh 2004), the introduc-
tion of Internet voting did not immediately result in prolongation of advance paper-
based voting. Only since 2013, provisions of both advance voting options, paper-based
and Internet voting, have been harmonized, with four additional days of paper-based
voting being added, increasing administrative burden on election administrators.

Internet voting is frequently substituted with the term electronic voting. While it is not
entirely wrong, it is worth noticing that the concept of electronic voting is bigger: Inter-
net voting is one of the subtypes of electronic voting, but not the only one. Electronic
voting comprises all electronic means used to cast and/or count ballots. The main differ-
ence between Internet voting from other forms of electronic voting is that it allows voters
to cast a ballot remotely, over the Internet, from any convenient location, thus, not limit-
ing it to a polling station. Unlike other countries, Estonia did not have experience with
other means of electronic voting, like voting and/or counting machines at the polling
stations, before introducing Internet voting (Madise and Vinkel 2014). However, since
1999 Estonia has been using the Election Information System for vote tabulation.
Other supporting electoral technologies, like electronic poll books, have not been utilized
until 2021.

One of the pillars of the Estonian elections is the passive voter registration system: the
electronic voter register is automatically generated by retrieving the required information
from the population register (Population Registry — e-Estonia n.d.). Based on the voter
register, electronic and paper-based lists of voters (LoVs) are created for all elections. At
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the PSs, LoVs are used to check voter eligibility (upon presentation of an identification
document) and to keep track of those who have already cast a ballot (a voter signs a LoV's
to receive a ballot paper).

LoVs though, do not allow checking immediately if a voter has already cast a ballot in
another PS because LoVs from different PSs are not linked. Given that multiple voting
channels are offered simultaneously in various locations, a voter potentially could cast
multiple votes. Still, only one vote per voter will be counted. This is guaranteed in the
following way. After advance voting is over, the election administration establishes
which votes to take into consideration. Due to the principle of paper priority set as a
measure against voter coercion, a voter could override an i-vote with a paper vote
during the period of advance voting: so if both a paper vote and an i-vote are cast,
only the paper vote is counted. However, if a voter cast more than one paper vote,
none of the votes is taken into account.

While the system architecture of Internet voting in Estonia is well described (Heiberg,
Laud, and Willemson 2012), the administrative structure and the role of the local admin-
istration remains under-researched, despite the broad interest of scholars from all over
the world to the Estonian experience with Internet voting (Ciechanowska and Szwed
2016; Musial-Karg 2018). Election administration in Estonia follows an Independent
Model of Electoral Management, which means that an Electoral Management Body
(EMB) is “institutionally independent and autonomous from the executive branch of
government” (Catt et al. 2014, 7). Election administration in Estonia is considered to
be of a centralized nature (Mendez and Serdiilt 2017). Despite that, not all elections
are funded centrally: local administration budgets local elections. The provision of Inter-
net voting is an exception: its official procedures are always funded centrally, through the
State Electoral Office (SEO).

Results

RQ1: mapping the management structure of Internet voting delivery within the
election administration

According to the Municipal Council Election Act (MCEA), in 2017, election adminis-
tration consisted of the National Electoral Commission (NEC) and three kinds of elec-
tion managers: SEO supervising 15 county heads of elections managing 577 voting
district committees (VDCs).

The analysis of the internal documentation reveals the agreement between the Infor-
mation System Authority (RIA), NEC, and the Ministry of Economic Affairs and Com-
munications (MKM) on cooperation while delivering the 2017 elections
(Koostookokkulepe Nr 23-2/1 2016). A more detailed description of the functionalities
of each mentioned actor can be found in Table 2. Furthermore, according to the docu-
ment register, in the period 01.01.2016-31.12.2017, the Parliament of Estonia Riigikogu
concluded 33 contracts with 22 public and private actors in the field of “Organization of
elections”. However, the content of the agreements is classified for at least five years, even
when concluded between public bodies, because disclosure may damage commercial
secrets. The search for election-related contracts procured by RIA or the Ministry of
Interior returns no result. However, it does not mean that there were no such contracts,
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but only that it is impossible to differentiate between election-related and non-related
contracts when the content of agreements is classified.

The map of Internet voting organizers (Figure 1) is built upon the decision by NEC
(Elektroonilise Hddletamise Organisatsiooni Kirjeldus 2017) and the internal documen-
tation on an electronic voting task force for the 2017 elections (RVT Korraldus Nr 7
15082017 2017). The task force consisted of six people representing both public and
private actors. The organizational side of Internet voting has changed significantly
over time. Previously, the electoral law (REA §9, 26.10.2016) mentioned the Electronic
Voting Committee (EVC), which was created in 2012, being responsible solely for deliv-
ery of Internet voting. The international community highly appraised its for formalizing
the Internet voting management structure (OSCE/ODIHR 2015). The new wording of
the Riigikogu Election Act (2017) removed EVC from the list of electoral committees,
and the responsibility for Internet voting administration has been returned to the
SEO. Still, the organization of Internet voting is currently much more professionalized
when before.

Practitioners’ reports (Madise and Martens 2006; OSCE/ODIHR 2011, 2015; Heiberg,
Laud, and Willemson 2012) additionally mention the following actors involved in the
delivery of Internet voting: Riigikogu IT department, private vendors and e-service pro-
viders (mostly banks and telecommunication), Estonian Computer Emergency Response
Team (CERT-EE) and volunteers from the Estonian Cyber Defence League. However, all
those actors operate at the national level, and local administration has never been men-
tioned as contributing to the delivery of Internet voting. On the contrary, the emphasis is
on a centralized risk management approach which allows to dedicate to security the
amount of resources that otherwise would not be available to individual municipalities
(Past 2019).

Based on those sources of information, we create the map of actors involved in elec-
tion delivery in Estonia and their functionalities (see Table 2). The actors’ functionalities
reveal that the number of activities per actor cannot be considered as a measure of invol-
vement: some electoral tasks are defined via multiple activities, in considerable detail,
while others only broadly define the task. The difference in the level of detail is possibly
intentional: overregulation might prevent successful implementation of a voting technol-
ogy, leaving no room for manoeuvre.

Organizing Providing Compiling Conducting Auditing
Internet customer electronic Internet organization of
voting support voter lists voting Internet voting
SK ID Task force
SEO Solutions AS
Mini (SEO; RIA;
inistry of
A SK ID :
Interior, incl. . . Auditor
Solutions AS;
SMIT
Transcom Vs
RIA Eesti OU developer)

Figure 1. Internet voting organizers in the 2017 local elections in Estonia, defined by decisions and
internal documents.
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Table 2. Actors involved in the delivery of 2017 local elections in Estonia.

Type of Actor Actor Name

Only
Only paper Internet

Summary of Election-related voting voting
Activities delivery delivery

National Electoral
Commission (NEC)

Election managers

State Electoral Office
(SEO)

County Heads of
Elections

Rural municipality or
city electoral
committee

Voting district
committees (VDCs)

Supervising rural municipality & city
electoral committees;

Approving funds allocated for
holding elections;

Establishing format of (e)-ballot;
Participating in counting e-votes;
Settling complaints;

Declaring voting results;
Annulling votes;

Not starting/terminating Internet
voting, if applies;

Supervising & training election
managers;

Organising development &
management of technologies;
Drafting electoral budget &
distributing electoral funds among
county heads of elections;
Organizing candidates’ registration;
Preparing & delivering ballot
papers;

Organising Internet voting;
Annulling changed & non-standard
e-votes;

Preparing & forwarding lists of e-
voters to county heads of elections;
Organizing public counting of e-
votes & ascertaining results of
Internet voting;

Entering election results into
Election Information System;

Instructing & supervising VDCs &
Rural municipality or city electoral
committees;

Deciding on the costs of VDCs;
Contracting-out assistants;
Designating VDCs for voting from
outside residence;

Exchanging cast ballot papers with
county heads via SEO, and e-voters
lists with VDCs;

Registering candidates & preparing
consolidated lists of candidates;
Forwarding lists of candidates to
SEO & VDCs;

Organizing public ascertaining of
results & recounting;

Updating LoVs;

Registering applications for home
voting;

Holding voting: advance voting,
election day voting, home voting;
Manually marking-off LoVs;
Processing advance votes cast by
voters from outside VDC &
forwarding them to county heads
of elections;

Ascertaining voting results publicly;

(Continued)
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Only
Only paper Internet
Summary of Election-related voting voting
Type of Actor Actor Name Activities delivery delivery
Preparing a standard format record
of voting results;
Forwarding ballot papers, LoVs and
records of voting results to a rural
municipality or city electoral
committee;
Vendors Internet voting system  Co-organizing Internet voting as a \
vendors member of electronic voting task
force;
Delivering services in line with
procurement contract;
elD vendors Co-organizing Internet voting as a \
member of electronic voting task
force;
Delivering services in line with
procurement contract;
Election Information Developing and maintaining Election
System vendors Information System, used for result
tabulation, cancelling i-votes and
processing of other election-related
data
Executive and Ministry of Interior, incl.  Sending voting cards;
Legislative bodies SMIT Preparing & updating LoVs;
Estonian Information Co-organizing Internet voting as a \
System Authority member of electronic voting task
(RIA) force;
Chancellery of the Organizing clerical support to NEC;
Riigikogu
Riigikogu IT department ~ Co-organizing Internet voting; \
Ministry of Economic Cooperating with NEC & RIA;
Affairs and
Communications
County government or  Organizing clerical support to the
the city government county head of elections;
Rural municipality or Setting voting districts;
city government Defining VDCs' locations;
Organising clerical support to VDCs;
Registering applications for home
voting;
Rural municipality or Staffing VDCs; \Y
city secretary Dealing with voters’ applications
for voting cards & changes in LoVs;
Rural municipality or Determining number of council
city council members;
Distributing mandates;
Forming VDCs;
National defence Cyber Defence Unit of ~ Monitoring the IVS & Estonian \
organizations the Estonian Defence internet for known malware
League activity;
Political parties & Political parties & Staffing VDCs; \%
election coalitions election coalitions
Public-sector CERT-ee Monitoring the IVS & Estonian \
computer internet for known malware
emergency response activity;
team (CERT)
Public institutions Schools Providing facilities for setting VDCs; v
National Library of Delivering services in line with \%
Estonia procurement contract;

(Continued)
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Table 2. Continued.

Only
Only paper Internet
Summary of Election-related voting voting
Type of Actor Actor Name Activities delivery delivery
National Archives Preserving LoVs;
Post Office Delivering services in line with \%
procurement contract;
Courts Administrative courts Resolving complaints & disputes;
Supreme Court
Contracted out private  Supermarkets Providing facilities for setting VDCs; v
actors Organizing information campaigns
inside supermarket;
Construction companies  Setting & dismantling VDCs; \
Telecom companies Providing laptops, printers & secure v
Internet connection to VDCs;
Auditor Auditing organization of electronic \
voting;

Being present during the meetings
of the task force;

Private companies Delivering services in line with
procurement contract

(Abbreviations: IVS-Internet voting system, LoVs-List of voters).

We group the identified actors into nine groups: Election managers, Vendors, Execu-
tive and Legislative bodies; National defence organizations; Political parties and election
coalitions; Public-sector computer emergency response team (CERT); Public insti-
tutions; Courts; Contracted out private actors. We differentiate Public-sector computer
emergency response team (CERT) from National defence organizations because the
former one is not a part of the national defence organizations, at least, in the case of
Estonia. The eight among the identified nine groups of actors participate in Internet
voting delivery. Political parties and election coalitions sometimes observe i-vote count-
ing but they are not an implementing actor. Therefore, our classification develops the cat-
egorization proposed in (Krimmer 2012), by adding seven new groups of actors
delivering Internet voting.

RQ2: the effect of Internet voting on the types of actors and network structure of
election administration

Overall, we map 31 actors delivering elections in Estonia. Seven actors are solely respon-
sible for Internet voting: three of them represent the public bodies, three — the private
sector, and one - the civil society. Eight actors are solely responsible for paper-based
voting: four of them represent the public bodies, three - the private sector, and one -
the civil society. The rest of the actors implement both types of voting channels (see
Table 2). The example of Estonia confirms that Internet voting brings actor expansion,
but not a proliferation of private actors. Private actors have a prominent role in election
delivery of both types of voting channels, digitalized and paper-based.

As for the network structure, the relationship within a network is clearly defined by
law only for two types of actors, “Election managers” and “Courts”. The actors constitut-
ing those types have hierarchical relationships between each other. The relationship
between networks is defined also for two types of actors, “Executive and Legislative
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bodies” and “Election managers”. The considered temporary agreements between some
actors formalize the non-hierarchical structure of the relationship but still define no clear
roles. The lack of formal roles decreases transparency.

RQ3: the effects of Internet voting on local election administration

The implementation of Internet voting in Estonia followed the top-down approach
(Mendez and Serdalt 2017). Therefore, unlike in other countries (Australia, Switzerland),
local election administration neither runs independent pilots nor participates in procure-
ment nor needs to distribute voter credentials, as those activities are centrally organized.
Accordingly, at first sight, there is no clear role of local election administration in the
delivery of Internet voting, in contrast to the delivery of paper-based voting, where the
central election administration still relies heavily on local authorities. To check that,
we create the list of tasks performed by LEOs in the delivery of elections based on the
legal analysis and on-site observations. Among those tasks, one relates to the delivery
of Internet voting, i.e. the process of Internet voting integration with existing voting
channels by conducting manual consolidation of paper- and i-votes (Table 3).

By performing this task, the local election administration in Estonia guarantees the
paper priority and the “one voter — one vote” principles. Those legal requirements are
met as follows. When the period of advance voting is over, the SEO creates the LoV
who have cast their ballot over the Internet, sorts those voters by their PSs, then prints
them. The LoVs should reach respective PSs “not later than on the day preceding the
election day” (REA § 48”). On arrival of those lists, PSs manually update the printed
LoVs, which they will use on the Election Day, by (1) marking off each voter who
voted electronically with the letter E and (2) by marking oft each voter who voted on
paper during the advance voting with the letter V. These procedures guarantee that a
voter could not be issued a ballot on the Election Day. (3) Finally, in every case when
a voter has cast a vote through more than one voting channel, a VDC should notity
the SEO. Based on this information, the SEO annuls i-votes of those voters who also
used any paper voting channel.

“In order to cancel i-votes, they [polling staff] need to access the Election Information System.
So they have the lists of voters there in the information system [in the digital format]. But they
use the paper lists to work with, because otherwise would be inconvenient [...] Updates to voter
lists are done basically manually” [author’s interview 2020].

Table 3. List of tasks performed by local election officials in the 2017 local elections in

Estonia.
Activity
1 Delivering equipment
2 Stamping ballot papers
3 Setting the voting place
4 Conducting voter identification during advance voting
5 Processing of advance votes cast outside the polling station
6 Conducting manual consolidation of paper- and I-votes
7 (a) Conducting voter identification during the Election Day
(b) Conducting voter identification at voters’ location (home voting)
8 Counting votes

9 Transporting ballot papers for recounting




14 I. KRIVONOSOVA

The task of Internet voting integration with existing voting channels is resource-inten-
sive: it requires the involvement of at least three members of the VDC and accounts
for the labour costs of 22 464 euro. Although Internet voting costs are covered centrally,
these costs are imposed on local election administration. Besides, by regulation, local
election administration might have less than a day to fulfil this task, and this is not
their only task on the Pre-election Day (Table 4).

Moreover, the number of voters who used Internet voting or advance paper-based
voting has been increasing over the years, and, in total, reached one-third of all eligible
voters in the 2017 local elections (“Eesti Vabariik Kokku” 2017). Given that, the workload
of the LEOs has increased correspondingly over the same period.

One might say that Internet voting only expands the already existing activity of con-
solidating the ballots cast over different voting channels. However, the manual consoli-
dation of advance paper ballots concerns only the ballots cast outside of the polling
station where a voter is registered: unlike internet voting, this voting channel has not
been extremely popular. Therefore, the fact that internet voting follows the same pro-
cedure of manual ballot consolidation is a game-changer: it is only since the internet
voting has reached the high levels of usage, when the central election administration
starts considering changing the approach:

“More voters — more pages [...] That is why we are moving away from this system and will try
to implement electronic voter lists, so it will take this synchronization part away” [author’s
interview 2020].

As Internet voting has not significantly increased the overall electoral turnout (Vassil
et al. 2016), the growth of Internet voting usage rates happens at the expense of
paper-based voting. Since the first e-elections in Estonia in 2005, the share of Internet
votes among the ballots cast increases, while the share of paper-based votes decreases.
From this, one can assume that the workload of LEOs, who bear the main responsi-
bility for paper-based voting delivery, is decreasing over time, thanks to Internet voting.
To check this, the analysis considers the average number of Election Day voters per VDC
since 2009. While the number of polling stations has been decreasing for both types of
elections, this change does not explain the fluctuation in the average number of Election
Day voters. The data shows a trend for a decreasing workload of LEOs in the Parliamen-
tary elections but no trend for the local elections. Thus, if Internet voting decreases the
workload of LEOs in local elections, it happens only during advance voting, not on the
Election Day. However, by law, during advance voting, every PS in Estonia should be
open for three full working days, regardless of the demand. This measure favours not
only voters who prefer to vote on paper but also Internet voters. In the Estonian

Table 4. Estimated labour costs for the activity “Conducting manual consolidation of paper- and I-
votes” in the 2017 local elections in Estonia.

Time in Total time in Wage per
minutes per  Number of  minutes per minute, incl. Labour cost for
activity per 1 staff per activity per Number taxes (in election
Activity staff VDC VDC of VDCs euro) administration
Conducting manual 80,60 3 241,81 577 0,16 22 464,44

consolidation of
paper- and |-votes
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context, any voter who cast a ballot electronically has the right to re-vote on paper only
during the advance voting. Thus, even given the decreasing usage of advance paper
voting thanks to Internet voting, the workload of LEOs does not decrease in this
regard (Table 5).

Besides being resource-intensive, the task of manual votes consolidation is prone to
mismanagement and (un)intentional malpractice. Therefore, it contributes to the list
of Internet voting vulnerabilities. Unintentional malpractice might be due to human
error: there is limited time available, while the rising number of i-voters increases the
workload, further escalating the time pressure. An error in the process of the manual
mark-off may result in disenfranchizing one voter and/or allowing multiple votes for
another one. An example of intentional malpractice would be a situation where a case
of multiple voting is intentionally not noted or intentionally attributed to a wrong
person, given the discretion LEOs have in the process of a manual mark-off. Unlike
other activities concerning Internet voting, the activity of manual mark-off is commonly
happening not in the presence of observers. Although intentional malpractice is not the
case in Estonia (OSCE/ODIHR 2015), poorly designed voting procedures can result in
frauds even in developed democracies (James 2014a). In the end, since “the consequences
of human error and fraud are frequently indistinguishable” (Jones and Neumann 2006,
19), it might be impossible to define if malpractice was intentional or not.

Thus, in the considered design, the expectations that Internet voting will reduce
human error, particularly, crossing off a wrong voter from the LoVs, have not been
met yet. Still, it does not mean that Internet voting achieves no error reductions. At
the very least, it decreases the number of paper ballots to be hand-counted by LEOs,
which is also a prone to human error procedure. Elections without administrative
errors have hardly ever been possible. Nevertheless, nowadays, the price for an error is
increasing due to closer media attention to election administrators. Therefore, even
non-significant administrative errors might constitute a threat to trust in and credibility
of the electoral process (James 2014a). Finally, the efficiency of the anti-coercion mechan-
ism, which is the possibility to override an i-vote with a paper ballot, might be challenged
by the fact that LEOs, who are frequently recruited and appointed by political parties, have
access to the information of which voters recast their i-vote with a paper one.

Points for optimization

The current design of the Estonian IVS allows deriving efficiencies. At least a day before
the Election Day, every PS has the data on what share of their electorate has already voted
in advance. Those voters are not eligible to vote on the Election Day. According to this
data, every PS might adjust staffing levels and allocation of equipment.

Table 5. Voting district committees and Election Day voters in the 2007-2017 elections in Estonia.
Election Type Number of Election Day Voters  Number of VDCs  Average Number of Election Day Voters per VDC

2017 Local 279 597 577 484,6
2013 Local 231 034 582 397
2009 Local 321872 632 509,3
2015 Parliament 280 645 547 5131
2011 Parliament 330 221 625 528,4

2007 Parliament 383 945 657 584,4
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Manual mark-off and consolidation of voter lists concern not only Internet voting but
all voting channels. Internet voting did not re-engineer this process, but rather adapted to
it. Overall, the practice of manual mark-off and the existence of a few parallel LoVs
updated and maintained by different actors might lower the perception of electoral integ-
rity by challenging the accuracy of the final consolidated LoVs.

Among the potential solutions is greater automation, i.e. the introduction of electronic
LoVs. This tool is used in some countries (Australia, U.S.) as it adds to the convenience
for and efficiency of the election administration, providing centralized, real-time data on
multiple voting channels (Popoveniuc, Kelsey, and Leontie 2011). It increases the elec-
toral integrity in at least two ways: (1) multiple voting is not possible as eligibility is
checked ex-ante, while paper-based LoVs allow only ex-post verification; (2) a LoVs at
any PS is auditable throughout the whole electoral cycle, while the paper-based LoVs
allow only post-election audit. However, such a solution requires significant investment
and increases the risk of a large-scale (cyber-) attack. Estonia already has an electronic
LoVs (as it is a prerequisite for Internet voting); however, it is not yet universally used
for all available voting channels. The complete transition to electronic LoVs is planned
for the 2021 elections.

Discussion

The findings only partially confirm the theoretical expectations regarding the actors deli-
vering elections and their responsibilities. The analysis shows how the number of actors
grows with every additional source of evidence, emphasizing the importance of conduct-
ing actor mapping not only based on the electoral law and surveys, but also on on-site
observation, interviews and the analysis of procurement contracts, cooperation agree-
ments, and practitioners’ reports. We identified eight types of actors involved in the man-
agement of e-elections, further developing the categorization proposed in (Krimmer
2012):

¢ Election managers (electoral committees of different levels);

e Vendors (of internet voting system, identification systems, voting information
system);

o Executive and Legislative bodies (Ministries, Parliament, County, city and municipal
governments and councils);

o National defence organizations;

o Public-sector computer emergency response team (CERT);

e Public institutions;

e Courts;

o Contracted out private actors.

Although not always clearly defined, the actors’ roles are formally delegated. When
they are clearly defined, the relationship between actors follows hierarchical or non-hier-
archical logic. Although the Estonian case provides empirical support to the claims that
Internet voting expands the scope of actors (Evans and Paul 2004), election adminis-
tration of Internet voting still requires a slightly less types of actors compared to election
administration of paper-based voting channels. As per the theoretical expectations that
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Internet voting results in the significant proliferation of private actors, the case of Estonia
presents evidence on private actors having a prominent role in election delivery of both
types of voting channels, digitalized and paper-based, in line with the general trend of
contracting out in the Estonian public sector (Lember 2006).

Unlike the theoretical expectations, the findings show that even in the case of centra-
lized election administration, which follows the top-down approach to Internet voting
implementation, the local election administration plays a substantial role in managing
Internet voting and integrating it with existing voting channels. The findings show
little evidence to support the theoretical claim that Internet voting decreases the admin-
istrative burden of LEOs. Internet voting implementation in Estonia imposed an
additional resource-intensive and prone to human error task of paper- and Internet-
votes consolidation on LEOs. This task delegation is happening without the redistribu-
tion of resources, meaning that the frequently under-budgeted local election adminis-
tration cover the costs of this task, in line with the findings of earlier studies on other
countries (Clark 2014a; James and Jervier 2017). However, Internet voting might cut
the administrative workload and reduce errors by decreasing the total number of
paper ballots to be hand-counted by LEOs.

Conclusion

The results of this study have implications for both theory and practice in the fields of
election administration and Internet voting. The article provides evidence on how the
introduction of new voting technologies might affect already underfinanced and over-
tasked local election administration (Hale and Slaton 2008; Kimball and Kropf 2006).
It also sheds light on how the administration of a sophisticated digital technology, like
Internet voting, could rely on manual activities prone to human error, since the sur-
rounding infrastructure (the back-office) is not digitalized yet, and/or due to the path
dependency in the multi-channel election delivery. Moreover, the manual activities
prevent deriving efficiency from the automation and might lead to the suboptimal organ-
izational performance of LEOs. This article offers some points for optimization.
However, a more thorough “before-after” analysis of the impact of the Internet voting
introduction on human error, costs and administrative burden of election administration
should be conducted. Such further research through surveying of LEOs might also con-
sider if LEOs at all want organizational improvements in the electoral processes, or they
rather focus on other advantages that Internet voting brings.

In terms of implications for the election administration literature, the article further
develops the argument by Kimball and Kropf (2006) by presenting evidence that even
in the centralized election administration, the lowest level of election administration,
so-called “street-level bureaucrats of elections”, have high discretion: in Estonia, they
decide on which i-votes are reported for cancelation in the process of paper- and i-
votes consolidation.

Additionally, this article suggests seeing the security of Internet voting not only from
the angle of the technology employed (Springall et al. 2014) but also considering admin-
istrative challenges and risks. The article reveals previously not discussed vulnerabilities
of Internet voting implementation and administration, resulting from the complexity of
multi-channel elections. In this, it follows the assessment of the relationship between



18 (&) I.KRIVONOSOVA

technologies and electoral integrity by Douglas W. Jones: “different participants tend to
point to different threats” (Jones and Neumann 2006, 17). Threats arising from admin-
istrative/organizational concerns are at least as valid as the ones arising from technologi-
cal concerns. Therefore, this article contributes to the literature on electoral integrity in
established democracies, showcasing how electoral complexity may challenge the
capacity of an election administration to avoid electoral malpractice (Hale and Slaton
2008; Burden et al. 2017).

Generalizability from the Estonian case lies in its contribution to the debate on the
administration of multi-channel elections, combining both paper- and Internet-based
voting channels. Given that Estonia serves as a critical case, tentative generalizations
could be made: when Internet voting is introduced as an additional voting channel,
without complete re-engineering and automation of surrounding processes, it may
impose resource intensive and prone to human error manual tasks on local election
administration. Re-structuring of the voting process is one of the main roles of the elec-
tion administration in using technologies (OSCE/ODIHR 2013). The neglect to do so
may result in unanticipated consequences. The considered case serves as empirical evi-
dence to it.

From this, the policy implications of such research originate. Firstly, Internet voting
implementation will require the involvement of a broad range of public and private
actors, even when the deployment follows the centralized, top-down approach. Secondly,
even such sophisticated voting technologies like Internet voting might be surrounded by
manual activities, which are resource-intensive and prone to human error. Thirdly, to
derive efficiency and reach error reduction, the integration of Internet voting with exist-
ing paper-based voting channels will require re-engineering and automation of many
processes, one of which is considered in this article. Given that the governmental
resources are limited, each government needs to decide: (a) whether first to introduce
Internet voting while keeping the surrounding processes manual, thus potentially
increasing the workload of the election administrators and the human error rate, or
(b) whether first to automate the surrounding processes, by, for instance, introducing
electronic lists of voters and the automated consolidation of votes from different
voting channels, and after that to introduce Internet voting. The lessons learnt from
the 15 years of Internet voting use in Estonia might serve as an insight for other countries
and entities at the stages of design consideration and implementation of Internet voting,
especially those introducing it as an additional voting channel to already complex
elections.
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ABSTRACT

This article suggests that law modelling (using Business Process Model and Notation, BPMN) could make
electoral laws more comprehensible to different stakeholders, and in particular, to election administration,
especially in cases of complex elections with multiple voting channels. This solution helps election admin-
istrators to translate the complexity of electoral laws into clear instructions. By this, election administration
can adapt to the frequent changes in laws, reach better regulatory compliance, and address the barriers they
meet during the delivery of the elections, like overtasking and lack of institutional memory. As a proof of
the concept, we demonstrate the applicability of the proposed solution by modelling one voting channel
available in the 2019 parliamentary elections in Estonia, advance voting. The article contributes to the the-
ory on election administration and suggests how this solution could be used in practice: in the field of the
electoral law and outside of it.
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“Laws can be visualised and modelled like other

governmental processes and these models can be

used as guidelines to develop workflows.”
(Olbrich and Simon 2008, 43)

INTRODUCTION
ELECTORAL LAWS REGULATE WHO organizes

elections and how they are organized. However,
in practice, it is not always easy to transform elec-
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toral laws into clear instructions. First, the legal lan-
guage of electoral laws might be difficult to
comprehend for non-lawyers. Second, some electoral
laws allow for multiple interpretations (Kropf, Ver-
cellotti, and Kimball 2013; Suttmann-Lea 2020).
Third, electoral laws change frequently, which does
not make the task of implementing laws easier. To
the contrary, “the potential for error increases when
the law changes” (Alvarez and Hall 2006, 497).
Given the frequency of modifications, some of
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them might “go unnoticed even for several decades”
(Ciaghi, Weldemariam, and Villafiorita 2011, 33).
Still, in the end, election administrators need to imple-
ment the laws and derive from them instructions for
poll workers. The more difficult this process is, the
less possible it becomes to deliver elections properly.

The process of transforming electoral laws into
instructions affects not only election administrators
and poll workers but also voters. Given that local
election administration involves a high level of dis-
cretion (Hall, Monson, and Patterson 2009), the pos-
sibility of multiple interpretations of electoral laws
might have significant consequences on the conduct
of elections and on voters. Poll workers can also
exercise discretion, and the more complicated
the laws are, the more discretion poll workers
can exercise (Atkeson et al. 2014). Thus, poll
workers are street-level bureaucrats making
“legal decisions on the fly on Election Day”
(Alvarez and Hall 2006, 496). Discretion also al-
lows poll workers to “decide to what extent they
will follow laws and procedures” (Hall, Monson,
and Patterson 2009, 508). As a result, the way
electoral laws are implemented can impact the
quality and integrity of elections.

This article aims to answer the research ques-
tion: “How can electoral laws be made more com-
prehensible to election administrators?” It presents
a new approach of how laws could be converted
into instructions, which would clearly indicate ac-
tors and their activities. This article presents a
proof of concept for Business Process Model and
Notation (BMPN) as a heuristic tool that may be
applied to electoral laws to make them more com-
prehensible to election administrators and poll
workers, limiting individualistic interpretation in
different contexts. Such models are especially im-
portant in contexts with complex elections with
multiple voting channels. To demonstrate how the
proposed tool works, we apply it to a case study
of the Estonian electoral law, in particular, the Rii-
gikogu [National Parliament] Election Act, in the
version for the 2019 parliamentary elections (Riigi-
kogu Election Act 2019).

The article proceeds with a theoretical frame-
work which informs the problem identification
(Fedorowicz and Dias 2010). The theoretical frame-
work presents an interplay between the literature
on election administration, usage of diagrams for
law modelling, and, particularly, the applicability
of the BPMN tool to electoral laws. A methodology
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section follows, before delving into the detailed ex-
planation of how to use BPMN to model electoral
laws, and its demonstration on a case of the Esto-
nian electoral law. The discussion section presents
the findings derived from the first application of
the BPMN to the electoral law. The conclusion elab-
orates on the implications of this research.

THEORETICAL FRAMEWORK

The theoretical framework builds on three strands
of literature. It starts with an overview of the litera-
ture on election administration, with the aim of
introducing the problem of comprehensibility of
electoral laws by election administrators and poll
workers. Then, it proceeds to the literature on the
usage of diagrams for the modelling of laws. After
that, it narrows down to one particular tool for model-
ling (Business Process Modelling and Notation) and
its application to the field of election administration.

Election administration

Globally, electoral law experiences frequent
changes that cause some scholars to call it “an
ever-changing field” (Geddis 2005, 60). Since the
1990s, “Italy shows a sort of ‘hyperkinetic’ attitude
toward changing its electoral law” (Baraggia 2017,
274). In Canada, since the 2000s, “nearly every area
of election law” has been reformed (Pal 2017). And
the U.S. is not an exception (Kimball, Kropf, and
Battles 2006; Levitt 2012). Election administration
implements electoral laws, that is why they need
to closely follow these changes.

Furthermore, to implement electoral laws, election
administrators need to interpret them: laws constrain
and direct election administrators, while still leav-
ing “considerable room for interpretation” (Kropf,
Vercellotti, and Kimball 2013, 244). This subjectivity
could be partisan: election administrators could inter-
pret laws in a way that helps their party (Kimball,
Kropf, and Battles 2006; Kropf, Vercellotti, and Kim-
ball 2013; Nussbaumer 2013). Ambiguity of electoral
laws could also further contribute to “varying inter-
pretations” (Suttmann-Lea 2020, 714) at the level
of poll workers." In fact, poll workers are the “most

'Poll workers have different titles in different jurisdictions,
such as election judges. To be consistent with other research,
we refer to them as poll workers in this article.
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direct arbiters” (Suttmann-Lea 2020, 714) of electoral
laws. In the case of poll workers from the city of Chi-
cago, Suttmann-Lea (2020) finds that personal expe-
riences of poll workers play a role in their
interpretation of electoral laws. This subjectivity
could challenge the consistency in law application,
resulting in unequal treatment of voters. Furthermore,
the issue of law interpretation is even more critical
in federalist systems with decentralized election ad-
ministrations, like in the case of the United States
or Switzerland.

The need for law implementation requires election
administrators and poll workers to have a good un-
derstanding of electoral laws and the electoral pro-
cess. However, that is not always the case: the
problem of not understanding their job has been
reported by 21 percent of poll workers in the U.S.
(Fischer and Coleman, 2008 as cited in Burden and
Milyo, 2015), with some poll workers not under-
standing even basic election laws and procedures
(Alvarez and Hall 2006) and some not being able
to comprehend instructions (Douglas 2015). Never-
theless, particular moments of the electoral process
demand a “nearly flawless peak-capacity perfor-
mance” (Alvarez and Hall 2008, 830) from the elec-
tion administrators and poll workers, which is
difficult to achieve in such settings.

The abovementioned aspects of electoral law
implementation require additional resources from
election administration, which is frequently under-
budgeted and overtasked (Hale and Slaton 2008;
Kimball and Kropf 2006). Electoral activities demand
the involvement of election administrators at the max-
imum capacity, which leaves limited resources for
dealing with complicated electoral laws: “as election
administration becomes increasingly complex, clerks
may believe that they spend more energy complying
with the requirements than actually helping citizens
vote” (Burden et al. 2012, 743).

Training could potentially help increase compre-
hensibility of electoral laws and make law imple-
mentation more consistent. Training is also a way
to address principal-agent problems in elections
(Alvarez and Hall 2006). Nevertheless, recent re-
search established in the case of the U.S. shows
that the way training is organized now does not
bring uniformity in law implementation (Burden
and Milyo 2015). To the contrary, training results
in a “wide variation in their [poll workers] level
of understanding of basic election laws and proce-
dures” (Alvarez and Hall 2006, 497), with poll
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workers finding training to be “difficult to under-
stand” (Burden and Milyo 2015, 45). Furthermore,
while this article operates mainly with two terms
election administrators and poll workers—the real-
ity is more complex: terms for election personnel
vary, and each of them can stand for an elected, per-
manently or part-time employed, or volunteer work-
force. This can affect the training environment and
subsequently the training outcomes.

Among possible improvements, poll workers sug-
gest that they be provided with handouts/reference
materials after a training. Another considered solu-
tion to address some aspects of the abovementioned
problem is the development of standard operating
procedures (Alvarez and Hall 2008; Alvarez, Hall,
and Atkeson 2009; Brown and Hale 2020; Kropf,
Vercellotti, and Kimball 2013) derived from elec-
toral laws, in order to maintain “a minimum level
of consistency” (Alvarez and Hall 2008, 830) in ad-
ministering elections. Even though election admin-
istration in the U.S. has become ever more
professionalized, and training has improved over
time, there is still a need for training, expressed
by both academics (Brown and Hale 2020; Kropf
et al. 2020) and practitioners (Adona et al. 2019;
McCormick 2020).

Institutional memory might also help in imple-
menting laws with consistency. However, poll
workers might have difficulties with accumulating
considerable institutional memory. First of all, poll
workers are not permanently engaged in these
roles (Burden and Milyo 2015; James 2019). This
results in high staff turnover. Therefore, there is a
need for a tool that would allow new staff to learn
quickly how to deliver elections, and who is respon-
sible for what. Second, even experienced poll work-
ers have few chances to “develop a shared set of
organizational norms to ensure consistent running
of elections” (Suttmann-Lea 2020, 2), or “retain
their knowledge of election law and procedure
from election to election” due to “the infrequent na-
ture of elections” (Atkeson et al. 2014, 948). Third,
even in the cases when all poll workers are well
trained, situations of emergent replacement may
arise, ranging from pandemics (Krimmer, Duenas-
Cid, and Krivonosova 2020a) to national disasters
(Stein 2015) to negligence2 (OSCE/ODIHR 2018).

’In every fourth polling station in Italy, some polling station
members did not show up and were replaced by volunteers.
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These situations also require a tool for quick learn-
ing or at least understanding of the electoral proce-
dures, derived from the electoral law.

We accept that in some environments poll work-
ers do not work directly with the electoral law. They
rather receive abbreviated instructions developed
for them by a higher level of the election adminis-
tration. However, in such instances, instructions
cover solely responsibilities of a considered actor.
As a result, the actors know only their own respon-
sibilities: the instructions provide no vision of the
overall election management. Given that the scope
of the actors involved in election delivery is growing
(Garnett and James 2020), the need for understand-
ing what the other actors’ activities and responsibil-
ities are will be increasing.

Academics as well as practitioners emphasize the
importance of providing poll workers with visual
aids to assist them on the Election Day (AIGA
Design for Democracy and Election Assistance
Commission 2016; Election Assistance Commis-
sion 2016). Visual aids could simplify information,
convey the meaning graphically, and serve as a pre-
cise summary or a reminder which could be used on
Election Day. Training for poll workers frequently
spreads the message that there is no need to memo-
rize everything. Nevertheless, on Election Day,
under significant time constraints, poll workers
could find it more feasible to use a one-page dia-
gram, rather than searching through lengthy hand-
outs (Douglas 2015). Guides which are used
nowadays by states and counties of the U.S. are con-
sidered to be “virtually unusable on Election Day”
(Douglas 2015, 367) because of their length and com-
plexity. The same applies to the checklists (Douglas
2015). The post-election audits in the U.S. confirmed
that very detailed, but not user-friendly, guides were
one of the reasons why some voters were disenfran-
chised by mistake (City Commissioner’s Office
2013). An overview of national practices in the U.S.
also claims that guides in the current form are ineffec-
tive and not sufficient to prevent poll workers’ mis-
takes, and that poll workers “have little training and
few resources to help them when issues arise,”
while “the right tools” would make mistakes avoid-
able (Douglas 2015, 354). That being said, the de-
mand for other instruments is well articulated.

However, visual aids are always considered as
supporting materials to those already used (e.g.,
handbooks, checklists), not as a substitution.
Among the variety of visual aids, diagrams and
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flow charts are favored (Election Assistance Com-
mission 2016).> In comparison to checklists or
handouts, mostly designed for internal use, visual
aids such as diagrams could be printed out and dis-
played as posters at the polling station for the ben-
efit of all participants in the electoral process.
This could boost confidence in the electoral process
on the part of both election administrators and voters.
Furthermore, diagrams are not only used for Election
Day activities, but have been also applied to election
audits (Alvarez, Hall, and Atkeson 2009).

Models, diagrams, and legislation

In general, public administration activities are
more regulated than those of the private sector,
with most of them being fixed in legal documents
(Olbrich and Simon 2008). Therefore, the link be-
tween the law and processes is perhaps most evi-
dent in the field of public administration. Election
administration, being a part of public administra-
tion, follows suit. First of all, it is heavily regulated
at the subnational, national, and international lev-
els (Venice Commission 2002). In addition, inter-
national organizations, such as the Organization
for Security and Co-operation in Europe Office
for Democratic Institutions and Human Rights
(OSCE/ODIHR) and the Venice Commission, fre-
quently assess national electoral laws and provide
recommendations on how they could be improved.

Nevertheless, legislation is frequently written in a
way so that sections constantly refer to other sections
and subsections, without explicitly repeating the con-
tent. When implementing a piece of legislation, an
actor might not know which subsections are relevant
to a particular practical question, thus, “the reader
has to work through all the text” (Smith and Schwarz
1987, 981). One of the available instruments to address
this issue is diagrams. A diagram could help “to lead
the user through relevant parts of the legislation
only” (Smith and Schwarz 1987, 981). Diagrams
could be also used to help new employees to under-
stand their job, to “provide a document which would
act as a reference when resolving difficult cases,”
and to “highlight ambiguities and impracticabilities”
in the legislation (Smith and Schwarz 1987, 987).

3With some recent innovations like picture guides (see, e.g., St
Louis City Board of Elections’ developments). https:/www
.eac.gov/sites/default/files/document_library/files/Election-Day-
Picture-Guide-sample.pdf
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Process modelling brings together diagrams and
processes. When considering what the difference is
between models and diagrams, in short, a model is
“a graphical presentation of a process, function or
system” (Van der Waldt 2013), which could take
the form of a diagram, but not exclusively: “a
model simply enables the reader to visually register
and comprehend all the variables and relationships
among them” (Van der Waldt 2013). It is particularly
good in dealing with complexities, and if imple-
mented correctly serves as a “communication base”
for all involved actors (Becker, Rosemann, and von
Uthmann 2000, 31).

Comparative studies of electoral laws usually use
content analysis (Blais, Massicotte, and Yoshinaka
2001). However, in the field of e-government, law
modelling and analysis have been widely used, giv-
ing rise to the research field of legal informatics
(Ciaghi, Weldemariam, and Villafiorita 2011),
legal visualization, and visual laws (Boehme-
NeBler 2011a, 2011b). Still, this modelling of laws
and procedures is not necessarily conducted in favor
of public administration (Ciaghi, Weldemariam, and
Villafiorita 2011). Olbrich and Simon (2008, 43) pres-
ent an overview of approaches to “visualizing legally-
defined processes,” bringing evidence that laws have
been illustrated since medieval times. One approach
to law modelling they present is the translation of par-
agraphs of a law into process models. Such an ap-
proach follows the narrative of the law and builds
models on a paragraph-by-paragraph/article-by-
article basis. Nevertheless, such an approach might
not allow following the sequence of processes from
the beginning to the end, as the very same process
might be mentioned in different parts of the law.
Another strand of literature answers the question
“how one derives requirements from a law?” (Siena
etal. 2008, 1). A large share of this research field cov-
ers the production of software specifications from
laws (Gorin, Mera, and Schapachnik 2010).

Business process model and notation

There are many ways of creating process models.
Among the variety of modelling languages, we focus
on Business Process Model and Notation, because it
is considered as a “de facto standard for process
modelling” (Walser and Schaffroth 2010, 4). The
main difference between BPMN and diagrams is
that BPMN is a standardized and widely adopted lan-
guage, unlike diagrams, which are specific to the au-
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thors who produced them, meaning that different
authors could depict the same processes with dia-
grams differently. Each element of BPMN has a de-
fined meaning, clear to anyone who is familiar with
the language. Diagrams are the drawing tools,
while BPMN is the modeling tool. BPMN is also bet-
ter in capturing complexities and being able to depict
more complex processes in a precise manner.

The common language is of particular impor-
tance for contemporary election administration. In
countries with decentralized election administra-
tion, there is a clearly articulated need for the com-
mon language: “at the core, election officials across
the country want to do things well and follow the
same general blueprint of how to get there,” as
well as to “have a common understanding of how
things work” (Hubler and Patrick 2020, 155).

BPMN is a standard developed by the Object
Management Group to provide a notation that can
be understood by all business users and that can
bridge “the gap between the business process de-
sign and process implementation” (OMG 2011).
BPMN was created by the consolidation of the
best practices from other different notations into a
single standard notation for the purpose of commu-
nicating process information in a simple way to a
wide range of stakeholders (OMG 2011). It helps
to show tasks/activities/responsibilities illustra-
tively and linked, in time and between stakeholders.
BPMN has the advantage of representing any orga-
nizational process through a dynamic lens, while
being easy to comprehend by any reader and widely
accepted in academia (Geiger et al. 2018; Mili et al.
2010).

BPMN has been applied to the field of
e-government (for quality improvement of
e-government services) (Corradini et al. 2011),
public administration (for standardization and
staff training) (Walser and Schaffroth 2010), and
election observation (for attributing each activity to
a particular actor and, based on that, for identifying
overburdened actors, overlapping activities, and for
attributing costs for every activity, by calculating
the cost efficiencies of various ways of voting)
(Krimmer et al. 2018; Serrano-Iova 2019). Walser
and Schaffroth (2010) refer to the successful exam-
ple of BPMN usage by the Federal Department of
Foreign Affairs of Switzerland for training fre-
quently changing staff. The Australian Department
of Finance and Administration used BPM to model
a parliamentary workflow which simplified staff
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communication (Villanova University 2020). The
U.S. Department of Defense has been using
BPMNSs for improving processes and use of data
for at least a decade (zur Muehlen, Wisnosky, and
Kindrick 2010). BPMNs are extensively used in
health care in order to create an “understandable
graphical model, where management and improve-
ments are more easily implemented by health profes-
sionals” (Rojo et al. 2008, 1). Electoral process
modelling has been on the agenda of election admin-
istrators in the U.S. since 2013 (Hubler and Patrick
2020), in order to create “a visualization of a com-
plex system that functions as a sort of road map for
the who, when, and how of election administration”
(Hubler and Patrick 2020, 156), and a learning tool.

Ciaghi et al. (2011) and Ciaghi and Villafiorita
(2012) conduct law modelling with the help of
BPMNSs. They use BPMNs for “the visualization
and formalization of business processes” (Ciaghi,
Weldemariam, and Villafiorita 2011, 29). They dif-
ferentiate two steps of research: (1) modelling pro-
cedures, and (2) analyzing procedures (based on the
models). In Ciaghi et al. (2011), they conduct only
law modelling, leaving the analysis for further re-
search. In any modelling language, the mark-up of
laws is usually conducted manually; hence, it is re-
source intensive. Nevertheless, the contemporary
approaches to law modelling allow automatization
of at least some steps in this process (Ciaghi, Wel-
demariam, and Villafiorita 2011), although it should
be applied with care, given that laws frequently
allow multiple interpretations.

Finally, a variety of free software is available for the
development of BPMNSs, thus making this tool acces-
sible for wider populations and contexts. This means
that in BPMN a reader finds all in one: a language, a
method, a technique, and software for process model-
ling. For these reasons, we believe BPMN deserves to
be tested as a solution for the outlined problems. At the
same time, we are not advocating for a particular mod-
elling language.

Table 1 summarizes the aforementioned aspects
of the problem. The objectives of the proposed solu-
tion aim to resolve these issues.

METHODOLOGY

The aim of this research is to address a very par-
ticular administrative challenge in the field of elec-
tion administration, by creating an artifact or a new
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practice (Romme and Meijer 2020) that could solve
(at least some aspects of) the problem. For this
purpose, this research follows the design science
research strategy which brings rigor and general-
izability to the research (Fedorowicz and Dias
2010) by allowing to “explore and demonstrate
the possibilities of new artifacts” (Goldkuhl
2016, 445). So far, there are only a few examples
of the design science in the field of election ad-
ministration (Kasse, Moya, and Balunywa
2013), but it has been widely recognized in a
broader field of public administration (Barzelay
and Thompson 2010; Romme and Meijer 2020).
This article follows the steps of the design sci-
ence process developed by Peffers et al. (2007):

e theory-informed problem identification and
definition of the objectives for a solution,

¢ design and development of a solution,

¢ demonstration of a solution in some setting,

e evaluation of a solution, and communication
of results.

Problem identification focuses on operational
and institutional aspects of election administration.
The demonstration is performed on a case which
serves as a validation example of the proposed solu-
tion (Goldkuhl 2016). For a case, we chose a holistic
(with a single unit of analysis) extreme/unusual case
(Yin 2017), to serve as a proof of concept. For a case
study, we focus on the Estonian electoral law. The
main reason for choosing Estonia as a case was
the complexity of the electoral context, yet simplic-
ity in the presentation of the electoral law. This di-
chotomy makes Estonia an unusual case:

¢ Estonia provides to all eligible voters multiple
voting channels. Many of them are provided si-
multaneously, at various locations. This in-
creases the complexity of elections and the
risks for double voting (Krimmer et al. 2018).

¢ Estonia has multiple stakeholders, both public
and private, involved in the delivery of elec-
tions (Krivonosova 2019).

¢ Estonia has a 15-year record of using new vot-
ing technologies, in particular Internet voting
(Krivonosova et al. 2019; Serrano-Iova 2019;
Vassil et al. 2016; Vinkel and Krimmer 2017).

Moreover, the Estonian electoral law and its most
recent updates are publicly available. The latest
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TABLE 1. THE PROBLEM AND THE SOLUTION’S OBJECTIVES

Aspect of the problem

Objective

Complexity of electoral laws and frequent
changes

Lack of time of local election officials to deal
with complicated cases during Election
Day(s)

Local election officials might interpret electoral
laws with subjectivity and/or partisan interests
in mind, which results in voters not being
treated equally

Non-efficiency of poll workers’ training and lack
of institutional memory in election
administration

Need for visual aids for poll workers to assist
them on the Election Day. Such visual aids
should:

® simplify information

® convey the meaning graphically

® serve as a precise summary or a reminder
which could be used on the Election Day

Current aids for poll workers are:

lengthy

complex

not user-friendly

“virtually unusable on Election Day”

(Douglas 2015, 367) because of their

length and complexity.

The solution will not be able to decrease the complexity of electoral laws or
changes to it, but it will allow local election officials to deal with this
complexity with fewer resources.

Unlike lengthy handouts, the solution leads the user “through relevant parts of
the legislation only” (Smith and Schwarz 1987, 981), could be depicted in
one-page format and be displayed for the common use.

The solution will aim at unifying interpretation by providing clear and easy to
comprehend instructions, thus, limiting the ability of local election officials
to interpret electoral laws, but not eliminating discretion.

However, the solution also provides opportunities for oversight (by voters,
election observers, and others), which could result in a more consistent
implementation of the electoral laws.

The solution will allow new staff to learn quickly how elections are delivered
and who is responsible for what, especially in the situations of emergent
replacement.

The solution can help to provide poll workers with more uniform training.

The solution will help to “develop a shared set of organizational norms”
(Suttmann-Lea 2020, 2) and “retain [...] knowledge of election law and
procedure from election to election” (Atkeson et al. 2014, 948).

The proposed solution:

substantially simplifies organizational processes (Walser and Schaffroth

2010);

conveys the meaning graphically: “a model simply enables the reader to

visually register and comprehend all the variables and relationships

among them.” (Van der Waldt 2013)

® leads the user “through relevant parts of the legislation only” (Smith

and Schwarz 1987, 981)

serves as “a document which would act as a reference when resolving

difficult cases” (Smith and Schwarz 1987, 987) and “communication base”

for all involved actors (Becker, Rosemann, and von Uthmann 2000, 31)

deals particularly with complexities

is scalable (smaller jurisdictions with less capacity can utilize and build on

BPMNs created by bigger jurisdictions)

Unlike checklists or handouts, mostly designed for internal use, the visual aids such
as diagrams could be printed out and displayed as posters at the polling station
for all participants in the electoral process.

This could boost confidence in the electoral process of both, election administrators
and voters.

The solution could also be applied for (post-) election audits.

version of the law presents all the amendments and
changes, thus eliminating the need to navigate
among older versions to discover what is still
valid. Furthermore, the state itself provides the offi-
cial translation of the law into English.

This article focuses on the most recent elections,
the 2019 parliamentary elections in Estonia. The
time frame covers the election- and post-election pe-
riods of the electoral cycle (Krimmer, Triessnig, and
Volkamer 2007). Following the approach of Gold-
kuhl (2016), the analysis builds on a detailed legal
analysis, and the researchers’ previous study and ex-
perience of work procedures and principles in the
field of election administration. The primary source
of the data for the modelling is the Riigikogu Elec-

tion Act (Riigikogu Election Act 2019). Addition-
ally, we complemented it by on-site observations
of the electoral law implementation and interviews
with the electoral stakeholders, conducted in groups
of at least two people from the Cost of Democratic
Elections research project. The article illustrates
both steps of visualization (Ciaghi, Weldemariam,
and Villafiorita 2011), modelling and analysis. The
mark-up of laws is conducted manually, indepen-
dently by each author of the article.

The limitations of this research lie in the narra-
tive existing in the field of public administration re-
garding the application of private sector approaches
to public administration research. According to this
discourse, business approaches might not be fully
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applicable to the field of public administration
(Lips 2019), due to some “fundamental differ-
ences between public administration and private/
commercial organizations” (Goldkuhl 2016, 447).
However, BPMN has been proven to be applicable
to different fields of public administration (as pre-
sented in the previous section), including election
administration (Krimmer, Duenas-Cid, and Krivo-
nosova 2020b; Serrano-Iova 2019) and immigration
law modeling (Ciaghi, Weldemariam, and Villafior-
ita 2011). Furthermore, the studies on election ad-
ministration favor solutions derived from the
private sector (Douglas 2015), because they are po-
litically neutral and do not require reform. Com-
bined with the low resource-intensity of this
solution, BPMN as a tool can be implemented at
the polling sites immediately, thus demonstrating
the intrinsic value of this solution. The limitations
of the proposed approach lie in the extent to
which it limits the discretion of poll workers: even
the most comprehensible instructions might not
convince poll workers to follow them. Previous re-
search (Atkeson et al. 2014; Suttmann-Lea 2020)
established that poll workers’ beliefs and percep-
tions of fairness might more accurately explain var-
iations in policy implementation. Another limitation
relates to using the English translation of the law
(even though the official one) which means we
might be missing some (cognitive-) linguistic di-
mensions (Goldkuhl 2016).

DESIGN OF THE SOLUTION

Step 1

The analysis starts with the identification of the
relevant legislation(s). A thorough reading is neces-
sary. The initial reading will permit the identification
of articles that describe processes and activities, and
the actors involved in the mentioned activities. It will
allow classification of each article as either irrelevant
or relevant for the modelling. This way of classifying
articles is not final, and the modeler might consider
an irrelevant article relevant (or vice versa) depend-
ing on the scope of the modelling. Nevertheless,
not reducing at all the number of articles to be mod-
elled will lead to a situation probably encountered by
Krimmer et al. (2018), where individual articles of
the then Municipal Council Election Act or MCEA
(Municipal Council Election Act 2017) were mod-
elled with BPMN.
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The example provided by Krimmer et al. (2018),
and identified as the activity “Ascertaining voting
results in a Voting District Committee,” corre-
sponds in its entirety to article § 54 of the MCEA
(Municipal Council Election Act 2017). The
model is quite detailed in some aspects, but less in
others, and quite complex as it does not follow the
BPMN guidelines. This was a model for a single in-
dividual activity, while Krimmer et al. (2018) state
that “31 processes with 177 activities” were identi-
fied in the almost 85 articles of the MCEA (Munic-
ipal Council Election Act 2017). Among those, they
selected “four major processes” consisting “of dif-
ferent sets of activities depending on voting channel
and voting location” (Krimmer et al. 2018, 123).
The selected 37 activity models (“22 activities
for I-voting, 8 activities for early and advance vot-
ing, and 7 activities for election day voting”
(Krimmer et al. 2018, 123) were individually cre-
ated in order to apply an accounting approach to
assist in the calculation of electoral costs. This
level of detail is not necessary for electoral admin-
istrators attempting to understand the sequence and
responsibility of processes for an election. As such,
it is recommended to identify the relevant articles
necessary for the scope of the modelling.

Step 2

The next step concerns recognizing the different
voting channels available in the elections. Voting
can occur remotely or in the polling stations, before
or during the Election Day, and on a paper or elec-
tronic ballot. The specific combination of these
components gives rise to the different voting chan-
nels available to cast a vote. For example, Internet
voting refers to casting an electronic ballot re-
motely before the Election Day, while postal voting
is a similar endeavor with a paper ballot, and ad-
vance voting happens on paper ballots at the polling
stations before the Election Day. We strongly sug-
gest that whatever the scope of the modelling is,
to model according to the various voting channels,
because it will help illustrate the process, events,
and actors in a manner that can take advantage of
the inherent sequence and conditional flows of
BPMN and its other elements. Modelling per voting
channel also allows the identification of the shared
activities for all channels. For example, printing of
ballot papers is usually centrally organized, and
only then distributed to every paper-based voting
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channel. Therefore, this activity happens only once
per elections, however, it concerns every paper-
based voting channel.

Step 3

Once the voting channels have been identified,
and those desired to be modelled chosen, the vari-
ous actors and processes they perform need to be
assigned to them. Some voting channels, like
those for advance, early, and postal voting, are
much more focused on local election administration
than others (i.e., Internet voting). Internet voting is
generally managed more centrally, at a higher oper-
ational level, and might even involve the national
electoral bodies. In the other cases, many of the ac-
tivities and responsibilities are managed at the local
level of election administration.

Taking the example of modelling one voting
channel, swim lanes can be used to distinguish
each relevant actor. A pool would be used to repre-
sent an election management body, team, or actor,
and lanes could illustrate specific responsibilities
of exceptional individuals (such as the head of a
polling station that must sign an affidavit or a
final report), as presented in note 1 in Figure 1.

Step 4

Once assigned, the correct sequence of processes
must be established, and they must be connected to
one another. Since electoral process management is
a multi-actor endeavor, the processes of a single vot-
ing channel may involve more than one electoral
administrator. This is why it is of particular impor-
tance to model carefully with the help of the elec-
toral law. For example, at the local level a large
number of activities and checks must be performed
in a specific sequence. There are also multiple con-
ditions to verify the eligibility of voters. All of these
activities should be attributed to the correct actors
and in the correct sequence, both legislatively and
logically. For example, voter eligibility checks
should occur before handing the ballot to the voter
but after setting up the polling station. Additionally,
and as previously mentioned, there are shared activ-
ities that are homogeneous in most or all voting
channels. These must be added to the BPMN in an
accurate manner that reflects what is written in
the law.

All activities are illustrated as rounded rectan-
gles. There are some activities, named sub-processes
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in BPMN nomenclature, that might contain a com-
plex net of sub-activities. They can be illustrated
as collapsed rounded rectangles with a “plus sign”
(like in Figure 1). When the plus sign is clicked
on, the rectangles will expand (like in Figure 2).
When expanded they will add a greater level of de-
tail and will contain other activities, events, and con-
nections between them. The level of detail of the
model should be established by taking into consider-
ation the capacities of the user and the creator of the
model. By having the option to show or hide some of
the activities, the same model can be used at both the
local and higher electoral administration levels. The
activities will be connected by a solid line with an
arrowhead, which shows in which order the activi-
ties are performed.

Events are situations that happen anywhere in the
process, and can also be used as the starting point of
a process or sub-process. The Timer, Condition, and
Message Events relate to a specific time, condition,
or message/item, respectively, that must be fulfilled
in order for the process to start or continue. The
Timer Start Event can be used when there is a
time precondition in the law for a certain activity,
e.g., a specific date and/or time for starting advance
voting (see note 1 in Figure 1). The Message Start
Event describes the receipt of an item in order to
start a process, e.g., receiving the voter’s ID in
order to check a voter’s eligibility, or receiving the
materials to prepare the polling place (see note 1
in Figure 2). The Conditional Start Event can be
used for any other precondition that might need to
be fulfilled in order to initiate a process. The events
can also occur during the process, and the diagrams
are a bit different, depending if the actor needs to re-
ceive or send (“catch”/receive or “throw”/send)
something (see note 5 in Figure 1).

Gateways are used to indicate paths that either
merge or fork depending on conditions. There are
Exclusive, Parallel, and Event-Based Gateways.
The Exclusive Gateway can be used when there
is a decision to be made by the actor (see note 3
in Figure 1). The Parallel one can be used when
the actor must accomplish different activities that
themselves are not in a sequence, as described by
the law (see note 2 in Figure 2). The Event-Based
Gateway is an Exclusive Gateway but the precondi-
tion is an event, not a choice nor decision (like in the
Exclusive Gateway).

Consistently following the naming conventions
mentioned above will guarantee the comparability
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FIG. 2. Expanded sub-process “Prepare the Polling Place.” (1) The “envelope” sign at the beginning illustrates when an ac-
tivity depends on the reception of a specific message or item. In this model, preparing the polling place can only start after the
materials have been received. (2) The “plus” diamond sign illustrates parallel gateways in the model; they indicate the starting
and ending points where multiple activities should be undertaken in parallel. In order to proceed, all the parallel activities must

be completed.

of models, which is one of the determinants of
the quality of models (Becker, Rosemann, and von
Uthmann 2000).

Step 5

Once the model is complete, a review is neces-
sary to make sure that no process, component,
actor, or relationship has been omitted. It is highly
recommended to review the model from start to fin-
ish, with and without the law to see if something has
been omitted or if something does not seem correct
or logical. If, after consulting with the relevant leg-
islation, there seem to be some incongruities, we
recommend a final step.

Step 6

In the case that there are issues when modelling,
lack of clarity in the electoral law, or just questions
regarding to the process, it can be complemented
with observations and interviews with electoral
management bodies (EMBs). This step could also
serve as a check of the semantic correctness of a
model, which “postulates that the structure and
the behavior of the model is consistent with the
real world” (Becker, Rosemann, and von Uthmann
2000, 32).

DEMONSTRATION: MODEL OF ADVANCE
VOTING DELIVERY IN THE 2019
PARLIAMENTARY ELECTIONS
IN ESTONIA

Distinct legislation regulates different levels of
elections in Estonia: the Riigikogu Election Act
2019, or the Municipal Council Election Act 2019,
or the European Parliament Election Act 2020,
depending on the type of election being conducted,
the national, local, or European Parliament elections,
respectively. Even the eligibility of voters depends
on the level of elections: those who are eligible to
vote in local elections might not be eligible to vote
in parliamentary elections. The legislation also differ
in scope and designation of electoral administrators;
however, most activities and processes remain simi-
lar. Besides, for every election, the central election
administration prepares a handbook for poll workers.
In the 2019 parliamentary elections, this handbook
consisted of three parts: instructions regarding pro-
cedures at the polling station, the electoral law, and
the form with checkboxes, with instructions prevail-
ing. These instructions concerned solely the respon-
sibility of poll workers, while the law mentions
responsibilities of multiple actors. Still, the transla-
tion of the law into instructions takes more space
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than the law itself. Besides the handbook, poll work-
ers in Estonia are provided training, either in person
or in a digital environment.

Step 1: Identifying articles that explicitly refer
to an actor involved in the management
of elections and a process

The articles, irrelevant for the modelling, will be
ones that describe the bases of the election system
(Municipal Council Election Act 2019, para. 1;
Riigikogu Election Act 2019, para. 1), specify the
characteristics of individuals who are allowed to
vote or participate as candidates (Municipal Council
Election Act 2019, para. 5; Riigikogu Election Act
2019, para. 4), or state the competences of the
electoral management bodies (Municipal Council
Election Act 2019, paras. 12, 19; Riigikogu Election
Act 2019, paras. 9, 15), among many others. These
descriptive articles only indicate overarching char-
acteristics of processes, rights, and obligations of
individuals. These abstract concepts will not be
modelled because they do not pertain to the concrete
activities we are attempting to visualize.

As an example of the relevant articles, we have
ones that describe the preparation for electronic
voting (Riigikogu Election Act 2019, para. 48),
the procedure for voting on a paper ballot (Munic-
ipal Council Election Act 2019, para. 45; Riigikogu
Election Act 2019, para. 39), or ascertaining the
voting results from different voting methods
(Municipal Council Election Act 2019, paras. 54—
55; Riigikogu Election Act 2019, paras. 57-60).
These articles present a sequence of events, and/
or the actors, thus concretely describing processes
that must be undertaken during the elections.

Step 2: Identifying the corresponding
voting channels

In the 2019 parliamentary elections in Estonia, vot-
ers could cast a vote through eight voting channels (see
the Table 2). Postal voting was available to voters re-
siding abroad, upon a written application submitted to
the Estonian foreign mission in the country of a vot-
er’s habitual residence. The deadlines for submitting
an application and returning a ballot paper were
established individually by every foreign mission.
Voting in the diplomatic missions was organized for
at least two days from the 15th to the 10th day before
the Election Day. Internet voting was available to vot-
ers on a 24-hour basis from the 10th to the 4th day be-

375

TABLE 2. VOTING CHANNELS IN THE 2019 PARLIAMENTARY
ELECTIONS IN ESTONIA

=

Voting channel

Postal voting

Voting in the diplomatic missions

Internet voting

Early voting in county centers

Advance voting in county centers

Advance voting in ordinary polling stations
Election Day voting

Home voting

(e le IS B S I S R

fore the Election Day. Early voting in county* centers
means that the voting happened from the 10th to the
7th day before the Election Day in the designated
polling stations where voters could vote irrespective
of their residence. In 2019, most of such centers
were located in supermarkets. Advance voting was or-
ganized at every polling station (county centers and
ordinary Voting District Committees—VDCs), from
the sixth to the fourth day before the Election Day.
Election Day voting was available for 11 hours on
Election Day at every polling station. Home voting
happened on Election Day, on request by a voter,
meaning that a part of the VDC took a mobile ballot
box and the required voting materials and visited the
voter at the voter’s location. For the demonstration,
we chose to illustrate advance voting at the polling
station, due to the various local-level activities that
must be undertaken, thus, active involvement of poll
workers.

To demonstrate the concept of an activity shared
by some voting channels, we consider the activity of
processing the votes cast in advance. The paper bal-
lots cast in advance of Election Day are centralized,
sorted, and sent to the corresponding voting district
at which a voter is registered. This activity would
be shared for postal voting, voting in diplomatic
missions, early, and advance voting.

Step 3: Assigning actors and processes they
perform (see Step 1) to identified voting
channels (see Step 2)

At the local level, the electoral management body
is the VDC. Therefore, the model will have only one
pool (as illustrated in Figure 1). The VDC has at
least five members: the municipal council appoints

“A county is an administrative unit of Estonia. By law, every
county should provide to voters at least one county center.
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the chairperson and one half of the members, polit-
ical parties appoint the other half. Therefore, elec-
tion administrators in Estonia might be partisan.
Advance voting requires the VDCs to perform
the following processes. The processes are pre-
sented in the sequence that they are mentioned in
the electoral law (Riigikogu Election Act 2019):

e prepare polling place (Riigikogu Election Act

2019, paras. 34-37);

seal the openings of the ballot boxes used for

advance voting after the close of voting (Riigi-

kogu Election Act 2019, para. 36);

open polling place to voters (Riigikogu Elec-

tion Act 2019, paras. 38—40);

e process voters (Riigikogu Election Act 2019,
paras. 39-40);

e check voter identity (Riigikogu Election Act

2019, paras. 39-40);

keep the ballot boxes and voting documents

(Riigikogu Election Act 2019, para. 40);

receive early voting envelopes from other

VDCs and State Electoral Office (SEO) (Riigi-

kogu Election Act 2019, para. 48);

notify SEO of votes not taken into account

(Riigikogu Election Act 2019, para. 48);

e open outer envelopes of votes taken into ac-

count (Riigikogu Election Act 2019, para. 48);

deposit inner envelopes in advance voting ballot

boxes (Riigikogu Election Act 2019, para. 48);

seal ballot box once again (Riigikogu Election

Act 2019, para. 48).

This sequence does not necessarily follow the
logically correct sequence of the processes: for in-
stance, the law mentions the process of sealing the
openings of the ballot boxes before the process of
opening the polling place and other processes hap-
pening during the voting. This emphasizes the im-
portance of the BPMNSs in easing the establishment
of the correct sequence of electoral processes.
Some of the mentioned activities also have sub-
processes. Step 4 further analyzes them.

Step 4: Organizing the processes, within each
identified voting channel, in the correct sequence,
and connecting them to the corresponding actors
with the correct relationship

Figure 1 illustrates a collapsed model of advance
voting organized by the VDC. It initiates with a
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Timer Start Event because advance voting can
only happen during specific dates. The Timer Start
Event indicates that this process will only start
when the Advanced Voting Day has been reached.
A gateway is positioned next to catch the loop
that will be explained further. Figure 1 has been
streamlined, collapsing the expanded sub-processes,
in order to better visualize the bigger picture. Thus,
the Timer Start Event is followed by a collapsed
sub-process “Prepare Polling Place.”

Figure 2 illustrates the sub-process “Prepare the
Polling Place” as an expanded sub-process in
order to demonstrate what happens when they un-
dertake such activity. In order to start preparing
the polling place, the VDC must receive the materi-
als to set it up. Then, they must take each of these
materials and fulfil some activities. The booths
must have a table and writing materials in them,
and the list of candidates must be placed on the
wall of the booth. The ballot boxes must be
inspected and sealed, and their openings further
covered to prevent tampering. The ballots must be
stamped with the VDC seal. With these activities
in parallel accomplished, a choice divergence in
the path appears.

The REA (Riigikogu Election Act 2019, para.
41) states that voters may vote outside their district
of residence on specific dates in specific polling sta-
tions. If this is the case, such polling stations must
prepare a separate booth, ballot box, and corre-
sponding materials. Otherwise, nothing else needs
to be done. This legal specification has been illus-
trated by the Exclusive Gateway and the corre-
sponding sequence of activities. After any of the
branches is followed, the polling place has been pre-
pared and this sub-process ends. The model will
carry onto the next activity.

After the “Prepare the Polling Place” activity, the
team must “catch” an intermediate event, i.e., wait
until it is 12:00 p.m. in order to “Open the Polling
Place to Voters.” As the voters come in, the VDC
team processes them (i.e., asking for their ID, veri-
fying that they are eligible to vote at this polling sta-
tion, handing them the ballot, stamping the ballot,
and observing that the voter inserts the ballot cor-
rectly in the ballot box). This activity is compressed
in Figure 1 in order to make the whole process leg-
ible. The activity is looped until there are no more
voters. A gateway follows the “Process Voter” ac-
tivity, and makes sure it continues until 8:00 p.m.,
which is the closing time of the polling station. At
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8:00 p.m. the VDC team will seal the openings of
the ballot boxes and keep them safe with the voting
lists and documents.

The advanced voting is undertaken for a few
days, so if the period has not ended, the process
loops back to the beginning (i.e., the first gateway
after the Timer Start Event), and the activities are
repeated on the next day of the Advanced Voting
Period. However, if the period has ended, then the
VDC needs to fulfil other activities. They must
now wait for the Early Voting Period envelopes
from other VDC and, after receiving them, they
must process them. The Early Voting Period en-
velopes contain two main pieces of information:
the voter’s identity on the (outer) envelope and
an additional sealed (inner) envelope with the
voter’s ballot. The VDC team will check the vot-
er’s identity with the voting list, in order to de-
termine if a voter was eligible to cast a vote in
this polling station. If yes, the ballot envelope
will be taken into account and a notation will
be made in the voting list. If no, the ballot enve-
lope will not be taken in account. Afterwards,
the VDC team must notify the SEO of the
votes that were not taken into account. The
voter (outer) envelopes that passed the check
will be opened and the (inner) envelopes con-
taining the ballot will be inserted in the advance
voting ballot box, after which the box will be
sealed once again. After all of these activities,
which in total have spanned the duration of a
few days, the process of advance voting ends.

Step 5: Reviewing the BPMNs with the law
to make sure it has been correctly translated

There are some details that are not specified by
the REA (Riigikogu Election Act 2019). The ac-
tivities illustrated in Figure 2 after the Parallel
Gateway (with the exception of the computers)
were only mentioned but not sequenced. Thus,
when designing the model, it was up to the mod-
eler to add such activities as a linear or parallel se-
quence of events. Since the activities are related to
different kinds of materials, and knowing that the
VDC contains more than one single member, the
modeling was done in parallel. This reflects the re-
ality that one polling station clerk can set up the
booths while another checks and seals the boxes,
and so on. Additionally, the described Exclusive
Gateway had to be illustrated because the selec-
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tion of which polling stations would be accepting
voters coming from other electoral districts is
done closer to the electoral dates and through an-
other mechanism, not the REA (Riigikogu Elec-
tion Act 2019).

Step 6: Complementing with observations and
interviews where necessary or if doubts persist

Finally, the model was prepared, and on-site ob-
servations were conducted to improve it. The REA
(Riigikogu Election Act 2019) does not say any-
thing about computers or printers. However,
through our observations of and interviews with
VDC clerks we realized that they actually need to
set up such devices and make sure that they are op-
erational (i.e., a power and Wi-Fi source must be
available to them). As such, we have decided to in-
clude such activity in the model, even though it is
not explicitly mentioned in the REA (Riigikogu
Election Act 2019).

DISCUSSION

The proposed approach allows translating the
complexity of the electoral law into clear graphical
instructions for poll workers, distilling the message
spread through the multiple pages of the dense text
of an electoral law into one model. Our demonstra-
tion shows how the electoral law of Estonia could be
translated into one model with clear instructions. As
a starting point, we had the Riigikogu Election Act
(Riigikogu Election Act 2019), comprising 86 arti-
cles, covering all activities of the electoral cycle
from campaigning to complaining, for all available
voting channels, for all involved actors. We dis-
tilled this electoral law into one model of how
one particular voting channel, advance voting,
should be delivered.

The model differentiates activities by the actors
performing them, thus, condensing the message
even further: poll workers could see the whole
picture about which other actors are responsible
for advance voting implementation, but they also
could concentrate only on their own responsibilities.
This allows using the model for multiple purposes:
for instance, for the training of new staff, a more de-
tailed model, showing all actors and all sub-
processes could be used, while for the voting day,
a compressed model showing only responsibilities
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of a considered actor could instead be used. That
could potentially decrease the perceived complexity
of the electoral law and help the election admin-
istration deal with the electoral law with fewer
resources. The model also explicitly shows the
pre-conditions for the activities: a specific date
and/or time, an item to be received, or any other
condition(s) for starting an activity. Whenever ap-
plicable, the model asks yes/no questions, in order
to navigate a poll worker to which scenario to pro-
ceed. This should potentially limit the ability for
law interpretation. At the same time, a model does
not substitute an electoral law, but serves as an ad-
ditional means for cognition. Thus, a poll worker
could do both: read the text of an electoral law
and read a model.

BPMNSs might be presented to poll workers in
different forms: digital, printed, or even via an ap-
plication, which might be particularly helpful for
the navigation between different scenarios.

CONCLUSION

In this article, we present an artifact showing how
BPMN could help to make the electoral law more
comprehensible for election administrators and
poll workers. BPMNs might be not so easy to create.
Nevertheless, as soon as they are modelled, they
could be understood and further used by a layper-
son. The question is who should be responsible for
creating those models? Different countries and dif-
ferent contexts could ask for different approaches. If
the aim is to decrease the discretion of the election
administrators and poll workers, especially over the
law interpretation, the delegation of the task of law
modelling to a few trained public officials could be
favored. However, it should be noted that such ap-
proach, besides bringing greater standardization,
might result in greater centralization of the election
administration.

Based on the argument of Ciaghi et al. (2011,
29), that “a graphical representation of a law can
be of great advantage to those who want to under-
stand or analyze it (e.g., citizens or jurists) as well
as those who need to implement it,” a side effect
of applying BPMN:ss to electoral laws could be an in-
creased understanding by the wider population of
how elections are organized.

Modelling electoral laws might be particularly use-
ful for the following environments:

KRIVONOSOVA AND SERRANO-IOVA

e decentralized countries, where electoral proce-
dures vary significantly between the territorial
units, contributing to the confusion among vot-
ers and poll workers;

supranational and intergovernmental entities,
aimed at consolidation of electoral procedures;
new democracies and after-conflict societies to
deliver elections for the first time, or after a
significant break. Firstly, the electoral process
is still new to all actors involved in delivery.
Therefore, they will be even more interested
in having support in the form of a visualized
model. Secondly, mistakes and problems with
election administration in such countries
could result in dramatic consequences (Laa-
nela 1999), like electoral violence or return to
a non-democratic regime;

environments where poll workers do not follow
the electoral laws consistently, hence, the soci-
ety might be interested in checking whether
every poll worker treats voters equally;
international election observation missions,
which need to guarantee that all election ob-
servers that they deploy to a country under-
stand the nation’s electoral processes;
environments where the electoral processes
should be reengineered due to introduction of
a technology or a new voting channel, or an ad-
justment should happen due to some force-
majeure reasons. By modelling the laws and
analyzing the models, public administrators
can see what actors and activities this change
will affect. Such models and their analysis
could help to build software requirements
from the legislation, which might be particu-
larly useful during the procurement and imple-
mentation processes;

environments with understaffed and overtasked
election administrations. Such models have po-
tential of organizing staffing more efficiently,
by clearly showing what actors are overtasked,
or the delivery of which activities overlap.

Further studies might consider conducting exper-
iments in which poll workers will be asked whether
they find the benefit in having graphic process mod-
els in addition to other instructions. This could be
done in three steps. First, by distributing BPMNs of
the main electoral processes together with other in-
structions to the polling stations under the experi-
ment. Second, by surveying poll workers under the
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experiment whether they utilized BPMNs on Election
Day, in what situations, and whether they see room
for improvement. The survey questions should also
cover the aspects of a BPMN’s user-friendliness
and comprehensibility, in order to be able to control
if the bad design affects the usability and comprehen-
sibility of the tool. The third step would be to calcu-
late the costs of producing such BPMNs. At the later
stage, these costs could be related to the perceived
usefulness of BPMNs. The study could also assess
the comprehensibility of BPMNs in comparison to
electoral laws and other instructions. Here, it is criti-
cal to remember that BPMNs are considered as a
complementary tool, thus, while the control group
will utilize the traditional instructions distributed to
poll workers (checklists, diagrams, handouts), the ex-
perimental group will receive the same package, plus
BPMNs. For assessing comprehensibility, one can
develop a list of situations which a poll worker can
encounter on Election Day, asking poll workers to de-
scribe how they would behave. The results of the two
groups will be compared.

If the experiment is conducted under direct ob-
servation, researchers can also observe if poll work-
ers refer to BPMNs when trying to find the correct
behavioral strategy for each situation, or rather to
the laws, handouts, or checklists. Furthermore, the
proposed approach could be applied to all types of
laws, not only to electoral ones. It will be particu-
larly useful for the laws that mention many actors
and processes.
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ABSTRACT

New ways of voting in elections are being sought by electoral administrations worldwide who
want to reverse declining voter turnouts without increasing electoral budgets. This paper
presents a novel approach to cost accounting for multi-channel elections based on local
elections in Estonia. By doing so, it addresses an important gap in the academic literature in
this field. The authors confirm that internet voting was most cost-efficient voting channel

offered to Estonian voters.
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This paper presents a new, proven methodology for calculating the cost-efficiencies of various
ways of voting. The authors provide rare data on electoral costs, including costs ranging from
stationery to depreciation costs and provide a detailed cost breakdown of activities. The
findings will have direct practical implications for electoral management bodies and policy-

makers around the world.

Introduction

In order to deal with the tendency towards declining
turnouts in democratic elections (Barrat Esteve et al.,
2018; Lijphart, 1998; Lopez Pintor & Gratschew, 2002), a
number of governments and electoral management
bodies (EMBs) are proposing, testing and/or
implementing improvements to traditional voting
systems (Kersting & Baldersheim, 2004; Krimmer,
Triessnig, & Volkamer, 2007). These improvements
include adapting administrative rules and procedures
to allow citizens to cast their vote at different times
during the voting period (Gronke, Galanes-Rosenbaum,
& Miller, 2007), or employing different voting channels
that increase ease and convenience of use for voters
(Buckley, 2003; De Arautjo, 2001; Krimmer, 2012).
Adopting convenient and multi-channel electoral
systems poses a set of new challenges for public
administrations: for example an increased workload for
the electoral administration, the risk of double voting,
and the need to extend voting periods or manage
overlapping voting periods (Xenakis & Macintosh,
2004a). Previous research on multi-channel elections
(Krimmer et al.,, 2007; Xenakis & Macintosh, 2004b) has
produced three main areas of concern:

e Multi-channel elections increase complexity for
electoral administrations.

¢ Increased complexity requires business process re-
engineering of electoral processes.

* New voting channels impact the costs of elections.

Our research focuses on understanding and comparing
the costs that introducing multi-channel elections
involves, as well as issues of complexity.

We propose a methodology based on a case study
of the 2017 Estonian local elections. There were
significant variations in the costs of different voting
channels, with internet voting being relatively
inexpensive in comparison to other ways of voting.
This finding emphasizes the importance of our new
methodology, because no other reliable method is
available to attribute costs to voting channels—so
cost comparison has not been possible up to now.
Our paper provides important insights for other
administrations who need a benchmark for the cost-
efficiency of various technologies, and internet voting
in particular, in the electoral process (James & Jervier,
2017). We provide rare data on electoral costs,
including costs ranging from stationery to
depreciation costs and provide a detailed cost
breakdown of activities.

We begin with some background on how electoral
costs have been measured in the past and the
disadvantages of those methodologies. Then we
present our new methodology for electoral cost
accounting, which we developed based on the time-
driven activity-based costing (TD-ABC) and business
process re-engineering (BPR) frameworks. Next we
describe our case study; we conclude with a
discussion of our findings and suggestions for further
research.

© 2020 The Author(s). Published by Informa UK Limited, trading as Taylor & Francis Group
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Background

While the issue of the cost of voting has been relatively
well researched (Downs, 1957; Niemi, 1976; Haspel &
Gibbs Knotts, 2005; Li, Pomante, & Schraufnagel,
2018), with a significant number of publications on
voter transaction costs in relation to internet voting
(Goodman & Stokes, 2016; Oostveen & Van den
Besselaar, 2004; Solvak & Vassil, 2016), there has been
no research published on the costs that internet
voting implementation places on an electoral
administration. The main reason for this is the
‘methodological challenges’ (James & Jervier, 2017) in
the way the administrative costs of elections are
measured. An effective methodology for calculating
costs will have an impact on researching democracy
and voting processes by addressing a gap in the
analysis of elections. It will also have a practical
impact by helping governments to make more
informed decisions on whether to introduce/keep
internet voting.

Traditional approaches to analysing the costs
incurred in holding elections were generally directed
towards candidates and campaigns (Harada & Smith,
2014; Johnston & Pattie, 2008; Petithomme, 2012),
voters (Colomer, 1991; Downs, 1957; Haspel & Gibbs
Knotts, 2005; Niemi, 1976), or the costs of public
information systems (Codagnone, 2007; Codagnone &
Boccardelli, 2006; Codagnone & Cilli, 2006; Lau, 2006).
Some useful general assumptions can be drawn from
the literature:

e The costs of elections have increased all over the
world (Montjoy, 2010).

e The different kinds of electoral costs and
methodological scopes need to be defined for cost
analysis (Lopez-Pintor & Fisher, 2005).

e Costs incurred by the addition of new voting
channels must be included, either high one-off
costs (for example introducing internet voting) or
transaction costs (postal voting) (Krimmer &
Wendt, 2010).

o Reduced levels of transparency (Clark, 2019) and the
limited possibilities for scrutiny offered by some
voting modalities need to be considered (Electoral
Reform Society, 2002).

Until now, no method of calculating costs has
produced successful results for multi-channel
elections (Xenakis & Macintosh, 2006). Since the
seminal approach of Ernst & Ernst (1979) to the
management of electoral processes, consisting of a
description on how to check and analyse costs based
on the calculation of total costs through budgets and
dividing this by the number of voters participating,
no-one has put forward a methodology that has
generated any kind of consensus about its suitability.

The International Foundation for Electoral Systems
(IFES) and the United Nations Development
Programme (UNDP) ran an ambitious research
programme based on a budget analysis of nine case
studies, but encountered difficulties when trying to
discover important hidden costs. Moreover, they
struggled to put together different accounting
systems and governance structures to make
comparisons  (Lépez-Pintor &  Fisher, ~ 2005).
Chowdhury (2017) ran a similar analysis for the UK,
based on a set of questionnaires sent to local
authorities asking about the costs of a set of
identified processes, but received such a limited
number of replies (56 out of 400) that the final
numbers were too small to draw valid conclusions.
Similar concerns were expressed by James and Jervier
(2017) who also used a survey approach to establish
electoral costs. Therefore survey- and budget-based
approaches are unlikely to provide a way forward.

Methodologies for calculating election costs have
faced difficulties that have prevented them from
obtaining accurate results:

o Difficulties accessing trustworthy data (Clark, 2014;
James & Jervier, 2017), as many governments are
not obliged to share information on electoral costs.

« Difficulty in obtaining hidden costs.

o The difficulties of allocating the costs of using public
infrastructure.

Therefore we decided to develop new method for
calculating the cost of elections.

Designing the methodology and research

This research has been designed as a critical case study
(Flyvbjerg, 2006; Yin, 2014) and adapts TD-ABC
methodology to the electoral field. Our case study
was the Estonian 2017 local elections. The reasons we
chose Estonia as a critical case were:

o Estonia provides a diversity of voting channels,
including internet voting which was implemented
in 2005. Adopting internet voting raised a number
of questions regarding impacts and the
convenience of the system (Drechsler, 2004), which
have been answered over the years. The only
question that remains unanswered relates to the
costs that internet voting involves for the Estonian
budget (Krimmer et al.,, 2007; Krimmer & Volkamer,
2006; Xenakis & Macintosh, 2004b).

e Estonia is constantly experimenting with voting
innovations (for example the recent introduction
of ‘supermarket voting’), making the voting system
rich and diverse but, at the same time, complex
and challenging to manage and to apply
traditional approaches to cost analysis.



e Multiple public sector organizations are involved in
the financing and management of delivering
elections in Estonia, such as the National Electoral
Commission, State Electoral Office, the Estonian
Information System Authority, local administrations,
28 county centres and 577 polling stations.

e The Estonian administration of elections relies
strongly on public infrastructure, for instance by
running elections in schools with computers and
printers borrowed from public institutions, which
complicates the assessment of real costs.

e Estonia is considering moving to activity-based
costing (ABC) and budgeting from 2020, with
some pilots already running, which increases the
usefulness of our research results.

To develop our model, we used business-oriented
methodologies, which have already been applied
successfully in the public sector to calculate the
administrative costs of public services, to develop our
model (Mitchell, 2002). Our approach combined BPR
(Attaran, 2004; Grover, Jeong, Kettinger, & Teng,
1995) with TD-ABC (Kaplan & Anderson, 2007).

BPR is a business strategy directed towards
rethinking the way an organization functions by
analysing its internal workflows and business
processes (O'Neill & Sohal, 1999); in the private sector
it is a good tool for helping to increase organizational
efficiency and competitiveness (Attaran, 2004). BPR
was considered by Gunasekaran and Nath (1997) to
improve quality, costs, services, lead time, outcomes,
flexibility and innovation. BPR has had a limited
implementation in electoral services so far (Uygur,
2009; Xenakis & Macintosh, 2006; Xenakis, Macintosh,
& Centre, 2005).

At the same time, ABC, one of the most prominent
and advanced methodologies in governmental cost
accounting (Mohr, 2017), is also a good way of
merging complexity, processes and costs (Brown,
Myring, & Gard, 1999; Olshagen, 1991). ABC allows
direct and indirect costs to be traced to a product,
linking the costs of performing organizational
activities directly to the products and customers for
which these activities are performed (Cooper &
Kaplan, 1992), allowing calculations of the actual costs
per product/service unit. A key concept in ABC is the
‘cost driver'—an event, associated with an activity,
which results in the consumption of a firm's resources
(Babad & Balachandran, 1993). The main cost driver in
our TD-ABC approach was time (Kaplan & Anderson,
2007). This model has already been successfully
applied in the healthcare field (Garcia et al, 2017;
Laviana et al, 2016; Stouthuysen, Schierhout,
Roodhooft, & Reusen, 2014) and has provided useful
results on the cost-efficiency of various policies.

We consulted the electoral legislation, the internal
instructions available for electoral administrations,
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national and local electoral budgets, procurement
contracts, and time stamps in internet voting systems
for data collection. We also monitored electoral
administrations’ activities at different levels and
across various periods of time throughout the
electoral process. The information collected was
cross-checked through interviews with the city
officials  responsible  for organizing elections,
members of EMBs, and members of the Estonian
National Electoral Commission. In exceptional cases,
estimates derived from statistical data concerning
average salaries and distances travelled between
constituencies were utilized.

Case study: Development of our cost
analysis for the 2017 Estonian local elections

Our methodology can be broken down as follows:

o Narrowing the electoral cycle.

e Conducting process mapping, business process
modelling and data collection.

o Creating a list of activities and identifying resource
pools.

o Attributing costs to
confidence measures:
confidence intervals.

o Transferring costs per activity to cost per ballot.

activities and
practical

adopting
capacities and

In the Estonian 2017 local elections, the following
four major voting channels were available to voters:
early voting from the 10th day up to the seventh day
before the election day; advance voting from the
fourth to sixth day before election day; internet voting
from the 10th day to the fourth day before election
day; and election day voting (see Figure 1). These four
voting channels were organized in three different
settings: county centres, ordinary polling stations, or
via the internet. This gave us six units of analysis: early
voting in county centres; advance voting in county
centres; advance voting in ordinary polling stations;
internet voting; election day voting in county centres;
election day voting in ordinary polling stations.

Step 1: Narrowing the electoral cycle

Due to the ‘inordinate complexity’ of an electoral
process and our interest on research rooted in the
variation of cost between voting channels and their
cost-efficiency, we took a selective approach to
analysing the electoral process (Mozaffar & Schedler,
2002), which allowed us to focus on specific
processes and to make comparisons. We did not
focus on the overall costs of organizing elections, but
restricted our research to a particular period of the
electoral cycle—the electoral period (Krimmer et al.,
2007); see Figure 2. This was because the differences
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Figure 1. Voting channels in the 2017 Estonian local elections.
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Figure 2. The electoral cycle (from Krimmer et al., 2007).

in allocating costs between different voting channels
occur during the electoral period. Activities occurring
at other periods of the electoral cycle are the same
for every channel, and their inclusion would not
affect our cost comparisons.

The election period in Estonia starts 90 days before
election day, with ‘Informing citizens of their right to
vote’ and finishes three days after election day with
‘Resolving complaints about electoral management'.

Step 2: Conducting process mapping, business
process modelling and data collection

A list of activities occurring during the electoral period
was compiled, involving the preparation and
development of local elections in Estonia. Sources of
information were the Local Government Council
Election Act 2018 and publicly-available internal
instructions for members of local electoral committees.

Using these sources of information, we used the
business process model and notation (BPMN)—a
language for modelling business processes (Becker,
Algermissen, Niehaves, & Delfmann, 2005; Van Der

o ™ g

ELECTION
DAY

? County Centers

? Ordinary Polling
Stations

Pre-electoral

Genvine period

elections \
(3]

Stand for
elections

l

(4]

Universal
suffrage

Aalst, La Rosa, & Santoro, 2016). Modelling electoral
activities allowed us to detect the potential sources
of expenses connected with the activities required to
run the different electoral channels, as well as to
understand the internal dynamics and behavioural
effects of these expenses in the various voting
channels; see Figure 3.

Multiple interviews were also conducted with staff
from the State Electoral Office, the internet voting
system auditor, members of city administrations and
city electoral committees, and with the members and
chairs of local polling stations. Interviews were
complemented by onsite observations during
advance voting days and on election day at different
locations in Estonia. The aim was to obtain real data
on the duration of certain activities (given the central
role that ‘time’ plays as a cost driver) and to reduce
the use of cost estimates by improving the
information available. The onsite observation process
was designed to understand the diversity of voting
realities occurring throughout the country. The
observation strategy was based on twin criteria:
observing the voting process in different types of
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Figure 3. Model of the process involved in counting internet votes.

polling stations (in big cities, small villages, rural
locations); and observing the voting process during
the different periods into which the voting system is
divided—early voting, advance voting and election
day voting—covering different activities occurring on
these occasions: onsite voting, home voting, voter
identification, processing votes, physical vote
counting and counting internet votes.

Step 3: Creating a list of activities and
identifying resource pools

The activities involved in the administration of internet
voting were auditing the internet voting system;
organizing seminars and training sessions for official
observers, the media and other parties interested in
internet voting (activities aimed towards building
trust); conducting a penetration test for the internet
voting  system; network monitoring; activities
concerning harmonization between internet voting
and paper-based voting; counting and recounting
votes; storing and destroying internet votes, voting ID
cards and hard drives.

The activities involved in the administration of
paper-based voting, including early, advance and
election day voting are: delivery of equipment;
setting up a voting location; stamping ballot papers
prior to voting; voter identification and issuing
ballot papers; processing advance votes from
outside the voting district; counting ballot papers;
transporting ballot papers for recounting; and
recounting.

Creating different lists of activities for each voting
channel meant we were able to allocate costs to each
of them. The list of resource pools consists of labour,
depreciation, transportation, rentals, printing and
stationery costs. Software depreciation costs for
internet voting were calculated taking the expected
lifespan and considering the costs since the initial
acquisition contract (2003), the cost of updates and
replacements.

For example, the costs of transportation for county
centre voting (see Table 1) involve delivery and
collection of equipment for establishing the polling
stations; transporting home votes; and the final
transportation of votes for counting.

Step 4: Attributing costs to activities and
adopting confidence measures—practical
capacities and confidence intervals

Certain costs were directly attributed to activities
when the availability of precise data made this
possible via budget allocation. In cases where direct
attribution was not possible, the ‘time’ variable
acted as a cost driver by multiplying the time that a
certain activity involved (in minutes) by the wage
cost per minute of those in charge of this activity
(see Table 2).

For a more realistic approach, assuming that the
level of output which one random, individual
person can produce is governed by a certain
amount of inefficiency, we set the practical capacity
at 80% of theoretical full capacity. Similarly, given
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Table 1. Transportation costs in euro.

Transportation cost pool for county centres

Cost (price per km;*

Process No. Activity Description Price per km Distance in km distance in km)
1 Delivery of equipment In 2017 prices: 0.15 euro per km 0.15 24,273.40 3,641.46
4 Voter identification at voter’s location 0.15 16,470 2,470.50
(home voting)
6 Ballots’ transportation for recounting 0.15 16,470 2,470.50
Subtotal 8,582.46
Table 2. Calculating the labour costs for county centre voting.
Labour costs per county centre
Total time in Wages in euro per  Labour cost for
minutes per activity ~ minute, including all VDGs (in
Activity Description Activity per all VDC* taxes euro)
Delivery of equipment One member per VDC to deliver  Once per election; early, 7,806 0.16 1,256.88
equipment advance and election
day voting
Stamping ballots before One person per VDC to stamp ~ Once per election; early, 1,168 0.16 260.44
voting ballots advance and election
day voting
Setting the voting place One person per VDC comes one  Once per election; early, 3,360 0.16 540.98
(installing voting booths, day before the voting to set advance and election
ballot boxes) the voting place day voting

*Voting district committees.

the number of assumptions included in our
calculation, we introduced a theoretical confidence
interval to integrate the possible variability of costs
and time taken involved in the different processes
analysed. The strategy followed involved ranging
the data that was not directly accountable
(estimations) using an 80% level of confidence. By
doing this, we had a loss in precision, but we were
able to ensure a more accurate the final result. This
confidence interval affected our price estimates (for
example printers, laptops, voting booths and
privacy screens) and time estimates (for example
the time to set up the voting location or for voter
identification).

Step 5: Transferring costs per activity to cost per
ballot

After the cost per activity was calculated, the cost per
minute per activity was calculated by dividing the
cost per activity by capacity. At this point, differences
started to become visible in terms of resources,
including human resources (see Table 3).

For the conversion, we needed to calculate:

e The time required to ‘produce’ a single ballot in each
voting channel by dividing the time spent on every
activity by the number of ballots cast in a certain
voting channel.

e The cost per activity per ballot in each voting
channel by multiplying the time that each activity
involves by the cost per minute of each activity
previously calculated.

o The final range of costs by adding up the costs of
every activity involved in the ‘production’ of a
ballot by voting channel.

Findings

The results we obtained are shown in Table 4.
Internet voting appears to be the most cost-effective
and cheapest (in terms of cost per voter) voting
channel due to the number of people choosing to
use it (see Table 5) and its lower costs. The cost of
casting a vote over the internet was lower than
traditional election day voting—the second cheapest
option. Early and advance voting in county centres
were more expensive due to their lengthier duration
and the comparatively low numbers of participants
that used these channels. Advance voting in ordinary

Table 3. Comparison of costs per minute for early, advance and
election day voting (costs per ballot per voting channel).
Cost per ballot calculation

Early Advance  Election day
voting voting voting
Delivery of equipment 0.45 0.45 0.46
Stamping ballots before voting 0.26 0.26 0.28
Setting up the voting place 0.26 0.26 0.28
(installing voting booths, ballot
boxes)
Voter identification chairperson 0.78 0.78 0.79
Voter identification VDC 0.26 0.26 0.28
Processing of advance votes 0.36 0.36 0.29
Counting of ballots 0.26 0.26 0.28
Transportation of ballots for 0.45 0.45 0.46
recounting
Recounting 0.26 0.28 0.28




Table 4. Costs for the different voting channels used in the
2017 Estonian local elections.

Cost range per ballot (in euro) for the analysed period

Minimum  Maximum
Advance voting in county centres 5.48 5.92
Advance voting in ordinary polling stations 16.24 17.36
Early voting in county centres 5.83 6.30
Election day voting in county centres 4.97 5.58
Election day voting in ordinary polling stations 283 3.01
Internet voting 2.17 2.26

Table 5. Turnout distribution by voting channel in the 2017
Estonian local elections.
Turnout distribution

%

Advance voting in county centres 37
Advance voting in ordinary polling stations 12.2
Early voting in county centres 4.7
Election day voting (in county centres and ordinary polling stations) ~ 47.7
Internet voting 317

polling stations was by far the least cost-effective of the
channels considered.

Our costs per vote relate to two main elements: the
resources consumed in each channel and how many
people used a voting channel. As a general
conclusion when trying to increase the voting
convenience, internet voting seems to be a good bet
in terms of cost-efficiency and successful take-up by
voters in comparison to the other non-traditional
channels of convenient voting. The tendency towards
the use of internet voting by the Estonian electoral
administration has resulted in improved cost-
efficiency, in contrast with other new channels (early
voting and advance voting in county centres and,
especially, advance voting in ordinary voting stations)
that, not having very high user ratios, consumed
more resources.

Discussion and conclusions

This paper has examined two important issues that
have not been successfully addressed in previous
literature: finding an effective methodology for
calculating the cost of elections and comparing the
costs of traditional voting with newer forms, such as
internet voting.

Our findings indicate that internet voting was the
most cost-efficient voting channel, followed by
election day voting in the 2017 Estonian local
elections. Other voting channels were more
expensive due to the length of deployment and the
lower usage rates, advance voting in ordinary polling
stations being the less cost-efficient channel.

The methodology we built on the basis of TD-ABC
and BPR frameworks allowed us to: consider the
direct and indirect costs and different cost pools,
including wages, depreciation, transportation, renting,
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printing and stationery costs; trace the electoral
expenses incurred by the many different actors
involved in organizing elections; and attribute those
costs to voting channels, which allowed us to
compare cost-effectiveness. The wuse of TD-ABC
allowed us to expose the most resource-demanding
activities and present new data on electoral costs,
collected through multiple sources of information,
including onsite electoral observation, interviews,
analysis of electoral legislation and the internal
instructions for electoral administration, national and
local electoral budgets, procurement contracts, and
time stamps in internet voting systems.

The use of BPMN models and allocation of resources
to voting channels allowed us to analysing how
electoral processes have been redesigned since the
introduction of new voting channels (for example
internet voting). By calculating costs per ballot per
voting channel, we have shed new light on electoral
administration and on the use of resources. For
instance, the introduction of internet voting as an
additional voting channel (provided that there is a
take-up by voters) can result in unused capacities and
reduced cost-effectiveness for other voting channels,
because their usage will decrease.

Using observation as one of the main methods for
collecting data helped us to overcome the
methodological challenges which exist in the field of
electoral costs: principally limited access to data on
election costs and the lack of clear expenditure
tracking. Therefore our research can be replicated in
many countries and contexts where observation at
different stages of the electoral process is not
prohibited by law. In the same vein, the proposed
methodology and model could be applied to
different case studies with minor adjustments to the
context, taking into consideration that the results of
case studies in terms of cost per ballot will be
context-dependent and should only be generalized
with caution.

We need to point out some limitations. First, even
though the case study took place in a small country,
a much larger number of researchers/observers
would have been required for election day
monitoring and observation in order to reassure us
that we were not missing any local or contextual
specificity that might involve unusual costs (Krimmer
& Volkamer, 2006). The differences in local contexts
might not have big repercussions in the final
calculation of costs but, in pursuit of precision and
accuracy, wider observational fieldwork would be
useful.

Second, we encountered a few problems regarding
the availability of data. Some costs related to internet
voting were not available publicly due to security
issues. Therefore the willingness of the authorities
responsible to provide researchers access to original
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documents, such as time stamps for internet voting
systems, acquisition contracts and procurement
contracts covered by other institutions besides the
National Electoral Commission (as was the case with
Estonia), was of critical importance for this research.
Due to the co-operation with the National Electoral
Commission of Estonia and other actors involved we
managed to overcome this difficulty. However, this
issue should be taken into consideration before
embarking on similar research in other administrations.

Further research

Future lines of research would usefully include, first, the
use and refinement of our method in different elections
and contexts to compare the results. Second, extending
our method to cover wider time periods of the electoral
cycle and to calculate electoral costs as a whole; the goal
being to create a standardized calculation system that
could be implemented internationally. Third, it would
be useful to the reflection on the impact that cost
distribution can have for the administration of
elections, for example how to increase cost-efficiency
without losing voters, or how electoral modernization
impacts costs.
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Abstract. The Aland Islands spent years preparing an internet voting system, to
be implemented for the first time in October 2019 for Parliamentary Elections.
Despite this, the project was canceled the evening before the expected release date.
In this paper, we explore the causes of this failure using a two-pronged approach
including Information System failure perspectives and the approach to e-voting
Mirabilis, focusing on organizational elements which provoked the decision not
to use the system.
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1 Introduction: Three Contextual Questions

The Aland Islands were expected to introduce an internet voting system (IVS) during
their last Parliamentary elections (October 2019), for expatriate voters, with the expec-
tation to extend use of the same system to Municipal elections too and to all possible
voters on the next possible occasion. Unexpectedly, internet voting was cancelled the
day before it should have started. This paper explores this case approaching it from
an Information System (IS) failure framework [18, 20], describing how interactions
between the different stakeholders involved are a central element for understanding the
final decision, and the e-voting Mirabilis frame, focusing on the organizational elements
which provoked the decision to not use the system.

1.1 What Are the Aland Islands and How Does Their Electoral System Operate?

The Aland Islands are a Swedish speaking autonomous region of Finland comprising
around sixty inhabitable islands and around six thousand small rocky islands not suitable
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for human habitation or settlement. The archipelago is situated in the opening to the Gulf
of Bothnia, bordering south-western Finland and central-eastern Sweden and is inhabited
by 29,789 citizens, 11,743 of them living in the capital, Mariechamn. The autonomy of
the Aland Islands was affirmed in 1921 by the League of Nations, through which Finland
would protect and guarantee the continuation of the culture, language and traditions of
the archipelago, and the Alandic Government would have a say in foreigners acquiring
franchise and land in the isles [4]. Similarly, the autonomy of Aland was reaffirmed by
the treaty for admitting Finland into the European Union. Amongst other elements of
self-government, the Aland Islands have their own Parliament (Lagting) and Government
(Landskapsregering), elected in their own independent elections.

The uniqueness of Aland’s status translates to implementation of its elections, relat-
ing to both the archipelago and Finland. The Aland administration is in charge of organiz-
ing Parliamentary and Municipal elections, and uses the electoral system of proportional
representation, in which voters cast votes for a particular candidate, instead of for a party.
Votes are transferred into seats using the D’Hondt method. Participation in elections is
determined by acquiring the Right of Domicile in Aland, or after having been an inhab-
itant of any Alandic municipality for one year prior to Election Day (the latter only
applies for municipal elections). Legislation regulating these elections is covered in the
Election Act for Aland [1], adopted by their Parliament in January 2019, on the occasion
of introducing internet voting.

1.2 Why Were the Aland Islands Attempting to Use Internet Voting?'

As the head of election administration, Casper Wrede describes [21], the idea to imple-
ment this voting channel in the Aland Islands was following the general worldwide trend
and popularity of internet voting in the late 1990s, but the initial debate and research
which produced the recommendation not to introduce the system until voter integrity and
identification issues had been resolved. The idea of postponing introduction of a remote
voting system in the islands was reinforced by the Finnish failure in their attempt to
use electronic voting machines in 2008 local elections. Using internet voting was again
introduced to political debating chambers after discussions on the reform of the elec-
toral system in 2014 where, amongst other proposals, the suggestion was voiced to start
introducing internet voting as an additional advance voting channel, only applicable for
people living outside the Aland Islands. The introduction of internet voting was expected
to be facilitated in two steps: 1) in 2019, only for expatriate, overseas voters in Parlia-
mentary Elections; and 2) in 2023, based on the results of the 2019 experience, internet
voting would become available for all voters [21]. Three main elements are mentioned
as key factors triggering implementation of internet voting: convenience, turnout, and
international projection.

Given the geographic location of the Aland Islands, it has been a long term goal of
electoral authorities [19] to make voting more convenient for remote voters, as well as a
traditional element considered as a driver for internet voting. The logic is based on two
assumptions that 1) a general demand for convenience voting channels exists among the

I Foramore detailed development of this point, see our previous work on the preparation of Aland’s
internet voting project [5].
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population; and 2) trust has been established towards remote voting channels, imple-
mented in an uncontrolled environment. The Aland Islands have a legacy of convenience
and remote voting channels being available to the population, since even before 2019
they were already offering, a number of voting channels consisting of 1) early voting
at general voting locations not linked to the voter’s place of residence, meaning that a
voter could vote at any early voting polling station across the Alands during an 11-day
period; 2) early voting at care institutions; 3) Election Day voting; and 4) Postal voting
for those who “are out of the country or are ill/handicapped and unable to vote in any
other way™”.

Advance voting channels are quite popular for the population and currently are used
by around 1/3 of all voters who cast a vote (35% in 2019 and 2014 EU Parliament
Elections)’. Said differently, Postal voting was not able to gain popularity due to the
cumbersome procedure. During 2015 elections to the Legislative Assembly, around 150
people voted by post, constituting only 0.7% of all eligible voters [3], with about 10%
of postal ballots arriving too late to be counted for the elections. Besides Postal voting,
no other voting channels are available to voters residing overseas, outside of the islands.
Aland does not have any embassies, representative agencies, or consulates and, as a
result, voters do not have the option to vote in foreign missions. It is no coincidence
that expatriates — ‘absentee, overseas’ voters - constituted a target group for initial use
of internet voting.

The introduction of internet voting was also connected to projecting Aland to the
outside world. In recent years, the Government of Aland provided IT-services for the
public sector and contributed to overall digitization of the islands in various ways, through
the public company ADA*. Both the development of internet voting and digitization of
the islands are elements for creating a digital narrative of Alandic identity and creating
a positive image to promote the islands as a place where innovation thrives, and to
highlight the positive impacts of their self-government.

In contrast, the reduced costs and time required are not amongst primary reasons for
introducing internet voting. Cost savings were highlighted as a potential advantage for
the long term [2, 3], under the assumption that a realistic assessment of cost-efficiency
would only be possible once the system had been consolidated and the number of users
increased. Regarding time savings, another dimension which is often highlighted as a
potential positive outcome of using internet voting, the small size of the electorate would
limit the potential impact of using the system in this regards.

1.3 Why Are We Writing This Paper?

Discussions on the convenience of introducing internet voting to the Aland Islands were
held for more than 20 years, intensifying during the last months of preparatory work.
The first use of internet voting seemed to be ready for ‘go live’ on October 2019 but,

2 As described in the leaflet produced by the government of Aland to explain how Elections
function to citizens: “Election on Aland, 18 October 2015

3 Statistics and Research Aland, URL: https://www.asub.ax/sv/statistik/valet-europaparlamentet-
2019.

4 Aland Digital Agenda, see: www.ada.ax/.
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at the very last minute and after the system had been set up, the use of internet voting
was cancelled hours before elections opened. Our initial goal with this research was to
approach the Alandic case in order to observe their initial use of internet voting and
conduct a cost-efficiency calculation of multichannel elections as we had already done
for the case in Estonia [9, 10]. The fact that elections were cancelled when our team was
already in-place and on site and we had already conducted extensive preparatory work
(analysis of electoral law, preliminary interviews, initial study visit) made us direct
our gaze towards analyzing the reasons for failure. We had the rare and unexpected
opportunity to directly observe management of an electoral crisis and to interview the
relevant actors. Our aim is to pinpoint the different elements which may have contributed
to this final decision and try to extract lessons to be applied by other electoral managers
and for implementing voting technologies. Failures help unveil processes which would
remain hidden when assertions are made for systems that are successful [14], in this
particular case, the complexity of electoral management and technological innovation
and the interaction of different stakeholders.

To do this, we will propose and use a framework describing the Information System
(IS) failure and interactions between the different stakeholders involved, relying on
interviews conducted during our study visits to the islands.

2 Stakeholders and Models of Failure

Several studies targeted the issue of Information Systems (IS) failures [5, 6, 8, 12, 16,
22] over the last few years, and some proposed explanatory frameworks described the
concept of IS failure and tackling the determinants for successful implementation [18,
20]. Definitions of an IS failure are generally in line with the two categories Ewusi-
Mensah described [8]: either the system fails due to inability to perform to users’ levels
of expectations or due to the inability of producers to produce a fully-functional, working
system for users. Sauer [ 18] considers the definition of an IS system failure as a system
abandonment due to stakeholder dissatisfaction.

Sauer [18] developed an explanatory framework describing IS failure based on three
key elements: 1) Supporters, 2) Project Organization and 3) IS. In it, he creates a triangle
of dependencies between these three elements and there must be interaction between
them to prevent eventual failure occurring. In his analysis, failure is presented as the
outcome of the interplay between context, innovation process and support. Flaws occur
if the context is inadequately addressed in the innovation process, and, if flaws should
accumulate, the system loses support and faces risk of failure. Sauer also highlights the
importance of system supporters and their perceptions regarding the system itself, rather
than solely focusing on technological characteristics of the IS. In his interactive frame-
work, the IS serves the supporters, while they in turn support the project’s organization,
and this last component innovates the system. According to Sauer’s way of thinking,
failure is seen as total abandonment of a system, which occurs when this triangle of
dependencies breaks down. The role of Project Organization is seen as a middleman
between stakeholders and the IS. What is more, the role of project organization is not
limited to this: it also serves as “‘a mediator”” between context, system and stakeholders.

Toots [20] iterated and adapted Sauer’s model in order to develop an analytical
framework for contextualizing and explaining factors which influence system failure
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for e-participation. The framework proposed by Toots consists of four key elements,
focusing on: a) Innovation Process; b) Contextual Factors; ¢) Processes with contextual
factors interacting with innovation process and stakeholders and; d) Project Organization,
where they have the power to change influential contextual factors or if it can, to align the
system to the context. The sub-elements of context include technology, organizational
variables, and politics. In both frameworks mentioned above from Sauer and Toots,
the elements complement one another, creating an interactive triangle of dependencies
which allows us to understand the reasons for failure in exchanges occurring between
different elements.

The Supporters in Sauer’s model can be also viewed as stakeholders in Toots” model,
but Toots includes a differentiation between “Project Organization” and “Stakeholders”,
based on the following logic: stakeholders need the project organization to develop 1S
according to their interests (p. 548). Therefore, Project Organization is viewed as a
middleman between stakeholders and the IS, but the role is not limited solely to this,
serving also as “‘a mediator” between context, system and stakeholders.

Even if Toots’ efforts bring the causes for e-participation IS failure closer to the
case we are analyzing, her model does not apply in full for understanding reasons for
the Aland Islands’ failure. Of the four key assumptions presented, only two of them are
indicative for our case:

1. “Implementation of an e-participation system may be regarded as an innovation
process characterized by uncertainty and susceptibility to changes in the context;

2. While contextual factors and changes are not the immediate cause of failure, context
may constitute an important trigger for failure.”

However, even these assumptions do not apply fully in our case, because Toots,
following Macintosh’s [13] definition of e-participation, explicitly distinguishes e-
participation from other e-democracy instruments such as e-voting (p. 546). Alands’
IVS is a type of e-voting and thus could not fully benefit from applying a framework
designed for e-participation, even if it is an excellent fulcrum for developing a new
iteration of the model.

Some of the arrangements proposed for Toots’ model relate to the role stakeholders
play and the fact that the technology was never used. One of Toots’ arguments is that
if using an e-government system is not satisfactory for those who must use it, they
will abandon its use and condemn the system to failure. In the case under analysis,
the IVS was never used by stakeholders, so their impact is minor. On the contrary,
the role of Project Organization and the Context in which the IVS is framed play a
more relevant role, since the unequal discourses collected from Election Managers and
Vendors highlight the existence of a difference in criteria towards the system. Also, some
of the difficulties highlighted for developing VS relate to adapting to the context, either
legal or technological, of the Alandic environment.

Taking one step forward, for iteration and for adapting Toots’ framework to the
case of the Aland Islands, we can detect different elements proposed in the framework
mentioned: 1) Project Organization existed and managed creation, development and
implementation of the system (here, also, a difference to Toots’ model, since the role of
Project Organization was not to innovate an IS which already existed, but to implement a
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brand new one); 2) the IS was in-place but never used; 3) the Supporters never accessed
the system, but they could track developments through the media and further discard the
system; 4) external contextual factors might have facilitated failure of implementation,
such as the Data Protection Authority arriving late or integration of the IVS in the Finnish
e-Government environment. Failure, in our case is transposed to being the decision to
not proceed with internet voting, even with the system in-place, giving more relevance
to the interaction between the different elements than to the IS itself.

Since some of the elements included in the frameworks proposed by Toots and by
Sauer cannot be included in the same manner as has just been described, their models
need to be iterated and adapted to the conditions of the case study. For this reason, we
refer to the conceptual model analyzing e-voting implementation — the E-voting Mirabilis
[11]. Including this allows enlarging the context in which the IVS is implemented. It
focuses on four macro dimensions influencing application of ICT in elections:

technological dimension;
legal dimension;
political dimension;
social dimension.

For the technological dimension, we consider what supporting infrastructure for
internet voting was already in place (in particular, voter register and voter identification).
For the legal dimension, we trace how the legal framework has been amended to adjust
for internet voting, and whether it covers such aspects as secure processing of voters’
personal data. For the political dimension, we analyze what groups of voters’ internet
voting was supposed to enfranchise, how the IVS was evaluated, and what was the
overall political discussion on its introduction. The social dimension focuses on citizens’
understanding and level of trust in IVS.

The E-voting Mirabilis is also helpful for stakeholder categorization, distinguishing
between Voters, Politicians, Election managers, Vendors, and Media representatives and
election monitors or observers. Combined with Toots’ model, distinguishing between
stakeholders and project organization, categorization should look like this:

e Stakeholders: Voters; Politicians; Media representatives and election observers;
e Project organization: Vendors; Election managers, Project managers.

Therefore, our theoretical framework builds on the conceptual model of the ‘E-
voting Mirabilis’ [1 1] and an adaptation of the information system failure framework by
Toots [20]. Based on these, we propose and use the “Mirabilis of internet voting System
(IVS) failure”. Toots’ ‘e-Participation System’ was replaced by the IVS, and inside it
we find Krimmer’s e-voting components. All around, the ‘contextual factors’ (Toots) or
“four main macro dimensions’ (Krimmer) that explain the areas that influence e-voting
deployment [11]. Afterwards, Krimmer’s five stakeholder groups which help to apply
ICT to the electoral process, are grouped as either a ‘Stakeholder’ or ‘Project Organiza-
tion’, according to Toots’” framework and to their direct involvement in implementation
of internet voting. Relationships between IVS, Project Organization and Stakeholders
have remained similar (with some minor changes) to Toots’ original diagram (Fig. 1).
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Fig. 1. Mirabilis of IVS failure.

In the context of the Aland Islands, project organization will be represented by
the vendor (Scytl) and the organization responsible for the IVS procurement (ADA)
and project management (Electoral Management Body). The rest of the actors will
fit into the category Stakeholders: voters, government, election administration, parties,
Data Protection Authority, and others. Stakeholders send requirements of IVS to project
organization and provide them with the resources to fulfill those requirements. The IVS
produced should satisfy stakeholders, otherwise, they will not use it. In other words,
the IVS produced should meet the expectations of key stakeholders. In the context of
the Aland Islands, this first and foremost concerns the stakeholders responsible for the
decision on whether to start using internet voting. Already at the stage of modelling,
we can observe that there is a possible mismatch between stakeholders’ requirements
formulated to project organization at the start of IVS development, and expectations
which the final IVS should satisfy.

In this conceptual model, the context plays the key role: it shapes the demands of
stakeholders, thus affecting the requirements they will send to project organization; it
constrains or defines what is possible for project organization to fulfil the requirements;
and the final IVS should serve the context.

3 Methodology

Data collection for developing this case study took place between March and Decem-
ber 2019. During this period, we conducted two visits to Mariechamn in teams of two
researchers: 9—16 June and 14-22 October. Most of the interviews and observations
included in this research were carried out during these visits to Aland, although we had
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completed some preparatory interviews with the Alandic Electoral Management Body
(EMB) before the first visit, and arranged some digitally mediated interviews after the
second visit. A total of 20 semi-structured interviews were conducted with EMB, ADA,
Scytl, Central Committee for Elections, Data Protection Authority, local politicians, and
voters. Many interviews had more than one respondent and some interviewees were
contacted at different times. In all, a total of 20 people were finally interviewed, and
the interviews were anonymized (see Table 1). Data was analyzed using NVIVO qual-
itative data analysis software following a multi-stage inductive approach consisting of
identifying a set of core themes during transcription (including, amongst others, 1) the
electoral process, 2) government, 3) introduction of internet voting, 4) cancellation of
internet voting and 5) voting organization) and the further coding of interviews based on
the above themes. This inductive method was aligned with re-focusing of the research
plan described below, allowing us to include the information collected in a context of
crisis and relate our conclusions to the literature on Information Systems failure.

Table 1. List of interviewees, anonymized®.

Occupation Date

Head of election administration March, 2019
Head of IT-unit at Alands Landskapsregering June, 2019
System administrator at Alands Landskapsregering June, 2019
Legal Director, Government Offices, Unit for Legal and International Affairs | June, 2019

CEO of Ada Ab June, 2019
Project Manager at Ada Ab June, 2019

Data Inspector June, 2019
Minister June, 2019
Minister June, 2019

Head of election administration (II) June, 2019
Voter October, 2019
Voter October, 2019
Head of election administration (III) October, 2019
Data Inspector (II) October, 2019
Head of IT-unit at Alands landskapsregering (IT) October, 2019
CEO at Ada Ab (II) November, 2019
Worker at Ada Ab November, 2019
Worker at Scytl November, 2019
Worker at Scytl November, 2019
Worker at Scytl November, 2019
Worker at Scytl November, 2019

4The numbers in brackets refer to the number of times the person was interviewed.
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The case of the Aland Islands was selected due to the fact that they intended to
implement internet voting for the first time and it represented a good comparison to
research already conducted by the research team. The size of the country and admin-
istration allowed swift, effective communication and privileged access to data. Also, it
would have covered a relatively unexplored dimension of electoral analysis, the costs of
initial implementation of voting channels and their evolution over time.

We must point out here that the methodological plan was reframed during the
research, due to cancellation of the IVS. Whilst applying the methodology for cal-
culating costs, the initial plan followed on from previous research [3, 4] and research
mentioned in a previous publication on the same case [5]. Cancelling implementation of
internet voting took place during the research team’s second visit to the Aland Islands,
at a time at which the analysis of electoral law and modelling of the electoral pro-
cesses had already been completed, as well as several interviews for understanding and
describing the electoral system, its management and the costs involved. The fact that the
research team was on-site during the cancellation, allowed them to observe and conduct
interviews about management of the crisis, which were followed by a second round of
interviews with the key stakeholders. Hence, this publication is the result of refocusing
our research goals, given the opportunity to gather information on a critical case study
relating to management of an electoral crisis due to cancellation of a voting channel. As
a result of this, the interview design was modified (the contents of the questionnaire)
in the course of the data collection process, paying special attention to integrating the
different steps of data collection in the final analysis of the data.

The value of the data collected is derived from the opportunity and the uniqueness
of the situation but, at the same time, it may involve some limitations given that it was
not possible to plan such a methodological reconfiguration in advance. Amongst the
strengths of our data collection process: 1) we developed a deep analysis of the electoral
system prior to cancellation, and so were able to rapidly identify the key stakeholders to
interview and the key processes to direct our attention to; 2) the presence of our research
team on the ground allowed us to gather first impressions and reflections after cancella-
tion and to experience the moment of cancellation on-site: direct observation of events
provides us some interpretative clues which it would not be possible to gather through
other data collection methods [7]. Amongst the limitations: we could not access some
information on grounds of secrecy and confidentiality; the sources which, according to
some discourses, could shed light on legitimacy of their claims.

4 Data Analysis

The context surrounding the Aland IVS looked promising for implementation of the new
voting channel. At a socio-political level, no objections were raised against the system,
the media did not pay much attention to implementation of the voting channel and no
political party openly opposed it. There were more concerns about lowering the age of
voters to 16 years of age for example, a reform discussed simultaneously to introduction
of internet voting.

The overall political discussion on internet voting was fairly positive. Stakeholder
evaluation varies from feeling fairly optimistic (I-1) to endorsements: I always thought
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that this is a good thing, this is something we need to do (I-13). The Parliament also has
not seen much of the debate on internet voting, besides some discussion on the security
issues (but) in general, all parties in Aland responded positively to this voting channel
(I-13). Media outlets in the Aland Islands were not interested in internet voting, until
almost right before voting started: here is not big interest because everybody’s focused
on the transformation of the municipalities (I-13), I think, as a journalist, the interest in
the elections will awaken in the end of August, when the campaign starts (I-13).

This smooth political development crystalized in the decision that, during the first
binding trial during the 2019 Parliamentary elections only expatriates (overseas, absentee
voters) were eligible to vote via the Internet, most of [the expats] are young people, they
are studying or have been studying and stay for some years after studying (I-3). This
decision was considered as a clear improvement of voting conditions for expat voters
(a very strong urge from the younger generation to have a simplified voting procedure,
possibly electronic — 1-5) since they could avoid the problems associated with using
postal ballots to cast their votes (last election 10% of our postal votes came back too
late to count —1-5).

As a result of which, the whole new electoral act passed unanimously (1-3). The
legal dimension, in accordance with Krimmer [11], regulates how the electoral code
can be changed in order to permit votes cast by electronic means and to provide the
level of accountability required to the voter and should further: 1) provide the voter
with the ability to see how personal data are processed; 2) include the principle of
proportionality when handling personal data; and 3) serve as a guiding indicator. The
Election Act for Aland, issued on May 2019, consists of 15 chapters and 122 individual
sections (or articles), and defines all voting channels including postal voting, advance
voting, Election Day voting and contains new provisions on internet voting (I-5). The
legal dimension was further bolstered by the ‘Registerbeskrivning’> or Privacy Policy
(2019) which describes processing of personal data in connection with implementation
of the Parliamentary and Municipal elections in Aland, including a description of the
personal data required, its use during various stages of the election process, and the
entities responsible which may interact with it, either directly or indirectly.

In order to specifically implement internet voting, the government decided quite
early [for] the procurement process, that they should buy a service, not the system and
that they need[ed] someone else to run it (I1-10). To this end, the law and the procurement
requirements were written in “parallel”. As confirmed by an interviewee, this was not
ideal, perhaps theoretically. But in practice, it was quite good because we could adjust the
wording and the law, according to what we experience, what is possible and how things
should be (I-10). This procurement process was run by ADA, resulting in a bicephalous
organizational structure from the side of the government: ADA for managing the contract
and the Electoral Management Body for management of elections, both interacting with
the vendor.

The development of IVS was accompanied by audits and evaluations. The checks
and balances are prescribed by law: the government [... | should check and to have a third
party to check everything, all the processes. So, we will also have somebody to check

5 Available at: https://www.val.ax/sites/default/files/attachments/subject/behandling-av-person
uppgifter.pdf. Last accessed 15 June 2020.
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when the election takes place that everything is [OK] (I-4). However, in June 2019,
the independent body which would check and review the i-voting system had not yet
been defined. The notions of who this independent body could potentially be were still
vague: It could perhaps be some authority from the Finnish state government, but it must
be independent from the vendor and from the government... (...) it could also be some
representatives from the Finnish authorities. Could be representatives from Estonia, for
example. I mean, experts on internet voting, would be possible. Or it could be some audit
company like KPMG, or whatever (1-9).

At some point during development of the IVS, the Data Protection Authority of
Aland became interested in auditing the process [17], for the following reasons: Well,
the biggest reason is because this is a new project, that has not been done before.
And also, since this is a democratically critical process, pertaining to a lot of sensitive
personal information or other special categories of personal information as in political
opinions... since that kind of data is being processed [...] That is the kind of processes
that the data protection authorities should be auditing to make sure that they’re safe
(I-17). The arrival of the Data Protection Authority brought a new along with it player
to the table; since it was not possible to conduct the audit on their own, it was necessary
to outsource this to an external consultant for auditing the security documentation sent
by [the vendor]. And to see if they fulfilled the safety requirements (I-17). The main
findings of the audit, were that the Data Protection Impact Analysis (DPIA) has not been
completed®.

From a technological perspective, the IVS used the digital infrastructure provided by
Finnish government —e-ID systems (e-ID Cards and Mobile-ID) — and private institutions
(e-Banking), and consisted of main elements such as an e-ballot box, a list of voters and
candidates, voter identification and authentication as well as vote verification.

During the development process of the IVS, a number of deficiencies were detected
with the e-Identification system: in relation to integration during the first pilot we found
errors in the Suomi.fi implementation. So when I cast a vote, I was not successfully
logged out from the authentication (...) And then they have corrected one mistake in
Suomi.fiidentification but there was still one loop, one error more. (1-19); In June already.
And then in July again and in August, again (I-15). Discovery of these problems was
motivation for outsourcing a penetration test to an external vendor who dealt directly
with the vendor in charge of IVS. The interaction between both vendors presented some
problems in relation to accessibility to the source code of the voting system, since the
vendor in charge of the penetration test was allowed access to the code but in the premises
of the IVS provider, in a different country, and this option was not accepted and delayed
the auditing process’: The argument that they were unable to access the source code for
me is not a valid argument (...) they were invited... but even if they decided to not to
come, this particular issue has been tested (1-20).

6 For further details on the General Data Protection Regulation in the Alandic elections, see the
work of Rodriguez-Pérez [17].

7 In this regard, it is worth noting that it was not possible to interview the vendor in charge of the
penetration test due to a disclosure agreement. The views collected in this research might be
distorted due to this issue.
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According to the vendor’s position, the problems detected challenged the develop-
ment of the system: during such integration, [or] maybe during any sort of customization
or development, when you test, you find things, with the objective to correct them, fix
them (1-20); The main challenge here is that, since we are not (...) Finnish, we don’t
have Finnish ID, so we have few test credentials that we can use in our tests to automate
them (...) the personnel both from ADA and the government (were) very helpful as well
in providing (them) to us (1-20). Problems were resolved according to their position, and
the system was in place and ready to run during the elections as expected: this issue
with the verification of the digital signature. It was corrected, and was said that was
corrected (by the vendor).

The report from the vendor in charge of the penetration test was finished very late
on (we got the report from the security company very late, so it was not so much time
to evaluate that and also to have a meeting with them and to discuss about — I1-19) and,
even if the problems might have been solved, we have not run the pilot from start to end
(...), never ran it from beginning to end in a test environment (...), it doesn’t feel right
to do it (run the elections) (I-19). The result was, cancellation of using internet voting
at the very last moment.

5 Discussion and Conclusions

In the complex environment of electoral management, many factors can tip the scales
towards failure if these are not perfectly aligned. In the case analyzed, even if there was
a long process of preparation, training and a well-documented Electoral Management
Body with members and experienced vendors, their joint efforts did not match up to
initial expectations and the IVSs could not be implemented. It is not our role (nor our
aim) to blame anyone for this outcome, but to understand the process in order to gain
some useful knowledge and experience for others who aim to implement similar systems.

As we described, the context in which the IVS was to be implemented appeared to
be quite friendly, accommodating, and welcoming: positive political discussions, lack
of external agents discussing the suitability of the decision taken. The law was approved
on time, as was the procurement process too. The problem, then, relied on the process of
adjusting the IVS and the interaction between the members of the project organization,
particularly with relation to timing. The accumulation of delays in some deliveries,
responses and interactions, combined with organizing pilots during the summer period
(in June and in August) reduced the time available for resolving problems detected
(problems of integrating IVS into the Finnish e-ID system). Developing two Penetration
Tests in a relatively short period of time and the presumed problems of collecting data
for the audits delayed the responses until a time when they were already redundant
and no longer required. The Data Protection Authority’s appearance late in June, and
creating a new parallel legal and document audit probably superimposed a new layer of
complexity onto implementing the system. Even if problems could have been resolved,
as the vendor in charge of the IVS states, the authorities ‘confidence in reliability of
the system had already been damaged and the decision to cancel the elections could
seem reasonable for those who were legally qualified to make it. Paraphrasing the idea
expressed by Oostven and Van den Besselaar [15], a voting system is only as good as
the Administration (“public” in the original version) believes it to be.
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The key takeaway we can extract from this case is the relevant role which orga-
nization of the overall process plays in successful implementation. In the case under
analysis, time management appears to be the main limiting factor for effective resolu-
tion of problems identified. We believe that with better time-management, four critical
factors could have been managed more effectively: 1) the vendor could have resolved
the problems detected in a timely manner, 2) project organizers would have had time to
make sure these issues were resolved, 3) the final version of the system could have been
tested, and hence, 4) the system could have been operated securely in real time. In addi-
tion to this, other factors, that without time constrictions could have had an irrelevant
impact, in the case analyzed played an important role. Firstly, the bicephalous struc-
ture followed for project management divided the knowledge available on the side of
project organizers, that is the technical knowledge separate from contract management
and adding to the complexity of the process. Due to this fact, the process was slowed
down at critical moments when a more directed management structure could have forced
the vendor to react more swiftly in order to solve problems encountered. Secondly, the
unexpected problems encountered related to the integration of the Finnish e-Identity
system and their late resolution, damaged the trustability of the IVS. A faster detection
and a smooth resolution of these problems could have walked the process to a different
ending.

In contrast to the case proposed by Toots [20] in which the e-participation system
failed due to a lack of a meaningful connection with stakeholders, in the case of the
Aland Islands, failure originated on the side of interaction between project organization
and the IVS itself, showing, in the end, the relevance of the organizational factor for
creating, developing and implementing technological innovations.
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person or by post. Online voting was not considered by
the ruling party as there are were no legal provisions,
prior experience or a technical system to support
voting via the internet (Krimmer et al., 2020). During
the election, special measures, such as social
distancing, disinfectants, and personal protection
equipment at polling stations, were applied to ensure
the safety of election officials and voters (James,
2020). The winner was Andrzej Duda who was elected
president to serve his second term in office.
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During a pandemic, many countries and organizations
must decide whether to postpone upcoming
elections or to hold them (Krimmer et al., 2020a). If
the decision is made to hold the election, three main
scenarios come to mind: continue using the existing
system but include measures to ensure the health of
participants; or look for alternatives among remote
voting channels which could ensure social distancing
is guaranteed either by postal voting, or internet voting.

Scenario 1: Carry on but add health
protection

The dilemma with this scenario is maintaining normal
turnout. Recommendations from the International

IDEA relate to implementing routines for
safeguarding health and safety based on the South
Korean experience (see IDEA, 2020). Measures taken
range from ensuring social distancing or deploying
hand sanitizer, to allocating specialized teams to deal
with vulnerable groups or asking voters to bring
their own pen along when voting (see Electoral
Commission Queensland, 2020). Although this option
is less challenging for electoral administrations, it
carries two important risks:

o The election could increase the number of
infections in the population by fostering social
interaction in closed environments.



e Turnout will decrease. This problem particularly
affects vulnerable groups (older voters in the case
of COVID-19) and may unbalance the results.

Scenario 2: Postal voting

A shift to postal voting would decrease the risks of
voters and election administrators becoming infected,
but it might expose postal workers to additional risk,
given the increased workload which an all-postal
election would bring. This scenario relies on the
assumptions that the postal services would function
normally during a pandemic, ballots would reach
voters abroad, and voters could trust the postal
services in their home country and abroad.
Implementation of this scenario would require
changes to the legal framework and a thorough
assessment of the postal service's capacity to cope
with such a task. It would take time: some countries
have had legal debates for 30 years (Austria), or taken
30 years to implement it and still considered it under
development (Switzerland). As postal voting occurs in
an uncontrolled environment, vote-buying and voter
coercion may occur. There are instruments that help
to mitigate these risks, such as a witness signature
requirement (Finland; Wisconsin, USA), although this
might be less attractive during a pandemic, due to
the health risks it might impose on witnesses. The
administration of postal voting would require
employee training and providing additional resources.
The challenges for implementation would include the
availability of up-to-date databases with voters’ postal
addresses, the risk of errors being produced in the
postal voting materials (Austria, see OSCE/ODIHR,
2017), theft of voting materials (disenfranchisement),
and postal ballots arriving late on return to polling
stations. Little research exists regarding the costs for
administration of postal elections, but some countries
report all-postal elections were more expensive than
conventional ones (UK, see House of Commons, 2004).

Scenario 3: Internet voting

Our third scenario would be to hold the election using a
remote voting channel via the internet. Remote
electronic voting was first implemented during the
1990s (Gibson et al., 2016). While it promised a great
future, so far it has generally been restricted to private
associations. Next to limited use in some countries (for
example Canada, Australia, Switzerland, Norway), just
one country stands out—Estonia—where it is included
as a viable voting channel in all elections. Internet
voting shares problems common to postal voting,
including voter coercion and vote buying (Krimmer &
Volkamer, 2005). However, in the Estonian setup it does
offer one mitigating strategy: allowing voters to vote
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electronically as often as they wish during an extended
period of voting ahead of the election day, with only
the last vote counting (Vinkel & Krimmer, 2016).

Internet voting also solves the issues with postal
delivery, as digital transactions automatically provide
confirmations of receiving a vote. While procurement
for IT projects is always complex and there is the risk of
failure, running internet voting seems to have a lower
cost base compared to other voting channels (Krimmer
et al. 2020). We should not neglect one significant
challenge—internet voting cannot be easily integrated
into existing legislation, as legislation is often
prescriptive, with paper-based procedures in mind. In
addution, legislation changing lesgislation can be a
slow process—alongside the time required for drafting
and editing, (political) agreements need to be reached.
When drafting the legal text for electronic elections,
there is also an issue of what to do about the
technology: draft a technology-neutral text or refine
the text once the technical system has been selected
(OSCE/ODIHR, 2013). Last, but not least, in line with the
Venice Commission’s recommendations, any changes
to electoral frameworks should be concluded at least
12 months before the intended election day (Venice
Commission, 2002).

Ways forward

COVID-19 placed elections between a rock and a hard
place: there is no easy ‘quick fix’ to deal with this
challenge.

The good?

The fastest way to deal with electoral management has
proven to be establishing hygienic measures to avoid
breaking with established electoral routines and
consequently running elections as normally as possible.
This option may be good for electoral administration in
the short term, but would require providing additional
measures and facing uncertain impacts.

The bad?

Introducing postal voting would require wider
resources and very swift revision of electoral
legislation, as well as transforming the administrative
processes for organizing elections. Even if being a bad
option in the short term, in a slightly wider timespan,
it may prove to be a suitable option to keep electoral
systems working and functional, even if we take the
limitations postal voting involves into account.

The ugly?

Creating an internet based remote voting system is
clearly an ugly, and infeasible, option in the short
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term but it does represent a good system for
consideration for a long-lasting solution. It is safe
for participants and mitigates the effects of low
voter turnout, but requires adaptations to electoral
law and administration and, especially, developing
secure and reliable systems. These elements mean
that e-systems cannot proved a rapid response;
however, they do provide solutions for future crisis
management. Nevertheless, in order to adopt either
of the two remote voting channels under
consideration here, many countries would not need
to start from scratch, since discussions, trials and
developments in both postal and internet voting
have already taken place.
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The global Covid-19 crisis, unlike the financial crisis of
2008, is not leading to cutbacks and austerity. Instead,
many governments are providing financial support to
both individuals and businesses, while assistance is
also being given to the banking sector (PwC, 2020).
Therefore the academic research on austerity and
decline (Bracci et al., 2015), developed with regard to
the financial crisis, seems only marginally relevant.
However, taking a closer look, it may provide some
useful insights to this crisis in relation to the
accountability issues that are being raised. These new,
extraordinary circumstances require better

accountability and, in the same vein, better accounting
systems. Under austerity, accruals accounting has been
promoted in the name of transparency, rigour and
prudent financial management (Bracci et al, 2015),
despite considerable criticism raised due to their
private sector origins in NPM-inspired reforms.

The 2008 financial crisis triggered the development
of the EPSAS (European Public Sector Accounting
Standards) project. A project started in 2013 and still
has a rather vague completion plan. The question
that we want to pose with this debate paper is ‘what
are we waiting for?’ After the financial crisis, the

*The authors are co-chairs of EGPA Permanent Study Group XII: Public Sector Financial Management.
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Electoral events in Russia during the COVID-19
pandemic: remote electronic voting, outdoor
voting and other innovations

luliia Krivonosova
1. Introduction

An all-Russia vote on the question of approving changes to the Constitution (hereinafter ‘the
all-Russia vote’) took place on 1 July 2020, following substantial delays and changes in
procedures due to the COVID-19 pandemic. On 25 March 2020 the President of Russia
decreed a postponement (Ukaz Prezidenta RF ot 25.03.2020 N 205), the all-Russia vote
having originally been scheduled for 22 April 2020 (Ukaz Prezidenta RF ot 17.03.2020 No.
188). Prior to the July date being set (Ukaz Prezidenta RF ot 01.06.2020 No. 354), on 3
April 2020 the Central Electoral Commission (CEC) announced that the all-Russia vote
would be indefinitely postponed.

The all-Russia vote concerns an amendment to the 1993 Constitution of the Russian
Federation. This amendment proposed 206 changes to 46 articles of the Constitution
(Kommersant 2020c). All those changes are considered together, as a package, and therefore
the changes are referred to as one amendment. The proposed changes vary from establishing
that a marriage could be a union only between a man and woman, to major institutional
changes including the maximum term of the Russian presidency, which would allow both
current and previous Presidents to stay two more terms in power.

This case study shows how a hybrid regime (as defined by The Global State of Democracy
Indices, International IDEA n.d.) has held and postponed different levels of elections amid
the pandemic (overall, more than 10,000 individual electoral events), and has managed to
adapt the international recommendations on holding elections during the pandemic to its
own political needs. The case study proceeds as follows: it starts with the legal framework,
followed by a section on election administration, then it moves to the measures taken to
deliver this voting amid the COVID-19 pandemic and their impact (on both COVID-19
and electoral integrity); the final part focuses on how the practices trialled in the all-Russia
vote have since become institutionalized.
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2. Legal provisions for the 1 July all-Russia vote

On 14 February 2020, the President issued a Presidential Order to the appropriate public
bodies—albeit these are not comprehensively defined in the relevant law—to start preparing
for conduct of an ‘all-Russia vote on the question of approval of the changes to the
Constitution” (Rasporjazhenie Prezidenta Rossijskoj Federacii ot 14.02.2020 No. 32-rp).
‘All-Russia vote’ is a new and unique legal concept for Russia, which has not been used
previously and has not been defined by existing legal acts. The term therefore does not
straightforwardly identify a type of contest which takes place across the whole of Russia, as
opposed to some of the country—as the term might imply. Rather, ‘All Russia voting’ was
introduced by Vladimir Putin in the aforementioned Presidential Order (Ukaz Prezidenta RF
ot 17.03.2020 No. 188) with the aim of differentiating it from an election or a referendum.
Unlike an election or a referendum, this new form of voting does not have a turnout
threshold, can be called by the President, and asks voters to vote on all changes as a package.
Moreover, campaigning and conduct of voting are regulated differently: not by a federal law,
but by procedures established by the CEC (CEC 2020a). These procedures do not envision
any campaigning at all, only provision of information to voters by election management
bodies (EMBs).

On 14 March 2020, the President signed the Law on the amendment to the Constitution
(Zakon RF o popravke k Konstitucii RF ot 14.03.2020 No. 1-FKZ). Article 2 of this Law
established the additional procedure that after it is passed, the Constitutional Court should
provide an opinion on the constitutionality of the proposed changes. If the opinion is
positive, an all-Russia vote should be organized. If the opinion is negative, voting does not
take place and the constitutional amendment is not introduced. Law N1-®K3 places the
power of calling an all-Russia vote with the President, who also defines the date of voting,
and moreover makes the day of polling a paid holiday—which has not been a norm for
electoral events previously. The Law establishes a threshold for approval, namely at least 50
per cent of ballots cast.

Even before the spread of the pandemic in Russia, experts doubted the necessity of the all-
Russia vote given that legally, the approval of the population was not required for
introducing changes to the Constitution. Therefore, the electoral event served solely a
legitimatizing purpose (Andreychuk 2020). Experts also doubted the necessity of holding the
all-Russia vote in the form proposed: voters should be able to vote on each individual
proposed change to the Constitution, not on all of them together as a package.

On 16 March 2020, the Constitutional Court issued a positive opinion about the
constitutionality of the proposed changes (Zakljuchenie KS RF ot 16.03.2020). The Court
clarified that ‘all-Russia vote” has a special legal nature and, although according to the current
legal regulation it is not required in order to make such a constitutional amendment, the
President had the right to establish this new instrument with the aim of the constitutional
legitimation of the proposed measures.

2.1. Rescheduling; variegated polling

On 17 March 2020, the President of Russia issued a decree setting the voting day for the all-
Russia vote as 22 April 2020 (Ukaz Prezidenta RF ot 17.03.2020 No. 188). Subsequently
the CEC set the procedures for the conduct of voting (CEC 2020a). This regulation

introduced:

* the option of advance voting, including voting outside polling stations. Advance
voting could be offered during three- to seven-day periods, with the length of an
advance voting period determined by regional EMBs;
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* voting outside polling stations, in outdoor public spaces, to be conducted by at least
two EMB members. EMBs to provide at least two observers with an opportunity to
reach the voting venue; in their presence, voting could be organized by just one EMB
member;

e an EMB registers all voters in the list of voters and uses a separate ballot box for
advance ballots than those to be used on the day of polling;

* sanitary requirements for both voters and members of EMBs; and

* continuation of the ‘Mobile voter’ instrument whereby voters could apply to vote (in
person, on election day) at a polling station other than where they were registered to
do so.

These measures were reportedly introduced with the aim of ensuring social distancing
between voters, in order to reduce the risks of COVID-19 transmission.

On 25 March 2020, the President issued a new decree introducing changes to the previous
decree regarding the polling date (Ukaz Prezidenta RF ot 25.03.2020 No. 205); this
established that a new date for the all-Russia vote would be set by a further presidential
decree. Therefore, the changes to the conduct of the all-Russia vote (outlined above) were
made five days before the formal announcement on postponement. On the proposal of the
Head of the CEC, the President then established (on 1 June) a new date: 1 July 2020 (Ukaz
Prezidenta RF ot 01.06.2020 No. 354). (A chronology of the key events is provided in the
Annex A, Table 2.)

On 23 May 2020, the President signed Federal Law No. 154 introducing the option of
postal voting and remote electronic voting at all levels of elections, as well as the option of
voting outside the polling station, in outdoor public spaces (these have included playgrounds,
car parks and the like), and electronic collection of signatures for nomination of candidates at
regional elections (Federal'nyj zakon ot 23.05.2020 No. 154-FZ).

The hectic pace of organization for the all-Russia voting resulted in a few legal issues.
Some legal acts were introduced shortly before the voting day, making their implementation
challenging. For instance, 30 hours before the start of advance voting, the CEC passed a
decision that all polling stations should work full hours during advance voting, from 08:00 to
20:00, even though the regional electoral commissions had previously decided to work
shorter hours (Golos 2020a).

Additional measures introduced by the CEC on 2 June 2020 (Postanovlenie CIK Rossii ot
02.06.2020 No. 250/1840-7) included extended home voting (meaning that an EMB official
visited voters at their residence). The Head of the CEC reported that home voting would be
contactless, without direct interaction with voters. Contactless voting is performed in the
following way: the electoral commission visits a voter at her/his location, knocks on their
door, leaves a ballot and a ballot box in front of the door and stays away from the door at two
metres” distance, until a voter returns a filled ballot.

Meanwhile, voting at the local level was still being conducted in the normal fashion
despite the development of the COVID-19 pandemic: seven federal subjects of the Russian
Federation held local elections and referendums on 22 March 2020 (27 electoral events in
total). Between 21 and 57 per cent of eligible voters participated in these subnational
electoral events.

2.2. Other electoral events postponed

On 3 April 2020 (i.e. after the decree postponing the all-Russia vote) the CEC decided to
postpone elections and voting at all levels, affecting 46 elections in April, 32 in May and 24
in June (Postanovlenie CIK Rossii ot 03.04.2020 No. 246/1820-7). Due to the COVID-19
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situation, some of those elections had already been called off by regional and local EMBs
(including seven more electoral events scheduled for 29 March 2020); the CEC by their
decision approved these postponements retrospectively. Some electoral events were
rescheduled to 13 September 2020.

Later, the CEC reported that 94 electoral events in total planned for the period between 5
April and 21 July 2020 were affected by this decision (RIA 2020). Three electoral events
nevertheless took place in two federal subjects, the Chechen Republic of Ichkeria and Pskov
region on 12 July. Between then and 30 August no elections were held or planned. A
nationwide day of voting, involving 8,970 electoral events (Golos 2020b) remained on

schedule for 13 September 2020.

3. Election administration

3.1. Campaigning and voter education

As per the procedures for the conduct of the all-Russia vote, campaigning was not envisioned
at all: the CEC regulation (CEC 2020a) only established the process of providing voter
information and delegated this responsibility to EMBs and the media. Campaigning was
neither explicitly allowed or disallowed, but unlike in an ordinary election or referendum,
there was neither allocation of free airtime nor advertising spaces, nor the opportunity to
purchase it.

The CEC published information on the proposed changes to the Constitution and
explained when and where to vote at the dedicated web portal. The CEC in cooperation with
the Association of Volunteer Centres undertook a project entitled the “Volunteers of the
Constitution” from February, whose participants later performed a significant role in
informing voters about the all-Russia vote via face-to-face communication (with the usage of
personal protective equipment). Over 100,000 volunteers took part, staffing 3,000
information points nationwide that operated on the day of polling and for several weeks
beforehand. As with previous electoral events, social media (especially Instagram) played a
significant role in ‘unofficial’ campaigning: celebrities campaigned in favour of the changes to
the Constitution, drawing accusations that such activity had been organized and paid for
(Znak 2020b). A ban on political campaigning is usually in force from the day before
election day in Russia, but was absent in this case.

According to a report by the election watchdog Golos (Golos 2020a), voter education as
performed by the CEC and the media was frequently skewed towards covering the cultural
and social changes proposed to the Constitution, rather than the political ones. Golos also
claimed that the CEC had openly taken a side instead of providing voters with unbiased
information or the arguments both for and against the changes. The CEC had earlier
removed messages (in favour) from its website, in response to a complaint filed by the ‘No’
campaign, a movement formed by opposition parliamentarians in January 2020 which had
undertaken voter education and disseminated commentaries from lawyers. The ‘No’
campaign’s monitoring activities also identified biased messages on the official website for
online voting.

The ‘No’ campaign’s own webpage had been blocked by the Federal Service for
Supervision of Communications, Information Technology and Mass Media (Roskomnadzor)
since March 2020. After the day of polling, this movement switched to collecting signatures
to file a court case challenging the all-Russia vote results. The No’ movement had
encouraged voter participation, persuaded that a higher turnout would operate to their
benefit; opinion polls conducted by the Levada Center (Levada 2020) had suggested that
among those who did not plan to vote, 58 per cent were against the amendment to the
Constitution, while among those who planned to vote, 55 per cent were in favour. The
Communist party also called for voters to vote against the amendment. However, the
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opposition was split on this, given that Alexey Navalny and the opposition “Yabloko party
favoured a strategy of non-participation in the vote (Znak 2020a).

3.2. Inter-agency collaboration

The COVID-19 pandemic brought the Federal Service for Surveillance on Consumer Rights
Protection and Human Wellbeing (Rospotrebnadzor) into the voting process for the first
time. This public body has become one of the key actors in fighting COVID-19 in Russia.
Rospotrebnadzor issues regulations regarding testing and quarantining, and provides
recommendations to the regions on imposing or lifting restrictions. Together with the CEC,
it developed recommendations on conduct of voting during the pandemic (for voters, media
representatives and observers), particularly advising on voting in the open air and
temperature checks for voters at polling station entrances. Temperature checks were
performed by poll workers with the help of thermal scanners. Voters with a high temperature
were supposed to vote contactlessly, in a separate room (RBC 2020).

3.3. Pre-electoral COVID-19 testing for EMB staff

Initially, the CEC planned to test all poll workers across Russia for COVID-19, in
accordance with recommendations issued by Rospotrebnadzor (Kommersant 2020d). Later,
the CEC delegated the decision on the necessity of testing to the regions, on grounds that the
spread of COVID-19 varies between regions. In the event, all poll workers and EMB staff
were tested in only eight of 85 federal subjects. Election administrators from the roster
replaced those diagnosed as being COVID-19 positive (CEC 2020b).

At the beginning of June, some poll workers from all around Russia started a petition
against working in the all-Russia vote during the COVID-19 pandemic. However, support
for a boycott was negligible: by the day of polling only 533 of around 1.2 million active poll
workers signed the petition.

4. Voting arrangements for the 1 July all-Russia vote

4.1. Procedures at polling stations

Advance voting was available from 25 to 30 June 2020. On 1 July all polling stations were
open from 08:00 to 20:00 (although with breaks—see below). As for the safety measures
against the spread of COVID-19, the CEC presented a significantly new model of polling

station:

e entrances and exits should be separated, to avoid bottlenecks; voters’ temperatures to
be checked before entry, before providing each voter with a mask, gloves, and a pen;

¢ a disinfectant mat to be placed at entrances; inside, floor markings indicating the safe
distance between voters and poll workers;

e all poll workers obliged to wear personal protective equipment and regularly change it
during the working day;

* maximum capacity of polling stations established as just 8-12 voters per hour, for
social distancing; furthermore

e every polling station to close for 10 minutes every hour, for the purpose of
sanitization.

The last measure raised significant concerns among election observers, who would not be
able to observe proceedings during these 10-minute periods.
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4.2. Voting from abroad

Despite the COVID-19 pandemic, Russia opened 254 polling stations in 144 countries.
These polling stations were mostly located at embassies and consulates, but also at military
bases, Russian cultural centres, and even at nuclear power plants in Belarus and Iran. In the
2018 Presidential elections, 400 polling stations were opened in 145 countries—in respect of
provision, then, Russia was doing relatively well in the pandemic context. Some of those
polling stations were open not only on the election day, but also during the period of
advance voting (25-30 June 2020). At these polling stations, 146,788 voters cast a ballot.

4.3. Remote electronic voting

The all-Russia vote is the second time that remote electronic voting has been used in Russia.
Remote electronic voting means voting over the Internet in an uncontrolled environment,
from any location. The first trial of Internet voting in legally binding elections happened in
the 2019 Moscow City Duma elections. For the all-Russia vote, the experiment was extended
to Moscow and the Nizhny Novgorod region (Table 1). The number of eligible voters in
those two federal subjects (over 10 million voters) makes this trial one of the largest trials
with Internet voting in the world.

The Internet voting system (IVS) has been developed by the Moscow Department of
Information Technology. It works on a private blockchain platform, Exonum. Internet
voting was available only during the period of advance voting, 25-30 June 2020. For
Internet voters registered in Moscow, the facility was available from 10:00 on 25 June 2020;
for those registered in Nizhny Novgorod region—it was available from 14:00. Internet
voting finished in both regions at 20:00 on 30 June 2020. On 1 July itself, then, Internet
voting was not possible. To vote online or on paper was a voluntary choice. However,
multiple instances of coercion to vote electronically were reported to the media (Meduza
2020a), as well as to the CEC.

Residents of Moscow and Nizhny Novgorod region participated in Internet voting upon
application. According to the CEC, of around one million voters who applied for Internet
voting, 93 per cent cast an e-ballot. Unlike in the 2019 trial, the IVS was not organized at
the e-government portal, but at a purpose-built web portal, 20200g.ru. The IVS was device-
independent: a voter could cast a vote from any personal computing device (laptops, tablets
and desktops, as well as smartphones). To cast a vote electronically, an individual needed to
conduct two-step voter identification. It included, first, authentication at the web portal
20200g.ru, and second, identity confirmation by SMS verification. Once an Internet vote
has been cast there is no option of re-voting, neither electronically, nor on paper on the
election day. Furthermore, voters did not have an opportunity to verify their votes.

4.4. Postal voting

Despite Federal Law No. 154’s (Federal'nyj zakon ot 23.05.2020 No. 154-FZ) having
introduced the option of postal voting and remote electronic voting at all levels of elections,
the CEC decided not to provide postal voting in the all-Russia vote on the ground that this
voting channel is outmoded, especially in comparison with the abovementioned 'Mobile
voter' instrument (Gazeta 2020). It is up to the CEC to decide whether postal and/or remote
electronic voting will be provided in any given election.

4.5. 'Mobile voter'

This instrument, allowing any voter to apply for voting at another polling station than where
they are registered, had been already available in Russia for a couple of electoral cycles.
Applications had been submitted in advance, by 21 June 2020, either in person or digitally.
In the application, a voter indicates at what particular polling station he or she wishes to vote
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on the day of polling. Approximately 3.75 million voters (3,767,293, or 3.45 per cent) out of
a total electorate of 109 million (109,190,337) applied for this option (Table 1).

4.6. Home voting

The option of home voting has been available to voters in Russia before. However, the all-
Russia vote was the first occasion when voters could apply without having to give a reason for
doing so. Previously home voting was available only on election day. This time, voters could
vote from home during six days of advance voting and, furthermore, in an uncontrolled
environment—another first under the new regulation (Tablel). Previously, the members of
the electoral commission would enter the premises and observe the home voting process. In
the all-Russia vote, for safety reasons, the electoral commission stayed outside the premises of
a voter, in order to guarantee contactless voting.

Table 1. Applications for special voting channels

Voting channel Nature of the voting Number of applications
channel
Remote electronic voting Remote Applied: 1,215,926 (incl. 1,075,488 in Moscow, 140,438 in Nizhny
(available only in two Uncontrolled environment  Novgorod region)
federal subjects) Granted: 1,190,726 (1,051,155 or 97.74% in Moscow; 139,571 or

99.38% in Nizhny Novgorod region)

‘Mobile Voter' Not remote 3,767,293*
Controlled environment

Home voting Remote 4,425,904
Uncontrolled environment

Source: Central Election Commission.

* The official figure as reported by the CEC on 23 June 2020, <http://www.cikrf.ru/news/cec/46634/>, accessed
27 October 2020.

** Available official figure as reported by the CEC on 24 June 2020, i.e. before applications deadline of 17:00 on
1 July 2020, and not fully reflective of the final number of applications, <http://www.cikrf.ru/news/cec/46647/>,
accessed 27 October 2020.

5. Impact of voting arrangements on COVID-19 and on integrity of the
all-Russia vote

On 3 July 2020, the CEC announced the final voting results: of 74,114,217 votes cast (a
turnout of 68 per cent), 77.9 per cent were in favour of the constitutional amendment.
Voting patterns displayed significant change:

* an exceptionally high share of voters cast their ballot in advance of the day of polling
—overall, around 80 per cent of the turnout; however, the distribution between
regions varied significantly (Golos 2020a); and
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* asignificant share of the electorate (5.2 per cent) applied to vote from home, either
electronically or on paper (1,215,926 and 4,425,904 applications
respectively). Approximately 7.6 per cent of the voter turnout.

However, when the CEC organized an opinion poll on social media after the close, asking
if voters would find it convenient to be able to vote over more than one day, more than 90
per cent of 1,000 respondents on Twitter and more than 90 per cent of 15,500 respondents
on the Russian social network Vkontakte answered ‘No’ (Znak 2020c). On the face of it,
voters should find the opportunity to vote on more than one day convenient: this measure
increases their chances to find a convenient time to vote. Hence, when voters explicitly state
that they do not find that opportunity convenient they might have considerations other than
convenience in mind. One such reason could be a lack of trust in the EMB and in its true
motivations for making special voting channels available.

Historically, home voting and advance voting have been criticized by independent experts
and even by the CEC in Russia (Andreychuk 2020). There is consistently a discrepancy
between the electoral results obtained in ordinary polling stations on election days, and those
obtained via home and advance voting (as was reported once again in the September 2020
elections). It is more difficult to organize election observation during home and advance
voting—which results in even greater lack of transparency than during ordinary voting—and
so on this argument, the discrepancy in results is frequently attributed to electoral fraud. The
‘Mobile voter’ instrument has been criticized for the risk of double voting since its
introduction (Barabanov, Pushkarskaja and Gorjashko 2020). After the all-Russia vote, the
CEC announced a check against double voting on a control group of 23,000 voters (Glikin
2020), but the results of it have not yet been reported. Every instance of double voting will
result in a fine imposed on a voter (RUB 30,000), and disciplinary action against members of
the respective EMB.

At the end of July, the Levada Center organized a (phone) opinion poll on participation in
the all-Russia vote (Levada 2020). According to the opinion poll results, the turnout might
have been lower than reported by the CEC. Further, only 60 per cent of respondents
reported voting in favour of the amendment, 26 per cent voted against it, and 14 per cent
did not reveal their choice. This distribution differs significantly from the one reported by
the CEC. The opinion poll also provided the sociological profile of voters who participated
in the all-Russia vote: the highest participation rates were among women, over 55 years old,
with higher education. This contradicts the expectations that people from the older age
groups would be disproportionately deterred from voting due to a higher risk from
COVID-19. In the previous national elections—the 2018 Presidential election—
participation rates were similar among all age groups (WCIOM 2018). The high
participation rate among older age groups could perhaps be explained by the COVID-19
measures and the opportunity to vote in uncontrolled environments (at home, at the mobile
polling stations, or at work). The opinion poll emphasizes the high share of respondents who
did so (21 per cent), especially among the retired (35 per cent).

The independent election watchdog Golos reported multiple instances of election
misconduct: voter impersonation, voter coercion by employers, denial of voting for those
quarantining at home (due to the lack of personal protective equipment at the disposal of
local EMBs), and ballot box stuffing detected thanks to video monitoring. In rare instances,
the results of the all-Russia vote at such polling stations were cancelled. However, these
decisions did not have any consequences for the overall results of the all-Russia vote; the
results were established without re-running the vote in those areas where the results were
cancelled (Golos 2020c¢).

Regarding Internet voting, its organizers stated that IVS is not entirely a ‘black box’, as it
was in the 2019 trial, but a ‘black and white box’ (Kommersant 2020a), meaning that while
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some aspects of IVS are available for observation, some other aspects are still not transparent
and not comprehensible to voters. Besides, the CEC received a number of complaints
(particularly from public sector employees) regarding coercion to register for IVS.
Furthermore, the media reported that the personal data of Internet voters (passport
information) were available and open to public access (Meduza 2020b). The 2019 trial with
Internet voting had also experienced leakage of voters’ personal data.

In the absence of the centralized monitoring of the spread of COVID-19 among poll
workers, we need to refer to individual reports. According to independent election watchdog
Golos reports, at two polling stations in Saint Petersburg one member per each electoral
commission was diagnosed COVID-19 positive during the period of advance voting. As a
result, two other members of the same commission refused to work any longer. In Omsk,
Altai and Stavropol regions, where all poll workers were obliged to undergo testing, EMB
members tested positive (17, 13 and 50 of them, respectively) before the start of the voting
(Taiga.info 2020). At one polling station in Moscow, the local head of the EMB was
diagnosed with COVID-19 but kept working (Kataev 2020).

Regarding the spread of COVID-19 among the population, by 1 July new daily confirmed
cases in Russia had peaked (on 12 May 2020) and had since been decreasing. As of
September 2020, it had continued to do so. The occasional spikes were explained by
reporting specifics. However, the number of daily confirmed new cases was 1.19 times higher
on 1 July than on the originally planned day of polling, 22 April (see Table 2). There are no
public reports of voters having been infected with COVID-19 in the all-Russia vote.

At first glance, the mitigation measures taken seem to have followed the recommendations
of major international organizations, and those of academia (Wolf and Kalandadze 2020;
James and Alihodzic 2020; Krimmer, Duenas-Cid and Krivonosova 2020): ensure social
distancing at the polling stations, prolong the voting period, and provide options for remote
voting. Indeed, Russia had all of this. However, the way these actions implemented imposed
a significant threat to the integrity of the all-Russia vote, trust in which had already been low.
Furthermore, it goes against the principle of electoral law stability: that new laws should not
be introduced earlier than one year before election day. According to the independent
election watchdog Golos, the all-Russia vote failed to meet over 30 international norms and
recommendations on the conduct of voting (Golos 2020d).

6. Effects on the 13 September 2020 subnational elections

Some of the practices trialled in the all-Russia vote have been already institutionalized into
law for future electoral events. On 31 July 2020, the President signed Federal Law No. 267
(Federal'nyj zakon ot 31.07.2020 No. 267-FZ) introducing the option of three-day voting at
all levels of elections, particularly specifying that voting could be organized in outdoor public
spaces. Legally, this new instrument abolishes the practice of advance voting, while in
practice, it extends the eligibility to participate in advance voting to all voters (which was
previously only available for those with good reasons). Some experts believe that the
extension of the election day to three days might make voter coercion easier, especially in
regards to forced voting at work: in Russia, election days are on a Sunday, so that a three-day
election day would guarantee that voting happens during a working day as well (Lyubarev
2020).

On the nationwide voting day on 13 September 2020, voters cast a ballot at national (by-
election to the State Duma), regional (regional dumas and gubernatorial elections) and local
elections. These elections took place according to the new rules: voting lasted three days,
with advance voting taking place on 11 and 12 September 2020. This created some
challenges to election administrators: most of the polling stations were situated in schools,
where both 11 and 12 September were studying days. The Ministry of Education did not
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have a central strategy for addressing this issue, so every region reacted differently. Some
established these days as a holiday for pupils, some organized classes outdoors, while others
again conducted both activities simultaneously, teaching pupils and conducting elections
(Kommersant 2020b). The IVS has been used in these elections as well. Polling places
functioned in line with the same measures against the spread of COVID-19 as had been
established by the CEC for the all-Russia vote.
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Annex A

Table 2. Chronology of key electoral events during the COVID-19 pandemic in Russia, 2020

Daily confirmed

new cases of
COVID-19

14 Presidential Order to public bodies initiating preparation for conduct of an ‘all-Russia vote 0
February on the question of approval of the changes to the Constitution’ (hereinafter the ‘all-Russia
vote’)
14 March President signs the Law on the amendment to the Constitution 15
16 March Constitutional Court provides a positive Internet opinion on constitutionality of proposed 4
changes to the Constitution
17 March Presidential decree sets the voting day for the all-Russia vote as 22 April 2020 30
20 March The CEC sets the procedures for the conduct of the all-Russia vote, introducing advance 52
voting, voting outside polling stations, requirements of the sanitary measures for both
voters and members of EMBs, and the continuation of the usage of the ‘Mobile voter’
instrument
22 March Seven federal subjects hold local elections and referendums (27 electoral events in total) 53
25 March Presidential decree postpones the all-Russia vote 57
3 April The CEC postpones elections at all levels during April-July 2020 771
22 April Originally scheduled date of the all-Russia vote 5,642
23 May President signs Federal Law No. 154 introducing the option of postal voting and remote 8,894
electronic voting at all levels of elections, as well as the option of voting outside the polling
station in outdoor public spaces, and of electronic signature collection for nomination of
candidates at regional elections
1June President establishes a new date for the all-Russia vote: 1 July 2020 9,268
Undefined Pre-vote COVID-19 testing for members of EMBs
25-30 Advance voting for the all-Russia vote (including voting from abroad); Internet voting for the = 7,176-6,719
June all-Russia vote in two federal subjects (Moscow and Nizhny Novgorod region)
1 July Rescheduled date for the all-Russia vote (held as planned) 6,693
3 July The CEC announces the final electoral results 6,760
12 July Three electoral events take place in two federal subjects, the Chechen Republic of Ichkeria 6,611
and Pskov region
24-25 July Levada Center organizes a phone opinion poll on participation in the all-Russia vote 5,848-5,811
31)uly President signs Federal Law No. 267 introducing the option of three-day voting at all levels 5,509
of elections, and specifying that voting can be organized in outdoor public spaces
30 August By-election scheduled in one federal unit
11-12 Advance voting for the nationwide voting day, for which 8,970 electoral events are
September  scheduled
13 Nationwide voting day, 8,970 scheduled electoral events
September

Source: [COVID-19 datal: Ritchie, H. et al., ‘Coronavirus Pandemic (COVID-19)—the data’, <hteps://
ourworldindata.org/coronavirus-data?country=~RUS>, accessed 2 October 2020.
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[bookmark: _Toc79442364]This thesis deals with the usage of digital technology in elections for the benefit of election administration. It focuses on a particular digital technology, Internet voting, and on two aspects of its usage: how election administrators implement Internet voting and how implementation of Internet voting affects election administration. These two issues are interlinked, as the way Internet voting is implemented leads to particular consequences for election administration. This thesis traces the outcomes of choices made during the implementation process. In this way, this thesis approaches elections and Internet voting from a public administration perspective, which is not so common for both research objects. The geographic scope of this thesis includes Estonia, the Åland Islands and Russia.  

Digital technology is at the core of this thesis; however, the focus is on the intersection of digital technology and election administration, not technology per se. Therefore, the starting point of this thesis is the concept of election administration. For the definition of election administration, one can refer to James, who describes it as “the administrative procedure used for casting ballots and compiling the electoral register” (James, 2012, p. 3). According to Hall, election administration is about rules, procedures and their implementation. (Hall, 2017). Other scholars add elements to the definition of election administration, saying that people, processes and technology should be considered together (Alvarez et al., 2021; Montjoy, 2008a). Only in this way can elections be studied holistically (Mozaffar & Schedler, 2002). This brings into focus the people running elections, commonly known as election administrators,[footnoteRef:1] who “control and manage the election process” (Alvarez & Hall, 2006, p. 492), including the usage of technology. Whenever this thesis needs to emphasize the human agency, it uses the term “election administrator”. In other cases, the term “election administration” is used. [1:  Such terms as election officer, election official, election administration official, polling official, or poll worker frequently substitute this term (see Alvarez & Hall, 2006; James, 2012)] 


Election administration, a key concept in this thesis, is a largely understudied domain of public administration, especially outside the U.S. (James, 2012). Until recently, research on public administration has rarely focused on elections, as elections were largely seen as a research topic for political science (James, 2013; Montjoy, 2008b). Among other reasons for elections being understudied in the discipline of public administration, scholars name “uncertainty over how the knowledge of public administration might apply” (Ejalonibu, 2019, p. 22). This thesis looks at the usage of digital technology in elections through the prism of the public administration theories and concepts and demonstrates how they may apply to the broader study of elections. 

Even though digital technology is less widespread in election administration in comparison to other fields of public administration (Damschroder, 2013), currently, hardly any elections are conducted without digital technology (Haque & Carroll, 2020; Krimmer, 2012). This has inspired researchers to refer to “the era of cyber elections” (Garnett & James, 2020, p. 5), “e-electoral administration” and the “e-electoral process” (Xenakis & Macintosh, 2005a, p. 191), in which new ways of campaigning, election information exchange and conduct of elections are flourishing. Thus, “the evolving role of technology” becomes one of the current challenges of election administration (Hale et al., 2015, p. 143). In the context of the COVID-19 pandemic, the demand for digital technology in elections has grown even more (Krimmer & Duenas-Cid, 2020). Therefore, the rich data on the usage of digital technology in election administration can provide new evidence supporting or rejecting established theories on the usage of digital technology in public administration.  

The second key concept of this thesis is technology. “Technology” is a broad term: 
a pen or pencil can be considered technology (Bertrand et al. 2007, as cited in James 2012). The wide choice of digital technologies in combination with limited resources and windows of opportunity force decision makers to face “the chicken or egg problem” of digitalization of public service delivery: they confront the difficult decision of what to digitalize first. 

There are generally two venues for digital technology in public administration: 
the back office and the front office of public service delivery. In the back office, the usage of digital technology for supporting administrative processes is conceptualized. In the front office, the usage of digital technology in interactions with citizens receiving a 
public service is understood. The front office and back office are closely interrelated: 
a non-digitalized back office can negatively affect the efficiency of front-office digitalization, and vice versa. 

When we apply these phenomena to the field of election administration, we see that the process of voting in elections largely continues to be performed in a conservative way: in many contexts, voters cast their ballots in the same way as they have for decades.[footnoteRef:2] Currently, most digital technologies are introduced to the back office of elections to support the administrative activities of the electoral process, like registering voters and candidates or reporting on party finances (ICTs in Elections Database | International IDEA, n.d.). Ballot casting, to the contrary, mostly occurs without the involvement of digital technology. This thesis focuses on the latter––Internet voting 
as a digital technology innovating the process of ballot casting and, thus, predominantly the front office of election delivery. The first research question that this thesis addresses focuses on the implementation process of Internet voting in election administration and is formulated as follows: [2:  For instance, many countries have a fixed day of the week devoted for elections: in the UK, elections can only be held on Thursdays, while in other countries, they occur strictly on Sundays. Another example comes from Belgium, where voters vote with a red pencil.  ] 




RQ 1: How do election administrators and other actors implement Internet voting?



To answer this question, one needs to start with defining Internet voting and establishing which parts of the electoral process Internet voting digitalizes in terms of the front and back office of public service delivery (Section 3.1). In a broader sense, this part of the thesis contributes to the scholarship on approaches to digitalization of public service delivery. 

Next, the thesis moves to the specifics of the digitalization of election administration. First, unlike other electronic services (e-service), Internet voting has a clear day by which it must be delivered––election day. This can play a critical role in implementation, 
as schedule overrun is typical for Information Technology (IT) projects (Flyvbjerg & Budzier, 2013). Frequently, the election day is established by law and may be postponed only under very specific conditions, which do not include a schedule overrun of IT delivery. Second, the consequences of an IT failure  in election administration can be much harsher than in other fields of public administration: it poses “fundamental risks for the government”, given the importance of elections for democracy (Moynihan, 2004, p. 515). Even if Internet voting is only one of the many available voting channels, problems with its implementation can result in voter disenfranchisement (Xenakis & Macintosh, 2005a). Third, elections happen infrequently, which makes the maintenance of Internet voting more costly. Fourth, unlike other e-services, there is a need to control that a voter does not receive a public service delivery for an election in both forms––on paper and via the Internet, simultaneously––if the principle of “one person, one vote” is to be respected. All this emphasises the importance of the context of Internet voting implementation, which is reflected in Section 3.2 of this thesis.  

Internet voting is frequently studied from the technological angle through considering this digital technology as an artefact (Gjøsteen, 2012; Halderman & Teague, 2015; Springall et al., 2014). In that paradigm, the digital technology represents “the most visible element” as “a proxy for unmeasured administrative factors” (Stewart III, 2011, 
p. 356). The difficult task of Internet voting implementation is taken for granted: election administration is considered a “part of the faceless bureaucracy that was expected to deliver the outcomes in a machine-like way” (James, 2020, p. 215). As a result, we know that it is possible to implement such a sophisticated technology as Internet voting “without technical roadblocks” (Drechsler, 2006). However, the organizational angle of Internet voting implementation remains under-researched, despite some notable exceptions: research on the legal aspects of Internet voting (Braun, 2004; Driza Maurer, 2017, 2019; Loncke & Dumortier, 2004), including the constitutionality of Internet voting (Madise & Vinkel, 2014; Solvak & Vassil, 2016); works on actors’ perspectives about Internet voting (Drechsler, 2003; Goodman & Pyman, 2016; Goodman & Spicer, 2019); works on the implementation process (Drechsler & Madise, 2004; Madise & Maaten, 2010; Serdült et al., 2015; Wilks-Heeg, 2009); and works on comparative policy analysis of electronic voting (Mendez, 2010). The organizational angle of Internet voting implementation is important to study as problems in the process of Internet voting implementation can result in the loss of voters’ trust in elections and a lower perception of legitimacy for the government overall. In extreme circumstances, it can even provoke electoral violence (Barkan, 2013).

This thesis considers Internet voting not as an artefact but as a complex socio-technological system. Such systems, according to Leo Marx (1997) are characterised by the blurred boundary between a technology as an artefact and other components of the system. These other components are, in essence, what are necessary to implement a technology: ancillary equipment, organization, technical knowledge, trained workforce and facilitating institutional changes. As for the workforce, scholars call for considering all “main public administration actors” in order not to miss “something important about the ‘big picture’” (Pollitt, 2010, p. 48). This thesis discovers the variety of implementing actors (Section 3.3), both public and private, and through this, it contributes to public administration theories on contracting out (Lember, 2006) and the role of private actors in public service delivery (Bieri & Wenger, 2018; Dunleavy et al., 2006; Thomann et al., 2018; Ya Ni & Bretschneider, 2007). As per institutional changes, this thesis presents its findings in regard to regulations on Internet voting implementation. In particular, 
the thesis focuses on how the regulations affect the implementation timeline (Section 3.4), and thus contributes to a broader discussion on difficulties in implementing digital technology on time in public administration due to “considerable transaction costs” (Lember et al., 2018, p. 20). 





Focusing on the implementation of Internet voting gives rise to a second research question on the impact of Internet voting:

 

RQ 2:  How do the choices made during the Internet voting implementation process affect election administration?



This thesis focuses on the impact of Internet voting on election administration, rather than on voters, in order to address the following research gap: while the impact of Internet voting on voters is relatively well studied (Germann & Serdült, 2017; Goodman & Stokes, 2018; Vassil et al., 2016), the impact of Internet voting on election administration largely remains overlooked (Goodman & Spicer, 2019). The research on the impact of digital technology implementation on election administration is characterised by competing theoretical assumptions and a lack of empirical evidence in support of them. 

For instance, there is a contradiction in estimating the impact of digital technology on the complexity of election delivery (Section 4.1.1). On one hand, even without digital technology, “elections are complex systems” (Montjoy, 2008a, p. 785). On the other hand, the introduction of digital technology and Internet voting, in particular, adds a new layer of complexity, as in most cases, it is introduced as an additional voting channel to complement the conventional voting channels. This supports universal suffrage, as voters who are not tech savvy or who do not trust digital electoral technologies can still cast a ballot in a traditional way. Thus, elections with Internet voting are usually multichannel elections that allow voters to cast ballots in more than one way, while the election administration is tasked with delivering both forms of voting, digital and on paper, and in an integrated way (Alvarez et al., 2021). By default, multichannel elections are more complex, as the election administration needs to deliver at least twice as many voting channels as before and to reconcile votes cast via different voting channels to guarantee that only one vote per voter is counted[footnoteRef:3] (Xenakis & Macintosh, 2004). This issue is present in all domains of public administration, as delivering a public service in a digital-only form might challenge some citizens’ capacity to utilize the service (Safarov, 2021; Schou & Pors, 2019).  [3:  Unless the electoral legislation allows a voter to cast multiple ballots, all of them to be counted. ] 


The increased complexity can be associated with an increased administrative burden for election administration (Section 4.2.1): complexity in election delivery requires additional capacities and resources from the election administration (Catt et al., 2014; Hale & Slaton, 2008; Xenakis & Macintosh, 2004). At the same time, the competing theoretical expectation assumes that the usage of digital technology may positively affect the administrative burden on public administration by decreasing “the amount of tasks for street-level bureaucrats” due to limiting face-to-face interactions (Jansson & Erlingsson, 2014, p. 292). 

The additional administrative burden, in turn, challenges the accuracy of public service delivery (Section 4.1.2): it increases the chances for human error (James, 2014a), in contrast with the expectations that digital technology will increase the accuracy of public service delivery (Norris, 2004). The accuracy of elections is of particular importance: contemporary election administration is very sensitive to “even small errors” (Hall, 2017, p. 475), because “any errors that electoral administrators make are discovered more quickly and loudly” (James, 2014a, p. 149), while the modern media is able to amplify these errors. This places “additional pressures on election administrators” (James, 2014a, p. 156). Thus, an additional administrative burden can decrease the accuracy of elections, while the decreased accuracy of elections can, in turn, place an even greater administrative burden on election administrators.

The next contradiction concerns the relationship between automation and efficiency (Section 4.1.3). Technology eliminates some tasks of public officials (Kourakou & Glassey, 2015), but simultaneously creates new ones (Pollitt, 2011). While digital technology like Internet voting is considered to be the highest form of election automation (Mugica, 2015), there is a lack of empirical evidence on how Internet voting impacts the 
re-engineering of the surrounding processes: does the back-end of election delivery become automated or remain manual due to the introduction of Internet voting? If the latter is true, how does it relate to the requirement of constant process improvement as one of the keys for successful elections (Alvarez et al., 2021)? In other words, following the research of Kostakis (2019) on the modularity of technology, how digital is electoral technology if its implementation is surrounded by manual processes? While technology is expected to save time and bring greater efficiency (Andersen & Henriksen, 2006; Bekkers, 2011; Kaliyamurthie et al., 2013; Krimmer, 2012), this has not been empirically shown, given that Internet voting is mostly introduced in parallel with paper-based voting, which means duplication of the processes and costs (Krimmer et al., 2007). This thesis empirically tests those assumptions. 

Another question on the impact of digital technology is how it affects the discretion of the implementing actors (Section 4.2.3). On one hand, the usage of Internet voting is supposed to reduce the discretion of poll workers, who are seen as having the highest level of discretion in election administration as the street-level bureaucrats (SLBs) of elections. When a voting process is digitalized, a voter does not need to communicate directly with a poll worker, while technology standardizes procedures (Atkeson et al., 2014; Clark, 2017; Hall et al., 2009; James, 2014b; Jansson & Erlingsson, 2014; Kimball & Kropf, 2006). On the other hand, a smaller number of staff are involved in Internet voting in comparison to paper-based voting. Furthermore, administration frequently takes place in a centralized way (Jones, 2007). These might provide the actors implementing Internet voting with a high level of discretion, thus changing which actors exercise discretion but not eliminating discretion altogether. Changes in actors’ discretion can also result in shifts in implementing actors’ roles and responsibilities (Section 4.2.2). Such concepts as “elections-as-a-service” delivered by private vendors (Haren & Pieters, 2007) and “outsourcing of democracy” (Oostveen, 2010) describe the changes in roles and responsibilities in election delivery.

Given that the application of digital technology in public administration ends more frequently with failure rather than success (Goh & Arenas, 2020; Heeks & Stanforth, 2007), the final point of discussion about the impact of Internet voting on election administration is how it affects the possibility of failure of service delivery. The increasing complexity and administrative burden, the degree of automation, and other factors contribute to the probability of failure of a digitalized service delivery. In view of a higher number of implementing actors and shifts in roles and responsibilities, a question arises as to who bears accountability for the failure of election delivery (Section 4.1.4).

To sum up, the literature demonstrates that Research Questions 1 and 2 are closely interrelated. The impact direction of Internet voting on election administration depends on particularities of implementation: the way Internet voting is implemented will define whether it leads to greater accuracy and accountability, lower administrative burden and probability of failure, or vice versa. 

When approaching these two research questions, the first challenge is the lack of consensus on how to study the usage of digital technology in election administration. There are no established methodological approaches for studying some aspects of digital technology implementation in election administration. The articles comprising the thesis represent different research designs, ranging from case study (I, III, IV, VI), to design science (II), to scenario research design (V). The methodology section outlines the variety of methods for data collection and analysis that the articles (I-VI) comprising this thesis utilize. They borrow some methods from other disciplines (accounting, business studies, and engineering) and demonstrate how they can be applied to the discipline of election administration. The first utilization of these methods for the study of election administration constitutes another contribution of this thesis. 

Due to the small number of countries with Internet voting implemented in legally binding elections, it is possible to theorize and focus on individual cases (Mills et al., 2012). This thesis covers the following cases: the 2017 local elections in Estonia (I and III), the 2019 parliamentary elections in Estonia (II), the 2019 regional elections in the Åland Islands, Finland (IV), the 2020 referendum in Russia (VI) and elections around the world during the COVID-19 pandemic (V). The selection of cases is justified by one case (Estonia) serving as a “primary case” (Mills et al., 2012, p. 4) for other case studies 
(the Åland Islands and Russia). This complements the single case studies with a comparative perspective.

This thesis is composed of six original articles, four of which are published in 
peer-reviewed journals indexed by Web of Science (I-III, V), one is published as a book chapter (VI) and one is published in the proceedings of International Joint Conference on Electronic Voting (IV). Article I mainly focuses on how the implementation of Internet voting impacts the lowest level of election administration. Thus, it contributes to the discussion on how digital technology changes the discretion and administrative burden of SLBs. Zooming in on the legal changes caused by the introduction of Internet voting in Article II, this thesis demonstrates how institutional changes affect the implementation of new modes of public service delivery. Article III centres on the costs of delivering Internet voting, thus providing methodological suggestions and empirical evidence on the issue of the efficiency of digitalizing public sector delivery. By focusing on the case of an unsuccessful Internet voting project, Article IV presents the downsides of outsourcing the technological development and implementation in public administration, as well as the difficulties of managing and delivering large-scale digitalization projects on time in the public domain.

The introduction is structured along the lines of the research questions and proceeds as follows. Section 2 outlines the methodology applied in the articles comprising the body of the thesis. Sections 3 and 4 present the findings in line with the research questions stated above. Section 3 addresses Research Question 1, while Section 4 addresses Research Question 2. Both sections are structured according to the elements derived from the literature review presented above. Section 5 summarizes the findings and outlines directions for further research. 










[bookmark: _Toc99632386]Methodology 

This section outlines methods for conducting research on election administration. It starts with outlining the research designs and how they proved to be beneficial for research on election administration. Next, it describes the methods of data collection and analysis used to address particular aspects of digital technology implementation and its impact on election administration. The next subsection presents approaches for the dissemination of the findings and practice-oriented recommendations. The section finishes with a table summarizing the research questions, research methodology, and major findings. 

[bookmark: _Toc79442365][bookmark: _Toc79846149][bookmark: _Toc99632387]Research design

The articles comprising the thesis represent different research designs. This thesis shows that the usage of digital technology in election administration can be studied with a case study (I, III, IV, VI), design science (II), and scenario research design (V). The following paragraphs present each design in detail.

The choice of a case study research design allows the researcher to conduct a holistic analysis of the researched phenomenon by acknowledging its context and considering it in the real-world settings in which it occurs (Punch, 2014; Yin, 2017). The case study is an ubiquitous research design for information systems (Benbasat et al., 1987), digital government, and public management research (Gil-Garcia et al., 2018). This thesis is situated at the intersection of election administration and Internet voting studies. For Internet voting research, the case study strategy is common, both with a single case (Krimmer et al., 2018b; Krivonosova, 2018, 2017; Vinkel, 2015; Vinkel & Krimmer, 2017; Wrede, 2016) and comparative cases (Goodman & Smith, 2017; Puiggalí et al., 2017; Ströbele et al., 2017). In research on election administration, that is less true, and recent literature emphasises the need for case studies (Montjoy, 2008b), and in particular, for “qualitative in-depth localized case studies, utilizing fly-on-the-wall participant observation methods” (Norris, 2019, p. 8). The case studies conducted for this thesis aim to fill this gap.

The small number of countries that have implemented Internet voting in legally binding elections allows us to theorize and focus on individual cases: “When theorizing to a finite and relatively small population or a single case, one or a few cases will suffice” (Mills et al., 2012, p. 4). The cases considered in this thesis include the 2017 local elections in Estonia (I and III), the 2019 parliamentary elections in Estonia (II), the 2019 regional elections in the Åland Islands, Finland (IV), the 2020 referendum in Russia (VI) and elections around the world during the COVID-19 pandemic (V). 

The selection of cases is not random. Both the Åland Islands and Russia have proclaimed that they emulated some Estonian policy decisions during their implementation processes. Therefore, the case of Estonia could serve as a benchmark or a “primary case” against which the cases of the Åland Islands and Russia are compared (Mills et al., 2012, p. 4). This complements single case studies with a comparative perspective. 

The case studies represent critical (I, III) and exploratory cases (IV, VI), as per definitions by Flyvbjerg (2006) and Yin (2017). For a critical case, Estonia is selected. Estonia stands out from the small population of countries that have implemented Internet voting. For 15 years, Estonia has been seen as a unique case by academics and as a benchmark by practitioners (Drechsler, 2003; Springall et al., 2014; Ströbele et al., 2017). From the public administration perspective, Estonia also stands out because, unlike other countries that piloted Internet voting (such as Australia, Canada, or Switzerland), Estonia is not a federal country with a multilevel governance structure. In two of the articles comprising this thesis (I, III), theoretical expectations pertaining to benefits and efficiencies from Internet voting are tested against the case of Estonia. As a critical case study allows for theoretical generalization (Eisenhart, 2009; Ruddin, 2006), the selection of this type of case study thus alleviates the problem of generalizability of case studies (Punch, 2014; Ruddin, 2006) and qualitative inquiry overall. It is important to point out that the conducted case studies were instrumental rather than intrinsic, focusing not on a case per se, but on how each case can enrich theory. 

While papers I, III, IV, VI comprising this thesis present individual case studies, 
the thesis offers a cross-case synthesis emphasizing the conceptual contribution of the cases rather than only discussing individual features of each analysed case (Yin, 2017). The purpose of a cross-case synthesis is “to retain the integrity of the entire case and then to compare or synthesize any within-case patterns across the cases” (Yin, 2017, 
p. 246). This analytical technique provides for internal and external validity, thus addressing one of the key points of criticism of the case study approach (Yin, 2017). 
It allows for generalization “at a conceptual level higher than that of the specific case” (Yin, 2017, p. 73). First, the within-case patterns are presented for each case, then the Conclusion presents the cross-case patterns and their theoretical implications. 

Design science methodology (II) aims to create an artefact or a new practice that would be able to address an identified problem (Goldkuhl, 2016). There are not so many examples of design science applied to the discipline of election administration (Kasse et al., 2013), but it has been widely recognized in public administration (Barzelay & Thompson, 2010; Romme & Meijer, 2020) and digital government research (Fedorowicz & Dias, 2010). Following the key steps of the design science process developed by Peffers et al. (2007), Article II designs and develops a solution (hereafter, Tool 1) and demonstrates its applicability in the case of the Estonian electoral law for the 2019 parliamentary elections. This case serves as a proof of the concept or a validation example of the proposed Tool 1 (Goldkuhl, 2016). 

The scenario research design is applied to the context of election administration amid the pandemic (V) by focusing on three possible scenarios for election delivery. Interest in Internet voting has revived amid the pandemic, with many governments reconsidering Internet voting implementation, at least for some groups of voters. The scenario research design facilitates the comparison of Internet voting to two other scenarios.

The body of articles covers Internet voting implementation at the national level (I, III, VI), the regional level (IV) and the global level (V). Furthermore, these articles consider Internet voting systems at different levels of maturity: at the initial stages of Internet voting introduction during the first trial of Internet voting in legally binding elections (IV, VI) and a mature Internet voting system that has been utilized in elections for over a decade (I-III).  

As for the timeframe, all articles cover the pre- to post-election periods of the electoral cycle as defined by Krimmer (2012). In line with previous research on election administration (Elklit & Reynolds, 2005; Montjoy, 2008b; Xenakis & Macintosh, 2004), 
all articles put electoral tasks, activities and processes into focus. Thus, “the inordinate complexity and interdependence of the multifaceted activities” (Mozaffar & Schedler, 2002, p. 9) that the election process embraces are acknowledged. Table 1, presented at the end of Section 2.3, summarizes the methodological aspects of the articles.

[bookmark: _Toc79442366][bookmark: _Toc79846150][bookmark: _Toc99632388]Methods of data collection and analysis

[bookmark: _Toc79442367]“Election administration rides on data” (Alvarez et al., 2021, p. 21); however, these data are not easy to collect and analyse (Bland et al., 2013; Kollman, 2017). The papers comprising this thesis present multiple ways of collecting and analysing data in the field of election administration. Among the methods of data collection, the thesis emphasizes stakeholder interviews (I-IV), on-site observations (I-IV), document analysis, and desk research (I-VI). Among the methods of data analysis, this thesis focuses on process modelling (II, III), activity-based costing (I-III), legal analysis (I-VI), software supported qualitative and quantitative text analysis (IV). Data collection for most of the papers also involved fieldwork (I, III, IV) (see Table 1 for detail). The following paragraphs will consider these methods in detail. 

Scholars emphasize the importance of direct observation in election administration research (Alvarez et al., 2021; Norris, 2019) and call for research that will be conducted not from the “ivory tower” of universities, but in the field (Alvarez et al., 2021). Through on-site observations and stakeholder interviews, this thesis addresses this demand by collecting data directly from the implementing actors (including election administrators, public institutions, vendors, civil society organizations, and others) in order to reflect their diverse perspectives. The limitations of the proposed methods of data collection lie in their potential for being biased: social desirability bias or the gap between actors’ perceptions and reality can affect interviews (Bland et al., 2013), and the prejudice of scholars conducting direct observation may result in observer bias or administration bias. Combining both methods, cross-checking and triangulating the collected information can alleviate distortions in the data. 

For collecting data on the financial aspects of Internet voting implementation, interviews also proved not to be enough, as implementing actors are not necessarily aware of the costs and benefits of the digital technology they implement, or they overestimate the benefits due to different biases (Moynihan & Lavertu, 2012). Therefore, accounting and business-oriented methods were utilized for data cross-checking and triangulation (I, III). This thesis proposes a method for cost calculation, combining Business Process Reengineering (hereinafter BPR) (Attaran, 2004; Grover et al., 1995) with time-driven activity-based costing (hereinafter TDABC)  (Kaplan & Anderson, 2007) (hereafter, Tool 2) and demonstrates its applicability in the case of Estonia (I, III). BPR analyses internal workflows and business processes (O’Neill & Sohal, 1999) with the aim of increasing organizational efficiency and competitiveness (Attaran, 2004) (II). However, it has had limited implementation in electoral services so far (Xenakis & Macintosh, 2005b, 2006). Activity-based costing has been successfully applied in governmental cost accounting (Mohr, 2017). The speciality of TDABC is that the main ‘cost driver’—an event associated with an activity that results in the consumption of resources – is time (Kaplan & Anderson, 2007). For that reason, this method aims to measure the real (not planned or assumed) time that is needed to fulfil each identified electoral activity. Thus, besides calculating costs, this method attracts attention to the need to have reasonable timelines for each electoral activity and elections overall. 

To study the contextual aspects, the author of this thesis and the co-authors conducted site visits during which we observed the functioning of election administration by shadowing the election administrators while they performed the most important electoral activities (I-IV). Extensive desk research preceded every site visit. 
The observations covered the time frame ranging from the pre- to post-election periods of the electoral cycle, as defined by Krimmer (2012), including all activities of the electoral cycle from campaigning to complaining. Semi-structured interviews were helpful as a supplementary method of filling the gaps left after observation.

The procedural aspects of Internet voting implementation were studied through modelling electoral activities based on information derived from legal analysis, observations, and interviews (II, III). Every model clearly indicates the set of activities required for the delivery of a voting channel, as well as who is responsible for each activity. The models facilitate graphic indications of whether some activities overlap, whether actors are overburdened, and how actors interact with each other. For modelling, Business Process Management and Notation (BPMN) was used. BPMN was selected for its ability to comprehensively demonstrate the organizational process, its acceptance in public administration (Corradini et al., 2011) and electronic government studies (Walser & Schaffroth, 2010), and the accessibility of free software for the development of BPMNs, which makes this research replicable.  

This thesis also deals with secondary data. The sources for the secondary data for our case studies were electoral statistics, electoral legislation, internal documentation and instructions for election administrators, transcripts of stakeholders’ meetings, public interviews, national and local electoral budgets, procurement contracts, technical specifications, time stamps, and public reports on Internet voting systems. Multiple data collection methods, sources of evidence and types of data (both quantitative and qualitative) allowed for triangulation.

[bookmark: _Toc79846151][bookmark: _Toc99632389]Dissemination of the findings and the practice-oriented recommendations

[bookmark: _Toc79442368]The wide variety of data collected for this PhD thesis facilitates the generation of 
data-based and evidence-informed solutions and recommendations for election administration. It addresses the call for such solutions, in particular, for tools for reviewing and improving electoral processes within election administration (Alvarez 
et al., 2021). Tool 1 presents the process modelling solution (II, III) for translating electoral laws into clearer instructions, thus helping to implement electoral reforms, including Internet voting, in a more time-efficient manner. Tool 2 - TDABC (I-III) is designed for calculating cost-per-voter and comparing the cost-efficiency of voting channels. Therefore, Tool 1 responds to Research Question 1 on the implementation of Internet voting, while Tool 2 responds to Research Question 2 on the impact of Internet voting implementation on election administration. 

As this research is not only theory-oriented, but also practice-oriented, the future of these recommendations depends on how well they are disseminated among practitioners. That is why all articles comprising this thesis are available in an open access format. In an additional step to ensure accessibility, some of the articles were reworked into shorter policy papers and memos for professional journals for public administrators (Krimmer 
et al., 2020).















Tool 1. Process modelling for translating electoral laws into clearer instructions



		Step 1.

		Identifying articles that explicitly refer to an actor involved in the management of elections and to a process.



		Step 2. 

		Identifying the corresponding voting channels.



		Step 3. 

		Assigning actors and the processes they perform to identified voting channels.



		Step 4. 



		Organizing the processes within each identified voting channel in the correct sequence and connecting them to the corresponding actors with the correct relationship.



		Step 5. 



		Reviewing the BPMNs with the law to make sure it has been correctly translated.



		Step 6. 



		Complementing the above with observations and interviews where necessary or if doubts persist.







Tool 2. Business Process Reengineering and Time-Driven Activity-Based Costing (I-III) for calculating cost-per-voter and comparing cost-efficiency of voting channels 



		Step 1.

		Narrowing the electoral cycle.



		Step 2. 

		Conducting process mapping, business process modelling and data collection.



		Step 3. 

		Creating a list of activities and identifying resource pools.



		Step 4. 



		Attributing costs to activities and adopting confidence measures: practical capacities and confidence intervals.



		Step 5. 

		Transferring costs per activity to cost per ballot.







For the same reason, the findings of this research have been presented not only at academic conferences but also at professional conferences for election administrators. An early version of Paper III was presented at the Second Electoral Experts Debates on Equal Suffrage and the International Conference on Free Elections, Parliaments and Nation Building, organized by the Permanent Electoral Authority of Romania. Early versions of Papers I, III and IV were presented at the International Joint Conference on Electronic Voting E-Vote-ID, attracting vendors, election administrators and electoral assistance organizations as the audience. Furthermore, election administrators were actively involved in drafting and commenting on early versions of Papers III and IV 
(see Krimmer et al. 2018b, 2018a, 2019), and their contributions are mentioned in the acknowledgements sections in the papers. 


Table 1. Methodology of the articles comprising the PhD thesis (source: author).  

		Article

		Research design

		Level of analysis

		Research questions

		Data collection and analysis methods 

		Findings and Contribution



		I

		Case study

(single critical)

		Country

		Who delivers Internet voting and how? How do they benefit from Internet voting?

		Legal analysis; 

On-site observations;

Semi-structured stakeholder interviews;

TDABC

		New classification of implementing actors;

Roles of implementing actors;

Impact of Internet voting on administrative burden and discretion of election administrators



		II

		Design science 

		Concept

		How to make electoral laws more comprehensible to election administrators?

		Software-supported coding of laws and modelling of the electoral process

		Instrument for translating electoral laws into instructions for election administrators; 

Business models for key electoral processes



		III

		Case study

(single critical)

		Country

		How much does an Internet vote cost in comparison to other voting channels?

		TDABC;

BPR;

Legal analysis;

On-site observations;

Semi-structured stakeholder interviews

		Cost per vote per voting channel;

Cost-efficiency comparison of multiple voting channels; 

Business models for key electoral processes



		IV

		Case study

(single exploratory)

		Region

		What caused the failure of Internet voting?

		Legal analysis;

Stakeholder interviews;

On-site observations;

Software-supported qualitative and quantitative text analysis

		Theoretical model “Mirabilis of Internet voting system failure”;

Reasons for the failure



		V

		Scenario



		Concept

		How to deliver elections amid the pandemic? What are the risks and benefits for each considered scenario?

		Scenario development

		Three scenarios for election administration amid the pandemic



		VI

		Case study

(single exploratory)

		Country

		How does a hybrid regime use and institutionalize Internet voting amid the pandemic with the use of technology? 

		Legal analysis;

Desk research;

Impact analysis



		Overview of the required legal changes for the reform;
Classification of the new voting arrangements amid the pandemic;

Impact of utilized technology on integrity of elections;

Steps taken for the institutionalization of the usage of technology in election







[bookmark: _Toc99632390]Internet voting implementation

This chapter presents the elements that constitute Internet voting as a complex 
socio-technological system. The global utilization of Internet voting brings regional variances in naming and defining this digital technology. As a result, the same term can stand for different digital technologies, and vice versa, different terms define the same digital technology, depending on the context of implementation. Therefore, this chapter starts by defining what Internet voting is and what aspects of the electoral process it digitalizes. The next section focuses on the context of implementation. It considers 
cross-territorial and cross-actor contextual similarities and differences by presenting evidence of contextual collisions. The following section considers the implementing actors: it starts with emphasizing the uniqueness of election administration in comparison to other fields of public administration, then moves to revealing new actors participating in the delivery of digitalized elections. As the actors involved in Internet voting implementation define and impact the timelines of implementation, the final section is devoted to this aspect. 

[bookmark: _Toc79442372][bookmark: _Toc79846153][bookmark: _Toc99632391][bookmark: _Toc79442370][bookmark: _Toc79846152]Which parts of the electoral process does Internet voting support?

Internet voting lacks a clear definition. First, the academic literature uses different terms to describe the same voting systems: Internet voting (Alvarez & Hall, 2003; Germann & Serdült, 2017), online voting (Goodman & Spicer, 2019; Krimmer et al., 2020; Past, 2019), remote electronic voting (Krimmer et al., 2007; Vinkel, 2015), or electronic voting (Reiners, 2017), interchangeably. 

Second, practice follows the same path: countries that are known globally for Internet voting commonly define their systems as electronic voting (see Estonia and Switzerland). One possible explanation suggests that the type of technology that was first implemented in a given context is named electronic voting: in the USA, electronic voting refers to voting machines at polling stations, while Estonia and Switzerland refer to their Internet voting systems as electronic voting because these countries do not have experience with voting machines (Krimmer, 2012).

Third, Internet voting has not been defined precisely in the international documents. The Organization for Security and Cooperation in Europe (OSCE/ODIHR, 2013) and the Council of Europe (Council of Europe, 2017) consider Internet voting to consist of a remote electronic voting system using the Internet. This definition brings some order in how the concepts of Internet and electronic voting should be differentiated: Internet voting is only one variation of electronic voting. Electronic voting is a concept of a higher order and a broader category that includes Internet voting but is not limited to it. 
The relation between Internet voting and electronic voting is also emphasized in the different stage models and classifications of electoral technologies (Górny, 2021; Krimmer, 2012). One of the biggest vendors in the field of electronic voting, Smartmatic, developed the Election Automation Maturity Model, according to which electronic voting (including Internet voting) represents a higher level of maturity and automation than electronic counting (Mugica, 2015). According to their model, any country will first introduce electronic counting before introducing electronic voting. However, the reality does not support the expectations, as demonstrated in the case of Estonia, which introduced Internet voting but not electronic counting for votes cast on paper (I, II, III). 

Thus, the concept of electronic voting is key for the definition of Internet voting. 
How is electronic voting defined? Initially, all digital technologies innovating the front office of election delivery and the core activity of the electoral process, ballot casting, were considered to be electronic voting (Recommendation Rec(2004)11 of the Committee of Ministers to Member States on Legal, Operational and Technical Standards for e-Voting, 2004). Ballot casting technology includes direct-recording electronic machines (hereafter, DRE voting), SMS voting,[footnoteRef:4] fax voting, email voting,[footnoteRef:5] and Internet voting. Over time, the definition of electronic voting has changed. Starting in 2017, the Council of Europe defines electronic voting as “the use of electronic means to cast and/or count the vote” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to Member States on Standards for e-Voting, 2017). This definition implies that electronic ballot counting without electronic ballot casting is enough to classify an election process as electronic voting. This broadens the definition of electronic voting, making it an even more expansive category. According to this updated definition, casting a ballot on paper can also be considered electronic voting as long as paper ballots are counted electronically. [4:  The UK and Canada extensively tested this voting channel.]  [5:  Voters serving in the military services use these voting channels in many countries.] 


Therefore, the activity of ballot casting was initially at the core of the definition of electronic voting, while later, the process of ballot counting was brought to the fore. Further reconsiderations of defining electronic voting may consider including other major activities of the electoral process, like voter identification. 

In order to address the lack of a definition for Internet voting and bring clarity to what Internet voting is and is not, this thesis proposes the following minimal definition highlighting the aspects of the electoral process that Internet voting digitalizes: Internet voting is a voting method by which a voter is identified over the Internet, a ballot is cast over the Internet, and the ballot is counted electronically.

The second contribution of this thesis lies in providing a graphical representation of how Internet voting relates to the concept of electronic voting. In line with the Council of Europe’s definition of electronic voting, this thesis considers electronic ballot casting and electronic ballot counting in association. In the proposed display, electronic counting stands at the foundation of electronic voting (see Figure 1). Paper voting is highlighted in a different colour because it becomes classified as electronic voting only when it includes electronic counting. Other ways of voting qualify on their own as electronic voting, irrespectively of having or not the option electronic counting. Putting electronic counting at the centre of the electronic voting model allows us to demonstrate graphically how any way of casting a ballot can be implemented with or without the option of electronic counting. 































[bookmark: _Toc79442373]Figure 1. Forms of electronic voting (source: author). 

[bookmark: _Toc99632392]What is the context of Internet voting implementation? 

The next step after defining Internet voting focuses on context as an important aspect of Internet voting implementation. Despite the small number of countries that have implemented Internet voting in legally binding elections, the cases selected for this thesis demonstrate that Internet voting can be implemented in very diverse environments: 
in democracies and autocracies, at the national or regional level, and for an electorate ranging from 2 000 to over 10 million voters (I-VI). What unites those cases is that they all represent relatively economically well-developed territories with high levels of 
e-government and e-participation; however, they mostly have limited experience with other remote voting options (like postal voting) and no experience with other forms of electronic voting. In addition, all territories considered in this research are located in the same region, which may have stimulated policy transfer over borders and policy emulation (see Table 2). This is in line with the argument of seeing e-government as a “global project of technology transfer, taking designs from one context into a different context” (Heeks, 2005, p. 51). 















Table 2. Contextual aspects of the studied Internet voting projects (source: author).



		                   Internet 

                   voting

                   project



Contextual 

aspect

		Åland Islands, Finland, 2019

		Estonia, 
2017

		Estonia, 
2019

		Russia, 
2020



		Political regime[footnoteRef:6] [6:  As defined by the Freedom House.] 


		Democracy (Free)

		Democracy  (Free)

		Democracy  (Free)

		Autocracy 

(Not free)



		Level of

implementation

		Regional

		National

		National

		Regional



		Target group

		Citizens 

living abroad

		Any eligible voter

		Any eligible voter

		Any eligible voter in the regions of the trial



		Eligible voters

		2 000

		1 100 000

		900 000

		> 10 000 000



		GDP per capita in USD, constant prices[footnoteRef:7] [7:  As per OECD.stat.] 


		45 908[footnoteRef:8] [8:  As calculated for Finland.] 


		31 989

		34 809

		25 713[footnoteRef:9] [9:  As per OECD.stat for 2019, as the data on Russia in 2020 is not available yet.] 




		Experience with remote voting (postal voting)

		Significant

		Limited

		Limited

		Limited



		Experience with other forms of electronic voting

		No

		No

		No

		Yes, multiple



		e-government ranking 
(UN EGDI)

		0,88[footnoteRef:10] [10:  As calculated for Finland.] 


		0,83[footnoteRef:11] [11:  As calculated per 2016, as the ranking is biannual.] 


		0,85[footnoteRef:12] [12:  As calculated per 2018, as the ranking is biannual.] 


		0,82



		e-participation ranking 
(UN EPART)

		1[footnoteRef:13] [13:  As calculated for Finland for 2018, as the ranking is biannual.] 


		0,81[footnoteRef:14] [14:  As calculated per 2016, as the ranking is biannual.] 


		0,91[footnoteRef:15] [15:  As calculated per 2018, as the ranking is biannual.] 


		0,87







Contextual differences can be expressed not only in a cross-country comparison but also in a cross-actor comparison. The context of the actors who design electoral technology can be different from the context of a territory where they will be deployed, especially if development involves private sector (I, III, IV) or even international procurement (IV). These actors are known as carriers for global transfers of digital technology (Heeks, 2005). At least in one considered case (IV), two types of carriers for global transfers of digital technology were present: consultants from countries with Internet voting experience and international IT vendors––all of whom “bring their context with them” (Heeks, 2005, p. 58). Furthermore, in this case, the development of the Internet voting system was performed outside the country, at the vendor’s headquarters. In line with the theory (Heeks et al., 2001), this decision further increased communication and coordination costs. The mismatch of different contexts creates a contextual collision that likely results in a failure (Heeks, 2005), which one of the considered cases clearly demonstrate (IV).

In addition, this thesis considers a particular context for the delivery of Internet 
voting––in elections amid the pandemic. This part of the discussion follows the global spread of COVID-19. In particular, it addresses the issue of how an election administration that decides not to postpone elections adapts to the new context of election delivery (V-VI). The thesis outlines three main scenarios for an election administration holding elections amid the pandemic (V). All three scenarios are centred around the concept of social distancing: the first scenario suggests introducing new measures guaranteeing social distancing between all election participants at polling stations (1), the second and the third scenarios propose to introduce new remote voting channels that allow people to vote from home, the most popular among them being postal (2) and Internet (3) voting. 

Each scenario outlines benefits and risks for both sides: voters and the election administration. Postal voting would inevitably result in a greater workload for election administration, and this workload would be spread out over a longer period than for election day voting, meaning that poll workers would spend longer hours together.[footnoteRef:16] Furthermore, this scenario assumes the involvement of new actors, such as postal offices in country and abroad, if out-of-country voting is allowed. The scenario also assumes that, despite the pandemic, postal services work reliably and in a timely fashion.  [16:  The additional workload that postal voting brings consists of processing the applications for voting by post, preparing voting packages and sending them out, organizing the collection of filled ballots, processing envelopes, signature checking, and consolidation of postal voting with other voting channels.] 


Involving a new actor in election delivery shortly before elections increases the risk of failure. The legal framework allowing for such a voting channel, the availability of a postal office capable of coping with such a task, and the ability to collect up-to-date information on voters’ postal addresses can serve as the drivers for implementing this scenario. 
The challenges for this scenario are the risk of errors in the postal voting materials and theft or late arrival of voting materials, all of which would lead to voter disenfranchisement. 

The third scenario, Internet voting, shares some challenges of postal voting, especially concerning its remote nature and the risks arising from it, like voter coercion and vote buying (Krimmer & Volkamer, 2005). The drivers for this scenario are the greater 
cost-efficiency of Internet voting and the speed of ballot delivery in comparison to other voting channels. As for the context of the pandemic, rapid implementation of Internet voting is even less likely than of postal voting. Besides the need to update legislation, 
the introduction of Internet voting requires an adequate timeframe for a feasibility study, procurement, testing, certification, and verification as well as voter education, in line with international standards. After presenting the scenarios, this thesis moves to studying one case of an election amid the pandemic in which two out of the three abovementioned scenarios were implemented (VI).

This thesis also considers the implementation of Internet voting in a non-democratic context based on the example of Russia (VI). In the 2020 all-Russia vote, Internet voting was used for the second time. Given that there were 10 million eligible voters, this is one of the largest trials of Internet voting in the world. This thesis shows that even when, 
at first glance, implementation follows the recommendations of international organizations and academia (James & Alihodzic, 2020; Wolf & Kalandadze, 2020), differences in the particularities of implementation can result in lower trust and lower electoral integrity.

Thus, the context of implementation matters for the outcomes of implementation, including expected outcomes. This thesis determines three, non-exclusive groups of expected outcomes from the introduction of Internet voting:

· benefits for voters (such as more convenient voting, lower cost of voting, enfranchisement of new groups of voters);

· benefits for election administration and other electoral actors (such as more cost-efficient and less labour-intensive delivery, faster and more accurate counting), 

· benefits for a country overall (such as the global image of modern election administration and digital government).

However, the literature emphasizes that there are other context-specific expected outcomes, such as:

· centralized control over the election delivery (Jones, 2007);

· rent-seeking, caused by the high cost of Internet voting (Cheeseman 
et al., 2018);

· unrealistic expectations for technology (Carter & Bélanger, 2012) caused by the perspectives of technological determinism or technological fetishism;

· a “proof of development” (EC-UNDP, 2020);

· a demonstration of modernity as a response to pressure from the international community (Åström et al., 2012).

In the cases considered for this thesis, the expected outcomes from Internet voting introduction vary significantly. This thesis establishes a number of pragmatic expected outcomes besides the ambition to increase voter turnout and convenience. These expected outcomes have not been articulated before in the literature. They include:

· higher motivation of citizens to use the existing digital infrastructure (I);

·  leadership in the global race to introduce Internet voting (I, IV); 

· the attention of the world (IV);

· the digital narrative and a positive image of a digital and innovative society where innovation occurs, in part, thanks to self-governance (IV).   





[bookmark: _Toc99632393]Who implements Internet voting? 

Building on the proposed definition of Internet voting and the analysis of the context of implementation presented in the previous sections, this section considers the actors who implement Internet voting. Despite being “a pressing international policy issue” (James, 2019, p. 383), the question of who delivers elections, and particularly, who implements digital technology in elections, is not well studied (Burden & Milyo, 2015; James, 2019 are among the exceptions). The evident implementing actor in elections is the election administrator. Therefore, this section starts by describing the particularities of election administration and then introduces other actors involved in election delivery and, in particular, in the implementation of Internet voting. 

[bookmark: _Toc99632394]Election administrators

Election administration is characterised by a number of features. First, election administration is mainly of a non-professional nature: the majority of election administration staff are temporary workers (frequently volunteers) for a particular election (Burden & Milyo, 2015; Kimball & Kropf, 2006). They are also not necessarily required to have particular skill sets (Hale & Slaton, 2008). This distinguishes election administration from other fields of public administration: “Perhaps nowhere else in the universe of public services do we rely so heavily on such a tenuous workforce” (Hale 
et al., 2015, p. 145). The collected evidence shows that the delivery of Internet voting also involves volunteers for performing some tasks, such as monitoring the Internet for known malware activity. Thus, it does not affect the volunteer nature of employment in election administration (I).

Second, the temporary nature or even the volunteer nature of employment in election administration frequently results in problems with staffing: not having enough poll workers results in fewer open polling stations, which in turn, results in longer waiting lines for voters (see Stein et al. 2020 on the connection between the number of poll workers and wait times) and even in non-delivery of service, which may result in the disenfranchisement of (a group of) voters (IV). Internet voting can potentially decrease the demand for physical polling stations and, thus, also for poll workers. The collected evidence shows that with the introduction of Internet voting, the number of polling stations has been decreasing (I). However, it is not clear whether this fact can be attributed to the effect of Internet voting. 

Third, due to the infrequent nature of elections, “elections have rarely been the primary responsibility of those empowered to conduct elections” (Hale & Slaton, 2008, p. 844). The infrequency of elections and the temporary nature of employment make it difficult even for experienced poll workers to “develop a shared set of organizational norms to ensure consistent running of elections” (Suttmann-Lea, 2020, p. 2) or “retain their knowledge of election law and procedure from election to election” (Atkeson et al., 2014, p. 948). There is no evidence that Internet voting can address this issue, given that the delivery of Internet voting is also conducted by temporary task forces (I).

Fourth, election administration involves many manual activities, the main one being face-to-face interaction with every voter on election day. This makes election administration labour-intensive. The direct interaction of election administrators with voters grants the former a high level of discretion in the delivery of elections (Hall et al., 2009) and makes them the SLBs of elections (Atkeson et al., 2014; Clark, 2017; James, 2014b; Kimball & Kropf, 2006). Election administrators do not necessarily share public administration ethics, due to their temporary and voluntary employment. Furthermore, they are only required to have very limited skills. Thus, the discretion they exercise can be problematic. Internet voting has the potential to reduce the labour-intensity of the electoral process due to automation and, thus, decrease the instances of face-to-face interactions between poll workers and voters, thus affecting the discretion of poll workers. In the considered cases, face-to-face interactions in Internet voting implementation varied depending on whether there was a need for face-to-face interaction with officials prior to voting to receive voter identification credentials (I, IV, VI). 

Fifth, the main service provided by election administration is election delivery. Election administration delivers this service in a short time span (in some countries, only on election day), all across the country and, in some settings, even abroad (II, IV). Therefore, on election day, millions of voters can request the service of voting, which requires thousands of poll workers to provide it. This leads to challenges with addressing the peak demand for this public service, while the peak demand requires a “nearly flawless 
peak-capacity performance” from the election administration (Alvarez & Hall, 2008, 
p. 830). When Internet voting is implemented in a way that allows voting on multiple days, it might spread out the peak activity and decrease demand for the service on election day at the physical polling stations. In all considered cases, Internet voting has been implemented or has been planned to be implemented over multiple voting days; still, it did not manage to decrease the demand of the service on election day (I-IV, VI).

Sixth, the principal-agent problem is acute in election administration (Alvarez & Hall, 2006). It is difficult to control poll workers. They are frequently the sole representatives of public administration with whom a voter directly communicates. Due to the discretion they exercise, they decide which voters get a ballot and which ballots are counted. 
This discretion can result in significant variation in service delivery across the considered territory (Atkeson et al., 2014; Hall et al., 2009). Internet voting can potentially solve 
this issue by bringing more standardization through automation and centralized implementation. However, the collected empirical data demonstrate that the way Internet voting is implemented in the considered cases did not take away from poll workers the authority to decide which vote (including Internet votes) is to be counted (I). This thesis proposes Tool 1 as a solution for how standardization in election delivery 
can be achieved through using graphical and easy-to-comprehend process models as instructions for poll workers and other participants in the electoral process (II). This solution is an alternative to the option of achieving standardization through introducing Internet voting.  

Seventh, election administration is characterised by frequent changes of the rules and procedures “due to natural disasters (e.g., pandemics, hurricanes, tornados, floods), election law revisions, or the introduction of new technology or processes” (Alvarez et al., 2021, p. 18). This thesis covers those aspects of change and shows how Internet voting can be implemented in the context of a pandemic (V, VI) and election law revision (II, IV). Table 3 presents a summary of the discussed characteristics of election administration.

















Table 3. Characteristics of election administration (source: author). 

		Election Administration



		Infrequent nature of elections:
 lack of shared organizational norms, consistency and knowledge retention

		Unstable nature of elections:
 frequent changes of the rules and procedures



		Short time span for service delivery: 
on election day(s) all across the country 
and even abroad



		Temporary employment: 
problems with staffing

		Non-professional employment: 
volunteers and temporary workers



		Labour-intensive work: 
manual activities and face-to-face interactions with voters 

		Acute 
principal-agent problem



		High discretion of election administrators: not constrained by public administration ethics







[bookmark: _Toc99632395]Private vendors, banks, national defence organisations and beyond

However, an election administrator is no longer a sole implementing actor in the field of elections, if this has ever been the case (I, IV). Since the 1990s, private actors globally have been becoming more and more involved in the delivery of public e-services (Bieri & Wenger, 2018; Dunleavy et al., 2006; Ya Ni & Bretschneider, 2007), shifting “the balance between government and society away from the public sector and more towards the private sector” (Kooiman, 1993, p. 1). In line with the general trends to contract out (Lember, 2006) and for private actors to serve as public policy implementing actors (Thomann et al., 2018), election delivery in multiple countries experiences gradual actor expansion, including the proliferation of private actors (James, 2020). This trend is even more typical for elections utilizing electoral technology: already in the 1960s, the usage of electoral technology raised the issue of the privatization of election delivery (Herrnson et al., 2008). This is still true for contemporary elections (Garnett & James, 2020), with actors expanding solely from those directly involved in election administration to new types of actors like vendors, auditors and others (Evans & Paul, 2004). 

Already in 2010, most electronic voting systems in the world were “outsourced to private companies rather than developed in-house” (Oostveen, 2010, p. 204). This gives grounds for scholars to call this process the outsourcing of democracy (Oostveen, 2010). Possible reasons for outsourcing the delivery of elections to a private vendor include the lack of state capacity on the side of election administration and the greater cost-efficiency that bigger vendors can achieve due to economy of scale (Oostveen, 2010). In three out of four considered cases of Internet voting systems, their development was outsourced to private vendors (I-IV, VI). 

The involvement of private actors in election delivery raises concerns. First, the potential access of private actors serving their own commercial interests to election-related sensitive information about voters (like their voting history or even vote choice) raises privacy concerns (Herrnson et al., 2008). 

Second, the involvement of private actors requires balance between their market-led goals and the public policy goals of public actors (Thomann et al., 2018). This raises the issue of who is “in the driving seat” (Pollitt, 2011, p. 394) for election digitalization: citizens or other actors? In reply, some scholars claim that the hype around Internet voting can be “industry-generated” (Norris, 2004, p. 193), and the drive for digitalization in the public sector in general does not come from the citizens even in the most digitally developed countries (Kattel & Mergel, 2019). 

Third, the involvement of private actors can result in over-reliance on particular vendors, vendor dependency (Berghmans & van Roy, 2011; Marco-Simó & Pastor-Collado, 2020) or even vendor lock-in (Berghmans & van Roy, 2011; Kitsing, 2011; Stuermer et al., 2017). Vendor lock-in is a situation in which the election administration cannot proceed with delivering elections without the involvement of particular vendor(s). The most common reason for a vendor lock-in is the high cost of switching to another vendor (Stuermer et al., 2017). Among other reasons are a lack of alternative providers or a lack of knowledge about them (Hale et al., 2015; Stuermer et al., 2017). This is true for European countries, with some vendors enjoying a “near-monopoly” (Oostveen, 2010, 
p. 213), and for the United States, where “the number of technology providers is also small, sometimes characterized as an industry with ‘two and a half vendors.’” (Alvarez 
et al., 2021, p. 26). Over-reliance on the private sector leads not only to “a loss of internal IT know-how” (Marco-Simó & Pastor-Collado, 2020, p. 42) but even to the loss of technological capacity (Lember et al., 2018) and state capacity “to act as an intelligent customer” (Dunleavy et al., 2006, p. 95) and change in the form of control or even the loss of control over the election process (Oostveen, 2010). 

Fourth, outsourcing elections to private actors can compromise the transparency and openness of the electoral process (Oostveen, 2010). Proprietary systems (also known as off-the-shelf solutions) provided by vendors usually have limited access or even no access to software due to the “doctrine of trade secrecy”, safeguarding a company’s competitive market advantage (Nou, 2009, p. 783). Still, governments frequently choose proprietary solutions, as they are cheaper. This comprises another conflict of interest between the public and private actors: private actors want to keep their market advantage, while public actors want greater transparency and the possibility for scrutiny. In the case of the Åland Islands, a proprietary solution was selected for financial reasons and due to the small population of voters (IV).  

This thesis follows a new approach to actor and network analysis, considering “the totality of actors and transactions that collectively deliver elections” (James, 2020, 
p. 125), in contrast with established, oversimplified approaches (I). The applied approach focuses on actor functions while keeping track of “the range of the number and type of actors involved in [election] delivery” (James, 2020, p. 102). In addition to the size of the network, this thesis also considers the relationship between actors. Accounting for the inter-actor relationship allows us to control for conflicting values and interests, especially among public and private organizations co-delivering elections (James, 2020). It also acknowledges the coordination problem, which is particularly typical in contexts with a large number of actors (Xenakis & Macintosh, 2005a). Every new actor adds a new layer of complexity to the implementation process and increases the coordination problem. According to Xenakis and Macintosh (2005a), this is the largest obstacle for Internet voting implementation. To deal with it, they even suggest delivering Internet voting by a single public actor responsible for elections.

In the case of Estonia (I-III), only for the 2017 local elections, some electoral tasks were contracted out to 22 public and private actors. Zooming in on the delivery of Internet voting, this task force also consisted of both public and private actors. Thus, private actors played a prominent role in election delivery of both types of voting channels: digital and paper based. Therefore, the Estonian case lends evidence on the actor expansion due to the introduction of Internet voting (I). However, contrary to expectations, this expansion does not necessarily happen due to the proliferation of private actors. Among the possible reasons for it is the legacy of private sector involvement in the digital transformation of the public sector and the key role of 
cross-organizational networks in public administration in Estonia (Kattel & Mergel, 2019).

The trend of actor expansion is also confirmed in the case of Russia, where the Internet voting system was developed by a public agency that was previously not involved in election delivery, along with some participation by private actors (VI). In the case of the Åland Islands, private actors were involved in Internet voting development and introduction, as well as scrutiny and oversight (IV). 

Therefore, the collected data support the theoretical argument on actor expansion through the involvement of new types of actors: the new private actors performing tasks in Internet voting delivery included vendors, auditors, system testers, and providers of supporting technology and equipment (mostly banks and telecommunication) (I-IV, VI). Apart from the private actors, the digitalization of elections brings new public actors to the process of election delivery who are not necessarily mandated to deliver elections or have experience in this field. In the case of Estonia (I - III), this thesis finds that besides the election administration bodies, different ministries and agencies (including the Ministry of Economic Affairs and Communications and the Information System Authority) are involved in the delivery of elections. This is in line with the efforts of the Estonian public administration to promote collaboration among public sector actors (Savi & Randma-Liiv, 2016). Specifically for Internet voting, the Estonian Computer Emergency Response Team (CERT-EE) and volunteers from the Estonian Cyber Defence League performed some tasks in the implementation process. In the case of the Åland Islands, the public agency Åland Digital Agenda was responsible for the procurement of Internet voting and interaction with the public vendor on behalf of the election administration while the election administration performed project management functions (IV). In the case of Russia, the Moscow Department of Information Technology developed the Internet voting system (VI).

In order to classify actors delivering Internet voting, this thesis refers to the framework developed by Krimmer (2012) (I). However, in this framework, not all actors qualify as delivering elections: for instance, politicians are involved in decision-making pertaining to introducing Internet voting, regulation, and oversight, but not in implementation. 
This thesis focuses on implementing actors. It does not follow the normative approach for actor mapping (Krimmer, 2012) but rather a bottom-up approach for identifying actors actively participating in the implementation of Internet voting. Applying this framework to the case of the 2017 local elections in Estonia revealed the need to update it with other identified types of actors. This classification develops the categorization proposed in Krimmer (2012) by adding new groups of actors delivering Internet voting (see Table 4).

















Table 4. Types of actors implementing Internet voting (source: author, adopted from (I)).  



		Actor type 

		Examples



		Election managers 

		Electoral committees at different levels



		Vendors 



		Developers of Internet voting, identification and voting information systems



		Executive and legislative bodies 

		Ministries;

Parliament; 

County, city and municipal governments and councils



		National defence organizations

		Cyber Defence Unit of the Estonian Defence League



		Public-sector computer emergency response team 

		CERT-EE



		Public institutions

		Schools;
Hospitals;

Libraries



		Courts

		Administrative courts;
Supreme Court



		Contracted private actors

		Supermarkets;

Telecommunication companies;

IT companies;

Printing offices







[bookmark: _Toc99632396]Is 12 months enough for Internet voting implementation?

After discussing the contextual aspect of Internet voting implementation, as well as 
the implementing actors, this thesis moves on to the final aspect of implementation––the timeframe. The Venice Commission recommends introducing changes in the 
election process no later than 12 months before election day (Venice Commission, 
2002). However, this concerns decision making, not implementation. This leads to the question of whether a 12-month time frame is enough for the implementation of a highly sophisticated technology such as Internet voting while meeting all the requirements (sustainability, efficiency, transparency, accuracy, and accountability, to name a few).

The case of the Åland Islands provides evidence that it might be not enough (IV). 
Their decision-making process dates back to the late 1990s, when the idea about implementing Internet voting was discussed for the first time. The unsuccessful experiment of Finland with electronic voting in 2008 stopped the discussion over Internet voting until 2014. As proposed by the government in 2016, the introduction of Internet voting was planned to consist of two steps: in the 2019 elections, Internet voting was planned to be available only to citizens living abroad, then in the 2023 elections, it would be available to all voters (Wrede, 2016). The legal changes have been introduced on time, as has the start of the procurement. However, problems with other steps of the implementation occurred:



“The accumulation of delays in some deliveries, responses and interactions, combined with organizing pilots during the summer [when the public sector has vacations] period (in June and in August) reduced the time available for resolving problems detected” (IV, p.47). 



The timing issue affected vendors and their ability to resolve problems in the Internet voting system in a timely manner. It also affected all types of project organizers 
(the election administration, the public procurement agency, and the system testers) who did not have time to check whether the detected problems in the Internet voting system had been resolved as promised by the vendors. The project organizers also did not have time to properly test the system and set it up before using it in a binding election. 

The case of the Åland Islands (IV) also demonstrates that more actors involved in the process of election delivery leads to more acute problems with timing (see Table 5). 
The case of Estonia (I) demonstrates how disagreement between political forces on the introduction of Internet voting could potentially postpone implementation. The discussion on Internet voting in Estonia started in 2001. Political elites initiated this discussion, rather than voters or the election administration (Drechsler & Madise, 2004). In 2002, the political forces had overcome the initial scepticism and reached a political agreement by passing changes to the Local Government Council Election Act allowing Internet voting (Madise & Martens, 2006). Still, as late as July 2005, the President of Estonia asked the Supreme Court to conduct a constitutional review of the Local Government Council Election Act regarding the changes introduced with Internet voting. The Supreme Court announced a positive decision regarding the constitutionality of Internet voting on 
1 September 2005, and the first e-enabled elections were held in October 2005 (Solvak & Vassil, 2016). 

The importance of having a reasonable timeline in the process of electoral technology implementation comes from the experience of countries where the legal debate on introducing a new voting channel took 30 years (Austria) or where the implementation process has spread over 30 years (Switzerland) (V). Specific contexts like pandemics demand that governments introduce electoral reforms on a much shorter timeline, which might, at worst, result in disenfranchisement of voters. This thesis argues that it is not feasible to introduce Internet voting in a short timespan, which the pandemic demands: unlike other alternatives, Internet voting can in no way serve as a rapid response to crisis management (V). The concept of time also lies at the core of the proposed methodology for calculating the cost of elections (III) (see more in Section 2), emphasizing the importance of reasonable timelines for each electoral activity and elections overall.

Tool 1 can help election administrations to have more reasonable timelines (II). First, this tool acknowledges the work of each election administrator by showing which actors are overtasked, meaning that they are responsible for multiple resource-intensive activities in the same time span. Second, it potentially allows for implementation of electoral reforms in a more time-efficient way because it clearly indicates which actors and activities the reform will affect. Thanks to Tool 1, resources can be redistributed, and the complexity of changes can be addressed with fewer resources, including time. Finally, this thesis argues that Tool 1 can help to meet the challenges of introducing reforms in a much shorter timeline during a pandemic. 

Table 5. Timeframe of decision-making and implementation of the Internet voting system in the Åland Islands (source: author).



		
Stage of the policy cycle

		Date

		Activity



		Agenda setting

		2000-2001

		The report recommends not introducing Internet voting until voter integrity and identification issues have been resolved.



		Policy formulation and decision making



		2014

		Government of the Åland Islands sets up the internal committee to reform the electoral system.



		

		2015

		The report recommends the initial introduction of Internet voting as an additional advance voting channel, only applicable to people living abroad, only for the next parliamentary elections.



		

		2016

		The required changes are introduced in the electoral law.



		Implementation

		March-April, 2018

		Procurement: request for information.



		

		October-November, 2018

		Procurement: request for tender.



		

		June, 2019

		A private company is commissioned to conduct a security analysis of documentation on Internet voting. It recommends conducting a full-scale penetration test.



		

		July, 2019

		Procurement for penetration test



		

		July-August, 2019

		Problems with communication between the vendor, the election administrators and other implementing actors occur due to summer vacations in the public sector. 



		

		End of August, 2019

		1st pilot of the Internet voting system: errors are identified in the process of voter identification with the help of the Finnish eID.



		

		September, 2019

		2nd pilot of the Internet voting system: errors in voter identification with the Finnish eID continue; new errors in the verification app are identified. 



		Evaluation

		







October, 2019



		Results of 1st independent penetration test by a commissioned private company: three problems are identified, incl. errors in the process of the Internet voting system integration with the Finnish eID portal.



		Implementation

		

		The vendor attempts fixing the identified errors.



		Evaluation

		

		Results of the 2nd independent penetration test by a commissioned private company: even though the risks are low, full checks of the Internet voting system are not possible due to the time constraint. 



		Termination

		

		The parliamentary elections are run without the option of Internet voting.







[bookmark: _Toc99632397]Summary of the chapter

This chapter answers the research question of how election administrators and other actors implement Internet voting by first addressing the lack of a definition of Internet voting. The proposed definition highlights which parts of the electoral process Internet voting supports, as well as how Internet voting relates to other electoral innovations. Thus, the thesis emphasizes that the administrative and organizational sides of Internet voting implementation are at least as important as the technological side (Section 3.1).

Section 3.2 presents evidence on how the mismatch of different contexts leads to implementation problems and even to a failure of Internet voting delivery. In addition, this section demonstrates how international recommendations on holding elections amid the pandemic can be adapted to a non-democratic context. Finally, this section argues that the context of implementation defines the expected outcomes: this thesis presents varying context-specific reasons for introducing Internet voting that have not been previously identified in the literature, such as the nudge to use the existing digital infrastructure, the creation of the digital narrative, or the promotion of self-governance.

Section 3.3 introduces the key features of election administration that set it apart from other domains of public administration. The collected evidence shows that implementation of Internet voting involves a temporary workforce and volunteers. Furthermore, as with the delivery of paper-based voting channels, Internet voting involves some manual activities and face-to-face interaction with voters. This depends on design choices of the Internet voting system, in particular, whether there is a need to receive credentials for voter identification in person prior to elections. Then, the section flows to the broader set of actors, introducing evidence on actor expansion due to the introduction of Internet voting. New actors come from both the private and public sectors, in contrast with the expected proliferation of private actors. Judging from the collected evidence, private actors participate in Internet voting system development, scrutiny, oversight, and audits. Public actors, not mandated and previously not involved in election delivery, have been involved in Internet voting system procurement, development, and monitoring.

Section 3.4 provides evidence that the 12-months-before-the-election-day deadline established by the Venice Commission (2002) in regards to any electoral reform can be too little time for the implementation of a highly sophisticated technology such as Internet voting. That applies even to cases in which legal changes and procurement have been introduced on time. The section describes obstacles for implementing Internet voting on time, like organizing pilots during the summer (due to public-sector vacations) or involving new actors, thus adding a new layer of complexity to the implementation process and increasing the coordination problem. The thesis refers to countries where the legal debate or implementation of a new voting channel spread over decades: 
it summarizes the evidence collected in a 20-year timeframe of decision making and implementation of the Internet voting system in the Åland Islands. The thesis demonstrates how the chain reaction of delays led to the cancellation of Internet voting. This thesis emphasizes that the issue of a reasonable timeframe gets even more critical in the context of the pandemic, articulating clearly that Internet voting cannot be a rapid response to the crisis because it is not feasible to introduce Internet voting in a short timespan, which the pandemic demands. Given the importance of reasonable timelines, time is at the core of both tools offered by this thesis.





[bookmark: _Toc79442379][bookmark: _Toc99632398]Impact of Internet voting implementation on election administration

This section summarizes the findings of the articles constituting this thesis pertaining to the impact of Internet voting implementation on election administration. Following theoretical discussions about the impact of technology (Leo Marx, 1997), the identified impacts are structured into two groups. The first group represents the impact on the electoral process and election delivery. It focuses on functional concepts such as complexity, accuracy, efficiency, degree of automation, and administrative burden. 
It looks at processes, rather than people. The second group concentrates on changes in the roles and behaviours of the concerned actors. Thus, it focuses on the impact of Internet voting implementation on the implementing actors.  

[bookmark: _Toc99632399][bookmark: _Toc79442380][bookmark: _Toc79846156]How does Internet voting implementation impact the electoral process?

One of the key discussions around Internet voting is whether it turns the well-established and trustworthy electoral process into a black box, mainly because an ordinary voter cannot understand the functioning of such a complex technology as Internet voting (see the decision of the Federal Constitutional Court of Germany on electronic voting in Maurer & Barrat, 2016; Volkamer, 2010). This chapter starts by exploring how Internet voting impacts the complexity of the electoral process. It then moves to the concept of accuracy, which is a trade-off with complexity: the more complex a process gets, the easier it is to make a mistake. Internet voting is expected to increase accuracy by automating the electoral process, thus reducing the potential for human error (Solvak & Vassil, 2016). Therefore, the next section of this chapter is devoted to the impact of Internet voting on automation. Automation, in its turn, has the potential to increase efficiency, which is why they are considered together. Finally, this subchapter considers the worst impact Internet voting can have––the failure of the election delivery––and who is held accountable for it. 

[bookmark: _Toc99632400][bookmark: _Toc79442384][bookmark: _Toc79846158][bookmark: _Toc79846159]Complexity 

Elections are one of the most complex exercises of public administration (Hall, 2017; Mozaffar & Schedler, 2002). The reason for this lies in the nature of elections. On election day, thousands of poll workers serve millions of voters all across the country and, in some settings, even abroad (II, IV). This creates complexity of rules, procedures and requirements (Atkeson et al., 2014). 

The importance of studying electoral complexity lies in its negative impact both on voters and election administrators. Electoral complexity makes voters unconfident about electoral rules and procedures (Bawn, 1999; Karp et al., 2002). This can even result in voters’ abstention from participating, which negatively affects electoral turnout (Karp & Banducci, 1999). For election administrators, complexity makes it difficult for them to deliver elections with quality and integrity (Burden et al., 2017; Hale & Slaton, 2008), 
as “complexity contributes to accidents and unintended consequences.” (Montjoy, 2008a, p. 786).

In recent years, due to demographic and technological developments, election complexity is increasingly becoming one of the key challenges of election administration (Burden et al., 2012; Hale et al., 2015) as it gets more and more difficult to deliver elections (Alvarez & Hall, 2006). Hale and Slaton (2008) indicate two dimensions of growing electoral complexity: election law and electoral technology. These two dimensions are interconnected as, in most cases, the introduction of an electoral technology requires prior changes to the election law. Starting with election law, this thesis offers Tool 1, which is designed to simplify the task of translating electoral laws into clear instructions (II). This tool transforms complex electoral processes into more comprehensible visual instructions. Tool 1 is of particular importance for territories implementing Internet voting, especially for the first time and amid the pandemic, which imposes a shorter timeframe. Tool 1 captures the complexities of election administration and acknowledges them, thus helping election administrators to assess electoral complexity (Hale & Slaton, 2008), identify weak points and attract the attention of other actors to the difficulties that the election administration faces.

As for electoral technology, there is no consensus that “every additional voting technology raises the complexity of the election” (Krimmer, 2012, p. 31) due to the lack of empirical research on this question. Internet voting is frequently introduced as an additional voting channel as per international standards.[footnoteRef:17] Elections with multiple voting channels are even more complex (I-III), as the election administration needs to provide the same service in multiple forms. Therefore, this thesis asks “whether the usage of electoral technologies as an additional voting channel decreases electoral complexity or contributes to it” (I, p. 1). The thesis provides evidence on the electoral complexity caused by Internet voting (I). Furthermore, it demonstrates how the electoral complexity arising from the introduction of Internet voting may challenge the capacity of election administration to avoid electoral malpractice (I). This finding indicates a trade-off between making the voting options rich and diverse by introducing additional voting channels like Internet voting, but also making sure that the election administration is able to administer them. [17:  In particular, the standard of universal suffrage. The Council of Europe Recommendations CM/Rec(2017)51 of the Committee of Ministers to Member States on standards for e-voting reads: “Unless channels of remote e-voting are universally accessible, they shall be only an additional and optional means of voting” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to Member States on Standards for e-Voting, 2017).
] 


The collected evidence also enriches theory by revealing that, besides electoral law and technology, the involvement of new actors in the electoral process can increase electoral complexity (IV). The collected data demonstrate that, at least in one of the considered cases, the way that inter-actor cooperation was organized between private and public actors was not ideal, which resulted in increasing complexity, delays, cost overrun, and even trust issues:



“The bicephalous structure followed for project management divided the knowledge available on the side of project organizers, that is the technical knowledge separate from contract management and adding to the complexity of the process. Due to this fact, the process was slowed down at critical moments when a more directed management structure could have forced the vendor to react more swiftly in order to solve problems encountered” (IV, p.45). 

[bookmark: _Toc99632401]Accuracy 

After presenting the findings regarding the impact of Internet voting implementation on electoral complexity, this thesis moves to the concept of accuracy, which is a trade-off with complexity: the more complex a process gets, the easier it is to make a mistake. Innumerable activities, time pressure, resource constraints, and a large workforce with a high level of discretion and little training comprise election administration (I and II). 
This makes election administration “most susceptible to errors” (Mozaffar & Schedler, 2002, p. 9). Even though elections without administrative errors have hardly ever been possible, the aim of having elections with a minimal number of errors is increasingly important because:



“The price for an error is increasing due to closer media attention to election administrators” (I, p. 15).



Accurate elections are, in a broader sense, those with a minimal number of errors. Multiple variables comprise accurate elections. Some scholars assess the accuracy of voter registration records (McCormick, 2020; Merivaki, 2020). Other scholars measure the accuracy of elections as a lack of residual votes––votes that were cast with mistakes and therefore could not be taken into consideration (Kropf & Kimball, 2013). Other variables of accuracy include accurate electoral outcomes and accurate election information (McCormick, 2020). 

Whichever aspect of the accuracy of elections is considered, errors in election delivery result in disenfranchisement of some groups of voters and/or in allowing multiple votes for another group of voters. In extreme cases, errors in election delivery result in electoral violence, deaths and return to a non-democratic regime (Laanela, 1999). 

Digital technology is expected to increase the accuracy of election delivery (Norris, 2004) by, at a minimum, decreasing the scale of human error thanks to automation (Solvak & Vassil, 2016). For instance, digital technology was expected to reduce human error in the process of manual mark-off of voters in voter lists by decreasing the probability of crossing off the wrong voter.

[bookmark: _Toc79442386]The case of Estonia demonstrates how these expectations have not been met with the introduction of Internet voting (I). Furthermore, manual activities continue to accompany digitalized electoral processes. Those manual activities are resource intensive and prone to human error, increasing the probability for both intentional and unintentional malpractice. In the case of Estonia, such an activity is the manual mark-off of all advance voters, including Internet voters. Table 6 presents scenarios that can result from inaccuracy in performing this manual activity.

Inaccuracy and errors are not limited to manual electoral activities. The case of the Åland Islands provides evidence on how errors identified during the development of the Internet voting system resulted in the cancellation of Internet voting shortly before election day (IV). The cancellation potentially disenfranchised a group of voters (mostly young people studying or staying abroad after studies), as it was too late for those voters to use alternative voting channels, like voting by post. 

In addition to the collected empirical evidence, this thesis addresses the call of academics and practitioners for a tool that can make errors avoidable (Douglas, 2015) (Tool 1, II).



Table 6. Scenarios of intentional and unintentional malpractice during the manual process of marking off Internet voters (source: author, adopted from I).



		Scenario

		Description



		Scenario 1. Unintentional malpractice due to human error.

		There is limited time available, and the rising number of Internet voters increases the workload, further escalating the time pressure. An error in the process of the manual mark-off may result in disenfranchising one voter and/or allowing multiple votes for another one. 



		Scenario 2. Intentional malpractice.

		A case of multiple voting is intentionally not noted or intentionally attributed to the wrong person, given the discretion that local election administrators have in the process of a manual mark-off. Unlike other activities concerning Internet voting, the activity of manual mark-off is not commonly performed in the presence of observers.







[bookmark: _Toc99632402]Automation and Efficiency 

The accuracy that Internet voting was expected to deliver is closely interlinked with the concept of automation, to which this section is devoted: higher automation reduces human error, thus resulting in higher accuracy. 

In most contexts, governments need to prioritize what to automate first because the resources are limited, while many aspects of the electoral process are characterized by “the backwards state” (Cheeseman et al., 2018, p. 1401). The choice is: (a) whether first to automate the process of casting a ballot, e.g., by introducing Internet voting, while keeping the surrounding processes manual, or (b) whether first to automate the surrounding processes, e.g., by introducing electronic lists of voters. Despite the theoretical expectations of Internet voting being the highest form of election automation (Mugica, 2015), the collected empirical evidence demonstrates that, in practice, it is frequently accompanied by manual back-office processes (I-III). That means that Internet voting is introduced before the surrounding processes, like management of voter lists or consolidation of votes from different voting channels, are digitalized. Furthermore, automating the way of casting a ballot imposes no spill-over effect on automating the surrounding process: the introduction of Internet voting does not solve the problem of the backward condition of other electoral processes. 

The case of Estonia demonstrates how such a sophisticated electoral technology as Internet voting can rely on manual activities (I). Therefore, even the high level of digitalization of the front office of elections does not guarantee the existence of any digitalization of the back office. Furthermore, the case of Estonia provides evidence on how the automation of one aspect of the electoral process––vote casting––impacts the full election workflow by imposing even more manual tasks on the local election administration. The Internet voting pilots in other countries followed suit by prioritizing automation of the front office of elections, the ballot casting process, rather than the back office of elections, the ballot processing process (IV, VI). This finding goes in line with the statement that the usage of digital technology in public administration changed aspects of user experience, while the services “remained remarkably unchanged” (Kattel & Mergel, 2019, p. 156).  As this thesis shows, the decision first to automate the process of casting a ballot potentially creates an additional administrative burden for election administrators and challenges the accuracy of elections by increasing possibilities for human error (I). 

Automation has the potential to increase efficiency. Efficiency plays a critical role in the usage of digital technology in public administration as “the central e-Government ideal in attempts to rationalise, streamline and transform government” (Rose et al., 2015, p. 540). This perspective on technology expects it to bring efficiency in a linear process of change (Cordella & Bonina, 2012). Thus, the ultimate role of digital technology is sometimes considered to be “the enhancement of the internal effectiveness, efficiency, and economy of the executive functions of public administration” (Snellen 2007 as cited in Rose et al. 2015, p. 540). At least partially, it is connected with the fiscal crisis and caused by the public expenditure cuts that many European countries currently experience (Raudla et al., 2017). For election administration, efficiency is also one of the key challenges (Mozaffar & Schedler, 2002; Yard, 2010). The expectations that digital technology will create efficiency are common (Goodman & Spicer, 2019; Norris, 2004), with some authors even claiming that “technology has become a key means by which governments seek to foster improved quality and efficiency” in election administration (Moynihan & Lavertu, 2012, p. 68). 

Efficiency relates to the costs of digital technology. Digital technology is costly in general, and even more costly in the public sector in comparison to the private sector. 
In the field of election administration, the experience of other countries shows that the usage of digital technology can result in the “increased cost of maintaining modern voting systems” (Damschroder, 2013, p. 198). Cost considerations can slow down the adoption of digital technology by election administration (Goodman & Pyman, 2016; Hall, 2017). Therefore, legislators and governments need to justify the costs and make sure that the investment is consistent and sustainable because the budget capacity is considered an indicator of the integrity and quality of election administration (Bland et al., 2013). 

This thesis is not the first attempt to establish the costs of running Internet voting. 
This is the key question for both academics and practitioners. Every election administration asks about the costs before deciding to proceed with Internet voting (Goodman & Pyman, 2016; Xenakis & Macintosh, 2006). Previous attempts to calculate the administrative costs of elections were conducted by Ernst & Ernst (1979) and 
López-Pintor and Fisher (2006). These studies managed to divide the costs by different cost pools but not to attribute the costs to particular voting channels, thus making comparison of voting channels’ cost-efficiency impossible. Other researchers indicate the need for a clear methodology on how the costs of multiple voting channels could be calculated and compared (Xenakis & Macintosh, 2006), especially when technology is utilized (Montjoy, 2010). The cost factor in implementing Internet voting is a greater priority now, since it has been established in multiple contexts that Internet voting does not significantly increase turnout (Germann & Serdült, 2017; Vassil et al., 2016). Already in 2006, Xenakis anticipated that “if no apparent relationship between e-voting and increased voter turnout is achieved, then the future of e-voting will lay solely upon the cost factor” (Xenakis & Macintosh, 2006, p. 128).  

In 2003, Drechsler (2003) raised the question “How high are really the costs?” of Internet voting implementation in Estonia, referring to anecdotal evidence from the implementing actors that “It'll cost ten times as much to have an e-election” (Drechsler, 2003, p. 7). Since then, the cost of Internet voting has only been vaguely defined. The most recent research emphasizes that “Technology is always ambivalent, and the risk to overpay for its favors is very high” (Drechsler, 2020, p. 50). That is why, in this thesis, the cost of Internet voting is not considered in abstract but in relation to the benefits it creates, thus focusing on the cost-efficiency of an introduced technology (I and III). One might challenge the quantitative turn this thesis takes at this point. As a counterargument, “there seems to be no chance to stop indicators today, even if one wanted to—there is no alternative, and if one is attempted, it soon vanishes and gives way to the kind of quantification that permeates the world” (Drechsler, 2019, p. 252).

Tool 2 developed by this thesis facilitates the collection of evidence establishing that Internet voting is the most cost-efficient voting channel in the case of Estonia (III): 
it has the lowest cost per voter among a wide variety of voting channels (see Table 7). The initial expectations were that Internet voting would be more cost-efficient for at least two reasons: it would lower printing costs, as voting over the Internet decreases the demand for paper ballots, and it would lower staffing costs, as automation results in reduced demand for manual work. However, the collected data revealed that there is no evidence to support those expectations (I, III). First, there is little potential for reaching cost reduction via a decrease in ballot printing costs, as the savings from reduced printing are negligible[footnoteRef:18] in comparison to the costs of Internet voting system development and maintenance. Second, even though Internet voting relies less on manual labour, the labour cost pool still constitutes the majority of the costs of Internet voting.[footnoteRef:19] Tool 2 also reveals that, unlike the theoretical expectations, one of the most resource-intensive activities of Internet voting delivery did not concern the maintenance of technology but the purely administrative task of consolidating Internet votes with advance votes cast on paper––an activity required for the integration of Internet voting into the existing voting infrastructure.  [18:  In the 2019 parliamentary elections in Estonia, the election administration spent 7,560 euro on printing 900,000 ballots, which is enough for the whole population of eligible voters. ]  [19: In the 2019 Parliamentary elections in Estonia, the labour cost constituted around 2/3 of all costs.] 




Table 7. Administrative cost range per ballot (in euros) for the 2017 Estonian local elections 
(source: III).



		Type of voting channel

		Minimum

		Maximum



		Advance voting in county centres

		5.48 

		5.92



		Advance voting in ordinary polling stations

		16.24 

		17.36



		Early voting in county centres

		5.83 

		6.30



		Election day voting in county centres

		4.97 

		5.58



		Election day voting in ordinary polling stations

		2.83 

		3.01



		Internet voting

		2.17 

		2.26











In the case of the Åland Islands, efficiency associated with administrative cost and working time reduction was expected only after a realistic assessment of cost-efficiency would be possible. Such an assessment can happen only when the Internet voting system is consolidated and the number of users has increased (IV). The collected evidence demonstrates that the government may bear the costs of Internet voting even for a 
non-implemented system and that the implementation of Internet voting can be accompanied by unexpected costs (IV). In this case, the unexpected cost arose from the nature of the private-public relationship between the vendor and the election administration. The unexpected problems during the implementation motivated the election administrators to conduct penetration tests in order to check that the products delivered by the private vendor were up to standard. In the end, project management and oversight of the private vendor cost more than the development of the Internet voting system (IV). 

Another key aspect for understanding potential efficiency gains is the recommendation to introduce Internet voting as an additional voting channel in order to fulfil international standards.[footnoteRef:20] Through multiple and perhaps excessive voting channels available to voters simultaneously over an extended period, election administration generates inefficiency by oversupplying the service. Therefore, Internet voting can provide cost reductions only when the introduction of Internet voting results in or is accompanied by significant savings in the delivery of other voting channels (I). These savings should exceed the cost of developing and maintaining the Internet voting system. Such adjustments do not happen by default but require significant efforts from the election administration, and they may not have developed yet even after Internet voting has been used successfully for over a decade (I). Moreover, the expectation of significant savings in the delivery of other voting channels may create pressure on the election administrator: the cost reduction of other voting channels’ delivery is supposed to justify the existence of Internet voting. [20:  In particular, the standard of universal suffrage. The Council of Europe Recommendations CM/Rec(2017)51 of the Committee of Ministers to member States on standards for e-voting reads: “Unless channels of remote e-voting are universally accessible, they shall be only an additional and optional means of voting” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to Member States on Standards for e-Voting, 2017).] 


This thesis offers directions for reaching higher efficiency through implementation of Internet voting: both through reengineering the existing electoral process and adjusting it to the new reality of e-enabled elections, and through introducing even more digital technologies to the back office of the electoral process (I). 

Informed by the collected evidence, this thesis operationalizes efficiency in the following way. The efficient implementation of an electoral technology means that:

· Limitations on resources are acknowledged by considering what to automate first;

· Sustainability of the introduced digital technology in terms of stable political will, financing, and contracts with external suppliers is guaranteed;

· The introduced digital technology automates administrative tasks and activities, thus decreasing the administrative burden of election administration, (cutting the required workforce) and reducing human error. It also helps to deal with the complexity of elections.

[bookmark: _Toc79442392][bookmark: _Toc79846164][bookmark: _Toc99632403]Failure and Accountability

The final section of this subchapter considers the worst impact that Internet voting can cause––failure of the election delivery. Failure in implementing digital technology in public administration is a common phenomenon (Goh & Arenas, 2020; Heeks & Stanforth, 2007). Therefore, there is a variety of theoretical and analytical frameworks for studying it. The closest one to the object of research of this thesis is the information system failure framework developed by Toots (2019). This thesis adapts this framework by introducing to it elements from the conceptual model of the electronic voting mirabilis (Krimmer, 2012).   On this basis, this thesis proposes a new conceptual model for studying failures of Internet voting systems (see Figure 2).



[image: ]

[bookmark: _GoBack]Figure 2. The mirabilis of Internet voting system failure (source: IV).

In the failure of an Internet voting system, two possible scenarios are anticipated: a total failure when “the initiative was never implemented or was implemented but immediately abandoned” (Heeks, 2005, p. 52) and a partial failure when “major goals for the initiative were not attained and/or there were significant undesirable outcomes” (Heeks, 2005, p. 52). In other words, a partial failure represents a case in which an implemented Internet voting system does not meet the set requirements (such as accountability, accuracy, efficiency, and so on). The Åland Islands represent a case of total failure, as Internet voting was cancelled before its first usage (IV):



It was “the decision to not proceed with Internet voting, even with the system in-place, giving more relevance to the interaction between the different elements than to the IS itself” (IV, p. 41).

A failure of delivering Internet voting when it is the only available voting channel clearly challenges electoral integrity (Essex & Goodman, 2020) This thesis provides evidence for the theoretical claims that even when Internet voting is only one of many available voting channels, “losing voters, who would have voted if not prevented by malfunctions in the e-electoral process, could become a major problem” (Xenakis & Macintosh, 2005a, p. 5). Some voters from abroad who planned to vote over the Internet were disenfranchised because, when the decision not to proceed with Internet voting was taken, it was too late for those voters to use alternative voting channels, like voting by post. In this way, the effort to enfranchise new groups of voters from abroad resulted in the disenfranchisement of a share of voters who used to vote by post (IV).

The collected evidence demonstrates that among the reasons for the failure is the actors’ dissatisfaction with the system (IV). Thus, this thesis argues that actors’ perceptions of an Internet voting system are at least as important for the success of its implementation as the technology per se. At the stage of decision-making, all actors shared a broad consensus about the positive implications of Internet voting implementation. This has changed in the later stages of implementation. This finding emphasizes the importance of continuous supervision of actors’ perceptions regarding the Internet voting system. Therefore, this case provides evidence from the field of election administration on how interactions between actors can result in the success or failure of digital technology implementation (IV).

Another reason for failure to implement an Internet voting system is miscommunication between actors. The case of the Åland Islands proved the importance of the inclusion 
of external actors in the implementation process. These actors are not directly involved in implementation, but they can play a critical role for the success or failure of implementation: in the case of the Åland Islands, these actors were the Data Protection Authority and the agency responsible for the shared national infrastructure (the Finnish e-Government portal). 

A failure always highlights the question of accountability. Among the variety of public and private actors involved in contemporary election delivery, who is accountable for the failure in election delivery? Previous research claimed that in a centralized election administration, the single responsible authority is the election administration (Lundmark et al., 2020). Does this statement hold true in other contexts? Research on the highly decentralized U.S. election administration claims that in the cases in which elections are privatized, the accountability of public officials decreases (Herrnson et al., 2008). International standards establish that while private vendors can be deemed accountable for not delivering elections properly, the final responsibility for the quality of election delivery remains with election administrators (Council of Europe, 2017).[footnoteRef:21] In the case of the Åland Islands, the burden of the ultimate responsibility caused the election administration to decide against the risk of using the not-fully-tested system developed by a private actor, and thus, to cancel Internet voting altogether (IV). In such circumstances, an Internet voting system is only as good as the election administration believes it to be. Thus, the perception of being a single responsible authority and the perspective of 
being held accountable for a failure can force an election administration to make more risk-averse decisions, such as cancelling Internet voting.  [21:  Explanatory Memorandum to Recommendation CM/Rec(2017)5 of the Committee of Ministers to Member States on standards for e-voting by the Ad hoc Committee of Experts on Legal, Operational and Technical Standards for e-voting (CAHVE) reads: “Statutory duties of the body responsible for the conduct of elections must never be outsourced”, and “The overall responsibility falls on the electoral management body that supervises e-voting and cannot be delegated for instance to a voting system supplier” (Council of Europe, 2017).] 




Table 8. Summary of the impacts of Internet voting implementation on the electoral process.



		Impacts of Internet voting implementation on the electoral process



		Complexity:

· Internet voting can bring greater electoral complexity, thus increasing the risks for electoral malpractice;

· The trade-off is between making the voting options rich and diverse and being able to administer them.

		Accuracy:

· Internet voting does not necessarily reduce manual activities, and hence, human error;

· Internet voting can require new manual activities, increasing the probability for both intentional and unintentional malpractice.





		Automation and Efficiency: 

· Internet voting has no spill-over effect on automating the surrounding process; 

· Internet voting is the most cost-efficient voting channel with the lowest cost per vote;

· Cost-efficiency does not come from lower printing costs or lower staffing costs;

· One of the most resource-intensive activities concerns not the maintenance of technology, but the purely administrative task;

· Project management and oversight of a private vendor can cost more than the development of the Internet voting system.



		Failure and Accountability:

· Actors’ perceptions about the Internet voting system can cause failure as much as the technology per se;

· Miscommunication between actors can be the reason for system failure;

· Even if Internet voting is only one among many voting channels, system failure can still result in voter disenfranchisement;

· An Internet voting system is only as good as the election administration believes it to be. Accountability for a failure forces an election administration to make more risk-averse decisions, such as cancelling Internet voting. 











[bookmark: _Toc99632404]How does Internet voting implementation impact the electoral actors?

This subchapter starts by discussing how Internet voting affects the administrative burden, as it is currently the biggest challenge for overtasked and understaffed election administrators all around the world. It identifies the effects of Internet voting on the implementing actors, in particular, which of them get overburdened due to the introduction of Internet voting. The next section further develops this idea by focusing on the shifting roles and responsibilities of actors delivering elections after Internet voting is introduced. The final section considers how changes in actors’ roles and responsibilities affect the most problematic aspect of election administration––the high discretion of election administrators. 

[bookmark: _Toc99632405][bookmark: _Toc79442389][bookmark: _Toc79846161]Administrative burden

The concept of administrative burden has not been widely studied in the field of election administration (Burden et al., 2012). However, it is important to acknowledge and account for how the usage of digital technology decreases or imposes an additional administrative burden on election administrators for the following reasons. First, 
even before any digital technology is introduced, election administration tends to experience high levels of administrative burden (Hale & Slaton, 2008; Kimball & Kropf, 2006). Second, additional administrative burden results in work overload, burnouts, decreased performance, job dissatisfaction, and higher employee turnover rates (James, 2019), as well as higher error rates. All of this negatively affects the quality of election delivery and electoral integrity. When electoral technology is introduced, election administrators frequently find themselves in a situation in which “they have accepted a burden that is more complex than they are prepared to handle” (Jones, 2007, p. 41). Thus, electoral technology can increase the administrative burden of election administrators. 

The case of Estonia is critical for understanding the impact of digital technology on the administrative burden for the following reason. In Estonia, one of the key expectations of using digital technology in public administration is a lower administrative burden. 
A lower administrative burden helps to reach “a minimal and efficient state” (Kitsing, 2010, p. 7) and cope with limited resources (Margetts & Naumann, 2017). However, 
the collected data do not show that 15 years of Internet voting have managed to significantly decrease the administrative burden of election administrators (I). To address this, the thesis proposes some solutions. Tool 1 facilitates the identification of actors who are overburdened due to the introduction of digital technology and the subsequent reengineering of the electoral process, thus addressing the problem of the increasing administrative burden. Tool 2 helps to identify all tasks and activities each election administrator is performing, which can help to acknowledge the state of administrative burden of election administrators prior to the introduction of Internet voting. The following section further develops the argument of the impact of Internet voting on election administrators by focusing on their changing roles and responsibilities.

[bookmark: _Toc99632406]Shift in actors’ roles and responsibilities

In paper-based elections, responsibility is distributed among many poll workers. In contrast, a smaller number of staff are required to run Internet voting. When elections get digitalized, responsibility could fall to just one person who created the software (Haren & Pieters, 2007). This creates a dichotomy in delivery of digitalized and non-digitalized voting channels: Internet voting is generally managed and financed centrally, at a higher operational level, while paper-based voting channels are mainly budgeted and delivered by local election administrations (I, II, III). 

Therefore, the introduction of Internet voting changes the roles of poll workers: suddenly, it is not SLBs who deliver elections directly to the citizens but a handful of IT specialists or software providers. Due to this transfer of responsibility, Internet voters no longer interact with SLBs of elections but, at best, with the IT departments of the election administration or even with a helpline provided by private vendors. For this reason, this thesis considers how the introduction of Internet voting affects the roles of SLBs. 
SLBs can play many roles in Internet voting implementation: they can participate in administering trials (the U.K.), procuring and piloting Internet voting systems (Switzerland), and conducting tests and feasibility studies (Canada), among other things. What unites those cases is that they represent countries with decentralized election administration. Thus, there is no surprise that SLBs are involved to such an extent in the delivery of Internet voting. However, the role of SLBs in Internet voting in countries with centralized election administration is not so evident. This thesis finds that even in a centralized election administration with a top-down approach to Internet voting implementation, SLBs play a substantial role in the management of Internet voting and its integration with existing voting channels through the task of consolidating paper and electronic votes (I). 

The decision to outsource the development of the Internet voting system to private vendors (I-IV, VI) shifts the role of the government from the producer or “technology maker” (Karo & Kattel, 2016, 2019) to manager (Winnard, 2017). In extreme cases of outsourcing, the government stops considering elections “as their ‘core business’”: they delegate the task of running elections to the private sector and cease to understand the electoral process (Oostveen, 2010, p. 210). In such an environment, the concept of Elections as a Service rises in popularity. This concept assumes that the delivery of elections (or parts of it) can be contracted to a private vendor, while the election administration neither owns nor rents the digital technology used: the election administration entitles a private vendor to run the electoral service on behalf of the election administration using the software and hardware of a private entity. Scholars describe Elections as a Service in the following way: vendors run the process (Haren & Pieters, 2007). Still, as the collected evidence shows, that does not necessarily mean that election administrators would not favour such an approach to digital technology development and implementation (IV). 



“The government decided quite early… that they should buy a service, not the system and that they need[ed] someone else to run it” (IV, p. 45). 



Election administration also delegates tasks to public entities. In some cases, this relationship takes an extreme form when election authorities compete with other agencies for the right not to perform some election-related tasks (Castenmiller & Dikmans, 2020). In all considered cases (I-V), the electoral authorities voluntarily delegated some of their election-related responsibilities to other actors due to the lack of capacity to perform those tasks themselves. 

[bookmark: _Toc99632407][bookmark: _Toc79442390][bookmark: _Toc79846162]Discretion 

Poll workers are the SLBs of elections who frequently represent the only point of interaction between a voter and the election administration (Atkeson et al., 2014; 
Hall et al., 2009). Therefore, poll workers have a high level of discretion in the 
delivery of elections. Previous research has established that the discretion of poll workers varies by voting channels (Atkeson et al., 2014). Voting channels extended 
over a longer time potentially reduce the discretion of poll workers, as poll workers’ supervisors (the higher levels of election administration) have a greater chance to 
react to “complaints brought by staff, observers, or voters” (Atkeson et al., 2014, 
p. 946).

Internet voting is often available to voters over an extended period of time, rather than only on election day (I-IV, VI). The research literature indicates that technology 
can decrease (Lips, 2019), automate (Nagtegaal, 2021) or digitalize the discretion of 
SLBs (Busch & Henriksen, 2018) from street-level bureaucracy to “screen-level bureaucracy” when SLBs operate computers instead of face-to-face interaction, and further to “system-level bureaucracy” when decisions are fully automated (Bovens & Zouridis, 2002). Indeed, as a remote voting channel, Internet voting does not require an interaction between the voter and a poll worker: Internet voters interact directly with an Internet voting system, bypassing poll workers. Thus, it provides voters with an experience of voting without involving human agency. The decision regarding each individual voter’s eligibility to vote over the Internet does not depend on the discretionary judgment of a poll worker. As a result, poll workers are not supposed to have high discretion towards Internet voters. 

A conflicting argument suggests that digital technology can increase discretion by providing public administrators access to richer data (Danziger & Andersen, 2002). Furthermore, human agency is involved in designing and implementing an Internet voting system, which may result in a system that is biased toward particular groups of voters. Still, the pool of actors who are involved in designing and implementing an Internet voting system is much more limited than the number of poll workers delivering conventional paper-based voting channels. 

The data collected for this thesis provide evidence for both arguments. The case 
of Estonia demonstrates that the voting channels, which reduce the number of 
polling places, potentially decrease the discretion of poll workers, because the supervision of poll workers by higher levels of the election administration becomes 
more feasible (II). However, it also reveals that poll workers exercise discretion 
even towards Internet voters, despite the Internet voting system being implemented in a centralized way without evident involvement of poll workers in its implementation (I). As one example, poll workers in Estonia decide on which Internet votes are reported 
for cancelation in the process of paper and Internet vote consolidation. What differentiates the exercise of discretion while delivering Internet voting from its 
role in conventional voting channels is that, in such circumstances, observers and voters are not present at the moment when poll workers exercise discretion. An example of how digital technology can increase discretion by providing access to richer data is 
the way that the Internet voting system is implemented in Estonia. It provides poll workers with information about which voters have overridden an i-vote with a paper ballot (I). The option of re-voting is provided for the purpose of guaranteeing that a 
voter can change her vote without a coercer knowing about it. Given that poll 
workers are frequently recruited and appointed by political parties, the provision of information on recast ballots may reduce the efficiency of re-voting as an anti-coercion mechanism.























Table 9. Summary of the impacts of Internet voting implementation on the electoral actors. 



		Impacts of Internet voting implementation on the actors



		



		Administrative burden:

· Internet voting does not significantly decrease the administrative burden of election administration.



		Discretion: 

· Internet voting does not significantly decrease the discretion of street-level bureaucrats of elections. They lose their discretion in the process of ballot issuing but gain it in the process of paper and Internet vote consolidation. 



		Shift in actors’ roles and responsibilities:

· Internet voting shifts and imposes new roles and responsibility on street-level bureaucrats of elections, for instance, through the integration of Internet voting with existing voting channels.



		

· In extreme cases of delegation, the election administration neither owns nor rents nor understands the Internet voting system.







[bookmark: _Toc99632408]Summary of the chapter

This chapter answers the research question of how the choices made during the implementation of Internet voting affect election administration. It divides the impacts into two groups based on whether they impact processes or people.

The subchapter on processes highlights how Internet voting affects complexity, accuracy, efficiency, automation, the possibility of failure and accountability of the electoral process. The section on electoral complexity (Section 4.1.1) follows the literature and focuses on two major sources of complexity: election law and electoral technology. This chapter presents Tool 1, which addresses complexity caused by changes to election law. Next, this chapter provides empirical evidence for the debate on whether electoral technology per se can increase electoral complexity. Finally, the thesis contributes to the existing literature on electoral complexity by identifying a third possible source of complexity––the involvement of new actors in the electoral process.

Complexity is a trade-off with accuracy in the electoral process (Section 4.1.2), as the more complex the process is, the more difficult it is to avoid errors. Digital technology is expected to increase the accuracy of election delivery: at a minimum, automation should decrease human error. In respect to Internet voting, the collected data show how implementation choices can negatively affect the capacity of Internet voting to reduce human error. The implementation of Internet voting can result in the creation of manual activities that are prone to human error, intentional and unintentional malpractice. 
In the studied cases, one example of such activity is the manual consolidation of paper and electronic votes caused by the need to integrate Internet voting with existing voting channels. Academics and practitioners call for a tool which will make errors avoidable, and Tool 1, proposed in this thesis, addresses this call. 

Besides complexity and accuracy, efficiency is one of the key challenges for modern election administration (Section 4.1.3). Digital technology is expected to foster efficiency. At the same time, digital technology is costly. This thesis demonstrates how the costs of Internet voting can be calculated and compared to the costs of other voting channels. The application of Tool 2 to the case of Estonia shows that Internet voting is the most cost-efficient voting channel with the lowest cost per vote. Contrary to expectations, this thesis establishes that there is little potential to achieve cost-efficiency via the decrease in ballot printing costs and staffing costs. Ballot printing costs are negligible in comparison to the costs of Internet voting system development and maintenance, while staffing costs still constitutes most of the costs of Internet voting, even though Internet voting relies less on manual labour. This thesis argues that it is difficult to reach efficiency gains through introducing Internet voting because it is generally introduced as an additional voting channel to fulfil international standards. Therefore, Internet voting can provide cost reductions only when its introduction results in or is accompanied by significant savings in the delivery of other voting channels. Such adjustments require significant efforts from the election administration. This thesis outlines potential directions for reaching higher efficiency: through reengineering the existing electoral process and through introducing even more digital technologies. 

The case of the Åland Islands can perhaps serve as the example of non-efficiency, as the government was supposed to cover the costs of the Internet voting system, which has not even been used. Furthermore, it is an example of unexpected cost derived from the nature of the private-public relationship between the vendor and the election administration. Project management and oversight of the private vendor cost more than the development of the Internet voting system.

Finally, when it comes to the worst impact Internet voting can have––not delivering elections due to system failure, this thesis suggests considering failure through a theoretical framework and adjusting the concept of failure to the context of Internet voting (Section 4.1.4). The application of the proposed framework to the case of the Åland Islands demonstrates that the actors’ perceptions about the implemented Internet voting system are at least as important for the success or failure of the Internet voting system as the technology per se. The collected data show that the perception of being a single responsible authority and the perspective of being held accountable for a failure can force election administration to make more risk-averse decisions, such as cancelling Internet voting. This means that an Internet voting system is only as good as the election administration believes it to be. 

The second subchapter summarizes the findings in relation to the impact of Internet voting on the implementing actors. It focuses on the issues of administrative burden, shift in roles and responsibilities, and discretion. The collected data do not show that Internet voting has managed to significantly decrease the administrative burden of election administration after more than 15 years of usage (Section 4.2.1). To address this, the thesis proposes Tool 1 and Tool 2. Tool 1 facilitates the identification of the effects of Internet voting on the implementing actors: in particular, which of them get overburdened due to the introduction of Internet voting. Tool 2 allows for the identification of all tasks and activities performed by each election administrator, thus acknowledging the existing administrative burden.

As per the shifts in actors’ roles and responsibilities, this thesis finds a dichotomy in the delivery of digitalized and non-digitalized voting channels: Internet voting is generally managed and financed centrally, while paper-based voting channels are mostly delivered and budgeted by local election administration (Section 4.2.2). Therefore, the introduction of Internet voting leads to the transfer of roles and responsibility of the local election administrators to other actors: Internet voters do not interact with the SLBs of elections, but at best with the IT departments of election administration, or even with a helpline provided by private vendors. While taking away some of the SLBs’ responsibilities, Internet voting also imposes new ones: this thesis finds evidence that even in centralized election administration with a top-down approach to Internet 
voting implementation, the local election administration plays a substantial role in 
the management of Internet voting and its integration with existing voting channels. 
In extreme cases, as the result of delegation, the election administration neither owns nor rents nor understands the Internet voting system it uses. Still, due to a lack of capacity and resources, election administrators might favour such an approach to Internet voting implementation.

As per the discretion, the evidence does not support the theoretical expectations that Internet voting significantly decreases the discretion of election administrators. Internet voting provides voters with an experience of voting that does not involve human agency (Section 4.2.3). However, this thesis demonstrates that SLBs maintain discretion towards Internet voters: in the case of Estonia, they decide on which Internet votes are reported for cancelation in the process of paper and Internet vote consolidation. Furthermore, 
the exercise of discretion by SLBs in regards to Internet voting is not monitored, because it occurs in moments in which observes and voters are not present. 







[bookmark: _Toc79442394][bookmark: _Toc99632409]Conclusion

This thesis poses two research questions: 1) how election administrators and other actors implement Internet voting and 2) how the choices made during the implementation of Internet voting affect election administration. To answer these questions, the thesis applies a public administration perspective to the study of elections instead of a more common political science perspective. Thus, the thesis contributes to developing a relatively new and under-studied domain of public administration––election administration (James, 2012). In addition, the thesis applies theories from accounting, business studies and engineering to study the usage of Internet voting by election administrators, thus providing the interdisciplinarity of this research. 

The findings of this thesis build on: 1) the perceptions of election administrators, 
2) the results of observations of electoral processes, 3) before-after analysis, and 
4) quantitative calculations. Some of the methods for evidence collection were developed and first attempted in the articles comprising the thesis. Those methods include:

· the first known application of TDABC to the field of elections, which facilitated the calculation of the administrative costs of running elections for each voting channel (this has not been possible for the variety of costing techniques applied to elections before); 

· the first known observation of the electoral processes organized based on the logic of TDABC with a focus on resources spent on individual activities;

· the application of a design science research strategy to the field of Election Administration, in line with which a particular problem in election administration was identified and a solution was designed, developed, demonstrated and evaluated;

· the application of the business process reengineering framework to the field of Election Administration, allowing to check if the introduction of digital technology resulted in a redesign of electoral processes. 

To answer the first research question, the thesis considers the elements of Internet voting that constitute it as a complex socio-technological system: the aspects of the electoral process that Internet voting digitalizes, the context of implementation, 
the implementing actors and the timeframe of implementation. The answer to the first research question starts with defining what Internet voting is. Given the confusion over the term, this thesis presents a minimal definition of Internet voting as a voting method by which a voter is identified over the Internet and a ballot is cast over the Internet and counted electronically. This definition brings into focus the administrative perspective, rather than a purely technological one: the definition emphasizes which parts of the electoral process get digitalized with the help of Internet voting. Thus, the thesis further develops attempts to clarify the concept of Internet voting for the discipline of public administration (Krimmer, 2012). 

Furthermore, this thesis links the concept of Internet voting to a concept of a higher order––electronic voting––and provides a new approach for classifying electronic voting modalities, where electronic casting and electronic counting are considered in association (I-VI). Thus, the thesis contributes to the scholarship on definitions of Internet and electronic voting (Gibson, 2001; Goodman & Spicer, 2019; Reiners, 2017), stage and maturity models of election automation (Mugica, 2015) and a broader public administration discussion on what to digitalize first and how to vertically and horizontally integrate the digitalization of the back office and front office of public service delivery (Andersen & Henriksen, 2006; Westholm, 2005). This thesis emphasizes the importance of the back-office effects of digital technology in public administration, highlighting the interplay between using highly sophisticated digital technology in the front office and manual activities in the back office of public service delivery (Stewart III, 2011).

The next element this thesis considers is the context of implementation. It highlights the mismatch of different contexts and how this affects implementation, in particular, causing communication and coordination problems (I-VI) and even a failure of Internet voting delivery (IV). In addition, the thesis zooms in on some particular contexts of Internet voting implementation: during the pandemic (V) and in a non-democratic environment (VI). It demonstrates how the implementation of Internet voting in a pandemic environment negatively affects the timeframe of implementation, significantly increasing the risk of failure, while the implementation of Internet voting in a 
non-democratic environment increases the risks for electoral integrity. Finally, this thesis argues that the context of implementation defines the expected outcomes: it presents varying context-specific reasons for introducing Internet voting which have not been previously identified in the literature, such as the nudge for using the existing digital infrastructure, the creation of a digital narrative, or the promotion of self-governance. These findings contribute to the research on the contextual aspects of digitalization in the public sector (Åström et al., 2012; Carter & Bélanger, 2012; Cheeseman et al., 2018; Heeks, 2005; James & Alihodzic, 2020).

In regard to the findings on implementing actors, it is the first study of election administration to consider such a wide variety of actors and collect perspectives from each actor type. This was possible by applying the following approaches: 1) shadowing election administrators through the electoral process, 2) working with secondary data such as procurement contracts, inter-organizational cooperation agreements, practitioners’ reports, and internal documentation of state agencies, and 3) interviewing all identified actors. Informed by the collected data, the thesis proposes a new bottom-up approach for identifying and classifying the actors implementing digital technology in elections, further developing the categorization proposed in Krimmer (2012). 

Moreover, this thesis applies the street-level bureaucracy theory to the field of election administration. The thesis establishes the high level of discretion of poll workers and the acute principal-agent problem present in the process of digital technology implementation in the considered cases. Through this, the thesis contributes to scholarship on street-level bureaucracy (Atkeson et al., 2014; Clark, 2017; Hall et al., 2009; James, 2014b; Kimball & Kropf, 2006) and principal-agent theory (Alvarez & Hall, 2006). In addition, this thesis pays close attention to the roles of private actors and emphasizes the critical role that state actors who were previously not involved in election delivery can play (I, III IV). These findings contribute to the scholarship on the role of private actors in public service delivery (Bieri & Wenger, 2018; Dunleavy et al., 2006; Kooiman, 1993; Thomann et al., 2018; Ya Ni & Bretschneider, 2007) and the tendency to contract out (Lember, 2006). 

Considering the timeframe of the implementation process, this thesis demonstrates that the established deadlines for decision-making[footnoteRef:22] might not suffice for the implementation of a highly sophisticated digital technology such as Internet voting (IV). It also emphasizes how disagreement between the implementing actors or just the sheer number of them can impact the timeline by postponing implementation: the involvement of each additional implementing actor increases the chances for not fitting in the set timeline (I, III, VI). Time is also at the core of Tool 2, which proposes a new methodology for calculating the cost of elections (III), and Tool 1, which proposes a solution for translating electoral laws into instructions for poll workers (II). Finally, the question of reasonable timelines is particularly important for the current global changes in the conduct of elections due to the pandemic (V). Pandemics demand quick changes, while such digital technology as Internet voting could not be introduced rapidly. These findings contribute to the scholarship on the difficulties with implementing digital technology on time in public administration due to “considerable transaction costs” (Lember et al., 2018, p. 20) and the schedule overrun that is typical for IT projects (Flyvbjerg & Budzier, 2013). [22:  12 months, as recommended by the Venice Commission (Venice Commission, 2002).] 


The second research question on the impact of Internet voting implementation on election administration cannot be answered without considering the changes that Internet voting brings to the conduct of elections, be they benefits or drawbacks. Election administrators might expect that Internet voting will bring them no benefits and may prioritise citizen-centred benefits, such as an increase in voter convenience and accessibility (Goodman & Spicer, 2019). However, this thesis shows that it is important for both citizens and election administrators to make sure that Internet voting brings benefits for election administrators too (I-VI). 

In the case studies, even when election administrators perceived the usage of Internet voting to be beneficial, they lacked evidence to support this claim (I). On the contrary, the evidence demonstrates, the choices made during the implementation process resulted in the following outcomes. For the electoral process, Internet voting increased complexity, costs of election delivery and the probability of failure, while not increasing accuracy and efficiency in the expected ways (I, III, IV). The introduction of Internet voting also does not necessarily result in greater automation of the overall electoral process: Internet voting does not seem to have a spill-over effect on automating the surrounding manual processes (I, II). That being said, Internet voting can still increase accuracy, efficiency and the level of automation of the electoral process, but in less direct ways than were expected: through, for example, process reengineering (I, II). 

For the implementing actors, Internet voting increased the administrative burden and discretion (I, III, IV). When digital technology does not include significant benefits for the implementing actors, but, to the contrary, increases their administrative burden and the overall complexity of elections, it also results in the increased possibility for human error and maladministration (due to the overwork, time and task pressures) (I, II). This, in turn, can result in lower accuracy of election delivery, and thus, lower electoral integrity and lower trust in election administrators and elections. These findings contribute to the broader discussion on the drawbacks and benefits of digitalization in public sector and on whether the usage of digital technology furthers the aims of efficiency, accuracy and a reduced administrative burden for public officials (Moynihan & Lavertu, 2012; Mozaffar & Schedler, 2002; Norris, 2004; Rose et al., 2015). 

Given the importance of the costs of digital technology for public administration, this thesis establishes the costs of Internet voting in comparison to other available voting channels (III). Thus, this thesis answers the call by both practitioners and academics (Ernst & Ernst, 1979; López-Pintor, 2000; Xenakis & Macintosh, 2006) and, in particular, addresses the question “How high are really the costs?” of Internet voting implementation (Drechsler, 2003). This thesis establishes that among the variety of voting channels, Internet voting is indeed the most cost-efficient voting channel when it reaches a high number of users (III). However, a high number of users can also boost the costs. 
A comparison of the costs of Internet voting over time in the same context shows cost growth. The interviewed actors attributed this cost growth to the expenses caused by increasing security risks due to the higher number of users. 

In addition, the evidence does not support the theoretical expectations of why Internet voting could be the most cost-efficient option: it is not due to the lower printing and staffing costs. Savings from printing less ballots are negligible, especially in comparison to the costs of digital technology. As for the staffing costs, labour constitutes the largest cost pool even for Internet voting, despite the reduced number of manual activities in comparison with paper-based voting. Finally, whenever Internet voting is implemented as an additional voting channel,[footnoteRef:23] its costs are added on top of the existing costs of running elections. Therefore, Internet voting can decrease the total costs of elections only due to savings from other voting channels. Furthermore, the savings from other voting channels should be enough to compensate for the costs of Internet 
voting (I). This imposes pressure on election administrators and, in particular, on those implementing paper-based voting channels. To achieve savings, election administration needs to reengineer the whole delivery of election, which has not been evident in the countries of research (I, IV). This thesis offers directions for how to achieve this and guarantee higher efficiency through the implementation of Internet voting (I).  [23:  To fulfil international standards; in particular, the standard of universal suffrage. The Council of Europe Recommendations CM/Rec(2017)51 of the Committee of Ministers to member States on standards for e-voting reads: “Unless channels of remote e-voting are universally accessible, they shall be only an additional and optional means of voting” (Recommendation CM/Rec(2017)51 of the Committee of Ministers to Member States on Standards for e-Voting, 2017).] 


The findings of this thesis highlight the paradoxical relationship between automation and discretion: Internet voting does not necessarily take away discretion from human agents (in this case, from election administrators). On the contrary, in the case study, Internet voting even increased the discretion of local election administrators (I). 
That happened because the delivery of Internet voting was accompanied by manual activities needed for the integration of Internet voting into the existing electoral process (I, IV). In other words, the delivery of Internet voting is far from being seamless (I-VI). This could contribute to the debate on the seamlessness of a digital state started by Drechsler (2020). Furthermore, this finding provides evidence for the debate on whether the usage of digital technology and greater automation in general will decrease the discretion of front-line public servants (Atkeson et al., 2014; Clark, 2017; Hall et al., 2009; James, 2014b; Jansson & Erlingsson, 2014; Kimball & Kropf, 2006).

The findings in regard to the changing roles of election administrators show that they can favour the outsourcing of election delivery up to the point when private actors run elections while election administrators neither own nor rent digital technology (IV). Contrary to expectations, this change in roles is not only due to the involvement of private actors. The evidence shows that election administrators in different contexts willingly delegate some responsibilities to public actors due to their own lack of capacity (I-IV, VI). This mode of behaviour recalls the bureau-shaping model, in which responsibilities and resource-intensive tasks are delegated to other actors. These findings contribute to the broader public administration discussion on the tendency to contract out (Lember, 2006).

As for the most adverse of the possible impact of Internet voting on election administration––the probability of failure of election delivery––this thesis develops and trials a new conceptual model named the “Mirabilis of Internet voting system failure”. This model builds on the adapted conceptual model of the electronic voting mirabilis (Krimmer, 2012) and the information system failure framework (Toots, 2019), thus enriching both fields of research. The main advantage of this model is that it helps to identify organizational issues in the process of Internet voting implementation, which can cause a failure of election delivery. Knowing the potential points of concern can help to avoid a failure. 

As for its practical implications, first, the thesis introduces Tool 1 for translating the complexity of electoral law into clear graphical instructions for poll workers. In particular, it provides a way to distil the dozens of articles of electoral law that are affected by the introduction of Internet voting into one model (II). This Tool can be applied to other domains of public administration that are experiencing digitalization. Second, the thesis offers Tool 2, which is a working methodology for calculating administrative costs for different voting channels with the opportunity for inter-channel comparison (III). 
This tool can have a broader application for comparing the costs of any digitalized public service with its analog version. Third, the thesis provides practical recommendations on the sequence of digitalization of election administration and highlights the consequences of introducing Internet voting first while keeping the surrounding electoral processes manual (I, IV). Furthermore, the thesis defines the points for optimization that facilitate the derivation of more efficiencies from a digitalized electoral process in a not-fully digitalized election administration (I). These findings shed light on the wider discussion of what to digitalize first and how to vertically and horizontally integrate the digitalization of the back office and front office of public service delivery (Andersen & Henriksen, 2006; Westholm, 2005).

The author of this thesis sees the areas for the further research as follows. First, one might consider performing further steps for the before-after analysis of the impact of the introduction of Internet voting on human error, costs, and the administrative burden of election administration. In particular, the thesis can be followed by a survey of poll workers on the question of expected organizational improvements in the electoral processes due to the introduction of Internet voting. Second, one might conduct experiments in which poll workers will be provided with a proposed graphical solution (Tool 1) in addition to other instructions. A follow-up survey could assess the 
advantages and disadvantages of the process models, their user-friendliness, and their comprehensibility. A further step would be to calculate the costs of producing such models as a reference to their perceived usefulness. Third, one might test the proposed cost methodology (Tool 2) in a different electoral context to check whether Internet voting remains the most cost-efficient voting channel. Fourth, the proposed cost methodology (Tool 2) could be further developed to cover the whole electoral cycle, 
re-orienting the purpose of cost calculation from inter-channel comparison to the total costs of an election.   
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The Impact of Internet Voting on Election Administration: Directing Implementation Towards a Blessing or a Curse

Internet voting has pride of place among digitalization projects in the public sector. It is frequently portrayed as an exemplary digitalization project, a proof of development and a demonstration of modernity. For these reasons, Internet voting implementation is surrounded by high expectations of its positive impact on all involved actors. While the impact of Internet voting on voters is relatively well studied (with the research on voter turnout, voter convenience and the change in voters’ political preferences), the impact of Internet voting on the implementing actors lacks empirical research. The previous research only indicates that Internet voting may result in greater accuracy and efficiency of the electoral process by decreasing complexity and reducing the administrative burden of election administration, without providing empirical evidence to support these expectations. 

The absence of focus on election administration leads to a situation in which a difficult task of Internet voting implementation is taken for granted: election administration is expected to deliver Internet voting in such way that guarantees positive outcomes. 
In line with this, the research on Internet voting focuses on the technological angle but not on the organizational and administrative ones. Furthermore, the small number of countries that have implemented Internet voting makes empirical evidence scarce. 

Still, Internet voting implementation at times leads to big failures, that are not necessarily rooted in technology. These failures disenfranchise groups of voters and  challenge the integrity and the legitimacy of the electoral process. Therefore, it may be beneficial for future trials to know how to assess whether Internet voting implementation results in benefits to election administration. Thus, this thesis aims to reveal how Internet voting can be implemented to direct the impact of Internet voting towards a blessing for election administration rather than a curse. Therefore, the thesis poses two research questions: 



1.  How do election administrators and other actors implement Internet voting?

2. How do the choices made during the implementation of Internet voting affect election administration?



Based on six peer-reviewed research publications, this thesis provides answers to these research questions. The theoretical foundation of this thesis builds on public administration theories, such as principal-agent theory and street-level bureaucracy theory, complemented with theories from accounting, business studies and engineering, thus providing for the interdisciplinarity of this research. Methodologically, these articles represent different research designs, ranging from the case study to design science to scenario research design. Among the methods of data collection, the articles utilize stakeholder interviews, on-site observations, document analysis and desk research. Among the methods of data analysis, the articles focus on process modelling, 
Activity-Based Costing, legal analysis, and software-supported qualitative and quantitative text analysis. The data collection for most of the papers also involved fieldwork. This thesis examines cases of Internet voting implementation at different maturity levels in different contexts, including amid the pandemic and in a non-democratic environment. All of this allowed the collection of rich evidence supporting or rejecting the established theories on the impact of digital technology on election administration.  

The findings of this thesis establish that the impact direction of Internet voting on election administration depends on particularities of implementation: the way Internet voting is implemented will define whether it leads to greater accuracy and accountability, a lower administrative burden and the probability of failure, or vice versa. 

This thesis disentangles what Internet voting means in organizational terms and, 
in particular, which different forms the implementation of Internet voting can take. 
It showcases how Internet voting can combine highly sophisticated technology in the front end and manual activities in the back end. Informed by the evidence, this thesis provides practical recommendations on the sequence of digitalization of election administration, highlighting the consequences of first introducing Internet voting while keeping the surrounding electoral processes manual. 

In respect to the implementing actors, increasingly, Internet voting is not delivered by an election administration. However, new actors come from both private and public sectors, in contrast to the expected proliferation of private actors. In all considered cases, the electoral authorities voluntarily delegated some of their election-related responsibilities to other actors due to the lack of capacity to perform those tasks themselves.

The collected evidence demonstrates that in these cases, choices made during the implementation process resulted in increased complexity, costs of election delivery and the probability of failure, while not increasing accuracy and efficiency in the expected ways. Internet voting also did not have a spill-over effect on automating the surrounding manual processes. That being said, Internet voting can still increase accuracy, efficiency and the level of automation of the electoral process, but in less direct ways than expected. For the implementing actors, Internet voting increased the administrative burden and discretion of front-line public servants, thus increasing the possibility for human error and maladministration. 

In addition to the empirical evidence and theoretical contributions, this thesis introduces two tools which may be of particular importance for practitioners. Tool 1 helps in translating the complexity of electoral law into clear graphical instructions for poll workers: in particular, it shows how the dozens of articles of electoral law that are affected by the introduction of Internet voting can be distilled into one model. This tool can be applied to other domains of public administration that are experiencing digitalization. Tool 2 is a working methodology for calculating the administrative costs of different voting channels, with the opportunity for inter-channel comparison. This tool may have a broader application for comparing the costs of any digitalized public service with its analog version. 
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E-hääletamise mõju valimiste korraldajatele: korralduse õnnestumise või läbikukkumise suunas juhtimine

E-hääletamine on avaliku sektori digitaliseerimisprojektide seas aukohal. Seda esitletakse sageli kui eesrindlikku digitaliseerimisprojekti, mis on arengu ja tänapäevasuse tõendiks. Seetõttu kaasneb e-hääletamisega suur ootus, et sellel on kõigile asjaosalistele positiivne mõju. E-hääletamise mõju valijatele on üsna palju uuritud (uuringud valimisaktiivsuse, valijate mugavuse ja valijate poliitiliste eelistuste muutumise kohta), aga e-hääletamise mõju kohta selle korraldajatele ei ole piisavalt empiirilisi uuringuid. Varasemad uuringud viitavad lihtsalt sellele, et e-hääletamine võib võimaldada valimisprotsessi suuremat täpsust ja tõhusust, vähendades keerukust ja valimiste haldamise koormust, kuid ei esita nende väidete toetuseks empiirilisi tõendeid.

Kuna valimiste korraldamisele ei keskenduta, siis peetakse keerukat e-hääletamise korraldamist enesestmõistetavalt lihtsaks: eeldatakse, et valimiste korraldajad viivad 
e-hääletamise läbi nii, et selle õnnestumine on tagatud. Sellega seoses keskenduvad 
e-hääletamise uuringud tehnoloogiale, kuid mitte korralduslikele ja halduslikele aspektidele. Lisaks on empiirilist tõendusmaterjali vähe ka seetõttu, et e-hääletamist korraldanud riike on vähe. 

Kuid mõnikord põhjustab e-hääletamise korraldus suuri probleeme, mis ei pruugi olla tehnoloogiast põhjustatud. Need probleemid jätavad valijarühmad ilma oma õigustest ning seavad kahtluse alla valimisprotsessi aususe ja legitiimsuse. Seega võib tuleviku tarbeks olla kasulik teada, kuidas hinnata, kas e-hääletamise korraldamine toob kasu ka valimiste korraldajatele. Seetõttu on selle töö eesmärk selgitada välja, kuidas saab 
e-hääletamist korraldada nii, et sellel oleks ka korraldajatele positiivne mõju. Töös püstitatakse kaks uurimisküsimust. 



1.    Kuidas valimiste korraldajad ja teised osalise e-hääletamist ellu viivad?

2. Kuidas e-hääletamise korraldamisel tehtud valikud valimiste korraldajaid mõjutavad?



Töös vastatakse nendele uurimisküsimustele kuue eelretsenseeritud teaduspublikatsiooni põhjal. Selle töö teooria tugineb avaliku halduse teooriatele, nagu printsipaali-agendi teooria ja esmatasandi bürokraatia teooria, mida on täiendatud raamatupidamise, äriuuringute ja inseneriteaduse teooriatega, tagades seeläbi uurimistöö interdistsiplinaarsuse. Uurimismeetodite poolest kajastavad valitud artiklid erinevaid uurimiskavasid alates juhtumiuuringust kuni disainiteaduse ja stsenaariumite uurimiskavani. Andmete kogumise meetoditest on artiklites kasutatud intervjuusid sidusrühmadega, kohapealseid vaatlusi, dokumendianalüüsi ja olemasoleva teabe analüüsi. Andmeanalüüsi meetoditest keskenduvad artiklid protsesside modelleerimisele, tegevuspõhisele kuluarvestusele, õiguslikule analüüsile ning tarkvarapõhisele kvalitatiivsele ja kvantitatiivsele tekstianalüüsile. Enamiku artiklite puhul kaasnes andmete kogumisega ka välitöö. Selles töös uuritakse e-hääletamise korraldamise juhtumeid erinevate arengutasemete puhul erinevates kontekstides, sealhulgas pandeemia ajal ja mittedemokraatlikus keskkonnas. See võimaldas koguda põhjalikke tõendeid, mis toetavad või lükkavad ümber väljakujunenud teooriaid digitehnoloogia mõju kohta valimiste korraldamisele.  

Töö tulemused näitavad, et e-hääletamise mõju valimiste korraldajatele sõltub korraldamise eripäradest: see, kuidas e-hääletamist korraldatakse, määrab, kas see toob kaasa rohkem täpsust ja vastutust, väiksema halduskoormuse ja läbikukkumise tõenäosuse või vastupidi. 

Töös uuritakse, mis e-hääletamisega korralduslikus mõttes kaasneb ja eelkõige seda, millistel erinevatel viisidel võib e-hääletamist korraldada. Selles uurimistöös näidatakse, kuidas e-hääletamise puhul võidakse valijate poolses otsas kasutada väga kõrgetasemelist tehnoloogiat ja samal ajal korralduslikus otsas käsitööd. Uurimistulemustest lähtudes esitatakse töös praktilisi soovitusi valimiste korraldamise digitaliseerimise järjekorra kohta, tuues välja tagajärjed, mis kaasnevad sellega, kui kõigepealt võetakse kasutusele e-hääletamine, kuid hoitakse seotud valmisprotsessid käsitsi hallatavad. 

Mis puutub korraldajatesse, siis üha enam ei tegele e-hääletamise korraldamisega valimiste korraldajad ise. Uued osalised tulevad nii era- kui avalikust sektorist, mitte ainult erasektorist, nagu võiks arvata. Kõigil uuritud juhtudel delegeerisid valimisasutused vabatahtlikult osa oma valimistega seotud ülesannetest teistele osalejatele, kuna neil endil polnud võimekust neid ülesandeid täita.

Kogutud tõendid näitavad, et nendel juhtudel tõid valimisprotsessi käigus tehtud valikud kaasa suurema keerukuse, valimiste korraldamise kulude ja ebaõnnestumise tõenäosuse suurenemise, kuid ei parandanud oodatud moel täpsust ega tõhusust. Samuti ei avaldanud e-hääletamine mõju seotud manuaalsete protsesside automatiseerimisele. Sellest hoolimata võib e-hääletamine siiski suurendada valimisprotsessi täpsust, tõhusust ja automatiseerituse taset, kuid vähem otsestel viisidel kui oodatud. E-hääletamine suurendas korraldajate halduskoormust ja valijatele lähimate riigiametnike otsustusõigust, suurendades seega inimlike vigade ja haldusomavoli võimalust.

Lisaks empiirilistele tõenditele ja teooriasse panustamisele tutvustatakse selles töös kahte vahendit, mis võivad korraldajatele eriti kasulikud olla. Esimene vahend aitab tõlkida keerukat valimisseadust valimistöötajate jaoks kergelt arusaadavateks graafiliseks juhiseks: eelkõige näitab see, kuidas e-hääletamise kasutuselevõtust mõjutatud kümneid valimisseaduse artikleid saab koondada ühte mudelisse. Seda vahendit saab kasutada ka muudes avaliku halduse valdkondades, kus toimub digitaliseerimine. Teine vahend on töömeetod erinevate hääletuskanalite halduskulude arvutamiseks, mis võimaldab kanalite võrdlemist. Seda vahendit saab laialdasemalt kasutada mis tahes digitaliseeritud avaliku teenuse kulude võrdlemiseks selle analoogversiooniga.
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