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Abstract

Central authorities are the prominent choice when two parties want
to establish trust between each other. For example, web servers are using
central authorities to establish a secure socket layer (SSL) connection with
the browser. A significant flaw of central authorities is that, if the primary
node is compromised, all of the nodes are rendered untrustworthy, because
of the hierarchical structure. Another alternative to central authorities is
the Pretty Good Privacy (PGP) web of trust (WOT), where each user acts
as an authority. Still, a lack of incentives for correctly identifying another
user as trustworthy and missing punishments for malicious actions are the
main reasons why the WOT is not considered reliable. Additionally, sybil
nodes represent a threat to the WOT since there is no defence mechanism
for identifying a group of users who maliciously identify each other as
trustworthy.

Multi-factor authentication (MFA) is the concept that emerged in the
1980s. However, most of the customers did not consent physically carrying
another factor for authentication and thus, the market did not adopt
it. After introducing smartphones that provide the possibility to send
evidence of possession, inherence, knowledge, or context to another user,
MFA is accessible for billions of people. MFA is used as a safer way
to establish trust relations in a network. Security-critical organizations
similar to banks, authenticate customers using their knowledge, inherence,
and possesions. Furthermore, contextual information such as the time,
location, and device model can be considered as an additional factor of
authentication. The more factors are used during authentication, the safer
the process becomes. Thus, if the attacker compromises one factor, it is
not valuable for the authentication without other factors because until all
of the factors are not validated, the user cannot be authenticated.

In this thesis, another alternative to public key infrastructures called
Authcoin, is further developed using customizable challenges and MFA.
Blockchain technology is utilized for storing authentication-related data,
and hence, transparency, trustworthiness, and immutability of data are
achieved. This thesis implements an additional layer of security for the
Authcoin protocol by providing an MFA artifact and describing how to
replace central authority and PGP/WOT systems by the implemented
solution. The produced software artifact is documented and described for
technical-oriented and managerial-oriented readers.



Kokkuvote

Levinuim viis kahe osapoole vahel usalduse loomiseks on kolmanda,
autoriteetse osapoole vahendus. Niiteks kasutavad veebiserverid keskset
juhtorganit, et luua brauseriga suhtlemiseks turvaline soklite kiht (SSL).
Keskse juhtorgani kasutamise oluline probleem on see, et kui autoriteetne
s6lm on ohus, muutuvad kdik s6lmed hierarhilise struktuuri tdttu ebausal-
dusvaarseks. Alternatiiv keskse juhtorgani kasutamisele on Pretty Good
Privacy (PGP) usaldusvéairne vork (WOT), kus iga kasutaja tegutseb au-
toriteetse osapoolena. Siiski ei peeta WOT-i usaldusvéarseks, sest puudu-
vad stiimulid teise kasutaja usaldusvaérsuse korrektseks tuvastamiseks ja
karistused pahatahtlike tegude eest. Lisaks puudub WOT-i puhul kaitse-
mehhanism, mis tuvastaks kasutajate gruppe, kes iiksteist pahatahtlikult
usaldusvéirseks mérgivad (Sybil nodes).

Mitmefaktoriline autentimine (MFA) on méiste, mis tekkis 1980ndatel.
Enamik kliente ei ndustunud aga autentimiseks fiiiisilist lisaseadet kand-
ma ja seega ei votnud turg seda omaks. Pirast nutitelefonide levikut, mis
voimaldavad teisele kasutajale edastada infot, konteksti, tdendeid oma-
misest ja olemusest, on MFA kittesaadav miljarditele inimestele. MFA-
d kasutatakse turvalisema viisina usalduslike suhete loomiseks vorgus.
Pankade-sarnased turvakriitilised organisatsioonid autendivad kliente nen-
de teadmisi, olemust ja omandit kasutades. Lisaks voib kontekstipohist
teavet, nagu aeg, asukoht ja seadme mudel, pidada tédiendavaks autenti-
misfaktoriks. Mida rohkem tegureid autentimisel kasutatakse, seda tur-
valisemaks protsess muutub. Seega pole riindajapoolne iihe teguri ohtu
seadmine ilma muude teguriteta autentimiseks vaartuslik, sest enne kui
koiki tegureid pole kinnitatud, ei saa kasutajat autentida.

Selles 16puttos arendatakse avaliku votme infrastruktuuridele vilja
veel iiks alternatiiv nimega Authcoin, mis kasutab kohandatavaid véaljakutseid
ja MFA-d. Autentimisega seotud andmete hoidmiseks kasutatakse Blockc-
hain tehnoloogiat, mis tagab andmete ldbipaistvuse, usaldusvéirsuse ja
muutmatuse. See 16put6o lisab Authcoini protokollile tdiendava turvalisu-
se kihi pakkudes MFA artefakti ja kirjeldades, kuidas kesksel autoriteedil
ja PGT/WOT-1 pohinevaid siisteeme antud lahendusega asendada. Imp-
lementeeritud tarkvara on dokumenteeritud ning nii tehnilistele kui ka
juhtivatele osapooltele sobivalt kirjeldatud.



1 Introduction

Trust and security have become complicated in today’s fast-evolving technology
era. Trust models and metrics of authentication in public key infrastructure
(PKI) systems focus on data integrity and confidentiality [27]. These aspects
are crucial for a user to trust the technology that performs a request. Data
integrity and -confidentiality are aspects of the security model, hence the terms
trust model and security model are used interchangeably. Still, other factors
such as reliability, availability and privacy are as important as security for users
[27].

Blockchain is a distributed, open ledger that records transactions between
two parties in a verifiable and permanent way [28]. Every transaction in the
public ledger is verified by the consensus of a majority of the participants [13].
Every block in the blockchain contains the hash of the previous block, hence data
integrity is addressed by the nature of blockchain. The decentralized peer-to-
peer digital currency called Bitcoin is the first use case of blockchain technology
[13][48]. In this thesis, the problem of authentication in the blockchain network
is examined.

Advancement of blockchain technology creates new threats such as money
laundering and financing terrorists. The legislation is rather slow when trying
to catch up with innovations similar to blockchain [52]. Additionally, threats
that are not new to internet infrastructure are a danger for blockchain users
as well. Since cybercrime is a globally operating profit-driven, major industry,
and hence, a threat to the business- and financial world [58], people distrust the
security of software. For example, because of fear of credential theft, users are
writing a private key on paper [32].

Challenge-response based authentication is widely used by companies that
need to verify identity in insecure environments [42]. Challenge-response based
authentication is characterized by one entity sending a challenge to another en-
tity to prove her/his identity. For example, service providers such as a bank,
can send four digits to a user and ask them to enter a received passcode in
their mobile application for successful authentication. In this thesis, authenti-
cation is made secure in Authcoin protocol, using challenge-based multi-factor
authentication (MFA).

1.1 Existing Body of knowledge

There are two approaches practised to establish trust in networks. The first is a
central authority, and the second is a web of trust (WOT) that uses an encryp-
tion program called pretty good privacy (PGP). Central authorities are used by
domains, email accounts, and public keys to establish trust in a network. The
web-of-trust solutions are frequently impractical to use because malicious users
can easily create a smaller network of trust between each other and convince
new users about their trustworthiness. As shown by [Leiding and Dahnl approx-
imately 40 per cent of the PGP /WoT email addresses are unreachable, meaning
that signatures related to these emails cannot be trusted. Additionally, joining
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is inconvenient for new users, since they have to meet with someone in person
to have the public key signed and verify his or her identity. Also, the user is
limited to choose another user as their designated revoker, who exclusively
revokes the key if the private key is lost [21].

The certificate authority (CA) is an institution inside the network that is
trusted by all of the parties, records the public key and distinguished name of
the user’s identity and is responsible for delivering digital certificates to network
users. A CA’s major flaw is that, if the root node is compromised, the whole
network becomes untrustworthy. ”The CA serves two purposes: it facilitates the
verification that a user holds a certain public key, and it facilitates the lookup
of public keys corresponding to users” [2I]. Verification is carried out by using
digital certificates issued to the user. Thus, the certificate states the following:
The specific user holds a specified public key, signed by the CA while any user
can request another user’s public key.

1.1.1 Authcoin

The Authcoin protocol provides an alternative to widely used public-key infras-
tructures such as the PGP/WOT and CA. ”Authcoin combines a challenge-
response-based validation and authentication process for domains, certificates,
email accounts, and public keys with the advantages of a blockchain-based stor-
age system” [36]. The blockchain technology provides distributed and decen-
tralized data storage that is transparent, fault-tolerant and cannot be altered.
Using the Authcoin protocol, the entity can send challenges to other entities
they have to fulfil.

Even though |Leiding et al.| explains the protocol using private- and public
keys, the Authcoin protocol is not limited to private-public keys, and depending
on chosen challenges, can be extended to validate email accounts, certificates
and domains using other public-key cryptography-based scenarios. Authcoin
also provides a feature of randomly sending automated validation and authen-
tication requests during the mining process that verifies entities are reachable
and responding.

1.1.2 Multi-Factor Authentication

Currently, single-factor authentication mechanisms mainly use the following fac-
tors:

e Something that the user knows (e.g., password, PIN);
e Something that the user has (e.g., card) and
e Something that the user is (e.g., biometrics)

Authentication methods that use more than one factor, are more difficult to com-
promise than single-factor methods [I1]. MFA requires more than one method
of authentication to verify the user’s identity. MFA is becoming more popular
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because of the General Data Protection Regulation (GDPR), which restricts
verifying a user’s identity with personal secret questions [3]. Using two-factor
authentication is a powerful deterrent for cybercriminals because a hacker is
doubly challenged and likely deterred by the higher level of security [54].

Nonetheless, MFA incurs some challenges regarding the comfort of usabil-
ity. MFA is not standardized, and thus, different authentication factors may
be used in different organizations. Furthermore, even if two different organiza-
tions use the same authentication factor, it is not always interoperable, since
possession and knowledge factors can be unique for different organizations. As
a result, users have to remember more than one unique passwords, or carry
multiple physical items for either one-time password (OTP) generation, or to
present different identifiable documents [56]. This problem is more significant
in the case of possession factors because carrying several physical items can be
problematic.

1.1.3 Authentication Using Blockchain Technology

Trust management is tied to authentication mechanisms as a means to iden-
tify the trustee and the trustor [44]. Since the creation of bitcoin, blockchain
has many applications in industry as a cheaper and secure way to manage a
distributed database for digital transactions [13].

The implementations of authentication and identity management in a blockchain
system is still in the early stage. |Moinet et al.|describe how decentralized sensor-
systems could use blockchain as an authentication platform. Since sensor sys-
tems network security relies on information contained in the blockchain, mining
proposed by Moinet et al| does not add blocks only by providing a solution
to header hash requirement, that is less or equal than target hash. In other
words, there has to be requirement other than solving a mathematical problem,
to mine new blocks. In the proposed design, only authenticated nodes can mine
new blocks when the same node is not trying to add a payload in the block.
To conform with these requirements and include payload in the block, miners
must choose payloads which comes from an authenticated user, and check that
author of payload and miner are not identical [44]. Moinet et al|also notes to
maintain accurate predictions, good behaviour should be rewarded, and harmful
behaviour must be punished.

1.1.4 Contributions - Detecting a Gap

The primary goal of this thesis is to secure the authentication process of an
entity in the Authcoin protocol by proposing an artifact of MFA using text- and
image-based authentication factors. Security of the Authcoin protocol is based
on blockchain technology that keeps the challenge requests and responses on
the ledger and keeps it transparent and unaltered, so the other entities can view
information about authentication. Since MFA may use four kinds of evidence
(knowledge, possession, inherence, and context of an authentication candidate)
to authenticate the user, the initial binding is more reliable between an entity
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and her/his claimed domain, email, or any other belonging [11].

1.2 Research Methodology and Research questions

The research method applied in this thesis is design science, that seeks to ex-
tend the boundaries of human and organizational capabilities by creating new
and innovative artifacts [25]. According to |Peffers et all the steps for creating
a design artifact include the identification of a problem, the definition of objec-
tives, design and development, demonstration, and evaluation. Design-science
products are of four types: constructs, models, methods, and implementations
[38].

1.2.1 Design Science Research - Theory

Design science aims to create utility and is a process and a product as well
[25]. The resulted artifact provides intellectual and computational tools that
broaden people’s abilities to solve problems. Theories about the application
of resulted artifact should also be provided. Artifacts have a structured form
and can be software, rigorous mathematics, formal logic, or informal natural
language descriptions [25].

1.2.2 Design Science Research - Practice

March and Smithl identify two processes needed to produce design-science re-
search in information systems: build and evaluate. Artifacts are built to address
unsolved problems, and evaluation is performed to the produced utility in solv-
ing those problems. Figure 1 shows the conceptual framework that combines
behavioural-science and design-science paradigms. This framework is used to
understand, execute, and evaluate information-system research. According to
Hevner et al. [25], behavioural science contributes to research by development
and approval of theories that explain, or predict the fact concerning the identi-
fied business needs. The study notes that design science contributes to research
by building and evaluating the artifacts to meet business needs. To conclude,
Hevner et al. [25] claims that the goal of behavioural-science research is to find
the truth, and the goal for design-science research is to build utility. Further-
more, the study also states that truth and utility are inseparable.

Artifacts produced after design-science research, most of the time, are not
fully finished information system that are products. Denning [I7] and Tsichritzis
[63] claim that artifact represents an innovation that define the ideas, technical
capabilities, practices and products with the help of which the design, analysis,
implementation and usage of information systems can be accomplished.
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Figure [1] is the design-science research framework instantiation within the
context of this thesis, as outlined by Hevner et al. [25]. The left column rep-

resents the environment whose needs artifact addresses.

The

environments

comprise people, organizations, technology, organization processes and strat-
egy. The knowledge base column on the right provides the foundations and
methodologies used in the artifact. The produced artifact contributes to the
knowledge base and by applying to the environment, addresses the initial need.

People/
Organizations

SSL certificate providers
Domain owners/users
Email users/service providers

encryption
Organization Strategy
@ Secure and automate the

authentication process
Organization Processes

@ System design
Technology

@ Directory services

@ Identity managment systems

. Business
Secure wireless
. ) Needs
communication provider
@ DRM organization S
@ Copyright protection %
@ usersOrganizations using FS

Relevance

IS Research

Rigor

Develop/Build
@ Multi-factor
authentication artifact
® Inherence and
possession factor
challenge models

Assess Refine

Justify/Evaluate

@ Controlled experiment
@ Structural testing
@ Use Case demonstration

@ Digital rights managment
systems

communication

@ Systems using SSL for network

T

Knowledge Base

Applicable
Knowledge

/I—
P

Application in the
Appropriate environment

Foundations
Multi-factor
authentication
Authcoin protocol
Blockchain technology
CPN

Methodologies

® Quantitative Data
analysis

@® Test coverage

Additions to the
knowledge base

Figure 1: Information systems research framework (Source: [25] )

Additionally, to the research framework, Hevner et al. [25] presented guidelines
for design-science research process Table [I} The following sections explain the
application of the guidelines within this thesis and in the context of presented
design-science research framework instantiation.
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Guidline Description

Guideline 1: Design as an Artifact Design-science research must produce
a viable artifact in the form of a construct,
a model, a method, or an instantiation.

Guideline 2: Problem Relevance The objective of design-science research
is to develop technology-based solutions
to important and relevant business
problems.

Guideline 3: Design Evaluation The utility, quality, and efficacy of a design
artifact must be rigorously demonstrated
via well-executed evaluation methods.

Guideline 4: Research Contribution | Effective design-science research must

provide clear and verifiable contributions
in the areas of the design artifact, design
foundations,and/or design methodologies

Guideline 5: Research Rigor Design-science research relies upon the
application of rigorous methods in both
the construction and evaluation of the
design artifact.

Guideline 6: Design as a Search The search for an effective artifact
Process requires utilizing available means to reach
desired ends while satisfying laws in the
problem environment.

Guideline 7: Communication of Design-science research must be
Research presented effectively both to technology-
oriented as well as management-
oriented audiences.

Table 1: Design-science Research - Guidelines (Source: [25] )

1.2.2.1 Design as an Artifact

As explained in Section [[.1.4] main goal of this thesis is to close the gap in the
knowledge base by proposing a MFA artifact on top of Authcoin protocol. This
thesis proposes the safest option for authentication in Authcoin protocol and
presents the advantages and disadvantages of different challenges used during
MFA. The Artifact demonstrates the use case of MFA in Authcoin protocol and
gives directions to technical and managerial readers about the usage of MFA in
Authcoin protocol.

1.2.2.2 Problem relevance

The primary relevance of this thesis is to help propose Authcoin as an alter-
native to PGP/WOT by securing the authentication process with MFA. Addi-
tional security layer of MFA makes authentication safer than using single-factor
authentication [11]. Validation and authentication are the critical steps in Au-
theoin protocol on which the whole protocol is based. MFA makes validation
and authentication more trustworthy, hence it is easier to prove that Authcoin
protocol can be used as an alternative to PGP/WOT and central authorities.
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1.2.2.3 Design evaluation

provided design-science research evaluation methods, those are
presented in Table[2] Testing and experimental evaluation methods are used for
this thesis: controlled experiment, structural testing and use case demonstra-
tion. Scenario for authentication is presented to display use case of artifact.

Evaluation Method Description

Observational Case Study: Study artifacts in depth in
business environment

Field Study: Monitor use of artifact in multiple
projects

Static Analysis: Examine structure of artifact for

Analytical . o :
static qualities (e.g., complexity)

Architecture Analysis: Study t of artifact into

IS architecture

Optimization: Demonstrate inherent optimal
properties of artifact or provide optimality bounds
on artifact

Dynamic Analysis: Study artifact in use for
dynamic qualities (e.g., performance)

Experimental Controlled Experiment: Study artifact in controlled
environment for qualities (e.g., usability)

Simulation: Execute artifact with articial data

Functional (Black Box) Testing: Execute artifact

Testing
interfaces to discover failures and identify defects

Structural (White Box) Testing: Perform coverage
testing of some metric (e.g., execution paths) in
the artifact implementation

Informed Argument: Use information from the
knowledge base (e.g., relevant research) to build
a convincing argument for the artifact's utility

Descriptive

Scenarios: Construct detailed scenarios
around the artifact

Table 2: Design Science Evaluation methods (Source: [25] )

Based on Baskerville [6], evaluation methods must demonstrate utility, quality
and efficiency of design artifacts rigorously. Hevner et al. [25] suggests that
descriptive methods should be used when artifact is so innovative that other
evaluation methods are not applicable. Since our artifact is a proof-of-concept,
we can apply evaluation methods which are closer to a real-life scenario. Ob-
servational methods cannot be used since it needs to have artifact used in the
business environment. Analytical methods also need to have the artifact used at
least in one project to analyze its performance. Hence, experimental and testing
methods can be applied to our artifact since they can be used in an isolated
environment with an unfinished proof-of-concept.
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1.2.2.4 Research contribution

This thesis secures the Authcoin protocol by producing implementation of
application-system as a proof-of-concept and methods to provide future de-
velopers with practices and examples of MFA on Authcoin protocol. Moreover,
with the help of this thesis, managerial-oriented readers can analyze advantages
and disadvantages of using Authcoin MFA in their context.

1.2.2.5 Research rigor

According to[Hevner et al.|rigour is generated from the effective use of knowledge
base, such as theories and research methodologies and it ”must be assessed with
respect to the applicability and generalizability of the artifact” [25]. In our
context, rigour of Authcoin protocol is already achieved by |Leiding| using CPN
models and CPN modelling language [31].

1.2.2.6 Design as a Search Process

Based on Authcoin paper [36], the implementation of the protocol is started
and this paper contributes by adding an additional layer of security using multi-
factor challenge-based authentication.

Design-science research is an iterative process to find the optimal solution. How-
ever, because of complexity of information systems research problems, the prob-
lems are decomposed into subproblems. The main goal of this thesis is to pro-
pose Authcoin MFA as a safer alternative to PGP/WOT and central authori-
ties. This goal is decomposed into three smaller problems: proposing MFA as
a safer authentication method, choosing optimal challenges and sharing results
of application-system implementation.

1.2.2.7 Communication of Research

The conducted research is documented so future developers and researchers
can reconstruct the solution, hence achieve repeatability of the research. For
management-oriented audiences, the importance, effectiveness, and usefulness
of the solution, is emphasized.

1.2.3 Research questions

The main research question for this thesis is as follows:

How to Apply MFA with Customizable Challenges to Authcoin Pro-
tocol?

This question is divided into three sub-questions:

¢ RQ-1: How to Secure the Identity Authentication Process with
MFA for the Authcoin Protocol?

¢ RQ-2: How to Manage Identity Authentication for the Authcoin
Protocol?
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¢ RQ-3: How to Implement MFA for the Authcoin Protocol?

Answering RQ-1 is started by presenting MFA as an additional, safer alternative
to single-factor authentication. Subsequently, the levels of MFA are presented,
and factors of authentication are compared for Authcoin context to find the best
option. Finally, risk assessment is performed, and the workflow of authentication
in Authcoin context is presented.

Answering RQ-2 is started with presenting risk-based authentication and its
influence on challenges. Also, we present how context is stored and later com-
pared to current context information. Subsequently, we analyzed attack vectors
on biometric authentication, since biometrics are an important part of MFA.
Finally, examples were given about how MFA would happen between machine
and person.

Answering RQ-3 is started with introducing the usability of different biometrics
that can be a part of MFA. Subsequently, the facial recognition is chosen for
implementation. After implementing, lessons are shared and an example of
authentication is presented.

1.3 Thesis Structure

The rest of the thesis is structured in the following way: Chapter [2] provides
an overview of Authcoin protocol and emphasizes authentication-related parts
which are relevant in our context, and introduces MFA as a concept. Chapter
[B] proposes MFA as a safer alternative to single-factor authentication. The sup-
porting arguments are built for MFA, that convince the reader about the safety
of MFA. Chapter [4] explains how challenges should be chosen for reliable verifi-
cation. Chapter [p|demonstrates the use case of MFA and shares lessons learned
during implementation. In Chapter [f] evaluation is performed on proposed con-
cepts from Chapter [3] and [4] also use case on developed artifact is evaluated.
Chapter [7] concludes the thesis and provides future work possibilities.

2 Presuppositions

This chapter introduces and explains concepts that are used and further devel-
oped in this thesis. The Section follows the explanation started in section
by providing a detailed, high-level explanation of the Authcoin protocol.
The original Authcoin paper [36] is used as the main source of this chapter.
Section [2:2] explains how key and signature data on the blockchain are ex-
pired and revoked. The following Section [2.3] provides information about how
Authcoin related data is stored on the blockchain. Furthermore, Sectionm and
explain how challenges and validation and authentications requests work.
Finally, Section [2.6| explains and presents examples of the concepts of MFA.
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2.1 Overview

The Authcoin protocol uses PKI for initial binding between generated key pair
and its owners, such as email account, domain or certificates [36]. Key pair
consists of public and private keys, that are mathematically linked to each other
in such a way that only private key can decrypt the message if encryptor is the
public key, and vice versa. Moreover, it is impossible to deduce one key from
another.

On step one, a key-pair is generated, then the public key is associated with
an entity that is owning it. Next, on step two, public key and information about
established binding are posted to the blockchain.

Step three verifies the validity of the key by checking if the length is sufficient
and if the key revoked [36]. Then the validation and authentication process
starts between two entities.

Validation and authentication procedure of entities takes place on the
fourth step, after which follows the final, fifth step of posting information
about validation and authentication to the blockchain. There are separate
processes for validation and authentication. Validation’s goal is to verify
that the entity has access to a particular account, private key, public key,
and key-pair corresponds to the tested account. All of these requirements
does not verify the identity. They check whether the owner has access to
the account or domain. To verify the identity authentication is needed.
Authentication depends on the challenge that is chosen and also on what kind
of information channels are available. Challenges are explained in subsection
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Figure 2: Workflow of Authcoin protocol (Source: [36] )

2.2 Revocation And Expiration

As |Leiding et al., explains, in the context of Authcion, a key revocation occurs
by posting a revocation certificate on the blockchain. Similar to key revoca-
tion, certificate of signature revocation is also posted on the blockchain, and it
additionally renders signing key as untrusted [36].

The author states that there is an expiration date for both keys and signatures,
and the expiration period for keys and signatures are 12 months but can be
customized by the users. Signatures become expired automatically if the singing
key gets expired [36].

2.3 Storage

Authcoin uses blockchain as a storage system, where transactions inside the
blocks are actual data that needs to be stored, such as challenges, keys, sig-
natures, responses and such relevant data [36]. Blockchain consists of blocks,
that are chained together in chronological order that cannot be tampered after
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data has been added there. Each block contains a header, where metadata is
present and body, where transactions are kept. When a new block is added on
the blockchain, the network should reach consensus in order to add the block
successfully. There are several mechanisms to reach consensus, but the widely
used ones are proof-of-work, used by Bitcoin [48] and proof-of-stake used by
Ethereum [§]. Each block has a hash that depends on previous block hashes, so
manipulating a block is impossible, since it would never be accepted by other
miners as a valid.

Ethereum is the name of the platform that provides blockchain-based storage
and also Turing-complete programming languages, that can be used to program
smart contracts [8]. In Ethereum blockchain, a smart contract is an executable
code that is placed on the blockchain, so once the code is added there, it cannot
be changed. The contracts are made to orchestrate and enforce negotiation con-
ditions between two parties and have the code, account balance, and storage.
The code is executed when a message is received, and it may use storage for
reading or writing. Contracts can send and receive money on the account bal-
ance and also has a gas that is needed to execute code, and that prevents usage
of loops infinitely. Before posting to the blockchain, contracts are compiled to
bytecode.

2.4 Challenges and Privacy

The Authcoin protocol does not have challenges prescribed, and it can be cus-
tomized based on need. The reliability of the protocol profoundly depends
on the chosen challenges. |Leiding et al. describes three types of challenges:
”Global validation and authentication (V&A) without additional information”
[36] , ”global V&A with additional information” [36] and ”local V&A with ad-
ditional information” [36]. The word global in this context means that two
entities cannot interact directly with each other and do not know how they
look, and additional information means that they have some channel where
they can communicate, email addresses, for example.

® Challenge

. 9
Response
<

Post challenge lPost challenge

and response and response

| Block 1 |—-| |'——>| Block X |

Blockchain

Figure 3: General validation/authentication process as deployed by Authcoin
(Source: [36] )
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In Figure |3| Alice sends a challenge to Bob encrypted with Bob’s public key.
Bob opens the challenge with his private key, then fulfils the challenge, signs
the response with his private key, and sends it back to Alice. Alice opens the
challenge with Bob’s public key and deduces the following from it: Bob has
access to an email account, also has access to the private and public key, and
key-pair belong to an email account. The validation request and response are
stored on the blockchain.

Note that this example does not verify that the entity behind the email is Bob.
For that, we have to assume that Bob and Alice had seen each other at some
point in time. So Alice asks Bob to take pictures of himself with the current
issue of the newspaper and send it back to her. In this way, authentication
would take place. If Bob wanted to do the same, he would also ask for a picture
from her, resulting in bidirectional verification.

One of the biggest advantages of Authcoin is that it performs bidirectional
validation and authentication [36]. They can also be partially automated, that
makes identifying malicious entities easier.

2.5 Var & Malicious Entities

As demonstrated in Figure [2] validation, and authentication requests (VARs)
are generated randomly during the mining process. According to [Leiding et al.|
VAR quantity depends on two characteristics of the blockchain: Time between
new blocks and a number of existing entities in the blockchain. The faster the
blocks are added, the fewer VARs are generated, and the more entities exist,
the more VARs are generated [36]. This raises the chance to expose malicious
entities accidentally. Identifying malicious entities leads to questioning all the
other entities that validated it, hence identifying them as unreliable [36].

2.6 Authentication

Authentication is the process when a person’s identity is verified. Authen-
tication is conducted frequently in the digital age. Even though the most used
authentication method used to be username/password combination [7], there
are many other types, for example, such as four-digit passcodes (without a
username) and biometrics, such as the face or eye retina scanning for unlocking
the phone.

2.6.1 Multi-Factor Authentication

There are several ways of how single-factor authentication can be compromised
easily. The simplest one is just guessing the password, also if someone gains
access to user’s email, then he/she can enter into a protected account by going
through the forgot-password process. Also, a hacker may find out the password
on a different platform that belongs to a user, and simply because the user uses
the same password, he/she can gain access to the second account also.

As already mentioned in Section[I.1.4] MFA technologies may use four types
of factors: factor someone knows (username, password, passphrase or PIN), you
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have (token, OTP or encryption key), someone is (bio-metrics or the way the
user behaves) and someone’s context (location, time or IP address)[43].
Possession factors are three different types:

e Disconnected tokens - These have no connections to the client’s device. It
is typically hardware that generates the data for authentication [50].

e Connected tokens - These are devices that are physically connected to the
personal computer. These devices that can be USB tokens, wireless tags,
or card readers contain data itself [50].

e Software tokens - These tokens are stored on electronic devices such as
smartphones or laptops and can be duplicated [50]. X.509 public-key
certificate is usually used for this purpose [I5][9].

A significant drawback of hardware tokens is that the user must carry it al-
ways. Hardware tokens are also hard to scale because every time a new user
comes, a new physical device is needed. However, these drawbacks got resolved
when smartphones emerged, which can allow the user to authenticate using
access code to the device itself or sending OTP SMS to the phone. Security ex-
perts criticized sending SMS, and now big companies such as Google and Apple
started using push notifications instead [47].

Context-based authentication adds the user’s context, such as time, location,
or IP address, when deciding whether authentication should be easier or harder
[68]. Use of biometrics can be unsafe if the developer puts it on the server
because if it is stolen, there is no way to issue a new bio-metric (fingerprint, for
example). Regardless, biometrics can be made safer if the fingerprint or other
biometric is saved on a secure device instead of a server [39]. In this case, if an
attacker hacks into the server, there is nothing there. Behavioural biometrics
can be utilized with continuous authentication [57], for example, monitoring
how user types on a keyboard and authenticated continuously based on that
can be a reliable way to identify who is typing. MFA also renders phishing very
ineffective unless the hacker steals all of the factors and context of the user.

Bio-metrics also have disadvantages. If the technology for some reason can
not recognize fingerprint, voice, or face, then there should be backup password
to use [23], for example, having cast on the hand, growing beard, or having a cold
would make identifying people based on bio-metrics challenging. Also, having
bio-metrics as a way of identification may cause the user to feel uncomfortable
because of privacy reasons. MFA provides a way to avoid sharing a password
and defends from inside attacks in the company and third-party vendors.

2.6.2 Challenges

The simplest challenge that one might use is to ask the password or passphrase
from the other person, but if a hacker is performing a man-in-the-middle attack,
the password can be compromised easily. The second most straightforward chal-
lenge may be considered type when sender and receiver both have algorithms
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based on which they are generating strings (adding character to the string, for
example), but if the attacker finds out the previous string, it is not useful to
log in, because the string is issued each time [40]. Another commonly imple-
mented method of a challenge-response protocol is showing a distorted image -
CAPTCHA, to check if a real person is performing an operation or not [66].

When sending data between two parties is needed, and the communication
channel is unsafe, encryption has to be used [I0][69]. Nevertheless, encryption
still does not guarantee that eavesdropper can not read messages. Brute force
and dictionary attacks can be used to decrypt such messages. A widely famous
example happened during world war II when enigma code that was used by
the Germans was cracked by Alan Turing with the brute force method using
the Turing machine, that can be considered as a model of a general-purpose
computer.

Another major topic for challenge-response authentication is using biomet-
rics such as retina, fingerprint or face scanning as unique evidence. For example,
a picture of a face with a passport or voice recording can be an effective way
to prove identity. If the voice of the user is known to the sender of challenge,
he/she can ask for pronouncing of some sentence or word from the receiver of
the challenge.
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3 Multi-Factor Authentication on Authcoin Pro-
tocol

The following chapter deals with applying risk assessment method to MFA in
Authcoin protocol. First, levels of authentication security are presented to show
MFA’s advantage over single-factor authentication. Afterwards, MFA is pre-
sented in Authcoin’s context, and the workflow of the authentication is depicted.

3.1 Introduction

The objective of Chapter [3]is to answer the research question RQ-1: How to
secure the identity authentication process with MFA for the Authcoin protocol?
- as presented in Chapter To answer RQ-1 in an understandable way, the
question is divided into thee subquestions:

e RQ-1.1 - What are the Security Levels of Authentication?

e RQ-1.2 - What is the Context where MFA can be Applied in Authcoin
Protocol?

e RQ-1.3 - What are the Workflows of MFA?

Each sub-question has separate subsection correspondingly. Section [3.2] focuses
on providing theoretical background by explaining safety levels of authentica-
tion in order to justify the selection of MFA method for Authcoin. Afterwards,
in Section the context of Authcoin is presented where MFA would be ap-
propriate and where it is not needed. Section illustrates the workflow of
MFA in Authcoin protocol using a diagram. Subsequently, resulting diagram
is discussed in Section [6.6] followed by the conclusion of this chapter in Section
0. (]

3.2 Multi-Factor Authentication As An Additional Secu-
rity Layer

Currently, each country has its authentication assurance model, that does not
allow to build trust between countries [64]. According to European Union web-
site, usually, there is a scale, including 3 to 5 levels of assurance. [Varghese| shows
that, too many levels can result in an additional cost to maintain authentication
information, for example, issuing cards where passwords would be enough can
be considered as an unnecessary expense. On the other hand, too few levels of
assurance may not cover all business requirements and risks [64].

The Office of Management and Budget of USA describes four levels of au-
thentication assurance (OMB 04-04). Each level represents the degree of trust
that user who presented a credential is in fact that user [33].
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Level Description

Level 1 Little or no confidence exists in the asserted
identity; usually self-asserted; essentially a
persistent identifier

Level 2 Confidence exists that the asserted identity is
accurate; used frequently for self service ap-
plications

Level 3 High confidence in the asserted identity’s ac-
curacy; used to access restricted data

Level 4 Very high confidence in the asserted identity’s
accuracy; used to access highly restricted data

Table 3: Authentication levels of assurance (OMB 04-04) (Source: [33] )

NIST 800-63 Electronic Authentication Guidline presents requirements for
each of authentication levels of assurance defined in Table [3} that is presented

in below table:

Level | Identity Token (Secret) Authentication Pro-
proofing tection Mechanisms
1 No proofing | Allows any type of | No protection against of-
required token fline attacks or eavesdrop-
pers
2 Requires Allows single-factor | Online guessing, replay
identity authentication, and eavesdropping attacks
proofing such as passwords. | can be prevented
3 Requires Allows MFA, | Eavesdropping, on-
stringent typically using | line guessing, replay,
proofing password or bio- | impersonation and man-
metric factor | in-the-middle attacks are
used with a soft- | prevented
ware/hardware/OTH
token
4 Requires in- | Allows MFA with | Online guessing, eaves-
person regis- | hardware crypto- | dropping, impersonation,
tration graphic token man-in-the-middle attack,
and session hijacking at-
tacks are prevented

Table 4: Technical Requirements of NIST 800-63 (Source: [33] )

To clarify the meaning of certain terms, a man-in-the-middle attack is a wider
term which also includes eavesdropping and replay attacks. Man-in-the-middle
attacks are when small packets which are transmitted through the network

between two parties, are captured by a malicious party.
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Difference between offline and online attacks is that, during an offline attack,
the attacker does not have to have communication with the system, and with
an online attack, typically needs work on the system under attack.

Session hijacking is when computer session is stolen to authenticate a user
against the remote server [49]. According to Nikiforakis et al session hijacking
is a form of impersonation.

Hardware cryptographic token is usually a smart card such as ID card,
driver’s license or credit card [29], and often is used with two-factor authentica-
tion [16]. For example, if hardware cryptographic token is used in combination
of password, then hardware cryptographic token is useless without password.
If the only password is compromised, it cannot be used without the physical
token. According to [De Cock et al., hardware cryptographic smart cards use
algorithms such as RSA for secure data transmission.

As presented in Table [ MFA resides on level three and four. Additionally,
there are different security levels Using MFA. As presented by [Kim and Hong]
we can consider five level of security when using MFA:

’ Level ‘ Authentication method

1 First level uses offline registered information such as bank account
information, OTP and etc. At this level user has to provide some-
thing user has and knows. For example credit card information
and password.

2 At this level an accredited certificate issued by a CA is used. CA
identifies user with certificate issued by the government such as
driver’s license, passport and etc. At this level user has to provide
something user has and knows. For example accredited certificate
and it’s password.

3 Level three adds another security measure to level 2 such as secu-
rity card, security token and etc.

4 Level 4 adds hardware devices such as OTP for something you
have factors

5 So far all the levels were 2-factor authentication types, but level

5 adds biometric information such as fingerprint, thus making
authentication three factor. Aditionally to something user has
and knows, level 5 adds something user is such as fingerprint
or other biometric.

Table 5: User authentication level system (Source: [33] )

As it is visible on Table[5] MFA also has different levels of security, that depends
on specific application and business context. Analyze and decision about which

type of user authentication is appropriate in Authcoin context is presented in
subscetion [3.3]
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3.3 Authentication in Authcoin protocol

Authcoin relies on challenge-response mechanism for authentication [36]. So
chosen challenge have to be the type, that helps one entity verify another par-
ticipant. Also, if the goal is to fully automate VAR process, authentication
factor cannot be biometric since it requires user interaction.

Token type Level | Level | Level | Level | Level
1 2 3 4 5

Bio-Hard crypto token X X X X X

Hardware crypto token X X X X

One-time password device | X X

Software crypto token X X

Passwords & PINs X

Table 6: Token types allowed at each assurance level (Source: [33] )

Table[6] shows token types allowed at each assurance level that were presented on
Table |5} Bio-hard crypto token uses biometric tokenization, which substitutes
a stored biometric template with the token, that cannot be exploited and is
non-sensitive. Hardware needed for such token is biometric readers, which can
recognize a person based on a physiological or behavioural characteristic.

Bio-Hard crypto token is impossible to use with automated authentication,
since without user it’s impossible to provide biometrics. Other token types can
be used with automated validation and authentication if necessary implemen-
tations are carried out on device or IoT machine.

Protect against Level | Level | Level | Level | Level
1 2 3 4 5
Online guessing X X X X X
Replay X X X X X
Eavesdroppers X X X X
Verifier impersonation X X X
Man-in-the-middle & X X X
PINs
Session hijacking & PINs X X
Signer impersonation & X
PINs

Table 7: Required Protections (Source: [33] )

Table[7] further proves the fact that, using more factors of authentication, prefer-
ably biometrics is the most secure authentication type.

According to|Kim and Hong| the user authentication method is chosen using
the following steps:
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6.

. Risk levels, authentication methods and transaction types are examined

Threats and vulnerabilities are analyzed
Risk assessment is performed to find the importance of threats
Table [5|is used to select authentication level system

Conduct test to ensure that risk has been decreased after applying user
authentication

Regular risk assessments are conducted

Steps initialized for Authcoin context is as follows:

1.

2.

3.

Transaction types of Digital certificates:

o Create
e Manage

Distribute

Store

Revocation
o Use

Risk Level: High
User Authentication Methods: Challenge-Response Mechanism
Additional Security Measures: Defence Against Sybil Nodes

The main threat for trust systems other than ones caused by the Internet’s
fundamental infrastructure is Sybil nodes.

Risk assessment:
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Criteria

Description

Authcoin Descritpion

Service out-
line

Who are the customers? Data
flow and etc

Trust network users, IoT
machines

Transaction | Analyze risk levels of transaction | Challenge-response trans-
analysis types action type is vulnerable
to man-in-the-middle and
spoofing attacks
Transaction | Verification of transaction types | Automatic VAR
range and range that require additional
authentication
Promotions Verification of provision when | User is responsible for
customer uses service to prepare | keeping keys safe
for possible threat (transaction
verification, password manage-
ment and etc.)
Customer Verification of different customer | Human users, organiza-
categoriza- types using different authentica- | tions and IoT machines
tion tion methods In case of IoT machines

and organizations, bio-
metric authentication can-
not be used

Influence on
transactions

How application of MFA will in-
fluence customer service?

All customer categories
will have increased trust in
other entities

Table 8: Risk assessment criteria (Source: [33] )

4. According to Table 5| and Table [§] level three authentication is the most

appropriate in Authcoin context since it can be used in contexts where
user might be a human or machine.

. Testing requires users, IoT machines and organizations or their simula-
tions, which is out of the scope of this thesis

. If customer groups are changed or fundamental change will happen in
Authcoin protocol the risk assessment and also steps for choosing an au-
thentication method should be conducted again

3.4 Workflow of MFA in Authcoin protocol

In Authcoin protocol, there are two cases when authentication is used: Auto-
matic VARs and standard authentication using challenge-response between two
entities. In the presented diagram, it is assumed that verifier has no access
to the digital representation of previous responses, so he/she cannot compare
received response to anything. On this diagram verifier only can check received
response on his/her own, without any infrastructure.
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The workflow between two entities is represented on the diagram:

Challenge A

Response A
(

= As many challenges as verifier needs -
Challenge X
Response X

<

It depends on verifier to send an additional challenge or not, and to choose
factors also since there are challenge types of local V&A, global V&A with and
without additional information, the only verifier can decide if provided response
was enough to authenticate someone. In the case of VAR, the only difference is
that challenge is initiated by the system instead of the verifier.

3.5 Discussion

This chapter presented levels of security in authentication and steps to choose
the user authentication method in Authcoin’s context. Also, a simple workflow
of MFA between entities where presented. Nevertheless, the risk assessment
and steps provided for choosing user authentication are just guidelines to follow
and not gives the guarantee that authentication is guaranteed to be safe. Safety
measures against common hacking methods of internet infrastructure such as
social engineering or spoofing still have to be conducted. Also, due to depend-
ability on the context where Authcoin is used, the workflow of MFA is simplified
since many variables might change, such as user, authentication factor, business
and technical limitations.

3.6 Conclusion

3.6.1 Summary

Chapter (3| presented authentication levels of assurance and for each level by
OMB 04-04, also described technical requirements for each level provided by
NIST 800-63. Additionally, to further explain levels of authentication inside
MFA, Table [5] was provided.
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Furthermore, authentication token types that satisfy different levels of secu-
rity were presented. Also, hacking methods that can penetrate through various
levels of security were presented. The steps to choose user authentication meth-
ods were listed for general use and was initialized for Authcoin context, including
risk assessment procedure. Finally, MFA workflow was presented in Authcoin
protocol to understand better where it fits.

3.6.2 Research Questions

RQ-1.1 - What are the Security Levels of Authentication?

As presented in Table [3] there are four levels of security for authentication.
They are ranging from self-asserted, no confidence level to a very high confidence
level, which is used to access highly restricted data. According to these levels,
we define our goals, that is to secure the authentication by achieving three or
four levels of assurance.

As shown on Table [4] and Table [ each of the levels has guidelines and
requirements to fulfil. We can conclude that generally using MFA is the highest
form of current security. Furthermore, if we combine biometrics with possession
and knowledge factors, we can clearly improve security level compared to single-
factor authentication.

RQ-1.2 - What is the Context where MFA can be Applied in Au-
thcoin Protocol?

MFA is applicable for Authcoin users to create, manage, distribute, store,
revoke and generally use their digital certificates. According to conducted risk
assessment (8] we can conclude that level three authentication, which allows using
MFA typically with biometric and password, is the most appropriate choice for
Authcoin, since the user can be a human or machine and in-person registration
might not always be possible for them.

Several considerations are that multi-factor authentication, if used with bio-
metrics, cannot be used with fully automated VAR process if the goal is to avoid
human interaction with the system fully. Also, if we are considering Authcoin
in context of IoT devices, MFA can be used with different token types, such as
OTP device or software token, as long as there are necessary implementations
carried out on IoT device.

RQ-1.3 - What are the Workflows of MFA?

We concluded that the workflow of MFA could consist of several rounds of
challenge-response messages between two Authcoin users, depending on the con-
fidence of the verifier. Also, MFA can be used during the workflow of automatic
VAR, when it is created randomly during the mining process of a new block on
the blockchain and expresses the desire to verify the chosen user.

3.6.3 Future work and limitations

For future work, if Authcoin protocol will have any additional features added,
the workflow of MFA should be instantiated in new contexts. Also, Risk-
assessment should be done again to better assess the risks before choosing the
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authentication factors for MFA.

The open issue for this chapter is the usage of biometric factors with IoT
devices, whether the intervention of human users worth it for one-time authenti-
cation or how can or cannot MFA with biometric factors work with IoT devices.
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4 Challenges For Authentication

In the following chapter, challenges are closely examined. First, the impact of
risk-based authentication on challenges is presented. Depending on the context
of the device used, different challenges are suggested. Afterwards, the ways of
avoiding risks of biometrics are explained. Finally, customization of challenges
are described, and the constraints are listed.

4.1 Introduction

The aim of Chapter {4]is to answer the research question RQ-2 - How to manage
identity authentication for the Authcoin protocol? - this question is divided
into three subquestions:

e RQ-2.1 - What Influence can Risk-Based Authentication have on Chal-
lenges?

e RQ-2.2 - What are the Ways to Mitigate the Risks of Biometric Authen-
tication in Authcoin Protocol?

e RQ-2.3 - What level of Challenge Customization Should be Allowed from
Users?

4.2 Challenges In Risk-based Authentication

Current portable technologies such as laptop and smartphones made it possible
for everyone to access resources outside of network perimeter of work or home.
Organizations can lose their credibility instantly, if their data is breached, or
sensitive information about their workers is stolen. With the help of risk (or
context)-based authentication, the system analyzes several variables before en-
abling login, such as device, IP address, biometrics, location and more [41].
Based on this information, the reliability of login attempt is measured, and de-
pending on the level, login is complicated or simplified. Additionally, machine
learning models can be utilized to learn about patterns of user login gradually,
that can decrease the friction when possible and also increase the confidence of
each context [41].

Challenge/response questions are used for different use cases in traditional
centralized computing, such as password or PIN resets, or as a fallback in risk-
based authentication when risk threshold is met and more challenging verifica-
tion is required [53]. Challenges have to be carefully chosen to avoid sacrificing
security and keep authentication convenient. There are some security consid-
eration about challenge/responses authentication, for example, if the answer to
a question can be searched on the internet or can be guessed, it can be easily
compromised. Potential privacy issues are also another shortcoming of chal-
lenge/response questions because the user may not want to disclose answers to
questions to other parties. Additionally, people tend to choose answers because
of simplicity and familiarity, that eases hacker’s job to guess it.
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4.2.1 Context Attributes of Risk-Based Authentication

There are many attributes of user that might be considered as context: device
(screen size, model number), physical environment (location, sound), network
(IP) or behavioural (usage of a keyboard, mouse) attributes [68]. The context-
aware system can be described as follows: ” A system is context-aware if it uses
context to provide relevant information or services to the user, where relevancy
depends on the user’s task” [67]. Analyze of each one of them for Authcoin
protocol is needed:

Device environment - |Spooren et al.|analyzed mobile device fingerprinting
and found that even though mobile device fingerprints are unique, it still does
not constitute a suitable authentication mechanism. The author stated that
most of the attributes such as screen dimensions, timezone, geolocation, fonts
and etc. are highly predictable because they are either fully static or with
a targeted attack, it is easy to simulate them. Contrary to mobile devices,
Eckersley| conducted an experiment that shows that web browser fingerprinting
demonstrates more uniqueness of browser. This difference mainly due to the
App Isolation model used by mobile phones and tablet operating systems. ”Due
to App Isolation model used by most mobile phone and tablet operating systems,
installing new apps will, for example, not change the font list available in the
phone’s web browser” [61].

Physical environment - Mobile devices naturally has more chance of be-
ing stolen. However, Hintze et al|found that probability of robbery is highly
dependent on country, city, district, time of the day and also social context,
for example, it is less likely that theft will happen at home, but is more likely
to happen in public transport or at work. If we could evaluate the risk of au-
thentication numerically, then we can adjust the security level dynamically. At
home, if the risk is low, maybe continuous gait recognition [46] can be used
instead of explicit authentication, that identifies a person based on how they
walk [26]. |Hintze et al.| continues by saying that, at night, in the criminal neigh-
bourhood, maybe the second factor is needed like iris recognition, and probably
some questionable actions like transferring money using mobile banking should
be prohibited. To utilize this functionality, identifying high-risk locations are
needed and GPS can not be considered as trustworthy since it drains battery
life if used continuously and does not work indoors. Instead, GMS cell IDs and
Wi-Fi MAC addresses should be used [26].

Network - According to [Mostéfaoui and Brézillon, there are several tech-
nologies combined together to ensure the reliability of networks such as firewalls
and encryption. Network-based security has flaws about the checks that it is
able to perform because it does not operate on a high level of data abstraction
and cannot understand the content of the traffic [26]. Mostéfaoui and Brézillon
says that the network layer is only concerned about addresses, hosts and such
network-related concepts. The author further continues that, IP can be used to
find out the location of the user, but since there are many proxies used before
reaching from one IP to another, it should not be used as the only source of
truth. Moreover, it is merely cheaper to reconfigure the security infrastructure
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at the application level, than on network-level [45].

Behavioural - Keystroke dynamics, speech patterns or gait recognition can
be considered as behavioural attributes [67]. If fingerprint can be taken from
ambient surroundings using sensors (audio, visual), then it is possible to identify
if two IoT device is in the same trust network [41], but fingerprint cannot be
used to identify user, without prior record of exact trust network fingerprint.

Before using any of the attributes, one should keep in mind the usability of
attributes mentioned above heavily depends on the business case and should not
be used as a single source of truth. Instead, they should be used in conjunction
with other authentication mechanisms and some attributes such as IP, is better
to use as a fallback if other primary authentication technologies are not available.

4.2.2 Context as an Authentication Factor

In this section, we explain how context fingerprints can be represented, so it is
encoded and maintains privacy in any environment. Also, the metrics to assess
the distance of the behaviour context. This section is based on Giura et al. [22].

Firstly, let’s define symbols. We are interested in user behaviour over period
of T = [to,t1] and have set of recorded sessions {S1(T), ..., Sn(T")}. Given user
with behaviour S(T*) = S1(T%), ..., Sn(T™*) during period T*, we are interested
if the same users behaviour during S(T") has enough similarity with S(T'x). For
this reason, we define two functions p(S(7T)) and B(S(T)). p is representation
of S(T) that is enough to calculate the score and  is a similarity level between
S(T) and S(T™). So to sum it up, we need to check whether this comparison
by |Giura et al|is true:

1B(p(S(T)), p(S(T7)))| <€

where ¢ > 0 . We should keep in mind that we do not need to store session
record S(T'x) to compute this test, and instead only store p(S(T*)).

Generally, features should be the elements that can uniquely identify a user,
for example, a set of IP addresses that device accessed. The easiest way to
represent a set and to query it is hash set. According to |Giura et al), we hash
S(t) values for each user together with generated nonce n,,.

p(S(T)) = H(f,nu)|feS(T)
Where H is a cryptographic hash function For measuring the distance between

hash sets S and S* we can use Jaccard distance:

. |SUSH—|SNn S
(5,84 = | |s|us|** |

The drawback of this formula is that same number of bits for each hash value
of each feature in the set should be stored and also computation time is linear,
which makes it problematic for scalability.

Giura et al. states that another method which we can use is the Standard
Bloom filter, which is more space-efficient. A Bloom filter contains a bit array
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of size m with all the bits set to 0 at first, and k£ hash functions with the range
of 1,...,m. When an element is inserted in the Bloom filter, it is hashed by all
k functions, and then all the zero bits are changed to ones in the bit array. In
the case of one hash functions bit is already one, it will not be changed because
of collision. During querying of an element, the element is hashed with all k&
hash functions, and then the bits are checked in a bit array, if all of them are
one, then we can say that element was inserted in the Bloom filter with the
probability of the false positives rate. Even if one element was zero in the bit
array, then we know that element was not inserted, hence a Bloom filter has no
false negatives.

The query returns possibly in set or definitely not in set, so it cannot
have false negatives, also elements can not be removed but can be added in the
set. Another feature of Bloom filter is that the more number of items increases,
the higher is the chance of false positives [22].

Giura et al.|explains that, using Hamming Distance we can calculate the
difference between two Bloom filters:

H(B,B*) = Z B(i) ® B*(i)

where B(i) is the bit from bit array at index i. Different from Jaccard distance,
the computation time for the Hamming distance only depends on the Bloom
filter size, it does not depend on the number of elements inserted in each Bloom
filter. Because standard Bloom filters can be represented as binary strings, the
distance can be calculated as a simple XOR operation.

Standard bloom filter insertion function is idempotent, meaning that it can
not differentiate if the same element is inserted multiple times or only once. To
solve this problem |Giura et al|suggests using Counting Bloom filter, that
can store the number of times the element was inserted. Counting Bloom filter
uses an array of counter of bins, rather than a single bit for each array position.
So there is a tradeoff between the information saved in the filter and storage-
saving made by the Counting Bloom filter. Euclidian distance for Counting
Bloom Distance would be:

E(CB,CB*) = f:(CB(i) — OB*(i))2

i=1

where C'V'(4) is the value kept in the i-th bin of bins array CB.

Regarding the privacy of the aforementioned methods, the hash set saves
random strings because of nonce p and H as a random function (Random oracle
model) [22]. As long as ny # nj;, we can say that H for different users are
independently random, meaning it is not possible to determine if the same
feature in both p for U and U’. However, we can reveal if the same feature
was present for the same user in different time frames, moreover it is necessary
to calculate Jaccard distance. Also, p reveals the number of features that were
stored during T period for user U.
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According to |Giura et al., bloom filters are concise in the representation of
information and hence, we gain all the privacy benefits. We store n bits of
information, about set containing n number of features, where n = |S(T)] is
the total of recorded features. An array of n bits has an entropy maximum
of n, let us suppose that feature has an entropy of v and all the features are
independent. Then, after exposing Bloom Filter, the entropy would be n(y—1).

Giura et al.|continues by saying that the privacy of Counting Bloom Filters is
very similar to standard Bloom Filters. Suppose that ¢ is number of bits for each
counter, then the entropy left after exposing counting array is maz0, n(y — ).
Theoretically, privacy provided by Counting Bloom Filters are dependent on the
strength of the hash set representation, nevertheless, in practice, it is unlikely
that an adversary can extract the entire hash set from the Counting Bloom
Filter [22].

To sum this up, we examined three methods of storing sessions which in
turn contains elements that help identify the users. |Giura et al.|states that the
privacy is preserved more in Bloom filters than in Hash Sets, because of the
lossy representation of information. The computational time of using Hash Sets
for calculating Jaccard distance is linear, hence problematic for millions of users
[22]. |Giura et al. continues by saying that standard Bloom Filter is a space-
efficient probabilistic data structure, and the computational time for Hamming
Distance, which uses Standard Bloom Filter, is independent of the number of
elements inserted in each Bloom filter and depends on the size of the Bloom
filter only. In the case of Counting Bloom filter, computational time depends
on the size of the bins array [22].

4.2.3 Changing Resource Owner

Since new user behaviour is not as easily detectable as changed device, Confi-
dence function C(s,t) would be necessary to assess current user sessions s at
time ¢. It seems natural to value the confidence with an exponential decay with
a half-life A confidence when a new behaviour is recorded [61]. The threshold of
confidence would be defined, and in case of exceeding it, we know that a new
user is present.

4.3 Mitigating Risks of Biometric Authentication

The main goal of MFA is to increase the security of the authentication process,
but there are still security considerations, and MFA should not be thought as
perfectly safe. All of the biometrics can be compromised, and they are critically
analyzed in this chapter.

Another consideration when using MFA is usability. Knowledge and posses-
sion factors have apparent usability disadvantages, remembering the password
and carrying physical tokens accordingly. Concerning biometric recognition [30],
studies [24][19] show that improved usability is major advantage of biometrics.

By definition, multi-factor authentication adds several factors to make au-
thentication more challenging. This indeed hinders hackers from accessing the
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protected resources, but it also adds discomfort for real users to use the appli-
cation. Because of that inconvenience reason, Google recently revealed that less
than 10 per cent of users are using the two-factor authentication, which they of-
fer for free [1]. Also, workers who are relying on speed, such as hospital workers,
can not use MFA. Theoretically, these problems can be solved using risk-based
authentication, but because of implementation costs, it is not realistic in all
cases.

4.3.1 Avoiding Problems of Biometrics

Biometric recognition systems, in essence, are pattern recognition systems. They
record user characteristics using devices and then encode, store and compare
these characteristics. Most of the biometric systems have two phases, enroll-
ment and matching process [2]. It is essential to keep in mind that the efficiency
of security systems does not only depend on technology and should be accom-
plished with people and technology working together [2]. According to|Alaswad
et al.l the most used biometric technologies include hand geometry, iris recogni-
tion, retina recognition, signature recognition, facial recognition and fingerprint
recognition. [Alaswad et al.|further continues by saying that attacks on biomet-
rics can be grouped into four groups and analyzes them one by one: processing
and transmission level attacks, input level attacks, back-end attacks, enrollment
attacks.

Processing and transmission level attacks deserve attention because
of many biometric systems transport data for processing. Encryption should
be used before transporting, but not all systems use it because sometimes it is
seen as a deployer-specific aspect of system design [2]. Anti-spoofing techniques,
encryption of data, fallback techniques are essential aspects of biometric system
security.

Regardless of how hard we try to secure the system, it still is not insured that
nothing happens. So we have to have fallback mechanisms in place. Cancelable
biometrics uses an algorithm to distort the recorded image and saves the data
in this manner if the data is compromised, it is trivial to distort the image the
second time [2]. This solution is not foolproof, and if the original image is not
protected, then the whole technique loses credibility.

The main Input Level attacks are spoofing and bypassing, happening
during the initial processing of the sample. Another input-level attack might
be overloading. Overloading is an attempt to damage the input device by too
many attempts [2]. In Authcoin context, if the authentication happens person
to person than this is no significant threat, but if the authentication is machine
to machine or person to machine, then it might need some protection mechanism
in the system.

Back-end attacks are critical when protecting distributed biometric sys-
tems. The back-end is concerned with matching or making the decision and at-
tacks targeted at modifying these decisions are severe. Attacking the template
storage database is the most prominent attack on beck-end [2]. The possible
modification of stored templates can result in false rejects or accepts. There
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are many attack vectors once an attacker gains access to back-end: replay at-
tack using a compromised template, hijacking identity and injection of attackers
template. These attacks can be avoided by hashing and encryption of data [2].

The attacker also can change the matching subsystem in back-end and in-
fluence the decisions in this way. Defence against this attack is to use principles
of building trusted systems and continuously check code integrity.

Similar to many back-end systems, denial of service attacks can be targeted
to back-end biometric system, and traffic analysis can be used to stop this
attack.

Next, [Alaswad et al.| talked about threats of Enrollment attacks include
threats:

1. Enrollment with valid biometrics and changed identity.
2. Enrollment with false biometrics (using gummy bear fingerprint)
3. Enrollment with swapped biometrics

4. Enrollee and enrollment operator are both adverse, and any of the above
listed can happen

5. External attacks to the enrollment station or other parts of the system:
man-in-the-middle, replay, and spoofing. There are several countermea-
sures against these threats such as observing enrollment instead of unob-
served self-enrollment, an additional manual check of identity, encrypted
communications, and firewall on enrollment device.

Also, there are threats which are more related to identity proofing than
enrollment:

1. Using forged documents
2. Impersonating legitimate users

3. Corrupt personnel

Additionally, to previously listed security measures, countermeasures against
identity proofing include:

1. Separation of roles of personnel

2. Close inspection of documents

3. Confirm user during credential issuance to avoid manual modifications of
personal data
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Figure 4: Attack points on biometric system (Source: [2] )

4.4 Customization of Challenges

Without Risk-based authentication, the user chooses factors to use for authen-
tication and also can customize the challenges if it is possible. In this case,
choosing of factors depends on the user, and concerning the actual challenges,
camera-, voice- and text-based authentications are the only types were the user
can ask for significantly customized challenge.

Depending on the involved parties of authentication, the available challenges
vary. Below are presented available challenges and their context, along with
their usability considerations.

4.4.1 Authentication Against Organizations

If the organization have a back-end system in place to check the received hashed
biometrics as explained in [£:2.2] or other credentials, then authentication can
be done. Using hashed biometrics is a private challenge in Authcoin context,
because non-involved parties cannot check the actual biometric, but can see if
the authentication was successful or not.

4.4.2 Person to Person Challenges

When the authentication happens between two people, who do not have any
back-end technologies in place to use against hashed biometrics or other sent
credentials, they can only use the type of challenges which they can identify.
Examples are face recognition with and without identification documents, voice
recognition and text-based challenges.
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As explained by Leiding et al. [36] there are three types of challenges between
two persons:

1. Local V&A with additional information, when two entities have a channel to
communicate and also have old information about each other

2. Global V&A with additional information, when two entities do not know
each other’s personal information but can communicate

3. Global V&A without additional information, when two entities do not have
each other’s personal information and neither can communicate. In this case,
Authcoin only allows validation, not authentication.

4.4.3 Machine to Person Challenges

If ToT machine tries to get permission on something and it needs to authenti-
cate itself against the person, then this type of authentication can be used in
Authcoin protocol. This type of authentication is quite limited because there
is a limited amount of credentials that person can authenticate without having
any technology or system at hand. One example of this type of Authentication
can be if IoT device sends its serial number and the permission that it tries to
get to the person, and the person declines or accepts it.

4.4.4 Machine to Machine Challenges

For successful authentication, IoT machines have to have the back-end nec-
essary to authenticate based on received credentials, that can be many things
depending on the IoT machine: OTP, recorded audio [41], captured image, using
risk-based authentication or combination of any of them.

4.5 Discussion

One has to keep in mind that challenges analyzed in this chapter (such as
biometrics) are not meant to be used in isolation, and the analysis is based
on the precondition that several challenges are combined for Authentication.
Concerning attacking vectors, besides the listed threats, all of the dangers which
information technology systems fundamentally have, such as man-in-the-middle
or DDos, also applies to the challenges explained in this chapter. Specifically,
it is impossible to defend from all kinds of social engineering attacks, since it is
limited only by attackers creativity.

4.6 Conclusion

4.6.1 Summary

The main goal of Chapter [4] was to specify how challenges are managed in
Authcoin protocol. We analyzed how risk-based authentication can change the
challenges based on context information, what kind of contexts can influence the
challenge choosing process, how the context is stored and compared to another
context, and how changing of the device or changing the owner of the resource
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can happen in the Authcoin protocol. Then we presented attack vectors of
Biometric authentication since as explained in[3.3] it is a preferable factor during
MFA.

Finally, different challenge combinations of the participant in the authentica-
tion process were analyzed, and examples were given how authentication might
happen between them.

4.6.2 Research Questions

RQ-2.1 - What Influence can Risk-Based Authentication have on
Challenges?

We concluded that with risk-based authentication, we could automate the au-
thentication using the context, that might be based on device-related, physical,
network-related and behavioural attributes. Risk-based authentication has the
goal to authenticate the user based on his/her context, and only if a certain
threshold of confidence is not achieved, then activate authentications which
usually requires user interaction.

By examining three methods of storing sessions for identifying users, we con-
cluded that when privacy is prioritized, Bloom filters should be used rather than
Hash Sets.

RQ-2.2 - What are the Ways to Mitigate the Risks of Biometric Au-
thentication in Authcoin Protocol?

By identifying attack points on the biometric system, we concluded that defence
mechanisms such as anti-spoofing techniques, encryption of data, fallback tech-
niques and also identifying questionable behaviours could be used to mitigate
risks for the listed attack vectors. Also, traffic analysis can be used to identify
denial of service attacks.

There are several attack vectors on biometric authentication such as input level
attacks, processing and transmission of data attacks, back-end and enrollment
level attacks.

RQ-2.3 - What level of Challenge Customization Should be Allowed
from Users?

By depicting the types of combinations of use cases between human person
and machine, we concluded that depending on used factors of authentication,
challenges could be customized with a different degree. The most customizable
challenge type being a biometric factor when used between two persons. Also,
machine sometimes can customize the challenge for a person, for example, using
CAPTCHA.

4.6.3 Future work and limitations

The open issue about mitigating risks is that none of the prevention mechanism
is always successful in doing its job, and security should not be taken as granted
when using any of the listed risk mitigation techniques.
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5 Application of Multi-Factor Authentication on
Authcoin Protocol

The following chapter deals with the application of MFA in a real-life scenario.
In Section [5.9 the most seamless factors and challenges are chosen for imple-
menting the person-to-person use case of Authcoin protocol. Section[7 presents
an implemented solution that uses factors chosen previously. Finally, issues and
considerations of implementing MFA are presented in Section 5.4

5.1 Introduction

The objective of Chapter [5]is to answer the research question RQ-3: How to
implement MFA for the Authcoin protocol? - as underlined in Chapter [I} To
answer this question step by step, it is divided into three subquestions:

e RQ-3.1 - What combination of challenges is the most seamless for two-
factor authentication?

e RQ-3.2 - What are the use cases of MFA in person to person authentica-
tion?

e RQ-3.3 - What problems arise during implementation?

Each sub-question is answered in a separate section. Section [5.2| answers sub-
question RQ-3.1, by focusing on finding a seamless way to use two-factor au-
thentication. Subsequently, by answering RQ-3.2, Section |7] demonstrates the
use case of implemented two-factor authentication of the Authcoin protocol. Af-
terwards, Section [5.4] answers RQ-3.3 by providing lessons and issues concerning
the implementation of two-factor authentication of the Authcoin protocol. Fi-
nally, the section [6.6] discusses additional considerations followed by conclusion
in Section

5.2 Usability of MFA

In chapter [3] we showed that MFA, preferably using biometrics, is the most
secure authentication type. In Subsection [5.2] we investigate what kind of bio-
metrics are the most usable.

According to Maple and Norrington, biometric authentication is divided in
two areas:

e Physiological - What someone is. For example, fingerprint or other phys-
iological characteristics of human.

e Behavioural - What someone does. For example, Gait recognition or other
display of action from a human.

Some biometrics gradually were discredited through the years, for example,
Alphonse Bertillion’s Anthropometric technique (1878) of physiognomic body
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and head measurements considered as different measurements of the same indi-
vidual that was inconsistent, so it changed over time. However, his speaking
likeness method of describing a person with facial and physical characteristics
is used worldwide.

Biometric ‘ Global‘ Japan‘
Fingerpint 43.6% | 57.4%
Face 19.0% | 3.2%
Hand Geometry 8.8% -
Middleware 11.5% | -

Iris 7.1% 3.8%
Voice 4.4% -
Signature 1.7% -
Multiple Biometrics 4.0% -

Vein - 25.4%

Table 9: Biometric market by technology. Global data (2006), Japan data (2005)
Source: [37]

The ISO has developed a definition of usability and practicality, helping of
which, we can assess the biometric schemes.

Usability: ”the extent to which a product can be used by specified users
to achieve specified goals with effectiveness, efficiency, and satisfaction in a
specified context of use” [20].

Practicality: ”The extent to which a product can be used by an organisa-
tion to achieve specified goals with effectiveness, efficiency and satisfaction in a
specified context of use” [37].

Maple and Norrington| also states that authentication is not goal intrinsi-
cally, and is a means to an end because people go to work for work and not to
authenticate themselves.

Each biometric has a different characteristic of effort, uniqueness and in-
trusiveness. As shown in Table [9] intrusiveness is almost inversely proportional
with uniqueness.

Biometric ‘ Intrusive ‘ Effort Unique
Ideal 20 20 20
Retina 2 3 16
Fingerprint 7 9 14

Iris 7 10 12
Facial 8 16 11

Hand 11 6 9

Voice 20 11 7
Signature 16 15 5
Keystroke 18 12 4
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Table 10: Biometrics and Usability Source: [37]

International data shows that around 10% of the world’s population has
disabilities [37], which gives us a strong argument for designing workplaces for
the variability of human capabilities. People with visual disabilities might not
be able to see the scanner at all, or someone with arthritis or cerebral palsy can
find fingerprint scanning challenging [37].

Our recommendation is to before implementing biometric schemes, engineers
should consider how people with different characteristics or disabilities interact
with equipment. [Maple and Norrington| states that people with different level of
perception can perceive equipment differently, and cognitive abilities might be
a problem if instructions are challenging. In conclusion, the equipment should
be tested with possible users before designing biometric system.

As seen in Table facial recognition is the most effortless biometric to
use. In Authcoin context, in case of a person to person authentication, we
use facial recognition in combination with knowledge factor. Because of easily
accessible smartphones, facial recognition technologies are available for almost
every smartphone user.

5.3 Demonstration of Authentication

The easiest way to demonstrate MFA on Authcoin is to implement its use case
- two-factor authentication using inherence and knowledge factors between two
persons. This demonstrates how the MFA can be used in example scenario
between two persons, but as explained in Section [£.4] it is not limited to person
to person.

5.3.1 Authentication Scenario

In this Subsection, two users are sending challenges and responses to each other
that finishes with successful authentication.
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AUTHCOIN DEMO BANK

Log In Using Authcoin

Authcoin Demo Bank

http://authcoin.herokuapp.com

wants to verify your identity.

Select the identity you want to verify yourself
wit

George ~

CANCEL SELECT IDENTITY

Authcoin Demo Bank

http://authcoin. herokuapp.com

Authcoin Demo Bank
http://authcoin.herokuapp.com

RIS O VR ST (7 wants to verify your identity.

Select the challenge you want to send to the

Are you sure you want to fulfill this challenge?
application

Sign Content

887f09dd01bdff0435bb774cdeac98f1e98ab1f7bf
d5¢c96599b7490e5ac3ac28

MFA with Facial recognition -

CANCEL SELECT CHALLENG CANCEL FULFILL

< O o
3 4q
Figure 5: Steps 1, 2, 3 and 4 of Authentication scenario
In this demonstration, we have two parties: Bank and client. Authentica-

tion starts on the bank website by clicking Log in Using Authcoin but-
ton (Figure [p| - Step 1). Next, the Authcoin android application opens
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for client and asks to choose the identity which they want to verify them-
selves with - Step 2. On the third step, client chooses the authenti-
cation method which is MFA using Signing content & Facial recognition,
and on the Step 4 the MFA starts with Sign content challenge (Figure [5)).

Authcoin Demo Bank

http://authcoin.herokuapp.com

has responded with

3034021820fbdac1290bb60c70e421656fd7c4
748eef978f034fac5e0218227016aa007dedad
70fe1e430e42b378646d1547e1c0d3ad
VALID

INVALID RESPONSE

5 6

Figure 6: Steps 5 and 6 of Authentication scenario
After receiving the response from the bank, the client signs

the reponse to finish the authentication of the first factor,
and then authentication for Facial recognition starts Figure [6]
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Y @® authcoin.herokuapp.com ®

AUTHCOIN DEMO BANK

You are authenticated!

Authcoin Demo Bank
http://authcoin.herokuapp.com Logout

has responded with Authentication successful
for: Authcoin Demo Bank
at: http://authcoin.herokuapp.com
303402184d6b88bc1e373005deb3abc5a4f9c
d658f3d8be3f86f548h021847815fc97a19162

22e1331fe3d863f20722eb71812e86db8 Target CR
VALID 2fdae51adce54a6a8d67c547f5a5bc5a

Enter the amount of days you wish to trust Verifier CR
this application: feedf8530c7845dc82a8f54a7b51220a

365

INVALID RESPONSE

7 8 9

Figure 7: Steps 7, 8 and 9 of Authentication scenario

After taking picture, the client sends it to bank Figure[7] Finally, after accepting
your picture, the bank responds it’s own picture which is sent as bytes, and if the
client accepts it, then he/she signs it. In this way, MFA finishes and the client
writes the number of days to trust the application. The android application
returns challenge record of target and verifier also, the bank displays successful
authentication.

5.4 Lessons Learned from the Implementation of Multi-
Factor Authentication in Authcoin Protocol

Implementing two-factor authentication presented some challenges. In this sub-
section, we present all the issues related to the technical part and also give
recommendations to business-oriented readers.

The biggest lesson learned during implementation is to always have documen-
tation of software as a required step of the system. Documentation should be
the consideration of the technical- and business-oriented people alike. Non-
documented software increases the time for not only to add features to software
but also to simply run the already implemented one because of required config-
urations that are always part of non-primitive software systems.
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Also, when starting the implementation of software, it is needed to make it as
extendable as possible. Because if the goal is to build the system step by step,
then changing the structure of the system becomes challenging. Either system
should be planned to have all of the authentication features from the start, or if
it is impossible, then implementation of the system should be started in a way
that allows easy integration of new features.

5.5 Discussion

As a result of implementing MFA with Authcoin, some limitations apply to
resulting software artifact. The responses of the bank are simulated, it always
responds successfully. In the ideal case, the bank should display the picture that
was sent from Android application, approve or reject it, and then, in turn, take
a picture to send it to Android client.

5.6 Conclusion

5.6.1 Summary

Facial recognition paired with signing of content is implemented in order to
demonstrate MFA on Authcoin protocol. The implemented software is pre-
sented and described. As a first step, the usability of MFA and additional
considerations were explained. Table presents different features of biomet-
rics, and as a most effortless way of biometric authentication, facial recognition
was chosen for implementation.

5.6.2 Research Questions

RQ-3.1 - What combination of challenges is the most seamless for
two-factor authentication?

From Table [I0} we concluded that since facial recognition is the most effortless
biometric to use, we should implement it with MFA on Authcoin as one factor.
Current use of smartphones makes the combination of knowledge factor and
biometric such as facial recognition, the most seamless combination for MFA.
Another conclusion is that since 10% of the world’s population has a disability,
the developers of the MFA system should consider and support them. Our
chosen facial recognition is effortless, but people with different disabilities may
still find using it difficult.

RQ-3.2 - What are the use cases of MFA in person to person authen-
tication?

Our implementation helped us conclude that when there are two persons au-
thenticating each other, successful MFA can happen while posting one unique
VAE id for all of them challenge-responses. Same VAE id means that both
factors of authentication took place as a single unit.

RQ-3.3 - What problems arise during implementation?

The implementation helped us conclude that missing documentation of the soft-
ware, make it hard to understand the already existing system, which in turn
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makes hard to implement MFA. Also, the structure of software was not set up
to have MFA added but was created to add another single-factor authentication
challenge types.

5.6.3 Future work and limitations

A possible subject of future work can be implementing missing features of Au-
theoin protocol in software system or add different biometrics of authentication
other than facial recognition. Also, implementing currently simulated bank’s
side, so it becomes closer to reality. Concerning the implementation of Authcoin
protocol itself, currently, it is not secure enough since it is only for demonstra-
tion.
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6 Evaluation

The following chapter evaluates the results of previous chapters. Chapters [3
and Chapter || require formative approach [65] for evaluation because of ex-
ploratory nature of the research, and Chapter@ needs summative approach [65]
of evaluation because it produced the artifact. Section[6.9 evaluates the security
and usability features of MFA introduced in Chapter[3 Subsequently, Section
evaluates the feasibility of risk-based authentication and usage of biometric
factors presented in Chapter [}l Section[6.4 focuses on evaluation of proof-of-
concept produced in Chapter [5 Lastly, this chapter presents related work in
Section[6.8 and ends with discussion and conclusion in Section[6.6 and Section

[677, accordingly

6.1 Introduction

Based on the design science research methodology explained in Chapter [T} this
chapter performs an evaluation of artifacts created in this thesis.

According to Shenton [59], there are criteria which determine the trustwor-
thiness of evaluations: transferability, credibility, dependability and confirma-
bility. The author further explains each of them: transferability ensures that
findings apply to other scenarios, whereas credibility is concerned with the va-
lidity of findings. Dependability of the evaluation in the context of qualitative
research is concerned that the processes of the study are reported in detail so
that future researchers can reiterate the work. Confirmability means that the
source of the results is informants and not the preferences of the researcher.

6.2 MFA Evaluation

Due to the exploratory nature of the Chapter [3] simulations or technical charac-
teristics are not applicable. Our main goal is to evaluate the answer to our first
main research question and also provide guidance for business-related readers
about cost-benefit, resource utilization and social action:

RQ-1: How to Secure the Identity Authentication Process with
MFA for the Authcoin Protocol?

Also, we will evaluate efficiency, uncertainty and also reduce the risks of our
proposed concept. MFA’s major risk is user-oriented, rather than technical, so
the evaluation should involve social aspects of MFA. Therefore, Human Risk &
Effectiveness strategy is chosen for evaluation.

Concerning evaluation criteria, because of formative content of Chapter |3
chosen criteria are: Cost-benefit, resource utilisation and social action.

6.2.1 Secure Identity with MFA

Presented four levels of authentication gives us the starting point to decide
what kind of authentication we need. Depending on business requirements, the
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needed level can be chosen, which in turn will be needed to follow guidelines to
satisfy the technical requirements of different levels.

The main limitation to using MFA with Authcoin is that, if Authcoin is
used with machines, authentication part of VAE, usually can not be fulfilled by
machine. The essence of biometric is that human interaction is needed, which
in turn constraints authentication of the machine against a person or another
machine when the biometric factor is used. Usage of Authcoin with IoT devices
are out of the scope of this work, but generally, every different type of challenge
type needs different implementation on IoT device to generate or accept the
token. If we assume that token types are not a problem for neither participant
party, the MFA can be used to authenticate user, when he/she tried to create,
manage, distribute, store, revoke or use a digital certificate to authenticate
themselves in environments such as a bank.

The workflow of MFA in Authcoin consists of several challenge-response
cycles between two users. Also, MFA can be initiated by VAR and hence,
machine to person MFA can take place in such a manner.

6.2.2 Cost-benefit

According to |Altinkemer and Wang], the expected loss, when the system fails, is
the value that the provider has to compensate to customers, and also the lawsuits
and penalty costs. This compensation increases with the level of the provided
information by users. In a single-factor authentication system, according to
Altinkemer and Wang], the cost of the failed system would be:

Cn=F,(t)(V, + L)

Where n represents a component of authentication system. V is the potential
value that lost customers could create, and L is the cost of lawsuits and penalties.

Altinkemer and Wang| continued by explaining about four components of
using biometric authentication and also provided the formula for it: When a
company decides to use biometric authentication, cost consists of four compo-
nents. First it the implementation costs (¢). The second is the net change
of customers base (net_bio), which is measured by the net value which new
customers can possibly bring. When new system is installed, the company may
lose some existing customers due to inconvenience created by new system, which
equals to market share (m) times percentage of lost customers. On the other
hand, the company may attract some new customers because of possible safer
authentication, that is measured as a potential market share (1 —m) times cer-
tain percentage. The last two components are the expected loss after the system
fails and loss of customers if the system in fact fails.

C*bio = Chio T+ Vnet,bio + Fbio (t§ 5)( Vbio + Lbia)

V _bio equals the new market share after the net change of customer base
multiplied on a certain percentage. L_bio is a sum of weights of each components:
w_biol + w_bio2
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If the company decides to pair biometric with factor of authentication that
was used during single-factor authentication, then |Altinkemer and Wang| pro-
vided a different formula for it: Expected costs and losses would consist of four
components:

Cnbio = Cpbio + Vnet,nbio + Fnbio(t; §)( anio + Lnbio)

where net_nbio is the net change of customers potential value when the company
adopts the new system.

6.2.3 Resource Utilisation

Altinkemer and Wang| argues that only decreasing of the probability of system
failure might not be enough reason to justify spendings for the new authentica-
tion system. To be specific, implementation costs should balance the reduced
losses and the net change of customer value [4]. The study says that sometimes
if the implementation costs are high, it is still preferable to implement a new
system if it can reduce the losses and gain new customers at the same time.

If the number of privacy-sensitive customers is too small, the implementation
cannot be justified by improved security, and on the other hand percentage of
privacy-sensitive customers should not be too high [4]. The study finds that it
might seem unnatural but if most of the customers are privacy-sensitive, then
the provider might lose the majority of the customers if the system fails.

If the convenience is the main reason for implementing new authentication
system, then the provider should consider needs of new potential customers,
instead of existing ones, otherwise thinking about privacy issues are redundant
since the main goal would not be achieved [4].

Altinkemer and Wang| adds that from the governments side, to make the
system more preferable, they can lower the penalties and payments to customers,
in case the system fails. Also, regulators can increase penalties and payments
to customers if the provider keeps the old authentication system. In this way,
the government can force then provider to start using the new system.

In conclusion, it is not necessary to choose between single- and multi-factor
authentication systems and depending on customers preferences, provider can
implement different authentication systems to better fit the customers needs [4].

6.2.4 Social Action

Altinkemer and Wang) explains that when we want to change the level of au-
thentication system, it can imply that the user needs to provide more personally
identifiable information. The concern about privacy may stop potential users
from using authentication system, which in turn impacts company’s decision
about choosing authentication system. Therefore, privacy should be considered
when choosing authentication system [4].

Altinkemer and Wang| emphasises that loss increases as the level of the pro-
vided information. The study adds that, when the company needs to collect
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new information because of a new system, assuming other things equal, the new
system is less desired.

6.3 Challenges Evaluation

For Chapter [d] our goal is to evaluate ethics, uncertainty and reduce risks and
also evaluate the answer to the main research question:

RQ-2: How to Manage Identity Authentication for the Authcoin
Protocol?

Since biometric authentication, getting the context of user and also allowing
users to customize challenges are all social related and privacy-critical topics,
chosen strategy for evaluation is Human Risk & Effectiveness strategy [6].

Chosen evaluation criteria are User Satisfaction, Social action and Resource
utilisation.

6.3.1 Manage Identity Authentication in Authcoin

Risk-based authentication can be thought as the intersection between all the
other factors of authentication such as biometric, knowledge-based or possession-
based. It can be used in Authcoin context by machines and by users alike.
Additional implementation costs will be needed for risk-based authentication,
and contextual data about unsafe and safe environments will be needed, but
the resulting product will significantly simplify the authentication process.

Biometric authentication, similar to other factors, has several points where
it can be compromised. The system should try to cover as much as possible to
mitigate risks in such places: When inputting the biometrics, transmission the
data or when a new user is registered. Risk mitigation techniques such as traffic
analysis, encryption of data or fallback techniques reduce risks, but it is not a
full guarantee of a secure system.

Challenge customization can happen in within the range of challenge tokens
which allow it, such as audio or facial recognition, where one user can ask another
user to record audio or take a picture with a specific demand. Machines can
only demand customized challenges as much as they have implementations to
support them and identify such response.

6.3.2 User Satisfaction

According to [El-Abed et al., interviewed respondents thought that biometric
authentication is more trustworthy than secret-based solutions against fraud.
The robustness of the face recognition system against hackers is considered as
a major factor affecting their concerns about privacy issues [19]. |[El-Abed et al.
claims that only the performance of the biometric system is not enough reason to
consider it more preferable than another biometric system with less performance.
The author continues by saying that robustness of a system against hackers
should always be seen as another important factor when designing a system,
involving biometrics.
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Risk-based authentication balances using the context of user and factor that
needs user’s proactive action for authentication [I9]. The study by [El-Abed
et al.|says that not needing to do anything for authentication can be considered
as the most seamless way to identify person, but the main pitfall is to avoid
giving away context information to a hacker. The main goal for Risk-based
authentication system should be to correctly identify dangerous situations and
act accordingly [19].

6.3.3 Social Action

By definition, the least social action from users is needed during risk-based
authentication, assuming that context is not considered dangerous. Since risk-
based authentication may involve biometric factor as a trustworthy way of ver-
ification, we must also consider their social action.

Biometrics require more action from a user than secret-based authentication
methods. An additional consideration for biometrics are people with limited
capabilities, also, people’s appearance, voice or other factors are not always
constant.

6.3.4 Resource Utilisation

If the biometric factors are used between two persons, and the identification
happens directly between them, then needed resources like system for matching
biometrics, are not needed.

If the usage of Authcoin is planned between parties when one or both par-
ticipants are machines, then additional implementation of systems for matching
the biometrics are needed.

6.4 Proof-of-concept implementation
6.4.1 Implementation

Our goal is to evaluate the answer to one of the main research questions:
RQ-3: How to Implement MFA for the Authcoin Protocol?
Current use of smartphones makes a combination of knowledge and bio-

metric factors the most seamless two-factor authentication type. Several other

biometrics can be thought of as a replacement for facial recognition such as
audio recognition or fingerprint, but a key point to remember is that easiness
of usage depends on the business case and user base.

The easiest way to show the use case of MFA is the person to person authen-
tication. We showed how MFA with biometrics could be used between phone
and simulated bank.

Problems of implementation include missing documentation, since the Au-
theoin system alone is already complicated system to understand, and if there
is the additional factor of authentication to add, then it becomes hard if the
developer does not understand already existing system.
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6.4.2 Use Case evaluation

While Section [6.2 and Section [6.3] evaluate Authcoin with regards to challenges
and general multi-factor authentication, the applicability and feasibility of MFA
in information system has not been covered yet. To do so, the proof-of-concept
of multi-factor authentication based on Qtum blockchain [I4] was created and is
available on Github (see Appendix . As a note, the implementation of Auth-
coin protocol was started already, and this thesis adds MFA implementation to
it. In order to evaluate the prototype in a common authentication scenario, we
use android application and spring project to initiate and fulfil the challenges
for identification.

When sending bytes as a challenge to another party, the price which is paid
in QTUM’s was approximately 8 unit. Transferability of implemented software
is applied to all establishments or parties which has a human representative,
in case if the machine is a sender or verifier, then the system needs additional
implementations.

Confirmability of the results of authentication is provided by the blockchain
naturally. Anyone knowing the address of the contract can go to the explorer
of QTUM, and see the list of transactions.

Contract Ovenview
Address eb95¢662869311bdeBecoeffaal78ead9f7eff22 X Count 946
8 QTUM Total Sent 8 QTUM

QTUM Balance 8QTUM

3d1e22544991d85...d8a32829189b58e (53215)

Transaction List

I Time &

e9e9acde74d5459...e0da8f4daaall 76 2020-04-18 05:03:44 qQBk2VED...vykEmzhg 33,2711 424
8f861dbbba89017...5efb49 2020-04-18 06:03:44 qQ8k2VED... vykEmzhg 39,111 424
cfd86966087dedd. .. 30eccbaddff3cce 2020-04-18 05:03.44 qOBK2YED... vykEmzig 2,385,169 a4

Figure 8: Transaction list

Tt is also possible to to query Validation And Authentication entry (VAE) using
qtum command line interface, as it is explained in Authcoin truffle project
documentation (see Appendix [Al).

Another way to confirm that two challenges belong to the same VAE is through
the android application. On the challenges page, there is a list of challenges, and
they display the VAE byte array when it is clicked. We can identify challenges
which have the same VAE:
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Sign Content Sign Content
16.04.2020 17:01:35 16.04.2020 17:01:35

Sign Content Sign Content

16.04.2020 17:01:41 16.04.2020 17:01:41

MFA with Facial recognition MFA with Facial recognition
16.04.2020 17:15:10 16.04.2020 17:15:10

Sign Content Sign Content

16.04.2020 17:15:20 16.04.2020 17:15:20

MFA with Facial recognition MFA with Facial recognition
16.04.2020 17:15:30 16.04.2020 17:15:30

Sign Content Sign Content

18.04.2020 04:52:38 18.04.2020 04:52:38

MFA with Facial recognition MFA with Facial recognition
18.04.2020 04:52:49 18.04.2020 04:52:49

Sign Content Sign Content

18.04.2020 04:54:27 18.04.2020 04:54:27

MFA with Facial recognition e MFA with Facial recognition Q
18.07

18.07

[124,122,-52, -1,-52, 56, 75, 83,-97,-110,
-32, 62,78,-45,-81,110]

[124,122,-52,-1,-52, 56, 75, 83,-97,-110,
-32, 62,78,-45,-81, 110]

Challenges dentity Challenges

Figure 9: MFA: same VAE IDs for two challeges

As it is displayed, when clicking two different challenges (last two challenges
in the list), the displayed VAE was the same. Hence we can be sure they are
posted to the blockchain with the same VAE ID, and show in this way that
multi-factor authentication took place.

6.5 Related work

Code coverage and unit testing is common practice in software engineering to
test the system [62] [55]. So tested software can give us more trustworthy insight
then untested one.

Rise of blockchain technology promoted research on PKI solutions that utilize
blockchain as an alternative to CA [B][60][I2]. These research also touch the
privacy of the data on the blockchain and proposed techniques such as smart
contract obfuscation, public key address translation, which generates different
public keys for different transactions, and tumbling used in Bitcoin. Tumbling
transfers coins between different wallets of a network, in a way that obscures
the trail to the original source of the fund.

However, MFA (including risk-based authentication) with customizable chal-
lenges, has not been researched in the context of blockchain-based authentica-
tion protocol such as Authcoin.
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6.6 Discussion

In this Section, we discuss conducted a controlled experiment using our im-
plementation. As mentioned previously, our case is just one example of many
MFA cases that can be implemented on the Authcoin protocol, so our controlled
experiment only was limited to the testing client to bank interaction.
Multi-factor authentication, in conjunction with the trust-based decentralized
system, was not implemented so far. [Moinet et al.| autonomous Wireless Sensor
Networks in a simulated environment. Different from |Moinet et al., we added
MFA for authentication instead of using standard single-factor authentication.
Risk-based authentication has never been researched in the context of
blockchain-based trust networks also. Hintze et al.| only considered risk-based
authentication related to the location of the user, but our work gave a more
broad view of how risk-based authentication can be a balance between single-
factor authentication and MFA in context of the blockchain-based trust network.
Witte et al.| presented how a support-vector machine model can be used to train
a risk-based mobile biometric system to gradually learn about unsafe environ-
ments. For our context, using machine learning models for improving risk-based
authentication is out of the scope of this thesis.

6.7 Conclusion

Even though our controlled experiment demonstrates MFA on the Authcoin
protocol, there are many unfinished implementations such as additional opti-
mizations and security checks. Additionally, a different combination of factors
in MFA can change the requirements of authentication. For example, if fin-
gerprints are used for authentication, then verifier party can not do it just by
looking at the fingerprint, he/she needs a way to compare it to the old record
of the fingerprint.
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7 Conclusion and future work

The following chapter summarizes this thesis and answers the research ques-
tions depicted in Chapter[1l Section[7.] presents general conclusion of the the-
sis.  Subsequently, Section answers each research questions independently.
Afterwards, the limitations of this thesis are presented in Section followed
by Section future work in Section[7]

7.1 Conclusion

This thesis proposes MFA as a safer way than single-factor authentication to
authenticate people on the Authcoin protocol. MFA is presented as a safer
alternative to single-factor authentication. Authentication levels of assurance
and their requirements were presented to specify the advantage of using MFA.
Furthermore, the user authentication level system using MFA was presented,
to define what level of security is achieved with different factors using MFA.
Common attacking vectors for each level of security was depicted, that need
considering before choosing some authentication method.

The steps for choosing a user authentication method were listed for general
use and subsequently was initialized for Authcoin context. Based on Risk as-
sessment procedure, we decided to use level three assurance level from Table [4]
Finally, MFA workflow was presented to display how can it be used in a real life
scenario.

We analyzed the influence of risk-based authentication on challenges and
how it can be connected to MFA based on context information. Also, explained
several ways to save context information to later compare another context and
identify the possible unsafe situation. We presented attacking vectors on bio-
metric authentication, so we can mitigate the risks. For customizing challenges,
different types of users of Authcoin protocol was presented since not all the
challenges apply to each one of them.

We presented usability considerations of Biometrics and chose inherence and
knowledge factor for use case demonstration. Table [I0]showed different charac-
teristics of biometrics authentication types, and facial recognition was chosen as
the most effortless challenge type. After implementation, the use case of success-
ful implementation was presented, and lessons learned during implementation
were shared.

7.2 Answering the research questions

The main research question for this thesis is: How to apply MFA with
customizable challenges to Authcoin protocol? As depicted in Chapter
it was divided into three sub-questions, and the following sections provide
answers to each one of them.
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7.2.1 RQ-1: How to Secure the Identity Authentication Process
with MFA for the Authcoin Protocol?

Based on presented user authentication level system on Table [3] and required
protection against threats on Table[d] we concluded that more factor of authen-
tication preferably with biometrics is safer than any single-factor authentication.

MFA can be used with Authcoin to create, manage, distribute, store, revoke
and generally used the digital certificate. Based on Risk assessment [8] we con-
cluded that level 3 on Table [4]is the best option for Authcoin protocol since it
allows MFA with biometric and stringent in-person registration is not needed
for users.

We also found that in Authcoin MFA, rounds of challenge-response messages
happen between two users as many times as possible.

7.2.2 RQ-2: How to Manage Identity Authentication for the Auth-
coin Protocol?

We showed that for identity authentication challenges may change with the help
of risk-based authentication. Our finding is that with the help of Risk-based
authentication, Authcoin can authenticate the users automatically without in-
teraction from the user, as long as the biometric factor is not used. If a certain
threshold of risk is met, then risk-based authentication can require MFA. Hence,
a balance between automated authentication and MFA can be made. We also
showed how to compare and save context in the system so we can compare it to
another context later.

We found that using defence techniques such as anti-spoofing, encryption
of data, identifying questionable behaviour, and traffic analysis can help us
mitigate risks of biometric authentication. We showed points where biometric
authentication can be compromised in Figure [£.4]

Concerning customization of challenges, we concluded that person to person
authentication is mostly used when customization takes place. Challenges can
be customized as long as the privacy of a person is not compromised.

7.2.3 RQ-3: How to Implement MFA for the Authcoin Protocol?

We presented different biometrics and its usability properties. We concluded
that all the biometric system should consider people with different abilities.
Based on Table we found that facial recognition is the most effortless bio-
metric to use, so we decided to implement it with MFA.

We showed that successful authentication could take place between two users
and challenge-response is posted on the blockchain with the same VAE id, mean-
ing that more than one challenge-response round took place under the same
session.

After implementation, we learned that it is essential to have documentation
of an already built system on which we want to implement MFA, and also
beforehand to plan necessarily to avoid restructuring the whole system.
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7.3 Limitations

Several limitations apply to different parts of this thesis. First, MFA is not a
safety guarantee, and it should be used with still great caution, it only lessens
the chance of hacking, but does not completely exclude it. Most of the security
issues come from the social part of the system - human. Even biometrics can
be forged or avoided. Even though it is complicated, the context of Risk-based
authentication can be faked if it consists of stealable characteristics.

Responder to challenge also has to consider the information which she/he
gives, for example, if intentions of other person are not clear, probably passport
or other sensitive information should not be shared.

Concerning automatic VAR, MFA with biometrics cannot be used with auto-
mated VAR process since users interaction will be needed. Also, to use Authcoin
MFA with IoT devices, necessary implementations should be done on the side
of the machine to receive the challenge and response accordingly.

Regarding implementation, our use case is only one example of all the other
scenarios where Authcoin can be used. This implementation only proves the
concept, but it can change the factors, challenges, users and context of usage.

7.4 Future work

Throughout this thesis, there have been issues that still require further research.
We slightly touched private challenge types that preserve the privacy of data,
but in real-life scenarios, it is needed, so it needs further investigation. There are
concepts such as zero-knowledge proof, which can be used for providing privacy
in Authcoin protocol, but it was out of the scope of this thesis. Additionally,
there are more and more authentication types introduced in today’s world, so in
the case of emerging new biometric or another factor, research might be needed
to validate it in the Authcoin protocol.

Also, this thesis was mentioning private and public key pairs as the central
resource for which authentication was taking place. However, the Authcoin
protocol is not limited to a private/public key pair and can authenticate users
to access any resource.

Another open issue for future research is the usage of machine learning
models for improving risk-based authentication. Since risk-based authentica-
tion compares old, existing contexts to user’s current context, machine learning
models can be used to improve information about previously used contexts.

Furthermore, in the implementation, we only consider a person to person
interaction since it is easy to test, but in real life, there can be different use cases
which can include users such as organization, ministry, government or machine.
Hence, many combinations can happen, and it needs further research.
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