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Abstract

Background: mHealth apps are medical apps that have the ability to impact the user’s
health. These apps have the possibility to improve patient-doctor communication, health
management, education and make exchanging and sharing medical data much more
easier. There are numerous apps in the app stores today, but it is difficult to choose
between all of them.

Aim: The aim of this thesis is to collect the standards that have been used so far to
evaluate mobile apps in and create a list of evaluation items that can be used to evaluate

apps in Estonia.

Method: Overall a case study research method was followed where the collection
method is multiple systematic literature reviews. To find app evaluation categories, a
literature overview was carried out. Grey literature reviews are done to find guidelines

created by organisations and national entities.

Results: The chosen app evaluation categories are usability, credibility, functionality,
privacy & security, interoperability and transparency. For finding relevant evaluation
standards for each of these categories, a total on 1764 literature search results were

review, after applying inclusion criteria 93 were chosen.

Discussion: The standards, frameworks and guidelines found from literature reviews are
analysed and a set of evaluation items is compiled that could be used to evaluate

mHealth apps.

This thesis is written in English and is 77 pages long, including 8 chapters, 4 figures
and 20 tables.



Annotatsioon

Taust: Terviseteemalistel rakendustel on voimalus edendada patsiendi-arsti suhtlemist,
oma tervise juhtimist, tdsta informatsiooni teadlikkust ning muuta meditsiiniliste
andmete vahetamine ja jagamine palju lihtsamaks. Tédnapdeval on rakenduste kauplustes

arvukalt rakendusi, kuid nende vahel on raske valida.

Eesmdrk: Kéesoleva t006 eesmérk on koguda standardeid, mida on seni kasutatud
mobiilirakenduste hindamiseks, ja koostada hindamisobjektide loend, mis oleks

kasutatav Eestis.

Meetod: Uldiselt jargiti juhtumiuuringute uuringumeetodit, kus kogumise meetod on
korduv siistemaatiline kirjanduse iilevaade. Rakendushindamise kategooriate leidmiseks
viidi l&bi kirjanduse iilevaade. Organisatsioonide ja riiklike liksuste poolt loodud juhiste

leidmiseks tehakse halli kirjanduse tilevaated.

Tulemused: Valitud rakenduste hindamise kategooriad on kasutatavus, usaldusvéirsus,
funktsionaalsus, privaatsus ja turvalisus, koostoovoime ja labipaistvus. Koigi nende
kategooriate jaoks asjakohaste hindamisstandardite leidmiseks vaadati kokku 1764

kirjanduse otsingutulemust, pérast valikukriteeriumide rakendamist kahanes valik 93le.

Arutelu: Analiitisitakse kirjanduse iilevaadetest leitud standardeid, raamistikke ja
suuniseid ning koostatakse hindamisteobjektide kogum, mida saaks kasutada

terviseteemaliste rakenduste hindamiseks.

T66 on kirjutaud inglise keeles ning on 77 lehekiilge pikk, sealhulgas 8 peatiikki, 4
joonist ning 20 tabelit.
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1 Introduction

Millions of people use different kind of applications daily. Among these might be
different health applications. Some use them just for their own fun or interest whereas

some use them to help deal with chronic health issues.

Health applications open up a lot of possibilities between app users and doctors and
healthcare providers. These applications provide a means to promote healthy habits and
lifestyles through a means that is used daily by most. Apps can help monitor one’s self
management, vitals, progress. They can even help motivate the users. But as there are so
many apps available, it can be very difficult to make the choice between one app and
the other and oftentimes the ratings the app stores provide is not sufficient to make an
educated choice as. These apps can be called mHealth apps. mHealth is a field in the
health sector that aims to provide health care services and interventions through mobile
applications and mobile devices (e.g. smartphones, tablets) [1] and mHealth apps are
apps that are created created for a specific health or care related purpose and can be

downloaded to one’s mobile device. [2]

While there are so many apps available for the users, there are no specific guides or
frameworks on how these apps could be evaluated. In a survey by the World Health
Organization (WHO) 10 countries (22% of the respondents) indicated that they have a
national entity that is responsible for the quality, safety and reliability of mHealth apps.
Of the respondents, 16 countries (36% of the total) reported having a national entity that
provides incentives and guidance on the innovation, research and evaluation of such
apps. Although the guidance provided is not offered consistently on the national level.
Several respondents mentioned that there is a need for evaluations to maintain an
assurance that the apps are of good quality. The report recommends national health
authorities to develop evaluation methodologies that could be used to evaluate the

usability, functionality and meaningfulness of mHealth solutions. [3]

In a workshop in Tallinn, Estonia on the 14" of March 2019 on the topic of “Evaluating

digital health services — what is a suitable solution for Estonia?” the author of the thesis
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took part of, an evidence standards framework by the National Institute for Health and
Care Excellence was introduced by Estonian Health Insurance Fund (EHIF) and was
used in the workshop as an evaluation tool. The framework is meant for helping assess
if the solution under evaluation is clinically effective. That framework is aimed towards
solutions that are commissioned in the UK health and care system and is less relevant
for solutions that users can download directly — mobile apps. During personal meetings
with EHIF on the topic, it was expressed that the topic is relevant and important to them
as well even though only one app had approached them on the topic of being considered

a health care service.

Taking into account that the WHO recommends the development of an evaluation
framework for mHealth solutions and EHIF is also interested in this topic, the aim of
this thesis is to create a prototype of a possible guideline for evaluating mHealth
solutions in Estonia based on literature found from literature reviews. The research

questions this thesis aims to answer are the following:
RQL1. How to evaluate health mobile apps?
RQ2. What kind of standards exist for evaluating health apps today?

The main part of the thesis is divided into four parts. The first part describes what kind
of international guidelines and frameworks already exist on the topic. The second part
describes the methodology of the thesis. The third part describes the results that were

found and finally, the fourth part analyses the results and develops the evaluation items.
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2 Background and world experience

Some countries, organisations and researchers have written down guidelines or
frameworks on how health apps should be evaluated. The following chapter brings forth

a selection of these to illustrate how the rest of the world has tackled this problem.

2.1 From literature

To find the relevant literature on the subject, three databases were used. These databases
are PubMed, ScienceDirect and Wiley. From each database the same search criteria was
used. The search was carried out in March 2019. The first combination of words used
for the search was “health AND mobile AND app AND guideline” which resulted in 65
results in PubMed, 841 in ScienceDirect and 2810 in Wiley. After browsing some of the
titles of the articles from this search, it was clear the search string had to be altered to be
more specific. The new search string was “mhealth AND app AND (framework OR
guideline) AND (evaluation OR assessment)” which resulted in 121 results in PubMed,
383 in ScienceDirect and 209 in Wiley (including duplicates). The titles and sometimes
abstracts were read through to find the exact articles that are of interest. The inclusion

criteria included the following points

e The title or abstract had to have the keywords app and framework/guideline in it
e The title or abstract had to indicate that a framework or guideline was created or

followed to evaluate health apps

After checking for duplicates, this resulted in 17 articles from PubMed, 11 from
ScienceDirect and 5 from Wiley. Next each article was looked at more closely and
based on their content they were either excluded or included. Articles that created or
followed a framework or guideline that only looked at one aspect of an app (for
example usability) were excluded. After this, 5 articles were chosen which to conduct

the literature review portion of this thesis.
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Brown et al. [4] and used the Mobile App Rating Scale (MARS) and Coventry,
Aberdeen & London-Refined (CALO-RE) taxonomy for assessing different pregnancy
iPhone apps. The apps were evaluated based on their quality, inclusion of behavioural
change techniques and nutrition information. The MARS tool was used to evaluate the
quality and CALO-RE to evaluate the app content. The quality of the apps was
assessed using the MARS tool created by Stoyanov et al. [5]. The tool is a rating scale
with categories that relate to app classification, app qualities and the subjective app
quality. The MARS tool concluded that the apps were in moderate quality but scored
higher than average in functionality and engagement. Brown et al. found the apps did
not provide much clarity whether the information was evidence based and if it were
clear, the app quality would rise. They found that using these frameworks was a

strength because they have been established and are a reliable tool for the task.

McMillan et al. [6] chose to adapt the NICE health behaviour change guideline to assess
the quality of mobile apps. The suggestions from the NICE guideline were changed into
questions one could answer about the app. They extracted 9 themes from the guideline
for the assessment: purpose, planning and development, usability, initial assessment and
tailoring, behaviour change technique, maintenance and relapse prevention, evaluation,
documentation and data protection. The tool was tested on apps found in the NHS App
library. The authors found that even though the tool was systematic it was also very

time consuming.

Zelmer et al. [7] created a framework for assessing eMental health apps in Canada. The
aim was to achieve quality and ethics standards in the mental health mobile-based
services. To create the framework the stakeholders (e.g. app makers, mental health
professionals, end-users) were recruited to help guide which criteria is suitable for the
framework. As a result a framework with nine guiding principles and 15 supporting
criteria was created. These nine principles are evidence based, gender responsive,
culturally appropriate, user centred, risk based, internationally aligned, enabling
innovation, transparent and fair, and based on ethical norms. It also ensures

transparency and fairness of all providers.

The outcome of this study can not only be used by mobile application makers to achieve
a higher level of user benefit and satisfaction, but also by policy makers aiming to

regulate newly-emerged market.
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2.2 Existing guidelines and frameworks by organizations

Different organizations in the world have created guidelines or frameworks for
assessing mHealth or digital health (but can be applied to mHealth) solutions.
Following are the descriptions of three solutions from the World Health Organization,
ORCHA and NICE.

2.2.1 Word Health Organization

The World Health Organization (WHQO) has published a classification for digital health
interventions (DHI) in 2018. Digital health interventions here are different digital and
mobile technologies that can be used in health care. The primary targets for this
classification are public health audiences. The classification was created to support the
communication between public health practitioners and technology-oriented audiences.
WHO recommends to use this classification with the list of Health System Challenges
(HSC). The HSC can be used to explain and determine the problem the solution then
wants to solve. [8] The classification can be used on more than mHealth solutions, but

in this thesis, it is looked at form only the mHealth perspective.

The DHIs are organized into four categories: interventions for clients, interventions for
health care providers (the health workforce who deliver health services), interventions
for health system or resource managers (administration and oversight of public health
systems) and interventions for data services (data collection, management, use and

exchange). [8]

Interventions for clients as the name suggests are solutions that are aimed towards the
public and the caregivers of clients receiving health services. It has subcategories for
communication (for example public health notifications, health education, alerts for
preventive services, test results, mass messaging, peer learning and messaging),
tracking (for example access to health records, personal health monitoring, self-tracking
and self-care), reporting (for example reporting on the availability and quality of
services, accountability monitoring and reporting and disease notifications by users),
information sharing (for example making out of pocket payments for services and

voucher programs) and financial transactions. [8]

Interventions for health care providers as the name suggests are aimed at the member of
the health care workforce who deliver the services health care providers offer. It has
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subcategories for communicating and authenticating clients, keeping health care
records, decision support, telemedicine, coordinating referrals between institutions,
planning activities and trainings, prescription management and laboratory and imaging

management. [8]

2.2.2 ORCHA

ORCHA is an organisation in the UK which focuses on health app evaluation and
advising. They aim to create tools that can help health care professionals choose
applications that suit their patients the best. In addition, they offer help to app
developers in the health field. [9]

To evaluate the applications they have developed a review guide that helps divide the
apps into 23 app categories (based on topic) [10] and gives the app a final score and
level. It consists of seven stages. The first stage filters the eligible apps from App Store
and Google Play. The second stage classifies the apps into five levels based on their
functionalities and their area of focus. The higher the level the app has the stricter the
review process is as the apps that have the highest levels are apps that for example
analyse the gathered data or contain advanced features. The third stage is all about
documenting what kind of functionalities an app possesses to make the search process
easier for the end user in the future. The fourth stage is where data and security, clinical
assurance and user experience is evaluated by reviewers. They have a yes/no
questionnaire to fill out for each application. Even if an application seems to be
compliant with an aspect of data and security, but the information of this is not easily
findable or not clear the app is presumed to not be compliant. The fifth stage calculates
the score for the application. The scores are divided into three. Apps that get less than
45% are considered to be lacking in areas severely, apps that get 45%-65% are not
considered bad, but the user should make sure they are certain of using the app. During
the sixth stage the developer is notified of their score so they can improve their score if
they please to do so. After a certain amount of time the review is published. The final
seventh stage is about making sure the review is up to date. If a new app version is

released, the review becomes void. [11]

They have used their extensive review process to rate numerous applications available
in different app stores (mostly) in the UK and create an app finder for whoever wishes

with the reviews available for anyone. [12]
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2.2.3 NICE

In a very recent publication by the National Institute for Health and Care Excellence
(NICE), a classification scheme for digital health technologies (DHT) was presented.
DHTSs are different kinds of products (apps, software, online platforms) used in health
care with the aim of benefiting the user in some way. The framework was created to
help bring down the barriers for commissioning DHTSs in the UK. The aim of the
framework is to provide a criteria against which different kinds of DHTs can be
compared to. It is not meant for describing an evaluation process for a DHT or for the
assessment of security. It is aimed at developers, researchers, invertors, evaluators and

commissioners among others. [13]

The DHTs are classified into evidence tiers in this framework by their function which
will later help separate them into evidence tiers based on the risk to the end users. Tier
one is for solutions that offer systematic benefits but no direct user benefits. For
example an electronic health record system. Tier two is for solutions that help
understand what healthy living is and illnesses but will probably have unmeasurable
health outcomes. For example an application that provides healthy recipes. Tier 3a is for
solutions that prevent and manage diseases and the outcomes can more likely be
measured. For example an application that allows the user to record data and then send
it to a physician. Tier 3b is for solutions that can be used for treatment and diagnosis or
active monitoring and has clearly measurable health impacts. Solutions in this tier might
also qualify as a medical device and as such would have to adhere to the medical device
laws instead. An example of a solution in tier 3b is an app that advices clinicians on
what diagnosis to give a patient. The evidence tiers can be seen in Figure 1 and a longer
description can be found in Appendix 1 — Evidence tiers. Source National Institute for
Health and Care Excellence . [13]
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Evidence tier 3a

Preventative
behaviour
change
Address public
health issues:

smoking, eating,

alcohol. sexual
health, sleeping
and exercise

Self-manage

Allows people

self-manage a

specified
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include
behaviour

change
techniques

to

Evidence tier 3b

Active monitoring
Tracking patient
location, using

Calculate

A calculator that
impacts on
treatment,
diagnosis or

care

wearables to
measure, record

and/or transmit
data about a
specified

Inform
Provides
information,
resources or
activities to the

Simple monitoring
Includes general
health monitoring
using fitness
wearables and

public, patients or
dinicians. Includes
information about
a condition or
general health and
lifestyle.

simple symptom
diaries

Evidence tier 2

System services
DHTs with no
measurable
patient outcomes
but which provide
services to the
health and sodial
care system

Evidence tier 1

Figure 1. Evidence tiers by NICE framework. Source: National Institute for Health and Care
Excellence [13]

The framework consists of three parts: evidence for effectiveness standards, evidence
for economic impact standards and supporting resources. The first part — effectiveness
standards — describes three evidence tiers in which the DHT could be and then details to

which effectiveness standards a DHT in each category should adhere to. [13]

The second part — economic impact standards — are meant to create a streamlined
process for evaluating and assessing the economic aspects of DHTs and is based on the
current experience of the authors. The standards in this second part are divided into
three components: key economic information (to create an economic model),
appropriate economic analysis (preferably an analysis of the consequences of
implementing the DHT from the perspective of a payer or commissioner) and economic
analysis reporting standards. [13]

They have also specified which kind of evidence (minimum and best practice) should be
able to be shown for each DHT to justify them being in a specific tier. For example to
provide evidence for reliable information content, at minimum it must be possible to
show that the information provided by the DHT is valid, accurate, up to date, reviewed

and updated at defined intervals and sufficiently comprehensive.
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2.3 Existing guidelines and frameworks by country

Different countries have created a guideline or framework for mHealth solutions. These
are what one could call grey literature. Grey literature is literature that is produced on a
governmental, business, academics or industry levels, but this literature is not controlled
by commercial publishers. [14] The search for grey literature was carried out through
Google and the keywords used for search were “app”, “health”, “evaluation”,
“guideline”, and “framework™. In addition a few of the found literature even listed other

countries and organizations that have app evaluation guidelines or frameworks.

Although there were a lot of countries with different kinds of guidelines, three of them
were chosen to be described below. These three are France, the Netherlands and the
USA.

2.3.1 France

In 2016 the French National Authority for Health (HAS; independent public scientific
authority who aim to contribute to the regulation of the healthcare system) published a
good practice guideline for health apps and smart devices. [15] In addition to being a
guide to increase trust in health apps for consumers and developers, the guide is a
baseline for evaluators to start their evaluation process on. This guideline is meant for
apps and smart devices that are not medical devices but still can potentially change
one’s health. The guideline is not meant as an assessment tool for reimbursement or

professional recommendations. [16]

The guideline was put together with the help of literature review on the subject, a
workgroup, review group and input from the stakeholders. They decided on five areas
of assessment that are the most important. These are informing users, health content,
technical content, security/reliability and usability/use. In addition to the categories
there is a risk matrix where one should position their app based on the intended
audience and main functionalities. This matrix then helps to determine which parts of
the guideline are most important. Under each category of the five are questions the
guideline user then has to answer. For each question it is then indicated whether an app

of the determined risk level should be able to answer the question at hand. [16]
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2.3.2 The Netherlands

The Royal Dutch Medical Association (KNMG) has also published a framework for
assessing mobile apps. They call it the Medical App Checker. It is meant for assessing
applications that qualify as a medical device, apps that track, store and share
information and apps for communication. It is guided towards patients, physicians and
caregivers and divided into three sections. The first section is about how one
should/could search for medical apps. The second section is about assessing the quality
of the app and the third focuses on evaluation the protection and data of personal
information. They have also stated in their document that this guideline does not give
the ultimate/last guarantee of the reliability or quality of the app. [17]

2.3.3 The USA

In the USA the Food and Drug Administration (FDA) approves medical apps. Medical
apps are defined slightly differently though. In addition to it being software that is run
on a smartphone or other mobile device, it is intended to be used as an accessory to a
medical device or transform a mobile device into a regulated medical device. Only apps
that fit this description will be regulated by the FDA. For apps that meet the definition
of a device, but do not pose a high risk to the customers (for example an app that
provides information about an illness) they do not have to be registered or approved by
the FDA (the FDA exercises enforcement discretion). The aim of this guideline is to

provide clarity and predictability to the manufacturers of these apps. [18]

The FDA has also published a guideline on how they intend to regulate the apps that
meet their mobile app definition. It is meant for manufacturers, distributors and other
entities. According to the guideline the app must fall under one classification and then
adhere to the regulatory requirements that apply to that classification. There are three
classes for devices that are classified based on the risk to patients and the necessary
regulatory control level. The first class is for apps with low risk, the second class for
apps with medium risk and finally the third class is for high risk apps. Most apps that
fall under class one are the ones that the FDA exercises the enforcement discretion. [19]
[20]
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2.4 European level documentation and policies

In 2014, the European Commission published a green paper! about mobile health. The
document discussed the potential mobile health and its potential market has and also
what could be the issues that have to be tackled. The aim of it was to create a larger
discussion amongst the stakeholders about the barriers and opportunities on mHealth in
order to find the correct actions to further this field. The paper brought out multiple
issues that need to be taken into consideration: data protection, big data, EU legislation,
patient safety, transparency of information, role in healthcare systems, equal access,
interoperability, reimbursement models, liability, research, innovation, international
cooperation and access of web entrepreneurs. [21] In 2015 the summary report of the
public consultation of the green paper was published that detailed the responses of the
stakeholders. [22]

In 2014 the European Commission published a Staff Working Document which gives
an overview of the existing legal framework of the time that can be applied to lifestyle
and wellbeing apps. The document is aimed towards app developers. The document
outlines the European Union safety and performance requirements (if the app does not
fall under a medical device or an in-vitro diagnostic medical device, the app does not
have any specific rules the app has to adhere to) and the app users’ rights (the right to
privacy and data protection, consumer’s rights directive, eCommerce directive and

rights set out in the Unfair Commercial Practices Directive). [23]

In 2016-2017 a workgroup was compiled to create a central guideline for the assessment
of mHealth apps. The mandate of the group was "to develop guidelines for assessing the
validity and reliability of the data that health apps collect and process"”. They workgroup
chose five categories for that guideline. These are privacy, transparency, reliability,
validity, interoperability. The conclusion of this work group was that a consensus
between the members of the group was not reached and thus a guideline was impossible

to compile. [24]

! a document of proposals and ideas on a certain subject that is published in order to

provoke discussion https://www.collinsdictionary.com/dictionary/english/green-paper
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A secondary draft of the guideline was published in 2016 with a more detailed guideline
already in place. In this draft the existing legislation and standards were brought out.
For the framework a set of criteria was chosen. This criteria contained nine aspects:
stability, effectiveness, usability, transparency, security, safety, credibility, desirability
and reliability. The process itself is divided into three activities: initial validation (does
the app exists, can one download it etc), risk assessment and scrutiny (from medical and
security aspect). [25]

Although these drafts suggest that work is being done, no evidence of a third of final

draft has been found by the author.
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3 Estonian example of an existing guideline

A physician looks at the data that is presented to them by laboratories and does not
think twice before deciding on the next course of action for a patient. It is because these
laboratories and medicines have been through a lengthy process of proving themselves
and getting licenses and being accredited to ensure that people can trust them. This kind
of trust process is missing for mobile apps. In the perfect world, a doctor would look at

the data provided to them and prescribe the patient use an app for example.

Accreditation is the assessment and confirmation that a laboratory is in compliance with
different standards and rules and the proficiency of the testing providers. It proves to the
customers that they are trustworthy and know what they are doing. The assessment is
regulated by specific standards for different fields. The process is completely voluntary
and is done by the Estonian Accreditation Centre (EAC) which is recognized by the

government and itself complies with the relevant international standards. [26] [27]

In Estonia there are 13 accredited medical laboratories. [28] To become an accredited
laboratory the laboratory must go through the process and meet the requirements of
quite a few standards. For a medical laboratory, it has to adhere to are the EVSEN ISO

15189:2012 (quality and competence).

Submission of . o . Decision on startin; L.
o Review of application > Resource review > o g Initial assessment
application accreditation process
— — @ @@
— T Ty
S i1l Drawi f cycle" o ..
Reassessment UIVELTANCE ONCE &g TAWINg up OF CYCICS |g Accreditation decision
year assessment programme
~. @ ~ ~. 2 J

Figure 2. Accreditation process in Estonia. Source Estonian Accreditation Centre [33]

The accreditation process is depicted in Figure 2. It is a nine-step process. A resource
review means that the accreditation centre has to look over their capacities for making

the review and if they done a similar review before. The initial assessment consists of
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appointing a lead assessor to the application, creating the assessment programme,
reviewing documentation, appointing an assessment team, carrying out the on-site
assessment, reviewing corrective actions and closing nonconformities. After the
assessment the decision is declared, and the certificate is issued for five years. After the
decision is made, the lead assessor will put together a plan for future assessments taking
into account how the initial assessment went. Once a year an on-site assessment will be
carried out based on the programme created, corrective actions are reviewed,
nonconformities closed, and the programme is updates if necessary. Before the
certificate expires, a new review is necessary which means this process will start from

the beginning. [29]
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4 Method and methodology

When browsing through the described guidelines and frameworks from Chapter 2, it
became apparent that a lot of them had followed a similar pattern when creating the
guidelines. All the guidelines and frameworks that specified at least a little on the
method mentioned reviewing literature and input from stakeholders. Some also added
workgroups and surveys and consultations with experts to the list to make sure the end
result is as relevant as possible. For creating the framework only one article described
what kind of method was used — Zelmer et al. [7] used a modified Delphi method. If at
first glance it seemed odd that a lot of those has approached the issue at hand in a
similar way but had not mentioned explicitly what framework or guideline they were
using, it became apparent that these methods loosely following different manuals or
guidelines for development guidelines. For example, the “Manual for ESHRRE
guideline development” by the European Society of Human Reproduction and
Embryology (ESHRE) [30] aimed towards creating recommendations for improving
health care delivery quality in human reproduction and embryology, the “The guidelines
manual” by NICE for creating guidelines for clinical guidelines [31] or the “WHO
Handbook for Guideline Development” by WHO for guidelines about clinical or public
health problems or policy areas. Each of those has similar flow, but also at the same
time each of them is different from each other. The guidelines roughly follow the
following steps: planning (topic selection, determining scope, timeline, proposal etc),
doing a systematic review to gather evidence, creating a steering group with which the
first draft of the guideline is created, have the draft reviewed, edit the document as
necessary and publish it. The thesis at hand very loosely follows the steps for creating a
guideline as well, with the exception of creating a screening group to create the

framework.

As the first research question for this thesis is a “how” question and the topic that is
being researched is a relatively new and contemporary field and does not have anything

of the equivalent in Estonia already, an exploratory case study approach was chosen.
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The process is described by Robert K. Yin [32].The process itself is an iterative process
and is illustrated in Figure 3.

3. Prepare

/ 4. Collect
[ 6. Share ]4—[ 5. Analyze ]

Figure 3. Case study process. Source Robert K Yin [33]

2. Design

Following the process of a case study from Figure 3, the first step — planning - was
carried out before writing this thesis, so the discussions and research that went into
deciding on a specific topic. The second part — design — is what the current chapter aims
to describe. The third step — prepare — is about looking at the experiences of the world
and how others have evaluated apps as a whole before. Based on this, the app evaluation
categories were chosen for the next steps. The next step — collect — is about collecting
all the articles about specific app evaluation categories. The collection of data is further
described in Chapter 4.1. The final and 6™ step in the process is share which in the case
of this thesis will be the submission of this thesis. The third, fourth and fifth step of the
process were carried out twice in the course of this thesis. Once to determine app
evaluation categories and secondly to find standards for the categories that were

determined from the first review.

4.1 Choosing the evaluation categories

For choosing the categories, the literature overview done in Chapter 2 was used. In
addition, the references of the selected studies were browsed to see if any relevant
literature could be found from there as well that described the different categories an

app can be evaluated in.
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4.2 Systematic literature reviews of app evaluation topics

To understand and find the existing literature on evaluating all the six chosen
categories, systematic literature reviews were carried out about each topic. A guideline
proposed by Kitchenham [33] was used as a structure to carry out the literature reviews.
The guideline consists of three big sections — planning the review, conducting the
review and reporting the review. In the first section the need for a systematic review and
review protocol are discussed. In the second section the review is carried out (database
searches, quality assessment, data extraction, data synthesis) and in the final section the
results are reported and discussed.

In this thesis the need for systematic reviews comes from the desire to understand how
(health) mobile apps are evaluated in different categories and are there specific

standards that can be used to evaluate them. These reviews then help answer RQ?2.

The search process was a manual search done on different databases by the author of the
thesis during May 17" 2019 and May 19" 2019. To search for relevant literature the

databases PubMed Central, ScienceDirect (Elsevier), Wiley and IEEE were chosen.

In each database the timeframe from which to search articles from was from 2009 to
today. The year 2009 was chosen because during an exploratory search into the topic
indicated that there are very few papers on the topic from before that as mHealth is a
relatively new field. Even for categories that are not health specific — e.g. privacy &
security — the timeframe was chosen to make sure that the newest and up to date
knowledge would be found. The category selection reasoning is described in Chapter
6.1.1.

As there were six different systematic reviews carried out, it means that there were six
different sets of search strings, inclusion criteria and data extraction tables. For each
search string there were common keywords which these were “mobile”, “app”,
“evaluate”, “standard” and “assess”. Then depending on the topic, keywords were
added to the list. In all the reviews the search was done based on the abstract or in some
cases abstract and title and keywords. This was chosen because searching through all

the possible fields resulted in too many results.
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The specific search terms, exclusion criteria and data extraction for each category will
be described in the next six subchapters.

If the systematic review produced too few results, an additional grey literature review
was done with the same keywords as meant for the topic to understand if there were any
standards or guidelines created by specific organisations or countries already that could
be helpful or were missed. The procedure for the grey literature research is described in
Chapter 4.2.7.

4.2.1 Usability

To find out how usability has been evaluated and which standards were used, the
keywords “usability” and “user experience” were added to the list of keywords

described before. For different databases the search strings were:

e mobile AND app AND (usability OR (user AND experience)) AND (evaluate
OR standard OR assess)

e mobile[Abstract] AND app[Abstract] AND (usability[Abstract] OR
(user[Abstract] AND experience[Abstract])) AND (evaluate[Abstract] OR
standard[Abstract] OR assess[Abstract])

The inclusion of studies was carried out in two parts in this thesis. Firstly, based on the
title and abstract alone the article was included if

e The full text was available

e It was in English

e The article was not a systematic review

e The title/abstract indicated that the usability of apps was evaluated or a

framework for evaluating usability was created

In the second round of inclusion criteria, the article was evaluated based on its content

and was included if

e The article states what method was chosen for evaluating usability
e The article described adequately the reasoning behind the method choice

e The article reports some results for evaluation or framework validation
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For data extraction, the article title, source database and evaluation method was
extracted into an Excel sheet for further analysis and documentation. The results for this

systematic review can be found in Chapter Error! Reference source not found..

4.2.2 Credibility

To find out the standards and methods used for evaluating the credibility of mHealth
apps, the keywords “credible”, “evidence” and “quality” were added to the original list

of keywords. This resulted in the following search strings for different databases:

e Mobile AND App AND health AND (credible OR evidence OR quality) AND
(evaluate OR assess OR standard)

e Mobile[Abstract] AND App[Abstract] AND health[Abstract] AND
(credible[Abstract] OR evidence[Abstract] OR quality[Abstract]) AND
(evaluate[Abstract] OR assess[Abstract] OR standard[Abstract])

The inclusion of studies was carried out in two parts in this thesis. Firstly, based on the

title and abstract alone the article was included if

e The full text was available

e It was in English

e The article was not a systematic review

e The title/abstract indicated that the credibility of apps was evaluated or a

framework for evaluating usability was created

In the second round of inclusion criteria, the article was evaluated based on its content

and was included if

e The credibility or evidence-baseness of apps was evaluated or reviewed
e The method used for the evaluation or review was described and justified

e Some results on the evaluation or review were present

For data extraction, the article title, source database and what the evaluation was based
on was extracted into an Excel sheet for further analysis and documentation. The results

for this systematic review can be found in Chapter 5.3.
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4.2.3 Functionality

To find out the standards and methods used for evaluating the credibility of mHealth
apps, the keywords “functionality”, “operability” and “performance” were added to the
original list of keywords which meant that the following search strings were used in

different databases:

e mobile AND app AND (functionality OR performance OR operability) AND
(evaluate OR standard OR assess)

e mobile[Abstract] AND app[Abstract] AND (functionality[Abstract] OR
performance[Abstract] OR operability[Abstract]) AND (evaluate[Abstract] OR
standard[Abstract] OR assess[Abstract])

The inclusion of studies was carried out in two parts in this thesis. Firstly, based on the

title and abstract alone the article was included if

e The full text was available

e Itwasin English

e The article was not a systematic review

e The title/abstract indicate that the functionality or operability or performance of

apps was evaluated or discussed

In the second round of inclusion criteria, the article was evaluated based on its content

and was included if

e The functionality or operability or performance of mobile apps are evaluated
e The method for evaluating said indicators is described

e The results of the evaluation are present

For data extraction, the title of the article, source database, evaluation method were
marked down in an Excel file for further analysis and documentation. The results for

this systematic review can be found in Chapter 5.4.

4.2.4 Privacy & security

For finding literature on privacy & security of mobile apps, the keywords “privacy”,
“security” and “framework” were added. “Framework” was added because during the

initial research on the topic and test runs in the databases, this extra keyword added
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some results that were pertinent to the topic. In addition, the keyword “mobile” was
switched with “health” because apps that deal with medical personal data might need

different regulations. So thus the search strings in different databases were:

e health AND app AND (privacy OR security) AND (evaluate OR assess OR
standard OR framework)

o health[Abstract] AND  app[Abstract] AND  (security[Abstract OR
privacy[Abstract]) AND (assess[Abstract] OR evaluate[Abstract] OR
standard[Abstract] OR framework[Abstract])

The inclusion of studies was carried out in two parts in this thesis. Firstly, based on the

title and abstract alone the article was included if

e The full text was available

e It was in English

e The article was not a systematic review

e The title/abstract indicate that the privacy & security of apps was evaluated or

discussed or a standard presented

For the second round, the full contents of the article was looked at. An article was

included if

e The privacy or security of mobile apps was evaluated
e The standard or guideline of framework against which the evaluation took place
was described or the privacy or security of mobile apps was discussed in relation

to a specific standard or regulation

For data extraction the title of the article, the source database and the regulation or
guideline or standard against which mobile apps were evaluated, was written down for
further analysis and documentation. The results for this systematic review can be found
in Chapter 5.5.

4.2.5 Interoperability

For finding literature on interoperability of mobile apps, the keywords “interoperable”,
“compatible” and “information exchange” were added. In one/two databases the first

two were switched with “interoperab*” and “compatib®*. The two have an Asterix to
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them because it became apparent that more relevant literature could be found that way.
So thus the search strings in different databases were:

e health AND app AND (interoperab* OR compatib* OR (information AND
exchange)) AND (assess OR evaluate OR standard)

e health AND app AND (interoperability OR compatibility OR (information AND
exchange)) AND (assess OR evaluate OR standard)

o health[Abstract] AND app[Abstract] AND (interoperability[Abstract] OR
compatibility[Abstract]) AND (evaluate[Abstract] OR assess[Abstract] OR
standard[Abstract])

The inclusion of studies was carried out in two parts in this thesis. Firstly, based on the
title and abstract alone the article was included if

e The full text is available

e Textis in English

e The article is not a systematic literature review

e The title/abstract indicate that the interoperability of health themed apps was

evaluated or discussed or a standard provided

For the second round, the full contents of the article was looked at. An article was

included if

e A framework or standard for interoperability is used or discussed or created or
the interoperability of an app is evaluated

For data extraction, the article title, source database, and method (or standard or
regulation) used for data exchange is collected into and Excel sheet for further analysis

and documentation. The results for this systematic review can be found in Chapter 5.6.

4.2.6 Transparency

When searching for transparency evaluations it was very difficult to find anything on
the topic. Especially to find evaluations of health related apps. In this care the search
keywords described before were not used at all and instead the keywords “app” and

“transparency’” were used to find as much literature on the topic as possible. Again since
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some of the databases allowed for an asterix in the search terms, the following search

strings were used:

e app[Abstract] AND transparen*[Abstract]
e app AND transparen*
e app AND transparency

Like all the previous reviews in this thesis, the articles were evaluated twice. Once
based on the title and abstract only and a second time based on the content. An article

was included based on the title and abstract if

e The full text is available

e Textisin English

e The article is not a systematic literature review

e The title/abstract indicate that the transparency of apps was evaluated or

discussed

For the second round, the entire contents of the article was looked at. An article was

included if

e |t describes a standard or guideline or framework an app has to adhere to in
terms of transparency

e If the app was evaluated in terms of transparency, the results had to be reported

For data extraction, the article title, source database and standard or regulation or
method for transparency was extracted into an Excel sheet for further analysis and
documentation. The results for this systematic review can be found in Chapter 5.7.

4.2.7 Grey literature research procedure

The aim of conducting an extra grey literature research for a topic is to help add more
value to specific categories. The literature was search for through the Google search
engine. Based on the topic the same keywords were used for the search as described in

the previous chapters.

Only the first few pages of Google search results were looked through. The title which

could be seen in the search results had to indicate that the page or document that is
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linked there evaluates mobile apps or presents a standard that mobile apps could be
evaluated against. Even news articles about app evaluation were looked through to see
if they link to any frameworks or guidelines. The search results chose cannot be from
any source, it had to be well understood what the source of the document is. Mostly
documents by governments, European Commission of established organizations were

selected.
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5 Results

In this chapter, the results of the systematic literature reviews and grey literature

reviews done are presented after carrying out the review as described in Chapter 4.2 and

its subchapters.

5.1 Category results

The search process for evaluation categories and descriptions of the results are in

Chapter 2. In addition to the search done for the background chapter, the references of

the found studies were looked at to see if there was any literature that is relevant to the

search and was missed. The evaluation categories from these sources is presented in

Table 1.

Table 1. App evaluation categories across studies

Source

Evaluation categories

Good Practice Guidelines on
Health Apps and Smart Devices
(Mobile Health or mHealth) [16]

Informing users, health content, technical content,
security/reliability and usability/use

ORCHA [11]

Data and Security, Clinical Assurance and User
Experience

Report on international practice on digital
apps [34]

Privacy/data protection, credible
sources/evidence-based information,
functionality, security/authentication,
usability/user experience, effectiveness/impact,
interoperability

Second draft of EU guidelines on
assessment of the reliability of

mobile health applications [25]

Usability & accessibility, desirability, credibility,
transparency, reliability, technical stability,
safety, effectiveness, and privacy & security

Mobile App Rating Scale [5]

Engagement, functionality, aesthetics, and
information quality; and one subjective quality
scale

Quality assessment of a sample of mobile
app-based health behaviour change
interventions using a tool based on the

Purpose, planning and development, usability,
initial assessment and tailoring, behaviour change
technique, maintenance and relapse prevention,
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Source

Evaluation categories

National Institute of Health and Care
Excellence behaviour change guidance [6]

evaluation, documentation and data protection

An Assessment Framework for e-Mental
Health Apps in Canada: Results of a
Modified Delphi Process [7]

Evidence based, gender responsive, culturally
appropriate, user centred, risk based,
internationally aligned, enabling innovation,
transparent and fair, and based on ethical norms

Challenges in Assessing Mobile Health
App Quality: A Systematic Review of
Prevalent and Innovative Methods [35]

Scientific/clinical basis, functionality, usability,
accountability, impact, and popularity

5.2 Usability

When following the search instructions from Chapter 4.2 and Chapter 4.2.1, the initial

search resulted in 519 articles found across the four sources. After removing duplicates,

the number of articles was reduced down to 514. After applying the first set of inclusion

criteria described in Chapter 4.2.1, the amount of articles was decreased down to 57 and

after applying the second set of inclusion criteria described in Chapter 4.2.1, the number

of articles left was 41. The numbers for this process can also be seen in Table 2.

Table 2. Usability search results after applying inclusion criteria

Initial After removing After applying first ~ After applying
search duplicates set of inclusion second set of
results criteria inclusion criteria

IEEE 212 211 12 8

ScienceDirect 134 134 11 8

PubMed 142 138 30 22

Wiley 31 31 4 3

Sum 519 514 57 41

Of the 41 articles that evaluated usability tasks as an evaluation method were used 25

times. Most of the times the tasks were derived from the functionalities and features the

apps provide or even based on ISO standards.

Questionnaires and surveys were also very popular, they were used in some for or other

32 times. In some cases, the questionnaire was created within the study to match the
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functionalities of the app specifically, but in other cases other existing questionnaire
were used. The System Usability Scale (SUS) was used 14 times. Some of the other
questionnaires (in their original form or modified) were Computer System Usability
Questionnaire (CSUQ), Health Information Technology Usability Evaluation Scale
(Health-ITUES), Post-Study System Usability Questionnaire (PSSUQ), and Usefulness,
Satisfaction, and Ease of Use (USE) Questionnaire.

Interviews were used six times within those 41 studies. Oftentimes the interview went
hand in hand with tasks. In 23 of the studies more than one method for evaluating was
used. Both Gunter et al. [36] and Nugraha et al. [37] took the ISO 9241-11 standard
basis for usability evaluation. In addition 5 studies used heuristic evaluation. These

numbers can also be seen in Table 3.

Table 3. Count of usability evaluation methods used and the respective studies

Tasks Survey Questionnaire System Interview, Heuristics
Usability think aloud
Scale

25 7 11 14 15 5

[38], [39], [40], | [38], [38], [62], [63], | [38], [39], [40], [41], [42], | [40], [41],

[41], [42], [42], | [40], [64], [65], [48], | [42], [69], [43], [44], [46]. | [75], [65],

[43], [36], [44], | [59], [66], [50], [67], | [70], [36], [61], [61], [47], | [52]

[45], [46], [47], | [60], [54] , [68] [63], [64], [50], [53], [54],

[37], [36], [45], | [61], [71], [56], [55], [56], [57]

[48], [49], [50], | [61], [57], [72],

[51], [52], [53], | [53] [73], [74]

[54], [55], [56],

[57]

For usability, a brief grey literature search was also done using the same keywords as
for the systematic literature search. Of the search the results which were found to be

useful and have a potential use in this thesis are described in Table 4.

Table 4. Usability grey literature search results

Source Description

Human Interface Guideline [76] A collection of recommendations for an interface by
Apple. The aim of it is to help app developers design
their apps with the highest quality, functionality and
best user experience in mind.
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Source Description

Design for Android [77] A set of guidelines to ensure that the Android app is
of the highest quality — in visual and navigation
patterns, but also in compatibility, performance and
security.

Web Content Accessibility Guidelines A collection of recommendations that aim to make

(WCAG) 2.1 [78] Web content more accessible. Though the guideline
was initially created for Web content, it has also
bene updated to be possible to be used on mobile
devices as well.

5.3 Credibility

The search as per the description in Chapters 4.2 and 4.2.2 resulted in 340 articles found
across the four databases. Two duplicates were removed from the list, making the total
number of articles 338. After applying the first set of inclusion criteria described in
Chapter 4.2.2, only 30 articles were left. After applying the second set of criteria
described in the same chapter, 12 articles were chosen. The numbers described here can

be seen in Table 5.

Table 5. Credibility search results after applying inclusion criteria

Initial After removing After applying first ~ After applying
search duplicates set of inclusion second set of
results criteria inclusion criteria

IEEE 32 32 1 0

ScienceDirect 72 70 5 2

PubMed 194 194 19 8

Wiley 42 42 5 2

Sum 340 338 30 12

In 4 ([79], [80], [81], [72]) of the 12 studies, apps were evaluated against national or
international guidelines such as the American College of Sports Medicine Guidelines or
the European Resuscitation Council Guidelines for Resuscitation 2015. These
guidelines could only be used if the content of the app matched that guideline. For
example, Xie et al. [82] evaluated Chinese apps about cardiovascular disease with three

frameworks and used guidelines recommended by the National Library of Medicine of
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the National Institutes of Health to do it. Grainer et al. [80] combined using MARS and
the American College of Rheumatology and European League against Rheumatism
(ACR and EULAR) guidelines for monitoring of RA disease activity.

McMillan et al. [6], evaluated apps against different behavioural change techniques —
they created a general list of topics for different apps. Brown et al. [4] used both MARS
and CALO-RE (a taxonomy of behaviour change techniques) to evaluate the credibility
of apps. Santo et al. [84] and Bakker et al. [85] both used only MARS to evaluate the
credibility of apps that aim to improve medical adherence and to evaluate a low moods

and anxiety management app respectively.

De Korte et al. [86] and Crane et al. [87] both searched for the behavioural change
techniques in use in mHealth apps. De Korte et al. found that there is still limited

presence of these techniques in mHealth apps for mental and physical health.

Richardson et al. [88] assessed the quality of apps that educate parents of neonatal
intensive care unit patients and used the Trash it or Trust? it tool to asses it’s credibility.
They found that five out of the 18 apps they evaluated were deemed trustworthy for

educating the parents.

For credibility a grey literature research was done, but nothing that added extra insights
into the topic was found.

5.4 Functionality

For functionality the search was carried out in the databases mentioned in Chapter 4.2
and the search strings from Chapter 4.2.3. The initial search resulted in 574 articles
found. Only two were removed as they were duplicates. After applying the first
inclusion criteria described in Chapter 4.2.3, 33 articles were left. After applying the
second inclusion criteria also described in Chapter 4.2.3, 15 articles remained. The
course of the number of articles decreasing can also be seen from Table 6.

2 http://www.trustortrash.org
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Table 6. Functionality search results after applying inclusion criteria

Initial After removing  After applying After applying
search duplicates first set of second set of
results inclusion criteria inclusion criteria

IEEE 318 317 5 1

ScienceDirect 122 122 8 3

PubMed 93 92 16 9

Wiley 41 41 4 2

Sum 574 572 33 15

For functionality only the MARS evaluation scale was used for assessing functionality
was 9 times ( [4], [89], [80], [91], [92], [93], [94], [95], [96]). Although MARS is
intended for evaluating the entire app, it has a section dedicated to functionality.
Anderson et al. [97] synthesised peer reviewed usability evaluation checklists and a

study of user experiences into a checklist they could use to evaluate the app.

Fernandes et al. [98] created a framework for the assessment of the performance of
mobile apps. The framework takes the information about the app’s expected operations,
creates a program based on it and the operations are executed, collecting the
information about performance. This framework though is aimed more towards

developers.

In the evaluation criteria created by Coulon et al. [99] from existing tools and literature
the functionality is assessed as well. The functionality subpoint assesses ease of use,
reliability and performance, appearance and design. DiFilippo et al. [100] created an
app quality evaluation (AQEL) tool which among other things also assesses the
technical functionality of an app, but this app is only aimed towards evaluating nutrition
apps. Brown et al. [101] assessed the fit of using the Health IT Usability Evaluation
Model (Health-ITUEM) to evaluate mobile apps. One of the concepts in the model is
also performance speed and from the study it was one of the most frequent used codes

that was gathered during their assessment.

Idri et al. [102] used the ISO/IEC 25010 standard for evaluating apps. The standard

covers functional suitability, reliability, performance efficiency, operability, security,
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compatibility, maintainability and transferability. A framework developed based on this
standard was used.

For functionality a grey literature search was carried out. Three sources of interest were

found and are described in Table 7.

Table 7. Grey literature on functionality

Source Description

Xcertia mHealth App Guidelines [103] Guidelines on how to evaluate mHealth apps.
These guidelines are not available yet, they are
in the phase of collecting feedback.

Digital Assessment Questionnaire [104] A list of questions created by experts for
assessing apps and tools for the NHS Apps
Library.

European Commission second draft on Presented a list of questions to evaluate if the

mHealth evaluation guidelines [25] app is technically stable.

5.5 Privacy & security

For privacy & security the search was carried out in the databases mentioned in Chapter
4.2 and the search strings from Chapter 4.2.4. The initial search resulted in 126 articles
found. Only two were removed as they were duplicates. After applying the first
inclusion criteria described in Chapter 4.2.4, 29 articles were left. After applying the
second inclusion criteria also described in Chapter 4.2.4, 11 articles remained. The

course of the number of articles decreasing can also be seen from Table 8.

Table 8. Privacy & security search results after applying inclusion criteria

Initial After removing After applying first  After applying
search duplicates set of inclusion second set of
results criteria inclusion criteria

IEEE 48 48 8 3

ScienceDirect 33 33 9 4

PubMed 36 34 11 4

Wiley 9 9 1 0

Sum 126 124 29 11
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Not every article from the chosen 11, evaluated the privacy and/or security of mobile
apps. There was one conference paper by Ferreira and Muchagata [105] which brings
out the key changes GDPR brought with it, the impact of it and described a use case of
how GDPR is used correctly within an app. Hutton et al. [106] and used GDPR for
evaluating privacy of the apps. Huckvale et al. [107] evaluated the apps against the
1998 Data Protection Act. This same study used a man-in-the-middle attack approach
also to find any security issues. In another study by Parker et al. [108] GDPR and the

Australian Privacy Principle were used to assess privacy policies of apps.

HIPAA was used in a few studies ( [109], [110] and [111]) for evaluating specifically
health apps and their privacy. HIPAA is an American act that states how personally

identifiable information should be protected from fraud and theft.

Three chosen studies used different sources for evaluating the privacy of apps. Hussain
et al. [112] created a mHealth Apps Security Framework (MASF) that for example
analyses the installation of the app, and the different policies. The authors found the
framework to be very effective against different attacks. O'Loughlin et al. [113]
reviewed the privacy policies of different mHealth apps by combining the Enlight
Evaluation tool by Baumel et al. and the App Evaluation Model by the American
Psychiatric Association. Lastly, Robillard et al. [114] also reviewed and analysed
mHealth but created the coding system for analysis based on the first 10% of literature

they found.

As it was already known to the author of the thesis that there are specific Estonian
legislation that pertains to the field, a grey literature research was carried out as well

using the same keywords described in Chapter 4.2.4.

Table 9. Grey literature on privacy & security

Source Description

Three-level IT Baseline Security System ISKE  Information security standard developed for

[115] Estonia which is compulsory for state and
local government organisations. Can be used
to assign a security class and then describes
what standards the system should adhere to.

European Commission second draft on In the guideline privacy and security are
mHealth evaluation guidelines [25] measured against the EU Code of Conduct on
mHealth App Privacy. This code of conduct is
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Source Description

not relevant anymore though but a list of
questions about security and privacy are still
described.

5.6 Interoperability

As with the previous subchapters, the search for interoperability related studies was
carried out following the procedure described in Chapters 4.2.5 and 4.2. The initial
search resulted in 66 articles across four databases. Four were removed from the list on
the account of being duplicates, making the total number 64. After applying the first
inclusion criteria 12 articles remained and after applying the second set 10 articles
remained. These numbers across the phases are also depicted in Table 10.

Table 10. Interoperability search results after applying inclusion criteria

Initial After removing  After applying firstset  After applying

search duplicates of inclusion criteria second set of
results inclusion
criteria
IEEE 24 23 6 5
ScienceDirect 10 9 2 1
PubMed 14 14 4 4
Wiley 18 18 0 0
Sum 66 64 12 10

Of the final 10 studies, six created new apps using different interoperability standards
though not all of the apps are available for consumption. The other studies created an
middleware information model, reviewed different interoperability standards, designed
a system for better reporting or improved mHealth apps. Table 11 illustrates how many

of the chosen studies use which standards.

From the results the most popular standard that was used when designing mHealth apps
was Fast Healthcare Interoperability Resources (FHIR) which is a standards framework
created by HL7 and among other uses can be used with mHealth apps [116]. FHIR
incorporates different standards for data exchange such as LOINC, SNOMED-CT, ICD-
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9 and ICD-10. [117] From the 10 studies, seven studies described using FHIR. Of those
six, four studies used Substitutable Medical Applications and Reusable Technologies
(SMART) on FHIR which is a an improvement on the existing FHIR. For example
authentication was added to further improve the FHIR standard. [118]

Rossi et al. [119] used the CDA-2 standard as the data exchange standard in an app
supporting for supporting homecare transcranial Direct Current Stimulation therapy.
Plastiras et al. [120] describe the development of an information model used the HL7
CDA standard. Pfiffner et al. [121] incorporated the FHIR standard with the
ResearchKit (a framework that allows to create apps for medical research) that is
available through Apple.

Adamko et al. [122] gives an overview of existing issues on interoperability and
describes standards. They recommend to use SNOMED-CT or HL7 because of their
wide acceptance.

Table 11. Interoperability standards used in chosen studies

SMART on FHIR FHIR HL7-CDA or Other
CDA-2
Studies [118], [123], [124], [121], [126], [119], [120] [122]
[125] [127]
Count 4 3 2 1

As with privacy & security, it was known beforehand that some research had been done
for this in Estonia so the grey literature research was carried out. The results of the
research can be found in Table 12.

Table 12. Interoperability grey literature

Source Description

Report of legal and technical alternatives for A report analysing the legal and technical
integrating with health information systems alternatives for integrating with the health
[113] information system in Estonia.

Main outcome: mapped the existing and
wished for components on which to build an
interoperable service; to accommodate IT
companies’ wishes, no regulatory changes are
needed.
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5.7 Transparency

After carrying out the search described in Chapters 4.2. and 4.2.6, there were a total of
139 articles found across the four sources. Firstly, the articles were searched for
duplicates. This resulted in one article being removed, keeping the total number of
articles at 138. After applying the first set of inclusion criteria described in Chapter
5.1.6 only nine articles were left and after applying the second set on inclusion criteria,
only four articles remained which were chosen for this thesis. These numbers are also
depicted in Table 13.

Table 13. Transparency search results after applying inclusion criteria

Initial After removing After applying first  After applying
search duplicates set of inclusion second set of
results criteria inclusion criteria

IEEE 90 90 2 2

ScienceDirect 13 12 2 1

PubMed 27 27 5 1

Wiley 9 9 0 0

Sum 139 138 9 4

Coulon et al. [99] identified, evaluated and presented evidence-based apps about
effective stress management. A part of this evaluation was also transparency evaluation.
To evaluate transparency, they used clinical standards that every intervention should be
evidence based, transparent in its purpose, development and content and user friendly.
Regarding transparency, the app had to provide information about the developers,
whether medical personnel was involved and contact information, state that it is not a
replacement for a physician, address confidentiality and privacy, provide references and
justification, relevant financial information, and advertising policies. As a result of the
evaluation, the authors found that two thirds of the selected apps addressed at least half

of the criteria for transparency, only 12% of the apps addressed all the criteria.

In an article by Grundy et al. [128] on the data sharing practiced of health mobile apps,
it was found that there is little transparency around third party data sharing and overall
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shortcomings on providing privacy assurances. On a positive side, GDPR has forced

more transparency on data sharing among some apps.

Although Fahy et al. [129] discusses the data privacy and transparency of mobile apps,
the topic is generic enough that it can be relevant to health apps as well. They describe
how App Store and Google Play can significantly influence the field from their side.
These two ecosystems have different layers where transparency rules or guidelines are
enforced. As a result both Apple and Google encourage the developers to provide a

privacy policy and in it be transparent about the collection and use of personal data.

Muchagata and Ferreira [105] looked into how GDPR fits with mHealth. In relation to
transparency, the privacy policies and terms and conditions have to be easily readable
and understandable and most importantly is has to show that the company is transparent

with how the data is processed by who and where and for what purpose.

A grey literature search was also conducted to see if something was available on the
topic from other sources and to find if there were any Estonia specific literature on this.
The search terms were “app”, “transparency” and “standard” (in Estonian and English)
and the search was carried out on Google but no new relevant literature was found that

could be of use.
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6 Discussion and creation of evaluation items

The guideline could benefit multiple parties involved with health mobile apps.
Developers can get an indication into which kind of direction they need to guide their

development process and also be aware of standards beforehand.

For the app end users the guideline can be too overwhelming and difficult to
understand. The evaluation process will take time and if the user just wants to download
an app, then the faster and easier solution for them is to just check if the app has been
evaluated to a specific standard and what are its shortcomings and strengths. For the end
users a simple and fast tool should be necessary, something more the lines of MARS

because it has less questions and might not need to dig too deep into the app.

For a commissioner this guideline is probably not as helpful. They are more interested
in knowing if the app should be considered a health care service, so usability or even
functionality may not be of the utmost importance. The guideline in this thesis is more
to understand the quality of these health apps.

6.1 RQ1 - How to evaluate health mobile apps?

In general there were very few sources found where an health app was evaluated as a
whole. In most cases, apps specific to one topic or only one aspect of apps was
evaluated. There were surprisingly few app evaluation frameworks/tools found from
literature. From literature the most popular seems to be using MARS which has been

cited more than 250 [130] times since its publication in 2015.

As it can be seen from the different sources found in the background and systematic
reviews, apps can be evaluated in many ways. Some use surveys, questionnaires, tasks
or even automated tooling. In the sources found, the approach to evaluating an app was
to take on a list of specific criteria (e.g. in the form of questions, statements, or just
topics) and evaluate the app against those. A similar approach was chosen for this

thesis.
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As not all apps are equal in their functionalities and risks, it is important to somehow
categorize it before evaluating it. In the guideline by France [16], the app is categorized
with a risk matrix based on the intended users and the app functionalities. In [NICE] the
app will be categorized based on its functionalities and risk into four evidence tiers. The
evidence tiers were briefly described in Chapter 2.2.3 and a longer explanation can be
found in Appendix 1. Though this is the approach chosen in this thesis, not all evaluate
apps like this. For example, in MARS there is a set number of questions for evaluation

and they hold true to any kind of app.

The framework to in most cases was a list of questions. For example, the MARS
framework has topics and numerous questions underneath each. Similarly, the French
guideline has questions about each section which were mandatory or not based on the
risk level of the application. The second draft for the European Commission also had
mostly yes or no questions about the different topics. One of the proposed scoring
systems was based on the risk level of the app (low, medium or high) which then
indicated if it was necessary for the question to be answered positively. As this
approach was seen in a few places, it was decided a similar scoring approach would be
used. Instead of the risk levels to indicate whether a question is mandatory or not, the
evidence tiers from the NICE guideline are used (Tiers 1, 2, 3a and 3b). For each
evaluation item it is indicated whether an app of a specific tier has to fulfil it. The
possible requirement levels for each tier are mandatory (marked as M in the following
tables), nice-to-have (marked as NTH in the following tables) or not applicable (marked
as NA in the following tables). An example of how each evaluation item will look like

can be seen in Table 2.

Table 14. Example framework evaluation item

Item Tier 1 Tier 2 Tier 3a Tier 3b
. Not .
0  Theapp is blue. . Nice to have Mandatory Mandatory
applicable

6.1.1 Choosing evaluation categories

To determine which sections the guideline should contain the different guidelines and
sources that were found and reported in Chapter 5.1 were taken as a reference. Many of
them evaluated apps in categories that overlapped in name or even definition. Some
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chose less categories and being more vague (like ORCHA with only three categories)
whereas some very specific and had multiple categories (e.g. European Commission

framework with nine categories).

After reading the definitions for the different categories proposed from the different
sources, the following categories were chosen for the guideline being described in this
thesis: usability, credibility, functionality, privacy & security, interoperability, and
transparency. This list does not contain all the possible categories that were described in
Table 1, but hopefully is the minimum acceptable criteria that could cover all facets of
the app that makes it a quality app. In addition to these categories, the basic app
information and choosing of the evidence tier section should also be a part of the

guideline.

Usability combines two categories in itself: the user experience (UX) and the user
interface (UI). Usability refers to the ease of use of an app. The Ul in combination with
the user should make for a good UX. The ISO 9241-11 standard defines usability as the
extent which a system or product can be used in order to fulfil the specified goals
efficiently, effectively and comfort. [131] It is important to evaluate the usability of
apps in order to make a good app and make sure that it has users and is thus successful.
Usability is especially important if the app is targeted towards users with limiting

disabilities.

As the apps that are under evaluation are health apps the credibility of the health
information it offers is very important. There apps can impact the health of the user and
it could have devastating affects if a drug calculator app would calculate the dosages
wrong. To make sure the medical information the app advertises or uses are evidence
based the credibility of the app has to be evaluated. Of all the categories chosen, this is

one of the most important.

The functionality category is about evaluating the app’s functionality and its
performance. The performance of the app can be very important when the app is used
for real time monitoring for example. This category is probably the least to have to do
with health as it aims to understand if the app itself is capable of providing the user a
smooth experience under different circumstances and that the app runs without any

issues.

49



The privacy & security category is to evaluate if the app has taken all the necessary
steps for ensuring data privacy and security. If the app sends or collects personal
(medical) data, it needs to comply with different laws or regulations. For apps that do
not require no user input or do not communicate with any outside source, this section

might not be as important.

Interoperability is the capability of sending health related data to other entities e.g.
physician’s system, electronic health record. It makes it possible for the health data to
be available for more people and in different environments. This evaluation category
does not apply to all apps, only the ones who wish to exchange data. To offer a wide
range of integration possibilities to apps and to incentivise health care providers to
integrate apps into their systems, it is necessary to know what evaluation criteria should

the app answer to.

Transparency is about evaluating who built the app, who are the stakeholders, who is it
funded by, who are the beneficiaries and so on. A transparent app (the development,
testing etc) only helps build more trust in the app. An important part of transparency is
also succinct explanations about data collection and retention and sharing of said data.
If all this information is available, the app provider is capable of building trust with the

app users.

6.2 RQ2 — What kind of standards exist for evaluating health apps
today?

The standards that were found for the different categories varied. For some (e.g.
credibility) there were no specific unified standard to use, for some only guidelines or
frameworks that others have developed.

It is important to understand what kind of standards exist in order to build a guideline
that only expects the best from the apps. It is also important to know that even though
different standards are presented here for evaluating apps, it does not mean that the app
or the developers do not have to comply to any other laws or regulations that exist. The

following chapters discuss each evaluation category based on their results.
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6.2.1 Usability

In usability evaluations was the biggest mix of different methods that wre used.
Although there is an 1SO standard for usability (ISO 9241), only one of the articles
found used that to evaluate the app. No other standards on this topic were found. As this
category can change quite fast (with new technologies, new designs or even new
interfaces) it can be quite difficult to create a standard that could apply to health apps

and stand the test of time. In addition, an
Of all of the categories evaluating usability was the most common.

As was found from the literature review, quite a few usability evaluations used the SUS
questionnaire for evaluating the usability. In a project report for Ministry of Economic
Affairs and Communications in 2014 [132], the SUS was brought out as an example of
what to use to measure usability. Because of its frequency in the found literature and
mentioning in the ministry document, SUS was chosen to be the evaluation method for
usability in this thesis as well. As SUS was created for evaluating systems, the word
“system” was replaced in each evaluation item with “app” to make it more easily
readable. Each item still retained its intention and clarity. The questions for usability

can be seen in Table 15.

Table 15. Usability evaluation items

Item Sfcrongly Strongly
disagree agree
1 I think I would like to use this app 1 9 3 4 5
frequently.
9 | found this app unnecessarily 1 9 3 4 5
complex.
3 I thought this app was easy to use. 1 2 3 4 5

| think that | would need assistance to
be able to use this app.

| found the various functions in this
app were well integrated.

I thought there was too much
inconsistency in this app.
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Strongly Strongly

Item .
disagree agree
I would imagine that most people
7 would learn to use this app very 1 2 3 4 5
quickly.
| found this app very
8 cumbersome/awkward to use. ! 2 3 4 S
9 | felt very confident using this app. 1 2 3 4 5
10 I needed to learn a lot of things before 1 9 3 4 5

| could get going with this app.

6.2.1.1 Usability scoring
As the final score of the scale is in the range of 0 — 100, some calculations need to be
made to get this from the one to five scales that are in the table. For items 1, 3, 5, 7 and
9 (so every odd item), 1 should be subtracted from the score. So, for example, if item 1
has a score of 3, the score for this item will be 2. For items 2,4,6,8 and 10 the score
given for the item has to be subtracted from 5. For example, if item 2 has a score of 2,
the calculation should return 3 as the value. After this has been done, the sum has to be
multiplied with 2.5 in order to have it in the range of 0-100. This makes the score now

comparable. [133]

In order to understand if the score that an app has, it should be known what score is
good and which is bad. As one would expect, lower scores are not as good and higher
scores are better. Bangor et al. [134] and Bangor et al. [135] put the SUS scores next to
an adjective rating scale and a grade scale. The scales can be seen in Figure 4. As a
result, it is easier now for people who use the scale give the apps a score in a format
which is known to most people. For this thesis it was decided to use the acceptability
ranges Bangor et al. [135] developed. The scale consists of three ranges — not
acceptable (score of 0-50), marginal (51-70) and acceptable (70-100). Marginal also
divides into two — low (51-62.26) and high (62.27 — 70). Apps that fall into the low
marginal category just barely have a passable score, apps that have a high marginal
score have a passable score, almost fully acceptable. So, apps that want to pass this
evaluation, they have to achieve a score the falls under marginal or acceptable ranges of

the acceptability range.
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Figure 4. SUS score grade scale and acceptability range. Sources Bangor et al. [39] and Bangor et

al. [40]
Acceptability | Not acceptable Marginal Acceptable
ranges Low | High
Grade scale F D C B A
SUS score ‘ ‘ ‘ ‘ ‘
0 10 20 30 40 50 60 70 80 90 100

6.2.2 Credibility

For apps in different medical and health categories the credibility standards have to be
different. From the review results it became apparent that very specific guidelines (like
clinical guidelines or behavioural change techniques) can be used for evaluation if the
app is specifically geared towards a specific medical goal. A third of the studies used
MARS to evaluate the health information content. The information section of the scale
asks seven questions about the app. The most popular option that was chosen for
evaluating apps was using different medical guidelines provided by national
organizations. For example Modave et al [81] used the American College of Sports
Medicine fitness principles and guidelines for evaluating the credibility of the app
whereas Xie et al. [82] used guidelines recommended by National Library of Medicine

of the National Institutes of Health to evaluate the app.

Because of different kinds of health apps having to adhere to different clinical standards
and guidelines it is almost impossible to create or find a comprehensive evaluation
method or tool or questions that can be applied to every single app. Even so, many of
the studies had to translate the clinical standards and guidelines into something that can
be checked from the apps. Evaluations meant for specific groups of apps can be more
rigorous and detail oriented in the group. Because of this ambiguity and the fact that the
NICE framework was already use in this thesis, it was decided to not use any specific
clinical guideline to formulate the credibility questions, but the NICE evidence

effectiveness framework instead.
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For each evidence tier the framework described what kind of evidence it should offer to
indicate its evidence base. Each of those was taken and changed into an evaluation item
for the guideline for this thesis. For example, one of the evidence categories in the
framework is “Credibility with UK health and social care professionals” with the
minimum evidence standard it requires. In this case it was that medical personnel had
been involved in the makings of the technology or that a medical professionals have
indicated their approval of the solution. This prompted the evaluation item “Indicate
that relevant medical personnel have been involved in the development process or
approved it.” which can also be seen in Table 16. All of the evaluation items about
credibility for the framework can be found in Table 16.

Table 16. Credibility evaluation items

Item Tierl Tier2 Tier3a Tier3b

Indicate that relevant medical personnel have
11  been involved in the development process or M M M M
approved it.

Evidence that the app is relevant in the context

12 of Estonia.

M M M M

If relevant, evidence that the data recorded or
13 manipulated in the data is accurate, reproducible M M M M
and relevant.

If applicable, evidence that the data is

14 transmitted does not change when transmitting. M M M M

15 The information provided by the app is relevant.  NTH M M M

16  The information provided by the app is correct. NTH M M M

17 The information provided by the app is up to NTH M M M
date.

18 The |nf_orrr_1at|o_n provided by the app is updated NTH M M M
at certain time intervals.

19 The mformauon provided by the app is NTH M M M
comprehensive.

20 Dat-a.on the usage of the app is available to NA M M M
decision makers.

21 Data on user satisfaction or outcomes is NA M M M

54



ltem Tierl Tier2 Tier3a Tier3b

collected and available to decision makers.

Studies of the effectiveness of the app are

22 X NA NTH M M
available.

23 Evidence that_the techniques u:sed in the app are NA NA M M
based on published and recognized sources

24 Evidence that the techniques are appropriate NA NA M M

with the target audience.

6.2.3 Functionality

For functionality, it was presumed that more specific standards would emerge as this
topic can be evaluated regardless of the category of the app and could be generic
enough that some standards have emerged. In the literature review the most used
method for evaluating functionality was the MARS tool which has which covers the
functionality section in four questions. But when looking at the Digital Assessment
Questionnaire by NHS, it covers functionality in a technical stability section with more

questions.

One study used the ISO standard ISO/IEC 25010 to evaluate the functionality of the app
as the app is a software product and that is what the standard is aimed towards. The
standard has separate sections for functionality and performance, that could be
applicable to mobile apps, partly if not fully. No Estonian specific standard was found
for this topic. To create the evaluation items for functionality, the 1SO standard was
consulted, app operability guideline from Xcertia [103], the second draft by the
European Commission and the Digital Assessment Questionnaire developed by NICE to
assess products available in the NHS App Library [104]. For example, one of the
Xcertia operability guideline items is “The app downloads and installs on the target
device(s) and target operating system(s) as confirmed by user notification.” [103], and
one of the questions in the EC draft was “Does the app install and uninstall properly?”
[25] which were then used as inspiration to create the evaluation item “The app can be
downloaded and installed without issues.”. The full list of items can be found in Table
17.
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Table 17. Functionality evaluation items

. . Tier Tier

Item Tier 1 Tier 2 3a 3b
The app can be downloaded and installed

25 . . M M M M
without issues.
The app appropriately lets the user know when

26  something has gone wrong (e.g. network M M M M
requests, wrong input).
If applicable, the app connects to the internet

27 . . M M M M
without any issues.
If applicable the app performs without issues

28 . . . M M M M
without an internet connection.
If applicable, the app connects to secondar

gg | pPUICable, the app y M M M M
devices without issue.
If applicable, the app connects to other

30 N . . M M M M
applications without issue.

31 The app is updated regularly M M M M

32  The app does all it advertises and aims to do M M M M
The performance of the app does not deteriorate

33 . M M M M
over time and use.
If applicable, the calculations the app does are

34 M M M M

correct and reproducible.

6.2.4 Privacy & security

When evaluating privacy, the most common route is to evaluate the privacy policies of

the apps. One study explicitly states that there is no specific regulation on the topic in

China and thus evaluated security based on self-reported security measures. [136]

As the literature review revealed, the General Data Protection Regulation (GDPR) is the

most important legislation for developers that want to deal with collecting data from

users. A European Commission workgroup tried to write down a privacy code of

conduct for health apps but failed. They came to the conclusion that with the
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introduction of GDPR, an app should adhere to the guidelines of GDPR and as the
proposed code of conduct it failed to do so, so GDPR is currently the ruling word. [137]
[138] But they still brought out the most important aspects app development should take
into account: user consent; purpose limitation and data minimization; privacy by design
and by default; data subject rights and information requirements; data retention; security
measures; advertising in mHealth apps; use of personal data for secondary purposes;
disclosing data to third parties for processing operations; data transfers; personal data

breach and data gathered from children.

In Estonia, for data protection, there are a few standards and good practice guidelines.
These are ISKE, Information Technology Infrastructure Library and ISO standards with
the serial number 2700x. But as the AKI mentions on their website, there is no universal
data protection standard that would fit every need. [139] As ISKE is already in use in
the health information system, it was chosen to be one of the sources from which to
create evaluation items from. Based on what the app intends to do with personal health
data, different ISKE levels apply to them. [115]

If the app intends to send or collect user data (be it medical or not), the app has to
compliant with GDPR. To be compliant with GDPR, multiple checklists and guidelines
have been made by various sources. For example, a website on GDPR, backed by the
European commission supplies a high-level checklist’. Some have even created a
checklist for app developers to make sure they do all that is possible to comply with
GDPR.*® For complying with GDPR, evaluation items from the aforementioned
sources were compiled and added to the list. All evaluation items for security and

privacy can be seen in Table 18.

Table 18. Privacy and security evaluation items

Item Tier 1 Tier2  Tier3a Tier3b
35 i

The app only (-:ollects and stores data that is NA M M M

necessary for its purpose.
36 If applicable, is the app compliant with GDPR. NA M M M
37 If applicable, the third-party apps the app M M M M

8 https://gdpr.eu/checklist/

4 https://fueled.com/blog/gdpr-for-app-developers/

5 https://www.mobiloud.com/blog/gdpr-compliant-mobile-app/

6 https://medium.com/intuz/gdpr-for-mobile-app-owners-ac3228a3d2b7

57


https://gdpr.eu/checklist/
https://fueled.com/blog/gdpr-for-app-developers/
https://www.mobiloud.com/blog/gdpr-compliant-mobile-app/
https://medium.com/intuz/gdpr-for-mobile-app-owners-ac3228a3d2b7

ltem Tier 1 Tier2 Tier3a Tier3b

connects to are also GDPR compliant.

38  The personal data that is sent is encrypted. NA M M M

39 If applicable, the app is compliant with ISKE S2  NA NA M M
If applicable, the app is compliant with ISKE NA NA M M
T3

41 - - - .
If appl_lcable, prlvate_ me_dlcal data is only NA NTH M M
accessible after logging into app.

42 - . . =
If applicable, the data exchange is sufficiently M M M M

encrypted.

6.2.5 Interoperability

From the literature review, this category was the strongest that offered different
standards that could be used. HL7, FHIR and all the other standards that were used are
internationally recognized and in use. In the more recent studies FHIR and SMART on

FHIR has been used indicating that these might be becoming more popular.

In a report analysing the possible legal and technical alternatives for integrating health
applications and the health information system, it states that even though multiple
existing solutions have many hints and suggestions on what should and could be done
for successful and easy integrations, no single solution matched the Estonian context
fully. The report concluded that there is no need for regulatory change, most problems
now arise from economical, organizational, and technical obstacles. The report also
found that information about integrating is right now scattered and buried in different
documents and guidelines. There is currently no standard for data exchange that is
available for everybody and creating that might take years and years. [115]

As in Estonia the data exchange between health care providers and the health
information system happens over X-road and uses the HL7 standard, mobile apps that
want to send or read health data from HIS, should strive towards using HL7 or FHIR for
this. This is of course dependent on the health information systems being capable of
sending and receiving information to apps as well. But as the report stated, it could be
necessary that new data exchange standard could be necessary to create and implement

and that could take years. Although if an app wants to communicate with another health
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care provider or software that offers a different data exchange format and standards,

those can be taken into account as well.

As data exchange may not be a part of every app, not all apps have to evaluate the
interoperability of the app. Taking all of this into account, the questions in Table 19

were put together to cover the interoperability section of the framework.

Table 19. Interoperability evaluation items

ltem Tierl Tier2 Tier3a Tier3b
The app states if data is exchanged with another NA M M M
app.

44 |f applicable the app is capable of sending or
uploading information to the health information NA M M M
system.

45 i i
If ap_phcable, the standards which are used for NA M M M
sending data are stated.

46 i i
If applicable, the data exporting formats are NA NTH M M
stated.
If applicable, the app states if it shows data from NA M M M
other sources (e.g. EHR).
If applicable, the standards in which the app NA M M M
stores data are stated.

49 i i
If applicable, evidence that the data does not NA M M M

change during exchange is available.

6.2.6 Transparency

The literature review showed that there is very little literature on evaluating the
transparency of health or even mobile apps and the literature that was found on the
standards, has to do with GDPR.

Avrticle 12 of GDPR explains how one must comply to it and what it entails. In addition,
the “Guidelines on transparency under Regulation 2016/679” [140] provides a guideline
for transparency. The guideline takes parts of the GDPR and explains each part of the

sentence in detail.

When it comes to transparency of mobile apps no standards were found for it and no

Estonian specific frameworks or guidelines were found. In literature when transparency
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is referenced, oftentimes it goes hand in hand with data privacy. For this thesis, not only
the transparency of data privacy is chosen, but also the transparency of the makings and
people involved in the app. Even when looking at the seconds draft for the EC
guideline, some of the transparency questions deal with data privacy. To create the
evaluation items for transparency, GDPR, the EC guideline and the literature review
results were used. GDPR was the basis for questions about the privacy policy and a few
questions were derived from the EC guideline and the results from the literature review.

The evaluation items can be found in Table 20.

Table 20. Transparency evaluation items

ltem Tierl Tier2 Tier3a Tier3b

S0 The app has information or a way to get into

. M M M M
contact with the developers or app company.
51 The app lists all partners and contributors that
. M M M M
took part in the development process.
52 The app lists all stakeholders and beneficiaries M M M M
53 A privacy policy is available M M M M
54 ifi
The app specifically asks for consent to collect NA M M M
data.
55 i
If applicable, the app stz_;ttes who holds the NA M M M
personal data collected in the app.
56 . . . . .
The privacy policy states which kind of data is M M M M
collected
57 i i
The prlvacy policy states how the collected M M M M
data is used
58 i icv i i
The privacy policy is no more than two clicks NTH NTH NTH NTH
away
59  Evidence is available that the intended users
were a part of the development or test phase of NA NTH M M

the app.

60 Information about who the app communicates
to and with is easily readable and M M M M
understandable.

61  The medium for presenting the privacy policy

. . M M M M
suits the intended users.
62 . - —
The prlvaf:y p0|IC¥ states how it intends to use NA M M M
collected information.
63 The app makes clear the it is not a replacement M M M M
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Item Tierl Tier2 Tier3a Tier3b
for a medical professional
64 i i
The app st_ates_whlch are the potential health M M M M
risks of using it.
The app makes available previous evaluations NTH NTH NTH NTH
and assessments.
The intended users were a part of the
. . M M M
66 design/development/testing phase of the app.
67 If applicable, descriptions on users and admins NTH M M M

and their access levels is available.

6.3 Limitations

Because of the time and scope of the thesis, it is possible that some articles or studies

could have been missed during the search process. As the systematic literature review

was carried out by one person, it means the decision whether to include an article or not

were not consulted with anybody and so an article that could fit the criteria may have

been discarded instead. Mistakes when extracting data from the selected studies could

have happen also because only one person carried out the review.

As for the content of the thesis, a point of limitations is not including the opinions and

experiences of experts of the field. In addition, the field is very small in Estonia.

61



7 Conclusion

Mobile apps are becoming more and more popular nowadays. The app stores are
flooded with different kinds of apps. Among these are also health apps. These health
apps range from calorie counting and wellbeing apps to drug calculation and chronic
disease management apps. These apps have the potential to impact the user’s health but
also improve the patient doctor communication and data exchange for the better.

Doctors could monitor or be in contact with the patient more easily and faster.

In order to choose the correct app, the app has to be evaluated or approved by someone
to make sure that the app being used does not too any harm. In different countries, there
are already app evaluation guidelines or frameworks. Even some organizations have
taken it upon themselves to create these and evaluate apps to give the potential users a
good overview of what kind of apps they should trust or not. So far nothing like this has

been done in Estonia or even the European level.

In a workshop in Tallinn, Estonia on the 14" of March 2019 on the topic of “Evaluating
digital health services — what is a suitable solution for Estonia?” the author of the thesis
took part of, an evidence standards framework by the National Institute for Health and
Care Excellence was introduced by EHIF and was used in the workshop as an
evaluation tool. From a personal interview with EHIF, they expressed interest in such a
guideline, the framework was taken as the basis of the guideline for Estonia.

Before such a guideline could be implemented in Estonia, first the research into the
parts that the guideline consists of have to be done. In order to understand which
categories an app should be evaluated on, a literature overview is done and based on the
results six evaluation categories were chosen. These categories are usability, credibility,
functionality, privacy & security, interoperability and transparency. These categories
can help create a comprehensive overview of the app. To understand how each of these
categories should be and have been evaluated, systematic reviews were done for each of
the categories to map out the standards that exist. Some standards specific to Estonia

were also taken into account when putting together evaluation items.
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As a result of all the literature reviews, the popular choices for evaluating apps were
described and brought out. Based on these a set of evaluation items were developed — an
example of an evaluation guideline. The guideline is currently based on only literature,
so it still needs validation and testing, but it is a step into understanding what will be

necessary and what will need more development in Estonia.

7.1 Future work and recommendations

As the field is only getting bigger and stronger on the international level, it is inevitable
that it grows stronger in Estonia too. This means that Estonia’s take on this subject
should be studied as well (be it from the developer, consumer or health care provider
aspect). For future research the proposed guideline should validated and tested with the

experts of the field and its potential users.
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Appendix 1 — Evidence tiers. Source National Institute for

Health and Care Excellence [13]

Tier Description
nr

Examples

Tier 1 | Apps with potential system benefits, no direct user
benefits.

Electronic health record
systems, ward management
systems.

Apps that just provide information without
collecting it

Lifestyle apps, encyclopaedia
style apps about certain diseases

Apps that collect simple information to create a
health diary of sorts without sharing it with any
other person or app.

Health diaries, mood tracker
apps, apps that connect to a
fitness wearable to count steps
for example

Tier 2
Apps that are able to communicate with a second

party (other users, health care physicians etc.). The
app does not provide clinical advice but given the
opportunity for physicians to give medical advice
through the app. The app does not provide clinical
content.

Messaging apps,
communication apps

Tier Apps that intend to change the health-related
3a behaviour of the user. Recommended or prescribed
by a professional

Apps that are used for weight
loss

Apps that aim to help the user self-manage a
condition. Can also be connected to a healthcare
professional who can then see this information

App that records health-related
data and may be able to send
this data to healthcare
professionals.

Tier Provides treatment or guides treatment decisions
3b

Apps that provide steps or
guides on how to treat a specific
disease. May be aimed towards
clinicians instead of patients.

Apps that are capable of automatically recording
health related information and send this to health
care professionals without being prompted by the
user with the aim of remote monitoring.
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