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1 Introduction
1.1 Background and motivation
Our interactions in the digital world heavily depend on the usage of digital identities. Adigital identity can be viewed as a collection of claims about the person (attributes) thatserves to represent a person in the digital space. These attributes may include variousdata including a unique identification code, a name, citizenship, biometric data, informa-tion about education and other data that authenticates and authorizes a user’s onlinepresence and activities. A collection of attributes describing a person is a credential. Aperson uses their digital identity on a daily basis to perform digital interactions with avariety of platforms, services and applications. Usually, there are the following partiesinvolved in digital identity management systems:

• User – a party who is using the identity management system, has a set of attributesconnected to them.
• Issuer – a party who is issuing a credential attestation (the cryptographic proof thata credential was issued by a trusted issuer) to the user.
• Relying Party (RP) – a party who requests and verifies the user’s credentials.

The data flow between the main parties of the system is depicted in Figure 1. In this work,

Figure 1: Main parties of the identity management system

we are using terminology consistent with the Verifiable Credentials Data Model [78] to de-scribe the identity management system. Verifiable credentials (VC) are statements aboutthe user’s attributes that are digitally signed by the issuer. A verifiable presentation is apresentation of credential information to the RP such that the authorship of the creden-tial data can be trusted after cryptographic verification. A verifiable presentation mightcontain the verifiable credential itself. Users may hold a large amount of credentials fromdifferent issuers. On the request from the relying parties, users are expected to createverifiable presentations of those credentials. The massive amount of interactions usingdigital identities raises concerns about the privacy of this data. Privacy concerns include,for example, whether the issuer of the credential learns to which RP the credential getspresented, whether the RP should learn all the data included in the credential or just someparts of it, etc. To address these issues, various cryptographic primitives can be used tominimise the amount of privacy leakage. Examples of cryptographic primitives that allowto achieve privacy properties include blind signatures [21], zero-knowledge proofs [14],
10



searchable symmetric encryption [70], blind decryption [33], etc. Depending on the ex-act privacy requirements of the system and the system architecture, different primitivesmay be chosen. Many of those primitives require the user to securely store cryptographicmaterial. Therefore, another important concern to address is the storage of the crypto-graphic private keys on the user’s devices. This can be done by either storing keys inside asecure element or using threshold cryptography[62]. In threshold cryptography, a privatekey is split between several parties and a certain subset of parties is required to cooper-ate to perform operations with the secret key (decryption, signing). An example of usingthreshold cryptography is the Smart-ID1 signing and authentication service widely used inthe Baltic states. The system relies on a server-supported RSA signature scheme [15]. An-other example of using threshold cryptography for storing secret keys on a mobile deviceis the Yivi application, which is an identity-wallet solution2.The need for privacy-preserving digital identity management solutions is also dictatedby the recent updates in the regulatory framework. The eIDAS2 regulation defines a con-cept called the European Digital Identity Wallet (EUDIW) that aims to provide users witha way to manage and present their credentials to relying parties, while trying to ensureinteroperability of solutions between EU member states. According to the regulation, allEU member states should provide their residents with a digital identity wallet solution.If we want to instantiate the identity management system with a threshold signatureinstead of a regular one to improve security guarantees, we would need to revise the cer-tification of the system. A common way to ensure that the information system satisfiesthe defined security requirements is to go through the certification process. The certi-fication process itself is very resource-consuming and requires a detailed analysis of thesystem components, functionality, security requirements. However, if the system underconsideration relies on a novel technology or cryptographic primitive, such as thresholdcryptography, the process of certification becomes even more complicated. Therefore,it would be helpful to have a simpler way of comparing a novel technology with the oldstandard technology in order to ease reasoning about the security of the novel systems.
1.2 Approach and summary of results
Identity management systems offer a solution that allows users to prove ownership oftheir attributes to relying parties. From the requirements posed on the system by theeIDAS2 regulation, one of the most important ones is selective disclosure – allowing theuser to selectively disclose specific attributes for sharing with the RP. While many systemshave been proposed in the literature, and some systems have practical implementations,these solutions often store attributes locally, on user devices. This thesis focuses on de-veloping a centralised digital identity management system that allows users to presenttheir credentials to relying parties in a privacy-preserving manner. The system introducesa centralised Attribute Management Service (AMS) server that helps users with interac-tions involving their credentials. The parties involved in the identity management systemare depicted in Figure 2. Additionally, we propose cryptographic components that can beused in such a centralised identity management system. This work aims to answer thefollowing question:

How to design privacy-preserving identity management systems?
RQ1 Which information should be disclosed to the issuer and relying partyin the identity management systems?

1https://www.smart-id.com2https://docs.yivi.app/keyshare-protocol
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Figure 2: Main parties of the identity management system developed in this work

RQ2 What are advantages and disadvantages of storing the data on the user’sdevice and the server?
RQ3 How to protect storage, retrieval and revocation of attributes?
RQ4 How to analyse security of a proposed identity management system?

We split the requirements for the identity management system, developed in this work,into essential and additional. The essential requirements are the basic requirements thatthe system needs to satisfy from the functional and security perspective. The additionalrequirements are harder to achieve, but help to improve the system’s security and privacyguarantees. Essential requirements, motivated by the survey of Maximilian Richter etal. [59] include:
• Completeness – a valid credential should be accepted.
• Soundness – an invalid credential should be rejected. The RP should be able toverify that the presented credentials are valid and belong to the same person andthat the issuers can be trusted.
• Unforgeability of credentials – a valid credential can only be created by the corre-sponding issuer.
• Unforgeability of presentation – a valid credential presentation can only be cre-ated by the corresponding user. Meaning that the user’s credential should not bedisclosed to the RP without the user’s consent.
• Freshness of the presentation – every presentation has to be created fresh for everyverification.
• Impossibility to duplicate credentials – no one (except the issuer) may create avalid copy of a credential. This includes the ability of one user to present the samecredential from multiple devices. However, the problem of non-transferability ofthe credentials is deeper, as it would require introducing a mechanism that preventsa user from sharing their device with a friend.
• Revocation – a user should be able to revoke their credentials. Additionally, the is-suer should be able to revoke the user’s credentials without the user actively partic-ipating in the revocation protocol. An alternative approach to a separate revocationfunctionality is to set short validity time for the credentials, requiring credentials tobe frequently regenerated. However, we believe that introducing separate revoca-tion functionality is essential for the usability of the attribute management systemin practice.
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• Efficiency – the cryptographic components of the system should be efficient enoughto use the system in the real-life applications. The focus of this thesis is on validatingthe novel cryptographic privacy-preserving mechanisms of the system. While effi-ciency is considered, the primary objective is to establish a secure and functionalproof of concept, with further performance optimisation as a direction for subse-quent work.
Additional requirements include:

• Selective disclosure – the user should be able to present only certain attributes ofa credential.
• Issuer participation – the issuer of the credential should not be involved in theprocess of presenting credential to the RP.
• Standard compliance – the system should be compliant with standard credentialpresentation formats like mobile Driver’s License [37], or Selective Disclosure forthe JSON Web Token (SD-JWT) [25]. In this work, we do not create an identity man-agement system fully compatible with the standards. Rather, in our design we stayas close as possible to the message flow and formats defined by those standards.

We do not set the goal to achieve:
• Unlinkability of presentations – the verifier should not be able to correlate severalpresentations of the same credential. In this work, we are considering the settingwhere the relying party should learn the user’s identity, so we are not aiming forthis property. This is in accordance with (Article 5a, §16), as in this case the user ex-

plicitly authorises linkability. We see our system in the context of legal transactionsby officially recognised issuers, like presenting driving/fishing licence, or getting ac-cess to a building. We do not aim to use it in anonymous transactions (like shoppurchases).
• Repudiation – RP should not be able to prove the authenticity of verified credentialpresentation to a third party. In this work, we are not aiming for this property. Incontrary, we believe that we may need non-repudiation for later accountability oftransactions (although we leave it out of scope of this paper).

An additional requirement introduced to the system is the central Attribute ManagementService, due to the following reasons:
• This facilitates introducing the functionality of backing up a list of the user’s at-tributes, attestations, and configurations. This requirement is also part of ARF (v.2.8.0), defining the requirements and guidelines for implementing EU Digital Iden-tity Wallet.
• The server can assist in managing revocations. Since revocation functionality is acrucial part of the identity management system, having a central server helps tofacilitate the construction of such a system.
• A centralised server is needed for the server-supported decryption and signing func-tionalities.

The thesis is organized as follows. Chapter 2 introduces related work. Chapter 3 presentsrelevant notation, definitions and an explanation of the concepts used in this thesis. Chap-ter 4 proposes CACS – an initial design of the attribute management system for storing
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credentials in the cloud, while satisfying privacy properties for users, and additional as-surances for relying parties. Chapter 4 proposes three ways to construct such a systemusing different cryptographic primitives to protect users’ identities and credentials pre-sented to relying parties. The protocol for presentation of credentials to relying parties inthe proposed systems follows the standard protocols of Mobile Driving Licence (mDL, ISO18013-5). This chapter addresses research questions RQ1 and RQ3.Chapter 5 introduces a threshold decryption protocol for two parties: the client andthe server, with privacy against the server. The protocol is created to support the usageof decryption from mobile devices. Threshold cryptography serves as a measure of pro-tection for the storage of private key material on the user’s mobile device. Privacy againstthe server ensures that the supporting server does not learn which ciphertext is beingdecrypted by the user. This chapter addresses research question RQ3.Chapter 6 defines an improved attribute management system – Prettiness, which im-proves the work done in CACS. The definition of the new system is more formal and de-tailed. It starts with defining the threat model and the system design principles. The newsystem discloses less information to the attribute management service while still helpingusers to manage their credentials. Additionally, it uses a revocation protocol that allowsrevocation by the user and the issuer. Further, the chapter introduces the security def-inition for the attribute management system in the form of an ideal functionality. Thischapter addresses research questions RQ2, RQ3, RQ4.Chapter 7 focuses on the problem of certification of the systems relying on novel cryp-tographic primitives. It proposes a methodology that allows to compare the already cer-tified systems to the novel/improved ones that achieve the same functionality and sharethe same security target. This methodology allows to argue that the systems relying onnon-standard cryptographic primitives allow to achieve at least the same security levelas the systems relying on standard primitives. Additionally, it presents an example appli-cation of the proposed methodology to perform a comparison of private key protectionmechanisms in identity management systems. This chapter addresses the RQ4 researchquestion.
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2 Related work
2.1 EU Digital Identity Wallet
The concept of the EU Digital Identity Wallet (EUDIW) is introduced by the eIDAS2 regu-lation [1]. The regulation defines a

fully mobile, secure and user-friendly

wallet, that enables users to identify themselves to online services. The regulation re-quires that all member states should offer such an EUDI wallet to all their citizens andresidents by the end of 2026. Further, the regulation lists security and privacy require-ments for digital identity wallets, including
• selective disclosure of data, generating pseudonyms and storing them encrypted,

accessing a log of all transactions (Article 5a, §4)
• not allowing any party, after issuance of attestations of attributes, to obtain data

that allows transactions or user behaviour to be tracked, linked or correlated unless
explicitly authorised by the user and enabling privacy-preserving techniques which
ensure unlinkability (Article 5a, §16).

While developing the architecture reference framework [3] (ARF), which consists of com-mon guidelines and best practices for implementing the European Digital Identity Frame-work, the EUDI wallet team of the European Commission invited subject-matter experts toparticipate in a meeting, where the current design of the EUDI wallet (ARF version 1.4.03)was presented. Subject-matter experts were asked to provide feedback on the attesta-tions and zero-knowledge proofs in the EUDI wallet. As a result, the feedback was pub-lished in [9], raising concerns about the proposed solution not being compliant with theproperties stated above. In ARF version 2.7.3, the concerns defined by the experts havebeen acknowledged and some solutions aiming to mitigate linkability issues have beenproposed. However, the design still relies on simpler salted-hash attestations, avoidingthe introduction of zero-knowledge proofs.Moreover, there is an important constraint on the cryptographic primitives that can beused to instantiate the EUDI wallet. The EU Member States rely on the set of algorithmsprovided by the Agreed Cryptographic Mechanisms for cross-border assurance [27]. Cur-rently, this list includes only RSA, ECDSA, Schnorr, ML-DSA, SLH-DSA, XMSS, LMS digitalsignatures and does not include any advanced cryptographic algorithms such as thosebuilt on pairings. However, many existing anonymous credential systems [18, 60, 7] relyon pairing-based cryptography or non-standard signature schemes to guarantee privacyproperties.A further requirement is that the credential issued by the wallet must be bound toa hardware-protected device key and requires the Level of Assurance High Secure Ele-ments [1] (§29). The ARF [3] lists the following options for the implementation of theWallet Secure Cryptographic Device (WSCD):
1. a remote device, such as a Hardware Security Module (HSM), accessed over a net-work,
2. an external device, such as a smart card issued to the User specifically for this pur-pose,
3https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and

-reference-framework/1.4.0/arf/
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3. a component within the User device, such as a SIM, e-SIM, or embedded SecureElement,
4. a component embedded in the User device and accessed via an API provided by theoperating system.

The first approach has been explored in the Germany Wallet example 4. Another approachthat is not listed in ARF [3], but explored in the literature is the usage of threshold cryp-tography, which allows the splitting of a user’s private key between the mobile device andthe supporting server 5.
2.1.1 Credential formatsThere are different formats for attestations of attributes available. In this work, we followclosely the formats that are referenced within the EUDI Wallet ecosystem:

• mobile Driver’s Licence (mDL) [37];
• Selective Disclosure JSON Web Tokens (SD-JWTs) [25];
• W3C Verifiable Credentials Data Model v2.0 [78].

The mDL format was originally developed as a standard for mobile driving licences (mDL)and mDL readers (relying parties). Its primary use case is proximity attestations presenta-tion, where a wallet and a RP set up a communication channel using a QR code or NFC, toexchange and verify attestations. In this context, mdoc represents a verifiable presenta-tion encoded in the mDL document format. By comparison, another presentation formatis pkpass, which is used for passes in Apple Wallet (not specifically for credential presen-tations).Selective Disclosure JSON Web Tokens (SD-JWTs) is a token format designed for privacy-preserving credentials. An SD-JWT contains a standard signed JWT payload where eachclaim (representing a user attribute) can be hashed with a salt and paired with separate
disclosures that contain the plaintext values. This mechanism enables the user to revealonly selected attributes to each RP. The primary goal of this format is to enable remotecredential presentations, where minimizing the amount of shared personal data is impor-tant. It enables issuers to generate credentials as JWTs but allows users to present only thenecessary attributes to RPs, preventing oversharing of personal information. Both SD-JWTand mDL provide mechanisms for selective disclosure of user attributes.The W3C Verifiable Credentials framework defines a general data model for digitalcredentials, providing a high-level structure of identity management systems. However,the model itself is format-agnostic and does not prescribe specific cryptographic mech-anisms that should be used to instantiate the system. To implement a complete system,additional specifications are required to define security mechanisms, proof formats, andsignature schemes.
2.2 Attribute management systems
Several previous studies have focused on credential systems that maintain the privacy ofusers. Among these systems is Idemix, an anonymous credential system which allowsusers to prove possession of credentials without disclosing any additional information

4https://bmi.usercontent.opencode.de/eudi-wallet/wallet-development-docum
entation-public/v0.5.1/5https://github.com/cleverbase/scal3
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(just the fact they possess a credential) [17]. There are several real-world implementa-tions of Idemix, such as PrimeLife6, and the Yivi app with the IRMA backend system7. Anadditional example is the U-Prove system that enables minimal disclosure of private in-formation and unlinkability, which means that an issuer cannot link different transactionsto a particular individual [57].Further, several more recent works, such as [49, 51], focus on privacy-preserving iden-tity systems. Lee et al. [49] proposed a privacy-preserving identity model based on zero-knowledge proofs that achieves data minimisation. To eliminate a single point of failureand to increase system security, Moreno et al. [51] used threshold cryptography to dis-tribute tasks among several identity providers.In most of these above-mentioned systems, one of the main cryptographic buildingblocks is zero-knowledge proofs (ZKP) and digital signatures (that support combinationwith ZKPs). However, it is also possible to introduce more privacy-preserving propertiesto the system by adding other cryptographic techniques such as searchable encryption,threshold decryption, and proxy re-encryption.Recently, there have been various cloud-based attribute-management systems pro-posed, all trying to provide additional privacy guarantees to the system. The work byKrenn et al. [44] proposes a cloud attribute-based credential system that uses proxy re-encryption [12] and structure-preserving signatures [4]. Later, an improved version of thissystem [44] was introduced by Haböck et al. [35], reducing the ambiguity of the originalwork but introducing additional cryptographic complexity to the solution with blind sig-natures and additional zero-knowledge proofs. A similar approach to build an attribute-based credential system was used in the CREDENTIAL project 8 [40, 39, 43, 77].There exist a number of proposed systems for decentralized management of creden-tials [5, 50, 36] that rely on blockchain technologies while still delivering privacy to theusers. The goals of those systems are different from the ones this work tries to achieve,aiming to centralize the collection of attributes, management of cryptographic keys, andmaintenance of trust relationships. In addition, these systems lack standard compliance,which is one of the important properties that this thesis tries to maintain.
2.3 Threshold/blind decryption
There are several use-cases when having a regular public key encryption scheme such asRSA [61], ElGamal [31] or Paillier [54] is insufficient, since the ability to decrypt cipher-texts is given to a single party. In order to distribute the trust between several systemcomponents or entities, threshold cryptography can be used to split the decryption keybetween several parties. There are various encryption schemes with threshold decryptionproposed in the literature; some of those provide security only against chosen-plaintextattacks [62], some provide stronger security against chosen-ciphertext attacks [63, 28].Another primitive that is built on top of public key encryption is an encryption schemewith blind decryption functionality. In these schemes, there is a decrypting party holdingthe private key, and the client issues blind decryption queries that do not leak the actualciphertext nor the plaintext to the decrypting party. There are two relevant previous worksthat focused on blinding ciphertexts before sending them for decryption to the holder ofthe private key (share). Green [33] proposed a scheme where the client sends decryptionrequests to a server that holds the private key. Blazy et al. [13] proposed an encryption

6http://primelife.ercim.eu/about/factsheet7https://irma.app/docs/what-is-irma/8https://credential.eu/
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system where the decryption capability and authorization are shared among three partieswith unequal roles, offering privacy against the server.
2.4 Comparison of certified systems
The certification of systems that are being updated/improved over time and the reuse ofprevious security evaluation results have been the topic of a statement from the CommonCriteria (CC) Recognition Arrangement Management Committee [58]. There have beenseveral methods proposed for using CC together with agile product development [64, 65],and also for the continued certification of various cybersecurity products [24]. However,there have been only a few attempts to show the security of one system by comparing itto another one that has already been evaluated to be secure [16]. An additional exampleis the Trusted Computer System Evaluation Criteria (TCSEC), where the system evaluationprocess included an additional Rating Maintenance Phase (RAMP). The goal of this phaseis to provide an instrument that extends the security evaluation of a certified system toan updated version of that system by analysing changes that were introduced [52].
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3 Preliminaries
3.1 Notation
We use f0;1gn to denote a binary string of length n. The notation x $ S means that x isobtained by sampling it uniformly at random from the set S and y A(x) denotes that yis obtained as the output of an algorithm A run on an input x. We use Zq to denote theintegers modulo q. The ? symbol denotes rejection or an empty output in the protocol.The hP1jP2i denotes composition of a protocol P1 with P2. The symbol � denotes theexclusive-or of two values. We use the Iverson bracket notation JPK to encode a booleancondition, where the expression evaluates to 1 if the statement P is true and to 0 oth-erwise. We use the notation (�) to denote a placeholder argument of a function or analgorithm.Throughout this work, we use the notion of negligible value, which is formally definedas follows.
Definition 3.1. A function m(n) : N!R so that for every c� 0, there exists N 2N so that
jm(n)j< n�c for every n > N.

Intuitively it means that a negligible quantity is so small that it can be safely ignoredin practice. As the security parameter of the scheme grows, it vanishes faster than anyinverse polynomial, making successful attacks very unlikely.In this work, we define security of the schemes with respect to a probabilistic polyno-mial time adversary (PPT) that is defined as follows.
Definition 3.2. A probabilistic polynomial-time (PPT) adversary is a randomized algorithm
A(l ; �) parametrised by a security parameter l , such that there is a polynomial p, so thatfor every input x, the running time of A(l ; �) is upper bounded by p(l ).

Such adversary models any efficient real-world attacker, where probabilistic means theadversary can use randomness in its computation, allowing it to make random choices orguesses. Polynomial-time means its running time grows at a reasonable rate (i.e., notexponentially) with respect to the security parameter l , capturing the idea that the ad-versary runs in computationally feasible time.
3.2 Game based definitions
The game-based approach is one of the most widely adopted ways of performing secu-rity analysis of cryptographic schemes [11]. In this framework, security of the scheme isdefined through a game between a challenger and an adversary. An intuitive illustrationof the security game is presented in Figure 3. The game consists of a set of well-definedprocedures that specify how the cryptographic scheme is used and how the adversary caninteract with it. The adversary is modelled as a program, consisting of a single procedure.The main procedures in the game are oracle interfaces, functions that the adversary canquery. The goal of these oracles is to simulate access to various parts of the cryptographicsystem, such as encryption, decryption, or signing operations. The adversary interactswith the system by making queries to these oracles, providing inputs and receiving out-puts. The goal of the adversary is to exploit the scheme in some way (e.g., to distinguishbetween two scenarios or to forge a signature), while the game defines the rules andconstraints for this interaction.Further in this work, we write AO(�)(in) to denote an adversary accessing oracle O(�)and running on input in. In the security definitions described in this work, we use the term
experiment to define a security game between a challenger and an adversary.
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Figure 3: Security game overview

The first papers following the game-based methodology for the security proofs canbe traced back to works by Goldwasser and Micali [32] and Yao [79]. Later, Kilian andRogaway [41] formalized the methodology by defining security games through code-likespecifications. This approach can be summarized in the following steps:
• Assume that we want to find an upper bound on the advantage of the adversary Ain attacking the scheme that we are analysing. Let us define a special flag bad thatgets set once something unusual or undesirable happens during the simulation (e.g.a collision, guess, or inconsistency).
• The advantage of the adversary is defined as the difference between the probabilitythat A outputs 1 in each of two distinct scenarios or worlds.
• Define games though the code-like notation, this includes describing how to ini-tialise the scheme’s variables and how to interact with the adversary. Define twogames, Game 0 and Game 1, each modelling the interaction between the adver-sary and the system in its respective world. These games are syntactically identicalexcept for the statements that determine whether a flag bad is set to true. The ad-versary’s advantage is then upper-bounded by the probability that bad is set duringthe execution of either game.
• The proof proceeds by transforming one game into another intermediate gamethrough a sequence of small modifications. Each intermediate game is designed sothat the probability of setting bad either remains unchanged or changes by a neg-ligible amount. The goal of introducing those intermediate games is to graduallytransform the initial game into a final game whose behaviour is easily analysable.
• By introducing those intermediate games, we obtain a sequence of games fromGame 0 to the final game. The advantage of the adversary is bounded by the prob-ability that bad is set in the final game.

3.2.1 Algebraic Group Model
The Algebraic Group Model (AGM) [29] is a theoretical framework used to analyse thesecurity of cryptographic schemes that rely on algebraic group structures, such as thoseused in discrete logarithm–based cryptography and elliptic curve cryptography.

20



Usually, security proofs are conducted in the standard model, which makes no ideal-ized assumptions. AGM is considered to have stronger assumptions than the standardmodel, but weaker than the Generic Group Model (GGM). One of the main differencesbetween GGM and AGM is that AGM allows the analysis of the security of algorithmsthat exploit the structure of the group. In the AGM, adversaries are required to behavealgebraically: whenever an adversary outputs a group element, it must also provide therepresentation. The representation is defined as a linear combination of previously seengroup elements. Intuitively, the adversary is required to explain how each element it out-puts depends algebraically on the earlier ones. This additional requirement from the ad-versary allows security proofs to track dependencies between the group elements andextract values that would be impossible to get otherwise.
3.2.2 Security assumptionsUnlike information-theoretic cryptography, which provides unconditional security, mostmodern cryptographic constructions are only computationally secure. This means thattheir security relies on the assumption that certain underlying mathematical problemsare computationally hard to solve. As a result, the security of the cryptographic schemeis guaranteed only against adversaries with bounded computational resources.
Definition 3.3 (Discrete Logarithm Problem (DLP)). Let G be a cyclic group of prime order
p with generator g. The discrete logarithm problem is defined as follows. Given (g;h) for
h = gx where x $ Zp, compute x.
Definition 3.4 (Computational Diffie-Hellman (CDH) Problem). Let G be a cyclic group ofprime order p with generator g. The Computational Diffie-Hellman problem is defined asfollows. Given (g;gx;gy), where x;y $ Zp, compute gxy.

The hardness of the discrete logarithm problem implies the hardness of the Computa-tional Diffie-Hellman problem. If one can solve DLP, then given (g;gx;gy), one can recover
x (or y) and compute

gxy = (gy)x:

Definition 3.5 (One-more computational Diffie-Hellman Problem). Let G be a cyclic groupof prime order p with generator g. In the one-more (static) CDH problem with tests, theexperiment is defined as follows. Given
1. (g;gx) with x $ Zp

2. independent random elements h0; : : : ;hn 2G

3. the exponentiation oracle (�)x

4. the oracle Check(�), where Check(h) returns i such that h = hx
i , and? if there is nosuch i

The goal of a solver is to invoke Check(hx
i ) for all i 2 f0; : : : ;ng, while making at most

n calls to the oracle (�)x. The calls to the Check-oracle are not restricted in number.
It can be noticed that the one-more CDH problem generalizes the standard CDH prob-lem. In particular, when n = 0, the adversary is given (g;gx) and a single challenge element

h0 2G, with no access to the exponentiation oracle (�)x. The goal of the solver is then tocompute hx
0, which is exactly an instance of the Computational Diffie-Hellman problem.Hence, CDH can be viewed as a special case of the one-more CDH problem.While the Check-oracle may give the solver some extra power in the Standard Model,Bauer et al. [8, Thm. 5] show that nothing additional is gained in the Algebraic GroupModel (AGM) [30].
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3.2.3 Random Oracle ModelThe Random Oracle Model (ROM) is a heuristic that is used to model the use of hashfunctions [10]. The idea is to model a hash function H as if it were a truly random functionO(�) : X! Y , where for each x 2 X, the output O(x) is sampled uniformly at randomfrom Y. Then the challenger uses O(�) in place of H to answer the adversary’s queriesand perform computations. The adversary is allowed to obtain the output of O(�) for anarbitrary input of the adversary’s choosing. The function O(�) is called a random oracleand the security of the scheme analysed in this setting is said to hold in the random oraclemodel.While security proofs in the Random Oracle Model are mathematically rigorous, theyare heuristic and do not imply security for concrete instantiations with specific hash func-tions. Instead, they serve to exclude generic attacks that would be possible if the hashfunction were modelled as a random oracle.To analyse the security of system S in the random oracle model, the attack game defin-ing security is modified so that the hash function is replaced by a random oracle O(�).Both the adversary and the challenger have oracle access to this function. The ROM sup-ports security proofs for many modern protocols by allowing reductions to use proper-ties that are only partially achievable in the standard model. One such useful property is
programmability that allows one to program the random oracle – adaptively choose itsoutputs in response to adversarial queries.
3.3 Digital signatures
Definition 3.6 (Digital signature scheme). A digital signature scheme consists of the fol-lowing sets, algorithms, and protocols. Here and in the definitions below, all algorithmsand sets are parametrised by l , but we omit it from the notation for readability.

• Sets of signatures S, public keys PK, and the private keys SK.
• Key generation algorithm KeyGen, returns (sk;pk) 2 SK�PK.
• Signing algorithm Sign takes as input m 2 M, sk 2 SK and pk 2 PK and returns

s 2 S.
• Verification algorithm Ver takes as input a public key pk 2 PK, a message m 2Mand signature s 2 S and returns a verification outcome b 2 f0;1g.
Here and in the definitions below, all algorithms are parametrised by l , but we omitit from the notation for readability.A blind signature is a cryptographic primitive that is widely used to enhance privacy ofthe systems. The signing protocol is defined between the two parties – Sender and Signer.Sender wants to sign a message and the Signer holds the signing private key. In a blindsignature scheme, Sender blinds the input message and sends it to the Signer. The Signersigns the blinded message using their private key and sends the result to the Sender. TheSender unblinds the received signature and outputs it. In this protocol, the Signer doesnot learn the content of the message being signed.

Definition 3.7 (Server-supported digital signature scheme). A digital signature schemewith the client-server signing consists of the following sets, algorithms, and protocols,parametrised with the security parameter l .
• Sets of signatures S, public keys PK, the client’s private keys SKC, and the server’sprivate keys SKS.
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• Key generation protocol hKeyGenCjKeyGenSi, run by both parties. It returns a keypair (skC;pk) 2 SKC�PK to the client, and a key pair (skS;pk) 2 SKS�PK to theserver.
• Signing protocol hSignCjSignSi run by the client and the server. Client’s inputs to

SignC are m 2 M, skC 2 SKC, and pk 2 PK. Server’s inputs to SignS are m 2 M,
skS 2 SKS and pk 2 PK. The protocol returns either s 2 S or the failure notice ?to the client and the server.

• Verification algorithm Ver takes as input a public key pk 2 PK, a message m 2Mand signature s 2 S and returns a verification outcome b 2 f0;1g.
It is possible to construct a variant of the server-supported digital signature scheme,where the message being signed is hidden from the supporting server [69]. The schemewith such a property is useful in the context of identity management systems, where onone hand, we want to ensure the security of the user’s private key and on the other hand,we want to hide the content of the message from the supporting server.The intuition behind the security requirement for the digital signatures is that onlythe signer should be able to generate valid signatures. The formal definition is presentedbelow.

Definition 3.8 (UF-CMA). The digital signature scheme SIGN provides unforgeabilityunder chosen message attacks, if the experiment UF-CMAA;SIGN is successful with atmost negligible probability for all PPT adversaries A. In the experiments introducedbelow, we assume A remembers its internal state.
Experiment UF-CMAA;SIGN

M /0

(sk;pk) SIGN:KeyGen()

(m�;s�) ASign(�;sk)()

return Jm� =2MK^SIGN:Ver(pk;m�;s�)

Sign(m;sk)

M M[fmg
return s  SIGN:Sign(m;sk)

An experiment UF-CMAA;SIGN can intuitively be described as follows. The challengergenerates a keypair for the signature scheme consisting of the public key pk and pri-vate key sk. The adversary receives a public key pk from the challenger and is allowedto make signing requests. The goal of the adversary is to produce a signature messagepair (m�;s�) that passes the verification algorithm and has not been queried through thesigning queries before.
3.4 Public key encryption
Definition 3.9 (Public key encryption). A public key encryption scheme consists of thefollowing sets, algorithms, and protocols, parametrised with the security parameter l .

• Sets of ciphertexts C, public keys PK, and private keys SK.
• Key generation algorithm KeyGen. It returns (sk;pk) 2 SK�PK.
• Encryption algorithm Enc takes as input a public key pk 2 PK, a plaintext m 2 Mand returns a ciphertext c 2 C.
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• Decryption algorithm Dec takes a ciphertext c2 C, private key skC 2 SKC, and pub-lic key pk 2 PK. It returns either m 2M or the failure notice?.
Some encryption schemes have homomorphic properties, which allows performingoperations like addition or multiplication on ciphertexts such that, after decryption, theoutcome is equivalent to applying those (or corresponding) operations to the plaintexts.The Paillier encryption scheme [54] is a well-known example of an additively homomor-phic encryption scheme, allowing efficient computation on the encrypted data. The se-curity of the Paillier cryptosystem builds on the Decisional Composite Residuosity (DCR)assumption.
A primitive that is connected to the public key encryption and allows the parties toestablish the shared secret is a Key Encapsulation Mechanism (KEM).

Definition 3.10 (Key encapsulation mechanism). A key encapsulation mechanism consistsof the following sets, algorithms, and protocols, parametrised with the security parameter
l .

• Sets of encapsulations C, public keys PK, private keys SK, keys K
• Key generation algorithm KeyGen. It returns (sk;pk) 2 SK�PK.
• Encapsulation algorithm Encaps takes as input a public key pk 2 PK, and returns akey K 2 K and encapsulation c 2 C of K.
• Decapsulation algorithm Decaps takes an encapsulation c 2 C, private key skC 2

SKC, and public key pk 2 PK. It returns either K 2 K or the failure notice?.
Definition 3.11 (Encryption scheme with the server supported decryption). An encryptionscheme with the client-server decryption consists of the following sets, algorithms, andprotocols, parametrised with the security parameter l .

• Sets of ciphertexts C, public keys PK, the client’s private keys SKC, and the server’sprivate keys SKS.
• Key generation protocol hKeyGenCjKeyGenSi, run by both parties. It returns a keypair (skC;pk) 2 SKC�PK to the client, and a key pair (skS;pk) 2 SKS�PK to theserver.
• Encryption algorithm Enc takes as input a public key pk 2 PK, a plaintext m 2 Mand returns a ciphertext c 2 C.
• Decryption protocol hDecCjDecSi, run by the client and the server. Client’s inputsto DecC are c 2 C, skC 2 SKC, and pk 2 PK. Server’s inputs to DecS are skS 2 SKSand pk2PK. The protocol returns either m2M or the failure notice? to the client.It returns the success notice> or the failure notice? to the server.

Definition 3.12 (IND-CCA). The public key encryption scheme PKE providesindistinguishability against chosen ciphertext attacks, if the experiment IND-CCAA;PKE

is successful with probability at most negligibly larger than 1=2 for all PPT adversaries A.
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Experiment IND-CCAA;PKE

C /0

(sk;pk) PKE:KeyGen()

(m0;m1) A(pk)

b $ f0;1g
c PKE:Enc(pk;mb);C C[fcg
b� ADec(�;sk)(c)

return b = b�

Dec(c;sk)

if c 2 C;return?
return PKE:Dec(c;sk)

An experiment IND-CCAA;PKE can be intuitively described as follows. The challengergenerates a key pair consisting of a public pk and private key sk and sends the public keyto the adversary. The adversary selects two messages m0;m1 and sends them through anencryption query to the challenger. The challenger randomly chooses which message toencrypt by selecting bit b. The challenger sends a ciphertext c that corresponds to theencryption of message mb to the adversary. The Adversary is allowed to make decryptionqueries to the challenger (but not allowed to submit c) and is asked to guess the bit b.
3.5 Commitment schemes
A commitment is a cryptographic scheme that enables a party, called the committer, tocommit to a chosen value while keeping it hidden from others, with the ability to revealit later. A commitment scheme typically consists of two algorithms:

1. a commitment algorithm, which on input a message m and randomness r producesa commitment c Commit(m;r);
2. a verification (or opening) algorithm, which checks that a given opening (m;r) cor-responds to a commitment c.

The security of commitment schemes is captured by two main properties:
• hiding ensures that the commitment c reveals no information about the committedvalue m prior to the opening phase.
• binding ensures that, once a commitment c is generated, the committer cannotopen it to two different values.

The simplest example of a commitment scheme is a hash-based commitment. To committo a value m, the committer samples randomness r and computes the commitment as
c = H(mkr), where H is a RO. To open the commitment, the committer reveals (m;r),and the verifier checks that c = H(mkr).
3.6 Zero-knowledge proofs
A broader class of protocols that allow a prover to convince a verifier of the validity of astatement without revealing any additional information beyond its correctness is calledZero-knowledge Proofs (ZKP). For a given statement x, the goal of the prover is to convincethe verifier that x 2 L and w is a witness proving that x 2 L. The security requirementsfor ZKPs are:

• soundness – it should be infeasible for any prover to make the verifier accept astatement that is not true.
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• zero-knowledge (ZK) – ensures that the verifier learns nothing more than the truthof the statement from the proof. This requirement is defined through the existenceof a special party called Simulator, that, given some extra information but not thesecret input of the prover, can generate a proof that is indistinguishable from theproof that the honest prover generates.
A special type of ZKPs are Designated Verifier Zero-knowledge proofs (DVZKP). In thiscase, the proof can only be verified by a single party, who must be identified before theproof is produced. This designated verifier generates and holds the secret state. In theDVZKP setting, the soundness property only holds for a designated verifier that has a se-cret state.A S-protocol is a protocol that allows a prover (P) to convince a verifier (V ) that itknows a secret that satisfies some relation, without revealing any useful information to Vabout the secret. More formally, a S�protocol is a 3-move interactive proof for a relation

R� X�W. The statement x 2 X (public input) and a witness w 2W (secret known onlyto the prover) satisfy (x;w) 2 R. The protocol between P and V (illustrated in Figure 4)proceeds as follows:
• To initialise the protocol, P computes a message a (commitment), and sends it to

V ;
• Upon receiving commitment a , V chooses a challenge b at random from a finitechallenge space CH, and sends b to P;
• Upon receiving challenge b , P computes a response g , and sends g to V ;
• Upon receiving response g , V outputs either accept or reject, which is computed asa function of the statement y and the conversation transcript (a;b ;g).

Figure 4: S� protocol message flow

One of the most commonly used examples of S�protocols is Schnorr’s S�protocol.Let G be a group where the discrete logarithm problem is hard. A statement for Schnorr’s
S�protocol is a group element u2G, and a witness for u is x2Zq such that gx = u. One ofthe security requirements for a S�protocol is special soundness. A S�protocol providesspecial soundness if there is an efficient deterministic algorithm Ext (witness extractor) –whenever Ext is given as input a statement x 2 X, and two accepting conversation tran-scripts (a;b ;g) and (a;b 0;g 0), with b 6= b 0, algorithm Ext always outputs w 2W suchthat (x;w) 2 R (meaning that w is a witness for x). This requirement ensures that nocheating prover can succeed without knowing a valid witness. This is a requirement forthe Proof-of-Knowledge (PoK) systems.The other security requirement is called special honest verifier zero knowledge (HVZK).Intuitively, the requirement says that for (x;w) 2 R, a conversation between P and V
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should not reveal anything about the witness w. More formally, we say that a S�protocolis special honest verifier zero knowledge (special HVZK), if there exists an efficient prob-abilistic algorithm Sim(simulator) that takes as input (x;b ) 2 X�CH, and satisfies thefollowing properties:
• for all inputs (x;b ) 2 X�CH, Sim always outputs a pair (a;g) such that (a;b ;g)is an accepting conversation transcript for x;
• for all (x;w) 2 R, if we compute

b  $ CH;(a;g) Sim(x;b );

then (a;b ;g) has the same distribution as that of a transcript of a conversationbetween P and V.
This definition assumes that the challenge b is sampled honestly uniformly at randomfrom the challenge set. Since in S�protocols b is picked by the verifier, the protocol guar-antees ZK as long as the verifier picks it honestly.It is possible to transform an interactive S�protocol into a non-interactive using theFiat-Shamir transform [26]. The idea is to generate a challenge using the hash function as

b  H(x;a), where x is a statement and a is a commitment. The verifier when needs toverify that (a;b ;g) is an accepting conversation transcript for x, where b = H(x;a).
3.7 Searchable Symmetric Encryption
The goal of the Searchable Symmetric Encryption (SSE) scheme is to allow the client mak-ing keyword queries on the encrypted data, stored on the server, ensuring a minimalamount of information leakage to the server in the process. SSE schemes can be dividedinto two categories – static that only support keyword searches for a fixed collection ofdata, and dynamic that also support updating of the encrypted data collection.
Definition 3.13 (Static Searchable Symmetric Encryption [34]). A static searchable sym-metric encryption consists of the following sets, algorithms, and protocols, parametrisedwith the security parameter l .

• Sets of secret keys SK, queries Q
• Setup protocol hSetupCjSetupSi, run by client and server. Client’s input to SetupC isdatabase DB and the output is (EDB;stateC;sk) with EDB being encrypted database,

stateC being client’s internal state and sk being secret key. Server’s input to SetupSis encrypted database EDB and output is> on successful setup and? otherwise.
• Keyword query protocol hKWQueryCjKWQuerySi, run by the client and the server tosupport a single-keyword query. Client’s inputs are secret key sk, query q and state

stateC. Server’s input is encrypted database EDB. The client’s output is (r;stateC),where r 2 DB being the result of the query and stateC being the new state of theclient. The server’s state EDB may also be modified following the execution.
Definition 3.14 (Dynamic Searchable Symmetric Encryption [34]). A dynamic searchablesymmetric encryption consists of the following sets, algorithms, and protocols that isparametrised with the security parameter l .

• Sets of secret keys SK, queries Q
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• Setup protocol hSetupCjSetupSi, run by client and server. Client’s input to SetupC isdatabase DB and the output is (EDB;stateC;sk) with EDB being encrypted database,
stateC being client’s internal state and sk being secret key. Server’s input to SetupSis encrypted database EDB and output is> on successful setup and? otherwise.

• Keyword query protocol hKWQueryCjKWQuerySi, run by the client and the server tosupport a single-keyword query. Client’s inputs are secret key sk, query q and state
stateC. Server’s input is encrypted database EDB. The client’s output is (r;stateC),where r 2 DB being the result of the query and stateC being the new state of theclient. The server’s state EDB may also be modified following the execution.

• Insert protocol hInsertCjInsertSi, run by the client and the server to update EDB.Client’s inputs are secret key sk, an update query q, and internal state stateC. Theserver’s input is encrypted database EDB. The client’s output gets (r;stateC), where
r being the response from the server and stateC being the new state of the client.The server’s output is EDB0 where EDB0 is the encrypted database after the insertionoperation.

• Delete protocol hDeleteCjDeleteSi, run by the client and the server to update theencrypted database. The client’s inputs are secret key sk, update query q, and inter-nal state stateC. The server’s input is encrypted database EDB. The client’s outputis (r;stateC) with r being the response from the server and stateC being the newclient’s state. The server’s output is EDB0 where EDB0 is the encrypted databaseafter the deletion operation.
The security definitions for SSE are formulated in terms of a leakage function that cap-tures the information an adversary can unavoidably learn through the user’s queries. Theleakage for the SSE schemes includes:
• access pattern leakage – reveals which elements from the encrypted database matcha query
• search pattern Leakage – reveals whether two search queries were for the samekeyword
• volume leakage – reveals the number of encrypted database elements returned bythe search query for a certain keyword
• co-occurrence leakage – reveals the co-occurrence information of the keywordswhen queries for different keywords return the documents common between thesequeries
Additionally, for the dynamic SSE schemes there are two main notions of privacy –forward privacy and backward privacy. Forward privacy poses the requirement that up-dating (insert or delete operation) an element in the database should not reveal whetherthe updated element contains keywords that have been previously searched for. Back-

ward privacy poses the requirement that searching for a keyword should reveal no in-formation about elements of the database previously containing this keyword that havesubsequently been deleted from the database. In [34], however, there is an additional se-curity notion for the dynamic SSE – obliviousness of operations. This is a stronger notioncompared to the previously defined ones. It implies forward privacy, but additionally re-quires update operations to hide the number of keywords of the database elements beingupdated. Additionally, it implies backward privacy, requiring to completely hide both theresult pattern and the update history associated with the underlying keyword.
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3.8 Universal Composability

In the universal composability model [19], security of a protocol is defined in the real-idealworld paradigm. It means that the protocol p is considered to be securely implementingsome task if the execution of the protocol with a real adversary is indistinguishable fromsimulating an ideal protocol with the appropriate trusted party. The instructions that arerun by this trusted party are defined in the form of an ideal functionality Fideal. The ad-ditional component of the UC model is environment Z that provides inputs to the partic-ipants of the protocol and receives corresponding outputs. The environment Z modelseverything external to the protocol execution, including inputs provided to the parties,auxiliary information, and the external context in which the protocol is used. Intuitively,
Z acts as an observer and orchestrator. It can interact with the parties, providing inputsand receiving outputs, and communicate with the adversary. The role of Z is to captureany possible real-world usage of the protocol.

In the real protocol execution, honest parties run the protocol p over a network con-trolled by an adversary A, who can also corrupt some parties. In the ideal world, hon-est parties are viewed as dummy parties who forward their inputs directly to the idealfunctionality Fideal that internally executes the main task of the protocol. The protocol
p securely realises functionality F if for every real adversary A attacking the protocolthere exists an ideal adversary (simulator) S, such that no environment Z can distinguishwhether it is interacting with the protocol and the real adversary or with the ideal adver-sary and simulator. The universality in the UC framework comes from the fact that securityis defined with respect to all possible environments Z. This guarantees that a protocol re-mains secure when composed with any other protocols or used in any larger system. Inparticular, if a protocol securely realizes an ideal functionality in the UC framework, thenit can be substituted for the functionality in any context without compromising overallsecurity. Intuitively, security in the UC framework means that for every real-world attackon the protocol, there exists a corresponding attack in the ideal world that produces anindistinguishable effect. The ideal functionality Fideal is designed to capture all sensiblebehaviours of an adversary, ensuring that any attack possible in the real execution canalready be represented within the ideal model.

Figure 5: Universal Composability framework idea
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3.9 Types of corruption
In cryptographic security models, corruption describes how the adversary controls theparties. There are different types of corruption that capture how powerful the adversaryis. From the point of view of when the corruption occurs, we differentiate between staticand adaptive corruption:

• Static corruption – the adversary chooses which parties to corrupt before the pro-tocol execution begins, and this set remains fixed throughout the entire execution.
• Adaptive corruption – the adversary may choose which parties to corrupt through-out the execution of the protocol, possibly based on information learned so far.

From the adversary’s interaction and control of the parties during the protocol, we differ-entiate between passive, active and covert corruption:
• Passive (semi-honest) corruption – corrupted party follows the protocol honestly,but the adversary learns its internal state, including inputs, randomness used forcomputation, results of intermediate computations, and outputs.
• Active (malicious) corruption – corrupted party is fully controlled by the adversaryand may arbitrarily deviate from the protocol.
• Covert corruption – corrupted party may deviate from the protocol, but will befollowing the protocol if the probability of being detected is non-negligible.

3.10 BPMN
BPMN (Business Process Model and Notation) is a widely-adopted notation, used to modeland visualize business processes [53]. It provides a set of symbols (such as events, activ-ities, gateways, flows, and data objects) that help to clearly document, analyse, and im-prove processes. Since BPMN is designed to be easily understood, it is a useful notationfor process analysis. In the context of analysis of cryptographic systems, BPMN diagramscan be used to describe protocols, allowing for detailed analysis of data storage, move-ment, or processing steps. Table 1 defines the set of BPMN symbols that will be furtherused in this work.
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Table 1: BPMN notation used in this work

Element Description Notation

Event Events occur during a process and influence flowvia triggers or results

Activity Activities represent action steps that are part ofprocesses

Gateway Gateways are used to determine branching, fork-ing, merging, and joining of paths in the process

Data object Data Objects define information required by orproduced by activities

Pool Pool represents a participant of a process
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4 A Cloud Privacy-Preserving Attribute Management System
This section introduces CACS – A Cloud Privacy-Preserving Attribute Management System,where all the credential requests are handled by the central AMS server. The interactionbetween the parties (issuer, holder, verifier) follows the way defined by the mDL specifi-cation, where the holder component consists of two sub-components – user, who inter-acts with system through wallet application, and the central AMS server. Users interactwith the system through wallet application on their mobile device. The wallet applica-tion informs the user which attributes are requested by the RP during the presentationphase and allows user to select which attributes they wish to disclose. Additionally, wal-let application enables user to access to the log of transactions associated with the user’sattributes.In this system, the central AMS server is assumed to be a trusted party as it is allowedto learn the user-RP interactions, as well as the attributes that users present to RPs. In-ternally, the AMS maintains two databases, one for storing user’s credentials and onefor storing the logs of accessing the credentials. These databases are assumed to be un-trusted (passively corrupted) cloud components of the CACS systems. The design goal forthe system is to keep mDL data flow of the protocol unmodified while ensuring privacyagainst the untrusted database component that can be viewed, for example as a cloudservice.The system operates with individual attributes separately, rather than receiving cre-dential with multiple attributes from the issuer. This offers modularity of the system,allowing user to selectively disclose their attributes and combine those into credentialonly at the moment of presentation. The problem of the attribute revocation is solvedby allowing the user to submit revocation requests to the AMS server and allowing AMSserver to revoke attributes on the request from authorities. Since AMS server is responsi-ble for storing revocation information, it should notify RP if the revoked credential is beingpresented.We start with defining the message flow between the system components in the plainmodel and then outline the way it changes once we add SSE or threshold decryption forprotecting storage of attributes. The system consists of two main protocols – issuing andpresentation (which is followed by the verification).
Notation This section presents notation that is used for defining attribute managementsystem. Notation is defined in Table 2. We note that the same notation is applicable tothe system defined in Section 6.
4.1 Plain model
Before running issuing protocol, we assume that users have downloaded the wallet appli-cations on their mobile devices. The message flow between the parties during the issuingprotocol is presented in Figure 6.Issuing:

1. The user authenticates to the AMS web portal and selects the attributes �!aID thatthey wish to request from the issuer IID.
2. The AMS server sends the consent request to the user, which can be done in theform of an authentication or signing request.
3. Upon receiving user’s consent, AMS server verifies it and saves the consent to theLog database.
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Table 2: Notation for attribute management system

Notation Explanation
aID attribute identifier�!

aID = (aID1; : : : ;aIDn) list of attribute identifiers
atr attribute value
catr encrypted attribute value�!

atr = (atr1; : : : ;atrn) list of attribute values
cID credential identifier�!

cID = (cID1; : : : ;cIDn) list of credential identifiers
cred = h(aID1;catr1); : : :(aIDn;catrn)i credential

present_cred credential presentation
uID user identifier
IID issuer identifier

Figure 6: Issuing of attributes in plain model

4. The AMS server creates an attribute collection request huID;
�!
aIDi and sends it tothe issuer.

5. The issuer provides signed attributes�!atr.
6. The AMS server verifies issuer signature on attributes and saves the received at-tributes to the AMS database.
7. The AMS server logs attribute collection by saving a new record in the Log database.
8. The AMS server informs the user of attribute collection through the AMS web por-tal.
Presentation: The message flow between the participants of presentation protocol isdepicted in Figure 7.
1. The user with identifier uID authenticates to the AMS web portal and selects which

attributes�!aIDdscl they want to disclose to the RP.
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Figure 7: Presentation in plain model

2. The AMS server generates a QR code which includes the server retrieval token. Thenthe AMS generates an Apple Wallet pass in pkpass format including previously gen-erated QR code.
3. The user downloads and saves the pkpass file, opens it and presents the QR codeto the RP.
4. The RP uses the mdoc verifier to retrieve the server retrieval token by scanning theQR code.
5. The RP requests the attributes�!aIDdscl from the AMS server by presenting the serverretrieval token and the user identifier uID.
6. The AMS server verifies the mdoc request and sends a consent request to the user.
7. Upon receiving consent, AMS server verifies it and saves it into the Log database.
8. AMS server gets requested attributes�!atrdscl from the AMS database.
9. The AMS forms and signs an mdoc document that includes the user’s chosen at-tributes�!atrdscl and sends the mdoc response to the RP.

10. The RP verifies the AMS server signature on the server retrieval mdoc response.The RP reads the mdoc data and performs attribute verification.
4.2 System with searchable symmetric encryption
To protect storage of attributes in the AMS server’s database, we propose to use search-able symmetric encryption. We propose to instantiate the system with SWiSSSE [34]scheme, which is a dynamic SSE scheme. The scheme satisfies obliviousness of operations,meaning that the search and update queries are computationally indistinguishable to theserver. When the SWiSSSE database is instantiated, together with the actual encrypteddata there are dummy entries created. These entries are not containing real data, theyare intentionally inserted to implement frequency bucketisation, which mitigates volumeleakage. By padding the encrypted database with fake occurrences of keywords and fakedocuments, the system ensures that every keyword in a specific bucket appears to have
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