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Abstract

The widespread adoption of Internet of Medical Things (IoMT) devices in healthcare

environments introduces significant cybersecurity challenges, as sensitive network traffic is

generated under strict data-protection regulations that restrict data sharing across institutions.

These constraints limit the applicability of centralized intrusion detection systems and

motivate the use of privacy-preserving learning approaches such as Federated Learning

(FL).

This thesis evaluates Federated Learning–based intrusion detection systems (FL-IDS)

for healthcare IoMT networks, with a focus on the impact of server-side optimization

methods under heterogeneous data distributions. A Gated Recurrent Unit (GRU)–based

deep learning model was trained in a cross-silo horizontal federated learning setting

and evaluated on the IoMT-TrafficData and CICIoMT2024 datasets for both binary and

multiclass intrusion detection tasks. Non-identically distributed client data was simulated

using Dirichlet-based partitioning.

Experimental results show that adaptive server-side optimization methods outperform

Federated Averaging in Non-IID healthcare settings. In binary intrusion detection, the

Federated Optimization algorithm (FedOpt) achieved the highest performance, with F1-

scores of 99.67

Overall, the findings indicate that adaptive federated optimization is well suited for

intrusion detection in healthcare IoMT networks, where strict privacy requirements and

heterogeneous data distributions necessitate decentralized learning approaches.

The thesis is in English and contains 84 pages of text, 9 chapters, 43 figures, 5 tables.
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Lühikokkuvõte

Liitõppel põhinev sissetungi tuvastamine tervishoiu IoMT võrkude küber-
rünnakute avastamiseks

Tervishoiu asjade interneti (IoMT) seadmete laialdane kasutuselevõtt on toonud kaasa

märkimisväärseid küberturvalisuse väljakutseid. Tervishoiu IoMT-võrkudes kehtivad

ranged andmekaitsenõuded takistavad tundliku võrguliikluse tsentraliseeritud kogumist ja

jagamist tervishoiuasutuste vahel. Sellest tulenevalt on traditsiooniliste tsentraliseeritud

sissetungituvastussüsteemide kasutamine piiratud, mistõttu suureneb vajadus privaatsust

säilitavate liitõppel (Federated Learning, FL) põhinevate lahenduste järele

Käesolev magistritöö hindab liitõppel põhinevaid sissetungituvastussüsteeme (FL-IDS)

tervishoiu IoMT võrkudes, keskendudes serveripoolsete optimeerimismeetodite mõjule

heterogeensete andmejaotuste korral. Gated Recurrent Unit (GRU) tüüpi süvaõppemudel

treeniti rist-silo horisontaalse liitõppe raamistikus ning hinnati IoMT-TrafficData ja CI-

CIoMT2024 andmestikel nii binaarse kui ka mitmeklassilise sissetungituvastuse ülesannetes.

Klientidevahelise mitteühtlase andmejaotuse modelleerimiseks kasutati Dirichlet’ jaotusel

põhinevat andmete jaotamist.

Tulemused näitavad, et adaptiivsed serveripoolsed optimeerimismeetodid ületavad Feder-

ated Averaging algoritmi mitteidentsete (Non-IID) andmete korral tervishoiukeskkondades.

Binaarse sissetungituvastuse puhul saavutas Federated Optimization algoritm (FedOpt)

parima tulemuse, F1-skooriga 99,67% IoMT-TrafficData ja 97,27% CICIoMT2024 and-

mestikul. Mitmeklassilise sissetungituvastuse korral pakkus Federated Adaptive Gradient

algoritm (FedAdagrad) tasakaalustatumat sooritust, saavutades F1-skoorid 85,44% IoMT-

TrafficData ja ligikaudu 71% CICIoMT2024 andmestikul.

Kokkuvõttes näitavad saadud tulemused, et adaptiivne serveripoolne optimeerimine sobib

hästi sissetungituvastuseks tervishoiu IoMT võrkudes, kus ranged privaatsusnõuded ja

heterogeensed andmejaotused eeldavad detsentraliseeritud õppemeetodite kasutamist.
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Lõputöö on kirjutatud inglise keeles ning sisaldab teksti 84 leheküljel, 9 peatükki, 43

joonist, 5 tabelit.
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List of abbreviations and terms

ANN Artificial Neural Network

API Application Programming Interface

ANN Artificial Neural Network

CPU Central Processing Unit

DL Deep Learning

ERM Empirical Risk Minimization

FL Federated Learning

FedAvg Federated Averaging Algorithm

FedAvgM Federated Averaging Algorithm with Server Momentum

FedOpt Federated Server-Optimization

FedAdagrad Federated Adaptive Gradient Server-Optimization

FedAdam Federated Adaptive Momentum Server-Optimization

FedYogi Federated Yogi Server-Optimization

FL-IDS Federated Learning based Intrusion Detection System

FTL Federated Transfer Learning

GRU Gated Recurrent Unit

HFL Horizontal Federated Learning

IDE Integrated Development Environment

IID data Independent and Identically Distributed Data

IoMT Internet Of Medical Thing

IoT Internet Of Things

LSTM Long Short-Term Memory

MitM Man-in-the-Middle Attack

ML Machine Learning

NN Neural Networks
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RNN Recurrent Neural Network

SGD Stochastic Gradient Descent

SMC Secure Multiparty Computation

VFL Vertical Federated Learning
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1 Introduction

The Internet of Things (IoT) creates a system of devices that operate and communicate with-

out requiring human-to-human or human-to-computer interaction. When this interlinked

system is introduced into healthcare, it forms Internet of Medical Things (IoMT). This

infrastructure offers real-time access to patient data, enables immediate medical response,

maintains continuous monitoring, and supports early diagnosis, thereby avoiding harmful

consequences and delivering dependable, high-quality care.

There are several examples of healthcare services supported by IoMT devices. Among these,

IoMT devices enable continuous health monitoring by rapidly deploying physiological

sensors that relay real-time data to medical personnel, improving treatment outcomes and

ease-of use in hospitals [1, 2]. Beyond monitoring, they also automate medication delivery

through smart infusion pumps, ensuring precise dosing [3]. Equally important, remote

medicine leverages these sensors and actuators to monitor patients and administer care

from afar, enhancing comfort and continuous oversight [4].

Healthcare providers increasingly rely on Internet of Medical Things (IoMT) to streamline

(deliver) continuous distant patient care and ensure uninterrupted service [5]. Among

these services, remote medicine and alert systems employ IoMT sensors and actuators for

teleconsultations, remote diagnosis and therapy, ensuring continuous care [6][7]. Critical

monitoring alerts staff to falls or emergencies when patients require immediate medical

attention [8] [9]. Wearable IoMT devices enable wellness tracking - heart rate, blood

pressure oxygen saturation[10], and ECG [11][12] - thereby supporting preventive (cardiac)

care and chronic disease management [13]. They also monitor disorder-specific metrics

such as blood glucose [14] for diabetes [15] and blood pressure for hypertension [16].

Finally, IoMT-enabled infusion pumps automate medication delivery and transmit dosage

data for remote oversight [17].
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1.1 Research Problem

The rapid development of Internet of Things (IoT) devices has resulted in a substantial

growth of cyberattacks on IoT infrastructure. To combat the challenges posed by such

attacks, intrusion detection systems (IDS) are concealed in networks to detect malicious

activities. Intrusion Detection Systems (IDS) can be categorized into signature-based

and anomaly-based. Signature-based detection is limited to identifying known attacks by

matching them to a superior collection of attack signatures [18]. This limitation is resolved

with anomaly-based systems that detect unknown attacks by discovering deviations from

normal system behavior, especially prominent in network attacks [19]. Anomaly-based

IDS presumes large volumes of multi-dimensional data to correlate intricate patterns and

relationships, a formidable challenge to complete for cybersecurity analysts and other

security personnel. Machine learning can operate on such large-scale complex data to

uncover recurring intrusion patterns to infer crucial information about anomalous network

behavior. Intrusion detection benefits from machine learning that can reduce false positives

and increase detectability [20] [21]. Therefore, ML-enhanced anomaly-based IDS reduces

the burden of security personnel.

Malicious attacks are prominent against the healthcare industry due to heightened require-

ments for medical devices to function properly, and less tolerance to withstand malfunctions

and system downtime. Disruptions in life-critical medical devices can cause deliberate

harm to a patient’s health and irrevocable consequences. The importance of intrusion

detection of state-of-the-art malicious attacks is coupled with the intrinsic purpose of

medical devices (IoMT) - to preserve human life despite patients’ rare medical conditions.

These critical IoMT devices are vulnerable to network attacks such as denial-of-service

attacks, reconnaissance, spoofing attacks, and many other [22]. Network attacks can occur

regardless of geographic location, device idle or non-idle status, date, and time. Thus,

intrusion detection capabilities are relevant to all network-connected IoMT devices to

detect anomalies and malicious attacks.

Anomaly-based IDS requires large-scale data to detect intricate anomalous patterns of

behavior, and machine learning inherently thrives on large-scale multi-dimensional data.

Commonly, a traditional machine learning model would transmit raw data from data-owners

to a central device to conduct machine learning tasks [23]. Inherently, any such traditional
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machine learning necessitates the transfer of raw data from IoMT devices to a central

device for model learning tasks. In the healthcare industry, data pertaining to medical

information or patient data must remain confidential [24]. This is enforced by international

data-protection regulation and laws [24] such as GDPR in the European Union (EU) and

the Cybersecurity Law of the People’s Republic of China. Therefore, network intrusion

detection systems cannot be enhanced with traditional centralized machine learning models

due to data-protection laws, which prohibit the transfer of sensitive raw data [25]. As such,

an alternative machine learning approach must the explored for intrusion detection.

To overcome this challenge, a collaborative architecture, known as federated learning (FL),

was proposed in 2016 by Google [26]. In horizontal federated learning, connected devices

are exempt from the transfer of raw data. Specifically, in an FL scenario, IoMT devices are

participants, data-owners that participate in data collection to train a local ML model and

emit model parameters (weights and biases). Various IoMT devices participate in on-site

collection and transmit their local model parameters to a coordinating central device. This

central server aggregates received local model parameters to the global machine learning

model, thus facilitating model convergence. Subsequently, the central server converges

a global machine learning model without any communication of raw data [27]. The

inherently decentralized and collaboratively federated learning provides privacy-preserving

capabilities to train an ML model for anomaly-based intrusion detection systems whilst

complying with privacy regulations and data protection laws.

The geographically unconfined nature of IoMT devices introduces dissimilar data, including

distinct feature dimensionality, different class size or proportions of benign and anomalous

data, as well as imbalanced frequency of data collection. The subsequent traits of data are

commonly characterized as non-independent and identically distributed (non-IID) data

[28]. Prior works suggest that non-IID data is reflective of real-world IoMT scenarios and

introduce a new set of challenges for federated learning. Global models receive updates

from data-rich participants, and these inherently hold greater weight than model updates

originated from data-scarce participants with less extensive datasets. Imbalanced parameter

updates can lead the global model to oscillate and stagnate during training, impacting the

convergence of the global optimal model [28]. In federated learning, system heterogeneity

is characteristic due to limitations in computational resources, storage, and communication
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capabilities [27]. Some IoT devices may be limited in their computational and storage

capabilities and preventing them from timely updates to model parameters. As such,

client devices or participants can limit the scalability of federated learning algorithms.

To overcome these challenges of system heterogeneity, and more specifically, global

model convergence, various optimization algorithms can be employed. Therefore, further

investigation is necessary to examine and comparatively evaluate various state-of-the-art

optimization techniques to build a machine learning model on non-IID data. This thesis

study provided an empirical evaluation of FL optimization techniques on common metrics

such as accuracy, precision, recall, and F1-score.

The outcome of the research provided decision-making capabilities to enhance intrusion

detection in IoMT systems with state-of-the-art machine learning, whilst preserving

sensitive data integrity and confidentiality.

A conclusive and most crucial research question can be construed as follows:

[RQ3] Which optimization techniques can improve the performance of federated learning

in decentralized Internet of Medical Things (IoMT) networks for cyberattack detection?

In-depth approach to answer these research methods is examined in Chapter 4.

1.2 Scope and Goal

The prominent goal of this research is to enhance intrusion detection systems with machine

learning to identify network attacks directed towards the Internet of Medical Things. Based

on the motivation of the study, new cyber-attacks can be difficult to detect in signature-based

intrusion detection systems (IDS). To combat less-known network intrusions, anomaly-

based IDS can detect anomalous behaviors and identify malicious attacks. Machine

learning can recognize intricate patterns and relationships in large-scale multi-dimensional

data and increase anomaly detection rates. Therefore, the goal of the study is to provide

empirical evaluation and comparable results of state-of-the-art optimization techniques in

Federated Learning to detect network intrusions against decentralized healthcare devices in

IoMT networks. To achieve the proposed goal, a literature review was conducted to explore

various optimization techniques within federated learning (FL). Additionally, these various

FL optimization methods were trained on two unique peer-reviewed datasets [29] [30] from
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reputable journal publications collected from IoMT networks. The research outcomes were

validated with validation data subsets that were excluded from model training tasks.

The research was confined to the scope of network intrusion attacks on Internet of Medical

Things (IoMT) decentralized architecture. This thesis study did not examine host-based

intrusion detection systems or privacy-preserving capabilities in decentralized, that is,

horizontal federated learning scenarios. The development of health-enabling and life-

prolonging IoMT devices has subsequently increased the rapid growth of network intrusions

directed at these IoMT devices. To train a sophisticated FL model, existing datasets were

used to find intricate patterns and relationships, and any attacks outside the scope of

network intrusions could introduce underfitting or overfitting of the model. More crucially,

in a decentralized architecture, the attacks outside the scope of network intrusions could

hinder the convergence to a global machine learning model. Thus, to facilitate model

convergence, the research was scoped to network-based cyberattacks in IoMT networks.

Furthermore, an evident limitation pertained to training a predictive ML-model based

on one specific machine learning algorithm with different state-of-the-art optimization

algorithms. Regardless, a single machine learning algorithm served a crucial role – it

provided the comparative results of various optimization algorithms in model performance,

including accuracy, precision, recall, and F1-score, which are all domain-specific metrics

that validate the machine learning model.

This thesis makes clear key assumptions about the quality and validity of existing datasets.

The referenced datasets were entered into the index and assumed relevance. Similarly, this

research made key assumptions about the quality of machine learning and optimization

algorithms, and the underlying mathematical correctness and validity. Thus, this study

presumed that existing literature is peer-reviewed and valid in its results.

This thesis study was not subject to ethical concerns or implications. The research was

conducted on publicly available peer-reviewed datasets from reputable journals about cyber-

attack classification. Thus, the datasets did not disclose sensitive data about healthcare

providers, patients, or other medical information. This research evaluated the performance

of a machine-learning model with various optimization algorithms on those datasets.

Inherently, no new sensitive datasets were collected or inferred throughout the thesis
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study. Additionally, the thesis is not funded by any external organizations, and research

was supervised by TalTech University professor Hayredthin Bahsi (PhD) and Early-Stage

Researcher Rajesh Kalakoti (PhD).

The outcome of the research exhibited empirical evaluation of optimization algorithms

with quantitative results about their performance in common machine learning metrics,

specifically precision, recall, F1-score, and specificity. These performance benchmarks

provided clear comparisons and identified well-performing optimization technique for

model convergence to be applied in a horizontal federated learning architecture. This

outcome enabled educated decision-making to select optimization algorithms in federated

learning. As a result, FL-enhanced intrusion detection (FL-IDS) can be used to more

reliably identify state-of-the-art new cyber-attacks directed towards IoMT devices. The

serves vital importance to react to detected traits of malicious actions on life-critical health

devices before patients’ lives are harmed.

Further work can be explored about possible future research involving sophisticated

privacy-preserving techniques and their implications on communication speed, computing

resources, and latency. These privacy-preserving techniques in federated learning archi-

tectures are commonly homomorphic encryption, secure sharing, and differential privacy.

Similarly, this opens an avenue for future research to examine attacks or conduct case

studies of cryptoanalysis to dismantle weak implementations of cryptography.

1.3 Novelty and Contributions

This unexamined research gap is crucial to further progress ML-enhanced intrusion

detection systems in medical devices. To fill the research gap, this thesis examined and

implemented optimization algorithms to benchmark their performance in a horizontal

federated learning setting to detect network intrusion attacks in IoMT devices. This cross-

domain study provided performance metrics benchmarking of state-of-the-art optimization

algorithms in a federated learning architecture bound in decentralized IoMT networks. The

novelty of the study was also validated by the absence of prior work operating on multiple

datasets to evaluate optimization techniques in federated learning.

The main contributions of this research were numerical measurements of the optimization
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techniques in federated machine learning to improve the decision-making process for

industry experts, both machine learning engineers and security engineers. This includes

comparative results about multiple state-of-the-art optimization techniques for industry

application within a decentralized network of IoMT devices for ML-enhanced intrusion

detection systems. Additionally, this thesis contributed to the state-of-the-art of federated

learning by validating the performance of optimization techniques with multiple peer-

reviewed datasets published in reputable journals - the CIC-IoMT2024 dataset [29] and the

IoMT-TrafficData dataset [30].

Lastly, the research contributed by providing code implementations in the Python program-

ming language with libraries such as PyTorch, NumPy, and scikit-learn. The implementation

can be used as a starting point for future work in the federated learning domain.

1.4 Thesis Structure

This thesis is organized as follows. Chapter 2 provides background information to

contextualize the research. The chapter describes Intrusion Detection Systems, their

categorization, and potential application. Furthermore, the chapter describes Internet of

Medical Things (IoMT) and its applications in healthcare.

Chapter 3 reviews existing work, focusing on various applications of Machine-Learning

(ML) and Deep Learning (DL) in FL-based intrusion detection in IoT and IoMT networks.

The chapter focuses on prior research that examined model training with non-independently

and identically distributed (non-IID) data, and conversely in IID data.

Chapter 5 presents the dataset preparation to conduct experiments in Federated Learning

environments. These include mathematical formula to simulate data heterogeneity from the

static datasets. Furthermore, systematic approach is presented to split the clients’ private

datasets into training, validation and testing sets across each cyberattack type.

Chapter 4 examines the methodology used in this our research. This includes common

Federated Learning Algorithms, adaptive server-side optimization approaches. This

includes the problem definition, assumptions, mathematical equations, and formulated

pseudo-code of each server-side optimizer.
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Chapter 6 unveils the results of the experiments to conclude an empirical evaluation of

model performance. The chapter describes relevant findings from both binary detection of

malicious activities and multiclass classification of cyberattacks. Various FL optimization

techniques, including FedAvg, FedAvgM, FedAdagrad, FedAdam, FedYogi, and FedOpt

algorithms evaluated and compared in terms of model performance.

Chapter 7 presents the discussion of findings, interpreting the results in the context of

the research questions. It describes the challenges and limitations, as well as proposed

potential improvements and directions of future work.

Lastly, ?? concludes the thesis, summarizing the key insights and contributions. It also

reflects on the broader implications of the research and its potential impact on the field of

intrusion detection, federated learning and Internet of Medical Things devices.
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2 Background information

According to Gartner research and advisory company, 20.4 billion things will be connected

to the internet [31] [el2018towards] (SAME) by 2020. Also, the worldwide market of IoT

(including IoMT) will reach 1.7 trillion USB by 2020 from 655.8 billion USB in 2014

with an annual rate of 16.9 percent [32][33]. An IoMT platform is a smart system mainly

comprises of (1) sensors and electronic circuits to acquire biomedical signals, (2) a network

device to transmit the biomedical data over a network, (3) a temporary or permanent

storage unit, (4) a visual platform with artificial intelligence schemes to take decisions

according to the convenience of physician [34] [35]. In a smart healthcare environment,

vital medical services are actualized with Internet of Things (IoT) technologies that are

connected through various types of networks through the internet. The recent growth in

IoT technologies has sprung healthcare into a digital era [33]

2.1 Federated Learning

Federated Learning (FL) is transformative across numerous fields within the Internet of

Things (IoT), advancing retail, manufacturing, transportation and healthcare [36]. Smart

homes and transportation systems are improved with collaborative energy management

and security protocols [36]. Energy sectors and manufacturing benefit from operational

efficiency and sustainability [36]. Adoption of FL in drones provide greater reach into

environmental monitoring, and smart cities foster personalized experiences with efficient

data handling [36]. While in healthcare, federated learning safeguards patient privacy and

advances diagnostic accuracy.

Federated Learning (FL) is a machine learning paradigm in which multiple clients cooperate

to learn a model under the orchestration of a central server [37]. In federated learning, raw

data from clients is never shared with other clients or the central server. This distinguishes

FL from other traditional distributed paradigms, whilst introducing a new set of challenges

that stem from contending with heterogeneous data.
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FL has two primary settings, cross-silo (eg. FL between large institutions) and cross-device

(eg. FL across edge devices) [25] - 2019. In cross-silo FL, most clients participate

in every round and maintain state between rounds. Our work focuses on cross-silo

circumstances, as healthcare institutions are clients in Federated Learning, and there exists

a Federated-Learning-based- IDS service-provider as a central server

In more challenging cross-device FL, our primary focus, only a small fraction of clients

pariticipate in each round, and clients cannot maintain state across rounds - Kairouz et.

al (2019) [38] and Li et. al (2019a) [39]. Federated Learning (FL) presents innovative

privacy-preserving collaboration across healthcare institutions without sharing sensitive

patient information.

Standard optimization methods such as distributed SGD, are often unsuitable in FL an can

incur high communication costs. To solve this, typically federated optimization methods

employ local client updates, in which clients update their model multiple times before

communicating with the server. This immensely reduces the amount of communication

required to train a model. One such method is FedAvg [40], wherein clients conduct

multiple epochs of SGD on their local datasets. The clients communicate their models to

the server, which averages them to form a new global model. While FedAvg has seen great

success, recent works have highlighted its convergence issues in certain settings [41] [42].

This stem from a variety of factors including (1) client drift [42], where local client models

move away from globally optimal models, and (2) lack of adaptivity. FedAvg is similar in

spirit to SGD, and may be suitable for settings with heavy-tail stochastic gradient noide

distributions, which often arise when training language models [43]. Such settings benefit

from adaptive learning rates, which incorporate knowledge of past iterations to perform

more informed optimization.

Main contributions In light of the above, we highlight the main contributions of this paper.

■ We study a general framework for federation optimization using server and client

optimizers. This framework generalizes many existing federated optimization

methods, including FedAvg

■ We use this framework to compare novel cross-device compatible federated optimiza-

tion methods and provide a convergence analysis in general non-convex settings. To
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the best of our knowledge, these convergence analysis on more than one dataset are

the first for FL. We show an important interplay between the number of local steps

and the heterogeneity among clients.

■ We demonstrate a strong empirical performance of various server optimizers, im-

proving upon commonly used baselines. Our results indicate that these optimizers

are robust and highlight their utility in cross-device settings.

Related work FedAvg was first introduced by McMahan [40], who demonstrated it can

significantly reduce communication costs. Many variant have since been proposed to tackle

issues such as convergence and client drift. Examples include adding a regularization

term in the client objectives towards the broadcast model [39], and server momentum [41].

When clients are homogeneous, FedAvg reduces local SGD [44], which has been analyzed

by many works [45] [46] [47] [48] [49]. In order to analyze FedAvg in heterogeneous

settings, many works derive conveRgence rates depending on amount of heterogeinity

[50] [51] [52] [53]. Typically, the convergence rate of FedAvg gets worse with client

heterogeneity. By using control variates to reduce client drift, the SCAFFOLD method

[42] achieves convergence rates that are independent of the amount of heterogeneity. While

effective in cross-silo FL, the method is incompatible with cross-device FL as it requires

clients to maintain state across rounds (more detailed comparisons, defer to [25]

The term federated learning (FL) was introduced in 2016 in a paper published at

Google [37]. In their work the authors developed a decentralized approach, namely

federated learning, with the objective of ensuring data privacy of participating clients.

In FL, a server or aggregator takes the role in coordinating several clients into analyzing

data using a shared model. The data owned by the clients remains with the data owner

and it is never transferred between devices. The model is shared amongst clients and only

parameter updates are exchanged.

As explained by [37], when implementing FL, several key constraints need taking into

consideration in order to optimize a solution to the problem. These constraints exist as FL

must be able to train data with the following characteristics [54, 37]:

■ Non-IID — The data that reside on an individual client device are not representative

of the global population distribution.
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■ Unbalanced — The amount of local data varies considerably among devices;

consequently, some clients train on substantially larger datasets than others.

■ Massively Distributed — The learning process involves a very large number of

participating clients.

■ Limited Communication — Reliable communication cannot be assumed for all

clients (some may be offline). Hence, training may need to continue with a reduced

set of devices or in an asynchronous manner.

Typical federated learning data is not identically distributed. For instance, in IoT environ-

ments devices acquiring data for analysis capture data in different formats and of different

types to each other. Therefore, the local data cannot be used as an example of the entire

data distribution. Similarly, data size can vary drastically between devices, depending on

a given scenario. The large number of devices involved and issues with communication

between clients and server must also be taken into consideration when developing FL

applications.

2.2 Optimization Methods

To address heterogeneity and manage high communication costs, optimization methods are

presented in federated learning to allow local updating and low participation rates [40]. The

most common and standard is FedAvg [40] that performs stochastic gradient descent (SGD)

on K devices and repeats iteratively of E epochs - here, E is small constant and K is a small

fraction of total devices in the network. These devices transmit model updates to a central

server where total sum is averaged. This optimizer established success in heterogeneous

conditions to train federated model [40]. Albeit this success, the standard FedAvg is unable

to consider system constraints when client devices conduct local work. Specifically, local

devices that fail to complete work (E epochs) within a predefined time-frame, are dropped

despite any network interruptions or computation errors [55]. In that case, the hosts’ local

updates are excluded from final aggregation. Although, McMahan [40] demonstrated that

FedAvg diverges empirically when data is non-identically distributed across devices, more

recent works conclude otherwise and provide alternatives.
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2.3 Federated Learning Methods

Federated Learning (FL) [40] is a distributed learning approach to enable machine learning

across multiple remote client devices with the intent to avoid any raw data exposure [40]

[39] [56]. FL facilitates training machine learning models on remote edge devices by

sharing (local) model updates instead of data samples, addressing data ownership and

privacy issues [57]. Multiple remote clients train models on their local data and send

model updates to a central server, which updates the global model and distributes newly

updated global model to clients. These characteristics set FL apart from other distributed

optimizations [58], introducing heterogeneous data due to localized data samples. Standard

optimization methods, such as Stochastic Gradient Descent (Sgd) are often inadequate

for FL and can create high communication costs [40]. Recent advancements propose that

client devices repeatedly update their local models before communicating with the server in

order to reduce communication costs. Federated Averaging (FedAvg) optimization method

implements this by requiring clients to perform multiple epochs of Sgd on local data before

sending model updates to the server for model averaging [40]. While FedAvg has achieved

considerable success, recent studies have revealed that convergence rates depend on the

amount of client heterogeneity [50] [53] [51] [52]. Key factors are client drift [42], where

local models diverge from the globally optimal model, and adaptivity [58].

Client drift occurs when local data in federated learning does not reflect the global

distribution, causing inconsistencies between each client’s local objectives and the overall

global optimum [59]. As clients fine-tune their local models with local data, they diverge

from the initial global model and from each other, moving towards their individual optima.

This drift intensifies with more local updates, whether due to a higher number of epochs or

smaller batch sizes, leading to greater differences among client models. Conversely, too

few local iterations can increase communication costs, requiring more rounds to achieve

global model convergence. Prior studies have highlighted these observations about client

drift [42, 50, 60].

Reddi et al. [58] introduce an approach to decouple the learning rates of the server and

clients, aiming to address client drift through adaptive learning rates. Clients use a local

optimizer to minimize loss on their datasets, while the server employs a gradient-based

optimizer for loss reduction across participants. Their framework, Federated Optimization
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(FedOpt), supports per-coordinate adaptive server optimizers alongside Stochastic Gradient

Descent (Sgd) for clients. They implement three adaptive server optimizers—FedAdagrad,

FedAdam, and FedYogi —which are federated versions of Adagrad, Yogi, and Adam.

Compared to FedAvg [40] and FedAvgM [61], their methods often significantly mitigate

client drift and reduce the total communication rounds needed for model convergence.

They also provide a theoretical analysis, noting the importance of a decaying learning rate

on the client side. Adaptivity can be incorporated in either the server-side or client-side,

while joint adaptivity - comprising of both global and local adaptive updates - has shown

to be vital in accelerating convergence and increasing accuracy [62] [63]. More thorough

description of adaptive federated optimization is described upcoming section, formulated

in Algorithm 7.
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3 Literature review

To conduct a literature review, relevant keywords are selected to conduct a thorough search

for peer-reviewed literature. Therefore, all studies reviewed in this thesis pertain to Intrusion

Detection Systems (IDS) in Federated Learning (FL) and involve keywords or content

“IDS in IoT networks using Federated Learning”. This investigation examined papers

indexed in Scopus, Google Scholar, or Web of Science. Additionally, this thesis included

papers published by reputable publishers such as Springer, Elsevier, Institute of Electrical

and Electronics Engineers (IEEE), Association of Computing Machinery (ACM), and

Multidisciplinary Digital Publishing Institute (MDPI). The preliminary search for relevant

peer-reviewed papers was completed with a search string with the following keywords:

(“intrusion detection system” OR “IDS” OR “anomaly detection” AND “internet of

things” OR “IoT” OR “IoMT” or “edge device” or “smart device” and “federated

learning” OR “FL” or “collaborative learning”)

The selection criteria included manual examination of the title, abstract, and results.

Furthermore, the search keywords provided an initial inclusion and exclusion of existing

literature. The publication date was relevant to identifying the state-of-the-art contributions

in the literature, and thus any research prior to the year 2018 was excluded for the purpose

of this thesis. An inherent exclusion criterion was identified, namely accessibility from the

university network - any papers that were inaccessible were excluded.

A more in-depth inclusion/exclusion involved optimization techniques, more specifically,

thereof. As such, any prior research without a federated learning optimization algorithm

or a strictly baseline arithmetic mean algorithm (FedAvg) was excluded. Moreover,

literature outside the domain of federated learning was excluded. Conversely, the literature

review examined the state-of-the-art optimization algorithms and their respective local

metrics in a federated learning scenario to enhance intrusion detection capabilities with

machine learning. Therefore, taxonomies, surveys, and whitepapers were excluded from the
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selection. Throughout the literature review, an analysis of identified studies was conducted.

To reiterate, the existing research was thoroughly identified with the search keywords,

inclusion, and exclusion criteria.

A preliminary analysis involved the identification of research questions, data sources, data

analysis methods, and key findings. The analysis comparative of traits among the literature

focused on crucial information pertaining to (1) optimization technique and communication

rounds, (2) federated architecture (cross-device or cross-silo), (3) multiclass or binary

inference/classification, (4) number of attack size, and (5) communication metrics. The

relevant information will be represented in a comparative table. [table will be added later]

Conversely, prior examinations of optimization techniques in an IoMT network were

conducted in previous studies, but the lack of benchmarking and comparison of federated

learning optimization techniques illustrates the research gap in the existing domain. Due to

the overall lack of comprehensive research with datasets pertaining to IoMT devices in a

federated architecture, further research must be conducted.

Therefore, the literature review exhibits an existing gap. To elaborate, a predominant focus

in prior research has been conducted to implementing and benchmarking the performance

of optimization algorithms in collaborative IoT settings. The research illustrated the

validity and novelty of these innovative optimization algorithms in federated architectures

within decentralized IoT networks. Prior works have not examined and compared the

model performance of machine learning algorithms with multiple different optimization

techniques in healthcare settings, that is, decentralized Internet of Medical Things (IoMT)

networks to detect intrusions. This serves as a vital research topic to detect anomalies

from large-scale multidimensional network data and thus combat network intrusion attacks

against life-critical healthcare devices.
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4 Methodology

This Chapter provides in-depth description of Federated Learning and server-side op-

timization methods. To conduct our experiments, we must first describe the various

implementations and practical considerations.

4.1 Problem Formulation in FL

In the basic conception of federated learning, the goal is to minimize the objective function,

F (x) = Ei∼P [Fi(x)], where Fi(x) = Eξ∼Di
[fi(x, ξ)], (4.1)

where x ∈ Rd represents the parameter for the global model, Fi : Rd → R denotes the

local objective function at client i, P denotes a distribution on the population of clients I.

If ξ ∈ Di represents a randomly sampled mini-batch for client i, then the update rule is

as follows: xk + 1 = xk − ηg(xk; ξk), where η is the server learning rate, and stochastic

gradient is defined as: g(x; ξ) = 1
|ξ|

∑
bi∈ξ∇f(x; bi).

In standard implementation of mini-batch stochastic gradient descent (SGD) [64], the

local loss functions fi(x, ξ) are generally consistent across all clients. However, the local

data distributions Di often differ, representing clear the data heterogeneity among clients.

Therefore, for simplicity we omit gradient step k for the rest of the paper, and instead we

will denote g(xk; ξk) as g
(t)
i at client i for given during round t of Federated Learning.

Algorithms designed for the cross-device setting cannot directly compute Fi(x) or∇Fi(x)

because it is assumed that they only have access to a random sample S of clients during

each communication round. However, the objective function Fi(x) can still serve as a

mathematical construct in analyzing such algorithms or can be computed numerically in

simulations as part of empirical evaluation procedures. When modeling cross-device FL

with a fixed dataset, to align with the population risk in 4.1, we typically utilize a held-out
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set of clients1 rather than a held-out set of examples for each client from a fixed dataset.

This represents a "stylized" scenario because although such a simplified client selection

model could be useful for analyzing or comparing certain optimization algorithms, other

methods that incorporate a client selection strategy will necessitate a more complex model

of device availability and participation.

The cross-silo setting can generally be modeled with a finite number of clients, expressed

as F silo(x) = ∑M
i=1 piFi(x). A train/test split can typically be achieved by dividing the

per-client datasets into local training and testing sets, with generalization assessed against

the held-out per-client data.

In both the cross-device and cross-silo settings, the objective function in 4.1 can take the

form of an empirical risk minimization (ERM) objective function with finite clients, each

possessing finite local data:

F ERM
i (x) =

M∑
i=1

piF
ERM
i (x), where F ERM

i (x) = 1
|Di|

∑
ξ∈Di

fi(x, ξ) and
M∑

i=1
pi = 1.

(4.2)

Notably, M = |I| represents the total number of clients and pi is the relative weight of

client i. Crucially, pi = |Di|/
∑M

i=1 |Di| makes the objective function F ERM
i (x) becomes

equivalent to the empirical risk minimization objective function for the combined local

datasets. The objective in (4.1) equals (in expectation) the ERM objective that would be

optimized centrally if a random selection of clients were made and a central training dataset

constructed from the union of their local datasets.

Compared to the centralized training, we want to highlight several key properties [40, 54]

of Equations (4.1) and (4.2):

■ Heterogeneous and imbalanced data: The local datasets Di’s may have non-

uniform distributions and differ in size. As a result, the local objectives Fi(x)’s can

be different. For example, they may have arbitrarily different local minima.

■ Data privacy limitations: The local datasets Di’s cannot be shared with the server

or shuffled across clients.
1While in the cross-device setting the server cannot access client IDs to partition clients into disjoint training

and test sets, devices can locally flip a coin to determine whether to belong to the training or test population.
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■ Limited client availability (more typical of cross-device FL): In cross-device FL,

the number of clients M in 4.2 can be extremely large and not precisely defined. At

any given time, only a small subset of clients are available to connect with the server

and participate in the training. The client distribution P , total number of clients M or

the total number of data samples
∑M

i=1 |Di| are not known a priori before the training

starts. Similarly, cross-silo environments may be subjected to the same problem, due

to computational and communication-specific challenges, or system failures.

4.1.1 Gradient Descent Basics

Problem 4.1 can potentially be solved by gradient descent (GD), which performs iterations

of the form xt+1 = xt − η∇F (xt), t = 0, 1, 2, . . . ,, where η is an appropriately chosen

learning rate. Under appropriate regularity conditions, we can swap differentiation and

expectation, which gives the following formula for the gradient: ∇F (x) = ∇Ei∼P [Fi(x)] =

Ei∼P [∇Fi(x)]. Note that the gradient of the global loss function F is equal to the expectation

(or “average”) of the gradients of the local functions Fi [65]. In many federated learning

settings, the clients can’t communicate among themselves directly, but can communicate

indirectly via an orchestrating server.

When applying to the ERM formulation 4.2, server has to calculate ∇F ERM(x) =∑M
i=1 pi∇F ERM

i (x) by weighted average of all the local gradients from the clients.

While can be conceptually applied in the context of FL, it is not used in practice for various

constraints and considerations discussed in Chapter 1. A number of techniques can be

used to enhance to make it theoretically or practically efficient as a method for solving

federated optimization problems. Moreover, many of these techniques are (orthogonal)

enhancements that can be combined for a more dramatic effect. Having said that, many of

the possible combinations are not well understood and are still subject of active research.

Partial participation is a requirement for cross-device FL and some cross-silo settings. In

communication round t, only a (finite) subset S(t) of clients can connect to the server, and

the update rule becomes xt+1 = xt − η 1
|S(t)|

∑
i∈S(t) ∇Fi(xt). In practice, the sequence of

active clients S(t) is typically dictated by complicated circumstances beyond the control

of the orchestrating server (for example mobile devices might only participate when idle,

connected to particular unmetered networks, and charging). In theory, assumptions on
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client sampling are necessary to guarantee convergence (see ?? for more discussion), and

partial participation can be expected to lead to an increase in the number of communication

rounds.

Independently of whether partial participation is necessary, clients can use the stochastic

approximation (SA), replacing the exact gradient of their local loss function with an

unbiased stochastic gradient gi(xt) such that Eξ∼Di
[gi(xt)] = ∇Fi(xt). SA is preferred

when the size of Di is large and the calculation of the exact gradient is inefficient.

Local steps is a popular technique to reduce communication costs. Each active client

updates their local model for τi steps before the server aggregates the model deltas

∆(t)
i = x

(t,τi)
i − xt. Combining partial participation, stochastic approximation and local

steps leads to federated averaging, a popular practical algorithm for federated optimization,

which is further discussed in Section 4.1.2. We defer the discussion of additional techniques

like compression, momentum and acceleration, adaptive method, and control variates to ??

and the theoretical analysis to ??.

4.1.2 Federated Averaging Technique

Alternative formulation of Federated Averaging (FedAvg) is presented in Algorithm 3.

An alternative algorithm to solve 4.1 is federated averaging (FedAvg), proposed by [40].

The algorithm divides the training tasks into (communication) rounds. At the start, we must

input (or randomly select) an initial model x0. , During each round t the server broadcasts

the current global model xt to a random set of clients S(t) clients (often uniformly sampled)

for that given round t. Each sampled client performs τi Sgd (stochastic gradient descent)

updates on its own local dataset and sends the local model changes ∆(t)
i = x

(t,τi)
i − xt to

the server. After receiving these aggregates local model changes∆(t)
i , the server aggregates

them to update the global model as follows:

xt+1 = xt +
∑

i∈S(t) pi∆(t)
i∑

i∈S(t) pi

, (4.3)

where pi denotes the relative weight of client i. This process repeats until the algorithm

converges. In a cross-silo FL scenario, where all clients participate in every round, the set
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S(t) includes the entire population: S(t) ={1, 2, ..., M}.

Algorithm 1 Generalized FedAvg (also known as FedOpt [58])
1: Data: Input: x0, ClientOpt, ServerOpt

2: for r doound t = 0 to T − 1

3: Sample a subset S(t) of client

4: for client i ∈ S(t) in parallel do

5: Initialize local model x
(t,0)
i = xt

6: for k = 0, . . . , τi − 1 do

7: Compute an unbiased estimate g
(t,k)
i of ∇Fi(x(t,k)

i )

8: Perform local update x
(t,k+1)
i = ClientOpt (x(t,k)

i , g
(t,k)
i , ηl, t)

9: Compute local model changes ∆(t)
i = x

(t,τi)
i − xt

10: Aggregate local changes ∆t = 1
|S|

∑
i∈S(t) ∆(t)

i

11: Update global model xt+1 = ServerOpt (xt,−∆t, η, t)

Note that, this thesis observes cross-silo Federated Learning, therefore pi relative weight is

not applicable any implemented Algorithms, all clients are participating, C = 1.0 (100%

participation) among K = 20 clients.

FedAvg can be easily adapted into a flexible framework that allows the algorithm designer

to change the client update rule [60, 66, 62], the update rule of the global model [58, 41,

67], or the aggregation method applied to updates [68, 69].

In particular, [58] proposed a generalized version of FedAvg, the pseudo-code of which is

presented in 3. The algorithm is parameterized by two gradient-based optimizers: Clien-

tOpt and ServerOpt with client learning rate ηl and server learning rate η, respectively.

While ClientOpt is used to update the local models, ServerOpt treats the negative of

aggregated local changes −∆(t) as pseudo-gradient and applies it to the global model. The

original FedAvg algorithm implicitly set ServerOpt and ClientOpt to be Sgd, with a

fixed server learning rate η = 1.0

The FedAvg algorithm can be viewed as a generalization of Local SGD (also called local-

update SGD or periodic averaging SGD), which is studied for reducing communication

cost in classic distributed settings [70, 45, 46, 47, 71]. Some distinguishing properties

of FedAvg are that unlike classic distributed settings, only a subset of clients participate
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in each training round. In terms of analysis, convergence analyses of Local SGD often

assume that the local data is homogeneous and each client performs the same number of

local updates, which may not hold in the federated setting.

4.1.3 Problem Formulation Assumptions

In Federated Learning, we solve an optimization problem of the form [61] [58]:

min
x∈Rd

f(x) = 1
m

m∑
i=1

Fi(x) where Fi(x) = Eξi∼Di
[fi(x, ξi)]. (4.4)

Here, the variable ξi denotes a random local data point available at client i. Function

Fi(x) represents the non-convex local function associated with client i, while ξ ∈ Z , and

Di is the data distribution for the ith client. More precisely, for any pair of clients i ̸= j,

their local distributions Di and Dj may differ substantially, resulting in the inequality of

local loss functions Fi(x) ̸= Fj(x). This phenomena of unequal distributions is often

termed as data heterogeneity. Inversely, homogeneous (sampled) datasets refer to local

data samples equating to the same distribution D, we would have Fi(x) = Fj(x) for any i

and j. Additionally, for i and x, we assume access to an unbiased stochastic gradient gi(x)

of the client’s true gradient∇Fi(x) [58]. The optimization problem may require explicit

assumptions, and related works [50] [58] formulate these assumptions as follows:

Assumption 1 [58] (Lipschitz Gradient). The function Fi is L-smooth for all i ∈ [m]

i.e., ∥∇Fi(x)−∇Fi(y)∥ ≤ L∥x− y∥, for all x, y ∈ Rd.

Assumption 2 [58] (Bounded Variance). The function Fi have σl-bounded (local) variance

i.e.,E[∥∇[fi(x, z)]j−[∇Fi(x)]j∥2] = σ2
l,j for all x ∈ Rd, j ∈ [d] and i ∈ [m]. Furthermore,

we assume the (global) variance is bounded, (1/m) ∑m
i=1 ∥∇[Fi(x)]j − [∇f(x)]j∥2 ≤ σ2

g,j

for all x ∈ Rd and j ∈ [d].

Assumption 3 [58] (Bounded Gradients). The function fi(x, z) have G-bounded

gradients i.e., for any i ∈ [m], x ∈ Rd and z ∈ Z we have |[∇fi(x, z)]j| ≤ G for all j ∈ [d].

Assumption 4 [58] (Bounded Gradient Dissimilarity, σ2
g-BGD):

∀x ∈ Rd, ∀i ∈ {1, . . . , n}, E[||∆fi(x)−∆f(x)||2]≤ σ2
g .

Assumption 5 [50] (Assume S(t) to be a set of active clients in the t-th round, such

that S(t) ⊂ [N ]. Let S(t) contain a subset of |S(t)| = S nodes randomly selected with

35



replacement according to the sampling probability pi = ni∑N

i=1
, where ni is the number of

samples located on client i. Assume that the clients’ capabilities are unbalances, i.e., pi’s

can be distinct for different i).

Reddi et al. [58] uses σ2
l and σ2

g to denote
∑d

j=1 σ2
l,j and

∑d
j=1 σ2

g,j . Assumptions 1 and 3 are

relatively standard in nonconvex optimization literature [72, 73]. Assumption 2 is a form

of bounded variance, but between the client objective functions and the overall objective

function. This assumption has been used in various works on federated optimization [39,

51]. Intuitively, the parameter σg quantifies similarity of client objective functions and

σg = 0 corresponds to the IID setting [58]. Under Assumption 5 [74], the exact average

step is calculated as xt+1 = 1
S(t)

∑
i∈S(t) x

(t,K)
i . In their analysis [74], g

(t,k)
i is defined as

the accumulated gradient direction from all participating devices at the k-th iteration of

the t-round, represented by g(t,k) = 1
S(t)

∑
i∈S(t) g

(t,k)
i . Server aggregates local updates by

averaging xt+1 = 1
S

∑
(i∈St) x

(t,K)
i . Then on, the sum of all local gradients on the server in

Algorithm 1 is given by ∆(t) = (xt − xt+1) = ∑K−1
k=0 ηlg

(t,k) = 1
S

∑
(i∈St)(xt − x

(t,K)
i ) =

1
S

∑
(i∈St)

∑K−1
k=0 ηlg

(t,k).

4.1.4 Federated Averaging Algorithm

A widely used method to solving Equation (4.4) in federated environments is Federated

Averaging Algorithm (FedAvg) [40]. During each round t of FedAvg, a randomly selected

subset of clients receives a global model from the server. Simultaneously, these clients

perform Sgd on their individual loss functions and transmit their updated models back

to the server. The server refines its global model by averaging these local models. For

additional details, refer to Algorithm 2:

Assume that round t, the server posses model xt and selects a set S of clients. Let x
(t)
i

represent the model of client i where i ∈ S after completing local training. We can

formulate the update rule of FedAvg as follows:

xt+1 = 1
|S|

∑
i∈S

x
(t)
i = xt −

1
|S|

∑
i∈S

(xt − x
(t)
i ) (4.5)

To simplify the concept, we present a streamlined version of FedAvg. In Algorithm 2,

we outline a simplified version of the FedAvg algorithm [40]. We use the notation to

SgdK(xt, ηl, fi) to indicate K steps of Sgd using gradients ∇fi(x, ξ) for ξ ∼ Di with
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(local) learning rate ηl, starting from model point xt. This formulation is a special case of

Algorithm 3 where ClientOpt is Sgd, and ServerOpt is Sgd with learning rate 1. The

thesis does not leverage the streamlined Algorithm 2 in any experiments.

Algorithm 2 Simplified FedAvgSimplified FedAvgSimplified FedAvg
1: Input: Initial model x0

2: for t = 0, . . . , T − 1 do

3: Sample a subset S of clients

4: xt
i = xt

5: for each client i ∈ S in parallel do

6: xt
i = SgdK(xt, ηl, fi)

7: xt+1 = 1
|S|

∑
i∈S xt

i

Algorithm 2 includes the only the rudimentary concepts of Federated Averaging. Alternative

formulation Federated Averaging (FedAvg) is presented in Algorithm 3. At the start,

we must input (or randomly select) an initial model x0. During each round t the server

broadcasts the current global model xt to a random set of clients S(t) clients (often

uniformly sampled) for that given round t. Each sampled client performs τi Sgd (stochastic

gradient descent) updates on its own local dataset and sends the local model changes

∆(t)
i = x

(t,τi)
i − xt to the server. After receiving these aggregates local model changes∆(t)

i ,

the server aggregates them to update the global model as follows:

xt+1 = xt +
∑

i∈S(t) pi∆(t)
i∑

i∈S(t) pi

, (4.6)

where pi denotes the relative weight of client i. This process repeats until the algorithm

converges. In a cross-silo FL scenario, where all clients participate in every round, the set

S(t) includes the entire population: S(t) ={1, 2, ..., M}.

Generalized FedAvg (also known as FedOpt) algorithm was developed to tackle the

challenges associated with federated learning optimization, where data resides on local

devices and remains unavailable to the central server. This algorithm overcomes these

difficulties by employing a distributed strategy for optimizing the global model, all

while preserving the confidentiality of client data. Specifically, it aims to minimize the
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communication overhead between clients and servers, ensuring convergence of the global

model throughout the process.

Algorithm 3 Generalized FedAvg (also known as FedOpt [58])
1: Data: Input: x0, ClientOpt, ServerOpt

2: for r doound t = 0 to T − 1

3: Sample a subset S(t) of client

4: for client i ∈ S(t) in parallel do

5: Initialize local model x
(t,0)
i = xt

6: for k = 0, . . . , τi − 1 do

7: Compute an unbiased estimate g
(t,k)
i of ∇Fi(x(t,k)

i )

8: Perform local update x
(t,k+1)
i = ClientOpt (x(t,k)

i , g
(t,k)
i , ηl, t)

9: Compute local model changes ∆(t)
i = x

(t,τi)
i − xt

10: Aggregate local changes ∆t = 1
|S|

∑
i∈S(t) ∆(t)

i

11: Update global model xt+1 = ServerOpt (xt,−∆t, η, t)

FedAvg can be easily adapted into a flexible framework that allows the algorithm designer

to change the client update rule [60, 66, 62], the update rule of the global model [58, 41,

67], or the aggregation method applied to updates [68, 69].

In particular, [58] proposed a generalized version of FedAvg, the pseudo-code of which is

presented in 3. The algorithm is parameterized by two gradient-based optimizers: Clien-

tOpt and ServerOpt with client learning rate ηl and server learning rate η, respectively.

While ClientOpt is used to update the local models, ServerOpt treats the negative of

aggregated local changes −∆(t) as pseudo-gradient and applies it to the global model. The

original FedAvg algorithm implicitly set ServerOpt and ClientOpt to be Sgd, with a

fixed server learning rate η = 1.0

The FedAvg algorithm can be viewed as a generalization of Local SGD (also called local-

update SGD or periodic averaging SGD), which is studied for reducing communication

cost in classic distributed settings [70, 45, 46, 47, 71]. Some distinguishing properties of

FedAvg are that unlike classic distributed settings, only a subset of clients participate in

each training round. In terms of analysis, convergence analyses of Local SGD often assume

that the local data is homogeneous and each client performs the same number of local
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updates, assumptions that may not necessarily hold in a federated learning context. While

Algorithms 2 and 3 are useful for understanding relations between federated optimization

methods, the objective of this thesis is to observe Federated Learning under Non-IID data,

requiring more sophisticated algorithmic structure, such as training on data mini-batches.

The next sections expand on these streamlined version to Non-IID setting.

4.1.5 Practical Implementations

When training during experiments, instead of uniformly using K gradient steps, as in

Algorithm 3, we will instead perform E epochs of training over each client’s dataset.

Additionally, we will take a weighted average of the client updates, where we weight

according to the number of examples ni in each client’s dataset. This leads to a batched data

version of FedOpt in Algorithm 6, and batched data version of FedAdagrad, FedAdam,

and FedYogi given in Algorithm 7. Below we can see our practical implementation of

Federated Averaging algorithm (labeled FedAvg Algorithm with batched data Algorithm 4).

Federated Learning is closely related to data heterogeneity. Both heterogeneous data and

inversely homogeneous data are observed upon this thesis in FL tasks. This infers implicit

preconditions to any dataset; it must be divided across clients in precise logic with emphasis

on distributions. The most intuitive approach is to alter degree of data heterogeneity; any

increase in Non-IID settings, while minimization of heterogeneity produces IID scenarios.

Therefore, the thesis includes relevant steps taken to recreate IID situations and Non-IID

scenarios in Federated Learning context. Careful consideration must be taken to prepare

distributions for machine learning tasks, and the next section describes that in detail.

4.1.6 Batched Data

This thesis draws upon two datasets, CICIoMT-2024 [29] and IoMT-TrafficData [30],

both subjected to structure dataset construction, data pre-processing and arrangement

into cohesive tabular form. Beyond those action, federated learning requires clients to

hold private data without disclosing, sharing or broadcasting any data streams to the

central server. Alongside that, traditional machine learning presumes certain data-specific

procedures, crucial for conducting reliable experiments aimed infer applicable results and

avoiding common ML-related mishaps. For instance, these mishaps include overfitting,
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underfitting or evaluating trained model on already trained data. Therefore, these two

datasets were subjected to splitting and data partitioning to meet the requirements of

Federated Learning. Here is a streamlined list that this section more thoroughly:

■ Data Ownership: provide local data to each client, separate from server

■ IID: enforce uniform distribution of local data across clients for IID scenarios

■ Non-IID: produce data heterogeneity with non-uniform distributions

■ Data Splits: divide local dataset into sets of training, testing and validation

■ Federated Evaluation: assess global model on untrained local data

■ Centralized Evaluation: provide unseen data for server assess global model

In FL, the most detrimental issue is the data ownership; each client has their own private

data that is not shared with the central server or any other clients. Therefore, a rigorous

and systematic procedure must be followed to accomplish valid simulation of Federated

Learning, presented in Section 5.2. Firstly, to avoid any data exposure, the raw dataset

Dtotal is split into: (1) Dlocal = {D1, D2, . . . , DK} to conduct local training and on-client

testing (term known as federated evaluation), and (2) Dserver to test global model per FL

communication round (also known as central evaluation). Note that, the entire raw dataset

Dtotal is divided to 80% Dlocal and 20% Dserver, common procedure in ML tasks. The

described systematic approach provides suitable preconditions to experiment Federated

Learning tasks without server accessing client owned data samples.

Once client possess their own private data, subsequent data splitting must be done to

ensure any model testing must occur on previously unseen (untrained) data. Importantly,

the thesis observes both Non-IID and IID settings which require data partitioning logic

exclusive to each other (see Section 5.2). Firstly, IID scenario aimed to simulate uniform

data distribution across clients. Secondly, Non-IID scenario is replicable with Dirichlet

distributions utilized in Equation (5.5). The formula leverages concentration power α

to control the degree data heterogeneity, with smaller parameter α value producing high

class-imbalance. In both IID and Non-IID scenarios, each client possess its own local

dataset Di. More specifically, D = {D1, D2, . . . , DK} where K is total number of clients,

and Di = {z1, z2, . . . , zn} with z is a random data sample and n total number of data

samples.
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In machine learning, a unified approach is to divide a dataset into distinct exclusive sets:

training set utilized during model training, validation set to mitigate model overfitting, and

testing set to empirically measure the results of the final model. To follow this crucial rule,

and mitigate overfitting and underfitting, the thesis experiments systematically separate

each client’s local dataset Di into 60% training P (training)
i , 20% validation P (validation)

i and

20% testing P (testing)
i data-split. This applies to both Non-IID and IID related experiments.

In IID-scenario, all split partitions have uniform distribution, depicting homogeneous data

across of same type, for instance Dhi
and P (training)

i where hi = P(training)
i , hj = P (training)

j

and i ̸= j. More precisely, in IID setting the partitioned data-splits retains the distribution

of the original raw dataset, such that i ̸= j then Di In experiments related to Non-IID,

each data-split is partitioned using Dirichlet distributions in Equation (5.5) with a value to

control degree of data heterogeneity.

Lastly, these two published datasets are relatively large in size and data points. An

appropriate measure to assist training, client’s partition of training data is divide into

batches of equal data points, specifically ξi ←(split P (training)
i into batched of size B).

Henceforth, we represent client’s partition of training data as Pi, instead of P (training)
i ,

because validation and testing do not require batched data, strictly the training tasks in FL.

This concludes the rigorous data splitting and partitioning procedure.

During training, Di is partitioned into Pi a collection of batches ξi, each of size B. Local

model of client i is represented as x
(t)
i at round t. For b ∈ ξ

(t)
i , we let fi(x(t)

i ; b) denote

the average loss on this batch at x
(t)
i with corresponding gradient ∇fi(x(t)

i ; b). Thus, if

b is sampled uniformly at random from ξi, then ∇fi(x(t)
i ; b) is an unbiased estimate of

∇Fi(x(t)
i ).

4.1.7 Federated Averaging

Federated Learning assumes use of distributed data across clients, and in practical scenarios

often access to finite data samples, the number of which may significantly vary between

clients, Pi = {ξ1, ξ2, . . . , ξn}, where Pi is participating client’s partitioned dataset (in the

training loop), consisting of batches of size B. Crucially, Algorithms 2 and 3 require to

be adjusted such practical scenarios. Reddi et al. [58] acknowledge this limitations in

their work, and relate these algorithms behaving as ‘gradient oracles’, where we compute
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unbiased estimates of the client’s gradient.

To implement Federated Learning into real-world scenarios, incoming data streams may

exhibit large class imbalance, especially in the domain of intrusion detection in networks.

Therefore, we present FedAvg Algorithm with batch data Algorithm 4.

Algorithm 4 FedAvg Algorithm with batched dataFedAvg Algorithm with batched dataFedAvg Algorithm with batched data. K clients are indexed by i; B is local

mini-batch size, E is number of local epochs and ηl is the client-side learning rate.
Server executes:

initialize x0;

for t = 0; t < T − 1; t = t + 1 do

m← max{C ·K, 1};

S(t) ← random set of m clients;

for each i ∈ S(t) in parallel do

Initialize x
(t,0)
i = xt;

x
(t+1)
i ← ClientUpdate(i, x

(t,0)
i , ηl);

xt+1 ←
∑

i∈S(t)
ni

nσ
x

(t+1)
i , where nσ = ∑

i∈S(t) ni;

ClientUpdate(i, x
(t)
i , ηl): //conducted by client i

ξ
(t)
i ← (split Piinto batches of size B)

for each e = 1, . . . , E epochs do

for batch b ∈ ξ
(t)
i do

x
(t)
i ← x

(t)
i − ηl∇F (x(t)

i ; b), where ∇F (x(t)
i ; b) is avg. gradient on b for x

(t)
i ;

Return x
(t)
i to Server;

When training during experiments, instead of uniformly using K gradient steps, as in

Algorithm 3, we will instead perform E epochs of training over each client’s dataset.

Additionally, we will take a weighted average of the client updates, where we weight

according to the number of examples ni in each client’s dataset. This leads to a batched

data version of FedOpt in ??, and a batched data version of FedAdagrad, FedAdam,

and FedYogi given in ??. Below we can see our practical implementation of Federated

Averaging algorithm, defined in Algorithm 4.

Our experiments include supplementary experiments contending with homogeneous

distributions (illustrated in Figure 11). Each client distributionDi is the uniform distribution
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over some finite set Di of size ni data samples, referring to IID setting (ξi ∼(iid) Di).

Therefore, we assume that in (4.4), each client distribution Di is the uniform distribution

over some finite set Di of size ni. The ni may vary significantly between clients, common

in Dirichlet distributions with high class imbalance (more in Section 5.2).

4.1.8 Federated Averaging with Server Momentum

Momentum was introduced in federated learning to improve the estimation of the stochastic

gradient, resulting algorithm FedAvgM [61], depicted as Algorithm 5. Momentum is

based on a moving average of previous gradients, and it is commonly viewed as a method

to decrease the variance of model updates [75]. Prior research states momentum is crucial

for training deep learning networks [56], and has explicitly demonstrated to improve

client-optimization [76]. In server-side optimization, momentum parameter modifies the

equation as follows [61]:

g
(t,k)
i = β∇F (x(t,k)

i ; ξ
(t,k)
i ) + (1− β)g(t) (4.7)

where β ∈ [0, 1] is the momentum coefficient, and g(t) denotes a global estimate updated

in the outer loop t of FL rounds. By order, subscript t represents rounds in the most outer

loop, subscript i reflects the client index, while k indicates the inner loop, local update

index. In this thesis, experiments are conducted with batched data, ∀b ∈ ξ
(t)
i as inner-loop,

instead of iterated ∀k = {0, . . . , τ − 1} gradient steps. Thus, henceforth k gradient steps

are omitted throughout this thesis, also in Algorithm 5.

Federated Averaging with Server-Momentum (FedAvgM) is introducing momentum pa-

rameter to improve server-optimization [61]. FedAvgM extends the original FedAvg with

momentum parameter in gradient computation [61] (see highlight in Algorithm 5).

Authors remark [61] that FedAvgM retains the same algorithmic structure of FedAvg [40]

whilst incurring no additional up-link communication overhead compared to the latter.

Apparently, no extra down-link communication cost is required if clients store the last

iterate model xt so that momentum gt+1 can be recovered through (xt+1 − xt)/η [61].

A recent study has focused on utilizing adaptive optimizers with momentum to support

federated learning [58]. The next section expands upon some common adaptive optimizers,

that are implemented in this thesis.
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Algorithm 5 FedAvgMFedAvgMFedAvgM. K clients are indexed by i; B is local mini-batch size, E is number

of local epochs and ηl is the client-side learning rate, η the server-side learning rate.

Input: local learning rate ηl, global learning rate η, momentum β = 0.9.

Server executes:

Initialize local model x0

Initialize gradient estimate g(0)

for t = 0; t < T − 1; t = t + 1 do

m← max{C ·K, 1};

S(t) ← random set of m clients;

for each i ∈ S(t) in parallel do

Initialize local model x
(t,0)
i = xt;

Perform local update x
(t+1)
i ← ClientUpdate(i, g(t,0), x

(t,0)
i , ηl);

Aggregate local updates xt+1 ←
∑

k∈S(t)
nk

nσ
x

(t+1)
i , where nσ = ∑

k∈S(t) nk;

Update global model xt+1 = xt − ηg(t+1);

ClientUpdate(i, x
(t)
i , ηl): //conducted by client i

ξ
(t)
i ← (split Pi into batches of size B)

for each e = 1, . . . , E epochs do

for batch b ∈ ξ
(t)
i do

g
(t)
i = β∇F (x(t)

i ; ξ
(t)
i ) + (1− β)g(t)

x
(t)
i ← x

(t)
i − ηlg

(t)
i

Return x
(t)
i to Server
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4.1.9 Federated Optimization Algorithm

The FedOpt algorithm was developed to tackle the challenges associated with federated

learning optimization, where data resides on local devices and remains unavailable to the

central server. This algorithm overcomes these difficulties by employing a distributed

strategy for optimizing the global model, all while preserving the confidentiality of client

data. Specifically, FedOpt aims to minimize the communication overhead between clients

and servers, ensuring convergence of the global model throughout the process.

Algorithm 6 outlines the FedOpt update procedure, which utilizes a parallel update function

that iteratively modifies client states (lines 5-11) and subsequently aggregates these updates

to compute the global model update (lines 12-13). Additionally, the FedOpt algorithm can

implement adaptive optimizers, such as ADAM, YOGI, and ADAGRAD, to enhance both

the performance and convergence of model training. By incorporating these optimizers,

FedOpt effectively handles uneven data distributions and fluctuations in connection quality.

Algorithm 6 describes FedOpt, also known as generalized FedAvg [56].

Algorithm 6 FedOptFedOptFedOpt Algorithm (also known as Generalized FedAvg) [58]).
1: Input: Initial model x0; ClientOpt, ServerOpt with learning rates ηl, η

2: for t ∈ {0, 1, . . . , T − 1} do

3: m← max{C ·K, 1};

4: S(t)← random set of m clients;

5: for client i ∈ S(t) in parallel do

6: Initialize local model x
(t,0)
i = xt

7: for local epoch e = 1, . . . , E do

8: for batch b ∈ ξ
(t)
i do

9: Compute local stochastic gradient g
(t)
i = ∇Fi(x(t)

i ; b)

10: Perform local update x
(t)
i = ClientOpt (x(t)

i , g
(t)
i , ηl, t)

11: Compute local model changes ∆(t)
i = x

(t)
i − xt

12: Aggregate local changes n = ∑
i∈S(t) ni, ∆t = ∑

i∈S(t)
ni

n
∆t

i

13: Update global model xt+1 = ServerOpt (xt,−∆(t), η, t)

14: end

Alternative optimization methods may be implemented in both client-side optimization and
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server-side optimization, instead of the Stochastic Gradient Descent. Adaptive methods

have been researched in previous studies in convex [77] [78] and non-convex settings [72]

[79]. Adaptive optimization preconditions the gradients to enhance optimization efficacy,

dynamically adjusting the learning rate for each model parameter [77] [78] [80]. More

recent advancements in federated learning have implemented adaptive methods for server

and client model parameter updates.

4.1.10 Adaptive Federated Optimization Methods

In previous studies, some researchers have shown that using an adaptive coordination

update can help enhance the convergence of federated learning (FL) [81]. Additionally, it

has been demonstrated that adaptive methods offer distinct advantages in environments

with a heavy-tailed random gradient noise distribution, which is often seen in non-IID data

[43]. Consequently, Reddi et al. [58] were the first to explore the adaptive server optimizer

that incorporates client learning rate attenuation with three distinct algorithms, including

FedAdam, FedAdagrad and FedYogi. These algorithms modify FedAvg during global

update step by using server-side optimizers Adam, Adagrad and Yogi respectively, as

shown below:
m = β1m + (1− β1)∆

v = v + ∆2 (FedAdagrad)

v = v − (1− β2)∆2 sign(v −∆2) (FedYogi)

v = β2v − (1− β2)∆2 (FedAdam)

w = β1w + ηg√
v + ε

m

(4.8)

where m is the global momentum (also known as first-order momentum) and accumulator

(second-order momentum) v, with two parameters β1 and β2. Setting τ is employed to

control the adaptive size, also known as degree of adaptivity; smaller values of τ lead

to greater self-adaptation [58]. The variable ηl represents the client learning rate. By

adjusting ηl, one can derive the average difference ∆t and the accumulator xt for the model

across different optimization methods. The server utilizes the aggregated local update

∆ as pseudo-gradient to compute the global momentum m. This approach updates the

server model based on the accumulated update history rather than just current average local

update (which may vary greatly across rounds) [82]. Results in [58] indicate that using

an adaptive server optimizer offer significant improvements over Federated Averaging
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(FedAvg) Algorithm, especially when dealing with heterogeneous data. In this work, server

and client optimizers are utilized to leverage optimization schemes such as Adagrad,

Adam, and Yogi, all based on FedAvg. Algorithm 7 presents the pseudo-codes for

Adagrad, Adam, and Yogi in relation to FedAvg.

Algorithm 7 FedAdagradFedAdagradFedAdagrad , FedYogiFedYogiFedYogi , and FedAdamFedAdamFedAdam . K clients are indexed by i; B is

local mini-batch size, E is number of local epochs and ηl is the client-side learning rate.
1: Initialization: x0, v−1 ≥ τ 2, optional β1, β2 ∈ [0, 1) for FedAdam and FedYogi

2: for t = 0, . . . , T − 1 do

3: m← max{C ·K, 1};

4: S(t)← random set of m clients;

5: Initialize local model x
(t,0)
k = xt

6: for each client i ∈ S(t) in parallel do

7: for e = 1, . . . , E do

8: for batch b ∈ ξ
(t)
i do

9: Perform local update x
(t)
i = x

(t)
i − ηl∇Fi(x(t)

i ; b)

10: Compute local model changes ∆(t)
i = x

(t)
i − xt

11: Aggregate local changes ∆t = ∑
i∈S(t)

ni

n
∆(t)

i , where n = ∑
i∈S(t) ni

12: Compute global momentum mt = β1mt−1 + (1− β1)∆t

13: Find 2nd-order momentum (accumulator) vt = vt−1 + ∆2
t (FedAdagrad)(FedAdagrad)(FedAdagrad)

14: Accumulate 2nd-order momentum vt = vt−1 − (1− β2)∆2
t sign(vt−1 −∆2

t ) (FedYogi)(FedYogi)(FedYogi)

15: Compute 2nd-order momentum vt = β2vt−1 + (1− β2)∆2
t (FedAdam)(FedAdam)(FedAdam)

16: Update global model xt+1 = xt + η mt√
vt+τ

17: end

Throughout the experiments, we use Algorithm 7 for all implementations FedAdagrad,

FedAdam, and FedYogi in Chapter 6 set of parameters have been chosen by relying on

similar experiments by other authors. For FedAdagrad, parameter selection was heavily

reliant on a previous work [73], which states that typical versions of Adagrad do not use

momentum, consequently β1 = β2 = 0. For FedAdam and FedYogi, similarly, predefined

values were extracted from that past work [73, 58], and we set β1 = 0.9, β2 = 0.99.
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4.1.11 Flower

The overall FL architecture can be described in several steps. Before any training can

commence, the clients must establish a connection with the orchestrating server. The

training initiates once the server shares the initial parameters to the client. Upon receiving

these parameters, each client performs training on its local dataset by updating weights

locally. After completing training, clients send their updates back to the server. Utilizing

FedAvg, outlined in Algorithm ??, the server aggregates these updates into a global model

updates, which is communicated back to the clients for next training round. This cycle

continues until all rounds are finished. In summary, the steps for each round are as follows

[83]:

■ The server accepts connections from a set number of clients.

■ The server transmits the initial parameters of the global model to the clients.

■ Each client conducts training on its local data, computes local weights or gradients,

and sends an update to the server.

■ The server updates the parameters for the global model and aggregates the results.

Flower library leverages the concept of strategies to configure several options, include the

type of averaging or optimization algorithm which is used to aggregate parameters during

training. A strategy in the Flower library offers other directly configurable settings. Some

of which are - the number of total clients participating in FL, the minimum number of

clients required to be available for training, and the minimum number of clients required

for validation. The hyperparameters, displayed in Table 1 were configured on the server

side using a method classified by a strategy, and were communicated to the clients for

training. These are the learning rate η set to 0.01, number of rounds T set to 50, and local

epochs E set to 100.

Table 1. Hyperparameter Settings.

Hyperparameter Value

Learning Rate (η) 0.01

Local Epochs (E) 100

FL Rounds (T ) 50
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Algorithm 8 Federated Learning algorithm in high-level pseudocode. S is the server, Cn

are the clients, Dc is the client’s data samples, and R is the aggregated results.
1: Server S starts:

2: Initialize parameters: p

3: Clients: Cn

4: Client’s Data: Dc

5: Total number of rounds: T

6: for each round t = 1→ T do

7: Cn ← p

8: for each Client Cn in parallel do

9: Classify Dc

10: S ← ClientUpdate(p)

11: S → ParameterUpdate(p)

12: S → AggregateResults(R)

13: Return R

The displayed Algorithm 8 depicts a simplified implementation of Federated Learning.

More detailed descriptions of specific averaging algorithms and optimization are provided

in upcoming sections of this Chapter.

To evaluate the proposed models, we utilized two distinct datasets: CICIoMT2024 [29]

and IoMT-TrafficData [30]. These datasets are advantageous as they are recent and

specifically tailored to address attacks in Internet of Medical Things (IoMT) environments.

A comprehensive description of these datasets can be found in the Chapter 5.

Within the federated learning (FL) framework, it is essential to allocate the training data

among the various clients participating in the model training process. In this case, we

implemented a horizontal partitioning approach, referred to as Horizontal FL (HFL). This

method allows clients to share the same feature space (that is, columns in tabular data) while

having different sample sets (meaning, rows in tabular data) [84]. For comparative results,

we provide two separate degrees of data heterogeneity, by utilizing Dirichlet Partitioning.

Data partitioning is described in ??. HFL is especially useful when datasets comprise

records from various organizations or devices that provide similar types of information, in

our case, these are separate healthcare organization’s network infrastructures.
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The federated learning (FL) process outlined in this model includes several steps, as

described in Algorithm 8. We consider K clients (C1, C2, . . . , CK), each possessing local

data Di ⊂ D where K is indexed by i. Here, D represents a dataset comprised of n samples

and m features, denoted as D = (xi, yi) where xi ∈ Rm and yi ∈ Rm. A coordinating

server, Sserver oversees the entire learning process. The FL procedure involves multiple

rounds, R, with R ≥ 1, to ensure effective convergence of the model. In the initial round,

server Sserver initializes global model x0 and broadcasts to each clients Ci. The clients

then creates an local model trained on its local data, Di, and transmits it to the server. This

transmitted data consists solely of model parameters. The server subsequently aggregates

all received local model updates from clients to construct a new global model. The number

of iterations in federated learning significantly impacts performance. Each iteration allows

the server to combine updates from the clients’ local models to refine the global model.

Typically, a single round is insufficient, making it vital to repeat this process multiple times

for optimal results. In the subsequent rounds, the server sends the global model to all

K clients. Each client loads the global model and updates it using their local data. The

newly generated local model updates are then sent back to the server. The server continues

to improve the global model by aggregating the ensemble of trees from the models sent

by the clients. The outcome of the FL algorithm is a global model that aggregates the

findings of the clients’ local models while safeguarding data privacy. This approach allows

clients to more accurately detect malicious activities in Internet of Medical Things (IoMT)

environments without compromising their own data. In the following section, we assess

the global models — created with various existing FL optimizations — using new test data

and compare its effectiveness to that of a FL environment with IID data.
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5 Experimental setup

The thesis is an empirical evaluation to train various federated learning models to enhance

cyber-attack detection in a decentralized Internet of Medical Things (IoMT) device

architecture. Thomas W. Edgar and David O. Manz authored a comprehensive book

titled Rearch Methods for Cyber Security [85] to describe various scientific approaches for

conducting rigorous research in this respective domain.

Thomas W. Edgar and David O. Manz authored a detailed book titled Research Methods

for Cyber Security [85] to outline various scientific methods for conducting research in this

field. This section draws on information relevant to rigorous research and experimental

design. In this thesis, we investigated how existing systems including machine learning

and deep learning interact within federated learning and with peer-reviewed public datasets

to enhance our understanding of intrusion detection capabilities. Therefore, our research

applies experimentation, focusing on federated learning concepts and existing datasets,

thereby contributing to scientific advancement.

In our experimental design it is vital the dependent variables. Prediction must be divided

into one or more measurable observables, each serving as a dependent variables. A

dependent variable is an aspect we measure or observe as a result of an intervention in

our experiment [85]. To identify a dependent variable, we must specify what we will

observe, how we will measure it, the possible range of values, and the expected results. A

clear understanding of the dependent variables is crucial for setting up an experiment that

will provide the necessary evidence to conclusively answer our research questions. In our

case, machine-learning tasks observer data points, and measure the rate of true and false

predictions to provide efficacy of machine-learning model performance. Therefore, we

continue to define the performance metrics, and observable dependent variables.
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5.0.1 Performance Metrics

Evaluating the performance of machine-learning or deep-learning models for classification

problems - such as the one presented in this work - is mainly based on metrics obtained from

a confusion matrix (CM). A confusion matrix is a table that matches each predicted label

with the real, true label of a data sample. This provides information about how many times

the model was able to predict the correct class and how often the model made a mistake.

Therefore, class labels are the dependent variables we observer to infer predictions.

CM counts both correct and wrong classification and those counts are used to compute

the usual performance metrics. In anomaly-based intrusion detection, a confusion matrix

(CM) can be employed to assess how often the model manages to:

■ Detect anomalies or attacks correctly — i.e., True Positives (TP);

■ Detect normal traffic correctly — i.e., True Negatives (TN);

■ Mistake normal traffic as anomalous — i.e., False Positives (FP);

■ Mistake anomalous traffic as normal — i.e., False Negatives (FN).

Typically, a CM is presented in table similar to Figure 1. The values on the right-hand side

follow the same color coding (for example, dark blue may represent numbers around 80 K,

but this figure varies with the total number of classified samples.

Figure 1. Confusion matrix example

A perfect model would label every malicious sample as true positive (TP) and every benign

sample as true negative (TN), without mixing the two categories. An ideal model is nearly

impossible due to limited training examples. However, the objective is to minimize the

number of false positives (FP) and false negatives (FN), since high FP rates generate

unnecessary alerts while high FN rates let attacks slip through unnoticed. By filling out a

52



confusion matrix (CM), we obtain the raw count needed to compute the essential evaluation

metrics - accuracy, precision, recall, F1-score. These quantify how close the model comes

to that ideal behavior. Therefore, we present the precise formulas to calculate these metrics:

Accuracy

The accuracy of the model is the percentage of times that a model is correct. More formally,

accuracy is a ratio between the number of correctly predicted data points and the total

number of data points [86], as shown in Equation (5.1).

Accuracy = TP + TN

TP + FP + TN + FN
(5.1)

To capture the impact of the misclassifications - false positives and false negatives - we

introduce error-sensitive metrics that provide a more comprehensive evaluation of model

performance.

Precision

Precision provides the rate of elements that have been classified as positive and that are

actually positive. It is obtained by dividing correctly classified anomalies (TP) by the total

number of positive instances (TP+FP), as shown in Equation (5.2).

Precision = TP

TP + FP
(5.2)

Recall

Recall describes the proportion of correct predictions among data points with a positive

label [86], that is, the number of true positives (TP) divided by the total number of positives

(TP+FN).

Also defined as sensitivity, recall is obtained from the correctly classified attacks (TP)

divided by the total number of attacks (TP+FN) and measures the model’s ability to identify

all positive instances (i.e., attacks) in the data. Recall is calculated by Equation (5.3).

Recall = TP

TP + FN
(5.3)

53



F1-Score

The F1-score combines precision and recall by computing their harmonic mean, as shown

in Equation (5.4). The higher the score, the better the model.

F1-Score = 2× Precision× Recall
Precision + Recall

(5.4)

In multiclass classification, an averaging technique is used to obtain an overall score for

each metric. Several exist, as explained by [87]. In this case a weighted averaging score

is used where class imbalance is considered according to the number of samples of each

class in the data.

Throughout the experimentation, the models were trained, tested and validated in two

unique data sets - the CIC-IoMT2024 dataset [29] and the IoMT-TrafficData dataset [30].

The author preprocessed the dataset, extracted relevant features, and distributed the data

for machine learning tasks. More specifically, these datasets are non-independently and

identically distributed (non-IID) across the various cyber-attack types, a common trait

for collected data from many devices. Horizontal federated learning can overcome the

challenges posed by non-IID data, and this empirical evaluation was used to benchmark

the performance of a model with variances in optimization techniques.

This empirical study constituted an inherent assumption – a dedicated machine learning

model must be able to host various optimization techniques to compare the model

performance results between different optimization techniques. Thus, this assumption

concludes that ML models confined to a single optimization technique were excluded, for

instance, Random Forrest (RF), which strictly can host one optimization algorithm (that is,

bootstrap aggregating or bagging) based on existing literature. Conversely, any such model

would inherently hinder any comparative empirical results. Thus, a conscious assumption

confined the empirical study to find one, and Gated Recurrent Unit (GRU) was chosen for

that purpose, as it has not been implemented for IoMT-related intrusion detection. Recent

study [88] investigated XGBoost in Federated Learning-based intrusion detection.

A preliminary measurement was conducted to determine a performant machine learning

model with a common optimization technique for a baseline. The baseline optimization

technique was a federated averaging (FedAvg) algorithm that used the arithmetic mean.
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The comparative results were conducted using traditional model performance metrics –

accuracy, precision, recall, and F1-score. This provided confidence in model accuracy

as well as rates of error with false negatives and false positives. The numerical results

facilitated comparative evidence to determine the most effective optimization algorithm for

model convergence for the purpose of enabling ML-based network intrusion systems.

Throughout this research, varied optimization techniques provided results of model

performance. These empirical results on two separate datasets - the CIC-IoMT2024 dataset

[29] and IoMT-TrafficData [30] - provided confidence in the research results and validated

the thesis study. This empirical evaluation contributed to the domain by addressing an

existing gap in the literature and comparative results of machine learning on two datasets.

The validation of research outcomes is coupled with experimental setup and dataset

separation. As such, to validate the research outcome, we must first examine the experimental

setup, the separation of the data set into training, testing, and validation data, as well as the

separation of the data corpus across binary and multiclass labels. Thus, prerequisite data

partitioning serves a vital process to ensure validation of the research outcomes, alongside

the use of two distinct datasets.

In Chapter 4 we presented an Federated Optimization Methods. These are defined to

be applicable Non-IID situations, suitable for our intended work to measure intrusion

detection capabilities in these circumstances. To assess a formulated prediction inferred

by a machine-learning model, we must have followed rigorous procedures to minimise

bias. Therefore, a systematic approach is introduced in this Chapter to create unseen data

for model testing purposes on the federated client’s local dataset, and the central server’s

dataset.

Our work is an empirical evaluation of various Federated Learning server-side optimization

methods to compare results. As such, we follow the principles outlined in Research

Methods for Cyber Security by Thomas W. Edgar and David O. Manz [85]. The authors

describe that a good experiment must exhibit the following traits and actions:

■ Clear: Explicitly describe the experimental design, underlying assumptions, proce-

dural steps, analytical methods, and the rationale for each choice so any reader can

understand what was done and why.
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■ Precise: Define unambiguous steps that every researcher can follow, thereby

eliminating confounding due to inaccurate execution of the experiment.

■ Repeatable: Record every stage - from design through execution and analysis - in

detail for other researchers to replicate the experiment under same conditions.

■ Reproducible: Provide the software developed to execute and analyze the experiment

with the generated data for peers to compare and validate results.

These four characteristics serve as key pillars of rigorous experimentation in this thesis.

Henceforth, the author emphasizes throughout this chapter the procedural aspects that

uphold clear, precise, repeatable and reproducible experimentation.

5.1 Datasets

Intrusion Detection is aimed to infer possible attacks from abundant data streams. To

produce efficacy, sophisticated relationships and patterns must be recognized from incoming

sources of potential varied types of data. The thesis aims to utilized existing peer-reviewed

datasets - CIC-IoMT-2024 [29] and IoMT-TrafficData [30] in Federated Learning. Both

datasets meticulously constructed based on network logs consisting of plethora of attack

instances related IoMT devices. As such, the thesis draws upon these two published datasets

[29] [30] to build ML-based Intrusion Detection capabilities for healthcare institutions to

bolster detection rates against potential IoMT-related cyberattacks.

To construct reliable intrusion detection based upon any machine learning approach, an

existing dataset must be utilized to infer relations and intricate patterns across data points.

The task is to build a classifier that infers a prediction on new unseen data. Binary classifier

in intrusion detection is capable of identifying whether an attack occurred or not. More

sophisticated form of detection capability is the ability infer the type of attack, a reasonable

expectation for a ML-based Intrusion Detection System. Thus, this chapter divides these

accordingly into two distinct tasks: binary classification and multiclassification.

An adequate classifier is trained on a large quantity of data, and the final testing must be

conducted on previously unseen data which the model has not been trained upon. Therefore,

a preliminary task was to subject the dataset to splitting across the target label the expected

model is able to infer. In federated learning, a systematic approach is required to partition
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the data into distributions, either uniform distribution to depict homogeneous data or

non-uniform to create data heterogeneity (discussed in Section 5.2).
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5.2 Dataset Preparation

This experimental setup acted on existing datasets, namely two separate datasets: CIC-

IoMT2024 dataset [29] and IoMT-TrafficData dataset [30]. These provided different

distributions by geographic, time-spatial, and overall purpose from various IoMT devices.

Thus, no explicit data collection was carried out. Both datasets necessitated in-depth pre-

processing, including correlation heatmaps, normalization, or standardization by authors

[29], [30] respectively. In our work, we partitioned these peer-reviewed datasets into

smaller subsets (1) by class labels, to distinguish by target label, (2) into training, testing,

and validation purposes across these class labels, (3) in order to simulate heterogeneous

(and homogeneous) scenarios and distribute clients for Federated Learning.

Firstly, the partitioning was a detrimental step to gather equal distributions of class labels,

and then deliberately distributed labels unevenly to simulate the traits of non-independently

and identically distributed (Non-IID) data between client devices. The study focused

on FL-enhanced intrusion detection in HFL architectures within IoMT networks, and

these decentralized IoMT networks collect non-independently and identically distributed

(non-IID data) that is not shared with a central server. Thus, the experiment must disparately

distribute data to replicate imbalanced data distributions among IoMT devices, including

class imbalances, varied data sizes, and other non-uniform data characteristics.

An effective method for simulating real-world data distributions is the Dirichlet distribution.

This partitioning technique, introduced in [89] and utilized in subsequent studies [60],

[90], [68], allocates samples of each label to parties based on the Dirichlet distribution.

Specifically, we sample pm ∼ DirN(α) and distribute pm,j proportion of instances of class

m to FL client j with α serving as concentration parameter (α > 0). A key advantage of

this approach is its flexibility in adjusting imbalance levels by varying α. Smaller values of

β lead to more unbalanced partitions. Henceforth, we use Dirα(·) to use of indicate the

Dirichlet distribution Equation (5.5), where α acts as a degree of heterogeneity.

The Dirichlet distribution effectively models data distributions as a multivariate probability

distribution that describes the distribution of probability vectors. Its probability distribution

function is represented as follows [91]:

P (p | α) = 1
B(α)

M∏
m=1

pαm−1
m (5.5)
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In this equation, p is an M -dimensional vector that represents the probability of each

object’s tag m (i.e., class label of each data sample) for each client, and αm is a positive

parameter that influences the concentration of the generated distribution. Therefore, a

smaller value of α leads to a more uneven distribution of different class labels across

clients, reflecting greater variability in the objects assigned to each client. Particularly

when α is significantly small, it becomes increasingly likely that not all class labels will

be represented across each client. Therefore, adjusting parameter α to lower values leads

to more concentrated and skewed data distributions, introducing Non-IID data in our

Federated Learning experiments, illustrated in upcoming Figure 5.

Secondly, this partitioning allowed the author to separate the data into training data, test data,

and validation data by target label. Therefore, in this experimental setup, each client’s dataset

was partitioned into 60% training data, 20% testing data, and 20% validation data. Training

data was used throughout the model building process, testing data and validation data were

strictly excluded from any model training steps. In essence, validation data concluded

whether the trained model exhibited traits reminiscent of overfitting or underfitting, thus

providing crucial feedback on whether the training tasks requires additional attention.

Lastly, testing data was strictly used to validate the results and performance of the model in

accuracy, precision, recall, and F1-score. Figure 2 depicts a rudimentary overview.

Figure 2. Each FL client splits their local data into training, validation and testing sets

In our work, we investigate both binary and multiclass classification, and these distinctive
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tasks implicitly require that each class label is split systematically. Similarly, we opted

to split each class label into, 60% training, 20% validation, and 20% testing subsets.

Therefore, we continue presenting more the

Figure 3. IoMT-TrafficData Client 4: Each multiclass label adheres to data splitting - 60% training, 20%

validation and 20% testing sets (Non-IID, α = 0.5)

Previously defined Equation (5.5) outputs the required class imbalances for our experiments.

Subsequently, these local distributions were subjected to data splitting prodecures to provide

each client with their local splits of 60% training, 20% validation and 20% testing data

cross each cyberattack category, as depicted in Figure 3 and Figure 4.

An important nuance must be acknowledged - distributions differ significantly across

multiple clients, some equipped with an abundant size of a single class, while only a small

amount of other classes.

In our work, we present results of experiments related to two separate datasets. As such,

data heterogeneity is also extended to dataset CICIoMT2024 for multiclass classification

tasks, depicted in Figure 7. Conversely, CICIoMT2024 dataset has inherently skewed

distribution towards two more prevalent attack (labeled as "DDoS" and "DoS"), as seen in

Figure 8.

The class imbalance inherent in the original dataset influences the partitioned Dirichlet

distributions. In the case of this dataset, client possess local dataset with an imbalance
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Figure 4. CICIoMT2024, Client 15: Each multiclass label adheres to data splitting - 60% training, 20%

validation and 20% testing sets (Non-IID, α = 0.5)

Figure 5. IoMT-TrafficData: Class Distribution for Multiclass Classification (Non-IID, α = 0.5).

towards most represented class types, namely network intrusions categorized as Distributed

Denial of Service Attacks (DDoS) or Denial of Service Attacks (DoS).

Binary classification with Non-IID implicitly presumes similarly principle to create

heterogeneous data environments. In Figure 9, dataset IoMT-TrafficData is split among the

binary labels ("Attack", and "Normal"). In addition, the procedure is applied provide the

second dataset as well, to simulate heterogeneous data from CICIoMT2024 dataset, for

binary classification tasks, illustrated in Figure 10.
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Figure 6. IoMT-TrafficData: Distribution of the original [30] published dataset.

Figure 7. CICIoMT2024: Class Distribution for Multiclass Classification (Non-IID, α = 0.5).

Our work also presents supplementary results in Federated Learning with IID data,

particularly experiments contending with more homogeneous distributions for both binary

and multiclass classification tasks.

In Figure 11 we can see similar distributions across clients in FL for multiclass classification

tasks, whilst acknowledging the relatively predominant class labeled "normal" in all clients.
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Figure 8. CICIoMT2024: Distribution of the original [29] published dataset.

Figure 9. IoMT-TrafficData: Class Distribution for Binary Classification (Non-IID, α = 0.5).

In both Figure 11 and Figure 12 we can see more uniform distributions across clients, an

suitable precondition for experiments to be conducted in Federated Learning with IID data.

It is important to distinguish between federated Evaluation and centralized Evaluation in

relation to testing data. The previously mentioned testing data subsets refer to locally owned

data, which are used for federated evaluation. Federated evaluation involves assessing

the performance of each client’s local model using their distributed testing data (shown
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Figure 10. CICIoMT2024: Class Distribution for Binary Classification (Non-IID, α = 0.5).

Figure 11. IoMT-TrafficData: Class Distribution for Multiclass Classification (IID).

in Figure 3 and Figure 4). In contrast, Centralized evaluation is conducted on the global

model, which the server creates by aggregating local updates sent by the clients.

In our work, global model testing is done with isolated testing data, that resides strictly on

the server and not included in any training tasks. For simplicity, we refer to is as server

testing data, and label it has such in Figure 13.

The process of analyzing resulting data is crucial step to determine the whether research
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Figure 12. IoMT-TrafficData: Class Distribution for Binary Classification (IID).

Figure 13. IoMT-TrafficData: Testing data in Centralized evaluation for Multiclass classification

questions were answered, and to provide solid conclusions. The proposed work provides

results in Chapter 6 and corresponding discussion in Chapter 7.
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6 Results

In this section, we present the findings from experiments conducted with the IoMT-

TrafficData [30] and CIC-IoMT2024 [29] datasets. We evaluated the performance of the

federated learning (FL) model in both binary and multiclass classification, organizing the

results into distinct subsections for clarity. Performance metrics such as accuracy, precision,

recall, and F1-score were used to compare the FL optimizers to other contenders.

The experiments were categorized into three scenarios based on the degree of class imbalance

in the datasets. Firstly, we assumed non-IID data to better reflect real-world network traffic.

Using Dirichlet Distributions with =0.5, we created high label imbalance across clients,

referred to as Dirα=0.3(·). Secondly, we explored slightly more imbalanced distributions

with =0.3 to assess how different levels of imbalance might affect the performance of FL

optimization methods, noted as Dirα=0.3(·). Lastly, we gathered supplementary results

in an IID scenario to evaluate whether traditional server-side optimizers outperform the

previously mentioned FL optimization approaches.

Results were obtained by sending server-side testing data to the global model for prediction

inference. Server-side testing data is not to be confused with client’s local testing data,

which is used for federated evaluation — assessing a client’s ability to make correct

predictions using untrained local data on their local model.

Moving forward, we will concentrate on empirical results gathered from centralized

evaluation using server-side testing data, which remains unaffected by specific imbalances

other than those inherent in the raw data. It’s important to note that the global model on

the server is built by aggregating local updates generated from machine learning tasks on

individual devices. Thus, this centralized evaluation of the global model is crucial for

minimizing biases that clients may encounter.

Moving forward, we focus on acquiring empirical results on basis of server-side testing data,

that is not subjected to any particular type of imbalances, excluding the inherent imbalance
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that exists in the raw ingested data. It is crucial to comprehend that the global model

(on the server) was aggregated upon local model updates, and these updates originated

from machine-learning tasks on the local device, on their training data. Therefore, the

server-side testing data is vital to cast aside distributions that the client is vaguely familiar.

6.1 Binary Classification

In our work, binary classification is used to detect occurrences of network intrusions. The

thesis provides results for both homogeneous and heterogeneous data circumstances in

separate experiments for the two different datasets.

6.1.1 Binary Classification: Dataset IoMT-TrafficData

Table 2 summarizes the performance of different FL server-side optimizers (optimization

methods) for binary intrusion detection on IoMT-TrafficData in the Non-IID setting

(Dirα=0.5(·)). This table reports the centralized evaluation metrics at the last communication

round (i.e., the final global model after training), which is vital because it reflects the model

that would be deployed in a healthcare IoMT intrusion detection system. However, it is not

sufficient to only look at the final (50th) round results, because the FL process can show

instability, slow convergence, or temporary degradation across communication rounds.

Table 2. IoMT-TrafficData: Results for FL Optimizers in Binary Classification (Dirα=0.5, Non-IID)

Optimizer Accuracy Precision Recall F1-score

FedAvg 0.99532 0.99549 0.99532 0.99540

FedAvgM 0.99418 0.99425 0.99418 0.99422

FedOpt 0.99670 0.99682 0.99670 0.99675

FedYogi 0.99662 0.99674 0.99662 0.99668

FedAdam 0.98959 0.98942 0.98959 0.98949

FedAdagrad 0.99667 0.99678 0.99667 0.99672

Vital information is presented in Figure 14, as it illustrates the performance of different

Federated Learning optimizers on the F1-score metric across communication rounds. In

particular, the figure shows that the Federated Optimization algorithm (FedOpt) achieves

both high performance and stable behavior throughout the training process, with limited
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fluctuations. This stability is important in binary intrusion detection, where consistent

detection capability is required for healthcare IoMT networks.

Figure 14 further supports this observation by showing the F1-score across communication

rounds. It can be observed that FedOpt is resistant to fluctuations and performance

degradation. A similar trend is empirically identified for the CICIoMT2024 dataset under

the same Non-IID configuration (Dirα=0.5(·)), as shown in Section 6.1.2 and Figure 20.

Figure 14. IoMT-TrafficData: F1-score of FL Methods in Binary Classification (Dirα=0.5(·), Non-IID).

Figure 15. IoMT-TrafficData: Metrics of FedOpt Method in Binary Classification (Dirα=0.5(·), Non-IID).

Overall, these results indicate that FedOpt is the most reliable server-side optimizer for

binary intrusion detection in federated healthcare IoMT networks under Non-IID data
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distributions.

Federated Optimization Algorithm (FedOpt) merits outperforms in F1-score. As such,

more elaborate results can be extracted from this particular optimizer in the context of

these two datasets in Non-IID situation (Dirα=0.5(·) configuration) in Equation (5.5)).

Figure 16. IoMT-TrafficData: F1-score of FedOpt Method in Binary Classification (Dirα=0.3(·), Dirα=0.5(·)

and IID).

Figure 17. IoMT-TrafficData: Clients using FedOpt Method in Binary Classification (Dirα=0.5(·), Non-IID).

As mentioned before, the experiments can be divided based on the degree of imbalance,

data heterogeneity. Given the results of FedOpt, we can see potential difference in model
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performance in Non-IID with α = 0.3, Non-IID with α = 0.5 and IID scenario. This can

be seen for both datasets, depicted in Figure 16 and Figure 22.

Figure 18. IoMT-TrafficData: F1-score of FL Methods in Binary Classification (IID).

Federated evaluation was discussed to measure model performance on the client, with their

dedicated testing data. Importantly, the testing data must have remained isolated from any

training or validation tasks to ensure it remained unseen by the trained model. Meeting

this requirement, the client-side local testing data can be used to measure local model

performance. As seen in the Figure 17, on each communication round clients’ local model

adjusts to the global model.

Figure 19. IoMT-TrafficData: Clients using FedAvg Method in Multiclass Classification (IID).

70



It is imperative to identify the model performance in IID situation, regardless its inapplica-

bility in real-world scenarios of Intrusion Detection in networks. We can notice FedAvg

Algorithm has outstanding results in both centralized evaluation Figure 18 and client-side

federated evaluation Figure 19.

6.1.2 Binary Classification: Dataset CICIoMT2024

Table 3 presents the centralized evaluation results of binary intrusion detection on CI-

CIoMT2024 for multiple FL server-side optimizers under Non-IID (Dirα=0.5(·)). This

table depicts the metrics at the last communication round, which is vital because it

represents the final global model performance that is relevant for deployment of IDS in

healthcare IoMT networks. Nevertheless, only reporting the last (50th) round does not

fully describe the learning behaviour of each optimizer, since some methods may converge

faster, fluctuate more, or degrade before stabilizing. In Table 3, FedAdagrad seemingly

exhibits higher results, but across the communication rounds FedOpt seems to be more

reliable. Section 6.1.1 IoMT-TrafficData also exhibited FedOpt the most reliable and

effective, common trend among the datasets (illustrated in Figure 14 and Table 2.

but closer inspection of model performance across FL communication rounds depicts

FedOpt experiments

For this reason, the detailed behavior across the full federated learning process is shown

in Figure 20, where the communication-round evolution enables comparison of all FL

optimizers (server-side optimization methods), and not strictly the final round.

Table 3. CICIoMT: Results for FL Optimizers in Binary Classification (Dirα=0.5, Non-IID)

Optimizer Accuracy Precision Recall F1-score

FedAvg 0.9228 0.9767 0.9228 0.9481

FedAvgM 0.7646 0.8497 0.7646 0.8009

FedOpt 0.8815 0.9874 0.8815 0.9276

FedYogi 0.8648 0.9843 0.8648 0.9157

FedAdam 0.5359 0.9740 0.5360 0.5608

FedAdagrad 0.9200 0.9794 0.9200 0.9476
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Figure 20. CICIoMT2024: F1-score Metrics for FL Methods in Binary Classification (Dirα=0.5(·), Non-IID).

The Federated Optimization Algorithm (FedOpt) provides relatively high performance

across accuracy, precision, recall and F1-score. Results indicate that this federated server-

Figure 21. CICIoMT2024: Metrics of FedOpt Method in Binary Classification (Dirα=0.5(·), Non-IID).

side optimization method is performing well in various scenarios of data heterogeneity.

This common pattern in FedOpt Algorithm is noticeable also in Non-IID scenarios, where

Dirα=0.3(·), and in IID settings (depicted in Figure 22).

Model performance rates can be measured on the client-side with their locally owned

testing data. Federated evaluation is depicted in Figure 23. The same principle was applied

to dataset IoMT-TrafficData (in Figure 17) to observe client-side model performance per
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Figure 22. CICIoMT2024: F1-score of FedOpt Method in Binary Classification (Dirα=0.3(·), Dirα=0.5(·)

and IID).

communication round. Results describe poor performance for some clients, and some

experiencing failures to participate entirely due to limited allocated resources, common in

real-world Federated Learning architecture with resource-strained clients.

Figure 23. CICIoMT2024: Clients using FedOpt Method in Binary Classification (Dirα=0.5(·), Non-IID).

Experiments conducted on IID data, FedAvg Algorithm and provide consistent performance

across accuracy, recall, precision and F1-score Figure 25. Similar trend can be noticed

that federated evaluation across clients is much more uniform in IID setting for both
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Figure 24. CICIoMT2024: F1-score of FL Methods in Binary Classification (IID).

Figure 25. CICIoMT2024: Metrics of FedAvg Algorithm in Binary Classification (IID).

datasets CICIoMT2024 Figure 26, and IoMT-TrafficData (previously depicted in Figure 19)

once FedAvg is applied without adaptive server-side optimization. Server-side optimizers

seem to exhibit volatility on F1-score metric across communication rounds in the case

of homogeneous datasets (IID). Note that, adaptive server-side optimizers fluctuation

substantially more in the case for IID dataset CICIoMT2024 (in Figure 24) compared to

IID dataset IoMT-TrafficData (previously illustrated in Figure 18).
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Figure 26. CICIoMT2024: Clients using FedAvg Method in Binary Classification (IID).

6.2 Multiclass Classification

Multiclass classification in federated learning requires innovative approaches to model

training, as it involves multiple class labels for prediction. Federated environments add a

layer of complexity due to the decentralized nature of the data and potential variations in

class distributions among clients. Implementing multiclass classification can significantly

enhance Intrusion Detection Systems by allowing them to differentiate various attack

vectors, thus improving overall network security.

Since data heterogeneity more accurately reflects real network traffic, we present results

based on a specified degree of class imbalance, represented as Dira=0.5(·) in the Dirichlet

distributions Equation (5.5). Furthermore, additional results are derived from more uniform

local datasets to evaluate the server-side optimizers in IID conditions, and determine

efficacy in such scenarios.

6.2.1 Multiclass Classification: Dataset CICIoMT2024

Table 4 reports the centralized evaluation performance of the global model for multiclass

intrusion detection on CICIoMT2024 in the Non-IID setting (Dirα=0.5(·)). This table

corresponds to the last communication round, which is important because it describes

the final capability of the deployed global IDS model to classify different attack types in
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healthcare IoMT networks. However, in multiclass classification, it is especially important

to not only consider the last (50th) round, since optimizers can show different convergence

behaviours and class-level instability during training.

Table 4. CICIoMT2024: Accuracy, Precision, Recall and F1-score Metrics for FL Optimizers in Multiclass

Classification (Dirα=0.5, Non-IID)

Optimizer Accuracy Precision Recall F1-score

FedAvg 0.6390 0.7928 0.6390 0.6298

FedAvgM 0.7069 0.7049 0.7069 0.6910

FedOpt 0.7573 0.7422 0.7573 0.6570

FedYogi 0.7326 0.7008 0.7326 0.7045

FedAdam 0.7353 0.7585 0.7353 0.6378

FedAdagrad 0.7643 0.8227 0.7643 0.7682

Gathered results show that FedAdagrad is performing reliably across communication

rounds (refer to Figure 27), outperforming FedOpt Algorithm that exhibited efficacy

in binary classification tasks for this dataset (illustrated in Figure 14) IoMT-TrafficData

(depicted in Figure 20). Multiple federated server-side methods demonstrate stable

Figure 27. CICIoMT2024: F1-score for FL Methods in Multiclass Classification (Dirα=0.5(·), Non-IID).

rates on F1-score metric. Results indicate that Federated Adaptive Gradient Algorithm

(FedAdagrad) outperforms FedOpt which excelled in binary classification. Similar

performance of FedAdagrad Algorithm is identifiable also under IID, while higher

imbalance (Dirα=0.3(·)) induces a model with lowered performance, as seen in Figure 29.
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Figure 28. IoMT-TrafficData: Metrics of FedAdagrad Method in Multiclass Classification (Dirα=0.5(·),

Non-IID).

The Federated Adaptive Gradient Algorithm (FedAdagrad) provides stable model per-

formance in metrics such as accuracy, precision, recall and F1-score (in Figure 28).

Figure 29. CICIoMT2024: F1-score of FedAdagrad Method in Multiclass Classification (Dirα=0.3(·),

Dirα=0.5(·) and IID).

Federated evaluation was conducted to observe client-side model behavior. Seemingly,

some clients exhibit poor performance (depicted in Figure 30), potentially due to discrepant
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Figure 30. CICIoMT2024: Clients using FedAdagrad Method in Multiclass Classification (Dirα=0.5(·),

Non-IID).

representation of class labels (depicted in Figure 7). Intricate results are shown in Figure 31

which depict global model performance in F1-score by each class. Clear discrepancies

are shown, as model struggles to correctly infer between DoS and DDoS type of attacks.

Furthermore, ARP Spoofing attacks are difficult to infer, due to their under representation

in all local datasets (illustrated Experimental Setup, Figure 7).

Figure 31. CICIoMT2024: F1-score in class predictions using FedAdagrad Method in Multiclass

Classification (Dirα=0.5(·), Non-IID).

Adaptive federated optimizers fluctuate significantly more in the case for IID dataset
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CICIoMT2024 (in Figure 32) compared to IID dataset IoMT-TrafficData (illustrated later

in Figure 41). Regardless, FedAvg outpeforms adaptive optimizers in IID scenario.

Figure 32. CICIoMT2024: F1-score for FL Methods in Multiclass Classification (IID).

Equally important is to provide results conducted in homogeneously distributed local

datasets, reflecting IID data environments. In Figure 33, centralized evaluation is depicted

in accuracy, recall, precision and F1-score with recurring insignificant fluctuations.

Figure 33. CICIoMT2024: Metrics of FedAvg Algorithm in Multiclass Classification (IID).

Federated Evaluation offers a detailed description of local model performance for clients.

Surprisingly, Federated Learning with FedAvg Algorithm lacks in performance across
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Figure 34. CICIoMT2024: Clients using FedAvg Method in Multiclass Classification (IID).

clients, dropping down to 65% to 66% on F1-score (shown in Figure 34). Moreover, the

model performance can also be measured by specific class label, and illustrated in Figure 35.

Evidence suggests inability to reliably infer predictions about type of attacks categorized

Figure 35. CICIoMT2024: F1-score in class predictions using FedAvg Method in Multiclass Classification

(IID).

as "ARP Spoofing". The label is greatly under represented across all clients, as in the

original CICIoMT2024 datasets original distribution [29]. This can be seen as a potential

limitation of our experimental setup, as we too heavily relied upon the default distribution

of the ingested raw datasets, when performing Dirichlet distribution Equation (5.5).
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6.2.2 Multiclass Classification: Dataset IoMT-TrafficData

To identify the best-performing federated server-side optimizer, we first look at the results

from IoMT-TrafficData dataset. Here, both FedOpt and FedAdagrad achieved high F1-

scores in multiclass classification tasks, as shown in Figure 36. However, this conclusion

does apply to the CICIoMT2024 dataset.

Table 5 reports the centralized evaluation performance for multiclass intrusion detection on

the IoMT-TrafficData dataset, comparing several FL server-side optimizers in a Non-IID

setting (Dirα=0.5(·)).). The metrics are taken from the last communication round, which is

important since it represents the final global model that could be used for deployment in a

healthcare IoMT intrusion detection system. However, it is not enough to only consider the

final (50th) round, because different optimizers can show fluctuations or slower convergence

during training, and these behaviours are also important when choosing an optimizer for

practical use.

Therefore, the communication-round based comparison is illustrated in Figure 36, which

allows observing the full FL process and comparing all federated optimization methods

across rounds, not only the final results.

Table 5. IoMT-TrafficData: Accuracy, Precision, Recall and F1-score Metrics for FL Optimizers in Multiclass

Classification (Dirα=0.5, Non-IID)

Optimizer Accuracy Precision Recall F1-score

FedAvg 0.7969 0.8932 0.7969 0.8316

FedAvgM 0.5970 0.6475 0.5970 0.5942

FedOpt† 0.8722 0.9121 0.8722 0.8875

FedYogi 0.7309 0.7586 0.7309 0.6719

FedAdam 0.7202 0.7222 0.7202 0.6780

FedAdagrad 0.8405 0.8841 0.8405 0.8544

† FedOpt achieves the highest absolute accuracy and F1-score; however, FedAdagrad is highlighted due to its

more balanced and stable performance under Non-IID multiclass settings.

In the CICIoMT2024 experiments, FedAdagrad significantly outperformed other server-

side optimizer (in Figure 27), under a similar degree of imbalance represented by Dirα=0.5(·).
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Therefore, we will investigate results about FedAdagrad in detail as an effective federated

learning method in multiclass classification tasks.

Figure 36. IoMT-TrafficData: F1-score Metrics for FL Methods in Multiclass Classification (Dirα=0.5(·)),

Non-IID).

The Federated Adaptive Gradient Algorithm (FedAdagrad) demonstrates stable perfor-

mance across various metrics, including accuracy, precision, recall, and F1-score throughout

different communication rounds, as illustrated in Figure 37. These consistent results suggest

that FedAdagrad maintains its effectiveness in the context of multiclass classification,

particularly in scenarios with a degree of class imbalance, such as Dirα=0.5(·). The

ability to sustain performance across rounds is essential for ensuring reliable predictions in

federated learning environments.

Federated Adaptive Gradient Algorithm (FedAdagrad) provides stable performance in

accuracy, precision, recall and F1-score across communications rounds (shown in Figure 37).

FedAdagrad experiments with varying degrees of imbalance impact model performance,

as shown in Figure 38. We applied Dira=0.3(·), Dira=0.3(·) and IID distributions to identify

significant decreases in performance across these scenarios.

Evaluating model performance through a class-by-class approach helps to identify dis-

crepancies in predictions. Attacks that are less represented in the dataset are particularly

difficult to detect, as clients have smaller distributions of these classes, leading to less

effective model training on them. The distributions of attack types are shown in Figure 7.

Figure 39 illustrates this evidently.
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Figure 37. IoMT-TrafficData: Metrics of FedAdagrad Method in Multiclass Classification (Dirα=0.5(·)),

Non-IID).

Figure 38. IoMT-TrafficData: F1-score of FedAdagrad Method in Multiclass Classification (Dirα=0.3(·),

Dirα=0.5(·) and IID).

Federated evaluation reveals poor performance in local models ability to infer correct

predictions, as shown in Figure 40, likely due to class imbalance (see Figure 5).

Inversely, more balanced datasets present less volatile results all around. The homogeneous

local datasets influence results, such that FedAvg retains stability while adaptive optimizers

are prone to decrease in performance in IID settings (denoted in Figure 41).
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Figure 39. IoMT-TrafficData: F1-score in class predictions using FedAvg in Multiclass Classification (IID).

Figure 40. IoMT-TrafficData: Clients using FedAdagrad Method in Multiclass Classification (Dirα=0.5(·)),

Non-IID).

Evidently, experiments related to homogeneous local datasets provide consistent federated

evaluation results across clients, shown in Figure 42, due to approximately similar local

datasets. Regardless, intrusion detection capabilities cannot rely on the premise that

network traffic is similar across different network architecture.

Regardless the above mentioned cohesive federated evaluation results in IID scenario,

FedAvg Algorithm exhibits limited ability to infer some classes, as show in Figure 43.

In contrast, FedAvg excels in federated evaluation, client converging upon nearly identical
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Figure 41. IoMT-TrafficData: F1-score for FL Methods in Multiclass Classification (IID).

Figure 42. IoMT-TrafficData: Clients using FedAvg Method in Multiclass Classification (IID).

results in F1-score (between 0.95 and 0.96). Our work refrains emphasize experiments

relating to IID situations. Specifically, network data relayed through Intrusion Detection

Systems will significantly vary across different network infrastructures.
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Figure 43. IoMT-TrafficData: F1-score in class predictions using FedAvg Method in Multiclass Classification

(IID).
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7 Discussion

This chapter discusses the experimental findings presented in Chapter 6 and interprets

them in direct relation to the research questions defined in the Introduction. The discussion

focuses on Federated Learning–based Intrusion Detection System (FL-IDS) capabilities

for healthcare Internet of Medical Things (IoMT) networks, with particular emphasis

on the role of server-side optimization methods under heterogeneous data distributions.

The findings are examined using both centralized evaluation and federated evaluation,

allowing for a comprehensive understanding of global model behavior as well as client-level

disparities. In addition, this chapter highlights methodological limitations that emerged

from the experimental setup and aligns the observations with existing federated learning

literature.

The following sections address the research question based on empirical evidence from the

results in Chapter 6, while also discussing the practical implications for federated intrusion

detection systems. The research question as defined in Chapter 1 as follows:

RQ1: Which optimization techniques can improve the performance of federated learning

in decentralized Internet of Medical Things (IoMT) networks for cyber-attack detection?

The experimental results clearly demonstrate that adaptive server-side optimization tech-

niques outperform the traditional Federated Averaging algorithm in Non-IID settings. In

particular, the Federated Optimization algorithm (FedOpt) consistently surpassed FedAvg

in binary intrusion detection tasks across both evaluated datasets. Under Dirα=0.5(·)

configurations, FedOpt achieved F1-scores of 0.9967 on IoMT-TrafficData and 0.9727 on

CICIoMT2024, while also maintaining stable convergence behavior across communication

rounds.

These findings empirically validate the theoretical claims introduced by Reddi et al.

[58], who showed that adaptive server-side optimization mitigates the adverse effects of

gradient heterogeneity caused by Non-IID client data. In contrast, FedAvg exhibited
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increased volatility and reduced robustness under the same conditions, particularly in later

communication rounds. This behavior reinforces known limitations of FedAvg when the

assumption of homogeneous data distributions does not hold, which is typically the case in

real-world IoMT deployments.

In multiclass intrusion detection scenarios, adaptive behavior remained critical. While

FedAvg performed adequately in early rounds, it failed to maintain competitive performance

as training progressed. The Federated Adaptive Gradient algorithm (FedAdagrad)

consistently outperformed FedAvg, particularly on the CICIoMT2024 dataset, indicating

that adaptive learning rates at the server level are beneficial when dealing with complex

class boundaries and uneven data distributions. These observations further support the

conclusion that FedAvg is insufficient for realistic Non-IID healthcare traffic.

When comparing federated optimization techniques across evaluation metrics—accuracy,

precision, recall, and F1-score — it becomes evident that optimizer effectiveness is strongly

task-dependent. In binary classification, FedOpt achieved the highest scores across all

reported metrics. For instance, on IoMT-TrafficData, FedOpt reached an accuracy of

0.9967, precision of 0.9968, recall of 0.9967, and an F1-score of 0.9968 under centralized

evaluation. Comparable trends were observed on CICIoMT2024, indicating that FedOpt

effectively aggregates heterogeneous client updates without sacrificing detection reliability.

In contrast, multiclass classification tasks benefited more from gradient-adaptive methods.

Here, FedAdagrad consistently delivered superior performance, achieving an F1-score of

approximately 0.7116 on CICIoMT2024 and 0.8544 on IoMT-TrafficData. These results

suggest that adaptive gradient scaling enables the global model to better adjust to uneven

class contributions and overlapping attack patterns. Importantly, these gains were not

limited to a single metric but were reflected consistently across accuracy, precision, recall,

and F1-score, highlighting FedAdagrad Algorithm’s balanced optimization behavior.

Taken together, these findings indicate that no single optimization technique dominates

across all intrusion detection tasks. Instead, the choice of server-side optimizer should

be guided by the specific detection objective, a conclusion that aligns with prior work on

adaptive federated optimization [50, 51].

The experimental results provide strong evidence that adaptive federated optimization
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techniques significantly enhance federated intrusion detection capabilities in decentralized

IoMT environments. All experiments employed a Gated Recurrent Unit (GRU)–based

deep learning model, which proved effective in classifying network traffic in cross-silo

horizontal federated learning setting. Although each communication round instructed

full client participation, federated evaluation revealed that some clients failed to complete

local training due to resource constraints or extended execution times, leading to timeouts.

Such behavior reflects realistic deployment conditions in healthcare IoMT infrastructures,

where devices differ in computational capacity and availability. Despite these challenges,

adaptive optimizers—most notably FedOpt in binary tasks and FedAdagrad in multiclass

tasks—maintained stable global model performance, demonstrating robustness to partial

participation and uneven client contributions. The distinction between centralized evaluation

and federated evaluation was essential for capturing these dynamics. Centralized evaluation

provided an unbiased assessment of global model performance, while federated evaluation

exposed client-level disparities and training instability that would otherwise remain hidden.

This combined evaluation strategy enabled a more realistic assessment of federated intrusion

detection performance than relying solely on final-round centralized metrics.

A key limitation identified through the Chapter 6 is the reliance on raw datasets without

explicit class rebalancing. Both IoMT-TrafficData and CICIoMT2024 exhibit inherent

class imbalance, which directly influenced the Dirichlet-based data partitioning strategy

defined in Equation (5.5). As a result, the imposed Non-IID distributions were shaped not

only by the Dirichlet concentration parameter but also by the original skew in the datasets.

This effect manifested in federated clients predominantly possessing samples from already

dominant classes, while minority attack types were sparsely distributed or entirely absent

in some local datasets. In multiclass experiments, this imbalance contributed to reduced

class-wise F1-scores and confusion between attack types such as (DoS) and (DDoS).

These discrepancies indicate that data imbalance, rather than optimizer choice alone, can

significantly constrain the achievable performance of FL-IDS models.

The experiments further confirmed that Federated Averaging performs well under IID

conditions, achieving stable convergence and competitive results across all evaluation

metrics. This observation is consistent with the original findings by McMahan et al. [40].

However, Chapter 6 clearly demonstrates that IID data distributions are highly unlikely in
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real-world healthcare IoMT networks, where devices differ substantially in function, traffic

characteristics, and exposure to cyber threats.

Consequently, while FedAvg remains a useful baseline and reference point, it is not

well suited for practical federated intrusion detection deployments. Adaptive server-side

optimization methods provide a more reliable alternative for handling the heterogeneity

inherent in IoMT environments.

In summary, this thesis demonstrates that adaptive server-side optimization methods

substantially improve Federated Learning–based intrusion detection systems in heteroge-

neous IoMT environments. The experimental results answer the research question posed

in the Introduction, showing that FedOpt is best suited for binary intrusion detection,

FedAdagrad excels in multiclass classification, and that centralized evaluation alone is

insufficient to fully characterize federated learning behavior. At the same time, the study

exposes important limitations related to raw dataset imbalance, heterogeneity, and partial

participation, which should be addressed in future research to further strengthen federated

intrusion detection capabilities.
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8 Limitations and Future Work

In our exploration of Federated Learning with Non-IID data, we presented empirical results

on various FL optimization methods. To handle data heterogeneity, algorithms must adapt

to unequal data distributions.

Our collaborative distributed approach is resilient against different types of intrusion attacks,

demonstrated in both homogeneous and heterogeneous environments, without disclosing

raw data to central server or other local clients. Privacy-protective measures should also

protect model updates from adversarial actors to reduce the risk of model poisoning attacks.

While the primary purpose of intrusion detection is to identify attacks, the system itself

can also become a target. This highlights the need for cryptographic solutions to ensure

the security of model update transfers. Furthermore, Intrusion Detection System may

encounter complex and sophisticated attacks from Advanced Persistent Threats (APTs). As

network intrusions evolve, we may face new types of cyberattacks that are not represented

in existing datasets. In such cases, ML-based or FL-based IDS should be adaptable to

continuously improve their detection capabilities. These considerations are outside the

scope of this thesis and are recognized as limitations.

8.1 Limitations

Privacy and security may significantly restrict the development of Federated Learning-

based Intrusion Detection Systems. While existing solutions aim to enhance privacy

protection and system security, they often come with their own drawbacks. Existing surveys

suggest secure multiparty computation (SMC) [92] and differential privacy [93] to provide

privacy protection, but there’s a still a gap in understanding the levels of encryption in

secure multiparty computation and the amount of noise added in differential privacy [93].

While higher encryption levels and more noise do improve privacy, they can also negatively

impact the detection performance of models [94]. Additionally, verifying model updates

and employing techniques like homomorphic encryption [95] increase the computational
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costs for both servers and clients. These extra measures may also prolong communication

rounds, slowing down the convergence speed of global models [96]. Understanding this

trade-off, privacy-protecting techniques in FL — differential privacy [97], secure multiparty

computation [98], and homomorphic encryption [99] — will help ensure safe transfers

of model updates between the central server and the distributed clients. Using these

privacy-preserving methods will be greatly improve adaptation of our presented work.

Continuous data streams impose a crucial need for improvement to any ML-based

Intrusion Detection System, an adaptability to learn from previously unknown intrusion

types. One approach to accomplish that is with incremental learning [100]. A clear

limitation to the thesis surfaces once the trained FL-IDS is implemented into a practical

network infrastructure, evidently facing continuous incoming data flows. When trained

models encounter new data distributions, they tend to forget previous information, leading

to a sharp decline in detection performance. This issue, known as catastrophic forgetting

and concept drift [101] [102], highlights a critical gap in current approaches. To adapt to

these changing data distributions and retain existing knowledge, FL-IDS should develop

incremental learning capabilities. Jin et al. [103] proposed a Federated Learning-based

Incremental Intrusion Detection System that addresses catastrophic forgetting. Their

system uses a loss function that combines recall with a regularization approach, as

well as incorporates relay clients and sample reconstruction techniques to enhance its

adaptability. Their proposed work suggests potential future developments aimed at

continuously enhancing the capabilities of FL-IDS, including our presented solution.

Advanced Persistent Threats (APTs) can be challenging to catch with any machine

learning-based Intrusion Detection Systems. Their complex network attacks are often

executed by organized groups that target large organizations and facilities to steal sensitive

data. APTs are persistent, with attackers continuously adapting their methods to achieve

their objectives [104]. Commonly, the military, political, financial, and technological

networks are favored targets, posing serious risks [105]. Currently, FL-IDS depend on

horizontal federated learning, which makes it challenging to identify APTs affecting multiple

devices. In such distributed communication systems, intrusion detection mechanisms are

decentralized, complicating the detection of related malicious activities and limiting APT

detection efforts [106]. Since APTs can involve multiple devices, the limitations of most
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FL-IDS based on Horizontal Federated Learning become evident. For instance, Hu et

al. [107] proposed a detection scheme that assumes an APT attack involves only one

device and uses horizontal federated learning for model training. This approach overlooks

scenarios where APTs impact multiple devices, missing the opportunity to leverage data

generated by the same attack across different locations. Continuing our proposed work in

this area would greatly merit from integrating incremental learning to improve the FL-IDS

capabilities in the long-term.

8.2 Future Work

Using federated knowledge distillation can help address the issue of limited communication

resources [108]. In edge networks, for example, there are constraints on how much

data can be sent, so improving the efficiency of federated learning transmission is an

important area of research. Knowledge distillation methods send logits instead of full

model parameters, making it easier to transmit smaller amounts of data. Many studies

have explored federated learning with knowledge distillation, some of which integrate

semi-supervised and unsupervised learning techniques. This approach allows for better use

of large amounts of unlabeled data, which is important for real-world applications [109]

[110]. For instance, Zhao et al. [111] reduced the communication overhead needed to send

parameters by employing federated knowledge distillation, while also leveraging unlabeled

data through a method called soft-hard label voting.

Utilizing eXplainable Artificial Intelligence (XAI) with Federated Learning-based Intrusion

Detection Systems (FL-IDS) may increase the credibility of detection rates. Intrusion

Detection capabilities may be solved with deep learning, but in turn obfuscate inner

mechanism and withhold any actionable analysis detection behavior. Consequently, this

can lead to lack of confidence in decision made by administrators and security experts

[112]. The main purpose of XAI is to explain how black-box models function, showing how

the inner workings of these machine learning models affect their predictions. Some studies

have investigated how different features of the samples impact detection results [113]

[114]. By using XAI, we can not only boost the credibility of these detection outcomes but

also help researchers better understand why false positives occur in FL-IDS. For example,

Amiri-Zarandi and their team worked [115] on a model to spot insider threats using
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federated learning. They discovered that the Shapley Additive Explanation algorithm could

show which features were causing more errors in the model’s predictions. This direction

merits more thorough implementation in future studies, as it may substantially improve the

comprehension of the FL-IDS models, and improves confidence in its decisions.

Adversarial attacks are a concern in Federated Learning, aiming to manipulate model

updates in order to skew predictions or extract sensitive information. These threats

can be categorized based on their sources [116]. Causative attacks involve a malicious

participant—often a client device—submitting poisoned data or altering model updates

during training. This leads to skewed predictions [117] [118] [119]. Evasion attacks, on the

other hand, change the input test data during inference to misguide the model’s predictions

[120] [121]. Both of these attack types pose significant risks to the accuracy and privacy of

Federated Learning models. In addition, communication channel attacks represent another

threat. These attacks happen when someone intercepts sensitive data or interferes with the

communication between clients and the server [116]. A common example is the Man-in-

the-Middle (MitM) [122] attack, where an attacker taps into the communication channel

and manipulates the data being exchanged during training. This severely compromises the

privacy and security of the model. Moving forward, future research can be explored to

investigate the impact of these adversarial attacks in FL-based Intrusion Detection Systems

in healthcare environments, and identify corresponding measures to address these concerns.

In healthcare, accurate intrusion detection is vital to ensure continuous and untampered

system functions for heart-rate monitors, pacemakers, remote medication systems, and

prevent irrevocable consequences.
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9 Conclusion

This thesis investigated the effectiveness of Federated Learning–based intrusion detection

systems (FL-IDS) for healthcare Internet of Medical Things (IoMT) networks, with a

particular focus on the role of server-side optimization techniques under heterogeneous

data distributions. Motivated by the limitations of centralized intrusion detection and

the privacy constraints inherent in healthcare environments, the work explored whether

adaptive federated optimization methods can improve detection performance when data is

decentralized, imbalanced, and non-identically distributed.

The study was grounded in the observation that traditional signature-based intrusion

detection systems struggle to detect novel or evolving cyber threats, especially in dynamic

IoMT infrastructures. Building on prior research in anomaly-based detection and federated

learning, this thesis adopted a cross-silo horizontal federated learning framework to enable

collaborative model training without sharing raw network traffic data. A Gated Recurrent

Unit (GRU)–based deep learning model was selected due to its ability to capture temporal

dependencies in sequential network traffic, while remaining computationally feasible for

distributed training across heterogeneous clients.

The experimental methodology was carefully designed to reflect realistic IoMT deployment

conditions. Two publicly available datasets, IoMT-TrafficData and CICIoMT2024, were

used to evaluate both binary and multiclass intrusion detection tasks. Client datasets

were partitioned using Dirichlet distributions to systematically control the degree of data

heterogeneity, with a primary focus on Non-IID scenarios defined by Dirα=0.5(·). Local

training was performed at each client using fixed batch sizes and learning rates, while

global aggregation was conducted at the server using different optimization strategies.

Each communication round instructed full client participation; however, the system design

allowed for partial participation to capture realistic client failures due to resource constraints

or execution timeouts.
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A key methodological contribution of this work is the explicit separation between centralized

evaluation and federated evaluation. Centralized evaluation, conducted on server-side

testing data, provided an unbiased measurement of global model performance across

accuracy, precision, recall, and F1-score. Federated evaluation, on the other hand, revealed

client-level disparities, including uneven convergence behavior and occasional client

dropout. This dual evaluation approach enabled a more comprehensive assessment of

federated intrusion detection performance than relying solely on final-round global metrics.

The experimental results directly addressed the research questions posed in the Introduction.

First, adaptive server-side optimization techniques were shown to outperform the commonly

used Federated Averaging algorithm under Non-IID conditions. In binary intrusion detection

tasks, the Federated Optimization algorithm (FedOpt) consistently achieved the highest

performance across all evaluation metrics and demonstrated stable convergence across

communication rounds. These findings empirically support prior theoretical work by Reddi

et al [58], confirming that adaptive optimization mitigates the negative effects of data

heterogeneity in federated learning.

Second, optimizer effectiveness was found to be task-dependent. While FedOpt proved

most effective for binary intrusion detection, multiclass classification benefited more

from the Federated Adaptive Gradient algorithm (FedAdagrad). Across both datasets,

FedAdagrad achieved the most balanced performance in terms of accuracy, precision,

recall, and F1-score, particularly in scenarios with complex class boundaries and uneven

class representation. This observation aligns with existing literature showing that gradient-

adaptive methods better handle heterogeneous and imbalanced learning signals.

Third, the results demonstrated that adaptive federated optimization techniques signifi-

cantly enhance federated intrusion detection capabilities in decentralized IoMT networks.

Despite partial client participation and varying local data distributions, adaptive optimizers

maintained stable global model performance, highlighting their robustness in practical

deployment scenarios. In contrast, Federated Averaging performed well only under IID

assumptions, which were noted to be unrealistic for healthcare IoMT environments where

devices differ in function, traffic characteristics, and exposure to cyberattacks.

At the same time, this thesis identified important limitations that constrain the achievable

96



performance of FL-IDS models. A major limitation arises from the use of raw datasets

without explicit class re-balancing. Both IoMT-TrafficData and CICIoMT2024 exhibit

inherent class imbalance, which influenced the Dirichlet-based partitioning process and

resulted in federated clients predominantly possessing samples from already dominant

classes. In multiclass experiments, this imbalance contributed to reduced class-wise

performance and confusion between structurally similar attack types, such as Denial of

Service Attacks and Distributed Denial of Service Attacks. These findings indicate that

data imbalance, rather than optimization strategy alone, plays a critical role in shaping

federated learning outcomes.

In summary, this thesis demonstrates that adaptive server-side optimization is essential for

reliable Federated Learning–based intrusion detection in heterogeneous IoMT environments.

By combining privacy-preserving federated learning, GRU-based deep learning models,

systematic data partitioning, and complementary evaluation strategies, this work provides

empirical evidence that adaptive optimizers such as FedOpt and FedAdagrad substantially

improve detection performance under realistic conditions. At the same time, the study

highlights the need for future research on data balancing, client heterogeneity mitigation,

and resource-aware federated training to further strengthen federated intrusion detection

systems for healthcare IoMT networks.
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