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Abstract 

In 21st century, mobile phones have become a primary medium for conducting communication 

and day to day tasks, such as text and multimedia messaging, audio and video calls, online 

shopping, online food ordering, online payments etc. Due to increased use of mobile phones, 

the number of criminal activities via mobile phones have also grown in recent years. When a 

mobile phone is discovered from a crime scene it always requires an extra amount of care to 

handle them despite a little unintentional action by first responder while securing a device could 

permanently destroy the potential digital evidence on it. The focus of this thesis study is to 

analyze and present the impact on digital evidence, when a first responder arrives to a crime 

location and attempts to secure a device by performing certain actions on the device i.e. enabling 

flight mode, remove sim, isolate the device etc. and presents risks associated with them.



7 

 

 

 

List of Abbreviations 

 

GCFIM                    Generic Computer Forensic Investigation Model  

DEFSOP                  Digital Evidence Forensics Standard Operating Procedure 

NIST                        National institute of Standards & Technology 

HDFI                        Harmonized Digital Forensics Investigation 

ADB                       Android Debug Bridge 

D.F            Degree of Freedom 

JTAG            Joint Test Action Group 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



8 

 

Table of Contents 

 
1 Introduction ........................................................................................................................... 11 

1.1 Literature Review (Overview of Digital Forensics Processes)....................................... 12 

1.2 Background Study .......................................................................................................... 14 

1.3 Research Question .......................................................................................................... 17 

1.4 Android Architecture ...................................................................................................... 17 

1.5 Android Device Partitions .............................................................................................. 18 

2 Mobile Phone Forensics Triage Process ............................................................................... 19 

2.1 Identification ................................................................................................................... 20 

2.2 Collection ........................................................................................................................ 20 

2.3 Preservation .................................................................................................................... 20 

2.4 Acquisition ...................................................................................................................... 20 

2.5 Analysis .......................................................................................................................... 20 

2.6 Report ............................................................................................................................. 21 

2.7 Presentation .................................................................................................................... 21 

2.8 Phone Securement Options ............................................................................................. 21 

3 Digital Forensics Data Acquisition Techniques .................................................................... 23 

3.1 Manual Data Acquisition ................................................................................................ 23 

3.2 Logical Data Acquisition ................................................................................................ 23 

3.3 Physical Data Acquisition .............................................................................................. 23 

3.4 Experimental Setup for Mobile Forensics ...................................................................... 24 

4 Methodology ......................................................................................................................... 27 

4.1 Normal Mode .................................................................................................................. 27 

4.2 Flight mode ..................................................................................................................... 28 

4.3 Remove battery ............................................................................................................... 29 

4.4 Use of Faraday Bag ........................................................................................................ 30 

4.5 Removing SIM ............................................................................................................... 30 

4.6 Switch Off the Phone ...................................................................................................... 31 

4.7 Timeline-I of WhatsApp Database Files Obtained ......................................................... 33 

4.8 Timeline-II of WhatsApp Database Files Obtained ....................................................... 40 

5 Analysis ................................................................................................................................. 42 

6 Conclusion ............................................................................................................................. 47 

References ................................................................................................................................ 49 



9 

 

 

List of Figures 

 

 

Figure 1.0 Android Architecture layers [47] ............................................................................ 18 
Figure 2.0 Digital Forensics Investigation Process Model ...................................................... 19 
Figure 3.0 Securing a phone from crime scene ........................................................................ 22 
Figure 4.0 Adb command ......................................................................................................... 24 
Figure 5.0 Root user command ................................................................................................ 25 
Figure 6.0 Phone image command ........................................................................................... 26 
Figure 7.0 Image confirmation on phone ................................................................................. 26 
Figure 8.0 WhatsApp Acquired database files ......................................................................... 28 
Figure 9.0 WhatsApp Acquired database files ......................................................................... 28 
Figure 10.0 WhatsApp Acquired database files ....................................................................... 29 
Figure 11.0 WhatsApp acquired database files ........................................................................ 29 
Figure 12.0 WhatsApp acquired database files ........................................................................ 30 
Figure 13.0 WhatsApp acquired database files ........................................................................ 31 
Figure 14.0 Possible combinations to secure a phone .............................................................. 32 
Figure 15.0 WhatsApp database files acquired ........................................................................ 44 
Figure 16.0 WhatsApp database files & missing files ............................................................. 44 
Figure 17.0 WhatsApp database missing files ......................................................................... 45 
Figure 18.0 Messages sent and received from the phone ......................................................... 45 
Figure 19.0 Deleted message ................................................................................................... 46 
Figure 20.0 web_sessions.db file ............................................................................................. 46 
Figure 21.0 Message Timestamps ............................................................................................ 46 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



10 

 

 

 

List of Tables 
 

Table 1.0 Modes for securing a Phone ..................................................................................... 22 
Table 2.0 Phone Specifications ................................................................................................ 25 
Table 3.0 Phone securement options ........................................................................................ 31 
Table 4.0 Size in MB’s of WhatsApp database files from Phone Image wise ........................ 33 
Table 5.0 sequence of Images .................................................................................................. 33 
Table 6.0 Timeline of WhatsApp database files ...................................................................... 36 
Table 7.0 Device Securement Methods .................................................................................... 39 
Table 8.0 Size in MB’s of WhatsApp database files from Phone Image wise ........................ 40 
Table 9.0 sequence of Images .................................................................................................. 40 
Table 10.0 Timeline of WhatsApp database files .................................................................... 41 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



11 

 

 

1 Introduction  
 

Since the launch of android devices in the market back in 2007 as an open source project [1]. 

New features in the android operating system are being continuously developed and released 

every few months. With new features, functionalities and supporting services, the smart phone 

has transformed the world into a digital world which has made the lives of the people easy and 

fast in doing any task. The ever evolving technological advancements also brings threats and 

safety issues to people in various forms such as phishing attacks, online frauds, contract killing, 

drugs smuggling, child pornography, terrorism etc. As the mobile phones are a primary medium 

of communication among people, they can be used as a source of witness to investigate the 

crime. The mobile phones now a days are very sensitive to intact digital evidence because of 

their touch and sensors features embedded to them. Whenever the first responder arrives to a 

crime location they must need to follow a sequence of steps to preserve a digital evidence while 

seizing a mobile device. The sequence of steps to preserve a digital evidence on the device may 

vary depending on the situation in which a device is discovered. In this study I have 

demonstrated the common sequence of steps followed by first responders at a crime scene on 

the device and analyzed the impact of those sequence of steps to digital evidence present on the 

device. 

After the device is seized and brought to the laboratory an acquisition process is performed to 

obtain the digital copy of an original image of the phone. In this study I have used an open 

source android debug platform tools for the data acquisition from a device.  Due to availability 

of wide variety of information collected from the mobile device during acquisition phase, so 

covering every possible impact on the device is out of the scope of this thesis and that’s why I 

have specifically analyzed the changes to WhatsApp application based on two reasons. One of 

them is its popularity among people worldwide and other is its security in terms of end to end 

encryption of communication. On the other hand, WhatsApp provides various forms of 

communications, such as One-to-One communication, group messaging, broadcast and 

multimedia messages as well [2].  
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1.1 Literature Review (Overview of Digital Forensics Processes) 
 

The idea of conducting this thesis study is to identify impact of actions performed by first 

responder while securing a device from a crime scene and presents potential risks of choosing 

certain options over the other to secure a phone. The potential risks are those actions which are 

performed by a first responder or probably a digital forensics officer on a digital device in order 

to secure the digital evidence that could harm/corrupt the quality of evidence in such a way that 

may void its admissibility in a criminal court of justice. The first responder is responsible for 

making a search and evaluation plan on a scene to obtain the digital evidence [3]. First responder 

makes sure the security of investigation officers involved in digital forensics investigation 

process and prevent unauthorized access to the crime location to avoid any possible 

contamination to digital evidence at a crime scene [3]. 

Mobile forensics is considered as a branch of digital forensics which involves investigating 

mobile phones for possible digital evidence in a forensically safe and sound manner by 

gathering sources of evidence from different aspects [4]. Digital forensics Investigation process 

consists of a series of actions performed by digital forensics officer to collect, examine, analyze 

and report the digital evidence in a court [5]. In a similar manner mobile phone forensics process 

can be defined as a series of actions that a digital forensics investigation officer takes for 

securing a digital device from a crime scene. In mobile forensics many different kinds of 

frameworks have been designed to capture the potential digital evidence even when the phones 

were not common and cheap enough, and internet was not reachable to everyone. In today’s 

age digital forensics is being used at a great scale in domains such as mobile forensics, network 

forensics, computer forensics, memory forensics etc [7].  

The first article in the domain of digital forensics in year 1995 proposed four steps as sequential 

procedure (Acquisition, Identification, Evaluation, Admission as evidence) for acceptance of 

digital evidence in court [8].  In 2001 at digital forensics conference in USA Gary Palmer 

proposed digital forensics investigation standard process, the proposed model had seven steps 

such as (Identification, Preservation, Collection, Examination, Analysis, Presentation and 

decision making) [9].  
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Similarly, in 2002 Reith et al. developed an abstract form of digital forensics consists of nine 

steps such as (Identification, preparation, approach strategy, preservation, collection, 

examination, analysis, presentation, and returning evidence) [10]. Up to date many digital 

forensics process have been proposed i.e. In 2003 integrated digital investigation process (IDIP) 

was proposed by Carrier and Spafford supporting corporate and legal investigations [11]. 

 In 2004, Baryamureeba and Tushabe presented an Enhanced Integrated Digital Investigation 

Process (EIDIP) approach which was developed on top of IDIP [12]. Beebe and Clark in 2005 

presented multitier digital forensics investigation framework [13]. In 2006, cyber forensics field 

triage process model was proposed by Rogers et al [14].  In 2007, a framework was proposed 

from incorporating incident response and computer forensics by Freiling and Schwittay [15].  

In 2008, a detailed review and methodology was proposed by Selamat et al. in the field of digital 

forensics investigation by connecting activities and processes into correct phases [16]. In 2010, 

a digital forensics readiness framework was proposed by Trček et al. with the use of service 

oriented architectures, sensor networks, interoperability stipulation [17]. In 2011, a detailed 

analysis based on literature review was presented by Agarwal et al. by mapping available 

models and recommended structural based model [18]. In 2012, an integrated digital forensics 

process model (IDFPM) was proposed by Michael Kohn by comparing the terminologies used 

in that time of frameworks and tried to standardize the model [19].  

In 2013, Dr. Dhananjay and Nilakshi Provided a comparative approach towards digital forensics 

model (CDFM) [20]. In 2014, a digital forensics framework was presented by Quick et al. based 

data reduction and data mining technique for large volume of data [21]. In 2015, Jain and 

Kalbande studied and examined the strengths of twenty-five digital forensics framework and 

proposed a new framework with additional modules i.e. case registration, history keeper and 

evidence loader [22]. In 2016, Montasari presented a structured two-stage triage process model 

on site [23]. In 2018, Verma et al. presented an automated system of digital forensics using 

machine learning technique in response to data privacy challenge in investigation process [24]. 

In 2019, Shayau et al. proposed a framework to identify the modified files in a system and 

verified the integrity of the process with the help of hashing technique [25].  
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As big data is considered as a big challenge in digital forensics investigation process, in 2020. 

Song and Li proposed a digital forensics investigation framework focused on big data [26]. 

1.2 Background Study 
 

In 2004 Barrie Mellars proposed the way a cellular phone network operates and how the data 

is processed between phone and its network, and he also described some forensics tools i.e. 

(Oxygen forensics manager, PhoneBase, Cell Seizure Paraben) that can be used during 

forensics examination and their strengths and weaknesses [27].   In 2005 Svein Willassen 

studied and experimented two methods for internal memory imaging of a mobile phone, the 

first method involved in desoldering memory circuits and reading the data off chip, and the 

other method involved using JTAG for internal memory imaging on several different models 

of the phone at that time [28]. In 2006, an overview study presented sim card forensics tools 

which described the efficiency of sim forensics tool and its suitability in digital forensics and 

introduced an open source simbrush tool to digital forensics community [29]. In 2007, a study 

conducted and proposed the forensics acquisition of Symbian smartphone data with the help of 

an on-phone forensics tool [30].  

In many circumstances during criminal investigation it is very important to obtain and analyze 

the content on smartphone with less amount of time and the idea behind the on-phone forensics 

tool was to provide quick forensics facility because it does not require additional equipment 

and tools for forensics which are only available in forensics laboratory [30]. Although the on-

phone forensics tool was not too efficient because of its capability to limited data acquisition 

so it is not suitable for acquiring complete logical acquisition of files and deleted data on the 

phone. In 2008, a method for overcoming obstacles in cell phone forensics was introduced [31]. 

The basic idea behind this study conducted in 2008 was to analyze the phone manager utility 

inside the phone, as a forensics medium to recover common user data such as pictures and 

phonebook, because every phone has a phone manager utility from its manufacturer provided 

for its user’s convenience, and due to the lack in availability of forensics techniques and tools 

that could suite to every model of mobile phone at that time, the technique was presented to  
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provide a way to accomplish investigation in a smooth way and validating the results of 

available forensics tools.  

In 2009, hashing techniques for mobile device forensics was proposed by comparing the hash 

values of a set of graphical files when they are transmitted using MMS, Bluetooth, Universal 

memory exchanger and Micro SD card [32].  This method is very vital in supporting the 

forensics investigation process and can be very helpful in determining the integrity of acquired 

evidence in a forensically sound manner. In 2010, android OS was making its place in the 

market with launch of new updates and features with different versions of software with 

different mobile phones since then a mobile forensics also expanded to android phones due to 

its popularity among the users. In 2010, a simplified way to examine the android based phones 

was proposed, which described the process of logical and physical acquisition of an android 

phone with the required tools to support the forensics investigation in an understandable format 

[33]. In 2011, Forensics analysis of android file system showed the extraction of data from a 

SonyEricsson phone in a logical and physical manner using a different methods and tools i.e. 

NANddump, dd command, xRecovery to understand the structure of available data [34].  

In 2012 a study was conducted about forensics analysis of social networking applications on 

mobile phone manufactured by different companies and i.e. Blackberry, Apple, and google. All 

three phones had different operating systems i.e. blackberry OS, Apple IOS and Google 

Android. There were three popular social networking applications tested on these phones i.e. 

twitter, Facebook and Myspace. As social networking applications contains a certain amount 

of big information about people that’s why this experiment conducted to find out the 

information relevant to forensics investigation that can be useful for digital forensics officer 

[35]. In 2013 a study was conducted to show the data integrity of android based mobile phones 

during their forensics image acquisition with the help of Android Extractor tool which is 

developed in C++ and the study involved several experiments with different models of android 

based popular phones of the time and presents the results of experiments with several repetitions 

of acquisitions steps [36].  
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In 2014 a study about interpreting time stamps from a device under investigation described its 

correlation with events or evidence in real world environment to other devices and a case study 

was presented with a device whose time zone was set incorrectly and the clock was set in 

accordance with a time zone where the device was actually found, and in a number of 

experiments results the time zone database on the device was outdated and does not comply 

with actual time zone rules for a given period [37] . In 2015 an adversary model for android 

based mobile devices investigations discussed the possibilities of obtaining digital evidence 

from a phone by a digital forensics investigation officer as an adversary while ensuring the 

forensic soundness of the process and integrity of collected evidence [38]. In 2016 a study 

provided comparison among different mobile devices forensics investigation process models 

such as NIST guidelines, DEFSOP, Model for windows devices and HDFI model and proposed 

a model that could be suitable for every kind of mobile devices investigation [39]. In 2017 a 

study showed the support for mobile forensics in a form of workable process and analysis 

framework for android based mobile devices for solving cybercrime investigations with the 

help of open source tools i.e. Linux command line utility and Android ADB commands [40]. 

In 2018 a framework was developed aiming at validating the integrity of digital evidence after 

the digital forensics process completes with the help of comparing results from different mobile 

forensics investigation tools such as Encase, Oxygen forensics, FTK and Cellibrite namely and 

this study validates the mobile forensics tools and data stored in a mobile device to ensure the 

admissibility of evidence in court of law [41]. In 2019 a study showed the digital forensics 

analysis of android based mobile devices to handle cybercrime cases in the light of dummy 

cybercrime scenario and discuss the techniques for collecting digital evidence of a crime with 

forensics tools [42].  

In 2020 Forensics analysis on third party mobile applications i.e. (Facebook messenger) 

demonstrated the methods to recover data items from the phone and categorized the user and 

application content on the phone, after uninstalling the application from the phone, the research 

used qualitative and quantitative approaches to accomplish the goal [43].  
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1.3 Research Question 
 

As we have seen many different approaches for mobile forensics proposed by various 

researchers and authors based on mobile phones from different models, manufacturers, 

operating systems and supported features and functionalities and most of the methodologies, 

frameworks and processes defined above for mobile forensics are quite applicable in real world. 

In contrast to the previous studies this study demonstrates the impact of different actions on 

digital evidence present on the device. When the first responder tries to secure the device from 

a crime scene, and presents the risks involved in different actions performed by first responder 

on the device over a digital evidence and suggest a sequence of steps for decision making to 

avoid corruption of digital evidence at its minimum level.   

1.4 Android Architecture 
 

Android operating system is an open source platform for mobile phone, initially launched in 

the year 2007 as an open source project of google. With time and revolutionary features, it 

became the most popular operating system for mobile phones in the world. Due to increased 

use of android mobile phones and revolutionary its revolutionary technology stack it has 

become a common man choice due to cheap price as compare to IOS products.  Mobile phones 

play an important role in our daily lives and it logs basically our every moment or activity on 

it. Mobile phone can become a companion of the digital forensics investigation officer in tracing 

a crime and finding a potential evidence about the real situation. The crimes can be 

online/offline i.e. murder or contract killing can provide useful information about the victim 

and culprit by analyzing data from the phone in a forensically sound manner. As the android 

platform is becoming bigger and bigger there is definitely a need for digital forensics 

investigation skills and expertise to solve critical cases.   

Before going deep into the topic it is very essential to first understand the main architecture of 

the android operating system. Android operating system is based on linux kernel and uses EXT4 

file system that contains necessary drivers for different hardware components i.e. Bluetooth, 

camera, display etc [47].  
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On top of kernel there is HAL that bridges the hardware with software to allow applications 

communication with relevant device drivers [47]. On above HAL the android native libraries 

are used to handle different types of data with the help of C++, C and assembly [47]. Android 

framework is next layer through which applications communicate directly, On the very top is 

the applications layer which is very essential to android architecture and for digital forensics as 

well because application layer contains user data and activities information [47]. 

 

 

Figure 1.0 Android Architecture layers [47] 

 

1.5 Android Device Partitions 
 

There are basically five partitions in android operating system such as. 

(1) Boot: This partition contains the boot image which includes kernel and ram disk [47]. 

(2) System: In this partition we have system files that are installed when rom is flashed [47]. 

(3) Recovery: This is an alternative type of system partition used for flashing custom rom and 

this partition is important also for acquiring system partition image during forensics 

investigation [47].  
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(4) Userdata: This partition contains all installed applications and user data information and it 

is very important in forensics investigation [47]. 

(5) Cache: This partition has frequently access pieces of data [47]. 

 

2 Mobile Phone Forensics Triage Process 
 

Mobile phone forensics process typically consists of the following steps in a forward way 

sequential order from identification of digital evidence to presentation of digital evidence in 

court. 

 

Figure 2.0 Digital Forensics Investigation Process Model 
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2.1 Identification 
 

In this step a mobile device is being physically identified from a crime location as a helping 

resource in the criminal investigation process [6]. 

2.2 Collection 
 

The collection phase involves recording of physical scene and collecting the digital evidence. 

 

2.3 Preservation 
 

In preservation step a mobile device is kept away in a separate box or Faraday bag from the 

possible sources or communication channels that could contaminate the digital evidence [6].   

2.4 Acquisition 
 

In the acquisition process of mobile device, a copy of an original image of a device is obtained 

in the lab in a forensically sound manner to avoid any possible loss of digital evidence due to 

certain factors i.e. short battery life or physically breaking the phone [6]. To avoid any kind of  

potential damage to the digital evidence, the forensics investigation officers never work on the 

original image of a device. 

2.5 Analysis 
 

In the analysis phase a mobile device data is examined in a very careful manner to obtain 

relative sources of digital evidence that could provide meaningful insights about it [6]. For 

analysis phase a good amount of licensed tools are available which are commercially designed 

and developed for law enforcement.  
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2.6 Report 
 

The documentation step involves a document which contains information about all kinds of 

digital evidence obtained from the digital device during an investigation process [6].  

2.7 Presentation 
 

The presentation step is the final step, where the evidence is being presented in criminal court 

of justice to proof the involvement of culprit in a crime [6]. If the evidence does not fulfill the 

court requirements, then the investigation process cycle can be repeated to identify more 

concrete proofs which are admissible in court, because sometimes a small mistake can diminish 

the value of evidence to be accepted in court. After identification of the device from a crime 

location in the preservation phase of the device, the digital forensics investigation officer tries 

to secure the phone using one or more options to isolate the device from the outside world to 

avoid any kind of intentional contamination to a digital evidence.  

2.8 Phone Securement Options 
 

There are basically five options available to a digital forensics officer for securing a phone from 

a crime scene. 

(1) Flight mode 

(2) Use of Faraday Bag 

(3) Remove Sim from the device 

(4) Removing the battery from a device 

(5) Powered off the device 

 

 

 

 

 

 

 



22 

 

 

Figure 3.0 Securing a phone from crime scene 

 

In this thesis I have used all five options for securing a phone from a crime location in a manner 

to cover all the possible sequences of actions such as given in the Table 1.0 below which are 

applicable to the phone I have used for this research. 

 

A   represents flight mode 

 

B   represents remove battery 

 

C   represents Faraday bag 

 

D   represents remove sim 

 

E   represents power off 

 

Table 1.0 Modes for securing a Phone 

 



23 

 

 

3 Digital Forensics Data Acquisition Techniques 
 

 The digital evidence is very fragile and it requires the device and forensics workstation to be 

handled with extraordinary care to avoid any contamination from any source to the data 

obtained from the device and requires documentation of events to be done throughout the 

process. Hence there are three popular data acquisition techniques used to gather information 

from the mobile phones to obtain a digital evidence from it. 

3.1 Manual Data Acquisition 
 

In manual data acquisition process, the information related to potential evidence is obtained by 

interacting with device and from its touch keypad and display screen. The pictures and videos 

are being taken throughout this process to document each and every aspect of the investigation 

process. 

3.2 Logical Data Acquisition 
 

Logical data acquisition process for obtaining digital evidence from the device is considered as 

a bit-by-bit copy of logical storage objects from the allocated spaces on the device [6]. Logical 

acquisition of the data provides insights about the various categories such as contacts, pictures, 

ringtones, downloaded files, documents etc. from the mobile phone under forensics 

investigation in a limited capacity so that a forensics officer cannot access user data from the 

applications. 

3.3 Physical Data Acquisition 
 

Physical data acquisition process is considered as a bit-by-bit copy of device image which 

includes deleted data which has not been overwritten and data from unallocated space on the 

device’s internal memory [33]. Physical acquisition of an android mobile phone provides access 

to a large collection of data on the device. Indeed, physical acquisition process plays an essential 

role in discovering the potential digital evidence on the device that is acceptable in the court of 

law. Usually the physically acquired data includes garbage files and certain amount of digital 

artifacts which cannot be obtained by performing logical and manual acquisition of data on the  
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device. The very first stage of acquiring the physical image of the device involved accessing 

the super user rights or commonly known as root access to the device.  To accomplish the goal 

of this thesis study, I have performed the logical and physical acquisition of data from the phone 

with little assistance of manual acquisition and analyzed the acquired data to understand the 

impact of actions performed by first responder on a digital device to a digital evidence. 

3.4 Experimental Setup for Mobile Forensics 
 

In this chapter I have demonstrated the laboratory environment that has been used to perform 

experiments to conduct this thesis. To setup the lab environment I have used android platform 

tools for windows which provides the android mobile device connectivity with windows 

operating system through ADB (Android Debug Bridge) that is a command line utility included 

in android platform tools. Using ADB we can easily interact with any android phone via ADB 

shell and can perform various functions such as access to files media and storage, remove files 

and directories, change permissions of files and directories, logical and physical acquisition of 

data present on the phone. 

 

 

Figure 4.0 Adb command 

 

An android based Samsung phone has been used to perform experiments with the following 

important specifications given below. 
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Mobile Phone Specifications 
 

Released Date November, 2014. With Android version 

5.0.2(Lollipop) 

Model number SM-G360F 

 

Serial Number 364e3b78 

IMEI (slot 1) 359360061719683 

 

Android version 

 

 

5.0.2 (Available since, 4th November, 

2014) 

Processor Quad-core 1.2 GHz Cortex-A53 

RAM 1GB 

 

Storage memory 8GB 

Network Technology LTE 

Battery Life 2000 mAh, removable 
Table 2.0 Phone Specifications 

 

Before starting the experiments, the root user access to the phone has been obtained so that 

access to user personal data from the applications on the phone can also be acquired easily. 

Because logical acquisition of data does not provide too many insights about the digital 

evidence as the deleted data is not recovered or obtained from the device.   

 

 

Figure 5.0 Root user command 

 

When the mobile device found at crime scene after identification, collection and preservation 

phase, it is brought up to digital forensics laboratory, where the digital forensics investigation 

officer performs data acquisition process on the phone using a forensically safe and sound 

forensics workstation with a digital forensics tool installed on it.  
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This study is solely relies on android ADB because it’s open source nature and compatibility 

with android phones despite the licensed tools are expensive and their access is restricted to law 

enforecement agencies mostly. Below the command to image the phone using android debug 

bridge is shown in figure 6.0, when the phone is brought to the laboratory a digital forensics 

investigation officer has mainly two options to obtain digital evidence from the device one is 

to perform logical acquisition and other is to perform physical acquisition the later one is needed 

to obtain deleted data artifacts from the phone and this process is very risky as compare to 

logical acquisition. We can perform logical and physical acquisition of data over the android 

phone using ADB and any licensed  software based tool available in the market i.e. Cellibrite 

,Magnet Axiom, Oxygen suite etc.  

As we know, we can obtain logical image acquisition of the android phone with the help of 

android debug bridge. But before this, a usb debugging feature should be enabled on the phone 

from developer options. This command in figure 6.0, sends a request to  image the phone that 

needs to be confirmed to obtain the image of the phone while it is connected with the forensics 

work station via a data cable. The image can also be obtained in a protected manner by 

providing password to encrypt it as shown in figure 7.0.  

     

Figure 6.0 Phone image command 
 

 

Figure 7.0 Image confirmation on phone 
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4 Methodology 
 

To understand the impact on the digital evidence while securing a phone from a crime scene. I 

have used standard options to secure a phone from a crime scene shown in Table 1.0 and 

developed their several combinations shown in Table 4.0 and applied them to the android phone 

used in this study and analyzed and presented the changes to the digital evidence resides inside 

the phone using experimental research approach, when the phone is secured from a crime scene. 

This study particularly focuses on WhatsApp application on an android phone to indicate the 

impact of actions performed by first responder while securing a phone from a crime scene to 

the digital evidence.  

Usually there are six different ways to secure a phone from a crime scene to preserve the digital 

evidence on the device. But out of six methods, five are used as part of standard procedure to 

secure a phone from the crime scene which are defined in Table1.0. 

 

4.1 Normal Mode 
 

Normal mode acquisition of the phone is considered as securing a phone from a crime scene 

without enabling or disabling any feature on the phone. In figures (8-9) WhatsApp acquired 

database files are shown based on the following scenario-1, when the phone is in normal mode 

but disconnected from internet. 

Scenario-1 

 

The phone discovered from the crime scene at 10:30 am on 3/13/2022 and brought to the 

laboratory in normal mode without using any securement option. The phone image is created 

at 10:45 am on 3/13/2022 and these are the observed changes to the application database files. 

The time of database files can be seen to identify recent activities in time by the application 

itself. 

 

 

 



28 

 

 

 

 

 

Figure 8.0 WhatsApp Acquired database files 

 

 

Figure 9.0 WhatsApp Acquired database files 

 

 

4.2 Flight mode 
 

When the first responder enables the flight mode on the phone to secure it from a crime scene, 

it will block all incoming and outgoing traffic from the device. In figure 10.0 WhatsApp 

acquired database files are shown based on scenario-2, when the phone is in flight mode. 

Scenario-2 

 

Phone has been discovered at a crime scene at 11:11 am on 3/13/2022 and first responder 

enables flight mode on the phone immediately after its identification and brought it to the 
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laboratory. The phone’s image is created at 11:21 am on 3/13/2022 while the phone remains in 

flight mode. The changes to the WhatsApp application files can be observed below.  As we see 

in figure 10.0, the database files of WhatsApp do not appear in the phone’s image because the 

backup of the application is not allowed by the application developer, when the phone is in 

flight mode. The permissions for backup an application are defined in AndroidManifest.xml 

file. 

 

 

Figure 10.0 WhatsApp Acquired database files 

 

 

 

4.3 Remove battery 
 

When the first responder removes the battery from the phone to secure it from a crime scene to 

avoid battery depletion in Faraday bag. In figure 11.0 WhatsApp acquired database files are 

shown based on scenario-3. 

Scenario-3 

 

Phone has been discovered at a crime scene at 1:00 pm on 3/14/2022 and first responder 

removes the battery immediately from the phone to secure the digital evidence and brought it 

to the laboratory. The phone’s digital image is taken at 1:30 pm on 3/14/2022 and the following 

changes to the WhatsApp application files can be observed. 

 

Figure 11.0 WhatsApp acquired database files 
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4.4 Use of Faraday Bag 
  

When the first responder puts the phone in Faraday bag to secure it from a crime scene. It 

basically isolates the phone from the outside world while blocking any electromagnetic signals 

to the phone. In figure 11.0 WhatsApp acquisition database files are shown based on scenario-

4.  

Phone has been discovered at a crime scene at 1:50 pm on 3/14/2022 and first responder 

removes the battery immediately from the phone to secure the digital evidence and brought it 

to the laboratory. The phone’s image is created at 2:00 pm on 3/14/2022 and the changes to 

WhatsApp application database files are similar to the mentioned in figure 11.0.  

4.5 Removing SIM  
 

When the first responder removes the battery from the phone to secure it from the crime scene. 

It will basically block any incoming sim calls and messages on the phone. In figure 12.0 

WhatsApp database acquisition files are shown based on scenario-4. 

Scenario-4 

 

Phone has been discovered at a crime scene at 3:00 pm on 3/14/2022 and first responder 

removes the sim immediately from the phone to secure the digital evidence and brought it to 

the laboratory. The phone’s image is created at 3:30 pm on 3/14/2022 and the changes to 

WhatsApp application database files can be observed in figure 12.0. 

 

Figure 12.0 WhatsApp acquired database files 
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4.6 Switch Off the Phone 
 

When the first responder power off the phone to secure it from a crime scene to avoid battery 

drainage. It will preserve the battery life but would result in loss of volatile data from the 

memory. In figure 13.0 WhatsApp acquisition database files are shown based on scenario-5. 

Scenario-5 

 

Phone has been discovered at a crime scene at 1:50 pm on 3/14/2022 and first responder 

switched off the phone immediately to secure the digital evidence and brought it to the 

laboratory. The phone’s image is created at 2:00 pm on 3/14/2022 and the changes to WhatsApp 

application database files can be seen in figure 13.0. 

 

Figure 13.0 WhatsApp acquired database files 

 

Similarly, I have demonstrated changes on WhatsApp application database files if the first 

responder chooses one or more options in combination to secure a phone from the crime scene. 

The options to secure a phone from a crime scene are mentioned in Table 3.0 and few possible 

combinations in figure 14.0 

Steps Options to secure a phone Symbol representation 

1 Flight mode A 

2 Battery remove B 

3 Faraday Bag C 

4 Remove Sim D 

5 Power off E 

 

Table 3.0 Phone securement options 

 



32 

 

 

 

   

 

 

 

Figure 14.0 Possible combinations to secure a phone  

 

In total, I have taken 45 different images from the phone where each image involves a different 

sequence of steps to secure a phone to preserve the digital evidence on the device by first 

responder. Before attempting to acquire each image from the phone, the phone is powered off 

and Powered on to remove some deep garbage from the system [50]. Since each sequence 

should have different impact on the digital evidence stored on the device hence at first I 

compared the size of databases files of WhatsApp application acquired from the phone in each 

image iteration. The size of database files obtained in each iteration can be seen in the Table 

4.0 below. 

No. of Image Actions Total Size 

1 AB 5.35 MB 

2 AC 5.35 MB 

3 AD 5.36 MB 

4 DA 5.36 MB 

5 AE 5.37 MB 

6 BD 5.39 MB 

7 EB 5.39 MB 

8 EC 5.40 MB 

9 DE 5.40 MB 

10 ED 5.41 MB 

11 ABD 5.33 MB 

12 AEB 5.34 MB 

13 ACE 5.34 MB 

14 CAE 5.35 MB 

15 AEC 5.36 MB 

16 ADE 5.36 MB 

17 AED 5.37 MB 

18 BCD 5.42 MB 

19 CBD 5.43 MB 

20 BDC 5.44 MB 

21 EBC 5.45 MB 

22 CEB 5.50 MB 

23 ECB 5.50 MB 

A 

B 

A 

B D D 

A E 

B 

A E 

B 

D C 
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24 BDE 5.51 MB 

25 EBD 5.53 MB 

26 CDE 5.55 MB 

27 ABCD 5.56 MB 

28 ABDC 5.58 MB 

29 BDAC 5.58 MB 

30 BAEC 5.64 MB 

31 ABEC 5.67 MB 

32 AEBC 5.65 MB 

33 BDAE 5.43 MB 

34 AEBD 5.47 MB 

35 AEDC 5.48 MB 

36 BDCE 5.52 MB 

37 EBDC 5.56 MB 

38 EBCD 5.60 MB 

39 ABCDE 5.62 MB 

40 ACBDE 5.65 MB 

41 ABDCE 5.70 MB 

42 AEBCD 5.65 MB 

43 ABCED 5.69 MB 

44 AECBD 5.73 MB 

45 AEBDC 5.76 MB 

Table 4.0 Size in MB’s of WhatsApp database files from Phone Image wise 

 

These sequences of image acquisitions in Table 5.0, obtained from phone have similar effect 

on size of the WhatsApp application database files. As they all possess same size. 

Sr. No Sequence of Images 

1 1,2,14 

2 3,4,15,16 

3 6,7 

4 8,9 

5 12,13 

6 19,33 

7 22,23 

8 27,37 

9 28,29 

10 32,40,42 

Table 5.0 sequence of Images 

 

 

4.7 Timeline-I of WhatsApp Database Files Obtained 
 

While the files sizes of most of the images obtained from the device are same. But there is a 

significant difference between the timestamps of the files. Time plays a very important role in 

every crime investigation process and digital forensics investigation heavily relies on 
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interpretation of timestamps of the files obtained from a digital device to obtain a potential 

digital evidence against criminal because timestamps can provide the investigation officer a  

chronological order of traces or digital footprints about the activities on the device [44].  From 

the given below timeline in Table 6.0 and Table 10.0. It can be easily visualized that how certain 

SQLite database, shared memory and write ahead log files time changes over each iteration. 

The SQLite files contain sensitive personal data about user such as chat messages, pictures, 

groups, phone number etc. which is shown in pictures below. 

 

 

Securement 

Options 

 

Database Files 

 

Date Modified(AB) 

 

Date Modified(AC) 

 

Date Created(AB) 

 

Date Created(AC) 

 

 

 

 

AB vs AC 

 

msgstore.db 

 

3/19/2022 7:12:37 PM 

 

3/19/2022 7:12:37 PM 

 

3/19/2022 7:23:04 PM 

 

3/19/2022 7:53:06 PM 

 

wa.db 

 

3/19/2022 7:12:38 PM 

 

3/19/2022 7:12:38 PM 

 

3/19/2022 7:23:04 PM 

 

3/19/2022 7:53:06 PM 

 

chatsettings.db 

 

3/18/2022 3:54:17 PM 

 

3/18/2022 3:54:17 PM 

 

3/19/2022 7:23:04 PM 

 

3/19/2022 7:53:06 PM 

 

media.db 

 

3/17/2022 12:39:00 PM 

 

3/17/2022 12:39:00 PM 

 

3/19/2022 7:23:04 PM 

 

3/19/2022 7:53:06 PM 

 

 

 

AD vs DA 

 

Database Files 

 

Date Modified(AD) 

 

Date Modified(DA) 

 

Date Created(AD) 

 

Date Created(DA) 

 

msgstore.db-shm 

1/1/2015 2:00:55 AM 1/1/2015 2:01:22 AM 3/19/2022 8:11:09 PM 3/19/2022 8:30:02 PM 

 

wa.db-shm 

1/1/2015 2:00:55 AM 1/1/2015 2:01:22 AM 3/19/2022 8:11:09 PM 3/19/2022 8:30:02 PM 

 

chatsettings.db-shm 

1/1/2015 2:00:55 AM 1/1/2015 2:01:22 AM 3/19/2022 8:11:09 PM 3/19/2022 8:30:02 PM 

axolotl.db-shm 1/1/2015 2:00:56 AM 1/1/2015 2:01:23 AM 3/19/2022 8:11:09 PM 3/19/2022 8:30:02 PM 

 

 

 

 

AE vs BD 

 

Database Files 

 

Date Modified(AE) 

 

Date Modified(BD) 

 

Date Created(AE) 

 

Date Created(BD) 

 

msgstore.db-shm 

3/19/2022 8:46:27 PM 1/1/2015 2:01:1 AM 3/19/2022 8:49:20 PM 3/19/2022 8:57:15 PM 

 

wa.db-shm 

3/19/2022 8:46:27 PM 1/1/2015 2:01:01 AM 3/19/2022 8:49:20 PM 3/19/2022 8:57:15 PM 

 

location.db-shm 

3/19/2022 8:46:28 PM 1/1/2015 2:01:02 AM 3/19/2022 8:49:20 PM 3/19/2022 8:57:15 PM 

axolotl.db-shm 3/19/2022 8:44:15 PM 1/1/2015 2:01:02 AM 3/19/2022 8:49:20 PM 3/19/2022 8:57:15 PM 

 

 

 

 

EB vs EC 

 

Database Files 

 

Date Modified(EB) 

 

Date Modified(EC) 

 

Date Created(EB) 

 

Date Created(EC) 

 

msgstore.db-shm 

3/19/2022 9:02:08 PM 3/19/2022 9:08:57 PM 3/19/2022 9:04:19 PM 3/19/2022 9:12:07 PM 

 

wa.db-shm 

3/19/2022 9:02:08 PM 3/19/2022 9:08:57 PM 3/19/2022 9:04:19 PM 3/19/2022 9:12:07 PM 

 

location.db-shm 

3/19/2022 9:02:08 PM 3/19/2022 9:08:57 PM 3/19/2022 9:04:19 PM 3/19/2022 9:12:07 PM 

sync.db-shm 3/19/2022 9:02:09 PM 3/19/2022 9:08:58 PM 3/19/2022 9:04:19 PM 3/19/2022 9:12:07 PM 

 

 

 

 

DE vs ED 

 

Database Files 

 

Date Modified(DE) 

 

Date Modified(ED) 

 

Date Created(DE) 

 

Date Created(ED) 

 

msgstore.db-shm 

1/1/2015 2:02:20 AM 1/1/2015 2:01:03 AM 3/19/2022 9:22:25 PM 3/19/2022 9:31:52 PM 

 

wa.db-shm 

1/1/2015 2:02:21 AM 1/1/2015 2:01:04 AM 3/19/2022 9:22:25 PM 3/19/2022 9:31:52 PM 

 

location.db-shm 

1/1/2015 2:02:21 AM 1/1/2015 2:01:04 AM 3/19/2022 9:22:25 PM 3/19/2022 9:31:52 PM 

sync.db-shm 1/1/2015 2:02:22 AM 1/1/2015 2:01:04 AM 3/19/2022 9:22:25 PM 3/19/2022 9:31:52 PM 

 

 

ABD vs AEB 

 

Database 

Files 

 

Date 

Modified(ABD) 

 

Date 

Modified(AEB) 

 

Date 

Created(ABD) 

 

Date 

Created(AEB) 

 

msgstore.db-shm 

 

1/1/2015 2:01:41 AM 

 

1/1/2015 2:00:57 AM 

 

3/21/2022 12:57:25 PM 

 

3/21/2022 1:06:07 PM 

 

wa.db-shm 

 

1/1/2015 2:01:41 AM 

 

1/1/2015 2:00:57 AM 

 

3/21/2022 12:57:25 PM 

 

3/21/2022 1:06:07 PM 

 

chatsettings.db-shm 

 

1/1/2015 2:01:41 AM 

 

1/1/2015 2:00:57 AM 

 

3/21/2022 12:57:25 PM 

 

3/21/2022 1:06:07 PM 

 

media.db-shm 

 

1/1/2015 2:18:25 AM 

 

1/1/2015 2:18:25 AM 

 

3/21/2022 12:57:25 PM 

 

3/21/2022 1:06:07 PM 

 

 

 

 

 

ACE vs CAE 

 

Database 

Files 

 

Date 

Modified(ACE) 

 

Date 

Modified(CAE) 

 

Date 

Created(ACE) 

 

Date 

Created(CAE) 

 

msgstore.db-shm 

 

3/21/2022 1:27:37 PM 

 

3/21/2022 1:41:05 PM 

 

3/21/2022 1:31:30 PM 

 

3/21/2022 1:56:17 PM 

 

wa.db-shm 

3/21/2022 1:27:37 PM  

3/21/2022 1:41:06 PM 

 

3/21/2022 1:31:30 PM 

3/21/2022 1:56:17 PM 

 

chatsettings.db-shm 

3/21/2022 1:27:37 PM  

3/21/2022 1:41:05 PM 

 

3/21/2022 1:31:30 PM 

3/21/2022 1:56:17 PM 

 

location.db-shm 

3/21/2022 1:27:38 PM  

3/21/2022 1:41:06 PM 

 

3/21/2022 1:31:30 PM 

3/21/2022 1:56:17 PM 
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AEC vs ADE 

Database 

Files 

Date 

Modified(AEC) 

Date 

Modified(ADE) 

Date 

Created(AEC) 

Date 

Created(ADE) 

 

msgstore.db-shm 

3/21/2022 2:14:02 PM  

1/1/2015 2:02:08 AM 

 

3/21/2022 2:17:40 PM 

 

3/21/2022 2:27:15 PM 

 

wa.db-shm 

3/21/2022 2:14:02 PM 1/1/2015 2:02:09 AM  

3/21/2022 2:17:40 PM 

 

3/21/2022 2:27:15 PM 

 

chatsettings.db-shm 

3/21/2022 2:14:02 PM  

1/1/2015 2:02:09 AM 

 

3/21/2022 2:17:40 PM 

 

3/21/2022 2:27:15 PM 

 

location.db-shm 

3/21/2022 2:14:03 PM  

1/1/2015 2:02:09 AM 

 

3/21/2022 2:17:40 PM 

 

3/21/2022 2:27:15 PM 

 

 

 

 

 

AED VS BCD 

 

Database 

Files 

 

Date 

Modified(AED) 

 

Date 

Modified(BCD) 

 

Date 

Created(AED) 

 

Date 

Created(BCD) 

 

hsmpacks.db-shm 

3/21/2022 1:07:59 PM 1/1/2015 2:16:14 AM  

3/21/2022 2:42:45 PM 

 

3/21/2022 3:16:39 PM 

 

msgstore.db-wal 

1/1/2015 2:00:55 AM 1/1/2015 2:00:57 AM  

3/21/2022 2:42:45 PM 

3/21/2022 3:16:39 PM 

 

media.db-shm 

3/21/2022 1:07:59 PM  

1/1/2015 2:16:14 AM 

 

3/21/2022 2:42:45 PM 

3/21/2022 3:16:39 PM 

 

stickers.db-shm 

3/21/2022 2:38:34 PM  

3/21/2022 3:06:29 PM 

 

3/21/2022 2:42:45 PM 

3/21/2022 3:16:39 PM 

 

 

 

 

 

CBD vs BDC 

 

Database 

Files 

 

Date 

Modified(CBD) 

 

Date 

Modified(BDC) 

 

Date 

Created(CBD) 

 

Date 

Created(BDC) 

 

msgstore.db-shm 

31/1/2015 2:00:58 AM 1/1/2015 2:01:09 AM  

3/21/2022 3:34:50 PM 

 

3/21/2022 3:49:55 PM 

 

wa.db-shm 

1/1/2015 2:00:59 AM 1/1/2015 2:01:10 AM 3/21/2022 3:34:50 PM 3/21/2022 3:49:55 PM 

 

axolotl.db-shm 

1/1/2015 2:00:59 AM  

1/1/2015 2:01:10 AM 

3/21/2022 3:34:50 PM 3/21/2022 3:49:55 PM 

 

location.db-shm 

1/1/2015 2:00:59 AM  

1/1/2015 2:01:10 AM 

3/21/2022 3:34:50 PM 3/21/2022 3:49:55 PM 

 

 

 

 

 

EBC VS CEB 

 

Database 

Files 

 

Date 

Modified(EBC) 

 

Date 

Modified(CEB) 

 

Date 

Created(EBC) 

 

Date 

Created(CEB) 

 

msgstore.db-shm 

3/21/2022 4:11:38 PM 3/21/2022 9:02:44 PM  

3/21/2022 4:14:40 PM 

 

3/21/2022 9:05:30 PM 

 

wa.db-shm 

3/21/2022 4:11:39 PM 3/21/2022 9:02:45 PM 3/21/2022 4:14:40 PM 3/21/2022 9:05:30 PM 

 

axolotl.db-shm 

3/21/2022 4:03:10 PM  

3/21/2022 4:27:45 PM 

3/21/2022 4:14:40 PM 3/21/2022 9:05:30 PM 

 

location.db-shm 

3/21/2022 4:11:39 PM 3/21/2022 9:02:45 PM 3/21/2022 4:14:40 PM 3/21/2022 9:05:30 PM 

 

 

 

 

 

ECB VS BDE 

 

Database 

Files 

 

Date 

Modified(ECB) 

 

Date 

Modified(BDE) 

 

Date 

Created(ECB) 

 

Date 

Created(BDE) 

 

msgstore.db-shm 

3/21/2022 9:20:30 PM 1/1/2015 2:01:15 AM  

3/21/2022 9:23:15 PM 

 

3/21/2022 9:33:20 PM 

 

wa.db-shm 

3/21/2022 9:20:30 PM 1/1/2015 2:01:15 AM 3/21/2022 9:23:15 PM  

3/21/2022 9:33:20 PM 

 

axolotl.db-shm 

3/21/2022 4:27:45 PM  

1/1/2015 2:01:17 AM 

3/21/2022 9:23:15 PM  

3/21/2022 9:33:20 PM 

 

location.db-shm 

3/21/2022 9:20:32 PM 1/1/2015 2:01:16 AM 3/21/2022 9:23:15 PM  

3/21/2022 9:33:20 PM 

 

 

 

 

 

EBD VS CDE 

 

Database 

Files 

 

Date 

Modified(EBD) 

 

Date 

Modified(CDE) 

 

Date 

Created(EBD) 

 

Date 

Created(CDE) 

 

msgstore.db-shm 

1/1/2015 2:01:09 AM 1/1/2015 2:03:05 AM  

3/21/2022 10:14:17 PM 

 

3/21/2022 10:47:24 PM 

 

wa.db-shm 

1/1/2015 2:01:10 AM 1/1/2015 2:03:06 AM  

3/21/2022 10:14:17 PM 

3/21/2022 10:47:24 PM 

 

axolotl.db-shm 

1/1/2015 2:01:10 AM  

1/1/2015 2:01:02 AM 

 

3/21/2022 10:14:17 PM 

3/21/2022 10:47:24 PM 

 

location.db-shm 

1/1/2015 2:01:10 AM 1/1/2015 2:03:06 AM  

3/21/2022 10:14:17 PM 

3/21/2022 10:47:24 PM 

 

 

 

 

 

ABCD VS ABDC 

 

Database 

Files 

 

Date 

Modified(ABCD) 

 

Date 

Modified(ABDC) 

 

Date 

Created(ABCD) 

 

Date 

Created(ABDC) 

 

msgstore.db-shm 

1/1/2015 2:01:00 AM 1/1/2015 2:00:57 AM  

3/21/2022 11:07:19 PM 

 

3/21/2022 11:22:34 PM 

 

wa.db-shm 

1/1/2015 2:01:11 AM 1/1/2015 2:00:57 AM  

3/21/2022 11:07:19 PM 

3/21/2022 11:22:34 PM 

 

axolotl.db 

1/1/2015 2:01:02 AM  

1/1/2015 2:00:58 AM 

 

3/21/2022 11:07:19 PM 

3/21/2022 11:22:34 PM 

 

location.db-shm 

1/1/2015 2:01:01 AM 1/1/2015 2:00:57 AM  

3/21/2022 11:07:19 PM 

3/21/2022 11:22:34 PM 

 

BDAC VS BAEC 

 

Database 

Files 

 

Date 

Modified(BDAC) 

 

Date 

Modified(BAEC) 

 

Date 

Created(BDAC) 

 

Date 

Created(BAEC) 

 

msgstore.db-shm 

 

1/1/2015 2:00:59 AM 

 

3/21/2022 11:46:48 PM 

 

3/21/2022 11:37:29 PM 

 

3/21/2022 11:49:04 PM 

 

wa.db-shm 

 

1/1/2015 2:01:00 AM 

3/21/2022 11:46:48 PM 3/21/2022 11:37:29 PM 3/21/2022 11:49:04 PM 

 

axolotl.db 

 

1/1/2015 2:01:01 AM 

 

3/21/2022 11:43:14 PM 

3/21/2022 11:37:29 PM 3/21/2022 11:49:04 PM 

 

location.db-shm 

 

1/1/2015 2:01:00 AM 

 

3/21/2022 11:46:48 PM 

3/21/2022 11:37:29 PM 3/21/2022 11:49:04 PM 

 

 

 

 

ABEC VS AEBC 

 

Database 

Files 

 

Date 

Modified(ABEC) 

 

Date 

Modified(AEBC) 

 

Date 

Created(ABEC) 

 

Date 

Created(AEBC) 

 

msgstore.db-shm 

1/1/2015 2:00:57 AM  

3/21/2022 11:46:48 PM 

 

3/22/2022 12:00:05 AM 

 

3/22/2022 12:16:28 AM 

 

wa.db-shm 

1/1/2015 2:00:58 AM 1/1/2015 2:01:02 AM 3/22/2022 12:00:05 AM 3/22/2022 12:16:28 AM 

 

axolotl.db 

1/1/2015 2:00:58 AM  

3/21/2022 11:43:14 PM 

3/22/2022 12:00:05 AM 3/22/2022 12:16:28 AM 

 

location.db-shm 

1/1/2015 2:00:58 AM  

3/21/2022 11:46:48 PM 

3/22/2022 12:00:05 AM 3/22/2022 12:16:28 AM 
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BDAE VS AEBD 

 

Database 

Files 

 

Date 

Modified(BDAE) 

 

Date 

Modified(AEBD) 

 

Date 

Created(BDAE) 

 

Date 

Created(AEBD) 

 

msgstore.db-shm 

1/1/2015 2:03:04 AM  

1/1/2015 2:01:21 AM 

 

3/22/2022 12:47:10 PM 

 

3/22/2022 12:57:47 PM 

 

wa.db-shm 

1/1/2015 2:03:04 AM 1/1/2015 2:01:02 AM 3/22/2022 12:47:10 PM 3/22/2022 12:57:47 PM 

 

axolotl.db 

1/1/2015 2:03:05 AM  

1/1/2015 2:01:22 AM 

3/22/2022 12:47:10 PM 3/22/2022 12:57:47 PM 

 

location.db-shm 

1/1/2015 2:03:05 AM  

1/1/2015 2:01:21 AM 

3/22/2022 12:47:10 PM 3/22/2022 12:57:47 PM 

 

 

 

 

 

AEDC vs BDCE 

 

Database 

Files 

 

Date 

Modified(AEDC) 

 

Date 

Modified(BDCE) 

 

Date 

Created(AEDC) 

 

Date 

Created(BDCE) 

 

msgstore.db-shm 

1/1/2015 2:04:01 AM  

1/1/2015 2:04:01 AM 

 

3/22/2022 1:05:20 PM 

 

3/22/2022 1:26:37 PM 

 

wa.db-shm 

1/1/2015 2:00:56 AM 1/1/2015 2:04:02 AM 3/22/2022 1:05:20 PM 3/22/2022 1:05:20 PM 

 

axolotl.db 

1/1/2015 2:00:56 AM  

1/1/2015 2:04:03 AM 

3/22/2022 1:05:20 PM 3/22/2022 1:05:20 PM 

 

location.db-shm 

1/1/2015 2:00:56 AM  

1/1/2015 2:04:02 AM 

3/22/2022 1:05:20 PM 3/22/2022 1:05:20 PM 

 

 

 

 

 

 

EBDC VS EBCD 

 

Database 

Files 

 

Date 

Modified(EBDC) 

 

Date 

Modified(EBCD) 

 

Date 

Created(EBDC) 

 

Date 

Created(EBCD) 

 

_jobqueue-

WhatsAppJobManager 

1/1/2015 2:01:00 AM  

 

1/1/2015 2:12:09 AM 

 

3/22/2022 1:34:25 PM 

 

3/22/2022 1:56:03 PM 

 

wa.db-shm 

1/1/2015 2:00:59 AM  

1/1/2015 2:12:08 AM 

3/22/2022 1:34:25 PM 3/22/2022 1:56:03 PM 

 

axolotl.db 

1/1/2015 2:01:00 AM  

 

1/1/2015 2:12:09 AM 

3/22/2022 1:34:25 PM 3/22/2022 1:56:03 PM 

 

location.db-shm 

1/1/2015 2:00:59 AM  

1/1/2015 2:12:08 AM 

3/22/2022 1:34:25 PM 3/22/2022 1:56:03 PM 

 

 

 

 

 

 

 

ABCDE VS ACBDE 

 

Database 

Files 

 

Date 

Modified(ABCDE) 

 

Date 

Modified(ACBDE) 

 

Date 

Created(ABCDE) 

 

Date 

Created(ACBDE) 

 

_jobqueue-

WhatsAppJobManager 

1/1/2015 2:02:04 AM  

 

1/1/2015 2:02:56 AM 

 

3/22/2022 2:15:15 PM 

 

3/22/2022 2:25:36 PM 

 

wa.db-shm 

1/1/2015 2:02:03 AM 1/1/2015 2:02:55 AM 3/22/2022 2:15:15 PM 3/22/2022 2:25:36 PM 

 

axolotl.db 

1/1/2015 2:02:03 AM 1/1/2015 2:02:56 AM 3/22/2022 2:15:15 PM 3/22/2022 2:25:36 PM 

 

location.db-shm 

1/1/2015 2:02:03 AM 1/1/2015 2:02:55 AM 3/22/2022 2:15:15 PM 3/22/2022 2:25:36 PM 

 

 

 

 

 

 

ABDCE VS AEBCD 

 

Database 

Files 

 

Date 

Modified(ABDCE) 

 

Date 

Modified(AEBCD) 

 

Date 

Created(ABDCE) 

 

Date 

Created(AEBCD) 

 

_jobqueue-

WhatsAppJobManager 

1/1/2015 2:00:55 AM  

 

1/1/2015 2:01:52 AM 

 

3/22/2022 3:00:19 PM 

 

3/22/2022 3:22:56 PM 

 

wa.db-shm 

1/1/2015 2:15:31 AM 1/1/2015 2:01:51 AM 3/22/2022 3:00:19 PM 3/22/2022 3:22:56 PM 

 

axolotl.db 

1/1/2015 2:00:55 AM 1/1/2015 2:01:52 AM 3/22/2022 3:00:19 PM 3/22/2022 3:22:56 PM 

 

location.db-shm 

1/1/2015 2:15:31 AM 1/1/2015 2:01:51 AM 3/22/2022 3:00:19 PM 3/22/2022 3:22:56 PM 

 

 

 

 

 

 

ABCED VS AECBD 

 

 

 

Database 

Files 

 

Date 

Modified(ABCED) 

 

Date 

Modified(AECBD) 

 

Date 

Created(ABCED) 

 

Date 

Created(AECBD) 

 

_jobqueue-

WhatsAppJobManager 

1/1/2015 2:02:03 AM  

 

1/1/2015 2:01:04 AM 

 

3/22/2022 3:36:13 PM 

 

3/22/2022 5:38:46 PM 

 

wa.db-shm 

1/1/2015 2:02:02 AM 1/1/2015 2:01:03 AM 3/22/2022 3:36:13 PM 3/22/2022 5:38:46 PM 

 

axolotl.db 

 

1/1/2015 2:02:03 AM 

1/1/2015 2:01:04 AM 3/22/2022 3:36:13 PM 3/22/2022 5:38:46 PM 

 

location.db-shm 

 

1/1/2015 2:02:02 AM 

1/1/2015 2:01:03 AM 3/22/2022 3:36:13 PM 3/22/2022 5:38:46 PM 

 

 

AECBD VS AEBDC 

 

Database 

Files 

 

Date 

Modified(AECBD) 

 

Date 

Modified(AEBDC) 

 

Date 

Created(AECBD) 

 

Date 

Created(AEBDC) 

 

_jobqueue-

WhatsAppJobManager 

 

 

1/1/2015 2:01:04 AM 

 

 

1/1/2015 2:01:01 AM 

 

3/22/2022 3:36:13 PM 

 

3/22/2022 5:57:42 PM 

 

wa.db-shm 

1/1/2015 2:01:03 AM 1/1/2015 2:01:00 AM 3/22/2022 3:36:13 PM 3/22/2022 5:57:42 PM 

 

axolotl.db 

1/1/2015 2:01:01 AM 1/1/2015 2:01:04 AM 3/22/2022 3:36:13 PM 3/22/2022 5:57:42 PM 

 

location.db-shm 

1/1/2015 2:01:03 AM 1/1/2015 2:01:00 AM 3/22/2022 3:36:13 PM 3/22/2022 5:57:42 PM 

Table 6.0 Timeline of WhatsApp database files 

 

Apart from the standard procedure actions performed by first responder to secure a device to 

preserve digital evidence from a crime scene. I have conducted 30 other experiments with 

different possible methods to secure a device to preserve the digital evidence from the crime 
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scene and presents the impact of those different actions in terms of size of WhatsApp database 

files obtained from phone’s image acquisition and timeline of files changes in shown in Table 

10.0. 

Securement Method 1 vs  Securement Method 2 
 

 

 

1 

First responder discovered a 

phone from a crime scene, 

while it has Wi-Fi off and the 

first responder enable flight 

mode and usb debug feature 

on the phone. 

 

 

 

 

2 

If the first responder 

chooses to enable flight 

mode on the phone and 

switched it off 

immediately. 

 

 

 

 

 

 

 

 

3 

If the first responder chooses 

to switch off the phone 

directly without enabling any 

feature on the phone as part of 

a securement process while 

assuming the phone was 

connected to internet during 

securement process, then 

when the phone will be turned 

on phone and gets connected 

to internet a WhatsApp 

message could arrive. 

 

 

 

 

 

 

4 

If the first responder tries to 

open WhatsApp during 

securement while the phone 

was disconnected from the 

internet. 

 

 

 

 

5 

If the first responder chooses 

to read all the incoming 

WhatsApp messages on the 

phone while it is 

disconnected from the 

internet. 

 

 

 

 

6 

If the first responder 

chooses to disconnect only 

internet on the phone while 

at the same time a 

WhatsApp messages is sent 

from another phone. 

 

 

 

 

7 

If the first responder chooses 

to read a single message 

while the phone is not 

connected to internet. 

 

 

 

8 

If the first responder 

chooses to send a 

WhatsApp message from 

the phone discovered at a 

crime scene and disconnect 

it from internet. 

 

 

 

9 

If the first responder chooses 

to read WhatsApp message 

on the phone while it is in 

flight mode. 

 

 

 

10 

If the first responder 

chooses to open WhatsApp 

and deletes one received 

message from the phone 

discovered at a crime scene 

from one to one chat. 

 

 

 

 

11 

If the first responder chooses 

to open WhatsApp and 

deletes one sent message 

from the phone discovered at 

a crime scene from one to 

one chat. 

 

 

 

 

12 

If the first responder 

chooses to send one 

WhatsApp message from 

the phone discovered at a 

crime scene while it is in 

flight mode. 

 

 

 

 

13 

If the first responder chooses 

to turn off the phone while it 

is connected to internet at the 

time of its discovery from a 

crime scene. When the phone 

 

 

 

14 

If the first responder 

chooses to put the phone in 

flight mode and tries to send 

a picture from the phone 

discovered at a crime scene. 
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is turned on in the lab the 

digital forensics investigation 

officer disconnects it from the 

internet and enable flight 

mode and image the phone. 

 

 

 

 

 

 

15 

If the first responder chooses 

to power off the phone 

discovered at a crime scene as 

part of securement procedure 

to preserve digital evidence. 

While the phone is powered 

off a WhatsApp message 

from another device is sent 

and when the phone is turned 

on a message is received. 

 

 

 

 

 

16 

If the first responder 

chooses to put the phone in 

flight mode while it has 

these features enable from 

swipe down window such as 

location, screen rotation, 

Bluetooth, NFC, sync, do 

not disturb mode 
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If the first responder chooses 

to write a message on the 

phone discovered at a crime 

scene while the phone was 

connected to the internet and 

suddenly puts the phone in 

flight mode as part of 

securement process and does 

not close the application. 

 

 

 

 

 

18 

If the first responder 

chooses to switch off the 

phone and remove sim 

while it is in flight mode. 

 

 

 

 

19 

If an SMS arrives at the time 

of image acquisition of the 

phone under investigation and 

the phone is in flight mode. 

 

 

 

 

20 

If the alarm rings during the 

time of image acquisition of 

the phone under 

investigation and the phone 

is in flight mode. 

 

 

 

 

 

 

21 

If the phone is discovered and 

it is already in flight mode 

and first responder disables 

the flight mode and the alarm 

rings at the time of image 

acquisition of the phone in the 

laboratory and digital 

forensics investigation officer 

turns it off. 

 

 

 

 

 

 

22 

If the call arrives to the sim 

of the phone under 

investigation during image 

acquisition process in 

laboratory while the phone 

is in flight mode. 

 

 

 

 

23 

If first responder chooses to 

secure a phone by enabling 

flight mode on the phone 

under investigation and reads 

a message. 

 

 

 

24 

If first responder reads a 

miscall on the phone and 

then enable the flight mode 

to preserve the digital 

evidence on the phone. 

 

 

 

 

 

 

25 

If first responder tries to call 

from the phone under 

investigation and reads one 

incoming message and then 

enable the flight mode to 

preserve the digital evidence 

on the phone. 

 

 

 

 

 

 

26 

If the digital forensics 

investigation officer tries to 

call from the phone under 

investigation when the 

image acquisition process of 

the phone under 

investigation is being 

conducted and phone is in 

flight mode. Phone asks to 

disable the flight mode for 

making a call and digital 
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forensics investigation 

officer press okay and 

image acquisition process 

continues. 

 

 

 

 

27 

If the first responder chooses 

to attend an incoming call 

immediately after discovering 

the phone at a crime scene 

while the phone is in normal 

mode. 

 

 

 

28 

If the first responder 

chooses to cut an incoming 

call immediately after 

discovering the phone at a 

crime scene while the phone 

is in normal mode. 

 

 

 

29 

If the digital forensics 

investigation officer chooses 

to enable the flight mode on 

the phone during its image 

acquisition process in the 

laboratory. 

 

 

 

30 

If the digital forensics 

investigation officer 

chooses to disable the flight 

mode on the phone during 

its image acquisition 

process in the laboratory. 

 

 

Table 7.0 Device Securement Methods 
 

The size of WhatsApp application database files obtained in each image iteration which 

involves device securement methods based on Table 7.0 is given in the Table 8.0 below. 

No. of Image 

 

Total Size 

1 5.82 MB 

2 5.85 MB 

3 5.84 MB 

4 5.84 MB 

5 5.85 MB 

6 5.38 MB 

7 5.85 MB 

8 5.85 MB 

9 5.85 MB 

10 5.85 MB 

11 5.85 MB 

12 5.93 MB 

13 5.92 MB 

14 5.94 MB 

15 5.95 MB 

16 5.95 MB 

17 5.95 MB 

18 5.95 MB 

19 5.52 MB 

20 5.54 MB 

21 5.56 MB 

22 5.56 MB 

23 5.56 MB 

24 5.48 MB 
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25 5.63 MB 

26 5.63 MB 

27 5.65 MB 

28 5.65 MB 

29 5.65 MB 

30 5.65 MB 

 

Table 8.0 Size in MB’s of WhatsApp database files from Phone Image wise 

 

These sequences of image acquisitions in Table 9.0, obtained from phone have similar effect 

on size of the WhatsApp application database files. As they all possess same size. 

 

Sr. No Sequence of Images 

1 2,5,7,8,9,10,11 

2 3,4 

3 15,16,17,18 

4 21,22,23 

5 25,26 

6 27,28,29,30 

Table 9.0 sequence of Images 

 

4.8 Timeline-II of WhatsApp Database Files Obtained 
 

 

Securement 

Options 

 

Database 

Files 

 

Date 

Modified(1) 

 

Date 

Modified(2) 

 

Date 

Created(1) 

 

Date 

Created(2) 

 

1 vs 2 

 

axolotl.db 

 

4/13/2022 11:32:32 PM 

 

3/28/2022 1:14:27 PM 

 

3/28/2022 2:30:12 PM 

 

3/28/2022 2:54:10 PM 

 

msgstore.db 

 

4/13/2022 11:39:41 PM 

 

3/28/2022 2:36:47 PM 

 

3/28/2022 2:30:12 PM 

 

3/28/2022 2:54:10 PM 

 

wa.db 

 

4/13/2022 11:43:06 PM 

 

3/28/2022 1:14:29 PM 

 

3/28/2022 2:30:12 PM 

 

3/28/2022 2:54:10 PM 

 

web_sessions.db 

 

4/13/2022 11:40:46 PM 

 

3/18/2022 4:58:01 PM 

 

3/28/2022 2:30:12 PM 

 

3/28/2022 2:54:10 PM 

 

3 vs 4 
 

Database 

Files 

 

Date 

Modified(3) 

 

Date 

Modified(4) 

 

Date 

Created(3) 

 

Date 

Created(4) 

web_sessions.db-shm  

3/28/2022 3:01:57PM 

 

3/28/2022 3:17:21PM 

 

3/28/2022 3:05:59 PM 

 

3/28/2022 3:22:43 PM 

wa.db-shm 3/28/2022 3:02:10 PM 3/28/2022 3:17:31PM 3/28/2022 3:05:59 PM 3/28/2022 3:22:43 PM 

sync.db-shm 3/28/2022 3:02:11 PM 3/28/2022 3:17:32PM 3/28/2022 3:05:59 PM 3/28/2022 3:22:43 PM 

location.db-shm 3/28/2022 3:02:10 PM 3/28/2022 3:17:32PM 3/28/2022 3:05:59 PM 3/28/2022 3:22:43 PM 

 

5 vs 6 

 

Database 

Files 

 

Date 

Modified(5) 

 

Date 

Modified(6) 

 

Date 

Created(5) 

 

Date 

Created(6) 

web_sessions.db-shm  

3/28/2022 3:24:50 PM 

 

3/28/2022 3:51:47 PM 

 

3/28/2022 3:30:51 PM 

 

3/28/2022 3:57:54 PM 

location.db-shm 3/28/2022 3:24:52 PM 3/28/2022 3:50:57 PM 3/28/2022 3:30:51 PM 3/28/2022 3:57:54 PM 

chatsettings.db-shm 3/28/2022 3:24:50 PM  

3/28/2022 3:50:59 PM 

 

3/28/2022 3:30:51 PM 

 

3/28/2022 3:57:54 PM 

msgstore.db 3/28/2022 3:25:05 PM 3/28/2022 3:50:57 PM 3/28/2022 3:30:51 PM 3/28/2022 3:57:54 PM 

 

7 vs 8 
 

Database 

Files 

 

Date 

Modified(7) 

 

Date 

Modified(8) 

 

Date 

Created(7) 

 

Date 

Created(8) 

wa.db-shm 3/28/2022 3:58:59 PM 3/28/2022 4:03:40 PM 3/28/2022 4:02:38 PM 3/28/2022 4:21:27 PM 

location.db-shm 3/28/2022 3:59:00 PM 3/28/2022 4:03:40 PM 3/28/2022 4:02:38 PM 3/28/2022 4:21:27 PM 

chatsettings.db-shm 3/28/2022 3:58:59 PM 3/28/2022 4:10:35 PM 3/28/2022 4:02:38 PM 3/28/2022 4:21:27 PM 

axolotl.db-shm 3/28/2022 3:50:58 PM 3/28/2022 4:10:35 PM 3/28/2022 4:02:38 PM 3/28/2022 4:21:27 PM 

 

9 vs 10 
 

Database 

Files 

 

Date 

Modified(9) 

 

Date 

Modified(10) 

 

Date 

Created(9) 

 

Date 

Created(10) 

web_sessions.db-shm 3/28/2022 4:30:47 PM 3/28/2022 5:21:37 PM 3/28/2022 4:34:31 PM 3/28/2022 5:29:18 PM 

msgstore.db-shm 3/28/2022 4:30:51 PM 3/28/2022 5:23:08 PM 3/28/2022 4:34:31 PM 3/28/2022 5:29:18 PM 
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chatsettings.db-shm 3/28/2022 4:30:47 PM 3/28/2022 5:21:37 PM 3/28/2022 4:34:31 PM 3/28/2022 5:29:18 PM 

sync.db-shm 3/28/2022 4:30:49 PM 3/28/2022 5:21:39 PM 3/28/2022 4:34:31 PM 3/28/2022 5:29:18 PM 

 

11 vs 12 
 

Database 

Files 

 

Date 

Modified(11) 

 

Date 

Modified(12) 

 

Date 

Created(11) 

 

Date 

Created(12) 

web_sessions.db-shm  

3/28/2022 5:32:24 PM 

 

3/28/2022 5:42:19 PM 

 

3/28/2022 5:39:16 PM 

 

3/28/2022 5:46:35 PM 

msgstore.db 3/28/2022 3:50:57 PM 3/28/2022 5:41:44 PM 3/28/2022 5:39:16 PM 3/28/2022 5:46:35 PM 

chatsettings.db-shm  

3/28/2022 5:32:24 PM 

 

3/28/2022 5:40:32 PM 

 

3/28/2022 5:39:16 PM 

 

3/28/2022 5:46:35 PM 

_jobqueue-

WhatsAppJobManager 

 

3/28/2022 4:30:51 PM 

 

3/28/2022 5:42:15 PM 

 

3/28/2022 5:39:16 PM 

 

3/28/2022 5:46:35 PM 

 

13 vs 14 
 

Database 

Files 

 

Date 

Modified(13) 

 

Date 

Modified(14) 

 

Date 

Created(13) 

 

Date 

Created(14) 

web_sessions.db-shm  

3/28/2022 6:13:23 PM 

 

3/28/2022 6:24:10 PM 

 

3/28/2022 6:20:21 PM 

 

3/28/2022 6:30:48 PM 

media.db-shm 1/1/2015 5:02:47 AM 3/28/2022 6:24:54 PM 3/28/2022 6:20:21 PM 3/28/2022 6:30:48 PM 

location.db-shm 3/28/2022 6:13:25 PM 3/28/2022 6:24:12 PM 3/28/2022 6:20:21 PM 3/28/2022 6:30:48 PM 

sync.db-shm 3/28/2022 6:13:25 PM 3/28/2022 6:24:12 PM 3/28/2022 6:20:21 PM 3/28/2022 6:30:48 PM 

 

15 vs 16 
 

Database 

Files 

 

Date 

Modified(15) 

 

Date 

Modified(16) 

 

Date 

Created(15) 

 

Date 

Created(16) 

wa.db 3/28/2022 9:28:48 PM 3/28/2022 1:14:29 PM 3/28/2022 9:33:40 PM 3/28/2022 9:07:20 PM 

location.db-shm 3/28/2022 9:28:45 PM 3/28/2022 8:26:31 PM 3/28/2022 9:33:40 PM 3/28/2022 9:07:20 PM 

msgstore.db 3/28/2022 9:28:48 PM 3/28/2022 8:20:29 PM 3/28/2022 9:33:40 PM 3/28/2022 9:07:20 PM 

sync.db-shm 3/28/2022 9:28:47 PM 3/28/2022 8:26:32 PM 3/28/2022 9:33:40 PM 3/28/2022 9:07:20 PM 

 

17 vs 18 
 

Database 

Files 

 

Date 

Modified(17) 

 

Date 

Modified(18) 

 

Date 

Created(17) 

 

Date 

Created(18) 

wa.db-shm 3/28/2022 9:38:53 PM 1/1/2015 3:01:16 AM 3/28/2022 9:45:47 PM 3/28/2022 10:00:34 PM 

msgstore.db-shm 3/28/2022 9:38:57 PM 1/1/2015 3:01:15 AM 3/28/2022 9:45:47 PM 3/28/2022 10:00:34 PM 

location.db-shm 3/28/2022 9:38:54 PM 1/1/2015 3:01:16 AM 3/28/2022 9:45:47 PM 3/28/2022 10:00:34 PM 

sync.db-shm 3/28/2022 9:38:54 PM 1/1/2015 3:01:16 AM 3/28/2022 9:45:47 PM 3/28/2022 10:00:34 PM 

 

19 vs 20 

 

Database 

Files 

 

Date 

Modified(19) 

 

Date 

Modified(20) 

 

Date 

Created(19) 

 

Date 

Created(20) 

wa.db-shm 3/29/2022 5:43:23 PM 3/29/2022 6:14:59 PM 3/29/2022 5:50:26 PM 3/29/2022 6:30:58 PM 

msgstore.db-shm 3/29/2022 5:43:24 PM 3/29/2022 6:14:58 PM 3/29/2022 5:50:26 PM 3/29/2022 6:30:58 PM 

location.db-shm 3/29/2022 5:43:23 PM 3/29/2022 6:14:58 PM 3/29/2022 5:50:26 PM 3/29/2022 6:30:58 PM 

sync.db-shm 3/29/2022 5:43:24 PM 3/29/2022 6:14:59 PM 3/29/2022 5:50:26 PM 3/29/2022 6:30:58 PM 

 

21 vs 22 

 

Database 

Files 

 

Date 

Modified(21) 

 

Date 

Modified(22) 

 

Date 

Created(21) 

 

Date 

Created(22) 

wa.db-shm 3/29/2022 6:40:14 PM 3/29/2022 6:48:42 PM 3/29/2022 6:50:24 PM 3/29/2022 7:05:49 PM 

msgstore.db-wal 3/29/2022 6:40:14 PM 3/29/2022 6:48:43 PM 3/29/2022 6:50:24 PM 3/29/2022 7:05:49 PM 

location.db-shm 3/29/2022 6:40:14 PM 3/29/2022 6:48:42 PM 3/29/2022 6:50:24 PM 3/29/2022 7:05:49 PM 

sync.db-shm 3/29/2022 6:40:15 PM 3/29/2022 6:48:43 PM 3/29/2022 6:50:24 PM 3/29/2022 7:05:49 PM 

 

23 vs 24 
 

Database 

Files 

 

Date 

Modified(23) 

 

Date 

Modified(24) 

 

Date 

Created(23) 

 

Date 

Created(24) 

web_sessions.db-shm  

3/29/2022 5:43:50 PM 

 

3/30/2022 12:15:35 AM 

 

3/29/2022 7:30:17 PM 

 

3/30/2022 12:31:51 AM 

msgstore.db-wal 3/29/2022 6:57:46 PM 3/29/2022 12:15:31 AM 3/29/2022 7:30:17 PM 3/30/2022 12:31:51 AM 

axolotl.db-wal 3/29/2022 5:43:24 PM 3/29/2022 12:15:32 AM 3/29/2022 7:30:17 PM 3/30/2022 12:31:51 AM 

sync.db-shm 3/29/2022 6:57:47 PM 3/29/2022 12:15:32 AM 3/29/2022 7:30:17 PM 3/30/2022 12:31:51 AM 

 

25 vs 26 
 

Database 

Files 

 

Date 

Modified(25) 

 

Date 

Modified(26) 

 

Date 

Created(25) 

 

Date 

Created(26) 

wa.db-shm 3/30/2022 12:34:29 AM 3/30/2022 12:52:18 AM 3/30/2022 12:40:29 AM 3/30/2022 1:00:00 AM 

msgstore.db-shm  

3/30/2022 12:34:29 AM 

 

3/30/2022 12:52:18 AM 

 

3/30/2022 12:40:29 AM 

 

3/30/2022 1:00:00 AM 

location.db-shm 3/30/2022 12:34:29 AM 3/30/2022 12:52:18 AM 3/30/2022 12:40:29 AM 3/30/2022 1:00:00 AM 

sync.db-shm 3/30/2022 12:34:30 AM 3/30/2022 12:52:19 AM 3/30/2022 12:40:29 AM 3/30/2022 1:00:00 AM 

 

27 vs 28 

 

Database 

Files 

 

Date 

Modified(27) 

 

Date 

Modified(28) 

 

Date 

Created(27) 

 

Date 

Created(28) 

wa.db 3/28/2022 9:28:48 PM 3/28/2022 9:28:48 PM 3/30/2022 1:30:02 AM 3/30/2022 1:40:06 AM 

msgstore.db 3/29/2022 5:43:24 PM 3/29/2022 5:43:24 PM 3/30/2022 1:30:02 AM 3/30/2022 1:40:06 AM 

axolotl.db 3/28/2022 9:28:48 PM 3/28/2022 9:28:48 PM 3/30/2022 1:30:02 AM 3/30/2022 1:40:06 AM 

sync.db-shm 3/17/2022 1:22:50 PM 3/17/2022 1:22:50 PM 3/30/2022 1:30:02 AM 3/30/2022 1:40:06 AM 

 

29 vs 30 
 

Database 

Files 

 

Date 

Modified(29) 

 

Date 

Modified(30) 

 

Date 

Created(29) 

 

Date 

Created(30) 

 

wa.db-shm 

 

3/30/2022 1:05:08 AM 

 

3/30/2022 1:36:56 AM 

 

3/30/2022 1:50:09 AM 

 

3/30/2022 2:00:41 AM 

 

msgstore.db-shm 

 

3/30/2022 1:05:07 AM 

 

3/30/2022 1:36:55 AM 

 

3/30/2022 1:50:09 AM 

 

3/30/2022 2:00:41 AM 

 

location.db-shm 

 

3/30/2022 1:05:08 AM 

 

3/30/2022 1:36:56 AM 

 

3/30/2022 1:50:09 AM 

 

3/30/2022 2:00:41 AM 

 

sync.db-shm 

 

3/30/2022 1:05:08 AM 

 

3/30/2022 1:36:56 AM 

 

3/30/2022 1:50:09 AM 

 

3/30/2022 2:00:41 AM 

Table 10.0 Timeline of WhatsApp database files 
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5 Analysis 
 

The version of WhatsApp used to conduct this study is 2.22.6.72. WhatsApp is a cross platform 

application and because of its immense use by a huge population in the world for end to end 

encrypted communication, so it could be a good option for criminals also to communicate with 

each other to plan or commit a crime such as robbery, contract killing, child pornography, 

money laundering, kidnapping, terrorism and drugs smuggling etc. To analyze and understand 

the WhatsApp application database files from each image taken from the phone after 

performing the sequence of steps to secure the device and preserve the digital evidence on it at 

a crime scene, I have examined the results obtained in each image iteration separately and 

compared them to inspect the actual impact specifically on WhatsApp database acquired files. 

There are situations when the first responder reaches to a crime scene and found the device in 

different conditions i.e. password protected, or no password at all, or the phone is ringing due 

to some call or alarm, the screen is on or may be off.  In these different situations each one 

needs to be handled separately case by case but the ultimate goal of the first responder is to 

secure a device in such a manner that digital evidence on the device should not get completely 

vanished. Usually the first responder has these options to secure a device mentioned in Table 

1.0. But before this a first responder can check that if the phone’s display is on then he/she 

could quickly disable the passcode because some models of the phone does not ask to re-enter 

the passcode while disabling it and can enable the usb debug option from developer mode, this 

will give complete access to the device. In contrast, if the device is password protected then the 

case would be different such as some phones allow swipe down window to enable flight mode 

which is also one of the method to secure a device and preserve digital evidence because there 

is a chance that phone might be connected to internet and a criminal can execute a remote wipe 

to completely erase the data from the phone. If the battery of the phone is removable then a first 

responder can also unplug the battery to preserve the digital evidence on the phone in case 

battery is about to die or attach it to external power source carefully, till the phone reaches to 

laboratory.  

Similarly, there could be a possibility to corrupt the digital evidence on the phone via calls or 

messages on the phone, so that first responder can also safeguard the device by removing sim 
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or putting the device in a Faraday bag. In this study I have used standard options/methods to 

secure a digital device to preserve the digital evidence mentioned in Tables (3.0,4.0 and 7.0) to  

 

demonstrate the changes/impact on digital evidence on the device followed by actions 

performed by first responder. As it can be seen in the figure 15.0 and figure 16.0 below. The 

differences between normal mode image acquisition of the phone and flight mode image 

acquisition can be seen easily. 

The risk of losing a digital evidence from the device is certain at some level. When the adb tool 

is used to image the phone because adb tool does not provide full backup from the phone and 

sometimes skips the backups of some apps completely or backup them partially which could 

result in losing the files that contain highly sensitive information about the user such as phone 

number, chat messages, call logs, pictures and most importantly the deleted data from the device 

[48].  

To validate this, I have analyzed the behavior of adb tool with several images taken from the 

phone and observed their differences in terms of files acquired from each along with their 

timestamps. In figure 15.0 it can be seen that total files acquired from WhatsApp database image 

acquisition are 40 when the phone in normal mode. While in figure 16.0 it is shown that total 

files acquired from WhatsApp database image acquisition are 34, when the phone is in flight 

mode. Since, the missing files from adb backup are shown in figure 17.0. 

 



44 

 

 

Figure 15.0 WhatsApp database files acquired 

 

 

Figure 16.0 WhatsApp database files & missing files 
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Figure 17.0 WhatsApp database missing files 

 

The only solution to work with adb tool is to use the minimum number of apps on the phone or 

otherwise repeat the image acquisition process until all the files are acquired from the phone or 

at least the application which is under investigation and compare each image with the previous 

one in terms of obtained files. The files size change over each iteration of image acquisition 

process is mainly occurred due to the files with (.) db-wal extensions inside the WhatsApp 

database folder which are write ahead log files that are used to record the transactions that have 

been committed but not yet applied to the main database of the WhatsApp such as msgstore.db 

[49]. These (.) db-wal files will variate in each image iteration and these files will have a direct 

impact of the actions performed by first responder on the phone to secure it i.e. power off the 

phone, putting flight mode, remove sim etc. 

As the phone used in this research is rooted so we can see a situation where the deleted messages 

can be seen in figures (18.0-19.0). The rooting is preferred before image the phone because 

there are high chances from the criminal’s side that the messages have been deleted after crime. 

So with rooted phone the deleted messages from the phone can be easily recovered. But it is 

very risky process sometimes and depends on the phone make and model and a wrong rooting 

process could permanently brick the phone. 

 

Figure 18.0 Messages sent and received from the phone 
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Figure 19.0 Deleted message 

 

The actions of the forensics officer can be distinguished from the database files timestamps of 

the acquired image from the phone. If we compare the image 15 and 17 from the Table 7.0 

where a first responder tries to open the WhatsApp and writes a message but did not send it. It 

will change the timestamps of web_sessions.db-shm file and mark the message as read in 

msgstore.db file. The web_sessions.db-shm file shows the last time application opened and used 

on the phone and from there we can clearly distinguish the actions of first responder on the 

phone.   

 

Figure 20.0 web_sessions.db file 

 

 

 

Figure 21.0 Message Timestamps 
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6 Conclusion 
 

In terms of database file sizes, a risk based decision can be made based on the sequences of 

images from Table 5.0 and Table 9.0, while the decision making on the time based analysis is 

complex at some level that needs to be made from the timelines mentioned in Table 6.0 and 

Table 10.0. Where the challenging part could be the one where the files are not properly backed 

up from the tool. As the adb tool is not very much efficient in terms of results but it could be 

utilized in cases where the affordability of licensed commercial tools is restricted to law 

enforcement and academia. This study gives good results about the digital forensics 

investigation process of a mobile phone of a specific model of Samsung phone with android 

version 5.0.2(lollipop). With this research study we can conduct android phone forensics free 

of cost and we can control the phone via command line terminal and perform actions over the 

phone without physically interacting with it.  

The forensics community can take the benefits of learning from the obtained results in this study 

about the WhatsApp forensics process on specific phone with specific android version. As 

mobile forensics is a growing field with the increased number of devices and it requires great 

expertise from the digital forensics investigation officer to collect, analyze and report the 

evidence in a timely manner, and every forensics case is different based on the device make 

and model. The results of this study can also be compared with the results obtained from a 

commercial tool i.e. Oxygen Forensics, Magnet Axiom, Cellebrite Forensics etc. to find the 

efficiency tools. Apart from the techniques used in this thesis document there are also available 

loads of different techniques and procedures for accessing data from mobile phones with a 

forensics purpose i.e. creating adversarial model for digital forensics, JTAG, sim card forensics, 

memory forensics etc.  

Sometimes the forensics investigation process can sometimes become biased by human error 

and due to the vulnerable nature of process the decision making could be wrong [45]. To 

encounter such biasedness NIST manual can also be used as a reference to understand the 

mobile forensics process in a standard professional way [46].  
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In real criminal cases the legal aspects of crime are always considered and this study does not 

cover the legal aspects as they change from country to country. This study can be used as a 

reference for beginners in the field of digital forensics to understand the mobile forensics of 

android based phones in a practical way to guide them and demonstrate the changes and impact 

of certain actions on the device such as timestamps and size of the files which could also be the 

main players to trace a crime from a digital device. When the first responder tries to secure a 

phone there are various risks associated with the device and some of them we have observed in 

this study such as changes in timestamps and files size. The sequence of actions performed by 

first responder on the device to secure it and preserve the digital evidence, should be in a manner 

to cover the maximum data from the device which could ease the process of digital forensics 

and we can see these sequences in the Table 4.0 and Table 8.0. These two tables also show the 

sequences which have same impact on the amount of data recovered from the phone, but it is 

possible that timestamps might differ, so we should address both parameters while dealing with 

digital forensics problem.  
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