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and continuity while making attribution more difficult, COs need to set up a highly 
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Terms  
Doctrinal 
publication 

Doctrinal publications are considered as governmental, official 
publications concerning doctrines. 

Blue Team The group is responsible for defending an enterprise’s use of 
information systems by maintaining its security posture against a 
group of mock attackers. [4] 

Red Team A party imitates an adversary (in the case of information security, 
an intruder) in a training or testing scenario (Ibid). 

White Team A neutral third-party team judges during the exercise or testing 
(Ibid). Also, controlling the execution. 

 
  



 

11 

1 Introduction 
Cyberspace has evolved into a critical operational domain alongside land, sea, air, and 
space, where states, organisations, and individuals operate—and where various actors, 
including state and non-state adversaries, compete, disrupt, and defend digital assets. In 
this contested digital environment, the planning and execution of Cyberspace Operations 
(CO) present distinct challenges, including the rapid pace of technological change, 
information overload, and the complexities of multinational coordination. 

While extensive research has been conducted in the technical domains of cybersecurity, 
considerably less attention has been given to operational-level planning, decision-making 
frameworks, and organisational structures specific to CO. Existing literature tends to 
focus either on technical network defence or strategic policy discussions, leaving a gap 
in understanding operational-level cyberspace mission planning and execution, particularly 
within complex, multinational military contexts. 

This thesis addresses this gap by examining the competencies required for Offensive 
Cyberspace Operations (OCO) planners, proposing optimal organisational structures for 
cyber exercises, and exploring enhancements to operational planning and situational 
awareness frameworks. The research is motivated by the growing operational and 
educational need to develop coherent, evidence-based practices for CO planners and 
command elements operating in the Digital Information Environment. 

While this research is embedded in the context of NATO Cooperative Cyber Defence 
Centre of Excellence (CCDCOE) CO exercises, the challenges it addresses—such as 
developing operational-level competencies, optimising team structures, and enhancing 
situational awareness—are equally relevant to national, educational, and regional 
resilience initiatives. The frameworks and insights presented in this work are designed 
for broader applicability beyond military environments, supporting contexts such as 
cyber defence exercises, cybersecurity education programmes, critical infrastructure 
protection, public-private collaboration initiatives, and cross-border resilience-building 
efforts within the European Union and other civilian sectors. 

This thesis introduces a new CO planning paradigm that integrates theoretical and 
practical developments. It uniquely combines innovative approaches to improve planning 
frameworks, define critical skills, and optimise organisational structures while aligning 
with NATO cyber doctrine. By focusing on OCO planners and operational structures 
within the context of CO exercises, this research examines how operational-level 
cyberspace operations can be more effectively planned and executed in simulated 
operational environments. While previous research has explored COs, this thesis adopts 
a more comprehensive, multi-layered approach, specifically emphasising operational-level 
CO planning [5], [6], [7]. By focusing on OCO planners and operational structures  
within the context of CO exercises, this research enhances NATO’s capacity to conduct 
coordinated and effective cyber activities in simulated operational environments.  
The findings provide valuable insights for refining exercise design, operational planning 
practices, and capability development, thereby supporting NATO’s ongoing efforts to 
enhance cyber defence readiness. While the findings of this study are grounded in 
exercise-based environments, they offer actionable insights for improving operational-
level CO planning frameworks. They could inform future doctrinal discussions and 
capability development initiatives within NATO’s cyber community. 
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This thesis establishes a framework for conducting COs by focusing on OCO planners’ 
competencies, optimising cyber headquarters’ organisational structure, and enhancing 
operational planning tools and situational awareness frameworks.  

This thesis employs a mixed-methods approach to identify knowledge gaps, validate 
theoretical frameworks, and develop CO planning tools. It includes a systematic literature 
review to establish a strong theoretical foundation and a design science approach to guide 
tool development. Additionally, it includes multiple case studies and structured interviews 
to gather diverse perspectives and in-depth qualitative data, ensuring a robust analysis.  

With a deliberate exclusion of Electromagnetic Warfare (EMW) and Cyber and 
Electromagnetic Activities (CEMA) integration, this thesis concentrates exclusively on the 
digital layers of cyberspace. The suggested frameworks and tools may not be immediately 
relevant to EMW or integrated CEMA situations because they are optimised for 
operational-level planning of digital OCO. By methodically addressing the operational, 
technical, and decision-making aspects of OCO planning, as well as organisational 
structures, planner competencies, and the use of CO exercises as environments for 
capability development, this work contributes to enhancing the effectiveness and 
coherence of CO planning processes. The thesis takes a comprehensive approach  
within this clearly defined scope. This study advances knowledge of OCO planning in  
the digital domain. It aligns with NATO’s operational cyber doctrine, although it does  
not fully address the full range of multi-domain integration.  

Comprehensive in this sense refers to the integration of organisational, technical, and 
operational aspects of operational-level planning for digital OCO, including the definition 
of critical planner competencies, the optimisation of operational structures, and the 
application of these concepts in exercise-based environments. All levels refer explicitly 
to the strategic, operational, and tactical levels of warfare, as described in Sub-Chapter 
2.1. To ensure analytical depth within a limited operational framework, it purposefully 
excludes EMW and CEMA, focusing on the digital domain.  

This thesis references ‘Multi-Domain Operations (MDO) integration’ in terms of the 
need for CO planners to consider the operational, strategic, and tactical implications of 
their actions within the broader multi-domain operational environment. However,  
it does not examine fully integrated, synchronised cross-domain operations involving 
physical domains such as land, maritime, air, space, or Electromagnetic Warfare (EMW). 
The CCDCOE exercises analysed in this study did not incorporate such integrated  
cross-domain scenarios. As such, while the study acknowledges the doctrinal imperative 
for MDO alignment, its focus remains on planning within the digital domain, addressing 
how operational-level OCO planning frameworks influence and are influenced by 
considerations at the strategic and tactical levels in cyberspace alone. In this context, 
‘MDO integration’ refers to vertical integration across the levels of warfare within 
cyberspace operations, rather than horizontal integration across multiple physical and 
non-physical domains. 

This research relies on CCDCOE exercises, primarily Crossed Swords (CS) and Locked 
Shields (LS). However, these exercises have limitations that may restrict their applicability 
to other OCO contexts, such as information warfare, electronic warfare, and integrated 
cross-domain operations. NATO nations are expanding beyond traditional cyberspace 
boundaries by incorporating information warfare and integrated cross-domain operations. 
As a result, future adjustments to planning and organisational structures may be necessary. 
The research on NATO cyber doctrines and tools is limited to publicly available data and 
unclassified sources. 
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This research builds on CCDCOE CO exercises to understand the environment  
better. While these exercises have domain-specific limitations, the research enhances  
multi-domain operations by providing a new OCO planning framework, validating  
a training model, and introducing a novel CO headquarters structure. Rather than merely 
extending the scope of exercises, this work adapts their insights into a broader 
operational framework that integrates COs with the traditional domains of land, air, 
maritime, and space. 

This study addresses the challenges of contemporary COs and proposes a methodology 
to enhance NATO’s effectiveness in the cyberspace domain by offering both theoretical 
perspectives and practical tools. 

 

The primary aim of this thesis is to develop and validate an operational-level planning 
framework for OCO within the digital domain, informed by CCDCOE cyber exercises. 

To achieve this, the research pursues the following specific aims: 
a) Aim 1: To identify and analyse existing gaps in operational-level CO planning 

methodologies and tools through a systematic literature review and empirical 
data from international cyber exercises. 

b) Aim 2: To define a competency framework for OCO planners participating in 
operational-level CO exercises. 

c) Aim 3: To design and propose an optimised organisational structure for cyber 
headquarters, Red Teams and Blue Teams, involved in operational-level OCO. 

d) Aim 4: To develop and validate operational planning and situational awareness 
tools suitable for exercise-based and operational contexts in the digital domain. 

This thesis makes the following original contributions to the field of cyberspace 
operations research: 

a) Contribution 1: A novel operational-level planning framework for OCO in the 
digital domain, addressing doctrinal, organisational, and procedural requirements. 

b) Contribution 2: A validated competency framework for OCO planners, identifying 
the critical knowledge, skills, and abilities required for effective operational-level 
planning. 

c) Contribution 3: An optimised cyber headquarters, Red Team and Blue Team 
organisational model tailored for operational-level OCO, supporting improved 
coordination, decision-making, and situational awareness. 

d) Contribution 4: Validated user requirements and the development of a prototype 
for an operational-level CO planning tool, derived from user feedback collected 
during structured interviews, exercise observations, and workshop sessions. 

These contributions are grounded in data from CCDCOE exercises and a mixed-methods 
research design and are evaluated through qualitative and quantitative validation 
methods as described in the methodology chapter. 

The motivation for this research originates from over two decades of operational 
military experience, including extensive participation in COs exercises such as CS and LS. 
Through firsthand involvement in the planning and execution of multinational COs, the 
researcher observed challenges in operational planning, competency development, and 
the limitations of existing tools and organisational frameworks. These experiences 
highlighted the need for structured, evidence-based research to address capability gaps 
in COs. This thesis integrates both academic inquiry and practical operational insights to 
improve planning processes and support the development of more effective, adaptable, 
and competency-based practices for COs. 
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1.1 Problem Statement  
The CCDCOE conducts CO exercises to protect the digital information environment, 
demonstrate cyber offence and defence, improve decision-making, and fortify alliances. 
These exercises analyse the effects of cyberattacks on critical infrastructure, adversary 
communication networks, and public opinion. 

NATO’s CO exercises serve as critical enablers for capability development, doctrinal 
validation, and operational readiness in the Alliance’s digital operational environment. 
Providing structured venues for testing cyber defence processes, frameworks, and 
multinational coordination. The lessons identified and operational insights gained from 
NATO’s CO exercises play a key role in enhancing the Alliance’s ability to safeguard and 
manage the digital information environment.  

Within the context of these exercises, participants are typically organised into three 
primary types of teams: 
Red Teams: simulate an adversary conducting cyberattacks against designated targets. 
Blue Teams: act as network defenders responsible for protecting and maintaining assigned 
systems and services. 

Cyber Command Headquarters (CHQ) Teams: serve as operational-level command 
and control elements, tasked with coordinating CO, planning offensive actions, and 
managing the operational environment. 

The most relevant exercises for this research are LS and CS [8], [9]. LS, organised  
by the NATO CCDCOE, is the world’s largest and most advanced live-fire cyber  
defence exercise, focused on defensive operations in a simulated crisis environment.  
CS is a technically advanced red-teaming and offensive cyber exercise that tests 
operational-level planning and coordination in a controlled yet dynamic environment [9]. 
These exercises directly informed the case studies, data collection, and tool development 
conducted in this thesis. 

Military cyber exercises enhance decision-making, strengthen alliances, coordinate 
across domains, train personnel in both offensive and defensive cyberspace operations, 
and simulate information warfare scenarios—with participation from land forces, sailors, 
airmen, and space operators alike. Furthermore, cyber exercises are essential for NATO’s 
success, as they establish trust, which necessitates organisational and leadership cultures 
[10]. In the information environment, NATO’s CO exercises accomplish several goals, 
including modelling information warfare, educating people in cyber offence and defence, 
coordinating across domains, improving decision-making, and enhancing alliances. NATO 
CCDCOE emphasises the need for effective cyber exercise coordination and the need for 
leaders to understand the implications of cyber defence, aligning with NATO 2030 and 
preparing for emerging challenges (Ibid). 

One of NATO’s key challenges is the shortage of competent cyberspace operations 
planners, which has been highlighted in NATO-specific analyses and exercises [11], [12]. 
More broadly, the global cybersecurity workforce continues to face a significant shortfall, 
with over four million unfilled positions worldwide, which also impacts the availability of 
personnel suitable for military cyber roles [13], [14].  

 The lack of planners originates from the growth of cyber commands, branches,  
or services within their armed forces, which have shown a growing interest in OCO.  
The expansion of CO capabilities has accelerated this requirement, without the necessary 
training being in place [15], [16], [17].  NATO requires staff officers and civilian personnel 
with technical expertise in cyberspace to develop a deep understanding of how COs 
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contribute to NATO’s overall success [18]. This research aims to develop a framework for 
the competencies required for OCO planning. 

The lack of standardised cybersecurity terminology, especially in multidisciplinary and 
international contexts, poses challenges to building common competency frameworks 
and may hinder effective training and mission coordination [19], [20].  

The operational-level CO structure faces a significant issue due to a need for  
better-defined and adaptive organisational structures [21], [22]. This resource gap in 
cyber headquarters development hinders the improvement of appropriate competencies 
for COs. The uncharted competencies of operational-level cyber planners and the 
prevailing structure of Cyber Headquarters (CHQs), which serve as a training audience in 
the Crossed Swords exercise, often struggle to keep up with the demands of evolving 
COs. Lastly, keeping a realistic perspective of the CO operational domain requires an 
organised planning structure inside the logical layer. With a specific focus on logical layer 
enhancements, this research attempts to improve the operational-level planning process 
for COs. Cyberspace can be described in terms of three interrelated layers:  physical 
network, logical network, and cyber-persona (see Figure 1) to assist in the planning and 
execution of CO. Each layer represents a different focus from which CO may be planned, 
conducted, and assessed [23].  

The logical network layer is a layer in cyberspace that abstracts elements from the 
physical network. It represents individual links, nodes, and distributed elements of 
cyberspace, such as data, applications, and network processes. Cyberspace capabilities, 
such as devices or computer programs, engage logical layer targets by creating effects in 
or through cyberspace (Ibid). 

 
Figure 1. AJP 3-12 The Three Interrelated Layers of Cyberspace [24]. 
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Research on enhancing operational-level cyber planning increasingly recognises the 
importance of adopting a layered understanding of cyberspace. As introduced in doctrinal 
frameworks such as U.S. Joint Publication (JP) 3-12, Cyberspace Operations, and NATO 
Allied Joint Publication (AJP) 3.20, Allied Joint Doctrine for Cyberspace Operations [24], 
[25]. Both frameworks describe cyberspace as comprising three interrelated layers:  
the physical, logical, and cyber persona layers, each posing distinct challenges for military 
operations. However, persistent challenges associated with achieving situational 
awareness and operational coherence within the logical layer remain underrepresented 
in operational doctrine and planning frameworks. Unlike the physical layer, where 
infrastructure is tangible and geographically fixed, or the cyber persona layer, where 
entities are tied to identifiable human operators, the logical layer’s abstract, dynamic, 
and anonymised nature complicates attribution, operational synchronisation, and mission 
assurance. It is within this layer that offensive cyberspace effects are most often  
planned, delivered, and contested, making it a primary arena for adversarial exploitation 
and operational uncertainty. 

While existing planning methodologies, such as the Military Decision-Making Process 
(MDMP), provide broad procedural guidance for COs, they do not offer granular 
operational frameworks tailored to address the distinct characteristics and vulnerabilities 
of the logical layer. This thesis addresses that gap by developing a set of operational-level 
frameworks and planning enhancements that focus on improving situational awareness, 
decision support, and operational synchronisation, specifically within the logical layer, 
particularly in the context of NATO’s exercise environment. 

This thesis focuses specifically on the logical layer because it represents the functional 
core where data is transmitted, managed, and manipulated across interconnected 
networks. Operational planning challenges in this layer are particularly acute due to its 
dynamic, concealed, and often anonymised nature, which complicates attribution, 
persistent access, and operational synchronisation. Unlike the physical layer, where 
network infrastructure and hardware can be geographically located and targeted, or the 
cyber persona layer, where operations focus on user accounts and identities, the logical 
layer’s intangible, virtualised infrastructure is continuously evolving, distributed, and lacks 
a persistent physical manifestation. This makes it the primary arena where vulnerabilities 
are exploited, and effects are delivered in OCO. Therefore, a well-structured planning 
approach that explicitly integrates logical-layer situational awareness considerations is 
essential for achieving operational coherence, operational risk management, and timely 
decision-making during COs. 

Cyberspace has become a critical domain for military operations; however, 
operational-level planning for OCO remains underdeveloped [26]. In particular,  
the complexities of the logical layer—a virtual, dynamic, and distributed environment 
responsible for data transmission and management—pose unique challenges that 
current doctrinal frameworks do not fully address. Additionally, there is a notable gap in 
optimising command structures, preparatory training, and competency development for 
operational-level planners within NATO’s exercise environment.  

Without a tailored framework that accounts for the operational complications of the 
logical layer, defines essential planner competencies, and incorporates organisational 
adaptability and capability development, NATO’s ability to conduct and command 
effective COs will remain constrained. This thesis, therefore, seeks to address these gaps 
by developing operational-level planning frameworks, refined CO terminology, and 
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optimised command and training structures, specifically for the logical layer in NATO 
cyber exercises. 

Despite NATO’s growing reliance on CO for collective defence and deterrence, a lack 
of consensus remains regarding core definitions, operational planning processes, required 
competencies, organisational structures, and tools to effectively conduct and manage 
OCO in multinational exercises and real-world scenarios. This fragmented understanding 
and inconsistent preparation impair decision-making, operational effectiveness, and 
mission success in coalition cyber environments. 

NATO CCDCOE exercises form the empirical foundation for this research, particularly 
LS and CS. These exercises involve structured roles for Red Teams (attackers), Blue Teams 
(defenders), White Teams (exercise control and evaluation), and Cyber Headquarters 
(planning and coordination). LS primarily focuses on large-scale defensive operations and 
strategic decision-making under cyber pressure. At the same time, CS is more tailored 
toward operational-level planning, OCOs, and red-team tactics. This distinction is central 
to how research questions in this thesis are framed and answered. 

1.2 Research Questions 
The primary research question of this thesis is: How can CO be planned, developed, and 
executed in the Digital Information Environment? To answer this question, the research 
is divided into three questions, which are divided into sub-questions to assist with their 
clarification and provide more detailed responses. Table 1 shows the organisation and 
flow of the investigation by connecting these research topics to relevant publications and 
thesis chapters. 

RQ1: What competencies are required for the OCO planners? 
1.1 What defines the role of an operational-level OCO planner? 
1.2 What operational skills, digital skills, soft skills, and experience are required for the 
competencies needed at the operational level of an OCO planner?  
1.3 What framework, including a training plan, skillset, and required competencies,  
is necessary to develop a competent OCO planner? 
 

A systematic literature review, combined with qualitative expert interviews and 
analysis of existing training frameworks, was used to define the competencies and 
construct a tailored competency framework for operational-level OCO planners. 

  
RQ2: What should the optimal organisational structure be for CO?  

While this thesis focuses on OCO planning challenges, the operational environment 
for OCO exercises necessarily involves integrated CO structures, including defensive and 
command elements. Therefore, RQ2 examines optimal organisational structures for Red, 
Blue, and Cyber Command Headquarters teams within the broader CO exercise context, 
as these structures directly impact the planning, coordination, and execution of simulated 
OCO activities. 

 

2.1 What is the optimal organisational structure for Red Teams in training and exercise 
settings? 

In this context, Red Teams simulate an adversary conducting simulated attacks to test 
and improve the defence mechanisms of Blue Teams within a controlled training or 
testing environment. It is essential to distinguish this from OCO teams that perform  
real-world cyber missions, where factors such as the risk of loss of life and geopolitical 
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implications play a significant role. This research primarily focuses on organising Red 
Teams in training and exercise contexts, where such risks are minimised. 

This research considers factors such as task specialisation, coordination efficiency, 
adaptability to different attack scenarios, and resource allocation when assessing the 
optimal Red Team structure. The goal is to identify a structure that maximises operational 
effectiveness, enhances learning outcomes for Blue Teams, and ensures efficient use of 
personnel and expertise. However, the findings are based on controlled exercise settings 
and may not fully translate to real-world OCO missions, where additional complexities 
arise. 

 

2.2 What is the optimal Organisational Structure for Blue Teams? 
Blue Teams are the training audience responsible for defending networks and systems 

against simulated attacks. The research examines how to organise Blue Team organisation 
to optimise their effectiveness during cyber exercises and training scenarios. 
 

2.3 What is the optimal organisational structure for the Cyber Command Headquarters 
when acting as a training audience? 

This question focuses on the structure of Cyber Command Headquarters (CHQs)  
when they participate as a training audience in cyber exercises, such as the Crossed  
Swords exercise. The research explores how to organise CHQs to support effective 
decision-making, coordination, and operational planning during exercises, emphasising 
training and educational outcomes rather than real-world mission execution. 

A qualitative, comparative case study approach was employed, drawing from 
observations and after-action reports from NATO CCDCOE CS and LS exercises. Structured 
interviews with Red, Blue, and HQ team leads further refined recommendations. 

 

RQ3: How can operational planning and situational awareness for cyberspace operations 
be enhanced?  
3.1 What essential layers are involved in planning cyberspace operations, and how do 
they contribute to effective cyber mission execution? 
3.2 How can operational visualisation tools enhance cyber situational awareness in CO? 
3.3 What are the user requirements for a CO Planning Tool?  

RQ3 was addressed by developing a conceptual operational-level OCO planning 
framework, integrating findings from RQ1 and RQ2. Additionally, iterative prototyping  
of a planning and situational awareness tool was carried out using a design science 
methodology. User requirements were gathered through expert interviews, exercise 
observations, and a prototype evaluation in a controlled exercise environment. 

The research questions collectively shape the foundation of this thesis. Each RQ is 
addressed using a combination of systematic literature review, qualitative interviews, 
case study analysis, and design science-based tool development. Together, these 
methodologies support the construction and empirical validation of a conceptual 
operational-level OCO planning framework—a core contribution of this thesis. 
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Table 1. Research questions and thesis chapters. 

Research questions Publications Chapter 4 
Sections 

Q1 What competencies are required for the OCO 
planners?  

Publication I 
(context), III, IV 

Chapter 4.1 

1.1 What defines the role of an operational-level OCO 
planner? 

Publication III Chapter 
4.1.1 

1.2 What operational skills, digital skills, soft skills, 
and experience are required for the competencies 
needed at the operational level of an OCO planner?  

Publication III Chapter 
4.1.2,4.2 

1.3 What framework, including a training plan, 
skillset, and required competencies, is necessary to 
develop a competent OCO planner? 

Publication III, IV Chapter 
4.1.3 

Q2 What should the optimal organisational structure 
be for CO? 

Publication I 
(context), II 

Chapter 4.3 

2.1 What is the optimal organisational structure for 
Red Teams? 

Publication II Chapter 
4.3.1 

2.2 What is the optimal organisational structure for 
Blue Teams? 

Publication II Chapter 
4.3.2 

2.3 What is the optimal organisational structure for a 
Cyber Command headquarters? 

Publication II Chapter 4.3 

Q3 How can operational planning and situational 
awareness for cyberspace operations be enhanced? 

Publication I 
(context), V 

Chapter 4.4 

3.1 What are the critical layers involved in cyberspace 
operations planning, and how do they contribute to 
effective cyber mission execution? 

Publication V Chapter 
4.4.1 

3.2 How can operational visualisation tools enhance 
cyber situational awareness in CO? 

Publication V Chapter 
4.4.2 

3.3 What are the user requirements for the CO 
Planning Tool? 

Publication V Chapter 
4.4.3 

To contextualise how this thesis addresses its research questions, Table 2 below 
summarises the key findings from each publication and identifies the corresponding 
research questions they inform. This clarifies the cumulative contribution of the 
publications to the overarching research objectives and highlights how foundational 
work on terminology and doctrinal alignment (Publication VI) supports the later 
operational, organisational, and tool development findings. 
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Table 2. Key Findings from Publications and Their Relation to Research Questions. 

Publication Key Findings Related Research Question(s) 

Publication I Identified critical operational differences 
between land-based military operations 
and COs in exercises, highlighting unique 
planning, situational awareness, and 
command challenges specific to OCO 
contexts. 

Motivated RQ1, RQ2, RQ3 

Publication II Proposed optimal organisational 
structures for Red Teams, Blue Teams, 
and Cyber Command Headquarters in 
cyber exercises, recommending task 
specialisation, coordination 
improvements, and decision-support 
mechanisms. 

RQ2: 2.1, 2.2, 2.3 

Publication III Defined the role of operational-level 
OCO planners, identified required 
operational, digital, and soft skills, and 
presented a competency framework 
for OCO planners. 

RQ1: 1.1, 1.2, 1.3 

Publication IV Developed a tailored training 
framework and competency 
development model for operational-
level OCO planners, incorporating 
exercise-based learning and skills 
progression pathways 

RQ1: 1.3 

Publication V Highlighted persistent challenges in 
achieving situational awareness at the 
logical layer, proposed enhanced 
planning frameworks and operational 
visualisation tools, and identified user 
requirements for a Cyberspace 
Operations Planning Tool. 

RQ3: 3.1, 3.2, 3.3 

Publication VI Conducted a mapping analysis of NATO 
member states’ definitions and 
interpretations of Cyberspace 
Operations. Identified inconsistencies 
in terminology and recommended the 
establishment of a centralised NATO 
cyberspace terminology authority. 
Emphasised the operational need for 
standard definitions to enable effective 
multinational exercises and missions. 

Supports RQ3: 3.1, 3.3 
(terminology clarity as a 
prerequisite for operational 
planning frameworks and 
planning tool requirements) 
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1.3 Thesis Structure 
This thesis consists of 6 chapters. The first chapter presents the problem statement 
related to CO, outlines the research questions, describes the thesis structure, and 
provides an overview of the associated peer-reviewed publications that form the basis 
of the research. The complete list of these publications is presented on page 7. 

Chapter 2 provides background and related work. It begins by reviewing existing 
literature and prior research on COs, examining how NATO members define Cyberspace 
Operations, highlighting key differences between land-based military operations and COs 
planning in exercises, and discussing the military’s recognised levels of warfare. 

Chapter 3 explains the research methodology and validation approach. It details  
the combined qualitative, quantitative, and experimental research methods employed 
throughout the thesis. It describes their application across validation events, focus group 
discussions, expert assessments, and exercise-based studies to ensure scientific validity 
and operational relevance. 

Chapter 4 presents the research results, addressing the three main research questions. 
It identifies the competencies required for OCO planners, proposes a tailored training 
and development framework, and recommends optimal organisational structures for 
conducting COs. Additionally, it explores how operational planning and situational 
awareness in cyberspace can be enhanced, including addressing persistent challenges at 
the logical layer. 

Chapter 5 provides a synthesis of the research findings and discusses their contribution 
to the operational and academic understanding of COs. It highlights how the thesis offers 
practical tools and conceptual models for COs planning and proposes evidence-based 
recommendations for doctrine, training, and capability development within NATO’s 
cyberspace community. 

Finally, Chapter 6 summarises the conclusions drawn from the research, articulates 
the significance of the work in relation to existing literature, and outlines proposals for 
future research. 

While this thesis does not strictly follow the conventional IMRaD (Introduction, 
Methods, Results, and Discussion) structure, its organisation has been adapted to suit 
the nature of the research topic and objectives. Given the exploratory and applied 
character of this study—combining conceptual analysis, framework development, and 
user requirement gathering—the Results chapter has been intentionally structured as a 
comprehensive and integrated section. It presents the findings from the literature 
review, interviews, and validation exercises, along with the proposed conceptual solutions 
and tools, in a consolidated format. 

It is acknowledged that, in line with good practice in computer science and engineering 
research, this material could alternatively be organised into several dedicated chapters, 
each focusing on a core contribution—for example, Competency Model for OCO,  
Cyber Planner Tool Design, or Operational Visualisation Techniques. However, for this 
study, the integrated structure was chosen to maintain coherence and directly link the 
results to the research questions and overarching objectives. Future work or derivative 
publications could explore reorganising these results into more thematically focused 
chapters to facilitate targeted dissemination. 
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2 Background and Related Work 
This chapter establishes the background for this study on CO in four interrelated aspects. 
First, it reviews how NATO and its member nations define cyberspace operations, how 
COs are integrated into NATO’s levels of warfare, and the doctrinal approach to CO 
planning and execution. Second, it highlights the key differences between land-based 
military operations and cyberspace operations, with a particular emphasis on operational 
planning for cyber exercises and the role of NATO CCDCOE’s flagship exercises in advancing 
CO practices. Third, it introduces frameworks essential for cyberspace situational 
awareness and operational visualisation, including the conceptual layers of cyberspace, 
visualisation symbols, and decision-support systems. Finally, it identifies the research 
gaps emerging from this literature and practical analysis, which the thesis aims to 
address.  

This chapter establishes the background for CO in three aspects: 
a) NATO’s CO terminology and definitions,  
b) the key differences between land-based military operations and CO planning 

in cyber exercises, and  
c) the importance of the operational level in planning and executing operations. 

These areas provide the conceptual and doctrinal foundation for identifying current 
gaps and challenges in CO planning and situational awareness, which are further 
addressed in the thesis publications. 

The increasing digitalisation of critical infrastructure has introduced new vulnerabilities 
that can be exploited through cyberspace, which military cyber doctrines suggest will be 
decisive in future conflicts, thereby undermining an opponent’s ability and will to fight 
[27].  

Since NATO declared cyberspace an operational domain in 2016 [28], member states 
have responded by developing national doctrines and establishing cyber commands, 
branches, and services within their armed forces [29], [30], [31], [32], [33], [34], [35]. 
This has resulted in diverse terminologies and operational approaches that complicate 
multinational coordination. 

In examining the key differences between land-based and COs in the context of 
exercises, the background draws on prior analysis of doctrinal and operational planning 
processes (see Publication I). Furthermore, the concept of levels of warfare—strategic, 
operational, and tactical—is outlined, with particular attention to the operational level 
as the crucial link between strategy and tactical actions, especially within the dynamic 
environment of CO [36], [37], [25]. 

To clarify the terminological landscape, the section on COs definitions surveys the 
doctrines of NATO and allied nations, highlighting variations in how key terms and 
operational types are applied in practice (see Publication VI). This understanding provides 
context for addressing the inconsistencies and operational challenges in planning and 
executing CO within NATO frameworks. 

Although existing literature provides a foundation for understanding cyberspace 
operational planning and situational awareness, limitations remain in areas such as the 
operational-level competencies of OCO planners and the integration of decision-support 
tools. These gaps are further explored in this thesis, building upon earlier research 
contributions, which are presented and analysed in subsequent chapters. 
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2.1 Levels of Warfare 
Continuing the examination of NATO’s doctrinal framework, this section introduces the 
concept of levels of warfare—strategic, operational, and tactical—and discusses how 
these levels are applied in the cyberspace domain. Understanding how COs are planned 
and executed across these levels is essential for contextualising the operational-level 
focus of this thesis.  

NATO military doctrines and frameworks focus on the Levels of Warfare and the 
principles of planning, including the integration of cyberspace operations [38], [36], [39], 
[40]. These doctrinal documents make clear the critical importance of understanding the 
distinct skills and competencies required at different military levels—strategic, operational, 
and tactical—when planning and executing COs. The strategic level focuses on situational 
understanding, aligning military objectives with national or multinational goals. This  
level requires a comprehensive knowledge of geopolitical and security environments.  
In contrast, the tactical level emphasises technical skills, focusing on the execution of 
specific engagements and the employment of units in combat [37]. 

The operational level, however, is identified as the critical level for planning in COs. 
This level serves as the bridge between strategy and tactics, where operational art comes 
into play. Operational art involves designing, planning, and executing operations to 
achieve strategic objectives. It requires not only a deep understanding of military principles 
but also the ability to apply creativity, experience, and judgment in linking tactical actions 
to broader strategic goals [36]. 

Focusing more on the CO operational level, the Cyber Commanders’ Handbook provides 
guidelines to support the planning, coordination, execution and assessment of COs to 
commanders and operational planners [41]. One of the Cyber command tasks is to 
conduct offensive operations to project power in and through cyberspace by employing 
cyberspace capabilities. According to the Cyber Commanders’ Handbook, OCO planning 
requires digital reconnaissance, weaponisation through code development, exploitation 
of delivery, system exploitation, persistence activation, command and control and finally, 
the desired actions on the objective (Ibid). These stages align conceptually with 
adversarial behaviours described in the cyber kill chain model and frameworks such as 
MITRE ATT&CK, which systematise adversary tactics, techniques, and procedures (TTPs) 
across similar operational phases [42]. 

Military operations are structured by established doctrines developed by nations and 
alliances. The military levels of planning have been defined in the Doctrine for Planning 
Joint Operations [36]. Similarly, these three levels of operations are defined in the UK 
Defence Doctrine [37]. The Levels of Warfare are defined in the Doctrine for the Armed 
Forces of the United States [38]. Summarised and collated Levels of Warfare are presented 
in Table 3. 
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Table 3. Levels of Warfare, Military Planning and Operations. 

Level of Warfare Key Features & Focus Reference 
Strategic Development of strategic military 

objectives and tasks in support of national 
security strategy. Integrates multinational 
efforts. 

Joint Publication 1 

Military planning Defines national or multinational military 
objectives. 

Joint Pub 5-0 

Levels of Operations Integrates military capabilities across 
government and with allies/partners. 

Joint Doctrine 
Publication 0-01 

Key Points Focus on high-level, long-term goals, and 
collaboration with international partners. 

 

Operational The operational level links strategy and 
tactics. Focusing on the planning of 
operational art. 

Joint Publication 1 

Military planning Connects tactical employment of forces to 
strategic objectives. 

Joint Doctrine 
Publication 0-01 

Levels of Operations Focuses on the planning of operations and 
creating effects to achieve strategic goals. 

Joint Doctrine 
Publication 0-01 

Key Points Requires skills, experience, creativity, and 
judgment to support operational art. 

 

Tactical Engagements are planned and executed to 
achieve military objectives. 

Joint Publication 1 

Military planning Employment of units in combat to achieve 
tactical objectives. 

Joint Pub 5-0 

Levels of Operations Focus on planning and executing combat 
operations. 

Joint Doctrine 
Publication 0-01 

Key Points Focuses on individual units in combat 
operations. 

 

The military doctrines and frameworks indicate that the competencies required for 
OCO planners at the operational level are distinct and complex. These planners must 
possess a unique combination of operational, digital, and soft skills to design and manage 
COs effectively. They must also consider multi-domain operations and various AJPSs [43]. 
The operational level is crucial because, at this stage, the overall design and management 
of COs take place, making it the focal point for achieving strategic objectives through 
well-coordinated tactical actions. 

Various military doctrines, including NATO’s Allied Joint Doctrine for the Planning of 
Operations (AJP-5), support this emphasis on the operational level [39]. AJP-5 outlines 
the planning principles and processes that guide operational-level decision-making and 
the production of plans and directives. Understanding and differentiating the roles and 
required skills at each level of warfare is essential for the successful planning and 
execution of COs. This thesis focuses on the significance of the operational level in the 
larger framework of COs. It is essential to distinguish between the operational level of 
war, which refers to the planning and coordinating campaigns to achieve strategic 
objectives, and operations as specific activities undertaken to achieve mission goals at 
any level of war. 
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2.2 Layers of Cyberspace 
As part of establishing essential frameworks for cyberspace situational awareness and 
operational visualisation, this section introduces the conceptual model of cyberspace 
layers. It discusses how the physical, logical, and cyber-persona layers structure our 
understanding of cyberspace and how these layers impact the design of operational 
planning and situational awareness tools for CO. (See Publication V, for applied use in 
visualisation tools.) 

Cyberspace is a complex, multi-dimensional environment. Boos [44] defines it across 
five layers: the physical network layer, which underpins cyberspace’s infrastructure;  
the persona layer, representing users’ digital identities; the cyber-persona layer, an online 
extension of real-world personas; the geographical layer, mapping cyberspace to physical 
locations; and the logical network layer, structuring connections and interactions. These 
layers shape cyberspace as a socio-cultural environment, influencing how communities 
form, represent their identities, and interact.  

In COs, NATO adopts a three-layer model to define cyberspace, comprising the physical, 
logical, and cyber persona layers. As outlined in  AJP-3.20, Allied Joint Doctrine for 
Cyberspace Operations, while COs primarily focus on the logical layer, it is essential to 
acknowledge that these operations may also incorporate elements from the physical  
and cyber persona layers [25]. In NATO’s model, these three layers of cyberspace are 
interdependent yet linked, with operations in one layer affecting the others.  
Decision-making in this context requires understanding how actions in each layer impact 
overall mission objectives and the security environment. The chain of command must be 
transparent and responsive, integrating inputs from diverse fields ranging from technical 
cybersecurity to strategic communications and intelligence.  

The UK’s Cyber Primer divides the layers of cyberspace into six interdependent layers: 
social, people, persona, information, network and geographic [45]. The goal of The Cyber 
Primer (Third Edition) is to give defence personnel a more thorough understanding of 
how UK Defence engages with cyberspace and the significance of cybersecurity [45]. 

In NATO, some cyberspace concepts were still being experimented with. For example, 
there is mention of blue, grey, and red cyberspace [46]. The new, unpublished AJP 3.20 
for CO proposes a seven-layer approach: cognitive, social, cyber-persona, logical, physical 
network, physical and geographic. A similar approach is presented in the Master’s thesis, 
Defending Forward in Cyberspace and The Case for Transparency [47].  

Another article divides Cyberspace into three layers: Near Space, Mid Space and Far 
Space [48]. This approach offers a chance for situational awareness, counterattacks,  
and resilience. Future research aims to develop a model for predicting cyber-attack 
effectiveness and understanding cyberspace [48]. This approach provides a structured 
framework that aids in enhancing situational awareness, enabling effective counterattacks, 
and improving resilience against cyber threats. 

Furthermore, Venables proposed another cyberspace layers approach where a mission 
element contextualises the seven fundamental layers—geographic, infrastructure, 
services, physical, syntactic, semantic, and human—to characterise each medium aspect 
[49]. This work categorises cyberspace into seven layers, each with a mission element, 
providing a comprehensive model for understanding its complexities and enhancing 
cybersecurity and resilience management (Ibid). 

However, further research is needed to identify practical tools and techniques for 
mapping cyberspace, as it’s unclear if all aspects can be efficiently mapped and how 
collected information should be stored and presented [50]. This indicates the ongoing 
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evolution and complexity of understanding cyberspace and the need for continued 
research and development. 

The Intelligence Preparation of the Battlefield (IPB) outlines the evaluation of  
the operational environment characteristics for specific missions, describes mission 
variables, discusses intelligence preparation of the battlefield, and promotes a common 
understanding of the process [51]. The global dependence on cyberspace for information 
exchange necessitates consideration of its inherent vulnerabilities in the IPB process, 
including visualising cyberspace components and threats through three layers.  
The Cyberspace Operational Environment (OE) is defined by considering the physical 
network, logical network, cyber-persona layers, staff collaboration, and reach-back assets 
are crucial for evaluation (Ibid).  

The OE layers in the IPB are defined as follows (Ibid): 
a) Physical Network Layer – The physical network layer within the area of 

operations is crucial for analysing friendly and threat operations. It includes 
threat Command and control systems, critical nodes, physical network devices, 
access points, and entry points, as well as measures to prevent access. 

b) Logical Network Layer – The logical network layer of a threat describes its  
COs, population, and communication. This includes websites, logical network 
configurations, vulnerabilities, current activity baselines, data access, data 
sharing, intrusion methods, software applications, encryption techniques, and 
threat information portals. 

c) Cyber-Persona Layer – The cyber-persona layer incorporates an organisation’s 
cyberspace presence, usage, data consumption, hacktivist intent, network 
penetration, and local actors’ interactions. Analysing this layer helps identify 
physical persons who created or used cyber-personas, and multiple users using 
a single cyber-persona may indicate group activity or common affiliations. 

Figure 2 depicts a cyberspace operational environment from the Army Techniques 
Publication [52]. In this scenario, the adversary actor, Nefarious31, operates from an 
internet café in Erithisi. This threat actor represents a cyber-persona—a digital identity 
behind which an individual or group conducts operations. Nefarious31 interacts with and 
influences the operational environment through multiple domains, including collaboration 
with government institutions, manipulation of media narratives, and engagement with 
military entities to disseminate propaganda and recruit new members. These activities 
reflect the cyber-persona layer of cyberspace, where individuals or groups use digital 
platforms to achieve cognitive and psychological effects. 

The terrain and barriers in this environment are depicted using the Modified 
Combined Obstacle Overlay (MCOO), which identifies logical and physical entry points 
critical to Nefarious31’s operations. These include infrastructure nodes and systems 
relevant to the physical and logical layers, such as access points, communications hubs, 
and network routes. Figure 2 provides a layered perspective of the cyberspace battlespace, 
illustrating how influence operations and physical infrastructure intersect within the 
operational terrain. 
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Figure 2. IPB exemplifies the Physical, Logical, and Cyber-Persona layers [52]. 

The IPB proposed approach provides a robust framework for CO planning at the 
operational level. Its technical depth, practical relevance, and holistic perspective make 
it well-suited for addressing the complexities of modern cyberspace environments and 
guiding effective operational decision-making (Ibid). 

2.3 NATO and Member States’ Approaches to Cyberspace Operations  
This section examines how NATO and its member states define, classify, and operationalise 
CO. It highlights doctrinal definitions, variations in terminology and categorisation, and the 
frameworks used to plan and synchronise cyber and electromagnetic activities. It also 
establishes the specific scope of this thesis, which focuses on COs conducted in the digital 
information environment, particularly within the logical layer of cyberspace 

2.3.1 NATO Doctrinal Framework for Cyberspace Operations 
NATO defines CO as activities conducted in or through cyberspace to achieve objectives 
across the Alliance’s operational domains. Within NATO doctrine, COs are generally 
categorised into three main types: Defensive Cyberspace Operations (DCO), Offensive 
Cyberspace Operations (OCO), and Intelligence, Surveillance, and Reconnaissance (ISR) 
in Cyberspace. 
1) DCO focus on protecting and defending information systems and networks from 

cyber threats, ensuring the confidentiality, integrity, and availability of critical 
information assets. 

2) OCO involve deliberate actions to project power in and through cyberspace, often 
by disrupting, degrading, or deterring adversary capabilities. 

3) ISR in Cyberspace provides the intelligence and situational awareness necessary to 
support both DCO and OCO missions. 
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To coordinate COs with related operational domains, NATO has developed 
frameworks for synchronising cyber and electromagnetic activities. The Joint Doctrine 
Note (JDN) 1/18 outlines the approach to integrating cyber and electromagnetic 
activities (CEMA) at the operational level, ensuring coherent effects across both domains 
[53]. Complementary to this, Field Manual (FM) 3-12 provides guidance on integrating, 
synchronising, and coordinating cyberspace and electromagnetic warfare to support 
joint and unified land operations [54], [55]. These frameworks demonstrate NATO’s 
recognition of the interconnected nature of cyberspace and the electromagnetic spectrum 
in achieving multi-domain operational effectiveness. 

2.3.2 Member States’ Approaches and National Variations 
While NATO provides overarching definitions and frameworks, member states interpret 
and implement COs according to their national doctrines and strategic priorities. These 
variations often reflect differing organisational structures, levels of cyber capability 
maturity, and operational mandates. 

The United States serves as a prominent example through its distinct categorisation 
of Department of Defense Information Network (DODIN) operations. DODIN operations 
focus on the management, configuration, and security of military information networks, 
serving as the foundation for both defensive and offensive cyberspace missions [56].  
This highlights how national doctrines may expand upon or diverge from NATO’s  
broader classifications, emphasising unique operational priorities and organisational 
responsibilities. 

Across member states, similar differentiation can be observed in the degree of 
emphasis placed on DCO, OCO, and ISR functions. Some nations prioritise defensive 
capabilities to ensure network resilience, while others invest more heavily in offensive 
capacities to achieve deterrence or power projection. These national variations 
underscore the ongoing need for greater doctrinal harmonisation within NATO to 
facilitate effective joint cyber operations. 

This thesis, however, narrows its focus exclusively to CO conducted within the digital 
information environment, particularly in the logical layer of cyberspace. It therefore 
excludes the electromagnetic spectrum and physical aspects of CEMA, concentrating 
instead on the digital and informational dimensions of CO.  

2.3.3 How do NATO Members Define Cyberspace Operations 
This section provides an overview of existing doctrinal approaches to CO among NATO 
member states. While one of the author’s earlier studies explored this topic, its findings 
are presented here solely as background context to illustrate the current doctrinal 
landscape. These insights are not included in the results chapter, as they serve to frame 
the research problem rather than represent original findings of this thesis. 

To establish a doctrinal foundation for this study, this section reviews how NATO and 
its member states define COs. By comparing key definitions and frameworks from NATO 
publications and national doctrines, this section clarifies the operational concepts that 
underpin NATO’s approach to CO and situates this thesis within the broader doctrinal 
discourse.  

Publication VI examines the evolving nature of national cyberspace operations. 
Primarily, this examines how NATO member states have developed their cyber doctrines 
and terminology after NATO recognised cyberspace as an operational domain in 2016 
[28]. This recognition has spurred the need for a common understanding among member 
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states, especially as interest in OCO grows. NATO’s Cooperative Cyber Defence Centre of 
Excellence (CCDCOE) in Tallinn plays a crucial role in training and exercising these 
operations, hosting events such as the annual Exercise Crossed Swords (CS), which has 
evolved from technical training to include leadership, legal aspects and joint cyber-kinetic 
operations [9].  

Over the past decade, NATO member states have proposed various cyberspace 
definitions but have not reached a consensus on the types of COs and concepts. “Defining 
cybersecurity is the first challenge in addressing the whole issue of cybersecurity law. 
There is no single and well-established conceptual apparatus and agreed-on definitions 
that would open up central terms such as “cybersecurity”, “cyberdefence”, or “cyber 
operations”” [57]. Although the preceding quote is taken from a legal source, it affirms 
the need for a common understanding of cyberspace operations and terminology. 

NATO members should possess CO capabilities for effective interoperation with allies. 
However, countries have unique terminology, making it difficult to establish a unified 
conceptual apparatus for cyber activities [58]. Janczewski et al. presents a theoretical 
basis for cyber terminology, clarifying complex issues and defining key terms. He also 
encourages further research on cyber terms (Ibid). Additionally, NATO members lack 
clarity on indications and warnings of cyber threats due to a lack of established 
definitions and best practices in the cyber domain [18]. AJP 3.2 discusses cyberspace and 
COs and, as the primary NATO CO doctrine, provides definitions and guidance [25]. 
However, this doctrine needs an update to address emerging cyber threats and evolving 
operational requirements. NATO plans to update AJP 3.2 in 2025. AJP 3.2 discusses 
cyberspace and cyberspace operations. It should provide the necessary definitions for 
NATO countries as a NATO doctrine. 

There are major differences in how countries define and categorise CO. According to 
comparative examinations of doctrinal publications from NATO member states with 
significant cyber capabilities, as determined by the National Cyber Power Index 2020 
[59]. Although the majority of countries formally acknowledge both offensive and 
defensive COs, relatively few provide doctrinal definitions for cyberspace intelligence 
operations. Conceptual distinctions among the Allies are further highlighted by the 
unique doctrinal acknowledgment of Department of Defense Information Networks 
(DODIN) operations by the United States. A central NATO institution should be established 
to maintain and update a common database of cyberspace terminology and concepts, as 
this lack of a unified doctrinal approach has been identified as a potential source of 
misunderstanding during joint operations [56].  

As of spring 2025, there were still discrepancies in cyberspace language, which begs 
the question of whether this ambiguity could discourage collaborative efforts [60]. 
Ambiguous terminology can cause planning, execution, and coordinated actions to be 
out of alignment in complex, multi-domain cyber confrontations. These difficulties could 
degrade NATO forces’ collective cyber posture, interfere with command-and-control 
systems, and affect situational awareness. 

2.4 Land-Based vs. Cyberspace Operations Planning in Exercises 
As part of examining the conceptual and operational differences between traditional 
land-based military operations and COs, this section highlights the distinct characteristics 
of CO planning, particularly in the context of cyber exercises. It addresses how differences 
in the operational environment, command and control structures, and decision-making 
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processes necessitate adjustments in planning methodology for cyberspace operations 
compared to conventional military domains. 

There is a growing interest within NATO in OCO for military purposes [61] [62]. NATO 
member states have begun integrating cyber commands within their armed forces,  
and by 2022, most NATO countries had established such units. In addition to conducting 
military activities, organisations use OCO for intelligence and cyber espionage, 
counterterrorism, strategic deterrence, safeguarding vital national infrastructure, and 
supporting alliances and partnerships [63]. OCO can remove illegal cyber infrastructures, 
disrupt terrorist networks, and help law enforcement target criminal groups [64]. 
Additionally, it can assist with strategic deterrence initiatives, provide intelligence, 
neutralise, or prevent cyber threats, and promote collaboration among allies [65]. 

The Sovereign Cyber Effects Provided Voluntarily by Allies (SCEPVA) mechanism 
requests offensive cyber effects on a target, highlighting NATO's reliance on member 
states for these capabilities [66]. 

While this thesis primarily addresses operational-level OCO planning challenges, it is 
essential to contextualise these within the broader landscape of military operations. 
Publication I contributes to the thesis by analysing key differences between traditional 
land-based military operations and COs planning in exercises. The findings highlight 
procedural, organisational, and situational awareness challenges unique to cyber 
exercises, particularly within the logical layer. These insights inform the problem framing 
and underpin the rationale for developing dedicated competencies frameworks (RQ1), 
optimised command structures (RQ2), and enhanced situational awareness mechanisms 
(RQ3). The analysis in Publication I forms part of the foundational argument for the 
necessity of dedicated, cyber-specific operational planning frameworks and situational 
awareness solutions, which are subsequently developed in this thesis. 

Based on Publication I, the second aspect critically analyses vital differences between 
land-based military operations and COs planning in cyber exercises. These differences 
necessitate distinct CO planning and execution methodologies. 

The Rules of Engagement (ROE) in COs must consider various legal frameworks, such 
as national and international laws, the UN Charter, the Law of Armed Conflict (LOAC), 
and human rights legislation. Because of this complexity, commanders participating in 
COs require precise legal frameworks and procedures [39]. For example, experts studied 
international law governing the use of force in cyberspace and COs during armed conflicts, 
creating the Tallinn Manual [67]. The publication is one of the most comprehensive 
analyses of COs from the international law perspective. 

The CO commander’s intent may include defensive or offensive operations. If planners 
develop OCOs, they must align with NATO’s overarching principles and coordinate them 
through the SCEPVA mechanism. The lack of a centralised NATO OCO capability means 
member states play a crucial role in these operations [66]. In addition, the commander 
should link their intent with the mission, whether it is primary, enabling, supporting, or 
CEMA. This guidance comes from the draft of the soon to be unpublished NATO CCDCOE 
Cyber Commanders Handbook Version 2. 

Unlike traditional military operations, COs require a dynamic and continuous 
intelligence-gathering process, where the time dimension plays a more critical role.  
In cyberspace, threats can emerge within milliseconds, necessitating real-time situational 
awareness and rapid decision-making. While traditional military operations also require 
continuous intelligence, the speed and complexity of cyber threats demand a more agile 
and adaptive intelligence cycle to maintain an operational advantage. Member states 
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provide cyber intelligence to NATO, which shares it through the Joint Intelligence, 
Surveillance, and Reconnaissance (JISR) system. The interconnected nature of cyberspace 
demands constant intelligence updating and validation to maintain situational awareness 
[68]. 

CO effects can be direct or indirect, desired, or undesired, and careful consideration 
of their impact on military and civilian infrastructures is required. The effects-based 
operations (EBO) framework is particularly relevant in COs, where targets may exist 
simultaneously in multiple locations, and the impact can be physical and/or logical (Ibid). 

CO planning must involve detailed technical intelligence across cyberspace’s physical, 
logical, and cyber-persona layers. This multi-layered approach ensures that all aspects of 
the cyber environment are considered, from hardware and software components to 
virtual identities [69]. The as yet unpublished draft of AJP 3.20 has changed to physical, 
information and virtual layers. 

Wargaming is a critical component of CO planning, as it helps evaluate Courses of 
Action (COAs) and anticipate cyber effects. Integrating technical cyber intelligence into 
wargaming exercises enhances the validation of COAs and better prepares commanders 
for real-world scenarios [68]. Given its analytical nature, wargaming is a key tool in 
military and government operations planning, training, and decision-making, with its 
scope expanding as new concepts emerge [70]. These analytical games replicate  
tactical, operational, or strategic combat elements to study warfighting principles, train 
commanders and analysts, and assess the impact of force planning and posture decisions 
on campaign outcomes [71]. 

In the cyber domain, the vast interconnectivity and accessibility of cyberinfrastructure 
create opportunities for both state and non-state actors to conduct COs. Governments 
may leverage cybercriminals as proxy actors or mercenaries, complicating attribution 
and response efforts. To address these challenges, exercises such as the CCDCOE’s 
Exercise CS serve as platforms for developing, experimenting, and validating CO planning 
concepts. This exercise employs structured interviews, questionnaires, and wargaming 
scenarios to evaluate the effectiveness of NATO’s operational-level command elements 
and cyber specialists [9]. 

In Publication I, the CS 2021 revealed gaps in staff training and role definition within 
the Cyber Headquarters (CHQ). Only 47% of CHQ staff understood the operational 
environment, and many felt their roles did not align with their abilities. Recommendations 
included improving SOPs, adding specialised positions, and conducting frequent exercises 
to enhance readiness. The exercise highlighted the need for more precise mission 
objectives and better leadership within the CHQ. Less than half of the CHQ staff understood 
the operational environment, and many suggested that experienced mentors and 
additional training were necessary to improve mission awareness. Preparing a technical 
environment is critical for successful COs. This includes creating non-traceable accounts, 
obfuscating Information and communications technology (ICT) infrastructure, and 
ensuring operators have the necessary tools and resources to focus on mission 
objectives. The exercise emphasised the importance of deep technical planning and 
resource allocation to maintain operational security and achieve the desired effects. 
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2.5 NATO CCDCOE and its Flagship Exercises 
As part of examining operational practices in CO, this section introduces the CCDCOE and 
its flagship cyber exercises, such as LS and CS. These exercises serve as practical 
environments for testing doctrinal concepts, operational planning, and situational 
awareness tools in realistic, federated CO scenarios. Their relevance to this study  
lies in their role as empirical testbeds for the approaches proposed in this thesis.  
(See Publications I, II and V for exercise-specific implementations.) 

The CCDCOE is an accredited international organisation focused on cyber defence 
research, training, and exercises across technical, strategic, operational, and legal domains 
[72]. Among its key contributions to capability development are two flagship exercises: 
LS and CS, which provide the foundation for the empirical elements of this thesis. 

Locked Shields is the world’s largest and most complex live-fire cyber defence 
exercise, designed to test national cyber rapid response teams (RRTs) in defending 
complex IT and critical infrastructure systems under realistic cyberattack conditions [73]. 
Blue Teams act as national defenders, while Red Team simulates adversarial attackers. 
White Team serves as impartial evaluators and exercise controllers. The training scenarios 
involve technical defence, legal response, strategic communication, and media interaction. 
LS is doctrinally grounded and aimed at enhancing defensive capabilities, cross-domain 
coordination, and resilience under pressure [74]. 

Crossed Swords is a more technically focused and command-oriented exercise, with 
an emphasis on OCO. It aims to train military cyber planners and operators to conduct 
full-spectrum OCO within a realistic kill-chain framework [9]. In CS, the Red Team plays a 
dual role—both executing attacks and participating in offensive training objectives,  
often involving realistic digital twin environments and dynamic targeting tasks. The Cyber 
Headquarters team focuses on operational planning and coordination of offensive 
activities within complex scenarios. 

The key distinction between the two exercises lies in their training focus: LS concentrates 
on defensive coordination and resilience, while CS emphasises offensive planning and 
execution. Both exercises contribute to the research framework developed in this 
dissertation by providing real-world-inspired contexts for planning tools, team structures, 
and competency evaluation. 

2.6 Cyberspace Situational Awareness 
Continuing the discussion of cyberspace operational frameworks, this section explores 
the concept of cyberspace situational awareness (CySA). It reviews existing definitions and 
models, discusses their relevance to operational planning and decision-making in CO, and 
highlights the specific challenges associated with maintaining situational awareness in the 
dynamic and opaque environment of cyberspace. (Further elaborated in Publication V). 

To initiate the planning process for COs at the logical layer, it is crucial first to identify 
the operational area, including avenues of approach and critical terrain within the 
cyberspace domain. 

In CO, visual planning tools are essential because they provide a unified picture of the 
operational environment. This makes it easier to integrate friendly and adversary assets, 
pinpoint weaknesses, assess risks, and aid in the creation of courses of action [75]. 
Additionally, by facilitating better teamwork and communication, these tools improve 
coordination and decision-making [76]. According to Barford et al., predictive analytics 
should be included in sophisticated visual tools to help operators anticipate hazards [77]. 
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These tools ought to be able to provide data dynamically, which would improve the 
ability to make decisions in real-time. Network maps, for example, can show traffic flow 
and vulnerabilities visually, which helps with the quick detection and handling of cyber 
threats (Ibid). 

Through the use of visual cues to depict different states, hazards, and circumstances 
inside the digital world, colours help people gain situational awareness in cyberspace [78]. 
This graphic representation accelerates decision-making and improves situational 
awareness. To emphasise essential topics, visual aids, including graphics, films, and 
tables, should be incorporated into cyberspace teaching [79], [80].  

Cyberspace operational graphics aid in communicating mission-relevant information 
to warfighters unfamiliar with cyberspace technical details, potentially identifying 
physical analogies [81]. 

Liuyue Jiang et al.’s study emphasises the importance of user interactions in improving 
the effectiveness of CySA visualisations. The authors suggest better layouts and aesthetics 
to reduce complexity, facilitate easier sharing, and propose eight directions for future 
research [82]. Additionally, Franke and Brynielsson [83] emphasise the significance of 
incorporating human factors into cybersecurity by supporting visualisation tools that 
make complicated data understandable to human operators in real-time. 

According to Renaud and Ophoff, CySA tools for small and medium enterprises should 
be in line with resource limitations and provide valuable and intuitive features that help 
users evaluate security information and devise reaction plans [84]. 

The subsequent study suggests that 3D mixed reality visualisation can enhance CySA 
in education and cyber threat situations. Without directly impacting decision-making 
processes, they emphasise the need for efficient human-to-human communication in 
cyber defence [85]. 

Understanding avenues of approach involves identifying potential routes or vectors 
through which cyber threats or attacks could be launched or propagated within the 
exercise environment. These avenues could include internet connections, network 
infrastructure, communication channels, and other entry points vulnerable to 
exploitation [52]. 

Key terrain in cyberspace refers to critical assets, systems, or infrastructure that are 
strategically important and could significantly impact mission success or security if 
compromised or disrupted. This could encompass vital data repositories, command and 
control networks, critical infrastructure components, and essential communication 
nodes (Ibid). 

This situational awareness model builds upon earlier doctrinal constructs and enables 
planners to visualise the cyberspace environment in relation to friendly and adversary 
activity. By aligning threat vectors, communication pathways, and cyber terrain within a 
layered operational picture, commanders are better equipped to assess mission risks, 
prioritise targets, and coordinate across functional areas. 

2.7 Cyberspace Symbols 
Effective decision-making in CO hinges on clear, cognitively efficient visualisation of 
complex, dynamic information spaces. Operational planners require interfaces that 
present layers of cyberspace (physical, logical, cyber-persona) at appropriate levels of 
abstraction, support rapid pattern recognition and anomaly detection, enable interactive 
filtering and drill-down, and maintain consistency with established military symbology to 
reduce cognitive load. Human–computer interaction (HCI) literature emphasises principles 
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such as colour semantics, minimalism, and progressive disclosure for high-stakes visual 
analytics; these principles guide the symbol design and interface prototypes developed 
later in Publication V [3]. 

In support of operational visualisation for CO, this section presents an overview of the 
use of cyberspace-specific symbology in situational awareness tools. It discusses  
existing proposals, the limitations of current military symbology standards for COs,  
and the importance of a consistent, interoperable set of visual indicators to support 
decision-making during CO. This topic is applied in Publication V (Ibid). 

The NATO Joint Military Symbols remain partially restricted due to their sensitive 
nature [86]. The APP-06 NATO Joint Military Symbology states that Cyberspace’s symbol 
set is not fully developed, and several member states will not implement it until they are 
suitable. For instance, countries such as Germany, United Kingdom, and Netherlands 
explicitly cite the underdeveloped state of the symbology as a reason for delaying 
implementation. Others (e.g., ESP, FRA) suggest a cautious, phased integration, pending 
future system upgrades and digital tool enhancements [87]. 

The absence of standardised CO symbols underscores the imperative for their 
development and integration within existing military symbol frameworks. Standardised 
symbols for COs would enhance communication, coordination, and understanding 
among military and cybersecurity professionals, facilitating more effective response and 
collaboration in mission planning.  

2.8 Identified Research Gaps 
Drawing on the analysis in Sections 2.1–2.7, this section synthesises the key research 
gaps in CO doctrine, organisational structure, and situational awareness tools. These 
gaps form the foundation for the research questions explored in this thesis. 

First, the lack of a unified doctrinal framework for cyberspace layers continues to 
hinder shared understanding across NATO and partner nations. Multiple models—from 
the three-layer construct (physical, logical, cyber-persona) [23], [51], to more complex 
six-layer frameworks—are used in national doctrine and academia [45], [46]. This 
inconsistency impairs mission planning, interoperability, and the conduct of joint 
operations. 

Second, terminological divergence across NATO members complicates planning and 
coordination. As demonstrated in Publication VI, only some states clearly define offensive, 
defensive, and intelligence COs, with few aligning fully with NATO doctrinal standards 
[56]. The absence of common terminology can lead to misaligned expectations and 
operational friction in multinational contexts. 

Third, there is no established competency framework for OCO planners, particularly 
at the operational level. While general cyber skills have been explored  the role-specific 
requirements for OCO planning—including mission development, operational coordination, 
and inter-team synchronisation—remain underdeveloped [88], [89]. This gap is addressed 
in Publication III, which builds on lessons from the CS exercise series [7].  

Fourth, Red, Blue, and CHQ team structures in NATO exercises lack empirical 
validation. While studies exist on penetration testing and tactical Red and Blue Teaming 
[90], [91], there is minimal research on organisational roles, task distribution, and 
command structures within CO exercises. Publication II addresses this by analysing 
organisational models used in LS 2022 and CS 2021–2022, based on interviews and  
after-action reports [92]. 
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Fifth, situational awareness tools in CO often overlook operational planners’ needs. 
While frameworks like Cyber Common Operational Picture (CyCOP) [93], IP-based mapping 
models [94], and dashboards for real-time situational awareness [95] exist, few integrate 
military symbology (e.g., MIL-STD-2525D), layered abstraction, or visual workflows 
aligned with NATO’s planning doctrine [96]. Tools like Argos or the Cyberspace Effects 
Server illustrate the potential but lack doctrinal conformity [97], [98].  

Sixth, visualisation design for CO tools remains technically focused and underexplored 
from an HCI perspective. Studies emphasise aesthetics, user interaction, and cognitive 
ergonomics [83], [84], yet practical tools often neglect usability and decision support 
under real-time conditions. Moreover, techniques for identifying and displaying key 
terrain in cyberspace remain theoretical, with limited operationalisation in planning 
systems [77]. 

Together, these gaps reveal a fragmented landscape in CO planning practice. 
Addressing them requires integrated research into competency frameworks, 
organisational structuring, and cyber planning tools—each grounded in empirical data 
and aligned with NATO’s operational doctrine. 

This chapter has established the doctrinal, conceptual, and operational foundations 
for COs by examining NATO definitions, levels of warfare, and the unique characteristics 
that distinguish COs from land-based military operations. It also introduced key 
frameworks for CySA and operational visualisation, including layered cyberspace models, 
symbolic representations, and the role of NATO CCDCOE flagship exercises in 
operationalising these concepts. The chapter concluded by identifying critical research 
gaps—particularly in situational awareness, OCO planner competencies, organisational 
structures, and visual planning tools—that shape the research questions and 
methodological approach of this thesis. 

 
 



 

36 

3 Methodology and validation 
This chapter outlines the methodological framework employed to investigate the 
research questions raised in the previous chapters. Building on the doctrinal and 
operational context introduced in Chapter 2, it adopts a mixed-methods approach, 
combining systematic literature reviews, case studies, interviews, and experimental 
research [99]. The methodologies were chosen to suit the complex, multidisciplinary 
nature of COs planning and execution within NATO, ensuring practical relevance in 
addressing the identified research gaps. Table 4 provides an overview of the Research 
Questions, the Methods used to address them, and the associated Publications. 

3.1 Competence Model and Definitions  
To ensure terminological consistency across educational and operational contexts,  
the thesis adopts standard definitions of key terms based on the European e-Competence 
Framework [100]: 
Competence: The demonstrated ability to apply knowledge, skills, and attitudes to achieve 
observable outcomes in specific operational contexts. 
Skill: The capacity to perform tasks or activities with proficiency, often developed through 
practice. 
Knowledge: A body of theoretical and/or factual information needed to perform tasks. 
Ability: The innate or acquired cognitive or physical capability to apply knowledge and 
skills. 
Attitude: Affective characteristics or dispositions (e.g., discipline, integrity, motivation) 
that influence behaviour and performance. 

In this thesis, a competence is therefore treated as an integrated construct 
encompassing relevant skills, knowledge, and behavioural attributes needed for effective 
participation in cyberspace operations planning. 

3.2 Research Design Overview 
The research uses a mixed-methods strategy to integrate both qualitative and quantitative 
techniques. This choice allowed for the exploration of theoretical frameworks through 
systematic reviews and empirical validation via case studies, interviews, and experiments. 
Each method builds upon the results of the previous one, ensuring a coherent progression 
of knowledge and supporting triangulation of findings across research questions. 

Figure 3 illustrates the sequential progression and methodological interdependence 
across the six core publications. 
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Figure 3. Sequential Methodological Flow and RQ Alignment. 

Table 4. Research Questions, Methods, and Publications. 

Research 
Question 

Methodology Type Publications 

RQ1 PRISMA Review, Case Study with 
Interviews 

Mixed III, IV 

RQ2 Case Study, Expert Interviews Qualitative II 

RQ3 Experimental Design, Design Science, 
Survey 

Mixed I, V 

 

3.3 Methodologies per Research Question 
RQ1: What competencies are required for the OCO planners? 

 

Publication III employed the PRISMA approach to conduct a systematic review of 
existing knowledge on competencies required for OCO planners [101], [102]. This method 
ensures transparency, reproducibility, and identifies knowledge gaps. A total of 13  
high-quality studies were selected using predefined inclusion/exclusion criteria (Annex 4, 
Table 2). 

Publication IV used a qualitative case study methodology, incorporating semi-structured 
interviews with professionals involved in NATO-affiliated CS exercises. The interview 
protocol consisted of open-ended questions designed to explore how participants 
understand and apply various competency areas in operational settings. Questions 
focused on strategic decision-making, technical knowledge, team coordination, legal 
awareness, and communication skills. Participants were encouraged to elaborate on  
real-world experiences, challenges, and planning considerations. 

To complement qualitative findings, a structured survey was developed. This included 
Likert-scale items (1–5) asking participants to rate the importance of predefined 
competence groups (derived from the systematic review). Participants also completed a 
ranking task, ordering the competence groups from most to least critical. They were 
required to rank all provided groups. 

Survey responses were analysed using descriptive statistics. Raw ranks were 
normalised across all participants using the formula: 
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Normalised Rank = (Ri – min(R)) / (max(R) – min(R)) 
where Ri represents the raw rank of a specific competence area. This normalization 

ensured comparability across differing individual ranking patterns. 
The final results were visualised using a stacked horizontal bar chart, replacing the 

earlier pie chart, to provide a clearer, more compact overview of the comparative 
importance of each competence group. A new systematic diagram was also introduced 
to illustrate how competencies were derived from the literature and grouped into 
functional domains such as operational planning, legal/ethical knowledge, technical 
skills, and communication. 

Thematic analysis of interview transcripts was conducted by multiple researchers to 
ensure inter-coder reliability. Emergent themes were iteratively refined and triangulated 
with survey findings. Methodological validity was further supported by participant 
transcript verification (member-checking) and alignment with established qualitative 
analysis frameworks [101], [102], and [103]. 

 
RQ2: What should the optimal organisational structure be for Cyberspace Operations? 

 

Publication II used a qualitative case study approach to examine organisational 
structures in the LS and CS exercises. Seven expert interviews with personnel from the 
Estonian Defence Forces Cyber Command, NATO CCDCOE, and LS 2022 Red Team were 
conducted. Thematic analysis was applied to identify structural patterns and assess the 
effectiveness of different command configurations. 

 
RQ3: How can operational planning and situational awareness for cyberspace operations 
be enhanced? 

 

Publication I employed an experimental design to observe planning processes, 
coordination challenges, and tool requirements during the CS exercise [104]. These findings 
informed the research-led design of a Cyber Operations Planning Tool, whose user 
requirements were further developed and validated in Publication V. 

Publication V followed the Design Science Research methodology to iteratively 
develop and evaluate a solution to planning challenges identified in Publication I.  
The Design Science Research process was aligned with the stages proposed by Peffers  
et al. [105]: 

1) Problem Identification: Based on operational gaps observed in Publication I. 
2) Objective Definition: Establishing desired planning and situational awareness 

capabilities. 
3) Design and Development: Creating functional requirements for the Cyber 

Planner Tool. 
4) Demonstration: Implementing the tool within a simulated NATO exercise 

context. 
5) Evaluation: Using expert feedback and user surveys to assess functionality 

and usability. 
6) Communication: Reporting outcomes in Publication V. 

 

User requirements were initially derived from a combination of literature review and 
expert interviews. These were quantitatively validated through an international online 
survey targeting experienced planners who had completed NATO CCDCOE’s Integrating 
Cyberspace Considerations into Operational Planning course. The survey, administered 
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via a secure platform, was analysed using descriptive statistics. A ≥70% agreement 
threshold was applied to confirm each requirement. A total of 22 qualified respondents 
from multiple NATO countries contributed diverse operational perspectives, validating 
the relevance and applicability of the proposed tool features. 

3.4 Integration and Methodological Rationale 
The methodologies were deliberately sequenced to ensure that each research output 
built logically upon the last: 

1) Publication VI provided foundational knowledge through Kitchenham’s 
systematic review methodology [106]. 

2) Publication III built on this by identifying competencies required for OCO 
planners through a PRISMA-based systematic review. 

3) Publication IV validated these competencies through real-world application 
in NATO-aligned exercises using thematic interview analysis. 

4) Publication II examined and compared optimal organisational structures in 
cyber exercises via qualitative case studies 

5) Publication I observed the integration of planning challenges and cyber-kinetic 
operations within exercise environments, generating insights to inform 
solution development. 

6) Publication V applied the Design Science Research methodology to develop 
and evaluate user requirements for a Cyberspace Operations Planning Tool. 
This included a demonstration in exercise settings and quantitative validation 
through structured surveys and expert feedback. 

 

Throughout Publications II and IV, multiple researchers conducted thematic  
analysis to ensure reliability. Interview transcripts were verified through participant  
member-checking. In Publications I and V, prototype testing was followed by structured 
feedback through questionnaires and interviews, with tool performance evaluated 
against predefined criteria. 

3.5 Summary 
This chapter has rationalised the use of a mixed-methods approach and provided clarity 
on the sequential use of research outputs and integration of results. Systematic reviews 
(Publications III, VI) addressed foundational knowledge gaps for RQ1. Case studies 
(Publications II, IV) supplied context-specific insights for RQ2 and RQ3. Experimental 
research and design science (Publications I, V) facilitated the empirical development and 
validation of planning tools. 

The following chapter presents the results derived from these methodologies, 
synthesising insights across systematic reviews, case studies, interviews, experimental 
designs, and surveys to answer the research questions. 
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4 Results  
This chapter presents the results derived from the publications that form the foundation 
of this thesis. The results address the overarching research questions and their  
sub-questions, supporting the thesis’s general objective of enhancing operational 
planning and situational awareness in CO. The chapter is structured around five main 
result areas: 

1) Competencies – identifying the individual and group competencies required for 
effective participation in CO. 

2) Training framework validation – examining the suitability of a proposed training 
framework for OCO planners. 

3) Organisational structure – determining the optimal composition and roles within 
the CO planning staff. 

4) Challenges in the logical layer – analysing how operational planning challenges in 
the logical layer of cyberspace can be addressed and mitigated. 

5) Development of a Cyber Planner Tool – presenting a proposed digital tool to 
support operational planning and situational awareness for CO. 

The chapter concludes with a consolidated synthesis of findings from these areas, 
mapping them back to the three principal research questions and sub-questions. 

4.1 Competency Framework for OCO Planners 
The impact and resources of non-kinetic capabilities, such as cyber, electromagnetic 
spectrum, and space-based operations, are frequently unknown to commanders. These 
specialist skills must be coordinated with outside units because they are not necessarily 
inherent to a command organisation. Building competence within headquarters 
components is crucial to closing this gap, ensuring that commanders can request and 
incorporate non-kinetic fires into joint operations, in addition to understanding their 
possible consequences [107]. There is now more than ever a need for enhancing  
training and education to include newer domains, emphasising critical thinking and 
problem-solving skills at commanders, delegating tasks, and trusting subordinates [108]. 

Addressing these challenges requires COs planners to possess a broad and sophisticated 
skillset that spans technical, cognitive, and managerial domains. The following sections 
elaborate on the competencies necessary for OCO planners, based on findings from 
Publications III and IV. 

This section presents the findings addressing RQ1: What individual and group 
competencies are necessary for participating in COs? The research identified a 
comprehensive set of competencies essential for CO participation, based on data 
collected from exercise observations, participant feedback, expert interviews, and 
literature analysis, as documented in Publications III and IV. 

The role of OCO planners demands a complex blend of skills that bridge technical 
expertise with operational and administrative functions. Drawing on operational task 
analysis, the core skill categories encompass administrative and planning, analytical 
assessment, communication, strategic coordination, technical cognition, critical 
problem-solving, and quality control. These competencies enable planners to navigate 
the intricate demands of cyberspace operations, effectively linking high-level strategic 
objectives with detailed technical execution. 
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Within these broad categories, two particularly critical skill subsets emerge. First, 
cognitive skills such as decision-making, complex problem-solving, and critical analysis 
are essential for managing evolving cyber scenarios and adapting plans in real-time. 
Second, targeting and analytical skills empower planners to identify cyber centres of 
gravity, optimise the use and timing of cyber weapons, and develop precise offensive plans. 

Beyond technical acumen, OCO planners bring extensive expertise in ISR, Cyber 
Electromagnetic Activities (CEMA), and Critical Infrastructure Protection (CIP). This  
multi-disciplinary knowledge equips them to address challenges holistically—from 
gathering and analysing actionable intelligence to ensuring the resilience of vital systems. 

The relative emphasis placed on various competencies reflects operational realities. 
The following analysis draws on findings presented later in Figure 5 (see p. 53), which 
illustrates the distribution of skill sets relevant to CO planning. Defensive skills constitute 
the largest share (35%) of a planner’s focus, underscoring the persistent need to secure 
and stabilise systems before and after offensive actions. Offensive skills, although 
representing a smaller percentage (25%), require deep technical and strategic insight, 
which is crucial for effecting cyber attacks within the broader operational framework. 
Leadership (24%) and communication (16%) are woven throughout these activities, 
facilitating coordination, decision-making, and teamwork essential to mission success. 

Importantly, this competency distribution represents the practical application and 
frequency of skills in daily operations rather than prescribing time allocations for individual 
planners. It highlights the integrated nature of leadership and communication skills as 
foundational elements that support both defensive and offensive tasks. 

Experience and continuous professional development are central to effective OCO 
planning. The framework recognises that planners must combine years of military 
education and operational experience with ongoing training to maintain proficiency in 
both offensive and defensive domains. However, the literature remains sparse regarding 
explicit competency models for OCO planners, reflecting challenges related to classification 
and a lack of peer-reviewed research. This study, therefore, synthesises available 
knowledge, incorporating the National Initiative for Cybersecurity Careers and Studies 
(NICCS) framework to propose a comprehensive training and development model. 

Ultimately, this section contributes a structured, evidence-based approach to defining 
the OCO planner role, laying the groundwork for targeted training programs within NATO 
and allied COs. 

4.1.1 What Defines the Role of an Operational-Level OCO Planner? 
Publication III explores the role of an operational-level OCO planner, analysing key 
responsibilities and competencies from academic, technical, and governmental literature. 

According to the literature (3.1 Training Plan, 3.2 Knowledge, 3.3 Skillset and 3.4 
Abilities), an operational-level OCO planner’s responsibilities include organising and 
developing COs and emphasising offensive and defensive goals. The literature review 
expands on the skills of the National Initiative for Cybersecurity Careers and Studies 
Cyber Ops Planners, focusing on cognitive and technical aspects such as cyber 
intelligence analysis, targeting, and technical planning [109]. It introduces cognitive and 
problem-solving abilities, such as deductive reasoning and originality, and capabilities 
specific to COs leadership. The review also highlights hands-on expertise gained from 
Cyber Mission Force roles covering defensive and offensive operations. It provides insights 
into strategic planning, doctrine development, and joint operations, reinforcing the 
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argument that the literature review identifies key knowledge, skills, and experiences 
specific to the OCO planner role. 

 For example, the role of a COs Planner is defined by citing the NICE (National Initiative 
for Cybersecurity Education) framework [110]. These planners work with other planners, 
operators, and analysts to create comprehensive plans for executing or assisting the 
commander’s mission. This entails participating in the cyber action execution process 
during target selection, validation, synchronisation, and integration. 

Similarly, Curnutt and Sikes emphasise that a Cyber Planner’s responsibilities go beyond 
essential tasks in the assessment process, like monitoring and planning future operations, 
supporting ongoing operations, and collaborating with leadership and higher headquarters 
[111]. This makes it clear that operational-level OCO planners have a wide range of 
experience in both offensive and defensive operations and mission sets. This emphasises 
the significance of having a broad background in cyber mission force responsibilities. 

Houston makes an additional contribution by defining CO planners as experts who 
create and organise plans to execute offensive and defensive cyber missions [112]. This 
description is consistent with previous definitions but emphasises the job’s analytical 
side. 

Furthermore, according to a government contract made available by the U.S. General 
Services Administration, the job description includes creating briefings, translating 
concepts into operational tactics and procedures, and reviewing strategies, policies, and 
doctrines for compliance with cyberspace operations [113]. 

Publication III identifies a significant gap in documented competencies for OCO planners 
compared to defensive roles and introduces a new framework based on the NICCS Cyber 
Ops Planner work role. The proposed framework enhances training for Cyber Headquarters 
operational planners and supports NATO COs exercises by defining essential competencies, 
experience, and education for OCO planners. 

Having established the required competencies for OCO planners, the following section 
evaluates how these competencies can be supported through training, using a framework 
validated in Publication IV. 

4.1.2 Integrated Competency Framework for OCO Planners  
Building on the role definition, this section integrates findings from Publications III and 
IV to present a consolidated view of the key competencies and experiences required for 
OCO planners. 

Publication III examines a range of frameworks and sources that highlight the 
experiences, knowledge, and skills that are essential for OCO planners to answer the 
question (RQ 1.2), “What are the necessary digital skills, soft skills, operational skills, and 
experience for the competencies required at the operational level of an OCO planner?” 

In Publication IV, the core question involves identifying the essential digital skills, soft 
skills, operational skills, and experience required for OCO planners. Several frameworks 
and scholarly sources are referenced to analyse and define the required competencies 
for operational-level OCO planners. Below is a summary of the key frameworks and 
sources used in the paper and their contributions to understand the skills, knowledge, 
and experience needed for OCO planning. 

The NICCS Cyber Ops Planner Work Role outlines competencies for COs planners, 
including network exploitation, vulnerability analysis, and joint military operations 
planning [109].  
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The Joint Cyberspace Operations Planning (JCOP) Framework guides the integration 
of offensive and defensive cyberspace operations within joint military planning, 
emphasising the interconnection between cyberspace operations and traditional military 
functions (JP 3-12) [23]. 

NATO CCDCOE offers operational-level training in cyber defence and offence, focusing 
on real-world cyber incidents and simulating large-scale operations [114].  

U.S. Cyber Command offers training programs on cyber threats, cryptology, intelligence 
collection, and full-spectrum cyberspace operations [113].  

The Kill Chain Framework outlines a step-by-step process for identifying, targeting, 
and neutralising cyber threats. It aids OCO planners in targeting, vulnerability assessments, 
and integrating intelligence into mission planning [115].  

RAND Corporation reports on cyber weapon procurement and shelf-life provide 
insights into the planning and execution of cyber-attacks [116].  

The Navy Enlisted Manpower and Personnel Classifications and Occupational Standards 
outlines competencies for various military roles, including COs planners [117]. 

Based on the Publication IV dataset, Appendix 1—The Framework for Offensive 
Cyberspace Operations Planners specific skills were identified as follows [118].  
Cyber-specific skills are essential for COs due to their technical nature and specialised 
knowledge. These skills include CO Assessment and Analysis, Technical Planning and 
Execution, Cognitive Skills Specific to COs, Cyber-Specific Decision Support, Technical 
Proficiency and Security, and Enterprise Information Systems Technology. Each of  
these skills encompass critical competencies necessary for executing COs effectively.  
For instance, CO Assessment and Analysis involves developing and implementing COs 
assessment programs, analysing network metadata, and evaluating the kill chain 
framework for cyber threats. Technical Planning and execution require assessing internal 
and external partner capabilities and tools, developing detailed CO plans, and conducting 
battle damage assessments and targeting analyses. Additionally, these skills support the 
creation of indicators of operational progress or success in cyberspace, synchronising 
operational assessment procedures with critical information requirements, and 
specialising in enterprise information systems technology. 

Intangibility, technical complexity, rapid evolution, ethical and legal issues, and  
multi-domain integration are some of the difficulties associated with being in 
cyberspace. At the same time, traditional military platforms deal with observable impacts 
and more obvious attribution; intangible actions in cyberspace, however, demand 
specific forensic and intelligence analytic skills. While legal and ethical considerations are 
shaped by evolving international norms, technological complexity and rapid progress 
necessitate ongoing updates to information. For strategic impacts, multi-domain 
integration requires specialised coordination and synchronisation capabilities. 

 

Operational Skills  
The literature review emphasises the wide range of topic expertise and abilities needed 
by OCO planners. Previous studies divide cybersecurity skills into four major categories 
[119]. 

Technical Skills – These hands-on abilities are essential for operating and protecting 
cybersecurity systems. They include knowledge of computer networks, systems 
administration, cybersecurity tools, and the ability to detect and respond to cyber 
threats. 
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Managerial Skills – These skills focus on overseeing cybersecurity teams and projects. 
They involve strategic planning, risk management, resource allocation, and policy 
development to align cybersecurity efforts with broader organisational goals. 

Implementation Skills – These skills pertain to the practical application of cybersecurity 
policies and strategies. They encompass deploying security measures, managing 
cybersecurity operations, and ensuring compliance with industry standards. 

Soft Skills – Effective communication, teamwork, adaptability, and problem-solving 
abilities are critical in cybersecurity. These skills facilitate collaboration and the ability to 
convey technical information to non-technical stakeholders. 

Although these categories apply to cybersecurity professionals in general, they also 
serve as a foundation for understanding the skillset required for OCO planners.  
The following sections explore how these skill groups translate to operational cyber 
warfare planning. 

Skills such as targeting, battle damage assessments (BDA), and mission planning are 
vital for success in traditional kinetic military operations [120], [121]. However, when it 
comes to OCO, these same operational skills must be adapted to the unique context of 
cyberspace, where the “target” is often invisible, intangible, and constantly changing. 
While many core concepts are retained, their application in cyberspace requires new 
strategies, considerations, and expertise. 

Critical operational abilities include targeting, battle damage assessments, and the 
planning and implementation of COs. According to Nizich, Bender, and Barber et al., 
targeting abilities are crucial [122], [122], [123], [5]. These abilities are essential for 
operations in cyberspace. OCO strategists must understand issues such as the law of war, 
the cyber centre of gravity, and the obsolescence and perishability of cyberweapons 
[124]. They also need to be adept at analysing network data and incorporating COs into 
larger-scale command plans [125]. The specific contributions of new information include 
the deployment and reuse periods (shelf-life) of cyberweapons and the cyber centre of 
gravity (a vital point—a source of strength for the adversary’s cyber activities) [124].  

A cyber weapon is a malicious software tool designed to disrupt computer systems, 
networks, or information, exploiting weaknesses in the target’s cyberinfrastructure for 
strategic, operational, or tactical goals. These weapons can be used in OCOs for attacks 
like denial of service, data exfiltration, system disruption, or cyber espionage [126].  

Additionally, the NICCS and the NICE Cybersecurity Workforce Framework 2.0 provide 
a strong emphasis on vital competencies such as operational security, intelligence 
analysis, and coordination of ongoing and future actions [109]. Neville et al. [127]  
offer a cognitive skills research methodology to describe competencies necessary for 
understanding cyber hazards and targeted procedures, such as cyber intelligence 
analysis. 

Comprehending and interpreting situational awareness is an essential skill for CO 
planners. Enabling prompt and pertinent decision-making requires a thorough grasp of 
the existing circumstances. According to the US Army Field Manual, situational 
awareness is “knowledge and understanding of the current situation which promotes 
timely, relevant, and accurate assessment of friendly, enemy, and other operations 
within the battlespace to facilitate decision making [128].” CO planners may evaluate 
vulnerabilities, foresee risks, and make well-informed decisions during operations thanks 
to this awareness. 
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Digital Skills 
OCO planners require digital competencies across several computing domains, including 
ICT, network analysis tasks (e.g., traffic monitoring and anomaly detection), and core 
principles of cybersecurity such as connection security, threat modelling, and risk 
assessment. 

According to Caton [129] and Shoemaker, Kohnke, & Sigler [130], cyber planners must 
be educated on digital technologies, especially ICT, cybersecurity, and emerging cyber 
threats. Digital technology refers to electronic tools, devices, and systems that process, 
transmit and store data in binary form [131]. The importance of digital competencies is 
emphasised by Curnutt & Sikes [111] for the assessment and management of cyber 
activities. According to Withers et al. [132] it is critical to understand cyberspace 
operations and integrate cyber capabilities into more extensive operational plans. 

OCO planners need to be proficient in using digital systems, assessing network 
metadata, and utilising technical planning tools to support operational planning [123], 
[127]. Due to their in-house development, customisation, and limited public access, 
these products are guaranteed to satisfy specific operational and security needs.  
A comprehensive list of examples of tools is provided in the DevSecOps Fundamentals 
Guidebook: DevSecOps Activities & Tools. This study lists 60 tools for enhancing security, 
automation, compliance, and operational efficiency [133]. 

The list includes methods for managing binary artefacts, asset inventory, backup, 
build, code quality review, compliance monitoring, configuration automation, cyber threat 
intelligence, data masking, database automation, security audit, and testing. It also 
includes tools for detecting vulnerabilities, managing bugs, logging and many others. 

 

Soft Skills 
In OCO planning, soft skills such as critical thinking, problem-solving, communication, and 
judgment are equally important. The Navy Personnel Command [117] lists necessary soft 
skills, such as critical thinking, systems analysis, communication, and coordination. These 
are essential for working with mission teams and leadership to reach crucial strategic 
decisions quickly.  

Additionally, cooperation, cross-functional teamwork, and collaboration are highly 
valued soft skills in the NICE Workforce Framework for Cybersecurity (NIST SP 800-181 
Rev 1) [134]. These soft skills are critical for executing offensive and defensive cyber 
missions, which often require complex team dynamics and critical decision-making. 
 

Experience 
OCO planners must have a knowledge of both offensive and defensive COs. According to 
Curnutt & Sikes Candidates for this role typically have experience with both offensive and 
defensive Cyber Mission Force responsibilities [111]. Houston asserts that CO planners 
require a high level of proficiency in completing assessments to carry out offensive or 
defensive missions effectively [112].  

Additionally, Bender highlights the importance of practical training through a 
comprehensive curriculum designed to give OCO planners the tools they need to address 
the challenges of cyber warfare [123]. In line with this, the RAND Corporation emphasises 
the importance of civilian and military education in developing the skills needed by OCO 
planners [135]. 

Publication IV enhances the knowledge set of COs planners by providing a more 
specific set of competencies for operational-level OCO planners. It focuses on tactics, 
techniques, procedures, cyber threats, and operational planning in OCO. Publication IV 
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also includes knowledge of the cyber centre of gravity, cyberweapon deployment and 
reuse periods, and core competencies. This publication provides an overview of the 
information that OCO planners need to be proficient in the following areas: leadership, 
management, communications, offensive and defensive plans. 

By emphasising cognitive skills, including deductive reasoning, inventiveness, and 
problem sensitivity, Publication IV improves the capabilities of Cyber Ops Planners.  
To effectively coordinate offensive cyber activities, it bridges the gap between  
general communication and cooperation skills and specialist competencies. These core 
competencies—operational planning, communication, technical proficiency, and  
ethical-legal understanding—are illustrated in Figure 4.  

Figure 4 visualises the conceptual relationship among key skill domains that underpin 
effective OCO planning. At the top of the diagram, Operational Planning serves as the 
central integrative function. From this central node, a direct connection leads to Core 
Competencies, which branch into three critical domains: Legal and Ethical Knowledge, 
Technical Skills, and Communication. 

 
Figure 4. Relative Distribution of Core Competency Areas for OCO Planners. 

This configuration illustrates how successful OCO planning depends on the interaction 
between these three domains. Legal and ethical knowledge ensures compliance and 
legitimacy in CO; technical skills provide the functional expertise required to design and 
execute operations; and communication competencies enable coordination, collaboration, 
and situational awareness across organisational and inter-agency boundaries. 

Figure 4 conveys the structural interdependence of these competencies. It shows that 
effective operational planning in cyberspace emerges not from isolated expertise but 
from the alignment of technical, ethical, and communicative capabilities within a coherent 
planning framework. 

For hiring authorities or training designers, the insight from this model is that 
strengthening OCO planning capacity requires balancing these domains—ensuring that 
planners are not only technically proficient but also capable communicators and ethically 
informed decision-makers. 
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In summary, an operational-level OCO planner must possess technical, analytical, and 
leadership skills and broad expertise in COs Neville et al. [127], Nizich [122] and Bender 
[123] define the necessary competencies in detail, including knowledge gained through 
formal education, practical experience in offensive and defensive cyber missions, and 
operational, digital, and soft skills [127], [122], [123]. An operational-level OCO planner 
must possess a diverse skill set, which includes technical, analytical, and leadership skills, 
along with a deep understanding of COs. Competencies such as extracting relevant 
information from complex technical details and translating it into mission-specific 
aspects that are easily understandable for a mission commander—and similarly,  
to communicate operational needs back to the technical teams—are crucial. These 
competencies, emphasised by frameworks and supported by various literature sources 
like Neville et al. [91] and Nizich [83] highlight the critical role of continuous education 
and training. 

The research uses many questionnaire responses to ensure that the results  
represent a wide range of knowledge and perspectives on OCO. The experiments 
evaluated competencies necessary for efficient OCO planning, such as technical 
expertise, communication skills, teamwork, and cognitive abilities. By offering actual 
data on the distribution of these talents among OCO planners, these trials directly 
address the research questions (RQs) and validate the previously described theoretical 
frameworks.  

The study’s primary value is its capacity to map and quantify the essential skills of OCO 
planners, offering a thorough framework that combines operational and technical 
components. It also demonstrates how crucial cross-disciplinary education and ongoing 
training are to preserving operational efficacy. 

4.1.3 Training Plan and Skill Development 
Publication III offers a thorough method for creating a framework for OCO planners, 
including training schedules, necessary experience, skill sets and competencies.  
The following provides an overview of that framework, detailing the essential 
components needed to cultivate proficient OCO planners who can effectively navigate 
the complexities of OCOs. 

 

Training Plan 
The suggested training plan outlines several courses necessary for OCO planners. It should 
be clarified that this plan was compiled based on publicly available information during 
the study. There may be other courses or training paths that are not publicly known. 
Every course concentrates on essential topics such as: 

a) National Defense University’s “CAPSTONE” course emphasises joint warfighting, 
the security environment, and operational and strategic levels of conflict [136]. 

b) Information Operations Command’s Basic CNO Planners Course, focusing on 
planning, criteria, battle damage assessment, and joint doctrine [137]. 

c) The Army Cyberspace Operations Planners Course prepares individuals for  
full-spectrum cyberspace operations (attack, ISR, defence) [138]. 
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Table 5. Proposed OCO planner’s training plan. 

Course name Description Knowledge Areas 
U.S. National Defence 
University “CAPSTONE” 
course 

Explains the joint warfighting 
concept, security environment, 
conflict dynamics, and operational 
and strategic levels. Emphasises 
Allied and Partner contributions. 

Joint warfighting, security 
environment, conflict 
dynamics, operational and 
strategic levels, Allied and 
Partner contributions. 

U.S. Information 
Operations Command’s 
Basic CNO Planners 
Course 

Utilises case studies and scenarios 
for planning criteria, effects, 
capability choice, success/failure, 
collateral effects, and battle 
damage assessments. Based on 
joint doctrine and U.S. DoD tactics. 

Joint warfighting, security 
environment, conflict 
dynamics, operational and 
strategic levels, Allied and 
Partner contributions. 

U.S. Army Cyberspace 
Operations Planners 
Course 

Prepares for planning full-spectrum 
cyberspace operations, including 
attack, ISR, defence, and integration 
into Army and Joint planning 
processes. U.S.-only students. 

Full-spectrum cyberspace 
operations, attack, ISR, 
defence, and integration into 
planning processes. 

U.S. Cyber 200/300 Provides operator’s perspective on 
network exploitation and 
vulnerabilities, integrating into the 
joint fight against cyber threats for 
U.S. Armed Forces. 

Network exploitation, 
vulnerabilities, and joint fight 
against cyber threats. 

U.S. Cryptologic 
Network Warfare 
Specialist qualification 
course 

Focuses on advanced capabilities 
in cyberspace operations, 
cryptology, electronic warfare, 
signals intelligence, and space. 
U.S. citizens only. 

Cyberspace operations, 
cryptology, electronic 
warfare, signals intelligence, 
space. 

U.S. Joint Network 
Attack Course (Cyber 
Capabilities Developer 
Officer Course) 

Provides initial training in military 
doctrine, cyber threats, 
cyberspace and electromagnetic 
warfare operations, and 
electromagnetic spectrum 
fundamentals. U.S. citizenship is 
required. 

Military doctrine, cyber 
threats, electromagnetic 
warfare operations, 
spectrum fundamentals. 

U.S. Joint Advanced 
Cyberspace Warfare 
Course 

Covers full-spectrum cyberspace 
operations, global cryptologic 
platforms, the intelligence 
community, threats, planning, and 
analysis. Exclusive for U.S. Cyber 
Command. 

Full-spectrum cyberspace 
operations, global 
cryptologic platforms, 
intelligence community, 
threats, planning, and 
analysis. 

U.S. Joint Information 
Operations Planners 
Course 

Focuses on planning, integrating, 
and synchronising full-spectrum 
information operations into joint 
operational-level plans. Open to 
multinational students. 

Information operations 
planning, integration, 
synchronisation, military 
deception, operations 
security, interagency 
coordination, and 
intelligence preparation. 

U.S. Joint Intermediate 
Target Development 
Course 

Teaches research and 
documentation for developing 
virtual targets. U.S. Joint Chiefs of 
Staff course. 

Researching, documentation, 
virtual target development. 
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The courses listed in the training plan are U.S.-based, but they do not necessarily 
represent the only options for CO planners. While these courses are specific to the U.S. 
military and some are limited to U.S. citizens, similar training programs and courses are 
often offered by other NATO allies or international organizations. Each nation may have 
its own equivalent programs or institutions that provide similar knowledge areas, such 
as joint warfighting, COs, and information operations planning. 

Table 4, based on Publication III, is essential for fully understanding the training 
required for planning COs, including the technical knowledge of network exploitation, 
vulnerabilities, cyber threat analysis, and operational coordination. 

 

Skillset 
The framework expands the skill set of the Cyber Ops Planners for the NICCS by including 
[109]: 

a) Technical Skills: Analysing network metadata, assessing battle damage, and 
obtaining intelligence are all crucial for COs. Offensive operations are closely 
related to competencies such as cognitive analysis, targeting, and technological 
planning (cyber intelligence analysis, targeting, and analytical abilities). 

b) Administrative and Managerial Skills: These are required to oversee joint 
operations, supervise cyber teams, and incorporate COs into more extensive 
military plans. 

c) Soft Skills: Cooperation and coordination with other mission components require 
communication, problem-solving, and adaptability. 

 

Based on Publication III, Figure 5 illustrates the skillset required of OCO planners. It 
encompasses seven key areas: administrative and planning, analytical and assessment, 
communication and presentation, strategic planning and coordination, technical and 
cognitive skills, critical thinking and problem-solving, and quality control and monitoring. 
The figure highlights how these competencies bridge the gap between administrative 
and operational planning activities and the technical dimensions of COs. Publication IV 
(Tables 10 and 12) presents job task analysis data that forms the basis of this framework, 
detailing the frequency and operational importance of each skill category within the 
context of OCO planning. 

 

 
Figure 5. Key Skill Categories of OCO Planners. 
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Competencies 
According to Publication III, the following skills are relevant to the OCO and are necessary 
for an OCO planner: 

a) Cognitive Skills: These include decision-making, critical analysis, complicated 
scenario problem-solving, obsolescence management, and the deployment of 
cyberweapons.  

b) Targeting and Analytical Skills: Developing the cyber centre of gravity, controlling 
the perishability and reuse of cyberweapons, and planning offensive COs require 
targeted analysis. 

 

Cyber planners possess various skills because of their expertise in offensive and 
defensive operations. Their knowledge includes ISR, where they collect and evaluate data 
to assist in making decisions. They are also proficient in Cyber Electromagnetic Activities 
(CEMA), which allows them to combine operations in the electromagnetic spectrum and 
cyberspace successfully. Critical Infrastructure Protection (CIP), which guarantees the 
security and resilience of vital systems and assets, is another area where cyber planners 
excel. Their broad skill set enables them to tackle intricate problems in COs holistically. 
They are dedicated to lifelong learning and professional growth and are thoroughly 
aware of cyberspace, core competencies, professional networking, social cooperation, 
and ICT. Figure 6 represents the distribution of key competencies within OCO planners. 
Broken down into four main categories: Leadership (24%), Communications (16%), 
Defensive Skills (35%), and Offensive Skills (16%). 

 

 
Figure 6. OCO Planning Competency Areas. 

Figure 6 aims to visualise the relative weighting of competency areas observed in the 
operational practice of OCO planners rather than suggesting an individual planner needs 
to be 25% offensive or 35% defensive in nature. These percentages are based on how 
often and critically each skill set is applied in daily tasks, as derived from the job task 
analysis data (Publication IV, Tables 10–14). For example, the higher proportion of 
Defensive Skills (35%) reflects the sustained need for securing and hardening systems 
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before, during, and after OCOs—often forming the baseline from which offensive 
operations can be considered. The 25% attributed to Offensive Skills doesn’t imply planners 
are spending a quarter of their time gaining unauthorised access to target systems; instead, 
planning for effects in offensive COs requires substantial domain-specific technical and 
strategic input. Leadership and Communication are interlaced throughout defensive and 
offensive activities, supporting coordination, decision-making, and cross-functional 
teamwork. Figure 6 is best interpreted as a guide to competency emphasis in role-specific 
training, not as a breakdown of personality or background traits. 

 

Experience 
The proposed framework recognises that substantial practical expertise in CO planning 
roles is essential for OCO planners. These include the ability to conduct offensive and 
defensive cyberspace operations and to integrate cyberspace considerations into broader 
military operational planning. Years of military education, practical field experience, and 
ongoing training contribute significantly to developing this skill set. 

The study identifies critical competencies required for OCO planners, encompassing 
operational, digital, and soft skills. Key digital competencies include cyber situational 
awareness, network analysis, information security, and risk management. Operational-
level skills include doctrinal understanding, targeting, coordination across domains, and 
cyber weapon employment. Soft skills such as collaboration, adaptability, and decision-
making are also central to the planner’s role. 

Drawing on the NICCS framework [109], Publication IV classifies and aligns these 
competencies with recognised roles and tasks, such as targeting and cyber mission 
planning. Training pathways proposed in the framework include cyber warfare courses, 
network attack simulations, troubleshooting exercises, and applied operational planning 
within NATO CO exercises or Cyber Headquarters environments. 

The article synthesises insights from academic literature, doctrine, and governmental 
sources to present a role-based framework for the development and evaluation of OCO 
planners. This framework supports the preparation of planners to function effectively in 
operational-level cyber commands or multinational exercises.  

4.2 Validation of the Proposed Training Framework for OCO Planners 
This section addresses RQ1.3: What framework, including a training plan, skillset, and 
required competencies, is necessary to develop a competent OCO planner? Building upon 
the competency framework introduced in Publication III, Publication IV focuses on 
validating this training framework through qualitative research involving expert 
practitioners from NATO countries. The validation aims to ensure that the framework not 
only reflects theoretical understandings but is also practical and relevant to real-world 
OCO planning. 

A qualitative case study methodology was employed, incorporating semi-structured 
interviews with experienced OCO planners, using Braun and Clarke’s six-step thematic 
analysis approach [139]. Key themes were extracted relating to the skills, challenges, and 
operational environment faced by planners in COs. These insights provided essential 
grounding for assessing whether the proposed training framework effectively captures 
the evolving demands of cyber warfare and planning. 

The validation highlighted several critical dimensions, including the unique temporal 
dynamics of COs, the importance of strategic and operational planning, and the necessity 
of technological expertise. Moreover, the experts underscored challenges such as long 
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preparation lead times, evolving cyber tools, legal and ethical constraints, and the need 
for trust and interoperability between allied forces. 

Notably, the validation process integrated theoretical perspectives with  
practitioners’ real-world experience, reinforcing the framework’s applicability and 
credibility. The interview findings aligned well with existing scholarship and operational 
norms, emphasising the value of cooperative training programs, mutual trust, and 
structured, continuous education for OCO planners. The use of rigorous qualitative 
research standards—such as those outlined by Tracy [103] and Flick [140]—further 
ensured the study’s credibility and resonance.  

Overall, Publication IV confirms that the proposed training framework provides a 
comprehensive and realistic foundation for developing OCO planners’ skills in NATO and 
allied contexts. Its successful validation through expert interviews and case studies 
demonstrates its suitability for guiding training initiatives in exercises like Crossed 
Swords and other multinational cyber exercises. 

4.3 Optimal Structure for Cyberspace Operations Planning Staff 
To provide efficient operational planning and coordination, CO planning professionals 
must have a thorough understanding of the optimal organisational structure. To address 
this issue, Publication II examines how CO planning teams can be set up and structured 
to meet the specific requirements of COs at the operational level. 

The study incorporates analysis of current CO planning models, expert interviews, and 
ideas from NATO doctrines. To ensure smooth integration into joint and combined 
military operations, it emphasises the need for a multidisciplinary team that strikes a 
balance between technical expertise and operational leadership capabilities.  

Key findings emphasise the significance of properly defined roles and tasks within the 
planning team. These include specialised roles for operational planners, intelligence 
analysts, technical cyber specialists, and liaison officers who help coordinate with other 
domains, including air, sea, and ground troops. The organisational structure must facilitate 
flexible decision-making while maintaining strong lines of communication to handle the 
dynamic, fast-paced nature of cyberspace activities.  

Publication II also emphasises the importance of integrating cyber planners into larger 
joint planning cells to improve cooperative planning efforts and promote cross-domain 
situational awareness. To ensure operational coherence and align cyber consequences 
with overall mission objectives, this integration is crucial. 

According to the study’s findings, CO planning staff should have an organisational 
structure that is flexible, scalable, and responsive to the changing mission needs and 
cyber threat scenario. Interoperability and efficacy in multinational CO planning initiatives 
should be further improved by establishing uniform frameworks for responsibilities and 
team compositions throughout NATO allies.  

This section presents the findings addressing Research Question 3 (RQ3): What is the 
optimal organisational structure for the CO planning staff? The research explores the 
composition, roles, and coordination mechanisms necessary for effective CO planning, 
drawing on data from expert interviews, operational observations, and analysis 
documented in Publication II. 
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4.3.1 What Is the Optimal Organisational Structure for Red Teams? 
Having identified the overarching organisational needs for COs planning, the following 
subsection turns to the specific structural design of Red Teams. Drawing on empirical 
data from exercises and interviews, it explores how specialised adversary simulation 
teams are best structured for effective planning and execution within CO environments. 

Publication II uses interviews, previous exercise experiences, and research on COs to 
develop the ideal organisational structure for Red Teams. Interviews with the Red Team 
leader from exercise LS [8] 2022, emphasised the value of cohesive sub-teams and 
adaptability. Twelve years of experience with cyber exercises led to the framework’s 
evolution, emphasising mission planning and execution without the need for elaborate 
instructions. It should be clarified that while the LS Red Team role-plays elements  
of adversary strategic and operational objectives, their focus is entirely tactical. This 
distinction is essential to consider in the context of this thesis, as it highlights the 
difference between strategic and tactical planning in COs. 

The use of sub-teams for network (NET), client-side (CS), and web application (WEB) 
attacks—derived from practical application with a focus on task specialisation and 
operational efficiency—led to the proposal of the optimal structure based on insights 
from Publication III, as illustrated in Figure 7. This structure strikes a balance between 
functional segmentation and coordination, ensuring effective execution within the 
constraints of the LS exercise. However, this Red Team structure optimises for LS 2022 
and may not apply universally to all OCO scenarios. The research identifies the most 
optimal range of organisational elements, but further studies must analyse each team’s 
skill set in more depth. This limited sample does not allow researchers to draw a 
definitive conclusion on optimal team size, and additional studies—potentially examining 
alternative organisational models, such as those used by cybercriminal gangs—could 
provide valuable insights for broader applications. 

 

 
Figure 7. The Optimal Organisational Structure for Locked Shields Red Teams. 
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The NET team handled network attacks, the Client-Side team planned and carried out 
client-side attacks, and the WEB team handled web application attacks. The main 
COMMS and DevOps teams were overseen by the Red Team leader and their two 
deputies. These handled people and information resources and developed technical 
tools for the Red Team. In contrast to NET and WEB teams, which were divided into Battle 
Pairs according to target type, the CS team comprised five sub-teams under the direction 
of a team leader, each consisting of five to seven subordinates. 

4.3.2 What Is the Optimal Organisational Structure for Blue Teams? 
The optimal structure for Blue Teams, shown in Figure 8, was derived from empirical 
team performance analysis during LS 2022 and interviews with team members and 
exercise planners. The publication reviewed organisational structures from the Blue 
Teams. The organisational structure components of the leading three Blue Teams varied 
from 11 to 14, encompassing 8 to 15 components. The study found no clear correlation, 
suggesting further research is needed. The organisational structure is specific to the 
current exercise setup and may not be applicable in other contexts. 

Subsequent interviews indicated that effective teams started their preparations three 
to four months ahead, concentrating on technical readiness, strategic planning, and 
teamwork. In addition, previous studies like the US Marine Corps Cyberspace Training 
and Readiness Manual [141] and recommendations from CO experts affected the 
analysis of optimal Blue Team setups. Finally, the literature review in Publication II 
emphasised early preparation and flexible approaches, endorsing the inclusion of 
specialist components such as technical capabilities and forensics.  

 
Figure 8. The Optimal Organisational Structure for Locked Shields Blue Teams. 

The presence of a commander, legal adviser, forensics, and technological capabilities 
is essential. Depending on the technical difficulties of the exercise, up to eight distinct 
technology capability components may be incorporated. Figure 8 illustrates these 
capabilities: industrial control system (ICS), network, Windows, Linux, monitoring, web, 
mobile, and threat-hunting capabilities. 

4.3.3 Optimal Organisational Structure for Cyber Command HQ 
The authors of Publication II propose an organisational structure for the Cyber Command 
element headquarters (CHQ), which is depicted in Figure 9, based on case studies, 
interviews, and military theories. Several support functions such as finance, education & 
training, and logistics—omitted to comply with exercise criteria. This CHQ is an operational-
level headquarters exclusively for exercise purposes. This flexible architecture can be used 
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for various exercises, depending on the training objectives and scenario goals, even if it 
is not a NATO-standard headquarters structure. To say that this is the universally optimal 
structure might be a bit much to ask. This organisational structure can be applied to other 
exercises, depending on the exercise scenario goals and training objectives. 

Multiple interviews were conducted with Cyber Headquarters’ COS (Chief of Staff) and 
other planning officers. During those interviews, they shared their thoughts on the 
importance of C2 (Cyber Headquarters branch for situational awareness), C3 (Cyber 
Headquarters branch for operations), COS, and Legad (Legal Advisor), among other roles. 
These positions were shown to be essential for preserving a rational and practical 
command structure.   

To improve the MDMP used in exercises, literature such as the Intelligence Preparation 
of the Cyber Environment framework from Lemay et al., was consulted [142]. Drawing 
from literature and real-world operational feedback from exercises such as LS and CS 
2022, the study highlights the significance of matching specialists with conventional 
military forces. 

 
Figure 9. The Optimal Organisational Structure for CHQ. 
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The Cyber Commander leads and coordinates DCO and OCO to ensure freedom of 
action in cyberspace and project power. Their tasks include decision support, operational 
intent, intelligence gathering, joint targeting, rules of engagement, authorisation, 
situational awareness, and performance assessment. They ensure all actions align with 
political guidance and military directives, seeking coordination with intelligence partners 
and other relevant entities throughout the operational planning and execution cycle [41].  

Legad role involves maintaining and ensuring systems are operational, conducting 
necessary CIS Infrastructure Operations, maintaining system status, planning mitigation 
and business continuity, and ensuring information assurance. It also supports Cyber 
Defence SMEs in coordinating CIS issues, liaises with NCIA, and advises on national and 
international laws, regulations, and cyber-related cyber incidents and operations 
policies. It also proposes offensive cyber aspects, evaluates contracts, and evaluates the 
effectiveness and efficiency of rules and regulations (Ibid). 

Stratcom’s goal is to ensure the effective utilisation of strategic communications 
activities and capabilities in support of Alliance policies, operations, and cyber domain-
related activities (Ibid). 

COS – chief of staff manages the staff personnel and is second in command. 
C2 – situational awareness cell. The primary responsibilities of the situational awareness 

cell are maintaining situational awareness and cybersecurity in troops, including creating 
and updating the Recognised Operational Picture, conducting a vulnerability assessment, 
assessing potential threat actors, and gathering intelligence for cyberspace operations 
(Ibid). 

C3 – operations planning cell. The primary responsibilities of the operations cell are 
creating and updating the Cyber Prioritised Asset List (CPAL), identifying targets and Cyber 
Key Terrain (CKT), naming cyber targets, maintaining awareness of cyber dependencies, 
conducting risk assessments, coordinating mitigation efforts, coordinating cyber intelligence 
and targeting, de-conflicting cyber battle damage, and monitoring FC/CCs cyber activities 
(Ibid). 

C6 – The communications cell’s primary duties include maintaining system functionality, 
conducting CIS Infrastructure Operations, monitoring system status, planning mitigation, 
ensuring information assurance, and supporting Cyber Defence SMEs (Ibid). 

IM – The information manager is responsible for handling incoming and outgoing  
data, ensuring correct and timely communication, protecting data security and integrity, 
prioritising information flow, and assisting in decision-making by gathering and 
disseminating pertinent intelligence. 

The tactical units, separated into OCO and DCO teams, were entirely under the 
commander’s control. In Figure 9, dotted lines indicate live exercise units, whilst solid 
lines represent the CHQ planning elements. The difficulty in establishing a command 
structure for a cyber exercise is assigning personnel with the necessary training and 
experience to critical roles. These comprise technical operators, intelligence, and 
operations staff to guarantee a transparent and understandable structure for military 
entities. The precise number of C2 and C3 positions corresponds with the exercise’s 
difficulty level. From the standpoint of CHQ planning, C2, C3, COS2, and Legad are the 
most critical positions. 

 
2 In the given exercise setup, the COS fulfilled the duties of COS and COM. 
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The study used interviews and questionnaire responses from key personnel, including 
a COS, a Red Team Leader, a NATO Plans Staff Officer, and a former military officer.  
The findings are based on expert opinions and case studies, potentially introducing biases. 

The research suggests three frameworks for structuring cyber teams: Cyber Command 
Headquarters (CHQ), Red Teams (Red Teams), and Blue Teams. The CHQ should have a 
flexible, goal-oriented structure with clear C2 elements. Red Teams should have a leader, 
sub-teams for different attack vectors, and harmonised teams. Blue Teams should have 
11-14 elements and 54-102 personnel, with a commander, legal advisor, forensics, and 
technical capabilities. Early collaboration and customised software tools are crucial. 

The study requires stronger statistical validation and more precise data collection 
methods to confirm its findings. While it provides a solid conceptual framework, further 
research is needed to generalise findings beyond military exercises. 

4.4 Planning Challenges in the Logical Layer 
The logical layer in CO—representing network relationships, system vulnerabilities, data 
flows, and cyber defences—is critical yet challenging for operational planning and 
situational awareness (SA). To mitigate these challenges, leveraging simulation tools and 
operational visualisation frameworks is essential. 

Visualisation and Simulation examples of tools for improving logical layer understanding 
are: 

• CyCOP: A command-and-control system that integrates physical and cyber data 
sources like NATO Vector Graphics (NVG) and OSSIM for real-time Cyber Hybrid 
Situational Awareness (CyHSA). It offers 2D/3D charts, dynamic diagrams, and 
geo-located representations, facilitating a comprehensive view of the cyber 
domain [143], [144]. 

• VISA (Visualisation for Improved Situation Awareness): This tool uses advanced 
visualisation principles to provide a high-level operational picture, focusing on 
cyber threats and assets. It adapts military symbols to represent cyber elements 
better, including individual CIS components and network structures, enhancing 
situational awareness [143], [93]. 

• MIL-STD-2525D: While primarily designed for conventional military domains, this 
military symbology framework can be adapted to represent cyberspace objects 
using graphical symbols, helping to visualise cyberspace-related elements and 
activities in a standardised format [145]. 

These tools aim to simulate and visualise operational elements, capabilities, and effects 
across the physical, logical, and cyber-persona domains—addressing the inherently  
multi-domain nature of contemporary military operations. The growing demand for 
simulation tools that effectively represent all operational domains is well documented 
[146]. While training simulations are often associated with Modelling and Simulation 
(M&S), other valuable applications include operational analysis and COA development. 

As noted in the NATO Modelling and Simulation Capability Programme study, 
federating multiple simulations across operational domains via High-Level Architecture 
(HLA) can be advantageous for training. However, direct integration may not always  
be feasible due to disparities in time scales and unit levels. In such cases, using 
complementary models in a coordinated and systematic manner remains a viable 
solution [147]. 
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CO planning relies on understanding three critical layers: 
• Physical Network Layer: Tangible infrastructure, including hardware, command 

systems, and communications nodes, is essential for identifying cyber terrain 
and potential adversary entry points. 

• Logical Network Layer: Interconnections, vulnerabilities, access controls, and 
data flows are vital for anticipating adversary actions and designing defensive 
measures. 

• Cyber-Persona Layer: The human element, encompassing cyberspace actors 
and their behaviours, is crucial for planning influence operations, deception, 
and intelligence activities. 

Operational visualisation tools enhance cyber situational awareness by mapping and 
linking assets, highlighting logical relationships and potential threats, applying 
standardised or adapted symbology, incorporating real-time data streams, automating 
scenario simulations, and leveraging 3D or mixed reality environments for complex 
scenarios. These capabilities improve team communication, shared situational awareness, 
and rapid decision-making. 

Operational visualisation tools enhance cyber situational awareness by mapping and 
linking assets, highlighting logical relationships and potential threats, applying  
non-technical symbols, incorporating real-time data streams, automating scenario 
simulations, and utilising 3D and mixed reality visualisations for complex scenarios, 
thereby improving team communication and shared situational awareness, especially in 
rapid-response situations.  

Survey data indicates that over 70% of participating experts prioritised the need for 
tailored tools for CO planning. Key user requirements include: 

a) Clear visualisation of assets and connections. 
b) Dynamic, real-time data integration. 
c) Standardised or adaptable symbology. 
d) Automation features. 
e) Compliance with existing operational frameworks. 
f) Support for advanced visualisation modes (e.g., 3D, mixed reality). 

These findings underline the necessity for tools that reflect the operational realities of 
cyberspace operations, ensuring efficient coordination, improved decision support, and 
reduced cognitive workload. 

This section addresses RQ3: How can operational planning and situational awareness 
for cyberspace operations be enhanced? The analysis integrates empirical data, expert 
insights, and existing literature to identify core challenges and propose actionable 
solutions, as detailed in Publication V. 

In conclusion, integrated simulation and visualisation techniques that incorporate 
network relationships, physical infrastructure, and human aspects are essential to 
address logical layer challenges in cyberspace operations effectively. By adopting 
operational visualisation tools like CyCOP and VISA and applying flexible frameworks 
such as the three-layer model, cyber planners can improve situational awareness, inform 
decision-making, and enhance mission outcomes. The emphasis on accessibility, 
automation, standardisation, and multi-dimensional visualisation in future CO Planning 
Tools is firmly validated by user-driven requirements. As introduced in Chapter 2,  
the three-layer model frames the cyberspace domain. This section applies that model to 
challenges encountered in operational planning. 
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4.4.1 Essential Layers in Cyberspace Operations Planning 
Publication V examines the fundamental levels of CO planning and shows how they 
support the successful execution of cyber missions. In the context of CO planning, several 
frameworks have been reviewed to evaluate their effectiveness in supporting mission 
execution. These frameworks are designed to guide the planning, execution, and 
assessment of COs across military and organisational domains. Below are the key 
frameworks considered. 

NATO’s Allied Joint Doctrine for Cyberspace Operations [25]. This framework guides 
joint operations planning, integrating voluntary cyber effects from allies into alliance 
missions. It highlights the importance of interoperability and adaptability in multi-national 
settings. 

LandCyber Framework [148], this framework, developed as part of the US Army’s 
strategy for COs from 2018 to 2030, emphasises a unified approach to COs, facilitating 
enhanced coordination and operational understanding. 

Trilateral Strategic Initiative, this framework, focused on improving operational 
assessment, interoperability, and trust in COs, is an emerging model for enhancing agility 
and adaptability within the cyber domain [149]. 

Cyber-FIT Version 4, this simulation framework addresses team performance modelling 
in contested cyber environments. It supports agile development processes and enables 
effective planning for COs, ensuring that new technologies, vulnerabilities, and patches 
are managed optimally [78]. 

The NIST Cybersecurity Framework focuses on security control assessments and risk 
management in federal organisations. It enhances understanding and readiness for cyber 
threats and integrates operational requirements into training processes [80]. 

CyCOP, a framework that supports enhancing situational awareness (SA) by providing 
a unified operational picture of cyberspace activities and incidents, enabling better 
decision-making and planning [93]. 

Military Symbology Standards (MIL-STD-2525D): This military standard provides a 
visual language for representing operational elements in cyberspace, which is crucial for 
conveying operational details, particularly in command-and-control scenarios [145]. 

The review shows key distinctions between the various COs frameworks: Although 
they provide broad perspectives, NATO’s AJP-3.20 and LandCyber do not specifically 
address cyber domain layers. Team performance modelling is the main focus of the 
Cyber-FIT and Simulation Frameworks; however, they do not mesh well with  
operational-level decision-making. The CyCOP framework emphasises cyber mission 
visualisation and real-time situational awareness. 

The physical, logical, and cyber-persona Network model offers the most effective 
framework for supporting CO planning by integrating the physical, logical, and human 
dimensions of the cyberspace domain. This model enhances flexibility, situational 
awareness, and decision-making, enabling planners to better adapt to dynamic and 
contested environments. In particular, the logical layer of this model corresponds to the 
primary cyber terrain—the network—which, much like areas of operation in the physical 
domain, serves as the operational space within which forces manoeuvre and conduct 
missions. Governed by policies from Domain Accreditation Authorities and protected 
through defensive measures such as firewalls and intrusion detection services, networks 
become fortified operational areas [81]. This alignment with established operational 
concepts enhances the model’s ability to provide critical insights at both tactical and 
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strategic levels, making it especially well-suited to contemporary CO planning 
requirements. 

The article methodically explains the function of each layer in executing a cyber 
mission. It describes how planners may develop workable COAs to fend off threats and 
safeguard assets by thoroughly understanding these layers. 

The Three Crucial Levels of Planning for Cyberspace Operations: 
1. Physical Network Layer. The operational environment’s physical infrastructure is 

part of the physical layer. It comprises threat Command and Control systems, 
network devices, access points, and important nodes. For both offensive and 
defensive cyber activities, this layer is essential. Planners can Identify vital 
cyberspace terrain, Secure mission-critical assets, and more by mapping and 
analysing the physical infrastructure. Identify points of entry for enemies. By 
guaranteeing that the physical foundation of cyberspace stays secure and 
operable, an understanding of this layer enhances mission resilience. 

2. Layer of the Logical Network. The logical layer represents the connections between 
networks, systems, and data flows. It covers intrusion detection systems, network 
settings, vulnerabilities, encryption techniques, and access controls. This layer is 
crucial for mission planning since it where cyberattacks and defences take place. 
Cyber planners can Predict enemy movements based on system vulnerabilities by 
analysing logical interactions. Boost situational awareness by monitoring network 
activity. Create countermeasures that interfere with the activities of the enemy. 
According to the study, situational awareness in this layer directly impacts 
mission accomplishment by enabling planners to anticipate, stop, and respond to 
cyber threats effectively. 

3. Layer of Cyber-Persona. The cyber-persona layer focuses on human players in 
cyberspace, such as users, hackers, cyber warfare units, and other stakeholders. 
This layer is essential for influence efforts, deception operations, and cyber 
intelligence. The article highlights that integrating cyber-persona analysis into  
CO planning improves decision-making by fusing technological insights with 
behavioural intelligence. 

 

Contributions to the Execution of Cyber Missions. Using this multi-layered strategy, 
planners can create cyber strategies incorporating human elements, network interactions, 
and physical infrastructure. They can also find weaknesses in the three layers to improve 
risk management. They can optimise offensive operations and cyber defences to 
guarantee that COs are carried out effectively. 

The article’s results demonstrate that the three-layer model, which offers an organised 
approach to planning and executing COs, is crucial for mission accomplishment. In COs, 
situational awareness is derived primarily from analysing the logical network layer. This 
layer is crucial because it allows planners to assess the advantages, disadvantages, and 
potential risks of offensive and defensive actions. By mapping the logical network layer, 
planners can identify key systems, vulnerabilities, and social interactions and track how 
mission-critical data is accessed or shared. This three-layer model ensures a comprehensive 
approach that combines technical infrastructure and human factors, optimising CySA  
and enabling planners to make more informed decisions. This model is derived from  
real-world COs and aligns with the framework used in exercises such as LS and CS.  
As mentioned in the IPB guidelines, the logical and physical layers, along with an 
understanding of baseline activity and infrastructure, are fundamental to effective 
mission planning and execution [52]. 
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4.4.2 Enhancing Cyber Situational Awareness with Visualisation Tools 
After analysing the foundational cyberspace layers and their relevance to planning,  
this subsection focuses on how situational awareness can be operationally enhanced. 
Specifically, it explores how visualisation tools and technologies contribute to  
decision-making effectiveness in COs by making abstract cyber terrain visible, interactive, 
and actionable. 

Publication V discusses several concepts and crucial methods for improving cyber 
situational awareness in COs using operational visualisation tools. The primary resources 
and methods are mentioned as follows. 

CyCOP provides real-time CyHSA by leveraging both cyber and physical data sources, 
such as Open Source SIEM (OSSIM) and NATO Vector Graphics (NVG) protocol. CyCOP 
provides dynamic diagrams, geo-located visualisations, and 2D/3D charts for flexible data 
representation. It implements Cyberspace Symbol Components from MIL-STD, using 
hexagons with symbols or characters to clarify cyberspace representation [143]. 

The Royal Military Academy’s 3D Operational Picture uses innovative 3d visualisation 
software to maximise operator awareness during cyberattacks and improves 
comprehension of the consequences of cyber protection by offering high-level 
abstraction with specific perspectives when zoomed in (Ibid). 

VISA enhances situational awareness using cyber symbols and representations of tools 
and services. It uses design concepts complementing current military symbols to improve 
interpretability. When magnified, VISA uses abstract nodes that break down into specific 
CIS components, offering high-level and in-depth operational perspectives (Ibid). 

Cyber Order of Battle and Risk Assessment integrates mission planning and risk 
assessments to facilitate an educated and flexible decision-making process. proposes 
experimental verification to improve military commanders’ cyber situational awareness 
systems (Ibid). 

MIL-STD-2525D Symbology uses various expressive techniques, such as frames, icons, 
and fill for graphic representation, to adapt traditional military symbology to cyberspace. 
This method helps quick decision-making during COs by enabling precise mapping and 
cyberspace visualisation [145]. 

Operational Picture Concepts and Cognitive Dimension Integration enhances  
decision-making and cross-domain operations by combining cognitive and virtual  
aspects with operational picture principles. It allows commanders to act at network 
speed by supporting real-time situational understanding [148]. 

The effectiveness of the OCO Risk Framework with Graphical Outputs in supporting 
decision-making is demonstrated, particularly for staff members with little experience.  
It reduces the requirement for national-level expertise by communicating risk evaluations 
using graphical representations [150]. 

Abstract Visualisations for Data Contextualisation highlights how crucial it is to 
contextualise data rather than visualise all the data that is accessible to ensure clarity 
and better decision-making. It reduces noise and enhances operational knowledge by 
summarising massive datasets using abstract representations [151].  

These visualisation tools and frameworks improve cyber situational awareness by 
integrating real-time data integration, standardised military symbology, risk assessment, 
and sophisticated visualisation techniques. In COs, they facilitate dynamic decision-making 
and efficient communication of intricate cyber circumstances. 

Every tool under review had some features essential for organising and executing COs. 
None of them, however, completely satisfied the prerequisites for an OCO planning tool. 
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This disparity emphasises the need for a more thorough approach. The author suggests 
his prototype in the next chapter to overcome these issues and improve OCO planning 
capabilities. 

Among the key findings are essential CO planning levels. According to the publication 
that examined many definitions of the cyberspace layers, the logical network layer is the 
most crucial for structuring COs. Understanding and executing successful COs requires 
understanding the relationships and interactions across cyber assets, which are the 
emphasis of this layer. Situational awareness is derived from analysing the logical 
network layer, enabling planners to assess advantages, disadvantages, and potential 
risks, helping them design informed defences against cyberattacks. By mapping the logical 
network layer, planners can identify key systems, social interactions, and vulnerabilities 
and track how mission-critical data is accessed or shared. Furthermore, reporting from 
multiple sources enhances the understanding of threat cyberspace, including network 
protocols, IP addresses (Internet Protocol address), operating systems, and the methods 
used to intrude and mask activity. Understanding the logical and physical network layers, 
baseline activity, and key infrastructure is essential for effective defence planning [52]. 

Publication V proposes a logical-layer visualisation tool called Cyber Planner tool to 
improve situational awareness, plan and execute cyberspace operations more effectively, 
evaluate operational environments, and create well-informed strategies for intricate 
cyber missions. 

Operational visualisation tools can increase CySA in various ways. Tools such as the 
Cyber Planner thoroughly evaluate operational areas, defining key cyberspace terrain 
and mapping approach routes. These technologies provide dynamic logical connections 
across cyber assets, enabling in-depth analysis and enhanced decision-making. Successful 
mission planning and execution depend on military personnel and cybersecurity specialists 
coordinating and communicating more efficiently, which is made possible by improved 
visual tools. 

Operational visualisation tools enhance cyber situational awareness and facilitate 
effective CO planning. The article identified thirty user requirements for the CO Planning 
Tool through an online poll, interviews, literature analysis, and experiences from prior 
exercises. These approaches, which incorporate feedback from subject-matter specialists 
and thorough literature reviews, highlight how crucial it is to incorporate user needs and 
pre-existing frameworks when creating CO visualisation tools (Table 5). 

 4.4.3 User Requirements for the Cyberspace Operations Planning Tool  
The publication V identified thirty user requirements for the CO Planning Tool through 
an online survey, interviews, literature review, and previous exercise experiences  
based on subject-matter experts and literature review (Table 5). 

The user requirements in Table 5 were identified and consolidated using a  
mixed-method approach. Including a structured online survey, semi-structured 
interviews with cyber exercise experts, a comprehensive literature review, and 
participant observation and after-action reporting from real-world cyber exercises and 
simulations. 
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Table 6.  Identified User Requirements for the proposed Cyber Planner Tool. 

User Requirement Source
1 Interface with well-known frameworks such as AJP-3.20, LandCyber, and NIST for compatibility. Review
2 Provide sophisticated visualisation tools to help commanders comprehend activities in cyberspace. Interview
3 Facilitate data sharing and communication between systems for improved interoperability. Review
4 Include simulation and rapid development features to maximise preparation and execution. Interview
5 Incorporate risk management frameworks and support both offensive and defensive cyberspace operations. Review
6 Analyse political conflicts based on cyberspace and offer decision assistance. Interview
7 Provide real-time information management and a comprehensive operational picture. Interview
8 Enhance visibility through icon design and enable threat behaviour analysis. Review
9 Offer comprehensive visualisation capabilities and contextualised information representation. Interview

10 Integrate 3D mixed reality visualisations for improved human-to-human communication. Review
11 Support tailored training and skill development for cyber operations analysts and planners. Interview
12 Include predictive analytics for forecasting potential threats. Review
13 Dynamically present data to aid in detecting and managing cyber threats. Interview
14 Integrate human factors, making complex data comprehensible in real-time. (New) Interview
15 Design CSA tools with practical features that align with SME resource constraints. Review
16 Provide multi-layered visualisation of the cyber environment, including systems, personas, and connections. Interview
17 Include filters to find connections between different entities quickly. Review
18 Use colourful and simple symbols, avoiding obscure acronyms. Interview
19 Display detailed asset properties on mouse-over. Review
20 Allow for the combination of assets and connection to physical infrastructure layers. Interview
21 Integrate APIs for mapping Tactics, Techniques, and Procedures (TTPs) to frameworks like MITRE. (New) Review
22 Group networks are used to easily view and implement a target approval status system. Interview
23 Integrate asset information with situational awareness for comprehensive management. Review
24 Sync asset visual modifications with backend databases and simulate significant events for better understanding. (New) Interview
25 Enable advanced information management and data exchange functionalities. Review
26 Provide a (strategic) overview of forces, IT systems, and risks, aligning with joint functions. Interview
27 Enable real-time battle damage and operational assessments for strategic decision-making. Review
28 Automate the planning process and integrate real-time data for dynamic scenario simulations. Interview
29 Standardize symbols for clarity and consistency across operational levels. Review
30 Ensure compatibility with NATO planning systems (and include strong filtering capabilities). (New) Interview
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The 2020 and 2022 Crossed Swords exercises significantly improved the Cyber Planner 
tool that was introduced in Section 3.2. This enhanced operational planning and 
situational awareness in COs and highlighting the need for better tools for operational 
visualisation. These experiences influenced many standards for improving operational 
planning and situational awareness in COs. This further illustrated the need for better 
tools for operational visualisation. The goal of the study was to address real needs in COs. 
The following are necessary conditions for the CO Planning Tool. These requirements are 
based on the insights gained from the interviews and surveys. The study aimed to address 
real needs in COs by capturing user requirements directly from the target audience. 

  Visualising Operational Areas and Assets: To facilitate situational awareness and 
decision-making, the tool must provide a clear and organised visual representation of 
Blue, Red, and third-party assets and logical links between them. 

Dynamic and Logical Connections: The tool should allow for dynamic linking between 
assets to enhance the planner’s ability to map out relationships, approaches, and 
essential terrain inside the cyberspace domain. 

Enhanced Symbolism: Simple, colourful symbols that avoid cryptic jargon are 
necessary to appeal to people with backgrounds in ICT and cybersecurity. Standardised 
symbols would strengthen communication and usability. 

Incorporating filters and amplifiers can enhance targeting, persona analysis, and 
network evaluation while assisting planners in concentrating on specific areas of interest. 

Automation: The tool must integrate real-time data, automate portions of the planning 
process, and enable dynamic scenario simulations to boost productivity and decrease 
repetitive tasks. 

Integration with Standards: For improved data sharing, risk management, and planning 
procedures, the tool should be integrated with current frameworks such as AJP-3.20 [25], 
MITRE [42], and others. 

Visualisations in 3D and Mixed Reality: The tool should facilitate visualisations in 3D 
and mixed reality to enhance human-to-human communication. This feature was 
confirmed to apply based on survey replies. The tool should enable 3D and mixed-reality 
visualisations to improve human-to-human communication. 2D visualisations are adequate 
for static network diagrams and incident timelines. However, 3D and mixed reality are 
necessary for complex COs and rapid response coordination. Mixed reality enhances 
situational awareness and decision-making by allowing real-time interaction between 
team members, especially during high-stakes exercises or operations requiring rapid 
cyber threat adjustments. 

More than 70% of respondents to a COs experts survey said these characteristics were 
essential for improving situational awareness and operational planning, which strongly 
supported these criteria. 

In addition to the publication, most recent studies support existing user requirements, 
such as visualisation tools, interoperability, predictive analytics, training environments, 
and NATO system compatibility [146]. Later research also identified new user 
requirements, such as balanced fidelity, explicit command, control, and communication 
modelling, cross-domain sensor-effect integration, after-action review/playback, and 
AI-based behaviour modelling (Ibid). Combining these with the author’s identified user 
requirements will result in a suitable planning tool for planners for future COs. 

The study confirmed most user needs using expert interviews and a literature review, 
which increased confidence in their applicability to CO planning. However, only interviews 
were used to validate some requirements, which may have introduced prejudice or 
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constrained viewpoints. New and unvalidated requirements were found to have low 
confidence, indicating that they should be given priority for future validation as they lack 
empirical support (Table 5). Although the mix of expert interviews and literature reviews 
provides a strong methodological approach, inconsistencies suggest additional research. 
Overall, confidence is low for new and unvalidated requirements that need more testing 
or stakeholder input. However, it is moderate to high for validated requirements backed 
by literature and interviews. 

4.5 The Proposed Cyber Planner Tool 
The Cyber Planner Tool, developed and deployed during the CS 2021 exercise, serves as an 
essential domain-specific solution to address the complex challenges of CO planning (Figure 
10). Based on user feedback and expert insights documented in Publication V, the tool’s 
iterative development has validated its core functionalities. While there remain gaps in 
specific user requirements, the Cyber Planner Tool proves to be an effective support system 
for planners. The tool addresses key challenges in cyber situational awareness, coordination, 
and real-time decision-making by integrating findings from previous research, such as the 
identified competencies and operational layers crucial for CO planning. 

Publications I and II emphasised the importance of incorporating multi-layered cyber 
intelligence across physical, logical, and cyber-persona layers for effective CO planning. 
These layers must be considered holistically to enhance decision-making and ensure 
operational success. 

The Cyber Planner Tool integrates these layers, enabling planners to model and simulate 
complex COs scenarios. It uses standard ICT symbols, such as routers, servers, and 
network nodes, which are intuitive for cyberspace planners with ICT backgrounds. This 
symbol usage facilitates a clear visual representation of cyber infrastructures, improving 
situational awareness and enabling real-time operational adjustments. The tool allows 
planners to map out and visualise critical assets, such as industrial control systems in 
OCOs (e.g., CS), by tagging metadata to identify vulnerabilities and threats at each layer. 
The tool’s ability to map cyberspace activities ensures informed decisions, aligning with 
research findings that multi-layered intelligence is crucial for successful CO planning. 

As highlighted in Publications III and IV, a mix of technical, operational, and decision-
making skills was crucial in examining the competencies required for successful CO 
planning. These include the capacity to evaluate risk, comprehend the consequences of 
cyberattacks, and plan activities across several domains. 

By enabling scenario-based simulations and real-time decision-making, the Cyber 
Planner Tool promotes competency development. Planners can manage risks, rehearse 
offensive and defensive goals, and model different cyberattack scenarios. Both technical 
(such as identifying vulnerabilities and breach points) and operational (such as coordinating 
multi-domain responses to cyber incidents) competencies are developed using this 
practical method. The tool’s user-friendly interface also encourages cooperation between 
planners with different specialities, including academic, military, and civilian players, 
improving their combined capacity to carry out intricate cyber tasks. The tool helps to 
build and strengthen the skills identified in the research by providing a platform for active 
learning and practice with real-world situations, strengthening CO planners’ operational 
readiness.  

Publication V identified new Cyber Planners Tools user requirements and highlighted 
the need for enhanced cyber situational awareness to address COs rapid and complex 
nature. This includes the integration of intelligence, the ability to track adversary tactics, 
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techniques, and procedures (TTPS), and the need for up-to-date visualisations that 
reflect the dynamic nature of the cyber domain. 

The Cyber Planner Tool meets this need by offering advanced visualisation capabilities 
representing network topology and adversary activity. Through features such as TTP 
mapping, MITRE ATT&CK integration, and metadata tracking, the tool enables planners 
to visualise and track critical assets’ status in real time, helping them stay ahead of 
adversaries. The ability to simulate various cyberattacks and defence scenarios ensures 
that planners can make well-informed decisions backed by real-time data. The tool’s 
real-time visualisations and intelligence integration directly support the findings from 
Publications II and V, emphasising the need for situational awareness as a critical enabler 
of effective CO planning. 

Publication II underscores the complexity of conducting EBO in the cyber domain. 
Understanding how cyber effects impact military operations and vice versa is essential 
for effective mission planning. 

The Cyber Planner Tool enables planners to simulate and visualise effects-based 
operations, clearly representing how COs can influence broader military objectives. 
It facilitates the identification of target systems, the mapping of logical and physical 
infrastructure, and the tagging of critical assets. The tool’s ability to provide metadata on 
enemy and friendly forces allows planners to quickly identify vulnerabilities and develop 
a coordinated, multi-faceted response in COs. The Cyber Planner Tool directly supports 
EBO by integrating cyber effects with broader military objectives, which aligns with the 
research findings from Publication II about the need for effective EBO in cyber missions. 

This research identified the critical need for coordination across multiple shifts and 
real-time data integration to enhance continuity during long-duration missions. The Cyber 
Planner Tool addresses this by providing persistent operational views and comprehensive 
metadata reporting. This functionality ensures that new shifts can quickly understand 
the status of assets, ongoing operations, and prior actions. 

The tool’s reporting capabilities include the status of critical assets, such as whether 
adversary systems are compromised or if the owner’s systems are secure. This data-driven 
approach allows for evidence-based decisions on whether to escalate operations or 
reinforce defences, ensuring a smoother transition between shifts and greater continuity 
of planning. The Cyber Planner Tool supports long-duration mission planning by providing 
continuity of situational awareness and data-driven decision-making, as emphasised in 
the findings of Publications I and II. 

Integrating research findings on multi-layered cyber intelligence, required competencies, 
cyber situational awareness, and the challenges of EBO directly informs the design and 
functionality of the Cyber Planner Tool. The tool addresses gaps identified in the 
research, such as real-time data integration, TTP mapping, and simulation support, 
offering a solution that enhances the effectiveness of COs planning. This fusion of 
theoretical insights with practical tool development highlights how the Cyber Planner 
Tool can bridge the gap between traditional operational planning approaches and the 
unique demands of the cyber domain, offering planners an intuitive, data-driven 
platform to conduct real-time, multi-layered COs. The next development milestone is the 
tool’s evolution toward technology readiness level TLR 5 [152]. Thorough validation 
procedures, improved risk management, strong logical and physical layer modelling, and 
the integration of enemy and allied asset data are all necessary. Verification through 
involvement in multinational CO exercises will be essential to ensure the technology is 
dependable, operationally appropriate, and improves the cyber readiness of allied forces.
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Figure 10. Overview Of Proposed Cyber Planner Tool. 
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4.6 Consolidated Synthesis of Research Results 
Sections 4.1–4.5 provided detailed, individual analyses of the empirical findings from 
interviews, exercises, prototype testing, and operational artefact studies. This section 
now consolidates these findings in alignment with the three overarching Research 
Questions and integrates evidence from Publications I–VI. The following synthesis presents 
the core results and contributions of the thesis to the field of cyberspace operations 
planning and situational awareness. 

This section consolidates the findings of this thesis by presenting them according to 
the three Research Questions (RQs) introduced in Chapter 1.2 and discussed throughout 
Chapters 4.1–4.5. It integrates evidence from the author’s six peer-reviewed publications 
(Publications I–VI), illustrating how these studies collectively reinforce and extend the 
research outcomes presented in this thesis. The results are structured around each RQ, 
drawing from new findings and prior publications to provide a unified, evidence-based 
understanding of operational planning and situational awareness for CO. 

4.6.1 Answering RQ1: Competencies Required for Offensive Cyber Planners 
This was significantly expanded in Publication III, which systematically identified and 
categorised required competencies for offensive CO planners through operational 
interviews and literature synthesis. It established that competencies fall into four clusters: 
operational planning, technical execution, cyber threat intelligence, and legal and 
ethical compliance—each vital for mission assurance in dynamic and contested cyber 
environments. 

Sections 4.1 and 4.2 of this thesis reinforced these conclusions, particularly the 
importance of understanding adversary TTPs, cross-domain coordination, risk assessment, 
and synchronised decision-making. Publication I called for increased use of exercises and 
simulations, aligning with the proposed tailored training framework detailed in Publication 
IV, which further examined how offensive CO planners’ competencies can be progressively 
developed through structured, exercise-driven pathways and a competency-based training 
model. 

Together, these results demonstrate that CO planners require a multi-disciplinary skill 
set, validated through operational testing, exercises, and specialist training pathways—
a conclusion substantiated by Publications I, III, and IV. 

4.6.2 Answering RQ2: Optimal Organisational Structure for CO 
This research question addressed the organisational models necessary for the effective 
planning and execution of CO within military frameworks. Publication I established that 
cyberspace requires distinct structures, proposing that a dedicated Cyber Headquarters 
(CHQ) or a specialised cyber staff element within Joint or Component Commands is 
essential due to the domain’s technical complexity and operational demands. 

Publication II built upon this, offering a structured analysis of optimal organisational 
models based on operational observations from major NATO exercises. It identified key 
characteristics for effective CO structures: 

• Specialised cyber effects cells for planning and coordination.
• Integrated intelligence and situational awareness functions.
• Clear command and control arrangements to manage national caveats,

operational security, and legal oversight. 
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Further operational validation came from Publication III, which examined competency 
profiles and organisational roles in CO teams. It recommended integrating functions such 
as cyber threat intelligence, effects coordination, operational planning, and legal 
advisory, while ensuring redundancy, cross-training, and operational continuity. 

These findings, validated by practical insights from exercises like Crossed Swords (CS) 
and Locked Shields (LS), confirmed that the absence of harmonised planning processes, 
unified staff competencies, and integrated intelligence cells undermined operational 
success. 

An optimised CO organisational model should therefore: 
a) Be dedicated and autonomous within Joint/Component Commands.
b) Maintain role-differentiated structures comprising planners, technical SMEs,

effects coordinators, and legal/intelligence officers. 
c) Integrate intelligence functions for continuous threat monitoring and

operational decision support. 
d) Align with NATO command structures for seamless coordination with

conventional forces and allied CO capabilities. 

This model addresses command, control, and integration challenges identified in prior 
research and operational exercises, providing a validated organisational framework for 
NATO and national armed forces’ CO operations. 

4.6.3 Answering RQ3:Enhancing Planning and Situational Awareness in COs 
The third research question examined how operational planning and situational 
awareness can be improved in CO contexts. Publication V systematically identified and 
verified user requirements for a CO planning tool through workshops, interviews, and 
operational testing. 

4.6.3.1 Identifying User Requirements for the Cyber Operations Planning Tool 
Through an iterative process involving operational experts and CO practitioners, 
Publication V identified the following key user requirements: 

a) Persistent, multi-layered operational visualisation of mission impacts, ongoing
operations, and adversary activity. 

b) COA modelling capabilities that account for mission goals, dependencies, and
potential adversary reactions. 

c) Access to up-to-date adversary TTP (Tactics, Techniques, and Procedures) libraries
for threat-informed situational awareness. 

d) Real-time information and event correlation to support rapid decision-making.
e) Standardised, NATO-compatible planning workflows to ensure interoperability and

procedural coherence. 
f) API-based interoperability with C2 systems, cyber ranges, and threat intelligence

platforms to enable data-driven planning. 

These requirements collectively addressed critical gaps identified in earlier works 
(Publications I and II), which had emphasised the need for improved operational 
visualisation, technical-operational synchronisation, and intelligence integration across 
planning processes. 
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4.6.3.2 Validation through Prototyping and Operational Testing 
The development and operational testing of the Cyber Planner Tool prototype (as detailed 
in Section 4.5) confirmed that the inclusion of the above capabilities significantly 
enhanced planners’ situational awareness and operational coherence in contested cyber 
environments. 

Publication V consolidated insights from prior research into a comprehensive, 
operationally validated set of user requirements. This validation demonstrated that 
when planners are supported by tools integrating real-time data, adversary modelling, 
and interoperable workflows, their ability to visualise, anticipate, and coordinate CO 
improves markedly. 

4.6.3.3 Situational Awareness and Decision-Making Enhancement in CO 
Situational awareness in CO remains inherently complex due to its multi-layered, 
dynamic nature. Publication V underscored the critical need for synchronised, 
multi-source intelligence to support operational decisions. This was reinforced by 
Publication I, which argued that EBO in cyberspace requires multidimensional dependency 
awareness and anticipation of unintended consequences. Sections 4.3 and 4.4 identified 
gaps in intelligence integration and operational visualisation, highlighting them as key 
inhibitors to mission success. 

In response, Section 4.5’s Cyber Planner Tool addressed these challenges by 
implementing: 

a) Multi-layered operational visualisation.
b) Real-time adversary TTP libraries.
c) Persistent event correlation and metadata-driven reporting.
d) NATO-compatible planning workflows.
e) Integrated technical-operational intelligence feeds.

These validated requirements, derived primarily from Publications V and I–IV, form a 
solid operational foundation for improving decision-making and situational awareness in 
CO.  

The thesis’s core findings emphasise the importance of a competency-based, 
role-differentiated organisational model for CO, enhanced situational awareness tools, 
risk assessment capabilities, and intelligence integration. It also emphasises the need 
for formal integration of user requirements into NATO CO planning processes, tool 
development, and training frameworks. The framework addresses capability gaps and 
offers actionable recommendations for enhancing military CO planning and execution 
capabilities.  

4.6.4 Summary of Key Findings 
This section consolidated and synthesised the main findings of this thesis by systematically 
addressing the three overarching Research Questions through evidence drawn from the 
six constituent publications and empirical work conducted during exercises and prototype 
testing. 

The analysis confirmed that effective operational planning and situational awareness 
for CO require: 

1. A clearly defined set of operational, technical, and intelligence competencies for 
CO planners, distinct from those required in conventional military domains. 
These competencies must encompass adversary TTP awareness, cross-domain 
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targeting, technical infrastructure understanding, risk assessment, and operational 
synchronisation, validated through targeted exercises and training frameworks. 

2. A dedicated, role-differentiated organisational structure for CO within military
command frameworks, featuring integrated intelligence functions, cyber effects 
planning cells, operational planners, technical SMEs, and legal advisors. This 
structure must provide clear command and control, operational security, and 
seamless coordination with conventional forces and allied capabilities. 

3. The operational necessity for enhanced situational awareness tools and
planning support systems, capable of providing multi-layered operational 
visualisation, persistent metadata management, adversary TTP libraries, and 
NATO-compatible planning workflows. The validated user requirements gathered 
in this thesis informed the development and operational testing of the Cyber 
Planner Tool, demonstrating its potential to enhance operational coherence, 
situational awareness, and decision-making in contested, dynamic cyber 
environments. 

Collectively, these findings address key capability gaps identified in previous research 
and operational exercises. They contribute a validated, evidence-based framework for 
enhancing operational planning and situational awareness in COs, aligned with NATO 
doctrinal principles. This consolidated understanding directly informs future CO training, 
organisational development, operational planning processes, and technology integration 
within NATO and allied forces. 



72 

5 Discussion 
This chapter critically reflects on the findings presented in the constituent articles of this 
thesis, placing them within the broader academic, operational, and doctrinal context of 
COs. Given the complex and dynamic nature of COs, enhancing operational planning and 
situational awareness has become imperative. The discussion is organised around five 
core thematic areas, each addressing a significant aspect of cyberspace operations as 
illuminated through the cumulative research contributions of this work. 

5.1 Experience-Related Findings 
The findings on the practical experience and competencies required for OCO planners 
form a foundational contribution of this study. However, several limitations constrain 
the confidence and generalisability of the results. 

The study is primarily grounded in a literature review, drawing on academic, doctrinal, 
and governmental sources.  As such, while the resulting framework is well-structured and 
logically derived, its conclusions are based on moderate confidence levels. The absence 
of validation through practitioner feedback or live operational contexts limits the 
certainty with which the proposed competencies can be applied across NATO or 
national-level OCO planning environments. 

Moreover, the availability of peer-reviewed literature explicitly focused on 
operational-level OCO planning remains limited. Much of the accessible material comes 
from not formally published and classified government documents, which restricts the 
transparency and verifiability of specific insights. These constraints are further exacerbated 
by the classified and sensitive nature of COs, which inherently limit open-source access 
to operational-level data. 

The proposed framework would benefit from further validation through structured 
expert interviews, live exercise feedback, and cross-case comparisons. These methods 
are addressed in Publication IV, which extends the current study with expert input and 
real-world validation steps. Despite its limitations, the current work provides a valuable 
conceptual baseline for identifying and structuring the core digital, operational, and 
cognitive skills required by OCO planners. It also lays the groundwork for developing 
tailored training, certification, and career development pathways for these roles within 
NATO and partner nations. 

5.2 Importance of Planning and Situational Awareness in COs 
Modern COs occur in a dynamic, rapidly evolving operational environment, where 
maintaining robust operational planning and situational awareness is critical for 
success. As noted by the RAND Corporation, the increasing complexity of contemporary 
warfare—shaped by persistent technological advancements and the proliferation of 
sophisticated cyber threats—necessitates continuous adaptation of operational strategies, 
methodologies, and training programs [135]. 

One of the key findings of this research is the need to integrate cyberspace operations 
into multi-domain operational frameworks. The overlapping nature of cyber, land, sea, 
air, and space operations demands coherent and synchronised operational planning to 
ensure mission success. This has been corroborated by NATO doctrine, which emphasises 
the operational imperative of integrating cyberspace capabilities into broader mission 
execution plans [153]. 
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The cumulative work presented in this thesis has validated this requirement through 
exercises and operational analysis, particularly by demonstrating how the absence 
of integrated cyber considerations impedes situational awareness and effective 
decision-making at the operational and strategic levels. 

5.3 The Role of Modelling, Simulation, and Visualisation Frameworks 
The research undertaken in this thesis confirms that operational visualisation tools and 
enhanced cyber situational awareness frameworks are integral to mission success in 
cyberspace operations [154]. NATO has emphasised that the next generation of modelling 
and simulation systems must address the challenge of integrating real-time data to 
provide decision-makers with an integrated, cross-domain operational picture [153]. 
The Cyber Planner prototype and visualisation tools developed and tested through this 
research directly respond to this requirement, providing validated use cases in operational 
exercises. 

This conclusion is reinforced by the work of Kookjin et al., who demonstrated the 
operational importance of a cyber common operational picture framework in achieving 
situational awareness and enhancing decision-making capabilities during COs [93]. 
The findings from this research extend these insights by offering empirical validation 
from large-scale cyber exercises such as Crossed Swords, confirming that cyber planners 
who utilise enhanced visualisation frameworks are better equipped to anticipate, 
respond to, and recover from emerging cyber threats. 

5.4 Competency Development and Training Frameworks for Cyber 
Planners 
A consistent theme in the literature—and one corroborated through this thesis—is the 
essential role of structured, competency-based training frameworks in preparing personnel 
for the complexities of cyberspace operations. The U.S. Army Cyber Centre of Excellence 
[138], the National Defence University [136], and specialised programs like the Army 
Information Operations Planners’ Course (AIOPC) [137]  have all emphasised the need 
for integrated training approaches that blend technical skills with operational and 
strategic awareness. 

This thesis contributes novel insights into this area by defining individual and 
organisational competencies required for COs and validating these through operational 
exercises. The importance of building a curriculum that progresses from foundational 
technical training to advanced operational planning competencies aligns with best 
practices in cyber force development. This was further supported by CAPSTONE and 
other senior-level training courses delivered by the National Defence University [147], 
which have demonstrated the operational benefits of equipping military leaders with the 
skills to integrate cyber capabilities into joint, multi-domain operations. 

5.5 Integrating Standardised Planning Tools and Frameworks 
Another central theme emerging from this research is the need for standardised tools 
and frameworks to guide cyber operational planning. Integrating established tools such 
as the ATT&CK Matrix for Enterprise [42] into operational workflows has proven 
invaluable for structuring, coordinating, and synchronising cyberspace operations. These 
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tools not only provide a common lexicon for cyber operators but also enable 
interoperability with multi-domain planning systems. 

The cumulative research in this thesis has demonstrated the operational benefits of 
incorporating such frameworks within cyber exercises, particularly by addressing gaps in 
operational planning standardisation identified during events such as Crossed Swords. 
This aligns closely with the objectives outlined by the U.S. Army Cyber Centre of 
Excellence [138] and the LandCyber White Paper [148], which advocate for a cohesive 
and interoperable cyber planning capability that can integrate seamlessly with land, air, 
and maritime operations. The empirical data collected in this thesis supports these 
doctrinal aims, offering concrete recommendations for operationalising these tools in 
practice. 

 5.6 Advancing Organisational Structures and Cyber Force Readiness 
The final theme addressed in this discussion concerns the organisational structures and 
institutional readiness required to support effective cyberspace operations. While 
initiatives such as those funded by the European Defence Fund continue to advance 
cyber defence technology capabilities, this research has shown that organisational 
integration remains a critical enabler for operational success [155]. 

The integration of COs teams within existing operational headquarters structures—as 
observed in multiple exercises and validated through scenario testing in this thesis—
enhances decision-making speed, improves cross-domain coordination, and ensures 
more effective alignment of cyber and traditional military operations. This reflects 
doctrinal recommendations from NATO [10] and the U.S. Army [24], and the cumulative 
evidence presented in this research offers applied, operational validation for such 
organisational models. 

Furthermore, this thesis highlights the operational value of continuous research and 
prototyping in improving both cyber defence technologies and command-and-control 
structures. By embedding research insights into exercise design and operational 
scenarios, this work has contributed to closing the gap between doctrine and operational 
practice, a critical issue noted in recent COs literature. 

In summary, this chapter has discussed the cumulative findings of this thesis across 
five thematic areas: the growing importance of operational planning and situational 
awareness, the role of modelling and simulation frameworks, competency development 
for cyber planners, the integration of standardised planning tools, and advancing 
organisational readiness. Each theme has been critically examined in existing literature 
and doctrine, with operational validation drawn from exercises and prototype testing. 

The work demonstrates a profound and nuanced understanding of the challenges and 
opportunities that modern COs present. To help military practitioners and academic 
scholars enhance operational planning and situational awareness for commanders, it has 
provided fresh empirical insights, operational frameworks, and recommendations. These 
results provide a starting point for additional investigation, practical testing, and 
doctrinal advancement in this increasingly important field.  
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5.7 Limitations 
Although this thesis offers insightful information about the organisational structures, 
operational planning tools, and competencies for COs in NATO exercise contexts, several 
limitations should be noted. 

The CS exercise and NATO-affiliated training courses were examples of controlled 
exercise situations in which most of the data was collected. While these environments 
mimic operationally relevant situations, results might not apply entirely to OCO in the 
real world, where strategic, geopolitical, and legal factors introduce additional complexity. 

Due to operational security constraints, the study only used unclassified data, literature, 
and interviews. This limited the ability to capture tactical and operational behaviours 
specific to classified mission situations, even allowing for broader participation and 
dissemination. 

The empirical components, which included surveys and semi-structured interviews, 
focused on subject-matter experts from NATO member states and partner organisations. 
Although the survey’s validity was improved by including 22 international respondents 
who represented various countries’ viewpoints, selection bias may be introduced due to 
the limited sample size. 

The study prioritised operational planning tools and Cyber Headquarters, Red Team, 
and Blue Team structures in exercise settings. It did not cover real-world OCO team 
structures when life-threatening situations, mission impact, and strategic ramifications 
greatly affect planning and execution. 

Future research should expand the study to include Joint, Combined, and multi-domain 
planning considerations and attempt to validate these findings in operational contexts, 
including classified environments.  
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6 Conclusions and Future Work 
This doctoral thesis explored how to improve the planning, execution, and operational 
effectiveness of CO in military contexts, with a specific focus on OCO. Through a 
combination of qualitative, quantitative, and experimental research methods—including 
literature reviews, expert interviews, surveys, and multinational exercise case studies—
the study produced operationally validated frameworks and models. These address long-
standing doctrinal and organisational gaps within NATO and allied cyber forces. 

Three principal research questions guided the research, and the findings are 
synthesised as follows: 

RQ1: What competencies are required for OCO planners? 
The research identified and validated a comprehensive framework of competencies 

essential for OCO planners. These extend beyond technical proficiency to include 
operational decision-making, risk assessment, adversary emulation, cross-domain 
integration, and mission command understanding. Publication IV specifically proposed a 
structured training pathway combining cyber warfare courses, simulated attacks, incident 
troubleshooting, and risk management, supported by operational planning exercises. 
This competency framework ensures that planners are prepared to manage COs across 
the tactical, operational, and strategic levels, bridging a gap previously underrepresented 
in CO doctrine. 

RQ2: What should the optimal organisational structure be for Cyberspace Operations? 
The thesis produced three evidence-based, mission-validated frameworks for cyber 

team structures: 
• Cyber Command Headquarters (CHQ), designed with a modular, tailorable

structure integrating operational command, technical coordination, and cyber 
intelligence functions. 

• Red Teams, optimised through a central leadership cell with specialist offensive
sub-teams responsible for areas such as access operations, effects delivery, and 
mission reporting. 

• Blue Teams, ideally composed of approximately 55 personnel structured into 11 
operational elements, based on analysis of historically effective exercise teams. 

These structures address doctrinal ambiguity in current NATO planning frameworks 
and provide a scalable, adaptable template for future exercises and operations. 

RQ3: How can operational planning and situational awareness for cyberspace 
operations be enhanced? 

The research demonstrated that effective CO planning requires not only doctrinal 
frameworks but also enabling technical environments, including distributed ICT 
infrastructure, advanced visualisation and simulation tools, and interoperable 
operational planning systems. Publications IV and V outlined how integrating tools such 
as the ATT&CK Matrix for Enterprise, cyber Common Operational Picture (COP) 
frameworks, and NATO-standard symbology can enhance real-time situational awareness 
at all cyberspace layers. The research also proposed the development of advanced 
decision-support and visualisation systems tailored for the logical layer, addressing a 
persistent operational challenge. Furthermore, validated training frameworks and 
competency development models support the sustainable improvement of situational 
awareness capabilities. 
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This thesis developed a competency framework for OCO planners, evidence-based 
organizational structures for CHQ, Red Teams, and Blue Teams, a situational awareness 
enhancement concept using enhanced symbology and operational visualisation tools. 
A structured training framework for CO operational planners, linking competencies to 
practical decision-making scenarios. 

By combining qualitative, quantitative, and experimental approaches, this thesis 
ensured that its theoretical insights are both operationally relevant and scientifically 
robust. The validity and reliability of the findings were reinforced through methodological 
triangulation, which was achieved through a literature review, expert interviews, survey 
validation, and exercise-derived data. Academic rigour influenced research design, data 
analysis, and the creation of empirically supported frameworks, even if operational 
applicability was a primary concern. As a result, our study enhances academic knowledge 
of CO planning, team organisation, and situational awareness in addition to NATO’s 
operational readiness.  

This research presents a comprehensive, evidence-based approach to structuring, 
staffing, and supporting COs in exercise environments. It bridges a persistent gap between 
theoretical concepts and operational realities in CO planning and execution. The findings 
provide doctrinally applicable models and recommendations for NATO and allied cyber 
forces, supporting future exercises, capability development, and doctrinal refinement. 

By synthesising insights from literature, expert interviews, operational exercises, 
and survey-based validation, the thesis advances both theoretical understanding and 
practical application in the field of COs. It directly contributes to enhancing multinational 
cooperation, operational decision-making, and cyber mission success in complex, 
multi-domain conflict environments. 

Future work 
This study has highlighted areas that need more research and focuses on enhancing 
operational planning for COs. Building on these results, future studies should thoroughly 
analyse the operational planning process at all organisational levels whilst considering 
time restraints, decision-making cycles, and cyberspace’s particular difficulties. Furthering 
this discipline will also involve improving research themes and sub-questions and assessing 
current frameworks, tools, and processes.  

Cyber Planner Tools integration and process assistance will be investigated in stages, 
such as mission analysis, course of action development, and decision-making. Emerging 
technologies, such as digital twins and AI-driven decision support, should be assessed 
for their potential to improve CO planning. Compelling visualisations that will enhance 
situational awareness and decision-making will be created through user-centred design 
research. Although this thesis offers a conceptual improvement and a set of user-driven 
requirements for a Cyber Planner Tool, it has not yet been subjected to a controlled 
comparative analysis. The systematic validation techniques that should be the focus of 
future study include controlled trials, comparisons between CHQs, and time-to-decision 
measurements in exercises such as CS. Compared to present methods, these would aid 
in determining whether the suggested tool improves situational awareness and planning 
effectiveness. Investigating alternate design strategies and executing usability tests would 
provide a wider foundation for evaluating the tool’s operational relevance and spotting 
possible enhancements. 

Case studies and empirical validation will assess the usefulness of the suggested tools 
in practical exercises or operational settings. Cross-domain and multi-domain integration 
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would determine how CO planning can be included in Multi-Domain Operations to 
improve cross-domain situational awareness and decision-making.  

The author was involved in several European cyberspace operations-related grant 
projects, such as the European Defence Fund Call EDF-2022-DA-C4ISR-EC2 [156]. 
The author has contributed to implementing the findings from this thesis into the EC2 
project, focusing on enhancing cyber activities such as the Recognised Cyber Picture, 
rapid defensive response, and cyber risk management within the broader framework of 
European command and control operations. 

The author was a member of the developing consortium EDF-2024-DA-CYBER-NGCR-
STEP: Next-Generation Cooperative Cyber Range [157]. This project also involves CO 
planning, addressing the challenges of large-scale technical cyber exercises, which often 
need more comprehensive coverage of COs. These exercises require diverse scenarios, 
environments, and frameworks for operation planning, legal considerations, intelligence 
activities, and cyber incident management. Key focus areas include analysing cyber 
operator performance and scoring cybersecurity situational awareness. The author 
serves as the lead expert in developing the COs theme for this project. The thesis’s 
findings will be integrated into the project to enhance cyber exercise planning, execution, 
human aspects, and cyberspace situational awareness. This will address challenges in 
large-scale technical cyber exercises. This project is the most suitable for creating a 
functional prototype of the proposed Cyber Planner tool, to reach Level Five in Technology 
Readiness. This involves rigorous validation, risk management, logical connection 
refinement, and physical layer integration, enhancing allied forces’ cyber readiness. 

A further project is the Resilient Digital Waterborne Systems for Increased Automation 
in Smart Shipping (ReDineSS) [158]. The ReDineSS project aims to enhance safety 
and cybersecurity in the maritime domain by improving situational awareness for 
human operators and autonomous vessels to ensure data integrity. The author, 
a cyberspace-activity researcher, contributes to the project by incorporating the findings 
from their current thesis. This includes the visualisation techniques developed for the 
Cyber Planner Tool. These techniques enhance operational situational awareness by 
providing dynamic, intuitive views of cyber terrains and logical connections, which can 
be effectively adapted to maritime cybersecurity challenges. 

Together, these improve operational effectiveness through technology integration, 
improve tactical decision-making, lessen soldier burden, and implement cybersecurity 
for mission information integrity. The author has also worked on Project Achille [159]. 
This will enhance the Next Generation Soldiers Systems’ cybersecurity procedures, 
guaranteeing mission information integrity and operational efficacy.  

Although this study offers a solid basis for improving situational awareness and 
operational planning in COs, more effort is needed to apply its conclusions to military 
drills and doctrine development. Insights from expert interviews and verified user 
requirements will help shape the future of NATO CCDCOE-led research projects and 
exercises, such as creating the Cyber Commanders Handbook and the next edition of 
AJP-3.20 (Allied Joint Doctrine for Cyberspace Operations).  
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Appendix 3 

Publication III 
Arik, Marko; Lugo, Gregorio, Ricardo; Ottis, Rain; Venables, Adrian (2024). Competencies 
Required for the Offensive Cyber Operations Planners. HCI International 2024, 26th 
International Conference on Human-Computer Interaction. 
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Appendix 4 

Publication IV 
Arik, Marko; Lugo, Gregorio, Ricardo; Ottis, Rain; Venables, Adrian (2024). Optimising 
Offensive Cyber Operation Planner`s Development: Exploring Tailored Training Paths and 
Framework Evolution. Frontiers in Computer Science-Computer Security. 
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Abstract: Cyberspace Operations (CO) planners face unique challenges in modern warfare, requiring a comprehensive 
understanding of cyberspace layers and a systematic planning framework. Exercises such as Locked Shields and Crossed 
Swords (XS) enhance cybersecurity skills, teamwork, and decision-making under pressure. Visual planning tools can 
improve operational planning and situational awareness in COs by providing a holistic picture of the operating 
environment. This facilitates better decision-making and coordination and fosters a cooperative defence mindset among 
allies. Using lessons from XS, this study uses a design science methodology to create a Cyber Planner application. The 
research team was able to observe current procedures, evaluate the efficacy of current tools, and get input from CO 
planners participating in the exercise. XS offered a valuable framework for identifying operational issues in cyber 
operations planning. Through iterative design modifications based on user experiences and needs, the exercise provided a 
real-world testing ground to assess the Cyber planners’ initial version. The study intends to improve situational awareness 
and operational planning skills in cyberspace using the lessons acquired from the exercise. The user requirements for the 
Cyber Planning tool were identified through a literature review and interviews, resulting in 30 user requirements included 
in an online survey. The online survey, which was directed at CO planners, validated most of the identified user 
requirements, ensuring the tool meets the demands and expectations of its intended users. Integrating risk management 
into a CO planning tool can improve situational awareness, response times, and defence strategies, enabling real-time 
monitoring, analysis, and decision-making. Advanced data visualisation and Cyber planning tools are needed for improved 
decision-making. 

Keywords: Cyberspace operations, Visualising cyber planning, Cyber planning tool, Situational awareness, User 
requirements 

1. Introduction  
CO planners face challenges in aligning traditional military planning frameworks with the dynamic and complex 
requirements of COs. CO planners must analyse the operational environment and develop Courses of Action 
that navigate technical peculiarities inherent to cyberspace (VanDriel, 2016). Effective planning for Defensive 
Cyber Operations (DCO) and Offensive Cyber Operations (OCO) requires a tailored approach that integrates 
CO-specific factors while aligning with the Military Decision-Making Process (MDMP). Visual planning tools play 
a pivotal role in CO by offering a cohesive view of the operational environment, facilitating the integration of 
both friendly and adversary assets, identifying vulnerabilities, evaluating risks, and supporting the 
development of effective strategies (Pullen, 2015). This research explores how visual planning tools can 
enhance operational planning and situational awareness (SA) in CO, focusing on applying standardised 
symbology and real-time data integration. The XS exercise series is a critical reference point for this study, as it 
explores NATO's current CO planning frameworks and highlights vital gaps in SA. 

The main objective of this study is to propose enhancements to NATO’s CO planning and SA tools. This includes 
developing a Cyber planner tool that improves the integration of cyber assets in the MDMP, supports 
standardised symbology, and enables real-time data visualisation. This paper aims to answer the main 
research question, which is divided into sub-questions to help clarify and find more detailed responses. 

RQ1 How can operational planning and SA for COs be enhanced? 

RQ2 What essential layers are involved in planning COs, and how do they contribute to effective cyber mission 
execution? 

RQ3 How can operational visualisation tools enhance cyber situational awareness (CSA) in COs? 

RQ4 What are the user requirements for the COs Planning Tool?  
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2. Methods 
This paper uses design science methodology with Exercise XS for experimental research (Kosmol, 2019). It 
involves a literature review and structured interviews with subject matter experts to develop and identify the 
user requirements for a Cyber planner tool. The review will focus on conceptual frameworks supporting 
operational planning, SA, and visualisation. Framework analysis will assess their applicability and effectiveness, 
followed by expert feedback and an online survey to validate the Cyber planner tool`s user requirements.

The authors offer suggestions for enhancing SA and operational planning, mainly COs. To find valuable
improvements for COs planning and decision-making procedures, the writers will examine the results of the XS
exercise. This entails evaluating crucial components such as CSA and visualisation tools and creating 
frameworks to complete cyber missions successfully. Their research aims to match these enhancements with 
the requirements and difficulties brought to light by professional opinions and actual workout situations.

2.1 Methodology

This research utilised the Design Science Methodology (DSM) to enhance CO's operational planning and 
situational awareness (Kosmol, 2019). The process involved identifying gaps in current frameworks, defining 
objectives, designing a new conceptual framework, creating a conceptual model, evaluating it through expert 
feedback, surveys, and case studies, iteratively refining the model based on feedback, and finally documenting 
the process and findings. The DSM approach is widely recognised in information systems and technology 
research, focusing on designing and building artefacts that contribute to theory and practice. The process 
graphic in Figure 1 depicts the stages of the DSM applied to this research.

Figure 1: Design Science Methodology Process Flow

3. Literature Review
The literature review explores the potential of logical layer visualisation in improving SA and decision-making 
in CO planning, particularly in creating action plans. The research focuses on the importance of a multi-layered 
approach to cyberspace activities. It used keywords such as "Cyberspace Situation Awareness," "Visualising 
Cyberspace Operations," and "Visualisation of Cyberspace Operations" to define the investigation's scope. A 
systematic search was conducted using search phrases about CO planning, CO framework, and visualisation 
approaches. After a preliminary evaluation, 45 relevant papers were found, with 37 chosen for further 
examination. The literature used in the review is listed in Mapping of Literature Sources to Research Questions
(M.Arik, 2025). The review focuses on cyberspace situation awareness and enhanced awareness through 
operational visualisation tools, focusing on cyberspace layers, the impact of visualisation tools, and user 
requirements for the Cyber Planner Tool.  Visualisation techniques help represent complex data for better 
understanding and decision-making (Goethals & Hunt, 2019).

3.1 Cyberspace Situation Awareness 

Situation awareness is the understanding and perception of environmental elements, meaning, and future 
projections, which are crucial for decision-making in military operations and industrial settings (Endsley, 1995). 

CSA contributes to accurate risk and threat assessments, as highlighted by NATO (AJP-3.20, 2020). It involves 
dynamic information management, analysis, and a near real-time understanding of cyberspace (U.S. ARMY, 
2013). Appreciating cybersecurity's characteristics, risks, threats, and security needs is essential for enhancing 
cybersecurity. A three-layer paradigm for understanding cyberspace has been introduced, focusing on SA, 
resilience, and counterattacks (Venables, 2021). This framework can be expanded to include human factors, 
geography, data routes, and security and examine how hostile actors' intentions affect risk mitigation.
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Situation awareness is context-dependent and individualised, with the Cyber Forces Interactions Terrain 
version using three essential parts: knowledge of the current state, comprehension of that state, and 
projection of that state. The purpose of SA measures is not to gain a perfect understanding but rather a 
general understanding (Dobson & Carley, 2021). 

As addressed by NIST, security awareness focuses on recognising and mitigating security risks and threats 
(NIST, 2014). Effective icon design is vital for rapid CSA, as it involves perceiving, understanding, and predicting 
threats to manage cyber threats effectively (Kookjin et.al, 2023). Both situational and security awareness are 
essential for informed decision-making and performance in military and industrial contexts, particularly in 
cyberspace. 

3.2 Enhanced Cyber Situational Awareness Through Operational Visualisation Tools 

Recent studies suggest that military commanders can improve CSA using operational picture principles (Army 
Techniques Publication, 2024; Pfannenstiel & Cox, 2024; Kookjin et.al, 2023; Llopis et al., 2018). Advanced 
visualisation tools, such as the Cyber Common Operational Picture (CyCOP) and the Royal Military Academy's 
3D Operational Picture, enhance this awareness (Llopis et al., 2018). These tools use sophisticated concepts 
that help commanders understand the implications of cyber defence strategies. The study emphasises the 
importance of a comprehensive CSA system for military commanders, integrating pictures with risk 
assessments and mission planning. The Cyber Order of Battle approach is recommended for further validation. 
The U.S. Army is developing frameworks to visualise commanders' areas of operations in physical, cognitive, 
and virtual dimensions, enhancing understanding of cyberspace opportunities, risks, and vulnerabilities (U.S. 
ARMY, 2013). 

Another study focuses on the Common Operational Picture (COP). This study finds that visualisation 
contributes to SA in cyber battle training, as it helps provide a detailed understanding of the Red and Blue 
Teams' cyber situation. A person using the data visualisation screen can quickly identify the scenario. In this 
case, the COP is a successful command and control system in the military (Kookjin et al., 2023). 

Recognising the cyber situation using easily understandable symbols is necessary to rapidly prepare for and 
respond to a cyber-attack. Kookjin et al. proposed using Cyberspace Symbol Components from the MIL-STD-
2525D (Department of Defense, 2014). The CyCOP visualisation screen uses a common standard to express 
cyberspace objects as hexagons with symbols or characters. MIL-STD-2525D proposes a versatile expression 
method utilising a frame, icon, and fill for graphic representation. This method can be used on accurate maps 
and cyberspace (Ibid).MIL-STD-2525D, a military symbology document, does not currently include cyberspace 
symbols for diverse entities and activities in COs. This provides network architecture, cyber threats, digital 
communication channels, and unique cyberspace-related elements for effective military planning and 
visualisation tools. 

Cyber commanders and planners must understand COs to visualise end states and describe intent, especially in 
Offensive Cyber Operations (OCO) (Bender, 2013). The U.S. Army is developing frameworks to visualise 
commanders' areas of operations in physical, cognitive, and virtual dimensions, enhancing their understanding 
of cyberspace opportunities, risks, and vulnerabilities (U.S. ARMY, 2013). Combining knowledge and 
visualisation techniques ensures commanders can navigate complex operational environments and respond to 
emerging threats. 

Additionally, Klipstein's research demonstrated the effectiveness of an OCO risk framework with graphical 
outputs in aiding personnel needing more necessary experience, suggesting that these graphics mitigate the 
need for national-level experience (Klipstein, 2019). 

Monitoring information systems and utilising visualisation techniques are essential for effective security 
strategies and operational planning (Goethals & Hunt, 2019). Advanced technologies can help visualise and 
predict battlespace, enhancing understanding of operational and environmental complexities (Bryant, 2016). 

Colours enhance SA in cyberspace, aiding decision-making and understanding complex cybersecurity concepts 
through visual representation in cyberspace training (Dobson & Carley, 2021) (NIST, 2014). The NIST 2017 
framework emphasises the importance of visualisation tools and communication skills in various cybersecurity 
roles, enabling efficient decision-making and collaboration in cyber operations planning (NIST, 2017). Decision 
makers are more confident and precise when given more choices, and modern cybersecurity operations must 
adapt to the technology industry's design and visualisation, focusing on contextualising data rather than 
attempting to visualise all available information (Ward, 2023). OCO planners can effectively utilise visualisation 
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to aid decision-making, enhance SA, and achieve operational goals by focusing on contextualising data rather 
than presenting all available information. 

Graphic control measures in land domains can be adapted for SA in cyberspace, using offensive, defensive, and 
tactical mission graphics to depict actions (McCroskey & Mock, 2017). Wang proposes a method for creating a 
cyberspace map model using IP addresses, but further development and testing are required for practical 
application (Wang et. al., 2021). Wong et al. propose a framework for CSA, integrating it into a cyber operation 
planning tool for real-time monitoring, analysis, and decision-making (Wong et. al., 2021). Gutzwiller`s study 
highlights the need for enhanced training and skill development in Cyber Operations situational analysis and 
the effectiveness of user-centred design in addressing specific population needs (Gutzwiller et al., 2016). 

Governments' proprietary cyber operations tools like Argos software demonstrate advanced monitoring and 
defence capabilities. They visualise cyberspace for governments, businesses, and individuals and indicate 
significant offensive cyberspace capabilities (Innovation Development Institute, 2009). Another tool, the 
Cyberspace Effects Server, provides comprehensive cyberspace visualisations for mission planning and 
execution tasks, enhancing understanding of COs and kinetic domain tactics. Still, it requires further 
integration for enhanced effectiveness (Hasan et al., 2021). 

3.3 Frameworks Guiding Cyberspace Operations  

The operational framework is a cognitive tool that aids commanders in visualising and describing combat 
power applications, enhancing decision-making, communication, scenario planning, training, and SA (Army 
Techniques Publication, 2024).  NATO’s Allied Joint Doctrine for Cyberspace Operations guides joint operations 
planning and assessment, integrating voluntary cyber effects from allies into Alliance missions (AJP-3.20, 2020) 

). COs significantly impact military operations, but cyber operational planning has not been 
fully addressed in the past decade. Clear objectives and historical analyses are needed for new CO strategies 
(VanDriel, 2016). COs necessitate understanding system posture, adaptation to adversaries, and data-driven 
operations to address dynamic assets, complex communication paths, and new attack surfaces (Ziring, 2015). 
A 2013 US Army white paper presents the LandCyber framework, a unified operational and institutional 
solution for Army COs from 2018-2030, focusing on unified COs and enhanced understanding (U.S. ARMY, 
2013). The US military is exploring the Trilateral Strategic Initiative (TSI) to develop an agile operational 
assessment framework for IT, acquisition, and COs, enhancing interoperability and trust (Bryant, 2016). 

Cyber-FIT Version 4 is a simulation framework for cyber team performance modelling, addressing contested 
environments' cyber mission forces. Agile software development processes such as Scrum and DevSecOps 
optimise cyber range planning, managing new technologies, vulnerabilities, and patches, and supporting CO 
plans (Dobson & Carley, 2021) (Carroll, 2023). 

Over the past two decades, scientific research on DCOs has primarily focused on developing techniques, 
algorithms, and constructs to support active and passive efforts (Goethals & Hunt, 2019). 

The NIST Special Publication aids in security control assessments and risk management, focusing on 
IT/cybersecurity personnel in Federal Organizations. It also includes the Cyber Operational Planner speciality 
area, enhancing cybersecurity personnel's understanding and mitigating risks within their organisations. 
Integrating cybersecurity principles, risk management, and operational requirements into training and 
planning processes enhances readiness for complexities (NIST, 2014) (NIST, 2017). 

Sulin's study examines how non-state actors such as Anonymous used cyber-attack methods in their 2016 
campaign and compares them to established frameworks. The canonical model of OCOs provides a 
comprehensive overview, but future research needs accurate frameworks, post-attack analysis, and larger-
scale analysis (Sulin, O, 2018). 

Klipstein's paper uses decision-maker preferences, risk analysis, and simulation modelling to aid commanders 
in OCOs, especially for inexperienced personnel. It offers practical insights, but more holistic frameworks are 
needed (Klipstein, 2019). 

The study by Kookjin et.al. (2023) suggests that enhancing CSA through the Cyber Common Operational Picture 
Framework can aid military and private sector cyber defence training. It emphasises the importance of 
recognising cyberspace, addressing planning gaps, enhancing SA, focusing on operational-level improvements, 
and integrating cyberspace into planning processes. 
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The U.S. Army Techniques Publication offers a comprehensive approach to CO Planning, including cyberspace 
layers, terrain analysis, threat description tables, terrain effects matrix, event matrix, hybrid threat analysis, 
and hybrid threat analysis, ensuring effective COs and security for operational-level decision-making (Army 
Techniques Publication, 2024).  

3.4 Integrating Situational Awareness in Cybersecurity Visualisations 

Standard rules for symbol construction and generation are needed for joint military symbology. Ineffective 
communication between cyber and physical domain warriors hinders the practical application of operational 
campaign design and war principles in COs. Cyberspace operational graphics can help cyber planners and 
operators communicate mission-relevant information to warfighters unfamiliar with the technical details of 
cyberspace, potentially leading to the identification of parallels and analogies in the physical domain 
(McCroskey & Mock, 2017). 

This study examines visualisation techniques for CSA in military contexts, focusing on operational-level staff. It 
highlights a gap in understanding stakeholders and information types in visualisations. It emphasises the 
importance of SA for timely decision-making and the need for more scientific research on CSA visualisations. It 
suggests designing CSA visualisations based on user needs and preferences, reducing complexity and allowing 
easy sharing (Jiang et al., 2022). 

This paper discusses the need for more research on situation awareness in Security Operation Centres (SOCs), 
highlighting the need for more theoretical foundations and understanding of its impact on human operators' 
performance. It suggests further investigation and exploration of tools for operationalising SA (Ofte & Katsikas, 
2023). Advanced visual tools should incorporate predictive analytics for real-time threat forecasting and 
vulnerability identification, enhancing decision-making capabilities, such as network maps, in detecting and 
managing cyber threats (Barford et.al., 2010). Franke and Brynielsson emphasise incorporating human factors 
into cybersecurity, advocating for real-time visualisation tools to provide contextual information about threat 
severity and potential impacts (Franke & Brynielsson, 2014). Renaud and Ophoff suggest that CSA tools should 
be user-friendly and practical, guiding users through security information interpretation and response 
strategies (Renaud & Ophoff, 2021). 

The final paper in this review highlights the importance of human-to-human communication in cyber defence 
decision-making and identifies inefficiencies in security operations. It suggests that 3D mixed reality 
visualisation can enhance CSA without directly impacting decision-making processes, highlighting the need for 
further research (Ask et al., 2023). 

This section explains the requirement to develop advanced visual tools and standardised symbology for 
command-and-control systems to bolster joint military operations. Such enhancements are essential for 
improving SA and facilitating more effective decision-making in CO. 

3.5 User Requirements From the Literature Review for the Cyber Planner Tool 

This subsection outlines the essential user requirements and compatibility features necessary for the effective 
deployment and operation of the Cyber Planner tool, as detailed in the literature review chapter. 

The Cyber Planner tool is crucial for COs, enhancing commanders' understanding of cyberspace activities. It 
should interface with established frameworks like AJP-3.20, LandCyber, and NIST recommendations (AJP-3.20, 
2020) (U.S. ARMY, 2013) (NIST, 2014).  Advanced visualisation tools facilitate interoperability and offer 
decision assistance (McCroskey & Mock, 2017)(Klipstein, 2019) (Bryant, 2016). The tool should incorporate risk 
management frameworks, support DCOs, analyse political conflicts, and offer decision assistance (Wong et. al., 
2021) (NIST, 2022). It should provide real-time information management, a comprehensive operational 
picture, context-dependent awareness, integration with security awareness principles, icon design, and threat 
behaviour analysis (AJP-3.20, 2020) (Venables, 2021) (Dobson & Carley, 2021) (Kookjin et.al, 2023) (NIST, 
2014). It should also offer comprehensive visualisation capabilities, contextualised information representation, 
military symbology, 3D mixed reality visualisations, automated frameworks, and tailored training for cyber 
operations analysts and planners (Mohite, S, 2018) (Wong et. al., 2021) (Gutzwiller et. al., 2016) (Hasan et. al, 
2021). The tool should also incorporate predictive analytics, dynamic data presentation, and human factors to 
make complex data comprehensible to operators in real time (Ask et al., 2023). It should be designed with 
practical and user-friendly features that align with the resource constraints of small and medium enterprises 
(Renaud & Ophoff, 2021). This review emphasises the need for standardised frameworks, improved CSA, 
sophisticated visualisation tools, and user-specific modifications for successful CO planning and execution. 
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The literature review identified key user requirements for a CO planning tool, including real-time threat 
monitoring, cyber terrain mapping, interoperability with military command structures, and decision-support 
mechanisms. Comparison of Tools and Frameworks for Cyber Operations Planning shows a table comparing 
the identified tools and frameworks for relevance (Arik, 2025). 

4. Results of Interviews 
Semi-structured interviews were conducted with XS 2021 Higher Command, Cyber Headquarters (CHQ) staff 
officers, and Tactical Commanders to gather contextual and nuanced information about operational, technical, 
and strategic subjects. Interviews were conducted with six cyber operations professionals with varying IT, 
cybersecurity, and military operations backgrounds. This sample represents a focused subset of cyber 
operators, though its representativeness relative to the total population remains an open question. The 
recruitment process involved selecting experienced professionals engaged in CO exercises, ensuring relevant 
insights into operational planning challenges. Inquiries were made about the participants' professional 
backgrounds, the XS 2021 exercise's planning methodology and particular user needs for a Cyberspace 
Operations Planning Tool. Their answers emphasised the need for more excellent data visualisation, better 
interaction with standard frameworks, more situational awareness, and gaps in the existing operational tools. 
After analysing the responses, the researcher found recurrent themes and demands incorporated into the 
survey for broader validation. 

The study explored the CHQ planning process in the XS 2021 exercise and user requirements for the CO 
Planning tool through a methodical process including research objectives, literature review, expert 
consultation, and semi-structured interviews. The interviews focused on the interviewee's background, 
planning process, and tool requirements. The interviewees had IT, cybersecurity, military operations planning, 
and security architecture degrees. They had at least eight years of CO experience and planned CO exercises, 
and they are currently involved in higher-level planning, cybersecurity architecture research, and security 
operations centre management. The following summarises the proposed user requirements for the Cyber 
Planner Tool. 

The CO Planning Tool should include layers for a comprehensive view of the cyber environment, filters for 
quick connections, and colourful, easy-to-understand symbols. The tool should display asset properties and 
information when the user moves their mouse over it and allow them to combine physical assets into logical 
layers. The tool should be user-friendly, using symbols like standard ICT tools, and integrate seamlessly with 
existing frameworks. It should also feature automatic application programming interfaces for mapping tactics 
to frameworks such as MITRE, robust filtering options, and grouped networks for easy viewing. MITRE 
ATT&CK® is a globally accessible knowledge base for adversary tactics and techniques used in private, 
government, and cybersecurity sectors for developing threat models and methodologies (MITRE, 2025). 

Developing standard operating procedures (SOP) for COs can be challenging due to the divide between military 
and cyber backgrounds. A dual system can improve operational planning and streamline the process. The 
Cyber Planners tool should be a comprehensive management system integrating asset information and SA 
with configuration management database-like functionalities for inventory management and semi-automated 
updates. It should also incorporate filtering options for better management of network devices, information 
and communications technology assets, adversary units, and own units, as well as a geographical map for 
enhanced visualisation and operational capabilities. 

Due to infantry-based approaches and technical details, the CHQ faces challenges developing SOPs. Staff 
procedures are insufficient for fast-paced COs; detailed task descriptions are needed for operations and 
planning cells. The Cyber Planners tool should be a comprehensive management system integrating asset 
information, SA, inventory management, and data exchange. It should also incorporate filtering options to 
manage network devices, ICT assets, adversary units, and own units better. 

One interviewee needed a CO Planning Tool to analyse cyber and physical operational landscapes, including IT 
and risk management. The tool should identify vulnerabilities, align with forces' capabilities, and incorporate 
Allied Joint Doctrine joint functions. It should provide strategic-level information, assess risks, and catalogue 
critical assets. Universal symbols should be used to ensure understanding across command levels. The tool 
should enable real-time battle damage and operational assessments. 

Another interviewee highlighted the challenges in the Cyber Command planning process due to the lack of 
integration and digitalisation. The process needed to be more cohesive and relaxed, requiring less time-
consuming searches. She suggested a digital CO planning tool to streamline processes and enhance 
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operational efficiency. The proposed tool would address synchronisation issues in section briefings, ensure a 
clear understanding of operations, and improve timeliness. The Cyber Planners tool aims to enhance 
automation, integration, and real-time capabilities, reducing human error and improving efficiency. It should 
also facilitate report creation and coordination across tactical, operational, and strategic command levels.

A further Interviewee suggested a user-friendly COs Planning Tool with comprehensive information on 
adversaries' strategies and visual aids. The tool should integrate with platforms like MIPS, support precise 
targeting and planning, and be compatible with NATO planning systems. It should have strong filtering 
capabilities, automated reporting, and a chronological timeline.

The XS exercise highlighted the importance of a planning tool in the operations department. Operational 
processes can be improved, and standardised templates and better structuration are needed to enhance 
metadata management and data handling.

5. Proposed Enhancements for Operational Planning and Situational Awareness for COs
In XS 2020, the CHQ developed an operational plan for sub-units, focusing on the Military Decision-Making 
Process and improving procedures. However, the higher command realised the need to align the plan with the 
exercise timeline. The CHQ used open-source drawing tools for visual operational planning, allowing for SA and 
practical strategies to address cyber threats. In 2022, the CHQ adopted a new cyber exercise command 
structure and prepared the initial standard operating procedures.

By 2022, CHQ had evolved its cyber exercise command structure and introduced a preliminary version of 
standard operating procedures (SOPs). Additionally, it developed a Cyber Planner tool (Figures 2 and 3), 
introducing several enhancements:

Advanced Filtering Options: The tool allowed planners to apply filters based on affiliation, targeting 
evaluation, targeting results, persona, and network devices.
Enhanced Visualisation: New asset symbols with amplifiers improved clarity, while logical and dynamic 
asset connections provided a better operational overview.
Targeting Assistance: The tool streamlined the targeting process, grouping Red Team units 
(considered Blue Team targets) in an organised layout (Figures 2 and 3).

Figure 2 provides a high-level view of the Cyber Planner tool, illustrating the operational environment used for 
cyberspace operations planning. The visual representation includes own forces, enemy assets, third-party 
elements, and cyber personas, each marked with distinct symbols and logical connections. The diagram 
highlights how planners interact with the tool to develop situational awareness and course-of-action (COA) 
strategies. Key features, such as dynamic linking of assets and real-time updates, support decision-making 
across strategic, operational, and tactical levels.

Figure 2: Proposed Cyber Planner tool with Blue team units
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Figure 3 displays the Cyber Planner’s user interface, explicitly showing Red Team units grouped as Blue Team 
targets. The left-side function menu includes various filtering options: affiliation, targeting evaluation, and 
network devices. The right-side control panel provides options to lock the screen, save the layout, and access 
settings. By zooming into key details, Figure 3 clearly depicts how planners interact with the system. These 
figures are an original contribution from the lead author, who created and modified the tool to optimise 
planning and execution procedures according to each team's unique requirements.  

 
Figure: 3 Proposed Cyber Planner tool with Red team units 

The tool assisted in identifying additional user requirements for future integration and acted as the first 
foundational test in CO planning. Even though it wasn't finished, it successfully illustrated how crucial logical 
connections, visual planning, filtering, and other aspects are to assisting with CO planning. 

6. Results of Surveys 
The survey validated 30 user requirements via Likert-scale responses from 22 cyber operations experts. A 70% 
agreement threshold confirmed most criteria for improving situational awareness and operational planning. 
Future validation is needed for real-time information management, human factors, API integration, and 
backend synchronisation. The dataset contains survey responses on cyber operations visual planning tools, 
with categorical responses. The histogram is presented in Figure 4. 

The survey was completed by 22 participants from the NATO Cooperative Cyber Defence Centre of Excellence 
Integrating Cyberspace Considerations into Operational Planning Course. The survey's design, targeting 
specialised professionals from many nations, contributes to the findings' validity within the expert community. 
The identified and validated user requirements, their sources, and newly discovered ones are summarised in 
“User Requirements Validation for Enhancing Operational Planning and Situational Awareness in Cyberspace 
Operations” (Arik, Google Drive, 2025). 
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Figure 4: Distribution of Survey Responses on Cyber Operations Visual Planning Tool Features

7. Limitations and Future Work
The study's limitations include the interviewees being cybersecurity and military SMEs with at least eight years 
of experience in CO exercises and planning. The survey revealed four unvalidated user requirements, 
potentially compromising usability and efficiency. The 22-person sample size may be small for broad statistical 
generalisation but is strong in domains like COs. Future work will involve developing a CO visual planning tool 
and detailed planning processes.

8. Conclusions
The study effectively addressed the research questions by integrating findings from a literature review, expert 
interviews, and survey responses. It identified the logical, cyber-persona, and physical layers as essential to 
cyberspace operations. It demonstrated how their integration into a Cyber Planning Tool enhances operational 
planning and execution at multiple levels. Survey results confirmed that real-time operational visualisation 
tools improve CSA by providing explicit depictions of cyber assets and evolving threats, aiding decision-making. 
Additionally, 30 user requirements—validated by subject matter experts with over 70% agreement—
highlighted the need for enhanced interoperability, automated asset tracking, and dynamic visualisation 
capabilities. These findings substantiate the necessity of advanced cyber planning tools for NATO and allied 
forces, confirming the study's conclusions with empirical evidence.
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