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Abstract 

The computational power of quantum computers is rapidly evolving. Even though this 

progress is promising in most fields, it poses threats to classical asymmetric cryptography. 

Since the currently used asymmetric algorithms including DH (Diffie-Hellman), DSA 

(Digital Signature Algorithm), and RSA (Rivest–Shamir–Adleman) are threatened in this 

context, the need for analysing their potential vulnerabilities and exploring more secure 

cryptographic solutions gains uttermost importance for securing the future. 

The thesis focuses on the theoretical exploration of classical and post-quantum 

cryptography, having the core delve into their comparative analysis and proposals for 

quantum-safe cryptography. The vulnerabilities of the classical asymmetric algorithms 

are identified through the review of their base mathematical foundations and the specific 

attack vectors. 

The theoretical approach adopted by the thesis aims to explore the conceptual and 

underlying aspects of the current and future state of asymmetric cryptography. 

This thesis is written in English and is 42 pages long, including 6 chapters, 10 figures and 

3 tables.
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1 Introduction 

The ever-evolving landscape of digital threats prompts the transition to strengthened 

safeguards in cyber security. Within this context, the security of conventional asymmetric 

cryptographic algorithms including DH (Diffie-Hellman), DSA (Digital Signature 

Algorithm), and RSA (Rivest–Shamir–Adleman) is threatened by the recently rising 

technology – quantum computing. This thesis delves into the domain of cryptography by 

having a specific concentration on the analysis of vulnerabilities of selected asymmetric 

cryptographic algorithms to quantum attacks. The thesis also concentrates on the 

comparative review of the classical and the post-quantum cryptography. 

1.1 Motivation 

The critical necessity for preparing for the impending quantum age is the main drive 

behind this research. The possibility of exploiting potential vulnerabilities that are 

identified in the classical cryptographic algorithms by quantum computers is terrifying. 

These urges to strengthen the cryptographic solutions in a way that they become 

unbreakable even by quantum computers. The analysis of quantum technology regarding 

their threat to cause possible vulnerabilities in cryptographic algorithms and mitigating 

them to safeguard the data during transition, and ensuring its subsequent security is a 

paramount task for cyber security professionals. 

1.2 Research Problem 

The core focus of this research is the emerging vulnerabilities of the classical asymmetric 

cryptographic algorithms caused by the evolving landscape of quantum computing. 

Acknowledging the threat in this context and getting prepared for this is quite necessary 

even though the highly advanced quantum computers that are capable of breaking the 

currently used cryptographic algorithms are still far in the future. Enhancing the security 

of cryptographic algorithms carries uttermost importance as there are attacks like store-

now, decrypt-later through which the encrypted data is collected, and the decryption is 
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delayed until access to quantum computers is granted to everyone [1]. Such attacks are 

notable threats, especially for financial and medical data. 

1.3 Research Objectives 

The primary objective of this study is to conduct an analysis of classical and post-quantum 

asymmetric cryptography by having a special focus on their vulnerabilities. Apart from 

the analysis of the vulnerabilities, the research objectives also include the examination of 

strengthened cryptographic solutions. Ultimately, the thesis is aimed at analysing the 

vulnerabilities of the selected asymmetric cryptographic algorithms caused by quantum 

computers and achieving enhanced security to ensure the security of digital data in the 

quantum age. 

1.4 Limitations 

Even though this research is aimed at providing a thorough analysis of cryptographic 

algorithms, certain constraints exist. Considering the wide range of the asymmetric 

algorithms and their metrics, this is not possible to cover the whole specifications and 

challenges. Moreover, the research is limited to three asymmetric cryptographic 

algorithms – DH, DSA, and RSA. Symmetric and hashing ones are not in the scope of 

this thesis. However, the study provides significant observations for contributing to the 

research on the security of asymmetric cryptography in the quantum era. 
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2 Background Information 

In this section, an overview of the existing studies on (asymmetric) cryptography and 

quantum computing is conducted. The literature review involves the following parts: 

Basics of Cryptography, Overview of Asymmetric Cryptography, and Essentials of 

Quantum Computing and Cryptography. 

2.1 Basics of Cryptography 

Cryptography is the process of hiding or coding information so that only the person a 

message was intended for can read it [2]. The essence of cryptography for cybersecurity 

can be explained with the following services it is fulfilling: confidentiality, integrity, 

authentication, and non-repudiation [3]. To achieve the highlighted security features, 

cryptography makes use of mathematical principles and algorithms.  

The implementation of cryptographic techniques and their corresponding infrastructure 

is called a cryptosystem. A basic cryptosystem generally includes the components - 

plaintext, cryptographic algorithm(s), key(s), and ciphertext. The encryption algorithm 

takes the plaintext which is the data to be converted and produces a ciphertext based on 

the associated algorithm. Cryptographic keys participating in the encryption and 

decryption processes are also inseparable parts of the cryptosystem. The security of the 

keys is an uttermost important task for safeguarding the data. [4] 

The main types of cryptographic keys are symmetric and asymmetric ones. This 

difference is based on the usage place and logic of the keys. While the former is the only 

key in the cryptosystem and functions as the means of both encryption and decryption, 

the latter comes as a pair of different keys, one as public, and another as private (secret). 

The keys in an asymmetric cryptosystem are mathematically related but this is unfeasible 

to calculate the secret key from the public one due to one-way functions. [5] 
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2.2 Overview of Asymmetric Cryptography 

Even though traditional (symmetric) cryptography is advantageous for the efficient 

processing of stationary data, it is not the best method for securing data in transit [6]. This 

need prompts the implementation of more suitable methods, and the challenge is 

overcome by applying asymmetric cryptography [7]. 

Asymmetric cryptographic algorithms make use of different keys for encryption and 

decryption purposes. The public key of the recipient is used to encrypt the message, and 

the recipient uses the associated private key to decrypt the message. As their names 

suggest, the public key is made publicly available since the sender must be able to encrypt 

data with it. However, the private key has to be kept secret because of its capability to 

decrypt the confidential data. [8] The main advantage of using asymmetric encryption is 

the establishment of a secure channel for key exchange. Moreover, asymmetric 

encryption is considered more secure due to the utilization of two different keys rather 

than a single one like in the symmetric cryptosystem [9].  

For asymmetric cryptosystems, each user possesses their own encryption and decryption 

processes, which are denoted as 𝐸 and 𝐷 respectively. In all cases, 𝐸  is publicly available, 

and 𝐷 must be kept secret. For the following essential procedures of asymmetric 

cryptography that are the cornerstone of asymmetric cryptosystems; 𝑀 symbolizes the 

message to be encrypted: 

1. 𝐸 and 𝐷 are easily computable. 

2. Even though 𝐸 is publicly available, it is not easily achievable from a mathematical 

perspective to infer 𝐷 from 𝐸. 

3.  Decrypting an encrypted message gives the original message back: 𝐷(𝐸(𝑀)) = 𝑀. 

4. Reverse procedure still yields the original message: 𝐸(𝐷(𝑀)) = 𝑀. [10] 

The process of asymmetric encryption is visualized in the figure below [11]. 
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Figure 1. Public Key Encryption Scheme. 

 

2.2.1 Diffie-Hellman Overview 

In cryptography, key exchange is a strategy by which cryptographic keys are exchanged 

between two parties and those keys are utilized as a part of cryptographic algorithms. 

Utilizing those keys sender and recipient exchange encrypted messages. Public key 

cryptography provides a secure strategy for exchanging secret keys. [12] The Diffie-

Hellman algorithm (DH) is used for exactly this purpose – the key exchange. 

Establishing a secure channel over an insecure medium has been one of the most 

fundamental challenges of Cryptography. The Diffie-Hellman key exchange algorithm 

proposed in 1976 by Whitfield Diffie and Martin Hellman has played an essential role in 

resolving this dilemma [12]. The DH algorithm enables two parties to establish a shared 

key securely without prior communication. The working principle of DH is as follows: 

• A large prime number 𝑝 and the base number 𝑔, which is less than 𝑝 are agreed 

on. 

• Parties select secret numbers; 𝑥 and 𝑦 in this context. 

• Respective public keys (𝑎 = 𝑔𝑥 𝑚𝑜𝑑 𝑝 and 𝑏 = 𝑔𝑦 𝑚𝑜𝑑 𝑝 ) are calculated and 

sent to the other party. 
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• Lastly, the shared secret is calculated by using the received public key; 𝐾 =

 𝑏𝑥 𝑚𝑜𝑑 𝑝 =  𝑎𝑦 𝑚𝑜𝑑 𝑝. [13] 

The process is described in Figure 2 [14]. 

 

Figure 2. Diffie-Hellman-based Key Exchange  

 

The mathematical background and security of the DH algorithm is based on the discrete 

logarithm. The discrete logarithm problem is defined as: given a group G, a generator g of 

the group, and an element h of G, to find the discrete logarithm to the base g of h in the 

group G. Discrete logarithm problem is not always hard. The hardness of finding discrete 

logarithms depends on the groups. [15]  

Taking account of the computational challenges of retrieving the discrete logarithm 

(exponent), especially for large numbers, the Diffie-Hellman key exchange algorithm is 

considered secure by now.  

The main and currently the only vulnerability of DH is the Man in the Middle (MITM) 

attack which might intercept the communication and cause spoofing by the attacker in the 

way that the public key of the adversary is sent, or a shared key known to the adversary 

as well is generated [16]. Hence, digital signatures can be used together with the key 

exchange to provide an authentication mechanism that prevents MITM attacks [17] [14]. 

2.2.2 Foundations of DSA 

Encrypting the transmitted data is not the sole means of providing private communication 

over insecure channels. Verifying the authenticity of the sender is another significant task 

for keeping the traffic secured. The digital signature which is committed to similar 
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purposes as handwritten signatures fulfils this significant task and even more – ensuring 

non-repudiation and integrity [18]. This way, the recipient can confirm the identity of the 

sender and assure the integrity (immutability) of the received message which results in 

achieving non-reputability. [19] 

Within the context of asymmetric cryptography, the importance of digital signatures 

should especially be highlighted. In contrast to data encryption algorithms, like RSA 

which encrypt data with public key and decrypt with private key, the digital signature 

ones use the reverse methodology. The working principle of digital signatures is based 

on authenticating the sender which means only the expected sender (having the private 

key) can make the signature. However, as the decryption key is publicly available, 

anybody can verify the identity of the claimed sender. [19] [20] 

The Digital Signature Standard (DSS) published by the National Institute of Standards 

and Technology (NIST) makes use of the Digital Signature Algorithm (DSA) which is 

based on the Secure Hash Algorithm (SHA) [19]. The DSA algorithm is a more competent 

version of the ElGamal Signature Scheme which satisfies today’s security standards in 

smaller bit lengths; While a DSA signature has a bit length of 320, ElGamal has a length 

of 2048. A similar set of numbers applies the signature verification process as well, which 

is done with two modular exponents of bit length 160 in DSA and three exponents with a 

minimum of 1024 bits in ElGamal [21].  

The figure provided below describes the general signature generation and verification 

processes [19]. 

 

Figure 3. DSA Signature Generation and Verification. 
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The DSA algorithm commences with generating the keys like the other cryptographic 

algorithms: 

• The prime numbers 𝑝 and 𝑞 such that 2511+64𝑗 < 𝑝 < 2512+64𝑗 and 2159 < 𝑞 <

2160 for 𝑗 ∈ {0, 1, … ,8} are chosen. 

• 𝑝 and 𝑞 satisfy the conditions that; 𝑞 ≡ 0 (𝑚𝑜𝑑 (𝑝 − 1)), which means 𝑞 is 

dividable by (𝑝 − 1). 

• An  𝑥 ∈ { 1, … , 𝑝 − 1} such that 𝑥(𝑝−1)/𝑞 ≢ 1 𝑚𝑜𝑑 𝑝 and corresponding variable 

𝑔 which is evaluated as 𝑔 = 𝑥(𝑝−1)/𝑞 𝑚𝑜𝑑 𝑝 are calculated. 

• A randomly generated 𝑎 ∈ {0, 1, … , 𝑞 − 1} is chosen. Then, the last component of 

the public key is calculated; 𝐴 =  𝑔𝑎 𝑚𝑜𝑑 𝑝. [21] 

Considering the calculated values, the public key is (𝑝, 𝑞, 𝑔, 𝐴) and the corresponding 

private key is 𝑎. The main components of the DSA keys, 𝑝 and 𝑞 have a direct influence 

on the security of the keys. The larger the numbers, the enhanced security. Thus, for a 

longer period of security, larger prime numbers within the context of 𝑝 and 𝑞 must be 

chosen. [21] 

The security of the keys is associated with the feasibility of calculating the private key 

from the relevant public key, which for the DSA algorithm is based on the discrete 

logarithm problem and the algebraic properties of modular exponentiation. More 

precisely, the DSA algorithm is considered secure as solving the discrete logarithm is 

infeasible with the current advancement of computing technology. 

2.2.3 RSA Overview 

The RSA algorithm that was presented in 1977 by Rivest, Shamir, and Adleman is the 

first and still the most widespread public-key algorithm. This asymmetric algorithm 

secures data transmissions from e-mails to secure online shopping. RSA is also the 

pioneer cryptosystem for signing each message to prove the identity of the sender. [22] 

The usage of the keys in RSA is flexible in the sense that it allows encryption and 

decryption with either of them. This way the requirements of CIA triad and non-

reputability are satisfied [23]. Because the RSA algorithm is quite ubiquitous nowadays, 
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protecting the cryptographic keys is still the most fundamental task for securing the 

cryptosystem [24]. 

In the context of RSA, the components of the cryptographic keys – 𝑛, 𝑑, and 𝑒 have to 

meet the following conditions:  

• 𝑛 should be the product of two very large random prime numbers; marked as 𝑝 

and 𝑞. 

• 𝑑 is relatively prime to (𝑝 − 1)(𝑞 − 1), which is evaluated as 𝑔𝑐𝑑(𝑑, (𝑝 −

 1)(𝑞 −  1))  =  1. 

• e ·  d ≡  1 (mod (p −  1)(q −  1)). In simpler terms, 𝑒 is such a number that 

dividing its product with 𝑑 by (𝑝 − 1) times (𝑞 − 1) results in 1 as a reminder. 

The following mathematical foundations are the cornerstone of the encryption procedure 

with the RSA algorithm: The message to be encrypted is denoted with 𝑀, which is an 

integer from 0 to 𝑛 − 1, where 𝑛 represents the second element of the public key (𝑒, 𝑛). 

The encryption process is committed by raising 𝑀 to the 𝑒th power module 𝑛 which results 

in the ciphertext represented as 𝐶:  

𝐶 ≡ 𝐸(𝑀) ≡ 𝑀𝑒 (𝑚𝑜𝑑 𝑛). 

The decryption process works similarly as well. Considering the same expressions as in 

the encryption, decryption can be elucidated as follows:  

𝑀 ≡ 𝐷(𝐶) ≡ 𝐶𝑑  (𝑚𝑜𝑑 𝑛). 

In other words, the ciphertext is raised to 𝑑 which is the first component in the 

corresponding private key, module 𝑛. [10] [22] 

Figure 4 visually demonstrates the encryption process of the RSA algorithm. 
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Figure 4. RSA Encryption. 

 

The security of the RSA algorithm and messages encrypted using the algorithm relies on 

the difficulty of factoring the value of 𝑛. If 𝑛 could be easily factored into the 

corresponding values of 𝑝 and 𝑞, then one could easily find the value of 𝑑 [22]. 

For the given public key (𝑒, 𝑛) and the corresponding ciphertext 𝐶 =  𝑀𝑒  (𝑚𝑜𝑑 𝑛) this 

is hard to find the original message (𝑀) if 𝑛 is an adequately large randomly generated 

number and the value of 𝑀 is a random integer from 0 to (𝑛 − 1). This verdict is the 

foundation of the RSA algorithm and is named the RSA assumption. 

In simpler words, the security of the RSA algorithm is based on factoring 𝑛. Currently, 

no algorithm known to us is capable of breaking large numbers like 200 digits in an 

adequate timeframe. Thus, RSA is considered secure as of today. [22] 
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2.3 Essentials of Quantum Computing and Cryptography 

Quantum computing is a modern way of computing that is based on the science of 

quantum mechanics [25]. In another way, quantum computing uses the properties of 

quantum mechanics and thermodynamics to secure sensitive information instead of 

binary bits. This unprecedented computational power is achieved through less energy 

consumption and provides exponential speed compared to classical computing 

methodologies. Certain problems that are considered practically impossible for classical 

computers are foreseen to be effortlessly solved with quantum computers [26]. For 

example, a specific computationally challenging task took 200 seconds to the Sycamore 

quantum computer by Google in 2019. For this similar task, a supercomputer requires 

10,000 years [27]. A snippet of the Sycamore quantum computer is illustrated in Figure 

5 [28]. 

 

Figure 5. Sycamore – A quantum computer by Google. 

 

2.3.1 Understanding Quantum 

Recalling again that the working principles of quantum computing are based on quantum 

mechanics which utilize subatomic particles. This phenomenon is essentially a general 

model of physics and a modern way of computing. The computers that are using the 

concepts of quantum computing (mechanics) are quantum computers [29]. Unlike the 

traditional computers that use binary bits (in 0's and 1's), the quantum ones use quantum 

bits – the qubits. Quantum computers are not using traditional hardware components, like 
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transistors, integrated circuits, logic gates, and so on. Instead, they utilize the subatomic 

particles – atoms, electrons, photons, and ions as the units of information by taking 

advantage of their spins and states. Quantum computers offer exponentially faster 

computation on specific tasks, especially related to cryptography, scientific calculations, 

simulations, and so on. Even though this revolutionary way of computing is in its 

preliminary stages, and it promises more sophisticated and accelerated solutions to most 

challenging problems, understanding the risks it brings, which in this context is mainly 

associated with threats to cryptography is essential for being safe in the quantum age.  

2.3.2 Superposition 

The cornerstone of quantum computing is the concept of superposition, which is the 

simultaneous existence of particles in multiple states. A prime example could be the 

representational comparison between bits and qubits. While bits account for either 1 or 0, 

qubits represent both values at the same time. More precisely, a quantum particle has a 

certain probability to be in the state of 1, and a certain probability to be in the state of 0 

[30]. The principle of superposition only belongs to the subatomic particles, which are 

quantum systems. Within the context of subatomic particles, the superposition is 

represented as turning left and right at the same time. This phenomenon is translated to 

classical computing as being 1 or 0. The superposition principle enables more 

combinations by parallel running which leads to memory efficiency and powerful 

computing. [29] [31] 

2.3.3 Uncertainty 

Apart from superposition, quantum mechanics is heavily dependent on the principle of 

uncertainty (probability). In the world of quantum, every possible state of a qubit is linked 

to a probability, called the probability amplitude. Measuring the qubit ends up with its 

collapse to either 0 or 1 based on the corresponding probability. Hence, the potential state 

of the qubit is determined by its probability of occurrence. Within this context, the 

quantum world is irreducibly small, so it is impossible to measure a quantum system 

without having an effect on that system as our measurement device is also quantum 

mechanical [31]. Thus, forecasting the entities of a particle is practically impossible. This 

indeterminacy principle postulates that the particles do not possess undefined properties 

till they are measured.  
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2.3.4 Entanglement 

Entanglement is another significant domain of quantum computing which makes the 

quantum computers capable of performing multiple calculations parallelly. In other 

words, the entanglement principle enables transferring quantum systems between two 

distant systems [32]. This way, many qubits are measured simultaneously instead of each 

one being manipulated individually. Put differently, a global system is established when 

qubits become entangled. A global system is such an arrangement that it cannot be written 

as the combination of the states of quantum subsystems [30]. Such a system also prevents 

individuals from being described independently. The global system is capable of 

preserving its state even over large distances. This feature enables correlations between 

the subsystems so that any process/ operation occurring over one subsystem correlates 

with the other one as well. 

2.3.5 Linear Algebra 

The role of linear algebra in quantum computing can be compared to the role of Boolean 

algebra in classical computing. Linear algebra is the language of quantum, and it 

represents how its building blocks (qubits) are behaving and interacting with each other. 

Hence, understanding the notion of vectors and the working principles of matrix 

multiplication plays a vital role in understanding the way quantum computers work [33]. 

The notation used for qubits is called the bra-ket notation or by its other name the Dirac 

notation. Preliminary information for qubit representation is provided below: 

• 0 qubit is written as |0 > and is called as ket 0. 

• 1 qubit is written as |1 > and is called as ket 1. 

• Qubit is written as |𝜓 > and is called the general quantum state. 

• Ket and bra notations are given respectively: 

 |0 > =  
1
0

 ≡ < 0| = [1 0] and  |1 > =  
0
1

 ≡ < 1| = [0 1] 

• Vector addition example:  |𝜓 > =   𝛼(|0 >)  +  𝛽(|1 >)  = 𝛼 [
1
0

] + 𝛽 [
0
1

] = [
𝛼
𝛽] 
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Considering the normalized state of the qubit, in which the length of the qubit state is 1, 

the last equation becomes: |𝛼|2 + |𝛽|2 = 1. [33][34][35] 

2.3.6 Outline of Quantum Cryptography 

Quantum cryptography is a branch of cryptography that exploits the principles of 

quantum mechanics to achieve secure communication [36]. While classical cryptographic 

solutions are based on complex mathematical algorithms, quantum cryptography uses 

fundamental properties of quantum, like superposition (see Section 2.3.2) and 

entanglement (see Section 2.3.4). 

To elucidate further, quantum cryptography is mainly dealing with the manipulation and 

transmission of qubits. Their ability to exist in superposition enables the production of 

cryptographic keys that are encoded with an unmatched degree of unpredictability and 

complexity [37]. The uncertainty principle (see Section 2.3.3) is another core concept 

behind quantum cryptography and it is the key to the basis of Quantum Key Distribution 

(QKD), whose main purpose is to detect any possible eavesdropper. QKD works by 

encoding keys into qubits and sending them via a quantum channel. Later measurement 

of the qubits reveals the presence of the intruder. Hence, this is an important feature of 

quantum cryptography, which is not addressed in classical cryptography. The necessary 

steps the QKD is following are provided below: 

• The photons are transmitted over a filter that randomly provides either of the 4 

polarizations or bit designations. While vertical and 45 degrees right stand for 1 

bit, horizontal and 45 degrees left represent 0 bits. 

• The photons arrive at the receiver party and go through two beam splitters, which 

are optical devices used for splitting the light into transmitted and reflected beams 

[38]. The beam splitters are the types of horizontal/vertical and diagonal and are 

tasked with reading the polarization of each photon. The receiver does not have 

prior knowledge of which exact splitter to utilize and does this on a random basis. 

• Later, the photos are processed by the splitters, and the receiver informs the sender 

of the order of the splitters used for each photon. Then, the sender checks this data 

against the sequence of polarizations it applied when sending the key. Any 
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photons read with the wrong beam splitter are removed. The remaining sequence 

of bits generates the cryptographic key. [36][37] 

The detection of intrusions on the transmission of the keys is based on the possible state 

changes of the photons. Put differently, it is not feasible to read or alter the photons 

without triggering a state change. In case there is an intruder reading each photon, then 

the intruder themselves should pass the photon to the receiver, and this causes changes in 

the quantum state of the photons. This change is followed by an error in the key, and it 

proves that the key has been compromised. The process is visually demonstrated in Figure 

6 [37]. 

 

Figure 6. Quantum Key Distribution process. 

 

Currently, QKD is the most common type of QC, which is already (practically) proven. 

There is ongoing research for implementing similar quantum solutions in digital 

signatures, direct data encryption, and other kinds of quantum cryptography. Hence, the 

application of quantum mechanics in cryptography is limited to key distribution (QKD) 

by now. 
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3 Methodology 

In this section, we outline the methodology utilized to investigate how vulnerable 

classical asymmetric cryptographic algorithms are to quantum computing, assess the 

readiness of post-quantum cryptography solutions, and explore ways to achieve quantum-

proof cryptographic solutions. 

3.1 Research Design 

The implications of quantum computing technology on classical cryptography techniques 

are analysed through a literature review and analysis approach. Scholarly articles, 

research papers, and online sources are examined to understand the vulnerabilities posed 

by quantum algorithms and the current state of post-quantum cryptography. By having a 

review of such diverse sources, we aim to have a vivid image of the vulnerabilities 

brought about by quantum algorithms. This way, we intend to have significant 

observations regarding safeguarding data in the quantum age. The research design is 

illustrated in Figure 7. 

 

Figure 7. Research Design 
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3.2  Analysis Framework 

A structured approach is employed to assess post-quantum and classical cryptography. 

The components of the utilized framework are intended to provide an extensive 

comprehension of the impact of quantum computing on asymmetric cryptography. 

The study begins with evaluating the susceptibility of the classical asymmetric algorithms 

to quantum technology based on their mathematical foundations. Having reviewed the 

working principles of the selected algorithms, the specific methods they can be exploited 

will be discovered. 

Next, a comparative analysis between the traditional and post-quantum cryptographic 

algorithms is to be conducted. This way, the suitability of the post-quantum algorithms 

in terms of being a substitute for the classical algorithms in the quantum age will be 

assessed. This part of the analysis includes assessing compatibility with current 

cryptographic systems, security parameters, computing efficiency, and a few other 

features. This analysis will discover the feasibility of implementing quantum-resilient 

algorithms. 

Then, the necessity for potential modifications to classical cryptographic algorithms will 

be explored. Having a comparative and coherent analysis in the previous steps will enable 

us to gain insights for offering solutions to achieve enhanced security. 
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4 Analytical Review 

In this chapter, we begin by examining the vulnerabilities of asymmetric algorithms based 

on their mathematical foundations. This analysis is followed by exploring the 

corresponding attack vectors. Later, we will go through an overview of post-quantum 

cryptographic algorithms and have a relative analysis of them with the classical ones.  

4.1 Quantum Vulnerabilities of Asymmetric Cryptography 

 

Classical cryptographic algorithms are based on complex mathematical problems that are 

considered practically impossible to solve with conventional computers. Thus, they are 

thought to be secure until a revolutionary method of computing arrives. The extensive 

computational power that quantum computers promise is the actual threat in this context.  

4.1.1 Mathematical Background of Asymmetric Algorithms 

The working principles of the asymmetric algorithms are based on mathematical 

problems that are easy to solve in one direction, but hard to compute in the other. This 

asymmetry forms the basis of their security. 

4.1.2 Large Number Factorization Problem 

The RSA algorithm has two main entities that make up the keys – randomly selected large 

prime numbers (See section 2.2.3). Their product results in the public modulus – 𝑛. 

Having the components of the public key, 𝑒, and 𝑛, the intruder is subject to factor 𝑛 to 

gain the private exponent – 𝑑. The security of RSA is based on factoring n. 

Prime factorization example: 

• 497 = 7 × 71.  The prime factors are 7 and 71. 

• 1176 =  23 × 3 × 72.  So, the prime factors are 2, 3, and 7. 

As shown in the above examples, a simple division method can be used for factoring 

small numbers. However, this and other similar strategies do not work for large numbers 

like 150 digits that are used in RSA key generation. Within the context of RSA, this is 

particularly hard as the public exponent is the factor of exactly 2 large prime numbers. 
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Currently, there is no practically applicable way known to us that enables factoring large 

numbers with sufficient resources. According to estimations, this can take millions of 

years to break RSA with conventional ways of computing [39]. Figure 8 demonstrates the 

proven and estimated security of RSA based on its private key size [40]. 

 

Figure 8. RSA Key Security. 

 

4.1.3 Discrete Logarithm Problem 

The discrete logarithm problem is the basis for Diffie-Hellman and Digital Signature 

Algorithms (See sections 2.2.1 & 2.2.2). Thus, the hardship of solving this problem has 

been a cornerstone in ensuring the security of data encoded with the highlighted 

algorithms.  

The discrete logarithm problem emerges in the context of finite fields and cyclic groups. 

The objective of the problem is to find 𝑥 such that 𝑔𝑥 = ℎ (𝑚𝑜𝑑 𝑝), where 𝑔 represents 

a group generator, ℎ is a given element of the group, and 𝑝 is a prime number modulus. 

The complexity of this problem relies on the size of the group and the modulus 𝑝. Hence, 
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large numbers are used to ensure a sufficient level of security in cryptosystems [15]. 

Simple examples are provided below: 

• For the group Z7
*, and the generator is 4, then the discrete logarithm of 1 is 3. 

Because 43 = 1 (𝑚𝑜𝑑 7). 

• For the group Z16
*, and the generator is 6, then the discrete logarithm of 4 is 2. 

Because 62 = 4 (𝑚𝑜𝑑 16). 

Despite there are some conventional methods used to solve the discrete logarithm 

problem in cyclic groups like linear search, baby-steps giant-steps, and the Pohlig-

Hellman algorithm, none is useful for numbers with long digits. In fact, smaller key sizes 

are more vulnerable.  

Within the context of Diffie-Hellman, the keys with around 900 bits are already broken. 

Hence, the keys with either 1024 bits or 2048 bits which is for a longer period of security 

are currently in use [15].  

A key size of at least 2048 bits is recommended by NIST to secure DSA [41]. The tables 

provided below illustrate the recommended key size of the prime number 𝑞 and the 

cryptographic field size 𝑝 for the following years [15]. 

Table 1. Recommended prime number size. 

Year Bit length of 𝑞 

2010 138 

2020 151 

2030 165 

2040 179 

2050 193 
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Table 2. Secure cryptographic field sizes. 

Year Bit length of 𝑝 

2010 1369 

2020 1881 

2030 2493 

2040 3214 

2050 4047 

 

 

Even though the increased security parameter and the key sizes are estimated to secure 

the specified cryptographic algorithms still in the future, the presumed calculations are 

based on classical ways of computing. Considering the extensive computational power 

offered by quantum computers, this can be unfeasible to securely implement the crypto 

algorithms.  

4.2 Recognizing the Threat 

Having reviewed the mathematical backgrounds of the selected classical asymmetric 

algorithms, the next step is identifying the actual threat. 

4.2.1 Current Trends in Secure Cryptography 

As a matter of fact, cryptographic algorithms have always undergone extensive tests to 

prove their capabilities to resist a wide variety of possible attack vectors. As stated in the 

previous sections, there is no applicable algorithm discovered to break the base algorithms 

of RSA, DSA, and Diffie-Hellman, which are large-number factorization and discrete 

logarithm problems. The “resistance” referred to in this sense is also associated with the 

sizes of the corresponding key and security parameters of the aforementioned algorithms. 

While reviewing the historical data regarding the recommended metrics of the related 

parameters (See Table 1 & Table 2), this becomes blatant that the more computational 

power is achieved, the longer keys are compromised. In other words, each time the 

commonly used keys are broken by algorithms that are applied by conventional 

computing, there emerges a need to switch to longer key sizes to secure data encoded 

with these algorithms. While this trend does not look threatening at first glance, quantum 

computing, more precisely, Shor’s algorithm is capable of breaking the classical 

algorithms in hours instead of millions of years as conventional algorithms can do in 
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theory. The actual threat in this context is the uncertainty related to the bonding of the 

quantum computers. While there are presumptions made about the approximate time the 

conventional algorithms can break the aforementioned algorithms and strengthen the 

security parameters respectively, this is unfeasible to make similar estimations due to the 

exponentially growing power of the quantum computers.  

4.2.2 The Shor’s Algorithm 

The algorithm suggested by the American mathematician Peter Williston Shor in 1994 

(also known as Shor’s algorithm) poses a terrifying threat against classical cryptography 

[42]. Shor’s algorithm exploits the quantum properties of entanglement and superposition 

and solves the two fundamental problems of the asymmetric algorithms – large number 

factorization and discrete logarithm in polynomial time which is significantly lower than 

the conventional algorithms that are solving the problems in exponential time. This 

remarkable time reduction enables Shor’s algorithm to break the cryptosystems quite 

efficiently. The Shor’s algorithm works as follows: 

1. Choose the number to factor – 𝑁. Make sure it is neither prime, nor even, nor of 

the form 𝑁 =  𝑥𝑎. 

2. Choose a random number 𝑎 ∈ [1…. N] 

3. Check 𝐺𝐶𝐷(𝑎, 𝑁) = 1. Meaning that 𝑎 and 𝑁 should be coprime. Otherwise, 𝑎 is 

already a factor of 𝑁. 

4. Find minimum 𝑟 that satisfies 𝑎𝑟 ≡ 1 (𝑚𝑜𝑑 𝑁). If 𝑟 is odd, another 𝑎 needs to be 

selected, and the process starts over with the second step. 

5. The factors are 𝐺𝐶𝐷[(𝑎
𝑟

2 ± 1) , 𝑁]. [43] 

The main step the quantum computer will be involved is the fourth step. It will check the 

values of 𝑟 simultaneously and find the sought-for value in a significantly lower time. 

This step can further be elucidated as follows: 

• A new incremental variable 𝑘 is defined and evaluated as 𝑘 = 1. 
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• Calculate the value of (𝑘 × 𝑎) 𝑚𝑜𝑑 𝑁. Iterate the process until the remainder is 

1. In the next iteration, the value of 𝑘 is updated with the value of the remainder. 

• The value of 𝑟 is the number of iterations that we are making to result in 1 as the 

remainder. 

The general process diagram is visualized in Figure 9. 

 

Figure 9. Shor's Algorithm 

 

The Integer Factorization Problem and the Discrete Logarithm Problem are considered 

similar from the quantum perspective. Both are generalized to discrete logarithms and 

solved with the help of Shor’s algorithm. [44] Currently, this algorithm is not applicable 

as it requires extensive quantum resources. Hence, the biggest number the Shor’s 

algorithm factored so far is 21 [45]. With further advancement of quantum technology 

and the increased number of qubits, Shor’s algorithm will be an actual threat to classical 

cryptography. 

4.3 Post-quantum Cryptography 

The cryptographic algorithms designed to resist attacks from quantum computers are 

referred to as post-quantum cryptography [37]. The primary distinction between the post-

quantum algorithms and the quantum ones is associated with their working principles. In 

other words, while the quantum algorithms make use of the principles of quantum physics 

and can only be implemented with the help of special hardware, the post-quantum ones 
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are based on quite complex mathematical algorithms that even quantum computers are 

not considered to be capable of solving. In this sense, they are similar to classical 

cryptographic algorithms that both utilize hard mathematical problems. Despite this 

similarity in their working logic, there is a noteworthy difference between their 

capabilities to resist quantum attacks. Although conventional algorithms have known 

vulnerabilities that can possibly be exploited by particularly designed algorithms 

operating on quantum computers, such as Shor's algorithm, no vulnerabilities of post-

quantum algorithms have been discovered so far. Several candidates have been proposed 

for post-quantum cryptography and they are based on various problems that are presently 

seen to be unsolvable even by quantum computers [46]. General outlines of the suggested 

schemes are provided below: 

• Code-based cryptography – relies on decoding general error-correcting codes. In 

other words, its security is based on the difficulty of decoding linear error-

correcting codes for which no practical method is known. Error-correcting codes 

(ECC) in general are meant for sending a message encoded with redundancy. 

More precisely, the concept of error correction is based on encoding data with 

redundant bits that the decoder corrects through these bits [47]. The key point 

making this methodology secure is the usage of a certain secret knowledge which 

is often based on the specific cryptographic scheme or the key generation process 

[48]. The secret generally includes random values, cryptographic seeds, and other 

sensitive parameters. The public key is a generator matrix or the linear random 

code, and the corresponding private key is derived from the public key through 

secret knowledge. Without the secret knowledge, this is impossible to retrieve the 

private key and decrypt data. This idea was first introduced by Robert McEliece 

in 1978 and is seen as a competent technique for PQC. [49] 

• Lattice-based cryptography – relies on particular challenges of mathematical 

lattices. Lattice-based cryptographic schemes are based on hard problems 

associated with lattices which are the discrete collections of points in n-

dimensional Euclidean spaces [50]. These points are generated by combining the 

integer combinations of a collection of vectors, called as basis of the lattice. The 

reason the lattices are seen as promising is related to certain computationally 

challenging problems like the Shortest Vector Problem (SVP), Closest Vector 
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Problem (CVP), and Learning With Errors (LWE). SVP is aimed at finding the 

shortest non-zero vector in a lattice while having its basis. The objective of CVP 

is to find the closest vector to the given vector [51]. LWE entails finding the 

coefficients of a randomly generated linear equation having its noisy version [52]. 

In fact, all the specified algorithms are related to one another, and they can 

essentially be reduced to the SVP. The key generation process is generally similar 

to the one in code-based cryptography. Random entities are added to the generated 

matrix, and it becomes the public key. The private key is derived from the secret 

information, and this is done by manipulating the public key in a way that certain 

mathematical properties are maintained. Again, without the private key, this is 

impossible to decrypt the message. Lattice-based problems are seen as quite hard 

for quantum computers as well, and no method capable of solving these challenges 

in polynomial time discovered yet. 

• Hash-based cryptography – relies on the security of the chosen hash function. 

Even though unlike most of the other candidate PQC schemes, hash-based 

cryptography does not rely on complex mathematical structures, it offers vigorous 

security and especially simplicity. The working principle of the hash functions is 

quite simple: they take input data and output a fixed-size digest. SHA-2, SHA3, 

and Blake2 are commonly used hash functions that produce hashes of bit sizes 

from 256 to 512 [53]. As highlighted, the security of the generated signatures is 

based on the selected hash algorithm. Within this context, candidate hash 

algorithms like SHA-2 provide robust security against today’s supercomputers 

and are thought to be secure against quantum computers as well. Even if the base 

algorithms are to be broken in the future, the integrity of the signatures can be 

restored by transitioning to more secure algorithms that have not been broken [54]. 

This feature makes hash-based cryptography an attractive and quantum-proof 

approach. Today, XMSS - the extended version of MSS (Merkel Signature 

Scheme) is considered the most prominent signature scheme of hash-based 

cryptography, and it mainly works based on constructing signatures through 

recursive hashing message blocks with a binary tree. [55]  
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4.4 Comparative Analysis of Classical and Post-quantum Cryptography 

Having reviewed the conventional asymmetric algorithms, their vulnerabilities, and 

proposed substitutes, the next step is having a comparative analysis of them to assess their 

actual applicability in the quantum age. 

4.4.1 Security Considerations 

The field of cryptography in terms of security is undergoing significant changes mostly 

triggered by advancements in (quantum) computing technologies. As elucidated in the 

previous chapters, the conventional asymmetric algorithms are based on complex 

mathematical problems that the classical algorithms and the classical ways of computing 

are not capable of solving. In other words, they are considered secure with the current 

state of computing technology. Even though there emerges a need to increase the sizes of 

security parameters and eventually the keys from time to time, they are still considered 

secure as no revolutionary algorithm running on classical computers has been discovered.  

However, the method of achieving enhanced security by increased key size does not seem 

to be promising against quantum attacks. This can be helpful in the early ages of quantum 

as quantum computers are not going to possess tremendous computational power at first. 

With further advancement of quantum computers, the need to migrate to quantum-proof 

algorithms will be necessary. To elucidate further, the need to transition to PQC schemes 

is caused by uncertainty. The degree of computational power that quantum computers are 

going to achieve is quite uncertain right now. In other words, they can reach a certain 

amount of computing power in a significantly shorter time than anticipated. Within the 

context of cryptography, this can threaten the classical algorithms with increased key 

sizes. Considering the existence of quantum algorithms that are capable of solving the 

foundational challenges of asymmetric cryptography by running on polynomial time 

instead of exponential (e.g. Shor’s Algorithm), the approach of increased size of the 

security parameters will not be a durable solution. Table 3 illustrates the number of qubits 

reached by the specified periods [56]. 
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Table 3. Qubit growth timeline. 

Year Qubit Number 

2000 5 and 7 

2006 12 

2008 28 

2012 84 

2015 1000 

2017 2000 

2022 5000 

2023 100000 

 

 

To wrap up, while the classical cryptographic algorithms are expected to be quantum-

resistant in the early quantum ages, their everlasting utilization through enhanced security 

parameters is not the ultimate solution. From the security perspective, the eventual 

migration to PQC is a must. 

4.4.2 Compatibility and Practicality 

While evaluating the most optimal cryptographic schemes for the quantum era, 

compatibility and consequently practicality are not the features to omit. Even though the 

PQC schemes have been designed to provide enhanced security, their large-scale adoption 

is not a straightforward process. Initially, the process of transitioning to PQC involves not 

only updating the classical algorithms but also modifying the current protocols and 

standards to ensure compatibility. Relative investments in the infrastructure are also a 

necessity. The possible consequences on regulatory compliance and legal frameworks of 

migration to PQC are also necessary matters to consider. In fact, the PQC algorithms are 

based on more complex mathematical problems so that their utilization can result in 

performance overhead regarding memory, bandwidth, and computational resources. This 

complexity may impact the performance of cryptographic operations and lead to higher 

resource utilization, which is especially inefficient for resource-constrained systems. 

 

On the other hand, the fortified versions of classical algorithms do not require many 

changes to the deployed infrastructure. They offer a more seamless transition by utilizing 

the existing cryptographic infrastructure and frameworks. Moreover, their efficiency has 

been proven throughout the years and today they are empowering all the gadgets around 
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the world. While enhanced key sizes affect the operational performance, this impact is 

significantly less than the PQC ones, and this makes the classical algorithms possess an 

optimal balance between security and performance. 

4.4.3 Standardization 

The requirement of a swift transition to quantum-proof cryptosystems has been 

acknowledged by standardization organizations [57]. Standardizing cryptosystems is 

essential for their widespread adoption and deployment. This also ensures relative 

interoperability, compatibility, and efficiency. 

Standardization of PQC is currently an ongoing process. Some outstanding work in this 

manner has been done by NIST (National Institute of Standards and Technology). In 

2017, NIST announced a public competition for the standardization of PQC algorithms. 

After a 5-year long selection process, four algorithms out of 69 submitted were selected 

for standardization. While CRYSTALS–Dilithium, FALCON, and SPHINCS+ are 

intended to be implemented as digital signature algorithms, CRYSTALS–KYBER is 

thought to serve as the primary public-key algorithm [58]. Figure 10 illustrates significant 

observations regarding the performance evaluation of the selected algorithms [56]. 

 

Figure 10. Performance Analysis of PQC Algorithms. 

 

Even though the specified algorithms have been selected for standardization, their wide-

scale deployment is still far in the future. Building a centralized view of their PKI and 

related systems could be one of the first steps for organizations to get ready for the 

transition to PQC. Prioritizing the cryptosystems and implementing corresponding 

automation are significant tasks for adopting PQC schemes [59].  
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On the other hand, classical algorithms like RSA have undergone a standardization 

process a long time ago and have been deployed on a large scale. They have already been 

operating with a wide range of different systems and platforms. Hence, their fortified 

versions are not going to go under any significant standardization and testing processes. 

4.5 Summarizing Analytical Review 

Having analysed the mathematical properties of the selected asymmetric algorithms - DH, 

DSA, and RSA this can be concluded that the security of these algorithms is heavily 

dependent on the hardness of the large number factorization problem and the discrete 

logarithm problem. Within this context, Shor’s algorithm poses an actual threat as it has 

the potential to solve the above-mentioned problems in a polynomial time. Cryptographic 

schemes based on various problems related to error-correcting codes, lattices, hashes and 

so on that are thought to be secure against even algorithms running on quantum computers 

(like Shor’s Algorithm) have been proposed.  

Comparing the candidate post-quantum algorithms and the classical asymmetric ones 

concerning specific features like security, compatibility, and standardization has revealed 

significant observations. First of all, the post-quantum ones are considered secure as of 

now since no vulnerability of them has been discovered yet. On the other hand, they still 

have a long way to go to become the main cryptographic schemes deployed to a great 

extent. Their utilization can lead to performance issues, especially for resource-

constrained systems. The corresponding standardization process should particularly 

ensure interoperability, compatibility, and performance efficiency. Only after the post-

quantum algorithms have gone under extensive testing procedures and their practicality 

is proven, migrating to them should be considered, and this needs to be done in the 

smoothest manner possible. 
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5 Results and Discussion 

The literature review and the comparative analysis of classical and post-quantum 

cryptography highlight noteworthy insights concerning the future of cryptographic 

systems. Classical cryptographic algorithms like DH, DSA, and RSA have been the key 

actors in asymmetric cryptography and have been empowering a wide range of digital 

platforms around the world. However, the ever-advancing power of quantum computing 

poses a terrifying threat to these algorithms and urges transitioning to more secure 

cryptographic schemes. 

The study has carefully reviewed the basics of cryptography and the selected asymmetric 

algorithms, which especially enabled the examination of their working principles. Apart 

from classical cryptography, the threat – quantum technology and its primary principles 

have been reviewed as well. The simultaneous processing capabilities of quantum 

computers are the foundational point that their utilization with specifically designed 

algorithms threatens the security of conventional algorithms. 

Laying this groundwork, the mathematical foundations of the aforementioned algorithms 

have been examined and this enabled identifying corresponding vulnerabilities. 

Understanding the working principles of Shor’s algorithm and reviewing related data 

from different sources elucidates that the modified classical algorithms will not be able 

to resist quantum attacks in the long term. They will be secure only in the early ages of 

quantum in which the quantum computers will not possess enough processing power.  

Even though the number of qubits is not the only factor determining the competence of 

quantum computers, their role is vital, and corresponding historical data reveals that this 

is unfeasible to make accurate predictions regarding the maturity of quantum computers. 

In other words, when the sufficient computational power the quantum computers will gain 

to break the conventional schemes is still unclear. This uncertainty requires more robust 

preparation and urges adopting quantum-proof schemes at the earliest possible time. 

Our review indicates that the proposed PQC algorithms offer resilience against quantum 

attacks by building upon more complex solutions that are thought to be secure even 

against quantum attacks. In other words, due to the extensive mathematical complexity 



40 

of the candidate algorithms, no associated vulnerability has been detected that by 

leveraging them the adversaries can compromise the cryptosystem. 

The comparative analysis of the primary features of classical and post-quantum 

cryptography provides essential observations in this regard. While modified conventional 

algorithms provide security for the initial stages of the quantum era, we cannot ultimately 

rely on them. Due to the discussed security principles, for quantum-safe cryptography, 

eventual migration to PQC schemes is a must. However, this process is not as 

straightforward as thought. Standardization, compatibility, interoperability, and working 

efficiency should be ensured. This indicates that the total integration of PQC to the 

deployed digital platforms is still a long-term work to be done. 

To conclude, the classical asymmetric algorithms are already compatible with a wide 

range of digital systems for a long time and their only deficiency is the vulnerability to 

be exploited by quantum attacks – the security concerns. On the other hand, the current 

state of PQC schemes has exact opposite features. They are not capable of inter-operating 

with other subsystems, however, they offer resilience against quantum attacks and do not 

have any known vulnerability yet. Achieving their large-scale compatibility is still a 

complex and ongoing process. 

The result we can infer from this analysis is that the classical asymmetric algorithms will 

not provide ultimate security against quantum attacks in the future. The PQC schemes 

will eventually substitute them. The study suggests a hybrid approach for the migration. 

The digital systems cannot solely rely on PQC algorithms in the beginning. Their 

interoperability and efficiency in actual scenarios will still be questionable in the early 

ages of deployment, even though some tests will have already been conducted in advance. 

Based on the fact that the conventional algorithms do not have similar risks and have 

already been in use for decades, the hybrid approach containing both the classical and 

PQC algorithms is the most optimal solution for the early quantum ages. Since the 

classical algorithms will already be modified with increased key size, their security will 

not be threatened. Hence, the hybrid approach will mainly focus on the actual integration 

of PQC schemes into the existing infrastructure. Any failures will be compensated as the 

classical algorithms will also be in place. After the successful implementation of PQC 

and reliability is assured, they can operate as the only means of cryptographic solution. 

This solution will cause performance overhead, but it is essentially the only way of 
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integrating new cryptographic schemes into the existing infrastructure. As stated, once 

the PQC algorithms are seen to be capable of operating on their own, the hybrid approach 

is to be substituted with only the PQC algorithms, and this will optimize the performance 

and working efficiency. 

The suggested approach offers a more seamless transition to the new cryptographic 

schemes. Performance-related issues will be present at the beginning of the quantum era. 

The further replacement – from Hybrid to PQC will be the eventual solution for 

safeguarding cryptography in the quantum age. 

 

 

 

 

 

 

 

 

 

 

 

 



42 

6 Summary 

To conclude, our analysis highlights the essence of PQC schemes for getting prepared for 

the impending threat of the extensive power of quantum computers. Through the analysis 

of the selected classical asymmetric cryptographic algorithms and the possible PQC 

solutions, the study provides significant insights into the future trends in the security of 

cryptography. 

Our analysis indicates that even though the classical asymmetric cryptographic 

algorithms have been playing a pivotal role in securing digital communication for 

decades, the rise of quantum technology requires transitioning to more secure 

cryptographic solutions. The candidate schemes are built upon quite complex 

mathematical problems and do not currently possess any vulnerability. 

Moreover, the study underlines the importance of the ongoing standardization process for 

ensuring interoperability, compatibility, and security of the implementation of 

cryptographic solutions on various platforms. All these efforts provide a seamless 

integration of the PQC schemes to the deployed systems. Apart from the efforts by 

standardization agencies, the organizations are also subject to optimizing their 

cryptographic infrastructure for successful implementation of the new schemes. 

In summary, our analysis reveals the significance of the PQC algorithms for securing 

digital data in the quantum age. The study also highlights that the smooth transition to the 

PQC schemes is quite a crucial process for successful implementation and suggests a 

hybrid approach for the early and middle stages of quantum. By providing the analysis of 

the selected asymmetric algorithms and the candidate substitute ones, the study 

contributes to the research of post-quantum cryptography. 
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