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Abstract 
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1 Introduction 

The global pandemic caused by COVID-19 has changed the world as we know it. This 

means that there is a cross-sectoral demand to stop the spread of diseases that have such 

a high impact on our healthcare systems and economies. In order to restore global free 

movement, limit the potential spread of virus and also avoid vaccine-related frauds the 

guides on how to create national Smart Vaccine Certificates were created by World 

Health Organization and European Union. An important cornerstone for exchanging 

Smart Vaccine Certificates and health data securely is the Global Trust Framework that 

acts as a secure data exchange method. Global Trust Framework is built on the idea of 

universally accepted lists of trusted stakeholders in the health data ecosystem of each 

country [1].  

As Estonia has a good reputation, competencies and knowledge of eGovernment on both 

local and state level [2], [3]then it is fair to state that they have a good starting position 

when it comes to The Smart Vaccine Certificates being the first practical use-case to pilot 

and test the Global Trust Framework. This is based on the same technology stack as 

Estonian X-Road. The piloting phase is important to create trust and prove the efficiency 

of this solution and to discover the legal, organizational and technical implementation 

barriers, opportunities and necessary amendments before fully deploying this solution to 

production. There are of course a lot of ethical concerns regarding vaccines, as there is a 

huge gap in the distribution of vaccines between countries, but this is not in the scope of 

current research. 

The creation of digital standards is a process that usually takes years and is now forced 

into a short timeframe due to the ongoing global crisis. Just like the famous quote by 

Winston Churchill “Never let a good crisis go to waste“ says, this pandemic gives the 

WHO a unique momentum to transform itself and the eHealth domain in an effective and 

focused way. As WHO has accepted the role of serving as the global anchor of trust, then 

as a standards-creating body WHO must now undergo the process of digital 

transformation.  
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To understand the scope and importance of creating this significant piece of digital public 

good it is important to understand the current wider concept of eHealth, the opportunities 

and weaknesses it entails. The undergoing theoretical frameworks that are covered in this 

thesis are digital transformation, technology acceptance models, cross-border health data 

exchange, interoperability and of course trust itself. These are covered and analysed in 

the second chapter. In third chapter the Research Methodology is described, where the 

author of this thesis will give an overview of the chosen methodology, the data collection 

methods and the data sources. The fourth chapter gives an overview of the case, describes 

how health data is exchanged currently and describes the concept of global trust 

framework. The fifth chapter represents the research outcomes, discussion, conclusions, 

limitations and future developments of given case.  

The first research question is “How is cross-border health data exchanged currently?” It 

seeks to describe the current cross-border health data exchange methods and their 

weaknesses. In order to achieve the aimed result following sub-questions will be 

addressed “What cross-border health data exchange methods/frameworks are in use?” and 

“What are the limitations of current health data exchange solutions?”  

The second research question is “How can X-Road based Global Trust Framework be 

implemented for Smart Vaccine Certificates?” and for answering that the sub-question 

“What are the legal, administrative and technological barriers for implementing global 

trust framework?” is asked.  

 

The author of this thesis had a wonderful opportunity to be a part of this international 

project team that is in the epicenter of the ongoing global crisis. Weekly meetings, 

knowledge-sharing workshops, semi-structured interview and project documentation 

gave a unique perspective of this phenomenon that students are probably going to research 

and discuss for years to come.  
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2 Theoretical Background 

2.1 eGovernment 

eGovernment is the use of information and communication technologies combined with 

organizational change to improve the structures and operations of government and help 

them deliver public services and transform relations with citizens, businesses and also 

other governments [4]. eGovernment covers the dimensions of public administration, 

democracy, governance and policy making [5]. Implementing eGovernment helps to 

change outmoded bureaucracies, improves the efficiency and effectiveness of public 

service and promotes participation and democracy [6]. In the core of eGovernment is 

public management modernisation and reform, that uses technology as a strategic tool to 

improve structures, processes and legal framework in order to increase public value [5]. 

In the current thesis the research focus is on one specific domain of eGovernment - the 

healthcare domain called eHealth. 

2.2 eHealth 

eHealth is defined by the World Health Organization (WHO) as the “use of information 

and communication technologies” for health and this is one of the most rapidly growing 

areas in the health domain today [7]. eHealth can also be described as an umbrella concept 

that covers different terms from telemedicine, mHealth to tele-care and tele-health [8] but 

it still refers mainly to combining conventional forms of prevention, care and diagnostic 

with digital technologies. Implementing eHealth systems has enhanced the accessibility, 

responsiveness and affordability of health services and also improved health services both 

locally and internationally [9].  

Physicians have traditionally and historically given the Hippocratic oath that includes the 

phrase “First do no harm” (latin. primum non nocere), but medical errors still happen due 

to missing information and unknown patient health history. In order to decrease medical 

errors the healthcare domain has been standardizing and optimizing the electronic 

distribution of accurate information to the physicians [10]. This leads us to the next 
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important term - Electronic Health Record (EHR) - that is considered to be the core 

component of eHealth. EHR is described as “digitally stored health related information 

about an individual’s lifetime, with a purpose to support shared care, education and 

research” [10]. EHR is considered as a tool that (if fully implemented) could have many 

benefits due to enabling the access to important information that improves the efficiency 

of physicians, becomes a basis of patients complete lifelong records of medical 

interventions, reduces costs compared to paper-based health records, improves the 

communication between different systems, organizations, countries and last but not least 

provides statistical data for analysis and research [10]. There are of course many 

challenges, such as lack of standards that leads to different implementations of EHRs and 

legal, security or privacy issues. Due to these challenges concerns about the reliability 

and generalizability of using EHRs rise and that is a problem that this sector is facing.  

Health Information Exchange (HIE) concept was recognized already in 1957 with the rise 

in occupational health problems in the United States when the need for a central 

coordinating organisation arose [11]. Since that the description of HIE varied widely until 

after analysing different versions a definition was proposed as “the electronic 

mobilisation of clinical and administrative information within or across organisation in a 

region or community and, potentially, internationally between various systems according 

to locally and/or nationally recognised standards while maintaining the authenticity and 

accuracy of the information being exchanged, enabling stakeholders to make informed 

decisions to enhance healthcare quality of a patient and population” [11].  

Health Information System (HIS) is a term that Peter Reichertz introduced already in 

1984 [12]. HIS is described as “a system that captures, stores, manages or transmits health 

information of individuals or the activities of organizations that work within the health 

sector” [12]. It’s main objective is to improve the slow and inefficient services in hospitals 

by moving from paper-based to computer-based processing and storage of health data 

[12].  

2.3 eHealth History 

WHO was created in 1948 and it is a science based international organization of 194 

Member States with its primary role to direct and coordinate international health. WHO 

is a standards producing body that gets its mandate from the World Health Assembly 
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(WHA) that is the decision-making-body of this WHO. WHA is an annual event that is 

attended by delegations from all the Member States and it determines the policies of 

WHO [13]. The first time WHO recognized the increasing importance of the Internet and 

its potential to impact health was already in 1998 [7]. The first eHealth strategy was then 

established in 2005, as the WHO urged all the Member States to draw up long-term 

strategic eHealth development and implementation plans [14]. Since then eHealth related 

resolutions and deliberations have been mentioned in 2013, with the focus on health data 

standardization and in 2016 and 2018 on the importance of mHealth in health service 

delivery and public health [7]. In 2005, WHO also launched the Global Observatory for 

eHealth with its mission to improve health by sharing information and guidance on best 

eHealth practices and standards to Member States [7].  

Since the 1960s, eHealth in Europe has also grown from research and development 

initiatives to governmental and global strategic objectives in most countries. And while 

the European Union (EU) Member States are individually responsible for providing 

healthcare, the problems and challenges that national health systems face are problems 

that the whole EU faces [15]. The interest and need to digitalise the healthcare ecosystem 

is a EU strategic objective, activity and policy. Directive 2011/24/EU states that all the 

EU Member States must provide “safe, high quality, efficient and quantitatively adequate 

healthcare” to European citizens on their territory [16]. In order to be able to provide 

healthcare on this level, the exchange of health data under the principles of Data 

Protection Act is necessary and therefore as a further step in this Directive the Article 14 

promises to create a eHealth network that connects Member States’ national authorities. 

The cross-border health data flow is not only vital for medical care, but it also enables to 

improve public health and supports research. So the main objective of eHealth network 

is to deliver interoperable applications that ensure access to cross-border healthcare [16].  

2.4 Opportunities and Challenges of eHealth 

As the world ages and our population gets older the healthcare costs grow also due to 

dramatic increase in diseases that are caused by unhealthy lifestyles, expensive new 

technologies and higher need for health and social care. According to Toomas-Hendrik 

Ilves, the largest problem we face is eHealth “lagging at least 10 years behind virtually 

every other area in the implementation of IT solutions” [17]. There are also legal, ethical 
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and governance issues. The biggest problem with law is that on one hand it defines the 

norms and context, but most of the time is behind from systemic and organizational 

changes as it takes too long to get established and applied [18]. Therefore it is essential 

to focus on developing and redefining our eHealth model to ensure that the healthcare 

services are delivered efficiently and with quality to those who are in need.  

In 2004, the European Commission started to work towards legal clarity of eHealth 

products and services. Since this day there is no single piece of legislation that covers 

eHealth and brings legal understanding. Rather there are a lot of national and Europe-

wide sets of legislations, which makes navigating in the legal sphere of eHealth quite 

difficult. The biggest ethical concerns are related to the growing amount of information 

and its integrity and authority. On a governance level the complexity of eHealth is mostly 

related to finding a common standpoint between eHealth and its service to health systems 

and services [18].  

eHealth main beneficiaries are citizens, patients, healthcare professionals and also health 

related organizations and public authorities [17]. Proper implementation of eHealth 

makes healthcare more personalised, targeted, effective, helps to reduce errors and the 

length of hospitalisation and lastly increases the patient satisfaction, quality of care and 

quality of life [17], [19]. Three most common use cases where HIE provides benefits are 

in clinical use, when healthcare providers have access to EHRs that support better 

treatment-decision making [20]. Secondly, in consumer use when patients have access to 

their own personal health information (PHI) that informs and engages them as active 

participants in their health care [20]. And thirdly, using HIE databases to research and 

analyse this data to support healthcare innovation and improve quality [20].  

Although there are a lot of benefits for implementing eHealth services and solutions, the 

most common barrier for eHealth services integration and adoption is the high cost and 

the lack of solid evidence of its effects, which unfortunately can lead to key decision 

makers doubting the effectiveness of eHealth and limiting the investments [19]. Not all 

eHealth projects are successful and fail to sustain or increase the level of use after the 

funding ends or there is a lack of healthcare professionals’ willingness to take eHealth 

systems into use, which again leads organizations to doubt in the cost-effectiveness of 

their investments [19].  
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Major challenges in this field are related to the data overload and poor quality [21]. With 

the rapid rise in the use of EHRs for research the scientists also start to question the 

quality, reliability and generalizability of this data [22]. The sources of distrust emerge 

from the limitations of EHRs due to missing or incomplete data for patients who receive 

healthcare from multiple systems, the errors and incorrect data entered by clinicians, 

overall inconsistency in data elements across time that is caused by changes in standards, 

data collection procedures, unstructured data and ability to capture all clinical data [22].  

Unfortunately due to human errors, security weaknesses and other vulnerabilities, EHR 

databases also face the threat of data breaches. These lead to loss or theft of sensitive data 

because the price of a complete record file of a single patient can be hundreds of dollars 

on the dark web [22]. In recent years over a 100 million individuals have been affected 

by these healthcare data breaches [22] that cause serious concerns to both healthcare 

providers and individuals. And that leads us to another complex challenge that eHealth 

faces - the balance between patients need for privacy and the need for patient data to 

improve the efficiency and effectiveness of healthcare [20]. Although it is important to 

know patient health history when deciding on what treatment to use, then unauthentic 

internal disclosure and the improper disposal of unnecessary but sensitive data is an 

internal data breach [23]. Data breaches lead to decrease of trust and restoring that trust 

can be very expensive money and time wise.  

2.5 Digital Transformation 

Digital maturity is more often seen in the private sector than in the public sector, but 

citizens expect that the transactions with their government services are as smooth and 

high quality as their experience with the private sector, such as online banking or online 

shopping. The goal of digital transformation is simple – make services so good, that 

people want to use them, and keep making them better. The way private sector 

corporations or organizations go through digital transformation towards digital maturity 

is often replicated in the public sector [24].  

One of the key underlying concepts of eHealth is the Digital Transformation (DT) the 

global healthcare sector is going through at the moment, by having large complex 

interventions or system implementations that involve major changes to how organizations 

function [25]. Many researchers claim that healthcare is the main sector or industry where 
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the DT takes place [26], but others state that compared to many sectors, from finance to 

entertainment, the DT in healthcare still lags behind [27]. According to Walsh and 

Rumsfeld the main reasons behind this is healthcare being a complex system and it not 

absorbing innovation as fast because the stakes are high [27]. Matt, Hess and Benlian 

introduce the DT framework that has four dimensions - use of technologies, changes in 

value creation, structural changes, and financial aspects. By balancing these four 

dimensions a DT strategy can be created [28]. The most important part of digital 

transformation is not technology, but strategy [29].  

DT is about increasing productivity, creating value and social welfare, by adopting 

disruptive technologies. For example DT in software engineering will improve the 

industry by providing better value-chain integration and new market exploitation with 

gaining advantages at being more competitive. Concepts that underlie and enable DT are 

agile development of flexible systems, ensured security and trust in distributed 

transactions and of course microservices and open Application Programming Interfaces 

(APIs) that support software architectures [30].  

DT is also described as “the profound and accelerating transformation of business 

activities, processes, competencies, and models to fully leverage the changes and 

opportunities brought by digital technologies and their impact across society in a strategic 

and prioritized way” [31]. With this definition the authors describe DT as “accelerating” 

and “leveraging”. DT creates a more seamless and quicker value-chain than before by 

enabling us to collaborate and share information. Access to wider knowledge and 

resources via ICT (smart devices, mobile and cloud computing, big data and analytics and 

so on) brings us closer to innovation and development [31]. The DT provides means to 

improve various characteristics of products and services by designing and provisioning 

new types of service offerings. For example, improving the performance by using 

automation, improving existing service offerings by changing the service’s traditional 

production (e.g. telemedicine, online classes, tax software), creating new types of service 

system coordination through improved value propositions or governance mechanisms 

(online broker systems, digital health records), integrating customers into service creation 

and delivery (healthcare information systems, self-service education) and delivering 

knowledge-intensive professions to labor-intensive employment [31].  
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According to a survey the biggest barriers for digital transformation is lack of standards, 

such as international norms, standardized data formats and the lack of compatibility 

between ports and interfaces [32]. The second biggest barrier is deficiency of skilled 

workers and know-how, although companies have employees with the right qualification, 

they lack training concepts, interdisciplinary courses and shortage of young scientists and 

engineers [32].  

A good example of DT in the eHealth domain was the Government Digital Service project 

in the United Kingdom that was later adopted by Canada, USA, Australia and other 

countries. These governments are using almost identical set of service standards which 

were introduced by senior leadership roles that moved from one government digital team 

to another, spreading the experience and best practices [24]. Digital transformation in 

healthcare is more complex as the risks are higher because digital healthcare products 

have potential to harm or kill people and the challenge is to find balance between safety 

and product design [24]. As the demand for digital health information and services grow, 

the healthcare sector slowly goes through DT also. 

2.6 Technology Acceptance Models 

 

The key element in the process of DT is the continuous use of implemented services or 

solutions. The ongoing process to ensure user acceptance of technology is an important 

management challenge [33], because the lack of it can lead to loss of money and resources 

[34]. IT systems cannot improve organizational performance if they are not used to their 

full extent or not used at all [35]. The first Technology Acceptance Model (TAM) was 

developed by Fred D. Davis in 1989, to measure the intention and motivation of users to 

accept or reject any new technology [36]. TAM has two measures which are: perceived 

usefulness and perceived ease of use - technologies with a high level of perceived 

usefulness and perceived ease of use are more likely to be accepted [34]. TAM also has 

an extension TAM2, and since technologies have improved, there has been numerous 

adaptations and developments to these models as well.  

 

The unified theory of acceptance and use of technology (UTAUT) was developed in 2003 

by analysing TAM, TAM2, Theory of Reasoned Action (TRA), and Diffusion of 
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Innovation (DOI) in an attempt to attain a unified TAM [37]. UTAUT identifies three 

direct determinants of behavioural intention to use a technology, such as performance 

expectancy (degree to which an individual believes that using the system will help him 

or her better attain significant reward), effort expectancy (degree of ease associated with 

the use of the system) and social influence (degree to which an individual perceives that 

important others believe he or she should use the new system) [38]. All these three 

behavioural intentions are in relation with the user gender, age, experience, and 

voluntariness [38].  

In 2011 Mohamed et al proposed a TAM for eHealth [34] that incorporated additional 

factors to the original TAM, such as technology design and sociocultural variables (power 

distance, trust, subjective norm, tangibility, uncertainty avoidance and masculinity). For 

example in the sample population, trust has a high influence on to use e-Health services 

and lack of trust will probably increase the intention to use e-Health services [34]. Trust 

is also one variable of TAM that is considered as an important factor that influences the 

user's online behaviour and online trust is generated through individual's interactions with 

online information systems [39].  

2.7 Interoperability 

As the healthcare systems around the world go through DT, moving from paper-based 

practices to digital service delivery, then in order to benefit from the opportunities, the 

underlying keyword here is interoperability. eHealth interoperability is defined as the 

ability of two or more systems to exchange information [40] in an appropriate and 

satisfactory manner without the need for extra operator intervention [41]. EHR 

interoperability enables better workflows, reduces ambiguity [40] and is important for 

delivering quality healthcare and reducing healthcare costs [41].  

Spanakis et al. have proposed an adapted “maturity” model for interoperability in eHealth 

that consists of five levels that incrementally describe a more mature version of an 

interoperable infrastructure [42]. First level is non-connected eHealth application where 

data is held in silos. The second level is a single eHealth application that is directly linked 

to another application for simple data exchange. On the third level are distributed systems 

that agree on protocols used, data formats and message exchange patterns. The fourth 

level is where eHealth applications from different suppliers, that serve a common goal 
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are linked but the applications do not need to have common objectives. The fifth or the 

universal level is where diverse eHealth applications connect to an open, interoperable 

infrastructure possibly spanning multiple countries [42]. It seems that most eHealth 

systems or solutions fall in the first three levels of interoperability. Not too many solutions 

reach the fourth or fifth level due to the challenges and barriers eHealth brings.  

Figure 1. Adapted model of eHealth system interoperability maturity. (Source: Spanakis et al, 2021) 

 

Although the need and importance of eHealth system interoperability is understood and 

promoted widely [43], achieving it is a challenge due to plethora of competing standards 

[41], conflicting missions, lack of trust, financing or leadership, data privacy and the high 

cost of technology [43]. Unfortunately many existing eHealth systems are built in “silos” 

and lack the ability to interact with each other [44]. These information “silos” are either 

functional, organizational or technical [44]. According to a Bhartiya et al interoperability 

usually is weakened due to systems having its own way of representing data, one term 

having multiple meanings, lack of standard rules for data sharing, lack of integration 

between different systems that leads to data being in independent silos, data exchange 
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constraints, EHR linking problems and different requirements when exchanging data 

[40].  

Another challenge of interoperability in the healthcare domain is due to the multiplicity 

of stakeholders such as the patients who are the recipients of the healthcare services, 

medical professionals that provide the medical care, healthcare organizations who 

administer the healthcare delivery from a business perspective, insurance companies, 

pharmaceutical companies who produce and market medications that are used for 

treatment and last but not least the governments and other regulatory parties who 

coordinate and set the rules, rights and obligations of all the previously listed stakeholders 

[42].  

2.8 Trust 

Davis et al have described trust as “willingness of a party to be vulnerable to the action 

of another party based on the expectation that the other will perform a particular action 

important to the trustor, irrespective of the ability to monitor or control that other party” 

[45]. Being vulnerable means that there is something of importance to be lost and this 

means there is a willingness to take a risk [45]. In the eHealth domain the “something of 

importance” is mostly sensitive health data which makes it more vulnerable and the 

willingness to take risk is lower.  

The trust in digital environments and context is called e-trust. There is no direct or 

physical contact in digital environments as the interactions are mediated by digital devices 

[46]. Trust in government is defined by OECD as “foundation upon which the legitimacy 

of public institutions is built and is crucial for maintaining social cohesion and 

government’s values, such as high levels of  integrity, fairness and openness of 

institutions are strong predictors of public trust” [47]. OECD also claims that 

government’s competence is “responsiveness and reliability in delivering public services 

and anticipating new needs - are crucial for boosting trust in institutions” [47].  

Although governments invest a fair amount into e-government development, citizens do 

not trust e-government systems and are still more likely to use traditional methods instead 

of digital services [48] [49]. This is due to the increase of data breaches and cases of 

identity theft, because online frauds and other Internet-related prohibited activities that 
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are now more prevalent than before [49]. Carter and Belanger (2008) claimed that lack of 

trust hinders the citizen adoption of e-government services and it is imperative that 

governments acknowledge and invest also in e-government trust issues by budgeting 

trust-building in addition to technical and staff strategies [50]. The intention to adopt 

government e-services is mainly predicted by the perceived usefulness of e-services in 

general, and the latter one is mainly predicted by trust in e-government [51]. Transparency 

can contribute to trust towards government e-services [48], but here is also research 

claiming that lack of transparency proves to have no negative effect on trust in 

government and trust in a government organization is based on a ‘mix of cognition and 

feeling’ [52].  
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3 Research Methodology 

This chapter describes the chosen design of this research and gives an overview of data 

sources and explains why these sources were chosen. The research is following qualitative 

research principles and the methodology for this thesis is exploratory case study and data 

triangulation.  

At the early stages of this research, during the literature overview and attending the 

weekly meetings with the project team, it became clear that the way cross-border health 

information is exchanged at the moment, needs major changes. The on-going pandemic 

gives an opportunity to enforce changes quicker than usual. There is a huge sense of 

urgency and anticipation to open the global movement of people and return to normalcy 

again. It started to become clear that current HIE methods and frameworks are 

fragmented, not interoperable and thus not creating the benefit expected from them. One 

of the research questions was identified by this discovery. The development of Smart 

Vaccine Certificates (SVCs) and the need to distribute the health data globally led to the 

general understanding that a global trust framework is needed to solve this problem. The 

research gap manifested itself straight away because the “global trust framework” or 

similar phrases brought almost no Internet search results. With this thesis the author hopes 

to contribute by providing relevant academic work in the fields of cross-border health 

data exchange methods and global trust framework.  

The data collection methods were participant observation via weekly meetings with 

international project members, three knowledge-sharing workshops, one semi-structured 

interview with a technical architect of X-Road based global trust framework and project 

documentation. As this thesis is interdisciplinary by its nature, the case study research in 

software engineering is chosen for this research. Case study is one of the most used 

qualitative research methodologies in many fields of science. Robert Yin is a foundational 

methodologist in the area of case study design and his suggestions have helped 

researchers to design their case studies since 2002 [53]. According to Yin, case study is 

an “empirical inquiry that investigates a contemporary phenomenon in its context, 
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especially when the boundaries between phenomenon and context are not clearly evident” 

[54]. Robson claims that case study is “a strategy for doing research that involves 

empirical investigation of a particular contemporary software engineering phenomenon 

within its real-life context using multiple sources of evidence” [55]. Similarly to Yin, 

Benbasat mentions a phenomenon with unclear boundaries, but unlike other 

methodologists, adds that multiple methods of data gathering from one or few entities 

(people, groups or organization) is employed [56]. According to Yin, a case study strategy 

is most likely appropriate when “how” and “why” questions need answering [54]. Case 

studies are considered not only as a formal research method, but a way to observe, explain 

and explore phenomena in real-life settings [57]. Case study helps to understand why 

something happened as it did, and what might be important to investigate in future 

research [57]. Current research also aims to answer research questions of “how” and help 

to understand the novel case of global trust framework for SVCs by describing the process 

of composing it. 

There are five essential aspects of case study definition - empirical enquiry or 

investigation, contemporary phenomenon, real-life context, multiple sources and the 

boundary between phenomenon and context is unclear [58]. The current thesis covers all 

the essential aspects of previously mentioned case study definition. The phenomenon of 

global trust framework and SVCs is a novel topic that only recently became discussed 

and researched. The course of this project changed and evolved sometimes in a few days 

or weeks while this thesis was written, and until this point the project is not over or 

finished, which means that real-life context is also present. Multiple sources were used to 

gather information, starting from weekly meetings to workshops, interview and project 

documents.  

3.1 Data Sources and Collection 

Triangulation is a method for increasing the precision and strengthening the validity of a 

research by having multiple perspectives and providing a broader picture of the 

researched topic [56]. Data triangulation is defined as “using more than one data source 

or collecting the same data at different occasions” [56]. For this thesis four sources of 

evidence have been used - participant observation via weekly meetings with international 
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project members, knowledge-sharing workshops, a semi-structured interview and project 

related documents.  

The author participated in the weekly meetings with the international project team. The 

aim of these meetings was to exchange information, give an overview of the latest events, 

discuss action plans in order to achieve the desired goal. The participants were 

representatives of different state authorities, such as the Government Office, Ministry of 

Social Affairs, Ministry of Foreign Affairs, Information System Authority (RUA) and 

Guardtime, the company behind Estonian national SVC solution. In addition to the 

weekly meetings with project team, the author had also a chance to take part as an 

observer in meetings with the representatives of other countries who were interested in 

both – the Estonian national SVC solution VaccineGuard and the global trust framework 

concept.  

Workshops took place with the member of Government Office of Estonia, WHO Digital 

Health Technical Advisory Group member and field experts from TalTech. The first 

workshop was attended by eight people, second by four people and third by five people. 

All three workshops were organized and attended by the author of this thesis. First two 

workshops took place on spot and all the workshop participants were able to be in the 

same room and the last one was held online (via MS Teams) because of the ongoing 

restrictions due to pandemic. These workshops provided a thorough overview of the case 

background and gave a unique way to see the process unfold and develop as some details 

of the project got clearer. The goal of these workshops was to firstly get an overview of 

the project updates, insight information from the project member, to brainstorm ideas and 

provide academic perspective.  

One semi-structured interview was also used, as this is a good choice for exploratory case 

studies [56]. For semi-structured interview a list of four basic open-ended questions were 

prepared (Appendix 1) to start the questions, but the interview was not limited to these. 

The interviewee was the architect of the global trust framework solution proposed by 

Estonia. The aim of the interview was to get more technical insight to the solution and 

have one extra point of view to the progress of the case.  

Table 1. Data collection methods, data sources and results (Source: Author) 

Data collecting methods Data source Result 
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Knowledge-sharing 

workshops 

Member of the Government 

Office of Estonia, WHO Digital 

Health Technical Advisory Group 

member, field experts from 

TalTech University 

In-depth and 

comprehensive insight to 

project progress, discussion 

on barriers, background of 

decisions, strategic 

planning  

Semi-structured interview Technical architect of the X-Road 

based global trust framework  

Technical overview of 

different barriers and 

alternative solutions 

Project documentation Implementation and project 

descriptions, memos of the 

meetings, whitepapers 

Specific technical detail 

description  

Weekly meetings with the 

project team  

Project team members from 

different state authorities and 

ministries, the company behind 

Estonian SVC solution  

Project overall summary, 

information sharing 

between all the authorities 

and participants, 

communication planning 

 

3.1.1 Thematic Analysis 

In order to analyse the qualitative data, the recordings of three workshops and one 

interview were transcribed into text by using Otter.ai software that develops speech to 

text transcription using artificial intelligence and machine learning. Then the author 

carefully reviewed the software-generated transcripts by comparing them to audio files 

and corrected all the mistakes and errors that were left in the text. After that transcripts 

were re-read several times to be familiarized with the data and be sure that no important 

detail was missing. To analyse the qualitative data gathered from the workshops and 

interview, thematic analysis method was used, which is one of the most common tools 

regarding to qualitative content analysis. Braun and Clark have defined thematic analysis 

as “a method for identifying, analysing and reporting patterns (themes) within data” [59]. 

A theme is considered to represent some level of patterned response or meaning within 

the data set [59].  

The next steps were to generate initial codes by analysing the whole transcribed data set, 

then collating codes into themes by grouping the codes. For coding the NVIVO software 

was used. When the themes were reviewed it became clearer that as this research is in a  

rapidly evolving and changing phase then based on the research questions the themes 
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were selected accordingly: (1) administrative barriers, (2) legal barriers, (3) technical 

barriers, (4) trust and (5) opportunities.  

Table 2. Phases of thematic analysis (Source: Clark and Brown, 2006) 

Phase Description of the process 

Familiarizing yourself with 

your data: 

Transcribing data (if necessary), reading and re-reading the 

data, noting down initial ideas. 

Generating initial codes: Coding interesting features of the data in a systematic fashion 

across the entire data set, collating data relevant to each code. 

Searching for themes: Collating codes into potential themes, gathering all data 

relevant to each potential theme. 

Reviewing themes: Checking if the themes work in relation to the coded extracts 

(Level 1) and the entire data set (Level 2), generating a thematic 

‘map’ of the analysis. 

Defining and naming 

themes: 

Ongoing analysis to refine the specifics of each theme, and the 

overall story the analysis tells, generating clear definitions and 

names for each theme. 

Producing the report: The final opportunity for analysis. Selection of vivid, 

compelling extract examples, final analysis of selected extracts, 

relating back of the analysis to the research question and 

literature, producing a scholarly report of the analysis. 
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4 The Case 

The following chapter will give an overview of the Global Trust Framework case 

background and answer the research question “How is cross-border health data exchanged 

currently?” and sub-questions “What cross-border health data exchange 

methods/frameworks are in use?” and “What are the limitations of current health data 

exchange solutions?” The descriptions of different approaches to Global Trust 

Framework architecture and SVC pilot implementation are also provided.  

4.1 Case Background 

2020 and 2021 will be remembered for decades as the years of lockdown, social 

distancing and extreme pressure on our health systems due to COVID-19 global 

pandemic. As the borders closed one by one, huge sectors of the economy like 

transportation and tourism closed down immediately and cancelled millions of work and 

vacation related trips both locally and internationally. The governments around the globe 

were under pressure to handle the crisis efficiently, calm the panic, support the struggling 

economy and steer the society back to pre-pandemic normality. The key element of 

getting this virus under control was on the shoulders of the pharmaceutical industry - the 

development of COVID-19 vaccines. In the end of 2020 and beginning of 2021 over 10 

different vaccine developers ended their clinical trials and were authorized for use [60]. 

Additionally a plethora of vaccine candidates were already in different clinical trial 

phases. When the widespread distribution of vaccines in different parts of the world 

started, a variety of concerns and problems started to rise as well. Vaccine hesitancy, 

unequal access to vaccines between high and low income countries and many more topics 

were discussed as a part of the meetings and workshops, but these are not in the scope of 

this thesis. As the percentage of the global population that is vaccinated gets higher, the 

expectations of returning to pre-pandemic life arrangement and mass global travel rise, 

too. One solution for this might be the SVCs and the central facilitating body of SVC 

standards and design principles will be WHO. As WHO does not currently have the 

technical capability for this new role, then as an organization WHO must now undergo 

digital transformation to be able to facilitate the role as the anchor of trust. 
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In October 2020, WHO and Estonia signed a Memorandum of Understanding (MoU) to 

improve the cooperation in the area of digital health and innovation. This MoU was signed 

in order to collaborate on developing international public health goods and exploring the 

technologies that improve the health and well-being of populations. The activities and 

proposed projects in this MoU are for example in the fields of personalized medicine and 

genomics, standards and leading practices for health data governance and interoperability, 

ePrescription/eDispensing, global digital health maturity index and European roadmap 

for the digitalization of health systems. Due to the on-going pandemic, the first project 

that was focused on, is the development of Digital Certificate of Vaccination or a digital 

yellow card. The aim of this project is to augment and strengthen the effectiveness of 

COVAX, and other processes related to vaccination processes, that could be scaled 

worldwide, including in low-resource settings [61]. As developing interoperable SVC 

solutions requires a secure and interoperable architecture to exchange data between 

countries, then one potential data exchange layer would be similar to the X-Road, that is 

developed and used in Estonia since 2001. 

The main responsibility of the WHO has historically been to manage “the global regime 

for the control of the international spread of disease” [62]. WHO has regulated the 

International Certificate of Vaccination or Prophylaxis that is also called Yellow Card 

since 1969 [62]. This certificate is a physical piece of paper that proves being vaccinated 

against yellow fever and it is still a prerequisite to enter many countries today [63]. 

Unfortunately forging of these certificates has been a problem for decades [64]. For 

example, incorrect information about administered vaccines or changing the date of the 

administration in order to extend the validity of the certification. The reasons behind these 

falsifications could be anything from the costs of getting a vaccine and certification to 

vaccine hesitancy. This means that a more secure and trustworthy version of vaccine 

certifications is required [64].  

The Estonian national SVC solution called VaccineGuard is developed by GuardTime, a 

Europe’s leading deep technology company. The product development was based on the 

collaboration between WHO and the Estonian Government. The underlying technology 

of VaccineGuard is Keyless Signature Infrastructure (KSI) blockchain [65]. This digital 

platform connects all the participants of the vaccine ecosystem – the government, the 

citizen and the manufacturer and by enabling these participants to share data and verify 

its authenticity across organizational boundaries and international borders, it enables real-
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time insights, counterfeit detection and many other benefits enabling a faster and reliable 

pandemic response [66]. 

In March 2021, two key documents about SVCs were published - one by the European 

Commission [67] and the other by WHO [68]. These documents both provide definition 

and guidelines on national SVC design, requirements and the technical specification on 

global trust framework. 

4.2 Current Health Data Exchange standards, methods and 

frameworks  

There is currently a plethora of different methods, standards, frameworks and 

infrastructures in use for cross-border health data exchange. This section provides an 

overview of some of the most used ones and answers the research question “How is the 

cross-border health data exchanged currently?” and sub-questions “What cross-border 

health data exchange methods/frameworks are in use?” and “What are the limitations of 

current health data exchange solutions?” 

4.2.1 Health Level Seven (HL7) 

Health Level Seven International itself is not a standard, but it is a standards creating 

organization focused on providing a Health Level Seven (HL7) framework for EHR 

exchange and sharing [69]. These standards define how information is packaged and 

communicated, what language, structure and data types are required in order to create 

seamless integration between different systems [70]. The lack of standards is definitely a 

barrier for EHR implementation [70] and HL7 aims to provide a solution for that. These 

standards are based on reference information model created to tackle the bottlenecks 

involved in EHR exchange. Adopting HL7 standards is still a demanding process that 

requires technical maturity and good knowledge of each concept involved [70] that a lot 

of countries and medical institutions unfortunately lack, and thus are not able to 

implement.  

4.2.2 District Health Information Software 2 (DHIS2) 

District Health Information Software 2 (DHIS2) is an open source, web-based platform 

that is used as health management information system used by over 70 low and middle-
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income countries [71]. Health management information systems are not for handling 

health data records of individuals, but for collecting data for decision-making and 

information management [72]. It is modular, with layered architecture and an open API 

that serves as a data warehouse for over 60 native applications [71]. DHIS2 helps to 

properly analyse the data, provide reports and visualizations to help users make decisions 

based on this information [72]. The strengths of DHIS2 lie in the flexibility to make 

changes, which reduces the cost of application preparation and dependence on the 

software company, but as this software is mainly used in developing countries then the 

most challenging issue is still the lack of technical knowledge in personnel. These issues 

lead to problems in implementing and using it [72].  

4.2.3 GAIA-X 

GAIA-X is a fairly recent framework that originates from the German Federal 

Government [73] and is focusing on creating an European data infrastructure as a secure 

federated system with the highest standards of digital sovereignty while promoting 

innovation [74]. It aims to be an open, transparent digital ecosystem, where data and 

services can be made available, collated and shared in an environment of trust [74]. This 

initiative addresses such obstacles as a lack of transparency of data, underlying 

infrastructure, unclear jurisdiction and the inability to choose between service providers, 

technology choices and sector-specific data spaces [74]. GAIA-X also promises to reduce 

dependencies, increase transparency and attractiveness of digital services, and bring 

together digital infrastructures to foster innovation [75]. The stakeholders in this 

ecosystem are for example cloud service providers and network providers [73]. As this 

framework is in quite early stages then it is rather difficult to find any research or reports 

that would describe the adoption and usage of GAIA-X. 

 

4.2.4 STORK and STORK2.0 

Due to huge differences and almost non-existent interoperability between Member States’ 

eID systems, a pilot called STORK (Secure Identity Across Borders Linked) took place 

from 2008-2011 that aimed to solve these issues [76]. What made this pilot kind of unique 

was launching it in a real large-scale environment that provided valuable lessons and 

having end-users testing it [77]. But this project also came with limitations as the scope 
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of this project was scaled down only to natural person authentication in public services, 

but for comprehensive ecosystem private sector representation is also necessary [77]. To 

overcome the limitations of the first phase, STORK2.0 was piloted as the second phase 

of this European Commission project to establish a pan-European authentication 

framework aimed to build a identity infrastructure by interconnecting existing national 

systems [77] and therefore creates a single European electronic identification and 

authentication area [78]. This project is considered overall to be a successful one, as it 

lead us to implementation of eIDAS in 2018. 

4.2.5 eIDAS 

In 2018 the EU-wide legislation on the electronic identification (eIDAS Regulation) was 

introduced that enabled cross-border recognition of the electronic ID that allowed 

European citizens and businesses to share their identity data when necessary [79]. 

Electronic IDs (eID) such as ID cards, driver licenses, bank cards can be used across the 

EU for different services, such as filing tax returns, access medical records and other 

online public services [79]. In order to recognize every citizen by a member state each 

country must deploy an eIDAS Node and participate in the trust network [80].  

 

4.2.6 European Union eDelivery 

European Union eDelivery network is a project in Connecting Europe Facility 

programme that provides funding for deployment of digital networks and services to 

create a European Digital Single Market [81]. eDelivery is a network of nodes for digital 

communications and it is based on a distributed model where every participant becomes 

a node using standard transport protocols and security policies [82]. The aim of eDelivery 

is to enable public administrations to exchange electronic data and documents with other 

public administrations, businesses and citizens in an interoperable, secure, reliable and 

trusted way, but as the data is sourced by information systems that are developed 

independently and, therefore, do not have a common data structure and exchange protocol 

[83].  
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4.2.7 The Estonian X-Road 

X-Road is defined as “a centrally managed distributed data exchange layer between 

information systems that provides a standardized and secure way to produce and consume 

services” [84]. The first version of X-Road was created in Estonia in 2001 and it has since 

then been the backbone of secure information exchange between private and public sector 

entities [85]. The use of X-Road is mandatory to governmental institutions by Public 

Information Act [86]. X-Road is strategically managed and developed by MTÜ Nordic 

Institute for Interoperability Solutions (NIIS) that is an association that was founded in 

2017 by Estonia and Finland [85]. It’s official aim is “to ensure the quality, sustainability, 

cross-border capability of core e-Government infrastructure components; to save 

resources upon the development of digital society and cross-border cooperation” [87]. 

NIIS was created by joining two authorities that previously coordinated the X-Road core 

development - Finland's Population Register Centre and the Republic of Estonia's 

Information System Authority [88]. Since X-Road has been implemented in various 

countries and domains all over the world. For example Iceland adopted X-Road data 

exchange layer “Straumurinn” at national level in 2018 [89], Germany piloted an 

electronic portal to manage digital prescriptions in 2020 [90] and many projects are also 

in production, piloting stage or setup-phase. 

4.2.8 Comparison of used methods, frameworks and standards 

To answer the research question “How is cross-border health data exchanged currently?” 

and sub-questions “What cross-border health data exchange methods/frameworks are in 

use?” and “What are the limitations of current health data exchange solutions?” an 

overview of used methods, frameworks and standards were given. Based on the overview 

and their functional descriptions there is currently no single and overarching global 

method, framework or standard of how health data is currently exchanged. Significant 

differences between developing and developed countries occur, as the implementation of 

EHR-related services is knowledge, finance and time consuming, and is therefore 

unavailable for poorer countries. For example, the HL7 framework is widely used by 

many countries, but digital maturity and proper finances are barriers for implementing 

these standards. And as the HL7 provides standards of how health data should be 

packaged and communicated, then naturally the health data interoperability between 

countries, who have implemented HL7 standards, and those who have not, is insufficient. 
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The DHIS2 on the other hand is mostly used in developing countries, but the aim of this 

software is not exchanging or handling EHRs of individuals, but for collecting data that 

would benefit decision-making and information management. And as the developed 

countries are not participants of this data warehouse, then the quality of information is 

not as high as it could be.  

There are also many European programs and projects to enhance the EHR distribution, 

but these all have their own limitations. These limitations start from not having a common 

data structure and exchange protocol (eDelivery) [30], each project having its own 

technical building blocks that are mostly with a domain-specific focus (eProcurement, 

eHealth and eJustice) [91]  and not being therefore suitable for eHealth exchange. eIDAS 

is a protocol for electronic identifications, that on a citizen level is needed, but again 

building an efficient and scalable eIDAS infrastructure at the European level requires the 

integration and harmonisation of several systems, that originally were designed, 

implemented and maintained by different entities, with different tools and approaches 

[92]. As the Estonian X-Road is not designed for a specific domain and acts as a secure 

health data exchange layer, and thus does not exclude any domain or use case, then it 

could be used for secure global health data exchange, as it is now used on a national level. 

4.3 The road to Global Trust Framework  

The eHealth Network of the European Union (EU) has defined trust framework for Digital 

Green Certificate as “the rules, policies, specifications, protocols, data formats and digital 

infrastructure regulating and allowing for the reliable and secure issuance and verification 

of certificates to guarantee the certificates’ trustworthiness by confirming their 

authenticity, validity and integrity, including by the possible use of electronic seals” [67]. 

And the trust framework shall be flexible enough to encompass different use cases, such 

as both digital and analogue, off-line and on-line versions of the COVID-19 health 

certificates, as well as the associated verification [67]. But the EU has also claimed that 

The Digital Green Certificate system is a temporary measure and it will be suspended 

once the World Health Organization (WHO) declares the end of the COVID-19 

international health emergency [93] which means that this is a temporary framework that 

will be discontinued when the health crisis ends.   
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WHO on the other hand has added that the design of the global trust framework should 

“leverage open standards, software global public goods, Open HIE architecture, 

foundational services, and conformance assessment, to facilitate interoperability, 

usability, reuse, and quality” [68] which means that other use-cases after SVCs will 

hopefully follow. It is also stated in this guide that WHO will not become a holder of any 

personal health data or participate in the verification transactions, but rather the enabler 

and facilitator of the cross-border interactions between the Member States [68]. 

4.3.1 The Public Key Directory based Global Trust Framework 

One possible architecture for the global trust framework for SVCs is derived from ICAO’s 

Public Key Directory (PKD) model [94]. The PKD based trust framework relies on a 

chain of trust between participants and the centrally managed PKD [68]. There is no 

personal health data stored in the PKD, but a list of public keys that are linked to national 

public health authorities (PHAs) [68]. PKD itself is a quality-controlled, global master 

list of public keys, revocation lists and internet endpoints that operationalize the trust 

network between participants’ PHAs [68]. The management of PKD is the role of trust 

broker or the anchor of trust that in the case of SVCs is WHO itself.  

 

Thus the PKD based global trust framework is built by establishing public key 

infrastructures (PKIs) that will create an cryptographically supported trust framework 

[68]. This that relies on a logic that each country participating in the PKD based global 

trust framework is responsible for the health data records and issuing SVCs by assigning 

a national PHA. And the authentication of the person the SVC is issued for is verified by 

nationally issued identity proof documents [68]. Each Member State is also responsible 

for establishing and maintaining its own national PKI that should include the highly 

secure databases for maintaining their private keys and the directories needed to store and 

manage its own public keys [68]. 
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4.3.2 The X-Road based Global Trust Framework 

An alternative solution to the PKD-based global trust architecture approach was proposed 

by the Government of Estonia. The technical solution for piloting will be X-Road, which 

is an open-source, free of charge software and ecosystem solution that provides unified 

and secure data exchange between organisations [95]. The secure X-Road global trust 

framework’s fundamental principle is that “one can trust the data when it originates from 

the trusted source and can have a legal effect” [95].  This means that this framework is 

data-independent and the main emphasis is on identifying the data provider, not the data 

itself - if one trusts the data origin country, then one can trust the source that provides the 

data and thus one can trust the data itself.  

 

Figure 2. PKD-based global trust framework architecture. (Source: WHO ) 
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In both cases (The X-Road based and PKD-based global trust framework) the role of 

WHO will be the same - to be the global anchor of trust. The biggest challenge for WHO 

is to build capacity inside the organization in order to be able to manage the global master 

list of 194 Member states.  

Initial piloting deployment of the global trust framework may focus on less sensitive data 

and standardised data services that will provide relief to the current crisis. This means 

that no sensitive health data is exchanged regarding the SVCs, but the exchanged data 

consists of public keys, Certificate Revocation Lists and other metadata [95]. As this data 

is the foundation of trust for SVCs, it is important to ensure its authenticity and integrity 

[95]. 

As members of the global trust framework will exchange data directly and securely, it 

will also allow the transfer of delicate health data if required. In this solution, every 

member of the framework is in full power to enable and disable the access rights only to 

the selected organisations.[98] Each participating country is free to choose their processes 

and solutions on how and to whom they provide the data and how they act on the received 

data. The global trust framework must provide organizational and technological solutions 

on how to identify the trusted sources and exchange data securely. 

 

Figure 3. Three layers of trust. (Source: project documents) 
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Figure 4. Global trust framework for SVCs. (Source: project documentation) 
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5 Discussion  

In this section the results of the research will be discussed. The author will present the 

conclusions and also the limitations of the research. 

During the course of this project there were quite a few “pivotal” moments where seen 

obstacles and problems resolved quicker than expected – for example the WHO not 

having the mandate to run the SVC program or act as the anchor of trust for global trust 

framework. The initial plan was to wait for the annual WHA in May 2021, due to the 

urgency of this case, the leadership of WHO made decision in March 2021. This means 

that WHO took a clear step towards the digital society and start offering a practical service 

to its member states. But there were also obstacles that were not anticipated, for example 

based on meetings and discussion with WHO, the project team was under the impression 

that the global trust framework that is going to be endorsed by WHO is based on X-Road 

architecture. But in March 2021 when the European Union and WHO published the 

documents that gave guidelines for developing national SVCs, the chosen solution was is 

based on the ICAO’s PKD solution.  

One of the arguments against the PKD approach is that it would fail to achieve the goals 

it was set to achieve - to be the global public good and have the capacity of scaling to 

other medical use-cases in the future. But the biggest critique for PKD-based framework 

is that as the deployment price of the PKD-based framework is too high for many low 

and middle resource settings and the digital skills and capacity of public health officials 

does not meet the requirements, this creates a huge inequality between developed and 

developing countries. It is also noted that this approach would technically scale to global 

needs with SVCs, but it would be difficult to scale to future eHealth related use-cases. 

And this should not be mixed with critique against engineering and PKD-approach itself, 

but rather it is not adequate for the case of Smart Vaccine Certificates, because model 

requires every government to set up healthcare domain National PKDs and Certificates 

Authorities (CA) enabling the  SVCs based Public Key Infrastructure (PKI). 

Based on the previous critique for PKD based solution, the project team still decided to 

continue with piloting the X-Road based solution as in the longer run when SVCs use 

case is not needed or the solution fails, this would be piloted, tested and ready for 

deployment to production. As there has not been any global trust framework implemented 
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during the writing of this thesis and, then the focus will be on API-based approach, similar 

to the X-Road we have in Estonia. 

5.1 Summary of Findings 

The data triangulation between literature review, knowledge-sharing workshops, semi-

structured interview, project documentation and weekly meetings with the project team 

were used for this research. The research itself is qualitative by its nature and the used 

method is case study. These sources were chosen because of their involvement and 

knowledge of the chosen project. The conducted workshops and an interview were 

recorded, transcribed and coded. The analysis of the findings is based on these outcomes. 

The findings helped to answer the research questions mentioned at the beginning of the 

thesis. The first research question was “How is cross-border health data exchanged 

currently?” It aimed to describe the current cross-border health data exchange methods 

and their weaknesses. In order to achieve the aimed result, following sub-questions were 

addressed - “What cross-border health data exchange methods/frameworks are in use?” 

and “What are the limitations of current health data exchange solutions?” This research 

question and sub-questions were discussed and answered in Chapter 4.2. 

The second research question was “How can X-Road based Global Trust Framework be 

implemented for Smart Vaccine Certificates?” and for answering that, the sub-question 

“What are the legal, administrative and technological barriers for implementing global 

trust framework?” was asked. The answer to the sub-question helps to identify the barriers 

that are needed to overcome in order to implement the global trust framework for SVCs. 

It was mentioned several times during the interview and workshops that the ongoing crisis 

has created a unique moment for implementing a global trust framework. The sense of 

urgency allows to skip the long bureaucratic process of creating rules, standards, and so 

on. When time constraints are strict, then fast decisions are needed, but even in this case 

there are barriers that must be overcome in order to implement any new solutions. 

Administrative barriers 

The administrative barriers are mostly related to WHO historically not being in charge of 

technical aspects of eHealth. WHO by nature is a science-based organization that mainly 
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focuses on creating standards and norms. In the case of global pandemic, WHO is now 

taking up the role of the anchor of trust in the global trust framework. This means that 

WHO must undergo a digital transformation in order to overcome their current lack of 

technical competence. They do not currently have prior experience similar to this case. 

Moreover, the WHA takes place only once a year, which is needed to change the IHR that 

at the moment does not give WHO a mandate to run this framework and be the anchor of 

trust.  

Legal barriers 

The biggest legal barriers are IHR constraints for WHO to take the role of global trust 

anchor. IHR states that WHO has mandate only for Yellow card that needs handwritten 

signatures from doctors and does not give WHO mandate to run global trust framework. 

On a more broader level it is needed for WHO in order to get global trust framework 

running to get all the 195 countries legally binded. Laws and norms always take time to 

get enforced, and while they do, the real life is again few steps ahead. In the case of SVCs, 

one legal problem is that 1 billion people on the planet lack any sort of identity, meaning 

that linking a person with SVC is currently not possible and 3,5 billion people don’t have 

biometrical passports that is necessary for a PKD-based solution. Furthermore, there are 

many countries that lack any sort of governance and are considered to be failed states.  

Technical barriers 

Amongst the technical barriers, the biggest challenge for implementing trust framework 

is the lack of national SVCs. It also seems that most negotiations on any new and novel 

solutions start from the technical questions, but it should be the other way around – to get 

the administrative, legal and, for example, trust details sorted. Only after that head on to 

more technical questions. As a barrier it is mentioned that one issue for X-road based trust 

framework is competing solutions, namely the PKI-based trust framework, that is based 

on biometrical passports. As brought out in the legal barrier section, there are over 1 

billion people, who lack any sort of identity and 3,5 billion people who lack biometrical 

passports. A PKD-based solution requires setting up a national Certificate Authority, that 

is expensive, time consuming and therefore unavailable for many developing countries. 

And a PKD-based solution is usable only for the SVC use case and is not scalable for 

other use cases.  
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Opportunities 

Whenever there are barriers there also are opportunities of overcoming these obstacles. 

When it was brought out during the workshop and the interview, that WHO lacks 

technical competency, then the MoU signed between WHO and Estonia can be considered 

as an opportunity to cooperate on a technical level. Since Estonia has developed the data 

exchange layer X-Road it could very well be suitable for a global SVC exchange and 

possibly for other use cases as well. It was also brought out during the workshops that 

there are many failed state countries where organizations such as Doctors Without 

Borders or Red Cross could take upon themselves the role of the anchor of trust.  

Trust  

Trust was mentioned during the workshops as the key foundation and a basis of any 

initiative that involves cooperation and exchange of data. The way the workshop 

participants perceived trust is that transparent communication is the groundwork of a 

trustable service that should be discussed before any other topics, such as the choice of 

technology. Recently the WHO also published the global eHealth strategy and one of the 

key deliverables was also trust.   

The second research question was “How can X-Road based Global Trust Framework be 

implemented for Smart Vaccine Certificates?” and the sub-question was “What are the 

legal, administrative and technological barriers for implementing global trust 

framework?” Based on the interview outcomes, the key strategy was to first find the 

barriers that this project might face – these were identified as technical, legal and 

administrative barriers. During the course of this project, many of them were removed 

thanks to the urgency of this case - for example the WHO’s mandate to run the global 

trust framework and act as the anchor of trust. Many barriers occurred to the team during, 

that were not considered as a barrier or risk before – such as alternative solutions for the 

global trust framework. And after these barriers were identified, then overcome and match 

them with opportunities, that could lower or erase the barrier. For example, as WHO has 

historically been a standards creating body and now needs to take up this new technically 

demanding role, the opportunity was to sign a MoU with a Estonia, who is known for its 

ambitious and well-working projects, such as the X-Road or eResidency. And it was 

mentioned several times during these workshops and interview, that the SVC pilot is only 
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the beginning – there are many beneficial use-cases waiting for piloting and 

implementing.  

5.2 Limitations 

The limitations of this research are on one hand related to the subjectivity of the workshop 

participants and the interviewee. They were all the representatives and supporters of the 

X-Road based solution, but the viewpoints of the WHO and PKD-based solution provider 

would give this research more depth and understanding why some decisions were made 

in a certain way. As the project is still unfinished, no solution has been deployed, then it 

is also impossible to draw conclusions of the successfulness and effectiveness of the 

global trust framework pilot for SVCs. 
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Figure 5. Thematic map (Source: Author) 
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5.3 Conclusions  

In order to open up the global free movement and limit the potential spread of the COVID-

19 virus, the need and anticipation for Smart Vaccine Certificates was raised. And as an 

important cornerstone for exchanging SVCs is the Global Trust Framework that acts as a 

secure data exchange method. As the WHO has historically been a humanitarian and 

standards creating body, then a Memorandum of Understanding was signed with Estonia 

who is known for its X-Road and many other eGovernment projects. The collaboration 

and cooperation would be in the area of digital health and innovation. As developing 

interoperable solutions requires a secure and interoperable architecture to exchange data 

between countries, then one potential global trust framework solution could be the 

Estonian data exchange layer X-Road, that is developed and used in Estonia since 2001. 

The first piloting phase case of SVCs is important to create trust and prove the efficiency 

of this solution and to discover the legal, administrative and technical implementation 

barriers, opportunities and necessary amendments before fully deploying this solution to 

production.  

The author of this paper participated in the project team meetings, had three knowledge-

sharing workshops, one interview and had access to project documents. During the 

process of this research case unfolded in front of all the participants in this project, 

changed course and forced the project team to readjust objectives and plans. All the usual 

steps in creating a global standard happened at a much faster pace due to the ongoing 

global pandemic.  

Two research questions, with sub-questions, were asked at the beginning of this research, 

the first being “How is cross-border health data exchanged currently?” and “How can X-

Road based Global Trust Framework be implemented for Smart Vaccine Certificates?” 

To answer the first question, the existing methods, frameworks and standards that are 

used at the moment to exchange health data were described and analyzed. As an outcome 

it was clear that firstly there is a huge gap between developing and developed countries, 

as the implementation of most solutions is difficult and financially burdening. But on the 

other hand, the solutions that are implemented in the developing countries are not used 

by developed countries. And on the European level there are also many programs, data 

exchange frameworks, but most of them are domain-specific or suitable for exchanging 
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eHealth data. The second question was answered by identifying the barriers and 

opportunities that would be needed to overcome these. Barriers were identified by 

thematic analysis and coding, that mapped out three main areas – administrative, legal 

and technical barriers. The biggest administrative barriers were the technical 

incompetency of the WHO, that were challenged by the opportunity of collaborating with 

Estonia, who is experienced and has existing solutions in production already. The legal 

barriers entailed the IHR constraints, but this was actually solved due to the urgency of 

this case. The biggest technical barrier was at the beginning of this research the lack of 

SVCs for piloting, but as things progressed, at one point it got clear that WHO decided to 

endorse an alternative solution for global trust framework. As the competing PKD-based 

solution was described, it was also clear that this PKD-based solution is not meant for 

alternative use cases after SCVs. Based on that the project team will also continue with 

the X-Road based global trust framework pilot for SVCs model, as this is more versatile 

and could be scaled for other use cases in the future. 

5.4 Future work 

Global trust framework is a concept that has never been implemented before, thus there 

are a lot of areas that could be researched in the future. The first would be to analyse the 

actual global trust framework pilots for SVCs in action, both PKD-based and X-Road 

based solutions. Then a comparative research between the actual implementation cost, 

time, ease of these solutions for both developing and developed countries. These research 

areas will give the WHO and the Member States very insightful information on the topic. 

And as the next step to for this project is to implement global trust framework for next 

uses cases, then the future work seems quite endless at the moment, because SVCs is only 

small fraction of eHealth data that needs to be exchanged between countries. 
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Appendix 1 – Interview Questions  

1. Could you give an overview of recent developments regarding the global trust 

framework project?  

2. What do you consider as the biggest technical barriers? 

3. What do you consider as the biggest administrative barriers? 

4. What do you consider as the biggest legal barriers? 
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