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Instituudis tegutsevad jargmised 7 vurimisriihma:

»  Usaldusviirsete arvutisiisteemide keskus
- Biorobootika keskus

«  Keskkonnaseire tehnoloogiate keskus

* Arukate siisteemide keskus

- Riistvara turvalisuse keskus

« Tookindla arvutusriistvara keskus

«  Sardtehisintellekti labor

The Department conducts research within 7 research groups:

« Centre of Dependable Computing Systems

» Centre for Biorobotics

» Centre for Environmental Sensing and Intelligence

« Centre for Intelligent Systems

« Centre for Hardware Security

« Centre for Trustworthy and Efficient Computing Hardware
» Embedded Al Research Lab
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Instituudi 2021. a edulood

Prof. Jeffrey Andrew Tuhtan - Keskkonnaseire tehnoloogiate keskus

Me oleme kogenud tddstuslikku ja digitaalset revolutsiooni ning niilid on kdes keskkonnarevolutsiooni aeg.
Suurimad ohud inimtsivilisatsioonile ei ole praegu sdjad ega majandus, vaid keskkonnaohud. P&ud,
Uleujutused, joogivee kadumine, pobllumajandusmaa degradeerumine ning looduslike taime- ja
loomapopulatsioonide siistemaatiline havitamine muudavad igaveseks meie arusaama sellest, mida tahendab
olla inimene. Nende probleemidega tegelemiseks peame jalgima, hindama ja kohanema oma muutuva
keskkonnaga, voOttes eelkdige arvesse energiajulgeolekut. Minu t66rihm on olnud esirinnas
hidroenergiatoostuse tarbeks selliste lahenduste viljatéétamisel, mis on kalasébralikud ja annavad
toostusele, akadeemilistele ringkondadele ja reguleerivatele asutustele andmepd&hise Uhise arutelupdhja.
Meeskonna tehniline taust peegeldab vdaga multidistsiplinaarset t66d, mis on vajalik Glemaailmselt oluliste
raskete probleemide lahendamiseks: meil on veevarude uurijaid, elektroonikainsenere, arvutindgemise ja
andmeteadlasi. Igalks neist on vaartuslik llli keskkonnaseire tehnoloogilises lahenemisviisis, mida
Keskkonnamddtmise ja -anallitisi keskus kasutab. Meie riihm on rahvusvaheliselt hasti tunnustatud, meil on
akadeemilisi partnereid enam kui kiimnes Euroopa riigis, ja ma olen eriti uhke, et sel aastal on meil kavas viia
I6pule Gle 1 miljoni euro vaartuses toostusprojekte, millest valdav osa on parit Euroopa juhtivatelt
energiaettevotjatelt. Kuna meie andurid on projekteeritud ja katsetatud hidroenergiaettevotete poolt
noutavate daarmuslike fldsikaliste tingimuste jaoks, kasutavad meie tehnoloogiaid niitid ka liustike ja sette
transpordi uurijad, et saada mdotmisi, mis varem olid vGimatud. Sel aastal alustame ka tehisintellektil
pohineva kalade loendussiisteemi laiaulatuslikku rakendamist Saksamaa Foderaalse Hldroloogiainstituudi
jaoks, tootleme ile 50 TB videoid ja loendame mdnel juhul Gle 50 000 kala paevas. See labimurdeline
tehnoloogia, mille minu riihm on vélja to6tanud, pakub uusi ja murrangulisi teaduslikke avastusi selle kohta,
kuidas 30 erinevat mageveeliiki tegelikult rdndavad, ning on ka meie esimese spin-off-ettevétte aluseks.
TalTechis vélja tootatud keskkonnaandurite tehnoloogiaid ootavad ees pdnevad ja véljakutsete rohked ajad,
kus me votame asju "Uks kala korraga".

LINK TO VIDEO: https://livettu-

my.sharepoint.com/:v:/g/personal/jetuht ttu ee/EZ6D3yY2xChQiSPZfHEbwAUB5ZZr6QQCKBpQG-

QzfeYI9w?e=4Kybep

Prof. Maksim Jenihhin to RESCUE, CRASHLESS, TECH

A new research centre for Trustworthy and Efficient Computing Hardware, shortly TECH, was recently
established at the Department of Computer Systems. The new research centre was motivated by the
increasing demand for research targeting the cross-layer reliability and self-health awareness
technology for the underlying hardware of tomorrow's complex intelligent autonomous systems and
loT edge devices.

The research centre is led by Prof. Maksim Jenihhin, a homegrown researcher with his scientific
degrees from the Tallinn University of Technology. Since his PhD defence, he advanced through his
career path from a researcher to a tenured associate professor, collecting several research awards
on the way, such as the Young IT-Scientist Award 2017 by the president. Maksim Jenihhin was the
first coordinator from Estonia for a highly competitive Marie Sktodowska-Curie Innovative Training
Network type of European projects. His international 3.7-million euro project RESCUE -
“Interdependent Challenges of Reliability, Security and Quality in Nanoelectronic Systems Design”
was successfully accomplished in 2021. It resulted in more than 90 scientific publications by fifteen
PhD students from eight academic and industrial institutions that teamed up for a novel sustainable
approach for collaborative PhD training.

In the 2021 application round for the national personal team grants, the project proposal by Prof.
Jenihhin entitled CRASHLESS — “Cross-Layer Reliability and Self-Health Awareness for Intelligent
Autonomous Systems” was ranked the first. This success has resulted in the national five-year PUT
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PRG project CRASHLESS launched at the beginning of 2022. The research centre TECH forms the core
team of researchers committed to developing the innovative concepts of CRASHLESS. The work plan
implies collaboration with several Estonian companies, including the department’s spin-off company
Tesnonica Lab OU. The company is led by a researcher of TECH Dr. Artur Jutman, who strongly
contributed to the CRASHLESS concepts and to establishing the TECH centre. The objectives of
CRASHLESS intertwine with the mission of the IT-Academy measure funded research topic “Internet
of Intelligent Things” initiated by Prof. Jenihhin in 2018.

In the new research centre, Prof. Jenihhin and his team are aiming at applied research outcomes, and
they study advanced cyber-physical systems characterized by heterogeneity and the emerging
computing architectures employing Al-based autonomy. Their steps towards establishing R&D
collaboration with CERN and the European Space Agency aim to develop and adopt the unique space
and harsh-environment technologies for reliable commercial products by Estonian and EU
companies.

Prof. Eduard Petlenkov — arukate siisteemide keskus

Eduard on meie oma ulikooli ,tdiemahuline” kasvandik, kes siin aegade jooksul labinud k&ik kolm
haridusastet ning joudnud tanaseks taisprofessoriks tenuuris ja juhib vaga edukalt toimivat arukate
susteemide keskust arvutististeemide instituudis. Ta on suurepdrane ndide tugevast teadlasest, kes
samas teeb ka palju Oppetddd ning on hulgaliselt juhendanud tema teadustemaatikaga seotud
I6putdid. Eduardi plihendumust doktoridppele kirjeldavad kdige paremini kaks jargmist fakti: Ghest
tema poolt juhendatud doktorandist on tanaseks saanud samuti tenuuriprpfessor meie ulikoolis (Juri
Belikov, PhD 2012) ning eelmise aasta (2021) tulemuste pohjal omistati talle doktorantide edukaima
juhendaja tiitel meie Ulikooli infotehnoloogia teaduskonnas.

Arukate slisteemide keskuse koige silmapaistvamad teadustulemused on saadud murrulistel
tuletistel pdhineva modelleerimise ning juhtimissiisteemide slinteesi meetodite alal. Valjaté6tatud
algoritmid vdimaldavad modelleerida ja juhtida keerulisi mittelineaarseid to6stuslike protsesse.
Mudeli struktuuri maaramiseks on edukalt rakendatud geneetilistel algoritmidel (geneetilisel
programmeerimisel) pohinevat ldhenemist. Valjato6tatud meetodeid katsetatakse nii keskuse oma
teaduslaboris kui ka to6stuspartneritelt saadud reaalsetel andmetel.

Praktikas on kdige suuremaks valjakutseks juba olemasolevate juhtimissiisteemide tdiendamine
kaasaegsete tehnoloogiate poolt pakutavate vdimalustega. Eriti teravalt on probleem nahtav
toostuses, kus uute meetodite kasutuselevott vajab olemasoleva riistvara asendamist, mis on
tootava protsessi puhul peaaegu véimatu. Probleemi lahendamiseks oli valja t66tanud metoodika,
mis vOimaldab oluliselt parendada juhtimissiisteeme ilma olemasolevasse juhtimisstruktuuri
sekkumata ning vdimaldab seega loobuda kulukast ja todmahukast infrastruktuuri taielikust
uuendusest. Samuti on valja té6tatud metoodika, mis loob uue paradigma naiteks kdige levinumate
(PID) regulaatorite haalestamiseks, laiendades traditsioonilist |dhenemist murruliste tuletistel
pohinevate vdimalustega. Metoodika p&hineb lisaks murruliste tuletiste kasutuselevotule
tarkvaraliselt realiseeritud taiendava tagasisidekontuuri, nn. kompensaatori, lisamisel, mis muudab
sisteemi kditumise tunduvalt tdpsemaks, optimaalsemaks ja stabiilsemaks. Meetod on edukalt
katsetatud laboris adarmiselt ebastabiilsetel katseobjektidel.

Arukate slisteemide keskuse teadustdo toimib vaga tihedates sidemetes tarkvarateaduse instituudi
mittelineaarsete juhtimisstisteemide t66riihmaga.



Teadus- ja arendustegevuse iilevaade uurimisriihmade loikes

Centre for Dependable Computing Systems

Head of the centre: Jaan Raik, professor, +372 6202257, jaan.raik@taltech.ee

Academic staff: Gert Jervan, professor, Peeter Ellervee, professor, Thomas Hollstein, adjunct
professor, Masoud Daneshtalab, adjunct professor, Raimund-Johannes Ubar, professor emeritus,
Aleksander Sudnitson, assoc. professor, Kalle Tammemée, assoc. professor, Tara Ghasempouri, senior
researcher, Behrad Niazmand, researcher, Madis Kerner, PhD student/junior researcher, Lauri
Vihman, PhD student/junior researcher, Ameer Shalabi, PhD student/junior researcher, Mohammad
Hasan Ahmadilivani, PhD student/junior researcher, Heidari Iman Mohammadreza, PhD
student/junior researcher

Keywords:
Nanoelectronics design, reliability, security, verification and test; multi-/many-core systems;
reliability of neural network accelerators.

Expertise:

The research at the Centre for Dependable Computing Systems covers a wide range of topics in the
areas of design, reliability, security, verification and testing of nanoelectronic systems (including
multi-/many-core systems and neural network accelerators). The main research activities in 2021 were
the following:

* Hardware security (cooperation with TU Delft, LIRMM/University of Montpellier, Airbus, Frankfurt
UAS, Intrinsic-1D, Riscure);

* Embedded neural network accelerators (Milardalen University, Tartu University, Fraunhofer IKS,
Philips, Siemens);

« Cross-layer resilience in sensor networks (cooperation: Testonica Lab OU);

* Verification (assertion mining) (cooperation: EPFL/Lausanne, TU Hamburg, DLR);

* Diagnostic test generation and microprocessor testing (cooperation: Politecnico di Torino);

Most significant projects:

e VFP17093 “RESCUE ETN - Interdependent Challenges of Reliability, Security and Quality in
Nanoelectronic Systems Design”, 2017-2021

e VFP20015 "Secure and Assured Hardware: Facilitating ESTonia's Digital Society”, 2021-2023

e TAR16013 “Estonian Centre of Excellence in ICT Research”, 2016-2023

e AR20013IA “Real-time building performance audit”, 2021-2023

e VFP19054 "SMARTA4ALL - Selfsustained Cross Border Customized Cyberphysical System
Experiments for Capacity Building Among European Stakeholders", 2020—2023

e VFP17095 "TETRAMAX - TEchnology TRAnsfer via Multinational Application eXperiments”,
2017-2021

Most significant publications:
e Kerner, Madis; Tammemae, Kalle; Raik, Jaan; Hollstein, Thomas (2021). Triple Fixed-Point
MAC Unit for Deep Learning. Design Automation and Test in Europe Conference (DATE).
IEEE.
e Ghasempouri, Tara; Raik, Jaan; Paul, Kolin; Reinbrecht, Cezar; Hamdioui, Said; Mottagiallah,
(2021). Verifying cache architecture vulnerabilities using a formal security verification flow.
Microelectronics Reliability, 119, 114085. DOI: 10.1016/j.microrel.2021.114085.
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e Vihman, L.; Kruusmaa; M.; Raik, J. (2021). Systematic Review of Fault Tolerant Techniques
in Underwater Sensor Networks. Sensors, #3264. DOI: 10.3390/521093264.
The centre has been the initiator of several pan-European actions. Currently it contributes to a newly
launched Horizon2020 Twinning Action SAFEST. We are also partners in the national ICT centre of
research excellence EXCITE. Two PhD theses were defended within the research group in 2021.

The research of the centre is related to the following Academic Development Plan priority areas:
e Dependable IT solutions;
e Smart and energy-efficient environments.

The activities of the research group are related to the following research areas:
e CERCS: T171 Microelectronics; T120 Systems engineering, computer technology; P176
Artificial intelligence.

The most significant awards for the research group members in 2021:
e Jaan Raik, The Global Digital Governance Fellowship at Stanford University.

-Usaldusvaarsete arvutisiisteemide keskus

Keskuse juht: Jaan Raik, professor, +372 6202257, jaan.raik@taltech.ee

Akadeemiline personal: Gert Jervan, professor, Peeter Ellervee, professor, Thomas Hollstein,
kaasatud professor, Masoud Daneshtalab, kaasatud professor, Raimund-Johannes Ubar,
emeriitprofessor, Aleksander Sudnitsdn, dotsent, Kalle Tammemaée, dotsent, Tara Ghasempouri,
vanemteadur, Behrad Niazmand, teadur, Madis Kerner, doktorant-nooremteadur, Lauri Vihman,
doktorant-nooremteadur, Ameer Shalabi, doktorant-nooremteadur, Mohammad Hasan Ahmadilivani,
doktorant-nooremteadur, Heidari Iman Mohammadreza, doktorant-nooremteadur

Voétmesonad:
nanoelektroonika projekteerimine, tookindlus, turvalisus, verifitseerimine ja test; mitme- ja
paljutuumalised siisteemid; narvivorkude kiirendid.

Kompetentsid:

Usaldusvéiérsete arvutisiisteemide keskuse uurimist6d pohisuunad hdlmavad laia teemade ringi
digitaalsiisteemide (k.a. mitme- ja paljutuumalised silisteemid ja nérvivorkude kiirendid)
projekteerimise, usaldusvairsuse, turvalisuse, verifitseerimise ja testimise vallast.

Peamised uurimissuunad aastal 2021 holmasid:

e Riistvara turve (koostdd: Delfti TU, LIRMM/Montpellier, Airbus, Frankfurt UAS, Intrinsic-ID,

Riscure);

e Nirvivorkude riistvaralised kiirendid (koostdd: Milardaleni Ulikool, Tartu Ulikool);

e Kihiiilene usaldusviirsus sensorvorkudes (koostdd: Testonica Lab OU);

e Verifitseerimine (omaduste kaevandamine) (koost6d: EPFL/Lausanne, TU Hamburg, Saksa
kosmosekeskus DLR);

e Diagnostiline testigenereerimine ja mikroprotsessorite test (koost6d: Politecnico di Torino);
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Olulisemad teadusprojektid:
e VFP17093 “RESCUE ETN - Nanoelektroonika siisteemide usaldusvéérsuse, turvalisuse ja

vastastikuses soltuvuses olevad viljakutsed”, 2017-2021

VFP20015 "Turvaline ja kindel riistvara: Eesti digitaalse tihiskonna hiivanguks”, 2021-2023
TAR16013 “IT Tippkeskus EXCITE”, 2016-2023

AR20013IA “Hoone suutlikkuse audit reaalajas”, 2021-2023

VFP19054 "SMART4ALL - Kiiberfliisikaliste siisteemide piiriiilesed siisteemid Euroopa
huvigruppide vdimekuse arendamiseks", 2020—2023

VFP17095 "TETRAMAX - Tehnoloogiasiire 1dbi rahvusvaheliste eksperimentide", 2017-2021

Olulisemad publikatsioonid:

e Kerner, Madis; Tammemée, Kalle; Raik, Jaan; Hollstein, Thomas (2021). Triple Fixed-Point
MAC Unit for Deep Learning. Design Automation and Test in Europe Conference (DATE).
IEEE.

e Ghasempouri, Tara; Raik, Jaan; Paul, Kolin; Reinbrecht, Cezar; Hamdioui, Said; Mottagiallah,
(2021). Verifying cache architecture vulnerabilities using a formal security verification flow.
Microelectronics Reliability, 119, 114085. DOI: 10.1016/j.microrel.2021.114085.

e Vihman, L.; Kruusmaa; M.; Raik, J. (2021). Systematic Review of Fault Tolerant Techniques
in Underwater Sensor Networks. Sensors, #3264. DOI: 10.3390/s21093264.

Keskus on mitmete tile-Euroopaliste aktsioonide eestvedaja. Hetkel osaletakse Horisont2020
Twinning projektis SAFEST. Samuti ollakse partneriks teaduse tippkeskuses EXCITE. Aasta jooksul
kaitsti uurimisgrupis edukalt 2 doktoritodd.

Keskuse t66 on seotud jargmiste AAK prioriteetsete suundadega:

e Usaldusviarsed IT-lahendused, prof. J. Raik on suuna koordinatsioonikogu juht;
e Targad ja energiatdhusad keskkonnad.

Uurimisrithma tegevuse on seotud jargmiste teadusvaldkondadega:

e CERCS: T171 Mikroelektroonika; T120 Siisteemitehnoloogia, arvutitehnoloogia; P176
Tehisintellekt.

Uurimisruhma olulised tunnustused aastal 2021:

e Jaan Raik, The Global Digital Governance stipendium teadustodks Stanfordi
Ulikoolis.



Centre for Biorobotics

Head of the centre: Maarja Kruusmaa, Professor, +3725183074, maarja.kruusmaa@taltech.ee

Academic staff: Asko Ristolainen, senior researcher, researchers: Margit Egerer, Laura Piho,
Christian Meurer, Elizaveta Dubrovinskaya, doctoral students: Roza Gkliva, Mohamed Walid
Remmas, Simon Pierre Godon, non-academic members: Jaan Rebane, Andres Ernits, Kilian Ochs,
Jaanus Joasoo

The Centre for Biorobotics specializes in research and development of underwater robotics and
sensing. On the robotics side we are focusing on development of locomotion and control in underwater
and multiphase environments, where conventional land and underwater platforms are
underperforming. In connection with robotics, we are focusing on using bioinspired sensing methods
in combination with conventional tools to improve situational awareness and navigation performance
of our robots. Apart from robotics, we are also applying the bioinspired sensing methods in water flow
sensing in natural environments (rivers, coast etc.).

Keywords: underwater robotics and control, underwater sensing, locomotion in multiphase
environments, mapping and navigation

Competences:

Development and manufacturing of underwater robotic platforms
Robot locomotion and control in multi-phase environments
Underwater sensing with applications in natural e

Mapping and navigation of unstructured environments

Key achievements of 2021:

e PhD graduation of Christian Meurer, “State Estimation and Control for Small Low-Cost
Autonomous Underwater Vehicles”, supervisors Maarja Kruusmaa and Ulle Kotta

e Development and experiments with a novel robotic platform equipped with haptic sensing
within H2020 project ROBOMINERS (proof of concept demonstrated within MSc thesis:
Andreas Nagel “Blind Mapping and Localization for Small-Scale Mining Robots”)

e Deployments of sensors in field campaigns within MAMMAMIA project in Svalbard, in
project SolidShore in on the coast of Lithuania Klaipeda, successful pilot installation of water
quality monitoring network within KIK19013 project on the island state of Grenada

e 3 proposals of H2020 projects. Successful application of H2020 project ILIAD (Integrated
DigitaL Framework for Comprehensive Marltime DATA anD Information Services), starting
02.2022)

Affiliation of the research team to the TalTech Academic Development Plan priority areas:
e Valorisation of natural resources
e Dependable IT solutions

Field of research activity of the research group:

e CERCS: T121 Signal processing, T125 Automation, robotics, control engineering, T181
Remote sensing

Web page: https://taltech.ee/en/biorobotics/
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Biorobootika keskus

Keskuse juht: Maarja Kruusmaa, Professor, +3725183074, maarja.kruusmaa@taltech.ee

Akadeemiline personal: Asko Ristolainen, vanemteadur, teadurid: Margit Egerer, Laura Piho,
Christian Meurer, Elizaveta Dubrovinskaya, doktorandid: Roza Gkliva, Mohamed Walid Remmas,
Simon Pierre Godon, insenerid ja administratiivabi: Jaan Rebane, Andres Ernits, Kilian Ochs, Jaanus
Joasoo

Biorobootika keskus on spetsialiseerunud veealuse robootika ning andurite teadus-
arendustegevusele. Robootika poole pealt on rithma fookuseks liikumine ning selle kontroll vee all
ning mitmefaasilistes keskkondades, kohtades kus konventsionaalsed meetodid ei to6ta. Robootikast
lahtuvalt keskendume samuti bioloogiast inspireeritud tajuvdimete rakendamisele koos tavapiraste
robootikas kasutatavate anduritega, tostmaks meil arendatavate robotite navigeerimisvoimekust.
Lisaks robootikarakendustele, otsime oma arendatud bioloogiast inspireeritud sensoritele rakendusi
looduslike keskkondade hindamiseks (joed, rannikualad jne).

Votmesonad: allveerobootika ja juhtimismeetodid, veealused andurid, liikumine mitmefaasilistes
keskkondades, kaardistamine ja navigeerimine

Kompetentsid:

e Veealuste robotplatvormide arendus ja valmistamine

e Mitmefaasilistes keskkondades liikurmehanismide arendus ja kontroll

o Struktureerimata keskkondades kaardistamine ja navigeerimine

e Veealuste sensorite arendus ja rakendused

e Eksperimentaalne vedeliku diinaamika

Olulisemad saavutused aastal 2021:

e Christian Meureri doktorito6 kaitsmine teemal “State Estimation and Control for Small Low-
Cost Autonomous Underwater Vehicles”, juhendajad Maarja Kruusmaa ja Ulle Kotta

e Taktiilsete anduritega uudse robotplavormi arendus ja katsetamine H2020 projekti
ROBOMINERS raames (esitatud magistritoona Andreas Nageli poolt “Blind Mapping and
Localization for Small-Scale Mining Robots™)

e Andurite rakendamine vilikatsetes MAMMAMIA projekti raames Teravmégedel, Norras,
projekti SolidShore raames Leedu rannikul Klaipedas, edukas pilootkatse
veekvaliteedisensorite rakendamisel KIK19013 projekti raames Kariibimere saareriigis,
Grenadal

o 3 H2020 taotlust, millest 2 on hetkel hindamisel ning millest projekt ILIAD (Integrated
DigitaL Framework for Comprehensive Marltime DATA anD Information Services, algab
02.2022) ja sai rahastuse.

Uurimisriihma seotus AAK prioriteetse suunaga (kuni kaks olulisemat suunda):
e Keskkonnaressursside vdiristamine
e Usaldusvairsed IT lahendused
Uurimisriihma tegevusega seotud teadusvaldkond:
e CERCS: T121 Signaalitootlus, T125 Automatiseerimine, robootika, juhtimistehnika, T181
Kaugseire

Koduleht: https://taltech.ee/en/biorobotics/
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Centre for Environmental Sensing and Intelligence

Head of the centre: Assoc. Prof. Jeffrey A. Tuhtan, jeffrey.tuhtan@taltech.ee

Academic staff: Gert Toming, researcher, doctoral students: Cecilia Monoli, Lizaveta Miasayedava,
Jurgen Soom, Konstantin Bilozor, Ali Hassan Khan , researcher (postdoctoral fellow): Elizaveta
Dubrovinskaya, non-academic staff: Andres Ernits, Jaan Rebane, Vishwajeet Pattanaik,

The Centre for Environmental Sensing and Intelligence is specialized in the development and
deployment of rugged multi-modal sensors for measurement in extreme environments, data-driven
modelling and eco- and ethohydraulics. In a world where decisions are made based on available
information, it makes sense to improve the quality and reliability of environmental information.

Keywords: hydropower, underwater sensing, computer vision, open government data

Core competences:

e Underwater sensing in extreme environments including hydropower turbines, rivers,
coastlines and glaciers

e Real-time signal processing for rugged and reliable multi-modal autonomous sensors

e Data-driven modeling and assimilation of outdoor sensor network data with numerical
models

e Eco- and ethohydraulic sensing and modelling, with a focus on fish and hydropower

e Underwater multispectral cameras and automated vision methods for detection and
tracking in adverse environments

Key achievements in 2021:

e A total of 10 publications were accepted/published in 2021, one book “Ethohydraulics” was
published by Springer in German, the English version is slated for publication in 2022. The
publications are in Q1 journals and leading conferences, featuring our collaboration with
global hydropower providers (Verbund, TIWAG) and manufacturers (Voith, Andritz).

e Awarded two German national tenders to develop and implement large-scale computer vision
system for automatically counting 30 species of freshwater fish.

e Contracted by European energy companies for conducting and training on the use of TalTech
underwater sensors including EDF, BKW and TIWAG as well as the public sector Belgian
INBO and the UK Environment Agency.

e Continued effort to seek funding, with 15 proposals submitted to different programs and
frameworks: Industrial Research (11), ETAg POC (1), ETAg PRG (1) and HE (2). The
combined budget is in the order of 6M EUR. Members of the Centre are the Pls/coordinators
in 12 of these proposals.

Affiliation of the research team to the TalTech Academic Development Plan priority areas:
e Smart and energy efficient environments
e Dependable IT solutions
e Valorisation of resources
Field of research activity of the research group:
e CERCS: T121 Signal processing, T110 Instrumentation technology, T270 Environmental
technology, pollution control

Website: https://taltech.ee/en/research-groups-DCS#p53933
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Keskkonnaseire tehnoloogiate keskus

Keskuse juhataja: Kaasprofessor Jeffrey A. Tuhtan, jeffrey.tuhtan@taltech.ee

Akadeemiline personal: Gert Toming, teadur, Vishwajeet Pattanaik, doktorandid: Cecilia Monoli,
Lizaveta Miasayedava, Jiirgen Soom, Konstantin Bilozor, Ali Hassan Khan, teadur/jareldoktor
Elizaveta Dubrovinskaya, mitteakadeemiline personal: Andres Ernits, Jaan Rebane

Keskkonnaseire tehnoloogiate keskus on spetsialiseerunud ekstreemsetes keskkondades modtmisteks
moeldud vastupidavate multimodaalsete sensorite arendamisele ja kasutamisele, andmepohisele
modelleerimisele ning 6ko- ja etohiidraulikale. Maailmas, kus otsuseid tehakse kéttesaadava teabe
pohjal, on maistlik parandada keskkonnateabe kvaliteeti ja usaldusvéérsust.

Mirksonad: hiidroenergia, allveeseire, arvutindgemine, avatud valitsuse andmed

Pohipidevused:

e Veealune mdotmine ekstreemsetes keskkondades, sealhulgas hiidroelektrijaamades,
jogedes, rannikualadel ja liustikes.

e Reaalajas signaalitootlus vastupidavate ja usaldusvaérsete mitmemodaalsete
autonoomsete sensorite jaoks

¢ Andmepdhine modelleerimine ja vilisandurite vorgu andmete assimileerimine
numbriliste mudelitega

e Oko- ja etohiidrauliline mddtmine ja modelleerimine, keskendudes kaladele ja
hiidroenergiale.

e Veealused multispektraalsed kaamerad ja automatiseeritud ndgemismeetodid
tuvastamiseks ja jalgimiseks ebasoodsas keskkonnas

Peamised saavutused aastal 2021:

Kokku vdeti vastu/avaldati 2021. aastal 10 publikatsiooni, iiks raamat "Ethohydraulics" ilmus
saksa keeles Springeris, ingliskeelne versioon peaks ilmuma 2022. aastal. Viljaanded on
avaldatud Q1 ajakirjades ja juhtivatel konverentsidel, kus kajastub meie koost66 globaalsete
hiidroenergia pakkujate (Verbund, TIWAGQG) ja tootjatega (Voith, Andritz).

Voitsime kaks Saksamaa riigihanget, et to6tada vélja ja rakendada suuremahuline
masinndgemissiisteem 30 magevee kalaliigi automaatseks loendamiseks.

Euroopa energiaettevotete, sealhulgas EDFi, BKW ja TIWAGI ning avalikus sektoris Belgia
INBO ja Uhendkuningriigi keskkonnaagentuuriga sdlmitud lepingud TalTechi veealuste
andurite kasutamiseks ja vastavaks koolitamiseks.

Jatkuvad joupingutused rahastamise otsimiseks, kusjuures erinevatele programmidele ja
raamistikele on esitatud 16 ettepanekut: To6stusuuringud (11), ETAg POC (1), ETAg PRG
(1) ja HE (3). Kombineeritud eelarve on suurusjérgus 6 miljonit eurot. Keskuse liikmed on 12
taotluse juhtivteadlased/koordinaatorid.

Uurimisrithma seotus AAK prioriteetse suunaga:

Targad ja energiatdhusad keskkonnad
Keskkonnaressursside vaaristamine
Usaldusvaérsed IT lahendused

Uurimisriihma tegevusega seotud teadusvaldkond:

CERCS: T121 Signaalitdotlus, T110 Instrumentatsioonitehnoloogia, T270
Keskkonnatehnoloogia, reostuskontroll

Veebileht: https://taltech.ee/en/research-groups-DCS#p53933
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Centre for Intelligent Systems

Head of the centre: Eduard Petlenkov, professor , eduard.petlenkov@taltech.ee

Academic staff, members: Kristina Vassiljeva, Aleksei Tepljakov, Komeil Nosrati, Kadri Umbleja,
Ahmet Kose, Vitali Vansovits, doctoral students: Andrei Maalberg, Maksimilian Tarasevich, Saleh
Ragheb Saleh Alsaleh, Abiodun Emmanuel Onile, Olutosin Ajibola Ademola, Hossein
Alimohammadi, Vjatseslav Skiparev, Azer Ramazanli

Our core competences are:
e Modelling, control, and analysis of complex nonlinear dynamic systems;
e Computational Intelligence based algorithms: Artificial Neural Networks, Genetic Algorithms,

Fuzzy Logic, etc.;

Self-learning and adaptation methods in control systems;

Fractional-order modelling and control;

Distributed control systems;

Data analysis;

Development of research software;

Virtual and Augmented Reality applications;

Digital twins;

Energy efficient control,

Buildings automation, modelling and performance analysis.

The research group focuses on development and implementation of novel efficient control techniques
for Industry 4.0 applications based on the combination of classical industrial controllers with
computational intelligence methods and knowledge based reasoning.

Key words: control, modelling of dynamic systems, computational intelligence, machine learning,
adaptive and self-learning systems, extended reality, digital twins, energy efficient control.

In 2021 the research group has published 22 research papers (11 articles 1.1 and 11 papers 3.1
according to ETIS classificator), participated in the following R&D projects:
e Intelligent Control Systems for Industry 4.0
e University Business Cooperation for Promoting Virtual, Augmented and Mixed Reality
Applications within Small and Medium-sized Manufacturing Companies
e Energy flexilibilty service pilot project
e Automated machine learning and rule-based methods for fault detection of air handling units
to increase their efficiency.
e Fractional-order systems; analysis, synthesis and their importance for future design.
e Monte-Carlo analysis of the spreading rate of a virus as a function of human mobility and social
distancing
e Applied research for creating a cost-effective interchangeable 3D spatial data infrastructure
with survey-grade accuracy
¢ Virtual Labs for Digital Engineering Education
e Smart City Center of Excellence: Real-Time Building Performance Audit (DigiAudit).

Affiliation of the research team to the TalTech Academic Development Plan priority areas:
e Smart and energy efficient environments
e Dependable IT solutions
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Field of research activity of the research group:

e CERCS: P170 Computer science, numerical analysis, systems, control, P176 Atrtificial
intelligence

Homepage: https://is-centre.eu/

Arukate siisteemide keskus

Keskuse juht: Eduard Petlenkov, professor, eduard.petlenkov@taltech.ee

Akadeemiline koosseis: lilkmed: Kristina Vassiljeva, Aleksei Tepljakov, Komeil Nosrati, Kadri
Umbleja, Ahmet Kdose, Vitali Vansovits, doktorandid: Andrei Maalberg, Maksimilian Tarasevich,
Saleh Ragheb Saleh Alsaleh, Abiodun Emmanuel Onile, Olutosin Ajibola Ademola, Hossein
Alimohammadi, Vjatseslav Skiparev, Azer Ramazanli

Arukate slisteemide keskuse pohikompetentsideks on:

e Keeruliste diinaamiliste siisteemide modelleerimine ja juhtimine;
Murrulistel tuletistel pdhinevad mudelid ja juhtimisalgoritmid;
Teadustarkvara arendus;

Isedppimise ja adapteerimise meetodid juhtimissiisteemides;

Tehisintellekti meetodid - tehisnarvivorgud, hdagus loogika, geneetilised algoritmid,
Hajusjuhtimissiisteemid;

Andmeanaliiiis;

Virtuaal- ja liitreaalsuse rakendused:;

Digitaalsed kaksikud;

Energiaefektiivne juhtimine;

Hoonete tehnosiisteemide juhtimine, modelleerimine ja analiiiis.

Uurimisgruppi pohifookuseks on uute efektiivsete juhtimismeetodite véljatdotamine ja
realiseerimine uue polvkonna toostuse (To0stus 4.0) rakendustes, uurimistod baseerub klassikaliste
toostuskontrollerite integreerimisel teadmispohiste meetoditega.

Votmesonad: juhtimissiisteemid, diinaamiliste siisteemide modelleerimine, tehisintellekti meetodid,
masindpe, adaptiivsed ja isedppivad siisteemid, liitreaalsus, digitaalsed kaksikud, energiaefektiivne
juhtimine.

Uurimisgrupp avaldas 2021.aastal 22 teaduspublikatsiooni (11 ajakirjaartiklit - ja 11 artiklit
konverentside kogumikes - 3.1 ETIS-e klassifikaatori jargi) ja osales jargmistes teadusprojektides:
e Arukad juhtimismeetodid Todstus 4.0 jaoks
e Ulikoolide ja ettevdttete koostddvorgustik virtuaalse-, tiiendatud- ja liitreaalsuse
edendamiseks viikestes ja keskmistes tootmisettevotetes
e Energiatarbimise juhtimise paindlikkustoote pilootprojekt
e Murrulised siisteemid: analiiiis, siintees ja nende téhtsus tuleviku disaini jaoks.
e Masindppel ja reeglipohisel veatuvastusel pohinevad automaatsed meetodid
ventilatsiooniseadmete efektiivsuse suurendamiseks
e Viiruse levimiskiiruse Monte-Carlo analiiiis sdltuvuses inimeste mobiilsusest ja sotsiaalsest
distantseerumisest


https://is-centre.eu/
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Kuluefektiivse iihildatava geodeetilise tdpsusega 3D ruumiandmete taristu loomise
rakendusuuring

e Digitaalse insenerihariduse virtuaalsed laborid
e Targa linna tippkeskus: DigiAudit

Uurimisrithma seotus AAK prioriteetse suunaga:
e Targad ja energiatohusad keskkonnad
e Usaldusviirsed IT lahendused
Uurimisrithma tegevusega seotud teadusvaldkond:

e CERCS: P170 Arvutiteadus, arvutusmeetodid, slisteemid, juhtimine
(automaatjuhtimisteooria), P176 Tehisintellekt

Veebileht: : https://is-centre.eu/
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Centre for Hardware Security

Head of the centre: Professor Samuel Pagliarini, samuel.pagliarini@taltech.ee

Academic staff: doctoral students: Antonio Felipe Costa de Almeida, Malik Imran, Tiago Diadami
Perez, Zain Ul Abideen, Mohammad Eslami, postdoctoral fellows: Mahdieh Grailoo, Levent
Aksoy, Muayad Aljafar

The Centre for Hardware Security conducts research in all applied aspects of Hardware Security:
our aim is to validate security techniques in real silicon. The Centre's research on integrated circuit
(IC) design, electronic design automation (EDA), and cryptographic hardware enables trustworthy IC-
based systems to be built. Threats such as Hardware Trojans, reverse engineering, circuit
(de)obfuscation, IP piracy, IC overbuilding, side-channel attacks, etc., are addressed through an array
of technical countermeasures.

Keywords: hardware security, trustworthy integrated circuits, ASICs, crypto hardware, obfuscation

Core competences:

e Design of Application Specific Integrated Circuits
Circuit obfuscation by design partitioning and locking
Trustworthy electronic design automation tooling (from RTL to layout)
Countermeasures to reverse engineering, side-channel attacks, and piracy
Crypto hardware, including conventional and post-quantum cryptography

Key achievements in 2021:

e Accepted paper at one of the best conferences in the field with the title “G-GPU: A Fully-
Automated Generator of GPU-like ASIC Accelerators”. This paper has been nominated for a
best paper award at DATE’22

e Atotal of 13 publications were accepted/published in 2021. The publication venues are
important conferences of the area (DATE, ASP-DAC, ISCAS, ASHES, etc.)

e Fabrication of two integrated circuits designed by students of the Centre

e Organization of a summer school and a workshop in the context of the H2020 SAFEST
project

e Continued effort to seek funding, with a total of 6 proposals submitted to different programs
and frameworks: ERC COG, ETAg PSG, ETAg PRG, MSCA, ESA, and HE. The combined
budget is in the order of 8M EUR. Members of the Centre are the Pls/coordinators in five of
these proposals.

The research of the centre is related to the following Academic Development Plan priority areas:
e Dependable IT solutions;
e Smart and energy-efficient environments.

The activities of the research group are related to the following research areas:
e CERCS: T171 Microelectronics; T170 Electronics; T120 Systems engineering, computer
technology.

Website: https://taltech.ee/en/centre-for-hardware-security
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Riistvara turvalisuse keskus

Keskuse juht: Samuel Nascimento Pagliarini, samuel.pagliarini@taltech.ee

Akadeemiline koosseis: doktorandid: Antonio Felipe Costa de Almeida, Malik Imran, Tiago
Diadami Perez, Zain Ul Abideen, Mohammad Eslami, jareldoktorid: Mahdieh Grailoo, Levent
Aksoy, Muayad Aljafar

Riistvara turvalisuse keskus viib 1abi uuringuid kdigis riistvara turvalisuse rakenduslikes
aspektides: meie eesmark on turvalisuse valideerimise tehnikad reaalsetes ranikiipides. Keskuse
uurimistdo integraalskeemide projekteerimise, elektroonilise projekteerimise automatiseerimise
(EDA) ja kriiptograafilise riistvara vallas voimaldab luua usaldusvéirseid riistvarapohiseid siisteeme.
Ohud nagu riistvara troojalased, pdordprojekteerimine, integraalskeemi paigutuse higustamine, IP-
piraatlus, integraalskeemide tiletootmine, kiilgkanali riinnakud jne lahendatakse mitmesuguste
tehniliste vastumeetmete abil.

Votmesonad: riistvara turvalisus, usaldatavad kiibid, rakendusspetsiifilised integraalliilitused,
riistvara kriiptomoodulid, integraalliilituste higustamise (obfuskeerimise) meetodid

Pohikompetentsid:
o Rakendusspetsiifiliste integraalliilituste projekteerimine
e Integraalskeemi paigutuse hdgustamine projekti tiikkeldamise teel (Split-Chip ja Split-Fab)
e Usaldusviirse elektroonilise projekteerimise automatiseerimise toovoog (alates RTL-ist kuni
paigutuseni)
e Vastumeetmed pdordprojekteerimisele, kiilgkanali riinnakutele ja piraatlusele
o Kiriipto-riistvara, k.a. konventsionaalne ja postkvantkriiptograafia.

Votmetulemused 2021 aastal:

e Aktsepteeritud publikatsioon antud valdkonna parimal konverentsil. Publikatsioon “G-GPU:
A Fully-Automated Generator of GPU-like ASIC Accelerators” on nomineeritud parima
publikatsiooni hulka konverentsil DATE’22;

e 2021. aastal aktsepteeriti/ publitseeriti kokku 13 publikatsiooni. Publitseeriti antud valdkonna
tahtsatel konverentsidel (DATE, ASP-DAC, ISCAS, ASHES jne)

e Kahe integraalskeemi valmimine, mille on vélja to6tanud keskuse {ilidpilased,;

e Suvekooli ja todtoa organiseerimine projekti H2020 SAFEST raames;

e Jitkuvad joupingutused rahastamise otsimisel, erinevatele programmidele ja raamistikele
esitati kokku 6 taotlust: ERC COG, ETAg PSG, ETAg PRG, MSCA, ESA ja HE.
Kogueelarve on suurusjiargus 8 miljonit eurot. Keskuse liikkmed on viies neist taotlustes
koordinaatorid.

Keskuse t66 on seotud jargmiste AAK prioriteetsete suundadega:
e Usaldusvéarsed IT-lahendused,;
e Targad ja energiatohusad keskkonnad.

Uurimisrithma tegevuse on seotud jargmiste teadusvaldkondadega:
e CERCS: T171 Mikroelektroonika; T170 Elektroonika, T120 Siisteemitehnoloogia,.

Koduleht https://taltech.ee/en/centre-for-hardware-security
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Centre for Trustworthy and Efficient Computing Hardware (TECH)

Head of the centre: Maksim Jenihhin, Tenured Associate Professor, +372 620 2262,
maksim.jenihhin@taltech.ee

Academic staff: Artur Jutman, researcher, Sergei Devadze, researcher, Anton TSertov, researcher,
Foisal Ahmed, researcher, postdoctoral fellow, Dadmehr Rahbari, researcher, associated postdoctoral
fellow, PhD students: Hardi Selg, Mahdi Taheri, Natalia Cherezova, Xinhui Lai, Ahmet Cagri
Bagbaba, Aneesh Balakrishnan, non-academic members: Dmitri Mihhailov, Igor Aleksejev,
Konstantin Shibin, Sergei Odintsov

The Research Centre focuses on cross-layer reliability and self-health awareness technology for
tomorrow's complex intelligent autonomous systems and loT edge devices in Estonia and EU. The
team studies advanced cyber-physical systems characterized by their heterogeneity and the emerging
computing architectures employing Al-based autonomy. The centre generates knowledge to equip
engineers with design-phase solutions and in-field instruments for industry-scale systems to facilitate
system’s crashless operation.

Keywords: hardware design, cost-efficient computing, trust-efficient computing, reliability,
functional safety, system health awareness, predictive maintenance, embedded systems, intelligent
autonomous systems, machine learning.

Core competences:
e Hardware design
o VHDL and Verilog designs
o EDA tools (Cadence, Siemens, Synopsys platforms)
o Application-specific computing platforms (Unmanned Aerial Vehicles)
e FPGA-based solutions and methodologies
o FPGA SoCs (Zynq, CycloneV)
o EDA tools (Xilinx Vivado, Altera/Intel Quartus, Lattice Diamond)
e Software and embedded SW development
o Bare-metal applications, bootloaders, Linux drivers and Userspace applications,
o Petalinux, Yocto, FreeRTOS and embedded SDKs, ELDK
e Cross-layer reliability and fault management
o ML-based solutions
o Functional Safety (15S026262)
e Test strategy development and troubleshooting instrumentation
o JTAG/IJTAG based solutions (standards IEEE-1149.1, IEEE-1149.6, IEEE-1687)

Selected projects in 2021:
e VFP17093  (Coord. M. Jenihhin) “RESCUE ETN - Interdependent Challenges of
Reliability, Security and Quality in Nanoelectronic Systems Design” (2017-2021)
o M. Jenihhin, X. Lai, A. Balakrishnan, A.C. Bagbaba
e EITSA18018 "Research measure of IT Academy programme for 2018-2022: Internet of
Intelligent Things™ (2018-2023)
o M. Jenihhin, F. Ahmed, D. Rahbari, N. Cherezova, M. Taheri
e PRG780 "Preparing the CMS experiment for high luminosity operations through trigger
improvements” (2020-2024)
o S. Devadze, D. Mihhailov



e AR?20005 "European Spallation Source ERIC instrumentide kavandamine, projekteerimine ja
ehitamine ning rakendamine teaduslikeks uuringuteks (ESSource) (2021)
o A.Jutman, A. TSertov, I. Aleksejev, K. Shibin, S. Odintsov
e TalTech Rector's fund project "Satelite on-board software™ (2021)
o A. TSertov
e TARI16013 “Estonian Centre of Excellence in ICT Research”, (2016-2023)
o M. Jenihhin, A. Jutman

Outstanding research results in 2021:

e D. Rahbari, M. M. Alam, Y. L. Moullec and M. Jenihhin, "Fast and Fair Computation
Offloading Management in a Swarm of Drones Using a Rating-Based Federated Learning
Approach,” in IEEE Access, wvol. 9, pp. 113832-113849, 2021, doi:
10.1109/ACCESS.2021.3104117. (1.1 publication)

e H. Selg, M. Jenihhin and P. Ellervee, "JANES: A NAS Framework for ML-based EDA
Applications,” 2021 IEEE International Symposium on Defect and Fault Tolerance in VLSI
and Nanotechnology Systems (DFT), 2021, pp. 1-6, doi: 10.1109/DFT52944.2021.9568321.
(3.1 publication)

e X. Lai, T. Lange, A. Balakrishnan, D. Alexandrescu and M. Jenihhin, "On Antagonism
Between Side-Channel Security and Soft-Error Reliability in BNN Inference Engines,"” 2021
IFIP/IEEE 29th International Conference on Very Large Scale Integration (VLSI-SoC), 2021,
pp. 1-6, doi: 10.1109/VLSI-SoC53125.2021.9606981. (3.1 publication)

e F. A. da Silva, A. Cagri Bagbaba, S. Hamdioui and C. Sauer, "An automated formal-based
approach for reducing undetected faults in ISO 26262 hardware compliant designs,” 2021
IEEE International Test Conference (ITC), 2021, pp. 329-333, doi:
10.1109/1TC50571.2021.00047. (3.1 publication)

e |. Aleksejev "Got a Xilinx RFSoC? How to test the board?! A satellite case study", Nordic Test
Forum 2021, Gothenburg, Sweden, on Nov 30th — Dec 1st, 2021. (3.5 publication)

e (MSc thesis) N. Cherezova (supervisors: A. Jutman and D. Mihhailov) "HLS-based
Optimization of Tau Triggering Algorithms for LHC@CERN Application™, June 2021.

Affiliation of the research team to the TalTech Academic Development Plan priority areas:
e Dependable IT solutions
e Smart and energy efficient environments

Field of research activity of the research group:
e CERCS: T171 Microelectronics; T120 Systems engineering, computer technology; P176
Acrtificial intelligence.

Honours/awards of the research group members at national/international level for the past year
e Award: Outstanding Student Research Paper, 2021:
A. Balakrishnan, G. C. Medeiros, C. C. Giirsoy, S. Hamdioui, M. Jenihhin and D.
Alexandrescu, "Modeling Soft-Error Reliability Under Variability," 2021 IEEE International
Symposium on Defect and Fault Tolerance in VLSI and Nanotechnology Systems (DFT), 2021,
pp. 1-6, doi: 10.1109/DFT52944.2021.9568295

Participation of the research group members in the activities of international R&D
organizations, membership of foreign academies in 2021:

e Prof. Maksim Jenihhin - Program Chair for IEEE DDECS 2022

e Prof. Maksim Jenihhin - Executive Committee member for DATE 2022



e Dr. Artur Jutman - Executive Committee member for Nordic Test Forum 2021

Tookindla arvutusriistvara keskus (TARK)

Uurimisrithma juht: Maksim Jenihhin, kaasprofessor tenuuris, +372 620 2262,
maksim.jenihhin@taltech.ee

Akadeemiline koosseis: Artur Jutman, teadur, Sergei Devadze, teadur, Anton TSertov, teadur, Foisal
Ahmed, teadur, jareldoktor, Dadmehr Rahbari, teadur, kaasjuhendamisel jareldoktor, doktorandid:
Hardi Selg, Mahdi Taheri, Natalia Cherezova, Xinhui Lai, Ahmet Cagri Bagbaba, Aneesh
Balakrishnan, mitteakadeemilistel ametikohtadel to6tavad litkkmed: Dmitri Mihhailov, Igor Aleksejev,
Konstantin Shibin, Sergei Odintsov

Uurimiskeskuse fookuses on adaptiivne kihtideiilese tookindluse ja enesetervise teadlikkuse
tehnoloogia homsete arukate autonoomsete siisteemide ja virkvdrgu jaoks Eestis ja Euroopas.
Teadusriihm uurib kiiberfuiiisikaliste siisteemide alusarvutusriistvara toetades nende siisteemide
heterogeensust ja tehisintelligentsusel pohinevat autonoomsust. Keskuses loodud teadmised pakuvad
inseneridele disainilahendusi ja kohapealset instrumentaariumi too6stuslike siisteemide tdrgete
haldamiseks.

Votmesonad: arvutusriistvara projekteerimine, ressursside tdhus arvutus, todkindlus, funktsionaalne
ohutus, sisteemi enesetervise teadlikkus, ennustav hooldus, sardsiisteemid, arukad autonoomsed
slisteemid, masindpe.

Uurimisriihma kompetentsid:
e arvutusriistvara projekteerimine
o VHDL ja Verilog projektid
o Projekteerimise keskkonnad (Cadence, Siemens-Mentor, Synopsys)
o Rakendusspetsiifilised arvutusplatvormid (Mehitamata dhusdidukid ehk droonid)
e FPGA-pohilised lahendused ja metodoloogiad
o FPGA siisteemkiibid (Zyng, CycloneV)
o Projekteerimise keskkonnad (Xilinx Vivado, Altera/Intel Quartus, Lattice Diamond)
e Tarkvara ja sardtarkvara arendus
o Paljasmetalli rakendused, buudilaadurid, Linux draiverid ja Userspace rakendused
o Operatsioonisiisteemid Petalinux, Yocto, FreeRTOS ja tarkvaraarenduskomplektid
(SDK, ELDK)
e Kihtideiilene tookindlus ning rikete haldus
o masindppepdhised lahendused
o funktsionaalne ohutus (standard 1SO26262)
e Testi ja torkeotsingu instrumendid
o JTAG/UUTAG pohised lahendused (standardid IEEE-1149.1, IEEE-1149.6, IEEE-1687)

Olulised projektid:
e VFP17093  (koord. M. lJenihhin) “RESCUE ETN - Interdependent Challenges of
Reliability, Security and Quality in Nanoelectronic Systems Design” (2017-2021)
o M. Jenihhin, X. Lai, A. Balakrishnan, A.C. Bagbaba



e EITSA18018 " IT Akadeemia programmi IKT teaduse toetusmeede perioodiks 2018-2022:
tarkade asjade internet™ (2018-2023)
o M. Jenihhin, F. Ahmed, D. Rahbari, N. Cherezova, M. Taheri
e PRG780" CMS eksperimendi ettevalmistamine kdrge heledusega tooperioodil 14bi triggeri
uuenduste (CERN)" (2020-2024)
o S. Devadze, D. Mihhailov
e AR20005 ,,Euroopa NeutronkiirguseAllikas“— arendusprojektid ESS kiirendi jaoks
(ESSource) (2021)
o A.Jutman, A. TSertov, I. Aleksejev, K. Shibin, S. Odintsov
e TalTech Rektori fondi projekt "Satelliitide parda-tarkvara” (2021)
o A. TSertov
e TARI16013 “Estonian Centre of Excellence in ICT Research” (2016-2023)
o M. Jenihhin, A. Jutman

Viljapaistvad teadustulemused aastal 2021:

e D. Rahbari, M. M. Alam, Y. L. Moullec and M. Jenihhin, "Fast and Fair Computation
Offloading Management in a Swarm of Drones Using a Rating-Based Federated Learning
Approach,” in IEEE Access, vol. 9, pp. 113832-113849, 2021, doi:
10.1109/ACCESS.2021.3104117. (1.1 publikatsioon)

e H. Selg, M. Jenihhin and P. Ellervee, "JANES: A NAS Framework for ML-based EDA
Applications,” 2021 IEEE International Symposium on Defect and Fault Tolerance in VLSI
and Nanotechnology Systems (DFT), 2021, pp. 1-6, doi: 10.1109/DFT52944.2021.9568321.
(3.1 publikatsioon)

e X. Lai, T. Lange, A. Balakrishnan, D. Alexandrescu and M. Jenihhin, "On Antagonism
Between Side-Channel Security and Soft-Error Reliability in BNN Inference Engines,” 2021
IFIP/IEEE 29th International Conference on Very Large Scale Integration (VLSI-SoC), 2021,
pp. 1-6, doi: 10.1109/VLSI-SoC53125.2021.9606981. (3.1 publikatsioon)

e F. A. da Silva, A. Cagri Bagbaba, S. Hamdioui and C. Sauer, "An automated formal-based
approach for reducing undetected faults in ISO 26262 hardware compliant designs,” 2021
IEEE International Test Conference (ITC), 2021, pp. 329-333, doi:
10.1109/1TC50571.2021.00047. (3.1 publikatsioon)

e |. Aleksejev "Got a Xilinx RFSoC? How to test the board?! A satellite case study"”, Nordic Test
Forum 2021, Gothenburg, Sweden, on Nov 30th — Dec 1st, 2021. (3.5 publikatsioon)

e (magistritod) N. Cherezova (supervisors: A. Jutman and D. Mihhailov) "HLS-based
Optimization of Tau Triggering Algorithms for LHC@CERN Application™, June 2021.

Uurimisrithma seotus AAK prioriteetse suunaga:
e Usaldusvéarsed IT-lahendused
e Targad ja energiatdhusad keskkonnad

Uurimisrithma tegevusega seotud teadusvaldkond:
e CERCS: T171 Mikroelektroonika; T120 Siisteemitehnoloogia, arvutitehnoloogia; P176
Tehisintellekt.

Uurimisrithma liikmete rahvusvahelisel ja riiklikul tasemel olulised tunnustused loppenud
aastal:
e Auhind: Parim tudengiartikkel, 2021:
A. Balakrishnan, G. C. Medeiros, C. C. Giirsoy, S. Hamdioui, M. Jenihhin and D.
Alexandrescu, "Modeling Soft-Error Reliability Under Variability," 2021 IEEE International




Symposium on Defect and Fault Tolerance in VLSI and Nanotechnology Systems (DFT), 2021,
pp. 1-6, doi: 10.1109/DFT52944.2021.9568295

Uurimisriihma liikmete osalus oluliste TA&I-ga seotud vilisorganisatsioonide toos 16ppenud
aastal:

e Prof. Maksim Jenihhin - Programmikommitee juht konverentsil IEEE DDECS 2022

e Prof. Maksim Jenihhin - Téitevkomitee liige DATE 2022

e Dr. Artur Jutman - Téitevkomitee liige Nordic Test Forum 2021



Embedded Al Research Lab

Head of the lab: Mairo Leier, mairo.leier@taltech.ee
Academic staff: Uljana Reinsalu, researcher, Karl Janson, researcher, PhD students: Jiirgen Soom,
Olutosin Ajibola Ademola, Henry Juhanson

The Embedded Al Research Lab focuses on developing and optimizing machine learning solutions
for the embedded systems. The laboratory collaborates internationally with research teams and
companies from the maritime, smart city, autonomous vehicles, and industrial automation sectors.
Main focus is on maritime and mobility solutions.

Core competencies:
o embedded hardware design and prototyping,
« machine learning model optimization for embedded hardware,
« hardware accelerators for edge computing,
« image and video processing on edge devices

Keywords: embedded machine learning, edge computing, embedded systems design, signal
processing

We have been involved the following projects during year 2021

e VA20069 — “ROROGREEN - Green RORO shipping through digital innovation”

e F21029 — “Developing a technology fro pre-programmed autonomous open-water tests for
vessels”

e AR20013 — “Smart City Center of Excellence”

e COVSGA4O0 - “Development of hospital carrier robot for the North Estonia Medical Centre”

e LITEE20122 —“ISC2PT - Intelligent Smart City and Critical Infrastructure Protection
Technologies”

e ARZ20013EM — “Future Transport Ecosystem Management Solution”

We have coordinated following research- and development projects in 2021:
e LIAEE20135 — “Prototype development of sensory of automatic malfunction detection for
industry doors”
e LIAEE21030 - “Development of automated remote management device of electric
appliances”

In 2021 the research group has published 2 research papers according to ETIS classificator:
1 article — 1.1, 1 paper - 3.1

Affiliation of the research team to the TalTech Academic Development Plan priority areas:
e Smart and energy-efficient environments.
e Dependable IT solutions

Field of research activity of the research group:
e CERCS: T120 Systems engineering, computer technology; P176 Artificial intelligence.

Homepage: https://iot.ttu.ee
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Sardtehisintellekti labor

Labori juht: Mairo Leier, mairo.leier@taltech.ee
Liikmed: Uljana Reinsalu, teadur, Karl Janson, teadur, doktorandid: Jiirgen Soom, Olutosin Ajibola
Ademola, Henry Juhanson

Sardtehisintellekti labor keskendub masindppe lahenduste arendamisele sardsiisteemides. Labor teeb
rahvusvaheliselt koost6dd nii merenduse, meditsiini, targa linna, autonoomsete soidukite ja
toostusautomaatika teadusgruppide ja ettevotetega. POhifookus on merenduse ja mobiilsusega seotud
valdkonnad.

P6hikompetentsid:
o sardriistvara disain ja prototiilipimine,
e masindppemudelite optimeerimine sardriistvarale,
e mobiilsete sensorite arvutustehnoloogiad,
e pildi- ja videot66tlus sardriistvaral

Votmesonad: sardsiisteemide disain, sardtarkvara masindpe, signaalitdotlus

Uurimisgrupp osales 2021. aastal jargmistes teadus- ja arendusprojektides:

e VA20069 - “ROROGREEN — RORO laevanduse keskkonnasééstlikkus 18bi digitaalse
innovatsiooni”
F21029 — “Laevade eelseadistatud autonoomsete avaveekatsetuste tehnoloogia arendamine’
AR20013 — “Targa linna tippkeskus”
COVSGA40 - “Haigla transpordiroboti viljatd6tamine”
LITEE20122 — “Intelligentsed Targa Linna ja Kriitilise Infrastruktuuri Toimepidevuse
Tehnoloogiad II”
e ARZ20013EM — “Tuleviku transpordi dkoslisteemi lahendus”

b

Uurimisgrupp juhtis 2021. aastal jargmiseid teadus- ja arendusprojekte:
e LIAEE20135 — “Todstusustele automaatse rikke tuvastamise sensoorika véljatdotamine”
o LIAEE21030 — “Elektriliste kiittekehade automatiseeritud liilituste arendus”

Uurimisgrupp avaldas 2021. aastal 2 publikatsiooni ETISe klassifikaatori jargi:
1 article— 1.1, 1 paper - 3.1
Uurimisriihma seotus AAK prioriteetse suunaga:
e Targad ja energiatdhusad keskkonnad

e Usaldusvairsed IT-lahendused

Uurimisriihma tegevusega seotud teadusvaldkond:
e CERCS: T120 Siisteemitehnoloogia, arvutitehnoloogia; P176 Tehisintellekt.

Keskuse veebilehe info: https://iot.ttu.ee
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