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1 Introduction: Scope and aim of the thesis 
This dissertation examines the development of governance mechanisms for the digital 
state’s resilience against adverse cyber events.1 It aims to contribute to the emerging 
literature at the intersection of digital government (DG), cyber security, and resilience. 

Almost all governments today employ digital tools for their operations, service 
provision or citizen engagement. The use of information and communication 
technologies (ICTs) in DG has many benefits, such as enhancing the internal efficiency of 
government improving the quality of service delivery and increasing public participation 
(e.g. MacLean & Titah, 2022; Dwivedi et al., 2016; Rana et al., 2015; Gil-García & Pardo, 
2005). Yet, the interconnectedness of these same technologies makes them inherently 
vulnerable to adverse cyber events, which affect the confidentiality, integrity, and/or 
availability of IT systems, information, services, and processes (Austin, 2020; Romanosky, 
2016; Rose & Miller, 2020, pp. 253–254). Real-world incidents and the COVID-19 
pandemic have exposed the rising dependence on and simultaneous vulnerability of DG 
structures and services (Beduschi, 2021). 

Questions about securing DG and its core functions have become more relevant than 
ever (Janowski, 2015; ENISA, 2020b; Krimmer et al., 2015; Stevens, 2018). This is 
especially true for states with highly digitized democratic infrastructures like e-voting 
(Krimmer et al., 2007, 2015; Parycek et al., 2017). 

Hence, digital states and their government systems are increasingly exposed to cyber 
risks (Caldarulo et al., 2022; Norris et al., 2019; Romanosky, 2016, p. 124). Cyber risk,  
or information security risk, is a key concept of this thesis, which it defines as “the 
potential that threats will exploit vulnerabilities” of information asset(s) and thereby 
cause harm to an organization (ISO/IEC 27005, 2011) or other entities like individuals or 
a nation.  Cyber risks embody the complexity, transboundary nature, and uncertainty of 
contemporary security challenges (Kjærgaard Christensen & Liebetrau, 2019; Lagadec, 
2009; Perrow, 1999). They are uncertain in scope and scale, have an unprecedented 
speed of expansion and a high degree of diffusion. Therefore, this thesis understands 
cyber risks as what public policy scholars have labelled “wicked problems” (Lægreid & 
Rykkja, 2015, p. 476; Rittel & Webber, 1974). 

Uncertainty related to the probability and impact of IT security incidents makes 
assessments of cyber risks particularly challenging (Eggers & Le Blanc, 2021, p. 4; NIST, 
2012, p. 13; Strupczewski, 2021, p. 5). Their occurrence and timing are unpredictable,  
as they depend on often unknown and highly dynamic threats and vulnerabilities (ibid.). 
Adverse impacts can occur in both material forms, such as loss of physical or financial 
assets, and immaterial forms, such as harm to reputation or legitimacy. In interconnected 
IT infrastructures, cyber incidents can additionally cause cascading effects across 
technical, geographical, or functional borders (Agrafiotis et al., 2018, pp. 8–13; Dunn 
Cavelty, 2005, p. 259; Schneier, 2018), resulting in crises. 

The cyber security challenges grow every year, with the predicted cost of cybercrime 
to hit 8 trillion USD in 2023 (eSentire, 2022). Digital infrastructures of governments have 
become particularly vulnerable to cyber-attacks throughout the past years (Caldarulo  
et al., 2022; Norris et al., 2019; Romanosky, 2016, p. 124). One of the most imminent 

 
1 Following NIST (Cichonski et al., 2021), a cyber event is “any observable occurrence in a system 
or network”. Adverse cyber events are “events with a negative consequence”. Examples include 
“system crashes, packet floods, unauthori[s]ed use of system privileges, unauthori[s]ed access to 
sensitive data, and execution of malware that destroys data” (Cichonski et al., 2021, p. 15). 
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cases is the Russian war of aggression against Ukraine, which is accompanied by cyber 
attacks against the Ukrainian government and critical infrastructures (Google TAG et al., 
2023). Other cases of smaller scale in peace-time environments also abound. For example, 
in 2022, cyber ransomware attacks2 significantly compromised the functioning of 
Albanian (Hay Newman, 2022), Montenegrin (Reuters, 2022), and Costa Rican (Burgess, 
2022) government institutions and websites. Albania weighed invoking NATO’s Article 5 
collective defence clause over the cyber attack against its government, which cyber 
security experts attributed to Iran (Miller, 2022). Costa Rica declared a state of national 
emergency following the ransomware attack (Burgess, 2022). Local governments are also 
regularly affected by ransomware attacks, which interrupt their ability to provide public 
services to their citizens (Chokshi, Niraj, 2019; Spiegel, 2022a, 2022b). 

Earlier examples of cyber threats to critical public infrastructures include the global 
NotPetya worm in 2017 (Greenberg, 2018), attacks against elections in the United States 
in 2016 and in France in 2017 (Crootoft, 2018; Willsher & Henley, 2017), attacks against 
the Ukrainian power grid in 2015 (Greenberg, 2019), or the distributed denial of service 
(DDoS) attacks against Estonian government websites and institutions in 2007 (Lesk, 
2007; Ottis, 2008). Moreover, large-scale digital vulnerabilities can generate severe risks 
for public IT infrastructures, such as the so-called “Return of the Coppersmith Attack”–
vulnerability in computer chips implemented into millions of Estonian, Slovakian, and 
Spanish eID cards, and trusted platform modules distributed in computers worldwide  
(I, Nemec et al., 2017) or the “Log4j” vulnerability in the widely used Java library (CISA, 
2022). 

In response to the inevitability of cyber incidents, states and international organizations 
have identified “cyber resilience” as a policy priority (European Commission, 2020,  
pp. 29–34; G7 Presidency, 2022, p. 7; World Economic Forum, 2018). But how and 
through which mechanisms do governments and other non-governmental actors govern 
these risks and achieve greater cyber resilience? An exploration of this research topic 
requires an understanding of the key concepts of cyber resilience and governance 
mechanisms, which this thesis defines in the following two sub-sections. It then 
elaborates on the research gap concerning cyber security in DG, which this thesis aims 
to address, in the third sub-section. The final sub-section presents this thesis’ main and 
sub- research questions. 

1.1 Cyber resilience 
Over the past decade, “resilience” and “cyber resilience” have gained increasing 
prominence in policy discourse concerned with critical infrastructure protection 
(Bygrave, 2022, p. 28; Rose & Miller, 2020, pp. 253–254). Resilience is the capacity of a 
social system (e.g. an organization, city, or society) “to proactively adapt to and recover 
from disturbances that are perceived within the system to fall outside the range of 
normal and expected disturbances” (Boin et al., 2010, p. 9). Cyber resilience is still an 
evolving concept. It implies the realization that insecurity in digital societies is 
inescapable and adverse cyber events are inevitable as a part of societies’ normal 
operation (Björck et al., 2015, p. 311). A widely used definitions of cyber resilience, which 
the thesis adopts as a basis, is “the ability to continuously deliver the intended outcome 
despite adverse cyber events” (Björck et al., 2015, p. 312). Cyber resilience goes beyond 

 
2 In ransomware attacks, malicious actors encrypt critical files and demand a ransom from the 
victim to decrypt them. Definition provided by NIST (2021). 
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robustness – a system’s ability to continue delivering its service despite adverse events 
– in that it is able to recover and resume operations afterwards (Rose & Miller, 2020,  
p. 254).3 Resilience of information infrastructures4 requires redundancy and 
resourcefulness of those infrastructures’ physical/tangible (i.e. ICTs) and less tangible 
(social/relational knowledge-related assets) elements (Scholl & Patin, 2014). In synthesis, 
this thesis understands a system’s resilience as its ability to recover and adapt its 
functions before, during or following adverse events, not just to resist (Kott & Linkov, 
2021, p. 80). Adjustments can be proactive (meaning anticipatory) or reactive (meaning 
in response) to a vulnerability or incident. Moreover, by focusing on governance 
mechanisms, the thesis considers both tangible and intangible elements of cyber 
resilience (see Section 3). 

The thesis distinguishes between different stages of cyber resilience along a system’s 
(administration, organization, society) ability to anticipate, monitor, respond to, and 
adapt to adverse cyber events (see Section 4). As to what is supposed to be resilient,  
this thesis focuses on the state’s DG, including its digital systems and infrastructures,  
and the functions it performs. Throughout the thesis and in the title, the author also 
refers to this understanding of the state’s DG as the “e-state” or “digital state”. 

Although the literature on cyber resilience is quickly emerging, it still lacks empirical 
qualitative studies of specific cases of organizational or national cyber resilience.5 This 
thesis aims to address this gap by making a theoretically founded and empirically 
informed contribution to the research on cyber resilience governance mechanisms in DG. 
It thereby also draws on concepts from the resilience and crisis management literature 
(among others: Boin et al., 2016; Christensen, Lægreid, et al., 2016; Hollnagel, 2017; 
McConnell, 2011; Pearson & Clair, 1998; Perrow, 1999). 

1.2 Governance mechanisms 
The question of how and with what mechanisms governments can protect the security 
and maintain the resilience of their DG systems and operations is highly relevant for the 
future of the e-state. There is a broad consensus in cyber security literature and policy 
that the state cannot steer cyber security and resilience efforts by itself (e.g. Carr, 2016; 
Dunn Cavelty & Egloff, 2019; Kjærgaard Christensen & Liebetrau, 2019; Simon & De 
Goede, 2015; Tanczer et al., 2018). Due to the complex and transboundary nature of 
cyber risks, their management requires governance among diverse actors, including 
governments, infrastructure owners and operators, IT manufacturers, and end users 
across organizational borders, levels of authority, and sectors (ibid.). 

Therefore, the second key concept of the thesis is that of governance mechanisms. 
Governance itself is a very broad term, which has steadily gained popularity since the 
1980s and 1990s and is now widespread in academic, policy, and practitioner circles. 

 
3 Cyber resilience is strongly related to cyber security. Cyber security in terms of information 
security, refers to the “protection of information and information systems from unauthorized 
access, use, disclosure, disruption, modification, or destruction in order to provide confidentiality, 
integrity, and availability” (CSRC, 2023). As Bygrave (2022) points out, cyber resilience and security 
are more related than the (relatively sparse) literature or policy entrepreneurs have acknowledged 
so far. Section 6 further illustrates this argument from a security engineering and legal perspective. 
4 Information infrastructures are not equal to IT infrastructures but rely on them to a great extent 
(Scholl & Patin, 2014, pp.32-33). Therefore, they are relevant in the context of cyber resilience.  
5 Exceptions are Groenendaal & Helsloot (2021, p. 440) or Kleij & Leukfeldt (2019) for a quantitative 
study. 
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Several definitions and approaches to governance have emerged6, with the future 
development of a comprehensive theory of governance seeming “neither likely nor 
desirable” (Ansell & Torfing, 2022, p. 29). However, there seems to be a baseline 
agreement that governance refers to the creation of structure or order as a result of the 
interaction of a multiplicity of governing actors, which influence each other (Kooiman & 
van Vliet, 1993, p. 64; Stoker, 2018, p. 15). We can broadly distinguish between three 
different strands in the literature (see: Ansell & Torfing, 2022, p. 3; Bevir, 2011; Homburg, 
2004; Klijn & Koppenjan, 2016, pp. 4–9; Peters, 2014, p. 302) which understand 
governance as 

- institutions and procedures of traditional, state-centric forms of governance; 
- self-organized processes in civil society; 
- and/or networked forms of governance. 

This thesis follows Peters’ (2014) perspective that the state plays a central role  
in governance but that a debate focusing on actors alone has limitations. Rather,  
the important question is how actors work together to constitute governance. We 
therefore adopt the notion of interactive governance, in which the state and a plurality 
of other actors from society interact in order to provide steering of the economy and 
society (Torfing, 2012, p. 14). The author is particularly interested in the mechanisms of 
interaction developed to reach the goal(s) of governance (Peters, 2014, p. 302), which, 
in this thesis, is cyber resilience of the e-state. With explicit regard to (cyber) risk,  
the author draws on insights from the field of risk governance, which aims to regulate, 
reduce or control risk problems under conditions of uncertainty and ambiguity (Renn & 
Klinke, 2022, p. 264). This thesis further elaborates on the concept of governance 
mechanisms in a proposed taxonomy in Chapter 3. 

1.3 The governance of cyber resilience in digital government 
Despite their growing practical relevance for DG, resilience and cyber security remain 
under-investigated areas in the DG field. This results from the author’s survey of the 
Digital Government Reference Library (DGRL, version 18.5) (Scholl, 2022) for publications 
that contribute to an empirical and theoretical understanding of cyber security in DG. 
Early DG articles laid important groundwork for research on cyber security in DG but 
remain at a conceptual level (Irvine, 2005; Luna-Reyes & Gil-García, 2003) or focus on 
specific phenomena, such as DG websites’ security (Zhao & Zhao, 2010), or 
trustworthiness of DG technologies (Bélanger & Carter, 2008) but do not address 
concrete mechanisms of national cyber security, resilience or risk governance. 

A large number of more recent publications on cyber security in the DG field include 
conceptual studies on critical information infrastructure protection policy for developing 
countries (Brechbuhl et al., 2010), approaches to cyber conflict (Austin & Sharma, 2020; 
Demchak, 2020; Foote et al., 2020; Whyte et al., 2020), country-specific cyber security 
strategies or risk management methods (Romaniuk & Manjikian, 2020; Viet et al., 2020; 
Zhang et al., 2018), sector-specific risk management (e.g. Baggott & Santos, 2020), or 
guidelines for effective cyber security communication framing (de Bruijn & Janssen, 
2017). 

 
6 The 2011 SAGE Handbook of Governance (Bevir, 2011), for example, mentions 11 different 
approaches as “theories of governance”. Similarly, the 2022 Handbook on Theories of Governance 
(Ansell & Torfing, 2022) mentions 11 theoretical modes of analysis for governance and 13 forms of 
governance. 
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Other areas in the literature focus on important but narrow issues, such as cyber 
security training and exercises at the local government level (i.e. Caldarulo et al., 2022; 
Gedris et al., 2021; Pike, 2021; White, 2012), methods for cyber risk management in 
smart city contexts (Andrade et al., 2021), or information-sharing among government 
organizations and European organizations (Ruohonen et al., 2016). 

Despite the valuable contributions of these publications, the DG literature lacks 
methodologically rigorous and empirically founded studies that explain how and with 
which mechanisms states manage cyber resilience of their DG (see also: Caldarulo et al., 
2022, p. 1). Resilience more generally is even less explored in the DG literature and has 
been mostly studied in the context of disaster management, sustainability, or smart cities 
(e.g. Andrade et al., 2021; Jasmine Yoo Jung et al., 2018; Lau et al., 2018; Sharma & Singh, 
2016). Only few studies focus on the cyber security aspect of the topic (Gisladottir et al., 
2017; Austin & Sharma, 2020; Klasa et al., 2020; Linkov et al., 2019; Venkatachalam  
et al., 2021), with the more conceptually sound studies on cyber resilience emerging from 
organizational studies (Björck et al., 2015, p. 2; Groenendaal & Helsloot, 2021; Rose & 
Miller, 2020). 

1.4 Research questions and outline of the thesis 
Given the lack of research that examines concrete mechanisms of cyber security and 
resilience in the DG context, this dissertation aims to address that gap and contribute 
empirically and conceptually founded research to this emerging field. It examines the 
following overarching research question: 
 
How can an administration develop governance mechanisms which enhance cyber 
resilience of the e-state? 
 
It attempts to answer this question by looking at the following sub-questions: 

1. How does a country’s national cyber security architecture impact its approach 
to cyber resilience? 

2. How can an administration manage and overcome a large-scale cyber crisis 
affecting a critical DG system? 

3. How can an administration govern IT systems’ security in safety-relevant 
infrastructures? 

 
In addressing the first sub-question – the impact of the national cyber security 

organisation on a state’s resilience – the thesis addresses the contextual dimension of 
cyber security and resilience. It outlines the structures of Germany’s and Estonia’s cyber 
security architectures, based on publications I and II. The findings illustrate how formal 
and informal rules and norms create institutional paths along which (cyber security) 
governance models evolve. Germany’s and Estonia’s broader institutional contexts and 
organizational arrangements significantly differ in terms of size, administrative 
structures, and culture, among others. Those institutional mechanisms significantly 
impact interactive governance in terms of coordination and cooperation of actors. 
Thereby, the thesis demonstrates the importance of the institutional context for the 
formation of cyber resilience structures and practices. 

The second sub-question – how to overcome a cyber crisis in a critical DG system –  
is the subject of Article I, which presents an in-depth case study of Estonia’s 2017 eID 
crisis. It reveals that the criticality and wide adoption of a DG system impacts a 
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government’s decision on whether and how to uphold the continuity of a DG during a 
cyber crisis. The article further identifies several mechanisms of successful crisis 
governance in the case of Estonia’s eID crisis, including the administration’s technology 
management capacity, its networked cooperation competence, the governance 
networks’ collaboration capital, their risk management capacity, and their ability to 
engage in legitimacy building through communication. This thesis additionally relates 
these results to other cases of severe cyber incidents. 

Publications III, IV, V, and VI address the third sub-topic – the governance of IT systems 
security – which deals with the proactive side of cyber resilience. Article III examines one 
particular risk governance mechanism, notably accountability. The article is an example 
of the author’s earliest work on risk governance and safety, which informed later 
analyses of security and safety in subsequent publications. While the article focuses on 
food safety, the conclusions about EU risk governance processes and accountability 
mechanisms are revelatory for the other safety- and security-relevant topics studied in 
this thesis. IV’s case study of the perhaps most safety-critical Internet of Things (IoT) 
environment – the digital health sector – illuminates the challenges IT security risks pose 
to established EU safety governance and regulatory mechanisms. Its results can be 
transferred to other safety-critical sectors, as the discussion in chapter six of this thesis 
shows. The thesis considers the findings in light of the EU’s current legal cyber security 
framework overhaul. Publication VI from the appendix provides further details on 
evaluating the IT security of interconnected devices and systems under current German 
and European regulatory regimes. Article V about the notion of “technological 
sovereignty” examines how the transatlantic political crisis caused by the Snowden 
revelations from 2013 influenced the European discourse on IT system security 
governance. 

This thesis is organized as follows. Chapter 2 presents an overview of the methodology 
applied in the articles. Chapter 3 provides operational definitions of cyber resilience and 
governance mechanisms that the thesis uses to analyse the research questions. It then 
presents the thesis’ inductively derived taxonomy of cyber resilience governance 
mechanisms. Chapter 4 addresses the national cyber security organisation's implications 
on DG resilience, mainly drawing on publications I and II. Chapter 5 focuses on national 
cyber resilience and crisis management in DG by answering the second sub-question. 
This section mainly draws upon research published in Articles I and II. Chapter 6 discusses 
the third sub-question about the convergence of security and safety in ubiquitously 
interconnected infrastructures through a discussion of Articles III, IV, V, and VI.  
The concluding Chapter 7 summarizes the findings and outlines avenues for further 
research. 
  



 

15 

2 Methodology 
Below, this section outlines the research strategies and methods employed to research 
governance mechanisms for cyber resilience. First, it describes the publications’ research 
strategies. Second, it elaborates on the methods of data collection and analysis which 
the publications used to analyse different governance mechanisms of cyber resilience. 

Table 1 gives an overview of the research strategies, data collection methods, and 
corresponding research questions. The subsequent paragraphs provide additional details 
on how these methods have been applied in the publications. 

Table 1: Overview of methodological approaches used in each publication 

Article Level of 
analysis 

Research 
strategy 

Data 
collection 
methods 

Research questions 

I Process 
(crisis) 

Case study 
(single 
exploratory, 
index and 
critical) 

Desk 
research 
Interviews 
 

How did Estonia manage a 
large-scale cyber risk and 
crisis that threatened to 
unsettle its DG 
infrastructures? 
Which factors and 
mechanisms can explain the 
overcoming of such risk and 
crisis? 

II Country Case study 
(single 
descriptive, 
phenomenon 
of interest) 
Action 
research 

Desk 
research 
Focus groups 
 

How have German cyber 
security policy, strategy, and 
organization evolved, and 
why? 

III EU+ 
Process 
(product 
approval) 

Case study 
(single 
explanatory, 
critical) 
Scenario 

Desk 
research 
Interviews 
 

Who can be held accountable 
under the complex system of 
supranational risk 
governance regarding GMO 
authorization, should 
uncertain risks materialize, 
and why? 

IV EU +  
Sector 
 

Case study 
(single 
exploratory, 
critical) 

Desk 
research 
Focus group 
Interviews 
 

How do the security and 
safety of medical IoT devices 
converge, and which 
implications does this process 
have for EU safety 
governance mechanisms? 
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V Concept Qualitative 
mapping / 
taxonomy 

Desk 
research 
Focus group 

Which technical and non-
technical proposals for 
“technological sovereignty” 
did European officials make 
in the wake of the Snowden 
revelations, and what are 
their implications for data 
security?  

VI EU+ 
Country 

Legal (and 
technical) 
analysis 
Action 
research  

Desk 
research 
Focus groups 
 

How can we measure, 
evaluate, and prove IT 
security of products, services, 
and organizations in the EU 
and Germany? What are the 
opportunities and obstacles 
of current legal and technical 
approaches? 

2.1 Research strategy 
The articles comprising the thesis represent different qualitative research strategies.  
The case study has been the core research strategy (I, II, III, IV). Several of the 
publications draw on applied legal, technical, and policy analyses (II, V, VI). 

The author chose the case study research strategy for most publications, as this 
approach allows to tackle the research problems within their real-world context 
(Walsham, 1993; Yin, 2018, p. 15). As outlined above, cyber resilience phenomena 
require an analysis of developments and events within their technical, organizational, 
and strategic contexts. Case-study-based approaches are common in IS and DG research 
(Gil-Garcia et al., 2018; Van Der Blonk, 2003), as well as in cyber security (Groenendaal & 
Helsloot, 2021; Rid, 2013; Zetter, 2014) and crisis research (Boin, 2005; Deverell, 2010; 
Lalonde, 2007). The study of single cases allowed the author to provide thick descriptions 
and propose directions for further research in areas that have only scarcely been 
explored to date (Lune & Berg, 2017, p. 172; Yin, 2018, p. 18). 

The case studies have been conducted at different levels – at a process (I, III),  
a country (II) or EU (III, IV), and sector (IV) level, including combinations of those 
categories. The case selection criteria for the publications constituting the thesis are as 
follows. 

Article I is an exploratory single case study of a national cyber crisis management 
process. It is hypothesis-generating, insofar as it aims to identify possible causes of the 
crisis outcome. The case is both an index and a critical case, as is further detailed in the 
article’s methodology section (Gerring & Cojocaru, 2016, pp. 398–399; Patton, 2015,  
p. 414; Yin, 2018, p. 49). 

Publication II is a single case study of the evolution of cyber security policy in Germany. 
It follows an applied research approach with a descriptive policy analysis character.  
The publication is part of a series of monographs examining several countries’ cyber 
security policies and specific cyber security issues in depth. The case selection was driven 
by the peculiarity of German society’s strong stance on data privacy and security as well 
as the country’s federalist political system. Moreover, while it scores well in international 
cyber security indices Germany lags behind the EU average in DG. These aspects make 
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Germany stand out in comparison to other Western countries regarding their cyber 
security policy evolutions. It merits an in-depth study and analysis as an example of a 
phenomenon of interest (Patton, 2015, p. 412). 

The food product approval process in Article III constitutes a typical case of a GMO 
product which allowed for testing hypotheses garnered from the risk governance 
literature (Patton, 2015, pp. 402–403). Hence, the article constitutes an explanatory 
single case study. While III focuses on food safety, the article’s conclusions about EU risk 
governance processes and accountability mechanisms reveal important analytical 
insights regarding accountability of risk governance for cyber security and safety-related 
policy processes. 

Article IV presents a study of a critical case for the evaluation of the EU’s product 
safety regime, notably medical device security, in the context of digitization. It also 
follows an applied policy research focus. IV’s conclusions about the convergence of safety 
and security also offer more general insights on EU cyber security policy. 

Publications I, II, III, and IV present single case studies. This overall thesis offers a 
cross-case synthesis, which goes beyond the discussion of the cases’ individual features 
and makes a conceptual contribution to the topic of cyber resilience governance from 
multiple angles (see: Yin, 2018, pp. 194–200), as sub-section 2.2. further explains. 

In addition to the case study strategy, publications II and VI use action research 
strategies (Lune & Berg, 2017, p. 138). The author had the opportunity to work with 
German governmental and non-governmental stakeholders within four applied research 
projects over a period of three years. She thereby was an embedded expert in her 
research and included the knowledge from the experience and interactions with relevant 
experts and stakeholders. The projects aimed to analyse German cyber security policy, 
security evaluation practices, and digital identity policy evolution and make 
recommendations to project partners and policymakers on how they could be improved. 

Due to the interdisciplinary character of the topics examined, the publications 
combine approaches from political science, law, and information technology studies. 
Publication VI constitutes an analysis of the legal framework and technical methods for 
IT security evaluation and certification. Article V also constitutes a policy analysis study, 
based on a qualitative mapping of decision-makers’ proposals to enhance “technological 
sovereignty” in Europe in the post-Snowden era. Hence, II, V, and VI have a more applied 
focus and constitute descriptive policy or legal analyses. Their target audiences are 
policymakers, communities of practice, and the broader public. 

2.2 Data collection and analysis approaches 
The publications make use of several data collection methods: desk research (all I-VI), 
qualitative interviews (I, III, IV), and focus groups (II, IV, V, VI). Among the approaches to 
data analysis, this thesis focuses on content analysis and theory development (I), theory 
testing (III), policy analysis (II, IV, V), and legal analysis (VI). 

Desk research for each study encompassed the collection of practice-oriented 
documents (e.g. policy documents, newspaper articles, legislation, parliamentary 
documentation) as well as scientific articles. For I, the author additionally collected eID 
transaction data from the Estonian certificate authority. In addition, the author 
conducted semi-structured qualitative interviews with stakeholders for several articles 
(I, III, IV). For the writing of the more practice-oriented publications (II, IV, V, VI) the 
author collected data through several focus groups with policy stakeholders and 
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researchers between 2017 and 2020.7 By triangulating multiple types of data from 
different sources, the author aimed to ensure an increased validity of the studies (Miles 
et al., 2014, p. 262). 

Concerning data analysis approaches, I uses a content analysis and theory 
development approach (Eisenhardt, 1989) for (cyber) risk and crisis management in 
national governance networks – a topic on which there has been little prior research.  
As part of the content analysis, the author qualitatively coded the data from interviews, 
government documents, media reports, and other research reports with thematic and 
pattern coding techniques (Miles et al., 2014, pp. 69–103; Saldaña, 2013). The article’s 
annex provides an overview of the structured data analysis. Publication II mostly relies 
on the descriptive analysis of document and focus group data. The case study in III 
employs a congruence testing approach (George & Bennett, 2005, p. 126) based on a 
policy scenario design to refine causal hypotheses about accountability in safety risk 
governance garnered from the risk governance literature (Patton, 2015, pp. 402–403). 
The authors applied a deductive coding technique to the interviews. Articles IV–VI rely 
on descriptive policy and legal analysis techniques. 

As mentioned above, this thesis offers a synthesis of findings about cyber resilience 
governance across cases and topics. Based on this synthesis, it inductively develops 
constructs for cyber resilience governance mechanisms in Section 3. The development 
process encompassed an analysis of the literature on governance, mechanisms and cyber 
resilience, and combined those notions with the conceptual and empirical findings from 
publications I–VI. In that process, the author sharpened and further developed the 
constructs she had identified in others’ and her own prior publications. The constructs 
serve as the foundation for a taxonomy of cyber resilience governance, which this thesis 
proposes in the following section. 

A qualitative research approach which mainly relies on case studies has limitations. 
Case studies, particularly single case studies, cannot produce statistically generalizable 
patterns. Yet, such studies do provide the basis for analytical generalization (George & 
Bennett, 2005; Schofield, 2011; Yin, 2018). In this sense, the goal of the case studies in 
this thesis is to expand and further generalize existing theoretical and practical insights 
and not to extrapolate probabilities in the sense of statistical generalization (Yin, 2018, 
p. 21). The taxonomy proposed in the following section should be seen as an attempt to 
further expand the analytical findings of the publications’ case studies. Its constructs, 
too, should be seen as proposing further avenues for analysis that the concluding section 
elaborates on. 

Moreover, the author applied several measures to strengthen the validity and 
reliability of this research. First, she aimed to bolster internal validity by ensuring data 
triangulation. Second, the research process of each publication was founded on a 
comprehensive review of the literature and, where applicable, legal, and technical 
documentation. The author conducted constant comparisons of data and emerging 
theory considering the academic literature and her familiarization with the cases (Dubois 
& Gadde, 2002, p. 558; Eisenhardt, 1989, pp. 544–545; Miles et al., 2014).  

 
7 The focus groups took place at ESMT Berlin, Germany. 
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3 Cyber resilience governance mechanisms 
This section first outlines how the thesis and its publications operationalize cyber 
resilience and governance mechanisms. It then outlines the author’s proposal for a 
taxonomy of cyber resilience governance mechanisms. The taxonomy serves as the 
framework of analysis and presentation of the publications’ results in the subsequent 
chapters. 

3.1 Operationalizing cyber resilience 
To operationalize the concept of cyber resilience outlined in Section 1.1, this thesis 
understands it as a cyclical process of proactive and reactive measures, rather than a 
static condition. Organizations can adjust their functions prior to, during or following 
adverse cyber events, like incidents or crises. Most adjustments are made in a reactive 
manner, responding to feedback. Proactive adjustments are anticipatory and imply that 
the system changes to meet future demands that are expected (Groenendaal & Helsloot, 
2021, p. 440). 

Following the few social science studies explicitly dealing with cyber resilience 
(Groenendaal & Helsloot, 2021, p. 439; van der Kleij & Leukfeldt, 2019), the author uses 
Hollnagel’s (2017) conceptualization of an organization’s “resilient performance” as an 
analytical lens. It encompasses the potentials to anticipate, monitor, respond and learn, 
illustrated in Figure 1. These categories resemble those of practical frameworks, like the 
US National Institute of Standards and Technology’s (NIST). It defines cyber resilience as 
“the ability to anticipate, withstand, recover from, and adapt to adverse conditions, 
stresses, attacks, or compromises on systems that use or are enabled by cyber 
resources8” (Ross et al., 2021, p. 1, emphasis added). 

 

 
Figure 1: Stages of cyber resilience, based on Hollnagel (2017) (Source: author) 

 
8 NIST defines a cyber resource as “an information resource which creates, stores, processes, 
manages, transmits, or disposes of information in electronic form and that can be accessed via a 
network or using networking methods.” 

Monitor

Respond

Learn

Anticipate
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The ability to anticipate means being able to “anticipate developments further into 
the future, such as potential disruptions, novel demands or constraints, new 
opportunities or changing operating conditions” (Hollnagel, 2017, p. 41). Anticipating 
goes beyond simply monitoring, planning, or assessing risks. It focuses more on thinking 
and imagining an inherently uncertain future (ibid.). 

A second proactive element is the ability to monitor, which refers to “knowing what 
to look for” or being able to detect changes in the organization’s internal and external 
environment (Hollnagel, 2017, p. 40). Monitoring, taking into account anticipation, can 
enable actors to make sense in situations of adversity or crisis (Boin et al., 2016; 
Trimintzios et al., 2015) 

The ability to respond encompasses “knowing what to do or being able to respond to 
regular and irregular changes, disturbances and opportunities by activating prepared 
actions, by adjusting the current way of functioning or by inventing” new modes of 
operating (Hollnagel, 2017, p. 40). In the context of interactive governance, cooperation 
among actors and coordination of responses are important foundations for the abilities 
to monitor and respond to adversity (e.g. Boin & Bynander, 2015; Christensen, Danielsen, 
et al., 2016). 

The ability to learn means “knowing what has happened or being able to learn  
(the right lessons) from experience.” It encompasses single-loop learning from specific 
experiences and double-loop learning, which enables the modification of goals and 
objectives (Hollnagel, 2017, p. 41). Various factors can influence post-crisis policy 
learning, including acknowledgement of failure or analytical tractability of policy 
problems (Raudla et al., 2019). 

Table 2 provides an overview of resilience potentials with a non-exhaustive list of 
examples for policy and operational instruments to implement those in the context of 
cyber resilience in Europe. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

21 

Table 2: Stages of resilience process with examples for instruments in Europe 

 Descrip�on Instruments (non-exhaus�ve) 
An�cipate An�cipate 

uncertain future 
events 

- Scenario-building or forecas�ng in “Think 
Tank” or similar body (Hollnagel, 2017,  
p. 41), Organiza�ons that might have  
the ability to engage in such ac�vi�es: 
intelligence agencies; na�onal / European 
strategy units or think tanks; NATO 
Coopera�ve Cyber Defence Centre of 
Excellence (CCDCoE); EU cyber security 
agency ENISA 

Monitor Monitoring, 
detec�on, and 
analysis of changes, 
adverse cyber 
events, and threats 
in organiza�on’s 
internal and 
external 
environment 

- Informa�on (i.e. cyber threat intelligence 
(CTI)) collec�on, exchange, analysis, e.g. 
through Computer Incident Response Teams 
(CSIRTs), incen�vized through shared norms 
or regula�on (i.e. EU NIS Direc�ves and 
GDPR9) 

- Risk awareness campaigns 
- Training and educa�on for public officials 

and cri�cal infrastructure operator staff 
Respond Cyber incident or 

crisis response and 
recovery 

- (Ac�va�on of) incident response and 
recovery plans 

- EU, NATO, or na�onal crisis exercises 
- Opera�onal risk, incident, and crisis 

management 
- Organiza�onal arrangements: opera�onal 

cyber security agencies; CSIRTs; incident 
response networks; EU cyber crisis liaison 
organiza�on network (EU-CyCLONe); police, 
law enforcement, intelligence agencies to 
counter cyber crime and espionage 

Learn Lesson-drawing 
from specific 
experiences, 
adjus�ng goals and 
objec�ves 

- Evalua�on: Post-incident / post-exercise / 
policy evalua�on 

- Lesson-drawing processes 
- Adapta�on of policies, structures, processes 

 
The following sub-sections complement this practical understanding of cyber resilience 

with a better understanding of categories of governance mechanisms for cyber resilience. 

 
9 Including Network Information Security (NIS) Directive (EU) 2016/1148 and its updated version, 
the NIS 2 Directive (EU) 2022/2555, and the General Data Protection Regulation (EU) 2016/679 
(GDPR). The NIS Directives establish mandatory requirements for operators of critical and other 
important infrastructures and services to conduct risk assessments and report severe cyber 
incidents to national cyber security authorities, amongst others. NIS 1 already requires Member 
States to establish a national cyber security authority and a Computer Security Incident Response 
Team (CSIRT), also called Computer Emergency Response Team (CERTs), and an EU-wide network 
of CSIRTs. 
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3.2 Conceptualizations of governance mechanisms 
The ambition of this thesis is to propose the outlines of governance mechanisms for 
cyber resilience in DG. It thereby aims to lay the foundation of a taxonomy of cyber 
resilience governance mechanisms. As mentioned above, governance is understood as 
an interactive process in which the state and other actors provide steering (Torfing, 2012, 
p. 14) of DG and cyber resilience. 

To conceptualize mechanisms, the author begins with Hedström & Swedberg’s (1996, 
p. 290) broader social sciences definition of mechanisms as “theoretical constructs that 
provide hypothetical links between observable events”. Thereby, mechanisms provide 
the fine-grained explanation between a cause or input and an effect or output (Hedström 
& Swedberg, 1996, p. 299). Reiss (2007, p. 166) points out that the term “mechanism” 
generally refers to the structure or process at an underlying layer, which is responsible 
for an event or phenomenon which we can observe at the empirical level. The mechanism 
– the structure or process at the underlying layer – does not necessarily have to be 
observable. 

In the governance literature, various conceptualizations of mechanisms exist, without 
there being a consensus on one clear definition. The new institutional economics 
literature distinguishes between three broad models of coordination, each of which can 
be seen to illuminate different governance mechanisms: hierarchies, markets, and 
networks (Frances et al., 1991; Williamson, 1996). In a study mapping the cyber security 
institutional landscape, Kuerbis and Badiei (2017) apply these mechanisms to analyse 
how hierarchical, market, and networked governance structures produce and govern 
cyber security. These concepts prove useful as starting points to observe general cyber 
security governance mechanisms at play. Since this thesis focuses on public 
administrations, hierarchy and network structures, more than the market structures, 
inform our analysis of mechanisms. Even when those structures are not explicit, they can 
be influential as “shadows” in different governance arrangements (Peters, 2019). 

In the context of the coordination of partnerships between public and private or  
non-profit actors, the governance literature identifies three concrete governance 
mechanisms, which are useful in our analysis: structures, processes, and the actions and 
perceptions of individual actors (Cheng, 2019, pp. 191–192). As Cheng (2019) shows, the 
operationalization of these mechanisms is possible based on various concepts from the 
institutionalist and network governance literature. 

Structures for interorganizational cooperation can thus be understood in terms of 
different network governance models (Provan & Kenis, 2008) and / or formal and 
informal rules about collective decision-making (Ostrom, 1990 in Cheng, 2019, p. 192). 
Regarding rules, Papenfuß and Schmidt’s (2021) distinction among types of “instrumental” 
governance mechanisms in the context of self-regulation are helpful. A “hard” governance 
mechanism, such as a law, is formally binding and mandatory. A “soft” governance 
mechanism, such as self-regulation, is not formally binding and more flexible in its 
application. Whereas legislators generally control the monitoring and sanctioning of hard 
mechanisms like law and standards, soft mechanisms can be developed by legislators but 
also multiactor groups (Papenfuß & Schmidt, 2021, p. 1118). The processes Cheng (2019, 
p. 192) mentions in the specific context of cooperation in interorganizational partnerships 
entail trust-building, leadership-building, and conflict resolution. Actions and perceptions 
of partnership participants relate to their different institutional logics and orientations, 
which in turn shape their expectations and, ultimately, the structures and processes of 
collaboration. (Cheng, 2019, pp. 192–193). 
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Structures and processes are also mechanisms which risk scholars refer to in their 
understanding of risk governance as the “institutional structures and the policy processes 
that instruct and confine collective activities of individuals, groups, and societies” under 
conditions of uncertainty and ambiguity, and whose aim it is “to regulate, reduce or 
control risk problems” (Renn & Klinke, 2022, p. 264). It can be argued that this 
understanding is relevant regarding the governance of complex and uncertain cyber 
risks. 

Taken together, the conceptualizations of governance mechanisms this sub-section 
outlined provide some foundational concepts, which the analysis can apply to cyber 
resilience. Structures, processes, and actions seem useful as categories for mechanisms 
of governance, including in the context of risk governance. Hierarchies, markets, and 
networks allow to conceptualize models of cooperation between actors, whereas 
markets are less relevant for this thesis’ focus on state-centric interactive governance 
than the other two mechanisms. 

At the same time, the concepts show that a framework or taxonomy of governance 
mechanisms for the issues this thesis examines – cyber resilience and DG – is still lacking. 
Mainly, they do not integrate dimensions relating to the interactions between actors and 
technology. Therefore, this thesis aims to develop such a taxonomy, which it outlines in 
the subsequent section. 

3.3 A proposed taxonomy for cyber resilience governance mechanisms 
In the absence of a framework to rely on, this thesis’ author inductively developed 
constructs for cyber resilience governance mechanisms in the DG context. She proceeded 
by considering concepts from the categories outlined above, as well as from the 
literature on governance networks (Klijn & Koppenjan, 2016; Provan & Kenis, 2008).  
The author then compared and combined them with the conceptual and empirical 
findings from the thesis’ publications I–VI. 

Below and illustrated in Table 3, this thesis proposes the outlines of a taxonomy of 
cyber resilience governance mechanisms in DG. The taxonomy should be seen as a work 
in progress, which shall serve as a basis for further research and development by future 
studies in this field. The author developed three categories of governance mechanisms 
at three different levels illustrated in the middle column: institutions, networked 
interactions, and operations. She breaks down the different mechanisms for each level 
in the right column. They are not isolated from each other but also frequently interact, 
illustrated by the dashed lines and arrows. Those mechanisms play a role in the different 
dimensions of resilience, in terms of what is supposed to be resilient, in the left column. 
Based on Duit (2016), the thesis refers to the resilience of the e-state regarding its 
structures – in terms of its public administrative and political structures necessary to fulfil 
DG functions – and the resilience of its functions, like providing digital public services or 
implementing democratic processes. 
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Table 3: Outline of a proposed taxonomy for cyber resilience governance mechanisms in the e-state 
(Source: author) 

Governance mechanisms for Cyber Resilience in DG 
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governance 
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Institutional  • Formal rules – laws and regulations, 
administrative rules, standards (II, III, 
IV, VI) 

• Informal rules – social norms, shared 
expectations (I)

• Organizational structures (II)
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Interactive • (Trusted) relations in governance
networks (I, II)

• Institutional memory (I, II)
• Meaning-making (I, V)
• Accountability (III)

Operational  • Technology management – ability to 
access, evaluate, control, modify 
technology (I, IV, V, VI) 

• Integrative risk management (I, IV, V,
VI)

• Capabilities – deployment of resources
(financial, expertise / personnel) using
organizational processes (I, II, IV)

Institutional level: At the institutional level, governance mechanisms occur in and 
through institutions, which we define as formal and informal rules and procedures “that 
structure social interaction by constraining and enabling actors’ behaviour” (Helmke & 
Levitsky, 2004, p. 727; March & Olsen, 1984; North, 1990). Formal institutions consist of 
formal rules and the monitoring and enforcement mechanisms required to sustain or 
underpin them (Bell, 2002, p. 2). In the context of DG, they can encompass state 
institutions like bureaucracies or courts, state-enforced rules like constitutions, laws, 
regulations, as well as non-state-enforced standards and other official rules. In all 
publications I–VI, we point to formal institutions like political systems, laws, and 
regulations as governance mechanisms, which enable or constrain actors’ resilience to 
adverse cyber events. One example is the federalist political system in Germany, which 
structures the interactions of authorities and private companies in cyber security 
governance. Another mechanism comprises cyber security laws and regulations like the 
EU’s cyber security legislation or Germany’s and Estonia’s cyber security laws, which set 
mandatory incident reporting requirements for critical infrastructure operators or 
requirements for IT software security, among others. They also encompass ‘softer’ 
formal governance mechanisms (Papenfuß & Schmidt, 2021, p. 1118) like IT security 
standards developed by multi-actor groups, as IV shows. 
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Informal institutions are “socially shared rules, usually unwritten, that are created, 
communicated, and enforced outside officially sanctioned channels” (Helmke & Levitsky, 
2004, p. 727, emphasis added). These can take the form of socially shared expectations, 
norms, or codes of conducts (Helmke & Levitsky, 2004, p. 727; North, 1990, p. 36).  
The author highlights the influence of such informal rules in I with respect to the strong 
shared social norms of Estonia’s public-private cyber security networks to protect the 
country’s digital society against cyber threats. Adherence to those norms and the 
cooperation emerging from those makes up what even Estonian government authorities 
in official documents refer to as Estonia’s “collective brain” (RIA, 2017, p. 4). In IV,  
the author observes such informal rules regarding the IT security and safety engineering 
communities’ different approaches to assess and manage risks. 

Other institutional governance mechanisms are organizational structures. 
Organizational arrangements are institutions like the formal and informal mechanisms 
outlined above, albeit more specific and less broad in scope. Hence, organizations are 
nested within and shaped by institutional arrangements and rules like legislation or 
federalism (Bell, 2002, p. 2; North, 1990, p. 396). I and II focus on how organizational 
structures in Germany’s or Estonia’s cyber security architecture shape organizations’  
and the administrations’ general ability to respond to cyber incidents and crises.  
In Section 4, the author adopts Cheng’s (2019, p. 192) and others’ (Boeke, 2018; Boin  
et al., 2014a) proposal to conceive of these structures in terms of models of network 
governance for interorganizational collaboration, such as shared-governance networks,  
lead-organization-governed networks, and networks governed by a network administrative 
organization (NAO) (Provan & Kenis, 2008). Shared-governance networks are governed 
by formal and informal interactions of the network members (participants) themselves. 
There is no separate governance entity. This form reveals shadows of the market 
mechanisms evoked by Frances et al. (1992). Lead-organization networks constitute 
centralized structures governed through one or few lead organizations with asymmetrical 
powers. They coordinate activities or can “impose control on network elements to enhance 
coherence of the system and maintain efficiency” (Boin et al., 2014b, pp. 423–424). 
Hence, they feature elements of hierarchical governance. The NAO structure is a network 
in which a separate administrative entity is set up to govern network activities. That 
“network administrative organization” takes on key governance activities while leaving 
others to network members (Provan & Kenis, 2008, p. 8). Arguably, these models are 
ideal types. In practice, networks might feature characteristics of different forms of 
networks at the same time. 

Different strands of institutional theory can further illuminate why and how 
institutions remain stable or change (Koning, 2016). Historical institutionalists explain 
continuity by previously established institutional rules and structures, which constrain 
possible courses of action and result in path dependencies (e.g. Steinmo et al., 1992; 
Thelen, 1999). Ideational institutionalists point to the role of institutions’ legitimacy and 
them being seen as “appropriate” in their persistence (March & Olsen, 1984). It focuses 
on the role of ideas, attitudes, and beliefs in institutional continuity and change. Rational 
choice institutionalists emphasize how institutions shape actors’ preferences and 
provide incentives for specific kinds of behaviour, which actors believe maximizes their 
utility. Institutional continuity can be explained by the high transaction costs of changing 
institutions (e.g. Weyland, 2008). 

While institutionalism has focused on explaining the continuity of institutions, it also 
offers insight into why and how institutions can change. Change can occur because of 
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exogenous factors, such as a crisis (Mahoney, 2000), large-scale developments in society 
and the economy, other institutions, and technological innovation, among others 
(Koning, 2016). Yet, as Koning (2016, pp. 653–659) observes, every theory also offers 
insights into endogenous reasons for change, such as positive or negative feedback 
loops, actors’ changes of ideas as a result of learning, or rule application, among others. 
Chapter 4 takes up these aspects regarding their potential to explain changes in national 
cyber security governance. 

Interactive level: Another category of governance mechanisms, which the author 
identified in her publications (particularly I, II, III) and the governance literature (e.g. 
Cheng, 2019; Klijn & Koppenjan, 2016; Peters, 2019; Torfing, 2012), relates to interactive 
processes between actors. These actors – individuals, groups, organizations, 
administrations – have their own perceptions, interests, and resulting strategies, which 
shape their interactions. In the context of cyber security, interactions in governance 
networks play a particularly important role regarding coordination and an administration’s 
or other actors’ ability to steer cyber resilience. 

Governance mechanisms that influence cooperation include the building of trusted 
relations among actors in governance networks. I shows how the prior cultivation of 
strong relationships and trust ties between actors in Estonia’s DG and cyber security 
collaborative networks enhanced their “networked cooperation capacity” to solve a 
national cyber crisis. 

Institutional memory development is another crucial interactive governance 
mechanism the author identified. Drawing on work from Pollitt (2009) and Linde (2009), 
memories can be understood as “representations of the past”, in the form of knowledge 
and narratives which actors in organizations or other settings, share and communicate 
(Corbett et al., 2020, p. 4). When these narratives are embedded in institutional 
processes like policy development and implementation, they become institutionalized 
(Corbett et al., 2020, p. 4). It can be argued that this also holds in the case of crisis 
management processes. Hardt (2017, p. 123) shows that institutional memory is a key 
mechanism in crisis management, which influences actors’ capacity to collaborate.  
In that sense, this thesis understands institutional memory as socially constructed and 
something that can be actively developed, for example through policy documents or 
practical exercises. I empirically shows how the development of institutional memory in 
existing digital governance networks and through cyber crisis exercises enhanced 
Estonian cyber crisis managers’ capacity to collaborate. Section 5 of this thesis also 
illustrates how the lack of such institutional memory can diminish cooperation capacity. 

Communication of cyber security risks both within governance networks and vis-à-vis 
external stakeholders and the public is another important aspect of cyber resilience 
governance. As de Bruijn and Janssen (2017) argue, the right framing strategy is an 
indispensable communication practice to raise awareness for cyber security risks. Based 
on the empirical findings in publications I and III, this thesis determines meaning-making 
(Boin et al., 2016, pp. 78–82; Trimintzios et al., 2015) as a crucial governance mechanism 
of cyber resilience governance. Meaning-making encompasses communication and 
framing of an issue and/or the provision of a convincing narrative of what is happening 
and what needs to be done, e.g. during a cyber crisis (ibid.; I). V illustrates how the 
framing of cyber espionage risk can lead to policy proposals aiming to change internet 
infrastructures. I shows how effective meaning-making can contribute to building 
support among the public for decision-makers’ actions, and thereby strengthen 
procedural legitimacy (Schmidt, 2013). 
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Another related procedural interactive mechanism is that of accountability in terms 
of an actor-forum relationship (Bovens, 2007) as illustrated in III in the context of the EU 
food safety regime. Rendering account for cyber incident or crisis management by 
explaining in a public forum what was done to manage the incident ex-ante and ex-post 
is another mechanism to strengthen procedural legitimacy (Boin et al., 2016, p. 102; 
Magetti, 2010, p. 4). 

Operational level: The operational level comprises mechanisms of an operational and 
technical nature, which are indispensable in the context of DG and cyber security. A key 
mechanism the author identified in several publications (I, II, IV, V) is technology 
management. The technological resilience of IT systems – their ability to recover and 
resume operations after an adverse event – is a foundation for overall DG resilience. 
Administrations and governance networks can and need to manage resilience through 
different instruments, ranging from risk management and testing procedures to setting 
procurement requirements and enacting security legislation. IV outlines the interplay 
between institutional (laws, standards) and operational mechanisms in the management 
of security and safety of critical IoT devices. An important foundation for administrations 
to exercise technology management is their ability to access, evaluate, control, and 
modify technology they build into their infrastructures. Since security is highly dynamic 
and threats constantly evolve, the ability to install software updates, for example,  
is crucial. Maintaining the resilience of DG technology requires transparency, evaluation, 
and constant monitoring and adaptation of IT systems by qualified personnel. I shows 
how the Estonian government’s technology management capacity enabled it to manage 
a major DG vulnerability. In IV and VI, the author argues that these principles need to be 
enshrined in IT security legislation. These aspects also play into broader political debates 
about digital or technological “sovereignty”, as V shows. 

Second, comprehensive risk management procedures for IT security of products and 
organizations that integrate security, safety, and privacy aspects of technologies are 
crucial at all stages of cyber resilience. IV and VI outline the necessity for integrative 
management of risk of software and “cyberphysical” IoT systems, and in organizations 
more generally. I demonstrates the importance of comprehensive risk management 
during a cyber crisis in DG, breaking down the different steps and actors’ perceptions 
throughout the process in its Annex. 

Finally, the deployment of capabilities will have a significant impact on DG cyber 
resilience. Following Amit and Schoemaker (1993, p. 35), this thesis refers to capability 
as an organization’s capacity to deploy resources, mostly in combination with each other, 
and using organizational processes, to effect a desired objective. Resources can be 
financial or physical assets, know-how, human capital, etc. (ibid.), and technology. 
Hence, capability goes beyond the combination of resources, such as technology and 
manpower, but is a “distinctive and superior way of allocating resources” (Kusumasari et 
al., 2010, p. 440). They always play an implicit role in explaining the success of crisis 
management (I), shortcomings in national cyber security policy implementation (II),  
or the operational management of IT security and safety (IV), among others. 

Interaction between levels: The different governance mechanisms do not operate in 
isolation from each other. Institutional, interactive, and operational mechanisms are 
often at play in combination and shape and influence each other as the following sections 
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Figure 2: Dimensions of national cyber resilience the thesis addresses 

10 In addition, this argument relies on studies from the institutionalist (e.g. Bell, 2002; Koning, 2016; 
Lowndes, 1996; March & Olsen, 2004; North, 1990) and information systems (IS) (e.g. Fountain, 
2001; Symons, 1991; Weerakkody et al., 2016) literatures, which have explored interactions 
between institutions, actors, and technology, and how they shape each other, in more detail. 

show.10 For example, institutional formal and informal rules and norms and organizational 
structures shape actors’ perceptions, strategies, and behaviours, and interactions 
between actors, as well as the accountability of decision-making and cyber security 
governance processes. Capabilities, risk management and technology management 
capacity evolve within the constraints of the broader institutional and organizational 
context. Vice-versa, they might, over time, shape interactions and ideas, beliefs, social 
norms or even lead to the adaptation of formal rules. Similarly, interactive mechanisms 
will influence both formal and informal institutions and organizational structures, as well 
as operational technology management capacity, risk management, and capability 
deployment. 

3.4 Outline of the taxonomy’s application in the thesis 
The preceding section proposed constructs for cyber resilience governance mechanisms 
at three different levels – the institutional, interactive, and operational levels. The thesis 
proposes that those mechanisms influence both the resilience of administrative 
structures and functions of digital states in the face of adverse cyber events. Figure 2 
illustrates the different dimensions of cyber resilience that the thesis addresses in the 
following sections. Below, Section 4 mainly focuses on a country’s mechanisms for cyber 
resilience at the institutional (laws, (in)formal rules, organizational structures, social 
norms) and interactive levels (networks and cooperation) in the context of its broader 
cyber security architecture. Section 5 addresses interactive and operational mechanisms 
for managing an actual cyber crisis in DG. Section 6 outlines institutional and operational 
mechanisms of governing IT systems security in safety-critical IoT infrastructures in the 
EU and Germany. Importantly, each section and the conclusion show how the 
mechanisms at different levels mutually influence and shape each other. 
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4 The impacts of a country’s national organization of cyber 
security on its cyber resilience 

This chapter explores sub-research question one, how a country’s organization of its 
national cyber security architecture shapes its approach to resilience, based on I and II. 
It limits the analysis to the civilian and internal dimensions of cyber resilience, excluding 
diplomatic, intelligence, and military dimensions of cyber security.11 

This thesis and its publications examine two countries in more detail: Germany and 
Estonia. Both are liberal democracies and EU member states. While Germany is Europe’s 
most populous country with over 80 million inhabitants and a federalist political system, 
Estonia is a small, centralized state with 1.3 million inhabitants. In an EU-wide 
comparison, Germany lags behind in DG, Estonia is a DG leader (Bundesregierung, 2022, 
p. 44; European Commission, 2022a; European Commission et al., 2022). On cyber 
security, both countries score well, with Estonia ranking third and Germany 13th 
worldwide (out of 182 countries) and Estonia second and Germany seventh in Europe 
(out of 46) according to the International Telecommunication Union’s (ITU’s) most recent 
Global Cyber security Index (ITU, 2021). 

Neither the thesis publications nor this section present a comparative case study of 
Germany’s and Estonia’s cyber resilience governance. Rather, the case syntheses and the 
contrast between the two provide insights regarding the differences of models according 
to which a country can organize its cyber security governance architecture and their 
impacts on cyber resilience. The section additionally shows how institutional 
mechanisms impact interactive governance in terms of coordination and cooperation of 
actors. 

The following subsections on Germany and Estonia each outline the countries’ 
respective institutional context, cyber security governance architecture, stages of cyber 
resilience, and the impacts of those mechanisms (pertaining to institutions, organizational 
structures, and operational mechanisms) on cyber resilience. The final sub-section 
provides a brief synthesis. 

4.1 Germany’s cyber security governance model 
In this thesis and publications II and VI, the author chooses to focus on Germany as a 
unique case, which merits an in-depth study and analysis as an example of a 
phenomenon of interest (Patton, 2015, p. 412) for several reasons. Germany is Europe’s 
largest economy relying on a decentralized political system. Overall, Germany’s public 
and policymakers have attached high importance to strong data protection and security 
standards throughout its post-World-War-II history (Freude & Freude, 2016). Civil society 
and the broader public often meet DG innovations with initial data privacy and security 
concerns.12 Edward Snowden’s revelations about US intelligence and surveillance 
activities in Europe and Germany in 2013 triggered an intense public debate about cyber 

 
11 Studies that examine offensive and military cyber security in more detail include, among others, 
Austin (2020), Liebetrau (2022) , Rid (2013), Smeets (2018), Smeets & Lin (2018) 
12 One example is the German eID card. When it was initially introduced in 2010, the influential 
civil society organization “Chaos Computer Club” warned of its potential security risks. Today, the 
organization has endorsed the eID card as a highly secure digital identification method (Skierka & 
Parycek, 2023). Similar debates arise in the context of e-health, i.e. related to the electronic patient 
records, or the use of other means of digital identification, amongst others. 
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security and surveillance that catapulted cyber security up the political agenda (V). Cyber 
security has continued to be an acute policy issue in Germany as the country has 
experienced several high-profile attacks against its DG infrastructures throughout the 
past decade. It suffered from Russian state-sponsored espionage attacks against the 
German parliament’s (Bundestag’s) IT networks in 2015 (European Union, 2020; 
Guarnieri, 2015) and its government networks in 2016 and 2017 (Flade & Mascolo, 2020). 
In 2021, attackers from a presumably Russian state-sponsored group attempted to hack 
parliamentarians through phishing attacks (Spiegel, 2021). Moreover, over the past 
years, ransomware and other cyber attacks against local governments have intensified 
(Kern, 2021; Stiebel, 2022). 

4.1.1 Germany’s institutional context 
Germany’s cyber security governance occurs through several institutions. The country’s 
federalist political system constitutes the broader institutional arrangement shaping 
cyber security governance. The central state shares power with sixteen federal states 
(“Länder”). Each federal state has its own laws and legislative competences, government, 
and security agencies. These, in turn, constitute a decentralized system in which political 
decision-makers determine DG, internal security, cyber security, and data protection 
policy, among others. Those decisions are embedded in the formal framework of EU and 
national laws and regulations. They include the NIS Directives, the GDPR, national laws 
like the “BSI Act”, sector-specific IT security laws, and other legal guidelines, some of 
which II and VI outline (see: Schardt, 2021 for legal requirements for cybersecurity in 
German DG). 

On the informal institutional side, the German administrative system follows a 
“Rechtsstaat” orientation with a strong Weberian administrative culture (Christensen, 
Danielsen, et al., 2016, p. 319). It is characterized by “hierarchical subordination, clear 
competencies, rule-bound and legally-organized procedures” (Jann, 2003, p. 95). As a 
result, official rules, and standards, as well as organizational structures, characterize 
interactions between public officials or in the implementation of cyber security and data 
protection guidelines. 

4.1.2 Germany’s organizational cyber security architecture 
Organizationally, Germany’s cyber security architecture is extremely complex. To a 
significant degree, this is a result of its decentralized political system. II (pp. 31–45;  
pp. 52–54), recent expert assessments (see testimonies in: Deutscher Bundestag, 2023) 
and an institutional mapping (Herpig et al., 2023) provide a comprehensive overview of 
the organizations involved and the complexity arising from it. In Figure 3 the author 
presents a simplified illustration of the main actors in Germany’s public cyber security 
architecture. For a more detailed and interactive presentation of Germany’s cyber 
security architecture, its actors, and their relations, the author recommends the online 
visualization by Herpig et al. (2023).
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At the national federal level, Germany’s cyber security governance network structure 
resembles a lead-organization network, with the Federal Ministry of the Interior and 
Community (Bundesministerium des Innern und für Heimat, BMI) acting as the main 
strategic coordinating body for national cyber security policy and legislation, and for 
internal security. Under its supervision, the Federal Office for Information Security 
(Bundesamt für Sicherheit in der Informationstechnik, BSI) functions as the operational 
national cyber security lead organization (II, pp. 32–33). BSI’s legal competencies, 
staff (currently at around 1400), and finances have increased throughout the past years 
and are planned to grow further in the future (BMI, 2022, p. 6). Apart from BSI, 
the federal and state police and intelligence agencies have important competencies 
in cyber security, mainly centring around countering cyber crime and espionage (II, 
pp. 31–36). 

Despite the lead organization network structures at the federal level, the involvement 
of all additional actors at the state and local government levels with their respective 
competencies makes Germany’s overall cyber security architecture resemble a very 
complex multi-level shared governance network. The central state structures are 
complemented by sixteen state governments with respective ministries, police forces, 
domestic intelligence offices, and prosecutors’ offices responsible for specific cyber 
security tasks. In addition, various structures for cooperation between public and 
private organizations exist across these different government levels. These range from 
exclusive public private partnerships (PPPs) for critical infrastructure protection to 
broader cyber security associations for the German economy with thousands of 
members (II, pp. 41–45). 

4.1.3 Stages of Germany’s cyber resilience 
Formally, Germany has set up necessary structures for proactive and reactive cyber 
resilience at the national federal level. Table 4 presents a summary of its organizational 
structures to anticipate, monitor, respond to, and learn from adverse cyber events. 
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Table 4: Organizational arrangements for cyber resilience in Germany 

Cyber 
resilience 
poten�als 

Implementa�on in Germany 

An�cipate - Limited: strategic planning units of ministries, intelligence 
agencies and BSI, BSI’s IT security situa�on assessment report. 
Yet, no (publicly known) dis�nc�ve cyber security forecas�ng / 
an�cipatory arrangements or capabili�es 

Monitor 
& 
Respond 

- Formally advanced at federal level and in most states but 
fragmented and/or compe�ng responsibili�es at horizontal 
(across ministries and agencies) and ver�cal (at different levels 
of government) levels can hamper effec�ve coordina�on 

- Formal rules: Cons�tu�on (decentraliza�on of internal security, 
crisis management), EU legisla�on, e.g. NIS Direc�ves, BSI / IT 
Security Acts, cyber security minimum standards and guidelines 
for federal and state government ins�tu�ons (not mandatory for 
local government and na�onal and state parliaments), a.o. 

- Organiza�onal arrangements 
o Federal na�onal: BSI (CERT-Bund, IT situa�on centre), BSI’s 

Mobile Incident Response Teams (MIRTs) for CI operators 
and government ins�tu�ons, Na�onal Cyber Defence Centre 
(NCAZ) coordina�on pla�orm 

o Federal-state: administra�ve CERT network, IT planning 
council, states’ own decentralized cyber security 
organiza�ons, some with a link to NCAZ 

o State/local: decentralized responsibili�es for state/local DG 
cyber security and crisis management, depend on states for 
resources and capabili�es, which are o�en insufficient at the 
local government level 

o Na�on-wide cyber crisis exercise in 2011, next one planned 
for 2023 with a focus on resilience of public ins�tu�ons at all 
levels of government (BBK, 2023) 

o Police, law enforcement, intelligence agencies to counter 
cyber crime and espionage operate at federal na�onal and 
state levels 

- Plethora of PPPs for informa�on exchange 
Learn - Limited – Processes aimed at building adap�ve capacity through 

lesson-drawing, learning, and reforms, were long absent from 
German cyber security strategy and policy. The most recent 
2021 cyber security strategy (BMI, 2021) aims to establish 
strategy evalua�on processes involving stakeholders 

 
In international comparison, Germany has a mature cyber security governance 

architecture (ITU, 2021). The institutional context outlined in Section 4.1.1. – its federalist 
political system and the rules-based administrative culture – have produced a complex 
multi-level cyber security governance architecture. Those institutional and organizational 
arrangements enable administrative actors to address cyber risks at multiple levels of 
government according to specifically defined administrative and legal rules. However, 
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this thesis’ analysis has identified several challenges arising from respective governance 
mechanisms.13 

First, the institutional fragmentation and duplication of political and legal 
responsibilities across different ministries’ and (security) agencies’ responsibilities at 
horizontal and vertical levels diminish the administration’s capacity to effectively 
coordinate information sharing or responses to cyber incidents (see e.g. II, pp. 38–40; 
52–54). As the literature on managing adversity and crisis points out, coordination is a 
foundation of resilience and effective crisis management (Boin & Bynander, 2015; 
Christensen, Laegreid, et al., 2016; McConnell, 2011). A lack of coordination capacity can 
impede the administration’s potential to monitor and respond to cyber adversity. 
Therefore, a key strategic goal of the German government is to further consolidate 
Germany’s public cyber security architecture, and its structures for public-private 
cooperation (BMI, 2022). 

Second, informal cooperation governance mechanisms between government agencies 
and between private actors and government agencies do not seem strong enough to 
counterbalance fragmented responsibilities. Information exchange and incident 
response assistance follows clear inter-institutional procedures and is seldom informal. 
Yet, effective cyber security information sharing requires not only formal rules for 
cooperation but also trust between actors, which can often only be built through 
informal cooperation and mutual voluntary information sharing (Carr, 2016; Morgus  
et al., 2015; Tanczer et al., 2018). Christensen et al.’s (2016, p. 319) proposition that 
Germany’s formalistic administrative culture may produce horizontal coordination 
problems likely apply to the field of cyber security governance. 

Third, a culture of adhering to formal rules and procedures can increase transparency 
and overall accountability of decision-making. However, while formal accountability 
rules and procedures are necessary, they are not sufficient to guarantee the actual 
accountability of decisions (see III). The evaluation of past cyber incident and crisis 
response processes and policy more generally is an important part of accountability  
and learning. However, processes aimed at building adaptive capacity through  
lesson-drawing, learning, and reforms, were long absent from German cyber security 
strategy and policy (Herpig, 2021, p. 3). While the most recent 2021 cyber security 
strategy (BMI, 2021) aims to establish strategy evaluation processes involving 
stakeholders, Germany’s administration’s ability to engage in learning and adaptive 
governance remains to be assessed in the future. 

Fourth, administrative organizations at the local political level (municipalities, 
including districts and cities) often lack adequate capability (resources and organizational 
processes to activate and use those) for cyber incident and crisis response14 (Kern, 2021; 
Schardt, 2021, pp. 608–609; Stiebel, 2022). Due to the federalist system, local 
governments are to a great extent autonomously responsible for crisis management and 
cyber security of their own DG infrastructures. While overarching minimum security 

 
13 It is beyond the scope of this thesis introduction to provide an exhaustive discussion of the 
organizational arrangements for cyber resilience and the challenges Germany faces. In following, 
the author provides a summary. II and recent policy publications (see expert statements in: 
Deutscher Bundestag, 2023; Herpig et al., 2023; Kullik, 2021) provide more detailed overviews. 
14 The maturity of cyber security organizations and state / local government resources is 
heterogeneous among states. Some states have their own cyber security offices or cybercrime 
competence centres (like Baden-Württemberg, Bavaria, or Hesse), are connected to NCAZ, or 
simply have more cyber security resources than others. 
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standards exist for federal and state-level government institutions, their application is 
not mandatory for local governments, the administrations of the German Bundestag and 
state parliaments, or audit offices. As a result, the implementation of security standards 
remains patchy (Schardt, 2021, pp. 608–609). Since local governments are among the 
most vulnerable to cyber attacks (Kern, 2021), they constitute the weakest link in the 
country’s overall cyber security landscape. An illustrative example is Germany’s first 
officially declared cyber crisis, which resulted from a ransomware attack against the 
district government of Anhalt-Bitterfeld in Saxony-Anhalt in July 2021. Due to insufficient 
resources, the district had to request operational and administrative assistance from 
other local governments, the state government, and federal institutions, including a 
MIRT and even the federal Armed Forces (Stiebel, 2022). 

4.1.4 Germany’s public cyber security architecture and its impact on cyber 
resilience 
Institutional path dependencies are clearly discernible in the organizational arrangements 
of shared responsibilities between federal national, state, and local government levels. 
The resulting complexity of organizational arrangements risks constraining authorities’ 
ability to operate effectively in cases of adversity and crisis. Most political decision-makers 
aim to improve coordination among different actors. However, while, from a rational 
choice perspective, central federal level policy-makers have an interest to further 
consolidate responsibilities at the national level, those developments are not always in 
the interest of decision-makers at the state level, which can lead to competitive policy 
approaches. Moreover, shortcomings in the management of several past cyber incidents 
in DG infrastructures (and the private sector, which lies outside the direct scope of this 
thesis) have intensified the debate about the need for institutional change. One 
examples is the response to the 2015 attack against the Bundestag (Beuth et al., 2017), 
in which even federal authorities lacked important capability. Other examples are 
responses to attacks against local government infrastructures, like in Anhalt-Bitterfeld in 
2021, which exposed a lack of capability and interactive governance at the local level of 
government. These exogenous events and policy debates might eventually lead to 
institutional change (Koning, 2016, pp. 654–659) through influencing decision-makers’ 
ideas, policy approaches, and cost-benefit calculations. Moreover, the acknowledgement 
of past policy failure in the aftermath of severe cyber incidents might lead to  
lesson-drawing and learning by stakeholders, as prior research has suggested (Raudla  
et al., 2019, pp. 13–15). Future research could follow current and future developments 
to explore potential institutional change and its effects on governance mechanisms for 
Germany’s cyber resilience. 

4.2 Estonia’s cyber security governance model 
After illustrating the complex cyber security governance structures in Germany, this 
subsection focuses on Estonia’s governance of cyber resilience. I provides a case study of 
a cyber crisis process in Estonia’s DG and outlines several reasons why Estonia is a 
revelatory case to study in more depth. 

Estonia is a small state with 1.3 million inhabitants and a central government.  
The country regained independence from the Soviet Union in 1991 and since then has 
become a world leader in DG. The country’s digital government rests on two pillars:  
the nation-wide decentralized data infrastructure X-Road and its electronic identity (eID) 
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scheme. Combined, they essentially create “a digital state and digital citizens” (Kattel & 
Mergel, 2019). As the only country worldwide, Estonia lets its citizens vote online in 
nation-wide elections (Krimmer et al., 2007, 2021). In the latest parliamentary elections 
in March 2023, 51% of votes were cast online (ERR, 2023). It is regularly among the top 
countries in DG rankings (European Commission, 2022a). 

The security of Estonia’s IT infrastructures is a precondition for its successes in DG  
and the functioning of the state as such. In 2007, Estonia’s DG, bank, media, and 
telecommunications infrastructures suffered from a cyber-attack, which Estonian 
security services attributed to Russia (Czosseck et al., 2011). As a result, cyber security 
became a national political priority (Estonian Ministry of Defence, 2008), and Estonia was 
one of the first countries worldwide to adopt a national cyber security strategy in 2008 
(Osula, 2015, p. 6). In 2009, the country set up a National Cyber Defence League and a 
Data Embassy (Robinson et al., 2019). Estonian authorities also introduced regular cyber 
crisis exercises. Moreover, Estonia began to push for better norms on international state 
behaviour in cyber space and became a norms entrepreneur in international cyber 
security policy discussions (Crandall & Allan, 2015). Despite claims that the online voting 
process was insecure (Springall et al., 2014), Estonian decision-makers have repeatedly 
insisted that its DG systems and political processes are secured against vulnerabilities 
and cyber attacks (e.g. Abel, 2014 and research interviews for I). 

4.2.1 Estonia’s institutional context 
Estonia is a parliamentary republic and a unitary state. Although the country’s political 
system is centralized at the national vis-à-vis the regional and local levels of government, 
its administrative system is decentralized. Individual ministries supervising their own 
area of government have a strong role in the administration. They are responsible for 
policy formulation while implementation is the task of various agencies under the 
ministries’ oversight. The agencies concentrate most of the professional knowledge and 
operate relatively autonomously (Sarapuu, 2015, p. 61). Decentralization has several 
advantages, such as clearer allocation of responsibilities and accountability for policy 
fields and less need to spend resources on coordination. Yet, decentralization has also 
implied the lack of an administrative tradition of the central implementation of cross-
departmental policies and tasks. Instead, horizontal cooperation has relied very much on 
informal networks (Sarapuu, 2015, p. 66). 

Like Germany’s, Estonia’s cyber security and critical infrastructure legislation is 
strongly influenced by respective EU legislation and national laws, like the Public 
Information Act, the Emergency Act, and the Cybersecurity Act. 

Estonia’s small size in terms of its population and government is an important factor 
to consider regarding its institutional structure. While formally set institutional 
procedures dominate large states’ systems, in small states like Estonia, “more informal 
and personal relationships can support institutional pursuits in developing networks both 
within government administrations and in external relations with stakeholders and 
societal partners” (Randma-Liiv & Sarapuu, 2019, p. 176). After independence, Estonia 
only had access to a limited number of civil service professionals and expertise. Narrow 
specialist skills were outsourced (Randma, 2001, pp. 42–45). In their study of Estonian 
collaborative governance networks, Kattel & Mergel (2019, p. 145) confirm these 
assumptions about small states for Estonian DG and cyber security policy, which has long 
relied on the cooperation of private and public sector representatives in informal 
governance networks. The country’s informal public-private networks underpin a mission 
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mystique – a common belief system in the country’s digital society that “strengthens 
networks that are driven by common values and held together by (digitally savvy) 
charismatic leadership” (Kattel & Mergel, 2019, p. 154). That mission mystique can also 
be observed in the country’s “e-narrative” of a highly digitized society. It is an important 
informal institution that shapes interactive network mechanisms. I demonstrates its 
effects in more depth. 

4.2.2 Estonia’s organizational cyber security architecture 
Compared to Germany’s public cyber security governance model, Estonia’s governance 
architecture is more centralized. While cyber security policy making and implementation 
is distributed among several ministries and agencies, the Estonian Information Systems 
Authority (Riigi Infosüsteemi Amet, RIA) fulfils a central coordinating role. It has mainly 
operational but also strategic tasks, like formulating Estonia’s cyber security strategy. 
The structure is indicative of a network administrative organization more than a 
partnership network, in which RIA takes on key network governance activities, including 
in cyber crisis management (Boeke, 2018, p. 457). Hence, despite Estonia’s otherwise 
decentralized administrative system, RIA acts as a network manager that introduces 
some centralization to the field of cyber security policy. Yet, as a government sponsored 
lessons-learned report about the eID crisis pointed out, responsibilities for DG and cyber 
security risked are unclearly allocated (Tallinna Tehnikaülikool, 2018).
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4.2.3 Stages of Estonia’s cyber resilience 
Despite the country’s small size, Estonia has implemented comprehensive cyber 
resilience structures and processes. “Technological resilience” of the Estonian digital 
society “and readiness to cope with crises” is the first of four objectives in the country’s 
most recent cyber security strategy from 2018 (Republic of Estonia, 2021, pp. 40–44). 
Limited resources, both in terms of finances and manpower, remain challenges. Yet, 
public officials can draw on a pool of domestic and international experts through its 
strong digital governance networks. Analogous to sub-section 4.1.3. and Table 4, this sub-
section and Table 5 provide an overview of Estonia’s organizational structures for cyber 
resilience. Several publications from the literature (Cardash et al., 2013; Czosseck et al., 
2011; Kaska et al., 2013; Kohler, 2020; Osula, 2015) and I provide more detailed insights. 

Table 5: Organizational arrangements for cyber resilience in Estonia 

Cyber 
resilience 
poten�als 

Implementa�on in Estonia 

An�cipate - Moderate: poten�al strategic units of ministries, intelligence
agencies or RIA. No (publicly known) dis�nc�ve forecas�ng /
an�cipatory organiza�onal arrangements or capabili�es. Yet,
Estonian government is involved in the “e-Governance
academy” centre of excellence and hosts the NATO Coopera�ve
Cyber Defence Centre of Excellence (CCDCOE), which engage in
analysis and an�cipatory ac�vi�es

Monitor 
& 
Respond 

- Advanced
- Formal rules: EU legisla�on (par�cularly the NIS Directives),

na�onal Public Informa�on Act, Emergency Act, Cybersecurity
Act, a.o.

- Organiza�onal arrangements
o RIA conducts risk analyses, serves as the repor�ng point for

cri�cal infrastructure operators’ no�fica�on of cyber
security incidents, and supervises CI operators’
implementa�on of and enforces regulatory compliance with
security measures, including through sanc�ons (RIA, 2023a).
It also coordinates cyber incident and crisis response (I).

o RIA’s CERT-EE monitors and handles security incidents,
issues warning, supports ins�tu�ons, engages in preven�ve
cyber security ac�vi�es and awareness raising (RIA, 2023b)

- Police, intelligence agency’s units counter cyber crime and
espionage

- Cyber Defence Unit (comprises individuals from public and
private en��es) supports na�onal cyber defence (Cardash et al., 
2013; Kaska et al., 2013)

Learn - Progressing: lesson-drawing has become an objec�ve of cyber
incident / crisis management processes throughout past years.
Lessons from the 2007 crisis were included in the first 2008
na�onal cyber security strategy, 2017 lessons were published in
report and included in the 2018 cyber security strategy, leading
to some organiza�onal adjustments (I)
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Beyond these formal organizational structures, Backman (2021) and this thesis’ author 
(I) illustrate the strength of informal rules and cyber security governance networks at the 
interactive level during Estonia’s management of its 2007 and 2017 cyber crises. RIA itself 
refers to these networks as “a ‘collective brain’ consisting of state and private sector data 
security experts acting in concert”, which was able to repel the 2007 attacks “and helped 
to develop an action plan for the years ahead” (RIA, 2017, p. 4). The activation of those 
networks can help counterbalance the operational lack of resources and capability when 
responding to and adapting after incidents. 

At the same time, the reliance on such informal modes of cooperation can raise 
challenges for accountability. Decision-making processes in informal networks are likely 
to be less transparent. Responsible parties can be less easily be identified in ex-post 
accountability processes than in officially documented processes. 

4.2.4 Estonia’s public cyber security architecture and its impact on cyber 
resilience 
The Estonian case is an example of a small state with effective cyber security governance 
structures, which rely on a network administrative model. The national cyber security 
agency RIA acts as the network coordinator. Given Estonia’s public administration’s 
otherwise decentralized setup, this degree of centralization by RIA is a deviation that 
might merit further research. 

The case also demonstrates how institutional and interactive mechanisms of 
governance tightly interact. In Estonia, historically grown collaborative public-private 
networks have persisted as a result of positive feedback loops and their legitimacy among 
political decision-makers. Those networks can be activated in times of severe cyber 
incidents and strengthen coordination (I). Cooperation is more informal and trust-based 
than in a large state with complex and a more formal administrative culture like 
Germany. Historical and ideational institutionalist perspectives can help further 
illuminate those processes. 

These interactive governance mechanisms further enhance cyber security capability 
at the operational level. Even though resources might be scarce, Estonian decision-
makers can draw on tried and tested organizational processes to combine and effectively 
deploy those resources through network mechanisms. Moreover, decision-makers have 
openly engaged in post-crisis lessons-drawing processes, specifically in the 2017 eID 
crisis’ wake (I), to signal their readiness to learn. Further research could explore to what 
extent such processes have increased the adaptiveness of governance (Janssen & van der 
Voort, 2016) and cyber resilience. 

4.3 Synthesis 
This section has outlined two different national cyber security architecture models in the 
two EU member states Germany and Estonia. Table 6 below summarizes this section’s 
main findings. 
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Table 6: Overview of the characteristics of Germany’s and Estonia’s national cyber security 
architectures 

 Germany Estonia 

Institutional 
context 

- Very large state (80 mio. 
inhabitants) 

- Federalist system 

- Small state (1.3 mio. 
inhabitants) 

- Unitary political system but 
strong decentralization of 
responsibilities among 
ministries 

Formal rules - EU and national cyber security 
and critical infrastructure 
legislation 

- Sectoral legislation for DG at 
the federal and state level 

- Information security 
guidelines for federal and 
state government institutions 
(partially mandatory) 

- EU and national cyber security 
and critical infrastructure 
legislation 

- General risk management 
guidelines  

Cyber security 
organizational 
structures 

- Complex competing models: 
o Lead organization model 

at federal level (BMI as 
policy and BSI as 
operational hubs) 

o Multi-level shared 
governance between 
central and federal 
states (Länder) 

- (Cyber) crisis management: 
decentralized, main authority 
lies with states, local 
governments 
o Lack of capability 

during crisis, esp. local 
level 

- Network administrative 
organization (NAO) model 
(RIA acting as hub) 
o Unclear demarcation of 

responsibilities 
- (Cyber) crisis management: 

NAO, RIA acting as hub 
o Lack of capability offset by 

activation of public-private 
networks during crisis 

Modes of 
interaction 

- Hierarchical and rules-based 
o Horizontal and state-

federal coordination 
challenges 

o Accountability ensured 
through formal 
procedures 

- Networked and informal 
(strong influence of public-
private governance networks) 
o Enhanced coordination 

capacity 
o Risks for transparency and 

accountability of decision-
making 

 
The purpose of this section was to show how countries’ institutional structures 

influence organizational arrangements for cyber resilience and actors’ behaviour, 
especially their capacity to effectively coordinate. It illustrated the tight interaction 
between institutional and interactive governance mechanisms and indicated avenues for 
further research, to which Chapter 7 will return.   
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5 Cyber crisis management and resilience 
This section aims to answer sub-research question two: how can an administration manage 
a large-scale cyber crisis affecting its DG infrastructures? On the spectrum of events of 
cyber adversity, a crisis lies at the outer extreme. Hence, it provides a “stress-test’” of 
the resilience of a system, administration, or society. Crisis management and resilience 
are thus closely linked (Boin et al., 2010; Boin & McConnell, 2007; Williams et al., 2017). 
Below, this section defines the concept of (cyber) crisis, outlines tasks of effective cyber 
crisis management, and presents constructs for cyber crisis governance mechanisms. 

5.1 (Cyber) crisis and crisis management 
This thesis defines crisis as a situation in which a system, organization or community 
experiences “a serious threat to the basic structures or the fundamental values and norms 
of a social system, which – under time pressure and highly uncertain circumstances – 
necessitates making crucial decisions” (Rosenthal et al., 1989, p. 10, emphasis added). 
Mirroring the key elements of crisis mentioned above – severe threat, urgency, and 
uncertainty – cyber crises are IT disruptions that “have the potential to severely limit or 
eliminate the functionality of key societal services or critical infrastructures, which must 
be dealt with urgently under conditions of deep uncertainty in order to avoid physical, 
financial, and/or reputational damage” (Backman, 2021, p. 435). While it is unlikely that 
such crises play out exclusively in the virtual realm, they will involve a cyber security 
dimension. 

To date, only few studies (Backman, 2021; Prevezianou, 2021) have analysed the 
governmental management of actual cases of cyber crisis through conceptually 
grounded empirical case studies. The cases examined in these studies include the 2007 
DDoS attacks against Estonia (Backman, 2021), the WannaCry malware’s impact on the 
UK’s National Health Service (NHS) in 2017 (Backman, 2021; Prevezianou, 2021), and the 
hack of the Democratic National Convention in the United States in 2016 (Prevezianou, 
2021). I and this thesis build on these studies’ empirical findings and the constructs 
outlined below to derive underlying factors which determined the Estonian DG’s 
resilience during the Estonian ROCA crisis in 2017. 

5.2 Tasks of crisis management 
Crisis management (CM) is generally effective when a weakened or disrupted system 
(whether a social, organizational, or technical system) is brought back into alignment and 
achieves normal functioning at any stage of that process (Williams et al., 2017, p. 740). 
In addition, effectiveness depends on stakeholders’ perception of the crisis management 
outcomes’ success (Boin et al., 2018, p. 25; McConnell, 2011; Pearson & Clair, 1998). 

The author discerns two constructs which determine CM performance from the 
literature at the intersection of crisis management and public administration. First, CM 
performance depends on governance capacity, covering the functional, operational 
aspects of CM, particularly sense-making and coordination capacity (Boin et al., 2014a, 
pp. 423–424). Sense-making encompasses the detection and understanding of an 
unfolding crisis and can be linked to the anticipation and monitoring stages of cyber 
resilience. Coordination is about making critical calls to solve dilemmas and orchestrating 
and implementing a coherent response (Boin et al., 2016) and can be linked to the 
response stage of cyber resilience described above. Second, it depends on governance 
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legitimacy, which relates to the political aspects of crisis management  . The CM process 
requires political support and trust from stakeholders and the broader public in order to 
be effective (Boin & Bynander, 2015; McConnell, 2011). Legitimacy is a complex concept, 
which generally concerns “citizens’ perceptions of whether the authorities’ actions are 
desirable, proper or appropriate within certain socially constructed systems of norms, 
values, and beliefs” (Jann, 2016; Lægreid & Rykkja, 2019b; Suchman, 1995). I distinguishes 
between input, output, and procedural legitimacy (Lægreid & Rykkja, 2019a; Scharpf, 
1999; Schmidt, 2013). 

Governance legitimacy and capacity are interrelated. An administration’s legitimacy 
arguably influences its ability and capacity to manage a crisis. A decrease in its legitimacy 
or negative perceptions will likely negatively affect its ability to coordinate and 
implement decisions (Lægreid & Rykkja, 2019a, p. 888). In turn, crisis managers’ incapacity 
to operationally respond to and mitigate consequences of a cyber incident for end users 
will decrease the crisis management’s output legitimacy, and its support among the 
population.15 Figure 5 below illustrates the relations between the different concepts. 

Figure 5: Author’s illustration of (cyber) crisis governance capacity and legitimacy, based on the 
propositions put forward by Christensen et al. (2016) 

5.2.1 Proposal for an analytical lens: a network governance approach for 
cyber crisis 
The dimensions of crisis governance capacity (sense-making and coordination) and 
legitimacy help describe the tasks crisis managers in the public sector need to tackle to 
effectively manage cyber crises. In I, the author proposes to refine those constructs 
towards mechanisms of cyber crisis governance that provide for resilience of affected DG 
systems. She proposes to examine these mechanisms through a “governance network 
model” approach proposed by Klijn and Koppenjan  and depicted in Figure 6. Through 
the framework, the author analyses the modes of interaction of different actors involved 
in governance networks and the strategies through which they decided and implemented 
their decisions during the crisis process in different rounds of interactions. The model 
further considers institutional factors, which impact actors’ behaviour and strategies 
(substantive and strategic factors), and network (management) structures. 

15 Claim based on arguments put forward in the disaster management and public administration 
literatures by e.g. Schneider (2011, pp. 60–81) or von Haldenwang (2016, p. 14). 

(Cyber)

Crisis
Crisis Management
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Figure 6: Author’s illustration of factors explaining governance network processes, based on the 
framework put forward by Klijn and Koppenjan (2016, p. 308). Source: Article I 

The governance network framework can serve as the basis for operationalizing the 
description and explanation of actors’ complex interactions in a cyber crisis management 
process. In its Annex, I proposes to analyse the following aspects to structure the case 
description and analysis 

1) crisis management actors, their roles, and their resources
2) the arenas, issues, and tiers of cyber risk management of the crisis process
3) the rounds of the crisis process and the respective arenas, their turning points,

and the state of the vulnerable DG system
4) actors’ risk assessment and management strategies per round.

5.2.2 Constructs for cyber crisis governance mechanisms and avenues for 
further analysis 
This thesis suggests applying the framework outlined above to analyse administrative 
governance networks’ management of cyber crises. In I, the author deployed the 
framework in an exploratory case study of Estonian governance networks’ management 
of the 2017 “ROCA” crisis. A previously unknown vulnerability, the “Return of the 
Coppersmith Attack” vulnerability or “ROCA”, affected the chip built into nearly 800,000 
Estonian eID cards, among millions of other chips and trusted platform modules 
worldwide. The vulnerability of such a critical DG system triggered a crisis in Estonia’s 
DG, which the country managed over the course of several months between fall 2017 
and spring 2018. The analysis generated several conceptual constructs which we propose 
for further refinement and testing in future case studies. These constructs constitute the 
foundation for the governance mechanisms at the operational and interactive levels 
proposed in Section 3. Figure 7 provides an overview of the constructs. Below, the section 
explains how the author derived them in the context of the case study and other cases 
of cyber crisis in DG. 

INSTITUTIONAL FACTORS
Interaction patterns, shared perceptions, rules, and levels of trust

SUBSTANTIVE FACTORS
§ Convergent / divergent perceptions
§ Goal intertwinement / conflict
§ Advocative / joint analysis

STRATEGIC FACTORS
§ (Lack of) interactions
§ (Dis) connected actors, arenas and games
§ Strategies and game types

INTERACTIVE PROCESS: ROUNDS OF INTERACTION WITH IMPASSES AND BREAKTHROUGHS
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Figure 7: Proposed constructs that influence cyber crisis management in DG (Source: author) 

First, the author identified the DG’s systemic criticality as a primary parameter guiding 
crisis managers’ decisions on handling an adverse cyber event affecting a DG system. 
She found that the degree of criticality of the DG system, in this case, Estonia’s national 
eID system, strongly influenced government leadership’s and crisis managers’ perception 
of the cost associated with an interruption of DG services. Maintaining the (vulnerable) 
system’s continuity became the primary goal in Estonia’s ROCA crisis. The author argues 
that this parameter might have played out differently in a country with a less advanced 
DG. To strengthen that argument, she evoked the cases of Austria, Spain, and Slovakia, 
whose eID systems were impacted by the exact same vulnerability. Yet, those states’ DG 
are much less developed than Estonia’s, and only a fraction of their populations used 
their affected eID cards’ identification or signature functions. Hence, the thesis proposes 
that a DG’s maturity, which might be determined based on adoption rates or usage, will 
influence a government’s decision whether and how to uphold DG continuity in case of 
a large-scale vulnerability or incident. 

The cases of several other additional cyber crises affecting DG or public critical 
infrastructures strengthen that argument. Examples include the UK’s NHS during the 
WannaCry incident in 2017 (Backman, 2021) or the German district Anhalt-Bitterfeld’s 
social security system during a ransomware attack in 2021 (Stiebel, 2022). In those cases, 
political decision-makers’ and crisis managers’ primary goal was to maintain or restore 
the availability of the systems’ critical functions – the provision of healthcare services in 
the UK’s case, and the provision of social government services in the German case. 

Scholars can also draw on the case of the hack of the Dutch Certificate Authority (CA) 
DigiNotar in 2011. DigiNotar was relevant for DG, as it issued Dutch government 
certificates, among others. Attackers breached the CA and managed to generate falsified 
certificates. The case evolved into a national disaster and DigiNotar had to revoke all 
certificates (van der Meulen, 2013, pp. 53–54). However, after their revocation, it turned 
out that the certificates had been more critical for Dutch commerce than the Dutch 
government had been aware of. The high opportunity cost of certificate revocation, for 
example for the delivery of imported goods in Rotterdam Harbour, became visible only 
after the government had initiated the revocation (van der Meulen, 2013, pp. 54–55). 
In this case, the DG system’s criticality was greater than assumed. Awareness of the cost 
might have led to different CM decisions. 

In addition to this finding about the primary parameter of DG systemic criticality, 
I suggests five constructs of cyber crisis governance. These can be directly related to the 
proposed cyber resilience governance mechanisms outlined in Section 3. At the 
operational level, the author identified the Estonian administration’s technology 

Antecedent: 
DG systemic 

criticality

Crisis governance mechanisms

- Technology management capacity
- Adaptive risk management capacity

- Networked cooperation competence
- Collaboration capital
- Legitimacy-building

Operational

Interactive
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management capacity and actors’ adaptive cyber risk management capacity as two 
mechanisms to solve the ROCA crisis. Technology management capacity depended on 
the condition of technological infrastructures – including their robustness, redundancy 
and resulting technical resilience – and the ability to deploy competent experts with deep 
knowledge of affected systems. I further proposes a risk management mechanism 
(illustrated in the Annex) that encompasses not only technical methods but also 
encompasses actors’ risk perceptions and goals. 

In the Estonian ROCA case, the administration had access to the necessary capabilities, 
including resources like highly qualified experts and practitioners, and respective 
established informal processes to activate them through their collaborative network ties 
(“collective brain”). The lack of such capabilities in terms of resources and processes to 
implement operational goals can be a serious obstacle in other cyber crisis contexts. In 
the case of the cyber attacks against the German district Anhalt-Bitterfeld in 2021, the 
local state’s cyber security resources were insufficient. so that the district had to request 
assistance from federal authorities, even the Armed Forces (Stiebel, 2022). A lack of 
qualified personnel and organizational processes to activate resources also posed 
challenges in the coping with the attack against the German Bundestag in 2015 (Beuth 
et al., 2017). Therefore, the author added capability deployment as an additional 
necessary mechanism to the operational level. 

I further emphasizes the importance of interactive processes in cyber crisis governance. 
The author found that actors’ “networked cooperation competence”, which relied on 
flexible and decentralized network structures as well as actors’ underlying common 
norms and values, enhanced sense-making and coordination capacity among actors.  
As Section 4 outlines, those trusted relations between public and private network 
members had evolved historically and could then be activated once the crisis hit. The cyber 
and crisis literatures have repeatedly emphasized the importance of informal trust 
relations (Backman, 2021; Boin et al., 2016; Carr, 2016; Morgus et al., 2015). Therefore, 
the author sees the building of trusted relations as a key interactive mechanism for 
cooperation in the face of adverse events. 

Another mechanism the author identified at the interactive level that strengthened 
cooperation was actors’ “collaboration capital”, which they could draw on to remain 
resilient in times of cyber incidents and crisis. It emerged from the institutional memory 
(Corbett et al., 2020; Hardt, 2017) of past experiences with cyber incidents, cyber 
exercises, and resulting interpersonal relations. Those, in turn, shape network actors’ 
perceptions and interactions in crisis governance processes. 

Finally, legitimacy-building through meaning-making and communication was crucial 
to justify crisis managers’ course of actions and create support for their decisions. More 
precisely, communication and meaning-making can strengthen the procedural legitimacy 
of a crisis management process. Issue framing, symbolic messaging, and the organization’s 
credibility matter to a great degree in this process (Boin et al., 2016, 78–82). In the case 
of cyber risks, connecting technical issues to more deeply rooted values is crucial to 
enhance the effectiveness of crisis communication (de Bruijn & Janssen, 2017, p. 6). 

Empirical evidence from the ROCA crisis (I) but also other examples, like the 
management of the crisis in Anhalt-Bitterfeld, Germany, suggests that post-crisis  
lesson-drawing processes were effective in raising awareness and strengthening  
ex-post accountability. 
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5.3 Summary 
This section summarized this thesis’ findings relating to the question how an 
administration can manage a large-scale cyber crisis affecting its DG infrastructures. 
Based on existing concepts and empirical findings, it presented constructs for cyber crisis 
governance mechanisms that the thesis included in its proposed taxonomy of cyber 
resilience governance mechanisms. It focused primarily on the operational and 
interactive levels of governance and complemented Chapter 4’s analysis of institutional 
rules and structures.  
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6 Resilience through governance of IT systems security 
This chapter aims to answer sub-research question three: how can a government manage 
the security of the IT systems deployed in safety-relevant infrastructures? Research on 
and practice of (national) cyber resilience is concerned with the different procedural 
stages of anticipation, monitoring, response, and learning, as the previous chapters 
illustrated. In this context, the security and resilience of the underlying technological 
systems often remains a neglected aspect. However, in our ubiquitously interconnected 
world, those systems’ (in)security constitutes the “soft underbelly” of societal digital 
resilience. As a result, global cyber security policy and legislation, as well as technology 
providers, are increasingly concerned with finding governance solutions for global IT 
systems security. 

This chapter addresses governance mechanisms to manage the (in)security of 
technology and associated risks underpinning modern societies. Thereby, it is concerned 
with the proactive side of cyber resilience and draws on findings from III, IV, V, and VI. 

In answering the research question, this chapter does not uniquely focus on DG 
systems but on broader trends of IT (in)security in the digital transformation of modern 
societies. The state, as the guarantor of safety and security for its citizens and provider 
of services of general interest, like healthcare, electricity, water, and others, has a special 
responsibility to safeguard those services’ supply. This includes the underlying 
infrastructures’ protection from disruption and the preservation of their resilience in the 
face of adverse cyber events that those infrastructures and systems are increasingly 
exposed to. Hence, the functional dimension of cyber resilience is in the foreground of 
the following analysis. 

This chapter is divided into two subsections. The first part summarizes findings 
relating to institutional structures and operational processes for governing IT security – 
regulation and standards, as well as risk management processes – and the related 
challenges for public administrations. The second part discusses the more politicized 
aspects of technology management capacity in the context of the EU’s and Germany’s 
quest for “digital sovereignty”.  

6.1 Challenges and mechanisms of IT security and safety governance 
As our societies increasingly rely on IT systems for nearly every aspect of modern life, 
questions of the controllability of technology have moved from the technical spheres of 
IT engineering into the world of policy and politics. Focusing events like data leaks about 
espionage and surveillance, e.g. the Snowden revelations in 2013 (V), data misuse, e.g. 
the Cambridge Analytica scandal from 2017 (Dowling, 2022), or hacking attacks against 
connected “Internet of Things” (IoT) systems, like cars, or medical devices (IV; Schneier, 
2018), catalyzed awareness for those issues. The growing body of EU legislation at the 
time of writing is evidence to this trend. 

In digitized societies, the (in)security of IT components that make up the systems we 
use to identify ourselves digitally, for example, can determine whether we can digitally 
access DG services like digital social benefits or even vote online (I; Krimmer et al., 2015). 
In the ‘smart city’ context, those DG security challenges become even more pertinent 
(Pereira et al., 2020, p. 625). In addition, devices like household appliances and toys,  
or safety-critical systems such as vehicles, medical devices, and intelligent power grids 
are part of the IoT in a broader sense – they are directly or indirectly networked with the 
internet. 
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With the networking of physical devices in the IoT, boundaries between safety and 
IT security are blurring. “Integrating software components across safety-critical 
infrastructures carries design flaws, bugs and security concerns to these systems”, which 
attackers take advantage of (Johnson, 2012). Resulting vulnerabilities have led to new 
systemic risks and negative externalities, as various types of cyber attacks in recent years 
have demonstrated. Malicious software can infect hundreds of thousands of computer 
systems worldwide in a matter of hours and can disrupt critical logistics processes and 
production environments (Buchanan, 2016; Snyder, 2017). Examples are the WannaCry 
ransomware worm and subsequently the NotPetya wiper worm from 2017. Botnets 
consisting of IoT devices, such as the 2016 Mirai botnet, can bring down parts of internet 
infrastructures through massive DDoS attacks, and hackers regularly demonstrate 
attacks on medical devices and vehicles (Kleinhans, 2017). At the same time, many of 
those newly connected devices lack even basic security. For decades, IT security had 
simply not been a priority for manufacturers of technology, including IT manufacturers, 
as they lacked economic or other incentives to secure their products against cyber 
attacks (Anderson & Moore, 2007). Figure 8 provides an overview of the mechanisms to 
govern IT systems security, which the following sub-sections address in more detail. 

Figure 8: Mechanisms to govern IT systems security in safety-critical infrastructures 

6.1.1 Operational challenges 
There are several structural security engineering challenges of an operational nature, 
which amplify the issue of IoT insecurity. First, security might compete with the usability 
and efficiency of IT systems. In embedded systems, security mechanisms like encryption 
or authentication can take up scarce computation power and memory. They can also add 
additional steps for end-user operation (like authenticating with multiple factors), which 
constrain usability (Koppel et al., 2015; Rostami et al., 2013; Sasse & Flechais, 2005). 

Second, lifecycle conflicts are common. Software often has a much shorter lifespan 
than physical control systems in critical infrastructures or even connected household 
devices. As a result, connected devices require updates to close vulnerabilities for a 
longer period than software is usually supported by updates (IV, p. 5; (European 
Commission, 2022c, p. 69; Fonseca & Vieira, 2014; Yousefnezhad et al., 2020). 

Third, the patching of security vulnerabilities is complicated. The deployment of 
software updates for desktop or mobile operating systems is easily feasible and scalable 
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through end users. For devices operating in critical infrastructures, including DG 
infrastructures, however, the installation of updates can pose challenges (Bellovin, 2017; 
ICS2, 2020; Nunnikhoven, 2017). Patches usually need to be tested in their operating 
environment (e.g. hospitals) to prevent unforeseen interactions or malfunctions. They 
also need to be deployed in secure ways to avoid manipulations (IV, p. 5). Moreover, 
responsibilities for update deployment and installation within larger critical organizations 
need to be clear. IV points to this issue in the context of safety-critical medical devices in 
hospital or patient environments but I also illustrates how delicate and complicated the 
deployment of software updates at scale can be for DG systems. 

Fourth, proprietary and opaque software in many IoT devices, critical and DG 
infrastructures diminishes the ability of end-users – whether hospitals, governments, or 
individuals – to control the security of the systems they use (European Commission, 
2022b, p. 13). While software does not necessarily have to be open-source and free to 
be secure, it should at least be accessible and testable against security requirements for 
trusted third parties (ENISA, 2020a, p. 30; IoT Security Foundation, 2023). 

Finally, as risk management methods for safety and IT security have evolved 
separately over time, methods and standards to address these risks in an integrated 
manner were long lacking. Safety mechanisms are mainly concerned with accidental risks 
originating from a system that can cause damage to the environment. Respective risk 
assessments traditionally rely on statistical and static methods, like the functional testing 
for the presence or absence of specified behaviour (IV; Hänninen et al., 2016; Kriaa, 2016, 
pp. 13–25). Yet, established safety practices fall short of addressing the cyber security 
threats that ensue from the growing interconnectivity of formerly isolated systems 
(Leverett et al., 2017). 

Security, on the other hand, is concerned with risks caused by unspecified intentional 
behaviour of malicious threat actors. IT security risk is a function of several factors, 
including a threat agent and its capabilities, intent, and motivation, which exploits a 
vulnerability with a certain likelihood of success to cause an adverse impact (NIST, 2012). 
They are highly dynamic, as threats and vulnerabilities are constantly changing. 
Therefore, security risks of IT systems need to be constantly monitored and managed 
during its entire lifetime, after it has been marketed, and not only occasionally (Bryans, 
2017). 

6.1.2 Legislation, certification, and standards 
Those challenges are mirrored at the institutional level. Technical standards and legal 
frameworks are yet to address these risks in an integrated manner. At the EU level, 
requirements for the quality and safety of products are generally defined within the 
framework of the “New Legislative Framework” (NLF) (which extends the “New 
Approach” from 1985). The NLF refers to a set of EU Directives aimed at the removal of 
barriers to trade and the harmonization of technical requirements to enable the free 
movement of goods. These lay down the essential requirements for the safety and 
performance of certain product groups such as machinery, toys, electrical equipment, 
medical devices, or construction products. For products for which there are no specific 
regulations, the EU General Product Safety Directive 2001/95/EC applies. 

The NLF guidelines only define basic protection requirements. The technical 
concretization according to the “state of the art” takes place in technical standards or 
norms, which define the requirements and serve as a reference for certification. To prove 
that a product is compliant with the respective requirements, it is marked with the “CE” 



 

51 

mark (for Communauté Européenne). Conformity assessment is carried out by the 
manufacturer itself (for products with a low safety risk) or by a “notified body”. Notified 
bodies must be accredited by national accreditation bodies. 

Certification resulting from conformity assessment procedures also exists for IT 
products, as VI explains in more detail. The Common Criteria for Information Technology 
Security Evaluation (CC), for example, constitute a long-established international 
framework for the evaluation and certification of IT security. A key task for engineers, 
decision-makers, and regulators is to combine different safety and security approaches 
to expand established practices, risk management frameworks, standards, and 
regulations to fit the IoT reality (IV; Grotto & Schallbruch, 2021; Leverett et al., 2017).  

At the same time, certification has limits as a mechanism to evaluate and prove IT 
systems security (VI, pp. 179–180). Software is dynamic and requires continuous updates 
to close vulnerabilities or improve its functionality. Since certification is static in principle, 
i.e., determines compliance with requirements at a given point in time, the maintenance 
of products and services through updates must be handled differently. The repeated 
testing or re-certification of a product after each software update is not scalable because 
of the effort involved. These challenges must be addressed by an ICT-focused 
certification framework. Future testing and verification mechanisms must resolve this 
conflict between one-time certification and constant software development. Therefore, 
approaches are needed that maintain the validity of certificates over the entire product 
lifecycle and can map the growing complexity of technologies (Hofmann, 2023; Krcmar 
et al., 2018). 

In an effort to respond to such challenges, the EU is in the process of adopting ever 
more comprehensive IT security legislation, creating an overarching legal framework for 
IT security (Eckhardt & Kotovskaia, 2023, p. 4). It has thereby begun to enshrine the 
engineering guideline of “security by design” as a “hard law” principle in primary and 
secondary EU legislation (Bygrave, 2022, p. 36). A first regulatory step was the adoption 
of the “Cybersecurity Act” (CSA)16 in 2019, which establishes a framework for the 
development of certification schemes for certain ICT products, processes and services. 
However, certification under respective schemes is voluntary, unless specified otherwise 
in legislation. In 2022, the European Commission proposed the Cyber Resilience Act 
(CRA), which sets out horizontal cyber security requirements for most products with 
digital elements. It subjects manufacturers, distributors, and importers of such products 
to new cyber security obligations across the entire supply chain. They include, among 
others, IT security conformity assessments, transparency and documentation 
obligations, and the mandatory provision of software updates. As a horizontal 
framework, the CRA overlaps with the updated Network and Information Security 
Directive17 and several product-specific and sectoral EU regulations, including the Radio 
Equipment Directive18, the draft General Product Safety Regulation19, as well as the Draft 
Artificial Intelligence Regulation20.  

In the upcoming legislative process, legislators will need to ensure that these legal acts 
containing provisions for IT systems security interplay in a frictionless way, avoid 
regulatory overlap and maintain legal certainty for market actors (Eckhardt & Kotovskaia, 

 
16 Regulation (EU) 2019/881 
17 Directive (EU) 2022/2555 
18 Directive 2014/53/EU 
19 COM (2021) 346 final 
20 COM/2021/206 final 
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2023, p. 17; Grotto & Schallbruch, 2021, p. 89). In addition, the EU Commission and 
member states will need to balance the CRA’s measures’ high complexity and resulting 
burdens and costs for technology manufacturers, importers and distributors, with its 
effectiveness in maintaining a competitive IT market.  

6.2 The quest for “digital sovereignty” 
The objective to enhance the controllability of technology of potentially insecure 
technological infrastructures has also resulted in debates about strengthening countries’ 
“digital” or “technological sovereignty”. These political discussions are characterized by 
geopolitical considerations regarding the control over technologies and impacts on 
states’, economies’, and individuals’ capacity to act (Benner & Skierka, 2015; Pohle & 
Thiel, 2020). 

Calls for promoting technological sovereignty first surfaced in Europe in the wake of 
the former National Security Agency (NSA) contractor Edward Snowden’s revelations  
of US intelligence agencies’ surveillance activities of European citizens, companies,  
and heads of state. V provides a comprehensive mapping of senior officials’ and  
decision-makers’ proposals between 2013 and 2015 to strengthen control over 
technology and prevent espionage and surveillance. The proposals included technical 
proposals, such as new undersea cables, localization of data storage and flows, and 
strengthened encryption, and policy proposals, such as the provision of better support 
to local industry, or better data protection laws. However, an evaluation of the technical 
proposals in V shows their limited effectiveness in strengthening individuals’, 
companies’, or states’ protections against surveillance or espionage. The implementation 
of better encryption of data at flow would have significantly improved data security. 
However, most other proposals, like the restriction of internet traffic routing within the 
Schengen-zone, were neither feasible nor compatible with the principles of an open 
internet. 

We can regard V as a snapshot of the early debate about digital or technological 
sovereignty and an analysis of its origins in Europe. Many of the concrete proposals did 
not sustain themselves over time and slowly disappeared again from the political agenda. 
Others were implemented. For example, to protect its DG infrastructures, the German 
government terminated contracts with US providers like Verizon that had provided 
services for the German government network, and replaced them with German providers 
(Deutscher Bundestag, 2017; Hathaway, 2014). 

Remarkably, the quest for digital or technological sovereignty remains a key objective 
of European and especially German IT security policy, as evidenced by Germany’s “Digital 
Agenda” from 2014 and its most recent cyber security strategy from 2021 (II, pp. 9–11; 
BMI, 2021). 

Despite their extensive use in public discourse, to this date technological or digital 
sovereignty remain political expressions that serve to strengthen the case for a range of 
measures ranging from the promotion of privacy-preserving legislation and tools to more 
comprehensive support of domestic and European IT industries, e.g. through the Cloud 
hyper scaling project Gaia-X (Monsees & Lambach, 2022). Their meaning remains a 
subject of debate among experts, policy makers and practitioners (Lambach & Oppermann, 
2022; Pohle & Thiel, 2020). 

An interesting aspect with respect to the previous subsection is the resurgence of the 
notion of digital sovereignty in the context of potential and actual bans of critical 
infrastructure components manufactured by technology vendors deemed untrustworthy. 
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The case of the debate around a restriction of the participation of the Chinese technology 
company Huawei in the expansion of EU members’ 5G mobile networks is a prime 
example. The author has described the case in more detail (Skierka, 2020). The EU, 
caught between its two main trading partners, the US and China, was facing a geopolitical 
challenge: how should it deal with potentially risky but effective and competitive 
technology provided by Chinese firms in its next generation of telecommunications 
networks? This challenge also had broad implications for the region’s cyber resilience. 

As mentioned above, purely technical mechanisms to evaluate and prove IT security 
of systems, like technical testing and certification, have limits. They are not suitable for 
assessing national security risks and insufficient for overarching risk assessments. 

In the case of 5G networks, the EU adopted a comprehensive risk assessment 
procedure called the “5G Cyber security Toolbox” in 2020 that identifies technical and 
strategic measures to mitigate security risks and critical dependencies in 5G networks. 
The toolbox makes clear that strategic risks – in particular the “risk of interference by a 
third country or dependency risks” – cannot be managed through purely technical 
measures alone but requires additional political or regulatory measures. As a result of 
this debate, Germany adopted new legal rules in the 2021 IT Security Act 2.0, which 
require an additional evaluation of trustworthiness of components to be built into critical 
infrastructures (Skierka, 2020).  

At the same time, such procedures will need to be designed in a way to safeguard 
accountability of decisions. As III demonstrates, respecting formal procedures in 
technocratic risk management processes does not necessarily translate into actual 
accountability. Decisions can then be politically contested. One example from Germany 
for such a decision is the government’s BSI’s issuance of an official warning against the 
use of Kaspersky software in 2022, after Russia had attacked Ukraine (BSI, 2022). 
Administrative courts confirmed the legality of the warning (4 B 473/22, 2022). Yet, the 
decision has sparked an ongoing public debate about who should decide about the risks 
of software and hardware in the future, and how that ‘high risk’ should be determined 
in an accountable way (Atug & Herpig, 2022; Kipker, 2022). 

6.3 Synthesis: Mechanisms of IT systems security governance  
Addressing challenges of IT systems security governance  requires not only technical but 
also policy and governance responses at the operational and institutional levels, as we 
show in IV and VI (see also: Grotto & Schallbruch, 2021, pp. 79–82). Technology 
manufacturers and suppliers can take several measures at the operational level, such as 
applying security principles in the design and development phases of systems; 
integrating safety and security risk assessments and management; and operating 
vulnerability reporting programmes, among others (IV, pp. 7–8). 

Administrations, in their role as regulator, will need to work on harmonized legal rules 
fostering these operational principles at the institutional level, while paying attention to 
keeping the market competitive. Moreover, they can design organizations and 
instruments to support and incentivize practices like effective standardization, 
cybersecurity information-sharing, awareness-raising, training, and incident response 
through governance mechanisms at operational, interactive, and institutional levels. 

The debate about digital sovereignty and the case of the 5G network rollout illustrate 
how seemingly technical issues of IT systems security are becoming increasingly 
politicized. They further illustrate the interaction and partial conflict between cyber 
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resilience governance mechanisms at the operational and institutional levels, and actors’ 
or administrations’ political goals. 

One governance aspect that is missing from these debates is that of accountability.  
As III shows in the context of the EU’s food safety regime, compliance with risk 
governance processes and safety regulation does not ensure accountability. Lessons from 
that case study can be transferred to the IT security evaluation regime of procedures, 
standards, and regulations. Uncertain risks resulting from IT innovation pose a particular 
governance challenge. Hence, decision-makers would do well to make their decisions 
about dealing with high-risk manufacturers or other issues of technological sovereignty 
understandable and their processes accountable. 
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7 Conclusion 
This thesis set out to explore governance mechanisms for the digital state’s resilience 
against adverse cyber events. Today, the performance of core government functions 
increasingly depends on the availability and integrity of its information infrastructures. 
The thesis put forth one primary research question and three sub-research questions to 
be answered: 

How can an administration develop governance mechanisms which enhance the cyber 
resilience of the e-state? 

1. How does a country’s national cyber security architecture impact its 
approach to cyber resilience? 

2. How can an administration manage and overcome a cyber crisis affecting a 
critical DG system on a large scale? 

3. How can an administration govern the security of IT systems deployed in 
safety-relevant infrastructures? 

 
The overall objective of this thesis is to contribute theoretically and empirically founded 

research to a yet underexplored field in academic literature at the intersection of DG, 
cyber security, and resilience. Thereby, it also aims to complement the predominantly 
practical and policy approaches that currently exist to address challenges of cyber risk to 
the digital state with more methodologically rigorous and in-depth analysis. 

To answer these questions, this doctoral thesis relied on research contributions from 
six publications. The publications originate from different scholarly disciplines and 
address varied aspects of cyber security, DG, and resilience from technical, 
organizational, and institutional perspectives. An interdisciplinary angle to study the 
thesis topic was particularly suitable, as research on cyber resilience, particularly in the 
context of DG, is only emerging in the social sciences. 

It takes an interactive governance approach as a point of departure for the analysis, 
in which the state and a plurality of other actors from society interact to provide the 
steering of DG and cyber security. The findings of this thesis mainly build on case study 
research strategies, as well as on applied legal and policy analyses. 

To answer the main research question, this thesis proposes inductively derived 
constructs along which governments can develop governance mechanisms to enhance 
cyber resilience of their e-state. It identifies mechanisms at three different levels of 
governance – the institutional, the interactive, and the operational levels. Resilience 
comprises both an administration’s structural resilience – its ability to maintain and 
adapt its administrative structures to adverse events – and its functional resilience – its 
ability to maintain control of technological systems and the functions depending on 
those. At the institutional level, governance mechanisms of cyber resilience comprise 
formal and informal rules, as well as organizational structures. At the interactive level, 
cyber resilience governance mechanisms encompass interactive processes, which 
influence cooperation in networks. Those include trusted relationship-building, 
institutional memory development, meaning-making and communication, and 
accountability of interaction. Key mechanisms at the operational level through which 
states can enhance cyber resilience, include technology management, comprehensive 
risk management, and the deployment of capabilities (resources and processes). 
Importantly, mechanisms at different levels influence and shape each other, as the 
publications’ findings and the responses to the sub-research questions show. 
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The thesis proposes these constructs within an outline of a taxonomy of e-state cyber 
resilience governance mechanisms, which can serve as a basis for further analysis in 
future research. Throughout the thesis, the proposed taxonomy serves as an overarching 
framework that structures the replies to the sub-research questions. 

To answer the first sub-research question how a country’s national cyber security 
architecture impacts its approach to cyber resilience, the thesis explores the different 
ways in which Germany and Estonia organize the governance of cyber security at the 
national level. It concludes that the broader institutional structures and culture, and the 
degree of interaction and trust within governance networks influences actors’ capacity 
to effectively coordinate their actions horizontally and vertically, as well as the effective 
deployment of capabilities across levels of government. Thereby, Chapter 4 illustrates 
the tight interaction between institutional and interactive governance mechanisms.  
It further highlights the potential of institutional theoretical approaches to explain 
institutional and organizational path dependencies – e.g. Germany’s complex multi-level 
cyber security architecture – or actors’ norms and ideas – e.g. Estonia’s cyber security 
and DG’s community shared beliefs in the governance networks’ “collective brain” or 
Germany’s formalistic administrative culture. It proposes to explore contemporary and 
future institutional change in both countries, particularly Germany with institutional 
theoretical approaches. 

In its answer to the second sub-research question – how an administration can manage 
and overcome a cyber crisis affecting a critical DG system at large scale – the thesis draws 
on the authors’ publications’ findings and a combination from the network governance 
and cyber crisis literatures to identify several constructs at the operational and 
interactive levels explaining cyber crisis management in DG. 

The thesis identifies an antecedent for decision-making in cyber crisis processes 
affecting DG systems, notably the DG’s systemic criticality. It proposes that the degree 
of a DG system’s criticality will greatly influence the costs that governments are willing 
to incur to maintain its availability during a cyber crisis. Moreover, it proposes that a 
country’s crisis governance networks’ management of cyber resilience needs to be 
assessed based on five interactive and operational constructs: their 1) technology 
management capacity, 2) networked cooperation capability, 3) collaboration capital,  
4) risk management capacity, and 5) legitimacy building. Those factors feed into the 
taxonomy of cyber resilience governance mechanisms for further testing and development 
in future studies. 

In addressing the third sub-research question, the thesis examines the proactive side 
of cyber resilience concerned with the management of the IT security of systems that 
underlie modern societies’ infrastructures. It identifies several operational and 
institutional governance mechanisms in the EU and at the national level in Germany, 
which states use to enhance their technology management capacity. First, the EU 
increasingly engages in expanding its regulatory framework for the IT security of products 
and services. The author argues that while this endeavour is ongoing, policy-makers need 
to avoid the risk of fragmentation or regulatory overlap. Second, as IV and VI show, the 
challenges arising from the convergence of safety and security in the IoT requires not 
only regulatory measures, but also the promotion of standards and risk management 
procedures that integrate both dimensions (as well as privacy, which this thesis does not 
consider in depth). Third, in their quest to extend their political control over the security 
and trustworthiness of technologies they use, states resort to broad notions of “digital” 
or “technological sovereignty” (V). Amid this debate, the case of the restriction of 
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Chinese suppliers in the rollout of next-generation 5G mobile networks illustrates 
tensions between technical and national security approaches to manage cyber security 
risks. The design and implementation of risk assessments that integrate these different 
operational, geopolitical, and national security aspects will influence states’ future cyber 
resilience in significant ways. At the same time, shifting risk assessment and management 
processes to expert committees and technocratic processes risks negatively impacting 
the accountability of decisions about the deployment of technologies in critical 
infrastructures. Here, the thesis draws on lessons from the lack of accountability of the 
EU governance process of uncertain food safety risks in III. 

Overall, this thesis contributes in three ways. First, it provides a proposal for a 
taxonomy for governance mechanisms of cyber resilience of the e-state. This taxonomy 
constitutes a first step toward proposing measures that administrations – in cooperation 
with other stakeholders – can develop to address cyber resilience. It shall serve as a basis 
for further refinement of those mechanisms in research and practice. Second, the thesis 
contributes to the emerging literature of cyber crisis management through empirical 
insights on interactive governance processes during a crisis in one of the most digitized 
countries internationally, notably Estonia. Third, it raises several practical policy 
considerations related to the future design of cyber security regulation and risk 
assessment in the field of tension between technological security, geopolitics, and 
national security. 

Based on the six different publications, this thesis covers a broad range of topics that 
each can only be partially illuminated from specific angles. As mentioned in the 
methodology, the case studies that this thesis relies on do not claim statistical but 
analytical generalizability. A cyber crisis affecting Estonia’s DG will almost certainly play 
out very differently in France, the United States or a country from yet a different part of 
the world, for example. Cyber security organizations and regulation in Germany differ 
from those in neighbouring countries. However, the constructs and practical takeaways 
the author identified in her research might be useful and testable in future case studies. 
The taxonomy to analyse governance mechanisms, and each of the constructs and 
categories identified at the intersection of cyber resilience and DG, offer several avenues 
for further conceptual and empirical studies. 

One field that future research should explore is how and to what extent institutional 
governance mechanisms impact institutional change in the context of national cyber 
resilience: How can those mechanisms lead to actual changes in the institutional 
structures to anticipate, monitor, respond to, and learn from cyber adversity? In particular, 
the roles of endogenous and exogenous factors merit more empirical in-depth analysis. 
The study of endogenous factors could, for example, examine how ideational changes 
among actors within institutions, including their beliefs and evaluation of cyber security 
and DG administrative structures or culture, affect those very structures over time. In a 
related manner, changes in the interests and strategies of powerful political actors who 
can have the ability to change cyber security and DG institutions could play an important 
role. Regarding exogenous factors, future studies could examine whether and how 
severe cyber incidents or crises can lead to changes in administrative cybersecurity 
structures or “critical junctures” (Mahoney, 2000) in established paths in administrative 
cyber security structures. In this context, more research is also needed on the stage of 
learning from cyber crises, and how this feeds back into the overall cyber resilience 
process. 
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At the time of writing, it appears that institutional change is underway in Germany’s 
organizational cyber security architecture, resulting from several severe cyber incidents 
in DG at the local levels, pressures from industry and civil society stakeholders, and a 
higher interest in the issue among political actors, mainly at the federal level. Therefore, 
Germany continues to constitute a case of interest to study further. In Estonia,  
a comparison of institutional changes after the cyber crises from 2007, 2017, and recent 
incidents during the period of the Russian war against Ukraine from 2022 onwards, might 
yield insightful findings. The author proposes that future research should examine how 
a combination of historical, ideational, and rational choice institutional approaches can 
provide paths for further analysis and extend existing theoretical models (see: Koning, 
2016). 

Yet, this dissertation’s findings are limited to two EU member states. Considerably 
more research is needed beyond the EU and also the US contexts, which much of the 
literature about governance and cyber security has focused on so far (Chen & Yang, 2022; 
Peters, 2014). Future studies could, for example, explore the governance of cyber 
resilience in Asia, Africa, and Latin America. Particular attention could be paid to rising 
powers (e.g. Brazil, China, and India) and the so-called “Swing States” in the internet 
governance debate (Ebert & Maurer, 2013; Maurer & Morgus, 2014). 

Another fruitful area for further work is the analysis of the link between learning and 
adaptive governance for cyber resilience. As shown at various points throughout this 
thesis, learning is an essential step in the cycle of (cyber) resilience. At the same time,  
it is often neglected in practice – policy actors frequently lack incentives to engage in 
critical evaluation of their actions and subsequent reform. This thesis’ research suggests 
that learning is likely to occur because of exogenous factors like cyber crises. More 
research is needed to explore the role of learning as a core value of adaptive governance 
(taking as a starting point, for example: Janssen & van der Voort, 2016; Kim et al., 2020; 
Smith & Lawrence, 2018) of cyber resilience based on empirical data. 

In the context of the dynamic field of IT systems security governance and digital 
sovereignty, future geopolitical technology rivalries between nations will continue to 
influence cyber resilience governance. Additional studies will be needed that explore the 
impact of future developments in international relations on the EU’s and states’ 
institutional approach to govern cyber resilience. Particular attention should be paid to 
the blurring of boundaries between broader geopolitical trends and operational 
approaches to technology risk governance. 

In conclusion, this thesis has proposed several constructs along which researchers and 
practitioners can develop governance mechanisms that enhance cyber resilience of the 
e-state. While it is beyond the scope of this thesis to investigate and test each one of 
those mechanisms comprehensively, it provides multiple starting points for avenues of 
future work at the intersection of DG, cyber security and resilience. 
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Abstract 

Securing Digital Government: Towards governance 
mechanisms for e-state resilience 
The growing threat of cyber incidents in public IT infrastructures has made questions 
about securing digital government (DG) and its core functions – the ‘e-state’ – more 
relevant than ever. Governments need to deploy strategies for managing respective risks 
and crises. This thesis seeks to explore and explain administrations’ cyber security 
governance in DG to achieve greater cyber resilience.  

Based on contributions from six original research publications, this thesis brings 
empirical and theoretical insights into our understanding of cyber resilience of DG.  
It thereby aims to contribute to the DG and cyber security literatures, which to date lack 
methodologically rigorous and empirically founded studies that explain how and with 
which mechanisms states manage cyber resilience of their e-state. Thereby, it also aims 
to complement the predominantly practical and policy approaches that currently exist to 
address challenges of cyber risk to the e-state with more theoretically informed and  
in-depth analysis. 

To explore this topic, the thesis examines one primary research question and three 
sub-research questions: 
How can an administration develop governance mechanisms which enhance the cyber 
resilience of the e-state? 

1. How does a country’s national cyber security architecture impact its 
approach to cyber resilience? 

2. How can an administration manage and overcome a cyber crisis affecting a 
critical DG system at large scale? 

3. How can an administration govern the security of IT systems deployed in 
safety-relevant infrastructures? 

The dissertation answers these questions through a qualitative research approach 
based on a synthesis of case studies, action research, and applied legal and policy 
research. The research findings identify three stages at which administrations can 
develop governance mechanisms: at the levels of institutions, interactive networks, and 
operations. At the institutional level, governance mechanisms of cyber resilience 
comprise formal and informal rules, as well as organizational structures. At the 
interactive level, cyber resilience governance mechanisms encompass interactive 
processes, which strongly influence cooperation in networks. Those include trusted 
relationship building, institutional memory development, meaning-making and 
communication, and accountability of interactions. Key mechanisms at the operational 
level through which states can enhance cyber resilience include technology 
management, integrated risk management, and the deployment of capabilities, which 
encompass both resources and processes. The thesis inductively derives and proposes 
these constructs as an outline of a taxonomy of e-state cyber resilience governance 
mechanisms to be refined in future research and analysis. 

In its exploration of the sub-research questions, the thesis illustrates the tight 
interaction between mechanisms at those different governance levels. In its analysis of 
the impact of national cyber security architectures on cyber resilience, it concludes that 
the broader institutional structures and culture, and the degree of interaction and trust 
within governance networks, influences actors’ capacity to effectively coordinate their 
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actions horizontally and vertically, as well as the effective deployment of capabilities 
across levels of government. 

In its examination of cyber crisis management in DG, this thesis suggests that the 
degree of a DG system’s criticality will greatly influence the costs that administrations 
are willing to incur to maintain its availability during a cyber crisis. It further highlights 
five constructs which appear decisive for successful cyber crisis management in DG:  
the crisis governance networks’ 1) technology management capacity, 2) networked 
cooperation capability, 3) collaboration capital, 4) risk management capacity, and  
5) legitimacy building. Those factors feed into the taxonomy of cyber resilience 
governance mechanisms for further testing and development in future studies. 

The thesis’ analysis of the proactive side of cyber resilience is concerned with the 
management of the IT security of systems that underlie modern societies’ 
infrastructures. It raises several practical policy considerations related to the future 
design of cyber security policy and regulation: 1) the need to avoid EU regulatory 
fragmentation and overlap in growing horizontal and vertical cyber security legislation; 
2) ways to integrate IT security, safety, and privacy into standards and practices of IT 
security risk assessments; and 3) the challenges for political decision-makers to deal with 
the growing tension between technological security, geopolitics, and national security in 
the context of IT systems security. 

In synthesis, this thesis proposes several constructs along which researchers and 
practitioners can test and further develop and refine the proposed governance 
mechanisms to enhance cyber resilience of the e-state. The dissertation provides 
multiple starting points for avenues of future work at the intersection of DG, cyber 
security and resilience. Respective research fields could benefit from drawing on insights 
from the public administration literature, particularly institutionalism, policy-learning, 
and adaptive governance, to study how cyber resilience can be more sustainably 
embedded in administrative structures and processes. 
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Lühikokkuvõte 

Digitaalse valitsuse kindlustamine: juhtimismehhanismid  
e-riigi vastupanuvõimekuseks 
Info- ja kommunikatsioonitehnoloogiate laialdane kasutamine e-valitsuses on muutnud 
valitsused oma olemuselt haavatavaks ebasoodsate kübersündmuste suhtes, mis 
mõjutavad IT-süsteemide, teabe, teenuste ja protsesside konfidentsiaalsust, terviklikkust 
ja/või kättesaadavust. Seetõttu on küsimused e-valitsuse ja selle põhifunktsioonide – nn 
e-riigi – turvalisuse kohta isegi siis, kui küberintsidentide esinemine on vältimatu, 
muutunud aktuaalsemaks kui kunagi varem. Selle doktoritöö eesmärk on uurida ja 
selgitada haldusasutuste küberriskide juhtimist, et parandada kübervastupidavust. Ühes 
sellega on eesmärgiks kõrvaldada teadusuuringute lünk e-valitsemise kirjanduses, kus 
puuduvad metodoloogiliselt ranged ja empiiriliselt põhjendatud uuringud, mis selgitaksid, 
kuidas ja milliste mehhanismidega riigid oma e-riigi kübervastupidavust haldavad. 

Tuginedes kuue originaalse teaduspublikatsiooni kaastööle, annab see doktoritöö 
empiirilise ja teoreetilise ülevaate meie arusaamast e-valitsemise kübervastupidavuse 
kohta. Lisaks, täiendaks see olemasolevaid valdavalt praktilisi ja poliitilisi lähenemisviise 
küberriskiga seotud väljakutsete lahendamiseks metoodiliselt rangema ja põhjalikuma 
analüüsiga. 

Selle teema uurimiseks käsitletakse doktoritöös ühte esmast uurimisküsimust ja 
kolme alamuuringu küsimust: 

Kuidas saaks avaliku halduse asutus välja töötada juhtimismehhanisme, mis 
suurendavad e-riigi kübervastupidavust? 

1. Kuidas mõjutab riiklik küberturvalisuse arhitektuur riigi lähenemist 
kübervastupidavusele? 

2. Kuidas saab riik juhtida ja ületada küberkriisi, mis mõjutab ulatuslikult kriitilist 
e-valitsuse süsteemi? 

3. Kuidas saab riik juhtida IT-süsteemide julgeolekut, mida kasutatakse 
turvalisusega seotud infrastruktuurides? 

Doktoritöö annab neile küsimustele vastused kasutades kvalitatiivseid 
uurimismeetodeid: juhtumiuuringud, tegevusuuringud ning rakenduslikud õigus- ja 
poliitikauuringud. Uurimistulemused määravad kindlaks kolm tasandit, mille põhjal 
haldusasutused saavad juhtimismehhanisme välja töötada: institutsiooniline, 
interaktiivsete võrgustike ning operatiivne tasand. Doktoritöö tuletab need mehhanismid 
induktiivselt ja esitab need e-riigi kübervastupidavuse juhtimismehhanismide 
taksonoomia raames, mis võiks olla aluseks edasisele analüüsile tulevastes uuringutes. 
Institutsioonilisel tasandil hõlmavad kübervastupidavuse juhtimismehhanismid nii 
ametlikke ja mitteametlikke reegleid kui ka organisatsioonilisi struktuure. Interaktiivsel 
tasandil hõlmavad kübervastupidavuse juhtimismehhanismid interaktiivseid protsesse, 
mis mõjutavad koostööd võrgustikes. Nende hulka kuuluvad usaldusväärsete suhete 
loomine, institutsioonilise mälu arendamine, tähenduse kujundamine ja suhtlemine ning 
koostöö vastutus. Peamised operatiivtasandi mehhanismid, mille kaudu riigid saavad 
kübervastupidavust suurendada, hõlmavad tehnoloogia juhtimist, kõikehõlmavat 
riskijuhtimist ja võimete (ressursside ja protsesside) kasutuselevõttu. 

Otsides alamuuringu küsimustele vastuseid, illustreerib doktoritöö mainitud 
mehhanismide tihedat koostoimet erinevatel juhtimistasanditel. Selles jõutakse 
järeldusele, et laiemad institutsioonilised struktuurid ja kultuurid ning suhtluse ja 
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usalduse määr juhtimisvõrgustikes mõjutavad osalejate suutlikkust tõhusalt 
koordineerida oma tegevust nii horisontaalselt, vertikaalselt, kui ka võimete tõhusat 
rakendamist valitsustasanditel. 

Uurides küberkriiside haldamist e-valitsuses, on leitud viiteid sellele, et e-valitsemise 
süsteemi kriitilisuse aste mõjutab suuresti kulusid, mida valitsused on nõus kandma selle 
toimetuleku säilitamiseks küberkriisi ajal. Lisaks tuuakse välja viis mehhanismi, mis 
näivad eduka küberkriisijuhtimise jaoks e-valitsustes otsustava tähtsusega: 
kriisijuhtimise võrgustike 1) tehnoloogiahaldusvõime, 2) võrgustatud koostöövõime,  
3) koostöökapital, 4) riskijuhtimise suutlikkus ja 5) legitiimsuse suurendamine. Need 
tegurid on kübervastupidavuse juhtimismehhanismide taksonoomiat, mis võiks olla 
aluseks edasiseks testimiseks ja arendamiseks tulevastes uuringutes. 

Doktoritöö kübervastupidavuse ennatliku poole analüüs käsitleb kaasaegsete 
ühiskondade infrastruktuuride aluseks olevate IT-süsteemide turvalisuse juhtimist.  
See tõstatab mitmeid praktilisi poliitilisi kaalutlusi, mis on seotud tulevase 
küberjulgeolekupoliitika ja -regulatsiooni ülesehitusega: 1) vajadus vältida EL-i 
regulatsiooni killustumist ja kattumist uutes horisontaalsetes ja vertikaalsetes 
küberjulgeolekualastes õigusaktides; 2) viise, kuidas integreerida IT julgeolek, turvalisus 
ja privaatsus IT julgeolekuriskide hindamise standarditesse ja praktikatesse; ja 3) lahendusi 
poliitiliste otsustajate väljakutsetele, mis on seotud tehnoloogilise julgeoleku, riikliku 
julgeoleku ja geopoliitika vahel kasvavavate pingetega IT-süsteemide turvalisuse 
kontekstis. 

Käesolevas doktoritöös pakutakse välja mitmeid mehhanisme, mille abil teadlased ja 
praktikud saavad katsetada ning edasi arendada ja viimistleda kavandatud 
juhtimismehhanisme, et suurendada e-riigi kübervastupidavust. Doktoritöö pakub 
mitmeid lähtekohti tulevasteks uuringuteks e-valitsemise, küberturvalisuse ja  
-vastupidavuse ristumiskohas. Vastavad uurimisvaldkonnad saaksid kasu avaliku halduse 
valdkonna kirjandusest, eelkõige institutsionalismi, poliitika loomise ja kohaneva 
valitsemise teemade, et uurida, kuidas kübervastupidavust saaks jätkusuutlikumalt 
haldusstruktuuridesse ja protsessidesse kinnistada. 
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Appendix - Publications 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Publication I 
Skierka, Isabel. (2023). When Shutdown is No Option: Identifying the Notion of the Digital 
Government Continuity Paradox in Estonia’s eID Crisis. Government Information 
Quarterly, 40(1).  (1.1.). 
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 ���&�����p%
$��& ����d������	
�	���'e��&!�$&��
��$��U����# �B� �������	� ���&������

�������������	�"�$$	�������	������"	��$���&	%	
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�E
���!!	����������T
���  ����
�
�rG���������
T
�T����I��S��"u�
�������B�J���!�	��������
!
�T�����c
������q
����
��
�����
��A6_@A�V59W��6Y8?>@>;8Z�f6>;87:�@><�7?@;:5;8�M95>X�:\8�=V�f�N?@̂8�6?W
�r�����	��B�� ���1��
�T��I�
���
�
������E
�
�rG���	

��u��
��		�G��������2�������� G���	�!�	���B���!!��!�Q��������	������1������1��2
��M_A5;�l<̂5>59:?@:56>�V8Y58��S�����
�dB����"d�
��	���������
��uuu
�U��	� �G���I��1��		�G��������2
�D��[\8�98ANg?89:?@5>5>X�9:@:8Z��6�8?�@><�@;;6M>:@_5A5:̀�5>�>8��<8̂6;?@;589����
��
��	���������
�r������������E
F
�s����������d"���
�������B��2����T�������
��	������
����S
��G�� ������1G��������Q�HEc!B�J���
��1����G���pG��	��������������������Jc
�t8@>�K6>>8:�h6?W5>X��@78?��S����
��SB��"�u
��	�����U
�����
�� �������G!��		�G��������2
�D���M_A5;�@;;6M>:@_5A5:̀Z��895X>9k�<5A8̂ @̂9�@><�8�78?58>;89����
�E
�
�r���������S"uS
��������
����B�U������1��������!��2�s��!!
��
�1!�����H
����d
���1�����	2����P��� ���	2��QQ�	������!!3�������
�1�������	������HEc���1G���������������G�� ���������
�t6M?>@A�6N�eM?678@>��M_A5;��6A5;̀�������
�dB�d��"d�
��
�1!�����H
�����
�U����!�����		�G��������2�	����!�����HEc���1G���������������G�� ���������
�t6M?>@A�6N�f6̂ 6̂>�K@?W8:��:M<589�Su����
��B��"��
�J����1�������
����u
�U�� ��������1�������	���������� G�!��Q�����1�����	2����������B�J���������������������1G��������Q�HEc!�!��	���������a�uu�!
�t6M?>@A�6N�eM?678@>�=>:8X?@:56>�d�����
�dB�d�u"S��
�



�

����

�������	
���
���������������	������������������	�����	������ !"��#�$%&'�$(&(!�)*��+������+,�+-�.+/���������	
���
�������0�������1��2
����	���3�4�5������6���	�������7����08�����������9��(&%:*;�% �!);%� <�=(>("�?% :�?�"%)@A��%( ;(B�&)( !�%�&��7�����,�C���D�������������	
���
�����������C�������������4�	��
����E��D�F��	�����������,�CG��	�F
�������H�I
��������D	�F��	������J�K�����L������ !"��#�$%&'�$(&(!�)*�����������.�,����.-�����������	
���
�������C������������������M���	�������/��0��	��	�����E
	��	�����F��	������J����CG�������	�F
�������N��O )(�;!% ��%&'&��(:�"!;(B��	���
��C�	���������C�������-P/.����6	E�Q�����6Q,���F�
	��	RS��	����D�������	�0�		���
�����/��3FT
�������F���T�
��J�����D	�CF��K	���G����,�N���D	�CF��K	���3��
��R�8	����T
	����D�
���D	�CF��K	���S�F���
�����F���T
	U�V���?(! �W ;(:�!;%� �X "% (�Y!?(�&��-������-,��.�+������I	��	���4�����P��Z*(�V���?(! �O %� <�[�?�"%;@��#�&;!;(&�! B�?(�?"(&��0���H�����S�,�0���H����G���	����J�3�	��������6���	���3�4�5���\�����8�����
�������������	
�������]�0�����D8�������-�����FK���	����	�������JK�
��J��9�;��(&�-P������P,�+�-.+-�������C�����P��N��	K	��	��	������F���T�
��J����������K��	��J��H�CF��K	����	�F
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�������������������
��
����9�����
�����������
�����9�������������
��������������
��������
	
����	

������
����������
����
����
��
�������	

������
��������������
������
��
������������������������������
������
��
��	����������
�����������
������e������
��������������������������
��������;�
������
������

��
��������
����������	���
�������
�����������
9����������	�������
��
��������
��
�����������������������
���
�������
�����
9������e�������
�
��
������������������
���������
��



� ���

������	�
��
���
�
���
�	�	����	����������
��
	
��	�������	���	��������������	����	�	�	��
������������	������	�
���	����	����������	�	����	����������������	��������	�����������	��
��
��	�������	���	����������
����	
����������� !"�#$%&'�()*�+,!��!-."/�.!�0123!.*�31.2�)4(�51267(*.����
	��������	���89�����
��	���:�	�������	����	�
	�����
	���������
������
��
	������	����	��	����������
�	�;�������
�<���������	��
��
����
	����
��=	��	��;	���
	�>������	��������?=;>��@�	����	���:�	�������	��	�	�	������	�
	���	�	�����	��
����
���A�
��������
�	�B��
	��C��
����?BC@����
���������	�
	���	�������	���	����������
������������	��:�	������	�
������
	��
�	�B=�D����
��������
����=��
	���EF:�?D�=G�EF:@�����
���
���	�	�����	�������	���	��	������?��������
�=�	�	���H	��
���		����I��	
	�������;	�
�����@�
������	��	����
����	�
������
�����	����	��	�������	���	����	���������
�
�
�����
��
���������	�����	�	�
	����������
����
��
��	��������
���	��������	����	��	����������<��G�������
��=;>���	����	��JK�L��JM�L��JN�LO��:�	������	����
��
����������������	�
����������������	��	��<��	��������	����������
�	�+P)!211�/�1.�+P(1�*Q.4RR/�2!R3!.*'�3)45)�*SS*5(4T*R"�346*0�!�T45(42/0�2!5)4�*'�517RU�������	��	����	���
����
��	�������	���	���
�	�	���������
��
�����	�
�����
�
�	��JN�L��I��
����
	��I	��������=	����	�?II�=@��

��������������
�	���	�	V	��
	���
����
�
�	�I���IW=��	����	�����X�
��	���9�Y����
�
���������	�
������
���������	�������	���	�����
�	���
��	��D����B=����
�	��������H	����
����Z1T*2[*.�#$%\'�0*57.4("�*]6*.(�̂*T4��_7�0(!(*Ù�ab1064(!R0�������	��J
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Publication VI 
Skierka, Isabel. (2021). Messung, Prüfung und Nachweis von IT-Sicherheit [IT security 
measurement, evaluation, and proof]. In Gerrit Hornung & Martin Schallbruch (Eds.), 
Handbuch IT-Sicherheitsrecht [Handbook IT Security Law] (pp. 154−180). Nomos Verlag. 
(3.1). 
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����8YA>��]f$
�9
�������g�$��	"�����%�������%
���(
��#����	�(���
�������9
���������$�������A)Ŷ)
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