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Introduction 
Cybersecurity has been defined in various wordings, but for the purpose of the thesis, 
this one will be used: “Prevention of damage to, protection of, and restoration of 
computers, electronic communications systems, electronic communications services, wire 
communication, and electronic communication, including information contained therein, 
to ensure its availability, integrity, authentication, confidentiality, and nonrepudiation.” [9].  

To deliver that “availability, integrity, authentication, confidentiality, and 
nonrepudiation” of a to-be-protected system, the personnel responsible for such a task 
must maintain actionable situational awareness and situational understanding of said 
information system [10]. 

To grasp the complexities of that task, consider the definition of Information System 
as: “a discrete set of information resources organized for the collection, processing, 
maintenance, use, sharing, dissemination, or disposition of information” and Cyber 
Incident as: “Actions taken through the use of an information system or network that 
result in an actual or potentially adverse effect on an information system, network, 
and/or the information residing therein.” [9]. 

The larger such a to-be-protected system (of systems) becomes the more 
vulnerabilities such a system may have, and the longer that system remains in use,  
the better the chances for those vulnerabilities to be discovered and (ab)used [11]. 
Therefore as functionalities are added to systems (of systems) that enable our 
information society to function and its existing components altered or such systems 
interconnected to each other, additional complexities may be introduced that, in 
combination, may yield such complex systems vulnerable in ways that even individual 
systems separately were not. 

Hence, the personnel responsible for maintaining and protecting such (complex) 
systems must (in addition to other mitigations) monitor those systems for anomalous 
behaviours to timely detect and mitigate possible Cyber Incidents [12]. However,  
to identify such anomalous behaviours of (complex) systems, defenders first need to 
establish the baseline behaviour, either via human observations [13] or attempting to 
utilize machine learning methods on behavioural indicators gathered from that or similar 
system(s). 

My research interest focuses on how to enhance operators’ capabilities: what current 
of future tools would best assist a defender, who has been tasked to learn the expected 
(baseline) behaviour of an information system (of systems) to identify anomalous 
behaviours affecting it. Further, given that the datasets which must be understood and 
monitored are usually large, inherently multidimensional, and given that a considerable 
part of human population is naturally better at reading visual than textual information 
[14], what visualization tools would be helpful, during sensemaking of such a dataset? 

While visualizing complex systems’ network structures on a flat computer screen is 
helpful, the lack of stereoscopical perception of these visualizations hindered the 
usefulness of such visualizations (see: 2.1). As I was beginning this work, Virtual Reality 
(VR) headsets were coincidently making comeback on the consumer market and  
seemed to provide a possible platform for testing out stereoscopically perceivable 
multidimensional data visualizations rendered in VR (see: 2.3). As there were no 3D VR 
(nor Mixed Reality, MR) visualization tools publicly available at that time, I identified this 
as an interesting research area with possible benefits to cybersecurity practitioners, 
while also creating helpful tools for my cybersecurity peers. 
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1.1 Problem Statement 
The quantity of logs, telemetry, and various other data that is collected from networked 
devices and devices that are running these networks is increasing steadily, if not 
exponentially due to our society’s growing dependence on interconnected information 
technology [15]. This collected data is in turn instrumental for the protection of those 
interconnected devices that our society relies on. Cyber Defence Analysts, Cyber Defence 
Incident Responders and Network Operations Specialists (designated as PR-CDA-001,  
PR-CIR-001, OM-NET-001 respectively and bearing responsibilities for tasks identified in 
[16]), referred to as Subject Matter Experts (SME) from here onwards, are working in 
Security and Network Operations Centres (SOC/NOC), to maintain Cyber Defence 
Situational Awareness (CDSA) and Situational Understanding (CDSU) and thereby protect 
the interconnected systems, and our society. 

More data does not in itself yield better information. To make sense of the collected 
data in a timely manner, i.e., to maintain actionable CDSA & CDSU, SMEs need to know 
well the system (of systems) they need to protect and be able to augment the expected 
(but everchanging) baseline of their (known) system with relevant (subset of) fresh data, 
to transform the combination of gathered information into actionable CDSE, that will 
then feed into timely CDSU: See Figure 1 Situational Awareness & Situational 
Understanding. 

 

 
Figure 1 Situational Awareness & Situational Understanding [17] 

To fulfil that task, SMEs usually combine the output from command line tools with 
dashboard visualizations, that allow them to interact (e.g., filter, drill, etc.) with the  
data depicted as charts and graphs on that dashboard. The dashboards that are deployed 
in a NOC/SOC usually provide an array of two-dimensional (2D) graphs and charts in 
addition to alphanumeric formats that summarize different types of data, such as system 
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logs, network traffic, threat feeds, and so on. However, because that data is often 
multidimensional, the entity responsible for designing a dashboard must solve the 
problem of how to translate multidimensional data (for example: the topology of an 
interconnected system) into 2D visualizations on flat screens [18]. 

If the mental models that SMEs have established internally to understand (to know 
the baseline and identify unexpected behaviours in) the protected systems, are relational 
and perceivable as spatial (or contain more than two data dimensions), then converting 
ingested data from textual inputs or flat 2D visualizations back to that perceivably spatial 
mental model, so that the SME could internalize the perceived data, will require some 
conversions and / or translations of the dimensionalities of the ingested data, hence 
adding to the mental workload of the SME. However, this dimensionality conversion 
should not be confused with interpreting 3D visualizations from flat screens (using 
shadows and other cues): while both conversions do render a measurable perceptual lag 
and often pile on to subjective mental workload, the underlying reasons for that lag are 
different [1]. 

Head Mounted Displays (HMD) with good enough resolution and interactive usability 
for providing SMEs with customized, stereoscopic 3D visualizations, may enhance SMEs 
capability to understand the state of their systems in ways that flat displays with either 
text, 2D, or 3D visualizations cannot afford, provided that the visualizations of their data 
is aligned with SMEs internalized representations of their data. In fact, for such 
visualizations to be useful, these must align with SMEs internalized understanding of 
their data [18]. Hence to reap the benefits of emerging technologies (in this case Virtual 
and Mixed Reality HMD-s) for CDSA, one must first address a few interdisciplinary 
problems (see: Research Questions below). 

1.2 Research Questions 
1. How to extract SMEs implicit and explicit understanding of the data that they 

work with? 
2. How to create (based on findings from Research Question 1 [RQ1]) such useful, 

interactive, multi-dimensional visualizations that would assist SMEs with their 
tasks? 

3. Acquire or develop software that would be capable of presenting SMEs with the 
visualizations created based on RQ2 findings: in stereoscopically perceivable 
(VR/MR) environments, enabling intuitive interactions with the visualizations, to 
allow experiments to disprove or verify the effectiveness of such visualizations. 

 
The mapping of research questions to the particular publication and to the thesis 
chapter, where the question is explored and answered, is presented in Table 1: 
 
Table 1 – Mapping of research questions and publications 

Research Question Publication Chapter in Thesis 
RQ1 II, IV, VII 3.2 
RQ2 IV, VI 3.2 
RQ3 I, II, III, V, VI, VII, VIII 3.1, 4.2 
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1.3 Research Methodology and Methods 
Although data Visualization is a well-researched discipline [14], the subset dedicated to 
cybersecurity is a relatively new [19] and evolving rapidly with the industry, to 
accommodate the ever-changing needs of SMEs responsible for protecting their 
information systems [20]. Applied research methods are therefore usually qualitative 
rather than quantitative. 

Although stereoscopically perceivable multidimensional data visualizations have 
become common for datasets which are either natively spatial (example: factory floor 
augmented with AR/MR to provide users with timely information on working equipment 
[21]) or natively geospatial (example: visualizing flooding effects on coastal areas [22]), 
during the past few years, natively non-spatial multidimensional datasets (example: 
network traffic, endpoint logs) visualized in 3D have attracted less attention from the 
research community, possibly due to a relatively high barrier of entry for users and 
researchers. 

For the purposes of this research, multiple iterations of software were created to 
experiment with 3D data visualizations using various Virtual Reality (VR) and Mixed 
Reality (MR) headsets to evaluate the feasibility of such visualizations [1], and gather 
SMEs’ feedback on stereoscopically perceivable data visualizations [2]. Such rapid 
prototyping was crucial for understanding the capabilities and limitations of the VR/MR 
technology that has evolved significantly since the beginning of this research (Oculus DK2 
in 2014 vs Microsoft HoloLens 2 in 2022) and to gather SMEs feedback to data 
visualization prototypes [2] while following the design science research model. 

1.4 Contribution 
Prior to my research, there were no publicly available data visualization tools (RQ3) that 
would have enabled its users to create and use stereoscopically perceivable immersive 
and interactive 3D visualizations depicting non-(geo)spatial datasets as multidimensional 
shapes: existing tools (the likes of OpenGraphiti and V-Arc) were able to visualize force 
directed graphs, bar charts and the like. 

There were no applicable method(s) detailing the process of creating such 
visualizations that would be rooted in Cybersecurity Subject Matter Experts (SMEs) 
mental models (such that would map to the visualized dataset), integrated into an 
analyst’s existing working environment, while also support an analyst’s existing  
problem-solving strategies (RQ1 & RQ2). 

The software I created, Virtual Data Explorer (VDE), has been integrated into the 
Virtual Reality Data Analysis Environment (VRDAE) [3] and Mixed Reality Exploration 
Toolkit (MRET) [23]. These and other collaborative projects employing VDE for research 
have resulted in additional papers [24] [23], while commercial deployments are under 
way. VDE was instrumental in seeking answers for RQ3. 

The Mental Model Mapping Method for Cybersecurity (M4C) addressing RQ1 & RQ2 
was published in 2020 [4]. 

The overall contribution of this research is the development of the knowledge and 
practical approaches of how to visualize multidimensional non-(geo)spatial datasets in 
stereoscopically perceivable (artificial) environments in useful ways, how to design the 
three-dimensional layouts of such visualizations, but also the VDE software and its 
release as open source software. 
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1.5 Thesis Structure 
This thesis is divided into 9 chapters. This introduction chapter provides a brief overview 
of the challenges that SMEs face while maintaining actionable CDSA, as well as the 
research questions and contribution of the thesis. Chapter 2 gives an overview of related 
work and background in VR/MR challenges and opportunities in the context of data 
visualization, challenges related to designing useful data visualizations for SMEs (either 
for flat screens or stereoscopically perceivable HMD visualizations), and current state of 
cybersecurity specific data visualization overall. 

Chapter 3 focuses on human sciences side of the creation process of a (3D) data 
visualization, while Chapter 4 describes the high-level structure of VDE software 
components. In addition, this Chapter provides visual examples of VDE data 
visualizations and links to accompanying videos. Chapter 5 moves on to describing the 
novel Mental Model Mapping Method (M4C) created for designing stereoscopically 
perceivable (3D) data visualizations together with SMEs for their datasets. 

Chapter 6 focuses on the applications of stereoscopically perceivable data 
visualizations in NOC/SOC settings, its use-cases, possible advantages, and disadvantages 
compared to conventional flat-screen data visualizations. 

As the M4C research involves human subjects, Chapter 7 emphasizes the privacy and 
ethics aspects of such process and also confirms the ethical guidelines followed during 
this research. Chapter 8 acknowledges the limitations to this research. Chapter 9 
concludes the work done and brings out the main findings of this research and outlines 
further work. 
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Abbreviations and Terms 
AR Augmented Reality 

Monoscopic view of information rendered on a tiny screen (usually) 
visible with only one eye for the user. Augmentation is not perceived 
relative to the real-world environment. 

CCDCOE NATO Cooperative Cyber Defence Centre of Excellence 
CDSA Cyber Defence Situational Awareness 

The perception of the elements of the environment within a volume of 
time and space, the comprehension of their meaning, and the projection 
of their status in the near future. [25] 

CDSU Cyber Defence Situational Understanding 
Perception and interpretation of a particular (cybersecurity-related) 
situation in order to provide context, insight and foresight required for 
effective decision making. 

Cybersecurity Prevention of damage to, protection of, and restoration of computers, 
electronic communications systems, electronic communications services, 
wire communication, and electronic communication, including 
information contained therein, to ensure its availability, integrity, 
authentication, confidentiality, and nonrepudiation. 

CDX Cyber Defence eXercise 
Dataset In the context of this thesis, “dataset” refers to a collection of individual 

data sources, e.g., network flow data, log files, PCAP, databases and 
other stores (Elasticsearch, Mongo, RDB-s,) used by an SME at a 
particular organization. 

FPS Frames Per Second 
Frames Per Second is the rate at which different frames (single pictures 
that together form a film or video game) appear on a screen. 

HMD Head Mounted Display 
ISPMDV Interactive Stereoscopically Perceivable Multidimensional Data 

Visualizations [5] 
LS NATO CCDCOE CDX Locked Shields (see: 4.6) 
M4C Mental Model Mapping Method for Cybersecurity [4] 
MR Mixed Reality 

Stereoscopically perceivable, interactive, computer-generated depiction 
or view of combined real-world and computer-generated elements. 

MRET Mixed Reality Exploration Toolkit [23] 
NATO North Atlantic Treaty Organization 
NOC Network Operations Centre 
SME Subject Matter Expert 

In the context of this thesis mostly used to refer to Cybersecurity SME-s. 
SOC Security Operations Centre 
VDE Virtual Data Explorer (see: 4.2) 
VDEC Virtual Data Explorer Client (see: 4.4) 
VDES Virtual Data Explorer Server (see: 4.3) 
VR Virtual Reality 

Stereoscopically perceivable, interactive, computer-generated depiction 
of a real or artificial world or activity. 

VRDAE Virtual Reality Data Analytics Environment [26] 
 
Explanations of abbreviations used in the thesis – the table. 
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2 Related Works and Background 
This chapter gives an overview of related work and background regarding current state 
of cybersecurity specific data visualization overall, challenges related to designing useful 
data visualizations for SMEs (either for flat screens or stereoscopically perceivable HMD 
visualizations), challenges and opportunities in the context of cybersecurity data 
visualization, and last but not least, possible benefits of using multidimensional (3D) and 
stereoscopically perceivable (VR/MR) data visualizations for cybersecurity. 

2.1 Data Visualizations for Cybersecurity 
Visualizations provide cybersecurity SMEs with visual representation of alphanumeric 
data that would otherwise be difficult to comprehend due to its large volume. Such 
visualizations aim to effectively support analysts tasks including detecting, monitoring 
and mitigating cyber-attacks in a timely and efficient manner [27]. Cybersecurity specific 
visualizations (see: 2.2) can be broadly classified into three main categories: 1) network 
analysis, 2) malware and threat analysis, and 3) situational awareness. Timely and 
efficient execution of tasks in each of these categories may require different types of 
visualizations addressed by a growing number of cybersecurity specific visualization tools 
[19] as well as universal software with visualization capabilities like Tableau, MS Excel, R, 
Power BI, D3 libraries (d3.js) and a plethora of Python (with or without Jupyter Notebook) 
gadgets among many others. These tools could be used to visualize data in a myriad of 
ways [14] so that analysts could explore their datasets visually and interactively [28]. 
Graphistry is one recent example of a 2D force-directed graph visualization [29] with an 
interface that is easy to manage and responsive to queries on massive datasets. These 
are crucial qualities for cybersecurity analysts, with emphasis on the importance of the 
low latency between an analyst’s request for a change in visualization (change in filter, 
time window, or other query parameters) and rendering of the visualized response from 
the system [30]. 

The usability of data visualizations for CND operations that have not been evaluated, 
may lead to low adoption rates by practitioners [31]. The challenge in creating useful 
visualization for cybersecurity practitioners is in aligning data visualization experts’ 
knowledge with cybersecurity practitioners' needs and knowledge so, that the resulting 
visualizations would be useful for cybersecurity practitioners’ tasks. A recent survey 
showed that 46% of 130 cybersecurity tools did not have any user-involvement in their 
evaluation phase [27]. 

To achieve higher visualization adoption rates, analysts should have the ability to 
intuitively and iteratively adjust the visualizations to suit with their changing needs [32]. 
Datasets used in cybersecurity operations are often multi-dimensional and analysts 
would either have to scale down the number of dimensions viewed at one time to be 
able to use 2D & 3D visualizations or combine multiple 2D visualizations displaying 
different dimensions of the same dataset in a single dashboard. This requires the 
designer to properly encode variables (dimensions) into shape, colour, size and other 
visual channels. The viewer must translate that shape into spatial perception and 
compare it to their internal understanding of the data in order to decode the meaning of 
the visualizations; a task that may be non-trivial [33]. There have been numerous 
attempts to employ 3D visualizations for cybersecurity data that are displayed on flat 
computer screens with varying degrees of success. Such visualizations sometimes use 
monocular depth cues [34] and object movement to convey the 3D shape of the 
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visualization; advantages and disadvantages of which were thoroughly discussed in [1]. 
VIDS [35] provides an interactive 3D environment for visualizing network and alert (or 
other) data in 3D shapes, whereby users can seamlessly switch styles and layouts to 
dynamically shape their data and easily adjust their viewpoint [36]. Real-time 3D 
visualization engine DAEDALUS-VIZ allows operators to grasp visually and in real-time an 
overview of alert circumstances, while providing highly flexible and tangible interactivity 
[37]. InetVis [38] allows the user to allocate source and destination IPv4 addresses to X 
and Z axis, while destination ports are being allocated to the Y axis on a 3D cube.  
To understand the shape of the cube and detect the positions on Z axis, user must 
manually change the viewpoint with a mouse. Shoki [39] allows the user to define what 
values are plotted on which axis, while the screen is divided to four squares, three of 
them showing each axis in 2D, while the fourth square displays the cube as a 3D object.  

 Due to the emergence of commodity VR devices, multiple data visualization tools 
have implemented support for VR headsets, that are capable of 6 degrees of freedom 
(6DOF) movement of the user’s viewpoint, allowing the observer to perceive the depth 
of the visualization stereoscopically, avoiding the mental work needed to convert 2D 
images to 3D. OpenGraphiti [40] provides the ability to interact with customizable 
graphs, along with querying and filtering capabilities. While OpenGraphiti does not 
provide 3D VR interaction capacities, V-Arc [41] did enable the positioning of data in a 
predetermined layout; data selection; and color-coding amongst other capabilities. 
However, V-Arc was never released to the public. 

To bridge the gap and enable users to visualize data as predetermined three-
dimensional layouts that are be stereoscopically perceivable and interactive, I created 
the Virtual Data Explorer (VDE, see: 4). VDE enables a user to perceive the spatial layout 
of a dataset, for example the topology of a computer network, while the resulting 
visualization can be augmented with additional data, such as the count of TCP/UDP 
sessions between network nodes [1]. 

2.2 Purposes for Cybersecurity Visualizations 
SMEs responsible for ensuring the security of networks and other assets utilize a wide 
array of computer network defence (CND) tools, such as Security Information & Event 
Management (SIEM) that allow data from various sources to be processed, providing 
alerts when appropriate. CND tools allow analysts to monitor, detect, investigate, and 
report incidents that occur in the network, as well as provide an overview of the network 
state. To provide analysts with such capabilities, CND tools depend on the ability to 
query, process, summarize and display large quantities of diverse data which have fast 
and unexpected dynamics [42]. Shneiderman [43] provided a taxonomy depicting 7 
human-data interaction task levels:  

 
1. Gaining Overview of the entire dataset,  
2. Zoom on an item or subsets of items,  
3. Filter non relevant items,  
4. Get Details-on-Demand for an item or subset of items,  
5. Relate between items or subset of items,  
6. Keep History of actions and  
7. Allow Extraction of subsets of items and query parameters.  
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Traditionally, cyber defenders have used command line tools and alphanumeric data 
displays to execute these seven tasks. With the need for faster and more accurate 
situational awareness of increasing data volume, many CND tools have integrated 
graphical user interface (GUI) and 2-dimensional (2D) data visualizations to expedite 
human information acquisition. 

2.2.1 Exploratory Visualizations 
An example of a visualization that may be useful for gaining an (initial) overview of an 
entire dataset or a subset thereof could be a force-directed 2D graph, of which an 
example is shown on Figure 2 below. These and many other illustrative visualizations in 
this thesis are rendered from the North Atlantic Treaty Organization’s (NATO) 
Cooperative Cyber Defence Centre of Excellence (CCDCOE) Locked Shields (LS) Cyber 
Defence Exercise (CDX) datasets (the choice of those datasets, and details on its size and 
structure are discussed in: 4.6 Datasets used for Development and Testing). 

Figure 2 below features force-directed graphs, generated with Moloch / Arkime from 
the metadata that was processed from packet capture collections (PCAPs), that were 
captured during (on the left) the NATO CCDCOE LS CDX in 2018 Partner Run (LS18PR) and 
(on the right) the NATO CCDCOE LS CDX in 2021 (LS21) (see: 4.6 for details on used 
datasets). Node/link weights are decided by the network connection session count 
between two hosts (nodes) that were observed during a ~5-minute period of the 
exercise. 

 

  
Figure 2 Network traffic (node/link weight calculated with session count) during a ~5-minute 
period, visualized with Moloch / Arkime. Left: LS18PR; Right: LS21. 

Without prior knowledge of the intended or expected network topology, a user would 
need to use textual and visual tools in order to explore the dataset. Such an exploration 
would include discovery of the behaviours of the (groups of) networked devices (and 
their users). A force-directed graph may enhance Shneiderman’s 1st, 2nd, 3rd and 5th task 
levels (see above) in such case.  

For the Shneiderman’s 4th task level the user would need to zoom in to the graph and 
hover its mouse cursor above a node or a link, to see detailed textual display with 
relevant information about that object. 
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Figure 3 A Blue Team’s networks’ internal traffic visualized with Moloch / Arkime during a 1-hour 
period during the LS21 CDX. Left: force-directed graph; right: one node selected. 

The user of such a visualization is expected to adjust the query of the to-be-visualized 
dataset, according to their exploration goals. In case of figuring out the topology of a Blue 
Team’s networks during the LS, one might choose to query the dataset such that the 
results would include only nodes that should belong to an expected subgroup.  

For the Figure 4 below, we’ll apply the knowledge that, during an LS CDX, each Blue 
Team is responsible for defending entities that are using IP-addresses in a 10.x.0.0/16 
netblock (amongst some other netblocks) and adjust the query to filter the network 
traffic based of this: resulting with an example for possible visualizations supporting 
Shneiderman task levels 2, 3, 4, and 5, by combining the “Zoom on an item or subsets of 
items” with “Get Details-on-Demand for an item or subset of items”. 

However, in case the user has already built an understanding of the dataset, and the 
force-directed graph re-calculates node positions on the fly (again for each time the user 
renders the graph), the positions of nodes and clusters visualized on a force-directed 
graph do not necessarily relate to an SMEs (previously built) understanding of the 
dataset. For example, in the case of exploring and making sense of a network’s topology, 
an SME may have a network diagram depiction of the expected topology of that network, 
illustrating the expected relations of the networked devices. In Figure 4 (below),  
the nodes visible in Figure 3 are rearranged according to their expected positions as 
shown on the LS CDX BT network topology diagram shown in Figure 27 page 47. 
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Figure 4 Same query as in Figure 3, but nodes that were expected to be active in that team’s 
networks were allocated to their approximate positions per the LS CDX BT network diagram seen 
on Figure 27 on page 47. 

On the rearranged graph, one can identify several groups of nodes that, while 
connecting to or being connected by that BT’s devices, are not part of the expected BT 
infrastructure. Hence by combining the prior knowledge of the visual layout of the BT 
network topology diagram (Figure 27) and augmenting that with network session data 
(from a Moloch / Arkime instance) one can better identify the expected and unexpected 
entities that were active during the time window set for the query that’s response was 
used for that graph. 

Please see 2.3 for how to improve such pre-positioned topology visualizations with 3D 
visualizations. 

2.2.2 Task-Specific Visualizations 
In contrast to visualizations supporting exploration of a dataset, Figure 5, Figure 6 and 
Figure 7 provide an example of a task-specific visualization for identifying networked 
entity-entity relations to help finding anomalies amongst their behaviours [2]. These 
examples were created with Kibana, using the LS18PR dataset. 

There the size of a sector on a radial diagram on Figure 5 and Figure 6 represents the 
count of observed network connection sessions (relative to the total nr of connections 
represented by this iteration of the visualization) that were observed between the source 
(outer ring) and destination (inner ring) entities. The colour of the session-count-block is 
randomly allocated to each node in that visualization to allow the observer to find that 
same node in that same radial. 
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Figure 5 Baseline relations of a computer 
network with about 100 devices. 

Figure 6 Another network with same topology 
as in previous figure, but actively used. 

Figure 7 Hovering mouse cursor over a sector of the visualization shown above would provide 
details of that sector. 

Hao et al. [44] provided design requirements for creating ensembles of cybersecurity 
visualizations that should be used by SMEs in combination to address their tasks: 

1. visualizations must “fit” an analyst’s mental models,
2. visualizations must integrate into an analyst’s working environment,
3. visualizations must be configurable by the analyst,
4. visualizations must be easily understandable to the analyst,
5. visualizations must scale to large data sources, and
6. visualizations must support an analyst’s existing problem-solving strategies.

Once the SMEs for whom a visualization is created for learn to read those in the 
context of their tasks, they may find these visualizations to be crucial for their tasks going 
forward [46]. An example of such visualization, created with the 6 design requirements 
in mind are shown on Figure 8, where each destination IP:port combination forms a 
member in an ensemble, while the members of those ensembles are aligned on X and Y 
axises of the matrix, [44]. 
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a)  b)  

Figure 8 Abnormality matrix for comparing a a) 100-member alert ensemble and b) 60-member 
alert ensemble. [44] 

These are but a small sample of data visualizations that may benefit cybersecurity  
use-cases. For further examples, please see VizSec conference papers [47]. 

The scale, heterogeneity, and complexity of cybersecurity datasets continue to pose 
challenges for visualization and interaction designers [48] despite the constant increase 
in computers’ abilities to process and display more data on flat displays. This could be 
because visualization designers who get tasked with creating cybersecurity visualizations 
lack the understanding of the intended users (SMEs) tasks that rely on the to-be-visualized 
datasets. Yet, SMEs who are familiar with the technical aspect of network monitoring, 
incident response and other relevant tasks, do not necessarily have the expertise in data 
visualization (see: 2.3) and human perception (see: 4.1). Hence the designers of 
cybersecurity visualizations should have dual expertise and/or use a method that would 
allow them to combine their experience with the intended users’ expertise (see: 3.2). 

2.3 Stereoscopically Perceivable Multidimensional Data Visualizations 
Keeping track of the changes of the various visualizations and their ensembles that often 
may be located in different applications and / or browser tabs, can be rather tolling for 
an SME. Also, visualizing multidimensional data on flat screens bears several limitations. 
First, the visualization that results after the dimensionality reduction methods have been 
applied, will likely differ from the mental representation that the analyst had acquired 
upon reviewing the same data in its numerical and textual representation. Additionally, 
contextual information may be removed in the reduction process, while still crucial for 
the understanding of the situation and for identifying relevant clues [45]. 

Utilizing stereoscopically perceivable multidimensional data visualizations may 
address some of the inherent limitations of flat displays, provided that the visualizations 
are aligned with the SMEs understanding of their datasets, either by design or alignment 
via training. Users’ interactions in VR and MR may also be more intuitive if users are able 
to interact with the visualization in ways that humans manipulate objects in the physical 
world. This way the dexterity of human hand movement could be harnessed for intuitive 
interactions [49] and haptic feedback to further advance users interaction efficiency [50]. 

By providing a data visualization environment where minimalistic visual, audio, and 
haptic cues are informing the user of what is happening in that environment, the user 
can focus on the task. Furthermore, environmental cues should be perceptible and clear 
to avoid user confusion. Visualization should be functional and available utilities should 
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accurately convey their functions. Controls, navigation, interface, and all other interface 
conventions should be consistent. Users’ cognitive and physical workload must be 
minimized. Human errors should be anticipated and prevented if possible.  
The environment should be flexible to allow customization for personal preferences, 
cultural differences, colour vision deficiency etc. [51]. An analyst may find it intuitive to 
use a 3D representation of cybersecurity network data that is aligned with the above 
guidelines as well as the analyst’s internalized understanding of the data. Intuitive 
interfaces may enable the analysts to explore and understand their environment more 
efficiently. 

To validate whether Interactive Stereoscopically Perceivable Multidimensional Data 
Visualizations (ISPMDV) [5] would be beneficial for SMEs, I had to either find existing 
tools (of which there were only a few in 2015 (see: 3.3)) or create one (either based on 
an existing one or anew), but also understand how to create such spatial layouts of data 
representations that would benefit the SMEs I wanted to help (see: 3.2 Mapping Mental 
Models), once it would be possible to present such visualizations in a stereoscopically 
perceivable and interactable form (see: 4 Virtual Data). 

2.4 Geospatial and Natively Spatial Data 
Providing users with accurate (spherical, topographical, etc.) representations of (a location 
of) a celestial body, has plethora of advantages for working with related datasets, 
compared to having the same location represented by a cartographical projection. 
Provided, of course, that the underlying topographical layers are accurate (enough) and 
its VR/MR representation intuitive to navigate and manipulate. 

Google Earth VR being one of the first such of a tool available (publicly), got lots of 
attention after its release in 2016 [52]. US Army is routinely employing VR for soldier 
training and mission planning purposes as of 2022 [53], while US Air Force has been using 
VR for pilot training since the 1960s [54]. 

However, natively non-spatial data in VR/MR is (usually) still represented in its 
alphanumeric form, overlayed on the VR environment or with MR on physical world, 
rather than using graphical 3D representations of that data. 

Augmented Reality (not Mixed Reality) has been extensively fielded and used for 
various purposes in manufacturing industry, but with rather limited functionality:  
the lack of stereoscopic rendering of such an augmentation restricts its usage to only 
providing its users with ability to access equipment documentation, video calls, etc. thas 
is displayed in users peripheral field of view (e.g. a tiny screen that user can focus on), 
while lacking the ability to show contextually relevant information next to (or seemingly 
attached to) the physical object in the real world that the information relates to. 

In recent years Mixed Reality is being welcomed by various industries, medical  
use-cases being a poster child of such: preparing for a surgery using accurate (patient 
specific) 3D scans, rendered simultaneously for a group of doctors with synchronized MR 
headset provides numerous advantages [55]. However, the data visualized by such 
applications is still natively spatial: either scans of actual patient’s body(parts), or normal 
body parts to practice on, etc. 

In an industrial setting where alpha-numeric data representation is overlayed onto the 
physical world using a MR headset, the result is still inherently just a small step forward 
compared to having traditional physical displays on those same locations showing the 
data. 
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Due to such a plethora of “low-hanging-fruits” it is understandable, that for VR/MR 
advocates it makes sense to develop solutions for such (simpler) use-cases without 
investing into further studies on how to improve such visualizations to utilize more 
intuitive data representations for the benefits of the users of those systems. 

2.4.1 Mixed Reality Exploration Toolkit  
A great example of a tool that has been created to plan proof-of-concept physical 
solutions that are to-be-fielded in physical locations (e.g., in orbit), is NASA Mixed Reality 
Exploration Toolkit (MRET). Compared to its commercial or otherwise closed source 
counterparts (e.g., US ARL VRDAE [3]), MRET is publicly available for free and released as 
Open Source [23]. 

MRET provides users with a functionality to position precise and accurate models of 
(planned) tools onto their intended locations, relative to other components these tools 
are to be worked with. These intended locations may be on any (well mapped) celestial 
bodies, using accurate planetary positions at a set time, to assess accurate lighting of a 
location, possibility to establish communications, etc. 

MRET’s native non-spatial data visualization capabilities were limited to conventional 
bar-, pie-, and other charts. VDE was included in MRET distribution in 2021 to enhance 
these capabilities further, and provide its users with more customizable data visualization 
tools, that could be combined with geospatial- and natively spatial visualization to enable 
natively non-spatial 3D data visualizations. 

2.5 Non-Spatial Data 
Contrary to natively spatial data, the creator of a visualization depicting natively  
non-spatial data (like software logs, network traffic) in a stereoscopically perceivable 
environment must decide the spatial layout for the datapoints found (or selected) from 
the to-be-visualized dataset. 

Naïve approach would be to present it as a force-directed 3D graph, 3-axis 
bar/line/dot chart or even just textual labels augmented (in Mixed Reality) upon a 
physical object (in the Real Reality). OpenGraphiti (see: 4.4.1 Choosing the Platform) 
enabled me to experiment with exactly such graph visualizations derived from Locked 
Shields logs. However, these tests provided me with early realization that although  
force-directed graphs are great for exploring datasets with unknown topology (like social 
networks), such graphs are seldom helpful thereafter. Once the user has already learnt 
the internal relations or expected behaviour of (some of) the (groups of) entities that are 
active in that dataset: once the user becomes aware of the expected behaviour of some 
of these systems, predetermined spatial positioning of the visual representation of the 
(groups of) entities expected to be found in that dataset, becomes preferable. 

Hence the approach taken with VDE is to provide its users with the ability to interact 
with data-shapes, that’s pre-determined layouts that are based on networked entities’ 
expected relations (e.g., computer network’s logical / functional topology), while 
allowing the user to augment such layouts with additional data (or information) queried 
from related datasets. 
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3 Method 
Traditional approaches for cybersecurity visualizations have been either to provide SMEs 
with ready-to-use visualization components (combined into dashboards served as 
separate tools and views), or SMEs scripting ad-hoc case-specific visualizations because 
they need it to solve a problem at hand. Ad-hoc case-specific visualizations may be picked 
up later and could evolve into a tool (or a product) that may be helpful in solving other 
similar cases but may also be forgotten or be found to be unsuitable for any other  
use-case, except the one it was created for. On the other hand, ready-to-use visualization 
components (that are more than just time-sequence bar charts, etc.) are seldom useful 
for SMEs without a comprehensive training on the meaning (and underlying queries) of 
the visualizations (on dashboards). 

Nevertheless, in case of most cybersecurity data visualizations, the SME using such  
a visualization needs to interrogate relevant (interesting) events in the dataset that  
the visualization was created for, while hunting [56] for anomalies or building a  
working-hypothesis of a suspected incident, and to understand the specifics of it. Such 
procedures usually involve alpha-numerical representations of the data, with 2D 
visualizations as occasional ad-hoc supporting tools. 

While working as one of such SMEs, I identified the need to improve these common 
practices by using emerging technologies, the likes of MR and VR, that could expand 
SMEs toolsets and providing them with more intuitive visualization tools. 

3.1 Design Science Research Methodology 
Design science research methodology [57] was used to guide the research process:  

1. identify the problem and motivation: see 1.1  
2. define the objectives for a solution: see 1.2 and 1.3 
3. design and develop method and software: see 3.2, 3.3 and [4] 
4. demonstrate and evaluate the method and software: see Virtual Data and [2] 
5. while communicating the findings to the community: see List of Publications.  

 

 
Figure 9 Design Science Research Methodology Process Model (from [57]) 
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I chose to proceed in parallel with: 
1. working on human sciences to choose or develop the interviewing method for 

deciding appropriate layouts for visualizations of (cybersecurity) datasets (see 3.2 
below) and  

2. create the software for enabling users to stereoscopically perceive and interact 
with data visualizations that could be created based on those interviews.  

The latter got numerous iterations based on SMEs feedback and is now integrated in 
a few software distributions (see: 4.1), the former is proposed as the Mental Model 
Mapping Method for Cybersecurity in [4]. 

3.2 Mapping Mental Models 
The challenge in creating meaningful visual tools for cybersecurity practitioners is in 
combining the expertise from specialists from the fields of data visualization and 
cybersecurity so that the resulting visualizations would be effective and indeed useful for 
their intended users [80]. Further, creating useful visualizations for SMEs is not possible 
without an in-depth understanding of the tasks which the visualizations would support 
[81]. Therefore, I identified the need for an interviewing method for extracting from an 
individual SME their internalized understanding of the dataset that they work with (e.g., 
logfiles of their protected environment), in order to create visualizations that align with 
their understanding of that dataset, and to design layouts for visualizing that dataset in 
a way, that would enhance the SMEs and their colleagues’ ability to understand and work 
with that dataset: Mental Model Mapping Method for Cybersecurity [4] (M4C). 

The proposed interview method is rooted in the tradition of participatory design [82], 
a democratic form of design originating from Scandinavia. In participatory design all 
stakeholders are involved in the design by directly designing the user experience. 
Stakeholders are asked to not simply inform the design process but to contribute by 
designing interfaces and interactions.  

The overarching goal of such SME interview process is to identify the properties that 
an SME seeks within their dataset, to obtain answers to the analytic questions for their 
work role. To do this, the relevant attributes of the data which enable the SME to form, 
verify, or disprove hypotheses about possible incidents or noteworthy events relevant to 
their work role must be identified. Based on the SME’s role and specific inquiry goal,  
the desired dimensions of data (entities, the relations of groups, subgroups, and  
sub-subgroups, etc.) to be visualized can be determined. Then consider which properties 
should be represented by which elements (an example of these dimensions and 
properties can be seen on Figure 10), where names of groups (e.g. “..Siemens Spectrum 
5 power management..”, “Substation equipment network”) are visible above the “blades” 
of a data-shape, while names of subgroups (inside each group) (e.g. “Windows 10 
workstations”, “PLC-s”, “Servers”) are visible inside the “blades”, above the entities of 
that subgroup. To better grasp the three-dimensionality of these shapes, please see 
videos at [83]. 

Information for creating the visualization is initially elicited through the first individual 
interviews with an SME group (Session 1 interviews), preferably with participants who 
do not suffer from aphantasia [84], by asking a series of specific questions designed to 
identify groups and entities (as described in the previous paragraph). An example case 
would be for visualizing the functional topologies of computer networks, where the 
entities are networked devices (server, laptop, fridge, gas turbine’s controller, etc.) that 
can be classified into multiple different groups (e.g., logical subnetwork, physical 
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topology, geolocation, etc.). The relevant grouping (i.e., business functions, found 
vulnerabilities, etc.) depends on the goal of an SME’s inquiry. If the visualization goal 
would be different, for example, to visualize application logs, the initial interview 
questions should be adjusted accordingly. 

 
Figure 10 Virtual Data Explorer’s default Network Topology layout, one network group in focus on 
this screenshot. Layout is similar to the template shown in Figure 25 below on page 45, although 
the dataset used for the visualization featured on the video where this screenshot was taken from, 
is from Locked Shields 2018 (see: 4.6 Datasets used for Development and Testing). 
 

Once all the first interviews have been completed, the layouts created during the 
interviews should be evaluated. All or some of the layouts can then be implemented 
using VDE: either by creating new configuration files or implementing necessary 
components in C#. Once done, the resulting data visualizations shall be tested with the 
data that the interviewed SMEs would be using it with (or an anonymized version of it), 
prior to a second round of SME interviews.  

During Session 2 interviews, subjects are expected to use the custom visualizations 
with a VDE instance (or another visualization tool), that is rendering the data-shapes 
from actual data from the SME’s environment to enable the SME to adequately evaluate 
the usefulness of the visualization 

For proposed interview method and detailed description of Mental Model Mapping 
Method for Cybersecurity (M4C), please see 3.2. Note that due to the delays of more 
than a year for getting Internal Review Board exemption from involved parties for 
conducting interviews, and then the global pandemic shutting down the world in 2020, 
it was impossible to conduct interviews using M4C: its validation is left for further studies.  
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3.3 Tools for Testing the Hypotheses 
To enable visualizing live data as predetermined three-dimensional layouts while it 
would be stereoscopically perceivable and interactable, I created the Virtual Data 
Explorer (see: 4 below). VDE enables a user to stereoscopically perceive spatial layout of 
a dataset using a Virtual or Mixed Reality headset: for example, the topology of a 
computer network, while the resulting visualization can be augmented with additional 
data, like TCP/UDP/ICMP session counts between network nodes [1]. Prior to having such 
a tool, it was not possible to evaluate the feasibility of such visualizations, as the viability 
and usability of three-dimensional visualizations can be adequately evaluated only in its 
stereoscopically perceivable forms. 

As the pandemic made a larger-scale study with many participants impossible, VDE 
instead underwent a more iterative review process, drawing input from representative 
users and domain expertise. Once possible, a user study was conducted to validate the 
hypotheses [8] (see: 5). 
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4 Virtual Data Explorer 
This chapter gives relevant background information on human visual system to 
contextualize the necessary considerations while debating the potential usefulness of, 
and the implementation of stereoscopically perceivable multidimensional data 
visualizations and then describes the high-level structure of Virtual Data Explorer (VDE) 
that provides the necessary capabilities as set of software components. In addition,  
this Chapter provides visual examples of VDE data visualizations, for accompanying 
videos please see: [83]. 

VDE allows its user to customize visualization layouts via two complimentary textual 
configuration files, that will be parsed by VDE Server (see: 4.3) and visualized by VDE 
Client (see: 4.4). 

In its current form VDE is available as a part of NASA MRET open-source software [23]. 

4.1 Human Visual System 
The human visual system has a finite amount of visual attention resources that are used 
to view and interpret the data presented on a computer screen [58]. Hence, the human 
visual system is one of the major bottlenecks of information flows between a computer 
system to a human analyst (refer the Communication–Human Information Processing 
(C–HIP) model for details [59]). Because of this bottleneck, the veracity and 
comprehensiveness of a human analyst’s mental model about a network event is directly 
impacted by perceptual bottlenecks. A mental model is internal, cognitive representation 
of an environment based on the acquired information. Such models can provide ways to 
describe, explain, predict, and, sometimes, control the phenomena [60]; [61] and are 
built through direct perception of the environment. Hence, the design of a data 
visualization can impact the accuracy of the development and sustainment of an 
analyst’s mental model [62]. 

Optimizing the codification of information can be used to reduce the chances of 
perceptual bottlenecks. Visual information can be efficiently augmented based on 
reasoning processes (see [63] for an overview on dual-coding and [64] for a review on 
working memory). Furthermore, information can be presented to the analyst in more 
than one sensory modality to maximize the amount of information perceived in a time 
epoch. In Human Computer Interaction research, codes are stimuli that represent the 
smallest unit of information communicated. For example, visual codes within a 
scatterplot are size, colour, shape, proximity, among others. These visual codes are 
relevant to 2D visualizations, but ‘depth’ may be an additional code in 3D environments 
that can be populated with additional data parameters and impact the interpretation of 
other codes like proximity. A group of codes representing a large amount of information 
can be configured to create a visual pattern, which can then be perceived rapidly. This 
visual pattern, according to Gestalt Psychology, is called emergent features [65] because 
the meta-data patterns emerge from the display of raw data. Meta-data patterns can 
form the basis of human mental models that analysts use when searching for expected 
patterns of malicious network behaviour as well as represent normal network behaviour. 
Gestalt laws of perception (e.g., Laws of Proximity, Closure  [33]) characterize the natural 
ways humans perceive information groupings that the interface designer can capitalize 
on. Poor designs that violate the Gestalt laws of perception could force the analyst into 
controlled and deliberated processing that consumes attention resources [58].  
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Depth perception is facilitated with a set of monocular and/or binocular visual cues 
that could provide additional codes to depict network information. Monocular depth 
cues (i.e., light and shading, relative size, interposition, blur, texture gradient, and aerial 
perspective linear perspective) [34] allow for a 3D depiction in a 2D plane (i.e., a page or 
photograph or a flat computer display). These kinds of “3D in 2D” visualizations using 
monocular cueing were called “perspective views”  [66] or “pseudo 3D”  [67]. Binocular 
depth cues use stereopsis to present objects to the viewer that seem to ‘pop out’ from 
the visual scene. Visualizations with binocular depth cues are called “real 3D” [67]. Visual 
perception of natural 3D scenes is afforded by monocular and binocular depth cues 
working together [68]. 

Another 3D technique and design principle which can hamper perception in 3D 
visualization environments is to use perspective [69]. Upon entering a 3D environment, 
the analyst is perceiving the environment through the avatar’s eyes or perceiving via a 
top-down view looking at an avatar that represents themselves. The terminology 
describing perspectives is non-standard and sometimes obtuse. Human factors research 
defines allocentric views [70], also called “through the window” [71] view, as one in 
which the observer is watching themselves through a viewpoint outside of the body.  
For example, an avatar representing a human has an allocentric view if the controller 
manipulates the avatar while observing its actions from behind. Allocentric is used 
interchangeably with geocentric or exocentric views  [70] or plan views [69]. Plan views 
are allocentric perspectives in which the human is looking down from a higher altitude. 
Contrast this with egocentric views  [70], also called immersive [71] or inside perspective  
[72], such that the controller is seeing the virtual environment through the eyes of the 
avatar. The type of perspective used for a particular task has been shown to lead to 
human perceptual and spatial memory errors [70]. 

The advantages and disadvantages of depicting data using 3D compared to flat 2D 
displays has been studied and debated for decades with no clear resolution. With the 
rise of more sophisticated augmented reality environments, modern visualization 
research has re-vamped. The advancement of computing provides some explanations to 
the discrepancies between recent and dated studies of human performance with 3D 
visualizations [73]. In some cases, 3D is advantageous because of a lower interpretive 
effort of perceived 3D information, given that the human visualization system has 
evolved to perceive the world stereoscopically as a three-dimensional environment [74]; 
[73]. Furthermore, 3D visualizations can potentially display more data using depth cueing 
compared to 2D displays. However, these benefits are couched in the type of work 
tasking required to complete with the visualization. Tasks such as altitude extraction, 
geospatial manoeuvring, and navigation improve with 3D displays  [75] while, there are 
tasks and environments for which the 2D displays are more advantageous than 3D 
displays [76]. 

In sum, prior research indicates that while 3D visualizations in virtual reality 
environments afford more codes to use to depict data, the ways in which those codes 
are arranged using Gestalt’s laws, emergent features and perspectives, determines how 
best to maximize the amount of data that could be perceived. Communication from the 
interface to the human analysis involves the clear mapping between a mental model of 
the data that is expected to be reviewed, and the manner the data is depicted in that 
visualization [33]. The 3D objects designed to represent data must fit the typical mental 
model building inherent in network defence job tasking. To my knowledge, no prior 
research has identified whether computer network defence analysts are re-visualizing 
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alphanumeric network data in spatial patterns in their minds. Furthermore, there’s no 
clarity whether training an analyst to build their mental models on 3D representations of 
alphanumeric network data will be advantageous to performance. Although prior 
research has described basic Computer Network Defence (CND) operations and job 
tasking [77] [78], their findings are relatively generic to ascertain analyst mental models 
to build 3D visualizations from. Some preliminary research [79] has attempted to 
document analyst’s mental models, but the granularity of the models was too coarse to 
guide the development of 3D visualizations. 

4.2 Virtual Data Explorer 
To be able to research the usefulness of interactive stereoscopically perceivable 
multidimensional data visualizations, I created software components that would 
facilitate that research, coupled with the M4C method (see: 3.2). 

VDE allows its user to customize visualization layouts created with M4C using two 
textual configuration files (see 4.3.3 Server Configuration), that will be parsed by VDE 
Server (see: 4.3.4 Entity Templates) and visualized by VDE Client (see 4.4). 

VDE functionality is decoupled to Server and Client components to pre-process the 
incoming data in a more powerful environment (than a wireless MR headset) before its 
visualized either in the VR or MR headset. VDE Server also acts as a multi-user relay to 
synchronize the visualizations (e.g., grabbed objects position in connected users’ views) 
between connected user sessions. 

4.3 Virtual Data Explorer Server 
To accommodate timely processing of large query results (from the underlying dataset), 
the data-processing in VDE is separated into a Server component (VDES).  

Thread-safe messaging is used extensively for asynchronous data processing, 
browser-based User Interface actions etc., but most importantly for keeping the Client 
component (VDEC) visualization in sync with (changes in) incoming data (ex: response to 
a Moloch/Arkime query). 

4.3.1 Architecture 
VDES has 7 main components: 

1. Core is responsible for starting up the various VDES components, according to 
command line parameters and configuration file(s). 

2. Webserver serving User Interface for monitoring and controlling VDES and 
connected VDE Clients’ behaviour. 

3. WebSocket server (SignalR) facilitating communication with the UI served by 
VDES Webserver and VDE Client sessions. 

4. Browser Extension for enabling inter-tab communication in Chromium-based-
browsers to monitor for query results in supported tools (for example 
Moloch/Arkime) and transfer these results to VDES via the SignalR WebSocket. 

5. Entity Templates create from topology configurations, that are used while 
processing incoming data (see p6). 

6. Data Processor that parses the incoming query response according to the 
currently active configuration. 

7. Messenger component, relaying communications between VDES components 
and threads. 
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4.3.2 Choosing Language 
C# was chosen for a variety of reasons, of which 4 are noteworthy: 

1. Linq1 query language for interrogating in-memory data structures is rugged and 
fast. 

2. C# is a strong typed, memory-safe language, that encourages safe coding 
practices and (with appropriate tools) helps to avoid introducing vulnerabilities 
into the source code. 

3. Compiled binaries can be tailored for various platforms (notably Windows, Linux, 
MacOS). 

4. C# is also used for the VDE Client (see 4.2), as that’s one of the scripting 
languages supported by Unity 3D. 

4.3.3 Server Configuration 
Data processor operating mode, server’s IP address, port and other settings are read in 
from a JSON formatted configuration file, example provided in Figure 11. 

 
Figure 11 VDES configuration example. 

Setting “mode” chooses which Data Processor (see: 4.3.5) to use for processing the 
to-be ingested data.  

Setting “layouts” lists additional files to read layout configuration(s) from; although 
these files are not processed by VDES, these settings are sent to connecting VDEC 
sessions. 

Setting “networks” lists additional files to read data-shapes’ topology configuration(s) 
from (in case the chosen Data Processor would need those), example show on Figure 12. 

 

 
1 https://docs.microsoft.com/en-us/dotnet/csharp/programming-guide/concepts/linq/  

https://docs.microsoft.com/en-us/dotnet/csharp/programming-guide/concepts/linq/
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Figure 12 Configuration related to the visualization template shown on Figure 25 below on page 
45. Red X, Y, Z on this and Figure 25 indicate relations between 3D positioning of the visual of a
representation of a datapoint and its definition in the configuration file. Yellow A-s on this figure
point to syntax used to simplify the duplication of group templates (that can be tied to (expected)
IP addresses found in the ingested data). Yellow X marks the relation between network CIDR
template and individual entities belonging to subgroups (that are distinguished in by the last octet
of its IP address).

4.3.4 Entity Templates 
During start-up, VDES creates internal templates of entities, that are expected to be 
found from ingested data. This behaviour speeds up data processing later. 

For an example of a possible Data Template implementation, please see: Figure 13. 
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Figure 13 Creating templates of expected entities and their groups. 

4.3.5 Data Processor 
Runtime VDES can have only one Data Processor running, determined by the “mode” 
setting in VDES configuration. The loading of Data Processor is implemented in such a 
way, as to allow loading add-on Data Processors from user-provided .DLL-s. 

An example of a possible Data Processor implementation, please see: Figure 14. 
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Figure 14 Reference implementation for processing a response from Moloch / Arkime.

4.4 Virtual Data Explorer Client 
Virtual Data Explorer Client (VDEC) is the component of VDE without which the ISPMDV 
related research would be impossible. 

VDEC was created using Unity 3D, to facilitate deployment to various VR/MR HMD’s. 
Over time this has proven to be a correct decision, as all relevant HMDs that have been 
released since 2015 (when I started with my research) have had Unity 3D support since 
early releases of their SDKs. 

4.4.1 Choosing the Platform 
I started my research while extending OpenGraphiti [40], that was the first (publicly 
available) 3D data visualization tool supporting Oculus Rift DK2 (being the first VR 
headset I managed to acquire for my research back then), but it lacked interactive 
capabilities (to handle user inputs from Leap Motion or Myo band) and worked 
exclusively on OSX. That turned out to be a dead end by 2016, when Oculus decided to 
not continue supporting OSX with their SDK. Additionally, the (lack of) performance and 
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the (lack of) memory querying abilities of Python (that was the data processing tool for 
OpenGraphiti) turned out to be a bottleneck while processing the data ingested from Bro 
[85] logs into a visualizable hierarchy.

As there were no other (publicly available) data visualization engine(s) existing then,
such that would have supported VR (let alone MR) headsets for 3D data visualizations, 
I did not really have a choice but to build such a tool myself. At the time I was criticized 
for that decision for wasting my time as a mere “code monkey”, but without such at tool 
there was no way to develop and test ISPMDV. In retrospect the decision to build VDE 
was the correct one and enabled everything that followed. 

The choice of which platform to use for VDE development ended up being a decision 
between two game-engines, Unreal Engine and Unity 3D, as those two had good-enough 
graphics performance with VR (and limited MR) support, while also allowing the use of 
C++ or C# for extending the existing framework. 

Finally, Unity 3D was chosen for VDE for it’s (by then) aggressive development cycle 
(facilitating various VR and MR integration frameworks, that were being released by 
hardware manufacturers), it’s use of C# as (one of) the scripting language (as opposed to 
C++ in Unreal Engine), and for the fact that the team I was going to work with at the US 
Army Research Lab was already using Unity 3D for their other VR projects. 

4.4.2 Virtual or Mixed Reality 
Although VDE was initially developed with Virtual Reality headsets (Oculus Rift DK2 and 
later with CV1 with Oculus Touch), its interaction components were always kept modular 
so that once mixed reality headsets such as the Meta 2, Magic Leap, and Hololens 
became available, their support could be integrated into the same codebase.  

The underlying expectation for preferring MR to VR is the user’s ability to combine 
stereoscopically perceivable data visualizations rendered by a MR headset with relevant 
textual information represented by other sources in the user’s physical environment 
(SIEM, dashboard, or another tool), most likely from flat screens. This requirement was 
identified from early user feedback that trying to input text or define / refine data queries 
while in VR would be vastly inferior to the textual interfaces that users are already 
accustomed to operating while using conventional applications on a flat screen for data 
analysis. Hence, rather than spend time on inventing 3D data-entry solutions for VR, 
it was decided to focus on creating and improving stereoscopically perceivable data 
layouts and letting users use their existing tools to control the selection of data that is 
then fed to the visualization.  

A major advantage provided by the VR environment, relative to MR, is that VR allows 
users to move (fly) around in a larger scale (overview) visualization of a dataset while 
becoming familiar with its layout(s) and/or while collaborating with others. However, 
once the user is familiar with the structure of their dataset, changing their position (by 
teleporting or flying in VR space) becomes less beneficial over time. Accordingly, as 
commodity MR devices became sufficiently performant, they were prioritized for 
development – first, the Meta 2, later followed by support for the Magic Leap and 
HoloLens. 



36 

4.4.3 Architecture 
VDEC has 7 main components: 

1. The core is responsible for starting up the various components.
2. WebSocket client (SignalR) facilitating communication with VDES to get

appropriate configuration, the pre-processed data to be visualized and later
updates to that visualization.

3. Layout class that can be extended to create dataset-specific layouts, if altering a
configuration for an existing layout is not enough. Layout extensions can also be
loaded runtime from user-provided DLL-s.

4. Input system that (as of 2022) allows users using Oculus (Rift & Quest), HTC Vive,
Magic Leap, Meta 2 (deprecated), HoloLens 2 or Windows Mixed Reality headsets
to interact with VDE visualizations using methods native to their devices, be it
either hand-held controller based, or user’s hand-, finger-, head-, gaze-inputs.

5. Entities: morph into groups or individual entities (depending on their
designation), becoming groups of (groups of (groups of (…))) entities visualized by 
rectangles (or other shapes, as defined by the layout component).

6. Links: represent relations between visualized entities, say, observed network
connections between two entities, observed during the time-window of the most 
recently received query response, that’s result was processed by VDES.

7. Joints: are used to shape the layout autonomously: each group and each entity
decides (based on Linq views), where should it be located amongst its siblings (in
that same group) and adjusts its join-connections with nearest siblings
accordingly. Joints (Unity’s built-in components) can be defined to have desired
lengths, strengths, dampening, etc., to allow the visual groups to be flexible
enough, while adjusting their positions. VDE layouts are therefore relying on
Unity 3D physics engine for the visualization layouts.

4.4.4 Simulator-Sickness 
Another crucial property for in-VR data exploration environment is avoidance of users 
experiencing simulator sickness [86] while being “in” that VR environment. Various 
experiments have shown that applying certain limitations to a user’s ability to move in 
the virtual environment – limit their view and other forms of constrained navigation – 
will limit confusion and help prevent simulator sickness while in VR. These lessons were 
learnt while developing VDE and adjusted later, as others reported success with same or 
other mitigations [87]. Amongst other things, but most importantly, if an immersed user 
can only move the viewpoint (e.g., its avatar) either forwards or backwards in the 
direction of user’s gaze (or head-direction), the effects of simulator sickness can be 
minimized or avoided altogether [2]. This form of constrained navigation in VR is known 
as “the rudder movement” [87]. 

4.4.5 User Interface 
In the early stages of VDE development on Unity 3D, efforts were made to either use 
existing VR-based menu systems (VRTK, later MRTK) or to design a native menu, such 
that would allow the user to control which visualization components are visible and/or 
interactive; to configure connection to VDE Server; to switch between layouts; and to 
exercise other control over the immersive environment. However, controlling VDE’s 
server and client behaviour, including data selection and transfer, turned out to be more 
convenient when done in combination with the VDES web-based interface (see: Figure 
15 and Figure 16 below) and with existing conventional tools on a flat screen. For 
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example, in case of cybersecurity related datasets, the data source could be a SIEM,  
log-correlation, netflow, or PCAP analysing environments. As an example, in the 
accompanying videos [83], Moloch/Arkime is used to select and feed data into VDE for 
visualization. Note that this is prone to change in the future, provided that hand and 
finger tracking of MR headsets becomes precise enough. 
 

 
Figure 15 Screenshot of VDES UI providing status of the VDES backend (middle left), a connected 
VDEC status (mid-lower right) but also indicates the presence of the VDE Browser Extension and an 
open Moloch / Arkime tab to ingest data from. 

 
Figure 16 VDE Browser Extension facilitating communications between a data source (here: Moloch 
/ Arkime) and VDES. 
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4.4.6 Head-Up Display 
Contextual information is displayed on a head-up display (HUD) that is perceived to be 
positioned a few meters away from the user. The HUD smoothly follows the direction of 
user’s head in order to remain in the user’s field of view (see Figure 17). This virtual 
distance was chosen to allow a clear distinction between the HUD and the network itself, 
which is stereoscopically apparent as being nearer to the user. 

Figure 17 Head-Up Display showing labels of visualized groups that the user focuses on, retaining 
visual connections to those with Bezier´ curves. HUD is used also for other interaction and feedback 
purposes. 

4.4.7 User Interactions 
The ability to interact with the visualization, namely, to query detailed information about 
a visual representation of a datapoint (ex: semi-transparent cube for a node or line for a 
relation between two nodes) using input devices (ex: hand- and finger-tracking and input 
controllers) is imperative, and was one of the reasons to abandon the initial OpenGraphiti 
based work and start implementing VDE anew on Unity 3D. Only later, while gathering 
feedback from SMEs [2] were it confirmed to be also crucial for users’ immersion in the 
VR data visualization to allow them to explore and build understanding of the visualized 
data while querying it intuitively [6]. 



39 

 
Figure 18 MR view of Locked Shields 18 Partner Run network topology and network traffic using 
VDE; user is selecting a Blue Team’s network with index finger. Screen capture from coda.ee/PhD 

User’s interactions with data-shapes are customized to each supported VR/MR 
headset’s inputs. In case of Magic Leap, Meta 2 and HoloLens 2, it’s user’s tracked hands 
(see: Figure 18 above), specifically relevant fingers’ joint’s colliders that would be used 
to decide whether user is trying to grab something, point at a node or edge etc. In case 
of Oculus Rift / Quest it’s the pseudo-hands that are rendered in the VR environment, 
based on hand-controllers’ positions and touch detection (see: Figure 19 below). 

 

 
Figure 19 Screen capture from [83] illustrating user interactions while exploring a dataset with 
Oculus CV1 VR HMD. Edges originating from or terminating at the grabbed object are highlighted 
according to the strength of user’s grip of the controller’s “grip” sensor. 

The VR system’s input controllers are used to detect whether the user is trying to grab 
something, point at a node, or point at an edge. In case of MR and Oculus Quest, these 
interactions are based on the user’s tracked hands (see: Figure 18), and in case of Oculus 
Touch, pseudo-hands (see: Figure 19) are used. 

A user can: 
1. point to select a visual representation of a data-object – a node (for example,  

a cube or a sphere) or an edge – with a “laser” or dominant hand’s index finger of 
either the virtual rendering of the hand or users real hand tracking results (in case 
of Oculus Quest and MR headsets). Once selected, detailed information about the 

https://coda.ee/PhD
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selected object (node or edge) is shown on a line of text rendered next to user’s 
hand, (Shneiderman Task Level 4). 

2. grab (or pinch) nodes and move (or throw) these around to better perceive its 
relations by observing the edges that are originating or terminating in that node: 
humans perceive the terminal locations of moving lines better than that of static 
ones, (Shneiderman Task Levels 3, 5). 

3. control data visualization layout’s properties (shapes, curvature, etc.) with 
controller’s analog sensors, (Shneiderman Task Levels 1, 5). 

4. gesture with non-dominant hand to trigger various functionalities. For example: 
starfish – toggle the HUD; pinch both hands – scale the visualization; fist – toggle 
edges; etc. 

 

 
Figure 20 User touches an edge with the index finger of Oculus avatar’s, to learn details about that 
edge. 

In addition to active gestures and hand recognition, the user position and gaze 
(instead of just their head direction if available) are used to decide which visualization 
sub-groups to focus on, to enable textual labels, to hide enclosures, to enable update 
routines, colliders, etc. (Shneiderman Task Levels 2, 3, 4, 5, 7). Therefore, depending on 
user’s direction and location amongst the visualization components and on the user’s 
gaze (if eye-tracking is available), a visualization’s details are either visible or hidden, and 
if visible, then either interactive or not. 
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The reasons for such a behaviour are threefold:  
1. Exposing the user to too many visual representations of the data objects will 

overwhelm them, even if occlusion is not a concern. 
2. Having too many active objects may overwhelm the GPU/CPU of a standalone 

MR/VR headset – or even a computer rendering into a VR headset – due to the 
computational costs of colliders, joints, or other physics. (see “Optimizations” 
section, below) 

3. By adjusting their location (and gaze), the user can:  
a. Gain Overview of the entire dataset (Shneiderman Task Level 1),  
b. Zoom on an item or subsets of items (Shneiderman Task Level 2), 
c. Filter irrelevant items (Shneiderman Task Level 3), 
d. Get details-on-demand for an item or subset of items (Shneiderman Task 

Level 4), 
e. Relate between items or subsets of items. (Shneiderman Task Level 5).  

 
Please see the accompanying videos [83], as although Figure 20, Figure 21 and Figure 

22 try to convey that behaviour, understanding MR interactions from screenshots is a 
rather futile endeavour. 

For descriptions of Shneiderman Task Levels referred above, please see “2.2 Purposes 
for Cybersecurity” on page 16. 

4.4.8 Textual information 
Text labels of nodes, edges, groups are a significant issue, as these are expensive to 
render due to their complex geometrical shapes and also risk the possible occlusion of 
objects which may fall behind them. Accordingly, text is shown in VDE only when 
necessary. Backgrounds are not used with text in order to reduce their occlusive 
footprint. 

4.4.9 Optimizations  
The basis for VDE: less is more. 

Occlusion of visual representations of data objects is a significant problem for 3D data 
visualizations on flat screens. In VR/MR environments, occlusion is mitigated by 
stereoscopic perception of the visualizations of data objects and by parallax, but can still 
be problematic [88].  

While occlusion in VR can be addressed by measures such as transparency, 
transparency adds significant overhead to the rendering process. To optimize  
occlusion-related issues, VDE strikes a balance between the necessity of transparency  
of visualized objects, while adjusting the number of components currently visible  
(textual labels, reducing the complexity of objects that are farther from the user’s 
viewpoint, etc.) based on the current load (measured FPS); on objects’ relative positions 
in user’s gaze (in-view, not-in-view, behind the user); and on the user’s virtual distance 
from these objects. This XR-centric approach to semantic zooming proves a natural user 
experience, visually akin to the semantic zooming techniques used in online maps which 
smoothly but dramatically change the extent of detail as a function of zoom level 
(showing only major highways or the smallest of roads, toggling the visibility of street 
names and point of interest markers). 

Please see the accompanying videos [83], as although Figure 20, Figure 21 and Figure 
22 try to convey that behaviour, understanding MR optimizations from screenshots is a 
rather futile endeavour. 
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Figure 21 Once user moves closer to a part of the visualization that might be of interest, textual 
labels are shown for upper tier groups first, while the rectangular representations of these groups 
are disappeared as the user gets closer, to enable focusing on the subgroups inside, and then the 
nodes with their IP addresses as labels. To convey the changes in visualization as the user moves, 
screenshots are provided sequentially, from upper left to right. For comparison with Virtual Reality 
view, please see Figure 22. 

 
Figure 22 Once user moves closer to a part of the visualization that might be of interest, textual 
labels are shown for upper tier groups first, while the rectangular representations of these groups 
are disappeared as the user gets closer, to enable focusing on the subgroups inside, and then the 
nodes with their IP addresses as labels. To convey the changes in visualization as the user moves, 
screenshots are provided sequentially, from upper left to right. For comparison with Mixed Reality 
view, please see Figure 21. 
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Although colours and shapes of the visual representations of data objects can be used 
to convey information about their properties, user feedback has confirmed that these 
should be used sparsely. Therefore, in most VDE layouts, the nodes (representing data 
objects) are visualized as transparent off-white cubes or spheres, and the latter only in 
case if the available GPU is powerful enough. Displaying a cube versus a sphere may seem 
a trivial difference but considering the sizes of some of the datasets visualized (>10,000 
nodes and >10,000 edges), these complexities add up quickly and take a significant toll. 

4.5 Layouts 
VDE has various data visualization layouts implemented, some of which are available in 
the open-source version of it (an example seen on Figure 23 below). 

 

 
Figure 23 Overview of a layout visualizing Locked Shields CDX network topology augmented with 
network session counts (as edges) observed between networked nodes during a time window. 
Screenshot from VDE v1. 

Primary challenges for designing visualization layouts are related to deciding how to 
position the entities (and their groups) found in a dataset into a three-dimensional space 
(see: 3.2). 

Secondary challenges are the technical ones and relate to how to align the entities 
relative to each other so, that the visualization could be updated on-the-fly, without 
hindering VR or MR HMD FPS, while not confusing the user, and retaining the 
visualization in such a way that would not disturb the user from “reading” it. And, how 
to transform from one layout to another so, that the observer could retain the mental 
model and the internalized understanding of the visualized data through visual changes. 
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4.5.1 VDEC Layout Configuration 
To accommodate to the specifics of different headsets’ capabilities and user preferences, 
the layout of the visualization that VDEC populates based on the ingested data can be 
customized by tuning the layout configuration (see: Figure 24).  

 

 
Figure 24 Layout configuration for specifying how VDEC should position groups. 

 
However, note that the rules for spatial positioning and grouping of the visual 

representations of ingested data is decoupled from the layout configuration, as these 
address two distinct tasks: 

 
1. Layout configuration contains settings relevant to spatial positioning of groups (of 

groups (of groups)) of entities, their relative distances, text sizes, HUD positioning, 
labels visibility, and the like, while 

2. Topology configuration allows the user (or designer of the visualization) to define 
rules for VDE, based on which the visual representations of (expected) entities 
found from the ingested data should be grouped and positioned. 

 
VDEC expects VDES to provide it with the layout configuration upon connection, while 

the topology configuration will be used by VDES when processing the ingested data 
before sending the resulting groups (of groups (of groups)) of entities to connected 
VDEC-s. 

For an example on how the positions of visual representations of data objects are 
decided for individual entities in a groups (of groups (of groups)) of entities, please see 
Figure 10 on page 26, accompanied with Figure 25 below. The intent of such 
configurability is to allow the users and / or visualization designers to configure the 
(relative) positions of entity visualizations via a configuration file, to maintain the 
expected visual topology of the visualization layout over time and over varying queries 
of that same dataset. 
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Figure 25 Explanatory schematics for a subgroup’s layout in VDE Network Topology layout: similar 
layout populated with data is shown on Figure 10 on page 26. This screenshot is an excerpt from 
my MAVRIC 2020 presentation (see: coda.ee/MAVRIC). 

The resulting visual representations of groups (of groups (of groups)) will be arranged 
relative to other groups based on the C# implementation of that layout and its 
configuration. An example of such a constellation of groups can be seen on Figure 26, 
where each transparent cube contains a topology visualization, containing subgroups 
arranged as explained on Figure 25. 
 

 

Figure 26 Overview of a layout visualizing a network topology. Screenshot from VDE v2, running on 
Magic Leap MR headset. 

https://coda.ee/MAVRIC


46 

4.6 Datasets used for Development and Testing 
Although there are some public, reasonably large cybersecurity related datasets like 
VAST [89] and [90], these do not represent the complexities (and messiness) of such  
real-world datasets that need to be dissected, understood and monitored for CDSA by 
SMEs [91]. Therefore, for creating and testing VDE, while also creating and testing its 
visualization layouts, I had to use large and complex enough datasets, that I was familiar 
with. An additional requirement for choosing the dataset was, that the visualizations 
created using that dataset would be publishable. 

I was lucky enough to be entrusted with the NATO CCDCOE Locked Shields (LS) Cyber 
Defence Exercises’ full packet captures (PCAP files from years 2015, 2016, 2017, 2018, 
2019, 2021 and 2022 that were used during various stages of VDE development), while 
also having intimate knowledge of that exercise inner workings: I’ve been participating 
as a Red Team member since 2010, witnessed the environment expanding to satisfy 
growing demands, learnt its topology and expected behaviours. Hence most of my 
published papers used visualizations featuring LS datasets (or a mock-up dataset made 
for visualization capabilities’ demonstration purposes), as other datasets for which’ VDE 
has been used for, are not publishable. 

LS PCAP files contain network traffic captured from the Game Network during the 2 
days of exercise. That traffic consists of up to 26 defensive teams’ (Blue Teams, BT) 
networks (each of which contains more than 100 nodes), an offensive (Red Team, RT), 
infrastructure support (Green Team), situational awareness (Yellow Team) and the 
managing team (White Team) nodes and traffic: totalling at more than 4000 active virtual 
machines engaged at a time, with about 2500 (documented) attacks executed by the  
Red Team against all Blue Teams combined. As both, the full IPv4 and IPv6 address  
space is usable for the game (with some exceptions), the expected network topology  
(a complicated system) blends with known unknown and unknown unknown (complex 
systems), resulting in a nice and messy environment that is well suited for my research 
purposes. 

For reference, an abstraction of the expected topology of a network that one Blue 
Team (out of 26) may have been expected to protect during an LS exercise is shown on 
Figure 27. 

VDE has also been used to visualize non-cybersecurity related datasets, an example of 
such being the IST-141 Interactive Exploration of NATO Panels’ Activities [7]. 
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Figure 27 Simplified network topology diagram of a Blue Team’s networked assets during a Locked 
Shields Cyber Defence Exercise 
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5 Feedback and User study 
User feedback to VDE has been very positive. A study [2] that captured cybersecurity 
analysts’ impressions of a network topology presented as a stereoscopically-perceivable 
3D structure found, that overall, the impressions towards stereoscopically-perceivable 
3D data visualizations were highly favourable. Multiple participants acknowledged that 
such 3D visualizations of network topology could assist in their understanding of the 
networks they use daily. Participants expressed a wish to integrate such visualization 
capabilities in their workflow. Prior experience with 3D displays had no influence on user 
preferences, while participants with prior gaming experience adjusted quickly to the 
Oculus Touch motion controllers, suggesting that the relevant dexterity and muscle 
memory for gaming console controller usage helps users adjusting from those controllers 
to handling input devices for VR experiences. 

Figure 28 Overview of the visualization tools used in each condition. [8] 

A) The Virtual Data Explorer (VDE) representation of the network topology. The first image in the
panel (left-hand side) depicts an overview of the network layout used in the present study. The
second image (right-hand side) is a representative close-up (taken from [6]). White arrows have 
been superimposed on the image on the right to indicate node/hosts, edges that represent
connections between nodes, and the host IP address. (B) Images depicting the 2D network topology 
as shown in the Arkime condition. The first image in the panel depicts an approximation of the 2D
representation of network topology as shown in the paper schematics. The second image depicts a 
graph representation of the network topology as shown in the Arkime software, where dots are
hosts and edges are the connections between them. Participants could zoom in, select nodes to see 
exclusive connections, session number, and so on.
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In the dyadic cyber team communication and cyber situational awareness study [8], 
we compared how visual representation of network topology and traffic as ISPMDV 
(see: Figure 28.a) vs. 2D visualizations (see: Figure 28.b) affected team performance in a 
sample of cyber cadets (N = 22) cooperating in dyads. Performance outcomes included 
network topology recognition, cyber situational awareness, confidence in judgements, 
experienced communication demands, observed verbal communication, and forced 
choice decision-making. The study utilized network data from the NATO CCDCOE 2022 
Locked Shields cyber defence exercise (see: 4.6) and the Virtual Data Explorer software 
(see: 4.2). 

We found that participant dyads using the VDE ISPMDV had better cyber situational 
awareness compared to the participant dyads that relied only on flat screen (2D) 
visualizations and textual information. The ISPMDV group was generally more confident 
in their judgments except when performing worse than the 2D group on the topology 
recognition task (which by design favoured the dyads that used flat screen and textual 
information only). Participants in the 3D mixed reality group experienced less 
communication demands and performed more verbal communication aimed at 
establishing a shared mental model and less communications discussing task resolution. 
Better communication was associated with better cyber situational awareness. 

A collaborative, Mixed Reality representation of a network topology and network 
attack provided better CDSA compared to using flat screen or printed, 2D topology 
schematics and graph representation in the packet capture software Arkime. 

Figure 29 Interval plots for the differences in identifying compromised Blue Team systems. [8]  

(A) Identified compromised Blue Team systems.

(B) Confidence in having identified compromised Blue Team segments. Whiskers are 95%
confidence intervals. 

The most apparent difference was in the detection of the top five Red Team hosts 
targeting Blue Team systems. The traffic associated with the identified Red Team hosts 
in the Mixed Reality condition differed in the tens of thousands. This is remarkable, 
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as participants in the ISPMDV condition could only use edge brightness as a cue for traffic 
while participants in the Arkime condition could see the actual session number statistics.  

Observed and self-reported communication was better for dyads in the ISPMDV 
condition and was associated with their CSA. This may suggest that the VDE has 
neuroergonomic benefits when SOC team analysts need to communicate for shared CSA. 
Although participants in the ISPMDV condition had higher CSA, we were not able to 
measure its effect on decision-making. This could be due to cohort effects such as 
training or the modest sample size. See Figure 29 on page 49. 

Finally, the experimental tasks and preliminary nature of the study does not reflect 
SOC tasks with sufficient realism. Thus, to truly assess the potential effects of VDE on 
communication for shared CSA, the study should be repeated in a naturalistic setting 
with a larger and more diverse sample. 

As such, ours was the first study comparing the efficiency of ISPMDV and flat screen 
visualizations of network topology on dyadic cyber team communication and cyber 
situational awareness. Using ISPMDV resulted in better situational awareness and team 
communication. The experiment should be repeated in a larger and more diverse sample 
to determine its potential effect on decision-making. 
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6 Results and Findings 
The overall contribution of my research is the development of the knowledge and 
practical approaches of how to visualize multidimensional non-(geo)spatial datasets in 
stereoscopically perceivable (artificial) environments in useful ways, how to design the 
three-dimensional layouts of such visualizations, but also the Virtual Data Explorer 
software and its release as Open-Source Software [23]. 

I chose to approach Research Questions (see: 1.2) in parallel: develop the necessary 
software for ISPMDV (RQ3), while figuring out the human side of the problem – how to 
decide such visualizations’ layouts (RQ1, RQ2). 

To enable users to visualize data as predetermined three-dimensional layouts while it 
would be stereoscopically perceivable and interactable (RQ3), I created the Virtual Data 
Explorer (VDE, see: chapter 4). VDE enables a user to perceive the spatial layout of a 
dataset, for example the topology of a computer network, while the resulting 
visualization can be augmented with additional data, like network session counts 
between network nodes. 

Before SMEs could be provided with useful data visualization tools for their tasks, their 
needs had to be understood: together with my co-authors I created the Mental Model 
Mapping Method for Cybersecurity (see: 3.2), that enables one to design data 
visualizations (RQ2) together with SMEs using a participatory method (RQ1): 
components of these visualizations would be arranged as a set of objects in 
stereoscopically perceivable artificial environment (either Virtual or Mixed Reality) – 
referred to as data-shapes. 

Useful visualizations for SMEs can be created with the combination of employing M4C 
and using VDE for data visualization. Although larger scale user studies were hindered by 
covid-19, user feedback [2] and ongoing studies have confirmed the advantages of M4C 
and VDE. 

Amongst many findings during my research that guided the outcome, the most 
important one is the realization of the importance of providing users with intuitive 
interaction capabilities to explore and query the visualized data, while (also) being able 
to control the visualized dataset using contemporary on-screen toolset that they’ve 
learnt to rely on (see: 4.4.7). 

I will be continuing my research, investigating whether data-shapes created based on 
interviews with experienced SMEs are more accurate and detailed than the data-shapes 
for the same data that were created during interviews with less experienced SMEs. 
Another area ripe for research is evaluating what impact these 3D data-shapes 
developed based on experienced users’ interview might have in teaching the (functional, 
physical, logical) topology of a protected network environment to oncoming team 
members. It is possible that this would speed up the onboarding of new team members 
by assisting them in learning the functional topology and the behaviour of entities that 
are present in their datasets, for example, the logs from various devices in the protected 
computer networks.  

Most importantly however, I’m curious to find out, how to quantify the level of 
improvement of how much more beneficial, more useful would an ISPMDV be for the 
users, with whom these visualizations are created, compared to contemporary 
alphanumeric and 2D visualization tools. The user study (see: 5) was a first step in that 
regard. 
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7 Conclusion 
The quantity of logs, telemetry and various other data collected from networked devices 
and devices that are running computer networks is increasing steadily, if not 
exponentially due to our society’s growing dependence on interconnected information 
technology [15]. 

More data does not in itself yield better information. To make sense of the collected 
data in a timely manner, to maintain actionable CDSE & CDSU, SMEs need to know well 
the system (of systems) they need to protect and be able to augment the expected (but 
everchanging) baseline of their (known) system with relevant (subset of) fresh data, to 
transform the combination of gathered information into actionable CDSE, that will then 
feed into timely CDSU. 

7.1 Novelty 
Prior to my research, there were no publicly available data visualization tools (RQ3) that 
would have enabled its users to create and use stereoscopically perceivable immersive 
and interactive 3D visualizations depicting non-(geo)spatial datasets as multidimensional 
shapes: existing tools (the likes of OpenGraphiti and V-Arc) were able to visualize force 
directed graphs, bar charts and the like. 

There were no applicable method(s) detailing the process of creating such 
visualizations that would be rooted in Cybersecurity Subject Matter Experts (SMEs) 
mental models (such that would map to the visualized dataset), integrated into an 
analyst’s existing working environment, while also support an analyst’s existing  
problem-solving strategies (RQ1 & RQ2). 

I identified that there was a need for structured evaluation of visualizations that are 
created based on an analyst’s internalized understanding of a dataset. Preliminary work 
also demonstrated that through purposeful interaction with SMEs it is possible to identify 
the core concepts of their mental models for relevant datasets, and to create matching 
data-shapes for those. 

To address that, the Mental Model Mapping Method for Cybersecurity (M4C, see: 3.2) 
addressing RQ1 & RQ2 was published in 2020 [4]. This paper describes the theory and a 
method that can be used to develop a 3D visualization of network topology and overlay 
it with relevant data. The selection of attributes of data-shapes and their display layout 
aims to capture cybersecurity analysts’ mental models, to enable the analysts to better 
understand their respective datasets.  

M4C could be used to create data visualizations with SMEs that would be beneficial 
for them and their immediate peers’ purposes. Visualizations that originate from the 
same SME group could be evaluated by peers from that same group, preferably with the 
same dataset or using the same original data sources. 

Currently available Virtual and Mixed Reality (VR/MR) technology can provide users 
with interactive stereoscopically perceivable multidimensional data visualizations 
(ISPMDV) that can be used to better understand complex data structures and datasets. 
M4C demonstrates that through tight interaction with SMEs it is possible to identify core 
concepts in their mental models and transform these into data-shapes that these same 
SMEs can then use with VR/MR equipment for their tasks. Further research is needed to 
find out, how generalizable are such data-shapes, compared over different types of 
networks, cyber operations, analyst past training and other individual differences. 
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However, the benefits of harnessing human visual perception for CDSA/CDSU can 
provide a much-needed advantage to these SMEs. 

The software I created, Virtual Data Explorer (VDE, see: 4.2), has been integrated into 
the Virtual Reality Data Analysis Environment (VRDAE) [3] and Mixed Reality Exploration 
Toolkit (MRET) [23]. These and other collaborative projects employing VDE for research 
have resulted in additional papers [24] [23], while commercial deployments are under 
way. VDE was instrumental in seeking answers for RQ3.  

Immersive visualizations of large and dynamic node-link diagrams require careful 
consideration for visual comprehensibility and computational performance. While many 
forms of node-link visualization idioms are well-studied in the form of 2D flat screen 
visualizations, the opportunities and constraints presented by VR and MR environments 
are distinct. 

Optimizing VR/MR user interactions for VDE presented the design challenge of 
providing an interface that intuitively offers an informative presentation of the node-link 
network both at a high-level “overview” zoom level and at a very zoomed-in “detail” 
view, with well-chosen levels of semantic zoom available along the continuum between 
these extremes. Constrained navigation further optimizes the user experience, limiting 
confusion and motion sickness. Dynamic highlighting, through the selection and 
controller-based movement of individual notes, enhances the users’ understanding of 
the data. 

7.2 Relevance 
User feedback to VDE has been very positive. A study [2] that captured cybersecurity 
analysts’ impressions of a network topology presented as a stereoscopically-perceivable 
3D structure found, that overall, the impressions towards stereoscopically-perceivable 
3D data visualizations were highly favourable. Multiple participants acknowledged that 
such 3D visualizations of network topology could assist in their understanding of the 
networks they use daily. Participants expressed a wish to integrate such visualization 
capabilities in their workflow. Prior experience with 3D displays had no influence on user 
preferences, while participants with prior gaming experience adjusted quickly to the 
Oculus Touch motion controllers, suggesting that the relevant dexterity and muscle 
memory for gaming console controller usage helps users adjusting from those controllers 
to handling input devices for VR experiences. 

In our latest study [8] we found that participant dyads using the VDE ISPMDV had 
better cyber situational awareness compared to the participant dyads that relied only on 
flat screen (2D) visualizations and textual information. The ISPMDV group was generally 
more confident in their judgments except when performing worse than the 2D group on 
the topology recognition task (which by design favoured the dyads that used flat screen 
and textual information only). Participants in the 3D mixed reality group experienced less 
communication demands and performed more verbal communication aimed at 
establishing a shared mental model and less communications discussing task resolution. 
Better communication was associated with better cyber situational awareness. 

As the scientific and engineering community continues to adopt VR and MR for their 
work, it is likely that there will be an ongoing acceleration in the development of open-
source VR/MR tools for related tasks. Some of the needs of specific technical 
communities will vary as a function of their data and problem spaces, requiring 
visualization of various forms of spatial (voxel, point cloud, mesh) and non-spatial data 
(such as the node link diagrams supported by VDE). However, most R&D use cases will 
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also share many requirements, such as the ability to securely share a VR/MR 
environment in real time with other VR/MR users; the ability to support a wide range of 
VR/MR hardware with the same software; and the ability to load or stream large 
datasets. NASA MRET is an example on that regard on how to address these problems 
and provide a free open source solution for it [23]. 

While SPMDVs for intrinsically (geo)spatial data have received substantial publicity, 
the creation, presentation, and usability research of SPMDVs and ISPMDVs designed to 
show non-spatial data has attracted less attention. I encourage cybersecurity professionals 
and researchers to use emerging technologies (e.g., VR/MR) to explore novel ways for 
visualizing datasets relevant to their problems and tasks. 
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Abstract 

Interactive Stereoscopically Perceivable Multidimensional 
Data Visualizations for Cybersecurity  
The personnel responsible for maintaining and protecting complex systems must 
monitor those systems for anomalous behaviours to timely detect and mitigate possible 
security incidents. To identify such anomalous behaviours of complex systems, defenders 
first need to establish the baseline behaviour, either via human observations or 
attempting to utilize machine learning methods on behavioural indicators gathered from 
that or similar system(s). 

My PhD research interest focused on the former: what tools would assist a defender, 
who has been tasked to learn the expected (baseline) behaviour of an information 
system (of systems) to then identify anomalous behaviours affecting it, using that or 
other tools in the future. Further, as datasets that must be understood and monitored 
are usually large, inherently multidimensional, and considerable part of human 
population is naturally better at reading visual than textual information, what 
visualization tools would be helpful, during sensemaking of such a dataset? 

While visualizing complex systems’ network structures on a flat computer screen is 
helpful, the lack of stereoscopical perception of these visualizations hindered the 
usefulness of such visualizations. Virtual Reality (VR) headsets were coincidently making 
comeback on consumer market and seemed to provide a possible platform for testing 
out stereoscopically perceivable multidimensional data visualizations rendered in VR. As 
there were no 3D VR (nor Mixed Reality, MR) visualization tools publicly available at that 
time, I identified this as an interesting research area with possible benefits to 
cybersecurity practitioners, while also creating helpful tools for my cybersecurity peers. 

As the visualization possibilities are fundamentally different in stereoscopically 
perceivable environments, compared to textual or flat-screen visualization, there was a 
need for structured evaluation of visualizations that are created based on an analyst’s 
internalized understanding of a dataset. Preliminary work also demonstrated that 
through purposeful interaction with Subject Matter Experts (SMEs) it is possible to 
identify the core concepts of their mental models for relevant datasets, and to create 
matching data-shapes for those. 

To address that, I created Mental Model Mapping Method for Cybersecurity (M4C), 
that can be used to develop a 3D visualizations of network topology, to then overlay that 
with relevant data. The selection of attributes of data-shapes and their display layout aim 
to capture cybersecurity analysts’ mental models, to enable the analysts to better 
understand their respective datasets. M4C could be used to create data visualizations 
with SMEs that would be beneficial for them and their immediate peers’ purposes. 
Visualizations that originate from the same SME group could be evaluated by peers from 
that same group, preferably with the same dataset or using the same original data 
sources. 

Currently available Virtual and Mixed Reality (VR/MR) technology can provide users 
with interactive stereoscopically perceivable multidimensional data visualizations 
(ISPMDV) that can be used to better understand complex data structures and datasets. 
M4C demonstrates that through tight interaction with SMEs it is possible to identify core 
concepts in their mental models and transform these into data-shapes that these same 
SMEs can then use with VR/MR equipment for their tasks. Further research is needed to 
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find out, how generalizable are such data-shapes, compared over different types of 
networks, cyber operations, analyst past training and other individual differences. 
However, the benefits of harnessing human visual perception for CDSA/CDSU can 
provide a much-needed advantage to these SMEs. 

Immersive visualizations of large and dynamic node-link diagrams require careful 
consideration for visual comprehensibility and computational performance. While many 
forms of node-link visualization idioms are well-studied in the form of 2D flat screen 
visualizations, the opportunities and constraints presented by VR and MR environments 
are distinct. 

Optimizing VR/MR user interactions for VDE presented the design challenge of 
providing an interface that intuitively offers an informative presentation of the node-link 
network both at a high-level “overview” zoom level and at a close, zoomed-in “detail” 
view, with well-chosen levels of semantic zoom available along the continuum between 
these extremes. Constrained navigation further optimizes the user experience, limiting 
confusion and motion sickness. Dynamic highlighting, through the selection and 
controller-based movement of individual notes, enhances the users’ understanding of 
the data. 

User feedback to VDE has been very positive. A study that captured cybersecurity 
analysts’ impressions of a network topology presented as an interactive stereoscopically 
perceivable multidimensional structure found, that overall, the impressions towards 
interactive stereoscopically perceivable multidimensional data visualizations (ISPMDV) 
were highly favourable. Multiple participants acknowledged that such 3D visualizations 
of network topology could assist in their understanding of the networks they use daily. 
Participants expressed a wish to integrate such visualization capabilities in their 
workflow. Prior experience with 3D displays had no influence on user preferences, while 
participants with prior gaming experience adjusted quickly to the Oculus Touch motion 
controllers, suggesting that the relevant dexterity and muscle memory for gaming 
console controller usage helps users adjusting from those controllers to handling input 
devices for VR experiences. 

As the scientific and engineering community continues to adopt VR and MR for their 
work, it is likely that there will be an ongoing acceleration in the development of open-
source VR/MR tools for this broad community. Some of the needs of specific technical 
communities will vary as a function of their data and problem spaces, requiring 
visualization of various forms of spatial (voxel, point cloud, mesh) and non-spatial data 
(such as the node link diagrams supported by VDE). 

While SPMDVs for intrinsically (geo)spatial data have received substantial publicity, 
the creation, presentation, and usability research of SPMDVs and ISPMDVs designed to 
show non-spatial data has attracted less attention. I encourage cybersecurity 
professionals and researchers to use emerging technologies (e.g., VR/MR) to explore 
novel ways for visualizing datasets relevant to their problems and tasks. 

I will be continuing my research, investigating whether data-shapes created based on 
interviews with experienced SMEs are more accurate and detailed than the data-shapes 
for the same data that were created during interviews with less experienced SMEs. 
Another area ripe for research is evaluating what impact these 3D data-shapes 
developed based on experienced users’ interview might have in teaching the (functional, 
physical, logical) topology of a protected network environment to oncoming team 
members. It is possible that this would speed up the onboarding of new team members 
by assisting them in learning the functional topology and the behaviour of entities that 
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are present in their datasets, for example, the logs from various devices in the protected 
computer networks.  

Most importantly however, I’m curious to find out, how to quantify the level of 
improvement of how much more beneficial, more useful an ISPMDV would be for the 
users, with whom these visualizations are created, compared to contemporary 
alphanumeric and 2D visualization tools. 
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Lühikokkuvõte 

Interaktiivsed, ruumiliselt tajutavad, mitmemõõtmelised 
andmekuvad küberturbele
Võimalike turvaintsidentide aegsaks tuvastamiseks ja leidude mitigeerimiseks peavad 
keerukate süsteemide kaitsjad neid süsteeme järjepidevalt seirama: tuvastama 
anomaaliad, eristama valepositiivsed, delegeerima leiud pädevale kolleegile, kes 
intsidendi lahendamise eest hoolitseks. Ühe keeruka süsteemi kaitsmise eelduseks on 
selle kaitsjate hea arusaam sellest süsteemist, selle komponentidest, nende 
omavahelistest ja välistest seostest, komponentide ootuspärasest käitumisest, süsteemi 
kasutajate harjumustest jm – süsteemi mentaalne mudel. Mõistagi on seda probleemi, 
küberrünnete tuvastamist ja mitigeerimist püütud lahendada masinõppe abil, kuid 
aktiivsed ründajad on tavaliselt siiski inimesed, kes oma käitumist vastavalt sihtmärgile 
korrigeerivad: kui kaitsja on hästi-õppind masin, tuleb selle vastu kasutada ka sobivat 
taktikat. Seega isegi juhul, kui hästi-õppind masinad süsteemi seiramisel ja kaitsmisel 
abiks on, peavad turvaseirajad mõistma, miks too masin just nii aga mitte naa otsustas: 
kaitsjad peavad süsteemi tervikuna mõistma, omama süsteemile vastavat 
mentaalmudelit isegi juhul, kui õpetatud masinad seirel abiks on. 

Oma doktoritöös keskendun inimesele: mis vahendid aitavad kaitsjail alul tundma 
õppida ning seejärel mõista kaitstavat süsteemi (ja selle alamsüsteeme), tundmaks ära 
anomaaliaid, vaenulikke või mitte? Andmehulgad, mida kaitsjad süsteemi turvaseireks 
hoomama peavad, on suured ja reeglina mitmemõõtelised: nende kuvamine lamedal 
ekraanil on võimalik, kuid teksti abil kuvatu mõistmine üsna kohmakas – visuaalse teabe 
hoomamine on inimestele loomulikum kui sama teabe tekstilisest või numbrilisest 
vormist dekodeerimine, lisaks on me visuaalne taju evolutsiooni käigus kohandunud 
ruumilisele keskkonnale, mitte lamedale meediumile, nagu paber või ekraan. Sellest 
lähtudes: millised andmete visualiseerimise vahendid aitaksid keerukate süsteemide 
kaitsjail tõhusamalt mõista andmehulki, mida peavad oma ülesannete täitmiseks 
jälgima? 

Kuigi keerukate süsteemide topoloogia visualiseerimine kahemõõtmelise kujutisena 
lamedal ekraanil võib süsteemi mõistmisel kasuks tulla, on rohkema kui kolme mõõtme 
samaaegne visualiseerimine lamedal ekraanil kohmakas selle hoomamatu ruumilisuse 
tõttu: kuvatu ruumilisus pole paberilt ega lamedalt ekraanilt lihtsasti tajutav. Üks mu 
uurimistöö tõukureist oli virtuaalreaalsuse taas-tulemine eelmise kümnendi keskel: 
Oculus DK2 oli piisavalt võimekas proovimaks, kas stereoskoopiliselt tajutavate 
ruumiliste andmekujutiste abil oleks võimalik teavet masinalt inimesele edastada 
efektiivsemalt ja selgemalt kui muude tol hetkel olemas olnud vahendite abil. Kuna 
virtuaal- ega liitreaalsuses andmekuva võimekust pakkuvaid lahendusi tollal (avalikult 
saadaval) polnud, tuvastasin selle kui huvitava uurimisvaldkonnana, mille lahendamisest 
võiks kasu olla küberjulgeoleku praktikuile, mu (toonastele) kolleegidele. 

Kuna stereoskoopiliselt tajutavate ruumiliste kujundite abil andmete visualiseerimise 
võimalused on lamedal ekraanil võimalikuga võrreldes täiesti erinevad, ei saanud ma 
lähtuda vaid olemasolevaist teadustöist: pidin alustama kaugemalt. Uurisin alustuseks, 
kuidas luua andmekuva, mis vastaks just selle kasutaja arusaamale andmestikust, mida 
ta mõista püüab: kuidas kaardistada see mentaalmudel, mida kasutaja mingi andmestiku 
(või süsteemi) mõistmiseks pruugib? Eeltöö käigus selgus ka, et andmestike kasutajaid 
eesmärgipäraselt intervjueerides on võimalik kaardistada nende mentaalmudelid ning 
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leitu põhjal luua mentaalmudeleile vastavad andmekujundid, mis andmestiku 
mõistmisele kaasa aitavad. 

Lõin mentaalmudeli kaardistamise meetodi (M4C), mida saab kasutada näiteks 
kasutaja mentaalmudelile vastava, arvutivõrgu topoloogiat kujutava ruumilise 
andmekuva loomiseks, mille kaudu kasutaja andmestikuga intuitiivselt suhelda saab. 
Loodud andmekuvad peavad olema kasulikud intervjueeritule ja võivad olla kasulikud 
tema kolleegidele. Lisaks võivad sellised andmekuvad olla abiks meeskonna uutele 
liikmetele, kel andmestikule või süsteemile vastav mentaalmudel alles puudub – nemad 
saavad kuvatu põhjal luua oma mentaalmudeli, mis vanemate kolleegide 
mentaalmudelitega sarnane ning võimaldab süsteemi mõistmise paremat ühtlustamist 
meeskonna sees. 

Kuigi M4C abil võib luua ka nö tavalisi, kahemõõtmelisi ja tekstilisi kuvasid, saab 
sellega disainida uudseid, ruumilisi andmekuvasid, mis võimaldavad kasutajal hoomata 
oluliselt rohkem teavet juhul, kui need kuvad on stereoskoopiliselt tajutavad. Õnneks on 
aastal 2023 saada olevad seadmed, mille abil virtuaal- ja liitreaalsust kasutada saab, juba 
piisavalt võimekad, et M4C abil loodud ruumilisi andmekuvasid kasutajasõbralikult 
pruukida. Kas sellise metoodika abil saab luua andmekuvasid ka teistsuguste kui 
arvutisüsteemidega seotud andmehulkade, andmestike, andmekogude mõistmiseks, on 
edasiste uurimistööde teema. 

Ruumiliste andmekuvade vaatlemisest liitreaalsuses on kasu, kuid veel kasulikum on, 
kui kasutaja kuvatuga suhelda saab, näiteks pärides kuvatut katsudes või sellele 
lähenedes mõne leiu kohta lisateavet või muutes kuvatu aluseks olevat päringut. Näiteks 
saab kasutaja asukohast ja silmade fookusest sõltuvalt otsustada, kui detailset teavet 
parasjagu fookuses oleva objekti kohta kuvada, milliseid komponente näidata, millistele 
objektidele kuvada lisaks nimed või sildid, jmt. Omaette huvitav probleem on 
„merehaigus“ (motion sickness) virtuaalreaalsuses: selle vältimiseks peab kasutaja 
liikumisvabadust küll pisut piirama, kuid tulemuseks on kokkuvõttes oluliselt parem 
kasutajakogemus. 

Uurimistöö hüpoteeside valideerimiseks kirjutasin tarkvara, Virtual Data Explorer 
(VDE), mis koondab endas aastate jooksul kogutud teadmuse. VDE võimaldab M4C abil 
loodud andmekuvasid esitada nii virtuaal- kui liitreaalsuses, keskkonnas kus kasutaja 
saab ruumilist andmekuva kogeda stereoskoopiliselt ning kuvatud teabega ka suhelda. 

Kasutajate tagasiside VDE-le on olnud väga positiivne. Uuring, mis kogus küberturbe 
praktikute muljeid VDE abil kuvatud interaktiivsele, ruumiliselt tajutavale arvutivõrgu 
topoloogia andmekuvale tõdes, et üldiselt olid muljed interactive stereoscopically 
perceivable multidimensional data visualizations (ISPMDV) suhtes väga soodsad. 
Osalejad nentisid, et sellised võrgutopoloogia andmekuvad võivad aidata neil mõista neid 
süsteeme, mida nad igapäevaselt kasutatavad ja kaitsma peavad. Varasem kogemus liit- 
ega virtuaalreaalsusega ei mõjutanud kasutaja eelistusi, samas kui varasem kogemus 
arvutimängudega aitas osalejail kiiremini kohaneda kasutatud Oculus Touch 
sisendseadmetega. Uuring, kus osalenud paaride soorituste tulemuslikkust 
kahemõõtmeliste ja tekstiliste andmetega töötades võrdlesime paaridega, kes 
arvutivõrgu topoloogiat VDE abil hoomasid, tuvastas märkimisväärse eelise neil, kes 
kasutasid just ruumilist andmekuva. 

Erinevate valdkondade vajadused sõltuvad nende andmete eripäradest: näiteks 
geograafiliste või juba loomupäraselt ruumiliste asjade (konstrueeritav lennuk, 
lahingusimulatsioon, atmosfäärinähtused, jm) kuvamiseks on kommertsiaalseid ja 
vabavaralisi vahendeid juba praegu ohtralt (visualiseerides asju vokselikogumikena, 
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punktipilvedena, jm) kuid loomupäraselt mitteruumiliste süsteemide ruumiliseks 
hoomamiseks loodud kujundite visualiseerimist võimaldavaid lahendusi (mis poleks vaid 
force-directed graafid) peale VDE ega mõne muu vahendi pole. Potentsiaali aga, nagu mu 
uurimistöö tulemusel selgub, on küll. Seetõttu julgustan küberturbe praktikuid ja teisi 
katsetama liit- ja virtuaalreaalsuse võimalusi, proovimaks uudseid meetodeid oma 
ülesannetega seotud süsteemide visualiseerimiseks. 

Doktoritöö kaitsmise järel jätkan uuringutega: selgust vajab näiteks, kas kogenud 
ekspertide intervjuude põhjal koostatud andmekuvad on täpsemad, üksikasjalikumad ja 
andmestiku mõistmiseks sobivamad kui samade andmestike jaoks vähemkogenud 
spetsialistide poolt loodud andmekuvad. Teisalt on oluline mõista, kui tõhusad on 
ruumilised andmekuvad meeskonnaga liituvate liikmete koolitamisel: võimalik, et nende 
abil saab edastada süsteemide funktsionaalse topoloogia ja sellega seotud 
komponentide käitumist hõlmavaid mentaalmudeleid tõhusamalt kui seni pruugitavate, 
tavapäraste meetoditega. Aga ka, kuidas mõõta ruumiliste andmekuvade tõhusust ja 
võrrelda seda tavapäraste, lameekraanil või paberil esitatavate andmekuvade 
tõhususega: kui ISPMDV on tõhusam, siis millistes valdkondades, milliste ülesannete 
lahendamisel, kellele ja kui, siis kui palju tõhusam? 
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� ������������	�
��������������������������������������������� !�"#���$��%�&�� ��'%�()*+��,��'%-�����!�����&��%����*� ��'�(.���,��'-/�0�� 1�%��2��3�%�4� 1��)*+��,��'%5��!�*�6�%� !�'��� ���� 1���&��*�7�*� 8�����%�3+�� 8�!$� 1������ 6!�9%��+����� 6!���8%�!$� 1���2��3�%�/���:!39���;1��*�%5��� �%� �6�%�%�*�3 ����%�� ��%���*� �&�*8�6�**��!3+'�� ��4����%!��7*8�*�����(<"#,)�!$�=>?=�$�*�%-4�1�%���!+��� �+ 1�(61� �����61�������.���,��'�'�'7��%��!-����� 1��������"#�3!'@���7*���� 6!�9%� 1� �% �� �!+ ��%����� �3�*�7+ �31������%���%@�3 �&��)*+��,��'%���A+% � 1�'/�0=&B�&�%+�*�C� �!��6�%�31!%���$!��$��% �DEF��� �G%1�@�4��%�)*+��,��'%5��7�*� 8� !�'!�� !������%�3+��� 1����0=&B������%%�%�6�%�����*�&�� � !@�3��+����� 1�%��2��3�%�/���?�&�*+�7*����&�� ����!$�:;HB��� �%� � !���%���31��%��%� 1���&��*�7�*� 8�!$�9�!6*������7!+ � 1���� 6!�9� !@!*!�8�(!$� 1��)*+��,��'%5��%%� %-�������!+��� �+ 1�!$�.���,��'��3 �!�%�I��/�/4�61� �����61������� 1��.���,��'�'�'7��%��!��+����� 1�����  �39%4������*%!� 1��)*+��,��'%���%@!�%�%� !���&��%����*��3 �&� ��%�(� �*��% � !�%!'��������-/��,!�@��@���� 1� ��� �%� �(0=&B��� 6!�9� ��$$�3���$!�'� �!�-�$!��JE�&�%+�*�C� �!�4� 1��@�39� %�3�@ +����(�� !�=>?=�$�*�%-��+�����:;HB��2��3�%��6����@��%���6� 1�)�!�0E;�(1  @%KLL666/7�!/!��-� !��� � �2 +�*�*!��$�*�%���%3��7������ 6!�9�3!���3 �!�%�7� 6�����!��%�(%��&��%4�6!�9% � �!�%4��� 6!�9���&�3�%����)*+��,��'%5��� 6!�9%4������*%�61������� 1��M��'���� 6!�9N-� 1� �6����!7%��&������3�@ +���� ��$$�3/�,�2 +�*�*!��$�*�%�6���� 1���O+������6� 1�;@�3 P�(;@�3 P4�"#HQ-�(1  @%KLL666/%@�3 2/3!'-� !�3!+� � 1��3!���3 �!�%�7� 6������&�3�%� !���%3��7����*� �!�%�!$��!��%�78�3!*!����� 1������%�(3!���3 �!�%-�7� 6�����!��%��33!������ !� 1���+'7���!$� �'�%� 1!%���!��%�6����!7%��&���3!''+��3� ����I�$�!'� ���%@���� ������� !�!@�O+�������� !����/��)�%��� 1� ��� �4�DEF�6!+*�� 1��������� ����&�� +�*���&��!�'�� 4�6� 1�:;HB��� ��&�%+�*�C� �!������ /�R!��!+��$��% �3!�3�@ ���%����6��31!%�� !�&�%+�*�C������ 6!�9� !@!*!�8�61���� 1���!��%�(61� ��%@1���%-���@��%�� ���&�3�%�*�9��3!'@+ �����%9 !@%4�%��&��%4�%6� 31�%�!���!+ ��%4����� 1������%�(*���%�3!���3 ����%@1���%-���@��%�� � 1���� 6!�9� ��$$�3�7� 6���� 1!%����&�3�%/�DEF�@!%� �!�%��!��%��33!������ !� 1����*!��3�*� !@!*!�8���� 1������%@�3 �&���� 6!�9%4�&�%+�*�C����%��� �G%1�@�%� 1� ����������� ���@����&��8�)*+��,��'/�;+31���&��!�'�� ����7*�%� 1��+%��� !��''��%�&�*8��2@*!��� 1���� �G%1�@�%4�� %�3!'@!��� %�+%����D.��O+�@'�� /�?���2�'@*��!$���+%����2@*!�����DEF���&��!�'�� �3!'@!%���!$��� �G%1�@�%�&�%+�*�C����:;HB�)*+��,��'%5��� 6!�9%�3���7��%���������7���$�&���!���*��%���6� 1� 1�%��� �3*��(1  @%KLL3!��/��L�336%-/�STU�VWXWYZ[W\]̂�_̀a�bĉdWecfcgh�èhciWe�X̀\̀èhj�̀_�g]Xk̀ al]m�]gXcXc]̂�n1��� 1��+%���$��% ��� ��%� 1��DEF4� 1��&��6���3���*!!9��!6��� ���<J#�����������*��� � 1��%3���� 1� ��%�@!%� �!����� �%+31�����% ��3�4��%� !�$� ���� 1��&��6/�,1��$*!!��!$� 1��DEF���&��!�'�� �(���D.-��%������9�@�  ��������%�� � 1� �3!� ��+�%�+� �*�� �'�� %���1!��C!��*���� 1� ���*���� �%�$*!!������%98*���/�,1��7�39��!+�����&��!�'�� ��%�31!%���%+314� 1� �� �6!+*��7��+�!7 �+%�&�� !� 1��&��6��5%� �%94�61�*��@�!&������1!��C!��$!��%@� ��*�!���� � �!�/�D�%+�*�C����� �G%1�@�%�����$*!� ����6�**��7!&�� 1��$*!!��������*�  *��7�*!6� 1��1!��C!��*���4� !���%��� %�3!'@!��� %5�&�%�7�*� 8�(7���1 ���!7A�3 %������% ����9���7�39��!+��-/���>!� ���8� !�%�*$G!�����C�������@1%�61�31�����+%�$+*�$!����� ��*��2�'��� �!��!$�+�9�!6���� �%� %4�!+���!�*��%� !�@�!&�������*8% %�6� 1�( 1���7�*� 8� !�3��� �-��� �G%1�@�%� 1� �6!+*��1�*@� 1�'�7�  ���3!'@��1������ �%� %� 1� �������@�3 ����%�% �+3 +��%� 1�8�3���*����� !�9�!6�6�**�!&��� �'�/�n��@�!@!%��3��� ������ �G%1�@�%�61������ 6!�9����� � ��%�(�/�/�3!'@+ ��%-�����@!%� �!�����33!������ !� 1����*!��3�*� !@!*!�8�(�/�/�3!'@+ ���!��%��&�����!+@%������! �!�*8�@18%�3�*�!��$+�3 �!��*� !@!*!�8-�%!4� 1� � 1����%+* ����JE�% �+3 +��(%-�6!+*����*� �� !���;o>Lpo>����*8% 5%� �%94�61�31���� 1�%�:;HB��2�'@*��6!+*��7�� !��� �3 �@�!1�7� ���3!���3 �!�%�7� 6����)*+��,��'5%��� 6!�9���&�3�%/�E� �G%1�@�%��%�%+31������! 1������6�(q+� ��4�"#HB-4�7+ �$�6�1�&�� ����� !�+%��% ���!%3!@�3�**8�@��3��&�7*��JE��� �G%1�@�%�$!��3!'@+ ���%�3+�� 8�(=�8���r�,�!%%7�314�"#Hs-/��o���3!+*��3!�%�����$!**!6�����%�@����O+�%� ��9�!6*����� !� 1��3��� �!��!$� 1��:;HB�DEF�%3���4�3!� �������%� �!$�@�!@!%����� �G%1�@�%K�t u����% ���� 1��@���3�@*�%�!$�1!6��!�%���3!'@+ ����� 6!�9�$+�3 �!�v�%@�3�$�3�**84�1!6�%+31��� 6!�9��%�%� �+@�$!��:!39���;1��*�%��2��3�%�v�t u����% ����!$� 1��*!��3�*���!+@����!$��� 6!�9����� � ��%����� 1���� !@!*!�8��+�����:!39���;1��*�%v��*%!�+����% ������ 6!�9%�(&�� +�*��� � ��%-����� 1�%���'�5%�% �9�1!*���%5�(@18%�3�*��� � ��%-��!�*%4��/�/�.���&%�)*+�4�7+ ��*%!�w����4�x�**!64�n1� �� ��'%5�$+�3 �!�%v�yzy
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Appendix 2 

Publication II 
Kullman, Kaur; Asher, Noam Ben; Sample, Char (2019). Operator Impressions of 3D 
Visualizations for Cybersecurity Analysts. Proceedings of the 18th European Conference 
on Cyber Warfare and Security, ECCWS 2019: University of Coimbra, Portugal, 4-5 July 
2019. Ed. Cruz, Tiago; Simoe, Paulo. Reading, UK: ACPI, 257−266.  
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Appendix 3 

Publication III 
Kullman, Kaur; Ryan, Matt; Trossbach, Lee (2019). VR/MR Supporting the Future of 
Defensive Cyber Operations. 14th International-Federation-of-Automatic-Control (IFAC) 
Symposium on Analysis, Design, and Evaluation of Human Machine Systems (HMS), SEP 
16-19, 2019, Tallinn, ESTONIA. Amsterdam: ELSEVIER, 181−186. (52). DOI:
10.1016/j.ifacol.2019.12.093
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Appendix 4 

Publication IV 
Kullman, Kaur; Buchanan, Laurin; Komlodi, Anita; Engel, Don; (2020). Mental Model 
Mapping Method for Cybersecurity. Lecture Notes in Computer Science, vol 12210. Ed. 
Moallem, Abbas;. Cham: Springer International Publishing, 458−470. DOI: 10.1007/978-
3-030-50309-3_30
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Appendix 5 

Publication V 
Kullman, Kaur; Engel, Don; (2022). Interactive Stereoscopically Perceivable 
Multidimensional Data Visualizations for Cybersecurity. Journal of Defence & Security 
Technologies, Vol.4: Big Data Challenges – Situation Awareness and Decision Support. 
DOI: 10.46713/jdst.004.03 
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�����̂b�QQQO����U���RO���PJ�Z[\]
̂��M�PJ���KL����WX�	�P�QP��̂O	���M�PJOQ�U���R�PO���S�Q��RQ�P	��P�]ĉbZW�������d��e����̂
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Appendix 6 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Publication VI 
Kullman, Kaur; Engel, Don; (2022). User Interactions in Virtual Data Explorer. Augmented 
Cognition in Cyber Security, 24th International Conference on Human-Computer 
Interaction. DOI: 10.1007/978-3-031-05457-0_26 
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=�mC=�	�E;�O�:�a<	O9�nôT̀AXWZpXZŴXYTZ̀�9::O=kqq�;C�;<�qTY�TTYSq8mEa�XYTW�XW��SSYX�i�
V?=9�<AQ�Aa;
l	��lAE�kr�J:=;DJGI�<=�J�<C:G>
;F�����;
	::	J>��:�JV:C;
�E;�O�:�s���i�9	P�otA_Tp�T̂XYT_̀�9::O=kqq�;C�;<�qTY�TYT�q[�J9I�XYT_�YT�Y�S�9::O=kqqFFF�=JC�
J��C<�J:�J;�q=JC�
J�q	<:CJ��qOCCq]YW�W_��XT_YYY_�S��E	=	��	=AB�]�AN�CP�<AB�s�A����GAB�R�AK�<C�

�AU�Aa	<I	G	A]�ku=C
�<��	:CP�9�	�	
�9	
�V:	<��:D�	:�<�=:;O<��CJ:C
:�
:C;
C
���;PC
�V:	<��:=���J:C;
�\
kXYT�\mC<:�	�L�	�C:G m̂L̀AOO�_Tp_� X̂YT�̀�9::O=kqq�;C�;<�qTY�TTYSqmL�XYT���ZYXY_Y���v�I��A]�ALv;9�C�AK�A]J9��	

As�A8<	OOAK�kX�	
���O<�=�
:	:C;
;D=O	:C	��	:	k	=G=:��	:CJ<�PC�F�\
kXYT�\m\]\
:�<
	:C;
	�R;<>=9;O;
��mC=�̂�mC=̀AOO�TTpTZ X̂YT�̀�9::O=kqq�;C�;<�qTY�TTYSq��mC=�XYT��WT�YYS�_���jPC=:AQ�A8=C�	=AM�k?:	@;
;�G;D��;JJ��=C;
�	
	����
:D;<PC=�	�Cl	:C;
�\8<	
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Publication VII 
Varga, Margaret; Liggett, Kristen K.; Bivall, Petter; Lavigne, Valérie; Kullman, Kaur; 
Camossi, Elena; Ray, Cyril; Arkin, Ethem; Krilavičius, Tomas; Mandravickaitė, Justina; 
Winkelholz, Carsten; Träber-Burdin, Susan; Jayaram, Shivas; Panga, Marius; Acharya, 
Nikhil; (2022). NATO IST STO-141 Workgroup Final Report: Exploratory Visual Analytics. 
Science and Technology Organization of the North Atlantic Treaty Organization. DOI: 
10.14339/STO-TR-IST-141 
 
Note that included here are only the two chapters of the report where I was one of the 
co-authors. Full report is available from sto.nato.int2. 
 

 
2 https://www.sto.nato.int/publications/STO%20Technical%20Reports/STO-TR-IST-141/$$TR-IST-
141-ALL.pdf  

https://www.sto.nato.int/publications/STO%20Technical%20Reports/STO-TR-IST-141/$$TR-IST-141-ALL.pdf
https://www.sto.nato.int/publications/STO%20Technical%20Reports/STO-TR-IST-141/$$TR-IST-141-ALL.pdf
https://www.sto.nato.int/publications/STO%20Technical%20Reports/STO-TR-IST-141/$$TR-IST-141-ALL.pdf
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Appendix 8 

Publication VIII 
Ask, Torvald F.; Kullman, Kaur; Sütterlin, Stefan; Knox, Benjamin J.; Engel, Don; Lugo, 
Ricardo G.; (2023). A 3D mixed reality visualization of network topology and activity 
results in better dyadic cyber team communication and cyber situational awareness. 
Front. Big Data 6:1042783. DOI: 10.3389/fdata.2023.1042783  
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